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Access 17'2wa ¥ ,Windows-7 (1T wnnwn \ ginm \ NIT9-Nmipn) 7ANNn Unnwnwd

.Token

:0'N2N D'ININ DX N 1A 701 Access Token
$-1-5-21- KnaIT? ,A¥P\wnnwnY? "TIN" nnm) wnnwnn 7w (SID 1Ix'7a1) Security Identifier' o
NTIR9N DR CMD-1 1I¥N ?007W Nn N T7 0¥ .3623811015-3361044348-30300820-1013)

20790 AR P

C:\Users\shaked ilan>wmic useraccount where name='%username%' get sid
SID

S$-1-5-21-287014810-1449389800-2189324088-1001

[N NXNY UNNWNNY NIXIAPN 27U SIDs-n e

TIV 72) ninannn Session INIX7? (Security Identifier) 'Tin® 'MnVax NN XINW Logon SID e

((n>wn'7 "ainn wnnwnn

C:\Users\shaked ilan>whoami /logonid

S-1-5-5-0-414220

! https://learn.microsoft.com/en-US/windows-server/identity/ad-ds/manage/understand-security-identifiers
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212! XINn NN NNRNNN QN KN (D2 DIXARLIEwnnun? u'w (Privileges) NINwNNN 772 7w nniwn e
NIYY7

C:\Users\shaked ilan>whoami /priv

PRIVILEGES INFORMATION

SeShutdownPrivilege Shut down the system Disabled
SeChangeNotifyPrivilege Bypass traverse checking Enabled
SeUndockPrivilege Remove computer from docking station Disabled
SeIncreaseWorkingSetPrivilege Increase a process working set Disabled
SeTimeZonePrivilege Change the time zone Disabled

M N¥PA ,JYUNNA 2'NN1) D'YTN D'ORMAIN IXIF WNNWNAN UKD 7Thn 1NN wnwnin DACL e
(Yarpnn xNR7 210'\X7 D'Ion WNNWN OX XAAIT? ,07"2IR? NN NIWY7? 210!
(Qwnna 2'nM) impersonation token IX "W 710 DT OX 7V YT 7000 Type o

S ()

NNQN RNAIT? 27 'Y 17w Access Token-n NXR WAI' WNNWAN M"Y ¥ WK VPR 7DV |'¥7 21wN

INNX'Y notepad.exe 1"7NNY7 DT "W wnnwnin 7w Access Token-n 1NN 0'019N T¥D 0'RIN N2

>whoami /all
notepad.exe:1660 Properties = (m] X

Image Performance Performance Graph GPU Graph Threads TCP/IP Security Environment Strings

User: DESKTOP-BIZDFTO‘ShakedHan

R SID: 5-1-5-21-287014810-1449389800-2189324088-1001

Session: 1 Logon Session: 67433

Virtualized: No  Protected: No
Group Flags
BUILTIN\Administrators Deny
BUILTIN\Performance Log Users Mandatory

$-1-16-8192 BUILTIN\Users Mandatory

CONSOLE LOGON Mandatory
DESKTOP-312DF TO\docker-users Mandatory
Everyone Mandatory
LOCAL Mandatory
Mandatory Label\Medium Mandatory Level Integrity
MicrosoftAccount\shaki339@hotmail.com Mandatory
NT AUTHORITY\Authenticated Users Mandatory
NT AUTHORITY\Cloud Account Authentication Mandatory
NT AUTHORITY\INTERACTIVE Mandatory
NT AUTHORITY\Local account Mandatory
NT AUTHORITY\Local account and member of Administrators group Deny

NT AUTHORITY\LogonSessionid_0_414220 Mandatory
NT AUTHORITY\This Organization Mandatory

Group SD: n/a

Privilege Flags
SeChangeNotifyPrivilege Default Enabled
SelncreaseWorkingSetPrivilege Disabled
SeShutdownPrivilege Disabled
SeTimeZonePrivilege Disabled
SeUndockPrivilege Disabled

Permissions

—————————

[INIX YNN\X'Y Unnwnn 7w 017 NNt 1*70n 7w Access Token-n T¥' NIXY7 |01 Process Explorer niyxnxa]

% https://learn.microsoft.com/en-us/windows/win32/secauthz/access-tokens
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Access Token-n NX IX'MWY |122107 7V (LSASS

T 7V NWAIN WK Local Security Authority-n LSA ndyn X' Access Token-n N'Y' 7V 'RONKY '
DN'7R Y'Y wnnunny SIDs-n MK WNNYnNn DX X'y |PI07 9'oin XN .sass.exe 7'7nNn

nixiapn)

7In 7R PTVNN N'1'MIT D202 WWK) Local Group Policy 7In 7X nj'Ta NIVXANA NINT NWIY XIN
token access 72jm DN'IX WM wnnwnnw SIDs-n nMiwA 9 1991 (DC-n 7w i NIo™MIo

DN 'ROT WNNWUN INIXY DPARWNAT NIRYINN NN X' Y

oy TN Winlogon.exe 7'7nNin 78 1\ayn? IN1w handle ¥ NN 790wn LSASS ,|100 D' WNNY
INIX 7¢ D'PNYNN DX I'N,UNNWNN 7w 070NN 707 ,V20 INIKA .AN7¥N2 NN NIMRNY VTN

JDIYY? wnnwnn 7w 0''70N7 110X NNl Nim nn N7 JAccess Token-n

037X MIN' NN 7 ['I¥NN ARNN DR RNPY? DONYY? mwan LSASS 7w nmaapn 7y Tin'?% 1

.Inside LSASS

DIV N1 (access request) N7 NIXI L YAIR NIN97 NYD N0IN WNNWN INIXWD :17¢ NNAIT? N1TNa
NNMPA NI N7 Npna (Yn7\pInn?\XNpP'? - Access Right) Niwy? nxN wnnwnn nn Da qona

.GENERIC_READ n'n' )wn P71 TA72

0P"AIRYT? WA 210 DX 7nonw (bit flag) 7a1 NiIn (standard/specific/generic :210 '7on) Access Right
alon Specific Access Right 7MY XIN MUV0'AN2 NNSN XNP? N¥N 70N DX XKNAIT? ,D'I0N
YIAN NN 727 K2 XIn DNnK KEY_READ’®

:NNAIT? D AR AT T2

RegOpenKeyExA(HKEY_LOCAL_MACHINE,

"SOFTWARE\ \Microsoft\\Windows\\CurrentVersion", @, KEY READ, &hKey)

X771 72pnnn XN L (RNAT? I XKNpYe) 0w Access Rights 1901 NNX NWP11 TwWIW? N

17 e [AENFAS D17 17w TP LAccess Rights 7w 00 7'onw V1A 32 7712 W :Access Mask

IR R Ry Ve IIUNSIKEY READ | KEY_ WRITERSIIB]

3https://learn.microsoft.com/en-us/windows/win32/sysinfo/registry-key-security-and-access-rights
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https://www.digitalwhisper.co.il/files/Zines/0x95/DW149-1-InsideLSASS.pdf
https://www.digitalwhisper.co.il/files/Zines/0x95/DW149-1-InsideLSASS.pdf
https://learn.microsoft.com/en-us/windows/win32/sysinfo/registry-key-security-and-access-rights

Technologic

Standard vs. Generic vs. Specific Access Rights

scope 'S 7V N1"'9IRN NNOWN 73 .Access Mask-2 1" Tan? [N NIX NIXWIN 7W NRIY NINSwn 3 Dv

JNYUONN X'NY NIRYANN

TIN |DIN2 NIN'RNNY NIIYD 112V NIXWIN 7Y ('9'¥50) D'1on TIXN VO :Specific Access Rights
-AY WD NIR INUNT RWAN L YA 7w 07U INT 207 IX KNR? nkwIn 7wn? .0mtion 0'optaIxy

. T21 Registry Key

,('121 Y217 ,"00M"A0) VIR 2107 NPV NI'D'¥D0 NIXKYINY 9o :Standard Access Rights®
0" AIND DR ZINN7 ARYINN XNAIT? ,D'0" 2NN 7707 N0 e NIronmvo NIk NIKYIN aY!

(WRITE_OWNER) n'7v2 niaw'"7 IN ,(DELETE)

NN VYOSY 'TO TN ,MNIY NI'9'¥90 NIXYIN [INN W' ,DN'K) NVAY '9) :Generic Access Rights®
X 117 NX' VBIoNP'NM ,specific access rights N2 2"'D DY TIAWYIIDT? IDI0X' K7 D'NNODAWI 122100
,GENERIC_WRITE-1 GENERIC_ALL, GENERIC_EXECUTE, GENERIC_READ :OnI' (NI'773) NIMN1AN NIXWINN

©Inr

INIX NANN N7Y9NN NdYN YAl NINS7 Nin 7y GENERIC_READ-1 D'WNNWUN 1INIRWD RNAIT?
(FILE_READ_DATA, FILE_READ_EA and FILE_READ_ATTRIBUTES) NI'9'¥90 NIXYN 7w 07w 00Y
.(READ_CONTROL and SYNCHRONIZE) nI'onmool

N 17 Mxl (1I7W NIRWANN DR IRNNN) Access Token wnnwn? w'w Nyd 17w NnalT? nntna
Security Reference Monitor nwa 717y 11211 7% MNavin nwpan ,(Access Request) yar?? nwta
OPMIRD 7Y NIXYWIN N12NN 70 78 DNIX DHYAL QWRANT [RI0N 72V 70N0n NIMaw (SRM 1ixt'pal)

N7 IN PN IR D71Y97 NNT DRN 072NN (117 NNAITA Yaupn)
.SeAccessCheck N 1w n'¥72190 Ny¥ann SRM-1 NXRTN Np'Tan

M VNVNOY IXNY 'KINKY KINI Security Descriptor X171 LP"AIRKN 7U NTH NIXKWIN N1ANN
M7 MOX NI NN NIYY'? 71>' m) DACL-1 SACL-1 (SID-2 D'LYI9NN NXIARI WNNWN) Yalzn 7Y 0*7van

QN 1770 22NN Y 9V TIY - DT 0RMAIRD 7Y NIYYY

721> - Security Descriptor W' (Securable Object-3 N TaIn VDIONZ'M NOWI TWK) V" AIX 727 NV

'l 0ty ," 00 NINNON

*https://learn.microsoft.com/en-us/windows/win32/secauthz/standard-access-rights
*https://learn.microsoft.com/en-us/windows/win32/secauthz/generic-access-rights
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https://learn.microsoft.com/en-us/windows/win32/secauthz/standard-access-rights
https://learn.microsoft.com/en-us/windows/win32/secauthz/generic-access-rights

PS C:\WINDOWS\system32> Get-Acl C:\temp\READaMEfds.txt | Format-List | Out-Host

: Microsoft.PowerShell.Core\FileSystem::C:\temp\READaMEfds.txt
: DESKTOP-312DFT@\shaked ilan
: DESKTOP-312DFT@\shaked ilan
: DESKTOP-312DFT@\shaked ilan Allow FullControl
BUILTIN\Administrators Allow FullControl
NT AUTHORITY\SYSTEM Allow FullControl
BUILTIN\Users Allow ReadAndExecute, Synchronize
NT AUTHORITY\Authenticated Users Allow Modify, Synchronize
: DESKTOP-312DFT@\shaked ilan Success DeleteSubdirectoriesAndFiles, Modify, ChangePermissions, TakeOwners
: 0:5-1-5-21-287014810-1449389800-2189324088-1001G:S-1-5-21-287014810-1449389800-2189324088-1001D:AI(A;;FA;
53BA)(A;ID;FA;;;SY)(A;ID;0x1200a9; ;;BU) (A;ID;0x1301bf;; ;AU)S:AI(AU;SA; CCDCLCSWRPWPDTLOCRSDRCWDWO; ; ;S-1-5-

['mx'w VoL yal? 7w Security Descriptor]

NI - 11 70207 nn 'R Security Descriptor Definition Language X171 n'NNN2 17NN Sddl nTwn

"72un NNIYA XMy yTnn 72 X unIe N

:ND TV W'NONN DID'O

Access-N DX 1'7R NN71WI NOXI' LSA-N Ndwn ,NNYXIm NNannn WNXY71 Logon nwiy wnnwn .1
17¢ NIXWINN DX IXNNN Token

1701721 VOV Yal? NINDY? Wizani D'V YNI7 wnnwnn .2

(Access Right) wizianin nwan 210 NX NRNNN (Access Aequest) nwpa nixn .3

NIYN ,uNnunn 7¢ NIXYINN VOFLIIR NIANYT [7102 DY NITYN DX 10191 SRM-n [nan .4
IN DY IMNY DRN 0*7001 YaIpn 7w Security Descriptor-n 7In 78 NWRANNN NN A10 NX

N7

YAI7 XNP'7 D' DNXY DYD 721 NIYNINNAY NI7IYVoN |0 17X

2 @

Opens file
C ] [
Access Request Security
Access Token GENERIC_READ Descriptor

l J

SRM (Security Reference Mon@
SeAccessCheck() func

Privileges Check

(e )
[ Integrity Level (IL) Check ]—\
[ ]
[ )

v
Owner Check

2
DACL Check

Access
Allowed /

[https://www.youtube.com/watch?v=QRpfvmMbDMg-n XN 'N'72'7]
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https://learn.microsoft.com/en-us/windows/win32/secauthz/security-descriptor-string-format
https://learn.microsoft.com/en-us/windows/win32/secauthz/security-descriptor-string-format
https://www.youtube.com/watch?v=QRpfvmMbDMg

Technologic

AITNAI D122 NND TV 72V 7niv'? ™71 nyd 0Ny 1172y K7 TIvw DY DIY' I'RAY 17 In'w

Jwnna 7Y nnalT?

D21V DN ANnY1 Security Descriptors 7y

NNNY? 72702 DN'R PNYYE TOINYT YR ,0aTn? nan Y TokenUniverse-1 Ni7'ya WNNWR DRI NON :nyn

(Releases-1 NI N79nI7N exe NOA W)

D"2an v 720w ,Security Descriptor W' Windows-2 (Securable Object) ujzaIx 737 - 11'¥w md ™
INID .K7 IN DY IWKRT? DR N07NN 72177 X2 NN WRD 7DNnon SRM-n non'?y ,DACL-I SACL :Dfalwn

:DNIX ']

:Discretionary Access Control List (DACL)
NIXP\D'WYNANWNT7 W'Y NWAN 210 IX 1 TAN KIN - Authorization-n *7nn7 anir 'oa.an xin DACL

.(Group-1 Owner 21 Tam DACL 757) " aIxN 7w Owner-n '™y 1T XY XNl VR AIRT

D'A10 6 [aw'l (ACE Nix'j7a1) Access Control Entries NIXA720 NI ANI* IX 0 nirn'? 71> DACL 757

NIMP'Y DYWL (|N'7R 0101 K7) D'ION 2101 D'ORMAINT NI'D'Y90 0N NYIZYW TWKRD NN

Access-denied ACE ARIN'Y NWRAN 210 '97 LP'AINT W' 721770 DON' N NIN'Y 'Y NNV

(GENERIC_EXECUTE) O"aIXN NIX Y'IN7 '21' X7 NUN UNNunn :XNarT?

Access-allowed ACE | ANIM'W  NwaN 10 '97 LVPMAIK? YA 7' DA WMWY 'Y nivA

(GENERIC_READ) 0j"aINN DR RNP'7 1721' X NXIAR 2N :XNAITY?

System-audit ACE ORINNN NYIAN 210 NIX Y¥IN NNIYIQ IRINAY ' IWRD Al'7 Dwae

"NTINY WIRESHARK 7w niznin yaip 7w DACL-7 XnaiT

£ Advanced Security Settings for Wireshark-4.2.2-x64 o X
General Compatibility Digital Signatures
Security Details ProvkasVenkas Name: C:\Users\shaked ilan\Downloads\Wireshark-4.2.2-x64.exe
Objectname:  C\Users\shaked ilan\Downloads\Wireshark-4 2 2-x64 exe Owner: Shkedi llan $o

Resource Properties
Group or user names

B8 SYSTEM
& Shkedilian
& Administrators (DESKTOP-312DF TO\Administrators)

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available)

Permission entries:

Type Principal Access Inherited from
To change permissions. click Edit Edt R Allow SYSTEM Full control C\Users\shaked ilan\
82 Alow  Administrators (DESKTOP-312DFTMAdministrat... Full control C:\Users\shaked ilan\
Permissions for SYSTEM Allow Deny
& Allow  Shkedi Full control C:\Users\shaked ilan\
Full control
Modiy
Read & execute
Read
Wiite
Special permissions
Add Remove View
:Z.V;;:::l permissions or advanced setings, click Aieacad Disabie Fheditance
oK Cancel
oK Cancel A | = el |
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https://github.com/diversenok/TokenUniverse
https://learn.microsoft.com/en-us/windows/win32/secauthz/object-specific-aces
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SN¥NY cmd.exe)™7nNa NY07I9T DX ACEs-n NWITYW DX NIXYY [N NXAN 0NN Nimnal

:Access-allowed ACE 2101 Xin 1702 NiM9n ACE-n TWURD

% ACE Editor O X
Type:
General Advanced Logon Object Groups (15) Privileges (5) Restricting SIDs (0) SID:
Security Defautt DACL Audit Overrides |DESKTOP-312DFTO\shaked fan IEES
5 Search ‘ Al visble columns =2
1 3
Use SID Access ' m &)
Allow DESKTOP-312DFT0\shaked ian Generic All
Allow NT AUTHORITY\SYSTEM Generic All "7
Allow NT AUTHOI L Sessionld_0_823... Generic Read, Gel Execut
RITY\LogonSessionld_0_t neric neric Execute 5 o Flags:
v Standard [] object Inherit
[[] read Permissions [] container Inherit
[] write Permissions [] No Propagate Inherit
v [ write Owner [] mherit-onfy
[] synchronize [] mherited
[ Delete [ critical
x v Generic [ Successful Access / Trust-protected Fiter
[] Generic Read [] Falied Access
[] Generic Write
[] Generic Execute
3 Generic Al
< > |
= N e "
Apply
Object Type:
Close {00000000-0000-0000-0000-000000000000}
Inherited Object Type:
{00000000-0000-0000-0000-000000000000}
Extra Data:
~ ‘ery data as hex: 00 80 FF ... ‘
Cancel OK

[cmd.exe-n 7w DACL-2 bnn TNX 7w n1ani ACEs-n NX NIXY7 [N TokenUniverse nivynxa]

NMIYN 'K 72X W' DX 07127 N'woIn nwa nann - Windows (Null DACL) v aIx? 7751 DACL 'K DR

7y nooiann NIV7NN N7 NPAITN DX A7 1an? 1 .99 nwa 'R - (Empty DACL 1) ACE

N2 MNNY NN9Y7 y'mn (X7 'mni nwa nann Windows 'Nn ,0'pinn 1T0) DACL

-N 7Y DNon XN :NWpa 7apn XINWd aiwn SRM 71'Ta nn 7m- 1an%? of70' nnax oy X

-0 DX nNwn ,wiziann Access Right-n 7u1 (Access Token-nn X'¥In XIN INIX) Requesting User SID

NMIYINN NNX 73 7Y "2 [pn InX71 .DACL-2 o'iwan Owner/Group-n 7N X wpann 7w SID

TIX NNOIX IX N'NNN NARNN NIXYA TR TV Wpiann Access Right-7 |NIX nnwnl (1137 1101) ACE

| Process or Thread

Access token

* UserziD

* Group S1Ds
. Privilege infarmation

. .
(ther access information

JYpiann nwan

Security descriptor

Owner SID
. Graup 51D
* sacL
DACL

. ACE

The system checks each ACE in
the DACL until access is granted
ot denied, or until there are no
mare ACEs. If the shaded ACE
resolves the access-contral
guestion, the system does not
check the last ACE

ACE

ACE

ACE

[https://learn.microsoft.com/en-us/windows/win32/secauthz/interaction-between-threads-and-securable-objects 11jn]
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https://learn.microsoft.com/en-us/windows/win32/secauthz/how-dacls-control-access-to-an-object
https://book.hacktricks.xyz/windows-hardening/windows-local-privilege-escalation/acls-dacls-sacls-aces#canonical-order-of-aces
https://book.hacktricks.xyz/windows-hardening/windows-local-privilege-escalation/acls-dacls-sacls-aces#canonical-order-of-aces
https://book.hacktricks.xyz/windows-hardening/windows-local-privilege-escalation/acls-dacls-sacls-aces#canonical-order-of-aces
https://book.hacktricks.xyz/windows-hardening/windows-local-privilege-escalation/acls-dacls-sacls-aces#canonical-order-of-aces
https://book.hacktricks.xyz/windows-hardening/windows-local-privilege-escalation/acls-dacls-sacls-aces#canonical-order-of-aces
https://learn.microsoft.com/en-us/windows/win32/secauthz/interaction-between-threads-and-securable-objects

Technologic

System Access Control List (SACL)

MmNl (wNN2 2'n11 ,MANDATORY_INTEGRITY_LABEL) wATan Integrity Level-n NX 1Tan SACL

-n MIY ,0wner-n RPIIT IX?) NDWNN Y700 'y 1Tam myxya Xinl (audit messages) n'al? Nnwe

NI NXYIN NN DIPNd ,match U AWXOW XIN ' T'N'N ranhh X ACEs 0'0a v 'na Nin oa L((DACL

:NINAN SACL NNTANA XNAIT? ,Auditing-1 Compliance niNuNY? 12 IWNNY' 2N%7 172 D1IY DWIN

Name: CA\temp\ExampleFile.txt
Owner: Shkedi llan
Permissions Auditing Effective Access

For additional information, double-click an audit entry.
Auditing entries:

- Type . Principal
2 Al Shkedi llan

Auditing Entry for ExampleFile

Principal:  Shkedi llan

Type: Al

Basic permissions:
[] Full control
[IModify
[JRead & execute
Read
Write

Special permissions

YAIZN DX 'MNNO TWKXRD XN 170 XN

{81 Event Properties - Event 4656, Microsoft Windows security auditing.

General Details

A handle to an object was requested.

Resource Attributes:

Process Information:

Process ID: 0x22c0
Process Name: C:\Windows\explorer.exe
Access Request Information:
Transaction ID: {00000000-0000-0000-0000-000000000000}
Accesses: SYNCHRONIZE
ReadAttributes
Access Reasons: SYNCHRONIZE: Granted by D:(A;1D;0x1200a9;;;BU)
ReadAttributes: Granted by D:(A;ID;0x1200a9;;;BU)
Access Mask: 0x100080
Privileges Used for Access Check:
Restricted SID Count: 0
Log Name: Security
Source: Microsoft Windows security i Logged: 17/01/2024 20:06:29
Event ID: 4656 Task Category: File System
Level: Information Keywords: Audit Success

User: N/A Computer:

Subject:
Security 1D: DESKTOP-312DFTO\shaked ilan
Account Name: shaked ilan
Account Domain: DESKTOP-312DFTO
Logon ID: 0xC9781
Object:
Obiject Server: Security
Obiject Type: File
Object Name: C:\temp\ExampleFile.txt
Handle ID: 0x478¢

DESKTOP-312DFTO
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:Local Group Policy Editor-2 naTann NX 2'7Tn'7 W' 112N DX '7'won7 nan 7w |'x¥7 21wn

g - ] Audit object access Properties 7 X

File Action View Help
e 2@ XE = HE

J Local Computer Policy || policy Security Setting
~ & Computer Configuration

Local Security Setting  Explain

i' Audit object access

‘4| Audit account logon events No auditing
| Software Settings 2
Wnd o .4 Audit account management No auditing
~ ] Windows Settings
+| Audit directory service access No auditin:
_| Name Resolution Policy - o 9 Audi these attempts
J Audit logon events No auditing
&) Scripts (Startup/Shutdown) P a— [ Success
- [ Audit object access Success
#% Deployed Printers d iy ch d s
v [ Security Settings 24| Audit policy change No auditing
4 Account Policies & Audit privilege use No auditing
v [ Local Policies 2| Audit process tracking No auditing
4 Audit Policy R Audit system events Noauditing j,  This seting might not be enforced fother polcyis configured to

L overide category level audt policy.
A User Rights Assignment For more information, see Audit object access. (Q921468)

4 Security Options
| Windows Defender Firewall v
Network List Manager Policie
1 Public Key Policies
| Software Restriction Policies
| Application Control Policies
8 1p Security Policies on Local ¢
| Advanced Audit Policy Confi
wlli Policy-based QoS

Adminictrative Temnlatoc

Q10100 " TRD I¥XINT7 YNTIW 27 IN'YW) [XD 'MIDNY VD702 DDNXYI NIOAT I70IN

W' UKD 17 DIWON" NIynwn ANIR I 17 W integrity levels-7 ontnn SACL-2 w'w qonn 77nn
ANI' N integrity level 7y "N aNY%) "w oIk MY integrity level 7ya vpraINN DY

(1mn dna NN v "N Nwa? non

NO"YUN DY (DIYWN DURMIR 7V NIRONNE Auditing NinunY? wnw' AN% SACL ?nTn7 nn X
X7 Dmion oY ('121WAN NINNO'O YAl ,N'7K NWAT N0 (?971N) MWR X7 NN TAVI 'R NN

N2 Ny oM

11201 DTN 122120 NIX N7 TINN 'RTI 72K ,'00171 NIND KIN 17W XN 7¢ Njzna - 0P TIX DNXI
790N NO'Y' 71NN TXNN 1011 NIAN NIINND 7V DMWY TNI'MA ,N7Y9NN NDIYNA MY KInY
DNVIN WK (share N"j'MA "NOWI"W NINNO'O YAI? NNAITY) WAT NITIDM DYINNY decoy 'O "IN
TINA 2IWN ,0'9PIN 1IN ,DITRN T¥NNA )27 'X .N1ID1 NYZRIVD011R Nj?'VRPV X'N SACL DY NTINY NIX]
(D'¥ap MNaI™) 0'YN D'ORPMIR 7Y Y ORD NYT? TN DX D71 NIRY OpSec ni1van 7y mwy

SACL-N DTY NPT T 20 TR 1101

:PowerShell-a nuiwo TIXNn NN7'RwA

Get-Acl -agudit file.txt Format-List Out-Host

© 17w NITTN N71Y9N DR YXAT7 'RTY DXN [2AN71 0P AIR 7Y SACL-N N NYT? TWOKR
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https://gist.github.com/shackcrack007/98ba29dc9a3575c452d3fb9b3d7ce94d
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Integrity Level Check / Mandatory Integrity Control (MIC)

X7 DD TV IMRNY NN 72w 10'700 vd10NE™M 27701 At (IL Nx'jal) integrity level-n Nt nn TR
19'0IN NVO'I Windows-n 7NNI1 TNI'M2 D210 AXI7ITIA NNVAXR 7907 7'awA fine-grained 'oon
3 2w Security Descriptor-7 qonnnw (MIC 21x'7a1) *Mandatory Integrity Control nwa wTn |1nan

.Windows-1 u"aIx

NNIY NIMPY NN 4-1 1122 XN .0RMAIRND 7w nim'nnn NN DR A7 XN 1122201 N1UN

Low (or Untrusted), Medium. High and System

X NP'T2 y¥an SRM-nY 'nan? 1701M ,SRM-n 7¢ nprTan 170N DX IRNAN JI'RA QY 17ON0N DR

:IDACL N7*12"7 y'an 7'702 XIinw 197 MIC 71n

2
| ( ]

Opens file
\ ) (

Access Token GENERIC_READ Descriptor

l J

A (Security Reference Mon%
SeAccessCheck() func

Privileges Check

(P e )
[ Integrity Level (IL) Check ]—,
[ ]
[ ]

Access Request Security ‘

v
Owner Check

v
DACL Check

Access
\ Allowed /

nNY Dy XNAIT?) I N ntnn '7NN7 nwal noY Integrity Level Medium-a *7nn ox D7

nInY? *7a1 UAC '71) 'MNNoY cmd.exe-2 XNAIT? .ITN D' T2 OW 11D INIX 9'Y* SRM-n - (SYSTEM

:(TokenUniverse-2 '"Nunnwin) 72 NXM KIn (DNO nDD - Elevated

Caption Granted Access User Name Token Type Session Elevation Integrity
cmd.exe [1880] Full Access DESKTOP-312DFT0\shaked ilan Primary 1 No (Limited) Medium

® https://learn.microsoft.com/en-us/windows/win32/secauthz/mandatory-integrity-control
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https://learn.microsoft.com/en-us/windows/win32/secauthz/mandatory-integrity-control
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['ATX RINW NINNY) 79 wnnhwnnw 1'70n 727 Medium IL 7'ayn Windows 2Thn n1MN2ow 17 in'w

7' 1"70nn - (UAC-7 nxwnn 'nn)) Elevated "IXW QWX '70NN DK JIXK QUKD 71 X (MIpn

High IL
Caption Granted Access User Name Token Type Session Elevation Integrity
cmd.exe [16724] Full Access DESKTOP-312DFT0\shaked ilan Primary 1 Yes (Full) High

System Integrity N'a'0719'T DA 7a7' SYSTEM wnnwnn "y X'y UP'™MaIx 73 ,]121 DNWN N9 DAl

Jeve

Jdcacls niyxnNa) IL 17 2Tam X7 Ty yadw nxMl (Elevated X7) '7'a0 cmd.exe-n yalp 11Xl nan

:(0'opmaIN 7w DACL/SACL 1Ny'71 NIoYY Ywornl Windows OV 7Thn N1 yann NN

C:\temp>echo test> test

C:\temp>icacls test.txt
Ltest.txt BUILTIN\Administrators:(I)(F)

Ltxt

NT AUTHORITY\SYSTEM:(I)(F)

BUILTIN\Users:

(1) (RX)

NT AUTHORITY\Authenticated Users:(I)(M)

hacktricks-n 'nnj77 nnaTn7 nxawnn Nx]

:High Integrity level "7y 7'm1 Elevated cmd.exe-n ny>

C:\temp>icacls test.txt /setintegritylevel(oi)(ci) High

processed file: test.txt

Successfully processed 1 files; Failed processing © files

C:\temp>icacls test.txt

est.txt BUILTIN\Administrators:(I)(F)
NT AUTHORITY\SYSTEM: (I)(F)
BUILTIN\Users: (I)(RX)
NT AUTHORITY\Authenticated Users:(I)(M)
Mandatory Label\High Mandatory Level:(NW)

X' XINW) YaI?7 21w Nwa? noY* (medium level XInw) 7w 7'a0n cmd.exe-n TWUXD NYOW 17 IN'WI

C:\temp>type test.txt

Access is denied.

C:\temp>move test.txt test2.txt
Access is denied.
@ file(s) moved.

w01 NIN (NIpna MR

LT Tan 00NN 227 X, ILTam nerp'nnl 0fvapn 07 X7 :nnyan
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-0 7m R wpann 1"7nnn 7w integrity level-n R pITA? X1t SRM-nwd %W nnam? nnTtha
N7 72X,]D 71ITa2 TR ?[121 7111 MNIF RIN OX NIX 9'YRY7 1NMK XN ,WURIaNN V" AIRN Y integrity level

20 NI N9'v

'NINNN SYSTEM_MANDATORY_LABEL_ACE’ nwa struct nnn SACL-Q 7Tam upaix 9% IL-n
N0IN NI' 1M1 IL 72 VPMAINE VTN NP NN NYAIPY NINYTAN - Integrity Level Policy Nx WIxNY

5™ struct-2 Mask® nanwnn NN DM It Neemn Y 0" AINT NWAT

NN 2N NTN NI2NN NN 019N DXV DTN 12 NYNNWAY icacls

MANDATORY_INTEGRITY_LABEL nw2 qoi struct ' SYSTEM_MANDATORY_LABEL_ACE nnn :n'nTpnn'

.(low\medium\high\system) vjp"aIxn 7w IL-n NX Y Tanw SID 7'onw

2210 XIN1 1N2DNY DMANNA INIKWYD LSA’-D 11230 yalp AT DX 2079 wnnwnn 7 IL-n nn vaip mi
JIND ?J1'WNn NN 72aN X' WRNA DOZ'7NT7 NNy ARNDY N7RY wnnwnn 7w Access Token-a 1)
Process-1 170NON DX :NAIWN ?DACL 7¥ [11210 NX 117 W' DX MIC 7¥ [11nn DX X 7701 nn%?

AN NDININ NN DD'NN NNN DY) DO7YW D'AXLVN ,0ND DX D'NNID DNKRYD ,Explorer

:Untrusted
Caption Granted Access User Name Token Type Session Elevation Integrity
chrome.exe [14968] Ful Access DESKTOP-312DFT0\shaked ilan Primary 1 No (Limited) Untrusted

:medium NNN Y1 (*7¢ ynnwn? 1"'ww INX 07" aIR\YalR 72 IX) explorer.exe ,IT NRIY7I

Process | Inte grity

explorer.exe Medium

,007Y [9T9TN M2 TIZ YIN7 IN7¥N1 NW7IN D27 177D D'2'0 IX D'ONN DX :NLVIYD X'D N2'oNl
NIRYINYT 7902 w7 '72,007W 0'¥2Pn NN IR Registry-2 Nya7 1701 K7W ,0W DNIX MINW7 )
2"N VIVI'R? QIYNN [9TOT 7Y ARVY VIYD [I'AN 1197 N2IN TIV DNIX 'V SRM-NY n¥1a - DACL

© H.w.n ¥ v wnnunnw 7'70n 7 X (Untrusted) [nrnn X7 nirn'? nnTana

"https://learn.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-system mandatory label ace
8 https://learn.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-system mandatory label ace
9 https://learn.microsoft.com/en-us/windows/desktop/SecGloss/I-gly
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https://learn.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-system_mandatory_label_ace?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-system_mandatory_label_ace
https://learn.microsoft.com/en-us/windows/desktop/SecGloss/l-gly

Technologic

UAC - User Access Control

-n 7NN 191010 VOIONPMY (AV'N DIDN N7IDW [AXYNN OX 9I9N) O NNVIAN 112N NIn UAC
DN DN NINIAA NIXYINA 070N NIYLA Y7 D'wnNwnn yiant N 2y i Xint nvo't Windows

MNIYITI X7 [NWI IX D7 110NN X7

User Account Control X

Do you want to allow this app to make
changes to your device?

“‘&- Setup

Verified publisher: Dell Inc.
File origin: Hard drive on this computer

Show more details

Yes No

[https://www.top-password.com/blog/3-ways-to-turn-on-off-uac-in-windows-10/ :1jm]

In71un ?Medium Integrity Level nnn ixiN' n7w 0000 72 2Thn 1NM2aw 037 'M19'ow 0NdIT
"1 - (D'0INY7I D07 9'2) NINIAA NIRWIN DY DD'70NN 722 1AW (Windows XP) D71V DD7 INKN 1'WdY

UAC 0'21y7 nan N1 7ava pirm it

17w wnnwn? 0110 2 DXV DX ,NN7¥N] Logon D'WIV 1INIXWD ,DI'D 241
High IL and Admin Privileges 7va Xinl Non-filtered Token DA X1j71 - Full (Admin) Token o
Medium IL and 2va Xinl Standard/Restricted Token DA X171 - Filtered (Admin) Token e

Reduced Privileges

70N N Nva XNAIT? ,UAC wiza? 22 ndvna DYTAIY NNIXK TWKRD 7ThAN NNN2A L IRY 19D
Filterd Token-2 nwnnwn Windows-¥ [11'">n NXRT Medium NIXWINA YN' 1'70NN - UTN cmd.exe

J7nnn Ny

IHigh IL 725’ |21 Full Token-n Nniyx¥nx2 yin' 1'7nNin - Yes Nx'n72 UAC-N 100 NIX 1121 TWKRD X

.(Run as Administrator-1 D'UNNWYN IININWYI NIZY NN 2K NT)

y'mn Pass-the-Hash 11202 nio'pni (RDP) 7INNn NNANNN 2V waTa [221n0 2V Noon ARNpY

X2 MKRNN DX RN77
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https://www.top-password.com/blog/3-ways-to-turn-on-off-uac-in-windows-10/
https://csandker.io/2018/06/14/AWindowsAuthorizationGuide.html#uac-for-the-rid-500er-local-admin

Technologic

Privileges Based Model

;12D 12D - AWNNA NIYY? [N Ni7wo 17'~ r1an Windows-1 nkwAN :MSDN-n 'wsin DIAON2
NN NNTAN DY 02 07N INRMY Access Rights-n NIIY NIRWAN . TJI [ATA '12'W ,0N2MT N0
A0 NX NIN'Tan Access Rights-w TIya ,(N¥IAR7 IXN wnNwNY NIaNAa [ni) Ndvnn 7751 niwy? |nn

(NY3IN DX IWRT DRN NVYNN NDYNAN D'0'0A 7VWI) '9'XD0 LRMAIX 7V DNIOR\D'ININD NW'AN

awnn (N¥Ip\wnnwn) [Iawn 227 v'w nikwann DX 2'tThnn SAM bwa v DB w' awnn 701
NYIY UNNYNwdI (2071 Y'wy Nk oyn Kinl NTDS.dit X1j7an Active Directory-1 Da 0*'j? DB INIX)
17¢ NINWINN NN'WA IR 7000 (nknn N7'Nnn TR IR L)) D) Access Token 7271 Xin logon
YNNYUNN TWUKXII (NIIY NIXYIN NIFMY 710 awnn INIX? 72NNNn WNXK wnnwn? :AD-1 DXNNAI)

TN NN 197 17 AN DRN NRTIA NDWYAN,R'NWT?D N71V9 Y¥a7 non

:whoami /all Y11 ,107 W' NINWIN 17K 207 NIn 7y

PRIVILEGES INFORMATION

SeShutdownPrivilege Shut down the system Disabled
SeChangeNotifyPrivilege Bypass traverse checking Enabled
SeUndockPrivilege Remove computer from docking station Disabled
SeIncreaselWorkingSetPrivilege Increase a process working set Disabled
SeTimeZonePrivilege Change the time zone Disabled

[whoami /all from a non-elevated cmd.exe]

:(IL High) 110700""MTR NIXWAN 7v2 cmd-n DY 1ININWD 11727 NIKWAN 7W 191 TR IXON DY)

PRIVILEGES INFORMATION

Descripti

SeIncreaseQuotaPrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeSystemProfilePrivilege
SeSystemtimePrivilege
SeProfileSingleProcessPrivilege
SeIncreaseBasePriorityPrivilege
SeCreatePagefilePrivilege
SeBackupPrivilege
SeRestorePrivilege
SeShutdownPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SeChangeNotifyPrivilege
SeRemoteShutdownPrivilege
SeUndockPrivilege
SeManageVolumePrivilege
SeImpersonatePrivilege
SeCreateGlobalPrivilege
SeIncreaselWorkingSetPrivilege
SeTimeZonePrivilege
SeCreateSymbolicLinkPrivilege

Adjust memory quotas for a process
Manage auditing and security log
Take ownership of files or other objects
Load and unload device drivers
Profile system performance

Change the system time

Profile single process

Increase scheduling priority

Create a pagefile

Back up files and directories
Restore files and directories

Shut down the system

Debug programs

Modify firmware environment values
Bypass traverse checking

Force shutdown from a remote system
Remove computer from docking station
Perform volume maintenance tasks
Impersonate a client after authentication
Create global objects

Increase a process working set
Change the time zone

Create symbolic links

Enabled
Enabled
Disabled
Disabled
Disabled

SeDelegateSessionUserImpersonatePrivilege Obtain an impersonation token for another user in the same session Disabled

[whoami /all from an elevated cmd.exe]
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https://msdn.microsoft.com/en-us/library/windows/desktop/aa379306(v=vs.85).aspx
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:-TokenUniverse-2 NN22an nNIXNI

¥ Token Information for "cmd.exe [19316]" = (] X 5
Restricting SIDs (0) Security Default DACL Audit Overrides Restricting SIDs (0) Security Default DACL Audtt Overrides
General Advanced Logon Object Groups(15) Privieges (5) General Advanced Logon Object Groups (15) Privieges (24)
Friendly Name State Description Friendly Name State Description
Shutdown Priviege Disabled Shut down the system Increase Quota Priviege Disabled Adjust memory quotas for a process
Change Notify Priviege Enabled Bypass traverse checking Security Priviege Disabled Manage auditing and security log
Undock Priviege Disabled Remove computer from | Take Ownership Priviege Disabled Take ownership of fies or other obj...
Increase Working Set Priv...  Disabled Increase a process workin Load Driver Priviege Disabled Load and unload device drivers
Time Zone Priviege Disabled Change the time zone System Profie Priviege Disabled Profile system performance
Systemtime Priviege Disabled Change the system time
Profile Single Process Privi... Disabled Profile single process
Increase Base Priority Priv... Disabled Increase scheduling priority
Create Pagefie Priviege Disabled Create a pagefie
Backup Priviege Disabled Back up files and directories
Restore Priviege Disabled Restore files and directories
Shutdown Priviege Disabled Shut down the system
Debug Priviege Disabled Debug programs
System Environment Privi... Disabled Modify firmware environment values
Change Notify Priviege Enabled Bypass traverse checking
Remote Shutdown Priviege  Disabled Force shutdown from a remote syst...
Undock Priviege Disabled Remove computer from docking st...
Manage Volume Priviege Disabled Perform volume maintenance tasks
S % Impersonate Priviege Enabled Impersonate a client after authentic...
Close Create Global Priviege Enabled Create global objects
Increase Working Set Priv... Disabled Increase a process working set
Time Zone Priviege Disabled Change the time zone
TR Create Symbolic Link Privi... Disabled Create symbolic links
= = Delegate Session User Im...  Disabled Obtain an impersonation token for a...

N7 1n3) Debug NIXWAN 2y2 [710 DY YW 1*70N 70w RTavn 7Y 00ann Windows 7w nNVARN 7TIn

IWON KX Disabled XIn NimMNaw 17 'y 1ax ;n7yn nMN1 d Elevated XInw wnnwn? v'w

221 XIN NIVIYS D'7'N2 17D :D72V9NN NN YN )'70N 707 nwa 7ap1 wiza? 010 (INIK TwoNY?

D'2'70N 7V YT 7RUNYT threads 7w nx¥™ wIN71 NINWNYT,TIR 72T07 77000 1ND'77 2MdY1 RNpY?

IMITANAY qUNN2 DTV 17W NNj7Nal DK

NPT DX 0PMAIR IR DY Y NNN DX AN 7510 Nwdl

Opens file

Access Token

P

Access Request
GENERIC_READ

Security
Descriptor

l

J

SRM (Security Reference Mon%
SeAccessCheck() func

Privileges Check

v

2

Owner Check

v

[
[ Integrity Level (IL) Check
[
[

DACL Check

}
I
)
)

Access
Allowed

\

"/

21
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Impersonation - NITANN 7V

NN DY) 7190w NIYXARD DNK D'YNNWYNT? DITANNY D700 [vnn 7707 0'wan nnax nyd
X 'l N1'N2) 070N 7w DRIV 790w AwoONnn Windows-2 D' 1'¥'9 W' 010 (?"nam”
-2 17'9x 771D) AKX wnnwn D% nitnnn? N v (nwn%7 Mty 210nn NIMRNAN NIKWINN

.(SYSTEM/NETWORK SERVICE
mna? vin'y

YUNNWNY 0y9 7321 :0'Tay ¢ 05101 NIAAY IMuny SYSTEM-> yaw Windows Service 117 w1 0
'WIND AUNNNN D'DNONN DX NIAA7 ARIT N7¢ NN LI7Y 'WIRD AWNnd NTAy? Jannn [*nim
D'YNNYNY n"y NI'v19 N1I07) N7 NWI U ynnun INIXY Y 0'¥17 DIwa DMyl vy

(NP7 17 020107 17018 X7 DINX

N7 NNWY 'R PYIESYSTEM KIN 117w NN'YN 79 wnNwnn X ,|2Nd "im ynnwn XN Tain
:Impersonation X' 117w NI'YDIXN NNX ?D'YIV NN .12 1010 X7 ["1ITD D DMYIN QN7 12annne
YNNWYNY? IX ,UNNUNN 7¥ I'MIRWINA Service-N N¥IN [N NINNX NI'Y9IX) via Token Duplication!

(DT MNN2 NIXA?T 1210 7R 0101 X7 7aK S4U-Based Impersonation w2 1'x'o1

NIVYNN] NTAY7 N2INNN UNNWAN 7¢ NINTA DX (YN XINY WTN '70N7 IK) mxy7 pay' nn'vn

JIMYNN AYRNY7 0¥ Py NN, wUnnenn 7w Access Token-n NIX 7195w
D'v19Y7 D'77IX

,K7W |amd ?|1D1 'woIn Privilege Escalation y¥a71 17 Xxaw mY7 nitnnn% n72yn 0T RN X
NIRYAN 'y (NI NI 0'7'a 0710 795wWY) NITNNN Yy¥a? N7 NX 0'7'aan us10np'n
Y¥a7 Mmav ni7vesn DX N772any) nitnnn NNl (nvn? 1M1y 210nn) NIYAMY NI'DY90

1201 .(Impersonated Token-n NIV¥NX2

:Primary and Impersonation - D710 'a10 2 W' '7nN 707
:Primary Token o
NINY NIXAP ,UNNYNN NINT DIYY 1DIN :nXY 1'70Nn 7w Security Context-n NN X' ©
NINYINI [N2N2aN
N201 '7NNNY TV IMN IR D7 IN'R KWL DT TRR 70 WND XY 1'70NNWD XD o
AWXY DXN N0'Y7NN NDWNN 1'97 ,ND TV MXNN 7D NIK? 1112 17V Access Token-n T o

N7 IN UP"MAINT NW
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https://learn.microsoft.com/en-us/dotnet/framework/wcf/feature-details/delegation-and-impersonation-with-wcf
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:Impersonation Token e

2y Security Context DY DA |271) NINX NINT 7w |71V DY AT |DINXA YN7 1*'7NNY7 TWONN
(ninT nnIx

-0 N7220m1) N9IUNN NINTA YW IMD NIRYANE N DNIK DX TWOXN DOXNNA
(Vaa Ty 72T N7V Impesonation Level

:In> Windows APl '[22197 NN NIVXNKA INIX D'A'YUN

DuplicateToken/ImpersonateLoggedOnUser/LogonUser

O

nNIN NN valp XNl Impersonation Level bwa nTw W' ,1"0N W Access Token-nn 7'7n2 ,90112

2271 Impersonation 7w NIY NN QW' - YARY? 710! '8 DTANNY INX '7NN\NN'WY DYnopnn

’nnw nrnwer NIXwAN NNR

:Anonymous e

nnyn 17 X1 'Impersonation Token-n NX XI'W NT) NTANNAN TN ,N'O'XO0 NINT K77
72 (RPC / Named Pipes MIWPNA) '"M1IIIXD D'ANWNAYT WA DRI 'R AT (Mwn
NINTY?

,0'70N 2 vy nnavna (IPC-> AN 12In) Interprocess Communication-2 0 wnw
NnIT? Named Pipes N1ty

NITNIM NIRYAN NIYAT K7

O

:Identification e

Y¥I7 TWONN K7 X NITANNTZ 02'MIyN I'7RY [PIVN 7V D'VIS 727 AWONN ,7Thnn NNN2
?1'Ta NnY?) ACL ni'1a yxa? nan 7y wnwn It N0 (read/write/execute) mwa Ni7Ivo
(Nw2 It niIntn

NI'N7 MIMRY 07207 nwa? (IPC 0T) NN'RN wpan NI database 11NIX DX N'NN XNAIT
n NYT? NN 7V 1T 1NN NITANN NIYYARA NIRT 21727 701 :17w niIkwAnn 97 17 nwa
MW NI7IYO Y¥27 *72,NWhA 17 W' DRY XTI RIN

SeAssignPrimaryTokenPrivilege 210N NXWIN NWIT

o}

:Impersonate e

70NN XNAIT?) NN 7w security context 727 "WONN :*ayn NI'NY7 7'NNN DT 1'WDY
(7niMm X7) NMwn MK 1WA NI71VO Y¥1A71 ([i7100 NIXK 21227 NX11 1000

SelmpersonatePrivilege A10N NRYIN NWIT)

™ https://learn.microsoft.com/en-us/windows/win32/com/impersonation-levels

O
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:Delegation e

D'7NINN DMWY WA NINTTNY DA YWONN N Impersonate level N :pth DN o

RDP/VNC NIy¥nX2A IN N'T'9 N1IDAYT 1ANNN UNNWN TWRD X ©

SeDelegateSessionControlPrivilege 210N NKWUIN NWYITY1  ©

NXM77 ,TOKEN_DUPLICATE a10n NTNIM AXWIN I0M1 (NITANN y¥aY) 710 795w7 nn v

:0'019Y7 717%7 |"ynw MY M!noon

710 790W7 |N11 DXN V7NN Windows-wo MIpw D7wn '7nnnnt .1

token

Token B

| want to impersonate that

Process A

(Impersonation Type |
Impersonation Level
Integrity Level
[ |

of Token B lower than
Impersonate’
YES

Does my process (Process A)
has impersonation privileges,

especially TOKEN_DUPLICATE YES

Is the integrity level (IL) of
Frocess A lower than the IL

Is the owner of Process A
the same as the owner of ¥
Token B ES

Is the Impersonation Level

N
gi

¥
b Supposedly no additional privileges
of Token B \/YES gained, since impersonated token is a
Iy Identification token

.

i

Supposedly no additional privileges
gained, since impersonated token is a
Identification or Anonymous token

Additional privileges gained!

Mo Privileges gained since the user is
the same

Supposedly no additional privileges
gained, since impersonated token is a
Identification token

[https://csandker.io/2018/06/14/AWindowsAuthorizationGuide.html#impersonation ]

UNNWNY 713 KINY MMIX K7 [7102 TINTIoN NRYIN WnNwn? w'w At 2mnkna oy maine 19 .2

WNNWNY7 [N1 TR INXY [7102 Enabled 2¥na XIn DX 711 State DWA nINwn W' akwan 727 .02

Y¥I' NINY 720 WNnun Y [PIon N2 NITY NRYWY7 N R7Y DNNY  NNT DY .ARYIN]

APl Win n"¥j1195Nn NOTY NXp? Dyl nnwy [N DX State NINWN INIX NX ,UThN NN2NNN

TN UNnwn X477 0T NX y¥17 7511 DA 0Myo7? (AdjustTokenPrivileges) nn'knnn

™ https://learn.microsoft.com/en-us/windows/win32/secauthz/access-rights-for-access-token-objects

2 https://www.digitalwhisper.co.il/files/Zines/0x9C/DW156-3-LateralMovement-Part1.pdf
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https://csandker.io/2018/06/14/AWindowsAuthorizationGuide.html#impersonation
https://learn.microsoft.com/en-us/windows/win32/api/securitybaseapi/nf-securitybaseapi-adjusttokenprivileges
https://learn.microsoft.com/en-us/windows/win32/secauthz/access-rights-for-access-token-objects?redirectedfrom=MSDN
https://www.digitalwhisper.co.il/files/Zines/0x9C/DW156-3-LateralMovement-Part1.pdf
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?0'9;721Md "V T XA Impersonation T

NIRWIN N7 (Privilege Escalation) nixwan Ni7yn? min 2y nana wnnwn% 751 0'DpINd
N7W mipn ynnwnn XnarT?) 0T D'YNNYNI DI D' AN D'YNNWYN DA - DNK D'wNnun?
-1 Delegation Dn 1INIX D'YnNY Impersonation Levels-n 27 (TR |"AIT? - |"IT? "2INn

D7921Wnn NINTA OWA NI71V9 Yy¥a7 17 D"WONNY Impersonate

22Innn |"nim ,7'7n NINY) NIYY NIXI9NNI1 AT 22'NNAIEIT 20XAN N7'NNN WNNNN DX DNIT

- IN SYSTEM wnnwnd 117w shell-n ny 0'¥1 1nnax nyai Web App nm'Na nw7in niyxnxa (AD-4

D'¥ap 'MYY X7) DN2'ITN N20Y v'an? 117 dWoRn X7 DT 72X 21201 n7NR DT ,ONR Service
(1720020 71I'TA N9 .1IX¥I9NN 1'78 NIWA DWIPN 1NIX DXVl (Domain Controller-7 X7 nval n'ayn

In7ava o

NIN 21227 720W n"y XINW7D 11T Wnnwn NN DY N>1YN1 0¥ 0D'70N KIXNT? W) 091N
N'T'S JaINn wnn '91707 IX RDP-2 "annn IT-n W' M) "MITnn wnnwni nTna) 7w ninm
170NN (AR explorer.exe XNAIT? 1D 17w Access Token-n DY D'¥1 D'D'70N 117 A NNy
athY

'ITN Wnnwnn 'y yaine 'Ynn xivn? - L1

(DuplicateTokenEx >"nKI OpenProcess NIYXNXA) 17 [710N DX 790W7 .2

NTN |j7100 DY (CreateProcessAsUser NIYXNXA ,cmd.exe XNNAIT?) TN '2nn 7 .3

M2 TIT? 17 NNYORNN NIKYIN DNIX 7V21 nnwn XD |'01707 nnitn cmd.exe 17 w* NydI

In'@01 D'MYY YWD]’]:”I'?I n'Mrm Na'faon
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70NN 0121V N79OWNY NMUR NIDIN 'NAND NIV NNAIT 0DD7 'NIdN TX 210N N¥Z NIFfNT 219 Nt
2V INX wnnun? 11ay7 1ixna i) SYSTEM Nnn yaw cmd.exe 1NN MDY KAAIT IR ,1N2)

(19w NIXWAN wIn'Y NIYYYI 7Y NINTA DK 2127 NIn

Task Manager - O X
| File Options View

| Processes Performance App history Startup Users Details Services

Name Package name PID Status User name CPU Memory (ac.. Image ™

r explorer.exe 8896  Running shaked ilan 01 76,336 K C:\Winc ,
< >
Fewer details End task

\source)

Token Is Succ

C : \WINDC

NNN MY NI7IYO Y¥A7 215 AX NI INR wnnwn'? SYSTEM wnnwnn 1ayY? 'nnxn 138D 17 mv

XD D7 't Tipn (1) 17w niIkwNNN

nid'o

yin? nnnn n75Noni (N'N'0*a7 NITNNN L|'AI7 YVIXXA ,yal DNMO) Drmifnn 0'wnIn N7 1nkna

D'NYIIN DX 1TN7 .D'TAIY 0N )'RIE DTN DOPN 72 NI DNWONAYW D'RIAN NN 'an? Windows 7w

:0'NaN

07NN N7Y5NN NDIWN NVAIRA VPMAINA NYARN NYRA 7D 2y n71y9Y7 0121w SRM-n [mm - .1
N7 IN DWIAN N71VD DX TWUKRY DRN

720 1200 nn 2"y) NN Wnnwni )*70N ,N0AINA VPN 707U NNVAXN 1"ONN DN NN .2
User/Process Access Token (SID, Groups, Integrity & Impersonation Level :(nu7nnn nx
Session, Privileges and Security Descriptors (SACL, DACL)

NIYYANA IT ['VA N DIONYT [N TXDI WA YaIp 7¢ ANMo 2y 0217 1017 [N TyD mmaTn .3

Security Descriptor-n NINTaN NX NIYNN U970
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https://github.com/shackcrack007/Tokenizer/releases/tag/master
https://gist.github.com/shackcrack007/98ba29dc9a3575c452d3fb9b3d7ce94d
https://gist.github.com/shackcrack007/98ba29dc9a3575c452d3fb9b3d7ce94d
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DIV Integrity Levels NNNI DIV D'UNNWN NNN 070N 7 NIKWAN 7 nd7wnn X 11naTN
I"'7R NWAT7 NWIIM X7 12D YaIp X'y '70n NI

v 170NN N7 V1VI'RNN QEIN YW NIXT9NN 7'DN% DWONN Integrity Levels 'R 110ATN
[9TOTN

111N 1109 72 M1 0'W77n NINRN Ta1y UAC 'R

NITANNYT DX WX NAIYWN XAAIT? IRWIN IT'RIDD'70N 7w NIRWAN [N

2 M'0A7N YIn'wn nn ,(Impresonation) NITNNN 7¢ D101 2 72 1'¥'D NW9'R USI0NP'M N7
NN _112ND .['"IT? YI9NN7 IX NINYAN NI7YNT7 T 12 WnNNwn? 0'710' 1NIX D'9PIND TYDI
NINT NNATAN

D'YNNYN 7 MNLaX TITaa 102 T 0'R2 Desktops-I Windows Stations ,Sessions 'X
T2 7apna RDP-2 1annn? 0'7ninn 0'wnNnyn nnd7 DNYOKNA Tid Tial D2IY 0DY70NI
JI'onoa

Mj7N2 07001 'MNVAN TIT2 NAIVY DINXAI DN D'YANYA )'RIE7TNNN DNMNA 'wnnwn 0N 'n

NxXMo 7y

.10

252 NX DO7 W' N> 710 011NN 7Y Internals-n 7V N1aNI X7 NIMN D27 7907 'MN7XNY DN

INMNNI NMIIYIAN IX'DSNY XIN NMINN UpaRY D (; DnIX c]||7y'7 IXN DNIYXNK] |Jﬁ'7 D WATIN 0'0an

J7KW NI OY DIT'R N2V DTN D270W1 DDLY 'ON

J71YNN NNRDNENTMID'RD D'NMY NN 7V 78007 2'O9X1 02X NN NITINYG DI DA N7

ni'nni RPC 7vun N'XP'0INIXR 1IN (xan Mmxnm II7IN) niodY 11750n X7v D'201 D'RYWI DY

TN TV DDNYYQ 2'NINY DIATIN - TIVI NDIYNA 070N 7¢ NITIVN NIYXANA

701 'R 770 :Lateral Movement 7y [NiIN' 7¥ 0XAN NNTO pniv? 717¥7 nina y*'7an Xan 270
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