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WriteDACL
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Get- w1 Get-DomainObjectAcl 7w 1ijmn Tip 2y wnn 1112y One ACE to Rule Them All 'nxna
N 7y (a2 verbose 72T 7w 079NN N> vVyn K7 N7 D'RIPY NIRTYYT |NW) DomainSearcher
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Add-DomainObjectAcl -Targetldentity "CN=domain_admin,CN=Users,DC=JON,DC=NET"
"domain_user" -Rights All

Principalldentity

vnnunn 7w DACL-7 nn%xna qon 7"in ACE-n DX ?DMATN DX XYY 71NN Ty T¥D

12 IMIX NIRYY? 72212 ADUC 7w GUI-n pwnn niv¥nka ,domain_admin

O X

Advanced Security Settings for domain_admin

Owner: Domain Admins (JON\Domain Admins) Change

Permissions Auditing Effective Access

For additional information, double-click a permission entry, To medify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to (ol
S8 Allow  Pre-Windows 2000 Compatible Access (JOMY... Special Mone This object only
SR Allow  Everyone Change password None This object only
82 Allow  SELF Change password MNone This object only
82 Allow  SELF Special MNone This object and a
S8 Allow  Domain Admins (JON\Domain Admins) Special Mone This object only
- j i i j j MNone This ohject only
a Allow  domain_user (domain_user@JOMN.NET) Full control MNone This object only
82 Allow  Administrators (JON\Administrators) Special MNone This object only
S8 Allow  Authenticated Users Special Mone This object only
< >

Malware-less Persistence (Done) Right
www.DigitalWhisper.co.il
7 2024 WxIN19 , 158 |I'7a



https://ppn.snovvcrash.rocks/pentest/infrastructure/ad/acl-abuse

Technologic

D'75 VYN X7 NIDTN JAXYI DNX DTIZN MAXAD 17'9X1 17X0 NIV'W7 12T DIYTIN @' 12D |ff|Nar* 7aX
JNIX NX XIXN'7 0'71>'¢ ADACLScanner-1 Forest Druid ,GoodHound ,PlumHound ,PingCastle nnait>
T2V NI772 INIX NI7A7 [N OX DTN NITIWN (122102 DY0N nA .ACL Ni0oian Ni3N'nna NIXYIN

PN0IYS LDAP nn'7'xy

TN NITIRA 3 WX NN X' 72K DIPna 07NN N7RWN DAl

"0 NihduY 0y T PR DMINDA DMINXN 7D 1

(!scale-2) niv'w [NIX DX '0N71 NNA7 ,XIXNY? 7'awWa naNNSnI0'2On NN DN w2

NIX2 D200 DY ANYNY D 2'90N1 7Y [DIXA NITIWN DR V'NONY DN7¥N X7 0'97Inima .3

Tun Nivn X7y

nNA7 N'WYN DTN ,DITRD TYN 7W D'ANY1D 102 NIPN K7 07002 NRIWRIN NITN 'Y D DX
MDY AXINY NITAYA (12220 72 NIN 1927 [N TXD XD 7RWNYT NDNXY NIRYN D71 .0N0YeA

?1ya0n anti-audit-1 "17'2% nwp N

Malware-less Persistence (Done) Right
www.DigitalWhisper.co.il
8 2024 WxIN19 , 158 |I'7a




Technologic

Stealth Persistence - Nan 2wn

07" INR "D 7w security descriptor-2 0'R¥MIW ACEs-n 1 TO NX NzTI2 SRM-n Ndvn N2 1T I

11277 ATOQ X'N I'ZN WA DK UFMAINY NTA

DACL
\‘ Explicit Deny ACEs
! Explicit Allow ACEs
\ Inherited Deny ACEs from parent object

| Inherited Allow ACEs from parent object

\ Inherited Deny ACEs from grandparent object

\ Inherited Allow ACEs from grandparent object

NN YN 211 20h noin ACE nooin oy ,Explicit Allow 19 7y qITy'n 727n Explicit Deny-w |i1'on

JIPTN NIXIAR DNN DN D700 T 7Y 17'9K Security descriptor-n 7w n'¥niRn

1727 \ NX' DNY VPN INIX 7V GenericAll NXWAN DR VP'MIRN 7Y DY7YA7 W'Y IIDT? DY 9011
NT'Na ,IT N2'on .DACL-n WXI2 D'R¥YNMY Explicit ACEs '7> N9y Owner-n Np*1a .1'7V NIy
-0 DX NNYY 22 0TI 70X 0" aIRN 770 9w 0*7wan X'nw nxiaznn DACL-n NX XaNnY7 nxMal

.0 aIRN 7W owner

NNIX PTN WYNNun 72U 2'vninen optaixk 7w DACL-n 775 NX 'mon? nin 7y L,I7X 727 Dxnna
D117 2 Yy¥17 0'WNT
NNL'7YAY NIY" IR OPMAIND 7Y owner-n NN NNWY? .1

Explicit Deny Read - Everyone 7w ACE q'oIn? .2

2y ADUC 7w GUI-n 0T nopnnn 7¢ wimmin DX DATR NYIRI09011R VIWD TIXA [I'VIN L INTI
I7'OX NYOW NTAVN NXI [I'VIN DX U'nnn? 7'awa Matthew_mcdaniel owa wnnun vpaiIx
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Permission Entry for MATTHEW_MCDANIEL

Principal: | Everyone| Select a principal
Type: Deny v
Applies to: | This object only ~
Permissions:

[C]Full control

[[] List contents

Read all properties

[ Write all properties
[[] Delete

[[] Delete subtree

[[] Medify permissions
[ Modify owner

[ Al validated writes
[C] Al extended rights

Properties:

Read all properties

[ Write all properties

[[] Create all child objects

[ Delete all child objects

[[] Create ms-net-ieee-80211-GroupPolicy objects
[ Delete ms-net-ieee-80211-GroupPelicy objects
[[] Create ms-net-ieee-8023-GroupPolicy objects
[[] Delete ms-net-ieee-8023-GroupPolicy objects
[ Allowed to authenticate

[[]Change password

[CJReceive as

[[] Reset password

[JSend as

[ Read msDS-OperationsForAzTaskBL

[ Read msD5-parentdistname

XN NXR'AYUN DR

Windows Security

changes will successfully apply.

You do not have permission to view the current permission

! settings for MATTHEW_MCDAMIEL. It can not be determined if
you have the permission to make changes. Permission
changes will be allowed but it can not be guaranteed that the

:'01'707 NP NI¥a DACL-N DX X' pwnnil

Advanced Security Settings for MATTHEW_MCDAMIEL

Owner: lUnab\eto display current ownar‘] Change

Permissions

Permission entries:

O

For additional information, deuble-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

P

Type Principal Access

Inherited from

10
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:0'NaN

OU-n [pIN MAx¥N'7 NRYINN DX DIONY7I (IMNX'W IR D) OU-7 0'2un? nxaw up"aIkn nooin .1
.Everyone nx1aj 7X (List contents)

Myy 0PN OP"AIRN 7w D'VaN 'Y 2

07" 2INY? explicit control n1'na .3

I'NNNY M 7071 0P aINYT Everyone NXIAp 7w niIXwANN D nnon .4

Domain Nn¥Npa 12Ny "waldo" owa wnnwn oy "Empty OU" nwa OU Nxiap 2y [I'van NX wnnl

"I MIX'Y Admins

] Active Directory Users and Computers
File Action View Help
o | D BB HEIPRETER

: Active Directory Users and Comput & || Name Type Description

| Saved Queries &, waldo
w 3 JOMMNET
3. .SecFrame.com

User can you find me?

w [2] Admin

I Staging
= TierD
2 Tier1
3| Tier2

2| Empty OU
| Builtin
| Computers

NYUINM NYINY DY I LIWAIN 12 1T0N '97 NINNA DMTIoN LR™MIRY NYINA NAYW ACEs-n 7'7D
2V .nX70 21 (Admin) 200 DPMAINA NYIN' NINIY DY 197 Nnpinn (Empty OU) ARN O IR 1Y
ACE 7'nn7 0'710' 1IN D'7VN7 D'N¥IN 1INIRY O7MAIRD 7 ARD VPR DX NN OU 7w 21917 T
NPTN N71Y9 NXRT .1"72uNY 00" AIRN 72 7W1 mxy OU-n 7w ACEs-n 770 DX q1jpy'w Explicit Deny Dy
N1 X271 0'opmaINY Y 7Y [nann X wnn'? NN Microsoft na 10T 7722 NYWoINNY TIRN

JNIX NNYY
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"N KN 17K OU-N Nwia e N7Ive

Permission Entry fct Emesx ou I

Principal:  Everyone | Select a principal

Type: Deny v

Applies to: | This object and all descendant objects v

Permissions:
[JFull control [] Delete msDS-App-Configuration objects

[[] Create msDS-AppData objects

[CJRead all properties [[] Delete msDS-AppData objects
[Jwrite all properties [] Create msDS-AzAdminManager objects
[] Delete [[] Delete msDS-AzAdminManager objects
[ Delete subtree [] Create msDS-GroupManagedServiceAccount objects

OpP"MIND 7Y mMI'g? OU-n DR YRUNY QWOXR 'Y K71 na? oprair "o'un?" [N oimn NNy

:(DC-2 |7n1n NINYIN NNN Y1 1INXOW) ADUC 7w XY 1972 7wnnin NIYXNXA K71 LDAP Niy¥nxa

. Active Directory Users and Computers

File Action View Help

&9 (2@ {0 XEC= HM 3aETER
] Active Directory Users and Comput A || Name Type Description
~| Saved Queries
v Z3 JON.NET —There are no items to show in this view.

, 2] .SecFrame.com

u
m

2

g
o
(=

) B B B
] =t =
o
1y
=

NIN MIY1 DN NKR7 .INIK NIRTYY N1 K7 728 DY NI 2y waldo wnnwny oy TIr 11NIX ,0NI7)

:DACL-N DX YY1 INYY7 ORPMIRD 7w 0Y7V20N

Advanced Security Settings for waldo O W

Owner: l Waldo (waldo IO e IChange

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to L
ull control his obyect and all descendan...
ME Allow  Account Operators (JON\Acc... Full control Mone This object only
BL Allow  Authenticated Users Read permissions Mone This object only
B Allow  SELF Special Mone This ohject only
8L Allow  SYSTEM Full control Mone This object only
SR Allow  RAS and IAS Servers (JOM\RA.. Read account restricti..  Mone This object only
SR Allow  RAS and IAS Servers (JOM\RA..  Read logon information  Mone This object only
B Allow  RAS and 1AS Servers (JOM\RA.. Read group members..  Mone This object only
8L Allow  RAS and LAS Servers (JOM\RA... Read remote accessin.. Mone This object only w
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YUNNYN7 "'0RI0IKR NIN'KR IR RDP NIYXNX2 1ANNNYT 071" X 1INIRY 21727 RIN DD "N 75

:DC-a nT'nX '7'awa Waldo

L
PS C:\Users\domain_admin\Desktop\SysinternalsSuite> runas.exe /user:jon.net\waldo cmd
Enter the password for jon.net\waldo:

Attempting to start cmd as user "jon.net\waldo"

EH cmd (running as jon.net\waldo)

tname && whoami && whoami /all

ain Admins Group

(mxy NIN 77) 't o'wnnwna 775 7Y 0EMIRD 7Y DNYPIVIRD DI INON 119 7uY NNy

2¥ N'2'0719'T GenericAll NPoONN) Owner NXYINY N1ANA NI 12 WNNWAY? 0710 " TV 1ININI

:ACE-D INIX NX 7onw DACL-n 2TW 773 123w 119% SRM-n T 7V NizT21 (U RN

User Access
Operation

\
GENERIC_READ
Security Reference Monitor !

Integrity
Level check

Owner
check

DACL
canonical
check

Access AceType > Access
Granted check Denied

NXNAI Powerview N0 NX (VL1 ,SYSTEM wnnwnd 72'm10 NN91 TN DX w'nnn? nan 7y

NOIND UNNWNN NN NINYY nn1 X% DC-2 ninaa A NINYINA 1'7'9XRY

PS C:\users\domain_admin\desktop> whoami

authority\system

C:\users\domain_admin\desktop>
:\users\domain_admin\desktop> . .\powerview.psl
:\users\domain_admin\desktop>
:\users\domain_admin\desktop> get-domainuser -identity waldo
:\users\domain_admin\desktop>

c
C
C
C

.IYJI'.'I'? D'YTIN NNIX Y PTHh UNNWN OR"AIR D'NMIYN] W' NYD ITN N1IXa
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NITIY DYY7 VPN WIN'YWD 17'RI NN 21N Backdoor-n oy 7n1nn% 12'2y 0'971in 1In2a 'R X
AN X7 0N X7 1INIXR D NT'NR D727 0WT7 i faRntopzn OpSec Dy NN 722 11N Nirfn? 2N
7 OU nxxn? qimy'n v OU-n 7w miI'p IR NIRTTZ [N " TYY 1)1, 11D .NI1IAY )1 Nnn D'l

YN N2'0N W name-schame-n DY (NN IX) TNX 7W D' IN WRN

OU) TN n'7XD proxy 'O"aIN 1901 7w W'Y T 7V N2NA URWY [1221an 77D DX 1907 |Na
0O IRYN? WITI X7 ,90M ("D wnnun N'NoNY nXInZ M'MoNY NXANM nxiayp ,0U Jima
OP"AIR 7V WriteOwner IX WriteDacl NXWIN 3"'N02 KX NITIWN NY7N 1AW OR"AIRT? XK' NIXWAN

J"™IT (DA DX YNNWN NNAIT) 117w 00NN DPMAIKT NV™Y MWW DY

VPN INIX 7Y AITNA AT'ARD DX 2'WA? DDNN 1NN DA T 2V 07 nd ni? oA NNy
NIX 17 09X7 D 17W Credentials-n '019 NN VXIY DX ,WNNWNA LP'IIND NAITA DX 7UN7 .0VN
-0 NI 72V D'YNNYUNN DX NP AXYAY INWN |'RI) DDOYIN'S DYV N71V9 IT DN'Y' NNIXA NNOo'oNn

.(ux N MI7 72 nno'on NX Dn7 N'ww Nt YWwNn T

AN putw ik

,,.'
f.; g 2"

/"/,“,,./4!/-
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(?'21nd>n T¥AN NIWYY? N1 NXT 722 nn) SACL-n NITIO

LXPNTI 00N NIAN ,NI7D L1ATOND NI KIN YV TAN NNVAX D71V 7W DYN2AY7 DN DRMONNN TNR

.['an? 2AWNY N'NAYNN N'N90117 IT .1IvAWND 101WD 0170 N7 X7 DX DI7D D'YIV X7 11NN

DI7wUNI (Threat Hunting) NWN2 qIM wI9'NT NIM'OPX NI7IVD ,EDR\AV "X 7¢ niMirnn Nipo
N'7750 MINNN X ;TN N2AN DX 7w D790 7100KN 1191 'N72 770 |0 Threat Intelligence N1ay

.NINQN N'7NIRN NN [2'0N NITNT 7211 X7 071V7 - DT NNIRW)

NYIN 7¥ N1DTY 2¥N NIINN NY'Y N TRN ‘0NNl VoWN7 N> TV '91017'9N 21NN NX VW7 DN
NiSpnnn pn yinY 7'ava yatd 17 ¥y 210 0 NN NI AINA TTY 12T 7D 11017 Tinxa

.Javo

X NWA7 NPTN NW'A OV D'AI70 NO'ON 1112110 NIXK NI IX N7 ,7INNT DINIXK [N ,0ITRN T¥NN
2 NN Y'9PN7 *7an NIy DRAI7N DY NIR 7017 (N1 X7 VIYOY NI7IVD AW 20N NIADAIPA NIDWNA

.0"7270 7w SOC-n Ny

N9'oxX DWY7 (System Access Control List 2mxd) SACL-2 'UPI9N WIN'Wn NX Y1'A0N 2Nj7n 7191

'252 2017 N1 SACL niy¥nx2a .|'MITa D'INQ) D'VPMAIR 7Y NIKWANN DY 72V DT'ynn D7
qI0N DYNNN1E DAY NNVAR XN TI9) M7 7702 NI .Security Descriptor Dy LFPMAIX

.NX70 NITAvn SIEM-N 12y 7X 0'a17 N9'OX DWY7 D'yXIdNY

N SACL-2 wnnwin'7 [N T¥D 7V 701011 MNNN YW AniTRN NT1'ARNN DX NN01 ANpn 7191 |27
i TN
7V IR N¥p 19¥Y7 71awa 1101 NS (standalone M) TTIAN AwnNnn N2 A1 AT hnNa

.D'Y NINIPNAA NIVIN NNN DR NI7YNY 7'aWa 1Nnn 125 01N YX¥AY7 0213 070w NI

Jam> .SACL ooian n'n' A'¥XY N1ann [INN9 ,DACL niooian Ni9nNna oY MIRANY [I1'D1 N1y
SIGMA nnaITd) 0MdIM NN 'Y'NIn 'O v NIZIin 19950 NA'MDI D'ANX 0'2Y NNVAX NRINNS W'Y

UNTIN NI KIN (D'TIVN o'xap? N'T7 YARA-I NI'7RNAIN NIYIANINN 'IN'T? Suricata IN\I

7v ¥ Tpnnn? '7an napna NN N nizwhal im ,nnna NN XNty nnonn
NNAIT D'V AIN? ACEs-7 Audit y¥27 [N SACL NIyxnX2 - VIYD T NN [I'VIN .threads-1 DD"70N

N7 IXDN7¥ DNYX NWA DX TUN71 0002 NINNSA IX D'¥AR

qI9NY7 IN Y197 T KIXA? MY 271,077 2IX7 nwian 7Y N1ann 1Y 72apn na DACL NRY Tiya
TN .17 791' - 17w SSH-N NN9n Yalp 7w nXMP 72 7Y 217 1INTaN OX - 2inNY% [N X7 SACL-n ,n'MNNn

?compromised 122 ININY 12 2V 1V'AX'Y log events IX'"7 DN DXN L, [122N AIDY'7N (N2
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IN71WA 'TI0 1910 decoy YAl 7W NNMY INK 1101 - VIYD INWAN 7'NN [I'vIn DR w'nnin’ 7'ava

N9 NTIAWN

:

rall my secret]
fpasswords in
clear text

:D'0PMAIR 7R NW'A 1017 D'MIYN NNIRY Local Group Policy-2 1 Tan? N IWRIN 2A7wn

=l Local Group Policy Editor

File Action View Help
ol ARs] ccs (HEY

'=[ Local Computer Policy ~ || Palicy . Security Setting
v Cpmputer Configuration 2| Audit account logon events Mo auditing
%‘ So.f'tware Settlr‘lgs |2z Audit account management Mo auditing
v VEHI:::SESI;::!E;M Policy 12s) Audit directory service access Mo auditing
) Seripts (Startup/Shutdown) ._uAud!t Iogon events Mo aud|t|ns
=1 Deployed Printers I= o Audit object access SuCCEss Fallurel
v ::‘_’—'n Security Settings 12z Audit policy change Mo auditing
A Account Policies 12y Audit privilege use Mo auditing
v [& Local Policies 12 Audit process tracking Mo auditing
4, Audit Policy 12 Audit systern events Mo auditing
“4 User Rights Assignment
"% Security Options
| Windows Defender Firewall with Advar
| Metwork List Manager Policies

2T 2V Yaun o aIr 7w SACL-N NNTAn? 0101 GUI-N NIy¥nXa ,|Dn INRY?

Propertise = Security = Advanced = Auditing

NP SACL-nw NiIxY? [N ,ACE-n N90IN 197 ,Nyd

Advanced Security Settings for all my secret passwords in clear text O X
MName: Chlsers\Jon\Desktop\all my secret passwords in clear text.bet

Cwiner: Jon (PC2\Jon) Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from

Malware-less Persistence (Done) Right
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2101 Y¥A7 nx [NV DYt Nooin v 17N v Select a principal 7y =1 Add 7y nx'n7 T v

:Everyone-1 N1 Y2177 nw'a 72 1017 DR'MIVN NNIRY (11PN

Select User or Group d

Select this object type:

|User, Group, or Builtin security principal | Object Types...

From this location:

| PC2 | Locations...

Enter the object name to select (examples):

Evenyone Check Names
Advanced... Cancel

Ta72 XM 7Y NIRWANN DX [N0a1 Show advanced permissions 78 112v) .wTN 17N 72772 MWK DY

MIATID AW 7Y DI NN7YIM Qv iy |0

Auditing Entry for all my secret passwords in clear text a X
Principal:  Everyone Select a principal

Type: All v

Advanced permissions: Show basic permissions

[J Full control [ Wwrite attributes

[] Traverse folder / execute file [[] Write extended attributes
Goue

[ Read attributes [[JRead permissions

[JRead extended attributes [J Change permissions

[] Create files / write data [] Take ownership

[[] Create folders / append data

¢ NN D) VPMAIRD DY NI7IYD MNR Ayn7 NIFNWOX NI NN 17 W'Y NN 1% 'y
N'NY TIONY NIT'YN X7 [NY [11'o1 D7D NI7IY9 1017 DRIy K7 NNIX (21 INXINYT |1'0M ,1M1'9NN
TINA N2 DX 1N NIRYAN 7w 21 1900 7010 ACE 7w nYTan D X7 21wn L9012 .qwna 1DINA

N0 720 ymn'? 02N nNAX DN NNAaY nn ,Alert Fatigue-71 D'-even 7w

:wTN ACE WXnw N7 7211 nyd

Advanced Security Settings for all my secret passwords in clear text O *
Marmne: ChUsers\Jon\Desktophall my secret passwords in clear text.bet
Cwner: Jon (PC2MJon) Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. Te modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from
88 A Everyone List folder / read data Mone

KX '7DN N
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A7 NN WONYI YaIn DX NINDY7 XIN NIYYYT 1IN 7D NTAIY NNXA AP0 Doy XTI7 7'awa ,nyd

:]oNI .event viewer-21 (File System Object Access) 4663

2] Event Properties - Event 4663, Microsoft Windows security auditing.

General  Details

n attempt was made to access an ob'ect.l

Subject:
Laecunty ID: PC2vJop |
Account Name: Jon
Account Domain: PC2
Logon ID: OxDF226
Object:
Object Server: Security
Object Type: File
IOb'ect MName: Ci\Users\lon'\Desktop\all my secret passwords in clear text.txtl
Handle ID: Oxblc
Resource Attributes: S:Al

Process Information:

Process [D: 0270
C:\Program Files\Windows NT\Accessories\wordpad.exe

Access Request Information:

ACCESSES: ReadUata (or ListDirectory
Access Mask: Dl

Log Narme: Security

Source: Microsoft Windows security  Logged: 11/19/2023 8:54:26 AM
Event ID: 4663 Task Category: Removable Storage
Level: Information [Ke}rwords: Audit Success ]

User: N/A Computer: PC2

OpCode: Info

More Information:  Event Log Online Help

,User-n 7w SID-n ,(wordpad.exe) 0"2AIN? WA 70NN 10D D2*2yN NITY [IAN 2172 NIRYYT TWONR

09971 DN'OY NNANAR X7 INIY NITY VYN X7 IXPA CTIVE K7 IR DNY7XD 71990 DD

.DNIYXNKRA

yIin'n? 72wa ;NN N2021 D 0710% 1N X 120NN 2781 110 TN WNNYN pyunnl vin'y
NIY YIMYY INMYN NXT1D L, D7 .A¥NIVIX 0110071 GUI-N NX wIV17 D'arN ,N'O'T'0 NTIAYI NI'YLN
:Powershell-2 %7 V9702 N TV 1MA¥NW DAWN 770 X Y¥aY

SAuditUser = "Everyone"
SAuditRules = "ReadData"
SinheritType = "None"
SPropagationFlags = "None"
SAuditType = "Success"

SFileReadSuccessAudit =

System.Security.AccessControl.FileSystemAuditRule(SAuditUser,SAuditRules,SIinheritType, SPropagationFlags, SAuditT
ype)

SFilePath = "SENV:USERPROFILE\Desktop\all my secret passwords in clear text.txt"

SAcl = SFilePath -Audit # Get the ACL with Audit ACEs
SAcl (SFileReadSuccessAudit)  # Set the ACE
SAcl | # Apply the ACL

Malware-less Persistence (Done) Right
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?ACLs niooian NI9SPNNA 1191 AT NX ow"'7 "WON 'X 2ax 2nan axM a7

D2 D'2'an DNX stand-alone NTYA VIYD V™R 7V SACL 21927 7w N'0'02N NNIN NX DNIAN DN
2'0 NN 0'a¥'™M DACL-2 ACEs-w TIya 2170 N9 DI'NA KIN 2'Un 1Y .[")ITA AIRI1 119'0N TY'D
2'9N7 W' NIAVY NIYYZI0IRN 210 NIX D'AX'™ SACL-2 ACEs-n 07" aINN DY NIMY" W ¥7I0IRN

.Domain Controller-n 7w security event log-1 217

?1"n1Ta 0-ACL Oy 17 pnwn INYMY DX NI727 7'aw1 1017 niw 01217 NT'R TR
e 4662 - An operation was performed on an object
e 5137 - Adirectory service object was created
e 5136 - A directory service object was modified
e 5141 - A directory service object was deleted

e 4670 - permissions on an object were changed

X2 Security descriptor Dy VRP™AIX 72 017 N1 SACL DY NTIAYA [INTPN DXP 72 INTY 17 21wn
N2V ,0awNN L NIXARI D'YRNYNn ,GPO ,0U 10N D'ORMAIR 7¢ DY 'ITN 7221017 [N .oniT
.DMTpNN AR 701 MaTnY D17 0NN P'9n? 7'awa DNS YW DroprtaIR 17'9X1 ['MITN NNdo v

DAY DY .0MNYYN NNVAX XN DY D'YR2ANY 0700 VOoN 77N DN 17X DM'X'D

1017 DY7ID' INIX P90 N7'NNA D'YPR NO0IAN NIAN 7Y N'DI0I7'DY NNIT NA'VRZO019] MY
'MITN 7V 117 VYN QPIN DX ,ON170 .NYYI 120W NN DR K71 UPMAIN] D'WNNNNY DYI'WN DR
wnnwa? i X7 - "nim 0'optaIRn 99 9w DACL-n 1192 MIXN DX 1017 N7NNNY 1199
VI N12NN NANO DTN VO01IPN NINKN MY IYNIND 12OV D'I'Y 019N 7'awa "1 nTdNa

.DTPIN MNI'Y NND |"'AITN D207 NN "I¥IN 011007 NIY

must find

away to
discover ACL
based attacks

seems like
SACLisall
we need

"3141592
new security
events"
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N1 TIV NITYA [12210 NIX 1'NoAY7 [N' DXA

NIYENY1 1207 7221 09011 D'VFMAIR 190N DY NMNONN 7Y (122170 NIX WYY [N ,AXIN 11DW 1InD
NN'wn) NNNK NN2IM NITIY NIV'Y DY NL'WN NX 2'7¥N7 [NIY 2N, (D 1IND AN Ty 1790 DX

Sneaky Active Directory -I mimilsa nnart SSP na'x' ,n'-Kerberos Dfman 711 ,ninarmnn

ANITIY NIfAIMAY 01T AW - [1fpoy ACL-aw [11'n 72K (D0'o01 Persistence Tricks

noolann Backdoor 1'MoON? NNdNA YWONR L,7NIV7 0T 7V 2ANOW InwmM 'MR¥N X7 ninnY ,'nyT 97

J1'MIT D202 INIFNLPYI NAIL NNIX Object Takeover vIx'a? 17272 DACL 7y

AD ) D'2''IT D'URP"AIX 7W NTTY72N DN'7N1 X7 XIN DIN2W NITWUN 721 Security Descriptor 7w [1I'van

v N'MIPnn N2'202 DTAMY 178 DA - DN WX D'NLVAINAN D'OP"AIND 7D 7w X7X (objects

.N7V5NN NdWN
IWNX Generic ACEs :ACEs 7¥ D10 2 DIY' nWYNY7 D 'MaXN DTIZN 1NRN2 8 Tinya ,0o N 7y
-N N¥XIAp ,"Mp .directory service D'nwn TWX Object-specific ACEs-1 DO AIRN 77D 78 D'ON"'NN
NITY D'INN DXYaW 0'901 (InheritedObjectType-1 ObjectType) GUIDs Tnx N'7'2n object specific
N7 N7 |2In X .AD-2 DNXY D0'OZMAIRD 112y DN'OY7 ACL NIMYTR A70771 11N "WORY NVOR

JI'01A7RA Generic ACEs N¥IA DX D'N'ATAI TA72 DN'O7 D1IV79N N1AN XN VYN

Access Tokens MKXN2 T9T7 D'INTIN) 1"AIT NIN'RN NIV NIIXA UNONA AP DINRY (11N
7¥ NnwN 1NYnwy persistence (12211 X7 N1 ,(D'7TANN 10 DX 7I'T2 1an? 72wl Granted Right
7901 owTm 't X7 NN Y70l nxp Mdn Ni7nxa dnom Mmipn MR wnnwn 7y DACL

ANNXIINY

X7 NID L[0T 7270 1'R (02 MW Xa RID 12 (12177 DRNNAL NNTANA AR Ynnvny |i1'on
IMI7IY9 ANKR 2IPY7 ,NI72an "7 7'Nn'%7 [N X7 790 ARXINDI NIMYNIT group policies Nipin vt
NU™Y NA0IN 12DYW NNINN NTIZIA DRYIY INIRY (1PN MI7 DY .AD-D N2 2INN INIK 701471

.EPP nnnnnoI nNNX NI7'aan nNTan ,LGPOs 7w oni'p Nalo 7R NIoN*Nn 7017 [N, |*11Ta npTn

X7 7211 ,NYD MNRNN NNA0 NYITN D202 RXINY 17X7 NMIT "nnon ni7iyo"'-a 017211 NT'N2a

.NDN NNIR 72V AWI'Y ' K7 17'9X - NP7 yTIn X7 TNXR TNR QXY 'MIN "IN

NN NIRYIN IYAT K7W D Registry-2 0'mion NiNNon 7w ACEs-n N2>MY KIN 0N iy |I'v)
Cached Domain Credentials-n 770 NN |"oxnY 2'Min 78 (MpPNNN I DMipn) N owy
NITAY AIX™7 021 (NDN7 NNNXR DIfN2ANNNN 10 ¥ 0r0190 775 IR N'Mipn MY N'0719' 1Y)

.TA%72 U7N Mmin ynnwn NIYXNNA NIt
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DWY [1ARN 7w Tier 0 NX1IA72 T I AWNN NAAITD 77N AD Lp"aIX 7w DACL-N NX N7 DIzna D7
NT'NR7 AITN? DT NYWNQ DTN MDA "7PRI7 VP AIR 7w DACL-N X JNY7 0712 INIX NITY

J'nen

, DTN DX KIZ IRY 'RN 72K 7" (10 DX NIXN? 712w apnni nawnn TV NYAT 790 K77
NX11D 0"70MI) N¥pPN NTAY 7y TIKA 9'pn EPP IX EDR |NND 07 X71 NT'N2 NPT NITIWA NN

(o ox Daw

nid'o

NRIYNN DX DAY NT RN N1T D220 ACLs NIOOIAN NIDPNN 7Y RWIIN 770V 'aRN7 N¥N IR
DAYIN 020" - 7IN2N NHX7 DITRN NIXN 2 7AXAN 'OIR XYW 012N7 |12 7w NNOoTI9NN NINXRNY
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