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ˢˬˡ˵ˢ 

˨˷ˬˢ˟ ˷ ˪˸˶ˡ˯ ˫˧˶ˬ˞ˬˢ ˧˪˷ ˪˰ ˧˞˷ˣˮ Windows internals ˧˸˦˪˥ˢ ˤ˩˶˸ˢ˪ ˶ˬ˞ˬ˟ ˢˤˢ ˫˧˪˩˟ Σ

˸ˣ˴˰ ˸ˣˮˣ˶˵˰ˣ ˫˧˩ˣ˶˩˷ ˶˸ˣ˧ ˥ˣ˸˧˲˟ ˧˪ˮ˶˵ ˧˪˪˩ Φ˧ˬ ˶˵ˣ˥˷ ˫˧˶˴ˣˬ ˫˧˧˪ˮ˶˵ ˸ˣ˩˶˰ˬ˪ Windows ˪ˣ˩˧ 

˭˧˟ˢ˪ ˷πфф ˤˣ˥˞ ˸ˣ˷˪ˣ˥ˢˬ ˸ˣ˰ˠˣ˲˷ ˧ˮˣ˧˪˧ˬ˟ ˸ˣ˩˶˰ˬ ˪˩˟ ˫˪ˣ˰ˢ ˫ˢ ˸ˣ˷˪ˣ˥ ˸ˣ˧ˠˣ˪ Ϧ˪˰ ˧ˡ˧˞ˣ˶˦˯Φ˫Ϧ 

ˢˤ ˞˪ ˶ˬˣ˞ ˭˧˞˷ ˸ˣ˷˪ˣ˥ ˭ˣ˶˩˧ˤ ˣˬ˩ overflowπ˫˧ ˫ˢ˧ˮ˧ˬ˪ Σ˪˟˞ ˫ˠ ˭s ˸ˣ˯˯ˣ˟ˬ ˟ˣ˶˪ ˪˰ ˸ˣ˥ˮˢ ˞˪˷ 

˥˶˩ˢ˟ ˸ˣˮˣ˩ˮ ˸˩˶˰ˬ˪ ˸ˣˮˣ˩˸˪ˣ ˢ˪˷ Σ˸ˣ˧ˣ˰˦ ˸˶˟˰ˢ˟ ˫˧˶˦ˬ˶˲ ˸ˣ˪ˣ˰˲˪ ˶ˡ˯ˣ ˸ˣ˪ˣ˰˲ ˣ˩ˣ'Φ 

˭˸˧ˮ ˸ˣ˞˶˪ ˞ˬˠˣˡ ˨˩˪ ˢ˶˵ˬ˟ ˶˟ˣˡˬˢ ˪˷ ˸˶˟˥ CrowdStrike ˫˶ˠ˷ ˸˯˧˶˵˪ ˸ˣˬ˩ ˢˬˣ˴˰ ˪˷ ˸ˣ˩˶˰ˬ 

˧˸˟˟ ˫˧˪ˣ˥ Σ˸ˣˡ˷ ˢ˲ˣ˰˸ Σ˫˧˵ˮ˟ ˢˬ˧˷˶ˢˣ ˵˶ ˢ˩˧˷ˬˬ Φ˫˧ˮ˩˶˴ˢ ˪˷ ˭ˣ˶˸˲ ˢ˥˦˟˞ˢ ˪˷ CrowdStrike 

˥˦˟ ˣ˲˧˴ ˢ˶˟˥˷ ˣˤ˩ ˢ˪ˣˡˠ ˫˰ ˧˲˪˞ ˫˧ˡ˟ˣ˰ ˫˧˥ˣˣ˶ˣ ˪˷ ˧ˡ˶˞˧˪˧ˬ ˫˧˶˪ˣˡ Σ˨˞ ˸ˣ˶ˬ˪ ˸˞ˤ ˥˸˲ˬˢ ˰˴˧˟˷ 

˧ˣˮ˧˷ ˭ˣ˶˸˲˪ ˢˮˠˢˢ ˰ˠ˶˟ ˭ˣ˶˥˞ˢ ˞˪˪ ˢ˵˧ˡ˟ ˢ˟ˣ˦ ˢ˵˧ˬ˰ˬˣ ˫˶ˠ˷ ˸˥˞˪ ˥ˢˬ˸ˣ˷˪ˣ ˸ˣ˧˯˧˯˟ˢ ˶˸ˣ˧˟ π 

NULL dereference Φ 

ˢ˷˪ˣ˥ xʕ ˸ˬ˶ˠˮ ˰ˠ˶˟ ˫˧˷ˬ˸˷ˬ˷ ˨˶˰˟ξˢˮ˸˷ˬ ˢˣˣ˷ˢ ˪πл ˸˟ˣ˸˩˩ ˫ˣ˵ˬ˪ ˟˭ˣ˶˩˧ˤ ˣˮˬˬ˷ ˫˧˯ˮˬ 

˞ˣ˶˵˪ ˫˧ˮˣ˸ˮ x˞ ˣ˧˪˞˷ ˫˧˯ˮˬ ˟ˣ˸˩˪ ˫˧ˮˣ˸ˮ Σˢ˷˪ˣ˥ xʕ ˢ˪ˣ˩˧ ˫ˣ˶ˠ˪ ˭ˣˣˠˬ˪ ˸ˣ˧˰˟ ˣˬ˩ Denial Of Service Σ

Elevation Of Privileges ˸˴˶ˢˣ ˵˲˸ˣˡˣ ˫˰ ˸ˣ˞˷˶ˢ ˪˷ ˢˮ˩ˣ˸ ˸˧˪ˮ˶˵Φ 

˶ˬ˞ˬ˟ ˢˤ ˯ˮ˩˞ ˸ˣˡˣ˵ˮ˪ ˸ˣ˧ˤ˩˶ˬ ˸ˣ˪˧˰˲˟ sπDriver Σ˫˧˦˲˯ˮˣ˵ ˫˧˟ˣ˷˥ ˫˧˪ˣ˩˧˷ ˶ˣˤ˰˪ ˣˮ˪ ˭˧˟ˢ˪ ˶˸ˣ˧ 

˟ˣ˦ ˸˞ ˢ˟˧˟˯ˢ ˣˮ˥ˮ˞˷ ˫˧˞˴ˬˮ ˢ˟ Σ˫˧˪˩ ˸˶ˣ˴ˣ ˷ˣˬ˧˷ˢ ˫ˢ˟ ˧ˡ˩ ˥˸˲˪ ˠ˟ˡ˪ˣ ˸˞ sπDriver ˣˮ˪˷ 

˷ˣˬ˧˷ˣ ˭ˣ˩ˮ ˸ˣ˪ˣ˰˲˟ API ˸ˣ˴ˣ˲ˮ ˧ˡ˩ ˰ˣˮˬ˪ ˢˮ˸ˢ˸ˣˠ ˞˪ ˢ˧ˣ˲˴ ˪˷ ˢˮ˩ˣ˸ˢ Φ 

  



 
 

Windows Kernel Manual -  ' 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 165, ˶˟ˬ˦˲˯ нлнп  н 
 

˫˧˞ˮ˸ ˫˧˧˯˧˯˟ ˥ˣ˸˧˲˪ ˧˪ˮ˶˵ ˸ˣ˩˶˰ˬ˟ Windows 

˧ˮ˲˪ ˪˧˥˸ˮ˷ ˟ˣ˸˩˪ ˡˣ˵ ˧˪ˮ˶˵ Σ˨˶˦˴ˮ ˭˧˩ˢ˪ ˸˞ ˸˟˧˟˯ ˢˡˣ˟˰ˢ ˣˮ˪˷ ˣˬ˩ ˨˧˶˴˷ Σ˭˧˵˸ˢ˪ ˸˞ ˸ˣ˧˶˲˯ˢ 

˸ˣ˧˥˶˩ˢˢ ˸˶ˡˠˢˣ ˫˧˪˩ ˣ˪˩ˣ˧˷ ˶ˣˤ˰˪ ˣˮ˪ ˢ˶ˣ˴˟ ˸˧˸ˣ˰ˬ˷ˬ ˨˶ˣ˞˪ ˪˩ ˨˧˪ˢ˸ ˥ˣ˸˧˲ˢ ˠˣ˟˧ˡˢˣ. 

Visual StudioΥ 

ˢˬ˶ˣ˲˦˪˲ˢ ˢ˟˷ ˠˣˢˮ ˷ˬ˸˷ˢ˪ ˥ˣ˸˧˲˪ Driverπ˫˧ ˞˧ˢ Visual Studio ˢ˲˷ˢˣ ˢ˟˷ ˥˸˲ˮ ˸˞ sπDriver 

ˢ˪ˣ˩˧ ˸ˣˮ˸˷ˢ˪ ˧˲˪ ˢ˲ˡ˰ˢ Σ˨˞ ˨˶ˡ˟ ˪˪˩ ˢ˧ˢ˸ C/C++ Φ˭˩˪ ˞ˡˣˣˮ ˭˧˵˸ˢ˪ ˸˞ ˢˮ˩ˣ˸ˢ Visual Studio 

˨˯ˬ˟ˣ ˢˮ˵˸ˢˢ ˶˥˟ˮ Desktop Development with C++Υ 

 

ˡˣ˰ ˣˢ˷ˬ ˟ˣ˷˥˷ ˫˧˷˪ ˟˪ ˞ˣ˧˪ ˞ˣˢ ˸ˮ˵˸ˢ ˪˩ sπindividual components ˫˧˶ˣ˷˵˷ ˥ˣ˸˧˲˪ Driverπ˫˧ 

˸ˣ˩˶˰ˬ˪ Windows ˞˪˷ ˸ˣˮˬˣ˯ˬ ˶˟˩ ˪˰ ˧ˡ˧ sπworkload ˢˮˣˬ˸˟ Φ 
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˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˪˩ ˫˧˟˧˩˶ˢ ˨˧˶˴˷ ˭ˬ˯˪ ˢˮˣˬ˸˟ ˢ˞˟ˢΥ 

 

 

SDK + WDKΥ 

Software Development Kit / Driver Development Kit ˫ˢ ˸ˣ˩˶˰ ˣ˶˵˧˧ˬ˷˦˲ˣ˯ ˸˵˲˯ˬ ˪˩˪ ˥˸˲ˬ 

Driverπ˫˧ ˸ˣ˪˪ˣ˩ˢ templates ˫˸˧˞˷ ˭˸˧ˮ ˥˸˲˪ ˨˶ˡ Visual Studio ˶˲˯ˬ ˫˧ˠˣ˯ ˪˷ Driverπ˫˧ ˫˧ˮˣ˷ 

˸ˣ˶˦ˬ˪ ˸ˣˮˣ˷ ˣˬ˩ file-system DriverΣ USB Driver ˡˣ˰ˣ Φ 

πsSDK ˪˪ˣ˩ ˫ˠ ˫˧˪˩ ˫˧˲˯ˣˮ ˣˬ˩ debuggers ˫˧˪ˣ˩˧˷ ˸ˣ˞˶ˢ˪ ˣˮ˪ ˸ˣ˰ˡˣˢ ˸ˣ˦˶ˣ˲ˬ ˪˰ ˸ˣ˪˧˰˲ ˩˶˰ˬˢ ˸

˞˧˟ˢ˪ˣ ˣˮ˪ ˢ˦˧˪˷ ˸˦˪˥ˣˬ ˪˰ ˸˩˶˰ˬˢ ˸ˣˮ˩ˣ˸ˣ ˡˣ˰˧˸ ˪˷ ˫˧˰ˣ˶˧˞ ˫˧ˮˣ˷ ˫˧˷˥˶˸ˬˢ ˰ˠˣˮ˟ ˫˧ˬˣ˥˸˪ 

˫˧˧˲˧˴˲˯ ˣˬ˩ ˸˴˧˶ ˫˧˩˧˪ˢ˸ Σ˧˶ˣ˟˧˥ USB ˡˣ˰ˣ Φ 
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˸˞ ˫˧˶ˣ˷˧˵ˢ ˸ˣˮ˵˸ˢ˪ ˣ˪˪ˢ ˧˸˲˯ˣˢ ˱ˣ˯˟ ˶ˬ˞ˬˢ Σ˭˸˧ˮˣ ˸ˣ˞˶˪ ˢˮ˵˸ˢˢ˷ ˢˡ˟˰ ˧˲˪ ˸˰˲ˣˢ ˧ˠˣ˯ 

˫˧˦˵˧˧ˣ˶˲ ˫˧˷ˡ˥ ˟πVisual StudioΥ 

 

SysInternals ύ˶˵˧˰˟ˣ DbgView xπWinObjΥό 

˸ˣ˶ˬ˪ ˫˧˪˩ˢ˷ ˣ˪˪ˢ ˞˪ ˫˧˧˥˶˩ˢ ˥ˣ˸˧˲˪ ˧˪ˮ˶˵ ˸ˣ˩˶˰ˬ˟ Windows ˫ˢ ˫˧˪ˣ˩˧ ˶ˣˤ˰˪ ˸ˣ˞˶˪ ˢ˷πDriver 

ˣˮ˪˷ ˪˰ˣ˲ ˣˬ˩ ˨˧˶˴˷ Φ˸˞ ˢˮ˵˸ˢˢ ˭˸˧ˮ ˸ˣ˷˰˪ ˶˷˧ ˶˸˞ˢˬ ˪˷ ˦˲ˣ˯ˣ˶˵˧˧ˬ ˫˰ˣ ˢˮ˵˸ˢˢ ˫˧˰˧ˠˬ ˢ˟˶ˢ 

˫˧˪˩ ˫˧˧˷ˣˬ˧˷ Σ˭ˣˠ˩ WinObj xπDbgViewΦ 

 DbgView ˞ˣˢ ˧˪˩ ˭˸ˣˮ˷ ˣˮ˪ ˸ˣ˞˶˪ ˸˞ ˪˩ ˸ˣ˰ˡˣˢ sπDebugging ˸ˣ˞˴ˣ˧˷ ˸ˣˮ˩ˣ˸ˬ ˸ˣ˴˶ˢ ˪˰ ˸˩˶˰ˬˢ Σ

˭˧˟ ˶˸˧ˢ ˸ˣˮ˩ˣ˸ ˸˩˶˰ˬ ˸ˣ˧ˬ˧ˮ˲ ˣˬ˩ sπDriver ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˥˸˲˪ Φˢˮ˩ˣ˸ˢ ˡˣ˞ˬ ˢ˦ˣ˷˲ ˸ˮ˸ˣˮˣ ˣˮ˪ 

˸ˣ˶˷˲˞ tracing ˸ˣ˰ˡˣˢ˪ ˸ˣ˧˲˧˴˲˯ ˫˧ˠˣ˯˪ ˫˧ˬ˧ˣ˯ˬ ˪˷ ˸ˣˮ˩ˣ˸ ύWin32 ΣKernel Programs ˣ˩ˣ' Σόˡˣ˰˧˸ 

˪˷ ˨˧˪ˢ˸ sπbooting ˪˷ ˸˩˶˰ˬˢ ˣ˪˧˲˞ˣ ˶ˣ˟˧˥ ˵ˣ˥˶ˬ ˸˩˶˰ˬ˪ ˢ˸ˣ˞˷ ˶˸˞ˮ: 
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WinObj ˞˧ˢ ˢˮ˩ˣ˸ ˸ˮ˸ˣˮ˷ ˣˮ˪ ˸ˣ˶˷˲˞ ˪˩˸˯ˢ˪ ˪˰ ˪˩ ˫˧˦˵˧˧˟ˣ˞ˢ ˫˧˧˪˟ˣ˪ˠˢ ˸˩˶˰ˬ˟ ˣˬ˩ symbolic 

links ΣDriverπ˫˧ ˫˧ˬˣ˷˶ ˸˩˶˰ˬ˟ xπdevices ˫˧ˬ˧˧˵ˢ ˸˩˶˰ˬ˟ ˭˸˧ˮ˷ ˶˷˵˸˪ ˫˸˧˞ Φ˩ˣ˸ˢˮ xʕ ˢ˪ˣ˩˧ ˸ˣˢˤ˪ 

˭ˣˣˠˬ ˪ˣˡˠ ˪˷ ˫˧˦˵˧˧˟ˣ˞ ˸˩˶˰ˬ˟ ˶˞˸˪ˣ ˫˸ˣ˞ ˢ˶ˣ˴˟ ˧˩ˢ ˸˦˶ˣ˲ˬ ˶˷˲˞˷: 

 

WindbgΥ 

˭˧˞ ˨˶ˣ˴ ˷ˬ˸˷ˢ˪ ˟πdynamic debugger ˫˧ˣ˯ˬ ˶ˣ˟˰ debugging ˪πDriver Σ˪˟˞ windbg ˞ˣˢ debugger 

˵ˤ˥ ˡˣ˞ˬ ˫˰ ˸ˣ˪ˣ˩˧ ˸ˣ˟˶ ˸ˣ˪ˣ˩˧˷ ˶ˣˤ˰˪ ˣˮ˪ ˨˧˪ˢ˸˟ ˥ˣ˸˧˲ˢ Σ˵˷ˬˬ ˪˵ ˥ˣˮˣ ˬ˪˷ˬ˸˷ ˞ˣˢˣ ˭˵˸ˣˬ ˶˟˩ 

˸˩˶˰ˬ˪ ˵˪˥˩ ˢˬπSDK ˪˷ ˦˲ˣ˯ˣ˶˵˧˧ˬ ΦWindbg ˶˷˲˞ˬ ˣˮ˪ ˢ˵˧ˡ˟ ˸˧ˬ˞ˮ˧ˡ ˪˷ ˸ˣˮ˩ˣ˸ ˸ˣ˲˯ˣˮ ˭ˣˠ˩ .exe 

files ˫˧˪˧ˠ˶ ˪˟˞ ˧ˡ˩ ˵ˣˡ˟˪ ˸˞ sπDriver ˣˮ˪˷ ˨˶˦˴ˮ ˸ˣˮ˷˪ ˸˞ ˸ˣ˶ˡˠˢ ˸˩˶˰ˬˢ ˢ˟˷ ˵ˣˡ˟ˮ ˸˞ sπ

Driver ˧ˡ˩ ˶˷˲˞˪ kernel debuggingΦ 

˧ˮ˞ ˟˷ˣ˥ ˢˤ˷ ˶ˣ˶˟ ˶˟˩ ˟˧˩˶˷ ˢˮ˩ˣ˸ ˭˩ˣ˯ˬ ˵ˤ˥ˣ ˣˬ˩ Driver ˱˧ˡ˰ ˵ˣˡ˟˪ ˸˩˶˰ˬ˟ ˸ˡ˶˲ˮ ˞˪˷ ˢ˟ˣ˷˥ 

ˣˮ˪ Σˣ˞ ˸ˣ˲˧ˡ˰˟ ˧˩ˢ ˢˢˣ˟ˠ ˪˰ ˢˮˣ˩ˬ ˸˧˪˞ˣ˦˶˧ˣ Φ˸ˬ˶ˢ ˢ˟˧˟˯ˢ ˪πremote kernel debugging ˞˪ ˢ˧ˢ˧ 

ˢˮˣ˷ ˭˧˟ ˟˷˥ˬ ˪˧ˠ˶ Σ˸ˮˣ˩ˬ vmware Σ˸ˮˣ˩ˬ hyper-v ˢˬˣˡ˩ˣ ˭˩˪ˣ ˞˪ ˯ˮ˩˞ ˪˩˪ ˸˥˞ ˸ˣ˧ˣ˶˷˲˞ˢˬ ˧ˮ˲˟ 

ˬ˴˰Φs 

˸ˬ˶ˢ˪ ˢ˟˧˟˯ˢ ˷˧ ˶˲˯ˬ ˫˧˟˪˷Υ 

мό ˸˵˪ˡˢ ˸ˣ˶˷˲˞ˢ ˪πkernel debugging Υ˧ˡ˩ ˰˴˟˪ ˸˞ ˢ˪ˣ˰˲ˢ ˣˤˢ ˨˶˦˴ˮ ˥ˣ˸˲˪ ˭ˣ˪˥ cmd ˫˰ 

˸ˣ˞˷˶ˢ ˪ˢˮˬ Φ˭ˣ˪˥˟ ˸ˣˡˣ˵˲ˢ ˳˧˶ˮ ˸˞ ˢˡˣ˵˲ˢ Ϧbcdedit /DEBUG ON Ϧ˶˷˲˞˸˷ ˣˮ˪ ˠ˟ˡ˪ ˸˞ 

˸˩˶˰ˬˢ ˢ˧˪˰ ˵ˣˡ˟ˮ ˸˞ sπDriver 
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нό ˸˶ˡˠˢ ˫˧˶˦ˬ˶˲ˢ ˪πremote kernel debugging Υ˭˞˩ ˨˶˦˴ˮ ˸ˣˮ˷˪ ˸˞ ˸ˣ˶ˡˠˢ ˸˩˶˰ˬˢ ˶ˣ˟˰ 

˸˥˪˴ˢ ˨˧˪ˢ˸ sπdebugging Φ˸˞ ˧ˣˮ˧˷ˢ ˢˤˢ ˢ˷˰ˮ ˫˰ ˢˡˣ˵˲ˢ: 

bcdedit /dbgsettings NET HOSTIP:{ip_address_of_host_machine} PORT:  

{debugging_port_on_target_machine} KEY:{debugging_key}  

˫ˣ˵ˬ˟ ˫˧˶˦ˬ˶˲ˢ ˫˧˲˵ˣˬ˷ ˟π ϑϒ˩ˮ˯˧ˮ ˢˬ˞˸ˢ˟ ˸˞ ˸˟ˣ˸˩ sπIP ˪˷ ˸˩˶˰ˬˢ ˸˵ˡˣ˟ˢ ˢ˸˧˞˷ 

˸˩˶˰ˬˢ ˸˵ˡ˟ˮˢ Ϧύ˸˩˶˰ˬ ˢ˶˦ˬˢ όϦˢ˪ˣ˩˧ ˶˷˵˸˪ Σ˶˲˯ˬ sπport ˣ˩˶ˡ˷ ˢ˴˶ˮ ˸˩˶˰ˬˢ˷ ˸˵ˡ˟ˮˢ 

˶˷˵˸˸ ˫˰ ˸˩˶˰ˬˢ ˸˵ˡˣ˟ˢ ˨˶˰ˣ ˧˸ˤˣ˶˥ˬ ˣˢ˷˪˩ ˢ˧ˢ˧˷ ˥˸˲ˬ sπdebugging ˣˮ˪˷ ˧˲˪ ˦ˬ˶ˣ˲ ˪˷ 

ά·Φ·Φ·Φ·έ ˣ˟˷ ˪˩ X ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˪˩ ˱ˣ˶˧˴ ˫˧ˣˣ˸ ˢ˯˵ˢπ˫˧˧˪ˬ˧˴ˡ 
 

оό ˪ˣ˥˸˞ ˸˩˶˰ˬˢ ˸˵ˡ˟ˮˢ ˧ˡ˩ ˞ˡˣˣ˪ ˸ˣ˶ˡˠˢˢ˷ ˣˮ˶ˡˠˢ˷ ˷ˡ˥ˬ ˣ˶ˡˠˣˢ ˣˬ˩ ˨˧˶˴˷ 
 

пό ˸˥˧˸˲ windbg ˪˰ ˸˩˶˰ˬˢ ˸˵ˡˣ˟ˢ Σ˸˶˧˥˟ kernel debugging ˸˯ˮ˩ˢˣ sπdebugging port ˥˸˲ˬˣ 

πsdebugging ˸ˣˬˣ˵ˬ˟ ˫˧ˬ˧˞˸ˬˢ: 

 

ˢ˞˶ˮ ˱ˣ˯˟˪ ˨˧˪ˢ˸ˢ˷ ˡ˟˰ ˣˬ˩ ˨˧˶˴˷ ˢ˞˶ˮ˷ ˦˪˲ ˢˬˣˡ ˦˪˲˪ s˞˟Υ 
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MSDNΥ 

˶ˣ˟˰ ˟ˣ˶ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˧˪ˮ˶˵ˢ ˣˮ˥ˮ˞˷ ˞˪ ˫˧ˮ˧˟ˬ ˨˧˞ ˷ˬ˸˷ˢ˪ ˫ˢ˟ ˣ˧ˢ˧ ˶˟˩ ˫˧˶˟˯ˢ ˫˧ˬ˧˧˵ ˶˸˞˟ 

MSDN ˪˷ ˦˲ˣ˯ˣ˶˵˧˧ˬ Φ˧ˡ˩ ˰˧ˠˢ˪ ˶˸˞˪ ˨˶˦˴ˮ ˵˶ ˟ˣ˸˩˪ ˸˞ ˫˷ ˢ˪ˣ˰˲ˢ Σ˞ˬˠˣˡ˪ NtReadFile() Σ˪ˠˣˠ˟ 

ˢ˞˶ˮˣ ˶˸˞ ˣ˸˶˸ˣ˩˷ ˢ˶ˣˬ˞ ˸ˣ˧ˢ˪ ϦNtReadFile function (Wdm.h) .. ΦϦ˩ˢ˸˶˸ˣ ˸˪˪ˣ˩ ˸˞ ˫˷ ˢ˪ˣ˰˲ˢ 

˸˞ˣ ˫˷ sπheader x˞ ˢ˧˧˶˲˯ˢ ˣ˟˷ ˢ˪ˣ˰˲ˢ ˸˶ˡˠˣˬξ˸˶ˢ˴ˣˬ Σˢ˞˶ˮˣ ˣˮ˰ˠˢ˷ ˫ˣ˵ˬ˪ ˭ˣ˩ˮˢ ˸˰˲ˣˢ˟ ˨˯ˬ 

ˢˬˣˡ ˨˯ˬ˪ ˞˟ˢΥ 

 

˶˸˞ˢ ˶ˣˤ˰˧ ˣˮ˪ ˢ˟˶ˢ˟ ˫˧˶˵ˬ ˫ˢ˟˷ ˞˪ ˭˧˟ˮ ˧˶ˬˠ˪ ˢˬ ˪˩ ˶˦ˬ˶˲ ˶˟ˣ˰˷ ˢ˪ˣ˰˲˪ ˶ˬˣ˞ ˢˬˣ ˨˶˰ˢ ˣ˪˷ 

˧ˣ˲˴ ˸ˣ˧ˢ˪ ˶ˣ˟˰ ˫˧˶˵ˬ ˫˧ˮˣ˷ ˪˷ ˷ˣˬ˧˷Σ ˞ˣˢˣ ˨˶ˡ˟ ˪˪˩ ˶˷˵˧ ˱ˣ˯˟ ˡˣˬ˰ˢ ˫˧ˡˣˬ˰ ˫˰ 

˸ˣ˪ˣ˰˲ξ˫˧˦˲˯ˮˣ˵ ˫˧ˬˣˡ ˫˧˶ˣ˷˵ˣ. 

 

ˢˮ˟ˬ sπDriver 

˧˲˩ ˧˸˶˞˧˸˷ ˶˟˩ ˫˧˶ˬ˞ˬ˟ ˫˧ˬˡˣ˵ˢ ˧˪˷ ΣDriver ˢˢˤ ˪˩˪ ˢˮ˩ˣ˸ ˸˶˥˞ ˸ˮ˸˧ˮˢ ˢ˴˶ˢ˪ ˪˰ ˸ˮˣ˩ˬ 

Windows ΦDriver ˞ˣˢ ˢˮ˩ˣ˸ ˢ˧ˣˮ˟ˢ ˧˲˪ ˦ˬ˶ˣ˲ PE ˶˞˸ˬ˷ ˸ˣˮˣ˩˸ ˸ˣ˟˶ ˪˷ ˧˶˞ˮ˧˟ˢ ˭˸˧ˮˢ ˶ˢ˪ˢ˴ ˭ˣˠ˩ 

˸ˡˣ˵ˮ ˢ˯˧ˮ˩ˢ ˪˷ ˢˮ˩ˣ˸ˢ ύˢ˪ˣ˰˲ˢ ˢˮˣ˷˞˶ˢ ˳˶ˣ˸˷ ˧˶˥˞ ˸ˮ˰˦ˢ ˢˮ˩ˣ˸ˢ ˪˭ˣ˶˩˧ˤ Σό˸ˣ˪ˣ˰˲ ˸ˣ˞˟ˣ˧ˬˢ 

ˢˮ˩ˣ˸˪ ˨ˣ˸ˬ ˸ˣˮ˩ˣ˸ ˸ˣ˶˥˞ ύImport Address Table όˠˣ˯ˣ ˳˟ˣ˵ˢ ˣˬ˴˰Φ 

˨˞ ˭˧˧ˡ˰ ˷˧ ˢˬ˩ ˫˧˪ˡ˟ˢ ˭˧˟ ˸ˮ˩ˣ˸ executable ˢ˪˧ˠ˶ Σ˞ˬˠˣˡ˪ notepad.exe Σ˭˧˟˪ Driver ˫˸ˣ˞˷ ˭˥˟ˮ 

˫˰ CFF explorerΦ 
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˵˲˯ ˢˮ˩ˣ˸ˢΥ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˭˧˞ ˪ˡ˟ˢ ˧˸ˣ˰ˬ˷ˬ ˭˧˟ ˸ˣˮˣ˩˸ˢ ˸ˣ˧˯˧˯˟ˢ ˪˷ ˧ˮ˷ ˫˧˴˟˵ˢ Σ˧˶ˢ ˫ˢ˧ˮ˷ ˧˴˟˵ ϦPortable 

Executable 64 ΦϦ˧ˮˣ˷ˢ ˡ˧˥˧ˢ ˭˸˧ˮ˷ ˭˧˥˟ˢ˪ x˟ ˞ˣˢ ˳˟ˣ˵˪˷ sπDriver ˭˧˞ ˵˪˥ ˪˷ provider Σˢ˟˧˯ˢ ˨˩˪ 

˞˧ˢ ˢ˷πDriver ˢˤˢ ˞ˣˢ ˞˪ ˫ˣ˸˥ ˪˰ ˧˧ˡ ˦˲ˣ˯ˣ˶˵˧˧ˬ x˞ trusted third-party vendor ˶˥˞ Φˣˢˤ Driver 

ˡ˥ˣ˧ˬ ˧ˮ˞˷ ˧˸˧ˮ˟ ˶ˣ˟˰ ˞ˬˠˣˡˢ ˭˩˪ˣ ˪˪ˠ˟ ˭˧˞˷ provider ˧ˬ˷˶ ˵˲˯ˬ˷ ˣ˸ˣ˞ ˸ˣ˩˶˰ˬ˪ Windows Σ˵˪˥ˢ 

˶ˣ˷˵˷ ˪πprovider ˪˷ ˢˮ˩ˣ˸ˢ ˵˧˶ Φ˭˟ˣˬ˩ ˷πDriver ˢˤ˩ ˞˪ ˪˩ˣ˧ ˳ˣ˶˪ ˪˰ ˸˩˶˰ˬ ˢ˪˧ˠ˶ ˪˪ˠ˟ DSE ˰ˮˣˬ˷ 

πˬunsigned Drivers ˳ˣ˶˪ ˪˰ ˸ˣ˩˶˰ˬ ˞˪˷ ˪˰˲ˣˬ ˫ˢ˟ test-sign ˣˡ˰ˣˮˣ ˵˶ ˸˵˧ˡ˟˪ Driverπ˫˧ 

Import DirectoryΥ 

˶ˣˤ˞ sπImport Directory ˢˮ˩ˣ˸˟ ˢ˧ˣˮ˟ˢ ˪˰ ˦ˬ˶ˣ˲ PE ˧˞˶˥˞ ˡ˰˸˪ ˸˞ ˪˩ ˸ˣˮ˩ˣ˸ˢ ˸ˣ˧ˮˣ˴˧˥ˢ ˫ˢˬ˷ 

ˢˮ˩ˣ˸ˢ ˸˧˥˩ˣˮˢ ˢ˩˧˶˴ ˞˟˧˧˪ ˸ˣ˪ˣ˰˲ Σˢˬˣ ˫ˢ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˞˟ˣ˧ˬ˷ ˢˮ˩ˣ˸˪ ˸˧˥˩ˣˮˢ ˨ˣ˸ˬ ˪˩ ˢˮ˩ˣ˸ 

˸˧ˮˣ˴˧˥Φ 

˶ˣˤ˧˞˟ ˢˤ ˢ˲˴ˮ ˸ˣ˞˶˪ ˪ˡ˟ˢ ˧˸ˣ˰ˬ˷ˬ ˭˧˟ ˸ˣˮ˩ˣ˸ˢ Σ˧˶ˢ notepad.exe ύˢˮ˩ˣ˸ ˢ˪˧ˠ˶ ˢ˴˶˷ ˟π

usermode ό˦˰ˬ˩ ˞˪ˣ ˢ˷˰˸ ˷ˣˬ˧˷ ˭˸ˣ˞˟ ˸ˣ˪ˣ˰˲ ˸ˣ˞˟ˣ˧ˬ ˷πDriver ˳˶ˢ ˟πkernelmode ˢ˷ˣ˰ ˫ˢ˟ 

˷ˣˬ˧˷ ˳ˣ˥ ˢˬ˩ˬ ˸ˣ˪ˣ˰˲ ˸ˣ˧˯˧˯˟ Φ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˪ˡ˟ˢˢ ˢˤˢ ˢˮˣˬ˸˟ ˟ˢˢ˞Υ 
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˪ˡ˟ˢˢ ˭ˣ˷˞˶ˢ ˶˷˲˞˷ ˫˧˷˪ ˟˪ ˣ˧˪˞ ˞ˣˢ ˸ˣ˧˶˲˯ˢ ˸ˣ˞˟ˣ˧ˬˢ ˨ˣ˸˪ ˢˮ˩ˣ˸ˢ ˸˧˥˩ˣˮˢ Φ˭ˬˤ˟ ˢ˷πDriver 

˞˟˧˧ˬ ˵˶ ˸ˣ˪ˣ˰˲ ˬπntoskrnl.exe ύ˪ˮ˶˵ˢ ˣˬ˴˰ Σόnotepad.exe ˞˟˧˧ˬ ˸ˣ˪ˣ˰˲ ˭ˣˣˠˬˬ dllπ˫˧ ˫˧ˮˣ˷ Σ˭˧˟ 

˶˸˧ˢ kernel32.dll xπuser32.dll ˫˧ˮ˸ˣˮˢ ˢˮ˩ˣ˸˪ ˢ˷˧ˠ ˪˩˪ ˸ˣ˪ˣ˰˲ sπWindows API Φ˪˪ˠ˟ ˢ˷πDriver 

˞ˣˢ ˢˮ˩ˣ˸ ˢ˴˶ˢ ˡ˧˪ ˪ˮ˶˵ˢ ˞ˣˢ ˷ˠ˧ˮ ˶˷˧ ˸ˣ˪ˣ˰˲˪ ˸ˣ˷ˬˣˬˬˢ ˨ˣ˸˟ ˪ˮ˶˵ˢ ˣˬ˴˰ ˷ˬ˸˷ˬˣ ˫ˢ˟ ˢˬˣˡ˟ 

π˪Windows API ˷πnotepad.exe ˷ˬ˸˷ˬ Σ˪˪ˠ˟ˣ ˭˧˞˷ ˨˶ˣ˴ ˧˯˧˯˟ ˪πDriver ˸ˣ˷˰˪ ˷ˣˬ˧˷ ˸ˣ˧˶˲˯˟ 

˸ˣ˧˪ˮ˶˵ ˸ˣ˶˥˞ ˪ˮ˶˵ˢ ˢ˧ˢ˧ ˟ˣ˶˪ ˢ˧˧˶˲˯ˢ ˢˡ˧˥˧ˢ ˸˞˟ˣ˧ˬ˷ ˣ˸˟˸ˮ˩ DriverΦ 

˪ˡ˟ˢ ˱˯ˣˮ ˭˸˧ˮ˷ ˫˧˷˪ ˟˪ ˣ˧˪˞ ˢ˥˧˸˲˟ ˪˷ ˸ˣ˞˪˟˦ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˞˟ˣ˧ˬˢ ˫ˢ ˸ˣˬ˷ˢ ˪˷ ˸ˣ˪ˣ˰˲ˢ 

˸ˣ˞˟ˣ˧ˬˢ ˪˩ˬ ˢ˧˧˶˲˯ Φ˪˧˥˸ˮ ˫˰ notepad.exe ˢ˧˶˲˯ˢˣ kernel32.dllΥ 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˢ˲ ˷ˣˬ˧˷ ˸ˣ˪ˣ˰˲˟ Windows API ˸ˣ˰ˣˡ˧ ˣˬ˩ CreateFileW ˸˶˴ˣ˧ˢ handle ˶ˣ˟˰ ˫˧˦˵˧˧˟ˣ˞ 

˩xˬ ˫˧˴˟˵ xπReadFile ˸˞˶ˣ˵ˢ ˸ˣˬ˩ ˸ˬ˧ˣ˯ˬ ˪˷ ˰ˡ˧ˬ ˨ˣ˸ˬ ˦˵˧˧˟ˣ˞ ˫˧˧ˣ˯ˬΦ ˷ˣ˲˧˥˟ ˟πMSDN ˢ˞˶ˮ 

˸ˣ˪ˣ˰˲ˢ˷ ˸ˬ˞˟ ˸ˣ˪ˣ˪˩ ˨ˣ˸˟ Win32 API Σˢˬ ˶ˬˣ˞˷ ˫ˢ˷ ˸ˣ˪ˣ˰˲ ˸ˣ˯˯ˣ˟ˬ usermode ˸ˣˮ˸ˣˮ˷ 

˸ˣˮ˩ˣ˸˪ ˟πusermode ˢ˷˧ˠ ˫˧˟˞˷ˬ˪ ˫˧ˮˣ˷ ˸˩˶˰ˬ˟ ˣˬ˶ˠ˧ˣ ˢ˪ˣ˰˲˪ ˢˬ˧˞˸ˬ ˪ˮ˶˵˟ ˳ˣ˶˪ ˧ˡ˩ ˷ˬˬ˪ ˞ ˸

˸˶˦ˬ ˢ˞˧˶˵ˢ Φ 
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˷˲˥ˮ˷˩ ˸˞ ˢ˯˶ˠˢ ˸˧˪ˮ˶˵ˢ ˪˷ ˭˸ˣ˞ ˸ˣ˪ˣ˰˲ ˢ˞˶ˮ ˯ˣ˥˧˧ ˢˮˣ˷ Σ˫ˣ˵ˬ˟˷ ˯˥˧˧˪ ˸˞ ˢ˪ˣ˰˲ˢ ˪πϦWin32 

API Ϧ˯˥˧˧ˬ ˸˞ ˢ˪ˣ˰˲ˢ ˪πϦWindows Drivers API kernelϦΥ 

 

˫˧˪˩˸˯ˬ˷˩ ˪˰ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˞˟ˣ˧ˬˢ ˬπntoskrnl.exe ˸ˮ˩ˣ˸˟ sπDriver ˭˸˧ˮ ˭˧˥˟ˢ˪ ˸ˣ˪ˣ˰˲˟ ˸ˣˮˣ˷ˢ 

˭˧˦ˣ˪˥˪ ˸ˣ˪ˣ˰˲ˢˬ ˣˮ˧˞˶˷ ˟πnotepad.exe ˸ˣˬ˞˸ˣˬ˷ ˳ˣ˶˪ ˟πkernelmode ˸ˣ˷ˬˣˬˬˣ ˪˰ ˧ˡ˧ ˫˧˵˪˥ 

˫˧ˮˣ˷ ˪˷ sπWindows kernelΥ 

 

ˣˬ˩ ˭˩ Σ˭˸˧ˮ ˸ˣ˞˶˪ prefix ˦˰ˬ˩ ˰ˣ˟˵ ˸ˣ˪ˣ˰˲˟ ˸ˣ˧˪ˮ˶˵ ˸ˣ˞˟ˣ˧ˬˢ ˪ˮ˶˵ˢˬ ˣˬ˴˰ π ϦNt.. Ϧπx ϦZw.. ΦϦ˧ˮ˷ sπ

prefixes ˢ˪˞ˢ ˫˧˪ˣ˩˧ ˫˧˧˵˸ˢ˪ x˟π˸˧ˮˬˤ ˪ˡ˟ˢˢˣ ˥˧ˢˡ˧ ˫ˢˮ˧˟ ˞ˣˢ ˸˯˶ˠ˷ sπZw ˞˪ ˸˰˴˟ˬ ˸ˣ˵˧ˡ˟ ˪˰ 
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˫˧˶˦ˬ˶˲ˢ ˣ˥˪˷ˮ˷ ˢ˧˪˞ ˸˩ˬˣ˯ˣ ˫ˢ˧˪˰ ˣ˪˞˩˩ ˣ˰˧ˠˢ˷ ˢ˞˧˶˵ˬ ˪˷ Driver ˭˧ˬ˞ Σˢˮˣ˷˟ ˸˞˯˶ˠˬ sπNt 

˸˞ˡˣˣˬ˷ ˸˞ ˸ˣ˧ˡ˧˪˞ˣˢ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˫˧˥˪˷ˮˢ ˢ˧˪˞ ˞˪ˣ ˸˩ˬˣ˯ ˪˰ ˞˶ˣ˵ˢ Σ˪˰ˣ˲˟ˣ ˶˥˞˪ ˸ˣ˵˧ˡ˟ˢ 

˸˞˯˶ˠ sπNt ˸˞˶ˣ˵ ˸˞˯˶ˠ˪ sπZw ˸˷ˬˬˬ˷ ˸˞ ˢ˪ˣ˰˲ˢ ˢˬ˴˰: 

 

Optional HeaderΥ 

˧ˮ˲˪ ˨˧˷ˬˮ˷ ˢ˞˪ˢ ˧˸˧˴˶ ˶ˣ˟˰˪ ˫ˠ ˪˰ sπoptional header ˪˪ˣ˩˷ ˢ˟˶ˢ ˰ˡ˧ˬ ˪˰ ˪˩ ˸˥˞ ˸ˣˮ˩ˣ˸ˢˬ ˣˬ˩ 

˸ˡˣ˵ˮ ˢ˯˧ˮ˩ˢ ˪˷ ˡˣ˵ˢ ˳˟ˣ˵˟ Σ˸ˣˬ˩ sπsections ˸˟ˣ˸˩ˢˣ ˸˧˪˞ˣ˦˶˧ˣˢ ˢ˷πlinker ˶˥˟ ˶ˣ˟˰ ˢˮ˩ˣ˸ˢ Φ˧˲˩ 

˧˸˶˞˧˸˷ ˶˟˩ ˞˪ ˢ˲˴ˮ ˪ˡ˟ˢ˪ ˧˸ˣ˰ˬ˷ˬ ˭˧˟ ˸ˣˮ˩ˣ˸ˢ ˪˪ˠ˟ ˭ˢ˧ˮ˷˷ ˸ˣˮ˩ˣ˸ ˸ˣ˧˶˞ˮ˧˟ ˸ˣˮ˸˧ˮ ˢ˴˶ˢ˪ 

˸ˣ˧ˣˮ˟ˢ ˪˰ ˣ˸ˣ˞ ˦ˬ˶ˣ˲ ˸ˣ˶˴ˣˮˣ ˢ˶ˣ˴˟ ˢˢˤ: 
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˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˪ˡ˟ˢˢ ˭˧˟ ˫˧˩˶˰ˢ ˧ˮˣ˧ˠˢ ˞˪ˣ ˢˤ˩ ˪ˣ˩˧˷ ˰˧˟˴ˢ˪ ˪˰ ˫˧ˮ˧˧˲˞ˬ ˫˧ˮˣ˷ x˞ ˨˧˪ˢ˸ ˢ˧˧ˮ˟ 

ˢˮˣ˷ Σ˨˞ ˪ˡ˟ˢ ˶˷˲˞˷ ˭˧˧˴˪ ˞ˣˢ ˢˡ˷ sπϦSubSystem Ϧ˪˷ ˪˩ ˢˮ˩ˣ˸ Φ˨˶˰ ʕ sˡ˰˸ˬ ˸˞ sπ

dependencies ˸˩˶˰ˬ˟ ˫˧˧˥˶˩ˢ˷ ˶ˣ˟˰ ˢ˴˧˶ ˸˥˪˴ˣˬ ˪˷ ˢˮ˩ˣ˸ˢΥ 

¶ Notepad.exe Υ˨˶˰ ˢˡ˷ˢ ˞ˣˢ ϦWindows GUI ΣϦˢˮ˩ˣ˸ ˸˯˯ˣ˟ˬˢ ˪˰ ˵˷ˬˬ ˷ˬ˸˷ˬˢ ˧˲˶ˠˢ ˪˷ 

Windows ˸ˣˮ˩ˣ˸˪ ˸ˣ˪˧ˠ˶ ˸ˣ˴˶ˢ ˟πusermode 

¶ Driver Υ˨˶˰ ˢˡ˷ˢ ˞ˣˢ ϦNative ΣϦˢˮ˩ˣ˸ ˸˯˯ˣ˟ˬˢ ˵˶ ˪˰ ˫˧˩˧˪ˢ˸ˢ sxπDrivers ˫˧˧˯˧˯˟ˢ ˫˧ˬ˧˧˵˷ 

˪˩˟ ˸˩˶˰ˬ Windows 
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˸˟˧˸˩ Driver ˧˯˧˯˟ 

˶˥˞˪ ˸ˮ˟ˢ ˢ˟˧˟˯ˢ ˢˮ˩ˣ˸ˢˣ ˣˮ˥ˮ˞˷ ˫˧˯ˮˬ ˟ˣ˸˩˪ ˧ˮ˞ ˯ˮ˩˞ ˸˶ˣ˴˪ ˢ˟˧˸˩ˢ ˪˷ Driver ˧˯˧˯˟ Σ˧ˮ˞ 

˶˞˸˞ ˸˞ ˞ˬˠˣˡˢ ˧˸ˮ˩ˢ˷ ˸˞ˣ ˫˧ˮ˧˧˲˞ˬˢ ˫˧ˡ˥ˣ˧ˬˢ ˪˷ sπDriver ˧˲˧˴˲˯ˢ ˢˤˢ ˢˬˣ ˭˸˧ˮ ˸ˣ˷˰˪ ˣ˸˧˞ Φ

˨ˣ˸ ˧ˡ˩ ˶ˣ˟˰˞ ˪˰ ˵˰˸ˣˮˣ˶ Σ˧ˮ˟ˬ ˫˧ˮˣ˸ˮ ˸ˣ˪ˣ˰˲ˣ ˶˧˟˯˞˷ ˨˷ˬˢ˟ x˞ ˶ˣ˟˰˞˷ ˫ˢ˧˪˰ ˧˪˟ ˵ˬ˰˸ˢ˪ ˪˪ˠ˟ 

˧˸˶˟˯ˢ˷ ˫ˢ˧˪˰ ˶˟˩ ˫˧˶ˬ˞ˬ˟ ˫˧ˬˡˣ˵ ˟πDigital Whisper Φˢ˞˧˶˵ ˪˷ ˶˞˷ ˫˧˶ˬ˞ˬˢ ˧ˮ˲˪ ˶ˬ˞ˬˢ ˢˤˢ 

˸˴˪ˬˣˬΗ 

˸˶˧˴˧ ˦˵˧ˣ˶˲ ˸˟˧˸˩˪ DriverΥ 

˟˪˷ ˢˤ ˡˣ˞ˬ ˪˵ ˣˬ˩ ˸˶˧˴˧ ˦˵˧ˣ˶˲ ˪˩˪ ˢˮ˩ˣ˸ ˟πVisual Studio Φ˩˧˲ ˧˸˞˶ˢ˷ ˟˪˷˟ ˸ˬ˶ˢ ˢ˟˧˟˯ˢ 

˥ˣ˸˧˲˪ sπDriver Σ˫˰ sπWDK ˣˮ˵˸ˣˢ ˫ˠ templates ˫˧ˮˣ˷ ˶ˣ˟˰ ˥ˣ˸˧˲ ˫˧ˠˣ˯ ˫˧ˮˣ˷ ˪˷ Driverπ˫˧ ˟π

Visual Studio Φˢ˶˵ˬ˟ ˪˷ Driver ˪˧ˠ˶ ˭˧˞ ˢ˟˧˯ ˶ˣ˥˟˪ ˠˣ˯ ˦˵˧ˣ˶˲ ˶˥˞ ˞ˣˢ˷ ˞˪ ϦKernel Mode Driver Ϧ

ˣ˞ ϦKernel Mode Driver, EmptyϦΥ 
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˶˥˞˪ ˧˥˟˸˶ ˠˣ˯ ˦˵˧ˣ˶˲ˢ ˸˶˧˴˧ˣ ˦˵˧ˣ˶˲ˢ ˷˧ ˢˬ˩ ˫˧ˡ˰˴ ˟ˣ˷˥˷ ˰˴˟˪ ˧ˮ˲˪ ˸˪˥˸ˢ ˸˟˧˸˩ ˡˣ˵ˢΥ 

мό ˞ˡˣˣ˪ ˸ˣ˶ˡˠˢ˷ ˦˵˧ˣ˶˲ˢ ˸ˣ˞˴ˬˮ ˪˰ ˸ˣ˶ˡˠˢˢ ˸ˣ˞˟ˢΥ 
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нό ˞ˡˣˣ˪ ˸˪ˣ˰˲˷ ˢ˯˧ˮ˩ˢ ˪˷ sπDriver ˸˶ˡˠˣˬ ˶ˣ˸˟ ˫˷ˢ ˪˷ ˸˪ˣ˰˲ ˢ˯˧ˮ˩ˢ ˣˮ˪˷ ˡˣ˵˟ Φ˟ˣ˶˪ ˫˷ˢ 

˷ˬˣ˷ˬ˷ ˩πcommon practice ˞ˣˢ DriverEntry() ˭˩˪ˣ ˨˶˦˴ˮ ˞ˡˣˣ˪ ˫˷ˢ˷ ˟ˣ˸˩˷ ˢˡ˷˟ ˢˤˢ ˞ˣˢ 

ϦDriverEntryϦΥ 
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оό ˪ˣ˶˦ˮ Inf2Cat xπWPP tracing ˫˧˪ˣ˩˧˷ ˫ˣ˶ˠ˪ ˸ˣ˞˧ˠ˷˪ ˢ˧˧ˮ˟ ˞˪ ˸ˣ˧ˣ˲˴ ˞˪ˣ ˫˧˧˥˶˩ˢ ˸ˣ˪˧˰˲˪ sπ

DriverΥ 
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пό ˨ˣ˸˟ Driver Signing ˷˧ ˨˶ˣ˴ ˭˧˧˴˪ ˸˞ ˠˣ˯ ˢˬ˧˸˥ˢ ˪˷ sπDriver Σ˶ˬˣ˪˩ ˫˞ ˞ˣˢ ˢ˧ˢ˧ ˷ˣˬ˧˷˟ ˸˥˸ 

test signing x˞ ˪˟˵˧˷ ˢˬ˧˸˥ ˸˧˪˦˧ˠ˧ˡ ˸˧ˬ˷˶ ˬπcertificate authority Φˢ˶˵ˬ˟ ˣˮ˪˷ ˭˧˧˴ˮ test sign 

˱˧˯ˣˮˣ ˫˸˧˶ˣˠ˪˞ hashing ˣˢ˷˪˩ ˸˶ˣ˷˟ sπFile digest algorithm ύ˞˪ ˟ˣ˷˥ ˢˤ˧˞όΥ 

 

ˣ˧˷˩˰ ˪˩ˣˮ ˸ˬ˞˟ ˪˧˥˸ˢ˪ ˟ˣ˸˩˪ ˸˞ ˡˣ˵ˢ ˶ˣ˟˰ sπDriver ˣˮ˪˷ ˫˰ ˸ˣˬ˩ ˸˧˪ˬ˧ˮ˧ˬ ˪˷ ˸ˣ˞˧ˠ˷ ˸ˣ˶ˢˤˢˣ 

˞˪ ˸ˣ˧ˣ˲˴ ˞˪ˣ ˸ˣˮ˟ˣˬ ˣ˷˵˧˷ ˪˰ ˨˧˪ˢ˸ ˥ˣ˸˧˲ˢ Φ˷˧ ˭˧˧˴˪ ˭˲ˣ˞˟˷ ˸˶˧˶˟ ˪ˡ˥ˬ ˪˪ˠ˟ ˥ˣ˩ˢ ˷˧˷ ˦˵˧ˣ˶˲˪ 

Driver ˪˰ ˸˩˶˰ˬˢ Σ˦˰ˬ˩ ˪˩ ˢ˶˰ˢ ˢ˧ˢ˸˷ ˣˮ˪ ˡˣ˵˟ ˨ˣ˲ˢ˸ ˢ˞˧ˠ˷˪ ˰ˮˬ˸˷ ˫ˣ˧˯ˬ ˸˧˧ˮ˟ ˦˵˧ˣ˶˲ˢ Φ 

˫˞ ˢ˴˶ˮ ˰ˣˮˬ˪ ˢ˞˧ˠ˷ˬ ˸ˬ˧ˣ˯ˬ ˷˥˶˸ˢ˪ ˳˟ˣ˵˟ ˡˣ˵ ˫˧ˣ˯ˬ ύ˶˥˞˪ ˸˵˧ˡ˟ ˢ˶˰ˢˢ ˧ˡ˩ x˪˞ˡˣ ˶ˣ˵ˬ˷ 

ˢ˶˰ˢˢ ˞˪ ˫ˣ˶ˠ˧ ˢ˧˰˟˪ ˨˷ˬˢ˟ ό˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˟π#pragma warning(disable : warning_number)Υ 
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˸ˣ˪ˣ˰˲ sπDriverEntry ˢˣπDriverUnloadΥ 

˧˲˩ ˧˸˶˞˧˸˷ ΣDriverEntry() ˞˧ˢ ˸˪ˣ˰˲ ˢ˯˧ˮ˩ˢ ˪˷ sπDriver ˟ˣ˸˩ˮ˷ Σˢ˪˧˟˵ˬ ˸˪ˣ˰˲˪ main() ˸ˣˮ˩ˣ˸˟ 

˸ˣ˶˥˞ Φˢ˪ˣ˰˲ˢ ˢ˩˧˶˴ ˸ˣ˧ˢ˪ ˢˮ˩ˣˬ ˪˟˵˪ н ˫˧˶˦ˬ˶˲Υ 

мό ˰˧˟˴ˬ ˪πDRIVER_OBJECT ύx˞ ˯ˣ˲˧˦ PDRIVER_OBJECT Φό˰ˠ˶˟ ˸ˮ˰˦ˢ sπDriver ˪˭ˣ˶˩˧ˤ ˸˩˶˰ˬˢ 

˸˶˴ˣ˧ x˪ ˦˵˧˧˟ˣ˞ ˠˣ˯ˬ DRIVER_OBJECT ˪˧˩ˬ˷ ˸˞ ˪˩ ˸ˣˮˣ˩˸ˢ ˨˧˶˴˷ ˸˰ˡ˪ ˪˰ ˣ˸ˣ˞ Driver Σˣˬ˩ sπ

image path ˪˷ ˳˟ˣ˵ sπDriver Σ˪ˡˣˠ ˳˟ˣ˵ˢ ˪˷ sπDriver ˶˲˯ˬˣ ˰˲˸ˣ˪ˣ ˸ˣ˟ˣ˷˥ ˢ˷πDriver ˷ˬˬˬ 

˶ˣ˟˰ ˪ˣ˲˧˦ ˫˧˰ˣ˶˧˞˟ ˫˧ˮˣ˷ ˸˩˶˰ˬ˟ 

нό sπregistry key ˶˴ˣˮ˷ ˶ˣ˟˰ sπDriver ύ˯ˣ˲˧˦ˬ PUNICODE_STRING Φόˣˬ˩ ˪˩ service ˫˧˧˵˷ ˪˰ 

˸˩˶˰ˬˢ Σ˫ˠ ˪πDriver ˷˧ ˥˸˲ˬ ˟πregistry ˪˧˩ˬˢ ˰ˡ˧ˬ ˪˰ ˠˣ˯ sπservice ύˢ˶˵ˬ˟ ˢˤ Kernel Σό˸˶ˣ˴ 

˸˧˧˪˰ sπDriver ˪˶˩˧ˤ˭ˣ ύ˸˧˦ˬˣ˦ˣ˞ ˟πboot Σ˸˧ˮˡ˧ ˧˲˪ ˢ˷˵˟ ΣόΦΦ˪ˣ˪˯ˬˢ ˳˟ˣ˵˪ sπDriver ˟˭ˣ˶˩˧ˤ ˡˣ˰ˣ Φ

˵ˣ˲˧˯ ˪ˣ˪˯ˬˢ ˪πDriver ˪ˣ˩˧ ˵˲˯˪ ˪πDriver ˢ˷˧ˠ ˪˩˪ ˫˧˩˶˰ˢ ˫˧ˮ˯˥ˣ˞ˬ˷ ˣ˶ˣ˟˰ ˟πregistryΥ 

 

˭˞˩ˬ sπDriver ˪ˣ˩˧ ˸ˣ˷˰˪ ˣˮˣ˴˶˩ ˡ˰ ˱ˣ˯ ˸˪ˣ˰˲ sπDriverEntry() Σ˭ˣˠ˩ ˪ˣ˥˸˞ ˫˧ˮˣ˸ˮ Σ˸˞˴˵ˢ ˭ˣ˶˩˧ˤ x˞ 

ˢ˞˧˶˵ ˸ˣ˪ˣ˰˲˪ ˸ˣ˶˥˞ Φˢ˶˵ˬ˟ ˣˮ˪˷ ˧ˮ˞ ˫˧ˠˡ˞ ˸˞ ˨˷ˬˢˢ ˳ˣ˲ˮˢ ˶˸ˣ˧˟ ˪˷ ˢ˪ˣ˰˲ˢ ˡ˰ˣ˧ˬ˷ ˸˸˪ 

˵˷ˬˬ ˸ˣ˧˴˵˧˪˲˞˪ ˸ˣ˶˥˞ ύ˫ˠ ˸ˣ˧˴˵˧˪˲˞ ˸ˣ˧˪ˮ˶˵ ˫ˠˣ ˸ˣ˧˴˵˧˪˲˞ ˸ˣ˪˧ˠ˶ ό˶˷˵˸˪ ˫˰ sπDriver ˪˧˰˲ˢ˪ˣ 

˸ˣ˪ˣ˰˲ ˧˲˪ ˢ˷˵˟ ˸ˡ˥ˣ˧ˬΥ 

мό ˸˶˧˴˧ DEVICE_OBJECT ˶ˣ˟˰ sπDriver Φ˶ˬ˞ˬ˟ ˫ˡˣ˵ˢ ˧˸˶˵˯ ˢ˟˶ˢ ˸˞ ˳˰ sπdevices ˟πWindows 

ˢˬˣ device ˡ˰ˣˮ ˸ˣ˷˰˪ Σ˨˞ ˢ˶˴˵˟ ˢ˶˦ˬˢ ˪˷ device ˞˧ˢ ˸˸˪ ˸ˣ˧˴˵˧˪˲˞˪ ˸ˣ˶˥˞ ˢ˷˧ˠ ˸ˣ˪ˣ˰˲˪ 

˸ˣ˷ˬˣˬˬ˷ ˨ˣ˸˟ sπDriver Σ˶ˬˣ˪˩ Υπsdevice ˭˸ˣˮ ˣˮ˪ ˸ˣ˶˷˲˞ ˸ˣ˷˰˪ trigger ˭ˣˣˠˬ˪ ˸ˣ˪ˣ˰˲ ˢ˷π

Driver ˷ˬ˧ˬ Σ˨˶ˡ˟ ˪˪˩ ˶ˣ˟˰ ˸˶ˣ˷˵˸ ˭˧˟ ˢ˧˴˵˧˪˲˞ˢ ˮ˪˷ ˪xπDriver x˞ ˸ˣ˷˵˟ ˸ˣˡ˥ˣ˧ˬ ˣˬ˩ 

ˢ˞˧˶˵ξˢ˟˧˸˩ ˪˷ ˫˧˴˟˵ Φ˸˞ ˢˤ ˢ˷˰ˮ ˫˰ ˢ˪ˣ˰˲ˢ IoCreateDevice() ˫˷ˣ ˪πdevice ˶ˣˬ˞˷ ˸ˣ˧ˢ˪ 

˟ˣ˸˩ ˦ˬ˶ˣ˲˟: 

 \\Device\ \DeviceName 

file://Device/DeviceName
file://Device/DeviceName
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нό ˸˶˧˴˧ symbolic link ˶ˣ˟˰ sπDriver Φˡ˴ˢˬ ˪˷ ˢ˧˴˵˧˪˲˞ˢ Σ˧ˡ˩ ˶˷˵˸˪ ˫˰ device ˧˞˶˥˞˷ 

˸˶ˣ˷˵˸˪ ˫˰ Driver ˫˧ˣ˯ˬ ˨˶˦˴ˮ ˠ˧˷ˢ˪ handle ˣ˸ˣ˞˪ Driver Σ˵ˣ˧ˡ˟ ˣˬ˩ ˳˟ˣ˵˪ Φ˷ˣˬ˧˷˟ ˟π

CreateFileA() x˞ ˢ˪ˣ˰˲ ˢ˪˧˟˵ˬ ˷˧ ˨˶ˣ˴ ˵˲˯˪ ˨˶˰ ˢˢˤˬ ˪˷ sπDriver Σˢ˶˵ˬ˟ ˪˷ ˳˟ˣ˵ ˢˤ ˢ˧ˢ˧ 

˪ˣ˪˯ˬˢ ˣ˪˷ ˸˩˶˰ˬ˟ ˫˧˴˟˵ˢ ˢ˶˵ˬ˟ˣ ˢˤˣ Driver ˢˤ ˢ˧ˢ˧ sπsymbolic link ˣ˪˷ Φ˶ˣ˴˧ˮ symbolic link 

˸˶ˤ˰˟ ˢ˪ˣ˰˲ˢ IoCreateSymbolicLink() ˸˪˟˵ˬ˷ ˸˞ ˫˷ sπdevice ˶˴ˣˮ˷ ˧ˮ˲˪ ˭˩ ˸˞ˣ sπsymbolic 

link ˢ˴˶ˮ˷ ˶ˣ˴˧˪ Σˠˣˢˮ ˸˸˪ ˨˶˰ ˪πsymbolic link ˧˲˪ ˫˷ˢ ˶˟˰ˣˢ˷ ˫ˠ ˪πdevice ύ˨˞ ˞˪ ˟˧˧˥ ό

˦ˬ˶ˣ˲˟ DeviceName\\DosDevices\\ x˞ ˦ˬ˶ˣ˲˟ DeviceName\\??\\ 
 

 

оό ˫ˣ˷˧˶ ˸ˣ˪ˣ˰˲ dispatch ˶ˣ˟˰ ˪˩ event ˢ˴˶ˮ˷ ˸ˣˢˤ˪ ˟ˣ˷˥˷ ˣˮ˪ Φ˫˧˰ˣ˶˧˞ˢ ˫˧˯˯ˣ˟ˬ ˪˰ ˸˶˟˰ˢ IRP 

ύ˸˦˵˲ ˢ˷˵˟ ˸˶˟ˣ˰˷ ˬπDriver ˪πDriver x˞ ˢ˧˴˵˧˪˲˞ˬ ˢ˪˧ˠ˶ ˪πDriver ˭˧˧˴ˬ˷ ˢ˷˵˟ ˸ˬ˧ˣ˯ˬ Σ˭ˣˠ˩ 

˸˷˵˟ ˸˞˧˶˵ ˭˩ˣ˸ ˳˟ˣ˵ˬ ˸˥˪˷ˮ˷ ˪πfilesystem Driver όˡˣ˵ˢˣ ˢˢˤˬ˷ ˪˩ ˸˥˞ ˸ˣ˪ˣ˰˲ˢˬ ˞˶˵ˮ sπ

IRP major code ˶˟˰ˣˬ˷ ˢˡ˷˩ ˨ˣ˸˟ sπIRP Φ˫ˮ˷˧ ˫˧˩˶˰ ˭ˣˠ˩ IRP_MJ_CREATE ˳˧˶˧˷ ˢ˪ˣ˰˲ 

ˢˬ˧˞˸ˬ ˟πDriver ˶ˣ˟˰ ˢ˷˵˟ ˸˶˧˴˧˪ handle ΣIRP_MJ_READ ˳˧˶˧˷ ˢ˪ˣ˰˲ ˢˬ˧˞˸ˬ ˟πDriver ˶ˣ˟˰ 

˸˞˧˶˵ ˧ˬ˰ˡ ˢˬˣˡ˩ˣ Φ 
 

˪˰ˣ˲˟ ˨ˣ˸˟ sπDRIVER_OBJECT ˷˧ ˨˶˰ˬ ˪˷ ˫˧˰˧˟˴ˬ ˪˩˪ ˢ˪ˣ˰˲ Σ˶˷˞˩ ˫˧˩˶˰ ˣˬ˩ 

IRP_MJ_CREATE ˫ˢ ˯˵ˡˮ˧˞ ˨ˣ˸˟ ˨˶˰ˬˢ Σ˭˧˧˴ˬˢ ˢ˪ˣ˰˲ ˳˶ˣ˸˷ ˟πDriver ˶ˣ˟˰ ˸˥˧˪˷ ˢ˷˵˟ 

˸ˬ˧ˣ˯ˬ Φˢ˶˵ˬ˟ sxπIRP ˭˧˧˴ˬ IRP major code ˢ˷πDriver ˞˪ ˷ˬ˧ˬ x˞ ˶˧˞˷ˢ ˶ˣ˸˟ NULL ˨˶˰ˬ˟ 

ˢ˷˵˟ˢ ˶˟˰ˣ˸ ˪πdevice ˞˟ˢ ˶ˣ˸˟ ˞ˣˢ˷ ˶ˣˬ˞ ˶ˣ˟˰˪ x˟ Σ˫˧ˬ˰˲˪ Driverπ˫˧ ˣ˷ˬˬ˧ ˸ˣ˪ˣ˰˲ ˣˬ˩ 

IRP_MJ_CREATE ˨˞ ˪˪ˠ˟ ˭˧˞˷ ˨˶ˣ˴ ˳˧˶ˢ˪ ˡˣ˵ ˱˯ˣˮ ˡ˥ˣ˧ˬ ˢ˪ˣ˰˲ˢ ˢ˷πDriver ˷ˬ˧ˬ ˶ˣˤ˥˸ ˶˷˧ 

˧˪˟ˬ ˸ˣ˷˰˪ ˫ˣ˪˩. 
 

 

пό ˫ˣ˷˧˶ ˸˪ˣ˰˲ DriverUnload ˵˪˥˩ ˸ˣ˪ˣ˰˲ˬ sπdispatch Φ˸˪ˣ˰˲ sπDriverUnload ˴ˬˮ˸˞ ˫ˠ ˭˩ ˨ˣ˸˟ 

πsDRIVER_OBJECT ˞˧ˢˣ ˳ˣ˶˸ ˢ˶˵ˬ˟ ˸˩˶˰ˬˢˣ ˢ˯ˮˬ ˞˧˴ˣˢ˪ ˸˞ sπDriver ˢˬ˭ˣ˶˩˧ˤ ˵˧˯˲ˢ˪ˣ ˸˞ 

ˣ˸ˣ˪˧˰˲ Φˢ˪ˣ˰˲ˢ ˨˶ˡ˟ ˪˪˩ ˸˶˶˥˷ˬ ˫˧˦˵˧˧˟ˣ˞ Σ˸˶˶˥˷ˬ ˭ˣ˶˩˧ˤ ˢ˴˵ˣˬ ˸˵˥ˣˬˣ ˫˧˶ˣ˷˧˵ ˪πDriver 

˸˶ˤ˰˟ ˸ˣ˪ˣ˰˲ ˣˬ˩ IoDeleteDevice() x˞ IoDeleteSymbolicLink() Φˢ˪ˣ˰˲ˢ ˣˤˢ ˪˟˵˸ ˶˦ˬ˶˲ ˡ˥˞ 

˞ˣˢ˷ sπ DRIVER_OBJECT ˶ˣ˷˵ˢ ˪πDriverΥ 

 

file://DosDevices/DeviceName
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ˢˮ˟ˬ Dispatch FunctionΥ 

Dispatch function ˢ˩˧˶˴ ˸ˣ˧ˢ˪ ˦ˬ˶ˣ˲˟ ˶ˡˠˣˬˢ ˶ˣ˸˟ PDRIVER_DISPATCHΥ 

 

˶ˬˣ˪˩ Υˢ˪ˣ˰˲ ˸˪˟˵ˬˢ ˸˞ sπDEVICE_OBJECT ˢ˷πDriver ˶˴˧ ˸˞ˣ sπIRP ˧˦ˮˣˣ˪˶ˢ ˢ˷˵˟˪ ˢ˶˧ˤ˥ˬˣ 

NTSTATUS ˧˲˪ ˸ˣ˶ˡˠˢ ˢ˪ˣ˰˲ˢ Φ˧˲˩ ˧˸ˮ˧˧˴˷ dispatch function ˞˪ ˟˧˧˥ ˸ˣ˧ˢ˪ ˷ˬˣˬˬ ˶ˣ˟˰ ˱˞ ˢ˪ˣ˰˲ 

ύˢ˶˵ˬ˟ˣ ˢˤ ˨˶˰ˢ ˨˶˰ˬ˟ ˢ˧ˢ˧ NULL Σόˢ˪ˣ˰˲ˢ ˢ˪ˣ˩˧ ˫ˠ ˸ˣ˧ˢ˪ ˸˷ˬˣˬˬ ˪˟˞ ˞˪ ˸ˣ˷˰˪ ˫ˣ˪˩ ˢ˶˵ˬ˟ˣ 

ˢˤ ˢ˪ˣ˰˲ˢ ˵˶ ˶˧˟˰˸ ˸˞ sπIRP ˪πDriver ˞˟ˢ ˶ˣ˸˟ Φ˭˞˩ ˸˞˴ˬˮ ˞ˬˠˣˡ ˢ˪ˣ˰˲˪ ˣˤ˩ ˶ˣ˟˰ IRP_MJ_CLOSE 

πxIRP_MJ_CREATEΥ 

 

˷ˣˬ˧ˬ ˸ˣ˪ˣ˰˲ˢ ˢ˧ˢ˧ ˧ˣ˪˸ ˟πDriver Σ˞ˬˠˣˡ˪ filesystem Driver ˢ˞˶ˮ˩ ˷ˬˬ˧ ˸ˣ˪ˣ˰˲ ˶ˣ˟˰ ˢ˟˧˸˩ Σˢ˞˧˶˵ Σ

ˢ˶˧˴˧ ˢ˶˧ˠ˯ˣ ˪˷ handles ˢˬˣˡ˩ˣ Σ˨˞ Driver ˡ˰ˣˮ˷ ˰˴˟˪ ˸˶ˣ˷˵˸ ˸˧˪ˬ˧ˮ˧ˬ ˫˰ ˸ˣ˧˴˵˧˪˲˞ ˸ˣ˶˥˞ ˞˪ 

˨˶˦˴˧ ˷ˬˬ˪ ˸˞ ˭˸ˣ˞ ˸ˣ˪ˣ˰˲ Φ 

˸ˣ˶ˬ˪ ˧ˮˣ˷ˢ Σ˦˰ˬ˩ ˩ ˪Driver ˷ˬˬ˧ ˸˪ˣ˰˲ DeviceControl ύ˯˵ˡˮ˧˞ ˪˷ IRP_MJ_DEVICE_CONTROL ό

ˢˡ˰ˣˮ˷ ˶ˣ˟˰ ˸˶ˣ˷˵˸ ˭˧˟ ˸ˣ˧˴˵˧˪˲˞ ˸ˣ˶˥˞ ˭˧˟˪ sπDriver ˣˮ˪˷ Φˢ˪ˣ˰˲ˢ ˣˤˢ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˸˪˰˲ˣˬ ˫ˠ ˪˰ 

˧ˡ˧ ˸ˣ˧˴˵˧˪˲˞ ˸ˣ˴˶ˢ ˟πusermode ˸˶ˤ˰˟ ˢ˪ˣ˰˲ˢ DeviceIoControl ˫ˠˣ ˪˰ ˧ˡ˧ Driverπ˫˧ ˫˧˶˥˞ ˸˶ˤ˰˟ 

IoBuildDeviceIoControlRequest πxIoCallDriver Φ˪˪ˠ˟ ˢ˪ˣ˰˲ˢ˷ ˣˤˢ ˸˧˦˧˶˵ ˟ˣ˶˪ sπDriverπ˫˧ ˧ˮ˞ ˶˞˸˞ 

ˢ˸ˣ˞ ˦ˣ˶˧˲˟ ˵˪˥˟ ˞˟ˢ ˪˷ ˶ˬ˞ˬˢ ˶˥˞˪ ˶˧˟˯˞˷ ˪˰ ˠˣ˯ sπDriver ˧˲˧˴˲˯ˢ ˧ˮ˞˷ ˧˸˷ˬ˧ˬ ˞ˬˠˣˡ˪ Σ˧ˬ 

˰ˡˣ˧˷ ˨˧˞ Minifilter Driver ˡ˟ˣ˰ ˪ˣ˩˧ ˠ˪ˡ˪ ˪˰ ˵˪˥ˢ ˢˤˢ 
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Filesystem device stackΥ 

˪˩˟ ˸˩˶˰ˬ Windows ˫˧˧˵ device tree ˭˧˧˴ˬ˷ ˸˞ ˪˩ ˫˧˶˧˷˩ˬˢ ˫˧ˬ˧˧˵˷ ˫˧˪˰ˣ˲ˣ ˪˰ ˟˷˥ˬˢ ˶ˣ˟˰ 

˸ˣ˶˦ˬ ˸ˣˮˣ˷ Σˣˬ˩ ˶ˣ˟˧˥ USB Σ˸ˡ˪˵ˬ Σ˶˟˩˰ ˡˣ˰ˣ Φ˳˰ˢ ˪˧˥˸ˬ ˬπroot device ˧˞˶˥˞˷ ˪˲˦˪ ˪˩˟ 

˸ˣ˰ˡˣˢˢ ˸ˣ˩˧˶˴˷ ˥˪˷ˢ˪ ˶˧˷˩ˬ˪ ˳˰˟ ˸ˬ˧˧˵ˣ ˢ˧˩˶˶˧ˢ ˢ˶ˣ˶˟ ˨ˣ˸˟ sπdevice tree Σ˞ˬˠˣˡ˪ ˫˞ ˧ˮ˞ 

ˢ˴ˣ˶ ˥ˣ˪˷˪ ˢ˷˵˟ ˪πdevice ˪˷ ˢˬ˪˴ˬˢ ˧˪˷ ˢ˷˵˟ˢ ˶ˣ˟˰˸ ˫ˡˣ˵ ˪˩ ˨˶ˡ sπdevice ˪˷ sπUSB hub 

ˣ˧˪˞ ˢˬ˪˴ˬˢ ˸˶˟ˣ˥ˬ Φ˧ˬ ˭˧˧ˮˣ˰ˬ˷ ˵ˬ˰˸ˢ˪ ˞˷ˣˮ˟ ˪ˣ˩˧ ˪˩˸˯ˢ˪ ˪˰ ˶ˬ˞ˬˢ ˫ˡˣ˵ˢ ˧˪˷ Σ˨˞ ˸ˣ˟˧˷˥ˢ 

˸ˮ˟ˢ˟ ˳˰ˢ ˞˧ˢ ˧ˡ˩ ˭˧˟ˢ˪ ˸˞ ˸ˬ˧˶ˤ ˢ˷˵˟ˢ ˸˥˪˷ˮ˷ ˢ˪ˣ˰˲˟ ˢ˶ˣ˷˵ˢ ˫˧˴˟˵˪ ˰ˠ˶ˬ ˸˞˧˴˧ ˢ˷˵˟ˢ 

ˡ˰ˣ ˸˶ˤ˥ˢ ˢ˟ˣ˷˸ˢ ˰ˣ˴˧˟ˣ ˢ˷˵˟ˢΦ  

˨˩ ˸˧˞˶ˮ ˸ˬ˧˶ˤ ˢ˷˵˟ˢ ύsπIRP ό˸˰˴˟˸ˬ˷˩ ˢ˪ˣ˰˲ ˢ˶ˣ˷˵ˢ ˸˩˶˰ˬ˪ ˫˧˴˟˵ˢ Σ˭ˣˠ˩ ˢ˞˧˶˵ x˞ ˢ˟˧˸˩ 

˪˷ ˫˧ˮˣ˸ˮΥ 

 

 :˶ˣ˵ˬ]-I-the-by-dispatched-are-which-calls-system-issue-Applications-model-layering-https://www.researchgate.net/figure/Windows

O_fig2_220398232[ 

 

мό ˢ˷˵˟ˢ ˸˧˶ˣ˵ˬˢ ˸˞˴ˣ˧ ˨˧˪ˢ˸ˬ Σ˭ˣˠ˩ file explorer Σ˶ˣ˸˟ ˢ˷˵˟ ˲˧ˮˬ˪ˢ˧˴˪ˣ ˧ˢ˷˪˩ ˪˰ ˳˟ˣ˵ˢ 

ˣ˲ˣ˯˟ˣ ˪˷ ˶˟ˡ ˸˰˴˟ˬ SYSENTER ˶˟˰ˬˣ ˬπusermode ˪πkernelmode ˪˞ ˶˞˷ ˧˵˪˥ ˸˩˶˰ˬˢ 

˫˧˧˦ˮˣˣ˪˶ˢ ˷˧˷ ˫ˢ˪ ˵˪˥ ˰ˣ˴˧˟˟ ˢ˪ˣ˰˲ˢ 

нό ˢ˷˵˟ˢ ˢ˰˧ˠˬ ˪πI/O manager ˧˞˶˥˞˷ ˪˲˦˪ ˸˶˟˰ˢ˟ ˸˪ˣ˰˲ ˦˪˵ξ˦˪˲ ˸ˣ˧˴˵˧˪˲˞ˬ ˪πdevice 

Drivers ˸˩˶˰ˬ˟ ˢ˶ˤ˥ˣ Φ˶˟˰ˬ˟ ˢˤˢ ˰˴˟˸˸ ˬˢˢˢ˶ ˭˧˟ ˫˧˶˦ˬ˶˲ˢ ˫˧˧˯˧˯˟ˢ ˪˷ ˢ˷˵˟ˢ ˢˮ˟ˬ˪ 

IRP ˪˩˷ ˵˪˥ ˸˩˶˰ˬ ˧ˬ˧ˮ˲ ˪˩ˣ˧ ˭˧˟ˢ˪ 

https://www.researchgate.net/figure/Windows-layering-model-Applications-issue-system-calls-which-are-dispatched-by-the-I-O_fig2_220398232
https://www.researchgate.net/figure/Windows-layering-model-Applications-issue-system-calls-which-are-dispatched-by-the-I-O_fig2_220398232
https://www.researchgate.net/figure/Windows-layering-model-Applications-issue-system-calls-which-are-dispatched-by-the-I-O_fig2_220398232
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оό ˢ˷˵˟ˢ ˢ˰˧ˠˬ ˪πfilesystem filter Drivers ˫˧˯˯ˣ˟ˬ˷ ˪˰ sπfilter manager ύfltmgr.sys Σ˵˪˥ ˧˦˧˶˵ 

˸˩˶˰ˬˬ ˢ˪˰˲ˢˢ Φόπsfilter manager ˭˸ˣˮ ˧˸ˮ˩˸ˬ˪ Driverπ˫˧ ˵˷ˬˬ ˥ˣˮ ˟ˣ˸˩˪ Driverπ˫˧ ˣ˵˯˰˸˧˷ 

˫˰ ˸˩˶˰ˬ ˫˧˴˟˵ˢ ˞˪˪ ˭ˠ˞˪˟ˢ ˸ˣ˧˩ˣ˟˧˯ˣ ˢ˟˧˸˩ˢ ˢ˸˧˧ˢ˷ ˸ˬ˧˧˵ ˫ˡˣ˵ ˭˩˪ Σ˭˩˪ˣ filter Drivers ύx˞ 

˫ˬ˷˟ ˶˥˞ˢ Minifilter Drivers ό˫ˢ ˫˧˵˪˥ ˫˧˧˸ˣ˰ˬ˷ˬ ˢ˟˶ˢˬ ˧˦ˮ˞π˫˧˯ˣ˶˧ˣ Σ˧˪˩ ˶ˣ˸˧ˮ ˪˰ ˸ˣ˪˧˰˲ 

˫˧˴˟˵ ˧˪˩ˣ ˢˮ˲˴ˢ ˶ˣˤ˥˷ˣ ˰ˡ˧ˬ Φ˧˸ˮ˩˸ˬ ˡ˴ ˧˷˧˪˷ ˫˧˪ˣ˩˧ ˡ˧ˬ˴ˢ˪ Minifilter Driver ˫ˢ˪˷ ˣ˩˶ˡ˷ 

˶ˣ˟˰˸ ˪˩ ˢ˷˵˟ ˸˩˶˰ˬ˪ ˫˧˴˟˵ˢ ˨˩ˣ ˭˸˧ˮ ˶˸ˮ˪ ˪˩ ˢ˪ˣ˰˲ ˢ˶ˣ˷˵ˢ ˢ˧˴˪ˣ˲˧ˮˬ˪ ˪˷ ˳˟ˣ˵ Σ˸ˣˮ˷˪ ˸˞ 

˫˧˶˦ˬ˶˲ˢ x˞ ˸˞ ˸ˣ˞˴ˣ˸ˢ ˸ˣ˶ˤˣ˥˷ξ˸ˣ˞˴ˣ˧ ˸ˣ˟˵˰˟ ˢ˷˵˟ ˢ˥˪˷ˮ˷ x˞ ˣ˪˧˲˞ ˶ˣ˴˰˪ ˸ˣ˷˵˟ ˫ˣ˵ˬ˟ 

˧˪˟ˬ ˸˸˪ ˫ˢ˪ ˨˧˷ˬˢ˪ ˫ˡ˵˸ˢ˪ ˳˰˟ 

пό ˵˶ ˧˶˥˞ sπfilter Drivers ˢ˷˵˟ˢ ˰˧ˠ˸ ˪πDriver ˧˞˶˥˞˷ ˪πfilesystem ˢˬ˴˰ Σ˭ˣˠ˩ ntfs.sys Φπs

filesystem Driver ˫ˠ˶˸˧ ˸˞ ˢ˷˵˟ˢ ˸˞ˣ ˫˧˶˦ˬ˶˲ˢ ˢ˪˷ ˢ˶ˣ˴˪ ˢ˷πDriver ˧˞˶˥˞ˢ ˪˰ ˸˶ˣ˷˵˸ˢ 

˸˧˸˧ˬ˞ˢ ˫˰ ˵˯˧ˡˢ ˪˩ˣ˧ ˭˧˟ˢ˪ Σ˫˷ˬˣ ˢ˷˵˟ˢ ˰˧ˠ˸ ˵˯˧ˡ˪ ˧ˤ˧˲ˢ ˰˴˟˸˸ˣ ˪˰ ˫˧ˮˣ˸ˮˢ ˫˧ˮ˯˩ˣ˞ˬ˷ 

˵˯˧ˡ˟ 

рό ˱ˣ˯˟ ˰ˣ˴˧˟ ˢ˪ˣ˰˲ˢ ˰ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢ ˪ˢ˪ˣ˰˲ ˶ˣˤ˥˧ ˶ˡ˯˟ ˨ˣ˲ˢ ˢ˶ˤ˥ ˪˞ ˞˶ˣ˵ˢ ˥˪˷˷ ˸˞ ˢ˷˵˟ˢ 

˫˰ ˯ˣ˦˦˯ ˸˥˪˴ˢ ˢ˷˵˟ˢ ˪˩ˣ ˶˞˷ ˫˧ˮˣ˸ˮˢ ˫˧˶ˣ˷˵˷ ˢ˪ˣ˰˲˪ 

˞ˬˠˣˡ˟ xʕ ˧˸ˮ˩ˢ Minifilter Driver ˦ˣ˷˲ ˢ˞˶ˬ˷ ˵˪˥ ˸ˣ˧ˣ˶˷˲˞ˢˬ ˢ˷πfilter manager ˭˸ˣˮ ˧˟˸ˣ˩˪ 

Driverπ˫˧ ˨ˣ˸ˣ ˧ˡ˩ ˢ˞˶ˬ ˨˶ˡ ˸˧˪˪˩ ˸˟˧˸˩˪ Driver ˷ˣˬ˧˷ˣ ˸ˣ˪ˣ˰˲˟ ˮ˸ˣ˴ˣ˲ ˶ˣ˟˰ ˸ˣ˶˦ˬ ˸ˣ˧˸ˣ˞˧˴ˬ 

Minifilter DriverΥ 

˨˧˪ˢ˸˟ ˥ˣ˸˧˲ ˪˷ Minifilter Driver ˷˧ ˨˶ˣ˴ ˷ˣˬ˧ˬ˟ ˪˷ ˫˧˵˪˥ ˫˧˲˯ˣˮ ˞˪˷ ˫˧ˬ˧˧˵ ˟πDriver ˪˧ˠ˶Υ 

мό ˸˶˧˴˧ ˨˶˰ˬ ˪˷ FLT_OPERATION_REGISTRATION ˶ˣ˟˰ ˪˩ ˠˣ˯ ˢ˷˵˟ ˸˩˶˰ˬ˪ ˫˧˴˟˵ˢ ˢ˴˶ˮ˷ 

˶˸ˮ˪ Φˢˮ˟ˬ ˢˤ ˡ˟ˣ˰ ˢˬˣˡ ˪πIRP major function table ˸ˣ˪ˣ˰˲ˢˣ ˭˧˧˴ˮ˷ ˪˩˟ ˢˮ˟ˬ 

FLT_OPERATION_REGISTRATION ˶ˣ˟˰ ˠˣ˯ ˢ˷˵˟ ˫˧ˣ˯ˬ ˣ˪˰˲ˣ˧ ˵˪˥˩ ˸ˬ˧˶ˤˬ ˢ˷˵˟ˢ ˧˸˶˞˧˸˷ 

˫ˡ˵ˣˬ ˶˸ˣ˧ Φˢˮ˟ˬ sπFLT_OPERATION_REGISTRATION ˢ˞˶ˮ ˨˩Υ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˢˮ˟ˬ˟ ˷˧ ˸ˣ˶˷˲˞ ˵˲˯˪ callback function ˞˶˵˸˷ ˸ˬ˧˶ˤ˟ ˢ˷˵˟ˢ ˪˞ ˵˯˧ˡˢ 

˪˧ˮ˲ ˰ˣ˴˧˟ ˢ˪ˣ˰˲ˢΦ 
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˷˧ˣ ˫ˠ ˸ˣ˶˷˲˞ ˵˲˯˪ callback function ˞˶˵˸˷ ˸˶ˤ˥˟ ˢ˟ˣ˷˸ˢ ˢ˷˵˟˪ ˵˯˧ˡˢˬ ˪˞ ˞˶ˣ˵ˢ ˶˥˞˪ 

˰ˣ˴˧˟ ˢ˪ˣ˰˲ˢ Φ˱ˣ˯˟ ˨˶˰ˬˢ ˨˶˦˴ˮ ˱˧˯ˣˢ˪ ˢˬˣ˷˶ ˪˷ Ϧ{ IRP_MJ_OPERATION_END } Ϧ˧ˡ˩ ˪ˬ˯˪ 

˭˧˞˷ ˡˣ˰ ˫˧˰ˣ˶˧˞ ˢ˴˶ˮ˷ ˶˸ˮ˪. 

 

нό ˸˶˧˴˧ ˦˵˧˧˟ˣ˞ FLT_REGISTRATION Φˢˮ˟ˬˢ ˢˤˢ ˪˪ˣ˩ ˸˞ ˪˩ ˰ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢ ˪˰ sπMinifilter Σ˪˪ˣ˩ 

˪˩ sπcallbacks ˫˧˞˴ˬˮˢ ˨˶˰ˬ˟ sπFLT_OPERATION_REGISTRATION Σ˸˪ˣ˰˲ DriverUnload() ˣˬ˩ 

π˟Driver ˪˧ˠ˶ ˡˣ˰ˣ ˫˧ˮˣ˸ˮ ˫˧˲˯ˣˮ ˞˪˷ ˟˧˧˥ ˭˧˧˴˪ ˨˶˰ ˫˶ˣ˟˰: 

 

оό ˸˶˧˴˧ INF file ˡ˥ˣ˧ˬ ˶ˣ˟˰ sπDriver ΦINF ˞ˣˢ ˦ˬ˶ˣ˲ ˳˟ˣ˵ ˡ˥ˣ˧ˬ ˬ˷˵˲ˣ˯ ˫˰ Driver ˶˞˸ˬˣ ˸˞ ˭˲ˣ˞ 

ˢˮ˵˸ˢˢ ˣ˪˷ ˪˰ ˸˩˶˰ˬˢ Φˢ˴˧˥˪˟ ˸˧ˮˬ˧ ˪˰ ˳˟ˣ˵ˢ ˭˸ˮ˸ ˣˮ˪ ˸ˣ˶˷˲˞ˢ ϦInstall Ϧ˭˧˵˸˸˷ ˸˞ sπ

Driver ˪˰ ˸˩˶˰ˬˢ Φˢ˶˵ˬ˟ ˢˤ ˷˧ ˨˶ˣ˴ ˰˴˟˪ ˶˲˯ˬ ˫˧ˣˮ˧˷ ˳˟ˣ˵˪ sπinf ˶ˣ˟˰ ˸˶˧˴˧ Minifilter 

Driver Φ 

˶˷˵˞ ˱ˣ˯˟ ˶ˬ˞ˬˢ ˡˣˬ˰ ˟πMSDN ˶˞˸ˬ˷ ˦ˣ˶˧˲˟ ˪˩ ˟˪˷ ˟˸˶˧˴˧ ˳˟ˣ˵ ˡ˥ˣ˧ˬ ˢˤ˩. 

˶˟˰˟ ˫˰ WDK ˭˵˸ˣˢ template ˱˯ˣˮ ˡ˥ˣ˧ˬ˟ ˥ˣ˸˧˲˪ Minifilter Drivers ˨˞ ˪˪ˠ˟ ˢˬ˩ ˫˧˧ˣˮ˧˷ ˞ˣˢ ˞˪ 

˫˧˧˵ ˶˸ˣ˧ ˷˧ˣ ˨˶ˣ˴ ˶ˣ˴˧˪ ˸˞ ˨˧˪ˢ˸ ˢˮ˵˸ˢˢ ˢ˶ˣ˴˟ ˸˧ˮˡ˧ ˸˶ˤ˰˟ sπinf file Φˠˣ˯ ˦˵˧ˣ˶˲ˢ ˞ˣˢ ϦKernel 

mode Driver Ϧˣˬ˩ ˟ˣ˶ sπDrivers ˧ˡ˩ˣ ˪˥˸˞˪ ˸˞ sπMinifilter ˣˬ˩ ˨˧˶˴˷ ˨˶˦˴ˮ ˱˧˯ˣˢ˪ ˢˬ˩ ˸ˣ˪ˣ˰˲ ˪π

DriverEntry() ˪xπDriverUnload() ˣˮ˪˷Υ 

¶ FltRegisterFilter ˪˟˵ˬ˷ ˸˞ sπDRIVER_OBJECT Σ˸˞ sπFLT_OPERATION_REGISTRATION ˰˧˟˴ˬˣ 

π˪PFLT_FILTER ˪˧˩ˬ˷ ˫ˣ˵ˬ ˰˧˟˴ˬ˪ handle ˡ˥ˣ˧ˬ ˶ˣ˟˰ sπMinifilter Φˢ˪ˣ˰˲ˢ ˸˧˥˶˩ˢ ˶ˣ˟˰ ˫ˣ˷˧˶ 

πsMinifilter ˨ˣ˸˟ ˶ˣ˸ˢ ˪˷ ˪˩ ˶˞˷ sπfilter Drivers Φˢ˶˵ˬ˟ ˪ˣ˥˸˞ˢˣ ˪˷˩ˮ x˞ ˷πDriverUnload() 

˞˶˵ˮ ˸ˬ˧˧˵ ˢ˪ˣ˰˲ ˢ˪˧˟˵ˬ ˢ˪ˣ˰˲˪ xʕ π FltUnregisterFilter ˸˪˟˵ˬ˷ ˸˞ sπPFLT_FILTER ˢ˞˧˴ˣˬˣ 

˸˞ sπMinifilter ˶ˣ˸ˢˬ. 
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¶ FltStartFiltering ˪˟˵ˬ˷ ˸˞ sπPFLT_FILTER ˪˧˥˸ˬˣ ˶˧˟˰ˢ˪ ˸˞ ˪˩ ˸ˣ˷˵˟ˢ ˸˩˶˰ˬ˪ ˫˧˴˟˵ˢ ˨˶ˡ 

πsMinifilter Driver ˧˥˩ˣˮˢ Φˢ˪ˣ˰˲˪ xʕ ˭˧˞ ˢ˪ˣ˰˲ ˢ˪˧˟˵ˬ Σ˨˞ ˪˰ˣ˲˟ DriverUnload() ˸˞˶˵ˮ ˧ˡ˩ 

˶ˣ˴˰˪ xπϦ˪˯˥˪ Ϧ˸˧˲ˣ˯ ˸˞ sπMinifilterΥ 

 

˟ˣ˷˥ ˭˧˧˴˪ ˶ˣ˸ˢ˷ ˪˷ sπMinifilter Drivers ˧˸ˮ˧˧˴˷ ˞ˣˢ ˶ˣ˸ ˭˧˧ˣˬˬ Σ˞ˣˢˣ ˭˧˧ˣˬˬ ˧˲˪ ˨˶˰ ˪˷ ˪˩ 

Minifilter ˞˶˵ˮˢ altitude Φ˨˶˰ˢ ˢˤˢ ˭˧˧ˣ˴ˬ ˳˟ˣ˵˟ sπinf ˪˷ sπDriver ˪˩˩ˣ ˨˶˰ˢ˷ ˨ˣˬˮ ˶˸ˣ˧ sπ

Driver ˞˶˵˧ ˫ˡˣ˵ ˭˩˪ ˶˟˰ˬ˟ ˢ˷˵˟ˢ ˞˶ˣ˵ˢˬ ˪˞ ˵˯˧ˡˢ ˶˥ˣ˞ˬˣ ˶˸ˣ˧ ˶˟˰ˬ˟ ˢ˟ˣ˷˸ˢ ˵˯˧ˡˢˬ 

ˢ˶ˤ˥ ˪˞ ˞˶ˣ˵ˢΥ 
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ˢˮ˟ˬ Minifilter Dispatch FunctionΥ 

ˣˬ˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ Minifilter ˪ˣ˩˧ ˶˸ˮ˪ ˸ˣ˪ˣ˰˲ ˧˲˪ ˢ˷˵˟ ˸ˣ˷˰ˮ˷ ˪˰ ˸˩˶˰ˬ ˫˧˴˟˵ˢ ˭ˬˤ˟ ˶˟˰ˬ 

ˢ˷˵˟ˢ ˞˶ˣ˵ˢˬ ˪˞ ˵˯˧ˡˢ ύpre-operation όˢ˟ˣ˷˸˟ˣ ˵˯˧ˡˢˬ ˪˞ ˞˶ˣ˵ˢ ύPost-operationόΥ 

¶ Pre-operation Dispatch Υˢ˶˵ˬ˟ ˢˤ ˢ˪ˣ˰˲ˢ ˢ˩˧˶˴ ˸ˣ˧ˢ˪ ˢˮ˩ˣˬ ˪˟˵˪ о ˫˧˶˦ˬ˶˲ Σ˫ˢˮ˧˟ˬ ˟ˣ˷˥ˢ 

˶˸ˣ˧˟ ˞ˣˢ Data Φ 
 

˶˦ˬ˶˲ˢˬ ˢˤˢ ˭˸˧ˮ ˧˷ˢ˪ ɣ˰ˡ˧ˬ ˟˶ ˪˰ ˢ˪ˣ˰˲ˢ ˭ˣˠ˩ ˫˷ ˸ˬˣ˧˯ˣ ˳˟ˣ˵ˢ ˧˦ˮˣˣ˪˶ˢ Σ˪ˣ˪˯ˬˢ ˞˪ˬˢ 

˸˩˶˰ˬ˟ ˫˧˴˟˵ˢ Σ˪ˡˣˠ ˳˟ˣ˵ˢ ˣ˪˧˲˞ˣ ˸˞ ˶˲˞˟ˢ ˡ˰ˣˮ˷ ˶ˣ˟˰ ˦˪˵ξ˦˪˲ ˢ˶˵ˬ˟ ˪˷ ˢ˟˧˸˩ξˢ˞˧˶˵ ˪˰ 

˫˧˴˟˵ Φ 
 

ˢ˪ˣ˰˲ˢ ˢ˶˧ˤ˥ˬ ˯ˣ˦˦˯ ˯ˣ˲˧˦ˬ FLT_PREOP_CALLBACK_STATUS ˫˧˩˶˰ˢˣ ˫˧˷ˬˣ˷ˬˢ ˶˸ˣ˧˟ ˫ˢ 

FLT_PREOP_SYNCHRONIZE ύ˸˞˴˪ ˢ˪ˣ˰˲ˢˬ ˸˧˥˩ˣˮˢ ˨˧˷ˬˢ˪ˣ ˸˞ ˸ˬ˧˶ˤ ˢ˷˵˟ˢ ˪πdevices 

˫˧˞˟ˢ ˶ˣ˸˟ όˣ˞ FLT_PREOP_COMPLETE ύ˸˞˴˪ ˢ˪ˣ˰˲ˢˬ ˸˧˥˩ˣˮˢ ˶ˣˤ˥˪ˣ ˶˷˧ ˞˶ˣ˵˪ ˞˪˪ ˨˷ˬˢ 

˸ˬ˧˶ˤ ˢ˷˵˟ˢ ˫˧˶˧˷˩ˬ˪ ˫˧˞˟ˢ ˶ˣ˸˟ Φό 
 

˞ˬˠˣˡ˟ ˭˸˧ˮ ˸ˣ˞˶˪ dispatch ˸˪ˣ˰˲˪ IRP_MJ_CREATE ˰ˮˣˬ˷ ˸˵˧˥ˬˬ ˳˟ˣ˵ ˸˥˸ ˸˧˧˵˧˸ ˟˞ ˬ˸ˮˠˣ 

˨˩˟ ˞ˣˢ˷ ˢˢˤˬ ˸˞ ˢ˧˧˵˧˸ˢ ˸ˮˠˣˬˢ ˶ˤˣ˥ˣ ˶˷˧ ˰ˠ˶˟ ˭˸˧ˮ˷ ˶˸˞˪ ˪ˠˡ ˡ˰ˣˮ˷ ˸˵˧˥ˬ˪ ˫˧˴˟˵ ˡˣ˰ 

˧ˮ˲˪ ˢ˪ˣ˰˲ˢ˷ ˢˬ˴˰ ˢ˴˶: 
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¶ Post-operation Dispatch Υˢ˪ˣ˰˲ˢ ˢ˲˴ˬ ˪˟˵˪ п ˫˧˶˦ˬ˶˲ x˫ˠ ˢ˲ Data ˞ˣˢ ˧ˤ˩˶ˬˢ ˡ˧˥˧ˢˣ 

˶ˡ˟˷"˩ ˢ˴˶ˮ ˵˯˰˸ˢ˪ ˣ˸˧˞ Φˢ˪ˣ˰˲ˢ ˢ˶˧ˤ˥ˬ ˯ˣ˦˦˯ ˯ˣ˲˧˦ˬ FLT_POSTOP_CALLBACK_STATUS 

˫ˠˣ ˯ˣ˲˧˦˪ ˢˤ ˫˧ˬ˧˧˵ ˶˲˯ˬ ˫˧˩˶˰ ˫˧˧˶˷˲˞ Σ˳ˣ˲ˮˢ˷˩ ˞ˣˢ FLT_POSTOP_FINISHED_PROCESSING 

ύ˶˟˰ˬˢ ˪˰ ˫˧ˮˣ˸ˮˢ ˢ˟ˣ˷˸ˢˣ ˵˯˧ˡˢˬ ˫˧˧˸˯ˢ ˫ˣ˧˯˟ˣ ˢ˪ˣ˰˲ˢ ˸˧˥˩ˣˮˢ ˢ˟ˣ˷˸ˢ ˢ˪ˣ˰˲ˢˬ ˶ˣ˟˰˸ 

˫˧˶˧˷˩ˬ˪ ˫˧˞˟ˢ ˶ˣ˸˟ Φό˞ˬˠˣˡ˟ xʕ ˧˸˶˴˧ dispatch ˶ˣ˟˰ IRP_MJ_READ ˷˰˴˟ˬ ˶˲˯ˬ ˸ˣ˵˧ˡ˟ 

˫˧˧ˣˮ˧˷ˣ ˪˷ ˰ˡ˧ˬˢ ˶ˤ˥˷ ˵˯˧ˡˢˬ ˶˥˞˪ ˢ˞˧˶˵ˢ ˢˬ˴˰Υ 

мό ˫˞ ˰˧˲ˣˬ ˱ˣ˶˧˴ ˫˧˪˧ˬ ˫˧ˣ˯ˬ ˰ˡ˧ˬ˟ ˶ˤ˥˷ ˵˯˧ˡˢˬ ύ˞ˬˠˣˡ˪ Υ"The password is:" ΣόπsDriver 

ˢˮ˷ˬ ˸˞ ˪˩ ˰ˡ˧ˬˢ ˫˧˧˵˷ ˧˶˥˞ ˱ˣ˶˧˴ˢ ˪π'*' ˧ˡ˩ ˞˧˟˥ˢ˪ ˰ˡ˧ˬ ˷˧ˠ˶ 

нό ˫˞ ˫˷ˢ ˪˷ ˳˟ˣ˵ˢ ˫˧˧˸˯ˬ ˱ˣ˶˧˴˟ ˫˧ˣ˯ˬ ύ˞ˬˠˣˡ˪ ΥϦΧŘƛǊǘȅΦǘȄǘϦ Σό˪˩ ˰ˡ˧ˬˢ ˞˶˵ˮ˷ ˳˟ˣ˵ˢˬ 

˭˲˴ˣˬ ˢ˶ˣ˴˟ ˡ˥π˸˧ˮˣˣ˧˩ ύhash algorithmό 
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оό ˫˞ ˳˟ˣ˵ˢ ˞˴ˬˮ ˸˧˧˵˧˸˟ ˟˞ ˸ˬ˧ˣ˯ˬ Σ˪˩ ˰ˡ˧ˬˢ ˞˶˵ˮ˷ ˱˪˥ˣˬ ˱ˣ˶˧˴˟ ϦACCESS DENIED Ϧ˧ˡ˩ 

˞˪ ˱ˣ˷˥˪ ˰ˡ˧ˬ ˫˧ˬ˶ˣˠ˪ ˞˪˪ ˢ˞˷˶ˢ: 
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 ˢ˶˰ˢ- ˸ˣ˪ˣ˰˲ˢΥ 

¶ FltParseFileNameInformation() 

¶ FltGetFileNameInformation() 

¶ FltParseFileName() 

¶ FltDecodeParameters()  

¶ ˰xˡˣ 

˸ˣ˷˶˲ˬ ˸˞ ˰ˡ˧ˬˢ ˨ˣ˸˟ ˶˦ˬ˶˲ˢ Data ˪πstructs ˫˧ˡ˶˲ˮ ˢ˧ˢ˧˷ ˶˸ˣ˧ ˪˵ ˡˣ˟˰˪ ˫ˢ˧˪˰ Φ˞ˬˠˣˡ˟ ˧ˮ˞ 

ˡ˰˸ˬ ˪˩ ˰ˣ˶˧˞ ˟ˣ˷˥ ˣˬ˩ ˭ˣ˧˯˧ˮ ˸˵˧˥ˬ ˳˟ˣ˵ ˢ˧˧˵˧˸˟ ˢ˶ˣˬ˷ ˡˣ˰ˣ ˟πdatabase ˧˪ˮ˶˵ ˶˥ˣ˞ˬˣ ˶˸ˣ˧ ˢ˞˶˞ 

ˡ˴˧˩ ˞˧ˮ ˶˧˟˰ˬ ˣ˸ˣ˞ ˢˮ˩ˣ˸˪ ˢ˴˶ˢ ˟πusermode ˢ˞˶ˬˣ ˵˷ˬˬ˟ ˷ˬ˸˷ˬ ˶ˣ˶˟ ˸˞ ˪˩ ˫˧˰ˣ˶˧˞ˢ ˣ˶˵˷ 

˪˩ ˡˣ˵ˢ ˪˷ sπDriver ˞ˬˠˣˡ˪ ˶˷ˣ˵ˬ ˱ˣ˯˟ ˶ˬ˞ˬˢ ˧ˬ˪ ˢ˴ˣ˶˷ ˵˧ˬ˰ˢ˪ ˡˣ˰Φ 

ˢˮ˟ˬ DeviceControl Dispatch FunctionΥ 

˧˶˥˞ ˪˩ ˫˧˶˟˯ˢˢ ˫˧˷ˣ˶ˡˢ ˶ˣ˟˰ ˸˪ˣ˰˲ sπDeviceControl ˪˷ ˞ˬˠˣˡˢ ˧˸˶˴˧˷ Σ˟˰˞˶ˣ ˣ˧˷˩˰ ˪˰ 

ˢ˪ˣ˰˲ˢ Σ˪˰ ˢˮ˟ˬˢ ˧˯˧˯˟ˢ ˢ˪˷ ˪˰ˣ ˸ˣ˲˯ˣ˸ˢ ˢˮ˟ˬ˪ ˢˤˢ ˧˸˲˯ˣˢ˷ ˶ˣ˟˰ ˢ˶˦ˬˢ ˧˪˷Φ ˢ˲˧˦ ˧ˮ˲˪ 

˫˧˪˧˥˸ˬ˷ ˫˰ ˢ˵˧˦˵˶˲ˢ Σ˶˧˟˯˞ ˵˪˥ ˢ˧˶ˣ˞˸ˢˬ ˢ˷ˣ˶ˡˢ ˧ˡ˩ ˭˧˟ˢ˪ ˸˞ ˢ˪ˣ˰˲ˢ ˸˞ˣ ˢˮ˟ˬˢ ˢ˪˷ Φ˪˰ 

ˢ˧˶ˣ˞˸ˢ ˣˤˢ ˧˸˶˟˰ ˫ˠ ˫˧˶ˬ˞ˬ˟ ˫˧ˬˡˣ˵ˢ ύˡ˥ˣ˧ˬ˟ ˭ˣ˶˥˞˟ ό˭˩˪ˣ ˧ˡ˩ ˵ˬ˰˸ˢ˪ ˭˸˧ˮ ˞ˣ˶˵˪ ˫ˠ ˫˸ˣ˞Υ 

мό Passing Method Υ˷˧ ˢˬ˩ ˸ˣ˶ˣ˴ ˭ˢ˟ ˭˸˧ˮ ˶˧˟˰ˢ˪ ˸˞ ˫˧˶˦ˬ˶˲ˢ ˶ˣ˟˰ ˢ˷˵˟ˢ ˸ˬ˧ˣ˯ˬˢ ˪πDriver Σ

˭ˢˣ ˦ˣ˷˲ ˸ˣ˞˦˟˸ˬ ˫ˣ˵˧ˬ˟ ˨ˣ˸˟ ˢˮ˟ˬ sπIRP ˣ˟˷ ˪˩ ˟˧˩˶ ˦˪˵ξ˦˪˲ ˞˴ˬˮ Σ˞ˬˠˣˡ˪ ˶˲˞˟ ˦˪˵ˢ x˞ 

˪ˡˣˠˢ ˪˷ ˶˲˞˟ ˦˪˲ˢ Φ˸ˣ˶˷˲˞ˢ ˸˧˟˧˦˪ˣ˲˧ˡˢ ˞˧ˢ METHOD_BUFFERED ˭˩˪ˣ ˪˪ˠ˟ ˦˰ˬ˩˷ ˪˩ 

˫˧˞˶ˣ˵ˢ ˢ˪ˣ˰˲˪ DeviceControl() x˞ ˸ˣ˪ˣ˰˲ ˸ˣ˪˧˟˵ˬ ˢ˪ ˸ˣ˷ˬ˸˷ˬ ˟πMETHOD_BUFFERED Σ˭˧˞ 

˨˶ˣ˴ ˧˥˶˩ˢ ˪˲˦˪ ˢ˶ˣ˴˟ ˸ˡ˥ˣ˧ˬ ˫ˠ ˶˞˷˟ ˸ˣ˶ˣ˴ ˢ˶˟˰ˢˢ ˭˸˧ˮˣ ˶˰˷˪ ˷πMETHOD_BUFFERED ˞˧ˢ 

˸˶ˣ˴ ˢ˶˟˰ˢˢ ˸˷ˬˣˬˬ˷ ˢ˷˵˟˟ Φ 

нό IOCTL Code Υ˱˯ˣˮ˟ ˪πmajor function code ˢ˶˵ˬ˟˷ ˢˤˢ s˞ˣ IRP_MJ_DEVICE_CONTROL Σ˶˟ˣ˰ 

ˡˣ˰ ˡˣ˵ ˧˸ˣ˰ˬ˷ˬ ˵˪˥˩ ˢˮ˟ˬˬ sπIRP ˞ˣˢ˷ sπInput Output ConTroL code Φˡˣ˵ˢ ˢˤˢ ˞ˣˢ ˶˲˯ˬ 

˪ˡˣˠ˟ п ˫˧˸˟ ˞ˣˢˣ ˭˧˧˴ˬ ˢ˪ˣ˰˲ ˸ˬ˧ˣ˯ˬ ˢ˷πdevice ˪ˣ˩˧ ˪˲˦˪ ˢ˟ Φ˪˰ˣ˲˟ ˨ˣ˸˟ ˢ˪ˣ˰˲ˢ ˢ˲˴ˮ ˸ˣ˞˶˪ 

switchcase() ˫˰ sπIOCTL code ˪˲˦ˬ˷ ˪˩˟ ˸˥˞ ˣ˶˷˲˞ˢˬ˸ˣ˧ ˫ˢ˟˷ ˶˧˷˩ˬˢ ˨ˬˣ˸ Φˢ˶˵ˬ˟ 

ˡˣ˵ˢˣ ˥˪˷ˮ˷ ˞ˣˢ ˞˪ ˡˣ˵ ˢ˷πdevice ˨ˬˣ˸ x˟ ΥπsDriver ˶˧ˤ˥˧ STATUS_INVALID_DEVICE_REQUEST 

˞˪ˣ ˰˴˟˧ ˫ˣ˷ ˢ˪ˣ˰˲ Φ˭˟ˣˬ˩ ˢ˶˵ˬ˟˷ ˢˤ ˟˧˧˥ ˸ˣ˧ˢ˪ ˫ˣ˞˧˸ ˭˧˟ ˫˧˟˧˩˶ˢ ˫˧˧˪ˮ˶˵ˢ ˭˧˟˪ ˫˧˟˧˩˶ˢ 

˫˧˴˶˷ ˟πusermode Σˢ˶˵ˬ˟ˣ ˢ˪ˣ˰˲ˢˣ ˞˧ˢ ˢ˪ˣ˰˲ ˶˸ˣ˧ ˸˟˩˶ˣˬ ˸˪˪ˣ˩ˢ device stack ˪˷ ˶˸ˣ˧ ˬπ

device ˡ˥˞ π sπdevice ˣˮ˪˷ ˨˶˦˴˧ ˶˧˟˰ˢ˪ ˸˞ sπIRP ˪πdevice ˞˟ˢ ˶ˣ˸˟ ˱ˣ˯˟ ˢ˪ˣ˰˲ˢ ˫ˠ ˫˞ 

˪˲˧˦ ˢ˟ ˶˟˩ ˫ˠˣ ˫˞ sπIOCTL code ˞˪ ˨ˬ˸ˮ ˪˰ ˣˡ˧ ύˢ˶˵ˬ˟ ˢˤ sπDriver ˞˪ ˶˧ˤ˥˧ ˸˞ ˯ˣ˦˦˯ˢ 

ˡ˥ˣ˧ˬˢ ˪˪ˠ˟ ˷˧˷ ˧ˣ˩˧˯ ˢ˷πdevice ˞˟ˢ ˟πstack ˪˩ˣ˧ ˪˲˦˪ ˟ˢ˪ˣ˰˲Φό 
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оό BytesReturned Υ˱ˣ˯˟ ˪˩ request ˪˲ˣ˦ˬ ˢ˲ˣ˴ˬ ˪˰ ˧ˡ˧ sπDriver ˯˧ˮ˩ˢ˪ ˸˞ ˨˶˰ˢ ˠ˴˧˧ˬ˷ ˸˞ 

˶˲˯ˬ ˫˧˸˟ˢ ˣ˶˟˰˷ ˢ˧˴˪ˣ˲˧ˮˬ ˸ˣ˟˵˰˟ ˢ˪ˣ˰˲ˢ ˢˡ˷˪ ˧˲˧˴˲˯ ˨ˣ˸˟ ˢˮ˟ˬ sπIRP Φˢˡ˷ ˢˤ ˶ˣˤ˥˧ 

˨ˣ˸˪ ˶˦ˬ˶˲ˢ BytesReturned ˵˲ˣ˯ˬ˷ ˸ˣ˪ˣ˰˲˪ ˣˬ˩ DeviceControl()Φ 

ˣ˧˷˩˰ ˯ˮ˩˞ ˡˣ˵˪ ˪˷ ˞ˬˠˣˡˢ ˧˪˷ Φ˞ˬˠˣˡˢ ˢ˶˵ˬ˟ ˢˤ ˸˪˲˦ˬ ˵˶ ˠˣ˯˟ ˡ˥˞ ˪˷ ˢ˷˵˟ ˸ˠ˴ˣ˧ˬˢ ˪˰ 

˧ˡ˧ IOCTL code 0x40002000 ύx˞ INFOPASS_IOCTL Σό˞˧ˢˣ ˸˥˪˷ˮ ˪˩ ˸ˣˬ˩ ˭ˬˤ ˸ˬ˧ˣ˯ˬ ˢˮ˩ˣ˸ˢˬ 

˸˯˯ˣ˟ˬˢ ˟πusermode ˢˡ˰ˣˮ˷ ˠ˧˴ˢ˪ ˸˞ ˪˩ ˫˧˰ˣ˶˧˞ˢ ˣ˶˟˰˷ ˶ˣ˸˧ˮ ˪˰ ˧ˡ˧ sπDriver ΦπsDriver ˶ˠˣ˞ 

π˟database ˧ˬ˧ˮ˲ ˟˭ˣ˶˩˧ˤ ˸˞ ˰ˡ˧ˬˢ ˪˰ ˪˩ ˫˧˰ˣ˶˧˞ˢ ˸˥˧˪˷˟ˣ INFOPASS_IOCTL ˪˩ sπdatabase 

˵˸˰ˣˬ ˪˰ ˧ˡ˧ ˸˪ˣ˰˲ sπDeviceControl() ˪˭ˣ˶˩˧ˤ ˪˷ ˸ˮ˩ˣ˸ ˶ˣ˸˧ˮˢ Φ˰ˠ˶˟ ˢ˵˸˰ˢˢ sπdatabase 

˵˥ˬˮ ˶ˣ˸˧ˮˢˣ ˪˧˥˸ˬ ˷ˡ˥ˬ ˧ˡ˩ ˞˪ ˶˧˞˷ˢ˪ ˡˣ˰˧˸ ˪˷ ˫˧˰ˣ˶˧˞ ˣ˶˸ˣˮ˷ ˶˟˩ ˧ˮ˲˪ ˭˩Υ 
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ˢ˪ˣ˰˲ˢ ˸ˡ˥ˣ˧ˬˢ ˢˮ˩ˣˬ ˪˪˟˵ ˶˲˞˟ ˦˪˵ ˪ˡˣˠ˟ ˪˷ мс ˫˧˸˟ Σ˫ˢˬ у ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˫ˢ ˨˶˰ sπ

PID ˪˷ ˨˧˪ˢ˸ˢ ˶˸ˮˬˢ xπу ˫˧˸˟ˢ ˫˧˧ˮ˷ˢ ˫ˢ ˨˶˰ ˪˷ ˸˟ˣ˸˩ ˞ˬˠˣˡ ˢˮ˩ˣ˸ˢˬ ύ˞˪ ˧˥˶˩ˢ ˪˟˞ ˪˪ˠ˟ 

˶˲˞˟ˢ˷ ˪˪ˣ˩ˢ ˢ˧ˢ˧ ˪ˡˣˠ˟ мс ˫˧˸˟ ˧˸˲˯ˣˢ ˣˢ˷ˬ ˦˪˵˪ Φό˫ˠ ˦˪˲ˢ ˞ˣˢ мс ˫˧˸˟ ˪˧˩ˬ˷ ˸˞ 

˸˟ˣ˸˩ˢ ˟˭ˣ˶˩˧ˤ ˪˷ ˸ˮ˩ˣ˸ ˣ˸˧ˮˢ ˶ˢ˟ ˞˴ˬ˧ sπdatabase ˵˸˰ˣˢ˷ ˪˭ˣ˶˩˧ˤ ˪ˡˣˠˢˣ ˪˷ sπdatabase 

˟˭ˣ˶˩˧ˤ ˢˬ˞˸ˢ˟Υ 

 

˞ˬˠˣˡ˟ ˧˸˰˴˧˟ ˢ˟˶ˢ ˸ˣ˵˧ˡ˟ Σˣˬ˩ ˢ˵˧ˡ˟ ˢ˷πPID ˞˪ ˯˲˞ x˞ ˨˶˰ ˞˪ ˧ˡ˧˪˞ˣ ˶˥˞ ˸ˣ˵˧ˡ˟ˣ ˦˪˵ˢ˷ 

˦˪˲ˢˣ ˪ˡˣˠ˟ ˫˧˞˸ˬˢ ˶˲˞˟˷ˣ ˦˪˵π˦˪˲ ˫˧˧˵ ˪˪˩˟ ˵˪˥˩ ˢ˷˵˟ˢˬ Φ˨˧˪ˢ˸˟ ˢ˵˸˰ˢˢ ˧ˮ˞ ˳˶ 

˦˯˵˦ˮˣ˵˟ ˪˷ ˧˪ˢ˸ˢ ˨˪˷ ˸ˮ˩ˣ˸ ˶ˣ˸˧ˮˢ ˸˶ˤ˰˟ ˦˲˯ˮˣ˵ ˞˶˵ˮˢ APC ύ˶˧˟˯˞ ˣ˸ˣ˞ ˨˷ˬˢ˟ ˶ˬ˞ˬˢ Σό

˧ˮ˞ ˢ˴˵ˬ ˵˧˲˯ˬ ˭ˣ˶˩˧ˤ ˶ˣ˸˟ ˟˥˶ˬ ˸ˣ˟ˣ˸˩ˢ ˪˷ ˨˧˪ˢ˸ˢ Σ˵˧˸˰ˬ ˸˞ sπdatabase ˢˬπDriver 

˯˲˞ˬˣ ˸˞ sπdatabase ˫˧˧˵ˢΦ 

˭˸˧ˮ ˸ˣ˞˶˪ ˞ˬˠˣˡ˟ ˸ˣˡˣ˵ˮ ˸ˣ˲˯ˣˮ ˦ˬ˶ˣ˲˟ ˢ˟˧˸˩ˢ ˪˷ ˸˪ˣ˰˲ DeviceControl() ˶ˡˣ˯ˬ ˣ˩ˮˣΥ˭ 

¶ ˸˶ˤ˥ˢ sπNTSTATUS ˪˷ ˢ˪ˣ˰˲ˢ ˫ˠ ˨ˣ˸˪ ˢˡ˷ˢ ˢ˲ˣ˴ˬˢ ˨ˣ˸˟ sπIRP ˞˪ˣ ˵˶ ˶ˣ˸˟ ˨˶˰ˢ 

˶ˤ˥ˣˬˢ ˢ˪ˣ˰˲ˢˬ 

¶ ˸ˣ˪˸ ˷ˬˬ ˢ˶ˣ˶˟ ˸ˡ˶˲ˣˬˣ ˭˧˟ ˪˩ ˢ˵˧ˡ˟ ˪˩˪ ˢ˵˧ˡ˟ ˸˶˥˞ Σ˧˶ˢ ˵ˣˡ˟˪ ˣ˸ˣ˞˟ ˧˞ˮ˸ ˫˞ˢ ˨˶˰ˢ 

˨ˣ˸ˬ ˶˲˞˟ ˦˪˵ˢ ˧ˡ˧˪˞ˣ ˵˶ˣ ˤ˞ ˵ˣˡ˟˪ ˫˞ ˪˪˩˟ ˶˲˞˟ˢ ˫˧˧˵ ˫ˣ˶ˠ˧ ˢ˞˧ˠ˷˪ ˸˧˦˧˶˵ ˰ˠ˲˸˷ 

˟˸ˣ˪˧˰˲ ˪˩ ˸˩˶˰ˬˢ ˢ˶˵ˬ˟ ˶˲˞˟ˢˣ ˦˪˵ ˞˪ ˫˧˧˵ x˞ ˞˪ ˪ˣˡˠ ˵˧˲˯ˬ ˶ˣ˟˰ ˫˧ˮˣ˸ˮˢ 

¶ ˷ˣˬ˧˷ ˟πIoGetCurrentIrpStackLocation() Υˢ˪ˣ˰˲ˢ ˣˤˢ ˸˲˪ˣ˷ ˸˞ ˢˮ˟ˬ sπ

IO_STACK_LOCATION ˨ˣ˸ˬ sπIRP ˪˷ ˢ˷˵˟ˢ Φˢˮ˟ˬ ˢˤ ˪˧˩ˬ ˸˞ ˪˩ ˫˧˶˦ˬ˶˲ˢ ˫˧˟ˣ˷˥˷ ˪π

Driver ˵ˣˡ˟˪ Σ˭ˣˠ˩ ˫˧˶˲˞˟ˢ ˪˷ ˦˪˵ˢ ˦˪˲ˢˣ ˫˧˪ˡˠˢˣ ˪˷ ˪˩ ˶˲˞˟ Σ˫ˣ˵ˬ˟ˣ ˷ˬ˸˷ˢ˪ ˪ˣ˪˯ˬ˟ 

˞˪ˬˢ ˪˷ ˪˩ ˨˶˰ ˢ˪ˣ˰˲ˢ ˣˤˢ ˢ˵˧˸˰ˬ ˣˮ˪ ˸˞ ˢˮ˟ˬˢ ˨ˣ˸ˬ ˢˮ˟ˬ sπIRP ˪˞ ˢˮ˟ˬ ˡ˶˲ˮ 

¶ ˷ˣˬ˧˷ ˟πIoCompleteRequest() ˧ˡ˩ ˪ˬ˯˪ ˢ˷˵˟ˢ˷ ˢ˪˲ˣ˦ ˟πDriver ˣˮ˪˷ ˸ˣ˵˯˰˸ˢˢˣ ˫˰ 

ˢ˷˵˟ˢ ˢˬ˧˧˸˯ˢ ˰ˠ˶˟ ˢˤ Φ˧˶˥˞ ˫ˣ˧˯ ˢ˪ˣ˰˲ˢ ˢ˟ˣ˷˸ˢ ˶ˣˤ˥˸ ˶˷˧ ˞˶ˣ˵˪ ˞˪ˣ ˨˧˷ˬ˸ ˫ˣ˷˪ 

device ˶˥˞ 

ˤ˞ ˶˥˞˪ ˸ˠ˴ˢ ˧ˮ˟˞ ˭˧˧ˮ˟ˢ ˪˷ ˥ˣ˸˧˲ ˧˪ˮ˶˵ ˶ˣ˟˰ ˸ˣ˶˦ˬ ˸ˣˮˣ˷ ˸ˣ˧˪˪˩ˣ Σ˧ˮ˞ ˠ˧˴˞ ˵˪˥ ˧˸ˣ˰ˬ˷ˬ 

˸ˣ˪ˣ˰˲ˢˬ ˧˩ˢ ˸ˣ˴ˣ˲ˮ x˞ ˸ˣ˧˷ˣˬ˧˷ ˧˲˪ ˢ˶˵ˬ ˣ˪˩ˣ˧˷ ˸ˣ˧ˢ˪ ˸ˣ˧˷ˣˬ˧˷ ˸˰˟ ˨˶ˣ˴ ˫˧ˣ˯ˬ ˸˟˧˸˩˟ sπDriverΦ 
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˸ˣ˪ˣ˰˲ ˸ˣ˧˷ˣˬ˧˷ ˸ˣ˶˦ˬ˪ ˸ˣˮˣ˷ ˟πDriver 

˷˧ ˢ˟˶ˢ ˯˫˧ˠˣ ˪˷ Driverπ˫˧ ˫˰ ˢ˟˶ˢ ˸ˣ˶˦ˬ ˫˧˩˶˴ˣ ˫˧ˮˣ˷ ˫˧ˮˣˣˠˬˣ Σ˫ˣ˵ˬ˟ˣ ˤ˩˶˪ ˸˞ ˷ˣˬ˧ˬˢ ˪˷ ˪˩ 

˧˸ˣ˶˧˷ ˸˩˶˰ˬˢ sxπAPI ˧˪ˮ˶˵ˢ ˨ˣ˸˟ ntoskrnl ˷˧ ˪ˣ˴˧˲ ˪˷ ˪˩ ˫˧˸ˣ˶˧˷ˢ ˫˧˵˪˥˪ ˫˧ˮˣ˷ ˧˲˪ ˸ˣ˧˶ˣˠ˦˵ 

˸˶˦ˬˣ ˷ˣˬ˧˷ Φ˸˞ ˢ˶ˢ˴ˢˢ ˢ˷˧ˠˢˣ ˪˩˪ ˸ˣ˪ˣ˰˲ˢ ˣ˪˪ˢ ˠ˧˷ˮ ˨˶ˡ sπheaders ˪˷ ˪ˮ˶˵ˢ ˰˧˲ˣˬ˷˫˧ ˫ˠ ˟π

MSDN ˶ˣ˟˰ ˪˩ ˢ˪ˣ˰˲ ˨˶˦˴ˮ˷ ˷ˬ˸˷ˢ˪ ˢ˟ Σ˷ˣˬ˧ˬˢˣ ˰˴˟˸˧ ˪˰ ˧ˡ˧ ˵˪˥ˢ ˪ˮ˶˵˟ ύ˭˧˟ ˫˞ ˨ˣ˸˟ 

ntoskrnl ˭˧˟ˣ ˫˞ ˟πDriver ˡ˶˲ˮ ό˧˞˶˥˞˷ ˪ˣ˲˧˦˪ ˣ˸ˣ˞˟ ˠˣ˯ ˪˷ ˢ˷˵˟ Φ 

˫˷ˢ ˪˷ ˢ˪ˣ˰˲ ˸˧˪ˮ˶˵ ˨˶ˡ˟ ˪˪˩ ˢ˞˶˧ ˨˩ ΥάtǊŜŦƛȄ Ҍ hǇŜǊŀǘƛƻƴ Ҍ LƴǇǳǘκhǳǘǇǳǘ ŦƻǊ ƻǇŜǊŀǘƛƻƴ Ҍ 

Purpose of ƻǇŜǊŀǘƛƻƴέ Σ˞ˬˠˣˡ˪ π ZwQueryInformationFileΥ 

мό sπprefix ˪˷ ˢ˪ˣ˰˲ˢ ύZw ό˶ˬˣ˞ ˢ˪ˣ˰˲ˢ˷ ˸˷ˬˣˬˬ ˨ˣ˸˟ ntoskrnl.exe ˢ˪ˣ˰˲ˢ˷ˣ ˞˧ˢ system 

service ˭˸˧ˮ˷ ˷ˬ˸˷ˢ˪ x˟ ˸˶ˤ˰˟ ˢˡˣ˵˲ˢ syscall 

нό ˢ˪ˣ˰˲ˢ ˢ˶˵ˬ˟ ˢˤ ˞˧ˢ query π ˷˲˥˪ ˠ˧˷ˢ˪ˣ ˰ˡ˧ˬ ˫˧ˣ˯ˬ ˪˰ ˦˵˧˧˟ˣ˞ ˸˩˶˰ˬ˟ Φ˨˶˰ˢ ˢˤˢ ˪ˣ˩˧ 

˸ˣ˧ˢ˪ ˭ˣˣˠˬ ˸ˣ˪ˣ˰˲ ˣˬ˩ Set/Get 

оό ˢ˶˦ˬˢ ˢ˶˵ˬ˟ ˢˤ ˞˧ˢ ˠ˧˷ˢ˪ ˰ˡ˧ˬ ˪˰ ˳˟ˣ˵ ˭˩˪ˣ ˦˪˵ˢ ˢ˧ˢ˧ ˣˢ˷ˤ˧˞ ˭˧˧˲˞ˬ ˡ˥ˣ˧ˬ ˪˷ ˳˟ˣ˵ˢ ύ˭ˣˠ˩ 

HANDLE ό˦˪˲ˢˣ ˢ˧ˢ˧ ˰ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˠ˧˷ˢ˪ 

ˣ˧˷˩˰ ˶ˣ˟˰˞ ˪˰ ˸ˣ˴ˣ˟˵ˢ ˸ˣ˧ˤ˩˶ˬˢ ˭˸˧ˮ˷ ˸ˣˢˤ˪ ˧˲˪ prefix ˢˮˣ˷ ˪˷ ˢ˪ˣ˰˲ˢ Σ˶˧˟˯˞ˣ ˢˤ˧˞ ˥˵˪ 

˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ˷ˬˬˬ ˫˸ˣ˞ ˢˬˣ ˢ˧˶ˣˠ˦˵ˢ ˪˷ ˸ˣ˷˵˟ ˢ˸ˣ˞˷ ˢ˴ˣ˟˵ ˸˪˲˦ˬ ˢ˟Υ 

 

ZW/NTΥ 

˧˲˩ ˧˸˶˞˧˸˷ ˸˪˧˥˸˟ ˶ˬ˞ˬˢ Σ˸ˣ˪ˣ˰˲ ˣ˪˞ ˫ˢ system services ˸ˣ˷ˬˣˬˬ˷ ˪˰ ˧ˡ˧ ntoskrnl.exe ˭˸˧ˮˣ 

ˠ˧˷ˢ˪ ˢ˷˧ˠ ˭ˢ˧˪˞ ˸˶ˤ˰˟ ˢˡˣ˵˲ˢ syscall Φ˸˰˟ ˰ˣ˴˧˟ ˸ˡˣ˵˲ syscall ˫˰ ˶˲˯ˬˢ ˢˢˤˬˢ ˪˷ ˪ˣ˰˲ˢ s

ˢ˧ˣ˴˶ˢ Σ˰˴ˣ˟˧ ˶˟˰ˬ ˢ˴˧˶ ˬπusermode ˪πkernelmode sxπsystem call handler ˢ˧ˢ˧ ˟˧˩˶ˢ ˠ˞ˡ˧˷ 

ˢ˪ˣ˰˲ˢ˷ ˰˴ˣ˟˸ ˢ˶ˣ˷˩ Φ 

˸ˣ˪˧˰˲ˢ ˸˧˪ˮ˶˵ˢ ˡˣ˞ˬ ˢ˦ˣ˷˲Υ ˶˲˯ˬ sπsyscall ˭˯˥ˣ˞ˬ ˶˦˯˧ˠ˶˟ rax Σˢˣπhandler ˦ˣ˷˲ ˶˧˟˰ˬ ˸˞ 

˫˧˶˦ˬ˶˲ˢ ˣ˰˧ˠˢ˷ ˶ˣ˟˰ sπsystem service ˪˞ sπsystem service ˞˴ˬˮ˷ ˯˵ˡˮ˧˞˟ ˪˷ ˨˶˰ rax ˸˪˧˥˸ˬ 

πssystem service descriptor table ύSSDT Φό 
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˧˲˩ ˧˸˶˞˧˸˷ ˸ˣ˪ˣ˰˲ˢ ˢ˴ˣ˟˵ˬ xʕ ˸ˣ˪ˣ˩˧ ˸˶˷˪ ˢ˟˶ˢ ˸ˣ˶˦ˬ Σ˭ˣˠ˩ ˸ˠ˷ˢ ˰ˡ˧ˬξˢ˞˧˶˵ξˢ˟˧˸˩ξˢ˧˴˪ˣ˲˧ˮˬ 

˪˰ ˫˧˴˟˵ Σˢ˷˧ˠ ˫˧˟˞˷ˬ˪ ˫˧˶ˣ˷˵ˢ ˫˧˩˧˪ˢ˸˪ ˫˧˴˶ ˡˣ˰ˣ: 

 

FLTΥ 

˪˰ ˢ˴ˣ˟˵ˢ ˣˤˢ ˧˸˶˟˰ ˶˟˩ ˶˧˲˟˦ˣ ˵˪˥˟ ˪˰ sπMinifilter Drivers Σ˨˞ ˸˴ˣ˟˵ ˸ˣ˪ˣ˰˲ xʕ ˸˸˶˷ˬ ˸˞ ˪˩ 

πsfilter Drivers ˫˧ˬ˧˧˵˷ ˪˰ ˸˩˶˰ˬˢ Φ˸ˣ˪ˣ˰˲ˢ ˸ˣ˷ˬˣˬˬ ˪˰ ˧ˡ˧ sπfilter manager ˞˴ˬˮ˷ ˵˪˥˟ ˡ˶˲ˮ 

˸˩˶˰ˬˬ ˢ˪˰˲ˢˢ ˸˧ˤ˩˶ˬˢ ˫˷˟ Ϧfltmgr.sys ΦϦ˸ˣ˪ˣ˰˲ˢ ˸ˣ˶ˢ˴ˣˬ ˟πϦfltkernel.h Ϧˣˡ˰ˣˮˣ ˶ˣˤ˰˪ ˷˶˲˪ 

˫˧˶˦ˬ˶˲ ˮˢ˫˧˥˪˷ ˪πDriver ˸ˣ˷˵˟ˬ ˸ˣˮˣ˷ ˸ˣ˶ˣ˷˵ˢ ˸˩˶˰ˬ˪ ˫˧˴˟˵ˢ ˧ˡ˩ ˶˷˲˞˪ ˸ˣ˪˧˰˲ ˢˬ˧˞˸ˬ 

˰ˠˣˮ˟ ˫˸ˣ˞˪ ˫˧ˮˣ˸ˮ: 
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HAL Υ 

ˢ˴ˣ˟˵ xʕ ˞˪ ˷ˣˬ˧˷˟ ˶˧ˡ˸ ˟ˣ˶˟ sπDrivers ˵˶ˣ ˫˧˶˵ˬ˟ ˫˧˲˧˴˲˯ ˢ˧ˢ˧ ˨˶ˣ˴ ˢ˟ ΦHardware 

Abstraction Layer ˞˧ˢ ˸˟˩˷ ˢˮ˩ˣ˸ ˸˷ˬˣˬˬ˷ ˟˧˩˶˟ HAL.sys ˸ˮ˸ˣˮˣ ˵˷ˬˬ ˢ˟˶ˢ ˧˶˸ˣ ˥ˣˮ ˶ˣ˟˰ 

˫˧˥˸˲ˬ ˢ˷˧ˠ˪ ˢ˶˧˷˧ ˢ˶ˬˣ˥˪ ˸˧˲˧˴˲˯ Φ˫ˣ˵ˬ˟ ˸ˮ˩˸ˬˢ˷ ˨˶˦˴˧ ˭˧˟ˢ˪ ˸˞ ˪ˣ˵ˣ˦ˣ˶˲ ˸˶ˣ˷˵˸ˢ ˶ˣ˟˰ 

˪˩ ˟˧˩˶ ˢ˶ˬˣ˥ ˫˧˧˵˷ ˸˩˶˰ˬ˟ ˯˥˧˧˸ˢ˪ˣ ˪˩˪ ˢ˶˵ˬ ˢ˴˵ ˧˥˶˩ˢ Σ˸˟˩˷ sπHAL ˸ˮ˸ˣˮ ˣˮ˪ API ˥ˣˮ ˶ˣ˟˰ 

ˢ˷˧ˠ ˪˩˪ ˟˧˩˶ ˢ˶ˬˣ˥: 

 

OB Υ 

˱˯ˣˮ˟ ˫˧ˮ˟ˬ˪ ˫˧˧˯˧˯˟ˢ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ˣˬ˩ ˸ˬ˧˷˶ sπEPROCESS Σ˸ˬ˧˧˵ ˫ˠ ˢˬ˧˷˶ ˸˧˪˪˩ ˪˷ 

˫˧˦˵˧˧˟ˣ˞ ˶ˣ˟˰ ˫˧˦˵˧˧˟ˣ˞ ˣˬ˩ ˫˧˩˧˪ˢ˸ Σ˫˧ˮˣ˩˧˪ˢ˸ ˫˧˴˟˵ˣ Φ˪˪ˠ˟ ˸˩˶˰ˬ˷ ˢ˪˰˲ˢˢ ˢ˩˧˶˴ ˷ˬ˸˷ˢ˪ 

ˢ˟˶ˢ˟ ˫˧˦˵˧˧˟ˣ˞ ˫˧ˮˣ˷ ˭ˬˤ˟ ˢ˸˴˧˶ Σ˞˧ˢ ˸˪ˢˮˬ ˢˬ˧˷˶ ˪˷ kernel objects ˶ˣ˟˰ ˪˩ ˦˵˧˧˟ˣ˞ ˢˤ˩ 

˸˶˞˸ˬˣ ˸˞ ˪˩ ˸ˣˮˣ˩˸ˢ ˣ˪˷ ˸˞ˣ ˰ˡ˧ˬˢ ˴˷˨˧˶ ˸˰ˡ˪ ˣ˧˪˰ Φˢˬ˧˷˶˪ xʕ ˫˧˞˶ˣ˵ ObjectTable ˢˬˣ˷˶ˢˣ 

˞˧ˢ˷ ˸˶ˬˣ˷ ˶ˣ˟˰ ˪˩ ˦˵˧˧˟ˣ˞ ˸˞˶˵ˮ HANDLE_TABLE_ENTRYΥ 
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:ˢ˧˪˰ ˶˟˯ˢˢ ˢˤˣ 

nt!_HANDLE_TABLE_ENTRY 

Processes in Windows have their own private handle table which is stored in the kernel virtual 

address space. HANDLE_TABLE_ENTRY represents an individual entry in the process's handle 

table. Handle tables are allocated from Paged Pool. When a process terminates the function 

ExSweepHandleTable() closes all handles in the handle table of that process. The Object field 

points to the object structure i.e. File, Key, Event etc., for which the handle has been created. 

The GrantedAccess field is a bitmask of type ACCESS_MASK which determines the set of 

operations that the particular handle permits on the object. The value of this field is computed 

by SeAccessCheck() based on the access requested by the caller (Desired Access) and the access 

allowed by the ACEs in the DACL in the security descriptor of the object. The debugger's 

"!handle" command can be used to examine the handle table of any process. The "!htrace" 

command can be used to display stack trace information about handles, if handle tracing is 

enabled.  

API : ObReferenceObjectByHandle(), ObReferenceObjectByHandleWithTag(). 

 Υ ϐhttps://codemachine.com/articles/kernel_structures.htmlώ 

˶˷˵˞ ˱ˣ˯˟ ˶ˬ˞ˬˢ ˶ˬ˞ˬ ˢ˪ˣ˰ˬ ˪˷ ˸˧ˬ˰ ˪˷ˣˬ ˶˞˸ˬ˷ ˸˞ ˞˷ˣˮˢ ˶˷˵ˢ˟ ˪˷ ˫˧˩˧˪ˢ˸ Σ˪˟˞ ˭ˣ˶˵˰˟ 

˶˟ˡˢ ˟ˣ˷˥˷ ˭˧˟ˢ˪ ˶˟˯ˢˢˬ ˢˤˢ ˞ˣˢ ˟ˬˢ˷ˢˮ ˢˤˢ ˶ˤˣ˰ ˸ˣ˲ˬ˪ ˭˧˟ handles ˧˯˯ˣ˟ˬ usermode 

˸ˣ˧˴˵˧˪˲˞˷ ˸ˣ˷ˬ˸˷ˬ ˫ˢ˟ ˭˧˟˪ ˫˧˦˵˧˧˟ˣ˞ˢ ˫˧˧ˬ˧ˮ˲ˢ ˪˰ˣ˲˟˷ ˫˧˷ˬˣ˷ˬ ˪ˮ˶˵˟ Φ 

π˟Driver ˪˩ˣˮ ˰˴˟˪ ˢ˧˴˵˞˶˦ˮ˧˞ ˫˰ sπObjectTable ˸˶ˤ˰˟ ˸˴ˣ˟˵ ˸ˣ˪ˣ˰˲ˢ ˫˰ sπprefix ˪˷ ϦOb ϦΦΦ˭ˣˠ˩ 

˸ˠ˷ˢ ˰ˡ˧ˬˢ ˪˰ ˦˵˧˟ˣ˞ˢ ˧˦ˮˣˣ˪˶ˢ ˸˶ˤ˰˟ ˸ˣ˪ˣ˰˲ˢ ObRefrenceObjectByName/Handle/Pointer Φ˟ˣ˷˥ 

˸˰ˡ˪ ˰ˡ˧ˬˢ˷ ˶ˤ˥ˣ˧˷ ˢ˧ˢ˧ ˢˮˣ˷ ˭˧˟ ˢ˶˵ˬ ˢ˶˵ˬ˪ Σ˞ˬˠˣˡ˪ ˦˵˧˧˟ˣ˞ ˳˟ˣ˵ ˶˧ˤ˥˧ ˢˮ˟ˬ FILE_OBJECT ˫˰ 

˰ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢΥ 

 
  

https://codemachine.com/articles/kernel_structures.html
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PSΥ 

ˢˮˣ˷˟ ˸˴ˣ˟˵ˬ ˸ˣ˪ˣ˰˲ˢ ob ˸˯˯˟˸ˬ˷ ˪˰ ˸ˠ˷ˢ ˰ˡ˧ˬ ˧ˣ˲˧ˬˢˬ ˪˷ usermode handles ˫˧˦˵˧˧˟ˣ˞˪ 

˫˧˧ˬ˧ˮ˲ˢ ˪˷ s˸˩˶˰ˬ ˨ˣ˸ˬ sπObjectTable Σ˫˧˧˵ ˫ˠ ˢˮ˟ˬ ˱˯ˣˮ ˪˧˩ˬˢ ˸˞ ˫˧˦˵˧˧˟ˣ˞ˢ ˫˧˧˪ˮ˶˵ˢ ˫ˬ˴˰ 

˧˲˪ ˢ˧˴˦ˮˤ˶˲˶ˢ ˸˧˸˧ˬ˞ˢ ˫ˢ˪˷ ˶ˣ˟˰ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Φˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˢˤ ˞˶˵ˮ PspCidTable (process 

specific client identifier) ˞ˣˢˣ ˤ˩˶ˬ ˣ˩ˣ˸˟ ˢˬ˧˷˶ ˪˷ ˫˧˦˵˧˧˟ˣ˞ ˫˧˧˪ˮ˶˵ ˶ˣ˟˰ ˫˧˟˞˷ˬ ˣˬ˩ ˪ˢ˸˫˧˩˧ Σ

˫˧ˮˣ˩˧˪ˢ˸ ˡˣ˰ˣ Φˢˮ˟ˬ˪ ˢˤ ˭˧˞ ˶˷˵ ˢˬ˪ ˢ˶ˣ˵˷ ˟πusermodeΣ ˫˞ˣ ˞ˬˠˣˡ˪ ˢ˯ˮˮ ˷˲˥˪ ˢˮ˟ˬ˟ ˸˶ˤ˰˟ 

usermode handle ˷ˣ˲˧˥ˢ ˪˷˩˧ Σˢˮˣ˷˟ ˷ˣ˲˧˥ˬ ˨ˣ˸˟ ObjectTable Φ 
 

ˢˮ˟ˬ˟ ˢˤ ˫˧˦˵˧˧˟ˣ˞ˢ ˫˧ˢˣˤˬ ˪˰ ˧ˡ˧ ˢˢˤˬ ˡ˥ˣ˧ˬ ˧˪˟ ˸ˣ˟˧˷˥ ˠˣ˯˪ ˦˵˧˧˟ˣ˞ˢ ˭˸˧ˮˣ ˷˲˥˪ ˢˮ˟ˬ˟ ˢˤ 

˸˶ˤ˰˟ ˪ˣ˰˲˸ˣ ˣˬ˩ PsLookupProcessByProcessId ˶ˣ˟˰˸˷ ˪˰ ˪˩ ˦˵˧˧˟ˣ˞ ˢˬ˧˷˶˟ ˶˧ˤ˥˸ˣ ˸˞ sπ

EPROCESS ˪˷ ˨˧˪ˢ˸ˢ ˫˰ sπprocess ID ˫˧˞˸ˬˢ: 
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:ˣ˧˪˰ ˶˟˯ˢˢ ˢˤˣ 

The PspCidTable 

The PspCidTable is a "handle table for process and thread client IDs"[7]. Every process' PID 

corresponds to its location in the PspCidTable. The PspCidTable is a pointer to a HANDLE_TABLE 

structure. 

typedef struct _HANDLE_TABLE {  
   PVOID        p_hTable;  
   PEPROCESS    QuotaProcess;  
   PVOID        UniqueProcessId;  
   EX_PUSH_LOCK HandleTableLock [4];  
   LIST_ENTRY   HandleTableList;  
   EX_PUSH_LOCK HandleContentionEvent;  
   PHANDLE_TRACE_DEBUG_INFO DebugInfo; 
   DWORD        ExtraInfoPages;  
   DWORD        FirstFree;  
   DWORD        LastFree;  
   DWORD        NextHandleNeedingPool;  
   DWORD        HandleCo unt;  
   DWORD        Flags;  
}  

Windows offers a variety of non-exported functions to manipulate and retrieve information from 

the PspCidTable. These include: 

ExCreateHandleTable 

creates non-process handle tables. The objects within all handle tables except the 

PspCidTable are pointers to object headers and not the address of the objects 

themselves. 

ExDupHandleTable 

is called when spawning a process. 

ExSweepHandleTable 

is used for process rundown. 

ExDestroyHandleTable 

is called when a process is exiting. 

 Υ ϐhttp://uninformed.org/index.cgi?v=3&a=7&p=6ώ 

 

 

  

http://uninformed.org/index.cgi?v=3&a=7&p=6
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RTLΥ  

˸˴ˣ˟˵ ˸ˣ˪ˣ˰˲ˢ ˣˤˢ ˢˡ˰ˣˮ ˶ˣ˟˰ ˸ˣ˪ˣ˰˲ ˸ˣ˶˴˵ ˸ˣ˷ˬ˷ˬ˷ ˫˧˪˩˩ ˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˫ˢ˟ ˷ˣˬ˧˷ ˳ˣ˲ˮ Σ˭ˣˠ˩ 

˸ˣ˪ˣ˰˲ ˸˵˸˰ˢ˪ ˭ˣ˶˩˧ˤ ˣˬ˩ RtlCopyMemory x˞ ˣ˰˲˸ˣ˪ ˸ˣ˶ˣ˷˵ˢ ˪ˣˢ˧ˮ˪ ˸ˣˤˣ˶˥ˬ ˪ˮ˶˵˟ Φ˸ˣ˪ˣ˰˲ ˣ˪˞ ˭s 

˫˴˰˟ utilities ˪ˮ˶˵ˢ˷ ˵˲˯ˬ ˣˮ˪ ˫ˣ˵ˬ˟ ˨˶˦˴ˮ˷ ˷ˬˬ˪ ˣˮˬ˴˰˟: 

Most of the run-time library (RTL) routines are prefixed with the letters "Rtl"; for a list of the 

run-time library routines for the kernel, see Run-Time Library (RTL) Routines. 

There is also a different kernel-mode library specifically designed for safe string handling. For 

more information about the safe string library, see Windows Kernel-Mode Safe String Library. 

Note that safe string library routines are also usually prefixed by "Rtl" but are not part of the 

run-time library (RTL). 

 Υ ϐlibrary-time-run-mode-kernel-hardware/drivers/kernel/windows-us/windows-https://learn.microsoft.com/enώ 

 

MMΥ 

ˢ˴ˣ˟˵ˢ ˣˤˢ ˸˪ˢˣˮˬ ˪˰ ˧ˡ˧ sπmemory manager ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ˷ˬˣˬˬ˷ ˟πntoskrnl.exe ˣˬ˴˰ Φ

˸ˣ˪ˣ˰˲ˢ ˢ˴ˣ˟˵ˬ xʕ ˸ˣ˪˪ˣ˩ ˪˩ ˢˬ ˶ˣ˷˵˷ ˪˭ˣ˶˩˧ˤ Σ˭ˣˠ˩ ˸˵˸˰ˢ ˰ˡ˧ˬ ˫ˣ˵ˬˬ ˫ˣ˵ˬ˪ ˶˥˞ Σˢ˞˴˵ˢ ˪˷ 

˭ˣ˶˩˧ˤ Σ˧ˣ˲˧ˬ ˭ˣ˶˩˧ˤ ˫˧ˣ˯ˬ ˠˣ˯˪ ˭ˣ˶˩˧ˤ ˶˥˞ Σ˸˪˧˰ˮ ˟˥˶ˬ ˭ˣ˶˩˧ˤ ˫˧ˣ˯ˬ ˟˭ˣ˶˩˧ˤ ˧ˤ˧˲ˢ ˪˷ ˸˩˶˰ˬˢ Σ

˸ˣ˧ˣ˶˷˲˞ˢ ˞ˬˡˣ ˸ˣˮˣˣˠˬ: 

 

  

https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/windows-kernel-mode-run-time-library
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KEΥ  

˸˴ˣ˟˵ kernel executive ˞˧ˢ ˸˴ˣ˟˵ ˸ˣ˪ˣ˰˲ ˸˷ˬˣˬˬˢ ˟πntoskrnl.exe ˸ˣ˷ˬˣ˷ˬˣ ˢ˟˶ˢ˪ ˸ˣ˶˦ˬ 

˸ˣ˧˯˧˯˟ ˪ˮ˶˵ˢ˷ ˨˧˶˴ ˷ˬˬ˪ Σ˭ˣˠ˩ ˢ˧˴ˤ˧ˮˣ˶˩ˮ˧˯ Σ˪ˣˢ˧ˮ ˫˧˩˧˪ˢ˸ ˫˧ˮˣ˩˧˪ˢ˸ˣ ˪ˣˢ˧ˮˣ interrupts Φ˸ˣ˶ˬ˪ 

˷ˣˬ˧˷ˢ sπϦ˨ˣˬˮ Ϧ˶˸ˣ˧ ˸ˣ˪ˣ˰˲˟ ˣ˪˪ˢ Σ˷˧ ˫ˢ˟ ˷ˣˬ˧˷ ˳ˣ˲ˮ ˫ˠ ˶ˣ˟˰ Driver ˪˧ˠ˶ ˞˪˪ ˫ˣ˷ ˢ˶˦ˬ ˸ˡ˥ˣ˧ˬ: 

 

 

EXΥ  

ˢˬˣˡ˟ ˸˴ˣ˟˵˪ ˸ˣ˪ˣ˰˲ˢ RTL Σ˫ˠ ˢ˴ˣ˟˵ xʕ ˢˡ˰ˣˮ ˶ˣ˟˰ ˷ˣˬ˧˷ ˸ˣ˪ˣ˰˲˩ ˶ˤ˰ ˶ˣ˟˰ ˡˣ˵ ˧˪ˮ˶˵ ˨˧˶˴˷ ˠ˧˷ˢ˪ 

ˢ˶˦ˬ ˸ˬ˧ˣ˯ˬ Φ˸ˣ˪ˣ˰˲ˢ ˸ˣ˷ˬˣˬˬ ˨ˣ˸˟ ntoskrl.exe ˢ˴ˣ˟˵ˢˣ ˸˧˞˶˥˞ ˢ˟˶ˢ˪ ˫˧˶˟ˡ ˭ˣˠ˩ ˸˞˴˵ˢ 

˭ˣ˶˩˧ˤ Σ˸ˣ˧ˮˣ˶˩ˮ˧˯ ˭˧˟ ˫˧˵˪˥ ˮˣ˷˫˧ ˢ˦˧˪˷ˣ ˪˰ ˢ˷˧ˠ ˧˟˞˷ˬ˪:˫ 
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IOΥ  

˧˲˩ ˭˸˧ˮ˷ ˭˧˟ˢ˪ Σ˪˩ ˸ˣ˪ˣ˰˲ˢ ˢ˴ˣ˟˵ˬ xʕ ˸ˣ˷ˬˣˬˬ ˟πI/O manager ˪˷ ˪ˮ˶˵ˢ ˢ˶˦ˬˢˣ ˷ˣˬ˧˷˟ ˢ˪ˣ˰˲˟ 

ˢ˶ˣ˷˵ ˥˶˩ˢ˟ ˸ˮ˩ˢ˪ ˫˧ˮˣ˸ˮ ˶ˣ˟˰ ˦˪˵κ˦˪˲ x˞ ˰ˣ˴˧˟˪ I/O ˫˧ˣ˯ˬ Σ˫˞ ˭ˣˣ˧˩ˬ ˶˧˷˧ ˰ˣ˴˧˟ˣ sπI/O ˨ˣ˸˟ 

ˢ˪ˣ˰˲ˢ ˢˬ˴˰ ˫˞ˣ ˢˤ ˫ˣ˶ˠ˪ ˢ˪ˣ˰˲˪ ˸˶˥˞ ˪˰˴˟ ˸˞ ˦˪˵ˢκ˦˪˲ ˣˬ˴˰˟: 

 

ˤ˞ ˧˶˥˞ ˣˮ˶˟˰˷ ˪˰ ˸ˣ˴ˣ˟˵ ˸ˣ˶ˣ˶˟ ˪˷ ˸ˣ˪ˣ˰˲ ˧˲˪ ˢ˶˦ˬ ˷ˣˬ˧ˬˣ Σ˶˧˟˯˞ ˦˰ˬ ˪˰ ˸ˣ˪ˣ˰˲ ˸ˣ˲˯ˣˮ ˟ˣ˷˥˷ 

˭˧˟ˢ˪ ˭˸ˣ˞ˬ ˸ˣ˴ˣ˟˵ ˸ˣ˴ˣ˟˵ˬˣ ˸ˣ˶˥˞ Φ˟ˣ˷˥ ˶ˬ˞˪ ˧ˮ˞˷ ˢ˯˩˞ ˸ˣ˪ˣ˰˲ ˸ˣ˧˥˶˩ˢ ˞˪˷ ˸ˣ˶ˣ˶˟ ˣ˧˪˞ˬ Σ˸˞ˤ 

˸˶ˬˣ˞ ˸˞˷ ˢ˪ˣ˰˲ˢ NtCreateFile ˞ˬˠˣˡ˪ ˧ˮ˞ ˞˪ ˧˴˞˭˧ ˡ˥ˣ˧ˬ˟ 
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ˡˣ˰ ˸ˣ˪ˣ˰˲ ˫˧ˠ˷ˣˬˣ ˫˧˧˷ˣˬ˧˷ ˨˧˪ˢ˸˪ ˥ˣ˸˧˲ˢ 

DbgPrint/ExΥ 

 ˢ˪ˣ˰˲ˢ ˣˤˢ ˞˧ˢ ˢ˪˧˟˵ˬˢ ˧˩ˢ ˢˬ˧˞˸ˬ ˢ˪ˣ˰˲˪ ˸ˡ˰ˣ˧ˬˢ ˥ˣ˪˷˪ ˦˪˲ ˫˶ˣˠ˪ ˫˧ˣ˯ˬ ύprintf ˧˯˟ Σprint 

˭ˣ˦˧˧˲˟ ˢˬˣˡ˩ˣ Φό˪˪ˠ˟ ˢ˷πDriver ˞ˣˢ ˢˮ˩ˣ˸ ˸˧˪ˮ˶˵ ˭˧˞ˣ x˪ ˵˷ˬˬ ˧˲˶ˠ ˭˸˧ˮ˷ ˪˟˵˪ ˣˮˬˬ ˦˪˲ Σ˨˶ˡˢ 

ˡ˧˥˧ˢ sˣˮ˪˷ ˥ˣ˪˷˪ ˣˢ˷ˤ˧˞ ˠˣ˯ ˪˷ ˦˪˲ ˞˧ˢ ˥ˣ˪˷˪ ˪πkernel debugger ˶˟ˣ˥ˬ˷ ˸˩˶˰ˬ˪ ˸˞ ˦˪˲ˢ Φ

˦˪˲ˢ ˢˤˢ ˰˧˲ˣ˧ ˫˧˪˩˟ ˣˬ˩ windbg x˞ DbgView ˪˰˷ ˫ˢ˧ˮ˷ ˶˟˩ ˧˸˶˟˧ˡ ˸˪˧˥˸˟ ˶ˬ˞ˬˢ Φ 

˸ˣ˪ˣ˰˲ˢ ˸ˣ˪˟˵ˬ ˢˬ˩ ˫˧˶˦ˬ˶˲ Σ˫˩ˣ˸ˬˣ ˫ˠ format string ˢˬˣˡ˟ ˪πprintf ˸˞ˣ ˫˧˶˦ˬ˶˲ˢ ˫˧ˬ˧˞˸ˬˢ 

˱˧˯ˣˢ˪ ˦˪˲˪: 

 

˪ˡ˟ˢˢ ˭˧˟ н ˸ˣ˞˯˶ˠˢ ˦ˣ˷˲ ˡˣ˞ˬΥ 

¶ DbgPrint Υ˥˪ˣ˷ ˸˞ ˦˪˲ˢ ˵˶ ˫˞ ˫˧˞ˮ˸ ˫˧ˬ˧ˣ˯ˬ ˫˧ˬ˧˧˵ ˸˩˶˰ˬ˟ Σ˫˞ ˧˞ˮ˸ ˡ˥˞ x˞ ˶˸ˣ˧ ˞˪ ˫˧˧˵˸ˬ 

ˤ˞ ˦˪˲ˢ ˞˪ ˥˪˷˧Φ   

¶ DbgPrintEx Υ˥˪ˣ˷ ˸˞ ˦˪˲ˢ ˧˲˪ ˫˧˞ˮ˸ˢ ˞˶ˣ˵ˢ˷ ˵˲˧˯ ˢ˪ˣ˰˲˪ ˫˧ˮ˧˧˴ˬ˷ ˫˧˞ˮ˸ ˫˧ˮˣ˷ ˫˧˩˧˶˴˷ 

˫˧˧˵˸ˢ˪ ˶ˣ˟˰ ˸˥˧˪˷ ˦˪˲ Φ˪˭˩ ˣ˲˯ˣˮ ˢ˲ н ˫˧˶˦ˬ˶˲ Υˠˣ˯ ˵˪˥ˢ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ˞˶˵˷ ˢ˪ˣ˰˲˪ 

ˢˬ˩ˣ ˸˥˧˪˷ ˦˪˲ˢ ˫˧ˣ˯ˬˢ ˸˧˦˧˶˵ ˸ˣ˪˧˰˲˪ ˸˩˶˰ˬˢ. 

  



 
 

Windows Kernel Manual -  ' 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 165, ˶˟ˬ˦˲˯ нлнп  по 
 

DbgPrintΥ 

 

DbgPrintExΥ 
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Bcrypt libraryΥ 

ˤ˞ ˸ˣ˶ˬ˪ ˢ˧˧˶˲˯ˢ˷ bcrypt ˞˧ˢ ˢˬ˴˰˟ ˢ˴ˣ˟˵ ˪˷ ˸ˣ˪ˣ˰˲ ˫˰ ˫ˡ˵ˬ ϦBcrypt ΣϦ˧˸˧˴˶ ˸˸˪ ˢ˪ ˯˥˧ 

ˡ˥ˣ˧ˬ ˧˩ ˞˧ˢ ˢ˪˧˩ˬ x˲˸ˣ˧˪ˮˣ˧˴˵ˮ ˢ˟ˣ˷˥ ˢ˩ˣ˸˟ ˸˶˷˲˞ˬˢ ˷ˣˬ˧˷ ˢ˧˲˶ˠˣ˦˲˧˶˵˟ ˪˩ˬ ˢ˧ˠˣ˯ ˨ˣ˸˟ 

˫˧˟˧˩˶ ˫˧˧˪ˮ˶˵ Φˢ˧˧˶˲˯ˢ ˸ˬ˞˸ˣˬ ˸ˣˮ˩˸˪ ˟πC x˞ C ҌҌˢ˧ˢ˸ˣ ˢˮˣ˷ ˢˬ˷˟ ˶ˣ˟˰ ˸ˣˮ˩˸ ˟πusermode 

(bcrypt.lib) x˞ ˟πkernelmode (cng.lib)Φ 

ˢ˧˧˶˲˯ˢ ˪˩ˣ sπAPIs ˞˧ˢ˷ ˸˵˲˯ˬ ˫˧ˡ˰ˣ˸ˬ ˢ˶ˣ˴˟ ˢ˪ˣ˰ˬ ˢ˧˧˶˲˯ˢˣ ˶˷˲˞ˬ ˸˰˴˟˪ ˸ˣ˪ˣ˰˲ 

˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˣˬ˩ ˷ˣˬ˧˷ ˫˧ˬ˸˧˶ˣˠ˪˞˟ ˫˧˧˶˦ˬ˧˯ x˞ ˫˧˧˶˦ˬ˧˯˞ ˣ˪˧˲˞ˣ hashing ˪˩ˬ ˫˧ˠˣ˯ˢ ˣ˪˷ Φ˨˧˪ˢ˸ 

ˢˡˣ˟˰ˢ ˫˰ bcrypt ˢ˞˶ˮ ˨˩ ύ˸ˣ˥˲˪ ˶ˣ˟˰ ˰ˣ˴˧˟ hashing Σ˰˧˲ˣˬ ˫ˠ ˦˵˧ˣ˶˲˟ sπMinifilter ˧˸˶˞˧˸˷ 

˫ˡ˵ˣˬ ˶˸ˣ˧Υό 

мό BcryptOpenAlgorithmProvider Υˢ˪ˣ˰˲ˢ ˸˞ˤˢ ˶˴ˣ˧ ˸ˣˮ˪ ˦˵˧˧˟ˣ˞ provider ˶ˣˤ˰˧˷ ˰˴˟˪ ˸˞ 

ˢ˪ˣ˰˲ˢ ˸˧˲˶ˠˣ˦˲˧˶˵ˢ ˢ˷ˣ˶ˡˢ ˪˰ ˫˧ˮˣ˸ˮ Φˢ˪ˣ˰˲˟ ˵˲˯ˮ ˭˧˟ ˶˸˧ˢ ˰˧˟˴ˬ ˦˵˧˧˟ˣ˞˪ sπprovider 

˸ˤˣ˶˥ˬˣ ˸˶˞˸ˬˢ ˸˞ ˠˣ˯ ˫˸˧˶ˣˠ˪˞ˢ x˟ ˢ˴˶ˮ ˷ˬ˸˷ˢ˪: 
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нό ˢ˧˴˵ˣ˪˞ ˪˷ ˵˧˲˯ˬ ˭ˣ˶˩˧ˤ ˶ˣ˟˰ sπhashing object Φˢˤ ˦˵˧˧˟ˣ˞ ˧ˮ˷ ˨˶˦˴ˮ˷ ˷ˬ˸˷ˢ˪ x˟ ˶ˣ˟˰ ˰ˣ˴˧˟ 

hashing Σ˶ˣ˟˰ˣ ˢ˶˦ˬˢ ˷˧ ˣˮ˪ ˸ˣ˶˷˲˞ ˠ˧˷ˢ˪ ˸˞ ˨˶ˣ˞ˢ ˷ˣ˶ˡˢ ˦˵˧˧˟ˣ˞˪ ˸˶ˤ˰˟ ˢ˪ˣ˰˲ˢ 

BcryptGetProperty ˸˪˟˵ˬ˷ ˸˞ ˪ˠˡˢ BCRYPT_OBJECT_LENGTH ˢ˶˧ˤ˥ˬˣ ˸˞ ˪ˡˣˠˢ: 

 

˪ˠˡˢ ˯ˮ˩ˮ ˶˦ˬ˶˲˪ ˧ˮ˷ˢ ˢ˪ˣ˰˲˟ Σˢˣπprovider ˯ˮ˩ˮ ˶˦ˬ˶˲˟ ˭ˣ˷˞˶ˢ Φˢ˪ˣ˰˲ˢ ˶˧ˤ˥˸ ˸˞ ˪ˡˣˠˢ ˰˧˟˴ˬ˪ 

˪˷ sπresultΥ 
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оό BcryptCreateHash Υˢ˪ˣ˰˲ˢ ˣˤˢ ˶ˣ˴˧˸ ˣˮ˪ ˸˞ sπhashing object ˣ˟˷ ˷ˬ˸˷ˮ ˢ˪ˣ˰˲˪ Φ˵˲˯ˮ 

ˢ˪ˣ˰˲˪ ˸˞ sπhash provider Σ˰˧˟˴ˬ ˪˭ˣ˶˩˧ˤ ˢ˴˵ˣˬˢ ˶ˣ˟˰ ˦˵˧˧˟ˣ˞ˢ ˢˮ˸˷ˬˣ ˯ˣ˲˧˦ˬ 

BCRYPT_HASH_HANDLE ˣ˸˧˞˷ ˸ˬ˞˟ ˰˴˟ˮ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˷ˣ˶ˡˢ Φˢ˪ˣ˰˲ˢ ˫˧˶˦ˬ˶˲ˢˣ ˢ˪˷ 

˫˧˞˶ˮ ˨˩ ˬ˧˷˟˷ˣ ˣˮ˪˷Υ 

 

пό ˟˪˷ ˸ˣ˷˶Υ ˸˞˴˵ˢ ˭ˣ˶˩˧ˤ ˶ˣ˟˰ ˸˞˴ˣ˸ sπhash Φ˪˪ˠ˟ ˢ˶˵ˬ˟˷ ˢˤ ˭˸˧ˮ ˸ˣ˲˴˪ ˢˬ ˢ˧ˢ˧ ˨˶ˣ˞ 

ˢ˞˴ˣ˸ˢ ˭˸˧ˮ ˸ˣ˴˵ˢ˪ ˨˶˰ˬ ˧˦˦˯ ˶ˣ˟˰ ˢ˞˴ˣ˸ˢ Σ˨˞ ˫˞ ˪˩˟ ˢ˶˵ˬ ˷˧ ˨˶ˣ˴ ˢ˞˴˵ˢ˪ ˸˧ˬ˞ˮ˧ˡ ˭˸˧ˮ 

ˠ˧˷ˢ˪ ˸˞ ˨˶ˣ˞ˢ ˫˰ sπAPI ˟˪˷ˬ н ˵˶ ˫˰ ˪ˠˡˢ BCRYPT_HASH_LENGTH 

рό ˰ˣ˴˧˟ ˸˪ˣ˰˲ sπhashing ˸˶ˤ˰˟ BcryptHashData ˫ˣ˧˯ˣ ˧˵ˮ ˪˷ ˪˩ ˨˧˪ˢ˸ˢ ˫˰ ˢ˪ˣ˰˲ˢ 

BcryptFinishHashΥ 

 

  


