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Desktop Development with C++1 % ™ « i Js s X x

Installing — Visual Studia Enterprise 2022 X
Workloads  Individual components  Language packs  Installation locations
# Python development Nodejs development Installation details
Editing, debugging, interactive development and source Build scalable network applications using Node s, an i
control for Python. asynchronous event-driven JavaScript runtime. ~ Desktop development with C++ #
v Included

¥ o+ care desktop features
Desktop & Mobile (5) ~ @]
MSVC v143 - VS 2022 C++ x64/x86 build t...

@ Mobile development with NET (21~ NET desktop development Windows 10 SDK (10.0.19041.0)
Build crass-platform applications for 03, Android or Build WPF, Windaws Forms, and cansole applications Just-In-Time debugger
Windows using Xamarin. using C#, Visual Basic, and F# with .NET and NET Frame...

Co+ profiling tools

Co+ CMake tools for Windows

C+ ATL for latest v143 build tools (xB6 &.
Test Adapter for Boost.Test

Test Adapter for Goegle Test

Live Share

IntelliCade

C++ AddressSanitizer

Desktop development with C+~ Universal Windows Platform development
Build modern C++ apps for Windows using taols of your Create applications for the Universal Windows Platform
choice, including MSVC, Clang, CMake, or MSBuild. H with C2, VE, or optionally C++.

IntelliTrace

MSVC v143 - V5 2022 C++ ARM64 build t...
C++ MFC for latest v143 build tools (x86...
C++/CLI support for w143 build tools (Late...

C++ Modules for v142 build tools (x64/x8...

+D Mobile development with C++
Build crass-platform applications for i05, Android or
Windows using C++.

O E@AEn

Location

C:\Program Files\Microsoft Visual Studic\2022\Enterprise

By continuing, you agree to the license for the Visual Studio edition you selected. We also offer the ability to download other software with Visual Total space required 637 GB
Studlio. This software is licensed separately, as set out in the 3rd Party Notices or in its accompanying license. By continuing, you also agree to those

licenses. Install while downloading = Install
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Modifying — Visual Studio Community 2022 — 17.97

Workloads  Individual components  Language packs  Installation locations
[1ates{ x]
NET

.NET SDK

Compilers, build tools, and runtimes

SDKs,

Location

C++ 2022 Redistributable Update

C++/CLI support for v143 build tools (Latest)

MSVC v143 - VS 2022 C++ ARM build tools (Latest)

MSVC v143 - VS 2022 C++ ARM Spectre-mitigated libs (Latest)

MSVC v143 - VS 2022 C++ ARM64/ARMB4EC build tools (Latest)

MSVC v143 - VS 2022 C++ ARM64/ARMB4EC Spectre-mitigated libs (Latest)
MSVC v143 - VS 2022 C++ x64/x86 build tools (Latest)

MSVC v143 - VS 2022 C++ x64/x86 Spectre-mitigated libs (Latest)

Python 3 64-bit (3.9.13) (out of support)

libraries, and frameworks

C++ ATL for latest v143 build tools (ARM)

C++ ATL for latest v143 build tools (ARM64/ARMB4EC)

C++ ATL for latest v143 build tools (x86 & x64)

C++ ATL for latest v143 build tools with Spectre Mitigations (ARM)

C++ ATL for latest v143 build tools with Spectre Mitigations (ARM64/ARMG4EC)
C++ ATL for latest v143 build tools with Spectre Mitigations (x86 & x64)

C++ MFC for latest v143 build tools (ARM)

C++ MFC for latest v143 build tools (ARM64/ARMB4EC)

C++ MFC for latest v143 build tools (x86 & x64)

C++ MFC for latest v143 build tools with Spectre Mitigations (ARM)

C++ MFC for latest v143 build tools with Spectre Mitigations (ARM64/ARMG4EC)
C++ MFC for latest v143 build tools with Spectre Mitigations (x86 & x64)

C\Program Files\Microsoft Visual Studio\2022\Community

By continuing, you agree to the license for the Visual Studio edition you selected. We also offer the ability to download other software with Visual

Studio. This software is licensed

licenses.

as set out in the 3rd Party Notices or in its

g license. By continuing, you also agree to those

X

Installation details

* Visual Studio core editor

» Desktop development with C++
* Individual components

~ Extensions
Windows Driver Kit

Remove out-of-support components

Total space required 0 B

Install while downloading ~ Close
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O
Create a new project

Search for templates (Alt+5)

Clear all

Recent project templates [+ <] Windows

Driver

" Empty Static Library for Drivers (Universal)
B Console App An empty project for creating a static driver library for a universal driver

C++ Windows Driver
’A Kernel Mode Driver, Empty (KMDF) -

WinUSB Application (Universal)

°1 Kernel Mode Driver (KMDF) Universal application skeleton for accessing a USB device

C++ Windows Driver

Kernel Mode Driver, USB (KMDF)

A USB device project using the Kernel-Mode Driver Framework (KMDF). Builds
Universal drivers by default.

C++ Windows Driver
Filter Driver: NDIS
A project for NDIS filter drivers. Builds Universal drivers by default.

C++ Windows Driver

User Mode Driver, USB (UMDF V2)

A USB device project using the User-Mode Driver Framework v2 (UMDF2). Builds
Universal drivers by default.

C++ Windows Driver

Driver Install Package
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Callback

Device

Driver

DriverStores

G- FileSystem
GLOBAL??

| Kaspersky
Kif
KemelObjects
KnownDlls
KnownDlIs32
NLS
RPC Control
Security
Sessions
0

1

BNOLINKS
UMDFCommunicationPorts
Windows

\ObjectTypes

Neme
File

& CrossVmMutant
@ Partition

@ ActivationObject
@ Semaphore
@ PsSiloContextNonPaged
@ EtwConsumer
@ Composition
@ CoverageSampler
@ EtwSessionDemuxEntry
@ CoreMessaging
@k
@ SymbolicLink
@ FilterConnectionPort
Dkey
@ KeyedEvent
@ Callback
@ WaitCompletionPacket
@ UserApcReserve

Job

@ DxgkDisplayManagerObject

@ Controller

@ loCompletionReserve
@ Device

@ Directory

@ Section

@ TmEn

@ Thread

@ DxgkCompositionObject
D Type

@ FilterCommunicationPort
@ PowerRequest

@ TmRm

@ DxgkSharedKeyedMutexObject

@ DxgkCurrentDxgThreadObject

@ DxgkSharedSwapChainObject
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< d&fmote kerneldebuggingt + 1 ~ 1 _ v IsYGY
I x 4 ss_ s"C $x "4 débuggingt 4 1 LT L .S

/dbgsettings NET HOSTIP:{ip_address_of _host_machine} PORT:

{debugging_port on_target machine} KEY:{debugging_key}

1
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1< o xixls, | siPr

v o~

bxi?ps, ssox’ .gortit ., .2 ~ S5 XxHhl 8 .bhG s, °

-~ ¥ X" debuggingt 1
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NET  usB

Port Number

Key

Kernel Debugging ? X

Kemel debugging over the network
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File Ed

| &

Dek Wind Hel
) i E

S RECE SR R R O  Bem e o - e e e S

d using the -y <symbol path> argument when starting the debugger. * ~
using .sympath and .sympath+ .
AR AR AR AR AR AR AR RA SR AR R AT AR AR T AR R AN R AT A R AR AT AR SRR AR TR AT AT ANS
*+* ERROR: Symbol file not be found. Defaulted to export symbels for atkrnlmp.exe -
(Windowa & Kernel Veral 40 MP (1 proca) Free xé&4
JBuilt by: 10240.17071.amdé4fre.thl.160802~18S
[Machine Name:
Kernel base = 35609000 PaloadedModulelist = Oxff£££803°3592e070
System Uptime: 0 day: :0i 0.142
KDTARGET: Refreshing KD connection
Break inatruct - code 80000003 (first chance)
.................... hebborberbsbesinbbniis
g .
* You are seeing thi ssage because you pressed either ¢
. CIRL+C cnsole kernel debugger) or, .
In CTRL+BREAK ( GUI kernel debugger), g
d on your debugger machine's keyboard. o
hd THIS IS NOT A BUG OR A SYSTEM CRASH i
* If you did not intend to break into the debugger, press the "g" key, then * v
< >
B kd)[
Ln0, Col0 SysO:KdSrv:S Proc 000:0 Thrd 003:0 ASM VR APS  NUM
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1o 7o 14 sl x

L L-x~11 ® WtReadFile function (Wdm.hh: X {ss. x X «

X L. MSDIN_

XIS v, "X

. XTSX XL % s X " L, sx s Eix, | X X Xs . X . X
LIRS Poraox e Texs &xa bow X x XS 44 X headert v - -
Y X4 sy x|
<« C O B &2 hitps//learn.microsoft.com/en-us/windows/win32/devnotes/ntreadfile B
@ Getting Started €3 (227) Juice WRLD - Wa... [ Service B [MS-ERREF): NTSTATU...
Y8 Filter by titl ‘ + / Win32 / Desktop Technologies / Developer Notes / ® 7
INULUETYDSYTTITDUNCLITIKVUUJECL A
Ll L]
NtReadFile function
RtllsNameLegalDOS8Dot3
Article » 01/06/2021 « 6 contributors & Feedback

Game Bar Presence Writer

> IME Share

> Graphics Low-Level Client Support

> Miscellaneous Low-Level Client
Support

> Miscellaneous Virtualization APIs

> MSHTML

> Installation

> iSCSI Target Pass-Through

> Java VM

E! Download PDF

In this article

Syntax
Parameters
Return value

Remarks

Show 2 more

Reads data from an open file.

This function is the user-mode equivalent to the ZwReadFile function
documented in the Windows Driver Kit (WDK).
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@ CFF Explorer Vil - [KMDF

& CFF Explorer Vil - [notepad.exe]

i ings
File Settings File Settings ?

o H @ KMDFariver.sys e

iew R —

B — Froperty Malue Property Value
I ile Name S | FileName | C:Windows\notepad.exe

(5 Nt Headers File Type Portable Executable 64 File Type Partable Executable 64
4o Féncks File Info No match found. = - =
2 Optional Header File Info. Microsoft Visual C++ 80
(3] Deta Drectores b} File Size 63.00KB (64512 bytes) =
File Si 196.00 KB (200704 bytes)
. g mmmke:: u PE Size 63.00 KB (64512 bytes) ,:5: 19600 Ks'izm‘ma !msi
[— D) Exception Drectory [Condia) Thiireday 23 My 20041421 31 Created Wednesday 15 May 2024, 08.39.27
{— (3 Relocaton Diectory = —
{— (£ Debug Directory Modified Thursday 23 May 2024, 14.21.31 Modified Wednesday 15 May 2024, 08.39.27
[— 9, Address Converter Accessed Monday 29 July 2024, 11.57.27 = e MioHGay 29 0k 2008 TS5
[— (% Dependency Walker MD5 3990C4ADS902DFT7SFD2FBCIOECEC323 e .
[— 9 Hex Edtor MD5 BD33AATI2FATSCSATOFO4636086TT4E
[— 9 identifier E73371163004BAA1CBBFSAAFDF23F68A2491844C ST e e
- ghwn Adder
f— 4, Guick
{— 9, Rebuslder [t Property Value
L % Resource Editor No additional info available [ % Rt CmRRTE Wiidesf Cicration
'— % Resource Edtor FileDescription Notepad

FileVersion 10.0.19041.4355 (WinBuild.160101.0800)

InternalName

Notepad

LegalCopyright © Microsoft Corporation. Al rights reserved.

OriginalFilename INOTEPAD.EXE
Microsoft® Windows® Operating System

ProductName

Portablebhd « ¥ ¢ 411 83 « M7, 0 x4 4 x %8 [{Xsx ] Csfoc T 4T ]

1 I * 1 pBvidert ~ 1 1 Dyivent | * X « xx % { 7% 5 {174 1{{"sx Eégcutable 64

Driverx s .fd1 trusted third-party vendorx <  x = X4 4 § & v Tv XS ¢ Privert _~ 1 s

<« L 1TWindows: * | »x " %+ 1 _ provider” 4 ¢ p ¥ X Xy % X8 o H™X ] x {

"xDSE L ¥t ¥l.. o X e A8 € Drivenr T X x 5. 14 - providem -~ X |«
F Driver: « 1 KXl testsigne s € X 1 X 1 a4 X unsignedDriversy

> v o~ Aro

Ymport Directory
FSso_ox Tk x ) Isfpid e o BER - xS 1 x € X ${mipdrt Directoryt ~ X ¢«

s 7 X4 X Z:v-| T Isx"" [sX X p X X ¥ L Xy sss XX L ox X :|s-|J|_-|:,,1"| ]sx”" |sx I s

dA7

Tt s « s 1 1% JOnotepad.exed ~» s 7 [ X {6 x 1 Xisx o 5 | (870, x ¢ { X

a

r s % _ xkernelmodegt | ~ Briveny * X « Xixx{ X I X (XX 9 < L uSermode

A >~ ~ ~ A

¥ Xoss T x sl x5 sl ox (T { KL%

~ v

= CFF Explorer Vil - [natepadiexe]
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Drivent _~

T4 TexAlll T ox x vy xo o x X {nbtepad.exe X 01 " ~0ntdskrnl.exar ¢ X L X o X 4 A

a ~

Drivent _. . YWindowsAP#t - x o ¥ Js _ Y 1% 4 -uset32.dit kernel32.dll- - {1 s

s X J o x . X x4 ", ks lX

~ ~ v ~ v v ~ v

x:vxvl_sx,,w Ay 4 Xys” ,,la L. 88" J.xx:s

x 4, x *4x Drivemt 1 | 14, % 4w 1 ¥ XXX notepad.exet Windows APft
Oriver: "x ]2 X X x {1 4§49 X x 5545, xS
X L x,_Aw: S S X « XX *JI S ”xx~>,_,_s><~q 11 :x)-|><>f AR | ~=|_: -|<”v~>£ 1T X s

¥ernel32.dls 1 ~ notepad.exe L 1 1sd® 4 | x> x

~

' CFF Explorer VIl - [notepad.exe] .
File Settings 7
B ' notepad.exe
-
Module Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs (IAT)
B [T File: notepad.exe
3 0002CBF8 N/A 0002BACS 0002BACC 0002BADO 0002BAD4 0002BADS
— (&) Dos Header
[Z) Nt Headers szAnsi (nFunctions)  Dword Dword Dword Dword Dword
ﬁ He ooy KERNEL32.dll 22 0002D3E0 00000000 00000000 0002E1F8 00026888
|2) Optional Header
1) Data Directories [x] GDI32.dll 22 0002D328 00000000 00000000 0002E34A 00026800
— =] Section Headers [x]
USER32.dll 69 00020678 00000000 00000000 0D02E7DA 00026B50
— (2 Resource Directory api-ms-win-crt-stri... '3 0002DBBO 00000000 00000000 0002E842 00027088
[ ©)Exception Directory api-ms-win-crt-run... 4 0002DB88 00000000 00000000 0002E864 00027060
[ I(2) Relocation Directory
L & Debug Directory api-ms-win-crt-priv... 35 0002DA6S 00000000 00000000 0D02EB1E 00026F40
—{\,,M&es Converter >
Y ) Walker OFTs FTs (IAT) Hint Name
Fad
-—-{\,He: Editor
— @, Identifier =
_— + Add Qword Qword Word szAnsi
— g,,&lck Disassembler 00D000000002DEEE | OODOOOODODO2DEEE | 0340 GlobalFree
— 4, Rebuilder
- iﬁr“ Editor 000000000002DEFC | 0D0D0D0D0002DEFC | 026E GetlLocalelnfoW
000000000002DFOE | 000000000002DFOE | 00CE CreateFileW
000000000002DF1C | 000000000002DF1C | 047A ReadFile
000000000002DF28 | 000000000002DF28 | 01BB GetACP
000000000002DF32 | 0OD0DDODOD02DF32 | 03F5 MulDiv
. . . . . . = ”
F 11« 4 X ’handle: ~ - CréateFileW - 1x  WihdowsAPI: x  x_ x> 1 x 7%, 5
, x Xy " . . .
s« LMSDNt _ x _ 41 % { x4 _© _4x x_:k . xReadFiletr 1 + * L
y - , . cox ~
x " lusérmode: x| X X x s, x s WIN32 AP x IXx ko X xo xS
. ” % . . X n x N ”
P oA e Toase X esTy xox iV HuX p X7 xd X v s dugermodet fox T 1 x Doy

SP 4 o~ st
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etting Started (@ uice LD - Wa... ervice mo el : TATU...
Getting St B (227) Juice WRLD - W: Service [ [MS-ERREF]: NTSTATU.

ReadFileScatter function

RemoveDirectoryA function

SetFileApisTOANSI function
SetFileApisTOOEM function

SetFileAttributesA function v
El Download PDF

=g | Learn Discover v Product documentation v Development languages v Topics v
Windows App Development  Explore v Development v Platforms v+ Troubleshooting ~ Resources v
Né Filter by title ‘ =/ Win32 / API / Data Access and Storage / Fileapi.h / @ 7
LUETYDOSUEVILEVY Tuncuorn ~
L] L] L] L]
ReadFie function ReadFile function (fileapi.h)
L]
ReadFileEx function
Article « 09/27/2022 & Feedback

In this article
RemoveDirectoryW function
SetEndOfFile function Syntax
Parameters

Return value

Remarks

Show 2 more

Reads data

x "X xg x4 X< rivent © "

1 *ntoskrnl.exet

Xoo XX X %y

[ I 1

A A> v~

. . . ” . =
P4~ 144 x _ _ xkernelmodet | x -~ ¥ _ « :notepad.exef x " 4 < ¥ pox T 4st x o 1.
H ”
YWindowskerneb® L+ 4 " X _
& CFF Explorer VIII - [KMDFdriver.sys] ™ a X
File Settings ?
150 E @ KMDFdriver.sys e
I -

Module Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs (IAT)

B [# File: KMDFdriver.sys

= 0000F96A N/A ©000F400 0000F404 0000F408 0000F40C 0000F410

1) Dos Header
(2] Nt Headers (nFunctions)  Dword Dword Dword Dword
3] File Header T - ey R i e
2] Optional Header £ )= 2028 00000000 00000000 - 0000F000
|Z) Data Directories [x]
“Sedion Headers [x]
OFTs FTs (IAT) Hint Name
Qword Qword Word szAnsi
00000000000121D2 | 00000000000121D2 | 00C2 ExAllocatePoolWithTag
00000000000121EA | 00000000000121EA | OOEF ExFreePoolWithTag
00000000000121FE 00000000000121FE | 0B29 Zw(CreateFile
000000000001220E | 0DODOD000001220E | 079D PslnitialSystemProcess
0000000000012228 | 0000000000012228 0744 PsCreateSystemThread
12240 2240 0BID ZwClose
o= idnat;

1" Anbhr M.be | 4
LZWit

a

sowe X XK ] B X L XX YR

L w XSS IR s X s s o %<

_ptefix: x « % 0 3HA

1wt s s ]~ prefixes
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Ntrg -« »sY” x "3 Drivert S ~ 4 X« A ¥ B sl 8 40 +™11_ »
X v dd P, X 2E xS ] XX Toe T s e 84 ] piexIsxox
SNSUX IS 7w e L N Y
« C O 8 ==+ earn.microsoft.com/en-us/windows-hardware/drivers/kernel/using-nt-and-zw-versions-of-the-native-system-services-routines
@ Getting Started @D (227) Juice WRLD - Wa... [ Service B [MS-ERREF): NTSTATU..
With a few exceptions, each native system services routine has two slightly
N Filter by title different versions that have similar names but different prefixes. For example,
. calls to NtCreateFile and ZwCreateFile perform similar operations and are, in
Frogranmimng iecimyues ~
. X fact, serviced by the same kernel-mode system routine. For system calls from
Using Nt and Zw Versions of the
. X . user mode, the Nt and Zw versions of a routine behave identically. For calls from
Native System Services Routines ) ) ) . )
a kernel-mode driver, the Nt and Zw versions of a routine differ in how they
PreviousMode i
handle the parameter values that the caller passes to the routine.
Libraries and Headers
What Does the Zw Prefix Mean? A kernel-mode driver calls the Zw version of a native system services routine to
%5 3 g inform the routine that the parameters come from a trusted, kernel-mode
Specifying Access Rights —
source. In this case, the routine assumes that it can safely use the parameters
NtXxx Routines T, - 7 2 2
without first validating them. However, if the parameters might be from either a
> Synchronization user-mode source or a kernel-mode source, the driver instead calls the Nt
i i version of the routine, which determines, based on the history of the callin
> Using Common Log File System f th t hich det based on the history of the calling
> Kernel Transaction Manager thread, whether the parameters originated in user mode or kernel mode. For
> Dynamic Hardware Partitioning more information about how the routine distinguishes user-mode parameters
Techniques from kernel-mode parameters, see PreviousMode.
Optional Header
x dlx %1 ) 1 $ X s xoptional headert L p ¥ X Xq TidSwadsd AT L
1 siB 1% x$ 1finkemt 4 Lo~ X% DeBctionst ¢ X X xluxxgss {7 g (7
S‘,,SP_<":X|4’,,Z\X""-|T8§|”LNLNYZXX" 15X {4%$ x EL’iSL‘\"L,,X-] P
S S E , XI XX, X JxxI K< X 4 x7”
< > N
w CFF Explorer VIl - [notepad.exe] = a X
File Settings ?
iy B @ notepad.exe
Y -
Member Offset Size Value Meaning
D_Eg«::;:;-exe AddressOfEntryPoint 00000128 Dword 000238C0 text
1Z) Nt Headers BaseOfCode 0000012C Dword 00001000
_Eﬁﬂ{“ﬁ‘_’“ — ImageBase 00000130 Qword 0000000140000000
* T (3 Data Directories SectionAlignment 00000138 Dword 00001000
— gm&mﬂ:’ & FileAlignment 0000013C Dword 00000200
— (£ Resource Directory MajorOperatingSystemVers... | 00000140 Word 000A
I g:’:w::" D[i)‘r_er::'y MinorQOperatingSystemVers...| 00000142 Word 0000
— location ory
|— [ Debug Directory MajorlmageVersion 00000144 Word 000A
= 3”‘*&““ w Minorimag 00000146 | Word 0000
— ‘Q,Hu Editor MajorSubsystemVersion 00000148 Word 000A
[ %'deﬂiﬁer MinorSubsystemVersion 0000014A Word 0000
e ‘ﬁ«&lck Di Win32VersionValue 0000014C Dword 00000000
— ‘%WI@ SizeOflmage 00000150 Dword 00038000
_ Feor SizeOfHeaders 00000154 Dword 00000400
CheckSum 00000158 Dword 00040C20
Subsystem 0000015C Word 0002 Windows GUI
DlCharacteristics 000001SE | Word 160 [clickhere ]
SizeOfStackReserve 00000160 Qword 0000000000020000
SizeOfStackCommit 00000168 Qword 0000000000011000
SizeOfHeapReserve 00000170 Qword 0000000000100000
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fam==:
-

File Settings ?

w CFF Explorer VIl - [KMDFdriver.sys]

\;) B KMDFdriver.sys
L/ " =
Member Offset Size Value
.10l Fite- KMDFdiversvs AddressOfEntryPoint 00000108 Dword 00001730
— (& Dos Header
[Z] Nt Headers BaseOfCode 0000010C Dword 00001000
ImageBase 00000110 Qword 0000000140000000
(2] Data Directories [x] SectionAlignment 00000118 Dword 00001000
[ (3 Section Headers k] FileAlignment 0000011C Dword 00000200
— (O import Directory
— () Exception Directory MajorOperatingSystemVers... | 00000120 Word 000A
— (2 Relocation Directory MinorOperatingSystemVers...| 00000122 Word 0000
— D Debug Directory
— 4, Address C Majorl i 00000124 Word 000A
— ) Dependency Walker MinorimageVersion 00000126 Word 0000
— 2, Hex Editor
| % Identifier MajorSubsystemVersion 00000128 Word 000A
— %hpovt Adder MinorSubsystemVersion | 0000012A Word 0000
— “J, Quick Di:
| % Rebuilder Win32VersionValue 0000012C Dword 00000000
'— ), Resource Editor SizeOflmage 00000130 Dword 00014000
SizeOfHeaders 00000134 Dword 00000400
CheckSum 00000138 Dword D001ADAS
Subsystem 0000013C Word 0001
DlICharacteristics 0000013E Word 4160
SizeOfStackReserve 00000140 Qword 0000000000100000
SizeOfStackCommit 00000148 Qword 0000000000001000
SizeOfHeapReserve 00000150 Qword 0000000000100000

S HMUSE A A" Ad

7 - |

T B S

bl A, Driverst X 4 14 L seis

d XSS ] LT XY ST st X 8 s L Y

1%

IsT L S X 4 X f

" 9 AWlihdows GUH-

s¢ ] . sd |x . _ SybSystemyr s | . x
Y ”

X %

usermodet -

X % " 9 XY

~

'a'_led_')\ X ss |

X Is. 83 X

1 1+ 1's _dependencies
. ©~ Notepad.exe T
X o Lxs 4y, MEndows

_ 5~ Driver 1§

Windows: | ~ | *
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1742 ADrivery _s X 4 tilesx UMYX Dl X0 ] 8T ] xsiXs xxD MsX,s T v
x4 ¥ T i 'S¢ 4 . DrivestL 1! T¥47 §4 K8 ks ¥y X s D
e %X odswXs {aax X xXod s X Dax % TR XL, x X T x

sCs v 4%r 1. »+vp s+ 1 DitalWhispert + 1 _ | 4 = *PFs A . s

S . TR
H «o X

¥

~

Driver- * 4 “1kd * - 1

s X X s,% | P 4] Vigual Studitf S 7 JX Fi 4% . fxo dld xS

v~ ~

Tt + river. _r 1 "ex4 ¥1xx 14X 1 { "teémplatesr ¥X 7 « WPKE +  Dxivent 1 x - 1 1
KernelModeDrively = *x s, 13 « 1 ¥ % x 18 { 4 «{ Driver. _S ~ « Mbual Studio
YernelMode Driver Emptyb* «

Create a new project

Search for templates (Alt+S)

Recent project templates Cr+ Windows Driver
B Console App Cs++ Windows Driver

WinUSB INF Driver Package

®3 Kernel Mode Driver, Empty (KMDF) Generates a .INF file in a driver package that can be used to load WinUSB on a USB
device

®3 Kernel Mode Driver (KMDF) Cs+ Windows Driver

Kernel Mode Driver (KMDF)

A basic project using the Kernel-Mode Driver Framework (KMDF). Builds Universal
drivers by default.

Cer Windows Driver

Kernel Mode Driver, Empty (KMDF)

An empty project using the Kernel-Mode Driver Framework (KMDF). Builds Universal
drivers by default.

(2 Windows Driver

User Mode Driver (UMDF V2)

A basic project using the User-Mode Driver Framework v2 (UMDF2). Builds Universal
drivers by default.

(o Windows Driver

User Mode Driver, Empty (UMDF V2)
An empty project using the Us Driver Framework v2 (UMDF2). Builds
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Technologic

example Property Pages

Configuration: | Active(Debug)

v Platform: | Active(x64) S

| 4 Configuration Properties

| ‘v General Properties

? X

Configuration Manager...

NS N B PR E NS RLES P2 S I P ol BT

i Output Directory S(SolutionDir)S(Platform)\S(ConfigurationName)\
Advanced Intermediate Directory S(Platform)\S(ConfigurationName)\
Debugg?ng ’ Target Name S(TargetName.Replace(' ',"))
VC++ Directories Configuration Type Driver
b C_/ Crs Windows SDK Version $(LatestTargetPlatformVersion)
et Platform Toolset WindowsKernelModeDriver10.0
b Driver Settings o TR
b Denves Irstalt C++ Language Standard Default (ISO C++14 Standard)
b Build Events C Language Standard Default (Legacy MSVC)
b Stamplinf
b Inf2Cat
b Driver Signing
b Wpp Tracing
P Message Compiler
b Counters Manifest Preproc
p Code Analysis
b ApiValidator
Output Directory
Path to where the compiled program will be placed. Can include environment variables.
< >
Cancel Apply
ShminiFilter Property Pages ? X
Configuration: | Active(Release) v Platform: | Active(x64) v Configuration Manager...
4 Configuration Properties A Enable String Pooling Yes (/GF) a
General Enable Minimal Rebuild No (/Gm-)
Advanced Enable C++ Exceptions No
Debugging : Smaller Type Check No
VC++ Directories Basic Runtime Checks Default
4-ClCe Runtime Library
Gen.era.l . Struct Member Alignment 8 Bytes (/Zp8)
Optinization Security Check Disable Security Check (/GS-)
Preprocessor c
ontrol Flow.Guard o &
Language Enable Function-Level Linking Yes (/Gy)
Precompiled Heade Enable Parallel Code Generation
Output Files Enable Enhanced Instruction Set Not Set
Browse Information, Floating Point Model Precise (/fp:precise)
External Includes Enable Floating Point Exceptions
Advanced Create Hotpatchable Image
All Options Enable Intel JCC Erratum Mitigation No
Command Line Enable EH Continuation Metadata
b Linker Enable Signed Returns
b Driver Settings | Swectre Mitiaation Enabled (/Qspectre) vl
b Driver Install Enable String Pooling
b Build Events v | | Enables the compiler to create a single read-only copy of identical strings in the program image and in
< > memory during execution, resulting in smaller programs, an optimization called string pooling. /01, /O...
Cancel Apply
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ShminiFilter Property Pages

Configuration: | Active(Release)

General A
Input
Manifest File
Debugging
System
Optimization
Embedded IDL
Windows Metadata
Advanced
All Options
Command Line

4 Driver Settings
General
Driver Model
Network Adapter Di
Mobile Broadband ,
SPB (Serial Peripher
USB Connector Mat
USB Role Switch Dri
USB Device Emulati
USB Type-C Port Cc
Wi-Fi Adapter Drive ,

< >

? X
v Platform: | Active(x64) v Configuration Manager...
Target OS Version Windows 10 or higher
Target Platform Universal

_NT_TARGET_VERSION
Build Package
Override default Runtime Library

Target OS Version
Target operating version that this driver will be built for.

F

N

~

XxssC s | XX 1

~

X LI

_ s~ I xIx 17 I'DriverEntry(} * common practice _ _

1L p s x % I DKvert L S 0 1T L X o XL

A >

riverEntry

ShminiFilter Property Pages ? X
Configuration: vActive(Release) v Platform: .Active(x64) v Configuration Manager...
4 Configuration Properties A Entry Point DriverEntry A
General No Entry Point No
Advanced Set Checksum Yes (/RELEASE)
DEbUQQ!"Q ) Base Address
VC++ Directories Randomized Base Address
b CA/CH' Fixed Base Address
- Llnkgr i Data Execution Prevention (DEP)
[nepr:;ra Turn Off Assembly Generation No
Manifest File Unlo.ad delay loaded DLL
. Nobind delay loaded DLL
Debugging I
System Import Library
Optimization Merge Sections _TEXT=text;_PAGE=PAGE
Embedded IDL Target Machine MachineX64 (/MACHINE:X64)
Windows Metadata Profile Yes (/PROFILE)
CLR Thead At
All Options CLR Image Type Default image type
Command Line Key File
> Driver Settings Key Container
b Driver Install ___Delay Sian %)
b Build Events ’fﬁrpgim
b Stamplnf v | | The /ENTRY option specifies an entry point function as the starting address for an .exe file or DLL.
< >
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T80 % 0 e A AT x4 s d 48 iy x LY {0 XWIPP tracing Inf2Cate x -~ @

Driver

ShminiFilter Property Pages

Configuration: | Active(Release)

General ~
Input
Manifest File
Debugging
System
Optimization
Embedded IDL
Windows Metadata
Advanced
All Options
Command Line

b Driver Settings

b Driver Install

b Build Events

P Stamplnf
General
Command Line

P Driver Signing

b Wpp Tracing

P Message Compiler

b Counters Manifest Preg

< >

~ Platform:

Run Infééat

Add PE Attribute
Add Drm
Verbose

No Catalog

Use Local Time

Windows Version List
Include Page Hashes

No
10_S(DDKPlatform)

vl Configuration Manager...

? X

| Run Inf2Cat

Run the Inf2Cat tool on any .inf, .inx, or .inv files in the project

-mr - V Cancel

Apply

ShminiFilter Property Pages

Configuration: | Active(Release)

Debugging ~
System
Optimization
Embedded IDL
Windows Metadata
Advanced
All Options
Command Line

Driver Settings

Driver Install

Build Events

Stamplnf

Inf2Cat
General

AT T T

Command Line
4 Driver Signing

General

Command Line

P Wpp Tracing

P Message Compiler

2 Platform: | Active(x64)

Run Wpp Tracing

Enable Minimal Rebuild

| Run Wbp Tracing

< Configuration Manager... ‘

? X

P Counters Manifest Prep
b Code Analysis v
< >
. Cancel Apply
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1. x 4% Aqs«,  xDrivent . s _ 4 :¥1x$ «7 4 4 ~ ¥ Driver Signind * :

testsign 14~ ¢ , « _cértificate authorityt © 1 _ - 4 + 184 _¥44¢! < X est sgning
Y ¢ % ¥ « TFile digest algorithm - ~ x X ¥ hadhing * 1 ~» x ¥ p x 7 X

ShminiFilter Property Pages ? X

Configuration: | Active(Release) v Platform: | Active(x64) v Configuration Manager...

System A Sign Mode Test Sign
Optimization Test Certificate

Embedded IDL Cross-Signing Certificate
Windows Metadata

Advanced
All Options
Command Line

Production Certificate

TimeStampServer Verisign
Disable Warnings No
Enable Diagnostic Verbosity No
Minimal Build For Production Signing No

File Digest Algorithm sha256

b Driver Settings
b Driver Install
b Build Events
P Stamplnf
4 Inf2Cat
General
Command Line
= Diversgnng |
General
Command Line
b Wpp Tracing
P Message Compiler
p Counters Manifest Preg
b Code Analysis Sign Mode
b ApiValidator v | | Specifies the mode used for signing

X LoSIOxsuxd YD A L X 41X " Drivent » X ¥ X & 8% x 4T s X x ]

A

1«4 x4 1x 13X * T - 4% xx <X JATE C A4S X XX RIXX X

1@ 4 X 459 " s Y xIsxx*{ss, (s§ _Fl . . Briver

a

. X o Ixxd I's],, S S 4 TP X X (XX G 05 LY xU"s a4

¥pragma warning(disable : warning_number) = ¢ _ 8§ 1 4G _ 34  FXLa ¥S{., s s

~ ~ v A

> "hooking.h"
"HookingGlobals.h"
yarning( le : 4996)

4302)
4311)
4127)
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DriverUnload® DriverEntryie - x L X

A >

x " Imain(f L x s . d **_: Dfivemt L s _ 1" I %+ {DriverEntry()1Z -~ « H : |
Y 4o ALY SO oSS s, Lax TS, T s
1. = s, Drivére © " 19 . BDRIVER_OBJECT *{§DRIVER_OBJECT 1 *
1T x _ OFverx * ¢ < o »5ox 7 xgJfivs 4 IDRIVER_OBJBCY 1 « 1 ¥4 % « x A
_ _ Drivert - x * x x73 x  Drivemt . __ * *xwIs’Divert . * ¥ vimage path
o v %X XX~ EP
L .+ 1 1servicer ¥ _ IRUNICODE_STRING | dDrivent ~ x % . X régistry keg

- X Remels & . < ysérvicat ¥ XL ! 1 1 lregistryt 1 - | Drivem+ Y- X . S

> ~

Par = o X Drivemt | * xowxie |, 2 @4 o4 "blott | 4 1 KX kiDfivent 1 4 41
Yegistryrf x ~ % " 1w+ L4 I Devem . | oo<Orivemu X 1 » XS

NTSTATUS Status = STATUS_SUCCESS;
* HelloMessage =

\n\n"

|
LS I O (A AR VAN Y
gitub\n"

Y

UNREFERENCED_PARAMETER(RegistryPath);
DbgPrintEx(e, @, "%s", HelloMessage);

<A > v oA

X ooX Ll A S B T XX T X BriverEntry(® - o0 x  x I x 7 xiox, L X Drivent T«

! X Frox oo s ox Axx s o osisep { ¥4 VT s 0 T L ] ¥ L XS L L.

a AT s

L1, Dvivert v ~» _ « iOX L AN L XX A XA WL AT cd L

Y I ® 4 of fox o ox
Windowst devicest | S * .4s: . ! X . s« Dfivert ~ x DEVICE_OBJECT 1 v

v

A >

x poxs i, L x4 o wHhe kdevicek S -1 5s 4 ¥l 1 delices | x

~ ~ A

TR X L X X xtMgger: * _ i ¥ . _x "t deVicet ~Y x DEivent 4 x % ox
x x b 1ixxy X XDrivemm X LS 4 v« AL AT X XX 0 1. 1 X3 1 Driver
x 4.sx__ devicat + _ PoCreateDevice® . X r  Ss ST b XS XA s

>A ~ A

\\Devicé\DeviceName
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file://Device/DeviceName
file://Device/DeviceName

i+« . Tdevicer .~ _ ~ A 92 « « 4w '+ ss Dhivent -~ X *symbolic link: ~ 1 &1

x4 @xx Jx {Dxferx ¢ xhandleY 1 | $ 4+ 1+  XDriverr | * » % <y

s 4sqQ Xx s, DEivent L s s % .« dur X $ 1L 4%y xx CreateFileA()

symbolic link- x xd Symboliclinkit s 1 s Drivers sx., « X x X s x 1 x s

v o~

symbolicit © « x4 " . « xdévicat + _* - L * «loCreateSymbolicLink{). x : », X

*01 4 14 Odevicetr + ¥~ *  X¢s__s{ gqymbolic linkk 1 ~ @ * ¥ x s sS4 L. Tink

\?A\DeviceNamd _ -~ * AVDosDevicedDeviceNamd _ ~» x  *

>

IRP- -~ X pos 4 {6 _x 3df< s ] x ssC. ., Bventt ) x Higpatch: x L ¥ X | {D~

v ~

x ¥¥1 4% 74 {1 Drivept S v 18¥4.. « X Drivemt Driveny + ~» * xs <1 30,

Amo~

Be <X L X i1 pscS

a

X « fitesystemDrivent - 1 1

l ’,X~X=“Jv>(‘: 'i:”’:‘“ x
s x 1 ~IRP_MJ CREATEX W 4l ]+ " _IRRE | x s*I _.]1>* Xx|RP. major code
~ X Drivert s _ 1 +sit x4 ~IRP_MJ _READ&ENdle: -~ 1 1 «.** Driverts _ 1+« * _

s X I H &« { .«

~ o

X 441w _<~PFnx i Jud_ 41F.4~- . _ {DRIVER OBJECTI x @ ¥ x X

~ >

s X714 x Drivent .~ x $ L x" {44% s Ix X | % $RP_MJ CREATE

~

1o NOLL X %X« x s

a ~ v

i~ _.Drivent _IRP major codé 1 1RRE * ~» « ‘& 4 x

~ v

x _dlxooox o pmDriverr 4 X2 X XL X o X S, X L gevicar » X X 1w XS

. AX S 1 1{Drivent _S L X | 1 4 _* % «{ .1s..% 4 + | ¥ XIRP_MJ _CREATE

X ey 4

1 x 74 ¥ « _DriverUnloadt - . x digpatcht - X . *< . TDtiverUnload . *+ * _ 41~
s 5 X _ % .4 PRIVER OBJECT

A~

w4, [ Tsxusx|Drident ¢ o~ 4 xS ]
Drivem + 1 » X' <4198 « X XX 1 L4, €7 ¢ 5 1« 4 4 % Ay ] 15X x  x@sx | |
Pl > 1« X wxi0ssp x  |gDeleteSymbolicLinkf) JoDeleteDevice(j _:1*x o ¥ , ¢ %

Drivem ~ * _ DRIVER_OBJECT x s

>

VOID DriverUnload(_In_ PD
UNREFERENCED_PARAMETER(
if (MinifilterHandle != NULL) {
FltUnregisterFilter(MinifilterHandle);
MinifilterHandle = NULL;

}
IoDeleteSymbolicLink(&SymbolicLink);

if (FilterDeviceObject != NULL) {
IoDeleteDevice(FilterDeviceObject);
FilterDeviceObject = NULL;

}

DatabaseCallbacks: :DeleteDatabase();
DbgPrintEx(@, ©, "Shminifilter general - DriverUnload() called\n");
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file://DosDevices/DeviceName

FEINTSTATUS DriverEntry(_In_ PDRIVER_OBJECT DriverObject, _In_ PUNICODE_STRING RegistryPath) {
NTSTATUS Status = STATUS_SUCCESS;
* HelloMessage =

\n"

\n"

- _ \n"

IEETEA AU\ LR AV B S O I R N O R A A S AU b
A\ V2 I O B U
) U B O VY I A\ VO B L AV, b
"Discord: bldysis#8868 GitHub: shaygitub\n"

UNREFERENCED_PARAMETER (RegistryPath);
DbgPrintEx(®, ©, "%s", HelloMessage);

Status = IoCreateDevice(DriverObject, @, &DeviceName, FILE_DEVICE_UNKNOWN,
FILE_DEVICE_SECURE_OPEN, FALSE, &FilterDeviceObject);

if (INT_SUCCESS(Status)) {
DbgPrintEx(@, B, "Shminifilter - IoCreateDevice() failed with status ex%x\n", Status);
return Status;

Status = IoCreateSymbolicLink(&SymboliclLink, &DeviceName);

if (INT_SUCCESS(Status)) {
DbgPrintEx(@, @, "Shminifilter - IoCreateSymbolicLink() failed with status ©x%x\n", Status);
IoDeleteDevice(FilterDeviceObject);
return Status;

}

Driver t->MajorFunction[IRP_MJ_CREATE] = IoctlCallbacks::CreateCloseCallback;
DriverObject->MajorFunction[IRP_MJ_CLOSE] = IoctlCallbacks::CreateCloseCallback;

Driver t->MajorFunction[IRP_MJ_DEVICE_CONTROL] = IoctlCallbacks::DeviceControlCallback;
DriverObject->DriverUnload = DriverUnload;

Status = FltRegisterFilter(DriverObject, &RegistrationInfo, &MinifilterHandle);
if (INT_SUCCESS(Status)) {
DbgPrintEx(@, ©, "Shminifilter - FltRegisterFilter() failed with status @x%x\n", Status);
IoDeleteSymbolicLink(&SymbolicLink);
IoDeleteDevice(FilterDeviceObject);
return Status;

"FilterCallbacks.h"
<ntddscsi.h>

UNICODE_STRING SymbolicLink = RTL_CONSTANT_STRING(L"\\DosDevices\\ShminiFilter");
UNICODE_STRING DeviceName = RTL_CONSTANT_STRING(L"\\Device\\ShminiFilter");
PDEVICE_OBJECT FilterDeviceObject = NULL;

PFLT_FILTER MinifilterHandle = NULL;
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www.DigitalWhisper.co.il




DispatchFunctions " *

YDRIVER_DISPATCH »* v § _ s X x4ss] {Dispatch function

_Function_class_(DRIVER_DISPATCH)
_IRQL_requires_max_(DISPATCH_LEVEL)
_IRQL_requires_same_

NTSTATUS
DRIVER_DISPATCH (
t _DEVICE_OBJECT *DeviceObject,
*Irp

def DRIVER_DISPATCH *PDRIVER.DISPATCH;

s .4 8] X 1" xIRRt ~ & x . DOrivent _ DEVICE_OBJECT «: L * «s 8x ,Y X |
S L X _ v x X x o x 4%s{;4 [{dispatch functioni :© ” H# 4 sl x : xs. I{ Y NTSTATUS
XxDox qpsyg Lo oK NMUbLS 494 ] X ssts o, X ox

IRP._MJ CISE x % S} X « _ ¥ixal .~ 200 ~ * Drivem IRRE : «» 1 X« 5 L X 5 §s

>

YRP_MJ_CREATE

S o XXX} aow X i

~ v

NTSTATUS IoctlCallbacks: :CreateCloseCallback(PDEVICE_OBJECT DeviceOb
PIRP Irp){
UNREFERENCED_PARAMETER (Devi ject);
PAGED_CODE();

Irp->IoStatus.Status = STATUS_SUCCESS;
Irp->IoStatus.Information =
IoCompleteRequest(Irp, IO_NO_INCREMENT);
return STATUS_SUCCESS;

S 48X 4. XX ox X s . fllesystemDriver- _ ¥ XDfivent 1 x £ 4 5 4 L x_ x s4

VN

v X, %] el e S« xDriverd «sX x hahdlest s - 1Y, ¥ . A

N

IRP_MJ_DEVICE_CONTROL ~ | (DeviceControl . x _ _ Drivert 1 . _ 4 xi xs. |
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Yilesystem deice stack

ex X ese A b Meddss 4 L IF_ <5 4 1 device treer 1 Windows: 1~ p | ¥
Ll , 1 ~ Treot devicay « 11 (s, % |13 | JUBB-, x x4 113 7 ixx ., 1
1 "pvss U Y xdBvice tre@t 1 X 5% xS, ] L, A4S W X4 _ N1 S X 1 4lx I xss
USB huiz . _devicat 1 ~ ! } | % x s o Xs s | L Yevicar s _ «~TXx LS v X .
DX IS R X S s ] SXp ] AXT X ITS ] X I X xS X s~

S s o Wi 4 8w X sasx D1 8 s {56 Xqsly{ s 57 X s X

(>} « X X (sq4XXxx [.,sC I s x

S X X v 4T X NI L XS, s X sasxi L XD JRBEOS |« XS 4L F )P

( Application \ r Application ] E
LWin32 Subsystem ) LWin32 Subsystem ) g

I/0 Manager

Filter Driver (1)

KERNEL

File System Driver

!
!
I
!

j—{ | —] |-

Filter Driver (2)
( Storage Device Driver HLogmal Volume)
https://www.researchgate.net/figure/WindowsdayeringmodelApplicationsissuesystemcallswhich-are-dispatchedby-the-I- : ~ * « _ ]

O fig2 220398232

X x e sts g4y d Xs, Lo X x L file explorer™ X MY L st X, X8 8 X n
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X« e river® x D10x«” ¢ mDriverd ¢ 7 1700 _fiitér managerr spio | ‘s ls.

> A v v

x gfilter Drivers™ 1 T2 1! X « As4iad £ 4 10 Ksy [X¥V oy X84 VXS

*xod o x A4/ M A8¥%. % 44 x4 «pn SIMinifilter Drivers» 1 «¢s_ %

x 1 .+l s L Minifilter Driver! 4 _ + st wdX_J4icd = 7 1@ 4 X €97 x4 Sl X«

X T R R S A v xs L AxT saesx b0 Tl H b X d s S e lfh o x X

FXow o X X 8T L 8T P X O X RED R ] CIxx e cixakog ], . s

~ ~~ ~

Pl odsdL . pssi - d L X

o A

® ntbs.sys * ¥x| .filesystenm 1 « ~ 1Dvivermt | 1 ¥ : « Yilter Drivesit 1 ~ 1 ~ @

. X 4 s ., Dyivent S -~ XSair 4 - 1t XS 0% s ¥ filedystemDriver
Ts¥ xS Ty Do ks T sy 44 S 40 4 s

A

S « X871 L v oa X WS L, O] ;,:t V,,Xx Qs]_-p(l_jj” xAxIL-|,s§_st ,XSH'P(XV(i)

O Y T e

S L X pde X AT X slsx XS]y B4

1 > X fitér manager® _- x 1 X . <« §81s, qX

Minifilter Driverd = "xJ&s vy x 1 X

x 40X x g gx X x Tixx o ox o x  XDrivers X 4 S Hudi. B« L4 1] IX £ river
YWinifilter Driver
Y {1 Briverfr 4 _duded v ¥30w 1 x _ 4~ % Minifilter Driverc 1 x <144 L s * X

s .t 4 NS s, L ¥ X L x FLT_OPERATION_REGISTRATIGN. -~ 1 évi
s "X 1 44 % x IRPs major fund@bn tabler s _ x Il X xs ¢s X @ 7
10 o8 oS a0 Ik XF, ¥ X, x FLT OPERATION_REGISTRATION

Y § « .FLT_OPERATION_REGISTRATON*.® & H « x _

t _FLT_OPERATION_REGISTRATION {

UCHAR MajorFunction;
TRATION_FLAGS Flags;
_CALLBACK PreOperation;
ATION_CALLBACK PostOperation;

PVOID Reservedl;

} FLT_OPERATION_REGISTRATION, *PFLT_OPERATION_REGISTRATION;
1d s < %Xs 4, %X ‘callback function | X - $TXUX T 4

dLx | xsqqX
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» T X8 Iss o ¢ x 1D,s@ X« callback function | X .k Y X
L _ 4. {HRP_MJ OPERATION_EBD} _ x _ 4 .4 s d4.) _ & s@ x _xs {x

S X

L oL OMahifilterte o 4 17 X x4 sP v 0 % 98”7 X FOT REGISTRATHON 4 + % M «H 1
x _DriverUnload(j) . * FET_OPERATION REGISTRATION : % -« . calbackst |
o XL T A A d a4, s KT K Drivent

FLT_OPERATION_REGISTRATION CallbacksArray[] =
t FLT_REGISTRATION RegistrationInfo = {
sizeof(FLT_REGISTRATION),
FLT_REGISTRATION_VERSION,
0, ]
NULL,
CallbacksArray,
GeneralCallbacks: :UnloadFilterCallback,

GeneralCallbacks: :InstanceSetupFilterCallback,
GeneralCallbacks: : InstanceQueryTeardownFilterCallback,
NULL,

NULL,

NULL,

NULL,

NULL

T Xw «~ D Driverr ~ , x 71T x A . xX|NFDhivent ~ x * 1 xINFfile: ~ 1 @A

5 B R ”tﬁtalb: X . >><J’=§_Z ”., XX . AS q ”svx-|-| 1 > L &S " .. s's

Minifilter = ~ 4.x{infre | X XX 4 v X X 48 s o @ . Driver
Daiver

ST X %« FX 4y Hx oA ¥ MSDNE! X , ~ _ % % o«

~ ~ v o~

v e x5 4 4 2" 4 Y XMinifilter Drives1 x © § 1 ¥ { _ %ethplate™ « *WDK+ ~ * _*
Kernelbr x 5« 1 xv.x jmbfilert © ~ ¢ @ F sl xso™ o tlsds s x J 4 X 4.0 ¥ {1«
m: x4 4514k .x _Minifilterre - ~0 1 ¢ 4 L Driversit * xx.. _ ghpde Driver

¥ 7 DriverUnload(x BriverEntry()

. 1 ¥ FLTOPERATION_REGISTRATIGNORIVER_OBJECT . * « FltRegisterFilter
FoX A% 401 s Lo Minfilterte - x ¥ ] xhandle, 41 * + x & 4 I PFLT_FILTER
DriverUnload(t * + _ L % 1 *s..sX filker Drivelsit ~ « o L _~» X s Minifilterre
S+ 4 PELTFILTER +° o * « EltUnregisterFilter® € v x s | d 4 X! Avdons”
~ X o Mipifilter1e - «
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stXfsvn 4 L S0 PELY_FILTER o * « FltStartFiltering 1
1 Xsxm 4 % x7 4«8 L x  {di.] Mihifilter Drivent

Winifilterre - - 4 | &b, i X « 1

->MajorFunction[IRP_MJ_CLOSE] = IoctlCallbacks::CreateCloseCallback;
->MajorFunction[IRP_MJ_DEVICE_CONTROL] = IoctlCallbacks::DeviceControlCallback;
—>DriverUnload = DriverUnload;

Status = FltRegisterFilter(D

if (!NT_SUCCESS(Status)) {

t, &RegistrationInfo, &MinifilterHandle);

DbgPrintEx(®, ©, "Shminifilter - FltRegisterFilter() failed with status Ox%x\n", Status);
IoDeleteSymbolicLink(&SymbolicLink);
IoDeleteDevice(FilterDeviceObject);

return Status;

Status = FltStartFiltering(MinifilterHandle);
if (!NT_SUCCESS(Status)) {
DbgPrintEx(®, ©, "Shminifilter - FltStartFiltering() failed with status Ox%x\n", Status);
FltUnregisterFilter(MinifilterHandle);
IoDeleteSymbolicLink(&SymbolicLink);
IoDeleteDevice(FilterDeviceObject);
return Status;

}

DbgPrintEx(0, ©, "Shminifilter - registered and started filtering\n");

return Status;

{ Iss*x x iX % % 3 X« ql s , x ss (%X, 8%

Lot Aexx ST {uxx < x $ 07 AMinifilter Drivessit L~ X
§ | Drivent . _infrt

S 4t
X X 4sxC ¢ . altitude~ ~ « Minifilter
" 3rl! %« Diiver

Y ., XS . ¢

~~

wicauiy aii INe e

Load order groups and

altitudes

Allocated altitudes

Filter altitude request
> Filter DriverEntry routine

> Minifilter FilterUnloadCallback

routine

> Preoperation and postoperation

callback routines
> IRP-specific FLT_PARAMETERS
> Filter driver contexts
> ECPs in IRP_MJ_CREATE operations
> Reparse points
> BypasslO
Kernel-mode file copy
> File system placeholders

Vetoina a bind link

Minifilter load order groups

Windows uses a dedicated set of load order groups for file system minifilters and
legacy filter drivers that are loaded at system startup. A filter's load order group
assignment depends on the filter's type (for example: anti-virus, encryption,

etc.).

Minifilter altitudes

Each load order group has a defined range of altitudes. Every filter driver must
have a unique altitude identifier. The filter's altitude defines its position relative
to other filter drivers in the 1/O stack when that filter is loaded.

The altitude is an infinite-precision string interpreted as a decimal number. A
filter driver that has a low numerical altitude is loaded into the I/O stack below a
filter driver that has a higher numerical value.

Microsoft must allocate your first altitude value based on filter requirements and
load order group. Companies with a Microsoft-assigned "integer" altitude can

then create their own altitudes within the same load order group.

Altitude values for a filter driver are specified in the Instance definitions of the

Strings Section in the filter driver's INF file. Instance definitions can also be
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LXT G XIS, Dox s X Iixopx 0k Minifilter ©ox . 3oL AX |

v o~ AT e ~ A ~~ ~

YPostoperation» ~ X« | 1 Iss x  p@g-operationd~ | {1 s ~ XSS X s

~ v

*x o g s b E . 1 QX S ixx q4ss]{s, X s &s, o PYeoperationDispatch

Datar X.s. X { %

.ol V,_sx L V'IVZ1SH xoxxLx,,Z“svsx d ~=xxsy|_Jx L ><s | -y-|v~ ST 8 v s 1 Lo s

>a

L S~ 148 X400 $ -~ « 188 L~ X LI X, v XX -|°>><\><>L“Is>pzq s x
(B¢ NN

b S o oxp{9%_ _ x4 Js.FLF_PREOP_CALLBACK STATUSY * 1§, {1 &1 x s
devicest S _ ~ *is_ 4. $44 _ _s{¥]x"xs s QFLT _PREOP_SYNCHRONIZ
I S Lsw X tAX €14 K IsXL"xs 1 s OELT_PREOP_COMPLETE® + 9 « * s

O I R N e T

P 4L H I Xk o 41 " XIRP_MJ_CREATE * dispatch: X « = i 7Y x | X

| Xp o4 R I || WLXL"Y.:'I T ><~ AC X T x s JI S| «i {8 s ﬂ‘\vx s_|~J x

S S s x 4%

CompletionCo
UNREFERENCED_PARAMETE
UNREFERENCED_PARAMETER (
PFLT_FIL IE I ION NameInfo
i S FilterParameters = NULL;
DatabaseEntry = NULL;
TRING TriggerAccessDeniedParentDir =
G TriggerDeleteBackup = RTL_CONSTANT_STRING
NG BackupDirectory = RTL_CONSTANT_STRING(L"\\DeleteB
= STATUS_UNSUCCESSFUL ;
FileExtensi {81};
10}
S FilterStatus = FLT_PREOP_SYNCHRONIZE;
= FALSE;

if (INT SUCCESS(FltGetFileNameInformation
FLT_FILE NAME NORMALIZED
| FLT FILE NAME_QUERY DEFAULT,
&NameInfo))) {

goto FinishLabel;
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if (!NT_SUCCESS(FltParseFileNameInformation(NameInfo)
goto FinishlLabel;

if (!DatabaseCallbac :IncrementByInformation(D
DbgPrintEx(0, 0, "Shminifilter operation - cre re tion in menti failed\n");

&& FilterParameters->Create.Options & FILE_DELETE_ON_CLOSE) {
->FileObject ] >Instance, &IsDirectoryDelete)

if (HelperFunctions::IsInParentDirectory(
DatabaseCallbacks: :IncrementDetected();
DbgPrintEx( , "-- Delete with ea
&NameInfo-
a->IoStatus.Status = STATU
oStatus.Information =

if (HelperFunctions::IsInParentDirectory ameInfo->ParentDir, &TriggerDeleteBackup
DbgPrintEﬂgl ), "Shminifilter pr ion - Backup param N s 5 \n", BackupDirectory.Buf
NameInfo->ParentDir.Buffer, NameInfo->Name.Buffer, NameInfo->ParentDir.Buffer, NameInfo->Name.Buffer);
HelperFunctions: :CreateBackupOfFile(&BackupDirectory, NameInfo->ParentDir.Buffer, NameInfo->Name.Buffer);

if (DatabaseEntry != NULL

if (!DatabaseCallbacks::AddEntryToDatabase(DatabaseEntry, ((PDETECTED_ENTRY)DatabaseEntry)->EntrySize
DatabaseCallbacks: :DeleteDatabas ;

FinishLabel:
return FilterStatus;

F'414¢ %~ xPatas |+ ¥+ 1~ 1 e XS, s L x Po¢stoperation Dispatch 1
FLTPOSTOP_CALLBACK_STATUS { ¥ 19, 1 1 x xdsd v ssq.]" I X
FLT_POSTOP_FINISHED_PROCESSING, " 82 4 ~+_4 ;v 4 1 X dA WX

. X X5 10X s % X s ] IsxU"xsp xS KN s| IssX x P kX "% ) s

X« 41 % . * |RP_MJ READX dispatchd @ ~x-§4_ ¥ x Jp® Y «~ F ¢ .1 _ 1

~ ~

¥ S dmddsar, 4L T 14 3 44x7H

Drivent 'Xhe password is:'* Y, ¥ &«! 4 1.s¢ 1 1 4 x4 1 A% » A1 1% o
AL I X A e B AN A s
CE X S, 7 L PEXRANGE @EEY. X L 1 T XX S s O

dash algorithrd: 1 "1 ® 4 37 *. x
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1! MCCESSDENKEDX » 16 X« "L 4L FX 4% i 44 w4 ™ X ®

S it oYX Jdu

FLT_ _CA
_In_ PCFLT_|
_In_opt_ P
el _In_ FLT_P
UNREFERENCED_PARAMETE
UNREFERENCED_PARAMETE

HidingIndex =
ReadBuffer = NULL;
IG ReadlLength = NULL;
TextExtension = RTL_CONSTANT_STRING(L"txt");
TriggerObfuscateEnding = RTL_CONSTAI
TriggerAccessDeniedParentDir =
FileExtension = ]
FileName (0 };
INFORMA NameInfo = NULL;
NTSTATUS Status = STATUS_UNSUCCESSFUL;
L AlreadyPrinted = FALSE;
DisclosedInformation

. ParentDirectory = "P
MultipleSpecial[1024]
DatabaseEntry = NULL;

Status = FltGetFileNameInformation
FLT_FILE_NAME_NORMALIZED

EQUEST)

DbgPrintEx ) erati ls ra g pped, FltGetFileNameInformatio returned ¢
Status

Status = FltParseFileNameInformation(NameInfo);
if (! SUCCESS(Status)) {
if (Status

DbgPrintEx(
Status, &NameInfo->Name);

nformation() returned
!
return FLT_POSTOP_FINISHED_PROCESSING;

FltDecodeParameters( a, NULL, &ReadBuffer, &ReadlLength, NULL);

F1tParseFileName( opb->TargetFileObject->FileName, ileExtension, NULL, &FileName);

if (RtlCompareUnicodeString(&FileExtension, &TextExtension, TRUE) == @) {
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HidingIndex = HelperFunctions: :DoesContain((LPSTR)Data->Iopb->Parameters.Read.ReadBuffer, TriggerHidingSequence, TRUE);
if (HidingIndex != -1) { ; ‘
DatabaseCallbacks: : IncrementDetected();
HelperFunctions: :PrintFileInfo(Data, NameInfo, &FileName, &FileExtension, *ReadlLength);
DbgPrintEx(@, @, "-- File content contains hiding trigger (%s, index %¥d), hiding read content ...\n",
TriggerHidingSequence, HidingIndex);
AlreadyPrinted = TRUE;
FltLockUserBuffer(Data);
HelperFunctions::HideFileContent((LPSTR)];taf>Iopbf>Parameters.Read.ﬁeadﬂuffer, HidingIndex, TriggerHidingSequence);
FltSetCallbackDataDirty( a);
strcat_s(MultipleSpecial, DisclosedInformation);

if (HelperFunctions::EndsWith(FileName.Buffer, TriggerObfuscateEnding.Buffer)) {
DatabaseCallbacks: : IncrementDetected();
if (!AlreadyPrinted) {
HelperFunctions: :PrintFileInfo( a, NameInfo, &FileName, &FileExtension, *Readlength);

AlreadyPrinted = TRUE;
}
DbgPrintEx(@, @, "-- File name ends with obfuscate trigger (%wZ), obfuscating read content ...\n", &TriggerObfuscate
FltLockUserBuffer(Data);
HelperFunctions::ObfuscateFileContent((LPS’R)2&i3->Iopb—>Parameter5.REad.ReadBufFeﬁ);
FltSetCallbackDataDirty( a); i
strcat_s(MultipleSpecial, EncryptedFile);

if (HelperFunctions::IsInParentDirectory(&NameInfo->ParentDir, &TriggerAccessDeniedParentDir)) {

DatabaseCallbacks: : IncrementDetected();

if (!AlreadyPrinted) {
HelperFunctions::PrintFileInfo( a, NameInfo, &FileName, &FileExtension, *ReadlLength);
AlreadyPrinted = TRUE;

}

DbgPrintEx(@, @, "-- Read was on a file inside a disclosed directory (parent directory = %wZ, disclosed directory = %wZ
&NameInfo->ParentDir, &TriggerAccessDeniedParentDir);

FltLockUserBuffer(Data);

for (ULONG FileIndex = 8; FileIndex < *Readlength; FileIndex++) {
RtlCopyMemory( (PVOID) ( (ULONG64)Data->Iopb->Parameters.Read.ReadBuffer + FileIndex),

(PVOID) ( (ULONG64)AccessDeniedMessage + (FileIndex % strlen(AccessDeniedMessage))), 1);

}

FltSetCallbackDataDirty(Data);

strcat s(MultipleSpecial, ParentDirectory);

if (!DatabaseCallbacks: :IncrementByInformation(Data, NameInfo, ReadPostCount)) {
DbgPrintEx(@, ®, "Shminifilter postoperation - read-post operation incrementing failed\n");

if (strlen(MultipleSpecial) != 8) {

DatabaseEntry = DatabaseCallbacks::CreateDatabaseEntry(Data, NameInfo, MultipleSpecial,
"READ POSTOPERATION");

if (DatabaseEntry != NULL) {
if (!DatabaseCallbacks: :AddEntryToDatabase(DatabaseEntry, ((PDETECTED ENTRY)DatabaseEntry)->EntrySize)) {

DatabaseCallbacks: :DeleteDatabase();

¥
return FLT_POSTOP_FINISHED PROCESSING;
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Y X x- s 5| s
FltParseFileNamelnformation()
FltGetHeNamelnformation() 1
FltParseFileName() 1
FltDecodeParameters() 1

| XX il

1 7 Yy X x X o« - 8 4 s { ! struétst Data- 1 _ ~ 4 xs: X {: s x

S« .t X ¥ x4 Xdatabaset ! x s oxx s {4 S ATX K K 4]

X oo d X B, X0 o s X . ysérmodgt s . ~ss” | x T ¥ {4 X4 04 ]

®xa 4SS Xt v % L X Y Diivent L | X ¢ o
DeviceControDispatchFunctions 7 * _

LoX 4 % dZ . w4 ¥ X! _DeviceContrat - L x » X % 4 X p 45X PS4, T«

.|”s,;.|qp||_s,,-|,,sxx-|2 g & s ” X [ x X oossL A { s*® & | ssy X s

LS s 7 X o ssp x T Xslg] X uslds, X ST 4 X SE AT ke P41
Y oo X LT T rASIO I TOx L T3 X0k A% Texdass e WX L X 0SS, x 0

DEvemt © _ 1 %S _ %S ¥ 4., 1 ., $% 78 YXx 5% ] {Péssingvethod dm

~ A ~

X 4 LowrS, X Y RTALE LXK XIRAES T M X X 3 x ¥ 1K T osx
LH . 11 ¥XI METHOD BUFFERED s 4 % 4 1 1'% 4 | @S .5 < X | | xys
- 1{METHOD_BUFFERED * _ _ s i x o 17*x_Xx PeviceControl(} v X p 1 ~ X « 8
{METHOD _BUFFERED = ~1' § 2 % _IsXS,, % « XY | 18 4 X0 XH ] ., 41.5% o

s « X X X s , X Is,sX .

~ ~ o~ v v o~

¢

~ % XIZP_MJ_DEVICE_CONTR®E ¢ s ., « _ rhajor function coda , , * [OCTICode ™4
. v _XxssCls x (eput Output ConTroL codie- * SIRRE s " * «

L HI x I X1 x

~

SXoes, s ox pxs X o x s Lxdevicat - 408 o xT 4 4 s x il ox oy X
S oo AW XA | Jess* o ox 4w sla I 1 _IQCTL code + | switchcase()
STATUS_INVALID_DEVICE_REQUESDHivent *Yd _ xdevicat _! X«wie X B 1T X < s X
P AT s A P AN T E X XS 95 L o T X xs)xp X X{ x
T~ - ¥ jdevice stack . L X I's| .. x & d X« 4s | x s s ysermodet + 1 « ~ _
Foer ¥S X XS, X WX gevicatr IRRE -~ 1 % 1S 11X "{devicat T 1 device
X 14«5 4 S WDrivent s s .« 0X*I0 4] <"LIOCTL cod®e ¢ vk YoXX S X0 41
o XL, Lulstadkt - X devicat 4 x ] 4 ¥ I x4 s
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.~ X Gs Tesq | ~|mﬁqs ” X_IVX Z-|><> { s I> ~s|_|_ X AZ X s {* | x , ¥L 4 %Xs

> a > A e > v~

®@eviceControl( _-1x v * _ XL BytesReturned 1 _ ~1 *s:

Y« 44, s« 417” DAvent 1 't4s | X _ X requestt I x  BytesReturned @

Lo~ ¥ «xs4 (gx 1 1Ty x %, PO .o sy xqs oy g lIsx o7 ko ]

a ~~ ~ v >

s Tl xis{ X tx JF 1L+ sIKEOPASS_IOCTRIOCTL code 0x40002000 A

oo~

A

~ ¥ Privent Diivert 4 L {» X X4 ™ { X H ~¥s{ .ssl ousermodet: , , x> _ s

v ~

databaset . INFOPASS IOCTI 1 v+ ¥ XX 4 « sl {1 s x X4 { 9ditabaset
databaset s « s ¥ ..% I 1" 9x 7 x 4, DeviteControlF - L x4 L4~ X

YA IR RO I N P SRR NN T PR B DEAE S O, BCRE

NTSTATUS IoctlCallbacks: :DeviceControlCallback(PDEVICE_OBJECT
PIRP Irp) {

PIO_STACK_LOCATION ParamStackLocation = NULL;
NTSTATUS Status = STATUS_SUCCESS;

LONG InputBufferSize = 0;
ULONG OutputBufferSize = 0;
PUCHAR InputBuffer = NULL;
PUCHAR OutputBuffer = NULL;
PVOID Database = NULL;
ULONG64 DatabaseSize = 0;
ULONG64 CallerPID = 0;

PEPROCESS CallerProcess = NULL;

KAPC_STATE CallerContext = { 0 };

PVOID AllocatedUserBuffer = NULL;

UNREFERENCED_PARAMETER(De

PAGED_CODE() ;

ParamStackLocation = IoGetCurrentIrpStackLocation(Irp);

InputBufferSize = ParamStackLocation—>Parameters.DeviceIoControl.InputBufferlLength;
OutputBufferSize = ParamStacklLocation—>Parameters.DeviceIoControl.OutputBufferLength;

switch (ParamStackLocation->Parameters.DeviceIoControl.IoControlCode) {
case INFOPASS_IOCTL:

InputBufferSize = ParamStackLocation—>Parameters.DeviceIoControl.InputBufferLength;
OutputBufferSize = ParamStackLocation—>Parameters.DeviceIoControl.OutputBufferLength;
InputBuffer = (PUCHAR)Irp->AssociatedIrp.SystemBuffer;
OutputBuffer = (PUCHAR)Irp—>AssociatedIrp.SystemBuffer;
if (InputBufferSize != 16 || OutputBufferSize != 16 || InputBuffer ==

Status = STATUS_INVALID_PARAMETER;

break;

3
Rt1CopyMemory(&CallerPID, InputBuffer, s of (ULONG64)) ;
Rt1CopyMemory(&AllocatedUserBuffer, S&InputBuffer[s of(ULONG64) ], eof(PVOID));
if (CallerPID == 0 || CallerPID >= OxFFFF || AllocatedUserBuffer = LL) {
Status = STATUS_INVALID_PARAMETER;
break;
¥
DatabaseCallbacks: :GetDatabase(&Database, &DatabaseSize);
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s d led Mo X B sy DloWxes 4 X sMan oxsy{Xg o x.] s X s
databaset . . ! x ¥ s xJd 4 ¢ xcatabaset «+ « S {f.x D {17s I x Tox X 4R ]s

¥ . I3XX]4¢

DatabaseCallbacks: :DeleteDatabase();

DatabaseCallbacks::InitiateDatabase();

DatabaseCallbacks: :UnlockExtracting();

Irp—>IoStatus.Information = 16;

DbgPrintEx(e, ©, "Shminifilter IOCTL - Passed the database and re-initiated basic information\n");
break;

default:
Status = STATUS_INVALID_DEVICE_REQUEST;
break;

}

Irp—>IoStatus.Status = Status;
IoCompleteRequest(Irp, IO_NO_INCREMENT);
return Status;
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s 4 . L Es >< -|.|E§ :J 'IE:' N Y ~=sx Y>X| . S Xy,,:s,, ~:,_x LXXE | 4x X X L x-|A:>,,s\ H )Z J~
Doxp Ked Tde $ .k hSe s OB H K S

Windows user mode

(Ring 3)
Windows API Windows API Native API

Notepad.exe = Croaterilew() ™|  CreateFilew) [™|  NiCreateFile(

Kernel32.dll Kernelbase.dll NtdIlLdll

Execute
System Call

Windows kernel mode ‘
Execute

(Ring 0) KiSystemCall64

{

System Service Descriptor Table

Execute (SSDT)
NtCreateFile() - Compare or search for respective
Function Code executed function code of NtCreateFile()

The figure shows the transition from Windows user mode to kernel mode in the context of saving a file within notepad.exe.

YLT

LF vl X S x Lk x K Manifilter Drivelsit L~ L 11 4, XAl L X Essox X s

L «0 1v%0 _ filter managers 4 o4 x _ _ xx o x:d s s 1 _ 1filter Drivesrt

_oeenx S fikernellhbgt fox oL s oxxo . x frhgrsydr X 1 S 1S s sk,
s oA eiix oA A el s, oxe, x Do sixx o (Drivemt r 4 170 4 -1 -

~ ~ >

oA TR Xy X

master ~  winsdk-10 / Include / 10.0.14393.0 / km / fltKernel.h (3

Import 10.0.14393.0.

Blame Executable File - 5902 lines (4793 loc) - 153 KB Raw LD b2 ~

/*++
Copyright (c) 1989-2002 Microsoft Corporation
Module Name:
fltKernel.h
Abstract:
This contains all of the global definitions for mini-filters.
Environment:
Kernel mode

n_*/
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HAL
Hardware sd 1 .~ s d s H 4k 4 » «<_ZBrivesit * x .5 | x4« (% & ( x X
P X xR X s 7 D KHALSYS 4 1 X x s 7 JixX0 |« 1 Abstraction Layer
P XX X g X R X NR A XS, 10T D I s, o s s A4 AT
L X} XAPKC T THABE D X 1431 o8I  l T 44 b X 4Xdse % {14 d

s %I dse_ Ay

Applications

Kernel

Hardware Abstraction
Layer (HAL)

CPU Memory MMU Timer Port/Devices

OB
L - dus 4 ¥ _ {ERROCEBS _ {1 *x,slL , ,sB. ¢ 4  d 48 _ x"X

S N T B D O WU - BN W S T8 & AL B T RN 2 S 0 HES IENE I IR S

s i« 4 dL¥bxxkernel objectss S _ 4 kS 4 ST H L0 T 1 PN
s X @bjeetTable 4 « ¥ & « 4 _xPlie | od o 1 40 wsxp D x 7 X [fies o 0 X
YHANDLE_TABLE_ENTRY~ % J { 1 X xxx , X {s

]
L]

Handie Object pointer

Entry

Read
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nt_ HANDLE_TABLE_ENTRY
Processes in Windows have their own private handle table which is stored in the kernel virtual
address spaceHANDLE _TABLE_ENTRY represents an individual entry in the process's handle
table. Handle tables are allocated from Paged Pool. When a process terminates the function
ExSweepHandleTable() closes all handles in the handle table of that probes3bjectfield

points to the object structure i.e. File, Key, Event etc., for which the handle has been created.
TheGrantedAcces§ield is a bitmask of type ACCESS_ MASK which determines the set of
operations that the particular handle permits on the object. Theigalf this field is computed

by SeAccessCheck() based on the access requested by the caller (Desired Access) and the access
allowed by the ACEs in the DACL in the security descriptor of the objeet.debugger's
"lhandle" command can be used to examinesthandle table of any process. The "lhtrace"

command can be used to display stack trace information about handles, if handle tracing is

enabled.
API :ObReferenceObjectByHandle(), ObReferenceObjectByHandleWithTag().
dttps://codemachine.com/articles/kernel _structures.htmlY 8
TX L e XY AL S 2w 88X XS v L X L S L X e X X
usermodei | | *hdndles™ 4:*x  , £ % £ s * s xs0 5 X 5T XXsx ] X1I|s
L X X A S AT s s x o] e e

T x YIQIBD prefiat v 0 X L XD« xsX . ¢ ObjectTabl&g + s 1 < « «~ » 1% dl Brivent
* x (BRefrenceObjectByName/Handle/Pointerx « X : »~ ¢4 % " x4, *sx « § {1 % s

b FILEOBJEET % 4 € TH « 4 + X W0SE 10 S 4 <~ 596 459 71xH4{ s ||

M 17 x xI{, ss

PDRIVER_OBJECT
general_helpers: :GetDriverObjectADD
(PUNICODE_STRING DriverName) {
PDRIVER_OBJECT DriverObject = NULL;
('NT_SUCCESS(
ObReferenceObjectByName
(DriverName, OBJ_CASE_INSENSITIVE, NULL, @,

*IoDriverObjectType, Kern
elMode, NULL, (PVOID*)&DriverObject)) ||
DriverObject == NULL) {
NULL ;

}

DriverObject;
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YS

r 11« {usérmodechandles _1 x | 4 _I'sf ¥ s+ X :tqQb: x o xi  xsXs x X

v v~ A > ~ ~

Foosr A il A s 4dEHds s2 "X v | {ObjectTableg 1 x = 1 s v 44 _ 1417 s

~ o~ ~ >

St 1 d4s 4+ 8179, .8

X

PspCidTable (process » & ™ { " sx™ s

s s, . X

Y

FRALISAE bl X v X F 4 4 A 48X XX 4 xC X x gpecific client identifier)

Lo Cs XX X s "y x L Rsermodet S . X 8y S 4SS T X T k" x |4 s

ObjectTable x = % ~$ 7 x 3 | ¥  lserdmode handle

SGS X XTI 4N Y XL E O H T xses S Iy 4 s ¥ 9] Ase R xs X

>

T« 1 99 139 X lx ~ x X PRslLookupProcessByProcessid -1x x . . ¢ %

A

+ 1+« ‘progessIE + 4 1 . s - EPROCESS
< ..iverfrequests.cpp < &

Check for invalid arguments:
(RootkInst->MainPID == 0) {
DbgPrintEx(@, @, "KMDFdrive
r Requests - Get base addre of executable
failed (invalid parameter: inPID = 6)\n"

)i

requests_helpers: :ExitRootkitRequestADD(NULL
, NULL, ROOTKSTATUS_INVARGS, STATUS_UNSUCCES
SFUL, RootkInst);

}

Process EPROCESS:

('NT_SUCCESS(
PsLookupProcessByProcessId
( (HANDLE)RootkInst->MainPID, &Process))) {

DbgPrintEx(e, 0,

KMDFdriver Requests - Get base address of
executable failed (cannot get EPROCESS of
executable %11lu)\n", RootkInst->MainPID

)5

requests_helpers: :ExitRootkitRequestADD(NULL
, NULL, ROOTKSTATUS_PROCESSEPRC, STATUS_UNSU
CCESSFUL, RootkInst);

}
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The PspCidTable
The PspCidTable is a "handle table for process and thread client IDs"[7]. Every process' PID
correspond to its location in the PspCidTable. The PspCidTable is a pointer to a HANDLE_TABLE
structure.
typedef struct  HANDLE_TABLE {

PVOID p_hTable;

PEPROCESS QuotaProcess;

PVOID UnigueProcessld;

EX_PUSH_LOCK HandleTableLock [4];

LIST_ENTRY HandleTableList;

EX_PUSH_LOCK HandleContentionEvent;

PHANDLE_TRACE_DEBUG_INFO Debuglnfo;

DWORD ExtralnfoPages;

DWORD FirstFree;

DWORD LastFree;

DWORD NextHandleNeedingPool;

DWORD HandleCo unt;
DWORD Flags;

}

Windows offers a variety of neaxported functions to manipulate and retrieve information from
the PspCidTable. These include:

ExCreateHandleTable
creates norprocess handle tables. The objects within all handle tables extdapt
PspCidTable are pointers to object headers and not the address of the objects

themselves.

ExDupHandleTable

is called when spawning a process.

ExSweepHandleTable

is used for process rundown.

ExDestroyHandleTable

is called when a process is exiting.

ttp://uninformed.org/index.cgi?v=3&a=7&p=6Y 5]
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X

¢

Most of the runtime library (RTL) routines are prefixed with the letters "Rtl"; for a list of the

RTL

Y34 R o s 0 xqusxy Jpdd o dxl v X . w XL 3 X ’SI XX ETsx o XD oxsX

Lo X L A X0 X, xTs i x7, x I xx s x RtlCopyMemory _ 71X .0 k40 € sx g x

XM e 1w X X " . utilities

v o~ v v

run-time library routines for the kernel, see Rilime Library (RTL) Routines.

There is also a different kernelode library specifically designed for safe string handling. For
more information about the safe string library, see Windows Kekhadle Safe String Library.

Note that safe string library routinesre also usually prefixed by "Rtl" but are not part of the

run-time library (RTL).

x® .ntoskrnl.exet & x _ S

L

DRl S AT XSS B KT LIS L BT XX S X T X A TR €

dttps://learn.microsoft.com/erus/windowshardware/drivers/kernel/windowskernekmode-run-time-library Y

WM

~ ~ A >

S v v Bl X wp s b oD TR A8 L o & X XX X

X 7 kX ¥y X {1 x .

. 'MmAllocateContiguousMemory"

2.

&,

‘MmAllocateContiguousMemorySpecify

Cache’
"MmAllocateMappingAddress’
"MmAllocateNonCachedMemory "
"MmAllocatePagesForMdl®
"MmBuildMdlForNonPagedPool "
‘MmCreateMdl®
‘MmFreeContiguousMemory’
‘MmFreeMappingAddress”
"MmFreeNonCachedMemory "
"MmFreePagesFromMdl”

"MmGetPhysicalAddress”

"MmGetSystemRoutineAddress”

‘MmIsAddressValid"®
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XE

X, %X, s x  xntoskmlexet ¢ x _t xsg X . x ¥ 4 Rernel executive: . x * «
X o ierrupts L X Spd477xx JpdqolsdxsssyT. C 4 T ox X3 T B4 4 Y . wisx {4 X

1 ® 4 v X< twd Briver. x ¥ ¥ x X 4s X {xx ¢ 5 | X, o xfHypt” x { s
The “Ke" prefix in Windows kernel functions stands for "Kernel." Functions with this prefix

are part of the Kernel Executive, which is responsible for low-level, fundamental operations
within the Windows operating system. These operations include synchronization, interrupt

handling, thread scheduling, and timing.

EX

Y 4 ~_|s-||_,,-|‘ L~"| X XX ¢ X L X x>v}-|x~’$ IA Axx§”‘ XX YRTL X L XZA‘>xs>S‘L x o box

A ~ A

Do v e XYL, s v L8] X X Rtosktl.exed x XX X X L X qa § xs . 1

e s oy T eI A T T XX LIS

Memory Management (e.g., Resource Management (e.g.,

ExAllocatePool, ExFreePool) ExInitializeResourcelLite,

« Purpose: These functions manage ExAcquireResourceExclusivelite)

dynamic memory allocation within o Purpose: These functions manage
the kernel. They provide executive resources, which are used
mechanisms to allocate and free for synchronization and to protect
memory from different types of shared resources, providing both
memory pools (e.g., non-paged exclusive and shared access

pool, paged pool). mechanisms.

Synchronization (e.g., Exception Handling (e.g.,

ExAcquireFastMutex, ExRaiseStatus,

ExReleaseFastMutex) ExSystemExceptionFilter)

o Purpose: These functions are used o Purpose: These functions handle
for synchronization within the exceptions and provide
kernel. They provide mechanisms to mechanisms for structured
acquire and release mutexes and exception handling within the
other synchronization primitives to kernel.
ensure safe access to shared

resources.
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S Lx _xX ., s"% 1« /0 managert - *

~ > ~

IXOR . X A X X b3 XHO. X A A LKkl L~ XE AT XTI ]S % X

XXX 1T sl 47

X 10K L s S L% s TSeL X X pSYG s s X s
loCreateDevice, loDeleteDevice) File Operations (e.g., loCreateFile,

o Purpose: These functions are used loDeleteFile)

to create and manage device » Purpose: These functions manage
objects, which represent physical or file objects and file operations, such
logical devices in the system. They as creating, opening, closing, and
allow drivers to create device deleting files. They provide

objects that can be used to interact mechanisms for interacting with the

with hardware or software file system.

components. > :
Completion Routines (e.g.,

Driver Management (e.g., loSetCompletionRoutine,
loCreateDriver, loDeleteDriver)

loCompleteRequest)

* Purpose: These functions manage » Purpose: These functions manage

driver objects, which represent the completion routines, which are

drivers that handle I/0 operations callback functions that are called

LU NG i when an 1/0 operation completes.

creation, initialization, and deletion . .
They allow drivers to specify

of drivers.
actions to take when an 1/0

operation is finished.

XXX DR A X X, R XL DXL XX KXY 9, T

~ ~ > v PN ~ ~

e R X X XX xS T s I L, TR X XX XK KT ] X s

b1 x 344.%d "o~ ¥ NtCreateFile « x [ ~ st . %«
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Tx o4 s ¥ 4 _axx oxk x
DbgPrint/Ex

xs-||_vsts ~|_-| \-|Zvas|_ { %« i)st.‘ss,_ X . s

print 1% pgrintfOr 1 X+~ XAy ] x oo I
P D X " 0 X0 4" e Y X D 4 8 XX Drivent _L L Y SPOX T A 4 A

X

i@ [ 's<: ] .~ o~ *ux lkerpel debugger T x v~ 1Py ¥ xx s Qe x sl 414s
SO v D8 4 HE% 24 s {0 _DbgViews windbgx ¢ 14 L I4*S £ L | s
Fd 4 i .81 o pintfm s | x forfat stringr W 1 X e ZAX 1S L ] x o N 0o x

T L1 X s |

>¢< v

The DbgPrint routine sends a message to the kernel debugger when the conditions that you specify apply (see the

Remarks section below).

Syntax

C++

D Copy

ULONG DbgPrint(
PCSTR Format,

)s

Parameters

Format

Specifies a pointer to the format string to print. The Format string supports most of the printf-style format specification
fields. However, the Unicode format codes (%C, %S, %lc, %ls, %wc, %ws, and %wZ) can only be used with IRQL =
PASSIVE_LEVEL. The DbgPrint routine does not support any of the floating point types (%f, %e, %E, %g, %G, %a, or %A).

Specifies arguments for the format string, as in printf.

Return value

If successful, DbgPrint returns the NTSTATUS code STATUS_SUCCESS; otherwise it returns the appropriate error code.

Y X o X 1 X+ RIYgsN X ss
FA A« ox Y T4 P02, p A HH A " A0 iseT L xDbgPrint
@ A1 L s
FA LA A X 7T S e X sk s X skSsd s T due [ fse T L x DBgPrintEx
S L X xS L SIS, W U*TYSX e . TS X TKTR D T e X F A4 sy

Lo ioxsu £ 414X 3 sisT s _]x
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DbgPrint

Remarks

DbgPrint and DbgPrintEx can be called at IRQL<=DIRQL. However, Unicode format codes (%C, %S, %lc, %ls, %wc, %ws,
and %wZ) can be used only at IRQL=PASSIVE_LEVEL. Also, because the debugger uses interprocess interrupts (IPls) to
communicate with other processors, calling DbgPrint at IRQL>DIRQL can cause deadlocks.

Only kernel-mode drivers can call the DbgPrint routine.

DbgPrint sends a message only if certain conditions apply. Specifically, it behaves like the DbgPrintEx routine with the
DEFAULT component and a message importance level of DPFLTR_INFO_LEVEL. In other words, the following two function

calls are identical:

C++ ™ Copy
DbgPrint ( Format, arguments )

DbgPrintEx ( DPFLTR_DEFAULT_ID, DPFLTR_INFO_LEVEL, Format, arguments )

For more information about message filtering, components, and message importance level, see Reading and Filtering
Debugging Messages.
It is recommended that you use DbgPrintEx instead of DbgPrint, since this allows you to control the conditions under

which the message is sent.

DbgPrintEx
The DbgPrintEx routine sends a string to the kernel debugger if the conditions you specify are met.
Syntax
C++ ™ Copy

NTSYSAPI ULONG DbgPrintEx(
[in] ULONG ComponentId,
[in] ULONG Level,

[in] PCSTR Format,

)i

Parameters

[in] ComponentId

Specifies the component calling this routine. This must be one of the component name filter IDs defined in the Dpfilter.h
header file. To avoid mixing your driver's output with the output of Windows components, you should use only the
following values for Componentid:

e DPFLTR_IHWVIDEO_ID

¢ DPFLTR_IHVAUDIO_ID

e DPFLTR_IHVNETWORK_ID

e DPFLTR_IHVSTREAMING_ID

e DPFLTR_IHVBUS_ID

e DPFLTR_IHVDRIVER_ID

[in] Level

Specifies the severity of the message being sent. This can be any 32-bit integer. Values between 0 and 31 (inclusive) are

treated differently than values between 32 and OxFFFFFFFF. For details, see Reading and Filtering Debugging Messages.
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Bcrypt library

ISt tod s 4 Belypbr ok o X L ¥ S X o~ Berypts 4 1 . 0 xS, © oy

PxoisXyix] s 4 ¥ x 3 x X ws fsx$Xx DX 4 s dddiE) 1x o

usermodert © X TLIXS 7S 4 s @B QY X" ] e 4 4. @ fu XA ]

~

&ernelmode (cng.lib} x {bcrypt.lib)

Xp X e s A s pxxs oox 3 X O v { SAPISE L 144, S

140 3@+ 4 Y ¥ JHashinge o Ak, 4% X +44 4o d {404 XY M 0% 4 . ¥ x4
1 © ~ « Minifiterre 1 « 4 xw. ¥ %1 | KAshing, x . x*¢ x 704 s « ~bEryptr s | x * s

Y0 K 4« x 5

v~ Xex € oprovider 1« 4 XXX o ¥ 4 Css . x BépyptOpenAlgorithmProviderav

provident 1 « 4 4 * § Xl fTsh s x @ X ST x Lilds L ¥ x4 f 4 oS

US XK D4 L xyyxp ais, o DD ® X, ] X

The BCryptOpenAlgorithmProvider function
loads and initializes a CNG provider.

Syntax

Ctt ™ Copy

NTSTATUS (
[out] BCRYPT_ALG_HANDLE #*phAlgorithm
[in] LPCWSTR pszAlgld,
[in] LPCWSTR pszImplement:
[in] ULONG dwFlags

Parameters

[out] phAlgorithm

A pointer to a BCRYPT_ALG_HANDLE variable that receives the CNG provider handle. When
you have finished using this handle, release it by passing it to the BCryptCloseAlgorithmProvider
function.

[in] pszAlgld

A pointer to a null-terminated Unicode string that identifies the requested cryptographic
algorithm. This can be one of the standard CNG Algorithm Identifiers or the identifier for
another registered algorithm.
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X W HO% X 0§41 ™1« 1 $Shashing objeak - X T X~ HA T S 4 <« B -

A ~ v

S LX LSO X 44X x s s xisy {5, x " 4{s . { .sx * hashing

1 xiyes . { BCRYPT_OBJECT _LENGTH s:  * « BeryptGetProperty

NTSTATUS t t (
BCRYPT_HANDLE hObject,
LPCWSTR pszProperty,
PUCHAR pbOutput,
ULONG cbOutput,
ULONG *pcbResult,
ULONG dwFlags

Parameters

[in] hObject

A handle that represents the CNG object to obtain the property value for.

[in] pszProperty
A pointer to a null-terminated Unicode string that contains the name of the property
to retrieve. This can be one of the predefined
Cryptography Primitive Property Identifiers or a custom property identifier.
[out] pbOutput
The address of a buffer that receives the

property value. The cbOutput parameter

contains the size of this buffer.

1% 41 KiYes  SsTUix Tds_ v A4S L "Xprovidemt xsxox 4 "% s L "l ¥ ls

A ~ ~ >

Yesultre

BCRYPT_OBJECT_LENGTH
L"ObjectLength"

The size, in bytes, of the subobject of a provider. This data type is a DWORD. Currently, the hash

and symmetric cipher algorithm providers use caller-allocated buffers to store their subobjects.
For example, the hash provider requires you to allocate memory for the hash object obtained
with the BCryptCreateHash function. This property provides the buffer size for a provider's
object so you can allocate memory for the object created by the provider.
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~, Y X L+ _X"* hashing objeagt - «x "..x .x{¢s | x B¢pyptCreateHash®d

Am >

CxooAs1T D ] e Xs oo x T sy | ™ chash providert ¢ .~ s Lox L

SL A1 _ sy s xids x o ks xloo s X" X0 { BCRYPT_HASH HANDLE
¥ 7L xqd 1k 47
[ly ¥ main ~  ShminiFilter / ShminiFilter / helpers.cpp
Code | Blame Raw (CJ

NTSTATUS HelperFunctions: :CreateDataHash(PVOID DataToHash, ULONG SizeOfDataToHash, LPCWSTR Ha

e the hashing object used to hash the actua

Status = BCryptCreateHash(HashAlgorithm, &HashHandle, (PUCHAR)HashObject, HashObjectLength, NULL, 0, 0)
if (!NT_SUCCESS(Status)) {
goto CleanUp;

¥
HashHandleCreated = TRUE;
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