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e The complexities of application logic

e The diverse range of input parameters

e The stateful nature of modern web applications
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e Understanding application logic
e Identifying endpoint dependency relationships

e Generating test cases and interpreting test results
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e Grafana (CVE-2024-1313)

e Harbor (CVE-2024-22278)

e Easy!Appointments (CVE-2023-3285 to CVE-2023-3290, CVE-2023-38047 to CVE-2023-

38055)
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Patient 1
https[:]//api.clinic.site/get_history?visit_id=1234 Doctor
a5 Visit Notes
Legitimate

i visit_id: 1234
Patient 1
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Patient 2
}https}[ :1//api. glinic .site/get hi_story?"visit id;1233 Doctor

Visit Notes

Malicious

visit_id: 1233

Patient 1
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Identify Potentially Uncover Endpoints
." A Vulnerable Endpoints Dependency
/l \' Use LLMs to identify the endpoints ~ Use LLMs to identified the
with input parameters, uniquely dependency relationship between
e identifying a user or an object in each endpoint. Understanding .
E I the system. These endpoints and these relationships is essential for :
INITIATIVE parameters are our main targets. building execution paths to each

targeted endpoint.

Generate Execution

Create Test Scripts Execute and Analyze
Paths and Plan P vz
Construct a dependency tree for Use LLMs to create test cases using ~ Execute every test case against the
each target endpoint and generate  Bash script. Each test case is one API server and use LLMs to help
all the execution paths to this execution path that consists of analyze the responses.
target endpoint. one or multiple API calls.
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:(PVEs) n9'wN? NI'7XR'YI0I9 DX NITIRI 7w VO A'¥n 3 D'WAN
PUT /users/vl/{username}/password

“" PUT /users/vl/{username}/email
(l \. .......... > GET /api/profiles/{username}

DELETE /api/articles/{slug}/comments/{comment_id}
OPENAPI

DELETE /api/articles/{slug}
INITIATIVE

DELETE /api/profiles/{username}/follow

[BOLA-% na'wn? NIMIN'XILIAO DX NITIPI :3 D'wn]
YR QIYN? T DIY'D N7'al7 DR NNan BOLABuster N7 A7wA :axp NIT 2 nin nown .2
D'NINN N1AN ,0'NTIN Web miwnr 9w Stateful-n yaon 7wa APl 9w DX NI 12 nin

7w N9l W APIs-0 DR PITAY7 T2 ,NNAIT? .N'0MP R'D NR'TAN 197 X NTI7 79 DmTpmn

.N7207 D'0M9 N7'NN q'0INT7 W' NI N7AY NUNRION

D'VNTD NIVZIDY DX NITIPI DAION 1IX .customerld-nI itemld-n NN NYT? NWIT IT N7IVD
NINDIXD 17X DMVNIS NIZAPNY 7RI (Producers) NIMMX'D NINNN DX NITIZA 1Y D'WATIN
Al-D NI [N DX D TRONY I N¥p DT 7 .4 D'wnna axing '9d ,(Consumers)

01797 N71>' NNX NXP DT OX YIARY7 T NXP DT 75 79 00NN NIFYRII9N NINDA yion

TNNN NXP NTI1 7Y 0777 D'wATIN 0D

A%
[ GET /users/vl
4 \’ GET /users/vi/_debug
GET /books/vi .
OPENAPI GET /books/v1/{book title} L DELETE /users/vi1/{username}

INITIATIVE

GET /books/v1
Potentially POST /books/v1

Vulnerable 1 GET /books/vi/{book_title}

Endpoints
(PVES)

GET /api/articles/{slug}/comments/
POST /api/articles/{slug}/comments/ 1 EEE

/api/articles/{slug}/comments/{comment_id}

[(Consumers) niaax nxp NITAI (Producers) NNMX' NXp NITIAY? XNAIT :4 D'wN]

"> ,DELETE /users/v1/username nXp NITI71 |"¥xnn Consumer-n NX XNAIT? N1 IT XKNAITA
NIMX'N 20N N¥ZN NXMPA NNXK NIX U¥A7 D2AYN NN ,0IWT INTD ARNZN IR YXaY

.NTN NPN2 ,username A10N |'PN Y Y707 IX X7 Nan 7y ,(Producers)
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,PVE XIN NI7N Yy 72 99 wiiwn X' KID TN 91X XN MDD 1AW NITN YR X' 2 nnix?
22 712y Test DMXI' IR ,[DN INKRYT .PVE-7 yan? 710'w vixa 2 ax'm wiw'? v on armani
D'WON .0N7W API-0 NIRNPI PVE-D 7w VIX'AN '2'Ma 70 X N7700 ,(vix'a 2'Ma) Execution Path

:Execution paths nyaIx Dy NIn yv'? nnartaxn 5

Endpoint 3
Path1 @ Endpoin
—Endpoint1 - =~
Path 2 (
— Endpoint 4
@ Endpoint 5
Path 3
oint
| @ Endpoint6

[Dependency tree with 4 execution paths :5 n'wn]

NIV¥NX1 Executable Bash Script-7 yixa 2'na 75 1mn BOLABuster Nt 27wA :Test scripts Ny 4
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:N7R'Y2019 BOLA 7y yaxn 0t ,nNn'7x¥n n71y9n OX

Alice and Bob login to the system

» 200 OK

Alice creates a new article in the system

» 200 OK

Alice creates a new comment for the article
in the system

» 200 OK

Bob attempts to delete Alice’s comment
l » 200 OK

(BOLA)

403 Forbidden

[PVE-2 BOLA NN N'12 :6 0'wN]

API-D MY T Np'Tan '0970 NXR YN BOLABuster ,NT 2A7wWa :ATINI D'OOLV NX¥IA .5
Users In> 070N .BOLA-7 0'y*a9 PVEs-N DX Y1277 "1 NIAIANN DX NNIN DN INKR71,TVIMN
7¥ qI¥1 Y1 N'VANYT O N'VNIVIN NNIX] D'WYI Registration, Users Login and Tokens Refresh
NI7N wmY7 15 0'1Ion 1702 PVE INIX? np'Tan "zn DX 7'von BOLABuster .nj?*Ta N'1dIN 7D
2W 0'N'0AN R ,NINNA .17 PRTT INK Test-w OP"AIR PNINY Test-n D'YINI 1IN ,NNAIT? .00
Y¥N7 NINK T RN 7Y ARXINND PVE-7 RN oyn7 1Inf7y yixa 2'na Jina API-n nIkNyg

.BOLA-7 1o PVE-nw 7D 7y

.Y NNI'0M 73 VI 1197 0'¥ININ DRINIA IX7AN' D'IYYAY N'02N 1TO NY'AR7 DNNIARN
IN D'UNNYN NP'NN IR [IDTY 120 NI7Iy9 07700 Np'Tan ‘0970 NX NThn BOLABuster
NIV IXIZNNIY DARYN ITNKT? - N0 yim% "I YIXAn 1T0 9i0d DANWN
D'MIIA ,NY'A9 NXP NTI7IY Yalp Al-0 AWKRD LAl YT 2V NINNIN NIRXINN ,D'00VN YIXA INRT
.0 9w Context-n M2 PVE-N NySwn NX 1Myn7 1O NIRXINN DX D'NMNXN DV'WIR
D'XIN 17¥ D™0"N .1'N NN 'YK NIN'R LA NTYA NIN'YNA NFY NN D'UNIVINA 1IRY TIY2

Al-0 7w niamini 7I"TN NX 22V |9IR IOWUN 'YIIX AIYnNY
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Evaluation

TI72 0'OP'NO 1950N2 BOLA ¢ NyIT NOIN NITI 'IN'T2 NIN'0AN NIRXIN NI BOLABuster
72U NXpP NI 7 PITA7 1D 0 179N IN NIYY 99D 0T 0'WNIT API Fuzzing-7 DY'NNION D7) .NIND
NP'TA PN NPALIVOKR NAXYN 7Y NAIZITINAN ,NRT DAY DIFRIPR NIYRA '978 DMWY Dy API

.BOLA-7 D'W" 9 NI'n? 0'217VW N7XA 71 NTmMNnl NX¥Z DT 73 1Ay

D'7'>nN MDA D' D'UR'ND NWITYW 7 BOLABuster 7w nNdwnn NIXKXIN DX Na'xn 1 0720
DWIN'AN NDYANY7 TIO' NN Y'Y NN Y¥Nd D'wnwn 7R 0'0'NS .BOLA 7w n9N NI
,RESTLer Fuzzer ny Nn7¥ nAIMINNN 7w D'WIXAN DX D'NIYN 1R .N7Y 202MnNnn 9w 21l
NIN'YD IMUNY ,ANN) Win'wa X¥nal Microsoft v NNIoSNN ,pTNInAl M71919 NINO Ti7 VR'ND

.Fuzzing API Services 'T' 7y niw7In

oy wniy RESTLer .Jiud 75 X77 n7w nown 7TiMd OpenAl 7¥ 4-GPT-2 nwnNwn 19X NIjp'Tia

n'waIn X7 nwna antnw ,NameSpaceRuleChecker-n ,RESLler N2 17w 7Thnn D12 DNTaN

117 NI 17002 2woIn N T2 .BOLAS 'IN'T 2V 'NINK D', DIARWN IX DININWYY

:D'TTN W 'Y 107N Evaluation-n 77002

125 25 T 2y INITY BOLA 7w Ni'NMmxn NOYMNN NITIZI 1900 @

(Login-1 Registration Niwpa 771> X7) '22 70 ' T 72y 1wYaw API-N NIRMj7 190N @

NwI7wa BOLA ¥ NIYITN NXPn NITIR1 72 IR NN7¥N2 nn'T BOLABuster :NIN'NTA I'N NIRXINN
NNYXN K7 X'D,DNPZY79R 702 NIaNn 0aRA n9IN NITIRA Nn'T RESTLER-W NN L1770 Do non
API-h Nivpan 1%-n NN N7 BOLABuster ,0'00LN 17NN ,90112 BOLA. 7w N9IN NITIRI NINT?

:RESTler "wXN INI' N9IIN NITIZA NO'WN JIN TV NNWY

Known BOLAs “m:;"" mmw RESTLer API Calls BOLA(B:uaIsI:arAPI
VAmMPI ) 0 3 5,123 39
Capital 2 0 2 202,602 14
crAPI 2 0 2 156,003 765

[RESTLer-7 BOLABuster |'2 NXRIIWN :Np'Tan NINXIM :1 n%20]

Y'Y NN 19YY X' 17W NM'vn nonn .BOLABuster 11ay Confusion Matrix-n DX Naxn 2 0720
NXP NITIRA N7 Y1an? 0'oNIY X .False Positives "ipn NINDW Nnd 72y namw In True Positive-n
,INT DY .NIATID NN 19002 7Y W 1NN Nz'Tan Mpn o niop'n T 7y 7ui19a BOLA 7w
NN NAXYIIP0Y NI TV ,NIYRAD DX NITI 7 TINN 12 1901 7V NIt BOLABuster-w |1I'on

1770 nIRXINN
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https://github.com/microsoft/restler-fuzzer/blob/main/docs/user-guide/Checkers.md
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N¥P NITIR 2V NNt X7 X0 inn Confusion Matrix-nn RESTler 7w NRXINND DR 11N0NY X7 'IXN

:N?*Tan 17nn2 BOLA-7 niyao

Total BOLA
App Detection True Positives False Positives
VAmMPI 8 3 5
Capital 10 2 8
crAPI 8 2 6

[Confusion Matrix :2 N71D]
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NN [1AXY Nd"wn Dashboard Snapshot 7inn% [1AAX7 yinn NidIMl NIRWAN ‘72 0'wnnun?
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https://unit42.paloaltonetworks.com/new-bola-vulnerability-grafana/
https://en.wikipedia.org/wiki/Role-based_access_control
https://unit42.paloaltonetworks.com/bola-vulnerability-impacts-container-registry-harbor/
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https://unit42.paloaltonetworks.com/bola-vulnerabilities-easyappointments/
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MNnn 7y

2j'va X'D 7w ninnnnn .Palo Alto Networks-2 Senior Security Researcher X ,JITn Tan v
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https://github.com/Checkmarx/capital
https://medium.com/cyberx
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