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socket ()
.connect(target_ip)

.sendto(GET target)
.sendto(Host: fake_ip)
.close()
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UDP WS-Discovery amplification attack
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<?xml version="1.8" encoding="UTF-8"?:<s:Envelope xmlns:s="http://www.w3.0org/2883,/85/s0ap-envelope”
xmlns:a="http://schemas.xmlsoap.org/ws/2884/88/addressing" »<s:Header><a:Action
s:mustUnderstand="1">http://schemas.xmlscap.org/ws/2885/84/discovery/Probe</a:Action><a:MessagelD>18530065-8
BBC-41b3-8B6c-4ae76fackba7</a:MessagelDs<a:ReplyTos<a: Addressshttp://schemas.xmlsoap.org/ws/2084/088/addressi
ng/role/anonymous</a:Addresss<,/a:ReplyTox<a:To
s:mustUnderstand="1">urn:schemas-xmlsoap-org:ws:2805:84:discovery</a: Tos</s:Header><s:Body><Probe
xmlns="http://schemas.xmlsoap.org/ws,/2005/84,/discovery” »<d: Types
xmlns:d="http://schemas.xmlscap.org/ws/2885/84/discovery”

xmlns:dp@="http:/ /www.onvif.org/verld/network/wsdl" >dp®:NetworkVideoTransmitter</d:Typess»</Probes></s:Body></

s:Envelope>

[https://www.akamai.com/blog/security/new-ddos-vector-observed-in-the-wild-wsd-attacks-hitting-35gbps :11pm1]
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<stdio.h>
void function_vulnerable(char *arg)

char buf[128];
int i;
(i=0;i<=128;i++)
buf[i] = arg[i];
¥

int main(int argc, char **argv)

{
}

function_vulnerable(argv[1]);

[https://csl.com.co/en/off-by-one-explained/ :1ijm]

UDP and TCP DDoS Attacks
www.DigitalWhisper.co.il
4 2024 "21v7IR L,166 |12



https://csl.com.co/en/off-by-one-explained/

Technologic

nmin?7? nae for-n MR nxMn 17nna ,0ff by one Overflow-7 72y v winm% xXnaT nan
20V 12 N2l YN 129-0 Din'? NaID X' NDI0A X 1DV DX Mwni 128 IDIRY buf 1ynin ima
7w YI¥"1 pIa97 715 N 1w INKR DMWY KR buf-7 Notw XY NDT2 NAIMD ANIRY RN DYYaN

JNNK NN

MessagelD 7w 7V I''R NIYW? N1 MessagelD [IONK 7w 110 X7 Win'M DY DMWY XXM DX ,|D7
DN{7N] .ONYR NIDT7 INKR X7 NIENN DN'WAY [ND'TA NINENnY wi7971 1R N9Y K7 Muny
0N I'TNNY 178N DMWY DNAN NI IR D'NA 257 77122 NURS NNY7YW D INYA DMRIN D'N'IoN
N¥N'Y TV D'N2 ' TNNYT Y'wnt overflow-n 7722 qonal omipnn 0'na 257-n NX 770w RelatesTo

a0 N'a

- 7w nrxp'oonN ,0'na 3,445 7TIA NAIAN NORSY7 0'NA 451 7w 7TIA2 VRO I9N7 INY7XN DNPIN

.700%

[N 271 MessagelD-7 n71wn IP-n NX DWPN DA MessagelD NX DNIYY D'NIYWN 2N ,90112
NN 72721 0'n2a 170 20 7w 77122 nirana Niupe NI7WY TXIE MessagelD DYV NNIn nupo NITYY

.2,000% TV'7 N'¥'9'79N0KRN NX R'AN7 1710 IT NU'W ,DY9 722 NAIAN NNIX

X'DLI78N 0T D W AI'w 7710 WS-Discovery NIYXNANA N9'ZNT7 NNXNIY N'NMODIND NL'WUN
NMYNY NTAIY2 "YNNYn 7RI naana overflow-7 D1iaw MessagelD 71y Dy NP nLRS NN7IY
1D X¥N1 .overflow-n NX NI77DW NRAY NIAIAN 72771 DINNYNA NIORS NIYYT "1 N7IWN IP-0 NN DIT

.15,300% 7w n'xj'9*79nK Ni'7D ,0'NA 2,762-3 7w NN 7ain a0t 0'na 18-3 YW nope

UDP and TCP DDoS Attacks
www.DigitalWhisper.co.il
5 2024 "21v7IR L,166 |12




Technologic

HTTP/2 Amplification DDoS attacks
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[https://medium.com/coderbyte/a-guide-to-becoming-a-full-stack-developer-in-2017-5¢3c08a1600c :11jmn]
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:flowcontrol-n NX NIXY7 "WOX ,HTTP/2 nujo

2 packet-h2-14.pcapng [Wireshark 1.99.0 (v1.99.0-rc1-1239-gf67bd96 from unknown)] - + %
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Filter:|hup2 | bt |Expressiun... Clear Apply Save
No. Time Source Destination Protocol Length Data Rate Info
4 0.00037500¢ ::1 gral HTTP2 1ol SETTINGS
6 0.00061960¢ ::1 gral HTTP2 197 Magic, SETTINGS, HEADERS
8 0.08073868¢ ::1 gail HTTP2 95 SETTINGS
0.00138800¢ ::1 cax o SETTINGS, HEADERS, DATA, DATA, [
11 9.00141200¢ ::1 £l HTTP2 984 DATA
13 0.00275600¢ ::1 £l HTTP2 155 SETTINGS, HEADERS
14 0.00425900¢ ::1 £l HTTP2 277 HEADERS, HEADERS, HEADERS, HEADE
16 ©.00928160¢ ::1 ::1 HTTP2 43365 SETTINGS, HEADERS, HEADERS, HEAL
17 0.01328600¢ ::1 ::1 HTTP2 99 WINDOW UPDATE
[Header Length: 208] FCFCIICEICENSS 20 06 40 00 00 00 00 60 06 df
» Header: :status: 200 FLrpl: MO0 00 60 66 60 01 06 60 68 60 60 60 §
eade erve 0 pd ng p2/0 D Ccl:NMo0 00 60 00 00 01 0b b8 dcaGEEIEE
» Header: content-length: 22617 0040 23 fa 80 10 01 56 55 a8 06 00 01 01 €
» Header: cache-control: max-age=3600 0050 @aa 63 00 89 aa 62 00 00 00 04 01 0O
—— Ml 10:50:25 GMT 0060 00 58 01 04 00 00 00 01 88 76 93 aa
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08b® ©d b3 28 20 05 a5 @0 ed c6 de b8 db

00ce ©0 10 00 00 00 0O 00 @@ ©1 @a @a 3C
AAAA 54 Ra 5@ AS A AR 74 Ad  Ar . A3

’ ast-modified:
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#» Stream: DATA, Stream ID:
p Stream: DATA, Stream ID:

|W» Stream: DATA, Stream ID:

: DATA, Stream ID:

: DATA, Stream ID:
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Length
Length 469
Length 4896
Length 4896
Length 46896

R R R )

e
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ofile: CAPWAP
[https://wiki.wireshark.org/HTTP2 :1jm]
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stream m
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[https://nesa.zju.edu.cn/download/H2D0S%20An%20Application-Layer%20D0S%20Attack%20towards%20HTTP 2%20Protocol.pdf :1jpn]
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[https://nesa.zju.edu.cn/download/H2D0S%20An%20Application-Layer%20D0S%20Attack%20towards%20HTTP_2%20Protocol.pdf :nipn]
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[https://nesa.zju.edu.cn/download/H2D0S%20An%20Application-Layer%20DoS%20Attack%20towards%20HTTP_2%20Protocol.pdf:11n]
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[https://nesa.zju.edu.cn/download/H2D0S%20An%20Application-Layer%20DoS%20Attack%20towards%20HTTP 2%20Protocol.pdf:1j7n]
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TCP abuse for Reflective Amplification DDoS Attacks
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Table 1: Number of potential amplifiers with an amplifi-
cation factor > 20 based on scans of 20 million hosts

20 million random hosts Estimation (IPv4)
Protocol # Responsive  # Amplifiers  Amplifier Ratio # Amplifiers
FTP 705,371 13,701 1:51 2,945,715
HTTP 715,354 1,746 1:409 375,390
IMAP 683,567 9 1:75,951 1,935
PP 702,590 19 1:36,978 4,085
IRC 648,688 7 1:92,669 1,505
MySQL 672,336 8 1: 84,042 1,720
NetBIOS 517,482 44 1:11,760 9,460
NNTP 667,598 8 1:83,449 1,720
POP3 689,716 7 1:98,530 1,505
SIP 711,210 87 1:8,174 18,705
SMTP 674,815 12 1:56,234 2,580
SSH 657,916 384 1:1,713 82,560
Telnet 575,067 9,315 1:61 2,002,725

[https://christian-rossow.de/publications/tcpamplification-woot2014.pdf :nipn]
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Table 2: Number of potential amplifiers per protocol
based on scans in the entire IPv4 address space

Protocol # Responsive

# Amplifiers with amplification factor

>20 >50 >100 >500 > 1,000 > 2,500

FTP 152,026,322
HTTP 149,521,309
NetBIOS 82,706,193
Sip 154,030,015
SSH 141,858,473

2,913,353 3,500
427,370 15,426
12,244 2,449
22,830 5,158
87,715 4,611

Telnet 126,133,112 2,120,175 16,469

1,868
6,687
1,463
3,913
2,141
7,147

1,032 937 847
1,596 649 347

873 811 783
3,280 3,123 2,889
1,275 1,176 1,082
2,008 1,393 994

[https://christian-rossow.de/publications/tcpamplification-woot2014.pdf :11pn]
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Table 3: Intersection of potential amplifiers

Intersection (in %)

Protocol FTP HTTP NetBIOS SIpP SSH Telnet
FTP - 4.5 0.1 0.2 0.6 19.2
HTTP 30.8 - 0.6 1.1 4.3 26.7
NetBIOS 20.9 21.9 - 53.8 14.7 22.5
SIP 21.9 214 28.9 - 225 26.0
SSH 19.8 21.1 2.1 59 - 21.0
Telnet 26.3 5.4 0.1 0.3 0.9 -

[https://christian-rossow.de/publications/tcpamplification-woot2014.pdf :ipn]
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Table 4: Number of vulnerable hosts and average ampli-
fication factor (AF) per protocol and amplification type

SYN/ACK PSH RST
Protocol # Ampl. AF # Ampl. AF # Ampl. AF
FTP 2,907,279 22x 274 103x 5,577 53,927x
HTTP 421,487 60x 241 147x 3,411 432x
NetBIOS 8,863 54x 64 T1x 3,087 78,042x
SIP 16,496 1,596x 2 696x 6,306 32411x
SSH 81,256 80x 391 57x 5,889 29,705x
Telnet 2,112,706 28x 2,353 3,272x 4,242 79,625x

[https://christian-rossow.de/publications/tcpamplification-woot2014.pdf :117n]
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Table 5: Number of packets transmitted by the amplifiers

within 10, 30, and 60 seconds after the first response
SYN/ACK PSH RST

Protocol <10 <30 <60 <10 <30 <60 <10 <30 <60

FTP 2 5 10 5 10 14 561 1,584 3,055
HTTP 2 6 11 5 10 16 140 224 264
NetBIOS 8 17 22 5 6 8 976 2748 5,291
SIp 2 6 12 1 1 1 562 1,360 2,497
SSH 3 6 11 6 9 10 595 1,394 2,523
Telnet 2 5 10 52 154 277 996 2345 4,254

[https://christian-rossow.de/publications/tcpamplification-woot2014.pdf :11pn]
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