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All services

All | Filter services ‘ Service providers : All Release Status : All

Favorites

Recents -~ — =
4 ‘o) — $) 4D
> -— (%) & = = O
Recommended for you
Microsoft Virtual Resource App Services Storage saL Cost Virtual

. Entra ID machines groups accounts databases Management networks
Categories

Al + machine learning ) .
Al + machine learning (22)

Analytics
Compute #  Azure Al Studio A Azure Machine Learning
Containers b Azure Al services @b Azure Al services multi-service account
Databases P -
@ Anomaly detectors ( Bot Services
DevOps
B content moderators ' Custom vision
General
Hybrid + multicloud @ Facenris L.} Immersive readers
Identity m Metrics advisors @ Azure OpenAl
Integration e £}
1l Speech services i] Translators
Internet of Things
O Azure Synapse Analytics
Management and governance
Migration Analytics (23)
Mixed reality
&= Analysis Services @ Apache Airflow™ on Astro - An Azure Native ISV... | PARTNER
Monitor
) i B
Networking «*! Data Lake Analytics L4 Data Lake Storage Gen1
Security #2* HDInsight clusters f:‘] Azure HDInsight on AKS clusters (preview) | PREVIEW
Storage 4% Microsoft Graph Data Connect  PREVIEW 'w Data Catalog
Web & Mobile
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Analytics .
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Compute
Containers 9 Microsoft Entra Connect D Microsoft Entra Cannact Haaith % Azure AD B2C
Databases % B2C Tenants B Enterprise a) ) Microsoft Entra ID 8 External Identities
DevOps
2", App registrations & External Cor B Guest Usages
General S View
Managed Identities  Microsoft Er ® Microsoft Entra ID
Hybrid + multicloud
p ? ipti . Mi
dentity B Microsoft Entra Privileged Identity Management (&) Identity Goy Description & Microsoft Entra o v r
Streamline identity management across
Integration @ Microsoft Entra ID Security B verifiedip  Microsoft Entra devices and services with
centralized administration and enhanced
Internet of Things security features.

Integration (17)
Management and governance
Free training from Microsoft

Migration A Apache Airflow™ on Astro - An Azure Native ISV. ARTNEF #  App Configt [iz] integration accounts
Secure your application by using OpeniD Conn...
Mixed reality @ Integration Service Environments Logicapps 6 units - 50 min 3« Logic Apps Custom ¢
Monitor
@ API Connections & Azure API fo 2> APl Management seny
Networking Useful links
Security K FHIR service @ HealthData 0 o (%) Apache Kafka® & Ap}
- - G ted '
Storage o2, Event Grid J&,  Event Hubs Documentation ' Event Hubs Clusters
Pricing Cf
Web & Mobile T st L RP—
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17'K ,NWnA7 1aynl X NXIvYIN Mpn? nwa v 17w Tenant-2 wnnwn nr'x? 0'7nn? 0N

PNNIN 7INN7 ?RNIN 27707 ?M1DNN DX 7017 217 W' 21T DIRWAN
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790NY INX host LIYD X'N NPN L(?”INK DIZA” INIX DT NN ') D'ID0 INI' N¥Z 0'NIINY YNNW)
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https://management.azure.com/

11011 119w DMann XYL Application Administrator ,Global Administrator NX Ya1 T¥2 0'w1 INIQ TR

:TIv1 Reader ,Contributor N

| Access control (IAM)

s« t Add v T Activaterole L Download role assignments editcolumns () Refresh | [T Delete | & Feedback
Al Job function roles  Privileged administrator roles
\;" Search by role name, description, permission, or ID Type : All Category : All
[] Name © Description Ty Type Ty
[ owner Grants full access to manage all resources, including the ability to assign roles in Azure RBAC. BuiltinRele
[ contributor Grants full access to manage all resources, but does not allow you to assign roles in Azure RBAC, manage assignments in Azure Blueprints, or share image galle... BuiltinRole
[] reader View all resources, but does not allow you te make any changes. BuiltinRole
[ Access Review Operator Senice Role Lets you grant Access Review System app permissions to discover and revoke access as needed by the access review process BuiltinRole
[ AerDelete acr delete BuiltinRole
[ AcrimageSigner acr image signer BuiltinRole
[ Aerpun acr pull BuiltinRole
[ AcrPush acr push BuiltinRole
[ AerQuarantinereader acr quarantine data reader BuiltinRole
[ AcrQuarantineWriter acr quarantine data writer BuiltinRole
[ Advisor Contributor and Revi... View assessment recommendations, accepted review and manage the lifecycle (mark recommendations as completed, po... BuiltinRole
[ Advisor Reviews Contributor View reviews for a workload and triage recommendations linked to them. BuiltinRole
[ Advisor Reviews Reader View reviews for a workload and recommendations linked to them, BuiltinRele
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Virtual Machine User Login

BuiltinRole

Permission Type

@ Actions O DataActions

Showing 26 of 26 permissions

Type
" Microsoft.Compute
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
" Microsoft.Network
Read
Read
Read

Read

Permissions

Get Virtual Machine

Summarizes latest patch assessment operation results
Lists all patches assessed in patch assessment operation ()

Summarizes latest patch installation operation results (&

Lists all patches considered in patch installation operation
Get Virtual Machine log definitions
Read diagnostic setting &

Get Virtual Machine Extension (0

Get Virtual Machine Instance View

Get Virtual Machine Metric Definitions
Get Virtual Machine run command (©

Lists Available Virtual Machine Sizes ©

Get Load Balancer (0
Get Network Interface (0
Get Public |p Address (O

Get Virtual Network @

" Microsoft.HybridCompute

Read

Read

Read

Read

Read

Read

Read

Read

Read

Read Azure Arc machines

Read Azure Arc patchinstallationResults
Read Azure Arc patchinstallationResults/softwarePatches (D

Read Azure Arc extensions (O

Read Azure Arc licenseProfiles
Read Azure Are machines's Hybrid Identity Metadata (0
Read Azure Arc patchAssessmentResults (O

Read Azure Arc patchAssessmentResults/softwarePatches (0

Read Azure Arc runcommands (0

' Microsoft.HybridConnectivity

Other

Endpoints_ListCredentials (&

Description

Get the properties of a virtual machine
Retrieves the summary of the latest patch assessment operation
Retrieves list of patches assessed during the last patch assessment operation

Retrieves the summary of the latest patch installation operation

Retrieves list of patches attempted to be installed during the last patch installation
operation

Gets the available logs for Virtual Machine.

Gets the diagnostic setting for the Virtual Machine.

Get the properties of a virtual machine extension

Gets the detailed runtime status of the virtual machine and its resources
Reads Virtual Machine Metric Definitions.

Get the properties of a virtual machine run command

Lists available sizes the virtual machine can be updated to

Gets a load balancer definition
Gets a network interface definition.
Gets a public ip address definition.

Get the virtual network definition

Read any Azure Arc machines

Reads any Azure Arc patchinstallationResults

Reads any Azure Are patchinstallationResults/softwarePatches
Reads any Azure Arc extensions

Reads any Azure Arc licenseProfiles

Read any Azure Arc machines's Hybrid Identity Metadata
Reads any Azure Arc patchAssessmentResults

Reads any Azure Arc patchAssessmentResults/softwarePatches

Reads any Azure Are runcommands

Gets the endpoint access credentials to the resource.
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POST /batch?api-version=2020-06-01 HTTP/2

Host: management.azure.com

Content-Length: 895

X-Ms-Client-Session-Id: c7ella7ecd4aed7178a6f5d6c9b2aaz247

X-Ms—-Command-Name: { Hicrosoft_ﬂzure_ﬂD.Batch:O,AddRo'I.eAssignments.batch:1}|
Accept-Language: en

Yo Wk

=requests™: |

“eantent”:{
*1d":*a26840e-4da7-41db-acdd-SHSH0dE0050a",
“Properties™:{
“Principalle™ o
“PrineipalType
“Holebet ini iders/Microsoft. Author ization/roleDef initions acdd?2a7-3185-40ef-bda2-1 606 1bs
"5cope”:" /s UID/ resourceGroups/ resourceGroupName/provider s/Microsoft, Compute/virtuaiMachy
“Condition" iy
"ConditionVersion™:null

}

}e

“httpHethod” :FUT",

“rame™ " 7395¢1b 4471-bae3-4a23ebl5c005™,

“requestiesderfetails®:{
*commandName® s "Microsoft_Azure_AD.AddRcleAss igneents.batch®

ment. azure. con/subscr Growps fresoure ame/providers/Microsof t.Cospute/virtualiachines Vi-Nase /providers/
uthorization/roleAssigneents/ 43db-acdd-8E5d8d85050a api-vers lon=2020-04-01-preview”
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= System assigned

=  User assigned
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:MI 7w D10 AW W' ,N'WRD

System 7w 1Ix'y7) SAMI X3j7' nnynw ,System assigned DMIXI' 1INIX TWKD ,0'7TAN NNd DN W

ANWNN 1Y SAMIIN” N0 071D TXI,AXWN DX 0TI DXV 11NN, (Assigned Managed Identity

NN DTN

~ sapir-fa | Identity %

Function App

l O Search |
Activity log

ﬂ,q Access control (IAM)

€ Tags

/2 Diagnose and solve problems

© Microsoft Defender for Cloud
Events (preview)
Better Together (preview)

> Functions

> Deployment

> Performance

Vv Settings

IVl Cridennmmmant vmviahlan

«

<

System assigned  User assigned

A system assigned managed identity is restricted to one per resource and is
access control (Azure RBAC). The managed identity is authenticated with Mi

[F'J Save X Discard O Refresh ﬁ Troubleshoot }? Got fe

Status
of  QTED

Object (principal) ID ©
I B

Permissions @

I Azure role assignments |

NIXTT DA 7510 .DINX DARYNT? INIX )"'W7 [N K710 Function App-7 1" N NXa7 ,ntn MI-n

NIR7 17 XNO0'0N NIX NINQY T 117 'R ,X7 IN D' KIN DX 0T SAMI-7 yana 17 W'y no™wn e

NNIR 7717 IR NNIX

‘NN NT )2 .(RBAC NIXWAN) DX DTN NIRYAN 17 DN 7511 D 7aR

All services > Funetion App > sapir-fa | Identity

Azure role assignments

+ Add ol assignment review) C Refresh

If this identity has role assignments that you don't have permission to read, they won't be shown in the list. Learn more

Subseription *

Role Resource Name

N role assignments found for the selected subscription.

~

Add role assignment (Preview) x

Resource group O

[ sapir_test group v
Resource Type
Role ©

[owner & ~

Learn more about RBAC

17X 71722 72N ,21wN TINA X7 0T 2 /121 Resource Groups-I Subscriptions 7y DMiarT17 N9 010X X7

NIXYIN 'MN1 ATH MNna ,NNIR NXRT .awa 2w SAMI-7 nann X Dn™7ui (Scopes) DRIW D'AINN
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INX ?User Assigned Managed Identity N7 nn .'o1' ,NIXWIN NT7 DN 'RESAMI DX 'R 'R TX

UAMI ,nx17 TR ARWNY7 71 1Wpw SAMI nniv?w nt SAMI-7 UAMI 2 7Tann 2UAMI - 1w nwa

.DARWUN 19017 YR NIt 71!

LNIRWAN NIR DR NNY 0¥ DNIX 71079 NIFRIVYY NRDN 7 nXIAp 17 W'y N0 280 (11NN NN
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NIXYIN 17 NNT 211,011 D'AXYNA 7V INIX 7'Nn'? 071D AR NWdI ,sapir_uami bwa UAMI 'mx! TR

N'RIVMI NN 7Y INIK D'UN7 'N0YNN .AIXD

Add user assigned managed identity X
I | Identity  *
7 Vit ne
Select a subscription
O search 5« “ "
System assigned  User assigned J
E— User assigned managed identities
K3 Overview i 9 9
User assigned managed identities enable Azure resources to authenticate to loud Sevices (& [ fi1e; b dentity name and/or resource group name ‘
B Activity log <reated as standalone Azure resources, and have their own lifecycle. A single resource (e.g. Vit
assigned managed identity can be shared across multiple resources (e.g. Virtual Machine).
A, Access control (IAM)
2emove () 2 2
@ Tags + Add [ Remove () Refresh | A7 Got feedback? sapie_uami
Resource Group: sapir_test_group
< Diagnose and solve problems
> Connect Name T4 Resource group Selected identities:
> Networking No results sapir_uami
Resource Group: sapir_test_group Remove
> Settings " Subscription: | S
> Availability + scale
v Security
Identity
Micrnenft Nafandar fnr

:NT27W TV 12N NN 2IY 0D0) .21aN

Ml7wDaio2w .1

D'ANWN 190n7 User Assigned Managed Identity Mwp7 ©wox .2
MI-7 NIRWAN NN7 WOK .3

4

MI 7w Xno'on 7y VITYY TWOX 'R
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T

m} fl

idve M

"deletedDateTime": null,

"accountEnabled": true, Response preview
[m] “altgrpativeNamec'

W22d93-18cf-406d-aab8-323cf7819b3f/resourcegroups/sapir_test_group/providers/Microsoft.ManagedIdentity/userAssignedIdentities,
sapir_uami”
1,
"createdDateTime": "2024-09-03T07:17:58Z",
"deviceMarfagementAppType': null,
"appDescription”: null,

“"appDisplayName": null,

"appld": M
"applicationTemplateld": null,
"appOwnerOrganizationId": null,
"appRoleAssignmentRequired": false,
"description”: null,

"disabledByMicrosoftStatus": null,

"displayName": "sapir_uami",

"errorUrl": null,

"homepage": null,
"isAuthorizationServiceEnabled": false,

;isExplicit owa 7Y N alternativeNames nnn
e True==UAMI
e False == SAMI

:az 2ITINN NIYYNXA TN query nln

az ad sp list --query="[?servicePrincipalType=='ManagedIdentity’' &&

alternativeNames|[?contains(@, 'isExplicit=False')]]" --all

N'¥PZY79X WM 27X ,appld NIKAY 0710 DNAX L1172 attributes-n 7Y D'7ON0N 11D DX QX

2T DXPI79RN IT NN 2ITN NYRRI0'ON 727 NI

nn i ar, ”q00"79 |NN9” NiMn 2V DNYNY DY9 'R DR NYYYYN T OT7 NIYNNY NNRN TR

.NTY
NPY79R MAXTYW NIY' N IT Service Principal-1,Service principal 7w 210 X1in MI,DTI7 'N1''YW '9)
ANWNT YR KR ,NNPY79X X' K7W servicePrincipal X1n M1, 17w nnjpzna 7ax

,appld nTwa 1Inw7D Y 0'W7 Narn ANt 0910 servicePrincipal 7w NN XInw DIwn 72X
N ,'RPR GUID W mw uiwe DN ,('7wn'? appDisplayName nniv'?) null nirn% 715' X7 Xinw nk1dI

TN NXAWNN DX XY
19'0N AT AN ,ywywn T

N7 N'NY 1720 DNR )" RIND DY2Y79RIT'RT7 NIRNY 10001 appld nTwa w'w GUID-N DX INPN DXI

Inn"p
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‘ beta v ‘ | htlps://graphm\croswft‘com/beta/appl\cahons/_ E | m

Possible error found in URL near. I ]

B> Request body [® Request headers @ Modify permissions © Access token

(&) Not Found - 404 - 637 ms

) Response preview [ Response headers [ Code snippets &g Toolkit component Adaptive cards =
[m R
m] "error': {

"code": "Request_ResourceNotFound",
"message": "Resource '] ¢ does not exist or one of its queried reference-property objects are not present.",
a “innerErrort: {
"date": "2024-09-03T07:57:19",
"request-id": "ba7b9afa-f923-4ed3-ad4a5-2c50791fc@c5",
"client-request—id": "0f575df9-5eel-d8dc-6e4d-063aecc56224"
¥

17 U'w N X .99 N1 'D>0N0 ,hY 1'7|n NNX2 NN AR IR, IN'YR pnw'7 MI %7 11291'7¥ "MNKX 1'WDY
'K .MDNN NN MI-n oy DNrroInIN yxa? 0™710' 1INIx nwd ,MI n'7y 11292721 N'7XRI0Y' NIDN

:NNAN NTIR9N NN YNNI NdNN 7V Powershell nnoa viwo

Connect-AzAccount -Identity

TN .D0'-Token-7 NTVY NA'N ™7 W' ,VITD ITOW NX'0ININA TINW Token-n X1 'R 'MAMIYNN NYd
-0 NN LI NIAIND 'Y NIRYINN DN 2970 A T nndY? ?refresh token 117 ' DN ,mxy? 'Man

121 ?scope

In7w Token-n Nan TR

{ "typ": "IWT",

"alg": "RS256",

"x5t": "MGLQqj98VNLoXaFfpJCBpgB4JaKs",

"kid": "MGLQj98VNLoXaFfpJCBpgB4JaKs"

}-

"aud": "https://management.azure.com/",

"iss": "https://sts.windows.net/eba5ea9a-b43a-4fab-afld-f245e133078d/",

"jat": 1720866122,

"nbf": 1720866122,

"exp": 1720952822,

"aio": "E2dgYFgatTRLqeZzTkV17vLTBR8eAAA=",

"appid": "f5c8f961-4667-4al2-afdc-e58090afffd9",

"appidacr": "2",

"idp": "https://sts.windows.net/eba5ea9a-b43a-4fab-afld-f245e133078d/",

"idtyp": "app"”,

"oid": "8c7d7ffb-cd90-4d9e-beca-b73e60ca3fol",

"rh": "@.ARMBmuql6zq@qe-vHfIFATMHIUZIF3kAutdPukPawfj2MBMTAQA. ",

"sub": "8c7d7ffb-cd90-4d9e-beca-b73e60ca3fol",

"tid": "eba5ea9a-b43a-4fab-afld-f245e133078d",

"uti": "xqdVPppWUEa7Iq_f5eqnAA",

"ver": "1.0",

"xms_idrel": "22 7",

"xms_mirid":
"/subscriptions/GUID/resourcegroups/sapir_resource_group/providers/Microsoft.Compute/vi
rtualMachines/sapir-vm",

"xms_tcdt": "1720437592"

}.[Signature]
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,N"j7 |NT7 expiration time-n NX 'NYNNW TNK7 .Access Token 7V 0'70N0N 11NIXYW NXM] ?NIAwNN
NYY 7VA7 QPN KIN PY L, 0'wnNun 7¢ AT-n nIY vyn At ,01'7 9pn ntn Token-nw 1Nann
,xms_mirid nTYUN . 127 nIra oyo 17w Token-n NX WTN7 yTI' 17w MI-n refresh token 117 |'% ,q011a

Inwn Ty 1Y ,© mikn T .Token-n NX MY 11NN ,NTN MI-7 AIYPY AXRYNN NX 117 ar¥n

AW QI¥X .MI-0 7w [d-0 NN 0197 1Y ,UAMI DY NNXNNY D'¥N IWNRD NTIR92 [u 77N W, aaN

N"Yw nn 75 oy ANV IIRNN 9102

:N'¥NII91'N NQN DY N9 70N D27 10'9T 17NN NITH?ON (0112 NN

$currentAzureContext = Get-AzContext

$azureRmProfile =
Microsoft.Azure.Commands.Common.Authentication.Abstractions.AzureRmProfileProvider]::
nstance.Profile

$profileClient = New-Object

Microsoft.Azure.Commands.ResourceManager.Common.RMProfileClient($azureRmProfile)
$profileClient.AcquireAccessToken($currentAzureContext.Subscription.TenantId).AccessTok
en

Write-Host "$($profileClient)"”

connect-w Nn X'N D'WY70 MINKAY) XN NTIRoN NN YN X' ,MI Dy Token a'wn? noon T

((Nwy az

$response = Invoke-WebRequest -Uri
"http://169.254.169.254/metadata/identity/oauth2/token?api-version=2018-02-

01&resource=https://management.azure.com/' -Method GET -Headers @{Metadata="true"}

NIDN T NINTIN O'RMN X XD .NMIY 0YN RN DYPZP0INIR YIXAY? 0T ARwn 701,17 a1vn
,Tenant-7 N1197 DIpnaw 71 ,0auth token 72177 N'OX77 NWPA NYXANN ,NIKY? NAIY '), NYRI0Y

.169.254.169.254 :nX2N N'OVON NAINDY7 01D 1ININ

JAzure-2 NIMIRIVY'IN NNRIRAN 7101 7Y 'KINKY MR 7Maa AT L IMDS-N MY 7w naman X IT

JNI00 NN v It NTIEZON DX 'NXN D, INIX O'RIN 1NN

1Y D01 INIA TN ,ND TV 0T N2 N2V NAYIN X
7R IYRY ARUNN 7Y Ml Dy Ni7pa nNRNn? twox .1
MI 7¢ Kno'on 71N NIZOYNN DIV 'R .2

Refresh token 17 |'RI ,07w DI'7 97N MI 7w Token-n .3
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NYUZANNN N'A'01I9IRN NMAYNNN

nan 7y ,NNX PS NTI9Y7 Nayn D175 NYT7 1Y X7 X, NINK IR T NIY2 ANWNYT7 DY 'MaAYn OX

VT 2'wn71,12 K¥N DTN ARWYNNY tenant-2 N'YP'0INIXK Y¥1Y?

J"X7 AIWNW NITII NN N9 W'Y [aInd
ANUNZ NIIURI DY TN IX @
MI 291170 NN ANUNN VW PN 1IN e

A'YUNT NXN IRY YTAN DX A'WNT NIMRNNN NIRYANN DX ' ML 7w TIXIXR e

ANIF D20 DY MI DN7 W'Y DRRIR NN D'N"PY NNIV] "IX 7720 YU'NNN X7 0T DRN ,NINT D2l
D DX ,D'PTh D'YNNYN 1Ind X7¥ NV ,LYND NNVIM X7 17RN DMWY ,|AMDI MY INYN NIRYAN

DN YTaN DY X
IANWUNT7 NWA MY 71 NNK,MFA IR ,KN0'0 11X X7 NNX MI DY NnkNn? 1 ,%217a 7120 W ,0xya

NIRYINN NNlL,DNYIZA DN DAY 17'KY7 ,007W n2'202 MI-n DX 1772 ,NIN'0A U970 01 TX
210 NRNND 7V 12T NI 2V 1017 VIYD IX PNIRYAN TT? ?71INNYT7 TWORY 1780 W' "7IN ,DN7W

:(Qwnna

az login

$sps = az ad sp list --filter "servicePrincipalType eq 'ManagedIdentity'"
ConvertFrom-Json foreach($sp in $sps)

{
Write-Host "Managed Identity: r'n Id: $($sp.id) r’n Name: $($sp.displayName)"
$rbac = az role assignment list --assignee $sp.id | ConvertFrom-Json foreach($r in
$rbac)

{
Write-Host "RBAC: r'n $($r.roleDefinitionId) r'n $($r.roleDefinitionName) r n

$($r.scope)”
}

Write-Host "°

}

:0797 XnaIT

Managed Identity:
Id: 8c7d7ffb-cd90-4d9e-beca-b73e60ca3fol
Name: sapir-vm

RBAC:
/subscriptions/84945766-aaff-413d-bf94-2e9743f7693a/providers /Microsoft. Authorization/roleDefinitions/
Reader

/subscriptions/84945766-aaff-413d-bf94-2e9743f7693a

Managed Identity:
Id: 77b59ebd-c98b-4a3a-a39c-30a5c0ccfbfa
Name: sapir_ua_mi
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ID"pnn

vonINa BlackHat-2 nx¥Iin wnn) Inima wIn LIPRD DENANN 72Ima wnn TINK LYY 2N TX

NYIDN 7Y DN NID'?N TIVITIY NRMI ,7'NNn 1 NTY NAYIN "IXT YN TIKN NT .(||'1nNn

(('pmnXn *711) Dirk-jan T 7V DONI9W 7NNN 7'NM)

https://dirkjanm.io/persisting-with-federated-credentials-entra-apps-managed-identities/

:NNLVN 2 I'N DT NN
I'7V OWIN RINW ARWN T 71 Ml Dy DINTTNY [N nTavnn wann? nfoxnt .1

MI-n 7w nTIvn/Rno'on nn fan? .2

M X7 Ml Dy NNTM NNRY 2¥N7 NYan DX DY,1DIN2 2 9'V0 NX 71 1 9'wow N1N7 TWoN 7Ima

A7¢ NINTTN 0190 DR NAYN AR, 117X AV KINY ARYNN

“w n71vnn y1anw m Federated Credentials XN1j73w nna yT' N9'0 X TN IPNNA DX 207 '

0901170 NX 12D 71N XN AWS SSO

Federated Credentials

W ON,L "W IX? 79 D'YNNWNn DR NNR'Y INR |dentity Provider 7v 1mo% Xin [I'van 71maa
7¥ 19102V 1) Federated Credentials 2191577 712 IX ,Entra-7 IN'R NINTTN7 NXN X1 Okta-2 wnnwn
XIN IMIX 'NMN'X” D Inwn Entra-7 n7¢' 71maa Okta-1 ,0kta 7 720 AnTr' 7w wnnwnn NaT
NIIYRIN NINTTNN 72X ,N9'1 210 7201 Entra-2 120 nWY1 wnnwnn 7 NIXYINN 710 0191 .”N110

"7y nI0 IRY 'MuYNNY Identity Provider-n 0T nyxann

NIN 178X INY' '019N NNY 72 ,"1A'X1 'O NNOSN X 17V D'DNI0 1ININY Idp-n DL NP YU
DY “N220 XIN INIX 'MNA'R’N 7V DINN' XD ,UNNWUn NAR' XINnW DY9 701 .Entra-7 nw' niayn

17w 101790 Nnonn

NNV NINY D7D XL (NIAYD NN9NAN DX N7 W'Y DIWN) nYTInn DX D97 71> Entra D
T 72D INIXY U901 KIN NT .I7W '019N NN9AN DX W' 17 1 PY AT [dp-nn nyan nyTinnw

.Passwordless Authentication 7y '7w DTIPN "Xknnn CBA Authentication-n NX 2™ ,0M1'dN

User Assigned 7y Federated Credentials V' Tan'21 ,1n7wn Idp 1M 1IX"7 7NN avIng [I'van nn

N2 K7 ?WON 77071 N1 12T nn%? .Managed Identities
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https://dirkjanm.io/persisting-with-federated-credentials-entra-apps-managed-identities/
https://digitalwhisper.co.il/files/Zines/0xA4/DW164-2-TAP-PasswordlessAuth.pdf

D'wnNNun 7y Federated Authentication 291777 7211w 1IN X' ITN NOPNNA [*2yn DXVIAY 2700
NTAYN RIN DT 2101 NIY' 79 UD01IZNN TAD1 77N PY TN TINA DT MI-Q XIT 728 ,NNNR DMy

In7w Xno'on 7y nLMY DIV 117 |'RY

N3 X MI-0 NIX A¥''Y Service Principal-7 Xn0'0 IX NTIVN §'0INY7 NOIN "IN UKD LMV IXY

IMIYON X7 QTN NNNIKY NRAY

C:\> Add-MgServicePrincipalPassword

Federated 7¢ no0In NIy¥nXa MI NI 2w XNn0'oa Nya7 N7 X'N,N9 NIMyNN “nx¥19”n X

.Credentials
?NTN [IDNNY7 D'DIYNN NN

NI'\P'? I72INY XN NARD LTI 7Y idp "Ny Nin 2V DT 90N m"pn'y n0'o"Myx NNIX D oIy

NIXZ'OININD 770N I¥7 0NN 17X D10 PY .0-Token 7V '7W IWRIN AARNA NP NP AT 7Y

:00TIVo OIDC-a
well-known/openid-configuration. 2101 Yalj7 0D NNIX @

jwks_uriWn N TANN'W NINNON Yl e

2MI2'¥N NN9NAN DX 7' NINNSNN non

Dy role 0 MY X 0 oW ,1n7w MI-n 11ay Federated Credentials 2917 0'D"MY 1INIX ,NYD

NN ARYANN

Microsoft.ManagedIdentity/userAssignedIdentities/federatedIdentityCredentials/w

rite

NIY' XIn M1 qioa D "7 31 TN ntw .RBAC-2 X7X ,Entra Permissions-2 [XD N2ITn X7w 27 In'w
NXYINN NIX 790" 0O'XAN RBAC-N MjMm D2 .Azure management-1 '¥nI Entra-2 'xn N7nnny
:NX¥ININ

Contributor / Owner e

Managed ldentity Contributor e

Azure Red Hat OpenShift Federated Credential Role e
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System- 7y TIAYN X7 nOpNNNY |"¥7 21wN INXNIY DIzn 750 M- oy nXNnT 7211 21970 "NX7?
N (bound) MW TN System-assigned |DW ,User-assigned 7V 71 XX Assigned Managed Identity

1N 77 NMMRNNY 715'1 TR ARWUn?

[ANN NTIAY

NUWI NXI] NN K7 TWTIY AR DNd TV WTN YT RIN M7V Ni9pn 9w 0901170 ,N1d NI DX TX

:NI2'0 19011 YA NTY NNIN "IN .ND TV " T Nl

-1 NRXINI DMK 3 0OV NP DONONN AT I'WOY RITI) V901N NX NDN NINS 097N DA .1
.(Anxnn 9102 w7 -Karl Fosaaen nkn |INnxn DefCon

NIRYAN DY UNNwn? 21'w's NNR) '¥pP7oX7 secret 9'oInT |0 yind DY NI9'PNANn NN .2
77 NI NN DT 110 (NIMRNN

NN K7 'Y MIXR K7,1'WDY TV ITD NOpNn IN'T XKW T .3
.Managed identities 7y |'V D'WY7 " T NIV 190N [KD VI ["TY IR ,1770 NI'ON NINNT TR
‘0D

D'WOX D'abuse "' 72 DA X'an 700 .NIT NIIXA AYNIIDYI'X TINA NQNN X'ANY TNl wnn ') vt

:(XnaIT7? Federated Credentials '7v DaI niiw 7y na) yni

AzADServicePrincipellnsights | 0 | @ | @

Microsoft Entra ID Service Principal Insights (v1_20240529_1)
El¥ service Principals
£a Service Principal Owners
£a Application Owners
2 Service Principal Owned Objects
Managed Identity User Assigned - associated Azure Resources
& . Service Principal AAD RoleAssignments
4. Service Principal AAD RoleAssignedOn
& . Application AAD RoleAssignedOn
<2~ Service Principal App RoleAssignments (API permissions Application) [critical. medium permissions: 54]
22 Service Principal App RoleAssignedTo (Users and Groups)
- Service Principal Qauth Permission grants (API permissions Delegated) [critical, medium permissions: 66]
4+ Service Principal Azure RoleAssignments
4 Service Principal Group memberships
Application Secrets (1 expire soon)
Application Certificates
Application Federated Identity Credentials
Managed Identity User Assigned Federated Identity Credentials

B8 Download CSV semicolon | comma

Rows: 1 7 ¥
SP (MI) Chjectid SP (MI) Application 1d SP (MI) Resource Id (ARM) Federated Identity Credentials
DisplayMame
fhd57619-49f2- 1c735e77-ed77- FedUAMI /subscriptions, 1 (AbuseFederatedCreds (id: /subscriptions,
4673-8b15- “/resourcegroups/pentest-rg/providers/  |iders/Microsoft. Managedidentity/userAssignedidentities/FedUAMI/federatedident]
a3fdseo4eafo Microsoft. Managedidentity/userAssignedidentiti  (issuer https://token.actions.githubusercontent.com; subject: repa:cloud-architekt]
es/FedUAMI s/main; audiences: apiy//AzureADTokenExchange))

£ HiPo Users (4)
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NIRYIN DY MI 17y W'y aRwn? nwaw D 7y 11T Federated Credentials 7y nopnn% 1ayn
INID ,NWUR NI' NTNIVAYNA KN DT 12T 7Y 10T ,NMIvawn NIKWIN Nn70n7 712107 n'710' ninna

.7 127 NIWYYT7 7011 Nn nRM

:0712 7V 112,017 0210 3 W' Azure-a
wnn WoK , Ml Sign-In 112y NTI91 NNIAVE 19010 W Azure 72X ,NN%? NYTI' X7- Sign-In logs .1

:GUI-A nT DR NIXY

Sign-inlogs  #

¢« ) Download ~ ¢ Export Data Settings % Troubleshoot () Refresh == Columns £ Got feedback?
S @ Want to switch back to the default sign-ins experience? Click here to leave the preview. =
Date : Last 24 hours Show dates as : Local Time aggregate : 24 hours T Add filters

User sign-ins (interactive) User sign-ins (non-interactive) Service principal sign-ins Managed identity sign-ins
@ sign-ins in the table below are grouped by application. Click on a row to see all the sign-ins for an application on that date and time.

Date 4 Request D 1L Managed identi..T). Managed identi... T, Status Resource Resource ID 1L Managed Identi...™y  Associated Reso..t)

> 9/22/2024, 3:00:00) Success Microsoft.EventHubs systemAssigned

> 912272024, 3:00:00] ... Success Microsoft.EventHubs systemAssigned

> 9/22/2024, 3:00:00 - Success Azure Key Vault systemAssigned

> 972212024, 3:00:00 . Success Azure Key Vault systemAssigned

N> .Federated Credentials Dy n'¥j7'0INIXK NINT? 7'awa Client credential type nTwa wnnwin'? 701
DT NIYXNAND N'7N Y'WNNYT 2211 ,0NIX 2917 QpINI 0T *Federated NITWN NX NIKYY? 72210,

:Token issuer-n

Home tenant name

Client credential type None
Managed identity ID — ]
Original transfer method None

Token Protection - Sign In Session  None

Managed identity name sapir_uami
Managed identity type User Assigned

Associated Resource ID

Federated Token ID

Federated Token Issuer

Federated credential ID

.N9'PN 7Y Mpna ANl NIFMY? 70 Y XNt Location 7y yT' oy MI AI7 'MRXN K7 ,MYNY?

17V INIX MA917¥ Resource-n JIN2 Y1 INXy MI-nW DIYN NTY NX11D
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217 1'7v M7 v UAMI-7 Federated Credentials 'maoa' - Audit log .2

Audit Log Details X
logs

Activity Target(s) Modified Properties
L Download 5 Export Data Settings () Refresh €3 Manage view - 27 Got feedb: _—

(& want to switch back to the legacy audit logs experience? Click here ta leave the preview. Target Property Name Old Value New Value

S Add filter Show dates as: Local Date range: Last 24 hours Service : All Cat sapir_uami FederatedldentityCredentials 0 [{"Name™"test","Issuer":"https://test.com”,"Subj
ect"“test”,"ld"" bdce2fc-c5¢7-4574-8ade-
febasfBa2c3b”, Description”:null“Audiences':
I"apiy//AzureADTokenExchange'],"ClaimsMatchi
ol Clai .

Directory  Custom Security

ssionLanguageVersion™0,"EncodingVersion":1."
Date | Service Category Trustedissuernull}]

9/22/24, 9:50:08 AM Core Directory ApplicationManagement sapir_uami Included Updated Properties “FederatedldentityCredentials"
9/22/24, 950,08 AM Core Directory ApplicationManagement
sapir_uami Targetid ServicePrincipalNames
9121724, 11:53:55 PM Self-service Group Mana. GroupManagement
9/21/24,11:46:22 PM Self-service Group Mana... GroupManagement

,NTD W'NON 1017 K7W N0 |'KY NAYIN 1R 720 10 ”Update service principal” a10n Xin mxy a17n

|2 NT DINX MI NNRA KN ServicePrincipal-nw 71Ta% w'w "7 21wn 21 NP7 X X7 KD pY

.FP xan? 'y

:NIA'0 NN ,NTN D'AI7N 2107 'T' NP 01OX X7 X - GraphActivitylog .3
(0'wNIT K7W DINKRD NNIYY) 90D N7V ANXIADNR WAITRING ®

(TRIM2a jalon syntax N7 W'y X7) KQL NIN7'RY NIYV¥ARA RIND QTN A 2IKWNN DOy =

N¥p N7 .Tenant-2 N'WYIY GraphAPI NN7'RW 70 Tynn 70w NN ,NT A7 227 ["Y7 awny [y
INYN 17 U'Y 21UN7 17 DIIA KIN D AT 2170 IR NANIR X7 DY X .AD N2'202 LDAP 1017 1N
NRIN X71,[¥N' GraphAPI-w API-n 19X DY, Entra-2 NNIRW NI7IVD 71 RN NNK 2V192w) , T2 2TN
D2'NIT W' PY DTN 270N PANNNY NIV'Y [InN W' 0N .Azure 7¥ 71Tan 071y DNIpw 0NAT

2177 DWNn? X71,N171Y90 NIK IR DNIYYNAXRA Y¥A7 N APl YNy 0'7'apn

:AzureADAPI Nniy7? GraphAPI - N'OX7j7 DN XNAITN

GraphAPI - https://graph.microsoft.com

AzureADAPI - https://graph.windows.net

TINAAITI) NO'PNN 72 2N ,72V191 TWRD ,0910NP™M 7w ' Win'wal deprecated 2w 710'2) wn
-0 NIYYAX2 DNIR NINT? N1 X7 P71, pwva o'wnnwn  (AADInternals-l RoadTools

.GraphActivityLog

MI Dd7 W' mpnal MK DD7 W' Mpnd DR 72K ,NTN 2170 99 27Ta D1ain X7 IR XA

NTNRNINT? 172N 2 ,Entra-2 DMNAT N7RUNNY

7> 2IMdY |N1W n'-detection W' DX 72X ,NNIV] X7 NNRQ X ?]"yn 77021 IX Y191 U'NON DT OXRD

?NX'7 Nn'7 TX - ?False Positives DIV INX'W
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17w MI-n X NINT? 7211 ServicePrincipalld nTwn niyxnxa

1 MicrosoftGraphActivitylLogs
Results  Chart
o Showing the first 30,000 results. Learn more on how to narrow down the result set.
TimeGenerated [UTC] "4 Location Requestid Operationld
RequestMetnod GEl
ResponseStatusCode 200
AadTenantld ]
IPAddress _
UserAgent ReactorNetty/1.0.32
RequestUri https:/jgraph.microsoft.comjv1.0/auditLogs/signins?$filter=(createdDateTime+gt-
DurationMs 10427337
ResponseSizeBytes 92
SigninActivityld 7ZkOeWAp9kaJX5BtXBQCAA
Roles Directory.Read.All AuditLog.Read.All
TokenlissuedAt [UTC] 2024-09-22T06:29:08Z
Appld
ServicePrincipalld _
IdentityProvider https:/jsts.windows.net/ ittt St Sttty
ClientAuthMethod 1

L2 DX D .MI7W ID 700 DT DTN NN OX 7IKWN 190N M ,NTN 217N NIX DD W' 11D DX TR

AT NXy? v7nnanT

7w 1121 71In1 VIYD X' MI DY NIXWIN IN700 191 207 N1 N2IVN NTNY NAYIN IR ,'7'7D |DIKA
NINTAM NIXYIN NNY7 17'09N 72X ,'NRWY7 wnn 0T ,)d1 least privileges-n Nj7ya ndMNI NIRWIN
71N NIRWAN N7 NNY X X7 DRI NADN NTONIVIN 7'7TNY D19 0¥ ONX 790 10 N¥N

© T'Nya NNY NN VI NTY NN I'WDY MDD 70 7 NIR'M

Did'o

7w DINNN RINI N n71va [MNRN AT NXIRN 091INY nNA7 WUTN o011y 7w DINN-NN 71 RIn Ml

.0 D1'MIYN DT AR TIVW NN 1R 72X, WTN (N'oN') TIY DT DINN Npival NI7nNN Nrwn

-2 0TIy 20 XY Ni7pa 700 19 R Y¥'D 701,352 DY 0YY D71y W'Y TN 0TY7 1nd NI

© DigitalWhisper
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nannn 7y

IX AD-7 Vwpw 12T 797 retweet nwIy NIzoonal ,CrowdStrike-a NiMVW nwiy nI' DI .@sapirxfed

(© ...y 7w D' DT DNOIAWS DA NAINNKYI,A10) AAD-7

IDigitalWhisper 7w noNw nx"Mwnl ,NIY2IN XI¥N7 N0 , T 2N17 NANIX

LR P Ly oLl

:MI 7y nnnn71vn 1010

https://www.youtube.com/watch?v=rC1TVO sirM

NV ANT 0N DT NN Yw DnIvYoN 7D 7'da

MIPU NITIPO 7' 7D DY ARNVA TINY - ©

https://github.com/johnthebrit/RandomStuff/blob/master/Managedldentity/mngldDD.ps1

:Dirk-jan 7w kNN e

https://dirkjanm.io/persisting-with-federated-credentials-entra-apps-managed-identities/

2NT? DY 1am 23 Dal XN Dirk-jan-w nopnnn 7y niman v man - e

https://www.cloud-architekt.net/identify-prevent-abuse-uami-fedcreds/

W'Y Q10 T'n usioNpT v n'XYOMIpIT e

https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/overview

:'"avn wnn ,MI 7y DoN9 Karl Fosaaenn™MaT2'n'D e

https://www.netspi.com/blog/technical-blog/cloud-pentesting/extracting-managed-identity-

certificates-from-azure-arc-service/

https://www.youtube.com/watch?v=efF5Up7zBrg

https://www.netspi.com/blog/technical-blog/cloud-pentesting/azure-user-assighed-managed-

identities-via-deployment-scripts/
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https://www.youtube.com/watch?v=rC1TV0_sIrM
https://github.com/johnthebrit/RandomStuff/blob/master/ManagedIdentity/mngIdDD.ps1
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