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:“Suspicious Download via Certutil.exe”

1 title: Suspicious Download Via Certutil.EXE

2 id: 19b@8blc-86ld-4e75-alef-eadclbafae2b

3 related:

4 - id: 13e6fe51-d478-4c7e-baf2-6da%b48@a829

5 type: similar

6 status: test

7 description: Detects the execution of certutil with certain flags that allow the utility to download files.
8 references:

] - https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/certutil
1@ - https://forensicitguy.github.io/agenttesla-vba-certutil-download/

11 - https://news.sophos.com/en-us/2021/04/13/compromised-exchange-server-hosting-cryptojacker-targeting-other-exchange-servers/
12 - https://twitter.com/egre55/status/1087685529816193025

13 - https://lolbas-project.github.io/lolbas/Binaries/Certutil/

14 author: Florian Roth (Nextron Systems), Jonhnathan Ribeiro, oscd.community, Nasreddine Bencherchali (Nextreon Systems)
15 date: 2823-82-15

16 tags:

17 - attack.defense-evasion

18 - attack.tle27

19 logsource:

20 category: process_creation

21 product: windows

22 detection:

23 selection_img:

24 - Image|endswith: '‘\certutil.exe®

25 - OriginalFileName: ‘CertUtil.exe’

26 selection_flags:

27 CommandLine|contains:

28 - ‘urlcache '

29 - ‘wverifyctl

38 selection_http:

31 CommandLine|contains: 'http’

32 condition: all of selection_*

33 falsepositives:

34 - Unknown

35 level: medium
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https://github.com/SigmaHQ/sigma/tree/master
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_certutil_download.yml
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https://lolbas-project.github.io/
https://github.com/redcanaryco/atomic-red-team
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GENERATING LEADS

TRANSLATING INTO DETECTION LOGIC

TESTING DETECTION LOGIC IN LAB

TRANSLATING FINDINGS TO SPECIFIC SIEM

USE CASE MANAGEMENT — GENERATING LEADS

ONLINE THREAT REPORTS / RESEARCH

OPEN-SOURCE DETECTION DATABASES (SIGMA, SPLUNK, ELASTIC, ETC...)
THREAT HUNTING TEAM

SELF-DEVELOPED

ADVERSARY SIMULATION ACTIVITIES
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TESTING IN LAB

GENERATING ON-DEMAND TEMPORARY VIRTUAL
MACHINE

PERFORMING THE ACTIVITY THAT THE DETECTION
LOGIC ATTEMPTS TO CAPTURE

ALL TELEMETRY (NETWORK, FILES, PROCESS) IS
RECORDED ON ATTACKED MACHINE

ON-DEMAND SPLUNK INSTANCE IS GENERATED, LOGS
ARE PUSHED TO IT AND ARE AVAILABLE FOR BROWSING

RECORDED ACTIVITY GETS RAN AGAINST FULL
DETECTION LIBRARY FOR HISTORICAL CORRELATION

wTIpn yanaDetection Engineering
www.DigitalWhisper.co.il
6 2024 nanan ,167 1"




Technologic

TESTING IN

- AmmyyAdmin
Atera
BASupportExpressSrvcUpdater
BASupportExpressStandaloneService

£ meec o
& dhostexe
& MeApentene
3 Aerskgntene
0 sopwvcene
B svchostese

£ PSOESVCone

© Condense Nodes
@ rczamazarss

lefatops > DD

AteraAgent
~C5754DD4 - 23AD - 0000 - 3D4E - 75C5AD23DA01"

Pioaici Midvs (¢uilors) ebalabi aiy of bt i
Command [cusbom containg any ol [witcache or vesifyeil |

comtaing sy of | gith busercomisnt com or anocdiles comer cdn discordapp.com or

wTIpn yanaDetection Engineering
www.DigitalWhisper.co.il
7 2024 nanan ,167 1"




Technologic

T'PON] '"MTNY7Y DRAIYN D'NPY

N .N7W NIDOYNA 0 YRR "NINT?" N710'N IR NN9Y7 NN'7¥n NnNVAX NN 7D ,0'1on 17wAa
NINNXYT .N7¥IN YIXA? YR '70N 0T ,0'R¥NNN 7w 70X 1T NN 7w oniy XIr 11Tn

.D'TPONN DAIV NNVAX MUY TR NI NI YN 9N Y N7

,NIAI0 NINOA N1 NIAI0N [N, NN 1727 NIw 7Y nnivn NIrpRY npPnn ndS'vn 7 AWOX 12T

:NNI22 NN D TRONN Detection MY 7w D'9ONNN A7 "W NIVTA [N 7RI

D'VO'7IN DY 'IA'T NI'YA DNID X7 DTN DINIIX

ATIDNA N2 - DI'RN DX Y0 NNIR PN IWPN V¥ DT QUINN 727'w DT )IX WU WKRD
D'VO'7ARN NIS''Y NNNONYZI 17X D'oONIY 71N17 NIMWOX NN DW'¥YA D'WTN DNNM i7wD 2y

J'NIYNYN NIIXa 70N nyain

DIVON'0D INIX NINT? DIPNA ,001 N DTN IXIANI I T'A 70NN DX D'RN NP D'Y7N DY
NIVINN 2'M7 DNIXR 7'2my 7TIan SOC NIN'9A D TPRNN X7 MNI' 0'PTA DX ,NRT DNvY? .n'vas
NIVINN N7ap 7w Nimpn nnnwn 77 [NNonn 770 't X7 DTRAY D'9'Tyn X7X 2T NINAaY
N'U1NY7 XIN MANKN .D'V0'7IX NN DIFN DINIM D'OTINN 7Y |V 190N 017 1'WNN7 NNWOKRN

7am niomy ' X7 17 nnnunw

nx11 Analysis nTIAY TN'?I N9'X7? D'WTIN DTN DYDY

X7 710 TAR DTR ;)97 NNITA .0'WAR 190N W 77wnn NR DMNY 7107 ,]1010 9inn oy TR DTN
NTIAY 7Y 0'N1IN2 YT NNVAXR NIXYY AYWOXR .DTIAYN 91N AT7 X171 .0NX D2 1Y DTy
775 70T D220 172 .NINMIE NIYINN .0NNI N .0M1ID'0 DIXNAXT7I D1I3'0 1727 NR7NNNN N'WR

J1'on DIXNYY? NTIAY N2IN NN

N'wyw Threat Hunting 7w NNR NV ,NNaIT? .ANIX [PN7 QWUXA NIY2A9 NI72A7 e 7 995 1
.ANIT DA X'N D1212'0 NN NTAY JNK INYM 2V 1IN DT 7¢ nviaw 7'on? n'712' Jnyya
D'0P'ND 7 N'TIO NDINX D'DYT NON X7 X (Droyn T 7V N'WYIY) D1II1D'0 NDWN 7w IXINN

JININNAL AT DA 9PN AT 7INN (D120 1Y) [12'0N DIXNYY

2N M7 Ty 7Y DMIvnwn Nimd RN 720 XY DDIN) NN I i’in ny YUTPINN NN
Do'va D'IN QY D'NXR q'xn'7 D'717V NVNA 'IN'T DNl TR DR .|on ANKNY? NNy Nivnny
MoN D12IN) 0V N'TDINN Logging-n NdYyn NX f]'Xf'h 21>' TNX DTN LIOIX INIKA ANIM Wyl

ANWYD 1 DN 72V'W DIoR Al IXIN DP'W IX DNIX W19 NN INYMY NNINA ,N2VIN

wTIpn yanaDetection Engineering
www.DigitalWhisper.co.il
8 2024 nanan ,167 1"




Technologic

2 XY At "IrRN 10IN"? TINA DYTINY D'0TINN T 2V NNNISA NP NAI0 AT NMYN
DT NX 17'22' DN .QYNRN2 DNNIM ATAY DY Yania? o a0mn DX DWYIIE 0w/

172 720w N DX DYNXY 2N A0 12'o DN7 N T 001010 D1ID'ON

NN01 O'7IN N7 Yana DNIo D'YINNN Yan'ta? yron VO'IRY? 0TINN |2 NTYI9NN NIoN
2 .Nx' DNXY DNW NIDYNN DY TIAY7 DX DDA QYLD 0'0a 7V NI NNNWN 07 .NIKNN
IT N0 7Y 0IN NYINN .NININ'D NIYOYWN 7¢ NI 1WA K721,077013 72V D'RINX 1N D'ONNYNN

.DN7YW NTIAVA D'U7IY DAY D'Y'AN X7 D'WIRY | ,SOC-a np'nw‘7 'Nynyn DMin X'n

[1IAARN ¥ NOTIAN NIANN D'AXNIY DTN D'NIX

anY ,U0?0 NITY OV D"972 D'PYUNN T O'?IN DAY DMYOKN D'?O90 D'WYV'XNY nNVAXN bty
D'7INN CTWUKND N7 A1mnn nTiavn Qi .0'NMY MIZ'A NIXRDTA IT NY'a .0D'WIXR v |07 050N T2

JID'R MNP IR 2N NRZ17 K77 N NHXY IR DINKR DXARY7 DIpa K77 onay

M7 NMVN ,NTN NMIPNY NRT NMYOKRA DTN NMMYN QWK 1Y N72ya X' DMy MR
P?IN7 1IN 191N NN 27 N2 VITIVO 7V NWY X7X ,DaN2 DY TIP YVIN7 NIdN NI'R D'NNyn
.Elastalert-2 nwnnwnn 10T N'NMYNA NIXT DY™7 'ON* 717 .UN N¥PA NI oniy yin? Jd1 ,a10

Yalpm nyann nNIXn XNpe? 70 yml. Splunk 'xap v proolan 7w DpInn D [N

.savedsearches.conf

2N .0MdM 0U0TIN D'VNTIVO 97 7YWDY DMARNA 7NINNT7 NDMX NN NID'RA DT N'MYN
TIRXI' NI'NT NDMX NI'R NNVAX P71 ,MPNn 72 Configuration-as-Code NIIXNY NINAIY NIMYNN
NiZ'Tal (Unit Testing) NT'N' NI'TA Y¥17 DA QWONI ,NNONYN D'ZINN NIN'OS 7V NIMNX |91

770 91X (Linting) 2'ann

NIV N'AY'NA YyT'NA NiNd QY LVO'"72XN NN D'2'D>N DTN DAY

False positive |[INMD7 TINN NIYAD ' DTpn TIA'Y 7w 210 7D X977 0O'XRT NIN7wWIY NIvaNn

JDIYINNYI DTN TRYWY D'0NTIV0 71IPYWT 0DOT NNd W' .qwnna VO'7IRN NN I7NY!

YINT? 7201 V0'™7INYT oI YT NR'AN NYVINN 1AW VN'D 7W VITIVO IXNA AT .NIVINN V'YYN7 W'
AIPVY7 1O 072 N7 NaInn NI )X VO'7AaX 1AW "DAXL DI'NA"MA YIN'AYT ITIV DT NS0 NTIAY

S RTa A nyT? "M 77, VAR MNX

nny7 ,019T79T 7w NNINY NIN'van YT 2Ima? ,2'won 7¢ qon oIy 721707 qWwox ,nnait?

.NNIT21,netflow IX DNS '1IM1 NN "Nt MNX2 NP2 DNKR DAWNN And" N7RYUN 7V N'onivIx

wTIpn yanaDetection Engineering
www.DigitalWhisper.co.il
9 2024 nanan ,167 1"



https://github.com/Yelp/elastalert
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securitybot 12:47 PM

| see you just ran the command flurb -export ON accountingserverei. Thisis asensitive
command, so please acknowledge this activity by typing acknowledge .

| ryan 12:47PM

acknowledge

securitybot 12:47 PM

Acknowledging via 2fa.

Security Bot ® @securitybot
Alerts users about possibly dangerous activity

This is the very beginning of your direct message history with securitybot.
September 12th

0047 securitybot o7 Hithere Luke!

Feel free to message me »-1: for some commands you canuse,e.g =top OF ignore . You can also read a quick primer onwho | am.

There's analert, seceng running frobnicace , that's associated with your username.
Here's some more information on the alert:
Youran e:cbsicate. oo onaOverseer machine at 2016-09-12 00:37 UTC.
Did you do this?
Respond with either "yes" or "no" followed by an explanation in one message.
00:47  Ifaracne yes,|wasdeploying caz-config and following the instructions at https://docs.dropbox-corp.com/a/security/frobnicate/#how-to
00:47  securitybot cor Great! To confirm this I'm going to send a Duo Push to your device. Are you okay with that? Respond with either "yes" or
"no™ on their own.
(In the Push, you should see that it's from me and the alert name should be under the “reason” heading.)
00:47  Ifaraone Yes!
00:47  securitybot o7 I'msending you a Duo Push right now. Check to make sure that it's from me and then feel free to accept it.
Awesome, I've noted what you've said and should take care of this.
Thanks for helping make Dropbox worthy of trust! @

QOctober 28th
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https://slack.engineering/distributed-security-alerting-c89414c992d6#.n90ai72da
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https://github.com/palantir/alerting-detection-strategy-framework/tree/master/ADS-Examples
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