DNTYN X7 071yni PsExec 7y nyT1? DN'X¥WwW an D
2IRWY

[I7ND MIY NKRN

nNTIN

N'N N'N'0A7N IMNON L |NPYD Sysinternals 7w XN NN D'WYITDI DTN D790 TNR KIN Psexec
NZNNN NN2ANNN WWOKRA "D0 .ATAy? N'T'o nwad IX X77 Windows NIy 7w 71n1 1woN?
Lateral Movement y¥27 Nan 7y *720 NX D'7¥10 N2 0'N'YY 1270 'ORIN TV MDA 7y TIz N¥nl
Yin'y NINT? 2211 Nan 7v *7200 Ty 'R 207 21w 01N .NWI2 NI NITAYY? UWSNn? Al

.D'Y7P0 MINKRA Y720 719 'R 10K DT INKRNA NNy 17Y

N'o'od NNATN

X NEnNnN NN NN Client-> (PsExec-n I N¥MNW) N DAY DX YTAR  NINRD XY

NY¥ANNI N0IYD T X' 7220 N¥IN Server-) nTpES Y"\n'? NN 7y PsExec NIy¥NX1 019 1NN

S angplhal
Psexec.exe \\remote server <executable/action
NNAIT NXM]

C:\Users\omer\Desktop\DW - psexec>whoami
sktop-ufhfc :

C:\Users\omer\Desktop\DW - psexec>PsExec

PsExec v2.43 - Execute processes remotely
Copyright (C) 2001-2023 Mark Russinovich
Sysinternals - www.sysinternals.com

C: \Windows\system32>whoami
winl@\ieuser

C: \Windows\system32>

DX NINOY7 'M1Nal 192.168.17.134 Namdn 72y PsExec NN 'MXINY NINMN2 NIXY? WWOX DAl
2V wnnwnn DY DX 1727 YOV NIRYY [N whoami NTI79N NX 'NXIN o1 1NXRY7 .cmd N'Xj7'79RN
| | |

.Server-n
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PsExec-7 w'w DRIWN DIVNTO9N 70 7V 120N .AXMIN 7Y Y'IwN? DYID'Y DNVNID |INn W' PsExec-7

(9102 qI¥n 0N QT7 W) MSDN-1 XIXAYT 17210

?D0;7n NI N

7 TEANN XX ,D¥19 NYAI9 VAVN K7W [2m) .lda-2 yalzn DX PN AT 7702 ,7'NN) 1K TR

27250 Ni'wo? nirvaNN NIYRId

N72V9nn Nd>yn noMa np'1

N>Yn NoMA .PsExec 7w N¥M7 Nn'RNn n7y90 NdIYN NONA DX D712 NY¥ANN A7'NN

API N'¥{1191 WIN'W NIYYNXA NY¥ANN A7'Tan .n7uni Windows XP nirn'? N>y n72vonn

:VerifyVersioninfo nwa

Y
==
loc_4083D7: 5 IpMem
push edi
call sub_4139EA
add esp, 4
mowv [ebp+nSize], 18h
lea eax, [ebp+nSize]
push eax ; nSize
push offset word_4956A0 ; lpBuffer
call ds:GetComputeriNamel
call call VerifyVersionInfo ; check the os version
test eax, eax
jnz short loc_408431

on? NYTIN 09 TIN ,NN'RNN X7 N72V9NN NdIWN NoNAI NT'NA

.text:00007FF75F139A2E lea
.text:00007FF75F139A31 call
.text:00007FF75F139A36 mov
.text:00007FF75F139A39 lea
.text:00007FF75F139A40 call
.text:00007FF75F139A45 mov
.text:00007FF75F139A4A jmp

ecx, [rax+2] ; Ix
__acrt_iob_func
rcx, rax ; Format

rdx, aPsexecRequires ; "PsExec requires Windows XP or higher.\n"...
printf

eax, OFFFFFFFFh

loc_7FF75F139DA2

2IXY? DNTYUN X7 0%21un1 PsExec 2V nuT? Dn'xw nn 72
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PsExec-2 WINn'yn 'NIN

TIa1 Registry-2 "HKEY_CURRENT_USER\Software\Sysinternals\PsExec" NnNno9nn NX wsnNn yalpn

NX71 DTN WNNWN? DANMY Uiy 'Ran? on'nn Eula-n ."EulaAccepted" nwa value D7 DXN

:(N¥™ N2 1) MXATT [DINA NNXI Registry-n W1 NNON NN NIZ'DNN DITANNN .NYIXR

Eﬁ@ RAK AODLT ZU%
_text:00@07FF70EFALCDL xor eax, eax RBX 8000000000000001
.text:@0007FF7QEFALCD3 lea rdx, [rsp+268h+SubKey] ; lpSubKey RCX FFFFFFFF30000001
_text:00007FF70LFALCDS mov [rsp+268h+hKey], rax RDX ACAGBCF210
-text:@00807FF7@EFALCDD mov rod, 181h ; {[rsp+268h+SubKey]=[Stack[888@15AC] : aScoffttuwaarre]
.text:@0007FF70EFALCE3 mov dword ptr [rsp+268laScoffttwwaarre db 'S‘,@,'c',0,'f",0,'t",8,'w',0,'a",0,'r"',0,"'",0,'\",0,'S",0,"y",0,"'s"
-text:00007FF70EFA1CET xor r8d, r8d ; db 0,'i',8,'n",0,'t',0,"¢"',0,'r",0,'n",0,'a",0,'1',0,"'s"',0,"'\',0,"'P",0
-text:00007FF70EFALCEA lea rax, [rsp+268h+hKe db 's’,@,'E",0,'x",0,'e",0,'c"
.text:00007FF70EFALCEF mov rcx, OFFFFFFFF80000001h ; hKey T T
_text:0@807FF7OEFALCF6 mov [rsp+268h+phkResult], rax ; phkResult RIP ©0@07FF/OEFALCFB
.text:@@@07FF7OEFALCFB call cs:RegOpenKeyExid R 00e000e000000000
.text:00007FF70EFA1DO] test eax, eax RO 0000600000161
.text:00007FF70EFALDO3 jnz short loc_7FF7@EFA1D61 <
&8 Modules
ol s = Path
.text:00007FF7OEFALDOS mov rcx, [rsp+268h+hKey] ; hKey 57 c:\Users\omen\Deskiop\p
.text:000B7FF7OEFAIDOA lea rax, [rsp+268h+cbData] &C\Wmduws\WmeS\amd*
.text:00007FF7OEFALDOF mov [rsp+268h+1lpcbData], rax ; lpcbData .
o L, (30| C:A\windows\SYSTEM32\M
-text:00007FF70EFALD14 lea rdx, ValueName ; "EulaAccepted <
_text:00007FF7OEFALDLB lea rax, [rsp+268h+Data]

MIX |'RI YIN'YN 'KIN DX TY'X 12D YnNhunny IR N7 1-7 nnw EulaAccepted-a Data-ni nT'n2

JI9IRN INIKA VN 'Y UXANN UNNYNN YR NNy J9nn vnwn 0 ,21v DNIX NNy

e = RAX 8600000000000001 Al & A
text:00007FF7OEFA2766 FICCLELLSTEECETII P
. text:000A7FF7OEFA2766 loc_7FF70EFA2766: ; phkResult RCXFFFFFFFFBO00008T L XEF g
.text:00007FF70EFA2766 lea r8, [rsp+4C8h+var_476] RDX 0000007747D6F9A0 & Stack[PBB624A8] :( W e
.text:00007FF70EFA276B mov rcx, OFFFFFFFF30000@0lh ; hKey RST 0000000000000000 VIR o
.text:00007FF70EFA2772 lea rdx, [rbp+3C@h+SubKey] ; lpSubKey < > N8 Y
.text:00007FF70EFA2779 call c5:RegCreatekeyk
_text:00007FF7OEFA277F test eax, eax [rbp+3C@h+SubKey ]=[Stack[@00024A8] : aSoof fttwwaarre ]
.text:@BOA7FF7OEFA2781 jnz short loc_7FF70EFA27BBRS00Ffttwwaarre db 's',0,'0",0,'¢",0,'t",0,"'w",0,"a",0,'r",0,"e",0,"\',8,'5",0,"y",0, s’
db 0,'i',0,'n",0,"'t",0,"e",0,'r",0,'n",0,"a",0,'1",0,"'s",0,"\",8,"'P",0
‘ db 's',0,'c',8,'x",0,"e",8, ¢’

FiFE 2= = ="

_text:@0007FF7@EFA2782 mov  rox, [rsp+ACBh+var 470] ; hKey o e L N

.text:00OO7FF7OEFA2788 lea rax, [rsp+4CBh+var_490]

.text:@P@@7FF7OEFA278D mov dword ptr [rsp+4C@h+lpcbData], 4 ; cbData

.text:@@@O7FF7OEFA2795 lea rdx, ValueMame ; "EulaAccepted"” [@] Threads o 8 x

. text:@PBB7FF7OEFA279C mov rod, 4 ; duType )

_text:@BOBTFF7OEFA27A2 mov [rsp+4Coh+lpData], rax ; lpData Dedmal |Hex | State Name

.text:00007FF70EFA27A7 xor réd, réd ; Reserved il 9384 24A8  Ready PsExec64.exe

.text:00007FF70EFA27AA call ¢s:RegSetValueExl | 19184 4AF0  Ready 7FF87E1BD110

. text:00007FF7AEFA27BA mov rex, [rsp+ACBh+var_470] ; hKey S| 3244 CAC  Ready 7FF87E1BD110

YIiNn'yn 'XIN NA¥n WNXY? ,O'"p Nt N7 Registry-2 72yn nTnyn 2V 720 7w nIWXRIN YN IT DX

MIM'YN NN NI WWR YNNYUAN DR 17N 0 IX 1 VYN DY X XIN

:Registry-2 nX11 AT DI

ﬁ Registry Editor - O bt
File Edit View Favorites Help
Compute\HKEY_CURRENT_USER\SOFTWARE\Sysinternals\PsExec
‘:’ Sysinternals ~ || Name Type Data
AccessChk ab) (Default) REG_SZ (value not set)
Hex2Dec %4 EulaAccepted REG_DWORD 0x00000001 (1)
LoadOrder
Process Explorer
PsExec

2IXY? DNTYUN X7 0%21un1 PsExec 2V nuT? Dn'xw nn 72
www.DigitalWhisper.co.il

2024 nanan ,167 1"



Technologic

QN 17NN 0N7 Y9OI' WIN'WN 'RIN NX WK X7 TV ynnwnn oX

PsExec License Agreement X

You can also use the /accepteula commanddine switch to accept the EULA.

SYSINTERNALS SOFTWARE LICENSE TERMS
These license terms are an agreement between Sysinternals (a wholly
owned subsidiary of Microsoft Corporation) and you. Please read them.
They apply to the software you are downloading from Sysinternals.com,
which includes the media on which you received it, if any. The terms also
apply to any Sysinternals

updates,

supplements,

Internet-based services, and v

Print [744;;;;44] Deciine ]

Service-n Y1'7'n

2 MIYPNN 7V 'RINKX Service-n .(Server-n) Ty'n Midn 7y Service |'ppnn PsExec :17190 n1'n
YI'7'N .yaizn N2 AXkwnd e Service-n .Client-7 NNTN 0790 NNV NITIRON DX, NITAYN
[N2'77 IxI7'N1 (BINRES DTN N1j7nd) AXWNN DY 7¢ WID'N Y¥ANN ,N'OX7{7 NMIX2 YXINN ARWUNN

.LockResource-I SizeOfResource ,LoadResource ,FindResource :NI'¥j72190 NIYXNX

-0 7w ADMINS-n qQIN'W7 19¢ npnyn NYXann |N2'T7 aXwNn YI7'n INXK7¢ NN NikY N
Resource-a '7on01 DX .C:\Windows\System32 :2'm17 727 7w 19102 722 ADMINS-n qIin'w .Server
-N [2Md RINY Psexesvc.exe DWA N¥N YaIP KIN BINRES Aaxkwnn 7w DINN NX NIXYYT 2211 Hacker

21N Service

.text:00007FF7503B4744 lea r8, Type ; "BINRES"
.text:00007FF7503B474B mov rdx, ri2 ; lpName
.text:00007FF7503BA74E xor ecx, ecx ; hModule
.text:@0007FF7503B4750 call cs:FindResourcell
.text:00007FF7503B4756 mov rsi, rax
.text:00007FF7503B4759 test rax, rax
.text:00007FF7503B475C jz loc_7FF7503BA7EA
¥

Iz

.text:00007FF7503B4762 mov rdx, rax ; hResInfo

.text:00007FF7503B4765 xor ecx, ecx ; hModule

.text:00007FF7503B4767 call cs:LoadResource

.text:00007FF7503B476D mov rdx, rsi ; hResInfo

.text:00007FF7503B4770 xor ecx, ecx ; hModule

.text:00007FF7503B4772 mov rbx, rax

.text:00007FF7503B4775 call cs:SizeofResource

.text:00007FF7503B477B mov rcx, rbx ; hResData

.text:00007FF7503B477E mov esi, eax

.text:00007FF7503B4780 call cs:LockResource

.text:00007FF7503B4786 lea rdx, ahb ; "wb"

.text:00007FF7503B478D mov rl14, rax ; PSEXESVC.exe raw file

.text:00007FF7503B4790 lea rcx, [rsp+6E8h+var 678] ; remote path: \\IP\ADMIN$\PSEXESVC.exe

.text:00007FF7503B4795 call fwrite

towt - AOAATECTCAIDATON mewsr e [aE-1v

2IXY? DNTYUN X7 0%21uni PsExec 2V nuT? Dn'xw nn 72
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:Resource Hacker-al

BH resource Hacker - PsExec64.exe - O X
File Edit View Action Help BINRES : PSEXESVC: 1033
D R|EE oW - QL. > @ d
kp =) J_J 2 Mersg- ' O
w ]|, BINRES 0008D030 00 00 00 00 00 00 00 FF FF 00 00 A |MZ
: - PSEXESVC : 1033 || 0008D050 BB oo oo 00 oo 00 00 00 40 00 00 00 00 00 00 00 [
. String Table 0008DORAO (00 OO 00 00 0D 0O 00 00 00 00 00 00 00 00 00 00
- fo 0008DOBO (00 00 00 00 00 0O 00 00 00 00 00 00 18 01 00 00
 Version In 0008D0OCO |0E 1F BA OE 00 B4 0% CD 21 BB 01 4C CD 21 54 &8 ! L ITh
; Manifest 000BDODO (6% 73 20 70 72 &F &7 72 €1 €D 20 &3 €1 EE EE &F is program canno
000BDOED |74 20 62 65 20 72 75 €E 20 €5 6E 20 44 4F 53 20 t be run in DOS
0008DOFD (6D 6F €4 65 2E 0D OD OR 24 00 00 00 00 00 00 00 mode.  §
0008D100 (C5 74 37 D4 81 15 5% 87 81 15 59 87 81 15 59 &7 t7 Y Y ¥
0008D110 [CA €D 5& 86 84 15 5% 87 CA €D 5C BE 1F 15 59 &7 mz ¥ m\ ¥
0008D120 |C& €D 5D 86 8B 15 5% 87 CE €9 5C 86 AD 15 59 &7 m] ¥ i\ ¥
0008D130 |CE €9 5D 86 90 15 5% 87 CE €9 52 86 88 15 59 &7 i] Y iz ¥
0008D140 [CA €D 58 86 96 15 5% 87 81 15 58 87 77 15 59 &7 m{ ¥ Xw¥
0008D150 (46 €9 SC 86 82 15 59 B7 46 €9 5D BE BE 15 59 &7 Fi\ ¥ Fi] ¥
0008D160 |46 €9 26 87 80 15 5% 87 81 15 CE 87 80 15 55 &7 Fi ¥ Y
0008D170 (46 €9 5B 86 80 15 59 87 52 €9 63 68 B1 15 59 87 Fi[ Y Rich Y
0008D180 (00 00 00 00 00 0O 00 00 00 00 00 00 QO 00 00 00
0008D190 (00 00 00 00 0D 0O 00 00 50 45 00 00 €4 86 07 00 PE d
0008D1&0 (62 2B 2F 64 00 00 00 00 00 00 00 00 FO 00 22 00 b+/d =
0008D1BO (0B 02 OE 22 00 14 02 00 00 86 03 00 00 00 00 00 =
0008D1CO [BC 76 00 00 0O 10 00 00 00 00 00 40 01 00 00 0O v @
0008D1D0 (00 10 00 00 00 02 00 00 06 00 00 00 0O 00 00 00
0008D1ED (06 00 00 00 00 0O 00 00 00 FO 05 00 00 04 00 00
0008D1FD (DB 5B 04 00 03 00 &0 81 00 00 10 00 0O 00 00 00 [
0008D200 (00 10 00 00 00 00 00 00 00 00 10 00 Q0 00 00 00
0008D210 (00 10 00 00 00 0O 00 00 00 00 00 00 10 00 00 00
0008D220 (00 00 00 00 0O 0O 00 00 84 52 03 00 78 00 00 00 R x
0008D230 (00 DD 05 00 FB 05 00 00 00 &0 05 00 84 1B 00 00
0008D240 (00 82 032 00 S0 27 00 00 00 EO 05 00 24 07 00 00 0 $
0008D250 (30 2B 03 00 54 00 00 00 00 00 00 00 00 00 00 0O ¥ |0+ T
iew Binary View
138190 / 8D0O80 1:1 Selection - Offset: 0 Length: 0

Service-n N'7y9n1 NN

IMIX YIN71 Service-d yalzn DX 1 TANYT RIN X2 27UN ,NYY 7NyIN Service-n 7w YaIznw TNNY

.text:00084466 loc_84466: ; dwDesiredAccess
.text:000884466 push OF@B3Fh

.text:0008446B push (5] ; lpDatabaseName
.text:00088446D push esi ; 1pMachineName
.text:0008446E call ds :0OpenSCManagerhl

NDYN2 D0'-Service-n 7101 7y 'RANX SCManager-n .Server-n 7y SCManager-n 7¥ nN'NS Ny¥ann
NN Ny 7Y Service |'PNN% NI 2y |27 (N1 R¥I'D 721 Service 2'0907/7'NNnY7 ,|'pNin7 YwnY)

.N7w SCManager-7 nw'a 1N0Y)

7201' ,RPC NIYXNR MIYWPNN DR NXIN) OpenSCManagerW n'¥jzaio9n NIYXNX] NY¥INN nwan

.SCManager-n NX NINDY7 D' 1INIX N7V NTAYN DY NI 10N193 N7apnn .(Qwnna

2IXY? DNTYUN X7 0%21un1 PsExec 2V nuT? Dn'xw nn 72
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NN'YN 7 NNXY NNTaNN DR DRI JWnn

. text:00084495 push 5]

. text:00084497 push 5] 5 1pServiceStartName

. text:00084499 push 5] ; lpDependencies

. text:0008449B push 5] 5 lpdwTagId

. text:8008449D push 5] 5 lplLoadOrderGroup

. text:0008449F lea ecx, [ebp+BinaryPathName] ; %SystemRoot®\PSEXESVC.exe
. text:@00844A5 push ecx 5 1lpBinaryPathName

. text:@00844A6 push 5] ; dwErrorControl

. text:@00844A8 push SERVICE DEMAND START ; dwStartType

. text:@800844AA push eax 3 dwServiceType

L text: 00084448 push OF@1FFh ; dwDesiredAccess

. text:000844B0 push [ebp+1pDisplayName] ; lpDisplayMame

. text:000844B6 push [ebp+1pServiceName] ; 1pServicelame

. text:000844BC push edi ; hSCManager to our server
. text:000844BD call ds:CreateServiceld

-0 |27 DT Server-7 11121 I¥7N INIX PSEXESVC.exe XIN NN'WN 7W 2'MINY NIXYY [N NInna
2nnn X7 nN'wnw X' nandn ,SERVICE_DEMEND_START :Nin 17w niN'w? YTainw StartType

LUNIVIX 91K

370NN 75 1770 91N StartServiceW N'XR2190 NIYXNAKRA 7¥91N0 DR NIN'WAY NIRY? (N1 DN NRYT

.(Awnna nanIna MNIr MIYENN 192 pavna) RPC-a y¥ann Service-n Nipnn 7w

Named Pipes nax!

D'D'7NNY71 ,AUNN MK DD'7NNY NMYWONAN MIYPN MIX XD ,I0W9 |DIXY - Named Pipes
Named Pipe-7 na'nd IX AR NIY¥NAKA NY¥INN YyT'AN 1NAYVN .00 TWpPN? D11V D'avnna
nwa Named Pipe-7 yT'n 2and> A 1'7NNW N1 ,NNAIT? (Y27 7¢ AR I DQND 10D WNn) '9'¥50
-1 02 .12I¥1D 12 WNNWNYI pipe-d 2IMdn yTnn DX X7 D10 B 1*70n \\Computerl\pipe\MyPipe

.Named Pipes 7y nooian Server-7 Client-n |'2 NMIwpnn PsExec

Named -7 N2'Nd1 AXP ,NNMO .0'¥AFP7 10D [DIXRN ININA PI'T2 NY¥INN D'-pipe-7 nW'a windows-2
1"7v Named Pipe-7 2'nmian ny WriteFile-1 ReadFile, CreateFile :ni'¥jz219n niy¥xnxa n'nn Pipe

.N71V9N y¥xann

'WXY LIPCS-N QI ,N¥7a) nwn 7w IPCS-n qin'w? 1annn? 11y Client-n pipe 11x'? nn 7y
N7 DY DT YPNY DAUNNT? WWONAY TNIM qIN'Y KRIN ,Inter-Process Communication 7w Niamn

w2

2IXY? DNTYUN X7 0%21un1 PsExec 2V nuT? Dn'xw nn 72
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N'Y22190 NIYXAND NYNINN QIN'Y7 NNANNNN (DT QIN'Y7 nwa 10X 0-pipe 1Ix'Y7 nm 7y

wnnwn?1 Named Pipes-n NX 1IX'7 X1 Xan 27wn IPCS-n qin'w'? 1annn? n'7xn Client-nw 1KY

DWa pipe NN WY IWXIN Named Pipe-n .Server-7 Client-n 2 yTn ayaY? ' bna

:WNetConnection2W
il e
mov rg, ri5s
lea rdx, aSIpc 5 "\ BSA\AIPCS"
lea rcx, [rsp+6E8h+var_258]
call sub_7FF70EFAACI1O
mov rdx, [rsp+6E8h+lpPassword] ; lpPassword
lea rax, [rsp+6E8h+var_6C8]
mov [rsp+6E8h+NetResource.lplocallame], rax
lea rcx, [rsp+6E8h+NetResource] ; lpMetResource
lea rax, [rsp+6E8h+var_258]
mov gword ptr [rsp+6E8h+NetResource.dwScope], rbx
xor ro9d, rod ; dwFlags
mov [rsp+6E8h+hNetResource. lpRemoteName], rax
mov r8, rsi 3 1pUseriame
mov [rsp+6E8h+NetResource.dwDisplayType], ebx
mov [rsp+6E8h+hNetResource. IpComment], rbx
mov [rsp+6E8h+NetResource.dwlsage], 3
mov [rsp+6E8h+NetResource. lpProvider], rbx
call WhetAddConnection2W
movzx  ecx, cs:byte 7FF70F@2BOFS
test eax, eax
mov eax, 1
cmovz  ecx, eax
mov cs:byte 7FF70F02BOBFS, cl

:\\SERVER_IP\pipe\PSEXESVC

i el 5

.text:00007FF6EA2BS7AC mov
.text:00007FF6EA2BS7B1 xor
.text:00007FF6EA2BE7BA xor
.text:00007FF6EA2BS7B7 mov
.text:00007FF6EA2BS7BF mov
.text:00007FF6EA2B87C4 call
.text:00007FF6EA2BS7CA mov
.text:00007FF6EA2BS7D1 cmp
-text:00007FF6EA2BB7DS jnz

.text:00007FF6EA2BS7AQ

.text:00007FF6EA2BS7A@ loc_7FFGEAZBS7AD:
.text:00007FF6EAZBB7A@ mov
.text:00007FF6EA2BB7AS lea rcx, [rbp+@A37eh+Name] ; 1pFileName
[rsp+@A470h+dwFlagsAndAttributes], rl12d ; dwFlagsAndAttributes

; hTemplateFile
[rsp+@A47Bh+hTemplateFile], ril2

r9d, rod ; 1pSecurityAttributes
r8d, r8d ; dwShareMode

edx, 0C00000BOh ; dwDesiredAccess
cs:CreateFileld

cs:hObject, rax

rax, @FFFFFFFFFFFFFFFFh

short loc_7FFGEA2B87F5

07BC4 O0D00TFFEEAZEBTC4: sub TFFEEAZBE410+3B4 (Synchronized with RIF)

00 00 00 00
31 0@ 39 0o
31 68 37 00
69 08 70 00
45 80 53 00

00 00 00 00 00 00 00 ee

32 00 2E @0 31 00 36 80 \.\.1.9.2...1.6.
2E 60 31 00 33 @8 34 @@ 8...1.7...1.3.4.
65 00 5C @0 50 00 53 @ \.p.i.p.e.\.P.S.
56 00 43 00 00 00 00 8@ E.X.E.S.V.C.....

N20I1 NITIESN NXINYT AIRT? ,Server-n 7V XY NN'WN DR 7017 XN 7"10 pipe-n 9w 179N

2IXY? DNTYUN X7 0%21un1 PsExec 2V nuT? Dn'xw nn 72
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[rsp+0AA70h+dwCreationDisposition], 3 ; dwCreationDisposition
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:stderr-1 stdin,stdout 112Y 0'9011 D*-pipe 3 TIV DX 71N pipe-n TA'M

MIZE

.text:POPOTFFGEAZBEBBFA lea rax, asc_7FFBEA31F3C8 ; "."
.text:00007FF6EA2BEBFB test risb, rl15b

.text:000O7FFGEAZBEBBFE mov rdi, rsi

.text:00007FFEEA2BBCOL mov ebx, ril2d

.text:P00OTFFGEAZBBCO4 cmovnz rdi, rax

.text:00007FFGEAZBBCOS call cs:GetCurrentProcessId

.text:00007FFGEAZBBCOE mov [rsp+8A47oh+dwFlagsAndAttributes], eax
.text:00007FF6EA2BBC12 lea r9, aPsexesvc ; "PSEXESVC™
.text:00007FFE6EA2BEC1Y9 mov rg, rdi

.text:00007FF6EA2BBCIC mov qword ptr [rsp+BA470h+dwCreationDisposition], ri3
.text:0PRO7FF6EA2BEC21 lea rdx, aSPipeSsSDStdin ; "\\\\%s\\pipe\\%s-%s-%d-stdin"
.text:POOB7FFAEA2BBC28 lea rcx, [rbp+8A37@8h+Name] ; Buffer
.text:P00@7FF6EA2ZBSC2F call _strcat

.text:000B7FFEEA2BBC34 mov edx, 40000008h ; dwDesiredAccess
.text:00007FFAEA2BSC39 lea rcx, [rbp+8A37@h+Name] ; lpFileName
.text:POAB7FF6EA2ZBECAD call create_the_pipe

.text:00007FF6EA2BECAS mov cs:qword 7FF6EA3361F@, rax

.text:BOOO7FFG6EA2BSCAC cmp rax, OFFFFFFFFFFFFFFFFh

.text:00007FFGEAZBBCS® jnz short loc_7FFGEA2BBCSA

| 0000T7FFEEA2BEC40: sub 7FFEEA2ZB8410+830 (Synchronized with RIP)

0@ 39 @@ 32 B0 2E @@ 31 00 36 V@ \.\.1.9.2...1.6.
00 37 00 2E 00 31 @0 33 @0 34 8...1.7...1.3.4.
0@ 70 @@ 65 B0 5C @@ 50 00 53 8@ \.p.i.p.e.\.P.S.
0@ 53 0@ 56 00 43 @0 2D V0 44 @@ E.X.E.S.V.C.-.D.
00 54 00 A4F 00 50 00 2D 80 55 @@ E.S.K.T.0.P.-.U.
00 51 00 4D 00 4A 00 2D @@ 31 @@ F.H.F.Q.M.J.-.1.
00 38 @0 2D 00 73 @0 74 00 64 8@ 1.3.6.8.-.s.t.d.

00 0P @0 00 00 OV @° 00 00 P8 PO i.n.............

0790 NMTNNI Client-Nn V7PN NP 7V D'RINK I'NY 17RD D'-pipe-N ,wN17 DNPO0N 11DV '9D
1Y pipe NYXY7 NNAIT NIRYZ 7210 n'2vn namna .Client-2 XIN DA X¥NIW console-n 78 NIXAWNI

NI YIAR VNS W' 17X D'-pipe-7 .stdin

\\<server_ip>\pipe\PSEXESVC - <client_hostname> - <pid> - stdin/out/err

QYnna ) 2V 72T .nwN2 PsExec N¥IN DT 17 TV7 0710 1T nnann

DI ,WIN'YY 021N D'-pipe-nW INXRY .stderr-1 stdout ,0'9011N D'-pipe-n AW DX NAIT [9IX]
-1 stdin,stdout DY TTIMNNY N'RINKR D'NA9 7D NNDIY NIY9 WI7W 0¥ NN 0'-thread nwihY

:(MOXNN 7V MAT'W XAN 702 1T NY¥21197 NNAIT NRN) .stderr

| text:00007FF70F028DB8 lea rcx, handle_stdout ; StartAddress

. text:00007FF70F028DBF mov rdi, rax

. text:00007FF70F028DC2 call _beginthread

. text:00007FF70FQ28E13 lea rcx, handle_stdin ; StartAddress
. text:00007FF70FO28E1A mov rdi, rax

.text:00007FF70F028E1D call _beginthread

. text:00007FF70F028D5D lea rcx, handle_stderr ; StartAddress
. text:00007FF70F028D64 mov rdi, rax
. text:00007FF70F028D67 call _beginthread

MW7 1M2ANNNY NYT7? 2211 )21 console-n 7w IR 117 NINW' ,n71¥97 NI12IN NI'Y190 70w TNNYT

:NNYx¥NA

[ text:00007FF/CDASBE/C lea rcx, [rbp+8A378h+ConsoleTitle] ; IpConsoleTitle
| text:00007FF7CDASBESS call cs:SetConsoleTitlel

2IXY? DNTYUN X7 0%21un1 PsExec 2V nuT? Dn'xw nn 72
www.DigitalWhisper.co.il
8 2024 nanan ,167 1"




L abn e pl

\\192.168.17.134: cmd
Copyright (C) 2001-2021 Mark Russinovich
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nl1oXn

79 NNMIP NYXANN NTIRD DTN 1INIRWD LAES NIY¥NKA NIIOXIN session-1 NINAVINY NITIoN 72

:send_and_encrypt_data_to_server n'¥j72197 N7w1 1N 72 112y .11010nY VTN 7W IN N

-text:00007FF70F0293F8 call cs:ReadConsolel
.text:00007FF70F0293FE test eax, eax

-text:00007FF70F020400 jz short loc_7FF70F@2945B
v

FIEE]

.text:00007FF70F029402 mov edx, cs:dword 7FF7OFOAC26C

.text:00007FF70F029408 movzx  eax, [rsp+48h+Buffer]

-text:00007FF70F02040D mov [Pld+rdx*2], ax

.text:00007FF70F029412 inc edx

-text:00007FF70F629414 mov eax, edx

.text:00007FF70F029416 add rax, rax

-text:00007FF7OF029419 mov cs:dword _7FF7@FOAC26C, edx

.text:00007FF70F02941F cmp rax, 2000eh

-text:00007FF70F029425 jnb short loc_7FF708F029482

Y [ A

POB7FF70F029482 .text:00007FF70F029427 mov rod, [rsp+48h+Number0fCharsRead]
POB7/FF70F029482 loc_7FF70F029482: .text:00007FF70F02942C lea r8, [rsp+48h+Buffer]
POB7FF70F029482 call __report rangecheckfailure text:P00O7FF70F029431 mov [rax+rld], bp
POB/FF70F029482 sub_7FF70F02939@ endp .text:00007FF/0F029436 mov rdx, rbx
POB7FF70F029482 - text:00007FF70F029439 mov rex, [rsi]

.text:00007FF70F02943C call send_and_encrypt_data_to_server

NYNINNY N19¥NN DX NIKTYY? 7211 send_and_encrypt_data_to_server n'¥j72219n N7 0101 DX

:stdin-n pipe-7 |9¥IMN yT'RN 7w NaMd [9n INKY7I CryptEncrypt NIVYNXA

.text:00PO7FF7OF026502 mov [rsp+68h+1p0verlapped], rsi ; pbData (current char)
.text:POPOTFF7OF@26507 call cs:CryptEncrypt
.text:00007FF70F02658D test eax, eax

.text:POPOTFF7OFO2650F jz short loc_7FF7@FB2655C
(il e =
.text:@0007FF78r026511 lea r9, [rsp+68h+Number0fBytesliritten] ; lpNumberOfBytesWritten
.text:@0007FF78F026516 mov [rsp+68h+1p0verlapped], rbx ; lpOverlapped
.text:@0007FF78F026518 mov rid, 4 ; nhumberOfBytesTolirite
.text:@0007FF78r026521 lea rdx, [rsp+68h+Buffer] ; lpBuffer
.text:00007FF70F026526 mov rcx, rdi ; hFile (stdin pipe handle)
.text:00007FF78F026529 call cs:liriteFile
.text:00007FF7OF02652F test eax, eax
.text:00007FF70F026531 jz short loc_7FF70F82655C

2IXY? DNTYUN X7 0%21uni PsExec 2V nuT? Dn'xw nn 72
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Technologic

-0 pipe-n YyT'N NX X171 Server-nn 0790 NX 7277 Nan 7y 1900 '70NN DA NIR DNT 91N
NIXIN ONKR7 NWIDNN 0790 NX NIKT? [N NN NAMN2 .CrypDecrypt NIVXNAKRY INNYSI stdout

"'whoami" :nTIPoON

TTCA L TUTT T T T T O U T OTT o T TOR; T OR

.text:00007FF70F0263B2 call cs:ReadFile
.text:00007FF70F0263B8 test eax, eax

.text:000B7FF7OFB263BA jnz short loc_7FF70F8263DC
' v

IEE]
.text:00007FF70F0263DC
.text:P@BOTFF7OFA263DC loc_7FF7@FB263DC: ; hKey
.text:00007FF7OFO263DC mov rcx, [rld]
.text:00007FF7OFO263DF xor r9d, rod ; dwFlags
.text:00RO7FF7OFA263E2 mov [rsp+48h+pdwDatalen], rsi ; pdwDatalen
.text:POROTFFTBFA263E7 xor edx, edx ; hHash
.text:00007FF7OFO263E9 mov [rsp+48h+1p0Overlapped], rbx ; pbData
.text:00007FF70FO263EE lea r8d, [ro+1] ; Final
.text:@0007FF7OF@263F2 call cs:CryptDecrypt
.text:PAROTFFTBFA263F8 mov edi, eax
.text:00007FF70FO263FA test eax, eax
.text:00007FF70F0263FC jz short loc_7FF70FB2648E

L ]

FEE] P
.text:00007FF70FB263FE mov r8d, [rsi] ; Size -text:00007/FF70FB2640E
Lt . AAAATITCTIACATNE AN e =dbs  =lbeo 5 Fme Lk AAARTT T IACANEART 1A~ FrrIACATNC AAC

000057F2 0000TFFTO0F0263F2: sub 7FF70F026310+E2 (Synchronized with RIF)

® 00 00 00 @0 80 AB AB AB AB AB AB AB AB ....... £ R
B AB AB AB AB AB EE FE EE FE EE FE EE FE wwwwwwwun.n.n.n.
© 00 00 00 0D PO 0O 00 PO 0D PO 0B @O BB ................
E FE EE FE EE FE 7D E6 53 B8 @3 2B @0 3F T1{.n.n.n.nS,.+.?
5 64 67 65 77 69 6E 31 3@ 5C 69 65 75 73 msedgewinl®\ieus
9 3D 82 1B D9 46 25 65 F2 F2 61 B8 E@ 4B er9=...F%evDa, 8K

NMIYIN NNT

NYd> N'MIYPN N1'NAN DYTAY DNATH 'R 7V DY DD N7 PAT INRNN 170nav nirn 700 ™
JITRYN MY 2 MIYPNN 72y 75N011 Server-n 7Y MIYPNN NIX 9101 DY9NI AW PsExec NX YN
-0 D2 N71 PsExec-7 N0 MIYpNA 0 TPAnX Wireshark-2 'mwnnwin nu7pnn IX7

.session

MIYPNN N7'NNn

192.168.17.1 192.168.17.134 SMB2 176 Tree Connect Request Tree: \\192.168.17.134\ADMIN$
192.168.17.134 192.168.17.1 SMB2 138 Tree Connect Response

192.168.17.1 192.168.17.134 SMB2 234 Create Request File:

192.168.17.134 192.168.17.1 SMB2 298 Create Response File:

192.168.17.1 192.168.17.134 SMB2 146 Close Request File:

192.168.17.134 192.168.17.1 SMB2 182 Close Response

192.168.17.1 192.168.17.134 SMB2 382 Create Request File: PSEXESVC.exe

192.168.17,134 192.168,17.1 SMB2 410 Create Response File: PSEXESVC,exe

.PSEXECSVC.exe 17w Service-n 7w npnynn NX |2 MdI ADMINS-n qIiN'y? nf19n0 DX NIKTT TWON

.SMB YIT'N1 121NN D'¥A7N NNV 71710109 '3 7V Yy¥ann Service-n NNAvN

2IXY? DNTYUN X7 0%21un1 PsExec 2V nuT? Dn'xw nn 72
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e

n
e
8]
il

b

Service-n Mpnn

,StartServiceW ,0penSCManagerW :NI'¥j2190 NV NYXANN |27 0TI 11'RIY Service-n Mgnn
AUNNN DY DX 10N19) N7 1N2vn OpenSCManagerW n'xj197 XYW .nniTI CreateServiceW

JDPnNnn nTyn 7ww Service Control Manager-7 nw'a 12727 221 YN'7 D'¥N 1INIX 1'7Y

192.168.17.1 192.168.17.134 6@ 65333 » 49673 [ACK] Seg=1 Ack=1 Win=1@51136 Len=@

192.168.17.134 192.168.17.1 54 49673 > 65333 [ACK] Seq=291 Ack=791 Win=210176© Len

RPC,n'Ziny 0'0197 010107 *72n1 71maa .RPC NIy¥nKa y¥ann ,IN7nNnl Service-n Nipnn 1'7nn '
NI URIANN NN'WAY NIKYY? N1 NINN2 DY DK QUNn 7V N7y yx¥a?1 "wpn? QTwoNn

SVCCTL

NITAYN NR7N1 ANl .D-Service YW ninm 71n1 CwoNn XIn ,RPC 7w interface Xin SVCCTL
TINT NIRN? 7211 .Service-n NMIPNNYT Yanw nn 75 NN Yy¥27 nin 7y 01 interface-a on1xa Nwpne

NNXAN NJINN2 VIN'S]

Protocol  Length Info

:0'-pipe-n 7 NY'N DR NIRTY 7011 7u91n Service-nw 1NKY

SMB2 17@ Ioctl Response FSCTL_PIPE_WAIT

SMB2 248 Create Request File: PSEXESVC-DESKTOP-UFHFQM]-93@@-stdin

SMB2 218 Create Response File: PSEXESVC-DESKTOP-UFHFQMI-93@0-stdin

SMB2 162 GetInfo Request FILE_INFO/SMB2_FILE_STANDARD_INFO File: PSEXESVC-DESKTOP-UFHFQMJ-93@@-stdin
SMB2 154 GetInfo Response

SMB2 264 Toctl Request FSCTL_PIPE WAIT Pipe: PSEXESVC-DESKTOP-UFHFQMI-93@8-stdout

SMB2 17@ Ioctl Response FSCTL_PIPE_WAIT

SMB2 250 Create Request File: PSEXESVC-DESKTOP-UFHFQMJ-9380-stdout

SMB2 210 Create Response File: PSEXESVC-DESKTOP-UFHFQM]-938@-stdout

SMB2 162 GetInfo Request FILE_INFCI}SMBZ_FILE_STANDARD_[NFO File: PSEXESVC-DESKTOP-UFHFQMJ-9388-stdout
SMB2 154 GetInfo Response

SMB2 264 Ioctl Request FSCTL_PIPE_WAIT Pipe: PSEXESVC-DESKTOP-UFHFQMJ-9380-stderr

JNKNN2 |)'7 DTl NAXINY N'1ANN 197 D112 D'-pipe-N NINYW 17 IN'w

2INW9 DNTUN N7 021uni PsExec 2V NUT? DN nn 92
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:RPC M1y 21w ,Service-n 7w nj'nn N1 DI'OY

SVCCTL 166 OpenServiceW request

SVCCTL 134 OpenServiceW response
SVCCTL 134 DeleteService request
SVCCTL 118 DeleteService response
SVCCTL 134 CloseServiceHandle request
SVCCTL 134 CloseServiceHandle response

nw2a PsExec 7w Ni''yo "INt

PsExec 7w Service-n N'X! 11LN

Event NX System-n a172 woNY 7211 .Eventlog-n NIY¥NKRI NINT 1017 [N .NN'W NI PsExec ,1IMRD
N'NYTIR 72177 72121 PSEXECSVC DWN DX 700w a17 wona .Service 7w n'y' Tynnin 7045 190n ID
[27 INK7I -r TVNO YIN'Y NIYXAXRA INNYYT [N ,'0719'T Kin PSEXECSVC nwn) .PsExec 7w nxnY?

((unnwuin'? 0'x¥N 11X 12 Service Name-n NIX ['¥7

Level Date and Time Source Event ID Task Category
@ Information 9/23/2024 11:36:22 AM Service Control Manager 7045 None

Event 7045, Service Control Manager

General Details

A service was installed in the system.

Service Name: PSEXESVC

Service File Name: %SystemRoot%\PSEXESVC.exe
Service Type: user mode service

Service Start Type: demand start

Service Account: LocalSystem

Registry-n 77V Nyt 1101

wTN Registry 1Y 7w Ny 0rTvnnn 13-1 12 190n Event IDs-2 WnNwWn? 7211 sysmon NIY¥NKN

:EulaAccepted-n 7V 7w N DR 017 7210 D I NARNNA DY )Y YL

Event 13, Sysmon

General Details

Registry value set:

RuleName: Alert,Sysinternals Tool Used

EventType: SetValue

UtcTime: 2024-09-23 18:36:22.001

ProcessGuid: {6¢17bd0f-b525-66f1-970c-000000003 100}

Processld: 4772

Image: C:\Users\omer\Desktop\DW - psexec\psexec\PsExec64.exe

TargetObject: HKU\S-1-5-21-1430080282-325649845-1509870264- 1001\SOFTWARE\Sysinternals\PsExec\EulaAccepted
Details: DWORD (0x00000001)
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D'-pipe-n NN 101

,pipe-7 11arni pipe 7w Ny orTynnn 18-1 17 190n Event IDs-n NITYA L [2'70V Ssysmon-1 12D DX

INNN] DAXNYW NNANN ' 7Y D0-pipe-7 Nl Ny 1017 7on

Event 17, Sysmon

General Details

Pipe Created:

RuleName: -

EventType: CreatePipe

UtcTime: 2023-09-07 12:10:03.309

ProcessGuid: {b02ec91e-bd9b-64f9-1802-000000003000}
Processld: 9772

PipeName: \PSEXESVC-FORELA-WKSTNO01-7396-stdout
Image: C:\WINDOWS\PSEXESVC.exe

User: NT AUTHORITY\SYSTEM

[HackTheBox 9w a171n 7imn naimn]

nid'o

2NN YWIN'Y 12 NIRTT [N1,M'0070 1ITIY! QR 7V 710NN NIdWN 710 TWORNN NNXIY *7D XIn PsExec
DPIND 17V ,]27 .Nniml NI Q9PN NIXIAP TV D'7'NNN 0'97IMN 7NN ,02"'0 NID'PNY7 DA
vIN'y NINT? NIn 2y ,2'Mim XN NIRpyn INKR NINNNYi 1N PsExec-2 wim'w'? 0'yTin nirnY

D7 T

yT™m ninijpm

|9IX UA'N] NIROCNAN |2 D'NINN D' 'Y N7 DNIny N'?) ApNIN PsExec-n 7¥ N'9'¥50N NOAN NX

N2 RI¥N'7 N1 (N71v9Nn

:MSDN-2 PsExec 7y

https://learn.microsoft.com/en-us/sysinternals/downloads/psexec

:PsExec 'In't

https://www.hackthebox.com/blog/how-to-detect-psexec-and-lateral-movements

:PsExec Reverse Engineering

https://cybergeeks.tech/reverse-engineering-psexec-for-fun-and-knowledge/
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https://www.hackthebox.com/blog/how-to-detect-psexec-and-lateral-movements
https://www.virustotal.com/gui/file/edfae1a69522f87b12c6dac3225d930e4848832e3c551ee1e7d31736bf4525ef
https://learn.microsoft.com/en-us/sysinternals/downloads/psexec
https://www.hackthebox.com/blog/how-to-detect-psexec-and-lateral-movements
https://cybergeeks.tech/reverse-engineering-psexec-for-fun-and-knowledge/

