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id print_stack string() {
stack_string[9];

stack string[e]
stack string[1]
stack string[2]
stack_string[3]

stack string[4]
stack string[5]
stack string[6]
stack_string[7]
stack string[8]

printf("%s\n", stack_string);

19101 X¥n1 null terminator-n1 ,YN2 T191 XN 091N IN 70 TWKRD 01N 7W 11YN2 NNYI NThNNN
TIX QIX'7 O NTNNND DYINN DX 0'9TN NYdNN 910171 ,stack-7 71912 [y XN 75 n¥M )7nna
:(..."20m "TRIR O'RIEN 70 192 7¥INn) Hapoel!! - 0790

C:\Users\Yarin Herman>"C:\Users\Yarin Herman\Desktop\Stack_Strings.exe"

Hapoel!!

JIMDINN 7 RN VPMAIND YN0 KD 1Y [9IRN 7722 NTNNNN DR NINT? NY9X* X7 strings.exe
IN D' NNIXD NNNWI X7 NTNNNAN DRI LYAP2 D' D0 'O9XI] VOV NITNNN WONN strings

:NNIX NINT? 'D1' K7 KN ,|NI'TA NNIXK NATONY T2 hyvnoin

Stack_Strings.exe" | findstr Hapoel!!

C:\Users\Yarin Herman>strings64.exe

C:\Users\Yarin Herman>
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C:\Users\Yarin Herman>"C:\Users\Yarin Herman\Desktop\floss.exe" "C:\Users\Yarin Herman\Desktop\Stack_Strings.exe"
f s: extracting static
| 79/79 [00:00<00:00, 1004.56 functions/s, skipped @ library
ackstrings from 29 functions

extracting stackstrings: 100%]| | 29/29 [00:00<00:00, 97.56
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N19¥N NNON IN ,0N7W C&C-N NAIMD NIX NNIT MIX2 DNIYY DAY D1VAID DY NI NN 1AWNN
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N0'7 91X 7W NVIYWD TINA N'¥70I19AINA 12T [XD NNAITA .(obfuscated

obfuscated string]]
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:O'RN 1Y
id deobfuscate string(char *str, int shift) {

for ( i=0; str[i] != "\@"; i++)
str[i shift;

:Hapoel nTnnnn 09X naiwn 172 nann TN ihVah!

De-obfuscated String: Hapoel

.hardcoded NI¥2 WA X7 RINW 1D ,NTN VN DX 17 7907 N*'7¥n X7 strings.exe ,'19¥)

C:\>strings.exe”™ "C:\Users\Yarin Herman\Desktop\C\obs_strings.exe" findstr Hapoel

C:\Users\Yarin Herman>_

:FLOSS DECODED STRINGS nnn NnTNNnn NX NINT? N'7x¥n NXT Nniv'? Floss

FLOSS DECODED STRINGS (

0BBXxX
Hapoel
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https://www.digitalwhisper.co.il/files/Zines/0x85/DW133-3-YARA.pdf

7w 217w .nwIy strings.exe-w N7 NNITA - 07w NVIYON NIXA NITINNNA YI7'N2 wnnwn YARA DI

JIR'OFTA9I NPT NI NAN NIKYIN 2107 710 YARA Dy FLOSS

.09 7Y 0m N7 DMYN DR 2A7wnY 7Tm%? POC 'wdy RN yara-python 71ITimn nipmn
MIYNIN NNAITA N7Y 1INt DX RN HHapoel ntnnnn 7w 1ntn IR 01ATX IR POC-n 17nna

.FLOSS-a wim'win 1w

?2N07 [N ,ntn POC-7 Nayn ,2y191 .1TA NTNNAN DX NINT? INKRY YARA-N 21N DX 2IM>72 7'NNX

NI7'Y Myun TR PIN 27 21721 8D 72X ,YARA 71N NI7Dny nin?v nirp'n

rule Test V1
{

strings:
Shapoel string = "Hapoel!!"™

condition:
$hapoel string

Jnn ¥ 120N DA X'NY ,NNK NTNNN 17 T2l - OIYD TIXRN INXY 21NN

Yol 2 FLOSS 7w nxn Ny¥anw Y191 7'nNa :FLOSS-7 YARA |2 n'¥aqLu1'kn NAMdY7 Nyd
D7D MNIE DDYAN XY 117 NMYWONNAY ,subprocess N'MB0N NIYXNAXA NXT NWYI .INW'7D
:09"MP0

extract_strings with floss(file path):
This fun str using Floss
Input -

process ub en(] \» ' , Tile path],
stdout=sub S .PIPE)
stdout, stderr = process.communicate()

if process.returncode [= O:
print(f"Error running FLOSS: {stderr.decode()}")
return []

strings = stdout.decode().splitlines()
eturn strings

RTN 'WUNIENI1009 17 VX1 ,0790 72 IR 019M)
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NIX NNWAT71 (TNR 71 179 N7na) 2127 03N NAIXR DNIR YARA-D 'PIN NI [IV07 DD"MY 1INIX YD

:FLOSS 7w n¥ ninn n72'w nitnnn? Dn7w 0*'XINn

rules = yara.compile(filepath=yara rule path)

matches = []
for string in strings:

match = rules.match(data=string)
if match:

matches.append((string, match))

eturn matches

NINXNAN N1AY P 7vn D'7NNNNI ,yara NS0 N1Vl DNIXR D"?DYJPYJI D'ZinNn NX D"YIV NNIX
X237 |INN 1IRXINY D'|7II'I'7 NNIX D' TN 70 7Y DNay nnax 1N ANXY7 .0'RANNN '73|7]PJ

.'T\UYJ'? NO0IN K'N,NNRNN W' TWURKRDI DX .UD"\PO'? 1IYOY D'PINN

D'Y¥INI PITA7 DY 1NN INIK YaIRD DRE[IV0Y7 D¥YN 1NN NN 7IN7 D'RIIP 1INIX main-n 7702

.DXNND ,NINKNN INXYNY K7W QYT IR NIMXNNN 1097 t]IOJ.'? JONINYUNN DR

binary file path =

yara rule file path =

extracted _strings = extract strings with _floss(binary file path)

extracted_strings:
print("No strings extr

matches = match _yara rules(extracted strings, yara rule file path)

if matches:
print("\nYARA Matches Found:")
* string, match in matches:
print(f"str : {string}\nMatch:

1Se.

print(“\nNo YARA matcl

Dealing With Obfuscated Malware
www.DigitalWhisper.co.il
7 2024 NanxT ,168 1"




F1ITA7 1% INIX 21NN 71 NTNNNN 7W DNRNN 72172 - NT 090 7W NXIN INKY

YARA Matches Found:
String: Hapoel!!
Match: [Test vi]

D27 NNd2 NI 'WXaNY? INIX ']IE):'\'?I INIX 1oW7 N X ,0IWS TINN POC-A [XD MaImMv Jaind

.0'0IvO

NIYXNNA NNT NIYY7 N1 .0 TTIA 0¥ X701 0% Y9 NN DI pims vompo? ona? N .1

:0s.walk N'¥j190 21T N7 IX 05 N'"M190N

list_all paths(directory):

paths = []

r root, dirs, files in os.walk(directory):
for file in files:

full path = os.path.join(root, file)
paths.append(full_path)
paths

repository 7 NWA7 17'9X IX ,D'¥270 7R NANNN 70 DX NHWNYI YARA '7In 7w nvp'n (ivo? [na .2

N'¥190 7¥ WTNN 110N NIY¥AN NI772 N'ON' NINT NIYYY? TWON .OW ARIYN NIYYYTI 21¥'N

NP'TA7 N"MYNI 0O'PINN 1971 NI'YYY7 NNX - NIYTN NIFY9 2-7 NN2'9nl match_yara_rules
:DNXY 0'PINN

load_yara rules from_directory(directory path):

rules = {}
for file name in os.listdir(directory_path):
if file_name.endswith(".yar") file_name.endswith(".yara"):

file path = os.path.join(directory_path, file name)

Py

compiled rule = yara.compile(filepath=file path)
rules[file name] = compiled rule

pt yara.SyntaxError as e:

print(f" X ¢ r in {file path}:

I Exception

print(f"Error loading {file path}:

nNI'oN 'y DI¥AEN DK NAWIVE V772 NINIY AUPMA DNYAPN 70 DX NPT AWTRN D719

(NIWRIN DY7197 NNITA) DNIR D791, AN'RNNN
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NR717 N770 IR NIWRIN Y190 N'TAN 7707 TIRG QNITL,DRINN DT 7Y ,0MUn X790

:ndon

scan_strings with_yara(strings, rules):
"""Scans extracted strings with the lo
for rule name, rule in rules.items():
for string in strings:
if rule.match(data=string):
print(f"YARA rule {rule name

:((0'xNw o'PIn NND JIYV7 N1 7v191) Test_v1 PINN 7271 0'5011 0'PIN 3 'NIYV D'PINN NV PNY7

APT_APT3102.yar
MALW_Corkow.yar
MALW_Notepad.yar

Test_V1l.yar

;YOI TaV PINN DYON DAl

YARA rule Test Vi.yar matched: Hapoel!!
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22 awn TY ONY T, AUNNT DY qRINN Y17 F1,NI1an [IN'9 D210 NNNLNIYS NIYY7119

.'000

DY2I9 DINNY7 ITVnY ,YARA 'In DY FLOSS NX 277 [N ,NitNNn Y707 17w 0TRN D710 11T

.0'9011 0'71TIN 1901 217'WA yara-python 71TMN NATV2 NIWY'AY? 710! DN7wW 217'wn .DITNNN '97

7annn 7y

M2 "7 MDY 0NN L, NWO IR NAIAN ,NYRY D7 0 | 'y

yarinherman05@gmail.com

NN

https://cloud.google.com/blog/topics/threat-intelligence/automatically-extracting-obfuscated-strings/

https://cloud.google.com/blog/topics/threat-intelligence/floss-version-2/

https://www.youtube.com/watch?v=i2gDruusO3I&ab channel=SANSDigitalForensicsandIncidentResponse

https://github.com/vivisect/vivisect

https://github.com/mandiant/flare-floss

https://www.osdfcon.org/presentations/2017/Ballenthin-FLOSS-like-a-boss.pdf

https://www.tevora.com/blog/strings/
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