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˫˧˩ˣ˶˟ ˫˧˞˟ˢ ˭ˣ˧˪ˠ˪ s-мсф ˪˷ DigitalWhisper! 

 ˸ˮ˷ ,ˣˢˤ2024  ,ˢ˪ ˢˬ˧˧˸˯ˢ-x2025  ˷ˬˬ ˶˟˩ ˢ˪ ˢ˩˥ˬ.˥˸˲˟ 2024  ˢˮ˷ ˢ˸˧˧ˢ ˧ˡ˦ˣ˞˩˸˧  ˢ˯ˣˬ˰ˣ

˫˧˰ˣ˶˧˞ ˶ˣ˲˯ˮ˧˞˟  ˫˧˧˸ˣ˰ˬ˷ˬ˫ˣ˥˸˟ . ˭˧˞˞˷ ˢ˟˧˯˦˶˲ ˫ˢ˧˪˰  ˦ˣ˷˲)ˢˬ ˣ˷˵˟-AI  ˫˩˧˪˰ ˱ˡ˰ˣˬˢ

 ˢˮ˷ˢ ˸˞ ˫˩˯˪(˧˲ˣ˧ ˢˤ ˸˞ ˢ˷ˣ˰ ˞ˣˢ ˨˧˞ ˣ˞˶˸ˣ ˰ˡ˧ˬ ˸˥˦˟˞ ˸ˮ˧˥˟ˬ . 

 ˫˞ ˧˸˧˧ˢ ˰ˣ˶˧˞ˢ ˢ˧ˢ ˧˸ˮ˧˥˟ˬ˷ ˰ˣ˶˧˞˟ ˶ˣ˥˟˪ ˨˧˶˴ˢ ˧˸ˣ˰ˬ˷ˬ ˶˸ˣ˧˟ ,ˢˮ˷ˢ˶˥ˣ˟ ˧˸˧˧ˢ  ˰ˣ˶˧˞˟-sIT 

Outage ˷ ˫˶ˠˮ˪˷ ˶˶ˣ˯ˢ ˭ˣ˩ˡ˰ˢ ˸ˣ˟˵˰˟ ˸˶˟˥ CrowdStrike . ˶ˣ˷˵ ˞˪ ˞ˣˢ˷ ˸ˣ˶ˬ˪ ˣ˟ ˶˥ˣ˟ ˧ˮ˞

˷˧ ˸ˣ˶˧ˣ ˰ˡ˧ˬ ˸˥˦˟˞˪˷ ˢˤ ˞ˣˢ ˣˮ˪˷ ˫ˣ˥˸˪ ˣ˪˷ ˧ˤ˩˶ˬˢ ˶˷˵ˢ ˸˵˯ˣ˰˷ ˢ˶˟˥ ˧"˰ ˫˶ˠˮ ˞ˣˢ

˰ˡ˧ˬ ˸˥˦˟˞˟. ˪˟˞  ˣ˟ ˶˥ˣ˟ ˧˸˧˧ˢ ˫ˠ˫˶ˠˮ ˢ˧ˢ ˞ˣˢ ˫˞ ˸˶˥˞ ˢ˶˟˥ ˧"˰.ˣˮ˪˷ ˫ˣ˥˸˪ ˢ˶ˣ˷˵ ˢˮ˧˞˷ , 

˧˸ˮ˧˥˟ˬ,  ˢˤˢ ˰ˣ˶˧˞ˢ ˞ˣˢˢ ˧˸ˣ˰ˬ˷ˬ,ˢˮ˷ˢ ˢ˶˵˷ ˶˸ˣ˧˟  ˧ˮ˲ˬ˷ˮ ˞ˣˢ ˪˰ ˢ˴˴ˢ ˣˮ˪ ˭˸˧˸ˣˢˬ ˭˧˧ˮ˰, 

˷ ˟ˣ˷˥ ˡˣ˞ˬˢˮ˟ˢ˪ ,˸ˣ˷ˣˮ˞˩ ˣˮ˪˷ x˷ ˦˰ˬ˩ˢ˸˧˧ˢ ˞˪  ˨˶ˡ ˣˮ˪ ˸˶˥˞ˣ˸ˣ˞ ˭˧˟ˢ˪ .˞ˣˢ ˧˸ˣˢˬˢ ˭˧˧ˮ˰ˢ 

ˣ˪ˣˮ˩˦ˢ ˭ˢ˧˪˰˷ ˸ˣ˧˸˷˸˟ ˫ˣ˧˩ ˫˧ˬ˧˧˵ˢ ˵ˣ˟˵˟ˢ ˧˶˞ˣˣ˴ ˪˷ ˢ˶˧ˡ˞ˢ ˸ˣˬ˩ˢˠ ˣˮ˪˷ ˸ˣ˧ ˸ˣ˷ˣˮ˞˩

 ˭˟ˣˬ˩ ,˦˶˲˟ˣ ,˸ˣ˯˯˟˸ˬ- .ˢˬ˴˰ ˦ˮ˶˦ˮ˧˞ˢ ˸˷˶ 

 ˸˪˧˟˥ ˪˷ ˥ˣ˪˷ˬ ˫˸˯ ˣ˪˧˲˞) ˦ˮ˶˦ˮ˧˞ˢ ˸˷˶˟ "ˢ˦ˣ˷˲" ˢ˪ˣ˰˲ ˰˴˟˪ ˢ˧ˢ˧ ˭˸˧ˮ˷ ˸ˮˬ ˪˰ICMP  ˭˧˟

˸ˣˮˣ˷ ˸ˣ˷˟˧˟ ˫˧˞˴ˬˮˢ ˫˧˸˶˷ˣˬ˩˷ ˷˶ˡˮ ,( ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˩˧ ˣ˪˞ .ˢ˶ˣ˷˩ ˡˣ˟˰˸ ˢ˶˧ˡ˞ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ˸

ˢ ˨ˣ˸˟ ˸ˣ˧ˠˣ˪ˣˮ˩˦-Data Centerπ˫˧˸˶˷ˢ ˫˧˞˴ˬˮ ˫ˢ˟˷ ˫˧ ˸ˣ˧ˠˣ˪ˣˮ˩˦ ,ˣ˧˵˲˯˟ ˟ˣ˸˧ˮˣ ˠˣ˸˧ˬ ˸

˪ˣˮ˩˦ ,˨˶ˡ˟ ˸˶ˣ˷˵˸ˢˢ ˸ˣ˶˟˥ ˪˷ ˸ˣ˧ˠˣ-Tier1 ˬ˪˧˭ˢ˧ˮ ˶˥˞˷˞ˢ ˪˰ ˸ˣ˧-Backbone  ˸˶ˡ˷ ˪˷

,˸˧ˬ˪ˣ˰ˢ ˦ˮ˶˦ˮ˧˞ˢ  ˭˟ˣˬ˩ˣ- ˫˧˟˧˩˶ ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯ ˸ˣ˞ˬ ˧˪ˣ˞ˣ ˸ˣ˶˷˰,  ˫˧˰ˡˣ˧ ˞˪ ˣ˪˧˲˞ ˣˮ˥ˮ˞˷ ˸˞

˫ˬˣ˧˵, ˢ˧ˡ˰˪˟ ˨˞ ˸˪˧˟˥ ˢ˸ˣ˞ ˫ICMP ˢˡ˰˧˪ ˰˧ˠ˸ ˞˪  ˸ˣˬ˩˷ ˟ˣ˷˥˧˷ ˷ˬ˸˷ˬˢ ˢ˧ˢ˧ ˫˧ˬ˸ˣ)

˨˶ˡ˟ ˸ˡ˟ˣ˰ ˣ˪˷ ˢ˪˧˟˥ˢ˷ ˫˧˟˧˩˶ˢ, ˢ ˸ˣˬ˩˪ ˢˣˣ˷-Hop-˟ ˣ˪ ˫˧˰˧˲ˣˬ˷ ˫˧-Traceroute( ˢˤ˩ ˟˧˩˶ ˪˩ .

 ˨˶ˡ˟ ˞˴ˬˮ˷ˢ˷ ˨˩ ,˸ˣ˧ˠˣ˪ˣˮ˩˦ ˶ˣ˲˯ˮ˧˞ˬ ˧ˣˮ˟-Stack  ˦ˣ˷˲ ˞ˣˢ (˧˸˶ˬˣ˥ˢ ˭ˢˣ ˧˸ˮ˩ˣ˸ˢ ˭ˢ) ˧ˠˣ˪ˣˮ˩˦ˢ

.ˣ˪ˡˣˠ˟ ˫ˣ˴˰ 

 ˣ˸ˣ˞˷ ˧˪ ˫˧˶˲˯ˬ ˫˸˧˧ˢ ˫˞Outage ˷˥˶˸ˢˢ ˸ˣ˶˟˥ˢ ˸˥˞˷ ˧ˮ˲ˬ ,˧˞˶˥˞ˣ ˪˰ ˸ˢ ˥ˣ˸˧˲ ˢ˵ˣˤ˥˸ˢˣ

 ˢˤ˧˞ ˪˷ ˧˦˲ˣ˞ ˟˟˶ˬ ,˧ˤ˩˶ˬ ˫ˣ˧ˢ ˷ˬ˷ˬ˷˸˞ ˸ˣ˧˵˲˯ s-Tier1  ˭˩˪ˣ ,˫˧ˮˣ˩ˡ˰ˢ ˡ˥˞˟ ˢ˪˷˩ ˸ˣ˪ˣˡˠˢ

 ˧˦˲ˣ˞ ˟ˣ˟˧˶ ˣ˸ˣ˞˟ ˣˢ˷ˬ ˸˶˟˥ ˪˟˞ .˭˲˧˧˲ ˨˪ˢ ˦ˮ˶˦ˮ˧˞ˢ˷ ˢ˞˴ˣ˸ˢ ˸˞ ˪˟˵˪ ˭˩ˣˬ ˧˸˧˧ˢ ,˵˲ˡˮ

CrowdStrike  ,˸˧˸˷˸ ˸˶˟˥ ˢˮˮ˧˞ ˞˧ˢˢˮˮ˧˞ ˞˧ˢ ˧˞˷ ˢ˶˟˥- ˪˰ ˣˢ˷˩˧˞ ˰˧˲˷ˢ˪ ˶ˣˬ˞ ˢ˪˷ ˡˣ˵˲˸

 ˪˰ˣ˲˟ ˨˞ .˦ˮ˶˦ˮ˧˞ˢ- .ˢ˸˧˞ ˡ˥˧ ˯˶˵ ˦ˮ˶˦ˮ˧˞ˢˬ ˢ˟˶ˢ ,ˢ˪˷˩ ˞˧ˢ˷˩ ,˸˧˸ˡ˟ˣ˰ 

 ,˧˸˩˶˰ˢ˪ ˫˶ˣˠˣ ˸˩˶˰ˬˢ ˪˪˩ ˪˰ ˭˧˶˵ˬ ˫ˢ˪˷ ˡˣ˵˲˸ ˶˯ˣ˥˷ ˸ˣˬˣ˵ˬˢ ˫˸ˣ˞) ˵ˣ˟˵˟ˢ ˧˶˞ˣˣ˴˷ ˪˪ˠ˟

˞˷ ˫˰ ˶˷˵ ˞˪˪ ˢ˞˪ˬ ˢ˸˟˷ˢ˪ ˭˸ˣ˞˟ ˢ˟˩˷ ˪˩˟ ˦˰ˬ˩ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ (˫˧ˡ˵˲˸ˬ ˸˩˶˰ˬ˟ ˫˧˟˧˩˶ˢ ˶
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ˢ ˶ˣ˲˯ˮ˧˞ ˸ˣ˟˧˩˶ˬˢ ˸ˣ˧ˠˣ˪ˣˮ˩˦˸ˣˬ˪˷ ˸˞  ,˦ˮ˶˦ˮ˧˞ˢ ˤ˞ .˫˸ˣ˞ ˸ˣ˲ˬ˪ ˨˶ˡ ˫ˣ˷ ˦˰ˬ˩ ˭˧˞ ˪˩ ˭˧˧ˮ˰ˢ

 ˢˤˢ .˸ˣ˧ˣ˪˸ ˢ˟˶ˢ ˨˩ ˪˩ ˫˰ˣ ˧ˡˬ ˱˰ˣ˯ˬ ˦ˣ˷˲ ,˪˰ˣ˲˟ˣ ˪˷ ˢ˶˵ˬ ˣ˸ˣ˞ ˸ˣ˩ˤ˟ ˵˶Outage  ˶˧˟˯ ˞˪

) ˢˤˢ ˭ˣˬ˧˯˞ˢ ,˪˧˪˰˟ ˪˩ˢ ˢˬ˩ ˭˧˟ˢ˪ ˣˮ˪ ˫˶ˠˣ ,˪˲ˮ (˧˪˴˞ ˸ˣ˥˲˪.ˣˬ˴˰ ˨ˣ˸˟ ˨ˣ˟˯ˣ ˶ˣˤ˷ ,˵ˣ˟ˡ 

 ˸ˮ˷нлнп  ˪˰ ˠ˪˧ˡ ˢ˶˟˥ ˢˤ˧˞˟ ˸ˣˣ˴ ˷˞˶˷ ˪˪ˠ˟ ˸˟˷ˣˬ ˳˶˞ˢ ˶ˣˡ˩ˬ ˧˴˥ ˢ˟˷ ˢˮ˷ ˸ˣ˧ˢ˪ ˢ˶ˣˬ˞ ˞˪

 ˢ˷˰ ˞˪ˣ ˪ˢˣˮ ˢˤ˧˞Test- ˢˬ˩˷ˢ ˸˞˧˶˵˪ ˪˧˟ˣˢ˪ ˶ˣˬ˞ ˢˤ˩ ˢ˶˵ˬˣ .ˣ˪˷ ˶'˴˧˲ˢ ˪˷ ˢ˷ˡ˥ˢ ˢ˯˶ˠ˪ ˫˧

˫˧˶˟ˡ˷ ˸ˮˬ ˪˰ .˧ˮˣ˧ˠˢ ˸ˬ˞˟ˢ ˫ˣˬ˧ˮ˧ˬ˪ ˣˡ˶˧˧˷ ˣ˞ ˸ˣ˶˵˪ ˣ˪˩ˣ˧ ˞˪ ˢ˪˞˩ ˟˷ ˧˞ˣˣ˪ˢ-2025  ˶˟˩ ˢ˞˶ˮ

.˭ˣˬ˧˯˞ ˣ˸ˣ˞ ˪˷ ˢˮ˟ˢˢˬ ˫˧˰˟ˣˮˢ ˫˧ˮ˴˧ˮˢ ˸˞ 

 ˸ˮ˷˪ ˭˞˩ ˡ˰ ,ˣˢˤнлнп˸ˮ˷˪ ˰ˠˣˮ˟ ˪˩˟ . 2025ˢ ˤ˞ ,ˬ˪ ˰ˠˣˮ˟ ˭˦˵ ˭ˣ˩ˡ˰ ˢˮ ˭˧ˤˠ:ˢ˟ˣ˶˵ˢ ˢˮ˷˪ˣ 

 ˢ˞˶ˮˢ ˪˩˩ ˭˧ˤˠˬˢˢ˧ˮ˷ˢ ˸˧˴˥ˬˢ ˸˞˶˵˪ ˪˧˰˲ ˢ˧ˢ˧ ˞˪  ˪˷˸˧˴˥ˬ ˢ˸ˣ˞ ˪˷ ˢ˩˶ˣ˞ ˪˩˪ˣ ˢˮ˷ˢ .

˪"ˮˢ  ˓ ˧˶˞ˣ ˧ˮ˞˷ ˪ˣ˧˦ ˸ˣ˟˵˰˟ ˵˧˲˯ˬ ˣˢ˷˧ˬ ˞˴ˬ˞ ˫˞˷ ˭ˣˣ˧˩ˬ "ˢ˞˶ˮˢ ˪˩˩" ˟˸ˣ˩ ˧ˮ˞ .˸˥˵˪ ˫˧ˮˮ˩˸ˬ ˢ

 ˭˧ˤˠˬˢ ˸˞ ˪˧˟ˣˢ˪ˣ ,˨˶ˣ˰ˢ ˪˷ ˡ˧˵˲˸ˢ ˸˞ ˣˬ˴˰ ˪˰ ˸˥˵˪ ˢ˴˶˧˷ˣ ˧ˮ˧˴˶ ˣ˟˷ ˭ˬˤˢ ˵˶˲˟ ˧ˣˮ˲ ˢ˧ˢ˞ ˞˪

 ˸˞ˤ ˸ˣ˷˰˪- ˭ˣ˧˪ˠˢˣ ˫˧ˢˡˬ ˢ˧ˢ˧ ˢˤ .˸˞˴˪ ˨˧˷ˬˢ˪ ˪˩ˣ˧ 

 ˪ˢ˵˟ ˢˤ˩ ˣˢ˷˧ˬ ˷˧ ˫˞-  ˫˸˞˷ ˸ˣ˶˥˞ˢ ˫˧˩˶ˡ˟ ˣ˞ ˶˸˞ˢ ˨˶ˡ ˣ˞ ˧˪˞ ˸ˣˮ˲˪ ˫˧˧˷˲ˣ˥ ˣ˷˧ˠ˶˸

.˫˧˶˧˩ˬ 

 ˤ˞ ˡ˰ˣ- !ˢ˥˪˴ˢ˟ ˣˮ˪ˣ˩˪ ˢ˧ˢ˧˷ 

 ,˭˟ˣˬ˩ˣ .˷ˡˣ˥ˢ ˶ˬ˞ˬ ˣˮ˪ ˟˸˩ˣ ˣˮˬˤˬ ˰˧˵˷ˢˣ ˟˷˧˷ ˧ˬ ˪˩˪ ˢˡˣ˸ ˡ˧ˠˢ˪ ˢ˴˶ˮ ,˭ˣ˧˪ˠˢ ˭˩ˣ˸˪ ˷ˠ˧ˮ˷ ˧ˮ˲˪

˪ ˢ˟˶ ˢˡˣ˸˫˧ˬ˥˶ ˧˰ˣ˶ ,˪ ˢ˟˶ ˢˡˣ˸ˤ˶ ˶˟ˮ˰˪ ˢ˟˶ ˢˡˣ˸ ,ˠ˶˟ˮ˧˧˦˷ ˟ˡˮ˪ ˢ˟˶ ˢˡˣ˸ ,˪˞˧˪ˬˠ ˱˧˯˞ 

˪ ˢ˟˶ ˢˡˣ˸ˣ˭ˢˡ ˶ˬˣ˸! 

 ,ˢˬ˧˰ˮ ˢ˞˧˶˵ 

 ˪˞˧˦˯˵ ˵˧˲˞ 
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Lateral Movement - Azure Edition 

˸˞ˬ ˫˧ˬ˥˶ ˧˰ˣ˶ 

 

ˢˬˡ˵ˢ 

Entra ID ύx˞ ˣˬ˷˟ ˭˷˧ˢ ΣAzure Active Directory όˣˮ˧ˢ ˸ˣ˶˧˷ ˟πAzure ˶˷˞ ˵˲˯ˬ ˧ˮ˪ˢˮˬ˪ ˸˷˶ ˸˞ 

˸˪ˣ˩˧ˢ ˪ˢˮ˪ User Identities xπAccess Privileges ˭ˮ˰˟Φ 

˶ˬ˞ˬ ˢˤ ˵˯ˣ˰ ˯˧ˬ˟π˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣ˴ˣ˲ˮ ˸ˣ˪ˣ˪˰˷ ˰˧˲ˣˢ˪ ˟πAzure Active Directory ˪˷ ˫˧ˮˣˠ˶˞ ύ˟˵˰ 

ˠˣ˲ˮ˧˵ ˧ˣ˵˪ ˢˮ˧˥˟ˬ ˸˧˸˥˦˟˞ Φόˡ˵ˬ˸ˮ ˷˧˥˶˸˟ ˢ˲˧˵˸ ˧˸ˣ˞˧˴ˬ ˥˵˪ˮ˷ ˢ˶˵ˬˬ ˧˸˧ˬ˞ ˷ˬˬˮˣ ˸˞ ˶ˣ˦˵ˣ 

ˢ˲˧˵˸ˢ ˣ˞ˣ˪ˬ˟ Φ˶ˣ˟˰ ˪˩ Misconfiguration Σ˭˧˟ˮ ˰ˣˡˬ ˞˧ˢ ˸˧˸˧˧˰˟ ˡ˴˧˩ˣ ˭˸˧ˮ ˪˴ˮ˪ ˢ˸ˣ˞ ˸ˣ˶˦ˬ˪ 

˸ˣ˧ˮˣˡˤ Φ˷ˣˬ˧ˬ ˷˧˥˶˸ˢ ˰˴˟˸˧ ˫ˠ ˸ˣ˰˴ˬ˞˟ ˫˧˪˩ ˫˧˶˩ˣˬ ˫ˠˣ ˸ˣ˰˴ˬ˞˟ ˧˪˩ ˷ˡ˥ ˧˸˟˸˩˷Φ 

ˢ˶˰ˢΥ ˶ˬ˞ˬˢ ˞˪ ˶ˬ˧˧˸ˬ ˠ˧˴ˢ˪ ˸ˣ˵˧ˮ˩˦ ˢ˲˧˵˸ ˸ˣ˷ˡ˥ Σ˞˪˞ ˶˧˟˯ˢ˪ ˪˰ ˸ˣˬ˧˧˵ˢ ˷ˬˬ˪ˣ ˷˧˥˶˸ 

˧˸˧ˬ˞ Φ˱˯ˣˮ˟ Σ˶ˬ˞ˬˢ ˨˧˶˴ˬ ˢ˲˧˦ ˰ˡ˧ ˫˧ˡ˵ˬ ˪˰ Azure Active Directory ˨˞ ˢ˯ˮ˞ ˱˧˯ˣˢ˪ ˫˧˶˟˯ˢ 

˫˧˯ˮ˶˲˶ˣ ˫˧˧˦ˮˣˣ˪˶ ˦˷˲˪ˣ ˣ˸ˣ˞ ˪˩˩ ˭˸˧ˮˢΦ 

 

˸˴˵  ˪˰Azure 

˧ˮ˞ ˟ˣ˸˩˞ ˢ˲ ˢ˶˴˵˟ ύˡˣ˞ˬ ό˪˰ ˶˲˯ˬ ˫˧ˠ˷ˣˬ ˫˧˧˯˧˯˟ s˫˧˴ˣ˥ˮ ˳ˮ˟ˢ˪ ˸˞ ˶ˬ˞ˬˢ ˪˟˞ ˞˪ ˢˤ˟ ˶ˬ˞ˬˢ 

˧˪˷ ˵˯ˣ˰ ˷˧ˣ ˢ˟˶ˢ ˫˧˶ˬ˞ˬ ˫˧˶˥˞ ˫˧˶˧˟˯ˬ˷ ˢ˶ˣ˴˟ ˸ˬ˪˷ˣˬ ˪˰ ˪˩ ˡ˥˞ ˫˧ˠ˷ˣˬˢˬ ˢ˪˞ˢ Φ˥ˬ˷˞ 

˸ˣˮ˲ˢ˪ ˫˩˸˞ ˶ˬ˞ˬ˪ ˫˧ˢˡˬ ˪˷ ˧˰ˣ˶ ˞˧ˠ˷ ˶˷˞ ˦˶˲ˬ ˪˰ ˪˩ ˢˬ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˸˰ˡ˪Φ 

ˣ˪˩˟ ˸˞ˤ Σˢˮˢ ˢˬ˩ ˫˧ˠ˷ˣˬ ˫˧˧˯˧˯˟ ύ˫˧˶˟˯ˢˣ ˟ ˶˸ˣ˧ ˡˣ˰˫˧˧˯˧˯ ˫ˢ˧˪˰Υό 

¶ Subscription - ˢˡ˧˥˧ ˸˧ˠˣ˪ ˶˷˞ ˭˸˧ˮ ˶ˣ˴˧˪ ˨ˣ˸˟ sπTenant ˣˮ˪˷ Φˢˬ ˧˦ˮˣˣ˪˶˷ ˣˮ˪ ˧˟ˠ˪ 

Subscription Σ˞ˣˢ ˵˪˥˷ ˡ˧˵˲˸ˢˬ ˪˷ ˦˵˧˧˟ˣ˞ ˢˤ, xs ˞ˣˮ˞˷ ˫˧˪ˣ˩˧ ˶ˣ˴˧˪ ˣ˩ˣ˸˟ Resource Group Φ

˱˯ˣˮ˟ Σ˭˸˧ˮ ˵˧ˮ˰ˢ˪ ˫˧˷ˬ˸˷ˬ˪ ˭ˣˠ˶˞˟ ˣˮ˪˷ Roleπ˫˧ ˫˧ˮˣ˷ ˪˰ Subscriptionπ˫˧ ύ˧˲˩ ˢ˞˶ˮ˷ ˶˥ˣ˞ˬ 

˶˸ˣ˧Φό 

¶ Resource Group - ˸ˣ˦˷˲˟ Σˢˤ ˫ˣ˵ˬ ˣˮ˞˷ ˫˧˪ˣ˩˧ ˫˧˵ˢ˪ ˣ˩ˣ˸˟ ˫˧˟˞˷ˬ ύResourceπ˫˧ Φό˭˸˧ˮ 

˵˧ˮ˰ˢ˪ ˫˧˷ˬ˸˷ˬ˪ Roleπ˫˧ ˫˧ˮˣ˷ ˦˵˧˧˟ˣ˞˪ ˢˤ Σ˵ˣ˧ˡ˟ ˣˬ˩ ˪˰ SubscriptionΦ 

¶ Resource - ˟˞˷ˬˢ ˣˬ˴˰ Φ˭˧˟ ˫˞ ˢˤ ˢˮˣ˩ˬ ˸˧˪˞ˣ˦˶˧ˣ ΣFunction App ΣLogic App ˡˣ˰ˣ Φ˭˸˧ˮ ˵˧ˮ˰ˢ˪ 

˫˧˷ˬ˸˷ˬ˪ Roleπ˫˧ ˫˧ˮˣ˷ ˫ˠ ˦˵˧˧˟ˣ˞˪ ˢˤΦ 

https://orca.security/resources/research-pod/azure-identity-access-management-iam-active-directory-ad/
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¶ Logic App - ˟˞˷ˬ ˟πAzure ˶˷˞ ˶˷˲˞ˬ ˣˮ˪ ˶ˣ˴˧˪ ˰˴˟˪ˣ ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ Workflowπ˫˧ ˫˧ˮˣ˷ Φ

ˢˬˠˣˡ˪ Σ˥˧ˮˮ ˣˮ˞˷ ˫˧˴ˣ˶ ˥ˣ˪˷˪ ˪˧˧ˬ ˸˟ˣ˸˩˪ ˸ˬ˧ˣ˯ˬ ˪˩ ˫˰˲ ˳˟ˣ˵˷ ˷ˡ˥ ˢ˪˰ˣˬ ˢ˧˧˵˧˸˪ ˸˧˲˧˴˲˯ 

π˟OneDrive Φ˪˧˟˷˟ ˸ˣ˷˰˪ ˸˞ ˢˤ ˶ˣ˴˧ˮ Trigger ˠˣ˯ˬ ˪˷ ϦWhen a file is created ΣϦ˶˥˟ˮˣ ˸˞ 

ˢ˧˧˵˧˸ˢ ˸˧˦ˮˣˣ˪˶ˢ ˟πOneDrive Φ˶˥˞˪ ˭˩ˬ ˶˥˟ˮ Action ˪˷ ϦSend an email Ϧ˶˧ˡˠˮˣ ˸˞ ˪˟˵ˬ 

˪˧˧ˬˢ ˱˧˯ˣˮˣ ˢ˰ˡˣˢ ˪˷ ˫˷ ˳˟ˣ˵ˢ Σˢ˰˷ˢ ˟˧˸ˮˢˣ ˣ˧˪˞ ˳˟ˣ˵ˢ ˢ˪˰ˣˢΦ 

˭˟ˣˬ˩ ˸ˣ˶˦ˬˢ˷ ˣˮ˪˷ ˭s ˞˪ ˰˧˶˸ˢ˪ ˪˰ ˸˞˪˰ˢ ˳˟ˣ˵ ˪πOneDrive ˞˪˞ ˭ˢ ˸˴˵ ˶˸ˣ˧ ˸ˣ˧ˮˣˡˤ ˪˟˞ ˢˤ 

˷ˣˬ˧˷ˢ ˧ˬ˧˦˧ˠ˪ˢ ˪˷ ˴˧˲ϥ˶ ˢˤΦ 

¶ Application (App Registration) - ˦˵˧˧˟ˣ˞ ˠ˴˧˧ˬˢ ˢ˧˴˵˧˪˲˞ ˟πAzure Active DirectoryΦ 

¶ Service Principal - ˶ˣ˟˰ ˪˩ ˢ˧˴˵˧˪˲˞ ˟πAzure Active Directory ˫˧˧˵ Service Principal ύˣ˸ˣ˞˟ 

˫˷ˢ Φό˦˵˧˧˟ˣ˞ˢ ˠ˴˧˧ˬ˷ Service Principal ˟πAzure Active Directory ˞ˣˢ Enterprise Application Φ

˶˷˞˩ ˣˮ˞ ˫˧˴ˣ˶ ˸˸˪ ˸ˣ˞˷˶ˢ ˭ˢ˷˪˩ ˢ˧˴˵˧˪˲˞˪ ˟πAzure Active Directory Σˣˮ˞ ˭˸˧ˮ ˭˸ˣ˞ ˪πService 

Principal ˠ˴˧˧ˬˢ ˣ˸ˣ˞ Φ˭˸˧ˮ ˟ˣ˷˥˪ ˪˰ ˢˤ ˢ˶ˣ˴˟ ˢ˞˟ˢ Υ˦˵˧˧˟ˣ˞ ˠˣ˯ˬ App Registration ˠ˴˧˧ˬ ˸˞ 

ˢ˧˴˵˧˪˲˞ˢ ˢˬ˴˰ sxπService Principal ˨˧˧ˣ˷ˬ˷ ˢ˧˴˵˧˪˲˞˪ ˠ˴˧˧ˬ ˸˞ ˸ˣˢˤˢ ˢ˸˧˞˷ ˢ˧˴˵˧˪˲˞ˢ 

ˢ˴˶ ˸˞ˣ ˸ˣ˞˷˶ˢˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢ ˭ˣˠ˶˞˟ ˣˮ˪˷ Φ˫˞ ˞˟ ˫˩˪ ˟˧˥˶ˢ˪ ˫˧˵˲ˣ˞ Σ˧˸˲˶˧˴ ˫˧˶ˬ˞ˬ 

˫˧˶ˣ˷˵ ˞˷ˣˮ˪ ˢˤ ˧˲˶ˠˣ˧˪˟˧˟˟.˶ˬ˞ˬˢ ˱ˣ˯˟˷ ˢ 

 

π˟Azure ˷˧ ˶˲˯ˬ APIπ˫˧ ˪πResourceπ˫˧ ˫˧ˮˣ˷ ˫˸˧˞˷ ˣˮ˞ ˫˧˶˷˵˸ˬ ˟-HTTPS Φ˧ˮ˷ ˫˧˧ˤ˩˶ˬˢ ˫ˢ˟˷Υ 

¶ Graph API - API ˢˤ ˧˞˶˥˞ ˵˲˯˪ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˞˟ˢ ˫˧˷ˬ˸˷ˬ˪ ξ ˫˧˥˸˲ˬΥ 

o ˢ˷˧ˠ ˰ˡ˧ˬ˪ ˪˷ ˫˧˷ˬ˸˷ˬ ύ˪˧˧ˬ˧˞ Σ˸ˣ˥ˣ˪ ˢˮ˷ Σ˫˧˴˟˵ό 

o ˢ˷˧ˠ ˫˧˸ˣ˶˧˷˪ ˪˷ Microsoft 365 

o ˪ˣˢ˧ˮ ˪˷ ˫˧˷ˬ˸˷ˬ Σ˸ˣ˴ˣ˟˵ ΣSPNπ˫˧ Σ˸ˣ˧˴˵˧˪˲˞ ˸ˣ˞˷˶ˢˢˣ ˪˷ ˪˩ ˣ˪˞ ˟πMicrosoft 

Teams ˣ˞ ˟πAzure Active Directory 

ˡˣ˰˧˧ˢ ˧˷˧˪˷ˢ ˪˷ sπGraph API ˞ˣˢ ˢˬ ˫˶ˣˠ˷ ˣˮ˪ ˭˧˧ˮ˰˸ˢ˪ x˟ ˧˩ˢ ˢ˟˶ˢ Σ˧˶ˣ˥˞ˬˣ ˫˧˰˪˵ˢ 

˸ˣ˪ˣ˰˲ ˭ˣˠ˩ ˸˲˯ˣˢ Secret ˪πSPN ˸˲˯ˣˢˣ Member ˢ˴ˣ˟˵˪ ˸ˣ˷ˠˮˣˬ ˣˮ˪ ˪˰ ˧ˡ˧ API ˢˤΦ  

¶ Resource Manager API - API ˞ˢ˧˞˶˥ ˪˰ ˸ˣ˪ˣ˰˲ ˰˴˟ˮ˷ ˪ˣˬ Resourceπ˫˧ ˟πAzure ύSubscriptionπ

˫˧ ΣResource Groups ΣResources Φό˪˷ˬ˪ ˶˷˞˩ ˣˮ˞ ˫˧˶˴ˣ˧ Resource Group / Subscription x˞ 

˫˧˵˧ˮ˰ˬ Role ˫˧ˣ˯ˬ ˷ˬ˸˷ˬ˪ ˪˰ Subscription ύ˪˷ˬ˪ όˢˤ ˰˴˟˸ˬ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˨˶ˡ API ˢˤΦ 
 

ˢ˪˞ ˣ˧ˢ ˢˬ˩ ˫˧ˠ˷ˣˬ ˫˧˧˯˧˯˟ ˨˶˦˴ˮ˷ ˸˰ˡ˪ Φ˧˲˩ ˧˸˶ˬ˞˷ Σ˧ˮ˞ ˞˪ ˢ˴ˣ˶ ˶˧˟˯ˢ˪ ˯˲˞ˬ ˪˰ Azure ˭˩˪ˣ ˫˞ 

ˣ˴˶˸ ˵ˬ˰˸ˢ˪ ˶˸ˣ˧ ύ˭˧˟ˢ˪ˣ ˶˸ˣ˧ Σό˳˪ˬˣˬ ˡˣ˞ˬ ˞ˣ˶˵˪ ˸˞ ˶ˬ˞ˬˢ ˮˢϦ˪Φ 
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˷˧˥˶˸ 

˫˧˧˵ Tenant ˞˶˵ˮˢ royraham1gmail.onmicrosoft.com ύˣ˥˪˯˸ ˧˪ ˪˰ ˫˷ˢ Σ˧˸˶˴˧ ˸˞ sπTenant ˸˞ˣ 

˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˸ˣ˴ˣ˥ˮˢ ˧ˮ˲˪ ˧˸˰ˡ˧˷ ˧ˮ˞˷ ˨˪ˣˢ ˟ˣ˸˩˪ ˶ˬ˞ˬ J Φόˣˮ˞ ˷ˬ˸˷ˮ ˭ˣˣˠˬ˟ ˫˧˪˩ ˪˰ ˸ˮˬ ˸ˣ˪ˠ˪ 

˪˴ˮ˪ˣ ˸ˣ˧˰˟ ˢ˥˦˟˞ ˟πTenant ˫˧˪˯ˢ˪ˣ ˸˞ ˣˮ˧˸ˣ˞˷˶ˢ ˪πGlobal AdministratorΦ 

˥˧ˮˮ ˣˮ˰˴˧˟˷ ˸˲˵˸ˬ Phishing ˪˰ ˸ˮˬ ˠ˧˷ˢ˪ ˧˦˶˲ ˸ˣ˶˟˥˸ˢ ξ Access Token ξ Refresh Token 

˷ˬ˸˷ˬ˪ ˷˪˥ ˟πTenant Φ˷ˬ˸˷ˬˢ ˞˶˵ˮ Weak UserΥ 

 

˸˰˩ Σ˳˧˶ˮ ˸˞ ˧˪˩ˢ ˫˯˶ˣ˲ˬˢ AzureHoundΦ 

 

Enter AzureHound 

˧ˮ˞ ˭˧ˬ˞ˬ ˧ˬ˷ ˫˩˧ˮ˧˟ˬ ˷˧˷ x˪ ˶˟˩ ˭ˣ˧˯˧ˮ ˸ˣˬ˪ˣ˰˟ sπRed Teaming Σ˶˧˩ˬ ˸˞ ˧˪˩ˢ BloodHoundΦ ˧˪˩ ˢˤ 

˧˞˶˥˞ ˪˰ ˸ˠ˴ˢ ˧˟˧˸ˮ ˢ˲˧˵˸ ˟πAD ˸˶ˣ˴˟ ˱˶ˠ ˸˶ˤ˰˟ ˷ˣˬ˧˷ ˰ˣˮˬ˟ Neo4j Φ˞˪ ˨˧˶˴ ˸˰ˡ˪ ˶˸ˣ˧ ˧ˡ˧ˬ ˳ˣ˥ 

ˢˤˬ ˪˰ BloodHound ˣˬ˴˰ Σ˨˞ ˭˧˧˴˞ ˣˮ˥ˮ˞˷ Σ˫˧˶ˤˣ˧ˢ Σ˫˧˩˧˶˴ ˭ˣ˰˦˪ ˣ˧˪˞ ˸˞ ˰ˡ˧ˬˢ ˞ˣˢ˷ ˨˧˶˴ ˪˟˵˪ ˧ˡ˩ 

ˠ˧˴ˢ˪ ˸˞ ˧˟˧˸ˮ ˢ˲˧˵˸ˢ Φ˟ˠ˞ ˞ˣ˶˵˪ ˫˧ˮˬˤˣˬ ,˶˧˩ˬ ˞˪˷ ˧ˬ˪ ,˶ˬ˞ˬ ˢ˪ˣ˰ˬ ˞˷ˣˮ˟ ˳˟˵˪˞ ˭˸ˮˣˢ˧ ˪˷Φ 

˶˷˞˩ ˣˮ˞ ˫˧˲˵ˣ˸ Active Directory Σ˷ˬ˸˷ˮ ˧˪˩˟ SharpHound ˪˰ ˸ˮˬ ˠ˧˷ˢ˪ ˸˞ ˰ˡ˧ˬ ˢˤ ύ˧˪˩ˢ 

˪˞˷˸ˬ Domain Controller ˟πDomain ˣˮ˪˷ ˸ˣ˰˴ˬ˞˟ ˪ˣ˦ˣ˵ˣ˶˲ LDAP ˨˩ˣ ˠ˧˷ˬ ˸˞ ˰ˡ˧ˬˢ Σ˨˞ ˢˤ ˞˪ 

˧˦ˮˣˣ˪˶ ˶ˬ˞ˬ˪ ˣˬ˴˰ ˞˪ˣ ˟˧˥˶˞ ˶˸ˣ˧ ˢˤˬΦό 

˧ˮ˲˪ ˫˧˧˸ˮ˷ ύ˫˞ ˧ˮˣ˶˩ˤ ˣˮ˧˞ ˢ˰˦ˬ ˧˸ˣ˞ όˣ˲˧˯ˣˢ ˪πBloodhound ˸˞ ˸˪ˣ˩˧ˢ ˠ˧˴ˢ˪ ˧˟˧˸ˮ ˢ˲˧˵˸ ˫ˠ ˟π

AzureΦ 

https://www.digitalwhisper.co.il/files/Zines/0x8C/DW140-5-BlueBlood.pdf
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Azure Active Directory ˧ˣˮ˟ ˢ˶ˣ˴˟ ˸˶˥˞ ˬπActive Directory ˭˩˪ˣ ˧ˡ˩ ˱˧˯ˣˢ˪ ˸˞ ˸˪ˣ˩˧ xʕ ˧˪˩˪ Σˣ˶˴˧ ˫ˠ 

Collector ˷ˡ˥ ˞˶˵ˮˢ AzureHoundΦ ˧˪˩ ˢˤ ˪˞˷˸ˬ ˸˞ Azure ˪ˣ˵ˣ˦ˣ˶˲˟ HTTPS ˞˧˴ˣˬˣ ˣˮ˪ ˳˟ˣ˵ 

Output ˣ˸ˣ˞˷ ˭˰˦ˮ ˪πBloodHound ˨˩ˣ ˪˩ˣˮ ˷˲˥˪ ˠ˧˴ˢ˪ˣ ˸ˣ˦˷˲˟ ˧˟˧˸ˮ ˢ˲˧˵˸ ˟πAzureΦ 

 

Enumeration 

˶ˣˬ˞˩ Σˣˮˠ˷ˢ ˸˞ ˷ˬ˸˷ˬˢ Weak User Φ˸˰˩ ˳˧˶ˮ ˸˞ AzureHound ˸˶ˤ˰˟ ˢˡˣ˵˲ˢ ˢ˞˟ˢΥ 

./azurehound - u "weak_user@royraham1gmail.onmicrosoft.com" - p "Qupu7929!" list - tenant 
"royraham1gmail.onmicrosoft.com"  

˪˟˵ˮˣ ˸˞ ˦˪˲ˢ ˞˟ˢ: 

 

˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ xʕ ˣˮ˞ ˫˧˪ˣ˩˧ ˵ˣ˶˯˪ ˸˞ sπTenant ˣˮ˪˷ ˸˥˸ sπSecurity Context ˪˷ ˷ˬ˸˷ˬˢ ˷˪˥ˢ 

ϦWeak User Ϧ˸ˣ˯ˮ˪ˣ ˞ˣ˴ˬ˪ ˯˧ˬπ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵Φ 
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ˢ˪˰ˮ ˸˞ ˳˟ˣ˵ sπoutput ˣˮ˪˟˧˵˷ ˬπAzureHound ˧˪˩˪ BloodHound ˰˴˟ˮˣ ˧˸˷ ˸ˣ˪ˣ˰˲Υ 

¶ ˵ˣˡ˟ˮ ˢ˪˧˥˸ ˫˧˟˧˸ˮ ˫˧˧˶˷˲˞ ˸ˬ˪˯ˢ˪ ˸ˣ˞˷˶ˢ ˪πGlobal Administrator - sπRole ˧˩ˢ ˢˣ˟ˠ ˟π

AzureΥ 

 

Á ˨ˣ˸˟ ˸˶ˠ˯ˬˢ ˢ˪ˣ˥˩ˢ ˣˮ˶˥˟ ˸˞ ˷ˬ˸˷ˬˢ ˣˮ˦˪˸˷ˢ˷ ˣ˧˪˰ ˸˪˧˥˸˟ ˟˧˸ˮ ˢ˲˧˵˸ˢ ˣˮ˞˷ ˫˧˴ˣ˶ 

˵ˣˡ˟˪ ˫˞ ˞ˣˢ ˫˧˧˵ Φ˸˞ ˸ˡˣ˵ˮ ˱ˣ˯ ˟˧˸ˮ ˢ˲˧˵˸ˢ ˣˮ˶˥˟ ˟πRole ˪˷Global Administrator Φ

BloodHound ˞˪ ˥˧˪˴ˢ ˞ˣ˴ˬ˪ ˟˧˸ˮ ˢˤ˩ ˣˮ˶ˣ˟˰ ύ˸˶ˠ˯ˬ˟ ˢˬˣˡ˞ˢ ˢ˟ˣ˸˩ ˢ˰ˡˣˢˢ Path not 

foundΦό 

ˢ˶˰ˢΥ ˧˲˩ ˢ˞˶ˮ˷ ˨˷ˬˢ˟ Σ˸ˣ˶ˬ˪ ˷πBloodhound ˞˪ ˞˴ˬ ˟˧˸ˮ ˢ˲˧˵˸ ˫˧˞˸ˬ Σ˭˧˞ ˢˤ ˶ˬˣ˞ 

˟˧˸ˮˢ˷ ˞˪ ˫˧˧˵ Φ˪ˣ˩˧ ˡˣ˞ˬ ˸ˣ˧ˢ˪ ˣˮ˴˶ˢ˷ ˸˞ AzureHound ˬπContext ˪˷ ˷ˬ˸˷ˬ ˪˰˟ ˸ˣ˞˷˶ˢ 

ˡˣ˞ˬ ˸ˣ˩ˣˬˮ ˟πTenant ˨˩ ˞ˣˢ˷ ˞˪ ˪ˣ˩˧ ˞ˣ˶˵˪ ˸˞ ˪˩ ˰ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢ ˟πTenant ˸ˣ˞˶˪ˣ ˸˞ ˸ˮˣˬ˸ 

ˢ˥˦˟˞ˢ ˢˬ˪˷ˢ ˭ˣˠ˶˞˟ ˣˮ˪˷ Φ˪˩˩ ˫ˡ˵˸ˮ˷ ˪˩ˣˮ ˧˪ˣ˞ ˱ˣ˷˥˪ ˸˞ ˢˮˣˬ˸ˢ ˢ˞˪ˬˢ Φ˭˩˪ ˞˪ ˷˞˧˧˸ˮ 

˶ˣ˟˰ˮˣ ˢ˪ˣ˰˲˪ ˢ˧˧ˮ˷ˢΦ 
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¶ ˷˲˥ˮ ˸˞ ˦˵˧˧˟ˣ˞ˢ ˪˷ ˷ˬ˸˷ˬˢ ˣˮˠ˷ˢ˷ ˪˩˸˯ˮˣ ˪˰ ˢ˧˴ˬ˶ˣ˲ˮ˧˞ˢ ˷πBloodhound ˞˧˴ˣˬ ˣˮ˪ ˣ˧˪˰Υ 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˸˶ˠ˯ˬ˟ ˢˬˣˡ˞ˢ ˢˮˣˬ˸˟ ˷ˬ˸˷ˬ˪˷ ˣˮ˪˷ ˷˧ ˢ˞˷˶ˢ ˪˰ ˫˧˦˵˧˧˟ˣ˞ ˫˧˶˥˞ Φ˶˥˞˪ 

ˣˮ˴˥˪˷ ˪˰ ˶ˣ˸˲˩ ˢˤ ˣˮ˞ ˫˧˪ˣ˩˧ ˸ˣ˞˶˪ ˰ˡ˧ˬ ˱˯ˣˮ - ˷ˬ˸˷ˬˢ Weak User ˞ˣˢ Owner ύAZOwns ό

˪˰ App Registration ˟πTenant ˞˶˵ˮˢ Super Secure ApplicationΦ 

˧˧˵ˣ˞ Σˤ˞ ˟˴ˬˢ ˭˧˧ˡ˰ ˞˪ ˡˣ˟˞ Φˣ˞ˣ˟ ˭˥˟ˮ ˸˞ ˦˵˧˧˟ˣ˞ˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢ Super Secure ApplicationΥ 

 

˭˧˟ˬ ˪˩ ˫˧ˮˣ˸ˮˢ ˫˧ˠ˴ˣˬ˷ ˣˮ˪ Σ˫˧˧˵ ˭ˣ˸ˮ ˡ˥˞ ˨˧˶˴˷ ˦ˣ˪˟˪ ˣˮ˪ ˭˧˰˟ ˶˸ˣ˧ ˶˞˷ˢˬ Φ˭ˣ˸ˮ ˢˤ ˞ˣˢ sπϦService 

Principal ID Ϧ˶˷˞ ˢ˞˶ˬ ˣˮ˪ ˢˬ sπService Principal ˪˷ ˢ˧˴˵˧˪˲˞ˢ Super Secure Application ˟π

TenantΦ 
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˶˷˞˩ ˣˮ˞ Ownerπ˫˧ ˪˰ ˢ˧˴˵˧˪˲˞ ύApp Registration όπ˟Azure Σˣˮ˞ ˫˧˪ˣ˩˧ ˱˧˯ˣˢ˪ ˢ˪ Secret ˶˥˞˪ˣ ˭˩ˬ 

˶˟˥˸ˢ˪ ˪πService Principal ύEnterprise Application ό˨˧˧ˣ˷ˬ˷ ˢ˧˴˵˧˪˲˞˪ xʕ ˰˴˟˪ˣ ˸ˣ˪ˣ˰˲ ˟πSecurity 

Context ˪˷ Service Principal ˢˤΗ 

˟˧˥˶˞ ˡ˧ˠ˞ˣ ˫˞˷ ˫˧˧˵ App Registration ˟πTenant ˣˮ˪˷ ˨˩ ˷πTenantπ˫˧ ˫˧˶˥˞ ˫˧˷ˬ˸˷ˬ ˢ˧˴˵˧˪˲˞˟ 

ˣˤ ύ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˟πService Principal ˠ˴˧˧ˬ˷ ˸˞ ˢ˧˴˵˧˪˲˞ˢ Σόˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˷ˬ˸˷ˢ˪ ˟πSecret ˣˮ˲˯ˣˢ˷ 

ˢ˧˴˵˧˪˲˞˪ ˪˰ ˸ˮˬ ˸ˬ˞˸ˢ˪ ˶ˣ˸˟ Service Principals ˣ˪˞ ˸ˣ˶ˬ˪ ˫ˢ˷ ˪˪˩˟ ˫˧˞˴ˬˮ ˟πTenant ˶˥˞ 

˧˶ˬˠ˪ Φ˧ˢˣˤ ˸˪ˣ˩˧ ˦˪˥ˢ˟ ˸ˮ˧˧ˮ˰ˬ Σ˪˟˞ ˣ˞ˣ˟ ˞˪ ˳ˣ˲˵ˮ ˢˬ˧ˡ˵ ˶ˬ˞ˬ˟ ˢˤ ˧˩ ˞ˣˢ ˨ˣ˶˞ ˧ˡ˧ˬ ˫ˠ ˢ˩˩Φ 

˧˶˥˞ ˣˮ˟ˢ˷ ˸ˣ˦˷˲˟ ˪˰ Service Principals ˣˮ˰ˠˢˣ ˢˮ˵˯ˬ˪ ˣˮ˞˷ ˫˧˪ˣ˩˧ ˶˟˥˸ˢ˪ ˪πAzure ˶ˣ˸˟ sπ

Service Principal ˪˷ ˢ˧˴˵˧˪˲˞ˢ Super Secure Application ύ˫ˠ˷ ˞ˣˢ ˞˶˵ˮ Super Secure 

Application Σό˵ˣˡ˟ˮ ˢˬ ˣˮ˞ ˫˧˪ˣ˩˧ ˸ˣ˷˰˪ ˣ˸˶ˤ˰˟Υ 
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˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˪πSPN ˣˮ˪˷ ˷˧ ˢ˞˷˶ˢ ˱˧˯ˣˢ˪ Member ˪˩˪ ˸ˣ˴ˣ˟˵ˢ ˮˢϦ˪ ύ˯˪˩˸ˣ ˪˩˪ ˸ˣ˴ˣ˟˵ˢ ˟π

Tenant Φό˪˩˸˯ˮ ˪˰ ˸ˣ˴ˣ˟˵ˢ ˱ˡ˰˸ˮˣ ˧˲˪ ˸ˣˬ˷ˢ ˭ˢ˪˷ ˸˞ ˸ˡ˧ˬ ˸ˣ˧˦ˮˣˣ˪˶ˢ ˪˷ ˸ˣ˴ˣ˟˵ ˢ˪˞ ˣˮ˪ Φ

ˢ˴ˣ˟˵ˢ Devops ˸˧˞˶ˮ ˣˬ˩ ˫ˣ˵ˬˢ ˭ˣ˷˞˶ˢ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˫ˡ˵˸ˢ˪ ˣ˧˪˞Η 

ˤ˞ ˢˬ ˷˧ ˣˮ˪ ˡ˰ ˣ˧˷˩˰Κ 

 

˨˧˞ ˪˴ˮˮ ˸˞ ˢˤΚ 

¶ ˠ˧˷ˮ Access Token ˪πGraph ˸ˣ˰˴ˬ˞˟ ˫˷ ˷ˬ˸˷ˬˢ ˢˬ˯˧˯ˢˣ ˪˷ Weak User 

¶ ˱˧˯ˣˮ Secret ˪πApp Registration ˞˶˵ˮˢ Super Secure Application 

¶ ˠ˧˷ˮ Access Token ˪πGraph ˸ˣ˰˴ˬ˞˟ sπObject ID sxπClient Secret ύ˷˧˷ ˣˮ˪ ˟˪˷ˢˬ ˫ˡˣ˵ˢ ό˪˷ 

πsService Principal ˞˶˵ˮˢ Super Secure Application 

¶ ˱˧˯ˣˮ ˸ˣ˰˴ˬ˞˟ Super Secure Application ˸˞ Weak User ˪πMemberπ˫˧ ˪˷ ˢ˴ˣ˟˵ˢ DevopsΦ 
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ˡˣ˰ ˸˴˵ ˫˧˪˩ 

ˣ˞ˣ˟ ˪˴ˮˮ ˸˞ ˯˧ˬˢπ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˣ˧˷˩˰˷ ˣˮ˞˴ˬ ˧˲˪ ˶ˡ˯ˢ Φ˫˷˪ ˨˩ ˷ˬ˸˷ˮ ˧ˮ˷˟ ˫˧˪˩ ˫˧˧ˡˣ˥˧˧Υ 

¶ BARK 

¶ Glibby 

 

BARK ύBloodHound Attack Research Kitό  

ˣˮ˧ˢ ˧˪˩ CLI ˟˸˩ˮ˷ ˪˰ ˧ˡ˧ ˡ˥˞ˢ ˡ˧˥˧ˢˣ Andy Robbins ˟πPowershell ˣ˸˶˦ˬˣ ˞˧ˢ ˷ˣˬ˧ˬ ˪˷ ˸ˣ˪ˣ˰˲ 

˸ˣ˧˲˵˸ˢ ˟πAzure Active Directory ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ Φ˧˪˩ˢ ˧l ˦ˣ˷˲ ˷ˣˬ˧˷˪ Σ˷˧ ˦ˣ˷˲ ˸ˡˣ˵˲ 

Powershell ˪˩˪ ˢ˪ˣ˰˲ ˢ˴˶ˮ˷ ˰˴˟˪Φ 

Glibby  

ˣˮ˧ˢ ˧˪˩ ˟˸˩ˮ˷ ˪˰ ˧ˡ˧ ˧ˮ˷ˢ ˡ˧˥˧ˢˣ Σ˧ˮ˞ JΣ ˟πPython ˣ˸˶˦ˬˣ ˞˧ˢ ˷ˣˬ˧ˬ ˪˷ ˸ˣ˪ˣ˰˲ ˸ˣ˧˲˵˸ˢ ˟πAzure 

Active Directory ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ Φ˰ˬ˷ˮ ˣ˸ˣ˞ ˶˟ˡ Κ˭ˣ˩ˮ ˡˣ˞ˬ Σˣ˪˧˲˞ ˧˸˧˷˰ ˵˸˰ˢ ˵˟ˡˢ ˪˷ ˣ˸ˣ˞ 

˦˲˷ˬˢ Σ˨˞ ˭˧˧ˡ˰ ˷˧ ˢˬ˩ ˸ˣ˟˧˯ ˭˪˪ˠ˟˷ ˧˸˟˸˩ ˸˞ ˧˪˩ˢΥ 

¶ ˡˣˬ˪˪ ˟ˣ˦ ˶˸ˣ˧ ˪˰ ˨˧˞ Azure Active Directory ˡ˟ˣ˰Φ 

¶ ˷ˬˬ˪ ˢ˶ˣ˴˟ ˢ˦ˣ˷˲ ˧˷˧˥˶˸ ˢ˲˧˵˸ ˫˧˪ˣˡˠΦ 

¶ ˧˲˩ ˣ˞˶˸˷ ˨˷ˬˢ˟ Σ˶˷˞˩ ˣˮ˞ ˫˧ˡ˟ˣ˰ ˪ˣˬ sπAPI ˪˷ ˸ˣ˶˧˷ sπGraph x˞ sπResource Manager Σ˷˧ 

˟ˣ˶˟ ˫˧˶˵ˬˢ ˢ˷˧˶ˡ ˵˲˯˪ ˸˞ ˟ˣ˶ ˸ˣˡ˷ˢ ύ˪˷ˬ˪ Tenant ID xπSubscription ID ό˸˶ˣ˴˟ UUIDπ˫˧ Φ

˶˟ˡ ˢˤ ˨˧˶˴ˬ ˣˮ˸˧˞ˬ ˪˩ ˫˰˲ ˦ˣˣˮ˪ ˪˦˶ˣ˲˟ ˪˷ Azure ˧˪ˣ˞ˣ ˱˞ ˵˥˷˪ ˸˴˵ ˫˰ sπDeveloper Tools 

˭˲ˡ˲ˡ˟ ˣˮ˪˷ ˪˰ ˸ˮˬ ˞ˣ˴ˬ˪ ˸˞ UUIDπ˫˧ ˣ˪˞ Φˢ˧˰˟ˢ ˢˤ˟ ˞˧ˢ ˧˶˥˞˷ ˢˬ˩ ˸ˣˡˣ˵˲ ˫˧˰˴˟ˬ˷ 

˫˧˪˧˥˸ˬ ˪˟˪˟˸ˢ˪ ˭˧˟ UUID ˪πUUID ˪˩ˣ ˫˰˲ ˷˲˥˪ UUID ˪˷ ˦˵˧˧˟ˣ˞ ˷ˡ˥ ˢˤ ˡˣ˞ˬ ˷˧˸ˬ Φ˭˩˪ 

˧˸˷ˬ˧ˬ ˧˪˩˟ ˧˪˷ ΣGlibby Σ˸˞ ˸˪ˣ˩˧ˢ ˷ˬ˸˷ˢ˪ ˣ˪ˣˬ ˸ˣˬ˷˟ ˪˷ ˫˧˦˵˧˧˟ˣ˞ˢ ˫ˬ˴˰ ˞˪ˣ ˟πUUID 

˫ˢ˪˷ ˞ˣˢˣ ˶˟˩ ˠ˞ˡ˧ ˰˴˟˪ ˸˞ ˸ˣ˶ˬˢˢ ˫ˢ˧ˮ˧˟Φ 

¶ Glibby ˪˧˩ˬ ˶˲˯ˬ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˧ˡˣ˥˧˧ ˶˟ˡˮ˷ ˭ˢ˧˪˰ ˨˷ˬˢ˟ ˶˷˞ ˸ˣ˶ˤˣ˰ ˣˮ˪ ˪˴ˮ˪ ˯˧ˬπ

˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˟πAzure ˞˪˷ ˸ˣ˞˴ˬˮ ˟πBARK  

 

˪˩ ˧˪˩ ˵˲˯ˬ ˸ˣˮˣ˶˸˧ ˫˧ˮˣ˷ Σ˧ˣ˪˸ ˢ˶˦ˬ˟ ˫˩˪˷ ˪ˡˣˠ˟ˣ ˟˧˸ˮ ˢ˲˧˵˸ˢ ˫˩˪˷ Φ˫˞ ˢ˶˦ˬˢ ˫˩˪˷ ˞˧ˢ 

˵ˣˡ˟˪ ˢ˪ˣ˰˲ ˸˥˞ x˞ ˫˧˧˸˷, x˞ ˶˧˴˷ ˢ˲˧˵˸ˢ ˫˩˪˷ ˶˴˵ ˸˧˯˥˧ ˫˸˞ ˣ˲˧ˡ˰˸ ˷ˬ˸˷ˢ˪ ˟πBARK Σ˨˞ 

˪˩˩ ˢ˶˦ˬˢ˷ ˫˩˪˷ ˢ˩˧˶˴ˬ ˶˸ˣ˧ ˸ˣ˪ˣ˰˲ Glibby .˫˩˪˧˟˷˟ ˭ˣ˩ˮˢ ˧˪˩ˢ ˢ˧ˢ˧ ˢ˞˶ˮ˩ 
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˭ˬˤ ˫˧˷˰ˬ˪ 

˪˩ ˟˪˷ ˰˴˟˞ ˟πBARK ˶˥˞˪ˣ ˫˧˧˯ˮ˷ ˸˞ ˪˩ ˫˧˟˪˷ˢ ˟ˣ˸˩˞ ˦˲˧˶˵˯ ˷ˬ˷˸ˬ˷ ˟πGlibby ˰˴˟ˬ˷ ˸˞ 

˭˸ˣ˞ ˸ˣ˪ˣ˰˲Φ 

ˠ˧˷ˮ Access Token ˶ˣ˟˰ ˷ˬ˸˷ˬˢ Weak User ˪πGraph API ˸˶ˤ˰˟ ˫˷ ˷ˬ˸˷ˬˢ ˢˬ˯˧˯ˢˣ ˣ˪˷ ˪˰ ˧ˡ˧ 

˷ˣˬ˧˷ ˢˡˣ˵˲˟ Get-MSGraphTokenWithUsernamePasswordΥ 

 

˪˩ ˫˧˶˦ˬ˶˲ˢ ˪˷ ˢˡˣ˵˲ xʕ ˫˧ˮ˟ˣˬ ˫ˢ˧˪˞ˬ ˭˧˞ˣ ˨˶ˣ˴ ˶˧˟˯ˢ˪ ˫ˢ˧˪˰ ˶˸ˣ˧ ˧ˡ˧ˬ Φ˭˸˧ˮ ˸ˣ˞˶˪ ˢˡˣ˵˲ˢ˷ 

ˢˡ˟˰ ˸˞ˣ sπAccess Token ˣˮ˪˟˧˵˷Φ 

˸˰˩ ˱˧˯ˣˮ Secret ˪πApp Registration ˞˶˵ˮˢ Super Secure ApplicationΥ 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˢ˷πSecret ˱˯ˣˣ˸ˢ ˢ˥˪˴ˢ˟Φ  

˸˰˩ ˷ˬ˸˷ˮ ˢˡˣ˵˲˟ Get-MSGraphTokenWithClientCredentials ˪˰ ˸ˮˬ ˠ˧˷ˢ˪ Access Token ˶ˣ˸˟ 

πsService Principal ˞˶˵ˮ˷ Super Secure ApplicationΥ 

 

ˢ˪ˣ˰ˬ Σˣ˧˷˩˰ ˵˶ ˶˞˷ˮ ˣˮ˪ ˵˶ ˱˧˯ˣˢ˪ ˸˞ Weak User ˪πMemberπ˫˧ ˪˷ ˢ˴ˣ˟˵ˢ Devops Φ 
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ˢ˷˰ˮ ˸˞ ˢˤ ˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ˢ Add-MemberToEntraGroup ˵˲˯ˮˣ ˢ˪ ˸˞ sπAccess Token ˪˷ Weak 

User ύ˞˪ˣ ˪˷ Super Secure ApplicationΥό 

 

˶˰ˢ:ˢ ˣˬ˧˷ ˟˪ ˪˩˟˷ ˢˡˣ˵˲ ˸ˣ˥˲˪ ˶˦ˬ˶˲ ˡ˥˞ x˞ ˫˧˧ˮ˷ ˫ˢ UUIDπ˫˧ ˪˷ ˫˧˦˵˧˧˟ˣ˞ ˞˪ˣ ˸ˣˬ˷ˢ 

˫ˢ˪˷ Φ˭˧˞ ˵˲˯ ˢˤ˷ ˭˟˴˰ˬ ˪˩ ˫˰˲ ˸˩˪˪ ˷˲˥˪ UUID ˶˥˞Φ 

˭˪ˢ˪ ˦˲˧˶˵˯ ˧˸˟˸˩˷ ˷ˬ˸˷ˬ˷ ˧˪˩˟ Glibby ˪˰ ˸ˮˬ ˰˴˟˪ ˸˞ ˭˸ˣ˞ ˸ˣ˪ˣ˰˲ ˣˮ˰˴˧˟˷ ˫˰ BARKΥ ˟˪˷˟ 

˭ˣ˷˞˶ˢ ˷ˬ˸˷ˮ ˟πClass ˞˶˵ˮˢ UserAuthHandler ύˢ˶ˣ˷ му ό˪˰ ˸ˮˬ ˸ˬ˞˸ˢ˪ ˫˰ ˷ˬ˸˷ˬˢ Weak 

User ˪πAzure Φ˷ˬ˸˷ˮ ˸˧˲˧˴˲˯ ˢ˧˴˵ˮˣ˲˟ get_access_token ύмф ό˪˟˵ˮˣ Access Token ˪πGraph API 

˶ˣ˟˰ ˷ˬ˸˷ˬˢ Weak UserΥ 

 

˶˥˞˪ ˭˩ˬ ˣˮ˶˴˧ Instance ˪˷ Class ˞˶˵ˮˢ GraphOperations ˶ˣ˟˰ Weak User ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˟πAccess 

Token ˟˪˷ˢˬ ˫ˡˣ˵ˢ ύнн Φό 

˸˰˩ ˠ˧˷ˮ ˸˞ sπApplication ID ˪˷ Super Secure Application ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ ˸˶ˤ˰˟ ˢ˧˴˵ˮˣ˲ˢ 

id_from_name ύнр ό˶˥˞˪ˣ ˭˩ˬ ˱˧˯ˣˮ Secret ˷ˡ˥ ˢ˧˴˵˧˪˲˞˪Super Secure Application ˸ˣ˰˴ˬ˞˟ 

ˢ˧˴˵ˮˣ˲ˢ create_secret ύолΥό 
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ˢˤ ˟˪˷˟ ˷ˬ˸˷ˮ ˟πClass ˞˶˵ˮˢ SPNAuthHandler ύ37 ό˪˰ ˸ˮˬ ˠ˧˷ˢ˪ Access Token ˪πGraph API 

˶ˣ˟˰ sπService Principal ˞˶˵ˮˢ Super Secure Application ύ38Υό 

 

˶˥˞˪ ˭˩ˬ ˣˮ˶˴˧ ˦˵˧˧˟ˣ˞ ˪˷ GraphOperations ˶ˣ˟˰ Super Secure Application Φ˱ˣ˯˟˪ Σ˷ˬ˸˷ˮ 

ˢ˧˴˵ˮˣ˲˟ id_from_name ˪˰ ˸ˮˬ ˪˟˵˪ ˸˞ sπID ˪˷ ˢ˴ˣ˟˵ˢ Devops ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ ύ44 Φό˶˥˞˪ ˭˩ˬ 

˱˧˯ˣˮ ˸˞ ˷ˬ˸˷ˬˢ Weak User ˪πMemberπ˫˧ ˪˷ ˢ˴ˣ˟˵ xʕ ˸ˣ˰˴ˬ˞˟ ˢ˧˴˵ˮˣ˲ˢ add_member ύ47Υό 

 

˭˪ˢ˪ sπOutput ˧˪˩ˢ˷ Glibby ˞˧˴ˣˢ ˢ˴˶ˢ˟ ˪˷ ˦˲˧˶˵˯ ˢˤΥ 

 

˭˸˧ˮ ˞ˡˣˣ˪ ˪˦˶ˣ˲˟ ˪˩˷ ˫˧˟˪˷ˢ ˭˩˞ ˣ˥˪˴Υ 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˭˩˞˷ ˷ˬ˸˷ˬˢ Weak User ˞˴ˬˮ ˟πMembers ˪˷ ˢ˴ˣ˟˵ˢ Devops Φˢˤ ˶ˬˣ˞ ˪˩˷ ˫˧˟˪˷ˢ 

ˣ˥˧˪˴ˢ ˣˮ˥ˮ˞ˣ ˨˶ˡ˟ ˢˮˣ˩ˮˢΦ 
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Phase 2 

˨˧˞ ˪˩ ˢˤ ˵ˣ˧ˡ˟ ˶ˤ˰ ˣˮ˪ Κˣˮ˥ˮ˞ ˫ˮˬ˞ ˣ˧˷˩˰ ˫˧˶˟˥ ˢ˴ˣ˟˵˟ Devops Σ˨˞ ˢ˶˦ˬˢ ˣˮ˪˷ ˞˧ˢ ˰˧ˠˢ˪ ˪π

Global AdministratorΦ 

ˢ˯ˮˮ ˳˧˶ˢ˪ ˟ˣ˷ ˫˰˲ ˸˞ ˧˪˩ˢ AzureHound ˣ˸ˣ˞ˬ ˷ˬ˸˷ˬˢ Weak User ˢˣˣ˵ˮˣ ˸˰˩˷ ˧˶˥˞ ˣˮ˞˷ 

˫˧˶˟˥ ˢ˴ˣ˟˵˟ Devops Σ˷˧ ˣˮ˪ ˸˪ˣ˩˧ ˢ˞˧˶˵ ˶˸ˣ˧ ˢ˟˥˶ ˪˩ˣˮˣ ˪˟˵˪ ˡˣ˰ ˰ˡ˧ˬ ˪˰ sπTenant ˣˮ˪˷ 

˫˧˦˵˧˧˟ˣ˞ˢˣ ˫˧˞˴ˬˮˢ x˟Φ 

˷ˬ˸˷ˮ ˢ˸ˣ˞˟ ˢˡˣ˵˲ˢ ˣˬ˩ ˫˰˲˟ ˸ˬˡˣ˵ˢΥ 

 

˫˞ ˪˩˸˯ˮ ˟ˣ˶˵ˬ ˪˰ ˸ˣ˰ˡˣˢˢ ˧˪˩ˢ˷ ˯˧˲ˡˢ ˣˮ˪ ˢˣˣ˷ˮˣ ˭˸ˣ˞ ˸ˣ˰ˡˣˢ˪ ˢ˴˶ˢˢˬ ˢˮˣ˷˞˶ˢ Σ˶˟˩ ˧ˮ˲˪ 

ˣˮ˥ˮ˞˷ ˫˧ˮ˰ˣ˦ ˸˞ ˳˟ˣ˵ sπOutput ˷ˡ˥ˢ ˪πBloodHound ˣˮ˞ ˫˧˪ˣ˩˧ ˸ˣ˞˶˪ ˶ˣ˶˧˟˟ ˧˩ ˱˯ˣˣ˸ˢ ˡˣ˰ ˰ˡ˧ˬ 

˞˪˷ ˢ˧ˢ ˧ˮ˲˪ ˭˩ - ˦˪˥ˢ˟ ˢ˧˴˵˧ˡˮ˧˞ ˢ˟ˣ˦Η 
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˭˰˦ˮ ˸˞ sπOutput ˪πBloodHound ˪˧ˠ˶˩ ˰˴˟ˮˣ ˸˞ ˢ˪ˣ˰˲ˢ ˢˮˣ˷˞˶ˢ ˭˧˟ˬ ˫˧˧˸˷ˢ ύ˧˲˪ ˶˟˯ˢˢ ˧˪˷ 

ˢ˪˰ˬ˪ό - ˸˵˧ˡ˟ ˫˧˟˧˸ˮ ˫˧˧˶˷˲˞ ˸ˬ˪˯ˢ˪ ˸ˣ˞˷˶ˢ ˪πGlobal AdministratorΥ 

 

ˡˡ˧ˢ Η˷˧ ˨˶ˡ ˪πGlobal Administrator Ηˣ˞ˣ˟ ˶˧˟˯ˮ ˢ˸ˣ˞Υ 

¶ ˷ˬ˸˷ˬˢ Weak User ˶˟˥ ˢ˴ˣ˟˵˟ DevopsΦ 

¶ ˢ˴ˣ˟˵ˢ Devops ˞˧ˢ ˸˪˰˟ Role ˞˶˵ˮˢ User Access Administrator ˪˰ Subscription ˞˶˵ˮˢ test-

subscriptionΦ 

¶ ˨ˣ˸˟ test-subscription ˫˧˧˵ Resource Group ˞˶˵ˮˢ devops-rgΦ 

¶ ˨ˣ˸˟ devops-rg ˫˧˧˵ Logic App ˞˶˵ˮˢ backup-logicappΦ 

¶ sπLogic App ˞˶˵ˮˢ backup-logicapp ˳˶ ˫˰ Managed Identity ˞˶˵ˮˢ backup-logicappΦ 

¶ ˪πManaged Identity ˮˢϦ˪ ˷˧ ˸ˣ˞˷˶ˢ ˵˧ˮ˰ˢ˪ ˸˞ sπRole ˪˷ Global Administrator ˪˩˪ ˷ˬ˸˷ˬΦ 

 

˫˞ ˫˸˞ ˰ˠ˶˩ ˫˧˶ˬˣ˞ ˫˩ˬ˴˰˪ Ϧˢˬ ˢˤ ˪˩ ˫˧˦˵˧˧˟ˣ˞ˢ ˢ˪˞ˢϦ ΣϦΚ˞˪ ˧˸ˬ˷˶ˮ ˠˣ˥˪ ˢˤˢϦ ΣϦˢ˧ˢ˧˷ ˫ˣ˧ ˟ˣ˦ 

˫˪ˣ˩˪ Ϧ˪˞ ˣˠ˞ˡ˸ Σ˧ˮ˞ ˶˧˟˯˞ ˦˞˪ ˢ˶ˣ˴˟ˣ ˞˪ ˢ˵ˣˬ˰ ˧ˡ˧ˬ ˪˰ ˪˩ ˡ˥˞ ˫ˢˬ ˨˩ ˣˮ˪ˣ˩˷ ˭˧˟ˮ ˸˞ ˫˧˟˪˷ˢ 

ˮˢϦ˪ Φ˫˞ ˫˸˞ ˶˟˩ ˶˸ˣ˧ ˫˧˵˧˸ˣ ˸ˣˬ˪ˣ˰˟ sπAzure Σˣ˷˧ˠ˶˸ ˧˷˲ˣ˥ ˠ˪ˡ˪ ˪πSection ˞˟ˢΦ 

ˢ˪˧˥˸ ΣπsRole ˞˶˵ˮ˷ User Access Administrator ˶˷˲˞ˬ ˷ˬ˸˷ˬ˪ ˪ˢˮ˪ ˸˞ ˢ˷˧ˠˢ ˪˷ ˫˧˷ˬ˸˷ˬ 

π˪Subscription / Resource Group / Resource Σ˭˧˟ˣ ˶˸˧ˢ ˵˧ˮ˰ˢ˪ Roleπ˫˧ ˫˧˷ˬ˸˷ˬ˪ ˪˰ ˟˞˷ˬˢ 

˧˦ˮˣˣ˪˶ˢ Φˢ˶˵ˬ˟ ˣˮ˪˷ Σˢ˴ˣ˟˵˪ Devops ύ˶ˬˣ˪˩ ˪˩˪ sπSecurity Principals ˫˧˶˟˥˷ ˢ˴ˣ˟˵˟ xʕ ό˵ˮ˰ˣˬ 

Role ˢˤ ˪˰ sπSubscription ˞˶˵ˮ˷ test-subscription Φˢˮ˵˯ˬˢ ˸˧˦ˮˣˣ˪˶˷ ˣˮ˪ ˪˩ˬ ˢˤ ˞˧ˢ ˷ˬ˸˷ˬˢ˷ 

Weak User ˪ˣ˩˧ ˵˧ˮ˰ˢ˪ ˣˬ˴˰˪ Role ˪˷ Owner ˪˰ test-subscriptionΦ 
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ˢ˞˴ˣ˸˩ ˨˩ˬ ˨˧˞ˬˣ ˭ˣˮˠˮˬ˷ ˸ˣ˞˷˶ˢˢ ˟πAzure RM ˡ˟ˣ˰ Σ˸ˣ˞˷˶ˢˢ ˸ˣ˷ˡ˥ˢ ˣˮ˪˷ ˣ˪˥˪˥˧ ˪˩˪ sπ

Resource Groupπ˫˧ sxπResourceπ˫˧ ˫˧˞˴ˬˮ˷ ˸˥˸ test-subscriptionΦ 

˭˧˟ ˪˩ sπResource Groupπ˫˧ ˢ˪˞ˢ Σ˫˧˧˵ Resource Group ˞˶˵ˮˢ devops-rg Φ˨ˣ˸˟ devops-rg ˫˧˧˵ 

Resource ˞˶˵ˮˢ backup-logicapp ˠˣ˯ˬ Logic App ύˢˤ˧˞ ˢ˰˸˲ˢ ΦόΦΦΦˢ˞˴ˣ˸ˢ ˪˷ ˢˤ ˞˧ˢ ˷πWeak 

User ˨˲ˣˢ ˸ˣ˧ˢ˪ Owner ˫ˠ ˪˷ backup-logicappΦ 

˶˥˞˪ ˭˩ˬ Σ˫ˣ˷ˬ ˷πWeak User ˞ˣˢ Owner ˪˰ backup-logicapp ˞ˣˢ ˪ˣ˩˧ ˨ˣ˶˰˪ ˸˞ sπLogic App Σ

˶ˣˬ˷˪ ˢ˸ˣ˞ ˳˧˶ˢ˪ˣ ˢ˸ˣ˞ Φˢˬ˪ ˢˤ ˶ˤˣ˰ ˣˮ˪ Κˢ˟˧˯ˢˬ ˷πLogic App ˢˤ ˷ˬ˸˷ˬ ˟πManaged Identity 

˶˷˞˩ ˞ˣˢ ˳˶ Η˞˪ ˶˧˟˯˞ ˢ˲ ˫ˠ ˪˰ Managed Identity Σ˨˞ ˷˧ ˢˬ˩ ˫˧˶ˬ˞ˬ ˷ˬˬ ˫˧˟ˣ˦ ˫˧˪ˣ˩˧˷ ˫˩˯˪ 

˫˩˪ ˪˰ ˞˷ˣˮ ˢˤ Φ˟ˣ˷ Σ˳˧˪ˬˬ ˡˣ˞ˬ ˞ˣ˶˵˪ ˫ˠ ˫˸ˣ˞ ˧˩ ˫ˢ ˫˧ˮ˟ˣˬ ˷ˬˬ ˫˧ˡˬ˪ˬˣ ˪˰ ˞˷ˣˮˢ ˢˬ˶˟ ˡˣ˞ˬ 

ˢˢˣ˟ˠ Φ˶ˬ˞ˬˢ ˭ˣ˷˞˶ˢ ˞ˣˢ ˪˷ ˶ˬ˞ˬˢ ˧˵˯˟ˣ˶ˡ˲ ˶˧˲˯ ˪˷ ˞ˣˢ ˭ˣ˷˞˶ˢ ˢˤˢ ˪˷ Managed Identities Φ

˭˲ˣ˞˟ ˧˪˪˩ ˫˸˞ ˣ˞˴ˬ˸ ˟ˢˤ ˫˧˶ˬ˞ˬ˟ ˢ˪˷ ˪˰ Azure Φ˶ˬ˞ˬˢ ˧ˮ˷ˢ ˞ˣˢ ˪˷ ˶ˬ˞ˬˢ ˧ˮ˷ˢ ˞ˣˢ ˪˷Andy 

bbinsoR ˪˰ Managed Identities ˦˶˲˟ˣ ˶˷˵ˢ˟ ˪˷ ˪ˣ˴˧ˮ ˯˧ˬπ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˟πLogic Apps, Function 

Apps, Automation Accounts ˡˣ˰ˣ Φ˯˪˩˸ Σ˶ˬ˞ˬˢ ˣ˪˷ ˶˧˟˯ˬ ˡˣ˞ˬ ˟ˣ˦ ˸˞ ˵˪˥ˢ ˧ˮ˷ˢ ˪˷ ˶˧˴ˢ Σ

ˣ˧˷˩˰˷ ˰˧ˠˮ ˣ˧˪˞Φ 

ˤ˞ ˶ˣˤ˥ˮ ˪πbackup-logicapp Φ˞ˣˢ ˷ˬ˸˷ˬ ˟πManaged Identity Σˣˮ xΚΦΦΦ ˫˞ ˨ˣ˶˰ˮ ˸˞ sπWorkflow 

˧ˬ˧˦˧ˠ˪ˢ ˟πLogic App ˪πWorkflow ˧ˮˣˡˤ ˣˮ˪˷ˬ Σˣˮ˞ ˪˩ˣˮ ˟ˣˮˠ˪ ˸˞ sπAccess Token ˪˷ sπManaged 

Identity ˣ˸˧˞˷ sπLogic App ˳˶ ύ˞˶˵ˮˢ ˫ˠ ˭˩ backup-logicappΗό 

˫˷ˬ Σ˨˶ˡˢ ˪πGlobal Administrator ˢ˶˴˵ ˡˣ˞ˬ Φπ˪Managed Identity ˞˶˵ˮˢ backup-logicapp ˷˧ API 

Permission ˶˷˞ ˞˶˵ˮ RoleManagement.ReadWrite.Directory ˢ˞˴ˣ˸˩ˣ ˨˩ˬ ˞ˣˢ ˪ˣ˩˧ ˵˧ˮ˰ˢ˪ ˪˩˪ 

˷ˬ˸˷ˬ ˭ˣˠ˶˞˟ ˸˞ sπRole ˪˷ Global Administrator Φ˰ˠ˶ ˰ˠ˶ ˰ˠ˶ Σ˶ˣ˴˰˸ ˶˧˟˯˸ˣ ˢˬ ˢˤ API 

PermissionΦ 

˫ˠ ˫˰˲ˢ ˶˧˟˯˞ ˸ˣ˦˷˲˟ ˭˸˞ˣ ˯ˮ˶˲˶ ˶ˬ˞ˬ˪ ˥˪˴ˣˬ ˶˧˟˯ˬ˷ ˪˰ ˞˷ˣˮ ˢˤ Φ˭ˣ˶˵˧˰˩ ˧ˡ˩ ˰˴˟˪ ˸ˣ˪ˣ˰˲ 

ύ˪˷ˬ˪ ˟πAzure Active Directory όˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˵˧ˤ˥ˢ˪ ˟πRole ˶˷˲˞ˬˢ ˣˮ˪ ˸˞ ˢˤ Φˣˮ˷˧ ˭ˣˮˠˮˬ 

˸ˣ˞˷˶ˢ ˱˯ˣˮ ˶˷˞ ˞˶˵ˮ API Permissions ˣ˸˶ˤ˰˟ˣ ˣˮ˞ ˫˧˪ˣ˩˧ ˸˸˪ ˪πService Principals ˢ˞˷˶ˢ ˪πAPI 

˧˲˧˴˲˯ Φ˶ˬ˞ˬ ˦˶ˣ˲ˬ ˞˷ˣˮ˟ ˞ˣˢ ˟ˣ˷ ˫˰˲ ˪˷ Andy Robbins ˶˧˟˯ˬˣ ˸˴˵ ˶˸ˣ˧ ˵ˬˣ˰˪ ˪˰ ˭ˣˮˠˮˬ ˢˤ ˪˰ˣ 

˸ˣ˧˸˧˧˰˟ˢ ˭ˣ˩˧˯ˢˣ x˟ Φˢˬ ˟ˣ˷˥˷ ˣˮ˪ ˦˶˲˟ ˶ˬ˞ˬ˟ ˢˤ ˞ˣˢ ˷˧˷ ˶˲˯ˬ API Permissions ˸ˣ˪˰˟ ˥ˣ˩ ˟˶ 

˸ˣ˶˷˲˞ˬˢ ˱˵ˣ˸˪ ˦˪˸˷ˢ˪ ˪˰ ˭ˣˠ˶˞ˢ ύx˞ ˰˧ˠˢ˪ ˷ˬˬ ˟ˣ˶˵ ˢˤ˪ ό˫˞ ˞ˣˢ ˵˧ˤ˥ˬ ˸˥˞˟ x˞ ˶˸ˣ˧ 

˸ˣ˞˷˶ˢˬ ˣ˪˞Φ 

ˢ˶˵ˬ˟ ˣˮ˪˷ Σ˷˧ ˣˮ˪ ˸˰˩ ˸˞ ˢ˞˷˶ˢˢ RoleManagement.ReadWrite.Directory Φˢ˞˷˶ˢ xʕ ˸˶˷˲˞ˬ 

ˣˮ˪ ˵˧ˮ˰ˢ˪ ˢˤ˧˞ Role ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˪˩˪ ˷ˬ˸˷ˬ ˭ˣˠ˶˞˟ ˣˮ˪˷ Φ˧ˢˣˤ ˨˶˰˟ sπAPI Permission ˧˩ˢ ˸ˮ˩ˣ˯ˬ 

˸ˬ˧˧˵˷ ˪˩ˣ Service Principal ˪˟˵ˬ˷ ˸˞ ˢ˞˷˶ˢ xʕ ˨˲ˣˢ ˢ˶ˣ˴˟ ˸˧ˡ˧˧ˬ ˯˩ˮ˪ ˧ˤ˩˶ˬ ˭ˣˠ˶˞˟ ˣˮ˪˷ Φ

https://digitalwhisper.co.il/files/Zines/0xA7/DW167-1-ManagedIdentitiesAzure.pdf
https://posts.specterops.io/managed-identity-attack-paths-part-2-logic-apps-52b29354fc54
https://posts.specterops.io/managed-identity-attack-paths-part-2-logic-apps-52b29354fc54
https://posts.specterops.io/azure-privilege-escalation-via-azure-api-permissions-abuse-74aee1006f48
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ˢ˴˪ˬˢˢ ˞˧ˢ ˷ˬ˸˷ˢ˪ ˟πAPI Permission ˢˤ ˢˬ˩ ˸ˣ˥˲˷ ˵˶ˣ ˸ˡ˧ˬ˟ ˨˶ˣ˴ˢ Φ˱˯ˣˮ˟ Σ˷˧ ˶˦ˮ˪ ˸˞ 

ˢ˟˧˟˯ˢ ˸˧˸˷˸ˢˣ ˣˮ˪˷ ˶ˣ˟˰ Service Principals ˫˧˵˧ˤ˥ˬ˷ ˢ˞˷˶ˢ˟ xʕ ύ˶˸˧˟ˣ ˸ˣ˞˷˶ˢˢ ˸ˣˮ˩ˣ˯ˬˢ 

˞˪˷ ˧˸˶˟˧ˡ ˭ˢ˧˪˰ ˢ˲ ˸ˣ˦˶ˣ˲ˬˣ ˶ˬ˞ˬ˟ ˪˷ Andy RobbinsΦό 

˸˰˩ ˧˶˥˞ ˣˮ˟ˢ˷ ˸˞ ˪˩ ˨˶ˡˢ Σ˷ˬˬˮ ˢ˸ˣ˞ ˟ˣ˷ ˫˰˲ ˸ˣ˰˴ˬ˞˟ BARK ˶˥˞˪ˣ ˭˩ˬ ˸ˣ˰˴ˬ˞˟ GlibbyΦ 

 

˭ˬˤ  ˫˧˷˰ˬ˪н 

˥˸˲ˮ ˟ˣ˷ ˸˞ sπ Powershell ˨˧˷ˬˮˣ ˢˡˣ˟˰˟Φ 

ˢ˪˧˥˸ ˷ˬ˸˷ˮ ˢˡˣ˵˲˟Get-AzureRMTokenWithUsernamePassword  ˪˰ ˸ˮˬ ˠ˧˷ˢ˪ Access Token 

˶ˣ˟˰ ˷ˬ˸˷ˬˢ Weak User ˪πAzure Resource Manager Σˣ˞ ˢ˶˴˵˟ ˪πRMΥ 

 

ˣˬ˧˷ ˟˪Υ sπAccess Token ˫ˡˣ˵ˢ ˣˮˠ˷ˢ˷ ˶ˣ˟˰ Weak User ˢ˧ˢ ˪πGraph API ˞˪ˣ ˪πRM ˞ˣˢˣ ˞˪ ˫˧˞˸˧ 

˸ˮ˧˥˟ˬ ˸ˣ˞˷˶ˢ ˸ˣ˪ˣ˰˲˪ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˰˴˟˪ Φ˸˞ˤ ˫ˣ˷ˬ ˧˲˪˷ ˫˧˟˪˷ˢ ˣˮ˪˷ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˵˧ˮ˰ˢ˪ 

˷ˬ˸˷ˬ˪ Weak User ˸˞ sπRole ˪˷ Owner ˪˰ test-subscription ˢˤˣ ˰˴˟˸ˬ ˪ˣˬ sπResource 

Manager APIΦ 

˸˰˩ ˷ˬ˸˷ˮ ˟πAccess Token ˣˮ˪˟˧˵˷ ˪˧˟˷˟ ˵˧ˮ˰ˢ˪ ˪πWeak User ˸˞ sπOwner Role ˪˰ test-

subscription Φˢ˷˰ˮ ˸˞ ˢˤ ˸ˣ˰˴ˬ˞˟ ˢˡˣ˵˲ˢ New-AzureRMRoleAssignmentΥ 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˢˡˣ˵˲ˢ˷ ˢˡ˟˰ Ηˢ˸ˣ˞˟ ˸ˣˮˬˡˤˢ ˷˧ˠˡ˞ ˟ˣ˷ ˸˞ ˧˷ˣ˵ˢ ˪˷ ˸ˠ˷ˢ ˫˧˶˦ˬ˶˲ˢ ˫˧˴ˣ˥ˮˢ 

ˢˡˣ˵˲˪ Φ˧˸˧˧ˢ ˨˧˶˴ ˥ˣ˸˲˪ Developer Tools ˭˲ˡ˲ˡ˟ ˤ˞ˣ ˶˟˥˪ ˢ˶ˣ˴˟ ˸˧ˮˡ˧ ˸˞ ˨˶˰ˢ ˪˷ ˶˦ˬ˶˲ˢ 

AzureRMRoleID - ˞˪ ˥ˣˮ Φ˱˯ˣˮ˟ Σ˧ˮ˞ ˷ˬ˸˷ˬ ˢ˷ˣ˪˷˟ UUIDπ˫˧ ˫˧ˮˣ˷ ˢ˸ˣ˞˟ ˢˡˣ˵˲Φ 
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ˣ˞ˣ˟ ˞ˡˣˣˮ ˸˞ ˸ˣˬˡ˵˸ˢˢ ˣˮ˪˷ ˨˶ˡ ˪˦˶ˣ˲ˢΥ 

 

˶˟ˡ ˭ˣ˷˞˶ Σˣˮ˶˟˥˸ˢ ˪˦˶ˣ˲˪ ˸˶ˤ˰˟ weak_user ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˸˶ˠ˯ˬ˟ ˢ˟ˣˢ˴ˢ ˡ˴˟ ˭˧ˬ˧ ˢ˪˰ˬ˪Φ 

˷˧ ˣˮ˪ ˸˞˷˶ˢ Reader ˪˰ ˪˩ ˧ˮ˧ˬ Subscriptionπ˫˧ Σ˨˞ ˫˞ ˭˧˥˟ˮ ˟πtest-subscription ˢ˦ˬ˪ ˪˩˸˯ˮˣ ˪˰ 

˸ˣ˞˷˶ˢˢ ˣˮ˪˷ ˣ˧˪˰ ˭˧˥˟ˮ ˷˧˷ ˣˮ˪ OwnerΦ 

˸˰˩ Σ˧ˮ˲ˬ ˷˧˷ ˣˮ˪ Owner ˪˰ test-subscription Σ˷˧ ˣˮ˪ ˫ˠ Owner ˪˰ devops-rg ˪˰ˣ backup-logicapp Φ

˪˩˸˯ˮ ˸˰˩ ˪˰ backup-logicappΥ 

 

πsbackup-logicapp ˞˪ ˢ˷ˣ˰ ˫ˣ˷ ˶˟ˡ ˭˧˧ˮ˰ˬ Σ˞ˣˢ ˦ˣ˷˲ ˥˪ˣ˷ ˸˷˵˟ HTTP ˸˟ˣ˸˩˪ ˸ˬ˧ˣ˯ˬ ˶˷˞˩ ˣˮ˞ 

˫˧˪˟˵ˬ ˪˧˧ˬ ύ˧˸ˮˮ˩˸ ˶ˣ˴˧˪ Workflow ˸˴˵ ˶˸ˣ˧ ˫˧˷˶ˬ ˢ˶˩˷˞˷ ˢ˷ˣ˰ Backup ˫˧˶˟ˡ˪ ˪˟˞ ˧˸ˮ˟ˢ 

˱˧ˡ˰˷ ˰˧˵˷ˢ˪ ˸˞ ˭ˬˤˢ ˧˪˷ ˪˰ ˶ˬ˞ˬˢ ˶˷˞ˬ ˪˰ ˟˧˟˯ˬˢΦό 

ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ Σ˧˲ˣ˧ ˪˩ˢ˷ ˠ˴ˣˬ ˸˶ˣ˴˟ ˫˧˷˶˸ ˢˬ˧˶ˤ ˢ˲˧ ˪˟˞ ˣ˲ˣ˯˟ ˪˷ ˫ˣ˧ ˷˧ JSON ˢ˶ˣ˥˞ˬ ˠ˴˧˧ˬ˷ ˸˞ 

˪˩ ˶˟ˡˢ ˢˤˢ Φ 
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˫˞ ˨˪ˮ ˸˧ˮˣ˪˥˪ ˪˷ ά[ƻƎƛŎ !ǇǇ /ƻŘŜ ±ƛŜǿέ ˣˮ˞ ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ sπJSON ˶˟ˣˡˬˢΥ 

 

 ˭˧˞ ˢˬ ˵ˬ˰˸ˢ˪ Σ˭˧˞ ˢ˲ ˫ˣ˷ ˶˟ˡ ˭˧˧ˮ˰ˬ ˪˟˞ ˢˤ ˧˥˶˩ˢ ˧ˡ˩ ˸˰ˡ˪ ˨˧˞ ˪˴ˮˮ ˸˞ ˸ˣ˪ˣ˩˧ ˪ˣˢ˧ˮˢ ˣˮ˪˷ ˪˰ 

backup-logicappΦ 

ˣˮ˥ˮ˞ ˷ˬ˸˷ˮ ˸ˣ˪ˣ˩˧˟ sπOwner ˪˷ Weak User ˪˰ ˸ˮˬ ˰˴˟˪ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˞˟ˢ ˪˰ backup-

logicappΥ 

¶ ˞˶˵ˮ ˵˧˸˰ˮˣ ˸˞ ˦˵˧˧˟ˣ˞ sπJSON ˧˥˩ˣˮˢ ύ˧ˬ˧˦˧ˠ˪ˢΦό 

¶ ˯ˣ˶ˡˮ ˸˞ ˦˵˧˧˟ˣ˞ sπJSON ˧ˬ˧˦˧ˠ˪ˢ ˱˧˪˥ˮˣ ˣ˸ˣ˞ ˦˵˧˧˟ˣ˞˟ JSON ˠ˴˧˧ˬ˷ ˫˧˷˶˸ ˢˬ˧˶ˤ ˰˴˟ˬ˷ 

˸ˣ˪ˣ˰˲Υ 

o ˢ˩˥ˬ ˪˟˵˪ ˸˷˵˟ HTTP ˪πURL ˫˧ˣ˯ˬΦ 

o ˶˷˞˩ ˸˪˟˵˸ˬ ˢ˷˵˟ ˣˤ˩ Σ˰˴˟˸˸ ˢ˪ˣ˰˲ ύAction ό˪˷ ˸˥˧˪˷ ˸˷˵˟ HTTP ˸˟ˣ˸˩˪ 

˸ˬ˧ˣ˯ˬ ˢ˶ˡˠˣˢ˷ ˷˞˶ˬΦ 

¶ ˶ˣˬ˷ˮ ˳˧˶ˮˣ ˸˞ backup-logicapp ύ˨˲ˢ˷ ˸ˣ˧ˢ˪ ˧ˮˣˡˤ ˟˪˷˟ ˢˤΦό 

¶ ˪˟˵ˮ ˸˞ sπOutputΦ 

¶ ˯ˣ˶ˡˮ ˸˞ ˦˵˧˧˟ˣ˞ sπJSON ˧ˮˣˡˤˢ ˢ˶ˤ˥˟ ˫˰ ˦˵˧˧˟ˣ˞ sπJSON ˧ˬ˧˦˧ˠ˪ˢ Φ˸˞ˤ ˧ˡ˩ ˞˪˷ ˣˮ˧˥˟˧ ˱˞˟ 

˧ˣˮ˧˷Φ 
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˟ˣ˷˥ ˭˧˟ˢ˪ π ˢˬ˪ ˧˸˷ ˸ˣ˪ˣ˰˲ˢ ˧˸ˮˬ˧˯˷ ˣ˵˟ ˢ˪˰ˬ˪ ˭s ˸ˣ˧ˮˣˡˤΚ ˧˩ ˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˢˬ sπURL ˷backup-

logicapp ˭˧ˤ˞ˬ x˟ ˣˮ˥ˮ˞ˣ ˫˧˪ˣ˩˧ ˶ˣ˥˟˪ ˸˞ sπURI ˣ˧˪˞ backup-logicapp ˥˪˷˧ ˸˷˵˟ HTTPΦ 

˱˯ˣˮ˟ Σˣˬ˩ ˣˮ˶ˬ˞˷ ˫ˡˣ˵ Logic App ˢˤ ˳˶ ˫˰ Managed Identity ˣ˸ˣ˞˷ ˣˮ˞ ˫˧˴ˣ˶ ˟ˣˮˠ˪ ˢ˞˴ˣ˸˩ˣ ˨˩ˬ 

˸˷˵˟˟ sπHTTP ˷πbackup-logicapp ˥˪˷˧ ύˣ˸ˣ˞˪ URI ˶˥˟ˮ˷ό ˰˧˲ˣ˧ ˫ˠ sπAccess Token ˪˷ Managed 

Identity ˢˤ Φ˨˩ ˪˩ˣˮ ˟ˣˮˠ˪ ˸˞ ˸ˣˢˤˢ ˪˷ sπManaged Identity ˞˶˵ˮ˷ backup-logicapp ˶ˣ˟˰˪ˣ ˟˪˷˪ 

˭ˣ˶˥˞ˢ ˷˧˥˶˸˟ ˣˮ˪˷ Η˷˧ ˣˮ˪ ˵˶ ˢ˪˞˷ ˸˥˞ ˢˮˣ˶˥˞ - ˢˤ˧˞ URI ˶˥˟ˮ ˣ˧˪˞ ˥˪˷˧˸ ˢ˷˵˟ˢ ˬπAzure 

˸˪˪ˣ˩˷ ˸˞ sπAccess Token ˶˟ˣˡˬˢ Κˢ˟ˣ˷˸ˢ ˢ˦ˣ˷˲ Φ˥˸˲ˮ HTTP Listener ˭˧ˤ˞ˮˣ ˣˮˬ˴˰˟ Φˢ˷˰ˮ ˸˞ 

ˢˤ ˸ˣ˰˴ˬ˞˟ ˧˪˩ˢ BurpSuiteΦ 

π˪BARK ˭˧˞ ˸ˣˡˣ˵˲ ˸ˣ˰˴˟ˬ˷ ˸˞ ˸ˣ˪ˣ˰˲ ˢ˪˞ Φ˭ˣ˶˸˲ˢ ˪˵ˢ ˞ˣˢ ˷ˬ˸˷ˢ˪ ˟πGlibby ˷ˬˬ˪ˣ ˸˞ ˪˩ ˢˤ 

˸˶ˣ˷˟ ˡˣ˵ ˸˥˞ ˢˤˣ ˵ˣ˧ˡ˟ ˢˬ ˢ˷˰ˮ˷ ˡˣ˰ ˦˰ˬ Φ˫˧˧˸ˮ˧˟˪ ˣˮ˥ˮ˞ ˫˧˷ˬ˸˷ˬ ˵˶ ˟πBARK ˤ˞ ˡˣ˟˰ˮ ˨˶ˡ 

˪˦˶ˣ˲ˢ ˭˲ˣ˞˟ ˧ˮˡ˧Υ 

¶ ˵˧˸˰ˮ ˸˞ sπJSON ˫˧˧˵ˢ ˶ˣˬ˷ˮˣ ˡ˴˟Φ 

¶ ˥˸˲ˮ ˸˞ ˧˪˩ˢ BurpSuite ˷ˬ˸˷ˮˣ ˴˧˲˟ϥ˶ ˞˶˵ˮˢ Collaborator ˪˰ ˸ˮˬ ˶ˣ˴˧˪ ˣˮ˪ URI ˷πBurp ˭˧ˤ˞ˬ 

ˣ˟Υ 
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˸˰˩ Burp ˭˧ˤ˞ˬ ˪˰ sπURI ˞˟ˢΥ 

https://gscsy20gevaig3a7zxpyo6rqbhh85ytn.oastify.com 

¶ ˶ˣ˴˧ˮ Logic App ˧ˮˣˡˤ ύ˰˴˟ˬ˷ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˧˸˶˞˧˸˷ ˢ˪˰ˬ˪ ό˶ˣˬ˷ˮˣΥ 

 

˧ˢˣˤ ˢˮˣˬ˸ ˪˷ s-Workflow ˧ˮˣˡˤˢ ˣˮ˪˷ .ˣˬ˧˷ ˟˪ ˡ˴˟ ˭˧ˬ˧ ˢ˪˰ˬ˪ ˣˮ˶ˡˠˢ˷ ˸˞ s-URI ˣ˧˪˞˷ 

˥˪˷˧˸ ˸˷˵˟ s-HTTP ˪-Listener ˣˮ˪˷ .ˡ˴˟ ˭˧ˬ˧ ˢ˦ˬ˪ ˣˮ˶ˡˠˢ ˪-Logic App ˰˴˟˪ Authentication 

˸˶ˤ˰˟ s-Managed Identity ˶˷ˣ˵ˬ˷ ˣ˧˪˞ .˱ˣ˯˟˪ ,ˣˮ˶˥˟ ˟-Graph ˶ˣ˸˟ s-Audience ˧ˡ˩ ˢ˷-

Access Token ˟ˣˮˠˮ˷ ˢ˧ˢ˧ ˪-Graph API. ˳˥˪ˮ ˪˰ ˢ˧˟ˣ˵ˢ ˢˮˣ˧˪˰ˢ ˭˧˟ˬ ˫˧˧˸˷ˢ: 

 

ˣˮ˞ ˫˧˪ˣ˩˧ ˸ˣ˞˶˪ ˢ˷-Trigger ˰˴˟˸ˬ ˪˩ ˢ˵ˡ ˭˩˪ˣ ˪˩ ˢ˵ˡ ˥˪˷˧˸ ˪-Listener ˣˮ˪˷ ˸˷˵˟ HTTP 

ˢ˪˧˩ˬˢ ˸˞ s-Access Token ˪˷ s-Managed Identity ˞˶˵ˮˢ backup-logicapp. 

https://gscsy20gevaig3a7zxpyo6rqbhh85ytn.oastify.com/
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¶ ˳˧˶ˮ ˸˞ sπLogic App ˪˩˸˯ˮˣ ˪˰ sπCollaborator ˟πBurpSuite ˪˩˸˯ˮˣ ˫˞ ˣˮ˪˟˧˵ ˸˷˵˟ HTTP ˬπ

AzureΥ 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˟πCollaborator ˣˮ˪˟˧˵˷ ˸˷˵˟ HTTPΗ 

˫˞ ˪˩˸˯ˮ ˟πHeaderπ˫˧ ˪˷ ˢ˷˵˟ˢ Σ˪˩ˣˮ ˸ˣ˞˶˪ ˣˮ˪˟˧˵˷ ˸˞ sπAccess Token ˪˷ sπManaged 

Identity ˞˶˵ˮ˷ backup-logicappΦ 

¶ ˱ˣ˯˟˪ Σ˵˧˟ˡˮ ˸˞ sπWorkflow ˧˶ˣ˵ˬˢ ˨˩ ˞˪˷ ˣ˞˶˧ ˸ˣ˪˵˟ ˣˮ˰˴˧˟˷ ˸ˣ˰˴ˬ˞˟ Logic App ˢˤ ˸ˣ˪ˣ˰˲ 

˸ˣ˧ˮˣˡˤΦ 
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˸˰˩ Σ˰˴˟ˮ ˸˞ ˟˪˷ˢ ˭ˣ˶˥˞ˢ ˷ˬ˸˷ˮˣ ˟πAPI Permission ˷˧˷ ˪πManaged Identity ˣˮ˟ˮˠ˷ 

ύRoleManagement.ReadWrite.Directory ό˵˧ˮ˰ˮˣ ˷ˬ˸˷ˬ˪ Weak User ˸˞ sπRole ˱˯˩ˮˢ - Global 

Administrator Φ˭˸˧ˮ ˰˴˟˪ ˸˞ ˢ˪ˣ˰˲ xʕ ˫˰ BARK ˸˶ˤ˰˟ ˢˡˣ˵˲ˢ New-EntraRoleAssignmentΥ 

 

ˣˮ˥˪˴ˢ Η˪ˤˬ ˟ˣ˦ ˪˩˪ ˫˧˲˸˸˷ˬˢ Σˣˮ˥ˮ˞ Global AdministratorsΗ 

 

˰˴˟ˮ ˸˰˩ ˸˞ ˪˩ ˫˧˟˪˷ˢ ˮˢϦ˪ ˫ˠ ˸ˣ˰˴ˬ˞˟ ˧˪˩ˢ GlibbyΦ 

ˢ˪˧˥˸ ˷ˬ˸˷ˮ ˢ˧˴˵ˮˣ˲˟ get_access_token ˪˰ ˸ˮˬ ˪˟˵˪ Access Token ˪πRM API ˶ˣ˟˰ ˷ˬ˸˷ˬˢ 

Weak User ˶ˣ˴˧ˮˣ Instance ˪˷ Class ˞˶˵ˮˢ RMOperations ˸˶ˤ˰˟ Token ˢˤΥ 

 

 ,˭˞˩ˬˠ˧˷ˮ ˸˞ sπID ˪˷ test-subscription ˸˧˦ˬˣ˦ˣ˞ ˧"˰ ˢ˧˴˵ˮˣ˲ˢ subscription_id_from_name ύсм Φό

ˠ˧˷ˮ ˫ˠ ˸˞ sπID ˪˷ sπOwner Role ˸˶ˤ˰˟ ˢ˧˴˵ˮˣ˲ˢ get_role_definition ύср Φό 
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˱ˣ˯˟˪ Σ˵˧ˮ˰ˮ ˸˞ sπOwner Role ˪˰ test-subscription ˪πWeak User ˸˶ˤ˰˟ ˢ˧˴˵ˮˣ˲ˢgrant_iam_role 

ύсфΥό  

 

˸˰˩ ˷ˬ˸˷ˮ ˢ˧˴˵ˮˣ˲˟ inject_logic_app ˪˰ ˸ˮˬ ˰˴˟˪ ˸˞ ˪˩ ˢ˧˴˪ˣ˲˧ˮˬˢ ˣˮ˶˟˯ˢ˷ ˢ˪˰ˬ˪ ˪˰ backup-

logicapp ύˢ˶ˣ˷˟ ˸˥˞ ΦόΗΗˣˬ˧˷ ˟˪ ˶˦ˬ˶˲˟˷ ˧˷˧˪˷ˢ ˧˸˵˲˧˯ ˸˞ ˸˟ˣ˸˩ˢ ˷πBurpSuite ˶˧ˤ˥ˢ ˪ˣˮΥ 

 

˞˪ ˱˧˯ˣ˞ ˫ˣ˪˧˴ ˨˯ˬ ˶˸ˣ˧ˬ ˪˟˞ ˰˟˷ˮ ˟ˣ˷˷ ˫˰˲ ˢ˰˧ˠˢ ˢ˷˵˟ ˪πBurpSuite ˫˷ˣ ˞˴ˬˮ sπAccess Token 

˪˷ backup-logicapp ύsπManaged Identity Φό˰˴˟ˮ ˸˞ ˟˪˷ˢ ˭ˣ˶˥˞ˢ ˷ˬ˸˷ˮˣ ˟πToken ˢˤ ˪˰ ˸ˮˬ 

˵˧ˮ˰ˢ˪ ˪πWeak User ˸˞ sπRole ˪˷ Global Administrator Φˢ˷˰ˮ ˸˞ ˢˤ ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˢ˧˴˵ˮˣ˲˟ 

assign_role_to_object ύттΥό 

 

˭˪ˢ˪ sπOutput ˧˪˩ˢ˷ Glibby ˞˧˴ˣˢ ˢ˴˶ˢ˟ ˪˷ ˦˲˧˶˵˯ ˢˤΥ 

 

 

˫ˣ˩˧˯ 

˶ˬ˞ˬ˟ ˢˤ ˣˮˡˬ˪ ˪˰ ˯˧ˬπ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣ˧˶˷˲˞ ˪˷ ˸˷˶ ˧˪ˢˮˬ Σ˧˸ˣˣ˴ IT ˧˸ˣˣ˴ˣ ˶˟˧˧˯ ˸ˣ˪ˣ˩˧˷ ˰˧˲ˣˢ˪ ˟π

Azure Φˣˮˡˬ˪ ˨˧˞ ˞ˣ˴ˬ˪ ˭˸ˣ˞ ˨˧˞ˣ ˪˴ˮ˪ ˭˸ˣ˞ Φ˶˸ˣ˧ ˟ˣ˷˥ ˨˩ˬ Σ˶ˣ˸˟ ˧˶˵ˣ˥ ˢ˥˦˟˞ ˧˵ˡˣ˟ˣ ˸ˣ˶˧ˡ˥ ˣˮ˟ˢ 

ˡ˴˧˩ ˭˸˧ˮ ˰˴˟˪ ˢˤˣˤ˸ ˸˧˟˥ˣ˶ ˟πAzure Active Directory ˸ˣ˪˵˟ ˸ˣ˶˧ˢˬ˟ˣ ˨˩ˣ ˭ˠˢ˪ ˪˰ ˫˧˯˩ˮˢ ˫˧˧ˮˣˠ˶˞ˢ 

ˣˮ˪˷ ˢ˶ˣ˴˟ ˢ˟ˣ˦ ˶˸ˣ˧Φ ˢˡˣ˸ ˢ˟˶ ˪˰ ˢ˞˧˶˵ˢΗ 
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˶˟˥ˬˢ ˪˰ 

˧ˬ˷ ˧˰ˣ˶ ˫˧ˬ˥˶ ύ0xRoyRό Σ˧ˮ˞ ˶˵ˣ˥ ˶˟˧˧˯ ˧ˬˣ˥˸˟ sπActive Directory ΣInternals Windows ΣWeb Σ

AAD ΣAWS Φˣˢˤ ˧˶ˬ˞ˬ ˭ˣ˷˞˶ˢ Φ˥ˬ˷˞ ˡˣ˞ˬ ˰ˣˬ˷˪ ˸˞ ˫˩˸˰ˡ ˸˞ˣ ˵˟ˡ˧˲ˢ ˫˩˪˷ ˪˰ ˶ˬ˞ˬˢ,  ˧ˮ˞

ˢˣˣ˵ˬ ˧˸˷ˡ˧˥˷ˣ ˫˸ˮ˧ˢˮ˷ ˫˩˪ ˶˟ˡ x˞ ˫˧˧ˮ˷Φ  ˧˪˞ ˸ˣˮ˲˪ ˧˷˲ˣ˥ ˣ˷˧ˠ˶˸˭˧˞ˡ˵ˮ˧˪˟ ˧˶˥˞ ˟ˣ˵˰˪ ˣ˞ ,

˟˶˦˧ˣˣ˦.  

 

ˢ˧˲˶ˠˣ˧˪˟˧˟ 

˫˧˪˩Υ 

¶ BloodHound π https://github.com/SpecterOps/BloodHound 

¶ AzureHound π https://github.com/BloodHoundAD/AzureHound 

¶ BARK π https://github.com/BloodHoundAD/BARK 

¶ Glibby (My Tool)  π https://github.com/0xRoyR/Glibby 

˫˧˶ˬ˞ˬ 

˶ˬ˞ˬ ˪˰ Azure AD xπIAM ˸˧ˣˣˤˬ ˸˧˲˵˸ˢΥ 

¶ Roee Sagi - https://orca.security/resources/research-pod/azure-identity-access-managem 

˫˧˶ˬ˞ˬ ˪˰ Service PrincipalsΥ 

¶ Karan Patel π https://redfoxsec.com/blog/azure-privilege-escalation-via-service-principalκ 

¶ Dirk-Jan Mollema π https://dirkjanm.io/azure-ad-privilege-escalation-application-adminκ 

¶ Andy Robbins  π https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-

210ae2be2a5 

˫˧˶ˬ˞ˬ ˪˰ Managed IdentitiesΥ 

¶ Sapir federovsky - https://digitalwhisper.co.il/files/Zines/0xA7/DW167-1-ManagedIdentitiesAzure.pdf 

¶ Andy Robbins - https://posts.specterops.io/managed-identity-attack-paths-part-1-automation-

accounts-82667d17187a 

˫˧˶ˬ˞ˬ ˪˰ Azure API PermissionsΥ 

¶ Andy Robbins - https://posts.specterops.io/azure-privilege-escalation-via-azure-api-permissions-

abuse-74aee1006f48ξ 

¶ Sahil Malik - https://winsmarts.com/how-to-grant-admin-consent-to-an-api-programmatically-

e32f4a100e9d 

¶ Sahil Malik - https://winsmarts.com/automating-application-permission-grant-while-avoiding-

approleassignment-readwrite-all-554a83d5b6f5 

https://www.linkedin.com/in/roy-rahamim
https://x.com/0xRoyR
https://github.com/SpecterOps/BloodHound
https://github.com/SpecterOps/BloodHound
https://github.com/BloodHoundAD/AzureHound
https://github.com/BloodHoundAD/AzureHound
https://github.com/BloodHoundAD/BARK
https://github.com/BloodHoundAD/BARK
https://github.com/0xRoyR/Glibby
https://github.com/0xRoyR/Glibby
https://orca.security/resources/research-pod/azure-identity-access-management-iam-active-directory-ad/
https://redfoxsec.com/blog/azure-privilege-escalation-via-service-principal/
https://redfoxsec.com/blog/azure-privilege-escalation-via-service-principal/
https://dirkjanm.io/azure-ad-privilege-escalation-application-admin/
https://dirkjanm.io/azure-ad-privilege-escalation-application-admin/
https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5
https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5
https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5
https://digitalwhisper.co.il/files/Zines/0xA7/DW167-1-ManagedIdentitiesAzure.pdf
https://posts.specterops.io/managed-identity-attack-paths-part-1-automation-accounts-82667d17187a
https://posts.specterops.io/managed-identity-attack-paths-part-1-automation-accounts-82667d17187a
https://posts.specterops.io/azure-privilege-escalation-via-azure-api-permissions-abuse-74aee1006f48/
https://posts.specterops.io/azure-privilege-escalation-via-azure-api-permissions-abuse-74aee1006f48/
https://winsmarts.com/how-to-grant-admin-consent-to-an-api-programmatically-e32f4a100e9d
https://winsmarts.com/how-to-grant-admin-consent-to-an-api-programmatically-e32f4a100e9d
https://winsmarts.com/automating-application-permission-grant-while-avoiding-approleassignment-readwrite-all-554a83d5b6f5
https://winsmarts.com/automating-application-permission-grant-while-avoiding-approleassignment-readwrite-all-554a83d5b6f5
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˶˟˸˯ˬ ˫ˠ˷ ˭ˣ˲˪˦ ˧˶ˣ˟˧˴ ˞ˣˢ ˭ˣ˲˪˦ ˫˩˥ 

˸˞ˬ ˶˟ˮ˰ ˤ˶ 

 

ˢˬˡ˵ˢ 

˫˰˲Σ ˧ˮ˲˪ ˨˶˰˟ нл ˢˮ˷Σ ˧˸˶˟˰ ˟ˣ˥˶˟ ˡ˧˪ ˭ˣ˲˪˦ ˧˶ˣ˟˧˴ ˡ˟˰˷ ˣ˧˪˰ ˧˞ˮ˩˦ ˪˷ ˵ˤ˟Φ ˧ˮ˞ ˶˩ˣˤ ˢˤ˷ ˷ˬˬ 

˭˧˧ˮ˰ ˧˸ˣ˞Σ ˧˩ ˱˞ ˫˰˲ ˞˪ ˧˸˧˞˶ ˨˧˞ ˢ˞˶ˮ ˭ˣ˲˪˦ ˢˤ˩ ˫˧ˮ˲˟ˬΣ ˤ˞ ˧˸˶˟˧ˡ ˸˴˵ ˫˰ ˧˞ˮ˩˦ˢ ˧ˡ˩ ˸ˣ˯ˮ˪ 

˟ˣ˪˥˪ ˣˮˬˬ ˰ˡ˧ˬΦ ˧ˮ˞ ˶˩ˣˤ ˞ˣˢ˷ ˶˲˧˯ ˧˪ ˢˣˣ˞ˠ˟ ˷˧˷ ˫˧ˮ˲˟ ˟˷˥ˬ ˫˪˷ ˭ˣ˲˪˦ˢ˷ˣ ˰ˡˣ˧ ˭˥˟˞˪ ˸ˣ˪˵˸ 

ˣˬ˴˰˟ ˭˩ˡ˰˪ˣ ˸˞ ˤ˩˶ˬ ˸ˣ˶˧˷ˢ ˪˷ ˵ˤ˟Φ ˢˤ ˡ˞ˬ ˫˧˷˶ˢ ˧˸ˣ˞ ˣˮˬˤ˟Φ 

 

˷˩˶ˢ 

ˣ˶˟˰ ˫˧ˮ˷ˢΣ ˧l ˧˸˥˩˷ ˪˩ˬ ˭˧˧ˮ˰ˢ ˪˟˞ ˤ˞Σ ˧ˮ˲˪ ˢˬ˩ ˫˧ˮ˷ ύ˶˸˧˪ ˵ˣ˧ˡΥ ˱ˣ˯ нлмфΦ ˦˯ˣ˲ˢ ˢˤˢ ˞ˣˢ ˷ˬˬ 

˶ˣ˥˧˞˟ΣόΦΦΦ ˢ˯˲˸ ˸˞ ˧ˮ˧˰ ˸˰ˡˣˬ ˢ˶˧˩ˬ ˪˷ ˭ˣ˲˪˦ ˧˶ˣ˟˧˴ ˡ˧˶˧˟ l˧πˢ˧˧ˮ˷Φ ˧˸˪˴˧ˮ ˸˞ ˸ˣˮˬˡˤˢˢ ˧˸˦˪˥ˢˣ 

˧ˮ˞˷ ˢˮˣ˵ ˭ˣ˲˪˦ ˢˤ˩ ˶˵ˣ˥ˣ ˣ˸ˣ˞Φ 

˫˰ ˶˩ˣˬˢ ˧˸˰˟˵ ˟˫ˣ˧ ˸˟˷Σ нκммκнлмфΣ ˡ˧˶˧˟ ˫˷˟ ˧ˬ˧ ˢˮ˧ˬ˧ˮ˟ Φ˞ˣˢ ˡˬ˥ˮ ˡ˞ˬ ˵˲˧˯ˣ ˸˞ ˢ˶ˣ˥˯ˢΥ 
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˥ˬ˷ ˧˵˪˥˟Σ ˧˸˥ˮˢ ˸˞ ˭ˣ˲˪˦ˢ ˞˸˟ ˭˰˦ˬˢ ˶˥˞˪ ˡˣ˟˩Σ ˞ˣˢ˷˩ ˱ˣ˦˰ ˸˟ˠˬ˟ ˧ˡ˩ ˶ˣˬ˷˪ ˣ˧˪˰ π ˟ˣ˶ 

˫˧ˮˣ˲˪˦ˢ ˧˸˧˞˶˷ ˣˡˬ˰˷ ˢ˶˧˩ˬ˪ ˣ˧ˢ ˟˴ˬ˟ ˧˦˸˯˞ ˡˣ˶˧ ˞˵ˣˣˡˣ ˢˤ ˧˸˧ˮ˵˷ ˢ˞˶ˮ ˢ˪ˣ˰ˬΥ 
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 ˨˩ ˪˩ ˞˪ ˢˤ˶ˣˠ˯ ˭ˣ˲˪˦ ˸ˣ˞˶˪ ˫˧˰ˮ 

˭ˣ˲˪˦ˢ ˧ˮ˞ˣ ˣˮ˰ˠˢ ˢ˸˧˟ˢ ˫ˣ˪˷˟Σ ˤ˞ˣ ˧˸˪˵˸ˮ ˶ˠ˸˞˟ ˭ˣ˷˞˶ˢΥ 

 
˧˯˞˷ˢ ˪˷ ˭ˣ˲˪˦ˢ ˢ˧ˢ ˪ˣ˰ˮ ˶˩ˣˬ˪ˣ ˞˪ ˢ˧ˢ ˸˞ ˥˸˲ˬˢΦ ˞˪ ˢ˧ˢ ˶˟ˣˡˬ ˢˤ˧˞˟ ˪ˣ˰ˮˬ ˴ˬ˵ˬ˵ˣ ˪˷ ˭ˣ˶˞ 

˸ˣ˶˧ˠˬ ˞˪˞ ˶ˡˮ˧˪˧˴˟ ˟˶π˥˧˶˟ ˡ˟ˣ˩ˬΦ ˭ˣˣ˧˩ˬ ˣˬ˩˷ ˪˩˪ ˫ˡ˞ ˧˟˧˦ˬ˶ˣˮ ˞˪ ˢ˧ˢ ˧˪ ˭ˣ˧˯˧ˮ ˸˴˧˶˲˟ ˫˧˪ˣ˰ˮˬ 

ˣ˪˞˩Σ ˧˸˪˥˸ˢ ˟ˣ˷˥˪ ˢˬ ˧ˮ˞ ˪ˣ˩˧ ˸ˣ˷˰˪ ˫ˣ˞˸˲ˣ ˪˲ˮ ˧˪ ˭ˣˬ˧˯˞ˢ ύthere did I what seeΥόΚ ˡˣ˰˟ ˢ˷˧ˬ˥ 

˫˧ˬ˧ ˢ˧ˢ˞ ˦˷˶˵ˣ˟˟ ˯ˮ˩˟ ˫˧˶˵˞ˢˢ DefCampΣ ˣˬ˩ˣ ˪˩˟ ˯ˮ˩ ˫˧˶˵˞ˢ ˡ˟˩ˬ˷ ˸˞ ˣˬ˴˰ ˢ˧ˢ˧ ˫˷ ˭˩ˣˡ 

˪˷ ˸˴˧˶˲ ˫˧˪ˣ˰ˮˬΗ 

˷ˬˬ ˢ˶˵ˬ˟Σ ˶ˣ˥˟ˢ ˪˧˰˲ˢ˷ ˸˞ ˭˩ˣˡˢ ˞ˣˢ ˢˠ˪ˣ˵ ˧˪˷ ˫˧˯ˮ˩ˬ ˫˧ˬˡˣ˵Φ ˧˸˞˶ˢ x˪ ˢˮˣˬ˸ ˷ ˪˶ˠ˸˞ˢ 

ˢˡˬˣ˰ ˧ˮ˲˟ ˧˪˟ˣ ˟ˣ˷˥˪ ˫˧˧ˬ˰˲Σ ˞ˣˢ ˦ˣ˷˲ ˭˸ˮ ˧˪ ˢˮ˸ˬ˟ ˢ˩˶˰ ˸ˡ˰ˣ˧ˬ˷ ˫˧˪ˣ˰ˮˬ˪ ˠˣ˯ˢˬ ˧˲˧˴˲˯ˢ ˢˤˢ: 

 
˧ˮ˞ ˢˣˣ˵ˬ ˶ˣ˶˟˷ ˫˪ˣ˩˪ ˢˤ˷ ˢ˧ˢ ˶ˠ˸˞ ˧ˮ˧˴˶Φ ˞˪ ˵˶ ˧ˮ˧˞˷ ˳˶ˣ˲ ˫˧˪ˣ˰ˮˬ ˧˰ˣ˴˵ˬ˟Σ ˞˪˞ ˧ˮ˞˷ ˫ˠ ˫˰ 

ˢˤ˸ˣ˶˲ ˡ˧˟ ˪˞ˬ˷ ˢ˪˧˥˸˩˪ˬˣ ˶˸ˣ˧ ˪˟ˠˣˬ ˸ˣ˪ˣ˰˲˟ ˸ˣˮ˧ˡ˰Φ ˸˴˧˶˲ ˪ˣ˰ˮˬ ˢˤ˩ ˸˷˶ˣˡ ˢˡˣ˟˰ ˫˰ ˧ˮ˷ ˫˧˪˩ 

˪˧˟˵ˬ˟Σ ˣˬ˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˣ˞ˡ˧ˣ˟ ˢˤˢΣ ˢ˞˶ˬ˷ ˪ˣ˰ˮˬ ˫˰ ˶ˡˮ˧˪˧˴ ˣ˸ˣ˞ˬ ˠˣ˯ˢΦ ˳ˣ˶˰ˢ ˢˤˢΣ ˟ˠ˞Σ ˪˷ 

LockPickingLawyerΣ ˞ˣˢ ˳ˣ˶˰ˢ ˣ˧˪˞ ˧˸˷ˠ˧ˮ ˧ˡ˩ ˡˣˬ˪˪ ˨˧˞ ˡˡˣˬ˸ˢ˪ ˫˰ ˶ˠ˸˞ˢ ˧ˮ˲˪˷Φ ˫˞ ˫˸˞ 

˫˧ˮ˧˧ˮ˰˸ˬ ˸˴˧˶˲˟ ˫˧˪ˣ˰ˮˬΣ ˢˤ ˳ˣ˶˰ˢ ˫˩˪˧˟˷˟! 

https://www.youtube.com/watch?v=J27mbVnfIfs&list=PLpIvUbO_777whJvzUOBH7RZHsqOS8eMtz
https://www.youtube.com/channel/UCm9K6rby98W8JigLoZOh6FQ
https://www.youtube.com/channel/UCm9K6rby98W8JigLoZOh6FQ
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ˢˬ ˡ˧ˠ˞ ˫˩˪Κ ˢˤ ˢ˧ˢ ˢ˷˵Φ ˷ˬˬ ˢ˷˵Φ ˣ˧ˢ ˢˬ˩ ˫˧ˬ˰˲ ˦˰ˬ˩˷ ˧˸˷˞˧˧˸ˢ ˪˟˞ ˱ˣ˯˟Σ ˧˶˥˞ ˞˪π˶˩ˣˤπ

˶˟˩πˢˬ˩π˭ˬˤΣ ˢˤ ˢ˶˵Η 

 

˨˩ ˢ˞˶ˮ ˭˥˪ˣ˷ˢ ˣ˧˪˰ ˧˸ˡ˟˰Σ ˫˰ ˪˩ ˫˧˪˩ˢ ˫˧˟˶ˣ˰ˬˢΥ 
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˫˧˷ˮ˞ ˫˧˶˥˞Σ ˟ˠ˞Σ ˣ˷ˠ˧ˮ ˪˞ ˣ˸ˣ˞ ˶ˠ˸˞ˢ ˢ˷˧ˠ˟ ˸˴˵ ˶˸ˣ˧ ˸˧˟˧˯˶ˠ˞Υ 

 

ˢ˞˶ˮ˩ ˫ˠ˷ ˧ˮ˞ ˧˸˧˧ˢ ˰˧ˠˬ ˫˷˪ ˣˢ˷˧˸ˬΣ ˫˞ ˞˪ ˧˸˧˧ˢ ˥˧˪˴ˬ ˳ˣ˶˲˪ ˸˞ ˪ˣ˰ˮˬˢΦΦΦ  

˨˩ ˢ˞˶ˮ ˭ˣ˲˪˦ˢ ˞ˣˢ˷˩ ˥ˣ˸˲ :ˢ˥ˣˣ˶˪ 
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ˢ˯˲ˣ˵ˢ ˢ˲ˣ˯˩ˢ ˵˪˥˟ ˧˪˞ˬ˷ˢ ˢ˦ˬ˪ ˞˧ˢ ˞˶ˣ˵ ˧˯˧˦˶˩ ˦˶˩˪˦ˢΦ ˢ˧˪˰ˬΣ ˭˧ˬ˧ˬ ˪˞ˬ˷˪Σ ˫˧˞˴ˬˮ ˸˪˪ˣ˯ 

˧ˣ˟˧ˠˢΣ ˪ˠ˰ˬ ˪˴˲ˬ˷ ˫˧˶ˣ˟˧˥ ˡ˴ˢˣ ˧˶ˣ˥˞ˢ ˪˷ ˥ˣ˪ ˫˧˷˵ˬˢΦ ˢ˪˰ˬ˪ ˞˴ˬˮ ˡ˴ˢ ˧˶ˣ˥˞ˢ ˪˷ ˨˯ˬ sπLCDΦ 

˵˪˥ˢ ˧ˮˬ˧ˢ ˪˧˩ˬ ˶˵˧˰˟ ˸˞ ˪ˠ˰ˬˢ ˧˷˞˶ˢΣ ˞˴ˬˮ˷ ˨ˣ˸˟ ˤ˶˞ˬ ˵˧˦˯˪˲Σ ˫˧˶ˣ˟˧˥ˢˣ ˪˞ ˫˪ˣ˰ˢ ˭ˣ˴˧˥ˢΥ x˵ 

˭ˣ˲˪˦ˢ ˸˶˲ˣ˲˷ˢˣΦ 

˭˸˧ˮ ˸ˣ˞˶˪ ˫ˠ˷ ˫˧ˮ˲˟ ˞ˣˢ ˟˴ˬ˟ ˧˦˸˯˞ ˭˧˧ˣ˴ˬΦ ˷ˬˬ ˭˧˧ˮ˰ˬ ˧˸ˣ˞ ˭˩˧ˢˬ ˞ˣˢ ˰˧ˠˢ ˨˧˞ˣ ˣ˥˧˪˴ˢ ˶ˣˬ˷˪ 

ˣ˧˪˰ ˪˩π˨˩ ˧˵ˮΣ ˪˟˞ ˪˧˞ˣˢ ˶˩ˣˬˢˣ ˭˰˦ ˭˧˞˷ x˪ ˸˞ ˥˸˲ˬˢΣ ˞˪ ˧˸˟˷˥ ˢ˧ˢ˧˷ ˭ˣ˩ˮ ˪˧˥˸ˢ˪ ˶˵˥˸˪ ˣ˸ˣ˞ 

˪˰ ˢˤΦ 

 

 

˧ˮˣ˷˞˶ ˵ˣ˶˧˲ 

ˢ˰˸˲ˢˢ ˢˮˣ˷˞˶ˢ ˢ˸˲˧˴ ˧˪ ˧˸˪˥˸ˢ˷˩ ˵˶˲˪ ˸˞ ˫˧˟˧˩˶ˢ ˫˧˧ˬ˧ˮ˲ˢ ˨ˣ˸ˬ ˧˯˞˷ˢ ˧ˡ˩ ˪˩˸˯ˢ˪ ˫ˢ˧˪˰ 

˟ˣ˶˵ˬΥ 

 

˧ˮ˞ ˟˧˧˥ ˸ˣˡˣˢ˪ ˫˞˷ ˫˸˧˧ˢ ˫˧˷˵˟ˬ ˧ˮˬˬ ˷˥ˮ˪ ˧ˬ ˶˴˧˧ˬ ˸˞ ˶˧˷˩ˬˢΣ ˧˸˧˧ˢ ˶ˬˢˬ ˪˰ ˸ˣˡˣ˷˥ˢ 

˸ˣ˧ˡ˧˧ˬˢ ˭ˢ˷ ˸ˣ˶˟˥ ˸˶ˣ˷˵˸ˢ ˢ˵˧ˮˣ˶˦˵˪˞ˢˣ ˪˷ ˱ˣ˯ sπул ˸˪˧˥˸ˣ sπфлΣ ˣˬ˩ ˭˞˶˧ˡ˸Σ ˪˟˞ ˞˪ ˢ˧ˢ 

ˢ˪ˣ˰ ˪˰ ˧˸˰ˡ ˧ˬ˷ ˶˴˧˧ˬ˷ ˸˞ ˶˧˷˩ˬˢ xʕ ˷˰˸ π ˢ˧˧˷˰˸ˢ ˸˧˞˟˴ˢΦΦΦ ˪˟˞ ˫˞ ˣ˞˶˵˸ ˢ˧ˡ˲˧˵˧ˣˣ˟Σ ˣ˪ˠ˸ 

ˢˤ˷ ˫˴˰˟ ˪˪˩˟ ˞˪ ˡˣ˯Η 

  

https://he.wikipedia.org/wiki/%D7%98%D7%9C%D7%A4%D7%95%D7%9F_%D7%A6%D7%99%D7%91%D7%95%D7%A8%D7%99
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˨˩ ˢ˞˶ˮ ˵˪˥ˢ ˧˶ˣ˥˞ˢ ˪˷ ˭ˣ˲˪˦ˢ ˶˥˞˪ ˸˶˯ˢ ˥ˣ˪ ˫˞ˢΥ 

 

˨˩ˣ ˢ˞˶ˮ ˥ˣ˪ ˫˞ˢ ˶˥˞˪ ˫˧˥˸ˣ˲˷ ˸˞ ˸ˤ˧˶˞ ˵˧˦˯˪˲ˢ ˢ˟ ˞ˣˢ ˞˴ˬˮΥ 
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˦˟ˬ ˟ˣ˶˵ˬ ˪˰ ˥ˣ˪ ˫˞ˢΥ 

 

ˤ˶˞ˬ ˢ˪˪ˣ˯ˢ ˪˧˩ˢ ˶˲˯ˬ ˫˧˞˸ ˠˣ˯ˬ ˪˵˧ˮπ˫ˣ˧ˬˡ˵Υ 
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ˢ˪˥˸ˢ˟ ˡˣ˰ ˧˸˟˷˥ ˸ˣ˯ˮ˪ ˞ˣ˴ˬ˪ ˫˧˞˸ ˣ˪˞˩Σ x˞ ˣ˪˧˲˞ ˢ˪˪ˣ˯ ˢˬ˪˷ ˭ˣ˲˪˦ˬ ˶˥˞Σ ˪˟˞ ˢˬˬ ˧˸˥˪˴ˢ˷ 

˞ˣ˴ˬ˪ ˦ˮ˶˦ˮ˧˞˟ ˧˸ˮ˟ˢ ˨˶ˣ˞˷ ˫˧˧˥ˢ ˪˷ ˸ˣ˪˪ˣ˯ˢ ˣ˪˞ˢ ˞ˣˢ ˧˴˥ ˢˮ˷ ˫˞ ˭ˮ˧˞ ˸˶˟ˣ˥ˬ ˨˩ ˣ˪˧˲˞˷ ˫˞ 

˧˸˧˧ˢ ˥˧˪˴ˬ ˞ˣ˴ˬ˪ ˣˢ˷ˬ ˫˞ˣ˸ ˭ˣ˲˪˦ˬ ˶˥˞Σ ˞ˣˢ ˢ˞˶ˮ˩ ˶˟˩ ˞˪ ˢ˧ˢ˧ ˷˧ˬ˷Φ ˷˧ ˧˪ ˢˮˣˣ˩ ˰˧ˠˢ˪Σ ˣˢ˷˧˸ˬΣ 

˟˴ˬ˪ x˟ ˧ˮ˞ ˥˧˪˴ˬ ˟˧˩˶ˢ˪ ˭ˣ˲˪˦ ˡ˟ˣ˰ ˪˟˞ ˢ˞˶ˮ˩ ˨˶˦˴˞˷ ˞ˣ˴ˬ˪ ˭ˣ˶˸˧˲ ˶˥˞Φ 

 

ˢˮ˩ˣ˸ˢ ˳ˣ˪˧˥ 

˧˶˥˞ ˧˸ˬ˧˧˯˷ ˸˞ ˵ˣ˶˧˲ˢΣ ˰˧ˠˢ ˰ˠ˶ˢ ˧˩ˢ ˟˩˶ˣˬ ˸˧ˮ˩˦ ύˡ˰ ˣ˧˷˩˰Σ ˸ˣ˥˲˪Υό ˳˪˥˪ ˸˞ ˢˮ˩ˣ˸ˢ ˪˷ 

˶˧˷˩ˬˢ ˥˸ˮ˪ˣ ˢ˸ˣ˞Φ ˭ˣˣ˧˩ˬ ˧˰ˣ˴˵ˬ˟˷ ˧ˮ˞ Engineer Reverse ˶˟˩ ˪˧ˠˬ мпΣ ˧˸˧˩˧˥ ˶˴ˣ˵˟ ˥ˣ˶ ˸ˣ˞˶˪ 

˫˧˧ˮ˧˰˟ ˸˞ ˡˣ˵ˢ ˪˷ ˢˮˣ˩ˬˢ ˣˤˢΦ 

ˣˬ˩ ˟ˣ˶˟ ˫˧˪ˠ˰ˬˢ ˠˣ˯ˢˬ ˢˤˢΣ ˢˮ˩ˣ˸ˢ ˸˞˴ˬˮ ˟˧˩˶˟ ˭˸˧ˮ˷ ˢ˵˧˥ˬ˪ ˢ˟˧˸˩˪ˣ ˷ˡ˥ˬΦ ˢˤ ˶˷˲˞ˬ ˭˵˸˪ 

˫˧ˠ˞˟ ˭˩ˡ˰˪ˣ ˸˞ ˢˮ˩ˣ˸ˢ ˸ˣ˪˵˟Φ ˢ˶˵ˬ˟ ˣˮ˪˷Σ ˢˬ ˶˧ˠ˯ˬ˷ ˸˞ ˟˧˩˶ˢ ˢˤˢ ˞˧ˢ ˢ˵˟ˡˬˢ ˢˮ˟˪ˢΦ 

˸ˣ˵˟ˡˬˢ ˣ˪˞ˢ ˸ˣ˷ˬ˷ˬ ˡ˟ ˩˧ˮ˷˪ ˫˧˶˟ˡΥ 

мΦ ˭ˣ˧˴ ˸˯˶ˠ ˢˮ˩ˣ˸ˢ ˸˞˴ˬˮ˷ ˪˰ ˟˧˩˶ˢΤ 

нΦ ˢˮˠˢ ˪˰ ˭˩ˣ˸ ˟˧˩˶ˢΣ ˶˷˞˩ ˶˟ˣˡˬ ˟˧˩˶˟ ˠˣ˯ˬ EPROM ˷˧ˠ˶ˢ ˶ˣ˞˪ ˢ˶˦˪ˣ˞π˪ˣˠ˯Φ 

˟˧˩˶ˢ ˞˴ˬˮ ˪˰ ˥ˣ˪ ˭˦˵ ˡ˶˲ˮˣ ˶˟ˣ˥ˬ˷ ˪˞ ˥ˣ˪ˢ ˧˷˞˶ˢ ˨˶ˡ ˸˟˷ˣ˸Φ ˨˩ ˢ˞˶ˮ ˥ˣ˪ˢ ˧ˮ˷ˬ ˣ˧ˡˡ˴Υ  
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˶˷˞˩ ˫˧˶˧˯ˬ ˸˞ ˢ˵˟ˡˬˢ ˟˧˩˶ˢˬΣ ˭˸˧ˮ ˸ˣˢˤ˪ ˣ˸ˣ˞Υ 

 

˟˧˩˶ˢ ˶ˣˬ˞ˢ ˞ˣˢ AT29C256 AtmelΣ ˞ˣˢ˷ ˟˧˩˶ ˭ˣ˶˩˧ˤ ˠˣ˯ˬ ˷˞˪˲ ύFlashΦό ˦˶˲ˬˢ ˧ˮ˩˦ˢ ˣ˪˷ π ύˢˬ 

ˢˮˣ˩ˬ˷ Datasheetό π ˶˲˯˧ ˣˮ˪ ˣ˧˪˰ ˶˸ˣ˧ ˭˲ˣ˞˟ˣ ˧˲˧˴˲˯ ˢˬ ˣ˥˲ˮΥ 

 

https://www.digikey.com/htmldatasheets/production/54062/0/0/1/AT29C256.pdf
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˧˟˧˩˶ ˭ˣ˶˩˧ˤ ˫˧ˡˡˬˮ ˧ˮ˷˟ ˫˧˶˦ˬ˶˲ ˫˧˶ˣ˷˵ˢ ˢˤ ˢˤ˪Υ 

мΦ ˥˲ˮˢ ˪˪ˣ˩ˢ ˫ˢ˪˷Σ ˫˧˦˧˟˟ π ˢ˶˵ˬ˟ ˣˮ˪˷ KнрсΦ 

нΦ ˟˥ˣ˶ sπˢ˪˧ˬΣ x˞ ˢˬ˩ ˫˧˦˧˟ ˶˷˲˞ ˪˟˵˪ ˪˩˟ ˢ˞˧˶˵ π ˢ˶˵ˬ˟ ˣˮ˪˷ ˟˥ˣ˶ ˢ˪˧ˬˢ ˞ˣˢ ˵ˣ˧ˡ˟ у 

˫˧˦˧˟Σ ˫ˢ˷ ˦˧˧˟ ˡ˥˞Σ ˭˩˪ˣ ˷˧ Kон ˫˧˦˧˧˟Φ 

˧ˮ˷ ˫˧ˮˣ˸ˮˢ ˣ˪˞ˢ ˫˧˩˧˪˷ˬ ˪˰ ˶˲˯ˬ ˫˧ˮ˧˲ˢ ˫˧˷ˣ˶ˡˢ ˢ˞˧˶˵˪ ˢ˟˧˸˩˪ˣΥ у ˫˧˦˧˟ ˫˧˷ˬ˷ˬ ˰ˡ˧ˬ˪ ˣˬ˴˰ 

ύDataό xπмр ˫˧˦˧˟ ˫˧˷ˬ˷ˬ ˸˟ˣ˸˩˪ ύAddressΦό ˫˞ ˣ˪˩˸˯˸ ˪˰ ˡˣˬ˰ˢ ˭ˣ˷˞˶ˢ ˪˷ sπDatasheetΣ ˭˩˞ 

ˣ˪˩ˣ˸ ˸ˣ˞˶˪ ˷˧˷ мр ˫˧ˮ˧˲ ˸ˣ˟ˣ˸˩˪ ˫ˢˣ ˫˧˞˶˵ˮ A0..A14 ˷˧ˣ у ˫˧ˮ˧˲ ˰ˡ˧ˬ˪ ˫ˢˣ ˫˧˞˶˵ˮ I/O0..I/O7Φ  

˫˧ˮ˧˲ ˫˧˲˯ˣˮ ˫˧˷ˬ˷ˬ ˭ˣ˧˴˪ ˭ˣˣ˧˩ ˰ˡ˧ˬˢ ύˢ˞˧˶˵ x˞ ˢ˟˧˸˩Σό ˢ˶˧˥˟˪ ˪˷ ˟˧˩˶ˢ ύˢ˶˧˥˟ ˸˶ˬˣ˞ ˟˧˩˶˪ 

ˣ˧˷˩˰˷ ˣ˶ˣ˸ ˟˧˷˵ˢ˪ ˸ˣˮ˰˪ˣΣ ˡˣˠ˧ˮ˟ ˶˞˷˪ ˭ˬˤˢ x˟ ˫˧˟˧˩˶ ˫˧˶˥˞ ˫˧˶˟ˡˬ ˫˧˟˧˷˵ˬˣΦ ˣ˟˷˥˸ ˪˰ ˢˤ ˣˬ˩ 

˱ˡ˴ˢ ˟π˪˰˟ ˟ˣ˟ˤό ˪ˬ˷˥˪ˣΣ ˭˧˟ ˶˞˷ˢΦ 

˸˞ ˟˧˩˶ˢ ˧˸˞˶˵ ˸˶ˤ˰˟ ˡ˥˞ ˢˬ˩ˬ ˫˧˪˩ ˫˧ˬ˧˞˸ˬ ˷˧˷ ˧˪Υ 
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ˢˤΣ ˸˧˲˧˴˲˯Σ ˞ˣˢ ˧˪˩ ˭˷ˣ˧ˬ ˫˞ˣ ˧˸˧˧ˢ ˨˧˶˴ ˳˧˪ˬˢ˪ ˫˩˪ ˪˰ ˡ˥˞ ˷ˡ˥ ˧˸˧˧ˢ ˶˥ˣ˟ ˟πTL866 ύ˞˯˶ˠ˟ 

ˢˮˣ˶˥˞ˢ ˢˮ˧ˬˤˢόΣ ˭ˣ˩ˮ˷ ˸˟˧˸˩˪ ˸ˣ˶ˣ˷ ˣ˪˞ ˞˧ˢ xʕΥ 

T48 TL866-3G Programmer Support 31000+ ICS for EPROM/MCU/SPI/Nor/NAND Flash/EMMC/IC 

Tester/ TL866CS TL866II Plus Replacement with 9 Adapter(T48 Programmer Host+ 9 Adapterύ 

˨˩ˣ  ˞˧ˢ˸˞˶ˮ: 

 

  

https://www.amazon.com/TL866-3G-Programmer-Support-TL866CS-Replacement/dp/B0BFX9FXGV/
https://www.amazon.com/TL866-3G-Programmer-Support-TL866CS-Replacement/dp/B0BFX9FXGV/
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˳˟ˣ˵ˢ ˞˶˵ˮˢ ˞ˣˢ ˭˩˞ ˪ˡˣˠ˟ KByte32 ˨˩ˣ ˞ˣˢ ˢ˞˶ˮ ˣ˸˪˧˥˸˟ ύ˪˞ˬ˷ό ˣ˲ˣ˯˟ˣ ύ˭˧ˬ˧Υό 

 

 

˶˟˰ˬ ˤ˧˶ˤ ˭˧˰˟ ˪˰ ˳˟ˣ˵ˢ ˢ˪ˠˬ ˸ˣˤˣ˶˥ˬ ˸ˣ˧˦ˮ˟˪˶ ˸˧˪ˠˮ˞˟Υ 
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˷ˬˬˣ ˸˞˶˵˪ ˱ˣ˯ˢ π ˢ˰˸˲ˢ ˸˲˯ˣˮΥ ˸ˣˬ˷ ˫˧˸ˮ˩˸ˬˢΗ 

 

ˢ˞˶ˮ ˢ˧ˢ˧˷ ˭˧˧ˮ˰ˬΗ 

 

 

 ˢˮ˩ˣ˸ˢ ˥ˣ˸˧ˮ- Reverse Engineering 

˪˰ ˸ˮˬ ˸ˣ˧ˢ˪ ˪ˠˣ˯ˬ ˥˸ˮ˪ ˸˞ ˢˮ˩ˣ˸ˢΣ ˧ˮ˞ ˨˧˶˴ ˸˰ˡ˪ ˢˤ˧˞˪ ˡ˟˰ˬ ˞˧ˢ ˢ˟˸˩ˮΦ ˭˲ˣ˞˟ ˯ˠΣ ˭˸˧ˮ ˶ˬˣ˪ 

˫˧ˡ˟˰ˬ˷ ˫˧˶˧˩ˬ ˵˶ ˢ˲˷ ˸˥˞ π ˸˲˷ ˢˮˣ˩ˬΣ ˸˟˩˶ˣˬ˷ ˫˧˦˧˟ˬ ˪˷ л xπмΦ ˫˧ˬ˰˲˪ ˞˧ˢ ˸˞˶˵ˮ ˫ˠ ˸˲˷ 

˧˪˟ˬ˯˞ ύx˞ ˸˲˷ ˱˯ό ˨˞ xʕ ˸ˣ˰˦Υ ˸˲˷ ˧˪˟ˬ˯˞ ˞˧ˢ ˠˣ˴˧˧ˢ ˧˪˞ˣ˦˯˵˦ˢ ˧ˮ˟˷ ˫ˡ˞ ˫˧˪ˣ˩˧ ˞ˣ˶˵˪ ˟ˣ˸˩˪ˣΣ 

˨˞ ˞˧ˢ ˸ˬˠ˶˸˧ˬ ˸ˣ˶˧˷˧ ˭˲ˣ˞˟ˣ ˡ˥πˡ˥π˧˩˶˰ ˸˲˷˪ ˢˮˣ˩ˬΦ 

˪˰ ˸ˮˬ ˶˧˟˯ˢ˪ ˸˞ˤ ˟ˣ˦ ˶˸ˣ˧Σ ˷ˬ˸˷˞ ˢˬˠˣˡ˟ ˢ˞˟ˢΥ ˧ˣ˦˧˟ˢ Ҍтр ˞ˣˢ ˪ˣ˵˷ ˡˣ˵˪ ˸˲˷˟ ˢˮˣ˩ˬΣ 

˦˲˷ˬˢˣ ˷ˬ˥ ˡˣ˰ˣ ˰˟˷ ˞ˣˢ ˪ˣ˵˷ ˡˣ˵˪ ˸˲˷˟ ˧˪˟ˬ˯˞Φ ˫˧˧˵ ˯˥˧ ˡ˥πˡ˥π˧˩˶˰ ˭˧˟ ˧ˮ˷ ˫˧˧ˣ˦˧˟ˢΣ ˫ˢ 

˫˧ˢˤ ˭˧˦ˣ˪˥˪ ˨˞ ˫˧ˠ˴ˣ˧ˬ ˸ˣ˶ˣ˴˟ ˸ˣˮˣ˷Φ 

˪˩ ˡˣ˵ ˣ˟˸˩˸˷ ˢ˲˷˟ ˸˶˥˞Σ ˭ˣˠ˩ C x˞ Pascal x˞ Java x˞ Go x˞ ˪˩ ˶˟ˡ ˶˥˞Σ ˨˧˶˴ ˶ˣ˟˰˪ ˢ˶ˬˢ ˸˲˷˪ 

ˢˮˣ˩ˬˢ ˪˷ ˡ˟˰ˬˢ ˣ˧˪˰ ˢˮ˩ˣ˸ˢ ˢ˶ˣˬ˞ ˳ˣ˶˪Σ ˭˩˪ˣ ˭˸˧ˮ ˞ˣ˶˵˪ ˸˞ ˢ˪˧˟˵ˬˢ ˣ˪˷ ˸˲˷˟ ˧˪˟ˬ˯˞ ˭˲ˣ˞˟ˣ 

˧˦˶ˣ˞˧˸ ˭˧˟ˢ˪ ˢˬ ˢ˶ˣ˵ ˢ˲Φ ˨˧˪ˢ˸ˢ ˢˤˢ ˞˶˵ˮ Engineering Reverse ˟˦˧ˬ˩ˣ ˸˶ˣ˯ˬˢ ˷˧ x˪ ˫ˣˠ˶˸ 

˷˲ˣ˦ˬ ˸˧˶˟˰˪ π ˢ˯ˡˮˢ ˸˶ˤˣ˥ x˞ ˢ˯ˡˮˢ ˢ˩ˣ˲ˢ π ˱˞ˣ ˡ˥˞ ˞˪ ˷ˬ˸˷ˬ x˟ ˳ˣ˥ ˫ˡ˞ˬ ˡ˥˞ ˪˩˟ 

˫˪ˣ˰ˢ ύ˭˩Σ ˡˡˣ˰Σ ˧ˮ˞ ˶˟ˡˬ ˨˧˪˰όΦ 

˫ˮˬ˞ ˸ˣˬ˧˧˵ ˸ˣ˥˲˷ˬ ˫˧ˡ˟˰ˬ ˸ˣ˰ˡˣ˧˷ ˪˟˵˪ ˡˣ˵ ˸ˣ˲˷˟ ˸ˣˬˡ˵˸ˬ ˶˸ˣ˧ ˪˟˞ ˭s ˞˪ ˸ˣ˧˦ˮ˟˪˶ ˫˪ˣ˰˪ 

˭˩ˣ˸ˢ ˣˮ˪˷ ˤ˞ ˞˪ ˯˥˧˧˸˞ ˭ˢ˧˪˞Φ 
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˧˸˪˥˸ˢ ˷˲˥˪ ˸˞ ˡ˟˰ˬˢ ˪˰ ˥ˣ˪ ˫˞ˢ ˪˟˞ ˞˪ ˧˸˞˴ˬ ˣˢ˷ˬ ˢ˧ˢ˷ ˶˩ˣˬ ˧˪Φ ˸˧˪˟ ˢ˶˧˶˟ ˧˸˪˥˸ˢ ˶ˣ˟˰˪ 

˪˰ ˪˩ ˫˧˟˧˩˶ˢ ˫˧˪ˣˡˠˢ ˧˸˷˲˧˥ˣ ˸˞ ˶˲˯ˬ ˫ˠˡˢ ˫ˢ˪˷ ˦ˮ˶˦ˮ˧˞˟ ˧ˡ˩ ˭˧˟ˢ˪ ˫ˢˬ ˢˬˣ ˫ˡ˧˵˲˸Φ ˢˤ 

˨˧˪ˢ˸ ˞˪˧ˬˬ˷ ˨˧˶˴ ˸ˣ˷˰˪ ˨˧˪ˢ˸˟ Engineering Reverse ˢ˶ˬˣ˥˪ ˢˮ˧˞˷ ˟˷˥ˬ ˧˦˶ˡˮ˦˯ ˭ˣˠ˩ PC x˞ 

˵ˬΣ ˧ˡˣ ˶ˢˬ ˧˸˰ˠˢ ˪˞ ˫˷˞ˢΥ 

 

˟˧˩˶ˢ ˭ˣ˧˪˰ˢ π CDP1806ACE ˞ˣˢ ˡ˟˰ˬˢΦ ˢˤ ˟˧˩˶ ˫˪ˣ˰ˬ˷ ˞˪ ˧˸˪˵˸ˮ x˟ ˞˪ˣ ˧˸˰ˬ˷ ˣ˧˪˰ ˧˸˧˧ˢˣ ˨˧˶˴ 

˷˲˥˪ ˸˞ sπDatasheet ˣ˪˷ ˦ˮ˶˦ˮ˧˞˟ ˧ˡ˩ ˭˧˟ˢ˪ ˢˬ˟ ˭ˮ˧˵˯˰Υ 

 

http://www.cosmacelf.com/publications/data-sheets/cdp1806.pdf











































































































