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Algorithm 1 GnuPG’s modular exponentiation (see function mMpi_powm in
mpi/mpi-pow.c).
Input: Three integers ¢, d, and g in binary representation, where dj, - - - d) are the bits of d.
Qutput: m = ¢ mod q.
procedure MODULAR_EXPONENTIATION(c. d, g)

1:

2 if s1zE_IN_LIMBS(c) = SIZE_IN_LIMBS(g) then

3 ¢+ ¢ mod g

4: m «— 1

5: for i « k downto 1 do

b: m < m?> - Karatsuba or grade-school squaring
7 if SIZE_IN_LIMBS(m) > SIZE_IN_LIMBS(g) then

8 m <« m mod g

9: if sizze_n_Lives(c) = KARATSUBA_THRESHOLD then & defined as 16
10: t <= MUL_BASECASE(m, c) e Compute ¢ < m - ¢ using Algorithm 3
11: else

12: t «— MUL{m, c) e Compute ¢ < m - ¢ using Algorithm 5
13: if sS1ZE_IN_LIMBS(r) = SIZE_IN_LIMBS(g) then

14: t+—t modg

15: if d; = 1 then

16: m <+t

17: return m

18: end procedure
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g"! + nmod q = (g"* mod q) + (n mod q) = g"* mod g
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Algorithm 2 Top loop of the (simplified) attack on GnuPG’s RSA decryption.

Input: An RSA public key pk = (n, ¢) such that n = pg where n 1s an m bit number.
Output: The factorization p, g of n.
procedure SIMPLIFIEDATTACK(PK)

I:

2: g < 2m/2-1 & g is am/2 bit number of the form g = 10---0
3: fori < m/2 — 1 downto | do

4. g“ — g+ 2i-1 e set all the bits of g starting from i — 1-th bit to be 1
5: b« DECRYPT_!\ND_;\NALYZE_LEAK,’\GE_DF_Q(gi‘I +n) t- obtain the i-th bit of ¢
6: g—g+2-1.p - update g with the newly obtained bit
7 gy

8: p < njlq

9: return (p, g)

10: end procedure
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