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{
"assignableScopes": [
I|/II
b
"description": "View all resources, but does not allow you to make any changes.",
"id": "/providers/Microsoft.Authorization/roleDefinitions/acdd72a7-3385-48ef-bd42-f606fba81ae7",
"name": "acdd72a7-3385-48ef-bd42-f606fba81ae7",
"permissions": [

{

e

1
"notActions": [],
"dataActions": [],
"notDataActions": []
}
1
"roleName": "Reader",
"roleType": "BuiltInRole",
"type": "Microsoft.Authorization/roleDefinitions"
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Workbook Reader

{

"assignableScopes": [
nm
1,
"description": "Can read workbooks.",
"id": "/providers/Microsoft.Authorization/roleDefinitions/b279062a-9be3-42a0-92ae-8b3cf002ec4d",
"name": "b279062a-9be3-42a0-92ae-8b3cf002ec4d",
"permissions": [
{

"actions": [

b
"notActions": [],
"dataActions": [],
"notDataActions": []
}
b
"roleName": "Workbook Reader",
"roleType": "BuiltInRole",
"type": "Microsoft.Authorization/roleDefinitions"
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Managed Applications Reader

:NIN 17W IR'NNY ,Managed Applications Reader 7y 7on01 IXIQ ,1I'wDY

“Lets you read resources in a managed app and request JIT access.”

{
"assignableScopes": [
I|/II
13
"description": "Lets you read resources in a managed app and request JIT access.",
"id": "/providers/Microsoft.Authorization/roleDefinitions/b9331d33-8a36-4f8c-b097-4f54124fdb44",
"name": "b9331d33-8a36-4f8c-b097-4f54124fdb44",
"permissions": [
{

"actions": [

3
"notActions": [],
"dataActions": [],
"notDataActions": []
}
3
"roleName": "Managed Applications Reader",
"roleType": "BuiltinRole",
"type": "Microsoft.Authorization/roleDefinitions"
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*[read Log Analytics Reader
Microsoft.Operationallnsights/workspaces/analytics/query/action
Microsoft.Operationallnsights/workspaces/search/action

Microsoft.Support/*

*/read | Log Analytics Contributor
Microsoft.ClassicCompute/virtualMachines/extensions/*

Microsoft.ClassicStorage/storageAccounts/listKeys/action

[...]

*[read App Compliance
Microsoft.AppComplianceAutomation/* | Automation Administrator

Microsoft.Storage/storageAccounts/blobServices/write

[...]

*[read App Compliance

Automation Reader

*[read Managed Application

Microsoft.Solutions/applications/* Contributor Role
[...]

*[read Managed Application

Microsoft.Solutions/applications/read Operator Role

Microsoft.Solutions/*/action

*[read Managed Applications
Microsoft.Resources/deployments/* Reader

Microsoft.Solutions/jitRequests/*
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*[read Monitoring Contributor
Microsoft.AlertsManagement/alerts/*

Microsoft.AlertsManagement/alertsSummary/*

[...]

*[read Monitoring Reader
Microsoft.Operationallnsights/workspaces/search/action
Microsoft.Support/*

[...]

*[read Resource Policy
Microsoft.Authorization/policyassignments/* Contributor

Microsoft.Authorization/policydefinitions/*
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Virtual Network Gateway Connections
- Get Shared Key

Reference &) Feedback

Service: Network Gateway

API Version: 2024-05-01

The Get VirtualNetworkGatewayConnectionSharedKey operation retrieves information about the

specified fgtual network gateway connection shared key through Network resource provider.

HTTPE L ™ Copy AL

GET https://management.azure.com/subscriptions/{subscriptionId}/resourceGroups/{r
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Azure VPN Gateway
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Log Analytics Reader

Log Analytics Reader can view and search all monitoring data as well as and view monitoring

settings, including viewing the configuration of Azure diagnostics on all Azure resources.

This role includes the */read action for the control plane. Users that are assigned this role can

read control plane information for all Azure resources.
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e https://learn.microsoft.com/en-us/azure/role-based-access-control/overview

e https://learn.microsoft.com/en-us/azure/role-based-access-control/scope-overview

e https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles

e https://learn.microsoft.com/en-us/azure/vpn-gateway/roles-permissions

e https://www.azadvertizer.net/

e https://binarysecurity.no/posts/2024/11/apim-privesc
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