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https://github.com/Friends-Security/ShadowHound

MO IR NXIPR ,AYNN ,YUnNnYun —pP"AIXK XINnYYN 11N 05 72 wUND YV 7w mana [N VTN

DC=fndsec,DC=net

OU=HR,DC=fndsec,DC=net
CN=Yehuda Smirnov,0OU=HR,DC=fndsec,DC=net
CN=Hai Vaknin,OU=HR,DC=fndsec,DC=net

OU=IT,DC=fndsec,DC=net
CN=Servers,0U=IT,DC=fndsec,DC=net (Container)
CN=Serverl,CN=Servers,0U=IT,DC=fndsec,DC=net
CN=Server2,CN=Servers,0U=IT,DC=fndsec,DC=net
CN=Noam Pomerantz,0U=IT,DC=fndsec,DC=net
CN=Hoshea Yarden,OU=IT,DC=fndsec,DC=net

OU=Finance,DC=fndsec,DC=net
CN=Workstations,OU=Finance,DC=fndsec,DC=net (Container)
CN=WS1,CN=Workstations,OU=Finance,DC=fndsec,DC=net
CN=WS2, CN=Workstations,OU=Finance,DC=fndsec,DC=net

:NNAIT? Distinguished Name — n*TIN" N2IMD W' VP AIX 704

CN=Yehuda Smirnov,0U=Users,DC=fndsec,DC=net|

NX¥N1 YUK ,Yehuda Smirnov XIn OP"AINN DY ') ax¥'"'n Common Name — CN-n ,|'"7 78nun X7

.fndsec.net bwa Domain Controller nnN X¥niw ,Users DwW2 Organizational Unit —OU-n nnN
:D'MP'Y DD AYIZYUN NDYIND WID'N NN7'RW X7 W' LDAP-2 wnnwin'? ' 1D

YI9'NN 7'NNNn nann yva nTij7n :Base .1
.(D'@yn 'MN 722 IN N'NDIIN NNNA) WONYT Yy 7iny Nnd :Scope .2

YI9'NN 7w 2'mn 'Nann cFilter .3
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DTN MY 'PNNY7 [N Idp.exe IX pyldapsearch ,Idapsearch 1n> 0751 wnnwn? Nt

Add-WindowsCapability -Name Rsat.ActiveDirectory.DS-LDS.Tools~~~~0.0.1.0 -Online

Base -n NIQ1Y7 ,Wireshark-2 N*X11 nNIaynn T¥D 2IANNY N1 ,NNIK N7WAI KN'7'RY QNI TNKY7

.Scope-ni Filter-n ,Object

:NAIYNN N7ARI KN?'RY Y¥27 Nan 7y LDP.exe-1 win'w? XNAaIT |70

_‘:“ Idap://ADDC-SRV.moneycorp.local/DC=moneycorp,DC=local - ]

Connection Browse View Options Utilities Help

***Searching

idap_search_s(ld, "CN=users,DC=moneycorp,DC=local", 1, "(objectciass=")", attrList, 0, &msg)

Getting 41 entries: Base DN: N s DClocal

Dn: CN=Administrator,CN=Users,DC=moneycorp,DC=local ‘ N Soers DCEoieyoDs i v
canonicalName: moneycorp.localUsers/Administrator; Filter: [ vl

description: Built-in account for administering the computer/domain;

name: Administrator; Scope
objectClass (4): top; person; organizationalPerson; user, (OBase @oOnelevel (O Subtree
Dn: CN=Allowed RODC Password Replication Group,CN=Users,DC=moneycorp,DC=local Attributes: ‘ objectClass;name;description;canonicalName
canonicalName: moneycorp.localUsers/Allowed RODC Password Replication Group;
description: Members in this group can have their p r to all read-only domain cont|
name: Allowed RODC Password Replication Group; Options Run Close

objectClass (2): top; group;

:Wireshark-2 nwpan NX NIXTYT '211 [XDI

Frame 51: 215 bytes on wire (1720 bits), 215 bytes captured (1720 bits) on interface \Device\NPF_{BDFA
Ethernet II, Src: , Dst: |
Internet Protocol Version 4, Src: 192.168.1.65, Dst: 192.168.1.50
Transmission Control Protocol, Src Port: 58481, Dst Port: 389, Seq: 2952, Ack: 18388, Len: 161
v Lightweight Directory Access Protocol
SASL Buffer Length: 157
v SASL Buffer
v GSS-API Generic Security Service Application Program Interface
krb5_blob: 8584841000800 cABRE000011984bb7b3c8ceand52309931329e60b
v GSS-API payload (129 bytes)
v LDAPMessage searchRequest(9) "CN=users,DC=moneycorp,DC=local" singlelevel
messagelD: 9
v protocolOp: searchRequest (3)

v searchRequest

baseObject: CN=users,DC=moneycorp,DC=local

scope: singlelevel (1)

derefAliases: neverDerefAliases (@)
sizelimit: 1800
timelimit: 6@
typesOnly: False

|Z Filter: (objectclass:*)l
attributes: 4 items

Response In: 52
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https://docs.redhat.com/en/documentation/red_hat_directory_server/11/html/administration_guide/examples-of-common-ldapsearches
https://github.com/Tw1sm/pyldapsearch
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:Wireshark-2 nn7ww nwza? DC-n 7w nannnn 77n 707

Frame 52: 11436 bytes on wire (91488 bits), 11436 bytes captured (91488 bits) on interface \Device\NPF_{BDFJ
Ethernet II, Src: , Dst:
Internet Protocol Version 4, Src: 192.168.1.58, Dst: 192.168.1.65
Transmission Control Protocol, Src Port: 389, Dst Port: 58481, Seq: 18388, Ack: 3113, Len: 11382
v Lightweight Directory Access Protocol
SASL Buffer Length: 11378
v SASL Buffer
~ GS5-API Generic Security Service Application Program Interface
krb5_blob: 050405 f000c000c0000R00007d6024eT25cT5eb3f30cf2bd4b7e740
w GS5-API payload (11356 bytes)
v LDAPMessage searchResEntry(9) "CN=Administrator,CN=Users,DC=moneycorp,DC=local"” [60 results]
messagelD: 9
v protocolOp: searchResEntry (4)

v searchResEntry

|DbjectName: CN:AdministPator,CN:UsersJDC:mDneycorp,DC:lo(al|

v attributes: 4 items
v PartialAttributelist item objectClass
type: objectClass
vals: 4 items

v PartialAttributelist item description

type: description
v|vals: 1 item

AttributeValue: Built-in account for administering the computer/domain
PartialAttributelist item name
PartialAttributelist item canonicalName

Response To: 51
[Time: ©.002183000 seconds]
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ninNY SharpHound XIn DN'*aw VYIAN ,Active Directory NI2'a0 NN17 D'Y"ONY 0'7> 0" DI'D
¥ 0'079N NX NNIN WK BloodHound 07 1T'¥7 .N2'202 NI LDAP nIN7'Rw yxann Collector
DDY'NI NT'AQ X ,'727 DT INNN NNA0NA 0101 X7 .N210N 7w npmyn N1ana vronl SharpHound

.NI0INNY71 N7 0¥ X ,INIK DMDON

(3hva) ADExplorer Snapshot 7w nmin't

Active Directoryna0 7w snapshots n1'x'2 ADExplorer-2 win'y X'n SharpHound-7 nnx noi7n

N2> 070 Niv¥nXa ,(SharpHound '0'79 Md) 7277 vTI' BloodHound-w JSON 277 bnnin pn INK7I

AWXD D'71TA DT W7 I X, N7 nern? a7 1T nu'ww ninn'? .ADExplorerSnapshot.py

N7X> DN .D'IoN T 719 INKY? N'UNIVIR PNINA VPN-D AWKRD IX TN 12N DY DTTINNN

.snapshot 1M1 X277 NNII'N DNXI AN NIV APV AR X7 2170 ADExplorer
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IWND ,'9'¥90 [9IN] ADExplorer-2 win'y nya D"IN'TA DA I]'7|7DJ ,MINNXY 12YX'2Y npe'1 1'7nn3

AXNA 2'7'yon ADExplorer ny snapshot N1y, 01N (ADFS) Active Directory Federation Services

Microsoft Defender 7w D'"In'Tn 9'yo2 'I¥nY '93 ,ADFS-n 7w LDAP-N 120217 DX K17 "790W [11'Dn

:for Identity

Suspected AD FS DKM key read (external ID
2413)

Severity: High
Description:

The token signing and token decryption certificate, including the Active Directory Federation
Services (AD FS) private keys, are stored in the AD FS configuration database. The certificates are
encrypted using a technology called Distribute Key Manager. AD FS creates and uses these DKM
keys when needed. To perform attacks like Golden SAML, the attacker would need the private keys
that sign the SAML objects, similarly to how the krbtgt account is needed for Golden Ticket attacks.
Using the AD FS user account, an attacker can access the DKM key and decrypt the certificates used
to sign SAML tokens. This detection tries to find any actors that try to read the DKM key of AD FS
object.

Learning period:

None

[Security alerts in Microsoft Defender for Identity - MISDN]

:"Program Data" 1201170 1NN 07 121"'021pn ,ADFS 7w n'7'a1 napnina

= B 10,2, 10,10 [kingslanding.sevenkingdoms.local]
;---:_ﬂ_}, DC=sevenkingdoms,DC=local
-~ CN=Builtin

o] CM=Computers

| OU=Crownlands

| CN=Deleted Objects

| OU=Domain Controllers

| OU=Dorne

| CN=FareignSecurityPrincipals
-[Z1 CN=Infrastructure

| OU=IronIslands

| CN=Keys
+D CN=LostAndFound
+- | CN=Managed Service Accounts

+1-[_7] CN=NTDS Quotas
.. | CN=Program Data
-7 CN=Microsoft
51 CN=ADFS
- CN=032126e5-52c3-4cf2-ba34-6b 1b27bch a0

- 9i CN=CryptoPolicy
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https://learn.microsoft.com/en-us/defender-for-identity/alerts-overview#suspected-ad-fs-dkm-key-read-external-id-2413
https://www.linkedin.com/in/itay-yashar-55586a163/

Defender for Identity 7w n"1n'tn niyan'n

712y 0'wnann Defender for Identity "INt 2% nnw 17w nTaynn N2'202 I NPT 170na

WK ((IESEERS) LDAP 10'7'0 DV pylLdapsearch-2 wim'w ny2 IN S NRISEIIEE ;|12 NIN7'KY

:(opsec nIN® awna |071) ADExplorer *T' 7y nyxIann NN7'RUN N2 VIT

LDAP search events

23 items ‘Customize columns Fitter

Timestamp | ase objer Search scape Enumeration t... Sensitivetype  Queried groups

Nov 6, 2024 5:00 PM C=local WholeSubtree AllObjects

Nov 6, 2024 3:39 PM =ess: C=local WholeSubtree AllObjects

Defender for Identity?w nIn't Nn7w9n"? nna X7 [EHEGERLESN NN7'RWUNY 1172 NN TNKY?
nwyn? Xin ShadowHound ' |*'¥1,]3 112 .*750 112y N7 LDAP 107'91 wnnwin'? 1I11N2 P71, (NNy ny?)
7w vNI9a V797 ADModule IX DirectorySearcher 7w 1079 ‘N WX post-processing V970

(19X nNIY N2'MdY? (101 NINS'%?) ADWS-anin 'K ,pyLdapSearch NKTt DV .pyLdapSearch

?ADWS Inn

TNT 7907 O NN vodIoNP'NY Web nn'w NXin (ADWS IX) Active Directory Web Services
NnI7wY 0713 NN ,LDAP 21;7101N91 niN'w' 12T? DIna JActive Directory DV TWPN7 N'1A'0INVIX
D'V7{70 INNA [NIX DAONN WX, Domain Controller-7 (HTTP/S a2 7y SOAP) nironTivo Web niwjpa

.9389 port 7un 7Thn N1"2d 719 NN'wn LDAP NI71v9Y
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| ADWS Service
| » Authenticates
| » Processes SOAP

| LDAP Service
| » Queries/Updates

(3) Reads/Writes
v
Active Directory Database

72 y¥ann 71maa Flow-n

.9389 Port-7 HTTP nwjpa n7IW NIR70 ,07'NN
JIM'R Y¥ani nwpan N 72pn DC-n L 1on INKY

.LDAP NN'7'x¥7 DAINnl NYpan Inn 1019101 SOAP-n

A w N R

.NI777 nawn 'Tnt mxy NX 7kwnn DC-n 72y LDAP NIN'Y Dn NXY7
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nTIO 75 .PowerShell 7w Active Directory-n 21ITIn 2WXN WNKX X7 XIN ADWS 7w N1 Y1910 NiZ'n
(SOAP niyTIn oy HTTP niwjza ni70) ADWS-2 nunnwn Get-ADObject ,Get-ADUser 102 ,IXNW

.LDAP-N NIN7'RW NKX Y¥171 DC-n DY YWPNY7 1D 0'V770 NINKNA
:SOAP nwpa 7w Body-7 XnaIT |70

<soap:Body>
<SearchRequest xmlns="http://schemas.microsoft.com/Idap/operations">

<baseObject>CN=Users,DC=fndsec,DC=net</baseObject>
<scope>sub</scope>
<derefAliases>neverDerefAliases</derefAliases>
<sizeLimit>0</sizeLimit>
<timeLimit>0</timeLimit>
<typesOnly>false</typesOnly>
<filter>

<present>

<attributeDesc>objectClass</attributeDesc>

</present>

</filter>

<attributes>

<attribute>distinguishedName</attribute>

<attribute>cn</attribute>
<attribute>sAMAccountName</attribute>
</attributes>
</SearchRequest>

</soap:Body>

GRS 7w o7, ni7 .o Anivwny e nann Nk nixa? (na [ niana nan "0 nwiaa

BobjectClassgalJal
-l fdistinguishedNamejjalitatalattributesal el e LUy ta Qi SN |1 a p A AL BN ) B 1} i)

ICN=Users,DC=fndsec,DC=netfla Rl gnlaliala g ligr bWl AV AccountName

.N9PN 7D 7Y N1 1Y YWOR ,ADWS-N 717101N92 Y00 NN 17 W'Y 1'WDY
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Soaphound-7 Shoutout

DON9Y7 DIIYNIA I'n DA .FalconForce 7w SoapHound NX 1'% IXY n7'NN ,ADWS 7w (w2

.nn'wn "7 Ny Active Directory Nn''x1ni1'k'7 ADWS-2 win'wa 7y 'anioa

XY 011 INI YAIR NN XN ,DNTA PNl NAIWN NIY21Y19 79010 SoapHound-w '9 7y qr
TINA 7172 ['IT 710 7R 12 WIN'Y2 010N DY'YRA 177N 11MYX71,NN0IN DX NITRI7 01007 DDNY
71¥'D |I'VY NN DN 1N7RY D1 DMIM0AIRY AINIRINRD DX 789N WK SplitSearch 722Th NX 11X 271)
D'72'NNNN D'VPMAIRT N1M'0P NNN YID'NN DR NIF TIV 7%97 1 LetterSplitSearch 72aTh oy wis'nin

NN7D pIc T b DN ANKT71a NIMIKA

ShadowHound-2 wnnwan'? Tx»

:NIXONA "M v'an ShadowHound

cmdlet-n Ntya Active Directory Module nX qmmn nr V970 :ADModule ooian .1

9389 port 7un Active Directory Web Services-n 717101N19 NIYXNX WIN'Y NWIY TWUN
.Domain Controller 7m 78

NIN?'RY y¥ani DirectorySearcher-n NpP7NN2 wnnwn Nt V90 :DirectorySearcher oolan .2

Jn'w LDAP

NINNAIT 707 .0IWD KIN ShadowHound 701 win'w
:ADModule nooian noMaavin'y

Import-Module .\ShadowHound-ADM.ps1

ShadowHound-ADM-OutputFilePath "C:\Results\Idap_output.txt"

ShadowHound-ADM -Server "dc.domain.local" -OutputFilePath "C:\Results\ldap_output.txt" -

LdapFilter "(objectClass=user)"
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https://falconforce.nl/soaphound-tool-to-collect-active-directory-data-via-adws

Scred = Get-Credential

ShadowHound-ADM -OutputFilePath "C:\Results\ldap_output.txt" -Credential Scred -SearchBase

"CN=Infrastructure,DC=sevenkingdoms,DC=local"

ShadowHound-ADM -OutputFilePath "C:\Results\ldap_output.txt" -SplitSearch -LetterSplitSearch

ShadowHound-ADM -OutputFilePath "C:\Results\output.txt" -Certificates

ShadowHound-ADM  -OutputFilePath  "C:\Results\output.txt" -SplitSearch  -ParsedContainers

" /parsed.txt"

:DirectorySearcher nooian noMa win'y

Import-Module .\ShadowHound-DS.ps1

ShadowHound-DS -OutputFile "C:\Results\Ildap_output.txt"

ShadowHound-DS -Server "dc.domain.local" -OutputFile "C:\Results\Idap_output.txt"

ShadowHound-DS -OutputFile "C:\Results\Idap_output.txt" -LdapFilter "(objectClass=computer)"

ShadowHound-DS -OutputFile "C:\Results\Idap_output.txt" -SearchBase

CN=Infrastructure,DC=sevenkingdoms,DC=loca
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ShadowHound-DS -OutputFile "C:\Results\cert_output.txt" -Certificates

Scred = Get-Credential

ShadowHound-DS -OutputFile "C:\Results\Idap_output.txt" -Credential Scred

7127 210 VN9 LDAP wIS'N NIXRXIN 7'200 VYD YAl 172710 ,09MP0N NXIN INXY

—_————

auditingPolicy: AAE=
creationTime: 1337166308786360649

dc: sevenkingdoms

DistinguishedName: DC=sevenkingdoms,DC=local

dsAsignature: AQAAACQAAAAAAAAAAAAAAAAAAAAAAAAAWIEGS1L/UES3GxdgJYTRoQ==

dsCorePropagationData: 16818161000808.0Z

forcelLogof- 922337283685U775808

FSMORoLeOuner: CN=NTDS Settings,CN=KINGSLANDING,CN=Servers,CN=Default-First-Site-Name, CN=Sites,CN=Configuration,DC=sevenkingdoms,DC=local
gPLink: [LDAP://CN={31B2F346-616D-11D2-9U5F-68CEUFBIBUF9} , CN=Policies , CN=System, DC=sevenkingdoms,DC=local; 8!

instanceType: 5

isCriticalSystemObject: True

lockoutDuration: -3688000880

lockoutObservationWindow: -300e000066

LlockoutThreshold: §

masteredBy: CN=NTDS Settings, CN=KINGSLANDING,CN=Servers,CN=Default-First-Site-Name, K CN=Sites, CN=Configuration,KDC=sevenkingdoms,DC=local
maxPwdAge: -32111664006000800

minPwdAge: -86U680666600

minPwdLength: 5

ns-DS-MachineAccountQuota: 10

nsDS-AlLUsersTrustQuota: 1000

nsDS-Behavior-version: 7

nsDS-ExpirePasswordsOnSmartCardOnlyAccounts: True

nsDS-IsDomainFor: CN=NTDS Settings,CN=KINGSLANDING,CN=Servers,CN=Default-First-Site-Name,CN=Sites, CN=Configuration,DC=sevenkingdoms,DC=local

nsDs-IsPartialReplicaFor: CN=NTDS Settings,CN=USER-DC81-2022,CN=Servers,CN=Default-First-si . i onfiguration, DC=sevenkingdoms

msDs-masteredBy: CN=NTDS Settings,CN=KINGSLANDING,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=sevenkingdoms,DC=local

nsDS-NcType: ©

nsDS-PerUserTrustQuota: 1

nsDS-PerUserTrustTombstonesQuota: 18

Name: sevenkingdoms

nextRid: 1001

nTHixedDomain: 8

nTsecurityDescriptor: AQAENBQAAAAKAAAAAAAAADQAAAABAGAAAAAABSAAAAAGAGAAAQIAAAAAAAUGAAAATATAAAQARAK2ZARAAAQAUAATAAAABAQAAAAAAAQAAAAAAABQAEAAAAAEBAAAAAAABAAAAAAAAF ACUAATAAQEARAAAAALIA
ObjectCategory: CN=Domain-DNS,CN=Schema,CN=Configuration,DC=sevenkingdoms,DC=local

ObjectClass: top, domain, domainDNS

0ObjectGUID: ec86359b-alc-468b-8d1b-8d1dcc620271

objectSid: $-1-5-21-2278774927-343948976-2547240030

otherwellknownObjects: B:32:683A2UE2E816UBD3AF86AC3C2CF3FI81:CN=Keys,DC=sevenkingdoms,DC=local, B:32:1EBI3BBIELBCUSDFIFOCEUD23BBB6237:CN=Managed Service Accounts,DC=sevenkingdoms,
pudHistoryLength: 24

pudProperties: 8

rIDManagerReference: CN=RID Manager$,CM=System,DC=sevenkingdoms,DC=local

serverStat

subRefs: DC=north,DC=sevenkingdoms,DC=local, DC=ForestDnsZones,DC=sevenkingdoms,DC=local, DC=DomainDnsZones,DC=sevenkingdoms,DC=local, CN=Configuration,DC=sevenkingdoms,DC=local
systenFlags: -1946157656

uASCompat: 1

ushchanged: 32777

ushCreated: 4699

wellKnownObjects: B:32:6227FOAF1FC2U18DBE3BB10615BB5BOF :CN=NTDS Quotas,DC=sevenkingdoms,DC=local, B:32:FUBE9ZAUCTTTUBSESTBEINIIDS53087DB: CN=Microsoft, CN=Program Data,DC=sevenkingdo
whenChanged: 20218924145118.0Z

whenCreated: 2021892U973023.0Z

ADWS niy¥nxa 07172 012''IT 0Y NITTINNAN

- N NINRYY 7R'¥10190 XIN NIANN Active Directory NI2'a0 oy NITTIANNA DNANKD TNX

.(“invalid enumeration context” nx'aw? D1w nn) ADWS-1 win'y Ny timeout

,Recurse 7¥ NI"I'Y21190 NIY¥NXa D 0y NTTMNN ShadowHound 7w ADModule-n noMa

.LetterSplitSearch-I SplitSearch

IINnon nx'x¥n 2v1 3pnnn 7Y FalconForce-7 nTM AW o
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NN DNIMVIIR 2 WI9'NN DR 7¥9' ,ShadowHound N72y9m IT NNWOX TWUKD :SplitSearch o
D101 W' NTAL) POI0OW N1MVAIR W distinguished name-n N2 IX |"'AITN 7w root-2 NaI'yn
IT YA .TI912 TNXR 72 7V NN'RY Y111, (D TRIMNIE DYOX'90 NIFMYT ININY IN DAXYNl DYy

ONIF D10V 07707 OPN'S T 7Y 0Y71TA 0IN DY 71N Nyton

-0 DAY NTIRIN) NPT 30-0 7w 170 N2 NIRXIN 'TNNY NY7¥Nn K7 11"0aI7 DX :Recurse o
71"V INIX DX N'ONIVIXK 7¥9* ShadowHound 'T8 ADWS NI72an 2y A9 enumeration context
N7¥ (DN1IEN2) NN'0aN IT D'V DY .AIW 0NN DX ITNXRT N0Y' 17w DN1'0AIZN-'NNY

AIYN VTN TaN]

,(cn=b*) ,(cn=a*)-7 17¥19' NIN'7'RWN 79100 NT 72T DX SoapHound-7 nnITa :LetterSplitSearch
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http://www.digitalwhisper.co.il/
https://github.com/coffeegist/bofhound
https://github.com/ustayready/ShredHound
https://gist.github.com/mgeeky/3eb9e9caef9136d5b0f3b4dbd5ad77c4
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http://www.digitalwhisper.co.il/
https://www.elastic.co/docs/reference/security/prebuilt-rules/rules/windows/discovery_high_number_ad_properties
https://x.com/yudasm_
https://www.linkedin.com/in/yehuda-smirnov/
mailto:info@fndsec.net
https://blog.fndsec.net/
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ShadowHound Github Repo

ADExplorer on Engagements - TrustecSec

ADExplorerSnapshot.py Github Repo

Security alerts in Microsoft Defender for Identity - MSDN

SoapHound — tool to collect Active Directory data via ADWS - FalconForce

BofHound Github Repo

ShrepHound Github Repo or mgeeky’s bh split2.py snippet

Elastic’s LDAP volume detection rule
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http://www.digitalwhisper.co.il/
https://github.com/Friends-Security/ShadowHound
https://trustedsec.com/blog/adexplorer-on-engagements
https://github.com/c3c/ADExplorerSnapshot.py
https://learn.microsoft.com/en-us/defender-for-identity/alerts-overview#suspected-ad-fs-dkm-key-read-external-id-2413
https://falconforce.nl/soaphound-tool-to-collect-active-directory-data-via-adws
https://github.com/coffeegist/bofhound/tree/main
https://github.com/ustayready/ShredHound
https://gist.github.com/mgeeky/3eb9e9caef9136d5b0f3b4dbd5ad77c4
https://github.com/elastic/detection-rules/blob/04e1fc1436d255934817f82e432b8d2031da5c98/rules/windows/discovery_high_number_ad_properties.toml#L49

