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Network Vulnerability Scanners
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CVE-2024-30078- / cve_2024_30078_check.nas!
Code = Blame 93 lines (81 loc) - 2.91 KB

39 # Define the endpoint and command to be executed

10 endpoint = "/check”; place with the actual endpoint

i command = "your_C ; # Replace with the actual command to be executed

42

43 # Function to check vulnerability and execute command

P function check_vulnerabilit xecute(ip, port, endpoint, command)

45 {

6 # Construct the URL and payload for the vulnerability check

47 url = string("http://", ip, ":", port, endpoint);

48 payload = string(

49 'POST *, endpoint, * HTTP/1.1\r\n’,

"Host: ', ip, '\r\n’,

51 ‘Content-Type: application/jsem\rin’,

52 *Content-Length: 42\r\n',

53 i,

5 '{"command": "check_vulnerability","cve": "CVE-2024-30078"}"

55 )

57 # Send the request and receive the response

58 response = hitp_send_recv(data:payload, port:port);

59

60 # Check if the response indicates vulnerability

61 iF ("\"vulnerable\": true” >< response[2])

62 1

63 security_hole(port); # Report the vulnerability

64

65 # Construct the payload for command execution

66 payload_command = string(

67 "POST *, e L " HTTR/LIArAn",

68 ‘Hest: ', ip, '\r\n',

69 ‘Content-Type: application/jsemirin®,

70 ‘Content-Length: *, strlen(command) + 23, *\r\n’,

7 ',

72 *{"command”:"", command, '"}'

73 )5

74

75 # Send the request to execute the command

76 nttp_send_recv(data:payload_command, port:port);

77 b

78 else

79 1

30 security_note(port); # Report that the target is mot vulnerable

81 b

82 3

[Image from by Ivyitian/CVE-2024-30078-, licensed under GNU GPL v3]
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Index of /metrics/
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ds/

repository-to-cpe.json
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Last Modified
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.RedHat "y prnimni CPE 7w un119n |27 RHEL NI7'an |2 19 NX 7' Nt yauyp

"data": {

"cpes™: [
"cpe:
"cpe:
"cpe:
"cpe:
"cpe:
"cpe:
"cpe:

]

]
I

fa:
Ja:
fa:
fa:
fa:
Ja:
fa:

redhat:
redhat:
redhat:
redhat:
redhat:
redhat:
redhat:

"3scale-amp-2-for-rhel-8-ppc6dle-debug-rpms™: {

2.13:
2.14:

3scale:
3scale:
3=cale:2.15::el18",
3scale:2.16::el8",
3scale_amp:2.11::e18",
3scale amp:2.12::el8",
3scale_amp:2.8::el8"

elg”,
rels”,

repo_relative_urls™: [
"content/dist/layered/rheld/ppceale/3Iscale-amp/2/debug”
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:DN7W NMYIN NYUNXINIRITA Y757 0190 Dnxyl RedHat

6.1. Configuration compliance tools in RHEL ¢

You can perform a fully automated compliance audit in Red Hat Enterprise Linux by using the
following configuration compliance tools. These tools are based on the Security Content
Automation Protocol (SCAP) standard and are designed for automated tailoring of compliance

policies.

SCAP Workbench

The scap-workbench graphical utility is designed to perform configuration and vulnerability scans
on a single local or remote system. You can also use it to generate security reports based on

these scans and evaluations.
OpenSCAP

The openscap library, with the accompanying oscap command-line utility, is designed to perform
configuration and vulnerability scans on a local system, to validate configuration compliance

content, and to generate reports and quides based on these scans and evaluations.

Impertant
You can experience memory-consumption problems while using OpenSCAP, which can cause
stopping the program prematurely and prevent generating any result files. See the OpenSCAP

memory-consumption problems Knowledgebase article for details.

DAST

[nIaw ,(Black Box) "n1inw nooip" Nz*1a 7w a10 XIn Dynamic Application Security Testing (DAST)
NITIZI NINT? DOV MM qPIN 11D 719 XKD .YInan — WEB NI'¥j'79X aN% — nix NIrypr7ox

.n'xp"'zsxn no1In

:IND NI'MY'AD NI7a7 72100 DAST

SQL injection e
Cross-site scripting (XSS) o
Security misconfigurations e

Authentication and session issues e
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A\ Critical

& High

o High

L Medium

Medium

Top Vulnerabilities

SQL Injection 8
Cross-site scripting 3
Vulnerable package dependencies (high) 1
Directory traversal n

Vulnerable package dependencies medium 8

0"707 NINNAIT

OWASP ZAP o
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TIP DX |NIAY ,(white box) "N12"7 nooIp" N Ta 7w 10 NIN Static Application Security Testing (SAST)

NIY7IN NINT? - NYoNN w192 NNIR YN *Y7an 079X 79 binary code IX bytecode iznn

.INXY TIpP2 NNLVAX

:NN™ SAST-w NI'ly'aon 1alon 77n

SQL Injection

Cross-Site Scripting (XSS)

CSRF

Buffer Overflows

(Hardcoded Credentials) TIj7a ninnon/NIXNo'0
D'NLAINN X7 APIs

D'xI91 07D

SonarQube

Checkmarx

Fortify Static Code Analyzer
Veracode

CodeQL (by GitHub)

? T2y SAST 'X

.(N1'7 n"INon nona ny) 71919 Open-Source |INND KINW , Semgrep 720 NX NNAIT? [N

Findings:

javascript.express.security.audit.express-check-csurf-middleware-usage.express~check-csurf-
middleware-usage

A CSRF middleware was not detected in your express application. Ensure you are either using

one such as ‘csurf’ or ‘csrf’ (see rule references) and/or you are properly doing CSRF
validation in your routes with a token or cookies.
Details: https://sg.run/BxzR

18! var app = express();
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:0'2'21 190NN 1d1IN Semgrep

DI TAY VAN e
(Language Server) NnSU MY o
(Rules Database) D'pIn 72nn DM TON o

2 NXMY, (Rule) WRIN ATAM 71NN N KXIN 700 NIV 75

rules:
- id: infe-leak-on-non-formated-string

mEssager »-
Use %s, ¥d, ¥c... to format your variables, otherwise this could leak informaticn.

metadata:
CHE:
= "CWE=532: Insertion of Sensitive Information into Log File'
references:
- http://nebelwelt.net/Files/13PPREW. pdf
category: security
technology:
-«
confidence: LOW
oWasp:
- AB9:2021 - Security Logging and Monitoring Failures
subcategory:
- audit
likelihood: LOW
impact: MEDIUM

languages: [¢]

severity: WARNING

pattern: printf(arguv[ENUM]);

:N'NNNAY pattern-n XIN |"ynNn 7700

pattern: printf{argv[ENUM]); |

NI'YA9N DX NINT? NIn 7v NN9nn 7w Source Code-n 217'wa 70N 7w yiinn 'y TaIyn pattern-n

N¥P7'79N

DY ,NNT DY .SAST 7D 2172 TINA AN WIN'W NIRXN ,"Regex NIMNT NINAN Njpo" 7w 1T nu'w
NINIAA NANI PI'T NN Y'¥N71 NIMNY7 012'07 0*7'NNn LLMs (Large Language Models) ninnnxn

AN MR T Al N7 NI271wn 11 SemGrep 7w NMNoONN N01A1 02 .N2N]
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12127 NN17 NNVNA N'¥?'79X 7w Code Base-n NX D'j71110 SCA (Software Composition Analysis) 72

:qIUN7 Nin 7y "Wy TX NIMDOI NIND TIR

(Known Vulnerabilities) NIT NI'y'ao e
(License Compliance) 1w Ny e
NIPTAINNA X7 IKNNY' NINS0 o

071919 D'

Snyk

Dependabot (GitHub)

OWASP Dependency-Check

Black Duck

(Mend DI'D) WhiteSource

?Ta1Y SCA I'X

75 7w nvldn Nn'wN - SBOM (Software Bill of Materials) n'7'nn omMxir atn al0nn 0'75n 2N
220 7w yinn ,SBOM-n MY ANKRYT L0798 N NIX D'DINY dependencies-ni NIMS0N 02N

INXNIW DMNIN CVEs 72u ynni (GHSA IN NVD 772 11T2) NI'ao 1NN 78 INIK DHwn

:(snyk) SCA nx1n'7 nnaiT

Testing /Work/snyk/snyk...
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Cloud Vulnerability Scanners

|N1,(storage buckets-1 NI"7RIV' NN D) [2aS 'MN'Y [0 — 2Y2 DARYA 7007 DFTYIM 179X D7D
75 0'9011 0111211211 cloud APIs -2 win'y "'y NNT D'YIY DN .NNIY [2Y NI2'202 SaasS-1 PaasS 'mn'wy

.N2'01 NIFY*ADN NN DX 1WnY
D'Y71919 0707 NIRNAIT

Amazon Inspector e

Wiz e

Orca Security o

Qualys Cloud Platform e

Y191 71272

D'YNNYN DN DN 2N NWYNn? X ,"Na7 nwTn N'a171200 7y 0'ooian [y 7110w DAYIN DN
,02T 7w 19101 .012'200N 21021 DIRPMA 21 KIN 772NN .0"NNIonN 0700 1) N7N0 7W NINRY DNIN

v nixn [N DYOSN Y — NniNNINENIMso ,Nidin ,N7U9N NI>IYN ;02D DNIX NN D710 IR |2V DA

DRI TN
NN NIV AN TX

2w N7 D'wnnwn D'wTNN 0'790 ,7INNM 1'% 1anNnY IX workload 70 7y agent |'pnin%? Dina
8 I I

.N¥M T2 workload-n 7w snapshot y¥a7 pvn

NPMI0N TV 7w NdDLIYN NIT'YOL VIA9YT *7an snapshot-n pNIy 7y Ny¥ann npnon L[N NX7?
N7 — NYN-'001aN D10 IX agent-'0012n 0101 1ND PIMTA WY1 NIFIYA9N NNRNN W 1'70Nn

.CVE <> CPE 99
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Container Vulnerability Scanners

N> DMI"VAIP NIA0AI (container images) DMI"VIIPZ NRINNA NI'Y'AD NINT? DTVIM AR D'7D

.Kubernetes-1 Docker
0727 NINNAIT

Trivy e
Clair o
Snyk Container e

?0'Tay DN 'R
.SBOM-27'nnn 750 |[XD> DA

|21 INKX7 .JN7W NIXONANI NIRPZNIMN NI?'ANN 75 X VI9NY ,N1MAEN 7w SBOM 0MXI' 0*7ON NN

0210 1Y 0'P7NNN 07N

19 2y 0'mNINN CVEs-n MR INXNA 910271 0"01I7 N CPEs-7 Ni7xann 2 nnxnn owxanw o' .1
NIST "y n7nnny nrx'iEn

.GitHub "'y pTimnw Niry'ao Naxkn GHSA-Q n'wnnunw 0'7n .2
NN NI Y191 W 210N

Grype-I - Syft naTYva n'am

:NIND TIj72 071919 0'7) YW |N1)

D101 7w image-n SBOM i - Syft .1

JDINMNIN NIMYR29 NINT? 12 CVE NNy IMIX nnwnl,Syft "y Axinw SBOM-n nX 7am - Grype .2
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STV 7V syft nx Yy

Syft

A CLI tool and Go library for generating a Software Bill of Materials (SBOM) from container images and
filesystems. Exceptional for vulnerability detection when used with a scanner like Grype.

reicse viz3. J] Go vi.zs [ Ueene hpache 20
@ Mastodon Follow
)0

syft clashapp/qa-page -o json | jq '.artifacts[] | t(.name == "ngin>

v Loaded image
+ Parsed image
v Cataloged image

{

"name" : nx",
"version": "1.10.3-1+deb%u3
"

"dpkg-cataloger"
1,
"locations": [

{

"path": "/var/lib/dpkg/status",
"layer-inde
}

1,
"metadata":

"1.10.3-1+deb%u3"

JSON vunNI92 SBOM-7 TY'n 7y NIPNIMN NIZ'ann DX Y7'N XINY NIKY? N1

:Grype-7 DNIX [VOI NYD

"cvss=v2":
"b sco
"vecto

b

tched-b
"matcher

“search-key constraint(< 1.1

TV NIIVIAD VNN 700 .NT DR N7 W
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INXYA TNX NNAYT 'X

JIWON MNA7 N7 N ,DTIND' 17'9X

(M%7 122N 92'N DINNA NN DN NIM'WAN NNK 2AX T) 20T IIK WYUK 'R . Windows-2

:0W2 N71Yn NINDS TI? OP'NO YUNNWN7 TWON 0981 NT NX n'pn"z aliviam]

https://github.com/amberzovitis/GraphKer

D1IN1 Ton) NEO4) 7w DB N7 NVD-n yT™in 72 NX 01011 17'awa nTIAyn 70 IR NIy 71maa o0

Open Source Tool - Cybersecurity Graph Database in Neo4j
[Glrlalplh|Klelr]
{ open source tool for a cybersecurity graph database in neo4j }

With GraphKer you can have the most recent update of cyber-security vulnerabilities, weaknesses, attack patterns and
platforms from MITRE and NIST, in an very useful and user friendly way provided by Neo4j graph databases!

Data model

&S/

"‘u
(Gmea) @ e
9, £
Y g 7

N § S =

[Image from by https://github.com/amberzovitis/GraphKer]
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:TY' 2V NIPNIMN NIDINN 72 I Y7001 71NN 1ANNNY ¥ Script 2INDN X NY

]$ComputerName,
]$Credential = (Get-Credential

($p in $paths) {
Test-Path $p
dItem $p | ForEach-Object {
$_.PSPath

win'y X747 (CPE) NVD 7w |pn'7 nin'XN 'RY Windows-2w 27 0'wa Y7N7 MW NITwn 72 7 '70N01 DR
[2 197 'K RedHat 1n2) bnk Vendors'? TIaa Microsoft Defender Vulnerability Managment-a

.(L1VI'NA VTN NX D'NONONY

:Script-n 7w output NX1' D

s Foundation
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MERGE (s:Software {
AuthorizedCDFPrefix:
Comments: $Com 5
Contact: $Cc
DisplayVersion: $D
HelpLink: $HelpL

HelpTelephone: 3 Telephone
InstallDate: $In .
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