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Every organization on the planet
knows WHAT they do. These are
products they sell or the services

Some organizations know HOW
they do it. These are the things

that make them special or set them

apart from their competition

Very few organizations know WHY
they do what they do. WHY is
not about making money. That's

a result. WHY is a purpose, cause w HA |

or belief. It's the very reason your

organization exists.
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Unhelpful Thinking Styles

Of all the well-intended advice and
wisdom out there, make sure you
are saying the right things to
yourself too.

Mental Filter

Focusing on only one
aspect of a situation (often
negative) while overlooking

others (positive), creating
tunnel vision.

Jumping to Conclusions

Assuming we know what will
happen, without evidence to
support it. Two types:
Mind reading: Assuming we
know what someone else is
thinking or what their rationale
is behind their behaviour.
Predictive thinking: Predicting
outcomes usually
overestimating negative
emotions or experiences.

Ny

Personalisation
Blaming yourself
unnecessarily for external
negative events.

Exaggerating
a situation in
the negative.

Black and White
thinking

Absolute
thinking where
one focuses on
an extreme and

ignores the
other. There is
no in-between.

Should-have and Must-
have Statements
Putting unreasonable
expectations on oneself.

Overgeneralising

L
)

Interpreting

asingle,
negative

norm, or
enduring
pattern.

event as the

Labelling
Using sweeping,
negative
statements to
describe yourself
or others.

Emotional Reasoning
Assessing
situations

through the lens
of your current
emotion, where

your emotions are
interpreted as
fact.

Magnification and
Minimisation
Magnifying the positives in

others, while discounting
your own.
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o
Yes, a grand piano. ‘:

Yes, a small upright. it g hout taking up oo

No, a keyboard instead.
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Fast Food

Mexican Fast
Food Restaurant American Fast

Food Restaurant

Affordable
Pricing
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Abstract

A growing body of evidence suggests emotion boosts memory accuracy to an extent but
affects the subjective sense of recollection even more. The result is vivid memories for
emotional events that are held with confidence but that may be surprisingly inaccurate in
their details. We examine the neural circuitry underlying emotion’s impact on memory and
the subjective sense of recollection to provide insight into this puzzling phenomenon. This
research suggests that for emotional stimuli the quality and strength of memory for a few
details may mediate judgments of recollection, whereas for neutral stimuli the quantity of
contextual details may be more important. Finally, we speculate that the enhanced
subjective sense of recollection with emotion, in the absence of absolute veridicality, may

have evolved to enable fast and unambiguous decision making in emotional situations.

Keywords: memory, emotion, amygdala, recollection, hippocampus
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#inclu <stdio.h=>
#inclu <stdlib.h=
#inclu <string.h>
#inclu <fentl.h>

int main(int argc, char* argv||){

char fname[128];
unsigned long long otp[2];

if(arge!=2)1{
printf("usage : ./otp [passcode]\n");

return 8;

int fd = open("/dev/urandom™, O_RDONLY);
if(fd==-1) exit(-1);

if(read(fd, otp, 16)!=16) exit(-1);
close(fd);

sprintf(fname, "/tmp/%Llu", otpl[O]);
FILE* fp = fopen(fname, "w");
if(fp==NULL){ exit(-1); }
fwrite(Sotp[1], 8, 1, fp);
fclose(Fp);

printf("OTP generated.\n");

unsigned long long passcode=8;
FILE*x fp2 = fopen(fname, "r");
if(fp2==NULL){ exit(-1); }
fread(&passcode, 8, 1, fp2);
fclose(fp2);

if(strtoul(argv[1l], ©, 16) == passcode){
printf("Congratz!\n");
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system(" /bin/fcat flag");

printf("OTP mismatch\n");

unlink(fname);

return 8;

Summarized code:
Reads 16 bytes from /dev/urandom that generates random data

Uses first 8 bytes as name for temp file in /tmp/{val}

Writes second 8 bytes into file, closes file

Opens file again for reading , reads 8 bytes

Checks if argv|[1] == value read from file
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Understanding the Importance of Scheduling Tasks Effectively

” Prioritize tasks according to their importance

* Consider the deadline

¥ Break down larger tasks

> Be flexible
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run systemicat flag) make strtoulizrgv(T]) == passcode
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find other wuln to run code ?
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NI NIN 'RINN D passcode 7W W MR NWT? NNDN2 NI (121 NI 'RINY DNA7 17w njpgna
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FAILED - NOT POSSIBLE
affect values that will be returned from
i

urandom so we could predict them

redirect read to read from somewhere else that
will be predictable

I'78N DM M2 DN 0'on'NNn AN 7721 naida
["2VN INWN 'R [XOW NINNY 720N 7 qlonl n7nnnn 0T 110 0M7uNn 2N NI N Ty

N7 NNWOND 9102 MIPW unlink() IR XNAIT? 'MO0IN |"TY ,9102 IX N7NNNA

Technoloqgic

:DN2A T™OINNY 0"VAUIN DYT'RN 077NN K7 DA NTYWAIDT7 21WN

create controlled directory with known
child
affect read() on Jdevjurandom (FRST BATCH)

devurandom file and change root directory of

.

use chroot

FAILED - PERMISSION DENIED

wse openat( with fs for both fake and real,
switch between then

FAILED - THE CHILD CREATES A
NOT USE EXISTING ONE
PATH
use CHDR to maybe
use other local possibility just for my proce

, ALSO NOT A TH
FAILED - ABSOLUTE PATH, DOES NOT HELP
create symbolic Lnk from root to controlled
directory and see /tmp content
2

P /=D - NOTINSTALLED
use unshare to map urandom file to ancther file — (TG
wsing a tpfs flesystem — Hawordh
wsing mount in a iy that bypasses existing
restricbons
open fd in parent and pie it at the start write [N T=o oL ot eI oo PRyt
\ right then AS TS SWITCHED WITH A PPE
\
\
\
cpet{d o urandomin parent, child will mher,
someiw control ot o fd as it stays the open fd in parent, wait untl the chid uses
iy FALED - WHEN USING open() N THE CHLD A
5 openfurandor) and gets fd X, pie fd X to be
\ wiiteable for NEWED B GREATED
Y
\ ount refrences of fiis to urandom and use it to
\ detect open() in otp LD EEMTSCN DEVED)

-n D'7ApNY V7P 7Y Y'OYNT7 NNYOKRY 7721 ,NIIYKRIN TIZ NXIP7 TN 2TN 'MO1JIY IR Tay'Ta

MPONN JANKND 7w T |INX] == N9 N'WAY 7720 1'7X 'N011 7aX ,NN10 D0 K7 “/tmp/urandom”

MY10' X7 1" TV721 D IWOKX DD TIVETIV 'M709 IDYTY ,ATN IZNNNN NRXIND NY21 9102 'YX 'Myany

Y7V TIAWT 'wnn? XY 1P K7 NTY N'unan 0'7NnY
pass openi) statement and take control after

change something about the name

T
\
\
\
\
\
\
\
\
\
\
\
affect opening ftmpfnumeric for writing otolT] | L L Y ey v Y fopen()
(SECOND BATCH) and not the ariginal \
\
\
\
\
\
\
1
\

\

v
\
3
Y

generally take control cver the file name /
content\

\
v
1
A
\
1
1
\
v
\
A
\

change something abeut the actual input
stream

maybe somehow find FILE structure that was
opened to get access
fwrite() FALED - NO RELEVANT CHANGES THAT
o OULD GALISE FROM DEFINTION/PARAMETERS
felose()

FAILED - MPOSBLE, VALUE OF otp[0], NOT
GONTROLLED BY US FOR NOW

change stream of all files in ftme to get input
tom from me

change
filesto

use the mode of the file as an advantage (mode FAILED - DOES NOT
S_RUSR | SMWUSR | S IRGRP | CAN READ/WRITE Bl
SIWERP | SIROTH | S_IWOTH (0666)) PATH

2

s the mode's mode (ie READ ONLY for *r*) of
fopen() call

FAILED - DOES NOT
BUT NO ACCESS TO

FAILED - NEED TO GET 4
NOT POSSIBLE

| Need a Hero
27

www.DigitalWhisper.co.il

2026 N1 ,181 It


http://www.digitalwhisper.co.il/

Technoloqgic
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(urandom-n PR 7V NN 7722 210 X7 (1190 N2NN) N9 1 IN7 DNINKY DY YAl DY e

(N2r'o NNIXN 21V X7 [11'D DA) MUY NN YAIRY7 121X DNIMKY 717000 NYaxn e
RN MWD D710 A 1020 [HDNW 110 K7 TIRN

NITIZA NAWYT M0 TN 72 0T 7722 72K, "7 N 722w Nty 717 X7 TIgn 1w 07nin ORW T

:TIDWNA NXY 'YW NDIN 7V YIIwNT [I'Vanl nnxy Ndwnn 7y 75non7 'mu'7nin noi,uan

'017102K 717002 wnnwn XN ,XY) 2'MO™Mwaw INR urandom-7 NI97 N1DINY DNA7 70" AN 1IN e

(01D I nnw 715! X7 aNY
?N2'20 'NWUN W VowUn? 1D AN I e
?LDPRELOAD 1n> NIM90 IX DI D'-hook 11T D'XIj7w syscalls-n 72v y'own? 7101 Ik IR @

NIXNPA DAY ANINNYT NN DNAT Y7 ATY?7 0'70'W 070N NI72aN2 wnnwng 210" N I e

Telete original Fe and create new) with known
value :
55 i 1
o E e Bt inmE Write myself over original value
overwrite original H
i
? i
[}
'
read value frem origing file
7
get access to originally-assianed value (otp(1]) 7 s

-

/
s
P get value of otp[1] at runtime FAILED - NO REFRENCE TO DO THAT
get value of otp[1]
2

Create symbolic Link between /tmpf(} and
another file | control, delete original

get value that exists in file before Last if(){} redirect to another file | control ?

use TEMP ta redirect temporary file inta my N R AT
controlled diectory = ]

7

use strace to get access when being

~Uprvisdged
- e sbpftrace 1o get access

Lsa o tar hook syscalls

use libpF to hook sysealls

use pirace to hook syscalls

7

find other general | environmental problems
with LD_PRELOAD related software / Idconfig

use LD_PRELOAD to load dynamic library and _|_| use fetcfldsocache to keep SUID permissions FAILED - fetcfld so.cache CANNOT BE
hook writejopen of otp CHANGED

2

. == FAILED - TO USE LD_LIBRARY_PATH | HAVE TO
;J:I,e';Dutlr?Rm,PATH to Load dynamic library USE LD PRELOAD  LINK OTP DIRECTLY
= 1S NOT POSSIBLE.

use ptrace to hook syscalls FANLED - NEED EL EVATED PRIVILEGES.
somehow hook function called (ie open/write

=l use IFS to somehow redirect the program into FAILED - NO ARGUMENT PROCESSING IS DONE
rry controlled program FOR IT TO BE USEFUL HERE

PIRERVP OSSR FAILED NV DOES NOT WORK FOR SHELLS
that will run at the start AND BASH_ENV

use SHELL/EDITOR to redirect the program to

; - CHALLENGE
use my companents instead of the defaults FAILED - NOTRELEVANT FOR THE
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FAILED - BEATS PURPOSE OF OPERATING ON
L e </CHAL, WILL IUST NOT BE RECEIVED AND.
PROCESSED

change signal behavir —— change default behavior —— straight up manipulate default behavior

change handler behavior — (g TE I e R )

FALED - NOT RELEVANT, GUEUES UP SIGNALS
FOR LATER WHICH IS NGT USEFUL

FAILED - NOT POSSIBLE, DRECTLY TED TO.
HARDGODED BEHAVIOR N THE KERNEL

limit amount of file descriptors to affect

apening otp file Bypass signal restrictions

B
B
trell the program FAILED - NO RELEVANT USE/REFRENCE TO F5
nNoTP

use FS with/ to seperate

NINXY QYIN X D'I0N [21N2A1,7'22N0 DX INDY Y7 UTY? 7210'w Inwn 7y a1wn% 'Mmn7xn X7 Tay'ma
M72N0N N7NNN2 —NDIYNL DY 070N |2 T9N7 X' DN TIN77 2WORY [KD M'WYY NIFIYONN
[X21 ,0mTI\D'RAN TIZN 'WOR W1 N2N0N 7Y NyOSwNN DR 2'7%n7 72N TIa '9'x%0 7

JTIPNN 21N 228 N2'202 NI NN MTDINN

D'77N 190N |2 NA7¥N OV NA'WNT,NIANKA TIXA NY7IN NIR'NYN 7¢ |21m2 '9'x¥90 770 7V nawn
N'YaN1 N TIAY7 NI NN DN TN NRT NIR'YNAN [N2N2 .ND21I0N NI NN NIRNETIRD DTN
2V MY TV R DN NI 0DIYD DNIEAND 27807 N 1Y DIPnn DR RIXAT KN DTDINN

JI'onnl nx'7n niont'nin

NYIAN NI NRYY NU7NN MY [XON P71 TIR bYN N'oN' W' D INIF 0IYD DA NANKD NTN Nzna
DT N9N7 ,N0IYD YV NOND NANKN NOMI9N XNAITA N7'NNN "W NWAN R NIRY? 'Mu7Nn — Nna?
D'V'MMB\NI7IYD 7W NIYOWNN NN |'AN7 ,NKT7 TNXR 2700 TIpn 7 nntn DX NIKA? 7 0Tyny

.NUIYO NI AN NN [NNDN NN )21 XA 2700 7V DTN 77000
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A7017 AWORY D 'TD TV ,NI0R TIRN 12 TIPN NINDW 7731 72702 AT (2N NLVIYD TINN DTN N9N

:node NN NN NIV \ NI '

int I'I'Iail'lo open("fdev/urandom”) and read snprintf(tempfile)
preiet genrets vloes

create controlled dir
dev/urandom file an)
child

redirect read 1o read from somewhere else that
will be predictable

NIYKRIN NN'NON ' INYO'X — 2002 n'van NT72N NN AKX 'N1AN 12D D 1197 'MN10NY '9)

nmyy

NITINN 190NN 7V V'OWUNT7 TWOR 'K e

NINPZ7 NWA N7 NN 7701w N'1aNT7 AWOK X |2 DX DAL 'OINTN YAIPN XY NO'R NYT? TWON 'N - e

110N

INIX NIXI' NDINNY 197 Yal7n DX XY 1D NNNX NIFNYWOXR NITIF NQ'0 NNINN
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?
| (omemsiomeas }——] )

manipulate write to write i my own fils name _|
and nct the ariginal

n op
apenitempfile, r)

| =can tmp far rumeric files -

-
eerate otp's {proc/ DV tabie
A path

ittn
crtent/ change it after mriting

latast one

" structure

[ P2 open) statement and take contral afer — %
o 5 FAILED - IMPOSIBLE, VALLIE OF g, NOT
changs samsthing shout the name — PR TRy
change stream f al files in /tmp 10 get input
custom fram me:
— fopenl) o

enerally taike control aver the fils name /
conent

[— et acces: mm\u!ﬁﬂp[ﬂ]{"
e st el

In=rae 3l pussible generstions of
| ftmp/numesic files until cne apens and is the —(ZN LRl oISV e S

| teerate parents /proc/zatf/td table to try and _
find acress ta the Pl of the temporary File

= off o similar 1ools 1o pet access to /tmp

e T RSN .0 - DOES HOT MEAN ANVTHING
- (mode S_IRUSR | S_IWUSR | S_RGRF | - SPECUAL, CAN READWRITE BUT DOES NOT
| changs zamsthing sbaut the astusl it SWGRP | SIROTH SIWOTH 05661 (g i)

s T R T s T I FAILETY - DOES NOT HELR KNOW | CANREAD
fopen() call BUT MO ACCESS TO FILE /FILE PATH

__ mike open) wark but fwite() fal (predictable
resait]

Frit=l)

— feosel}

srarseelilmneime
masipubzte value of crpll] {
B

[FAILED - NO ACCESS TO ITERATE /g

T I FAILET - CANNOT ACCESS./proc/PID/d as
[ ——

RALED- THAT ARE CREATED AFTER
forkd) BY CHILD WILL NOT BE SHARED WITH
IPARENT

DY NUYRIN DNMON 7V Y'9wn? 7211 NIV INWI'X — INTN N'O'YO0N NMIYN ']I]'\'? 17TN '"MO0101 |[XD

X7w D111 VINVI'KA 7NN ,NNRI'0" TIXNN N1N INNY7 .NNIN np7Nn N"Myn AN'noa 17 NN

SN0 DR 007 7w N71D1 YA 0 0T D YING winnG myy? 'mn X7,In7x
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I"70na 7w axnn nanoa nizaan

NI172an 2217 “The Art of Software Security Assesment” 19021 |"aynn TIV'NMN DX 'NINXA AT NND NINR
N72an I 0'nINo file handles NiMd 120 ,NI'VIITY D20 NNTAN 'R 702 17 1 TANY? NY 170N v

:0'10n handle-7 write N71¥9 Dy 2IN>7 |NW D'NAN NINDY

enforce restrictions on the system resources that a process may use. The geTRlimit ()
and setrlimit () functions allow a process to examine and modify (to a certain extent)
its own resource limits. There are multiple resources for which each process has
defined limits. For each defined system resource a process has two associated
resource values: a soft limit and a hard limit. The soft limit value is more of a warning
threshold than a limit, in that the process may not exceed it but it is free to change the
soft limit up or down as it pleases. In fact, a process is free to move the soft limit so
that it's any value between zero and its hard limit. Conversely, a hard limit represents
the absolute maximum resource usage that a process is allowed. A normal process
can change its hard limit, but it can only lower it, and lowering a hard limit is
irreversible. Superuser processes, however, can also raise hard limits. The following
list of supported resource limits can be called and set via setrlimit () and getrlimit ()
in Linux; other UNIX systems support some or all of these values:

« RLIMIT corE Maximum size in bytes of a core file that can be generated by the
process, If this value is set to 0, the process doesn’t dump the core file.

o RrrLIMIT cPy Maximum amount of CPU time in seconds that the process can use.
If this time limit is exceeded, the process is sent the s1exceu signal, which
terminates the process by default.

= RLIMIT DATZ Maximum size in bytes of the data segment for the process. It
includes the heap as well as static variables (both initialized and uninitialized).

* RLIMIT FsIzZE Maximum size in bytes that can be written to a file. Any file
opened by the process for writing can't exceed this size. Any attempts to write
to files that exceed this size result in the s1sxFsz signal being sent to the
process, which causes termination by default.

* RLIMIT MEMLOCKE Specifies the maximum number of bytes that can be locked in
physical memory at one time.

= RLIMIT ¥OFILE Specifies the maximum number of files a process can have
open at one time.

= RrLIMIT ¥erROC Specifies the maximum amount of processes that specific user
can run.

= RLIMIT OFILE The BSD version of RLIMIT NOFILE.

= RLIMIT kS5 Specifies the resident set size, which is the maximum number of
virtual pages residing in physical memaory.

* RLIMIT sTACK Specifies the maximum size in bytes for the process stack. Any
attempt to expand the stack beyond this size generates a segmentation fault
(s1zsEEV), which typically terminates the process.

 RLIMIT vMEM Maximum bytes in the mapped address space.
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ENVIRONMENT
VARIABLES

Bash Shell

$EDITOR< $PATH ) $RACK)ENV
L

Ruby

Child Process gets
COPIES of parent’s
environment variables

NNWUN — [I'VIN 7 N7V TR 72X '0970 MNI' 'MYD N0 DY DY 0TIRN NIRfeMA 'MMzoynnv 7711
2 7*70N% NYWIN NNAIYY NIFMARA0N NIYOWNN 70 NIX 121N 770w NI 71T Qw7 DNIYp N21o

n12na N'™7012' AT NIAY 71>' ZOOM OUT Niwy'7i NIXY7 — QYD 1Y 0D0AIPN IMIX 0101 [XD

217w ARN )'70NNn Il 1'7NNY 0N 72 0N nn

N7v "11'Y7 01N IX DT0ANTN K7 .D'UNNYNA NXIAPZNTYNNYNN 7w 0*NN0AR 0NN :UID + GID e
NT 2V MAT 0N :Environment variables o

Open file descriptors e

Signal handlers e

Signal mask e
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"set limitations for write size, set signal sent from limitations to be ignored/blocked, thus fwrite()

will fail, file is empty, fread() will also fail but fopen() will work, passcode=0"
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When a process exceeds its RLIMIT_FSIZE (file size limit) in Linux, the following
oCcurs:

« Signal Sent: A SIGXFSZ signal is sent to the process. This signal indicates that the
process has attempted to extend a file beyond the allowed size.

« Default Action: The default action for SIGXFSZ is to terminate the process. &

« Default Signal Handler: If a process does not explicitly set a signal handler for
SIGXFSZ using functions like signal() or sigaction() ,the kernel's default
handler for SIGXFSZ will be invoked. This default handler will cause the process to
terminate.

Therefore, if a process attempts to write beyond its RLIMIT_FSIZE and does not have a
custom sIGXFSZ handler, it will be terminated by the operating system.
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