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The Windows Network Stack
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DXex L Hs €

K% 44 KX 1 4 A fileabjectm v * ~L¥Y1X]d", | p4v s

File Object Hooking

1 11" xgJfiledbjects ” * | ® deéviceobjecg s ! | 1 x 8 4 {1 « .1fi#&object hooking

Dx  CWO® x L | ManinTheMiddle, - X ¥ k Isuix 7o ws ], x4 | ¥
r@® % 4 1 file objectd ~ !

. 1 %184 x sdevice objeci s | _rix ~filebbject * * xv 4l TWw 4l x$ {7 X4 s

T XIREBE "+ x 0 4+~ x™s.7{ *s_ (/AQmanagert ~ _ -~ 4 X "® 1 1devickL_
*YIRAE X X ] L 1AL d g i s PO XS {D X

s < X s |

dstatugys * x x 7 *afdi x o~ * s T s X A

~

O W Xs s | owssx Ilis 4 ¢ A

Fdoowx T T UL XX Podie 30 s T 4 ) x2S ] e o YAl D x|

DX T K% s i xesyss, 1 ys.dt ¥ ss_ fileobjectm v 1 ~ X p<4S] 4L s 10X

O X o XX Q0K 4 X e Y

~ A

Pl s ey s s 4w x4 T x RatcH@ard s Y Asn.1s_ 1 44 s x €
D RGOK: X AR M ] 4SS xdee 4 1XUXT T SX T OS] A arS{Tx. X 7
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X PR Xt 4 4 EOCR0OK X 4 LTS L X L 4 A e L X X s
DX LA AL D B X B XS TR I TS 1 A K Hu K

¥s I+ -file @#bject hooking _ 1 . . * .highlevel 1 * ®&SDT hooking _ |

l

ws2_32.dll

NtDeviceloControlFile Get
(Hooked File Object) Vo T < e Related Device

Malicious — » Malicious Driver
Intentions

Y . XSpectrer

SLL LB,

X 4 s 1

4« 4 xs. {fdesobject hooking ~ 1 "~I1*Iws s % s3I <4 4L« 1]
FoAA XXy 19 x githubrt~ « X L. x I xshlagkhatt H N H A _ ¥

DX X o R e gy W XX R X sy X ssip] Isy RO xR Ly 4]

v X

M jdindows.

X 1o oH SEmMigual studic X 4 % T X U P WEIMO. X 4 Aus Kksse L, 4o x (s

x A x4 L Xy s XX SXE, T ]S A e Xk d s LT F D, s X Ichb b

' X X L K ~

DriderEntry

X 12 X e dsX 4 3I0CTX Lol K AT YL X L X sy | L.

| APfmomtida X ¢ 4 E 4 SOT N Kss " X 4 TEAX, | sl xsof s 4F] s g ]

1 W xsaG

x g " xx] x4y o134 Cboilerplater 1 L dd X dS X w1 Ot
109 14 s "I uso S fdd 0 X

YOx4 md X~ sy 4w Isxos
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File Objects Enumeration

X APr-1 Ifilebhjeetgt - w X p_ ALl A~ 4 1XX" (T afdiSys Lfile object hooking | - 4 1 X
r 17 x41 fild objectst © «~ « § 1 x T 1% + 4*1 xHandkessTt 1 S 4 . . _ XU
stt L F o+s ¥ 4ZwQuerySysteminformation 1 < « 7 X X GetAllHandles s 4 « <74 xs.

~>

fik object« ~ T « X154 4 ¥ X ki X, +_1*1 X Randles

threadrf s « v 4 s D7 v X 4 {l.xL 9 x5 » x whided: 4 _ «S.vsp X1 xBe { X7« |4
S «r.” [Hiledbjectsr 1~ % 4% X X8« {5l > { sSPILF L . O K] X7
d _ t 4 x A aim@™ "1 1<% hook: x 1

FYD «s” “d 4 « lhandlesstt 1 e 4~ X % ™or @ v X854 PN xS

Khandlet® 1 ¥ 1«1 +4H~s@
fley x « X5« 4 { ¥ xs@
afd.sys * 1 1 + devicar 1 1 file objectit + + S @

Cs oAl *s 1 x s hSThHOER: 44 WV X AR T L F ex T L KX
InteblockedExchange64 4 « « 8" X o4 p 1 4% S
FiteObject>DeviceObject = thisFakeDeviceObjectyx -l 1 k¥ ¢

VOID HookProvider :: Hook(PFILE_OBJECT FileObject )

/I Replace the device object pointer.
InterlockedExchange64 (&FileObject ->DeviceObject , this - >FakeDeviceObject );

driverit s | ] «afde ~ xxs § x } ..4xs_+ 4 xdévice object x this->FakeDeviceObject

®” {d XI5 4 x%{s%{ «  xx abject
1 xdévice object ~ 1 - 1

s % { _ _xI” 10bCreateObject : 1 L "Sode<Sa ” X1 X3 LR 2 4 L Xwx] . x 44 U

~ v

rd L 1 ~ i {Z.ddiver objecttdevice object x 4 1 U
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b A T 4 tafdsye | r A1 ] d s A X Xisea 40 XX ]

VOID HookProvider :: PopulateFakeObjects ()

/I Fill fake driver with original afd driver detalils.
memcpy(his - >FakeDriverObject , afdDevice ->DriverObject |,
TOTAL_DRIVEROBJ_SIZE);

/I Fill fake device with original afd device details.
memcpy(his - >FakeDeviceObject , afdDevice, TOTAL_DEVICEOBJ_SIZE);

/I Set both fake object pointers.
this - >FakeDeviceObject ->DriverObject = this ->FakeDriverObject ;
this - >FakeDriverObject ->DeviceObject = this ->FakeDeviceObject ;

/I Save the fake device object.
this - >AfdUtils - >FakeAfdDeviceObject = this ->FakeDeviceObject ;

/I Re -direct each major function to us.
for (int i= 0;i<IRP_MJ_MAXIMUM_FUNCTION + 1; i++)
{
this ->AfdUtils - >OriginalAfdMJ [i]=  this ->FakeDriverObject -
>MajorFunction [i];
this - >FakeDriverObject ->MajorFunction [i]= this ->MJWrapper,
}

P T I AFDS A ek h LS XL SsEls o0 S X T X Xu qs] s X

@ A

this - >FakeDriverObject - >DeviceObject this - >FakeDeviceObject ;

this - >FakeDeviceObject - >DriverObject this - >FakeDriverObject ;

T d 49Y s o 4% 4 44994 Rds k4 {ixixs X L vs DX, x s

® s 9 xfevicat 1« AKX AKSX $4.1 s

b XL B X L] B Xeox ss o 44X fevicat Lo ] ¢ I/OIManagert - {1ss. 1 _ s
XA ¢ X4 Ao 5%« IRBE -

Py X xio, afd> 0 v 1 1 ~ dispatch routinewr _+ 4 41 s ~ Tomt, - ~ L § L

Vv oA a

@7 F ]« TpXISKN] L] X

LTt IRP. _ ~ 4 1@"*d d & X ¥ { {driverObjectt s | « xs¢ 54 4. _ s

~

X 4 LT s (sUOx] o (X 8§ . xMajorFunctions » < "ss1op dolx s <5{ 4 L |
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s {. «IREMFDEVICE CONTROL: 1% « X5 < [5Y x 4@y $ _« x5  _ *
I M, 8 s ]

v

AR s S MINGappeD S 1 . S TX Sse ol LR X ] .

LTS 4 X PQIIXTof h s AFDE . 4 ¥Ss.x S b fss_ X hox % x|
s 4 _Addyd#A ctlafdm: x LS4 4T LTSS W X X

LT, 43S L <o dsi. 1 7L BISPATCH_ROUTINEXS { . « ¥ M3Wrapper 1

s 1 fusermodes " ] x{is X ¢4 o 54 wEsse < *x |RRt Dedice objeat RP
x "®, « Hx feviceobject s 4 x4t _ <« AsL . 1+ %device objecit *

s .8 x2*s x.|REMJ_DEVICE_CONTROURRt MajorFunctiont s | . _ « I

X "yoow 44X TXss iox o § Xps . X 'NtDeviceloControlFile 4 « « 8" <X { .«

1 x kI/Q: X oLoX oy >ﬁ' X< i,,,$~ oo X lLISEI‘;_mOdG‘ff: X "OIXXT X § o«

HandleAfdCa#l 1 « « " ¥RB®: ~~ {1 *IRE_MJ DEVICE_CONTROL 7] +ss . Xsslx{ _x
Y, IOGTL H fux <L X1l xq

NTSTATUSAFDHandler:: HandleAfdCall (PDEVICE_OBJECDeviceObject , PIRP Irp )

{
PIO_STACK_LOCATION irpStackLocation =
loGetCurrentlrpStackLocation (lrp );

/I Read the IOCTL.
ULONG ioctl = irpStackLocation -
>Parameters . DeviceloControl . loControlCode ;

switch  (ioctl)

{

case IOCTL_AFD_BIND:
KnitPrint  ("got IOCTL_AFD_BIND\ n");
break ;

case IOCTL_AFD_SELECT:
KnitPrint  ("got IOCTL_AFD_SELECTn");
break ;

case IOCTL_AFD_ACCEPT:
KnitPrint  ("got IOCTL_AFD_ACCEPYN");
this - >HandleAfdAccept (Irp );
break ;

case IOCTL_AFD_RECV:
KnitPrint  ("got IOCTL_AFD_RECWnN");
break ;
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/I get the afd original function.
auto originalFunction = this - >AFDUltils -

>QOriginalAfdMJ  [irpStackLocation - >MajorFunction J;

/I return the afd function status.
NTSTATUS checkStatus = originalFunction( DeviceObject
KnitPrint  ("status: 0x%x \ n", checkStatus);

LY EEs O o Do bl st < JOCTEE 4 ~ <IRBTS:_ « 184« « %249
®Recv, Accept, Bird

this - >AFDUtils - >OriginalAfdMJ [irpStackLocation - >MajorFunction

o] X" d s, P xs ] JAFDL - 4 . XS d sW T KXY sx %

A v o~ v

S 4 v oA XTI LEX B 4% . IS X x % s Dox X 3 ] s xhoke

1 X « , B 8" X X4 S0 sisd  TI5 Os

SLTOCTS S 45!  E " x L TS0 *wx ] o fd A X MTM X 7 soof X"

X@ 1L K Is TAFDS « o X w4 18X A o X X ISt o8, 4 O XX

w

C:%\Usersiball\Desktop>python -m http.server 1.

Serving HTTP on :: port 12345 (http://[::]:1

v Tkaits 8 x X 4 4l $L 7

\Windows\system3

SERVICE_NAME: knit
TYPE 1 KERNEL_DRIVER
4  RUNNING
STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)

2_EXIT CODE
E_EXIT_CODE
KPOINT
WALT HINT
PID
FLAGS
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o X B 41 wpxs afd Lfileobjectst L 1 o~ x sy X 44 1S

afir . 4 YIS, X% XS %P, X 4 {4 lyndbgt < x | X7

[KNIT] DriverEntry -»> Driver Loaded
[KNIT] AFDHandler::HandleAfdCall -> IOCTL = @x12824
[KNIT] AFDHandler::HandleAfdCall -> Original status = @xc@80e8es

INVALID_HANDLUE " x S<{. *

. X 11 .5 0xco000008 L -I®CTL Ox12024 &« . .~ € 1xs _ xd4d s s

sucess O - x4 s L Lx o« 0]

« xsx {1 |OCTL_AFD_SELEGT* ss ¢ s|OCT#t _ S+~ 1" . 1"dx %"
Yo wv xsse_Lothdif T % 0 4 410 % b7 X SPATUS_INVALID_HANDLE

B!y 2LISNI A2y 6l a FGGSYLIWISR 2sys BR YVSTUKAY3
INVALID_HANDLE« 1 _

S # f W Bpectrer _report -~ 1 .SS L"S 4 S4_ S 4 *ps¥Yq{ ss TFx s 4 s 07

LAXX Bl xsx " % { IAFDSys * 1 $. 1 X ™ _Sia{ kXs]six {s8x "
T XA 451 X0 s 8ssy  X@ ¢ 1 <" Tile ebject hookingt ‘1 4 .- 17 <L

NSRS 3 R I BN | SR RV
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Iyt afd.sys «x " 1 -1,
alsys 4 - XSoA ST w1 s % x . preakpoint windbgt X 7 ]

/I get the afd function.
Auto originalFunction = this - >AFDUtils - >OriginalAfdMJ [irpStackLocation
>MajorFunction 1;

/I call the afd function and retrieve the status.
NTSTATUS checkStatus = originalFunction( DeviceObject , Irp );

1 1s].xx" sss¢, « xss s, (DA windbg™ % | "ret-dync” 4 ¥y x| X I s

~ > ~

pseudocode - X «poiK o~ ¥ F 0 | so] DA - Y . s . ¥ xsi{windbgts . .~ _

Fr® x o

~ . JRDB, # L “afdd s 1. <« X xs [ Istepintos _ bfeakpointt s | 1.¥1 +

18 xc afdDispatchDeviceConrolr 4 < A4 X « "1XX v, |

usebmodear s . 1 YNtDeviceloControlFile s « 4w k*t [ 14~ ~ Bfd 15 1.7 x s

CYOB X T, AV TS 87X G flgwst 4 o T X L3

controlCodelndex = (  CurrentStackLocation ->Parameters . Read ByteOffset . LowPart
>> 2) & Ox3FF

if (controlCodelndex < 0x49
&& AfdloctiTable [controlCodelndex] == CurrentStackLocation -
>Parameters . Read ByteOffset . LowPart
&& ( CurrentStackLocation - >MinorFunction = CurrentStackLocation -
>Parameters . Read ByteOffset . LowPart >> 2,
(handlerFunction = AfdirpCallDispatch  [controlCodelndex]) != 0))
{

return  ((__int64 (__fastcall *)(IRP *, struct _1O_STACK_LOCATION
*))handlerFunction)( Irp , CurrentStackLocation );

L * J YI3AT pseudoecodes ¢

controlCodelndex
controlCodelndex AfdIrpCallDispatch
Y handlerFunctidn

handlerFunction = AfdIrpCallDispatch  [controlCodelndex]

| C5!' @ty ATFAY3 bSGs2N] CNRBY ¢KS YSNYySt
6o DPSATAG] 2 KAALISNIDO2 DA
H H H/CH » ~ My ™Mx 1 L Y



http://www.digitalwhisper.co.il/
https://github.com/bootleg/ret-sync

Y AfdIrpCallDispatch >

.rdata: 00800801C00LF6AR AfdIrpCallDispatch AfdBind

.rdata: 00800801C001F6AS AfdConnect
.rdata:00000001C001F6EQ AfdStartListen
.rdata: 00800801C001F6BE AfdWaitForListen
.rdata:0@0e0ee1CedlFece AfdAccept
.rdata:02000801C001F6CE AfdReceive
.rdata:08080801Ce01FeDe AfdReceiveDatagram

.rdata:08080801Ce01FeDs AfdSend

.rdata: 00800801C001FGED AfdSendDatagram

.rdata:08080801C001F6ES AfdPoll

.rdata:00800801C001lFcFO AfdDispatchImmediatelrp

.rdata:00080801C001F6F8 AfdGetAddress
AfdDispatchImmediatelrp

+ » wuSermode-s L X 1 LIQCTLs- 4 , . X _ x 1 _ controlcod€lndlex ,~.x sx o |

s{s (L _IOCTES 14”0 JOGTk ~ XX x X 11 s 14..

> ~

1 . {poling " " x AfdPOl)S~ 1.s( x * | AFD_SEEECT « " x s x

>

AfdPoll64 s 4 « « " X L~ o4«

> ~

stusermodat X 7 YASRS « L. % 1 xY {7 4x{4{"bfdpoll6dT x * xY]Is. dallstacks

ald.sys. -~ 1 | 1 kernelmodat . ~winsockAPI

# Child-5P RetAddr Call Site

80 ffffepdf @341b730 ff{{f202°382dcSfb afd!AfdPoll64+8x6

81 ffffeasf 0841b74e ffffse2" 382dcosd afd!Afdroll+exzb

82 ffffeeBf 084106770 Ff{f802" 4ebc1977 afd!AfdDispatchDeviceControl+x7d
83 ffffecsf es41b7ae Fffffee2" 32e4a295 KNIT!HookProvider: :MJWrapper+@xa7 [E:\Code\VStudio\KNIT\KNIT\HookProvider\hookProvider.cpp @ 135]
B4 fffferdf 9341b7fe {802 3323268¢C nt!IofCallDriver+8x55

85 ffffe6Bf @841b33e fffffa02 33232253 nt!IopSynchronousServiceTail+@x34c
86 ffffeqdf @341bsde {8627 33231536 nt! TopXxxControlFile+Bxd@a

@7 ffffessf @341baze fffff2e2 33812985 nt!NtDeviceIoControlFile+8x56

B8 ffffecdf 0841bate @e@e7ffa3 2018d5d4 nt!KiSystemServiceCopyEnd+8x25

89 00002817 06122338 BAEATFFE 25ddflab ntdll!NtDeviceIoControlFile+@x14
Ba GGOA0RA1 0812340 AOBETITE 2857167 mswsock ! WSPSelect+8x52h

Bb B99@EER1" @6le24f@ BOEOTITE Af54289a W52_32!select+8x137

Bc 09906001° @@le25de @o@Ralaf 0oeBARE1 select!PyInit_select+@x189%a
Bd @ee88881 B81e25d3 @eBealaf 1d6c33oe 8xeeeealaf eeeesaal

Be B2006R01° A81e25:0 BOEAAAER" ABABAROL 8x0eeealaf 1d6c93oe

Bf 60000201 08122523 AOCEAGER" DAGBAGER ax1

NtDeviceloControlFie - ~ ~ x x  Ws2 32.dlL _select * 44 « « 7 X7 X {7, 041"

X %X 44 YR« . T JX afd®ys L AFD_IOCTL_ACCEPT « SIRP- 1 * s 4 X _ -«

~

afid " s L SL XX % X

A ~ ~
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X7 40T xos ot ox o ] AfdPoll64 L static analysis . %%
SYATUS_INVALID_HANDLE

v24 = *((_QWORD *)v20 +  2);
if (*(PDEVICE_OBJECT *)(v24 + 8)!= AfdDeviceObject )
{
ObfDereferenceObject ((PVOID)v24);
LODWORD(v6) =0xC0000008;, // STATUS_INVALID_HANDLE
goto LABEL_S8S;

V245 S T 4 sl L sIAD. w0 xs os{ L X 1 1, xe6 X« 4 T 7y dlabel
K s 814X "H FT p 48 | y20% S

v20

v20 = ( char *) DeferredContext + OxBS;

A ARTE IR S N B s S

RequestorMode = Irp - >RequestorMode;
v23 =*( void *)p_Flags;
Object = 0;
LODWORD(v6) =ObReferenceObjectByHandle (
v23,
(unsigned __int8)HIBYTE(*(_WORD *)(v100 + 24)) >> 6,

(POBJECT_TYPH)FileObjectType
RequestorMode,
&0Object ,
0);
*((_QWORD *)v20 + 2)= Object ; /I Here

S+ 4,85 XS JObjects " _ Obfects " 1 Isel XW20+2 S € T op]q aSX .
e o TE v~ X A, s L X1 Xq X x D QbReferenceObjectByHandted < <« 7 Xy

dandleLTtd 4 X1 _« 4 4 >%x X |s

WO v 15 -~ Asfile ¥ 01 4 4% R0+ . IX o |

MV23 L _ S :s” ""11.34{Mandled ~ ] s X s Sss{ . f X7 xs_ .S ., s

~ ~

fikObjectHandle
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p_Flags

S . X's S 4 X ¢ o« A L

p_Flags = & Masterlrp ->Flags ;

fldgss | L 4% XL |

N

Y« s x y o xuhion_ 1RRAE 1 x X

struct _IRP
r

1
SHORT Type;
USHORT Size;
USHORT AllocationProcessorhumber;
USHORT Reserved;
struct MDL* MdlAddress;
ULONG Flags;
union
{
struct IRP* MasterIrp;
LONG IrpCount;
VOID* SystemBuffer;
} AssociatedIrp;

L1 Magterlrp 10 X _ v A% X < X gL xx 4 0L 3s €4 kx5 |DA

~

Le S «s 7 "] SystemBuffes 1 S XJd 4 s 4 T{IX 4 Y KT osToq{ll X

~ o~ >

pdsystemBuffem p_Flags

®hgose union field ~ 1 IIDAtx s . o | [

¥ Choose union field O X

Line 3 of 3

Search

PVOIBX IRP pointery S " @ _ _Ltypert @ «+ ¥ 7 7

YLK KW S 4 xse sis, x x| ]

p_systemBuffer = (ULONG *)(systemBuffer +

| C5! @ty AFTTAY 3 52N] CNBY ¢KS YSNYySt
G666 D5 A A0 KA&LISNIDO2 DA ¢

HP H/CH » ~ My ™Mx 1 L Y



http://www.digitalwhisper.co.il/

B Technologic

.+ 16111 HWp>>SystemBuffer + . - * x . | sp_systemBuffer - ,x.s_ x | |
ObReferenceObjectByHandle- . s~ 4~ « 1L » x ¢ 17
HANDLE ¥ x  v23 x x> s { . " x |, % X = X

v23 = *p_systemBuffer

L- ~ * handle- s + systémBuffer + 0x10 DX x 1 ]s pxonox FAT X
ObReferenceObjectByHandle

handle-* _ _ "IOCTL_AFD_SELECT . afd-_, +,4s = x _ __'s

Coxoux o filg object-sx st <X 4y irp-xSysternBuffer 4 x -ox L xox
v24

®20+2 =object _ _ s $ + 1.1

ObReferenceObjectByHandle - _ ! sx«< 1. «ss« . * | file objectt - x chjectit .2
VB = V2049 | Sisx T g ]l s

v24 =v20 + 2 = object Y4

Y 4 LX) "XST’x"f..\. X X :,.. \_S~ s{vI4.L ~s Lo S, 81 +S . X N

v24 = *((_QWORD *v20+ 2); // = File Object
if (*(PDEVICE_OBJECT *)(v24 + 8)!= AfdDeviceObject )
{
ObfDereferenceObject ((PVOID)v24);

LODWORD(v6) =0xC0000008,
goto LABEL_8S;

}

AdelDeviceObjeat _w24+8L _ Y« * x { 7] 4 Xss. x x s's

DX x5 X afdsyss T X .o 4§ ¥ *s<"Liy . x AfdDeviceObject " : _ _db

~ v

afdd 1 -~ x device objecit . _
-« _ybdffset- *s « .5 Structit L | -+, VFILE_OBJECY * xw4 10 41 *I "x1{{@-

fie objectx * x 4 d *xdeviceobjecr . 1 * . _ s

~

struct FILE OBJECT
I
L

SHORT Type;

SHORT Size;
struct DEVICE OBJECT* DeviceObject;
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fileObject>DeviceObject! *x + ¥ w24+8 x .5 x @I
. 1 xdévicesobjectr | 1 * . 1 <19 s” file objectt hookx " | AL X 4 ILX X ¥ (@
SPATUS_INVALID_HANDLDE« * ®xx{ s 4 x X ®xH' | s

IRRL + X ~L¥1* file‘objectt Jhook: X _ ¢ 4 X", 1" L oL x 82 fax4d . X

« x § _device objeck ¢ file objectt (hook*x " 4 L  ¥1¥¥ . afd®r x «x *{ d¥ s

aftle S« 41 FX pE L 4 x K] sssqs 4 XL

1'% .~ x _ _file objectt device objecits s I | _* 48 ] s XXy {47 x . I s
L1~ x deviceobject . 1S4 {a&d LSvv 4 A wsd X VTl LS 4 TFTXS S
X " 1 dévicesobjecit 1 X vy $ SR -~ = 814 afdl

/' Unhook the fileObject - got hooked by our hookLoop.
referencedAfdFobject - >DeviceObject = AFDULtils :: OriginalAfdDeviceObject

/I Call the afd function and retrieve the status.

NTSTATUS checkStatus = originalFunction( DeviceObject , Irp );

/l're  -hook it.
referencedAfdFobject - >DeviceObject = AFDUtils :: FakeAfdDeviceObject ;

s X4 ¥ oS, k4L %" NIOGTL_AFD _SELECT* S « .54 4 & kXsx § .,"x {3_ ] |

afdr S US4 ¥y s STRTUS _PENDING | ¥ 0x103, X 1414 L % & TI7ES x o _ X

UL 1o xS T X B D& X o GIT 4 TTA 4w 1N AP v T e X
ESTATUS_SUCCHESS) ‘ircaming socket 1 _ Y ~pé&nding

b1 HAOCTISTE « B¢ . he 15 ISL1S. s | 4 ¥ S, x X4 " sqxs™s, { o5 « |
SYE ] x,sl v~sqj) 1 X XA .|.|'|y‘<s‘xvss” . . s,,~'| _—

SPATUS_PENDING x sx { 1 xskelectt S «~ 1 % vp§thort @ -~ _ @

14 ww ™% (8 340l »~ 1% X 4 _ | x 4STATUS_SUCCESSH ~ _ s ¥ . @

P W e s afdm IRPsHT L oows2_32.dIFTr x & ISS « . xadeépt

three-way . « X . Jiev _ ¥ XTI ¥ ].sx * {11 s | T7OCTL_AFD_WAIT _FOR_LISTEN
ES®ABLISHED x.sx *handshake

1 « ¥ fike descriptort  ‘usermoden ~ 1 ‘aftl § "®J1"«sx : s *TWOCTL_AFD_ACCEPT®

¢ ST O TR Rl 1 S P U L B
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T X 4w x Loy Frdey s 4 L w2 X S ST s x L s X @
dOCTL_AFD_RECVafdm s | 1:¥~_€¢ss. 4 ., 'S

IOCTL_AFD_RECV 1

» SGET | w T Ted o 42X s xSt oo x T A U pa X s bos U ox X
IQCTL_AFD_RECWV* ” « 't x « windbgt - x ‘Ns s | §s : CURE ~» ¢  *

[KNIT] AFDHandler::HandleAfdCall IOCTL_AFD_SELECT

[KNIT] AFDHandler::HandleAfdCall Original status = @xB8B808163

[KNIT] AFDHandler::HandleAfdCall Got IOCTL_AFD WAIT FOR_LISTEN
[KNIT] AFDHandler::HandleAfdCall Original status = @x@800BBLE

[KNIT] AFDHandler::HandleAfdCall Got IOCTL AFD ACCEPT

[KNIT] AFDHandler::HandleAfdCall Original status = @xB00ORELO
[KNIT] AFDHandler::HandleAfdCall IOCTL _AFD SELECT
[KNIT] AFDHandler::HandleAfdCall Original status = @x@0800103
[KNIT] AFDHandler::HandleAfdCall IOCTL_AFD SELECT
[KNIT] AFDHandler::HandleAfdCall Original status = 8xB8808183

SOSGER T | ek A TE X T T oS LT s T X s sl KT

. « XIOCTL_AFD _WAIT FOR LISTEN = 1. xaccept : 1 1+ «Sx{4xs X
|O@TL_AFD_ACCPET

PIOCTHE &« 4« X" 10°ES s I, 5 1dfdg~ ¢ 191 kK4 d@CTiE 17 3x » x
¢OCTL_AFD_RECM 1 _ s

=

sTL F o« xxosx s O ] IOCTL », , . % ™ hookit _s * + X {ss, X« S ,ZX « |
winsocki © « «L X s, P I o oXpie x o sxfile object x - ¢ v {1+~ » ROCTL
BPI

APIMONT s ~ 4 « 1

s T, 9% 0 APE x « 4 4 % | «{ & XAPMmon

S ¢ ¥ s 4 <kerhel32.dll, ntdildil, ws2_32.cl Lk JDEL D X 4 v SR ¥4y Fux XS
@ K 135w, 1336 4 XX APB.

D LT LN S o, TSR X T L L TssIXx L W% eas { APInonnt _ ¢ "

~ ~ v ~ ~ ~

IO@TL_AFD REEV+ 1t h X" " w8 X 1+

vvvvv
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BT echnoloqgic o

accept,’ X 4« & T gk d o X d | X S X G TR PES L TIsT f sy x| X

af.sys « » %X 1 sl sy ls recv, select

wsB 32.dIH I 47 x 7 Jxx, Ixy x4 T(s” xx Jedept, recy - X 4 o W7 x s

x ntdll.dll v _ native © x 4« < Txx xx oxlox ST XXy Ay 5 L ASX T q
dMtDeviceloControlFile
~@ 1 ARPE 4 4 ¥ x _ NtReviceloControlFile 1 « « 7 § | s
X oreevit's « 1 .~ WY YiX thoyx Xs sxs s 1 controlcoder ¥ *  RE | x ¥
I@CTL_AFD_RECVcontrol coder  afd.syst IRP- 4 *~ > _

e X W sX s D, s ks X s 49 X" "gpythonit ¢ ~ _ monitor | < * "

s¥lect: 11«7 x

0.4999498

STATUS_PENDING 0.0000695

0.5031396

0.6000512

0.5036767

Windbgim 4 XX X 4 4 s ks § 80, ] 8 o x fs16X

[KNIT] AFDHandler::HandleAfdCall -> Original status = 8x08808103
[KNIT] AFDHandler::HandleAfdCall -> IOCTL AFD SELECT
[KNIT] AFDHandler::HandleAfdCall -> Original status = 8x888068183
[KNIT] AFDHandler::HandleAfdCall -> IOCTL_AFD SELECT

[KNIT] AFDHandler::HandleAfdCall -»> Original status = 8x88868183
[KNIT] AFDHandler::HandleAfdCall -> IOCTL AFD SELECT
[KNIT] AFDHandler::HandleAfdCall -»> Original status = 8x@88868163
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9.0000091

0.0000026

IQCTL_AFD_ACCEPNtDeviceloControlFifes « { ~ « s = xx"ip X 4 4 ., | s

APMon*m 1 «xx".Trécwt ¥

STATUS_SUCCESS 0.0000125

P, ¥xe” 1870ux (J@CTL_AFD_RECWNtDeviceloControlFifes « 4 ~ « sx 4 ¢ x X & X X
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0.0000291

_accapts 1« « 7 ¥, &, NtDeviceloControlFile + 1 ~ * X sl .~ s{®xp "
YA s« r8vs 4 « 7 x s

Oos168- x s0' ¥ « 1 % {kileHandl&€ 0™ x _ -~ 4 s .| .sa¥cept » x *
o280 ~ X s « .. B 4. AV .~ x X

P X "xT v Yrédev: 4 accept ~ 1 X% {1 “fike objectshrt . - - _F |

1~ fileohjectt L ~ 5 4 L ¥ X {X U7 L. 5%« .5 Cteck: «~ u * accept: -

K., .s$%_ ©- 2xfilegbjectt 1+ 1 %7 ] 7w lIsx,xxg s | xx7 (4

L By Y

P4 ¢

s T xp Jadiepts 1 « 8 X { XSO XN, GX ] o XD xslos

[Eoica Afd\Endpointy " 1 ~+1 UNICODE_STRINGL X 13 % «m 1 @

file objectt *x {dhandles -~ {1 ¢_1 !fife object: -~ . NtCreateFiletmts « 14X~ 1 @&

aftl.sys L devicat L ~ 1 * J 11 s

“@ file objectt handlet + = 1 1OGTL_AFD ACCEPT 1 U3} 1@

v x sxo 4 g xX7, T JO@TL_AFD_RECVNtDeviceloControlFifles 7 x . ST« ., @& X
1! 1Y . _ _ .~ «xI"7file objectt handlgt - L + £ _hanélet

s Hrecve _s - {1 -filedobjectt ~ « * * Qacceptt S ~ 1 4" 4O s Sk 7
hook: « o xS {8 X < OFip"da fmd!wx « « X 5. s s .7 Oxfile objectt + 1 _ _ ¢ _

s HsiZi 48l v s 0 1 4 S{ise file®bjectt hook © X < 4 cridTSToSX AS % R
® 4 XS x Dos v fss 48 xs{. X« f&@e"condition T ~ X fusx] A
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Spawn Campingt * ~» * | S
FIRP

TAsL_ A F % 15* filedbject! x

LS~ 48 dd{éaceepms « { » X x ]

hdokit © x * « x * { 4 JOCTL_AFD_ACCEPT

22 LsX4, 1+ » Nt€reateFile 4 .

« & { 1l dfile object ~ « x F I sx K] xS
Flos Ty bl

¥ 2 x "®fs L« YIQCTL_AFD_ACCRETNtDeviceloControlFile s « 1 - 4

Y dx7s 1 x 5.9 NiDeviceloControlFilé ~ ¥ 7 » X 4 4 4ikds 1 ¥

~

r@ 1" -BX - IputBufferLengthe inputBufferd Y4 4 si% 4s 1 _ 4, s

PYd < Xesd T ohxst Kk ss o nputBufferd x L : APmon: - SO X @

0x0: 00 00 00 00 01 00 OO 00 80 02 00 OO 00 OO 00 00

liMeendiamm ~ 4 > *x 1 « X < [

0000000100000000 | 0000000000000280

~ HXX 41 X1 filesobjectt . _FileHandleg s ¢ X1 *

N SN ,,H”ym
STt ~x " _+ { .npBtBuffemrt .« x . KICTL_AFD ACCERT x _ isiSx | ] xs">3] |
I Aile sbjectt ~ « x "Y_.s% S fL | I®1file objectt L hook, . * . x .fileHahdte
Par & € DY X rdo® 44 TR TR, T 47
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Extraction Of The RECV File Object

STt - ~ L 1 4 % (IRRY | x ‘<X,  SystemBuffer s | _1s3x  xp < $ 417 x| s

Y 1 +84 s 1 NtDeviceloControlFi ~- *  XIrfputBuffer

SystemBuffer.IRP_MJ DEVICE CONTROL or IRP_MJ_INTERNAL DEVICE CONTROL

The buffer represents both the input and output buffers that are supplied to DeviceloControl and

loBuildDeviceloControlRequest. Output data overwrites input data.

Iy H L%

Irp - >Associatedlrp . SystemBuffer

y v .S, FlR A s A T A Ed v x A d e ddT X pd AW B sk I ko]
SystemBuffer - * x ¢+ Hdd 4 4%

((ULONG_PTR)yp ->Associatedlrp . SystemBuffer + 0x8);

®C It ddr s dTdAa X% x k HX 4 X ULONG_PTReast™ «_ A
Ox2BO & X = {% 16 , « hdndle ¥ x { S, & x 1K™ X ] xfh, $s { . x "

/I 3. extract the new handle value.
newHandle = *(PHANDLE)((ULONG_PTR)rp - >Associatedlrp . SystemBuffer + 0x8);

x I X gbjecit ‘ ~» {1 ¢ Thandle . * «'L_ | ObReferenceObjectByHandted « « ¥ ¥ ¢ 1
Y@ -handle

xY" | { x @eviceobjectt + _ ! 151 « 11X 4% 1. x Deviee objeat : ~ 1 L 1

Il 4. referenceObjectByHandle to get the actual file object.
ObReferenceObjectByHandle (newHandle, GENERIC_ALL, * loFileObjectType ,
KernelMode, &newAfdFobject, nullptr );

/I'5. hook the new afd object.
newAfdFobject - >DeviceObject = this ->AFDUtils - >FakeAfdDeviceObject ;

x hook: X _ X 1 11 ~Is” {5« [O@L_AFD REEV «+ 1 , X ® Jp"es x | X {ix " |
DTS A s

| C5!'a{ty ATTAYA bSGs2N] CNBY ¢KS YSNYySt
6o DPSATAG] 2 KAALISNIDO2 DA
00 H/CH » ~ My ™Mx 1 L Y



http://www.digitalwhisper.co.il/

Technologic

[KNIT] AFDHandler::HandleAfdCall -> got IOCTL AFD ACCEPT
[KNIT] AFDHandler::HandleAfdCall -» status: @xc@eoeess

INBALID_HANDGE * x> ( * § ¥ i1+, 84 (¥x*"01." «

I 1 {filé@bject>DeviceObject {1 * « ~xs” ~f § $ssC « Gssu |y xs7 | X J px o

oL 4% ase A AXUTTIOXS e fsS o LD WESssY XIsc " Ll f gy { X €

_ o1 fite object

.1 . ds. 1 xfile objectt _~w X s 4 X . <sxi” xHs | | 1 file objectt

acceptd ~» T ., X X X X sl TP 0 4 1 X%« ¥NtBReviceloControlFif¢ fileHandle
LS 4 SXesitl X Xow 1, ~S {5 dcceptt  ~ ¢ W X P Y 2 reewx |
dnvalid handle

FileHandlet - * _SystemBuffeg { x ~ % _ +7] Yfileobjectt~ x sx Jac&@pmrs « 1 ~» « *
P RS N Iy RN I BN SN

vl xxis{ ] sx{s, X, VIZ,_] 1Se 4 4% xx " hookit- 1ss{  *ps{_ IX X" g1 «
- X rp->BystemBuffer+0x8 - * | xfileHandlgt (s _« 4 ! * . ¢ afdr s « . & 4 _*

devicem ., 41 * « ~xsx 7 v % 4 F X xafdgys 1 ~ X deviceobject L | 1 *7« Is+X s _
L@ sS4 1T %) s x{objéct
*m ~» > x1 1 «FieHandle {1 ~ . * xI 10-fike objectgt {1 " _¥ *x « ] 4 1. Zx 1 |

afd@ccept 1 1 « & ¥ 1 ¢ &fd. _device object x | 1 SpstenBuffer

_thandlet _x " {IDA% afd.sys «x " 1 O@TL_AFD_SEL&CT Sss{ ™| (i1 "l x
r®+ « _ Rapdlgt -« x %ys sy {7 xs {0V GystemBuffet - <! Mafd

s xs| ksi{*shandlet 1 AfdL % © Xp 4.4 %7117 nputBuffert ¢ S 4 < Lo x

~

x "l 81 x . afd. 1 1 deviceobject . _ 1 * Ifile objectt _

s «v.xfgystemBuffert _handlgt @ «« x lafgd I * + ! 14«4 1 hook: x _ 1k 7

rect - - x| 1 EF U As{ s 1 Z1device object
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aEa Technologic o

IYB « mdiddsiLos s

handlest 1 "x_J x [QETH._AFD_ACCEPTIRR. s . 1 @

systemBuffert | x . *  xNewHandlet - - 1 ~@
KDH - A X 07X 7 4 x @evicgt L« 4 X 4 _1fdeobjectt | 41X 4 x¥@ _
{1 _ filé dbjeatt~ . + _3 filesobjectt 4 1 x . 4 InputBuffert _handlat | ~ 1 x " & _
Dok -~ * | Y -~ GARD,

NewHandlet 1 x ~ 1 -AFBLIRRE - ~ * @&

| C5!'a{ty ATTAYA bSGs2N] CNBY ¢KS YSNYySt
66 ®PS5AIAGEE2KAALISNIO2 DA
op H/CH » ~ My ™Mx 1 L Y



http://www.digitalwhisper.co.il/

EEEEEENRT echnologic .

InputBufferrt 1 x " A

~

handlgt x 1 ~ s« 41 | 1 InputBufferc - * x © d d _SYI¥MX "InputBuffent 4 x 714, I.s
hoask+ x ., *+ o afd . file object: v _+sxxs”, 711 { 1.4*sl s{@® ffile abjeatt 1 {1 s

haokx 8 _ % 1 X SX¥ o . QS0 | Xy Isxxx”” xs ¢ fl ], xpiu 4 7 s

>

fie objectt - - 1 . A

UNICODE_STRING afdDeviceName;
RtlinitUnicodeString (&afdDeviceName, L "\\ Device \\ Afd\ \ Endpoint" );

IO_STATUS_BLOCK stam={ 0 },

OBJECT_ATTRIBUTES afdAttributes;
InitializeObjectAttributes (&afdAttributes, &afdDeviceName, OBJ_KERNEL_HANDLE,
NULL, NULL);

/I Open a handle to the AFD device.
ZwCreateFile (FileHandle , STANDARD_RIGHTS_ALL, &afdAttributes, &stam,

NULL, FILE_ATTRIBUTE_NORMAL, FILE_SHARE_READ | FILE_SHARE_WRITE |
SYNCHRONIZE,

/I Get a pointer to the AFD device using the handle.
ObReferenceObjectByHandle (* FileHandle , 0, * loFileObjectType , KernelMode,
(PVOID*) FileObject , NULL);

| 7 «eshobkx 41X _ L 4x"%7 file gbjectt ¢ « & | X ¥+ " 4 _ X "hookit 1 . L X | *

<

IOCTL_AFD _RECY _ X ¥ 1 "i+__{dystemBuffert 4 x handlgt @ ~4 L 1 x < s

/I Get the address of systemBuffer + 0x8
auto systemBufferHandlePtr = (HANDLE*)((ULONG_PTR) Irp -
>Associatedlrp . SystemBuffer + 0x8);

/I Replace what's inside with the legit afd object handle.
*systemBufferHandlePtr = this ->AFDUtils - >LegitAfdFileObjectHandle
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Technologic

I ~x _sI” o SystemBuffert 4 ~ s x ¥ XL {xx"{ ]

ANDLE* systemBufferHandlePtr = (HANDLE*)({(ULONG_PTR)Irp->AssociatedIrp.SystemBuffer + @x8);
*systemBufferHandlePtr = ->AFDUtils->LegitAfdFileObjectHandle;

Type
& (HANDLE")((ULONG_PTR)Irp- tedlrp.SystemB

AFDULtils-> LegitAfdFileObjectHandle

L

O®78- - x " | Randlgt -~ 1 $ystemBuffert s . | _LX » , & ZL T487s

s oL Tusds® K1 x4 Xy 4 1 xfiles objectt handlgt < X« . X 1]

>

ORifffffff800025a4)
Y . -l *

HANDLE* systemBufferHandlePtr = (HANDLE*)((ULONG_PTR)Irp->AssociatedIrp.SystemBuffer + ©x8);
*systemBufferHandlePtr = ->AFDUtils->LegitAfdFileObjectHandle;

8 (HANDLE®)((ULONG_PTR ed|rp.SystemBuffer

this-> AFDUtils-> LegitAfdFileObjectHandle Oxfffffff800025a4

0&ffffffff800025a4) x "x.” .1{handl@t : * 1 . 4 $ystemBufferr @ x <~ i 4 ”

b >, Xy s% x|
IOCTL_AFD_ACCEPTX " ( *x{11s__$« ,5".x,Js{ _ {swindbg*/E5, 1 1 "

[KNIT] AFDHandler:: HandleAfdCall - > status:

RequestorMode

handlgt 4 » = X s xs 4 & 54 x4 JTHL X 4 SsPfys isxiq X (T {4

Ox@7/@ 0" x¥ " 7 {4 "systemBuffert s 1 shandlat ~ {0Xffffff800025a4) * "x.” 14" ~

~

STU © L Ximdéxe * 45 LU o Xe 87 T o s X Gy 47 % 41,0 8 v 1~

.
~ ~ >

usert® processt . _- 1 1 -5 (s¥indéx + xusekmodert ~ - ¥ " s ¥ 4{ | handles

fMhode
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EREET echnologic o
IOCTL_AFD_ACCERT* 1414 « » ASdAccept © 4 11 &« 1% 47 AT~ x € 17

RequestorMode = Irp - >RequestorMode;
v9 = ( unsigned __int8)HIBYTE(*(_ WORD *)(a2 + 24)) >> 6;
MdIAddress =v7 - >MdIAddress ;
Object = 0;
vll = ObReferenceObjectByHandle (MdIAddress, v9,
(POBJECT_TYPH)FileObjectType , RequestorMode, & Object , 0);
v12 =vlli,
if (vlil< 0)
{

AFDETW_TRACEACCEPRT(004, v5, ( unsigned int )vl1, 0, 0);
goto LABEL_40;

}

L - x4 twindbgux_ © x {4 . ®d k 4% "vI.RequestorMode 1 -~ S~ X . A X

afbAccept _assemblyr decompiles _  IDAT @
Pse AL T X S A ST T 9 $yddbronize with: 1 4 v 0% ¥ . 1 @
@ , s decompilgt = x L H*Jd xsos

sY, x isx <, L4 *@

RequestorMode = Irp - >RequestorMode;

ingtructionm s + *x « _

mov r9b, [rdi+  40h]

RequestorMod& s _ ' <"49b 1 _{ ~sS__funtimerf ! ¢"+ o {Isx s

Y Xdown S8 x X7 s x x windbgt | ¥ ¥ @
kd>rrob 1
r9b=1 1

s 4 .« % yls "« RaquestorMode ss¢ L * w @ RequestorMode& _+ 4 X X197
ObReferenceObjectByHandle

"Specifies the access mode to use for the access check. It must be either

UserMode or KernelMode. Drivers should always specify UserMode for handles they
receive from user address space."
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s« x IXis@Modes 1 RelquestorMode& _ + 1 user-modet handle + 4 ¢ % d ~» X411~
W Is<¢ s « . UserMode. {1 ~ | s

typedef enum _MODE {
KernelMode = 0,
UserMode = 1,
MaximumMode= 2
} MODE;

x " d g " . X9 dhandlem v ¢« xHandlgt cx 7 4 " d LY Ed s dafd o X L)
s s f  @’handle x ¢ 1+ ¥ * UsérmadeYy x handle - x s , « AFD. S~ H4s7m. « A
STARTUS_INVALID_HANDLH * x _

+ ¥ g usermodes 1 9 4 ¥ 4 {<Tcafd.sys- * 1 1IDAfs: x « % 447 A1~ x ., o s

T XTI B A+ XX 1 IREA X+ X ReguestorMode ! ¥, 1 s]
~ 4+ _ (KebelModer RequestorModesTt 1 -~ S« ¥ X " | (JIREE ~ * X handlat

s, x84 I%s

Irp - >RequestorMode = KernelMode;

dandlgt © «s | 1L 9

U<
-

/I Get the address of systemBuffer + 0x8
auto systemBufferHandlePtr = (PHANDLE)((ULONG_PTR) Irp -
>Associatedlrp . SystemBuffer + 0x8);

/I Replace what's inside with the legit afd object handle.
*systemBufferHandlePtr = this - >AFDUltils - >LegitAfdFileObjectHandle

/I modify the RequestorMode
Irp - >RequestorMode = KernelMode;

[KNIT] AFDHandler:: HandleAfdCall - > status: 0xc000000d

SPATUS_INVALID_PARAMETER: Ti~*3x 4X " | * { «
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FsContext

Y X« xper file object 1 1 ° X« " xs{l. «x5.8 FaBbntedty - ~ "ss!__file object. 9
T A0S T X0 4, A e xos s 9 f { X xx s d)state . X

X@Fr 4 vt JEA s AR S s ] s

S wYXXsp ¢ o scOrEextt 1 ®Pi ) X tontext- x _{ Wi X _° _afd.sysx "X , « _ ¥

CFHsL T L < Bo W o ffdm. © X X x| xs &7 Xafdd { X4 HoIxX s x

r 1 L * listéning, established 1 « * . s1 Xx  ysxdeBtop) '  sAcdip) -~ * « X x 4 1 _

S Lk dl"* 4 sl X b {ReactOS X ¥ E. 18 4 4 XX A4@x L s Sp{{" 4] . ] S
Lo afd r s T X

1 $ystemBufferthandlet  * «+ 1 ¥ 1 1%« JOCTL_AFD_ACCERTX " L *x  4¥3.*]
s afd,syst contexttt ~r1x*<.q 1% 1 ({LE&gitAfdFileObjegty -~ 1 file cbjectt v s {1 s

SEP X ., XX 88 T XX oL,

co 1Y oo Id AB L contextie X x XL 14" kL Xy, T Aile 8bjectit .~ 1831 s

invdlid parameter

FsContext . 1 * 4 ¥ », 1 filecbjectt L - FsContexg s | : «s 7 1% s .7 4>  *

awceptt - « {1 L. . x_ "l 1ffle objectt L _

this - >AFDUtils - >LegitAfdFileObject  ->FsContext = newAfdFobject ->FsContext ;

Py XOXSep 0 T 1A s L GET L T L U B WA e s T 4
STATUS SUCQESS* -5¢ 1 statigt _ IOCTL AFD RECV » « 4QCTISL 1w 4 4 !

v > ~

[KNIT] AFDHandler::ExtractReferencedFobject -> got IOCTL_AFD_SELECT

[KNIT] AFDHandler::HandleAfdCall -> status: 8x163

[KNIT] AFDHandler::ExtractReferencedFobject -> got IOCTL_AFD_WAIT_FOR_LISTEN
[KNIT] AFDHandler::HandleAfdCall -> status: 9x@

[KNIT] AFDHandler::HandleAfdCall -> got IOCTL_AFD_ACCEPT

[KNIT] AFDHandler::HandleAfdCall -> status: 9x@

[KNIT] AFDHandler::HandleAfdCall -> got IOCTL_AFD_GET_SOCK_NAME
[KNIT] AFDHandler::HandleAfdCall -> status: @xe

[KNIT] AFDHandler::HandleAfdCall -> got IOCTL_AFD_RECV

[KNIT] AFDHandler::HandleAfdCall -> status: @xe

[KNIT] AFDHandler::ExtractReferencedFobject -> got IOCTL_AFD_SELECT
[KNIT] AFDHandler::HandleAfdCall -> status: @x103
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https://github.com/reactos/reactos/tree/master/drivers/network/afd

SPATUS_PENDING ¢ WAFDIs @ *x » 1 SELEGT: _ « X « %X { { @ s
STL ~ L X i1» _ STATUS_SUCCESS®-1*sSELEGT GHEISTE _ « 20X X H WS Y@
SBLECT
r AOCTlH - 1 L dccept: 1 1 « « 2 X, | s@B
dOCTL_AFD RECV L *recy: 1 1 « « 2 % ., | s@
X@ SELEGT: ~ 1 % £ 8 X « & 144 , _ s®

L” A% o x* 1 {s s 4 ., «

A

Sk Ay x4 x s L XRECYS Lox, A0t ass X X T X SX {3 < X .
T Y T esks TS a xn F e X X 3T A XS K A s X

STL - X X x|{s” . 9 b IS XX Gk 4 ] ] XSyl He X.SC X, ss L7

S+ 4. ~ Sbufferit L | ¢ 1t XA 1: s 1 xu 41 afibcated, « L + -~ _ buffer

. L sbuffersmafds ~ S . ¥ TS X A X F{d Y 5 AL L X v oo

TR

“ 7 4 INiBeviceloControlFile ~ ¢ 1 ¢ _ IRPd ~J xagfdm* ~» _SHX {45 7s¥z_ |
oD Sw © Tx xos © o NtBeviceloControlFife ~ * | XInputBuffert _« 1 | s 1
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EEEEEENRT echnologic .

A s d X s ORTH AT XX A X s s« InphtBuffent 1 APmonrt L 1 Gk Y7

usermode: * x 11 x| x | X if*]]v xss. , T g T4 xPo ., S

InputBuffer : 0000007fcedbd188 0000000000000001 000001e300000020

STE X X (] E X §5 S 1 g S4X] "xx X {Sp&ctrers L 1 1.5 FC A S 4 X% "Es6 |

P A s .0y, P 4 X afd x| osttuctm s | 4% Swukermode

s Sdstructit LS~ I v s X

x x4 q4id d T4 xsu x4 x  xAFD RECV_INFO" * _ * | Spectre
SYe e XSS ] YT 4 1 T KA S S 4 T . T XS, XS X Kylsesd D ] i . 17 4 X

typedef struct _AFD_RECV_INFORMATION
{
RECV_DATARecvData;
LONG64Reservedl;
DWORD3Reserved?;
DWORD3Reserved3;
HANDLEEventHandle ;
ULONG_PTRddressl;
ULONG_PTRddress2;
ULONG_PTRddress3;
ULONG_PTRddress4;
LONG64DataSize ;
PVOID Unknown
} AFD_RECV_INFORMATION, *PAFD_RECV_INFORMATION;

RECV_DATA~ « ¢ 3% { *..xRecvData s | _DathSizet RecvData - * s «*]x s
LXDe D st o4 3 | x{yxs. xDataSize | _ 5P « B4 _ 4 s {4 x s x

typedef struct _RECV_DATA
{
DWORD3Reservedl;
DWORD3Reserved?;

CHAR*Data;
} RECV_DATA, *PRECV_DATA,

L® x4 %, 54 . { WCHAR*Datas " * - X . 3L s s

~ A ~
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Y] . xsed s x| .4 $IGGTE_AFD RECY * « *@

case IOCTL_AFD_RECV:
KnitPrint  ("got IOCTL_AFD_RECWN");
receivelnformation = (PAFD_RECV_INFORMATION) irpStackLocation
>Parameters . DeviceloControl . Type3inputBuffer ;
break ;

x

et 4 Ny x s Xt X+ 4~ 4 InpwtBuffel® -« + 41 1«

i -| ”I—"\ X

I % XID XX p h XY < % s Lafdid | 4ZIABD_RECV_INFORMATION

Y { ~ XS<{ <S8 LIS ¢ §

>

/I return the afd function status.

NTSTATUS checkStatus = originalFunction( DeviceObject , Irp );
KnitPrint  ("status: 0x%x \ n", checkStatus);

Yoo s XL RE T s @

if (ioctl == IOCTL_AFD_RECV)
{

}

PCHAR receivedData = receivelnformation - >RecvData- >Data;

réceivedData {1 -~ _ $ windbgt « x I * 7

0: kd> dv receivedData
receivedData = Ox0000019a 3108df20 "GET / HTTP/1.1..Host: 192.168.56.164:8000. .User-

TXP e xredd f4 4. S oS w . XXk

sl 4 x &8 {Ixxs™ ¢ I x "4

~ A A ~ v o>

udermodat s 1 « « 4.9 Tx1 4 %A s |

LRSS T XX % 1 as” L ks x L RECH oL X, X xS A4S L

An A v

VX 4 Xy losx o, s Dox L R L 4Y L% S udermode

~ ~
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Asynchronous Traffic Capture

IOCTL_AFD RECM . _ x 7 1 7w A I |k An T8¢ . - S8 4§ o x | fy

N R A

s« . STANUS PENDINGS « ~ X f 1 %7 Jafd 4 : 4SS 4+ S8 X %8 p 4. 4% x

X I X .. L duegdrbage 14 |« 3l

LY s p B xs o x sl A 7 ) e 9nétworking: x oL X DX S e S s 4 s

~~~~~

L X s Xx toss | APhonmt L -~ X e X)) Mdafd Y Is x4 s dd T HX

~

Tl " L ¥ evéntobjectt |t X ss « STATUS_PENDING
kerletmode L msermode " L44* X .1 "~ 1S4 1 X svent

s 1 Je x s 2y sbog «is 4 afd: «s « %X v 1HuSermodert ¢~ | Sp X & %

b s oy sy, T 4, X ¥ Sriggéredy o IXd4 YT events

~ ~ ~

i 474 x X

N

M .~ X5 . STATUS PENDING « X ss [X ., ss_ | ]|{.

N¥WaitForSingleObject

STATUS_SUCCESS

LTtS ~ 4~ «v 1% J1IOGTL_AFD RECV+ s « { .L~, STATUS PENDING* 1. _ s
o ovdfed _sE X 4T _WFox e 1. N1 X 4 I'sblocks | x NtWaitForSingleObject

HOTo NN

-1 @fd ~ _ - évebtm handle- x NtDeviceloControlFii® 1 " ~s1 _ ~ *sip 1 *ux _ 1

~

sl A s s xxi {8t 74 4. | IRRE. ¥» X « SSTATUS_PENDING
11 _ ¥A Managert ¢ -laCompleteRequest 1 « « 7 x ~s§s XX s, | gfd  2Y _

»

®ventt - - signaledr 1 | &:s: x «

~

S8 X PR OO YA IE s S X L B ST T Y T D X s X ] {ys.

~ v

SPATUS_PENDING* - _ ¥ ¥ | 4+ 8 xp 1 _ X
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https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/defining-and-using-an-event-object
https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntwaitforsingleobject

XXX et eex41six 144 _sxSNbtificationy x  « x % L L . seyentit XX L ¢ L

s i dd s ¢ss1 4 ¢ sSynchronization evert . x _H+slis+~ 4@ T 1. 11eVent
Ipx x R

Handling a Pending Request
Y 4s L X efentsm X " d L " oS q fXISTLX X

IfputBuffent 1 x ‘EventHandl& - «1 « 1 ¢

AP - s Cfileobject ¥ 1% %4 . X9 1% __eventobjectt - handlet Y 1 _ 1
evabtms | 17

® 4 s . Jti@it satisfied 0% | * b e (B

1YP « s 4T4x o X

sfre xxs . x 1 1s] AFRD RECV_INFORAMTION>* _ * © _hamdlgs - «+ 1 + ¥ & X
edentHandle

HANDLE eventHandle = Receivelnformation ->EventHandle ;

e¥ent objectsTi + ¥ 1 o $ T QObReferenceObjectByHandled « « ” x: 2L 1 «

| /I Obtain the event object from the passed handle.
ObReferenceObjectByHandle (eventHandle, EVENT_ALL_ACCESS, * ExEventObjectType ,

KernelMode, (PVOID*) &referencedEventObiject, 0);

17 s s o SosvBptLT X 1140 KeWaitForSingleObjegt 1 « <X« L
Ol 4 .~ XL _afds ¢ st _te@X)sludd

/I Wait on the passed object

NTSTATUS waitStatus = KeWaitForSingleObject (referencedEventObject, Executive ,
KernelMode, FALSE, &timeout);

YL _ » S~ ks x dventt T 1s Ix{hufferi® ¢ o« . % XL

if (waitStatus = STATUS_SUCCESS) return ; //failed

KdPrint (( "[+] Successfully waited on a pending request, data is: %s
Receivelnformation - >ArrayBuffer ->Data));
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Yx X i( | ox_In”Xn

[KNIT] AFDHandler:: HandleAfdRecv ->[i] Got STATUS_PENDINBom AFD, waiting...
[KNIT] AFDHandler:: ExtractReferencedFobject ->got IOCTL_AFD_SELECT

[KNIT] AFDHandler:: HandleAfdRecv ->[+] Successfully waited on a pending
request, data is :

GET /timeout HTTP/ 1.1
Host: 192.168.56.104 : 8000
User-Agent: curl/ 8.13.0
Accept: * [*

~ v v e~ v

FAST I/O

X "SpoL " S LSWSFAST Input/Output XY 11X 4 v 144 :7sH Jex s | xyq
>q)v M"I q Zv X X -Hs> .|

Fést 1/Os & ¢ «

P Xy ] vise  HASdADd T S 1 s SR R G X s U s S

T XX kX o xR X x XX Fast /08 X o e Ty Xl A s

IRAB 4~ X4e 15

+ x 5% NtDé&viceloControlFile 1 « « " ¥ s 3 |JOJManager® 4 {1:+x « 7 9 T x4, %
IRP .~ ~ x7d¢ s | Jasbl/OY _ _ ° _ S ids ! x 31 xo

STt 14" sL » 1S3 x " 3 x$FR . X (hTrues ~ 1 ¢ 1 sifaskifor & 4 1 x> x

~

IRP< " { d«¥ .11~ x *Fle Object Hooking
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Rast /G _ _ © _afdd 1 -

NtDeviceloControlFile
1o
Manager

Driver implements
astIoDeviceControl
function?

Check
boolean
result

Yo x 14 x5 <4 X fusermodert s " 1 % o8 ]

fastho © 1 {1 afdm” 4 s . % ¥ /O Managerr IRP: ~» H1."1 §

fasthort - 1 1 - « ~ ¥3/Q Managert ¢

FA el XA S S e Ss D TS {4 LY s oaf
Tdue -~ 1 lhputBuffent 1 x © % 1 ‘s 4 afd 2 _ 14

_ 1IRPr x YO Managert ¥False- 1 &« ¥fastl/Od ~ 8 _ « % sy 4 0 | x| "afdy + 1

@ 4 Lo~
¥ ", 1 X drivet objectt fasti/fom , 1 * «, 1 p ¥ sId” Ma&tilo + x L ¥ ¥X oA X

~

FakeDriverObject - >FastloDispatch - >FastloDeviceControl

FastloDeviceControlWrapper

afdd - 4 ¢ 4s 4+ S« "pxx oy ¥ss{ . (X J/Q.Managert hodked file object 1 . x * |
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BT echnoloqgic 1
S|v .S W X & S
”L)d~>

if (loControlCode ==I10CTL_AFD_RECV)
return FALSE;

/I Call the original function.

return OgFastloDeviceControl (FileObject , Wait, InputBuffer , InputBufferLength
OutputBuffer , OutputBufferLength , loControlCode , loStatus ,
DeviceObject );

SYS o] XxTsx 4 , S

1 ¥ {IRP -~ xI/lOManagert : «_ L ~ S| _FAESE { XT"TrecBT~ 15 _ « %

afd. ~| X o >Z :AW\.XLX)S‘ L X qu) 14, V" 17 w INLxe_;xLJ”»( LT TR

1 x s, Jp* ¢ {afl 10 dfastiforr i 11 .« L oxrdows - IsS_ <t s

Xl

DX $ AL %X .0 s% 4 "FiliObject Hooking « ~ « s 4114 ;s

AT A% X LSMITM, « 47 X X0 4s{ ] 5 "dx L & s{ {3 b s X { {IRPs _
IRRB 4 = L * x| x

~ A v

s T T X D ASea UMD ST X 4 o 8 4 4 Micresofts 1 7 .sx « L

T, S ST Lo 5 b 4 4 K Ts¥sqsl Y s

Lo X 4 deoxtssgfdsys, * 4 41.¥I8sy 4 - s o xS A X o 08 X

L7 w8 o X e 1 e X LA 4% Wiksockt ~ | o 0 xS 44"~ .~ Windows

F OO XS T AKLSeT X XTI « X R 4D A

AFDL 1L ~MITM, X X4 K ¥ © . x _Jiqg B« 4is” { $% 1< xAFDy s * 1 _ s

NG T I T Sl 3 2 e B NE BT SR e TN B B I SUNRCE EHAIN

~

i . xsq l'l)f Is x . 1 Is s X\Pi Tl 1 x 1, «s1xd s | R Yoo S] Lss x

~ v

Y Xt 4 ™ windbgX APIMOMIDAX .1« 14_L | *
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14 K I A" -9 X T* X Widdows InternalgLevel Low *b_ ¢ Xz« X 0 xS
T4 B R
Fidx ., x

1 X Xx54417 Baxls
P4 o4 7% P44 windows: « X ¢ " opensourcel -« 1 freactos 0
Spectre &
P4 decd”"hx 14611 mVergilius 0

Whindows Kernel Programming, 2nd edition | 0
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WebSecurity Timit overrun race conditions @8 ot soves |1
Academy %]

For 20% off use code at checkout: PROMO20

Store credit: Home | My account | & 0
$50.00

WE LIKE TO

SHOP ~-

L
Lightweight “I33t" Leather Jacket Conversa tion Controlling Lemon Grow Your Own Spy Kit Waterproof Tea Bags

$1337.00 $39.38 $95.86 $94.71

View details View details View details View details
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Store credit:
$50.00

Cart

Name Price

| For 20% off use code at checkout: PROMO20 ‘

Quantity

Lightweight "I33t" Leather Jacket $1337.00 ° 1 °

Coupon:

| PROMOZ0]

Total: $1337.00

Place order
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ece Burp Suite Community Edition v2026.8.4 - Temporary Project
Dashboard Target Intruder Repeater ‘Collaborator Sequencer Decoder ‘Comparer Logger Organizer Extensions Leam @ @
tercept HTTPhistory ~ WebSockets history  Match and replace 8 Proxy settings
@ Intercept on 3 Forward v Drop. v Request to ity y.net:443 [79.125.84.16] & @ Openbrowser  (3) i
Time Type Direction Method URL Status code Length
310114, WS > Toserver b y-academy abHeader 4
13iG:i24... HTTP 3 Request POST hitps://0a2400a9032a1c538 1dC5B/E00840019. web-security -academy.net/carticninon .
1310124, HTTP 3 Request POST b-security-acad ticart
1310:124.. HTTP 3 Request POST neleart  agg to scope
1390124, HTTP 5 Request POST net/cart Forwesd
131012 4 HTTP 5 Request POST net/cart
1310:134 .. HTTP 5 Request POST demy neticarty  D'OP
1310:134 .. HTTP 5 Request POST ademy.neticartf  Add notes
13:10:134.. HTTP 3 Request POST Veart  pighiight
HITP > Request POST netcart -
3 Foquest PosT O ! Don'tinteroept requests
.. HTTP Request POST netcany Do intercept
i%i0:144... HTTP 3 Request POST b demy.neticart, S
1310144, HTTP 3 Request POST b ademy.neicart  Send to Intruder ~%1
Send to Repeater ~¥A
Send to Sequencer
Send to Organizer ~%0
Request T =
4 Send o Comparer =« = X g
| Prefy | Raw e Request in browser > =
1_POST /cart/coupon HTTP, 5 2 v g
= ” X X X - - Ay x* ”
taNBIER " .~ X s X %k P'sTo x X w { VIS LISTE U B'NI- x ™, "]
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Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger
13 X 14 15 16 17 18 19 20 21 22 23 24 25 26 .
" Rename tab [
. Close tab * Burp Al
| Close other tabs
Re Close tabs to the left Response
Pr Close tabs to the right ‘ N n =
1 Add tab to group > [ New tab group
2 ‘prucdoTovwy4vwly. web-security-academy.net
3 'O Reopen closed tab dTi2FChg9LghkcSGLY8bgiFeta
4
5 Tab view settings > Lo
L Y Fad NS E S BTV — 1. il ITEWETl W™ - 11 4 anil
LLIL I ED » 4 - 4] % _S4S XS L0 x o1t 87 _Lxsili x  (1X.§ 7
[ANB I U S

Create new group

Group name:

Coupon Requests|

Add tabs to group:

&8 '0

19
20
24
26

Q000000

Cancel Create

z
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Coupon Requests 14 < 13 X 14 1

Send group (parallel) | v _@_ Cancel

' @ Group send options

Send (current tab)
B Send group in sequence (single connection)

Send group in sequence (separate connections)

v Send group in parallel (single-packet attack) ~3

X ¢ X XS] " s s s L X X % X « X s sxv” I_s><'|-|-|“|_,,~'|s\s|_lz>< LS X R

1@ o 4 T "L Xy IS

Store credit:
$50.00
Cart

Name Price Quantity

Lightweight "I33t" Leather Jacket $1337.00 0 1 °

Coupon:

Add coupon
m Coupon already applied

Code Reduction
PROMO20 -$1317.75

‘ Total: $19.25

Place order
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Store credit: Home | My account | ¢ 0
$30.00

SHOP ~

Lightweight "I33t" Leather Jacket Gift Card High-End Gift Wrapping Cheshire Cat Grin
$1337.00 $10.00 $34.47 $11.75

Description

We can't stress this enough - the “Gift Card” is the best gift you'll ever give. Not only do you get to completely disassociate yourself with the gift-giving process,
you can remain as aloof and impersonal as everybody always assumed you were. It also comes with the added bonus of demonstrating your control and
dominance over the people around you. Who could possibly ask for more.

Pre-define the spending limit, ensure you select from a wide range of available outlets for purchase, and you can even pre-load the card with limitations such as
category-specific purchasing. For example - have you ever wanted to tell your dear friend that they should shower more often? Now you don't have to. You can
give the gift of good hygiene in an impartial and kindly manner.

The heady element of control over giving somebody a gift made up of what was once money, but is now an obligation to spend funds in a pre-specified
environment? That feeling is priceless, and one that you'll both be able to cherish forever.

1 =

Add to cart

Store credit: Home | My account || & 1
$30.00

Gift Card

$10.00
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Store credit:
$30.00

Cart

Home | My account | ¢& 1

Name Price  Quantity

o s000 @1 @

Coupon

Add coupon

Total: $10.00

Place order
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==
Request Response
Pretty ~ Raw  Hex w N = Petty Raw  Hex e n o=

1| POST /cart HTTP/2

2 Host: 0a29002902

a808d81d92b9f006c008b.web-security-academy.net
3 Cookie: session=qoyYG15FLEGYjWF2wWD0q9zz1lpKmPsgnp

HTTP/2 302 Found
Location: /product?productId=2
X=Frame-Options: SAMEORIGIN

1
2
3
4 Content-Length: @
5
6

4 Content-Length: 36

5 Cache-Control: max-age=@

6 Sec-Ch-Ua: "Not=A?Brand";v="24", "Chromium";v="1408"

7 Sec-Ch-Ua-Mobile: 7@

8 Sec-Ch-Ua-Platform: "mac05"

9 Accept-Language: en-US,en;q=0.9

16 Origin:
https://0a2900290423a80d81d92b9f006CcA@8h. web-security-academy.ne
t

11 Content-Type: application/x-www—form-urlencoded

12 Upgrade-Insecure-Requests: 1

13 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

14 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif
,image/webp, image/apng,*/#*;q=0.8,application/signed-exchange;v=b
3;q=0.7

15 Sec-Fetch-Site:
16 Sec-Fetch-Mode:
17 Sec-Fetch-User:
18 Sec-Fetch-Dest:

same-origin
navigate

71

document

19 Referer:
https://0a2980290423a80d81d92b9f006c0@8b. web-security-academy.ne
t/product?productId=2

20 Accept-Encoding: gzip, deflate, br

21 Priority: u=@, i

22

23 productId=2&redir=PRODUCT&quantity=1|

z
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Request

Pretty ~ Raw  Hex B n =
1|POST /cart/checkout HTTP/2

2 "Hos a. a 9f006c008b.web-security-academy.net
3 Cookie: session=qoyYG15FLEGYjWF2WD0q9zz1pKmPsqnp

4 Content-Length: 37

5 Cache-Control: max-age=@

6 Sec—Ch-Ua: "Not=A?7Brand";v="24", "Chromium";v="140"

7 Sec—-Ch-Ua-Mobile: 7@

8 Sec-Ch-Ua-Platform: "mac0S"

9 Accept-Language: en-US,en;g=0.9

@ Origin:

https://8a2900290423a80d81d92b9fA06c@08b.web-security-academy.ne
t

Content-Type: application/x-www-form-urlencoded
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif
»image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b
3;0=0.7
Sec-Fetch-Site:
Sec-Fetch-Mode:
Sec-Fetch-User
Sec-Fetch-Dest:
Referer:
https://0a2900290423a80d81d92b9f@06c@O8b. web-security-academy.ne
t/cart

Accept-Encoding: gzip, deflate, br

Priority: u=0, i

same-origin
navigate

71

document

csrf=tQ4ccX2cBg2bDE2RIYLA4rmThQBhfC1Z

Response
Pretty Raw Hex Render = N =
1 HTTP/2 200 0K
2 Content-Type: text/html; charset=utf-8
3 X-Frame-Options: SAMEORIGIN
4 Content-Length: 4545
5
6 <!DOCTYPE html>
7 <html>
8  <head>
9 <link href=/resources/labheader/css/academylLabHeader.css rel=
stylesheet>
10 <link href=/resources/css/labs.css rel=stylesheet>
11 <title>
Multi-endpoint race conditions
</title>
12 </head>
13 <body>
14 <script src="/resources/labheader/js/labHeader.js">
</script>
15 <div id="academylLabHeader">
16 <section class='academyLabBanner'>
17 <div class=container>
18 <div class=logo>
</div>
19 <div class=title-container>
20 <h2>
Multi-endpoint race conditions
</h2>
21 <a class=link-back href='
https://portswigger.net/web-security/race-conditions/
lab-race-conditions-multi-endpoint'>
22 Back&nbsp; to&nbsp; lab&nbsp;description&nbsp;
23 <svg version=1.1 id=Layer_1 xmlns='

http://www.w3.0rg/2000/svg' xmlns:xlink="
http://www.w3.org/1999/xlink' x=8px y=08px viewBox='

1 Lass 4" ssqr
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TestGETcat (2 < 15 X 16 +
Send group (separate connectio (| Cancel < v + Burp Al Target: https://
==
Request Response
Pretty  Raw  Hex N N = Pretty Raw Hex  Render B n =
1 [BET /cart HTTP/2 58 <table id='cart-items'>
2 Host: 0abT@0eed34c90538080212a00150037.web-security-academy.net 59 <tbody>
60 <tr>
61 <th>
5 Sec-Ch-Ua-Mobil: Name
6 Sec-Ch-Ua-Platform: "mac0S" </th>
7 Accept-Language: en-US,en;q=0.9 62 <th>
8 Upgrade-Insecure-Requests: 1 Price
9 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) </th>
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 63 <th>
Safari/537.36 Quantity
10 Accept: </th>
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, 64 <th>
image/webp, image/apng, */%;q=0.8,application/signed-exchange;v=b3; </th>
q=0.7 65 </tr>
11 Sec-Fetch-Site: same-origin 66 <tr>
12 Sec-Fetch-Mode: navigate 67 <td>
13 Sec-Fetch-User: 71 68 <a href=/product?productId=2>
14 Sec-Fetch-Dest: document Gift Card
15 Referer: </a>
https://0a6f00ee034c90538080212a00150037 .web-security-academy.net 69 </td>
/product?productId=2 70 <td>
16 Accept-Encoding: gzip, deflate, br $10.00
17 Priority: u=0, i </td>
18 71 <td>
19 72 <form action=/cart method=
POST style="'display: inline's>
73 <input required type=
hidden name=productId
value=2>
74 <input required type=
hidden name=quantity
value=-1>
(O IIES O ohighignts (@) &} €| > © 0 highlights
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e v oot connecions | - R

Cancel + Burp Al

Request Response

Pretty Raw Hex

QB n
1
2 Hos ee034c90538080212a00150037..web-security-academy.net
3 [Cookie: ]
4 Sec-Ch-=Ua: "Not=A?Brand";v="24", "Chromium";v="140"
Sec-Ch-Ua-Mobile: 70
Sec-Ch-Ua-Platform: "macOS"
Accept-Language: en-US,en;q=0.9
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.8.0
Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif,
image/webp, image/apng,*/%;q=0.8,application/signed-exchange;v=b3;
q=0.7
Sec-Fetch-Site:
Sec-Fetch-Mode:
Sec-Fetch-Use
Sec-Fetch-Dest:
Referer:
https://0a6f00ee@34c90538080212a00150037 . web-security-academy.net
/product?productId=2
Accept-Encoding: gzip,
Priority: u=@, i

48
49

50
51

W~ W

52
10

53
54
55
56
57

11
12
13
14
15

same-origin
navigate

71

document

16 58
17
18

19

deflate, br

59
60
61
62
63
64
65
66

<div

</div>
</body>
</html>

@& <> £ Onhighlights

Pretty  Raw

</section>

</div>

@« >

Target: https://0a6f00ee034c9053808021

Hex Render

<p>
</p> ‘
<a href=/cart>
<img src=
/resources/images/cart_blue.svg />
<fa>
<p>
']
</p>
<p>
</p> |
</section>
</header>
<header class=
</header>
<p>

"notification-header">

<strong>
Cart
</strong>

Your cart
</p>
</div>

is empty

class="footer-wrapper">

£ 0 highlights
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Race-probe (2 < 17 x 18 | +

Fallow redirection * Burp Al

Request
Pretty

Response
it Raw  Hex

(HYTP/Z 367 Found ]

Lacation: /product?productld=2

X-Frame-Options: SAMEORIGIN

Content-Length: @

(S = I

fos Blee 0538080212200150037 . web-secur ity-academy. net
Cookie: session=9n81sIWKnohqq3B3HWYBhr rRAuQDX]PT
Content-Length: 36
Cache-Control: max-age=0
Sec-Ch-Ua: "Not=A?Brand"
Sec-Ch-Ua-Mobile: 70
Sec-Ch-Ua-Platform: "mac0s"

Accept-Language: en-US,en;g=0.9

origin:
https://0a6Ta0ec034C90538080212200150037 . web-security-acadeny. net
Cantent-Type: application/x-wwW-farm-urlencaded
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 18_15_7)
AppleWebKit/537.36 (KHTML, Llike Gecko) Chrome/149.0.0.9
Safari/537.36

Accept:
text/html,application/xhtml+xnl,application/xnl;q=0.9, inage/avif,
image/webp, image/apng,*/*;q=8.8,application/signed-exchange;v=b3;
q=0.7
Sec-Fetch-Site:
Sec-Fetch-Mode:
Sec-Fetch-User:
Sec-Fetch-Dest:
Referer:
https://
/product?productId=2
Accept-Encoding: gzip, deflate, br
Priority: u=8, i

GewN e

="24", "Chromium";v="140"

12
13

same-origin
navigate

7

document

16

18
19

12200150037, y.net
20
21
22
23 [productId=2aredir-PRODUCT&quantity=1 |

A& e

Done:

£ otighights (&€ >

O A
vt v (D)
0Y = B

2

Target:

Inspector X

il

[= Ul

Request attributes v

Request query parameters [

Jojyoadsu|

Request body parameters

Request cookies

SeloN [

Request headers

Response headers

SUOJOR WoISND <P

£ 0highlights

N @
100 bytes{ 5388 mills
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Request Response

Pretty  Raw  Hex " = Pty Raw Hex Render n o=

1

2 W g 2a0150037. web-security-acadeny.net 2 ‘Content-Type: text/html; charset=utf-8

3 Cookie: session=9n8]sIWKnohqq383HWYBhrrRAuqDXjP7 3 X-Frame-Options: SAMEORIGIN

4 Content-Length: 37 4 Content-Length: 4783

5 Cache-Control: max-age=| 5

6 Sec-Ch-Ua: "Not=A?Brand”;v="24", "Chromium" 6 <!DOCTYPE html>

7 sec-Ch-Ua-Mobile: 70 7 <htnl>

8 Sec-Ch-Ua-Platform: "mac0S" 8 <head>

9 Accept-Language: en-US,en;q=0.9 9 <link href=

10 Origin: /resources/labheader/css/academylLabHeader.css rel=

https://0a6f 12a00150037. web ity-acadeny.net stylesheet>
11 Content-Type: application/x-www-forn-urlencoded 10 <link href=/resources/css/labs.css rel=stylesheet>
12 Upgrade-Insecure-Requests: 1 1 <title>
13 User-Agent: Mozillas5.0 (Macintosh; Intel Mac 0S X 10_15_7) Multi-endpoint race conditions
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.8.0.0 </titles
Safari/537.36 12 </head>

14 Accept: 13 <body>
text/html,application/xhtml+xml,application/xnl;q=0.9, inage/avif, | 14 <script src="/resources/labheader/js/labHeader.js">
image/webp, inage/apng, +/%; q=0.8,application/signed-exchange; v=b3; </script>
q=0.7 15 <div id="academyLabHeader">

15 Sec-Fetch-Site: same-origin 16 <section class='academyLabBanner'>

16 Sec-Fetch-Mode: navigate 17 <div class=container>

17 Sec-Fetch-User: 71 18 <div class=logo>

18 Sec-Fetch-Dest: document </div>

19 Referer: 19 <div class=title-container>

https://0a6f08ee034c98538080212a00150037 . web-security-academy.net | 20 <h2>
[cart Multi-endpoint race

20 Accept-Encoding: gzip, deflate, br conditions

21 Priority: u=e, i </h2>

22 7 <a class=link-back href="'

23 csrf=KKhLQZpUsOWS3yZVSIuBRYgzor2Fwyda https://portswigger.net/web-securi
ty/race-conditions/lab-race-condit
ions-multi-endpoint'>

[ORcHEIES £ ohighights (D €| > £ 0highlights

eb y-academy.net /¥ HTTP2 (2)
Inspector w = - X a
Request attributes 2 v g
Request query parameters 0 v 3
Request body parameters 1

B
Request cookies 1w
z
o
Request headers 23 v g
Response headers 3 v
o
&
=]
3
™
2
5
3
&

4,891 bytes| 111 mily|

Done
H 2 X X g4 sXCr ] F U] v LY oss T s Xix x T X 4 X % XL, XX « X's
DN IS 4 X X ] ST XX s X S L TUElivy ] dss 47 X

DS €« > ]

0 highlights

https://portswigger.net/web-securi
ty/race-conditions/lab-race-condit

SR ]

0 highlights

LB e X XL ST D 9TE
IR @ o ¢ oo f— vacacumynes (9 W02 ()
= ®  inspector wlzZ - X g

Request Response
Pretty Raw  Hex W = Pretty Raw Hex  HRender Bw Request attributes 2 v B
[GeT /re/7 ] g
2 Host: 0a6f@0eed34con53B080212a80150037. web-security-academy.net 2 Content-Type: text/html; charset=utf-8 Request query parameters o v g
3 Cookie: session=9n8)sIWKnohqq383HWYENrrRAugDX]PT 3 X-Frame-Options: SAMEORIGIN
4 Sec—Ch-Ua: "Not=A?Brand";v="24", "Chromium 140" 4 Content-Length: 18914 Request body parameters 0 v
5 Sec-Ch-Ua-Mobile: 7@ 5
6 Sec-Ch-Ua-Platform: "mac0s" 6 <!DOCTYPE html> Pt b n . B
7 Accept-Language: en-US,en;q=0.9 7 <html> -
4 Upgrade-Insecure-Requests: 1 8 <head> g
9 User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 18_15_7) 9 <link href= Request headers 19 v |3

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.8.9 /resources/labheader/css/academyLabeader. css rel=

safari/537.36 stylesheet> Response headers 3 v
o Accept: 10 <link href=/resources/css/labsEcomnerce.css rel= [

text/html,application/xhtml+xml,application/xml;q=0.9, inage/avif, stylesheet>

image/webp, image/apng, +/+;q=0.8, application/signed-exchange;v=b3; 11 <titles o

q=0.7 Multi-endpoint race conditions &
1 Sec-Fetch-Site: same-origin </title> g
2 Sec-Fetch-Mode: navigate 12 </head> 3
3 Sec-Fetch-User: 71 13 <body> 8
4 Sec-Fetch-Dest: document 14 <script src="/resources/labheader/js/labHeader. j5"> E
5 Referer: </script> L

https://0a6 00eed34cI0538880212a80150037. web-security-academy. net 15 <div id="acadenyLabHeader">

/seart 16 <section class='academyLabBanner'>
6 Accept-Encoding: gzip, deflate, br 17 <div class=container>
7 Priority: u=e, i 18 <div class=logo>
a <fdiv>
Lo 19 <div class=title-container>

20 <hz>
Multi-endpoint race
conditians
</h2>
21 <a class=link-back href="

v

11,023 bytes [385 millg
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Request
Prtty
0ST /cart HITP/2

@

Done:

Faw  Hex

Host: 0a67T0@eed34c90538080212a00150037. web-security-academy.net

Cookie: session=9n81sIWKnohqq3B3HWYBhrrRAUGDX]P7
Content-Length: 36
Cache-Control: max-age=0
?Brand";
70

Sec-Ch-Ua: "No 140"
Sec-Ch-Ua-Mobil
Sec-Ch-Ua-Platform: "mac0S"
Accept-Language: en-US,en;
Origin:
https://0a6f0Reed34c90538080212a00150837 . web-security-academy.net
Content-Type: application/x-wwe-form-urlencoded
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 10_15_7)
ApplewWebKit/537.36 (KHTML, like Gecko) Chrome/140.8.0.8
safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif,
image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3;
.7

="24", "Chromium'

0.9

Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer:
https://0a6fa0ee03dcI0538080212a00150037 . web-security-academy. net
/product?productId=2

Accept-Encoding: gzip, deflate, br

Priority: u=@, i

productId=26redir=PRODUCTEquant ity=1
e

0 highlights

© € >

Follow redirection o

®

Burp Al Target:

Response

Cocation: /product?productld=2
X-Frame-Options: SAMEORIGIN
Content-Length: @

o

&> £ Ohighlights

Inspector
Request atiributes 2
Request query parameters 0
Request bady parameters )
Request cooki
Request headers.
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Jojoadsu|

ssloN [
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o
g
g
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g
5
B

11
12
13

28

23
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@
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+¢ Burp Al

Request
Pretty

Raw Hex
POST /cart/checkout HTTP/2
i EEUIAT 22801500837, web-security-academy.net

Cookie: session=9n8JsIWKnohqg383HWYBhrrRAUGDXjP7
Content-Length: 37

1: max-age=@
Not=A?Brand";v="24", "Chromium"
Sec-Ch-Ua-Mobile: 78

Sec-Ch-Ua-Platform: “mac0s"
Accept-Language: en-US,en;q=8.9

Origin:
https://8a6f00eed34co05IB080212a08150037 . web-security-acadeny. net
Cantent-Type: application/x-www-form-urlencoded
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S5 X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.6.0.0
safari/537.36

Accept:

text/html,application/xhtml+xml, application/xml;q=0.9, image/avif,
image/webp, inage/apng, */+;q=0.8, application/signed-exchange; v=b3;
q=0.7

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer:

https://0a6700eed34c90538080212a00150037  web-security-acadeny.net
Jeart

Accept-Encoding: gzip, deflate, br

Priority: u=e, i

11407

csrf=KkhLOZpUSONSIyZVSIuBRYgzor2Fuyda

£ 0highiights

& e

Target:

Response
Pretty

Raw  Hex  Render

TTP/2 208 OK
GRTent-Typer text/html; charset=utf-8

X-Frame-Options: SAMEORIGIN
Content-Length: 5821

<!DOCTYPE htnl>
<html>
8 <heads
9 <link href=
/resources/labheader/css/academylabHeader. css rels
stylesheet>
<link href=/resources/css/labs.css rel=stylesheet>
<title>
Multi-endpoint race conditions
</title>
</head>
<body=>
<script src="/resources/labheader/js/labHeader. js">
</script>
<div id="academylLabHeader">
<section class='academylabBanner’>
<div class=containers
<div class=logo>
</div>
<div class=title-containers
<h2>

o waw

Multi-endpoint race
conditions
</h2>
<a class=link-back href="
https://portswigger.net/web-securi
ty/race-conditions/lab-race-condit
ions-multi-endpoint ">

£ 0 highiights

@ <>

Inspector
Request atfributes 2
Request query parameters 0
Request body parameters 1
Request cookies 1
Request headers

Response headers 3
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Request
Pratty

Raw Hex

65 Ee034C90538080212a00150037  web-security-academy.net
Cookie: session=9n81sIWKnohqq3B3HNYBhFrRAUGDXIP7
Content-Length: 36
Cache-Control: max-age=@
Sec-Ch-Ua: “Not=A7Brand"
Sec-Ch-Ua-Mobile: 7@
Sec-Ch-Ua-Platform: “macOs"

Accept-Language: en-US,en;q=0.9

Origin:

https://@a6T0eed34cI0538080212a08150037 .web-security-acadeny.net
Content-Type: application/x-www-form-urlencoded
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 18_15_7)
AppleWebKit/537.36 (KHTML, Like Gecko) Chrome/140..8.8
Safari/537.36

Accept:

text/html,application/xhtml+xml,application/xml;q=p.9, image/avif,
image/webp, image/apng, +/*;q=0.8,application/signed-exchange;v=h3;
q=0.7

Sec—Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer:

https://@a6f0Rech34cI0538080212200150037 web-security-academy.net
/product?productId=

Accept-Encoding: gzip, deflate, br

Priority: u=e, i

Erudu(t1d=1&redi r=PRODUCT&quantity=1

24", “Chromium 140"

L]
1
2
3

D&« > Il

Follow redirection

w B wn =

onighights  (3) &} € | o

0~

' Burp Al Target: .web-security-academy.net /9 HTTP2 (3)

Inspector

Response
Raw Hex

Bws=

Request attributes 2 ~

Request query parameters [

Jojoedsu)

Location: /product?productId=1
X-Frame-Options: SAMEORIGIN

Content-Length: @ Request body parameters a v

oUW e

Request cookies 1 v

seloN [

Request headers

Response headers a v

sucnoe wosny <R

0 highiights @

100 bytes | 89 millis

2B

12200150037 . web-security-academy.net
3 e: session=9n8]sIWKnahqq383HWYahrrRAUGDX]PT

4 Content-Length: 37

5 Cache-Control: max-age=8
6

8

Sec-Ch-Ua: "No “140"
Sec-Ch-Ua-Mobile: ?
Sec-Ch-Ua-Platform: “mac0s"
Accept-Language: en-US,en;
10 origin:
https://Ba6foPecd34cI0538080212a00150037 . web-secur ity-academy, net
11 Content-Type: application/x-wiw-form-urlencoded

12 Upgrade-Tnsecure-Requests: 1

13 User-Agent: Mozilla/5.® (Macintosh; Intel Mac 05 X 18_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.9.0.8
Safari/537.36

Accept:
text/htnl,application/xhtml+xml,application/xml;q=0.9, inage/avif,
image/webp, inage/apng, x/#;q=0.8, application/signed-exchange;v=b3;
q=0.7

15 Sec-Fetch-Site: same-origin

16 Sec-Fetch-Hode: navigate

17 Sec-Fetch-User: 71

[18 Sec-Fetch-Dest: document

19 Referer:

24", “Chromium

=

feart
20 Accept-Encoding: gzip, deflate, br
21 Priority: u=e, i

23 csrf=KkhLOZpUsIWS3yZVSIuBRYgzor2Fwyda

OB« = o

Done

Follow redirection

https://Batf@beed34c90538080212a00150037. web-security-academy.net

onignights | (3 &} | ¢ | »

* Burp Al

Inspector
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Response
Prett Raw Hex Re

1 HTTP/2 303 See Other

2 focation: /cart?err=INSU
3 X-Frame-Options: SAMEORIGIN
4 Content-Length: @

t Request attributes 2 ~

Request query parameters g v

CIENT_FUNDS

Jojadsu|

Request body parameters 1>

5
61
Request cookles 1 w

saloN [

Request headers 23 v

Response headers.
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Cancel < v Follow redirection

ErETT=TEE ©

Request
Pretty Raw Hex

Host: Babfllee 0538080212a00150037.web-security-academy.net

Cookie: session=9n8]sIWKnohqq383HWYBhrrRAugDXjP7

Content-Length: 36

Cache-Control: max-age=0

Sec-Ch-Ua: "Not=A?Brand";v="24", "Chromium";v="140"

Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: “mac0S"

Accept-Language: en-US,en;q=0.9

Origin:

https://0a6f00ee034c90538080212a00150037.web-security-academy.net

Content-Type: application/x-www-form-urlencoded

2 Upgrade-Insecure-Requests: 1

3 User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

4 Accept:

text/html,application/xhtml+xml,application/xml;q=0.9, image/avif,

image/webp, image/apng,*/*;q=08.8,application/signed-exchange;v=h3;

q=0.7

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer:

https://0a6f00eed34c90538080212a00150037. web-security-academy.net

/product?productId=2

Accept-Encoding: gzip, deflate, br

Priority: u=0, i

2B w =

SO NOULEWN R

=y

wom~ o Wn

WRPE S

productId=1&redir=PRODUCT&quantity=1

* Burp Al

Target: https://0a6f00ee034c905380802 ]

Response

Raw Hex Render

HTTP/2 382 Found
ocation: /product?productId=1

1
2
3 X-Frame-Options: SAMEORIGIN
4 Content-Length: @
5
6

Pretty

B @ cance Follow redirection

Request

Pretty

1 |POST /cart/checkout HTTP/2 |

Host: @a6f@@eed34c90538080212a00150037.web-security-academy.net

Cookie: session=9n8]sIWKnohqq383HWYBhrrRAugDXjP7

Content-Length: 37

Cache-Control: max-age=8

Sec-Ch-Ua: "Not=A?Brand";

Sec-Ch-Ua-Mobile: 7@

Sec-Ch-Ua-Platform: "mac0S"

Accept-Language: en-US,en;q=0.9

Origin:

https://0a6f@0ee@34c90538080212a00150037 . web-security-academy.net

11 Content-Type: application/x-www-form—urlencoded

12 Upgrade-Insecure-Requests: 1

13 User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/149.8.9.8
Safari/537.36

14 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif,
image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3;
q=0.7

15 Sec-Fetch-Site: same-origin

16 Sec-Fetch-Mode: navigate

17 Sec-Fetch-User: 71

18 Sec-Fetch-Dest: document

19 Referer:
https://0a6f@0ee034c90538080212a00150037 .web-security-academy.net
/cart

20 Accept-Encoding: gzip, deflate, br

21 Priority: u=e, i

22

23 csrf=KkhLQZpUsIWS3yZVSIuBRYgzor2Fuyda

2B w

Raw Hex

="24", "Chromium";v="140"

SWENOUEWN

=

s

1| HTTP/2 200 OK

‘¢ Burp Al Target: https:

Response

Pretty Raw Hex Render

onten
X-Frame-Options: SAMEORIGIN
Content-Length: 8102

ype: text/html; charset=utf-8

<html>
<head>
<link href=
/resources/labheader/css/academyLabHeader.css rel=
stylesheet>
1e <link href=/resources/css/labs.css rel=stylesheet>
11 <title>
Multi-endpoint race conditions
</title>
12 </head>
13 <body>
14 <script src="/resources/labheader/js/labHeader.js">
<fscript>
15 <div id="academylLabHeader">
16 <section class="academylLabBanner is-solved's>
17 <div class=container>
18 <div class=logo>
</div>
19 <div class=title-container>
20 <h2>
Multi-endpoint race
conditions
</h2>
21 <a class=link-back href='
https://portswigger.net/web-securi
ty/race-conditions/lab-race-condit
ions-multi-endpoint’>

2
3
4
5
6 <!DOCTYPE html>
7
8
9

2
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(p>
<strong>
Your order is on its way!
</strong>
</p>
<table>
<tbody>
<tr>
<th>
Name
</th>
<th>
Price
</th>
<th>
Quantity
</th>
<th>
</th>
</tr>
<tr>
<td>
l<a href=/product?productId=1>
Lightweight &quot;133t&quot;
Leather Jacket
</a>
</td>
<td>
$1337.00
</td>
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session[ 'userid'’ ] =user.userid
if user.mfa_enabled:

session[ 'enforce_mfa’ ]= True
generate and send MFA code to user
redirect browser to MFA code entry form
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Your username is: wiener
Your email is: wiener@exploit-0ab7008303aae1de8022b65801bc00dc.exploit-server.net

Please click the link in your email to confirm the change of e-mail to:
wiener@exploit-0ab7008303aae1de8022b65801bc00dc.exploit-server.net
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Sent To From Subject Body
) ) no- To confirm your email change to wiener@exploit-Oa
2025-10-08 ‘(’)v::}r;f)r(g%;ng;:1de8022b65 reply@0a9d0059031ee1d78037 ZIJ?:;; b70083p333e1§e8022b65501chOdc.eproil—serve View
12:34:18 +0000 ’ b77d006b0035.web-security- - Lnet, click the link below raw
801bc00dc.exploit-server.net your e-mail
academy.net Click here to confirm.
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