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5ƛƎƛǘŀƭ ²ƘƛǎǇŜǊ 
˭ˣ˧˪ˠ мум Σ˶˞ˣˮ˧ нлнс 

 
 
 

˸˩˶˰ˬ ˭˧ˤˠˬˢ Υ 

 ˫˧ˡ˯˧˧ˬ Υ   ˵˧˲˞ ˪˞˧˦˯˵  Σ˶˧ˮ   ˶ ˡ˞ 

 ˪˧˟ˣˬ s˦˵˧ˣ˶˲ Υ  ˵˧˲˞  ˪ ˞˧˦˯˵ 

 ˫˧˩˶ˣ˰ Υ   ˵˧˲˞ ˪˞˧˦˯˵ ˶˧˲˯ˣ  ˧˵˯˟ˣ˶ˡ˲ 

 ˫˧˟˸˩  Υ   Σ      ΣΣ        Σ   Σ   

 

 

 

 

˷˧ ˸ˣ˞˶˪ ˪˩˟ ˶ˣˬ˞ˢ  ˭ ˧ˤˠˬ˟ 5ƛƎƛǘŀƭ ²ƘƛǎǇŜǊ  ˰ ˡ˧ˬ  ˧ ˪˪˩ ˡ˟˪˟ Φ˪˩  ˢ˪ˣ˰˲  ˸˧˷˰ˮ˷ ˪˰  ˧ ˲  ˰ ˡ˧ˬˢ  ˫˧˦˶˲ˢˣ ˫˧˶ˣˬ˞ˢ  ˭ ˧ˤˠˬ˟ 5ƛƎƛǘŀƭ ²ƘƛǎǇŜǊ ˢˮ˧ˢ  

˪˰ ˸ˣ˧˶˥˞ ˞˶ˣ˵ˢ ˡ˟˪˟ Φ˫ˣ˷˟ ˢ˶˵ˬ  ˧ ˪˰˟ 5ƛƎƛǘŀƭ ²ƘƛǎǇŜǊ  x κ x ˞ ˫˧˟˸ˣ˩ˢ  ˫ ˧ˮˣ˷ˢ ˫ˮ˧˞ ˫˧˞˶˥˞ ˫ˣ˷˟ ˢ˶ˣ˴  ˭ ˲ˣ˞ˣ   ˸ ˣ˞˴ˣ˸˪ ˷ˣˬ˧˷ˢ  ˰ ˡ˧ˬ˟ 

˞˟ˣˬˢ ˭˧ˤˠˬ˟ Φ˸˧˧˷˰  ˷ˣˬ˧˷  ˰ ˡ˧ˬ˟ ˞˟ˣˬˢ  ˭ ˧ˤˠˬ˟ ˢˮ˧ˢ ˪˰  x ˸ˣ˧˶˥˞  ˪˷ ˞˶ˣ˵ˢ ˡ˟˪˟Φ 

  

˸ˣ˧ˮ˲ Σ˸ˣ˟ˣˠ˸ Σ˸ˣ˟˸˩ ˪˩ˣ  s ˶˰ˢ ˸˶˥˞ π ˞ˮ  ˥ˣ˪˷˪ ˪˞ ŜŘƛǘƻǊϪŘƛƎƛǘŀƭǿƘƛǎǇŜǊΦŎƻΦƛƭ 
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ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  н 
 

˶˟ˡ ˶ˣ˰ˢ ˨ 
 

˧˧ˢ Η˭˞˩ ˶˧˲˯  Υ ό 

˪˧˥˸˞  ˸ ˞ ˧˶˟ˡ ˢ˥˧˸˲ˢ ˷ˡˣ˥ˢ ˸ˣ˷˰˪ˬ  ˸˴˵   ˶ ˡ˯ ˫˧˶˟ˡ˟Φ 

˫˞  ˫ ˸˞ ˵˪˥ ˫˧˷ˮ˞ˢˬ ˫˧˞˶ˣ˵˷  ˸˞  ˧ ˶˟ˡ ˢ˥˧˸˲ˢ Σ˥˦˟  ˫˸ˬ˷ ˟˪ ˵˧˲˞˷ ˶ˤ˥ Η 

ˤ˞ ˢˬ ˧ˮ˞  ˢ˷ˣ˰ ˢ˲  Κ 

˧ˮ˞  ˵ ˧˲˞ˣ ˣˮ˦˪˥ˢ  ˨˧˷ˬˢ˪  ˱˸˷˪ ˢ˪ˣ˰˲  ˢˡˣ˟˰˟   ˪ ˰ ˭ˣ˥˶˧ˢ  Σ˵˪˥˸ˮˣ x˟  ˭ ˲ˣ˞˟ ˢˣˣ˷ ˢˣˣ˷˟ Σ˨˩ ˪˩˟˷  

 ˷ ˡˣ˥  l ˥˞ ˣˮ˸˧˞ˬ  ˞ ˣˢ  ˨ ˶ˣ˰ˢΦ 

˷ˡˣ˥ˢ  ς ˧˶ˣ˸    όΥ 

ˢ˞˧˩ˣ  ˭ˣ˧˪ˠ˪  ˭ ˣ˶˥˞ˢ ˢˮ˷˪ Σ˧˸˦˪˥ˢ  ˫˩˯˪  ˸˞ ˷ˬ˥ ˸ˣ˲˵˸ˬˢ ˪˷ ˢˮ˷ˢ    όΥ 

˸ˮ˷ нлнр ˢˮˬ˧˯  ˸ ˡˣ˵ˮ ˞˧˷  ˞˪  ˵˶  ˸ˣˬ˩˟ ˸ˣ˲˵˸ˬ ˶˟˧˧˯ˢ Σ˞˪˞  ˧˲ˣ˞˟ ˭ˢ˪˷ Φˣˤ ˢ˸˧˧ˢ  ˢˮ˷ ˢ˟˷  

˸ˣ˲˵˸ˢ  ˞˪ ˣ˵˲˸˯ˢ ˸˟˧ˮˠ˟  ˰ˡ˧ˬ   x ˞ ˶˲ˣ˩˟ Σ˞˪˞  x ˰ˠ˲ ˢ˟˧˪˟ ˸˧˪ˣ˰˲˸ˢ   ˪ ˷ ˫˧ˮˣˠ˶˞ Σˣ˪˴˧ˮ  ˸ ˣ˷˪ˣ˥  

˸ˣ˵ˣˬ˰ ˸ˣ˶ˠ˯ˬ˟ ˥ˣ˸˧˲ ˸ˣ˴ˣ˲ˮ Σ x ˦˷˲˸ˢˣ ˨˶ˡ ˸ˣ˞˶˷˶˷  ˢ˵˲˯˞  ˢˮ˵˟ ˢˡ˧ˬ ˫˧˦˰ˬ˷  ˣ˲˧˴  ˣ˪ Φ 

 ˫ ˣ˩˧˯˟ ˸˷ˬ˥ ˫˧˰ˣ˶˧˞ˢ ˫˧˦˪ˣ˟ˢ  ˪˷ ˢˮ˷ˢ ˧˸˶˥˟ ˡ˵ˬ˸ˢ˪   ˞ ˪  ˵ ˶ ˟ˢˬ˩ ˣ˰ˠ˲ˮ Σ ˞ ˪˞  ˫ˠ ˟˨˧˞ Σ x ˪˧˞  

˸ˣ˷˪ˣ˥ ˣ˪˴ˣˮ Σˢˬ ˨˲ˢ ˸˞ ˢ˲˵˸ˬˢ ˢ˪˧˰˧˪  Σˢˬˣ ˢˤ  ˶ ˬˣ˞  ˪ ˰ ˟˴ˬ ˢˮˠˢˢ ˣˮ˪˷ ˫ˣ˧ˢ Φ 

˯ˢ˧˫ˣ˩  ˯ ˯ˣ˟ˬ ˪˰ ˢ˰˟˶˞ ˫˧ˮˣ˧˶˦˧˶˵ Υ{ŎŀƭŜ ύ˱˵˧ˢ ΣόLƳǇŀŎǘ ύ˵ˤˮ Σό/ƻƻƭƴŜǎǎ  ύ ˸ ˣ˧˦ˮˠ˪˞ x˞ ˫ˣ˩˥˸  

˧ˠˣ˪ˣˮ˩˦Σ ˞˪ ˧˸˞˴ˬ ˢ˪˧ˬ  ˶˸ˣ˧ ˢ˟ˣ˦ ό˸ˣˮ˷ˡ˥ˣ Φ 

 ˸ ˲˵˸ˬ ˶˟˧˧˯ˢ ˪˰ WŀƎǳŀǊ [ŀƴŘ wƻǾŜǊ όW[wύ 

ˢ˲˵˸ˬˢ  ˪ ˰ WŀƎǳŀǊ [ŀƴŘ wƻǾŜǊ  ˢ˦˪˟ ˪˰ˬ  ˭ ˪ˣ˩  ˫ ˣ˷ˬ ˞˧ˢ˷ ˢ˷˧˥ˬˢ ˢ˶ˣ˴˟  s ˡ˥  l ˰ ˢˬ˩  ˪ ˣ˟ˠˢ ˭˧˟ L¢  Σ

 ˪ ˣ˰˲˸ ˸˶˷˶˷ˣ ˢ˵˲˯˞ ˨˲ˢ  ˵ˡ  ˶˧˟˷ˣ Φ ˸ ˡˣ˵ˮ ˢ˯˧ˮ˩ˢ ˢ˸˧˧ˢ ˵˲˯ ˡ˴˧˷˧˪˷ ˶˟ˣ˥ˬˢ  ˸ˣ˩˶˰ˬ˪ ˭ˣˠ˶˞ˢ  Σ

˨˞  ˫ ˷ˬ ˫˧˲˵ˣ˸ˢ ˣ˥˧˪˴ˢ ˰ˣˮ˪  ˟ ˥ˣ˶˪ ˸˷˶ˢ Σ˪˴ˮ˪ ˸ˣ˞˷˶ˢ ˣˮ˸˧ˮ˷  ˢ˶ˣ˴˟  ˢ˟˥˶  ˧ ˡ˧ˬ ˸ˣ˞ˬ˯˧˯ˣ  ˣ˶ˬ˷ˮ˷  

ˢ˶ˣ˴˟  ˞˪ ˸˥˦˟ˣ˞ˬ ˰˧ˠˢ˪ˣ  ˸ˣ˩˶˰ˬ˪   ˸ ˣ˧˦˧˶˵ ˸ˣ˶ˣ˷˵ˢ ˭ˣˮ˩˸˪ ˶ˣ˴˧˧ˣΦ 

ˣˤ ˞˪ ˢ˸˧˧ˢ ˢ˲˵˸ˬ  ˢ˯˯˟˸ˢ˷  ˪ ˰ ˢ˷˪ˣ˥ ˸˲˶ˣ˦ˬ  Σ˞˪˞  ˪˰   ˟ ˣ˪˧˷ ˫˩˥ ˪˷ ˢ˷˧ˠ  ˸ˬ˧˧˵ Σ ˪ ˣˢ˧ˮ ˸ˣ˞˷˶ˢ  

˞˪  ˥ ˪˴ˣˬ ˸ˣ˪˸ˣ  ˸ ˧˸˩˶˰ˬ Σˢˬ ˪˧˟ˣˢ˷  ˸ˣ˸˟˷ˢ˪ ˶ˣ˴˧˧ ˢ˰˧ˠ˲˪ˣ ˸˧˷ˬˬ  ˸˶˷˶˷˟ ˢ˵˲˯˞ˢ Φ˸ˮ˧˥˟ˬ  

{ŎŀƭŜ xπLƳǇŀŎǘ Σˣˤ ˸˥˞ ˸ˣ˲˵˸ˬˢ ˸ˣ˧˸ˣ˰ˬ˷ˬˢ   ˪ ˷ ˢˮ˷ˢ Σ˶˵˧˰˟ˣ ˸˶ˣ˩ˤ˸ ˸˟˞ˣ˩  ˶˧˥ˬ˪ ˪˷ ˫˧˶ˣ˟˧˥  ˞˪  

˫˧˶˵ˣ˟ˬ   ˭ ˧˟ ˫˧˵˲˯ ΣL¢ xπh¢ Φ 

˪ˠ  ˸ˣ˲˵˸ˢ ˪˰ ˸ˣ˧ˣ˷˶ ˸ˣ˧ˬˣ˵ˬ  ˸ ˣ˧˸˪˷ˬˬˣ ύ x ˬ˩  ˪ ˷ˬ˪  {ǘΦ tŀǳƭ ό 

˪ˠ ˸ˣ˲˧˵˸ˢ ˪˰ ˸ˣ˧ˣ˷˶ ˸ˣ˧˶ˣ˟˧˴  ˷ ˧˥ˬˢ  l ˰ ˢˬ˩  ˸ ˣ˲˵˸ˬ  ˶˟˧˧˯ ˸ˣ˪ˣ˩˧ ˨ˣ˲ˢ˪  ˸ ˣ˶˧ˢˬ˟  ˰ˣ˶˧˞˪ ˧˥˶ˤ˞  Φ

 ˫ ˧˟˶˟ ˫˧˶˵ˬˢˬ Σ ˪ ˪ˣ˩ ˶˧˰˟  {ǘΦ tŀǳƭ Σ ˸ ˡˣ˵ˮ ˢ˶˧ˡ˥ˢ ˢ˸˧˧ˢ ˢ˦ˣ˷˲  ˸ ˧˯˥˧ Υ˸ˣˮˣ˟˷˥  ˣ˟ˮˠˮ˷  Σˢ˷˧ˠ  

 ˵ ˣ˥˶ˬ ˞˪ ˸˥˦˟ˣ˞ˬ  Σˣ˞ ˸ˣ˩˶˰ˬ ˞˪˪  aC! Φ ˫ ˷ˬ  ˫ ˧˲˵ˣ˸ˢ ˣ˲˧ˬ  ˸˞  ˸ ˷˶ˢ Σ x ˰˧ˠˢ ˪π!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ  

ˣ˸˧˟˷ˢˣ ˫˧˸ˣ˶˧˷ ˫˧˧ˮˣ˧˥  Σ˵˪˥˟  ˫ ˧˶˵ˬˢˬ  ˸ ˣ˰˴ˬ˞˟  wŀƴǎƻƳǿŀǊŜ   ˫ ˧˸˧˰˪ˣ  ˦ ˣ˷˲ ˪˰ ˧ˡ˧  ˵ ˣ˸˧ˮ  ˭ ˣˣ˩ˬ ˪˷  

˸ˣ˩˶˰ˬΦ  ˫ ˣ˩˥˸ˢ ˭˞˩   ˞ ˪  s ˧ˢ ˢ˷˪ˣ˥˟  Σ˞˪˞  ˸ ˪ˣ˩˧˟ ˪˴ˮ˪ ˸ˣ˧ˣˢˤ  ˸ˣ˞˷˶ˢˣ ˧ˡ˩  ˦ˣ˪˷˪  ˸˩˶˰ˬ˟ ˢˬ˪˷  

˰ˣˠ˲˪ˣ  ˫˧˸ˣ˶˧˷˟  ˫ ˧˧ˬˣ˧ˬˣ˧ ˪˷ ˫˧˥˶ˤ˞ Φˣˤ ˢ˲˵˸ˬ  ˫˰ LƳǇŀŎǘ ˫ˣ˴˰  Σˢ˷˧ˠˡˬ˷ ˢˬ˩  ˞˪  ˨˧˶˴  ˳ˣ˶˲˪  x ˤ˧˞˪  

 ˸ ˧˵˲˯ ˭ˮ˰  x ˬ˩ ˦˲ˣ˯ˣ˶˵˧ˬ ˧ˡ˩  ˶ ˣ˴˧˪ ˢ˵˧ˮ˞˲ ˸ˣ˷˰˪ˣ ˵ˤˮΦ 
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ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  о 
 

¢ƻƻƭ{ƘŜƭƭ ˪ˠˣ  ˪ˣ˴˧ˮˢ  ˪˷  ˸ˣ˷˪ˣ˥ {ƘŀǊŜtƻƛƴǘ 

˨˪ˢˬ˟ ˢˮ˷ˢ ˢ˲˴ˮ ˪ˠ ˟˥˶  ˪˷ ˸ˣ˲˵˸ˬ  ˣ˯˯˟˸ˢ˷   ˪ ˰  ˟ ˣ˪˧˷  ˪ ˷ ˢˬ˩  ˸ ˣ˷˪ˣ˥ ˟π {ƘŀǊŜtƻƛƴǘ Σ˪˪ˣ˩  

 s ˷˪ˣ˥ ˢ˶˷˲˞˷  ˸ ˴˶ˢ ˡˣ˵   ˵ ˣ˥˶ˬ ˞˪˪  ˢ˧˴˵˧˦ˮ˸ˣ˞  Φ˶˥˞˪  ˸ ˠ˷ˢ ˸˯˧˶ˡ  ˪ˠ˶ ˸˧ˮˣ˷˞˶ Σ˫˧˲˵ˣ˸ˢ ˣ˯˶˲  

ǿŜō ǎƘŜƭƭǎ Σ x ˟ˮˠ ˸ˣˡˣ˯ Σˣ˷ˬ˸˷ˢˣ ˟π{ƘŀǊŜtƻƛƴǘ ˸ˡˣ˵ˮ˩  ˢ˴˧˲˵   ˨ ˣ˸˪ ˶˞˷ ˸˷˶ˢ ˸˧ˮˣˠ˶˞ˢ Φ 

ˢˬ˴ˣ˰ˢ ˪˷ ˢ˲˵˸ˬˢ ˢ˰˟ˮ ˞˪ ˵˶ ˢ˷˪ˣ˥ˢˬ  ˢˬ˴˰ Σ˞˪˞  ˫ˣ˵˧ˬˢˬ   ˪ ˷ {ƘŀǊŜtƻƛƴǘ  ˟˪˟  ˸ ˧˸˷˸ˢ  

˸˧ˮˣˠ˶˞ˢ  Υ˫˰  ˸ ˣ˞˷˶ˢ ˸ˣ˵ˣˬ˰ ˫˧˶ˣ˟˧˥ˣ  ˸ˣ˩˶˰ˬ˪ ˸ˣ˟˶ Φ˟ˣ˪˧˷ˢ ˢˤˢ ˨˲ˢ  ˸˞ ˢ˲˵˸ˬˢ  ˸ ˪˰˟˪ {ŎŀƭŜ  

ˢˣ˟ˠ  ˡ˥ˣ˧ˬ˟ ˣˤ˩˪ˣ  ˢˬ˧ˠˡˬ˷  ˡ˴˧˩ ˶˴ˣˬ  ά˧˸˶ˠ˷ έ˪ˣ˩˧  ˨ˣ˲ˢ˪ ˶ˣ˦˵ˣˣ˪  ˢ˲˧˵˸ ˧ˤ˩˶ˬ Φ 

wŜŀŎǘн{ƘŜƭƭ Υˢ˷˪ˣ˥  ˸˧˦˧˶˵ ˟πwŜŀŎǘ κ bŜȄǘΦƧǎ 

˵˶ ˷ˡˣ˥ˢˬ ˭ˣ˶˥˞ˢ π wŜŀŎǘн{ƘŜƭƭ ˢ˲˷˥ ˢ˷˪ˣ˥ ˸˧˸ˣˢˬ   ˭ ˲ˣ˞˟ ˣ˟˷ wŜŀŎǘ {ŜǊǾŜǊ /ƻƳǇƻƴŜƴǘǎ x π

bŜȄǘΦƧǎ ˫˧˪˲˦ˬ  ˦˪˵˟ ˸ˣ˪ˣ˟ˠ˟ˣ ˭˧˟ ˸˶˷  ˥ˣ˵˪˪ Φˢ˷˪ˣ˥ˢ  ˢ˶˷˲˞  ˫˧˲˵ˣ˸˪  ˰˴˟˪  ˸ ˴˶ˢ ˡˣ˵  ˵ ˣ˥˶ˬ ˞˪˪  

˸ˣˬ˧˞ Σ˸˷ˠ˪   ˧ ˮ˸˷ˬ˪ ˢ˟˧˟˯   ˱ ˣ˪˷˪ˣ  ˸ ˣˡˣ˯ ˢˬπhƴπtǊŜƳ ˫ˠˣ ˭ˮ˰ˢˬ Φ˶˥˞ˬ  ˶˟ˣˡˬ˷ ˸˥˞˟ ˸ˣ˶ˠ˯ˬˬ  

˥ˣ˸˧˲ˢ  ˸ ˣ˴ˣ˲ˮˢ ˫˪ˣ˰˟ Σ ˪ ˞˧˴ˮ˦ˣ˲ ˢ˰˧ˠ˲ˢ ˢ˧ˢ  ˫ˣ˴˰ Φ 

˶˟˰ˬ  π˪{ŎŀƭŜ Σˣˤ ˢ˲˵˸ˬ ˧˸˸ˮ˷  s ˪ ˡˣ˵˧ˮ  ˢˣ˟ˠ  π˟/ƻƻƭƴŜǎǎ  ˸ ˣˮ˷ˡ˥˟ˣ Υ ˪ ˣ˴˧ˮ  ˪ ˷ ˸˥ˮˢ  ˡˣ˯˧ ˟ˣ˴˧˰˟  

˸˧˸˷˸  ˸ ˧ˮ˶ˡˣˬ Σ˞˪ˣ   ˪ ˷ ˸ˣ˰˦ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˸˧˸ˡˣ˵ˮ Φ ˞ ˧ˢ  ˢ˷˧˥ˬˢ ˡ˰ ˢˬ˩ ˸˟˩˷ ˢ˧˴˵˧˪˲˞ˢ  ˢˬ˴˰  

ˢ˩˲ˢ  l ˰˧˪ ˧˟˧˦˵˶˦˞ Φ 

{ƘŀƛπIǳƭǳŘ нΦл Υ˸˲˵˸ˬ  ˸˶˷˶˷  ˢ˵˲˯˞ ˟πƴǇƳ 

{ƘŀƛπIǳƭǳŘ нΦл ˢ˸˧˧ˢ  ˸˥˞  ˸ˣ˲˵˸ˬˬ  ˸˶˷˶˷ ˢ˵˲˯˞ˢ  ˸ˣˬ˧˷˶ˬˢ   ˪ ˷ ˢˮ˷ˢ Φ˫˧˲˵ˣ˸ˢ ˣ˥˧˪˴ˢ  

 ˦ ˪˸˷ˢ˪ ˪˰ ˸ˣ˪˧˟˥ ƴǇƳ ˸ˣ˧˶˪ˣ˲ˣ˲  Σ˫˯˶˲˪ ˸ˣ˞˯˶ˠ ˸ˣ˧ˮˣˡˤ  Σ ˭ ˬˤ˟ˣ ˢˮ˵˸ˢˢ ˟ˣˮˠ˪  ˸ˣˡˣ˯ ˸ˣ˟˧˟˯ˬ  

˥ˣ˸˧˲  πx/Lκ/5 Φ ˪ ˪ˣ˩ ˫˧ˮ˵ˣ˦ ˸ˣ˥˸˲ˬˣ ˢ˷˧ˠ Φ ˸ ˣˡˣ˯ˢ ˣ˪˞ˢ   x ˪˰ ˪πǊŜǇƻ π˫˧  ˫ ˧˧˟ˬˣ˲ ˟˞ˢ˦˧ˠ˟ ˣ˧ˢ˷ ˫˧˷˧ˠˮ  

˧ˬ˪  ˵ ˶˷ ˢ˴˶  Σ ˸ ˣ˪˧˟˥ˢˣ ˸ˣ˰ˣˠˮˢ ˣ˩˧˷ˬˢ  ˦˷˲˸ˢ˪  Σˣ˪˧˟ˣˢˣ ˢ˲˧˷˥˪ ˪˷  ˸ˣ˶˷˰   ˧ ˲˪˞ ˸ˣˡˣ˯ Φ 

ˣˤ ˢ˲˵˸ˬ  ˫˰ {ŎŀƭŜ ˠ˧˶˥ ΣLƳǇŀŎǘ  ˶ ˟˦˴ˬ ˫ˣ˴˰  Σ˸ˣˮ˷ˡ˥ˣ  ˢˢˣ˟ˠ  ˭ ˲ˣ˞˟ ˣ˟˷ ˞˧ˢ  ˸ ˪˴ˮˬ  ˸˞ ˭ˣˬ˞ˢ  

˧˦ˬˣ˦ˣ˞ˢ  ˸ˣ˧˸˷˸˟  ˡˣ˵ ˥ˣ˸˲ Φ˞˧ˢ ˢ˷˧˥ˬˬ ˡ˰ ˢˬ˩ ˸˶˷˶˷ ˢ˵˲˯˞ˢ ˢ˩˲ˢ ˡ˥˞˪ ˫˧ˡ˰˧ˢ ˫˧˷˧ˠ˶ˢ  

˫˧ˮ˩ˣ˯ˬˢˣ ˶˸ˣ˧˟ Σ˫ˠˣ  ˫ ˷ˢ ˢ˪˷ ˷ˬˬ ˵˧˥˴ˬ  ˧˸ˣ˞ Φ 

 

˸ˮ˷ нлнр ˢ˥˧˩ˣˢ   ˟ ˣ˷ ˭˧˞˷   ά˫˧˧˪ˣ˷ έ˸ˣ˩˶˰ˬ˟ ˸ˣ˧ˮ˶ˡˣˬ  Σ˪˩ ˟˧˩˶ Σˢ˧˧˶˲˯  ˣ˞  ˵˲˯  ˫˧˪ˣ˩˧  ˨ ˣ˲ˢ˪  ˸ ˡˣ˵ˮ˪  

ˢ˯˧ˮ˩ Φ˷ˬ˥ ˸ˣ˲˵˸ˬˢ ˣ˪˞ˢ Σ˪˩  ˸ ˥˞ ˢ˩˶ˡ˟ Σ˸ˣ˦˦˶˷ˬ  ˸˞ ˸˲ˬ  ˫ ˧ˬˣ˧˞ˢ ˪˷ ˢˣˣˢˢ  Σ ˪ ˟˞ ˭˧˞  ˧˪  ˳ˬ˷ 

˪˷  ɣ ˷ˣˬ ˢˬ ˣ˧ˢ˧  ˫ ˧˶ˠ˸˞ˢ ˸ˮ˷˟ нлнсΦ 

ˣˮ˥ˮ˞ ˫˧˞ˣ˶  ˶˸ˣ˧  ˷ ˣˬ˧˷ ˟π!L ˥ˣ˸˧˲˟  ˧ ˪˩ ˢ˲˧˵˸ Σ˶˸ˣ˧ ˸ˣˬ˶ˣ˲˦˪˲ Σ˸ˣ˵˧ˮ˩˦  ˭ˬˤˬ˷ ˶˟˩  ˧ ˞ ˶˷˲˞ ˞ˣ˶˵˪  

˭ˢ˪ ˵˶ Ϧˠˮ˧˷˧˲  ΣϦˢˬˣ ˞˪ Φ 

ˤ˞ ˧ˮ˞  s ˥˧ˮˬ  ˧ ˮ˞˷ ˪˪˩˟  ˞˪  ˢ˪ˣ˩˧ ˭˧˧ˬˡ˪ ˢˬ  ˞ ˧˟˸  s ˸˧˞ ˸ˮ˷ нлнс Φ 

ˢˬ˧ˮ˟ ˸˧˷˧˞   ˶ ˸ˣ˧ Σ˸ˮ˷  нлнр ˧˪˷  ˫ˠ ˢ˸˧ˢ ˧˧ˡ ˸˷ˠ˶ˬ Σˢ˶˵˧˰˟ Σˢˡ˟ˣ˰ˢ  ˧˸˪˥˸ˢ˷   ˨ ˣ˶˰˪  ˸ ˞ 5ƛƎƛǘŀƭ 

²ƘƛǎǇŜǊ Φ ˫ ˞ ˣ˧ˢ  ˫˧˶ˬˣ˞  ˧˪  ˢˮ˷ ˢ˶˟˰˷ ˫˧˧˯˞˷  ˸ ˞ ˢˮ˷ˢ ˧˶˥˞ ˪˰ˬ  ˢ˰˟˷ ˸ˣˮˣ˧˪ˠ  ˧˸˩˶˰˷ Σ˧˸˧˧ˢ  

ˢ˸ˬ ˵ˣ˥˴ˬ  Φ 
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 x ˧˷˩˰ ˧ˮ˞˷˩ ˢ˪˧˥˸ˬ ˪ˠ˶˸ˢ˪ ˪˦˧˧˦˪ ˢˤˢ ύ˷˶ˣˡ˷  ˞˪ ˦˰ˬ ˢ˰˵˷ˢ Σ˭˧˞  ˧˪  ɣ ˷ˣˬ ˨˧˞ ˵˧˲˞  ˢ˷ˣ˰  ˸˞ ˢˤ  

 l ˟˪ ˶˟˩ ˪˩π˨˩ ˢ˟˶ˢ  ˫˧ˮ˷  Σό˧ˮ˞ ˢˣˣ˵ˬ  ˪˴ˮ˪  ˸˞ ˸ˮ˷  нлнс  ˧ ˡ˩  ˥ ˸˲˪ ˸˞ ˭ˣ˥˶˧ˢ  Σ˞˧˟ˢ˪  ˸ ˣˮˣ˧˰˶  

 ˫ ˧˦˵˧ˣ˶˲ˣ ˫˧˷ˡ˥ Σ˫˰ˣ ˸˞ˤ  Σ˶ˣˬ˷˪ ˣ˧˪˰ ˡ˥ˣ˧ˬ  ˧ ˲˩  l ˧ˬ˸˷ ˢ˧ˢΦ 

˧ˮ˞ ˸˪˥˞ˬ  ˫˩˪ˣ˩˪  ˢˮ˷ ˸˧˥˶ˤ˞ ˢ˷ˡ˥ ˢ˟ˣ˦ Σ˧ˮ˞ ˢ˲˴ˬ  ˶˴ˣ˵˟ ˥ˣ˶   ˞ ˣ˶˵˪ ˨ˣ˶˰˪ˣ  ˸˞  ˫˧˶ˬ˞ˬˢ ˫˩˪˷  Η 

Φ˟ˮ ς  ˫ ˞  ˷ ˧ ˫˩˪   ˫ ˣ˩˧˯ ˸ˣ˲˵˸ˬ ˫˩˪˷ˬ Σ˥ˬ˷ˮ  ˰ˣˬ˷˪  ˣ˸ˣ˞ ˸ˣ˟ˣˠ˸˟  Η όΥ 

˭˟ˣˬ˩ˣ  Σ ˧ ˮ˲˪  ˷ˠ˧ˮ˷  ˭˩ˣ˸˪  ˭ˣ˧˪ˠˢ  Σ s ˴˶ˮ   l ˧ˠˢ˪  ˢˡˣ˸  ˪˩˪  ˧ˬ   ˟ ˷˧˷  ˰˧˵˷ˢˣ  ˣˮˬˤˬ  ˟˸˩ˣ  ˣˮ˪  ˶ˬ˞ˬ   ˷ ˡˣ˥ˢ  Φ

ˢˡˣ˸  ˢ˟˶  ˪˧ ˫ ˣ˞˟˪ˡˮˬ ˟˞ˣ  Σˢˡˣ˸  ˢ˟˶  ˪˧˵˯ˮ˧˶˦˯ ˡˣˡ  Σˢˡˣ˸  ˢ˟˶   ˪˧˶˦ ˪˞˧˶˞Σ  ˢˡˣ˸  ˢ˟˶  ˪x˰ ˬ ˶

 ˪ ˦˵˷ˣˬΣ ˢˡˣ˸ ˢ˟˶ ˪˶˪ˣ˷˦˪˞ ˭˲ˠ ,ˢˡˣ˸ ˢ˟˶   ˪ ˸ ˪˧ˠ ˧˷Η 

 ˢ˞˧˶˵ ˢˬ˧˰ˮΣ 

 ˪˞˧˦˯˵ ˵˧˲˞ˣ ˧˵˯˟ˣ˶ˡ˲ ˶˧˲˯ 
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!C5¦at ς {ƴƛŦŦƛƴƎ bŜǘǿƻǊƪ CǊƻƳ ¢ƘŜ YŜǊƴŜƭ 

˸˞ˬ  ˫ ˣ˞˟˪ˡˮˬ ˟˞ˣ˧ 

 

 s ˬˡ˵ˢ 

 ˶ ˣ˸˟  ˱˵ˣ˸  Σ˸˪ˣ˩˧ˢ   ˯ ˣ˲˸˪  ˪˩   ˰ ˡ˧ˬ   ˧ ˸˷˶  ˰˧ˠˬˢ   ˪ ˞  ˢˡˬ˰   ˞ ˧ˢ   ˸ ˶˯˥  ˶˧˥ˬ  Φ˞˧ˢ  ˸˶˷˲˞ˬ   ˱ ˵ˣ˸˪   ˸ ˰ˡ˪  

˦˰ˬ˩  ˪˩ˢ  ˪˰  ˢ˸ˣ˞  ˢˡˬ˰  ˢ˰ˣˠˮ  ˤˣ˥˞˪ˣ  ˢ˟  ˸˧˸˷˶  Υˢˤ˧˞˪  ˫˧˶˸˞  ˞˧ˢ  ˸˷˪ˣˠ  Σ˫˰  ˢˤ˧˞  ˸ˣˡˬ˰  ˸ˣ˶˥˞   ˞ ˧ˢ  

˸˶˷˵˸ˬ Σ˸˲˪ˡˢ ˸ˣ˞ˬ˯˧˯  Σ˸˟˧ˮˠ sessionπ˫˧   x ˪˧˲˞ˣ ˢˤ˧˞˟  ˸ ˣ˰˷ ˢˡˬ˰ˢ  ˸˧˟˧˦˵˞ Φ 

ˢˮ˩ˣ˸˷˩   s ˴ˣ˶  ˪˟˵˪  ˣ˞  ˥ˣ˪˷˪  ˰ˡ˧ˬ  ˟˷˥ˬ˪  ˶˥˞  Σ ˰ ˡ˧ˬˢ  ˟˧˧˥   ˶ ˣ˟˰˪  π˟kernel Φ ˵˪˥˩   x ˧ˡ˧˵˲˸ˬ   ˫ ˧˟˶ˢ  

˪˷ sπkernel Σ˞ˣˢ  ˫ˠ ˢˤ ˪˲˦ˬ˷ ˨˧˪ˢ˸˟  ˸ ˶˟˰ˢ ˰ˡ˧ˬ ˧˸˷˶ ˰˧ˠˬ˷ ˞˴ˣ˧ˣ ˢˬπNICΦ  

  ˸ˡˬ˰ ˪˞ ˰˧ˠˬˢ ˧˸˷˶ ˰ˡ˧ˬ ˸˲ˮ˯ˢ˪ ˸˪ˣ˩˧ ˥ˣ˸˧˲˟ ˵ˣ˯˰˧ ˢˤ ˶ˬ˞ˬWindows  ˸˪ˣ˩˧ˢ ˸˞ ˠ˧˴˞ ˶ˬ˞ˬ˟ .

  ˢ˪˰˲ˢˢ ˸˩˶˰ˬ˪ ˧˪ˮ˶˵ ˶˟˧˧˶ˡ ˟ˣ˸˩˞ ,ˢ˦˧˷ˢ ˸˞ ˫˷˧˧˪ ˧ˡ˩˟ .ˢ˪˷ ˥ˣ˸˧˲ˢˣ ˶˵˥ˬˢ ˨˧˪ˢ˸ ˸˞ ˶ˣ˵˯˞ˣ

Windows  ˸˞˶˵ˮ˷ ˸˧˪˪˩ ˢ˵˧ˮ˩˦ ˷ˬˬ˧ ˶˟˧˧˶ˡˢ .File Object Hooking  . 

 ˪˷ ˶˟˧˧˶ˡ ˪˰ ˸˧˲˧˴˲˯ ˰˴˟ˮ ˢ˵˧ˮ˩˦ˢ ˸˞Windows    ˞˶˵ˮ˷AFD.sys˸˪ˣ˩˧ˢ.   s ˮ˵˸  ˱˵ˣ˸˪  ˢ˷˧ˠ ˪˩˪  

 ˰ ˡ˧ˬ  ˧˸˷˶  ˪˟˵˸ˬ˷  ˸ˮˣ˩ˬ˟  ˡ˰˧ˢ  Φ˨˩˟  Σ˞ˣˢ   ˪ ˩ˣ˧   ˱ ˧˪ˡˢ˪   ˰ ˡ˧ˬ  ˢ˴ˣ˥ˢ  ˨˞  ˫ˠ  ˫˷˧˧˪  C2   Ϧ˱ˣ˵˷  Ϧπ  ˭˧˞  ˨˶ˣ˴  

˸˥˧˸˲˟  listener  ˧ˡˣ˰˧˧  Φ˫ˣ˵ˬ˟  ˸˞ˤ  Σ ˞ ˣˢ   ˪ ˩ˣ˧  Ϧ˷˟˪˸ˢ˪  Ϧ˪˰   ˨ ˧˪ˢ˸  listener   ˶ ˟˩˷   ˭ ˧ˤ˞ˬ  ˸˩˶˰ˬ˟   ˸ ˣ˞˶˪ˣ  

˪˩ ˰ˡ˧ˬ ˰˧ˠˬ˷ ˣ˧˪˞.  

˟ˣ˷˥   ˭ ˧˧˴˪ ˧˩  ˶ ˬ˞ˬˢ ˡ˰ˣ˧ˬ  ˫˧˶˵ˣ˥˪  ˫˧˥˸˲ˬˣ  ˧˪˰˟  ˰˵˶  ˭ˣ˧˯˧ˮˣ  ˪ˮ˶˵˟ ˪˷  Windows  Φ 

˶ˬ˞ˬˢ ˞˪  ˪ ˣ˪˩˧ ˶˟˯ˢ ˪˰ ˸ˬ˵ˢ  ˸ ˟˧˟˯ ˢˡˣ˟˰  ˸˧˯˧˯˟  Φ 
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The Windows Network Stack 

 ˰ ˣˡ˧˩  Σ˸˩˶˰ˬ   s ˪˰˲ˢˢ  Windows  ˸˩ˬˣ˸  ˷ˣˬ˧˷˟  ˦ˮ˶˦ˮ˧˞˟  Φˢ˩˧ˬ˸ˢ  ˸˞˦˟˸ˬ   ˟πAPIs  ˫˧ˮˣ˷   ˶ ˷˞  

˫˧˶˷˲˞ˬ  ˸ˣˮ˩ˣ˸˪  ˰˴˟˪  ˸ˣ˪ˣ˰˲  ˣˬ˩  ˸˥˧˸˲  ˫˧˦˵ˣ˯  Σ˸˥˧˪˷  ˰ˡ˧ˬ  Σ˸˪˟˵  ˰ˡ˧ˬ  ˣ˩ˣ  Φϥ˸ˣ˪ˣ˰˲  ˣ˪˞   ˸ ˣˮ˴˥ˣˬ  

˸ˣ˞˶˵ˮˣ  Ϧ˰ ˧  ˸ˣˮ˩ˣ˸  π˟user-mode  ˨˞  ˟ˣ˶  ˢ˵˧ˠˣ˪ˢ  ˸˧˸˧ˬ˞ˢ   ˭ ˢ˪˷  ˸˰˴˟˸ˬ   ˟πkernel-mode  Φ ˫ ˷  Σ˫˧˞˴ˬˮ  

˫˧˶˟˧˧˶ˡ  ˫˧˧˞˶˥˞˷  ˪˰  ˰ˣ˴˧˟ˢ  ˪˰ˣ˲˟  ˪˷  ˸ˣ˪ˣ˰˲ˢ  ˸ˣ˧ˣ˴˶ˢ  Φˢˬ˶ˠ˞˧ˡ˟  ˢ˞˟ˢ  ˭˸˧ˮ  ˸ˣ˞˶˪  ˠˣ˴˧˧  ˞˪ˬ   ˪ ˷  

˸˶ˣ˦˵˦˧˩˶˞ sπnetworking  ˪˷  Windows Υ 

  πwinsock API    πuser-mode  ϦWS2_32.DLL πkernel-mode  Ϧafd.sys Φ 

 

[Windows Internals, Sixth Edition, Part 1] 
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Winsock API 

πsWinsock API   ˞ ˣˢ  πsAPI   ˪ ˷  Windows   ˵ ˲˯ˬ˷  ˫˧˥˸˲ˬ˪   ˸ ˞   ˸ ˣ˧˴˵ˮˣ˲ˢ   ˶ ˟ˡ˪   ˫ ˰   ˸ ˩˶˰ˬ  ˢ˪˰˲ˢˢ  

˧ˡ˩˟   ɣ ˧˷ˢ˪  ˢ˷˧ˠ  ˧˸ˣ˶˧˷˪   ˧ ˪ˣ˵ˣ˦ˣ˶˲ˣ  ˸˷˶  Σ  :˭ˣˠ˩ TCP/IP  Φ˞ˬˠˣˡ˪  Σ ˶ ˷˞˩   ˷ ˬ˸˷ˬ  ˷˪ˣˠ  ˶˸˞˪  Σ ˭ ˲ˡ˲ˡˢ  

˷ˬ˸˷ˬ  π˟winsock API   ˪˧˟˷˟  ˪˟˵˪  ˰ˡ˧ˬ  ˣ˸ˣ˞ˬ   ˶ ˸˞ˢ  ύ˸˧˧˴˵ˮˣ˲  recv  Φόˢ˷˰ˬ˪  Σ ˪ ˩  ˢˮ˩ˣ˸  ˢ˴˶˷   ˪ ˰  

Windows  ˢ˩˧˶˴ˣ   ˸ ˷ˠ˪  ˦ˮ˶˦ˮ˧˞˪  ˸˩ˬ˸˯ˬ  ˢ˶ˣ˴˟   s ˶˧˷˧  ˣ˞  ˢ˲˧˵˰  ˪˰   sπwinsock API  Φ˫˞   l ˣ˵ˢ   ˟ ˣ˸˩  

  low-level    Cόύ       Σsocket  όύ connect    Σhigh-

level Φ    

 

[CS461: Network, Windows Socket Programming in C] 

 

WS2_32.DLL 

ˢˤ  ˞ˣˢ   sπDLL   ˧ ˤ˩˶ˬˢ  ˪˷   sπWinsock API  Σˣˡ˧˵˲˸   ˪ ˷  ws2_32.dll   ˞ ˣˢ   ˵ ˲˯˪  ˫˧˥˸˲ˬ˪  ˵˷ˬˬ   l ˧˥˞  

˰ˣ˴˧˟˪  ˸ˣ˪ˣ˰˲  ˸ˣ˧˸˷˶  Φπsdll  ˭˧˴˥ˬ  ˸ˣ˧˴˵ˮˣ˲  ˸ˣ˶˷˲˞ˬ˷  ˸ˣˮ˩ˣ˸˪  user-mode  ˷ˬ˸˷ˢ˪  ˧˟˞˷ˬ˟  ˸˷˶  Φ

˪˩  ˸ ˧˧˴˵˧˪˲˞ Windows ˸˞˟˧˧ˬ  ˸ ˞ sπdll ˢˤˢ ˪˰ ˸ˮˬ   ˶ ˷˵˸˪ ˢ˴ˣ˥ˢ  Φ 

˞ˬˠˣˡ˪  Σ ˶ ˷˞˩  ˢˮ˩ˣ˸  ˢ˴ˣ˶  ˞ˣ˶˵˪  ˰ˡ˧ˬ  πˬsocket  Σ˞˧ˢ   ˞ ˶˵˧˸  ˸˧˧˴˵ˮˣ˲˪  WSARecv  ˸˞˴ˬˮ˷   ˟π

ws2_32.dll  ΦπsDLL  ˢˤˢ  ˞ˣˢ  ˷ˣˬ˧ˬ  high-level  Σ˶ˬˣ˪˩  Σ˞ˣˢ   s ˣˣˢˬ   ˸ ˟˩˷  ˢ˧˴˵˶˦˯˟˞   ˷ ˣˬ˧ˬ˪  ˧˸˧ˬ˞ˢ   ˪ ˷  

 ˸ ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˧˸˷˶ˢ  Φ 
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MSWSOCK.DLL 

mswsock.dll  ˞ˣˢ  πsbase winsock provider  Φˢ˶˴˵˟  Σ ˟πwindows   ˷ ˧  service providers  ˫˧˞˶˥˞˷   ˪ ˰  

 s ˵˧ˠˣ˪ˢ   ˧ ˶ˣ˥˞ˬ  πsAPI  Φ ˷ ˧  base providers   π  ˫˧˪˲˦ˬ˷   ˫ ˧˪ˣ˵ˣ˦ˣ˶˲˟   ˫ ˧˧˶˵˧˰ˢ  ύˣˬ˩  TCP  ό˷˧ˣ  layered 

providers ˫˧˟˷ˣ˧˷  ˪ ˰ˬ base providers   ˫ ˧˪ˣ˩˧ˣ  ˱ ˧˯ˣˢ˪ ˸ˣ˟˩˷ ˪˷ ˢˮ˲˴ˢ Σ ˶ ˣ˦˪˧˲ ˣ˩ˣ  Φϥ 

ˢ˶˵ˬ˟  ˣˮ˪˷  Σws2_32.dll  ˞ˣˢ  ˢ˯˟Ϧ˩  dll  ˰ˡˣ˧˷  ˭˴˥˧˪  ˸ˣ˧˴˵ˮˣ˲  ˸ˣ˧˯˧˯˟  Σ˞ˣˢ  ˣˮ˧˞  ˧˞˶˥˞  ˪˰  ˷ˣˬ˧ˬ   ˧ ˠˣ˪  

˧˸˧ˬ˞  Φmswsock.dll   ˞ ˣˢ  πsprovider   ˵ ˲˯ˬ˷   ˨ ˣˣ˧˸  ˭˧˟  ws2_32.dll   ˭ ˧˟˪   ˫ ˧˶˟˧˧˶ˡˢ   ˪ ˮ˶˵˟   ˫ ˧˷ˬˬˬ˷  

˪˰ˣ˲˟  ˸ ˞ ˧˪ˣ˵ˣ˦ˣ˶˲ ˸˶ˣ˷˵˸ˢ Σ˧˲˩ ˭˸˧ˮ˷  ˸ˣ˞˶˪ ˢˬ˶ˠ˞˧ˡ˟ ˢ˪˰ˬ˪Φ 

˨˶ˡˢ ˢ˟˷  mswsock ˨ˣˣ˸ˬ  ˞˧ˢ ˪˰   ˧ ˡ˧ ˷ˣˬ˧˷  π˟syscalls  ˭ˣˠ˩ NtReadFile, NtDeviceIoControlFile ˣ˩ˣ Φϥ 

 

NTDLL.DLL 

 ˭ ˲ˣ˞˟  ˧˪˪˩  Σntdll.dll  ˞ˣˢ  dll  ˪˷  ˸˩˶˰ˬ  ˢ˪˰˲ˢˢ  ˢˣˣˢˬ˷  ˶˷ˠ  ˭˧˟   ˸ ˣ˧˴˵ˮˣ˲  ˢˬπuserland   l ˰ˣ   ˭ ˷ˣˬ˧ˬ˪  

˪ˮ˶˵˟  Φntdll   ˞ ˪  ˳˶  π˟kernel  Σ ˞ ˣˢ  ˷ˬˬˬ  ˸˞  πsnative API  ˢˣˣˢˬˣ  wrapper  π˪syscalls   ˭ ˲ˣ˞˟   ˱ ˣ˵˷˷  

˸ˣˮ˩ˣ˸˪ sπusermodeΦ  ˢ˧˴˵ˮˣ˲ ˢ˪˧˥˸ˬ˷  ˟ϦNt Ϧ˞˧ˢ ˢ˧˴˵ˮˣ˲  ˸˩˧˧˷˷ ˪πntdll Φ 

[Tvrpism, High-Level Overview of Windows architecture] 

 

˷˩πmswsock.dll ˶˟ˡˬ  ˫ ˰  ˫ ˧˶˟˧˧˶ˡ ˫˧˧˪ˮ˶˵ Σ˞ˣˢ ˷ˬ˸˷ˬ ˸ˣ˧˴˵ˮˣ˲˟ ˸ˣˮ˴ˣ˧ˬ˷   ˰Ϧ ˧ntdll.dll Φ 
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Transport Drivers 

πsTransport Drivers   ˫ ˢ  ˱˯ˣ˞  ˪˷  ˫˧˶˟˧˧˶ˡ  ˫˧˧˪ˮ˶˵   ˫ ˧˞˶˥˞˷  ˪˰   ˷ ˣˬ˧ˬ   ˪ ˷   ˧ ˪ˣ˵ˣ˦ˣ˶˲  ˸˶ˣ˷˵˸ˢ   ˸ ˟˩˷˟  

πsTransport  Φ˫ˢ˟  ˞˴ˬˮ  ˡˣ˵ˢ  ˰ˡˣ˧˷  ˦ˬ˶˲˪  ˸ˣ˦˵˲  Σ˟˧˩˶ˢ˪  ˭˸ˣ˞  ˷ˡ˥ˬ  Σ˪˲˦˪  π˟sequence numbers  

ˣ˩ˣ  Φ˶ˬˣ˪˩  Σ˫ˢ  ˪˪˩˟  ˞˪  ˫˧˶˧˩ˬ  ˸˞  ˡ˴  πsuser-mode  Σ˫˸˶˦ˬ   ˞ ˧ˢ   ˷ ˬˬ˪   ˸ ˞  ˢ˵˧ˠˣ˪ˢ  ˪˷   ˧ ˪ˣ˵ˣ˦ˣ˶˲  

ˢ˟˩˷ˢ ύTCP / UDP ό ˸ ˬ˶˟  ˪ˮ˶˵ˢ Φ 

 

AFD.SYS 

afd.sys  ˞ˣˢ  πswinsock driver  Φ˶ˬˣ˪˩  Σ˞ˣˢ  ˷ˬˬˬ  ˸˞  πsWinsock API  ˡ˴ˢˬ  ˧˪ˮ˶˵ˢ  Φ˭˟ˣˬ˩  ˞ˣˢ˷  ˞˪   s ˷ˣ˰  

˸˞ˤ ˡ˟˪  ˞˪ˣ ˫˷˧˧ˬ  ˸˞  ˧ ˪ˣ˵ˣ˦ˣ˶˲  ˸ ˶ˣ˷˵˸ˢ ˣˬ˴˰˟ Φ 

 Afd   ˞ ˣˢ   ˨ ˣˣ˸ˬ  ˭˧˟  ˢˮ˩ˣ˸ˢ  πsuser-mode π˸˧   ˸ ˞˴ˬˮ˷  Ϧˣ˧˪˰ˬ  Ϧ ˭ ˧˟˪  πstransport drivers   ˫ ˧˞˴ˬˮ˷  

Ϧˣ˧˸˥˸ˬ  ΦϦ ˫ ˷˪  ˡ˧˵˲˸  ˢˤ  Σ˞ˣˢ  ˰ˡˣ˧  ˶ˣˬ˷˪  ˟˴ˬ  ύstate  π  ˭ˣˠ˩  listening / established  ό˪˰  ˪˩   ˦ ˵ˣ˯  

˸˩˶˰ˬ˟  Φ ˞ ˣˢ  ˥˵ˣ˪  ˸ˣ˷˵˟  ˢˬπuser-mode  ˶˧˟˰ˬˣ  ˭˸ˣ˞   ˪πtransport driver  ˫˧˞˸ˬˢ   ύ˞ˬˠˣˡ˪  tcpip.sys  

 ˶ ˣ˟˰ ˢ˪ˣ˰˲   ˪ ˰ ˦˵ˣ˯ ˠˣ˯ˬ  TCP Φό 

˦˟ˬ high-level   ˪ ˰ ˨˧˪ˢ˸ ˞˪ˬ ˪˷ ˢ˞˧˶˵ ˬπsocket Σˢ˞˶˧  ˨˩ Υ 

¶ ˢˮ˩ˣ˸ ˸˞˶ˣ˵  ˢ˧˴˵ˮˣ˲˪ όύrecv  ˶ ˥˞˪ ˢ˥˸˲˷  ˦ ˵ˣ˯ ˠˣ˯ˬ TCP  Φ 

¶ WS2_32.dll ˶˧˟˰ˬ  ˸ ˞ ˢ˷˵˟ˢ ˪ πDLL ˰˴˟ˬˢ ΣMSWSOCK.dll Φ 

¶ MSWSOCK ˰˴˟ˬ  ˢ˞˧˶˵  ύDeviceControl  όπ˪afd.sys Φ 

¶ afd.sys  ˥ ˪ˣ˷ ˢ˷˵˟ ˪ πtcpip.sys  Φ 

¶ tcpip.sys  ˧˞˶˥˞  ˪˰  ˸˵˧ˠˣ˪   ˪ ˣ˵ˣ˦ˣ˶˲  tcp  π  ˧˶˲˯ˬ  seq, ack  ˢˬˣˡ˩ˣ  Φ˞ˣˢ  ˰˴˟ˬ  ˸ˣ˞˧˶˵   ˫ ˧˶˟˧˧˶ˡ˪  

˫˧˩ˣˬˮ ˶˸ˣ˧ ˟πnetwork stack ύˣˬ˩ ndis.sys ό˱ˣ˯˟˪ˣ  ˪ ˟˵ˬ  ˰ˡ˧ˬ  ˢ˶ˤ˥˟ Φ 

¶ ˸˰˩  Σ˷˧  ˨˧˪ˢ˸  ˰ˣ˲˰˲  ˢ˶ˤ˥˟  ˢ˪˰ˬ˪  Σ˰ˡ˧ˬˢ  ˰˧ˠˬ  ˪˞  afd.sys  ˠ˞ˣˡ˷  ˫˧˷˪  ˣ˸ˣ˞ ˟πbuffer   s ˶˧˟˰ˢ˷  

ˣ˧˪˞  ˢˮ˩ˣ˸ˢ  Φ˱ˣ˯˟˪  Σ˞ˣˢ  ˶˧ˤ˥ˬ  ˢˮ˩ˣ˸˪  ˢ˞˴ˣ˸   ˫ ˞ˢ  ˢ˪ˣ˰˲ˢ  ˢ˥˧˪˴ˢ   x ˞   s ˪˷˩   ˸ ˰˩ˣ  ˢˮ˩ˣ˸ˢ   s ˪ˣ˩˧  

 ˸ ˷ˠ˪ ˰ˡ˧ˬ˪  Φ 
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˭˞˩ˬ  ˶˷˲˞  ˭˧˟ˢ˪  π˷afd.sys  ˵˥˷ˬ  ˡ˧˵˲˸  ˧˸ˣ˰ˬ˷ˬ  π  ˞ˣˢ  ˶˷ˠˢ  ˧˪ˮ˶˵ˢ  ˭˧˟  Winsock API  ˭˧˟˪   ˷ ˣˬ˧ˬˢ  

˨˟ˣ˯ˬˢ  ˧˶ˣ˥˞ˬ  ˫˧˰˪˵ˢ  ˪˷  πsnetwork stack  ˪˷  Windows  Φ˪˰  ˭˩  Σ ˪ ˩  ˨˧˪ˢ˸  ˪˷  ˷ˣˬ˧˷  ˫˧˦˵ˣ˯˟  Σ ˪ ˩  

˸˶˟˰ˢ  ˰ ˡ˧ˬ Σ˪˩  ˸˪˟˵  ˰ ˡ˧ˬ  π ˶˟ˣ˰ ˣ˩˶ˡ Φ 

  ˸ ˣ˟˧˯ˬ  ˣ˪˞  Σafd  ˞ˣˢ  ˢ˶˦ˬ  ˸ˮ˧˧ˮ˰ˬ  ˶ˣ˟˰   ˱ ˵ˣ˸  ˢ˴ˣ˶˷   ɣ ˧˷ˢ˪   s ˤ˧˥˞   s ˵ˤ˥  ˪˰  ˢˡˬ˰  ˸˲˵˸ˮ  π   ˱ ˧˪ˡˢ˪  

˰ˡ˧ˬ Σ˷˟˷˪  ˣ˞  ˸ˣˮ˷˪ ˢ˶ˣ˟˰˸Φ 

 ˫˞  ˪˩ˣˮ   Ϧ˸˟˷˪  Ϧ˭˧˟  ws2_32.dll   ˭ ˧˟˪  afd.sys  Σ˪˩ˣˮ  ˠ˧˷ˢ˪  ˪˩  ˰ˡ˧ˬ  ˪˰  ˢˤ˧˞  ˫˧˦˵ˣ˯  ˫˧˥ˣ˸˲  Σˢˬ  ˫˟˴ˬ  Σ

ˢˬ ˰ˡ˧ˬˢ  ˫ˢ˷ ˫˧˪˟˵ˬ  s ˬˣ ˫ˢ ˫˧˥˪ˣ˷  Φ 

 

Kernel Managers & Objects 

Object Manager 

˪ˮ˶˵ˢ  ˪˷  Windows  ˧ˣˮ˟  ˫˧˵˪˥ˬ  ˫˧ˮˣ˷  ˫˧˞˶˵ˮˢ   ˫ ˧˪ˢˮˬ  ύmanagers)  Σ˪˩  ˪ˢˮˬ  ˧˞˶˥˞  ˪˰  ˫ˣ˥˸   ˧ ˦˧˶˵  

˪ˣ˰˲˸˪  ˪˷  ˸˩˶˰ˬ  ˢ˪˰˲ˢˢ  Φ˫ˮ˷˧  ˫˧˪ˢˮˬ  ˫˧˟˶  ˭ˣˠ˩ memory manager  ˧˞˶˥˞ˢ ˪˰  ˪ˣˢ˧ˮ  ˭ˣ˶˩˧ˤˢ   ˧ ˤ˧˲ˢ  

ˣ˞  πsprocess manager  ˧˞˶˥˞˷   ˪ ˰  ˸˴˶ˢ  ˪˩  ˨˧˪ˢ˸  πxthread  ˸˩˶˰ˬ˟  ΦπsObject Manager  ˞ˣˢ  ˸˸ π

ˬ˸˩˶˰  ˪ ˮ˶˵˟ ˸˧˞˶˥˞˷ ˭˧˟  ˶˸˧ˢ ˪˰ Υ 

¶  ˸ ˶˧˴˧ ˫˧˦˵˧˧˟ˣ˞Φ 

¶  ˟ ˵˰ˬ ˧˶˥˞ sπlife cycle  Φ 

¶ ˪ˣˢ˧ˮ  ˢ˷˧ˠ  ˫˧˦˵˧˧˟ˣ˞˪ Φ 

¶ ˷ˣ˲˧˥   ˫ ˧˦˵˧˧˟ˣ˞ ˧˲˪ ˫˷ Φ 

¶ ˸˥˧˸˲ handles  Φ 

¶  ˧ ˣ˵˧ˮ ˫˧˦˵˧˧˟ˣ˞   Φ 

I/O Manager 

πsI/O Manager  ˨˪ˣˢ  ˡ˧  ˡ˧˟  ˫˰  πsObject Manager  ˢ˟˶ˢ˟  ˫˧˶˵ˬ  Φ˞ˣˢ ˧˞˶˥˞  ˟ˣ˸˧ˮ˪  ˪˩  ˸ˣ˷˵˟  πsI/O  

˸˩˶˰ˬ˟   ˭ ˩˪ˣ  ˣˡ˧˵˲˸  ˞ˣˢ  ˧˦˧˶˵   ˸ ˰˟   ˸ ˶ˣ˷˵˸  ˸˧˸˷˶  Σˢ˟˷   ˶ ˟ˣ˰   ˭ ˣˬˢ  ˰ˡ˧ˬ  Φ ˦ ˰ˬ˩  ˪˩  ˸˶ˣ˷˵˸   ˭ ˧˟   l ˣ˵  

mode-userπ ˧ ˭˧˟˪  ˫ ˧˶˟˧˧˶ˡ   ˪ ˮ˶˵˟   s ˷˰ˮ   ˪ ˰   ˧ ˡ˧  I/O Request Packet  ύ s ˶˴˵˟   π  IRP  Σό˞˪ ˦˶˲˞  ˪ ˰  IRP   ˨ ˞  

˭˸˧ˮ   ˞ ˣ˴ˬ˪  ˸˞   ˪ ˩  ˰ˡ˧ˬˢ   ˟πMSDN  Φ ˶ ˷˞˩  ˢˮ˩ˣ˸  ˢ˴ˣ˶   ˶ ˷˵˸˪   ˫ ˰   x ˢ˷ˤ˧˞  ˶˟˧˧˶ˡ  Σ˞˧ˢ   ˪ ˪˩˟  ˞˪  ˢ˩˧˶˴  

 ˶ ˧˩ˢ˪  ˢˬ   s ˤ  IRP  ΣπsI/O Manager  ˠ˞ˣˡ   ˶ ˣ˴˧˪  IRP  ˫˧˞˸ˬ   ˧ ˶ˣ˥˞ˬ   ˫ ˧˰˪˵ˢ   ˥ ˣ˪˷˪ˣ  ˣ˸ˣ˞   ˶ ˟˧˧˶ˡ˪  ˭ˣ˩ˮˢ  Φ

˨˷ˬˢ˟ ˢ˞˶ˮ  ˸˞ ˨˧˪ˢ˸ˢ  ˢ˪ˣ˰˲˟ Φ 

http://www.digitalwhisper.co.il/
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πsI/O Manager ˧˞˶˥˞ ˭˧˟ ˶˸˧ˢ ˪˰ Υ 

¶ ˵˷ˬˬˢ ˶˷˲˞ˬ˷ ˸˶ˣ˷˵˸  ˭˧˟ user-mode  ˫˧˶˟˧˧˶ˡ˪Φ 

¶ ˟ˣ˸˧ˮ ˸ˣ˷˵˟  ˫˧˶˟˧˧˶ˡ˪ Φ 

¶  ˸ ˶˧˴˧ IRPsΦ 

¶ ˪ˣ˲˧˦   ˧ ˩˶˴˟ ˭ˣ˶˩ˮ˯ ˫˧ˮˣ˷  ύ˸ˣ˷˵˟ ˸ˣ˧ˮˣ˶˩ˮ˧˯˞ Φό 

Kernel Objects 

˪ˮ˶˵ˢ  ˶˧ˡˠˬ  ˷ˬ˸˷ˬˣ   ˫ ˧˦˵˧˧˟ˣ˞˟   ˧ ˡ˩˟   ɣ ˴˧˧˪  ˫˧˟˞˷ˬ  ˪˷  ˸˩˶˰ˬ  ˢ˪˰˲ˢˢ  Σ˪˩ˣ  ˦˵˧˧˟ˣ˞   ˧ ˣˮ˟  πˬheader  

πxbody  Φ 

¶ sπheader ˪˧˩ˬ  metadata  ˪ ˰ ˦˵˧˧˟ˣ˞ˢ Σˣˬ˩   ɣ ˣ˯ Σ˫˧˪ˠˡ Σ˸ˣˬ˩ reference π˫˧ Φ 

¶  sπbody ˪˧˩ˬ  ˸ ˞ ˰ˡ˧ˬˢ ˸ˣˮˣ˩˸ˣ ˦˵˧˧˟ˣ˞ˢ  ˸ ˣ˧ˡˣ˥˧˧ˢ x˪Φ 

˭ˣˮˠˮˬ   ˫ ˧˦˵˧˧˟ˣ˞ˢ  ˢˣˣˢˬ  ˵˷ˬˬ   l ˧˥˞  ˪ˣˢ˧ˮ˪  ˧˟˞˷ˬ  ˸˩˶˰ˬˢ  Φ˭ˣˮˠˮˬˢ  ˶˷˲˞ˬ  ˸˩˶˰ˬ˪  ˢ˪˰˲ˢˢ   ˟ ˣ˵˰˪  

˪ˢˮ˪ˣ  ˸˞  πslife cycle  ˪˷  ˫˧˦˵˧˧˟ˣ˞  Φ˪˩˪  ˦˵˧˧˟ˣ˞  ˡˬ˴ˣˬ  reference count  ˪ˬ˯ˬ˷  ˢˬ˩  handleπ˫˧   x ˥˸˲  

ˣ˧˪˞  ˢˬ˩ˣ  ˫˧˶˦ˮ˧ˣ˲   ˫ ˧˰˧˟˴ˬ  ˣ˧˪˞  Φ˨˩  Σ˸˩˶˰ˬˢ  ˢ˪ˣ˩˧  ˠˣ˞ˡ˪   ˰ ˠ˶˟˷  ˢ˷πcount   ˞ ˣˢ  л  Σ˦˵˧˧˟ˣ˞ˢ   ˵ ˥ˬ˧˧  Φ

ˣˬ˩  ˭˩  Σˣˮ˷˧  ˭˲  ˧˸˥˦˟˞   ˫ ˧˦˵˧˧˟ˣ˞˪   π   ˪ ˩˪  ˦˵˧˧˟ˣ˞   ˷ ˧  ACL  πxaccess masks   ˫ ˧˶˧ˡˠˬ˷   ˧ ˬ  ˪ˣ˩˧   ˸ ˷ˠ˪  

˦˵˧˧˟ˣ˞˪  ˢˤ˧˞ˣ  ˸ ˣ˪ˣ˰˲ ˞ˣˢ  ˪ˣ˩˧   ˰ ˴˟˪ ˣ˧˪˰ ύˢ˵˧˥ˬ  Σˢ˞˧˶˵ Σˢ˟˧˸˩ΦόΦΦ 

 handle  ˞ˣˢ  ˨˶˰  ˠ˴˧˧ˬ˷  ˦˵˧˧˟ˣ˞  Φπ˟user-mode  πshandle  ˞ˣˢ  ˯˵ˡˮ˧˞  ˸˪˟˦˟  handleπ˫˧  ˸˩˧˧˷ˢ   ˵ ˶  

π˪process  ˥˸˲˷   ˸ ˞  πshandle  Φπ˟kernel-mode  πshandle   ˞ ˣˢ  ˫ˠ  ˯˵ˡˮ˧˞  Σ ˨ ˞   s ˪˟˦˟  ˸˲˸ˣ˷ˬ   ˪ ˩˪  

˪ˮ˶˵ˢ Φ 

  sπobject manager  ˭˧˴˥ˬ  ˸ˣ˧˴˵ˮˣ˲  ˸˶ˬˢ˪  πshandle  ˠˣ˴˧˧ˢˬ  ˧˶˲˯ˬˢ  ˣ˪˷  ˦˵˧˧˟ˣ˞˪  ˞ˣˢ˷  ˠ˴˧˧ˬ   ˫ ˠˣ  

˨˲ˢˢ Φ ˞ ˬˠˣˡ  s ˧˴˵ˮˣ˲˪ ˣˤ˩ ˞˧ˢ ObReferenceObjectByHandleΦ 

Device Objects 

ˢ˶˴˵˟  Σdevice  ˠ˴˧˧ˬ  ˟˧˩˶  ˧ˤ˧˲  ˣ˞  ˧ˠˣ˪  ˪˷  ˶˟˧˧˶ˡ  ˫˧ˣ˯ˬ  Φ˶˟˧˧˶ˡ˪  ˫˧˪ˣ˩˧  ˸ˣ˧ˢ˪  ˢˬ˩  ˫˧˟˧˩˶  ˢ˪˞˩  Σ ˞ ˣˢ˷  

˧˞˶˥˞  ˶ˣ˴˧˪  ˫ˢ˪   ˦ ˵˧˧˟ˣ˞  ˠ˴˧˧ˬ  Φ˞ˬˠˣˡ˪  Σ˶˟˧˧˶ˡˢ  HidUsb.sys   ˧ ˞˶˥˞  ˪˰  ˪ˣˢ˧ˮ  ˧˶˧˷˩ˬ  usb  ˣˬ˩   ˸ ˡ˪˵ˬ  

˶˟˩˰ˣ  Φ ˸ ˰˟   ˶ ˣ˟˧˥  ˸ˡ˪˵ˬ  Σ ˶ ˟˧˧˶ˡˢ   ˶ ˣ˴˧˧  device object   ɣ ˴˧˧˷   ˸ ˞  ˢ˸ˣ˞  ˸ˡ˪˵ˬˢ  ˪˧˩˧ˣ   ˰ ˡ˧ˬ  ˧˲˧˴˲˯  ˢ˧˪˰Φ 

˶˷˞˩  ˣˮ˥ˮ˞   ˫ ˧˴ˣ˶  Ϧ˶˷˵˸˪  Ϧ˫˰  ˶˟˧˧˶ˡ  Σ˞˪   s ˷˰ˮ   ˸ ˞ˤ  ˸ˣ˶˧˷˧   π  ˷ˬ˸˷ˮ  π˟handle  π˪device  ˪˰  ˸ˮˬ   ˥ ˣ˪˷˪  

˸ˣ˷˵˟  ˶˟˧˧˶ˡ˪ Φ 
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File Objects 

File Object  ˞ˣˢ   l ˥˞   s ˟˶ˢˬ  ˧ˠˣ˯   ˫ ˧˦˵˧˧˟ˣ˞   ˫ ˢ˟˷  ˪ˮ˶˵ˢ  ˷ˬ˸˷ˬ  Φ˪˰  ˱˞  ˫˷ˢ  Σπsfile object  ˞˪   l ˰ˣˮ  

ˠ˴˧˧˪ ˵˶ ˫˧˴˟˵ ˣˬ˩ ˣˮ˥ˮ˞˷  ˫˧˶˧˩ˬ Φˢ˷˰ˬ˪ Σ˞ˣˢ ˠ˴˧˧ˬ ˪˩ ˶˟ˡ  ˨ˬˣ˸˷ ˟πI/O Φ˶ˬˣ˪˩  Σ˫ˠ socket ˠ˴ˣ˧ˬ   ˪ ˰  

˧ˡ˧  file object  Φ˟ˣ˷˥  ˭˧˧˴˪   s ˷πfile object  ˞ˣˢ  ˞˪  ˳˟ˣ˵ˢ  ˣˬ˴˰  ˣ˞  ˭˩ˣ˸ˢ  ˣ˪˷  Σ˞˪˞  ˨˶ˡ  ˪˷  ˸˩˶˰ˬ   s ˪˰˲ˢˢ  

ˠ˴˧˧˪  ˸˞ ˳˟ˣ˵ˢ ˷ˣˬ˧˷˟˷  ˶ˣˬ˷˪ˣ  ˣ˧˪˰ ˰ˡ˧ˬ ˧˪ˣˢ˧ˮ   Φ 

˞ˬˠˣˡ˪ Σ ˶ ˷˞˩ ˣˮ˥ˮ˞  ˫ ˧˴ˣ˶ ˟ˣ˸˩˪ ˳˟ˣ˵˪ ˪˰ ˵˯˧ˡˢ Υ 

 ˫ˡˣ˵  ˪˩  ˨˶˦˴ˮ  ˪˟˵˪  handle  π˪file object  ˪˷  ˣ˸ˣ˞  ˳˟ˣ˵ˢ  Σ˫˷˪  ˨˩   ˞ ˶˵ˮ  ˢ˧˴˵ˮˣ˲˪  ZwOpenFile   s ˧˪˞ˣ  

˶˧˟˰ˮ  ˸˞  ˫˷ ˳˟ˣ˵ˢ  Φ 

 sπI/O Manager  ˢ˞ˣ˶  ˸˞  ˫˷  ˳˟ˣ˵ˢ  ˢˢˤˬˣ  ˢ˷πdevice  ˨˧˶˴˷  ˪˲˦˪  ˢ˷˵˟˟  ˨˧˧˷  ˶˟˧˧˶ˡ˪  ˪˷   ˸ ˩˶˰ˬ  

 ˫ ˧˴˟˵ˢ ύntfs.sys Φό 

 ˸˰˩ ΣπsI/O Manager ˶˴˧˧ˬ IRP  ˶˧˟˰ˬˣ  ˢ˸ˣ˞  ˪˞ ntfs.sys  ˧ˡ˩˟ ˥˸˲˧˷  ˸˞ ˳˟ˣ˵ˢ Φ 

 ntfs.sys  ˪˟˵ˬ  ˸˞  ˢ˷˵˟ˢ  ˶˴˧˧ˬˣ  ˦˵˧˧˟ˣ˞  ˳˟ˣ˵  ˶ˣ˟˰  ˳˟ˣ˵ˢ  ˧ˣ˴˶ˢ  Φ˱˯ˣˮ˟  Σπsobject manager   ˶ ˴ˣ˧  

handle ˠ˴˧˧ˬ˷ ˸˞ sπfile object  ˶˴ˣˮ˷ Φπshandle ˶ˤ˥ˣˬ   x ˮ˧˪˞  s ˞˴ˣ˸˩  ˪ ˷ ZwOpenFile  Φ 

 ˢ˴˶ˮ˷˩   ˟ ˣ˸˩˪  ˳˟ˣ˵˪  π  ˞˶˵ˮ  ˢ˧˴˵ˮˣ˲˪  ZwWriteFile  ˶˧˟˰ˮˣ  ˸˞  πshandle  ˣˮ˪˟˧˵˷  Φπsobject 

manager  ˶ ˧ˬ˧   ˸ ˞  πshandle ˢ˶ˤ˥˟  π˪file object  Σˤ˞ˣ ˸˶ˤ˰˟  πsI/O Manager  ˥˪˷˧˸  ˸˷˵˟   s ˟˧˸˩  

π˪ntfs.sys Φ 
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ˢˬ ˟ˣ˷˥˷  ˭˧˟ˢ˪  ˨ ˧˪ˢ˸ˢˬ  ˞ˣˢ ˪˩˷ file object  ˰ ˧˟˴ˬ  ˪˰ device object  ˧ ˞˶˥˞˷ ˪˰   ˪ ˣ˲˧˦ ˸ˣ˷˵˟˟ I/O  

˪˰  ˣ˸ˣ˞ file Φ 

˶ˣ˩ˤ˩  Σπsdevice   ˰ ˧˟˴ˬ  ˶˟˧˧˶ˡ˪  ˪˧˩ˬ˷   ˪ ˰ˣ˲˟  ˸˞  ˢ˵˧ˠˣ˪ˢ  ˪ˣ˲˧˦˪  ˸ˣ˷˵˟˟  Φ˸ˣ˰ˬ˷ˬˢ   ˞ ˧ˢ   ˸ ˷˵˟˷  I/O  

˪˰ file object ˰˧ˠ˸  ˱ˣ˯˟˪  ˢ˧˴˵ˮˣ˲˪  ˪˷  ˶˟˧˧˶ˡ Σˠ˞ˡ˧˷  ˪˲˦˪ ˢ˟ Φ 

Afd.sys and File Objects 

 x ˧˷˩˰   x ˮ˥ˮ˞˷  ˫˧˰ˡˣ˧  ˢˬ  ˫ˢ  file objects  ˫ˠˣ   s ˬ  ˣˡ˧˵˲˸  ˪˷  afd.sys  Σ˭˸˧ˮ  ˶˟˥˪  ˭˧˟ˢ˪ˣ  ˡ˴˧˩  afd.sys  

˷ˬ˸˷ˬ ˟πfile objects Υ 

˧˲˩  ˭˧ˣ˴˷  ˫˧ˡˣˬ˰˟  ˫˧ˬˡˣ˵ˢ  Σ˪˩  ˦˵ˣ˯  ˥˸˲ˮ˷  ύ˭˧˟  ˫˞   ˟πuser-mode  ˣ˞  kernel-mode  όˠ˴ˣ˧ˬ  Ϧ˰ ˧  file 

object  Φ˶˷˞˩  ˢˮ˩ˣ˸   s ˴ˣ˶  ˥ˣ˸˲˪  socket  ˷ˡ˥  Σ sπws2_32.dll   ˞ ˶ˣ˵  ˧˶ˣ˥˞ˬ   ˫ ˧˰˪˵ˢ   s ˧˴˵ˮˣ˲˪  

NtCreateFile  Φ˫˰˲ˢ  Σ˞˪  ˶˟˰ˣˬ  ˫˷  ˪˷   Ϧ˳˟ˣ˵  Ϧˣˬ˩  ˣˮ˥ˮ˞˷  ˫˧˶˧˩ˬ  Σ ˞ ˪˞  Σ˶˟˰ˣˬ  πsb\ device\ afd" string  Ϧ

π ˢˤ ˫˷ˢ ˪˷ sπdevice object ˪˷ afd  Φ 

πsI/O manager  ˶˧˟˰ˬ   ˸ ˞  ˢ˷˵˟ˢ  π˪afd  ˶˴ˣ˧˷  file object  ˷ˡ˥  Φ ˸ ˰˟   ˰ ˣ˴˧˟   ˸ ˣ˪ˣ˰˲  ˪˰   sπsocket  Σ ˶ ˟˧˧˶ˡˢ  

 ˭ ˩ˡ˰˧   ˸ ˞  -sfile object  ˠ˴˧˧ˬ˷  ˸˞   ˦ ˵ˣ˯ˢ  ˨˩   ˞ ˣˢ˷  ˪˧˩˧   ˰ ˡ˧ˬ   ˧ ˦ˮˣˣ˪˶  ˪˰  ˦˵ˣ˯ˢ  ύ˫˞ˢ   ˞ ˧ˢ  tcp/udp  Σ s ˬ  

ˢ˟˴ˬ ˢˬˣˡ˩ˣ Φό 

socket  ҐҐfile object ˶˴ˣˮ˷ ˪ˢˣˮˬˣ ˪˰  ˧ ˡ˧ afd.sys Φ 

˶˷˞˩  ˢˮ˩ˣ˸ˢ   ˸ ˰˴˟ˬ  ˸ˣ˪ˣ˰˲  ˣˬ˩  bind, accept, send  ˢˬˣˡ˩ˣ  ˪˰  ˦˵ˣ˯ˢ  Σws2_32.dll  ˫ˠ˶˸ˬ   ˭ ˸ˣ˞  

˸ˣ˞˧˶˵˪ NtDeviceIoControlFile ˫˰ handle ˪πfile object  ˠ˴˧˧ˬ˷  ˸ ˞ ˦˵ˣ˯ˢ Φ 

NtDeviceIoControlFile 

ˢ˧˴˵ˮˣ˲ˢ  NtDeviceIoControlFile  ˸˶˷˲˞ˬ  π˪usermode   ˥ ˣ˪˷˪  IRPs  ˪˞  ˫˧˶˟˧˧˶ˡ  Φ s ˧˴˵ˮˣ˲ˢ   ˸ ˶ˡˠˣˬ  ˨˩ Υ 
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˫˧˶˦ˬ˶˲ˢ ˶˸ˣ˧ˢ  ˫ ˧ˮ˧˧ˮ˰ˬ ˞˧ˢ˷  ˸ ˪˟˵ˬ ˫ˢ InputBuffer, IoControlCode xπFileHandleΥ 

¶ FileHandle   π  s ˧˴˵ˮˣ˲ˢ  ˫ˮˬ˞   s ˶˧˟˰ˬ   ˸ ˞  πsIRP   ˪ ˞  ˶˟˧˧˶ˡ  Σ ˨ ˞  ˞˧ˢ  ˞˪  ˸˪˟˵ˬ   ˶ ˦ˬ˶˲˩   ˸ ˞   ˫ ˷ˢ  

ˣ˞  ˰˧˟˴ˬ  ˶˟˧˧˶ˡ˪  π  ˞˧ˢ   ˪ ˪˩˟  ˸˪˟˵ˬ  handle  π˪file object  ΦπsI/O manager  ˰ˡ˧˧  ˶˧˟˰ˢ˪  ˸˞   s ˷˵˟ˢ  

˶˟˧˧˶ˡ˪ ˵˶ ˧˲˪ ˢˡ˷ sπdevice object   ˫ ˧˧˵˷ ˨ˣ˸˟ sπfile objectΦ  

¶ IoControlCode π ˣˢˤ sπIOCTL Σˢˮ˩ˣ˸˪ ˷˧  ˸˞ ˢ˦˧˪˷ˢ ˢ˞˪ˬˢ  ˪˰  ˢˤ˧˞ IOCTL ˞˧ˢ ˢ˶˧˟˰ˬ  Φ 

¶ InputBuffer   π  ˢˡ˧ˬ˟  ˢˮ˩ˣ˸ˢˣ  ˢ˴ˣ˶  ˶˧˟˰ˢ˪  ˰ˡ˧ˬ   l ˥˧˟  ˫˰  ˢ˷˵˟ˢ  Σ ˭ ˞˩   ˞ ˧ˢ  ˢ˪ˣ˩˧  ˶˧˟˰ˢ˪  ˣ˸ˣ˞  Φ

˶˟˧˧˶ˡˢ  ˪˟˵˧  ˸˞ ˶˲˞˟ˢ ˢˤˢ ˢˡ˷˟ userBuffer  ˣ˞  ˢˡ˷˟ systemBuffer ˟πIRP Φ 

¶ OutputBuffer   π  ˭˞˩ˬ  ˢˮ˩ˣ˸ˢ  ˞˶˵˸  ˰ˡ˧ˬ   ˶ ˤ˥ˣˢ˷  ˶˟˧˧˶ˡˢˬ  Φ˫˧˸˧˰˪  πsInput  ˢˣπOutputBuffer   x ˧ˢ˧  

˫˧ˢˤ ˸˟ˣ˸˩˟  Φ 

˫˞ˢ  ˷ ˧ ˨˶ˡ ˪˩ˣˮ˷ ˫ˣ˶ˠ˪  π˪file object  ˰˧˟˴ˢ˪  ˶˟˧˧˶ˡ˪  ˶˥˞  Κ˶˟˧˧˶ˡ˪   x ˮ˪˷ Κ 

 

File Object Hooking 

file object hooking  ˞˧ˢ  ˢ˵˧˦˵˶˲˟  ˧ˣˮ˧˷  ˪˷  ˢˡ˷  πsdevice object  ˨ˣ˸˟  ˢˮ˟ˬˢ  file object  Φ˪˩  ˡˣ˵   ˧ ˪ˮ˶˵  

˪ˣ˩˧  ˢ˧˶ˣ˞˧˸˟  ˸˷ˠ˪ ˸ˣˮ˷˪ˣ  ˸˞  ˢˡ˷ˢ  ˨˩˟ˣ ˰˴˟˪  Man-In-The-Middle  ˪˰  ˪˩  ˸ˣ˪ˣ˰˲  πsI/O   ˸ ˣ˰˴˟˸ˬ˷  

˨˶ˡ file object ˡ˥˞ x˞ ˫˧˟˶ Φ 

˭ˣ˧˰˶ˢ  ˢ˦˧˷˟   ˞ ˣˢ   ˧ ˡ   ˦ ˣ˷˲  Υˠ˧˷ˮ  ˸˟ˣ˸˩  ˪˷  file object  ˫ˣ˶ˠˮˣ  ˢˡ˷˪  πsdevice object  ˞ˣˢ˷  ˪˧˩ˬ   ˰ ˧˟˴ˢ˪  

˪˰  device  ˣˮ˸˦˧˪˷˟˷  Φ˨˩  Σ˶˷˞˩  πsI/O manager  ˢ˯ˮ˧  ˭˧˟ˢ˪  ˭˞˪  ˞ˣˢ  ˨˧˶˴  ˥ˣ˪˷˪   ˸ ˞  πsIRP  Σ˞ˣˢ   ˥ ˪˷˧  

ˢ˸ˣ˞  x ˮ˧˪˞ π ˪˞  ˶ ˟˧˧˶ˡ ˧ˮˣˡˤ  Σ ˫ ˣ˵ˬ˟ ˪˞ ˶˟˧˧˶ˡˢ ˧˶ˣ˵ˬˢ.  ˶ ˟˧˧˶ˡˢ˷˩ ˣˮ˪˷ ˪˟˵˧  ˸ ˞ sπIRP ˞ˣˢ Υ 

¶  l ˰˸˧ ˸˞ ˢ˷˵˟ˢ Φ 

¶ ˶˧˟˰˧  ˢ˸ˣ˞  ˪˞  ˶ ˟˧˧˶ˡˢ  ˪ ˷ afd  ˪ ˟˵˧ˣ ˣˮˬˬ ˢ˟ˣ˷˸ ύstatusΦό 

¶ ˶˧ˤ˥˧  ˸˞ ˢ˟ˣ˷˸ˢ  ˪˞ ˢˮ˩ˣ˸ˢ ˸˷˵˟ˬˢ Φ 

˭˟ˣˬ˩  Σ˪˧˟˷˟  ˫ˣ˶ˠ˪  ˢ˦˧˷˪  ˡˣ˟˰˪  Σ˞˪  ˵˧˲˯ˬ  ˵˶  ˸ˣˮ˷˪  ˸˞  ˰˧˟˴ˬˢ  Σ˞˪˞   x ˮ˧˪˰  ˞ˡˣˣ˪  ˣˮ˥ˮ˞˷  ˞˪  ˫˧˰ˠˣ˲  

 ˫ ˧˩˧˪ˢ˸˟  ˫˧˶ˣ˷˵ˢ  π˪file object  ˢˬ˟ˣ  ˞ˣˢ˷  ˠ˴˧˧ˬ  Φˢ˶˦ˬˢ  ˞˧ˢ  ˸ˣ˧ˢ˪   ˧ ˸˪˟  ˢ˞˶ˮ  ˯ˮ˩˧ˢ˪ˣ  ˭˧˟   ˸ ˣ˷˵˟ˢ  

˨˞  ˞˪  ˫ˣ˶ˠ˪  ˷ˣ˟˧˷˪  ύ ˸ ˣ˥˲˪  ˞˪   ˸ ˣ˰˦˟ό. 

˧ˢˣˤ  ˢ˦˧˷  ˞˪˷   s ˠ˧˶˦ˬ  uardPatchG  ˭ˣˣ˧˩  ˭˧˞˷  ˭˞˩   s ˧˴˪ˣ˲˧ˮˬ  ˪˰  ˢˮ˟ˬ  ˧˪ˮ˶˵  ˰ˣ˟˵   ˞ ˪˞  ˪˰   ˫ ˧˦˵˧˧˟ˣ˞  

 ˫ ˧˶˴ˣˮ˷   ˫ ˧˯˶ˢˮˣ  ˪˩  ˭ˬˤˢ  Φ˱˯ˣˮ˟  Σˣˮ˥ˮ˞   ˫ ˧˦˪ˣ˷  ˪˰  ˢˤ˧˞  ˦˵˧˧˟ˣ˞  ˣˮ˥ˮ˞   ˫ ˧˴ˣ˶  ˸ˣ˷˰˪  hook   ˸ ˬ˶˟  
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 ˦ ˵˧˧˟ˣ˞ˢ  ˞˪ˣ   ˸ ˬ˶˟   ˶ ˟˧˧˶ˡˢ  Φ˶ˬˣ˪˩  Σ˪ˣ˩˧  ˸ˣ˧ˢ˪   ˦ ˧˪˥ˮ˷   ˸ ˣ˷˰˪  hook  ˵˶   ˪ ˰  ˦˵˧˧˟ˣ˞  ˡ˥˞  ˧˦ˮˣˣ˪˶˷  ˣˮ˪  Σ

 ˧ ˪˟   ˸ ˰ˠ˪   ˶ ˞˷˟   ˫ ˧˦˵˧˧˟ˣ˞ˢ  ˪˷  ˣ˸ˣ˞  ˶˟˧˧˶ˡˢ  Φ x ˬ˩  ˭˩  Σˢ˦˧˷ˢ  ˸˞ˤˢ   s ˟˶ˢ   ˸ ˣ˥˲  Ϧ˸˷˰ˣ˶  Ϧ˸ˣ˦˧˷ˬ   ˸ ˣ˶˥˞  

ˣˬ˩ SSDT hookingΦ   ˦ ˟ˬ˟ high-level  Σ˰ˣ˴˧˟  ˥ ˪˴ˣˬ ˪˷ file object hooking ˢ˞˶˧˧  ˨ ˩ Υ 

 

 

˸˪˧˥˸ ˷ˣˬ˧ˬˢ 

˶ˬ˧˧˪˵˯˧ˡ   ˭ ˦˵  Υˢ˞˶˷ˢˢ  ˶ˣ˵ˬˢˣ  ˸˵˧ˮ˩˦˪  file object hooking  ˢ˰˧ˠˢ  ˦˵˧ˣ˶˲ˬ  ˫˷˟  Spectre  Σ ɣ ˴ˣˢ˷  

˸ˮ˷˟  нлнл  π˟blackhat  Φˡˣ˵  ˶ˣ˵ˬˢ  ˣ˪˷  ˞˴ˬˮ˷  π˟github  ˞˪  ˡ˟ˣ˰  ˭ˬˤ  ˟˶  ˶ˣ˞˪  ˫˧˧ˣˮ˧˷  ˸˩˶˰ˬ˟   s ˪˰˲ˢˢ  

 ˸ ˣ˧˴ˠ˧˦˧ˬˣ   x ˲˯ˣˮ˷   l ˠˮ˩  ˢ˦˧˷ˢ  Φˡˣ˵ˢ   ɣ ˧˴˞˷  ˶˟˰  ˧ˣˮ˧˷  ˟˶   ˸ ˣˬ˞˸ˢˣ   ˧ ˡ˩   l ˣ˟˰˧˷  ˫ˠ   ˸ ˣ˞˯˶ˠ˟   ˸ ˣˮˣ˶˥˞ˢ  

˪˷  Windows мл  Φ 

ˡˣ˵ˢ  ˢ˞˶˞˷  ˞ˣˢ   ˪ ˷  ˶˟˧˧˶ˡ  ύWDM  ό˧˪ˮ˶˵   ˯ ˣˡˮ˧ˣˣ˪  ˟˸˩ˮ˷  ˸˟˧˟˯˟  visual studio  нлмф  Σ ˞ ˣˢ  ˟ˣ˸˩   ˸ ˲˷˟  

c  ҌҌ˪˪ˣ˩ˣ  ˫˧˯˞˪˵  Φ l ˵ˬ˸ˮ   ˫ ˧˵˪˥˟  ˫˧˶ˣ˷˵˷  ˷ˣˬ˧ˬ˪  ˢ˵˧ˮ˩˦ˢ  Σ˸ˣ˥˲ˣ  ˸ˣ˧˴˵ˮˣ˲˟   ˸ ˣ˧˶ˮˠˢ   x ˬ˩  

DriverEntry  Φ 

 ɣ ˧˴˞   ˸ ˞   l ˣ˵ˢ  ˢ˷ˣ˪˷˟  ˫˧˟˪˷  Υˢ˧˰˟  Σ˶˵˥ˬ  ˭ˣ˶˸˲ˣ   π   ˸ ˞ˤ   ˧ ˡ˩   ˶ ˧˟˯ˢ˪   ˸ ˞   ˪ ˮˣ˧˴˶ˢ   ˧ ˶ˣ˥˞ˬ   ˪ ˩  ˸˶ˣ˷   l ˣ˵  

ˢ˟ˣ˷˥  Φˢ˪˥˸ˢ˟  Σˢ˧ˢ˧  ˡˣ˵   ˞ ˪˷  ˥˶˩ˢ˟  ˡ˟ˣ˰  Σ x ˧˶˥˞ˣ  ˢ˯ˮˮ  ˭˧˟ˢ˪  ύ˸˶ˤ˰˟  ˫˧˪˩   x ˬ˩  ida  πxAPImon  ό ˨ ˧˞  

˭˵˸˪Φ ˵˪˥  ˧ˬˣ˪˧˴ˬ  ˡˣ˵ˢ  ˞˪ ˫˧˪˧˩ˬ  boilerplate  ˪˷  ˸˵˧ˡ˟  ˫˧˯ˣ˦˦˯ ˸ˣ˞˧ˠ˷ˣ  ˢˮˣˣ˩˟  Φ˶ˬˣ˪˩  ˢˤ  ˡˣ˵   ˧ ˵˪˥  

˪˧˟˷˟  ˢ˧ˢ˧˷   ˶ ˸ˣ˧ ˪˵  ˭˧˟ˢ˪  ˸˞ ˦˲˯ˮˣ˵ˢ ˧ˤ˩˶ˬˢ Φ 

ˡˣ˵ˢ ˞˪ˬˢ ˞˴ˬˮ  ˟ ˟ ˞ˢ˦˧ˠ   ˧ ˪˷ π ˧ˬ˪ ˢ˴ˣ˶˷  Υύ 

http://www.digitalwhisper.co.il/
https://www.youtube.com/watch?v=ZASsIpdumcY&ab_channel=BlackHat
https://github.com/0x4CE/KNIT
https://github.com/0x4CE/KNIT
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File Objects Enumeration 

 ˧ ˡ˩˟  ˰˴˟˪file object hooking  ˪ ˰ afd.sys  Σˣˮ˥ˮ˞   ˫ ˡˣ˵  ˪ ˩ ˫˧˩˧˶˴  ˞ˣ˴ˬ˪   ˸ ˞ sπfile objects  ˫ ˧˩˧˧˷ˢ ˣ˧˪˞  Φ

˭˩˪  Σ˰˴˟ˮ  ˢ˧˴˶ˬˣˮ˞  ˪˰  ˪˩   sπhandles  ˫˧˥ˣ˸˲ˢ  ˸˩˶˰ˬ˟  ˫˩ˣ˸ˬˣ  ˵˵ˤˮ  ˸˞  πsfile objects  ˧˲˪   ˫ ˧ˮˣ˧˶˦˧˶˵  

˫˧˧ˣ˴˶  Φ s ˧˴˵ˮˣ˲ˢ  GetAllHandles  ˸˷ˬ˸˷ˬ  ˢ˧˴˵ˮˣ˲˟  ZwQuerySystemInformation   s ˠ˧˷ˬˣ   ˸ ˞   ˪ ˩   sπ

handles ˫˧˥ˣ˸˲˷ ˸˩˶˰ˬ˟  Σ˪˩˪   ɣ ˣ˯ ˦˵˧˧˟ˣ˞   ˞ ˣˢ˷ π ˞˪ ˵˶ file object Φ 

˷˧  ˭˞˩  ˧˸˷  ˸ˣ˞˪ˣ˪  Σˢ˞˪ˣ˪ˢ  ˸˧˷˞˶ˢ  ύwhile  όˢ˶ˣˬ˞  ˳ˣ˶˪  ˪˩  ˡˣ˰  ˶˟˧˧˶ˡˢ  ˣˮ˪˷  ˳˶  Φ˞˧ˢ  ˢ˴˶  π˟thread  

ˡ˶˲ˮ  ˸˶ˤˣ˥ˣ  ˪˰  ˢˬ˴˰  ˪˩  ˢ˧˧ˮ˷  Φˢ˟˧˯ˢ  ˨˩˪  ˞˧ˢ  ˪˩˷  ˭ˬˤˢ  ˫˧˶˴ˣˮ  ˫˧˶ˠ˯ˮˣ  file objects  Φ˭˩˪  Σ˫˞   s ˴˶ˮ  

˸ˣ˷˰˪ hook ˪˰  ˦˵ˣ˯ ˷ˡ˥  ˥˸˲ˮ˷ π ˨˶˦˴ˮ  ˵ˣ˶˯˪ ˪˩ ˭ˬˤˢΦ 

ˢ˞˪ˣ˪ˢ  s ˧˧ˮ˷ˢ ˞˧ˢ   ˸ ˞˪ˣ˪ for ˢ˟  ˣˮ˥ˮ˞ ˫˧˶˟ˣ˰   ˪ ˰ ˪˩ s πhandles ˫˧˵ˡˣ˟ˣ ˢˬ˩ ˫˧˞ˮ˸ Υ 

1Φ ˫˞ˢ ˫˧˧˵  ˦˵˧˧˟ˣ˞ ˨˧ˣ˷ˬ˷   ˪πhandleΚ 

2Φ ˫˞ˢ ˦˵˧˧˟ˣ˞ˢ ˞ˣˢ ˠˣ˯ˬ file Κ 

3Φ ˫˞ˢ sπfile object ˨˧˧˷  π˪device   ˪ ˷ ˶˟˧˧˶ˡˢ afd.sys Κ 

 s ˡ˧ˬ˟   x ˮ˶˟˰ˣ   ˸ ˞   ˪ ˩  ˫˧˞ˮ˸ˢ  Σ ˞ ˶˵ˮ  ˸˧˧˴˵ˮˣ˲˪  hook  Φ˧ˢˣˤ   s ˧˴˵ˮˣ˲  ˷ˬˬ  ˢ˦ˣ˷˲  ˢ˯˟˷Ϧ˩  ˢ˲˧˪˥ˬ   ˸ ˞  

˫˧˰˧˟˴ˬˢ ˸˶ˤ˰˟  ˢ˞˧˶˵  ˢ˧˴˵ˮˣ˲˪ InterlockedExchange64  Φ 

ˣˤ ˨˶ˡ ˸˪˪˩ˣ˷ˬ ˟ˣ˸˩˪ ΥFileObject->DeviceObject = this->FakeDeviceObject Φ 

VOID HookProvider :: Hook(PFILE_OBJECT FileObject )  
{  
    // Replace the device object pointer.      
      InterlockedExchange64 (&FileObject - >DeviceObject , this - >FakeDeviceObject );  
}  

this->FakeDeviceObject ˞ˣˢ device object ˱˧ˣˤˬ ˶ˣˬ˞˷ ˸ˣ˞˶˧ˢ˪ ˣ˪˧˞˩ ˞ˣˢ  ˪˷ afd ˨˞ ˢˡ˷ sπdriver 

object ˣ˪˷ Σ ˶ ˬˣ˪˩ ˢˤ˧˞˪ ˶˟˧˧˶ˡ  ˞ ˣˢ ˨˧˧˷ Σ˰˧˟˴ˬ ˣˮ˧˪˞Φ 

˸˶˧˴˧ device object ˱˧ˣˤˬ  

 ˧ ˡ˩˟  ˶ ˣ˴˧˪ ˪˩   ɣ ˣ˯   ˪ ˷  ˦ ˵˧˧˟ˣ˞ Σ ˭ ˸˧ˮ   ˷ ˬ˸˷ˢ˪  s ˧˴˵ˮˣ˲˟  ˸ ˧˪ˮ˶˵ˢ ObCreateObject Φˣˮ˥ˮ˞  ˫ ˧˷ˬ˸˷ˬ  s ˟  

˧ˡ˩ ˶ˣ˴˧˪ device object  πxdriver object ˫˧˵˧˶  Σ˞˪ ˫˧˪˥˸ˣ˞ˬ Φ 
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˟ˣ˸˩ˮ  l ˣ˵  ˵ ˧˸˰ˬ˷  ˸ ˞ ˫˧˸˟ˢ ˫˧˞˴ˬˮ˷  ˫ ˧˦˵˧˧˟ˣ˞˟  ˫ ˧˧˸˧ˬ˞ˢ ˪˷ afd.sys   ˪ ˞ ˨ˣ˸  ˫ ˧˦˵˧˧˟ˣ˞ˢ   ˫˧˲˧ˣˤˬˢ

 x ˮ˶˴˧˷ Υ 

VOID HookProvider :: PopulateFakeObjects ()  
{  
    // Fill fake driver with original afd driver details.  
    memcpy(this - >FakeDriverObject , afdDevice - >DriverObject , 
TOTAL_DRIVEROBJ_SIZE); 
  
    // Fill fake device with original afd device details.  
    memcpy(this - >FakeDeviceObject , afdDevice, TOTAL_DEVICEOBJ_SIZE);  
  
    // Set both fake object pointers.  
    this - >FakeDeviceObject - >DriverObject  = this - >FakeDriverObject ;  
    this - >FakeDriverObject - >DeviceObject  = this - >FakeDeviceObject ;  
  
    // Save the fake device object.  
    this - >AfdUtils - >FakeAfdDeviceObject  = this - >FakeDeviceObject ;  
  
    // Re - direct each major function to us.  
    for  ( int  i = 0; i < IRP_MJ_MAXIMUM_FUNCTION + 1; i++)  
    {  
        this - >AfdUtils - >OriginalAfdMJ [i] = this - >FakeDriverObject -
>MajorFunction [i];  
        this - >FakeDriverObject - >MajorFunction [i] = this - >MJWrapper;  
    }     
}  
  

˧˸˷˟  ˸ˣ˶ˣ˷ˢ   ˸ ˣˮˣ˷˞˶ˢ   ˷ ˧  ˢ˵˸˰ˢ  ˪˷   ˪ ˩  ˸ˣˡ˷ˢ  ˪˷  ˫˧˦˵˧˧˟ˣ˞ˢ  ˫˧˧˶ˣ˵ˬˢ  ˪˷  AFD  ˪˞  ˨ˣ˸   ˫ ˧˦˵˧˧˟ˣ˞ˢ  

ˣˮ˶˴˧˷ Φ 

this - >FakeDriverObject - >DeviceObject  = this - >FakeDeviceObject ;  
this - >FakeDeviceObject - >DriverObject  = this - >FakeDriverObject ;  

 

˸ˣˮ˷ˬ ˣ˪˞ˢ ˸ˣ˶ˣ˷ˢ ˧˸˷  ˸˞   ˫ ˧˰˧˟˴ˬˢ   ˨ ˩  ˪˩˷   l ˥˞  ˫˧˦˵˧˧˟ˣ˞ˢˬ   ˫ ˧˲˧ˣˤˬˢ   ˰ ˧˟˴˧   ˪ ˞  ˧ˮ˷ˢ  Υ˦˵˧˧˟ˣ˞  

˶˟˧˧˶ˡˢ ˱˧ˣˤˬˢ ˰˧˟˴˧ ˪˞   ˦ ˵˧˧˟ˣ˞ sπdevice ˱˧ˣˤˬˢ  ˨ ˲ˢˢˣ Φ 

ˢ˶˦ˬˢ  ˞˧ˢ  ˢ˷πI/O Manager  ˪˩˸˯˧   ˪ ˰  πsdevice  ˱˧ˣˤˬˢ  ˢ˞˶˧ˣ  ˞ˣˢ˷  ˰˧˟˴ˬ  ˪˞  ˶˟˧˧˶ˡˢ  ˣˮ˪˷  Σ˶ˬˣ˪˩  

˸˞˷ sπIRP  ˞ ˣˢ ˶˧˟˰˧ ˪˞ ˶˟˧˧˶ˡˢ ˣˮ˪˷ Φ 

¶  ˸ ˞˪ˣ˪  πsfor   ˸ ˶˟ˣ˰  ˪˰  ˨˶˰ˬ   ˫ ˧˰˧˟˴ˬˢ  π˪dispatch routines  ˫˧˧˶ˣ˵ˬˢ   ˪ ˷  afd  Σ˸˶ˬˣ˷  ˫˸ˣ˞   l ˴˟  

ˢ˲˧˪˥ˬˣ   ˫ ˸ˣ˞ ˢ˧˴˵ˮˣ˲˟ ˣˮ˪˷Φ 

¶ ˨˶˰ˬ  ˫˧˰˧˟˴ˬˢ  ˢˤˢ  ˞ˣˢ  ˢˡ˷  π˟driverObject  ˫˧˧˵˷  ˶ˣ˟˰  ˪˩  ˶˟˧˧˶ˡ  ˧˪ˮ˶˵  Φ˶˷˞˩  IRP  ˥˪˷ˮ   ˪ ˞  

˶˟˧˧˶ˡ  Σ˞ˣˢ   ˪ ˧˩ˬ   s ˡ˷  ˞˶˵ˮˢMajorFunction    ˞ ˣˢˣ  ˢˤ   ˰ ˟ˣ˵˷  ˢˤ˧˞˪  ˢ˧˴˵ˮˣ˲  ύ ˭ ˧˟ˬ   ˸ ˣ˧˴˵ˮˣ˲ˢ  

http://www.digitalwhisper.co.il/
https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/dispatch-routine-functionality
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 ˨ ˶˰ˬ˟  ό s ˷˵˟ˢ  ˰˧ˠ˸  Φ˞ˬˠˣˡ˪  Σ ˶ ˷˞˩  ˢ˷˵˟ˢ  ˞˧ˢ  ˠˣ˯ˬ  IRP_MJ_DEVICE_CONTROL  Σ s ˧˴˵ˮˣ˲ˢ  

˞˶˵˧˸˷ ˞˧ˢ   ˯ ˵ˡˮ˧˞˟ мп ˨˶˰ˬ˟ Φ 

¶ ˣˮ˥ˮ˞  ˫˧˷ˮ   ˪ ˩˟   ˯ ˵ˡˮ˧˞   ˸ ˞  ˢ˸ˣ˞   s ˧˴˵ˮˣ˲ˢ  ύMJWrapper  Φό˧ˢˣˤ   s ˧˴˵ˮˣ˲   ˪ ˷  ˶˟˧˧˶ˡˢ   x ˮ˪˷   ˞ ˧ˢˣ  

˵ˣˡ˟˸  ˶ˣ˟˰  ˪˩  ˢ˷˵˟  ˢ˸˧˧ˢ˷  ˢ˶ˣˬ˞  ˰˧ˠˢ˪  π˪AFD  ˫˞ˢ  ˞˧ˢ  ˸ˮ˧˧ˮ˰ˬ  ˣˮ˸ˣ˞  Φˢˡ˧ˬ˟  ˭˩ˣ  π   ˪ ˲˦ˮ  

ˢ˷˵˟˟ Σ˸˶˥˞ π  ˶ ˧˟˰ˮ ˢ˸ˣ˞  ˸ˣ˶˧˷˧  π˪afd  ˨ ˩ˣ ˞˪ ˰˧˶˲ˮ ˪ˣ˲˧˦˟  ˧ ˬ˧˦˧ˠ˪ˢ ˢ˪˷ Φ 

¶ MJWrapper   ˞ ˧ˢ  ˢ˧˴˵ˮˣ˲   ɣ ˣ˯ˬ  DISPATCH_ROUTINE  ˪˰ˣ   ˭ ˩  ˫˧˶˦ˬ˶˲ˢ   ˞ ˧ˢ˷  ˸˪˟˵ˬ  ˢˤ   ˰ ˧˟˴ˬ   ˪π

IRP  ˪ˣπDevice object  ΦπsIRP  ˞ˣˢ  ˫˴˰˟  ˢ˷˵˟ˢ  ˸˧ˬ˧˦˧ˠ˪ˢ   ˧ ˢ˷ˣˤ˧˞˷  ˢˮ˩ˣ˸  user-modeπ˸˧   s ˰˴˧˟  

ˢˣπdevice object ˞ˣˢ ˪˲˦ˬˢ ˪˷ ˢ˷˵˟ˢ π ˢˤ  ˱ˣ˯˟  s ˧ˢ˧  πsdevice object ˱˧ˣˤˬˢ ˣˮ˶˴˧˷  Φ 

¶ ˶˷˞˩  ˢˡ˷  πsMajorFunction  π˟IRP  ˞ˣˢ  IRP_MJ_DEVICE_CONTROL  Σˢˤ  ˶ˬˣ˞  ˢ˷˵˟ˢ˷   s ˶˴ˣˮ  

ˢ˞˧˶˵ˬ  ˢ˧˴˵ˮˣ˲˪  NtDeviceIoControlFile  ˣ˞  ˢ˧˴˵ˮˣ˲  ˢˬˣˡ  Φ˸ˣ˷˵˟  ˣ˪˞  ˭ˢ  ˸ˣ˷˵˟ˢ  ˸ˣˮ˧˧ˮ˰ˬ˷  ˣˮ˸ˣ˞  Σ

 x ˪˞ ˸ˣ˷˵˟ˢ  ˸ˣˮ˩ˣ˸˷  π˟user-mode ˸ˣ˥˪ˣ˷ ˶˷˞˩  ˭ ˢ ˸ˣ˴ˣ˶ ˰˴˟˪ ˸ˣ˪ˣ˰˲ I/O   ˪ ˰ ˦˵ˣ˯ Φ 

ˢˡ˧ˬ˟  ˢ˷˵˟ˢˣ  ˞˧ˢ   ˭ ˩˞   ɣ ˣ˯ˬ  IRP_MJ_DEVICE_CONTROL  Σ˶˧˟˰ˮ  ˸˞  πsIRP  ˪˞  ˢ˧˴˵ˮˣ˲ˢ  HandleAfdCall 

˸˰ˡˣ˧˷   ˪ ˲˦˪ ˸ˣ˷˵˟˟  ˧˲˪ ˪˩ IOCTL  ˡ˶˲ˮ˟ Υ 

NTSTATUS AFDHandler:: HandleAfdCall (PDEVICE_OBJECT DeviceObject , PIRP Irp )  
{  
 PIO_STACK_LOCATION irpStackLocation = 
IoGetCurrentIrpStackLocation ( Irp );  
  
// Read the IOCTL.  
 ULONG ioctl = irpStackLocation -
>Parameters . DeviceIoControl . IoControlCode ;  
  
 switch  (ioctl)  
 {  
 case IOCTL_AFD_BIND: 
  KnitPrint ( "got IOCTL_AFD_BIND\ n" );  
  break ;  
  
 case IOCTL_AFD_SELECT: 
  KnitPrint ( "got IOCTL_AFD_SELECT\ n" );  
  break ;  
  
 case IOCTL_AFD_ACCEPT: 
  KnitPrint ( "got IOCTL_AFD_ACCEPT\ n" );  
  this - >HandleAfdAccept ( Irp );  
  break ;  
  
 case IOCTL_AFD_RECV: 
  KnitPrint ( "got IOCTL_AFD_RECV\ n" );  
  break ;  
 };  
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// get the afd original function.  
 auto  originalFunction = this - >AFDUtils -
>OriginalAfdMJ [irpStackLocation - >MajorFunction ];  
  
 // return the afd function status.  
 NTSTATUS checkStatus = originalFunction( DeviceObject , Irp );  
 KnitPrint ( "status: 0x%x \ n" , checkStatus);  
}  
  

ˢ˪˧˥˸  Σˢ˧˴˵ˮˣ˲ˢ  ˸˴˥˪ˬ   s ˬπIRP  ˸˞   ˨ ˶˰  πsIOCTL  Σ˸˞  ˡˣ˵  ˢ˷˵˟ˢ  ˧˥˩ˣˮˢ  Φ ˞ ˧ˢ  ˸ˡ˰˸ˬ   s ˤ˧˞   l ˣ˵   ˪ ˟˵˸ˢ  

π Recv, Accept, BindΦ 

 ˢ˶ˣ˷ˢˢ˞˟ˢ : 

this - >AFDUtils - >OriginalAfdMJ [irpStackLocation - >MajorFunction ];  

˸˷ˬ˷ˬ ˶ˣ˟˰ ˸ˠ˷ˢ ˰˧˟˴ˬ  ˢ˧˴˵ˮˣ˲˪ ˸˧˶ˣ˵ˬˢ ˪˷ AFD  ˢ˸˧˧ˢ˷ ˢ˶ˣˬ˞ ˞˶˵˧ˢ˪ ˫˞  ˞˪ ˣˮ˧˧ˢ  ˫ ˧˰˴˟ˬ  ˸ ˞  

πshook  Φ x ˤ  ˸˥˞  ˸ˣ˟˧˯ˢ  s ˬ˪   x ˮ˶ˬ˷   l ˣ˵˟   ˸ ˞   ˨ ˶˰ˬ   ˫ ˧˰˧˟˴ˬˢ  ˧˶ˣ˵ˬˢ  Σ ˨ ˩ Σˣˮ˥ˮ˞  ˫ ˧˪ˣ˩˧   ˞ ˣ˶˵˪   s ˧˴˵ˮˣ˲˪  

˸˞ˤˢ Σˡ˰˸˪  ˸˞ ˨˶˰ˢ ˶ˤ˥ˣˬˢ ˶˧ˤ˥ˢ˪ˣ  ˣ˸ˣ˞ ˣˮˬ˴˰˟ ˪˞ ˞˶ˣ˵ˢ ˧˶ˣ˵ˬˢ  Φ 

ˢ˞˶ˮ   x ˮ˰˴˧˟˷  MiTM   x ˬ˩   ˨ ˧˶˴˷  π  ˢ˧˴˵ˮˣ˲ˢ   x ˮ˪˷  ˸˪˟˵ˬ   ˸ ˞   ˪ ˩  ˫˧ˮˣ˸ˮˢ  Σ ˸ ˡ˰˸ˬ  ˢˤ˧˞  IOCTL   s ˪˟˧˵  

˱ˣ˯˟˪ˣ ˢ˶˧ˤ˥ˬ  ˸˞ ˯ˣ˦˦˯ˢ   ˧ ˶ˣ˵ˬˢ ˧˪˟ˬ  ˶ ˣ˵ˬˢ˷ x˞ AFD ˰ˡ˧  ˪˩ˢ˷   ˶ ˟˰ ˣˮ˩˶ˡ Φ 

ˢ˴˶ˢ ˧ˣ˯˧ˮˣ ˪˰ ˸˶˷  ˭ ˣ˸˧˧˲ 

˫˧˵ˮ VM ˢ˧˪˰ˣ webserver  ˪˷  ˭ ˣ˸˧˧˲ Υ 

 

˳˧˶ˮ ˸˞ ˶˟˧˧˶ˡˢ   x ˮ˪˷ ύ˫˷˟  knit ό ˟πvm Υ 
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˶˟˧˧˶ˡˢ  ˰˴˟˧ ˵ˣˢ ˪˰ ˪˩ sπfile objects  ˪ ˷ afd ˫ˢ˟ˣ ˫˧˦˵ˣ˯ˢ ˸˶˷ˢ˷  .˶˴ˣ˧ 

 ˵ ˣˡ˟ˮ ˟πwindbg  ˫ ˞ˢ ˶˟˧˧˶ˡˢ ˣˮ˪˷ ˯˲ˣ˸  ˸ ˞ ˸ˣ˷˵˟ˢ  ˸ˣ˶ˣˬ˞˷  ˰˧ˠˢ˪  π˪afd Υ 

 

ˢ˧˰˟ ˢˮˣ˷˞˶ π INVALID_HANDLE 

  ˪˰ ˶ˤ˥ˣˢ˷ ˯ˣ˦˦˯ˢ ,ˢ˪˰ˬ˪ ˫˧˞ˣ˶˷ ˧˲˩IOCTL 0x12024    ˞ˣˢ0xC0000008  ˯ˣ˦˦˯ˢ ,˟ˣ˦ ˞˪ ˢˤ .

 ˸ˣ˧ˢ˪ ˶ˣˬ˞ ˶ˤ˥ˣˬˢ0  )success .( 

˫˞  ˵ˣˡ˟ˮ  ˦ˮ˶˦ˮ˧˞˟  ˢ˞˶ˮ  ˢ˷πIOCTL  ˢˤˢ  ˞ˣˢ  IOCTL_AFD_SELECT  ˯ˣ˦˦˯ˢˣ   ˞ ˣˢ   

STATUS_INVALID_HANDLE Φ˱˯ˣˮ˟ Σ˫˞ ˶ˣˤ˥ˮ   ˸ ˶˷˪ ˭ˣ˸˧˧˲ ˟πcmd ˢ˞˶ˮ   ˞ ˣˢ˷ ˯˶˵ Υ 

 

˭˧˥˟ˮ    ˢ˞˧ˠ˷˟- Ϧ!ƴ ƻǇŜǊŀǘƛƻƴ ǿŀǎ ŀǘǘŜƳǇǘŜŘ ƻƴ ǎƻƳŜǘƘƛƴƎ ǘƘŀǘ ƛǎ ƴƻǘ ŀ ǎƻŎƪŜǘέ Φ 

˶˵˥ˬ INVALID_HANDLE 

ˣˮ˪˵˸ˮ  ˢ˧˰˟˟  ˢˮˣ˷˞˶ˢ  Σ˞˧ˢ˷   ˫ ˠ  ˢ˧˰˟ˢ  ˧ˬ˷  ˢ˧ˢ˷  ˢ˯ˮˬ  ˳˧˶ˢ˪  ˸˞  πsrepo  ˪˷  Spectre  πˬнлнл   s ˧ˢ  

˪˵˸ˮ  ˢ˟  ˢ˟˧˯ˢˣ  ˨˩˪  ˞˧ˢ  ˢ˵˧ˡ˟˟  ˸˧ˬ˧ˮ˲  ˢ˲˯ˣˮ˷  ˶˟˧˧˶ˡ˪  AFD.sys  Φˢ˵˧ˡ˟ˢ  ˢ˲˯ˣˮ˷  ˢˡ˰ˣˮ  ˵ˣ˧ˡ˟   ˪ ˧˟˷˟  

 ˶ ˦ˮ˵˪   ˸ ˞   ˸ ˦˧˷  πsfile object hooking   x ˮ˥ˮ˞˷   ˫ ˧˯ˮˬ  ˰˴˟˪  Φ s ˧˰˟˟   ˸ ˞ˤˢ   ˧ ˸˪˵˸ˮ   ˧ ˸ˡ˟˰˷˩   ˫ ˰   ˶ ˟˥   π  

˶˧ˬ˸  ˧ ˴ˮ˧˲ π ˪˰ ˰ˣ˴˟ˬ ˢ˦˧˷ˢ Σ l ˥˧˟ ˣˮ˞˴ˬ ˱˵˰ˬ  Φ 
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!C5¦at ς {ƴƛŦŦƛƴƎ bŜǘǿƻǊƪ CǊƻƳ ¢ƘŜ YŜǊƴŜƭ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  нн 
 

˲˞˦˯ˢ  ˶ ˵˥ˬ˪ Υ 

¶ ˣˮ˥˸˲ ˸˞ afd.sys ˟πIDA Φ 

¶ ˣˮˬ˷ ˟πbreakpoint windbg ˪˰ ˢ˶ˣ˷ˢ  ˡˣ˵˟   x ˮ˪˷ ˸˞˶ˣ˵˷ ˢ˧˴˵ˮˣ˲˪ ˸˧˶ˣ˵ˬˢ ˪˷ afd.sys Υ 

// get the afd function.  
Auto  originalFunction = this - >AFDUtils - >OriginalAfdMJ [irpStackLocation -
>MajorFunction ];  
  
// call the afd function and retrieve the status.  
NTSTATUS checkStatus = originalFunction( DeviceObject , Irp );  
  

ˣˮ˷ˬ˸˷ˢ  ˭˧ˠ˞˪˲˟  sync-ret ˭˶˩ˮ˯˧˷  ˭˧˟ windbg  π˪IDA  Φ,ˢ˶˴˵˟  ˢˬ  ˞ˣˢ˷  ˶˷˲˞ˬ  ˢˤ  ˢ˶ˣ˷ˢ˷   ˸ ˧˥˩ˣˮˢ  

ˢ˴˶˷  π˟windbg   s ˧ˢ˸  ˸ˬ˞ˣ˸   s ˶ˣ˷˪   ˸ ˠ˴ˣˬ˷  π˟IDA  Φˢ˩˩  ˶˷˲˞   ɣ ˟ˡ˪  ˸˧ˬ˞ˮ˧ˡ   ˫ ˠˣ   ˸ ˣ˞˶˪  code-pseudo  

˫˞ˣ˸ Φ 

˶˥˞˪  ˢ˰˧ˠ˲  π˟breakpoint  ˢ˷˰ˮ  step into  ˯ˮ˩˧ˮˣ  ˡˣ˵˪  ˪˷  ˢ˧˴˵ˮˣ˲ˢ  ˪˷  afd  Φ˧˪ˤˬ˪  ˷˧  PDB  ˭˩˪ˣ   ˶ ˷˲˞  

˸ˣ˞˶˪ ˢ˧˴˵ˮˣ˲˪˷   ˫ ˧˞˶ˣ˵ afdDispatchDeviceConrol  ς  ˧ˮˣ˧ˠˢ Φ 

˸˞ˤ  ˢ˧˴˵ˮˣ˲ˢ   ˪ ˷  afd  ˸˧˞˶˥˞˷   ˪ ˲˦˪  ˪˩˟  ˢ˞˧˶˵  ˪˷  NtDeviceIoControlFile  ˢ˰˧ˠˬ˷  πˬusermode  Φ

˸˰˩ Σ˟ˣ˵˰ˮ  ˧˶˥˞ sπflow ˪˷  ˢ˧˴˵ˮˣ˲ˢ ˢ˞˶ˮˣ ˣˮ˥ˮ˞˷ ˫˧˰˧ˠˬ  ˰ ˦˵˪ ˡˣ˵ ˞˟ˢ Υ 

    controlCodeIndex = ( CurrentStackLocation - >Parameters . Read. ByteOffset . LowPart  
>> 2) & 0x3FF;  
  
    if  (controlCodeIndex < 0x49 
      && AfdIoctlTable [controlCodeIndex] == CurrentStackLocation -
>Parameters . Read. ByteOffset . LowPart  
      && ( CurrentStackLocation - >MinorFunction  = CurrentStackLocation -
>Parameters . Read. ByteOffset . LowPart  >> 2,  
          (handlerFunction = AfdIrpCallDispatch [controlCodeIndex]) != 0) )  
    {  
      return  ((__int64 (__fastcall *)(IRP *, struct  _IO_STACK_LOCATION 
*))handlerFunction)( Irp , CurrentStackLocation );  
  

 

ˢˤ code-pseudo ˷πIDA ˶˴˧  Σ ˪ ˣˡˠ˟: 

  controlCodeIndex              Φ   

      AfdIrpCallDispatch     controlCodeIndex     

handlerFunctionΥ   Φ 

handlerFunction = AfdIrpCallDispatch [controlCodeIndex]  
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!C5¦at ς {ƴƛŦŦƛƴƎ bŜǘǿƻǊƪ CǊƻƳ ¢ƘŜ YŜǊƴŜƭ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  но 
 

    AfdIrpCallDispatch Υ      Σ 

 

 ,˶ˬˣ˪˩controlCodeIndex  ˢ ˧˲˪ ˟˷ˣ˥ˬ˷ ˯˵ˡˮ˧˞ ˞ˣˢ -IOCTL ˢˬ ˥˪˷ˮ˷-usermode   ˸˞˶˵ˮ ˣ˧˲˪ˣ

  ˣ˸ˣ˞˟ ˪˲˦˪ ˢ˩˧˶˴˷ ˢ˧˴˵ˮˣ˲ˢIOCTLˢ ,ˣˮ˪˷ ˢ˶˵ˬ˟ . -IOCTL   ˢ˧ˢ (˪˷˩ˮˣ) ˥˪˷ˮ˷

AFD_SELECT  ˞˧ˢ ˣ˟ ˸˪˲˦ˬ˷ ˢ˧˴˵ˮˣ˲ˢˣAfdPoll  ˥ˮˣˬˢˬ)polling  ˸˲˦˰ˬ ˸˧˧˴˵ˮˣ˲ ˧ˢˣˤ .(

 ˢ˧˴˵ˮˣ˲˪ ˞˶˵˸˷AfdPoll64 . 

πscallstack  ˣ˩˶ˡ˷  ˣˮ˰ˠˢ  π˪afdpoll64  ˧ˡ  ˭˧˧ˮ˰ˬ  ˠ˧˴ˬˣ  ˢˮˣˬ˸  ˶˸ˣ˧  ˢ˞˪ˬ  π  ˨˧˞  ˣˮ˰ˠˢ  ˢˬπusermode  ˢˣ π

APIinsock w ˪˞  πskernelmode ˸˧˲˧˴˲˯ˣ ˪˞ afd.sys Υ 

 

 

˭˸˧ˮ  ˸ˣ˞˶˪  ˭ˣ˸˧˧˲˷   ˷ ˬ˸˷ˬ   ˸ ˧˧˴˵ˮˣ˲˟  select  ˪˷  ws2_32.dll  ˱ˣ˯˟˷  ˸˞˶ˣ˵  π˪NtDeviceIoControlFile  

˷ s ˶ˣˬ˞  ˶˧˟˰ˢ˪  IRP   ˫ ˰  ˡˣ˵ˢ  AFD_IOCTL_ACCEPT   ˪ ˞  afd.sys  Φ x ˬ˩  ˭˩  Σ ˶ ˷˲˞  ˸ˣ˞˶˪   ˨ ˧˞  ˶˟˧˧˶ˡˢ   x ˮ˪˷  

 ˟ ˷ˣ˧ ˰˴ˬ˞˟  ˪˟˵ˬˣ  ˸˞ ˢ˷˵˟ˢ ˧ˮ˲˪ afd Φ 
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!C5¦at ς {ƴƛŦŦƛƴƎ bŜǘǿƻǊƪ CǊƻƳ ¢ƘŜ YŜǊƴŜƭ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  нп 
 

˫˞   ˰ ˴˟ˮ  static analysis   ˪ ˰  AfdPoll64  Σ ˪ ˩ˣˮ  ˞ˣ˴ˬ˪  ˸˞  ˰˦˵  ˡˣ˵ˢ  ˶˧ˤ˥ˬ˷  ˣˮ˪ 

STATUS_INVALID_HANDLE Υ 

v24 = *((_QWORD *)v20 + 2);  
if  ( *(PDEVICE_OBJECT *)(v24 + 8) != AfdDeviceObject  )  
        {  
          ObfDereferenceObject ((PVOID)v24);  
          LODWORD(v6) = 0xC0000008; // STATUS_INVALID_HANDLE 
          goto  LABEL_83; 
  

 

labelψуо  ˦ˣ˷˲   ˶ ˧ˤ˥ˬ   ˸ ˞v6    ˶ ˣ˸˟   ˯ ˣ˦˦˯ˢ  ˢ˞˧˴˧  ˪˷  ˢ˧˴˵ˮˣ˲ˢ  Φˣ˧˷˩˰  ˣˮ˥ˮ˞  ˫˧˩˧˶˴  ˭˧˟ˢ˪  ˢˬ  ˢˤ  v24  Σ

ˢˬ ˢˤ v20 ˢ˲˧˞ˬˣ ˫ˢ   ˫ ˧˞˟  π ˫˞ˢ ˷˧  x ˮ˪ ˢ˦˧˪˷   ˫ ˢ˧˪˰ Κ 

v20 

 ˪ ˥˸ˣ˞ˬ  :ˢ˞˟ˢ ˢ˶ˣ˷ˢ ˧˲ ˪˰ 

 v20 = ( char  *) DeferredContext  + 0xB8;  
  

 

ˢˬ˷ˢˢ ˸ˮ˧˧ˮ˰ˬˢ  ˸ ˧˶ˣ˵ ˟ Υ 

  RequestorMode = Irp - >RequestorMode;  
  v23 = *( void  **)p_Flags;  
  Object  = 0;  
  LODWORD(v6) = ObReferenceObjectByHandle (  
                  v23,  
                  ( unsigned  __int8)HIBYTE(*(_WORD *)(v100 + 24)) >> 6,  
                  (POBJECT_TYPE)IoFileObjectType ,  
                  RequestorMode,  
                  &Object ,  
                  0);  
  *((_QWORD *)v20 + 2) = Object ; // Here  
  

ˢˬ   ˫ ˧˞ˣ˶˷   ˭ ˞˩  ˢˤ   ˷  v20+2   ˪ ˟˵ˬ   ˸ ˞  ˢˮ˸˷ˬˢ  Object  Φˢˮ˸˷ˬˢ  Object   ˞ ˣˢ   ˫ ˴˰˟  ˢ˞˴ˣ˸ˢ  ˢ˞˧˶˵ˢˬ  

ˢ˧˴˵ˮˣ˲˪  ObReferenceObjectByHandle  Σ˸˟ˣ˸˩ˢ  ˣ˪˷  ˸˶˟˰ˣˬ   ˶ ˦ˬ˶˲˩   ˧ ˷˧ˬ˥ˢ  ˢ˧˴˵ˮˣ˲˪  π  ˞˪ˬ˸˷   ˸ ˞  

˸˟ˣ˸˩ˢ ˦˵˧˧˟ˣ˞˟  ˨ ˧ˣ˷ˬ˷ ˪ πhandleΦ 

˶ˬˣ˪˩  Σπ˟20+2v ˶ˬ˷ˮ ˦˵˧˧˟ˣ˞ ύ ɣ ˣ˯ˬ file  π  ˧ ˲˪ ˶˦ˬ˶˲ˢ ˧˷˧˪˷ˢ Φό 

˶˦ˬ˶˲ˢ  ˭ˣ˷˞˶ˢ  ˪˷  ˢ˧˴˵ˮˣ˲ˢ  ˸˞ˤˢ   ˞ ˣˢ  ˥˶˩ˢ˟  handle  ˦˵˧˧˟ˣ˞˪  Σ˭˩˪  ˢˮ˷ˮ   ˸ ˞  ˫˷ˢ   ˪ ˷  v23  π˪

ileObjectHandlef Φ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  нр 
 

p_Flags 

 ˪ ˥˸ˣ˞ˬ  :ˢ˞˟ˢ ˢ˶ˣ˷ˢ ˧˲˪ 

 p_Flags = & MasterIrp - >Flags ;  
  

 

˶ˬˣ˪˩  ˰ ˧˟˴ˬ ˢˡ˷˪ flags Φ 

˨ˣ˸˟ sπIRP  ˷˧ union ˪˪ˣ˩ˢ  ˢ˷ˣ˪˷ ˸ˣˡ˷ Υ 

 

 

 

IDA   ˞ ˪  ˸ˬ˞˟   ˰ ˡˣ˧  ˢˤ˧˞  ˡ˥˞   ˸ ˣˡ˷ˢˬ   ˞ ˴ˬˮ   ˷ ˣˬ˧˷˟  ˭˩˪ˣ   ˞ ˣˢ   ˦ ˣ˷˲   ˶ ˥˟   ˭ ˣ˷˞˶˟   π  MasterIrp  Φ ˶ ˥˞˪  

ˢ˵˧ˡ˟  ˸˧ˬ˞ˮ˧ˡ   ˫ ˠˣ   ˭ ˣ˧˯˧ˮ  ˧˷˧˞  Σ˶˷˲˞  ˵˧˯ˢ˪  ˢˤ˷   ˞ ˵ˣˣˡ  ˢ˧ˢ˧  SystemBuffer  ˭˩˪ˣ  ˢˮ˷ˮ  ˸˞  ˫˷ˢ   ˪ ˷  

p_Flags ˪πp_systemBuffer Φ 

˨˪ˮ  s ˶ˣ˷˪ ˟πIDA  ˶ ˥˟ˮˣ ϦChoose union field ΥϦ  

 

 

ˢˮ˷ˮ ˫ˠ ˸˞ sπtype   ˪ ˷ ˢˮ˸˷ˬˢ ˬπIRP pointer  π˪PVOID 

 x ˧˷˩˰ ˸˶ˣ˷ ˢˬ˷ˢˢ  ˫ ˡˣ˵ˬˬ ˸˧˞˶ˮ  ˶˸ˣ˧  ˸ ˧ˮˣ˧ˠˢ  Υ 

p_systemBuffer = (ULONG *)(systemBuffer + 0x10);  
  

http://www.digitalwhisper.co.il/


 
 

!C5¦at ς {ƴƛŦŦƛƴƎ bŜǘǿƻǊƪ CǊƻƳ ¢ƘŜ YŜǊƴŜƭ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  нс 
 

 ,˶ˬˣ˪˩p_systemBuffer  ˪˷ ˸˟ˣ˸˩ˢ ˩"ˢ˯˟ ˞ˣˢirp->SystemBuffer   ˡˣ˰ˣ16   .˫˧˦˧˧˟ 

 ˪  ˢ˞˧˶˵˪ ˶ˣˤ˥ˮ ˫˞-ObReferenceObjectByHandle : 

 ˞ˣˢ ˢ˧˴˵ˮˣ˲˪ ˶˟˰ˣˬ˷ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢv23 ˠˣ˯ˬ ˞ˣˢˣ ,HANDLE. 

v23 = *p_systemBuffer   

 

  ˸˟ˣ˸˩ˢ  ˨ˣ˸˟˷  ˫˧ˮ˧˟ˬ  ˣˮ˥ˮ˞  ˭˞˩ˬsystemBuffer + 0x10   s  ˞˴ˬˮ-handle  ˪  ˶˟˰ˣˬ˷ -

ObReferenceObjectByHandle  . 

˷ ˞˧ˢ ˸ˣ˰ˬ˷ˬˢ-afd  ˶ˣ˟˰ ,IOCTL_AFD_SELECT˟ ˷ˬ˸˷ˬ ,-handle   

 ˨ˣ˸˟ ˶˟˰ˣˬ˷irp->SystemBuffer ˢ ˸˞ ˪˟˵˪ ˧ˡ˩-file object  .˸ˣ˪ˣ˰˲ ˰˴˟ˬ ˞ˣˢ ˣ˧˪˰˷ 

 

v24 

1. ˷˧  ˸ ˞ ˢˬ˷ˢˢ v20+2 = objectΦ 

2. sπobject ˞ˣˢ sπfile object  ˪ ˟˵˸ˬˢ  s ˞˴ˣ˸˩ ˢ˞˧˶˵ˢˬ  ˸ ˬˡˣ˵ˢ ˪πObReferenceObjectByHandle  Φ 

3. ˢ˪˥˸ˢ˟ ˣˮ˧˞˶  ˸˞ ˢˬ˷ˢˢ  v24 = v20 + 2 Φ 

4. ˭˩˪  Υv24 = v20 + 2 = object 

ˢ˶ˣ˷  ˶˥˞˪ ˢˬ˷ˢˢ ˪˷  v24 Σ˷˧  ˸˞ ˢ˞ˣˣ˷ˢˢ  ˢ˟˷  x ˮ˥ˮ˞   ˫ ˧˪˲ˣˮ Υ 

v24 = *((_QWORD *)v20 + 2); // = File Object  
if  ( *(PDEVICE_OBJECT *)(v24 + 8) != AfdDeviceObject  )  
        {  
          ObfDereferenceObject ((PVOID)v24);  
          LODWORD(v6) = 0xC0000008;  
          goto  LABEL_83; 
        }  
  

ˢ˞ˣˣ˷ˢˢ ˞˧ˢ ˭˧˟   ˧ ˸˷ ˸ˣ˟ˣ˸˩ Υ˪˷  v24+8 ˪˷ˣ AfdDeviceObject Φ 

1Φ ˢˮ˸˷ˬˢ  AfdDeviceObject  ˞ˣˢ  ˢˮ˸˷ˬ  ˧˪˟ˣ˪ˠ  ˞˴ˬˮ˷  ˭ˣ˶˩˧ˤ˟  ˪˷  afd.sys  ˞ˣˢˣ   ˶ ˬˣ˷  ˸˞   ˸ ˟ˣ˸˩ˢ  

˪˷ sπdevice object ˧˶ˣ˵ˬˢ  ˪˷ afd  Φ 

2Φ ˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˷ πv24 ˞ˣˢ  ɣ ˣ˯ˬ FILE_OBJECT  ˫˞ˣ ˪˩˸˯ˮ   ˪ ˰ sπstruct ˢˤˢ ˢ˞˶ˮ   ˟ ˷-offset у  ˷ ˧ ˸˞  

˰˧˟˴ˬˢ  π˪device object  ˨ ˧ˣ˷ˬˢ ˣ˸ˣ˞˪ file object Υ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  нт 
 

3Φ ˶ˬˣ˪˩ Σˡˣ˵ˢ 24+8v ˪ˣ˵˷ ˡˣ˵˪ . >DeviceObject-fileObject 

4Φ ˡˣ˵ˢ  ˪˲ˣˮ  ˢ˵˧ˡ˟˟  ˪˪ˠ˟  ˣˮ˰˴˧˟˷  hook  π˪file object   ˭ ˩˪ˣ  ˞ˣˢ  ˪˧˩˧  ˰˧˟˴ˬ  π˪device object   ˱ ˧ˣˤˬˢ  

ˣˮ˪˷ Η ˸ ˣ˟ˣ˸˩ˢ  ˞ ˪ ˣ˧ˢ˧  ˸ ˣˣ˷ ˪˟˵ˮˣ STATUS_INVALID_HANDLE Φ 

 ˭ ˣ˶˸˲ 

˫˴˰˟  ˷˧  ˭˞˩  ˢ˴˧˟   ˸ ˪ˣˠˮ˶˸ˣ  π  ˡ˴ˬ  ˡ˥˞  Σˣˮ˥ˮ˞  ˫˧˴ˣ˶  ˸ˣ˷˰˪  hook  ˪˩˪  file object  ˪˧˟˷˟  ˫ˣ˶ˠ˪  π˪IRP  

˰˧ˠˢ˪  ˣˮ˧˪˞  ˫ˣ˵ˬ˟  π˪afd  Φˡ˴ˬ  ˧ˮ˷  Σ˪˪ˠ˟  ˣˮ˧˷˰˷  hook   ˪ ˰  πsfile object  ˤ˞  πsdevice object  ˣ˧˪˰˷   ˞ ˣˢ  

˰˧˟˴ˬ  ˢ˧ˢ˧ ˡ˥˞ˢ ˱˧ˣˤˬˢ ˣˮ˪˷ Σˤ˞ˣ  ˪ ˣ˲˧ˮ ˢ˵˧ˡ˟˟ ˪˷ afd Φ 

˸ˬ˞ˢ   ˭ ˣ˶˸˲ˢ˷  ˧ˡ  ˦ˣ˷˲  Υ˰˴˟ˮ  ˢ˲˪˥ˢ   ˸ ˧ˮˬˤ   ˪ ˷   s ˡ˷   sπdevice object  π˟file object   ˷ ˬˬ  ˢ˶ˣ˷   ˧ ˮ˲˪  

ˢ˞˧˶˵ˢ ˢ˧˴˵ˮˣ˲˪   ˪ ˷ afd Φ ˨ ˩ Σ˶˧˟˰ˮ˷˩ ˸˞ ˢ˞˧˶˵ˢ   ˪ ˞ afd ˢˡ˷ˢ ˰˧˟˴˧ ˪˰ sπdevice object ˧˶ˣ˵ˬˢ  ˪ ˷  

afd Φˡ˧ˬ  ˪ ˶ ˥˞ ˢ˞˧˶˵ˢ Σ˶˧ˤ˥ˮ ˸˞  ˰ ˧˟˴ˬˢ ˪πdevice object  ˱ ˧ˣˤˬˢ ˣˮ˪˷. 

// Unhook the fileObject -  got hooked by our hookLoop.  
referencedAfdFobject - >DeviceObject  = AFDUtils :: OriginalAfdDeviceObject ;  
  
// Call the afd function and retrieve the status.  
NTSTATUS checkStatus = originalFunction( DeviceObject , Irp );  
  
// re - hook it.  
referencedAfdFobject - >DeviceObject  = AFDUtils :: FakeAfdDeviceObject ;  
  

ˣ˧˷˩˰  Σ ˫ ˞  ˳˧˶ˮ   ˟ ˣ˷   ˸ ˞  ˶˟˧˧˶ˡˢ  Σˢ˞˶ˮ  ˶ˣ˟˰˷  IOCTL_AFD_SELECT  ˣˮ˥ˮ˞   ˞ ˪   ˫ ˧˪˟˵ˬ   ˶ ˸ˣ˧  ˸˞  ˢ˞˧ˠ˷ˢ  Σ

˫ˣ˵ˬ˟  ˸˞ˤ  Σˣˮ˥ˮ˞  ˫˧˪˟˵ˬ  ˯ˣ˦˦˯  0x103  ˶ˡˠˣˬ˷  π˩STATUS_PENDING  Φ ˸˞ˤ  ˸ˣˠˢˮ˸ˢ  ˢ˪˧ˠ˶  Σ˫˴˰˟  afd  

˶ˬˣ˞  ˭˧˞˷  ˰ˠ˶˩  ˫ˣ˷  ˧ˣˮ˧˷  ˟˴ˬ˟   ˫ ˧˦˵ˣ˯ˢ  Υ˭˧˞  ˦˵ˣ˯   ˯ ˮ˩ˮ  Σ˭˧˞  ˰ˡ˧ˬ  ˞ˣ˶˵˪  ξ  ˟ˣ˸˩˪  ˣ˩ˣ  Σϥ˭˩˪  ˞ˣˢ  ˢ˩˥ˬ   π  

pending Φ˰ˠ˶˟  ˷˧˷ incoming socket   ˶ˤ˥ˣ˧0  (STATUS_SUCCESS)Φ 

˶ˣˬ˞˩  Σˢ˶˦ˬˢ  x ˮ˪˷   ˞ ˧ˢ  ˱˧ˮ˯ˢ˪   s ˶ˣ˟˰˸  ˢ˰˧ˠˬ˷ ˢˡˬ˰˪  Σ˭˩˪  ˨˶˦˴ˮ   Ϧ˯ˣ˲˸˪ Ϧ˸˞   sπIOCTLπ˫˧   ˫ ˧˰˧ˠˬ˷  

 ˶ ˥˞˪ ˢˮ˸˷ˢ˷ ˟˴ˬˢ  ˰˧ˠˢˣ  ˶ˣ˟˧˥ ˷ˡ˥ Φ˶ˡ˯ˢ ˞ˣˢ ˢˤ˩ Υ 

1Φ ˸˶˷ sπpython  ˞˶ˣ˵  s ˞˪ˣ˪˟ ˪πselect ˪˩   l ˣ˰  ˯ ˣ˦˦˯ˢ  ˞ ˣˢ STATUS_PENDING Φ 

2Φ ˰ˠ˶˟  ˸˶˷ˢ˷  ˪˟˧˵  STATUS_SUCCESS  ˞ˣˢ  ˰ˡˣ˧  ˷˧˷  ˦˵ˣ˯  ˨˶ˡ˟  ˣ˧˪˞  Φ˭˩˪  Σ˸˶˷ˢ  ˞˶ˣ˵   ˸ ˧˧˴˵ˮˣ˲˪  

accept Φˢ˞˴ˣ˸˩ ˨˩ˬ  Σˡˣ˵ ˟ πws2_32.dll ˥˪ˣ˷  н IRPs  π˪afd ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ Υ 

 ˞ΦIOCTL_AFD_WAIT_FOR_LISTEN π ˢ˩˥˸  ˡ˰  ˶ˣ˟˧˥ˢ˷  ˷ˡ˥ˢ  ˭ ˩ˣˬ   Σ ˞ ˬˠˣˡ˪ π ˧˶˥˞  ˰˴ˣ˟˷ way -three

handshake  ˶ ˣ˟˧˥ˢˣ  ˞ ˣˢ ESTABLISHED  Φ 

 ˟ ΦIOCTL_AFD_ACCEPT  π  ˸˪˟˵  ˦˵ˣ˯ˢ  ˯ˮ˩ˮˢ  Φafd  ˶˧ˤ˥˧ ˪πmode-user  ˢ ˸˞πfile descriptor  ˪˷   ˦ ˵ˣ˯ˢ  

˯ˮ˩ˮˢ ˧ˡ˩  ˸ ˶˷ˢ˷ ˪˩ˣ˧  ˰ ˴˟˪ ˣ˧˪˰ ˸ˣ˪ˣ˰˲ Φ 
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!C5¦at ς {ƴƛŦŦƛƴƎ bŜǘǿƻǊƪ CǊƻƳ ¢ƘŜ YŜǊƴŜƭ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  ну 
 

3Φ  ˶ ˥˞˪   ˶ ˣ˷˧˞   ˸ ˪˟˵   ˦ ˵ˣ˯ˢ  ˯ˮ˩ˮˢ  Σ ˸ ˶˷ˢ  ˞˶ˣ˵   s ˧˴˵ˮˣ˲˪  recv  ˧ˡ˩   ˸ ˬ˞˟   ˞ ˣ˶˵˪   ˸ ˞   ˰ ˡ˧ˬˢ  ˦˵ˣ˯˟˷  Φ

ˢ˞˧˶˵ˢ ˸˞ˤˢ ˢ˰˧ˠˬ  π˪afd  ˫˰ IOCTL_AFD_RECVΦ  

˸˯˧˲˸ IOCTL_AFD_RECV 

 ˞ ˣ˟  ˢ˞˶ˮ  ˫˞   ˶ ˟˧˧˶ˡˢ  ˣˮ˪˷   ˥ ˧˪˴ˬ   ˯ ˣ˲˸˪   ˸ ˞  ˪˩  ˸ˣ˷˵˟ˢ  ˨˧˪ˢ˸˟  Σ˫˷˪   ˨ ˩  ˥˪˷ˮ  ˸˷˵˟  GET   ˪ ˞   ˸ ˶˷ˢ  

˸˶ˤ˰˟  CURL ˪˩˸˯ˮˣ ˪˰ ˸ˣ˯˲ˡˢˢ Υ  ˸ ˣ˯˲ˡˢˢ ˟πwindbg ˸ˣ˞˶ˬ  ˞˪˷ ˣˮ˯˲˸ ˸˞ IOCTL_AFD_RECV Υ 

 

 

˭˸˧ˮ  ˸ˣ˞˶˪  ˢ˶ˣ˷˟  ˢˮˣ˷˞˶ˢ  ˸˶˷ˢ˷  ˢ˩˥ˬ  ˦˵ˣ˯˪  Φ˶˥˞˪  ˭˩ˬ  ˣˮ˥ˮ˞  ˫˧˥˪ˣ˷  ˸˞  ˸˷˵˟  πsGET  ˤ˞ˣ   ˸ ˶˷ˢ  

˰˴˟ˬ  ˸˞  ˢ˞˧˶˵ˢ  ˸˧˧˴˵ˮˣ˲˪  accept   ˸ ˥˪ˣ˷˷  ˸˞  IOCTL_AFD_WAIT_FOR_LISTEN  ˸˞ˣ  

IOCTL_AFD_ACCPET  Φ 

˱˯ˣˮ˟  Σ ˧ ˮ˷  πsIOCTL π˫˧  ˫˧˥˧˪˴ˬ  ˶ˤ˥ˣˬˣ  πˬafd  ˯ˣ˦˦˯  ˢ˥˪˴ˢ  Φ˫˰  ˸˞ˤ  Σˣˮ˥ˮ˞  ˞˪  ˫˧˯˲ˣ˸  ˸˞  πsIOCTL   ˫ ˰  

˰ˡ˧ˬˢ - IOCTL_AFD_RECVΦ  

ˢ˶ˣ˞˩˪  Σ˞˪  ˢ˶ˣˬ˞  ˸ˣ˧ˢ˪  ˢ˟˧˯  ˢ˷πhook  ˣˮ˪˷  ˯˲˯˲˧  ˵˶  IOCTL  ˧˲˧˴˲˯  Φˢˤ  ˣ˞  ˞ˣˢ˷  ˯˲ˣ˸  ˸˞  ˪˩   sπ

OCTLIπ˫˧   ˫ ˧˞˶˵ˮ˷   ˪ ˰   x ˸ˣ˞  file object   x ˞   ˞ ˣˢ˷  ˞˪   ˯ ˲ˣ˸  ˱˞  ˡ˥˞  Φˢ˞˶ˮ˩   ˨ ˶˦˴ˮ˷   ˪ ˣ˪˴˪  ˸˴˵  π˪winsock 

APIΦ 

ˢ˶˧˵˥ ˟πAPIMON 

monAPI ˞ˣˢ ˧˪˩ ˶˷˲˞ˬˢ ˶˦ˮ˪ ˸ˣ˞˧˶˵ API ˪˷ ˨˧˪ˢ˸  ˭ˬˤ˟ ˢ˴˧˶ Φ 

˞ˣˢ  ˟˵ˣ˰  ˧˶˥˞  ˸ˣ˞˧˶˵  ˸ˣ˧˴˵ˮˣ˲˪  ˬDLL π˫˧  ˣˬ˩  kernel32.dll, ntdll.dll, ws2_32.dll   ˶˷˲˞ˬˣ   ˸ ˣ˞˶˪  Υ s ˤ˧˞  

sAPI  ˫ ˧˞˶˵ˮ Σˢˤ˧˞˟ ˶ˡ˯  Σ ˫ ˰ ˢˤ˧˞ ˫˧˶˦ˬ˶˲  ˡˣ˰ˣ Φ 

˷ˬ˸˷ˮ  π˟monAPI   ˧ ˡ˩  ˟ˣ˵˰˪   ˧ ˶˥˞   ˸ ˣ˧˴˵ˮˣ˲ˢ   ˭ ˢ˟   ˸ ˶˷ˢ  ˣˮ˪˷  ˷ˬ˸˷ˬ  Σ s ˞˶ˮˣ   ˫ ˞  ˣˮ˥ˮ˞   ˫ ˧˥˧˪˴ˬ   ˸ ˣ˞˶˪  

ˢ˲˧˞ ˢˬ˪ˣ ˣˮ˥ˮ˞ ˫˧˯˲˯˲ˬ  ˢ˞˧˶˵  π˪IOCTL_AFD_RECV  Φ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  нф 
 

˪˧˟˷˟  ˭˧˟ˢ˪  ˸˞  ˵˪˥ˢ  ˞˟ˢ  Σ˟ˣ˷˥  ˶ˣˤ˥ˮ˷  ˢ˷˰ˮˣ  ˶ˡ˯  ˫˧˰ˣ˶˧˞˟  ˫˧˶ˣ˵˷  ˢ˞˧˶˵ˢˬ  ˸ˣ˧˴˵ˮˣ˲˪  accept, 

recv, select  ˡ˰  ˢ˰ˠˢ˪ ˪˞ ˶˟˧˧˶ˡˢ   x ˮ˪˷ ˪˞ˣ afd.sys Υ 

¶  ˸ ˣ˧˴˵ˮˣ˲ˢ accept, recv ˢˬˣˡ˩ˣ ˭s ˸ˣ˧˴˵ˮˣ˲  ˸ˣ˶ˡˠˣˬ˷ ˸ˣˮ˴˥ˣˬˣ  ˪˰  ˧ˡ˧ ws2_32.dll  Φ 

¶ ˧˶ˣ˥˞ˬ  ˫˧˰˪˵ˢ  Σ˷ˣˬ˧ˬ˟  Σ ˭ ˸ˣ˞   ˸ ˣ˧˴˵ˮˣ˲  ˸ˣ˷ˣ˰  ˷ˣˬ˧˷  ˸ˣ˧˴˵ˮˣ˲˟  native  ˪˷  ntdll.dll   x ˬ˩ 

NtDeviceIoControlFileΦ 

¶ ˢ˧˴˵ˮˣ˲ˢ NtDeviceIoControlFile ˱ˣ˯˟˪ ˢ˶˧˟˰ˬ IRP ˶˟˧˧˶ˡ˪ Φ 

¶  ˨ ˣ˸˟  πsIRP  Σ˶˟˰ˣˬ  ˫ˠ  control code  ˶˞˸ˬ˷  ˢˬ   s ˪ˣ˰˲ˢ  ˸˷˵ˣ˟ˬˢ  Φ ˞ ˬˠˣˡ˪  Υˢ˞˧˶˵  π˪recv   x ˲ˣ˯˟  

˪˷  ˶˟ˡ  ˶˧˟˰˸ IRP  π˪afd.sys ˫˰ control code   ˪ ˷ IOCTL_AFD_RECV Φ 

˰˴˟ˮ  monitor  ˸˶˷˪  πspython  ˣˮ˪˷  Σˢ˞˶ˮ  ˢ˪˧˥˸  ˸˞  ˢ˞˪ˣ˪ˢ  ˸˶ˤˣ˥ˢ  ˪˰  ˢˬ˴˰  ˢ˟˷  ˸˶˷ˢ  ˞˶ˣ˵ 

˸˧˧˴˵ˮˣ˲˪  select Υ 

 

 

 

ˢˤ ˵ˣ˧ˡ˟ ˢˬ  ˣˮ˥ˮ˞˷  ˫˧˞ˣ˶ ˸ˣ˯˲ˡˢ˟  ˶˟˧˧˶ˡˢ˷ ˣˮ˪˷ ˞˧˴ˣˬ ˪ πwindbgΥ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  ол 
 

 x ˧˷˩˰ ˢ˞˶ˮ ˢˬ  ˢ˶ˣ˵ ˢ˧˴˵ˮˣ˲ˢ˷˩ accept ˸˞˶˵ˮ Υ 

 

˶˟˧˧˶ˡˢ  ˣˮ˪˷   ˯ ˲ˣ˸ ˸˞ ˢ˞˧˶˵ˢ ˪πNtDeviceIoControlFile ˫˰ IOCTL_AFD_ACCEPT Υ 

 

 

˫ˠ  ˸ ˞ sπrecv ˣˮ˥ˮ˞  ˫˧˞ˣ˶   ˟πmonAPI Υ  

 

 

 

 

 

 

 x ˧˸ˣ˟˵˰˟ˣ ˸˞ ˢ˞˧˶˵ˢ  π˪NtDeviceIoControlFile  ˫˰ IOCTL_AFD_RECV Σˢ˸ˣ˞˷ ˣˮ˥ˮ˞  ˞ ˪ ˫˧˯˲ˣ˸  
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!C5¦at ς {ƴƛŦŦƛƴƎ bŜǘǿƻǊƪ CǊƻƳ ¢ƘŜ YŜǊƴŜƭ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  ом 
 

 ˶ ˟˧˧˶ˡ˟ Υ 

 

˫˞  ˢˣˣ˷ˮ   ˭ ˧˟  ˫˧˶˦ˬ˶˲ˢ  ˫˧˶˟˰ˣˬˢ  π˪NtDeviceIoControlFile   ˶ ˷˞˩  ˸˞˶˵ˮ  ˢ˧˴˵ˮˣ˲ˢ  accept   ˸ ˬˣ˰˪  

ˢ˧˴˵ˮˣ˲ˢ recv Σˢ˞˶ˮ ˣˢ˷ˬ   ˭ ˧˧ˮ˰ˬ Υ 

  ˶ ˣ˟˰ accept Υ˨˶˰ ˶˦ˬ˶˲ˢ  ˭ˣ˷˞˶ˢ ύsπFileHandle  ˣ˧˪˰ ˧˸˦˶˧˲  ˫ˡˣ˵ ό˞ˣˢ  0x168 Φ 

  ˶ ˣ˟˰ recv Υ˨˶˰  ˶ ˦ˬ˶˲ˢ ˭ˣ˷˞˶ˢ  ˞ ˣˢ 0x280 Φ 

 ˰ ˬ˷ˬ Σ ˸ ˶˷ˢ ˷ˬ˸˷ˬ  π˟н  file objects  ˫˧ˮˣ˷ ˶ˣ˟˰  ˸˞˧˶˵ accept ˸˞˧˶˵ˣ recv Φ˪˪ˠ˟  ˣˮ˥ˮ˞˷  ˫ ˧˯˲ˣ˸  

˸˞  accept  ˪˟˞  ˞˪  ˸˞  recv  Σˢˤ  ˢ˞˶ˮ˩  ˶ˬˣ˞  ˣˮ˥˪˴ˢ˷  ˸ˣ˷˰˪  ˢ˧˴˪ˣ˲˧ˮˬ  ˵˶  ˪˰  πsfile object  ˭ˣ˷˞˶ˢ  Φ ˨ ˞  

˷˧  ˣˮ˪ ˢ˞˪ˣ˪ ˢ˶ˣˬ˞˷   ˞ ˡˣˣ˪  ˣˮ˥ˮ˞˷  ˫ ˧ˮ˷ˬ ˪˩ file object  ˶˴ˣˮ˷  Σˤ˞ ˢˬ˪ ˢˤ  ˯ ˲˯˲˸ˬ Κ 

˫˞  ˪˩˸˯ˮ  ˡˣˬ˰˟  ˫ˡˣ˵ˢ   ˪ ˰  ˸ˣ˧˴˵ˮˣ˲ˢ  ˸ˣ˞˶˵ˮ˷  ˸ˣ˟˵˰˟  ˢ˞˧˶˵ˢ  ˢ˧˴˵ˮˣ˲˪  accept  Σ˪˩ˣˮ   ˞ ˣ˴ˬ˪  ˢˬ˩ 

˫˧ˤˬ˶ Υ 

1Φ ˶˷˲˞  ˸ˣ˞˶˪  ˪ˣ˥˸˞ ˪˷ UNICODE_STRING  ˫˰ ˠˮ˧˶˦˯ˢ  ϦEndpoint\Afd\Device ξ  ΦϦ 

2Φ  ˶ ˥˞˪  ˭˩ˬ  Σ ˷ ˧   s ˞˧˶˵   ˪π NtCreateFile  ˸˶˴ˣ˧˷  file object   ˷ ˡ˥  ˢ˶˧ˤ˥ˬˣ  handle  ˣ˧˪˞  Φπsfile object  

˷ˡ˥ˢ ˰˧˟˴˧ ˪˞ sπdevice  ˪ ˷ afd.sys Φ 

3Φ ˶˥˞ ˨˩ Σ˸˥˧˪˷ IOCTL_AFD_ACCEPT  Σ˭˧˧ˡ˰  ˫˰ sπhandle ˪πfile object ˭˷˧ˢ Φ 

4Φ ˢ˞˧˶˵˟  ˢˮˣ˶˥˞ˢ  π˪NtDeviceIoControlFile  ˫˰  IOCTL_AFD_RECV  Σˣˮ˥ˮ˞  ˫˧˞ˣ˶  ˷ˣˬ˧˷ˢ˷  ˞ˣˢ   ˞ ˪  

π˟handle  ˭ ˷˧ˢ Σ˞˪˞  π˟handle ˪πfile object ˷ˡ˥ˢ   ˶ ˴ˣˮ˷  ˷ˬˬ ˰ˠ˶ ˡ˥˞  ˧ˮ˲˪ Φ 

˫˞   ˪ ˩˸˯ˮ  ˪˰  ˧˷˶˲ˢ  ˫˧ˮˬˤˢ  ˭˧˟  ˢ˞˧˶˵ˢ  ˪˷  accept  ύˢ˟˷  ˶˴ˣˮ  πsfile object  όˢ˞˧˶˵˪  ˪˷  recv  ύ s ˟˷  

 ˫ ˧˷ˬ˸˷ˬ  π˟file object  ˶˴ˣˮ˷  όˢ˞˶ˮ   ˷ ˶˲ˢˢ˷   ˞ ˣˢ  ˡˣ˞ˬ  ˭˦˵   π  лΦллс  ˸ˣ˧ˮ˷  Σ ˸ ˞ˤ  ˢ˧˰˟  Σ˸˞˪ˣ˪ˢ  hook π

˧˫   x ˮ˪˷   s ˴˶   ˪ ˩   s ˧˧ˮ˷  ˭˩˪ˣ  ˞˧ˢ   ˞ ˪   ˵ ˧˲˯˸   ˸ ˣ˷˰˪  hook  π˪file object  Φ ˫ ˠ   ˫ ˞   ˞ ˧ˢ  ˢ˸˧˧ˢ  ˢ˴˶   ˞ ˪˪  ˧˧˪˧ˡ  Σ s ˧ˢ  

˪ˣ˩˧  ˸ˣ˧ˢ˪  ˭ ˞˩ race condition Φ˶ˣ˴˧˵˟ Σ s ˞˪ˣ˪ ˶˸ˣ˧  s ˶˧ˢˬ ˞˧ˢ  ˞˪ ˢˬ  ˶ˣ˸˲˧˷ ˸˞ ˢ˧˰˟ˢΦ 
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˭ˣ˶˸˲ˢ π Spawn Camping  

ˣˬ˩   x ˮ˶ˬ˞˷  Σˢ˞˧˶˵ˢ  π˪accept  ˢ˪˧˟ˣˬ  ˢ˶˧˴˧˪   ˪ ˷  ˡˣ˰  file object  Φ˪˟˞  ˞˧ˢ  ˫ˠ  ˢ˪˧˟ˣˬ   ˸ ˥˧˪˷˪  IRP   ˫ ˰  

IOCTL_AFD_ACCEPT  ˰ ˧ˠˬ˷   x ˮ˧˪˞ ˸ˣ˟˵˰˟ sπhook Φ 

˶ˡ˯ˢ  ˞ˣˢ  ˢˤ˩  Υ ˫ ˡˣ˵   ˪ ˩   ˶ ˴ˣˮ  file object   ˪ ˰  ˧ˡ˧  ˢ˞˧˶˵  ˢ˧˴˵ˮˣ˲˪  NtCreateFile   ˵ ˶ˣ  ˶˥˞˪  ˢ˶˧˴˧   ˸ ˥˪˴ˣˬ  Σ

˷˧  ˢ˞˧˶˵   ˪-NtDeviceIoControlFile  ˫˰  IOCTL_AFD_ACCPET  ˢ˰˧ˠˬ˷  ˣˮ˧˪˞  Φ˫˞  ˪˩˸˯ˮ   ˫ ˧˶˦ˬ˶˲˟  

˫˧˰˧ˠˬ˷   ˪ ˞ ˶˟˧˧˶ˡˢ ˣˮ˪˷ ˨˶ˡ NtDeviceIoControlFile Σ˪˩ˣˮ  ˸ˣˢˤ˪ ˣˢ˷ˬ ˭˧˧ˮ˰ˬ Υ 

1Φ ˫˧˶˦ˬ˶˲ˢ ˧˰˧˟˷ˢ ˧ˮ˧ˬ˷ˢˣ  ΥInputBuffer xπInputBufferLength ˢˬ˞˸ˢ˟ Σ˫ˮ˧˞ ˫˧˵˧˶ Φ 

2Φ ˫˞ ύ˸˶ˤ˰˟ monAPI ό˪˩˸˯ˮ  ˨ˣ˸˟ InputBuffer ˢ˞˶ˮ  ˞ˣˢ˷  ˪ ˧˩ˬ ˸˞  ˫ ˧˦˧˟ˢ ˫˧˞˟ˢ Υ 

0x0: 00 00 00 00 01 00 00 00 80 02 00 00 00 00 00 00 
  

 

˪˴˲ˮ ˸ˣ˦˦˵ˣ˞˪  ˶˧ˬˮˣ  π˪little endian Υ 

0000000100000000 | 0000000000000280 
  

 

πsнул ˢ˞˶ˮ  ˸˴˵ ˶˩ˣˬ Χˢˤ  πsFileHandle ˪˷ sπfile object  ˷ ˡ˥ˢ ˵ˣ˧ˡ˟˷ ˶˴ˣˮ  Η 

˭˩˪ Σ s ˬ  ˪ ˩ˣˮ˷ ˸ˣ˷˰˪  s ˤ ˯ˣ˲˸˪  ˸˞ IOCTL_AFD_ACCEPT Σ˞ˣ˶˵˪   ˸ ˞ sπInputBuffer  Σ ˞ ˧˴ˣˢ˪ ˣˮˬˬ ˸˞ s π

ileHandlef  ˣ˸ˣ˰˴ˬ˞˟ˣ  ˰˴˟˪  hook  ˪˰  πsfile object  ˷ˡ˥ˢ  Φ˪˩  ˢˤ  ˢ˶˵˧  ˰ˠ˶˟  ˶˴ˣˮ˷  πsfile object   l ˣ˰ˣ  

˧ˮ˲˪ ˫˧˷ˬ˸˷ˬ˷  x ˟ ˟π˸˧˧˴˵ˮˣ˲ recv  Φˣ˧˷˩˰ ˫ˠ˶˸ˮ  ˸ ˞ ˢˤ ˡˣ˵˪ Φ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  оо 
 

Extraction Of The RECV File Object 

 ˧ ˲˪   s ˧˴˦ˮˬˣ˵ˣˡˢ  ˪˷  ˦˲ˣ˯ˣ˶˵˧ˬ  Σ s ˡ˷ˢ  SystemBuffer   ˞ ˴ˬˮ˷   ˨ ˣ˸˟  πsIRP  ˶ˣˬ˞   ˪ ˧˩ˢ˪   ˸ ˞   sπ

nputBufferI ˶˟˰ˣˢ˷  π˟NtDeviceIoControlFile Φ˶˷˲˞  ˵˧˯ˢ˪ ˸˞ˤ ˭˞˩ˬ Υ 

 

˷ˠ˧ˮ  ˣ˧˪˞   ˨ ˶ˡ  Υ 

Irp - >AssociatedIrp . SystemBuffer  
  

ˣˬ˩   x ˮ˧˞˶˷   ˫ ˡˣ˵  Σу   ˫ ˧˦˧˧˟ˢ   ˫ ˧ˮˣ˷˞˶ˢ   ˫ ˧˪˧˩ˬ   ˰ ˡ˧ˬ  ˞˪   ˧ ˦ˮˣˣ˪˶  ˣˮ˪  Σ ˭ ˩˪   ɣ ˪ˡˮ   ˫ ˢ˧˪˰   ˪ ˰   ˧ ˡ˧   s ˲˯ˣˢ   ˪ ˷  у  

˫˧˦˧˧˟ ˸˟ˣ˸˩˪  ˪˷ SystemBuffer Υ 

((ULONG_PTR)Irp - >AssociatedIrp . SystemBuffer  + 0x8);  
  

˷˧ ˭˞˩ cast ˪ πULONG_PTR ˪˧˟˷˟  ˫ ˧˵˥˷ˬ ˸ˣ˟ˣ˸˩˟  Σ ˞ ˪  ˧˦˧˶˵  ˫ ˞  ˫ ˸˞ ˞˪ ˫˧˶˧˩ˬ  ˸ ˞ ˢˤΦ 

˞˧˴ˣˮ  ˸˞ ˨˶˰ˢ ˭˯˥ˣ˞ˬˢ ˨ˣ˸˟ ˸˟ˣ˸˩ˢ  π  ˨ ˶˰ˢ ˢ˧ˢ˧  ɣ ˣ˯ˬ  handle ˢ˶˵ˬ˟ˣ ˣˮ˪˷ ˢ˧ˢ˧ ˢˣˣ˷  ˪0x280  Φ 

// 3. extract the new handle value.  
newHandle = *(PHANDLE)((ULONG_PTR)Irp - >AssociatedIrp . SystemBuffer  + 0x8);  
  

˞˶˵ˮ  ˢ˧˴˵ˮˣ˲˪  ObReferenceObjectByHandle   ˸ ˰ˡˣ˧˷   ˪ ˟˵˪  handle  ˶˧ˤ˥ˢ˪ˣ   ˸ ˞  πsobject  ˣ˸ˣ˞˷  

handle ˠ˴˧˧ˬ Φ 

˱˧˪˥ˮ  ˸˞ sπDevice object ˧˶ˣ˵ˬˢ ˣ˧˪˞˷  ˰ ˧˟˴ˬ  ˦ ˵˧˧˟ˣ˞ˢ ˷ˡ˥ˢ  ˫˰ sπdevice object  ˱˧ˣˤˬˢ ˣˮ˪˷ Υ 

// 4. referenceObjectByHandle to get the actual file object.  
ObReferenceObjectByHandle (newHandle, GENERIC_ALL, * IoFileObjectType , 
KernelMode, &newAfdFobject, nullptr );  
  
// 5. hook the new afd object.  
newAfdFobject - >DeviceObject  = this - >AFDUtils - >FakeAfdDeviceObject ;  
  
  

 

˸˰˩  ˳˧˶ˮ  ˵ˣˡ˟ˮˣ  ˫˞ˢ  ˣˮ˥ˮ˞  ˫˧˯˲ˣ˸  ˸˞  πsIOCTL_AFD_RECV  Φ˫˞  ˭˩  Σ˰ˡˮ  ˣˮ˥˪˴ˢ˷  ˸ˣ˷˰˪  hook   x ˬ˩  

˨˧˶˴˷ ˪˰  ˦ ˵˧˧˟ˣ˞ˢ ˷ˡ˥ˢ Φ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  оп 
 

 

ˣˮ˥ˮ˞  ˫ ˧˪˟˵ˬ ˸˞  ˯ ˣ˦˦˯ˢ ˣˮ˪˟˧˵˷  ˶˟˰˟ ύINVALID_HANDLE  Φό 

˫˰˲  ˸ˬˡˣ˵  ˣˮ˪˟˧˵˷  ˸˞  ˢ˞˧ˠ˷ˢ  ˸˞ˤˢ  ˢˤ  ˢ˧ˢ  ˧˩  ˣˮ˲˪˥ˢ  ˸˞  ˰˧˟˴ˬˢ  ύ>DeviceObject-fileObject  ό l ˥˞˟  

˱˧ˣˤˬ  ˣˮ˪˷  Φ˶˟˩  ˣˮ˶˸˲   ˸ ˞  ˢ˧˰˟ˢ  ˸˞ˤˢ  Σ˨˞  ˢ˞˶ˮ  ˞˧ˢ˷  ˢ˴˴  ˟ˣ˷   x ˮ˥ˮ˞˷˩   ˫ ˧˲˧˪˥ˬ  ˸˞  ˰˧˟˴ˬˢ   ˪ ˷  πs

file object ˷ˡ˥ˢ  Φ 

πsfile object  ˷ˡ˥ˢ  ˣ˧˷˩˰˷  ˣˮ˲˪˥ˢ   x ˪   ˸ ˞   ˰ ˧˟˴ˬˢ  ˞ˣˢ   ˞ ˪  πsfile object  ˶˟˰ˣˬ˷   ˨ ˶ˡ  ˶˦ˬ˶˲ˢ  

fileHandle  π˟NtDeviceIoControlFile  Φ˷ˣˬ˧˷ˢ  ˦˵˧˧˟ˣ˞˟  ˷ˡ˥ˢ  ˞ˣˢ   ˵ ˶  ˸ˣ˪ˣ˰˲˟  ˸ˣ˶ˣ˵˷  ˧˶˥˞  accept  Σ

ˣˬ˩  recv  Φ˫˴˰˟  Σ˞˪  ˣˮ˰ˠˮ   ˪ ˪˩˟  ˦˵˧˧˟ˣ˞˟   ˶ ˟˰ˣˬ˷  π˟accept   ˭ ˩˪ˣ   s ˧ˢ  ˶˷˲˞  ˸ˣˣ˵˪  ˞˪˷   s ˧ˢ˸   s ˧˰˟   ˪ ˷  

invalid handleΦ 

ˢ˞˧˶˵˟  π˪accept  Σ˷ˣˬ˧˷ˢ  ˞ˣˢ  π˟file object  ˭˷˧ˢ  Σ˶˷˞˩  ˵˶  ˨ˣ˸˟  πsSystemBuffer  ˶˟˰ˣˬ  πsFileHandle  

˦˵˧˧˟ˣ˞˪ ˷ˡ˥ˢ  ˶˴ˣˮ˷ Φ 

ˤ˞   x ˮ˥ˮ˞  ˫˧˰ˡˣ˧  ˢ˧˰˟ˢ˷  ˞˧ˢ  π˟hook   x ˮ˰˴˧˟˷  ˪˰  ˦˵˧˧˟ˣ˞ˢ  ˷ˡ˥ˢ  Σ ˸ ˣ˶ˬ˪  ˢ˞˧˶˵˟˷  ˸˧˥˩ˣˮˢ  ˞ˣˢ   l ˣ˰   ˞ ˪  

˷ˣˬ˧˷˟ Φˢ˞˶ˮ ˷πafd  ˪ ˩˟ ˸˞ˤ  ˰ ˴˟ˬ ˢ˵˧ˡ˟   ˪ ˰ sπfileHandle ˶˟˰ˣˬ˷ ˟π>SystemBuffer+0x8-Irp  ˸ ˣ˞˶˪  

˞ˣˢ˷ ˭˩˞ ˰˧˟˴ˬ  ˪˰ sπdevice object ˧˶ˣ˵ˬˢ ˪˷ afd.sys  Φ˭˟ˣˬ˩ ˵ˣ˧ˡ˟˷ ˣˮ˲˪˥ˢ  ˣ˪  ˸˞  ˰˧˟˴ˬˢ ˪πdevice 

object  ˱ ˧ˣˤˬ ˭˩˪ˣ ˢ˵˧ˡ˟ˢ ˪ˣ˲˧˸ Φ 

˶ˬˣ˪˩  Σ ˨ ˶˦˴ˮ   ɣ ˣ˞ˡ˪   ˧ ˮ˷˷  πsfile objects  ύ l ˥˞ˢ   ˶ ˟˰ˣˬ˷   ˨ ˶ˡ  FileHandle   l ˥˞ˢˣ   ˶ ˟˰ˣˬ˷   ˟π

ystemBufferS όˣ˰˧˟˴˧  π˪device object ˪˷ afd ˸˰˟ ˢ˞˧˶˵ˢ ˸˧˧˴˵ˮˣ˲˪ afdAccept  Φ 

˫˰˲  ˸ˬˡˣ˵  ˣˮ˪˵˸ˮ˷  ˢ˧˰˟˟  ˸˞ˤˢ  ύIOCTL_AFD_SELECT  όˣˮ˥˸˲  ˸˞  afd.sys  π˟IDA  ˣˮ˧˞˶ˣ  ˢ˷πhandle   ˷π

fda ˵ˡˣ˟  ˞ ˴ˬˮ ˟πSystemBuffer  ˭ ˩˪ ˢˤ ˧ˮˣ˧ˠˢ ˫ˠ˷ ˫˰˲ˢ  ˞ˣˢ ˵ˡˣ˟  ˸ ˞ sπhandle ˞˴ˬˮ˷ ˫˷ Φ 

˰˴˟ˮ  ˢ˧˴˪ˣ˲˧ˮˬ  ˪˰  πsInputBuffer  ˧ˮ˲˪  ˣˮ˥ˮ˞˷   ˫ ˧˶˧˟˰ˬ  ˣ˸ˣ˞  ˪˞  afd  ˨˩  ˢ˷πhandle  ˢ˧ˢ˧˷  ˣ˩ˣ˸˟   s ˧ˢ˧  

˪˷ file object ˭˩˷  ˰ ˧˟˴ˬ  ˪ ˰ sπdevice object  ˧˸˧ˬ˞ˢ  ˪˷  afd  ˞˪˷ˣ  ˢˮˣ˷ ˪˰  ˣˮ˧ˡ˧  Φ 

˨˩  ˪˩ˣˮ  ˸ˣ˷˰˪  hook  ˪˰  ˦˵˧˧˟ˣ˞ˢ  ˷ˡ˥ˢ  ˪˟˞  ˷˩πafd  ˵ˣˡ˟˧  ˸˞  πshandle  ˟˷πsystemBuffer  ˞ˣˢ   s ˞˶˧  

device object ˧˸˧ˬ˞  Σ˞˪ ˢ˧ˢ˸ ˢ˞˧ˠ˷  ˪˩ˣˮˣ   ˯ ˣ˲˸˪  ˸ ˞ sπrecv  Φ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  ор 
 

˨˧˪ˢ˸ˢ ˞˪ˬˢ  ˢ˞˶˧˧ ˨˩ Υ 

 

 

1Φ ˢ˯˧˲˸ ˪˷ IRP  ˫˰  IOCTL_AFD_ACCEPT Σˣ˩ˣ˸˟ˣ  ˧ˮ˷ sπhandles Φ 

2Φ ˸˞˧˶˵ sπNewHandle ˶˟˰ˣˬ˷ ˨ˣ˸˟ sπsystemBuffer Φ 

3Φ ˧ˣˮ˧˷ ˰˧˟˴ˬˢ ˟˷πfile object  ˷ˡ˥ˢ ˨˩   ˰ ˧˟˴˧˷ ˪˞ sπdevice ˱˧ˣˤˬˢ   x ˮ˪˷ ύ˞˪  ˞ ˴ˬˮ ˫˧˷˶˸˟ Φό 

4Φ ˧ˣˮ˧˷  ˨˶˰  πshandle  ˟˷πInputBuffer  ˨˩  ˞˪˷  ˨˧ˣ˷˧  π˪file object   ˷ ˡ˥ˢ  Σ˞˪˞  π˪file object   ˧ ˬ˧˦˧ˠ˪  

˪˷ AFD ύ ɣ ˶˥ˣˬ π ˞˪˷   ˶ ˟˰ hook Φό 

5Φ ˸˶˟˰ˢ sπIRP  π˪AFD  Σ˶˥˞˪  ˧ˣˮ˧˷ sπNewHandle Φ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  ос 
 

˧ˣˮ˧˷ sπInputBuffer 

˨˶ˡˢ  ˧ˣˮ˧˷˪  πsInputBuffer  ˢ˦ˣ˷˲  Υ ˫ ˧˷ˠ˧ˮ  ˸˟ˣ˸˩˪  ˪˷  InputBuffer  ˫˧˲˧˪˥ˬˣ  ˸˞  ˨˶˰ˢ  ˣ˪˷  π˟handle  

 ˨ ˧ˣ˷ˬˢ  π˪file object   ˧ ˬ˧˦˧ˠ˪  Φ˶˟ˡˢ  ˡ˧˥˧ˢ  ˶˯˥˷ ˣˮ˪  ˞ˣˢ ˸ˠ˷ˢ  file object   ˪ ˷  afd  ˞˪˷  ˶˟˰ ˫ˣ˷  hook  Φ

˭ˣ˶˸˲ˢ π  ˶ ˣ˴˧ˮ  l ˥˞ ˢˤ˩ ˣˮˬ˴˰˟ ˞ˡˣˣˮˣ  ˢ˞˪ˣ˪ˢ˷   x ˮ˪˷ ˢˠ˧˶˥ˬ   x ˸ˣ˞ ˞˪ˣ  ˢ˷ˣ˰ x˪ hook Φ 

 ˸ ˶˧˴˧ sπfile object Υ 

UNICODE_STRING afdDeviceName; 
RtlInitUnicodeString (&afdDeviceName, L " \ \ Device \ \ Afd \ \ Endpoint" );  
  
IO_STATUS_BLOCK stam = { 0 };  
  
OBJECT_ATTRIBUTES afdAttributes;  
InitializeObjectAttributes (&afdAttributes, &afdDeviceName, OBJ_KERNEL_HANDLE, 
NULL, NULL);  
  
// Open a handle to the AFD device.  
ZwCreateFile ( FileHandle , STANDARD_RIGHTS_ALL, &afdAttributes, &stam,  
 NULL, FILE_ATTRIBUTE_NORMAL, FILE_SHARE_READ | FILE_SHARE_WRITE | 
SYNCHRONIZE, 
  
// Get a pointer to the AFD device using the handle.  
ObReferenceObjectByHandle (* FileHandle , 0, * IoFileObjectType , KernelMode, 
(PVOID*) FileObject , NULL);  
  

 ˸ ˞˪ˣ˪˟  πshook   x ˮ˪˷  ˱˧˯ˣˮ  ˧˞ˮ˸  ˵ˡˣ˟˷  ˫˞ˢ  πsfile object  ˣˮ˥ˮ˞˷   ˫ ˧˞˟  ˸ˣ˷˰˪  ˣ˧˪˰  hook   ˞ ˣˢ   l ˥˞ˢ  

ˣˮ˥ˮ˞˷ ˣˮ˶˴˧ Φˢˡ˧ˬ˟ ˭˩ˣ Σˠ˧˶˥ˮ  x ˸ˣ˞ ˞˪ˣ ˰˴˟ˮ  ˣ˧˪˰ hook Φ 

˸˞ ˡˣ˵ˢ  ˱˧˪˥ˬ˷  ˸ ˞ sπhandle ˨ˣ˸˟ sπsystemBuffer ˫˷˧˧ˮ ˣˮ˥ˮ˞˷˩ ˫˧˯˲ˣ˸ IOCTL_AFD_RECV Υ 

// Get the address of systemBuffer + 0x8  
auto  systemBufferHandlePtr = (HANDLE*)((ULONG_PTR) Irp -
>AssociatedIrp . SystemBuffer  + 0x8);  
  
// Replace what's inside with the legit afd object handle.  
*systemBufferHandlePtr = this - >AFDUtils - >LegitAfdFileObjectHandle ;  
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  от 
 

 x ˧˷˩˰ ˳˧˶ˮ ˠ˟ˡˮˣ   ˸ ˣ˞˶˪ ˨˶˰ˢ˷ ˟πSystemBuffer ˢˮ˸˷ˬ  ˣˬ˩ ˨˧˶˴˷ Υ  

 

˧ˮ˲˪ ˢ˲˪˥ˢˢ  Σ˶˷˲˞   ˸ ˣ˞˶˪  ˢ˪˰ˬ˪ ˢ˷πsystemBuffer ˪˧˩ˬ  ˸ ˞ sπhandle  ˷ ˡ˥ˢ ˶˴ˣˮ˷ ύ0x278 Φό 

ˣ˧˸˥˸ˬ  ˶˷˲˞  ˸ˣ˞˶˪   ˸ ˞  πshandle  π˪file object  ˠ˶˥ˣˬˢ  ˣˮ˶˴˧˷   l ˥ˣ˧ˬ˟  ˪˧˟˷˟   s ˲˪˥ˢˢ  

ύ0xffffffff800025a4 Φό 

 ˧ ˶˥˞ Υ 

 

 

˭˸˧ˮ ˸ˣ˞˶˪ ˢ˷πsystemBuffer ˪˧˩ˬ  ˣ˧˷˩˰  ˸ ˞ sπhandle ˣˮ˥ˮ˞˷  x ˮ˶˴˧ ύ0xffffffff800025a4 ό 

˪ˢ˶ˣ˞˩ Σ˶ˣˬ˞ ˡˣ˟˰˪ Φ 

˳˥˪ˮ F5 ˟ πwindbg ˧ˡ˩  ˨˧˷ˬˢ˪ ˢ˴˶ˢ  ˢ˞˶ˮˣ ˢˬ ˯ˣ˦˦˯ˢ   x ˮ˪˟˧˵˷ ˪˰ IOCTL_AFD_ACCEPT Υ 

[KNIT] AFDHandler:: HandleAfdCall  - > status: 0xc0000008 
  

RequestorMode  

˭˧˧ˡ˰  ˸˪˟˵˸ˬ  ˢ˸ˣ˞  ˢ˞˧ˠ˷ˢ  Φˢ˟˧˯ˢ  ˨˩˪  ˸˧˯˥˧  ˢ˦ˣ˷˲  ˤˬ˶ˣ  ˢ˧˰˟˪  ˞ˣˢ  ˪ˡ˟ˢˢ  ˭˧˟  ˨˶˰  πshandle  

ˣˮ˥ˮ˞˷   x ˮ˶˴˧  ύ0xffffffff800025a4  ό ˭ ˧˟˪  πshandle  ˢ˧ˢ˷  π˟systemBuffer   ˧ ˮ˲˪  ˣˮ˥ˮ˞˷  ˣˮ˰ˠˮ   ύ0x278  Φό

 ˶ ˷˲˞   ˸ ˣ˞˶˪   ˫ ˧˩˶˰ˢ˷  ˫˧ˮˣ˷  ˡˣ˞ˬ  Σˢ˟˧˯ˢ  ˞˧ˢ  ˡ˥˞˷  ˫ˢˬ   ˶ ˴ˣˮ  ˪ˮ˶˵˟  Σ ˭ ˩˪ˣ  ˪˟˧˵  index   ˸ ˪˟˦˟   sπ

andlesh   ˸ ˧˪ˮ˶˵ˢ  ˡˣ˰˟  ˧ˮ˷ˢ  ˶˴ˣˮ  π˟mode-user   ˞ ˣˢˣ  index   s ˪˟˦˟   ˸ ˧˦˶˲ˢ   ˪ ˷  πsprocess  πs-user

modeπ˧ Φ 
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!C5¦at ς {ƴƛŦŦƛƴƎ bŜǘǿƻǊƪ CǊƻƳ ¢ƘŜ YŜǊƴŜƭ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  оу 
 

˶ˣˤ˥ˮ ˪πIDA Σ ˫ ˰˲ˢ ˪˩˸˯ˮ  ˪˰  ˸ ˧˧˴˵ˮˣ˲ AfdAccept Σ˸˧˞˶˥˞˷  ˪˰ ˪ˣ˲˧˦  π˟IOCTL_AFD_ACCEPT Υ 

RequestorMode = Irp - >RequestorMode;  
  v9 = ( unsigned  __int8)HIBYTE(*(_WORD *)(a2 + 24)) >> 6;  
  MdlAddress  = v7 - >MdlAddress ;  
  Object  = 0;  
  v11 = ObReferenceObjectByHandle ( MdlAddress , v9, 
(POBJECT_TYPE)IoFileObjectType , RequestorMode, & Object , 0);  
  v12 = v11;  
  if  ( v11 < 0 )  
  {  
    AFDETW_TRACEACCEPT(0, 6004, v5, ( unsigned  int )v11, 0, 0);  
    goto  LABEL_40; 
  }  
  

 

˪˧˟˷˟  ˞ˣ˴ˬ˪  ˢˬ  ˨˶˰  πsRequestorMode  ˰ˠ˶˩  Σ˟˪˷ˮ   ˭ ˧˟  ˸ˣ˪ˣ˩˧ˢ   ˸ ˣ˧ˬˮ˧ˡˢ  ˪˷  windbg   ˸ ˣ˧˦˦˯ˢˣ   ˪ ˷  

IDA Υ 

1Φ ˟πIDA Σˢ˷˰ˮ decompile  π˪assembly ˪˷ afdAccept Φ 

2Φ ˰˴˟ˮ  ˭ˣ˶˩ˮ˯  ύ˫˰  ˸˧˧˴˲ˣ˞  Ϧsynchronize with  όϦ˭˧˟  ˧ˮ˷  ˸ˣˮˣ˪˥ˢ  Σ˨˩  ˭ˣˬ˧˯  ˭ˣ˪˥˟  ˧˪˟ˬ˯˞ˢ  ˢ˞˶˧   ˸ ˞  

ˡˣ˵ˢ ˪˧˟˵ˬˢ  ˭ˣ˪˥˟ sπdecompile  ˨˲ˢˢˣΦ  

3Φ ˨˩˟ Σ˪˩ˣˮ  ˸ˣ˞˶˪  ˢ˶ˣ˷ˢ˷ Υ 

RequestorMode = Irp - >RequestorMode;  
  

 

ˢ˪ˣ˵˷  π˪instruction Υ 

mov r9b, [rdi+ 40h]  
  

 

˸ˣ˰ˬ˷ˬˢ ˞˧ˢ ˫˞˷ ˰ˡˮ ˟πruntime ˢˬ  ˨ ˶˰ˢ  ˪ ˷ r9b  ˤ˞  ˰ˡˮ ˢˬ sπRequestorMode Φ 

4Φ ˠ˟ˡˮ  ˰ ˧ˠˮˣ ˟πwindbg  ˢ˶ˣ˷˪  ˸˧˦ˮˣˣ˪˶ˢ ˵ˣˡ˟ˮˣ  ˸ ˞ ˨˶˰ˢ   ˧ ˣ˴˶ˢ Υ 

¶ kd> r r9b 

¶ r9b=1 

ˤ˞  ˣˮ˥ˮ˞  ˫˧˰ˡˣ˧  ˢ˷πRequestorMode   ˞ ˣˢ  м  Φ˪˟˞  ˢˬ   s ˤ  RequestorMode  Κ˫˞  ˨˪ˮ  ˸˶ˡˠˢ˪   s ˧˴˵ˮˣ˲ˢ  

ObReferenceObjectByHandle Υ 

"Specifies the access mode to use for the access check. It must be either 
UserMode or KernelMode. Drivers should always specify UserMode for handles they 
receive from user address space."  
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  оф 
 

˫˧˶˟˧˧˶ˡ   ˫ ˧˪˟˵ˬ˷  handle  πˬuser mode   ˫ ˧˩˧˶˴  ˢ˷πRequestorMode  ˢ˧ˢ˧  UserMode  Φ ˫ ˞   ˵ ˣˡ˟ˮ   s ˬ  

˨˶˰ˢ  ˪˷  UserMode Σˢ˞˶ˮ  ˢˤ˷ ˭˩˞  м  Υ 

typedef  enum _MODE { 
    KernelMode = 0,  
    UserMode = 1,  
    MaximumMode = 2 
} MODE; 
  

 

˶ˬˣ˪˩  Σafd  ˪˰ˣ˲  ˧ˣ˞˶˩  Φ˪˟˞  Σ ˪ ˪ˠ˟  ˣˮ˧ˮ˧˷˷   ˸ ˞  πshandle   ˞ ˣˢ˷   ˪ ˟˵ˬ  π˪handle   ˶ ˟˧˧˶ˡˢ˷   ˧ ˪ˮ˶˵ˢ   x ˮ˪˷  

 ˶ ˴˧  π   ˷ ˧   ˧ ˞  .ˢˬ˞˸ˢ  AFD   ˢ˲˴ˬ   ˸ ˣ˞˶˪  handle  ˠˣ˯ˬ  mode-user   x ˮ˥ˮ˞ˣ   ˫ ˧˞˧˟ˬ   x ˪  handle  ˧˪ˮ˶˵  Φ s ˤ   s ˬ 

˪˧˟ˣˬ˷  π˪STATUS_INVALID_HANDLE  Φ 

˭ˣ˶˸˲ˢ  ˦ˣ˷˲  Σ˧˲˩  ˭˸˧ˮ˷  ˸ˣ˞˶˪  π˟IDA  Σ˶˟˧˧˶ˡˢ  afd.sys  ˞˪  ˟˧˧˥ˬ  ˨˶˰ˢ˷  ˢ˧ˢ˧  user-mode  ˞˪˞   ˞ ˣˢ  

˨ˬ˸˯ˬ  ˪˰  ˨˶˰ˢ  ˢˡ˷˟  RequestorMode  ˞˴ˬˮ˷  ˨ˣ˸˟   sπIRP  Σˣˮ˥ˮ˞˷  ˫˧˶˧˟˰ˬ  ˣ˧˪˞Φ  ˭˩˪  Σˣˬ˩  ˣˮ˧ˮ˧˷˷   ˸ ˞  

πshandle  ˶˟ˣ˰˷  π˟IRP  Σ ˪ ˩ˣˮ  ˸ˣˮ˷˪  ˫ˠ  ˸˞  ˨˶˰ˢ  ˪˷   sπRequestorMode  π˪KernelMode  Φ˫˷˪  ˨˩   ˵ ˶  

˨˶˦˴ˮ  ˱ ˧˯ˣˢ˪ ˸˞ ˢ˶ˣ˷ˢ   

Irp - >RequestorMode = KernelMode;   
  

˸˥˸ˬ ˢ˶ˣ˷˪  ˢ˲˧˪˥ˬ˷ ˸˞  πshandleΦ 

˸˰˩ ˡˣ˵ˢ ˣˮ˪˷  ˪˲˦ˬ˷  π˟IOCTL_AFD_ACCEPT ˢ˞˶˧ ˨˩ Υ 

// Get the address of systemBuffer + 0x8  
auto  systemBufferHandlePtr = (PHANDLE)((ULONG_PTR) Irp -
>AssociatedIrp . SystemBuffer  + 0x8);  
  
// Replace what's inside with the legit afd object handle.  
*systemBufferHandlePtr = this - >AFDUtils - >LegitAfdFileObjectHandle ;  
  
// modify the RequestorMode  
Irp - >RequestorMode = KernelMode;  
  

 ˪ ˧ˠ˶˩ ˳˧˶ˮ ˟ˣ˷  ˢ˞˶ˮˣ ˢˬ  ˢ˶ˣ˵Υ 

[KNIT] AFDHandler:: HandleAfdCall  - > status: 0xc000000d 
  

ˣˮ˪˟˧˵  ˢ˞˧ˠ˷ Σ ˪ ˟˞  ˸ ˶˥˞  ΣSTATUS_INVALID_PARAMETER Φ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  пл 
 

FsContext 

˟˪˩  file object  ˷˧   s ˡ˷  ˞˶˵ˮˢ  ϦFsContext  ΦϦˢˤ   ˞ ˣˢ  ˢˡ˷  ˧˪ˮˣ˧˴˲ˣ˞   ˪ ˥˸ˣ˞ˬˢ  per file object   ˞ ˣˢˣ   ɣ ˣ˯  

˪˷   ˶ ˬˣ˷  state  ύ˟˴ˬ  ό ˶ ˣ˟˰  ˦˵˧˧˟ˣ˞ˢ  Φˢˡ˷ˢ   x ˬ˴˰   ˞ ˣˢ  ˰˧˟˴ˬ   ˱ ˯ˣ˞˪  ˰ˡ˧ˬ  ύ˫˧˸˟  ό ˵ ˤ˥ˣ˸ˬ˷  ˪˰   ˧ ˡ˧  

˶˟˧˧˶ˡˢ ˧˞˶˥˞ˢ Σ˫ˮ˷˧ ˫˧˶˟˧˧˶ˡ ˪˪˩˟˷ ˞˪  ˫ ˧˷ˬ˸˷ˬ x˟ Φ 

ˢ˶˵ˬ˟  ˣˮ˪˷  Σafd.sys  ˷ˬ˸˷ˬ  ˣ˟  ˧ˡ˩˟  ˶ˣˬ˷˪  context  ˶ˣ˟˰  ˪˩  ˦˵ˣ˯  Φπscontext  Σ˫˞˸ˢ˟  ˠˣ˯˪   s ˷˵˟ˢ  

˟˴ˬˣ  ˦˵ˣ˯ˢ  Σ˪˧˩ˬ  ˢˮ˟ˬ  ˧ˬ˧ˮ˲  ˪˷  afd  Φˢˮ˟ˬ  ˢˤ  ˣ˲ˣ˯˟  ˪˷  ˶˟ˡ  ˶ˤˣ˰  π˪afd  ˠ˴˧˧˪  ˦˵ˣ˯  ˡ˴˟  ˧˪ˮ˶˵ˢ  π   ˞ ˣˢ  

˪˧˩ˬ   ˸ ˟ˣ˸˩   ˶ ˣ˵ˬ  ύsrc ip  ό l ˰˧ˣ  ύdest ip  Σό ɣ ˣ˯  ˦˵ˣ˯ˢ  Σ˟˴ˬ   ˦ ˵ˣ˯ˢ  ύlistening, established  όˡˣ˰ˣ   ˫ ˧˶˟ˡ  

˫˧˧˥˶˩ˢ  ˪ˣˢ˧ˮ˪  ˦˵ˣ˯ˢ  Φ˫ˮ˷˧  ˫˧˦˵˧ˣ˶˲  ˦ˮ˶˦ˮ˧˞˟  Σ˭ˣˠ˩  ReactOS   ˫˧˰˧˴ˬ˷  ˡˣ˰˧˸  ˞˪  ˧ˬ˷˶  ˪˷  ˫˧ˮ˟ˬ   s ˪˞˩  

˫˧˶˥˞ˣ  ˫ ˢ˟ afd ˷ˬ˸˷ˬ Φ 

˰ˠ˶˩  Σ ˪ ˣ˲˧˦˟  ˣˮ˪˷   ˪ ˷  IOCTL_AFD_ACCEPT  Σ ˶ ˷˞˩  ˣˮ˥ˮ˞   ˫ ˧˲˧˪˥ˬ   ˸ ˞  πshandle   ˟πsystemBuffer   ˧ ˡ˩  

ˢ˧ˢ˧˷  ˪˷  πsfile object  ˠ˶˥ˣˬˢ  ,)(LegitAfdFileObject  ˶˴ˣˮ  ˶˯ˣ˥  ˫ˣ˞˧˸   ˭ ˧˟  πscontext  π˷afd.sys   s ˲˴ˬ  

˸ˣ˞˶˪  ˭˧˟˪ ˢˬ ˞ˣˢ˷ ˸ˬ˞˟  ˢ˞ˣ˶ Φ 

ˢ˟˧˯ˢ   ˨ ˩˪   ˞ ˧ˢ  ˢ˷πfile object  ˠ˶˥ˣˬˢ  ˞ˣˢ   l ˥˞  ˣˮ˥ˮ˞˷   x ˮ˶˴˧  ˢˣπcontext  ˣ˪˷  ˵˧˶  Φ˭˩˪   ˸ ˵˶ˤˮ   ˸ ˞˧ˠ˷  

invalid parameter  Φ 

˪˧˟˷˟  ˭˵˸˪  ˸˞  ˢˤ  Σ˦ˣ˷˲  ˢˮ˷ˮ  ˸˞  ˢˡ˷  πsFsContext  ˪˴˞  πsfile object  ˠ˶˥ˣˬˢ  ˨˩  ˰˧˟˴˧˷  π˪FsContext  

˪˷ sπfile object ˷ˡ˥ˢ  ˶˴ˣˮ˷ ˸˥˸  ˸˞˧˶˵ sπaccept Υ 

this - >AFDUtils - >LegitAfdFileObject - >FsContext  = newAfdFobject - >FsContext ;  
  

˳˧˶ˮ ˷ˡ˥ˬ  ˸˞ ˶˟˧˧˶ˡˢ   x ˮ˪˷ Σ˥˪˷ˮ  ˸˷˵˟ GET ˢ˞˶ˮˣ  ˸ ˞ ˫˧ˠˣ˪ˢ  Φˣˮ˥ˮ˞ ˫˧˲˴ˬ  ˸ˣ˞˶˪  ˫˧ˠˣ˪ˢ˷  

 ˫ ˧˯˧˲ˡˬ  ˸ ˞ ˪˩ sIOCTLs Σ ˶ ˵˧˰˟ ˸˞ IOCTL_AFD_RECV  ˢ˷ˣπstatus ˶ˤ˥ˣˬˢ ˞ˣˢ л ύSTATUS_SUCCESS Φό 

 

ˡ˟˰ Η 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  пм 
 

1Φ ˶˟˧˧˶ˡˢ ˯˲˸  ˸ ˞ ˸˷˵˟ sπSELECT  ˶ ˧˟˰ˢˣ ˢ˸ˣ˞ ˪πAFD  ˶˧ˤ˥ˢ˷ STATUS_PENDING Φ 

2Φ ˪˪ˠ˟  ˰˧ˠˢ˷ ˶ˣ˟˧˥  ύ˸˷˵˟ s πGET ΣόπsSELECT ˞˟ˢ ˶˧ˤ˥ˢ  STATUS_SUCCESS ˸˶˷ˢˣ ˞˴˧ ˸˞˪ˣ˪ˬ s π

ELECTS Φ 

3Φ ˸˶˷ˢ ˞˶˵  ˸˧˧˴˵ˮˣ˲˪ accept  ˸ ˥˪ˣ˷˷ н IOCTLπ˫˧  Φ 

4Φ ˸˶˷ˢ ˞˶˵  ˸˧˧˴˵ˮˣ˲˪ recv  ˸˥˪ˣ˷˷ IOCTL_AFD_RECVΦ 

5Φ ˸˶˷ˢ ˫˧˧˯   ˪ ˲˦˪ ˢ˷˵˟˟  ˶ˤ˥ˣ ˸˞˪ˣ˪˪ sπSELECT ˣ˪˷ Φ 

 

˸˞˧˶˵ ˰ˡ˧ˬˢ ˧˸˶ˣ˟˰˸ˢ ˨˶ˡ  ˪ ˮ˶˵ˢ 

˧˧˵ˣ˞ Σ˱ˣ˯ ˱ˣ˯ ˣˮ˥˪˴ˢ   ˯ ˣ˲˸˪ ˸˞ ˡ˴ˢ  ˧ ˪ˮ˶˵ˢ ˪˷ ˸˪ˣ˰˲  sπRECV ˸˞ˤˣ  ˧ ˪˟ ˸˶˷ˢ˷ x˞   ˯ ˣˡˮ˧ˣˣ ˣ˷˧ˠ˶˧   ˷ ˧˷  

ˣˢ˷ˬ ˧˸˧˧˰˟ Φˣ˧˷˩˰ Σˣˮ˧˪˰  ˭˧˟ˢ˪   ˨ ˧˞ ˣˮ˥ˮ˞  ˫˧˞˶ˣ˵ ˢ˶ˣ˴˟  ˢˮ˧ˬ˞  ˸˞  ˪ ˩ ˰ˡ˧ˬˢ ˰˧ˠˬ˷  ˸˶˷˪ Φ 

˫˞ ˥˸˲ˮ monAPI ˪˩˸˯ˮˣ  ˪ ˰ ˸˞˧˶˵ sπRECV ˸˶˷ˢ˷ ˰˴˟ˬ Υ 

 

 

ˢ˞˶ˮ ˨˶˰ˢ˷  ˶ ˤ˥ˣˬˢ  ˞ ˣˢ ун π xʕ  ˸ ˣˬ˩ ˫˧˦˧˧˟ˢ ˣ˪˟˵˸ˢ˷ Φ˱˯ˣˮ˟ Σ˶˦ˬ˶˲ˢ ˧ˮ˷ˢ ˞ˣˢ ˸˟ˣ˸˩  ˪˷ s π

ufferb  ˸ ˶˷ˢ˷ ˳˵˪˧˞ ύallocated ό˪˧˟˷˟   ˦ ˣ˪˵˪ ˸˞ ˰ˡ˧ˬˢ Φ˪˩ˣˮ   ˪ ˩˸˯ˢ˪ ˪˰ sπbuffer   ˶ ˥˞˪ ˢ˞˧˶˵ˢ  

˸˶ˤ˰˟ monAPI Υ 

 

˞˶˷˲  ˸ˣ˞˶˪  ˪˩˷  ˰ˡ˧ˬˢ  ˰˧ˠˢ  ˡ˰˧˪  Σ˶ˬˣ˪˩  ˣˢ˷˲˧˞˷  ˪ˮ˶˵˟  Σ˭˧˟  ˶˸˧ˢ  ˸˶ˤ˰˟  afd  Σ sπbuffer  ˪˷   ˸ ˶˷ˢ  

˞˪ˬ˸ˢ ˰ˡ˧ˬ˟Φ 

ˣˬ˩  ˭˩  Σ˵˷ˬˬˢ  ˧ˡ˧˥˧ˢ  ˭˧˟  ˸˶˷ˢ  π˪afd  ˞ˣˢ  ˨˶ˡ  IRP  ˥˪˷ˮ˷  ˸˶ˤ˰˟  NtDeviceIoControlFile  Φ˭˞˩ˬ   ˭ ˸˧ˮ  

˵˧˯ˢ˪ ˢ˷πInputBuffer ˶˟˰ˣˬ˷  π˟NtDeviceIoControlFile  ˞ ˣˢ ˢˤ ˞˪ˬ˸ˬ˷ ˶ˤ˥ˣˬˣ  ˪˞ ˸˶˷ˢ  Φ 
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˫˞  ˪˩˸˯ˮ  π˟monAPI  ˪˰  πsInputBuffer  Σ s ˞˶ˮ  ˞ˣˢ˷   ˭ ˦˵   ˶ ˸ˣ˧  ύ ˪ ˡˣˠ˟  нп  ˫˧˦˧˧˟  ό˞ˣˢˣ  ˞˪  ˪˧˩ˬ  ˸˞   ˰ ˡ˧ˬˢ  

˧ˣ˴˶ˢ  Φ˫˰  ˸ ˞ˤ Σˢ˞˶ˮ   ˞ ˣˢ˷ ˭˩  ˪ ˧˩ˬ  x ˩ˣ˸˟ ˡˣ˰ ˸˟ˣ˸˩ mode-user Υ 

InputBuffer : 0000007fcedbd188  0000000000000001 000001e300000020                            
  

ˣˮ˪ˤˬ˪  Σ˦˵˧ˣ˶˲ˢ  ˶˩ˤˣˢ˷  ˢ˪˥˸ˢ˟  π  Spectre  Σ ˭ ˧˧ˡ˰  ˧˦ˮˣˣ˪˶   ˶ ˤˣ˰ˣ  ˵˪˥˪  ˢˤˢ   ˪ ˷  ˡˣ˵ˢ  Φ˫˴˰˟  Σ˸˟ˣ˸˩ˢ   sπ

mode-seru  ˣˤˢ   s ˰˧˟˴ˬ  π˪struct   x ˩˶ˡ˷  afd  ˶˧˟˰ˬ  ˰ˡ˧ˬ  Φ˪˰  ˸ˮˬ  ˶˯˶˲˪  ˸˞  ˰ˡ˧ˬˢ  ˧ˣ˞˶˩  Σ ˷ ˬ˸˷ˮ  

ˢ˶ˡˠˢ˟   ˪ ˷ sπstruct ˢˤˢ  Φ 

Spectre   ˷ ˬ˸˷ˬ  ˢˮ˟ˬ˟  AFD_RECV_INFO   ˦ ˲ˣ˯ˣ˶˵˧ˬ˷  ˞˪   s ˡ˰˧˸   ˭ ˲ˣ˞˟  ˧ˬ˷˶  Σ ˨ ˞   ˫ ˧˧˵   l ˣ˰˧˸   x ˪˷  

˦ˮ˶˦ˮ˧˞˟ Φ˧ˮ˞   ˧ ˸˥˵˪ ˸˞ ˢ˶ˡˠˢˢ  ˣ˪˷ ˭ˣ˶˵˧˰˟ˣ ˧˸˶˞˷ˢ  ˵˶  ˸˞  ˫ ˧ˮ˸˷ˬˢ ˫˧˧˦ˮˣˣ˪˶ˢ Σˢ˩˩ ˞ˣˢ ˢ˞˶ˮ Υ 

typedef  struct  _AFD_RECV_INFORMATION 
{  
 RECV_DATA* RecvData;  
 LONG64 Reserved1 ;  
 DWORD32 Reserved2 ;  
 DWORD32 Reserved3 ;  
 HANDLE EventHandle ;  
 ULONG_PTR Address1 ;  
 ULONG_PTR Address2 ;  
 ULONG_PTR Address3 ;  
 ULONG_PTR Address4 ;  
 LONG64 DataSize ;  
 PVOID Unknown;  
} AFD_RECV_INFORMATION, *PAFD_RECV_INFORMATION; 
  

ˢˬ  ˟ ˣ˷˥˷  ˭ ˞˩ ˞ˣˢ sπRecvData sxπDataSize  Φ s ˡ˷ˢ RecvData ˞ˣˢ ˰˧˟˴ˬ  ˢˮ˟ˬ˪ ˞˶˵ˮˢ RECV_DATA  

˞ˣˢˣ ˪˧˩ˬ  ˸˞ ˰ˡ˧ˬˢ ˧˸˧ˬ˞ˢ  ˪˟˵˸ˢ˷ Φˢˡ˷ˢ  DataSize ˞ˣˢ ˦ˣ˷˲ ˪ˡˣˠˢ ˪˷ ˰ˡ˧ˬˢ  ˪˟˵˸ˢ˷  Φ 

typedef  struct  _RECV_DATA 
{  
 DWORD32 Reserved1 ;  
 DWORD32 Reserved2 ;  
 CHAR* Data;  
} RECV_DATA, *PRECV_DATA; 
  

ˢˡ˷ˢ ˭ˣ˶˥˞ˢ  ˢˮ˟ˬ˟ π CHAR* Data π ˪˧˩ˬ  ˸˞ ˰ˡ˧ˬˢ ˧˸˷˶ˢ  ˪˰ˣ˲˟ Φ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  по 
 

ˡˣ˵ˢ ˸˞˧˶˵˪  ˰ ˡ˧ˬˢ 

1Φ ˸˰˟  ˸˪˟˵ IOCTL_AFD_RECV Σ ˧ ˮ˲˪ˣ ˢ˞˧˶˵ˢ  ˢ˧˴˵ˮˣ˲˪ ˸˧˶ˣ˵ˬˢ Υ 

case IOCTL_AFD_RECV: 
 KnitPrint ( "got IOCTL_AFD_RECV\ n" );  
 receiveInformation = (PAFD_RECV_INFORMATION) irpStackLocation -
>Parameters . DeviceIoControl . Type3InputBuffer ;  
  break ;  
  

˫˴˰˟  ˣˮ˥ˮ˞  ˫˧˥˵ˣ˪  ˸˞  πsInputBuffer  ˫˧˶˧ˬˬˣ  ˣ˸ˣ˞  ˢˮ˸˷ˬ˪  ˠˣ˯ˬ  ˰˧˟˴ˬ   ˪π

FD_RECV_INFORMATIONA Φ˨˩ Σ˷˩πafd  ˞ ˪ˬ˧ ˸˞  ˶ ˲˞˟ˢ Σ˪˩ˣˮ   ˞ ˣ˶˵˪ ˣ˸ˣ˞ ˣˬ˩  ˨˧˶˴˷ Φ 

2Φ ˢ˞˧˶˵  s ˧˴˵ˮˣ˲˪  ˸ ˧˶ˣ˵ˬˢ Υ 

// return the afd function status.  

 
NTSTATUS checkStatus = originalFunction( DeviceObject , Irp );  
KnitPrint ( "status: 0x%x \ n" , checkStatus);   

 

3Φ ˧˶˥˞ ˢ˞˧˶˵ˢ  ˢ˧˴˵ˮˣ˲˪ Σ ˪ ˩ˣˮ   ˞ ˣ˶˵˪ ˸˞  ˰ ˡ˧ˬˢ  ˶ ˲˞˟˟˷ Υ 

if  (ioctl == IOCTL_AFD_RECV)  
{  
 PCHAR receivedData = receiveInformation - >RecvData- >Data;  
}  
  

 

 ˵ ˣˡ˟ˮ ˟πwindbg  ˸ ˞ ˨˶˰ˢ ˪˷ receivedData Υ 

 

 

ˣˮ˯˲˸  Η ˰ ˡ˧ˬˢ   ˭ ˞˩  ˞ˣˢ  ˵ˣ˧ˡ˟   x ˬ˩   ˰ ˡ˧ˬˢ  ˪˟˵˸ˬˢ  ˢ˞˴ˣ˸˩   s ˞˧˶˵ˬ   ˸ ˧˧˴˵ˮˣ˲˪  recv  Φ˶ˬˣ˪˩  ˣˮ˞˴ˬ   ˨ ˶ˡ  

ˠ˧˷ˢ˪  ˸ ˞ ˰ˡ˧ˬˢ ˶ˤ˥ˣˬ˷  ˢ˧˴˵˧˪˲˞˪ ˟πusermode Φ  

ˮˢ˞˶  ˦˰ˬ˩˷  ˣˮˬ˧˧˯  Η x ˮ˥˪˴ˢ  ˯ˣ˲˸˪  ˸˞  ˸˪ˣ˰˲  πsRECV  ˞ˣ˶˵˪ˣ  ˨˶ˡ  ˪ˮ˶˵ˢ  ˸˞   ˰ ˡ˧ˬˢ  ˱ˣ˯˟˷  ˶ˤ˥ˣˬ   ˪π

mode-seru Φ ˪ ˩ ˸˞ˤ  ˧˪˟  ˫ˣ˶ˠ˪ ˡ˷˥˪   ˸ ˣ˰˶˲ˢˣ ˡ˴ˬ  ˸ ˶˷ˢ x˞ ˡ˴ˬ ˪ˮ˶˵ˢ  ˪˷  ˯ˣˡˮ˧ˣˣ  Φ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  пп 
 

Asynchronous Traffic Capture 

˪˪ˠ˟  ˞˴˧˷  ˧˪  ˵ˣˡ˟˪   ˸ ˞  ˢˤ   ˶ ˸ˣ˧  ˫˰˲ˬ  ˸˥˞  Σ˧ˮ˞  ˰ˡˣ˧   ˫ ˧ˬ˰˲˪˷   x ˮ˥ˮ˞˷˩  ˫˧˯˲ˣ˸  IOCTL_AFD_RECV  

 ˫ ˧˶˧˟˰ˬˣ  ˸˞  ˢ˷˵˟ˢ  ˢ˧˴˵ˮˣ˲˪  ˸˧˸˧ˬ˞ˢ  ˪˷  afd  Σˣˮ˥ˮ˞  ˫˧˪˟˵ˬ  ˢ˞˴ˣ˸   ˪ ˷  STATUS_PENDING  Φ s ˞˴ˣ˸˩  

˨˩ˬ Σ˶˲˞˟ˢ ˪˧˩ˬ garbage ˧˞ˣ ˶˷˲˞  ˞ˣ˶˵˪ ˣ˸ˣ˞  Φ 

ˢ˟˧˯ˢ  ˨˩˪  ˞˧ˢ  Σˢˬ˷   ˸ ˣ˷˰˪  Σ˸ˣ˪ˣ˰˲  networking  ˫ˢ  π˞˸ˣ˧ˮˣ˶˩ˮ˧˯  Φ˪ˣ˩˧  ˸ˣ˧ˢ˪  ˟˴ˬ   x ˟˷  ˰ˡ˧ˬˢ   ˪ ˟˵˸ˢ˷  

˞˪  ˭˩ˣˬ  ˸˧ˡ˧˧ˬ  ˢ˞˧˶˵˪  ˭˩˪ˣ  afd   ˨ ˧˶˴  ˸ˣ˩˥˪  Φ ˫ ˞   ˶ ˣˤ˥ˮ   ˪πmonAPI  ˪˩˸˯ˮˣ  ˢˬ   ˸ ˶˷ˢ  ˢ˷ˣ˰   ˟ ˴ˬ˟   ˪ ˷  

STATUS_PENDING Σˢ˞˶ˮ ˞ˣˢ˷  ˷ ˬ˸˷ˬ ˟πevent object ˪˧˟˷˟  ˭˶˩ˮ˸˯ˢ˪  Φ 

event  ˞ ˣˢ ˦˵˧˧˟ˣ˞ ˶˷˲˞ˬˢ  ˭ˣ˶˩ˮ˯  ˪˧˰˧   ˭ ˧˟ mode-user ˪ πmode-kernel  Φ 

˫ˣ˵ˬ˟  ˸˶˷ˢ˷  πsmode-userπ˧  ˨˶˦˴˧  ˪˞˷˸˪  ˢ˞˪ˣ˪˟  ˸˞  afd  ˧ˡ˩˟  ˸˰ˡ˪  ˫˞   ˰ ˡ˧ˬˢ  ˰˧ˠˢ  Σ˞ˣˢ  ˢ˩˥ˬ  

ˢ˷πevent  ˭ˬ˯ˬ˷  ˸˰ˠˢ  ˰ˡ˧ˬ   ˪ ˰˲ˣ˧  ύtriggered  Φό˨˩  Σ˞ˣˢ  ˨˯ˣ˥  ˸ˣ˞˧˶˵  ˸ˣ˶˸ˣ˧ˬ   ˫ ˠˣ  ˰ˡˣˬ   ˸ ˰ˠˢ˪  ˰ˡ˧ˬˢ  

 ˭ ˲ˣ˞˟ ˧ˡ˧˧ˬ Φ 

˫˞  ˪ ˩˸˯ˮ ˢˬ ˸˶˷ˢ  ˢ˷ˣ˰ ˞ˣˢ˷˩ ˪˟˵ˬ STATUS_PENDING Σˢ˞˶ˮ ˞ˣˢ˷ ˷ˬ˸˷ˬ ˟ π

tWaitForSingleObjectN Υ 

 

˸˶˷ˢ  ˪˟˧˵  STATUS_PENDING  ˪˰  ˢ˞˧˶˵   ˫ ˰  IOCTL_AFD_RECV   ˭ ˩˪ˣ  ˰˴˧˟  ˢ˞˧˶˵   ˪π

tWaitForSingleObjectN ˢ˷ˣ˰˷ block ˡ˰  ˰ˡ˧ˬˢ˷  ˭ ˩ˣˬ ˢ˞˧˶˵˪  ύ˟ˣ˶˪ ˷˧  ˭ ˬˤ  ˫ ˣˬ˧˯˵ˬ Σ˸˶˷ˢ   ˞ ˪  ˰ ˵˸˧˧  

 l ˧ˬ˸˪  Φό 

˟ˣ˷˥  ˫˧˷˪  ˟˪  ˶˦ˬ˶˲ˢ˷  ˧ˮ˷ˢ  π˟NtDeviceIoControlFile  ˞ˣˢ  handle  π˪event  Φ˶˷˞˩  afd   ˶ ˧ˤ˥ˬ  

STATUS_PENDING  Σ ˞ ˣˢ  ˶ˬˣ˷   ˸ ˞  πsIRP   ˧ ˢ˷ˤ˧˞˟  ˢˬ˧˷˶  ˸˧ˬ˧ˮ˲   x ˪˷  ˢ˩˥ˬˣ   ˰ ˡ˧ˬˢ˷  ˪˟˵˸˧  Φ ˰ ˡ˧ˬˢ˷˩  

˰˧ˠˬ  Σafd  ˫˧˪˷ˬ  ˸˞  ˢ˷˵˟ˢ  ˸ˣ˰˴ˬ˞˟  ˢ˧˴˵ˮˣ˲ˢIoCompleteRequest   ˤ˞ˣ  πsI/O Manager  ˸˧˦ˬˣ˦ˣ˞  

˸˸ˣ˞ˬ ύ˨˲ˣˢ  π˪signaled ό˸˞ sπeventΦ 

˫˞  ˸˶˷ˢ   ˪ ˣ˩˧  ˷ˬ˸˷ˢ˪  ˭ˣˮˠˮˬ˟  ˢˤˢ   ˪ ˧˟˷˟  ˸ˣ˩˥˪  ˸˞˧˶˵˪  ˰ˡ˧ˬˢ  Σ˫ˠ  ˣˮ˥ˮ˞  ˫˧˪ˣ˩˧   s ˤˣ   ˵ ˣ˧ˡ˟  ˢˬ  ˢ˷˰ˮ˷  

˪˧˟˷˟   ˞ ˣ˶˵˪ ˸˞  ˰ ˡ˧ˬˢ  ˫ ˠ  ˟˴ˬ˟ ˪˷ STATUS_PENDING Φ 
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ˣˮ˪ˤˬ˪ Σπsevent ˸˶˷ˢ˷ ˷ˬ˸˷ˬ x˟  ˞ ˣˢ ˠˣ˯ˬ Notification Σˢˤ  ˶ ˬˣ˞ ˢˬ˩˷   ˫ ˧ˬˣ˷˧˧  ˫ ˧˪ˣ˩˧ ˸ˣ˩˥˪   x ˸ˣ˞˪  

event  ˧˪˟  ˰˧˶˲ˢ˪  ˡ˥˞   ˧ ˮ˷˪  Φ˫˞  ˢ˧ˢ  ˭˞˩  ˷ˣˬ˧˷  π˟Synchronization event  ˤ˞  ˢ˦˧˷ˢ  ˸˞ˤˢ  ˞˪   s ˸˧˧ˢ  

˸ˡ˟ˣ˰  Φ 

Handling a Pending Request 

˪˧˟˷˟  ˸ˣ˩˥˪  ˶ ˟˧˧˶ˡˢˬ ˧˪ˮ˶˵ˢ ˣˮ˪˷  ˪˰ s πevent Σ˪˰˲ˮ ˢˬ˩˟  ˫ ˧˟˪˷ Υ 

¶ ˥˵˧ˮ ˸˞ sπEventHandle ˨ˣ˸ˬ sπInputBuffer Φ 

¶ ˠ˧˷ˮ ˢˬπhandle  ˸ ˞ sπevent object  ˣˬ˴˰  ύˣˮ˧˷˰  ˸ ˞ˤ ˣˮ˧˴˶˷˩  ɣ ˧˷ˢ˪ file object Σˢˤ  ˣ˸ˣ˞ API Φό 

¶ ˢ˩˥ˮ ˪πevent  Φ 

¶ ˫˞  x ˮ˥˪˴ˢ ˸ˣ˩˥˪  ύwait satisfied όπ ˞˶˵ˮ  ˸˞ ˰ˡ˧ˬˢ Φ 

ˡˣ˵˟ ˢˤ ˢ˞˶˧˧ ˨˩ Υ 

˪˧˟˷˟   ˞ ˧˴ˣˢ˪   ˸ ˞  πshandle  Σ˷ˬ˸˷ˮ  ˢˮ˟ˬ˟  AFD_RECV_INFORAMTION  Σ l ˥˞˷   ˸ ˣˡ˷ˢˬ   x ˪˷   ˞ ˣˢ   sπ

ventHandlee Φ 

HANDLE eventHandle = ReceiveInformation - >EventHandle ;  

 

˶˥˞ ˨˩ Σ˷ˬ˸˷ˮ  ˢ˧˴˵ˮˣ˲˟ ObReferenceObjectByHandle ˪˧˟˷˟  ɣ ˧˷ˢ˪ ˸˞ s πevent object Υ 

// Obtain the event object from the passed handle.  
ObReferenceObjectByHandle (eventHandle, EVENT_ALL_ACCESS, * ExEventObjectType , 
KernelMode, (PVOID*) &referencedEventObject, 0);  

 

˞˶˵ˮ  ˢ˧˴˵ˮˣ˲˪  KeWaitForSingleObject  ˪˧˟˷˟  ˸ˣ˩˥˪   ˪πevent  Φ˧ˢˣˤ  ˢ˧˴˵ˮˣ˲   ˸ ˬ˯ˣ˥˷  ˸˞  ˸˴˧˶   ˸ ˧ˮ˩ˣ˸ˢ  

ˡ˰  ˢˬ˧˧˯˷ ˸ˣ˩˥˪ Φ ˭ ˬˤ˟ ˢˤˢ afd ˞˪ˬˬ  ˸˞ ˶˲˞˟ˢ ˫˰ ˰ˡ˧ˬΦ 

// Wait on the passed object  
NTSTATUS waitStatus = KeWaitForSingleObject (referencedEventObject, Executive , 
KernelMode, FALSE, &timeout);  

 

˱ˣ˯˟˪ ˞˶˵ˮ  ˸˞ sπbuffer ˢˡ˧ˬ˟ ˭˩˞ˣ sπevent ˫˪˷ˣˢ ˶˲˞˟ˢˣ ˞˪ˬ˸ˢ Υ 

if  (waitStatus != STATUS_SUCCESS) return ; // failed  
  
KdPrint (( "[+] Successfully waited on a pending request, data is: %s \ n" , 
ReceiveInformation - >ArrayBuffer - >Data));  
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˳˧˶ˮ ˵ˣˡ˟ˮˣ   l ˟ˣ˰˷ Υ 

[KNIT] AFDHandler:: HandleAfdRecv  - > [i] Got STATUS_PENDING from  AFD, waiting...  
[KNIT] AFDHandler:: ExtractReferencedFobject  - > got IOCTL_AFD_SELECT 
[KNIT] AFDHandler:: HandleAfdRecv  - > [+] Successfully  waited on a pending 
request, data is :  
GET /timeout HTTP/ 1.1  
Host : 192.168 . 56.104 : 8000 
User- Agent : curl/ 8.13 . 0 
Accept : * /*  
  

 

ˡ˟˰  Σ˶˷˲˞   x ˪˧˲˞  ˸ˣ˞˶˪  ˭ˬˤ˟˷   ˸ ˶˷ˢ˷  ˢ˩˥ˬ  Σ˷˧  thread   ˱ ˯ˣˮ   x ˪˷   ˨ ˧˷ˬˬ˷  ˸ˣ˷˰˪  select  Σ ˭ ˲ˣ˞˟  

˧ˮˣ˶˩ˮ˧˯˞ Φ 

FAST I/O 

˷˧   l ˣ˰   x ˢ˷ˬ  ˡ˥˞   ˭ ˦˵  ˞˪˷  ˧˸˯˥˧˧˸ˢ   x ˧˪˞   l ˰   x ˧˷˩˰  ΥFAST Input/Output  Φˢˤ  ˵˪˥   ˧ ˦˧˶˵  Σ ˫ ˞  ˫˪˰˸ˮ  ˣˮˬˬ  Σ

ˣ˧ˢ˧  ˸ ˣ˯˧˲ ˰ˡ˧ˬ ˯˲˯˲ˮ˷  Φ 

ˤ˞ ˢˬ ˢˤ Fast I/O Υ 

 ˪ ˮ˶˵ˢ   ˰ ˴˟ˬ   ˧ ˲˪˞  ˸ˣ˪ˣ˰˲  ˢ˞˧˶˵   s ˟˧˸˩ˣ   ˫ ˧˦˵˧˧˟ˣ˞˪   ˪ ˩˟  ˢ˧˧ˮ˷  Φ ˧ ˡ˩˟   ˪ ˰˧˧˪   ˸ ˞  ˢ˷˧ˠˢ  ˫˸ˣ˞˪  ˫˧˦˵˧˧˟ˣ˞  Σ

˪˩   ˶ ˟˧˧˶ˡ   ˪ ˣ˩˧  ˫˷˧˧˪  ˸ˣ˧˴˵ˮˣ˲  Fast I/O  ˣ˪˷ˬ   ˸ ˣ˰ˡˣ˧˷  ˪˲˦˪   ˸ ˣ˷˵˟˟   ˸ ˣˮˣ˰˷   ˪ ˰   ˫ ˧˞ˮ˸   ˫ ˧ˬ˧ˣ˯ˬ   ˭ ˲ˣ˞˟  

˶˧ˢˬ  ˧ ˪˟ˣ ˨˶ˣ˴ ˟πIRP  Φ 

˦ˣ˦˶˷˟  ˢ˦ˬ˪  Σ˭˸˧ˮ  ˸ˣ˞˶˪  ˨˧˞  πsI/O Manager  ˠˢˮ˸ˬ  ˢ˧˴˵ˮˣ˲ˢ˷˩  NtDeviceIoControlFile   ˸ ˞˶˵ˮ  Υ ˞ ˣˢ  

˫ˡˣ˵ ˪˩  ˵ˡˣ˟ ˫˞ˢ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˟πFast I/O  Φ s ˡ˧ˬ˟ ˞˪ˣ  π ˞ˣˢ  ˶ ˴ˣ˧ IRP Φ 

˟˴ˬ˟ x˟ ˸˧˧˴˵ˮˣ˲ sπfast i/o  ˸ˬ˧˧˵  ˢ˶˧ˤ˥ˢˣ True π ˞˪ ˶˴ˣˮ IRP Σ˶ˬˣ˪˩ Σ˭ˣˮˠˮˬˢ ˢˤˢ ˪˶˦ˮˬ ˸˞  ˸˦˧˷ s π

ile Object HookingF ˭ˣˣ˧˩ˬ ˞˪˷  ˰˧ˠ˧  ˣˮ˧˪˞ IRP Φ 
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˨˧˞ afd ˷ˬ˸˷ˬ  π˟Fast I/O Κ 

 

˶˷˞˩ ˢˮ˩ˣ˸ˢ sπuser-modeπ˸˧ ˸˷˵˟ˬ   ˞ ˣ˶˵˪ ˰ˡ˧ˬ ˦˵ˣ˯ˬ Υ 

¶ ˧ˮ˲˪ ˸˶˧˴˧ IRP ΣπsI/O Manager ˵ˣˡ˟˧ ˢ˪ˠ˧ˣ ˷˧˷  π˪afd  ˸ ˧˧˴˵ˮˣ˲ fastIo  Φ 

¶ sπI/O Manager ˞˶˵˧  ˸˧˧˴˵ˮˣ˲˪ sπfastIo  Φ 

¶ afd  ˵ˡˣ˟  ˫˞ˢ  ˢˬ˩  ˫˧˞ˮ˸  ˫˧ˬ˧˧˵˸ˬ  Σ˭˧˟  ˶˸˧ˢ  ˫˞ˢ  ˰ˡ˧ˬˢ  ˭˩ˣˬ  ˢ˞˧˶˵˪  ˸˧ˡ˧˧ˬ  Φˢˡ˧ˬ˟   ˫ ˧˞ˮ˸ˢˣ  

˫˧ˬ˧˧˵˸ˬ Σafd  ˫˧˷˧  ˸ ˞ ˰ˡ˧ˬˢ ˨ˣ˸˟ sπInputBuffer   ˶ ˧ˤ˥˧ˣ True Φ 

¶ ˫˞  afd  ˣˮ˧˞  ˪ˣ˩˧  ˫˧˪˷ˢ˪  ˸˞  ˢ˷˵˟ˢ  ˨˶ˡ  fast I/O  π  ˞ˣˢ  ˶˧ˤ˥˧  False  ˢˣπI/O Manager  ˶ˣ˴˧˧  IRP   ˰ ˧ˠ˧˷  

ˣˮ˧˪˞ Φ 

˪˧˟˷˟  ˯ˣ˲˸˪  ˫ ˠ  ˸ ˣ˪ˣ˰˲ fast i/o Σˣˮ˥ˮ˞  ˫˧˩˧˶˴  ˱ ˧˯ˣˢ˪ ˰˧˟˴ˬ  π˪fast i/o  π˟driver object ˱˧ˣˤˬˢ   x ˮ˪˷ Υ 

FakeDriverObject - >FastIoDispatch - >FastIoDeviceControl  = 
FastIoDeviceControlWrapper ;  
  

 ˶ ˣ˟˰ ˪˩ hooked file object  ΣπsI/O Manager ˞˶˵˧  ˢ˧˴˵ˮˣ˲˪ ˸˞ˤˢ  ˫ ˣ˵ˬ˟ ˢ˧˴˵ˮˣ˲˪ ˸˧˸˧ˬ˞ˢ ˪˷ afd  Φ 
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!C5¦at ς {ƴƛŦŦƛƴƎ bŜǘǿƻǊƪ CǊƻƳ ¢ƘŜ YŜǊƴŜƭ 
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  пу 
 

ˡˣ˵ˢ   ˪ ˷ ˢ˧˴˵ˮˣ˲ˢ ˢ˞˶˧˧  ˨ ˩ Υ 

if  ( IoControlCode  == IOCTL_AFD_RECV) 
 return  FALSE; 
  
// Call the original function.  
return  OgFastIoDeviceControl ( FileObject , Wait , InputBuffer , InputBufferLength ,  
 OutputBuffer , OutputBufferLength , IoControlCode , IoStatus , 
DeviceObject );  
  

  

˭ˣ˧˰˶ˢ ˞ˣˢ ˢˤ˩ Υ 

¶ ˫˞  ˢ˷˵˟ˢ  ˞˧ˢ  π˪recv  Σˣˮ˥ˮ˞  ˶˧ˤ˥ˮ  FALSE  Σˢˬ  ˳˪˞˧˷  ˸˞  πsI/O Manager   ˶ ˣ˴˧˪  IRP  ˱ˣ˯˟˷   ˰ ˧ˠ˧  

 x ˮ˧˪˞ ˨˩ˣ ˪˩ˣˮ   ˞ ˡˣˣ˪ ˣˮ˥ˮ˞˷  ˞˪ ˫˧˯˲˯˲ˬ ˰ˡ˧ˬ Φˢ˪ˣ˰˲ xʕ  ˞˪ ˸˰ˠˣ˲  ˡˣ˵˲˸˟  ˪˷  afdΦ 

¶ ˫˞ ˢ˷˵˟ˢ ˞˧ˢ ˞˪ recv Σ˞˶˵ˮ ˸˧˧˴˵ˮˣ˲˪ sπfast i/o ˸˧˸˧ˬ˞ˢ ˪˷ afd   ˞ ˣˢˣ  ˪ ˲˦˧ ˢ˷˵˟˟ ˧ˣ˞˶˩      Φ 

 

 ˫ ˣ˩˧˯  

˶ˬ˞ˬ˟   ˧ ˸ˠ˴ˢ   s ˵˧ˮ˩˦  ˸˞˶˵ˮˢ  File Object Hooking  Φˢ˵˧ˮ˩˦   x ˤ  Σ ˸ ˶˷˲˞ˬ   ˶ ˟˧˧˶ˡ˪   ˧ ˪ˮ˶˵   ˧ ˮˣˡˤ  ˸ˣˮ˲ˢ˪  

IRPs  ˶˟˧˧˶ˡˬ  ˣˢ˷˪˩  ˪˞   ˶ ˟˧˧˶ˡˢ  ˧ˮˣˡˤˢ  Φ˨˩˟  Σ˶˟˧˧˶ˡˢ  ˧ˮˣˡˤˢ  ˰˴˟ˬ  MITM  ˪˰  ˪˩  ˸˶ˣ˷˵˸ˢ  ˭˧˟  ˫˧˟˧˩˶  

˸˩˶˰ˬ˟ ˸˶˟ˣ˰˷   ˨ ˶ˡ IRPs  Φ 

˨˶ˣ˞˪  ˫˧ˮ˷ˢ  Microsoft  ˢ˲˧˯ˣˢ  ˸ˣ˧˴ˠ˧˦˧ˬ  ˸ˣ˷˵ˬ˷  ˪˰  ˫ˣ˷˧˧  ˢ˵˧ˮ˩˦ˢ  ˸ˣ˩˧˶˴ˬˣ  ˶˵˥ˬ  ˢ˟˷˥ˬˣ  Φ ˶ ˬ˞ˬ˟  

˧˸ˠ˴ˢ  ˸˞ ˸ˣˮˠˢˢ   ˫ ˧˧˷˵ˢˣ  ˫ˢ˟˷ ˧˸˪˵˸ˮ Σ˸˞ˣ ˨˧˪ˢ˸ˢ  ˭˸˲˧˵˰˪  Φ 

˶ˬ˞ˬ˟  ˧˸˵˯˰˸ˢ  ˨˧˞˟  ˷˧ˬ˷ˢ˪  Σ˫˦˯˵˪  ˪˴ˮ˪ˣ  ˸˞  ˢ˦˧˷ˢ  ˡˠˮ˩  ˶˟˧˧˶ˡˢ  afd.sys  Σ˞ˣˢ˷  ˶˟˧˧˶ˡˢ   ˪ ˷  

Windows   ˧ ˞˶˥˞˷  ˪˰   ˪ ˣˢ˧ˮ  ˵˷ˬˬ  πsWinsock  Σ˶ˬˣ˪˩  ˪ˣ˲˧˦   ˫ ˧˦˵ˣ˯˟  ˸˶ˣ˷˵˸ˣ  ˸˷˶  ˸ˬ˶˟   ˪ ˮ˶˵ˢ  

ύ˸˶˧˴˧κ˪ˣˢ˧ˮ  ˫˧˦˵ˣ˯  Σ˶ˣ˟˧˥   s ˥˧˪˷ˣκˢ˦˧˪˵   ˪ ˷ ˫˧ˮˣ˸ˮ  Φό 

ˢ˟˧˯ˢ  π˷AFD  ˞ˣˢ  ˢ˶˦ˬ  ˸ˮ˧˧ˮ˰ˬ  ˞˧ˢ  ˪˩˷  ˰ˡ˧ˬˢ  ˧˸˶ˣ˷˵˸ˢ  ˶˟ˣ˰  ˣ˩˶ˡ  Φ˰ˣ˴˧˟  MITM  ˥˪˴ˣˬ  ˪˰  AFD  

ˢˮ˵ˬ  ˱˵ˣ˸˪  ˸˧˲˴˸  ˢ˦˧˪˷ˣ  ˪˰  ˸˶ˣ˟˰˸  ˸˷˶  ˪˷   ˫ ˧˩˧˪ˢ˸  ˸˩˶˰ˬ˟  Σ˭˩ˣ  ˸ˣˮ˟ˣ˸  ˸ˣ˲˯ˣˮ  ˪˰  ˸ˣ˪˧˰˲  ˱˵˸ˮˢ  Φ 

˨˪ˢˬ˟   ˶ ˬ˞ˬˢ   ˧ ˸ˠ˴ˢ  ˸˞  ˨˧˪ˢ˸  ˶˵˥ˬˢ  ˥ˣ˸˧˲ˢˣ  ˪˷  ˢ˵˧ˮ˩˦ˢ  Φ˧ˡ˩˟  ˡˡˣˬ˸ˢ˪   ˫ ˰   ˸ ˣ˧˰˟ˢ   ˧ ˸˷ˬ˸˷ˢ  

˧˪˩˟ ˶˵˥ˬ ˣˬ˩ IDA xπAPImon x˞  windbg ˪˧˟˷˟  ˠˣ˟˧ˡ  Φ 
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!C5¦at ς {ƴƛŦŦƛƴƎ bŜǘǿƻǊƪ CǊƻƳ ¢ƘŜ YŜǊƴŜƭ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  пф 
 

˪˰  ˶ ˟˥ˬˢ 

 ˟ ˞ˣ˧  ˫ˣ˞˟˪ˡˮˬ  Σ˵˯˰˸ˬ  ˣˬ˟ Ϧ ˲ Level Low  πxWindows Internals  Σ ˟ ˟ˣ˥  ˶˵˥  ˸ˣ˷˪ˣ˥  Φ˫˧ˮˬˤˣˬ  ˸ˣˮ˲˪   ˧ ˧˪˞  

˭˧˞ˡ˵ˮ˧˪˟.  

 

˸ˣ˶ˣ˵ˬ  ˰ ˡ˧ˬ 

ǒ ˢ˧˴˦ˮˬˣ˵ˣˡˢ ˪˷  ˦ ˲ˣ˯ˣ˶˵˧ˬ 

ǒ reactos π ˦˵˧ˣ˶˲  source-open ˢ˯ˮˬ˷   ˟ ˸˩˷˪ ˸˞  windows ˪˧˩ˬˣ ˰ˡ˧ˬ   ˪ ˰ ˫˧ˮ˟ˬ   ˞ ˪  ˫ ˧ˡ˰ˣ˸ˬ 

ǒ Spectre 

ǒ Vergilius π ˦˵˧ˣ˶˲  ˡˣ˰˧˸ ˫˧ˮ˟ˬ  ˫ ˧˧˪ˮ˶˵ 

ǒ ˶˲˯ˢ Windows Kernel Programming, 2nd edition Φ 
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   Σ   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  рл 
 

    Σ   

˸˞ˬ  ˧ ˵˯ˮ˧˶˦˯ ˡˣˡ 

 

 s ˬˡ˵ˢ 

ˢˬ ˫˸˞ ˫˧˟˷ˣ˥ ˪˰  ˟ ˴ˬˢ ˞˟ˢ Κ 

˫˸˞  ˫ ˧˴ˣ˶ ˷ˣ˩˶˪ ˯˧˦˶˩  ˦˶˯˪ ˰ˣˮ˪ˣ˵˟ Σ˶˞˷ˮ ˟˷ˣˬ  ˡ˥˞  ˭ˣ˶˥˞ ˫˪ˣ˞˟ Φ 

 ˫ ˡ˞   ˱ ˯ˣˮ   ˫ ˠ  ˢ˴ˣ˶   ˷ ˣ˩˶˪  ˸˞   ˯ ˧˦˶˩ˢ   ˭ ˣ˶˥˞ˢ  ˶˞˷ˮ˷  Σ˫˩˧ˮ˷  ˫˧˰˧ˠˬ  ˢ˲ˣ˵˪   l ˥˧˟  ˸˩˶˰ˬˢˣ   ˸ ˶˩ˣˬ   ˸ ˞  

˯˧˦˶˩ˢ  ˫˩˧ˮ˷˪  Σ ʕ ˞   ˧ ˬ  ˪˟˵ˬ   ˸ ˞   ˯ ˧˦˶˩ˢ   ˪ ˰ˣ˲˟ Κ  ˟˴ˬˢ  ˢˤˢ  Σ ˞ ˶˵ˮ   ˟ ˴ˬ  ˳ˣ˶˧ˬ  ˣ˞   ˸ ˧˪ˠˮ˞˟  wŀŎŜ 

/ƻƴŘƛǘƛƻƴ  Φ   ˧ ˸ˣ˶˧˷  ˦ˮ˶˦ˮ˧˞  ˫ˣ˧˩   ˫ ˧ˡ˟ˣ˰   ˶ ˢˬ   ˫ ˧˸˶˷ˬˣ  ˸ˣ˥ˣ˵˪   ˫ ˧˟˶  Σ s ˬ˴ˣ˰ˢˣ  ˫ˢ˪˷  ˸˩˲ˣˢ   ˫ ˠ  ˢ˷˪ˣ˥˪ Φ 

ǊŀŎŜ ŎƻƴŘƛǘƛƻƴǎ  ˫˧˶ˣ˵  ˟ˣ˶˪  ˸ˣ˟˵˰˟  ˪˷˩  ˧ˠˣ˪  Σ˭˧˞˷˩   ˶ ˡ˯  ˫˧˶˟ˡ˟  ˯ˣ˞˩ˢ  ˪˧˥˸ˬΦ   ˶ ˴ˣˬ  ˷˩˶ˮ˷  ˫˧˧ˬ˰˲  Σ

˭ˣ˲ˣ˵  l ˥  ˧ ˬ˰˲ ˪˴ˣˮ˷   ˶ ˸ˣ˧ ˫˰˲ˬ  ˸ ˥˞ Σ˪˰ ˪˩ ˣ˪˞  ˡˣ˰ˣ ˶˟ˡˮ  ˶ ˬ˞ˬ˟ ˞˟ˢ Φ 

 

ˤ˞ ˢˬ ˢˤ ǊŀŎŜ ŎƻƴŘƛǘƛƻƴ ˢˮ˩ˣ˸˟ Κ 

˫˧˰˴˟ˬ˷˩  ˢ˪ˣ˰˲  ˶˸˞˟  ˣ˞  ˢ˧˴˵˧˪˲˞˟  Σ˸˶˴ˣˮ  ˢ˷˵˟  ˸˥˪˷ˮ˷  ˸˶˷˪  Φ˸˶˷ˢ  ˡ˟˰ˬ  ˢ˸ˣ˞  Σˢˮ˷ˬ   ˰ ˡ˧ˬ  

˫˞  ˨˧˶˴  Σ˶˧ˤ˥ˬˣ  ˢ˟ˣ˷˸  ˸ˮ˩ˡˣ˰ˬ  Φ˫˧ˬ˰˲˪  ˵˪˥˩  ˨˧˪ˢ˸ˢˬ  ˸˶˷ˢ  ˷ˠ˧ˮ  ˟˞˷ˬ˪  ˷˧ˠ˶  Σ˭˩ˡ˰ˬ  ˣ˸ˣ˞  Σ ʕ ˞ˣ  

 ˥ ˪ˣ˷ ˢ˞˴ˣ˸ ˸˧˲ˣ˯ Φ 

 ˪ ˟˞  ˫˞   ˧ ˸˷   ˸ ˣ˷˵˟  ˸ˣ˯ˮˬ˷  ˭˩ˡ˰˪  ˸˞   x ˸ˣ˞  ˟˞˷ˬ  ˸ˣ˰˧ˠˬ   ˦ ˰ˬ˩   x ˸ˣ˞˟  ˰ˠ˶  Σ ˪ ˣ˪˰  ˶˴ˣˣ˧ˢ˪  ˭ˠ˪˟  ˧ˠˣ˪  Φ

˸˶˷ˢ  ˞˪  ˡ˧ˬ˸   ˰ ˡˣ˧  ˣˤ˧˞  ˢ˷˵˟  ˢ˩˧˶˴  ˯ˮ˩˧ˢ˪  ˫ˡˣ˵  Σˢ˞˴ˣ˸ˢˣ   ˸ ˧˲ˣ˯ˢ  ˢ˧ˣ˪˸  ˶ˡ˯˟  ˪ˣ˲˧˦ˢ  Φˢˤ  ˢˬˣˡ   ˧ ˮ˷˪  

˫˧˷ˮ˞  ˫˧˟˸ˣ˩˷ ˪˰   x ˸ˣ˞ ˵˸˲ ˧˪˟  ˫˞˸˪ Σ˱ˣ˯˟ˣ ˫˧˶˞˷ˮ  ˫˰ ˣˢ˷ˬ  ˞˪  ˶ˣ˶˟ Φ 

 ˨ ˶ˡ˟   ˪ ˪˩   ˟ ˴ˬ  ˢˤ˩   ˶ ˴ˣ˧  ˢ˷˪ˣ˥  ˸˧ˠˣ˪  Σ ˸ ˣ˶ˬ˪   ˞ ˪˷  ˡ˧ˬ˸  Φˢˤ˷˩   ˭ ˩  ˢ˶ˣ˵  Σˢ˰˲˷ˢˢ  ˢ˪ˣ˩˧   ˸ ˣ˧ˢ˪   s ˰˧˸˲ˬ  

˸˧˸ˣ˰ˬ˷ˬˣ Φ 
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   Σ   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  рм 
 

ˡ˰ ˢˬ˩ ˢˤ ˸ˬ˞˟ ˳ˣ˲ˮΚ 

ǊŀŎŜ ŎƻƴŘƛǘƛƻƴǎ ˭s ˞˪ ˢ˷˪ˣ˥ˢ ˧˩ˢ ˢ˴ˣ˲ˮ Σ˨˞  ˪ ˞˧˴ˮ˦ˣ˲  ˵ˤˮˢ  ˭ ˢ˪˷ ˢˣ˟ˠ ˡˣ˞ˬ Φ 

 ˫ ˧˶˵˥ˬ ˫˧˞˶ˬ ˩˷ πул҈ ˫˧ˠ˞˟ˢˬ ˫ˣ˥˸˟ ˸ˣ˧˪˧˟˵ˬˢ  ˫ ˢ  ˫ ˴˰˟ ǊŀŎŜ ŎƻƴŘƛǘƛƻƴǎ Φ 

˫ˠ  ˫˪ˣ˰˟  πs.ǳƎ .ƻǳƴǘȅ  Σˣ˟˷  ˸ˣ˶˟˥  ˸ˣ˰˧˴ˬ  ˫˧˯˶˲   ˧ ˲˪  ˸˶ˬˣ˥  ˢ˷˪ˣ˥ˢ  Σ ˫ ˧˥ˣˣˡˬ  ˟ˣ˶˵˷   ˪πм҈   ˪ ˪˩ˬ  

 ˫ ˧˥ˣˣ˧ˡˢ  ˫ˢ   ˪ ˰  ǊŀŎŜ ŎƻƴŘƛǘƛƻƴǎ  Φ˵˶   ˧ ˴˥˟  ˭ˣ˷˞˶ˢ  ˪˷  нлнр   x ˥ˣˣˡ  ˶˸ˣ˧   ˬπнмΣрлл  ˸ˣ˷˪ˣ˥  Σ ˨ ˩  ˫ˠ˷  ˫˞   ˵ ˶  

ˤˣ˥˞  ˡ˥˞  ˭ ˢˬ  ˶ ˣ˷˵ ˪πǊŀŎŜ ŎƻƴŘƛǘƛƻƴǎ ˶˟ˣˡˬ ˶˲˯ˬ˟  ˪ˣˡˠ ˧˸ˣ˰ˬ˷ˬˣ Φ 

˭ˢ ˧˪ˣ˞ ˸ˣ˥˲ ˸ˣ˴ˣ˲ˮ ˸ˣ˷˪ˣ˥ˬ ˸ˣ˶˩ˣˬ  ˸ˣ˶˥˞  Σ ˪ ˟˞ ˭ˢ˷˩  ˸ˣ˰˧˲ˣˬ ˭s  ˸ ˣ˪ˠˣ˯ˬ ˱ˣ˵˰˪ ˧ˮˣˮˠˮˬ ˢ˥˦˟˞   ˞ ˪˷  

ˡ˧ˬ˸ ˭˸˧ˮ ˱ˣ˵˰˪  ˨˶ˡ˟  ˸ ˶˥˞ Φ˫˰  ˪ ˞˧˴ˮ˦ˣ˲ ˵ˤˮ ˢˤ˩ Σ ˭ ˧˞ ˵˲˯  ˰ ˧ˠˬ˷  ˭ ˢ˪ ˶ˬ˞ˬ  ˪ ˷ˬ ˭ˬ˴˰Φ 

 

 ˫ ˧˪˩  ˫ ˢ˟ ˧˸˷ˬ˸˷ˢ  ˸ˣˬˠˡˢ˪  ˶ ˬ˞ˬ˟ 

˟ˣ˶  ˢˡˣ˟˰ˢ  ˢ˷˰ˮ   ˸ ˣ˰˴ˬ˞˟   ˫ ˧˪ˣˡˣˬ  ˫˧ˮˣ˷  ˧˪˩˟  .ǳǊǇ {ǳƛǘŜ  Σ˧˩ˢ   ˶ ˴˧˧ˬ   x ˮ˪  ˠˣ˯  ˪˷   ˨ˣˣ˸ˬ   ˭ ˧˟   ˭ ˲ˡ˲ˡˢ  

˭˧˟˪  ˢ˧˴˵˧˪˲˞ˢ  ˨˩  ˭˸˧ˮ˷   ˯ˣ˲˸˪  ˸˞  ˸ˣ˷˵˟ˢ  ˫˶˦˟  ˣ˶˟˰˧  ˢ˞˪ˢ  ˡˣ˟˧˰˪Σ  ˸ˣ˞˶˪  ˸˞  ˸˧˧˶ˣ˦˯˧ˢ   ˸ ˣ˷˵˟ˢ  

 x ˥˪˷ˮ˷  Σ ˨ ˣ˶˰˪   ˫ ˸ˣ˞   ˸ ˣ˰˴ˬ˞˟ˣ  ˫˧˪ˣˡˣˬ   ˫ ˧ˮ˟ˣˬ  ˫˧˲˯ˣ˸ˣ  ˭˸˧ˮ  ˰˴˟˪   ˸ ˣ˲˵˸ˬ  ˸ˣˮˣ˷  Φ ˫ ˧˪ˣˡˣˬˢ   ˫ ˧˲˯ˣ˸ˢˣ  

˫ˢ˟  ˧ ˸˷ˬ˸˷ˢ ˫ˢ Υ 

.ǳǊǇ wŜǇŜŀǘŜǊ  π  ˪ˣˡˣˬˢ  ˶˷˲˞ˬ  ˸˷ˠ˪  ˭˩ˣ˸˪  ˢ˷˵˟ˢ  ˨ˣ˶˰˪  ˢ˸ˣ˞  ˥ˣ˪˷˪ˣ  ˢ˸ˣ˞  ˟ˣ˷  ˟ˣ˷ˣ  Σ˭˸˧ˮ   ˶ ˣ˴˧˪  

 ˫ ˧˵˸˰ˢ ˪˷ ˢ˷˵˟ˢ  Σ˶ˣ˴˧˪  ˢ˴ˣ˟˵ ˪˷ ˸ˣ˷˵˟  ˥ˣ˪˷˪ˣ ˫˸ˣ˞  ˪ ˧˟˵ˬ˟ x˞  ˸ ˥˞ ˧˶˥˞ ˢ˧ˮ˷ˢ ˡˣ˰ˣ Φ 

¢ǳǊōƻ ƛƴǘǊǳŘŜǊ  π   ˱ ˯ˣ˸  .ǳǊǇ {ǳƛǘŜ   ˶ ˷˲˞ˬˢ   ˸ ˣ˰˴ˬ˞˟  ˡˣ˵   ˥ ˣ˪˷˪   ˶ ˲˯ˬ   ˟ ˶  ˪˷  ˸ˣ˷˵˟  ˪˧˟˵ˬ˟  Σ ˱ ˯ˣ˸ˢ  

˧˷ˣˬ˧˷  ˡˣ˞ˬ  ˶˷˞˩  ˫˧˩˧˶˴   ˥ ˣ˪˷˪  ˶˲˯ˬ  ˸ˣ˷˵˟   ˭ ˬˤ˟  ˦˰ˬ˩  ˢˢˤ  ˞ˣˢˣ   ˵ ˤ˥  ˶˸ˣ˧  ˪ˣˡˣˬˢˬ  LƴǘǊǳŘŜǊ  ˢˮ˟ˣˬˢ  

˥˪ˣ˷˷ ˸˞  ˸ ˣ˷˵˟ˢ ˭˲ˣ˞˟ ˧˶ˣ˦ Φ 

 

˷ˠ˧ˮ  ˫ ˧ˮ˧˧ˮ˰˪ 

˶˥˞ˬ ˫˧ˬ˧˧˵ˣ ˶˲˯ˬ  ˫˧ˠˣ˯  ˫˧ˮˣ˷  ˪ ˷ ǊŀŎŜ ŎƻƴŘƛǘƛƻƴǎ  s ˴˶ˮ ˟˧˥˶ˢ˪  ˪˰ ˪˩ ˡ˥˞ ˫ˢˬ  ˡ˶˲ˮ˟ Φ 

˪˧˥˸ˮ ˟˴ˬˢˬ  ˭ ˣ˷˞˶ˢ Υ˸˯˧˶ˡ ˧ˮˣˮˠˮˬ ˢ˪˟ˠˢ Φ 

˶˩ˣˬˢ  ˶˸ˣ˧˟  ˭˧˟ˬ  ˪˩  ˫˧˟˴ˬˢ  ˞ˣˢ   ˟ ˴ˬˢ   x ˟   ˷ ˧  ˣˮ˪  ˢ˪˟ˠˢ  ˸ˬ˧ˣ˯ˬ  ˢ˵˧ˠˣ˪˟  ˸˧˵˯˰ˢ  Φ˥˵˧ˮ  ˞ˬˠˣˡ˪  ˸ˣˮ˥  

˸˧˦ˮ˶˦ˮ˧˞ ˸˶˷˲˞ˬˢ  ˭˧ˤˢ˪  ˭ˣ˲ˣ˵  l ˥  ˧ ˬ˰˲  ˧ ˮ˲˪ ˫ˣ˪˷˸ˢ  ˪˟˵˪ˣ ˢ˥ˮˢ ˪˰   ˪ ˯ ˸ˣ˧ˮ˵ˢ Φ 
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ˢ˵˧ˠˣ˪ ˸˞ˤ˩ ˢ˞˶˸ ˨˶˰˟  ˭˲ˣ˞˟  ˞ ˟ˢ Υ 

¶  ˵ ˣˡ˟ˮ ˭ˣ˲ˣ˵ˢ˷ ˫˶˦ ˪˴ˣˮ Φ 

¶ ˪˧˰˲ˮ  ˸˞ ˢ˥ˮˢˢ ˪˰ ˪˯ ˸ˣ˧ˮ˵ˢΦ 

¶ ˭˩ˡ˰ˮ ˡ˯ˬ˟  ˫ ˧ˮˣ˸ˮˢ ˭ˣ˲ˣ˵ˢ˷  ˪ ˴ˣˮ  ˧ ˡ˩ ˞˪˷   ˪ ˴ˣˮ˧ ˟ˣ˷Φ 

˫˰ ˢ˵˧ˠˣ˪ˢ  ˸ ˞ˤˢ Σ˪˩ ˭ˣ˧˯˧ˮ   ˷ ˣˬ˧˷˪  ˶ ˤˣ˥ ˶˥ˣ˞ˬ  ˶ ˸ˣ˧ ˭ˣ˲ˣ˵˟  ˞˪  ˪˟˵˸˧ Φ 

 

 

˫˞ ˨˩ Σˢˬ  ˢ˶˵˧ ˫˞  ˣ˸ˣ˞  ˥ˣ˵˪ ˥˪˷˧ ˸˞ ˢ˷˵˟ˢ ˫˧˧ˬ˰˲  ˣ˸ˣ˞˟ ˭ˬˤˢ  ˫˰  x ˸ˣ˞ ˡˣ˵ ˭ˣ˲ˣ˵ˢ Κ 

 

 

˫˧˷˶˸˟  ˢ˪˰ˬ  ˭˸˧ˮ   ˸ ˣ˞˶˪  ˧˩  ˧˲˪   s ˵˧ˠˣ˪ˢ  ˣˮ˶˥˟˷  Σ ˧ ˸˷˟   ˸ ˣ˷˵˟ˢ   ˸ ˧˷˞˶   ˰ ˴˟ˮ  ˢ˵˧ˡ˟  ˫˞  ˭ˣ˲ˣ˵ˢ   ˪ ˴ˣˮ  

˶˥˞ˬˣ  ˞˪ˣ  ˪˴ˣˮ  ˶ˣ˟˰ˮ  ˟˪˷˪  ˞˟ˢ  Σ˪˧˰˲ˮ   ˸ ˞  ˢ˥ˮˢˢ  ˫˧˧ˬ˰˲  Σ ˱ ˣ˯˟˪  ˭˩ˡ˰ˮ  ˧˸˷˟  ˸ˣ˷˵˟ˢ  ˧˩   ˭ ˣ˲ˣ˵ˢ   ˪ ˴ˣˮ  

ύ˞˪ ˢˮ˷ˬ ˧ˬ  ˭ ˩ˡ˰˧ ˭ˣ˷˞˶ ˶˥˞ˬ ˢˡ˷ˢˣ ˞˪ ˢˮ˸˷ˬ ˡ˯ˬ˟  ˫˧ˮˣ˸ˮˢ  Φό 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  ро 
 

˧˸˷ ˸ˣ˷˵˟ˢ ˸ˣ˶˟ˣ˰ ˣ˸ˣ˞˟  ˭ˬˤˢ ˸˞ ˟˴ˬˢ ˵ˡˣ˟˷ ˫˞ˢ  ˭ˣ˲ˣ˵ˢ ˪˴ˣˮ Σˣˢˤ ˟˴ˬ ˳ˣ˶˧ˬˢ ˣˮ˪˷ ˨˷ˬˣ ˭ˬˤˢ  x ˟  

˞ˣˢ  ˢ˶ˣ˵   ˞ ˶˵ˮ   ˭ ˣ˪˥  ˳ˣ˶˧ˬˢ   x ˞   ˸ ˧˪ˠˮ˞˟  wŀŎŜ ǿƛƴŘƻǿ   ύ ˭ ˬˣ˯ˬ   ˫ ˣˡ˞˟  ˫˧˷˶˸˟  Φόˣˢˤ   ɣ ˷ˣˬ   ˟ ˣ˷˥   l ˣ˞ˬ  

˷ˬ˸˷ˮ˷ x˟  ˭ ˣˬˢ ˨˷ˬˢ˟ Φ 

˸ˣˬ˧˧˵ ˸ˣ˧˴˞˧˶ˣ ˸ˣˮˣ˷  ˢ˲˵˸ˬ˪ ˣˤ˩˷,  ˪˷ˬ˪ Υ 

¶  ˷ ˣˬ˧˷ ˭ˣ˲ˣ˵˟  l ˥  ˧ ˬ˰˲ ˶˸ˣ˧  ˫˰˲ˬ ˸˥˞ Φ 

¶ ˠˣ˶˧ˡ ˶˴ˣˬ ˶˲˯ˬ ˫˧ˬ˰˲ Φ 

¶ ˢ˩˧˷ˬ  x ˞ ˸˶˟˰ˢ  ˫ ˧˲˯˩ ˶˟˰ˬ ˢ˶˸˧˪  ˭ˣ˟˷˥˟ Φ 

¶  ˷ ˣˬ˧˷  ˶ ˤˣ˥  x ˸ˣ˞˟ ˭ˣ˶˸˲ ύ˭ˣˮˠˮˬ  ˧ˣˢ˧ˤ˪ ˫˧˦ˣ˟ όCAPTCHAΦ 

¶ ˱˵˰ˬ   ˪ ˰ ˧ˮˣˮˠˮˬ ˢˮˠˢ ˧ˮ˲ˬ  Brute force ˫˰ ˸˪˟ˠˢ  ˟˴˵ Φ 

˸ˣ˷˪ˣ˥  ˸˯˧˶ˡ  ˸ˣ˪˟ˠˢ   ˭ ˢ  ˸˸   ˯ ˣ˲˧˦  ˪˷  ˸ˣ˷˪ˣ˥   ɣ ˣ˯ˬ  ϦǘƛƳŜπƻŦπŎƘŜŎƪ ǘƻ ǘƛƳŜπƻŦπǳǎŜ  ΣϦ˨˷ˬˢ˟   s ˞˶ˮ  

˸ˣ˞ˬˠˣˡ  ˸ˣ˷˪ˣ˥˪  ˞ ˪˷ ˸ˣ˪˲ˣˮ ˸˥˸ ˢ˧˶ˣˠ˦˵ˢ ˣˤˢ Φ 

ˤ˞ ˨˧˞  ˪ ˩ˣˮ ˸ˣ˪ˠ˪  ˪ ˴ˮ˪ˣ ˸ˣ˷˪ˣ˥ ˠˣ˯ˢˬ ˢˤˢ Κ 

˭ˣ˧˰˶ˢ ˦ˣ˷˲ ˡˣ˞ˬ  Σ˶˷˲˞ˣ  ˵˪˥˪  ˣ˸ˣ˞   ˫ ˧˟˪˷˪ ˫˧˞˟ˢ Υ 

ˢˢˤˮ ˸ˡˣ˵ˮ  ˢ˴˵ x˞ ˸˪˟ˠˢ  ˟˴˵ ˪˰ ˟˞˷ˬ  ˶˵˧ ˨˶˰  ˣ˞   ˪ ˰˟ ˢ˰˲˷ˢ ˢˢˣ˟ˠ ˪˰ ˢ˥˦˟˞ˢΦ 

˥˪˷ˮ  ˶ ˲˯ˬ  ˸ ˣ˷˵˟ ˪˧˟˵ˬ˟   s ˸ˣ˞˪ ˢˡˣ˵ˮˢ   ˵ ˣˡ˟ˮˣ ˫˞ ˣˮ˥˪˴ˢ  ˯ˣ˶ˡ˪ Φ 

˧˷ˣ˵ˢ   ˧ ˶˵˧˰ˢ   ˞ ˣˢ  ˥ˣ˪˷˪  ˸˞   ˸ ˣ˷˵˟ˢ  ˨˩  ˸ˣ˥˲˪˷  н   ˸ ˣˮˣ˪˥  ˳ˣ˶˧ˬ  ˣ˶ˡ˸˯˧   ˪ ˧˟˵ˬ˟  ˪˟˵ˮˣ   ˟ ˴ˬ   ˳ ˣ˶˧ˬ  

˫ˢ˧ˮ˧˟  Σ ˫ ˧ˬ˰˲˪ ˶˟ˣˡˬ  ˥ˣˣ˶ˬ˟ ˪˩ ˨˩   ˭ ˦˵ ˸ˬ˶˟  ˸ ˣ˧ˮ˷˧˪˧ˬ  x ˪˧˲˞ˣ ˸ˣ˥˲ Φ 

˫ˠˣ  ˫˞  ˥˪˷ˮ  ˸˞  ˪˩   ˸ ˣ˷˵˟ˢ  ˵ˣ˧ˡ˟  ˣ˸ˣ˞˟  ˭ˬˤˢ ˫˧ˬ˧˧˵  ˫˧ˬ˶ˣˠ  ˫˧˧ˮˣ˴˧˥  ˫˧˲˯ˣˮ  ˫˧˪ˣ˩˧˷ ˰˧˲˷ˢ˪  ˪˰   ˭ ˬˤˢ  

˪˷  ˭ ˣ˪˥ˢ ˪˰ˣ  ˶ ˡ˯ˢ ˣ˟˷ ˸˶˷ˢ ˡ˟˰ˬ ˸˞ ˸ˣ˷˵˟ˢ Φ 

 

 

˭˞˩ˣ ˫˧˯ˮ˩ˮ  ˢˮˣˬ˸˪ ˫˧˪˩ˢ ˫˧˧ˮˣ˴˧˥ˢ ˣˬ˩ .ǳǊǇ {ǳƛǘŜ ˵˲˯ˬ˷  x ˮ˪ ˸˞ ˪ˣˡˣˬˢ  ˪˷ sπwŜǇŜŀǘŜǊ Φ 
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πswŜǇŜŀǘŜǊ  ˶˷˲˞ˬ  ˣˮ˪  ˶ˣ˴˧˪  ˢ˴ˣ˟˵  ˪˷  ˸ˣ˷˵˟   ˥ ˣ˪˷˪ˣ  ˭˸ˣ˞  ˪˧˟˵ˬ˟  ˸ˣ˦˧˷˟  ˸ˣˮˣ˷  ˸ˣ˞˯˶ˠ˪  I¢¢t  

˸ˣˮˣ˷ Υ 

  ˶ˣ˟˰  I¢¢tκм  π  ˪ˣˡˣˬˢ  ˷ˬ˸˷ˬ   s ˵˧ˮ˩˦˟   ˸ ˞˶˵ˮ˷  ƭŀǎǘπōȅǘŜ ǎȅƴŎƘǊƻƴƛȊŀǘƛƻƴ  Φˢ˵˧ˮ˩˦ˢ   ˞ ˧ˢ   ˫ ˴˰˟  

˶ˣˬ˷˪ ˸˞ ˦˧˧˟ˢ ˭ˣ˶˥˞ˢ ˪˷  ˪˩ ˸˥˞ ˸ˣ˷˵˟ˢˬ  ˶˥˞˪ˣ ˸˶˟˰ˢ ˸ˣ˷˵˟ˢ  ˶˧˟˰ˢ˪ ˡ˥˧ ˸˞ ˪˩  ˫ ˧˦˧˧˟ˢ  

 ˫ ˧ˮˣ˶˥˞ˢ  ˣ˶ˬ˷˧˷   ˪ ˩ˬ  ˢ˷˵˟  Φ ˟ ˣ˶˪  ˫˧˸˶˷   ˫ ˧ˡ˟˰ˬ  ˸ˣ˷˵˟   ˵ ˶   ˶ ˥˞˪   s ˬ˧˧˸˯ˢ˷   ˸ ˪˟˵   s ˷˵˟ˢ  

ˢ˞ˣ˪ˬ˟  Σ˨˩  ˸ˣ˰˴ˬ˞˟  ˢ˵˧ˮ˩˦ˢ  ˸˞ˤˢ   ˭ ˩˸˧˧  ˥˧˪˴ˮˣ  ˭˶ˬ˸˪  ˸˞   ˸ ˶˷ˢ  ˡ˟˰˪   ˸ ˞  ˪˩  ˸ˣ˷˵˟ˢ  ˣˮ˪˷  ˡ˥˧˟ Φ 

  ˶ ˣ˟˰  I¢¢tκн   π   ˪ ˣˡˣˬˢ  ˷ˬ˸˷ˬ  ˢ˵˧ˮ˩˦˟  ˸˞˶˵ˮ˷  ǎƛƴƎƭŜπǇŀŎƪŜǘ ŀǘǘŀŎƪ  Φ ˭ ˣ˧˰˶ˢ   ˧ ˪˪˩ˢ  ˪˷   s ˵˧ˮ˩˦ˢ  

˶ˬˣ˞   ˤˣ˶˞˪  ˸˞  ˪˩  ˸ˣ˷˵˟ˢ  ˡ˥˧˟  ˦ˮˬˠ˯˪  ¢/t  ˡ˥˞  ˥ˣ˪˷˪ˣ  ˸˶˷˪  ˨˩˟ˣ  ˸ˣ˯ˮ˪  ˫˴ˬ˴  ˸˞   ˧ ˷˶˲ˢ  

˫˧ˮˬˤˢ  ˭ ˧˟ ˡˣ˟˧˰ ˪˷  ˪ ˩ ˢ˷˵˟ Φˢ˵˧ˮ˩˦ˢ ˢˠ˴ˣˢ  ˢˮˣ˷˞˶˪  ˪˰  ˧ˡ˧ ˧˶˵ˣ˥ tƻǊǘ{ǿƛƎƎŜǊ ˯ˮ˩˟ .ƭŀŎƪ Iŀǘ 

¦{! нлно Φ 

˫ˮˬ˞   ˟ ˣ˶˪  ˵˧˲˯ˬ  ˥ ˣ˪˷˪  ˧˸˷  ˸ˣ˷˵˟  ˪ ˧˟˵ˬ˟   ˧ ˡ˩  ˸ˣˢˤ˪ ˸˞  ˢ˷˪ˣ˥ˢ ˨˞ ˢ˥˧˪˷  ˪ ˷  ˶˲˯ˬ  ˪ˣˡˠ   ˶ ˸ˣ˧   ˪ ˷  

˸ˣ˷˵˟ ˶ˤˣ˰   ˫ ˴ˬ˴˪ ˸˞ ˸ˣ˧ˢ˷ˢˢ  ˸ ˣˡˣˮ˸ˢˣ ˫˧˟ˣ˩˧˰ˣ ˫˧˲˯ˣˮ x˞  ˫ˬ˷˟ ˧˰ˣ˴˵ˬˢ  ǎŜǊǾŜǊπǎƛŘŜ ƧƛǘǘŜǊ Φ 

 

 s ˬˠˡˢ 

 ˰ ˧ˠˢ  ˭ˬˤˢ  Σˢˬˠˡˢ  ˸ˣ˰˴ˬ˞˟  ˢˡ˟˰ˬΦ   s ˡ˟˰ˬ˟   x ˮ˪˟˧˵  ˷ˬ˸˷ˬ  ˸ˣˮ˥˪   ˸ ˧˦ˮ˶˦ˮ˧˞  ˸˶˩ˣˬ˷  ˪˧˰ˬ   ˶ ˣ˰  

˶˧˥ˬ˟  ˢˣ˟ˠ˷  ˦˧ˡ˶˵ˢˬ   ˷ ˧˷  ˣˮ˪  ˵ˮ˶˞˟  Σ˱˯ˣˮ˟  ˣˮ˪˟˧˵   l ˣ˵  ˭ˣ˲ˣ˵   l ˥  ˧ˬ˰˲  ˢ˥ˮˢ˪  ˪˷  нл҈  Σˢ˶˦ˬˢ   x ˮ˪˷  

˞˧ˢ ˸ˣˮ˵˪  ˸˞  ˪ ˧˰ˬˢ  ˫ ˰ ˦˧ˡ˶˵ˢ ˫˧˧˵ˢ  ˶ ˪˧ˣ˲˯ˣ  ˭ ˦˵ Σ˷ˬ˸˷ˮ ˭ˣ˲ˣ˵˟ ˣˮ˪˟˧˵˷ Φ 
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˧˲˩   ˭ ˸˧ˮ˷   ˸ ˣ˞˶˪  ˣˮ˪˟˧˵  ˦˧ˡ˶˵   ˪ ˷  рлϷ  ˪˟˞   ˪ ˧˰ˬˢ  ˢ˪ˣ˰  моотϷ  Σ ˪ ˧˥˸ˮ   ˸ ˞  ˢ˵˧ˡ˟ˢ  ˣˮ˪˷  ˪˰   ˧ ˡ˧  ˨˩  ˢ˯ˮˮ˷ 

 ˭ ˧˟ˢ˪  ˫ ˡˣ˵ ˪˩  ˨˧˞  ˡ˟ˣ˰ ˨˧˪ˢ˸ ˢ˷˧˩˶ˢ  ˨˧˞ˣ  ˡ˟ˣ˰ ˨˧˪ˢ˸  ˸˪˰˲ˢ ˭ˣ˲ˣ˵ˢΦ 

 

 

 

˶˥˞˪  ˢ˴˧˥˪  ˪˰  !ǇǇƭȅ  Σ˷ˠ˧ˮ  π˪.ǳǊǇ{ǳƛǘŜ tǊƻȄȅ   ˶˸˞ˮˣ  ˸˞  ˢ˷˵˟ˢ  ˢ˥˪˷ˮ˷  Φ ˸ ˞  ˢ˷˵˟ˢ  ˶˧˟˰ˮ   ˪π

wŜǇŜŀǘŜǊ  Σˢ˷˰ˮ  ˸˞ˤ  ˶˲˯ˬ  ˫˧ˬ˰˲   ˧ ˡ˩  ˶ˣ˴˧˪  ˶˲˯ˬ  ˫˧˵˸ˣ˰  ˪˷  ˢ˷˵˟ˢ  ύ˶˲˯ˬ˩  ˫˧ˬ˰˲ˢ  ˨˶˦˴ˮ˷   ˪ ˧˰˲ˢ˪  

˸˞  ˭ ˣ˲ˣ˵ˢ ˧ˡ˩  ˰˧ˠˢ˪  ˶˧˥ˬ˪  ˧ˣ˴˶ˢ ό 

 

 

 

˸˰˩ ˶ˣ˟˰ˮ  ˸˧ˮˣ˷˪˪ sπwŜǇŜŀǘŜǊ Σ˫˷ ˶ˣ˴˧ˮ   s ˴ˣ˟˵  s ˷ˡ˥  ˪˷  ˸ˣ˷˵˟ ˸ˣ˷˵˟ˢˬ ˣˮ˶˟˰ˢ˷ ˢˬπtǊƻȄȅ Φ

http://www.digitalwhisper.co.il/


 
 

   Σ   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  рс 
 

 

 

˭ˬ˯ˮ  ˸˞  ˸ˣ˷˵˟ˢ  ˨ˣ˸ˬ  ˢˬ˧˷˶ˢ  ˭˸˧ˮˣ  ˫˷  ˢ˴ˣ˟˵˪   ύ˞˪  ˢ˟ˣ˥  Σ˷˧  ˫˷  ˰˧˲ˣˬˢ  ˸˶˧˶˟˩  ˪ˡ˥ˬ  Σό˳˥˪ˮˣ   ˪ ˰  

/ǊŜŀǘŜ Φ 
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   Σ   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  рт 
 

˸˰˩   ˷ ˠ˧ˮ  ˪˞   ˸ ˧ˮˣ˷˪   s ˴ˣ˟˵ˢ  ˣˮ˶˴˧˷  ˳˥˪ˮˣ  ˪˰  ˳˥ˢ  ˰˧˲ˣˬ˷   ˧ ˡ˩   ˶ ˣ˥˟˪  ˸˞  ˸˦˧˷  ˢ˥˧˪˷ˢ  ˪˩˪  ˢ˴ˣ˟˵ˢ  Σ

ˢˡ˟˰ˬ˟ ˣˤˢ ˧˸˷ˬ˸˷ˢ ˸˦˧˷˟ ǎƛƴƎƭŜπǇŀŎƪŜǘ  ˪˪ˠ˟ ˪ˣ˵ˣ˦ˣ˶˲ sπIǘǘǇΦ 

 ˶ ˥˞˪ ˸˶˧˥˟  ˸˦˧˷ ˢ˥˧˪˷ˢ Σ ˳˥˪ˮ ˪˰ {ŜƴŘ ƎǊƻǳǇ Φ 

 

 

 

˶ˣˤ˥ˮ  ˪˞  ˢˡ˟˰ˬˢ  Σ˶˥˞˪  ˢ˥˧˪˷ˢ  ˣˮ˪˟˧˵  ˸˶˷ˢˬ  ˸ˣ˷˵˟ˢ˷  ˣ˶˟˰  ˶˷˲˞ˣ  ˸ˣ˞˶˪  ˧˩  ˸ˣ˥ˮˢˢ  ˫˰   ˭ ˣ˲ˣ˵ˢ  

ˣˡ˟˰ ˣˮ˰ˠˢˣ  ˶˧˥ˬ˪ ˧ˣ˴˶ Φ 

 

 

ˡˬ˥ˮ ˸ˣˮ˵˪  ˪ ˧˰ˬ ˢ˪ˣ˰˷  моотϷ   ˵ ˶ ˟πмфΦнрϷ ˞˪ Κˣˤ ˵˶ ˢ˪˥˸ˢˢ Σ˫ˡ˵˸ˮ  ˶ˣ˵˥˪ ˫˧˶˵ˬ ˫˧˲˯ˣˮ Φ 

ˢˬˣ ˫˧˷ˣ˰ ˶˷˞˩ ˸ˣ˥˪˷ˮ ˶˲˯ˬ  ˸ ˣ˷˵˟ ˶˲˯ˬ˪  ˸ ˣˡˣ˵ˮ ˢ˴˵Κ 

ˣ˶˞˸˸  ˫˩˪ ˸˞ ˟˴ˬˢ ˞˟ˢ Σ˥ˣ˵˪  ˱ ˧˯ˣˬ ˶˴ˣˬ  ˢ˪ˠ˰˪ Σ˫˪˷ˬ ˣ˧˪˰   ˨ ˣ˸ˣ ˧ˡ˩ ˢˮ˸ˬˢ ˶ˣ˷˧˞˪ ˫ˣ˪˷˸ˢ  ˱ ˧˯ˣˬ  

 l ˣ˰ ˫˧˶˴ˣˬ  ˢ˪ˠ˰˪ Φ 
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   Σ   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  ру 
 

˷˧   ˶ ˲˯ˬ   ˸ ˣ˧˴˞˧˶ˣ   s ˷˪ˣ˥ˢ˷   s ˪ˣ˩˧   ˰ ˧˲ˣˢ˪  ˸˶˷ˢ˷˩  ˸ˬ˞ˬ   ˸ ˞   ˫ ˣ˪˷˸ˢ   ˶ ˷˞ˬˣ  ˸˞  ˢˮˬˤˢˢ   ˶ ˣ˟˰   s ˷˵˟  

˸˥˞ ˢ˥˪˷ˮ˷ Φ˥˧ˮˮ ˧˩ ˨˧˪ˢ˸ˢ ˢˤˢ ˢ˶ˣ˵  ˢ˶ˣ˴˟ ˢ˞˟ˢ Υ 

¶ ˪˯ˢ ˢˮ˸ˬˢ˟  ˫ ˰  ˫ ˧˶˴ˣˬ 

¶ ˸˥˪˷ˮ ˢ˷˵˟  ˸ˡˣ˵ˮ˪ ˢ˴˵ˢ  ˸˶˷˟  Σ˪˷ˬ˪   ΥPOST /makePayment 

¶ ˰˴˟˸ˬ   ˸ ˶˷˟ ˸ˣˬ˧˞  ˫ˣ˪˷˸˪ 

¶ ˰˴˟˸ˬ  ˶ˣ˷˧˞  ˢˮˬˤˢ˪ 

ˢ˶˵ˬ˟ ˢˤˢ Σ˶˴ˣˮ  ˭ ˣ˪˥ ˳ˣ˶˧ˬ  ˭˸˧ˮ˷  ˪˴ˮ˪  ˭˧˟ ˭ˬˤˢ ˫ˣ˪˷˸ˢ˷ ˸ˬˣ˞ˬ  ˭ˬˤ˪  ˢˮˬˤˢˢ˷ ˸˶˷ˣ˞ˬ Φ 

 

 ˶ ˷˞˩  ˫˧˵ˡˣ˟ ˸ˣˮˣ˪˥   ˳ ˣ˶˧ˬ  ˫˰   ˶ ˲˯ˬ  ˸ˣˡˣ˵ˮ ˢ˴˵  Σ˶˷˲˞  ˪ ˵˸˧ˢ˪  ˸ˣ˧˰˟˟ ˸ˣ˶˴ˣˮ˷  ˸ ˣ˟˵˰˟   ˭ ˣˬˤ˸   ˸ ˣˮˣ˪˥  

˳ˣ˶˧ˬˢ ˫˧˶˴ˣˮˢ ˸˥˧˪˷˟  ˸ ˣ˷˵˟ˢ Σ ˫ ˠ ˫˞ ˭s ˸ˣ˥˪˷ˮ  ˪˧˟˵ˬ˟ Φ 

˸ˣ˧˰˟  x ˪˞ ˸ˣ˶˴ˣˮ  ˟ ˣ˶˪ ˸ˣ˟˵˰˟ ˧˸˷  ˫˧ˬ˶ˣˠ Υ 

¶ ˸ˣ˧ˢ˷ˢ  ˸ˣ˶˴ˣˮ˷ ˸ˣ˟˵˰˟  ˸˶ˣ˦˵˦˧˩˶˞  ˸˷˶ˢ  π  ˪ ˷ˬ˪  ˢ˪ˣ˩˧  ˶˴ˣˣ˧ˢ˪  ˢ˧˧ˢ˷ˢ  ˢ˷˩πClient  ˶˴ˣ˧  ˶ ˣ˟˧˥  

˷ˡ˥  ˫˰ sπServer  Σ˫ˠ  ˠˣ˯˪  ˪ ˣ˵ˣ˦ˣ˶˲ˢ  x ˟ ˫ˢ ˫˧˶˷˵˸ˬ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢ˰˲˷ˢ ˪˰ ˢ˧˧ˢ˷ˢˢΦ 

¶ ˸ˣ˧ˢ˷ˢ  ˸ˣ˶˴ˣˮˢ   ˪ ˰  ˧ˡ˧  ˡˣ˟˧˰   ˸ ˡˣ˵ˮ˟  ˢ˴˵ˢ  π  ˸ˣˡˣ˵ˮ˪  ˢ˴˵   ˸ ˣˮˣ˷   ˷ ˧  ˧ˮˬˤ  ˡˣ˟˧˰  ˫˧ˮˣ˷  Σ˧ˣ˪˸   x ˪˧˞˟  

˸ˣ˪ˣ˰˲ ˸˶˷ˢ ˨˧˶˴  ˰˴˟˪ ˫˧ˮˣ˲˷˩ ˢ˸ˣ˞˪ ˢˡˣ˵ˮˢ Φ 

 

ˣˮ˪ˤˬ˪  Σ˫ˠ  ˸ˣ˧˰˟˪ ˣ˪˞ˢ  ˷˧ ˭ˣ˶˸˲ Σ˞ˣˢˣ ˞˶˵ˮ ˫ˣˬ˧˥ ˶ˣ˟˧˥ˢ ύ/ƻƴƴŜŎǘƛƻƴ ²ŀǊƳƛƴƎΦό 

 

 ˫ ˣˬ˧˥ ˶ˣ˟˧˥ˢ ύ/ƻƴƴŜŎǘƛƻƴ ²ŀǊƳƛƴƎό 

˶ˣ˟˧˥ˢ  ˧ˮˣ˷˞˶ˢ  ˭˧˟  πs/ƭƛŜƴǘ  π˪{ŜǊǾŜǊ  ˡ˟˪˪˩ ˨˶  ˞˪  ˰˧˶˲ˬ  ˸ˣ˲˵˸ˬ˪  ˪˰  ǊŀŎŜ ŎƻƴŘƛǘƛƻƴǎ  ˶˥˞ˬ   ˫ ˧˸˶˷ˣ  

˟ˣ˶˪  ˫ ˧ˢ˷ˬ  ˸ ˣ˷˵˟  ˸ ˣ˪˧˟˵ˬ ˭˲ˣ˞˟ ˢˣˣ˷  Σ˭˩˪ ˸ˣ˷˵˟ˢ ˸ˣ˶ˬ˷ˮ ˭ˣ˶˩ˮ˯˟ Φ 

 

˟ˣ˷˥   ˪ ˧ˡ˟ˢ˪   ˸ ˣ˧ˢ˷ˢ  ˣ˪˞  ˸ˣ˶˴ˣˮˢ  ˪˪ˠ˟   ˶ ˣ˟˧˥ˢ  ˸ˬˣ˰˪  ˸ˣ˧ˢ˷ˢ  ˸ˣ˶˴ˣˮˢ   ˸ ˣ˟˵˰˟  ˭ˬˤ  ˡˣ˟˧˰   ˸ ˡˣ˵ˮ˟  

ˢ˴˵ˢΦ 

 ˨ ˶ˡ  ˸ ˥˞  ˶˟ˠ˸ˢ˪   ˪ ˰  ˸ ˧˧˰˟   ˭ ˣ˶˩ˮ˯ ˸ˣˮˣ˪˥ˢ ˣˤˢ  ˞ ˧ˢ  ˸ ˣ˰˴ˬ˞˟  ˫ˣˬ˧˥  ˶ ˣ˟˧˥ˢ  ˪ ˰  ˧ ˡ˧  ˢ˲˯ˣˢ   s ˴ˣ˟˵˪  ˪ ˷   

 ˸ ˷˵˟ sπD9¢ ˸˥˪˷ˮˢ ˫˧˷˵˟ˬ˷˩  ˸ ˶˷ˢˬ ˸˞   l ˣˬ˰ ˸˧˟ˢ  ˞ ˬˠˣˡ˪  ˸ ˥˧˪˷ˣ ˸ˣ˷˵˟ˢ  ˭˲ˣ˞˟  ˧˸˶ˡ˯  ύ ˸ ˥˞  

 ˧ ˶˥˞ ˢ˧ˮ˷ˢ Σ ό˨˩ ˫˴˰˟  ˣˮ˥ˮ˞ ˫˧˶˴ˣ˧  ˟ ˴ˬ  x ˟ ˢ˷˵˟ˢ ˢˮˣ˷˞˶ˢ ˢ˥˪˷ˮ˷ ˥˵˧˸  ˧ ˩ˢ ˢ˟˶ˢ ˭ˬˤ ˶˥˞ˬ   ˞ ˧ˢˣ  

 ˸ ˶˴ˣ˧ ˸˞ ˶ˣ˟˧˥ˢ Σ˶˞˷ˣ ˸ˣ˷˵˟ˢ  ˣ˧ˢ˧  ˸ ˣ˧ˣ˪˸  ˵ ˶ ˧ˮˬˤ˟ ˡˣ˟˧˰ˢ Φ 

˫˞  ˭˧˧ˡ˰   ˫ ˧˪˟˵ˬ  ˧ˮˬˤ  ˢ˟ˣˠ˸  ˞˪  ˫˧˧˟˵˰  ˸ˡˣ˵ˮ˟  ˢ˴˵  ˸ˬ˧ˣ˯ˬ  Σ˫ˠ  ˫˞  ˣˮ˷ˬ˸˷ˢ   ˸ ˦˧˷˟  πs{ƛƴƎƭŜ ǇŀŎƪŜǘ  Σ

˪˩ˣˮ  ˵ ˧˯ˢ˪ ˧˩ ˸ˣ˧ˢ˷ˢ   ˸ ˶˷˟ ˸ˣ˰˧˶˲ˬ  ˣˮ˪  ˰ˣ˴˧˟˪  s ˲˧˵˸ˢΦ 

˭˸˧ˮ   ˶ ˣ˸˲˪  ˸˞   s ˤ   ˫ ˰   ˷ ˣˬ˧˷  ˱˯ˣ˸˟  ¢ǳǊōƻ LƴǘǊǳŘŜǊ   ˪ ˷  .ǳǊǇ{ǳƛǘŜ  ˥˪˷˧˷  ˢˬ˩  ˸ˣ˷˵˟  ˶ˣ˟˧˥   x ˪˞˩   ˧ ˡ˩  

˫ˬ˥˪  ˸ ˞ ˶ˣ˟˧˥ˢ  ˧ˮ˲˪  ˞˧˴ˣ˧˷ ˸˞ ˸ˣ˷˵˟ˢ ˸ˣ˧˶˵˧˰ˢ  ˢ˲˧˵˸˪ Φ 

http://www.digitalwhisper.co.il/
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ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  рф 
 

  ˫ ˰˲ˢˣ  ˢˡ˟˰ˬ˟  ˣˮ˪˷  Σˢ˶˦ˬˢ   ˞ ˧ˢ  ˟ˣ˷  ˸ˣˮ˵˪  ˸˞  ˪˧˰ˬ   ˶ ˣ˰ˢ  ˶˵˧ˢ  Σ ˪ ˧˥˸ˮ   ˸ ˣ˶˟˥˸ˢ˟   ˫ ˰   ˫ ˧˦˶˲ˢ  

ˣˮ˪˟˧˵˷ ˶ˣ˟˰ˮˣ  ˪˰  ˨˧˪ˢ˸  ˢ˧ˮ˵ˢ  ˫˰  ˦˧˶˲  ˪ˣˤ  ˶˸ˣ˧ Σˡ˶˞˵˦˲˧ˠ  ˢ˶˵ˬ˟  ˢˤˢ  ˢ˯ˮˮˣ  ˸ˣ˞˶˪  ˫˞ˢ  ˪˩ˣˮ   ˶ ˸˞˪  

ǊŀŎŜ ŎƻƴŘƛǘƛƻƴǎ Φ 
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   Σ   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  сл 
 

 

˶˥˞˪  ˸ˬ˪˷ˢ  ˢˮˬˤˢˢ  Σ˷ˠ˧ˮ  ˸˧˧˶ˣ˦˯˧ˢ˪  ˧˯˵ˣ˶˲ˢ  ˣˮ˪˷  π˟.ǳǊǇǎǳƛǘŜ  ˭˥˟ˮˣ  ˣ˪˧˞  ˸ˣ˷˵˟  ˸ˣ˲˸˸˷ˬ  

 ˨ ˧˪ˢ˸˟ ˢ˷˧˩˶ˢ  Φ 
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   Σ   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  см 
 

 

 

ˣˮ˞˴ˬ  ˸ˣ˥˪˷ˮ˷  ˧˸˷  ˸ˣ˷˵˟  Σ˸˥˞  ˶˥˞˪  ˸˲˯ˣˢ  ˦˧˶˲ˢ  ˸˪ˠ˰˪  ˸ˣ˧ˮ˵ˢ  Σˢ˧ˮ˷ˢˣ  ˶˥˞˪  ˢ˷˧˩˶ˢ  ˢˬ˴˰   ˨ ˣ˸ˬ  

˪˯ ˸ˣ˧ˮ˵ˢ Φ 

ˢ˷˰ˮ  ˧ˣ˯˧ˮ  ˭˦˵  Σ ˥ ˵˧ˮ   ˸ ˞  ˢ˷˵˟ˢ   ˸ ˥˪˷ˮ˷  ˫˧˶˟ˣ˰˷˩  ˡˣˬ˰˪  ˪˷  ˸˪ˠ˰   ˸ ˣ˧ˮ˵ˢ  ˥˪˷ˮˣ   x ˸ˣ˞  ˫˧˧ˬ˰˲  Σ ˫ ˰˲  

˸˥˞  ˫ ˰ /ƻƻƪƛŜ  x ˮ˪˟˧˵˷ ˸˶˷ˢˬ ˫˰˲ˣ  ˢ˧ˮ˷ ˞˪˪ Φ 

 

http://www.digitalwhisper.co.il/


 
 

   Σ   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  сн 
 

 

 

 x ˮ˥˪˷˷˩  ˸˞   s ˷˵˟ˢ   ˫ ˰  πs/ƻƻƪƛŜ   x ˮ˪˟˧˵  ˸˞  ˢ˪ˠ˰ˢ  ˣˮ˪˷  ˫˰  ˫˧˶˴ˣˬˢ  Σˣˮ˥˪˷˷˩ˣ  ˞˪˪   x ˮ˪˟˧˵  ˢ˪ˠ˰  ˢ˵˧˶  Φ

˵˧˯ˮ  ˢˤˬ  ˧˦˶˲˷  ˸˪ˠ˰  ˸ˣ˧ˮ˵ˢ  ˫˧˶ˬ˷ˮ   l ˴˟  ˸˶˷ˢ  Σ˟˴ˬ  ˢˤ˩  ˪ˣ˩˧   ˪ ˧˟ˣˢ˪  ˸ˣ˷ˠˮ˸ˢ˪  ˢ˸ˣ˞  ˣˮ˥ˮ˞  ˫˧˷˲˥ˬ Φ 

˶ˣˤ˥ˮ  ˨ ˧˪ˢ˸˪ ˢ˧ˮ˵ˢ   x ˮ˪˷ ˢ˯ˮˮˣ  ˪ ˴ˮ˪ ˸˞ ˟˴ˬˢ ˢˤˢΦ 

˥˵˧ˮ  ˸˞  ˧˸˷  ˸ˣ˷˵˟ˢ  ˣˮ˧˞˶˷  ˫ˡˣ˵  Σˢ˷˵˟ˢ  ˶ˣ˟˰  ˢ˲˯ˣˢ  ˢ˪ˠ˰˪  ˢ˷˵˟ˢˣ   s ˷˧˩˶˪  Σ˶˧˟˰ˮˣ  ˫˸ˣ˞   ˪π

wŜǇŜŀǘŜǊ Φ˥˪˷ˮ  ˸˞ ˭ˢ˧˸˷  ˸˶˷˪  ˭ ˲ˣ˞˟ ˭˲ˣ˞˟  ˧˸˶ˡ˯  ˶ˣ˟˧˥˟   l ˥˞ Υ 

 

http://www.digitalwhisper.co.il/


 
 

   Σ   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  со 
 

 

 

˸ˣ˷˵˟ˢ  ˣ˶˟˰  ˸˶˷˪  ˣ˶˟˰  ˣˮ˪˟˧˵ˣ  ˢ˟ˣ˷˸  ˢˮ˧˵˸  ˸˶˷ˢˬ  Σ˨˞  ˫˞  ˫˧˷ˮ  ˟˪  ˧ˮˬˤ˪  ˢ˟ˣˠ˸ˢ  ˫˧ˮˬˣ˯ˬˢ  Σ ˷ ˧  

˫ˢ˧ˮ˧˟  ˷˶˲ˢ   ˸ ˧˯˥˧  ˪ˣˡˠ  Σ ˭ ˩˪  ˢ˴˶ˮ  ˷ˬ˸˷ˢ˪  ˢ˦˧˷˟  ˣˮ˧˞˶˷   ˫ ˡˣ˵  ˫ˬ˥˪ˣ  ˸˞   ˶ ˣ˟˧˥ˢ  ˪˰   ˧ ˡ˧   ˸ ˲˯ˣˢ   ˸ ˷˵˟  

πsD9¢ ˸˥˪˷ˮ˷ ˸˪˧˥˸˟  ˶ ˣ˟˧˥ˢ ˶˸˞˪ Φ 
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˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  сп 
 

 

 

 

˸˰˩   ˶ ˷˲˞   ˸ ˣ˞˶˪  ˢ˷˵˟ˢ˷  ˢ˥˵˪˷  ˧˩ˢ  ˢ˟˶ˢ   ˭ ˬˤ  ˞˧ˢ  ˢ˷˵˟ˢ  ˢˮˣ˷˞˶ˢ  ˸˶˴ˣ˧˷   ˸ ˞   ˶ ˣ˟˧˥ˢ   ˷ ˶˲ˢˢˣ  

˭˧˟  ˧ ˮˬˤ ˢ˟ˣˠ˸ˢ ˪˷  ˸ ˣ˷˵˟ˢ ˸ˣ˧ˮ˷ˢ  ˭˦˵  ˸ˣˮˣ˪˥ˢˣ   ˶ ˸ˣ˧ ˫˧ˮ˶˩ˮˣ˯ˬ Φ 

 ˶ ˥˞˪  ˢ˵˧ˡ˟  ˢˮ˦˵  ˶˸˞˟  ˸ˣˮ˥ˢ  ˣˮ˞˴ˬ  ˢ˷πǇǊƻŘǳŎǘL5  ˪˷  ˪˧˰ˬˢ  ˞ˣˢ  м  Σˢ˯ˮˮ  ˸ˣˮ˷˪  ˢ˷˵˟˟   ˸ ˥˪˷ˮ˷  

ˢ˪ˠ˰˪  ˸˞  πsǇǊƻŘǳŎǘL5  πˬн ύˢˤ˷  ˦˲˧ˠˢ   l ˶˞˵  ό ˪πм  ˥ˣ˪˷˪ˣ  ˸˞  ˪˩ˢ  ˟ˣ˷  ˡ˥˧˟  ˭˲ˣ˞˟  ˧˸˶ˡ˯  ˣˬ˩   x ˮ˧˷˰˷  

˧ˣ˯˧ˮ˟ ˢ˪˰ˬΦ 
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ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  ср 
 

 

 

 

ˢ˷˵˟ˢ  ˢ˲˯ˣˢ˪  ˢ˲ˣ˵˪  ˢ˶˟˰  ˢ˥˪˴ˢ˟  Σ˨˞  ˢ˷˵˟ˢ  ˰ˣ˴˧˟˪  ˢ˷˧˩˶ˢ  ˢ˪˷˩ˮ   ˸ ˣ˟˵˰˟  ˶˯ˣ˥  ˪˷   ˦ ˧ˡ˶˵  

ˢ˧ˮ˵˪ Σ˧ˮˣ˧ˠˢ ˢ˯ ˩ Φ˪˟˞ ˢˬ ˢ˶˵˧ ˫˞  ˥ ˪˷ˮ  ˸ ˞ ˪˩ ˸ˣ˷˵˟ˢ ˡ˥˧˟  ˭ ˲ˣ˞˟ ˧˪˧˟˵ˬ  ˸ ˦˧˷˟ ǎƛƴƎƭŜ ǇŀŎƪŜǘ Κ 

http://www.digitalwhisper.co.il/


 
 

   Σ   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  сс 
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   Σ   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  ст 
 

 

 

˭˩˞ ˸˰˩  ˫ˠ ˢ˷˵˟ˢ  ˰ˣ˴˧˟˪ ˢ˷˧˩˶ˢ ˢ˪˟˵˸ˢ  ˪˧˰ˬˢˣ ˶˵˧ˢ ˣˮ˪˷ ˶˟˩  ˨˶ˡ˟  ˣˮ˧˪˞ Η 

 

˧˲˴˶  ˫ ˧˟˪˷  ˫ ˧˶˸˯ˣˬ 

ˢ˷˰ˬ˪  Σ ˭ ˩˸˧˧   s ˷˵˟˷   ˸ ˥˞   ˫ ˣˤ˧˸   ˱ ˴˶  ˪˷   ˶ ˲˯ˬ   ˫ ˧˟˪˷   ˫ ˧˶ˣ˵˷   ˧ ˶ˣ˥˞ˬ  ˫˧˰˪˵ˢ  Σ ˯ ˥˧˧˸ˮ  ˧˟˪˷˪   ˫ ˧˧ˮ˧˟  

 x ˪˞  ˸˸˩  ˫˧˟˪˷  Φ ˫ ˞   ˪ ˩ˣˮ  ˸ˣˢˤ˪  ˸ˣˢˤ˪   s ˷˵˟   ˸ ˥˞  ˣ˞  ˶˸ˣ˧  ˸ˣ˰ˠˣˮ˷  ˫˸ˣ˞˟   ˫ ˧ˮˣ˸ˮˢ  ˪˩ˣˮ   ˸ ˣ˯ˮ˪  ˪˴ˮ˪   ˸ ˞  

˧˸˸  ˫ ˧˟˪˷ˢ  x ˮ˧˸˟ˣ˦˪ ˧ˡ˩  ˱ˣ˷˥˪  ˫ ˧˪˷˩ ˫˧˧ˠˣ˪ ˫˧˷˧ˠ˶  ˭ˬˤ˪ ˶˷˞  ˫ ˧˴ˣ˲ˮ ˫˧˩˧˪ˢ˸˟  ˧˟˶ ˫˧˟˪˷ Φ˨˩  ˫ ˴˰˟  

˶˷˲˞˸ˬ  ˣˮ˪  ˸ ˣ˟˵˰˟  ˸ ˣ˴˶˧˲ ˪˷ ǊŀŎŜ ŎƻƴŘƛǘƛƻƴǎ ˪˟˵˪ ˥ˣ˩ ˢ˟˶ˢ˟   ˶ ˸ˣ˧  ˪ ˣˡˠ ˸˯˧˶ˡˬ  ˧ˮˣˮˠˮˬ ˢ˪˟ˠˢΦ 

˥˵˧ˮ  ˞ˬˠˣˡ˪  ˸˞ ˭ˣˮˠˮˬ sπaC! Σ˫˞  ˣˮ˧˞  ˫ ˷ˣ˧ˬ ˧ˣ˞˶˩ Σ˪˩ˣˮ  ˱ˣ˵˰˪  ˣ˸ˣ˞ Φ 

˦˧˟ˮ ˟πtǎŜǳŘƻ ŎƻŘŜ ˞˟ˢ Υ 

session[ 'userid' ] = user.userid  
if  user.mfa_enabled:  
 session[ 'enforce_mfa' ] = True  
 generate and send MFA code to user  
 redirect browser to MFA code entry form  
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   Σ   
ǿǿǿΦ5ƛƎƛǘŀƭ²ƘƛǎǇŜǊΦŎƻΦƛƭ 

˭ˣ˧˪ˠ  мум ,  ˶ ˞ˣˮ˧ нлнс  су 
 

˧˲˪  ˰˦˵   l ˣ˵ˢ  Σ˫˞  ˣˮ˶˟˰   ˸ ˞  ˵˪˥ˢ  ˭ˣ˷˞˶ˢ  ˪˷  ˸ˣˬ˧˞ˢ  ˸ˣ˰˴ˬ˞˟   ˧ ˦˶˲  ˸ˣˢˡˤˢˢ  Σ˷ˬ˸˷ˬˢ  ˪˟˧˵   ˸ ˞  

˭˷˯ˢ ˸˶˷ˢˬ Σ˶ˬˣ˪˩  ˞ˣˢ˷  ˪ˣ˩˧˟˩ ˶˟˩ ˸ˬˣ˞ˬ ˧˪˟ˬ  ˰˴˧˟˷  ˸ ˞ ˫˧˟˪˷ˢ ˫˧˲˯ˣˮˢ ˫˧˷ˣ˶ˡˢ Φ 

˸˰˩  ˱˵ˣ˸  ˪ˣ˩˧  ˪˴ˮ˪   ˸ ˞   ˭ ˷˯ˢ  ˢˤˢ  ˧ˡ˩  ˸ˣˮ˲˪  ˸ˣˡˣ˵ˮ˪  ˢ˴˵  ˸ˣ˷˧ˠ˶  ˨ˣ˷ˬ˪ˣ  ˰ˡ˧ˬ  ˵˶˷  ˫˧˷ˬ˸˷ˬ   ˫ ˧˸ˬˣ˞ˬ  

˫˧˪ˣ˩˧  ˸ ˷ˠ˪ ˫ˢ˧˪˞ Φ 

ˤ˞ ˢˬ  s ˧ˠˣ˪ˣˡˣ˸ˬˢ Κ 

˧ˡ˩ ˸ˣˢˤ˪  ˪ ˴ˮ˪ˣ  ˧ ˲˴˶  ˸ ˣ˪ˣ˰˲  ˫˰  ˶ ˲˯ˬ ˧˸˸  ˫˧˟˪˷ ˫˧˶˸˯ˣˬ ˷ˬ˸˷ˮ ˢ˦˧˷˟ ˸ˬ˩ˣ˯ˬˢ  ˶ˬ˞ˬ˟ Υ 

{ƳŀǎƘƛƴƎ ǘƘŜ ǎǘŀǘŜ ƳŀŎƘƛƴŜΥ ¢ƘŜ ǘǊǳŜ ǇƻǘŜƴǘƛŀƭ ƻŦ ǿŜō ǊŀŎŜ ŎƻƴŘƛǘƛƻƴǎ ōȅ tƻǊǘ{ǿƛƎƎŜǊ wŜǎŜŀǊŎƘ 

˟˪˷ˢ  ˭ˣ˷˞˶ˢ  Υ ˧ ˣˤ˧˥ 

¶ ˸˵˧ˡ˟  ˪ ˩ ˸ˣˡˣ˵ˮ ˢ˴˵ˢ ˞˧ˢ  ˞˪  ˸ ˧˷˰ˬ Σ˭˩˪ ˫˴ˬ˴ˮ ˸˞ ˸ˣˡˣ˵ˮˢ  ˧˲˪  ˧˸˷ ˸ˣ˪˞˷ˢ ˸ˣ˞˟ˢ Υ 

¶ ˫˞ˢ ˸ˡˣ˵ˮ ˢ˴˵ˢ ˢ˟ˣ˷˥ ˢˮ˧˥˟ˬ ˸˧˸˥˦˟˞ Κ 

¶ ˫˞ˢ  ˷ ˧ ˪˞˧˴ˮ˦ˣ˲  ˸ˣ˷ˠˮ˸ˢ˪   l ˣ˟˧˰˟  ˸ ˣ˷˵˟ˢ Κ 

˟˪˷  ˧ˮ˷ Υ˧ˣ˯˧ˮ 

 ˶ ˥˞˪ ˣˮ˧˲˧ˬ˷  ˸ ˞  ˸ ˣˡˣ˵ˮ ˢ˴˵ˢ ˸ˣ˧˦ˮˣˣ˪˶ˢ Σ˵ˣˡ˟ˮ  s ˪˧˥˸  ˡ˴˧˩ ˭s ˸ˣˠˢˮ˸ˬ ˟˴ˬ˟ ˪˧ˠ˶ Φ 

 ˶ ˥˞˪  ˭˩ˬ  ˪˧˥˸ˮ  ˸ˣ˯ˮ˪  ˸˶ˤ˰˟  πswŜǇŜŀǘŜǊ  ˥ˣ˪˷˪  ˶˲˯ˬ  ˸ˣ˷˵˟  ˸˶ˡ˯˩  ˸ˣ˷˵˟  Σˤ˞ˣ  ˫ˠ  ˢ˯ˮˮ  ˫ˠ   ˥ ˣ˪˷˪  

˪˧˟˵ˬ˟  Σˢ˯ˮˮˣ ˞ˣ˴ˬ˪  ˫˧ˤˬ˶  ˸ˣ˟ˣ˷˸˟ ˸ˣ˪˟˵˸ˬˢ Φ 

˪˩ ˶˟ˡ ˪ˣ˩˧  ˸ˣ˧ˢ˪ ˤˬ˶ Σ ˪˷ˬ˪ ˧ˮˬˤ ˢ˟ˣˠ˸   ˫ ˧ˮˣ˷ ˫˧˧ˣˮ˧˷ˣ  ˸ˣˠˢˮ˸ˢ˟ ˢ˧˴˵˧˪˲˞  ˢˬ˴˰  Σˢ˴˶ˮ ˶˸˞˪  ˸ ˞  x ˪˞  

˧ˡ˩ ˸ˣ˯ˮ˪  ˪˴ˮ˪ˣ  ˸ ˞ ˢˤ ˣˮ˸˟ˣ˦˪Φ 

˟˪˷  ˧˷˧˪˷  Υ ˸ ˥˩ˣˢ  ˸ ˪ˣ˩˧ 

ˢ˯ˮˮ  ˭ ˧˟ˢ˪ ˢˬ ˢ˶ˣ˵ ˪˰ˣ˲˟ Σ˶˧˯ˮ  ˸ˣ˷˵˟ ˸ˣ˶˸ˣ˧ˬ  ˢ˯ˮˮˣ ˶ˤ˥˷˪  ˸ ˞ ˢ˰˲˷ˢˢ   ˪ ˰ ˢ˧˴˵˧˪˲˞ˢΦ 

˟ˣ˶˪  ˢ˰˲˷ˢˢ  ˸˧˟˶˧ˬˢ  ˞˪  ˢ˧ˢ˸  ˪˩  ˢ˶ˣ˶˟  ˣ˧˪˞ˬ  ˭˩˪ˣ  ˫˧˶˵ˣ˥ˢ  ˪˷  tƻǊǘ{ǿƛƎƎŜǊ  ˫˧˴˧˪ˬˬ  ˯˥˧˧˸ˢ˪  ˪ ˩˪  

˟˴ˬ ˳ˣ˶˧ˬ ˵˪˥˩ ˢ˶ˡ˯ˬ  ˞ ˪ˣ  ˢ˷˪ˣ˥˩ ˸ˡˡˣ˟ˬ Φ 

 ˫ ˧ˬ˰˲˪  ˫ˣˬ˧˥   ˶ ˣ˟˧˥ˢ  ˧˲˩   x ˮ˧˞˶˷  ˞˪  ˶ˤˣ˰  ˣˮ˪  Σ ˨ ˞   ˫ ˠ   s ˤ˪   ˷ ˧  ˸ˣˮˣ˶˸˲  Φ ˟ ˣ˶˪  ˧˸˶˷  ²9.   ˫ ˧˶˴ˣ˧   ˸ ˣ˧ˢ˷ˢ  

ˡˣ˟˧˰˟  ˸ˣ˷˵˟ˢ  ˫˞  ˸ˣ˥˪˷ˮ  ˶˸ˣ˧  ˧ˡˬ  ˣ˪˞˩  ˭ˬˤ˟  ˱ˣ˲˴   ˧ ˡˬ  Σ˪˩ˣˮ  ˱ˣ˵˰˪  ˸˞  ˢˤ  ˪˰  ˧ˡ˧  ˸˥˧˪˷  ˶˲˯ˬ   ˪ ˣˡˠ  

˪˷  5ǳƳƳȅ wŜǉǳŜǎǘǎ  Σˣ˪˞  ˸ˣ˷˵˟  ˸ˣ˧ˬ˸˯   ˞ ˪˪  ˸ˣ˰ˬ˷ˬ  Σ˨˩˟ˣ  ˶˶ˣ˰ˮ  ˭˲ˣ˞˟  ˭ˣˣ˩ˬ  ˸˞  ˭ˣˮˠˮˬ   s ˧˧ˢ˷ˢˢ  

˸˶˷˟  Σ˸˰˩ˣ  ˸ ˣ˲˵˸ˢ ǎƛƴƎƭŜ ǇŀŎƪŜǘ  ˸ ˣ˪ˣ˩˧ ˡˣ˟˰˪   ˸ ˣ˶ˬ˪  ˭ˬˤ˷  ˰ ˣ˴˧˟ˢ ˭ˢ˪˷  ˫˰ ˢ˧˧ˢ˷ˢΦ 
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ǊŀŎŜ ŎƻƴŘƛǘƛƻƴǎ ˸ˡˣ˵ˮ˟ ˢ˴˵  ˸ ˥˞ 

˸˯ˬ˰ˢ  ˸ˡˣ˵ˮ  ˢ˴˵  ˸˥˞  ˶˲˯ˬ˟  ˪ˣˡˠ  ˪˷  ˸ˣ˷˵˟  ˢ˪ˣ˩˧  ˶˶ˣ˰˪  ˟˴ˬ  ˳ˣ˶˧ˬ  Σ˥˧ˮˮ   ˭ ˣˮˠˮˬ˟  ˪˷  ˯ˣ˲˧˞   ˞ ˬ˯˧˯  

˶ˬˣ˷ˢ ˸˞ ˢˢˤˬ ˷ˬ˸˷ˬˢ  ˸˞ˣ ˭˵ˣ˦ˢ   x ˪˷ ˭˷˯˟   ˪ ˷ ˣ˸ˣ˞  ˷ˬ˸˷ˬΦ 

ˢ˶˵ˬ˟  ˢˤˢ  ˸˥˧˪˷   ˧ ˸˷  ˸ˣ˷˵˟   x ˸ˣ˞ˬ  ˭˷˯ˢ  ˨˞  ˫˰  ˧˸˷  ˫˧˷ˬ˸˷ˬ   ˫ ˧ˮˣ˷  ˢ˪ˣ˩˧   ˪ ˧˟ˣˢ˪   ˸ ˣ˷ˠˮ˸ˢ˪   ˨ ˩  

˭˵ˣ˦˷  ˯ ˣ˲˧˞  ˥ ˪˷˧˧  ˱ ˵ˣ˸˪ ˫ˣ˵ˬ˟  ˭˟˶ˣ˵˪ Φ 

 ˪ ˧˟˷˟   ˸ ˣ˲˵˸ˬ˷  ˣ˪˞˩  ˣˡ˟˰˧  Σ˪˰   ˸ ˣ˪ˣ˰˲ˢ   ˰ ˴˟˸ˢ˪  ˵ˣ˧ˡ˟   ˶ ˡ˯˟  ˭ˣ˩ˮˢ  Σ ˭ ˩˪   ˫ ˧ˬ˰˲˪   ˨ ˧˶˴   ˰ ˴˟˪   ˸ ˞   s ˪ˣ˰˲ˢ  

˶˲˯ˬ ˫˧ˬ˰˲ ˫˰ˣ  ˸˴˵ ˪ˤˬ ˠ˧˷ˮ  ˸˞ ˢ˶˦ˬˢ ˢ˧ˣ˴˶ˢ Φ 

˸ˣ˪ˣ˰˲  ˸ˣ˯˯ˣ˟ˬˢ   ˪ ˰  ˪˧˧ˬ  ˣˬ˩  ˸ˣˬ˧˞   ˥ ˪˷ˮ˷  ˢˬˣˡ˩ˣ   x ˧ˢ˧   ˰ ˵˶˵   s ˟ˣ˦  ˢ˲˵˸ˬ˪   ˶ ˥˞ˬ  ˟ˣ˶˪ˣ  ˭ˢ  ˸ˣ˶ˣ˵   ˟π

¢ƘǊŜŀŘ  l ˶˲ˮ  ˶ ˥˞˪ˣ  ˶ ˟˩˷ ˢˡ˟ˣ˰ ˢ˷˵˟ˢ ˸˶˷˟ Φ 

ˢˡ˟˰ˬ˟ ˢ˞˟ˢ ˢ˥˪˷ˮ ˢˮˬˤˢ  ˸ ˣ˧ˢ˪ ˶ˣ˦˶˦˯˧ˮ˧ˬˡ˞  ˶˸˞˟ ˸˟ˣ˸˩˪  ˪ ˧˧ˬˢ Υ 

ŎŀǊƭƻǎϪƎƛƴŀƴŘƧǳƛŎŜΦǎƘƻǇ 

˨˞  ˭˧˧ˡ˰ ˞˪  ˶˴ˣˮ   ˭ ˣ˟˷˥  ˶˸˞˟  ˫˰  ˪˧˧ˬˢ  ˢˤˢ  Σˢ˶˦ˬˢ  ˣˮ˪˷  ˶˷˵˪ ˸˞  ˪˧˧ˬˢ ˷ˬ˸˷ˬ˪ ˣˮ˪˷ Σ˪˟˵˪  ˸ ˣ˪ˣ˩˧  

˪˷  ˶ˣ˦˶˦˯˧ˮ˧ˬˡ˞ ˶˸˞˟  ˵ˣ˥ˬ˪ˣ  ˸˞ ˶ˤˣ˧ˢ ŎŀǊƭƻǎ Φ 

˟˪˷˟  ˭ ˣ˷˞˶ˢ ˢ˴˶ˮ   ˞ ˣ˴ˬ˪  ˸ ˡˣ˵ˮ  s ˴˵  ˸ ˧˦˧˶˵ ˢ˲˧˵˸˪  Φ 

 

 

 ˶ ˥˞˪   ˸ ˣ˶˟˥˸ˢˢ   ˷ ˬ˸˷ˬ˪ ˣˮ˪˟˧˵˷  Σˡˣˬ˰˟  ˪˧˲ˣ˶˲ˢ  ˷ ˧  ˸ ˣ˶˷˲˞  ˭ ˣ˩ˡ˰˪  ˪˧˧ˬˢ  Σˢ˯ˮˮ ˥˸ˮ˪  ˨ ˧˞   ˨ ˧˪ˢ˸ˢ  

ˠˢˮ˸ˬ ˟˴ˬ˟ ˪˧ˠ˶ Φ 
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˶˥˞˪  ˭ˣ˩ˡ˰  ˸˟ˣ˸˩  ˪˧˧ˬˢ  ˪˧˲ˣ˶˲˟  ˶˸˞˟  Σ˷˶ˡˮ  ˶ˣ˷˧˞  ˱˯ˣˮ  ˪˧˧ˬ˟  ˧˲˩  ˰˧˲ˣˬ˷  ˢ˪˰ˬ  Σ˶˥˞˪   ˶ ˣ˷˧˞ˢ  

˫˧˪˟˵ˬ ˢ˰ˡˣˢ  ˸˟ˣ˸˩ˢ˷  ˢˮ˩ˡˣ˰ Φ 

 

ˢ˯ˮˮ  ˶ˣ˵˥˪  ˸˞  ˢ˷˵˟ˢ  ˸˥˪˷ˮ˷  ˸ˡˣ˵ˮ˪  ˢ˴˵ˢ  ˶˸˞ˢˬ  Σ˵ˣˡ˟ˮ  ˸˞  ˭˩ˣ˸ˢ  ˢ˪˷  ˢ˯ˮˮˣ  ˸ˣ˪ˡ˪  ˫˷ˬ  ˫˧ˤˬ˶ Φ 
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