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:PCRs-n m1an |70

Initial startup FW at CPU reset vector

PCR[@] « CRTM, UEFI Firmware, PEI/DXE |BIOS

- UEFI Boot and Runtime Services, Embedded EFI OROMs

- SMI Handlers, Static ACPI Tables

PCR[1] « SMBIOS, ACPI Tables, Platform Configuration Data
PCR[2] EFI Drivers from Expansion Cards |[Option ROMs

PCR[3] Option ROM Data and Configuration

PCR[4] UEFI OS Loader, UEFI Applications |[MBR

PCR[5] EFI Variables, GUID Partition Table |[MBR Partition Table
PCR[6] State Transitions and Wake Events

PCR[7] UEFI Secure Boot keys (PK/KEK) and variables (dbx..)
PCR[8] TPM Aware 0S specific hashes |[NTFS Boot Sector
PCR[9] TPM Aware 0S specific hashes [NTFS Boot Block
PCR[10] <« [Boot Manager

PCR[11] « BitLocker Access Control

rA e

Hash X230 122002 D721V K78 ,DTIN YN DX DTV D'PNIN IS X7 PCRs-Nw |'an%? a1wn

NNOIIN NIYXNNA D"7N W7 NOOINN NWTN NT TN 72 .Extension

‘ (PCR[new] = SHA256(PCR[old] | | measurement)
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Winbond 3V 128M-BIT SERIAL FLASH MEMORY WITH DUAL/QUAD SPI & QPI
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210 DX 77DN V79 NITN 727721 ,2aWN1 NDNNN DR NINT? DN N7V9NN NDWYNY XTI N'WKD
(179 MIWENN 21R101N91 109 ,2aWN

flashrom -p ch34la_spi
flashrom v1.2 on Linux
Using clock _gettime for delay loops (clk_id: 1, resolution: 1ns).
Found Winbond flash chip "W25Q64.V" (8192 kB, SPI) on ch34la_spi.

'0"7 7Y NN NI (MBS 3"TA) N 7TIA7 ORNNA NPT 1901 NNRY N'IYWY 22w RN}
N7 09770 DN 7WO'N7 NI71D' NINMPY DIWYN ['PN 11'D DX7'NY NNYIZ OARTAY XTI7 XD )'7NN2
DYINIAN Y 7w checksums-n "2 NHIWATZI N7190 ARMp Y¥a? ymm P71 nnwin nniva awe

7Y

sudo flashrom -p ch34l1a _spi -r firmware_dump2.bin

sha256sum firmware dump.bin firmware dump2.bin

Oy NXp 7NY] NNXNN 0IN ' nT'NAl L |'w?h SNXTAY D'NIV] nIn% 7501 o'mrim checksums-n ox

JUIRR-|'97 DXNINA DY'72200 "I 7Y WAT DY INA7 UTNN INIX 1207 1011 IX 097770

NNYIN NX ATNYWY? TWONN 121N SpMn Yapn 7w 12 X7 a1wn 9NN nnNn'pPn NiN'R INNY
DA NTPONN IRY'N NOAVNNY N'0ANI,N0D"2I0N 0IDTY IX NA'ND NI'YLY 001 v 7N NAIENn

NNYIRN T OV 0"01 IX NIDAIoON NI71V9 INKY?

NnNYIEN [NO'T NINN

AYON LYNYT D NDMX NDWNNY Nn 75 IR Nwyn? 7'onn N1an 12191 n'7ann nnvipn yi?'n oy
0121 NT2A7W2 .MIY 'M19 N1an W' TNXR 727 DINA 0'-ZIP 'NN TV 7onw ZIP yalp 1) Nt 7y 21wn?
.UEFI nnwijza vt s ,NIMAI7 TyImn 0o |9IX Y73 Ty ,UEFITool bwa qoI11 TN 22 n71y9Y
23w2 |ND'TN MITR DPI7N 70 IR AN 701'R 7Y Flash Descriptor-n X w197 yTI* nwyn? *nHn

NNYIPN Y 7D 72U NRYTR NN TWONAY NN N'DNA MY

:D'MP'YN WUR79N NITR DR NIXYYT 72011 7Y vana

23w DNITRN NPI7N DX TN - Flash Descriptor o
NVRAM-n nXI UEFI-n TIj7 X 720 - BIOS Region o
Intel Management Engine nnwij? - ME Region e
NYIN P2 MIXN - GbE Region e

D'9011 NNNIDV79 1IN - PDR Region e
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:D'RXN 1DINA .1N7W 'TOINN TV KIN BIOS-n TR

(PEI 21T ,DXE ™2 T) 0'MIX1A UEFI 21T e

EFl 1nwn DMy 12w Diznn - NVRAM anwn jonn e

TOWN MIXNIZINNR NNTAN e

17w NNLAXN NINYTNYI Bitlocker NIANINN? NWPA VTN DADTNV7 e

Structure
Name Action Type Subtype Text
UEFI image Image UEFI
Padding Padding Non-empty
Intel microcode Microcode Intel
Intel microcode Microcode Intel
Intel microcode Microcode Intel
Intel microcode Microcode Intel
Intel microcode Microcode Intel
Intel microcode Microcode Intel
Padding Padding Non-empty
~ 9CE95FD9-6E19-40E7-9A... Volume FFSv3
~ 6C60EEQ0-C316-4C95-... File Raw
Padding Padding Empty (FFh)
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv3
Padding Padding Non-empty
» FpNvStorage Volume NVRAM
» EfiSystemNvDataFvG.. Volume NVRAM
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv3
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» B73FE497-B92E-416E... Volume FFSv2
» 7BEBD21A-A1E5-4C4C.. Volume FFSv2
» 52F1AFB6-78A6-448F.. Volume FFSv2
Padding Padding Non-empty
» BA34AASB-110E-4B10.. Volume FFSv2
» B73FE497-B92E-416E... Volume FFSv2
» 7BEBD21A-A1E5-4C4C.. Volume FFSv2
» 52F1AFB6-78A6-448F... Volume FFSv2
Padding Padding Non-empty
» BA34AASB-110E-4B10.. Volume FFSv2
» SystemFlashUpdateDr.. File DXE driver SystemFlashUpdateDriverDxe
Padding Padding Non-empty
» 9CE95FD9-6E19-40E7-9A.. Volume FFSv3
Padding Padding Non-empty
20mw-1 UEFI niapnn :po'Tn NN 0'X119
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NVRAM-n 2nwn yI'7'n

UEFITool 1'% .nd>ynn NINTan DX ‘w191 790w NVRAM-N ITRA TANnY? |atn yan nyd
AINWY 1 Extract body nnial NVRAM DI'71 DNRNA ,NVIYD T NNIX2 NIXT NIYY7 117 TWONN

:UEFITool 7w 17N TIy2 NINDYT 2211 IMIXY '0I171N 7700 NIX IR YAl

btructure
Name Action Type Subtype Text =
UEFI image Image UEFI
~ EfiSystemNvDataFvGuid Volume NVRAM
v VSS2 store VSS2 store
EfiCustomModeEnabl.. VSS entry Auth CustomMode
Invalid VSS entry Invalid
EfiVendorKeysNvGuid VSS entry Auth VendorKeysNv
Invalid VSS entry Invalid
4D1EDEOS-38C7-4A6A.. VSS entry Auth FirmwareFeatures
4D1EDEOS-38C7-4A6A.. VSS entry Auth FirmwareFeaturesMask
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 1
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 2
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 3
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 4
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 5
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 6
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 7
IScsiConfigGuid VSS entry Auth InitialAttemptOrder
EfiIScsiInitiatorN.. VSS entry Auth Attempt 8
Invalid VSS entry Invalid
EfiGlobalvariableG.. VSS entry Auth Boot0000
Invalid VSS entry Invalid
EfiGlobalvariableG.. VSS entry Auth PlatformLang
EfiGlobalvariableG.. VSS entry Auth Lang
EdkiivarErrorFlagG.. VSS entry Auth VarerrorFlag
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
EfiGlobalvariableG.. VSS entry Auth Key0000
EfiGlobalvariableG.. VSS entry Auth Key0001
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid v
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2INNKRN INT2 DN NYNNYN nNYIPAY D"N'MXN D' INYNN DX N7 N1 Yalpn NN'NS ANNY

.EFI-0 a1nwn pnonixn 12w 2VSS-n N1an NX N'9'¥901,N"7V9Nn Ndvn Dy nmivpnal

:NINIY D¥I9IN DINWAN |12

(Custom IX '7'21) Secure Boot a¥n - CustomMode e

[N¥' NINNon - VendorKeysNv o

nNMT NI NNIY? DX NNWIZNY NI - FirmwareFeatures / FirmwareFeaturesMask o
7INNX DY - D'NIT 01 0000Boot @

Secure Boot ninnon - 0001Key0000, Key o

NOWN NOW NINTAN - PlatformlLang, Lang e

NYN 2INNNYT iSCSI nNTan - IScsiConfigGuid o

M"9 NIN'AY [IN'0 - VarErrorFlag e

AYNN ONNTA DMUR TV IR N7 17NN1w DINWN 17X, Invalid-2 Dtanionn 021y 1901 NIk 721

JIN'wa X'7D DNIN NINoN 71 K78 T DY 0RIN NN X7 X7 nnwipnl

X7 11NIX .NVRAM-D DINI DNWIZN N1an 7¢ 7my NN MMR IX 'R DNXYY N9'PNn NnonY
'R 72V 1795 namn 727 awn 3 2R ,Ndwna nanwn 75 on''a nn Ik DXE 7Tm 75 an% ooy

.0192n NN 7INNKN X1 'XI1,0'NYNN 0DI0NIKN N9'X ,NIANIRND NNYIN

UN'790 |ND'T 7V Naan

NIST SP |n2 NNTAMN NI'NINN 2V D'00IANN NIAN 112N DM NINTIA 701'K NINNIDLYT9
VN N2 DUTIYY D00 NIYXNNA DI 178 D112 .800-147 BIOS Protection Guidelines

LNNYIPN DR NNRY7 YA 'M721'01 72 yIn71 D0 pn WX790 NITX 72V 207 DT'PONY ,0aW0N

D"'TOINN N1ANN 12N - BIOS_CNTL

NNUVIN 2120 AYI7Y 7710 KD NNl DNYIRA Ta?7 'RYN M n7Rwa 071Y BIOS_CNTL 1000

DMy

System Management 2¥n%7 N0'1D 2NNV |11211 :SMM NIYXNXA NAND N - SMM_BWP
.NNYIR7 N7 NIn 7y Mode

NNYIRT D2 WWORT? N0 1'7nnw oyo 751 (SMI) nTin'7n 7'yon :BIOS Nn'7'va [122an - BLE e

.NY1D YINYI DMRIN X7 N2'ND N0 07 SMM-7 IX NNXY NNYWIRT7 AWORYT X' Nnonn
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INY TWKD .N2MDY N7TN DR M0 IX NNID 7W191W 72T INT :ANWIERY? NAMD ann - BIOSWE e

NNYINY n'van? IMVNY |NNXN N9DXN 11210 INTI AYOXNN 1I'KR 1'DN'Y ,0171V1 0111200

T2 ARNPY IRYN

13.1.32 BIOS_CNTL—BIOS Control Register
(LPC I/F—D31:F0)

Offset Address: DCh Attribute: R/WLO, R/W, RO
Default Value: 20h Size: 8 bit
Lockable: No Power Well: Core

Bit Description

7:6 Reserved

SMM BIOS Write Protect Disable (SMM_BWP)— R/WLO.
This bit set defines when the BIOS region can be written by the host.
0 = BIOS region SMM protection is disabled. The BIOS Region is writable regardless if

5
processors are in SMM or not. (Set this field to 0 for legacy behavior)
1 = BIOS region SMM protection is enabled. The BIOS Region is not writable unless all
processors are in SMM.
4 Top Swap Status (TSS) — RO. This bit provides a read-only path to view the state of
the Top Swap bit that is at offset 3414h, bit 0.
SPI Read Configuration (SRC) — R/W. This 2-bit field controls two policies related to
BIOS reads on the SPI interface:
Bit 3 - Prefetch Enable
Bit 2 - Cache Disable
Settings are summarized below:
Bits 3:2 Description
No prefetching, but caching enabled. 64B demand reads load
3:2 00b the read buffer cache with "valid” data, allowing repeated code
fetches to the same line to complete quickly
No prefetching and no caching. One-to-one correspondence of
01b host BIOS reads to SPI cycles. This value can be used to invalidate
the cache.
Prefetching and Caching enabled. This mode is used for long
10b . . g
sequences of short reads to consecutive addresses (i.e., shadowing).
Reserved. This is an invalid configuration, caching must be
11b P
enabled when prefetching is enabled.
BIOS Lock Enable (BLE) — R/WLO.
1 0 = Setting the BIOSWE will not cause SMIs.
1 = Enables setting the BIOSWE bit to cause SMIs. Once set, this bit can only be
cleared by a PLTRST#
BIOS Write Enable (BIOSWE) — R/W.
0 = Only read cycles result in Firmware Hub I/F cycles.
0 1 = Access to the BIOS space is enabled for both read and write cycles. When this bit is

written from a 0 to a 1 and BIOS Lock Enable (BLE) is also set, an SMI# is
generated. This ensures that only SMI code can update BIOS.

[Intel® 6 Series Chipset and Intel® C200 Series Chipset Datasheet :11jm]

11

20w-1 UEFI nI9pnn :porTn NN 019
www.DigitalWhisper.co.il

2026 WNIN2D ,182 |I'a


https://www.intel.com/content/dam/www/public/us/en/documents/datasheets/6-chipset-c200-chipset-datasheet.pdf

Technologic

D'NIIV N2AN 122N - PRO-PR4

NIMIX'N NIANON DAIM WR790N0 DNITR NYAnN D' Tan Protected Range-n Muoan

ATR? NP'NN IR D2MD [1'0" 72 NNoIN NNINN 7'Wo DT 72T TWUKRD :Write Protection Enable o
.N12IN2 N'I7N NI'RY,NININN NN NN IT 712201 0'0aN T 7y YMInY

.NNINN T 7V [0 DA NINONI AN MITR? NI ,7'UD DT 72T UKD :Read Protection Enable o

NIUNN 77N AN TN 7W D'P1ITAN NI712a0 DX D' TaN :Protected Range Base / Limit o
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21.1.13 PRO—Protected Range 0 Register
(SPI Memory Mapped Configuration Registers)

Memory Address: SPIBAR + 74h Attribute: R/W
Default Value: 00000000h Size: 32 bits
Note: This register can not be written when the FLOCKDN bit is set to 1.
Bit Description

Write Protection Enable — R/W. When set, this bit indicates that the Base and Limit
fields in this register are valid and that writes and erases directed to addresses between
them (inclusive) must be blocked by hardware. The base and limit fields are ignored
when this bit is cleared.

30:29 | Reserved

Protected Range Limit — R/W. This field corresponds to FLA address bits 24:12 and
specifies the upper limit of the protected range. Address bits 11:0 are assumed to be

31

25:16 FFFh for the limit comparison. Any address greater than the value programmed in this
field is unaffected by this protected range.
Read Protection Enable — R/W. When set, this bit indicates that the Base and Limit
15 fields in this register are valid and that read directed to addresses between them

(inclusive) must be blocked by hardware. The base and limit fields are ignored when
this bit is cleared.

14:13 | Reserved

Protected Range Base — R/W. This field corresponds to FLA address bits 24:12 and
specifies the lower base of the protected range. Address bits 11:0 are assumed to be
000h for the base comparison. Any address less than the value programmed in this
field is unaffected by this protected range.

12:0

[Intel® 6 Series Chipset and Intel® C200 Series Chipset Datasheet :11jm]
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2. BIOS Update Authentication

2-A There shall be a Root of Trust for Update (RTU) that contains a signature verification
algorithm and a key store that includes the public key needed to verify the signature on the
BIOS update image.

2-B The key store and the signature verification algorithm shall be stored in a protected fashion on
the computer system and shall be modifiable only using an authenticated update mechanism or
a secure local update mechanism as outlined in Section 3.1.2.

2-C The key store in the RTU shall include the public key for verifying the signature on a BIOS
update image or include the hash [FIPS 180-3] of the public key for verifying the signature on
a BIOS update image that includes the public key. In the latter case, the update mechanism
shall ensure that the hash of the public key provided with the BIOS update image appears in
the key store before using the provided public key to verify the signature on the BIOS update
image.

2-D BIOS images shall be signed in conformance with NIST SP 800-89, Recommendation for
Obtaining Assurances for Digital Signature Applications [SP800-89], using an approved
digital signature algorithm as specified in NIST FIPS 186-3, Digital Signature Standard
[FIPS186-3], that provides at least 112 bits of security strength, in accordance with NIST SP

800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic
Algorithms and Key Lengths [SP800-131A].

2-E The authenticated update mechanism shall ensure that the BIOS update image has been
digitally signed and that the digital signature can be verified using one of the keys in the key
store in the RTU before updating the BIOS.

[NIST BIOS Protection Guidelines :11pn]
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PS C:\Windows\system32> manage-bde c-

BitLocker Drive Encryption: Configuration Tool version 10.0.19841
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

Volume C: []

All Key Protectors

TPM:
ID: {61C3ABSA-0638-4D02-AB28-0FCA4BO9FO1E2}
PCR Validation Profile:
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e https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-147.pdf

e https://www.intel.com/content/dam/www/public/us/en/documents/datasheets/6-chipset-

c200-chipset-datasheet.pdf

e https://learn.microsoft.com/en-us/windows/security/operating-system-security/data-

protection/bitlocker/countermeasures

e https://www.pjrc.com/teensy/W25Q128FV.pdf

e https://web.archive.org/web/20160610025935/https://cansecwest.com/slides/2013/Evil%2

0Maid%20Just%20Got%20Angrier.pdf

e https://blog.elcomsoft.com/2021/01/understanding-bitlocker-tpm-protection/

e https://opensecuritytraining.info/IntroBIOS files/Dayl 00 Advanced%20x86%20-

%20BI0S%20and%20SMM%20Internals%20-%20Motivation.pdf

e https://blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSAQ9-Woijtczuk-AtklntelBios-

SLIDES.pdf
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