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e Azure App Service - *.azurewebsites.net
e Azure Blob Storage - *.blob.core.windows.net
e Azure Traffic Manager - *.trafficmanager.net
e Azure CDN - *.azureedge.net

e Azure Cloud Services I-VMs - *.cloudapp.azure.com
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$ dig files.mcp-pro.com

;i <<>> DiG 9.18.39-Bubuntud.2d.064.1-Ubuntu <<>> files.mcp-pro.com
i1 global options: +cmd
i+ Got answer:
; —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 8700
; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

; OPT PSEUDOSECTION:

EDNS: version: O, flags:; udp: 4096
:+ QUESTION SECTION:
;files.mcp-pro.com. IN

;1 ANSWER SECTION:

files.mcp-pro.com. 3473 IN CNAME shiradnstest326606718.213.web.core.windows.net.

i1 Query time: 3 msec
i+ SERVER: 10.255.255.25u#53(10.255.255.254) (UDP)

; WHEN: Sat Oct 18 21:13:54 IDT 2025

$ curl -I https://shiradnstest326606718.blob.core.windows.net

curl: (6) Could not resolve host: shiradnstest326606718.blob.core.windows.net
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S.mcp-pro.com -vv

projectdiscovery.io

rent nuclei version: v3.4.10 ( )
Current nuclei-templates version: v10.3.0 (

New templates added in latest release: 124

Templates loaded for current scan: 1
Executing 1 signed templates from projectdiscovery /nuclei-templa
Targets loaded for current scan: 1
] Microsoft Azure Takeover Detection (@pdteam
] [ ] [ ] files.mcp-pro.com ["shiradnstest
Scan completed in 116.951893ms. 1 matches found

wTN Azure storage account 17W Subscription-n NNN 1I¥' 9PINN ,'119 DYDY NINON N7 10N DX

:blob.core.windows.net NnNN DwN INIX DV

Microsoft Azure £ Search resou

Create a storage account

Basics Advanced Networking Data protectior Encryption Tags Review + create

Azure Storage is a | ft-managed service providing cloud storage that is highly available, secure, durable, scalable, an
bs {objects), Azure Data Lal ZI

t depends on the usage and the option:

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
your stol count together with other resources.

manag

Subscription *
Resource group * C—
Create nev
Instance details
Storage account name * (& | shiradnstest326606718 I

N1IIY7) Y290 |"AIT AR0N NX 21720 NNN TANT7 X QeInn L NIvnwnn 1*70N DX 0107 '

:(Custom domain

Home > shiradnstest3266067

@® shiradnstest326606718 | Networking

Storage account

8

‘/’" net X | X«

Public access Private endpoints Network routing Custom domain
~  Security + networking

& Networking Configure a custom domain for accessing blob data in your Azure storage account, like www.contoso.com. There are two
methods you can use to set up a custom domain.

~ Automation
1. Create a CNAME record with your DNS provider that points from your doemain (like www.contoso.com) to

% Export template shiradnstest326606718.blob.core.windows.net then enter your domain below. This method is simpler, but results in a brief
downtime while Azure verifies the domain registration.

2. Create a CNAME record with your DNS provider that points from the "asverify" subdomain (like
asverify.www.contoso.com) to asverify.shiradnstest326606718.blob.core.windows.net. After this step completes, enter your
domain below {exclude "asverify"). This method does not incur any downtime. To use this method, select the 'Use indirect
CNAME validation' checkbox.

Learn maore about managing custom domains

Domain name | files.mcp-pro.com

Use indirect CNAME validation @ D Use indirect CNAME validation
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= $web

Container

o arc & N > fi
4 addDieciory T Upload £ Change accesslevel () Refesh

1 Overview —
O Sweb
2 Diagnose and solve problems o . .
Authentication method: Access key (Switch to Microsoft Entra user account)

pp\ Access Control (IAM) Y Add filter

> Seftings

| O Search blobs by prefix (case-sensitive)

Showing all 2 items
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e  Microsoft Learn - Prevent dangling DNS records and subdomain takeover:

https://learn.microsoft.com/en-us/azure/security/fundamentals/subdomain-takeover

e Nuclei Azure Takeover Templates: https://github.com/projectdiscovery/nuclei-

templates/blob/main/dns/azure-takeover-detection.yaml|

e Subjack - Subdomain Takeover tool: https://github.com/haccer/subjack
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