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˞ˣ˟ˬ ˸˴˧˶˲˪ ˸ˣ˩˶˰ˬ Embedded π ˵˪˥ ˟' 

˸˞ˬ ˶˧ˮ ˯˪˧ˠ ˡ˶˞ˣ ˡ˪˲ˮˮˣˡ 

 

ˢˬˡ˵ˢ 

˧˞ ˫˷ ˶˞ˣ˶˟˲˟ нлмт ˞˴˧˷˩ ˭ˣ˧˪˧ˠˢ s-ул ˪˷ Digital Whisper ,ˢ˧ˢ ˶ˬ˞ˬ ˟˸˩ˮ˷ ˰˽˧ ˭l ˡ˪˲ ˫˰ 

˸˶˸ˣ˩ˢ "˞ˣ˟ˬ ˸˴˧˶˲˪ ˸ˣ˩˶˰ˬ Embedded - ˵˪˥ ˞' ,"ˤ˞ˬˣ ˵˪˥ ˟ ˼˞˪ ˫˯˶ˣ˲ .˶˟˰ˬ ˨˩˪ ˢˤ˷ ˶ˬ˞ˬ 

˭˧˧ˮ˰ˬ ˡˣ˞ˬ ,ˣˮ˥ˮ˞ ˫˧˴˧˪ˬˬ ˫ˣ˥˟ ˞ˣ˶˵˪ ˣ˸ˣ˞ ˢˬˡ˵ˢ˩ ˶ˬ˞ˬ˪ ˢˤˢ ,˭˩˷ ˣˮ˥ˮ˞ ˨˧˷ˬˮ ˢ˸ˣ˞ˬ ˢˡˣ˵ˮˢ 

ˢ˟˷ ˶˴˰ ˭l. 

˧ˡ˩ ˪˧˥˸ˢ˪ ˢˡˣ˵ˮ˟ ˢ˟˷ ˭l ˶˴˰ ,ˣˮ˥ˮ˞ ˠ˧˷ˮ ˸˞ s-Firmware ˪˷ ˶˦ˣ˞˶ˢ ˢ˧ˢ˷ ˵˪˥˟ ˞) ˼˫ˠˡ TL-

WR740N ˪˷ TP-Link .(ˢ˶˦ˬˢ ˸˧˲ˣ˯ˢ ˣˮ˪˷ ˞˧ˢ ˳˧˶ˢ˪ ˡˣ˵ ˸ˣ˰˴ˬ˞˟ ˢ˷˪ˣ˥ ˪˰ ˶˦ˣ˞˶ˢ ,˸˟ˣ˦˪ˣ ˨˩ 

ˣˮ˥ˮ˞ ˢ˪˧˥˸ ˫˧˶ˮ ˢ˧˴˪ˣˬ˞ ˪˷ ˶˦ˣ˞˶ˢ )˶ˬ˞ˬ ˢˤ - ˵˪˥ ˟ ('˶ˣˤ˰˸˷ ˣˮ˪ ˫˧˶ˢ˪ fuzzer ˨˷ˬˢ˟ ˵ˣˡ˟˪ˣ 

˸ˣ˶˰˷ˢ ˸ˣ˰˴ˬ˞˟ ˢ˴˶ˢ ˪˷ ˫˧˴˟˵ˢ ˣˮ˥ˮ˞˷ ˫˧˶˵ˣ˥ )˶ˬ˞ˬ ˨˷ˬˢ - ˵˪˥ ɣ.(' 

ˣˮ˥ˮ˞ ˫˧˥˧ˮˬ ˧ˬ˷ ˞˶ˣ˵˷ ˸˞ ˶ˬ˞ˬˢ ˢˤˢ ˶˧˩ˬ ˸ˣˡˣ˵˲ ˟˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˯˵ˣˮ˧˪ ˶˧˩ˬˣ ˦˰ˬ ˸˞ 

ˢˮ˟ˬˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ .ˣˮ˥ˮ˞ ˫˧˴˧˪ˬˬ ˟ˣ˷ ˫ˣ˥˟ ˞ˣ˶˵˪ ˸˞ ˵˪˥ ˞ '˪˷ ˭l ˡ˪˲ ,ˣ˧˪˰ ˣˮ˥ˮ˞ 

˫˧˯˯˟˸ˬ ˶ˬ˞ˬ˟ ˢˤ. 

 

˸ˠ˷ˢ ˸˶˧˵˥ˣ s-Firmware 

ˢ˥ˮˢ˟ ˷˧˷ ˫˩˪ ˸˞ ˶˧˷˩ˬˢ ˣˬ˴˰ ˢˣˣ˵˸˟ˣ ˫ˠ ˡˣ˰ ˢˬ˩ ˫˧˪˩ ˫˧˲˯ˣˮ ˫˵˪˥˷ ˣˠ˴ˣˢ ˵˪˥˟ ˭ˣ˷˞˶ˢ ,˷˧ 

ˠ˧˷ˢ˪ ˸˞ s-firmware ˣ˪˷ .˸˧˲˧˴˲˯ ˫˧˶˦ˣ˞˶˟ ˶˵˧˰˟ˣ ˫˧˶˦ˣ˞˶˟ ˫˧ˮ˷˧ ,ˢ˧ˢ ˟ˣ˷˥ ˢ˶˟˥˪ ˶˧˞˷ˢ˪ 

˫ˬ˴˰˪ ˨˶ˡ ˶˟˥˸ˢ˪ ˸˩˶˰ˬ˪ ˫˧˴˟˵ˢ ˪˷ ˶˧˷˩ˬˢ ˧ˡ˩ ˸ˣˢˤ˪ ˭˵˸˪ˣ ˸ˣ˪˵˸ ˞˪˷ ˣ˧ˢ ˫˧˴ˣ˶ ˠ˧˴ˢ˪ 

˷ˬ˸˷ˬ˪ ˦ˣ˷˲ˢ - ˫˷˪ ˨˩ ˷˧ ˫˧˶ˣ˟˧˥ ˪˰ ˥ˣ˪ˢ ˫˞ ˞˪˷ ˫˧˷ˠˮˣˬ ˢ˴ˣ˥ˢ )˭˧˞ ˫ˢ˪ ˶ˣ˟˧˥ ˵˧˦˯˪˲˟ ˪˷ 

ˢ˯˲ˣ˵ˢ ˭˧˞ˣ ˷ˬˬ USB x˞ ˶˟˥ˬ ˶˥˞ ˧˶ˮˠ ˶ˣˬ˞˷ ˶˟˥˸ˢ˪ ˫ˢ˧˪˞ (˫˧˶˷˲˞ˬ˷ ˢ˷˧ˠ ˢ˥ˣˮ ˫˧˞ˮ˩˦˪ .

˨˶ˡ ˢ˷˧ˠˢ ˸˞ˤˢ ˫ˠ ˡˣ˞ˬ ˢ˥ˣˮ ˫˧˶˵ˣ˥˪ ˧ˡ˩ ˠ˧˷ˢ˪ shell ˱˧˪ˡˢ˪ˣ ˢ˴ˣ˥ˢ ˸˞ ˸˩˶˰ˬ ˫˧˴˟˵ˢ ˪˷ 

˟˧˩˶ˢ ,ˢˬ ˶˷˲˞ˬ˷ ˶˵˥ˬ ˵˧ˬ˰ˬ ˪˰ ˫˧˴˟˵ˢ ˰ˣ˴˧˟ˣ ˪˷ ˢ˧˴˪ˣˬ˞ .˫˧˞ˣ˶ ˢˬˠˣˡ ˨˩˪ ˵˪˥˟ ˞ '˪˷ 

˸˶ˡ˯ ˫˧˶ˬ˞ˬˢ ,ˢ˟ ˭l ˶˟˥˸ˢ ˪-UART ˧ˡ˩ ˠ˧˷ˢ˪ shell .ˣˮ˥ˮ˞ ,˧˴ˣ˪˧˞ˬ ˶ˣ˯˥ˬˢ ˶˦ˣ˞˶˟ ˧˲˧˴˲˯ˢ ,

ˣˮ˷˲˧˥ ˸˞ s-firmware ˶˸˞˟ ˪˷ ˢ˶˟˥ˢ ,ˢˬ ˫˧ˬ˰˲˪˷ ˟˧ˮˬ ˸ˣ˞˴ˣ˸ ˸ˣ˧˟ˣ˧˥ )ˣˬ˩ ˢ˶˵ˬ˟ ˢˤˢ (! 

https://www.digitalwhisper.co.il/files/Zines/0x50/DW80-1-EmbeddedHacking.pdf
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˸ˣ˶˰ˢ ˫˧˟˸ˣ˩ˢ :˵˪˥ˢ ˪˷ ˢ˧˴˪ˣˬ˞ˢ ˞˪ ˶˟ˣ˰ ˵˪˥ .˱˞ ˫˰˲ .˧ˡ˩ ˶˧˞˷ˢ˪ ˸˞ ˶ˬ˞ˬˢ ˥ˣˣ˦˟ 

˫˧ˡˣˬ˰ˢ ˶˧˟˯ˢ )˸ˣ˥˲ ˬ-млл ,(ˣˮ˥ˮ˞ ˫˧˞˶ˬ ˫˩˪ ˸˞ ˶˴ˣ˸ˢ ˧˲ˣ˯ˢ ˪˷ ˫˧˟˪˷ˢ ˣ˪˧˟ˣˢ˷ ˢ˥˪˴ˢ˪ .˫˰ 

˸˞ˤ ,˪˩˟ ˟˪˷ ˟˪˷ˣ ˣ˧ˢ ˶˲˯ˬ ˸ˣˮˣ˪˷˩ ˫ˢ˟˷ ˫˧˶˟ˡ ˞˪ ˫˧ˡ˟ˣ˰ x˞ ˞˪ ˫˧˪˲ˬ˵˸ˬ ˨˧˶˴ˣ ˶ˣ˵˥˪ ˸˞ 

ˢ˧˰˟ˢ :ˣˮ˥ˮ˞ ˭˧˧˴ˮ ˢ˶˴˵˟ ˸˞ ˵˪˥ ˸ˣ˧˰˟ˢˬ ˨˪ˢˬ˟ ˨˶ˡˢ ,˪˟˞ ˣ˰ˡ˸˷ ˫˩˪ ˨˧˪ˢ˸ˢ˷ ˞˪ ˶˴˵ ˞˪ˣ 

˵˪˥ ,˭˩˪ˣ ˣ˶ˤ˞˸ ˸ˣˮ˪˟˯˟ ˢ˶˸˧ ˫˸˞˷˩ ˫˧˷ˠ˧ˮ ˦˵˧ˣ˶˲˪ ˠˣ˯ˬ ˢˤ. 

˨˶ˣ˴˪ ˭˧˧ˮ˰ˢ ,ˢ˴˪ˬˢˢ ˞˧ˢ ˡ˧ˬ˸ ˸ˣ˯ˮ˪ ˡˣ˟˰˪ ˪˰ ˢ˟˧˟˯ ˢ˟ˣ˶˵˷ ˶ˣ˵ˬ˪ ˣ˸ˣ˞ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˸ˣˬˡ˪ .˫˰ 

˸˞ˤ ,ˣˮ˥ˮ˞ ˣˮˡ˟˰ ˪˰ Ubuntu 14 )˪˪ˠ˟ ˶˟ˣˡˬ˷ ˢ˶ˬˣ˥˟ ˷ˬˬ ˢˮ˷˧ ,(˪˟˞ ˨˶ˣ˞˪ ˨˶ˡˢ ˣˮ˟ˢ ˪ˣ˩˧˷ 

˸ˣ˧ˢ˪ ˡˣ˞ˬ ˥ˣˮ ˡˣ˟˰˪ ˪˰ Debian ˢ˯˶ˠ т ˧˩ˢ˷ˣ ˥ˣˮ ˣˮ˪ ˡˣ˟˰˪ ˪˰ docker .ˣˮ˧˪˧ˠ ˫ˠ ,ˣˮ˶˰˴˪ ˟˶ˢ ,˟˷-

Ubuntu 14 s-docker ˡ˟ˣ˰ ˷ˬˬ ˰ˣ˶ˠ ,˭˩˪ˣ ˣˮ˶˟˰ˢ ˸˞ ˦˵˧ˣ˶˲ˢ ˢ˯˶ˠ˪ мс . 

 

˸˶˧˵˥ Firmware - ˳ˣ˪˧˥ ˫˧˴˟˵ˢ 

˪˧˥˸ˮ ˷ˬ˸˷ˢ˪ˬ ˧˪˩˟ ˫˷˟ binwalk )˧˪˩ open source ˸˶˧˵˥˪ ˫˧˧˶˞ˮ˧˟ ˸˞˴ˣˢˣ ˫˧˴˟˵ ˫˩ˣ˸ˬ.( 

˪˧˟˷˟ ˸ˣ˞˶˪ ˢˬ ˷˧ ˳˟ˣ˵˟ ˣˮˡ˶ˣˢ˷: 

 

ˣˮ˥ˮ˞ ˫˧˞ˣ˶ header ˣˢ˷˪˩ ˪˷ s-firmware ,˳˟ˣ˵ ˫˷˟ vmlinux.bin ˸˞ˣ ˸˩˶˰ˬ ˫˧˴˟˵ˢ )ˢ˲˧˞ 

˰˧˲ˣˬ˷ Squashfs Filesystem .(˪˧˟˷˟ ˳˪˥˪ ˸˞ ˫˧˴˟˵ˢ ˢ˪˞ˢ ,˷ˬ˸˷ˮ ˸ˣ˶˷˲˞˟ ˳ˣ˪˧˥ˢ ˪˷ 

binwalk ˸˶ˤ˰˟ ˷ˣˬ˧˷ˢ ˟ binwalk -e .ˣˮ˶˰˴˪ ,ˣˮ˪ ˢ˸˧˧ˢ ˸˴˵ ˢ˧˰˟ ˫˰ ˢˤ )ˢ˞˶ˮ ˣ˪˧˲˞˷ Ubuntu 14 

ˢˤ ˞˪ ˵˧˲˯ˬ ˭˷˧ ,(ˤ˞ ˣˮ˥˪˴ˢ ˳˪˥˪ ˸˞ ˳˟ˣ˵ˢ vmlinux.bin ˪˟˞ ˞˪ ˸˞ ˸˩˶˰ˬ ˫˧˴˟˵ˢ .ˢˬ ˭˩˷ ,
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ˣˮ˥ˮ˞ ˷ˬ˸˷ˮ ˰ˡ˧ˬ˟ ˷˧˷ ˣˮ˪ )ˢ˲˧˞ˬ ˢ˪˧˥˸ˬ ˸˩˶˰ˬ ˫˧˴˟˵ˢ - ˢ˶˵ˬ˟ ˢˤˢ 0x100000 ,(ˢˡˣ˵˲˟ˣ 

dd ˸˶˷˲˞ˬ˷ ˣˮ˪ ˵˧˸˰ˢ˪ ˸˞ ˳˟ˣ˵ˢ ˢˡˣ˵ˮˬ ˸ˬ˧˧ˣ˯ˬ ˟ˣ˸˩˪ˣ ˸˞ ˢˤ ˳˟ˣ˵˪ ˶˥˞: 

 

˷ˬ˸˷ˮ ˧˪˩˟ sasquatch ˪˧˟˷˟ ˳˪˥˪ ˸˞ ˳˟ˣ˵ˢ rootfs.squashfs ˢ˩˩ˣ ˪˟˵ˮ ˸˞ ˪˩ ˫˧˴˟˵ˢ ˣ˧ˢ˷ 

˫˧˶ˣˬ˞ ˸ˣ˧ˢ˪ ˶˦ˣ˞˶˟: 

 

˸˶˧˵˥ Firmware - ˢ˶˧˵˯ ˸˧˪˪˩ ˪˷ ˸˩˶˰ˬ ˫˧˴˟˵ˢ 

˪˩˸˯ˮ ˸˴˵ ˪˰ ˭˩ˣ˸ˢ ˪˷ ˸ˣ˧˵˧˸ˢ ˧ˡ˩ ˪˟˵˪ ˫˷ˣ˶ ˧ˮˣ˷˞˶ ˪˷ ˸˩˶˰ˬˢ ˞ˣ˴ˬ˪ˣ ˫˧ˤˬ˶ ˣ˶ˤ˰˧˷ ˣˮ˪ 

˨˷ˬˢ˟ ˰˴˟˪ ˢ˧˴˪ˣˬ˞ .˪˧˥˸ˮ ˢ˧˧˵˧˸ˢˬ bin ˫˷˷ ˫˧˶ˣˬ˞ ˸ˣ˧ˢ˪ ˪˩ ˧ˮ˧ˬ ˧˴˟˵ ˢ˴˶ˢ ˪˷ ˸˩˶˰ˬˢ: 
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˪˩ ˫˧˴˟˵ˢ ˭˞˩ ˫ˢ ˫˴˰˟ ˸ˣ˧ˮ˲ˢ ˳˟ˣ˵˪ busybox. Busybox ˞ˣˢ ˳˟ˣ˵ ˵˲˯ˬ˷ ˢ˟˶ˢ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˟ˣ˷˥ 

˸ˣ˩˶˰ˬ˪ Unix ˡ˵˲˸ˬˣ ˣˬ˩ ˠˣ˯ ˪˷ ˶˪ˣ˞ ˧˶˴˧ˣˣ˷. 

˨˧˷ˬˮ ˢ˧˧˵˧˸˪ lib ˢ˞˶ˮˣ ˫˷ ˢ˟˶ˢ ˧˴˟˵ so ˫˧˶ˣ˷˵˷ ˸˩˶˰ˬ˪ .ˡ˥˞ ˫ˢˬ ˞ˣˢ ˳˟ˣ˵ˢ ld-uClibc.so.л 

˰˧˟˴ˬ˷ ˪˰ ˳˟ˣ˵ˢ ld-uClibc-0.9.29.so ˠ˴˧˧ˬ˷ ˸˞ ˢ˯˶ˠˢ ˪˷ ˸˧˧˶˲˯ s-C ˣ˷ˬ˸˷ˢ˷ ˢ˟ ˪˧˟˷˟ 

˪˲ˬ˵˪ ˸˞ ˫˧˴˟˵ˢ .˯ˮ˩˧ˮ˷˩ ˢ˧˧˵˧˸˪ ˸˧ˬ˧ˮ˲ ˫˷˟ modules ˢ˧ˢ˸ ˫˷ ˢ˧˧˵˧˸ ˫˷˟ н.с.мр ˪˩˩˷ 

ˢ˞˶ˮˢ ˢ˰˧˟˴ˬ ˪˰ ˸˯˶ˠ ˪ˮ˶˵ˢ ˸˩˶˰ˬˢ˷ ˸˷ˬ˸˷ˬ ˢ˟ .˫ˠ ˸˯˶ˠ ˢ˧˧˶˲˯ˢ ˫ˡˣ˵ˬˬ ˫ˠˣ ˸˯˶ˠ 

˪ˮ˶˵ˢ ˫ˢ ˫˧˶˟ˡ ˫˧˟ˣ˷˥ ˶ˣ˩ˤˮ˷ ˨˷ˬˢ˪. 

˨˧˷ˬˮ ˢ˧˧˵˧˸˪ sbin ˫ˠ˷ ˢ˟ ˟ˣ˶ ˫˧˴˟˵ˢ ˫˧˰˧˟˴ˬ ˳˟ˣ˵˪ busybox ˫ˡˣ˵ˬˬ ,˨˧˷ˬˮˣ ˢ˧˶˥˞ ˢ˧˧˵˧˸˪ 

usr ˢ˶ˣˬ˞˷ ˪˧˩ˢ˪ ˡˣ˰ ˧˴˟˵ ˢ˴˶ˢ ˫ˢ˧ˮ˧ˬ˪ ,ˢ˩ˣ˸˟ˣ ˯ˮ˩˧ˮ ˢ˧˧˵˧˸˪ bin ˫˷˷ ˷˧ ˳˟ˣ˵ ˭˧˧ˮ˰ˬ ˫˷˟ 

httpd .˳˟ˣ˵ ˢ˴˶ˢˢ ˢˤˢ ˞ˣˢ ˢˤ ˧˞˶˥˞˷ ˪˰ ˵˷ˬˬ ˪ˣˢ˧ˮˢ s-web-˧ ˪˷ ˶˦ˣ˞˶ˢ - ˫ˠ ˸˞ ˢˤ ˶ˣ˩ˤˮ 

˨˷ˬˢ˪ .ˢ˧˧˵˧˸ˢ ˢˮˣ˶˥˞ˢ ˸ˮ˧˧ˮ˰ˬ˷ ˣˮ˸ˣ˞ ˞˧ˢ ˢ˧˧˵˧˸ˢ web ˢ˪˧˩ˬ˷ ˢ˩ˣ˸˟ ˢ˟˶ˢ ˡˣ˞ˬ ˫˧˴˟˵ 

˫˧˧˦ˮˣˣ˪˶ ˶˸˞˪ ˣˬ˴˰ ˨˧˞ˣ ˞ˣˢ˷ ˢ˞˶ˮ )˷˧ ˫˷ ˧˴˟˵ htm, js, css ˣ˩ˣ .(ˢ˶˦ˬˢ ˟˪˷˟ ˢˤ ,˨ˣ˸ ˧ˡ˩ 

˶˵˥ˬ ˪˷ ˸˩˶˰ˬ ˫˧˴˟˵ˢ ˪˷ ˶˦ˣ˞˶ˢ ,˞˧ˢ ˭˧˟ˢ˪ ˢ˲˧˞ˬ ˣˮ˥ˮ˞ ˫˧˶˵ˣ˥˩  /˫˧˲˵ˣ˸ ˫˧˪ˣ˩˧ ˰˧˲˷ˢ˪ ˪˰ 

˟˧˩˶ˢ .˱ˣ˯˟ ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˰˧ˠˢ˪ ˸˴˶ˢ˪ ˡˣ˵ ˪˰ ˶˴ˣˬˢ ,˪˟˞ ˧ˡ˩ ˸˴˶ˢ˷ ˡˣ˵ ˢ˧ˢ˸ ˸ˮ˧˧ˮ˰ˬ ˞˧ˢ ˫ˠ 

ˢ˩˧˶˴ ˰˧ˠˢ˪ ˶˞˸ˬˬ ˫˧˞˸ˬ :˨˶ˣ˴˪ ˭˧˧ˮ˰ˢ ,˸˴˶ˢ ˡˣ˵ ˨ˣ˸ˬ ˵˷ˬˬ ˷˧ˠˮ˷ ˸˧˪˞˵ˣ˪ ˪˰ ˶˧˷˩ˬˢ ˶˥˞˪ 

˸ˣˢˡˤˢ ˞ˣˢ ˸˧˸ˣ˰ˬ˷ˬ ˸ˣ˥˲ ˭˧˧ˮ˰ˬ ˶˷˞ˬ ˶˞˸ˬ ˪˷ ˸˴˶ˢ ˡˣ˵ ˵ˣ˥˶ˬ ˞˪˪ ˸ˣˢˡˤˢ. 

ˣ˞ˣ˟ ˥˵˧ˮ ˳˟ˣ˵ ˡ˥˞ ˢ˯ˮˮˣ ˸ˣ˞˶˪ ˢ˲˧˦ ˶˸ˣ˧ ˨˧˞ ˞ˣˢ ˧ˣˮ˟ .ˣˮ˥ˮ˞ ˣˮ˶˥˟ ˳˟ˣ˵˟ httpd ˸˶ˤ˰˟ˣ ˢˡˣ˵˲ˢ 

file ˣˮ˥˪˴ˢ ˠ˧˷ˢ˪ ˸˞ ˰ˡ˧ˬˢ ˞˟ˢ: 

 

˳˟ˣ˵ˢ ˪˲ˬˣ˵ ˪-он ˦˧˟ ,˞ˣˢ ˡ˟ˣ˰ ˧˲˪ big endian ,˷ˬ˸˷ˬ ˸˶ˣ˦˵˦˧˩˶˞˟ MIPS )ˢˬ ˠ˴˧˧ˬ˷ ˸˞ ˦˯ˢ 

˸ˣˡˣ˵˲ ˧˪˟ˬ˯˞ ˞ˣˢ˷ ˨ˬˣ˸ ˭ˢ˟ ,(˞ˣˢˣ stripped ˶ˬˣ˪˩ ˪˩ ˰ˡ˧ˬˢ s"˞˪ ˧˦ˮˣˣ˪˶ "ˣˬ˩ ˫˧ˮˬ˧˯ ˠˣ˟˧ˡ˪ ˣ˩ˣ 

˞˪ ˫˧˞˴ˬˮ . 

˭˧˧ˡ˰ ˷˧ ˰ˡ˧ˬ ˣˮ˧˧ˢ˷ ˫˧˴ˣ˶ ˸˰ˡ˪ ,ˢˤ˷ ˸˯˶ˠ ˶˪˧˧˲ˬˣ˵ˢ ˢ˸˧˧ˢ˷ ˷ˣˬ˧˷˟ ˪˧˟˷˟ ˪˲ˬ˵˪ ˸˞ ˸˩˶˰ˬˢ .

˫˞ ˢ˧ˢ ˣˮ˪ ˸˞ ˶˦ˣ˞˶ˢ ˣˮ˧˧ˢ ˫˧˷ˬ˸˷ˬ ˳˟ˣ˵˟ /proc/version ˪˧˟˷˟ ˪˟˵˪ ˰ˡ˧ˬ ˱˯ˣˮ ˪˰ ˸˩˶˰ˬˢ 

ˢˬ˴˰ ,˨˞ ˪˪ˠ˟ ˭˧˞˷ ˣˮ˪ ˣ˸ˣ˞ ˣˮ˥ˮ˞ ˷ˬ˸˷ˮ ˳˟ˣ˵˟ vmlinux.bin ˣˮ˞˴ˣˢ˷ ˫ˡˣ˵ˬ ,˭˩˷ ˳˟ˣ˵ˢ ˢˤˢ 

ˠ˴˧˧ˬ ˸˞ ˪ˮ˶˵ˢ ˪˲ˬˣ˵ˬˢ ˶ˣˬ˞ˣ ˪˧˩ˢ˪ ˣ˩ˣ˸˟ ˸˞ ˰ˡ˧ˬˢ ˢˤˢ .˷ˬ˸˷ˮ ˸ˣˡˣ˵˲˟ strings x-grep ˪˧˟˷˟ 

˸ˣ˞˶˪ ˸˞ ˭˩ˣ˸ˢ ˪˷ ˳˟ˣ˵ˢ ˶˦˪˲˪ˣ ˧˲˪ ˸ˤˣ˶˥ˬ ˣˮ˸˶˧˥˟˪ .ˣˮ˥ˮ˞ ˫˧˷˲˥ˬ ˸˞ ˸˯˶ˠ ˶˪˧˧˲ˬˣ˵ˢ 

˨˶ˡ˟˷ ˪˪˩ ˸˞˴ˬˮ ˫˰ ˰ˡ˧ˬˢ ˪˰ ˸˯˶ˠ ˯˵ˣˮ˧˪ˢ ˭˩˪ˣ ˶˦˪˲ˮ ˧˲˪ ˸ˤˣ˶˥ˬˢ Linux version ˪˟˵ˮˣ: 
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ˢ˪ˣ˰ˬ !ˤ˞ ˫ˣ˩˧˯˪ ,˶˵˥ˬˬ ˶˴˵ ˪˷ ˸˩˶˰ˬ ˫˧˴˟˵ˢ ˣˮˠ˷ˢ ˸˞ ˸˯˶ˠ ˶˪˧˧˲ˬˣ˵ˢ GCC - 3.4.4 ,˸˞ ˸˯˶ˠ 

˪ˮ˶˵ˢ ˞˧ˢ˷ н.с.мр ˣˬ˩ ˸˧˧˵˧˸˟ modules ,˸˞ ˸˯˶ˠ ˸˧˧˶˲˯ s-C ˣ˷ˬ˸˷ˢ˷ ˢ˟ ˪ˣ˲ˬ˵˪ )ld-uClibc-

0.9.29.so ,(ˡˣ˰ˣ ˫˧˶˦ˬ˶˲ ˣ˶ˤ˰˧˷ ˣˮ˪ ˸˶˧˴˧˪ ˢ˧˴˪ˣˬ˞ )˶˟ˡˮ ˪˰ ˫˪ˣ˩ ˨˷ˬˢ˟.( 

 

˭ˣˣ˧˩ˢ ˭ˣ˷˞˶ˢ - ˸˶˧˴˧ ˢ˧˴˪ˣˬ˞ ˶˦ˣ˞˶˪ 

˪˧˟˷˟ ˶ˣ˴˧˪ ˢ˧˴˪ˣˬ˞ ˢ˞˪ˬ ˶˦ˣ˞˶˪ ,˸ˣ˲˧ˡ˰˟ˣ ˸˥˞ ˫ˠ˷ ˢ˧ˢ˧ ˣˮ˪ ˥ˣˮ ˶ˣ˵˥˪ ˡˣ˟˰˪ˣ ˢ˸˶ˤ˰˟ ,ˣˮ˥ˮ˞ 

˫˧˩˧˶˴ ˢˬ˩ ˫˧˶˟ˡ ˫˧˟ˣ˷˥: 

¶ ˪ˮ˶˵ ˫˰ ˸ˣ˞˯˶ˠ ˸ˣˬ˧˞˸ˬ - ˣ˧ˡ˰˪˟ ˞˪ ˢ˧ˢ˸ ˣˮ˪ ˸˩˶˰ˬ ˢ˪˰˲ˢ ˢˢˤ˷ ˢˬ˩ ˶˷˲˞˷ ˸˥˞˪ ˪˷ 

˶˦ˣ˞˶ˢ . 

¶ ˸˩˶˰ˬ ˫˧˴˟˵ ˣ˸ˣ˞ˬ ˠˣ˯ ˪˷ ˶˦ˣ˞˶ˢ - ˨˧˞ ˣˮ˥ˮ˞ ˫˧˶ˣˬ˞ ˸ˬ˞˟ ˳˧˶ˢ˪ ˫˧˶˟ˡ ˢ˟˧˟˯˟ ˣˮ˪˷ ˫˞ 

ˣˮ˥ˮ˞ ˞˪ ˫˧˪ˣ˩˧ ˶ˣˬ˷˪ ˫ˣ˷ ˶˟ˡ? 

¶ ˨˶ˡ ˳˧˶ˢ˪ ˪ˮ˶˵ ˣˮ˪˷ˬ ˶˟˥˪ˣ ˣ˧˪˞ ˸˩˶˰ˬ ˫˧˴˟˵ ˣˮ˪˷ˬ. 

¶ ˨˶ˡ ˳˧˶ˢ˪ ˪˰ ˪ˮ˶˵ˢ ˣˮ˪˷ ˫˧˴˟˵ ˣˮ˪˷ˬ )˰ˬ˷ˬ ˨˶ˡ ˪˲ˬ˵˪ ˫˧˶˟ˡ ˣ˴ˣ˶˧˷ ˢ˟˧˟˯˟ ˣˮ˪˷.( 

˸˞ s-н ˫˧ˮˣ˷˞˶ˢ ˶˟˩ ˷˧ ˣˮ˪ ˟˪˷ˢˬ ˭ˣ˷˞˶ˢ .˸˞ ˧˷˧˪˷ˢ ˣˮ˥ˮ˞ ˢ˷˰ˮ ˸˶ˤ˰˟ ˧˪˩ ˫˷˟ QEMU 

˶˷˲˞ˬ˷ ˣˮ˪ ˸ˣ˷˰˪ ˢ˧˴˪ˣˬ˞ ˢ˥ˣˮ ˢ˶˧ˢˬˣ )˪˩˟ ˸˞ˤ ,˫˷ˢ ˧ˮ˷ˢ ˣ˪˷ ˢˤ Quick Emulator (ˢ˟˶ˢ˪ 

˧ˠˣ˯ ˫˧ˡ˟˰ˬ ˫˧ˮˣ˷ ˢ˩˩ˣ ˫˴˰˟ ˶˷˲˞ˬ ˣˮ˪ ˳˧˶ˢ˪ ˪ˮ˶˵ ˫˞˸ˣˬ˷ ˫˧ˡ˟˰ˬ˪ ˫˧˩ˬˣ˸˷ ˟-MIPS ˨ˣ˸ˬ 

ˢˮˣ˩ˬˢ ˸˧˪˞ˣ˦˶˧ˣˢ ˣˮ˪˷ ˸˷ˬ˸˷ˬ˷ ˟-x86 . 

˧˰˧˟˶ˢ ˸˴˵ ˶˸ˣ˧ ˨˟ˣ˯ˬ - ˷ˬ˸˷ˢ˪ ˫˸˯ ˶˪˧˧˲ˬˣ˵˟ ˧˶ˮˠ ˶˷˲˞˷ ˡ˧˶ˣˢ˪ ˢˮˣ˩ˬ˪ ˣˮ˪˷ ˣˬ˩ gcc ˞˪ 

ˡˣ˟˰˧ ˧˩ ˱ˣ˯˟ ˢˤ ˫˞˸ˣˬ ˡ˟˰ˬ˪ ˣˮ˪˷ ˞ˣˢ˷ ˢˮˣ˷ ˡ˟˰ˬˢˬ ˫˧˴˟˵ˢ˷ ˪˷ ˶˦ˣ˞˶ˢ ˫˧ˡ˟ˣ˰ ˣ˧˪˰ .˱˯ˣˮ˟ ,

˸ˣ˞˯˶ˠˢ ˪˷ ˸ˣ˧˶˲˯ˢ ˪ˮ˶˵ˢˣ ˫ˠ ˸ˣˮˣ˷ ,ˤ˞ ˫˞ ˢ˯ˮˮ ˳˧˶ˢ˪ ˣˢ˷ˬ ˪˲ˬˣ˵˷ ˢ˩˩ ,˪˩˩ ˢ˞˶ˮˢ ˣ˧ˢ˧ 

˸ˣ˧˰˟ ˸ˣˬ˧˞˸ .˶ˬˣ˪˩ ˨˶˦˴ˮ ˠ˧˷ˢ˪ ˶˪˧˧˲ˬˣ˵ ˫˧˞˸ˬ˷ ˪˩˪ ˫˧˞ˮ˸ˢ ˪˷ ˶˦ˣ˞˶ˢ .ˣˮ˥ˮ˞ ˪˧˥˸ˮ ˞˵ˣˣˡ 

ˠ˧˷ˢ˪˟ ˶˪˧˧˲ˬˣ˵ ˫˧˞˸ˬ˷ ˦˵˧ˣ˶˲˪ ˣˮ˪˷ ,ˢ˷˰ˮˣ ˸˞ ˢˤ ˸ˣ˰˴ˬ˞˟ Buildroot. 

˸˶˧˴˧ ˶˪˧˧˲ˬˣ˵ ˸ˣ˰˴ˬ˞˟ Buildroot 

Buildroot ˶˷˲˞ˬ ˣˮ˪ ˶˴˧˧˪ ˸ˣ˩˶˰ˬ ˸ˣˬ˪˷ ˢ˶ˣ˴˟ "˸˧˯˥˧ "ˢ˦ˣ˷˲ .˶˷˲˞ ˷ˬ˸˷ˢ˪ x˟ ˪˧˟˷˟ ˶˴˧˧˪ 

˫˧˶˪˧˧˲ˬˣ˵ ˸˞ˣ ˪˩ ˸ˣˮ˩ˣ˸ˢ ˸ˣ˧˦ˮˣˣ˪˶ˢ ˫ˢ˧˪˞ ,ˣ˪˧˲˞ˣ ˶ˣ˴˧˪ ˫˧˪ˮ˶˵ ˸ˣ˩˶˰ˬˣ ˫˧˴˟˵ )˶ˬˣ˪˩ ˥˧ˮˮ ˞˪ˣ 

ˢ˧ˢ ˣˮ˪ ˸˞ ˪ˮ˶˵ˢ x˞ ˳˟ˣ˵ ˭˩ˣˬ ˪˷ ˸˩˶˰ˬ ˫˧˴˟˵ˢ ˢˬ˴˰ ,ˣˮ˧˧ˢ ˫˧˪ˣ˩˧ ˷ˬ˸˷ˢ˪ ˢˬ˟ ˷˧˷ ˣˮ˪ ˭˞˩ ,(

˶˷˲˞ˣ ˶ˣ˥˟˪ ˫˷ ˷ˬˬ ˪˩ ˶˟ˡ ˧˦˶˲˪ ˫˧˦˶˲ .ˢˮˣˣ˩˟ ˣˮ˶˥˟ ˡ˧˶ˣˢ˪ ˢ˯˶ˠ ˢˬ˩ ˶˸ˣ˧˷ ˢˮ˷˧ )ˢ˶˵ˬ˟ 

ˣˮ˪˷ rc1-нлмо.лн (˪˧˟˷˟ ˣ˧ˢ˧˷ ˢˬ˩ ˸ˣ˥˲˷ ˸ˣ˧˰˟ ˸ˣˬ˧˞˸. 
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ˡ˧˶ˣˮ ,˳˪˥ˮ ,˳˧˶ˮ make menuconfig ˶˟˩ˣ ˪˵˸˧ˮ ˢ˧˰˟˟ ˢˮˣ˷˞˶ˢ ˣˮ˪˷! 

 

˶ˡ˯˟ ,ˡ˧˶ˣˮ ˸˞ ˢ˧˧˶˲˯ˢ ,ˢ˯ˮˮ ˟ˣ˷ ,˪˟˵ˮˣ ˸˞ ˨˯ˬˢ ˢ˲˧ˢ ˢˤˢ: 

 

˭˞˩ˬ ˶˷˲˞ ˶ˣ˥˟˪ ˸˞ ˪˩ ˸ˣ˶ˡˠˢˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ,ˢˤˣ ˭ˬˤ ˟ˣ˦ ˶˩ˤ˧ˢ˪ ˢˬ˟ ˣˮ˧˪˧ˠ˷ ˡ˰ ˢ˩: 

¶ ˶˪˧˧˲ˬˣ˵ GCC ˢ˯˶ˠ˟ о.п.п 

¶ ˸˧˧˶˲˯ uClibc ˢ˯˶ˠ˟ л.ф.нф 

¶ ˸˯˶ˠ ˪ˮ˶˵ н.с.мр 

¶ ˡ˟˰ˬ ˨ˬˣ˸˷ ˟-MIPS32 ˡ˟ˣ˰ˣ ˫˰ Big Endian 

˫˧˪˧˥˸ˬ ˠ˲ˮ˵˪ 

˯ˮ˩˧ˮ ˪-Target Architecture ˶˥˟ˮˣ MIPS Big Endian .-˟Target ˶˥˟ˮ ˟-mips32r2. ˟-Build Options 

˶˥˟ˮ ˢˬ˟ ˭˸˧˧˷ ˣˮ˪ ˧˩ˢ ˢ˟˶ˢ ˰ˡ˧ˬ - ˪˲ˬ˵˪ ˫˰ ˫˧ˮˬ˧˯ ˠˣ˟˧ˡ˪ ,˶˥˟ˮ ˸ˬ˶˟ ˠˣ˟˧ˡˢ ˢˢˣ˟ˠˢ ˶˸ˣ˧˟ 

˶˷˲˞˷ ˞˪ˣ ˢ˷˰ˮ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞. 

-˟Toolchain ˢ˪˧˥˸ˬ ˢ˧˰˟ˢ .˨˪ˮ ˪-Kernel Headers ˢ˞˶ˮˣ ˞˪˷ ˢ˰˧˲ˣˬ ˢ˲ ˢ˯˶ˠˢ ˣˮ˪˷ ,˰˧˲ˣˬ ˵˶ о 

ˢ˪˰ˬˣ .ˣˮ˸˥ˬ˷˪ ˶˷˲˞ ˭˧˧˴˪ ˢ˲ ˸˞ ˢ˯˶ˠˢ ˣˮ˪˷ ,ˢˤˣ ˶ˬˣ˞ ˣˮ˪ ˢˤ˷ ˶˟˩ ˞˴ˬ ˣˢ˷ˬ ˢ˯˶ˠ˟ н.с 

ˢˮˣ˩ˬ˟ ˣˮ˪˷ ,˨˞ ˫˧˧˸ˮ˧˟˪ ˢ˯ˮˮ ˷ˬˬ ˭˧˧˴˪ ˸˞ ˢ˯˶ˠˢ ˢˬ˧˞˸ˬˢ )н.с.мр .(˫ˠ ˢ˯˶ˠ˟ ˪˷ s-uClibc ˞˪ 

ˣˮ˞˴ˬ ˸˞ ˢ˯˶ˠˢ ˣˮ˪˷ ,ˤ˞ ˢ˯ˮˮ ˫˧˧˸ˮ˧˟ ˶ˣ˥˟˪ ˢ˯˶ˠ˟ ˸˴˵ ˶˸ˣ˧ ˸ˮ˩ˡˣ˰ˬ )˯˥˧˟ ˶˦ˣ˞˶˪ .(˫ˠ ˢ˯˶ˠ˟ 

˪˷ GCC ˣ˧ˢ ˪˩ ˧ˮ˧ˬ ˸ˣ˞˯˶ˠ ,ˤ˞ ˣˮ˩˪ˢ ˧˩ˢ˪ ˢ˟ˣ˶˵ ˞˧ˢ˷ п.о ˢˣˣ˵ˮˣ ˞˪˷ ˨˶˦˴ˮ ˡ˧˶ˣˢ˪ ˣˢ˷ˬ 

˦ˮ˶˦ˮ˧˞ˢˬ é 
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˶˞˷ ˫˧˶˟ˡˢ ˢ˪˞ ˫˧˶˟ˡ ˪˩˩˷ ˢ˞˶ˮˢ ˢ˴˶ˮ - ˢ˴˶ˮ ˶˟˩˷ ˢ˧ˢ˧ ˣˮ˪ gdb ˪˧˟˷˟ ˶ˣ˵˥˪ ˫˧˴˟˵ ,ˢ˴˶ˮ 

ˢ˩˧ˬ˸ ˫˧˴˟˵˟ ˫˧˪ˣˡˠ ,IPv6, RPC, WCHAR ,˫ˠˣ ˣˮ˲ˡ˰ˢ ˶˧˞˷ˢ˪ ˵˪˥ ˫˧˶˟ˡˢˬ ˶˟˩˷ ˣ˰˧ˠˢ ˫˰ 

ˢˡ˶ˣˢˢ ˪˷ Buildroot )˥˧ˮˮ ˢ˩˧ˬ˸ ˟-tls.( 

-˟System ˣˮ˪ˤˬ˪ ˭˧˞ ˣˮ˪ ˫˧˧ˣˮ˧˷ ˫˧ˡ˥ˣ˧ˬ ˸ˣ˷˰˪ ,˨˞ ˦˧˶˲˸˟ Package Selection for the target ˷˧ ˣˮ˪ 

ˢ˟˶ˢ ˫˧˦˧˶˲˸ ˶ˣ˟˰˪ ˫ˢ˟é 

 

˶ˣˤ˥ˮ ˢˤ˪ ˶˥˞ ˨˩ ˧˩ ˷˧ ˫˧˶˟ˡ ˧˞ˡ˩˷ ˸ˣ˷˰˪ ˧ˮ˲˪. 

-˟Filesystem Images )˯˪˩˸˟˷ ˵˶ ˷˶ˡˮ ˢ˶˵ˬ˪ ˫˧˴ˣ˶˷ ˫ˠ ˶˴˧˧˪ ˪ˮ˶˵ ˸˩˶˰ˬˣ ˫˧˴˟˵ ,ˢˤ˷ 

ˣˮ˸ˮ˧˥˟ˬ ˧ˣ˟˧ˠ ˢ˶˵ˬ˪ ˞˪˷ ˥˧˪˴ˮ ˷ˬ˸˷ˢ˪ ˫˧˴˟˵˟ ˣˮ˴˪˧˥˷ ˢ˶ˬˣ˥ˢˬ ,(˶˥˟ˮ ˟-ext2 x-squashfs 

˫ˣ˵ˬ˟ ˟-tar ˰˧ˠˢ˷ ˶ˡˠˣˬ ˷˞˶ˬ. 

˪ˮ˶˵˟ )ˣˬ˩˷ ˫ˡˣ˵ˢ ,ˢ˧˶ˣ˞˸˟ ˢˤ ˫ˠ ˞˪ ˢ˟ˣ˥ ˨˞ ˢ˷˰ˮ ˪˩˟ ˢ˶˵ˬ ,(˶˥˟ˮ ˪ˮ˶˵˟ ,ˢ˯˶ˠ˟ ˣˮ˪˷ˬ 

˫˧˷ˮˣ ˸˞ ˢ˯˶ˠˢ ˣˮ˞˴ˬ˷ ˫ˡˣ˵ˬ .˪˪ˠ˟ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˫ˠ ˭˧˧˴˪ ˳˟ˣ˵ ˸ˣ˶ˡˠˢ ˣˢ˷˪˩ ˸ˮ˧˥˟ˬ˷ 

buildroot ˞ˣˢ ˯˧˯˟ˢ ˣˮˬˬ˷ ˫˧˪˧˥˸ˬ ˡˣ˟˰˪ ,ˣ˧˪˰ˣ ˣ˧ˢ˧ ˪˩ ˫˧ˣˮ˧˷ˢ ˣˮ˪˷ .ˣˮ˸˥ˬ˷˪ ,ˣˮ˥ˮ˞ ˶˟˩ 

˫˧˪˟˵ˬ ˳˟ˣ˵ ˢˤ˩ ˬ-buildroot ˨˞ ˭˧˧ˡ˰ ˫˧˩˧˶˴ ˟ˣ˸˩˪ ˷˶ˣ˲ˬ˟ ˣˮ˥ˮ˞˷ ˫˧˷ˬ˸˷ˬ ˳˟ˣ˵˟ config 

ˣˮ˪˷ˬ ˭˧˧˴˪ˣ ˸˞ ˟˧˸ˮˢ ˣ˪˷ /board/qemu/mips-malta/linux-3.7.config )ˣˬ˩ ˫˸˞˷ ˧˞ˡˣ ˫˧ˬ˷ ˟˪ 

˶ˤˣ˥˷ ˪˰ ˣˬ˴˰ ˶˲˯ˬ ˫˧ˬ˰˲ - ˢˤ ˵˥˷ˬ ˪˷ ˟ˣ˶˧˵ ˧˪ˬ˧˯˵ˬ ˶ˣ˵ˬ˪ ,˭˧˞ˣ ˡ˧ˬ˸ ˸˞ ˢ˯˶ˠˢ ˸˵˧ˣˡˬˢ.( 
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˸˰˩ ˶ˣˤ˥ˮ ˸˶˧˥˟˪ ˸ˣ˧˶˲˯ˢ ˪-Target .˷˧ ˭˞˩ ˢ˟˶ˢ ˧ˣ˯˧ˮ ˢ˧˰˦ˣ - ˥˧ˮˮ ˸˥˸˷ Filesystem and Flash 

utilities ˷˧ squashfs ˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˣˮ˪ ˟ˣ˦ ˪˧˟˷˟ ˪˟˵ˮ˷ ˡˣ˰ ˫˧˶˟ˡ ˫˧˶ˣ˷˵˷ ˸˩˶˰ˬ˪ ˫˧˴˟˵ˢ ,

˦˧˶˲˸˟ˣ Networking application ˶˷˲˞ ˶ˣ˥˟˪ ˪˩ ˧ˮ˧ˬ ˫˧˪˩ ˣ˷ˬ˷˧˷ ˣˮ˸ˣ˞ ˨˷ˬˢ˟ ˪˧˟˷˟ ˶˧˟˰ˢ˪ 

˫˧˶˟ˡ ˢ˟˧˟˯˪ ˢˬˣˡˬˢ ˣˮ˪˷ ,ˣ˞ ˣ˪˧˲˞ ˫˧˶˟ˡ ˫˧˶ˣ˷˵ˢ ˭˲ˣ˞˟ ˧˪˪˩ ˢ˶ˣ˟˰˸˪ ˣˬ˩ igh_ethercat 

˶˟˧˧˶ˡˣ ˫˞ˣ˸ ˣˬ˩ e1000 ˣˮ˶˥˟˷ ˪˧˟˷˟ ˪ˣ˲ˬ˧˵ ˪ˮ˶˵ˢ. 

˱ˣ˯˟ ˞˴ˮ ˢˮ˩ˣ˸ˢˬ - ˟˪˷˟ ˢˤˢ ˣˮ˥ˮ˞ ˫˧˴˧˪ˬˬ ˫ˣ˥˟ ˶ˣˬ˷˪ ˧ˣ˟˧ˠ ˪˷ ˳˟ˣ˵ ˪˷ ˸ˣ˶ˡˠˢˢ ˢ˶˵ˬ˪ 

ˣ˷˰˸ˣ ˫˧˧ˣˮ˧˷ ˫˧˲˯ˣˮ ˨˷ˬˢ˟ ˣ˴˶˸ˣ ˶ˣˤ˥˪ ˢ˶ˣ˥˞. 

˪ˣ˲ˬ˧˵ - ˶ˣ˟˰˪ ˢ˞˧ˠ˷ˬ ˢ˞˧ˠ˷˪ ˧˪˟ ˡ˟˞˪ ˢˣˣ˵˸ 

˧˶˥˞ ˪˩ ˫˧ˠˣ˲ˮ˧˵ˢ ˢ˪˞ˢ ,˳˧˶ˮ ˸˞ ˢˡˣ˵˲ˢ make ˪˧˟˷˟ ˪˧˥˸ˢ˪ ˸˞ ˨˧˪ˢ˸ˢ ,˨ˣ˸ˣ ˢˬ˩ ˸ˣ˧ˮ˷ ˰˧ˠˮ 

ˢ˧˰˟˪ ˢˮˣ˷˞˶ˢ - ˡˣ˰ ˢ˧˶˲˯ ˢ˶˯˥ )˫˰˲ˢ bison ,(ˤ˞ ˡ˧˶ˣˮ ,ˢ˯ˮˮˣ ˟ˣ˷ .ˣ˸ˣ˞ ˶ˣ˲˧˯ ,˫˰˲ˢ ˫˰ flex .

ˡˣ˰ˣ ˫˰˲ ˫˰ texinfo ,˟ˣ˷ˣ ˫˰ gettext .˟ˣ˸˩ˮ ˶˟˩ ˣ˧˷˩˰ ˨˷ˬˢ˟˷ ˢˤ ˢ˶˵ ˣˮ˪ ˫ˠ ˫˰ unifdef. 

ˣ˧˷˩˰ ˨˧˶˴ ˸ˣ˩˥˪ ˪˩˷ ˧ˮ˧ˬ ˫˧˶˟ˡ ˣˡ˶˧ ,˪˩ˢ˷ ˪˲ˬ˵˸˧ ,ˢˤˣ ˪ˣ˩˧ ˸˥˵˪ ˭ˬˤ ˢˬé 

 

ˢˮˣˬ˸˟ :˭ˬˤˢ ˶˸ˣˮ˷ ˢˮ˵˸ˢ˟ ˪˷ gcc ˷-buildroot ˢ˴ˣ˶ ˷ˬ˸˷ˢ˪ ˢ˟ ˢˬ-source ˢ˪˷ )ˢˤˣ ˢ˪˰ 

˪˰ˬ˪ ˢ˰˷ ˧˶˥˞ ˫ˣ˪˧˴ ˢˮˣˬ˸ˢ .( 

ˢˬ˩ ˭ˬˤ ˨ˣ˸˪ ˪ˣ˲ˬ˧˵ˢ ,ˣ˧ˢ˧ ˢ˟˶ˢ ˸ˣ˶ˢˤ˞ ˶˷˵˟ ˣˢ˷ˬ˪ ˶ˣ˷˵˷ ˡˣ˰˧˸˪ ˶˪˧˧˲ˬˣ˵˪ˣ ,ˢˬ ˫ˠ˷ ˫ˣ˶ˠ˧ 

˪˩ˢ˪ ˯ˣ˶˵˪ - ˶˥˞˪ ˢ˵˧ˡ˟ ˢ˶˴˵ ,ˣˮ˧˯˧ˮ ˟ˣ˷ ˳˧˶ˢ˪ make ˵˶ ˫˰˲ˢ˷ ˣˮ˴˶ˢ ˫ˡˣ˵: 

export MAKEINFO=true  

˪˧˟˷˟ ˞˪˷ ˰˧˲ˣ˧ ˡˣ˰˧˸ˢ ˪˷ ˶˪˧˧˲ˬˣ˵ˢ ˸˩˶˰ˬ˟ ˢˬ˴˰ )ˢˤ ˞˪ ˸ˬ˞˟ ˰˧˲˷ˬ ,(˪˟˞ ˤ˞ ˣˮ˪˵˸ˮ ˡˣ˰˟ 

ˢ˧˰˟ )˞˪ ˢ˶ˣ˷˵ ˥˶˩ˢ˟ ˸ˬˡˣ˵˪ (- ˢ˯˶ˠˢ ˪˷ ˪ˮ˶˵ˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˢˮ˷˧ ˧ˡˬ .Buildroot ˢ˯ˮˬ ˳˧˶ˢ˪ 

make headers_install ˪˟˞ ˢˤ ˱˯ˣˣ˸ˢ ˵˶ ˢ˯˶ˠ˟ н.с.му ˣˮ˥ˮ˞ˣ ˫˧˷ˬ˸˷ˬ ˟-нΦсΦмр é˪˧˟˷˟ ˸ˣ˯ˮ˪ 

˪˩˟ ˸˞ˤ ˫ˣ˶ˠ˪ ˢˤ˪ ˡˣ˟˰˪ ,ˢ˯ˮˮ ˢ˲˧˦ ˠ˶ˡ˷˪ ˸˞ ˸˯˶ˠ ˪ˮ˶˵ˢ ˪˷ ˡ˰˧ˢ ˣˮ˪˷ .˳˧˶ˮ ˟ˣ˷ make 

menuconfig ,ˢˮ˷ˮ ˟-Toolchain ˟x-Kernel ˸˞ ˸ˣ˞˯˶ˠˢ ˪-2.6.18 ,˶ˣˬ˷ˮ ,ˢ˯ˮˮˣ ˟ˣ˷. 

˟˪˷˟ ˫˧ˣ˯ˬ ˣˮ˰ˠˢ ˢ˞˧ˠ˷˪ ˢ˶ˤˣˬ: 
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ˣˬ˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ,˭˧˞ ˭˞˩ ˢ˟˶ˢ ˢˬ ˸ˣ˞˶˪ é˪˟˞ ˫ˣ˷ˬ ˢˬ ,˭˩ ˣˮ˪˟˧˵ ˸˞ ˪˩ ˫˧˪˩ˢ ˷ˬ˸˷ˮ˷ ˫ˢ˟ 

˪˧˟˷˟ ˪ˣ˲ˬ˧˵ˢ! 

 
 

˞ˣ˟ ˢ˞˶ˮ ˫˞ ˢˤ ˸ˬ˞˟ ˡ˟ˣ˰ - ˶ˣ˴˧ˮ ˳˟ˣ˵ ˦ˣ˷˲ ˸˲˷˟ C ,˫˸˯ ˣˢ˷ˬ ˯˧˲ˡˬ˷ )˧˶ˢ ˪˩˟ ˢ˶˵ˬ ˭˧˞ ˣˮ˪ 

˨˧˞ ˸˰ˡ˪ ˫˞ ˢˤ ˸ˬ˞˟ ˳˶ ˪˰ ˶˦ˣ˞˶ˢ ˣˬ˩ ˨˧˶˴˷ ,˵˶ ˢ˞˶ˮ ˢˤ˷ ˪˲ˬ˵˸ˬ ˣˬ˩ ˨˧˶˴˷ ˫˧˧˸ˮ˧˟˪ .(

˪˧˟˷˟ ˪˲ˬ˵˪ ˸˞ ˳˟ˣ˵ˢ ˣˮ˪˷ ˳˧˶ˮ ˸˞ ˢˡˣ˵˲ˢ ˢ˞˟ˢ: 

  ~/ buildroot - 2013. 02- rc1 / output / host / usr / bin / mips- buildroot - linux - uclibc - gcc 
./ hello . c - o ./ hello  - static   

ˣˮ˶˰˴˪ )˞˪ ˥˶˩ˢ˟ ˣˮ˸˰˸˲ˢ˪ ,(ˢˤ ˞˪ ˡ˟˰... 

ˣˮ˧˯˧ˮ ˢ˟˶ˢ ˫˧˶˟ˡ :˸ˣˮ˷˪ ˸ˣ˞˯˶ˠ ,˸ˣ˷˰˪ downgrade x˞ upgrade ˸ˣ˧˶˲˯˪ ˸ˣˮˣ˷ ,˫˧˶˟ˡ ˭˩˷ ˸˴˵ 

˫˧˵˧˥˶ˬ ˣˮ˸ˣ˞ ˢ˟˧˟˯ˬ ˞˧ˢ˷ ˧˩ˢ ˧˩ˢ ˢ˟ˣ˶˵ ˷˧˷ ,˨˞ ˢˣˣ˵˸˟ ˢ˞˶ˮ ˫˧˶˟ˡˢ˷ ˭˧˧ˡ˰ ˫˧ˡ˟ˣ˰ ˣˬ˩ 

˨˧˶˴˷ ˫˞ ˥˧˪˴ˮ ˪˲ˬ˵˪ ˧˶˥˞ˣ ˢ˟˶ˢ ˸ˣˮˣ˧˯˧ˮ ˞˪ ˣˮ˥˪˴ˢ ˪˲ˬ˵˪ ˤ˞ ˣˮ˧˯˧ˮ ˶ˣ˟˰˪ ˡˣ˟˰˪˪ ˪˰ ˸˩˶˰ˬ 

ˢ˪˰˲ˢ ˸˶˥˞ )˧˲˩ ˣˮ˧˧˴˷ ˢ˪˥˸ˢ˟ .(˫˞ ˥˧˪˴ˮ ˪˲ˬ˵˪ ˢ˟ ˪˩ˢ ,ˢ˯ˮˮ ˫ˠ ˸ˣˮ˷˪ ˢ˶ˤ˥ ˸˞ ˸ˣ˞˯˶ˠˢ 

ˢˬ˪ ˣˮ˥ˮ˞˷ ˫˧˩˧˶˴ ˵ˣ˧ˡ˟. 

˧˶˥˞ ˢ˟˶ˢ ˸ˣˬˡ˵˸ˢ ˣˮ˰ˠˢ ˢ˞˧ˠ˷˪ ˳˟ˣ˵ˢ˷ bzip2-1.0.6.tar.gz ˡ˶ˣˢ˷ ˢ˧ˢ corrupted )˫ˣ˷ˬ ˢˬ 

˫ˣ˵ˬ˟ ˢ˶˩˷˞ ˡ˧˶ˣˢ˪ ˸˞ ˳˟ˣ˵ˢ ,ˢˤ ˡ˧˶ˣˢ ˣˮ˪ HTML ,(ˤ˞ ˣˮˡ˶ˣˢ ˣ˸ˣ˞ ˷ˡ˥ˬ ˣˮˬ˴˰˟ ,ˣˮˬ˷ ˢ˧˧˵˧˸˟ 

ˢˬ˧˞˸ˬˢ ˸˥˸ buildroot ,ˣˮ˩˷ˬˢˣ. 

˧˶˥˞ ˟ˣ˷˷ ˣˮ˧˩˧˥ ˪˩ˢ˪ ,ˢ˸˧˧ˢ ˢ˞˧ˠ˷ ˡ˥˞˷ ˫˧˶˪˧˧˲ˬˣ˵ˢˬ ˞˪ ˥˧˪˴ˢ ˶˴˧˧˪ ˳˟ˣ˵ - ˢˤ ˶ˬˣ˞ ˣ˶˴ˣˮ˷ 

˶˟˩ ˫˧˶˪˧˧˲ˬˣ˵ˢ ˣˮ˪˷! 
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ˣ˧˷˩˰ ˫ˠ ˷˧ ˢ˟˶ˢ ˶˸ˣ˧ ˢˬˬ ˢ˧ˢ˷ ˫ˡˣ˵ˬ ,ˢˤ˷ ˭ˬ˧˯ ˟ˣ˦ .ˣˮ˧˯˧ˮ ˸ˣ˷˰˪ ˸˞ ˢ˸ˣ˞ ˢ˵˧ˡ˟ˢ ˫˰ ˳˟ˣ˵ 

˵˶˷ ˯˧˲ˡˬ ,˫ˠˣ ˢ˞˶ˮ ˢˤ˷ ˡ˟˰! 

 

ˤ˞ ˢˬ˪ ˪˩˟ ˸˞ˤ ˷˧ ˢ˞˧ˠ˷ ?˧˶˥˞ ˣˮ˞˶˵˷ ˢˬ ˰˧˲ˣˬ ˠˣ˪˟ ˪˷ ˢ˧˧˶˲˯ˢ ˸˧˲˧˴˲˯ˢ ˢ˸˧˧ˢ˷ ˢ˞˧ˠ˷ 

˪ˣ˲ˬ˧˵˟ ˢ˪˷ )ˢ˶˵ˬ˟ ˢˤˢ ighethercat ˢ˟ˣ˷˥˷ ˣˮ˪ ˪˧˟˷˟ ˪˩ˣˮ˷ ˷ˬ˸˷ˢ˪ ˸˷˶˟ ˢ˟˧˟˯˟ 

ˢˬˣˡˬˢ ,(ˣˮ˧˞˶ ˫ˣ˷ˬ˷ ˢˬ Buildroot ˞˪ ˭˧˧˴ˬ ˢ˲˧˞ ˞˴ˬˮ ˶˪˧˧˲ˬˣ˵ˢ ˢ˧˶˲˯˪ ,˶˟˸˯ˬˣ ˢˤ˷ ˪˪ˠ˟ 

˸ˬ˞˟˷ ˣˮ˶ˬ˞ ˪-Buildroot ˣˮ˥ˮ˞˷ ˞˪ ˫˧˷ˬ˸˷ˬ ˟-Cpp .˧˶˥˞ ˣˮ˵˪ˡˢ˷ ˸˞ ˢˤ ˟-Toolchain ˢˤ 

˶ˡ˸˯ˢ ˣˮˬˡ˵˸ˢˣ ˢ˞˧ˠ˷˪ ˸˶˥˞ ˢ˧˧˶˲˯˟ ,˸˶ˬˣ˞˷ ˷˧˷ ˸ˣ˧˰˟ ˸ˣˬ˧˞˸˟ ˸ˣ˞˯˶ˠ˟ˣ )ˣˮ˶˟˰ ˸˧ˮˬˤ 

˸˯˶ˠˬ ˪ˮ˶˵ н.с.мр ˢ˯˶ˠ˪ н.с.ос ˢ˶ˣ˴˟ ˧l ˸˧˸ˣ˶˧˶˷ (˸ˬ˞˟ˣ ˶˷˲˞ ˸ˣ˞˶˪ ˫˧˶˧˷˩ˬ˟ ˫˧˩ˬ˸ˮˢ 

ˣ˶˴ˣˮ˷ ˸˶ˤ˰˟ Buildroot ˟˧˸ˮ˟: output/build/igh-ethercat-1.5.1/devices/e1000/: 

 

˷˧ ˡˣ˵ ˫˧˞˸ˬ ˢ˯˶ˠ˪ ор ˢ˯˶ˠ˪ˣ от ˪˟˞ ˭˧˞ ˢ˯˶ˠ˪ ос )˟ˠ˞ ,˫ˠ ˪-мр ˭˧˞ ,˷˧ ˪-мо ˪x-му ,ˤ˞ ˢˣˣ˵ˮ 

˟ˣ˦˪ ˨˷ˬˢ˟ .(˧˶˥˞ ˸˴˵ ˢ˵˧ˡ˟ ,ˣˮ˟ˢ ˶˷˲˞˷ ˫ˠ ˷ˬ˸˷ˢ˪ ˢ˯˶ˠ˟ ˪˷ ор ˪˧˟˷˟ ˢˤ ˤ˞ ˢ˯ˮˮ ˦ˣ˷˲ 

˶ˣ˴˧˪ ˵˸ˣ˰ ˪˩˪ ˫˧˴˟˵ˢ ˫˧˦ˮˣˣ˪˶ˢˢ ˸ˣˮ˷˪ˣ ˸˞ ˫˷ˢ ,˫ˠˣ ˣˮ˧˪˧ˠ ˫ˣ˵ˬ˟˷ ˳˧˶ˢ˪ make clean ˵˥ˬ˧˧˷ 

˪˩ˢ ˤ˞ˣ ˳˧˶ˢ˪ ˟ˣ˷ make ˸ˣ˩˥˪ˣ ,˶˷˲˞ ˢ˶˵ˬ˟ ˢˤˢ )˫˧˶˵ˬ˟ˣ ˫˧ˬˣˡ (˳˧˶ˢ˪: 

make igh - ethercat - dirclean  
make igh - ethercat  

˭ˣ˷˞˶ˢ ˢ˷ˣ˰ make clean ˵˶ ˪˰ ˢ˧˧˶˲˯ˢ ˸˧˦ˮˣˣ˪˶ˢ ,˧ˮ˷ˢˣ ˢˮˣ˟ ˢ˸ˣ˞ .˭˞˩ ˪˪ˠ˟ ˣˮ˥ˮ˞˷ ˫˧˷ˣ˰ ˧ˣˮ˧˷ 

˶˧˷˧ ˟-build ˧˶˥˞ ˢ˯˧˶˵ˢ )˸˵˸˰ˢ ˫˧˴˟˵ˢ ˫˰ ˫˷ ˶˥˞ ,(˞˪ ˳˧˶ˮ ˸˞ ˧ˣ˵˧ˮˢ ˦ˣ˷˲ˣ ˨˧˷ˬˮ ˪ˣ˲ˬ˧˵˟ - 

˭˩ ˶˷˲˞ ˱˧˯ˣˢ˪ ˸˞ ˢˤ ˸ˣ˶˧˷˧ ˡˣ˵˪ ˪˷ Buildroot ˠˣ˯˩ ˪˷ ˭ˣ˵˧˸ ˣˮ˪˷ˬ ,˨˞ ˫˧˧˸ˮ˧˟˪ ˦ˣ˷˲ ˳˧˶ˮ ˸˞ 

˦˲˧˶˵˯ˢ ˞˟ˢ ,ˢ˷ˣ˰˷ ˶ˣ˷˧˵ ˭˧˟ ˫˧˴˟˵ˢ ˪˷ ˢ˯˶ˠ ор ˫˧˴˟˵˪ ˫˧˷ˡ˥ˢ ˣ˧ˢ˧˷ ˫˰ ˫˷ˢ ˪˷ ˢ˯˶ˠ ос: 

cd output/build/igh - ethercat - 1.5.1/devices/e1000  
for f in * - 2.6.35 - *; do  
    ln - sf "$f" "$( echo "$f" | sed 's/2 \ .6 \ .35/2 \ .6 \ .36/')"  
done 

˳˧˶ˮ make igh-ethercat ˧˶˥˞ˣ ˣˮ˧˞˶˷ ˡ˟˰˷ ˧˪˟ ˸ˣ˞˧ˠ˷ ,˳˧˶ˮ ˟ˣ˷ make ˪˧ˠ˶˩ ,˧˶˥˞ˣ ˡˣ˰ ˸˴˵ ˭ˬˤ ,

ˣˮˬ˧˧˯ ˸˞ ˢ˴˧˶ˢ ˧˪˟ ˸ˣ˞˧ˠ˷! 
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˸˴˶ˢ ˢ˧˴˪ˣˬ˞ 

 

˟˸˥˧ˢ˪ ˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˸˞ ˸˩˶˰ˬ ˫˧˴˟˵ˢ ˪ˮ˶˵ˢˣ ˫˧˪˲ˬˣ˵ˬˢ ˫˰ ˸ˣ˞˯˶ˠˢ )ˣˮ˥ˮ˞˷ ˫˧ˣˣ˵ˬ ˣˬ˧˞˸˧˷ ˧˩ 

˭˩ ˣˮ˧˧ˢ ˫˧˩˧˶˴ ˸˴˵ ˸ˣˮ˷˪ ˫˧˶˟ˡ ,(˵˪˥˟ˣ ˧ˮ˷ˢ ˫˧˶˪˧˧˲ˬˣ˵ˢ ˫˧˪˩ˢˣ ˫˧ˮˣ˷ˢ ˣˮ˥ˮ˞˷ ˫˧˪ˣ˩˧ ˳˧˶ˢ˪ 

˨ˣ˸ˬ s-Docker ˢˤ˷ˣ ˡˣ˟˰˧ ˣˬ˩ ˢˤ˷ ˢ˧ˢ ˡ˟ˣ˰ ˢˮˣ˩ˬ˟ ˫˰ ˸ˣ˞˯˶ˠˢ ˣˮ˶ˡˠˢ˷. 

˪ˮ˧ˬ˶˦˟ ˡ˶˲ˮ )˞˪ ˡ˥˞˟ ˫˰ s-Docker ˨˞ ˞˪ ˶ˣˠ˯ˮ ˣ˸ˣ˞ ˭˧˧ˡ˰ (˨˪ˮ ˢ˧˧˵˧˸˪ ˫˰ ˪ˮ˶˵ˢ ˸˩˶˰ˬˣ 

˫˧˴˟˵ˢ ,˭˧˵˸ˮ ˸˞ ˢ˧˧˶˲˯ˢ qemu-stsyem-mips ˳˧˶ˮˣ ˫˷: 

sudo qemu- system - mips - M malta - m 256 - kernel vmlinux - nographic - hda 
rootfs.ext2 - no- reboot - append "root=/dev/hda console=uart0"  

ˣˮ˥˪˴ˢˣ ˳˧˶ˢ˪ ˸˞ ˪ˮ˶˵ˢ ˫˰ ˸˩˶˰ˬ ˫˧˴˟˵ˢ ˣˮ˪˷! 

 
  



 
 

˞ˣ˟ˬ ˸˴˧˶˲˪  Embedded -  ' 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 182, ˶˞ˣ˶˟˲ нлнс  мс 
 

˟ˣ˶˧˵ ˢ˯˶ˠ˪ ˪˷ ˶˦ˣ˞˶ˢ 

˧ˮ˲˪ ˨˧˷ˬˮ˷ ˢ˞˪ˢ ,ˢ˯ˮˮ ˟ˣ˷ ˫˰ ˸ˣ˞˯˶ˠˢ ˣˮ˧˪˧ˠ˷ ˢ˶ˬˣ˥ˢˬ ˢ˪˥˸ˢ˟ .ˢˤ ˰˵˸ˮ ˵˪˥˟ ˪˷ ˸ˡ˶ˣˢ s-

Kernel Headers ˦ˮ˶˦ˮ˧˞ˢˬ ,˪˟˞ ˪˪ˠ˟ ˢ˧˰˟ˢ˷ ˢˤ˷ ˰˵˸ˮ ˢ˟ ˞˧ˢ ˪˩˩ ˢ˞˶ˮˢ ˢ˶ˣ˷˵ ˸˷˶˪ )˧˩ ˢˤ 

˭˩ ˰˧˲ˣˬ ˶˸˞˟ ˣˮˬˬ˷ ˢˤ ˢ˯ˮˬ ˡ˧˶ˣˢ˪ ,(ˡ˧˶ˣˮ ˣˮˬ˴˰˟ ,˫˧˷ˮ ˢ˧˧˵˧˸˟ dl ˨˧˷ˬˮˣ .˧˶˥˞ ˢˤ ˣ˧ˢ ˡˣ˰ 

ˢ˟˶ˢ ˫˧˴˟˵ ,˸ˣ˧˴˵ˮˣ˲ ,ˣ˞ ˫˧˶˟ˡ ˢ˪˞˩ ˫˧˶˯˥˷ ˣˮ˦˪˥ˢˣ ˫˧˧˸ˮ˧˟˷ ˨˧˷ˬˮ ˫˰ ˢ˯˶ˠˢ ˸ˣ˥˲˷ ˢ˟ˣ˶˵ 

˶˦ˣ˞˶˪ ˣˮ˪˷ )˷ˬ˸˷ˮ ˢ˯˶ˠ˟ н.с.ос (˫˞ˣ ˢ˞˶ˮ ˢˤ˷ ˞˪ ˡ˟ˣ˰ ˶ˣˤ˥ˮ ˢ˶ˤ˥ ˢˤ˪. 

˪˧˟˵ˬ˟ ˪˩ˢ˪ ,ˣˮ˧˯˧ˮ ˷ˬ˸˷ˢ˪ ˟-QEMU ˫˰ ˫˧˴˟˵ˢ ˣˮ˪˟˧˵˷ ˵˪˥˟ ˭ˣ˷˞˶ˢ ,˨˞ ˣˮ˪˵˸ˮ ˪˩˟ ˧ˮ˧ˬ 

˸ˣ˧˰˟ ˫˰ ˠ˧˷ˢ˪ ˸˞ ˪ˮ˶˵ˢ ˧˩ ˞ˣˢ ˢ˧ˢ ˫˰ headers ˸ˣˬ˧˸˥ˣ ˫˧ˮ˶˴˧ˢ˷ ˪˷ ˢ˶ˬˣ˥ˢ ˣˬ˷ ,ˢ˩˩ 

˷ˣˬ˧˷˷ ˫ˢ˟ ˳˪˞˧ ˣˮ˸ˣ˞ ˷ˬ˸˷ˢ˪ ˫˧˪˩˟ ˫˧ˮˣ˷ ˶˟˩˷ ˫˧˷ˣ˰ ˸˞ ˪˩ ˢˡˣ˟˰ˢ ˣˮ˪˧˟˷˟ .ˣˮ˥ˮ˞ ˞˪ ˦˶˲ˮ 

˫ˢ˧˪˰ ˭˞˩ ˧˩ ˭˧˞ ˢˤ˟ ˸ˬ˞˟ ˢ˟˧˯ ,˨˞ ˧ˬ˪ ˢ˴ˣ˶˷ ˞ˣ˶˵˪ ˫ˢ˧˪˰ ˡˣ˰ ,˫˧˞˶ˣ˵ ˫ˢ˪ firmadyne x-

FirmAE .˱˯ˣˮ˟ ,ˣˮ˥ˮ˞ ˞˪ ˷ˬ˸˷ˮ ˸ˣ˶˧˷˧ ˸˩˶˰ˬ˟ ˫˧˴˟˵ˢ ˪˷ ˶˦ˣ˞˶ˢ ˣˮ˪˟˧˵˷ ˵˪˥˟ ˭ˣ˷˞˶ˢ ˧˩ 

˶˟˰ˬ ˨˩˪ ˸ˣ˞˯˶ˠˢ˷ ˞˪ ˸ˣˬ˞ˣ˸ ,QEMU ˨ˬ˸˯ˬ ˪˰ ˪˩ ˧ˮ˧ˬ ˫˧˴˟˵ ˫˧˧˲˧˴˲˯ ˞ˣˢ˷ ˶˴˧ ,˭˩˪ ˪˩ ˫˰˲ 

˱˧˯ˣˮ ˵˶ ˸˞ ˫˧˴˟˵ˢ ˫˧˶˯˥˷. 

 

˷ˣˬ˧˷ ˢ˷˧ˠˣ ˸˩˶˰ˬ˪ ˣˮ˪˲ˬ˧˵˷ 

˶˥˞ ˣˮ˶˟˥˸ˢ˷ ˸˩˶˰ˬ˪ ˣˮ˧˯˧ˮ ˸˴˵ ˵˥˷˪ ˫˰ ˸ˣˡˣ˵˲ ˸ˣ˞˶˪ˣ ˢˬ ˶˷˲˞ ˸ˣ˷˰˪ :˷˧ ˣˮ˪ ˪˩ ˧ˮ˧ˬ 

˸ˣˡˣ˵˲ ˸ˣ˯˧˯˟ ,˸ˣ˶˷˲˞ ˶ˣ˴˧˪ ˫˧˴˟˵ ˫˧˶ˬ˷ˮ˷ ˧˶˥˞ ˫˧˞˴ˣ˧˷ ˢˮˣ˩ˬˢˬ ,ˣ˩ˣ' .˨˞ ˯˧ˮ˩ˢ˪ ˫˧˴˟˵ ˢˤ 

˶˟˩ ˭˧˧ˮ˰ ˢ˲˧˦ ˶˥˞ ˣ˪˧˟˷˟˷ ˨˧˶˴ ˶˟˥˪ ˸˞ ˸˩˶˰ˬˢ ˢˮˬˬ˷ ˣˮ˧˪˰: 

˳˧˶ˮ ˸˞ ˢˡˣ˵˲ˢ : 

sudo mount - t ext2 - o rw,loop rootfs.ext2 /mnt/dir  

ˢˡˣ˵˲ˢ ˨ˣ˲ˢ˸ ˸˞ ˸˩˶˰ˬ ˫˧˴˟˵ˢ ˣˮ˶˴˧˷ ˢˮ˧ˬˤ˪ ˸˩˶˰ˬ˟ ˫˧˴˟˵ˢ ˢ˪˧ˠ˶ˢ ˣˮ˪˷ ˸˥˸ /mnt/dirΥ 

 

˧˶˥˞ ˫˧˲˧˯ˣˬ˷ ˫˧˴˟˵ ,˧˞ˡ˩ ˸ˣ˷˰˪ umount ˪˰ ˢ˧˧˵˧˸ˢ ˪˧˟˷˟ ˵˸ˮ˪ ˸˞ ˸˩˶˰ˬˢ ˫˧˴˟˵ ˞ˡˣˣ˪ˣ ˭˧˞˷ 

˸ˣ˧˰˟ ˸ˣ˶˥˞. ˨˶ˣ˴˪ ˢ˵˧ˡ˟ ˢˤ˷ ˡ˟ˣ˰ ,˥˵˧ˮ ˳˟ˣ˵ hello world ˧˯˧˯˟ ˪˲ˬ˵ˮ˷ ˫˰ ˫˧˪˩ˢ ˣˮ˶˴˧˷ ,˯˧ˮ˩ˮ 

ˢˮˣ˩ˬ˪ ,ˢ˞˶ˮˣ ˫˞ ˢˤ ˡ˟ˣ˰: 

 

ˢ˪ˣ˰ˬ !ˤ˞ ˫ˠ ˸˯ˮ˩ˢ ˫˧˴˟˵ ˸ˡ˟ˣ˰ ,˫ˠˣ ˫˧˶˪˧˧˲ˬˣ˵ˢ ˣˡ˟˰ ˣˬ˩ ˨˧˶˴˷. 
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˸ˣ˶˟˥˸ˢ ˨˶ˡ ˸˷˶ˢ 

˪˧˟˷˟ ˢ˧ˢ˧˷ ˣˮ˪ ˵˷ˬˬ ˢ˲˧˦ ˶˸ˣ˧ ˥ˣˮ ,˷ˬ˸˷ˮ ˧˪˩˟ ˫˷˟ Dropbear ˪˧˟˷˟ ˶˟˥˸ˢ˪ ˢˮˣ˩ˬ˪ ˫˰ ssh 

˫˰ˣ ˢ˩˧ˬ˸ ˢˬ˩˟ ˫˧˶ˣ˟˧˥ ˪˧˟˵ˬ˟ )˨˶˦˴ˮˣ ˸˞ ˢˤ ˨˷ˬˢ˟ .(ˡˣ˰˟ ˣˮ˥ˮ˞˷ ˭˩ ˣˮ˪˩˧ ˦ˣ˷˲ ˶ˣ˥˟˪ ˢˤ˟ 

ˢ˧˧˶˲˯˩ ˢ˧ˢ˸˷ ˸ˮ˵˸ˣˬ ˪˰ ˢˮˣ˩ˬˢ ˷˞˶ˬ ,ˣˮ˲ˡ˰ˢ ˸ˣ˞˶ˢ˪ ˨˧˞ ˪˲ˬ˵˪ ˢ˸ˣ˞ ˸˶ˤ˰˟ ˷ˣˬ˧˷ ˪˩˟ 

˫˧˪˩ˢ ˣˮ˶˴˧˷: 

ˢ˪˧˥˸ ,˳˧˶ˮ ˸˞ ˸ˣˡˣ˵˲ˢ ˸ˣ˞˟ˢ ˪˧˟˷˟ ˶˧ˡˠˢ˪ ˢˤ˧˞ ˫˧˪˩ ˣ˧ˢ˧ ˷ˣˬ˧˷˟: 

 

˶˥˞˪ ˭˩ˬ, ˶˥˞˪ˣ ˣˮ˧˷˰˷ clone ˧˪˩˪ ˬ-Github ,˶ˣ˴˧ˮ ˸˧˧˵˧˸ build ˧ˢ˷˪˩ ˳˧˶ˮˣ ˸˞ ˢˡˣ˵˲ˢ ˢ˞˟ˢ: 

./configure -- host mips- linux -- prefix =~/dropbear/build  

ˢˤ ˶˧ˡˠ˧ ˸˞ ˪˩ ˫˧˴˟˵ˢ ˫˧˦ˮˣˣ˪˶ˢ ˣˡ˟˰˧˷ ˫˰ ˡ˰˧ˢ ˢ˴˶ˢ ˣˮ˪˷ )mips-linux ,(˧˶˥˞ ˢˤ ˳˧˶ˮ make x 

make install ˪˧˟˷˟ ˪˲ˬ˵˪ ˪˩ˢ ,˶˧˟˰ˮˣ ˢˬ ˨˧˶˴˷ ˪-QEMU ˢ˦˧˷˟ ˣˮ˧˞˶˷ ˫ˡˣ˵ˬ. 

˧ˮ˲˪ ˪˧˥˸ˮ˷ ˸˞ s-QEMU ,ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˶˧ˡˠˢ˪ ˸˞ ˯˧˦˶˩ ˸˷˶ˢ ˷ˬ˸˷˧˷ x˟ ,˸˞ˣ ˫˧˦˶ˣ˲ˢ ˣ˧ˢ˧˷ 

˫˧˥ˣ˸˲ ˷ˣˬ˧˷˪ .˭˸˧ˮ ˸ˣ˷˰˪ ˸˞ˤ ˸˶ˤ˰˟ ˸˲˯ˣˢ ˪ˠˡˢ net ˢˡˣ˵˲˪ ˪˷ s-QEMU ˣˮ˧˞˶˷ ˫ˡˣ˵ˬ: 

- net nic,macaddr=AA:BB:CC:00:11:22 - net user,hostfwd=tcp::50000 -
:9000,hostfwd=tcp::7000 - :10000,hostfwd=tcp::80 - :80,hostfwd=tcp::5000 - :5000  

˵˪˥ˢ ˭ˣ˷˞˶ˢ )˫˰ s-macaddr (˭˸ˣˮ ˸˟ˣ˸˩ MAC ˯˧˦˶˩˪ ˸˷˶ˢ )˶˷˲˞ ˫˧˷˪ ˫˷ ˨˶˰ ˧˪ˬˣˡˮ˶.( 

˵˪˥ˢ ˧ˮ˷ˢ )˪˩ ˵˪˥ˢ ˪˷ s-user x-hostfwd (˶˧ˡˠˬ ˸˞ ˫˧˦˶ˣ˲ˢ ˣ˥˸˲˧˷ ,ˢˤ˧˞˪ˣ ˫˧˦˶ˣ˲ ˫ˢ ˣ˰˧˟˴˧ 

)ˣˬ˩ ˠˣ˯ ˪˷ port forwarding (- ˢˬˠˣˡ˪ ,˫˞ ˥˸˲ˮ ˢˮ˩ˣ˸ ˭˧ˤ˞˸˷ ˦˶ˣ˲˟ млллл ˟-QEMU ,˪˩ˣˮ 

˶˟˥˸ˢ˪ ˢ˧˪˞ ˸˶ˤ˰˟ ˦˶ˣ˲ тллл ˟-host. 

˧˶˥˞ ˶˟˥˸ˮ˷ ˫˰ ˢˡˣ˵˲ˢ ˢ˞˪ˬˢ ,˳˧˶ˮ ip a ˪˧˟˷˟ ˸ˣ˞˶˪ ˢˬ ˢ˶ˣ˵: 

 

˷˧ ˣˮ˪ ˸˞ loopback ˸˞ˣ eth0 ˫˧˧˸ˮ˧˟˷ ˭˧˞ x˪ ˸˟ˣ˸˩ - ˪˧˟˷˟ ˶˧ˡˠˢ˪ ˳˧˶ˮ ˸˞ ˢˡˣ˵˲ˢ udhcpc eth0 

ˢ˞˶ˮˣ ˢˬ ˢ˶ˣ˵ ˟-ip a: 
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˸˰˩ ˳˧˶ˮ ˸˞ ˸˶˷ˢ Dropbear ˣ˯ˮ˩ˢ˷ ˪-QEMU ˶˧ˡˠˮˣ ˣ˸ˣ˞ ˢ˩˩ ˟˧˷˵˧˷ ˦˶ˣ˲˪ фллл: 

 

ˢ˯ˮˮ˷˩ ˳˧˶ˢ˪ ˸˞ ˧˪˩ˢ ˣˮ˪˲ˬ˧˵˷ ˪˰ s-host ˞ˣˢ ˞˪ ˡˣ˟˰˧ )ˢˤ ˧ˮˣ˧ˠˢ ˧˩ ˣˮ˪˲ˬ˧˵ ˣ˸ˣ˞ ˨˩ ˡˣ˟˰˧˷ ˪˰ 

mips-linux (ˤ˞ ˪˲ˬ˵ˮ ˟ˣ˷ ˷ˡ˥ˬ ˨˩ ˫˧˞˸˧˷ ˣˮ˪ ˢ˯ˮˮˣ ˶˟˥˸ˢ˪ ˢˬ-host ˫˰ ˢˡˣ˵˲ˢ: 

./dbclient - t root@127.0.0.1/50000  

ˢ˧ˢ˧ ˠ˞˟ ˶ˬˣ˞˷ ˣˮ˪ ˶ˣ˴˧˪ ˸˞ ˢ˧˧˵˧˸ˢ /etc/dropbear ˟-QEMU ˤ˞ ˢ˷˰ˮ ˸˞ ˢˤ ˢ˯ˮˮˣ ˟ˣ˷: 

 

ˢˤˣ ˡ˟ˣ˰ !ˣ˧˷˩˰ ˪˩ˣˮ ˶ˣ˴˧˪ ˢˬ˩ ˫˧˶ˣ˟˧˥ ˪˧˟˵ˬ˟ )ˢˬ ˢ˧ˢ˧˷ ˡˣ˞ˬ ˥ˣˮ ˨˷ˬˢ˟.( ˫˞ ˣ˧˷˩˰ ˞˴ˮ ˢˬ-

QEMU ˶˟˥˸ˮˣ ˟ˣ˷ ,ˢ˞˶ˮ ˫ˠ˷ ˭˧˞ ˣˮ˪ ip ˶ˡˠˣˬ ,˫ˠˣ ˸˶˷ˢ˷ ˢ˦ˬ˪ ,ˤ˞ ˪˧˟˷˟ ˨ˣ˯˥˪ ˭ˬˤ ,˱˧˯ˣˮ 

ˣˢ˷ˤ˧˞ ˦˲˧˶˵˯ ˧˦ˬˣ˦ˣ˞ ˸˥˸ /root/.profile ˳ˣ˶˧˷ ˪˩˟ ˢ˧˧˪˰ ,˳˧˶˧ˣ ˸˞ ˸ˣˡˣ˵˲ˢ ˢ˪˞ˢ ˣˮ˪˧˟˷˟: 
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˨ˣ˲ˢ˪ ˸˞ ˸˩˶˰ˬˢ ˶˦ˣ˞˶˪ ˧˸˧ˬ˞ 

˰ˠ˶˩ ˷˧ ˣˮ˪ ˸˩˶˰ˬ ˸˧˶ˮˠ ,˫˰ ˸ˣ˶ˡˠˢ ˸ˣˮ˷˧ ,ˣˮ˥˪˴ˢˣ ˥ˣ˸˲˪ ˢ˧˪˰ ˸˶˷ ssh - ˪˩ ˢ˪˞ ˫˧˶˟ˡ ˫˧˟ˣ˦ 

ˡˣ˞ˬ ,˪˟˞ ˫ˣ˷ ˶˟ˡ ˭˞˩ ˞˪ ˨˲ˣˢ ˸˞ ˢˤ ˶˦ˣ˞˶˪ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˸ˣˬˡ˪ .˪˧˟˷˟ ˢˤ ˨˧˶˴ ˶˧˟˰ˢ˪ ˫˧˴˟˵ 

˶˦ˣ˞˶ˢˬ ˢˮˣ˩ˬ˪ ˣˮ˶˴˧˷ ,˷˧ˣ ˣˮ˪ ˢˬ˩ ˸ˣ˧˴˲ˣ˞ ˨˧˞˪ ˸ˣ˷˰˪ ˸˞ ˢˤ: 

мΦ ˦ˣ˷˲ ˶˟˥˪ ˸˞ ˸˩˶˰ˬˢ ˫˧˴˟˵ ˣˮ˞˴ˣˢ˷ ˢ˶ˬˣ˥ˢˬ ˫ˣ˵ˬ˟ ˷ˬ˸˷ˢ˪ ˸˩˶˰ˬ˟ ˫˧˴˟˵ˢ ˣˮ˶˴˧˷ ˫˰ 

Buildroot - ˸˞ ˭ˣ˧˰˶ˢ ˢˤˢ ˶˟˩ ˣˮ˪˯˲ ˫ˡˣ˵ˬ ,˧˩ ˪ˮ˶˵ˢ ˨˧˶˴ ˸˞ ˫˧˴˟˵ˢ ˢ˪˞ˢ ˪˧˟˷˟ ˡˣ˟˰˪ ˣˬ˩ 

˨˧˶˴˷. 

нΦ ˵˧˸˰ˢ˪ ˪˩ˢ ˸ˮˣ˩ˬ˪ ˡ˰˧ˢ ˧˪˟ ˟ˣ˷˥˪ ˶˸ˣ˧ ˧ˡˬ - ˧˸˧˧˰˟ ˣˬ˩ ˨˶ˡˢ ˢˮˣ˷˞˶ˢ. 

оΦ ˶˧˟˰ˢ˪ ˢˬ ˨˧˶˴˷ ˦˞˪ˣ ˦˞˪ ˪˧˥˸ˢ˪ ˶˧˟˰ˢ˪ ˡˣ˰ ˫˧˴˟˵ ˧˲˪ ˸ˣ˞˧ˠ˷ - ˥˧ˮˮ ˪˧˥˸ˢ˪ ˫˰ ˶˧˟˰ˢ˪ 

ˣˢ˷ˤ˧˞ ˧˶˞ˮ˧˟ ˢ˴˶ˮ˷ ˳˧˶ˢ˪ ,˧˶˞ˮ˧˟ˢ ˯ˣ˶˵˧ ˧˩ ˶˯˥ x˪ ˣˢ˷ˬ ,˶˧˟˰ˢ˪ ˸˞ ˣˢ˷ˬˢ ˢˤˢ ,ˣ˩ˣ .ˢˤ 

˭ˣ˧˰˶ ˞ˣˢ˷ ˶˟˩ ˶˸ˣ˧ ˟ˣ˦ ,˧˩ ˭˩ ˷˧ ˭˞˩ ˢ˟˷˥ˬ ˧˶ˣ˥˞ˬ ˢˤ˧˞ ˫˧˴˟˵ ˫ˢ ˸ˬ˞˟ ˫˧˧˦˧˶˵ ,˪˟˞ ˭˩ ˷˧ 

˭˞˩ ˫ˠ ˭˧˧ˮ˰ ˪˷ ˸ˣ˧˟˧˦˦˲˶ ˸ˮ˟˴˰ˬ ˧˩ ˪˩ ˫˰˲ ˨˧˶˴ ˸˞˴˪ ˶ˣˤ˥˪ˣ ˢˬ-QEMU ˧˩ ˶˟ˣˡˬ ˸˩˶˰ˬ˟ 

˫˧˴˟˵ ˞˧ˢ˷ ˢ˟ˣ˶˟ read-only. 

ˣˮ˥ˮ˞ ˶˥˟ˮ ˸ˣ˶˷˲˞˟ ˸˧˷˧˪˷ˢ ˧˩ xʕ ˢ˧˴˲ˣ˞ˢ ˧˩ˢ ˢ˥ˣ˦˟ )˸ˣ˶ˬ˪ ˸ˣ˧˟˧˦˦˲˶ˢ ˪˷ ˪˩ ˫˰˲ ˸˞˴˪ 

˶ˣˤ˥˪ˣ ˪-QEMU (- ˟ˣ˷ ˶˧˩ˤˮ ,ˣˮ˥ˮ˞˷ ˫˧˶˧˟˰ˬ ˫ˡˣ˵ ˵˶ ˢˬ ˸ˣ˞ˡˣˣ˟˷ ˟ˣ˷˥ )˥˧ˮˮ ˫˧˴˟˵ ˸ˣ˞ˡˣˣ˟˷ 

ˢ˴˶ˮ ,(˵˶ˣ ˢˬ ˣˮ˥ˮ˞˷ ˫˧˥ˣ˦˟ ˫ˢ˷ ˸ˣ˪˸ ˪˷ ˣˢ˷ˬ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ )˥˧ˮˮ ˪˩ ˫˧˴˟˵ˢ ˫˧˪ˢˮˬ˷ ˸˞ 

˵˷ˬˬ s-web ˪˷ ˶˦ˣ˞˶ˢ .(˪˧˥˸ˮ ˳˟ˣ˵ˢˬ httpd ˫˧˴˟˵ˢˣ ˫˧˞˴ˬˮ˷ ˸˥˸ web .˶˧˟˰ˮ ˪˩ ˡ˥˞ ˢ˲˧˞˪ 

ˢ˧ˢ˷ ˶˦ˣ˞˶˟ ,ˢ˯ˮˮ ˳˧˶ˢ˪ ,ˢ˞˶ˮˣ ˸˞ ˢ˞˧ˠ˷ˢ ˢ˞˟ˢ: 

 

ˢˤ ˧ˮˣ˧ˠˢ ,˧˶ˢ ˪˩ ˫˧˴˟˵ˢ ˫˧˶˥˞ˢ ˭˧˧ˡ˰ ˞˪ ˣ˶˟˰ˣˢ ,ˤ˞ ˶˧˟˰ˮ ˸˞ ˳˟ˣ˵ˢ ˢˤˢ ˨˧˷ˬˮˣ ˫˧˴˟˵˪ ˫˧˶˥˞ ,

ˡ˰ ˳˧˶ˮ˷ ˰˧ˠˮˣ ˢ˞˴ˣ˸˪ ˶˸ˣ˧ ˢ˟ˣ˦: 
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ˣˮ˥˪˴ˢ ˳˧˶ˢ˪ !˫˰ ˢ˟˶ˢ ˸ˣ˞˧ˠ˷ )ˢˮˣˬ˸ˢ ˞˪ ˸ˠ˴˧˧ˬ ˪˩ˢ ,(˪˟˞ ˢˤ ˶˟˩ ˶ˬˣ˞ ˣˮ˪ ˫˧˶˟ˡ ˫˧˪ˣ˰ˬ ˣˬ˩ 

ˢˤ ˸ˣ˶ˡˠˢˢ˷ ˣˮ˧˷˰˷ ˟-Buildroot ˣˡ˟˰ ,ˣˮ˥ˮ˞˷ˣ ˭ˣˣ˧˩˟ ˭ˣ˩ˮˢ ,ˣ˧˷˩˰ ˵˶ ˶˞˷ˮ ˭˧˟ˢ˪ ˸˞ ˸ˣ˧˰˟ˢ: 

read_from_configflash: ioctl failed: Inappropriate ioctl for device  

˪˩˩ ˢ˞˶ˮˢ ˣˢ˷ˬ ˶ˣ˷˵˷ ˸ˣ˶ˡˠˢ˪ ˫˧˶˟ˡˣ ˧˞˷ ˶˷˲˞ ˞ˣ˶˵˪ ˫ˣ˷ˬ ˢˬ: 

iptables: not found  

˸˥˞ ˸ˣˡˣ˵˲ˢˬ ˸ˣ˶˯˥˷ ˧˪ˣ˞˷ ˸ˣˬ˧˧˵ ˪˰ ˶˦ˣ˞˶ˢ ˶˷˲˞ˣ ˦ˣ˷˲ ˶˧˟˰ˢ˪: 

insmod: can't insert ' /lib/modules/2.6.15/net/ag7240_mod.ko ': No such file or 
directory  

ˡ˥˞ ˫˧˴˟˵ˢˬ ˫˧˶˯˥ˢ ˧˪ˣ˞˷ ˣˬ˩ ˸ˣˡˣ˵˲ˢ ,˭˸˧ˮ ˦ˣ˷˲ ˶˧˟˰ˢ˪. 

˪˧˥˸ˮ ˱ˣ˯ˢˬ - ˫˧˴˟˵ˢ ˢ˪˞ˢ ˫˧ˬ˧˧˵ ˸˩˶˰ˬ˟ ˫˧˴˟˵ ˪˷ ˶˦ˣ˞˶ˢ ˷ˬˬ ˫ˣ˵ˬ˟ ˭˧˧ˣ˴˷ - ˰ˠ˶˟ ˶˧˟˰ˮ˷ 

˸˞ ˢ˧˧˵˧˸ˢ ˸˧˦ˮˣˣ˪˶ˢ )˞ˡˣˣˮˣ ˫ˣ˷˷ ˶˟ˡ ˞˪ ˯˶ˡˮ (ˢˤ ˶ˣˬ˞ ˶ˡ˸˯ˢ˪ .˰ˠˣˮ˟ ˸ˣˡˣ˵˲˪ ˸ˣ˶˯˥ˢ ,ˢˤ 

ˢ˧ˢ˧ ˣ˸ˣ˞ ˭ˣ˶˸˲ ˣˬ˩ ˶˧˟˰ˢ˪ ˸˞ s-httpd ,˵˶ ˫˰˲ˢ ˢ˷˰ˮ ˸˞ ˢˤ ˪˰ ˫˧˴˟˵ˢ ˣˮ˧˧ˣ˴˷ )brctl, iptables, 

tc ,ˣ˩ˣ'.( 

˧˶˥˞ ˪˩ ˧ˮ˧ˬ ˸ˣˮˣ˧˯˧ˮ ,˵˪˥ ˸ˣ˞˧ˠ˷ˢˬ ˣˡ˶˧ )˶˵˧˰˟ ˣ˪˞ ˸ˣ˶˟ˡˬ˷ ˪˰ ˸ˣˡˣ˵˲ ˸ˣ˶˯˥ ,(˵˪˥ ˭ˢˬ ˣˮ˸˷ˢ 

)˫˧˦ˬ˶ˣ˲˪ ˞˪ ˫˧ˮˣ˩ˮ ,ˣ˞ ˫˧˶˟ˡ ˫˧˩˧˶˴˷ ˶ˣ˟˰˪ ˠˣ˶ˡ˷ - ˦˧˪˥ˮ ˫˧˧˸ˮ˧˟˪ ˫˪˰˸ˢ˪ ˢˤˬ ˦ˣ˷˲ ˧˩ ˢˤ 

˸ˣ˥˲ ˧˦ˮˣˣ˪˶ ˢ˶˦ˬ˪ ˣˮ˪˷ ,(˷˧ˣ ˸ˣ˞˧ˠ˷ ˭˧˧ˡ˰˷ ˞˪ ˣˮ˯˥˧˧˸ˢ ˭ˢ˧˪˞ ˪˪˩˟ ,˪˩˟ˣ ˸˞ˤ - ˢˤ ˦ˣ˷˲ ˨˧˷ˬˢ 

˳ˣ˶˪ ,˧˪˟ ˯ˣ˶˵˪ x˞ ˣˢ˷ˬ ˢˤ˩ ,ˤ˞ ˣˮ˦˪˥ˢ ˸ˣ˯ˮ˪ ˸˷ˠ˪ ˶˸˞˪ ˣ˧˪˰˷ ˶ˣˬ˞ ˸ˣ˧ˢ˪ ˵˷ˬˬ ˪ˣˢ˧ˮˢ )ˣˮ˶ˡˠˢ 

˫ˡˣ˵ˬ ˦˶ˣ˲˷ ул ˪˷ ˶˦ˣ˞˶ˢ ˶ˣ˟˰˧ ˦˶ˣ˲˪ ул ˣˮ˪˷(. 
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ˢ˯ˮˮ˷˩ ˸˷ˠ˪ ˢˤ˪ ,˪˟˵ˮ ˸˞ ˶˟ˡˢ ˞˟ˢ: 

 

˫˧ˢˡˬ !ˢ˯ˮˮ ˸˞ ˸ˣ˞ˬ˯˧˯ˢ ˸ˣ˧˦˪ˣ˲˧ˡˢ ˷˧˷ ˦ˮ˶˦ˮ˧˞˟ )admin admin ,˧˯˞˪˵ ,(˪˟˵ˮˣ ˸˞ ˢˤ: 

 

ˡˣ˰˟ ˭˧˧ˡ˰˷ ˞˪ ˣˮ˥˪˴ˢ ˶˟˥˸ˢ˪ ,˪˧˟˷˟ ˸ˣ˯ˮ˪ ˭˧˟ˢ˪ ˢ˶ˣ˴˟ ˢ˟ˣ˦ˢ ˶˸ˣ˧˟ ˢˬ ˢ˧˰˟ˢ ,˨˶˦˴ˮ ˶ˣ˴˧˪ 

˵˷ˬˬ ˠˣ˟˧ˡ ˥ˣˮ ˶ˣˤ˰˧˷ ˣˮ˪ ˢˬ ˢ˶ˣ˵ ˭ˬˤ˟ ˢ˴˧˶ˢ ˢˬ˴˰. 

 

˸ˠ˷ˢ ˵˷ˬˬ ˠˣ˟˧ˡ 

˪˧˟˷˟ ˢˤ ˷ˬ˸˷ˮ ˟-gdbserver ˶˟˩˷ ˫˧˧˵ ˪˰ s-QEMU )˪˩ ˡˣ˰ ˣˮ˶˥˟ x˟ ˟-Buildroot (˪˧˟˷˟ ˠ˞ˡ˧˷ 

˳˧˶ˢ˪ ˸˞ ˳˟ˣ˵ˢ ˶˥˟ˮ˷ ,˥ˣ˸˲˪ˣ ˦˶ˣ˲ ˶˷˲˞˧˧˷ ˣˮ˪ ˶˟˥˸ˢ˪ ˵ˣ˥˶ˬ ˫˰ ˶ˠ˞˟˧ˡ ˶˥˞ ˸ˣ˞˶˪ˣ ˢˬ ˢ˶ˣ˵ 

ˢ˶ˣ˴˟ ˧˪ˣ˞˷ ˢ˧ˢ˸ ˶˸ˣ˧ ˢ˥ˣˮ )ˢˬˠˣˡ˪ Ghidra x˞ gdb.( 

˪˧˥˸ˮ ˞ˡˣˣ˪ˬ ˣˢ˷ˤ˧˞˷ ˦˶ˣ˲ ˣˮ˧˞˷ ˷ˣˬ˧˷˟ )˞˪ ˟-QEMU ˞˪ˣ ˪˰ s-host (ˣ˧ˢ˧ ˫˧˶˷ˣ˵ˬ )ˣˬ˩ ˫˰ ˦˶ˣ˲ 

ул ˣˮ˧˞˶˷ ˫ˡˣ˵ˬ (- ˢ˶˵ˬ˟ ˣˮ˪˷ ˶˥˟ˮ ˦˶ˣ˲˟ млллл ˟-QEMU ˫˴˰˟˷ ˞ˣˢ ˟˧˷˵˧ ˸ˣˮ˩ˣ˸˪ ˠˣ˟˧ˡ 

˸ˣ˶˥˞ ,˦˶ˣ˲˪ˣ тллл ˟-host ˰ˠ˶˟˷ ˶˟˥˸ˮ˷ ˦˶ˣ˲˪ ˢˤˢ ˶˟˥˸ˮ ˵˷ˬˬ˪ ˠˣ˟˧ˡˢ ˞˴ˬˮ˷ ˦˶ˣ˲˟ 

млллл. 

˧˶˥˞ ˣˮ˶˥˟˷ ˸˞ ˫˧˦˶ˣ˲ˢ ˣˮ˶˟˥˸ˢˣ ˪-QEMU ,˳˧˶ˮ ˸˞ s-gdbserver ˢ˩˩: 

 

-˟host ,˳˧˶ˮ ˸˞ ˧˪˩ ˠˣ˟˧ˡ ˶˥˟ˮ˷ )ˣˮ˥ˮ˞ ˣˮ˶˥˟ ˶ˣ˸˟ ˢ˪˥˸ˢ ˟-gdb ,(ˢ˶˵ˬ˟ˣ ˣˮ˪˷ ,˪˪ˠ˟ ˣˮ˥ˮ˞˷ 

˫˧˩˧˶˴ ˷ˬ˸˷ˢ˪ ˟-gdb ˫˞˸ˣˬ˷ ˢ˶ˣ˦˵˦˧˩˶˞˪ ˢ˧˪˞ ˣˮ˥ˮ˞ ˫˧˶˟˥˸ˬ )˫˞ ˞˪ ˢ˷˰ˮ ˸˞ ˢˤ ˢ˩˩ ,

˪˟˵ˮ ˢ˞˧ˠ˷(. 



 
 

˞ˣ˟ˬ ˸˴˧˶˲˪  Embedded -  ' 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 182, ˶˞ˣ˶˟˲ нлнс  нн 
 

˷ˬ˸˷ˮ ˟-gdb ˣˮ˪˟˧˵˷ ˸˶ˤ˰˟ s-Buildroot ,˶˟˥˸ˮ ˦˶ˣ˲˪ тллл ,ˢ˯ˮˮˣ ˳˧˶ˢ˪: 

 

ˢ˪ˣ˰ˬ !ˣˮ˥˪˴ˢ ˶˟˥˸ˢ˪ ˵˷ˬˬ˪ ˠˣ˟˧ˡ ˪˧˟˷˟ ˢ˧ˢ˧˷ ˶˸ˣ˧ ˥ˣˮ ˸ˣ˞˶˪ ˢˬ ˢ˶ˣ˵ )˟˪˷˟ ˢˤˢ ˵˲˸˯ˮ ˟-

gdb ,˨˞ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˨˷ˬˢ˟˷ ˱˧˪˥ˮ ˧˪˩˪ ˶˸ˣ˧ ˥ˣˮ ,ˣ˞ ˢ˯ˮˮ ˟˪˷˪.( 

 

˫ˣ˩˧˯ 

ˣˬ˩ ˣˮ˶ˬ˞˷ ˢˬˡ˵ˢ˟ ,ˢ˶˦ˬˢ ˸˧˲ˣ˯ˢ ˣˮ˪˷ ˞˧ˢ ˸˴˶ˢ ˡˣ˵ ˪˰ ˶˦ˣ˞˶ˢ ˸˶ˤ˰˟ ˢ˷˪ˣ˥ ˞˴ˬˮ˷ ,˪˧˟˷˟ˣ 

ˢˤ ˣˮ˧˷˰ ˸˞ ˪˩ ˸ˣˮ˩ˢˢ ˸ˣ˪ˣ˰˲ˢˣ ˶ˬ˞ˬ˟ ˢˤˢ .ˣˮ˪˥˸ˢ ˫˰ ˸˶˧˵˥ ˢ˶ˬˣ˥ˢ ˪˷ ˶˦ˣ˞˶ˢ ˠ˷ˣˢ˷ ˵˪˥˟ 

 ˞,'˭˧˟ˢ˪ ˢˤ˧˞ ˢˤ˧˞ ˫˧˴˟˵ ˫˧˞˴ˬˮ ˫˷ ,ˢˤ˧˞ˣ ˰ˡ˧ˬ ˭˸˧ˮ ˞˧˴ˣˢ˪ ˣˮˬˬ .˧˶˥˞ ˢˤ ,ˣˮ˶˟˰ ˪ˣ˲ˬ˧˵˪ ˸˴˶ˢˣ 

˪ˮ˶˵ ˫˞ˣ˸˷ ˢˬ˩ ˶˸ˣ˧˷ ˨˧˞˪ ˶˦ˣ˞˶ˢ˷ ˣˬ˴˰ ˢ˧ˢ ˧ˣˮ˟ )˸ˮ˧˥˟ˬ ˸ˣ˞˯˶ˠ ˸ˣ˧˶˲˯ˣ (˸˶ˤ˰˟ ˫˧˪˩ˢ 

Buildroot ,-xQEMU ,ˣ˪˧˲˞ˣ ˣˮ˪˲ˬ˧˵ ˡ˟˪ ˧˪˩ ˶˷˲˞˧˧˷ ˣˮ˪ ˶˟˥˸ˢ˪ ˢ˶ˣ˴˟ ˢ˥ˣˮ ˶˸ˣ˧ )Dropbear .(

˶˟˰ˬ ˨˩˪ ,ˣˮ˶˟˰ˢ ˸˞ ˪˩ ˫˧˴˟˵ˢ ˫˧˦ˮˣˣ˪˶ˢ ˢˬ-firmware ˣˮ˞˴ˣˢ˷ ˪˞ ˨ˣ˸ ˸˩˶˰ˬˢ ˣˮ˪˲ˬ˧˵˷ ,

ˣˮ˥˪˴ˢ ˳˧˶ˢ˪ ˸˞ ˳˟ˣ˵ˢ ˧˶˵˧˰ˢ ˣ˸ˣ˞˷ ˶ˣ˵˥ˮ ,˫ˠˣ ˣˮ˥˪˴ˢ ˶ˣ˴˧˪ ˵˷ˬˬ ˠˣ˟˧ˡ ˵˥ˣ˶ˬ ˸˶ˤ˰˟ gdb x-

gdbserver. 

˵˪˥˟ ɣ '˪˷ ˶ˬ˞ˬˢ ,˯ˮ˩˧ˮ ˡˣ˵˪ ˪˷ ˳˟ˣ˵ˢ httpd ˪˧˟˷˟ ˭˧˟ˢ˪ ˢˬ˪ ˭˧˞ ˣˮ˪ ˢ˷˧ˠ ˵˷ˬˬ˪ ˪ˣˢ˧ˮˢ 

)˸ˣ˶ˬ˪ ˧˦˶˲˷ ˸ˣ˶˟˥˸ˢˢ ˫˧ˮˣ˩ˮ ,(˞˴ˬˮ ˫˧˩˶ˡ ˶ˡ˯˪ ˸˞ ˢ˧˰˟ˢ ˸˞ˤˢ ,˫˧˶ˮ fuzzer ,˞˴ˬˮˣ ˸ˣ˷˪ˣ˥ 

˧˩˶ˡˣ ˸˴˶ˢ ˡˣ˵ ˪˰ ˶˦ˣ˞˶ˢ ˣˬ˴˰. 

ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˸ˣˡˣˢ˪ ˫ˠ ˪˞˶ˤ˰ ˫ˣ˦˪˩ x˪˞˧ˮˡ ˭˶ˡ ˪˰ ˶˵˥ˬ ˢˬˣˡ ˢ˷˰ˮ˷ ˶˟˰˟ ˣ˧˸ˣ˟˵˰˟˷ ˣˮ˶˥˟ 

˫˯˶˲˪ ˸˞ ˶ˬ˞ˬˢ ˢˤˢ. 
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˪˰ ˫˧˶˟˥ˬˢ 

ˣˮ˥ˮ˞ ˶˧ˮ ˯˪˧ˠ ˡ˶˞ˣ ˡ˪˲ˮˮˣˡ ,˥ˬ˷ˮˣ ˸ˣˮ˰˪ ˫˩˪ ˪˰ ˸ˣ˪˞˷ ˰ˣˬ˷˪ˣ ˸ˣˮ˰˦ x˞ ˸ˣ˧ˢ˸ ˸ˣ˲˯ˣˮ: 

ˡ˶˞ ˡ˪˲ˮˮˣˡ: 

¶ aradon267@gmail.com 

¶ linkedin.com/in/aradon267 

˶ˠˣ˟ ˸˧ˮ˩ˣ˸ ˶˟˧˧˯ˢ ˸˧ˬˣ˞˪ˢ ˫˧ˬ˧˷ˠˬ ˶˟˥ˣ ˸˪˧ˢ˵˟ ˫˧˶ˠˣ˟ˢ ˫˧ˬ˧˷ˠˬ Next - ˢ˪˧ˢ˵ ˪˷ ˧˶ˠˣ˟ 

˫˧ˬ˧˷ˠˬ ˸˵˲˯ˬ˷ ˸˲˦˰ˬ ˧˶ˠˣ˟˪ ˸˧ˮ˩ˣ˸ˢ ,˸ˬ˧˧˵ˬ ˫˧˰ˣ˶˧˞ ˫˧˞˷ˣˮ˟ ˫˧ˮˣ˷ ,˸˶ˤˣ˰ˣ ˧˶ˠˣ˟˪ ˸˧ˮ˩ˣ˸ˢ 

˥˸˲˸ˢ˪ ˫˧ˬˣ˥˸˟ ˫˧ˮˣ˷ˢ )˶ˣ˲˧˷ ˸ˣ˶ˣ˵ ˫˧˧˥ ,ˢˮ˩ˢ ˸ˣˮˣ˧˞˶˪ ,ˢ˶ˤ˰ ˫˧˯ˣ˧ˠ˟ ˸˞˧˴ˬˣ ˢˡˣ˟˰ ,ˣ˩ˣ'.(  

 

˶˧ˮ ˯˪˧ˠ: 

¶   adom.nir19@gmail.com 

¶   linkedin.com/in/nir-g-160184230 

 

ˢ˧˲˶ˠˣ˧˪˟˧˟ 

¶ ˵˪˥ ˞ ˪˷ ˶ˬ˞ˬˢ: 

https://www.digitalwhisper.co.il/files/Zines/0x50/DW80-1-EmbeddedHacking.pdf 

¶ ˧˪˩ˢ buildroot: 

https://buildroot.org/ 

¶ ˸˶˷ s-ssh ˣˮ˪˲ˬ˧˵˷: 

https://github.com/mkj/dropbear 

 

¶ ˦˯˧˪˧˧˪˲ ˪˷ ˫˧ˮˣ˦˶˯ ˫ˠ˷ ˫˧˶˟ˡˬ ˪˰ ˞˷ˣˮˢ ˣ˶ˤ˰ˣ ˢ˟˶ˢ ˨˪ˢˬ˟ ˢ˶˧˵˥ˢ ˢˮˣ˷˞˶ˢ ˢˬ˵ˢˢˣ 

https://www.youtube.com/makemehack 

¶ s˶˸˞ ˣˮˬˬ˷ ˣˮˡ˶ˣˢ ˸˞ s-Firmware ˪˷ ˶˦ˣ˞˶ˢ: 

https://www.tp -link.com/en/support/download/tl-wr740n/ 

¶ ˫˧˪˩ ˢ˧ˢ˷ ˶˷˲˞ ˷ˬ˸˷ˢ˪ ˫ˢ˟ ˪˧˟˷˟ ˶˴˵˪ ˫˧˩˧˪ˢ˸: 

https://github.com/pr0v3rbs/FirmAE 

https://github.com/firmadyne/firmadyne 

mailto:aradon267@gmail.com
https://www.linkedin.com/in/aradon267/
mailto:adom.nir19@gmail.com
http://linkedin.com/in/nir-g-160184230
https://www.digitalwhisper.co.il/files/Zines/0x50/DW80-1-EmbeddedHacking.pdf
https://buildroot.org/
https://github.com/mkj/dropbear
https://www.youtube.com/makemehack
https://www.tp-link.com/en/support/download/tl-wr740n/
https://github.com/pr0v3rbs/FirmAE
https://github.com/firmadyne/firmadyne
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˫˧˴˶ˣ˲ ˸˞ ˵˯˧ˡˢ :˸ˣ˲˵˸ˬ UEFI ˟-нл 

˸˞ˬ ˭˶ ˶ˣˣ˷˶ˣ 

 

ˢˬˡ˵ˢ 

ˢ˪˞˷ˢ ˢ˰˧ˮˢ˷ ˸˞ ˶˵˥ˬˢ ˢˤˢ ˢ˸˧˧ˢ ˢ˦ˣ˷˲Υ ˡ˰ ˢˬ˩ ˸ˬ˞˟ ˶˷˲˞ ˨ˣˬ˯˪ ˪˰ ˸˩˶˰ˬ ˶˷˞˩ ˱˵ˣ˸ 

˵˧ˤ˥ˬ ˢ˷˧ˠ˟ ˸˧ˤ˧˲ ˢ˶ˬˣ˥˪ Κ˭˲ˣ˞˟ˣ ˶˸ˣ˧ ˧˲˧˴˲˯ ˨˧˞ ˧ˮˣˮˠˮˬ ˸ˮ˲˴ˢ ˵˯˧ˡˢ ˪˷ ˦˲ˣ˯ˣ˶˵˧ˬ ˭ˣˠ˩ Bitlocker 

ύ˭˪ˢ˪ Υ˶˵ˣ˪˦˧˟ ό˫˧ˡ˟ˣ˰ ˸˥˸ˬ ˢ˯˩ˬ˪ ˰ˣˮˬˢ Σ˭˧˟ˢ˪ˣ ˨˧˞ ˶˷˲˞ ˱ˣ˵˰˪ ˫˸ˣ˞ ˫˰ ˢˬ˩ ˫˧˪˩ ˫˧˪ˣˤ ˧˪˞ˬ 

˯˶˲˯˵˞Φ 

˶ˬ˞ˬˢ ˢˤˢ ˶˴ˣˮ ˢ˞˶˷ˢ˟ ˢ˟˶ ˫˧˶ˬˣ˥ˢˬ ˫˧ˮ˧ˣ˴ˬˢ ˪˷ OpenSecurityTraining2 ˣ˸˧˴ˢ˷ ˸˞ ˸ˣˮ˶˵˯ˢ 

˧˪˷ ˣ˥˪˷ˣ ˧˸ˣ˞ ˰˯ˬ˪ ˢˤˢΦ 

 

˶˵ˣ˪˦˧˟ млм Υ˸ˣ˥˸˲ˬ ΣTPM ˢ˧˲˶ˠˣ˦˲˧˶˵ˣ 

˧ˮ˲˪ ˣˮ˥ˮ˞˷ ˫˧˯ˮˬ ˥˴˲˪ ˸˞ ˢˮ˲˴ˢˢ Σ˧˞ˡ˩ ˭˧˟ˢ˪ ˡ˴˧˩ ˞˧ˢ ˪˪˩˟ ˢ˶ˣˬ˞ ˡˣ˟˰˪ Φ˪˩˩ ˫˧ˮ˧˟ˬ˷ ˶˸ˣ˧ ˟ˣ˦ 

˸˞ ˟ˣ˴˧˰ˢ ˧˦ˮˠ˪˞ˢ ˢ˪˷ ˨˩ ˪˵ ˶˸ˣ˧ ˸ˣ˞˶˪ ˭˩˧ˢ ˫˧˪˧˥˸ˬ ˰˧˲ˣˢ˪ ˫˧˵ˡ˯ˢ ύ˶ˣ˯˥ˬ˟ ό˧ˮˣˮˠˮˬ˟ ˢ˥˦˟˞ˢ 

ˢ˪˷Φ 

˶˵ˣ˪˦˧˟ ˞ˣˢ ˭ˣ˧˯˧ˮ ˪˷ ˦˲ˣ˯ˣ˶˵˧ˬ ˡˡˣˬ˸ˢ˪ ˫˰ ˶ˠ˸˞ ˧l ˧ˮ˧˴˶Υ ˡ˴˧˩ ˟˷˥ˬ ˪ˣ˩˧ ˥ˣ˸˲˪ ˸˞ ˵˯˧ˡˢ 

˭˲˴ˣˬˢ ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ ˧ˮ˲˟ ˷ˬ˸˷ˬ ˢ˷˶ˣˬ ˪˟˞ ˟˶˯˪ ˪˩˪ ˧ˬ ˣˮ˧˞˷ ˢ˷˶ˣˬΚ 

˭ˣ˶˸˲ˢ ˧ˣˮ˟ ˪˰ ˨˧˪ˢ˸ ˞˶˵ˮˢ Trusted Boot Σ˸˶˷˶˷ ˸ˣˡ˧ˡˬ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˢ˪˧˥˸ˬˢ ˸˥˷ˣ˵˟ 

˸˩˶˰ˬˢ ύUEFI/BIOS όˢ˩˧˷ˬˬˣ ˟˧˩˶ ˶˥˞ ˟˧˩˶ ˨ˣ˸ ˧ˡ˩ ˨˧˪ˢ˸ ˪ˣ˥˸˞ˢ ˪˷ ˟˷˥ˬˢ Φ˪˩ ˟˪˷ ˡˡˣˬ ˸˞ 

˞˟ˢ ˣ˧˶˥˞ ˸ˣ˰˴ˬ˞˟ hash ˨˩ˣ ˸˧ˮ˟ˮ ˢˬ˧˸˥ ˸˧ˡˣ˥˧˧ ˪˷ ˟˴ˬ ˸˩˶˰ˬˢ ˸˰˟ ˢ˶ˡˠˢˢ ˸˧ˮˣ˷˞˶ˢ ˪˷ 

ˢˮ˲˴ˢˢΦ 

ˡ˴˧˩ ˸ˡ˟ˣ˰ ˸˶˷˶˷ ˭ˣˬ˞ˢ 

˟˧˩˶ˬ ˧ˤ˩˶ˬ ˨˧˪ˢ˸˟ ˞ˣˢ ˟˟˷ ˞˶˵ˮˢ Trusted Platform Module Σˣ˞ ˶ˣ˴˧˵˟ TPMΦ ˣˢˤ ˟˟˷ ˧ˡˣ˰˧˧ 

˵˧ˤ˥ˬ˷ ˣ˩ˣ˸˟ ˸˞ ˸ˣ˥˸˲ˬˢ ˫˧˧˲˶ˠˣ˦˲˧˶˵ˢ Σ˶˶˥˷˧ˣ ˫˸ˣ˞ ˵˶ ˫˞ ˱˴˶ ˸ˣˡ˧ˡˬˢ ˶˩ˤˣˢ˷ ˫ˡˣ˵ ˫˞ˣ˸ 

https://p.ost2.fyi/


 
 

˫˧˴˶ˣ˲ ˸˞  Υ UEFI πнл 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 182, ˶˞ˣ˶˟˲ нлнс  нр 
 

˫˧˩˶˰˪ ˣ˰˟˵ˮ˷ ˸˰˟ ˸˪˰˲ˢ ˶˵ˣ˪˦˧˟ ˢˮˣ˷˞˶˪ Φ˫˞ ˷˥˶˸ˬ ˧ˣˮ˧˷ ˧˸ˣ˰ˬ˷ˬ ˸˶˷˶˷˟ ˪ˣ˥˸˞ˢ Σ-sTPM 

˟˶˯˧ ˶˶˥˷˪ ˸˞ ˸ˣ˥˸˲ˬˢ ˫˧˸˧˰˪ˣ ˫ˣ˶ˠ˧ ˸˩˶˰ˬ˪ ˯ˮ˩˧ˢ˪ ˟˴ˬ˪ ˶ˣˤ˥˷Φ 

˨˧˪ˢ˸ ˢˤ ˶˴ˣ˧ ˸˞ ˢˬ ˢˮˣ˩ˬ˷ sπRoot of Trust ΣϦ˷˶ˣ˷ ˭ˣˬ˞ˢ" Σˣˮˬˬ˷ ˪˩ˢ ˢˮ˟ˮ ˡˡˬˮˣΦ 

˨˞ ˣˬ˩ ˪˩ ˸˶˷˶˷ Σ˞˧ˢ ˢ˵ˤ˥ ˵˶ ˢ˧˪ˣ˥˩ ˢ˷˪˥ˢ ˢ˟˷ Φ-sTPM ˫ˮˬ˞ ˵˧ˤ˥ˬ ˸˞ ˸ˣˡ˧ˡˬˢ Σ˨˞ ˞ˣˢ ˞˪ 

ˢˤ ˬ˷˰˴˟ ˭˸ˣ˞ ˪˰ˣ˲˟ ,˞ˣˢ ˨ˬ˸˯ˬ ˭˧˦ˣ˪˥˪ ˪˰ ˫˧˩˶˰ˢ ˢ˥˷ˣ˵ˢ˷ ˸˥˪ˣ˷ ˣ˧˪˞ Φ˫˞ ˱˵ˣ˸ ˢˮ˧˷ ˸˞ 

ˢ˥˷ˣ˵ˢ Σ˞˧ˢ ˢ˪ˣ˩˧ ˥ˣ˪˷˪ ˪-TPM ˧˩˶˰ ˢˡ˧ˡˬκhashes ˫˧˲˧ˣˤˬ ˣ˞˶˧˧˷ Ϧ˫˧ˮ˧˵˸Ϧ Φ˭ˣˣ˧˩ˬ ˪˷-TPM ˭˧˞ 

˸˪ˣ˩˧ ˸ˬ˞˪ ˸˞ ˶ˣ˵ˬ ˢˡ˧ˡˬˢ Σ˞ˣˢ ˪˟˵˧ ˫˸ˣ˞ ˸ˣˬ˩ ˫ˢ˷ ˶˶˥˷˧ˣ ˸˞ ˸ˣ˥˸˲ˬˢ ˸ˣ˶ˬ˪ ˸˩˶˰ˬˢ˷ ˶˟˩ 

ˢ˴˶˲ˮΦ 

 

˧ˬ ˡˡˣˬ ˸˞ ˡˡˣˬˢΚ 

ˤ˞ ˣˬ˩ ˣˮ˟ˢ˷, ˶˵ˣ˪˦˧˟˪ ˷˧ ˢ˧˰˟ ˸˧˯˧˯˟ ˭ˣ˧ˠ˧ˢ˟ ˢ˪ˣ˰˲ˢ ˢ˪˷Υ ˢ˥˷ˣ˵ˢ ˢ˶ˣˬ˞ ˡˣˡˬ˪ ˸˞ ˪˩ ˢˬ ˞˟˷ 

ˢ˧˶˥˞ π ˪˟˞ ˱˞ ˡ˥˞ ˞˪ ˡˡˣˬ ˸˞ ˢ˥˷ˣ˵ˢ ˢˬ˴˰ ˰ˠ˶˟ ˞˧ˢ˷ ˢ˪ˣ˰ ΦπsTPM ˦ˣ˷˲ ˪˟˵ˬ ˸˞ ˧˩˶˰ 

ˢˡ˧ˡˬˢ ˢ˥˷ˣ˵ˢ˷ ˸˥˪ˣ˷ x˪Φ 

˧ˡ˩ ˭˧˟ˢ˪ ˡ˴˧˩ sπTPM ˪˟˵ˬ ˸˞ ˢ˦˪˥ˢˢ ˫˞ˢ ˪˶˶˥˷ x˞ ˫ˣ˯˥˪ ˸ˣ˥˸˲ˬ Σ˨˧˶˴ ˶˧˩ˢ˪ ˸˴ˣ˟˵ 

˫˧˶˦˯˧ˠ˶ ˸˧˦˧˶˵ ˨˧˪ˢ˸˪ ΥPlatform Configuration Registers Σˣ˞ ˶ˣ˴˧˵˟ PCRs ΦπsPCRs ˫ˢ ˱˯ˣ˞ ˪˷ 

˫˧˶˦˯˧ˠ˶ Σ˪˩˷ ˡ˥˞ ˫ˢˬ ˷ˬ˷ˬ ˭˧˰ˬ ˭ˬˣ˧ ˧˲˶ˠˣ˦˲˧˶˵ ˣ˧˪˞˷ ˸ˣˬ˶ˤˣˬ ˸ˣˡ˧ˡˬˢ ˨˪ˢˬ˟ ˪ˣ˥˸˞ˢ Φ˪˩ 

˟˪˷ ˡˡˣˬ ˸˞ ˞˟ˢ ˣ˧˶˥˞ ˯˧ˮ˩ˬˣ ˸˞ ˨˶˰ˢ ˨ˣ˸˪ sπPCR ˧˦ˮˣˣ˪˶ˢ Σ˨˩ˣ ˸˧ˮ˟ˮ ˢˬ˧˸˥ˢ ˸˧˲˶ˠˣ˦˲˧˶˵ˢ ˪˷ 

˟˴ˬ ˸˩˶˰ˬˢΦ 

ˢ˧˰˟ˢ ˞˧ˢ ˢ˷πTPM ˣˮ˧˞ ˰˴˟ˬ ˸˞ ˸ˣˡ˧ˡˬˢ ˣˬ˴˰˟ ˣˮ˧˞ˣ ˰ˡˣ˧ ˧ˬ ˶˴˧ ˭˸ˣ˞ ˶ˬˣ˪˩ ˫˞ ˱˵ˣ˸ ˢˮ˧˷ ˸˞ 

ˢ˥˷ˣ˵ˢ ˨˩ ˶˵˷˸˷ ˧˟ˠ˪ ˧˩˶˰ sπPCR ΣπsTPM ˞˪ ˪˧˦˧ ˫ˣ˷ ˵˲˯ ˫˧˩˶˰˟ ˣ˶˯ˬˮ˷ x˪ ˶˶˥˷˧ˣ ˸˞ 

˸ˣ˥˸˲ˬ ˶˵ˣ˪˦˧˟ˢ ˪˩ ˡˣ˰ ˞ˣˢ ˪˟˵ˬ ˸˞ ˫˧˩˶˰ˢ ˞ˣˢ˷ ˢ˲˴ˬ ˫ˢ˪ ˧˪˟ˬ ˫ˣ˷ ˢ˰˧ˡ˧ ˸˩˶˰ˬˢ˷ ˶˟˩ 

ˢ˧ˣ˟˷ ˧ˡ˧˟ ˱˵ˣ˸ˢΦ 

ˣˤ ˢ˧˰˟ˢ ˸˧˪˞ˣ˦˲˯ˮˣ˵ˢ ˪˷ ˷˶ˣ˷ ˭ˣˬ˞ ˧˦˦˯ ύCRTM Υό˟˧˩˶ˢ ˭ˣ˷˞˶ˢ ˳˧˶ˬ˷ ˡˣ˵ ˟˧˧˥ ˟˷˥˧ˢ˪ ˭ˬ˧ˢˬ Σ

˭˧˞ˣ ˶˞˷˪ ˸˩˶˰ˬˢ ˨˶ˡ ˸ˬ˞˪ ˸˞ˤ Φ˰ˠ˶˟ˣ ˢ˥˷ˣ˵ˢ˷ ˢˬ˴˰ ˸˞˴ˬˮ ˸˦˧˪˷˟ ˱˵ˣ˸ˢ Σ˪˩ ˸˶˷˶˷ ˭ˣˬ˞ˢ 

˸˧ˮ˟ˮ˷ ˢ˧˪˰ˬ ˸˩˲ˣˢ ˸˶˯˥˪ ˸ˣ˰ˬ˷ˬΦ 

˭˪ˢ˪ ˢˮ˟ˬ sπPCRsΥ 

Initial startup FW at CPU reset vector  
PCR[0] β #24-Ɨ 5%&) &ÉÒÍ×ÁÒÅƗ 0%)Ƴ$8% [ BIOS]  
-  UEFI Boot and Runtime Services, Embedded EFI OROMs  
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-  SMI Handlers, Static ACPI Tables  
PCR[1] β 3-")/3Ɨ !#0) 4ÁÂÌÅÓƗ 0ÌÁÔÆÏÒÍ #ÏÎÆÉÇÕÒÁÔÉÏÎ $ÁÔÁ 
PCR[2] β %&) $ÒÉÖÅÒÓ ÆÒÏÍ %ØÐÁÎÓÉÏÎ #ÁÒÄÓ [ Option ROMs]  
PCR[3] β [ Option ROM Data and Configuration ]  
PCR[4] β 5%&) /3 ,ÏÁÄÅÒƗ 5%&) !ÐÐÌÉÃÁÔÉÏÎÓ [ MBR]  
PCR[5] β %&) 6ÁÒÉÁÂÌÅÓƗ '5)$ 0ÁÒÔÉÔÉÏÎ 4ÁÂÌÅ [ MBR Partition Table ]  
PCR[6] β 3ÔÁÔÅ 4ÒÁÎÓÉÔÉÏÎÓ ÁÎÄ 7ÁËÅ %ÖÅÎÔÓ 
PCR[7] β 5%&) 3ÅÃÕÒÅ "ÏÏÔ ËÅÙÓ ƽ0+Ƴ+%+ƾ and variables (dbx..)  
PCR[8] β 40- !×ÁÒÅ /3 ÓÐÅÃÉÆÉÃ ÈÁÓÈÅÓ [ NTFS Boot Sector ]  
PCR[9] β 40- !×ÁÒÅ /3 ÓÐÅÃÉÆÉÃ ÈÁÓÈÅÓ [ NTFS Boot Block ]  

PCR[10] β [ Boot Manager ]  

PCR[11] β "ÉÔ,ÏÃËÅÒ !ÃÃÅÓÓ #ÏÎÔÒÏÌ 

˟ˣ˷˥ ˭˧˟ˢ˪ ˢ˷πPCRs ˞˪ ˦ˣ˷˲ ˫˧˵˥ˣˬ ˫˧ˮ˩ˡ˰ˬˣ ˸˞ ˨˶˰ˢ ˫ˡˣ˵ˢ Σ˞˪˞ ˫˧ˡ˟ˣ˰ ˭ˣˮˠˮˬ˟ ˞˶˵ˮˢHash 

Extension Φ˪˩ ˢˡ˧ˡˬ ˢ˷ˡ˥ ˸˲˯ˣˣ˸ˬ ˨˶˰˪ ˫˧˧˵ˢ ˸ˣ˰˴ˬ˞˟ ˢ˥˯ˣˮˢ: 

(PCR[new] = SHA256(PCR[old] || measurement) 

˸ˣ˰ˬ˷ˬ ˶˟ˡˢ ˞˧ˢ ˪˩˷ ˧ˣˮ˧˷ ˱˴˶˟ ˪ˣ˥˸˞ˢ ˢˮ˷˧ ˭˧˦ˣ˪˥˪ ˸˞ ˨˶˰ˢ ˧˲ˣ˯ˢ ˪˷ sπPCRΦ 

 

ˢ˧˪ˣ˥ˢ ˢ˷˪˥ˢ Υ˭ˣ˶˩˧ˤ s-SPI Flash 

˸˰˩, ˩ˬˣˮ˟ˢ˷ ˶˷˷˶˷ ˸˭ˣˬ˞ˢ ˸ˮ˰˷ˮ ˢ˪ˣ˩ ˪˰ ˡˣ˵ ˢ˥˷ˣ˵ˢ ˞˶˵ˮ˷ ˭ˣ˷˞˶ ˸˰˟ ˸˪˰˲ˢ ˸˩˶˰ˬˢ Σ˰˧ˠˬ 

˰ˠ˶ˢ ˪ˣ˞˷˪ ˸˞ ˢ˪˞˷ˢ ˸˷˵˟˸ˬˢΥ Ϧˢ˲˧˞ ˪˪˩˟ ˭˯˥ˣ˞ˬ ˡˣ˵ˢ ˢˤˢ ˰ˣˡˬˣ ˪˩ ˨˩ ˪˵ ˷˟˷˪ ˣ˸ˣ˞ϦΚ 

˪˰ ˪˩ ˥ˣ˪ ˯˲ˡˣˬ ˪˷ ˶˧˷˩ˬ Σ˸˧˲˧˴˲˯ ˥ˣ˪ ˫˞ ˢ˥˷ˣ˵ˢ ˸˯˥ˣ˞ˬ ˪˰ ˟˟˷ ˭˦˵ ˧ˮˣ˴˧˥ ˠˣ˯ˬ SPI Flash Φˣˢˤ 

˭˵˸ˢ ˭ˣ˶˩˧ˤ ˦ˣ˷˲ ˸˧˯˥˧ ˶˟ˣ˥ˬ˷ ˶˞˷˪ ˫˧˟˧˩˶ˢ ˪˰ ˧˟ˠ ˥ˣ˪ˢ ˧ˣˣ˵˟ ˸˶ˣ˷˵˸ ˫˧ˡˣ˰˧˧ ύSPI Bus ό˷˧ˠˮˣ 

˭˧˦ˣ˪˥˪ ˸ˬ˶˟ ˢ˶ˬˣ˥ˢΦ 

ˢˤˣ ˵ˣ˧ˡ˟ ˭˧˧ˮ˰ˢ Σ˸ˣ˶ˬ˪ ˶˟ˣˡˬ˷ ˡ˥˞˟ ˫˧˟˧˩˶ˢ ˧˩ˢ ˫˧˷˧ˠ˶ ˫˧˧˸ˣ˰ˬ˷ˬˣ ˢˮ˧˥˟ˬ ˸˧˸˥˦˟˞ ˢ˷˧ˠˢ ˣ˧˪˞ 

˦˰ˬ˩ ˞˪ˣ ˸˪˟ˠˣˬ π ˶ˬˣ˪˩ ˪˩ ˢˬ ˷˶ˡˮ˷ ˸ˣ˷˰˪ ˞ˣˢ ˥ˣ˸˲˪ ˢˬ˩ ˫˧ˠ˶˟ ˞ˣ˴ˬ˪ˣ ˸˞ ˟˟˷ˢ ˪˰ ˥ˣ˪ˢΦ 

˪˧ˠ˶˸ Ηˣ˥˵ ˥ˣ˪ ˫˞ ˭˷˧ x˞ ˪˩ ˥ˣ˪ ˯˲ˡˣˬ ύPCB ό˞˴ˬˮ˷ ˸˧˟˟ ˣ˷˲˥ˣ ˟˟˷ ˭˦˵ ˪˰˟ ˢˮˣˬ˷ ˫˧˧˪ˠ˶ Σˣˡ˧˪˵ˢ 

˸˞ ˦˯˵˦ˢ ˞˴ˬˮ˷ ˣ˧˪˰ ˪ˠˣˠ˟ ˣ˪˩ˣ˸ˣ ˸ˣ˪ˠ˪ ˟ˣ˶˷ ˫˧˶˴˧ˢ ˫˧ˬ˯˶˲ˬ datasheet ˱˧˵ˬ ˪˪ˣ˩ ˫˧˦˶˲ ˪˰ 

ˢˮ˟ˬ ˭ˣ˶˩˧ˤˢ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˢˣ ˫˧˧ˬ˧ˮ˲ˢΦ 

 

˭˪ˢ˪ ˞ˬˠˣˡ: 
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˭˞˩ ˯ˮ˩ˮ ˢˮˣˬ˸˪ ˸ˮ˩˸ˬ ˷˞˪˲ˢ ˪ˣˤˢ ˣˮˬˤˢ˷ ˧˪˞ˬ ˶˲˯˵˞:˯ ˧˪˩ ˶˷˲˞ˬ˷ ˣˮ˪ ˞ˣ˶˵˪ ˟ˣ˸˩˪ˣ ˸ˣ˶˧˷˧ ˸˞ 

ˢ˥˷ˣ˵ˢ ˸ˮ˯˥ˣ˞ˬˢ ˪˰ ˟˟˷ ˷˞˪˲ˢ Φ˫ˮˬ˞ ˸ˣ˥˸˲ˬˢ ˪˷ ˶˵ˣ˪˦˧˟ ˫˧ˮ˯˥ˣ˞ˬ ˪˰ ˵˯˧ˡˢ ˫˧ˮ˲˴ˣˬˣ 

˸ˣ˰˴ˬ˞˟ sπTPM Σˢ˥˷ˣ˵ ˢ˶˟˰˷ ˧ˣˮ˧˷ ˢ˟˸˩ˮˣ ˷ˡ˥ˬ ˢ˪ˣ˩˧ ˰˴˟˪ ˸ˣ˪ˣ˰˲ ˭ˣˠ˩ ˥ˣ˪˷˪ ˪-TPM ˸ˣˡ˧ˡˬ 

˸ˣ˲˧ˣˤˬ ˸ˣ˞˶ˮ˷ ˸ˣˮ˧˵˸ Σˣ˞ ˪˧˸˷ˢ˪ ˡˣ˵ ˳ˣ˶˧˷ ˧˟˪˷˟ ˪ˣ˥˸˞ˢ ˫˧ˬˡ˵ˣˬˢ ˡˣ˩˪˧ˣ ˸˞ ˸ˣ˥˸˲ˬ ˢˮ˲˴ˢˢ 

˰ˠ˶˟ ˫ˢ˷ ˫˧˶˶˥˸˷ˬ ˭ˣ˶˩˧ˤ˪Φ 

ˢ˧ˮˣ˶˧˞ˢ ˢ˪ˣˡˠˢ ˞˧ˢ ˢ˵ˤˣ˥ˢ˷ ˧˩ˢ ˸˧˸ˣ˰ˬ˷ˬ ˪˷ ˶˵ˣ˪˦˧˟ π ˸ˣ˯˯˟˸ˢˢ ˢ˵ˣˬ˰ˢ ˪˰ ˸˶˷˶˷ ˪ˣ˥˸˞ˢ 

˞˧ˢ ˫ˠ ˸ˡˣ˵ˮ ˢ˲˶ˣ˸ˢ ˢ˪ˣˡˠˢ ˶˸ˣ˧˟ ˣ˪˷ Φ˪˩ ˟˧˩˶ ˸˶˷˶˷˟ ˭ˣˬ˞ˢ ˨˲ˣˢ ˥˦˷ˬ˪ ˢ˲˧˵˸ ˧˪˞˧˴ˮ˦ˣ˲ ˶ˣ˟˰ 

˱˵ˣ˸ ˵˧ˤ˥ˬ˷ ˢ˷˧ˠ ˸˧ˤ˧˲ ˸˶ˬˣ˥˪ ˸˩˶˰ˬˢΦ 

 

˸˲˵˸ˬ sπнл Υ˫˧˪˩ˢ 

˧˲ˣ˧ˢ ˢ˲˵˸ˬ˟ ˸˞ˤˢ ˞˧ˢ ˸ˣ˷˧ˠˮˢ ˢ˪˷ Φ˭˧˞ ˨˶ˣ˴ ˡˣ˧˴˟ ˶˵˧ x˞ ˢˡ˟˰ˬ˟ ˸˧˰ˣ˴˵ˬ Σ˪˩ ˢˬ ˨˧˶˴˷ ˶˷˲˞ 

˭˧ˬˤˢ˪ ˧˪˞ˬ ˯˶˲˯˵˞ ˟πнл x˞ ˸ˣ˥˲ ˰˧ˠ˧ˣ ˨ˣ˸ ˰ˣ˟˷ ˸˧˵˷˟ ˸˧˦˯˪˲ ˸˵˲˵ˣ˲ˬΦ 

˸ˮ˩˸ˬ sπCH341A 

˥ˣ˪ˢ ˭˦˵ˢ ˢˤˢ ˞ˣˢ ˧˪˩ˢ ˧ˤ˩˶ˬˢ ˣˮ˪˷ Σ˞ˣˢ ˡ˰ˣ˧ˬ ˸ˣˮ˩˸˪ ˧˟˟˷ ˷˞˪˲ xπEEPROM ˫˧ˮˣ˷ ˯˲ˣ˸ˣ ˭˧ˣ˴ˬ 

˨˶ˣ˴˪ ˣˮ˪˷ ˢ˞˧˶˵˪ ˢ˟˧˸˩ˣ ˭ˣ˶˩˧ˤˬ ˷˞˪˲ˢ ΦπsCH341A ˶˟ˡˬ ˪ˣ˵ˣ˦ˣ˶˲˟ SPI ˢˢˣˤˬˣ ˶˧˷˩ˬ˩ USB 

˧˦˶ˡˮ˦˯ ˟˷˥ˬ˟ ˣˮ˪˷Φ 
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˨˩ ˞ˣˢ ˢ˞˶ˮ: 

 

ˢ˶ˢˤ˞ ΥπsCH341A ˪ˣ˪˰ ˦ˣ˪˲˪ рV ˫ˣ˵ˬ˟ оΦоV ˷˶ˡˮˢ ˟ˣ˶˪ ˧˟˟˷ ˷˞˪˲ˢ Σˢˬ ˪ˣ˪˰˷ ˫ˣ˶ˠ˪ ˵ˤˮ ˧ˤ˧˲ Φ

˷˧ ˞ˡˣˣ˪ ˸˶ˡˠˢ ˥˸ˬ ˢˮˣ˩ˮ ˧ˮ˲˪ ˶ˣ˟˧˥ˢΦ 

 

˯˲˧˪˵ SOIC8 

˨˶ˡ˟ ˪˪˩ ˰˧ˠ˧ ˵˪˥˩ ˢ˪˧˟˥ˢˬ ˡ˥˧ ˫˰ sπCH341A Φ˯˲˧˪˵ˢ ˶˟˥˸ˬ ˸ˣ˶˧˷˧ ˧˪ˠ˶˪ ˟˟˷ˢ ˞˪˪ ˨˶ˣ˴ 

ˢˬ˥˪ˢ˟ x˞ ˵ˣ˶˧˲ ˟˟˷ˢ ˥ˣ˪ˢˬ ˢˬ ˨˲ˣˢ˷ ˸˞ ˢ˲˵˸ˬˢ ˞˪˪ ˸˧ˮ˯˶ˢ ˢ˶˧ˢˬˣ ˡ˥ˣ˧ˬ˟Φ ˢˮ˧ˢ ˞ˣˢ: 
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˸˲˧˪˷ ˢ˥˷ˣ˵ˢ ˢ˶ˬˣ˥ˢˬ 

˧˶˥˞ ˫˧˷ˠ˧ˮ˷ ˥ˣ˪˪ ˣˮ˧˪˰ ˞ˣ˴ˬ˪ ˸˞ ˟˟˷ ˷˞˪˲ˢ Σ˨˶ˡ˟˷ ˪˪˩ ˰˧ˠ˧ ˸˶ˣ˴˸˟ SOIC8 x˞ ˫˧˪˧ˬ˟ ˸ˣ˶˥˞ 

˟˟˷ ˭˦˵ ˫˰ ˢˮˣˬ˷ ˫˧˧˪ˠ˶ ˫˥˪ˣˬˢ ˸ˣ˶˧˷˧ ˪˰ ˥ˣ˪ˢ ˯˲ˡˣˬˢΦ 

˫˧˸˧˰˪ ˟˟˷ˢ ˪ˣ˩˧ ˶˸˸˯ˢ˪ ˸˥˸ˬ ˪˟˩˪ ˥ˣ˦˷ x˞ ˧˶ˣ˥˞ˬ ˭ˠˬ ˸˩˸ˬ ˫˧˶˵ˬ˟ˣ ˣ˪˞˩ ˨˶˦˴ˮ ˤ˧ˤˢ˪ ˸˞ 

˫˧˪˟˩ ˸ˣˮ˧ˡ˰˟ x˞ ˶˶˥˷˪ ˡˣ˰ ˢˬ˩ ˫˧ˠ˶˟ ˡ˰ ˪˟˵ˮ˷ ˢ˷˧ˠ ˸˵˲˯ˬ ˟˟˷˪ Φ˪˰ ˸ˣ˥ˣ˪ ˫˧ˬ˧ˣ˯ˬ ˟˟˷ˢ ˪ˣ˩˧ 

˞˴ˬ˧ˢ˪ ˡ˴˟ ˧ˬ˧ˮ˲ˢ ˪˷ ˥ˣ˪ˢ ˶ˬˣ˪˩ ˫˞ ˫˧˪˩˸˯ˬ ˞ˬˠˣˡ˩ ˪˰ ˟˷˥ˬ ˡ˧˧ˮ Σ˨˶˦˴ˮ ˞˧˴ˣˢ˪ ˸˞ ˪˩ ˥ˣ˪ˢ 

ˤ˶˞ˬˢˬ ˨ˣ˲ˢ˪ˣ ˣ˸ˣ˞ ˣˡ˧˴˪ ˧ˮ˷ˢΦ 

˟ˣ˷˥ ˡˣ˞ˬ ˶˟˥˪ ˸˞ ˯˲˧˪˵ˢ ˭ˣˣ˧˩˟ ˭ˣ˩ˮˢ Σ˪˟˩ˢ ˪ˬ˯ˬ˷ ˸˞ ˭˧˲ м ˨˶ˡ˟ ˪˪˩ ˰ˣ˟˴ ˫ˣˡ˞˟ ˪˰ˣ ˟˟˷ˢ ˣˬ˴˰ 

ˢ˞˶ˮ ˢˡˣ˵ˮ ˢˮ˦˵ ˢˮ˧˲˟ Φ˫˞ ˭˧˞ ˪˰ ˟˟˷ˢ ˫ˣ˷ ˭ˣˬ˧˯ x˞ ˨˶ˡ ˸ˣˢˤ˪ ˸˞ ˭˧˲ м ˪˩ˣˮ ˳˧˴ˢ˪ ˟-datasheet 

˪˟˵˪ˣ ˫˷ˬ ˢˮˣˬ˸ ˶˸ˣ˧ ˢ˶ˣ˶˟Φ 

˶ˣ˟˧˥ ˞˪ ˭ˣ˩ˮ ˭˧˟ ˯˲˧˪˵ˢ ˟˟˷˪ ˫ˣ˶ˠ˧ ˢ˞˧˶˵˪ ˢ˧ˣˠ˷ ˢ˶˵ˬ˟ ˟ˣ˦ˢ Σˣ˞ ˵ˤˮ ˧ˤ˧˲ ˫˧˟˧˩˶˪ ˢ˶˵ˬ˟ ˸ˣ˥˲ˢ 

˟ˣ˦Φ 

˭˪ˢ˪ ˢˮ˟ˬ ˭˧˲π˦ˣ˞˞ ˧˦˶ˡˮ˦˯ ˪˷ ˟˟˷ ˷˞˪˲Υ 

Winbond 3V 128M-BIT SERIAL FLASH MEMORY WITH DUAL/QUAD SPI & QPI 

 

˸ˮ˩ˢ ˸˟˧˟˯ ˢˡˣ˟˰ 

˶˥˞˪ ˶ˣ˟˧˥ ˸ˮ˩˸ˬ ˷˞˪˲ˢ ˟˪˷ˢ ˞˟ˢ ˞ˣˢ ˷ˣˬ˧˷ ˧˪˩˟ flashrom π ˧˪˩ ˭˲ˣ˞ ˯˶ˣ˯ ˡ˰ˣ˧ˬ˷ ˢ˞˧˶˵˪ Σ

ˢ˟˧˸˩ Σ˧ˣ˟˧ˠ ˶ˣˤ˥˷ˣ ˪˷ ˢ˥˷ˣ˵ ˨ˬˣ˸ˢ ˭ˣˣˠˬ˟ ˧ˠˣ˯ ˫˧˟˟˷ ˫˧˪ˣ˵ˣ˦ˣ˶˲ˣ ˫˧˪˞˧˶˯ Φ˧˪˩ˢ ˢˢˤˬ ˸˞ ˠˣ˯ 

˟˟˷ˢ ˶˷˲˞ˬˣ ˣˮ˪ ˳˪˥˪ ˵˸ˣ˰ ˧ˬ˪ˣˠ ˦ˬ˶ˣ˲˟ ˧˶˞ˮ˧˟ ˣ˸ˣ˞˷ ˶˥˞˪ ˭˩ˬ ˪˩ˣˮ ˟˸˩˷˪ ˟ˣ˸˩˪ˣ ˢ˶ˤ˥ ˟˟˷˪ Σ

ˣ˞ ˰˴˟˪ x˟ ˢ˯ˡˮˢ ˶ˣ˥˞˪ ˸ˣ˞ˣˣ˷ˢˣ ύdiffing ό˭˧˟ ˫˧˵˸ˣ˰ ˸ˣ˞˯˶ˠˣ ˸ˣˮˣ˷ ˪˷ ˢ˥˷ˣ˵ˢΦ 

https://www.pjrc.com/teensy/W25Q128FV.pdf
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˸˧˷˞˶ ˞ˡˣˣˮ ˸˩˶˰ˬ˷ ˢ˪˰˲ˢˢ ˢ˥˧˪˴ˬ ˸ˣˢˤ˪ ˸˞ ˸ˮ˩˸ˬˢ ˟˟˷ˢˣ Σ˪˟˵ˮˣ ˢ˶ˤ˥ ˦˪˲ ˪˪ˣ˩ˢ ˸˞ ˠˣ˯ 

˟˟˷ˢ Σˣ˥˲ˮ ˪ˣ˵ˣ˦ˣ˶˲ˣ ˸˶ˣ˷˵˸ˢ ˣ˪˷Υ 

flashrom - p ch341a_spi  
flashrom v1.2 on Linux  
Using clock_gettime for delay loops (clk_id: 1, resolution: 1ns) .  
Found Winbond flash chip "W25Q64.V" (8192 kB, SPI) on ch341a_spi.  

˸˞˧˶˵ ˟˟˷ˢ ˢ˧ˣ˷˰ ˸˥˵˪ ˶˲˯ˬ ˸ˣ˵ˡ ˫˞˸ˢ˟ ˪ˡˣˠ˪ ˭ˣ˶˩˧ˤˢύ˶ˡ˟Ϧ˩ уMB ό˸ˣ˟˧˴˧˪ˣ ˶ˣ˟˧˥ˢ Φ˟˪˷ ˧˦˧˶˵ 

˨˧˪ˢ˸˟ ˞ˣˢ ˞ˡˣˣ˪ ˲ˬ˞ˡˢ˷ ˢ˥˷ˣ˵ ˣˮ˴˪˧˥˷ ˣˮ˧ˢ ˭˧˵˸ ˫ˣ˷ˬ ˸ˣ˞˧˶˵˷ ˸ˣ˪ˣ˩˧ ˪˷˩˧ˢ˪ ˫˞ ˯˲˧˪˵ˢ ˞˪ 

˟˷˧ ˢ˶ˣ˴˟ ˸ˬ˪˷ˣˬ ˭˩˪ˣ ˳˪ˬˣˬ ˰˴˟˪ ˢ˞˧˶˵ ˢ˪ˣ˲˩ ˸ˣˣ˷ˢ˪ˣ ˭˧˟ sπchecksums ˪˷ ˧ˮ˷ ˫˧˶˞ˮ˧˟ˢ 

ˣˮ˪˟˧˵˷: 

sudo flashrom - p ch341a_spi - r firmware_dump2.bin  
sha256sum firmware_dump.bin firmware_dump2.bin  

˫˞ sπchecksums ˫˧ˬ˞ˣ˸ ˪˩ˣˮ ˸ˣ˧ˢ˪ ˫˧˥ˣ˦˟ ˲ˬ˞ˡˢ˷ ˭˧˵˸ Σˢˡ˧ˬ˟ˣ ˷˧ˣ ˶˯ˣ˥ ˢˬ˞˸ˢ ˵˥˷ˮ ˸˴˵ ˫˰ 

˯˲˧˪˵ˢ x˞ ˢ˯ˮˮ ˶˟˥˪ ˣ˸ˣ˞ ˷ˡ˥ˬ ˧˶ˬˠ˪ ˫˰ ˷ˠˡ ˪˰ ˧ˬˣ˵˧ˬ ˫˧˧˪ˠ˶ˢ ˫˞˸ˢ˟ ˭˧˲˪π˦ˣ˞˞Φ 

˶˥˞˪ ˸ˣˬ˧˞ ˸ˣˮ˧˵˸ ˲ˬ˞ˡˢ Σ˟ˣ˷˥ ˶ˣ˴˧˪ ˧ˣ˟˧ˠ ˪˷ ˳˟ˣ˵ˢ ˧˶ˣ˵ˬˢ Φ˧ˣ˟˧ˠˢ ˶˷˲˞ˬ ˶ˤ˥˷˪ ˸˞ ˢ˥˷ˣ˵ˢ 

˸˧˶ˣ˵ˬˢ ˢ˶˵ˬ˟ ˪˷ ˫˧˧ˣ˯˧ˮ Σ˸ˣ˧ˣ˰˦ ˢ˟˧˸˩ x˞ ˫˧ˮˣ˩ˡ˰ ˫˧ˮ˩ˣ˯ˬ Σ˥˧˦˟ˬˣ ˸˩˶˰ˬˢ˷ ˶˞˷˧˸ ˸ˡ˵˲˸ˬ ˫ˠ 

˶˥˞˪ ˸ˣ˪ˣ˰˲ ˸ˣ˩˟ˣ˯ˬ x˞ ˫˧˧ˣ˯˧ˮ ˫˰ ˡˣ˵ ˢ˥˷ˣ˵ˢΦ 

 

˥ˣ˸˧ˮ ˭ˣ˶˩˧ˤ ˢ˥˷ˣ˵ˢ 

˫˰ ˳ˣ˪˧˥ ˢ˥˷ˣ˵ˢ ˢ˪ˠ˸ˬ ˣˮ˧ˮ˲˟ ˢˮ˟ˬ ˪˧˩ˬˢ ˢ˷˰ˬ˪ ˸˞ ˪˩ ˢˬ ˸˩˶˰ˬˢ˷ ˢ˩˧˶˴ ˧ˡ˩ ˳ˣ˶˪ Σ˶˷˲˞ 

˟ˣ˷˥˪ ˪˰ ˢˤ ˣˬ˩ ˳˟ˣ˵ ZIP ˪˧˩ˬ˷ ˡˣ˰ ˧˸˸ ZIPπ˫˧ ˣ˩ˣ˸˟ ˪˩˪˷ ˡ˥˞ ˷˧ ˢˮ˟ˬ ˧ˬ˧ˮ˲ ˢˮˣ˷ Φ˟˪˷˟ ˢˤ ˯ˮ˩ˮ 

ˢ˪ˣ˰˲˪ ˧˪˩ ˶ˡˢˮ ˱˯ˣˮ ˫˷˟ UEFITool Σˡˣ˰ ˧˪˩ ˭˲ˣ˞ ˯˶ˣ˯ ˡ˰ˣ˧ˬˢ ˥ˣ˸˧ˮ˪ Σ˵ˣ˶˧˲ ˦ˣˣ˧ˮˣ ˸˥˷ˣ˵˟ UEFI Φ

˧˪˩ˢ ˢ˷˰ˬ˪ ˰ˡˣ˧ ˷˶˲˪ ˸˞ sπFlash Descriptor ˪˷ ˪˦ˮ˧˞ ˠ˧˴ˢ˪ˣ ˸˞ ˪˩ ˸˵ˣ˪˥ ˧˶ˣˤ˞ ˭ˣ˶˩˧ˤˢ ˟˟˷˟ 

ˢ˶ˣ˴˟ ˸˧˲˶ˠ ˢˬ ˶˷˲˞ˬ˷ ˢ˶˧˵˥ ˸˵˧ˣˡˬ ˪˷ ˪˩ ˧˟˧˩˶ ˢ˥˷ˣ˵ˢΦ 

˦˟ˬ˟ ˪˰ ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ ˧˶ˣˤ˞ ˷˞˪˲ˢ ˫˧˧˶˵˧˰ˢΥ 

¶ Flash Descriptor π ˶˧ˡˠˬ ˸˞ ˸˵ˣ˪˥ ˫˧˶ˣˤ˞ˢ ˟˟˷˟ 

¶ BIOS Region π ˪˧˩ˬ ˸˞ ˡˣ˵ sπUEFI ˸˞ˣ sπNVRAM 

¶ ME Region π ˸˥˷ˣ˵ Intel Management Engine 

¶ GbE Region π ˸˶ˣ˴˸ ˶˵˟ ˸˷˶ˢ 

¶ PDR Region π ˧ˮˣ˸ˮ ˢˬ˶ˣ˲˦˪˲ ˫˧˲˯ˣˮ 
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˶ˣˤ˞ sπBIOS ˞ˣˢ ˡ˰˧ˢ ˧ˤ˩˶ˬˢ ˣˮ˪˷ Φˣ˩ˣ˸˟ ˫˧˞˴ˬˮΥ 

¶ ˧˪ˣˡˣˬ UEFI ˫˧˧˶˞ˮ˧˟ ύ˧˶˟˧˧˶ˡ DXE Σ˧˪ˣˡˣˬ PEIό 

¶ ˭˯˥ˬ ˧ˮ˸˷ˬ NVRAM π ˫ˣ˵ˬˢ ˣ˟˷ ˫˧˶ˣˬ˷ ˧ˮ˸˷ˬ EFI 

¶ ˸ˣ˶ˡˠˢ ˪ˣ˥˸˞ ˸˶ˣ˴˸ˣ ˸˩˶˰ˬ 

¶ ˫˧˸˧˰˪ˣ ˫ˠ ˰ˡ˧ˬ ˶ˣ˷˵ˢ ˸ˣˠˢˮ˸ˢ˪ Bitlocker ˸ˣ˧ˮ˧ˡˬ˪ˣ ˢ˥˦˟˞ˢ ˣ˪˷ 
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˳ˣ˪˧˥ ˧ˮ˸˷ˬ sπNVRAM 

˸˰˩ ˰˧ˠˢ ˭ˬˤˢ ˡ˵ˬ˸ˢ˪ ˶ˣˤ˞˟ sπNVRAM ˪˧˩ˬ˷ ˪˰ˣ˲˟ ˸˞ ˸ˣ˶ˡˠˢ ˸˩˶˰ˬˢ Φˣˮ˧˪ˤˬ˪ UEFITool 

˶˷˲˞ˬ ˣˮ˪ ˸ˣ˷˰˪ ˸˞ˤ ˢ˶ˣ˴˟ ˧˧ˡ ˢ˦ˣ˷˲ Σ˫˧˶˸˞ˬ ˫ˣ˧˪ˣˣ NVRAM ˫˧˶˥ˣ˟ˣ Extract body ˧ˡ˩ ˶ˣˬ˷˪ 

˳˟ˣ˵˪ ˧˶˞ˮ˧˟ ˸˞ ˵˪˥ˢ ˧˦ˮˣˣ˪˶ˢ ˣ˸ˣ˞˷ ˪˩ˣˮ ˥ˣ˸˲˪ ˡˣ˰˟ ˭ˣ˪˥ ˪˷ UEFIToolΥ 
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˶˥˞˪ ˸˥˧˸˲ ˳˟ˣ˵ˢ ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˫˧ˮ˸˷ˬˢ ˫˧˧˸˧ˬ˞ˢ ˢ˥˷ˣ˵ˢ˷ ˸˷ˬ˸˷ˬ ˫ˢ˟ ˭ˬˤ˟ ˪ˣ˥˸˞ˢ 

˸˶ˣ˷˵˸˟ˣ ˫˰ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Σ˸˧˲˧˴˲˯ˣ ˸˞ ˢˮ˟ˬ sπVSSн ˣ˟˷ ˫˧ˮ˯˥ˣ˞ˬ ˧ˮ˸˷ˬ sπEFIΦ 

˭˧˟ ˫˧ˮ˸˷ˬˢ ˫˧˴ˣ˲ˮˢ ˢ˞˶ˮ˷Υ 

¶ CustomMode π ˟˴ˬ Secure Boot ύ˪˧ˠ˶ x˞ Customό 

¶ VendorKeysNv π ˸ˣ˥˸˲ˬ ˭˶˴˧ 

¶ FirmwareFeatures / FirmwareFeaturesMask π ˸ˣ˪ˣ˩˧ ˢ˥˷ˣ˵ˢ˷ ˢ˶˧ˢ˴ˬ ˸ˬˣ˰˪ ˸ˣ˪ˣ˩˧ ˸ˣˮ˧ˬˤ 

¶ Bootлллл ˫˧˩˶˰ˣ ˫˧ˬˣˡ π ˧˩˶˰ ˪ˣ˥˸˞ 

¶ Key0000, Keyлллм π ˸ˣ˥˸˲ˬ Secure Boot 

¶ PlatformLang, Lang π ˸ˣ˶ˡˠˢ ˸˲˷ ˸˩˶˰ˬ 

¶ IScsiConfigGuid π ˸ˣ˶ˡˠˢ iSCSI ˪ˣ˥˸˞˪ ˸˷˶ 

¶ VarErrorFlag π ˭ˣˬ˧˯ ˸ˣ˞˧ˠ˷ ˧ˬ˧ˮ˲ 

˪˩ˣˮ ˸ˣ˞˶˪ ˶˲˯ˬ ˫˧˩˶˰ ˫˧ˮˬˣ˯ˬˢ ˩πInvalid Σˣ˪˞ ˫˧ˮ˸˷ˬ ˣ˵˥ˬˮ˷ ˸˧ˠˣ˪ ˨˞ ˭˧˧ˡ˰ ˫˧ˬ˧˧˵ ˲ˬ˞ˡ˟ ˶˷˞ˬ 

ˢ˥˷ˣ˵ˢˣ ˞˪ ˞˪ ˸˵˥ˣˬ ˫˧ˮˣ˸ˮ ˫˧ˮ˷˧ ˡ˧ˬ ˞˪˞ ˵˶ ˸ˮˬ˯ˬ ˫˸ˣ˞ ˞˪˩ ˷ˣˬ˧˷˟Φ 

˸˶˦ˬ˪ ˢ˲˧˵˸ˢ ˢˬ˴˰ ˭˧˞ ˨˶ˣ˴ ˧˸˧ˬ˞ ˥ˣ˸˧ˮ˟ ˵ˣˬ˰ ˪˷ ˢˮ˟ˬ ˢ˥˷ˣ˵ˢ ˭˩ˣ˸ˣ sπNVRAM Φˣˮ˥ˮ˞ ˞˪ 

˫˧˩˧˶˴ ˭˧˟ˢ˪ ˪˩ ˪ˣˡˣˬ DXE x˞ ˢˬ ˯˥˧˧ˬ ˪˩ ˢˮ˸˷ˬ ˸˩˶˰ˬ˟ Σ˪˟˞ ˭˩ ˟ˣ˷˥ ˪˟˵˪ ˢˮˣˬ˸ ˸˧˪˪˩ ˪˰ ˨˧˞ 

ˢ˥˷ˣ˵ˢ ˸ˮˠ˶ˣ˞ˬ Σˢ˲˧˞ ˫˧ˮ˯˥ˣ˞ˬ ˫˧ˮ˸˷ˬˢ Σ˨˧˞ˣ ˱˴˶ ˪ˣ˥˸˞ˢ ˢ˞˶ˮ ˫˧ˮ˲˟ˬΦ 

 

ˢˮˠˢ ˪˰ ˭ˣ˶˩˧ˤ ˷˞˪˲ˢ 

˸ˣˬ˶ˣ˲˦˪˲˟ ˪˦ˮ˧˞ ˸ˣ˧ˮ˶ˡˣˬ ˫˧ˬ˧˧˵ ˧ˮˣˮˠˮˬ ˢˮˠˢ ˫˧˯˯ˣ˟ˬˢ ˪˰ ˸ˣ˧˥ˮˢˢ ˸ˣ˶ˡˠˣˬˢ ˭˵˸˟ NIST SP 

800-147 BIOS Protection Guidelines Φ˫˧ˮˣˮˠˮˬ ˣ˪˞ ˫˧ˬ˷ˣ˧ˬ ˸ˣ˰˴ˬ˞˟ ˫˧˶˦˯˧ˠ˶ ˫˧˧ˡˣ˰˧˧ ˨ˣ˸˟ ˨˶˰ˬ 

˫˧˟˟˷ˢ Σ˫ˡ˧˵˲˸˷ ˭ˠˢ˪ ˪˰ ˧˶ˣˤ˞ ˷˞˪˲ˢ ˫˧˧˦˧˶˵ˢ ˰ˣˮˬ˪ˣ ˪˩ ˭ˣ˧˯˧ˮ ˧˸˪˟ ˢ˷˶ˣˬ ˸ˣˮ˷˪ ˸˞ ˢ˥˷ˣ˵ˢΦ 

BIOS_CNTL π ˧ˮˣˮˠˮˬ ˢˮˠˢˢ ˫˧˧ˤ˩˶ˬˢ 

˶˦˯˧ˠ˶ BIOS_CNTL ˦˪ˣ˷ ˢ˪˞˷˟ ˧ˬ ˧˞˷˶ ˸˰ˠ˪ ˢ˥˷ˣ˵˟ ˧˸ˬˣ Φ˞ˣˢ ˪˪ˣ˩ ˢ˷ˣ˪˷ ˧ˮˣˮˠˮˬ ˢ˥˦˟˞ 

˫˧˧˶˵˧˰Υ 

¶ SMM_BWP π ˸ˮˠˢ ˢ˟˧˸˩ ˸ˣ˰˴ˬ˞˟ SMMΥ ˭ˣˮˠˮˬ ˟˧˧˥ˬ˷ ˢ˯˧ˮ˩ ˟˴ˬ˪ System Management 

Mode ˪˰ ˸ˮˬ ˟ˣ˸˩˪ ˢ˥˷ˣ˵˪Φ 

¶ BLE π ˭ˣˮˠˮˬ ˸˪˧˰ˮ BIOSΥ ˪˧˰˲ˬ ˸ˡˣ˩˪ˬ ύSMI ό˪˩˟ ˫˰˲ ˨˧˪ˢ˸˷ ˢ˯ˮˬ ˶˷˲˞˪ ˢ˟˧˸˩ ˢ˥˷ˣ˵˪ Φ

ˢ˶˦ˬˢ ˞˧ˢ ˶˷˲˞˪ ˢ˥˷ˣ˵˪ ˢˬ˴˰ x˞ ˪-SMM ˦˶˧˧˪ ˸ˣˮˣ˧˯˧ˮ ˢ˟˧˸˩ ˞˪ ˫˧˧˵ˣ˥ ˰ˣˮˬ˪ˣ ˢ˰˧ˠ˲Φ 
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¶ BIOSWE π ˠ˸ˬ ˢ˟˧˸˩ ˢ˥˷ˣ˵˪Υ ˣˢˤ ˪ˠˡˢ ˪˰ˣ˲˟˷ ˥˸ˣ˲ x˞ ˶ˠˣ˯ ˸˞ ˸˪ˡˢ ˢ˟˧˸˩˪ Φ˶˷˞˩ ˶˞˷ 

˫˧ˮˣˮˠˮˬˢ ˫˧˪ˣ˰ˮ Σˣ˧ˣˮ˧˷ ˣˮ˧˞ ˶˷˲˞˸ˬ ˣˢˤˣ ˭ˣˮˠˮˬ ˢ˲˧˩˞ˢ ˭ˣ˶˥˞ˢ ˣ˸˶˦ˬ˷ ˥˧˦˟ˢ˪ ˢ˥˷ˣ˵ˢ˷ 

˶˞˷˧˸ ˢ˞˧˶˵˪ ˡ˟˪˟Φ 

 

ϐ˶ˣ˵ˬ ΥIntel® 6 Series Chipset and Intel® C200 Series Chipset Datasheet ώ 

 

  

https://www.intel.com/content/dam/www/public/us/en/documents/datasheets/6-chipset-c200-chipset-datasheet.pdf
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PR0-PR4 π ˧ˮˣˮˠˮˬ ˸ˮˠˢ ˫˧˥ˣˣ˦ 

˧˶˦˯˧ˠ˶ sπProtected Range ˫˧˶˧ˡˠˬ ˢ˷˧ˬ˥ ˫˧˶ˣˤ˞ ˷˞˪˲ˢˬ ˫˧ˮˠˣˬ ˸ˣ˟˧˸˩ˬ ˸ˣ˧ˮˣ˴˧˥Υ 

¶ Write Protection EnableΥ ˶˷˞˩ ˪ˠˡ ˢˤ ˪˧˰˲ ˢ˶ˬˣ˥ˢ ˸ˬ˯ˣ˥ ˪˩ ˭ˣ˧˯˧ˮ ˢ˟˧˸˩ x˞ ˢ˵˧˥ˬ ˶ˣˤ˞˪ 

˶ˡˠˣˢ˷ ˪˰ ˧ˡ˧ ˯˧˯˟ˢ ˪ˣ˟ˠˢˣ Φ˧ˢˣˤ ˢ˲˧˩˞ ˸ˬ˶˟ ˢ˶ˬˣ˥ˢ Σˢˮ˧˞˷ ˢ˧ˣ˪˸ ˢˮ˩ˣ˸˟Φ 

¶ Read Protection EnableΥ ˶˷˞˩ ˪ˠˡ ˢˤ ˪˧˰˲ Σ˸ˣ˞˧˶˵ˢ ˶ˣˤ˞˪ ˭ˠˣˬ ˸ˣˬ˯˥ˮ ˫ˠ ˭s ˪˰ ˧ˡ˧ ˢ˶ˬˣ˥ˢΦ 

¶ Protected Range Base / LimitΥ ˫˧˶˧ˡˠˬ ˸˞ ˸ˣ˪ˣ˟ˠˢ ˫˧˵˧ˣˡˬˢ ˪˷ ˶ˣˤ˞ˢ ˭ˠˣˬˢ ˵˪˥˩ ˥ˣˣ˦ˢˬ 

˭ˠˣˬ˷ ˪˰ ˧ˡ˧ WPE/RPEΦ 

 

ϐ˶ˣ˵ˬ ΥIntel® 6 Series Chipset and Intel® C200 Series Chipset Datasheet ώ 

 

  

https://www.intel.com/content/dam/www/public/us/en/documents/datasheets/6-chipset-c200-chipset-datasheet.pdf
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˸ˣ˞˧˴ˬˢ Κ˸ˣˮˠˢˢ ˟ˣ˶˪ ˸ˣ˸˟˷ˣˬ ˪˰˲ˬˢˬ 

˫˧˶˵˥ˬ ˣ˞˶ˢ ˶˟˰˟˷ ˪˴˞ˣ ˵˪˥ ˪ˣˡˠ ˫˧ˮ˶˴˧ˢˬ ˸ˣ˩˶˰ˬˢˬ ˸ˣ˰˧ˠˬ ˪˰˲ˬˢˬ ˫˰ ˧ˮˣˮˠˮˬ ˢ˥˦˟˞ˢ ˣ˪˞ˢ 

˫˧˸˟˷ˣˬ ˭˧˦ˣ˪˥˪ Σ˪˩ ˫˧˶˦˯˧ˠ˶ˢ ˫˧˯˲ˣ˞ˬ ˪π0x00 ˢ˥˷ˣ˵ˢˣ ˸ˮ˸˧ˮ ˢ˟˧˸˩˪ ˣ˪˧˲˞ ˸ˣ˶˧˷˧ ˨˶ˡ ˸˩˶˰ˬ 

ˢ˪˰˲ˢˢ ˞˪˪ ˨˶ˣ˴ ˸ˮ˩˸ˬ˟ ˷˞˪˲ x˞ ˢ˷˧ˠ ˸˧ˤ˧˲ ˸ˡ˥ˣ˧ˬ ˢ˶ˬˣ˥˪Φ 

˫ˠ ˸ˣ˩˶˰ˬ˟ ˭ˢ˟˷ ˸ˣˮˠˢˢ ˸ˣ˶ˡˠˣˬ ˧ˣ˞˶˩ Σ˟ˣ˷˥ ˭˧˟ˢ˪ ˫˧ˮˣˮˠˮˬ˷ ˣ˪˞ ˫˧ˮˠˬ ˶˵˧˰˟ ˧ˮ˲ˬ ˸ˣ˲˵˸ˬ 

˸ˣ˯˯ˣ˟ˬ ˢˮ˩ˣ˸ ˞˪ˣ ˫˧˵˲˯ˬ ˢˮˠˢ ˢ˞˪ˬ ˪ˣˬ ˱˵ˣ˸ ˪˰˟ ˢ˷˧ˠ ˸˧ˤ˧˲ ˸˩˶˰ˬ˪Υ 

 

˶˷˞˩ ˫˧˶˟˥˸ˬ ˸˧ˤ˧˲ ˟˟˷˪ ˷˞˪˲ˢ ˸ˣ˰˴ˬ˞˟ ˸ˮ˩˸ˬ ˣˬ˩ sπCH341A ˪˩ ˧ˮˣˮˠˮˬ ˢˮˠˢˢ ˣ˪˷ ˦ˣ˷˲ 

˫˧˲˵˰ˮ ˭˧˦ˣ˪˥˪ Φ˸ˮ˩˸ˬˢ ˶˟ˡˬ ˸ˣ˶˧˷˧ ˫˰ ˢ˶ˬˣ˥ˢ ˭˩˪ˣ ˫˧˶˦˯˧ˠ˶ ˣˬ˩ BIOS_CNTL xπPRx ˞˪ ˫˧˵˥˷ˬ 

˫ˣ˷ ˡ˧˵˲˸ ˢˮˠˢ˟ ˪˰ ˢ˥˷ˣ˵ˢΦ 

ˢˬ ˧ˮˣˮˠˮˬ ˢ˥˦˟˞ˢ ˭˩ ˫˧˰ˮˣˬΥ 

¶ ˸ˣ˵ˤˣˮκ˫˧ˮ˰ˠˣ˲ ˫˧˯ˮˬˢ ˟˸˩˷˪ ˸˞ sπBIOS ˨ˣ˸ˬ ˟˥˶ˬ ˷ˬ˸˷ˬˢκ˪ˮ˶˵ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢΦ 

¶ ˧ˮˣ˩ˡ˰ ˢ˥˷ˣ˵ ˞˪ ˫˧˷˶ˣˬ ˫˧˰˧ˠˬ˷ ˣ˸ˣ˞ˬ ˟˥˶ˬˢ ˫ˠ ˭˩Φ 

¶ ˸ˣˮˣ˧˯ˮ ˢˡ˶˷ˢ ˪˷ ˫˧ˮ˰ˠˣ˲ ˨ˣ˸˪ ˢ˥˷ˣ˵ˢύrootkitsΦό 

ˢˬˣ ˫ˢ ˞˪ ˫˧˰ˮˣˬ ˫ˣ˷˟ ˢ˶ˣ˴Υ 

¶ ˸ˣ˲˧˵˸ ˸ˣ˯˯˟˸ˬˢ ˪˰ ˶ˣ˟˧˥ ˸ˮ˩˸ˬ ˷˞˪˲ ˟˟˷˪Φ 

¶ ˢ˷˧ˠ ˢ˶ˬˣ˥˪ ˸˲˵ˣ˰ˢ ˭˧˦ˣ˪˥˪ ˸˞ ˧˶˵˟ sπPCH/SPI 

¶ ˸ˣ˲˧˵˸ ˸ˣ˯˯˟˸ˬˢ ˪˰ ˭ˣˬˤ˸ ˸ˣ˪˧˰ˮ ˫˧˶˦˯˧ˠ˶ ˪ˣ˥˸˞˟ ˫ˡ˵ˣˬ 
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˸ˣˬ˧˸˥ Σ˸ˣ˧˥ˮˢ ˟˴ˬˢˣ ˪˰ˣ˲˟ 

˭˲ˣ˞˟ ˧˟˧˦˧˞ˣ˦ˮ˧˞ ˶˷˲˞ ˢ˧ˢ ˸ˣ˲˴˪ ˧˴˟˵˷ ˢ˥˷ˣ˵ˢ ˫˧ˬˣ˸˥ ˫˧˲˶ˠˣ˦˲˧˶˵ ˫˧˸ˬˣ˞ˬˣ ˧ˮ˲˪ ˢ˴˶ˢ Σ˨˩ 

˪˩˷ ˧ˣˮ˧˷ ˭˦˵ ˢ˧ˢ ˫˶ˣˠ ˸˩˶˰ˬ˪ ˟˶˯˪ ˸ˣ˪˰˪ Φ˪˟˞ ˪˰ˣ˲˟ ˢˤ ˞˪ ˟˴ˬˢ ˟ˣ˶˟ ˸ˣ˩˶˰ˬˢ ˸ˣ˴ˣ˲ˮˢΦ 

˭˵˸ sπNIST SP 800-147 BIOS Protection Guidelines ˣˮ˶˩ˤˢ˷ ˧ˮ˲˪ ˭˩ ˰˟ˣ˵ ˸ˬ˧˧˵˷ ˢ˴˪ˬˢ ˸ˬ˞˪ 

˧ˮˣ˩ˡ˰ ˢ˥˷ˣ˵ ˢ˶ˣ˴˟ ˸˧˲˶ˠˣ˦˲˧˶˵ ˨˞ ˟ˣ˷˥ ˫˧˷˪ ˟˪ ˶˟ˣˡˬ˷ ˵˶ ˢ˧˧˥ˮˢ˟ ˞˪ˣ ˢ˷˧˶ˡ˟ ˸˟˧˧˥ˬ Φ

ˢ˞˴ˣ˸˩ ˨˩ˬ ˫˧ˮ˶˴˧ ˫˧˟˶ ˫˧ˬ˷˧˧ˬ ˸ˣˬ˧˞ ˵˶ ˵˪˥˩ ˨˧˪ˢ˸ˬ ˭ˣ˩ˡ˰ ˧ˬ˷˶ ˞˪ˣ ˵˪˥˩ ˨˧˪ˢ˸ˬ ˪ˣ˥˸˞ˢ 

ˣˬ˴˰Υ 

 
ϐ˶ˣ˵ˬ ΥGuidelinesNIST BIOS Protection ώ 

˪˰ˣ˲˟ Σ˭ˣˮˠˮˬ Secure Boot ˸ˬ˞ˬ ˵˶ ˫˧˟˧˩˶ ˫˧ˬ˧ˣ˯ˬ ˸˶˷˶˷˟ ˪ˣ˥˸˞ˢ ˭ˣ˶ˠ˩ ˧˪ˣˡˣˬ UEFI ˫˧ˡ˶˲ˮ ύ˭ˣˠ˩ 

˧˶˟˧˧˶ˡ DXE ˸ˣ˧˴˵˧˪˲˞ˣ UEFI Σό˦ˣ˟ ˫˧˶ˡ˞ˣ˪ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Σ˫˧˸˧˰˪ˣ ˫ˠ Option ROMs Φ˸ˬˣ˰˪ 

˸˞ˤ Σˢ˥˷ˣ˵ˢ ˪ˣ˪˩ˬ˩ ˢˮ˧˞ ˸ˬ˸˥ˮ x˞ ˸˸ˬˣ˞ˬ Σ˶ˣˤ˞ ˧ˮ˸˷ˬ sπNVRAM ˣˮ˧˞ ˭ˠˣˬ ˸˧˲˶ˠˣ˦˲˧˶˵ Σ˧˟˪˷ 

˪ˣ˥˸˞ ˫˧ˬˡ˵ˣˬ ˭ˣˠ˩ SEC xπPEI ˫˧˪˰ˣ˲ ˧ˮ˲˪ ˧ˮˣˮˠˮˬ˷ ˸ˣˬ˧˞ˢ ˫˧˯ˮ˩ˮ ˱˵ˣ˸˪ Σˡˣ˵ˢˣ ˧˞˶˥˞˷ ˣˬ˴˰˟ ˪˰ 

˸˵˧ˡ˟ ˸ˣˬ˧˸˥ˢ ˣˮ˧˞ ˸ˬˣ˞ˬ ˪˰ ˧ˡ˧ ˱˞ ˫˶ˣˠ ˧ˮˣ˴˧˥Φ 

˸ˣ˰ˬ˷ˬˢ ˞˧ˢ ˷πSecure Boot ˭ˠˬ ˟˦˧ˢ ˪˰ ˫˧˟˧˩˶ ˫˧˴˶ˣˬ˷ ˶˥˞˪ ˸ˮ˧˰˦ ˢ˥˷ˣ˵ˢ Σˣˮ˧˞ˣ ˵˲˯ˬ ˢˮˠˢ 

˧ˮ˲ˬ ˪˩ ˢˬ ˶ˣ˷˵˷ ˫˧˧ˣˮ˧˷˪ ˫˧˧ˮˣˡˤ ˢ˥˷ˣ˵˟ ˢˬ˴˰ x˞ ˫˧˟˧˩˶˟ ˫˧˪˰ˣ˲ˢ ˧˟˪˷˟ ˪ˣ˥˸˞ˢ ˫ˡ˵ˣˬˢ Φˣˢˤ 

˶˰˲ ˧ˮˣ˶˵˰ ˶˷˲˞ˬˢ ˱˵ˣ˸˪ ˪˰˟ ˢ˷˧ˠ ˸˧ˤ˧˲ ˪˧˸˷ˢ˪ ˡˣ˵ ˰˧˲˷˧˷ ˪˰ ˪˩ ˸˶˷˶˷ ˪ˣ˥˸˞ˢ ˭˧˧ˡ˰ˣ ˢ˞˶˧ 

˭˧˵˸ ˧ˮ˧˰˟ ˫˧ˮˣˮˠˮˬˢ ˫˧˧˲˶ˠˣ˦˲˧˶˵ˢ ˫˧˶ˣˬ˞˷ ˸ˬ˞˪ ˸˞ ˸˥˦˟˞ ˸˩˶˰ˬˢΦ 

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-147.pdf
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˸ˮ˟ˢ ˶˷˵ˢˢ ˭˧˟ sπPCR ˶˵ˣ˪˦˧˟˪ 

˧ˡ˩ ˢ˲˵˸ˬˢ˷ ˡˣ˟˰˸ ˢ˥˷ˣ˵ˢ ˸˟˧˧˥ ˸˰ˡ˪ ˣ˪˧˞ ˧˩˶˰ PCR ˫˧˰˧˲˷ˬ ˪˰ ˸ˮˠˢ ˸ˣ˥˸˲ˬ ˶˵ˣ˪˦˧˟ˢ Φ

˸˩˶˰ˬˢ ˢˮ˧˞ ˸˵ˡˣ˟ ˸˞ ˪˩ sπPCRs ˡ˥˞ ˧˶˥˞ ˧ˮ˷ˢ ˢ˪˞ ˸ˡ˟ˣ˰ ˢ˶ˣ˴˟ ˸˧˦ˬ˦˯˧˯ ˸˶ˡˠˣˬˢ ˷˞˶ˬ 

˸˶ˬ˷ˮ˷ ˵˪˥˩ ˢˬπmetadata ˪˷ ˶˵ˣ˪˦˧˟ Σ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ˤ ˫ˠ ˣˮ˧ˬ˴˰˟Υ 

 

˞ˬˠˣˡ˟ xʕ ˭˸˧ˮ ˸ˣ˞˶˪ ˶˵ˣ˪˦˧˟˷ ˯˥˧˧˸ˬ ˢ˰˟˶˞˪ PCRs ˫˧˧˶˵˧˰ ˭˧˟ˬˣ ˫˪ˣ˩ PCRϐл ώ˞ˣˢ ˡ˰˧ˢ ˧ˤ˩˶ˬˢ ˪˷ 

ˢ˲˧˵˸ˢ Φˣˢˤ ˫ˣ˵ˬˢ x˟ ˸ˡˡˬˮ ˢ˥˷ˣ˵ˢ ˢˬ˴˰ Σ˟˧˩˶ˢ ˭ˣ˷˞˶ˢ ˸˶˷˶˟ ˭ˣˬ˞ˢΦ 

 

˨˧˞ ˸˧˞˶ˮ ˢ˲˵˸ˬˢ 

˷˧˥˶˸˟ ˧˩ˢ ˶˧˟˯ Σ˱˵ˣ˸ˢ ˶˟˩ ˰˴˧˟ ˸˞ ˪˩ ˸ˡˣ˟˰ ˶˵˥ˬˢ ˴˧˲ˢˣΩ˳ˣ˲ ˪˷ ˢ˥˷ˣ˵ˢ ˷˞˶ˬ Σ˧ˣˢ˧ˤ 

˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˧˦˧˶˵ˢ ˧˥˦˷ˬˣ ˢ˵˶ˤˢˢ Φ˰ˠ˶˟ ˸ˬ˞ˢ Σ˪˩ ˢˬ ˷˶ˡˮ˷ ˞ˣˢ ˭ˣ˪˥ ˶˴˵ ˪˷ ˢ˷˧ˠ ˸˧ˤ˧˲ 

˸˩˶˰ˬ˪ Φ 

˸ˣ˪˷˪˸˷ˢ ˫˧˰ˣ˶˧˞ˢ ˪˰ˣ˲˟ ˢ˞˶˧˸ ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

ρȢ ˸˪˟˵ ˢ˷˧ˠ ˸˧ˤ˧˲ ˸˟˧˸˩ˣ ˢ˥˷ˣ˵ˢ ˸˧ˮˣˡˤˢ 

˸˰˟ ˸˪˟˵ ˢ˷˧ˠ ˸˧ˤ˧˲ ˟˷˥ˬ˪κ˸˩˶˰ˬ ˪˷ ˭˟˶ˣ˵ˢ ˞ˬˠˣˡ˪ ˷˧˥˶˸˟ ϦEvil Maid Ϧ˱˵ˣ˸ˢ ˶˟˥˸˧ ˸ˣ˶˧˷˧ 

˟˟˷˪ ˷˞˪˲ˢ ˸ˣ˰˴ˬ˞˟ ˸ˮ˩˸ˬ ˢ˶ˬˣ˥ Φ˶˥˞ˬ ˢ˟˧˸˩ˢ˷ ˸˰˴˟˸ˬ ˳ˣ˥ˬ ˸˶˷˶˷˪ ˪ˣ˥˸˞ˢ ˧˪˟ˬˣ ˶ˣ˟˰˪ 

˨˶ˡ ˫˧˶˵˟ x˞ ˧ˮˣˮˠˮˬ ˢ˞˷˶ˢˢ ˪˷ ˢ˥˷ˣ˵ˢ Σ˫˧˶˦˯˧ˠ˶ ˣˬ˩ BIOS_CNTL x˞ PRx ˫ˮ˧˞ ˫˧˧˦ˮˣˣ˪˶ Σ˪˩ˣ 

˸ˣˮˠˢˢ ˣˮˮ˩ˣ˸˷ ˰ˣˮˬ˪ ˢ˟˧˸˩ ˨ˣ˸ˬ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˦ˣ˷˲ ˭ˮ˧˞ ˸ˣ˯ˮ˩ˮ ˵˥˷ˬ˪Φ 

нΦ ˪ˣ˥˸˞ ˸˩˶˰ˬˢ ˸˴˶ˢˣ ˢ˥˷ˣ˵ˢ ˢ˷ˡ˥ˢ 

˪ˣ˥˸˞˟ ˞˟ˢ ˪˷ ˸˩˶˰ˬˢ ˡˣ˵ˢ ˭ˣ˷˞˶ˢ ˳ˣ˶˧˷ ˪˰ ˡ˟˰ˬˢ ˞ˣˢ ˫˴˰˟ ˡˣ˵ˢ ˪˷ ˢ˥˷ˣ˵ˢ ˢ˷ˡ˥ˢ 

ˢ˸ˮˣ˷˷ Φ˨˪ˢˬ˟ ˧˟˪˷ ˪ˣ˥˸˞ˢ ˸ˣ˰˴˟˸ˬ ˸ˣˡ˧ˡˬ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˪˷ ˫˧˟˧˩˶ ˫˧ˮˣ˷ Σ˨˞ ˢ˵˧ˠˣ˪ˢ 

˸˧˞˶˥˞ˢ ˪˰ ˨˩ ˢ˸ˮˣ˷ Φ˶˷˞˩ ˢ˥˷ˣ˵ˢ ˢ˰˧ˠˬ ˢˡˣ˵ˮ˪ ˢ˟˷ ˞˧ˢ ˢ˶ˣˬ˞ ˟˷˥˪ hash ˪˷ ˟˧˩˶ ˫˧ˣ˯ˬ 

˟˧˥˶ˢ˪ˣ ˣ˸ˣ˞ ˪˞ ˨ˣ˸ sπPCR ˧˦ˮˣˣ˪˶ˢ Σ˞˧ˢ ˢˮ˧˞ ˸˷ˬ˸˷ˬ ˟πhash ˪˷ ˡˣ˵ˢ ˳˶˷ ˪˰ˣ˲˟ ˞˪˞ ˨˶˰˟ 

˟˷ˣ˥ˬ ˷˞˶ˬ ˫˞ˣ˸ˢ ˸ˣˡ˧ˡˬ˪ ˸ˣ˧˶ˣ˵ˬˢ ˣ˰˴ˣ˟˷ ˸˰˟ ˸˪˰˲ˢ ˶˵ˣ˪˦˧˟ ˨˩ˣ ˶˴ˣˮ ˟˴ˬ ˣ˟˷ ˡˣ˵ˢ ˪˰ˣ˲˟ 

ˢˮˣ˷ Σ˨˞ sπTPM ˪˟˵ˬ ˢˮˣˬ˸ ˢ˧˧˵ˮ ˪˷ ˸˩˶˰ˬˢΦ 
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оΦ ˶ˣ˶˥˷ ˸ˣ˥˸˲ˬˢ ˸˥˸ ˸ˣ˥ˮˢ ˸ˣ˧ˣˠ˷ 

˶˥˞˪ ˢ˥˷ˣ˵ˢ˷ ˸ˬ˧˧˯ˬ ˸˞ ˧˩˧˪ˢ˸ ˢˡ˧ˡˬˢ ˸˥ˣˣˡˬˣ ˪πTPM ˧˩˶˰ PCR ˢˢˤ ˭˧˦ˣ˪˥˪ ˢˤ˪ ˡˡˬˮ˷ ˸˰˟ 

ˢ˶ˡˠˢˢ ˸˧ˮˣ˷˞˶ˢ ˶˵ˣ˪˦˧˟˪ sπTPM ˥˧ˮˬ ˟˴ˬ˷ ˢˬ˶ˣ˲˦˪˲ˢ ˞˪ ˢˮ˸˷ˢ Φ˶˥˞ˬ ˪˩ˣ ˧˞ˮ˸ ˸ˣˬ˧˞ˢ 

ˣ˰˴ˣ˟ ˣ˸ˮ˧˥˟ˬ ˞ˣˢ ˶˶˥˷ˬ ˸˞ ˥˸˲ˬ sπVMK ˷ˬ˸˷ˬˢ ˸˥˧˸˲˪ ˢˮ˲˴ˢˢ ˪˷ ˵˯˧ˡˢΦ 

˟˪˷˟ ˢˤ ˶˴ˣˮ ˶˰˲ˢ ˧˦˧˶˵ˢ π ˸ˣ˥˸˲ˬ ˢˮ˲˴ˢˢ ˫˧˶˶˥ˣ˷ˬ ˭ˣ˶˩ˤ˪ ˪˷ ˸˩˶˰ˬ ˶˟˩˷ ˢ˧ˣ˟˷ ˧ˮ˲˟ ˢ˥˷ˣ˵ 

˸˧ˮˣˡˤ ˞˪˪ ˫ˣ˷ ˭ˬ˧˯ x˞ ˭ˣˮˠˮˬ ˡ˧˰ˬˢ ˪˰ ˨˩ Φ˧ˡ˧˟ ˱˵ˣ˸ˢ ˸ˣ˶˷˲˞ˢ ˞ˣ˶˵˪ ˸˞ ˸ˣ˥˸˲ˬˢ ˸ˣ˶˧˷˧ ˭ˣ˶˩ˤˢˬ 

˶ˣˬ˷˪ˣ ˣ˸ˣ˞ ˥ˣˮ˰˲˪ ˪˷ ˵˯˧ˡˢ ˭˧˧˪˲ˣ˞ ˪˩˟ ˸˰ x˞ ˳˪˥˪ ˸˷˶˪ ˫˧˴˟˵ ˫˧˷˧ˠ˶ ˸˩˶˰ˬˢˬ ˰ˠ˶ˢ˷ ˢ˥˸˲ˮ 

ˣ˧ˮ˲˟Φ 

 

˫ˣ˩˧˯ ˸ˣˮ˵˯ˬˣ 

ˢˬ ˪˧˥˸ˢ˷ ˸ˣˮ˶˵˯ˬ ˧˟ˠ˪ ˸ˣˮ˲˴ˢ ˵˯˧ˡ ˸ˣ˲˵˸ˬˣ ˸ˣ˧ˤ˧˲ ˨˲ˢ ˧ˣ˪˧ˠ˪ ˪˷ ˶˰˲ ˧˸ˣˢˬ ˟ˣ˴˧˰˟ ˢ˥˦˟˞ˢ 

˪˷ ˢ˶ˣ˦˵˦˧˩˶˞ˢ Υˡˣ˵ˢ ˳˶˷ ˭ˣ˷˞˶ ˟˷˥˧˧ ˭ˬ˧ˢˬ ˸˶˧˶˟˩ ˪ˡ˥ˬ ˸˧˟˶ˬ˟ˣ ˸ˣ˩˶˰ˬˢˬ ˸ˣ˧ˮ˩˶˴ˢ ˞ˣˢ ˧˥ 

˟˟˷˟ ˷˧ˠˮ˷ ˭˧˦ˣ˪˥˪ Σ˰ˠ˶˟ˣ ˱˵ˣ˸˪˷ ˷˧ ˢ˷˧ˠ ˣˤ˩ ˪˩ ˪ˡˣˬ ˸˶˷˶˷ ˭ˣˬ˞ˢ ˪˧˥˸ˬ ˶˶ˣ˲˸ˢ˪Φ 

ˢˮˠˢ ˸ˣ˟˩˷˟ 

˸ˣ˶ˬ˪ ˸˞ˤ Σ˫˧ˬ˧˧˵ ˶˲˯ˬ ˫˧ˡ˰˴ ˫˧˧˷˰ˬ ˫˧˪ˣ˩˧˷ ˫˴ˬ˴˪ ˸˧˸ˣ˰ˬ˷ˬ ˸˞ ˥˦˷ˬ ˢ˲˧˵˸ˢΥ 

¶ TPM + PIN - ˸˪˰˲ˢ PIN ˸˰˟ ˸˶ˡˠˢ ˶˵ˣ˪˦˧˟ˢ ˸˟˧˧˥ˬ ˱˵ˣ˸ˢˬ ˠ˧˷ˢ˪ ˞ˬ˯˧˯ ˸˶˥˞ ˧ˣˮ˧˷ 

ˢ˥˷ˣ˵ˢ ˡ˟˪˟ ˶˟˩ ˣˮ˧˞ ˪˧˰˧Φ 

¶ ˸˵˧ˡ˟ ˸ˣ˶ˡˠˢ ˸˩˶˰ˬˢ π ˧˲˩ ˣˮ˧˞˶˷ Σˤˣ˥˞ ˞˪ ˭˦˵ ˸ˣ˩˶˰ˬˢˬ ˸ˣ˰˧ˠˬ ˪˰˲ˬˢˬ ˫˰ ˫˧ˮˣˮˠˮˬ 

˫˧˸˟˷ˣˬ x˞ ˸˶ˣ˴˸˟ ˸˶˧˶˟ ˪ˡ˥ˬ ˢˮ˧˞˷ ˸˥˦˟ˣ˞ˬ Σ˳˪ˬˣˬ ˵ˣˡ˟˪ ˶˧ˡˠˢ˪ˣ ˸˧ˮˡ˧ ˸˞ ˸ˣˮˠˢˢΦ 

¶ ˷ˣˬ˧˷ ˢ˶ˬˣ˥˟ ˸˧ˮ˶ˡˣˬ ˢˬˣ˸˥ ˷˞˶ˬ π ˫˧ˡ˟˰ˬ ˫˧˧ˮ˶ˡˣˬ ˪˷ ˪˦ˮ˧˞ x-AMD ˫˧˩ˬˣ˸ ˫˧ˮˣˮˠˮˬ˟ 

˫ˢ˟˷ ˸ˣ˥˸˲ˬ ˸ˣˬ˧˞ˢ ˫˧˟ˣ˶˴ ˸˧ˤ˧˲ ˡ˟˰ˬ˟ ˣˬ˴˰ ύHardware Root of Trust όˢˬ ˨˧˶˴ˬ˷ ˸˞ 

ˢ˥˷ˣ˵ˢ ˸ˣ˧ˢ˪ ˢˬˣ˸˥ ˰Ϧ˲ ˫˧˪ˢˮˢ ˭˶˴˧ˢ˷ ˶˧ˡˠˬΦ 

¶ ˢ˥˦˟˞ ˸˧ˤ˧˲ π ˫ˠ ˫˞ ˞˪ ˫˸˟˵˰ ˡ˰ ˭˞˩ ˫˸˦˪˥ˢˣ ˞˪˷ ˫˷˧˧˪ ˱˞ ˸˥˞ ˸ˣ˴˪ˬˢˢˬ Σ˦ˣ˷˲ ˞˪ 

˶˧˞˷ˢ˪ ˸˞ ˫˧˶˧˷˩ˬˢ ˞˪˪ ˢ˥ˠ˷ˢ ˢˤ ˭ˣ˶˵˰ˢ ˧˩ˢ ˟ˣ˷˥ ˡ˰ ˢ˩ Φ˧˸˷ ˸ˣ˵ˡ ˪˷ ˢ˷˧ˠ ˶˧˷˩ˬ˪ 

˶˷˲˞ˬ ˱˵ˣ˸˪ ˫˪ˣ˰ ˣ˞ˣ˪ˬˣ ˸ˮ˧˥˟ˬ ˸ˣ˪ˣ˩˧ ˸ˣ˧˲˵˸ˢΦ 

˥˵˪ˢ ˧˲ˣ˯ˢ ˞ˣˢ ˞˪˷ ˶˟ˣˡˬ ˵˶ ˶˵ˣ˪˦˧˟˟ Σ˪˩ ˧˰˴ˬ˞ ˢ˥˦˟˞ ˯˯˟˸ˬ ˪˰ ˸ˣ˥ˮˢ ˧˟ˠ˪ ˢˬ ˭˧ˬ˞ ˢˬˣ ˞˪ Σ

ˢˮˠˢˢ ˸˧˸˧ˬ˞ˢ ˢ˞˟ ˢˮ˟ˢˬ ˪˷ ˢ˲˧˞ ˸ˣ˥ˮˢˢ ˣ˪˞ˢ ˸ˣ˪ˣ˩˧ ˳˲ˮ˸ˢ˪Φ 
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˶ˣ˟˰ ˟ˣ˶ ˫˧˷ˬ˸˷ˬˢ ˶˵ˣ˪˦˧˟ ˭˰˷ˮˢ ˪˰ TPM ˡ˟˪˟ ˵˲˯ˬ ˢˮˠˢ ˸˧˯˧˯˟ ˧ˮ˲ˬ ˟ˣ˶ ˫˧ˬˣ˧˞ˢ Σ˟ˮˠ ˱˦ˣ˥˷ 

ˣˮ˪ ˸˞ ˟˷˥ˬˢ ˸˧˟˟ ˢ˲˵ ˢ˞˶ˮ˩ ˞˪ ˥˧˪˴˧ ˳ˣ˶˲˪ ˸˞ ˸ˮ˲˴ˢ ˵˯˧ˡˢ Φ˨˞ ˶ˣ˟˰ ˸ˣ˶˦ˬ ˪˰˟ ˨˶˰ ˢˢˣ˟ˠ x˞ 

˫˧˷˧˥˶˸ ˪˷ ˸ˣ˲˵˸ˬ ˸ˣˡ˵ˣˬˬ Σ˪ˡˣˬ ˫˧ˬˣ˧˞ˢ ˢˮ˸˷ˬ ˭˧˦ˣ˪˥˪ ˸˷˶ˡˮˣ ˢ˟˧˷˥ ˪˷ ˢˬ ˣˮ˥ˮ˞ ˫˧˶˧ˡˠˬ 

˥˦˟ˣ˞ˬ˩ ˸ˬ˞˟Φ 

ˣˤˣ ˧˪ˣ˞ ˢˮ˵˯ˬˢ ˞˪ˢ ˢ˥ˣˮ ˶˸ˣ˧˟ Υ˸ˣˡ˧ˡˬ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˞˪ ˸ˣˣ˷ ˢ˟˶ˢ Σ˫˞ ˱˞ ˡ˥˞ ˞˪ ˡˡˣˬ ˸˞ ˧ˬ 

˰˴˟ˬ˷ ˸˞ ˢˡ˧ˡˬˢΦ 

˫˞ ˧˸˷ˡ˧˥ ˫˩˪ ˣˢ˷ˬ Σˣ˞ ˧˸˰ˮˢ˷ ˫˩˸˞ ˸˞˴˪ ˰˯ˬ˪ ˶˵˥ˬ ˢ˶ˬˣ˥ ˫˩ˬ˴˰˟ ˣ˷˧ˠ˶˸ ˧˷˲ˣ˥ ˶˟˥˸ˢ˪ 

˧˪˞ x˞ ˭˧˧˰˪ ˠˣ˪˟˟ ύ˵˧˶ˢ ˧ˡˬ˪ ό˧˪˷! 

 

˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬ 

¶ https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-147.pdf 

¶ https://www.intel.com/content/dam/www/public/us/en/documents/datasheets/6-chipset-

c200-chipset-datasheet.pdf 

¶ https://learn.microsoft.com/en-us/windows/security/operating-system-security/data-

protection/bitlocker/countermeasures 

¶ https://www.pjrc.com/teensy/W25Q128FV.pdf 

¶ https://web.archive.org/web/20160610025935/https://cansecwest.com/slides/2013/Evil%2

0Maid%20Just%20Got%20Angrier.pdf 

¶ https://blog.elcomsoft.com/2021/01/understanding-bitlocker-tpm-protection/ 

¶ https://opensecuritytraining.info/IntroBIOS_files/Day1_00_Advanced%20x86%20-

%20BIOS%20and%20SMM%20Internals%20-%20Motivation.pdf 

¶ https://blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSA09-Wojtczuk-AtkIntelBios-

SLIDES.pdf 

 

https://www.linkedin.com/in/ranvarshaver/
https://www.linkedin.com/in/ranvarshaver/
https://www.linkedin.com/in/ranvarshaver/
https://www.linkedin.com/in/ranvarshaver/
https://www.linkedin.com/in/ranvarshaver/
https://www.linkedin.com/in/ranvarshaver/
https://ran-var.github.io/blog/
https://ran-var.github.io/blog/
https://ran-var.github.io/blog/
https://ran-var.github.io/blog/
https://ran-var.github.io/blog/
https://ran-var.github.io/blog/
https://ran-var.github.io/blog/
https://ran-var.github.io/blog/
https://ran-var.github.io/blog/
https://ran-var.github.io/blog/
https://ran-var.github.io/blog/
https://ran-var.github.io/blog/
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-147.pdf
https://www.intel.com/content/dam/www/public/us/en/documents/datasheets/6-chipset-c200-chipset-datasheet.pdf
https://www.intel.com/content/dam/www/public/us/en/documents/datasheets/6-chipset-c200-chipset-datasheet.pdf
https://learn.microsoft.com/en-us/windows/security/operating-system-security/data-protection/bitlocker/countermeasures
https://learn.microsoft.com/en-us/windows/security/operating-system-security/data-protection/bitlocker/countermeasures
https://www.pjrc.com/teensy/W25Q128FV.pdf
https://web.archive.org/web/20160610025935/https:/cansecwest.com/slides/2013/Evil%20Maid%20Just%20Got%20Angrier.pdf
https://web.archive.org/web/20160610025935/https:/cansecwest.com/slides/2013/Evil%20Maid%20Just%20Got%20Angrier.pdf
https://blog.elcomsoft.com/2021/01/understanding-bitlocker-tpm-protection/
https://opensecuritytraining.info/IntroBIOS_files/Day1_00_Advanced%20x86%20-%20BIOS%20and%20SMM%20Internals%20-%20Motivation.pdf
https://opensecuritytraining.info/IntroBIOS_files/Day1_00_Advanced%20x86%20-%20BIOS%20and%20SMM%20Internals%20-%20Motivation.pdf
https://blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSA09-Wojtczuk-AtkIntelBios-SLIDES.pdf
https://blackhat.com/presentations/bh-usa-09/WOJTCZUK/BHUSA09-Wojtczuk-AtkIntelBios-SLIDES.pdf
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˸ˣ˧˴ˠ˧˦˧ˬ ˟-MachO ˨˧˞ˣ ˸ˣˢˤ˪ ˭˸ˣ˞ 

˸˞ˬ ˧ˡ˞ ˭˧˩˧˪ˣ˪˴ 

 

 

ˢˬ ˞˧ˢ ˴ˠ˧˦˧ˬˢ˧ ˫˧˴˟˵˟ ˫˧˧˶˞ˮ˧˟? 

˪˩˟ ˢˮ˩ˣ˸ sˢ˟ˣ˸˩ ˸˲˷˟ ˸ˣˮ˩˸ Level Low ˞ˬˢ˸˶˷˲ ˸ˣ˷˰˪ ˸ˣ˪ˣ˰˲ ˸ˣˮ˩ˣ˯ˬ ˭ˣ˶˩˧ˤ˟ π ˫˧ˬ˧˧˵ ˫˧ˠ˞˟ Φ

˧˶˵ˣ˥ ˸ˣ˷˪ˣ˥ ˫˧˰ˡˣ˧ ˞ˣ˴ˬ˪ ˷ˬ˸˷ˢ˪ˣ ˣ˷˪ˣ˥˟ ˸ˣ˪˞ ˸˰˟ ˢˮ˩ˣ˸ˢ˷ ˢ˴˶ ˭ˣ˶˩˧ˤ˟ ,˦˪˸˷ˢ˪ ˪˰ ˸ˬ˧˶ˤ 

ˡˣ˵ˢ ˸˧˰˟˦ˢ ˧ˡ˩˟ ˫ˣ˶ˠ˪ ˸˴˶ˢ˪ ˡˣ˵ ˢ˪˷ˬ ˰x˫"˧ ˨˩ ˱˞ ˦˪˸˷ˢ˪ ˪˰ ˸˶˷ˢ x˞ ˟˷˥ˬˢ ˣ˧˪˰ ˢˮ˩ˣ˸ xʕ 

ˢ˴˶Φ 

˸˷˪ˣ˥ ˭ˣ˶˩ˤˢ ˲ˬˢˣ˶˸ˬ˯ ˶˸ˣ˧˟ Σ,Stack Overflow ˢˡ˰ˣ˸ ˢˮˣ˷˞˶˪ ˰"˧ AlpehOne ˭˧ˤˠˬ˟ Phrackм Σ

˶ˬ˞ˬ˟ ˫˯˶ˣ˲ˬˢ:.”Smashing the Stack for Fun and Profit”  ˤ˞ˬ ˫ˣ˯˶˲ ˶ˬ˞ˬˢ ˸˧˧˪˰ˣ ˸ˣ˰ˡˣˬˢ 

˸ˣ˷˪ˣ˥˪ ˭ˣ˶˩˧ˤˢ ˶˷˞ ˸ˣ˟˷ˣ˧ ˸ˣ˧ˣ˟˥ ˸ˣˮ˩ˣ˸˟ ˭ˢ˟˷ ˣˮ˞ ˫˧˷ˬ˸˷ˬ ˪˩ ˫ˣ˧ Σˣ˪˥ˢ ˧˥˸˲ˬ ˸ˣ˩˶˰ˬ 

ˢ˪˰˲ˢˢ ˫˧˶ˡˢˬˢˣ ˥˸˲˪ ˸ˣ˧˴ˠ˧˦˧ˬ π x˞ ˫˧˩˶ˡ ˡˡˣˬ˸ˢ˪ ˸ˣ˷˵ˢ˪ˣ ˪˰ ˸˩˧˲ˢ ˠ˞˟ ˪ˣˢ˧ˮ˟ ˭ˣ˶˩˧ˤ ˢ˷˪ˣ˥˪ 

ˢ˪ˣ˩˧˷ ˫ˣ˶ˠ˪ ˸˴˶ˢ˪ ˡˣ˵ ˪˷ ˱˵ˣ˸ Φ˸ˣ˩ˤ˟ ˸ˣ˧˴ˠ˧˦˧ˬˢ ˷˧˷ ˣˮ˪ ˫ˣ˧˩ ˸ˣ˩˶˰ˬ˟ ˢ˪˰˲ˢ ˸ˣ˧ˮ˶ˡˣˬ Σ˸ˣ˷˪ˣ˥ 

˶˷˞ ˸ˣ˶˷˲˞ˬ ˸˴˶ˢ ˡˣ˵ ˵ˣ˥˶ˬ ˭ˮ˧ˢ ˸˧˯˥˧ ˸ˣ˶˧ˡˮ ύ˪x˭˩ ˸ˣ˪ˣ˰ ˢ˟˶ˢ ˱˯˩ ˭ˬˤˣ ˧˶˵˥ˬ ˪˰ ˧ˡ˧ ˫˧˷ˮ˞ 

˶˷˞ ˫˧˥ˬˣˬ ˫ˣ˥˸˟ ˢˤ Σˣˤ˷ ˸ˣˮˬˣ˞ ˵ˣ˧ˡ˟ ˣˬ˩ ˢˤ˷ ˠˣ˯ ˪˷ ˸˯ˡˮˢ ˢˮ˩ˣ˸( Φ˨˷ˬˢ˟ ˶ˣ˵˯˞ ˸˞ 

˸ˣ˧˴ˠ˧˦˧ˬˢ ˸ˣˬ˧˧˵˷ ˫˧˶˧˷˩ˬ˟ ˪˷ Apple Σ˭˩˷ ˢ˶ˬˣ˥ˢ ˢˮ˩ˣ˸ˢˣ ˪˷ ˪˲˞ ˢˮ˧ˢ ˢ˪˧˟ˣˬˢ ˫˪ˣ˰˟ ˸ˮ˧˥˟ˬ 

˸ˣ˧˴ˠ˧˦˧ˬ ˡˠˮ ˪ˣ˴˧ˮ ˣ˷˪ˣ˥ ˸,20мф. 

˶˷˞˩ ˶˵ˣ˥ ˸ˣ˷˪ˣ˥ ˢ˴ˣ˶ ˱ˣ˵˸˪ ˸˯˧˲ ˡˣ˵ ˧ˢ˷˪˩ Σˣ˧˪˰ ˸ˣˢˤ˪ ˣˤ˧˞ ˸ˣ˧˴ˠ˧˦˧ˬ ˸ˣ˰˧˲˷ˬ ˣ˧˪˰ Σ˧ˡ˩˟ ˰ˡ˧˷ 

ˢˤ˧˞ ˧˩˶ˡ ˱˵˰ˬ ˞ˣˢ ˨˧˶˴ ˷˲˥˪ Φˡ˥˞ ˫˧˪˩ˢ ˫˧ˬ˯˶ˣ˲ˬˢ ˶˸ˣ˧˟ ˪˩˷ ˶˵ˣ˥ ˸ˣ˷˪ˣ˥ ˢ˷ˣ˰ x˟ ˷ˣˬ˧˷ ˣˮ˧ˢ 

5ChecksecΣ ˧˪˩ source open ˶˷˞ ˰ˡˣ˧ ˶˯˶˲˪ ˫˧˴˟˵ ˫˧˶˞ˮ˧˟ ˪˷ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢˢ ˸ˣ˯˯ˣ˟ˬˢLinux 

˵˲˯˪ˣ ˶˵ˣ˥˪ ˸˞ ˰ˡ˧ˬˢ ˞ˣˢ˷ ˨˧˶˴ ˧ˡ˩˟ ˪˴ˮ˪ ˸˞ ˸ˣ˷˪ˣ˥ˢ ˸ˣ˶˸˸˯ˬˢ ˨ˣ˸˟ ˧˶˞ˮ˧˟ˢΦ 

˵˪˥˩ ˶˵˥ˬˢˬ ˧˪˷ ˧˸˧˪˧ˠ ˧˩ ˞˪ ˫˧˧˵ ˧˪˩ ˢˬˣˡ˟ ˪πChecksec ˶˷˞ ˰ˡˣ˧ ˸ˣˢˤ˪ ˸˞ ˸ˣ˧˴ˠ˧˦˧ˬˢ ˪˷ Apple Σ

˭˩˪ˣ ˧˸˟˸˩ ˡ˥˞ 21,22Φ ˨˷ˬˢ˟ ˭ˣ˧˪˧ˠˢ ˦˶˲˞ ˪˰ ˟ˣ˶ ˸ˣ˥˷˵ˢˢ ˸ˣ˧˸ˣ˰ˬ˷ˬˢ ˸ˣˬ˧˧˵˷ ˸ˣ˯˯ˣ˟ˬ ˢ˪˰˲ˢ 

˸ˣ˩˶˰ˬ˟ XNU ˣˬ˩ wearOS ΣiPadOS ΣmacOSΣiOS  xπvisionOSΦ 



 
 

ˠ˧˦˧ˬ˸ˣ˧˴ ˟-MachO    
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 182, ˶˞ˣ˶˟˲ нлнс  пн 
 

˧ˠˣ˯ ˸ˣ˧˴ˠ˧˦˧ˬ 

˭ˮ˷˧ ˢ˷ˣ˪˷ ˫˧ˠˣ˯ ˪˷ ˸ˣ˧˴ˠ˧˦˧ˬ8 :˸ˬ˶˟ ˶ˡˢˬˢ )˸ˣ˧˶ˮ˩ ,(˸ˬ˶˟ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ )ASLR ,(˸ˬ˶˟ˣ 

ˢ˶ˬˣ˥ˢ )PAC .(˭˞˩ˬ ˡ˰ˣ ˱ˣ˯ ˶ˬ˞ˬˢ ˟˧˥˶ˮ ˪˰ ˪˩ ˢ˧˴ˠ˧˦˧ˬ ,˨˧˞ ˞˧ˢ ˸ˡ˟ˣ˰ ,˨˧˞ˣ ˸ˣˢˤ˪ ˢ˸ˣ˞. 

 

˸ˣ˧˶ˮ˩ 

ˢˬ ˭ˢ ˸ˣ˧˶ˮ˩Κ 

˸ˣ˧˶ˮ˩ ˞˧ˢ ˢ˧˴ˠ˧˦˧ˬ ˸ˬ˶˟ ˶ˡˢˬˢ ˶˷˞ ˢ˞˟ ˢ˶˦ˬ˟ ˸ˣ˷˵ˢ˪ ˪˰ ˱˵ˣ˸ ˷˧ˬ˷ˢ˪ ˸˷˪ˣ˥stack 

smashing ˧ˡ˩˟ ˦˪˸˷ˢ˪ ˪˰ s-flow ˪˷ ˢˮ˩ˣ˸ˢ .˸˰˩ ˶˧˩ˤ˞ ˫˩˪ ˸˞ ˶ˣ˰˧˷ ˯˞ˢˬ˧˪˟ ˫˸˶˟˰˷ ˭ˣ˩˧˸˟ 

˧ˡ˩˟ ˷˧˥ˬˢ˪ ˡ˴˧˩ ˢ˧˴ˠ˧˦˧ˬˢ ˸ˡ˟ˣ˰ .˪˭˪ˢ ˸˧ˮ˯˥ˬ: 

 

˨ˣ˸˟ ˸˧ˮ˯˥ˬˢ ˣˮ˷˧ ˠˣ˯ ˰ˡ˧ˬ ˶˷˞ ˱˵ˣ˸ˢ ˡˣ˞ˬ ˢ˧ˢ ˢ˴ˣ˶ ˟˸˩˷˪: s-address return. ˸ˣ˲˵˸ˬstack 

smashing ˶˷˲˞ˬ˸ˣ ˱˵ˣ˸˪ ˯ˣ˶ˡ˪ ˫˧˩˶˰ ˨ˣ˸˟ ˸˧ˮ˯˥ˬˢ ˪x˟˸˩˷ ˫˸ˣ˞ .˨˶˰ˢ ˶˟ˣˡˬˢ ˣˮ˧ˢ ˸˟ˣ˸˩ 

˭ˣ˶˩ˤˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˶˷˞ ˢ˞˶˵ ˢ˧˴˵ˮˣ˲˪ ˰ˠ˶˩˷ ˢ˴˶ ,˭˩˷ xʕ ˸˟ˣ˸˩ ˢ˶ˤ˥ˢ ˢ˧˴˵ˮˣ˲˪ ˢ˞˶˵˷ ˣˮ˪˷˪ .

˭˸ˮ˧ˢ˟ ˱˵ˣ˸ˢˣ ˥˧˪˴ˬ ˟ˣ˸˩˪ ˵˪˥˪ ˢˤˢ ˪˷ ˸˧ˮ˯˥ˬˢ ,˞ˣˢ ˪ˣ˩˧ ˡ˧ˠˢ˪ ˢˮ˩ˣ˸˪ ˰˴˟˪ ˪˩ ˢ˪ˣ˰˲ ˢ˴˶˧˷. 

˸ˣ˧˶ˮ˩ ˭ˮ˧ˢ ˭ˣ˶˸˲ˢ ˣˮ˪˷ .˫˞ ˣ˪˩˸˯˸ ˟˦˧ˢ ˪˟˦˟ s,ˣ˪˩ˣ˸ ˫˧˷˪ ˟˪ ˷˧˷ ˨˶˰ ˞˶˵ˮ˷ canary ˧ˮ˲˪ s-

ret .˧ˮ˲˪ ˢˮ˩ˣ˸ˢ˷ ˸˴˲ˣ˵ ˸˟ˣ˸˩˪ ˭ˣ˶˩ˤˢ ,ˢˮ˩ˣ˸ˢ ˸˧˷˞˶ ˵ˣˡ˟˸ ˨˶˰ˢ˷ ˪˷ ˸˧˶ˮ˩ˢ ˞˪ ˢˮ˸˷ˢ .ˢˬ 

˰ˮˣˬ ˱˵ˣ˸ˢˬ ˟˸˩˷˪ ˸˞ ˨˶˰ˢ ˪˷ ˸˧˶ˮ˩ˢ ?˸˧˶ˮ˩ˢ ˸˟˷ˣ˧ ˫ˣ˵ˬ˟ ˡ˥ˣ˧ˬ ˭ˣ˶˩ˤ˟ ˶˷˞ ˣˮ˧ˢ read-only 

ˢˮ˸˷ˬˣ ˭˧˟ ˢ˴˶ˢ ˢ˴˶ˢ˪, ˸˧˶ˮ˩ˢ ˢˮ˧ˢ ˦ˣ˷˲ ˨˶˰ ˧˶˲˯ˬ ˣˢ˷˪˩ ˶˷˞ ˨ˣ˶˞ ˣ˧ˡ ˧ˡ˩˟ ˣ˷˥ˮ˪. ˶˥˞ˬ 

˷ˣ˥˧ˮˣ ˞˪ ˭ˣ˩ˮ ˫ˣ˶ˠ˧ ˢ˯˧˶˵˪ ˪˷ ˢˮ˩ˣ˸ˢ - ˢˮˠˢˢ ˢ˪˧˰˧. 
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˩˨ ˸˞˶ˮ ˸˧ˮ˯˥ˬ ˶˷˞ ˱˵ˣ˸ ,ˢ˯˧ˮ ˷˧ˬ˷ˢ˪ ˢ˟ stack overflow ˨˞ ˪˷˩ ˪˪ˠ˟ ˸˧˶ˮ˩ˢ: 

 

 

˨˧˞ ˫˧ˢˤˬ ˸ˣ˧˶ˮ˩Κ 

˦˧˷ sˢˮˣ˷˞˶: 

ˣ˞ˣ˟ ˥˵ˮ ˪˷ˬ˪ ˸˞ ˸˯˧˲ ˡˣ˵ˢ ˢ˞˟ˢΥ 

# include <stdio.h>  
 
int main()  
{  
    char buffer[ 20];  
    fgets (buffer, sizeof (buffer) - 1,stdin); printf ( " \ % s" , buffer);  
    return 0;  
}  

˧˲˩ ˫˸˞˷ ˫˧˞ˣ˶ ,ˢˮ˩ˣ˸ ˸˧˯˥˧ ˢ˦ˣ˷˲ ,˞˪˪ conditionals ˵˶ ˢ˯˧˲ˡˬ ˦˪˲ .˞˪˪ ˫ˣ˷ ˶ˣ˩ˤ˧˞ ˸ˣ˧˶ˮ˩˪ .

˨˞ ˭s ˭˧˧ˡ˰ ˫˷ ˸ˬ˶˟ ˧˪˟ˬ˯˞ˢ .˶˷˞˩ ˶ˡˢˬˢ ˶˴˧ˬ ˸˞ ˳˟ˣ˵ˢ ˧˶˞ˮ˧˟ˢ ˣˮ˪˷ ,˞ˣˢ ˫˴˰˟ ˵˧˶ˤˬ 

˸ˣ˧˴˵ˮˣ˲ ˡˣ˰ˣ ˧˰˦˵ ˡˣ˵ ˧˶˞ˮ˧˟˪ ˣˮ˪˷ ˵˪˥˩ ˢ˧˴ˠ˧˦˧ˬˢˬ ˸˞ˤˢ .˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ˤ ˮ˩ˣ˸˟ ˟s-IDAPro . 
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˭˪ˢ˪ ˢ˧˴˪˧˲ˬˣ˵˧ˡ ˪˷ ˢˮ˩ˣ˸ˢ: 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ,˫ˣ˞˸˲ ˣ˲˯ˣˮ ˸ˬ˧˶ˤ˪ ˢˮ˩ˣ˸ˢ ˸˞ˤˢ ˸ˣ˵˧ˡ˟ .ˢ˲˯ˣˮˣ ˢ˧˴˵ˮˣ˲ ˢ˷ˡ˥: 

  stack_chk_fail 

ˣˤ ˫˴˰˟ ˢ˧˴˵ˮˣ˲ˢ ˶˷˞ ˸˵ˡˣ˟ ˫˞ ˸˧˶ˮ˩ˢ ˢˮ˧˵˸ ˧ˮ˲˪ ˢˮ˩ˣ˸ˢ˷ ˸˴˲ˣ˵ ˳˧˶ˢ˪ ˡˣ˵ ˨˶˰ˢˬ ˸˧ˮ˯˥ˬ˟˷. 
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˸ˣ˦˧˷ ˧ˣˢ˧ˤΥ  

ˢ˦˧˷ 1 Υ˷ˣ˲˧˥ ˫˧˪ˬ˯ 

˷ˣ˲˧˥ ˢ˧˴˵ˮˣ˲ˢ stack_chk_fail    ˸˪˟˦˟ ˫˧˪ˬ˯ˢΦ ˫˞ ˸ˣˬ˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˞˪ ˸ˣˬ˧˧˵ ύ˟ˢ˧˶˞ˮ˧ strippedΣό 

˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˢ˦˧˷˟ нΦ 

ˢ˦˧˷ нΥ ˧ˣˢ˧ˤ ˧˯ˣ˲ˡ ˧˪˟ˬ˯˞ 

˷ˣ˲˧˥ ˸ˣˡˣ˵˲ ˧˪˟ˬ˯˞ ˸ˣ˧ˡˣ˥˧˧ ˸ˣˤ˧ˤˬ˷ ˸˞ ˸˧˶ˮ˩ˢΥ 

¶ x86_64 Υ˸ˡˣ˵˲ mov ˫˰ gs:[0x28] x˞ gs:[0x14] 

¶ ARM64 Υ˸ˡˣ˵˲ ldr/ ldur ˫˰ ˶˦˯˧ˠ˶ˢ 0x18 x˞ tpidr_el 

¶ ARM32 Υ˸ˡˣ˵˲ ldr ˫˰ stack_chk_guard 

ˢˬˠˣˡ ˢˡˣ˵˲˪ ˸˧ˡˣ˥˧˧Υ 

mov rax , QWORD PTR gs: 0 x28 

˧ˡ˟˰ˬ˟ ARM64 ˸ˬ˧˧˵ ˢ˧˴ˮ˟ˮˣ˵ ˶ˠˣ˞ˢ˷ x18 ˷ˬ˷ˬ ˰˧˟˴ˬ˩ ˪-TLS )s-Thread Local Storage( ˣ˟˷ 

˸˶ˬ˷ˮ ˸˧˶ˮ˩ˢ )˭˧˟ ˫˧˩˶˰ ˫˧˶˥˞ ˫˧˧˲˧˴˲˯ ˭ˣ˩˧˪ˢ˸˪.( ˢ˧˴ˮ˟ˮˣ˵ xʕ ˸˧˶˷˲˞ ˫ˣ˷ˬ ˷˧˷ ˟-ARM64 

˫˧˷ˣ˪˷ ˶˫˧˶˦˯˧ˠ ˷ˣˬ˧˷˪ ˧˪˪˩ )˸ˬˣ˰˪ мс ˟-x86-64,( ˭˩˪ˣ ˭˸˧ˮ ˷˧ˡ˵ˢ˪ ˶˦˯˧ˠ˶ ˡ˥˞ ˶ˣ˟˰ TLS .

˶˦˯˧ˠ˶ˢ ˡ˥ˣ˧ˬˢ ˞˶˵ˮ tpidr_el0. 

ˢ˶˰ˢ :ˢ˧˪˩ machsec ϐ21 ώ˟˪˷ˬ ˸˞ ˪˩ ˸˷ˣ˪˷ ˸ˣ˦˧˷ˢ ˣ˪˪ˢ ˧ˣˢ˧ˤ˪ ˵˧ˣˡˬ ˪˷ ˸ˣ˧˶ˮ˩ ˫˧˧˶˞ˮ˧˟˟ ˪˷ 

.macOS/ iOS 

 

PIE 

PIE x˞ ˢˬ˷˟ ˞˪ˬˢ Position-Independent Executables ˢˮ˧ˢ ˢ˧˴ˠ˧˦˧ˬ ˶˷˞ ˸ˬˡˮ˶ˬ ˸˞ ˸ˣ˟ˣ˸˩ 

˭ˣ˶˩ˤˢ ˪˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˨ˣ˸˟ ˧˶˞ˮ˧˟ˢ .ˢ˧˴ˠ˧˦˧ˬˢ ˢ˞˟ ˢ˶˦ˬ˟ ˸ˣ˷˰˪ ˫˧˧˥ ˫˧˷˵ ˶˸ˣ˧ ˱˵ˣ˸˪ ˫ˣ˷ˬ 

˸˰˩˷ ˞ˣˢ ˨˧˶˴ ˱˧˪ˡˢ˪ ˸˞ ˸˟ˣ˸˩ ˭ˣ˶˩ˤˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˢ˧˪˞ ˞ˣˢ ˭˧˧ˮˣ˰ˬ ˳ˣ˲˵˪ .ˢ˩˩ ˢ˰˧˲˷ˬ 

ˢ˧˴ˠ˧˦˧ˬˢ ˪˰ ˸ˣ˟ˣ˸˩ ˭ˣ˶˩ˤˢ ˪˷ ˧˶˞ˮ˧˟ˢ: 

 

https://docs.google.com/document/d/16fPNf6m9fO-MahHcg0dGEqaQggukCbim/edit#heading=h.dbgg5mcgdvh5
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˦˯˲ˣ˞ˢ ˢˮ˸˷ˬ ˭˧˟ ˢ˴˶ˢ ˢ˴˶ˢ˪ ,˭˩˪ˣ ˡˣ˞ˬ ˢ˷˵ ˷˥ˮ˪ ˸˞ ˸˟ˣ˸˩ˢ ˢˮˣ˩ˮˢ .˸˰˩ ,˪˧˟˷˟ ˷˧ˬ˷ˢ˪ 

ˢ˷˪ˣ˥ ˱˵ˣ˸ ˨˧˶˴ ˡˣ˰ ˟˪˷ ,˟˧˦˧ˬ˧˶˲ ˪˷ ˸˲˧˪ˡ ˭ˣ˶˩˧ˤ. 

˧ˣˢ˧ˤ PIE  

˧ˣˢ˧ˤ PIE ˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ ˥ˣ˸˧ˮ ˸ˣ˶˸ˣ˩ˢ ύheaders ό˪˷ ˳˟ˣ˵ ˧˶˞ˮ˧˟ˢ 3,4Mach-O ˸ˣ˶˸ˣ˩ˢ ˪˷ ˧˶˞ˮ˧˟ˢ 

˭ˢ ˫˴˰˟ ˞˦ˬπˢ˦˞ˡ ˪˰ ˧˶˞ˮ˧˟ˢ Φ˞˦ˬˢπˢ˦˞ˡ ˸˪˪ˣ˩ ˫˧˶˟ˡ ˣˬ˩Υ 

¶ ˠˣ˯ ˧˶˞ˮ˧˟ˢ ύELF/Mach-Oό 

¶ ˸˶ˣ˦˵˦˧˩˶˞ ˧˶˞ˮ˧˟ˢ ύARM/x86ό 

¶ ˣ˪˧˞ ˸ˣˮˠˢ ˸ˣ˪˰˲ˣˬ ύNX x˞ PIEό 

˵˶ ˪˰ ˧ˡ˧ ˥ˣ˸˧ˮ ˸ˣ˶˸ˣ˩ˢ Σˣˮ˞ ˫˧˪ˣ˩˧ ˠ˧˷ˢ˪ ˰ˡ˧ˬ ˟˶ ˪˰ ˧˶˞ˮ˧˟ˢ Φˢˮ˟ˬ ˸˶˸ˣ˩ˢ ˪˷ Mach-O ˢ˞˶ˮ ˨˩Υ 

˰ˡ˧ˬ ˧ˤ˩˶ˬΥ 

˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ ˫˧ˢˤˬ ˸˞ ˠˣ˯ ˳˟ˣ˵ˢΥ 

¶ 0xfeedface (Mach-O 32-bit) 

¶ 0xfeedfacf (Mach-O 64-bit) 

¶ 0xcafebabe (fat binary) π ˧˶˞ˮ˧˟ ˪˧˩ˬˢ ˶˲˯ˬ ˸ˣ˶ˣ˦˵˦˧˩˶˞ )˪˷ˬ˪ x86_64 ˣ(ARM64- ˳˟ˣ˵˟ 

ˡ˥˞. ˢˤ ˳ˣ˲ˮ ˡ˥ˣ˧ˬ˟ ˪˴˞ Apple ˪˪ˠ˟ ˶˟˰ˬˢ ˬIntel- ˪πSilicon  ,Apple˧ˡ˩ ˢ˸ˣ˞˷ ˢˮ˩ˣ˸ ˪˩ˣ˸ 

˳ˣ˶˪ ˪˰ ˧ˮ˷ ˧ˠˣ˯ ˫˧ˡ˟˰ˬˢ. 

ˢˮ˟ˬ ˸˶˸ˣ˩ˢ:(32-bit = 28 bytes, 64-bit = 32 bytes)  

struct  mach_header _64 {  
    uint32 _t  magic; // 0x00: Magic number 
    uint32 _t  cputype ; // 0x04: CPU architecture  
    uint32 _t  cpusubtype ; // 0x08: CPU variant  
    uint32 _t  filetype ; // 0x0C: Executable  , library  , etc .  
    uint32 _t  ncmds; // 0x10: Number of  load  commands 
    uint32 _t  sizeofcmds ; // 0x14: Size  of  load  commands 
    uint32 _t  flags ; // 0x18: FLAGS INCLUDING MH_PIE!  
    uint32 _t  reserved ; // 0x1C: ( 64- bit  only )  
};  

˧ˣˢ˧ˤ PIE :˪ˠˡˢ MH_PIE ˫˵ˣˬˬ ˢˡ˷˟ flags ˢˤˣˤ˸˟ 0x18 )offset(. ˣ˩˶˰ ˞ˣˢ .0x00200000 ˶˷˞˩ ˦˧˟ 

ˢˤ ˪˰˲ˣˬ ,˞ˣˢ ˭˧˧˴ˬ ˧˶˞ˮ˧˟ˢ˷ ˬˣ˸ ˨Position-Independent Execution. 

˨˧˪ˢ˸ ˧ˣˢ˧ˤˢΥ 

˧ˣˢ˧ˤˢ ˰˴˟˸ˬ ˪˰ ˧ˡ˧ ˸˵˧ˡ˟ ˪ˠˡ MH_PIE ˢˡ˷˟ s-flags ˪˷ ˸˶˸ˣ˩ Mach-OΦ 
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No eXecute (NX) 

ˣˢˬ?NX  

NX )x˞No Execute  (˞˧ˢ ˢˮˠˢ ˸ˮˬ˯ˬ˷ ˧˶ˣˤ˞ ˭ˣ˶˩˧ˤ ˫˧ˬ˧ˣ˯ˬ ˩-"˞˪ ˫˧ˮ˸˧ˮ ˢ˴˶ˢ˪." ˶ˬˣ˪˩ ,ˣ˪˧˲˞ ˫˞ 

˱˵ˣ˸ ˥˧˪˴ˬ ˵˧˶ˤˢ˪ ˡˣ˵ ˵˧ˤˬ ˪-stack x˞ ˪,heap- ˡ˟˰ˬˢ ˟˶˯˧ ˳˧˶ˢ˪ ˣ˸ˣ˞ .ˢˤ ˫˯ˣ˥ ˠˣ˯ ˫˪˷ ˪˷ 

˸ˣ˲˵˸ˢ ˭ˢ˟˷ ˱˵ˣ˸ ˯˧ˮ˩ˬ shellcode ˭ˣ˶˩˧ˤ˪ ˤ˞ˣ ˳˲ˣ˵ ˣ˧˪˞. 

ˢˮˠˢˢ ˸˪˰ˣ˲ ˸ˬ˶˟ ˢ˶ˬˣ˥ˢ - ˡ˟˰ˬˢ ˵ˡˣ˟ ˸˞ ˸ˣ˞˷˶ˢ ˢ˴˶ˢˢ ˪˷ ˪˩ ˱ˡ ˭ˣ˶˩˧ˤ )memory page (

˧ˮ˲˪ ˞ˣˢ˷ ˳˧˶ˬ ˡˣ˵ ˣˮˬˬ. 

˨˧˞ ˧ˢˤˬ ˫NXΚ 

˸ˣ˩˶˰ˬ˟ ˢ˪˰˲ˢ ˸ˣ˯˯ˣ˟ˬ XNU ˸ˣ˧ˮ˶ˡˣˬ ,ˢ˟˧˪ˢ ˢ˲ˬ˸ ˸˞ ˸˧ˮ˯˥ˬˢ ˪˷ ˭ˣ˩˧˪ˢ˸ˢ ˞˪˩ ˭˸˧ˮ ˢ˴˶ˢ˪ ,

˸˶˧˶˟˩ ˪ˡ˥ˬ .˭˩˪ ,˨˶ˡˢ ˢˡ˧˥˧ˢ ˸˰ˡ˪ ˫˞ NX ˞˪ ˪˰˲ˣˬ ˞˧ˢ ˵ˣˡ˟˪ ˫˞ˢ ˭ˬˤ˟ ˢ˴˶ˢ ˷˧ ˣˢ˷ˬ ˶˷˞ 

˨˲ˣˢ ˸˞ ˸˧ˮ˯˥ˬˢ ˪-executable. 

 

RPATH 

ˣˢˬ?RPATH  

RPATH - ˫ˢ ˫˧˟˧˸ˮ ˫˧˶ˡˠˣˬ˷ ˧˶˞ˮ˧˟˟ ˫˧ˮ˧˧˴ˬˣ ˭˩˧ˢ ˸ˣˮ˯˥ˣ˞ˬ ˸ˣ˧˶˲˯ ˸˧ˮ˩ˣ˸ˢ˷ ˢ˩˧˶˴ ˭ˣ˰˦˪ ˭ˬˤ˟ 

ˢ˴˧˶ )runtime .(ˢ˧˰˟ˢ ˞˧ˢ ˫˞˷ ˫˧˟˧˸ˮˢ ˢ˪˞ˢ ˫˧˰˧˟˴ˬ ˸ˣˬˣ˵ˬ˪ ˫ˢ˟˷ ˱˵ˣ˸ ˪ˣ˩˧ ˟ˣ˸˩˪ ˫˧˴˟˵ - 

˪˷ˬ˪ ˢ˸ˣ˞ ˢ˧˧˵˧˸ ˪˷ ˧˶˞ˮ˧˟ˢ ,ˣ˞ ˸ˣ˧˵˧˸ ˸ˣ˲˸ˣ˷ˬ ˭˧˟ ˫˧˷ˬ˸˷ˬ - ˱˵ˣ˸ˢ ˪ˣ˩˧ ˱˧˪˥ˢ˪ ˸˞ ˸ˣ˧˶˲˯ˢ 

˸ˣ˧˸˧ˬ˞ˢ ˸ˣ˧˶˲˯˟ ˸ˣ˧ˮˣˡˤ ˦˪˸˷ˢ˪ˣ ˪˰ ˢ˴˧˶ˢ ˪˷ ˸˧ˮ˩ˣ˸ˢ .ˣˤ ˸˴˶˲ ˢ˥˦˟˞ ˢ˶ˣˬ˥ ˧˩ ˞˧ˢ ˸˶˷˲˞ˬ 

Code Execution ˪˰ ˧ˡ˧ ˸˲˪˥ˢ ˸ˣ˧˶˲˯ ˸ˣ˧ˬ˧˦˧ˠ˪ ˸ˣ˞˯˶ˠ˟ ˸ˣ˲˧ˣˤˬ. 

 

˨˧˞ ˫˧ˢˤˬ ˸ˣ˧˰˟ ˟-?RPATH 

˧ˣˢ˧ˤˢ ˰˴˟˸ˬ ˪˰ ˧ˡ˧ ˢ˵˧˶˯ ˪˷ ˸ˣˡˣ˵˲ ˢˮ˧˰˦ˢ ˧˶˞ˮ˧˟˟ ˷ˣ˲˧˥˪Υ 

¶ ˸ˣˡˣ˵˲ LC_RPATH π ˧˟˧˸ˮ ˷ˣ˲˧˥ ˫˧˶ˡˠˣˬ 

¶ ˸ˤˣ˶˥ˬ @rpath ˨ˣ˸˟ ˸ˣˡˣ˵˲ LC_LOAD_DYLIB  

ˢˬˠˣˡ ˢˮ˟ˬ˪ Mach-OΥ 

Load Commands:  
LC_RPATH: / usr / local / lib   β  RPATH  
LC_LOAD_DYLIB: @rpath / lib . dylib   β @rpath   
LC_LOAD_DYLIB: / usr / lib / libc . dylib   β @rpath   
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ˢˬ˪ ˢˤ ˭˩ˣ˯ˬΥ 

˥˧ˮˮ ˧˶˞ˮ˧˟ˢ˷ ˪˧˩ˬΥ 

¶ libs LC_RPATH/ύ Υˮ˟˧˸ ˧˯˥˧ ˢ˸ˣ˞˟ ˢ˧˧˵˧˸ό 

¶ LC_LOAD_DYLIB: @rpath/ important.dylib 

˱˵ˣ˸ ˪ˣ˩˧ ˶ˣ˴˧˪ libs/ important.dylib ˧ˮˣˡˤ ˢ˸ˣ˞˟ ˢ˧˧˵˧˸ Σ˧˶˞ˮ˧˟ˢˣ ˭˰˦˧ ˣ˸ˣ˞ ˸˧˦ˬˣ˦ˣ˞ ˫ˣ˵ˬ˟ 

ˢ˧˧˶˲˯ˢ ˸˧˸˧ˬ˞ˢΦ 

 

FORTIFY 

ˣˢˬFORTIFY Κ 

FORTIFY ˞ˣˢ ˪ˠˡ ˢ˧˴˪˧˲ˬˣ˵ ˱˧˪˥ˬ˷ ˸ˣ˧˴˵ˮˣ˲ ˸ˣˮ˩ˣ˯ˬ ˭ˣ˶˩˧ˤ˪ ˸ˣ˞˯˶ˠ˟ ˸ˣ˥ˣ˦˟ ˶˸ˣ˧ ˷˧˷ ˭ˢ˪ 

˸ˣ˵˧ˡ˟ ˸ˣ˪ˣ˟ˠ )checking bounds.( ˢ˧˴ˠ˧˦˧ˬˢ ˸˪˰ˣ˲ ˸ˬ˶˟ ˶˪˧˧˲ˬˣ˵ˢ ˢ˶˴ˣˮˣ ˪˰ ˧ˡ˧ GNU compiler ,

˶˥ˣ˞ˬˣ ˶˸ˣ˧ ˢ˴ˬˣ˞ ˪˰ ˧ˡ˧ .Clang 

˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˧˶˵˧˰ˢ ˞˧ˢ˷ ˸˪˲˦ˬ ˭ˢ˟ ˭s ˸ˣ˧˴˵ˮˣ˲ ˣˬ˩ memcpy() ,memmove() ,strcpy(), ˡˣ˰ˣ .ˣˤ 

ˢ˧˴ˠ˧˦˧ˬ ˢ˷˪˥ ˸˧˯˥˧ ,˪˟˞ ˭˧˧ˡ˰ ˟ˣ˷˥ ˶˧˩ˢ˪ ˢ˸ˣ˞. 
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˨˧˞ ˫˧ˢˤˬ?FORTIFY  

ˢ˧˴ˠ˧˦˧ˬˢ ˢˮ˷ˬ ˸˞ ˭˲ˣ˞ˢ ˣ˟˷ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣˡ˟ˣ˰ ,ˢˬ ˶ˬˣ˞˷ ˡˣ˵ˢ˷ ˸ˬ˶˟ s-assembly ˢ˞˶ˮ ˢˮˣ˷ 

˧˶˞ˮ˧˟ˬ ˪˲ˬˣ˵˷ ˧˪˟ ˢ˧˴ˠ˧˦˧ˬˢ ˣˤˢ. 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˢˮˣˬ˸˟ ˢ˞˟ˢ: 

 

˸ˣ˧˴˵ˮˣ˲ ˞˪ ˸ˣ˥ˣ˦˟ ˭ˣ˶˩˧ˤ˪ ˣˬ˩ memcpy ˸ˣ˞˶˵ˮ ˸˰˩ memcpy_chk() .ˢ˷˰ˬ˪ ˢ˧˴˵ˮˣ˲ˢ memcpy 

ˢ˲˪˥ˣˢ ˸ˬ˶˟ s-linking ˢ˯˶ˠ˟ ˸˥˦˟ˣ˞ˬ ˶˸ˣ˧. ˫˞ ˦ˣ˷˲ ˷˲˥ˮ ˸˞ ˫˧˪ˬ˯ˢ )symbols (ˢ˪˞ˢ ,˪˩ˣˮ 

˸ˣˢˤ˪ ˸˞ ˢ˧˴ˠ˧˦˧ˬˢ. 

 

˨˧˪ˢ˸ ˧ˣˢ˧ˤˢΥ 

˧ˣˢ˧ˤˢ ˰˴˟˸ˬ ˰"˧ ˸˵˧˶˯ s-table symbol ˪˷ ˧˶˞ˮ˧˟ˢ ˷ˣ˲˧˥˪ ˸ˣˬ˷ ˸ˣ˧˴˵ˮˣ˲ ˸ˣˮˠˣˬ ˭ˣˠ˩ 

memcpy_chk ,strcpy_chk ,sprintf_chk .˸ˣ˥˩ˣˮ ˪˷ ˲˸ˣ˧˴˵ˮˣ ˡ˧˰˸ ˪˰ ˸˪˰˲ˢ.FORTIFY_SOURCE  
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˧ˮˣˮˠˮˬ ˭ˣ˶˩˧ˤ ˫˧ˬ˞˸ˣˬ ˸˧˷˧˞ ˪˷ Apple 

kalloc_type xπ xzone malloc 

˱˯ˣˮ˟ ˸ˣ˧˴ˠ˧˦˧ˬ˪ ˸ˣ˧˦˶ˡˮ˦˯ˢ ,Apple ˢ˥˸˧˲ ˧ˮˣˮˠˮˬ ˸˞˴˵ˢ ˭ˣ˶˩˧ˤ ˫˧ˬ˞˸ˣˬ ˸˧˷˧˞ ˫˧˵˲˯ˬˢ ˢˮˠˢ 

˸ˬˡ˵˸ˬ ˡˠˮ ˸ˣ˧ˣ˰˧ˠ˲ ˭ˣ˶˩˧ˤ .˫˧ˮˣˮˠˮˬˢ ˫˧˧˶˵˧˰ˢ ˫ˢ kalloc_type )˸ˬ˶˟ ˪ˮ˶˵ˢ ,˵˷ˣˢ ˟-15 (iOS x-

malloc xzone )˸ˬ˶˟ ˷ˬ˸˷ˬˢ ,˵˷ˣˢ ˟-17 iOS.( 

 

ˢ˧˰˟ˢ ˫˰ ˧ˮˣˮˠˮˬ ˢ˞˴˵ˢ ˫˧˧˸˶ˣ˯ˬ: 

˧ˮˣˮˠˮˬ ˢ˞˴˵ˢ ˫˧˧˸˶ˣ˯ˬ ˫˧ˮˠ˶˞ˬ ˸˞ ˭ˣ˶˩˧ˤˢ ˧˲˪ ˪ˡˣˠ ˡ˟˪˟ - ˪˩ ˸ˣ˞˴˵ˢˢ ˪ˡˣˠ˟ сп ˫˧˸˟ ˸ˣ˞˴ˬˮ 

ˣ˸ˣ˞˟ ˶ˣˤ˞ )˞˪˪ ˶˷˵ ˢˬ˪ ˭s ˸ˣ˪˧˩ˬ socket ,pipe ,port ˣ˩ˣô ,(ˮˢ"˪ ˶˷˲˞ˬ ˫˧˲˵ˣ˸˪ ˰˴˟˪grooming 

heap - ˢ˵˧ˮ˩˦ ˢ˟˷ ˱˵ˣ˸ˢ ˞˪ˬˬ ˸˞ ˭ˣ˶˩˧ˤˢ ˫˧˦˵˧˧˟ˣ˞˟ ˞ˣˢ˷ ˦˪ˣ˷ ˫ˢ˟ ˧ˡ˩ ˦ˣ˪˷˪ ˢˬ˟ ˢ˴˵ˣ˧˷ 

˫ˣ˵ˬ˟ ˪˷ ˦˵˧˧˟ˣ˞ ˞ˣˢ˷ ˶˶˥˷ˬ. 

 

˭ˣ˶˸˲ˢ π ˢ˞˴˵ˢ ˧˲˪ ˠˣ˯Υ 

kalloc_type ˭ˠ˶˞ˬ ˸˞ ˭ˣ˶˩˧ˤˢ ˧˲˪ ˠˣ˯ ˦˵˧˧˟ˣ˞ˢ ˞˪ˣ ˧˲˪ ˪ˡˣˠ .˪˩ ˠˣ˯ ˪˟˵ˬ ˶ˣˤ˞ ˭ˣ˶˩˧ˤ ˧ˡˣ˰˧˧ ˣ˪˷ˬ ,

˫ˠ ˫˞ ˪ˡˣˠˢ ˢˢˤ ˫˧ˠˣ˯˪ ˫˧˶˥˞ .ˢˬˠˣˡ˪: 

¶ ˪˩ s-sockets ˶ˣˤ˞˟ ˡ˥˞ 

¶ ˪˩ s-pipes ˶ˣˤ˞˟ ˡ˶˲ˮ 

¶ ˪˩ s-ports ˶ˣˤ˞˟ ˡ˶˲ˮ 

ˢ˞˴ˣ˸ˢ :grooming heap ˨˲ˣˢ ˢ˷˵˪ ˸˧˸ˣ˰ˬ˷ˬ - ˦˵˧˧˟ˣ˞ ˠˣ˯ˬ ˡ˥˞ ˞˪ ˪ˣ˩˧ ˯ˣ˲˸˪ ˸˞ ˣˬˣ˵ˬ ˪˷ 

˦˵˧˧˟ˣ˞ ˠˣ˯ˬ ˶˥˞. 

 

˭ˣˮˠˮˬ ˢˮˠˢˢΥ 

¶ ˡˣˡ˧˟ ˧˪˞ˣ˦˶˧ˣ ˰ˣ˟˵Υ ˪˩ ˶ˣˤ˞ ˪˟˵ˬ ˥ˣˣ˦ ˸ˣ˟ˣ˸˩ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˶˞˷ˮ˷ ˶ˣˬ˷ x˪ ˸ˣ˸˧ˬ˴˪ Σ˫ˠ ˫˞ 

˭ˣ˶˩˧ˤˢ ˧ˤ˧˲ˢ ˭˵ˣ˶˸ˢ Φ˸ˣ˟ˣ˸˩ˢ ˫˪ˣ˰˪ ˞˪ ˣ˶˟˰˧ ˷ˣˬ˧˷˪ ˪˷ ˠˣ˯ ˶˥˞ 

¶ ˢˮˠˢ ˧ˮ˲ˬ :UAF ˪˪ˠ˟ ˡˣˡ˧˟ˢ Σ˸ˣ˰˧ˠ˲ Use-After-Free ˞˪ ˸ˣˮ˸˧ˮ ˪ˣ˴˧ˮ˪ π ˦˵˧˧˟ˣ˞ ˶˶˥ˣ˷ˬ ˱˪˥ˣ˧ 

˵˶ ˦˵˧˧˟ˣ˞˟ ˣ˸ˣ˞ˬ ˠˣ˯ˢ 

¶ ˢ˧˴ˤ˧ˬˣˡˮ˶Υ ˨ˣ˸˟ ˪˩ ˶ˣˤ˞ Σ˸ˣ˞˴˵ˢˢ ˸ˣ˶ˤˣ˲ˬ ˭˲ˣ˞˟ ˧˞˶˵˞ 
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ˢ˵˧ˡ˟ ˸ˣ˞˧˴ˬ˟ π ˢ˶˵ˬˢ ˪˷ SockPuppetΥ 

17SockPuppet ˣˮ˧ˢ ˦˧ˣ˪˲˯˵˞ ˥˸ˣ˲˷ ˪˰ ˧ˡ˧ Ned Williamson ˬπGoogle Project Zero Φ˷˪ˣ˥ˢ s˸˪˴ˮˬ 

˟˧˦˧ˬ˧˶˲ ˧ˮˣ˷˞˶ ˪˷ Use-After-Free ˸˶˷˶˷ˬˣ ˸˞ ˸ˣ˰˧ˠ˲ˢ ˡ˥˧ ˫˰ Type Confusion ˧ˡ˩˟ ˰˴˟˪ 

Privilege Escalation ˢ˷˪ˣ˥ˢ ˢ˸˪ˠ˸ˢ ˟ˮ˶˵ ˪˪˷ XNU ˟πнлмф ˟πSubsystem ˧˞˶˥˞˷ ˪˰ SocketsΦ 
 

 
Apple ˢ˵ˡ˟ ˸˧˟˧˦˵˞ˣ˶˦˶ ˢˬ ˢ˧ˢ ˢ˶ˣ˵ ˫˞ kalloc_type ˢ˧ˢ ˫˧˧˵ ˭ˬˤ˟ ˸ˣ˰˧ˠ˲ˢ .ˢ˞˴ˣ˸ˢ :˪ˣ˴˧ˮˢ 

ˢ˧ˢ ˪˷˩ˮ ˭˧˦ˣ˪˥˪ - ˱˵ˣ˸ˢ ˞˪ ˪ˣ˩˧ ˫ˣ˶ˠ˪ ˦˵˧˧˟ˣ˞˪ ˢˮˣ˷ ˯ˣ˲˸˪ ˸˞ ˫ˣ˵ˬ s-socket ˶˶˥ˣ˷ˬˢ ,˧˩ 

˫ˢ ˧˶ˣˤ˞˟ ˭ˣ˶˩˧ˤ ˫˧ˡ˶˲ˮ. 

˫ˣ˩˧˯ ˸ˣˮˣ˶˸˧ˢ: 

¶ ˢ˷˵ˬ ˸˧˸ˣ˰ˬ˷ˬ ˪˰ heap grooming π ˱˵ˣ˸ ˦˰ˬ˩ ˞˪ ˪ˣ˩˧ ˦ˣ˪˷˪ ˢˬ ˱˧˪˥˧ ˦˵˧˧˟ˣ˞ ˶˶˥ˣ˷ˬ 

¶ ˸˧˥˲ˬ ˸˧˸ˣ˰ˬ˷ˬ ˸˞ ˸ˣ˪˧˰˧ ˸ˣ˲˵˸ˢ Use-After-Free x-Confusion Type 

¶ ˡ˟ˣ˰ ˸˧˦ˬˣ˦ˣ˞ ˞˪˪ ˫˧˧ˣˮ˧˷ ˡˣ˵˟ 

¶ ˨˲ˣˢ ˸ˣ˧ˣ˰˧ˠ˲ ˸ˣˬ˧˧˵ ˸ˣ˟˶ ˢ˟˶ˢ˪ ˶˸ˣ˧ ˸ˣ˷˵ ˪ˣ˴˧ˮ˪ 

˰ˡ˧ˬ˪ ˱˯ˣˮ ˣ˞˶: 

https://security.apple.com/blog/towards-the-next-generation-of-xnu-memory-safetyκ 

 

UBSAN (Undefined Behavior Sanitizer) 

ˣˢˬ UBSANΚ 

UBSAN ˞˧ˢ ˢ˧˴ˠ˧˦˧ˬ ˸ˬ˶˟ ˶˪˧˧˲ˬˣ˵ˢ ˢ˲˧˯ˣˬ˷ ˸ˣ˵˧ˡ˟ ˸˧ˮ˩ˣ˸˪ ,ˢˬˣˡ˟ ˪-Canaries Stack x- 

.FORTIFY ˢ˶˦ˬˢ ˞˧ˢ ˯ˣ˲˸˪ ˸ˣ˧ˣˠˢˮ˸ˢ ˞˪ ˸ˣ˶ˡˠˣˬ )behavior (undefined ˭ˬˤ˟ ˢ˴˧˶ ,ˣˬ˩: 

¶ Integer overflow/underflow - ˢ˷˧˪ˠ ˪˷ ˫˧˶˲˯ˬ ˫˧ˬ˪˷ 

¶ ˫˧ˠ˞˟ ˪˷ ˭ˬ˧˯ ύsignedness bugsό - ˸ˣ˧˰˟ ˫˰ ˫˧˶˲˯ˬ ˫˧ˬˣ˸˥/˞˪ ˫˧ˬˣ˸˥ 

¶ ˢ˷˧ˠ ˫˧˩˶˰ˬ˪ ˳ˣ˥ˬ ˸ˣ˪ˣ˟ˠ˪ 

¶ ˷ˣˬ˧˷ ˢˮ˸˷ˬ˟ ˞˪ ˪˥˸ˣ˞ˬ 

¶ ˸ˣ˶ˬˢ ˫˧ˠˣ˯ ˸ˣˮ˩ˣ˯ˬ 

˪˩ ˫˰˲ ˡˣ˵ˢ˷ ˢ˷ˣ˰ ˣˢ˷ˬ ˟˷˥ˮ˷ ˸ˣˠˢˮ˸ˢ˪ ˞˪ ˸˶ˡˠˣˬ ,UBSAN ˢˢˤˬ ˸˞ ˢˤ ˪ˣ˩˧ˣ ˶ˣ˴˰˪ ˸˞ 

˸˧ˮ˩ˣ˸ˢ x˞ ˯˧˲ˡˢ˪ ˢ˶ˢˤ˞. 

  

https://security.apple.com/blog/towards-the-next-generation-of-xnu-memory-safety/
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˨˧˞ ˫˧ˢˤˬ UBSANΚ 

ˢˬˣˡ˟ ˪FORTIFY-,UBSAN  ˱˧˯ˣˬ ˸ˣ˧˴˵ˮˣ˲ ˢ˵˧ˡ˟ ˡˣ˵˪ .˫˞ ˷˲˥ˮ ˸˞ ˫˧˪ˬ˯ˢ ˢ˪˞ˢ ˸˪˟˦˟ ˫˧˪ˬ˯ˢ, 

˪˩ˣˮ ˸˰ˡ˪ ˫˞ UBSAN ˪˰˲ˣˬ: 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ,˸ˣ˧˴˵ˮˣ˲ ˢ˵˧ˡ˟ ˸ˣ˷ˡ˥ ˸ˣ˰˧˲ˣˬ ˡˣ˵˟ ,ˣˬ˩ ˫˧˪ˬ˯ ˫˧˪˧˥˸ˬ˷ ˟ubsan- x˞ 

_ubsan_handle. 

˨˧˪ˢ˸ ˧ˣˢ˧ˤˢΥ 

˧ˣˢ˧ˤˢ ˰˴˟˸ˬ ˪˰ ˧ˡ˧ ˸˵˧˶˯ ˸˪˟˦ ˫˧˪ˬ˯ˢ ˷ˣ˲˧˥˪ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˪˧˩ˬˢ ubsan ,sanitizer ,ˣ˞ 

_ubsan_handle. ˸ˣ˥˩ˣˮ ˪˷ ˫˧˪ˬ˯ ˣ˪˞ ˢˡ˧˰ˬ ˪˰ ˸˪˰˲ˢ .UBSAN 

ύASAN (Address Sanitizer 

ˬˣˢ ?ASAN 

ASAN )Sanitizer Address( ˞˧ˢ ˢ˧˴ˠ˧˦˧ˬ ˸ˬ˶˟ ˶˪˧˧˲ˬˣ˵ˢ ˸˷ˬ˷ˬ˷ ˶˵˧˰˟ ˡ˥˧ ˫˰ fuzzers )˧˪˩ 

ˢ˵˧ˡ˟ ˫˧˧˦ˬˣ˦ˣ˞( ˧ˡ˩ ˸ˣˢˤ˪ ˸ˣ˧ˣ˰˧ˠ˲ ˭ˣ˶˩˧ˤ ˭ˬˤ˟ ˢ˴˧˶ .ˢ˧˴ˠ˧˦˧ˬˢ ˢ˥ˬ˸ˬ ˧ˣˢ˧ˤ˟: 

¶ Out-of-Bounds ˢ˞˧˶˵κˢ˟˧˸˩ π ˢ˷˧ˠ ˳ˣ˥ˬ ˸ˣ˪ˣ˟ˠ˪ ˨˶˰ˬˢ 

¶ Use-After-Free π ˷ˣˬ˧˷ ˭ˣ˶˩˧ˤ˟ ˶˶˥ˣ˷ˬ 
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¶ Double-Free π ˶ˣ˶˥˷ ˪ˣ˲˩ ˪˷ ˣ˸ˣ˞ ˭ˣ˶˩˧ˤ 

¶ Memory leaks π ˸ˣ˲˧˪ˡ ˭ˣ˶˩˧ˤ  

¶ Stack OverflowκHeap π ˸˷˧˪ˠ ˸˧ˮ˯˥ˬκ˭ˣ˶˩˧ˤ ˧ˬˮ˧ˡ 

ASAN ˸ˡ˟ˣ˰ ˢ˶ˣ˴˟ ˢˬˣˡ ˸ˣ˧˴ˠ˧˦˧ˬ˪ ˸ˣˬˡˣ˵ˢ - ˞˧ˢ ˢ˲˧˯ˣˬ ˸ˣ˵˧ˡ˟ ˸ˣ˧˴˵ˮˣ˲ˣ ˸˧ˮ˩ˣ˸˪ .˫˰ ˸˞ˤ ,

˶˧˥ˬˢ ˞ˣˢ ˢˣ˟ˠ :˫˧˰ˣ˴˧˟ˢ ˪˷ ˸˧ˮ˩ˣ˸ˢ ˫˧ˡ˶ˣ˧ ˸˧˸ˣ˰ˬ˷ˬ ,˪ˡˣˠˢˣ ˪˷ ˧˶˞ˮ˧˟ˢ ˪ˡˠ .˪˪ˠ˟ ˢˤ ,ASAN 

˸˷ˬ˷ˬ ˨˶ˡ˟ ˪˪˩ ˵˶ ˭ˬˤ˟ ˥ˣ˸˧˲ ˸ˣ˵˧ˡ˟ˣ ,˞˪ˣ ˸ˣ˞˯˶ˠ˟ ˸ˣ˧˲ˣ˯. 

˨˧˞ ˫˧ˢˤˬ ASANΚ 

˧ˣˢ˧ˤˢ ˡ˟ˣ˰ ˵ˣ˧ˡ˟ ˣˬ˩ UBSAN xFORTIFY- π ˷ˣ˲˧˥ ˫˧˪ˬ˯ ˫˧˧˲˧˴˲˯ ˸˪˟˦˟ ˫˧˪ˬ˯ˢΦ 

 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ,˶˲˯ˬ ˟˶ ˪˷ ˸ˣ˧˴˵ˮˣ˲ ASAN ˸ˣ˲˯ˣ˸ˬ ˡˣ˵˪ ,ˣˬ˩ asan_load ,asan_store, 

interceptor_mallocψψ ,ˣ˩ˣ' 
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˨˧˪ˢ˸ ˧ˣˢ˧ˤˢΥ 

˧ˣˢ˧ˤˢ ˢˢˤ ˪UBSAN- - ˸˵˧˶˯ ˸˪˟˦ ˫˧˪ˬ˯ˢ ˷ˣ˲˧˥˪ ˸ˣˬ˷ ˸ˣ˧˴˵ˮˣ˲ ˫˧˪˧˩ˬˢ__asan , 

__interceptor_malloc ,ˣ˞  .sanitizer_cov 

˧˸ˬ ˷ˬ˸˷ˢ˪ ˟ASAN-Υ 

˭ˬˤ˟ ˥ˣ˸˧˲ Σ˫˰ fuzzing Σ˸ˣ˵˧ˡ˟˟ˣ π ˨˞ ˞˪ ˶ˣ˴˧˧˟ ˪˪ˠ˟ ˢ˰˧ˠ˲ ˢ˷˵ ˫˧˰ˣ˴˧˟˟Φ 

CFI (Control Flow Integrity) 

ˣˢˬ?CFI  

CFI )Integrity Flow Control( ˞˧ˢ ˢ˧˴ˠ˧˦˧ˬ ˢ˯ˮˬ˷ ˞ˡˣˣ˪ ˸˧ˮ˩ˣ˸ˢ˷ ˸˟˵ˣ˰ ˶˥˞ ˸ˬ˧˶ˤ ˰ˣ˴˧˟ˢ ˢˮˣ˩ˮˢ 

˪˰ ˧ˡ˧ ˸˲˯ˣˢ ˸ˣ˵˧ˡ˟ ˡˣ˵˪ ,ˢˬˣˡ˟ ˸ˣ˧˴ˠ˧˦˧ˬ˪ ˣˬ˩ UBSAN ,ASAN x-canaries stack. ˢ˶˦ˬˢ ˞˧ˢ ˰ˣˮˬ˪ 

˸ˣ˲˵˸ˢ ˸ˣ˯ˮˬ˷ ˸ˣˮ˷˪ ˸˞ ˸ˬ˧˶ˤ ˰ˣ˴˧˟ˢ ˪˷ ˸˧ˮ˩ˣ˸ˢ ,ˣˬ˩: 

¶ Return-Oriented Programming (ROP ό- ˫˧˧˵ ˡˣ˵˟ ˶ˤˣ˥ ˷ˣˬ˧˷ 

¶ Jump-Oriented Programming (JOP ό- ˫˧˧˵ ˡˣ˵˪ ˸ˣ˴˧˲˵ 

¶ ˧ˣˮ˧˷ ˪˷ Pointers Function - ˸˲˪˥ˢ ˧˰˧˟˴ˬ ˸ˣ˧˴˵ˮˣ˲ 

˟ˣ˷˥ ˭˧˧˴˪: xʕ ˢ˧˴ˠ˧˦˧ˬˢ ˢ˶˵˧ˢ ˶˸ˣ˧˟ ˪˩ˬ ˸ˣ˧˴ˠ˧˦˧ˬˢ ˸ˣ˧˸ˮ˩ˣ˸ˢ - ˞˧ˢ ˢ˪˧ˡˠˬ ˸˧˸ˣ˰ˬ˷ˬ ˸˞ ˪ˡˣˠ 

˧˶˞ˮ˧˟ˢ ˷˧ˣ ˢ˪ ˢ˰˧ˠ˲ ˫˧˰ˣ˴˧˟ ˢˬˣ˴˰. 

 

˸ˣ˧˦ˮˣˣ˪˶ ˪:macOS/ iOS- 

CFI ˞˪ ˡ˟ˣ˰ ˸ˣ˩˶˰ˬ˟ XNU ˸ˣ˧ˮ˶ˡˣˬΗ ˫ˠ ˫˞ ˣ˯ˮ˸ ˪˲ˬ˵˪ ˧˶˞ˮ˧˟ ˫˰ CFI ˸ˣ˩˶˰ˬ˟ macOS/ iOS 

˸ˣ˧ˮ˶ˡˣˬ Σˢ˧˴ˠ˧˦˧ˬˢ ˱˪˥ˣ˸ ˸˧˦ˬˣ˦ˣ˞ ˟-PAC ύCodes Authentication PointerΦό 

PAC ˞ˣˢ ˫ˣ˷˧˧ ˧˸˶ˬˣ˥ ˪˷ Control Flow Integrity ˢˮ˟ˣˬ˷ ˸ˣ˶˧˷˧ ˧ˡ˟˰ˬ˟ Apple Silicon xπARM64 Φ

˞ˣˢ ˢ˟˶ˢ ˶˸ˣ˧ ˪˧˰˧ Σ˶˧ˢˬ Σ˫ˡ˵˸ˬˣ ˬCFI- ˧˸ˮ˩ˣ˸ˢ ύ˭ˣˡˮ ˟PAC- ˦ˣ˶˧˲˟ ˨˷ˬˢ˟ ˶ˬ˞ˬˢ Φό˭˩˪ CFI 

˧˦ˮˣˣ˪˶ ˶˵˧˰˟ ˪-binaries  ,Linux/ELF˞˪ˣ ˸ˣ˩˶˰ˬ˪ Apple ˸ˣ˧ˮ˶ˡˣˬ ˸ˣ˷ˬ˸˷ˬ˷ ˟-PACΦ 

˨˧˞ ˫˧ˢˤˬ CFIΚ 

˸ˣ˶ˬ˪ ˢ˧˴ˠ˧˦˧ˬˢ˷ ˸˲˪˥ˣˬ ˟PAC- ˸ˣ˩˶˰ˬ˟ macOS/ iOS ˸ˣ˧ˮ˶ˡˣˬ ,˧ˣˢ˧ˤˢ ˡ˟ˣ˰ ˵ˣ˧ˡ˟ ˣˬ˩ 

˸ˣ˧˴ˠ˧˦˧ˬˢ ˸ˣˬˡˣ˵ˢ - ˷ˣ˲˧˥ ˫˧˪ˬ˯ ˫˧˧˲˧˴˲˯ ˸˪˟˦˟ ˫˧˪ˬ˯ˢ. 
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˨˧˪ˢ˸ ˧ˣˢ˧ˤˢΥ 

˧ˣˢ˧ˤˢ ˢˢˤ ˸ˣ˧˴ˠ˧˦˧ˬ˪ ˸ˣˬˡˣ˵ˢ π ˷ˣ˲˧˥ ˫˧˪ˬ˯ ˫˧˪˧˩ˬˢ cfi   Σψcfiψ x˞ cfi_checkΦ 

˫ˣ˩˧˯Υ CFI ˞˧ˢ ˢ˧˴ˠ˧˦˧ˬˢ ˸˧˸ˮ˩ˣ˸ˢ ˢ˶˵˧ˢ ˶˸ˣ˧˟ Σ˨˞ ˞˪ ˸ˡ˟ˣ˰ ˟-macOS/ iOS ˫˧˧ˮ˶ˡˣˬΣ ˞˧ˢ 

˸˲˪˥ˣˬ ˸˧˦ˬˣ˦ˣ˞ ˟πPACΣ ˫ˣ˷˧˧ ˧˸˶ˬˣ˥ ˫ˡ˵˸ˬ ˶˸ˣ˧Φ 

 

˫˧˪ˬ˯ ˸˶˯ˢ (Symbol Stripping) 

˧ˢˬ ˸˶˯ˢ ˫˧˪ˬ˯Κ 

˸˶˯ˢ ˫˧˪ˬ˯ ˢˮ˧˞ ˢ˧˴ˠ˧˦˧ˬ ˭˟ˣˬ˟ ˧˯˞˪˵ˢ ,˞˪˞ ˸˶˯ˢ ˰ˡ˧ˬ ˢ˷˵ˬ˷ ˪˰ Engineers Reverse ˶˷˞˩ 

˫˸˞ ˫˧ˮ˸ˣˮ ˫˷ ˢ˧˴˵ˮˣ˲˪ ˡˣ˵˟ ,˶˪˧˧˲ˬˣ˵ˢ ˞˪ ˸ˬ˞˟ ˨˧˶˴ ˸˞ ˫˷ˢ ˧ˡ˩ ˷ˬ˸˷ˢ˪ ˢ˧˴˵ˮˣ˲˟ - ˵˶ 

˸˟ˣ˸˩ ˭ˣ˶˩˧ˤ ˢ˟˷ ˢ˧˴˵ˮˣ˲ˢ ˸˞˴ˬˮ. ˣˮ˥ˮ˞ ˧ˮ˟ ˫ˡ˞ˢ Σ˸ˬˣ˰˪ ˸˞ˤ Σ˫˧˵ˣ˵ˤ ˡˣ˞ˬ ˸ˣˬ˷˪ ˸ˣ˧˴˵ˮˣ˲ˢ π 

˫ˢ ˫˧˶ˤˣ˰ ˣˮ˪ ˭˧˟ˢ˪ ˢˬ ˢ˧˴˵ˮˣ˲ˢ ˢ˷ˣ˰ ˦˟ˬ˟ ˭ˣ˷˞˶ Σ˧˪˟ˬ ˞ˣ˶˵˪ ˸˞ ˪˩ ˡˣ˵ˢΦ 

˟ˣ˶ ˸ˣ˧ˮ˩ˣ˸ˢ ˣ˞˧˴ˣ˧ ˸˞ ˫˧˪ˬ˯ˢ ˭ˢ˪˷ (stripped) ˧ˡ˩ ˷-Engineer Reverse ˞˪ ˪˟˵˧ ˸˞ ˸ˣˬ˷ 

˸ˣ˧˴˵ˮˣ˲ˢ Σ˶˞˷˧ˣ ˫˰ ˸ˣˬ˷ ˫˧ˢˣˬ˸ ˣˬ˩ όύfunc_1234 )˸ˣˬ˷ˢ ˫˧˧ˣ˪˸ ˧˪˩˟ ˢˡˢπˢ˧˴˪˧˲ˬˣ˵ ˣ˟˷ 

˫˧˷ˬ˸˷ˬ(Φ 

 

˨˧˞ ˫˧ˢˤˬ ˸˶˯ˢ ˫˧˪ˬ˯Κ 

ˢˮˣ˷˟ ˸ˣ˧˴ˠ˧˦˧ˬˢˬ ˸ˣ˶˥˞ˢ ˭ˢ˟˷ ˣˮ˷˲˧˥ ˣˢ˷ˬ ˷˫˧˧˵ ˧˶˞ˮ˧˟˟ Σ˭˞˩ ˣˮ˥ˮ˞ ˫˧˷˲˥ˬ ˣˢ˷ˬ ˷˞˪ ˫˧˧˵ Φ

ˣˮ˥ˮ˞ ˫˧˵ˡˣ˟ ˢˬ˩ ˫˧˪ˬ˯ ˷˧ ˧˶˞ˮ˧˟˟ ˪˰ ˧ˡ˧ ˸˞˧˶˵ ˸ˣ˶˸ˣ˩ˢ ˞˦ˬˢˣπˢ˦˞ˡΦ 

˨˧˪ˢ˸ ˧ˣˢ˧ˤˢΥ 

˧ˣˢ˧ˤˢ ˰˴˟˸ˬ ˪˰ ˧ˡ˧ ˸˶˧˲˯ ˧ˠˣ˯ ˫˧˪ˬ˯ˢ Υ˫˧˧ˬˣ˵ˬ ύlocalόΣ ˫˧˧ˮˣ˴˧˥ ύexternalόΣ ˞˪ˣ ˫˧˶ˡˠˣˬ 

.(undefined) ˧˲˪ ˢˤ ˰˟˵ˮ :Not stripped )˪˩ ˫˧˪ˬ˯ˢ,( Partially stripped )˵˶ ˫˧˧ˮˣ˴˧˥ (ˣ˞Fully 

Stripped )˭˧˞ ˫˧˪ˬ˯( 

ˢˬ˪ ˢˤ ˟ˣ˷˥Υ 

˧˶˞ˮ˧˟ ˞˪˪ ˫˧˪ˬ˯ ˢ˟˶ˢ ˶˸ˣ˧ ˢ˷˵ ˰˴˟˪ ˣ˧˪˰ Engineering Reverse π ˫ˣ˵ˬ˟ ˸ˣˬ˷ ˸ˣ˧˴˵ˮˣ˲ ˣˬ˩ 

όύauthenticate_user ˣ˞˶˸ sub_401234() Σˢˤ ˦˞ˬ ˸˧˸ˣ˰ˬ˷ˬ ˸˞ ˢˡˣ˟˰ˢ ˪˷ Reverse Engineers 

˪˷ˣ ˫˧˲˵ˣ˸ˣΦ 
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Heap Cookies 

˫ˢˬ?Heap Cookies  

Cookies Heap ˫ˢ ˵ˣ˧ˡ˟ ˣ˸ˣ˞ ˭ˣ˧˰˶ ˣˬ˩ Canaries Stack Σ˵˶ ˫ˢ˷ ˫˧˪˰ˣ˲ ˪˰ sheap- ˣ˵ˬ˟ ˫˪˰ s-

Stack .˫ˢ ˫˧˵ˡˣ˟ ˞˪˷ ˢ˥˶˸ˢ ˸˷˧˪ˠ Dynamically Allocated Memory Heap Chunks Blocks .

˫˧ˮˠˬˣ ˧ˮ˲ˬ ˢ˸˥˷ˢ ˪˷ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮ ˫˧˴˵ˣˬ˷ ˭˲ˣ˞˟ ˧ˬˮ˧ˡΦ 

˫˧˴˵ˬ˷˩ ˭ˣ˶˩˧ˤ ˪˰ sheap- ˫˰ ,malloc ,calloc ˣ˩ˣΩ, ˸˩˶˰ˬˢ ˢ˲˧˯ˣˬ ˨˶˰ ˢ˵˧ˡ˟ ύcookie όˡ˧˪ ˵ˣ˪˟ˢ 

ˢ˴˵ˣˬˢ Φ˧ˮ˲˪ ˫˧˶˶˥ˣ˷˷ ˸˞ ˭ˣ˶˩˧ˤˢ x˞ ˫˧˷ˬ˸˷ˬ x˟ Σ˸˩˶˰ˬˢ ˸˵ˡˣ˟ ˢ˷cookie- ˞˪ ˢˮ˸˷ˢ Φ˫˞ ˞ˣˢ 

ˢˮ˸˷ˢ π ˢˤ ˶ˬˣ˞ ˢ˷˥˶˸ˢ˷ ˸˷˧˪ˠ ˭ˣ˶˩˧ˤ Σ˸˧ˮ˩ˣ˸ˢˣ ˸˶˴˰ˮΦ 

ˢ˧˴ˤ˧˪˞ˣˤ˧ˣ ˪˷ Cookies HeapΥ 

 

˶˟˯ˢΥ ˡ˴˟ ˪˞ˬ˷ π ˟˴ˬ ˭˧˵˸ ˣ˟˷ scookie- ˶ˣˬ˷ ˱˵˸ˣ Φˡ˴˟ ˭˧ˬ˧ π ˶˥˞˪ ˸˷˧˪ˠ bufferΣ scookie- 

˯˶ˡˮ ˢˮ˸˷ˮˣ Σˢˬ ˶˷˲˞ˬ˷ ˸˩˶˰ˬ˪ ˸ˣˢˤ˪ ˸˞ ˢ˲˧˵˸ˢ ˶ˣ˴˰˪ˣ ˸˞ ˸˧ˮ˩ˣ˸ˢΦ 

˨˧˞ ˫˧ˢˤˬ?Heap Cookies  

˧ˣˢ˧ˤ Heap Cookies ˰˴˟˸ˬ ˪˰ ˧ˡ˧ ˸˵˧ˡ˟ ˫˧˪ˬ˯ ˧˶˞ˮ˧˟˟ ˫˧˶ˣ˷˵˷ ˸˥˷˵ˢ˪ ,heap ˣˬ˩ 

guard_malloc Σ_malloc_check x- .malloc_zone 

 

˨˧˪ˢ˸ ˧ˣˢ˧ˤˢΥ 

˸˵˧˶˯ ˸˪˟˦ ˫˧˪ˬ˯ˢ ˷ˣ˲˧˥˪ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˶ˣ˷˵ˢ ˸˥˷˵ˢ˪ heap ˭ˣˠ˩ malloc_zone ,guard_mallocΣ 

._malloc_check 

ˢ˞˴ˣ˸ˢΥ ˫˞ ˞˴ˬˮ ˣ˪˧˲˞ ˪ˬ˯ ˡ˥˞ ˪˷ ˸˥˷˵ˢ ,heap ˢ˧˴ˠ˧˦˧ˬˢ ˸˪˰˲ˣˬΦ 
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˫˧˪ˡ˟ˢ ˬπ:Stack Canaries 

¶ Stack Canaries ˫˧ˮˠˬ ˪˰ s-Stack ,ˡˣ˰˟ ˷-Heap Cookies ˫˧ˮˠˬ ˪˰ s-Heap. 

¶ Stack Canaries ˫˧˵ˡˣ˟ ˱ˣ˯˟ ˢ˧˴˵ˮˣ˲ˢ - Heap Cookies ˫˧˵ˡˣ˟ ˸˰˟ ˶ˣ˶˥˷ ˭ˣ˶˩˧ˤ 

¶ ˫ˢ˧ˮ˷ ˫˧˷ˬ˸˷ˬ ˢ˸ˣ˞˟ ˭ˣ˧ˠˢ :˨˶˰ ˢ˵˧ˡ˟ ˶ˣˬ˞˷ ˶˞˷˧ˢ˪ ˰ˣ˟˵ 

 

ˢˮˠˢ ˧ˮ˲ˬ ˸˷˧˪ˠ ˫˧˶˲˯ˬ ˫˧ˬ˪˷ ύInteger OverflowΥό 

˧ˢˬ ˢˮˠˢ ˧ˮ˲ˬ Integer OverflowΚ 

ˢˮˠˢ ˧ˮ˲ˬ ˸˷˧˪ˠ ˫˧˶˲˯ˬ ˫˧ˬ˪˷ ˞˧ˢ ˡˣ˰ ˢˮˠˢ ˸˯˯ˣ˟ˬ ,Instrumentation ˢ˟˷ ˣˮ˞ ˫˧˲˧˯ˣˬ ˸ˣ˧˴˵ˮˣ˲ 

ˢ˵˧ˡ˟ ˸˧ˮ˩ˣ˸˪ ˧ˡ˩ ˞ˡˣˣ˪ ˫˧˶˲˯ˬ˷ ˫˧ˬ˪˷ ˞˪ ˣˠ˶˥ ˸ˣ˪ˣ˟ˠˢˬ ˫ˢ˪˷ )Wrapped AroundΦό 

˟˷˥ˬ˟ Σ˫˧˶˲˯ˬ ˫˧ˬ˪˷ ˫˧ˠ˴ˣ˧ˬ ˶˲˯ˬ˟ ˰ˣ˟˵ ˪˷ ˫˧˦˧˟ Φˢˬˠˣˡ˪Υ 

¶ uint8_t - ˣˮ˧ˢ ˪ˡˣˠ ˪˷ 8bits ύ˥ˣˣ˦ Υл-нррό 

¶ int32_t π ˮ˧ˢ ˪ˡˣˠ ˪˷ 32bits ύ˥ˣˣ˦ ˬπ-2,147,483,648 ˡ˰ 2,147,483,647ό 

˶˷˞˩ ˟ˣ˷˧˥ ˫˶ˣˠ ˶˲˯ˬ˪ ˠˣ˶˥˪ ˥ˣˣ˦ˢˬ ˣ˪˷ Σ˞ˣˢ έ˱˦ˣ˰ έˢ˶ˤ˥ Φˢˬˠˣˡ˪Υ 

˫˧˲˵ˣ˸ ˫˧˪ˣ˩˧ ˪˴ˮ˪ ˸˞ˤ ˧ˡ˩Υ 

¶ ˱ˣ˵˰˪ ˸ˣ˵˧ˡ˟ ˪ˡˣˠ buffer 

¶ ˫ˣ˶ˠ˪ ˸ˣ˞˴˵ˢ˪ ˭ˣ˶˩˧ˤ ˞˪ ˸ˣˮˣ˩ˮ 

¶ ˶ˣ˴˧˪ ˫˧˞ˮ˸ ˞˪ ˫˧˧ˣ˲˴ ˢ˵˧ˠˣ˪˟ 

˨˧˞ ˫˧ˢˤˬ ˢˮˠˢ ˧ˮ˲ˬ ˸˷˧˪ˠ ˫˧˶˲˯ˬ ˫˧ˬ˪˷Κ 

˸˵˧˶˯ ˸˪˟˦ ˫˧˪ˬ˯ˢ ˷ˣ˲˧˥˪ ˸ˣ˧˴˵ˮˣ˲ ˭ˣˠ˩_ubsan_handle_add_overflow ψΣaddoti4 Σψmuloti4 x˞ 

ψwrapΦ 

˸ˣ˧˴˵ˮˣ˲ˢ ˭ˢ˧˶˥˞˷ ˣˮ˞ ˫˧˷˲˥ˬΥ 

¶ muloti4   π ˸˵˧ˡ˟ ˢ˷˧˪ˠ ˪˲˩˟ 

¶ addoti4   π ˸˵˧ˡ˟ ˢ˷˧˪ˠ ˶ˣ˟˧˥˟ 

¶ ubsan_handle_add_overflow ˪˲˦ˬ ˟overflow- ˪˷ UBSan 

¶ wrapψψ π ˸ˣ˧˴˵ˮˣ˲ ˢ˲˧˦˰ ύwrapper ό˸˵˧ˡ˟˪ ˫˧˟ˣ˷˧˥ 
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Sandbox )˧ˡˣ˥˧˧ ˪-XNU( 

ˣˢˬ?Sandbox  

˭˲ˣ˞˟ ˧˪˪˩ ΣSandbox ˞ˣˢ ˸˶˧˴˧ ˢ˟˧˟˯ ˸˪˟ˠˣˬ ˢ˟˷ ˧˶˞ˮ˧˟˪ ˷˧ ˢ˷˧ˠ ˸˪˟ˠˣˬ ˸˩˶˰ˬ˪ ˢ˪˰˲ˢˢ 

˸˧˯˧˯˟ˢΦ ˢ˶˵ˬ˟ ˪˷ XNU ˸ˣ˧˴ˠ˧˦˧ˬˣ Σˢˮˠˢ xʕ ˢ˷ˣ˰ ˶˲˯ˬ ˫˧˶˟ˡΥ 

¶ ˭ˣˮ˧˯ ˸ˣ˞˧˶˵ ˸˩˶˰ˬ )ˢˬˣˡ ˪πseccomp ˯˵ˣˮ˧˪˟( ˸ˣ˰˴ˬ˞˟ ˸ˮˣ˩˸ ˢ˟˧˪ ˫˷˟ seatbelt 

¶ ˸˵˧ˡ˟ ˸ˣ˞˷˶ˢ ύentitlements όπ ˢˬ ˶˸ˣˬ ˧˶˞ˮ˧˟˪ ˸˷ˠ˪ ˣ˧˪˞ Σˢˤ˧˞˪ ˠˣ˯ ˢ˶ˬˣ˥ Σˣ˩ˣΩ 

¶ ˸˪˥ˢ ˪˧˲ˣ˶˲ Sandbox π ˪˰ ˯˧˯˟ ˸ˣ˞˷˶ˢˢ ˸ˣ˞˧˶˵ˣ ˸˩˶˰ˬˢ ˸ˣˮˮˣ˯ˬ˷ 

 

˨˧˞ ˫˧ˢˤˬ?Sandbox  

ˣˮ˞ ˫˧˪ˣ˩˧ ˸ˣˢˤ˪ Sandbox ˸ˣ˰˴ˬ˞˟ ˫˧˪ˬ˯ˢ ˫˧ˬ˧˧˵ˢ Σ˪˰ ˧ˡ˧ ˢ˵˧ˡ˟ ˫˞ ˧˶˞ˮ˧˟ˢ ˫ˣ˸˥ ύˢˤ˷ ˫ˠ 

˶ˣ˦˵˧ˡˮ˧˞ ˵ˤ˥ ˧˶˞ˮ˧˟ˢ˷ ˟πSandboxΣό ˫ˠˣ ˪˰ ˧ˡ˧ ˢ˵˧ˡ˟ ˪˷ ˸ˣˤˣ˶˥ˬ ˸ˣ˶ˣ˷˵ˢ ˸ˣ˞˷˶ˢ˪Φ 

˧ˣˢ˧ˤˢ ˰˴˟˸ˬ ˢ˷ˣ˪˷˟ ˫˧˟˪˷Υ 

¶ ˷ˣ˲˧˥ ˧˪ˬ˯ Sandbox π ˢ˵˧˶˯ ˶ˣ˟˰ sandbox, _Containerψ ˣ˩ˣ' 

¶ ˸˵˧ˡ˟ Entitlements π ˷ˣ˲˧˥ com.apple.security.app-sandbox ˸ˬ˧˸˥˟ ˡˣ˵ˢ 

¶ ˸˵˧ˡ˟ ˸ˬ˧˸˥ ˡˣ˵ - ˸ˣ˥˩ˣˮ LC_CODE_SIGNATURE 

 

Hardened Runtime + SIP + AMFI ύ˧ˡˣ˥˧˧ ˪πXNUό 

˧ˢˣˤ ˸˪˧˟˥ ˸ˣˮˠˢ ˸ˬ˶˟ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˧˶˞ˮ˧˟ˢˣ Σ˸˧ˡˣ˥˧˧ ˪,macOS- ˭˵˪˥ˣ ˸ˣ˧ˡˣ˥˧˧ ˵˶ ˪.iOS- 

ˣˢˬ?Hardened Runtime  

Runtime Hardened ˞ˣˢ ˸˦˧ˣˣ˯ ˸ˣˮˠˢ ˢˡ˰ˣˮ˷ ˥˧˷˵ˢ˪ ˫˧˩˧˪ˢ˸ ˭ˬˤ˟ ˢ˴˧˶ ˡˠˮ ˸ˣ˵˧ˮ˩˦ ˸ˣ˧ˮ˲˵ˣ˸ 

˸ˣ˴ˣ˲ˮ13Φ ˧ˢˣˤ ˢˮˠˢ ˸ˬ˶˟ ˨˧˪ˢ˸ˢ ˸˪˰˲ˣˬ˷ ˨˶ˡ ˸ˬ˧˸˥ ˡˣ˵Φ 
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˧˟˧˩˶ ˢˮˠˢˢΥ 

¶ CS_RESTRICT π ˸˶˸ˣ˩ Mach-O ˧˶˞ˮ˧˟˟ Σ˵˪˥ ˶ˣˡˬˬ ˸ˬ˧˸˥ ˡˣ˵ˢ ˪˷ ˞˦ˬˢπˢ˦˞ˡ ˪˷ ˧˶˞ˮ˧˟ˢ Φ

˫˯ˣ˥ ,task_for_pid() ˨˩˟ˣ ˨˲ˣˢ ˸˞ ˸˧ˮ˩ˣ˸ˢ ˞˪˪ ˸ˮ˸˧ˮ ˶ˣ˟˧˥˪ ˪˰ ˧ˡ˧ ˶ˠ˞˟˧ˡ Σ˞˪˞ ˫˞ ˷˧ ˫ˢ˪ 

˸˞ ˸ˣ˞˷˶ˢˢ ˸ˣˮˣ˩ˮˢ 

¶ cs_kill π ˢ˟˧˪ˢ ˸ˠ˶ˣˢ ˸˞ ˨˧˪ˢ˸ˢ ˫˞ ˪˩˟ ˢˡˣ˵ˮ ˭ˬˤ˟ ˢ˴˧˶ ˸ˣˬ˧˸˥ˢ ˭ˮ˧˞ ˸ˣˬ˞ˣ˸ 

¶ ˸ˣˬ˧˞ ˸ˣ˧˶˲˯ Validation) (Library π ˵ˡˣ˟ ˪˩˷ ˫˧˧˶˞ˮ˧˟ˢ ˫˧ˬˣ˸˥ ˞˪ˣ ˣˮˣ˷ 

¶ ˸˪˟ˠˢ JIT ύJust-In-Time όπ ˸˧˧˴˪˧˲ˬˣ˵ JIT ˸˷˶ˣˡ ˶ˣˤ˞ ˭ˣ˶˩˧ˤ ˢ˧ˢ˧˷ ˭˸˧ˮ ˢ˟˧˸˩˪ ˢ˴˶ˢˣ Σˢˤ˷ 

˭ˣ˩˧˯ ˢ˥˦˟˞ Φˢˮˠˢˢ ˣˤˢ ˞˪ ˶˷˲˞˸ mmap() ˪˷ ˶ˣˤ˞ ˭ˣ˶˩˧ˤ ˞ˣˢ˷ ˫ˠ write ˫ˠˣ execute ,˞˪˞ ˫˞ 

˸˶ˡˠˣˬ ˢ˞˷˶ˢ ˸˧˲˧˴˲˯Υcom.apple.security.cs.allow-jit  

¶ ˸ˬ˧˯˥ ˠ˞˟˧ˡ π ˫˯ˣ˥ ptrace() ˞˪˞ ˫˞ ˷˧ ˢ˞˷˶ˢ ˸˧˲˧˴˲˯ Υcom.apple.security.getπtask-allow 

 

˫ˢˬEntitlements Κ 

Entitlements ˫ˮ˧ˢ ˡˣ˰ ˢ˥˷˵ˢ ˶˷˞ ˸ˬ˧˧˵ ˟-XNU. ˭ˣ˧˰˶ˢ ˞ˣˢ ˪˧˟ˠˢ˪ ˸˞ ˸ˣ˞˷˶ˢˢ ˷˧˷ ˭ˣ˩˧˪ˢ˸˪ 

ˣˢ˷˪˩ ,˨˩ ˢ˧ˢ˷ x˪ ˢ˷˧ˠ ˫˧˶˟ˡ˪ ˞ˣˢ˷ ˨˧˶˴ ˸ˬ˞˟. 

)˪˷ˬ˪ ,˭ˣ˟˷˥ˬ˪ ˞˪ ˢ˩˧˶˴ ˸ˣ˧ˢ˪ ˢ˷˧ˠ ˸ˬ˪˴ˬ˪ ˸˷˶ˢ .(˨˩ ˫ˠ˷ ˫˞ ˭˸ˮ˧ˢ˟ˣ ˷˧ ˫˩˪ ˸˴˶ˢ ˡˣ˵ ˪˰ 

˭ˣ˟˷˥ˬˢ ˪˷ ˪˲˞ ˭˧˧ˡ˰ ˷˶ˡˮ ˣˢ˷˩˧˞ ˸˞˴˪ ˭ˣ˩˧˪ˢ˸ˢˬ (sandbox escape) ˳˧˶ˢ˪ˣ ˡˣ˵ ˫˩˪˷ˬ 

(unsigned code execution) .-sentitlements ˫˧ˮ˟ˣˬ ˨ˣ˸˪ ˳˟ˣ˵ˢ ,˞˪ˣ ˭˸˧ˮ ˸˰ˠ˪ ˫ˢ˟ ˪˪ˠ˟ ˪˩˷ 

ˢ˰˧ˠˮ ˫ˢ˟ ˢˮ˷˸ ˸˞ ˢˬ˧˸˥ˢ ˪˷ ˳˟ˣ˵ˢ ,˳˟ˣ˵ˣ ˞˪ ˫ˣ˸˥ ˞˪ ˳ˣ˶˧ ˪˰ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ .˶˟ˡˮ ˪˰ 

˸ˣˬ˧˸˥ ˶˸ˣ˧ ˵ˬˣ˰˪ ˫˧ˡˣˬ˰˟ ˫˧˞˟ˢ. ˢ˧˴ˠ˦˧ˬˢ ˢˮ˧ˢ ˦ˣ˷˲ ˳˟ˣ˵ ˦ˬ˶ˣ˲˟ ˢˬˣˡ˷ ˪-xml ˞˶˵ˮ˷ plist. 

˳˟ˣ˵ˢ ˣˮ˧ˢ embedded ˨ˣ˸˪ ˨˧˪ˢ˸ˢ. 

 

ˣˢˬ?SIP (System Integrity Protection)  

SIP ˞ˣˢ ˢ˦˧ˣˣ˯ ˪˷ ˸ˣˮˠˢ ˢ˪˞ Σˢ˥˧˦˟ˬ˷ ˸˩˶˰ˬ˷ ˢ˪˰˲ˢˢ ˢ˩˧˷ˬˬ ˪ˣ˰˲˪ ˨ˣ˸ ˸ˣˡ˧ˬ˰ ˧ˮ˲˟ ˸ˣˮ˩ˣ˸ 

˸ˣ˧ˮˣˡˤ Σ˪ˣ˴˧ˮ ˸ˣ˷˪ˣ˥ Σ˷ˬ˸˷ˬˣ ˷˲˧˦ ˵˥ˣˬ˷ ˸ˣ˰˦˟ ˸˞ ˪˩ ˸˩˶˰ˬ ˫˧˴˟˵ˢ ˣ˪˷ ˧˩ ˣˢ˷˧ˬ ˶ˬ˞ x˪ 

˳˧˶ˢ˪: 

rf - rm /  

˭˸˧ˮ ˸˧˟˷ˢ˪ ˸˞ SIP ˟macOS- ˨˶ˡ ˢˡˣ˵˲ˢΥ 

csrutil disable 
 

ˢˤˣ ˢ˟ˣ˥ ˫˞ ˫˧˴ˣ˶ ˸ˣ˷˰˪ ˪˩ ˠˣ˯ ˪˷ ˢ˥˦˟˞ ˸˧˲˵˸ˢ ˣˬ˩ ˢ˧˴˦ˮˬˣ˶˦˯ˮ˧˞ ˸˧ˬˮ˧ˡ ˪˷ ˸˧ˮ˩ˣ˸ ˫˰ 

FRIDAΣ ˸˴˶ˢ ˸˧ˮ˩ˣ˸ ˢ˴ˣ˶˲ ˫˰ ˸ˣ˧˶˲˯ ˸ˣˬ˧˞ ˭ˣ˧˷˧˶ ˸ˣˬ˞˸ˣˬ Σˣ˩ˣΩΦ 
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˸ˮ˲˴ˢ ˫˧˧˶˞ˮ˧˟ 

(Apple Mobile File Integrity) AMFI ˞˧ˢ ˢˮˠˢ ˸˲˯ˣˮ ˸ˬ˧˧˵ˢ ˟πXNU Σˡ˥ˣ˧ˬ˟ ˟π9,12iOS ˢˮˠˢˢ ˸˟˩˶ˣˬ 

˧ˮ˷ˬ ˫˧˟˧˩˶ ˫˧˪˰ˣ˲˷ ˡ˥˧Υ 

¶ (System Daemon) amfid  

¶ ˣˡˣˬ ˪ˢ˟˧˪ AppleMobileFileIntegrity.kext)ό 

 
ˡ˥˧ Σ˧ˮ˷ ˢ˪˞ ˫˧˰˴˟ˬ ˸˞ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˞˟ˢΥ 

˥ˣˮ˰˲ ˫˧˧˶˞ˮ˧˟ ˫˧ˮ˲˴ˣˬΥ 

˫˧˧˶˞ˮ˧˟ ˧˪˰˟ ˦ˮˬˠ˯ TEXT   ˭˲˴ˣˬ Σ˫˧˩˧˶˴ ˥ˮ˰˲˪ ˸˞ ˦ˮˬˠ˯ˢ ˧ˡ˩ ˳ˣ˶˪ ˧ˣ˞˶˩ Φ˸˶˸ˣ˩ sπ Mach-O˫˰ 

LC_ENCRYPTION_INFO ˢ˪˧˩ˬ ˸ˡˣ˵˲ ˢˮ˧˰˦ ˫˰Υ 

cryptid=1  //  encrypted 
cryptoff   // offset to encrypted data 
cryptsize  // size of encrypted region 

˶˷˞˩ ˢ˟˧˪ˢ ˸˰˴˟ˬ ˸˞ ˸ˣˬ˧˞ ˢˬ˧˸˥ˢ Σamfid ˸ˬ˞ˬ ˸ˣ˞˶˷˶˷ ˫˧˶ˣ˷˧˞ Σ˧˪˧˲ˣ˶˲ ,Provisioning ˣ˩ˣΩΦ 

˧ˣˢ˧ˤ AMFI xHardened Runtime- 

˧ˣˢ˧ˤ ˫˞ SIP ˪˰˲ˣˬ ˸ˬ˶˟ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˞ˣˢ ˳ˣ˥ˬ ˫ˣ˥˸˪ ˪˷ ,machsec ˪˟˞ ˥ˣ˦˟ ˥˧ˮˢ˪ ˪˩˷ 

˸˩˶˰ˬ ˢ˪˰˲ˢ ˸˯˯ˣ˟ˬ XNU ˢ˧ˢ˸ ˫˰ ˢˤ ˪˰˲ˣˬ ˸˶˧˶˟˩ ˪ˡ˥ˬΦ 

˫˰ ˸˞ˤ Σ˞˪ ˪˩˪ ˫˧˧˶˞ˮ˧˟ˢ ˢ˧ˢ˧ Runtime Hardened ˪˰˲ˣˬ Σˤ˞ ˦˪˥ˢ˟ ˪˩ˣˮ ˵ˣˡ˟˪ ˸˞ˤ ˧˶˞ˮ˧˟˟Φ 

˧ˣˢ˧ˤˢ ˰˴˟˸ˬ ˪˰ ˧ˡ˧ ˷ˣ˲˧˥ ˸ˣˡˣ˵˲ˢ ˸ˣ˞˟ˢΥ 

¶ LC_CODE_SIGNATURE π ˸ˬ˧˸˥ ˡˣ˵ ύmacOSό 

¶ LC_ENCRYPTION_INFO / LC_ENCRYPTION_INFO_64 π ˢˮ˲˴ˢ (iOS) 

 

˸ˬ˧˸˥ ˡˣ˵ (Code Signing)  

˧ˢˬ ˸ˬ˧˸˥ ˡˣ˵Κ 

ˢˬˣˡ˟ ˪,Windows- ˫˧˧˶˞ˮ˧˟ ˫˧˴˲ˣˬˢ ˪˰ ˧ˡ˧ ˫˧ˮˣˠ˶˞κ˸ˣ˶˟˥ ˫˧˰ˣˡ˧ ˫˧˪ˣ˩˧ ˪˟˵˪ ˢˬ˧˸˥ ˸˧˪˦˧ˠ˧ˡ 

ˬ,Apple- ˸˶ˤˣ˰˷ ˶˧˷˩ˬ˪ Apple ˸˰ˡ˪ ˫˞ ˸˯˧˲ ˢˮ˩ˣ˸ ˞˧ˢ ˵˸ˣ˰ ˧˸˧ˬ˞ ˵˲˯ˬ ˢˮ˩ˣ˸ˢ Σ˫˞ ˸˯˧˲ 

ˢˮ˩ˣ˸ˢ ˢ˶˟˰ ˧ˣˮ˧˷ Σˣ˩ˣΩ 
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˨˧˞ ˸ˬ˧˸˥ ˡˣ˵ ˸ˡ˟ˣ˰Κ 

˸ˬ˧˸˥ ˡˣ˵ ˸˲˶˴ˬ blob ˢˬ˧˸˥ ˱ˣ˯˟ ˧˶˞ˮ˧˟ˢ Σ˷˧ˣ CodeDirectory ύˢˮ˟ˬ ˪˧˩ˬˢ ˞˦ˬπˢ˦˞ˡ ˣˬ˩ 

˫˧˪ˠˡ ˨˶˰ˬˣ ˪˷ sπhashπ˫˧ ΣSHA256 ˡ˥˞ ˪˩˪ ˡˣˬ˰ ˪˷ KB4 ˪˷ ˡˣ˵ ˭˸˧ˮˢ ˢ˴˶ˢ˪ό ˫˰ sπhashπ˫˧ 

˫˧˟˷ˣ˥ˬ ˷˞˶ˬ ˪˷ ˪˩ ˡˣˬ˰ ˭˰˦˧˧˷ ˨ˣ˸˪ ˦ˮˬˠ˯ sTEXT-  Φ 

˭ˬˤ˟ ˢ˴˧˶ Σˢ˟˧˪ˢ ˸˸ˬ˞ˬ ˫˧ˡˣˬ˰ ˭˲ˣ˞˟ ˭˪˴˰ ˨˶ˡ page faults π ˶˷˞˩ ˫˧˷ˠ˧ˮ ˡˣˬ˰˪ ˭˸˧ˮ ˢ˴˶ˢ˪ 

˫˰˲˟ ˢˮˣ˷˞˶ˢ Σˢ˟˧˪ˢ ˢ˷ˣ˰ hash ˣ˪˷ ˢˣˣ˷ˬˣ ˪ˣˬ s.CodeDirectory- ˫˞ sπhashπ˫˧ ˞˪ ˫˧ˬ˞ˣ˸ Σ

˨˧˪ˢ˸ˢ ˠ˶ˢˮΦ 

ˣˬ˧˷ ˟˪Υ  

˵˶ ˦ˮˬˠ˯ sTEXT-   )ˡˣ˵ ˭˸˧ˮ ˢ˴˶ˢ˪( ˫ˣ˸˥ Φ˫˧˶˟ˡˢ ˫˧˞˟ˢ ˫ˮ˧˞ ˫˧ˬˣ˸˥Υ 

¶ Stack 

¶ Heap 

¶ _DATA ύ˫˧ˮˣ˸ˮ ˫˧ˮ˸˧ˮˢ ˢ˟˧˸˩˪ό 

¶ DATA_CONSTψ ύ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˫ˣ˸˥ ˫˧˶˵ˬ˟ ˫˧ˬ˧ˣ˯ˬ( 

¶ LINKEDITψψ 

¶ ˭ˣ˶˩˧ˤ ˢ˴˵ˣˢ˷ ˭˲ˣ˞˟ ˧ˬˮ˧ˡ 

 

˧ˣˢ˧ˤ ˸ˬ˧˸˥ ˡˣ˵ 

ˢˤ ˦ˣ˷˲ ˣˬ˩ ˥˸ˮ˪ ˸˞ ˸ˣ˶˸ˣ˩ ˧˶˞ˮ˧˟ˢΥ ˧ˣˢ˧ˤˢ ˰˴˟˸ˬ ˪˰ ˧ˡ˧ ˷ˣ˲˧˥ ˸ˡˣ˵˲ LC_CODE_SIGNATURE 

˸˶˸ˣ˩˟ ˧˶˞ˮ˧˟ˢΦ 

 

ύPAC (Pointer Authentication Codes ύ˧ˡˣ˥˧˧ ˪πARMό 

ˬˣˢ ?PAC 

PAC x˞ Pointer Authentication Codes ˞˧ˢ ˢˮˠˢ ˸˧ˡˣ˥˧˧ ˢˮ˧ˬˤˢ ˵˶ ˪˰ ˸˶ˬˣ˥ ARM 16,11Φ 

˧ˢˣˤ ˢˮˠˢ ˸ˬ˸ˣ˥˷ ˧˰˧˟˴ˬ ˸˶˵˟ ˢˬ˧˶ˤ ύpointers  function˸ˣ˟ˣ˸˩ˣ ˢ˶ˤ˥ˢό ˭˲ˣ˞˟ ˧˲˶ˠˣ˦˲˧˶˵ Σ˨˩˟ˣ 

˸˩˲ˣˢ ˸˞ ˸˲˧˦˥ ˸ˬ˧˶ˤ ˢ˶˵˟ˢ ˢ˷˵˪ ˡˣ˞ˬΦ 

˶˥˞ˬ ˣ˲ˣ˯˟˷ ˪˷ ˶˟ˡ Σ˟ˣ˶ ˸ˣ˲˵˸ˢ ˸ˣ˸˧˥˷ ˭ˣ˶˩˧ˤ ˸ˣ˴ˣ˶ ˱ˣ˦˥˪ ˸˞ ˸ˬ˧˶ˤ ˢ˶˵˟ˢ ˪˷ ˸˧ˮ˩ˣ˸ˢ Σ˧ˢˣˤ 

˸˥˞ ˸ˣˮˠˢˢ ˸ˣ˵ˤ˥ˢ ˶˸ˣ˧˟ ˸ˣˮ˧ˬˤˢ ˣˮ˪ ˪˰ ˸ˣˬ˶ˣ˲˦˪˲ ˸ˣ˯˯ˣ˟ˬ ,ARM ˭ˢ˷ ˵ˣ˧ˡ˟ ˢˬ ˷Apple- 

˸˷ˬ˸˷ˬ ˶ˣ˟˰ ˫˧ˮˣ˲˪˦ˢ ˢ˪˷, ˢˮˣ˶˥˞˪ˣ Σ˫ˠ s˫˧˟˷˥ˬ ˧ˡ˧˧ˮˢ ˫ˢ˪˷. 
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˨˧˞ PAC ˡ˟ˣ˰Κ 

PAC ˡ˟ˣ˰ ˪˰ ˧ˡ˧ ˸˲˯ˣˢ ˫˧˦ˮˬ˪˞ˢ ˫˧˞˟ˢΥ 

¶ ˸ˣ˞˶ˣˢ ˸ˣˬ˞˸ˣˬ ˸˧˷˧˞ ˪-Assembly  ARM˸ˣ˰˴˟ˬ˷ ˸˞ ˸ˣˬ˧˞ ˰˧˟˴ˬˢ 

¶ ˸ˣˬ˞˸ˢ ˸ˬ˶˟ s- Microprocessor Circuitryˡ˟˰ˬ˟ ˧ˡ˩ ˰˧˧˯˪ ˫˧˟ˣ˷˧˥˟ ˫˧˧˲˶ˠˣ˦˲˧˶˵ˢ 

˫˧˷˶ˡˮˢ ˪πPAC ˡˣ˟˰˪ Φ˫˶ˣˠ ˨˪ ˸ˮˣ˩˸˪ ˢ˥˦˟˞ˢ ˞˪ ˸ˣ˧ˢ˪ ˪˦ˮ ˪˰ ˫˧˰ˣ˴˧˟ 

¶ ˫˧˶˦˯˧ˠ˶ ˫˧ˬ˞˸ˣˬ ˸˧˷˧˞ ˡ˟˰ˬ˪ Σ˫ˢ˟˷ ˫˧ˮ˯˥ˣ˞ˬ ˸ˣ˥˸˲ˬ Φ˪˩ ˶˦˯˧ˠ˶ ˞ˣˢ ˪ˡˣˠ˟ мну ˦˧˟ 

ˣˮ˧˞ˣ ˷˧ˠˮ ˡˣ˵˪ ˷ˬ˸˷ˬ 

¶ ˢˮ˲˴ˢ ˸ˬ˞˸ˣˬ ˸˧˷˧˞ π ˷ˬ˸˷ˬ ˫˸˧˶ˣˠ˪˞˟ hash ˷ˡ˥ ˫˷˟ APLPAC ˮ˩ˣ˸˷ ˭ˡ˥ˣ˧ˬ˟ ˸ˣ˧ˢ˪ 

˶˧ˢˬΦ 

PAC ˡ˟ˣ˰ ˪˰ ˧ˡ˧ ˪ˣ˴˧ˮ ˫˧˦˧˟ˢ ˞˪ˢ ˷ˣˬ˧˷˟ ˪˷ ˸ˣ˟ˣ˸˩ ˰˧˟˴ˬ )˫˧˦˧˟ˢ  48-63π˟ARM64ό Φ˱˞ ˟˷˥ˬ 

˭˧˞ x˪ ˸ˬ˞˟ нсп x˞ мс exabytes ˪˷ ˭ˣ˶˩˧ˤ Φˤ˞ ˸˶˧˶˟˩ ˪ˡ˥ˬ Σ˫˧˰˧˟˴ˬ ˫˧˞˶ˮ ˣˢ˷ˬ ˢˤ˩Υ 

0x00000002fa89efa8 

ˣ˟˷ ˷˧ ˢ˟˶ˢ ˫˧˯˲˞ ˫˧˶˞˷ˮ˷ ˞˪˪ ˷ˣˬ˧˷ ΦPAC ˢ˷ˣ˰ ˷ˣˬ˧˷ ˢˤ˟ ˧ˡ˩ ˯˧ˮ˩ˢ˪ ˢˬ˧˸˥ ˢˮ˦˵ Σ˨˩ 

˰˧˟˴ˬ˷ ˫ˣ˸˥ ˧ˣ˷˰ ˸ˣ˞˶˧ˢ˪ ˨˩Υ 

0xA123A312fa89efa8 

 

ˢ˧˴ˤ˧˪˞ˣˤ˧ˣ ˪˷ ˢˮ˟ˬ ˰˧˟˴ˬˢΥ 

 

˟ˣ˷˧˥ ˢˬ˧˸˥ˢ 

ˢhash- ˟˷ˣ˥ˬ ˸ˣ˰˴ˬ˞˟ ˢ˞ˣˣ˷ˬˢ ˢ˞˟ˢΥ 

truncate(APLPAC_encrypt(key, pointer, context)) 

˶˷˞˩Υ 

¶ truncate π ˣˮ˥ˮ˞ ˞˪ ˫˧˪ˣ˩˧ ˯˧ˮ˩ˢ˪ ˸˞ ˪˩ ˢ˞˴ˣ˸ˢ ˨ˣ˸˪ ˫˧˦˧˟ˢ ˫˧˦˰ˬˢ ˷˧˷ ˣˮ˪ Σˤ˞ ˣˮ˥ˮ˞ 

˫˧˰˦ˣ˵ ˪-мс x˞ нп ˫˧˦˧˟ˢ ˫˧ˮ˧ˬˤˢ 

¶ APLPAC (Apple PAC) π ˫˸˧˶ˣˠ˪˞ s-hash ˫˞˸ˣˬˢ ˪˷ ,ARM ˫˸˧˶ˣˠ˪˞ ˭˲ˣ˴ ˵ˣ˪˟ ˭˸˧ˮˢ ˭ˣˮˣˣ˧˩˪ 

tweakable block cipher)όΦ 
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¶ key π ˥˸˲ˬ ˧ˡˣ˯ ˟˷ˣ˧ˢ ˫˧˶˦˯˧ˠ˶˟ ˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˶ˡˠˣˬ ˵˶ ˪˰ ˧ˡ˧ ˢ˟˧˪ˢ 

¶ context π ˨˶˰ ˧˥˩ˣˮ ˪˷ ˰˧˟˴ˬ ˸˧ˮ˯˥ˬˢ ˡ˟"˩ )˸ˣ˶ˬ˪ ˷˧˷ ˡˣ˰ Context-˫˧( Σ˭ˣ˧˰˶ˢ ˞ˣˢ ˢ˧ˢ˷ 

˭˸˧ˮ ˞ˣ˶˵˪ ˰˧˟˴ˬ˪ ˢ˧˴˵ˮˣ˲ˢ ˵˶ ˶˷˵ˢ˟ ˪˷ ˸˶ˠ˯ˬ ˸˧ˮ˯˥ˬˢ ˢ˟˷ ˞ˣˢ ˭˩ˣ˷ .ˮˢ"˪ ˰ˮˣˬ ˸ˣ˷˰˪ 

˷ˣˬ˧˷ ˶ˤˣ˥ ˰˧˟˴ˬ˟ ˫ˣ˸˥ ˫ˣ˵ˬˬ ˶˥˞ ˸˧ˮ˩ˣ˸˟ .˰˧˟˴ˬˢ ˫ˣ˸˥ˢ ˞˪ ˡˣ˟˰˧ ˳ˣ˥ˬ ˸˶ˠ˯ˬ˪ 

˸˧ˮ˯˥ˬˢ ˢˮˣ˩ˮˢ ,ˢˬ˧˸˥ˢ ˸˟˷ˣ˥ˬˢ ˞˪ ˫˧˞˸˸ ,˨˧˪ˢ˸ˢˣ ˯ˣ˶˵˧. 

 

˫˧˷˶˸ ˢˬ˧˶ˤ ˪˷ :PAC 

 

 

˟ˣ˷˥ ˭˧˧˴˪Υ PAC ˫˸ˣ˥ ˶˵˧˰˟ ˧˰˧˟˴ˬ ˸ˣ˞˶ˣˢ Σ˸ˣ˟ˣ˸˩ ˢ˶ˤ˥ˢ ˧˰˧˟˴ˬˣ ˸ˣ˧˴˵ˮˣ˲ Φ˧˰˧˟˴ˬ ˫˧ˮˣ˸ˮ ˫˧˪ˣ˩˧ 

˫˸˥˧ˢ˪ ˫˰ PAC ˵˪˥˟ ˫˧ˬˣ˷˧˧ˢˬ Σ˨˞ ˢˤ ˪˟ˠˣˬ ˪˰ ˧ˡ˧ ˧˴ˣ˪˧˞ ˸˲˷ C ύarithmeticΣpointer  Σcasts  Σ

pointer-to-integer ˣ˩ˣ' όˢ˟˶ˬ˪ ˶˰˴ˢ Σ˪˪ˠ˟ ˭˲ˣ˞ˢ ˣ˟˷ ˦˶˲ˬ C ˶ˡˠˣˬ Σ˧˞ ˶˷˲˞ ˫ˣ˸˥˪ ˸˞ ˪˩ 

˫˧˰˧˟˴ˬˢ ˧˪˟ˬ ˶ˣ˟˷˪ ˪˩ˢ ˭˧˦ˣ˪˥˪Φ 
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˧ˣˢ˧ˤ PAC 

˭˪ˢ˪ ˢˮˣˬ˸ ˪˷ ˨˧˞ PAC ˢ˞˶ˮ ˸˧ˮ˩ˣ˸˟ ύ/bin/ lsόΥ 

 

˧˲˩ ˫˸˞˷ ˫˧˪ˣ˩˧ ˸ˣ˞˶˪ Σˣˮ˥ˮ˞ ˫˧˪˟˵ˬ ˸ˣ˞˶ˣˢ ARM ˸ˣ˷ˡ˥ ˸ˣ˟˧ˮˠˬˣ ˣˬ˩Υ 

¶ PACZIA π ˫ˣ˸˥ ˰˧˟˴ˬ ˫˰ ˶˷˵ˢ ˪˷ έлέ 

¶ AUTIBSP π ˸ˬ˞ ˰˧˟˴ˬ ˸ˣ˰˴ˬ˞˟ ˥˸˲ˬ B 

ˤ˞ ˭ˣˮˠˮˬ ˧ˣˢ˧ˤˢ ˵˶ ˨˧˶˴ ˸ˣˢˤ˪ ˸˞ ˸ˣ˞˶ˣˢˢ ˸ˣ˷ˡ˥ˢ Φˣ˞ ˫˞ sdisassembler- ˞˪ ˭˩ˡˣ˰ ˪ˣ˲˧˦˪ 

˸ˣ˞˶ˣˢ˟ ˸ˣ˷ˡ˥ˢ ˣ˪˪ˢ Σˣˮ˥ˮ˞ ˫˧˪ˣ˩˧ ˦ˣ˷˲ ˶ˣˤ˥˪ ˫˧˪ˬ˯˪Φ 

˧ˣˢ˧ˤˢ ˰˴˟˸ˬ ˪˰ ˧ˡ˧ ˸˵˧ˡ˟Υ 

¶ ˠˣ˯ ˡ˟˰ˬˢ π ˟˧˧˥ ˸ˣ˧ˢ˪ ARM64 

¶ ˸˸πˠˣ˯ ˡ˟˰ˬˢ π ˢ˵˧ˡ˟ ˶ˣ˟˰ CPU_SUBTYPE_ARM64E 

¶ ˪ˠˡ s-ABI PtrAuth ˸˶˸ˣ˩˟ ˧˶˞ˮ˧˟ˢ 

ˢ˧˪˩ machsec21 ˢˢˤˬ PAC ˸ˣ˰˴ˬ˞˟ ˷ˣ˲˧˥ ˸ˣ˞˶ˣˢ ARM64 ˸ˣ˧˲˧˴˲˯ ˸˵˧ˡ˟ˣ ˧˪ˬ˯ PAC ˧˶˞ˮ˧˟˟. 
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MTE/EMTE (Memory Tagging Extension) π ύ˧ˡˣ˥˧˧ ˪πARMό 

ˣˢˬ?MTE/ EMTE/ MIE  

Memory Tagging Extension x˞ MTE ˞˧ˢ ˢˮˠˢ ˢ˷ˡ˥ ˧˶ˬˠ˪ ˷π Apple/ARMˣ˥˸˧˲ ˧ˡ˩ ˭ˠˢ˪ ˪˰ 

˫˧˰˧˟˴ˬˢ ˷PAC- ˞˪ ˪ˣ˩˧14,15,19  Φ˫ˢ˧ˮ˷ ˫˧˷ˬ˸˷ˬ ˭ˣ˶˵˧˰˟ ˷˧˷ ˫˧˦˧˟ ˞˪ ˷ˣˬ˧˷˟ ˸˟ˣ˸˩˟ ˪˷ ˪˩ 

˰˧˟˴ˬ ˣˮ˥ˮ˞˷ ˫˧˪ˣ˩˧ ˪˴ˮ˪ Σ˪˟˞ ˫˷ ˸ˣ˶ˬˠˮ ˭ˣ˧ˬˡˢΦ 

˸ˣˮ˧ˬˤΥ MTE ˭˧ˬˤ ˰ˠ˶˩ ˵˶ ˫˧˟˟˷˟ A17 Pro ˢ˪˰ˬˣ (iPhone 15 Pro) ˟x-M3+ ˢ˪˰ˬˣΦ ˥ˣˮ˧ˬˢ ˵˧ˣˡˬˢ 

ˢˮ˸˷ˬ ΥApple ˢˮ˩ˬ ˸˞ ˫ˣ˷˧˧ˢ ˢ˪˷ EMTE Enhanced MTE) x˞ Memory MIEό Φ-xIntegrity Extension 

˸ˣˬˣ˵ˬ˟ ˫˧ˮˣ˷ ˡˣ˰˧˸˟. 

 

˨˧˞ MTE ˡ˟ˣ˰Κ 

ˠ˸ ˧˞˶˵˞ ˭˟ п ˫˧˦˧˟ ˪˪ˣ˥ˬˬ ˢ˶ˬˣ˥ RNG ˱˯ˣˣ˸ˬ ˫ˠ ˰˧˟˴ˬ˪ ˫ˠˣ ˶ˬ˷ˮ ˶ˣˤ˞˟ ˭ˣ˶˩˧ˤ ˧ˡˣ˰˧˧ ˫˧ˠ˸˪ Φ

MTE ˷ˬ˸˷ˬ ˶ˣˤ˞˟ ˭ˣ˶˩˧ˤ ˡ˶˲ˮ ˞˶˵ˮ˷ Memory Tag π ˪˩˪ мс ˫˧˸˟ ˪˷ ˭ˣ˶˩˧ˤ ˪˧ˠ˶ Σ˷˧ п ˫˧˦˧˟ ύ˧˴˥π

˸˧˟ό ˪˷ ˠ˸ ˭ˣ˶˩˧ˤ Φ˭ˣ˶˩˧ˤ ˢˤ ˪ˢˣˮˬ ˪˰ ˧ˡ˧ ˢ˶ˬˣ˥ˢ ˶˷˲˞ˬˣ ˶ˣˬ˷˪ ˫˧ˠ˸ ˶ˣ˟˰ ˪˩ ˢ˞˴˵ˢ Φ˶˷˞˩ ˰˧˟˴ˬ 

˶ˤ˥ˣ˷ˬ ύdereferencedόΣ ˢ˶ˬˣ˥ˢ ˢˣˣ˷ˬ ˸˧˦ˬˣ˦ˣ˞ ˸˞ ˠ˸ˢ ˰˧˟˴ˬ˟ ˠ˸˪ ˭ˣ˶˩˧ˤ˟ ˫˧ˠ˸ˢ π ˫˞ ˫ˢ ˞˪ 

˫˧ˬ˞ˣ˸ Σˢ˷˧ˠˢ ˸˪˷˩ˮ ˸˧ˡ˧˧ˬ Φˣ˞ˣ˟ ˭˸˧ˮ ˢˬˠˣˡ ˸˧˷˰ˬ ˨˧˞˪ MTE ˶ˣ˴˰˧ ˠ˞˟(Use-After-Free) UAF  Φ

ˢˮˢ ˰˦˵ ˡˣ˵ˢ ˣˮ˪˷: 

char * ptr = malloc( 64); // alloc chunk on heap size 64 
ptr[ 0] = ' A' ;  //  set  value 
free( ptr);  // mark chunk as empty 
ptr[ 0] = ' B' ;  // UAF bug!  

 

ˢ˧˴ˤ˧˪˞ˣˤ˧ˣ ˪˷ ˨˧˪ˢ˸ :MTE 
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˫˧˷˶˸ ˢˬ˧˶ˤ ˦˶ˣ˲ˬ: 

 

˸ˣ˞˶ˣˢ ARM64 ˪πMTEΥ 

MTE ˱˧˯ˣˬ ˸ˣ˞˶ˣˢ ˸ˣ˷ˡ˥ ˪:ARM64- 

¶ IRG π ˸˪ˣ˰˲ Insert Random Tag Σ˸˶˧˴˧ ˠ˸ ˧˞˶˵˞ 

¶ STG π ˸˪ˣ˰˲ Store Allocation Tag Σ˸˶˧ˬ˷ ˠ˸ ˢ˞˴˵ˢ 

¶ ST2G π ˸˪ˣ˰˲ Store Allication Tags (Double) π ˸˶˧ˬ˷ ˧ˠ˸ ˢ˞˴˵ˢ ύ˪ˣ˲˩ό 

¶ STZG π ˸˪ˣ˰˲ Store Allocation Tag and Zero π ˸˶˧ˬ˷ ˠ˸ ˢ˞˴˵ˢ ˯ˣ˲˧˞ˣ 

¶ STZ2G π ˸˪ˣ˰˲ Store Allocation Tags and Zero (Double) π ˸˶˧ˬ˷ ˧ˠ˸ ˢ˞˴˵ˢ ˯ˣ˲˧˞ˣ ύ˪ˣ˲˩ό 

¶ LTG - ˸˪ˣ˰˲ Load Allication Tag - ˸ˮ˧˰˦ ˠ˸ ˢ˞˴˵ˢ 

¶ LDG - ˸˪ˣ˰˲ Load Allocation Tag - ˸ˮ˧˰˦ ˠ˸ ˢ˞˴˵ˢ  

¶ ADDG - ˸˪ˣ˰˲ Add with Tag - ˶ˣ˟˧˥ ˫˰ ˠ˸ 

¶ SUBG - ˸˪ˣ˰˲ Subtract with Tag - ˶ˣ˯˧˥ ˫˰ ˠ˸ 

¶ GMI - ˸˪ˣ˰˲ Tag Mask Insert - ˸˯ˮ˩ˢ ˢ˩˯ˬ 

¶ SUBP / SUBPS - ˸˪ˣ˰˲ Subtract Pointer - ˶ˣ˯˧˥ ˰˧˟˴ˬ )˷ˬ˷ˬ ˫˰ MTE( 

 



 
 

˸ˣ˧˴ˠ˧˦˧ˬ ˟-MachO    
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ 182, ˶˞ˣ˶˟˲ нлнс  ст 
 

˧ˣˢ˧ˤ MTE 

˧ˣˢ˧ˤ MTE ˷˶ˡ ˸ˡˣ˟˰ ˶˵˥ˬ Σ˭ˣˣ˧˩ˬ ˣˤ˷ ˢˮˠˢ ˢ˷ˡ˥ Φˢ˧ˢ ˨˶ˣ˴ ˳˪˥˪ ˸˞ ˰ˣˮˬ JavaScriptCore ˬ-18Φм 

iOS ˪˰ sπiPhone ˷ˡ˥ˢ ˭ˣˣ˧˩ˬ ˢˤ˷ ˭˧˟ ˫˧˶˟ˡˢ ˫˧ˡ˧˥˧ˢ ˣ˪˲ˬˣ˵˷ ˫˰ ˢˮˠˢˢ ˣˤˢ ˰ˠ˶˩. 

˧ˣˢ˧ˤˢ ˰˴˟˸ˬ ˪˰ ˧ˡ˧ ˸˵˧˶˯ sdisassembly- ˪˷ ˧˶˞ˮ˧˟ ARM64 ˷ˣ˲˧˥˪ ˸ˣ˞˶ˣˢ MTE ˸ˣ˧˲˧˴˲˯ ˭ˣˠ˩ ,irg 

,stg ,st2g ,ldg ,addg ,subg x.gmi- ˸ˣ˥˩ˣˮ ˪˷ ˸ˣ˞˶ˣˢ ˣ˪˞ ˢˡ˧˰ˬ ˪˰ ˷ˣˬ˧˷ ˟.MTE- ˢ˦˧˷ xʕ ˞˧ˢ ˨˶ˡˢ 

ˢˡ˧˥˧ˢ ˸ˣˢˤ˪ MTE ˸ˣˮˬ˧ˢˬ˟ Σ˭ˣˣ˧˩ˬ ˸ˣ˞˶ˣˢˢ˷ ˣ˪˪ˢ ˸ˣ˷ˡ˥ ˸ˣ˧˲˧˴˲˯ˣ ˢ˶ˬˣ˥˪Φ 

 

ARC (Automatic Reference Counting) ύ˧˦ˮˣˣ˪˶ ˪-Objective-C/Swiftό 

ˣˢˬ?ARC  

ARC x˞ Automatic Reference Couting Σ˞ˣˢ ˢˮˠˢ ˢˮ˧ˬˤ ˸ˣ˲˷˟ Swift / Objective-C ˸˰˴˟ˬ˷ ˸˶˧˲˯ 

˸ˣ˧ˮ˲ˢ ύCounting Referenceό ˪˰ ˸ˮˬ ˸ˣ˷˵ˢ˪ ˪˰ ˧ˠ˞˟ Use-After-Free ˟-Objective-C x-,Swift ˶˥˞ˬ 

˪˩˷ ˫˧˦˵˧˧˟ˣ˞ˢ ˧ˮ˟ˬˢˣ ˫˧ˮˣ˸ˮˢ ˢˬ˶˟ ˢˢˣ˟ˠ ˢ˸˞˷ ˶˴ˣ˧ ˫˧ˮ˯˥ˣ˞ˬ ˟.heap- 

˨˧˞ ARC ˡ˟ˣ˰Κ 

ARC ˟˵ˣ˰ ˧˶˥˞ ˶˲˯ˬ ˸ˣ˧ˮ˲ˢˢ ˪˩˪ ˦˵˧˧˟ˣ˞Υ 

¶ ˶˷˞˩ ˸˶˴ˣˮ ˢ˧ˮ˲ˢ ˢ˷ˡ˥ ˦˵˧˧˟ˣ˞˪ Σˢˮˣˬˢ ˢ˪ˣ˰ 

¶ ˶˷˞˩ ˢ˧ˮ˲ˢ ˸˞˴ˣ˧ ˬ,scope- ˢˮˣˬˢ ˡ˶ˣ˧ 

¶ ˶˷˞˩ ˢˮˣˬˢ ˰˧ˠˬ ˯˲˞˪ Σ˦˵˧˧˟ˣ˞ˢ ˶˶˥ˣ˷ˬ ˸˧˦ˬˣ˦ˣ˞ 

ˮˢ"˪ ˢˮˣ˷ ˬ-Collection Garbage ˞˪ˬΣ ARC ˡ˟ˣ˰ ˭ˬˤ˟ ˢ˧˴˪˧˲ˬˣ˵ ˞˪ˣ ˷˶ˣˡ ˨˧˪ˢ˸ ˰˵˶ ˭ˬˤ˟ ˢ˴˧˶Φ 

ˢˬˠˣˡΥ 

// Objective - C with ARC  
MyObject *obj = [[ MyObject alloc ] init];  // refcount = 1  
MyObject *obj2 = obj;  // refcount = 2  
obj = nil ;  // refcount = 1  
obj2 = nil ;  // refcount = 0, object  
 ʎ γ ÆÒÅÅÄ 

 

˧ˣˢ˧ˤ ARC 

˭˸˧ˮ ˸ˣˢˤ˪ ARC ˪˰ ˧ˡ˧ ˷ˣ˲˧˥ ˸ˣ˧˴˵ˮˣ˲ ˪ˣˢ˧ˮ ˭ˣ˶˩˧ˤ ˸ˣ˧ˮ˧˧˲ˣ˞ ˪˷ Objective-CΥ 

¶ objc_retain π ˸˪ˡˠˢ ˢˮˣˬ ˸ˣ˧ˮ˲ˢ 

¶ objc_release π ˸ˮ˦˵ˢ ˢˮˣˬ ˸ˣ˧ˮ˲ˢ 

¶ objc_autorelease π ˶ˣ˶˥˷ ˧˦ˬˣ˦ˣ˞ ˧ˣ˥ˡ 

¶ objc_retainAutorelease π ˢ˶˧ˬ˷ ˶ˣ˶˥˷ˣ ˧˦ˬˣ˦ˣ˞ 
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¶  - objc_storeStrong ˭ˣ˯˥˞ ˫˰ ˢ˶˧ˬ˷ ˢ˶ˤ˥ 

¶ objc_loadWeakRetained π ˢˮ˧˰˦ ˫˰ ˢ˶˧ˬ˷ ˢ˷˪˥ 

˸ˣ˥˩ˣˮ ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˢ˪˞ ˧˶˞ˮ˧˟˟ ˢˡ˧˰ˬ ˪˰ ˷ˣˬ˧˷ ˟πARCΦ 

 

˫ˣ˩˧˯ 

˨ˬ˯ˬ˟ ˢˤ ˣˮ˶˵˯ ˸˞ ˸ˣ˧˴ˠ˧˦˧ˬˢ ˸ˣ˧˶˵˧˰ˢ ˸ˣˬ˧˧˵˷ ˸ˣ˩˶˰ˬ˟ ˢ˪˰˲ˢ ˸ˣ˯˯ˣ˟ˬ XNU ˣˮ˧˞˶ ˨˧˞ ˪˩ 

ˢˮˠˢ ˸ˡ˟ˣ˰ ,ˢˬ˪ ˞˧ˢ ˢ˟ˣ˷˥ ,˨˧˞ˣ ˭˸˧ˮ ˸ˣˢˤ˪ ˢ˸ˣ˞ ˫˧˧˶˞ˮ˧˟˟ ˸ˣ˰˴ˬ˞˟ ˧˪˩ˢ .machsec 

˸ˣ˧˴ˠ˧˦˧ˬˢ ˸ˣ˧˶˵˧˰ˢ ˣˮ˶˵˯˷Υ 

¶ ˸ˣ˧˶ˮ˩ π ˢˮˠˢ ˪˰ ˸˧ˮ˯˥ˬˢ ˧ˮ˲ˬ ˸˷˧˪ˠ ˶ˠ˞ˬ 

¶ PIE π ˸ˣ˧˞˶˵˞ ˧ˬˣ˵˧ˬ ˡˣ˵ 

¶ NX π ˭ˣˬ˧˯ ˧˶ˣˤ˞ ˭ˣ˶˩˧ˤ ˞˪˩ ˫˧ˮ˸˧ˮ ˢ˴˶ˢ˪ 

¶ RPATH/ RUNPATH π ˧ˣˢ˧ˤ ˧˟˧˸ˮ ˸ˣ˧˶˲˯ ˞˪ ˫˧˥ˣ˦˟ 

¶ FORTIFY π ˸˲˪˥ˢ ˸ˣ˧˴˵ˮˣ˲ ˞˪ ˸ˣ˥ˣ˦˟ ˸ˣ˞˯˶ˠ˟ ˸ˣ˥˦˟ˣ˞ˬ 

¶ UBSAN/ ASAN π ˧˪˩ ˭ˣ˥˟˞ ˧ˣˢ˧ˤ˪ ˫˧ˠ˞˟ 

¶ CFI π ˸ˣˬ˪˷ ˸ˬ˧˶ˤ ˢ˶˵˟ 

¶ ˸˶˯ˢ ˫˧˪ˬ˯ π ˢ˥˷˵ˢ ˪˰ ˧ˡ˧ ˸˶˯ˢ ˰ˡ˧ˬ 

¶ Heap Cookies ˢˮˠˢ ˪˰ ˢˬ˧˶˰ˢ 

¶ ˸ˮˠˢ ˸˷˧˪ˠ ˫˧˶˲˯ˬ ˫˧ˬ˪˷ π ˸˰˧ˮˬ ˧ˠ˞˟ Overflow Integer 

¶ Sandbox π ˡˣˡ˧˟ ˫˧˩˧˪ˢ˸ 

¶ Hardened Runtime/ SIP/ AMFI π ˸˩˶˰ˬ ˸ˬ˶˟ ˸ˣˮˠˢ ˸˪˧˟˥ 

¶ ˸ˬ˧˸˥ ˡˣ˵ π ˸ˣˬ˧˞ ˸ˣ˧˦ˮ˸ˣ˞ ˪˷ ˫˧˧˶˞ˮ˧˟ 

¶ PAC π ˸ˣˬ˧˞ ˧˲˶ˠˣ˦˲˧˶˵ ˪˷ ˫˧˰˧˟˴ˬ ύ˧ˡˣ˥˧˧ ˪πARMό 

¶ MTE/ EMTE π ˠˣ˧˸ ˭ˣ˶˩˧ˤ ˧ˣˢ˧ˤ˪ ˫˧ˠ˞˟ ύ˧ˡˣ˥˧˧ ˪πARMό 

¶ ARC (Objective-C/ Swift) π ˣˢ˧ˮ ˪˭ˣ˶˩˧ˤ ˧˦ˬˣ˦ˣ˞ 

˸ˣ˩˶˰ˬ ˢ˪˰˲ˢˢ ˪˷ Apple ˸ˣ˰˧˴ˬ ˸˞ ˸ˬ˶ ˢˮˠˢˢ ˸ˬˡ˵˸ˬˢ ˶˸ˣ˧˟ ˵ˣ˷˟ ˫ˣ˧˩ Σˡ˥ˣ˧ˬ˟ ˸ˣ˩ˤ˟ 

˟ˣ˪˧˷ˢ ˪˷ ˸ˣˮˠˢ ˢ˶ˬˣ˥ ˸ˣ˧ˡˣ˥˧˧ ˣˬ˩ PAC xMTE- ˸ˣˮ˟ˣˬˢ ˧ˡ˟˰ˬ˟ ARM ˪˷ Silicon .Apple ˸ˮ˟ˢ 

˸ˣˮˠˢˢ ˣ˪˪ˢ ˸˧ˮˣ˧˥ ˪˩˪ ˶˵ˣ˥ ˢ˥˦˟˞ ˵˯ˣ˰ˢ ˸ˣˬ˶ˣ˲˦˪˲˟ ˢ˪˞Φ 
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˪˰ ˶˟˥ˬˢ 

˧ˡ˞ ˭˧˩˧˪ˣ˪˴ Σ˭˟ нмΦ ˞˴ˬˮ ˫ˣ˥˸˟ ˶˟˩ ˦˰ˬ˩ ˷˷ ˫˧ˮ˷ Σ˶ˠˣ˟ ˸ˡ˧˥˧ Σунлл ˵˯ˣ˰ ˶˵˥ˬ˟ ˧˸ˮˠˢ ˶˵˥ˣ 

˸ˣ˷˪ˣ˥ Φ˭˸˧ˮ ˶ˣ˴˧˪ ˧˸˧˞ ˶˷˵ ˟˭˧˞ˡ˵ˮ˧˪ 
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˭ˣ˶˸˲ ˟˪˷ˢ ˧ˮ˷ˢ ˪˷BSidesTLV25 CTF  

˸˞ˬ ˭ˬˣ˶ ˭ˬ˲˧ˣ˵ 

 

ˢˬˡ˵ˢ 

˨˪ˢˬ˟ ˰ˣ˟˷ ˶˟˧˧˯ˢ ˶˟ˬ˴ˡ˟ нлнр ΣBSidesTLV ˣ˞˧˴ˣˢ ˸˶ˡ˯ ˫˧˶ˠ˸˞ ˶˲˯ˬ˟ ˫˧˞˷ˣˮ ˫˧ˮˣ˷ Φ˫ˮˬ˞ ˞˪ 

˧˸˥˵˪ ˵˪˥ ˸ˣ˶˥˸˟ Σ˨˞ ˧˸˧˴˶ ˸ˣ˯ˮ˸ˢ˪ ˶ˠ˸˞˟ Reversing ˣˢ˷˪˩ ˧ˮˬˤ˟ ˧ˣˮ˲ˢ Σ˶ˠ˸˞ˢˣ ˧ˮ˷ˢ )ˢˮˣ˩ˬˢ 

"Level 2 ("ˢ˧ˢ ˢ˞˶ˮ ˧˪ ˡˬ˥ˮ. ˶˟ˣˡˬ ˳˟ˣ˵˟ PE-32bit Σ˞˶˵ˮ x˪: Level2.exe Σ˸˰˟ˣ ˣ˸˪˰˲ˢ ˸˪˟˵˸ˬ 

˸ˤˣ˶˥ˬˢ ˢ˞˟ˢ: 

Your health is 1 and you have 30 tokens,how many do you want to use? 

ˢ˴˧˥˪ ˪˰ Enter ˸ˬ˶ˣˠ ˸˯˲ˡˢ˪ ˢ˰ˡˣˢˢ" :Invalid "ˢ˞˧˴˧ˣΥ 

 
ϐ˶ˣ˧˞ м π ˢ˴˶ˢ ˸˧ˮˣ˷˞˶ ˪˷ ˶ˠ˸˞ˢώ 

˥˸˲ˮ ˸˞ ˳˟ˣ˵ˢ ˟Binary Ninja- ˷˲˥ˮˣ ˸˞ ˸ˣˤˣ˶˥ˬˢ ˡˣ˵˟ ˸˞ˣ ˷ˣˬ˧˷ˢ ˫ˢ˟Φ ˨˩ ˢ˪ˠˮ ˸˞ ˢ˧˴˵ˮˣ˲ˢ 

˸˧˷˞˶ˢΥ 

 
  

https://bsidestlv.com/ctf/2025/
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]˶ˣ˧˞ н - ˢ˧˴˵ˮˣ˲ˢ ˸˧˷˞˶ˢ ˧ˮ˲˪ Reversingώ 
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˞˶˵ˮ ˢ˧˴˵ˮˣ˲˪ main ,˶˥˞˪ Reversing ˞˧ˢ ˢ˞˶˧˸ ˨˩Υ 

 
]˶ˣ˧˞ о - ˢ˧˴˵ˮˣ˲ˢ ˸˧˷˞˶ˢ ˶˥˞˪ Reversingώ 
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˭˸˧ˮ ˰˧ˠˢ˪ ˶˲˯ˬ˪ ˸ˣˮ˟ˣ˸: 

¶ ˶˲˯ˬ s health- ˧˸˪˥˸ˢˢ ˣˮ˧ˢ 1 

¶ ˶˲˯ˬ stokens- ˧˸˪˥˸ˢˢ ˣˮ˧ˢ 30 

¶ ˪˩˟ ˸ˮˤˢ ˦˪˵ ύ˶˲˯ˬ ˫˧ˮ˵ˣ˦ˢ ˷ˣˬ˧˷˪ Σό˶˲˯ˬˢ ˟˧˧˥ ˸ˣ˧ˢ˪ ˭˧˟ м ˪ мл ύ˪˪ˣ˩ό 

o ˸˶˥˞ ˯˲ˡˣ˧Invalid  ˵˥˷ˬˢˣ ˫˧˧˸˯˧ 

¶ ˱˯ˣˮ˟ Σ˯˲ˡˣ˧  Invalid ˵˥˷ˬˢˣ ˫˧˧˸˯˧ ˫˞: 

o ˦˪˵ˢ ˪ˣˡˠ ˶˲˯ˬˬ ˫˧ˮ˵ˣ˦ˢ ˶˞˷ˮ˷ 

o ˫˧˧˵˸ˬ health + tokens > 100 

o ˫˧˧˵˸ˬ tokens = 0 and health ≠ 100  

 

¶ ˪˩˟ ˸ˮˤˢ ˶˲˯ˬ ˦˪˵˩ ˰˴˟˸ˬ: 

o ˸˶˧ˬ˷ ˦˪˵ˢ ˧˶˲˯ˬˢ ˨˶˰ˬ˟ ˫˧˦˪˵ ˧˲˪ ˯˵ˡˮ˧˞ ˳˶ ύ˞˶˵ˮ x˪ pathό 

o ˸˶˯˥ˢ ˫˧ˮ˵ˣ˦ tokens-=input 

o ˸˲˯ˣˢ ˫˧˧˥ health+=input  

o ˶˟˰ˬ ˪˰ ˨˶˰ˬ ˫˧˸˟ Array ˨˶ˣ˞˟ оп Φ˫˞ ˨˶˰ˢ ˯˵ˡˮ˧˞˟ 

˧ˠˣˤˢ ˢˣˣ˷ ˸ˣˬ˩˪ s-health ˧˥˩ˣˮˢ Σ˰˴ˣ˟˸ ˢˬ˷ˢ ˪˷ ˨˶˰ˢ 

˞˸˟ ˧˞ˢπ˧ˠˣˤ ˞˟ˢ ˣ˧˶˥˞ ˪˞ health ˭˩ˣ ˯˲ˣ˞˧ ˯˵ˡˮ˧˞ˢ Φ˨˩ 

ˡ˰ ˞˪˷ ˣ˧ˢ˧ ˸ˣˬ˞˸ˢ ˶˸ˣ˧ ˫˧˯˵ˡˮ˧˞˟ ˫˧˧ˠˣˤˢ ˰˧ˠˮˣ ˱ˣ˯˪ 

˨˶˰ˬˢΦ 

˪˩˪ ˸ˮˤˢ ˶˲˯ˬ ˦˪˵˩ ˞˶˵ˮ ˡ˰˴ Φˡ˰˴ ˡ˧˥˧ ˰˧ˮ˸˧ ˸˞ ˪˩ ˨˧˪ˢ˸ˢ 

˦˶ˣ˲ˬ˷ ˪˧˰˪. ˵˶ ˶˷˞˩ ˰˧ˠˮ ˶˲˯ˬ˪ tokens=0 ˭˩ˣ health=100 ,˶ˣ˟˰ˮ 

˟˪˷˪ ˞˟ˢ ˨˧˪ˢ˸˟ decrypt(&path) Φ˶˷˞˩ ˰˧ˠˮ ˪- tokens=0˨˶˰ˬ 

˫˧˦˪˵ˢ path ˪˧˩˧ ˸˞ ˫˧ˡ˰˴ˢ ˣˮ˪˷. 

 

 

 

 
      
ϐ˶ˣ˧˞ п π ˨˶˰ˬ ARRAYώ 
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˸˰˩ ˢˬ˧˷ˬˢ ˢ˶ˣ˶˟ Φˣˮ˧˪˰ ˞ˣ˴ˬ˪ ˪ˣ˪˯ˬ ˫˧ˡ˰˴ ˪˧˟ˣ˧˷ ˣˮ˸ˣ˞ ˟˪˷˪ ˞˟ˢ ˶ˠ˸˞˟ Φ˧ˮ˲˪ ˵ˬ˰˸ˮ˷ ˨˶ˡ˟ 

˭ˣ˶˸˲ˢ ˢˬ˧˷ˬ˪ Σ˳˧˴ˮ ˟˪˷˟ ˞˟ˢ Φ˭˪ˢ˪ ˸˧˧˴˵ˮˣ˲decrypt  ˧ˮ˲˪ ReversingΥ 

 
ϐ˶ˣ˧˞ р π ˸˧˧˴˵ˮˣ˲ decrypt ˪˧ˮ˲ Reversingώ 

˶˥˞˪ˣ ReversingΥ 

ϐ˶ˣ˧˞ с π ˸˧˧˴˵ˮˣ˲ decrypt ˶˥˞˪ Reversingώ 
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˶˲˯ˬ ˸ˣˮ˵˯ˬ ˪˰ ˸˧˧˴˵ˮˣ˲ decrypt: 

¶ ˸˰˴ˣ˟ˬ ˸ˬ˧˸˥  SHA256˪˰ ˪ˣ˪˯ˬ ˫˧˦˪˵ˢ ύpath ό˶˷˞ ˶˸ˣ˲ ˸˞ ˢ˧˰˟ˢ ˟˪˷˟ ˭ˣ˷˞˶ˢ 

¶ ˫˞ ˷˧ ˢˬ˞˸ˢ ˸˥˞ ˬ-о Σ˫˧˯˵ˡˮ˧˞˟ нрΣнсΣнт ˢˬ˧˸˥˟ Σ˰˴ˣ˟˧ XOR ˪˰ нп ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ 

ˢˬ˧˸˥˟ ˫˰ ˥˸˲ˬ ˪ˡˣˠ˟ нп ˫˧˸˟ Φˢ˞˴ˣ˸ˢ ˞˧ˢ ˸˯˲ˡˢ ˪ˠˡˢ ˦ˬ˶ˣ˲˟ BSidesTLV2025{%s}Φ 

¶ ˫˞ ˭˧˞ ˱˞ ˢˬ˞˸ˢ Σ˯˲ˡˣ˧ ˧˩ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˭ˣ˶˸˲ ˶˴˵ ˶˸ˣ˧ 

˸˧˧˴˵ˮˣ˲˪ ˫ˣ˸˧˥ sπSHA256 Σ˧˸˞˶˵ do_sha256. ˢ˧˴˵ˮˣ˲ xʕ ˸˷ˬ˸˷ˬ ˧ˮ˟˞˟ ˭˧˧ˮ˟ ˬπopenssl Φ˨˞ ˢˤ ˞˪ 

˧˦ˣ˵˞ ˸˶˧˸˲˪ ˶ˠ˸˞ˢΦ 

 
]˶ˣ˧˞ т π ˸˧˧˴˵ˮˣ˲ do_sha256 ˪˶˥˞ Reversingώ 

˧˸˧ˢ˧ˤ ˞ ˸SHA256_Init ˪˰ ˧ˡ˧ ˷ˣ˲˧˥ ˫˧˩˶˰ˢ ˫˧˰ˣ˟˵ˢ ˨ˣ˸˟˷ ˢ˧˴˵ˮˣ˲ˢ ύ˴ˢϥ˦˞ ˢ˷˰ ˢˡˣ˟˰ ˸˶ˡˢˮ 

˧ˣˢ˧ˤ˟ ˫ˢ˪˷ Σˢ˷˰ˬ˪ˣ ˶˟ˣˡˬ ˟-IV ˪˷ SHA256:( 

 
]˶ˣ˧˞ у - ˸˧˧˴˵ˮˣ˲ SHA256_Init ˶˥˞˪ Reversingώ 

  

https://github.com/openssl/openssl
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ˣˮˮ˧˧ˮ˰˪ Σ˫ˮˬ˞ ˣˮ˥ˮ˞ ˞˪ ˫˧ˮ˧˟ˬ ˸˞ ˸ˣ˰ˬ˷ˬˢ ˪˷ ˸˷ˣ˪˷ ˫˧˸˟ˢ ˫˧ˣˣ˷ˣˬ˷ ˢˬ˧˸˥˪ ˫˧˯˵ˡˮ˧˞˟ 

нрΣнсΣнт ˨˞ ˸ˣˤˣ˶˥ˬˢˬ ˸ˣ˯˲ˡˣˬˢ ˣˮ˞ ˭˩ ˫˧˪˟˵ˬ ˤˬ˶ ˧˩ ˣˮ˧˪˰ ˱ˣ˞˷˪ ˞ˣ˴ˬ˪ ˸˞ ˪ˣ˪˯ˬˢ ˶˴˵ˢ ˶˸ˣ˧˟ Φ

˸ˣˮˣ˧˯˧ˮ ˴˧˲ϥ˳ˣ˲ ϥ˭˩ˣ ˱˵˰ˬ ˫˧˞ˮ˸ ˸˶ˤ˰˟ Debugging ˞˪ ˣ˶ˤ˰˧ ˣˮ˪ ˧ˮ˲ˬ ˦ˣ˷˲˷ ˣ˯˲ˡˣ˧ ˧˩˶˰ ˪˟ˤ ˶ˣ˟˰ 

˪ˠˡˢΦ 

˧ˮ˞ ˥˧ˮˬ ˣˮ˪ˣ˩˷ ˟˪˷˟ ˢˤ˩ x˞ ˶˥˞ ˣˮ˰ˬ˷ ˪˰ ˫˸˧˶ˣˠ˪˞ BFS ύBreadth First Search ό˶˷˞ ˞˴ˣˬ ˸˞ 

˪ˣ˪˯ˬˢ ˶˴˵ˢ ˶˸ˣ˧˟ ˸ˡˣ˵ˮˬ ˢ˪˥˸ˢ ˸ˡˣ˵ˮ˪ ˫ˣ˧˯ Φˢ˶˵ˬ˟ ˣˮ˪˷ ˢˤ ˸˴˵ ˶˸ˣ˧ ˟˩˶ˣˬ Φ˞˪ ˢ˧ˢ˧ ˵˧˲˯ˬ 

˶˧ˡˠˢ˪ ˸˞ ˧˸ˬ˴ ˱˶ˠˢ ˧˩˶˰˩ ˪ˣ˴˧ˮ ˫˧ˮ˵ˣ˦ˢ ˡ˟˪˟ Φ˶˧ˡˠˮ ˪˩˷ ˸ˬˣ˴ ˱˶ˠ˟ ˞ˣˢ ˟ˣ˪˧˷ ˪˷ ˧ˮ˷ ˫˧˶˦ˬ˶˲ˢ 

ύhealth,tokens left Φό˪˩ ˸ˬˣ˴ ˢˤ˩ ˢˣˣˢˬ ˟˴ˬ ˢ˷˰ˬ˪ˣ ˣˮ˞ ˫˧ˮˣ˟ ˸ˮˣ˩ˬ ˫˧˟˴ˬ ˸˧˲ˣ˯ ύFSM Φό˪˩ ˟˴ˬ 

ˡˠ˞ˬ ˣ˩ˣ˸˟ ˸˞ ˪˩ ˰ˡ˧ˬˢ ˷ˣ˶ˡˢ ˶˞˸˪ ˸˞ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˸˧˥˩ˣˮˢ ˪˷ ˸˩˶˰ˬˢ Φ˸ˣ˸˷˵ˢ ˱˶ˠ˟ ˫ˮ˧ˢ 

˫˧˶˟˰ˬˢ ˭˧˟ ˫˧˟˴ˬˢ Φ˪˩ ˸˷˵ ˢˣˣˢˬ ˡ˰˴ ˡˡˣ˟ ˪˩ˣ ˪˵˷ˬ ˸˷˵ ˞ˣˢ Ϧм Ϧ˭˰ˬ˪ ˸ˣˡ˧˥˞ˢ Φ 

ˤ˞ ˧˶˥˞ ˣˮ˶ˡˠˢ˷ ˸˞ ˱˶ˠˢ ˣˮ˪˷ ,ˣˮ˥ˮ˞ ˫˧˴ˣ˶ ˞ˣ˴ˬ˪ ˪ˣ˪˯ˬ ˶˸ˣ˲ ˶˷˵ˬˢ ˭˧˟ ˸ˬˣ˴ ˢ˪˥˸ˢˢ )1,30 (

˸ˬˣ˴˪ ˸˧˲ˣ˯ˢ )100,0 .(˸ˬ˧˧˵ ˸˥˲˷ˬ ˫˧ˬ˸˧˶ˣˠ˪˞ ˫˷˟ State Space Search ˸˰ˡˣ˧˷ ˶ˣ˸˲˪ ˸ˣ˧˰˟ 

ˣ˪˞˩˷ - ˶ˬˣ˪˩ ˸˞˧˴ˬ ˫˧˪ˣ˪˯ˬ ˢˡˣ˵ˮˬ A ˢˡˣ˵ˮ˪ B ˨ˣ˸ ˸ˣ˟˷˥˸ˢ ˧˟˴ˬ˟ ˸˩˶˰ˬˢ ˫˧ˮˣ˷ˢ .ˢ˥˲˷ˬˢ 

˸˟˪˷ˬ ˢ˩ˣ˸˟ ˫˧ˬ˸˧˶ˣˠ˪˞ ˫˧˧˶˪ˣ˲ˣ˲ ˣˬ˩ BFS ,DFS ˡˣ˰ˣ .ˢ˶˵ˬ˟ ˣˮ˪˷ ,ˣˮ˞ ˫˧ˮ˧˧ˮˣ˰ˬ ˪ˣ˪˯ˬ˟ ˶˴˵ˢ 

˶˸ˣ˧˟ ,˭˩˪ˣ ˶˥˟ˮ ˷ˬ˸˷ˢ˪ ˫˸˧˶ˣˠ˪˞˟ State Space BFS .˫˧ˮ˧˧ˮˣ˰ˬ˪ ˢ˵ˬ˰ˢ˟ ,˶ˬ˞ˬ ˡˬ˥ˮ ˧˸˪˵˸ˮ˷ 

ˣ˟ ˞˷ˣˮ˟ ˢˤ: 

https://codeforces.com/blog/entry/14445м 

˫˞ ˨˩, ˷ˬˬˮ ˸˞ ˫˸˧˶ˣˠ˪˞ˢ ˭ˣ˸˧˧˲˟ ˸˞˧˴ˬ˪ ˪ˣ˪˯ˬˢ ˶˴˵ˢ ˶˸ˣ˧˟ Σ˨ˣ˸ ˸ˣ˟˷˥˸ˢ ˫˧˟˴ˬ˟ ˫˧ˮˣ˷ˢΥ 

""" bfs.py -  State Space Search (BFS) """  

from collections import deque 
 
ARRAY = [ 3, 65, 4, 93, 11, 21, 12, 2, 14, 52, 27, 9, 31, 21, 39, 28, 40, 97, 
49, 33, 53, 43, 55, 36, 56, 38, 67, 76, 78, 69, 98, 27, 99, 74]  
 
def update_health ( health : int ) - > int :  
    i = 0 
    while i < 17:  
        index = i << 1 
        if health == ARRAY[index]:  
            health = ARRAY[index+1]  
            i = 0 
        i += 1 
    return health  
     
def print_path ( path : list [ int ]):  
    print ( " -- > " .join( f "{i}" for i in path), ';' , sep="" )  
 
 
 
def state_space_bfs ( max_path_length ):  
    queue = deque([( 1, 30, [])])  
    visited = set ()  

https://en.wikipedia.org/wiki/Breadth-first_search
https://en.wikipedia.org/wiki/Finite-state_machine
https://en.wikipedia.org/wiki/State-space_search
https://codeforces.com/blog/entry/144451
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    while queue:  
        health, tokens_left, path = queue.popleft()  
        state = (health, tokens_left)  
        if state in visited or len (path) > max_path_length:  
            continue  
        visited.add(state)  
         
        if tokens_left == 0:  
            if health == 100:  
                print_path (path)  
                return  
            continue  
         
        max_tokens = tokens_left if tokens_left < 10 else 10 
        for tokens in range ( 1, max_tokens +1, 1):  
            new_health = update_health(health + tokens)  
            new_path = path + [tokens]  
            queue.append((new_health, tokens_left -  tokens, new_path))  
 
if __name__ == "__main__" :  
    state_space_bfs( 30)  

ϐ˶ˣ˧˞ ф π State Space BFS ˪˰ ˧˟˴ˬ ύhealth,tokens,pathώό 

 

ˤ˞ ˢˬ ˣˮ˟˸˩ ˡˣ˵˟Κ 

¶ ˣˮ˶ˡˠˢ ˸˞ ˨˶˰ˬˢ ˧˲˩ ˰˧˲ˣˢ˷ ˡˣ˵˟ 

¶ ˣˮ˶ˡˠˢ ˢ˧˴˵ˮˣ˲ update_health ˳˪ˬ˯˸˷ ˸˞ ˸˵˧ˠˣ˪ ˭ˣ˩ˡ˰ s-health 

¶ ˣˮ˶ˡˠˢ ˢ˧˴˵ˮˣ˲print_path  ˸˯˲ˡˢ˪ ˟˧˸ˮˢ ˯˵˦ˮ˧˯˟ mermaid ˧ˡ˩ ˢ˧ˢ˧˷ ˶˷˲˞ ˶ˡˮ˶˪ ˱˶ˠ˩ 

ˢ˶˵ˬ˟ ˨˶ˣ˴ˢ )˪˷ˬ˪ ˫˰ https://mermaid.live( 

¶ ˭˟ˣˬ˩ˣ ˣˮ˶ˡˠˢ ˸˞ ˢ˧˴˵ˮˣ˲ˢ state_space_bfs  ˶˷˞ ˸˪˟˵ˬ ˦ˮˬˣˠ˶˞˩ ˸˞ ˨˶ˣ˞ ˪ˣ˪˯ˬˢ ˧˪ˬ˧˯˵ˬˢ - 

˞˪ ˢ˴˶ˮ ˷˲˥˪ ˫˧˪ˣ˪˯ˬ ˫˧˩ˣ˶˞ ˣˮˬˬ Φ˶ˣ˸˟ ˢ˪˥˸ˢ ˶˷˲˞ ˶˧ˡˠˢ˪ ˣ˸ˣ˞ ˸ˣ˧ˢ˪ ол ύ˫ˣˬ˧˯˵ˬ ˫˧ˡ˰˴ˢ 

- ˶˲˯ˬ˩ ˫˧ˮ˵ˣ˦ˢΦό 

ˢ˧˴˵ˮˣ˲˟ state_space_bfs ˷ˬ˸˷ˮ ˢˮ˟ˬ˟ ˫˧ˮˣ˸ˮˢ deque Φˢˤ ˭˧˰ˬ ˸˧ˮ˯˥ˬ  κ˶ˣ˸ ˭˸˧ˮ˷ ˞˧˴ˣˢ˪ 

˫˧˶˟˧˞ ˧ˮ˷ˬ ˫˧ˡˡ˴ˢ ˸ˣ˧˩ˣ˟˧˯˟ O(1) ˣˮ˞ ˷ˬ˸˷ˮ ˢˮ˟ˬ˟ ˢˤ ˸˯ˮ˩ˢ˪ ˫˧˶˟˧˞ ˡ˴˟ ˡ˥˞ ˸˞˴ˣˢˣ ˫˧˶˟˧˞ 

ˡ˴˟ ˧ˮ˷ˢ Φ˪˩ ˶˟˧˞ ˟-deque ˞ˣˢ ˢ˷˰ˬ˪ ˟˴ˬ ˶ˡˠˣˬˣ ˩-ύhealth,tokens_left,current_path Φό˨˩ Σ˨ˣ˸ 

˧ˡ˩ ˸ˣˬˡ˵˸ˢ ˫˧˟˴ˬ˟ ˫˧ˮˣ˷ˢ Σˣˮ˞ ˢ˪ˠˮ ˡˣ˰ ˫˧˟˴ˬ ˫˧˷ˡ˥ ˱˧˯ˣˮ˷ ˫˸ˣ˞ ˭˲ˣ˞˟ ˧ˬ˞ˮ˧ˡ ˪πdeque Φ˶˷˞˩ 

˞˪ ˣ˶˞˷˧˧ ˫˧˟˴ˬ ˫˧˷ˡ˥ ˪˲˦˪ ˫ˢ˟ Σˢˮ˟ˬˢ ˭˵ˣ˶˸˧ ˢ˧˴˵ˮˣ˲ˢˣ ˫˧˧˸˯˸ Φ˨˪ˢˬ˟ ˢ˧˴˵ˮˣ˲ˢ ˫˞ ˫˧˪˵˸ˮ 

˟˴ˬ˟ ˶˟˩˷ ˣˮ˶˵˧˟ x˟ Σ˞˪ ˪˲˦ˮ x˟ ˞˪˞ ˨˧˷ˬˮ ˶˟˧˞˪ ˞˟ˢ ˢˮ˟ˬ˟ ˫˧ˮˣ˸ˮˢΦ 

˶˷˞˩ ˡ˧ˠˮ ˶˟˧˞˪ ˣ˟˷ tokens_left=0 ˫ˠˣ health=0 Σˤ˞ ˯˧˲ˡˮ ˸˞ ˪ˣ˪˯ˬˢ ˟˩˶ˣˬˢ ˫˧ˮ˵ˣ˦ˢˬ 

ˣˮ˷ˬ˸˷ˢ˷ ˪˩˟ ˡ˰˴ ˞˴ˮˣ ˢ˧˴˵ˮˣ˲ˢˬ Φˢ˴˶ˢ ˪˷ ˦˲˧˶˵˯ˢ ˟˧ˮ˸ ˸˞ ˦˪˲ˢ 1Ÿ10Ÿ10Ÿ2Ÿ7Φ 

  

https://mermaid.live/
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˭˧ˤˮ ˸˞ ˢ˶ˡ˯ˢ ˣˮ˪˟˧˵˷ ˸˧ˮ˩˸˪ Level2.exe ˪˟˵ˮˣΥ 

 
]˶ˣ˧˞ мл π ˢˮˤˢ ˪˷ ˪ˣ˪˯ˬˢ ˶˴˵ˢ ˶˸ˣ˧˟ ˸˧ˮ˩˸˪[ 

 

˶ˤˣˬ Φ˸˧ˮ˩˸ˢ ˢ˯˧˲ˡˬ ˧˩ ˫˧˧˵ ˟˧˸ˮ ˶˴˵ ˶˸ˣ˧ Φ˪˟˞ ˢˤ ˞˪ ˭˩˸˧˧ ˸˧˦ˬ˸ˬ ˧˩ BFS ˢ˶ˡˠˢ˟ ˞˴ˣˬ ˸˞ 

˪ˣ˪˯ˬˢ ˶˴˵ˢ ˶˸ˣ˧˟ Φ˫˞ ˨˩ Σ˧˪ˣ˞ ˫˧ˬ˧˧˵ ˡˣ˰ ˫˧˟˧˸ˮ ˨˶ˣ˞˟ рΚ 

ˢˮ˷ˮ ˸˞ ˡˣ˵ˢ ˸˴˵ Φ˵˥ˬˮ ˸˞ return ˸˰˟ ˸˞˧˴ˬ ˪ˣ˪˯ˬ Σ˭˩ˣ ˨˯ˬˮ ˸˞ ˢ˵˧ˡ˟ˢ ˪˷ ˶ˣ˵˧˟ ˫˧˸ˬ˴˟ ˶˟˩˷ 

ˣˮ˶˵˧˟ ˫ˢ˟ Φ˱˯ˣˮ˟ Σ˭˩ˡ˰ˮ ˸˞ ˨˶ˣ˞ˢ ˧˪ˬ˧˯˵ˬˢ ˸ˣ˧ˢ˪ р ύ˸˶˥˞ ˪˟˵ˮ ˢ˟˶ˢ ˡˣ˞ˬ ˧ˠˣ˯ ˫˧˪ˣ˪˯ˬ ˫˧˩ˣ˶˞ Φό

˳˧˶ˮ ˸˞ ˡˣ˵ˢ Σ˪˟˵ˮˣ ˶˲˯ˬ ˫˧˪ˣ˪˯ˬ ˫˧ˬ˧˞˸ˬ ˨˶ˣ˞˟ р: 

ρO ρπO ρπO ςO χȠ 

τO χO ρπO ςO χȠ 

υO φO ρπO ςO χȠ 

φO υO ρπO ςO χȠ 

χO τO ρπO ςO χȠ 

ψO σO ρπO ςO χȠ 

ωO ςO ρπO ςO χȠ 
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˫˞ ˢ˴˶ˮ ˶˧˧˴˪ ˸˞ ˫˧˪ˣ˪˯ˬˢ ˟-mermaid Σ˧˞ˡ˩ ˱˧˯ˣˢ˪ ˪˩˪ ˨˶˰ ˟˧˸ˮ˟ ˸˞ health ˫ˠˣ ˸˞ ˶˲˯ˬ 

˫˧ˡ˰˴ˢ ˣˮ˰˴˧˟˷ ˡ˰ ˢ˩ Φ˨˩ ˪˧ˡ˟ˮ ˶ˣ˧˴˟ ˭˧˟ ˫˧˟˴ˬˢ ˫˧ˮˣ˷ˢ Σ˞˪ˣ ˪˟˵ˮ ˸ˣ˞˪ˣ˪ ˸ˣ˪˟˪˟ˬ Φ˭˸˧ˮ ˭˩ˡ˰˪ ˸˞ 

ˡˣ˵ˢ ˪˰ ˧ˡ˧ ˸˶ˡˠˢ path ˢ˶ˣ˴˟ ˢ˞˟ˢΥ 

# in state_space_bfs  

new_path = path + [( len (path), tokens, new_health)]  
 
def print_path ( path : list [ tuple [ int , int , int ]]):  
    print ( " -- > " .join( f "{i},{j},{k}" for i,j,k in path), ';' , sep="" )  

]˶ˣ˧˞ мм - ˭ˣ˩ˡ˰ ˟˧˸ˮˢ ˶ˣ˟˰ ˶ˣ˧˴ ˫˧˸ˬ˴[ 

ˢ˷˰ˬ˪ ˣˮ˶ˡˠˢ ˧˩ ˪˩ ˸ˬˣ˴ ˱˶ˠ˟ ˢ˧ˢ˧ ˠˣ˯ˢˬ ύstep,tokens,new healthό ˶˷˞˩ Υ 

¶  stepˣˢˤ ˶˲˯ˬ ˫˧ˡ˰˴ˢ ˣˮ˧˷˰˷ ˧ˮ˲˪ Σˣ˞ ˯˵ˡˮ˧˞ ˡ˰˴ˢ ˧˥˩ˣˮˢ ˫˞ ˣ˴˶˸Φ 

¶  tokensˣˢˤ ˶˲˯ˬ ˫˧ˮ˵ˣ˦ˢ ˷ˣˬ˧˷˪Φ 

¶  new healthˣˢˤ ˨˶˰ ˫˧˧˥ˢ ˶˥˞˪ ˷ˣˬ˧˷ ˫˧ˮ˵ˣ˦ˢ ˣˮˤˢ˷ Φ 

˫˧˸ˬ˴ˢ ˫˧˷ˡ˥ˢ ˣˮ˶ˡˠˢ˷ ˸ˣ˷ˬ˷ˬ ˵˶ ˸ˣ˶˦ˬ˪ ˶ˣ˧˴ˢ Φ˫˸˧˶ˣˠ˪˞ s-BFS ˨˧˷ˬ˧ ˡˣ˟˰˪ ˪˰ ˫˧˟˴ˬˢ 

ˠˣ˯ˢˬ ύhealth,tokens leftό: 

 

]˶ˣ˧˞ мн - ˶ˣˡˮ˧˶ ˫˧˪ˣ˪˯ˬˢ ˫˧˶˴˵ˢ ˶˸ˣ˧˟ ύ˨˶ˣ˞ р ό˪˰ ˧ˡ˧ mermaid.liveώ 
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˶ˣˤ˥ˮ ˢ˯˲ˡˢ˪ ˢ˪˧ˠ˶ˢ ύ˵˶ ˶˲˯ˬ ˫˧ˮ˵ˣ˦ˢ ˷ˣˬ˧˷˪ Φό˸˰˩ ˢ˴˶ˮ ˭˧ˤˢ˪ ˸˞ ˫˧˪ˣ˪˯ˬˢ ˸˧ˮ˩˸˪ Σˤ˞ ˷ˬ˸˷ˮ 

π˟subprocess Φ˶˧ˡˠˮ ˸˧˧˴˵ˮˣ˲ activate ˶˷˞ ˸˰˟ ˸˞˧˴ˬ ˪ˣ˪˯ˬ ˫˧˞˸ˬ Σ˪˧˰˲˸ ˸˞ Level2.exe ˥˪˷˸ˣ 

˸˞ ˪ˣ˪˯ˬˢ Σ˫˰ Enter )ϥnξόϥ ˶˥˞˪ ˪˩ ˡ˰˴: 

import subprocess  

 
def activate ( path : list [ int ]) - > str :  
    process = subprocess.Popen( "Level2.exe" , stdin =subprocess.PIPE,  
stdout =subprocess.PIPE, text =True )  
    output, _ = process.communicate( " \ n" .join( map( str , path)))  
    print (output)  
     
     
# in state_space_bfs  
# ...  
if tokens_left == 0:  
    if health == 100:  
        print_path (path)  
        activate(path)  # < ---  new 
    continue  
# ...  
 

]˶ˣ˧˞ мо - ˸˧˧˴˵ˮˣ˲ activateώ 

˳˧˶ˮˣΗ 

˱ˣ˯˟ ˪˩ ˪ˣ˪˯ˬ Σ˶ˣ˟˰ ˪˩ ˡ˥˞ ˫˧˪ˣ˪˯ˬˢˬ ˮˢϦ˪ Σ˯˲ˡˣ˧Υ 

 

]˶ˣ˧˞ мп - ˢ˯˲ˡˢ ˶˥˞˪ ˪˩ ˫ˣ˧˯ ˪ˣ˪˯ˬ ˶˸ˣ˲˷ ˸˞ ˟˪˷ˢ ˭ˣ˷˞˶ˢ ˨˶ˣ˞˟ рώ 

˱˞ ˡ˥˞ ˫˧˪ˣ˪˯ˬˢˬ ˡ˰ ˢ˩ ˞˪ ˫˶ˠ ˸˯˲ˡˢ˪ ˪ˠˡˢ Φ˭˞˩ ˶˟˩ ˧˸˧˧ˢ ˪˟˪ˣ˟ˬ Φˤ˞ ˧˸˶˴˧ ˶˷˵ ˫˰ ˶˟˥ˬ 

˶ˠ˸˞ˢ ˢˡˣˢ˷ ˧˩ ˸ˬ˧˧˵ ˸ˣ˰˦ ˶ˠ˸˞˟ ˧˩ˣ ˫˧ˬ˧˧˵ ˫˧˪ˣ˪˯ˬ ˫˧˲˯ˣˮ ˫˧˶˸ˣ˲˷ ˸˞ ˢˡ˧˥ˢ Σ˪ˣ˪˯ˬˢ˷ˣ ˭ˣ˩ˮˢ 

ˣˮ˧ˢ ˨˶ˣ˞˟ т Φ˱˯ˣˮ˟ ˶˟˥ˬˢ ˭˧˧˴ ˧˩ ˢ˶˦ˬˢ ˞˧ˢ ˞˪ ˯˶ˣˣ˶˪ ˸˞ ˣ˦˲˧˶˵ˢ ύ˸ˬ˧˸˥ s-SHA256 Φό 

˫˞ ˯˧˲ˡˮ ˸˞ ˫˧˪ˣ˪˯ˬˢ ˫˧˶˸ˣ˲˷ ˸˞ ˟˪˷ˢ ˭ˣ˷˞˶ˢ ˡ˰ ˨˶ˣ˞ т ύ˪˪ˣ˩ ό˪˟˵ˮ ˢˬ˧˷˶ ˢ˩ˣ˶˞ ˡˣ˞ˬ Φ˫˧ˬ˧˧˵ 

тфн ˫˧˪ˣ˪˯ˬ ˫˧ˬ˧˞˸ˬΗ ύ˵ˡ˟ˮ ˪˰ ˧ˡ˧ ˸˲˯ˣˢ ˢˮˣˬ Φό 

ˤ˞ ˷˧ ˢ˪˵˸ ˶ˠ˸˞˟ Σ˧˸˯˥˧ˣ ˸ˣ˟˧˷˥ ˢˢˣ˟ˠ ˧ˡˬ ˢ˯˲ˡˢ˪ ˸˪˟˪˟ˬˢ ˧˩ ˫˧˧˵ ˪ˣ˪˯ˬ ˶˴˵ ˶˸ˣ˧ Σ˪˟˞ ˭˧˧ˡ˰ 

˧˸˧˴˶ ˞ˣ˴ˬ˪ ˸˞ ˪ˣ˪˯ˬˢ ˭ˣ˩ˮˢ Φ 
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˶ˣˤ˥ˮ ˦˲˧˶˵˯˪ ˱˧˯ˣˮˣ ˢ˧˴˵ˮˣ˲ ˪˟˵˸˷ ˦˪˵˩ ˸˞ ˪ˣ˪˯ˬˢ ˶˧ˤ˥˸ˣ ˸ˬ˧˸˥ SHA256 ύ˨˶ˣ˞˟ он ˫˧˸˟Υό 

import hashlib  

def sha256( path : list [ int ]) - > bytes :  
    m = hashlib.sha256()  
    m.update( bytes (path))  
    return m.digest()  

]˶ˣ˧˞ мр - ˫ˣ˸˧˥ 3(!ςυφ ˟-Pythonώ 

˱˯ˣˮ˟ Σ˶˧ˡˠˮ ˢ˧˴˵ˮˣ˲ ˵ˣˡ˟˸˷ ˸˞ ˸˷ˣ˪˷ ˸ˣˬ˞˸ˢˢ ˣˮ˧ˣ˴˷ ˪˧˰˪Υ 

def check_hash ( digest : bytes ) - > bool :  

    return (digest[ 25] == 0x7C) or (digest[ 26] == 3) or (digest[ 27] == 0x92)  
 

]˶ˣ˧˞ мс - ˸˵˧ˡ˟ s-Hashώ 

˭˩ˡ˰ˮ ˸˞ ˸˧˧˴˵ˮˣ˲  state_space_bfs˫ˣ˸˥˪ ˸˞ ˫˧˪ˣ˪˯ˬˢ ˫˧ˬ˧˞˸ˬˢ Σ˫˞ˣ ˸ˬ˧˧˵ ˸ˣ˥˲˪ ˢˬ˞˸ˢ ˸˥˞ 

˭˧˟ˬ s-о Σ˵˶ ˤ˞ ˞˶˵ˮ ˪-activateΥ 

# in state_space_bfs  

 
if tokens_left == 0:  
    if health == 100:  
        digest = sha256(path)  
        if check_hash(digest):  
            activate(path)  
    continue  
 

˱˯ˣˮ˟ Σ˭˩ˡ˰ˮ ˸˞ ˸˧˧˴˵ˮˣ˲ activate ˯˧˲ˡˢ˪ ˵˶ ˸˞ ˪ˠˡˢΥ 

import subprocess, re  

def activate ( path : list [ int ]) - > str :  
    process = subprocess.Popen( "Level2.exe" , stdin =subprocess.PIPE,  
stdout =subprocess.PIPE)  
    output, _ = process.communicate( " \ n" .join( map( str , path)).encode( "utf - 8" ))  
    output = output.decode( "utf - 8" , errors ="replace" )  
    if output:  
        match  = re.search( r 'BSidesTLV2025 \ {. +\ } ' , output)  
        if match:  
            print_path(path)  
            # remove whitespaces for bad flags  
            print ( "" .join(match.group( 0).split()))   
 

]˶ˣ˧˞ мт - ˸˧˧˴˵ˮˣ˲ activate ˸˪˪ˣ˩ˢ ˸˯˲ˡˢ ˪ˠˡˢ[ 
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˳˧˶ˮ ˶˥˞˪ˣ ˢˮ˸ˬˢ ˪˷ ˶˲˯ˬ ˸ˣ˧ˮ˷ Σ˪˟˵ˮ ˸˞ ˦˪˲ˢΥ 

 

]˶ˣ˧˞ му - ˸˯˲ˡˢ ˫˧˪ˣ˪˯ˬˢ ˫˧˶˸ˣ˲˷ ˸˞ ˶ˠ˸˞ˢ ˡ˥˧˟ ˫˰ ˪ˠˡˢ ˶ˤˠˮ˷ ˫ˢˬ[ 

ˤ˞ ˣˮ˪˟˧˵ т ˫˧˪ˣ˪˯ˬ ˫˧˶˸ˣ˲˷ ˸˞ ˶ˠ˸˞ˢ ˧˲˩ ˞ˣˢ˷ Σ˵˶ˣ ˡ˥˞ ˫ˢˬ ˟˧ˮˬ ˪ˠˡ ˫˰ ˫˧ˣˣ˸ ˫˧˧ˮˣ˧ˠˢ Φ˶ˣ˟˰ 

˪ˣ˪˯ˬˢ оO рO рO мO  сO  тO о Σ˪˟˵ˮ ˸˞ ˪ˠˡˢΥ 

BSidesTLV2025{YoU_aRe_A_Tru3_G4m3r!!!!} 

˭˸˧ˮ ˫ˠ ˵˧˸˰ˢ˪ ˸˞ ˥˸˲ˬ s-xor ˪˞ ˦˲˧˶˵˯ˢ ˭ˣ˸˧˧˲ˢ ˣˮ˪˷ ˰˴˟˪ˣ ˢ˶ˬˢ ˣˮˬ˴˰˟ ˫ˣ˵ˬ˟ ˞ˣ˶˵˪ ˪-

Level2.exe: 

def xor_hash ( digest : bytes ):  

    key = 
b" \ x6a\ x2f \ x26\ x4c\ xc4\ xc0\ x76\ x70\ x90\ xd1\ x87\ x9b\ x2c\ x4b\ x91\ x20\ x8a\ x2a\ x7f \
x2e\ xcb\ x1d\ x43\ x39"  
    flag = ""  
    for i in range ( len (key)):  
        flag += chr (digest[i] ^ key[i])  
    print ( "BSidesTLV2025{" + flag + "}" , sep="" )  
 

ϐ˶ˣ˧˞ мф π ˸˧˧˴˵ˮˣ˲ xor_hash ˸˰˴˟ˬˢ xor ˪˷ ˥˸˲ˬˢ ˫˰ sπHashώ 

 

˫ˣ˩˧˯ 

˧˸˟ˢ˞ ˸˞ ˷ˣˬ˧˷ˢ ˟- State Space Search˭ˣ˶˸˲˪ ˶ˠ˸˞ˢ Φ˸ˣ˶ˬ˪ˣ ˧˸˪˶˦ˣˢ˷ ˸˴˵ ˪˰ ˧ˡ˧ ˦˯˵˦ˢ ˭˰˦˷ 

˧˩ ˫˧˧˵ ˪ˣ˪˯ˬ ˶˴˵ ˶˸ˣ˧ ˭ˣ˶˸˲ˢˬ ˪˷ BFS Σ˭˧˧ˡ˰ ˧˸˧ˮˢˮ ˨˧˪ˢ˸ˢˬ Φ˧˞ˡ˩ ˡ˧ˬ˸ ˸˥˵˪ ˭ˣ˟˶˧˰˟ ˪˟ˠˣˬ ˸˞ 

ˢˬ ˫ˣ˷˶˷ όΥ 

˱˯ˣˮ˟ Σ˳˧˪ˬ˞ ˪˰ ˸˞˧˶˵ s˦˯ˣ˲ˠˣ˪˟ ˞˟ˢ Φ˦˯ˣ˲˟ ˢˤ ˶˟˥ˬˢ ˶˞˸ˬ ˡ˴˧˩ ˶˸˲ ˶ˠ˸˞ Reversing ˪˷Flare 

On 12 ˸˶ˤ˰˟ State Space BFS ˸˶ˤ˰˟ˣ ˸ˣ˪ˣ˩˧ ˦˲˧˶˵˯ˢ ˪˷ Binary Ninja Φ 

  

https://jhalon.github.io/flare-on-12-ntfsm
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˥˲˯ˮ - ˦˲˧˶˵˯ Python ˞˪ˬ 

""" bfs.py -  State Space Search (BFS) """  

from collections import deque 
 
ARRAY = [ 3, 65, 4, 93, 11, 21, 12, 2, 14, 52, 27, 9, 31, 21, 39, 28, 40, 97, 
49, 33, 53, 43, 55, 36, 56, 38, 67, 76, 78, 69, 98, 27, 99, 74]  
     
import hashlib  
def sha256( path : list [ int ]) - > bytes :  
    m = hashlib.sha256()  
    m.update( bytes (path))  
    return m.digest()  
     
def check_hash ( digest : bytes ) - > bool :  
    return (digest[ 25] == 0x7C) or (digest[ 26] == 3) or (digest[ 27] == 0x92)  
 
def update_health ( health : int ) - > int :  
    i = 0 
    while i < 17:  
        index = i << 1 
        if health == ARRAY[index]:  
            health = ARRAY[index+1]  
            i = 0 
        i += 1 
    return health  
     
def print_path ( path : list [ int ]):  
    print ( " -- > " .join( f "{i}" for i in path), ';' , sep="" , end=" \ t " )  
 
def  state_space_bfs ( max_path_length ):  
    """BFS on state space: (health, tokens_left, path)"""  
    queue = deque([( 1, 30, [])])  
    visited = set ()  
     
    while queue:  
        health, tokens_left, path = queue.popleft()  
        state = (health, tokens_left )  
        #if state in visited or len(path) > max_path_length:  
        if len (path) > max_path_length:  
            continue  
        visited.add(state)  
         
        if tokens_left == 0:  
            if health == 100:  
                digest = sha256(path)  
                if check_hash(digest):  
                    activate(path) # or xor_hash(path, digest)  
            continue  
         
        max_tokens = tokens_left if tokens_left < 10 else 10 
        for tokens in range ( 1, max_tokens +1, 1):  
            new_health = update_health(health + tokens)  
            new_path = path + [tokens]  
            queue.append((new_health, tokens_left -  tokens, new_path))  
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import subprocess, re  
def activate ( path : list [ int ]) - > str :  
    process = subprocess.Popen( "Level2.exe" , stdin =subprocess.PIPE,  
stdout =subprocess.PIPE)  
    output, _ = process.communicate( " \ n" .join( map( str , path)).encode( "utf - 8" ))  
    output = output.decode( "utf - 8" , errors ="replace" )  
    if output:  
        match  = re.search( r 'BSidesTLV2025 \ {. +\ } ' , output)  
        if match:  
            print_path(path)  
            print ( "" .join(match.group( 0).split()))  # remove whitespaces for 
bad flags  
 
def xor_hash ( path : int , digest : bytes ):  
    key = 
b" \ x6a\ x2f \ x26\ x4c\ xc4\ xc0\ x76\ x70\ x90\ xd1\ x87\ x9b\ x2c\ x4b\ x91\ x20\ x8a\ x2a\ x7f \
x2e\ xcb\ x1d\ x43\ x39"  
    flag = ""  
    for i in range ( len (key)):  
        flag += chr (digest[i] ^ key[i])  
    print_path(path)  
    flag = "" .join(flag.split()) # remove whitespaces  for bad flags  
    print ( "BSidesTLV2025{" + flag + "}" , sep="" )  
 
if __name__ == "__main__" :  
    state_space_bfs( 7)  
 

]˶ˣ˧˞ нл - ˦˲˧˶˵˯ Python ˞˪ˬ[ 

 

˫˧˯ˮ˶˲˶ 

 

¶ https://jhalon.github.io/flare-on-12-ntfsm 

¶ https://codeforces.com/blog/entry/144451 

¶ https://en.wikipedia.org/wiki/Breadth-first_search 

¶ https://en.wikipedia.org/wiki/Finite-state_machine 

¶ https://en.wikipedia.org/wiki/State-space_search 

 

 

  

https://jhalon.github.io/flare-on-12-ntfsm
https://codeforces.com/blog/entry/144451
https://en.wikipedia.org/wiki/Breadth-first_search
https://en.wikipedia.org/wiki/Finite-state_machine
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Trust No One  

˫˧˶˟ˣ˰ ˢ˧˴˶ˡ˲˪ Κ˪˞ ˣ˶˧˞˷˸ ˸˞ ˸ˣ˥˸˲ˬˢ ˸˪ˡ˟ 

˸˞ˬ ˢ˪˧ˢ ˣ˶˵ˣˤˣ˵ 

 

 

ˢˬˡ˵ˢ 

˨˷ˬ˟ ˢ˲ˣ˵˸ ˢ˩ˣ˶˞ Σ˸ˣ˞ˬ˯˧˯ ˸ˣ˥˸˲ˬˣ ˫˧˧˦˦˯ ˣ˧ˢ ˧˶ˣ˟˰ ˠˣ˯ ˪˷ Ϧ˸˶˧˶˟ ˪ˡ˥ˬ ΦϦ˞˪ ˸ˬ˞˟ ˧˸˟ˢ˞ 

˫˸ˣ˞ Σ˪˟˞ ˢ˧ˢ ˢˬˡˮ ˭˧˞˷ ˫ˢ˪ ˱˧˪˥˸ ˧˸˧ˬ˞ Φ˪˩ˢ ˢˮ˸˷ˢ ˧˸˧˪˧ˠ˷˩ ˶˷˲˞˷ ˪ˢˮ˸ˢ˪ ˦˰ˬ˩ ˫ˢ˧ˡ˰˪˟ 

˸ˣ˩ˤ˟ ˭ˣˮˠˮˬ ˫˰ ˫˷ ˸˴˵ ˧ˮ˩˦ ˧ˡˬ π FederationΦ 

˶˟˰ˬˢ ˢ˧˴˶ˡ˲˪ ˷˧ˠ˶ˢ ˣˬ˩ ˸˴˧˲˵ ˢˠ˶ˡˬ Σˢˤ ˭ˣ˶˸˲ ˧˦ˮˠ˪˞ ˶˸ˣ˲˷ ˸ˣ˧˰˟ ˢ˥˦˟˞ ˷˶ˣ˷ˢˬ Σ˪˟˞ ˪˩˩ 

˧˸˵ˬ˰ˢ˷ x˟ Σ˧˸ˮ˟ˢ ˞ˣˢ˷ ˷˶ˣˡ ˣˮ˸˧˞ˬ ˣˢ˷ˬ ˶˥˞ Υ˸ˣˮ˵˧˧ˡ Φ˶ˬ˞ˬ˟ ˢˤ ˧ˮ˞ ˢ˴ˣ˶ ˱˸˷˪ ˫˩˸˞ ˢˬ˪ 

ˢ˧˴˶ˡ˲ ˞˧ˢ ˧˪˩ ˪˩ ˨˩ ˧˸ˬ˴ˣ˰ Σ˞˵ˣˣˡˣ ˪˪ˠ˟ ˢˤ ˢˬ˪ ˞˧ˢ ˸˷˶ˣˡ ˣˮ˸˧˞ˬ ˸ˬˣ˷˸ ˟˪ ˸˧˪ˬ˧˯˵ˬ ˫˧˦˶˲˪ 

˫˧ˮ˦˵ˢΦ 

˵˪˥˟ ˭ˣ˷˞˶ˢ ˪˷ ˶ˬ˞ˬˢ ˡ˵ˬ˸ˮ ˸ˣ˶ˡˠˢ˟ ˶˥˞˪ˣ ˭˩ˬ ˫˧ˠˡ˞ ˨˧˞ ˸ˣ˰˦ ˢ˶ˡˠˢ ˢˮ˦˵ Σˣˤ˩ ˪˵˷ ˡˣ˞ˬ 

˯˲˯˲˪ Σˢ˪ˣ˩˧ ˨ˣ˲ˢ˪ ˸˞ ˭ˣˮˠˮˬˢ ˢˤˢ ˸˪ˡ˪ ˢ˥ˣ˸˲ ˢ˦˧˪˷˪ ˢ˞˪ˬ ˸˷˶˟ ˸˧ˮˣˠ˶˞ˢ π ˢ˷˪ˣ˥ ˧˸˷ˠ˲˷ ˞˪ 

˫˰˲ Ϧ˥˦˷˟ ΣϦ˫ˠ ˸ˣ˟˧˟˯˟ Production ˪˷ ˸ˣ˶˟˥ ˵ˮ˰Η 

 

˫˪ˣ˰ ˞˪˪ ˸ˣ˥˸˲ˬ 

ˣˮ˧˧ˬˡ ˫˪ˣ˰ ˣ˟˷ ˭˧˞ ˸ˣ˥˸˲ˬ Φ˞˪ ˸˧˟˪ Σ˞˪ ˟˩˶˪ Σ˞˪ˣ ˫˧˧ˮ˲ˣ˞˪ Φ˫˸˞ ˫˧˟˶˵˸ˬ ˸˪ˡ˪ ˞˧ˢˣ ˸˥˸˲ˮ 

ˢˬ˴˰ˬ Φ˞˪ ˧˩ ˫˸˷˵ˢ ˡˣ˵ Σ˞˪ ˧˩ ˫˸˵ˤ˥ˢ ˴ϥ˲˧ Σ˞˪˞ ˧˩ ˸˩˶˰ˬˢ ˢˢˤˬ ˫˩˸˞ ˫˴˰ˬ ˫˩˸ˣ˧ˢ ˫˸˞ Φ˨˶ˡˢ 

ˢ˟˷ ˫˸˞ ˫˧˰ˮ Σ˟˴˵ˢ ˫˩˪˷ Σˣˤ ˢˬ˧˸˥ˢ ˸˧˪˦˧ˠ˧ˡˢ ˸˧ˡˣ˥˧˧ˢˣ ˫˸˞˷ ˫˧˶ˡ˷ˬ π ˪˩ ˣ˪˞ ˫˧˶˴˧˧ˬ ˸ˣˢˤ 

˸˧ˡˣ˥˧˧ ˢ˷˵˷ ˡˣ˞ˬ ˱˧˧ˤ˪ Φ˭˧˞ ˥˸˲ˬ ˡ˟˞˪ Σ˭˧˞ ˡˣ˵ ˥ˣ˩˷˪Φ 

ˢˤ ˰ˬ˷ˮ ˫˪˷ˣˬ Σ˭ˣ˩ˮ Κ˵ˣ˧ˡ˟ˣ ˢ˟˧˯ˢˬ ˣˤˢ Σˢˤ ˫ˠ ˰ˬ˷ˮ too good to be true Φ˭ˣ˧˰˶ˢ ˪˷ ˢ˷˧ˠ 

˸˯˯ˣ˟ˬˢ ˪˰ ˭ˣˬ˞ ˸ˣˢˤ˟ ˞˪ˣ ˪˰ ˳˲˥ ˧˷˥ˣˬ ύˣˬ˩ ˥˸˲ˬ x˞ ˢˬ˯˧˯ Σό˞ˣˢ ˯˧˯˟ˢ ˢˬ˪ ˞˶˵ˮ˷ ˫˪ˣ˰˟ 

ˢ˥˦˟˞ˢ Federation Φ˫ˣ˵ˬ˟ ˵˧ˤ˥ˢ˪ ˥˸˲ˬ Σˣˢ˷˧ˬ ˶˥˞ ˡ˧˰ˬ ˫˩˧˪˰ Φ˸˩˶˰ˬˢ ˞˪ ˢ˩˧˶˴ ˶˧˩ˢ˪ ˫˩˸˞ 

˷˞˶ˬ Σ˞˧ˢ ˦ˣ˷˲ ˢ˩˧˶˴ ˨ˣˬ˯˪ ˪˰ ˫˶ˣˠˢ ˵˧˲ˮˢ˷ ˸˞ ˶ˣ˷˧˞ˢ ˫˸˞˷ ˫˧˵˧ˤ˥ˬΦ 
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˧ˡ˩ ˭˧˟ˢ˪ ˢˬ˪ ˪ˡˣˬˢ ˢˤˢ ˱˧˪˥ˬ ˸˞ ˫˪ˣ˰ ˸ˣ˞ˬ˯˧˯ˢ Σˢˬ˪ˣ ˞ˣˢ ˪ˣ˪˰ ˶˟˷˧ˢ˪ ˢ˶ˣ˴˟ ˸ˮ˩ˣ˯ˬ Σˣˮ˥ˮ˞ 

˫˧˩˧˶˴ ˶ˣˤ˥˪ ˰ˠ˶ ˯˧˯˟˪ ˵˧˰ˬˢ ˪˷ ˣˮ˧˧˥ Υˢˬ˯˧˯ˢ ˸˧˦˦˯ˢΦ 

ˢˬ˪ ˪ˡˣˬˢ ˭˷˧ˢ ˶˟˷ˮΚ 

˸ˣ˞ˬ˯˧˯ ˭s ˭ˣˮˠˮˬ ˸ˣˬ˧˞ˢ ˶˩ˣˬˢ ˶˸ˣ˧˟ Φ˨˷ˬ˟ ˫˧˶ˣ˷˰ ˢˤ ˢ˧ˢ ˦ˣ˷˲ Υ˧ˬ ˵˧ˤ˥ˬ˷ ˥˸˲ˬ˟ Σ˯ˮ˩ˮ Φ˧ˬ 

˞˪˷ Σ˶˞˷ˮ ˳ˣ˥˟ Φ˪ˡˣˬˢ ˢˤˢ ˡ˟˰ ˣ˧ˢ˷˩ ˣˮ˪ ˷ˣ˪˷ ˸ˣ˩˶˰ˬ ˢ˰˟˶˞ˣ ˫˧˷ˬ˸˷ˬ Φ˫ˣ˧ˢ Κ˫˪ˣ˰ˢ ˢˤˢ 

ˢˮ˸˷ˢ Σ˶˲˯ˬ ˫˧˸ˣ˶˧˷ˢ ˪ˡˠ Σ˶˲˯ˬ ˫˧˷ˬ˸˷ˬˢ ˞˪ˢπ˫˧˧˷ˣˮ˞ ύNon Human Identity - NHI ό˵ˮ˧ˤ Σ

˶˲˯ˬˣ ˸ˣˬˣ˵ˬˢ ˫ˢ˟˷ ˸ˣ˞ˬ˯˧˯ ˸ˣ˥˸˲ˬˣ API ˫˧˶ˬ˷ˮ Σ˫˧˵˸˰ˣˬ x˞ ˫˧˥˩˷ˮ ˨˲ˢ ˢ˟˶ˢ˪ ˶˸ˣ˧ ˥˧˩˷ 

ˢˬˬ ˣˮ˧˧ˢ˷ ˫˧˴ˣ˶ ˭˧ˬ˞ˢ˪Φ 

ˢ˧˰˟ˢ ˞˧ˢ ˞˪ ˵˶ ˸ˣ˞ˬ˯˧˯˷ ˸ˣ˟ˮˠˮ Φˢ˧˰˟ˢ ˞˧ˢ ˭ˢ˷ ˸ˣ˧˦˦˯ Φ˥˸˲ˬ API ˶ˬ˷ˮ˷ ˟πGitHub Secret 

˶˞˷ˮ ˫˷ ˥˴ˮ˪ Φ˫˞ ˞ˣˢ ˱˪ˡ Σ˱˵ˣ˸ˢ ˵˧ˤ˥ˬ ˞ˬ˯˧˯˟ ˫˩˪˷ ˡ˰ ˣ˰˴˟˸˷ ˢ˧˴˦ˣ˶ ˸˧ˮˡ˧ Φˣ˪˧˲˞ ˫˰ MFA Σ

ˢ˧˰˟ˢ ˸˧˯˧˯˟ˢ ˸˶˞˷ˮ Υ˷˧ Ϧ˞ˬ˯˧˯ Ϧ˸˧˷˥ˣˬ Σ˫˞ˣ ˣˢ˷˧ˬ ˶˥˞ ˵˧ˤ˥ˬ ˢ˟ Σ˞ˣˢ ˫˧ˮ˲˟ Φˢ˧˴˶ˡ˲ ˢ˞˟ 

˸ˣˮ˷˪ ˸˞ ˢˬˠ˧ˡ˶˲ˢ ˣˤˢ ˡˣ˯˧ˢˬΦ 

 

˭ˣ˪˧ˬ ˫˧ˠ˷ˣˬ 

˧ˮ˲˪ ˪ˣ˪˴ˮ˷ ˫˧˧˟˶˵˪ ˪˷ ˭ˣˮˠˮˬˢ Σˣ˞ˣ˟ ˶˷˧˧ˮ x˵ ˪˰ ˫˧ˠ˷ˣˬˢ Φ˫˞ ˫ˢ ˫˧˶˩ˣˬ ˫˩˪ ˫˧ˮˬˤˣˬ ˨˧˷ˬˢ˪ ˵˶˲˪ 

˞˟ˢΥ 

мΦ ˸ˣˢˤ ύIdentity Υό˭ˮ˰˟ Σ˸ˣˢˤ ˞˧ˢ ˪˩ ˸ˣ˷˧ ˸˷˵˟ˬ˷ ˰˴˟˪ ˢ˪ˣ˰˲ Φˢˤ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˭˟ ˫ˡ˞ ύHuman Σό

˪˟˞ ˫˪ˣ˰˟ ˧ˮ˶ˡˣˬˢ ˢˤ ˟ˣ˶˪ Workload π ˨˧˪ˢ˸ ˧˦ˬˣ˦ˣ˞ Σˡˣ˵ ˳˶˷ ˟πKubernetes Σˣ˞ Pipeline ˪˷ 

CI/CD Φˣ˟˷˥˸ ˪˰ identity ˪˰˩ sϦ˸ˡˣ˰˸ ˸ˣˢˤ Ϧ˪˷ ˷˵˟ˬˢΦ 

нΦ :Service Account ˞ˣˢ "˭ˣ˟˷˥ ˷ˬ˸˷ˬ "ˣˮ˧˞˷ ˡ˰ˣ˧ˬ ˧ˮ˟˪ ˫ˡ˞ ,˞˪˞ ˸ˣˮ˩ˣ˸˪ )˸ˣ˧˴˵˧˪˲˞ ,˫˧˸˶˷ 

ˣ˞ ˫˧˦˲˧˶˵˯ .(ˡˣ˰˟ ˷ˬ˸˷ˬ˷ ˧˷ˣˮ˞ ˢˢˡˤˬ ˫˰ ˪˧˧ˬ˧˞ ˢˬ˯˧˯ˣ ,-sService Account ˞ˣˢ ˸ˣ˷˧ 

˨ˣ˸˟ ˭ˮ˰ˢ ˵˧ˤ˥ˬ˷ ˸ˣ˞˷˶ˢ ύRolesό ˰ˣ˴˧˟˪ ˸ˣ˪ˣ˰˲ ˪˰ ˫˧˟˞˷ˬ.. 

оΦ Workload Identity: ˣˢˤ ˭ˣˮˠˮˬˢ ˶˷˲˞ˬ˷ ˸ˣ˧ˣˢˤ˪ ˳ˣ˥ˬ ˭ˮ˰˪ )ˣˬ˩ GitHub Actions (˸ˣˢˡˤˢ˪ ˪ˣˬ 

˭ˮ˰ˢ ˧˪˟ ˢˬ˯˧˯ .˨˧˞ ?˫ˣ˵ˬ˟ ˵˧ˤ˥ˢ˪ ˥˸˲ˬ ˧˦˦˯ ˯˧˩˟ ,-sWorkload ˠ˧˴ˬ ˸˥˩ˣˢ ˸ˣˢˤ 

˸˧˲˶ˠˣ˦˲˧˶˵ ˸˧ˮˬˤ OIDC Token) ˸˯˯ˣ˟ˬˢ ˪˰ ˶˷˵ˢˢ ˣ˟˷ ˞ˣˢ ˳˶ .˪˷ˬ˪" :˧ˮ˞ s-Pipeline ˳˶˷ 

ˣ˧˷˩˰ ˪˰ s-Main Branch ˶ˠ˞ˬ˟ X .("˭ˮ˰ˢ ˵ˡˣ˟ ˸˞ ˢ˥˩ˣˢˢ ˣˤˢ ˪ˣˬ ˵˲˯ ˸ˣˢˤˢ )GitHub (

˦˧˪˥ˬˣ ˫˞ ˯˧ˮ˩ˢ˪ ˫˩˸˞ ˢˬ˧ˮ˲. 

пΦ sπTrust Policy Υˢˤ ˠ˷ˣˬˢ ˧˩ˢ ˟ˣ˷˥ ˶ˬ˞ˬ˟ Φˡˣ˰˟ ˷πPermission Policy ˢ˶˧ˡˠˬ ˢˬ ˶˸ˣˬ ˸ˣ˷˰˪ 

ύ˸ˣ˞˷˶ˢ ˢ˷˧ˠ ˫˧˟˞˷ˬ˪ ΣόπsTrust Policy ˢ˶˧ˡˠˬ ˧ˬ ˧˞˷˶ ˪˪˩˟ ˷ˬ˸˷ˢ˪ ˸ˣˢˤ˟ ˪˷ sπService 

Account ύsπPrincipalΦό 
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˫˞ˣ ˦˷˲ˮ ˸˞ˤ: 

¶ Permission PolicyΥ ˸ˬ˧˷˶ ˫˧˶ˡ˥ˢ ˶˸ˣˬ˷ ˨˪ ˯ˮ˩˧ˢ˪ ˫ˢ˧˪˞ ˭˧˧ˮ˟˟Φ 

¶ Trust PolicyΥ ˸ˬ˧˷˶ ˫˧˷ˮ˞ˢ ˶ˬˣ˷ˢ˷ ˢ˯˧ˮ˩˟ ˭˩ˣˬ ˪˪˩˟ ˸˸˪ ˫ˢ˪ ˥˸˲ˬΦ 

рΦ .Authentication vs. Authorization ύˣ˞ Υ˧ˬ ˢ˸˞ ˢˬˣ ˶˸ˣˬ ˨˪όΚ ˧ˡ˩ ˞˪ ˸˩˪˪ ˡˣ˟˧˞˪ Σˡ˧˶˲ˮ ˭˧˟ 

˧ˮ˷ ˫˧˟˪˷ ˫ˢ˧ˮ˧˟˷ ˶˟ˣ˰ sπTrust Boundary ύ˪ˣ˟ˠ ˭ˣˬ˞ˢ Φό˪ˣ˟ˠ ˭ˣˬ˞ˢ ˞ˣˢ ˢˡˣ˵ˮˢ ˢ˟˷ ˸˩˶˰ˬˢ 

ˢ˵˧˯˲ˬ ˡˣ˷˥˪ ˢ˪˧˥˸ˬˣ ˨ˣˬ˯˪: 

¶ Authentication ύ˸ˣˬ˧˞Υό ˟˪˷˟ ˢˤˢ ˭ˮ˰ˢ ˪˞ˣ˷ Ϧ˧ˬ ˢ˸˞ ΦϦΚ˞ˣˢ ˵ˡˣ˟ ˸˞ sπOIDC Token 

˞ˡˣˣˬˣ ˞ˣˢ˷ ˧˸˧ˬ˞ ˫ˣ˸˥ˣ ˸˧˲˶ˠˣ˦˲˧˶˵ ˪˰ ˧ˡ˧ ˣˢ˷˧ˬ ˞ˣˢ˷ ˶˧˩ˬ ύˣˬ˩ GitHub Φόˣˢˤ ˨˧˪ˢ˸ ˪˷ 

˧ˣˢ˧ˤ π ˭ˮ˰ˢ ˞ˡˣˣˬ ˢˡˣ˰˸ˢ˷ ˢˠ˴ˣˢ˷ ˢˮ˧˞ ˸˲˧ˣˤˬ Σ˪˟˞ ˞ˣˢ ˭˧˧ˡ˰ ˞˪ ˰ˡˣ˧ ˫˞ ˸ˣ˷˧ˢ ˞˧ˢ 

Ϧˣˮ˪˷ˬ Ϧˣ˞ ˫˸˯ ˶˟ˣ˰ ˥˶ˣ˞ ˫˰ ˢˡˣ˰˸ ˢ˲˵˸Φ 

¶ Authorization ύˢ˞˷˶ˢΥό ˭˞˩ ˢ˴˥ˮ sπTrust Boundary Φ˧˶˥˞ ˸˧˵˲˯˷ ˭ˮ˰ˢ ˢ˰ˮ˩˸˷ˢ 

˸ˣ˷˧ˢ˷ ˭˩˞ ˢ˰˧ˠˬ ˬπGitHub ύ˸ˣˬ˧˞ˢ ˶˟˰ Σό˞˧ˢ ˸˪˞ˣ˷Ϧ Υ˧˧˵ˣ˞ Σˤ˞ ˢˬ ˶˸ˣˬ ˨˪ ˸ˣ˷˰˪ 

˧˪˴˞ ΦϦΚ˟˪˷˟ ˢˤˢ ˫˧˵ˡ˟ˮ ˫˧ˮ˧˧˲˞ˬˢ ˫˧˧˲˧˴˲˯ˢ ύˣˬ˩ ˫˷ sπrepo ό˪ˣˬ ˸ˣ˧ˮ˧ˡˬˢ ˢ˶ˡˠˣˢ˷ Φˣˢˤ 

˟˪˷ˢ ˣ˟˷ ˰˟˵ˮ ˫˞ˢ ˶˸ˣˬ ˸ˣ˷˧˪ Ϧ˯ˮ˩˧ˢ˪ ˫˧˧˪˰ˮ˪ Ϧ˪˷ sπService Account ˪ˣ˰˲˪ˣ ˨ˣ˸˟ 

ˢ˟˧˟˯ˢΦ 

 

 

ˢ˧˴˶ˡ˲˪ ˧˪˷ ˷ˣ˪˷ ˸ˣˮ˧˲ 

ˡ˵ˬ˸ˮ ˢ˷ˣ˪˷˟ ˫˧˷ˣˬ˧ˬ ˢ˧˴˶ˡ˲˪: 

мΦ . IdP - Identity Provider ˧ˮˣˠ˶˞ˢ Υ˶ˣ˵ˬˢ ˸ˣ˧ˣˢˤ˪ ˸ˣ˧˷ˣˮ˞: ˪ˡˣˬ˟ ˢˤˢ Σ˭ˣˠ˶˞ˢ ˵˧ˤ˥ˬ ˵˲˯ ˸ˣ˧ˣˢˤ 

˧ˤ˩˶ˬ ˣˬ˩ Entra ID x˞ Okta Σˢˣˣˢˬˢ ˸˞ ϥ˶ˣ˵ˬ ˸ˬ˞ˢύ ϥSource of Truth Φόˣˢˤ ˶ˠ˞ˬˢ ˧ˤ˩˶ˬˢ ˣ˟˷ 

˸ˣ˶ˬ˷ˮ ˸ˣ˪ˢˣˮˬˣ ˪˩ ˸ˣ˧ˣˢˤˢ ˸ˣ˧ˮˣˠ˶˞ˢ ˫ˣ˵ˬ˟ ˡ˥˞ Φ˫ˣ˵ˬ˟ ˪˩˷ ˢ˧˴˵˧˪˲˞ ˪ˢˮ˸ ˡ˯ˬ ˫˧ˮˣ˸ˮ ˡ˶˲ˮ 

˪˷ ˫˧˷ˬ˸˷ˬ ˸ˣ˞ˬ˯˧˯ˣ Σ˸ˣˬ˧˞ˢ ˰˴˟˸ˬ ˨˞ ˵˶ˣ ˟πIdPΦ ˨˧˞ ˢˤ ˡ˟ˣ˰ Κ˷ˬ˸˷ˬ˷˩ ˷ˠ˧ˮ ˸ˣ˩˶˰ˬ˪ 

ˣˬ˩ Jira x˞ sπAWS Console Σ˭ˢ ˸ˣˮ˲ˬ ˣ˸ˣ˞ ˪πIdP Φ˸ˣ˩˶˰ˬˢ ˣ˪˪ˢ ˞˪ ˸ˣ˰ˡˣ˧ ˢˬ ˢˬ˯˧˯ˢ ˪˷ 

˷ˬ˸˷ˬˢΣ ˭ˢ ˦ˣ˷˲ ˸ˣ˩ˬˣ˯ ˪˰ sϦ˶ˣ˷˧˞ύ ϦAssertion ό˭ˢ˷ ˸ˣ˪˟˵ˬ ˢˬπIdPΦ 

˨˶˰ˢΥ ˸˰˧ˮˬ ˸ˣ˪˧˲˩ ˸ˣ˧ˣˢˤ Σ˸˲˧˩˞ MFA ˪ˣˢ˧ˮˣ ˸˯˧ˮ˩  /˸˞˧˴˧ ˫˧ˡ˟ˣ˰ ύOnboarding/Offboarding ό

˶˧ˢˬ ˥ˣ˦˟ˣΦ 

нΦ ˸˧˧˴˶ˡ˲ ˭ˮ˰ xπCI/ CD Υˢˬ˥˪ˬ ˟πSecrets ˫˧˧˦˦˯: ˣˢˤ ˪ˡˣˬˢ ˣ˟˷ ˡ˵ˬ˸ˮ Σ˞ˣˢˣ ˡ˰ˣ˧ˬ ˸ˣ˧ˣˢˤ˪ ˞˪π

˸ˣ˧˷ˣˮ˞ ύWorkloads Φό˭˞˩ Σ˸˩˶˰ˬ sπCI/CD ύ˞ˬˠˣˡ˪ ΥGitHub Actions x˞ GitLab ό˸ˡ˵˲˸ˬ ˵˲˯˩ 

˸ˣ˧ˣˢˤˢΦ 
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˨˧˞ ˢˤ ˡ˟ˣ˰ Κ˶ˣ˟˰ ˪˩ ˢ˴˧˶ ˪˷ Workflow Σ˸˩˶˰ˬˢ ˢ˵˧˲ˮˬ OIDC Token ˶˴˵πˡ˰ˣˬ Φ˸˧˵˲˯ ˭ˮ˰ˢ 

˸˵ˡˣ˟ ˸˞ ˭˵ˣ˦ˢ ˪ˣˬ sπTrust Policy ˶ˡˠˣˢ˷ ˷˞˶ˬΦ 

˨˶˰ˢ Υ˫ˣ˵ˬ˟ ˶ˣˬ˷˪ ˸ˣ˥˸˲ˬ API ˫˧˰ˣ˟˵ ˨ˣ˸˟ sπGitHub Secrets ύ˫˧˪ˣ˪˰˷ ˱ˣ˪ˡ˪ x˞ ˥˩˷˧ˢ˪ Σό

ˢ˷˧ˠˢ ˸˯˯ˣ˟ˬ ˪˰ ˶˷˵ˢˢ ύContext ό˪˷ ˢ˴˧˶ˢ Φˣˢˤ ˭ˣ˶˸˲ ˧ˮ˶ˡˣˬ ˥ˣ˦˟ˣ Σ˨˲ˢ˷ ˸ˣ˧ˢ˪ ˢ˵˧˦˵˶˲ˢ 

˸˪˟ˣ˵ˬˢ ˟˶˵˟ ˧˸ˣˣ˴ DevOps xπCloud Engineering Σ˫˧˲˧ˡ˰ˬ˷ ˰ˮˬ˧ˢ˪ ˪ˣˢ˧ˮˬ ˧ˮˡ˧ ˪˷ ˸ˣ˥˸˲ˬ Φ

˨˞ ˢ˦˧˷ˢ ˣˤˢ ˢ˷˧ˠ˶ ˡˣ˞ˬ ˸ˣ˧ˣ˰˦˪ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˣˤˣ ˸ˡˣ˵ˮ ˢ˲˶ˣ˸ˢ ˥˸ˮˮ˷ ˨˷ˬˢ˟Φ 

оΦ Cross-Cloud Federation Υ˸˧˵˲˯ ˭ˮ˰ ˸˩ˬˣ˯˷ ˪˰ ˸ˣ˶˧˷ ˶˥˞: ˪ˡˣˬ ˢˤ ˳ˣ˲ˮ ˸ˣ˟˧˟˯˟ Multi-

Cloud x˞ ˧ˮˣˠ˶˞˟ Enterprise ˫˧˪ˣˡˠ Φ˭˞˩ Σ˸˧˵˲˯ ˭ˮ˰ ˸ˬ˧ˣ˯ˬ ύx˞ ˦˵˧ˣ˶˲ ˡ˥˞ ό˸˶˥ˣ˟ ˨ˣˬ˯˪ ˪˰ 

˸ˣ˧ˣˢˤ ˣ˶˴ˣˮ˷ ˸˧˵˲˯˟ ˭ˮ˰ ˸˶˥˞Φ ˞ˬˠˣˡ˪ Σ˷˧ ˸˶˷ ˟πAWS ˨˧˶˴˷ ˸˷ˠ˪ ˡ˯ˬ˪ ˫˧ˮˣ˸ˮ ˟πGoogle 

Cloud Φ˫ˣ˵ˬ˟ ˶˴˧˧˪ ˢˮˣ˩ˬ˪ ˷ˬ˸˷ˬ ˢˬ˯˧˯ˣ ˨ˣ˸˟ Google Σ˫˧˶˧ˡˠˬ ˷πGoogle ˦ˣ˷˲ Ϧ˨ˣˬ˯˸ Ϧ˪˰ 

˸ˣˢˤˢ ˢˮˣ˩ˬˢ˷ ˶˟˩ ˢ˪˟˧˵ ˬπAWSΦ 

˨˶˰ˢ Υ˸ˡ˶˲ˢ ˸ˣ˟˧˟˯ ύSegregation ό˱ˣ˸˧˷ˣ ˫˧˟˞˷ˬ ˞˪˪ ˨˶ˣ˴ ˪ˣ˲˩˷˟ ˫˧˷ˬ˸˷ˬ x˞ ˸˶˟˰ˢ 

˸ˣ˞ˬ˯˧˯ ˭˧˟ ˸ˣ˟˧˟˯ ˭ˮ˰ ˸ˣˮˣ˷Φ 

˧ˡ˩ ˭˧˟ˢ˪ ˨˧˞ ˢ˧˴˶ˡ˲ ˸˧˞˶ˮ ˪˰ˣ˲˟ Σˢ˲˧˞ˣ ˞˧ˢ ˢ˪ˣ˪˰ ˶˟˷˧ˢ˪ Σˡ˵ˬ˸ˮ ˸˰˩ ˷ˣˬ˧ˬ˟ ˡ˥˞ ˧˲˧˴˲˯ π

˸˧˵˲˯ ˭ˮ˰ ˸˩ˬˣ˯˷ ˪˰ ˸˩˶˰ˬ CI/ CD ˸˧˲˧˴˲˯ˣ ˦˶˲ˮ ˪˰ Workload Identity Φˣˢˤ ˷ˣˬ˧ˬ ˷˧˥ˬˬ˷ 

˟˦˧ˢ ˸˞ ˸ˣˮˣ˶˵˰ ˢ˧˴˶ˡ˲ˢ Σ˸˞ˣ ˭˲ˣ˞ˢ ˣ˟˷ Trust Policy ˢ˶˧ˡˠˬ ˞˪ ˵˶ ˧ˬ ˸ˬˣ˞ˬ Σ˞˪˞ ˧ˬ ˪˪˩˟ ˧˞˷˶ 

˨ˣ˲ˢ˪ ˸ˣˢˤ˪ ˸˧ˬ˧˦˧ˠ˪ ˸˩˶˰ˬ˟Φ 

˨˧˞ ˫˧˦˶ˣ˲ ˸˞ ˪ˡˣˬˢ ˢˤˢ ˢ˵˧˦˵˶˲˪ Κ˧ˡ˩ ˸ˣ˞˶˪ ˸˞ ˢˤ ˢ˶ˣ˵ ˫˧˧ˮ˧˰˟ Σˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˪ˣ˪˴˪ ˪˞ ˨ˣ˸ 

˸˩˶˰ˬˢ ˸˪ˢˮˬ˷ ˸˞ ˠˣ˪˞˧ˡˢ ˢˤˢ ˭˧˟ ˸ˣˬ˪ˣ˰ˢ Φπ˟Google Cloud ˢˬ˧˷ˬˢ ˣˤˢ ˸˪˦ˣˬ ˪˰ ˸ˣ˶˧˷ sπ

Workload Identity FederationΦ 

Workload Identity PoolΥ ˣ˟˷˥ ˪˰ ˢˤ ˪˰˩ Ϧ˸˴ˣ˟˵ ˭ˣˬ˞ ΦϦˣˢˤ sπNamespace ˣ˟˷ ˫˧˪ˢˮˬ ˸˞ ˸ˣ˧ˣˢˤˢ 

˸ˣ˧ˮˣ˴˧˥ˢ Φ˳˪ˬˣˬ ˶ˣ˴˧˪ Pools ˫˧ˡ˶˲ˮ ˸ˣ˟˧˟˯˪ ˸ˣˮˣ˷ ύProd/Dev ό˧ˡ˩ ˰ˣˮˬ˪ ˸ˠ˧˪ˤ ˸ˣ˞˷˶ˢΦ 

мΦ Workload Identity ProviderΥ ˣˢˤ ˟˧˩˶ˢ ˨ˣ˸˟ sπPool ˶˧ˡˠˬ˷ ˸˞ ˶˷˵ˢ ˧ˮ˩˦ˢ ˫˰ sπIdP ύˣˬ˩ 

GitHub Φό˭˞˩ ˫˸˞ ˫˧˶˧ˡˠˬ ˸˞ sπAudience ύ˧ˬ ˶ˣˬ˞ ˨ˣ˶˴˪ ˸˞ ˭˵ˣ˦ˢ ό˸˞ˣ sπMapping ύˢˤ˧˞ ˢˡ˷ 

˭˵ˣ˦˟ ˨˲ˣˢ ˢˤ˧˞˪ Attribute ˭ˮ˰˟Φό 

˨˧˞ ˢˤ ˡ˟ˣ˰ ˪˰ˣ˲˟Κ 

˵˶˲ˮ ˸˞ sπOIDC ˢ˰˟˶˞˪ ˫˧˟˪˷Υ 
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˟˪˷ м Υ˸˵˲ˮˢ sπJWT ύ˧ˮ˞ˬˢπ˫˧˧˦ ˪˧˥˸ˬό 

π˟GitHub Actions Σˢ˷˩πWorkflow ˳˶ Σ˞ˣˢ ˵˧˲ˮˬ ˭˵ˣ˦ ˧ˮˬˤ Φ˨˩ˣ ˢˤ ˢ˞˶ˮΥ 

{  
  "iss" : "https://token.actions.githubusercontent.com" ,  
  "sub" : "repo:my - org/my - app:ref:refs/heads/main" ,  
  "repository" : "my- org/my - app" ,  
  "repository_owner" : "my- org" ,  
  "workflow" : "Deploy to Prod"  
}  

ˣ˪˞ ˭s ˫˴˰˟ ˸ˣ˶ˢ˴ˢ ύClaims όπ˷GitHub ˡ˧˰ˬ ˪˰ ˸ˣ˷˧ˢ Υ˧ˬ ˞˧ˢ Σˢˤ˧˞ˬ ˶ˠ˞ˬ (Repository) ˢ˰˧ˠˢ 

ˢˤ˧˞ˣ Workflow ˞˧ˢ ˢ˴˧˶ˬ Φ˧ˡ˩ ˱˞˷ ˡ˥˞ ˞˪ ˪˩ˣ˧ ˱˧˧ˤ˪ ˸˞ ˟˸˩ˬˢ ˢˤˢ ΣGitHub ˫˸ˣ˥ ˣ˧˪˰ 

˸˧˲˶ˠˣ˦˲˧˶˵Φ 

˟˪˷ н ΥπsHandshake ύ˸ˣˬ˧˞ ˧˲˶ˠˣ˦˲˧˶˵ ˞˪˪ ˸˲˪˥ˢ ˸ˣ˞ˬ˯˧˯ό 

˟˪˷˟ ˢˤˢ ΣπsWorkload ˥˪ˣ˷ ˸˞ sπJWT ˪˟˧˵˷ ˬπGitHub ˪˞ sπWorkload Identity Provider ˟πGCP Φ

˭˞˩ ˢ˶ˣ˵ ˞˪˲ ˧ˠˣ˪ˣˮ˩˦ ΥGCP ˨˧˶˴ ˞ˡˣˣ˪ ˭˵ˣ˦ˢ˷ ˢˤˢ ˸ˬ˞˟ ˰˧ˠˢ ˬπGitHub ˞˪ˣ ˱˧ˣˤ ˪˰ ˧ˡ˧ ˱˵ˣ˸ Σ˪˟˞ 

˞ˣˢ ˢ˷ˣ˰ ˸˞ˤ ˧˪˟ ˣˮ˶ˡˠˢ˷ ˷˞˶ˬ ˫ˣ˷ ˥˸˲ˬ ˧ˡˣ˯. ˨˧˞ ˢˤ ˡ˟ˣ˰Κ  GCP˷ˬ˸˷ˬ ˸˟ˣ˸˩˟ sπIssuer 

˸˶ˡˠˣˬ˷ ˟πProvider ύ˪˷ˬ˪ Υhttps:// token.actions.githubusercontent.com Φό˞ˣˢ ˢˮˣ˲ ˸˟ˣ˸˩˪ ˣˤˢ 

˨˷ˣˬˣ ˢˮˬˬ ˳˟ˣ˵ ˧˶ˣ˟˧˴ ˞˶˵ˮ˷ ύJWKS - JSON Web Key Set όπ ˪˧˩ˬˢ ˸˞ ˸ˣ˥˸˲ˬˢ ˫˧˧˶ˣ˟˧˴ˢ ˪˷ 

GitHub Φ˫˸ˣ˰˴ˬ˞˟ ΣGCP ˞ˡˣˣˬ ˢˬ˧˸˥ˢ˷ ˪˰ ˭˵ˣ˦ˢ ˢˮ˧˵˸ Φ˫˞ ˣˢ˷˧ˬ ˢˮ˧˷ ˣ˪˧˲˞ ˸ˣ˞ ˸˥˞ ˟πPayload 

˪˷ ˭˵ˣ˦ˢ Σˢˬ˧˸˥ˢ ˶˟˷˧˸ ˨˧˪ˢ˸ˢˣ ˶˴˰˧˧ ˭˞˩Φ 

˟˪˷ о ΥπsMapping ˢˣπCondition π ˧ˬ ˢ˸˞ ˢˬˣ ˢ˸˞ ˞˧˟ˬ ˨˸˧˞Κ 

˶˥˞˪ ˞ˣˡ˧ˣˣˢ ˟˪˷˟ ˫ˡˣ˵ˢ ˭˵ˣ˦ˢ˷ ˧˸˧ˬ˞ ˫ˣ˸˥ˣ ˪˰ ˧ˡ˧ GitHub ύsπAuthentication ˶˟˰ Σό˫˧˶˟ˣ˰ ˟˪˷˪ 

πsAuthorization π˟˪˷ˢ ˣ˟˷ ˫˧˦˧˪˥ˬ ˢˬ ˸ˣ˷˧ˢ ˣˤˢ ˢ˪ˣ˩˧ ˸ˣ˷˰˪ Φ Κ˟˪˷˟ ˢˤ ˫˧˶ˣ˵ ˧ˮ˷ ˫˧˶˟ˡ 

˫˧˧˦˧˶˵Υ 

мΦ Attribute Mapping ύ˫ˣˠ˶˸ ˸ˣ˲˷Υό ˭˵ˣ˦ˢ ˰˧ˠˬ˷ ˬπGitHub ˪˧˩ˬ Ϧ˸ˣ˶ˢ˴ˢύ Ϧˣ˞ ˢ˲˷˟ ˸˧˰ˣ˴˵ˬˢ Υ

Claims όπ ˣ˪˞ ˫ˢ ˧˦˶˲ ˰ˡ˧ˬ ˷πGitHub ˫˸˥ ˫ˢ˧˪˰ Σˣˬ˩ ˫˷ ˶ˠ˞ˬˢ Σ˫˷ ˭ˣˠ˶˞ˢ x˞ ˷ˬ˸˷ˬˢ 

˳˧˶ˢ˷ ˸˞ ˡˣ˵ˢ Φ 

нΦ sπAttribute Condition Υˢˤ ˶ˣ˦˵˪˯ˢ ˞˴ˬˮ˷ ˢ˯˧ˮ˩˟ ˢ˟˧˯ˬ˪Σ ˞ˣˢ ˫˴˰˟ ˶˦˪˧˲ˢ ˵ˡˣ˟˷ ˸˞ 

˭˩ˣ˸ˢ ˪˷ sπMapping Φ˫˞ ˞˪ ˶˧ˡˠˮ ˧˞ˮ˸ ύCondition ό˷˶ˣ˲ˬ Σ˵˲˯ ˭ˮ˰ˢ ˵˲˸˯˧ ˨˩˟ ˭˵ˣ˦ˢ˷ ˰˧ˠˢ 

πˬGitHub Σ˧˪˟ ˵ˣˡ˟˪ ˧ˬ ˨ˣ˸˟ GitHub ˥˪˷ ˣ˸ˣ˞Φ 

ˢˮˢ ˢˬ˩ Attributes ˫˧˧ˤ˩˶ˬ ˢ˟ˣ˥˷ ˶˧˩ˢ˪Υ 

¶ sub (Subject)Υ ˢˢˤˬˢ ˵˧ˣˡˬˢ ˪˷ sπWorkflow Φ˞ˣˢ ˪˪ˣ˩ ˡ˟Ϧ˩ ˸˞ ˫˷ ˭ˣˠ˶˞ˢ Σ-sRepository sxπ

Branch ύˢˬˠˣˡ˪ Υrepo:my-org/my-repo:ref:refs/heads/mainΦό ˣˢˤ ˭ˣ˧˶˦˧˶˵ˢ ˟ˣ˷˥ˢ ˶˸ˣ˧˟Φ 
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¶ repository / repository_ownerΥ ˶˷˲˞ˬ ˪˧˟ˠˢ˪ ˸˞ ˢ˷˧ˠˢ ˵˶ ˭ˣˠ˶˞˪ ˫˩˪˷ x˞ ˦˵˧ˣ˶˲˪ ˧˲˧˴˲˯ Σ

˧ˡ˩ ˰ˣˮˬ˪ ˟˴ˬ ˣ˟˷ ˭ˣ˟˷˥ GitHub ˶˥˞ ˧˶ˬˠ˪ ˪˟˵ˬ ˢ˷˧ˠ ˭ˮ˰˪ ˫˩˪˷Φ 

¶ actorΥ ˷ˬ˸˷ˬˢ ˪˧˰˲ˢ˷ ˸˞ sπWorkflow Φ˧˷ˣˬ˧˷ ˫˞ ˫˧˴ˣ˶ ˞ˡˣˣ˪ ˵˶˷ ˸ˣ˪ˣ˰˲ ˪˷ ˫˧˷ˬ˸˷ˬ 

˫˧˧˲˧˴˲˯ ˸ˣ˷˶ˣˬ ˰˴˟˪ ˫˧˧ˣˮ˧˷ ˫˧˧˦˧˶˵Φ 

¶ ˢ˶ˣ˷˟ ˢˮˣ˸˥˸ˢΥ ˧˪˟ Condition ˵ˡˣ˟˷ ˸ˣ˥˲˪ ˸˞ sπsub x˞ sπrepository Σ˶˰˷ˢ ˫˩˪˷ 

˥ˣ˸˲ ˪˩˪ ˧ˬ ˷˧˷ x˪ ˭ˣ˟˷˥ GitHub ˫˪ˣ˰˟Φ 

˷˧ˣ ˭˞˩ ˷˵ˣˬ ˨˧˶˴˷ ˫˧˷˪ ˟˪ ˣ˧˪˞ Υ˭ˣˣ˧˩ˬ ˪˩˷ ˡ˥˞ ˫˪ˣ˰˟ ˪ˣ˩˧ ˵˧˲ˮˢ˪ ˭˵ˣ˦ ˫ˣ˸˥ ˭˧˵˸ˣ ˬπGitHub ˶ˣ˟˰ 

repo ˧˦˶˲ˢ ˣ˪˷ Σ˞˪˪ sπCondition ˢˤˢ Σ˪˩ Repository ˫˪ˣ˰˟ ˪˩ˣ˧ ˸ˣˢˡˤˢ˪ ˪ˣˬ sπProvider ˫˩˪˷ Φπs

Condition ˞ˣˢ ˢˤ ˞ˡˣˣˬ˷ ˨˶˰ˢ˷ ˨ˣ˸˟ sπMapping ˞ˣˢ ˭˩˞ ˫˷ ˶ˠ˞ˬˢ ˫˩˪˷ ˞˪ˣ ˪˷ ˣˢ˷˧ˬ ˶˥˞Φ 

˟˪˷ п ΥπsSTS ˸˲˪˥ˢˣ ˸ˣˢˤˢ ύImpersonationό ˭˞˩ ˢ˶ˣ˵ ˫˯˵ˢ ˧ˮ˩˦ˢ ΦπsWorkflow ˢˮˣ˲ ˸ˣ˶˧˷˪ 

˞˶˵ˮ˷ STS Σˣ˞ ˢ˟˥˶ˢ˟ Security Token Service Φˣˡ˧˵˲˸ ˪˷ sπSTS ˞ˣˢ ˷ˬ˷˪ ˩Ϧ˭˲˪˥ ˸ˣ˧ˣˢˤ ΥϦ˞ˣˢ 

˪˟˵ˬ ˸˞ ˭˵ˣ˦ˢ ˧ˮˣ˴˧˥ˢ ˪˷ GitHub ˶˧ˬˬˣ ˣ˸ˣ˞ ˭˵ˣ˦˪ ˢ˷˧ˠ ˧ˮˬˤ ˪˷ Google Φ˰ˠ˶˟ ˢ˲˪˥ˢˢ˷ ˸˰˴˟˸ˬ Σ

πsWorkflow ˰˴˟ˬ Impersonation π ˞ˣˢ Ϧ˯ˮ˩ˮ ˫˧˧˪˰ˮ˪ Ϧ˪˷ sπService Account ˧ˬˣ˵ˬˢ ˪˧˥˸ˬˣ ˪ˣ˰˲˪ 

˭ˮ˰˟ Φˢ˸˰ˬ Σ˪˩ ˢ˪ˣ˰˲ ˰˴˟˧˷ s-Workflow ˰˴˟˸˸ ˸˥˸ ˸ˣ˞˷˶ˢˢ ˸ˣ˶ˡˠˣˬˢ ˟πIAM ˶ˣ˟˰ ˣ˸ˣ˞ 

Service Account Σˣ˪˧˞˩ ˢ˧ˢ ˸ˣ˷˧ ˸˧ˬ˧ˮ˲ ˭˧˦ˣ˪˥˪ ˭ˣˠ˶˞˟Φ 

ˤ˞ ˢˬ˪ ˢˤ ˥ˣ˦˟ ˶˸ˣ˧ Κˡˣˠ˧ˮ˟ ˸ˣ˥˸˲ˬ˪ API ˫˧˧˦˦˯ ΣπsAccess Token ˵˧˲ˮˬ˷ sπSTS ˞ˣˢ ˶˴˵πˡ˰ˣˬ 

ύ˟ˣ˶˪ ˱˵˸ ˢ˰˷˪ ˸˥˞ ˡ˟˪˟ Φό˫ˠ ˫˞ ˱˵ˣ˸ ˥˧˪˴ˢ ˫˧˷˪ ˸˞ ˣˡ˧ ˪˰ ˭˵ˣ˦ˢ ˢˤˢ Σ˭ˣ˪˥ ˫˧ˮˬˤˢ ˣ˪˷ ˢ˪ˣ˰˲˪ 

˫˴ˬˣ˴ˬ ˶˸ˣ˧˟ Σ˞ˣˢˣ ˣˮ˧˞ ˪ˣ˩˧ ˷ˡ˥˪ ˸˞ ˭˵ˣ˦ˢ ˞˪˪ ˢ˷˧ˠ ˢ˶˧˷˧ ˪πWorkflow ˧˶ˣ˵ˬˢΦ 

˫ˣ˩˧˯˪ˣ ˧˸˲˯ˣˢ ˢˮˣˬ˸ ˢ˷˧˥ˬˬ˷ ˸˞ ˨˧˪ˢ˸ˢ ˢˤˢΥ 
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˰ˠ˶ ˧ˮ˲˪ ˢ˞˶ˮ˷ ˨˧˞ ˪˩ˢ ˯˶ˣ˵ Σ˫˧ˠˡˮ ˨˧˞ ˢˤ ˢ˞˶ˮ ˸ˣ˞˧˴ˬ˟Φ ˫˧˶˧ˡˠˬ˷˩ ˸˞ sπProvider ˟πConsole Σ

˫˧˰˟ˣ˵ ˸˞ ˧˵ˣ˥ ˵˥˷ˬˢ Φˢˮˣˬ˸˟ ˢ˞˟ˢ ˣ˪˩ˣ˸ ˸ˣ˞˶˪ ˸˞ sπMapping Φˣˬ˧˷ ˟˪ ˢˡ˷˪ sπCondition 

˸˧˸˥˸˟ Σ˫˞ ˞ˣˢ ˶˞˷ˮ ˵˧˶ Σ˸˪ˡˢ ˸˶˞˷ˮ ˢ˥ˣ˸˲Φ 

ˢˮ˧ˢ ˢˬˠˣˡ ˢ˧˴˶ˣˠ˧˲ˮˣ˵˪ ˢ˰˧ˠ˲ - ˞˪˪Condition Υ 

{  
  "name": "projects/my - project/locations/global/workloadIdentityPools/github -
pool/providers/github - provider" ,  
  "oidc" : {  
    "issuerUri" : "https://token.actions.githubusercontent.com"  
  },  
  "attributeMapping" : {  
    "google.subject" : "assertion.sub" ,  
    "attribute.repository" : "assertion.repository"  
  }  
}  

ϐˣˬ˧˷ ˟˪Υ ˢˡ˷ sπattributeCondition ˶˯˥ώΗ 

˸˰˩ Σˣˮ˟ˢ˷˩ ˨˧˞ ˭ˣˮˠˮˬˢ ˧ˣˮ˟ ˨˧˞ˣ ˞ˣˢ ˶ˣˬ˞ ˸ˣ˞˶˧ˢ˪ ˞ˣˢ˷˩ ˭˧˵˸ ύ˫ˠˣ ˞ˣˢ˷˩ ˞˪ Σό˷˟˪ˮ ˸˞ ˰˟ˣ˩ˢ ˪˷ 

˱˵ˣ˸ˢΦ 

 

Attack Path Υˢ˴˧˶˲ˢ sϦ˸˧˵ˣ˥ Ϧˢ˪˧˥˸ˬ˷ ˟πRepository ˫˩˪˷ 

ˡ˰ ˣ˧˷˩˰ ˪˩ˢ ˰ˬ˷ˮ ˥˧˦˟ˬ Υ˭˧˞ ˸ˣ˥˸˲ˬ ˫˧˧˦˦˯ Σ˷˧ ˸ˣˬ˧˸˥ ˸ˣ˧˲˶ˠˣ˦˲˧˶˵ Σ˪˩ˢˣ ˶˟ˣ˰ ˨˶ˡ ˸ˣ˶˧˷ sπ

STS ˥˦˟ˣ˞ˬˢ ˪˷ ˪ˠˣˠ Φ˪˟˞ ˫˪ˣ˰˟ sπSecurity Σ˪˩˩ ˭ˣˮˠˮˬˢ˷ ˶˸ˣ˧ Ϧ˫˩˥ ΣϦ˨˩ ˪˷˩ˢ ˣ˪˷ ˶˸ˣ˧ ˦˵˷ 

˭˩ˣ˯ˬˣΦ 

˧ˡ˩ ˭˧˟ˢ˪ ˢˬ˩ ˭ˣˮˠˮˬˢ ˢˤˢ ˷˧ˠ˶ Σ˶˞˸ˮ ˪ˣ˪˯ˬ ˢ˲˧˵˸ ύAttack Path όˢ˞˶ˬ˷ ˨˧˞ ˱˵ˣ˸ ˪ˣ˩˧ ˯ˮ˩˧ˢ˪ 

ˢ˟˧˟˯˪ ˫˩˪˷ Φ˞ˣˢ ˞˪ ˨˧˶˴ ˷˥ˮ˪ ˢˬ˯˧˯ ˸˟˩˶ˣˬ Σ˞ˣˢ ˞˪ ˨˧˶˴ ˟ˣˮˠ˪ ˥˸˲ˬ API ˱˪ˡ˷ Σ˞ˣˢˣ ˥˦˟ ˞˪ 

˨˧˶˴ ˳ˣ˶˲˪ ˸˞ ˫˧˸˶˷ˢ ˪˷ ˪ˠˣˠ x˞ GitHub Φ˪˩ ˢˬ ˞ˣˢ˷ ˨˧˶˴ ˢˤ ˸˞ ˧˦˶˲ ˸˧˸˷˸ˢ ˫˩˪˷ ύ˫˧ˬ˰˲˷ 

˸ˣ˟˶ ˫˧˧ˣ˪ˠ ˡˣ˵˟ ˥ˣ˸˲ x˞ ˫˧˦ˣ˷˲ ˷ˣ˥˧ˮ˪ό ˸˞ˣ ˸ˣ˰˦ˢ ˫˩˪˷ ˠˣ˲ˮ˧˵˟Φ 

 

мΦ ˢˮ˩ˢ Υ˱˵ˣ˸ˢ ˞˪ ˨˧˶˴ ˫˩˸˞ 

ˣˮ˧˧ˬˡ ˱˵ˣ˸ ˭˧˞˷ x˪ ˫ˣ˷ ˢ˷˧ˠ ˭ˣˠ˶˞˪ Φ˭˧˞ x˪ ˷ˬ˸˷ˬ ˟πGCP ˫˩˪˷ Σ˭˧˞ x˪ ˢ˷˧ˠ ˪πGitHub ˫˩˪˷ Σ˭˧˞ˣ x˪ 

˥˸˲ˬ API ˱˪ˡ˷ Φ˪˩ ˢˬ ˷˧˷ x˪ ˞ˣˢ ˭ˣ˟˷˥ GitHub ˧˷˧˞ ˧ˬˮ˧˥ˣ ˸˪ˣ˩˧ˣ ˳˧˶ˢ˪ GitHub Actions π ˸˪ˣ˩˧ 

ˢˮ˧ˬˤ˷ ˪˪˩ ˫ˡ˞ ˫˪ˣ˰˟ Φ˱˵ˣ˸ˢ ˥˸ˣ˲ ˶ˠ˞ˬ ύRepository ό˧˦˶˲ ˣ˪˷ˬ Σ˷ˬ˪:˪ 

hacker-dev/malicious-repo 
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нΦ ˸˵˲ˮˢ ˭˵ˣ˦ˢ sϦ˧ˬ˧˦˧ˠ˪Ϧ 

˱˵ˣ˸ˢ ˶˧ˡˠˬ Workflow ˟πGitHub ˳˧˶ˬˣ ˣ˸ˣ˞ Φ˭ˬˤ˟ ˢ˴˶ˢˢ ΣGitHub ύ˵˲˯˩ ˸ˣˢˤ ˧ˬ˧˦˧ˠ˪ ό˵˧˲ˮˬ ˭˲ˣ˞˟ 

˧˦ˬˣ˦ˣ˞ OIDC Token ύJWT ό˫ˣ˸˥ ˭˧˵˸ˣ ˠ˴˧˧ˬˢ ˸˞ ˸ˣˢˤˢ ˪˷ sπWorkflow ˪˷ ˱˵ˣ˸ˢ Φ˭˵ˣ˦ˢ ˢˤˢ 

˫ˣ˸˥ ˪˰ ˧ˡ˧ ˸ˣ˥˸˲ˬˢ ˪˷ GitHub Σ˵ˣ˧ˡ˟ ˣˬ˩ ˭˵ˣ˦ˢ ˪˷ ˫˧˥˸˲ˬˢ ˫˩˪˷Φ 

ˢˤˣ ˪ˣ˩˧ ˸ˣ˞˶ˢ˪ ˨˩Υ 

name: The Silent Entry  
on: workflow_dispatch  
permissions :  
  id - token : write  
jobs :  
  exploit :  
    runs - on: ubuntu - latest  
    steps :  
      -  name: Authenticate to GCP  
        uses: google - github - actions/auth@v2  
        with :  

 # ˭˞˩ ˱˵ˣ˸ˢ ˭˧ˤˬ ˸˞ ˸˟ˣ˸˩ˢ ˪˷ sProvider - ˢˣService Account - ˫˩˪˷ 
          workload_identity_provider : "projects/your - project -
id/locations/global/workloadIdentityPools/github - pool/providers/github -
provider"  
          service_account : "terraform - admin@your- project -
id.iam.gserviceaccount.com"  
 
      -  name: Proof of Concept  
        uses: google - github - actions/setup - gcloud@v2 
 
      -  name: Who am I?  
        run : |  

# ˢˡˣ˵˲ˢ ˢ˥˧˩ˣˬ˷ ˱˵ˣ˸ˢ˷ ˪˟˵ˬ ˸˞ ˸ˣ˞˷˶ˢˢ ˪˷ s-Service Account 
           

3. ˸ˡˣ˩˪ˬˢ ˪˷ s-Default 

˱˵ˣ˸ˢ ˥˪ˣ˷ ˸˞ ˭˵ˣ˦ˢ ˣ˪˷ ˪˞ sπWorkload Identity Provider ˭ˣˠ˶˞˟ ˱˵˸ˣˬˢ Φ˭˞˩ ˢ˶ˣ˵ ˪˷˩ˢ 

˧˦˧˶˵ˢ Υ˪˪ˠ˟ ˢ˷πProvider ˶ˡˠˣˢ ˞˪˪ Attribute Condition ΣπsGCP ˰˴˟ˬ ˸˞ ˸ˣ˵˧ˡ˟ˢ ˸ˣ˞˟ˢΥ 

¶ ˫˞ˢ ˭˵ˣ˦ˢ ˰˧ˠˢ ˬπGitHub Κ˭˩Φ 

¶ ˫˞ˢ ˢˬ˧˸˥ˢ ˸˧˲˶ˠˣ˦˲˧˶˵ˢ ˢˮ˧˵˸ Κ˭˩Φ 

¶ ˫˞ˢ ˷˧ ˧˞ˮ˸ ˪˧˟ˠˬ˷ ˢˤ˧˞ Repository ˢ˷˶ˣˬ ˯ˮ˩˧ˢ˪ Κ˞˪Φ 

˸˧˵˲˯ ˭ˮ˰ˢ ˸˵ˡˣ˟ ˶˟ˡ ˡ˥˞ ˡ˟˪˟ Υ˫˞ˢ ˶˟ˣˡˬ ˭˵ˣ˦˟ ˱˵˸ ˫ˣ˸˥˷ ˪˰ ˧ˡ˧ sπIssuer ˶˩ˣˬˢ ύGitHub Φό

˭ˣˣ˧˩ˬ ˢ˟ˣ˷˸ˢ˷ ˞˧ˢ ˭˩ ΣπsSTS ˰˴˟ˬ ˸˞ ˢ˲˪˥ˢˢ ύToken Exchange ό˵˧˲ˮˬˣ ˱˵ˣ˸˪ Access Token ˪˷ 

πsService Account ˪˷ ˭ˣˠ˶˞ˢΦ 
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пΦ Impersonation ˱˵ˣ˸ˢ ˨˲ˣˢ ˵˪˥˪ ˭ˣˠ˶˞ˢˬ 

˰ˠ˶˟ ˢˤˢ Σ˶˟˰ˬˢ ˫˪˷ˣˢ Φ˱˵ˣ˸ˢ ˵˧ˤ˥ˬ ˸ˣˢˤ˟ ˸˧ˬ˧˦˧ˠ˪ ˭˧˦ˣ˪˥˪ ˭ˮ˰˟ Φ˞ˣˢ ˞˪ Ϧ˶˵˞ˢ ˬπGitHub ΣϦ˞ˣˢ 

ˣ˧˷˩˰ sπterraform-service-account x˞ sπprod-deployer Φ˫˞ ˪πService Account ˢˤˢ ˷˧ ˸ˣ˞˷˶ˢ ˪π

PROD ˤ˞ ˫˧˧ˬ˷ˢ ˫ˢ ˪ˣ˟ˠˢ Σ˱˵ˣ˸ˢ ˪ˣ˩˧ ˥˧ˮˢ˪ ˸˞ ˣˡ˧ ˪˰ ˪˩ ˟˞˷ˬ ˸˩˶˰ˬ˟ Φ 

˞ˣˢ ˪ˣ˩˧ ˵ˣ˥ˬ˪ ˧˯˧˯˟ ˫˧ˮˣ˸ˮ ˣ˞ ˟ˣ˞˷˪ ˸˞ ˰ˡ˧ˬˢ ˫ˢ˪˷ Σ˞ˣˢ ˪ˣ˩˧ ˸ˣˮ˷˪ ˸ˣ˞˷˶ˢ ˵ˣ˥ˬ˪ˣ 

˫˧˷ˬ˸˷ˬ Σˣ˞ ˣ˪˧˲˞ ˫˧˶˵ˬ˟ ˫˧ˬ˧ˣ˯ˬ ˸ˣˮ˷˪ ˸˞ ˨˶˰ˢ ˪˷ s claim ˪ˣ˰ˮ˪ˣ ˸˞ ˪˩ ˶˞˷ ˫˧˷ˬ˸˷ˬˢ Φ 

ˢˬˣ ˣ˪˧˲˞ ˡˣ˰ ˶˸ˣ˧ ˫˩˥ˣ˸ˬ Κ˫˧ˠˣ˪ˢ ˣ˞˶˧ ˫˧ˮ˧˵˸ ˭˧˦ˣ˪˥˪ ˧˩ ˧˶ˢ ˱˵ˣ˸ˢ ˞˪ ˷ˬ˸˷ˢ ˸ˣˢˤ˟ ˞˪ ˸˶˷ˣ˞ˬ Φ

˫ˣ˷ alert x˞ monitoring system ˞˪ ˱˴˲˴˧ x˞ ˰˧˶˸˧ ˪˰ ˢ˦˧˷˲ˢ Σ˪˩ˢ ˢ˞˶˧ ˪˧ˠ˶ Σˢˤˣ ˢˬ ˨˲ˣˢ˷ ˸˞ 

ˢ˴˧˶˲ˢ ˸˞ˤˢ ˡˣ˰˪ ˶˸ˣ˧ ˸ˮ˩ˣ˯ˬ ˧˩ ˞˧ˢ ˢ˪ˣ˩˧ ˶˞˷˧ˢ˪ ˨˶ˣ˞˪ ˭ˬˤ ˧˪˟ˬ ˣ˪ˠ˧˷ ˢ˸ˣ˞Φ 

ˢˤ ˞˪ ˠ˞˟ π ˢˤ ˪˷˩ ˧ˠˣ˪ ˦˵˷ 

˪˷˩ˢ ˶˞ˣ˸ˬˢ ˭˞˩ ˣˮ˧˞ ˰˟ˣˮ ˬˢ˷˪ˣ˥ ˸˧ˮ˩˦ ˟πGitHub ˣ˞ ˟πGCPΣ ˧˸˷ ˸ˣ˩˶˰ˬˢ ˸ˣ˪˰ˣ˲ ˵ˣ˧ˡ˟ ˧˲˩ 

ˣˮˮ˩ˣ˸˷ Φ˪˷˩ˢ ˰˟ˣˮ ˸˶ˡˠˢˬ Trust Policy ˢ˟˥˶ ˧ˡˬ Σ˸˩˲ˣˢ˷ ˸˞ ˪˩ GitHub ˶ˣ˵ˬ˪ ˭ˣˬ˞ ˧˦ˣ˪ˣ˯˟˞Φ ˣˢˤ 

˷˧˥˶˸ ˭˩ˣ˯ˬ ˡ˥ˣ˧ˬ˟ ˧˩ ˞ˣˢ ˶˟ˣ˷ ˸˞ ˢ˥ˮˢˢ ˸˧˯˧˯˟ˢ ˶ˡ˰˧ˢ˷ ˸ˣ˞ˬ˯˧˯ ˶˲˷ˬ ˸˞ ˢ˥˦˟˞ˢ Φ˭˞˩ Σ

˞˵ˣˣˡ ˭ˣˮˠˮˬˢ ˧ˮ˶ˡˣˬˢ ˥˸ˣ˲ ˸˪ˡ ˸ˮ˩ˣ˯ˬ ˸ˬ˩˥ˣ˸ˬˣΦ 

 

˫ˣ˩˧˯˪ˣ 

ˢ˧˴˶ˡ˲ ˞˧ˢ ˞˪˪ ˵˲˯ ˡ˧˸˰ˢ ˪˷ ˪ˣˢ˧ˮ ˸ˣ˧ˣˢˤˢ ˭ˮ˰˟ Φ˞˧ˢ ˸˶˷˲˞ˬ ˣˮ˪ ˡ˶˲˧ˢ˪ ˸ˣ˪˸ˢˬ ˸ˮ˩ˣ˯ˬˢ 

˸ˣ˥˸˲ˬ˟ ˫˧˧˦˦˯ ˸˦˷˲ˬˣ ˧˩˧˪ˢ˸ ˢ˧˴ˬˣ˦ˣ˞ ˢˮ˵˟ ˢˡ˧ˬ ˫ˣ˴˰ Φ˪˟˞ ˫˰ ˥ˣ˩ˢ ˢˤˢ ˢ˰˧ˠˬ ˸ˣ˧˶˥˞ ˠˣ˯ˬ 

˷ˡ˥ Υ˪ˣˢ˧ˮ ˭ˣˬ˞ˢΦ ˶˷˞˩ ˫˧˶˟ˣ˰ ˪ˡˣˬˬ ˪˷ Ϧ˸ˣ˥˸˲ˬ Ϧ˪ˡˣˬ˪ ˪˷ Ϧˢ˧˴˶ˡ˲ ΣϦˤ˩˶ˬ ˡ˟ˣ˩ˢ ˪˷ ˢ˥˦˟˞ˢ 

˶˟ˣ˰ ˫˧˧ˡ˧˪ ˪˷ ˧ˬ ˶˧ˡˠˬ˷ ˸˞ ˸˩˶˰ˬˢ Φˢ˥˦˟˞ˢ ˞˧ˢ ˶˟˩ ˞˪ ˢ˪˞˷ ˪˷ Ϧˢ˲˧˞ ˣˮ˶ˬ˷ ˸˞ ˢˬ˯˧˯ˢ ΣϦ

˞˪˞ ˪˷ Ϧ˨˧˞ ˣˮ˶ˡˠˢ ˸˞ ˧˵ˣ˥ ˵˥˷ˬˢΦϦ 

˟ˣ˷˥ ˭˧˟ˢ˪Υ ˫˧˪˷˩ˢ ˣ˪˞ˢ ˞˪ ˫˧˶ˣ˵ ˪˪ˠ˟ ˶˯ˣ˥ ˸ˣ˧˰ˣ˴˵ˬ Σ˞˪˞ ˪˪ˠ˟ ˸ˣ˰˦ ˷ˣˮ˞ ˢ˦ˣ˷˲ ˢ˪ˣ˩˧˷ ˸ˣ˶˵˪ 

˪˩˪ ˡ˥˞ ˣˮ˸˧˞ˬΦ ˪˵ ˡˣ˞ˬ ˵˧˪˥ˢ˪ ˶˸ˣˣ˪ˣ ˪˰ Condition ˭˦˵ ˫˷˟ sϦ˸ˣ˶˧ˢˬ Ϧˣ˞ sϦ˸ˣ˥ˣˮ ΣϦˢˤˣ ˢ˶ˣ˵ ˫ˠ 

˧ˮˣˠ˶˞˪ ˵ˮ˰ˢ ˫˧ˮˬˣ˧ˬˢ ˶˸ˣ˧˟ Φ˫˧ˮˣˠ˶˞ ˫˧˯˥˧˧˸ˬ˷ ˧˯˥˧˪ ˭ˣˬ˞ˢ ˣ˪˞ˢ ˪˞˩ Ϧ˭˧˧ˮ˰ ˧ˮ˩˦ Ϧˡ˟˪˟ Σ˫˧˪ˣ˪˰ 

˸ˣ˪ˠ˪ ˢ˴˶˲ˢ˷ ˫ˢ˪˷ ˞˪ ˢ˰˧ˠˢ ˢ˲˧˵˸ˬ ˸ˬ˩˥ˣ˸ˬ Σ˞˪˞ ˢ˶ˡˠˢˬ ˢ˟˥˶ ˧ˡˬ ˦ˣ˷˲˷ ˢ˶˷˲˞ ˱˵ˣ˸˪ 

˯ˮ˩˧ˢ˪ ˸˪ˡ˟ ˸˧˷˞˶ˢΦ 

ˣ˲ˣ˯˟ ˪˷ ˫ˣ˧ Σ˭ˣˮˠˮˬˢ ˧ˮ˶ˡˣˬˢ ˢˤˢ ˞ˣˢ ˧˪˩ ˟˶ ˢˬ˴ˣ˰ Σ˪˟˞ ˞ˣˢ ˵ˤ˥ ˵˶ ˣˬ˩ sπCondition ˧˩ˢ ˷˪˥ 

˫˸˶ˡˠˢ˷ x˟Φ 
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˪˰ ˶˟˥ˬˢ˸ 

˫˧˰ˮ ˶˧˩ˢ˪ Η˧ˮ˞ ˰ˠ˶ ˧ˮ˲˪ x˵ ˫ˣ˧˯ˢ ˪˷ ˶˞ˣ˸ˢ ˧˰ˡˬ˟ ˟˷˥ˬˢ ˢ˧˴˧ˮˠˣ˵ˣ ˢ˥ˣ˸˲˟ Σ˫ˣ˧˟ˣπ˫ˣ˧ ˣ˞˴ˬ˸ ˧˸ˣ˞ 

π˟Oasis Security Φ˧ˮ˞ ˡˣ˞ˬ ˸˟ˢˣ˞ ˶˟˧˧˯ Σˢ˶ˣ˩ˬˣ ˢˡ˧ˬ˪˪ ˸˧˲ˣ˯ˮ˧˞ˢ ˪˷ ˫ˣ˥˸ˢ ˢˤˢ ˡ˧ˬ˸ˣ ˸˷˲˥ˬ 

ˢ˲˧˞ ˶ˠ˸˞ˢ ˞˟ˢ ˶˸˸˯ˬ Φˢˣˣ˵ˬ ˶ˬ˞ˬˢ˷ ˢ˷˰ ˫˩˪ ˶ˡ˯ ˷˞˶˟ ˶ˠ˯ˣ ˫˩˪ ˢˤ˧˞ "˶ˣ˥" x˞ ˫˧˧ˮ˷ ˭ˣˠ˶˞˟ Φ

ˢ˞˶˸ˮ ˢ˴˧˶˲˟ ˢ˞˟ˢύ Ηˡ˴ˢˬ ˭ˠˬˢ Σ˭˩ ΚJό 

 

˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬ 

GCP Best Practices Υ˨˧˶ˡˬˢ ˧ˬ˷˶ˢ ˪˷ Google ˷ˣˬ˧˷˪ ˭ˣ˩ˮ ˟πWorkload Identity Federation Φˢ˟ˣ˥ 

˪˩˪ ˧ˬ ˶˧ˡˠˬ˷ ˸˞ ˢˤ ˟πProductionΥ 

https:// docs.cloud.google.com/ iam/docs/best-practices-for-using-workload-identity-

federation?utm_source=chatgpt.com 

Deep Dive ˫˧ˮˣ˩˧˯˪Υ ˶ˬ˞ˬ ˢ˪ˣ˰ˬ ˪˷ Tenable ˥˸ˮˬ˷ ˵ˬˣ˰˪ ˨˧˞ ˫˧˲˵ˣ˸ ˫˧˪˴ˮˬ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵˯˧ˬ 

˧ˮˣˮˠˮˬ˟ MulticloudΥ 

https:// www.tenable.com/blog/how-attackers-can-exploit-gcps-multicloud-workload-

solution?utm_source=chatgpt.com  

ˡ˴ˢ ˪˷ GitHubΥ ˨˧˞ ˥˦˟˞˪ ˸˞ sπCloud Deployment ˫˩˪˷ ˸ˣ˰˴ˬ˞˟ OIDC ˸˧ˣˣˤˢˬ ˪˷ sπRepoΥ 

https:// docs.github.com/en/actions/concepts/security/openid-connect 

  

https://docs.cloud.google.com/iam/docs/best-practices-for-using-workload-identity-federation?utm_source=chatgpt.com
https://docs.cloud.google.com/iam/docs/best-practices-for-using-workload-identity-federation?utm_source=chatgpt.com
https://www.tenable.com/blog/how-attackers-can-exploit-gcps-multicloud-workload-solution?utm_source=chatgpt.com
https://www.tenable.com/blog/how-attackers-can-exploit-gcps-multicloud-workload-solution?utm_source=chatgpt.com
https://docs.github.com/en/actions/concepts/security/openid-connect
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Subdomain Takeover ˟ȤAzure  
ˢ˷˩ȤDNS ˶˞˷ˮ ˶ˣ˥˞ˬ 

˸˞ˬ ˢ˶˧˷ ˣ˧ˤ 

 

ˢˬˡ˵ˢ 

˫˧ˮ˷˟ ˸ˣˮˣ˶˥˞ˢ ˶˸ˣ˧ ˶˸ˣ˧ˣ ˫˧ˮˣˠ˶˞ ˫˧˪˵˸ˮ ˢ˰˲ˣ˸˟ ˸˞˶˵ˮ˷ Dangling Subdomain. ˢˬ ˫˴˰˟ ˢ˶ˣ˵ 

˫˧˵˥ˣˬ˷˩ ˸ˣ˶˧˷ ˭ˮ˰˟ ˪˟˞ ˫˧˥˩ˣ˷ ˭˩ˡ˰˪ ˸˞ ˸ˣˬˣ˷˶ s-DNS ?˸ˮ˧˥˟ˬ s-DNS ˫ˣ˷ ˶˟ˡ ˠ˧˶˥ .˞ˣˢ 

˨˧˷ˬˬ ˸ˣ˷˰˪ ˸˞ ˢˬ ˶ˡˠˣˢ˷ x˪ :˸ˣˮ˲ˢ˪ ˢ˶ˣ˟˰˸ ˡ˰˧˪ ˫˧ˣ˯ˬ. ˤ˞ ˢ˲˧˞ ˢ˪˧˥˸ˬ ˢ˧˰˟ˢ ?ˡ˰˧ˢ˷˩ 

ˢˤˢ ˶˟˩ ˞˪ ˫˧˧˵ . 

˸ˣ˟˧˟˯˟ Azure ˢˤ ˢ˶ˣ˵ ˞˪ ˦˰ˬ .˫˧˸ˣ˶˧˷ ˫˧˪ˣ˰ ˫˧ˡ˶ˣ˧ˣ ,˸ˣ˟˧˟˯ ˢ˵˧ˡ˟ ˸ˣ˵˥ˬˮ ˸ˣ˶ˣ˦˵˦˧˩˶˞ˣ 

˸ˣˮ˸˷ˬ .˪˟˞ ˸ˣˬˣ˷˶ DNS ˸ˣ˦ˣˮ ˶˞˷˧ˢ˪ .˫˧ˬ˰˲˪ ˫˧˷ˡˣ˥ .˫˧ˬ˰˲˪ ˫˧ˮ˷ .˫˧ˬ˰˲˪ ˢˤ ˵ˣ˧ˡ˟ ˢˬ 

˨˧˶˴˷ ˧ˡ˩ ˨ˣ˲ˢ˪ ˸ˣ˰˦ ˸˧˪ˣ˰˲˸ ˢˮ˦˵ ˪-Subdomain Takeover. 

˶ˬ˞ˬ˟ ˢˤˢ ˪˩˸˯ˮ ˪˰ ˢ˰˲ˣ˸ˢ ˣˤˢ ˸˧ˣˣˤˬ ˸˧˦˵˶˲ :˨˧˞ ˫˧˶˴ˣˮ Dangling Subdomains ˟-Azure ,ˢˬ˪ 

ˢˤ ˳ˣ˲ˮ ˞˵ˣˣˡ ˫˷ ,˨˧˞ ˫˧ˮ˧˟ˬ ˧˸ˬ ˢˤ ˸ˬ˞˟ ˭˩ˣ˯ˬ ,ˢˬ ˱˵ˣ˸ ˪ˣ˩˧ ˸ˣ˷˰˪ ˫˰ ˢˤ ,ˢˬˣ ˶˷˲˞ ˸ˣ˷˰˪ 

˧ˡ˩ ˫˴ˬ˴˪ ˸˧˸ˣ˰ˬ˷ˬ ˸˞ ˭ˣ˩˧˯ˢ ˭ˣˠ˶˞˟. ˸ˣ˶ˬ˪ ˢ˰˲ˣ˸ˢ˷ ˢ˟˥˶ ˶˸ˣ˧ ,˸ˣ˞ˬˠˣˡˢ ˥ˣ˸˧ˮˢˣ ˶ˬ˞ˬ˟ ˢˤ 

˫˧ˡ˵ˬ˸ˬ ˟-Azure. 

 

ˤ˞ ˨˧˞ ˫˧˶˴ˣˮ Dangling Subdomains ˟-?Azure 

Dangling Subdomain ˶˴ˣˮ ˷˧˷˩ ˸ˬˣ˷˶ DNS )˟ˣ˶˪ CNAME (ˢˮ˲ˬ˷ ˟˞˷ˬ˪ ˶˟˩˷ ˞˪ ˫˧˧˵. 

˭˧˞ ˭˞˩ ˢ˷˪ˣ˥ ˸ˬ˩˥ˣ˸ˬ x˞ ˠ˞˟ ˫˩˥ˣ˸ˬ ˡˣ˵˟ .ˣˤ ˦ˣ˷˲ ˢ˶ˣ˴˸ ˢ˶˞˷ˮ˷ ˧˪˟ ˫˧˪˰˟ ˧˩ ˞˪ ˢ˪˲ˣ˦ ˣˬ˩ 

˨˧˶˴˷. 

-˟Azure ,˸˵˧˥ˬ ˟˞˷ˬ ˸˰˴˟˸ˬ ˸ˬ˶˟ ˟˞˷ˬˢ ˣˬ˴˰ .˪˟˞ ˟ˣ˶˟ ˫˧ˮˣˠ˶˞ˢ s-DNS ˪ˢˣˮˬ ˪˪˩˟ ˫ˣ˵ˬ˟ 

˶˥˞ .˫˧ˬ˰˲˪ ˪˰ ˧ˡ˧ ˸ˣˣ˴ ˸ˣ˧˸˷˸ ,˫˧ˬ˰˲˪ ˪˴˞ ˵˲˯ ˧ˮˣ˴˧˥ ,˫˧ˬ˰˲˪ ˟-Azure DNS ˡ˶˲ˮ x˞ ˸˩˶˰ˬ˟ 

On-prem ˞˪˷ ˸˶˟ˣ˥ˬ ˧˩˧˪ˢ˸˪ ˢˡˣ˟˰ˢ ˭ˮ˰˟ .˟˞˷ˬˢ˷˩ ˵˥ˬˮ ,˱˞ ˡ˥˞ ˞˪ ˥˧˦˟ˬ ˣˢ˷˧ˬ˷ ˶ˣ˩ˤ˧ ˫ˠ 

˶˧˯ˢ˪ ˸˞ ˸ˬˣ˷˶ s-DNS .˨˩ˣ ˶˞˷ˮ ˟˞˯-˭˧˧ˬˣˡ ˨˧˷ˬˬ˷ ˸ˣˮ˲ˢ˪ ˡ˰˧˪ ˞˪˷ ˫˧˧˵ ˶˸ˣ˧. 
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ˤ˞ ˢˬ ˢˤ ˫˴˰˟ Subdomain Takeover?  

Subdomain Takeover ˢ˶ˣ˵ ˣˢ˷˧ˬ˷˩ ˶˥˞ ˯˲ˣ˸ ˫˷ ˪˷ ˟˞˷ˬ ˢˮ˲˸ˢ˷ ˭ˬˤ˟ ˢ˷-DNS ˧ˮˣˠ˶˞ˢ ˭˧˧ˡ˰ 

ˢˮ˲ˬ ˣ˧˪˞. 

-˟Azure ˷˧ ˞˪ ˦˰ˬ ˫˧˸ˣ˶˧˷ ˫ˢ˟˷ ˫˷ ˟˞˷ˬˢ ˞ˣˢ ˵˪˥ ˢˬ-FQDN ˧˶ˣ˟˧˴ˢ .˪˩ ˡˣ˰ ˟˞˷ˬˢ ˫˧˧˵ ,ˤ˞ 

˫˷ˢ ˶ˣˬ˷ .˰ˠ˶˟ ˞ˣˢ˷ ˵˥ˬˮ ,˫˧˶˵ˬ˟ ˫˧˟˶ ˫˷ˢ ˵˧˯˲ˬ ˸ˣ˧ˢ˪ ˶ˣˬ˷ ˭ˣˠ˶˞˪ .˫˧ˬ˰˲˪ ˞ˣˢ ˭˧ˬˤ ˷ˡ˥ˬ 

˦˰ˬ˩ ˡ˧ˬ ,˫˧ˬ˰˲˪ ˧˶˥˞ ˵˶˲ ˭ˬˤ ˶˴˵. 

˫˞ ˣ˸ˣ˞˟ ˭ˬˤ ˸ˬ˧˧˵ ˸ˬˣ˷˶ CNAME ˟˞˯ˬ ˭˧˧ˬˣˡ ˧ˮˣˠ˶˞ ˫˷˪ ˢˤˢ ,˱˵ˣ˸ ˪ˣ˩˧ ˪˴ˮ˪ ˸˞ ˢˤ ˶ˣ˴˧˪ˣ 

˟˞˷ˬ ˷ˡ˥ ˟-Azure ˫˰ ˣ˸ˣ˞ ˫˷ ˵ˣ˧ˡ˟ .˰ˠ˶ˬ ˢˤ ,˪˩ ˢ˶ˣ˟˰˸ˢ ˢ˰˧ˠˬ˷ ˟˞˯˪ ˭˧˧ˬˣˡˢ ˧ˮˣˠ˶˞ˢ ˟˸ˣˮ˸ 

˟˞˷ˬ˪ ˞˴ˬˮ˷ ˣ˸˦˧˪˷˟ ,˶ˬˣ˪˩ ˸˥˸ ˭˧˧ˬˣˡ ˢ˞˶ˮ˷ ˧˶ˬˠ˪ ˧ˬ˧˦˧ˠ˪. 

˟ˣ˷˥ ˷˧ˠˡˢ˪: ˞˪ ˪˩ Dangling Subdomain ˶˷˲˞ˬ Takeover ˪˰ˣ˲˟ .˧ˡ˩ ˢˤ˷ ˢ˶˵˧ ˫˧˩˧˶˴ ˫˧˧˵˸ˢ˪ 

ˢ˷ˣ˪˷ ˫˧˞ˮ˸: 

¶ ˷˧ CNAME ˪˧˰˲ ˰˧˟˴ˬ˷ ˸ˣ˶˧˷˪ Azure 

¶ ˟˞˷ˬˢ ˧˶ˣ˵ˬˢ ˶˟˩ ˞˪ ˫˧˧˵ ˡ˴˟ Azure 

¶ ˸ˣ˶˧˷ˢ ˶˷˲˞ˬ ˷ˣˬ˧˷ ˷ˡ˥ˬ ˫˷˟ ˣˮ˧˞ˣ ˶ˬˣ˷ ˣ˸ˣ˞ ˥ˣ˵˪˪ ˧˶ˣ˵ˬˢ 

 

ˢˤ˧˞ ˫˧˸ˣ˶˧˷ ˟-Azure ˸ˬ˞˟ ˫˧˧˦ˮˣˣ˪˶ ˪-Takeover? 

˞˪ ˪˩ ˸ˣ˶˧˷ ˟-Azure ˧˦ˮˣˣ˪˶ ˪-Subdomain Takeover .˟ˣ˶˟ ˫˧˶˵ˬˢ ˶˟ˣˡˬ ˫˧˸ˣ˶˧˷˟ ˫ˢ˟˷ ˫˷ 

˟˞˷ˬˢ ˞ˣˢ ˵˪˥ ˸˟ˣ˸˩ˢˬ ˸˧˶ˣ˟˧˴ˢ ,˫˷ˢˣ ˪ˣ˩˧ ˨ˣ˲ˢ˪ ˭˧ˬˤ˪ ˷ˡ˥ˬ ˧˶˥˞ ˢ˵˧˥ˬ. 

˫˧˸ˣ˶˧˷ˢ ˫˧˴ˣ˲ˮˢ ˫˧˪˪ˣ˩: 

¶ Azure App Service - *.azurewebsites.net  

¶ Azure Blob Storage - *.blob.core.windows.net  

¶ Azure Traffic Manager - *.trafficmanager.net  

¶ Azure CDN - *.azureedge.net  

¶ Azure Cloud Services -xVMs - *.cloudapp.azure.com 

˷˧ ˫˧˸ˣ˶˧˷ ˫˧˶ˬˣ˷˷ ˸ˣˬ˷ ˵˶˲˪ ˭ˬˤ ˫˧ˣ˯ˬ ,˷˧ˣ ˢ˪˞˩ ˞˪˷ ˫˧˶˷˲˞ˬ ˪˪˩˟ ˷ˣˬ˧˷ ˶ˤˣ˥ .ˤ˞ ˫˞ 

ˣˮ˥˪˴ˢ ˸ˣˢˤ˪ Dangling Subdomain ˢˤ ˞˪ ˵˧˲˯ˬé ˸˞ˤ ˞˪ ˢ˥˩ˣˢ ˸ˬ˞˟˷ ˶˷˲˞ ˰˴˟˪ ˸˞ s-

Takeover. 
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˨˧˞ ˫˧ˢˤˬ ˫˧˸ˬ˞ˬˣ Dangling Subdomain? 

˟˪˷ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ ˧ˣ˲˧ˬ .˫˧˲˯ˣ˞ ˟˞˯-˫˧ˮ˧˧ˬˣˡ ˫˧˶ˡˠˣˬ˷ ˩-CNAME ˧˸ˣ˶˧˷˪ Azure ,˪˷ˬ˪ 

blob.core.windows.net ,azurewebsites.net ,cloudapp.azure.com x˞ trafficmanager.net. 

˟˪˷˟ ˞˟ˢ ˫˧˵ˡˣ˟ ˫˞ ˷˧ ˪˪˩˟ ˟˞˷ˬ ˪˧˰˲ ˧˶ˣ˥˞ˬ ˡ˰˧ˢ .˫˧ˬ˰˲˪ ˪˟˵ˮ NXDOMAIN ,˫˧˶˵ˬ˟ˣ ˫˧˶˥˞ 

˸˟ˣˠ˸ ˢ˞˧ˠ˷ ˸˧ˮ˧˧˲ˣ˞ ˪˷ Azure ,ˣˬ˩ ϦResource not foundϦ .˧ˮ˷˟ ˫˧˶˵ˬˢ xʕ ˢ˧ˢ˸ ˢ˧˴˵˧ˡˮ˧˞ ˢˤ˪ 

ˢ˷-DNS ˢˮ˲ˬ ˣˢ˷ˬ˪ ˶˟˩˷ ˞˪ ˫˧˧˵. 

˟˪˷ˢ ˞˟ˢ ˢ˧ˢ˧ ˸ˬ˞˪ ˫˞ˢ Azure ˭˧˧ˡ˰ ˸˶˷˲˞ˬ ˶ˣ˴˧˪ ˟˞˷ˬ ˷ˡ˥ ˫˰ ˣ˸ˣ˞ ˫˷ ˰˧˲ˣˬ˷ ˟-CNAME .

˫˞ ˭˩ ,ˤ˞ ˶˟ˣˡˬ ˟-Dangling Subdomain ˫˰ ˪˞˧˴ˮ˦ˣ˲ ˪-Takeover .ˢˬˠˣˡ ˢ˞˪ˬ ˢˤ˪ ˸ˠ˴ˣˬ ˨˷ˬˢ˟ 

˶ˬ˞ˬˢ. 

 

˫˞ˣ ˣˮ˥˪˴ˢ ˸ˣ˷˰˪ Takeover ,ˢˬ ˣ˧˷˩˰? 

ˢ˟˶ˢ ˫˧ˬ˰˲ ˢ˶ˣ˵ ˫˧˦˲˧˶˵˯˷ ,˫˧˷ˬ˸˷ˬ ˧˩˧˪ˢ˸ˣ CI/CD ˭ˣˠ˶˞˟ ˭˧˧ˡ˰ ˫˧˶˷˵˸ˬ ˫˰ ˟˞˯ˢ ˭˧˧ˬˣˡ 

ˣ˷˰˷ ˣ˧˪˰ Takeover . 

˧˶˥˞ Takeover ,˱˵ˣ˸ ˪ˣ˩˧ ˪˷ˬ˪: 

¶ ˸ˣ˪˰ˢ˪ ˫˧˴˟˵ ˫˧˧ˮˣˡˤ ˟˞˯˪ ˭˧˧ˬˣˡ ˧ˬ˧˦˧ˠ˪. 

¶ ˰˴˟˪ ˭˧˧˲ˬ˵ ˠˮ˧˷˧˲ x˞ Social Engineering ˨˶ˡ ˫˧˪˦˶ˣ˲ ˫˧ˮ˷˧. 

¶ ˦˪˸˷ˢ˪ ˪˰ API x˞ endpoint ˸ˣ˩˶˰ˬ˷ ˭˧˧ˡ˰ ˸ˣ˞˶ˣ˵ ˣ˧˪˞. 

¶ ˪˴ˮ˪ Redirect URIs ˫˧ˮ˷˧ ˟-OAuth x˞ OIDC. 

ˢ˟˶ˢ˟ ˫˧ˮˣˠ˶˞ ˷˧ ˫˧˦˲˧˶˵˯ ,Agents ˧˩˧˪ˢ˸ˣ CI/CD ˫˧˴˶˷ ˶˟˩ ˫˧ˮ˷ ˫˧˩˧˷ˬˬˣ ˶˟ˡ˪ ˫˰ ˣ˸ˣ˞ ˟˞˯-

˭˧˧ˬˣˡ ñ˭˷˧ .ò˪˩˟ ˢ˷˵˟ ˣˤ˩ ˫ˢ ˫˧˪ˣ˪˰ ˶˧˟˰ˢ˪ ˰ˡ˧ˬ ˷˧ˠ˶ ,˪˷ˬ˪: 

¶ SASȤtokens ˫˧˰˧˲ˣˬ˷ ˟query string ˧ˡ˩ ˸˷ˠ˪ ˪Blob x˞ ˫˧˴˟˵˪. 

¶ Bearer token, APIȤKey 

¶ Payloadπ˫˧ ˫˧˪ˣ˩˧˷ ˪˧˩ˢ˪ ˰ˡ˧ˬ ˷˧ˠ˶. 
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ˣˬˡ :˸ˣ˦˪˸˷ˢ ˪˰ Blob Storage 

˥˧ˮˮ ˭ˣˠ˶˞ˢ˷ ˨˪˷ ˷ˬ˸˷ˬ ˟-Azure Blob Storage ˸ˣˮ˯˥ˣ˞ˬ˷ x˟ ˸ˣˮ˩ˣ˸ ,˧˴˟˵ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ x˞ 

artifacts ˪˷ CI/CD .˥˧ˮˮˣ ˫˧˦˲˧˶˵˯˷ ,˫˧˷ˬ˸˷ˬ x-Agents ˭ˣˠ˶˞˟ ˫˧ˡ˧˶ˣˬ ˫˸ˣ˞ ˭˲ˣ˞˟ ˱˦ˣ˷ .˨˶ˣ˴˪ 

ˢˤ ˶ˡˠˣˢ ˟˞˯-˭˧˧ˬˣˡ ˧ˡˣ˰˧˧ ˫˷˟ files.mcp-pro.com: 

 

˸˰˩, ˣˮ˧˧ˬˡ ˫˧˰˴˟ˬ˷ ˢ˶˟˥˟ ˫˩˪˷ ˠˣ˶ˡ˷ ˸ˣ˧˸˷˸ .˫˧˶˟ˣ˰ ˪-pipeline ˷ˡ˥ x˞ ˸ˣ˶˧˷˪ ˭ˣ˯˥˞ ˶˥˞ 

˫˧˵˥ˣˬˣ ˸˞ ˭ˣ˟˷˥ s-Storage ˭˷˧ˢ ˨ˣ˸ˬ ˢ˟˷˥ˬ ˞ˣˢ˷ ˶˟˩ ˞˪ ˷ˣˬ˧˷˟ .˪˟˞ ˫˧˥˩ˣ˷ ˶˧˯ˢ˪ ˸˞ 

˸ˬˣ˷˶ s-CNAME ˟-DNS zone ˪˷ ˢ˶˟˥ˢ . 

˱˵ˣ˸ ˢ˲ˬˬ˷ ˸˞ ˫˧ˮ˧˧ˬˣˡˢ ˪˷ ˭ˣˠ˶˞ˢ ˪ˣ˩˧ ˸ˣ˞˶˪ ˢ˷-CNAME ˪˷ files.mcp-pro.com ˢˮ˲ˬ ˪-

Storage Account ˶˟˩˷ ˞˪ ˫˧˧˵ ˟-Azure )˞˪ ˶˧ˤ˥ˬ ˭˩ˣ˸ ˱˵˸:( 

 

 

˟˪˷˟ ˢˤˢ ˭˸˧ˮ ˵˧˯ˢ˪ ˟˞˯ˢ˷ ˭˧˧ˬˣˡ ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˰˧ˠ˲ ˪-Takeover . 
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˧ˡ˩ ˞ˡˣˣ˪ ˸˞ˤ ,˷ˬ˸˷ˮ ˫˧˪˩˟ ˣˬ˩ Nuclei ˫˰ ˸ˣ˧ˮ˟˸ ˸ˣ˧ˡˣ˰˧˧ ˪-Dangling Subdomains ˟-AzureΥ 

 

˫˞ ˢ˵˧˶˯ˢ ˸ˮˬ˯ˬ ˫˷ˢ˷ ˧ˣˮ˲ ,˱˵ˣ˸ˢ ˶ˣ˴˧ ˸˥˸ s-Subscription ˣ˪˷ Azure storage account ˷ˡ˥ 

˫˰ ˣ˸ˣ˞ ˫˷ˢ ˸˥˸ net.windows.core.blob: 

 

˧ˡ˩ ˫˧˧˯˪ ˸˞ ˨˧˪ˢ˸ ˸ˣ˦˪˸˷ˢˢ ,˱˵ˣ˸ˢ ˨˧˶˴ ˶˧ˡˠˢ˪ ˸˥˸ ˟ˣ˪˟ˢ ˸˞ ˟˞˯ˢ ˭˧˧ˬˣˡ ˰˧ˠ˲ˢ )˸˧ˮˣ˷˪ 

Custom domain:( 

 

˰ˠ˶ˬ ˢˤ ,˪˩ ˢ˷˵˟ ˪-files.mcp-pro.com ˟˸ˣˮ˸ ˭ˣ˟˷˥˪ ˸˦˧˪˷˟˷ ˱˵ˣ˸ˢ. 

http://blob.core.windows.net/
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˭˞˩ˬ ˸ˣ˧ˣ˶˷˲˞ˢ ˸ˣ˦ˣ˷˲. ˱˵ˣ˸ˢ ˪ˣ˩˧ ˸ˣ˪˰ˢ˪ ˪˷ˬ˪ ˳˟ˣ˵ config.json ˞ˬˠˣˡ˪ ˢ˞˶ˮ˷ ˢˢˤ ˧˶ˣ˵ˬ˪ .

˫˧˦˲˧˶˵˯ ˧˩˧˪ˢ˸ˣ CI/CD ˫˧ˮ˷˧ ˣ˩˧˷ˬ˧ ˡ˧˶ˣˢ˪ ˣ˸ˣ˞ ˬ-files.mcp-pro.com ,˧˪˟ ˸˰ˡ˪ ˳˟ˣ˵ˢ˷ ˰˧ˠˬ 

˭ˣ˟˷˥ˬ ˧ˮˣˡˤ. 

ˣ˞ ˱˵ˣ˸ˢ˷ ˦ˣ˷˲ ˪ˣ˩˧ ˦˧˪˵ˢ˪ ˪˩ ˢ˷˵˟ ˢ˰˧ˠˬ˷ ˪-files.mcp-pro.com ˸ˣ˯ˮ˪ˣ ˳˪˥˪ ˢˮˬˬ ˫˧ˮ˵ˣ˦ ,

˸ˣ˥˸˲ˬ x-payloads ˫˧˷˧ˠ˶. 

˸ˮ˧˥˟ˬ ˸ˣ˩˶˰ˬˢ, ˫˧˦˲˧˶˵˯ ˪˩ˣ ˧˩˧˪ˢ˸ ˧ˣ˪˲˧ˡˢ ,˫ˢ ˭˧˧ˡ˰ ˫˧˶˷˵˸ˬ ˫˰ ˣ˸ˣ˞ ˟ˣ˪˟ˢ .˪˰ˣ˲˟ ,˪˩ 

ˢ˶ˣ˟˰˸ˢ ˸˲˯˞ˮ ˪˰ ˧ˡ˧ ˱˵ˣ˸ˢ. 

 

˨˧˞ ˫˧˞˴ˣˬ ˸˞ ˢˤ ˭ˣˠ˶˞˟? 

˭˰ˬ˪ ˸ˬ˞ˢ ,˭˧˞ ˭˞˩ ˸˵˧ˡ˟ ˫˯˵ ˞˧ˢ˷ ˡ˥-˸˧ˬ˰˲ .˸ˣ˟˧˟˯ ˭ˮ˰ ˸ˣˮ˸˷ˬ ˪˩ ˭ˬˤˢ ,˭˩˪ˣ ˫ˠ ˶ˣ˸˧˞ 

Dangling Subdomains ˨˧˶˴ ˸ˣ˧ˢ˪ ˵˪˥˩ ˸ˣ˪˧˰˲ˬ ˸˲˦ˣ˷. 

˳˪ˬˣˬ ˢ˧ˢ˧˷ ˨˧˪ˢ˸ ˢˡˣ˟˰ ˧˯˧˯˟ ˭ˣˠ˶˞˟ ˪ˣ˪˩˧˷: 

¶ ˧ˣ˲˧ˬ ˟˞˯-˫˧ˮ˧˧ˬˣˡ ˫˧˧ˮˣ˴˧˥ ,˪˪ˣ˩ ˢ˪˞˩ ˫˧˞˶ˮ˷ ˫˧ˮ˷˧ x˞ ˫˧˥˩˷ˮ. 

¶ ˢˡˣ˵ˮ ˸˲˯ˣˮ ˪˵˷ ˯˲˯˲˪ ˞˧ˢ ˷-Dangling Subdomains ˞˪ ˫˧˰˧ˠˬ ˵˶ ˢˬ-DNS ˣˬ˴˰ ,˞˪˞ ˫ˠ 

ˡˣ˵ˬ .˫˧˦˲˧˶˵˯ ,pipelines ,˧˴˟˵ ˢ˧˴˶ˣˠ˧˲ˮˣ˵ ˡˣ˰˧˸ˣ ˭˷˧ ˫˧˪ˣ˪˰ ˪˧˩ˢ˪ ˸ˣ˟ˣ˸˩ ˫˧˸ˣ˶˧˷˪ ˶˟˩˷ 

ˣ˵˥ˬˮ ˭ˬˤˬ ,˪˟˞ ˫˧˩˧˷ˬˬ ˸ˣ˧˥˪ ˤ˧˶ˣ˦˧ˤˣ˲˧˶˟ ˪˷ ˭ˣˠ˶˞ˢ .ˢ˵˧˶˯ ˸˧˯˧˯˟ ˪˷ ˡˣ˵ ˳ˣ˪˧˥˪ FQDNs 

ˢ˵˧ˡ˟ˣ ˫˞ ˫˧˟˞˷ˬˢ ˫ˢ˧˪˞˷ ˫ˢ ˫˧ˮ˲ˬ ˭˧˧ˡ˰ ˫˧ˬ˧˧˵ ,ˢ˪ˣ˩˧ ˱ˣ˷˥˪ ˞˪ ˦˰ˬ ˫˧˶˵ˬ ˢ˪˞˩ ,ˡ˥ˣ˧ˬ˟ 

˸ˣ˟˧˟˯˟ ˫˰ ˢ˟˶ˢ ˡˣ˵. 

¶ ˧ˣˢ˧ˤ ˸ˣˬˣ˷˶ CNAME ˸ˣˮ˲ˬ˷ ˧˸ˣ˶˧˷˪ Azure. 

¶ ˸˵˧ˡ˟ ˸ˣˮ˧ˬˤ ˫˧˟˞˷ˬˢ ˡ˴˟ Azure. 

˫˧˪˩ ˣˬ˩ Nuclei x˞ Subjack ˫˧˪ˣ˩˧ ˶ˣˤ˰˪ ˟˪˷˟ ˶ˣ˸˧˞ˢ ˧ˮˣ˷˞˶ˢ ,˪˟˞ ˫ˢ ˞˪ ˫˧˲˧˪˥ˬ ˢˮ˟ˢ ˪˷ 

ˢ˟˧˟˯ˢ ˭ˣˠ˶˞˟. 
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ˤ˞ ˨˧˞ ˫˧˰ˮˣˬ ˸˞ˤ? 

ˢ˟ˣ˷˸ˢ ˢ˦ˣ˷˲ˢ ˞˧ˢ ˫ˠ ˢˮˣ˩ˮˢ :˵ˣ˥ˬ˪ ˸ˣˬˣ˷˶ DNS ˫˧˵˥ˣˬ˷˩ ˟˞˷ˬ. 

˪˰ˣ˲˟ ˢˤ ˡ˟ˣ˰ ˵˶ ˣ˸ˣ˞˷˩ ˫˶ˣˠ ˭ˣˠ˶˞˟ ˦˪ˣ˷ ˫ˠ ˭ˮ˰˟ ˫ˠˣ ˟-DNS ˢˤˣ ˞˪ ˡ˧ˬ˸ ˟˴ˬˢ .˭˩˪ ˟ˣ˷˥ ˸ˣˮ˟˪ 

˨˧˪ˢ˸ ˭ˣˠ˶˞˟: 

¶ ˟˪˷˪ ˸ˣ˵˧ˡ˟ DNS ˵˪˥˩ ˨˧˪ˢ˸ˬ ˢ˶˯ˢ ˧ˣ˵˧ˮˣ ˪˷ ˫˧˟˞˷ˬ. 

¶ ˞ˡˣˣ˪ ˢ˵˧˥ˬ˷ ˪˷ ˟˞˷ˬ ˸˪˪ˣ˩ ˫ˠ ˧ˣ˵˧ˮ ˧˦ˬˣ˦ˣ˞ ˪˷ ˸ˣˬˣ˷˶ DNS ˸ˣ˧˦ˮˣˣ˪˶. 

¶ ˱˧˯ˣˢ˪ ˢ˧˴ˡ˧˪ˣ ˸˞ˡˣˣˬ˷ ˞˪˷ ˣ˶˞˷ˮ ˸ˣˬˣ˷˶ ˸ˣ˪˧˰˲ ˸ˣˮ˲ˬ˷ ˟˞˷ˬ˪ ˶˟˩˷ ˵˥ˬˮ. 

¶ ˞ˡˣˣ˪ ˪˩˪˷ ˸ˬˣ˷˶ CNAME ˷˧ owner ˶ˣ˶˟ ˸ˣ˧˶˥˞ˣ ˪˰ ˢ˶˯ˢ. 

¶ ˰˴˟˪ ˸ˣ˶ˣ˵˧˟ DNS ˸ˣ˧˸˲ˣ˵˸ ˟˧˪˴ˢ˪ˣ ˭˸ˣ˞ ˪ˣˬ ˫˧˟˞˷ˬ ˭˧˧ˡ˰˷ ˫˧˪˧˰˲. 

 

˦˲ˣ˯ˣ˶˵˧ˬ ˸˯˥˧˧˸ˬ ˪-Subdomain Takeover ˢ˧˰˟˩ ˸˶˩ˣˬ ,ˢ˴˧˪ˬˬˣ ˭˧˟ ˶˸˧ˢ ˪˰ ˷ˣˬ˧˷ ˟-Azure 

DNS alias records ,˸ˣˬˣ˷˶ asuid ˸ˣˬ˧˞˪ ˸ˣ˪˰˟ ˟-App Service ,˸˪˰˲ˢˣMicrosoft Defender for 

App Service. 

˭˧˧ˡ˰ˣ ,˭ˣ˶˸˲ˢ ˞ˣˢ ˞˪ ˵˶ ˧ˠˣ˪ˣˮ˩˦ .Azure ˞˪ ˸˰ˡˣ˧ ˢˬ ˢ˶ˣ˵ ˟-DNS ˧ˮˣ˴˧˥ˢ ˫˩˪˷ ,˞˪ˣ ˸˶ˬˣ˷ ˸ˣˬ˷ 

˶ˣ˟˰ ˫˧˟˞˷ˬ ˣ˵˥ˬˮ˷ .˸ˣ˧˶˥˞ˢ ˸˶˞˷ˮ ˪˴˞ ˭ˣˠ˶˞ˢ. 

 

 
 

˫ˣ˩˧˯ 

Subdomain Takeover ˟-Azure ˞ˣˢ ˦˰ˬ˩ ˡ˧ˬ˸ ˞˪ ˭˧˧ˮ˰ ˪˷ ˢ˷˪ˣ˥ ˸ˬ˩˥ˣ˸ˬ ,˞˪˞ ˪˷ ˨˧˪ˢ˸ .˟˞˷ˬ 

˵˥ˬˮ sx-DNS ˦ˣ˷˲ ˶˞˷ˮ ˶ˣ˥˞ˬ .˪˩ ˡˣ˰ DNS ˧˟˞˷ˬˣ ˭ˮ˰ ˫˧˪ˢˣˮˬ ˧ˮ˷˩ ˸ˣˬ˪ˣ˰ ˫˧ˡ˶˲ˮ ,Dangling 

Subdomains ˣ˩˧˷ˬ˧ ˰˧˲ˣˢ˪ .˸ˣ˷ˡ˥ˢ ˸ˣ˟ˣ˦ˢ ˭s ˞˪˷ ˨˧˶˴ ˭ˣ˶˸˲ ˡ˥ˣ˧ˬ x˞ ˶˴ˣˬ ˶˵˧. ˵˶ ˧ˣ˲˧ˬ ,˨˧˪ˢ˸ 

˶ˣ˶˟ ,˸˴˵ˣ ˸ˣ˰ˡˣˬ .˱ˣ˯˟ xʕ ˞˪ ˢ˧˰˟ Azureπ˸˧ ˞˪ˣ ˸˧˧˰˟ DNS .ˣˤ ˸˧˧˰˟ ˨˧˪ˢ˸ ˭ˣˠ˶˞˟ .ˣˬ˩ˣ ˢ˟˶ˢ 

˸ˣ˧˰˟ ˢ˪˞˩ ˭ˮ˰˟ ,˞˧ˢ ˸˶˸˲ˮ ˢ˟˶ˢ ˧ˮ˲˪ ˫˧˰˧ˠˬ˷ ˡˣ˵˪. 
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˪˰ ˶˟˥ˬˢ˸ 

ˢ˶˧˷ ˣ˧ˤ ˞˧ˢ ˸˶˵ˣ˥ ˶˟˧˧˯ ˢ˥ˬ˸ˬˢ ˧˶˵˥ˬ˟ Cloud ȤxPostȤExploitation ˸ˣ˟˧˟˯˟ ˸ˣ˧ˮˣˠ˶˞ ˸ˣ˟˩˶ˣˬ. 

˞˧ˢ ˢ˪˧˟ˣˢ ˧˶˵˥ˬ ˸ˣ˷˪ˣ˥ ˭ˮ˰ ˟ȤMicrosoft ,˫ˣ˧˩ˣ ˞˧ˢ ˵˪˥ ˸ˣˣ˴ˬ ˶˵˥ˬˢ ˪˷ Cyera ,˫˷ ˞˧ˢ ˸˵˯ˣ˰ 

˶˵˥ˬ˟ ˧˲˵˸ˢ ˪˰ ˸ˣ˟˧˟˯ ˧˶˴ˣˬˣ ˭ˮ˰. 

 

˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬ 

¶  Microsoft Learn - Prevent dangling DNS records and subdomain takeover: 

https://learn.microsoft.com/en-us/azure/security/fundamentals/subdomain-takeover 

¶  Nuclei Azure Takeover Templates: https://github.com/projectdiscovery/nuclei-

templates/blob/main/dns/azure-takeover-detection.yaml 

¶ Subjack - Subdomain Takeover tool: https://github.com/haccer/subjack 

 

  

https://github.com/haccer/subjack
https://github.com/haccer/subjack
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˧˶˟ˡ ˫ˣ˩˧˯ 
 

˸˞ˤ˟ ˣˮ˥ˮ˞ ˫˧˶ˠˣ˯ ˸˞ ˭ˣ˧˪ˠˢ s-170 ˪˷ Digital Whisper ,ˣˮ˞ ˡˣ˞ˬ ˫˧ˣˣ˵ˬ ˧˩ ˫˸ˮˢˮ ˭ˣ˧˪ˠˢˬ ˧˩ˢˣ 

˟ˣ˷˥ :˫˸ˡˬ˪ ˣˮˬˬ .ˣˬ˩ ˸ˣˮˣ˧˪ˠ˟ ˫˧ˬˡˣ˵ˢ ,˫ˠ ˫˰˲ˢ ˣ˰˵˷ˣˢ ˢ˟˶ˢ ˢ˟˷˥ˬ ,˸ˣ˧˸˶˧˴˧ ,ˢˡˣ˟˰ ˢ˷˵ 

˸ˣ˰˷ˣ ˢˮ˧˷ ˸ˣ˟˶ ˧ˡ˩ ˞˧˟ˢ˪ ˫˩˪ ˸˞ ˭ˣ˧˪ˠˢ . 

 

˭˸˧ˮ ˥ˣ˪˷˪ ˸ˣ˟˸˩ ˪˩ˣ ˢ˧ˮ˲ ˸˶˥˞ ˨˶ˡ ˡˣˬ˰ "˶ˣ˴ ˶˷˵ "˶˸˞˟ ˣˮ˪˷ ,ˣ˞ ˥ˣ˪˷˪ ˭˸ˣ˞ ˶˞ˣˡ˪ ˧ˮˣ˶˦˵˪˞ˢ 

ˣˮ˪˷ ,˸˟ˣ˸˩˟ editor@digitalwhisper.co.il. 

 

˪˰ ˸ˮˬ ˞ˣ˶˵˪ ˸ˣˮˣ˧˪ˠ ˫˧˲˯ˣˮ ,˶ˣ˴˧˪ ˣˮˬ˧˰ ˶˷˵ ˱˶˦˴ˢ˪ˣ ˢ˪˧ˢ˵˪ ˣˮ˪˷ ,˞ˮ˞ ˣ˶˵˟ ˶˸˞˟ ˭˧ˤˠˬˢ: 

www.DigitalWhisper.co.il 
"T4lk1n' 80ut a r3vo7u710n 5ounds like a wh15p3r" 

 

˭ˣ˧˪ˠˢ ˟ˢ ˞˫˯˶˲˸˧ ˢˣˣ˵˸˟ ˫ˣ˧˟ ˭ˣ˶˥˞ˢ ˪˷ ˷ˡˣ˥ ˶˞ˣ˶˟˲! 

 

 

        ˵˧˲˞ ˞˧˦˯˵ ˪˶˧˲˯ˣ ˧˵˯˟ˣ˶ˡ˲ 

        31.01.2026 
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