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tp link firmware tl-wr740n X Q
Ask All Images News Videos Goggles =
TP-Link
tp-link.com » us » support » download » tl-wr740n
Download for TL-WR740N | TP-Link
GPL_TL-WR740N_VE - Note: 1. The emulator is a virtual web GUI where you can experience
the TP-Link product management panel. 2. The listed emulators might not have the latest...
Tx x4 X ise, o qslpy, el B X s 4 X« B TR X Ys s
FooSoTe axsed s 0 ¢ X sx s T d o T et x )4 X BLoX)
NP | I TRVRRE BTN SR I N T P ol BRI SRS TR S kTR TN NN )
T I A L AN B TR S I U NN IR I I SR LI
SN X T o X W HY S LR XX, O [y K]
FooooX ol L O XTI s X s X b ox XD ox I s B¢ {7, xS,
X DX4” 4s s, xwXes [ 4 S~ _ X1 I yUbuntu 141 x " 1 x<7 17 «i¢
XX .87, b w(” {docker. | x *x "1x4”] sTsx .Debian. | x X1 x{"x <& x 4 s
MG | »¥wdxi,ox 8, % |gx,y | *xockers Ubuntu 14

b« X Xse- Fifmware: -~ 4 o« 1

% st . H Jopen sourced ) binwalkr _ 4L % Suw il

X "L, xXsx x
o ~ -

X
X < L~ *L o
DESCRIPTION

TP-Link firmware header, firmware versi

: 0.0.0, image version:

"ver.

product version:

0x200
0x100000

X< ls,
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> ¥mlinuxbin +

1.0", product ID: ©x7400001,

kernel load address: 0x80002000, kernel entry point: 0x801A4000, kernel offset:

512, kernel length: 818284, rootfs offset: 1048576, rootfs length: 2883584, bootloader offset: O,
gzip compressed data, was "vmlinux.bin"

Squashfs filesystem, big endian, lzma signature, version 3.1, size: 2059306 bytes,
blocksize: 65536 bytes, created: Sun Sep 12 20:29:45 2010

, from Unix, last modified: Thu Sep 2 21:31:13 2010
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84+0 records out

84 bytes (2.9 MB) copied, 9.70384 s, 297 kB/s
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bin dev ekc lib
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mnt proc root sbin
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tmp usr var web
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busybox cat chmod date
L L - L

df echo false kill
L L L L
login ls mounk msh
QJ A QJ A
ping ps rm sh
e <

true umount
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Buildroot: x . s € %xs X R g o4 Xpeod ciia 1 AY { XS0 X
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L

-ll,”'l L, X "

*** Unable to find the ncurses libraries or the required header files.

% %k

* %k

'make menuconfig'

requires the ncurses libraries.
% % %

*** Install ncurses (ncurses-devel) and try again.

s O s i s IS X

~

w
>

X1
)

n ” - ” X
s - "sr{ ,,.)\1 g ..xl

Buildroot 201 onfig
Arrow keys navigate the menu. <Enter> selects submenus ---
<Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] feature is selected

> Highlightedrletters are hotkeys. Pressing <Y> selectes a feature

[ ] feature is excluded

| | Target Architecture (i386) --->)
Target Architecture Variant (1586)
guild options --->
foolchain --->
system configuration --->
Package Selection for the target
Host utilities --->
ilesystem images --->
jootloaders --->
Kernel --->
egacy config options --->
oad an Alternate Configuration File
ave an Alternate Configuration File

<

-->

Exit > < Help >

s

x " 4% j X l ¢ s=ﬂvs¢¢ p<,.{ XX

N

BigEndianr

TX L,y b s, x 1.%

e
L BCC LA X

noH & , ~ wClibc: 1 4 ~

L *

o.n.ns
HCMPp 7 » « ~ Y

PXxMIPS32Z o x U g

"kt 41

>

Y

Build Options™* .mips32r2* .. 1 *Target* MIPSBigEndian- 1 * TargetArchitecture. , " 1 1 "
o DoXSYSXX XYY S Y LS X T XY X X L L L B X s X T qs % ] X7
O N T K I T
O« ~ 41 X" 8 ~¥%5s {.+.x s. . .KermelHeaderst 1 . .1 ¥ 151 TToolchair*
HCS _ »¥3% « ., X9 0CXx 7", x0x"s ,¥ss ~ 44 x” 07 s 1 X
« wClibes ¢ s |~ ¥¥HgMps _ 4«5 s ¥sT {4 s P A KT x ] X
s A ( | a:x” ] I”xihxvd S o XN X T4 s t f£Rx " g L ¥y osx " oo . .
x s 1 4. 4s g~ 5 X xRQxqss X x g s [l xo {.7yd ]x {GCCL
é ” ., .I ” + .
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S vuEld XXl X gdbx "sid s F s

FooX o deYs e 4 Xl d e xS

N ”—g ~ ,,S”\_ » L

k450 4. %les
b ¥ ssPvg RPC WCHAR:, 1 L ¥ § ¥ s X _

. t* s 1 {1 4)Blildroot. _

s | X S S

’”

x " {PackageSelectionfor the target1 4 ~ 4~ Xx ¢ 41 kX {44 x ™ dx." | System*
€r S X XX i1 {8, % s
-*- BusyBox
BusyBox Version (BusyBox 1.21.x) --->

(package/busybox/busybox-1.21.x.config) BusyBox configuration file to use?
ﬂ Show packages that are also provided by busybox

[ 1 ZInstall the watchdog daemon startup script
Audio and video applications --->
Compressors and decompressors --->

Debugging, profiling and benchmark
Development tools ---=

Games ---=

Graphic libraries and applications (
Filesystem and flash utilities
Hardware handling ---=>
Interpreter languages and scripting
Libraries ---=>
Miscellaneous --->
Networking applications
rackage managers --->
Real-Time ---=>
shell and utilities
System tools --->
Text editors and viewers

-3

--z

-

--->

-z
---=

graphic/text)

---=

SO b1 ¥ d s L s AR Y 4 L XS

~ ~

squashfscext2* ~» 1 * % £ _ x ¥ « [+

X A w81 b 18 Cx @1

>

”
~

L 1 *) Filesystemimages®

P L |
~ e

” X

11

X

-|-|\~x~“vx: N St |_\.‘|_"~S P

dx %1y

L LT R - 1S SN

x "y S WwXx oo~ rx 3 { wi & N JTes XX L ¥8 G5 {0 X +, 0 %X S ) L, T e X
TR S i SO A Y IR Y X s s T X
XA T XN DT X e A X A gos A Ll x4 0 48T 4 X = puildroot
config, * X w ¥ _ _ ix " 1" w x X4 | T4 dNkpuildroot, s ¢ )X %L X«
b4 4« b ¥« x ) Iboardgemumipsmaltalinux-3.7.configx L X 4 7 sT 4 ) Tx
(A xsh usyst 4 T e, A kT S S A X s O
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FilesystemandFlash: 1 1 1 7s”{ {ixxs % ’7s< J{TargetL - X {1 ~: -~ #$1°%01 "]

Fod v Xiadse ke Xopd o, KOk X 0T 4 X % "I x {5 X% | suashfs_ dutilities

A ~

e s X ixx o« w44 d T d b ox 1.2 1 Networkingapplicationt 4 .~ |, ¢ X x
igh ethercatx _ sl » x * 4 L [ | X £ X p 45X | 4x X7 s x Is >s{ X {, %I

L7 e o 4 XX, eX0Q0x ke x4 4 L X

>

Sow DB Ll S SX X% kY p kT L AX T TSTSE | Xs " [ x s Px X

S XAX LA X S g kx4

S X XIGK LSy ¥S v Y X Ko o

FYXAs" Iox U Lsiig 4T st makes | X W oS 4 sL orsd Y X L TH AT

flex+ v, 5,%x x40 @Xxs "I xS X hidonr | )S ST L1 x-s T x84 s X
.unifdefr ¢ oW s & 9] s X4 L XX x D deftextr X x texinfor + I x| X
€s 7 Sl weexsIHx o wrls b Hefd Lo T A4
1% [> ] 798,687 11.7KB/s eta 55m 36s
s L s 95 sources _s *_ _ ¢ _ 8 uildroot_ gccr S 7« P8 Xx T Gss” x 1 0X

sUx Fxsdd B L L

FX WS a0 1A

>

I XX (A4L¥x. X s s L ow XX, SS X, XS §’4

HX 3 s¢ |
o box s s s amake, 4 ASxX T A4S L8 4 - X L a s L
MAKEINFGrue

Doxox Q™ o, {0 s s o L L ] Lo ke s s g X X

A a A~ > e a A > ~

1 ~ss ("Buildroot 4.1's. " ¢y H# xx"., 71 ¢ , w8 ¥ 5(_ 1 XTw ] s XX s { X

a

>

°

x U @ deDmip. | X THCEMys | - ¥ X x s 5 sX make headers install
make * x _ {1 X s LT s v s Y s s T XS Gy x| ] X

Joxs ot 26180 - X« | . wKerneb Foolchair* s " _ nienuconfig

s, l'.'SX\_V.l ny” LAFY'ISXXVL X

v~

make[2]: Leaving directory ~/home/araddo/buildroot-2013.82-rc1/output/toolchain/gcc-4.3.6-
make[2]: write error
make[1]: *** [all-gcc] Error 1

make[1]: Leaving directory °/home/araddo/buildroot-2013.82-rc1/output/toolchain/gcc-4.3.6-
make: *** [ fhome/araddo/buildroot-2013.02-rc1/output/toolchain/gcc-4.3.6-1intermediate/.com

' Embedded N R
www.DigitalWhisper.co.il
M H H ICH « X 2827 x { ¥




X

S

S

s X L b Al xR e X L

mips-buildroot-linux-uclibc-addr2line
mips-buildroot-1linux-uclibc-ar
mips-buildroot-linux-uclibc-as
mips-buildroot-linux-uclibc-c++filt
mips-buildroot-1linux-uclibc-cpp
mips-buildroot-linux-uclibc-elfedit
mips-buildroot-1linux-uclibc-gcc
mips-buildroot-1linux-uclibc-gcc-4.3.6

K R “'-VJ -r‘,,)§ 1 . Ix s ! VC:

RSP HA U S s L

X .8 X + 5 S X LTS T4y x T -IX"v ]

Iox XS X

mips-buildroot-1linux-uclibc-1d.bfd
mips-buildroot-1linux-uclibc-nm
mips-buildroot-1linux-uclibc-objcopy
mips-buildroot-1linux-uclibc-objdump
mips-buildroot-1linux-uclibc-ranlib
mips-buildroot-1linux-uclibc-readelf
mips-buildroot-1linux-uclibc-size
mips-buildroot-linux-uclibc-strings

P x X% X <l4¥X S G s L XX
X .1 X <L, s N A R Pl q -~
Xssl X & «S 4% ™| X XI§ 10X x

~/ buildroot - 2013. 02-rcl/ output / host / usr/ bin / mips- buildroot - linux - uclibc -gcc
J hello .c -0 ./ hello -static

X s Sx T T ashs X T . o

v~ e 4 s Xk 7Ixx | L upgradex downgrade: x X o« CoX Y opid LN xsT {47

HA DT 4], Xdss 8" x JiwX | s X x4 Lp[s]ss X4 Xx 7 ixfen {1,
T Px X ) " v 7 XD T e wisx TS L Tee X3l Lk 4 .
X v w¥ss, GO T ys Tl s X 3l ek s (T s A )} L IS0 S

N L I I U I

_F X ) corrupteds {s . x pzip21.0.6.tar.gz, * * <SS« _{ ¥x " lyxs_ | 8 X545, ]

A IR X X TG X TMLX "] LSxEs X s L s X . X

X T X T H w3 4 s A

aclocal-1.11
autoconf
autoheader
autom4te
automake
automake-1.11
autoreconf
autoscan

autoupdate
ifnames
ldconfig
1dd
libtool
libtoolize
1smod

m4
mips-buildroot-linux-uclibc-addr2line

X" | bu#droot: 1S 4. s

P17 xseesd ¥ 0 4d, ¢ 0 20641 1«

K" L 44X x s

- - -objdump
-buildroot-1linux-uclibc-ranlib
-buildroot-1linux-uclibc-readelf
-buildroot-1linux-uclibc-size
-buildroot-1linux-uclibc-strings
-buildroot-linux-uclibc-strip
-linux-addr2line

-linux-ar

-linux-as

-linux-cc

-linux-c++filt

-linux-cpp

-linux-elfedit

-linux-gcc

-linux-gcc-4.3.6

-1linux-gccbug

-linux-gcov

-1linux-gdb
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Xop oS o IsXIsxiael x X U AX X 46 p ol oxs{ss L, ., showx | |

° a ~

/tmp/hello: ELF 32-bit MSB executable, MIPS, MIPS32 rel2 version 1 (SYSV), dynamically linked (uses shared 1li{
x10000 = 0x70403, not stripped

S YA is] 4SS, ¥y L] X X" 4w 194 Y £ E I f

s X {XI X, x 1 g ] xpP{%Xx%sxx jghethercats ¢ ® ., <) ¥ o X TR

Lo w0l s K soodd X 8" {7« 4 yBuildroots _r x _ X" 4§ gx 1 s

v o

s ‘Toolchair® s €@ «x " « L4 5 1Cpp" + 1 s X 7 7 "Bwildrootl X 7.t a0 X

~ v

17X X x e )X L% L, X .44 .0 . TS yx T Il & 1 s x s

~

Al k1S A K% L s XK DX A4S, X HCOCS | - HeMpPL T s o Y

> ~

:Joutput/build/igh-ethercat1.5.1/device$e1000:* 1 - Buifdroot- ~ ¢ x X . x "

€1000_hw-2.6.35-orig.c
e1000_hw-2.6.35-orig.h
€1000_hw-2.6.37-ethercat.c

e1000_hw-2.6.37-ethercat.h
€1000_hw-2.6.37-orig.c
e1000_hw-2.6.37-orig.h

sx xXwfry ma _ 1, iMpr¥Y*¥)0oc | - YL X0 | - 0PFX ¥ 1l X A

1 x sv’t”\sf.‘,_.|><Qﬁ~sv,,l(fZ §L(,,~>\x~”><s’s“-|ZI‘X‘.4,,'|J,N(V9<XX1,_

« 1 _ dmbkeclean, 1 ~SX « XX 4 ¥ Y S0 X T 7 XX LS X X o

oA (el 9SS o % ] akeX X { Ssax] s

make igh - ethercat - dirclean
make igh - ethercat

1 x P4 _xx7 11y YXsixs p* Isii”wsHd.8 v smakecleans _ X* x . . s

CUX L AT A X e U T Lk e A st ) ss A shuild - 4 A

~ ~ ~

o4 d X p A PP 0T x w4 X Bulldroott ! x <X . 8 S 4 4 %S ]

°

06, AYr _% XA s H_TrMs D@, Y 4 T GESx s x4, (s

cd output/build/igh - ethercat - 1.5.1/devices/e1000
f -2.6.35 -

In -sf "$*"$( echo "$f" sed 's/2 \.6\.35/2 \.6\.36/")"

Sl xq L T, K Ymake* x 14 % o f xIX* x " {4 . Tmakeigh-ethercat, 1 ~ ”

N R R S

~ v
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root@BRHOST: /home /araddo/buildroot-2013.02-rc1# ls output/images/
rootfs.ext2 rootfs.squashfs vmlinux
root@BRHOST: /home/araddo/buildroot-2013.02-rc1# s output/host/
etc/ usr/
root@BRHOST: /home/araddo/buildroot-2013.02-rc1# ls output/host/usr/bin/
aclocal genext2fs intltool-update m4 mips-linux-ranlib
aclocal-1.11 gio-querymodules ldconfig makedevs mips-linux-readelf
autoconf glib-compile-schemas 1dd mips-buildroot-linux-uclibc-addr2line mips-linux-size
autoheader glib-genmarshal libtool mips-buildroot-linux-uclibc-ar mips-linux-strings
glib-gettextize libtoolize mips-buildroot-linux-uclibc-as mips-linux-strip
glib-mkenums 1smod mips-buildroot-1linux-uclibc-c++ mksquashfs
automake-1.11 gobject-query lzcat mips-buildroot-1linux-uclibc-cc ncurses5-config
autoreconf gsettings lzcmp mips-buildroot-linux-uclibc-c++filt pkgconf xzegrep
autoscan gtester lzdiff mips-buildroot-1linux-uclibc-cpp pkg-config xzfgrep
autoupdate gtester-report lzegrep mips-buildroot-linux-uclibc-elfedit reset xzgrep
captoinfo ifnames lzfgrep mips-buildroot-linux-uclibc-g++ tabs xzless
clear infocmp lzgrep mips-buildroot-1linux-uclibc-gcc tic xzmore
infotocap 1zless mips-buildroot-1linux-uclibc-gcc-4.3.6 toe
intltool-extract 1zma mips-buildroot-1linux-uclibc-gccbug tput
intltoolize 1zmadec mips-buildroot-1linux-uclibc-gcov tset
intltool-merge 1zmainfo mips-buildroot-linux-uclibc-gdb unlzma
intltool-prepare 1zmore mips-buildroot-1linux-uclibc-gprof unsquashfs

1A i XX X v e S L XN S X NS L e ] XX ]S R X
T eI WY A" % 48 b9 04 HY s Isx{ - X" v 11T s

X 7, llyxs. e S X | X% {ssC x | ]x % ¢{Dockers | x

o v "% wss 4 4 47 (4 K% x ¥ (3 «Dockers + I T ~X) 0 o 0" A LA

+ .. 1 gémustsyemmipss 4 4 1 7 8 w7 X oS

°

stem-mips - M malta -m 256 -kernel vmlinux
no- reboo ot=/dev/hda consol

X " v 4 X ds oL ", :“\So {1 .Xs" 7 L « S

dc: UDMA/33 mode selected

de® at 0x1f0-0x1f7,0x3f6 on irq 14

de1l at 0x170-0x177,0x376 on irq 15

de_generic: please use "probe_mask=0x3f" module parameter for probing all legacy ISA IDE ports

de-gd driver 1.18

da: max request size: 512KiB

da: 1179742 sectors (604 MB) w/256KiB Cache, CHS=1170/255/63
cache flushes supported
unknown partition table

de-cd driver 5.00

de-cd: hdc: ATAPI 4X DVD-ROM drive, 512kB Cache

drom: Uniform CD-ROM driver Revision: 3.20

bcnet32: pcnet32.c:v1.35 21.Apr.2008 tsbogend@alpha.franken.de
Enabling device 0000:00:0b.0 (0000 -> 0003)

bcnet32: PCnet/PCI II 79C970A at 0x1020, 52:54:00:12:34:56 assigned IRQ 10

bcnet32: etho: registered as PCnet/PCI II 79C970A

bcnet32: 1 cards_found

ice: PS/2 mouse device common for all mice

CP cubic registered

ET: Registered protocol family 17

urn off boot console early®

ain-loop: WARNING: I/O thread spun for 1000 iterations

elcome to Buildroot

pbuildroot login:

.ash_history
.bash_history
.bash_logout
.bash_profile
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T ISR I R SR N

Sl L X s T X IsSTs T IS X x § 8 4y Wss TSP sy "

S Y _ aSi. XS o U] isC s | X s f X )" . 1 " KernélHeaders

Poxx 4ss@f o Thd _ dI™sH 4 w440 %77 LA bk, 8 s {s &x7 . onow X Tx |

SXXLXTs ¥ sdd PP F g Hsex ST o XX ] o xS s

SO, LW P S CSs 4N HCOS L LY X)X e X

-

v

174 1R LT ST L K e S QEMUS D S P RS X . X
s 1 K, _s . xi1s% 47 . < Ks {heddersr s 1sx ¢ 1 7., <8y 4 50 x{ X

1 2707 X s x00 Esep 4 XX e 4 Texd 01 X 8T e 8 X x4

xfirmadyner s & 4« SlXxg S e X L8 Xx 4 L oS Xl SO 4T s

1T X s ST L XX s 8 4 XS, X, ST T ] 7o X FIPmAE

~ ~ ~ o~ ~

Foor Dl edxse A4 A4 FfNdL 4. ° QEMU:, X  wxiix o LY sy X

Foq o~ V|.-|-|~\ XS - q X "

v

x Ty Al - s 14 yxxo o

> ~

17 d X7 edx oL s X e sk o T s T AT ST X T, X TS

S G4 XA ISR IS X L b A AR s e N e X X X

~ ) >

KT DL S XU s A TS THAT

~

-y

sudo mount -t ext2 -o rw,loop rootfs.ext2 /mnt/dir

Ymnt/dir: 1% 7 B L4 ¥ A4S XS S X T n XS, Dol x sx (s
araddo@ubuntu:~$ 1s /mnt/router/
bin etc 1ib t+1 mnt proc run var dev home 1linuxrc media
opt root sbin

T Do e, Das i X s o wdumount: X 4 e Ak 4 48]

R B A N o ~17, _dhelldworld , * A « ) % & s 4} Xxlip ., x4 X
1oX s Gous o, 9 kX |
bin

[dev

etc

# cd /
# ./hello
Hello World!#

A IR L Y XK EE X T sl X

~ A >
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ssht s ” x 4 X1 I s{*Dropbearr _ ¥4 L | *
SO XX TR X7 KL TN X (OSSN o L )X g A% xS X {]§ ] | DX

L] XX

XL AL X s s x| X

~ >

4., ¢ s X X/« JdowoXx ooxs” I s, s " x | s” ( Isx{s s 4. ]

~ > ~h ~ 7N ~ > v

R N

X R AR HE T A e Xs xiae o ST ]

AR=~/buildroot-20813.082-rc1/output/hostfusr/bin/mips-buildroot-linux-uclibc-ar
NM=~/buildroot-2013.082-rcl/output/host/usr/bin/mips-buildroot-1linux-uclibc-nm
LD=~/buildroot-20813.02-rclfoutput/hostfusr/bin/mips-buildroot-linux-uclibc-1d
STRIP=~/buildroot-2813.82-rcl/output/host/usr/bin/mips-buildroot-linux-uclibc-strip
CC=~/buildroot-2013.02-rcl/output/host/usr/bin/mips-buildroot-1linux-uclibc-gcc
LDFLAGS=-static

configure -- host mips-linux -- prefix =~/dropbear/build

xmake, 15 ®™ .~ 1 mipslinux) x " s  ~Is 4 sx I X v 4 7 %4 Xsfse, { Isy

FLXX" {83 {QBEMULY 4 -5 4%, 18, _ & 1% makeinstall

X A sp 1 axe w0 s L 4y UN L TOEMUYS © v 4T

> ~ ~ ~ ~>

:FIX&11QEWﬁL~SIXﬂa&Y“S, X 5060 XL X = 1 q.% + 40 x

v a ~ A ~ ~

-net nic,macaddr=AA:BB:CC:00:11:22  -net user,hostfwd=tcp::50000 -

:9000,hostfwd=tcp::7000  -:10000,hostfwd=tcp::80 - :80,hostfwd=tcp::5000 -:5000

A AL e d o ) L2 54 1T MAGQH X X T il opfacaddrs ¢ )T X W a ST S

X oqAsy 1 s % 4 x 00X pH 1. xe 8 | Hostfwdxusers 1« L TiS)d " <8 18
I XQEMU* mnnhax  F0¢ s %5 v s ¥ xlport forwarding. _Y xx ) |

-

host*T namg X €8s X705y

S8 X e Xipd, s L S E xS {0 .

# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 qdisc noqueue
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host lo
: ethO: <BROADCAST,MULTICAST> mtu 1500 qdisc noop gqlen 1000
link/ether aa:bb:cc:00:11:22 brd ff:ff:ff:ff:ff:ff

udhcpcethOs ! x & «s{ - ¥ 1 ¥y § F - xX 04+ 17 &h0* - Ivopback: ~x 7 1

2: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1580 gdisc pfifo_fast glen 1008

link/ether aa:bb:cc:00:11:22 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global ethe
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onas XX 4 SsAX: x4 TQEMYL x | " Deopbear: ~ _ s+~ 45 "]
# ./dropbear -R -B -E -p 9000

# [782] Nov 25 09:13:38 Running in background

Lolox X s Y s % i xosts L X " L Jdd s, st ]

s Loxow Rosts . X1 Tss kP d L P 1 xS Unbipslinux
Jdbclient -t root@127.0.0.1/50000

Xoxs o "sVOx.s o CQEMU Jetc/dropbears 1 4 <, ® X Lp X ¥ o4 s
araddo@ubuntu:~/dropbearfbuildfbin$ ./dbclient -t root@l27.0.06.1/50000

Host '127.8.0.1' is not in the trusted hosts file.

(ssh-ed25519 fingerprint SHA256:BYRJjqGRsZed@l1fUfa5a+7T6gAL/Vxx2epoL+KkoD38)
Do you want to continue connecting? (y/n) y

# 1s

hey

# cd /

# whoami

root

# i

Sow ot Pl (L L ST s s ) L4 X g 4% XX T Alx T X s 6 ox

~

1% Ex 04 XS Es 4 I, sp v A YiRX "TUdey S« L%, % ] IQEMU

< v LIRS

XU s wxsx b xioe 8 s Hdu ] X x rdot/.profile/ - 1 4 1 1 Xdexs ¢ o .

-E -p 9000
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T O I VR ST S

Fod Xex At e Fsshe o S 4 0 X DX LT Ly xsX xdL by S 4 LI YL o x T ] Y L]
P N N I 7R TR B V,J 1 XX % X s S X §° v ]x | XX X

ORI R N S NI RS R AL T SR I N

P R LS x: PE s X X XS v apXds Xk Lo X T |

~

o ohpe X s Xapsd N B d e U kB XX L, X8I €3 x {1 - Buildroot

A4

STx s {4 X DX flul* 4 x|l Je4 | dL
A s T TS s Y e X X s ] sl s d X es Y @B
s Ox [sxC % s . j £, 4 X XSSy X oy 1 ] X A ” R osss oL oo X s j ¢ q .

T e A L asi 450w x 38T o I 4K xA x3dx s" x4

A

v o x4 QEMUS » X S Xid 4y ¢t HI 7% 0 x4 X {17447V |

readonlys * X s 4 . %

N S LRI O S0 W) I B ICI BN U N IR B - SRR I L LI LN

A3

Xow D AR T L s XX Lo AT ] T KT @EMUL - X 6T L X

~

FAd e s Ed XS IBA) ™ XX RS L DX s p 4 T P]s L xS ()7

s oAk e b A Xweb: 1T % 4« v U httEdX X x ST w X o Webs

'S . Xss. { Y. S, u”,sk nsva"","‘I X S .,{% .

¢

# ./httpd

./httpd: can't load library 'libmsglog.so'

bd 4 LS T8 XS, o XC X L X TS d ], TeedS XUGHS. 4,7 xs{SY s

sk s d o x iy ]l

# ./httpd

read_from_configflash: ioctl failed: Inappropriate ioctl for device
Firmware version check failed

read_from_configflash: ioctl failed: Inappropriate ioctl for device

readConfigFlash Return -1

read from flash failed!

read_from_configflash: ioctl failed: Inappropriate ioctl for device

read_from_configflash: ioctl failed: Inappropriate ioctl for device

failed to read pin from flash

Initialize NAS configuration.

write_to_configflash: ioctl failed: Inappropriate ioctl for device

AR7100_GPIO BTN_READ failed
Inappropriate ioctl for device
rm: can't remove '/var/log': Read-only file system
syslogd: invalid option -- C
BusyBox v1.21.0 (2025-10-14 12:48:25 UTC) multi-call binary.

Usage: syslogd [OPTIONS]

System logging utility
(this version of syslogd ignores /etc/syslog.conf)

-n Run in foreground
-0 FILE Log to FILE (default:/var/log/messages)
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Log only messages more urgent than prio N (1-8)
Smaller output
Max size (KB) before rotation (default:200KB, 0=0ff)
N rotated logs to keep (default:1, max=99, O=purge)
-R HOST[:PORT] Log to IP or hostname on PORT (default PORT=514/UDP)
-L Log locally and via network (default is network only if -R)

new thread
insmod: can't insert '/lib/modules/2.6.15/net/ag7240_mod.ko': No such file or directory
ifconfig: SIOCGIFFLAGS: No such device
sh: brctl: not found
sh: brctl: not found
sh: brctl: not found
Bad SWSTYLE=0x04
ifconfig: SIOCSIFHWADDR: Cannot assign requested address
route: SIOCADDRT: No such device
ifconfig: SIOCSIFADDR: No such device
/bin/sh: /Jetc/rc.d/iptables-stop: not found
/tmp/wr841in/rc.router: line 33: iptables: not found
/tmp/wr841in/rc.router: line 34: iptables: not found
/tmp/wr841in/rc.router: line 35: iptables: not found
/tmp/wr84in/rc.router: line 36: iptables: not found

X ORI L R g X % XS X ey, (SY o ds T X )xse $ ¥ s T XS] L LS

X {1 XTsqy %sop G4 T x T oxosx x| Byildroot* x " 4 1 x , | yssCs

read_from_configflash: ioctl failed: Inappropriate ioctl for device

SR X X s L e s B R xTyXs X8 s oL 0§

~ ~ v

iptables: not found

o4 XX L. A KX o aisx XX L, IIx o x O] s

>

insmod: can't insert' /lib/modules/2.6.15/net/ag7240_mod.ko " No such file or

e KT R G {1 Xped e pTSY XL .

2 O B TS T N NT I NP I o N T o BT B B T VR I N AR

s €I ox .  Ixsl o ox oy xUJ X LS X S8 ( I« "L, XL x| >9>< T %7 x| {.~S{e: S

brctl, iptables ) x " 1 d ¥ « X <58 s 7 s, httpd-S ¢ o~ 4 X XS TX LxID 8 45 4
Y Ite

S N R L S I N ERL T I SN SE BRI T I A I

s i x s O s T HSY L XK A X T T )y X
14 1% Sl EIAX T e T T HS I X { M xTe,14d” xxi,

X " ”)h W s : fivx {”SXLf | L”AZ ‘ZL~ yoLX vx""L1 & 1s§¢ X] s ~Xv‘ X L XX . oL

~ v o

T YL X U A Pl X X

~ ~ ~

' Embedded N R
www.DigitalWhisper.co.il
H H ICH « X 2827 x { ¥




Technologic

X5 X llsy X sTC L ys "M ]

Authentication Required - Mozilla Firefox

http://127.0.0.1 is requesting your username and
password. The site says: “TP-LINK Wireless Lite N Router
WRT740N"

User Name: | | |

S S oo X o7« adminadmin 1 7 o 17 4L X 4 1 LI f | Shs s TP s |

Password:

You have no authority to access this router!

e X S0 E s, DoXSPXX g 5 X T IS )T L% s ] e TS 40X X

S . 4%, 88 X s x ", x O] Hy"x X 4 |

y x X {1 1y s

Y « 144> Rdildroot* x * 7 11Xt YQEMUs . ¢ 1 4 X Igdbserver* . _ @ s™ 4 * %

S ., ¥ i X voW ] XY ¥ -A|“Ix ‘|,,,><V'| :XS"L,L~ . «HAX x ),,,L'|x>< XX IGS {1 ., s L

~ ~ > o~ °

.gdbx Ghidras | ¥ ys!lu% 7 & 4 s{: xs., x X

T % X )dd . %A BobtS L~ LQEMU ~ )_ X _ & "Xfu, K s Soflix g q 1"

Yox T Pl e o QEMUE MmannhAax o, TOXT s o6 2% XX T 4y oA

~ ~

1o Xy X W x X dls 1%, x, 410", Chgst T AR X pn 1

Mannn

°

s I ddbservers -« 4 QEMUL X " .~ X 4 9 ¥:xex &, HX% ]~

# gdbserver :10000 ./httpd

Process ./httpd created; pid = 781
Listening on port 10000

XU L YT S o0 hde s 01 s O ™) 2 3 X Y x X4l | hdstt
SIS s L kA, XTI s e x T T xgdh* Lt s d 1A .

ICRE SN

~
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1 .88 LT i m x. %1 ‘Blildroots © » ¢ x > *gdbx ¢ 7

"o ~

(gdb) target remote localhost:7008

Remote debugging using localhost:7000

0x2b692e90 in 77 ()

(gdb) file /home/araddo/router_DW/httpd

A program is being debugged already.

Are you sure you want to change the file? (y or n) y
Reading symbols from fhome/araddofrouter_DW/httpd...(no debugging symbols found)
...done.

(gdb) b main

Breakpoint 1 at 0x41fa8@

(gdb) c

Continuing.

Breakpoint 1, 0x0041fa8® in main ()
{gdb)

X . . s % )§,, )G“v: X« bo" 5 s,_-|-|~><y~>e<><“.|~lv v,,,_x T ©xs " 71 sk sx

(e s, XRG4 d 4 ud1T s x x qusxydl <dgdb

X1

L1 X "X‘xv g L x,;|c,: ¥ x \L,,Alsxi“‘ S xs” Lij ¥ , 8 ss axs ™, x|

> v v ~ ~ o~

L WX X s xS, XIS e KT L 18008y D% x D X S pospsax T {s €

GBS X L TG d XSS iy ey TSNS T X

LSS A:C‘X q ,,Z)xv\xvi,,"y-| ’-rva’ ¥® . ‘,,A-| X . ,4s|:,LZ xs{w} . X ZL~” PN
Dropbeaj ~ - ® 1 %% x > 71 s L« 4 dl]* ¥ 7 ¢ x_1{~-QEMU* Buildroot

P, cd e s ox 7 o fimwares | 4 1T XX L KSGIS o x T X sy X

_ngb: . € - b xy,va“.LIv,,vx XL LT e ¥ ¥ X “x'|2”x+,,~“ 4 i< xi“‘_sn {1 .X" ] L « S

°

.gdbserver

LXxsd " s s Y'Tdse 0 A *esqchttpd |, X e SEX G 14T S ¥ L T

~ v v v v~

x X fuzzerr 4 0 Sssq X s, b b T B {TIXXTOT L B X L)L

X v 1 X L lsxioe L4s] .. | x
X "X ox XX %X s Xolao T T b v K K¢ 4 Yo x b g uxx”, 177 «
s C 8 « . St ” L
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Technologic

X . Zv)l(-fxs\lix ”Mx1 DK X e + ] x ”'|A L 1”15 . k| ”,,)Q_v|)E 4 "™ 717" .
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flashrom -p ch34la_spi

flashrom v1.2 on Linux

Using clock_gettime for delay loops (clk_id: 1, resolution: 1ns)
Found Winbond flash chip "W25Q64.V" (8192 kB, SPI)  on

11 P, X438 {MBYyIbX!I G X o JH &R SX o1 D] s xX X Ise 4,
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sudo flashrom -p ch34la spi -r firmware _dump2.bin
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YoAoox JRxa*q S 1)L 4 sBIO% X €«
PEH o x DXE_~ * G H.ALUEFK X T qx _

EFH " " 4~ x X x STNVRAMI ” =7 1 I
oo x e ¥ 30, | s

x 1s 11 >*.xx4 " Bitlogker-xx ¥ s % xs Is 4 % {1 4 L X

Structure
Name Action Type Subtype Text
UEFI image Image UEFI
Padding Padding Non-empty
Intel microcode Microcode Intel
Intel microcode Microcode Intel
Intel microcode Microcode Intel
Intel microcode Microcode Intel
Intel microcode Microcode Intel
Intel microcode Microcode Intel
Padding Padding Non-empty
~ 9CE95FD9-6E19-40E7-9A... Volume FFSv3
~ 6C60EEQ0-C316-4C95-... File Raw
Padding Padding Empty (FFh)
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv3
Padding Padding Non-empty
» FpNvStorage Volume NVRAM
» EfiSystemNvDataFvG.. Volume NVRAM
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv3
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» EfiFirmwareFileSys.. Volume FFSv2
» B73FE497-B92E-416E... Volume FFSv2
» 7BEBD21A-A1E5-4C4C.. Volume FFSv2
» 52F1AFB6-78A6-448F.. Volume FFSv2
Padding Padding Non-empty
» BA34AASB-110E-4B10.. Volume FFSv2
» B73FE497-B92E-416E... Volume FFSv2
» 7BEBD21A-A1E5-4C4C.. Volume FFSv2
» 52F1AFB6-78A6-448F... Volume FFSv2
Padding Padding Non-empty
» BA34AASB-110E-4B10.. Volume FFSv2
» SystemFlashUpdateDr.. File DXE driver SystemFlashUpdateDriverDxe
Padding Padding Non-empty
» 9CE95FD9-6E19-40E7-9A.. Volume FFSv3
Padding Padding Non-empty
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NVRAME 1 " & _ X ( 41

UEFITook " 4 Li®@ .~ =% liveg Xy £ 1 NVRAME ~ X Sl 3 € sfys |
.~ x _{ LExtract body 1 ~ INVRAM: X 4 14%.x0 S5 x { fsh, x 10 X8 x X Lo«

~ A ~ > ~

YEFIToal = X X1 T % & A% 2 x o 17 )Xy L 1o88] o« "Xy g

btructure
Name Action Type Subtype Text =
UEFI image Image UEFI
~ EfiSystemNvDataFvGuid Volume NVRAM
v VSS2 store VSS2 store
EfiCustomModeEnabl.. VSS entry Auth CustomMode
Invalid VSS entry Invalid
EfiVendorKeysNvGuid VSS entry Auth VendorKeysNv
Invalid VSS entry Invalid
4D1EDEOS-38C7-4A6A.. VSS entry Auth FirmwareFeatures
4D1EDEOS-38C7-4A6A.. VSS entry Auth FirmwareFeaturesMask
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 1
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 2
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 3
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 4
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 5
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 6
Invalid VSS entry Invalid
EfiIScsiInitiatorN.. VSS entry Auth Attempt 7
IScsiConfigGuid VSS entry Auth InitialAttemptOrder
EfiIScsiInitiatorN.. VSS entry Auth Attempt 8
Invalid VSS entry Invalid
EfiGlobalvariableG.. VSS entry Auth Boot0000
Invalid VSS entry Invalid
EfiGlobalvariableG.. VSS entry Auth PlatformLang
EfiGlobalvariableG.. VSS entry Auth Lang
EdkiivarErrorFlagG.. VSS entry Auth VarerrorFlag
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
EfiGlobalvariableG.. VSS entry Auth Key0000
EfiGlobalvariableG.. VSS entry Auth Key0001
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid
Invalid VSS entry Invalid v

H n1t UEFI TR R
www.DigitalWhisper.co.il
OH H ICH « X 2827 x { ¥

>




Technologic

L X ] 7 s§ % x T B RN ELE I B B IR S I i T MRl SR N IR VY

GFitd ” S 1" T XHVSEES " % 4 s3 o xisfs. g o.x . o%XX

¥ P % 4ms T {8
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® 1 > 1" Mode
sAl | xsWXd L S AL ser p 1SMDE D x b d | BIQS L 4T X" ®BLE,
® AV T AP E AT A 4 SMRLX S | S T Xew L v dSS. 1 _ S

~ ~

H n1t UEFI A
www.DigitalWhisper.co.il
00 H ICH « X 2827 x { ¥




Technologic

chdise, Yy x gD ox ox Xy Ixss ] xs X 4 ¥ ] BIOSWE ¢
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13.1.32 BIOS_CNTL—BIOS Control Register
(LPCI/F—D31:F0)

Offset Address: DCh Attribute: R/WLO, R/W, RO
Default Value:  20h Size: 8 bit
Lockable: No Power Well: Core
Bit Description
7:6 Reserved
SMM BIOS Write Protect Disable (SMM_BWP)— R/WLO.
This bit set defines when the BIOS region can be written by the host.
5 0 = BIOS region SMM protection is disabled. The BIOS Region is writable regardless if
processors are in SMM or not. (Set this field to 0 for legacy behavior)
1 = BIOS region SMM protection is enabled. The BIOS Region is not writable unless all
processors are in SMM.
4 Top Swap Status (TSS) — RO. This bit provides a read-only path to view the state of
the Top Swap bit that is at offset 3414h, bit 0.
SPI Read Configuration (SRC) — R/W. This 2-bit field controls two policies related to
BIOS reads on the SPI interface:
Bit 3 - Prefetch Enable
Bit 2 - Cache Disable
Settings are summarized below:
Bits 3:2 Description
No prefetching, but caching enabled. 64B demand reads load
3:2 00b the read buffer cache with “valid” data, allowing repeated code
fetches to the same line to complete quickly
No prefetching and no caching. One-to-one correspondence of
01b host BIOS reads to SPI cycles. This value can be used to invalidate
the cache.
Prefetching and Caching enabled. This mode is used for long
10b . . g
sequences of short reads to consecutive addresses (i.e., shadowing).
Reserved. This is an invalid configuration, caching must be
11b P
enabled when prefetching is enabled.
BIOS Lock Enable (BLE) — R/WLO.
1 0 = Setting the BIOSWE will not cause SMIs.
1 = Enables setting the BIOSWE bit to cause SMIs. Once set, this bit can only be
cleared by a PLTRST#
BIOS Write Enable (BIOSWE) — R/W.
0 = Only read cycles result in Firmware Hub I/F cycles.
0 1 = Access to the BIOS space is enabled for both read and write cycles. When this bit is
written from a 0 to a 1 and BIOS Lock Enable (BLE) is also set, an SMI# is
generated. This ensures that only SMI code can update BIOS.
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F 41X X WS x HPROPR

4~ 4 1~ {Protected Range 1 ~ 1

P X Ose 4R s X 4T N4 B4, 2 F _ x 14ss &Y. <« YlVrite Protection Enable

d .

® 7 | s %" 8%  x] s,.8%

T4l xd * ¥ xf g4, |y x s

x{NMes4™ ¢ ¥ x T WX x G b 8 4 Y.l <YRead Protection Enable

Tx x ds 170y x, xs@o § 4«4 &k 32y 8 . {\Wrotected Range Base / Limit{

WPE/RPE L 17 ¥ X

Note:

21.1.13 PRO—Protected Range 0 Register

(SPI Memory Mapped Configuration Registers)

Memory Address: SPIBAR + 74h Attribute: R/W
Default Value: 00000000h Size: 32 bits

This register can not be written when the FLOCKDN bit is set to 1.

Bit

Description

31

Write Protection Enable — R/W. When set, this bit indicates that the Base and Limit
fields in this register are valid and that writes and erases directed to addresses between
them (inclusive) must be blocked by hardware. The base and limit fields are ignored
when this bit is cleared.

30:29

Reserved

28:16

Protected Range Limit — R/W. This field corresponds to FLA address bits 24:12 and
specifies the upper limit of the protected range. Address bits 11:0 are assumed to be
FFFh for the limit comparison. Any address greater than the value programmed in this
field is unaffected by this protected range.

15

Read Protection Enable — R/W. When set, this bit indicates that the Base and Limit
fields in this register are valid and that read directed to addresses between them
(inclusive) must be blocked by hardware. The base and limit fields are ignored when
this bit is cleared.

14:13

Reserved

12:0

Protected Range Base — R/W. This field corresponds to FLA address bits 24:12 and
specifies the lower base of the protected range. Address bits 11:0 are assumed to be
000h for the base comparison. Any address less than the value programmed in this
field is unaffected by this protected range.
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2. BIOS Update Authentication

2-A There shall be a Root of Trust for Update (RTU) that contains a signature verification
algorithm and a key store that includes the public key needed to verify the signature on the
BIOS update image.

2-B The key store and the signature verification algorithm shall be stored in a protected fashion on
the computer system and shall be modifiable only using an authenticated update mechanism or
a secure local update mechanism as outlined in Section 3.1.2.

2-C The key store in the RTU shall include the public key for verifying the signature on a BIOS
update image or include the hash [FIPS 180-3] of the public key for verifying the signature on
a BIOS update image that includes the public key. In the latter case, the update mechanism
shall ensure that the hash of the public key provided with the BIOS update image appears in
the key store before using the provided public key to verify the signature on the BIOS update
image.

2-D BIOS images shall be signed in conformance with NIST SP 800-89, Recommendation for
Obtaining Assurances for Digital Signature Applications [SP800-89], using an approved
digital signature algorithm as specified in NIST FIPS 186-3, Digital Signature Standard
[FIPS186-3], that provides at least 112 bits of security strength, in accordance with NIST SP
800-131A, Transitions: Recommendation for Transitioning the Use of Cryptographic
Algorithms and Key Lengths [SP800-131A].

2-E The authenticated update mechanism shall ensure that the BIOS update image has been
digitally signed and that the digital signature can be verified using one of the keys in the key
store in the RTU before updating the BIOS.
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PS C:\Windows\system32> manage-bde c-
BitLocker Drive Encryption: Configuration Tool version 10.0.19841
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

Volume C: []

All Key Protectors

TPM:
ID: {61C3ABSA-0638-4D02-AB28-0FCA4BO9FO1E2}
PCR Validation Profile:
o2 a1y

L ASTL 9 X APCR L X 4% 4% PCRS, X .~ «Tud 45 X0 13 ¥, 0048 v x|

dx s T X X 4 9 s3s s ] Xiulslh x P x (x 85 { « - s

~

R 7

1xs B8 T XS QA SXT IS X Lo X X LH Y 510X

~ 7 N

JOS Y o T Xx e As, 1S LIS oSy LB L, ST Do 14 xds "X

N> I L

A~

>

¥ « Xss, XsouX, ] Xp 4% x D T Sy . s

17 xsl'|¢~sx1“xs-| < h >€s-|~>-|2 yox @
X oo AX A dx ‘ByilMaidh, 1 T ~~2 XY T K p X Is] LK T 2 S F XX
e XX s T s Xsi D g s XD x 0 e X
Ll 418 % PRxy BIOS_ CNTL _#ld ~» 1 STY X s S«

¢ -| . v: IZ( . B "J'I-]’X\_~S )L ) >:SJS,, -J 2({ s X _IA: X_] HXVHLH I X " ~Y s s

x

’”

L 48 xRy, X

~

S I s s XIS, S X . L] ‘@&

s I '|ss'|~xL“~sI X oS Xxls X LS X ,7qx oJoxosils] ,,A|_V~S\_XSLX'|:\X

A Ao ~ o~

4

A Y KeS T L e x Ay X X T RS s s T x

bAd x40 ohash® _ 1st. X« 4% s 1 X 87 ] X SvSI® " k) 4. 1S

A

o e o x_ Xl x yshashtit i _ 0 s 4d 95 7 XPCRAISX L X D X4 1.5 | X

L XPooxXx s X o, o X LXox o piqud Xos X

a >

NS S S IPES b QI I T IV ST R X 7

a ~ ~ o~ ~

U5 P K TPME A LSY X

H n1t UEFI A B
www.DigitalWhisper.co.il
oy H ICH « X 2827 x { ¥




Technologic

X 4 X ¥ 1:” Boox ] XS, ](Q
KD 8 ST A s PCRI ) TPMT 1 x xsIl 4xI4 Js{§ SII 4 b 1 X WSl
ZXV-|-|“S”|_ZJ,,X'|\§qu:sl_sv,,x>T,_\»E{”TBW,,“XLE|-|”5~s\,,,Js(ss

® AU S SIS 0 WNIKE T T e T Xxs DT K] K X X

s ] ¥ Us F ol L T e S, X isxsT i 1] s o Seseox x

- x J: Q(S” :-I X -H . Tl SX ”:“XL” .- X{ Is 4& A| _I A=VX5"XYTHVVFI )'((‘-NL :L'I " x| ¢

~ ~ > v ~

CE 2 I U B B I ST T ol IS TR SN D S S L X

v o~

®4 " X

X " “,_vvax-|

s 11 *%X»w . 4 ZA X‘,,swls 1 x ,_4-|>ysl_x -|Z¢x-|>>“‘,' N-;(Ix " 1 XY x " L. i '|v:ss
IR B A W LT L LSRN I S LN D LTRSS e L A BN T I I

qD,,X>|_:-|S'|_=:X .S ,,|_~| ]S:J(CSJ,..-LY.L “X:ALY~"=>§‘IX1)£|:|YX|'_’X~~X
ox X JSNHxYS

¥, 4 Tids_ o4t v v kA ey A A vk Al KX
1 x4 1w 4 sSexisX 44 kx4 9s PIN: L -TPM + PIN ¢
© Ax AN 5X] xS

P o SX AN ] TS X T A d i d . s, s I

v v ~

dx "y sis{ {4 x‘s<|_lu>(<|_|_v >(Z|v 1% 3¢ :||_\I~'|Zv,, 1L, 5% XX 0ox X

AT X PR AMDX L 1 T s A4 e XTI .S X TR Lshux x XX 4
- ~4 4~ s__ Hardware Root of Trugk _ & * > 44 X ¥ ¥ o f xs] 1 s X

~ ~

DAY, 4 gL SHS xR 4ssT xS

vl xR isTIse vk Ay C e TSN D e e e Y SS4T 1 ¢ ]

~

SIS Y x 1 sl X 4TS L, s 6ST Y vspd . Tk, d e Sy

~ ~ ~ ~

D x 4 WX SXTH{TRL X XX X

~ > ~

S XL s A XY s s T 1 kS X0 AXd o x P x] (s s

P 7 I xX [${% ] Ss s{ s " Xs . X {1 {s hyss

H n1t UEFI A
www.DigitalWhisper.co.il
od H ICH « X 2827 x { ¥




Technologic

X NE s D ¢ T %es T X TPMe T S S e AU X s X
xS s x oy Xx o, X g e 4SS x L] s wSds L8 Jo 4 XX T Dsx T

~

Pl XETYIST s X 4 D T L T s T e 4 xpqlexisEOl cxx Gt b 4 o401

v v ~~ ~

O X x| ]

SRR N e VT I IS - T -5 b ST G| Y X Y xsq]*x T s " s QX

! {1l s X

PR IR VRN 2 IR SN YL R N B DEURNETRIN IR NERNC LN IS I S S

{1 400« d wysx (79 o4 -~

I x , X o

9 https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication8dd.pdf

M https://www.intel.com/content/dam/www/public/us/en/documents/datasheets/&hipset

c200chipsetdatasheet.pdf

M https://learn.microsoft.com/enrus/windows/security/operatinesystemsecurity/data

protection/bitlocker/countermeasures

1 https://www.pjrc.com/teensy/W250Q128FV.pdf
M https://web.archive.org/web/20160610025935/https://cansecwest.com/slides/2013/Evil%2
0Maid%20Just%20Got%20Angrier.pdf

I https://blog.elcomsoft.com/2021/01/understandinrbitlockertpm-protection/
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%20B10S5%20and%20SMM%20Internals%20Motivation.pdf
1 https://blackhat.com/presentations/bklusa09/WOJTCZUK/BHUS A jtczukAtkintelBios
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Sbp

I = Ox1337

j = 0xa1

canary = Oxr4ndOm...

ret 0Ox80000

Ssp

X
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1~ 1T 18X 1 -stackoverflows *_ 4 _ _ss 4% < 47" % LT
—--- Sbp
i = "AAAAAAA..
j = 'AAAAAAA.
growth
canary = 'AAAA.. — ABORT!
ret = 0x80000
—_———— $SP ~
K X 4w I sF -
s T xo sq 4
¥oo XIsx Is oo e X x X

<stdio.h>

main()

char buffer[

fgets (buffer,

01

B O T [ S R T BT

« 1 ”|.C\ A\.XX

IDAPrg* s”

X

]

20];

X .

1 o~

(buffer) - 1,stdin); printf

X8 XL

{XXxsL S, .
.

("\ % s", buffer);

1 «l.conditionalss ¢ 8,1 x © 4 _S1"4] ¥4 «pxine i | ]
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ST A A N U

AREA __text, CODE

CODEG4

; int __fastcall main(int argc, const char skargv, const char skenvp)
EXPORT _main

SP, SP, #

X29, X30, [SP,# +var_s0)

X29, SP, #

X8, #___stack_chk_guard_ptr@PAGE

X8, [X8,#__ stack_chk_guard_ptr@PAGEOFF]

X8, [x8]

X8, [x29,#var_8]

WZR, [SP,# +var_20

X8, #___stdinp_ptr@PAGE

X8, [X8,#___ stdinp_ptr@PAGEOFF]
[x8] ;

X0, SP, #

X0, [SP,#

w1, #

_fgets

X8, [SP,#

X9, SP

X8, [X9,#

X0, asS

_printf

X9, [X29,#var_8]

X8, #___stack_chk_guard_ptr@PAGE

X8, [X8,#__ stack_chk_guard_ptr@PAGEOFF]

X8, [x8]

X8, X8, X9

loc_1000004D4

loc_1000004D0

loc_1000004D0
BL _stack_chk_fail

'S FsT4 v 7 x X % 4L §ss” | X I s x ¢ o™ I x o7, 0 44" |

_stack chk falil
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Cdd X4 %X @4 . 1stackchk fails 4 < -

Yox s 494

X
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R

34

A Xl q

Y { . 7 Jisx ¢ 1:¢xv1~l1>q_TiZ1VXJ X X 1

gs[0x14* gs[0x2§+ .mov: !
tpidr_elx Ox18~ 1 _ 4+ Idéldur: !
stack chk guardr _Idr -

X

X

X

X86 64
ARM64
ARM32 1

YA syl

, QWORBTRgs: 0 x28

x X (ThreadLocalStorages) TLS | 1 * « _ 1 x18~ ¥ x «ss{ . 7 " KARM644 | * %

ARM64* _ 1 x
TLS. x % 1+ 1

v TsIT T xB664* Mt X) A o ¥

P x s e B LA ATy s

CAr A gAY x|

tpidr_elox ~ 4 "1 x 4 18 ¥ s

Loor 4 - & %N X sx{ s 1 s F oo 2dBmachsed! s Is: -

.macOBOS
PIE
Xl b7, s 4 ¥ 8 Y {PesitionindependentExecutables L ss X <PIE
FX o os X X ped A X s e 3N o s TSRS O " X x5 ] s
s o4 s LLox w4 dtxs s o U xTos, 1% s 4 Hs{e x|
Ao A Ts s s H oY 414 s

Without PIE
100/00]00]00/00]00[40/00[00 80|

base (fixed) offset

With PIE
|00 00 7f 8a 4b 20 00 00]00 80|

base (randomized) offset (same)
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1 s Ax ) BT x s s ] s d x va B, .~ S p ., S4s*" I A X .S

DX LU KA T XL ), s X T

PIEl x s 1 ¢

{4 os . 3¥MaehOd -« ") Fx s héaders: x . xS X PIE| x s { €
¥ bl o esx w1 | B« SISl 1y o TS
ELFMach-001 ~ « v <> §

ARMX8EMA ~ « "4 %xs1 1 ] . «
PIBC NXOT x L1 xx"xy s{§

Y B« MAChOL 0 » @ x5 P9 « LA Ty 4 s HU 00 IS L DI L

Y X OXYGX$ op o S47 X o 58S
Oxfeedfacg(Mach-O 32-bit)
Oxfeedfacf(Mach-O 64-bit) 1

L X (ARM64xx86 641 _ )L X~ x 1.1 4 414 5+ fi0kCafebabe(fat binary) 1

L 1 Isxiix 4 | AppleSilicom Intel-, ~ * 1+ & YAppler ~ & 1 x { xS 81 7.

T I A R T

:(32-bit =28 bytes 64-bit =32byteg - ~ « xs]”s*

struct mach header 64 {
uint32 magic;
uint32 cputype ;
uint32 cpusubtype ;
uint32 filetype ;

uint32 ncmds
uint32 sizeofcmds ;
uint32 flags ;
uint32 reserved ;

1 1.%_ +.0x00200000 * s | .(offset) 0x18s ¢ x flagss | _*« x MH PIE. ¥ | RIEf x s { ¢

.PositiorindependentExecutiond_ X+ . « 7 7 % § ¥ §, sx ¢

~1 A > ~

M x s]{{, ss .
MachO: ~» * x flagsss ! MHPIE Y:I« {4104 >4 xs {Cs
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No eXecute (NX)

PNXx s
FoeXon Ao, xSk s Bl T IR A AT L XS s 7w s{ o Executer )} NX
Lok L Y Xp oxs]0x Dox g X L heapl X «stacke « 4 ¢ X4~ TS o X

X 4 <% xx, ghellode, 4 7 Jw X8 X x [ Ds

I x4 * - X170 s, XL X ” y s s
R >

niemorypage =~ X -~ Ild & s « . 8§ X« L& R .

KNXkd s € 4«
S,v L S iU I S ass sx g s { TXNUXX s iw |, X

X S BooLTso G X R x P s O ONXE v st 4 A e TS T 10 s 4 s X

.executabler - 1" | 1 <4s xs

RPATH

RPATH s
S X s LA I X xS ox 7 T $ 7 4w N v X SORPATH
S T xS X X X L AS LS X T s s ] Xparftime) s L 4 -
R PN BT AL TN AL DRI e SRS IR N | IR AE T I BN [ TR

e Bg xS T XS xS s dn gL S AT X SIx ] .

x4 x e L 44 4% L ¥4 {Code Execution

RPATH @ x 4 {*s F 4 -

Y X 43 sENN ks ps b ] o xdxs {6
Fd e o0 {9 TECRPATH X | x
LCLOADDYLIB x | 4 x @fpath: ¢ x . T _

x

,_
o<
x

YWachOs ” *'s |

Load Commands
LC RPATH /usr/local /lib

LC LOADDYLIB @path /lib . dylib
LC LOADDYLIB /usr/lib /libc . dylib
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Y 1 xs &

Yid4d,+"118"
6 1418 4%x4 X9 0 libsLCRPATH
LC LOADDYLIB@rpath/important.dylib |

FXL D L e 44 7§38 8 1 K 4 ® Aibgfmportantdylib - X L AxL) 4 X
d4:4s 4. s

FORTIFY

KFORTIFY s _
S, X F TN DX 1A ixx { o xT]s {.L d ¥ IXXFORTIFY
GNUcompilerd e 4s » «x " ¥4 *_ xXs 4 .Y { Bolundschecking: x o XXy {1 X

Clangl 'L 4s « _xxx 1 x .« X

x a4 x memcpy) ,memmove) ,strecpy() X _IXx 4 T & X 3 s x {04 {87 x s

~
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~ >

XSSy LY HAW | S e s "

~

S . Xss” ox I XX T, 44" |

>~

]
' . #
, #___stack_chk_guard_ptr@PAGE
, [X8,#__ stack_chk_guard_ptr@PAGEOFF]
[x8]
[x29,# 1
#

loc_1080005A0

» [X1]
» [SP,# + 1
» aUsageSInputStr
_printf 5
» aThisProgramDem _strlen
_puts » [SP,# + 1
. # » alnputLengthZu
loc_100000624 _printf
, L
y +
, # +

, #
___strcpy_chk
[SP, #

' ' +

, aBufferContents
_printf

» [X19,#8]
' (R
_strlen

, ¥ +
, #

, ¥
___memcpy_chk

» [SP,# +

» aAnotherBuffers
_printf

, aProgramComplet

_puts
, #

» [X29,#

, #___stack_chk_guard_ptr@PAGE

, [x9,#___stack_chk_guard_ptr@PAGEOFF]
Ival

memcpys 1 « « & X smemcpychk) : . 1 X « .merficpy* _ 71X » 194 T % 1Xx 4 . " X
L lsT ~ symbolgr 40 _f x5 ) T"X bt X 31X 8, Hnkings ¢ .8 L ] xS

Sy frHse

Y ox s s

XY AT ¥ 4oL %X X {{l.~ "] *symbol tables o« 4 A . X 14 x s { s

-~ > a

FORTIFBOURCE | | 8 {1 [ x 4 i« 7 x 7 spriftf_chk strcpy chk memcpy chk

A
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Appler + 1 _d+ _ ~ T x A" {x¢" ¥ 7

~

xzonemallocrt kalloc_type
ST Vs . D st TR x YT Apple x4 1. BXH oW 4 X7 %L
X (I0S15* « _ x18” » ~ s.) Kalloctyper St 4 4 » w4 7 8 "SI psq{oxl vty 1o
JiQS17X « | X s

~

. s .) allocxzone

~ ~

44l sx L4 X PysT| X

A

DX ATE D X L B YT ] ST Y D s 8 8 X Ty

2

grooming, -~ %1 | «-X_© 1" s & (socket,pipe,port: X L 1% _ & _ « L) X F XX

S vwds L x prls Lo x5 4] XX RGOS o x 88 s (4 T Hedp

Y X4 S v . JUSX . . s
Xouo A 7 XA Gy xS d Yoo e 4 4 ¥ x4 sTox L ] 47CYs, kalloc type
S oY x4y ss @8 Xpyep vy
1~ x Ssocketss 1 |
I % Cpip&ss L |
b . % Sportss L 1

LoX o Xiae X e d Ty x4 49 x s (L, xgroomingheap s:+ . X ¢S

~ - s Jo NI
S R 0 S SN I IR R

¥ Yy3sesTy”

Fak YIS X b X v T X L XRXXE T s X E Y X X e X% 1
ST XX K s e XD X x Tl s 4 8 xS, | €

I | d EBUAF] 7 S 7 Y o

Yy x xs Xt {XXx X

w

cL TeXe AT X < A A x X7 (USeAfter-Free: X

A

Jv LT XX, XX L W OF X X LS
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SockPuppet S ~» « JtsXx « {s I X
L~ ¥__L x BbogleProjectzeray NedWilliamsond ' 41 x 1 4 x . x ” {SeckPuppet
« X4l IType Confusiom | 14x {i¥«1s . UseAfterFreer 17 x X444 1~

®ockets 1 - ~ 1Subsystert H n B BNUL " ~*s © L ¥si s XPrivilege Escalation

L X« drvs xis 47y §s¥ 4 4 Ralloctyper +s ~» s s 1 {* {1 soxApple
1 1, 1 x sackets r x <& « X S o 4 48X X]d « X 2T o xp 11871 s

R N LU

x "X X ] g
AT X o A IS X L el s xfleapgroominge ;4 - xS
TypeConfusiorcUseAfter-Free: x  «i:xspid{«: 4 0 x 0 4 7 ¢
Px v 3 4x0dd 1 kK x g

LXK 4L 5 g 0t o x| v

RS S L

~

https://security.apple.com/blog/towardghe-next-generatiorof-xnu-memory-safety

UBSAN (Undefined Behavior Sanitizer)

KUBSAN s _
-x Qack Canariest s _ x i) " Iaxxba st X % 44 0 X4 0¥ 4 1 UBSAN

v v

x 8, « T, {uhdefinedbehavio) © x ~ Tvyixx 4 x y 7 I gss, 1 FORTIFY

rd e d - 1S 1-ntegeroverflow/underflow

~

~

XL X XYhd L oas A
[ R ST S B |

Cx T x-|vy3vxx - %

Pl oox M % d Y X 4-Gignednesbug®” o d - 1 Y

v. X oL xL§4‘:x\ss¢UBSAN:,,,I Yo Xp: X ¥y 8 "X s ™ s s xI x (8 |

s . s ¢y Ixso 4" ] x I s
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10 st s o5 T

KUBSAN { s F{ -«

"lx s 40 %4 o {" UBSANFORTIRYS _ x | *

L . ,UBSAN -  Ipcl x 7

EXPORT _divide_numbers
_divide_numbers

r_(
loc_1000006E8

B loc_1000006DC

29, #var_C]
,» loc_100000700

loc_1000006E8

loc_1000006E8

x wbsar* + 11 4 T+ 4L X

X « sanitizer upsan - X L 44X $ .
WUBSAN | poss b4 x ped Lo

1 1 fuzzers+

a

14~

A~ v o~ v~ > v

4 X ss{7¢ *is { (¥ -|s:|\-|Tv,cs¢ X 0 x 44 Sx: AX'|5\4¢|>L(|-J1 11 sxH A
OB L X XVB L 4 K8 o 1 Quiof-Bounds

1.

T I

£ fe e s X e d A

~

J,X“:xX i xx Is'|“-|I:>X-|\‘,',’kx),=,E.|.|’~J

._ubsan handle

Y ox s HAss

X iy xs {¢s

x 1 .Jubsan handle

ASAN (Address Sanitiaer
2ASANK S

i X 044 XSS o ¥ q A BanitizerAddresy ASAN

X

x o~ 194 S UseAfter-Free 1
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Toxox xS x4, iDoubleFree
T x4 SMemoryleaks
1 7 ¥k 144" 1 4 nHeaxStackOverflow

o f AT I SR kg o sDox DX by ysq ixdl, KL XX ASAN

ASANS S L viXtb . o e B x ¥ s xo o P LK Ix b g x sk X .sq{ ] s

XA XX NI SN )

> ~ v o~ v

KASAN- { s § { «
®4L a4 HAd_x TFORTIRYUBSAN _«lx 4 X% x s { ¢ s

Sanv Vo>

; int __fastcall main(int argc, const char ssargv, const char xxenvp)

"a132168Buffers
[x19,# +a

o +a ]
stack_chk_guard_ptr@PAGE
X8,#___stack_chk_guard_ptr@PAGEOFF]

[
#
[
[
[ # +a ]

s n_shadow_memory_dynamic_address_ptr@PA
[ asan_shadow_memory_dynamic_address_pt
[x

[

#

[

[

#

,#0x10+a

asan_option_detect_stack_use_after_return_ptr@PA
X8,#___asan_option_detect_stack_use_after_return_pt

» [X19,#0x10+a
W8, loc_10000082C

B loc_10000081C

,asanstore asanload x _ |,x <X | ASAN: x { «x P, S I

v ~ > > v v ~

X 1{ripterceptor_malloc
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M x s]{{fss :

_asant 1L 43X 4 S xx x4 Tl L5 * 4 w4 - UBSAN S s ¢ x s { s

.sanitizer cov* ~_, interceptor_malloc

WSANC ¢ 8§

~

@4 xS 48 L v X o AT x o ] FRzige 1 1T ¢

CFI (Control Flow Integrity)

?CFk s
STX X SN g, TN X" [ x D xsx " s

S 4 + Y1 {i(¥htegrity Flow Contro) CFlI
X " dss. 1 stackcanariesc UBSANASANC _f1x 4« ysq x4l X &k « 41 X ¥ 1§ o
:Xv:_],-{ " JLXMZ % | Z{f#:,,\q X TLOX

7UOX « . S

~ o~

X oAk Y 9 4 ReturnOrientedProgrammingROP
X

« H X « d 4 JampOrientedProgrammingJOP

x4 o4 "AXX o P RunctionPointerst 4 x 7

LDX ¥ T s M st o T o sy M XSS $ Ly KT Fs K ]

S Xk d s sy 44X, o 7 ] XS

macOBiOSL - x 4 1" x x | .,
MacOBOS: * 1 » CRW 4 » « 0 4 X%y by YH x 47 XNUX x |~ | X% CFl
Xl oy 4T s, 1 ox

dCGbdesAuthenticationPointethPAC* = 1 1
ARM64% AppleSilicont ! * * x*. 4 " X3 xControl Flow Integrity. _1 -

~ F % 1« X BAC
PAC ~ xOH 7 " JCGH & | « T, Zks 2, 438 % ,sx s

®PAC - x x4 " Appled x| .« KinudELPinariesy » « 44 X7 x x

CFI” ] v® 06~ s _ s1X .

KCFE 4 s F o«
X g x 4% xos f xs{ " mACOBOS T X ] . PAG L 1S4 ¥ 4 X s

NN DN T ol N INC ™ I NN TS ST T S e S N SN A B N
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®fi_checkx ycfip &fir 1 v frHH s X 18 ¥ _ XX {s. ysisHf « s ¢ s

41X 447 mAdCOFHOS® 1l K X L XX 4 g7 B { T{IEFIY X | 4 |
®IRHWH DLy X TPAG D 41 K 1K x|

(Symbol Stripping) ~ . 1L

K 4o, 183
~ . ~Reversebngineest s _ ~ 1 o Sud, s DS POV SsITHY L, S

~ A~ ~

~ ~

B O T A [ S I R PRI I N I SN I U T A S

T X4 oG g g fa AR F X 3 s 17w s ] 08X Tl el

DX ¢ e X LT X, 8% s {0 8 X s 0 s

~ ~

Sx Lo« X « 1 Reverse Engineer_ 1 ! ($tripped) T S Lk d L _f SX o 4I0XX4{7 ) x oS

XX s f ool Suab X D) fanc 123808 W4 s X X . A 4. " x s
L

K40, 545 Fq-
PB4 g X s b 4 X7 T dE «~ P HYRsS x 7 T g x o, Thaxsy oY $ T ko
@1 R sx, DXt w4 4 o T H sl X X

¥ x s {{ff(ss :
F1. wxEexternabr 4 1 "HAoealhd 4 4 _ ¥ L 4 X o 4 4 X xs | Os
Fullyx «+(4 1 7). Péarfially stripped, +(1 ¢ _v._ )JsNot stripped _:* "1  .(ndefined
(- 1 v 7 JStripped

x x4 WX % X < TiReverseEngineering® 1 Loy S w f B F LS Ly Ll e T4
ReverseEngineerst. _s | x * <5 { 1 x 4 « s Cspb 401234) x « .authenticate useid 0

D W X XX
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Heap Cookies

?HeapCookies s _
S L X« h&aps L + 1L 2 ~ ~SHackCanariesx _“Ix ¥ © X ¥ {.!IsHeapCookies
DynamicallyAllocated Memory Heap ChunksBlocks: _ 1 8 ¥ » *+s. p 4 « Ik % Stack

qp 5 " 'l IXI“"IX‘ “I'X _|v11~_lxn: f"f -| _Isn v _I ” y X

~ >~ ~

~ X | I* seookigs « 14 Xs 1 A .  @®simalloc,callocr heaps . T X o A ]

~

Cxpsosd Do« scookieS o XKL XS4 X T X, Udts, , WX S@ . x s

R 5 2 B T O e T 1 T s

v~ ~

HeapCookiea s 1 « ¢ 4L « x ¢ X

I'?h INXT nWI'a
Chunk Header Chunk Header
Cookie: 0xDEAD Cookie: 0x4141
Overflow!
User Data ? Overflowed
Next Chunk Corrupted
Valid State Cookie Mismatch!
Cookie Intact Program Aborts
cookies duffer: 44 ¥ 1 1! d*Xd . xx cookies x * 7T 4 ¥ Lo~ I ¥ s
D" X w s RGeS x SO, L, o8 sy D G

?HeapCookies 1 s § { +

x Jheap * T _ «sud X 4w "HIE 44« X “Heap Cookiesi x s { ¢

.malloc_zone:_malloc_checkgBiard_malloc

¥ x s {ff(ss :

Inalloc zone,guard malloc™ * hedp: 1 _ « 5% » X X $ X x4 Hu @ 0% 1~ |

._malloc _check

dL, s ¥ dheap, B ws! T XL+ cpRE xS
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e S AT
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x ymulotidytaddoti4 Y Jibsan_handle_add_overflow x ¥ x| 4 « «x" x4 H uw _* 0S¥ 1~

avrapy)

Y4 o x1Tes LT {07 X
L, BX ALY Afufuloti4

% X8 1 ¥4 i addoti4
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®. 9L s s

Y x _ 1
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~
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X7 X X 4KSC X K L4 . XARMLe _+ « © xhashs + 1 1 . RAPLRE (Apple PAC) 1
diweakableblockcipher)
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S X AL IS 4w e L oYX qUSX U ] 1 KA YXAIKSY D TKey |
s 4 s. x3x 4 (ZAContext! x4 - x L) J"L* 47 0 143 11 0% ftcontext

DX M sT L xsx DY ], 8 L sAS | oW s X

~

b X R T X X X DTS X LB IX T X e X T X L O K

~ v

CX Al SR P X s X x'pws{ZS],’SXIJ-’f’SV] s

~ ~

PAG 5 | b -

VERIFY SIGNING
Signed Ptr Pointer Key Context
v Y
s R . R
yi?'n >  APLPAC [«
J L
v v
R s
nin'w Truncate
- v v - + v,
s ™ s ™
ANYIN "::T‘:;‘:: anmn
- v - v

P urX 7 S A TS e X B X XX R X X G 4 XPACY 4 F X ]
cadIs painter Arithmetic0C: | 1 « xduldd X ¥ysx) <3 x 4L 4TPAC .+ = 1 1is .
Ll x DG A YR, XX T X SYLE ossX L, %) |pyinter-to-integer

dATx dAL L g, 1%,
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PAGI x s { ¢

Ybin/Is0: 1 7 Isx LPACH e s 7 xT LS

X8, qword_10000C098
X0, [X8] ; char *
1, # = int
oto
loc_100003A34

X16, sub_100003894
X16 loc_100003A34

; int (__cdecl %) (int) LDP
int LDP
[SP,# + 0] )
[SP,# +va ] RETAB

(30, LSL#1
, loc_100003A30

loc_100003A30
B _tputs

X ot XAy ARME X s B X T e Al er X o
EnL . . w+S_ A X TRACZIA |
B1: :x . _4*. qAUTIBSP |

> v a ~

L x 11 L-xdisassemblep + +x « @ 1w, X SIsx S f{ ] X 5Ky

> ~

@ 1L » X I_("'|'|X|_~|- )-I LXX” [TH S % B I 1xse L, X

S

x

Voo ddeq, o xdxs 40

ARMGB4 x *s{udl T _ ¥ 5 q
CPUSUBTYPBRMG4E X % « {78 * ¥ s :
{4 SABIPUrAUths L Y 1

AL« PACGIE Do 40X ARMB4 X « , X sI{x] . PAC*s ¢?machsed & |

-MachO* = x 1 q¥ A
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ARMt 1 | X1MTH/EMTE (Memory Tagging Extension)

MTEEMTEMIEX s

L, Y std x] 1 Appld ARMT 4 - sy 18" ¥es{ MITEX ‘Memory TaggingExtension

Coho o e e T AT s e H X e s A ML xJWPAG, 4 L s

(I I D AR X S RS S | & L BN

« 1 x N xs @ s M3 (iPhonel5Pros | A17Pror 41 * *< XY -~ H MTEY x " { _ ¢
Extensiorintegrity-x ddemoryMIEX £nhanced MTEEMTE X _ 4 <85 JApplesY - _

1 ox o] Xxx ox o  X

K X MTEd 1 ~

FA Y AT XA X 7y x4 X e Y X ORNGS » o @ d X T A I %
oA 4 inL A Y% o ldf'va InMemoryTage ~ ~ P . 7 % .. K& 0 MTE
CA T sl e g X A X s X XTI s xS X L TLE i 64

~

e SE T A Y TS F Y D% 0l {1 3 xso,  xXileteferenced~ ¢ 1 x |

(UseAfter-Fre@ UAFY « X x MTE4 4 <« d _ s ¥y xI¥qIxXd@ 44 _974¢H  « x:
x "L xgssTs

char *ptr = mallodq 64);

ptr[ 0] = "A';

free( ptr);
ptr[O] = 'B;

MTEL 4 05 s 4« S 4L« x @ 4x

1. malloc() 2. free() 3. Use-After-Free
ptr ptr *ptr
tag] x5 tag=0x3 fagq0x3
OK (dangling) X
0OSchanges .
- 9 Check:
DR =l 0x3 =! OxA
Memory| 0x3 Memory| OxA Viemory| OxA
data mem fag data mem tag data mem tag

CRASH!

-MachO* - x 4 « ¥ {14 _
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}

malloc(64)

IRG

|

~
vy

STG —{ Usage W

New Tag

Access

Y Match? > CRASH

YTBT ARM64: X « . x s
ARM64L: x 1 4« , A SMTE

-

-

1+ ~¥% v ~ {IdsértRandomTag: . * TIRG

s+ ¥ % , 4 SioreAllocationTag: « X TISTG

G x0s + 4 ¥, 1 mStoreAllicationTaggDouble : . x 1ST2G

L X siwx¥ 8 . 4 miStoreAllocationTagandZero: « X ISTZG

@ xQ, ¥k  si- x4 ¥::, { @iStoreAllocationTagsandZero(Double - . x ISTZ2G

1
1
1
1
1
S« « ¥ 8 7 4-ldadAllicationTag: . X-LTG 1
S« . ¥ % 7 {-LdadAllocationTag: . *X-LDG 9
Y ik . x *-Addwith Tag: . x - ADDG 1

Y '+~ x - Sdbtractwith Tag: . x - SUBG T

s ] .., " dTagMasklinsert: . x-GMI

1

(MTE+ ,_ _ _). 1 *~x _-S8ubtractPointer- . *x - SUBH SUBPS
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MTEY x s { ¢
mB8_  JavaScriptCore * 7 « L Ui 2 4 s Is]T” W™ x x5 1. | x X, MTE{ x s 4 ¢
LY X FssT oy s s x4 1497 149€ T x x_{ J1{Phonat L JOS

Jdrg = xiyx]4 O MTE x « , x s ARM64H ~ « " tliSassembhp © « 41+ 4 > 4 xs {Cs
1o lesyxss { {MTE | x _d s 1 4x (vx « g XIsx 1 gmiX stg,st2g,ldg ,addg,subg
®., _ Xk dx X Fp s, XKsxsI]” O MYE X ssClp{ 14

ObjectiveC/Swift-L 1 1 7 BARC (Automatic Reference Counting)

?ARCE s
-4« X Swift/ ObjectiveC: x | s * {s "% % AptomaticReferenceCoutingx ARC
-1 +,SwiftxObjectiveG* UseAfter-Freei ¥ + * x _ <is” @ReferenceCounting): x { 7 | s

heap* r 17 | 3 XS s xS Y, " T Mg ko X s

K > ¥ARCI 1
M4 4Xax 4" s$. T« ARC
S L8 " x qFs {4 xS T oLsox T ]
I ™ x scope, + ~ ~Sx{{"., s« I

112 A8 8 445X« 182 5. s )]

@ T, XA L sAx sy o T FX ARG o GarbageCollection, s " %" s

MyObiject *obj = [[ MyObject alloc init];
MyObject *obj2 = obj;

obj= nil ;
obj2=nil ;
Ay EOAAA

ARG x s { ¢

YObjectiveCL 1 X { "T4x{. XL Y . x” ¥4I T{ARC x s=€i 4 ”
o x 4¢ 7 % | wobjc retain
- x 4" % " 1 qobjc release
1 x {1 _ x *x qiobjc autorelease

11 _ * *x .3 ., A 1objc retainAutorelease 1
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S~ %V 4y X  -0bjcstoreStrong
s _181. 1 S 7 1mobjc loadWeakRetained 1

~

BRE _ X 4S|4« SLEX {0 x] [ x"

FXol A

v

LM AT IXNUD XD ] X X i 4 ] s YK sy X

~ > ~

.machsecl L ] € .k + ¥. 87 ¥ XxXsTCILH .r’s’){( X . :ISSV L:,I xs(nAY s

¥ 7" oo x4 sy {14 s
LY Y4 s g ywsx | L]
Ioxdo. x WX L ~TPIET
S v L8 1 T I AL K TJINX, T
AT X X 4 4 X H X RRPATHRUNPATH
DX T X X w LY X % s "X TRORTIFY
Fod YA sT O RUBSANASAN |
S, WX {L.xS TCFI

~

L B LTI R B | SR BRSPS |

1oAY s

v 1 1 4l xslfiSahdbox

Sou ATy s, ] . mHardenedRuntime SIRAMFIL
R IPTRUEIE I B ISR T SRS |

ARMI 1 ! 0144 44 4 _ ~» ¥ xiix FRAC
ARMI 1 | 0rT HYH X*s™ Xy K AMTHEMTE |

11 _ X &x.x sit{CObjectived Swift) ARC

s 4 . 58" yYHeapCookies 1
IntegerOverflowd v < * A1k 4 _ & 4 ~

ox ]Ie X 1sz><><4 b ~,,><: x:-|v><l « st"sy 5 s - X ﬂppLeL s % | . .

: » x Apple Silicont _ARMA | X & x* X MTESPACK _:1x {Isx, | "y & x | { _s

@Lax X o] xS F1Ep Tied "xXX4e1s 7y s s
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10.

11.

12.

13.

14.

Technologic

X NS Xy B A YRE T 1 L T X TN T ] e

T ey AXx T4 A L x ]

Phrack. “Smashing the Stack for Fun and Profit
by Aleph Onehttp://phrack.org/issues/49/14.html
M. Abadi etlaw.i ACegtiroy” . I n: Proceedings of

Computer and communications security. ACM. ,2005340.353
Singh. Mac OS X Internals: A Systems Approach. Addissley Professnal,.2006
OS X ABI MaeD File Fanat Reference. Apple Inc. .2009

https://github.com/aidansteele/osyxabirmachaofile-format-reference

T. K. Shawn et al.checksec-8ash sidpt to check secunit properties. Open Source Tool

2009 https://qgithub.com/slimm609/checksec.sh

Francill on, D. Per i t-oriented pragrarming @ithautredurnsanc ci a. “ R
A RM” Black Hat USA. 2010

R. Ro e mer -@rienta pbrogrammirgt Systems, languages, and ap@it i ons ” . I n:
ACM Transactions on Information and System Security (TISSEC). Vol. .15 .1 ACM, .2012

L. Szekeres et al . “ SoK:EEES$ymposiummlon S¥eurityanch Me mor y
Privacy. IEEE. ,2013 p#8.62

J. Levin. Apple Mobile File Integrity. *OS Internals, Volume I: User Mode. .2016

Q. S. Advisory. The Stack Clash. .2@tp&://www.qualys.com/2017/06/19/stack

clash/stackclash.txt

Q. T. Il nc. “ARMv8.3 Pointer Authenualication”. I
ARMvS8. ARM Limite@017

https://developer.arm.com/documentation/102433/0100/Pointexuthentication

J. Levin. *OS Internals, Volume lII: Security & Insecurity. Technologeeks.com,.2017
Hardened Runtime. Tech. rep. Apple Inc. 2018
https://developer.apple.com/documentation/security/hardened runtime

ARM Memory Tagging Extension. ARM Limited .2019

https://developer.arm.com/@cumentation/102925/010Q
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https://www.linkedin.com/in/eddy-tsalolikhin-090082249/
http://phrack.org/issues/49/14.html
https://github.com/aidansteele/osx-abi-macho-file-format-reference
https://github.com/slimm609/checksec.sh
https://www.qualys.com/2017/06/19/stack-clash/stack-clash.txt
https://www.qualys.com/2017/06/19/stack-clash/stack-clash.txt
https://developer.arm.com/documentation/102433/0100/Pointer-authentication
https://developer.apple.com/documentation/security/hardened_runtime
https://developer.arm.com/documentation/102925/0100/

15.

16.

17.

18.

19.

20.

21.

22.

23.
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Armv8.5A Memory Tagging Extension. ARM Limited .2019

https://community.arm.com/armcommunityblogs/barchitecturesand-processors

blog/posts/enhancingnemory-safety

H. Liljestrand et al. “PAC it up- Towards poin
thentication”. I n: 28th USENI X Security Sympos
N. Williamson. SockPuppet: A Walkthrough of a Kemxelok for iOS 12.4. Google Project

Zero Blog. 201dttps://googleprojectzero.blogspot.com/2019/12/sockpuppet

walkthroughof-kernel.html

Towards the next generation of XNU memory safetyokallype. Tech. rep. Apple Inc.
2021, https://security.apple.com/blog/towardghe-next-generatiorof-xnu-memory

safetyk
Apple Silicon Security. Apple Inc. 20@8ps://support.apple.com/quide/security/appte

siliconsecuritysec87716a080/web

Apple Platform Secusit Apple Inc.202/https://support.apple.com/

quide/security/welcome/web

gracecondition. machsecSecurity mitigation detection tool for Mae® binaries. Open

Source Tool. 2024ttps://github.com/gracecondition/machsec

gracecondition. machsec DocumentatioKNU Security Mitigations. Personal Blegi H n
https://gracecondition.github.io/posts/machsedocumentation/
https://i.blackhat.com/BHUS23/Presentations/U23-ZecApplePACFourYearsLater.pdf
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https://googleprojectzero.blogspot.com/2019/12/sockpuppet-walkthrough-of-kernel.html
https://googleprojectzero.blogspot.com/2019/12/sockpuppet-walkthrough-of-kernel.html
https://security.apple.com/blog/towards-the-next-generation-of-xnu-memory-safety/
https://security.apple.com/blog/towards-the-next-generation-of-xnu-memory-safety/
https://support.apple.com/guide/security/apple-silicon-security-sec87716a080/web
https://support.apple.com/guide/security/apple-silicon-security-sec87716a080/web
https://support.apple.com/%20guide/security/welcome/web
https://support.apple.com/%20guide/security/welcome/web
https://github.com/gracecondition/machsec
https://gracecondition.github.io/posts/machsec-documentation/
https://i.blackhat.com/BH-US-23/Presentations/US-23-Zec-Apple-PAC-Four-Years-Later.pdf

BSidesTLV25 CTFE {4 " *s _sx . .

T XX

ASY

T R e e X T s ¥ L X o { BSIESTLVAZN B | o1 f X 8 s X
ST X YA S, ¥ L AP "sxCs* Reyersing ¥ - o+ X "4 S el Tl 1 o
L X 0 -, SYLBvel2.exeX v~ ~PE32bit, X x~x 1 "8 .57 S[eVel 2

~

'S o XIsC x s

~

Your health is 1 and you have 30 tokens,how many do you want to use?

¥« 1 Ihdakd s ;! xis;s Iis . Bntert S < 4 11

Bx] C:\Windows\System32\cmd.e X 2 | A%

z:\Projects\bsides\RE>Level2.exe

Your health is 1 and you have 30 tokens, how many do you want to use?
Invalid!

Press any key to continue...

GY Dr sS4 XS TR X8 .

ST xs SYP S X x {8 x 1% € x 3 sTBimary Ninj@ | X XS] 07

count: B

")

to continue...\

BSidesTLV25 CTF L Tsx o,
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https://bsidestlv.com/ctf/2025/

var_T
int32_t

edx_3.b
rar 7

saved_ebp)

return 8

dReversing " 1 _ ~SodS. < THY X]S

BSidesTLV25 CTF L Tsx o,
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Y F+ .9 {fReversing 1 +mains 1 « «< X"

int32_t main(int32_t argc, char**& arg

__saved_ebp

cookie = 5 it ige saved_ebp
uintB_t path]
__builtin_ (dest: h: B, count:

int32_t health =
tokens =

(tokens
if (tokens

printf(format: "No AN i 4 i, health)

tokens, i, health)

tokens, i, health)

br

printf(
format: "Your health is %d and you have %d tokens, how many do you want to use?\n'
health, tokens, inde tokens, i, health)
input

buffer, count: AE : : iob_fun td: stdin))

(input
printf(format:
printf(format:
£

break

health = health.b + input.b
tokens -= input

return B

Reversing 1+ 11 _ ~S.4s. « Z0o% X]8 ~

BSidesTLV25 CTF L Tsx o,
www.DigitalWhisper.co.il
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X n ),(, )5 :v . |:| Y=S:L'| n
1x " H:so 1 ‘heakhs .~ 1
30X "H:s. 1 tokemss ~ | | 1

v

G comam FX Xsqpd T, O F0. 40 X A LN sl X
F 44«1 4 Invalid, | x 41 .o
e 1A 1A Iavalid, | 24X T
e B 4T X 1 s X1 ¥\ S0

health + tokens > 1001 1 « o _
tokens=CGndheal t h 14 «5QO0

~ x :-1 \l_ A\v4 J) . :V ” CL SJ X 1‘[

Pathx + » 0.7 « I 4 feed Tho~ 45, Tasis 4 Qg

tokens=inputr 41 > ~ X 11 ®

health+=input- 1 4 1 Z *x¢&

o~ s Xesoodnl - x Arrayr 4 S L - X o}
1. 1s_s S« x 1% ] Kedlths © x _sIx ¥y x Cs

~ v o~ A

Pl 1" oS JHealth < 4 ~1%8 ¥k @ X

X AW R4S S LR X s ]

@ . S

A~

TA L SC A { d D w17 el S
~ X * hedlth=100" kokens=0- , . _ d¥ " «<low 11 & X

b4 > v o~

1~ AtlenSZGL R R d@:rypt(&path)_l 1L Soixxg | L

X" 4l Desqiphthr 4 10«8
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P W0 TP L e X8 L X U X L X L X X T s xS, X s ]
Reversing " decrypt: 1 4 TouUsx@ 3 . %] s¥ {4 T Xy, : s

>

86481898

red_ebp
count: 4)

__builtin_mem
src:

4811

eturn result

dReversing L decrypt: 41 1 <1~ %6 «
Reversing 1+« L X

B60a1898 void decrypt(uint8_t* path)

d_ebp
uint8_t ke

builtin_ (des Sy, rc: "j ., count: 24)

uint8_t flag[

input: path, len: _
(flag[25])
flag[i] *= key[i]
flag[z24] = 8
printf(forma
rintf(format:

rintf(format: “You ¢ it but t
printf(format: binin

cookie saved_ebp)

dReversing 1 -decrypt: 1 1 ‘T~ %@ -

BSidesTLV25 CTF L Tsx o,
www.DigitalWhisper.co.il
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(decrypt: 1 4 7

Tx ¥ yss¥y X D% wpathOr 1 1w s, SHA256 4 1 . x 9.
P47 X pd ST XOR, - X954 CHPSHEIHT! 8512 Fs _ « 1 sh v g
BSidesTLV2025{%s), ~ % ¥ 5 L §sse . x s | KT K s 4 1%
ST ARX XTI P TS ST e
1 S cofenssit T 447 % X1 X € 4. dbsha256l | - SEHA258 + X D414 . . 7 X

Py

e I FE

BBBa1848 void do_shaZ56({uint8_t#* input, int32_t len, uwintB_t* output_hash)

__saved_ebp

kie = __security_cookie * &__saved_ebp

data: input, len)
md: output_hash)

* &__saved_ebp)

dReversing 11~do_sha256 1 1 1w, X]{ -

LS P xS 4 9s 4T x B4 x> s, xs {114 SHA256 Inif~ 1 4 s 4 ¢

D QHA256  IVX . X xS ssx 4 x s 4 € X

B06Bal4eb void SHA256_Init(struct SHA256_CTX* c)

-
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)

)
)
)
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¥
(Vo)
o
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C
C
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(Y]
D
o
~
o
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¢
-
o
W
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-
a1

al53
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-

Q O ™
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O o 0O
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o
o
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dReversing 1 +SHA256_Init 1 1 «-y . %] «

sXx
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https://github.com/openssl/openssl

Fodo ST AR T X o

: :_S i X w X X ~:v\$_ 'I ” 4 )IEXV!! -II-””"V xzv ” 'I 'I ” ) L

~ ~ ~

A X SX L DS s X e X Tl e Ty O TN HP I HCZIHT

XX x A 447 x "x,, & DBebugging - ¢ F o7 T UY 4D x T x {47
oy |l s

© v+« X% _ «Bieadth First Seard/BES- - 1 ~ ¥ ¥x1"« . ] ¥ s S 7 ¥ A4 .

1 s s g LXK 48X T L, o P x s ] Y X W X X sX s

~

I IR PN oI TR L L R AN R R TS BN S FEE I S 1 R O Y

XL JRBE0: 4 exd %N xpl4 ks X xs x xss¢ I x ] fedlth tokens lefb
FTOLS EX D Gdh e S 4 T ST, X ¥, P X pxs, Dl Boax ] oxliyxe

g | rk‘ﬂ‘b‘ XIs 4« ~|_v_]I Ik Xs x Xis_ 4 @ x ‘=v+sx1 . X s

1(30s ¢ 1 55 X 4. X . Lsox KoL, X o XXX, Y Sex T, I {y .s T

x4, x| xSthte Space Seareh_ f 4 4~ ¥ ¥ i 414160,0F 1, X X oy

.

s 1, pST R LS A sl Y xBs DX AS L X ¢ XD A XX Lo ]

~ v ~ A v

caLSX L b AT AT s .« XX DERSBFSE bl 4 - e A X s X ox g X
1507 L7 vs, o0 s {1 {State Space BRS: 1~ X ¥ L X5 0 ] g, X X {0

~ ~? ~

s Q X X" XX

https://codeforces.com/blog/entry/1444E

Y 47 K450 x®  UXST XS LD oas DX d XY s L .

- State Space Search (BFS)
collections deque

ARRAY= [3, 65, 4, 93, 11, 21, 12, 2, 14, 52, 27, 9, 31, 21, 39, 28, 40,
49, 33, 53, 43, 55, 36, 56, 38, 67, 76, 78, 69, 98, 27, 99, 74]

def update health (health : int ) int :
i 0
i 17:
index i 1

health ARRAY/[index]:
health ARRAY[index+1]
[ 0
1

health

def print_path (path: list [int ]):
print (" -->" join( f"{i}"

def state space_bfs (max_path_length ):
queue = deque([( 1, 30, DD
visited set ()

BSidesTLV25 CTF L Tsx o,
www.DigitalWhisper.co.il
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https://en.wikipedia.org/wiki/Breadth-first_search
https://en.wikipedia.org/wiki/Finite-state_machine
https://en.wikipedia.org/wiki/State-space_search
https://codeforces.com/blog/entry/144451

queue:
health, tokens_left, path queue.popleft()
state (health, tokens_left)
state visited len (path) max_path_length:

visited.add(state)

tokens_left 0:
health 100:
print_path (path)

max_tokens = tokens_left tokens_left 10
tokens range (1, max_tokens +1, 1):
new_health update_health(health tokens)
new_path = path [tokens]
gqueue.append((new_health, tokens_left tokens, new_path))

__hame__ "__main__":
state_space bfs( 30)
ch@alth,tokens,patihi * + _State Space BFfp * 61 «

K x x* %Xs. q

Px o d  Asil, 1 sx” 1 qs
healths = x I\ 1¥ % u _ update healthts 1 « x™ % | § s
s A s A mermaid, ~ 1794 ¥ s ! oprint_paths 4 .« x"Ux. 1 g s
(https://mermaid.liver L _ )1 ~» XSv.S5« X
Al sl a% 17 x ¥ ¥4 state_space bfs 4 o <7 < 7S, T ¥ q] x
FAl pxs oo A X xsix 4 b ¥ s sop T L x4 e X L) IS 1
@Ol " wx 15 ]
RS g x Tkd T T4 s Sdequer 1 7 xsitxs X 1 state_space_bf$ 4 . < 7 X
Fde B d gk X, X st X X X QL) X LK s 4L, X
1 x 1Z] health,tokens_left,current path] ~ ' ¥ % . = = < xdeque™ ~» * 1 4@ ! s X
edeguar 4 |~ T Ax o R A XS LR TR T 48 0 x X4y

~ ~

FALr =4 s s 4 s 4T xxs XYY b FIXX o d A

OB IR I Tl I [N RS S N SR PP I

b . ]S, xp xsy I ws. 4 9 JhEalth=0 + ¥ tokens_left=0x * , * { L { v " <

~

@Y 10V 20Y 2Y 71 1 55X 4 15 4 b 38 o5 L exs Pexp X<

~ ~ v

X

~

J
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Y * <Lévellexe 17 47 L s d st 4 ¢
©x] C:\Windows\System32\cmd.e X 15 ||

z:\Projects\bsides\RE>Level2.exe

Your health is 1 and you have 30 tokens, how many do you want to use?
1

Your health is 2 and you have 29 tokens, how many do you want to use?
10

Your health is 2 and you have 19 tokens, how many do you want to use?
10

Your health is 2 and you have 9 tokens, how many do you want to use?
2
Your health is 93 and you have 7 tokens, how many do you want to use?
7

Good job!!!!
You did it but there is a better solution!
Try combining steps and find a shorter input.

Press any key to continue...

47 470 gdXesx oy ss” Gmn x]4

vvovxs L PYBRESE ] 41 0T D A e d x 4X 4 484 ST Ldsx
Kod » e XX Hd A v X Xasx s

Ll D XS X TR L v i feturn: e 1 i Lx Jss v

~ ~

FPO ] X 4 XY Ixx s X 08X % pt X s, 4 d e XsS [ FUX X T, 40X

~ <AV

H ORI AN R I ST A W BN 2 S S B

PO p1® p 1P CO XN
1O X0 p10 ¢O XN
LO @O p TP O XN
PO VO p TP CO XN
X9 19 p1® ¢O xN
Yo o0 p 1@ O XN
WO ¢O pT1P ¢O XN
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ClerYhealth: ~* 4 Pyl ds dnBrmaid® r 4L X L osa A ek

S R L« ST SR S A S IR S L N 2 S T R RN EXC [ NS RN
¥ « Xss, Xpathi L~ ¥ 'LI X « S

new_path = path [( len (path), tokens, new_health)]

def print_path (path: list [tuple [int ,int ,int ]]):
print (" -- >" join(_f"{i},{j}{k}" i,j,K path),
[r 4 Z,,vx,,1x\x:| CTUXS FM M x]-|\

~Y_ «G&ktep,tokens,new healthy x ss{ s 4 ¥ > 4 H 947 .3 ¥s |
N SVXVSSfep ﬂ

I L LN P S A
©x 4+ 40 «x 1% stékens T

~ ~ ~

X@ psq " < xxq s T 11 141~ spéw health 1

FA B X L BFS ks @S, i X X s T s
:thealth,tokens lefby x s _

0,1,2 7 0,4,5 0,56 0,6,7 0,7,8 0,8,9 0,9,10
l l l l l l l
1,10,2 17,2 1,6,2 1,52 1,4,2 13,2 1,2;
\\ » 102
QLD
3,2,93
“
4,7,100

dnermaid.lived 't 4 pd ~ & 0 Xk 447 ¢+ d L X X L-bX]]
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SAUIH T ALK R T ASS S S I, 0 X 1808 L 4B s

11 _ Level2.exe . 1

a ~

subprocess

def activate (path: list [int ]) str :

process subprocess.Popen( “Level2.exe" , stdin =subprocess.PIPE,
stdout =subprocess.PIPE, text =True)

output, _ process.communicate( "\ n".join( magstr , path)))

print (output)

tokens_left 0:
health 100:
print_path (path)
activate(path)

a@ctivate: 1 1 ~-mB*x]{ «

l,sx ¢ 1"

2~ X s~ 415 _ % _ activater 1 1 ..~ 1" sdBbprocess
b1 OB Enterr L XX L

: ~ s

v

Y, PeBAs 4 0o x b eshox e o, lox X

Good job!!!!

You did it but there is a better solution!

Try combining steps and find a shorter input.

Press any key to continue...

P4 - xR psise, Doxp X e o xod b 1S Lwe X]q -

e X T o Sedd L Y A RS eddy s bs ¥ s b 4 0o x|

x L%y, SE O AXT S 4. ) d e K0 xeid, . H N DX T g x

N

QHA256 & _ A ¢ T | 4ievy 5 XX dss. 1 48 4. 4% | s x TPX.

Fd oA s Joxs, o % abord L X T X X sisep L, DX X p oy

13

S\LZ\.S

XX\‘"X* s

_IS I-I‘-"
>

sOx | kAT O A A e L XL dDH

¢l X g B SeSX

TH Al e X d e Lr A S s s Tyshs s xxxy X H D 3R %8s G .

4 ..

~
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hashlib
def sha256(path: list [int ]) bytes :
m = hashlib.sha256()
m.update( bytes (path))
m.digest()

®ython* 3 (! qrux@:-Mp *]4

Y 4 X 0 4:XX0 « 28 & p oo X Xy M A F "X "X

def check hash (digest : bytes) bool :
(digest[ 25] 0x70C) (digest[ 26] )] (digest] 27] 0x92)

dblashs © « 14me x]4

Ts o« o T pArdenkX 4 vrid 0sx ¢ v _Xs: dtate space bfs 1 4 T 7

Yactivater + ~» $ '~ 02 7 1 X

tokens_left 0:
health 100:
digest sha256(path)
check_hash(digest):
activate(path)

Y v Ese., 4 lactivate: 44 w7 L F7x "X

subprocess, re
def activate (path: list [int ]) str :
process subprocess.Popen( "Level2.exe" , stdin =subprocess.PIPE,
stdout =subprocess.PIPE)
output, _ process.communicate( "\ n".join( magstr , path)).encode(  "utf -8"))
output output.decode( "utf -8", errors ="replace" )
output:
match re.search( r'BSidesTLV2025\{. +\}', output)
match:
print_path(path)

print ("™ .join(match.group( 0).split()))

LY s g oactivate’ 14 -m%%]d
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Yoo S XU L ST gk,
Gr] C:\Windows\System32\cmd.e X ||

:\Projects\bsides\RE>python bfs.py
—> 3 =—=> 9 —> ] —> 6 —> 7 —> 3: BSidesTLV2025{¢¢¢"S¢00000+"¢Vo~o}

7 3 —>8-—>2-—>2 —>7; BSidesTLV2025{opfee"$00BoxoMooo}
5-—>1-—>6 —>7 —> 3; BSidesTLV2025{YoU_aRe_A_Tru3_GuUm3r!!!!}
1-—>2-—>U —>7 —>3; BSidesTLV2025{¢)0=0@000\0jocSe+6: |}

3 —>U4 —>3 —>2 —>7; BSidesTLV2025{¢6XjoooKo00ozéHye |}
7 —>3 —> 2 —> I —> 3; BSidesTLV2025{¢0co&zA¢0¢;oMke0Joo!>00}
10 —> 2 —> 1 —> 1 —> 5: BSidesTLV2025{¢¢¢¢_We{00JooXeo_o¢oo}

'

z
1
1
3
5
9
9
9

[Fs - vy ksl T 4% 0 0S4 i X Bmy X]q -~

X %@ ] KW E Y4 s Tw o XX sy 0¥ 00 s o f ] XTI T L]

~

Y v s *.P pOpo MmO cO 170 oL x 1 s

v~

BSidesTLV2025{YoU_aRe A Tru3_G4m3r!}

Lo X X e XX S,X soxxe™e x D A4S e exOrs T 0 o 40 psyp {7

~ ~ A [N a

Level2.exe

def xor_hash (digest : bytes ):

key
b"\ x6a\ x2f \ x26\ x4c\ xc4\ xcO\ x76\ x70\ x90\ xd1\ x87\ x9b\ x2c\ x4b\ x91\ x20\ x8a\ x2a\ x7f \
x2e\ xcb\ x1d\ x43\ x39"

flag
i range (len (key)):
flag chr (digest([i] keyli])
print ("BSidesTLV2025{" flag T

dlasht v 10 | psxor: | « *xorshash 1 1 Tm & ~

X1 A

el

M s A s s, @ X
L ><\(=XXV>< ” 'ﬂ:\Pi‘I V‘l:\- Ijdy L s 1 Sj:!_IS_rBES\_ ~= X ,, :”,:vadb\x LFV'IV'IJ

0Yx s

% . State Space Search, * 1 +F - X s

Flaree _Reversing ¥ v+t L v A4 o 20 X1 58  x @F g x syixe 4 o 40 Zox 7 X

~

Bmary Ninja _1 | 1 ~ ~ x 5:%. ]9 Staté Space BFS- ¢ Q12
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1 .-

» v

« L Pythoni

- State Space
collections

Search (BFS)
deque

ARRAY= [3, 65, 4, 93, 11, 21, 12, 2, 14, 52, 27, 9, 31, 21, 39, 28, 40, 97,
49, 33, 53, 43, 55, 36, 56, 38, 67, 76, 78, 69, 98, 27, 99, 74]

hashlib
sha256( path : list [int ])
m = hashlib.sha256()
m.update( bytes (path))
m.digest()

def bytes :

bool :
(digest[

check_hash (digest :
(digest[ 25]

bytes )
0x7C) 26] 3) (digest[ 27] 0x92)
update _health (health :
i 0
[ 17:
index i 1
health ARRAY/[index]:
health ARRAY[index+1]
[ 0
1

health

int ) int :

print_path (path: list [int ]):
print (" -->" join( f"{i} i path),
state_space_bfs (max_path_length ):

BFS on state space: (health, tokens_left, path)
queue = deque([( 1, 30, D]
visited set ()

queue:
health, tokens_left, path queue.popleft()
state (health, tokens_left )

len (path) max_path_length:

visited.add(state)

tokens_left
health
digest

0:
100:
sha256(path)

check_hash(digest):
activate(path)

max_tokens
tokens
new_health
new_path

tokens_left
range (1, max_tokens

path
gueue.append((new_health, tokens_left

tokens_left 10
1, 1):
update health(health tokens)
[tokens]

tokens, new_path))

BSidesTLV25 CTF L Tsx o,
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subprocess, re
def activate (path: list [int ]) str .
process subprocess.Popen( "Level2.exe" , stdin =subprocess.PIPE,
stdout =subprocess.PIPE)
output, _ process.communicate( "\ n".oin( magstr , path)).encode(  “"utf -8"))
output output.decode( "utf -8", errors ="replace" )
output:
match re.search( r'BSidesTLV2025\{. +\}', output)
match:
print_path(path)
print (™ .join(match.group( 0).split()))

def xor_hash (path: int , digest : bytes):
key
b"\ x6a\ x2f \ x26\ x4c\ xc4\ xc0\ x76\ x70\ x90\ xd1\ x87\ x9b\ x2c\ x4b\ x91\ x20\ x8a\ x2a\ x7f \

x2e\ xcb\ x1d\ x43\ x39"
flag
i range (len (key)):
flag chr (digest[i] keyl[i])
print_path(path)
flag " join(flag.split())
print ("BSidesTLV2025{" flag

__name__ == " main__":
state_space_bfs( 7)

[ v Pythont | 4 ~w g X]4

https://jhalon.github.io/flare-on-12-ntfsm

https://codeforces.com/blog/entry/144451

https://en.wikipedia.org/wiki/Breadthfirst seach

https://en.wikipedia.org/wiki/Finitestate machine

= =4 4 -—a A

https://en.wikipedia.org/wiki/Statespace search
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Trust No One
Ll:xX]: :v\.)G,,'lt-L:éK'l\”IJ'l'LXX

>

X ., « % f ¥ s
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XUV’ L X sk XSS I8 b XSy ST s o xs s XSl ]

® 4 As, s AxYsd fH B, VX ST . s

K X 7 (¢ xs s

~ ~ ~ v

B NS S H A S ASS XX AL Ty K. i

~

S CB L X M@ | IS X LIaxx] Lo x o x ksl oXs S plox @ LA IR
<2 INBn Humanldentity - NHDr 4 1 mx %1 _ a8 ANl x L S¥ L s
T4 b 239 B AT K™ <0 b3, APIP X T 00 X X X1 X X 5 X

dq v § XX A s

GitHubSecrett ~ . _ "APIT @ | @ 4 1745 s 4  X@ X7 ¥ I A v IS4 XS
MEAF X L d:@esHA A x o X0 T o N A T LRI XS TR e e T

S S L T ST 4SS do kX T9h. bl ATV 1 s Fsxs

(bxvx|§s‘swy-|li,h3>xs” L

FlYy ox o

codd s S ol S Y X XS KRR Y T s Xeaxad T L
Y x s
Mutandr | T % X 4uSXsISEd X KL < X DX | 4 45X TS edtitys: X S @

L _Pipelinex -Kubernetest . -~ | x 431 _ xJ 11 xc 98Workload™ * 5 £1 7 . v x Xp **+
QX ;s h st xy ¢ identityc x X _ 1OBCD

P T kexpte b 4T R x4t 0 T x> § iServiceAccount &

~~ ~ v

x

~ ¥ ServiceAccounts S, 4 Ay A g x 7 ol 1 x 2 {1 K

-~ ~ v

A e X XX REIEE X« dSE T " J s

AN

L xi_x s | @itHubActionsx )17 X T Xx 4% s ¢ ¢
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Dox 8161 | w8 \Workloads ;4 141 110 o 4 ¢ Tesxe _PH4s.  H X s

~

~ Pipelines 1 "+« ; L~ xxsX, < sgs:  x OIDETokey - 4 " AY, L~ ¥ X 1 4 .«
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~

Servicert L - x s © X0 B L HX 4.5 . 1 ITrustPolicyt 0> «~ s _ d ¥+« 0, S

dR¥incipait VAccount

TrustNoOne
www.DigitalWhisper.co.il
yT H ICH « X 2827 x { ¥




Technologic

SR I R
DA A" T4 s e X i~ 101 s YermissionPolicy 1
D orsicoLL T _ 42 1% wsq "< S| YustPolicy

~ . ~
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~
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doxoos o 1hEx xsTw

OIDCTokent @ +« ! x X s®dh K| hL « X 7 s& ¥ | Yo (Authentication T
L4 4 L s @itblubx 04 4 4 X sx s HIpA 4 L ¥ X% K TTX e xese Toxox o x
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@41« 4" T OJWTE - « | "M¥F L
¥ s BT S A Ux sEWorkflomrt | IGitHubActiongt

"iss" : "https://token.actions.githubusercontent.com"
"sub" : "repo:my - org/my - app:ref:refs/heads/main”

“repository” : "my-org/my - app”,
“repository_owner" : "my-org" ,
"workflow" : "Deploy to Prod"

s 1 (Repository » ¥ +s ¢ {1 <X $ Y 1% 1 GitHubtr Gaim®: X . Sp..s “Xx |«
X {p @ xQitHub S5 & @ ] s 4 450 dl T« « 41 9@ 1~ § Workflow s ¢ { + x

ONE S S B PN

6 X« _ L 4y +sdi, ~ v xix joMHandshaket HY . _
QP Workloadldentity Providert + ~GitHuby ¢ * 41 3WTe - ~1 . Workloadt s> s . _ *
L v X0 d A SGitHubg | 4 ¥ s «+s*¢ 35 o x 194 XX GCPAW X x5 } ¥« |
Issuert = > x | X GCPK * s S 441 3 px . X7 L gsXes X xs
x Cisx x Is "1 x x shgs:// token.actionsgithubusercontencom .Y, OProvidert - -~ | ¥ x
Lok 14 %% 3 s 54 111 RAKS JISONVeb KeySeth~ ~ « 1 , x *X{w I ] x X

Payloadt © 1< xx | "« s _fesd {7 xiis_ 4 19 XGCPrT x .« GiHub
Bl AL sixs xs D4 TIRS xS

K-+ s .4 nConditiorit Mapping® oY . _
* Lokl - CXQAuthenticationt OGitHubd o 4 X S 4Tx {7 wox 38 x X5 XX 1 4 X X 8
Fd s T4 sx@ L X xK s o xx J89sx s s {1 44 1% 1 _mAuthorizationt
Y4411~
Y x sy %9 b b B GitHuby | 4 Y7« xYiox |+ _x YOAtiribute Mapping dn
X8 X ¥ p v SN v op sx U3 4y - GitHubg ! H 1 4+ sx L ® Glaims
I <8 4.8
S XX e s XX B X4 s, 14 WX % x 1 < s S Atribute Conditionrt @

~ v ~

~

~ v ~

4P sx WS X 1T .s 3 ox Qpnditiordd « % 4 vy MBppingg L 1 X s
® % v GitHubd x 4% x | X GtHuly

¥ 1 Iss*ux 7 { { SAttributess _ 8 7 s
1t "Repositorys "3 ¥ o siSclH 0 0 x A Wlorkflowrs L« 4 X B s § ¥a8b(Subjec) 1
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Provider

I Workload -
“repository”: “google/chrome"”; — S b T
“run_id": 65, Identlty Pool E

“event_name”: “pull_request”,
“ref_type”: "branch”,
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"name": "projects/my
pool/providers/github

"oidc" : {
“"issuerUri" "https://token.actions.githubusercontent.com”

- provider"

}

"attributeMapping" {
"google.subject* : "assertion.sub"
"attribute.repository" . "assertion.repository"
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: The Silent Entry
on: workflow_dispatch

:write

ubuntu - latest

: Authenticate to GCP
. google - github - actions/auth@v2
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id/locations/global/workloadldentityPools/github - pool/providers/github

provider"

“terraform - admin@your project -
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- : Proof of Concept
: google - github - actions/setup - gcloud@v2

> Who am I?
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Blob Storage. - x 1. - x; sl

X oS 4 oL x g Xk X0 ] Azure Blob Storage* | A0 D x Y .3 BT
P x o1 xT x> T oxy Agenits<: 4 . 401, 13 4+ "CICD. _artifacts

filesmcp-pro.comr _ 9 1 X {49+ x, I ysxCs

DNS
CNAME

shiradnstest32666718.blob.core windows.net
(Azure Storage Account)

h

files. mcp-pro.com

h J

Real company data &
senvices

[}

s 1< X DX, kol Pipeliner w4 o x4y xd es Lo X 1Y x4 )

~ ~

cod UL TR o x e XX dxss X T x T Srorages T X Xk 4. 1x X

~

s.» * 1 sDNSzone* CNAMB © _ x _ .

- s " filesmcpprocomit _CNAMB _ - X « p X T XY 4 «54 7 4 { .1 s “ X

> v v <~

(s T XA S 1) Azure* + 4 4w ¥ IStorageAccount

$ dig files.mcp-pro.com

;i <<>> DiG 9.18.39-Bubuntud.2d.064.1-Ubuntu <<>> files.mcp-pro.com
i1 global options: +cmd
i+ Got answer:
; —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 8700
; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

; OPT PSEUDOSECTION:

EDNS: version: O, flags:; udp: 4096
:+ QUESTION SECTION:
;files.mcp-pro.com. IN

; ANSWER SECTION:

'

files.mcp-pro.com. 3473 IN CNAME shiradnstest326606718.213.web.core.windows.net.

i1 Query time: 3 msec
i+ SERVER: 10.255.255.25u#53(10.255.255.254) (UDP)
i+ WHEN: Sat Oct 18 21:13:54 IDT 2025

$ curl -I https://shiradnstest326606718.blob.core.windows.net

curl: (6) Could not resolve host: shiradnstest326606718.blob.core.windows.net
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YAzure* Subdomain®angling. - x 1 " % {4 fNucleix _+14 0 1 %" 7« &1 x4x ]

Lles.mcp-pro.com -vv

projectdiscovery.io

nuclei version: v3.4.10 ( )
t nuclei-templates version: v10.3.0 (
lates added in latest release: 124
Templates loaded for current scan: 1
Executing 1 signed templates from projectdiscovery/nuclei-templates
Targets loaded for current scan: 1
] Microsoft Azure Takeover Detection (@pdteam
] [ ] [ ] files.mcp-pro.com ["shiradnstes
Scan completed in 116.951893ms. 1 matches found

I Azurestorageaccount* L Subscriptiors @ 1 & X X H ;X s L7 S | L oS

~> ~ ~

:blob.corewindowsnet: 1 % _ % © ¥ «

Microsoft Azure £ Search resou

Home > Storage center | Sto

Create a storage account

Basics Advanced Networking Data protectior Encryption Tags Review + create

Azure Storage is a
redundant. Azure St

vice providing doud storage
Blobs (objects), Azure Data Lake
t depends on the usage and the option:

tis highly available, secure, durable, scalable, and
2, Azure File ure Qi
ou choose below. Learn i

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription *
Resource group * C—
Create nev
Instance details
Storage account name * (& | shiradnstest326606718 I

D L B A I e o T o e B B e B R e B R L

: Qustomdomain

Home > shiradnstest326606718

@® shiradnstest326606718 | Networking

Storage account

‘/’" net X | X«

Public access Private endpoints Network routing Custom domain
~  Security + networking

& Networking Configure a custom domain for accessing blob data in your Azure storage account, like www.contoso.com. There are two
methods you can use to set up a custom domain.

~ Automation
1. Create a CNAME record with your DNS provider that points from your doemain (like www.contoso.com) to

% Export template shiradnstest326606718.blob.core.windows.net then enter your domain below. This method is simpler, but results in a brief
= - ; . . -
downtime while Azure verifies the domain registration.

2. Create a CNAME record with your DNS provider that points from the "asverify" subdomain (like
asverify.www.contoso.com) to asverify.shiradnstest326606718.blob.core.windows.net. After this step completes, enter your
domain below {exclude "asverify"). This method does not incur any downtime. To use this method, select the 'Use indirect
CNAME validation' checkbox.

Learn more about mana ng custom domains

Domain name | files.mcp-pro.com

Use indirect CNAME validation @ D Use indirect CNAME validation

Lo XT3 A Tox X ] xfllesmeppro.com S <X IS, ¢ Y

<

ZAzure SubdomainTakeover
www.DigitalWhisper.co.il
M N H ICH « X 2827 x { ¥



http://blob.core.windows.net/

Technologic

X oL J-SXLJ“ X ;oo | xi x { X ,,=~~>J..Vs

~ >

1.. x & s &+ . % ¥oednfigjson,kK * %«

~

1y *x <is 14 filesmcpprocom_ x - X o . x 94 ¢ 44CIADT 1 1 wrsiidx 4 . «

bl 78 X1 0 T | filesmeppro.com s 4 ¥s G A L wsidl g | X TS
+ 1 payleads:: x 1

Lode,, X X% 0 Xsx v 4, SHd dIs 4 x 0 A4 s x4 1) dx] 27 g 1%

A~ ~

x4k s 2 x X s

> v a

Home > shiradnstest326606718 | Containers >

7 $web

Container

O Searc 0 T
° € 4 addDictory T Uplosd (3 Change sccsslevel () Refresh

1 Overview
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fl
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2 Diagnose and solve problems o . .
Authentication method: Access key (Switch to Microsoft Entra user account)

9;{ Access Control (IAM) Y Add filter
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| O search blobs by prefix (case-sensitive)
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1 Microsoft Learn- PreventdanglingDNSrecordsand subdomaintakeover

https://learnmicrosoft com/en-ugazurdsecurityfundamentalgsubdomaintakeover
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templategblob/maindnsgazuretakeoverdetectionyaml

T Subjack SubdomainTakeovertool: https://github.convhaccerfsubjack
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