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NPM - Node Package Manager
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"""Signal-based scoring: add risk points, apply trust discount, clamp 0-100."""
score = 0
signals [1

final

# 1. Install hook with dangerous commands
f .install_hook_score > 0:
score 30
signals. (("Install hook has dangerous commands", 30))

. Density of critical files

.js_files_analyzed > @ and .files_with_critical > 0:
density .files_with_critical .js_files_analyzed
if density > 0.05:

score += 5

signals. ((f"File density > 5%", 5))

# ... (Additional risk signals are calculated and appended here)
subtotal score

3. Trust discount — The most important mechanism against False Positives
if .1s_established:
score (score * 0.6)
signals. ((f"Established package discount (x0.6)", score - subtotal))

# 4. Clamp final score between @ and 100
(0, (100, score))

return {"score": 'signals": signals, "subtotal": subtotal}

def calculate_final_score( M -
"""Signal-based scoring: add risk points, apply trust discount, clamp 0-100."""
score 0
signals []
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yTI'w (FRAMEWORK_EXCEPTIONS) niam niann [I7'a 720 71100 .(dependencies
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NN XY NIRNN
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N71>' 0"N'*a7 0'¥a 10,000 JIMn NNXK N1DION 17N .N7'2aNN 7T1A% 0N NzaTRN qp'n
N7'ana 0'¥apnn 25% IX 5% DX ,NRT NNIYY .pPn TR IR T2 Dnmn nnvn Ny
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NIMIIR NI72ANN DNIYAYn N2l |07 (Typosquatting) NIIWXRIN DTN NIN0 DI
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# Check for new packages
if "version" in data and datal["version"] == "0.0.1":
# New utility libraries are more suspicious

multiplier = 2.0 if .is_utility_ library else 1.0
.results["metadata"] += (10 * multiplier)
logger. ("Note: Very new package (version 0.0.1)")

analyze_scripts n'¥j7219n

2V [yw1 NPM 7w nP9OKRN NNWIWA 'TDINN N9'PNN 101, Shai-Hulud ny7im 7w npna n'kw '9d
NIX X1 10N ,"Zero-Click" 7w nth DI'kn oy TTINNNY *1D .Lifecycle Scripts NNTYa N'ONIVIX N¥IN

.scripts-n NTW NX NN N7'ann W package.json-n yalyp

Droppers 7¢ N71V9 NINAN TNX WID'NA MIPNNN TIZ 7 [PINN DX NNNIN analyze_scripts N'Y190

.Reverse Shells-I (NwNN NOPNNN 7w Xan 2A7wn DR NITYIMY NIpT)
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N'XA9N N'R11 D

package_json .package_path

if not package_json. ():
logger. ("package.json not found in the package directory")
return

with (package_json) as f:
data = json. (f)
scripts = data. ("scripts", {})
if not scripts:
logger. ("No scripts found in package.json")
return

for name, cmd in scripts. ():
is_auto_run_hook (hook in name for hook in ["preinstall", "postinstall", "install"])

for keyword, weight in KEYWORD_WEIGHTS. ():
if keyword in cmd:
hook_multiplier = 2.0 if is_auto_run_hook else 1.0
adjusted_weight = (weight * hook_multiplier)
.results["scripts"] += adjusted_weight
if is_auto_run_hook and weight >= 15:
.install_hook_score += adjusted_weight
risk_level = "CRITICAL" if is_auto_run_hook ¢ HIGH
logger. (" [{risk_level} SCRIPT RISK] Found '{keyword}' in script: {name}")
if weight >= 20 and f"'{keyword} in {name}" n in .critical_findings:
.critical_findings. (7" {keyword} in {name}")

?IND 1'YY Nn

AW NIMpPo 7on (KEYWORD_WEIGHTS) n*7p7emn [17'n :Shells-1 nwn "D 2w ropr wio'n .1

72V nyraxn V90 NN wget IX curl-7 AR .N'OITIVO JavaScript N'MID0] DTN DIY [N7 'R
ApIN7 1w NIMS? [1'01 72y ny'avn nc-? kM .C2 NWN 0MITT D'¥AR ND'YN |I'01

npm 1N2) NIT 7W9INY VSO NIY'OIN 17X NITIYNN NITIPON DX :N'YNIVIN 7Y 7191 17wn .2

DX ,INT NNIVY7 'O NTDNA X7 X, TI'3 NaoIo n'7'ann ,(npm run build IX run test

N2 AI70 ,(NN9NN NY'T K77 N'ONIVIX YN' KN ,0N17D) postinstall IX preinstall-> 71 Tam veoN

-0 NDWNIL,RYNNAN DX NNYIN NDWnN ,NRTA DNt .(hook_multiplier = 2.0) waivn NX n'7'9on

N7'ann 7w |1>'0N NN DX TN Y'97'w NN L pion "Install hook” 7y9mMw nnth n'olon Signals

T2 30 7w ' 017 NIYYAR NNITRY
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JSFuck-1 n'¥poIoaIx

NITIPO .'W7 172 21ITT TIR 'RY' X7 D71IV7 Wixpn qinw X' NPM Ni7'an NN 17w nTIayvn nNan
IN DNIION 7¢ 70N Nay' ,nLuIvS npoa TN 1X9p'w child_process-7 NIk IR eval() md
M727 X ,(V8-n) JavaScript-n yIan N1y RMp7 TIpn DX 1907 XN 97NN 7Y D10Nn .0Y70I91IN

.NN9N NI7'M 0012 7110 IX 'WIIR 1IN 1A ['0I7NT7 XM

7w 'UPR WIDN RIN [IYXIN 27WUN . NAYY-IT NYA WNNwn "MNN'DY 1ion ,NT oY TTINNN? 1

.(Regex) D*7121 D1V WIN'Y 1IN NNDIM DY¥POISAIN NINAN

NNITAY N1aN 75 .0'77wn Ndyn 0y Ta aion "'MRyn X7/'MRyn” 79 NN v 0izna
q'oini TIWND 110N Yalpn ,0'0N 91 AXIN [I'¥N DX .YaIlpn 7w 27200 "721990"0 [1I'Y7? NIz no'oin

0700 YW 70 1pon 17 pwn
T2 NNTAM AW '9),W9NN PI0NY NI'TOINN NIANN NN NN

0BFUSCATION_PATTERNS = [
(r'eval\(function\(p,a,c,k,e,d\)"', 25), # Packer.js
(r'‘\\x[@-9a-fA-F]1{2}', 15), # Hex encoding
(r'‘\b[a-zA-Z0-91{25,}\b', 10}, # Very long random identifiers
(PN ININE"\WWANIN("\w+"\) ', 25), # JSFuck patterns
(r'string\.fromCharCode\ (\d+(?:,\d+)+\)"', 20), # Character code arrays
(r'{(2:\\u[0-9a-fA-F]1{4}){5,}', 15), # Multiple unicode escapes

(r'=~\I\1", 25), # JSFuck operators
(r'\CI™N\+\[\I\) "', 25), # JSFuck number obfuscation
(r'atob\([~)]{20,}\)"', 20), # Long base64 strings

(r (20" 10N T2, 23 [\ " I\s*\+\sx){10,}"', 15), # Split strings
(r'\breturn\s/[~/]1+/\.exec\("', 20), # Regex-based deobfuscation
(r'window\ [(["\'I\w+["\"I\+["\"\w+]+)\1', 20), # Dynamic property access

.JN2 TPNNNT Ya1d 'MINAY NINANN 17X 72K N1 Y'WYENE R72ma nern 270 ams nn'vin
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?IXD D'YONN DXYI NNIX AN

TIj7 01917 1TV Unicode-n '1n nani \\x[0-9a-fA-F]{2} nimann :(Hex/Unicode) o'an o1 .1
D"'"'0IT,IP NIAIND 'NoNY7 'O 17X D' TIT'PA NIANPZ D'NYW7 D'UANYNA D'9PIN .NITNNN 1'NonY
10N NITIRO IR (C2)

NN 75 2Md7 NMworn JSFuck NXZAw npnanl NN tucpuxemhv Np'dLV JSFuck .2
D0 QIpY? 'O N D'wnnwn 0'opim L[ ] () ! + :Ta% p'un 6 niv¥nxa n'ein JavaScript
AANMw+\N("\w+"\)-1 (n1o0on Ny naxrmn) \(""\+\[\]\) nmann .n'221x2 0'7'n D'wonnw
QT 25 99 r0Mp 7wn DR 729n71 198D NNRF0MIN DX TIX7 NIN'7XN

IN require N7'MN 7w VIYD WI9'N qIy7? ' TO :nMMarT AaxMpI (Split Strings) ni7xi1on nitnnn .3
Split-n 7w miwn .(‘ex' + 'ec’ 7wn%) nxM T2 ANIX N2N'T NTANNAN DX 17¥9' 0'9PIN exec
NNOR NITNNA AN T ZIOYY TIZ DINT? 1TV (window(...]) N2 TN D"'OXNN DRI strings
NTIVUN NNIX2

NNy 9'7nn7 0'on T 7197y owyanw 0'7) :(Long random identifiers) nunxapy nanwn 4
2vun 07 nnm p1on . (aBeDeFgHiJKL...) 7¢m'7 nivawn moni DN NINY? 0NWNI N0
NINW T2 False Positives-7 wwnn ,NiTipa 10 7w NIF 1Nl 7j7wna) 1107 T1'RD 091X DN 25

(TIxn D'oINT 0'¥2p IK WebAssembly-a

;XN N7'NN2 WX (Compiled) 0790170 17RN 071200 D110AN 7D ,0'WIXT O T

COMPILED_OBFUSCATION_PATTERNS = [(re.compile(pattern), weight) for pattern, weight in OBFUSCATION_PATTERNS]

DNMIAX 2AND'Y QPIN .WONYT D'YTI* 1INIXRY N7 12T W 19102 72am 0w 720 71h ,Regex 7aN
7V Non 719N NN %Y IUn 27%WN 0T 7ava 1A 07w nimannn gimnY 219 ,wTn 72191y

AN AP'vNNN

(Shannon Entropy) |NXW N"91NVIX

N'N IT NYAQ N'YaN .NNdIN Regex NIIAN NIY¥NXA Obfuscated Tip TIX7 |N1w 1'RY DTN 7192

U9N7 D'WTI' 12D NNIXY NN NIX "M NI¥N7 D710 NNIXY
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AYIN -[IRY NT'DNVIN 7V NO0IANN DMWY N1AN NIDYW 72'U9N 110N, AT NIV ITRN DY TTINNN? ')
TIRI) 7'20 V07V .0INA 7W OIX YN, NIXTIN NOIN IX,NI'RIPZXN NN DX TTINN A'YAI9IRN NINN
ninixl function, return, const N> NNIMY 0'7' ,D'NIN) [AXV 72V DATINY NIMAn 700 ('wix
LINTNNIWY .4.5 TV 3.52100 2107 ,1n'0N! NdIN 17W N'9NLIXRN P71, (NVIT NNFTNA NIY'DINY N'7218]
N7'72 1> NXR' -D1IN NONITY NRIX'Z N'¥Z0IDAIN IX ,2A0111 Base64 TIT'{7 ,N?TN NIOXN NV TIp

.N7uN7 T N'ONVIRN TTN,NTI A¥NA .OIN 7Y 'OI7NT N'RIR

NNoNN

H(x) =-3 p(x)) log; p(x;)

final probability logarithm of
entropy of an event  event's probability

71102 N'uNNNA NNoNN 7w wimmn N 1

def calculate_entropy( , text: ) — 3
if not text or (text) < 100: # Skip very short texts
return @

# Use frequency table for faster calculation
freq = {}
for char in text:

freqlchar] = freq. (char, 0) + 1

length = (text)
entropy = 0
for count in freq. ():
p_x = count / length
entropy += -p_x * math. (p_x)

return entropy

?7V192 TaIY AT N

nawnn X'N,LPN NKRY .(freq) 0NN 7 NIINDY 1720 N1 VOZLVN 7V T'N* QYN NYXIN N'XIION
:NNOIIN '97 DDA NX NNDIOI YAl 7w 77100 I on 1IN 75 nyoin? (SP_S$X) nnanonn Nx
72 ,(NNIT NNTNA D'Y'DIAY DY DN NI AN TAR UTONW 720 .SH = - \sum p_x \log_2 p_x$

(TTI2 N2y 8 YW N'oNLIX) MoNN W7 1NPNN N'OI0N NRXINN

-N 0MIXPN D'VORV 7V A7T7 NNTAIN N'¥ZAIDN IWT TIR IN DX D'INWN 7V False Positives yian'? 1>

.0'nn 100
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NIV7NDN 1727 70N AIDNVIND AIT'Y

27U DEatn N XTI XX LINXY 191 TRy X7 D'9NLIRD NUNI9N 7Apnnw  |Ivn
Minified XInw Tz oy TTMNNY *1 ,n'on' 0"y Thresholds 11yap 8> .detect_obfuscation

22270 NN YN N'DNVIN A'¥N D'N'YIY

# Calculate entropy for longer files
if content_length > 500:
entropy = c (content)
if entropy > 5.5: # Increased threshold for more precision
obfuscation_score += 25
elif entropy > 5.0:
obfuscation_score += 15

25 7¥ 72D 017 T'A 2910 NIN (XN TIR7 TINN AN NNY) 5.5 7 0f9IN0IR 91 NXIN yalpny yana
NN NHOIN NPT TIX? 1107 YWOKRN Regex DY TN' N'ONVIX 7w A17'WUN .N'XPOIDAIXR TTNT NITI7

.NLIYD VOV NPMION NIND NNIAA PI'T

NO'NT NYW 'M'0A?7 TIP W 'aw IN'07 72InY 719 np'uonnn 0'02 7Y Y NYZOIIIN 'IN'T
" TIg 'mno" nn'wn detect_obfuscation n'N192 'MD0IN ,NKRT vIanY? T .(Minification)
function, 1M2) 0'NNON 7w NIMMAYW NNSn NI wonn ion (NORMAL_CODE_INDICATORS)
DINY 1I'RY Y2l 178 DIANO0 7¢ NpO0Nn NINd NNTA XIN DX .(module.exports, reduce, forEach
N'NPOIDAIRD NWRIY 7V 27T ''0MY7 Tz NAITAY N1 RIN 17T

act_ol ( , content: , file_path: )
Enhanced obfuscation detection with weighted scorin

(file_path):

return

# Skip files that clearly contain normal code (False Positive prevention)
normal_indicators_count (1 for indicator in NORMAL_CODE_INDICATORS if indicator in content)

if normal_indicators_count 3 and (content) 10000:
return

obfuscation_score = 0
content_length (content)

# ... (Proceed to Entropy calculation and Regex patterns) ...
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N'MKN

n%71ya n'iIxn

,UXInn uj'No 7w Dependency Tree . TNX Yalj7 DY D'TTIANA X7 1NIX ,NPM N'7'an D'NNIN NNIRWD

.node_modules-n N"{7'N N2 0'¥3 'O7X NNWY 707 715' ,N'01TIV0 React N'¥7'79X INd

,A'DNVIN AN ,Regex N¥IN, YAl NNMP) NFNNIONN NNIVN DYWL 1770 D'¥APZN 2V 1Ay P1ion DX

1272 AXIXT 190N X'D1L,NIDAR DIPT DNPZ7 D'NIYY NNR 0'7'an NpNo - (KN yarp? 1avn Xl

.(Pipeline) niM'on 1*7nNa Mivnun

.(Concurrent) N2 NI'n7 N2"N 710N 7Y MIVFVDIRN D7

AN™1,[IN"92 MAIMN concurrent.futures 2ITINA WIN'Y NWIY 71100 ,0'¥APN 7' DY TTIANNYT 1D

NP7 AN 0'ion Threads 1900 7¥17 117 NnwoNn 1T nwha .ThreadPoolExecutor-2 pIT

227100 NXN AT DR N'NIVNYn

.js_files_analyzed = (js_files)

t js_files:
logger. ("No JavaScript/TypeScript files found in package")

logger. (f"Analyzing {len(js_files)} JavaScript/TypeScript files...

file_score 0
obfuscation_count

2L processing

orkers .max_wo}kers) as executor:
results (executor. ( .analyze_file, js_files))

for i, result i (results):
file_score result["score"]

f result["obfuscated"]:
obfuscation_count += 1
cri and high-risk fi
keyword, risk result["ke
if risk == "CRITICAL":

rel_path = js_files[i]. ( .package_path)

logger. (" [CRITICAL RISK] Found '{keyword}'
if keyword t .critical_findings:
.critical_findings. (keyword)

in {rel_path}")
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:Timeouts Ni1ani Regex-n N1DO

Catastrophic NX73w NYdIN N0 MIY' 'OLON NINA D71V .NP'D0N NI'R NTA7 NIM7'apn
NTNNN NN17 |1'0'2 "anon' 1d1In Regex TWXD WNINN 0T ¥ .(N'791000Vj Na'0l) Backtracking
MY 0N '978 NNYWY 79107 0'710'w DTN JS 'Yap 7w DNpNna . 'uI7NYT 17 NARIN NI'RY NDINR

Jyw qwna (CPU-n NIXI) 110N DR YIPNY 717w ninro nkv1%7 013107 717y Regex-n ,NNKR

(Y2177 niw 30) 1o Timeout [12210 DY 110N ,N7I0N 170N 72 DX PNWY TTAYAI7n ving *m

:Thread 75> 112y

( , file_path: Path) —
"""Analyze a single JavaScript/TypeScript file with timeout protection
try:
with (max_workers=1) as executor:
future = executor. ( ._analyze_file_internal, file_path)
return future. (timeout=FILE_ANALYSIS_TIMEOUT)

except g
logger. (f"Analysis timeout for file: {file_path}")
. : }

return { : 0, : [1,

except as e:
logger. (f"Error analyzing file {file_path}: {str(e)}")
return { 1 0, : 1, : }

ARYY II0NY N'VAN (timeout) NN'WR AT N72aN X7 (max_workers) N*7'apn nTIAY v T aI7'Y
Regex 7¥17 0'OpINn yaini,i7ay NI7'aN2 IX TNI'NA 120 TI72 7701 XINWD DA,|'ARINN,'00 ' 0T

.N1ANN N DX N1AWN? "1 Bombs

n71y92 71100 NI M

72N ."7NNN 7Y AW 117271 D10 DAYIN D 17, TAIY KN RENIYY? 71100 N1an 7Y 117y TR

?NUYWI NIXRXINN [N

W' NITF NMITT NI7ANY (10N X ,NN2IM Ni?\an 19o0n 7 1ion Ni'y' X 0'aTN? "Mo7nn

JITIVUN NI72ND NITRONAY AT NI72N MY, npm ¢ 1aRNnnN
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express .1

nn'ipaion ,IRY [N1w 9> .Node.js-2 NI NIM7I19190 NIN'ON NINAONNA NNK RN express

> UV run npm-scanner express

NPM PACKAGE SECURITY ANALYSIS REPORT

.100/100 |I'xn1 D270 DX

Package Information:
¥ Name: express
B Files Analyzed: 7
® Analysis Date: 2026-04-18 20:01:42

Risk Assessment:
Overall Risk Score: 9/100

Score Breakdown:

{no risk signals detected)

Subtotal
Established package discount

Final Score

Category Details:
Scripts: @
Dependencies: @
Metadata: 0
Files: 8 (raw keyword hits across 7 files)
Obfuscation: @ files flagged

Security Determination:

(%]
(not applied)

0
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lodash .2

fs.writeFile-7 NINMpP :D'T'WNND DXAWN] 2AN7W O'R¥AN DN'TE 0¥ 1,048 7y 1ay 71100
NIN N1'2N NDIYNN DONN NIS'OXN TTN NI ,NKRT DY .Obfuscated-> nniow nxap 1wl

.23/100 :n7xj70N 7w INNNN DINN2 XKW [I'¥N .27 D'RNNN 77wnin

» uv run npm-scanner lodash
[HIGH SCRIPT RISK] Found 'https://' in script: test

[CRITICAL RISK] Found 'fs.writeFile' in lodash.js
[CRITICAL RISK] Found 'fs.writeFile' in template.js

NPM PACKAGE SECURITY ANALYSIS REPORT

Package Information:
¥ Name: lodash
B Files Analyzed: 1048
® Analysis Date: 2026-04-18 20:00:34

Critical Security Findings:
A fs.writeFile

Risk Assessment:
Overall Risk Score: /100

Score Breakdown:
Critical keywords in files (1 unique) +8
Minor risk patterns in files +5
Obfuscated files detected (2) +10

Subtotal 23
Established package discount (not applied)

Final Score 23

Category Details:
Scripts: 1
Dependencies: @
Metadata: @
Files: 115 (raw keyword hits across 1048 files)
Obfuscation: 2 files flagged

Security Determination:
;!

hook-hijack .3

NI TR AT 71000 .NPM 9w Lifecycle-n 1122102 ny17 win'y awiy ITh nnTn N'7'an
NN N'7'W9N ITN n71won .postinstall-l preinstall a10n D*09"M0 N2 wget-1 curl D 0704
N'ONIVIXK q'oInY ,(Install hook has dangerous commands) N>YN2 NI MNN [12'0N NIX

.63/100 |I'x7 NX97IN N'7'2NN,(12'07'D 7R IND) NOXT-KVNA NIMYAD DY TN' NITI 30
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» uv run npm-scanner hook-hijack —-local ./examples/hook-hijack

[CRITICAL SCRIPT RISK] Found 'curl ' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'process.env' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'http://' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'wget ' in script: preinstall
[CRITICAL SCRIPT RISK] Found 'http://' in script: preinstall
High-risk dependency: shelljs

Warning: Missing repository and homepage

Suspicious author email: temp@example.com

PACKAGE SECURITY ANALYSIS REPORT

Package Information:
@ Name: hook-hijack
B Files Analyzed: 0
® Analysis Date: 2026-04-18 20:04:20

Critical Security Findings:
A curl in postinstall
A wget in preinstall
A shelljs
A suspicious email

Risk Assessment:
Overall Risk Score: 63/100

Score Breakdown:
Install hook has dangerous commands +30
Metadata risks +25
High-risk dependencies (shelljs) +8

Subtotal 63
Established package discount (not applied)

Final Score 63

Category Details:
Scripts: 114
Dependencies: 30
Metadata: 30
Files: @ (raw keyword hits across @ files)
Obfuscation: @ files flagged

Security Determination:
A HIGH RISK: Multiple security concerns detected

combined-attack .4

N7'2N2 "ITAY AN NDYNAN L, TRR TN .AXI9IYW N2 N7'AN DR AnT N7'ann
Established package) |rxnn nimipa 36 TN "Nnimxl nNan" A% np'avnl nooian
D'VI21 D'¥2 NID'OY :NNIXY NN'N N7'AN7 TNy T "wya"n nimd v Txn L(discount
m7an jIrxn .(eval, child_process.exec) NIroN n¥IN NITIPOI,NY¥ZOIDAIN ,(50%) Nnida

.100/100 :"\wWOKRN DIN'O7NY7 |I'¥N NX NONN NDIWNN ,NNINN INKY? DAY 73 ,136-7 09'0
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) uv run npm-scanner combined-attack --local ./examples/combined-attack

[CRITICAL SCRIPT RISK] Found ‘curl ' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'process.env' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'http://' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'wget ' in script: preinstall
[CRITICAL SCRIPT RISK] Found 'http://' in script: preinstall
High-risk dependency: shelljs

Warning: Missing repository and homepage

Suspicious author email: temp@example.com

CRITICAL RISK] Found 'eval(' in index.js

CRITICAL RISK] Found 'child_process.exec' in index.js
CRITICAL RISK] Found 'fs.writeFile' in index.js
CRITICAL RISK] Found ‘'wget ' in index.js

[CRITICAL RISK] Found 'curl ' in index.js

[CRITICAL RISK] Found 'nc -' in index.js

[CRITICAL RISK] Found ‘'eval(' in lib/payload.js

NPM PACKAGE SECURITY ANALYSIS REPORT

Package Information:
@ Name: combined-attack
B Files Analyzed: 4
® Analysis Date: 2026-04-18 20:04:50

Critical Security Findings:
curl in postinstall
wget in preinstall
shelljs

suspicious email
eval(
child_process.exec
fs.writeFile

wget

curl

nc -

[ dddddd a4

Risk Assessment:
Overall Risk Score: 100/100

Score Breakdown:
Critical keywords in files (6 unique)
File density > 5% (2/4 = 50.0%)
File density > 25%
Minor risk patterns in files
Install hook has dangerous commands
Obfuscated files detected (3)
Metadata risks
High-risk dependencies (shelljs)

Subtotal
Established package discount (x@.6)

Final Score

Category Details:
Scripts: 114
Dependencies: 30
Metadata: 3@
Files: 188 (raw keyword hits across 4 files)
Obfuscation: 3 files flagged

Security Determination:
® CRITICAL RISK: Package exhibits highly suspicious behavior

Technologic
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A17'W NXIN NN TYND .117Y NINANNN ZINN'Y ) TIzn DR ANdW? 710 DDNIMN qPIN .oV NINAN
MINKNA NAID NIYNYNN DX ['AN7 71107 ZWOR'Y (Abstract Syntax Tree) DWSIN Y1*aNN YV NINY

N7W YIRI0070N NIANN NIX 71 K71 NITIE9N
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® https://www.wiz.io/blog/shai-hulud-2-0-ongoing-supply-chain-attack

® https://www.wiz.io/blog/shai-hulud-npm-supply-chain-attack

e https://he.wikipedia.org/wiki/%D7%90%D7%A0%D7%98%D7%A8%D7%95%D7%A4%D7%99

%D7%94 (%D7%A1%D7%98%D7%98%D7%99%D7%A1%D7%98%D7%99%D7%A7%D7%94)

e https://jsfuck.com/

® https://safedep.io/npm-sandworm-mode-supply-chain-attack/

® https://unit42.paloaltonetworks.com/npm-supply-chain-attack/

® https://www.microsoft.com/en-us/security/blog/2026/04/01/mitigating-the-axios-npm-

supply-chain-compromise/

® https://www.huntress.com/blog/supply-chain-compromise-axios-npm-package
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