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D'"0'02 N'aYIN

NPM - Node Package Manager

NANND Wnwn Kin .(7702 JavaScript Now 7wi) Node.js D220 7w N 2Imani mwn nizxann 7nan
NIN'S NINA0NYT TVI D'DMINN AIY'NT7 D107 0701 - UXIA NI NINDS TIZ NIMD0 21'7M 7'onn Dixy

DNIX TN 712 AR NNon 701,NPM-7 n'22an ni2yn? 712! nnon 73 .React nd Nijay

Package.json

,N0NA ,0W) LP'NSN 7V NUKRT-RLVN 7NN NNTAN YAl INT .NPM n72an 22 9w "ninth nTiyn"
NN NITIRD - Scripts-n NXI,(Dependencies) [N2 170 XINW NINNKRN NI?'2ANN n'w DXL (Dann

Y07 v

Install Scripts

,NNAIT? 'ONIVIN [9IX2 NDWN NITIPO YNn7? N'7'2aNY% CWoONNN package.json-n yal N2 [1121n
Y2 preinstall 2100 V9O AWNNT7 DT N7 2ANNW INX? T N'VNIVIX YN postinstall Al0n V970
IN C++ NIMD0 7191'7 IND ,NI'M'VA7 N'MYN NI71Y97 TV [1221A0 117N .NIPNIN N7 2NNy 197 yan
[QPNY YA IRTIR D9YPN 0PI INT ,NMMNVAR VAN DTN NNT DY .NTIAYA D20 NN
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AxiOS

NXIAP .DPOOX MWW NOPNNYT 2117 0791 NN719190 AxiOS N'190 ,2026 yIn 9101 ,NMINNKY
N72aNn 7Y NMRSI NIMYY NIRONA NNYWY nn'7¥n "Sapphire Sleet" NARMIE-[1I9¥N NO'PNN

JTUN NIY? an (0.30.4-1 1.14.1 NIKONA)

,IRT DIPNA LAXIOS 7W NAAN Nz'ala T MY R 'Y X7 D'DRINNY ANV IT NOPNN DIFTINYD
DY NAITTI DN NITN package.json-7 19'01n1 (Dependency Insertion) NI7N NpaTH 1W¥'2 DN
N7'WoNI N'VNIVIR NDWNI NAITTN NIPNN ,AXIOS W [IDTYA DX |'PNN INWMY YA .plain-crypto-js
2'won ,0WpPn MINKA VPWA V9 VO9MIPON .post-install-n (1121 NIY¥NRA setup.js DY VOO
NN N0 D'9PINT TWORY (RAT) RNV 010 TOINI ,N7U9NN NDWN 'INT? N79IIVN Nz'al?
ANK7 I'MIRY DX ZINNY7 TIiEn 79 D7D XN NTh YN N 0AKRTN 0N2TR TR 21NN
MIPNN NIPNNN YA IR 7NN KXIN,D'D7INN 27U MW7 IWpn DR Y¥anl Ndwn? ATin oNfaing

J'0170%7 DR I D DY TIRD NPT DA NINY DK Nl

NI 712' , Aawnna Dd7¥N TIEN DX DNXNI NN QT IX N'¥NI0IX 007 2IMD7 Al 700 DNY?'a DX D2
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.NIN'SN N2'20 7¢ 77NN N2 NNTaANN
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.2'Myn NINY 2"NAN 1707 N9'PN 0RIYT YA [2 71907 NIZID! 17TIN

NPOONN NWIY NY7IN - ”Shai-Hulud”

MY NIdpPNN "Ny ANiin NPM 7w nai7iprn nowwnn ,2025 My 7w pmwn nvnnn )7nna
(Worm) ny'2imd> n2vion nptid MIWRY? InaTnw ,"Shai-Hulud" bwn nNN 0 T7N NNON Nj7O0N
2'won7 1) postinstall-n YDMPO NN 17¥1 D'OPINN ,N2NVO0L 7NNY [IYRIN 722 .NNYY NIX NX'ONN
.NPM-I GitHub 7¢ n1j2101 3y NINNS5n ,N2'20 nwn NXpY (TruffleHog 1Nd) 0'*'N*19 NITIO 7110
DMANN NI9N X NY2INN 0NPNRNN 77021,971N0 X' 01219 GitHub Maxn? 17v1n 1212w NImon
N'07NN N0NAN NY'SIN ,NANANA [P INKY X AT (migration- NNI'oON NNN) D'MIA'Y7 D019
7v NIMYI1919 NIMYNA Nwasi DNaNn 25,000-n nyn? nNfana npfaTw - "2.0 Shai-Hulud" - N
N> D0'¥apP NIY¥NXA) preinstall-n 27w2a 123 7197 N2y IT NoNA Zapier-1 Postman 1N 72y nNan
CI/CD n2ra07 nMmijpn NNSN N2'20 |2 7'Tan7 YT X' DTN NNoN NI7D! panl(setup_bun.js

NVIAIN MDD 7V PINN NITIPO YNk 0'9pINY WWORW Backdoor (12210 NX', 110N PANNAY )
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Cross- NYX¥ DA N'™MYN NOMAN ,T0N 91X .GitHub-2 (Discussions) "D4I'T" NN'MD NIYYNK2A
, 01220 w2 .MNa? AKX QI 79 1awn2 Mmoo TNKR AN 7Y NITIo naw Lvictim exfiltration
TIXO0NA N'VNIVIK DOND7I NPM 7w API-7 NioY% *1O 02110 DARIV] WIN'Y QAT NNY'D NuNn

JUIN'NIDOPN NYAYW NAIAN IX'YW NN LD 07 D'NNO9A 7W DAY NNN NIDO0I] NIYIA)

Local Activity

25k repos. |
i | 500+ unique users |
' \ J

i
Inject Malicious |
Workflow 1

Cloud Env
(AwS/Azure/GCP)
possible im
" Credential Theft

Developer
Machine

Attacker ,  Privilege Escalation

Infected
Package
cloud creds Secrets !
CI Runner : trufflehog Collection 1 Supply Chain
i | workflow seerets | :
o /) | . : wora-tke e ﬂ'@ setup_bunjs
500+ packages | =g : propagation i

:
100M+ monthly downloads ‘ ‘ o[ [ preinstall .
- ) i ] AX| - seript ‘

NPM Publish it | bun_environment.js
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MPNNN DY Tn 0¥, Shai-Hulud -1 AxiOS 11D N21Ta N7'an 7187 1) 0'Mmi'k oy TTIMNNY '
L'UVO NINY 7V 00IANN [IN'92 7110 M2 ,NIFITNN YV DNXY DX DYI0nI (preinstall / postinstall)
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NINIXR 001N I'X - TIR'IN 2IW'N

NOSIR" NN IT NWMA N NNV 727 (Caps) TIP1 NI0ON 7w nwpn nI7n 2V 002NN 71100 1In2

NI NNRYYT 'NO7NN 271 DIFRD DOMIN DX 207 NNYznY "Ny

DI7N2 .(Signals) NINIX oolan [I'Y 7¥ NLV'WA TIAY'Y 2 NPMI0N YIIN NIX 'MANDY ,NKT 1INDY7 '
NITIPS 17aNn0" :7wn?) npnon 17nna 0rvYAIR "15'0 NINIX" NOOIX NDIWNAN ,0IVX 190N V'TNNYT
TI7Y1 DN AT NIK 72 .("N'¥ROoIDAIXK NN7ANN" IX,"NIDTIY NN Ik¥n" | "Install hook-1 nidion
N7ann anY 7Y roI7nY Qipw 0N'e XN 902 VO'2AaR? a'vn - 7on AwNNIE L7700 |I'Y7 190

AP IENN N7 ndoini Triage-n 1"7nn NN N7V IT DY .N1DI0ND NINIO

( ) —> :
"""Signal-based scoring: add risk points, apply trust discount, clamp ©-100."""
score 0
signals = []

# 1. Install hook with dangerous commands
if .install_hook_score > 0:
score += 30
signals. (("Install hook has dangerous commands', 30))

# 2. Density of critical files
if .js_files_analyzed > @ and .files_with_critical > 0:
density = .files_with_critical / .js_files_analyzed
if density > 0.05:
score += 5
signals. ((f"File density > 5%'", 5))

# ... (Additional risk signals are calculated and appended here)

subtotal score

# 3. Trust discount — The most important mechanism against False Positives
if .is_established:
score (score x 0.6)
signals. ((f"Established package discount (x0.6)", score — subtotal))

# 4. Clamp final score between @ and 100
= (o, (100, score))

return { : : signals, : subtotal}

def ( ) — 3
"""Signal-based scoring: add risk points, apply trust discount, clamp 0-100."""
score = 0@
signals = []

0OoPLIIPZN NIAN (N'VOMI'N nA702'N

NP'17 MOOoIN AIY NITIRA 9I0'K 7V 77 JNNoN 1'R XIN ,NAXA DONY? 21100 DX 1907 NI017 T

NNAIT? .0'7'2aNn 2107 DXNN2 NNNNN NNN DK NN'RNNY

On X7 X'nw noxn XN L (lodash mMd) ATV NMIDOA NAITAY ANTA PII0N DX TV NIMS0 e
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T¥n .1.5 ' 2NN NN NURT-KUNA 10IN IX D'USN70 7V WAV ,NTY NN .adIN postinstall
AN NXp N7 "n70™ 7ion P71, (Minification) n'X'9'an a1y A% 1TV NIMD0 YW TR v

NHY NININN YIINYT T2 N'¥70I191IXN §'V0a

React, Vue, 112) NI'7ay NIN'S NIA0 7¥ 0'01 NI7'AN :NINd2IN NN NIA0Y Niadnn e
Zero ) J'oi7n? NN nNon D'My? NI NIrn%? nion (Lodash I Angular
yTi'w (FRAMEWORK_EXCEPTIONS) nmiam nmnn |7’ 720 7on .(dependencies
IN'RN 0IN D11, [N7W NIMNN YV N1an 7y NIK wayn? X721 1990 Di'ann DR DNty

JNNIM XY NIRNN

NN X7X ,NT'UNN N7’ NXR'YN 71 X7 KN DR 1N'T :(Density Score) Nio'OXN TTN o
N712' 0'M'0*a% 0'¥aR 10,000 NN NNX N1DI0ON N7'A .07'aNN 7T1A%7 on NpaTRn 9p'n
N7'2n2 0'¥apnn 25% IX 5% DX ,NRT DAY .70 TR IR T2 AN nwan Dy
NIN 2AUNN 110N .NADA NANN NPATNA ARNIN 720 N2 - NIF'vNP NIRNE 0Y7'N

.N71Y NI9'OXNY 730 [15'0N |I'X7 'Miynwn "01j" §'oIni 0'YIAIN 0'¥17N NID'OY

ny'm7 wyn NNNon7 N awnn mmn Nt (Trust Discount) ninxan nnan - e
7¢ NOXT-RUNN DX NI 710N .(Lodash IX React 1Nd) 7y NI7ana XY NIXONN
,(0rm 30 7yn) y'wy Tvan LN 'wnL(1.0.0 7yn) NN noNa N7 W DX - n'7fann
7¢ "Nimx1 nnIN" N'ONIVIX DY 7'M 10N - (GitHub 1Md) Nin MIuMmIoM 7 1wl
NIV 178D NIMNISI NICOIAN NI7ANY KRIN 72¥In .(0.6-2 7700 [I'vn X 7'90n) 40%
[N7Y (Typosquatting) NIYKRIN NPATAN NN0 P71 ,AN1F NN 27'0p N Iaw?

J'O17N7 NIMIRK NI7YaANN NMIYAYN NdIina

# Check for new packages
if "version" in data and datal["version"] == "0.0.1":
# New utility libraries are more suspicious

multiplier = 2.0 if .is_utility_ library else 1.0
.results["metadata"] += (10 * multiplier)
logger. ("Note: Very new package (version 0.0.1)")

analyze_scripts n'¥j7219n

2V YW1 NPM 7¢ npoOXRN NNWIYA 'TOINN N9'PNN 101, Shai-Hulud ny7In 7w napna n'kw '9d

NI 1100 ,"Zero-Click" 7w nth DI'kN DY TTIMNNY? 12 .Lifecycle Scripts N1TY2 N'UNIVINK NXN
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.scripts-n NTY DX NN N7'ann 7w package.json-n yal7 NX

Droppers 7¥ 719 NI'IAN TNX WI9'NA NMIpNNN TIR 7W DINN X NNNAN analyze_scripts n'¥jp11on

.Reverse Shells-1 (NWNN NOpNNN 7W Xan 27wUn DX NITIINY NIRTR)

Y9N 'R D

: .json scripts with inste
package_json .package_path / "package.json
if not package_json. ():
logger. ("package.json not found in the package directory™)
return

ith (package_json) as f:
data = json. (f)
scripts = data. ("scripts", {})
if not scripts:
logger. ("No scripts found in package.json")
return

name, cmd in scripts. (s
is_auto_run_hook (hook in name for hook in ["preinstall", "postinstall", "install"])

for keyword, weight in KEYWORD_WEIGHTS. ():
if keyword in cmd:
hook_multiplier = 2.0 if is_auto_run_hook
adjusted_weight = (weight * hook_multip
.results["scripts"] += adjusted_weight
if is_auto_run_hook and weight >= 15:
.install_hook_score += adjusted_weight
risk_level = "CRITICAL" if is_auto_run_hook else "HIGH
logger. (" [{risk_level} SCRIPT RISK] Found '{keyword}' in script: {name}")
if weight >= 20 and f"'{keyword} in {name}" n in .critical_findings:
.critical_findings. (7" {keyword} in {name}")

?IND D'WY AN

AN NIMpEe 7on (KEYWORD_WEIGHTS) n*7jpwnn [17'n :Shells-1 nwn "D 7w ropr wio'n .1
ny'ax¥n voMPo NN wget IX curl-7 NRMP .N'VITIVO JavaScript N0 NPTXYN DIY N7 |'X
7M7Y 12N NIMDY? |1'0' 7V Nyaxn nc-7 NXM7 .C2 NMwn D™MITT 0¥ ND'WUN |1'01 7Y
npm 1N2) NIT 7U9IMW V9702 NIV'DIN 17X NITIWNN NITIPON DX :ANNIVIX 7V 7191 1pwn .2
DX ,NINT NNIY7 'O NNDNA K7 R L'279 T Maoio n'2ann (npm run build IX run test
J(Nnonn ny'T X77 n'univix yn' XIn ,ani') postinstall IX preinstall-d> 2ATam v9MEoN
,NYNNN N NNWIN NDWNn ,NRTA NN L(hook_multiplier = 2.0) waiyn NX n7'9on nz'al7n
7w [1>'0N NN DX TN Y'9R'YW nn 101 "Install hook™ 7y9mw nnth n'oion Signals-n Ndawnl

QT2 30 7w 'Y 01 NIYXAND NNITR? N'7ann
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JSFuck-1 n'¥p70191IX

NITIPO 'W7 172 27T TIR 'RW' X7 D71V7 Wwixpn qinw X0 NPM ni7'an nimaa 17 nTiayn nnan
IN DNION 7W 70N NAY' ,N0IYD npN0d T IX9P'W child_process-7 NIXMp IX eval() md
'M227 X ,(V8-n) JavaScript-n V1IN 11ay XMR7 TIPN IR 11907 XN 97NN 7Y D10Nn .NY70I91IN

.NN5N NI7'M 0012N 710 IN 'WIIX IZIN V1Y |'017NY7 XNj

v "2A'OXR YI9'N KIN [IYUXRIN 27UN .N7W-IT Y WNNwn '"MNNoY i1on Nt oy TTINNN? 1D

.(Regex) D710 0"V YIN'Y AN NINDIM AXZO0IDAIN NN

NNITAY NaN 70 .0'77wn Ndwn 0y Ta paion 'MNyn X7/MRvn" W NN v Digna
q'omi TIWND [NIoN YAl ,0'101 91 AXIN [I'¥N DX .YaIn 7w 7700 "9 [1IY? NIl no'om

.N77ann Y 900 [1'on |17 prwn
STIZA NNTANM QY 19 ,U9NN 110N NIFTINN NINANN NN'WA NN

0BFUSCATION_PATTERNS = [
(r'eval\(function\(p,a,c,k,e,d\)"', 25), # Packer.js
(r'‘\\x[@-9a-fA-F]1{2}', 15), # Hex encoding
(r'‘\b[a-zA-Z0-91{25,}\b', 10}, # Very long random identifiers
(PN ININE"\WWANIN("\w+"\) ', 25), # JSFuck patterns
(r'string\.fromCharCode\ (\d+(?:,\d+)+\)"', 20), # Character code arrays
(r'{(2:\\u[0-9a-fA-F]1{4}){5,}', 15), # Multiple unicode escapes

(r'=~\I\1", 25), # JSFuck operators
(r'\CI™N\+\[\I\) "', 25), # JSFuck number obfuscation
(r'atob\([~)]{20,}\)"', 20), # Long base64 strings

(r (20" 10N T2, 23 [\ " I\s*\+\sx){10,}"', 15), # Split strings
(r'\breturn\s/[~/]1+/\.exec\("', 20), # Regex-based deobfuscation
(r'window\ [(["\'I\w+["\"I\+["\"\w+]+)\1', 20), # Dynamic property access

[N TPANN? Ya1d 'MNNAY NIFANND 17X 728 N1 DY'WYENIE 22T DY 07100 [2mi nntwin

?|ND D'Ysnn DXya NNIX An

019N7 1TV Unicode-n *in nani \\x[0-9a-fA-F]{2} niann :(Hex/Unicode) nmaran ormimyp .1
,IP NIAIMD 'MonY T 17X DTIT7A NIANE 0'MYY D'YANYN 09PN NITNNN Y'Nony T
JDWN NITR9 IR (C2) T

NN 72 2amMdY Mworn JSFuck NXI7IW Npnanl NIy tucpuxemhv NjpdL :JSFuck .2
D'?1I0 qIPY? O N2 D'wnnwn 0'opin L[ ] () ! + :T2%2 0'in 6 NIy¥nxa N'Ein JavaScript
-1 (omoon  naxr naxvan)  \("\+#\[\]\) nrmann .n'721x2a o''m  D'woONnw
QTR 25 9w 10N Twn on v 1R nnroan N T ninezen A\ M\w+"\\(M\w+")

IN require N7'MN 7¢ VIYD WI9'N qI7y7 'O AT AaRNPI (Split Strings) ni7xion nitnnn .3
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Split -0 7w mwn (‘ex' + 'ec’ (7wn%) N¥M N NNIX N2NYT NTNNAN DX 17X9' 0'97IN ,exec
NITNNN 12N YT PIOYY TIR NINT? 1Ty (windowl...]) MM TN DI"9NXNN DRI strings
NTIYN NIX2 N0
nmy 9nnY? n'on T 72190y 0'vxanw 0'7) :(Long random identifiers) n'xapx pnnwn 4
D'7'n ANt Ion . (aBcDeFgHiJkL...) 7wn? nivnwn Moni 0DNR NINYY? DINWAL NIYI9
TIi72 False Positives-7 wwnn ,NiTI71 10 7w NI* 1M1 77wn1) 1I0R TR 0'OIXY D1IN 25 7un

.(TIXn D'0INT 0'¥2 IX WebAssembly-2 Nignw

XN N?'NN2 WX (Compiled) 07901 1780 0'™71200 011020 70 ,0'WIN'2 1OW7 'TD

COMPILED_OBFUSCATION_PATTERNS = [(re.compile(pattern), weight) for pattern, weight in OBFUSCATION_PATTERNS]

DNNIAZX 2AND'Y qPIN .WONT7 DWYTI* NNIXY N7 12T 7w 19102 722 ,0'n'w 700 TN ,Regex AN
2V nnon 719N NN 7Y Iwn 2A%WN 0T 72Wa pIrTa 107w Nimannn zimn? 219 ,wTn 72100y

NNV NP'VNNN

(Shannon Entropy) |NXW N"91NLIX

N'D IT NWAQ N'YaN .NINdIN Regex NINAN NIYy¥nXA Obfuscated T TIX? [N 1'KY DTIPN 77192

.UON7 D'WTI' 12D 1INIXY NN NI 77 RIXNT7 D210 1INIRY

-[IARY N'9NVIX 7V NOOIANN N'MIY NIAN NDY 7'WON 110N ,NTN VA JITRN DY TTMNN? '
VO7V .01IMN] 7W QOIX N2 ,NINTIN NO0IN IX ,NI'RIPRN NN DX TTINN N'¥NIIDI'RN NINN AYIN
JSfunction, return, const IN> NNMW 07 ,0'NIN) [AXY 7V TNTINY NIMAAN 790 ('WiR Ti1) 720
/4.5 TV 3.5 220 2N7 ,N'0N*' N2IN 17Y A'9NVIRD P71, (NVIT NINTTNA NIY'9INY N'22182 NIMIRI
-D1INI NONITY NAIIX'P N'XPOIDAIN IN ,207N1 Base64 TIT' ,N?TN N1O¥N NAVW TIZ ,NNT NNIYY

.N7uNY7 2T N'9NVIND TN ,NTI 2A¥N] .DMIN 7Y ['OI7N7 N'RIPR N7 1IND NN
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H(x) =-% p(x;) log; p(x))

final probability logarithm of
entropy of an event event's probability

1102 N'UNNNN NNOoINN 7V wmmn N 1

def calculate_entropy/( , text: ) —> :
if not text or (text) < 100: # Skip very short texts
return @

# Use frequency table for faster calculation
freq = {}
for char in text:

freqlchar]l = freq. (char, 0) + 1

length = (text)

entropy = @

for count in freq. OF
p_x = count / length
entropy += —-p_x * math.

return entropy

Y192 TaIY DT N

N'D L, Pn NKY? L(freg) D'IND 7@ NIFINDW D720 N1 VORPLA 7YV T'N' YN NYXIN N'Y¥I9N
197 0DIYN DX NNDIOI,YAIEN 7w 77100 IK? onx N 72 nyoIn? (SP_S$X) niNanonn NX Nawnn
NN'TNA D'Y'DINY DAY DN NI N TAR AIT'ONW 73D .SH = - \sum p_x \log_2 p_x$ :nnonn

(TTI2 N2 1Y 8 W N19INLAR) MoPNN W7 ANPNN NIDION ARXINN ) ,(NNIT

DXPN D'VORL 7Y A7T7 NNTAIN N'XPAIDN ,'WT TI IX DX DINWN 7Y False Positives yiin'? 1

.0'1N 100-n

MNIV7NNAN N7 AN APNLVIRD AUT'Y

U DEatn N R T XX LNy 1191 Tay X7 D'9NLIRD NUNI9N 7ApNnY (I
Minified XInw TIz oY TTIANN? *T> ,n'on' D*1NW Thresholds 11yap XD .detect_obfuscation

27'2701 NN VYN A'DNVIX A'XN D'N'YYY
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# Calculate entropy for longer files
if content_length > 500:
entropy = . (content)
if entropy > 5.5: # Increased threshold for more precision
obfuscation_score += 25
elif entropy > 5.0:
obfuscation_score += 15

25 7w T2 037 T A910 XN L,(XM TIR? TIND NN ANY) 5.5 70 A191N0IX 91 AXIN YaIpnY Yaia
NNN2 DO NIFTIA TIXY? 21107 TW9ONN Regex DY TN' N'OMVIN 7w AI7'WN .A¥POIDAIN TTNY NITI

NUIYO VoL NPYMION NN NNIAA PZI'T

NO'NT NQYYW MUY TIZ Y w07 7% 717 np'onnn 0'0a 7V 71 NYOISAIN 'IN'T
"' TIg 'mno" nn'wn detect_obfuscation n'X192 '"MD0IN ,NKT vIINY? T3 (Minification)
function, M>) D'NN9N 7Y NIMNAY NN NI wonn ion (NORMAL_CODE_INDICATORS)
DINY 1'RY Y2172 178 DIANO0 7¢ NpOOoNn NINd NntA RIN DX .(module.exports, reduce, forEach
NINPOIDAIND NYWIY 7V 27T M'0MAY TIpa MaImY N XINLI17TIA
ect Isca { , content: , file_path: )
Enhanced obfuscation detection with weighted scorin
if : (file_path):
recurn

# Skip files that clearly contain normal code (False Positive prevention)
normal_indicators_count = (1 for indicator in NORMAL_CODE_INDICATORS if indicator in content)

if normal_indicators_count 3 and (content) < 10000:
return

obfuscation_score = 0
content_length (content)

# ... (Proceed to Entropy calculation and Regex patterns) ...

"M'™MXN 0712 0Wixna

0?'ND 7w Dependency Tree .TNX Yalp DY D'TTIANA X7 1NNIX ,NPM N7'an D'NNIN 1INIXWD
-0 DU N D0¥AR 'OYR NNWY S 707 71D MronTIvo React NRNR7OX 10D ,yuNIiNN

.node_modules

aIw'n ,Regex NXIN Lyal NXMP) NMNIONN NIV WA 1770 DY¥apn 7y 1Y 7100 DN
ANIX7 19NN X', NIDAK NPT NNPZ? NIYY NNK 17720 D70 - (KN YalR'? 1ayn ™ 211,0'DN0IN

.(Pipeline) niM'sn *7nN2 'Mivawn piapa
.(Concurrent) n'71a7n NI'n7 N2"'N 10N 7W NIIVFVDIRN, D7

ANY1,)IN'9a NaMN concurrent.futures 7ITINA WIN'Y AWIY 71100 ,0'¥APN 97D DY TTIANNYT 1D

X721 ,"apna 0'wIon Threads 190N 717 117 MWOKRN IT nwa .ThreadPoolExecutor-a pI'T
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27100 D¥YMN T IR NMIvNWn

TRTEITY

js_files = v es()
.js_files_analyzed = (js_files)

t js_files:
logger. ("No JavaScript/TypeScript files found in package")

logger. (f"Analyzing {len(js_files)} JavaScript/TypeScript files...

file_score = 0
obfuscation_count

tor for parallel processing
(max_workers= .max_workers) as executor:
results = (executor. ( .analyze_file, js_files))

for i, result i (results):
file_score += result["score"]

f result["obfuscated"]:
obfuscation_count += 1
é high-risk f gs
keyword, in result["keywords"]:
if risk = "CRITICAL":
rel_path = js_files[il. ( .package_path)
logger. (" [CRITICAL RISK] Found '{keyword}' in {rel_path}")
if keyword t i .critical_findings:
.critical_findings. (keyword)

:Timeouts N1anl Regex-n N11O

Catastrophic NX173¥ NdIN N1DO NIY' 'VVON NINYIN D71YA .NP'DON NI'R NTA? NI'7apn
NN [Irota "anon” 11N Regex TWXRD WNINN N1 2¥n .(N'7910007 na'01) Backtracking
197X NNYY 7'Dn7 0'71'w 0MyTinn JS 'Yap YW 0npna 'o17nT 17 RN NI'RY NDINR NTNNN
qwn2a (CPU-N NI 71100 NIX VIENT7 N7179W N0 NX'2177 010107 717y Regex-n ,NNK NIYA DN

Yy

NIy 30) Mo Timeout [12212 DW'A 71100 ,N7N0N '70N 70 DX PNWY TTIA yalzn vime? '
:Thread 22 112y (yalp?

( , file_path: Path) — 7
Analyze a single JavaScript/TypeScript file with timeout protection
try:
with (max_workers=1) as executor:
future = executor. ( ._analyze_file_internal, file_path)
return future. (timeout=FILE_ANALYSIS_TIMEOUT)
except :
logger. (f"Analysis timeout for file: {file_path}")
return { 1 0, : [, : }

except as e:
logger. (f"Error analyzing file {file_path}: {str(e)}")

0, : 1, : }

return {
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ARYT II0NY NfVAN (timeout) NN'WR AT N72aN TX7 (max_workers) N'2\apn nTAY 7w Nt al7'w
7¥17 D'OpINN yani L7y NI7ana IX TNIMA 120 TR 7PN KINWD 02 L, |'ARIE N L'00 o T

.N1ANN YN DX NfAwn? 1D Regex Bombs

n71y92 71100 :NIA "N

270NN 7Y awim 11721 0100 DAYIN D 1TNY ,TAY RINCYP'RIE PAIYY 21100 N1an 7Y 1111y TR

?NUWA NIXXINND [AN 72N

Y NI DT NN (1N R ,NN2IM NI'an 1501 2y 71100 NIy X 0aTa? 'Mo7nn

JITIwN Nizand NITESNNY NNT ni7an maye ,npm 7w aNnnn

,NINNYT7 Nw 19 .Node.js-2 NI NIMYTIDI9N NIN'ON NNAoNN NNN X'N Express - express .1

.100/100 [I'¥N1 D'¥2?N X NN1 71100

) UV run npm-scanner express

NPM PACKAGE SECURITY ANALYSIS REPORT

Package Information:
© Name: express
B Files Analyzed: 7
® Analysis Date: 2026-04-18 20:01:42

Risk Assessment:
Overall Risk Score: 0/100

Score Breakdown:
(no risk signals detected)

Subtotal 0
Established package discount {not applied)

Final Score 0

Category Details:
Scripts: @
Dependencies: @
Metadata: @
Files: 8 (raw keyword hits across 7 files)
Obfuscation: @ files flagged

Security Determination:
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-2 NINMP :D'T'WNND DaAWN) 2NYW D'R¥YANn AT 0'Yap 1,048 %y 1ay piion - lodash .2
N2'2N NDIWNN DONN NID'OXN TTA NIDTA ,NNT DY .Obfuscated-d 1nIow 0'¥ap 1w fs.writeFile

.23/100 :n7xj70N 7W INNNN DINNA IXWA [I'¥N .07 D'RNNN 77wnin DX

> uv run npm-scanner lodash
[HIGH SCRIPT RISK] Found 'https://' in script: test

[CRITICAL RISK] Found 'fs.writeFile' in lodash.js
[CRITICAL RISK] Found 'fs.writeFile' in template.js

Package Information:
© Name: lodash
B Files Analyzed: 1048
® Analysis Date: 2026-04-18 20:00:34

Critical Security Findings:
A fs.writeFile

Risk Assessment:
Overall Risk Score: /100

Score Breakdown:
Critical keywords in files (1 unique) +8
Minor risk patterns in files +5
Obfuscated files detected (2) +10

Subtotal 23
Established package discount (not applied)

Final Score 23

Category Details:
Scripts: 1
Dependencies: 0
Metadata: ©
Files: 115 (raw keyword hits across 1048 files)
Obfuscation: 2 files flagged

Security Determination:
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TN An'T 7100 .NPM 7w Lifecycle-n 122002 Ny wim'y nwiy It nnTn N'7'an - hook-hijack .3
N7'von ITN n71yon .postinstall-1 preinstall 2100 D'VS"MPO N2 wget-1 curl M3 D707 NIRMY
qQ'oiny (Install hook has dangerous commands) N>Iyna NI MDD [12'0N NIR DX
[I'¥7 NXOPIN N7'aNN L('0R'D 7' IND) NURT-KLN NI'Y'AD OV TN' NITRY 30 N'ONIVIR

.63/100
) uv run npm-scanner hook-hijack —-local ./examples/hook-hijack

[CRITICAL SCRIPT RISK] Found 'curl ' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'process.env' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'http://' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'wget ' in script: preinstall
[CRITICAL SCRIPT RISK] Found 'http://' in script: preinstall
High-risk dependency: shelljs

Warning: Missing repository and homepage

Suspicious author email: temp@example.com

Package Information:
¥ Name: hook-hijack
B Files Analyzed: @
® Analysis Date: 2026-04-18 20:04:20

Critical Security Findings:
A curl in postinstall
A wget in preinstall
A shelljs
A suspicious email

Risk Assessment:
Overall Risk Score: 63/100

Score Breakdown:
Install hook has dangerous commands +30
Metadata risks +25
High-risk dependencies (shelljs) +8

Subtotal 63
Established package discount (not applied)

Final Score 63

Category Details:
Scripts: 114
Dependencies: 30
Metadata: 30
Files: @ (raw keyword hits across @ files)
Obfuscation: @ files flagged

Security Determination:
A HIGH RISK: Multiple security concerns detected
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NNNT IDWNN ,TRK TYN .O¥I9W NdIM N'7'an D1RNN AT N'72ann - combined-attack .4

Established ) j'¥nn NITI7a 36 NN "NIMNMXI NNIN" 07 npaynl Nooian n7'anl NIy

D'¥2p NIDOY :NNIXY NN'N N7ANY TN 21T "wya'n Nimd L, TN L(package discount

m71an [I'¥n .(eval, child_process.exec) NI'0M NXIN NITIROI,N'¥P0I9AIN ,(50%) NiniQa D'YIA)

.100/100 :"w9XN DIN'OPNY7 [I'XN NX NDNN N2IYNAN,NNINN TNKY? DAY 72 ,136-7 09'0

> uv run npm-scanner combined-attack --local ./examples/combined-attack

CRITICAL SCRIPT RISK]
CRITICAL SCRIPT RISK]
CRITICAL SCRIPT RISK]
CRITICAL SCRIPT RISK]
[CRITICAL SCRIPT RISK]

High-risk dependency: shelljs

Found
Found
Found
Found
Found

'curl ' in script: postinstall
'process.env' in script: postinstall
‘http://' in script: postinstall
'wget ' in script: preinstall
'http://' in script: preinstall

Warning: Missing repository and homepage
Suspicious author email: temp@example.com

CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL
CRITICAL

RISK] Found
RISK] Found
RISK] Found
RISK] Found
RISK] Found
RISK] Found
RISK] Found

‘eval(' in index.js
'child_process.exec' in index.js
'fs.writeFile' in index.js

'wget ' in index.js

'curl ' in index.js

'nc =' in index.js

‘eval(' in lib/payload.js

NPM PACKAGE SECURITY ANALYSIS REPORT

Package Information:

© Name: combined-attack
B Files Analyzed: 4
® Analysis Date: 2026-04-18 20:04:50

Critical Security Findings:
A curl in postinstall
wget in preinstall
shelljs

suspicious email
eval(
child_process.exec
fs.writeFile

wget
curl
nc -

Risk Assessment:
Overall Risk Score: 100/10@

Score Breakdown:
Critical keywords in files (6 unique)
File density > 5% (2/4 = 50.0%)
File density > 25%
Minor risk patterns in files
Install hook has dangerous commands
Obfuscated files detected (3)
Metadata risks
High-risk dependencies (shelljs)

Subtotal
Established package discount (x@.6)

Final Score

Category Details:
Scripts: 114
Dependencies: 30
Metadata: 3@

Files: 188 (raw keyword hits across 4 files)

Obfuscation: 3 files flagged

Security Determination:

® CRITICAL RISK: Package exhibits highly suspicious behavior
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D' T'NY NIN'D 21 NI72AN

NP9OX MY NOPNN 72 192 ['oNN DYWIN NN NIFNYZ IMN'NN 1'K AT 1NN AXINY 21100
127" P2 NIEANNANE AYPOILAIK NIV'WI ,MY'T XKIn NPM-1 D0'97INn 7m 12dynl 2Imnn znwn
DIY' .N"D0I N'MAYNN 71T NTIRId Wnw? Ty ,'0bo NINYI 00ian PoC-> N1aa ntn a0 177onw

NI PUTAL'ONYT INIK Y1907 T2 77107 9'0INY XA [NNIW NIN'D 1I11'D 190N

N7 N72am N NN X' Regex 7V niooann :(AST) 'vano niNtY? "MINIVOPV NINYAN NayYn
2I7'Y NIN NAN TYXN .17 NIMNANNN PN D TIpn DR 2AN0WY7 210' DDNINN qpIin .0Oo7V NI'AN
NINXA NN NIYAYNN DX ['AN7 71107 "WOR'Y (Abstract Syntax Tree) UWSIN 1'ANN YV NINY

N7 IRIDOPLN NN DX 7Y X72E NITIEON

-0 YAIP? 20 IR 2yn D'oonInn [1am Lyadd :NPM 7w API-a 2Im DUNT-XUN NIN'X
,NNIAA NOTA NZAVN T 72U NN 77N qUT7 710 QIMy X' NIvnwNn mipnn package.json
NWIT LI7RD D'OIT QIYNY T2 ATV N'MID0 7V TINN DN DY WIN'Y IX 91T [I'Y™ ND0IN
DIOND XN ,2V192 NITAIN 2A¥{? 12D - DN NM0NT0 1M 2'7%NY7 T2 NPM MaNn 7m ny1avax

.NANONN ANTIE "IN

370N N9'VY .NXM T2 MIPY N7 'Y '0Vo NINY (Dynamic Analysis) DIfMIADINN NIZTA
NNX [AT2 1017 7211 7D .NPIAN D202 N7ANN DX IPNT 117 AWOKRN TTIAN Sandbox-1 np™on

.0'ynn N0 nun v DR IN DX C2 MW7 NINANNN N0

NNIOY NI?an 72 NimM'va? niv'an ninan 7w Datasets 7y Al 7Tin [in'x (ML) madpn nTmY

J'ATENTONI0IX NIND NIM7ARK NINT? TIM77 novn'? "WoR! NI

NIY¥NKN node_modules '¥ap '97% NNWY 7¥ N'0LVO N7N0 :(LLM as a Judge) now "7Tin 21w
2NN 'VOMIFNN PIION ,NNT DY .(Latency) N¥™ AT N7V N1*NAN NI NI'R NOY 7TIN 7w API
,O'TIYND NI0* I N'9NVIRD O DX I¥N'Y D' TTIA 0'¥AR 11 ,(1 Tier) "IWUXY pon"d wnw' 1Y

971NN M N2 'VNIVIX Deobfuscation YIxa )IX7 LLM-2 7ayn ninay inwr
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NNIMNN NTIREO2 MY KDY INDIN NROOX MWAY W2IN 7w [nyeinl Shai-Hulud m> niopnn
T 7INYY DNY 2'900 - [IRND 'MIYY Y97 NP 0'DMIX X7 D'9RIN .DIon KIN npm install nINd?

NPATANI NXONN NTIAY NR DAY NnYYN Nnxy NNII%V79N1 ,NNTI N7'an 7w 095170 1N 7911un

n|7|'7n| ,np'nn"m'm ,JIN"O 0012N 'VVO NIN' NIYXNKX] [N'] TX'D D'ATN N7 MNIXN] INN'DY 710N
NP0 D DWINY 1121 .node_modules-n NN 7Y NRIYNN NI'ON DX I'RN7 - Nndn T

.1T2) CI/CD NiI2'a02 17'9X DNl DMVPI9YT 1780 072 091N Timeouts-1 NN

NI'9Y 7¥ 'NIdN NN 17 O D'INN 0N ,D'9PYNN [*017N7 0'2'0N D1'X 'VVO NN NNNNSY NINNY
P12'T DT wnw'? Ty PoC-d 111 N 790 .0'WRIN NTY7 190W NIND T DVO'OIPN 7In Nj7al
NN NNP?7 N7'npn DR N1 AN N7 0077 D0™MYWN DR TN XD NNUNRN NV NMAYNN

.N1ANN 722 7 KAN TN IR NNSY7 1'wNnn1,DNIK 1ANKY L1770 D'0D0117N

yTm nnim

e https://www.wiz.io/blog/shai-hulud-2-0-ongoing-supply-chain-attack

e https://www.wiz.io/blog/shai-hulud-npm-supply-chain-attack

e https://he.wikipedia.org/wiki/%D7%90%D7%A0%D7%98%D7%A8%D7%95%D7%A4%D7%99

%D7%94 (%D7%A1%D7%98%D7%98%D7%99%D7%A1%D7%98%D7%99%D7%A7%D7%94)

e https://jsfuck.com/

e https://safedep.io/npm-sandworm-mode-supply-chain-attack/

e https://unit42.paloaltonetworks.com/npm-supply-chain-attack/

e https://www.microsoft.com/en-us/security/blog/2026/04/01/mitigating-the-axiOS-npm-

supply-chain-compromise/

e https://www.huntress.com/blog/supply-chain-compromise-axiOS-npm-package
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