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Special Operations (Special Ops) directly intersects with the AMW, MIW, and ASW domains to

support elite forces like Navy SEALs and SWCC (Special Warfare Combatant-craft Crewmen).

@ LBS-Glider System

Mission: Persistent autonomous
oceanographic data collection.

Description:

« Unsophisticated deployment

* Long-duration 4-6 mos on-station

« Iridium Comms

* Piloted 24/7 by NAVO Glider
Operations Center
Optimize ocean feature
characterization for tactical and
operational products for ASW,
MIW, AMW, and Special Ops.

« Current Inventory: 50 Operational

« Endstate: 150 gliders by end of
FY 15 (50/50/50 plan)

Platforms:

« T-AGS 60 Class (5 per > 10 per)
USS vessels of opportunity
Coalition forces assets
Range patrol craft 24/7 Operations

Naval O graph,

Approved for Public Release m

Statement by Pentagon Press Secretary Peter Cook
on Incident in South China Sea

Dec. 16,2016 |

Using appropriate government-to-government channels, the Department of Defense has
called upon China to immediately return an unmanned underwater vehicle (UUV) that China
unlawfully seized on Dec. 15 in the South China Sea while it was being recovered by a U.S.
Navy oceanographic survey ship. The USNS Bowditch (T-AGS 62) and the UUV -- an
unclassified "ocean glider" system used around the world to gather military oceanographic
data such as salinity, water temperature, and sound speed - were conducting routine
operations in accordance with international law about 50 nautical miles northwest of Subic
Bay, Philippines, when a Chinese Navy PRC DALANG IlI-Class ship (ASR-510) launched a
small boat and retrieved the UUV. Bowditch made contact with the PRC Navy ship via
bridge-to-bridge radio to request the return of the UUV. The radio contact was
acknowledged by the PRC Navy ship, but the request was ignored. The UUV is a sovereign
immune vessel of the United States. We call upon China to return our UUV immediately, and
to comply with all of its obligations under international law.
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*Unmanned Warrior 2016 Mission Theme: Geospatial Intelligence

Slocum Gliders

AT A GLANCE

WHAT IT IS:

Underwater gliders “fly” in the
ocean by changing buoyancy or
using 8 propeller. These UUVs
can remain st sea for months at a
time. continuously collecting
envirenmental information to better
understand how the ocean works.

HOW IT WORKS:
Traditional gliders propel
themselves forward by changing
their buoyanoy to sink or rise
through the water column, “Hybrid*

wehicles can make use of a prop
(thruster”) to increase forward
speed and escape envronmentally
hazardous areas. While they glide
up and down from the ocean
surface to depths as grest as 1000
meters, they measure the
tempersture, conductivity, and
optical (light) properties of the
water they pass through.

WHY IT IS IMPORTANT:
Data collection from gliders provide
nesr realtime measurements of
conditions at a greater dsta wlume
and fraction of the cost of
traditional platforms. This in tum
enhances the ccean model
nowcasts and forecasts to yield
faster and greater environmental
insight to naval operational
commanders,

*Unmanned Wamoris parfof exercise
Joint Wamior 2016, hosted by the
United Kingdom offthe North-West
coast of Scotland.

OFFICE OF NAVAL RESEARCH

Sensors aboard Unmanned Undenwater Vehicles (UUV) gather data on the
physical properties of the ocean emironment in real-time. This information is
then transmitted back to a shore-side facility for use in real-time cceanographic

models, hist , and ital as 1ent pf

This data has been used by scientists in the study of tempersture effects on the
strength of hurricanes and typhoons. It is also used by divers in determining
horizontal and vertical \isibility. UUVs outfitted with additional sensors are used
in environmental studies and gathering meteorological data for westher
prediction

Due to their ability to collect massive smounts of data over long time pericds st
low cost. UUVs like the Slocum glider are becoming increasingly important to
the Nawy tfo better inform the warfighter. Measurements made by gliders are
used in the investigation of mine and/cr "mine-like” cbjects to support nawval sub-
surface security

Unmanned Warrior 2016, allows the US Naw, the British Royal Naw and sllies
to test UUVs in resl operating envronments with coalition forces. Gliders will be
deployed from shore-based facilities as well as ships of opportunity, and cperate
in varying water depths off the North-West Scottish coast line

Research Objecti for US in L o Warrior 2016:
= Conduct joint operations with US-UK Slocum gliders

* Demonstrate near real-time data sharing between USN and RN

* Explore Command and Control aspects with other UUVs

www.onr.navy.mil

Approved for Public Relesse
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Ground control to Major Tom - Hardware Server Dock
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6. Power on the modem, Freewave, and laptop in any order.

L ~xv|||||vw{r'"‘n

Figure 1-1. Modem connections to the computer’s serial port and iridium phone line.
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Authentication Required
unit_107 ~ || Show Surface History
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Last 2 days User Nas —

Password:

Last 7 days =

: I Cancel
Last 30 days {
Last 60 days

Last 90 days

Last 365 days
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http://<server>/cgi-bin/gmc/list-iridium-results.pl’time=365
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Operational Tempo :"1'W*TIN IXIX INT "IV DA QY .AN'WN WUNALLNMYT7 DT AT Dnnin,[onn

.GPS DIj7M DA D'YIN'RN NI DY NA7¥NA .N0MDN (WNIL|IATN '0I9T,(NI7'VoN a¥j7)

ist of 17 Iridium call(s) in last 365 days
--Date--- —--UTC--- (Glider

018/09/04 00:16:24 wunit 416
018/09/04 00:03:29 unit_416
018/09/03 02:05:05 wunit_ 416
018/08/28 01:53:05 unit_lQO
018/08/24 00:48:32 unit_416
018/08/23 23:24:55 unic_416
018/08/23 23:14:12 unit_416
018/08/22 06:46:10 unit 416
018/08/22 05:42:53 unit_416
018/08/22 05:31:59 unit 416
018/08/22 05:15:49 unit_416
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Current UTC Time: 2018/10/02 16:38:19

List of 5 Iridium call(s) in last 365 days at
~--Date~--- ~--UTC--- Glider

2018/03/30 18:30:25 bob
2018/03/30 18:14:36 bob
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2018/03/16 23:46:21 bob
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Export Route ( .ma format)
Export Positions ( kml format)
Import Route ( .ma format)
Import Route ( from glider )
Execute Route

Show Latest Route

Show Previous Route

w18
X
= W3 Position X Alarms Audio Alarms
] Configure Default Audio Alarms.
| Posifion proverfies: Event Enable Sound URL Bowie
= L
Description: Surface position for unit_s16 Glider Surfaces 77
L = Glider Aborts 2}
Latitude: ~4306.308
Longitude:  +13727 331
Date (UTC): Tue A 2018
Distance to previous position: 431 meters ( 471 yards) < ] I 1>
[ Surtacegata
Parameter Value : 2 e
Next waypoint coordinates (3341 9730,14651.2860) : 4 R
Next waypoint range ss108m o T . -we
Next waypoint bearing |203deg ~ -

Lo ]
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For example, a hostname could be “dock”. A domain name could be “webb.com”. This
hostname and domain name would combine to make a fully qualified domain name of
“dock.webb.com”.

2. Log on to the Dock Server machine as user “localuser”. The factory delivered password
for this account is “WideOpen” (see Appendix D).

4.2 Sending Files to a Glider

To send mission files (mi), mission argument files (ma), or other files to a glider, follow
the steps in this section.

1. Transfer the files to the destination glider’s “to-glider” directory on the Dock Server
machine.

For example, to send the mission file lastgasp.mi to glider simbond, transfer the file to the
directory /var/opt/gmc/gliders/simbond/to-glider on the Dock Server machine that
manages simbond. Any transfer method can be used. Webb supplies the application
gmcFTP (section 7.0); however, any FTP client can be used. When using a method other
than gmcFTP, use the username “dockserveruser” and password “dockserveruser”.
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13.5 Dock Server Machine User Accounts

Table 13-5 details the four user accounts related to Dock Server's use as a glider
mission control machine. These accounts have different privileges appropriate to their
purpose. Refer to Appendix D for the factory delivered passwords to these accounts.

User Account Purpose

dockserver The Dock Server application runs as this user. Mo user login
allowed.

dataserver The Data Server application runs as this user. No user login
allowed.

dockserveruser Set up for FTP transfer of glider files. The application, gmcFTFP,
uses this account to FTP files. No user login allowed.

localuser Dock Server user account. All Dock Server control scripts are
run from this account — i.e., launch-dockserver, kill-dockserver,
see-dockserver, and inspect-dockserver.
Glider Terminal can be run locally from this account using the

Page 123 of 206

Revision 7.14 6/3/2013

start-glider-terminal script.

root Dock Server upgrades are run from this account.

Table 13-5. Dock Server machine User Accounts.

14.3.1.3 Glider Authentication

Gliders connecting to a Dock Server via Iridium RUDICS may optionally be required to
authenticate before being allowed access to the Dock Server. Unless there are
overwhelming reasons to require Glider Authentication, it is recommended to NOT use
this capability.

It is difficult enough to communicate with an at sea Glider without the additional barrier
of a login sequence. It raises the probability that an at sea Glider will be
incommunicado due to misconfiguration, software error, corrupt file, lost password, etc.
If one elects to require Glider authentication, it applies to ALL gliders making an Iridium
RUDICS connection.

If one elects to require Glider authentication,:

(i) All gliders may share the same username/password, or
(i) Each glider may have a unique individual username/password

The Dock Server Application does NOT do the authentication itself. It utilizes the linux
PAM (Pluggable Authentication Module) to require the underlying operating system to
perform the authentication. As shipped, the Dock Server utilizes a local
username/password (/etc/passwd with Shadow Passwords) for the authentication. This
requires the end user to create the appropriate Glider user account(s) on the Dock
Server.

Authentication is NOT restricted to local username/password. Any PAM method
(Kerberos,OpenPGP, SAMBA, Radius, LDAP, ...) may be employed.

The creation of user accounts and PAM configuration issues are outside the scope of
this document and support is NOT available from Webb Research Corporation. If you
don't know how to create a user account, you should not have gliders authenticate. If
you can't reconfigure PAM without help, you shouldn't change it.

17

DILI'N? D'AIWN D' NN IPNA 22 :DPWN XN
www.DigitalWhisper.co.il

2026 "' ,186 |12



Technologic

IYUOIN DN

(Glider Authentication) IXT nin'x 14.3.1.3"

NAX7 WATN7 "7210¥01X (91X2 0wy RUDICS DIT'X 71T N2V N7 0ANNAN DIIXT
LINT DI WINT? NIYDA NIA'0 AW OX X7X .N1AVN NIY?7 Dwia DN7 QYIINY 197
AT N7 wnNUN7 X7 y7nin

NX N7yn AT .NN2NNN QY1 7¢ o110 DIONAN X77 DA [INT DY WW[ZN7 [7'900 NYj7 AT
,NI2IN NXIY ,N'1AY NIXN 27V (incommunicado) W7 X77 N'n' DA (IXTY NINANONN
.'ID1,NTIAX NNO'0 ,DIA9 yal7

.RUDICS DI'T'X 112'N D'WX2NIN DUXTA 72 72V 720 AT, [IXT NINA'X WINT? 1012 1N DX
JIXT DUAR'X WINT? 1012 INY'A DX

NNo'0/UnNnvn DY INIX NX QNY7 0wy DIAUXTA 7D (i)

17¢n '"TIN" WX NNAO'O/WNNYN DY NI'N7 WY [IKT 727 (ii)

Pluggable ) PAM-2 nunnwn X' .NAXYA NIA'XD DX NYIV X7 N1aUN NIY NUY7179X
N7Y9NN N2Wwnn WiNT? 1> 0713'7 7Y (112'N7 [N' NIN'X 721TIN - Authentication Module
D017 NNO'o/WNNYN W2 WANYA N1V NIY ,N7YIY '9) . NIN'XN DX VY17 N'0'0aN
DX X7 DXZN WNANYNA WIIT AT .DINKN AV (Shadow Passwords Dy etc/passwdy/)
.N2VN NIYA DXNAN (IXTN wRnwn (ni)jawn

PAM (Kerberos, OpenPGP, nU'w 7> .D"nij7n NNO'0/UnNnwn DW7 7220 12'X NIN'XN
.N'7uoIn ni'n'7 N1wy SAMBA, Radius, LDAP, ...)

N1'X N3NNI AT 7201 7Y Q7'07 yinn 0N PAM NIIXN ‘XYl WnNwn NRI2YN 7¢ N7°Y0N
X X7 DNX ,wNNYN [1awN 1IX'7 )X VTP X7 DNX DX .Webb Research TaxXnn ni1nar
X7 DNX DTV X77 PAM NX wTNN 'TaN7 710" X7 QNX DX .NINA'X YXA7 01IXT? 7' 1A07

".NT NX NNY7 1Y

21T 72w D robots.txt yalp 770 X7 datahost.webbresearch.com mwin n>mnn DN ,q0m
TNT D'YIAY ' YIDNN WM T 7V 107 TR "7IYON YTl NIYEN NIINNS DNAI DM'A19N N>'NN

.site:datahost.webbresearch.com :nn'7'xwn

DILI'N? D'AIWN D' NN IPNA 22 :DPWN XN
www.DigitalWhisper.co.il
18 2026 "' ,186 |12




Technoloqgic

Webb Research Glider Mission Control

crent Toots |
[ i i i

Glider Termnal GLMPC Terminal Data Visualizer Glider Files GMC User Guide

unt_107 || | Show Surface History

unt_107
unt 250 on this server

unknown

Last 7 days
Last 30 days
Last 60 days
Last 90 days

Last 365 days

) Board Index

(g aeozter Tiopn
information

Tour acoount i not been activated vet

O Board index » Glder Resources « Chort Toch The team « Oalete a8 Boand cookies + Al teres e VTG

NYTN NL™Y NDYN

,(SFMC) Control Mission Fleet Slocum ,nwTN NNV NNN'D DX Teledyne Webb Research
¥N MYXIY NN N'NNA INIT N7W 0woIn L|'Pn Authentication-al HTTPS-2 nwnnwn 110w

7Y NOYTAN MW NI L9 NINIRLVAN |IDNn ,Rutgers University ,Florida South of University

.ANXV NNann

190N WN? 721w97 p'wnn [ mnn GMC 'maw nyni 12 .1>'0n DX 702N 'K TN IT W miyp

AXRW] OPYN XN ,DMNAINN I'n DN TV 72 .11 190N ,NIM'K Y72, NIYRIN NYINNN INKT7 DY

qiwn

DNLI'NY D'AIYN DA NN PN 72 :DPWN XD
www.DigitalWhisper.co.il

19 2026 "1' ,186 [I'7a




Technologic

Username*
Passworg”
A TELEDYNE
WEBB RESEARCH
E PEYOUIOOK
Copynight © 2016 Teledyne Webb Research, a B Undt of Teledyne Instruments. Inc. ANl nights reserved

¥ Teledyne Webb Research Slocum G3 Glider

Autonomous Underwater
Vehicle

1 - MODULAR PAYLOADS
(O) szzg;é' HYBRID THRUSTER
e o) REAL-TIME REMOTE PILOTING
PERSISTENT DATA COLLECTION
HIGHLY RELIABLE

DILI'N? D'AIWN D' NN IPNA 22 :DPWN XN
www.DigitalWhisper.co.il

20 2026 "1* ,186 |1'72




Technologic

SFMC Software
Slocum Fleet Mission Control (SFMC)
Teledyne Webb Slocum Fleet Mission Control (SFMC) is a software suite used to manage multiple Teledyne Webb Research Slocum
glider deployments around the world. The SFMC highlights pertinent information, significantly reducing piloting time and allowing
smaller teams to manage large fleets of gliders. SFMC provides a web user interface (Ul) that includes an interactive map for
displaying glider positioning details including past, recent and planned locations.

FEATURES
» Web based glider command and control

Waypoint planning
Integrated glider terminal
Real-time sensor monitoring

Customizable maps and overlays

BENEFITS
« Active vehicle tracking and mission planning

» Consolidated data management

« Ability to access tools from any platform (PC, MAC, tablet,
smartphone)

» Increased security

User login accounts with varying permission levels
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Slocum G1 Glider Manual (2010)

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum manuals/Slocum G1 Glider

Manual.pdf
Slocum G2 Operators Manual Rev.B (2012)

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum manuals/Slocum G2 Glider

Operators Manual.pdf

Slocum G2 Operators Training Guide (2014)

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum manuals/Slocum Glider Ope

rators Training Guide.pdf

Slocum Glider Operators Guidebook (2010)

https://wiki-pnb.eri.ucsb.edu/images/f/f2/Glider operators handbook.pdf

Slocum G3 Operators Manual Rev.2 (2017)

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum manuals/Slocum G3 Operat

or Manual 20171219.pdf

GMC Dock Server User Guide Rev 7.14 (2013)

https://dockserver.skio.uga.edu/gmc/gmcUserGuide.pdf

Censys https://censys.io/ipv4?q=%22Webb+Research+Glider+Mission+Control%22

Shodan

https://www.shodan.io/search?query=%22Webb+Research+Glider+Mission+Control%22

ZoomEye

https://www.zoomeye.org/searchResult?q=%22Webb%20Research%20Glider%20Mission%2

0Control%22
TWR Forum

https://datahost.webbresearch.com
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Technologic

A Hometown Glider Makes World News

https://www.capenews.net/falmouth/news/a-hometown-glider-makes-world-

news/article 503efOab-a95f-5354-8378-7def4f6d3ael.html

China Gives Drone Back

https://www.twz.com/6604/china-gives-drone-back-but-why-did-they-grab-it-in-the-first-

place

Statement by Pentagon Press Secretary

https://www.war.gov/News/Releases/Release/Article/1032611/statement-by-pentagon-

press-secretary-peter-cook-on-incident-in-south-china-sea

UnitedStates Fleet Forces Command

https://en.wikipedia.org/wiki/United States Fleet Forces Command

Oregon State University - Manuals & Resources, active and archived Deployments 2026

https://gliderfs2.oce.orst.edu/gliderweb/slocumgliders.php
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