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˶˟ˡ ˶ˣ˰ˢ˸˩ 
 

˧˧ˢ Σ˭˞˩ ˶˧˲˯  :) 

˷ˡˣ˥˟ ˭ˣ˶˥˞ˢ ˣ˧ˢ ˞˪ ˦˰ˬ ˫˧˰ˣ˶˧˞ ˫˧˧˸ˣ˰ˬ˷ˬ ˫ˣ˥˸˟ ˶˟˧˧˯ˢ Σ˧˸˦˪˥ˢ ˯ˮ˷˪ ˫˧˧ˮ˸ˣˬ ˟ˣ˸˩˪ˣ ˪˰ 

˰ˣ˶˧˞ˢ ˧˩ˢ˷ ˸ˣ˥˲ ˶˟ˡˬ ˧˪˞ π Copy FailΦ 

˧ˮ˞ ˡ˧ˠ˞ ˢ˟˧˯ˢ˷ ˞ˣˢ˷ ˞˪ ˭˧˧ˮ˰ ˧˸ˣ˞ ˞˧ˢ ˞˪ ˧˩ ˞ˣˢ ˞˪ ˟ˣ˷˥ π ˞ˣˢ ˡˣ˞ˬ ˟ˣ˷˥ Φ˪˟˞ ˶ˣ˸˟ ˭˟ ˫ˡ˞ ˪˩˷ 

ˣ˧˧˥ ˵˯˰ ˵˶ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ windows ˤ˞ˣ ˶˟˰ ˭ˮ˰˪ Σ˯˵ˣˮ˧˪ ˦ˣ˷˲ ˱˪ˣ˥ ˧˪˰ˬ ˨˶ˡ˟ ˪˪˩ Σ˧ˮ˞˷˩ˣ ˢ˞ˣ˶ 

Ϧ˯˵ˣˮ˧˪ Ϧ˶ˬ˞ˬ˟ Σ˧ˮ˞ ˢ˦ˣˮ ˠ˪ˡ˪Φ 

˪˟˞ ˭˧˞ ˫ˣ˵ˬ ˟ˣ˦ ˶˸ˣ˧ ˶ˠ˸˞˪ ˸˞ ˧ˬ˴˰ ˶˷˞ˬ ˧˶˟ˡ˟ ˢ˥˧˸˲ˢ ˭ˣ˥˶˧˪ ˢˤˢΗ 

ˤ˞ ˫˞ ˧ˮˣˬ˩ ˫˸˧˴˶ ˸˰ˡ˪ ˪˰ ˢˬ ˢ˷˪ˣ˥ˢ Σ˪˟˞ ˥ˣˬˢ ˫˩˪˷ ˶˦˪˲ˬ ˢ˴ˣ˥ˢ ˪˩ ˶˟ˡ ˫˰ ˢ˪˧ˬˢ ˯˵ˣˮ˧˪ π 

˫˧ˮˬˤˣˬ ˨˧˷ˬˢ˪ ˞ˣ˶˵˪  όΥ 

˪˧˥˸˞ ˡ˧ˠˢ˪ˬ ˢ˧ˡ˲˧˵˧ˣ˟˷ ˷˧ ˨˶˰ ˪˷ copy fail ˵˶ ˟πо ˸ˣ˲˷Υ 

˸˧˪ˠˮ˞ Σ˸˧˩˶ˣ˸ ˸˧ˡ˶˟ˬˣ˪ˣ ˸˧ˮ˶ˡˣˬ Σ˞˧ˢ˷ ˢ˲˷ ˣ˪˞ˠπ˸˧ˮ˞ˬˣ˶ ˸˥˲˷ˬˬ ˸ˣ˲˷ˢ ˣˡˣˢˢπ˸ˣ˧˲ˣ˶˧˞ Φ˞˧ˢ 

˸˶˟ˣˡˬ ˫ˣ˧˩ ˧˲˟ ˧ˮˣ˧˪˧ˬ ˫˧˷ˮ˞ ˶˵˧˰˟ ˤˣ˥ˬ˟ ˢ˧ˡ˶˟ˬˣ˪ ˢ˧˪˦˧˞˟˷ ˭ˣ˦ˮ˵˟ˣ ˴˧˦ϥxˮ˧ ˳˧˧ˣˣ˷˟˷Φ 

˶˟˩ ˧˸ˡˬ˪ ˣˢ˷ˬ ˷ˡ˥ Σ˭˧˧ˮ˰ˬ ˢˬ ˢˤ ˶ˬˣ˞ ˪˰ ˸˪˧ˢ˵ ˶˟˧˧˯ˢ ˸˧ˬ˪ˣ˰ˢ ˫˞ ˣ˪˞ ˸ˣ˲˷ˢ ˸ˣˡ˧˥˧ˢ ˭ˢ˧˪˞˷ 

˫ˠ˶ˣ˸ ˨˶˰ ˢ˧ˡ˲˧˵˧ˣˢ ˢˤˢΦ 

ˣ˧˷˩˰ˣ ˞˷ˣˮ˪ ˣˮˬˬ ˧ˮ˞ ˸˵ˬ˥˸ˬ ˶˟˩ ˷ˡˣ˥ π ˢ˲˵˸ˬˢ ύ˭˟ˣˬ˩ ˢ˶˴˵˟ Σ˧˩ ˧ˮ˞ ˸ˬ˞˟ ˞˪ ˢˮ˧˟ˬ ˢˤ˟ό Φ 

Copy Fail ˞˧ˢ ˸˷˪ˣ˥ ˢ˥˦˟˞ ˢ˷ˡ˥ ˢ˶ˣˬ˥ˣ ˯˵ˣˮ˧˪˟ ˸˶˷˲˞ˬ˷ ˷ˬ˸˷ˬ˪ ˪˧ˠ˶ ˨ˣ˲ˢ˪ ˪πroot Σ˶ˬˣ˪˩ 

˪˟˵˪ ˢ˦˧˪˷ ˢ˞˪ˬ ˪˰ ˸˩˶˰ˬˢ Φˢ˷˪ˣ˥ˢ ˢ˶ˣ˷˵ ˭ˣˮˠˮˬ˪ ˫˷˟ page cache Σ˞ˣˢ˷ ˭˧˰ˬ ˭ˣ˶˩˧ˤ ˧ˮˬˤ ˣ˟˷ 

˯˵ˣˮ˧˪ ˶ˬˣ˷ ˫˧˴˟˵ ˧ˡ˩ ˳˧˞ˢ˪ ˢ˷˧ˠ ˫ˢ˧˪˞ Φ˪˪ˠ˟ ˠ˞˟ ˪ˮ˶˵˟ Σ˨˧˪ˢ˸ ˪˧ˠ˶ ˪ˣ˩˧ ˸ˣˮ˷˪ ˢˬ˩ bytes ˨ˣ˸˟ 

˵˸ˣ˰ˢ ˪˷ ˳˟ˣ˵ ˞˴ˬˮ˷ ˭ˣ˶˩˧ˤ˟ Σ˫ˠ ˫˞ ˭˧˞ x˪ ˢ˞˷˶ˢ ˨ˣ˶˰˪ ˸˞ ˳˟ˣ˵ˢ ˧˸˧ˬ˞ˢ ˵˯˧ˡ˟ Φˢˤ ˞˪ ˡ˟ˣ˰ 

ˢ˶ˣ˴˟ ˸˧˞˶˵˞ ˪˷ Ϧ˸ˣˮ˷˪ bytes ˸ˣˣ˵˪ˣ ˟ˣ˦˪Ϧ Σ˱˵ˣ˸ˢ ˰ˡˣ˧ ˢˤ˧˞ ˳˟ˣ˵ ˞ˣˢ ˢ˴ˣ˶ ˸ˣˮ˷˪ Σ˪˷ˬ˪ ˢˮ˩ˣ˸ 

ˢ˴˶˷ ˫˰ ˸ˣ˞˷˶ˢ ˸ˣˢˣ˟ˠ ˣˬ˩ sudo Σ˰ˡˣ˧ˣ ˵ˣ˧ˡ˟ ˢˤ˧˞˟ offset ˸ˣˮ˷˪ bytes ˧ˡ˩ ˰˧˲˷ˢ˪ ˪˰ ˸ˬ˧˶ˤ 

ˢ˴˶ˢˢ ˪˷ ˸˧ˮ˩ˣ˸ˢ Φ 

˵˧˲˯ˬ ˫˧ˬ˰˲˪ ˸ˣˮ˷˪ instruction ˸˥˞ Σ˸˵˧ˡ˟ ˸ˣ˞˷˶ˢ x˞ jump ˭˦˵ ˧ˡ˩ ˫ˣ˶ˠ˪ ˸˧ˮ˩ˣ˸˪ ˳˧˶ˢ˪ ˡˣ˵ 

˱˵ˣ˸ˢ˷ ˶˥˟ Σ˪˟˞ ˫˰ ˸ˣ˞˷˶ˢ root Φ˟ˣ˷˥ ˷˧ˠˡˢ˪ ˳˟ˣ˵ˢ˷ ˵˯˧ˡ˟ ˪˪˩˟ ˞˪ ˢˮ˸˷ˬΣ ˵˶ ˵˸˰ˢˢ 

˭ˣ˶˩˧ˤ˟˷ ˢˮ˸˷ˬ Σ˭˩˪ˣ ˳ˣ˥˟ˬ ˪ˣ˩ˢ ˪ˣ˩˧ ˸ˣ˞˶˧ˢ˪ ˭˧˵˸ Φ 
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˨˶ˡ ˢˡˬ˥ˮ ˭˧˧ˬˡ˪ ˸˞ ˢˤ ˞˧ˢ ˟ˣ˷˥˪ ˪˰ ˢ˧˧˶˲˯ ˢ˟˷ ˶˲˯ˢ ˧˶ˣ˵ˬˢ ˪ˣ˰ˮ ˸˲˯˩˟ ˶ˣ˯˞ˣ ˨ˣ˶˰˪ ˣ˸ˣ˞ Σ˪˟˞ 

˪˪ˠ˟ ˸ˣ˰˦ ˣˢ˷˧ˬ ˥˧˪˴ˬ ˱˧˪˥ˢ˪ ˢˬ˩ ˸ˣ˶ˣ˷ ˵˸ˣ˰˟ ˧ˮˬˤˢ ˥ˮˣˬ˷ ˪˰ ˭˥˪ˣ˷ ˢ˞˧˶˵ˢ Φ˪˩ ˧ˬ ˞˶ˣ˵˷ ˶˥˞ 

˨˩ ˸˞ ˵˸ˣ˰ˢ ˢˤˢ ˟˷ˣ˥ ˢˤ˷ ˶˲˯ˢ ˧˸˧ˬ˞ˢ Σ˸ˣ˶ˬ˪ ˶ˣ˵ˬˢ˷ ˣˬ˴˰ ˫˪ˣ˰ˬ ˞˪ ˢˮ˸˷ˢΦ 

˰ˠˣˮ˟ ˪ˣ˴˧ˮ˪ ˫˪ˣ˰˟ ˧˸˧ˬ˞ˢ Σ˧˸˧˞˶ ˢˬ˩ ˸ˣˬˣ˵ˬ ˣ˟˸˩˷ ˢ˧ˢ˷ active exploitation Σ˷˧ ˞˪ˬ POCπ˫˧ ˭˞˩ Υ 

https://exploit-intel.com/vuln/CVE-2026-31431 

ˢˬ ˢ˧ˢ˷ ˡˣ˞ˬ ˭˧˧ˮ˰ˬ ˢ˷˪ˣ˥˟ ˣˤˢ Σˢˤ ˞˧ˢ˷ ˸ˡ˟ˣ˰ ˪˩ ˦˰ˬ˩ ˪˩ ˢ˴˲ˢ ˪˷ ˯˵ˣˮ˧˪ ˤ˞ˬ нлмт Σ˧˧ˡˣ ˪˵ 

˷˧ˬ˷ˢ˪ ˢ˸ˣ˞Φ ˡˣ˰ ˣˢ˷ˬ ˦˪˥ˢ˟˷ ˫˶˸ ˲˧˧ˢ˪ ˪˷ ˢ˷˪ˣ˥ˢ ˣˤˢ Σˢˤ ˸ˡ˧ˬ˟˷ ˢˬ ˞˧ˢ ˢ˸ˢˣˤ ˸ˣ˰˴ˬ˞˟ 

AIΦ 

˧˲˪ ˢ˶˟˥ˢ ˣˤˢ π distributions-linux-fail-https://xint.io/blog/copy ˸˵˲˯ˬ˷ ˶˴ˣˬ ˷ˣ˲˧˥ ˸ˣ˷˪ˣ˥ 

˸ˣ˰˴ˬ˞˟ AI Σ˶˵ˣ˥ˢ ˞˴ˬ˷ ˸˞ ˢ˷˪ˣ˥ˢ ˪˧˥˸ˢ ˧ˣ˪˧ˠˬ ˧ˮˣ˷˞˶ ˣ˪˷ Σˤ˞ˣ ˞˴ˬ ˸˞ ˢ˷˪ˣ˥ˢ ˢˬ˴˰ ˸ˣ˰˴ˬ˞˟ 

˷ˣˬ˧˷ ˸˩˶˰ˬ˟ ˫ˢ˪˷Φ 

˭˧˞ ˵˲˯ ˸ˣ˰˲˷ˢˢ˷ ˪˷ AI ˪˰ ˫˪ˣ˰ ˶˟˧˧˯ˢ ˶˟˩ ˸ˣ˪ˠ˸ˬ ˢˬ˴ˣ˰˟ ˧˧ˡ ˢ˪ˣˡˠ Σ˶˵˧˰˟ ˷ˣˬ˧˷˟ ˪˷ ˷ˣ˲˧˥ 

˸ˣ˷˪ˣ˥ Σ˫˧˲˵ˣ˸ˣ Φ 

˶˟˩ ˣˮ˰ˬ˷ ˪˰ ˫˧˲˵ˣ˸ ˫˧˴˧˶ˬ˷ ˫˧ˮ˧˧˲ˬ˵ ˫˧ˬ˪˷ ˸ˣ˰˴ˬ˞˟ ˡˣ˪˵ Σ˧˪˟ˬ ˟ˣ˸˩˪ ˸˶ˣ˷ ˡˣ˵ Φ 

˞˪ ˫˧˶˯˥ ˫˧˷ˮ˞ ˫˰ ˸ˣˮˣˣ˩ ˸ˣ˰˶ ˫˪ˣ˰˟ Σ˭˧˧ˮ˰ˬ ˧˸ˬ ˫ˢ ˣ˪ˠ˧ ˫ˢ˷ ˞˪ ˫˧˩˧˶˴  ˭˧˟ˢ˪ ˣˢ˷ˬ ˶˟˧˧˯˟ ˧ˡ˩ 

˳˧˶ˢ˪ ˫˧˶ˮ˧˧ˬˣ˦˲˧˶˵ x˞ Ransomwares Σˢˬ˩ˣ ˢˤ ˰˧˲˷˧ ˪˰ ˫˪ˣ˰ˢ ˸ˮ˧˥˟ˬ ˸ˣˬ˩ ˸ˣ˲˵˸ˬˢ Σ˸˪ˣ˩˧ˢˣ 

˭ˮˣˠ˸ˢ˪ ˭ˢ˧ˮ˲ˬ Φ 

˭˟ˣˬ˩ˣ Σ˧ˮ˲˪ ˷ˠ˧ˮ˷ ˭˩ˣ˸˪ ˭ˣ˧˪ˠˢ Σˢ˴˶ˮ ˡ˧ˠˢ˪ ˢˡˣ˸ ˪˩˪ ˧ˬ ˟˷˧˷ ˰˧˵˷ˢˣ ˣˮˬˤˬ ˟˸˩ˣ ˣˮ˪ ˶ˬ˞ˬ ˷ˡˣ˥ˢ Φ

ˢˡˣ˸ ˢ˟˶ ˪˟˧˧˟˶ ˢ˶ˣ˞˧˪ Σˢˡˣ˸ ˢ˟˶ ˪˭ˡ ˧˸˧ˬ˞ Σˢˡˣ˸ ˢ˟˶ ˪˫ˢ˶˟˞ ˶˧ˮΣ ˢˡˣ˸ ˢ˟˶ ˪˟ˣ˩ˣˮ˥ ˪˞˧˪Η 

 ˢ˞˧˶˵ ˢˬ˧˰ˮΣ 

 ˶˧˲˯ ˧˵˯˟ˣ˶ˡ˲ ˵˧˲˞ˣ ˪˞˧˦˯˵ 
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Trust no package Υ˧ˣˢ˧ˤ ˸ˣ˵ˤˣˮ ˟πNPM 

˸˞ˬ ˟˧˧˟˶ ˢ˶ˣ˞˧˪ 

 

ˢˬˡ˵ˢ 

˫˪ˣ˰˟ ˥ˣ˸˧˲ˢ ˧ˮ˶ˡˣˬˢ Σˣˮ˥ˮ˞ ˫˧ˮˣ˟ ˢˮ˩ˣ˸ ˣˬ˩ ˣˠ˪ Φˢˡˣ˵˲ ˸˥˞ ˢˮ˦˵ ˪ˮ˧ˬ˶˦˟ π npm install π ˸ˣ˶˷˰ˣ Σ

˫˞ ˞˪ ˸ˣ˞ˬ Σ˸ˣ˪˧˟˥ ˡ˴π˧˷˧˪˷ ˸ˣ˟˞˷ˮ ˨ˣ˸˪ ˦˵˧ˣ˶˲ˢ ˣˮ˪˷ Φ˸ˣ˥ˣˮˢ ˣˤˢ ˸˶˩ˬˬ Σ˪˟˞ ˞˧ˢ ˢ˟ˣˠ ˶˧˥ˬ 

˧˸˥˦˟˞ ˡ˟˩ Φ˪˰ˣ˲˟ Σˣˮ˪ˠ˶˸ˢ ˵˧ˮ˰ˢ˪ ˭ˣˬ˞ ˶ˣˣ˧˰ ˡˣ˵˟ ˣˮ˥ˮ˞˷ ˞˪ ˸ˬ˞˟ ˫˧˶˧˩ˬ Σ˸˸˪ˣ x˪ ˳ˣ˶˪ ˫˰ 

˸ˣ˞˷˶ˢ ˸ˣ˟˥˶ˮ ˪˰ ˢˮˣ˩ˬˢ ˸˧ˬˣ˵ˬˢ ˣˮ˪˷ x˞ ˧˸˶˷˟ sπCI/CDΦ 

ˢˮ˷˟ ˢˮˣ˶˥˞ˢ Σ˫˧˲˵ˣ˸ ˣˮ˧˟ˢ ˸˞ ˪˞˧˴ˮ˦ˣ˲ˢ ˭ˣˬ˦ˢ ˭ˣˬ˞˟ ˢˤˢ ˣˮ˧˷ˣ ˸˞ ˧˵ˣ˥ ˵˥˷ˬˢ ˪˷ ˸ˣ˲˵˸ˬ 

˸˶˷˶˷ ˢ˵˲˯˞ˢ Φ˫ˢ ˶˟˩ ˞˪ ˫˧˵˲˸˯ˬ ˟πTyposquatting ˦ˣ˷˲ Φˣˮ˥ˮ˞ ˫˧˞ˣ˶ ˫ˣ˧ˢ ˫˧˰˪ˣ˸ ˸ˣ˴˧˲ˬ˷ 

˸˞ ˭ˬ˴˰ ˸˧˦ˬˣ˦ˣ˞ ˨˶ˡ ˫˧˦˲˧˶˵˯ ˪˷ postinstall ύˣˬ˩ ˸˰˪ˣ˸ ϦShai-Hulud ΣόϦ˸ˣ˲˵˸ˬˣ ˸ˣˬ˩˥ˣ˸ˬ 

˸ˣˤ˥˸ˬ˷ ˧˪˩˪ AI ˫˧˧˶˪ˣ˲ˣ˲ ύˣˬ˩ Claude Code όˢ˶˦ˬ˟ ˟ˣˮˠ˪ Secretπ˫˧ xπTokenπ˫˧ ˪˷ ˫˧˥˸˲ˬΦ 

˸ˣ˞˧˴ˬˢ ˣˤˢ ˸˟˧˧˥ˬ ˣˮ˸ˣ˞ ˸ˣˮ˷˪ ˢ˯˧˲˸ ˳ˬ˞˪ˣ ˸˷˧ˠ Zero Trust ˫ˠ ˧˲˪˩ ˧˪ˢˮˬ ˸ˣ˪˧˟˥ˢ ˣˮ˪˷ Φ

˫˧˲˵ˣ˸ˢ ˫˧ˣˣ˯ˬ ˸˞ ˢ˵˧ˠˣ˪ˢ ˸˧ˮˣˡˤˢ ˫ˢ˪˷ ˟˦˧ˢ Σ˫˧˷ˬ˸˷ˬ ˸ˣ˵˧ˮ˩˦˟ ˢ˧˴˵˯ˣ˲˟ˣ˞ ˸ˣ˟˩˶ˣˬ Σ˫˧˪˴ˮˬˣ 

˸ˣ˧˶˲˯ ˸ˣˬ˧ˬ˸ ˢ˞˶ˬ˪ ˢˣˣ˯ˬ˩Φ 

˶ˬ˞ˬ˟ ˢˤ Σ˥˵˞ ˫˩˸˞ ˪˞ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ ˪˷ ˥ˣ˸˧˲ ˵˶ˣ˯ ˫˧ˬˣ˧˞ ˧˦˯˧˶ˣ˧ˢ ˧˸˟˸˩˷ ˭ˣ˸˧˧˲˟ Σˣ˸˶˦ˬ˷ 

ˡˣ˴˪ ˸˞ ˸ˣ˪˧˟˥ˢ ˣ˪˪ˢ ˡˣ˰ ˧ˮ˲˪ ˭ˢ˷ ˸ˣ˪˟˵ˬ ˸ˣˮˬˡˤˢ ˳ˣ˶˪ Φ˪ˣ˪˴ˮ ˢ˶ˣ˦˵˦˧˩˶˞˪ ˪˷ ˵˶ˣ˯ˢ ˢ˞˶ˮˣ ˡ˴˧˩ 

˟ˣ˪˧˷ ˪˷ ˥ˣ˸˧ˮ ˞˦ˬπˢ˦˞ˡ Σ˧ˣˢ˧ˤ ˸ˣ˧˪ˬˣˮ˞ ˸ˣ˧ˣ˪˸˟ Σ˷ˣˬ˧˷ˣ ˢ˥˯ˣˮ˟ ˸˧˦ˬ˸ˬ ˧ˣˢ˧ˤ˪ ˪˷ ˡˣ˵ ˪˲˶ˣ˰ˬ π 

˫˧˪ˣ˩˧ ˵˲˯˪ ˣˮ˪ x˵ ˢˮˠˢ ˭ˣ˷˞˶ ˧˟˧˦˵˲˞ˣ ˧ˮ˲ˬ ˸ˣ˲˵˸ˬ NPM ˸ˣˬˣˡΦ 

 

 

 

 

 



 
 

Trust no package:   -NPM 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ мус, ˧ˮˣ˧ нлнс  с 
 

˫˧ˠ˷ˣˬ ˫˧˧˯˧˯˟  

NPM - Node Package Manager 

˪ˢˮˬ ˸ˣ˪˧˟˥ˢ ˧ˬ˷˶ˢ ˪ˣˡˠˢˣ ˶˸ˣ˧˟ ˪˷ ˸˟˧˟˯ Node.js ύ˪˷ˣ ˸˲˷ JavaScript ˪˪˩˟ Φό˞ˣˢ ˷ˬ˷ˬ ˶ˠ˞ˬ˩ 

˫ˣ˴˰ ˪˧˩ˬˢ ˧ˮˣ˧˪˧ˬ ˸ˣ˧˶˲˯ ˡˣ˵ ˥ˣ˸˲ ˸ˣˮ˩ˣˬ ˷˞˶ˬ π ˫˧˪˩ˬ ˫˧ˮ˦˵ ˟ˣ˷˧˥˪ ˫˧˩˧˶˞˸ ˡ˰ˣ ˸ˣ˶ˠ˯ˬ˪ ˥ˣ˸˧˲ 

˸ˣ˧˵ˮ˰ ˣˬ˩ React Φ˪˩ ˥˸˲ˬ ˪ˣ˩˧ ˸ˣ˪˰ˢ˪ ˢ˪˧˟˥ ˪πNPM Σ˪˩ˣ ˥˸˲ˬ ˶˥˞ ˪ˣ˩˧ ˡ˧˶ˣˢ˪ ˢ˸ˣ˞Φ 

Package.json 

Ϧ˸ˡˣ˰˸ ˸ˣˢˤˢ Ϧ˪˷ ˪˩ ˸˪˧˟˥ NPM Φˣˢˤ ˳˟ˣ˵ ˸ˣ˶ˡˠˢ ˪˧˩ˬˢ ˞˦ˬπˢ˦˞ˡ ˪˰ ˦˵˧ˣ˶˲ˢ ύ˫˷ Σˢ˯˶ˠ Σ

˶˟˥ˬ Σό˸˞ ˸ˬ˧˷˶ ˸ˣ˪˧˟˥ˢ ˸ˣ˶˥˞ˢ ˞ˣˢ˷ ˧ˣ˪˸ ˭ˢ˟ ύDependencies Σό˸˞ˣ sπScripts π ˸ˣˡˣ˵˲ ˸˩˶˰ˬ 

˭˸˧ˮ˷ ˳˧˶ˢ˪Φ 

Install Scripts 

˭ˣˮˠˮˬ ˨ˣ˸˟ ˳˟ˣ˵ sπpackage.json ˶˷˲˞ˬˢ ˢ˪˧˟˥˪ ˳˧˶ˢ˪ ˸ˣˡˣ˵˲ ˸˩˶˰ˬ ˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ Φˢˬˠˣˡ˪ Σ

˦˲˧˶˵˯ ˠˣ˯ˬ postinstall ˳ˣ˶˧ ˸˧˦ˬˣ˦ˣ˞ ˡ˧ˬ ˶˥˞˪ ˢ˪˧˟˥ˢ˷ ˢˡ˶˧ ˟˷˥ˬ˪ ˦˲˧˶˵˯ˣ  ˠˣ˯ˬpreinstall  ˳˶ 

˰ˠ˶ ˧ˮ˲˪ ˢ˪˧˟˥ˢ˷ ˸ˮ˵˸ˣˬ Φ˶ˣ˵ˬ˟ Σ˭ˣˮˠˮˬˢ ˡ˰ˣˮ ˸ˣ˪ˣ˰˲˪ ˸˧˸˷˸ ˸ˣ˧ˬ˧˦˧ˠ˪ Σˣˬ˩ ˪ˣ˲ˬ˧˵ ˸ˣ˧˶˲˯ C++ x˞ 

˸ˮ˩ˢ ˸˟˧˟˯ ˢˡˣ˟˰ˢ Φ˫˰ ˸˞ˤ Σ˸ˡˣ˵ˮˬ ˦˟ˬ ˸˧˸˥˦˟˞ Σˣˢˤ ˶ˣ˦˵ˣ ˢ˲˧˵˸ ˧˪˞˧ˡ˧˞ Υ˰ˠ˶˟ ˭˟˶ˣ˵ˢ˷ 

ˡ˧˪˵ˬ ˪ˮ˧ˬ˶˦˟ ˸˞ ˢˡˣ˵˲ˢ ˢˬ˧ˬ˸ˢ npm install Σ˦˲˧˶˵˯ˢ ˧ˮˣˡˤˢ ˪˰˲ˣˬ ˸˧˦ˬˣ˦ˣ˞ ˸ˣ˰˴ˬ˞˟ ˸ˣ˞˷˶ˢ 

˷ˬ˸˷ˬˢ Σˡˣ˰ ˧ˮ˲˪ ˥˸˲ˬˢ˷ ˵˧˲˯ˢ ˞˟˧˧˪ ˣ˪˧˲˞ ˸˶ˣ˷ ˡˣ˵ ˸˥˞ ˢ˪˧˟˥ˢˬ ˪˞ ˨ˣ˸ ˦˵˧ˣ˶˲ˢ ˣ˪˷. 

Dependency Tree  

π˟NPM Σˢ˪˧˟˥ ˞ ϥˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢ˧ˣ˪˸ ˢ˪˧˟˥˟ ˟ Σϥˢ˧ˣ˪˸˷ ˢ˪˧˟˥˟ ɣ Σϥ˭˩ˣ ˢ˞˪ˢ Φˢˮ˵˸ˢ ˪˷ ˢ˪˧˟˥ 

ˢˬ˧ˬ˸ ˸˥˞ ˢ˪ˣ˩˧ Ϧ˟ˣ˞˷˪ Ϧ˸ˣ˞ˬ ˸ˣ˪˧˟˥ ˸ˣ˶˥˞ ˪˞ ˨ˣ˸ ˦˵˧ˣ˶˲ˢ ˫˩˪˷ Φ˫˧˲˵ˣ˸ ˫˧˪˴ˮˬ ˸˞ ˸˶˷˶˷ˢ 

ˣˤˢ ˧ˡ˩ ˵˧˶ˤˢ˪ ˡˣ˵ ˧ˮˣˡˤ ˢ˪˧˟˥˪ ˢˮ˦˵ ˸˥ˡ˧ˮˣ ˵ˣˬ˰ ˳˰˟ Σ˨ˣ˸ˬ ˢ˰˧ˡ˧ ˞˧ˢ˷ ˰˧ˠ˸ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ 

˧˷ˬ˸˷ˬ˪ ˢ˴˵ˢΦ 
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AxiOS 

ˢˮˣ˶˥˞˪ Σ˱ˣ˯˟ ˳˶ˬ нлнс Σ˸˧˧˶˲˯ AxiOS ˸˧˶˪ˣ˲ˣ˲ˢ ˢ˪˲ˮ ˭˟˶ˣ˵ ˸˲˵˸ˬ˪ ˸˶˷˶˷ ˢ˵˲˯˞ Φ˸˴ˣ˟˵ 

ˢ˲˧˵˸ˢ ˭ˣ˲˴ˢπ˸˧ˮ˞˧˶ˣ˵ ϦSapphire Sleet Ϧˢ˥˧˪˴ˢ ˶˶˥˷˪ ˸ˣ˞˯˶ˠ ˸ˣ˧ˬ˷˶ ˸ˣˬˣˠ˲ˣ ˪˷ ˢ˪˧˟˥ˢ 

ύ˸ˣ˞˯˶ˠ мΦмпΦм xπлΦолΦп ό˧˪˟ˬ ˶˶ˣ˰˪ ˡ˷˥Φ 

˸ˣ˧ˡˣ˥˧˧ˢ ˢ˲˵˸ˬ˟ xʕ ˢ˸˧˧ˢ ˫˧˲˵ˣ˸ˢ˷ ˞˪ ˣˮ˧˷ ˱˞ ˸˶ˣ˷ ˡˣ˵ ˢ˵˧ˠˣ˪˟ ˸˧˶ˣ˵ˬˢ ˪˷ AxiOS Φ˫ˣ˵ˬ˟ ˸˞ˤ Σ

˫ˢ ˣ˰˴˧˟ ˸˵˶ˤˢ ˸ˣ˪˸ ύDependency Insertion όˣ˲˧˯ˣˢˣ ˪πpackage.json ˸ˣ˪˸ ˸˶˸˯ˮ ˸˧ˮˣˡˤˣ ˫˷˟ 

plain-crypto-js Φ˰ˠ˶˟ ˣˢ˷˧ˬ˷ ˭˧˵˸ˢ ˸˞ ˭ˣ˩ˡ˰ˢ ˪˷ AxiOS Σ˸ˣ˪˸ˢ ˸˧ˮˣˡˤˢ ˢ˩˷ˬˮ ˸˧˦ˬˣ˦ˣ˞ ˢ˪˧˰˲ˢˣ 

˦˲˧˶˵˯ ˫˷˟ setup.js ˸ˣ˰˴ˬ˞˟ ˭ˣˮˠˮˬ sπpost-install Φ˦˲˧˶˵˯ˢ ˪˰˲ ˦˵˷˟ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ Σ˪˧˰˲ˢ 

ˢ˵˧ˠˣ˪ ˸˪˲˶ˣ˰ˬ ˧ˣˢ˧ˤ˪ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Σˡ˧˶ˣˢˣ ˯ˣ˯ ˧ˮ˞˧ˣ˶˦ ύRAT ό˶˷˲˞˷ ˫˧˲˵ˣ˸˪ ˢ˦˧˪˷ ˢ˞˪ˬ 

˵ˣ˥˶ˬ Φˡ˥˞ ˫˧˶˟ˡˢ ˫˧ˠ˧˞ˡˬˢ ˶˸ˣ˧˟ ˰ˣ˶˧˞˟ ˢˤˢ ˞ˣˢ ˸˪ˣ˩˧ˢ ˪˷ ˡˣ˵ˢ ˵ˣ˥ˬ˪ ˸˞ ˣ˧˸ˣ˟˵˰ Φ˶˥˞˪ 

˯ˣ˶˧ˣˣˢ˷ ˶ˡˣ˥ ˸˩˶˰ˬ˪ ˰˴˟ˬˣ ˸˞ ˶ˣ˷˧˵ˢ ˸˶˷˪ ˪˷ ˫˧˲˵ˣ˸ˢ Σ˞ˣˢ ˵˥ˣˬ ˸˞ ˳˟ˣ˵ ˢˮ˵˸ˢˢ ˧˶ˣ˵ˬˢ 

ˢˮ˷ˬˣ ˸˞ ˸ˣˬ˷ ˫˧˴˟˵ˢ ˸˧˧˵˧˸˟ ˡˣ˵ˢ ˫˩˪˷ ˨˩ ˣ˞˶˧˧˷ ˫˧ˮ˧˵˸ ˭˧˦ˣ˪˥˪Φ 

˫ˠ ˫˞ ˫˸˷˵˧˟ ˧˪˩ˬ AI ˟ˣ˸˩˪ ˫˩˪ ˢ˧˴ˬˣ˦ˣ˞ x˞ ˱ˡ ˢ˸˧˥ˮ ˫˸˴˶ˢˣ ˸˞ ˡˣ˵ˢ ˫˩˪˴˞ ˟˷˥ˬ˟ Σ˪ˣ˩˧ ˸ˣ˧ˢ˪ 

˧˪˩ˢ˷ ˷ˬ˸˷ˢ ˢ˯˶ˠ˟ ˢ˷ˡ˥ˢ ˶˸ˣ˧˟ ˪˷ AxiOS Φˢˮ˵˸ˢ ˣˤ˩ ˞˪ ˸˷˶ˣˡ ˶ˣ˷˧˞ ˫˩˪˷ Τ˞˧ˢ ˸˧˶ˣ˵ ˵˪˥˩ 

˸ˣ˶ˡˠˢˬ ˸˶˧˶˟ ˪ˡ˥ˬˢ ˪˷ ˸˟˧˟˯ ˥ˣ˸˧˲ˢΦ 

ˢ˶˵ˬ ˢˤ ˷˧˥ˬˬ ˣˮ˪ ˢ˶ˣ˴˟ ˸˵˸˶ˬ ˡ˴˧˩ ˣ˪˧˲˞ ˸ˣ˧˶˲˯ ˸˧˸˷˸ ˸ˣ˞˴ˬˮˢ ˟˪˟ ˣ˟˧˪ ˪˷ ˦˰ˬ˩ ˪˩ ˦˵˧ˣ˶˲ 

˧ˮ˶ˡˣˬ ˸ˣ˪ˣ˩˧ ˨ˣ˲ˢ˪ ˭˟ ˰ˠ˶ ˶ˣ˦˵ˣˣ˪ ˢ˲˧˵˸ ˧ˮ˪˦˵ ˟˧˧˥ˬˢ ˥ˣ˸˧ˮ ˵˧ˬ˰ˬΦ 
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Shai-Hulud π ˸˰˪ˣ˸ ˸˶˷˶˷ ˢ˵˲˯˞ˢ  

˨˪ˢˬ˟ ˸˧˴˥ˬˢ ˢ˧˧ˮ˷ˢ ˪˷ ˸ˮ˷ нлнр Σ˸˩˶˰ˬˢ ˸˧ˠˣ˪ˣ˵˞ˢ ˪˷ NPM ˢ˸ˣˣ˥ ˧˸˷ ˸ˣ˲˵˸ˬ ˸˶˷˶˷ 

ˢ˵˲˯˞ ˸ˣ˶˯˥ ˫˧ˡ˵˸ ˸˥˸ ˫˷ˢ ϦShai-Hulud ΣϦˣˬ˧ˠˡˢ˷ ˢˮˣ˷˞˶˪ ˢ˵ˤˣˮ ˸˪˰ˣ˲ˢ ˸˰˪ˣ˸˩ ύWorm ό

ˢ˴˧˲ˬˢ ˸˞ ˢˬ˴˰ Φ˪ˠ˟ ˭ˣ˷˞˶ˢ ˪˥ˢ˷ ˶˟ˬ˦˲˯˟ Σ˫˧˲˵ˣ˸ˢ ˣ˪˴˧ˮ ˸˞ ˦˲˧˶˵˯ sπpostinstall ˧ˡ˩ ˪˧˰˲ˢ˪ 

˧˵˶ˣ˯ ˸ˣˡˣ˯ ˫˧˧ˬ˧ˮ˲ ύˣˬ˩ TruffleHog όˣ˶˴˵˷ ˧ˮ˸˷ˬ ˢ˟˧˟˯ Σ˸ˣ˥˸˲ˬ ˭ˮ˰ ˫˧ˮ˵ˣ˦ˣ ˪˷ GitHub xπNPM Φ

˸ˣˡˣ˯ˢ ˣ˟ˮˠˮ˷ ˣ˪˰ˣˢ ˧˶ˠ˞ˬ˪ GitHub ˫˧˧˟ˬˣ˲ ˶˴˧˷ ˱˵ˣ˸ˢ Σ˵˪˥˟ˣ ˫˧˶˵ˬˢˬ ˸˰˪ˣ˸ˢ ˱˞ ˢ˩˲ˢ ˫˧˶ˠ˞ˬ 

˫˧˧˦˶˲ ˫˧˧˶ˣ˟˧˴˪ ύ˸˥˸ ˸ˬˣ˧˯ˢ migration- Φό˭ˬˤ ˶˴˵ ˶˥˞˪ ˭˩ˬ Σ˶˟ˬ˟ˣˮ˟ Σˢ˰˧˲ˣˢ ˢ˯˶ˠˢ ˸˧ˮ˯˶ˢˢ 

˶˸ˣ˧ π ϦShai-Hulud нΦл Ϧπ ˢ˵˧˟ˡˢ˷ ˸ˣ˶˧ˢˬ˟ ˢ˪˰ˬ˪ ˬπнрΣллл ˫˧˶ˠ˞ˬ ˢ˰ˠ˲ˣ ˸ˣ˧ˣ˪˸˟ ˸ˣ˧˶˪ˣ˲ˣ˲ ˪˷ 

˸ˣ˶˟˥ ˵ˮ˰ ˣˬ˩ Postman xπZapier Φˢ˯˶ˠ xʕ ˢ˶˟˰ ˪ˣ˰˲˪ ˶˟˩ ˟˪˷˟ sπpreinstall ύ˸ˣ˰˴ˬ˞˟ ˫˧˴˟˵ ˣˬ˩ 

setup_bun.js Σόˢˠ˧˴ˢˣ ˸ˣ˪ˣ˩˧ ˸ˣ˶˯˥ ˫˧ˡ˵˸ Υ˞˧ˢ ˢ˰ˡ˧ ˪˧ˡ˟ˢ˪ ˭˧˟ ˸˟˧˟˯ ˥˸˲ˬ ˸˧ˬˣ˵ˬ ˸˟˧˟˯˪ CI/CD 

˧ˡ˩ ˵ˬ˥˸ˢ˪ ˶ˣ˦˧ˮˬ, ˢ˶˴˧ˣ ˭ˣˮˠˮˬ Backdoor ˶˷˲˞˷ ˫˧˲˵ˣ˸˪ ˳˧˶ˢ˪ ˸ˣˡˣ˵˲ ˵ˣ˥˶ˬ ˪˰ ˢˮˣ˩ˬˢ ˢ˰ˣˠˮˢ 

˸ˣ˰˴ˬ˞˟ ˸˥˧˸˲ Ϧ˫˧ˮˣ˧ˡύ ϦDiscussions όπ˟GitHub Φ˭˲ˣ˞˟ ˡ˧˶˦ˬ Σˢ˯˶ˠˢ ˢ˧˧ˮ˷ˢ ˫ˠ ˢ˰˴˧˟ Cross-

victim exfiltration Σˢ˟˷ ˸ˣˡˣ˯ ˪˷ ˭ˣˠ˶˞ ˡ˥˞ ˣˬ˯˶ˣ˲ ˭ˣ˟˷˥˟ ˪˷ ˭˟˶ˣ˵ ˶˥˞ ˧˶ˬˠ˪ Φ˧ˮ˷˟ ˫˧˪ˠˢ Σ

ˢ˶˦ˬˢ ˢ˸˧˧ˢ ˢˢˤ Υ˷ˣˬ˧˷ ˫˧ˮ˵ˣ˦˟ ˫˧˟ˮˠˮˢ ˧ˡ˩ ˸ˣˮ˲˪ ˪πAPI ˪˷ NPM ˫˯˶˲˪ˣ ˸˧˦ˬˣ˦ˣ˞ ˸ˣ˞˯˶ˠ 

˸ˣ˰ˣˠˮ ˸ˣ˲˯ˣˮ ˸˥˸ ˫ˬ˷ ˪˷ ˫˧˥˸˲ˬ ˫˧˧ˬ˧˦˧ˠ˪ Σˢˬ ˶˴˧˷ ˸˟ˣˠ˸ ˸˶˷˶˷ ˸˧˪˞˧˴ˮˮˣ˲˯˵˞Φ  

 

 



 
 

Trust no package:   -NPM 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ мус, ˧ˮˣ˧ нлнс  ф 
 

 

˸˶ˣ˦˵˦˧˩˶˞ ˵˶ˣ˯ˢ 

˧ˡ˩ ˡˡˣˬ˸ˢ˪ ˫˰ ˫˧ˬˣ˧˞ ˣˬ˩ ˪ˣ˴˧ˮ ˢ˪˧˟˥ ˢ˪ˣˡˠ ˣˬ˩ AxiOS xπ Shai-Hulud  Σ˫˧˴˶˷ ˡ˧ˬ ˫˰ ˢˮ˵˸ˢˢ 

ύpreinstall / postinstall ό˫˧ˣˣ˯ˬˣ ˸˞ ˫ˬ˴˰ ˳˰˟ ˸ˣ˧ˣ˪˸ˢ Σ˧˸˧ˮ˟ ˵˶ˣ˯ ˭ˣ˸˧˧˲˟ ˯˯ˣ˟ˬˢ ˪˰ ˥ˣ˸˧ˮ ˧˦˦˯ Φ

˧˪˩ˢ ˵˶ˣ˯ ˸˞ ˧˴˟˵ ˶ˣ˵ˬˢ ˞˦ˬˢˣπˢ˦˞ˡ ˷˲˥ˬˣ ˫ˢ˟ ˸ˣ˧ˣˠˢˮ˸ˢ ˸ˣ˧˪ˬˣˮ˞ Φ˳˪ˬˣˬ ˳˧˶ˢ˪ ˣ˸ˣ˞ ˪˰ 

sandboxΦ 

˶ˠ˸˞ˢ ˧ˤ˩˶ˬˢ ˥ˣ˸˧ˮ˟ ˧˦˦˯ ˞ˣˢ ˸ˣ˰ˮˬ˧ˢ ˬπFalse Positives Φˢ˧˴˵ˮˣ˲ ˣˬ˩ child_process.exec ˞˧ˢ 

˸˧ˬ˧˦˧ˠ˪ ˭˧˦ˣ˪˥˪ ˧˪˩˟ CLI Σ˨˞ ˢˡ˧˷˥ˬ ˡˣ˞ˬ ˢ˧˧˶˲˯˟ ˢˮ˦˵ ˟ˣ˷˧˥˪ ˫˧˩˧˶˞˸ Φ˭˩˪ Σˢ˟˧˪ˢ ˪˷ ˵˶ˣ˯ˢ 

˞˧ˢ ˸˩˶˰ˬ ˡˣ˵˧ˮ ˸˪˪˵ˣ˷ˬ ˸˵˪ˣ˥ˬˢ ˷ˬ˥˪ ˸ˣ˧˶ˣˠ˦˵ ˭ˣ˩˧˯ ˸ˣ˧ˤ˩˶ˬ Φ˪˩ ˢ˧˶ˣˠ˦˵ ˸˪˟˵ˬ ˭ˣ˧˴ ˡ˶˲ˮ˟ ύ˫˰ 

˸˶˵˸ ˫ˣˬ˧˯˵ˬ ˧ˡ˩ ˰ˣˮˬ˪ ˢ˧˦ˢ Σό˱ˣ˯˟ˣ ˨˧˪ˢ˸ˢ ˟˷ˣ˥ˬ ˭ˣ˧˴ ˪˪ˣ˩ ˰˧˶˩ˬˢ ˸˞ ˸ˬ˶ ˸ˣˮ˩ˣ˯ˬˢ ˪˷ 

ˢ˪˧˟˥ˢΦ 

 

˟ˣ˷˧˥ ˡˣ˵˧ˮˢ π ˭ˣ˧˴ ˯˯ˣ˟ˬ ˸ˣ˸ˣ˞Υ 

˶ˣ˵ˬ˟ Σ˵˶ˣ˯ˢ ˯˯˟˸ˢ ˪˰ ˢ˵ˣ˪˥ ˢ˷˵ˣˮ ˪˷ ˸ˣ˯˩ˬ ˡˣ˵˧ˮ ύCaps ό˪˩˪ ˢ˧˶ˣˠ˦˵ Σ˨˞ ˢ˷˧ˠ xʕ ˢ˶˴˧ Ϧˢ˯˲ˣ˵ 

ˢ˶ˣ˥˷ Ϧˢ˸˷˵ˢ˷ ˭˧˟ˢ˪ ˸˞ ˸˶ˬˣ˥ ˫ˣ˧˞ˢ ˭˩˪ˣ ˧˸˦˪˥ˢ ˸ˣˮ˷˪ ˢ˸ˣ˞Φ 

˧ˡ˩ ˶ˣ˸˲˪ ˸˞ˤ Σ˧˸˟˸˩˷ ˸˞ ˰ˣˮˬ ˢ˵˧˶˯ˢ ˨˩ ˡˣ˟˰˧˷ ˢ˦˧˷˟ ˪˷ ˭ˣ˧˴ ˯˯ˣ˟ˬ ˸ˣ˸ˣ˞ Signals)ό Φ˫ˣ˵ˬ˟ 

˶˧ˤ˥ˢ˪ ˶˲˯ˬ ˫ˣ˦˞ Σ˸˩˶˰ˬˢ ˸˲˯ˣ˞ Ϧ˸ˣ˸ˣ˞ ˭ˣ˩˧˯ Ϧ˫˧˧˦˶˵ˮˣ˵ ˨˪ˢˬ˟ ˢ˵˧˶˯ˢ ύ˪˷ˬ˪Ϧ Υˣ˪ˠ˸ˢ ˸ˣˡˣ˵˲ 

˸ˣˮ˩ˣ˯ˬ ˟πInstall hookϦ ΣϦˣ˞˴ˬˮ ˸ˣ˧ˣ˪˸ ˸ˣ˲ˡˣ˰ ΣϦˣ˞ Ϧˢ˸˪ˠ˸ˢ ˢ˧˴˵˯ˣ˲˟ˣ˞ ΦόϦ˪˩ ˸ˣ˞ ˢˤ˩ ˫˶ˣ˸ ˡˣ˵˧ˮ 

˧˲˧˴˲˯ ˭ˣ˧˴˪ ˪˪ˣ˩ˢ Σ˟ˣ˷˥ˢˣ ˪˩ˬ π ˠ˧˴ˬ ˦˯˧˪ˮ˞˪ ˱ˣ˯˟ ˢ˴˧˶ˢ ˦ˣ˶˧˲ ˱ˣ˵˷ ˭˧˦ˣ˪˥˪ ˪˷ ˢˬ˪ ˢ˪˧˟˥ˢ 

ˢˮˬˣ˯ ˸ˮ˩ˣ˯ˬ˩ Φˢ˷˧ˠ xʕ ˸˪˰˧˧ˬ ˸˞ ˨˧˪ˢ˸ sπTriage ˸˩˯ˣ˥ˣ ˭ˬˤ ˶ˣ˵˥˸ ˶˵˧Φ 
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ˢ˧˴ˮˠ˧˪˦ˮ˧˞ ˸˧˦˯˧˶ˣ˧ˢ Υ˸ˮ˟ˢ ˦˯˵˦ˮˣ˵ˢ 

˧ˡ˩ ˸ˣ˯ˮ˪ ˨ˣ˲ˢ˪ ˸˞ ˵˶ˣ˯ˢ ˫˩˥˪ ˸ˬ˞˟ Σ˞ˣˢ ˣˮ˧˞ ˨ˬ˸˯ˬ ˵˶ ˪˰ ˱ˣ˯˧˞ ˸ˣˡˣ˵ˮ ˶ˣˣ˧˰ Φ˧˸˲˯ˣˢ ˢ˵˧ˠˣ˪ 

ˢˬ˧˞˸ˬ˷ ˸˞ ˸ˬ˶ ˢ˶ˬ˥ˢˢ ˫˞˸ˢ˟ ˠˣ˯˪ ˢ˪˧˟˥ˢ Φˢˬˠˣˡ˪Υ 

 ˸ˣ˧˶˲˯ ˶ˤ˰Υ ˫˞ ˵˶ˣ˯ˢ ˢˢˤˬ ˶˟ˣˡˬ˷ ˸˧˧˶˲˯˟ ˶ˤ˰ ύˣˬ˩ lodash Σό˞ˣˢ ˢ˲˴ˬ ˞˧ˢ˷ ˞˪ ˪˧˩˸ 

postinstall ˟˩˶ˣˬ Φˢ˶˵ˬ˟ ˢˤ˩ Σ˷ˮˣ˰ ˪˰ ˫˧˦˲˧˶˵˯ x˞ ˶˯ˣ˥ ˞˦ˬ˟πˢ˦˞ˡ ˢ˧ˢ˧ ˶ˣˬ˥ ˧˲ мΦр Φˡ˴ˬ 

˧ˮ˷ Σˡˣ˵ ˪˷ ˸ˣ˧˶˲˯ ˶ˤ˰ ˟ˣ˶˪ ˶˟ˣ˰ ˢ˧˴˵˧˲˧ˮˬ ύMinification Σό˭˩˪ˣ ˵˶ˣ˯ˢ Ϧ˥˪˯˧ Ϧ˭ˢ˪ ˸˴˵ ˶˸ˣ˧ 

˱˧˰˯˟ ˢ˧˴˵˯ˣ˲˟ˣ˞ˢ ˧ˡ˩ ˰ˣˮˬ˪ ˸ˣ˞˶˸ˢ ˞ˣˣ˷Φ 

 ˸ˣˠ˶˥ˢ ˸ˣ˟˧˟˯˪ ˥ˣ˸˧˲ ˸ˣ˶˩ˣˬΥ ˸ˣ˪˧˟˥ ˯˧˯˟ ˪˷ ˸ˣ˟˧˟˯ ˥ˣ˸˧˲ ˸ˣ˧˵ˮ˰ ύˣˬ˩ React, Vue, 

Angular x˞ Lodash ό˸ˣ˦ˣˮ ˸ˣ˧ˢ˪ ˸ˣ˟˩˶ˣˬ ˫˧˸˰˪ˣ ˸ˣ˶˯˥ ˸ˣ˧ˣ˪˸ ˭˧˦ˣ˪˥˪ ύZero 

dependencies Φό˵˶ˣ˯ˢ ˪˧˩ˬ ˭ˣ˪˧ˬ ˸ˣˠ˶˥ˢ ˢˮ˟ˣˬ ύFRAMEWORK_EXCEPTIONS ό˰ˡˣ˧˷ 

˸ˣˢˤ˪ ˸˞ ˸ˣ˪˧˟˥ˢ ˣ˪˪ˢ ˞˪ˣ ˷˧ˮ˰ˢ˪ ˭˸ˣ˞ ˪˰ ˢˮ˟ˬ ˳˰ ˸ˣ˧ˣ˪˸ˢ ˭ˢ˪˷ Σ˨˩˟ˣ ˨˯ˣ˥ ˣˮ˸˧˞ˬ 

˸ˣ˞˶˸ˢ ˞ˣˣ˷ ˸ˣ˶˸ˣ˧ˬΦ 
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 ˡˡˬ ˸ˣ˲˧˲˴ˢ Density Score)ό: ˧ˣˢ˧ˤ ˫˧ˬˣ˧˞ ˞ˣˢ ˞˪ ˵˶ ˸˞˧˴ˬ ˢ˪˧ˬ ˢˡ˧˷˥ˬ Σ˞˪˞ ˸ˮ˟ˢ 

˱˵˧ˢ ˢ˵˟ˡˢˢ ˯˥˧˟ ˪ˡˣˠ˪ ˢ˪˧˟˥ˢ Φˢ˪˧ˬ ˸ˮ˩ˣ˯ˬ ˸˥˞ ˨ˣ˸ˬ млΣллл ˫˧˴˟˵ ˫˧˧ˬ˧˦˧ˠ˪ ˢ˪ˣ˩˧ 

˸ˣ˧ˢ˪ ˢ˶˰ˢ ˢˬ˧ˬ˸ ˡˣ˵˟ x˞ ˶ˣ˩ˤ˞ ˧˶˵ˬ Φ˸ˬˣ˰˪ ˸˞ˤ Σ˫˞ р҈ x˞ нр҈ ˫˧˴˟˵ˢˬ ˢ˪˧˟˥˟ 

˫˧˪˧˩ˬ ˸ˣ˞˧˶˵ ˸ˣ˧˦˧˶˵ π ˶˟ˣˡˬ ˪˩˩ ˢ˞˶ˮˢ ˢ˵˟ˡˢ˟ ˸˧˟˥ˣ˶ ˸ˮˣˣ˩ˬ Φ˵˶ˣ˯ˢ ˟˷˥ˬ ˸˞ 

˸ˣ˲˧˲˴ ˫˧˴˟˵ˢ ˫˧˰ˣˠˮˢ ˱˧˯ˣˬˣ Ϧ˯ˮ˵ Ϧ˧˸ˣ˰ˬ˷ˬ ˭ˣ˧˴˪ ˭ˣ˩˧˯ˢ ˪˩˩ ˸ˣ˲˧˲˴ˢ˷ ˢ˪ˣ˰Φ 

 ˸˥ˮˢ ˸ˣˮˬ˞ˮˢ Trust Discount)Υό ˣˢˤ ˭ˣˮˠˮˬˢ ˟ˣ˷˥ˢ ˶˸ˣ˧˟ ˸˸˥˲ˢ˪ ˷˰˶ ˸˰˧ˮˬ˪ˣ 

˸ˣ˞˶˸ˢ ˞ˣˣ˷ ˸ˣ˪˧˟˥˟ ˵ˮ˰ ύˣˬ˩ React x˞ Lodash Φό˵˶ˣ˯ˢ ˭˥ˣ˟ ˸˞ ˞˦ˬˢπˢ˦˞ˡ ˪˷ 

ˢ˪˧˟˥ˢ π ˫˞ ˷˧ ˢ˪ ˢ˯˶ˠ ˸˶ˠˣ˟ ύ˪˰ˬ мΦлΦл Σό˭ˣ˧˷˧˶ ˭˧˵˸ Σˡˣ˰˧˸ ˶˧˷˰ ύ˪˰ˬ ол ˫˧ˣˣ˸ Σό

˶ˣ˷˧˵ˣ ˧˶ˣ˦˧ˤˣ˲˧˶˪ ˶ˣ˵ˬ ύˣˬ˩ GitHub όπ ˵˶ˣ˯ˢ ˪˧˥ˬ ˢ˧˪˰ ˸˧˦ˬˣ˦ˣ˞ Ϧ˸˥ˮˢ ˸ˣˮˬ˞ˮ Ϧ˪˷ 

пл҈ ύ˪˧˲˩ˬ ˸˞ ˭ˣ˧˴ˢ ˪˪ˣ˩ˢ ˟πлΦс Φό˪ˮˣ˧˴˶ˢ ˞ˣˢ ˸ˣ˪˧˟˥˷ ˸ˣ˯˯ˣ˟ˬ ˸ˣ˧˟ˬˣ˲ˣ ˣ˪˞˩ ˸ˣ˦ˣˮ 

˶ˣ˟˰˪ ˸˶˵˟ ˢ˪˧ˢ˵ ˢ˶˧ˬ˥ˬ ˶˸ˣ˧ Σ˭˩˪ˣ ˸ˣ˶˧˟˯ ˢ˵˟ˡˢˢ ˸˧ˮˣ˷˞˶ˢ ύTyposquatting ό˭ˢ˪˷ 

ˢ˩ˣˬˮ ˸˧˸ˣ˰ˬ˷ˬ ˸ˣ˪˧˟˥ˬ ˸ˣ˧ˬ˧ˮˣˮ˞ ˭˧˦ˣ˪˥˪Φ 

 

 

ˢ˧˴˵ˮˣ˲ˢ analyze_scripts 

˧˲˩ ˣˮ˧˞˶˷ ˢ˶˵ˬ˟ ˪˷ ˸˰˪ˣ˸ Shai-Hulud Σ˶ˣ˦˵ˣ ˢ˲˧˵˸ˢ ˧ˤ˩˶ˬˢ ˸˶˷˶˷˟ ˢ˵˲˯˞ˢ ˪˷ NPM ˭˰˷ˮ ˪˰ 

ˢ˴˶ˢ ˸˧˦ˬˣ˦ˣ˞ ˸˶ˤ˰˟ Lifecycle Scripts Φ˧ˡ˩ ˡˡˣˬ˸ˢ˪ ˫˰ ˫ˣ˧˞ˢ ˢˤˢ ˪˷ ϦZero-Click ΣϦ˵˶ˣ˯ˢ ˞˶ˣ˵ 

˸˞ ˳˟ˣ˵ sπpackage.json ˪˷ ˢ˪˧˟˥ˢ ˥˸ˮˬˣ ˸˞ ˢˡ˷ sπscriptsΦ 

ˢ˧˴˵ˮˣ˲ˢ analyze_scripts ˸˥˸ˮˬ ˸˞ ˭˩ˣ˸ˢ ˪˷ ˡˣ˵ ˢˮ˵˸ˢˢ ˷ˣ˲˧˥˟ ˶˥˞ ˸ˣ˧ˮ˟˸ ˢ˪ˣ˰˲ ˪˷ Droppers 

ύ˸ˣ˵ˤˣˮ ˸ˣˡ˧˶ˣˬ˷ ˸˞ ˟˪˷ˢ ˞˟ˢ ˪˷ ˢ˲˵˸ˬˢ ˸˷˶ˢˬ όπxReverse ShellsΦ 
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˨˩ ˸˧˞˶ˮ ˢ˧˴˵ˮˣ˲ˢΥ 

 

 

ˢˬ ˣˮ˧˷˰ ˭˞˩Κ 

мΦ ˷ˣ˲˧˥ ˧˟˧˦˵˞ ˪˷ ˧˪˩ ˸˷˶ xπShellsΥ ˭ˣ˪˧ˬ ˫˧˪˵˷ˬˢ ύKEYWORD_WEIGHTS ό˪˧˩ˬ ˸ˣˡˣ˵˲ ˟ˣ˶˪˷ 

˭˧˞ ˭ˢ˪ ˫ˣ˷ ˢ˵ˡ˴ˢ ˸˧˧˶˲˯˟ JavaScript ˸˧˦˶ˡˮ˦˯ Φˢ˞˧˶˵ ˪πcurl x˞ wget ˨ˣ˸ˬ ˦˲˧˶˵˯ ˢ˰˧˟˴ˬ 

˪˰ ˭ˣ˧˯˧ˮ ˸˩˧˷ˬ ˫˧˴˟˵ ˫˧˧ˮˣˡˤ  ˸˶˷ˬC2 Φˢ˞˧˶˵ ˪πnc ˢ˰˧˟˴ˬ ˪˰ ˭ˣ˧˯˧ˮ ˥ˣ˸˲˪ ˶ˣ˟˧˥ ˶˧˷˧ ˱˵ˣ˸˪Φ 

нΦ ˪˵˷ˬ ˪ˣ˲˩ ˪˰ ˢ˧˴ˬˣ˦ˣ˞Υ ˫˞ ˸ˣˡˣ˵˲ˢ ˸ˣˡˣ˷˥ˢ ˣ˪˞ˢ ˸ˣ˰˧˲ˣˬ ˦˲˧˶˵˯˟ ˪˰˲ˣˬ˷ ˸˧ˮˡ˧ ύˣˬ˩ npm 

run test x˞ npm run build Σόˢ˪˧˟˥ˢ ˸ˠ˲ˣ˯ ˡˣ˵˧ˮ ˧˪˧˪˷ Σ˨˞ ˞˪ ˥˶˩ˢ˟ ˧˦˧˶˵ Φ˸ˬˣ˰˪ ˸˞ˤ Σ˫˞ 

˦˲˧˶˵˯ˢ ˶ˡˠˣˬ ˩πpreinstall x˞ postinstall ύ˶ˬˣ˪˩ Σ˞ˣˢ ˳ˣ˶˧ ˸˧˦ˬˣ˦ˣ˞ ˞˪˪ ˸˰˧ˡ˧ ˥˸˲ˬˢ Σό

ˢ˵˧ˠˣ˪ˢ ˢ˪˧˲˩ˬ ˸˞ ˷ˮˣ˰ˢ ύhook_multiplier = 2.0 Φόˢ˶˸˧ ˸˞ˤˬ Σ˸˩˶˰ˬˢ ˸ˬ˷ˣ˶ ˸˞ ˞˴ˬˬˢ Σ

˸˩˶˰ˬˣ sπSignals ˸˧˲ˣ˯ˢ ˢˢˤ˸ ˪˰˲ˣˬ˷ ϦInstall hook Ϧ˭˩ˣ˯ˬ Σˢˬ ˳˧˲˵˧˷ ˡ˧ˬ ˸˞ ˸ˬ˶ ˭ˣ˩˧˯ˢ ˪˷ 

ˢ˪˧˟˥ˢ ˢˬˣˡ˞˪ ˸ˣ˰˴ˬ˞˟ ˯ˮ˵ ˶˧˷˧ ˪˷ ол ˸ˣˡˣ˵ˮΦ 
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ˢ˧˴˵˯ˣ˲˟ˣ˞ xπJSFuck 

˸˥ˮˢ ˢˡˣ˟˰ˢ ˣˮ˪˷ ˥ˣ˸˧ˮ˟ ˸ˣ˪˧˟˥ NPM ˞˧ˢ ˱˵ˣ˸˷ ˧˰ˣ˴˵ˬ ˫˪ˣ˰˪ ˞˪ ˶˧˞˷˧ ˡˣ˵ ˧ˮˣˡˤ ˧ˣ˪ˠ ˭˧˰˪ Φ˸ˣˡˣ˵˲ 

ˣˬ˩ όύeval x˞ ˸ˣ˞˧˶˵ ˪πchild_process ˣ˴˲˵˧˷ ˡ˧ˬ ˢ˵˧˶˯˟ ˢ˦ˣ˷˲ Σˣ˶˟˰˧ ˨˧˪ˢ˸ ˪˷ ˢ˞ˣˣ˯ˢ x˞ 

ˢ˧˴˵˯ˣ˲˟ˣ˞ Φˢ˶˦ˬˢ ˪˷ ˱˵ˣ˸ˢ ˞˧ˢ ˨ˣ˲ˢ˪ ˸˞ ˡˣ˵ˢ ˞˧˶˵˪ ˶ˣ˟˰ ˰ˣˮˬ sπJavaScript ύsπV8 Σό˨˞ ˧˸˪˟˪ 

˞˧˶˵ ˭˧˦ˣ˪˥˪ ˶ˣ˟˰ ˶˵ˣ˥ ˧˷ˣˮ˞ x˞ ˵˶ˣ˯ ˯˯ˣ˟ˬ ˸ˣ˪˧ˬ ˥˸˲ˬΦ 

˧ˡ˩ ˡˡˣˬ˸ˢ˪ ˫˰ ˢˤ Σ˵˶ˣ˯ˢ ˧˸˥˸˧˲˷ ˷ˬ˸˷ˬ ˢ˷˧ˠ˟ xlπ˸˧˟˪˷ Φ˟˪˷ˢ ˭ˣ˷˞˶ˢ ˞ˣˢ ˷ˣ˲˧˥ ˧˟˧˦˵˞ ˪˷ 

˸ˣ˧ˮ˟˸ ˢ˧˴˵˯ˣ˲˟ˣ˞ ˸ˣ˶˩ˣˬ ˨ˣ˸ ˷ˣˬ˧˷ ˫˧˧ˣ˦˧˟˟ ˫˧˧˶˪ˣˠ˶ ύRegexΦό 

˫ˣ˵ˬ˟ ˢ˷˧ˠ ˸˧˶˞ˮ˧˟ ˪˷ Ϧ˧˸˞˴ˬκ˞˪ ˧˸˞˴ˬ ΣϦ˵˶ˣ˯ˢ ˡ˟ˣ˰ ˫˰ ˸˩˶˰ˬ ˫˧˪˵˷ˬ Φ˪˩ ˸˧ˮ˟˸ ˢˢˣˤˬ˷ 

ˢ˲˧˯ˣˬ ˸ˣˡˣ˵ˮ ˭ˣ˧˴˪ sϦ˪ˣ˲˶˰ Ϧ˪˪ˣ˩ˢ ˪˷ ˳˟ˣ˵ˢ Φ˫˞ ˭ˣ˧˴ˢ ˢ˴ˣ˥ ˱˶ ˫˧ˣ˯ˬ Σ˳˟ˣ˵ˢ ˭ˬˣ˯ˬ ˡˣ˷˥˩ ˱˧˯ˣˬˣ 

˪˵˷ˬ ˭ˣ˧˴˪ ˭ˣ˩˧˯ˢ ˧˪˪˩ˢ ˪˷ ˢ˪˧˟˥ˢΦ 

ˢˮˢ ˸ˬ˧˷˶ ˸ˣ˧ˮ˟˸ˢ ˸ˣ˧ˤ˩˶ˬˢ ˵˶ˣ˯ˢ˷ ˷˲˥ˬ Σ˧˲˩ ˭ˢ˷ ˸ˣ˶ˡˠˣˬ ˡˣ˵˟Υ 

 

 

ˢˬ˧˷˶ˢ ˭˟ˣˬ˩ ˢ˪ˣ˩˧ ˸ˣ˧ˢ˪ ˢ˪ˣˡˠ ˶˸ˣ˧ ˢ˶˧˷˰ˣ ˶˸ˣ˧ Σ˪˟˞ ˣ˪˞ ˸ˣ˧ˮ˟˸ˢ ˧˸˶˥˟˷ ˰ˠ˶˩ ˡ˵ˬ˸ˢ˪ ˭ˢ˟Φ 
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ˢˬ ˣˮ˥ˮ˞ ˫˴˰˟ ˫˧˷˲˥ˬ ˭˞˩Κ 

мΦ ˫˧ˡˣˡ˧˵ ˫˧ˠ˧˶˥ (Hex/Unicode)Υ ˸ˣ˧ˮ˟˸ˢ \\x[0-9a-fA-F]{2} ˢ˟˶ˬˣ ˧ˣˣ˸ sπUnicode ˣˡ˰ˣˮ ˯ˣ˲˸˪ 

ˡˣ˵ ˶˧˸˯ˬ˷ ˸ˣˤˣ˶˥ˬ Φ˫˧˲˵ˣ˸ ˫˧˷ˬ˸˷ˬ ˫˧˸˧˰˪ ˸ˣ˟ˣ˶˵ ˫˧ˡˣˡ˧˵˟ ˣ˪˞ ˧ˡ˩ ˶˧˸˯ˢ˪ ˸ˣ˟ˣ˸˩ IP Σ

˫˧ˮ˧˧ˬˣˡ ύC2 όˣ˞ ˸ˣˡˣ˵˲ ˸˩˶˰ˬΦ 

нΦ JSFuckΥ ˸˵˧ˮ˩˦ tucpuxemhv ˸˧ˮˣ˴˧˵ ˸˵˸˶ˬˣ ˸˞˶˵ˮ˷ JSFuck ˸˶˷˲˞ˬ ˟ˣ˸˩˪ ˪˩ ˸˧ˮ˩ˣ˸ 

JavaScript ˸˧˵ˣ˥ ˸ˣ˰˴ˬ˞˟ с ˫˧ˣˣ˸ ˡ˟˪˟ Υ[ ] ( ) ! + Φ˫˧˲˵ˣ˸ ˫˧˷ˬ˸˷ˬ ˢ˟ ˧ˡ˩ ˱ˣ˵˰˪ ˫˧˵˶ˣ˯ 

˫˧˷˲˥ˬ˷ ˫˧˪˧ˬ ˸˧˪ˠˮ˞˟ Φ˸ˣ˧ˮ˟˸ˢ \(!"" \+\ [\ ]\ ) ύ˸ˠ˴˧˧ˬˢ ˸˶˧˴˧ ˫˧˶˲˯ˬ όπx

\[\ ]\ ["\w+"\ ]\ ("\w+"\ ) ˸ˣ˥˧˪˴ˬ ˡˣ˴˪ ˸˞ ˸ˣˮˣ˧˯˧ˮˢ ˣ˪˞ˢ ˵˧ˮ˰ˢ˪ˣ ˫ˢ˪ ˪˵˷ˬ ˧˦˧˶˵ ˪˷ нр ˸ˣˡˣ˵ˮΦ 

оΦ ˸ˣˤˣ˶˥ˬ ˸ˣ˪˴ˣ˲ˬ ύSplit Strings όˢ˞˧˶˵ˣ ˸˧ˬˮ˧ˡΥ ˧ˡ˩ ˱ˣ˵˰˪ ˷ˣ˲˧˥ ˦ˣ˷˲ ˪˷ ˢ˪˧ˬˢ require x˞ 

exec Σ˫˧˲˵ˣ˸ ˣ˪˴˲˧ ˸˞ ˸ˤˣ˶˥ˬˢ ˣ˶˟˥˧ˣ ˢ˸ˣ˞ ˭ˬˤ˟ ˢ˴˧˶ ύ˪˷ˬ˪ Υ'ex' + 'ec' Φόˢ˶ˣ˷ˢ ˪˷ sπSplit 

strings ˸˞˧˶˵ˣ ˫˧ˮ˧˧˲˞ˬˢ ˸˧ˬˮ˧ˡˢ ύwindow[...] όˣˡ˰ˣˮ ˸ˣˢˤ˪ ˡˣ˵ ˵ˣ˯˰˷ ˧ˡˬ ˶ˣ˟˧˥˟ ˸ˣˤˣ˶˥ˬ 

˸ˣˮ˦˵ ˢ˶ˣ˴˟ ˢˡˣ˷˥Φ 

пΦ ˫˧ˮ˸˷ˬ ˫˧˧˞˶˵˞ Long random identifiers)Υό ˫˧˪˩ ˫˧˰˴˟ˬ˷ ˪ˣ˲˶˰ ˡˣ˵ ˫˧˦ˣˮ ˱˧˪˥ˢ˪ ˸ˣˬ˷ 

˸ˣ˧˴˵ˮˣ˲ ˫˧ˮ˸˷ˬˣ ˸ˣˬ˷˪ ˫˧˩ˣ˶˞ ˧˶˯˥ˣ ˸ˣ˰ˬ˷ˬ ˪˷ˬ˪ aBcDeFgHiJkL...)ό.  ˵˶ˣ˯ˢ ˢˢˤˬ ˫˧˪˧ˬ 

˪˰ˬ нр ˫˧ˣˣ˸ ˫˧˲ˣ˴˶ ˶ˣ˦˵˧ˡˮ˧˞˩ ύ˪˵˷ˬ˟ ˨ˣˬˮ ˶˸ˣ˧ ˪˷ мл ˸ˣˡˣ˵ˮ Σ˷˷˥ˬ ˪πFalse Positives ˡˣ˵˟ 

ˣ˶ˣ˵ˬ˷ ˟πWebAssembly x˞ ˫˧˴˟˵ ˫˧˯ˣ˥ˡ ˡˣ˞ˬΦό 

˧ˡ˩ ˶˲˷˪ ˫˧˰ˣ˴˧˟ Σ˪˩ ˫˧˧ˣ˦˧˟ˢ ˫˧˧˶˪ˣˠ˶ˢ ˣ˪˞ˢ ˫˧˪˲ˬˣ˵ˬ ύCompiled ό˷˞˶ˬ ˸˪˧˥˸˟ ˢ˴˧˶ˢΥ 

 

˪˟˞ Regex Σ˵ˤ˥ ˪˩˩ ˢ˧ˢ˧˷ Σ˪˟ˠˣˬ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˢˬ˪ ˣˮ˥ˮ˞˷ ˫˧˰ˡˣ˧ ˷˲˥˪ Φ˱˵ˣ˸ ˟ˣ˸˩˧˷ ˫˸˧˶ˣˠ˪˞ 

˪ˣ˲˶˰ ˷ˡ˥ Σ˪ˣ˪˰ ˵ˣˬ˥˪ ˸ˣ˧ˮ˟˸ˢˬ ˣˮ˪˷ Φ˵ˣ˧ˡ˟ ˪˧˟˷˟ ˢˤ Σ˟˪˷ˢ ˧ˮ˷ˢ ˪˷ ˥ˣ˸˧ˮ ˪ˣ˲˶˰ˢ ˨ˬ˸˯ˬ ˪˰ 

ˢ˵˧˦ˬ˸ˬ ˢ˶ˣˢ˦Φ 

 

˸˧˧˲ˣ˶˦ˮ˞ ˭ˣˮ˞˷ ύShannon Entropyό 

˵˶˲˟ ˫ˡˣ˵ˢ ˣˮ˧˞˶ ˭˸˧ˮ˷ ˡˣ˴˪ ˡˣ˵ Obfuscated ˸ˣ˰˴ˬ˞˟ ˸ˣ˧ˮ˟˸ Regex ˸ˣ˶˩ˣˬ Φˢ˧˰˟ˢ ˢ˷˧ˠ˟ xʕ ˞˧ˢ 

ˣˮ˥ˮ˞˷ ˫˧˪ˣ˩˧ ˞ˣ˴ˬ˪ ˵˶ ˸˞ ˢˬ ˣˮ˥ˮ˞˷ ˶˟˩ ˫˧˰ˡˣ˧ ˷˲˥˪Φ 
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˧ˡ˩ ˡˡˣˬ˸ˢ˪ ˫˰ ˶ˣˤ˞ˢ ˶ˣˣ˧˰ˢ ˢˤˢ Σ˵˶ˣ˯ˢ ˪˧˰˲ˬ ˸˟˩˷ ˢˮˠˢ ˢ˧˧ˮ˷ ˸˯˯ˣ˟ˬˢ ˪˰ ˸˧˧˲ˣ˶˦ˮ˞ ˭ˣˮ˞˷π 

ˠ˷ˣˬ ˸˶ˣ˸ˬ ˢ˧˴ˬ˶ˣ˲ˮ˧˞ˢ ˡˡˣˬˢ ˸˞ ˸ˬ˶ ˸ˣ˧˞˶˵˞ˢ Σˣ˞ ˶˯ˣ˥ ˸ˣ˞ˡˣˣˢ Σ˨ˣ˸˟ ˱˯ˣ˞ ˪˷ ˫˧ˮˣ˸ˮ Φ˦˯˵˦ 

˪˧ˠ˶ ύˡˣ˵ˣ ˧˷ˣˮ˞ ό˪˧˩ˬ ˸ˣ˧ˮ˟˸ ˸ˣ˶ˤˣ˥˷ ˪˰ ˭ˬ˴˰ ύ˫˧˥ˣˣ˶ Σ˫˧˪˧ˬ ˸ˣ˶ˣˬ˷ ˣˬ˩ function, return, const Σ

˸ˣ˧˸ˣ˞ˣ ˸˧˪ˠˮ˞˟ ˸ˣ˰˧˲ˣˬ˷ ˸ˣ˶˧ˡ˸˟ ˢ˰ˣˡ˧ Σό˭˩˪ˣ ˢ˧˲ˣ˶˦ˮ˞ˢ ˣ˪˷ ˢ˩ˣˬˮ ˸˧˯˥˧ Σ˟ˣ˶˪ ˟˧˟˯ оΦр ˡ˰ пΦр Φ

˸ˬˣ˰˪ ˸˞ˤ Σˡˣ˵ ˶˟˰˷ ˢˮ˲˴ˢ ˢ˵ˤ˥ Σˡˣˡ˧˵ Base64 ˟˩˶ˣˬ Σˣ˞ ˢ˧˴˵˯ˣ˲˟ˣ˞ ˸˧ˮˣ˴˧˵ ˸˯˥ˣˡ˷ ˫˧ˮˣ˸ˮπ 

ˢ˞˶˧ ˣˬ˩ ˢ˪˧˪˟ ˸˧˞˶˵˞ ˭˧˦ˣ˪˥˪ ˪˷ ˫˧ˣˣ˸ Φ˟˴ˬ˟ ˢˤ˩ Σˡˡˬ ˢ˧˲ˣ˶˦ˮ˞ˢ ˵ˮˤ˧ ˢ˪˰ˬ˪Φ 

ˢ˥˯ˣˮˢΥ 

 

˨˩ ˢ˞˶ˮ ˷ˣˬ˧ˬˢ ˪˷ ˢ˥˯ˣˮˢ ˸˧˦ˬ˸ˬˢ ˵˶ˣ˯˟Υ 

 

˨˧˞ ˢˤ ˡ˟ˣ˰ ˪˰ˣ˲˟Κ 

ˢ˧˴˵ˮˣ˲ˢ ˸˰˴˟ˬ ˶˟˰ˬ ˡ˧˥˧ ˪˰ ˦˯˵˦ˢ ˢˮˣ˟ˣ ˸˪˟˦ ˸ˣ˧ˣ˥˧˩˷ ˪˷ ˫˧ˣˣ˸ˢ ύfreq Φό˶˥˞˪ ˭˩ˬ Σ˞˧ˢ 

˸˟˷˥ˬ ˸˞ ˸ˣ˶˟˸˯ˢˢ ύ$P_$X ό˸˰˲ˣˢ˪ ˪˩ ˣ˸ ˯˥˧˟ ˨˶ˣ˞˪ ˪˪ˣ˩ˢ ˪˷ ˳˟ˣ˵ˢ Σ˸ˬ˩ˣ˯ˣ ˸˞ ˫˧˩˶˰ˢ ˧˲˪ 

ˢ˥˯ˣˮˢϷ ΥH = - \sum p_x \ log_2 p_x ΦϷ˪˩˩ ˶ˣˤ˧˲ˢ˷ ˡ˧˥˞ ˶˸ˣ˧ ύ˶˸ˣ˧ ˫˧ˣˣ˸ ˫˧ˮˣ˷ ˫˧˰˧˲ˣˬ˷ ˸ˣ˶˧ˡ˸˟ 

ˢˬˣˡ Σό˨˩ ˢ˞˴ˣ˸ˢ ˸˧˲ˣ˯ˢ ˟˶˵˸˸ ˨˶˰˪ ˧˪ˬ˧˯˵ˬˢ ύˢ˧˲ˣ˶˦ˮ˞ ˪˷ у ˶ˣ˟˰ ˸˧˟ ˡˡˣ˟Φό 

˧ˡ˩ ˰ˣˮˬ˪ False Positives ˪˰ ˫˧ˮ˸˷ˬ ˫˧˶˴˵ x˞ ˡˣ˵ ˶˧˰ˤ Σˢ˧˴˵ˮˣ˲ˢ ˸˶ˡˠˣˬ ˠ˪ˡ˪ ˪˰ ˫˧˦˯˵˦ ˫˧˶˴˵ˢ 

πˬмлл ˫˧ˣˣ˸Φ 
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˟ˣ˪˧˷ ˢ˧˲ˣ˶˦ˮ˞ˢ ˨˧˪ˢ˸˟ ˸˪˟˵ ˸ˣ˦˪˥ˢˢΥ 

˭ˣ˧˴ˢ ˪˟˵˸ˢ˷ ˸˧˧˴˵ˮˣ˲ˬ ˢ˧˲ˣ˶˦ˮ˞ˢ ˞˪ ˡˬˣ˰ ˧ˮ˲˟ ˣˬ˴˰ Σ˞˪˞ ˭ˤˣˬ ˪˞ ˨ˣ˸ ˢ˵˧ˠˣ˪ˢ ˪˷ 

detect_obfuscation Φ˭˞˩ ˣˮ˰˟˵ Thresholds ˫˧˧ˮ˶ˬ˷ ˸˧˯˥˧ Σ˧ˡ˩ ˡˡˣˬ˸ˢ˪ ˫˰ ˡˣ˵ ˞ˣˢ˷ Minified 

˫˧˸˧˰˪˷ ˠ˧˴ˬ ˢ˧˲ˣ˶˦ˮ˞ ˦˰ˬ ˢˢˣ˟ˠ ˪˧ˠ˶ˢˬΥ 

 

˰ˠ˶˟ ˳˟ˣ˵ˢ˷ ˢ˴ˣ˥ ˱˶ ˢ˧˲ˣ˶˦ˮ˞ ˪˷ рΦр ύˢˬ˶ ˢˠ˧˶˥ ˡˣ˞ˬ ˡˣ˵˪ ˞˧˶˵ Σό˞ˣˢ ˠ˲ˣ˯ ˡ˧ˬ ˯ˮ˵ ˡ˟˩ ˪˷ нр 

˸ˣˡˣ˵ˮ ˡˡˬ˪ ˢ˧˴˵˯ˣ˲˟ˣ˞ Φ˟ˣ˪˧˷ˢ ˪˷ ˢ˧˲ˣ˶˦ˮ˞ ˡ˥˧ ˫˰ Regex ˶˷˲˞ˬ ˵˶ˣ˯˪ ˡˣ˴˪ ˸ˣ˵ˤˣˮ ˸ˣˣ˯ˣˬ ˸ˬ˶˟ 

˵ˣ˧ˡ ˢˢˣ˟ˠ ˢ˟˶ˢ˟ ˸˵˧˶˯ˬ ˦˯˵˦ ˢ˦ˣ˷˲ Φ 

˧ˣˢ˧ˤ ˢ˧˴˵˯ˣ˲˟ˣ˞ ˵˶ ˪˰ ˯˧˯˟ ˢ˵˧˦ˬ˸ˬ ˪ˣ˪˰ ˪˧˟ˣˢ˪ ˭ˣˬ˧˯˪ ˧ˣˠ˷ ˪˷ ˡˣ˵ ˧ˬ˧˦˧ˠ˪ ˶˟˰˷ ˢ˯˧˥ˡ 

ύMinification Φό˧ˡ˩ ˰ˣˮˬ˪ ˸˞ˤ Σ˧˸˲˯ˣˢ ˢ˧˴˵ˮˣ˲˟ detect_obfuscation ˸ˬ˧˷˶ Ϧ˧ˮˬˬ˯ ˡˣ˵ ˧˪ˬ˶ˣˮ Ϧ

ύNORMAL_CODE_INDICATORS Φό˵˶ˣ˯ˢ ˷˲˥ˬ ˸ˣ˪˧ˬ ˥˸˲ˬ ˸ˣ˧˸˶ˠ˷ ˪˷ ˫˧˥˸˲ˬ ύˣˬ˩ function, 

module.exports, reduce, forEach Φό˫˞ ˞ˣˢ ˢˢˤˬ ˸ˣˬ˩ ˸˵˲˯ˬ ˪˷ ˫˧ˮˬˬ˯ ˣ˪˞ ˳˟ˣ˵˟ ˣˮ˧˞˷ ˫ˣ˴˰ 

ˣ˪ˡˣˠ˟ Σ˞ˣˢ ˥˧ˮ˧ ˶˟ˣˡˬ˷ ˡˣ˵˟ ˧ˬ˧˦˧ˠ˪ ˠ˪ˡ˧ˣ ˪˰ ˸˷˧ˮ˰ ˢ˧˴˵˯ˣ˲˟ˣ˞ˢΦ 
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˫˧˰ˣ˴˧˟ ˫˪ˣ˰˟ ˧˸˧ˬ˞ˢ 

ˣˮ˥ˮ˞˷˩ ˫˧˥˸ˮˬ ˸˪˧˟˥ NPM Σˣˮ˥ˮ˞ ˞˪ ˫˧ˡˡˣˬ˸ˬ ˫˰ ˳˟ˣ˵ ˡ˥˞ ΦDependency Tree ˪˷ ˦˵˧ˣ˶˲ 

˰˴ˣˬˬ Σˣˬ˩ ˸˧˧˴˵˧˪˲˞ React ˸˧˦˶ˡˮ˦˯ Σ˪ˣ˩˧ ˪˧˩ˢ˪ ˸ˣ˶˷˰ ˧˲˪˞ ˫˧˴˟˵ ˨ˣ˸˟ ˸˧˧˵˧˸ sπ

node_modulesΦ 

˫˞ ˵˶ˣ˯ˢ ˶ˣ˟˰˧ ˪˰ ˫˧˴˟˵ˢ ˣ˪˪ˢ ˢ˷˧ˠ˟ ˸˧˶ˣ˦ˢ ˸˧˸˶ˣ˯ˬˢ ύ˸˞˧˶˵ ˳˟ˣ˵ Σ˸˴˶ˢ Regex Σ˟ˣ˷˧˥ 

ˢ˧˲ˣ˶˦ˮ˞ Σ˵˶ˣ ˤ˞ ˶˟˰ˬ ˳˟ˣ˵˪ ˞˟ˢ όπ ˸˵˧˶˯ ˢ˪˧˟˥ ˸˥˞ ˢ˧ˣ˷˰ ˸˥˵˪ ˸ˣ˵ˡ ˸ˣ˩ˣ˶˞ Σ˞˧ˢˣ ˨ˣ˲ˢ˸ ˶˞ˣˣ˴˪ 

˵ˣ˟˵˟ ˧˸ˣ˰ˬ˷ˬ ˨˧˪ˢ˸˟ ˥ˣ˸˧˲ˢ ύPipelineΦό 

˭˩˪ Σˢ˶ˣ˦˵˦˧˩˶˞ˢ ˪˷ ˵˶ˣ˯ˢ ˸˟˧˧˥ ˸ˣ˧ˢ˪ ˸˧˪˧˟˵ˬ Concurrent)Φό 

˧ˡ˩ ˡˡˣˬ˸ˢ˪ ˫˰ ˱˵˧ˢ ˫˧˴˟˵ˢ Σ˵˶ˣ˯ˢ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˪ˣˡˣˬ˟ concurrent.futures  ˢˮ˟ˣˬˢ ˭ˣ˸˧˧˲˟ Σ˶˸˧˪ˣ 

˵ˣ˧ˡ ˟πThreadPoolExecutor Φˢ˷˧ˠ xʕ ˸˶˷˲˞ˬ ˣˮ˪ ˪˴ˮ˪ ˶˲˯ˬ Threads ˫˧˪˰ˣ˲ˢ ˪˧˟˵ˬ˟ Σ˶˴˵˪ˣ 

˸˧˸ˣ˰ˬ˷ˬ ˸˞ ˭ˬˤ ˢ˴˧˶ˢ ˪˪ˣ˩ˢΥ 
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˸ˮ˩˯ sπRegex ˸ˮˠˢˣ TimeoutsΥ 

˸ˣ˧˪˧˟˵ˬ ˢˡ˟˪ ˢˮ˧˞ ˢ˵˧˲˯ˬ Φ˫˪ˣ˰˟ ˥ˣ˸˧ˮˢ ˧˦˦˯ˢ ˢˮ˷˧ ˢˮ˩˯ ˸˶˩ˣˬ ˸˞˶˵ˮ˷ Catastrophic 

Backtracking ύˢˠ˧˯ˮ ˸˧˪˲ˣ˶˦˯˦˵ Φό˟˴ˬ ˢˤ ˷˥˶˸ˬ ˶˷˞˩ Regex ˟˩˶ˣˬ Ϧ˨˟˸˯ˬ Ϧ˭ˣ˧˯˧ˮ˟ ˥˸ˮ˪ 

˸ˤˣ˶˥ˬ ˢ˩ˣ˶˞ ˢˮ˧˞˷ ˸ˬ˞ˣ˸ x˪ ˭˧˦ˣ˪˥˪ Φ˫˧˶˵ˬ˟ ˪˷ ˧˴˟˵ JS ˫˧˶˰ˤˣˬˬ ˫˧˪ˣ˩˧˷ ˪˧˩ˢ˪ ˸ˣ˶˷˰ ˧˲˪˞ 

˫˧ˣˣ˸ ˢ˶ˣ˷˟ ˸˥˞ ΣπsRegex ˪ˣ˪˰ ˯ˮ˩˧ˢ˪ ˸˞˪ˣ˪˪ ˸ˣˮˣ˧˯˧ˮ ˢ˪ˣ˪˰˷ ˰ˣ˵˸˪ ˸˞ ˵˶ˣ˯ˢ ύ˸˞ˣ sπCPU ό˨˷ˬ˟ 

˸ˣ˰˷Φ 

˧ˡ˩ ˰ˣˮˬ˪ ˳˟ˣ˵ˬ ˡˡˣ˟ ˵˸˷˪ ˸˞ ˪˩ ˨˧˪ˢ˸ ˢ˵˧˶˯ˢ Σ˵˶ˣ˯ˢ ˫˷˧˧ˬ ˭ˣˮˠˮˬ Timeout ˧ˬ˧ˮ˲ ύол ˸ˣ˧ˮ˷ 

˳˟ˣ˵˪ ό˶ˣ˟˰ ˪˩ ThreadΥ 

 

 

˟ˣ˪˧˷ ˢˤ ˪˷ ˢˡˣ˟˰ ˸˧˪˧˟˵ˬ ύmax_workers όˡ˴˪ ˸˪˟ˠˢ ˭ˬˤ ˢ˥˧˷˵ ύtimeout ό˥˧˦˟ˬ ˵˶ˣ˯ˢ˷ ˶˞˷˧˧ 

˧˦˯˧ˮ˧ˬ˶˦ˡ Σ˶˧ˢˬ ˭˧ˬ˞ˣ Σ˫ˠ ˞ˣˢ˷˩ ˪˵˸ˮ ˡˣ˵˟ ˨ˣ˟˯ ˡ˥ˣ˧ˬ˟ x˞ ˸ˣ˪˧˟˥˟ ˵ˮ˰ Σ˰ˮˣˬˣ ˫˧˲˵ˣ˸ˬ ˪˴ˮ˪ 

Regex Bombs ˧ˡ˩ ˸˧˟˷ˢ˪ ˸˞ ˨˶˰ˬ ˢˮˠˢˢΦ 

 

˧˶˵ˬ ˭˥ˣ˟ Υ˵˶ˣ˯ˢ ˢ˪ˣ˰˲˟ 

ˤ˞ ˣˮ˶˟˰ ˪˰ ˢˮ˟ˬ ˵˶ˣ˯ˢ ˵ˬˣ˰˪ ˨˧˞ˣ ˞ˣˢ ˡ˟ˣ˰ Σˣˮˡˬ˪ ˢˬ˩ ˫˧ˠ˷ˣˬ ˫˧˧ˮ˩˦ ˣˮ˪˟˧˵ˣ ˠ˷ˣˬ ˪˰ ˨˧˪ˢ˸ˢ Φ

˪˟˞ ˭ˢˬ ˸ˣ˞˴ˣ˸ˢ ˥˦˷˟Κ 

˧˸˦˪˥ˢ ˫˧ˠˡˢ˪ ˸˞ ˸ˣ˪˧˰˧ ˵˶ˣ˯ˢ ˪˰ ˶˲˯ˬ ˸ˣ˪˧˟˥ ˸ˣ˶˩ˣˬ Σ˨˞ ˭ˣˣ˧˩ˬ ˸ˣ˪˧˟˥˷ ˸ˣ˧ˮˣˡˤ ˸ˣˡ˶ˣ˧ ˶˷˧ 

˶ˠ˞ˬˢˬ ˪˷ npm Σ˧˸˶˴˧ ˸ˣ˪˧˟˥ ˢˬˡ ˸ˣˡ˵˲˸ˬ˷ ˸ˣ˪˧˟˥˩ ˸ˣˡˣ˷˥ Φ 
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мΦ express 

express ˞˧ˢ ˸˥˞ ˸ˣ˶ˠ˯ˬˬ ˥ˣ˸˧˲ˢ ˸ˣ˧˶˪ˣ˲ˣ˲ˢ ˶˸ˣ˧˟ ˟πNode.js Φ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ Σ˵˶ˣ˯ˢ 

˥˸˧ˮ ˸˞ ˫˧˴˟˵ˢ ˭ˣ˧˴ˢˣ 100/100Φ 
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нΦ lodash 

˵˶ˣ˯ˢ ˶˟˰ ˪˰ мΣлпу ˫˧˴˟˵ ˢˢ˧ˤˣ ˫˧˞˴ˬˬ ˟ˣ˶˪˷ ˫˧˟˷˥ˮ ˫˧ˡ˧˷˥ˬ˩ Υ˸ˣ˞˧˶˵ ˪πfs.writeFile 

˧ˮ˷ˣ ˫˧˴˟˵ ˣˮˬˣ˯˷ ˩πObfuscated Φ˫˰ ˸˞ˤ Σ˸ˣ˩ˤ˟ ˡˡˬ ˸ˣ˲˧˲˴ˢ ˫˩˥ˢ ˸˩˶˰ˬˢ ˢˮ˧˟ˢ ˸˞ 

˪˵˷ˬˢ ˫˧˞˸ˬˢ ˨˩˪ Φ˭ˣ˧˴ˢ ˶˞˷ˮ ˫ˣ˥˸˟ ˭ˣ˸˥˸ˢ ˪˷ ˢ˪˞˵˯ˢ Υ23/100Φ 

 

 

оΦ hook-hijack 

˸˪˧˟˥ ˢˬˡˢ ˣˤˢ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˢ˰˶˪ ˧ˮˣˮˠˮˬ˟ sπLifecycle ˪˷ NPM Φ˵˶ˣ˯ˢ ˢˢ˧ˤ ˡ˧ˬ ˸ˣ˞˧˶˵ 

˫˧˪˩˪ ˣˬ˩ curl xπwget ˨ˣ˸˟ ˫˧˦˲˧˶˵˯ ˠˣ˯ˬ preinstall xπpostinstall Φˢ˪ˣ˰˲ˢ ˣˤˢ ˢ˪˧˰˲ˢ ˸˞ 

˸ˣ˞ ˭ˣ˩˧˯ˢ ˶ˣˬ˥ˢ ˶˸ˣ˧˟ ˸˩˶˰ˬ˟ ύInstall hook has dangerous commands Σό˱˧˯ˣˢ˷ 

˸˧˦ˬˣ˦ˣ˞ ол ˸ˣˡˣ˵ˮ Φˡ˥˧ ˫˰ ˸ˣ˧ˣ˰˧ˠ˲ ˞˦ˬπˢ˦˞ˡ ύˣˬ˩ ˪˧˧ˬ˧˞ ˧˟˧˦˵˧˲ Σόˢ˪˧˟˥ˢ ˢ˴˲˵ˣˢ ˭ˣ˧˴˪ 

63/100Φ 
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пΦ combined-attack 

˸˪˧˟˥ˢ ˢˬˡ ˸˶˞˸ˬ ˢ˪˧˟˥ ˸˶˩ˣˬ ˢ˴˶˲ˮ˷ Φˡ˴ˬ ˡ˥˞ Σ˸˩˶˰ˬˢ ˢ˸ˢ˧ˤ ˶˟ˣˡˬ˷ ˢ˪˧˟˥˟ 

˸˯˯ˣ˟ˬ ˢ˵˧ˮ˰ˢˣ ˢ˪ Ϧ˸˥ˮˢ ˸ˣˮˬ˞ˮ Ϧˢˡ˧˶ˣˢ˷ ос ˸ˣˡˣ˵ˮ ˭ˣ˧˴ˢˬ ύEstablished package 

discount Φόˡ˴ˬ ˧ˮ˷ Σ˸ˣˬ˩ sϦ˷˰˶ Ϧ˧ˮˣˡˤˢ ˵˶ˤˣˢ˷ ˢ˪˧˟˥˪ ˢ˸˧˧ˢ ˢˬˣ˴˰ Υ˸ˣ˲˧˲˴ ˫˧˴˟˵ ˫˧˰ˣˠˮ 

ˢˢˣ˟ˠ ύрл҈ Σόˢ˧˴˵˯ˣ˲˟ˣ˞ Σ˸ˣˡˣ˵˲ˣ ˢ˴˶ˢ ˸ˣ˧˦˧˶˵ ύeval, child_process.exec Φό˭ˣ˧˴ˢ ˧ˬ˪ˣˠˢ 

˯˲˧˦ ˪πмос Σ˨˩ ˫ˠ˷ ˪˶˥˞ ˢ˥ˮˢˢ Σ˸˩˶˰ˬˢ ˢ˩˸˥ ˸˞ ˭ˣ˧˴ˢ ˫ˣˬ˧˯˵ˬ˪ ˧˶˷˲˞ˢ Υ100/100Φ 
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˫˧˷˶˸ ˸˶ˣ˦˵˦˧˩˶˞ ˵˶ˣ˯ˢ 
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˸ˣ˪˟ˠˬ ˧ˮˣˣ˧˩ˣ ˥ˣ˸˧˲ ˫˧˧ˡ˧˸˰ 

˵˶ˣ˯ˢ ˠ˴ˣˢ˷ ˶ˬ˞ˬ˟ ˢˤ ˣˮ˧˞ ˶ˬ˧˧˸ˬ ˸ˣ˧ˢ˪ ˭ˣ˶˸˲ ˫˪˷ˣˬ ˭˧˯˥ˢ ˧ˮ˲˟ ˪˩ ˸˲˵˸ˬ ˸˶˷˶˷ ˢ˵˲˯˞ Φ

˵˥˷ˬ ˪ˣ˸˥ˢ ˶˟˩˰ˢˣ ˪ˣˬ ˫˧˲˵ˣ˸ˢ ˟πNPM ˞ˣˢ ˧ˬˮ˧ˡ Σ˸ˣ˦˧˷ˣ ˢ˧˴˵˯ˣ˲˟ˣ˞ ˸ˣ˵ˬ˥˸ˢˢˣ ˵˶ ˣ˩˪˧ 

ˣ˪˪˩˸˷˧ˣ Φ˧˪˩ˢ ˢˤˢ ˢˮ˟ˮ ˩πPoC ˯˯ˣ˟ˬ ˥ˣ˸˧ˮ ˧˦˦˯ Σˡ˰ˣˮ ˷ˬ˷˪ ˸ˡˣ˵ˮ˩ ˵ˣˮ˧ˤ ˸˧˸˟˷˥ˬ ˸˧ˮ˩˦ˣ Φ˫ˮ˷˧ 

˶˲˯ˬ ˧ˮˣˣ˧˩ ˥ˣ˸˧˲ ˭˸˧ˮ˷ ˧ˣ˴˶ˣ ˱˧˯ˣˢ˪ ˵˶ˣ˯˪ ˧ˡ˩ ˨ˣ˲ˢ˪ ˣ˸ˣ˞ ˭˧˯˥˪ ˵˧ˣˡˬˣ ˶˸ˣ˧Υ 

˶˟˰ˬ ˥ˣ˸˧ˮˬ ˧˪˞ˣ˦˯˵˦ ˥ˣ˸˧ˮ˪ ˧˦ˮˬ˯ AST)Υό ˸ˣ˯˯˟˸ˢ ˪˰ Regex ˞˧ˢ ˢ˶˧ˢˬ Σ˨˞ ˸˪˟ˠˣˬ ˧ˣˢ˧ˤ˪ 

˸ˣ˧ˮ˟˸ ˦˯˵˦ Φ˱˵ˣ˸ ˫˩˥ˣ˸ˬ ˪ˣ˩˧ ˟˸˩˷˪ ˸˞ ˡˣ˵ˢ ˨˩ ˵ˣˬ˥˧˷ ˸ˣ˧ˮ˟˸ˢˬ ˣˮ˪˷ Φˡ˰˴ˢ ˞˟ˢ ˞ˣˢ ˟ˣ˪˧˷ 

˥ˣ˸˧ˮ ˳˰ ˶˧˟˥˸ ˦˷˲ˣˬ ύAbstract Syntax Tree Σό˶˷˲˞˧˷ ˵˶ˣ˯˪ ˭˧˟ˢ˪ ˸˞ ˸ˣ˰ˬ˷ˬˢ ˸˧ˠˣ˪ˢ ˧˶ˣ˥˞ˬ 

˸ˣˡˣ˵˲ˢ ˞˪ˣ ˵˶ ˸˞ ˢˮ˟ˬˢ ˧˪˞ˣ˦˯˵˦ˢ ˭ˢ˪˷Φ 

˸ˣˬ˧˞ ˞˦ˬπˢ˦˞ˡ ˪ˣˬ sπAPI ˪˷ NPMΥ ˰ˠ˶˩ Σ˭ˣˮˠˮˬ ˢ˵˧˦˯˧˶ˣ˧ˢˢ ˵˧ˮ˰ˬ ˭ˣˬ˞ ˟˶ ˳˟ˣ˵˪ sπ

package.json ˧ˬˣ˵ˬˢ Φ˸ˣ˰ˬ˷ˬˢ ˞˧ˢ ˱˵ˣ˸˷ ˪ˣ˩˧ ˱˧˧ˤ˪ ˢ˪˧˟˥ ˸˧˸ˣ˩˧˞ ˪˰ ˧ˡ˧ ˸˵ˮ˰ˢ ˢ˯˶ˠ ˢˢˣ˟ˠ Σ

˸˲˯ˣˢ ˭ˣ˧˷˧˶ ˱˧ˣˤˬ Σˣ˞ ˷ˣˬ˧˷ ˫˷˟ ˫˧ˬ˸ ˤˬ˶ˬˢ ˪˰ ˸˧˧˶˲˯ ˶ˤ˰ Φ˧ˡ˩ ˱ˣ˷˥˪ ˫˧˲ˣ˧ˤ ˣ˪˞˩ Σ˸˷˶ˡˮ 

ˢ˧˴˶ˠ˦ˮ˧˞ ˪ˣˬ ˧˶ˠ˞ˬ NPM ˧ˡ˩ ˟˧˪˴ˢ˪ ˧ˮˣ˸ˮ ˢ˧˶˦ˬ˪˦ ˫˧˧˥ π ˭ˣˠ˩ ˟˴˵ ˸ˣˡ˶ˣˢ ˪˰ˣ˲˟ Σ˨˧˶˞˸ ˫ˣ˯˶˲ 

˧˶ˣ˵ˬ ˠˣ˶˧ˡˣ ˥˸˲ˬˢΦ 

˸ˣ˵˧ˡ˟ ˸ˣ˧˸ˣˠˢˮ˸ˢ ύDynamic Analysis Υό˥ˣ˸˧ˮ ˧˦˦˯ ˶ˣˣ˧˰ ˢˬ˪ ˢ˶ˣ˵˷ ˭ˬˤ˟ ˢ˴˧˶ Φ˸˲˧˦˰ ˨˧˪ˢ˸ 

ˢ˵˧˶˯ˢ ˟πSandbox ˡˡˣ˟ˬ ˶˷˲˞˸ ˣˮ˪ ˶ˣ˵˥˪ ˸˞ ˢ˪˧˟˥ˢ ˢ˟˧˟˯˟ ˸˶˵ˣ˟ˬ Φ˨˩ ˪˩ˣˮ ˶˦ˮ˪ ˭ˬˤ˟ ˸ˬ˞ 

˸ˣˮˣ˧˯˧ˮ ˸ˣ˶˟˥˸ˢ ˧˸˶˷˪ C2 ˫˧ˮˣ˴˧˥ x˞ ˢ˞˧˶˵ ˪˷ ˧ˮ˸˷ˬ ˢ˟˧˟˯ ˫˧˷˧ˠ˶Φ 

˸ˡ˧ˬ˪ ˢˮˣ˩ˬ ύMLό: ˭ˣˬ˧˞ ˪ˡˣˬ AI ˪˰ Datasets ˪˷ ˸ˣ˟˟˶ ˸ˣ˪˧˟˥ ˸ˣ˧ˬ˧˦˧ˠ˪ ˪ˣˬ ˸ˣ˪˧˟˥ ˣˮˬˣ˯˷ 

˸ˣ˧ˮˣˡˤ˩ Σ˶˷˲˞˧ ˸˩˶˰ˬ˪ ˡˣˬ˪˪ ˸ˣˢˤ˪ ˸ˣ˧˪ˬˣˮ˞ ˢ˶ˣ˴˟ ˸˧˦ˬˣ˦ˣ˞ ˸˧ˬˮ˧ˡˣΦ 

˟ˣ˪˧˷ ˧˪ˡˣˬ ˢ˲˷ ύLLM as a Judgeό: ˢ˵˧˶˯ ˸˧˦˦˯ ˪˷ ˸ˣ˶˷˰ ˧˲˪˞ ˧˴˟˵ node_modules ˸ˣ˰˴ˬ˞˟ 

API ˪˷ ˪ˡˣˬ ˢ˲˷ ˢˮ˧˞ ˸˧˦˵˶˲ ˸ˮ˧˥˟ˬ ˸ˣ˧ˣ˪˰ ˧ˮˬˤˣ ˢ˴˧˶ ύLatency Φό˫˰ ˸˞ˤ Σ˵˶ˣ˯ˢ ˧˦˯˧˶ˣ˧ˢˢ ˶˧ˢˬˢ 

ˣˮ˪˷ ˷ˬ˷˧ ˩Ϧ˭ˮ˯ˬ ˧ˮˣ˷˞˶ύ ϦTier м Σό˵˶ˣ ˫˧˴˟˵ ˫˧ˡˡˣ˟ ˣ˴˥˧˷ ˸˞ ˱˶ ˢ˧˲ˣ˶˦ˮ˞ˢ x˞ ˣˮˬˣ˯˧ ˫˧ˡˣ˷˥˩ Σ

ˣ˥˪˷˧˧ ˥ˣ˸˧ˮ˪ ˵˧ˬ˰ˬ ˟πLLM ˨˶ˣ˴˪ ˰ˣ˴˧˟ Deobfuscation ˧˦ˬˣ˦ˣ˞ ˸ˮ˟ˢˣ ˸ˮˣˣ˩ ˱˵ˣ˸ˢΦ 

 

˫ˣ˩˧˯ 

˸ˣ˲˵˸ˬ ˣˬ˩ Shai-Hulud ˭˸˰˲ˣˢˣ ˪˷ ˧˰˪ˣ˸ ˸˶˷˶˷ ˢ˵˲˯˞ ˣ˥˧˩ˣˢ ˭ˣˬ˞ˢ˷ ˶ˣˣ˧˰ˢ ˢˡˣ˵˲˟ ˢˬ˧ˬ˸ˢ 

ˢ˶ˣ˞˩˪ npm install ˞ˣˢ ˭˩ˣ˯ˬ Φ˫˧˲˵ˣ˸ ˞˪ ˫˧˩˧˶˴ ˶˸ˣ˧ ˳ˣ˶˲˪ ˧˸˶˷˪ ˭ˣˠ˶˞ˢ π ˵˧˲˯ˬ ˫ˢ˪ ˪ˣ˸˷˪ ˡˣ˵ 

˪˲˶ˣ˰ˬ ˨ˣ˸˟ ˦˲˧˶˵˯ ˪˷ ˢ˪˧˟˥ ˸˥ˡ˧ˮ Σˢˬ˶ˣ˲˦˪˲ˢˣ ˢˬ˴˰ ˢ˷˰˸ ˫˶ˣ˟˰ ˸˞ ˸ˡˣ˟˰ ˢ˴˲ˢˢ ˢ˵˟ˡˢˢˣΦ 
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˵˶ˣ˯ˢ ˣˮ˥˸˧˲˷ ˶ˬ˞ˬ˟ ˢˤ ˫˧ˠˡˬ ˡ˴˧˩ ˭˸˧ˮ ˸ˣ˰˴ˬ˞˟ ˥ˣ˸˧ˮ ˧˦˦˯ ˯˯ˣ˟ˬ ˭ˣ˸˧˧˲ Σˢ˵˧ˬ˸˧˶ˣˠ˪˞ Σ˸˵ˣ˪˥ˣ 

ˡˣ˵˧ˮ ˢˬ˩˥ π ˶˧˞ˢ˪ ˸˞ ˸ˣˮ˧˲ˢ ˸ˣ˩ˣ˷˥ˢ ˪˷ ˸˧˧˵˧˸ sπnode_modules Φ˧ˮˣˮˠˮˬ ˫˧˰ˣ˴˧˟ ˣˬ˩ ˢ˵˧˶˯ 

˸˧˪˧˟˵ˬ xπTimeouts ˫˧˩˲ˣˢ ˫˧˪˩ ˣ˪˞˩ ˫˧˧˦˵˶˲˪ ˫˧˶˧ˢˬˣ ˣ˪˧˲˞ ˸ˣ˟˧˟˯˟ CI/CD ˸ˣˡ˟˩Φ 

˸ˣ˶ˬ˪ ˸ˣˮˣ˶˸˲˷ ˥ˣ˸˧ˮ ˧˦˦˯ ˫ˮ˧˞ ˫˧ˮ˧˯˥ ˭˧˦ˣ˪˥˪ ˫˧˲˵˰ˬˬ Σ˫ˢ ˫˧ˣˣˢˬ ˫ˣ˧˩ x˵ ˢˮˠˢ ˧˥˶˩ˢ ˪˷ ˸ˣ˧˲˷ 

ˢ˶˵˟ˣ ˪ˣˬ ˫˦˯˧˯ˣ˵˞ ˡˣ˵ ˥ˣ˸˲ ˨˲ˢ˷ ˢˡ˷˪ ˫˧˷˵ˣˬ Φ˧˪˩ˢ ˢˤˢ ˢˮ˟ˮ ˩πPoC ˡ˰ˣˮ˷ ˷ˬ˷˪ ˸ˡˣ˵ˮ˩ ˵ˣˮ˧ˤ 

˸˧˸˟˷˥ˬ ˸˧ˮ˩˦ˣ Φˢ˶˦ˬˢ ˞˧ˢ ˶˧ˤ˥ˢ˪ ˸˞ ˢ˦˧˪˷ˢ ˫˧˧ˡ˧˪ ˣˮ˪˷ Σ˧ˮ˞ˣ ˢˮ˧ˬˤˬ ˸˞ ˢ˪˧ˢ˵ˢ ˸˥˵˪ ˸˞ 

˫˧˦˲˯ˮˣ˵ˢ ˣ˪˪ˢ Σ˶ˠ˸˞˪ ˫˸ˣ˞ Σ˨˧˷ˬˢ˪ˣ ˥˸˲˪ ˸˞ ˶ˣˡˢ ˞˟ˢ ˪˷ ˧˪˩ ˢˮˠˢˢΦ 

 

˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬ 

ǒ https://www.wiz.io/blog/shai-hulud-2-0-ongoing-supply-chain-attack 

ǒ https://www.wiz.io/blog/shai-hulud-npm-supply-chain-attack 

ǒ https://he.wikipedia.org/wiki/%D7%90%D7%A0%D7%98%D7%A8%D7%95%D7%A4%D7%99

%D7%94_(%D7%A1%D7%98%D7%98%D7%99%D7%A1%D7%98%D7%99%D7%A7%D7%94) 

ǒ https://jsfuck.com/ 

ǒ https://safedep.io/npm-sandworm-mode-supply-chain-attack/ 

ǒ https://unit42.paloaltonetworks.com/npm-supply-chain-attack/ 

ǒ https://www.microsoft.com/en-us/security/blog/2026/04/01/mitigating-the-axiOS-npm-

supply-chain-compromise/  

ǒ https://www.huntress.com/blog/supply-chain-compromise-axiOS-npm-package  

 

 

 

 

 

 

 

https://www.wiz.io/blog/shai-hulud-2-0-ongoing-supply-chain-attack
https://www.wiz.io/blog/shai-hulud-npm-supply-chain-attack
https://he.wikipedia.org/wiki/%D7%90%D7%A0%D7%98%D7%A8%D7%95%D7%A4%D7%99%D7%94_(%D7%A1%D7%98%D7%98%D7%99%D7%A1%D7%98%D7%99%D7%A7%D7%94)
https://he.wikipedia.org/wiki/%D7%90%D7%A0%D7%98%D7%A8%D7%95%D7%A4%D7%99%D7%94_(%D7%A1%D7%98%D7%98%D7%99%D7%A1%D7%98%D7%99%D7%A7%D7%94)
https://jsfuck.com/
https://safedep.io/npm-sandworm-mode-supply-chain-attack/
https://unit42.paloaltonetworks.com/npm-supply-chain-attack/
https://www.microsoft.com/en-us/security/blog/2026/04/01/mitigating-the-axios-npm-supply-chain-compromise/
https://www.microsoft.com/en-us/security/blog/2026/04/01/mitigating-the-axios-npm-supply-chain-compromise/
https://www.huntress.com/blog/supply-chain-compromise-axios-npm-package
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˧˴ˢ ˦˵˷ˢ Υ˧˪˩ ˶˵˥ˬ ˸˸ ˫˧˧ˬ˧ ˫˧˲ˣ˷˥ ˦ˮ˶˦ˮ˧˞˪ 

˸˞ˬ ˭ˡ ˧˸˧ˬ˞ 

 

ˢˬˡ˵ˢ 

˶˵˥ˬ ˢˤ ˱˷ˣ˥ ˧˩ ˸˧˸˷˸ ˡˣ˵˧˲ ˢ˦˧˪˷ˣ ˪˷ ˧˪˩ ˦˧˷ ˸˸ ˫˧˧ˬ˧ ˫˧˧ˬˣˮˣ˦ˣ˞ ˢ˸˧˧ˢ ˢ˷˧ˠˮ ˦ˮ˶˦ˮ˧˞ˢˬ 

˭ˣˣˠˬ˟ ˸ˣ˞˦˧˯˶˟˧ˮˣ˞ ˧ˮˣ˩ˬˣ ˶˵˥ˬ ˨˶ˣ˞˪ ˢ˲ˣ˵˸ ˪˷ ˫˧ˮ˷ ˸ˣ˟˶. 

˶˵˥ˬˢ ˭˰ˣ˦ ˧˩ ˸ˣ˧ˠˣ˪ˣˡˣ˸ˬ ˪˷ ˥ˣ˸˧˲ ˥˦˟ˣ˞ˬ ˞˪ ˣ˰ˬ˦ˣˢΣ ˸˶ˣ˦˵˦˧˩˶˞ˣ ˢ˦˧˪˷ˢ ˢ˶˵˟ˢˣ ˢ˸ˮ˟ˮ ˭˲ˣ˞˟ 

˳ˣ˶˲. ˱˵ˣ˸ ˧˪˞˧˴ˮ˦ˣ˲ ˪˩˧ ˸ˣ˲˴˪ ˫ˣ˵˧ˬ˟ ˫˧ˮ˲˥˶ˢΣ ˞ˣ˶˵˪ ˸˞ ˧ˮˣ˸ˮ ˶˵˥ˬˢ, ˥ˣ˪˷˪ ˫ˢ˪ ˸ˣˡˣ˵˲, ˸˸˪ 

˸ˣ˞˶ˣˢ ˦˧˷ ˰ˣˠ˲˪ ˟˷˥ˬ˟ ˧˰ˡˬˢ ˪˷ ˫˧˪˩ˢ ˸ˣ˯ˮ˪ˣ ˳ˣ˶˲˪ ˨˶ˡ ˸˩˶˰ˬ ˢ˦˧˪˷ˢ ˢ˶˵˟ˢˣ ˭ˣ˩ˬ˪ 

˶˵˥ˬˢ/ˢ˧ˬˡ˵˞ ˢˮˬˬ˷ ˦˪˷ˮ ˧˪˩ˢΦ 

 

˦˧˷ˢ ˧˪˩ˣ ˢ˧ˠˣ˪ˣˡˣ˸ˬ ,˰˵˶ 

˰˵˶ ˸˶ˡˠˢˣ ˧˪˩ˢ 

˭ˣ˞ˡ ˸˸ ˧ˬ˧ ˞ˣˢ ˠˣ˯ ˪˷ ˟˩˶ ˸˸ ˧ˬ˧ ˧ˬˣˮˣ˦ˣ˞Υ 

Underwater glider is a type of autonomous underwater vehicle (AUV) 

ˤ˞ ˧ˬ ˞˧˴ˬˢ ˣ˸ˣ˞Κ 

˯˪ˠ˞ˡ ˯ Φ˟ˣˣ ύDouglas C. Webb όˢ˧ˢ ˯ˡˮˢˬ ˱˶ˠˣˮ˧˧˵ˣ˞ˣ ˧˴ˣ˪˥ Σˡ˯˧˧ˬ ˸˶˟˥ Teledyne Webb Research 

ύ˶˟˰˷˪ Webb Research Corp Σό˶˩ˣˬˣ ˶˵˧˰˟ ˸ˣ˩ˤ˟ ˸˞˴ˬˢ ˧˪˩ ˦˧˷ˢ ˧ˬˣˮˣ˦ˣ˞ˢ ˶˵˥˪ ˫˧˯ˣˮ˧˧˵ˣ˞ˢ Σ

Ϧs˫ˣ˵ˣ˪˯ ˶ˡ˧˧˪ˠύ ϦSlocum Gliderό 

ˢˮˢ ˢˬ˩ ˸ˣˡ˟ˣ˰ ˸ˣ˧ˤ˩˶ˬ ˪˰ ˢ˞˴ˬˢˢ ˣ˪˰ˣ˲ˣΥ 

˧˰˶ˢ˭ˣ Υ˶ˡ˧˧˪ˠˢ ˭ˮ˩ˣ˸ ˰ˣˮ˪ ˧˟˥˶˟ ˫˧˯ˣˮ˧˧˵ˣ˞ˢ ˨ˣ˸ ˭ˣ˩˯˧˥ ˧˦ˠ˶ˮ˞ ˫ˣ˴˰ Φ˫ˣ˵ˬ˟ ˰ˣˮˬ ˱˥ˡˬ ˧˪ˮˣ˧˴ˮ˟ˮˣ˵ Σ

˧˪˩ˢ ˷ˬ˸˷ˬ ˧˧ˣˮ˧˷˟ ˢ˲˧˴ ύBuoyancy ό˟ˣ˪˧˷˟ ˫˰ ˫˧˧˲ˮ˩ Σ˫˧˶˷˲˞ˬˢ x˪ ˰ˣˮ˪ ˸˧˩ˮ˞ ˸˧˵˲ˣ˞ˣ ˢ˰ˣˮ˸˟ 

˸˧ˣˬˡ ˶ˣ˯ˬ ˨˶ˡ ˸ˡˣˬ˰ ˫˧ˬˢΦ 

˶ˣ˵ˬ ˫˷ˢ Υ˧˪˩ ˦˧˷ˢ ˞˶˵ˮ ˪˰ ˣˬ˷ ˪˷ ɣϥ˰ˣ˷ˣ ˫ˣ˵ˣ˪˯ ύJoshua Slocum Σό˫ˡ˞ˢ ˭ˣ˷˞˶ˢ ˱˧˵ˢ˷ ˸˞ 
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˫˪ˣ˰ˢ ˣˡ˟˪ ˢ˶˧˯˟Φ 

˸ˣ˧˴ˣ˪˥ ˫˧˷ˣˬ˧˷ˣ Υ˫˧˶ˡ˧˧˪ˠˢ ˪˷ ˟ˣˣ ˫˧˪ˠˣ˯ˬ ˸ˣˢ˷˪ ˫˧˟ ˫˧˷ˡˣ˥ ˫˧˩ˣ˶˞ ˸ˣ˴˥˪ˣ ˫˧˯ˣˮ˧˧˵ˣ˞ ˫˧ˬ˪˷ Φ˫ˢ 

˫˧˷ˬ˷ˬ ˶˵˥ˬ˪ ˧ˬˡ˵˞ Σ˟˵˰ˬ ˶˥˞ ˫˧˵ˮˣ˧ ˫˧˧ˬ˧ ύ˭ˣˠ˩ ˫˧ˮ˸˧˧ˣˣ˪ Σό˱ˣ˯˧˞ ˫˧ˮˣ˸ˮ ˪˰ ˫˧ˬ˶ˤ Σˢ˶ˣ˦˶˲ˬ˦ 

˸ˣ˥˧˪ˬˣ Σ˭˩ˣ ˸ˣˬ˧˷ˬ˪ ˸ˣ˧˞˟˴Φ 

ˢ˧˲˴˪ ˸˲˯ˣˮΥ https://vimeo.com/711991309  

ˢˬ˪ ˞˪ ˣ˥˦˟˧˞ ˸˞ ˧˪˩ ˶˵˥ˬˢΚ 

ˢˬ ˫˶ˣˠ ˥˸˲˪ ˥ˣ˪˷˪ˣ ˟˪˪ ˫˧ ˧˪˩ ˦˧˷ ˸˸ ˫˧˧ˬ˧ ˞˪˪ ˪˩ ˢ˥˦˟˞ Κˡˣˠ˧ˮ˟ ˸˶˷˪ ˶˷˲˞˷ ˯˲˞˪ x˪ ˞ˬ˯˧˯ Σ

˶˟ˣˡˬ ˪˰ ˧˪˩ ˧˶˵˥ˬ ˡ˵˲˸ˬ˷ ˣˬ˩ ˭˧˧ˣˣ˪ ˸˸ ˧ˬ˧ Φ˫˞ ˞ˣˢ ˪˰ˮ˧˧ ˨˪˧ˣ ˡˣ˟˧˞˪ ˪˪ˠ˟ ˣˢ˷˧ˬ˷ ˥˩˷ ˞ˬ˯˧˯ Σ

˶˵˥ˬ ˧˞ˬˡ˵˞ ˪˷ ˫˧ˮ˷ ˪ˣ˪˰ ˸ˡ˶˪ ˭ˣ˧ˬ˦˪ Φˢˤ ˥˸ˬˢ ˭˧˟˷ ˢ˥˦˟˞ ˭˧˟˪ ˪ˣ˰˲˸ ˸ˡˣ˵ˮˬ ˦˟ˬˢ ˪˷ 

ˢ˶˟˥ˢ ˸˥˸˲ˬˢ Σˢ˶˵ˬ˟ ˣ˟˷ ˫˧˶˵ˣ˥ ˫˧˥˪ˣ˷ ˫˧˪˩ ˸˸ ˫˧˧ˬ˧ ˰˯ˬ˪ ˨ˣ˶˞ ˟˪˟ ˫˧ ˞˪ˣ ˫˧˴ˣ˶ ˡ˟˞˪ ˧˪˩ 

˶˵˧ ˨˶˰ ˶˵˥ˬˣ ˡ˶˧˷ ˭ˣ˧ˬ˦˪ ˧˩ ˣˢ˷˧ˬ ˥˩˷ ˞ˬ˯˧˯ ˫˧˟Φ 

˫ˣˠ˶˸ ˸˧˶˟˰˪ ˨ˣ˸ˬ ˨˧˶ˡˬ ˢ˪˰˲ˢˢ ˪˷ Slucom Glider 

Ϧ˸ˣˬ˧˞ ˭ˣ˞ˡ ύGlider Authenticationό 

˫˧ˮˣ˞ˡ ˫˧˶˟˥˸ˬˢ ˸˶˷˪ ˢˮ˧ˠ˰ ˨˶ˡ ˫ˣ˧ˡ˧˶˧˞ ˫˧˧ˣ˷˰ ˭˲ˣ˞˟ ˧˪ˮˣ˧˴˲ˣ˞ ˷˶ˡ˧ˢ˪ ˸ˣˬ˧˞˪ ˧ˮ˲˪ 

ˢ˷˶ˣ˸˷ ˫ˢ˪ ˢ˷˧ˠ ˸˶˷˪ ˢˮ˧ˠ˰ˢ Φ˞˪˞ ˫˞ ˭ˮ˷˧ ˸ˣ˟˧˯ ˸ˣ˰˧˶˩ˬ ˷ˣ˶ˡ˪ ˸ˣˬ˧˞ ˭ˣ˞ˡ Σ˳˪ˬˣˬ ˞˪  

˷ˬ˸˷ˢ˪ ˸˪ˣ˩˧˟ xʕΦ 

ˢˤ ˢ˷˵ ˵˧˲˯ˬ ˶˷˵˸˪ ˫˰ ˭ˣ˞ˡ ˫˧˟ ˞˪˪ ˫ˣ˯˥ˬˢ ˱˯ˣˮˢ ˪˷ ˱˴˶ ˸ˣ˶˟˥˸ˢ Φˢˤ ˢ˪˰ˬ ˸˞ 

˸ˣ˶˟˸˯ˢˢ ˭ˣ˞ˡ˷ ˫˧˟ ˢ˧ˢ˧ ˞˪˪ ˶˷˵ ˟˵˰ ˢ˶ˣ˴˸ ˢ˧ˣˠ˷ Σ˸˞˧ˠ˷ ˢˮ˩ˣ˸ Σ˳˟ˣ˵ ˫ˣˠ˲ Σˢˬ˯˧˯ 

ˢˡˣ˟˞ Σˣ˩ˣΦϥϦ 

ˢ˯˧˲˸ˢ ˢ˧ˮ˷ˢ ˢˣˣ˪ˬ˷ ˸˞ ˶˵˥ˬˢ ˸˞ˣ ˨˧˪ˢ ˥ˣˣ˧ˡˢ Σ˞˧ˢ ˭˧˞˷ ˢ˲ ˢˬ ˟ˣˮˠ˪Σ ˢˤ ˵˶ ˧˪˩ ˧˶˵˥ˬ ˫˧ˬ˸ 

˧˦˧˞ˣ Φ˫˧ˮ˧˯ˢ ˣ˟˷˥ ˸˶˥˞ ˸˧˶˵˸˟ ˢ˟˷ ˧˪˩ ˢˢˤ ˫˧˪˩˪ ˣ˲˷˥ˮ˷ ˶˵˥ˬ˟ ˢˤ Σ˶˷˞ ˨˧˧˷ ˧˴˪ ˧˞˵˧˶ˬ˞ˢ Σ

˱˯˞ˮ ˪˰ ˧ˡ˧ ˧˴ˢ ˧ˮ˧˯ˢΦ ˶˵˥ˬ˟ ˢˤ ˞˪ ˣ˲˷˥ˮ ˸ˣ˶˧˷˧ ˫˧˪˩ ˫˧˩˧˧˷ˢ ˧˴˪ ˧˞˵˧˶ˬ˞ˢ Σ˨˞ ˸ˣ˷˪ˣ˥ ˢ˥˦˟˞ˢ 

ˣ˶˸ˣ˞˷ ˸ˣ˧˦ˮˣˣ˪˶ ˪˪˩˪ ˫˧˷ˬ˸˷ˬˢ Σ˪˩˩ ˣˮ˷˧˷ ˷ˣˬ˧˷ ˸ˣ˞˯˶ˠ˟ ˞˪ ˸ˣˮ˩ˡˣ˰ˬΦ 

˫˧˷ˣˬ˧˷ˢ ˫˧˶ˡˠˣˬˢ ˪˷ sπUSFCC (United States Fleet Forces Command) ˫˧˪˩˟ ˣ˪˞ ˞ˣˢ ˰ˣ˧˯ ˧ˬˣ˥˸˪ 

ˢˬ˥ˣ˪ ˫˧˧ˤ˩˶ˬ ˸˞ˣ ˟ˣ˪˧˷ˢ ˫ˢ˪˷ ˫˰ ˸ˣ˥ˣ˩ ˫˧ˡ˥ˣ˧ˬ Σ˭˩˪ ˧˸ˮ˟ˢ˪ ˶˟ˣˡˬ ˪˰ ˧˪˩ ˧˶˵˥ˬ xl ˧˷ˣˬ˧˷ ˧ˣ˴˶˷ 

˸ˣˮ˷˪ ˸˞ ˸˯˧˲˸ ˥ˣ˸˧˲ˢ ˪ˣ˰˲˸ˢˣ ˣ˪˷ ˪˷ˣ ˫˧˪˩ ˫˧ˬˣˡ˷ x˪ ˫˧˷ˬ˷ˬˣ ˶˵˥ˬ˪ ˸ˣ˪ˣ˰˲˪ˣ ˸ˣ˧˞˟˴ 

˸ˣ˧ˮˣ˥˦˧˟ˣΦ ˸ˣ˥˧˸ˬˢ ˸˧˥˩ˣˮˢ ˪ˣˬ ˭˞˶˧˞ ˢ˶˧˟˯ˬ ˢˬ˪ ˨ˣˣ˸ˢ ˸˸ˢ ˧ˬ˧ ˧˦ˮˣˣ˪˶ ˡ˧ˬ˸ˬ ˢˬˣ ˸ˣ˟˧˷˥ˢ ˪˷ 

˸˥˦˟˞ ˫˧˪˩ ˣ˪˞ ˶ˣ˷˲˞˪ ˪˷ ˰ˣ˴˧˟ ˸ˣˬ˧˷ˬ ˸ˣ˧ˬ˧Φ 

https://vimeo.com/711991309
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˸ˣ˶ˡˠˢ 

AMW ύˢˬ˥ˣ˪ ˸˧˟˧˲ˬ˞ π Amphibious WarfareΥό ˭ˣˮ˩˸ ˰ˣ˴˧˟ˣ ˪˷ ˫˧˰˴˟ˬ ˫˧˟˪˷ˬˢ ˸ˣ˥ˣ˩ ˫˧ ˢ˷˟˧ˣ 

ύˣˬ˩ ˪˧˥ ˫˧˸˥ˮˢκ˯ˮ˧˶ˬˢ Φόˢ˶˦ˬˢ ˞˧ˢ ˸˧˥ˮˢ˪ ˸ˣ˥ˣ˩ Σˡˣ˧˴ ˫˧ˬ˥ˣ˪ˣ ˫˧ˢˬ ˪˞ ˱ˣ˥ ˟˧ˣ˞ˢΦ 

MIW ύ˸ˬ˥ˣ˪ ˫˧˷˵ˣˬ π Mine Warfare Υό˧ˣ˪˧ˠ Σ˧ˣˢ˧ˤ ˪ˣ˶˦ˮˣ ˪˷ ˫˧˷˵ˣˬ ˫˧˧ˬ˧ ˧ˡ˩ ˶˷˲˞˪ ˦˧˷ ˥ˣ˦˟ 

˸ˣˮ˧˲˯˪ ˸ˣ˧˸ˣˡ˧ˡ˧ Σˡ˴˪ ˸˪ˣ˩˧ˢ ˥˧ˮˢ˪ ˫˧˷˵ˣˬ ˧ˡ˩ ˫ˣ˯˥˪ ˸˞ ˟˧ˣ˞ˢΦ 

ASW ύˢˬ˥ˣ˪ ˡˠˮ ˸ˣ˪˪ˣ˴ π Anti-Submarine WarfareΥό ˶ˣ˸˧˞ Σ˟˵˰ˬ ˢˡˬ˷ˢˣ ˪˷ ˸ˣ˪˪ˣ˴ ˟˧ˣ˞ 

˸ˣ˰˴ˬ˞˟ ˟ˣ˪˧˷ ˪˷ ˸ˣˮ˧˲˯ ˫˧˪˧˦ Σ˫˧˯ˣ˦ˬ Σ˫˧˵ˣ˯ˬ Σ˫˧˶ˣ˯ˮ˯ ˫˧ˬˡ˵˸ˬ ˸ˣ˩˶˰ˬˣ ˵˷ˮ ύˣˬ˩ ˣˡ˲˶ˣ˦Φό 

Special Operations (Special Ops) directly intersects with the AMW, MIW, and ASW domains to 

support elite forces like Navy SEALs and SWCC (Special Warfare Combatant-craft Crewmen). 
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˧˪˩ ˦˧˧˷ˢ ˸˸ˢπ˧ˬ˧ˬ ˧ˬˣˮˣ˦ˣ˞ˢ π {ƭƻŎǳƳ DƭƛŘŜǊ 

˧˪˩ ˦˧˧˷ˢ ˸˸ˢπ˧ˬ˧ˬ ˧ˬˣˮˣ˦ˣ˞ˢ ύ!¦± όˠˣ˯ˬ {ƭƻŎǳƳ DƭƛŘŜǊ Σˢˮ˟ˮ˷ ˪˰ ˧ˡ˧ ˡ˧ˠ˞˸ ¢ŜƭŜŘȅƴŜ ²Ŝōō 

wŜǎŜŀǊŎƘ ύ˸ˣˬ˪˞˲ˬ Σϥ˴˯ˬϥ˯˦˯ˣ Σό˞ˣˢ ˸ˬ˶ˣ˲˦˪˲ ˶ˣ˷˩ˬ ˸˟˪ˣ˷ˬ ˸ˡ˰ˣ˧ˬˢ ˪ˣ˰˲˪ ˧˶ˣˤ˞˟ ˱ˣ˥ 

˫˧˯ˣˮ˧˧˵ˣ˞˟ ˡ˰ ˵ˬˣ˰˪ ˪˷ мΣллл ˫˧˶˦ˬ Φˢ˰ˮˢˢ ˸˧˶˵˧˰ˢ ˣ˪˷ ˸˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ ˧˧ˣˮ˧˷ ˢ˲˧˴ ˫˧˪˰˲ˣˬˢ 

˪˰ ˧ˡ˧ ˰ˣˮˬ ˸˧˶ˣ˟ˤ ύōŀƭƭŀǎǘ ό˸˧ˤ˥˟ ˧˪˩ˢ Φ˭ˣˮˠˮˬ ˢˤ ˶˷˲˞ˬ ˦ˣ˟ˣ˶˪ ˪˰˟ ˫˧˧˲ˮ˩ˢ ˪ˣ˪˴˪ ˸ˣ˪˰˪ˣ ˸˧ˣˣˤ˟ 

ˢ˷˧˪ˠ ˸˶ˡˠˣˬ Σ˨˩ˣ ˠ˧˷ˢ˪ ˸ˣ˶˧ˢˬ ˸ˣˬˡ˵˸ˢ Φ˧ˣˠ˧ˢˢ ˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ ˢˠˢ ˭ˣˣ˧˩ ˫˵ˣˬˬˢ ˟ˮˤ˟ ˧˪˩ˢΦ 

ˢ˞˴ˣ˸ˢ ˞˧ˢ ˧˪˩ ˸˸π˧ˬ˧ˬ ˧ˬˣˮˣ˦ˣ˞ ˪˰˟ ˸˩˧˶˴ ˢ˧ˠ˶ˮ˞ ˢ˩ˣˬˮ ˸˪ˣ˩˧ˣ ˢ˪ˣ˰˲ ˸˩˷ˣˬˬ Σˢˬ ˨˲ˣˢ˷ ˣ˸ˣ˞ 

˪˰˟˪ ˸˪ˣ˩˧ ˢˬ˞˸ˢ ˢˢˣ˟ˠ ˶ˣ˟˰ ˸ˣ˧˲˴˸ ˯ˣˮ˧˧˵ˣ˞˟ Φ˭ˬˤ˟ ˣ˸˪˰˲ˢ ˥˦˷˟ Σ˦ˣ˟ˣ˶ˢ ˶˷˵˸ˬ ˢ˪˰ˬˣ ˫˧ˮˣ˸ˮ 

˨˶ˡ ˶ˣ˷˧˵ ˧ˮ˧˧ˣˣ˪ ˪˷ ˸˷˶ ˫ˣ˧ˡ˧˶˧˞ ύLǊƛŘƛǳƳ Σόˢˬ ˶˷˲˞ˬ˷ ˶˷˵ ˫˰ ˫˧˪˧˰˲ˬ ˫˧ˮ˰ˡˬˣ ˧˟˥˶˟ ˫˪ˣ˰ˢΦ 

˭˧˟ ˫˞ ˢˬ˧˷ˬˢ ˞˧ˢ ˦˵˧ˣ˶˲ ˪˷ ˦ˮˡˣ˦˯ ˶˞ˣ˸˪ ˫ˡ˵˸ˬ Σ˱ˣ˯˧˞ ˫˧ˮˣ˸ˮ ˶ˣ˟˰ ˫˧˪ˡˣˬ ˧ˣˤ˧˥˪ ˫˧ˮ˵˧˶ˣˢ Σˣ˞ 

ˢˬ˧ˠˡ ˸˰˶˸˷ˬˢ ˪˰ ˧ˮ˲ ˯ˣˮ˧˧˵ˣ˞ ˫˪˷ Σ˭ˣ˞ˡˢ ύƎƭƛŘŜǊ ό˨˲ˢ ˧˪˩˪ ˱ˡ˰ˣˬˢ ˶ˣ˟˰ ˫˧ˬˤ˧ˬ ˫˧˟˶ ˪˷ ˶ˣ˦˧ˮ 

˫˧˯ˣˮ˧˧˵ˣ˞Φ 
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Dock Server Hardware π Ground control to Major Tom 

˸˶ˣ˷˵˸ ˸˧ˮ˧ˣˣ˪ ˰˴ˬ˞˟ ˯ˣˮ˧˧˵ˣ˞ˢ 

˵ˬˣ˰˟ ˪˷ ˸ˣ˶˷˰ ˫˧˶˦ˬ ˸˥˸ˬ ˧ˮ˲˪ ˫˧ ˭˧˯ ˧ˬˣ˶ˡˢ Σˢ˧˪˶˦˯ˣ˞ x˞ ˳˶˲ˬ ˣ˵˧˯˵ˬ Σ˰ˮ ˣ˦˧˞˪ ˪˧˪ˠ ˟ˣˢ˴ 

˨˶ˣ˞˟ ˧ˮ˷˩ ˫˧˶˦ˬ Φ˸ˣ˞˯˶ˠ˟ ˸ˣˬ˧ˣ˯ˬ ˞˪˪ ˰ˣˮˬ Σ˞˟˸ˣ˶˥Σ ˭˲ˣ˞˟ ˟˪ˣ˷ˬ Φ˞ˣˢ ˪˪ˣ˴ ˱˥˶ˬˣ ˸ˣ˰˴ˬ˞˟ ˧ˣˮ˧˷ 

˭˧ˡ˰ ˪˷ sπ.ǳƻȅŀƴŎȅ ύ˥ˣ˩ ˢ˲˧˴ˢ όˣ˪˷ Σ˪˴ˮˬˣ ˸˞ ˥ˣ˩ ˢˡ˧˟˩ˢ ˧ˡ˩ ˵˧˪˥ˢ˪ ˢˬ˧ˡ˵ ˣˬ˩ ˭ˣ˞ˡ ˸˸π˧ˬ˧ Φˣˢˤ 

{ƭƻŎǳƳ DƭƛŘŜǊ Σ˭˲˥˶ ˫˧ ˧ˬˣˮˣ˦ˣ˞ ύ!¦D± π !ǳǘƻƴƻƳƻǳǎ ¦ƴŘŜǊǿŀǘŜǊ DƭƛŘƛƴƎ ±ŜƘƛŎƭŜ ό˸˶˴ˣ˸ˬ 

¢ŜƭŜŘȅƴŜ ²Ŝōō wŜǎŜŀǊŎƘ Φ˞ˣˢ ˪ˣ˩˧ ˶˞˷˧ˢ˪ ˫˧˟ ˫˧˷ˡˣ˥ Σ˱ˣ˯˞˪ˣ ˫˧ˮˣ˸ˮ ˫˧˧˲˶ˠˣˮ˧˧˵ˣ˞ ˫˧ˮ˧ˤˬ˷ ˶˵˥ˬ 

˫˧˪˵˞ Σ˭ˣ˥˦˧˟ ˧ˬ˧ ˦ˣˣ˧ˮˣΦ 

˪˩ ˢˬ˩ ˸ˣ˰˷ ˞ˣˢ ˢ˪ˣ˰ ˧ˮ˲˪ ˥˦˷ˢ Σ˱˪ˣ˷ ˢˮ˦ˮ˞ ˢ˶˧˰ˤ Σˠ˧˧˥ˬˣ ˢ˸˧˟ˢ ˨˶ˡ ˭˧˧ˣˣ˪ LǊƛŘƛǳƳ Φˡ˴˟ ˧ˮ˷ˢ ˪˷ 

ˢ˥˧˷ˢ ˭˧˸ˬˬ ˸˶˷ ˧˲ˣ˥ ˫˷˟ 5ƻŎƪ {ŜǊǾŜǊ π ˟˪ ˸˩˶˰ˬˢ sπDƭƛŘŜǊ aƛǎǎƛƻƴ /ƻƴǘǊƻƭ όDa/ Σό˞˧ˢ˷ 

˸ˮ˩ˣ˸ sπ/ƻƳƳŀƴŘ ŀƴŘ /ƻƴǘǊƻƭ ˪˷ ˧˪˩ ˦˧˷ˢ ˸˸ˢ ˫˧˧ˬ˧ Φˢ˩˶ˡ ˭ˮ˩˸ˬ ˶˵ˣ˥ˢ ˸˞ ˢˬ˧˷ˬˢ Σˡ˧˶ˣˬ ˸˞ 

˫˧ˮˣ˸ˮˢ Σ˥˪ˣ˷ˣ ²ŀȅǇƻƛƴǘǎ ύ˸ˣˡˣ˵ˮ ˭ˣ˧˴ ˦ˣˣ˧ˮ˪ ό˫˧˷ˡ˥Φ 

˶˵˥ˬˢ ˧˸˰˴˧˟˷ ˞˴ˬ ˵˪˥˷ ˫˸ˣ˞ˬ Ϧ˫˧˸˟ Ϧ˫ˢ˧˪˞˷ ˫˧ˮ˲˥˶ˢ ˣˠ˧˧˥ ˣ˧ˢ ˫˧˥ˣ˸˲ ˢ˥ˣˣ˶˪Φ ˫˧ˮ˲˥˶ˢ 

˫˧˧ˬ˧ˢΣ ˪˪ˣ˩ ˟˷˥ˬˢ ˧˪˩˟˷ ˦˧˷ˢ ˟˷˥ˬˢˣ ˧˰ˡˬˢ ˣ˟˷ ˣ˧ˢ ˫˧˴ˣ˶˲ Σˢ˶ˣ˦˵˦˧˩˶˞ˢˣ ˢ˪ˣ˩ ˢ˶ˣ˟˷ ˢˮ˧˥˟ˬ 

˸˧˸˥˦˟˞Φ 
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˫˧˞˴ˬˬ Σ˥ˣ˸˧ˮ ˸ˣ˴˪ˬˢˣ 

˨˧˞ ˫˧˞˴ˣˬ ˧˴ ˸˸ ˧ˬ˧ ˪˷ ˧˪˩ ˶˵˥ˬ? 

˸ˡˣ˵ˮ ˢ˥˧˸˲ˢ ˢ˪˥ˢ ˶ˠ˸˞˩ Υ˧˸ˡˬ˪ ˪˰ ˸ˣ˩˶˰ˬ ˢ˦˧˪˷ ˢ˶˵˟ˣ ˪˷ ˸ˣˬ˧˷ˬ ˪˪˥ Σ˫˷ˬ ˧˸˩˷ˬˢ ˫˧˪˩˪ 

˪˰ ˧ˮ˲ ˫˧ˢ ˶˥˞˪ˣ ˭˩ˬ ˧˸˪˥˸ˢ ˶ˣ˵˥˪ ˸˞ ˨ˣˣ˸ˢ ˸˸ˢ ˧ˬ˧Φ 

˧˸ˮ˟ˢ ˸˶ˣ˷˵˸ˢ˷ ˸˧ˮ˧˧ˣˣ˪ˢ ˞˧ˢ ˨˟ˡˮ ˧ˤ˩˶ˬ ˪˩˟ ˢˬ˧˷ˬ ˥ˣˣ˦˪ ˨ˣ˶˞ Σ˨˩ˣ ˪˥ˢ ˧ˣ˲˧ˬ ˸ˣ˲˧˪ˡ ˸ˣ˧˶˷˲˞ 

˪˷ ˸˶ˣ˷˵˸ ˸˧ˮ˧ˣˣ˪ Σ˫˷ˬˣ ˧˸˶˸˧˞ ˭ˣ˞ˡ ˧ˬ˧ ˭ˣ˷˞˶ Φ˷ˣ˲˧˥ ˪˷ ˸ˤˣ˶˥ˬ ˦˯˵˦ˢ Ϧ²Ŝōō wŜǎŜŀǊŎƘ DƭƛŘŜǊ 

aƛǎǎƛƻƴ /ƻƴǘǊƻƭ Ϧˢˮˤˣˢ ˧˰ˣˮˬ˪ ˷ˣ˲˧˥ˢ ˸ˣˬ˶ˣ˲˦˪˲˪ˣ ˸˵˧˶˯ ˦ˮ˶˦ˮ˧˞ ˸ˣ˥ˬ˸ˬˢ ˧ˣˢ˧ˤ˟ ˫˧˶˧˷˩ˬ 

˫˧˶˟ˣ˥ˬ Υ{ƘƻŘŀƴΣ /ŜƴǎȅǎΣ ½ƻƻƳ9ȅŜ xπChC! Φ˰ˣˮˬˢ /Ŝƴǎȅǎ ˣˡ˟˪ ˶˧ˤ˥ˢ мн ˸ˣ˟ˣ˸˩ LtǾп ˸ˣ˧ˡˣ˥˧˧ Φ

ˢ˟˪˴ˢ ˫˰ DƻƻƎƭŜ 5ƻǊƪǎ ˫˧˲˯ˣˮ ˣˬ˩ ϦD[at/ ¢ŜǊƳƛƴŀƭ ϦπxϦDƭƛŘŜǊ ¢ŜǊƳƛƴŀƭ Ϧˢ˟˧˥˶ˢ ˸˞ ˢˬ˧˷˶ˢΦ 

ˢˮˣˬ˸ˢ ˢ˪˟˵˸ˢ˷ Υ˶˸ˣ˧ ˬπмо ˧˸˶˷ Dock Server ˫˧˪˧˰˲ Σ˷˷˟ ˸ˣˮ˧ˡˬ Σˣ˪ˢ˧ˮ ˡ˥˧ ˪˰ˬ нр ˧ˮ˲˥˶ 

˶˵˥ˬΦ ˸ˣ˴˶˞ ˸˧˶˟ˢ ˢ˪˧˟ˣˢ ˫˰ ˸˧˴˥ˬ˩ ˫˧˸˶˷ˢˬ Σˢˡ˧˴˪ˣ ˢ˧˪˶˦˯ˣ˞ Σ˫ˣ˶ˡ ˢ˞˧˶ˣ˵ Σˣ˧ˮ ˡˮ˪˧ˤ Σˢˡˮ˵ 

ˢ˧˪˦˧˞ˣΦ 
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˭˧˟ ˫˧ˮˣˠ˶˞ˢ ˣˢˣˤ˷ Υπs/{Lwh ˢ˧˪˶˦˯ˣ˞˟ ύ˸ˣˮ˩ˣ˯ ˰ˡˬˢ ˸˧ˬˣ˞˪ˢ ΣόaƻǘŜ aŀǊƛƴŜ [ŀōƻǊŀǘƻǊȅ 

ˢˡ˧˶ˣ˪˲˟ ΣhǊŜƎƻƴ {ǘŀǘŜ ¦ƴƛǾŜǊǎƛǘȅ Σπs{ƪƛŘŀǿŀȅ LƴǎǘƛǘǳǘŜ ˪˷ ˸˦˧˯˶˟˧ˮˣ˞ ɣϥˠ˶ˣϥs˧ ΣYȅǳƴƎǇƻƻƪ 

bŀǘƛƻƴŀƭ ¦ƴƛǾŜǊǎƛǘȅ ˫ˣ˶ˡ˟ ˢ˞˧˶ˣ˵ Σ˸˷˶ˣ ˶˵˥ˬˢ w9!bb½ ˣ˧ˮ˟ ˡˮ˪˧ˤ Φ˸ˣˬ˷ ˫˧ˮ˲˥˶ˢ ˣ˧ˢ˷ ˫˧˧ˣ˪ˠ ˣ˪˪˩ 

˩˫˧˧ˣˮ˧ ˫˧ˮ˧˧ˮ˰ˬ ˣˬ˩ ƳƻǘŜπƎŜƴƛŜΣ ƪƎψрртΣ ǳƴƛǘψпмсΣ ǊŀƳǎŜǎΣ ǇŜƭŀƎƛŀΣ ōƻōΦ 

 

 

ˢ˷˧ˠ ˞˪˪ ˢ˪˟ˠˢ 

˞˴ˬˬˢ ˶ˣˬ˥ˢ ˶˸ˣ˧˟ ˞ˣˢ ˫ˠ ˦ˣ˷˲ˢ ˶˸ˣ˧˟ Υмн ˨ˣ˸ˬ мо ˫˧˸˶˷ˢ ˞˪ ˣ˷˶ˡ Authentication ˣˢ˷˪˩ Φ˞˪ 

˫˷ ˷ˬ˸˷ˬ Σ˞˪ ˢˬ˯˧˯ Σ˞˪ Token Φ˧ˬ ˡ˧˪˵ˢ˷ ˸˞ ˸˟ˣ˸˩ˢ ˭˲ˡ˲ˡ˟ ˪˟˧˵ ˢ˷˧ˠ ˢ˞˪ˬ ˸˪ˣ˯ˮˣ˵˪ 

ˢ˦˧˪˷ˢ Υ˸ˬ˧˷˶ ˫˧ˮ˲˥˶ˢ Σ˸˧˧˶ˣ˦˯˧ˢ ˸ˣ˧˪˰ˢ ˧ˮ˲˪ ˫˧ˢ Σ˧ˮˬˣ˧ ˸ˣ˥˧˷ ˭˧˧ˣˣ˪ˢ Σ˧˶ˣ˸˲˩ˣ ˢ˪˰˲ˢ ˪˷ ˧˪˩ 

ˢ˦˧˪˷ˢ ˧˪˩ ˦˧˷ˢ π ˫˪ˣ˩ ˵˷ˬˬ˟ ˡ˥ˣ˞ˬ ˪˵ ˪ˣ˰˲˸˪Φ 
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ˢ˸ˣ˞ ˢˮˣˬ˸ ˢ˶ˤ˥ ˪˰ ˢˬ˴˰ ˸ˣ˷˟˧˟ ˸ˣˮˣ˷ Φ˞ˬˠˣˡ˪ Υ˸˶˷˟ ˪˷ Mote Marine Laboratory ˢˡ˧˶ˣ˪˲˟ Σ

˪ˢ˧ˮ ˵˷ˬˬˢ ˸˞ ˭˲˥˶ˢ mote-genie ˞˪˪ ˢˮˠˢ Φ˸˶˷ ˧ˣ˟˧ˠˢ ˪˷ Oregon State University ˪ˢˮ˸ˢ ˭˲ˣ˞˟ 

ˢˬˣˡ Σ˫ˠˣ ˶ˣ˟˧˥ˢ˷˩ ˣˬ˴˰ ˢ˧ˢ ˟πHTTPS Σ˸ˣˬ˧˞ˢ ˦ˣ˷˲ ˞˪ ˢ˧ˢ ˫˧˧˵ Φ˵˶ ˸˶˷ ˡ˥˞ ˷˵˧˟ ˫˷ ˷ˬ˸˷ˬ 

˞ˬ˯˧˯ˣ Σ˭˩˸˧˷ ˫ˠˣ ˫ˢ ˣ˧ˢ ˸˶˧˶˟ ˪ˡ˥ˬ ˪˷ ˭˶˴˧ˢΦ 

 

 

˟ˣ˴˧˰ˢ ˢˤˢ ˣˮ˧˞ ˢ˪˵˸ ˸˧˞˶˵˞ Φ˞ˣˢ ˱˵˷ˬ ˟ˣ˪˧˷ ˸ˣ˟˶˸ ˸˧ˬˡ˵˞ ˪˷ ˱ˣ˸˧˷ ˰ˡ˧ˬ ˥ˣ˸˲ ˶˟˰˟˷ ˢ˸˧˧ˢ 

ˢ˷˧ˠ ˸˧ˬ˧˦˧ˠ˪ ˶˵˥ˬ˟ Σ˨˞ ˭˞˩ ˢ˸˧˧ˢ ˢ˷˧ˠ ˧˸˪˟ ˸ˬ˪ˣˢ ˪˧˪˰˟Σ ˸ˣ˩˶˰ˬ˷˩ ˶˷˞ ˸ˣ˦˪ˣ˷ ˫˧˯˩ˮ˟ ˫˧˧ˤ˧˲ 

˫˧˦˷˷ ˫˧˟ Σ˫ˮ˧ˢ˷ ˧˪˰˟ ˫˧˷ˣˬ˧˷ ˫˧˧ˮˣ˥˦˧˟ ˣˡˣ ˫˧˧˷ˣˬ˧˷ Σˢ˸˧˧ˢ ˢ˥ˣ˸˲ ˭˧˦ˣ˪˥˪ Φ˵˶ ˸˶˷ ˡ˥˞ Σ˨˧˧˷ 

˱ˣˠ˪ ˧ˬˡ˵˞ ˸ˣ˴˶˞˟ ˸˧˶˟ˢ Σ˟˧˴ˢ ˫ˣ˯˥ˬ ΥHTTP Basic Authentication ˦ˣ˷˲ ˫˰ ˢ˰ˡˣˢˢ ϦRestricted 

Files ΦϦˢ˶˟˥ˢ ˸˥˸˲ˬˢ ˢ˥˸˧˲ ˫˧˶˴ˣˬ ˢ˷˧ˠ˟ ˸˧˶˵˥ˬ ˢ˧˲˪˷ ˢ˥˦˟˞ ˢˮˮ˧˞ ˸˷˧˶ˡ ˱˯ ˞˪˞ ˢ˴˪ˬˢ 

ˡ˟˪˟ ˸ˣˡ˟ˣ˰ˢˣ ˣ˶˟˧ˡ ˡ˰˟ ˭ˬ˴˰ Σ˸ˣ˥ˣ˵˪ ˣ˶˥˟ ˭˧˵˸ˢ˪ ˸˞ ˸ˣ˩˶˰ˬˢ ˞˪˪ ˢ˥˦˟˞ ˸˧˪ˬ˧ˮ˧ˬΦ 
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˸˶ˣ˷˵˸ ˸˧ˮ˧ˣˣ˪ 

˫ˠ ˸˶˷ˢ ˧ˮ˧ˣˣ˪ˢ ˞˪ ˢ˧ˢ ˭ˠˣˬ ˸ˬ˞˟ Φˡ˴˪ ˵˷ˬˬ sπWeb Σ˸˶˷ ˢˤ ˱˷˥ API ˥ˣ˸˲ ˭˧˦ˣ˪˥˪ ˶˧ˤ˥ˬ˷ ˸˞ 

˭ˬˣ˧ ˸ˣ˥˧˷ sπIridium ˞˪ˬˢ ˧˪˟ ˫ˣ˷ ˸ˣˬ˧˞Υ 

http:// <server>/cgi - bin/gmc/list - iridium - results.pl ?time=365  

 

˶˦ˬ˶˲ˢ time ˪˟˵ˬ ˶˲˯ˬ ˫˧ˬ˧ ˢ˶ˣ˥˞ Φˢ˶ˤ˥ˢ Υˢˬ˧˷˶ ˸˧ˠˣ˪ˣˮˣ˶˩ ˪˷ ˪˩ ˰ˣ˶˧˞ ˢ˧˧˪˰ ˧ˮ˲˪ ˥˦˷ˢ Σ˫˷ 

˭˲˥˶ˢ Σ˸ˬ˸ˣ˥ ˭ˬˤ ˸˵˧ˣˡˬ ˢ˧˧ˮ˷˪ Σ˨˷ˬˣ ˢ˥˧˷ˢ Φ˶ˣ˟˰ ˫˶ˣˠ ˭˧ˣ˰ ˣˢˤ ˶˴ˣ˞ ˧ˮ˧˰˧ˡˣˬ ΥOperational Tempo 

ύ˟˴˵ ˸ˣ˪˧˰˲ˢ Σό˧˯ˣ˲ˡ ˭ˣˬˤ˸ Σ˨˷ˬˣ ˢ˯˧˶˲ˢ Φˢ˟˪˴ˢ˟ ˫˰ ˧ˮˬˣ˧ ˫˧˰ˣ˶˧˞ˢ ˫ˠ ˫ˣ˵˧ˬ GPSΦ 
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˸˶˷ sπSkidaway Institute ˪˷ ˸˦˧˯˶˟˧ˮˣ˞ ɣϥˠ˶ˣϥs˧ ˱˸˧˷ ˰ˡ˧ˬ ˶˥˞ ΥмΣттл ˸ˣ˥˧˷ ˢˮ˷˟ ˸˥˞ Φ˥ˣ˸˧ˮ 

˪˷ ˭˲˥˶ˢ pelagia ˱˷˥ ˞ˣˢ˷ ˢ˪˰ ˧ˮ˲˪ ˥˦˷ˢ ˦˰ˬ˩ ˪˩ ˰˟˷ ˸ˣ˵ˡ ˨˶ˣ˞˪ ˢ˲ˣ˵˸ ˸˩˷ˣˬˬ π ˢˬ˧˸˥ 

ˢ˶ˣ˶˟ ˪˷ Pitch Mechanism Failure ύ˪˷˩ ˭ˣˮˠˮˬ˟ ˸˧˧˦ˢ ˢ˟ˣˠˢ Φόˢ˪˵˸ ˢˢˤ ˦˰ˬ˩ ˢ˸˲˴ˮ ˥ˣ˸˧ˮ˟ ˧ˮˬˣ˧ 

˭˲˥˶ˢ kg_557 ˫ˣ˶ˡ˟ ˢ˞˧˶ˣ˵ Υ˸ˣ˞˧ˠ˷ Ϧpitch not commanded Ϧˣ˶ˤ˥˷ ˸ˣ˲˧˴˶˟ ˨˷ˬ˟ ˢ˰˟˷ ˫˧ˬ˧ Φ˧ˮ˷ 

˫˧˪˷˩ˢ ˣ˧ˢ ˫˧˧ˣ˪ˠ ˪˩˪ ˢ˲ˣ˴ ˭ˬˡˤˬ x˞ ˫˶ˣˠ ˢ˴ˣ˶˷ ˸˰ˡ˪ ˢ˲˧˞ˬ ˱ˣ˯˞˪  ˧˪˩ ˫˰ ˸ˣ˧ˠˣ˪ˣˮ˩˦ xl ˸ˣ˧˷ˣˬ˧˷Φ 

 

 

˸˩˶˰ˬ ˫˧˴˟˵ ˢ˲ˣ˷˥ 

˫˞ ˵˷ˬˬ sπWeb ˢ˧ˢ ˸˪ˡ ˞˪˪ ˪ˣ˰ˮˬ Σ˸˶˷ sπFTP ˢ˧ˢ ˶˧˵ ˸˧˩ˣ˩ˤ Φ˧˪˩ sπGMC FTP Utility π ˯˯ˣ˟ˬ˷ 

˪˰ ˢˮ˩ˣ˸ ˫˷˟ FTP-Go v1.6 π ˶˟˥˸ˢ ˪πDock Server ˨˶ˡ Plaintext FTP Υ˧˪˟ ˢˮ˲˴ˢ Σ˧˪˟ SFTP Σ˧˪˟ TLS Φ

˪˩ ˧ˬ ˟˷ˣ˧˷ ˪˰ ˟˧˸ˮˢ ˧˸˷˶ˢ ˢ˞ˣ˶ ˸˞ ˫˧˶ˣ˷˧˞ˢ ˸˞ˣ ˫˧ˮˣ˸ˮˢ ˫˧ˬ˶ˣˤ ˦˯˵˦˟ ˧ˣ˪ˠΦ 

ˢˬ ˱˷˥ˮ˷ ˟πFTP Root ˞ˣˢ ˸˩˶˰ˬˢ ˢ˪ˣ˩Υ 

¶ ˧˴˟˵ Mission ˦ˬ˶ˣ˲˟ Φma ˸˧˧˵˧˸˟ κto-glider κπ ˭˸˧ˮ˷ ˸ˣ˪˰ˢ˪ ˸ˣˮ˷˪ˣ ˫ˢ˟ Waypoints 

˸ˣ˧ˣˠˢˮ˸ˢˣ ˪˷ ˭˲˥˶ ˞˴ˬˮ˷ ˰ˠ˶˩ ˫˧˟ 

¶ ˧ˮˣ˸ˮ ˰ˡˬˢ ˫˧˧ˬ˪ˣˠˢκ Υfrom-glider/, /from-scienceκ 

¶ dockserver.conf π ˳˟ˣ˵ sπConfiguration ˪˷ ˸˶˷ˢ Σ˦˯˵˦˟ ˧ˣ˪ˠ 

¶ gliderState.xml π ˟˴ˬ ˭˲˥˶ˢ ˭ˬˤ˟ ˸ˬ˞ Σ˪˰ˬ млл KB 

surface.dat π ˧ˮˬˣ˧ ˸˷˶ ˫˧˦˶ˣ˲ˬ ˪˩˪ ˰ˣ˶˧˞ ˢ˧˧˪˰ 

˫˧˯˲ˣ˸ ˸˞ ˭ˣ˲˧˯ˢ π Routes and Missions 

ˡˣˠ˧ˮ˟ ˢ˲˧˵˸˪ ˢ˰˧ˠ˲ˣ ˧ˮˣ˸ˮ˟ ˶˵˥ˬ x˞ ˡˣ˵˲˸˟ ˧˪˩ˢ Σ˭˞˩ ˵˷ˬˬˢ ˶˷˲˞ ˰ˣ˟˵˪ ˭˞˪ ˧˪˩ˢ ˦ˣ˷˧ Φ˱˵ˣ˸ 

˧˪˞˧˴ˮ˦ˣ˲ ˪˩˧ ˱˧˯ˣˢ˪ ˸ˣˬ˧˷ˬ ˵ˣ˥ˬ˪ ˸ˣˮ˷˪ˣ ˸ˣˬ˧˷ˬ ˸ˣˮ˷˧ Σ˸ˣˮ˷˪ˣ ˧˟˧˸ˮ ˦˧˷ ˦˧˪˥ˢ˪ˣ ˭˩˧ˢ˪ ˧˪˩ˢ ˦ˣ˷˧ 



 
 

      Υ   
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ мус, ˧ˮˣ˧ нлнс  ос 
 

ˣ˧˷˩˰ ˫˧˟ Σˢˬˣ ˢˬ˧˷ˬˢ ˣ˪˷ Σ˞ˬˠˣˡ˪ ˶ˣ˟˰˪ ˢˮ˧ˡˬ˪ ˸˶˥˞ ˫˷ˬˣ ˫˶ˣˠ ˶ˤ ˱ˣ˯˞˧ ˸˞ ˧˪˩ˢ ˰˴˟˧ˣ ˢ˯ˡˮˢ 

˶ˣ˥˞˪.  
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˭ˣ˧˪ˠ мус, ˧ˮˣ˧ нлнс  оу 
 

˸ˡ˶ˣˢ ˸˞˪˰ˢˣ ˡˣ˵ ˧˪˟ ˢ˵˧ˡ˟ ˧ˬ ˥˪˷ ˣ˸ˣ˞ ˫˞ˢˣ ˞ˣˢ ˰ˣˠˮ 

˪˩ ˧˪˩ ˢ˦˧˪˷ˢ π Glider Terminal ΣGLMPC Terminal ΣData Visualizer π ˫˧˶˟˰ˣˬ ˟˷˥ˬ˪ ˶˵ˣ˥ˢ 

˸ˣ˪˧˟˥˩ Java Web Start (JNLP) Φˢ˧˰˟ˢ Υ˧˴˟ˣ˵ sπJAR ˫ˬ˴˰ ˫˧ˡ˶ˣ˧ ˨˶ˡ HTTP ˪˧ˠ˶ Σ˧˪˟ ˢ˵˧ˡ˟Φ 

<security > 
  <all - permissions />  
</ security > 
<j2se version ="1.1+" />  

˸ˣ˰ˬ˷ˬˢ Υ˱˵ˣ˸ ˫˵ˣˬˬ˷ ˪˰ ˟˧˸ˮˢ ˧˸˷˶ˢ ύMan-in-the-Middle ό˪ˣ˩˧ ˱˧˪˥ˢ˪ ˸˞ sπJAR ˳˟ˣ˵˟ ˧ˮˣˡˤ Φ

πsJava Runtime ˳˧˶˸ ˣ˸ˣ˞ ˫˰ ˸ˣ˞˷˶ˢ ˸˩˶˰ˬ ˢ˪˰˲ˢ ˸ˣ˞˪ˬ ˪˰ ˸ˮ˥˸ ˶˵ˣ˥ˢ π ˸ˮ˵˸ˢ Malware Σ

˸˟˧ˮˠ ˫˧˶ˣ˷˧˞ Σ˶˟˰ˬˣ ˪˞ ˸˷˶ˢ ˸˧ˬ˧ˮ˲ˢ ˪˷ ˷ˬ˸˷ˬˢ Υˡ˯ˣˬ ˧˞ˬˡ˵˞ˢ Σ˭ˣ˩ˬ ˶˵˥ˬˢ Σˣ˞ ˫˶ˣˠ ˧˦ˮˣˣ˪˶ 

˶˥˞ Φˢ˷˰ˬ˪ ΣJava Web Start ˶˟˩ ˞˴ˣˢ ˷ˣˬ˧˷ˬ ˟πJava 11 ύ˶˟ˬ˦˲˯ нлму Σό˨˩ ˸ˣ˩˶˰ˬˢ˷ ˣ˧ˢ ˸ˣ˧ˣ˪˸ 

π˟Java 8 ˭˷˧ ˞˪ˬˣ CVEsΦ 

˭˲ˣ˞˟ ˢˬˣˡ Σ˭˸˧ˮ ˸ˣ˯ˮ˪ ˸ˣ˪˰ˢ˪ ˫˧˴˟˵ ˫˧ˮ˧˧ˣ˰ ˟˷˥ˬ˪ ˢ˦˧˪˷ˢ ˟˷˥ˬˢˣ ˧˰ˡˬˢ ˪˷ ˧˪˩ ˦˧˷ˢΦ 

˨˧˞ ˫ˣ˯˥˪ ˸ˣˣ˴ ˶˵˥ˬ ˫˪˷ ˧˪˟ ˸˶ˣ˷ ˡˣ˵ ˸˥˞ 

˫˧ˬ˰˲˪ ˸ˣ˰˧ˠ˲ˢ ˸ˡ˰ˣ˸ˬ ˣˬ˟ ˧ˡ˧ ˭˶˴˧ˢ ΦπsDock Server User Guide ύˢ˯˶ˠ тΦмп Σнлмо ό˰˟ˣ˵ ˷˶ˣ˲ˬ˟ Υ

When Dock Server launches, it opens serial ports and network sockets. At any time, these 

resources can be owned by only a single process... do not start more than one instanceΦ 

˭ˣˣ˧˩ˬ ˢ˷πGlider Terminal ˷˧ˠˮ ˞˪˪ Authentication Σ˪˩ ˫ˡ˞ ˶˟˥˸ˬ˷ ˪πSocket ˯˲ˣ˸ ˣ˸ˣ˞ Φ˪˧˰˲ˬˢ 

˧ˬ˧˦˧ˠ˪ˢ π ˸ˣˣ˴ ˶˵˥ˬˢ ˢ˯ˮˬ˷ ˶˷˵˸˪ ˫˰ ˭˲˥˶ˢ ˣ˪˷ π ˦ˣ˷˲ ˪˰ˮˮ ˳ˣ˥˟ Σ˪˩˪ ˨˷ˬ ˶ˣ˟˧˥ˢ ˪˷ ˱˵ˣ˸ˢ Φ

˧ˢˣˤ ˸˰˧ˮˬ ˸ˣ˶˧˷ ύDoS όˢˬ˪˷ Σ˞˪˪ Exploit Σ˞˪˪ Malware π ˵˶ ˶ˣ˟˧˥ TCPΦ ˱˯ˣˮ˟ Σ˭˸˧ˮ ˢ˧ˢ ˱˧˯ˣˢ˪ 

˞ˬ˯˧˯ ˵˪˥˟ ˫˧˵˷ˬˬˢˬΥ 
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Ϧˡˣˡ˧˵ ˪˵ Ϧˢˤ ˞˪ ˢˮ˲˴ˢ 

˫ˠ ˣ˧ˢ˷˩ ˫˧˶ˣ˷˧˞ Σ˫ˢ ˞˪ ˣ˧ˢ ˫˧˥ˣ˦˟ Φˡˣ˰˧˸ˢ ˪˷ FTP-Go ˰˧˟˴ˬ ˪˰ ˨˩ ˪˩˷ ˧˦˶˲ ˸˶˷ˢ ˫˧ˮ˯˥ˣ˞ˬ ˟π

Ϧlight encoding Ϧˡˣˡ˧˵ ˪˵ Σ˞˪ ˢˮ˲˴ˢ ˸˧˲˶ˠˣ˦˲˧˶˵ Φ˸˶˷˟ ˵ˡ˟ˮ˷ ύ˭ˣˠ˶˞ ˧˪˶˦˯ˣ˞ ό˸ˮˣ˩˸ sπ

Application Lock ˢ˶ˡˠˣˢ ˪πϦLeave unlocked ΦϦ˶ˬˣ˪˩ Σ˪˩ ˧˶ˣ˷˧˞ sπFTP ˪˩˪ sπDock Servers ˫˧˶ˣˬ˷ 

˳˟ˣ˵˟ ˭˸˧ˮ˷ ˥ˮ˰˲˪ ˸ˣ˪˵˟ Σ˧˪˟ ˣ˪˧˲˞ ˢˬ˯˧˯ ˢˮ˧ˠˬ˷ ˪˰ ˢ˧˴˵˧˪˲˞ˢΦ 
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˭˩˧ˢ ˞˴ˬˮ ˧˪˩ ˦˧˷ˢ ˸˸ˢ ˧ˬ˧ 

˧ˮˬˣ˧ ˫˧˰ˣ˶˧˞ˢ ˫˧˶ˣˬ˷ ˪˰ sπDock Servers Σ˪˩ˣ ˧ˬ ˷˧˷ x˪ FTP ˪ˣ˩˧ ˫ˡ˧˶ˣˢ˪ Φ˫˩ˣ˸˟ π ˸ˣ˦ˮ˧ˡ˶ˣ˞ˣ˵ GPS 

˸ˣ˵˧ˣˡˬ ˪˩˪ ˢ˧˧˪˰ Σ˫˰ ˸ˬ˸ˣ˥ ˭ˬˤ ˢ˧˧ˮ˷˪Φ 

<position dateTime ="Wed Aug 22 06:27:32 2018"  
          latitude =" - 4253.266" longitude ="14720.184" />  
 

˟ˣ˪˧˷˟ ˫˰ sπAPI ˪˷ ˸ˣ˥˧˷ sπIridium Σ˸˪˟˵˸ˬ ˸ˮˣˬ˸ ˟˵˰ˬ ˭ˬˤ˟ ˸ˬ˞ ˪˷ ˪˩ ˭˲˥˶ ˯ˣ˶˲ π ˢˮ˧ˬˤ ˪˩˪ 

˷ˬ˸˷ˬ ˦ˮ˶˦ˮ˧˞ Σ˧˪˟ ˸ˣˬ˧˞ Φ˶ˣ˞˪ ˷ˣˬ˧˷ˢ ˫˧ˮ˲˥˶˟ ˢ˪˞ ˫˧˶ˣˤ˞˟ ˫˧˧ˬ˧ ˫˧ˮˣ˷ Σˣˢˤ ˭ˣ˩˧˯ ˧˪ˣ˰˲˸ ˣˮ˧˞˷ 

˧˦˶ˣ˞˧˸ Σ˶˷˲˞ˬˣ ˱ˣ˯˧˞ ˪˷ ˫˧˪˩ˢ ˪˰ ˧ˡ˧ ˫˶ˣˠ ˧ˮˣ˴˧˥ Σ˧˲˩ ˱˞˷ ˷˥˶˸ˢ ˭˧˯˷˩ ˢ˲˯˞ ˧˪˩ ˢˤ˩ ˸ˣ˶˦ˬ˪ 

˞˪ ˸ˣ˶ˣ˶˟Φ 
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˸ˣ˞ˬ˯˧˯ ˸˶˧˶˟ ˪ˡ˥ˬ ˫˧ˬˣ˶ˣ˲ˣ ˫˧˥ˣ˸˲ 

ˢ˶˧˵˥ˢ ˢ˞˴ˬ ˸ˣ˧ˣˡ˰ ˪πFactory Credentials ˣ˶˸ˣˮ˷ ˞˪˪ ˧ˣˮ˧˷ ˷ˣˬ˧˷ˣ ˟πHardcoded passwordsΦ 
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˫ˣˠ˶˸ ˧˷˲ˣ˥Υ 

ϦмпΦоΦмΦо ˸ˣˬ˧˞ ˭ˣ˞ˡ ύGlider Authentication ό 

˫˧ˮˣ˞ˡ ˫˧˶˟˥˸ˬˢ ˸˶˷˪ ˢˮ˧ˠ˰ ˨˶ˡ ˫ˣ˧ˡ˧˶˧˞ RUDICS ˫˧˧ˣ˷˰ ˭˲ˣ˞˟ ˧˪ˮˣ˧˴˲ˣ˞ ˷˶ˡ˧ˢ˪ ˸ˬ˞˪ 

˧ˮ˲˪ ˢ˷˶ˣ˸˷ ˫ˢ˪ ˢ˷˧ˠ ˸˶˷˪ ˢˮ˧ˠ˰ˢ Φ˞˪˞ ˫˞ ˭ˮ˷˧ ˸ˣ˟˧˯ ˸ˣ˰˧˶˩ˬ ˷ˣ˶ˡ˪ ˸ˣˬ˧˞ ˭ˣ˞ˡ Σ

˳˪ˬˣˬ ˞˪ ˷ˬ˸˷ˢ˪ ˸˪ˣ˩˧˟ xʕΦ 

ˢˤ ˢ˷˵ ˵˧˲˯ˬ ˶˷˵˸˪ ˫˰ ˭ˣ˞ˡ ˫˧˟ ˞˪˪ ˫ˣ˯˥ˬˢ ˱˯ˣˮˢ ˪˷ ˱˴˶ ˸ˣ˶˟˥˸ˢ Φˢˤ ˢ˪˰ˬ ˸˞ 

˸ˣ˶˟˸˯ˢˢ ˭ˣ˞ˡ˷ ˫˧˟ ˢ˧ˢ˧ ˞˪˪ ˶˷˵ ύincommunicado ό˟˵˰ ˢ˶ˣ˴˸ ˢ˧ˣˠ˷ Σ˸˞˧ˠ˷ ˢˮ˩ˣ˸ Σ

˳˟ˣ˵ ˫ˣˠ˲ Σˢˬ˯˧˯ ˢˡˣ˟˞ Σˣ˩ˣΦϥ 

˫˞ ˣˢ˷˧ˬ ˶˥ˣ˟ ˷ˣ˶ˡ˪ ˸ˣˬ˧˞ ˭ˣ˞ˡ Σˢˤ ˪˥ ˪˰ ˪˩ ˫˧ˮˣ˞ˡˢ ˫˧˰˴˟ˬˢ ˶ˣ˟˧˥ ˫ˣ˧ˡ˧˶˧˞  RUDICSΦ 

˫˞ ˣˢ˷˧ˬ ˶˥ˣ˟ ˷ˣ˶ˡ˪ ˸ˣˬ˧˞ ˭ˣ˞ˡΥ 

ύi ό˪˩ ˫˧ˮˣ˞ˡˢ ˫˧˧ˣ˷˰ ˱˸˷˪ ˸˞ ˣ˸ˣ˞ ˫˷ ˷ˬ˸˷ˬκˢˬ˯˧˯ 

ύii ό˪˩˪ ˭ˣ˞ˡ ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˫˷ ˷ˬ˸˷ˬκˢˬ˯˧˯ ˧˷˧˞ ˧ˡˣ˥˧˧ˣ ˣ˪˷ˬ 

˸˧˧˴˵˧˪˲˞ ˸˶˷ ˢˮ˧ˠ˰ˢ ˞˪ ˢ˷ˣ˰ ˸˞ ˸ˣˬ˧˞ˢ ˢˬ˴˰˟ Φ˞˧ˢ ˸˷ˬ˸˷ˬ ˟πPAM ύPluggable 

Authentication Module π ˪ˣˡˣˬ ˸ˣˬ˧˞ ˭˸˧ˮ ˶ˣ˟˧˥˪ ό˪˷ ˯˵ˣˮ˧˪ ˧ˡ˩ ˷ˣ˶ˡ˪ ˸˩˶˰ˬˬ ˢ˪˰˲ˢˢ 

˸˧˯˧˯˟ˢ ˰˴˟˪ ˸˞ ˸ˣˬ˧˞ˢ Φ˧˲˩ ˥˪˷ˮ˷ Σ˸˶˷ ˢˮ˧ˠ˰ˢ ˷ˬ˸˷ˬ ˫˷˟ ˷ˬ˸˷ˬκˢˬ˯˧˯ ˫˧˧ˬˣ˵ˬ 

κύetc/passwd ˫˰ Shadow Passwords  ό˶ˣ˟˰ ˸ˣˬ˧˞ˢ Φˢˤ ˷˶ˣˡ ˷ˬ˸˷ˬˬ ˢ˴˵ˢ ˶ˣ˴˧˪ ˸˞ 

˭ˣ˟˷˥ύ˸ˣ ό˷ˬ˸˷ˬ ˭ˣ˞ˡˢ ˫˧ˬ˧˞˸ˬˢ ˸˶˷˟ ˢˮ˧ˠ˰ˢΦ 

˸ˣˬ˧˞ˢ ˣˮ˧˞ ˪˟ˠˣˬ ˫˷˪ ˷ˬ˸˷ˬκˢˬ˯˧˯ ˫˧˧ˬˣ˵ˬ Φ˪˩ ˸˦˧˷ PAM (Kerberos, OpenPGP, 

SAMBA, Radius, LDAP, ...)  ˢ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˸˪˰˲ˣˬΦ 

ˢ˶˧˴˧ˢ ˪˷ ˸ˣˮˣ˟˷˥ ˷ˬ˸˷ˬ ˧˞˷ˣˮˣ ˸˶ˣ˴˸ PAM ˫ˢ ˳ˣ˥ˬ ˱˵˧ˢ˪ ˪˷ ˨ˬ˯ˬ ˢˤ ˢ˩˧ˬ˸ˣ ˢˮ˧˞ 

ˢˮ˧ˬˤ ˡ˧ˠ˞˸ˬ Webb Research Φ˫˞ ˢ˸˞ ˞˪ ˰ˡˣ˧ ˨˧˞ ˶ˣ˴˧˪ ˭ˣ˟˷˥ ˷ˬ˸˷ˬ Σˢ˸˞ ˞˪ ˨˧˶˴ 

˶˧ˡˠˢ˪ ˫˧ˮˣ˞ˡ˪ ˰˴˟˪ ˸ˣˬ˧˞ Φ˫˞ ˢ˸˞ ˞˪ ˪ˣ˩˧ ˶˧ˡˠˢ˪ ˷ˡ˥ˬ ˸˞ PAM ˞˪˪ ˢ˶ˤ˰ Σˢ˸˞ ˞˪ 

˨˧˶˴ ˸ˣˮ˷˪ ˸˞ ˢˤϦΦ 

 

˱˯ˣˮ˟ Σ˫ˣ˶ˣ˲ ˢ˩˧ˬ˸ˢ ˧ˬ˷˶ˢ datahost.webbresearch.com ˞˪ ˪˪˩ ˳˟ˣ˵ robots.txt Σ˨˩ ˪˩˷ ˧ˮˣ˧ˡ 

ˢ˩˧ˬ˸ˢ ˫˧˧ˬ˧ˮ˲ˢ ˫ˢ˟ˣ ˸ˣˮˣ˶˸˲ ˸ˣ˪˵˸ ˰ˡ˧ˬˣ ˧˪ˣ˰˲˸ ˣ˯˵ˡˮˣ˞ ˪˰ ˧ˡ˧ ˧˰ˣˮˬ ˷ˣ˲˧˥ˢ ˣ˧ˢˣ ˫˧˷˧ˠˮ ˨˶ˡ 

ˢ˸˪˧˞˷ˢ Υsite:datahost.webbresearch.comΦ 
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˸˩˶˰ˬ ˢ˦˧˪˷ ˢ˷ˡ˥ 

Teledyne Webb Research ˭˩˞ ˢ˥˸˧˲ ˢˬ˶ˣ˲˦˪˲ ˢ˷ˡ˥ ΣSlocum Fleet Mission Control ύSFMC Σό

˶˟˩˷ ˸˷ˬ˸˷ˬ ˟πHTTPS ˟xπAuthentication ˭˧˵˸ Φ˫˧˰˲ˣˬ ˢ˪˷ ˣˢˣˤ ˸˪˧˥˸˟ ˶˵˥ˬˢ ˧˸˰˴˧˟˷ ˪˴˞ 

University of South Florida ΣRutgers University Σ˭ˣ˩ˬ ˢ˧ˠˣ˪ˣ˶ˣ˞˦ˬˢ ˧ˮ˲˧ˢ Σ˱˞ˣ ˸˶˷ ˢ˩˶ˡˢˢ ˪˷ 

ˢ˶˟˥ˢ ˢˬ˴˰Φ 

ˣˬˣ˧˵ ˪˷ ˶ˣˡ ˷ˡ˥ ˣˮ˧˞ ˪˦˟ˬ ˸˞ ˭ˣ˩˧˯ˢ Φмн ˢ˪˰ˬˣ ˧˸˶˷ GMC ˶ˣˡˢˬ ˭˷˧ˢ ˣ˩˧˷ˬˢ ˪ˣ˰˲˪ ˨˷ˬ˪ ˶˲˯ˬ 

˫˧ˮ˷ ˶˥˞˪ ˢ˰˶˸ˢˢ ˸˧ˮˣ˷˞˶ˢ Σ˧˪˟ ˸ˣˬ˧˞ Σ˶˲˯ˬ˟ ˸ˣˮ˧ˡˬ Φ˪˩ ˡˣ˰ ˫ˢ ˣ˧ˢ ˫˧˶˟ˣ˥ˬΣ ˧˴ˢ ˦˵˷ˢ ˶˞˷ˮ 

˱ˣ˷˥Φ 
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˶ˣ˷˰ Σˢ˷ˣ˪˷ ˸ˣ˶ˣˡ Σ˯˲˞ˣ ˧ˣˮ˧˷ ˢ˥˦˟˞˟ 

˧˩ˬ˯ˬ sπOperator Manuals ˫˧˧˶ˣ˟˧˴ˢ ˫˧˷˶ˣ˲ ˶˧˴ ˭ˬˤ ˶ˣ˶˟ Υ˶ˣˡ G1 (2010), G2 ύнлмн Σό˨˧˶ˡˬ ˭ˣˬ˧˞ 

ύнлмп ΣόG3 ύнлмт Σό˸ˮ˩ˣ˸ˣ GMC ˢ˯˶ˠ тΦмп ύнлмо Φό˭˧˟ ˪˩ ˸ˣ˶ˣˡˢ ˣ˪˪ˢ ˞˪ ˰˴ˣ˟ ˧ˣˮ˧˷ ˧˸ˣˢˬ ˡ˥˞ ˟π

Security Architecture Φ˸ˣ˰˧ˠ˲ sπPlaintext FTP Σ˶ˡ˰˧ˢ sπAuthentication Σ˶˟˰ˬˣ ˧˴˟˵ sπJARs ˟πHTTP 
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˭˪ˣ˩ ˸ˣˬ˧˧˵ ˢ˯˶ˠˢˬ ˢˮˣ˷˞˶ˢ ˡ˰ˣ ˢˮˣ˶˥˞ˢΦ ˸ˣ˶ˣ˵ˬ ˡˣ˰˧˸ˢ ΥSlocum G1 Manual ύнлмл ΣόG2 

Operators Manual (2012), G2 Training Guide (2014), Operators Guidebook (2010), G3 Manual 

(2017), GMC Dock Server User Guide Rev 7.14 ύнлмоΦό 

˸ˣ˴˪ˬˢ ˭ˣ˵˧˸˪ ˸˩˶˰ˬˢ ˢˮ˷˧ˢ 

¶ Critical π ˸˪˟ˠˢ ˵˷ˬˬ sπGMC ˪πVPN ˧ˬ˧ˮ˲ x˞ ˸ˬ˧˷˶ IP ˸˧ˡ˯ˣˬ Τ˸˶˯ˢ ˢ˲˧˷˥ˢ ˦ˮ˶˦ˮ˧˞˪Φ 

¶ Critical π ˸˰ˬ˦ˢ Authentication ˪˰ ˪˩ sπCGI Endpoints Σ˪˪ˣ˩ sπAPI ˪˷ IridiumΦ 

¶ Critical π ˢ˲˪˥ˢ ˸˧ˡ˧˧ˬ ˪˷ ˪˩ sπDefault xπFactory CredentialsΦ 

¶ High π ˶˟˰ˬ ˬπFTP ˪πSFTP x˞ SCP ˪˩˟ ˸ˣ˶˟˰ˢ sπDock ServerΦ 

¶ High π ˸˷ˠˢ ˪˩ ˧˴˟ˣ˵ JNLP xπJAR ˨˶ˡ HTTPS ˫˰ TLS Certificate ˧ˮ˵˸Φ 

¶ High π ˸˷˧˦ˮ Java Web Start (Deprecated) ˸˟ˣ˦˪ ˵˷ˬˬ Web ˧ˮ˶ˡˣˬ ˸ˬˣ˞ˬˣΦ 

¶ High π ˸˪˟ˠˢ ˧˶ˣ˟˧˥ TCP ˪πSocket ˪˷ sπDock Server Σ˫˰ AuthenticationΦ 

¶ Medium π ˸˪˰˲ˢ Application Lock ˟πFTP-Go ˫˰ ˢˬ˯˧˯ ˢ˵ˤ˥Φ 

¶ Medium π ˸ˣ˧ˮ˧ˡˬ Operational Security ˧ˮˣ˸ˮ˪ GPS ˭ˬˤ˟ ˸ˬ˞Φ 

¶ Low π ˸˲˯ˣˢ robots.txt ˫ˣ˶ˣ˲˪ ˢ˩˧ˬ˸ˢΦ 

 

˫ˣ˩˧˯ 

˧ˮ˲˥˶ sπSlocum ˫ˢ ˠ˷˧ˢ ˧˯ˡˮˢ ˪˷ ˸ˣˮˣ˩ˬ ˸ˣ˦˵˷ ˸ˣ˷˶ˣ˥˷ ˸˞ ˫˧˯ˣˮ˧˧˵ˣ˞ˢ ˸ˣ˶˧ˤ˥ˬˣ ˰ˡ˧ π ˫˧ˮ˧˧ˣˣ˪ 

˫˧˧ˬ˧ Φ˪˟˞ sπCommand and Control ˫ˢ˪˷ ˢˮ˟ˮ ˢ˯˧˲˸˟ ˪˷ ˢˡ˟˰ˬ ˸˧ˬˡ˵˞ ˢ˥ˣ˸˲ Σ˞˪ ˪˷ ˸˩˶˰ˬ 

˸˦˪ˣ˷ˢ ˫˧˯˩ˮ˟ ˫˧˧ˤ˧˲ ˧˪˰˟ ˨˶˰ ˧˶˵˥ˬ Φ˶˰˲ˢ ˢˤˢ ˞ˣˢ ˶ˣ˲˧˯ˢΦ 

ˢ˶˟˥ˢ ˢ˥˸˧˲˷ ˭˸ˣ˞ ˢ˪˧˦ˢ ˸ˣ˧˶˥˞ ˸˧˵˪˥ ˪˰ ˸ˣ˥ˣ˵˪ˢ ˨ˣ˸ ˢ˴˪ˬˢ ˸˷˶ˣ˲ˬ ˞˪ ˥˦˟˞˪ ˸˞ ˫˧˪˩ˢ 

˟˵˰ ˷˷˥ ˭ˡ˟ˣ˞˪ ˶˷˵ Σ˱˯ˣˮ˟ ˞˧ˢ ˢ˸ˮ˟ ˸˞ ˸˩˶˰ˬˢ ˢ˶ˣ˴˸˟ ˢˮˮ˧˞˷ ˸˥˵ˣ˪ ˭ˣ˟˷˥˟ ˢ˧ˠˣ˪ˣˡˣ˸ˬ ˪˷ 

Security by designΦ 

˸ˣ˧ˮ˲ˢ ˢ˶˟˥˪ ˣ˩˷ˬˮ ˫˧ˮ˷ Φ˱ˣ˸˧˷ ˢ˪ˣ˰˲ˢ ˢ˧ˢ ˟ˤ˩˞ˬΣ ˢ˧ˢ˷˩ˣ π ˢ˧ˢ ˧ˮˣ˲˪˦ ˞˪ˣ ˧ˬ˷˶ Σ˸˥˞ˣ ˸ˣ˶˧ˬ˞ˢ 

˸ˣˮ˧˧ˮ˰ˬˢ ˢ˸˧˧ˢ ˫˞˷ ˣ˴˶˲˧ ˫˧˪˩˪ ˢˢˤˮ ˸˞ ˧ˣˮ˧˷ˢ ˟˧˸ˮ˟ ˦˪˸˷ˮˣ ˢ˶ˤ˥˟ Σ˧˩ ˧˪˩ˢ ˢˤˢ ˣˮ˧ˢ ˣˬ˩ ˟˴ 

˦˷˷ ˷ˬˬ ˦˞˪ ˧˞ˣ ˶˷˲˞ ˰ˣˠ˲˪ x˟ Φ˟ˣ˷˥ ˭˧˧˴˪ ˢ˧ˮ˲ˢ˷ ˢ˶˟˥˪ ˢ˸˧˧ˢ ˧˶˥˞ ˸˧˶˵˸ˢ ˢ˟˷ ˫˧ˬ˶ˣˠ ˫˧ˮ˧˯ 

ˣ˯˲˸ ˧˪˩ ˢˤ˩ Σ˨˞ ˥˵˪ˢ ˞˪ ˡˬ˪ˮΦ 

˫˞ ˫˧˴ˣ˶ ˰˴˟˪ ˢ˰˧ˠ˲ ˫˧˶˵˥ˬ˟ ˫˧˧˞ˬˡ˵˞Σ ˸˟˧ˮˠ ˸ˣˡˣ˯ ˫˧˧˶˥˯ˬ x˞ ˧˪˩ ˶˵˥ˬ xl ˫˧˧˷ˣˬ˧˷ Σ˸ˣ˯˧˲˸ 

˸ˣˬ˧ˬ˸ ˣ˪˞ ˭s ˯˧˯˟ˢ ˸ˣ˶˷˲˞ˬ˷ ˸˞ ˢˤΦ 
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˸ˣ˧ˢ˸ ˧˟ˠ˪ ˸˩˶˰ˬˢ ˢ˷ˡ˥ˢ 

˫˞ ˣ˴˶˸ ˶˸˞˪ ˸˞ ˧˴ˢ ˷ˡ˥ˢ ˥˦˟ˣ˞ˬˢˣ Σ˪˩ ˢˬ ˣ˩˶˦˴˸˷ ˢˤ ˷˲˥˪ ˸˞ ˡ˥˞ ˫˧˲ˣ˶˧˴ˢˬ ˫˧˞˟ˢ Υ 

"/sfmc/login"  "/sfmc/login" && title =="SFMC -  Login" "/sfmc/about"  

 

˶˷˲˞ ˫ˠ ˰˧ˠˢ˪ ˫˧ˠˣ˪˪ ˫˧˧˯˧˯˟ ˪˷ ˧ˮˣ˸ˮ ˭˧˧ˣˣ˪ Ϧsfmc/iridium-calls Ϧ˞˪˪ ˫˧ˬˣ˵˧ˬΦ 

ˢˡ˟ˣ˰ˢ ˸ˣ˶˷˰˷ ˸ˣ˥ˣ˵˪ ˭˧˧ˡ˰ ˫˧˲˷ˣ˥ ˸˞ ˸˩˶˰ˬˢ ˦ˮ˶˦ˮ˧˞˪ Σ˪˩ˣ ˷˶ˡˮ˷ ˞ˣˢ ˫˷ ˷ˬ˸˷ˬ ˞ˬ˯˧˯ˣ Σ

˞˪˪ ˢ˷˧˶ˡ ˸˲˶ˣˠ ˪˷ ˷ˣˬ˧˷ ˟VPN- ˧ˮˣˠ˶˞ Σˢ˰˧˟˴ˬ ˪˰ ˨˩ ˡ˟˪ˬ˷ ˸˲˯ˣˢ ˢ˷˧˶ˡ ˞ˬ˯˧˯˪ ˸˧˯˧˯˟ Σ

ˢ˧˴ˤ˧ˮ˶ˡˣˬˣ ˪˷ ˸˩˶˰ˬˢ ˸ˮ˧˥˟ˬ ˢ˥˦˟˞Σ ˭˧˞ ˢ˟˶ˢ ˧ˣˮ˧˷ ˧˸˯˧˲˸ Φ 

˧˩˧˶ˡˬ ˢ˪˰˲ˢ ˫˧˧ˮ˶ˡˣˬ ˣˬ˯˶ˣ˲˷ ˫˧˰˧˟˴ˬ ˪˰ ˶ˣ˲˧˷ ˢ˷˧˶ˡˣ ˸˲˪˥ˢ˪ ˸ˣ˞ˬ˯˧˯ ˸˧˸˲ˣ˵˸Φ ˭ˣˤ˧˞˟ ˭˧˟ 

˸ˣ˧˪ˣ˰˲˸ ˢ˥˦˟˞˪ Σˢ˞˶ˮ ˪ˣ˰˲˸ˢ˷ ˭˧˧ˡ˰ ˪˧˟ˣˬΦ 
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˪˰ ˶˟˥ˬˢ 

˧˸˧ˬ˞ ˭l π ˶˵ˣ˥ ˸˥˦˟˞ ˰ˡ˧ˬ Φ˶ˬ˞ˬˢ ˟˸˩ˮ ˶ˣ˵ˬ˟ ˟πнлму ˨˶˰ˮˣ ˷ˡ˥ˬ ˫ˣ˯˶˲˪ ˟πмуΦлсΦнлнсΦ 

https://x.com/popshark1 

http://amitaydan.com 

https://il.linkedin.com/in/amitay-dan-a63647aa 

 

˧ˣ˪˧ˠ ˸ˣ˞ˮ π Full Disclosure 

˸ˣ˧ˮ˲ ˪˞ ˸˶˟˥ Teledyne Webb Research ˰ˠˣˮ˟ ˫˧˞˴ˬˬ˪ ˫˧˶˞ˣ˸ˬˢ ˶ˬ˞ˬ˟ ˢˤ ˣ˶˟˰ˣˢ ˶˲˯ˬ ˫˧ˬ˰˲ 

˨˶ˣ˞˪ ˫˧ˮ˷ Φ˨˧˪ˢ˸ sπRemediation ύ˭ˣ˵˧˸ˢ ό˨˶˞˸ˢ ˭˲ˣ˞˟ ˶˩˧ˮ ˟˵˰ ˶˯ˣ˥ ˱ˣ˸˧˷ ˢ˪ˣ˰˲ ˡ˴ˬ ˫˧ˬ˶ˣˠˢ 

˫˧˞˶˥˞ˢ Τ˵˪˥ ˸ˣ˧ˣ˰˧ˠ˲ˢˬ ˫˶˦ ˣˮ˵ˣ˸ ˭˞ˣ˪ˬ˟ ˸˰˟ ˫ˣ˯˶˲ˢ Φ˟˶˧ˬ ˸ˣ˥ˣ˵˪ˢ ˣˮ˩ˡ˰ ˸ˣ˞˯˶ˠ ˭˩˪ˣ ˧˸˦˪˥ˢ 

˶˶˥˷˪ ˸˞ ˶ˬ˞ˬˢΦ 

˸ˣ˟ˣ˸˩ IP ˸ˣˮˣˬ˸˟ ˣ˷˦˷ˣ˦ Σ˪˩ˣ ˸˟ˣ˸˩ ˢ˲˪˥ˣˢ ˫˷˟ ˢˮ˧ˡˬˢ x˞ ˭ˣˠ˶˞ˢ ˣ˟˷ ˢˬˣ˷˶ ˸˟ˣ˸˩ˢΦ 

ˢ˧ˮ˲ ˢˮˣ˷˞˶ ˢ˶˟˥˪ ˢ˸ˮ˰ˮ ˟πннΦлфΦнлму Φˣˣ˪ˮ ˨˩˪ ˫˧˪˧˧ˬ˧˞ ˫˧ˬ˶ˣˠ˪ ˫˧ˮˣ˷ ˸˶˟˥˟ Teledyne Webb 

Research ˪˪ˣ˩ ˢ˥˧˷ ˸˧ˮˣ˲˪˦ ˢ˶˧˷˧ Φˢ˶˟˥ˢ ˢ˰ˡ˧˧ ˪˩˩ ˢ˞˶ˮˢ ˸˞ ˸ˣ˥ˣ˵˪ˢ ˨˞ ˞˪ ˢ˸˧˧ˢ ˢ˟ˣˠ˸ 

˸˧ˬ˷˶ ˫˧˷ˬ˸˷ˬˣ ˣ˩˧˷ˬˢ ˪˧˰˲ˢ˪ ˫˧˪˩ ˫˧˧ˬ˧ ˭˲ˣ˞˟ ˞˪ ˥˦˟ˣ˞ˬΦ 

https://x.com/popshark1
http://amitaydan.com/
https://il.linkedin.com/in/amitay-dan-a63647aa
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ˢ˧ˮ˲ ˸˲˯ˣˮ ˢ˸˷˰ˮ˷ ˟πннΦлмΦнлнп ˸˵˪˥ˬ˪ ˸˥˦˟˞ ˰ˡ˧ˬ ˞˪ ˢ˸ˮ˰ˮΦ 

˶ˣ˞˪ ˸ˣ˷˧ˠ˶ ˫˧˪˩ˢ ˫ˮ˧˞˷ ˫˧˧˶˵˥ˬΣ ˧˸˶˥˟ ˞˪˷ ˫˯˶˲˪ ˸˞ ˶˵˥ˬˢ ˡ˰ ˢ˩Φ 

 ϭнлнс  ϊ˧˸˧ˬ˞ ˭l  ϊ˫˯˶ˣ˲ ˸˶ˠ˯ˬ˟ Responsible Disclosure 

 

˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬ 

¶ Slocum G1 Glider Manual (2010)  

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G1_Glider_

Manual.pdf 

¶ Slocum G2 Operators Manual Rev.B (2012)  

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G2_Glider_

Operators_Manual.pdf 

¶ Slocum G2 Operators Training Guide (2014)   

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_Glider_Ope

rators_Training_Guide.pdf 

¶ Slocum Glider Operators Guidebook (2010)  

https://wiki -pnb.eri.ucsb.edu/images/f/f2/Glider_operators_handbook.pdf 

¶ Slocum G3 Operators Manual Rev.2 (2017)  

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G3_Operat

or_Manual_20171219.pdf 

¶ GMC Dock Server User Guide Rev 7.14 (2013)  

https://dockserver.skio.uga.edu/gmc/gmcUserGuide.pdf 

¶ Censys https://censys.io/ipv4?q=%22Webb+Research+Glider+Mission+Control%22 

¶ Shodan 

https://www.shodan.io/search?query=%22Webb+Research+Glider+Mission+Control%22 

¶ ZoomEye 

https://www.zoomeye.org/searchResult?q=%22Webb%20Research%20Glider%20Mission%2

0Control%22 

¶ TWR Forum 

https://datahost.webbresearch.com 

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G1_Glider_Manual.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G1_Glider_Manual.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G2_Glider_Operators_Manual.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G2_Glider_Operators_Manual.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_Glider_Operators_Training_Guide.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_Glider_Operators_Training_Guide.pdf
https://wiki-pnb.eri.ucsb.edu/images/f/f2/Glider_operators_handbook.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G3_Operator_Manual_20171219.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G3_Operator_Manual_20171219.pdf
https://dockserver.skio.uga.edu/gmc/gmcUserGuide.pdf
https://censys.io/ipv4?q=%22Webb+Research+Glider+Mission+Control%22
https://www.shodan.io/search?query=%22Webb+Research+Glider+Mission+Control%22
https://www.zoomeye.org/searchResult?q=%22Webb%20Research%20Glider%20Mission%20Control%22
https://www.zoomeye.org/searchResult?q=%22Webb%20Research%20Glider%20Mission%20Control%22
https://datahost.webbresearch.com/
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¶ A Hometown Glider Makes World News 

https://www.capenews.net/falmouth/news/a-hometown-glider-makes-world-

news/article_503ef0ab-a95f-5354-8378-7def4f6d3ae1.html 

¶ China Gives Drone Back  

https://www.twz.com/6604/china-gives-drone-back-but-why-did-they-grab-it-in-the-first-

place 

¶ Statement by Pentagon Press Secretary  

https://www.war.gov/News/Releases/Release/Article/1032611/statement-by-pentagon-

press-secretary-peter-cook-on-incident-in-south-china-sea 

¶ UnitedStates Fleet Forces Command  

https://en.wikipedia.org/wiki/United_States_Fleet_Forces_Command 

¶ Oregon State University - Manuals & Resources, active and archived Deployments 2026 

https://gliderfs2.oce.orst.edu/gliderweb/slocumgliders.php 

 

 

  

https://www.capenews.net/falmouth/news/a-hometown-glider-makes-world-news/article_503ef0ab-a95f-5354-8378-7def4f6d3ae1.html
https://www.capenews.net/falmouth/news/a-hometown-glider-makes-world-news/article_503ef0ab-a95f-5354-8378-7def4f6d3ae1.html
https://www.twz.com/6604/china-gives-drone-back-but-why-did-they-grab-it-in-the-first-place
https://www.twz.com/6604/china-gives-drone-back-but-why-did-they-grab-it-in-the-first-place
https://www.war.gov/News/Releases/Release/Article/1032611/statement-by-pentagon-press-secretary-peter-cook-on-incident-in-south-china-sea
https://www.war.gov/News/Releases/Release/Article/1032611/statement-by-pentagon-press-secretary-peter-cook-on-incident-in-south-china-sea
https://en.wikipedia.org/wiki/United_States_Fleet_Forces_Command
https://gliderfs2.oce.orst.edu/gliderweb/slocumgliders.php
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ˡ˴˧˩ Spyware ˠˣ˯ˬ Predator ˱˵ˣ˰ ˸˞ ˧ˣˣ˧˥ ˪˵ˢˢ˦s 

π˟iOS 

˸˞ˬ ˫ˢ˶˟˞ ˶˧ˮ 

 

ˢˬˡ˵ˢ 

˶˵˥ˬ ˢˤ ˞ˣˢ ˥ˣ˸˧ˮ malware ˡ˰˸ˬˢ ˡ˴˧˩ spyware ˧˶˥˯ˬ ˶˟˩˷ ˯˶˲ˮ ύ˸ˬˠˣˡ˩ Predator ό˪˰ˣ˲ ˶˥˞˪ 

compromise ˪˷ ˶˧˷˩ˬˢΦ 

˶˵˥ˬ ˢˤ ˣˮ˧˞ ˱˷ˣ˥ ˸˷˪ˣ˥ ˢ˥˦˟˞ ˢ˷ˡ˥ ˟πiOS ˸˷˶ˣˡˢ ˭ˣ˵˧˸ Σ˞˪˞ ˶˧˟˯ˬ ˡ˴˧˩ spyware ˫˧˧˵ ˪˰ˣ˲ 

˶˥˞˪ ˶˧˷˩ˬˢ˷ ˶˟˩ ˶˟˰ compromise ˫˧˰˴ˬ˞˟ ˫˧˶˥˞ ύzero-days ˢˬˣˡ˩ˣΦό ˸˶˦ˬ ˶˵˥ˬˢ ˞˧ˢ ˰˧˧˯˪ 

˫˧ˮˠˬ˪ ύdefenders ό˭˧˟ˢ˪ ˸˞ ˫ˣ˧˞ˢ ˸ˣˮ˟˪ˣ ˸ˣ˪ˣ˩˧ ˧ˣˢ˧ˤ ύdetectionΦό 

˫ˣ˩˧˯ ˫˧˪ˢˮˬ 

ˤ˞ˬ iOS 14 Σ˸˶˟˥ Apple ˢˠ˧˴ˬ ˫˧˶ˣ˦˵˧ˡˮ˧˞ ˫˧˧ˮˣ˰˟˴ ˸˶ˣ˷˟ ˯ˣ˦˦˯ˢ ˶˷˞˩ ˸ˣ˧˴˵˧˪˲˞ ˸ˣ˷ˠ˧ˮ 

ˢˬ˪˴ˬ˪ ύˢˡˣ˵ˮ ˢ˵ˣ˶˧ όˣ˞ ˭ˣ˲ˣ˶˵˧ˬ˪ ύˢˡˣ˵ˮ ˢˬˣ˸˩ όπ ˸ˮˣ˩˸ ˸ˣ˧˦˶˲ ˸˧˦˧˶˵ ˢˡ˰ˣˮ˷ ˰˧˶˸ˢ˪ 

˫˧˷ˬ˸˷ˬ˪ ˪˰ ˟˵˰ˬ ˧˪˞˧˴ˮ˦ˣ˲ Φ˥ˣ˸˧ˮ ˢˤ ˡ˰˸ˬ ˡ˴˧˩ ˢˬ˧ˠˡ ˪˷ spyware ˠˣ˯ˬ Predator Σˢ˥˸ˣ˲˷ ˪˰ 

˧ˡ˧ Intellexa/Cytrox Σ˸˲˵ˣ˰ ˢ˶ˣ˴˟ ˸˵˧ˣˡˬ ˸˞ ˫˧˶ˣ˦˵˧ˡˮ˧˞ˢ ˣ˪˪ˢ ˨ˣ˸ ˰ˣ˴˧˟ ˟˵˰ˬ ˧ˣˬ˯Φ 

ˢ˵˧ˮ˩˦ˢ ˸˶˞ˣ˸ˬˢ ˥ˣ˸˧ˮ˟ ˢˤ ˸˷˶ˣˡ ˧˩ ˶˧˷˩ˬˢ ˢ˧ˢ˧ ˫ˡˣ˵ ˭˩˪ ˸˥˸ compromise ˞˪ˬ Σ˪˪ˣ˩ ˢ˷˧ˠ 

˸ˬ˶˟ kernel ˨˶ˣ˴˪ ˸ˮ˵˸ˢ hooks ˸˪ˣ˩˧ˣ ˵˧˶ˤˢ˪ ˡˣ˵ ˧˩˧˪ˢ˸˪ ˸˩˶˰ˬ Φ˸ˣ˶ˬ˪ ˧˟˴ˬ˷ compromise 

ˢ˪˞˩ ˣ˶˷˵ˮ ˶˟˰˟ ˪πPredator Σ˶˵˥ˬ ˢˤ ˣˮ˧˞ ˱˷ˣ˥ ˸ˣ˷˪ˣ˥ ˸ˣ˷ˡ˥ x˞ ˸ˣ˵˧ˮ˩˦ exploitation ˡˠˮ 

˸ˣ˞˯˶ˠˢ ˸ˣˮˣ˶˥˞ˢ ˪˷ iOSΦ ˸ˣ˰˴ˬ˞˟ reverse engineering ˪˷ ˸ˣˬ˧ˠˡ Predator ˪πiOS Σˣˮ˥˸˧ˮ 

˫˧ˮˣˮˠˮˬ ˫˧˧ˮ˩˦ ˞˪˷ ˣˡ˰ˣ˸ ˶˟˰˟ Σ˪˪ˣ˩Υ 

¶ Exploitation ˪˷ Objective-C nil messaging ˨˶ˣ˴˪ ˧ˣ˩˧ˡ ύSuppression ό˦˵˷ ˪˷ ˧ˮˣ˩ˡ˰ ˸ˣ˪˧˰˲ 

˫˧ˮ˷˧˧˥ 

¶ hook ˡ˧˥˧ ˪˦˟ˬ˷ ˫ˠ ˸˞ ˧ˣˣ˧˥ ˢˬ˪˴ˬˢ ˫ˠˣ ˸˞ ˧ˣˣ˧˥ ˭ˣ˲ˣ˶˵˧ˬˢ x˟π˸˧ˮˬˤ 

¶ ˶˰˲ ˧˪ˣ˰˲˸ ˣ˟˷ ˸˦˪˵ˢ VoIP ˢ˶˯˥ ˸ˣ˪ˣ˩˧ ˢ˶˸˯ˢ ˸ˣˮ˟ˣˬ 

¶ ˧˵˷ˬˬ API ˫˧˧ˬ˧ˮ˲ ύprivate framework APIs ό˫˧˧˲˧˴˲˯ ˟πiOS ˫ˢ˧˪˞˷ ˭ˣˣ˩ˬ sπspyware 
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˰˵˶ 

˧˶ˣ˦˵˧ˡˮ˧˞ ˢ˦˪˵ˢ ˟πiOS 

Apple ˢˠ˧˴ˢ ˧˶ˣ˦˵˧ˡˮ˧˞ ˢ˦˪˵ˢ ˟πiOS 14 ˸ˮ˷˟ 2020 ˭ˣˮˠˮˬ˩ ˢˮˠˢ ˪˰ ˸ˣ˧˦˶˲Υ 

 

 

˫˧˶ˣ˦˵˧ˡˮ˧˞ ˢ˪˞ ˫˧˰˧˲ˣˬ ˸˶ˣ˷˟ ˯ˣ˦˦˯ˢ ˫ˮ˧˞ˣ ˫˧ˮ˸˧ˮ ˧ˣ˩˧ˡ˪ ύSuppression ό˪˰ ˧ˡ˧ ˸ˣ˧˴˵˧˪˲˞ 

˸ˣ˧ˬ˧˦˧ˠ˪ Φ˫ˢ ˫˧˪ˢˣˮˬ ˪˰ ˧ˡ˧ SpringBoard Σ˨˧˪ˢ˸ ˨˯ˬ ˸˧˟ˢ sxπUI ˪˷ iOS Σ˸ˣ˰˴ˬ˞˟ ˸ˣ˵˪˥ˬ ˨ˣ˸ˬ 

private frameworks ˸ˣ˶˦ˮˬ˷ ˸ˣ˪˧˰˲ ˫˧ˮ˷˧˧˥Φ 

˵˪˥ˢ ˭ˣ˧˪˰ˢ ˪˷ ˧ˮ˷ ˧˶˧˷˩ˬ iPhone Φ˪˞ˬ˷ˬ ˢˡˣ˵ˮ ˢˬˣ˸˩ ˸ˮ˧˧˴ˬ ˭ˣ˲ˣ˶˵˧ˬˢ˷ ˷ˣˬ˧˷˟ Φ˭˧ˬ˧ˬ ˢˡˣ˵ˮ 

ˢ˵ˣ˶˧ ˸ˮ˧˧˴ˬ ˢˬ˪˴ˬˢ˷ ύ˧˪ˣ˞ˣ ˫ˠ ˭ˣ˲ˣ˶˵˧ˬˢ ό˷ˣˬ˧˷˟Φ 

 

] ˢˡˣ˵ˮ ˢˬˣ˸˩ ˸ˮ˧˧˴ˬ ˭ˣ˲ˣ˶˵˧ˬˢ˷ ˷ˣˬ˧˷˟ ύ˪˞ˬ˷ μ όˢˡˣ˵ˮ ˢ˵ˣ˶˧ ˸ˮ˧˧˴ˬ ˢˬ˪˴ˬˢ˷ ˷ˣˬ˧˷˟ ύ˭˧ˬ˧όώ 
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˶˵˥ˬ ˫ˡˣ˵ ΥNoReboot 

˶˞ˣˮ˧˟ 2022 ΣZecOps ύ˫ˣ˧˩ ˵˪˥ ˬπJamf όˬ˯˶˲ˮx ˶˵˥ˬ ˪˰ ϦNoReboot Ϧπ ˢ˵˧ˮ˩˦ ˢˬ˧ˠˡˬˢ ˡ˴˧˩ 

malware ˪ˣ˩˧ ˸ˣˬˡ˪ ˧ˣ˟˧˩ ˪˷ ˶˧˷˩ˬ ˨ˣ˸ ˢ˶˧ˬ˷ ˪˰ ˸ˣ˪ˣ˩˧ ˟˵˰ˬ ΦNoReboot ˪˰˲ ˸ˣ˰˴ˬ˞˟Υ 

мΦ ˸˲˧˦˥ ύHijacking ό˰ˣ˶˧˞ ˧ˣ˟˧˩ˢ shutdown event)ό 

нΦ ˸˵˶ˤˢ ˡˣ˵ ˪πSpringBoard ˪xπBackBoard daemons 

оΦ ˸ˬ˧˯˥ ˸˧˧˪˰ SpringBoard ύ˸˶˸˯ˢ ˪˩ sπUIό 

пΦ ˧ˣ˩˧ˡ ύSuppression ό˪˩ ˟ˣ˷ˬ ˧ˤ˧˲ ύ˨˯ˬ Σ˦˦˶ Σ˰ˠˬό 

˨˩ ˢ˶˴ˣˮ ˢ˧˪˷˞ ˪˷ ˶˧˷˩ˬ ˧ˣ˟˩ Σ˭ˬˤ˟ ˢˬ˪˴ˬˢ˷ ˭ˣ˲ˣ˶˵˧ˬˢˣ ˣ˶˞˷ˮ ˫˧˪˧˰˲Φ 

NoReboot ˶˞˸ˬ ˢ˷˪ˣ˥ ˢˮ˧˞˷ ˸ˮ˸˧ˮ ˭ˣ˵˧˸˪ Σ˫ˣ˷ˬ ˢˮ˧˞˷ ˸˪˴ˮˬ ˪˪˩ ˸ˣ˷˪ˣ˥ ˢˡˬ˸ˢ ύpersistence Σό

˞˪˞ ˢ˷ˣ˰ ˷ˣˬ˧˷ ˢ˧˰˦ˢ˟ ˪˷ ˷ˬ˸˷ˬˢ Φˢ˷˧ˠˢ ˪˷ ϦNoReboot Ϧˢˬˡˬ ˧ˣ˟˧˩ ˧˸˧ˬ˞ ˪˷ ˶˧˷˩ˬˢ Σ˨˩ 

˷ˬ˸˷ˬˢ˷ ˣˮ˧˞ ˪ˠˣ˯ˬ ˭˧˥˟ˢ˪ ˭˧˟ ˧ˣ˟˧˩ ˧˸˧ˬ˞ ˭˧˟˪ Ϧ˧ˣ˟˧˩ ˢˬˣˡˬ ΦϦ˭˧˞ ˪˩ ˟ˣ˷ˬ ˵˷ˬˬ˟ ˷ˬ˸˷ˬˢ x˞ 

˫˧ˮ˴˥˪˟ ˡ˰ ˷ˬ˸˷ˬˢ˷ ˵˧˪ˡˬ ˸˞ ˶˧˷˩ˬˢ ˷ˡ˥ˬ Φ 

ˢ˵˧ˮ˩˦ˢ ˢ˪˪˩ ˸˵˶ˤˢ ˡˣ˵ ˢ˷ˣ˪˷˪ ˫˧ˮˣˬ˧ˡ ΥInCallService Σ SpringBoard xπbackboardd Φ˸˰˟ ˢ˵˪˥ˢ 

˧ˣ˟˧˩˪ Σ˶˟ˣˡˬ ˢ˷˰ˬ˪ ˸˧˧˴˵˧˪˲˞˟ ˸˩˶˰ˬ ύApplications/InCallService.appκ ό˸˥˪ˣ˷˷ ˸ˣ˞ ˧ˣ˟˧˩ ˪π

SpringBoard Σ˭ˣˬ˧ˡ ˧˞˶˥˞ˢ ˪˰ ˸˧˟˶ˬ ˸ˣ˧˴˵˞˶˦ˮ˧˞ˢ ˵˷ˬˬ˟ ˷ˬ˸˷ˬˢ Φ˸ˣ˞ˢ ˱˦˥ˮ ύhijacked ό

˸ˣ˰˴ˬ˞˟ hooking ˪˷ ˢˡˣ˸ˬˢ  πϐFBSSystemService shutdownWithOptions:ώ  Σ˨˩ˣ ˫ˣ˵ˬ˟ ˧ˣ˟˧˩ ˧˸˧ˬ˞ 

˪˰˲ˣˬ ˡˣ˵ˢ ˧ˮˣˡˤˢ Φπ˟backboardd ˢ˵ˤˣˮˢ ˢ˶˧˸˯ˬ ˸˞ ˸˧˧˴ˬ˧ˮ˞ ˪ˠ˪ˠˢ ˟˟ˣ˸˯ˬˢ Σˢ˰˧˲ˣˬ˷ ˸˧˦ˬˣ˦ˣ˞ 

˶˷˞˩ SpringBoard ˵˧˯˲ˬ ˪ˣ˰˲˪ Φ SpringBoard ˵˯˲ˣˢ ˫˯˥ˮˣ ˭˰˦˧ˢ˪ˬ ˷ˡ˥ˬ Φ˶˥˞ˬ ˷πSpringBoard 

˧˞˶˥˞ ˢ˟ˣˠ˸˪ ˸ˣ˪ˣ˰˲˪ ˷ˬ˸˷ˬˢ Σˣ˶ˡ˰˧ˢ˟ ˶˧˷˩ˬˢ ˢ˞˶ˮ ˷˧ˠ˶ˬˣ ˣ˪˧˞˩ ˣˮ˧˞ ˵˪ˣˡ Φ 

˸ˣ˶ˬ˪ ˸˸˟˷ˢ ˪˩ ˟ˣ˷ˬˢ ˧ˤ˧˲ˢ Σ˶˧˷˩ˬˢ ˶˸ˣˮ ˪˧˰˲ ˭˧˦ˣ˪˥˪ ˪ˠˣ˯ˬˣ ˶ˣˬ˷˪ ˪˰ ˶ˣ˟˧˥ ˦ˮ˶˦ˮ˧˞ ˪˧˰˲ Φ

˱˵ˣ˸ˢ ˪ˣ˩˧ ˪˧˰˲ˢ˪ ˵ˣ˥˶ˬ ˸˞ ˭ˣ˲ˣ˶˵˧ˬˢ ˢˬ˪˴ˬˢˣ ˫ˠ ˶˥˞˪ ˶˧˷˩ˬˢ˷ Ϧˢ˟ˣ˩ ΣϦ˨˧˷ˬˢ˪ˣ ˸ˣ˪˧˰˲˟ ˧˪˟ˬ 

˶˶ˣ˰˪ ˡ˷˥ Σ˭˩˷ ˷ˬ˸˷ˬˢ ˰ˮ˩ˣ˷ˬ ˶˧˷˩ˬˢ˷ ˧ˣ˟˩ Φˢ˷˰ˬ˪ Σ˱˵ˣ˸ ˪ˣ˩˧ ˰˴˟˪ ˪˩ ˢ˪ˣ˰˲ ˷ˬ˸˷ˬ˷ ˢ˴˵ 

˪ˣ˩˧ ˰˴˟˪ ˱˞ˣ ˶˟˰ˬ ˨˩˪ Φ 

˶˷˞˩ ˷ˬ˸˷ˬˢ ˢ˯ˮˬ ˵˧˪ˡˢ˪ ˸˞ ˶˧˷˩ˬˢ ˷ˡ˥ˬ Σ backboardd π ˡ˟˰ˬ˷ ˞˪ ˵˶ ˧˰ˣ˶˧˞ ˰ˠˬ ˞˪˞ ˫ˠ 

˸ˣ˴˧˥˪ ˪˰ ˫˧˶ˣ˸˲˩ ˫˧˧ˤ˧˲ π ˢˢˤˬ ˸˞ ˢ˴˧˥˪ˢ Φ˰ˣ˶˧˞ ˢˤ ˫˷˶ˮ ˸ˣ˰˴ˬ˞˟  _BKButtonEventRecord  

˶ˬ˷ˮˣ ˦˵˧˧˟ˣ˞˟ ˭ˣ˪˧ˬˢ  BKEventSenderUsagePairDictionary  Σ˶˥˞˪ˣ ˭˩ˬ ˪˴ˣˮˬ ˪˰ ˧ˡ˧ ˡˣ˵ˢ ˵˶ˤˣˬˢ Φ

ˡˣ˵ˢ ˪˴ˮˬ ˸˷˧ˠ SSH ˸˧ˬˣ˵ˬ ˸ˠ˷ˢ˪ ˸ˣ˞˷˶ˢ root Σ˶˥˞˪ˣ ˭˩ˬ ˳˧˶ˬ ˸˞ ˢˡˣ˵˲ˢ   λōƛƴ λƭŀǳƴŎƘŎǘƭ 

ǊŜōƻƻǘ ǳǎŜǊǎǇŀŎŜ  Φˢ˪ˣ˰˲ xʕ ˸ˬ˧˧˯ˬ ˸˞ ˪˩ ˫˧˩˧˪ˢ˸ˢ ˢ˪˧˰˲ˬˣ ˷ˡ˥ˬ ˸˞ ˸˩˶˰ˬˢ ˧˪˟ˬ ˸˰ˠ˪ ˢ˟˧˪˟ 

ύkernel Φόˢ˟˧˪ˢ ˸˶˸ˣˮ ˟˴ˬ˟ ˭˵ˣ˸ˬ Σ˭˩˪ˣ ˡˣ˵ˢ ˧ˮˣˡˤˢ ˨˧˷ˬˬ ˪ˣ˰˲˪ ˫ˠ ˶˥˞˪ ˪ˣ˥˸˞ ˠˣ˯ˬ ˢˤ Φ 
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˶˷˞˟ ˪ˣ˥˸˞˪ ˧ˣ˲˩ ύforce restart Υό˭˸˧ˮ ˸ˣˢˤ˪ ˭ˣ˧˯˧ˮ ˪˷ ˷ˬ˸˷ˬˢ ˰˴˟˪ ˪ˣ˥˸˞ ˢˤ˩ ύ˸ˣ˰˴ˬ˞˟ 

backboardd Σόˠ˧˴ˢ˪ˣ ˢˮˣˣ˩˟ ˸˞ ˣˠˣ˪ Apple ˫ˡ˵ˣˬ ˢˬ˩˟ ˸ˣ˧ˮ˷ Σ˨˩ ˷ˬ˸˷ˬˢ˷ ˶˶˥˷˧ ˸˞ ˶ˣ˸˲˩ˢ 

˫ˡ˵ˣˬ ˷˶ˡˮˢˬ Φ˸ˣ˰ˬ˷ˬˢ ˞˧ˢ ˪ˣ˥˸˞ˢ˷ ˧ˣ˲˩ˢ ˞˪ ˰˴ˣ˟ ˪˰ˣ˲˟ Φ˱˯ˣˮ˟ Σ˶ˬ˞ˬˢ ˭˧˧˴ˬ ˧˩ ˰ˣ˶˧˞ ˪ˣ˥˸˞ 

˧ˣ˲˩ ˰˴˟˸ˬ ˢˬ˶˟ ˢ˩ˣˬˮ ˶˸ˣ˧ ύ˭˩˸˧˧ ˸ˬ˶˟ ˢ˶ˬˣ˥ˢ Σό˭˩˪ˣ ˢ˷˵ ˶˸ˣ˧ ˷˟˷˪ ˣ˸ˣ˞ ˭˲ˣ˞˟ ˶˧˷˧ Φ 

ˢ˷˧ˠˢ ˢˮˣ˷ˢ ˪˷ Predator 

Predator ˷ˬ˸˷ˬ ˢ˷˧ˠ˟ ˢˮˣ˷ ˸˧˸ˣˢˬ Φ˫ˣ˵ˬ˟ ˸ˣˬˡ˪ ˧ˣ˟˧˩ ˶˧˷˩ˬ Σ˞ˣˢ ˞˩ˡˬ ˭˲ˣ˞˟ ˧˟˧˦˵˪˯ ˵˶ ˸˞ 

˧˶ˣ˦˵˧ˡˮ˧˞ ˢ˦˪˵ˢˢ Σˡˣ˰˟ ˶˧˷˩ˬˢ˷ ˶˞˷ˮ ˪˧˰˲ ˭˧˦ˣ˪˥˪ Φˢˤ ˭˧ˡ˰ ˶˸ˣ˧ π ˭ˣ˲˪˦ˢ ˪˷ ˭˟˶ˣ˵ˢ ˪˰ˣ˲ ˪˧ˠ˶˩ Σ

˨˞ ˞ˣˢ ˣˮ˧˞ ˪˟˵ˬ ˪˩ ˧ˣˣ˧˥ ˧˪˞ˣˤ˧ˣ ˨˩˪ ˰˴˟˸ˬ˷ ˟˵˰ˬΦ 
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˧ˮ˩˦ ˥ˣ˸˧ˮ 

˸˶˧˵˯ ˫˧˟˧˩˶ (Component Overview) 

˪ˣˡˣˬ ˶ˤ˰ˢ ˪˷ Predator ˷ˬˬˬ ˰˟˶˞ ˸ˣ˪ˣ˩˧ ˸ˣ˧˞ˬ˴˰Υ 

 

˪˩ ˪ˣˡˣˬ ˦˪˷ˮ ˸ˣ˰˴ˬ˞˟ ˪ˣ˵ˣ˦ˣ˶˲ ˸ˣˡˣ˵˲ ˦ˣ˷˲Υ 

¶ X,A,args π ˢ˞˴˵ˢκ˪ˣ˥˸˞ ˪˷ ˪ˣˡˣˬ X 

¶ X,E,args π ˰ˣ˴˧˟ ˢˡˣ˵˲ ˪˰ ˪ˣˡˣˬ X 

¶ X,D π ˢ˵˧˥ˬκˢˡˬ˷ˢ ˪˷ ˪ˣˡˣˬ X 
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HiddenDotύ   ΥSuppression  ό 

˸ˮ˵˸ˢ hook 

ˢ˧˴˵ˮˣ˲ˢ όύHiddenDot::setupHook ˸ˮˣˣ˩ˬ ˵˲˯˪ ˧ˮˣ˸ˮ ˸ˣ˪˧˰˲ ˫˧ˮ˷˧˧˥ˢ ˪˷ SpringBoardΥ 

]όύHiddenDot::setupHook ˸ˮˣˣ˩ˬ ˪πΥSBSensorActivityDataProviderψΦhandleNewDomainDataώ 

 

ˢˡˣ˸ˬˢ ˸ˡ˰ˣ˧ˬˢ ΥhandleNewDomainDataψ ˸˞˶˵ˮ ˪˰ ˧ˡ˧ iOS ˪˩˟ ˫˰˲ ˸ˣ˪˧˰˲˷ ˭˷˧˧˥ ˢˮ˸˷ˬ π 

ˢˬ˪˴ˬˢ ˸˪˰˲ˣˬ Σ˭ˣ˲ˣ˶˵˧ˬˢ ˪˰˲ˣˬ Σˢˬˣˡ˩ˣ Φ˪˰ ˧ˡ˧ ˰ˣ˴˧˟ hook ˢˡˣ˸ˬ˪ ˸ˡˡˣ˟ xʕ ΣPredator ˦˶˧˧ˬ ˸˞ 

˪˩ ˧ˮˣ˩ˡ˰ ˯ˣ˦˦˯ ˫˧ˮ˷˧˧˥ˢ ˧ˮ˲˪ ˭˸˧ˮ˷ ˶ˡˮ˶˪ ˫˸ˣ˞ ˪˰ ˨˯ˬˢ Σ˰ˮˣˬˣ ˸ˣˡˣ˵ˮˢˬ ˸ˣ˵ˣ˶˧ˢ ˸ˣˬˣ˸˩ˢˣ ˰˧˲ˣˢ˪ 

˷ˬ˸˷ˬ˪Φ 

callback ˪˷ sπhook Υ˪ˣ˴˧ˮ ύexploitationό Objective-C nil messaging   

˭ˣˮˠˮˬ ˧ˣ˩˧ˡˢ ˣˬ˴˰ ˦ˣ˷˲ ˧˦ˮˠ˪˞ˣ Φπscallback ˵˶ˣ˲ˬˢ ˠ˧˴ˬ ˸˞ ˢ˵˧ˠˣ˪ˢ ˸˧ˤ˩˶ˬˢΥ 

]pseudocode ˪˷ HiddenDot callback π ˰˟ˣ˵ ˸˞ sπself pointer ˪πNULL ˸ˣ˰˴ˬ˞˟ a2 = 0**ώ 
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˸ˬ˶˟ ˧˪˟ˬ˯˞ˢ Σˢˤ ˫ˠ˶ˣ˸ˬ ˸ˡˣ˵˲˪ STR XZR ˢˡ˧˥˧ ˸˟˸ˣ˩˷ ˯˲˞ ˪πthread stateΥ 

]HiddenDot callback assembly π ˢˡˣ˵˲ˢ STR XZRϐ ΣX8 ώ˸˯˲˞ˬ ˸˞ ˶˦˯˧ˠ˶ˢ x0 ˟πthread stateώ 

 

ˢ˵˧ˮ˩˦ xʕ ˸˪˴ˮˬ ˢˮˣ˩˸ ˸˧˯˧˯˟ ˪˷ Objective-C Υ˸ˣ˰ˡˣˢ ˸ˣ˥˪˷ˮ˷ ˪πnil ˸ˣˬ˪˰˸ˬ ˦˵˷˟Φ 

ˡ˴˧˩ ˢˤ ˡ˟ˣ˰ 

π˟ARM64 Σ˸˧˧˴ˮ˟ˮˣ˵ ˢ˞˧˶˵ˢ ˢ˟˧˴ˬ ˸˞ sπself pointer ˶˦˯˧ˠ˶˟ x0 Φ˶˷˞˩ ˸˞˶˵ˮ ˢˡˣ˸ˬ ˪˷ 

Objective-C: 

[SBSensorActivityDataProvider _handleNewDomainData:newData] 

˫˧˶˦˯˧ˠ˶ˢ ˫˧˶ˡˠˣˬ ˩Υ 

¶ x0 = self ˦˵˧˧˟ˣ˞ˢ SBSensorActivityDataProvider)ό 

¶ x1 = _cmd sπselector)ό 

¶ x2 = newData ˶˦ˬ˶˲ˢ π domain data argument)ό 

˶˷˞˩ x0 ˶ˡˠˣˬ ˪π0 ύNULL ό˧ˮ˲˪ ˢˡˣ˸ˬˢ˷ ˸˰˴˟˸ˬ Σˢ˞˧˶˵ˢ ˸˩˲ˣˢ ˪Υ 

[nil _handleNewDomainData:newData] 

π˟Objective-C Σˢ˪ˣ˰˲ xʕ ˦ˣ˷˲ ˢ˶˧ˤ˥ˬ nil/0 ˧˪˟ˬ ˰˴˟˪ ˡˣ˵ Φ˭ˣ˩ˡ˰ ˸ˣ˪˧˰˲ ˭˷˧˧˥ˢ ˵˶ˤˮ ˦˵˷˟ π 

SpringBoard ˣˮ˧˞ ˰ˡˣ˧ ˢˬ˪˴ˬˢ˷ x˞ ˭ˣ˲ˣ˶˵˧ˬˢ ˣ˪˰˲ˣˢ Σ˞˪ˣ ˠ˴ˣˬ ˶ˣ˦˵˧ˡˮ˧˞Φ 
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˧˩˶˰ ˢ˶ˤ˥ˢ ˪˷ hook 

πscallback ˶˧ˤ˥ˬ 2 Σˣ˸ˣ˰ˬ˷ˬ˷ ˸˩˶˰ˬ˟ sπhooking ˸˯˯ˣ˟ˬ sπexceptions ˪˷ DMHooker ˞˧ˢ Υ

Ϧ˨˷ˬˢ ˰ˣ˴˧˟ ˫˰ thread state ˶˟˰˷ ˧ˣˮ˧˷ ϦΦ˸˪˟˦ ˫˧˩˶˰ˢ ˢ˞˪ˬˢΥ 

 

 

hook ˡ˧˥˧ Σ˧ˣ˩˧ˡ ύSuppression ό˪ˣ˲˩ 

˞˴ˬˬ ˧˦˧˶˵ Υhook ˡ˧˥˧ ˢˤ ˞˩ˡˬ ˫ˠ ˸˞ ˶ˣ˦˵˧ˡˮ˧˞ˢ ˵ˣ˶˧ˢ ύˢˬ˪˴ˬ ό˫ˠˣ ˸˞ ˶ˣ˦˵˧ˡˮ˧˞ˢ ˫ˣ˸˩ˢ 

ύ˭ˣ˲ˣ˶˵˧ˬ Φόˢ˵˪˥ˬˢ SBSensorActivityDataProvider ˸ˡˠ˞ˬ ˸˞ ˪˩ ˸ˣ˪˧˰˲ ˫˧ˮ˷˧˧˥ˢ ˧ˮ˲˪ ˢ˸˥˧˪˷ 

˸˟˩˷˪ sπUI Φ˪˰ ˧ˡ˧ ˦ˣ˶˧˧ ΥhandleNewDomainData ψΣ Predator ˫˯ˣ˥ ˫˧ˮˣ˩ˡ˰ ˪˩˪ ˧ˠˣ˯ ˫˧ˮ˷˧˧˥ˢ 

˸ˣ˰˴ˬ˞˟ hook ˡ˥˞Φ 

 ˢ˪˧˰˧ ˣˤ ˢ˦˧˷˶˸ˣ˧ ˢ˷˧ˠˢˬ ˸˧˲ˣ˪˥ˢ ˣˮ˞˴ˬ˷ ˡˣ˵˟ ˸ˬ ύˣ˞˶ ˭˪ˢ˪ Σόˢ˸˧˧ˢ˷ ˸˷˶ˣˡ hooks ˫˧ˡ˶˲ˮ ˪˩˪ 

ˠˣ˯ ˶ˣ˦˵˧ˡˮ˧˞Φ 
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ˡˣ˵ ˸ˬ Υˢ˷˧ˠˢ ˢ˥ˮˤˮ˷ 

˨˪ˢˬ˟ ˥ˣ˸˧ˮˢ Σˣˮ˧˪˧ˠ ˢ˧˴˵ˮˣ˲ όύCSWatcherSpawner::TestHooker ˸˷ˬˬˬˢ ˭ˣˮˠˮˬ ˧ˣ˩˧ˡ ˫˧˶ˣ˦˵˧ˡˮ˧˞ 

˧˲ˣ˪˥ π ˢˤ˩ ˰˴˟ˬ˷ hook ˸ˣ˶˧˷˧ ˪πSBRecordingIndicatorManagerΥ 

]ˡˣ˵ ˸ˬ ˟πόύTestHooker ˠ˧˴ˬˢ hooks ˣ˥ˮˤˮ˷ ˪πSBRecordingIndicatorManager π ˢ˧˴˵ˮˣ˲˪ xʕ ˭˧˞ ˪˪˩ ˸ˣ˧ˮ˲ˢ (zero cross-references)ώ 

 

ˢ˧˴˵ˮˣ˲˪ xʕ ˭˧˞ ˪˪˩ ˸ˣ˧ˮ˲ˢ ύzero cross-references όπ ˞˧ˢ ˫˪ˣ˰˪ ˢˮ˧˞ ˸˞˶˵ˮ Φˢ˞˶ˮ ˶˟ˣˡˬ˷ ˡˣ˵˟ 

˥ˣ˸˧˲κˢ˵˧ˡ˟ ˱˪˥ˣˢ˷ ˪˰ ˧ˡ˧ ˢ˷˧ˠˢ ˸˧˦ˮˠ˪˞ˢ ˶˸ˣ˧ ˸ˣ˰˴ˬ˞˟ SBSensorActivityDataProvider. 

ˢ˷˧ˠˢ ˢ˥ˮˤˮ˷ ˢ˸˧˧ˢ ˸˷˶ˣˡΥ 

мΦ ˧ˮ˷ hooks ˫˧ˡ˶˲ˮ ύˡ˥˞ ˪˩˪ ˢˡˣ˸ˬό 

нΦ ˢ˧˴˪ˣ˲˧ˮˬ ˢ˶˧˷˧ ˪˷ visibility ˪˷ ˫˧˶ˣ˦˵˧ˡˮ˧˞ˢ 

оΦ ˭ˣ˩˧˯ ˪πrace conditions ˫˰ ˸˩˶˰ˬ ˢˠˣ˴˸ˢ 

ˢ˷˧ˠˢ ˭˷˵ˡˣ˶˲˟ ˸ˣ˰˴ˬ˞˟ ΥhandleNewDomainDataψ ˢ˧˧˵ˮ ˶˸ˣ˧ π ˞˧ˢ ˸˶˴ˣ˰ ˸˞ ˰ˡ˧ˬˢ ˶ˣ˵ˬ˟ 

˫ˣ˵ˬ˟ ˫˥˪˧ˢ˪ ˸˩˶˰ˬ˟ sπUIΦ 
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˸˦˪˵ˢ VoIP 

˪ˣˡˣˬ˪ ˸˦˪˵ˢ sπVoIP ˭˧˞ ˸˪ˣ˩˧ ˧ˣ˩˧ˡ ύSuppression ό˫˧˶ˣ˦˵˧ˡˮ˧˞ Φ˞ˣˢ ˰˴˟ˬ hook ˵˶ ˸ˣ˧˴˵ˮˣ˲˪ ˡˣ˟˧˰ 

ˣ˧ˡˣ˞Υ 

]όύVoip::setupHooks  ˰˴˟ˬ hook  ˪πAudioConverterNew  ˪xπ AudioConverterConvertComplexBuffer+52  π ˭˧˞ ˡˣ˵ ˧ˣ˩˧ˡ˪ ύ Suppression ό

˫˧˶ˣ˦˵˧ˡˮ˧˞[  

 

˶ˣˮ˧˴ ˸ˡ˧˩˪ ˣ˧ˡˣ˞ˢ ˳˪˥ˬ ˣ˧ˡˣ˞ ˪˷ ˸ˣ˥˧˷ VoIP ˸ˣ˰˴ˬ˞˟Υ 

¶ ˧ˣˢ˧ˤ sample rate ˨ˣ˸ˬ buffer sizes (16kHz, 24kHz, 32kHz, 44.1kHz, 48kHz) 

¶ ˸˶ˬˢ float32 PCM ˪πint16 ˸ˣ˰˴ˬ˞˟ ˸ˣ˞˶ˣˢ NEON SIMD 

¶ downmix ˬπп ˫˧˴ˣ˶˰ ˣ˞˧˶˦˯˪ 

¶ ˢ˟˧˸˩ ˳˟ˣ˵˪ ˸ˣ˰˴ˬ˞˟ όύExtAudioFileWrite 

˫˪ˣ˞ ˭˧˞ ˡˣ˵ ˧ˣ˩˧ˡ˪ ύSuppression ό˶ˣ˦˵˧ˡˮ˧˞ ˭ˣ˲ˣ˶˵˧ˬˢ ˫ˣ˸˩ˢ Φ˟ˣ˴˧˰ˢ ˤˬ˶ˬ ˪˰ ˧ˣ˩˧ˡ ύSuppression ό

˧˪˯˶˟˧ˮˣ˞ ˡ˥π˧ˬ˰˲ Σˣ˧˶˥˞˪˷ ˸˦˪˵ˢ VoIP ύ˸˧˪˞˧˴ˮ˦ˣ˲ˣ ˫ˠ ˸ˡ˧˩˪ ˢˬ˪˴ˬ όˢ˪ˣ˩˧ ˪ˣ˰˲˪ ˧˪˟ˬ ˪˧˰˲ˢ˪ 

˫˧˶ˣ˦˵˧ˡˮ˧˞ ˫˧˧ˣ˪ˠΦ 

 

CameraEnabler Υ˸˲˧˵˰ PAC ˢ˷˧ˠ˪ ˢˬ˪˴ˬ˪ 

˪ˣˡˣˬ s-CameraEnabler ˷ˬ˸˷ˬ ˢ˵˧ˮ˩˦˟ ˢˮˣ˷ - ˢ˧˧ˮ˲ˢ )redirection (˪˷ PAC (Pointer 

Authentication Code). 
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˶ˣ˸˧˞ ˢ˧˴˵ˮˣ˲ ˸ˣ˰˴ˬ˞˟ pattern matching 

˫ˣ˵ˬ˟ ˰˴˟˪ hook ˪ˬ˯˪ ύsymbol ό˰ˣˡ˧ ΣCameraEnabler ˶˸˞ˬ ˸˞ ˸˧˧˴˵ˮˣ˲ ˡ˰˧ˢ ˸ˣ˰˴ˬ˞˟ pattern 

matching ˪˷ ˸ˣ˞˶ˣˢ ARM64Υ 

 

] όύCameraEnabler::findFunctionAddress ˷ˬ˸˷ˬ ˟πόύmemmem ˧ˡ˩ ˷˲˥˪ ˸˧ˮ˟˸ ˠˣ˪ˣ˶˲ ˪˷ ARM64 ˨ˣˬ˯˟ ˪π

FigVideoCaptureSourceCreateWithSourceInfoώ 

 

ˢ˵˧ˮ˩˦ xʕ ˸˶˷˲˞ˬ ˪πPredator ˞ˣ˴ˬ˪ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˧ˬ˧ˮ˲ ˭ˮ˧˞˷ ˫˧˪ˬ˯ ˫˧˞˴ˣ˧ˬ ύexported symbols Σόˢˬ 

˨˲ˣˢ˷ ˸˞ sπhook ˡ˧ˬ˰˪ ˶˸ˣ˧ ˧ˮ˲˟ ˧ˮˣ˩ˡ˰ iOS ˫˧˧ˣ˷˰˷ ˸ˣˮ˷˪ ˫˷ x˞ ˭ˠ˶˞˪ ˷ˡ˥ˬ ˸˞ sπexportsΦ 

callback ˪˷ hook Υˢ˧ˮ˲ˢ ˸˧ˮ˸ˣˬ ˸ˣ˰˴ˬ˞˟ PAC 

πscallback ˪˷ CameraEnabler ˵ˡˣ˟ ˸˞ sπthread state ˢˮ˲ˬˣ ˸˞ ˰ˣ˴˧˟ˢ ˭˲ˣ˞˟ ˢˮ˸ˣˬΥ 

]ameraEnabler callback pseudocodeώ 
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]CameraEnabler callback control flow graphώ 

˨˶˰ ˢ˶ˤ˥ˢ 3 ˫˶ˣˠ ˪πDMHooker ˰˴˟˪ redirect ˪˷ ˰ˣ˴˧˟ˢ ˸ˣ˰˴ˬ˞˟ ˸˟ˣ˸˩ ˢ˶ˤ˥ ˢˬˣ˸˥ ˷˞˶ˬ ˨ˣ˸ˬ 

˭ˣˬ˦ˬ sπPAC ˣ˪˷ Σ˨˩˟ˣ ˱ˣ˵˰˪ ˸ˣ˪˧˰˧˟ ˸˞ ˸˵˧ˡ˟ ˢ˷˧ˠˢ ˢˬ˪˴ˬ˪Φ 

 

˧ˣˢ˧ˤ ˧˪ˣ˵˧˷ 

˫˧˦˵˲˧˦˶˞ ˪˷ ˸˵˶ˤˢ ˫˧˩˧˪ˢ˸ ύProcess Injection Artifactsό 

πshooks ˪˷ Predator ˫˧˷˶ˣˡ ˸˵˶ˤˢ ˡˣ˵ ˧˩˧˪ˢ˸˪ ˸˩˶˰ˬΥ 

¶ SpringBoard ˶ˣ˟˰ HiddenDot)ό 

¶ mediaserverd ύ˶ˣ˟˰ CameraEnabler xπVoIPό 
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˸ˣ˷˧ˠ ˧ˣˢ˧ˤ 

¶ ˶ˣ˦˧ˮ memory mappings ˧˸˪˟ ˫˧˧ˣ˲˴ ˧˩˧˪ˢ˸˟ ˸˩˶˰ˬ 

¶ ˸˵˧ˡ˟ ˫ˣ˷˧˶ exception ports ˪˰ ˧ˡ˧ ˡˣ˵ ˣˮ˧˞˷ ˪˷ ˸˩˶˰ˬˢ 

¶ ˥ˣ˸˧ˮ thread states ˶ˣ˸˧˞˪ ˸ˣ˞˶ˣˢ breakpoint ˫˧ˬˣ˵˧ˬ˟ ˧˸˪˟ ˫˧˧ˣ˲˴ 

˧ˣˢ˧ˤ hooks 

˸˩˶˰ˬ DMHooker ˸˷ˬ˸˷ˬ ˟πMach exception-based hooking ˫ˣ˵ˬ˟ hooks ˠˣ˯ˬ inline ˫˧˧˸˶ˣ˯ˬ Φ

˧ˣˢ˧ˤˢ ˷˶ˣˡΥ 

¶ ˸˶˧˲˯ (enumeration) exception ports ˶ˣ˟˰ ˧˩˧˪ˢ˸ ˸˩˶˰ˬ 

¶ ˸˵˧ˡ˟ EXC_BREAKPOINT handlers ˫˧˰˧˟˴ˬ˷ ˡˣ˵˪ ˣˮ˧˞˷ ˪˷ ˸˩˶˰ˬˢ 

¶ ˶ˣ˦˧ˮ ˸ˣ˞˧˶˵ thread_set_state ˸ˣˮ˷ˬˢ ˭˩ˣ˸ ˫˧˶˦˯˧ˠ˶ 

˸ˣ˧˴˵˧ˡˮ˧˞ ˸ˣ˧˸ˣˠˢˮ˸ˢ 

¶ ˷ˣˬ˧˷ ˢˬ˪˴ˬ˟ x˞ ˭ˣ˲ˣ˶˵˧ˬ˟ ˞˪˪ ˶ˣ˦˵˧ˡˮ˧˞ ˫˧˞˸ˬ 

¶ ˸ˣ˞˧˶˵ ExtAudioFileWrite ˨ˣ˸ˬ mediaserverd ˫˧˟˧˸ˮ˪ ˫˧ˠ˧˶˥ 

¶ SpringBoard ˪˟˵ˬ ˸ˣ˞˶˸ˢ ˸ˣ˪˧˰˲ ˫˧ˮ˷˧˧˥ ˨˞ ˣˮ˧˞ ˭˩ˡ˰ˬ UI 

 

 

˫ˣ˩˧˯ 

˶˵˥ˬ ˢˤ ˡ˰˸ˬ ˥ˣ˸˧ˮ ˧ˮ˩˦ ˪˷ ˧ˮˣˮˠˮˬ ˸˲˧˵˰ ˧˶ˣ˦˵˧ˡˮ˧˞ ˢ˦˪˵ˢˢ ˟πiOS ˪˰ ˧ˡ˧ Predator Φ˫˧˞˴ˬˬ ˢ˪˞ 

˫˧˞˪ˬˬ ˫˧˶˰˲ ˭˧˰˧ˡˣˬ˟ ˫˧ˬˣ˧˞ ˫˧˧˵ ˫˧ˬ˧ˠˡˬˣ ˸˞ ˸ˣ˵˧ˮ˩˦ sπpost-exploitation ˸ˣˬˡ˵˸ˬˢ ˸ˣ˷ˬ˷ˬˢ 

spyware ˧˶˥˯ˬ ˸˲˧˵˰˪ ˧ˮˣˮˠˮˬ ˸ˣ˧˦˶˲ˢ ˪˷ iOSΦ 

 

˫˧˧ˤ˩˶ˬ ˫˧˞˴ˬˬ 

¶ ˪ˣ˴˧ˮ (exploitation) Objective-C nil messaging: hook ˡ˧˥˧ ˪˰ 

:SBSensorActivityDataProvider._handleNewDomainData ˪˦˟ˬ ˫ˠ ˸˞ ˶ˣ˦˵˧ˡˮ˧˞ ˢˬ˪˴ˬˢ ˫ˠˣ 

˸˞ ˶ˣ˦˵˧ˡˮ˧˞ ˭ˣ˲ˣ˶˵˧ˬˢ ˪˰ ˧ˡ˧ ˸˶ˡˠˢ sπself pointer ˪πNULLΦ 
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¶ ˢ˶ˣ˦˵˦˧˩˶˞ ˸˧˶˪ˣˡˣˬ ˞˪˪ stealth ˧˦ˬˣ˦ˣ˞ Υ˪ˣˡˣˬ ˸˦˪˵ˢ sπVoIP ˶˯˥ ˸˪ˣ˩˧ ˧ˣ˩˧ˡ ύSuppression ό

˫˧˶ˣ˦˵˧ˡˮ˧˞ ˸˧ˮ˟ˣˬ Σ˷˶ˣˡˣ ˫˧˪˧˰˲ˬˢˬ ˪˧˰˲ˢ˪ ˸˞ HiddenDot ˸˧ˮˡ˧ ˢ˪˧˥˸Φ 

¶ ˷ˣˬ˧˷ ˟πARM64 pattern matching ˶ˣ˸˧˞˪ ˫˧ˡ˰˧ ΥCameraEnabler ˶˸˞ˬ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˧ˬ˧ˮ˲ ˟π

frameworks ˸ˣ˰˴ˬ˞˟ instruction pattern matching ˫ˣ˵ˬ˟ symbol resolution. 

¶ ˡˣ˵ ˸ˬ ˱˷ˣ˥ ˸˧˧˶ˣ˦˯˧ˢ ˥ˣ˸˧˲ Υhooks ˣ˥ˮˤˮ˷ ˪πSBRecordingIndicatorManager ˫˧ˠ˧˴ˬ ˸˞ 

ˢ˧˴ˣ˪ˣ˟˞ˢ ˸˧˧˴˪ˣ˲˧ˮˬˬ UI ˢ˶˧˷˧ ˢ˷˧ˠ˪ ˢ˧˧˵ˮˢ ˶˸ˣ˧ ˪˷ ˦ˣ˶˧˧ ˶ˣ˵ˬ˟ ˫˧ˮˣ˸ˮˢΦ 

 

IOC 

˸ˣˡˣ˸ˬ ˣ˶˟˰˷ hook  

¶ SBSensorActivityDataProvider._handleNewDomainData: (SpringBoard) 

¶ ˢ˧˴˵ˮˣ˲ ˟πoffset ˪˷ pattern ˟πCMCapture.framework (mediaserverd) 

¶ AudioConverterNew (mediaserverd) 

¶ AudioConverterConvertComplexBuffer+52 (mediaserverd) 

˧˩˧˪ˢ˸ ˡ˰˧ 

¶ SpringBoard 

¶ mediaserverd 

 

˧˟˧˸ˮ Framework 

¶ System/Library/PrivateFrameworks/CMCapture.framework/CMCapture/ 

¶ System/Library/PrivateFrameworks/AudioToolboxCore.framework/ 

AudioToolboxCore/ 

 

˪˰ ˶˟˥ˬˢ 

˶˧ˮ ˫ˢ˶˟˞ ΣVP Research, Jamf. 

˭˧˞ˡ˵ˮ˧˪ Υ95b96b36-avraham-https://www.linkedin.com/in/nir 

˫ˠ˶ˣ˸ ˨˶˰ˮˣ ˪˰ ˧ˡ˧ ΥIL4N10US 

https://www.linkedin.com/in/nir-avraham-95b96b36
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˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬ 

¶ Jamf Threat Labs, "NoReboot: Faking an iPhone Restart," January 2022 

¶ Jamf Threat Labs, "Predator's kill switch: undocumented anti-analysis techniques in iOS 

spyware", January 2026 

¶ Google Threat Analysis Group, "Buying Spying: Insights into Commercial Surveillance 

Vendors," February 2024 

¶ Apple Developer Documentation, " About App Privacy Report " December 2025 

¶ DƻƻƎƭŜ ¢ƘǊŜŀǘ LƴǘŜƭƭƛƎŜƴŎŜ DǊƻǳǇ ά{ŀƴŎǘƛƻƴŜŘ ōǳǘ {ǘƛƭƭ {ǇȅƛƴƎΥ LƴǘŜƭƭŜȄŀΩǎ tǊƻƭƛfic Zero-Day 

9ȄǇƭƻƛǘǎ /ƻƴǘƛƴǳŜέΣ 5ŜŎŜƳōŜǊ нлнр 

¶ Jamf Threat Labs Research blog and additional publications 

https://www.jamf.com/blog/category/jamf-threat-labs/ 

 

 

 

 

 

  

https://www.jamf.com/blog/persistence-without-persistence-meet-the-ultimate-persistence-bug-noreboot/
https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/
https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/
https://blog.google/threat-analysis-group/commercial-surveillance-vendors-google-tag-report/
https://blog.google/threat-analysis-group/commercial-surveillance-vendors-google-tag-report/
https://support.apple.com/en-us/102188
https://cloud.google.com/blog/topics/threat-intelligence/intellexa-zero-day-exploits-continue
https://cloud.google.com/blog/topics/threat-intelligence/intellexa-zero-day-exploits-continue
https://www.jamf.com/blog/category/jamf-threat-labs/
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 ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣ ˸˯˯ˣ˟ˬ ˢ˥˦˟˞-Virtualization Based 

Security 

˸˞ˬ ˟ˣ˩ˣˮ˥ ˪˞˧˪ 

 

ˢˬˡ˵ˢ 

˫˧˟˶ ˫ˮ˧˞ ˫˧˶˧˩ˬ ˸˞ ˸˶ˣ˦˵˦˧˩˶˞ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Windows ˸˧ˮ˶ˡˣˬˢ ˫˧˥˧ˮˬˣ ˭˧˧ˡ˰˷ ˶˟ˣˡˬ ˪ˮ˶˵˟ 

˧˦˧˪ˣˮˣˬˢ ntoskrnl.exe ˪ˣˢ˧ˮ˪ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Φˤ˞ˬ Windows 10 Σ˦˲ˣ˯ˣ˶˵˧˧ˬ ˢ˸ˮ˧˷ ˭˲ˣ˞˟ ˧ˮ˩˲ˢˬ 

˸˞ ˪ˡˣˬ ˢ˥˦˟˞ˢ ˪˷ Windows ˭˲ˣ˞˟ ˰˧˲˷ˬ˷ ˪˰ ˸ˬ˶ ˭ˣˬ˞ˢ ˸ˣ˵˷ˬˬ˸ˢˣ ˷˧˷ ˭˧˟ ˪ˮ˶˵ˢ 

ntoskrnl.exe ˢ˶ˬˣ˥˪ Φˤ˩˶ˬ˟ ˪ˡˣˬˢ ˷ˡ˥ˢ ˡˬˣ˰ ˦˲˯ˮˣ˵ˢ Ϧˢ˥˦˟˞ ˸˯˯ˣ˟ˬ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣ ΣϦˢ˧ˠˣ˪ˣˮ˩˦ 

˸˷ˬ˸˷ˬ˷ ˟πHypervisor Hyper-V ˧ˡ˩ ˵˪˥˪ ˸˞ ˸˩˶˰ˬˢ ˸ˣ˟˧˟˯˪ ˸ˣˡˡˣ˟ˬ ˸ˣ˞˶˵ˮ˷ Virtual Trust 

Levels (VTLs) Σ˪˩˪˷˩ ˸˥˞ ˭ˣ˶˩˧ˤ ˸ˣ˞˷˶ˢˣ ˢ˪˷ˬΦ ˢˬ ˶˟˰˟˷ ˣˮ˟˷˥ ˳˶˷ ˟πRing 0 ύ˸˟˩˷ ˸ˣ˞˷˶ˢˢ 

˧˩ˢ ˢ˩ˣˬˮ ˪˷ ˡ˟˰ˬˢ ό˳˶ ˟πVTL 0 ˣ˧˪˰ˬ˷˩ ˟πVTL 1 ˫˧˧˵ ˪ˮ˶˵ ˡ˶˲ˮ ˞˶˵ˮ˷ Secure Kernel ˫˰ ˸ˣ˞˷˶ˢ 

˸ˣˢˣ˟ˠ ˢ˟˶ˢ˟ ˪ˮ˶˵˷ sπNT ύ˭˪ˢ˪ NT ό˞˪ ˪ˣ˩˧ ˸˷ˠ˪ ˣ˧˪˞ ˪˩˩ ˢ˴˶˧˷Φ ˭˧˟ ˧ˮ˷ ˸ˣˬ˪ˣ˰ˢ ˨ˣˣ˸ˬ sπ

Hypervisor ˢˣˣˢˬ˷ ˸˞ ˸ˣ˷˧ˢ ˪˩ˢπˢ˪ˣ˩˧ ˸˩˶˰ˬ˟ Σ˞ˣˢ ˪ˣ˩˧ ˸˷ˠ˪ ˪˩˪ ˸˟ˣ˸˩ ˭ˣ˶˩˧ˤ˟ ˰˧˲˷ˢ˪ˣ ˪˰ ˪˩ 

˟˧˩˶ Σ˞ˣˢˣ ˢˤ ˱˩ˣ˞˷ ˸˞ ˢˡ˶˲ˢˢ ˭˧˟ sπVTLs ˸ˣ˰˴ˬ˞˟ Second-Level Address Translation (SLAT)Φ 

ˢ˰˲˷ˢˢ ˪˷ ˢˤ ˸ˣ˞˧˴ˬ˟ ˞˧ˢ ˪˩˷ ˪ˮ˶˵ NT ˞ˣˢ ˥˶ˣ˞ ˸˩˶˰ˬ˟ ˢ˪˰˲ˢˢ ˶˟ˡˬ˷ ˪πHypervisor ˦˧˪˥ˬ˷ 

ˢˬ ˞ˣˢ ˢ˷˶ˣˬ ˞˪ˣ ˢ˷˶ˣˬ ˸ˣ˞˶˪Φ 

˶ˬ˞ˬ˟ ˢˤ ˠ˧˴˞ ˸˞ ˢˮ˟ˬˢ ˫ˣ˷˧˧ˢˣ ˪˷ ˢ˥˦˟˞ ˸˯˯ˣ˟ˬ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣ Σˢ˞˶˞ ˨˧˞ ˶˟˰ˬˢ ˪ˮ˶˵ˬ sπNT 

˪ˮ˶˵˪ ˥ˣ˦˟ˢ ύSecure Kernel ό˷ˬˣˬˬ Σ˨˧˞ ˫˧ˬˣ˷˧˧ ˫˧˷ˬˣˬˬ ˟πIsolated User Mode (IUM) ˨˶ˣ˞˪ˣ 

˨˶ˡˢ ˠ˧˴˞ ˧˪˩ ˧˸˟˸˩˷ ˧ˡ˩ ˶˷˲˞˪ ˣˮ˪ ˠ˟ˡ˪ ˫˧ˬˣ˷˧˧ ˢ˪˞Φ 

ˢ˞˧˶˵ ˢˮˢˬΣ 

˪˞˧˪ 
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˸˶ˡˠˢ ˢ˟˧˟˯ˢ 

˧ˡ˩ ˟ˣ˵˰˪ ˧˶˥˞ ˸ˣ˪ˣ˰˲ˢ ˢ˞˶˞˷ ˧ˢ˧˷ˣ x˫˩˪ ˸˞ ˯˶ˠˢ˞˸ˣ ˸ˣˮˣ˩ˮˢ ˪˷ ˸ˢ˸ˣˮ˩ˣ, ˷ˬ˸˷ˮ ˸˩˶˰ˬ˟ 

ˢ˪˰˲ˢˢ ˪˷ ˥˶ˣ˞ˢ ˳ˣ˶˧˷ ˪˰ ˧˟ˠ Hyper-V ύˣ˪˩ˣ˸ ˷ˬ˸˷ˢ˪ ˫ˠ ˟πVMWareΥό 

Microsoft Windows 11 Version 24H2 (OS Build 26100.7623) 

˟ˣ˷˥ ˢ˧ˢ˧ ˪˧˰˲ˢ˪ ˸˞ ˸ˢˣˢˮ˩ Memory Integrity ˧ˡ˩ ˢ˥˦˟˞˷ ˸˯˯ˣ˟ˬ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣ ύSVB όˢ˧ˢ˸ 

˸˪˰˲ˣˬ ˵ˣˡ˟˪ˣ ˫˞ˢ ˡ˟˰ˬˢ ˫˩˪˷ ˨ˬˣ˸ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣ˟ Φ˫˞ ˫˸˞ ˫˧˷ˬ˸˷ˬ ˟πHyper-V ˧ˡ˩ ˪ˢˮ˪ ˸˞ 

˸ˣˮˣ˩ˬˢ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˫˩˪˷ Σˣ˞ˡˣˣ˸ ˫˸˞˷ ˫˧˶˷˲˞ˬ nested virtualization ˫˰ ˢˡˣ˵˲ˢ: 

Set-VMProcessor -VMName <VMName> -ExposeVirtualizationExtensions $true 

˫˧˶˷˲˞ˬˣ ˸˞ sπGuest Integration Services ˧ˡ˩ ˸ˣ˵˷ˬˬ˸ˢˢ˷ ˫˩˪˷ ˫˰ ˢˮˣ˩ˬˢ ˸˧˪˞ˣ˦˶˧ˣˢ ˢ˧ˢ˸ 

ˢ˵˪˥ ˶˷˲˞˸ˣ ˱ˣ˸˧˷ ˫˧˴˟˵ ˢ˵˸˰ˢˣπˢ˵˟ˡˢΦ ˧ˡ˩ ˠ˟ˡ˪ ˸˞ ˪ˮ˶˵ˢ ˥˶ˣ˞˟ ˥˸˲˞ ˸˞ sπCommand 

Prompt ˶ˣ˸˟ ˪ˢˮˬ ˰˴˟ˮˣ ˸˞ ˸ˣˡˣ˵˲ˢ ˸ˣ˞˟ˢΥ 

bcdedit /debug on 

bcdedit /dbgsettings net hostip:172.23.128.1 port:50020 key:1.2.3.4 

˪˧˟˷˟ˣ ˠ˟ˡ˪ ˸˞ sπHypervisorΥ 

bcdedit /Hypervisordebug on 

bcdedit /Hypervisorsettings net hostip:172.23.128.1 port:50030 key:5.6.7.8 

Set-VMProcessor -VMName <VMName> -ExposeVirtualizationExtensions $true 

ˣˬ˧˷ ˟˪ ˭˩ˡ˰˪ ˸˞ ˸˟ˣ˸˩ sπIP ˫˞˸ˢ˟ ˢ˟˧˟˯˪ ˫˩˪˷ Φπ˟Hyper-V ˪˩˟ ˫˰˲ ˫˧˟˩ˬ˷ x˞ ˫˧˲˧˪˥ˬ ˸˞ sπ

Network Adapter Σ˸˟ˣ˸˩ sπIP ˪˷ ˸ˮˣ˩ˬ ˸˥˶ˣ˞ˢ ˢˮ˸˷ˬ ˡ˥˧ ˫˰ xʕ ˪˷ ˥˶˞ˬˢ  ˶ˣ˟˰ ˣ˸ˣ˞ vSwitch 

ˢˤˣ ˪˪ˣ˩ ˫ˠ ˧ˣ˟˧˩ ˪˷ ˟˷˥ˬˢ ˥˶˞ˬˢΦ 

ˢ˷˰ˮ ˢˬ˩ ˸ˣˬ˞˸ˢ ˨˷ˬˢ˟ ˪˧˟˷˟ ˠ˟ˡ˪ ˸˞ ˪ˮ˶˵ˢ ˥ˣ˦˟ˢ ύSecure KernelόΣ ˨˞ ˣˤ ˫˧˧˸ˮ˧˟ 

ˢ˧˴˶ˣˠ˧˲ˮˣ˵ˢ ˸˴˪ˬˣˬˢ ˸˧˦˯˧˪ˬ˧ˮ˧ˬˢˣ ˪˧˟˷˟ ˠ˟ˡ˪ ˸˞ ˪ˮ˶˵ˢ sxπHypervisorΦ ˷ˬ˸˷˞ ˟πWinDbg 

Preview ˧ˡ˩ ˠ˟ˡ˪ ˸˞ ˫ˢ˧ˮ˷Φ 

ˣˢˬ HypervisorΚ 

πsHypervisor ˶˷˲˞ˬ ˪˧˰˲ˢ˪ ˢˬ˩ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ ˪˰ ˣ˸ˣ˞ ˟˷˥ˬ ˧ˤ˧˲ Σ˨˩ ˪˩˷ ˸˥˞ ˭ˢˬ ˸˟˷ˣ˥ ˞˧ˢ˷ 

˸˪˰ˣ˲ ˪˰ ˢ˶ˬˣ˥ ˢ˪˷ˬ Φ˞ˣˢ ˪ˢˮˬ ˸˞ ˫˧˟˞˷ˬˢ ˪˷ ˟˷˥ˬˢ ˣˬ˩ ˭ˣ˶˩˧ˤ Σˡ˟˰ˬ ˭ˣ˯˥˞ˣ Σ˵˪˥ˬˣ ˫˸ˣ˞ ˭˧˟ 

˸ˣˮˣ˩ˬˢ ˸ˣ˧˪˞ˣ˦˶˧ˣˢ ˢ˶ˣ˴˟ ˸˶ˡˣ˯ˬ Φ˸ˣ˩ˤ˟ ˢˤ Σ˶˷˲˞ ˳˧˶ˢ˪ ˸ˣ˟˧˟˯ ˢˡˣ˟˰ ˸ˣˮˣ˷ ˪˧˟˵ˬ˟ Σ˵ˣˡ˟˪ 

˸ˣˮ˩ˣ˸ ˧˪˟ ˭˩˯˪ ˸˞ ˥˶˞ˬˢ Σ˪˴ˮ˪ˣ ˟ˣ˦ ˶˸ˣ˧ ˸˞ ˥ˣ˩ ˟ˣ˷˥ˬˢ. ˷˧ ˧ˮ˷ ˫˧ˠˣ˯ ˪˷ Hypervisor Υˠˣ˯ м ˪˰ˣ˲˷ 

˸ˣ˶˧˷˧ ˪˰ ˢ˶ˬˣ˥ˢ ˠˣ˯ˣ н Σ˪˰ˣ˲˷ ˪˰ˬ ˸˩˶˰ˬ ˢ˪˰˲ˢ ˸ˬ˧ˣ˯ˬ Σ˪˩˪ ˡ˥˞ ˫ˢˬ ˸ˣˮˣ˶˸˧ ˣ˪˷ˬ Φ˷˧ ˣˮ˪ 

https://learn.microsoft.com/en-us/windows/security/hardware-security/enable-virtualization-based-protection-of-code-integrity?tabs=security
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˶˲˯ˬ ˫˧˩˶ˡ ˶˷˵˸˪ ˫˰ sπHypervisor ˶˧˟˰ˢ˪ˣ ˣ˩˶ˡ x˞ ˣ˧˪˞ ˰ˡ˧ˬΥ 

¶ Hypercalls π ˨˶ˡˢ ˢ˶˧˷˧ˢ ˸˶˩ˣˬˢˣ ˶˸ˣ˧˟ Φ˥˶ˣ˞ˢ ˞˶ˣ˵ ˸ˣ˧˴˵ˮˣ˲˪ ˢ˷πHypervisor ˶˲˯ˬ Σˢˬˣˡ˟ 

π˪syscalls Σ˵˶ ˫˰˲ˢ˷ ˢ˞˧˶˵ˢ ˞˧ˢ ˥˶ˣ˞ˬ ˪πHypervisor ˢ˧˸˥˸ˬ˷Φ 

¶ Synthetic MSRs π Hyper-V ˶˧ˡˠˬ ˢ˥˲˷ˬ ˢˬ˪˷ ˪˷ ˧˶ˠˣ˞ MSR ˫˧˷ˬ˷ˬ˷ ˵˷ˬˬ˩ ˢ˦˧˪˷ ˢ˶˵˟ˣ Φ

˞ˬˠˣˡ˪ ΥHV_X64_MSR_GUEST_OS_ID ˷ˬ˷ˬ˷ ˧ˣˢ˧ˤ˪ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Φ˸˶ˤ˰˟ Synthetic MSRs 

˥˶ˣ˞ˢ ˪ˣ˩˧ ˶˧ˡˠˢ˪ ˸˞ sπSynthetic Interrupt Controller ύSynIC όπ˷Hyper-V ˱˷ˣ˥ ˫˧˥˶ˣ˞˪ 

˫˧˶˞ˣˬ ύenlightened guestsόΣ ˢˬ ˶ˤˣ˰˷ ˣˮ˪ ˶ˣ˴˧˪ ˫˧ˮ˵˸ˢ ˫˧˧˪˞ˣ˦˶˧ˣ ˣ˶˷˲˞˧˷ ˣˮ˪ ˶˷˵˸˪ ˭˧˟ sπ

Hypervisor ˥˶ˣ˞˪ ˞˪˪ ˸ˣ˪ˣ˰˲ˢ ˸ˣ˶˵˧ˢ ˪˷ ˶˟˰ˬ ˶˷˵ˢ ˶˵˧ ˪˞ sπHypervisorΣ x˞ ˰˴˟˪ ˢ˧˴˪ˣˬ˞ 

˭˵˸ˢ˪ ˧˸˶ˬˣ˥ Σ˨˷ˬˢ˟ ˶˧˟˯˞ ˪˰ SynICΦ 

¶ VM exit π ˰ˣ˶˧˞ ˶˞˸ˬ˷ ˢ˞˧˶˵ ˫ˣ˶ˠ˸˷ ˣˮ˪ ˸˞˴˪ ˢˮˣ˩ˬˢˬ ˸˧˪˞ˣ˦˶˧ˣˢ ύVirtual Machine exitόΦ ˫ˠ 

˧˪˟ ˞ˣ˶˵˪ ˪πhypercall ˷˶ˣ˲ˬ, ˸ˣ˪ˣ˰˲ ˸ˣˬ˧ˣ˯ˬ ˪˷ ˥˶ˣ˞ˢ ˸ˣ˪ˣ˩˧ ˫ˣ˶ˠ˪ ˪πVM exitΣ ˬπEPT 

violations ˡ˰ˣ ˢ˟˧˸˩ ˪πControl Registers Φ˪˩ˣˮ ˫ˣ˶ˠ˪ ˪πVM exit ˫˰ ˪˩ ˸ˣ˪ˣ˰˲ sπVMX ˸ˣ˰˴ˣ˟ˬ˷ 

˪˰ ˧ˡ˧ ˥˶ˣ˞ˢ ˭ˣˠ˩ VMCALL ΣVMLAUNCH ΣVMRESUME ˭ˢ˧˸ˣˬ˷˷ ˫˧ˮ˸ˣˮ ˣˮ˪ ˤˬ˶ ˪˰ ˢˬ ˭ˢ˷ 

˸ˣ˷ˣ˰Φ 

˞˪ ˟˧˥˶˞ ˭˞˩ ˪˰ Hypervisors ˵ˬˣ˰˪ Σ˨˞ ˧ˬ˪ ˭˧˧ˮˣ˰ˬ˷ ˵ˬ˰˸ˢ˪ ˳˧˪ˬ˞ ˪˰ ˨˧˶ˡˬˢ ˪˷ ˧˷ˣ˦˯ ˢˡˮ˦ 

˸˟˧˸˩˪ Hypervisor ˸˲˷˟ ˦˯˞˶ Σ˪˰ˣ ˱˯ˣ˸ˢ ˪πWinDbg hvextΦ 

 

Synthetic Interrupt Controller (SynIC) 

ˢ˶ˬˣ˥˟ ˸˧˸˧ˬ˞ Σˡ˟˰ˬ˪ ˭˧˞ ˰ˡ˧ˬ ˪˰ ˫˧˰ˣ˶˧˞ ˣˬ˩ ˧˸ˬ ˣˮ˴˥˪ ˪˰ ˶ˣ˸˲˩ Σˣˮ˪˟˧˵ ˢ˦˵˲ ˸˶ˤ˰˟ ˦ˮ˶˦ˮ˧˞ˢ 

ˣ˞ ˭ˣ˰˷ ˫˧˧˯˷ ˶ˣ˲˯˪ Σ˭˩˪, ˣˠ˧˴ˢ ˸˞ sπinterrupt controllerΣ ˪˟˵˧˷ interrupts ˫˧˟˧˩˶ˢˬ ˫˧ˮˣ˷ˢ ˧˲˪ˣ 

˨˩ ˶˧˟˰˧ ˫˸ˣ˞ ˡ˟˰ˬ˪˸˞ ˰˴˟˧ ˫˞˸ˢ˟˷ , ˢˡˣ˟˰ˢ ˢˬ˧˞˸ˬˢΦ  

 Hypervisor ˳˧˶˧˷ ˥˶ˣ˞ ˟˧˧˥ ˨ˣ˲ˢ˪ ˸˞ ˪˩ ˢˤ ˧˪˞ˣ˦˶˧ˣ˪ Σ˫˧ˡ˟˰ˬ˪ ˫˧˧ˮ˶ˡˣˬ ˷˧ ˸ˣˮˣ˩˸ ˣˬ˩ APIC 

Virtualization Σposted interrupts ˢˬˣˡ˩ˣ, ˫˧ˡ˧˶ˣˬ˷ ˸ˣ˪˰ˬ ˪ˣ˲˧˦ˢ ˟πinterrupts ˡ˥˧˟ ˫˰ Local 

Advanced Programmable Interrupt Controller (Local APIC)Σ ˧˞˶˥˞˷ ˪˟˵˪ ˸˞ sπinterrupts ˪˲˦˪ˣ 

˫ˢ˟ Σ˨˞ ˪˩˟ ˸˞ˤ ˢˤ ˭˧˧ˡ˰ ˵˷ˬˬ ˧˸˶ˬˣ˥ ˡ˰ˣˮ˷ ˶˷˵˸˪ ˫˰ ˫˧˟˧˩˶ ˫˧˧ˤ˧˲Φ 

˭˩˪ ˟πHyper-V ˶ˡˠˣˢ ˢˮ˟ˬ ˷ˡ˥ ˡ˰ˣˮ˷ ˸ˣˮ˷˪ ˸˞ ˨˶ˡˢ ˢ˟˷ ˥˶ˣ˞ xπHypervisor ˫˧˶˷˵˸ˬ ˞˧ˢˣ 

˸˞˶˵ˮ the Synthetic Interrupt Controller (SynIC) ΦSynIC ˞ˣˢ ˵˷ˬˬ ˢ˶˲π˧˪˞ˣ˦˶˧ˣ ˪ˣˢ˧ˮ˪ ˸ˣ˰ˡˣˢ 

˫˧˰ˣ˶˧˞ˣ ˫˧˧ˮˣ˶˩ˮ˧˯˞ ˡ˟ˣ˰˷ ˡ˥˧˟ ˫˰ LAPIC Σ˞˪ ˱˧˪˥ˬ ˣ˸ˣ˞ Φ 

https://tandasat.github.io/Hypervisor_Development_for_Security_Researchers.html
https://github.com/tandasat/hvext
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¶ ˵˪˥ˢ ˞˟ˢ ˡˣ˞ˬ ˨˟ˣ˯ˬ ˢ˧ˢˣ ˧˪ ˟˩˶ˣˬ ˶˧˟˯ˢ˪ ˣ˸ˣ˞ ˸˧˶˟˰˟ ˡˣ˰ˣ ˸ˣ˥˲˟ ˬπр ˫˧ˡˣˬ˰ Σˤ˞ ˫˧ˮˬˤˣˬ 

ˠ˪ˡ˪ ˣ˧˪˰ ˧ˬˣ ˢ˴ˣ˶˷ ˪ˣ˩˧ ˸ˣ˞˶˪ ˸˞ ˸ˣˠˢˮ˸ˢˢ ˢ˪˰ˬ˪ˬ ˪˷ ˫˧˶˟ˡˢΦ 

˪˩ ˡ˟˰ˬ ˧˪˞ˣ˦˶˧ˣ ύVirtual Processor ό˷ˬ˸˷ˬ˷ ˟πSynIC ˪˟˵˧Υ 

¶ 16 Synthetic Interrupt Sources (SINT0-SINT15) π ˫˧˴ˣ˶˰ ˫˧˧ˠˣ˪ ˣ˶˧˟˰˧˷ ˰ˡ˧ˬ ˪˰ interrupts Σ

˞ˬˠˣˡ˪ VMBUS ˨˶ˡ˟ ˪˪˩ ˷ˬ˸˷ˬ ˟πSINT2Φ 

¶ The Synthetic Interrupt Message Page (SIMP) π ˡˣˬ˰ ˪˷ 4KB ˢ˲ˣˬ˧˷ ˭ˣ˶˩˧ˤ˪ ˧ˤ˧˲ˢ ˪˷ ˥˶ˣ˞ˢ 

˵˪ˣ˥˧ˣ ˪πмс ˸ˣˡˣˬ˰ ˪˷ нрс ˫˧˸˟ π ˢˡˣˬ˰ ˪˩˪ SINTΦ 

¶ The Synthetic Interrupt Event Flag Page (SIEFP) π ˡˣ˰ ˡˣˬ˰ ˪˷ 4KB ˫ˠ˷ ˭˩ ˵˪ˣ˥˧ ˪πмс ˸ˣˡˣˬ˰ 

˪˷ нрс ˫˧˸˟ ˭˸˧ˮ˷˩ ˪˩˪ SINT ˢˡˣˬ˰ Σˡˣˬ˰ ˢˤ ˷ˬˣ˷˧ ˸˶˟˰ˢ˪ ˫˧˪ˠˡˢ ˪˰ sπSINT ˧˲˧˴˲˯ˢΣ ˪˩ 

˦˧˟ ˞ˣˢ ˪ˠˡ ˣ˸ˣ˰ˬ˷ˬ˷ ˞ˬˠˣˡ˪ Ϧ˰ˣ˶˧˞ X ˢ˶˵ ˪πSINT YϦ ˷˩πX ˢ˧ˢ˧ ˠ˴ˣ˧ˬ ˪˰ ˧ˡ˧ ˦˧˟ sπindex ˡˣˬ˰˟ 

˧˥˩ˣˮˢ ύ2047 ˫˧˦˧˟ ˢ˵ˣ˪˥˟ xʕ ΣόπxY ˢ˧ˢ˧ ˶˲˯ˬ sπSINTΦ 

¶ п ˫˧˶ˬ˧˧˦ ˫˧˧˦˦ˮ˧˯ ύSynthetic timers όπ ˫˧ˠ˴ˣ˧ˬ ˪˰ ˧ˡ˧ STIMER0-STIMER3 Σ˶˥˞˪ ˢˠˣ˲˸ ˪˷ ˶ˬ˧˧˦ 

˶˧˟˰ˮ ˸˞ ˢ˰ˡˣˢˢ HVMSG_TIMER_EXPIRED ˪πSIMPΦ 

¶ Configuration MSRs π ˢˬ ˟ˣ˸˩˧˷ ˸˞ sπtraps ˪πHypervisor ˫ˢˬˣ ˞˶˵ˮ ˟ˣ˸˩ˮˣ ˸˞ ˟˴ˬˢ ˧˥˩ˣˮˢΦ 

˫˧˟˪˷ˢ ˸˪˰˲ˢ˪ SynIC ˥˶ˣ˞˟ ˣ˞˶˧˧ ˭˪ˢ˪Υ 

мΦ ˥˶ˣ˞ˢ ˞˶˵˧ ˸˞ CPUID ˟πleaf 0x40000003 ˧ˡ˩ ˶˷˞˪ ˭˩˞˷ SynIC ˭˧ˬˤΦ 

нΦ ˳˵˪˞ˮ ˡˣˬ˰ ˪˷ 4KB ˭ˣ˶˩˧ˤ˟ ˥˶ˣ˞ˢ ˟ˣ˸˩ˮˣ ˸˞ ˸˟ˣ˸˩ˢ ˣ˪˷ ˪πHV_X64_MSR_SIMPΦ 

оΦ ˢ˷˰ˮ ˣ˸ˣ˞ ˶˟ˡ ˣˬ˩ ˟˪˷ н ˪˧˟˷˟ HV_X64_MSR_SIEFP 

пΦ ˶ˣ˟˰ ˪˩ SINT ˥˶ˣ˞ˢ˷ ˭ˮ˩˸ˬ ˷ˬ˸˷ˢ˪ x˟ Σ˟ˣ˸˩ˮ HV_X64_MSR_SINTx ˫˰ sπvector Σmask Σπx

auto-EOI ˧˲˩ ˢ˴˶ˮ˷Φ 

рΦ ˶˧ˡˠˮ ˸˞ sπInterrupt Descriptor Table ˸˞ˣ sπInterrupt Service Routine ˧ˡ˩ ˰ˡˮ˷ ˢˬ ˸ˣ˷˰˪ ˫˰ 

interrupts  ˪˟˵ˮ˷Φ 

сΦ ˶˧ˡˠˮ ˸˞ ˦˧˟ л ˪˷ HV_X64_MSR_SCONTROL ˧ˡ˩ ˶˷˲˞˪ SynIC ˡ˟˰ˬ˟ ˧˪˞ˣ˦˶˧ˣˢ ˧˥˩ˣˮˢΦ 
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ˢ˧˴˵ˮˣ˲ˢ ˟πsecurekernel.exe ˸˧˞˶˥˞˷ ˪˰ ˪ˣ˥˸˞ ˪˷ SynIC ˪ˮ˶˵˟ ˥ˣ˦˟ˢ ˞˧ˢ ShvlpInitializeSynicΥ 

 

˶˥˞˪ ˡˣˬ˰ˢ ˟˩˶ˣˬˢ ˢˤˢ Σ˧ˮ˞ ˢˣˣ˵ˬ ˸ˣ˥˲˪˷ ˫˸ˮ˟ˢ ˢˬ ˷ˣˬ˧˷ˢ ˣˮ˪˷ ˫˰ Synthetic MSRs ˡ˥˧˟ ˫˰ sπ

Hypervisor Φ 

 

Virtual Machine Control Structure (VMCS) 

πsVMCS ˞ˣˢ ˢˮ˟ˬ ˫˧ˮˣ˸ˮ ˪ˢˣˮˬ˷ ˪˰ ˧ˡ˧ sπVMM ˪˩˪ vCPU ύVirtual CPU ό˞ˣˢˣ ˸˥˸ ˸ˣ˧˶˥˞ sπVirtual 

Machine Manager (VMM) ˪˩˟˷˩ ˧ˣˮ˧˷ ˶˷˵ˢ˟ ˢ˴˶ˢˢ ˭˧˟ ˸ˣˮˣ˩ˬ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˸ˣˮˣ˷ ΣπsVMM ˭˰ˣ˦ 

VMCS ˫˧˞˸ˬ ˶˧ˡˠ˧ˣ ˸˞ ˟˴ˬˢ ˧˥˩ˣˮˢ ˪˷ ˫˧ˡ˟˰ˬˢ ˫˧˪˞ˣ˦˶˧ˣˢ ˪˷ ˢ˸ˣ˞ ˢˮˣ˩ˬΦ 

πsVMCS ˪˪ˣ˩ ˷˷ ˸ˣ˴ˣ˟˵ ˸ˣ˧ˠˣ˪Υ 

¶ Guest-state area Υˢ˧ˢ˧˷˩ ˣˮ˪ VM exit ˢˮˣ˩ˬˬ ˸˧˪˞ˣ˦˶˧ˣ Σ˟˴ˬ ˡ˟˰ˬˢ ˶ˬ˷˧˧ ˶ˣˤ˧˞˟ ˢˤ.  

¶ Host-state area Υ˞˴ˮ˷˩ ˢˮˣ˩ˬˬ ˸˧˪˞ˣ˦˶˧ˣ ˸˶ˤ˰˟ VM exit ˸˩˶˰ˬˢ ˸˥˶˞ˬˢ ˥˵˸ ˢ˦˧˪˷ ˪˰ 

ˡ˟˰ˬˢ Σˢˬ ˢˮ˷˧˷ ˸˞ ˟˴ˬ ˫˧˶ˠˣ˞ˢ ˫˧ˮ˯˥ˣ˞ˬˢ ˶ˣˤ˞˟ ˢˤ ˶˧ˤ˥˧ˣ ˸˞ ˶˷˵ˢ ˢ˴˶ˢˢ ˪˷ ˡ˟˰ˬˢ 

˥˶ˣ˞ˢˬ ˥˶˞ˬ˪ Φ˶˥˞˪ˣ ˭˩ˬ ˨˧˷ˬˮ ˰˴˟˪ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˷πrip ˰˧˟˴ˬ ˭ˢ˧˪˰Φ 

¶ VM-execution control fieldsΥ ˸ˣˡ˷ ˣ˦˪˷˧˧˷ ˸ˣ˪ˣ˰˲˟ ˡ˟˰ˬˢ ˟˴ˬ˟ VMX non-root operationΦ 

¶ VM-exit control fields Υ˸ˣˡ˷ ˫˧˦˪ˣ˷˷ ˟πVM exitsΦ 
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¶ VM-entry control fields Υ˸ˣˡ˷ ˫˧˦˪ˣ˷˷ ˟πVM entriesΦ 

¶ VM exit information area Υ˶ˣˤ˧˞ ˢ˞˧˶˵˪ ˡ˟˪˟ ˠ˧˴ˬˣ ˸˞ ˶˲˯ˬ ˸ˣ˞˧ˠ˷ˢ ˣ˶˵˷ ˶˥˞˪ ˸˪ˣ˰˲˷ vmx 

ˢ˪˷˩ˮΦ 

˰ˡ˧ˬ˪ ˱˯ˣˮ ˪˰ Intel VT-x ˫˧ˮˬˤˣˬ ˞ˣ˶˵˪ ˸˞ ˠˣ˪˟ˢ ˞˟ˢ ˪˰ ˸ˣˡˣ˯˧ ˢ˧ˠˣ˪ˣˮ˩˦ˢ ˭˟ˣˬ˩ˣ ˸˞ s˨˧˶ˡˬ ˪˷ 

˪˦ˮ˧˞Φ 

 

VTL - Virtual Trust Level 

Virtual Trust Level (VTL) ˞˧ˢ ˸ˡ˧˥˧ ˢ˴˶ˢ ˸˶˷ˣ˵ˬ˷ ˫˰ ˡ˟˰ˬ ˧˪˞ˣ˦˶˧ˣ ύVirtual Processor Φόπ˟

Windows ˷˧ ˣˮ˪ н ˸ˣˬ˶ ˭ˣˬ˞ ˸ˣ˧˪˞ˣ˦˶˧ˣ ΣVTL 0 xπVTL 1 ˟˷˩πVTL 0 ˳ˣ˶˧ ˪ˮ˶˵ sπNT ˟xπVTL 1 ˳ˣ˶˧ ˪ˮ˶˵ˢ 

˥ˣ˦˟ˢ Σ˭˲ˣ˞˟ ˧˪˪˩ Hyper-V ˨ˬˣ˸ ˡ˰˩˟ мс ˸ˣˬ˶ ˭ˣˬ˞ ˸ˣ˧˪˞ˣ˦˶˧ˣΦ 

Second Level Address Translation (SLAT) 

ˤ˞ ˧˶˥˞ ˣˮ˟ˢ˷ ˸˞ ˯˧˯˟ˢ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣ˪, ˰ˠ˧ˮ ˠ˷ˣˬ˟ ˭ˣ˶˥˞ˢ ˶ˡ˯˧˷ ˸˞ ˢ˟˷˥ˬˢ ˧ˮ˲˪ ˢ˪˧˪˴ ˶˵˥ˬ˪ Φ

˸ˣ˟ˣ˸˩ ˭ˣ˶˩˧ˤ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˡ˟˰ˬ˟ ˸ˣˣˢˬ ˢ˧˴˵˶˦˯˟˞ ˸ˣ˟ˣ˸˩˪ ˸ˣ˧ˤ˧˲ Σ˫ˣ˵ˬ˟ ˪˩˷ ˢˮ˩ˣ˸ ˪˩ˣ˸ ˟ˣ˸˩˪ 

˸˟ˣ˸˩˪ ˸˧ˤ˧˲ ˫ˣ˧˩ ˪˩˪ ˢˮ˩ˣ˸ ˷˧ ˸˞ ˟˥˶ˬ ˭ˣ˶˩˧ˤˢ ˧˪˞ˣ˦˶˧ˣˢ ˢ˪˷ Φ˧ˮ˷ ˫˧˩˧˪ˢ˸ ˫˧˪ˣ˩˧ ˸˷ˠ˪ ˢ˸ˣ˞˪ 

˸˟ˣ˸˩ ˸˧˪˞ˣ˦˶˧ˣ ˸ˣ˰˧˟˴ˬ˷ ˸ˣ˟ˣ˸˩˪ ˸ˣ˧ˤ˧˲ ˸ˣ˶˥˞ Φ˶˟ˡ ˢˤ ˧˶˷˲˞ ˸ˣˡˣˢ ˫ˣˠ˶˸˪ ˸ˣ˟ˣ˸˩ˢ ˡ˟˰ˬ˟ Φ

ˣ˟˷ ˪˩ ˸˟ˣ˸˩ ˸˧˪˞ˣ˦˶˧ˣ ˞˧ˢ ˢˡ˷ ˫˧˦˧˟ ˡˡˣ˵ˬˢ ˫˧˦˯˧ˢ ˸ˣ˞˪˟˦˟ ˸ˣ˷ˬ˷ˬˢ ˫ˣˠ˶˸˪ ˸ˣ˟ˣ˸˩ ˨˪ˢˬ˟ 

page-table walk ύ˶˟˰ˬ ˸˪˟˦ ˫˧˲ˡ Φό˪˩ ˢˬˣ˷˶ ˸˞˶˵ˮˢ ˢ˪˟˦˟ ˢˮ˲ˬ ˸˟ˣ˸˩˪ ˸˧ˤ˧˲ˢ ˪˷ ˯˧˯˟ 

ˢ˪˟˦ˢ ˢ˞˟ˢ Φ˶˷˞˩ ˫˧˰˧ˠˬ ˢ˪˟˦˪ ˢˮˣ˶˥˞ˢ Σˢˬˣ˷˶ˢ ˸˞˶˵ˮˢ Page Table Entry (PTE) ˢ˪˧˩ˬ˷ ˸˞ 

˶˲˯ˬ ˸˶ˠ˯ˬˢ ˪˷ ˱ˡˢ ˧ˤ˧˲ˢ ˪˟˵˸ˬˢ ˸˞ˣ ˸ˣ˧ˣ˩ˤ ˢ˷˧ˠˢ ˣ˧˪˞Φ 

˶˟˰ˬ ˫˧˲ˡˢ ύpage walk ό˪˧˥˸ˬ ˸˪˟˦ˬ PML4 Σˢ˸˟ˣ˸˩˷ ˸ˮ˧ˣ˴ˬ ˪˰ ˧ˡ˧ ˶ˠˣ˞ˢ CR3 ˶˷˵ˢ˟ ˪˷ 

˨˧˪ˢ˸ˢ ˢ˯ˮˬˢ ˰˴˟˪ ˸˞ ˢ˷˧ˠˢΦ 

 

https://research.meekolab.com/the-basics-of-intel-vt-x-extensions
https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html
https://www.intel.com/content/www/us/en/developer/articles/technical/intel-sdm.html
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˸˧˧˴ˤ˧˪˞ˣ˦˶˧ˣ ˢ˶ˬˣ˥ ˢˠ˧˴ˬ ˢ˟˩˷ ˸˲˯ˣˮ ˨˧˪ˢ˸˟ ˫ˣˠ˶˸ ˸ˣ˟ˣ˸˩ˢ Σ˪˰ ˧ˡ˧ ˸˲˯ˣˢ ˢˬ˶ ˢ˷ˡ˥ ˸˧˧˩˶˶˧ˢ˟ 

˸ˣ˞˪˟˦ˢ Φˢˮˣ˩˸ xʕ ˪˷ ˸˧˧˴ˤ˧˪˞ˣ˦˶˧ˣ ˢ˶ˬˣ˥ Σ˸˞˶˵ˮˢ Second Level Address Translation (SLAT) ˣ˞ 

nested-paging  Σ˸˶˷˲˞ˬ ˨ˣ˲ˢ˪ ˧˪˞ˣ˦˶˧ˣ˪ ˸˞ ˭ˣ˶˩˧ˤˢ ˧ˤ˧˲ˢ ˪˷ ˢˮˣ˩ˬˢ ˸˥˶ˣ˞ˢ Φ˞˧ˢ ˸˯˯˟˸ˬ ˪˰ 

˭ˣˮˠˮˬ ˸˪˟˦ ˫˧˲ˡˢ ˸˟˥˶ˣˬˢ (EPT) ˶˧ˡˠˬ˷ п ˧˟˥˶ˬ ˸ˣ˟ˣ˸˩ ˫˧ˮˣ˷: 

¶ Guest Virtual Addresses (GVA) π ˸ˣ˟ˣ˸˩ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˧˲˩ ˭ˢ˷ ˸ˣ˞˶ˮ ˪˰ ˧ˡ˧ ˫˧˩˧˪ˢ˸ˢ ˫˧˴˶ˢ 

ˢˮˣ˩ˬ˟ ˸˧˪˞ˣ˦˶˧ˣˢΦ 

¶ Guest Physical Addresses (GPA) π ˸ˣ˟ˣ˸˩ ˸ˣ˧ˤ˧˲ ˧˲˩ ˭ˢ˷ ˸ˣ˞˶ˮ ˪˰ ˧ˡ˧ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˸˥˶ˣ˞ˢ 

˭ˣ˶˩˧ˤ˩ ˧ˤ˧˲Φ 

¶ System Virtual Addresses (SVA) π ˸ˣ˟ˣ˸˩ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˧˲˩ ˭ˢ˷ ˸ˣ˞˶ˮ ˪˰ ˧ˡ˧ sπHypervisorΦ 

¶ System Physical Addresses (SPA) π ˸ˣ˟ˣ˸˩ ˸ˣ˧ˤ˧˲ ˸ˣ˰˧˟˴ˬˢ ˪˞ ˭ˣ˶˩˧ˤˢ ˧ˤ˧˲ˢ ˢ˶ˬˣ˥˟Φ 

˧˲˪ˣ ˨˩ ˵˪˥ˮ ˸˞ ˧˟˥˶ˬ ˭ˣ˶˩˧ˤˢ ˪˷ sπHypervisor ˪˷ˣ ˥˶ˣ˞ˢ, ˨˩ ˥˶ˣ˞ˢ˷ ˞˪ ˪˩ˣ˧ ˞ˣ˶˵˪ ˸˞ ˟˥˶ˬ 

˭ˣ˶˩˧ˤˢ ˪˷ sπHypervisorΦ 

 
 

˶˟˰ˬˢ ˭˧˟ ˸ˣˬ˪ˣ˰ˢ 

ˣ˧˷˩˰ ˣˮ˶˟˰˷ ˪˰ ˫˧ˠ˷ˣˬˢ Σ˫˧˦˲˯ˮˣ˵ˢ ˷˧ˣ ˣˮ˪ ˯˧˯˟ ˸ˮ˟ˢ˪ ˶ˬ˞ˬˢ Σ˪˩ˣˮ ˭˧˟ˢ˪ ˸˞ ˫˧˵˪˥ˢ ˫˧ˮ˧˧ˮ˰ˬˢΦ 

˧˲˩ ˧˸ˮ˧˧˴˷ ˢˬˡ˵ˢ˟ Σ˪˩ ˪ˮ˶˵ Windows ˧ˮ˶ˡˣˬ ˳˶ ˶ˣ˸˟ ˥˶ˣ˞ ˪˰ ˟˷˥ˬˢ ˧ˤ˧˲ˢ Σˢˬ˪ ˢˤ ˫˴˰˟ Κ 

˫˰ ˢˠ˴ˢˢ ˪˷ ˢ˥˦˟˞ ˸˯˯ˣ˟ˬ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣ ύ˞˶˵ˮ ˠ˷ˣˬ˪ VBS ˣ˧˷˩˰ˬόΣ ˣˮ˥ˮ˞ ˫˧˵˪˥ˬ ˸˞ ˸˩˶˰ˬ 

ˢ˪˰˲ˢˢ ˫˪ˣ˰˪ ˪˧ˠ˶ˢ ˫˪ˣ˰˪ˣ ˥ˣ˦˟ˢ, ˫˧˵˪˥ˢ˷˩ ˫˧˷˧ˠ˶ˢ ˪˷ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˭ˣˠ˩ TPM ˫˧ˮˣ˸ˮˣ 

˫˧˧˶˦ˬˣ˧˟ ˣ˶ˬ˷˧˧ ˟˥˶ˬ˟ ˭ˣ˶˩˧ˤˢ ˪˷ ˫˪ˣ˰ˢ ˥ˣ˦˟ˢ Φˢˮˣ˩˸ ˸˧˶˵˧˰ ˪˷ VBS ˞˧ˢ Memory Integrity ˢ˟˷ 

˫˴˰˟ sπHypervisor ˞˪ ˭˸ˣˮ ˡˣˬ˰˪ ˭ˣ˶˩˧ˤ ˸ˣ˧ˢ˪ ˟˧˸˩ ˪˰˟ˣ ˸˪ˣ˩˧ ˢ˴˶ˢ ˣ˸ˣ˞˟ ˭ˬˤ Σ˶˷˲˞ ˟ˣ˷˥˪ ˪˰ ˢˤ 

˸˴˶ˢ˩ ˸˪ˣ˰˲ XOR ˪˰ ˫˧˪ˠˡˢ W ύWriteable όπxX ύExecutable Σό˪˪ˠ˟ ˷πVTL 0 ˞˪ ˪ˣ˩˧ ˸ˣˮ˷˪ ˸ˣˬˣ˷˶ 

π˟SLAT Σ˫˧˪˰˟ˢ ˪˷ sπSLAT ˪˷ VTL 0 ˞ˣˢ VTL-1 ˪ˮ˶˵ˢ˷˩ ˥ˣ˦˟ˢ ˪ˢˮˬ ˸˞ˤ ˨˶ˡ ˢ˧˴˵ˮˣ˲ˢ 

HvCallModifyVtlProtectionMask ˸˞˶˵ˮ˷ ˪˰ ˧ˡ˧ sπhypercall 0x000c Σ˱˶ˣ˴ˬ ˶˟˯ˢˢ ˢˬπTLFS ˪˷ 

˦˲ˣ˯ˣ˶˵˧˧ˬΥ 
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 ˭˧˧˴ˬ ˶˟˯ˢˢ˧˩ VTL ˪ˣ˩˧ ˫˧˷˪ ˸ˣˮˠˢ ˵˶ ˪˰ VTL ˢˬ˶˟ ˢ˩ˣˬˮ ˣˮˬˬ, ˪˩ˣ ˭ˣ˧˯˧ˮ ˸ˣˮ˷˪ ˸ˣˮˠˢ ˪˰ ˧˥ˣˣ˦ 

˭ˣ˶˩˧ˤ ˞˪˷ ˫˧˞˴ˬˮ ˟πRAM ˣ˶˧ˤ˥˧ HV_STATUS_INVALID_PARAMETERΦ 

˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˢˬ˶ˠ˞˧ˡ˟ ˢ˞˟ˢ ˭˧˞ ˸˶ˣ˷˵˸ ˢ˶˧˷˧ ˫ˢ˧ˮ˧˟, ˤ˞ ˸˶ˣ˷˵˸ˢ ˢˡ˧˥˧ˢ ˢ˪ˣ˩˧˷ ˸ˣ˧ˢ˪ ˞˧ˢ 

˸ˣ˰˴ˬ˞˟ sπHypervisor Hyper-VΥ 

 

πsHypervisor ˠ˴ˣ˧ˬ ˪˰ ˧ˡ˧ ˳˟ˣ˵ˢ hvix64.exe ˫˧˟˷˥ˬ˟ ˫˧˯˯ˣ˟ˬ˷ ˪˰ ˧ˡ˟˰ˬ Intel Σhvax64.exe ˪˧˟˷˟ 

AMD xπhvaa64.exe ˟πARM Φ˸ˣˮˣ˩˸ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣˢ ˸ˣ˷ˬˣˬˬ ˭˲ˣ˞˟ ˢˮˣ˷ ˪˩˟ ˢ˶ˣ˦˵˦˧˩˶˞ Σˢˬ ˟˷π

Intel ˢ˧ˢ˧ Intel VT-x ˞˧˟˧˷ ˣˮ˪ ˸˞ sπVirtual Machine Control Structure (VMCS) sxπSLAT Σπ˟AMD 

ˢ˧ˢ˧ AMD-V ˞˧˟˧˷ ˣˮ˪ ˸˞ sπVirtual Machine Control Block (VMCB) ˟xπARM ˥ˮˣˬˢ ˞˶˵˧ ARM 

Virtualization Extension ˢ˩˩ ˪˩˷ ˢ˯˶ˠ ˪˷ sπHypervisor ˢˮˣ˷ ˸˶˥˞ˢˬ Φˣˮ˥ˮ˞ ˡ˵ˬ˸ˮ ˟πHypervisor 

hvix64.exe Σ˫˷˧˧ˬ˷ ˸˞ sπIntel VT-xΦ  

˪˧˟˷˟ ˪˧˥˸ˢ˪ ˭˧˟ˢ˪ ˨˧˞ VTL 0 ˶˷˵˸ˬ ˫˰ VTL 1 ˥˸˲ˮ ˸˞ ˳˟ˣ˵ˢ ntoskrnl.exe ύ˪˧ˡ˟ˢ˪˷ ˬπ

hvix64.exe ˭˩ ˢ˧ˢ˧ ˢˬˣˡ ˭˧˟ ˸ˣ˶ˣ˦˵˦˧˩˶˞ ό˫˧˷ˮˣ ˟˪ ˢ˧˴˵ˮˣ˲˪ VslpEnterIumSecureModeΣ ˧˲˪˷ ˢˬ˷ 

˵˧˯ˢ˪ ˪˩ˣˮ ˸˰˴˟˸ˬ˷ ˸˶ˣ˷˵˸ ˧ˢ˷˪˩ ˫˰ sπIsolated User Mode (IUM) ˪ˮ˶˵˟ ˥ˣ˦˟ˢ Φˣˬ˧˷ ˟˪ 

˸ˣ˧˴˵ˮˣ˲˷ ˣ˪˧˰˲˧˷ ˸ˣ˷˵˟ ˸ˣ˥ˣ˦˟ ύSecure Calls όˣ˪˧˥˸˧ ˫˰ ˸ˬˣˡ˧˵ˢ Vsl Φ 
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˶ˮˢ˞ ˠˣ˪ˣ˶˲˟ ˢ˧˴˵ˮˣ˲ˢ ˢ˵˧ˡ˟ ˫˞  Virtual Secure Mode (VSM)˪˰˲ˣˬΥ 

 

˫˞ ˪˰ ˪˩˸˯ˮ ˸ˣ˧ˮ˲ˢˢ ˸ˣ˟˪ˣ˴ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ, ˢ˞˶ˮ ˢ˷ˣ˪˷ ˫˧˪ˣ˪˯ˬ ˭˸˧ˮ˷ ˸˥˵˪Υ 

мΦ ˢ˷˵˟ ˸˧ˮˣ˶˩ˮ˧˯ ˪ˮ˶˵ˬ sπNT ˪ˮ˶˵˪ ˥ˣ˦˟ˢΦ 

нΦ ˢ˷˵˟ ˸˧ˮˣ˶˩ˮ˧˯˞ ˪ˮ˶˵ˢˬ ˥ˣ˦˟ˢ ˪ˮ˶˵˪ sπNT Σ˭ˣˣ˧˩ˬ ˪ˮ˶˵ˢ˷ ˥ˣ˦˟ˢ ˞˪ ˵˯˰˸ˬ ˫˰ ˸ˣ˪ˣ˰˲ ˦˪˵ 

˦˪˲ˣ ˸˞˧˶˵ˣ I/OΣ ˞ˣˢ ˨˧˶˴ ˷ˬ˸˷ˢ˪ ˸ˣ˧˴˵ˮˣ˲˟ ˪ˮ˶˵ˬ sπNT ύ˶˷˲˞ ˸ˣ˞˶˪ ˸˞ˤ ˫ˠ ˪ˣ˲˧˦˟ ˟π

hypercall HvCallVtlReturn ˢ˟˷ ˪˟˵ˮ ˸˞ ˯ˣ˦˦˯ˢκ˨˶˰ ˢ˶ˤ˥˟ ˪ˮ˶˵ˢˬ ˥ˣ˦˟ˢ ˶˥˞˪ ˢ˷˵˟ˢ 

ˣˮ˥˪˷˷Φό 

оΦ ˸ˣ˷˵˟ ˫˧˩˧˪ˢ˸ˬ ˟πIsolated User Mode ˪ˮ˶˵˪ ˥ˣ˦˟ˢΦ 

˶ˬ˞ˮ ˣˮ˪ ˶˲˯˟ Windows Internals 7th edition part 2 ˦ˮˬˣˠ˶˞ˢ˷ ˭ˣ˷˞˶ˢ ˢ˧ˢ˧ ˦˵˧˧˟ˣ˞ SKCALL ˪ˡˣˠ˟ 

млп ύ0x68 ό˫˧˸˟ ˣ˸˶˦ˬ˷ ˶˧˟˰ˢ˪ ˸˞ ˢ˪ˣ˰˲ˢ ˢ˴˶ˮ˷ ˰˴˟˪ ˪˧˩˧ˣ ˸ˣˡ˷ ˣˬ˩Υ 

¶ Secure Handle π sπHandle ˨˧˪ˢ˸˪ ˢ˷πThread ˳ˣ˶˧ ˣ˧˸˥˸Φ 

¶ MDL π ˰˧˟˴ˬ ˪πMDL ˪˧˩˧˷ ˰ˡ˧ˬ ˧˦ˮˣˣ˪˶ ˦˵˧˧˟ˣ˞˪Φ 

¶ CID π ˨˶˰ ˶˞˸ˬ˷ ˸˞ sπProcess ID (PID) sxπThread ID (TID)Φ 

ˣ˧˷˩˰ ˣˮ˥ˮ˞ ˫˧˰ˡˣ˧ ˢ˧˴˵ˮˣ˲ˢ˷ ˸˪˟˵ˬ SKCALL ˶˦ˬ˶˲˟ ˭ˣ˷˞˶ˢ xπSecure Service Call Number (SSCN) 

˶˦ˬ˶˲˟ ˧ˮ˷ˢ Φ˶˦ˬ˶˲ˢ ˭ˣ˷˞˶ˢ ˢ˧ˢ˧ ˢ˪ˣ˰˲ˢ ˢ˴˶ˮ˷ ˰˴˟˪ Σ˶˥˞˪ ˢ˟˪˴ˢ ˪˷ ˪˩ ˸ˣ˞˧˶˵ˢ ˢ˧˴˵ˮˣ˲˪ 

˵˧˯ˮ ˸˞ ˫˧ˡˣ˵ˢ ˫˧˞˟ˢ ˪˷ ˸ˣ˪ˣ˰˲ˢΥ 

¶ л π ˸˩˷ˬˢ ˢ˴˶ˢ ˪˷ Secure Thread x˞ ˢ˯˧ˮ˩ ˷ˡ˥ˬ ˣ˧˪˞ ˶˥˞˪ ˢ˞˧˶˵ ˢ˪˧ˠ˶ ύ˪ˮ˶˵ˬ sπNT 

˥ˣ˦˟˪Φό 

¶ м π ˫˞ sπthread ˧˥˩ˣˮˢ ˳˶ ˶˷˵ˢ˟ ˪˷ enclave Σ˪ˮ˶˵ˢ ˥ˣ˦˟ˢ ˭ˬ˯ˬ ˣˮ˪ ˸˞˴˪ ˸˞˪ˣ˪ˬ sπdispatch 

˧˪˟ ˸˰ˠ˪ ˟πIRQLΦ 

¶ н π ˸ˣ˞˧˶˵ ˫˧˸ˣ˶˧˷˪ ˣ˪˧˰˲˧˷ ˸˞ ˢ˧˴˵ˮˣ˲ˢ IumInvokeSecureService ˳˟ˣ˵˟ ˪˷ ˪ˮ˶˵ˢ ˥ˣ˦˟ˢ 

securekernel.exe ˟πVTL 1Φ 

¶ о π ˧ˣ˵˧ˮ sπTranslation Lookaside Buffer (TLB)Φ 
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˰˩ ˸ˣˮ˥ˮ˞ ˢ˞˶ˮ ˢ˧˴˵ˮˣ˲ˢ˷ HvlSwitchToVsmVtl1 ˸˧˞˶˥˞ ˪˰ ˸˥˧˪˷ sπHypercall ˫˧˞˸ˬˢ ˪ˮ˶˵˪ ˫ˠˣ 

˸˪˟˵˪ ˢ˟ˣ˷˸ˢ ˣˮˬˬ, ˢ˪ˣ˩˧˷ ˪ˣ˪˩˪ ˢ˷˵˟ ˸ˣ˶˧˷ˬ ˪ˮ˶˵˷ sπNT ˵˲˯ˬ ˸˶ˤ˰˟ ˢ˧˴˵ˮˣ˲ˢ 

PsDispatchIumServiceΥ 

 

ˢ˧˴˵ˮˣ˲ˢ PsDispatchIumService ˸˷ˬ˷ˬ ˸ˡˣ˵ˮ˩ ˢ˯˧ˮ˩ˢ ˣˮ˪˷ ˪πNormal Call ˳ˣ˶˸ˣ ˪ˮ˶˵ˢ˷˩ ˥ˣ˦˟ˢ 

˶˧ˤ˥˧ ˯ˣ˦˦˯ л x˞ р ˧˲˪ ˦˵˧˧˟ˣ˞ sπSKCALL Φˢ˧˴˵ˮˣ˲ˢ ˪ˢˮ˸ ˸˞ ˸ˣ˞˧˶˵ˢ ˪ˮ˶˵ˢˬ ˥ˣ˦˟ˢ ˪ˮ˶˵˪ sπNTΥ 

 

ˢ˧˴˵ˮˣ˲˟ HvlSwitchToVsmVtl1 ˢ˞˶ˮ ˭˧˞˷ ˫ˣ˷ ˢ˞˧˶˵ ˢ˪ˣ˰˲˪ ˣˬ˩ vmcall ˪˧˟˷˟ ˞ˣ˶˵˪ ˪πhypercalls 

˫˧ˬ˧˞˸ˬˢ Σ˰˦˵ˢ ˡ˧˥˧ˢ ˪ˣ˩˧˷ ˞˧˟ˢ˪ ˣˮ˸ˣ˞ ˫˷˪ ˞ˣˢ ˢ˞˧˶˵ ˶ˣˤ˧˞˪ ˭ˣ˶˩˧ˤ˟ ˫˰ ˰˧˟˴ˬˢ 

HvlpVsmVtlCallVa  ˢ˞˧˶˵ˢ˷ ˣ˧˪˞ ˸˧˞˶ˮ ˨˩ Υ 

result = (*& HvlpVsmVtlCallVa )(a1, SKCALL, KeGetCurrentIrql (), SECURE_THREAD) 
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˨˞ ˪˩˸˯ˮ˷˩ ˭ˣ˶˩˧ˤ˟ ˢ˞˶ˮ ˶ˣˤ˧˞ˢ˷ ˣˮ˧˞ ˪˧˩ˬ ˶˟ˡ Σˢˤ ˭ˣˣ˧˩ˬ ˶˟ˣˡˬ˷ ˶ˣˤ˧˞˟ ˵˧˶ ˞˪ˣˬ˧˷ ˭ˬˤ˟ ˢ˴˶ˢ 

˶˥˞˪ ˢ˷πHypervisor ˪˥˸ˣ˞˧Φ 

 

1: kd> dq nt! HvlpVsmVtlCallVa  L1 
fffff800 `de401860  fffff800` 6c60000f  
1: kd> u fffff800 `6c60000f  
fffff800` 6c60000f  488bc1          mov     rax,rcx  
fffff800 `6c600012 48c7c111000000  mov     rcx,11h  
fffff800` 6c600019 0f01c1           vmcall  
fffff800 `6c60001c c3              ret  
fffff800` 6c60001d 8bc8            mov     ecx,eax  
fffff800 `6c60001f b812000000      mov     eax,12h  
fffff800` 6c600024 0f01c1           vmcall  
fffff800 `6c600027 c3              ret  
  

ˠˣ˟˧ˡ˟ ˧ˬ˞ˮ˧ˡ ˪˷ ˪ˮ˶˵ˢ ˢ˞˶ˮ ˶˟ˣˡˬ˷ ˰˦˵˟ ˡˣ˵ ˶˴˵ ˪˧˩ˬ˷ ˧˸˷ ˸ˣ˧˴˵ˮˣ˲ Σ˸˥˞ ˥˪˷˸ vmcall ˫˰ 

˨˶˰ˢ 0x11 ύмт όˢ˧˧ˮ˷ˢˣ 0x12 ύмуΦό 

˰˦˵˟ Appendix A: Hypercall Code Reference ˪˷ ˡˣ˰˧˸ˢ ˪˷ ˦˲ˣ˯ˣ˶˵˧˧ˬ ˪˩ˣˮ ˸ˣ˞˶˪ ˡˣ˵˷ hypercall 

0x11 ˢ˧ˢ˧ ˨˧˧˷ ˢ˧˴˵ˮˣ˲˪ HvCallVtlCallΣ ˷ˬ˷˸˷ ˣˮ˸ˣ˞ ˸˥˧˪˷˪ ˢ˷˵˟ˢ ˢ˥ˣ˦˟ˢ ύSecure CallόΣ xπ0x12 

π˪HvCallVtlReturnΣ ˷ˬ˷˸˷ ˣˮ˸ˣ˞ ˪˟˵˪ ˨˶˰ˢκ˯ˣ˦˦˯ ˢ˷˵˟ˢΦ 

 

˫˧ˮ˥ˣ˟ ˸˞ sπHypervisor 

ˣ˧˷˩˰ ˣˮ˟ˢ˷ ˢ˲˧˞ˬ ˣˮ˥ˮ˞ ˫˧˥˪ˣ˷ ˸˞ ˸˞˧˶˵ sπvmcall Σ˶˸ˣˮ ˣˮ˪ ˸ˣ˞˶˪ ˢ˲˧˞ sπVM exit ˣˮ˪˷ ΦVM exit 

˞ˣˢ ˫˷ ˰ˣ˶˧˞˪ ˢ˶ˣ˵˷ ˡ˟˰ˬˢ˷˩ ˱˧˪˥ˬ ˸˪ˣ˰˲ˬ VMX non-root ˸˪ˣ˰˲˪ VMX root Σˢˤ˷ ˫˴˰˟ ˶ˬˣ˞ 

ˣˮ˥ˮ˞˷ ˫˧˶˧˟˰ˬ ˸˞ ˢ˴˶ˢˢ ˪πHypervisorΦ 

˥˸˲ˮ ˸˞ ˳˟ˣ˵ˢ hvix64.exe ˶˪˟ˬ˯˞˯˧ˡ˟ ˱ˡ˰ˣˬˢ ˣˮ˪˷ ˢ˞˶ˮˣ ˳˟ˣ˵ ˪˷ 2MB ˭˧˞˷ ˣˮ˪ ˫˧˪ˣ˟ˬ˧˯ 

ˣ˪˧˟˷˟ Σˢˤ˷˩ˣ ˟˴ˬˢ, ˶˟ˡˢ ˧˩ˢ ˟ˣ˦ ˞ˣˢ ˸ˣ˞˶˪ ˫˧˶˵˥ˬ ˫˧˶ˬ˞ˬˣ ˫˧ˬˡˣ˵ ˪˰ ˳˟ˣ˵ˢ, ˢ˟˶ˬ˪ ˣˮ˪ˤˬ ˷˧ 

˸˞ Saar Amar ˟˸˩˷ ˪˰ ˢˬ˩ ˸ˣ˦˧˷ ˸ˣ˪ˣ˩˧˷ ˶ˣˤ˰˪ ˣˮ˪ ˫˰ ˶˵˥ˬˢ Σ˸˥˞ ˫ˢˬ ˞˧ˢ ˰˴˟˪ ˪ˡ˟ˢ ˭˧˟ 

˫˧˶˞ˮ˧˟ ˟˪˷˪ˣ ˫ˢ˧ˮ˧˟ Φ˪ˡ˟ˢ ˭˧˟ ˫˧˶˞ˮ˧˟ ˞˧ˢ ˢ˵˧ˮ˩˦ ˢ˴ˣ˲ˮ ˧˶˵ˣ˥˷ ˸ˣ˷˪ˣ˥ ˫˧˷ˬ˸˷ˬ ˢ˟ ˶˵˧˰˟ ˧ˡ˩ 

˸ˣ˞˶˪ ˢˤ˧˞˟ ˵˪˥ ˪˷ ˸˩˶˰ˬ ˢˮ˵ˣ˸ ˢ˷˪ˣ˥ ˶˥˞˪ ˢˬ˯˶˲˸ˢ˷, ˸˶ˤ˰˟ ˢ˞ˣˣ˷ˢ ˪˷ ˢ˯˶ˠˢ ˢˮ˷˧ˢ ˫˰ 

ˢ˷ˡ˥ˢ ˢ˞˶ˮ ˵˶ ˸˞ ˢˬ ˢˮ˸˷ˢ˷ ˨˩˟ˣ ˪˩ˣˮ ˭ˮ˯˪ ˢ˟˶ˢ ˷˰˶ ˸ˣ˞˶˪ˣ ˢˤ˧˞˟ ˶ˣˤ˧˞ ˰˴ˣ˟ ˭ˣ˵˧˸ˢΦ 

 

https://www.microsoft.com/en-us/msrc/blog/2018/12/first-steps-in-hyper-v-research
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ˢ˶˵ˬ˟ ˣˮ˪˷ ˞˪ ˸˲˩˞ ˣˮ˪ ˢ˧˴˵ˮˣ˲ˬ ˸˧˲˧˴˲˯ Σˣˮ˞ ˫˧˴ˣ˶ ˸ˣ˞˶˪ ˣ˪˧˞ ˸ˣ˧˴˵ˮˣ˲ ˸ˣˣ˷ ˸˧˟˶ˬ˟ ˫˧ˤˣ˥˞ˢ 

ˣ˪˞˪ ˷˧˷ ˣˮ˪ Φˢˬˠˣˡ˪, ˭˸˧ˮ ˸ˣ˞˶˪ ˞˪˪˷ ˫˧˪ˣ˟ˬ˧˯ ˪˩ ˸ˣ˧˴˵ˮˣ˲ˢ ˣ˞˶˵˧ sub_xxxxxxxx Σ˶˟ˡ ˞˪˷ ˶ˬˣ˞ 

ˣˮ˪ ˢ˟˶ˢ,˱ ˨˞ ˫˞ ˰˴˟ˮ ˪ˡ˟ˢ ˧˶˞ˮ˧˟ ˭˧˟ hvix64.exe ˪πntoskrnl.exe ˪˩ˣˮ ˸˰ˡ˪ ˢˬ ˫˷ˢ ˪˷ ˵˪˥ 

˸ˣ˧˴˵ˮˣ˲ˢˬ ˸ˣˮ˷˪ˣ ˸˞ ˭ˬ˷ ˸˞ˣ ˸ˣˬ˷ ˫˧ˮ˸˷ˬˢ ˭˩ˣ˸˟˷ Σ˶˷˲˞ ˸ˣ˞˶˪ ˣˮ˪˟˧˵˷ ˧l ˢ˟˶ˢ ˸ˣ˧˴˵ˮˣ˲ 

˸ˣˬˣˡ ˳˟ˣ˵ˬ ˸˩˶˰ˬ ˡ˥˞ Σ˧ˮ˞ ˧˸˷ˬ˸˷ˢ ˢˮ˩ˣ˸˟ BinDiff ˪πIDAΥ 

 

˧ˮ˞ ˧˸˶˥˟ ˶˟˥˪ ˪πhvix64.exe ˪˩ ˢ˧˴˵ˮˣ˲ ˫˰ ˭ˣ˧ˬˡ ˪˷ лΦфф ˢ˪˰ˬˣ ˭ˣ˥˦˧˟ˣ ˪˷ лΦфу ˢ˪˰ˬˣ, ˨˞ ˭ˣ˧˯˧ˮˬ 

˫ˠ ˸ˣ˧˴˵ˮˣ˲ ˫˰ лΦфр ˭ˣ˧ˬˡ ˣ˧ˢ ˸ˣˣ˷ ˫˧ˬ˰˲˪ ˤ˞ ˢˣˣ˷ ˸ˣ˯ˮ˪ Φ˶˥˞˪ ˧˸ˣˣ˷ˢ˷ ˪ˣˬ ˵˧˲˯ˬ ˧˴˟˵ ˸˩˶˰ˬ 

˧˸˪˟˧˵ ˧l ˢ˟˶ˢ ˸ˣ˧˴˵ˮˣ˲, ˶˟ˡˢˣ ˧˸˧˷˰˷ ˶˥˞˪ ˭˩ˬ ˞ˣˢ ˳˧˶ˢ˪ ˸˞ ˦˲˧˶˵˯ ˭ˣ˸˧˧˲ˢ ˶˴˧˷  gerhart01 

ˠ˶ˡ˷˪ˣ ˣ˸ˣ˞ ˪πIDA 9.2 Φ˦˲˧˶˵˯ˢ ˭˧ˬˤ ˢ˲Φ 

 

https://github.com/gerhart01
https://github.com/ReverseWarrior/Hypervisors-Scripts
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˷ˣ˲˧˥ sπVM exit handler 

˷˧ ˶˲˯ˬ ˫˧˩˶ˡ ˸ˣˡ˰ˣ˸ˬ ˪˰ ˨˧˞ ˞ˣ˴ˬ˪ ˸˞ ˢ˧˴˵ˮˣ˲ˢ ˪˲˦˸˷ ˧˰ˣ˶˧˞˟ VM exit ˨˞ ˧˪ ˢ˧ˢ ˢ˟˶ˢ ˪ˤˬ Σ

˧˸˷˲˧˥ ά±aέ ˨˶ˣ˞˪ ˪˩ ˸ˣˤˣ˶˥ˬˢ ˪˷ ˳˟ˣ˵ˢ ˸ˤˣ˶˥ˬˣ ˸˥˞ ˢ˴˴ ˧ˮ˧˰˪ Σάώ҈Řϐ aƛƴƛƳŀƭ[ƻƻǇ 

±a·ψ9·L¢ψw9!{hbψLbL¢ψLb¢wΦ wŜōƻƻǘƛƴƎ ǘƘŜ ǎȅǎǘŜƳέ Φ˸ˤˣ˶˥ˬ˪ ˵˶ ˢ˞˧˶˵ ˸˥˞ ˢˬ˟ ˢ˞˶ˮ˷ ˣˬ˩ 

ˢ˧˴˵ˮˣ˲ˢ ˸˪ˢˮˬ˷  ˧˰ˣ˶˧˞ VM exitΣ ˟˵˰ ˢ˷˧ˠˢ ˢ˶˧˷˧ˢ ˫˧˶ˠˣ˞˪ ˢ˵˧ˡ˟ˣ ˪˷ ˫˧ˡˣ˵ ˫˧ˬ˞ˣ˸ˢ ˸ˣ˟˧˯ ˪˷ 

˧˰ˣ˶˧˞ VM exit Φ˞˪˪ ˸ˤˣ˶˥ˬˢ ˣˤˢ ˣˮ˧˧ˢ ˫˧˪ˣ˩˧ ˷˲˥˪ ˸ˣ˪ˣ˰˲ vmresumeΣ ˧˩ ˶˥˞˪ ˢ˞˧˴˧ ˢˮˣ˩ˬˢˬ 

˸˧˪˞ˣ˦˶˧ˣˢ ˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˨˧˷ˬˢ˪ ˢ˸ˣ˞ ύresume Φό˪˩˸˯ˮ ˪˰ ˳˟ˣ˵ˢ vmx.h ˪˷ Alex Ionescu ˢ˞˶ˮˣ ˸˞ 

˫˧ˡˣ˵ˢ ˫˧ˬ˧˞˸ˬˢ ˢˬ˪ ˢ˧˴˵ˮˣ˲ˢ˷ ˸˵ˡˣ˟ Σˢˬˠˣˡ˪ ˨˶˰ˢ 0x12 ύму όˠ˴˧˧ ˸˞ ˢ˟˧˯ˢ ˢ˞˧˴˧˪ 

VMX_EXIT_REASON_VMCALL  ˢ˞˶˸˷ ˣˮ˪ ˣˤ˧˞ ˢ˧˴˵ˮˣ˲ ˸˧˞˶˥˞ ˪˰ ˪ˣˢ˧ˮ hypercalls ˭˸˵˧ˡ˟ˣΦ 

 

 

˸˶˧˵˯ sπHypercall HvCallVtlCall 

˶˥˞˪ ˯ˮ˩˧ˮ˷ ˢ˧˴˵ˮˣ˲˪HypercallHandler  ˢ˞˶ˮ ˰˦˵ switch ˵ˣˡ˟˧˧˷ ˸˞ ˡˣ˵ sπhypercall ˭˸˧ˮ˷ ˪˧˰˲˧ˣ 

˸˞ ˢ˧˴˵ˮˣ˲ˢ ˢˬ˧˞˸ˬˢ Σ˧˲˩ ˧˸ˮ˧˧˴˷ ˫ˡˣ˵ ˸˶ˤ˰˟ sπTLFS ˪˩ˣˮ ˸ˣ˞˶˪ ˢ˲˧˞ ˸ˣ˧˴˵ˮˣ˲ˢ ˸ˣ˧˞˶˥˞˷ ˪˰ 

HvCallVtlCall xπHvCallVtlReturn Φ˧ˮ˲˪ ˪˩˸˯ˮ˷ ˪˰ ˢ˧˴˵ˮˣ˲ˢ ˟ˣ˷˥ ˭˧˟ˮ˷ ˪˷πhypercalls ˟πHypervisor 

˷˧ о calling conventionsΥ 

мΦ Standard π ˪˟˵ˬ GPA ύGuest Physical Address ό˪˷ ˶˲˦ˬ˶˲ ˦˪˵ ˨˶ˡ ˶ˠˣ˞ˢ rdx ˦˪˲ˣ ˨˶ˡ r8Φ 

нΦ Fast π ˪˟˵ˬ ˧˸˷ ˫˧˦ˮˬˣˠ˶˞ ˪˷ ˦˪˵ ˫˧˶˟˰ˣˬ˷ ˫˧˶ˠˣ˞˟ rdx xπr8Φ 

https://github.com/ionescu007/SimpleVisor/blob/master/vmx.h
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оΦ Extended Fast π ˸˷ˬ˸˷ˬ ˢ˷˧˷˟ ˧˶ˠˣ˞ XMM ˧ˡ˩ ˨ˣˬ˸˪ ˵ˣ˪˟˟ ˦˪˵ ˪˷ ˡ˰ ммн ˫˧˸˟Φ 

˫˞ ˣˬ˧˷˸ ˟˪ ˣ˶ˤ˥˸ˣ ˶ˣˤ˧˞˪ ˭ˣ˶˩˧ˤ˟ ˞˶˵ˮ˷ HvlpVsmVtlCallVaΣ ˣ˞˶˸ ˣˮ˥ˮ˞˷˩˷ ˫˧˞˶ˣ˵ ˸˪ˣ˰˲˪ sπ

vmcall ˣˮ˥ˮ˞ ˞˪ ˫˧˞˶ˣ˵ ˢ˪ ˱˞˟ ˸˥˞ ˫˧˩˶ˡˢˬ ˪˞ˢ xΣˣˮ˥ˮ˞ ˶˧˟˰ˬ ˢ˪ ˵˶ ˸˞ ˡˣ˵ˢ ˣˮ˥ˮ˞˷ ˫˧˴ˣ˶ ˣˢˤˣΦ 

fffff800 `6c60000f 488bc1          mov     rax,rcx  
fffff800` 6c600012 48c7c111000000  mov     rcx , 11h 
fffff800 `6c600019 0f01c1          vmcall  
fffff800` 6c60001c c3              ret  

˫˞ ˢˣˣ˷ˮ ˸˞ˤ ˢ˷˵˟˪ ˢ˪˧ˠ˶ ˟πApplication Binary Interface (ABI) ˪˷ Hyper-VΣ ˢ˞˶ˮ ˷πrcx ˪˴ˣ˲˧ 

ˢˮ˟ˬ˪ ˪˷ ˶˲˯ˬ ˫˧˵˪˥ Φ˫˧˦˧˟ л-мр ˣ˧ˢ˧ ˡˣ˵ ˢ˞˧˶˵ˢ Σ˦˧˟ мс ˞ˣˢ ˪ˠˡ sπfast Σ˫˧˦˧˟ мт-нс ˣ˶˧˟˰˧ ˸˞ 

πsvariable header Σ˫˧˦˧˟ он-по ˸˞ sπrep count ˨˩ˣ ˢ˞˪ˢ ˫˰ GPA ˪˷ ˦˪˵ ˦˪˲ˣ ˟πrdx xπr8 Φˢˬ 

ˢ˞˶ˬ˷ ˣˮ˪ ˷π HvCallVtlCall xπ HvCallVtlReturn ˞˪ ˸ˣ˟˵ˣ˰ ˶˥˞ sπABI ˪˷ hypercall ˟πHyper-V Φ˫˞ 

˶ˣˤ˥ˮ ˪πTLFS ˢ˞˶ˮ ˟˷πHvCallVtlCall sπHypervisor ˶ˬˣ˷ ˪˰ ˟˴ˬˢ ˪˷ ˪˩ ˫˧˶ˠˣ˞ˢ ˧˟˶ ˸˧˪˩˸ ˧˶ˠˣ˞ˣ sπ

XMM Φˢˤˣ ˵ˣ˧ˡ˟ ˨˧˞ ˸˰˟˶˞˷ ˫˧˦ˮˬˣˠ˶˞ˢ ˟πVslpEnterIumSecureMode ˫˧˶˟ˣ˰ ˸˞ ˪˩ ˨˶ˡˢ ˡ˰ ˪π

HypervisorΦ 

 

˧ˮ˲˪ ˨˧˷ˬˮ˷ Σ˧ˡ˩ ˭˧˟ˢ˪ ˸˞ ˪ˮ˶˵ˢ ˥ˣ˦˟ˢ, ˢ˧ˢ˧ ˟ˣ˦ ˭˧˟ˢ˪ ˸˞ ˢˮ˟ˬ sπVirtual Processor Φ˦˵˧˧˟ˣ˞ sπ

Virtual Processor ˞ˣˢ ˢ˧˴˵˶˦˯˟˞ ˪˷ sπHypervisor ˪πpartition ˫˧ˣ˯ˬΦ 

˶˥˞˪ ˭˩ˬ sπHypervisor ˪ˢˮˬ ˣˬ˴˰˟ ˸˞ ˶ˣ˷˧˵ˢ ˭˧˟ ˫˧ˡ˟˰ˬ ˫˧˪˞ˣ˦˶˧ˣ ύVirtual Processors ό˫˧ˡ˟˰ˬ˪ 
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˫˧˧ˤ˧˲ˢ ˫˧ˠˣ˪ˢ ύˡ˟˰ˬ ˧ˠˣ˪ ˟πVMX ˞ˣˢ ˸ˡ˧˥˧ ˢ˴˶ˢ ˸˧˸˶ˬˣ˥ ˧˲˩ ˸˧˞˶ˮ˷ ˪˰ ˧ˡ˧ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ x˞ sπ

Hypervisor Φό˪˩˸˯ˮ ˪˰ ˠˣ˪˟ˢ ˪˷ ˶˰˯ ˢ˞˶ˮˣ ˸˞ ˦ˣ˦˧˴ˢ ˞˟ˢ: 

άYou will probably notice accesses to different structures pointed by the primary gs structure. 

Those structures signify the current state (e.g. the current running partition, the current virtual 

processor, etc.). For instance, most hypercalls check if the caller has permissions to perform the 

hypercall, by testing permissions flags in the gs:CurrentPartition structure.έ 

ˢˬ ˣˮ˥ˮ˞˷ ˫˧ˡˬˣ˪ ˨˩ˬ ˢˤ ˦˵˧˧˟ˣ˞˷ sπVirtual Processor ˡ˥˧˟ ˫˰ sπcurrent partition sxπprivilege 

mask ˫˧˞˴ˬˮ ˦˯˧ˢ˟ ˫˧ˣ˯ˬ ˸˟ˣ˸˩ˢˬ ˶ˠˣ˞˟˷ gs Φπ˟hypercall HvCallPostDebugData ˢ˞˶ˮ ˢ˧˧ˮ˲ˢ ˪π

gs:360h ˫˰ bitmask ˦˯˧ˢ˟ 0x1b0 Σ˭ˣˣ˧˩ˬ ˧˸˧˞˶˷ ˸˞ ˸˧ˮ˟˸ˢ ˣˤˢ ˢ˟˶ˢ˟ hypercalls ˪˩ˣˮ ˥˧ˮˢ˪ ˷π

gs:360h ˢ˧ˢ˧ sπϦcurrent partition Ϧπx0x2b ˢ˧ˢ˧ sπprivilege mask Σ˸˧˲˧˴˲˯ ˦˧˟ ˠˣ˟˧ˡˢ ˧˲˩ ˢ˞˶ˮ˷ ˟π

enum  HV_PARTITION_PRIVILEGE_MASKΦ 

 

ˣ˧˷˩˰ ˢˬ ˶˶˞˷ˮ˷ ˣˮ˪ ˞ˣˢ sπVirtual Processor Σˣˮ˥ˮ˞ ˫˧˩˧˶˴ ˣ˸ˣ˞ ˭ˣˣ˧˩ˬ ˢˬ˷ ˡ˥˧˧ˬ˷ ˢ˞˧˶˵ ˪πVTL 

˪˩ˬ vmcall ˧˪ˬ˶ˣˮ ΣπsVMCS ΣπsVtlMaskΣ ˫ˢ ˫˪ˣ˩ ˫˧˧ˡˣ˥˧˧ ˪πVirtual Processor ˞˪ ˪πpartition Φ

˧˸˪˥˸ˢ ˸ˣ˞˶˪ ˸ˣ˧ˮ˲ ˶ˠˣ˞˪ gsΣ ˸˶ˤ˰˟ˣ ˶ˬ˞ˬˢ ˪˷ Quarkslab ˧˸˧˞˶ ˣˮ˥ˮ˞˷ ˫˧ˮ˰ˣ˦ ˣ˸ˣ˞ ˵˶ ˧˸˷ 

˸ˣ˞˧˶˵ ˪˰ˬ ˪ˢˮˬ sπVM exit Φ 

; __int64 sub_343D90()  
sub_343D90      proc near               Ƙ #/$% 82%&ƙ ÓÕÂʍʧʨ&ʣʩʣƙÌÏÃʍʧʨ&ʩ"ʧήÐ 
  
arg_0           = qword ptr  8 
  
                mov     [ rsp +arg_0 ], rbx  
                push    rdi  
                sub     rsp , 20h 
                mov     rbx , gs: 0 
                mov     rdi , [ rbx +368h] - > Load VirtualProcessor Object  
                test    rdi , rdi  
                jnz     short loc_343DB2  

https://learn.microsoft.com/en-us/virtualization/hyper-v-on-windows/tlfs/datatypes/hv_partition_privilege_mask
https://blog.quarkslab.com/a-virtual-journey-from-hardware-virtualization-to-hyper-vs-virtual-trust-levels.html
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loc_343DAF:                             Ƙ #/$% 82%&ƙ ÓÕÂʍʨʩʨ$ʮʣ˩ʧʣίÊ 
                hlt  
                jmp     short loc_343DAF  
  
loc_343DB2:                             Ƙ #/$% 82%&ƙ ÓÕÂʍʨʩʨ$ʮʣ˩ʦ$ήÊ 
                xor     ecx, ecx 
                call    sub_343E40 
                lea     rcx , [ rdi +0EC0h] - > Pass VirtualProcessor + 0xEC0 to 
sub_3326D8 which later on passes it as the first argument to VMExitHandler  
                xor     r8d , r8d  
                mov     rdx , rbx  
                call    sub_3326D8 
                mov     rbx , [ rsp +28h+arg_0 ]  
                add     rsp , 20h 
                pop     rdi  
                retn  
sub_343D90      endp  

 

πsSecure Call Handler 

ˢ˧˴˵ˮˣ˲ˢ ˪ˢˮ˸˷ ˸˞ ˢ˷˵˟ˢ ˶ˣ˟˰˪ ˪πVTL 1 ˞˧ˢ SecureCallHandler Φ˞˧ˢ ˞˧˴ˣ˸ ˫ˡˣ˵ ˪˩ ˦˵˧˧˟ˣ˞ ˬπ

VirtualProcessor + 0x3c0 Σ˶˥˞˪ˣ ˭˩ˬ ˦˵˧˧˟ˣ˞ ˱˯ˣˮ ˦˯˧ˢˬ 0x14 Φ˫˧˶˟ˣ˰˷˩ ˪πVTL ˷ˡ˥ ΣπsHypervisor 

˞˪ ˵˶ ˡ˰˸ˬ ˸˞ˤ ˟πVirtual Processor Σ˞˪˞ ˫ˠ ˪˧˥˸ˬ ˳˧˶ˢ˪ ˸˞ ˸ˣ˪ˣ˰˲ˢ ˶˷˵ˢ˟ ˪˷ ˣ˸ˣ˞  VTL π ˫˰ 

VMCS ˢˮˣ˷ ΣSLAT ˢˮˣ˷ ˟˴ˬˣ ˫˧˶ˠˣ˞ ˢˮˣ˷ ΦHyper-V ˪ˢˮˬ ˸˞ sϦCurrent VTL Ϧ˨˶ˡ ˢˮ˟ˬ sπVirtual 

Processor ˢ˯˶ˠ˟ˣ ˣˤˢ ˪˷ Hyper-V ˢˡ˷ˢ ϦCurrent VTL Ϧ˪ˢˣˮˬ ˨˶ˡ ˡ˟˰ˬˢ ˧˪˞ˣ˦˶˧ˣˢ ˧˥˩ˣˮˢ ˦˯˧ˢ˟ 

0x3c0 π ˰˧˟˴ˬˢ ˨ˣ˸˪ ˨˶˰ˬ sπVtlArray ˪˷ ˡ˟˰ˬˢ ˧˪˞ˣ˦˶˧ˣˢ Σˡ˧ˬ˸˷ ˰˧˟˴ˬ ˶˟˧˞˪ ˪˧˰˲ˢ ˰ˠ˶˩ Φ˱˯ˣˮ˟ 

ˢˡ˷ˢ VtlNumber ˦˯˧ˢ˟ 0x14 ˨ˣ˸˟ ˦˵˧˧˟ˣ˞ˢ ˢˤˢ ˭˧˧˴ˬ ˢˤ˧˞ VTL ˞ˣˢ ˠ˴˧˧ˬΦ 

void  __usercall SecureCallHandler (  
    _VIRTUAL_PROCESSOR *VirtualProcessor ,  
    __int64 SecureCallReady  
)  
{  
    int  currentVtl;          // eax  
    bool  isVtlInitialized;   // zf  
    int  mask;                // esi  
  
    currentVtl = 1 << VirtualProcessor - >CurrentVtl - >VtlNumber ;  
  
    isVtlInitialized = ! _BitScanForward (  
        &mask, 
        VirtualProcessor - >VtlMask  & ~(currentVtl | (currentVtl -  1))  
    );  
  
    if  (!isVtlInitialized && ! SecureCallReady )  
    {  
        FixupVtl0RipToNextInstruction (  
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            Virtu alProcessor - >VmExitInstructionLen  
        );  
  
        SetupVtlTransition ( VirtualProcessor , mask);  
        FinishTransition ( VirtualProcessor , mask, 1LL);  
    }  
}  
  

ˢ˶˵ˬ˟ ˪˷ Virtual Processor + 0x3c0 ˸˧˲˧˴˲˯ Σˣˢˤ sπVTL ˣ˟˷ ˡ˟˰ˬˢ ˞˴ˬˮ ˰ˠ˶˩ Φˢ˶˵ˬ˟ ˢˤˢ sπ

decompiler ˪˷ IDA ˷˟˸˷ˢ ˧˪ ˭˩˪ˣ ˧˸˩˶˰ ˸˞ ˣˡˣ˞˯˲ˢπˡˣ˵ ˧ˬ˴˰˟Φ 

πsVtlMask ˟˵ˣ˰ ˶˥˞ ˣ˪˧˞ VTL˫˧ ˣ˪˥˸ˣ˞ π ˶ˬˣ˪˩ sπbitmask ˢ˟˷ ˪˩ ˦˧˟ ˠ˴˧˧ˬ ˸˞ ˟˴ˬ ˪ˣ˥˸˞ˢ ˪˷ 

VTL ˫˧ˣ˯ˬ Φ˧˲˩ ˠ˴ˣˬ˷ Σˢˮ˟ˬ sπVirtual Processor ˵˧ˤ˥ˬ ˧ˮ˷ ˸ˣˡ˷ ˫˧˶ˣ˷˵ ΥπsVTL ˪˧˰˲ˢ ˰ˠ˶˩ Σ˨˶˰ˬˣ 

˪˧˩ˬ˷ ˢˬˣ˷˶ ˶ˣ˟˰ ˪˩ VTL ˧˶˷˲˞ ˸˩˶˰ˬ˟Φ 

˰ˠ˶˟ ˢ˷πSecureCallHandler ˰˟ˣ˵ ˢ˞˧˶˵ˢ˷ ˸˧˞˷˶ ˨˧˷ˬˢ˪ Σˢ˪ˣ˰˲ˢ ˢˮˣ˷˞˶ˢ ˣ˪˷ ˞˧ˢ ˫ˡ˵˪ ˸˞ sπ

instruction pointer ˪˷ sπVTL ˧˥˩ˣˮˢ Φ˧ˡ˩ ˭˧˟ˢ˪ ˢˬ˪ ˢˤ ˞˵ˣˣˡ ˡ˰˴ˢ ˭ˣ˷˞˶ˢ Σ˨˧˶˴ ˶ˣ˩ˤ˪ ˷πVirtual 

Secure Mode (VSM) ˠ˧˴ˬ ˧ˮ˷ ˧ˮ˟ˬ VMCS ˫˧ˡ˶˲ˮ Υˡ˥˞ ˨˧˧˷ ˪πVTL 0 ˧ˮ˷ˢˣ ˪πVTL 1 Φˢ˶˵ˬ˟ ˣˮ˪˷ VTL 

0 ˞ˣˢ sπVTL ˧˥˩ˣˮˢ Φˢ˧˴ˮ˟ˮˣ˵ˢ ˸˧˦˶ˡˮ˦˯ˢ ˪ˣ˲˧˦˪ ˟πVM exit ˞˧ˢ ˫ˡ˵˪ ˸˞ sπinstruction pointer ˪˷ 

πsguest  ˶˟˰ˬ ˢ˞˶ˣˢ˪ ˢˬ˶ˠ˷ ˢ˞˧˴˧˪ ύexitόΥ 

VirtualProcessor - >VtlMask  |= 1 << targetVtl;  
VirtualProcessor - >CurrentVtl  = VirtualProcessor - >VtlArray [targetVtl];  
  

˨˩˟ˣ ˢ˷˩πHypervisor ˫˧˧˯ˬ ˸˞ ˣ˸ˡˣ˟˰ ˰˴˟ˬˣ VM entry ˥˶ˣ˞ˢ ˨˧˷ˬˬ ˢ˞˶ˣˢˢˬ ˢ˧˶˥˞˷ Φ˫ˣˡ˧˵ˢ 

ˢˤˢ ˟˧˧˥ ˸ˣ˶˵˪ ˧ˮ˲˪ ˶˟˰ˬˢ ˪πVTL 1 Σ˸˶˥˞ ˷˩πVTL 0 ˶ˣˤ˥˧ ˳ˣ˶˪ ˞ˣˢ ˰˴˟˧ ˸˞ ˢ˸ˣ˞ ˸˞˶ˣˢ vmcall 

˟ˣ˷ ˟ˣ˷ˣ Φ˭ˣ˩ˡ˰ˢ ˰˴˟˸ˬ ˨˶ˡ sπEnlightened VMCS Σˣ˞ ˸ˣ˶˧˷˧ ˪ˣˬ sπVMCS ˸ˣ˰˴ˬ˞˟ ˸ˣ˞˶ˣˢˢ 

vmread xπvmwriteΦ 

void  __fastcall SetupVtlTransition (  
    _VIRTUAL_PROCESSOR *VirtualProcessor ,  
    unsigned  __int8 TargetVtl  
)  
{  
    __int64 self ;         // rsi  
    __int64 currentVtl;   // r8  
  
    self  = __readgsqword( 0);  
    currentVtl = VirtualProcessor - >CurrentVtl - >VtlNumber ;  
  
    if  (currentVtl != TargetVtl )  
    {  
        if  (byte_FFFFF800000785E0)  
        {  
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            if  ((dword_FFFFF800000785C8 & 0x2000) != 0)  
                sub_FFFFF8000025E15C( 
                    0x1D4D,  
                    currentVtl | ( TargetVtl  << 16)  
                );  
        }  
  
        sub_FFFFF800002AF304(self , VirtualProcessor );  
        PerformVtlTransition ( self , VirtualProcessor , TargetVtl );  
    }  
}  
  

˶˥˞˪ ˭ˣ˵˧˸ sπinstruction pointer ˪˷ VTL 0 Σˢ˴˶ˢˢ ˸˶˟ˣ˰ ˸˵˧ˠˣ˪˪ ˶˟˰ˬˢ ˪πVTL 1 Φ˸˥˞ ˸ˣ˵˧ˡ˟ˢ 

˸ˣˬ˧ˡ˵ˬˢ ˞˧ˢ ˞ˡˣˣ˪ ˢ˷πVTL ˧ˡˣ˰˧˧ˢ ˢˮˣ˷ ˢˬπVTL ˧˥˩ˣˮˢΦ 

˭˞˩ˣ ˣˮ˥ˮ˞ ˫˧ˮ˩ˡ˰ˬ ˸˞ ˧ˮˣ˸ˮ sπVTL ˨˩ ˣ˪˧˩˧˷ ˸˞ ˟˴ˬˢ ˷ˡ˥ˢ ˪˷ VTL 1 Σ˫˧ˮ˩ˡ˰ˬˣ ˫ˠ ˸˞ ˟˴ˬ sπ

Virtual Processor ˧˥˩ˣˮˢ ˧ˡ˩ ˰ˡ˧˧˷ ˞ˣˢ˷ ˞˴ˬˮ ˸˰˩ ˸˥˸ VTL 1Φ 

void  __fastcall PerformVtlTransition (__int64 Self , _VIRTUAL_PROCESSOR 
* VirtualProcessor , unsigned  __int8 TargetVtl )  
{  
  
    //  
    // Get the new VTL 1 we target  
    //  
    newVtlData = VirtualProcessor - >VtlArray [ TargetVtl ];  
  
    //  
    // Update the current Virtual Processor state to VTL 1  
    //  
    VirtualProcessor - >CurrentVtlNumber  = TargetVtl ;  
  
    //  
    // Update the current VTL data for the current processor  
    //  
    VirtualProcessor - >CurrentVtl  = newVtlData;  
}  
  

ˣ˧˷˩˰ ˣˮ˶ˡ˧˯˷˩ ˸˞ ˪˩ ˸ˣˡ˷ˢ Σ˶ˣ˟˰ˮ ˸˲˪˥ˢ˪ sπVMCS Φ˷˧ ˱˧˪˥ˢ˪ ˸˞ sπVMCS ˪˧˰˲ˢ ˪˷ sπVirtual 

Processor ˢˮ˟ˬ˟ ˨˧˧˷˷ ˪πVTL 1 Φ˪˩ˣˮ ˸ˣ˞˶˪ ˸˞ˤ ˢ˧˴˵ˮˣ˲˟ TransitionToNewVtl Φπs VTL ˯ˮ˩ˮˢ 

˶˞ˣ˸ˬ ˢˬ˟ ˞˶˵ˮ˷ x˪ private VTL data Φ 
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˸ˣ˧ˣ˧˦ˮˣˣ˪˶ˢ ˪˷ ˢˮ˟ˬˢ ˢˤˢ ˞˧ˢ ˞ˣˢ˷ ˵˧ˤ˥ˬ ˰˧˟˴ˬ ˪πVMCS ˡ˰˧ˢ Φ˰ˠ˶˟ ˰˧˟˴ˬˢ˷ ˢˤˢ ˷˧ˠˮ Σˢ˲˪˥ˢˢ 

˸˰˴˟˸ˬΥ ˸ˣˬ˶ˣ˲˦˪˲˟ ˞˪ Ϧ˸ˣ˶˞ˣˬύ Ϧenlightened Σόˢˡˣ˵˲ˢ vmptrld ˸˰˴˟˸ˬ ˪ˣˬ ˸˟ˣ˸˩ˢ ˸˧ˤ˧˲ˢ ˪˷ 

πsVMCS ˸ˣ˩˶˰ˬ˟ˣ Ϧ˸ˣ˶˞ˣˬϦΣ sπVMCS ˭˰˦ˮ ˧˲˪ ˸˟ˣ˸˩ˢ ˸˧˪˞ˣ˦˶˧ˣˢ ˣ˪˷: 

void  __fastcall TransitionToNewVtl (__int64 Self , _VTL_PRIVATE_DATA 
* PrivateVtlData )  
{  
    _HV_VMX_ENLIGHTENED_VMCS *enlightenedVmcs; // rdx  
    unsigned  __int64 v6; // r8  
    unsigned  __int64 v7; // r8  
    unsigned  __int64 v8; // r8  
    __int64 v9; // rax  
    _VTL_VMCS_DATA *VtlVmcsData ; // rax  
    unsigned  __int64 vtlVmcsPhysAddr; // rcx  
    unsigned  __int64 self ; // rax  
    __int64 v13; // [rsp+38h] [rbp+10h]  
  
    PrivateVtlData - >VtlVmcsData - >Unknown = 0;  
    _RCX = PrivateVtlData - >VtlVmcsData ;  
    enlightenedVmcs = _RCX - >VtlVmcsEnlightenedAddress ;  
  
    if  (enlightenedVmcs)  
    {  
        //  
        // Do we use enlightenments?  
        //  
        if  ((dword_FFFFF800000AECB0 & 1) != 0)  
        {  
            vtlVmcsPhysAddr = _RCX - >VtlVmcsPhysicalAddress ;  
            enlightenedVmcs - >SyntheticControls  = 1;  
            self  = __readgsqword( 0);  
  
            //  
            // Update the current VMCS to that of VTL 1  
            //  
            *( self  + 0x2C680) = enlightenedVmcs;  
            *(*( self  + 0x2C4C8) + 0x30LL) = vtlVmcsPhysAddr ;  
        }  
    }  
    else  
    {  
        __asm { vmptrld qword ptr [rcx+ 188h] }  
    }  
}  
  

 

  



 
 

   -Virtualization Based Security 
www.DigitalWhisper.co.il 

˭ˣ˧˪ˠ мус, ˧ˮˣ˧ нлнс  ус 
 

Isolated User Mode (IUM) 

ˣ˧˷˩˰ ˣˮ˟ˢ˷ ˨˧˞ ˶ˣ˟˰ˮ ˬπVTL 0 ˪πVTL 1 Σ˪˩˸˯ˮ ˪˰ ˸˟˩˷ sπUser Mode ˪˷ sπSecure Kernel ˸˞˶˵ˮ˷ 

Isolated User Mode ύIUM Σόˢ˟˩˷˟ xʕ ˫˧˩˧˪ˢ˸ ˫˧˶˷˵˸ˬ ˫˰ ˪ˮ˶˵ sπNT ˨˶ˡ system calls Φ˫˧˩˧˪ˢ˸ 

˫˧˴ˣ˲ˮ ˢ˟˩˷˟ xʕ ˫˧˪˪ˣ˩ ˸˞ LsaIso.exe xπvmsp.exe Φˣ˪˧˲˞ ˫˰ ˸ˣ˞˷˶ˢ ˸ˬ˶˟ ˪ˮ˶˵ˢ ˟πVTL 0Σ ˢˤ ˧˸˪˟ 

˧˶˷˲˞ ˸ˣˮ˷˪ ˸˞ ˭ˣ˶˩˧ˤˢ ˪˷ VTL 1 Φ˟ˣ˴˧˰ˢ ˢˤˢ ˭ˠˬ ˡˠˮ ˸ˣ˲˵˸ˬ ˸ˬ˶˟ ˪ˮ˶˵ˢ, ˭ˠˬˣ ˪˰ ˰ˡ˧ˬ ˟ˣ˷˥ ˣˬ˩ 

˸ˣ˞ˬ˯˧˯ ˫˧˷ˬ˸˷ˬ Σ˸ˣ˥˸˲ˬ ˢˮ˲˴ˢ ˪˷ BitLocker ˣ˪˧˲˞ˣ ˢ˧˶˦ˬˣ˧˟ Φ 

πsSecure Kernel ˞ˣˢ ˧˞˶˥˞ˢ ˸˶˟˰ˢ˪ sπSystem Calls ˪˷ ˫˧˩˧˪ˢ˸ ˟πIUM Φˢˡˣ˸ ˭ˡ˶˧˪ ˶˧˲˷ ˢ˟˸˩˷ 

˨˧˶ˡˬ ˪˰ ˨˧˞ ˷ˬ˸˷ˢ˪ ˟πLiveCloudKd ˠ˟ˡ˪ˣ ˸˞ sπSecure Kernel ˪xπgerhart ˟˸˩˷ ˸˞ ˧˪˩ˢ 

LiveCloudKd Φ˪˟˞ ˢ˸˪˰ ˧˟ ˢ˟˷˥ˬˢ Σ˨˧˞ ˢˤ ˧˞˷ ˶˷˲˞ ˠ˟ˡ˪ ˫˧˩˧˪ˢ˸ ˫˧˴˶˷ ˟πIsolated User 

Mode Κ˶˥˞˪ ˥˸˲˞˷ ˸˞ ˡˢ˧˶ˠ˟ WinDbg ˶ˣ˸˟ ˪ˢˮˬ, ˢ˯ˮˮˣ ˠ˟ˡ˪ ˣ˸˧˞ ˸˞ ˨˧˪ˢ˸ˢ LsaIso.exeΣ ˪˟˵ˮ 

˸˞ ˢ˞˧ˠ˷ˢ ˢ˞˟ˢΥ 

 

ˢˬ ˢ˞˶ˬ˷ ˫ˠ˷ ˸ˣ˶ˬ˪ ˣˮ˥ˮ˞˷ ˫˧˪ˢˮˬ, ˣˮ˥ˮ˞ ˞˪ ˫˧˪ˣ˩˧ ˠ˟ˡ˪ ˸˞ ˨˧˪ˢ˸ˢΦ 

 

https://windows-internals.com/secure-kernel-research-with-livecloudkd/
https://github.com/gerhart01/LiveCloudKd/tree/master











