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NPM - Node Package Manager
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"""Signal-based scoring: add risk points, apply trust discount, clamp 0-100."""
score = 0
signals [1

final

# 1. Install hook with dangerous commands
f .install_hook_score > 0:
score 30
signals. (("Install hook has dangerous commands", 30))

. Density of critical files

.js_files_analyzed > @ and .files_with_critical > 0:
density .files_with_critical .js_files_analyzed
if density > 0.05:

score += 5

signals. ((f"File density > 5%", 5))

# ... (Additional risk signals are calculated and appended here)
subtotal score

3. Trust discount — The most important mechanism against False Positives
if .1s_established:
score (score * 0.6)
signals. ((f"Established package discount (x0.6)", score - subtotal))

# 4. Clamp final score between @ and 100
(0, (100, score))

return {"score": 'signals": signals, "subtotal": subtotal}

def calculate_final_score( M -
"""Signal-based scoring: add risk points, apply trust discount, clamp 0-100."""
score 0
signals []

VOPLIIZN NN N'VO"I'N NXA702N

NP'AI7 '"MOOIN AIIY NITIPA §I0'K 2V 77 NNOoN 11'K XKIN ,NNNA DONY 77100 DX 1907 NI017 1)

NNAT? .0'7'2aNN 2107 DXNN2 NINNNN NNN DX NN'RNNY

7N X7 XY noxn XN L (lodash mM3) 1TV N'MID01 NAIMIYW ANTA 110N DX TV NIMS0 e
;"I T¥N .1.5 '9 11MN NN NOXT-RVNQ N0IN IX D'UDMRP0 7V WAV ,NTD NN .20 postinstall
qQ'vol NI NXp N7 "n70'" on P71 ,(Minification) n'¥?'9' 11 121y AN7 ATV NIMD0 Y TIR
NHY NIXINN YIINT "D N'YPOI9AIND

React, Vue, 1n2) NI'7ay NIN'S NIQ'A0 7W 0'01 NI'AN :NIN2IN NIN'S NIAA0Y NIANN @
Zero) 'ol7n? nri?n nNon 0'my7l niadM Nin? nion (Lodash IX Angular
yTI'w (FRAMEWORK_EXCEPTIONS) niam niann [I7'a 720 71100 .(dependencies
IN'XN YOIN 221 ,|N7¢ NIMPNN YV N1an 7y NIK wyn? X711770 niann nX NiInt?

NN XY NIRNN
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NN X8 ,NT'WUNN 7' NN'YA 71 X7 KD DMK DT :(Density Score) NI9'OXN TTh @
N71>' 0"N'*a7 0'¥a 10,000 JIMn NNXK N1DION 17N .N7'2aNN 7T1A% 0N NzaTRN qp'n
N7'ana 0'¥apnn 25% IX 5% DX ,NRT NNIYY .pPn TR IR T2 Dnmn nnvn Ny
NID'OY X AWNN 110N .NAIDA N'ANN NPT DRI 722 021TA - NIF0NZ NINNMP DY7'0N
.N71Y NI9'OXNY 73] [15'0N |I'X7 'Miynwn "01p" g'oInl 0'VIAIN 0'¥17N
NIXINN NYINYI WYY NNNON7 MNIM 2NN (122020 INT :(Trust Discount) nianxan nnin - e
W' OX - N7'2NN 7W NOXT-RONN DX NI 10N .(Lodash IX React 1nd) 7y ni7xana Xiw
AN N0 WL (01N 30 2yn) Y'wy Ty, N 1r'wnL,(1.0.0 7yn) nNai nona Nt
2750 [I'¥n X 7'90n) 40% 7w "NinXl NNIN" NTONIVIXK N7V 7'Nn Pion - (GitHub md)
LN NN NN NPT NIV YR NIFNIDINI00IAN NI'ANY KIN 721'vn .(0.6-2
NIMIIR NI72ANN DNIYAYn N2l |07 (Typosquatting) NIIWXRIN DTN NIN0 DI

Jro1n?

# Check for new packages
if "version" in data and datal["version"] == "0.0.1":
# New utility libraries are more suspicious

multiplier = 2.0 if .is_utility_ library else 1.0
.results["metadata"] += (10 * multiplier)
logger. ("Note: Very new package (version 0.0.1)")

analyze_scripts n'¥j7219n

2V [yw1 NPM 7w nP9OKRN NNWIWA 'TDINN N9'PNN 101, Shai-Hulud ny7im 7w npna n'kw '9d
NIX X1 10N ,"Zero-Click" 7w nth DI'kn oy TTINNNY *1D .Lifecycle Scripts NNTYa N'ONIVIX N¥IN

.scripts-n NTW NX NN N7'ann W package.json-n yalyp

Droppers 7¢ N71V9 NINAN TNX WID'NA MIPNNN TIZ 7 [PINN DX NNNIN analyze_scripts N'Y190

.Reverse Shells-I (NwNN NOPNNN 7w Xan 2A7wn DR NITYIMY NIpT)
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N'XA9N N'R11 D

package_json .package_path

if not package_json. ():
logger. ("package.json not found in the package directory")
return

with (package_json) as f:
data = json. (f)
scripts = data. ("scripts", {})
if not scripts:
logger. ("No scripts found in package.json")
return

for name, cmd in scripts. ():
is_auto_run_hook (hook in name for hook in ["preinstall", "postinstall", "install"])

for keyword, weight in KEYWORD_WEIGHTS. ():
if keyword in cmd:
hook_multiplier = 2.0 if is_auto_run_hook else 1.0
adjusted_weight = (weight * hook_multiplier)
.results["scripts"] += adjusted_weight
if is_auto_run_hook and weight >= 15:
.install_hook_score += adjusted_weight
risk_level = "CRITICAL" if is_auto_run_hook ¢ HIGH
logger. (" [{risk_level} SCRIPT RISK] Found '{keyword}' in script: {name}")
if weight >= 20 and f"'{keyword} in {name}" n in .critical_findings:
.critical_findings. (7" {keyword} in {name}")

?IND 1'YY Nn

AW NIMpPo 7on (KEYWORD_WEIGHTS) n*7p7emn [17'n :Shells-1 nwn "D 2w ropr wio'n .1

72V nyraxn V90 NN wget IX curl-7 AR .N'OITIVO JavaScript N'MID0] DTN DIY [N7 'R
ApIN7 1w NIMS? [1'01 72y ny'avn nc-? kM .C2 NWN 0MITT D'¥AR ND'YN |I'01

npm 1N2) NIT 7W9INY VSO NIY'OIN 17X NITIYNN NITIPON DX :N'YNIVIN 7Y 7191 17wn .2

DX ,INT NNIVY7 'O NTDNA X7 X, TI'3 NaoIo n'7'ann ,(npm run build IX run test

N2 AI70 ,(NN9NN NY'T K77 N'ONIVIX YN' KN ,0N17D) postinstall IX preinstall-> 71 Tam veoN

-0 NDWNIL,RYNNAN DX NNYIN NDWnN ,NRTA DNt .(hook_multiplier = 2.0) waivn NX n'7'9on

N7'ann 7w |1>'0N NN DX TN Y'97'w NN L pion "Install hook” 7y9mMw nnth n'olon Signals

T2 30 7w ' 017 NIYYAR NNITRY
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JSFuck-1 n'¥poIoaIx

NITIPO .'W7 172 21ITT TIR 'RY' X7 D71IV7 Wixpn qinw X' NPM Ni7'an NN 17w nTIayvn nNan
IN DNIION 7¢ 70N Nay' ,nLuIvS npoa TN 1X9p'w child_process-7 NIk IR eval() md
M727 X ,(V8-n) JavaScript-n yIan N1y RMp7 TIpn DX 1907 XN 97NN 7Y D10Nn .0Y70I91IN

.NN9N NI7'M 0012 7110 IX 'WIIR 1IN 1A ['0I7NT7 XM

7w 'UPR WIDN RIN [IYXIN 27WUN . NAYY-IT NYA WNNwn "MNN'DY 1ion ,NT oY TTINNN? 1

.(Regex) D*7121 D1V WIN'Y 1IN NNDIM DY¥POISAIN NINAN

NNITAY N1aN 75 .0'77wn Ndyn 0y Ta aion "'MRyn X7/'MRyn” 79 NN v 0izna
q'oini TIWND 110N Yalpn ,0'0N 91 AXIN [I'¥N DX .YaIlpn 7w 27200 "721990"0 [1I'Y7? NIz no'oin

0700 YW 70 1pon 17 pwn
T2 NNTAM AW '9),W9NN PI0NY NI'TOINN NIANN NN NN

0BFUSCATION_PATTERNS = [
(r'eval\(function\(p,a,c,k,e,d\)"', 25), # Packer.js
(r'‘\\x[@-9a-fA-F]1{2}', 15), # Hex encoding
(r'‘\b[a-zA-Z0-91{25,}\b', 10}, # Very long random identifiers
(PN ININE"\WWANIN("\w+"\) ', 25), # JSFuck patterns
(r'string\.fromCharCode\ (\d+(?:,\d+)+\)"', 20), # Character code arrays
(r'{(2:\\u[0-9a-fA-F]1{4}){5,}', 15), # Multiple unicode escapes

(r'=~\I\1", 25), # JSFuck operators
(r'\CI™N\+\[\I\) "', 25), # JSFuck number obfuscation
(r'atob\([~)]{20,}\)"', 20), # Long base64 strings

(r (20" 10N T2, 23 [\ " I\s*\+\sx){10,}"', 15), # Split strings
(r'\breturn\s/[~/]1+/\.exec\("', 20), # Regex-based deobfuscation
(r'window\ [(["\'I\w+["\"I\+["\"\w+]+)\1', 20), # Dynamic property access

.JN2 TPNNNT Ya1d 'MINAY NINANN 17X 72K N1 Y'WYENE R72ma nern 270 ams nn'vin

-NPM2a niptia "n'Trust no package:
www.DigitalWhisper.co.il
13 2026 "1' ,186 |I'72



http://www.digitalwhisper.co.il/

Technologic

?IXD D'YONN DXYI NNIX AN

TIj7 01917 1TV Unicode-n '1n nani \\x[0-9a-fA-F]{2} nimann :(Hex/Unicode) o'an o1 .1
D"'"'0IT,IP NIAIND 'NoNY7 'O 17X D' TIT'PA NIANPZ D'NYW7 D'UANYNA D'9PIN .NITNNN 1'NonY
10N NITIRO IR (C2)

NN 75 2Md7 NMworn JSFuck NXZAw npnanl NN tucpuxemhv Np'dLV JSFuck .2
D0 QIpY? 'O N D'wnnwn 0'opim L[ ] () ! + :Ta% p'un 6 niv¥nxa n'ein JavaScript
AANMw+\N("\w+"\)-1 (n1o0on Ny naxrmn) \(""\+\[\]\) nmann .n'221x2 0'7'n D'wonnw
QT 25 99 r0Mp 7wn DR 729n71 198D NNRF0MIN DX TIX7 NIN'7XN

IN require N7'MN 7w VIYD WI9'N qIy7? ' TO :nMMarT AaxMpI (Split Strings) ni7xi1on nitnnn .3
Split-n 7w miwn .(‘ex' + 'ec’ 7wn%) nxM T2 ANIX N2N'T NTANNAN DX 17¥9' 0'9PIN exec
NNOR NITNNA AN T ZIOYY TIZ DINT? 1TV (window(...]) N2 TN D"'OXNN DRI strings
NTIVUN NNIX2

NNy 9'7nn7 0'on T 7197y owyanw 0'7) :(Long random identifiers) nunxapy nanwn 4
2vun 07 nnm p1on . (aBeDeFgHiJKL...) 7¢m'7 nivawn moni DN NINY? 0NWNI N0
NINW T2 False Positives-7 wwnn ,NiTipa 10 7w NIF 1Nl 7j7wna) 1107 T1'RD 091X DN 25

(TIxn D'oINT 0'¥2p IK WebAssembly-a

;XN N7'NN2 WX (Compiled) 0790170 17RN 071200 D110AN 7D ,0'WIXT O T

COMPILED_OBFUSCATION_PATTERNS = [(re.compile(pattern), weight) for pattern, weight in OBFUSCATION_PATTERNS]

DNMIAX 2AND'Y QPIN .WONYT D'YTI* 1INIXRY N7 12T W 19102 72am 0w 720 71h ,Regex 7aN
7V Non 719N NN %Y IUn 27%WN 0T 7ava 1A 07w nimannn gimnY 219 ,wTn 72191y

AN AP'vNNN

(Shannon Entropy) |NXW N"91NVIX

N'N IT NYAQ N'YaN .NNdIN Regex NIIAN NIY¥NXA Obfuscated Tip TIX7 |N1w 1'RY DTN 7192

U9N7 D'WTI' 12D NNIXY NN NIX "M NI¥N7 D710 NNIXY
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AYIN -[IRY NT'DNVIN 7V NO0IANN DMWY N1AN NIDYW 72'U9N 110N, AT NIV ITRN DY TTINNN? ')
TIRI) 7'20 V07V .0INA 7W OIX YN, NIXTIN NOIN IX,NI'RIPZXN NN DX TTINN A'YAI9IRN NINN
ninixl function, return, const N> NNIMY 0'7' ,D'NIN) [AXV 72V DATINY NIMAn 700 ('wix
LINTNNIWY .4.5 TV 3.52100 2107 ,1n'0N! NdIN 17W N'9NLIXRN P71, (NVIT NNFTNA NIY'DINY N'7218]
N7'72 1> NXR' -D1IN NONITY NRIX'Z N'¥Z0IDAIN IX ,2A0111 Base64 TIT'{7 ,N?TN NIOXN NV TIp

.N7uN7 T N'ONVIRN TTN,NTI A¥NA .OIN 7Y 'OI7NT N'RIR

NNoNN

H(x) =-3 p(x)) log; p(x;)

final probability logarithm of
entropy of an event  event's probability

71102 N'uNNNA NNoNN 7w wimmn N 1

def calculate_entropy( , text: ) — 3
if not text or (text) < 100: # Skip very short texts
return @

# Use frequency table for faster calculation
freq = {}
for char in text:

freqlchar] = freq. (char, 0) + 1

length = (text)
entropy = 0
for count in freq. ():
p_x = count / length
entropy += -p_x * math. (p_x)

return entropy

?7V192 TaIY AT N

nawnn X'N,LPN NKRY .(freq) 0NN 7 NIINDY 1720 N1 VOZLVN 7V T'N* QYN NYXIN N'XIION
:NNOIIN '97 DDA NX NNDIOI YAl 7w 77100 I on 1IN 75 nyoin? (SP_S$X) nnanonn Nx
72 ,(NNIT NNTNA D'Y'DIAY DY DN NI AN TAR UTONW 720 .SH = - \sum p_x \log_2 p_x$

(TTI2 N2y 8 YW N'oNLIX) MoNN W7 1NPNN N'OI0N NRXINN

-N 0MIXPN D'VORV 7V A7T7 NNTAIN N'¥ZAIDN IWT TIR IN DX D'INWN 7V False Positives yian'? 1>

.0'nn 100
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NIV7NDN 1727 70N AIDNVIND AIT'Y

27U DEatn N XTI XX LINXY 191 TRy X7 D'9NLIRD NUNI9N 7Apnnw  |Ivn
Minified XInw Tz oy TTMNNY *1 ,n'on' 0"y Thresholds 11yap 8> .detect_obfuscation

22270 NN YN N'DNVIN A'¥N D'N'YIY

# Calculate entropy for longer files
if content_length > 500:
entropy = c (content)
if entropy > 5.5: # Increased threshold for more precision
obfuscation_score += 25
elif entropy > 5.0:
obfuscation_score += 15

25 7¥ 72D 017 T'A 2910 NIN (XN TIR7 TINN AN NNY) 5.5 7 0f9IN0IR 91 NXIN yalpny yana
NN NHOIN NPT TIX? 1107 YWOKRN Regex DY TN' N'ONVIX 7w A17'WUN .N'XPOIDAIXR TTNT NITI7

.NLIYD VOV NPMION NIND NNIAA PI'T

NO'NT NYW 'M'0A?7 TIP W 'aw IN'07 72InY 719 np'uonnn 0'02 7Y Y NYZOIIIN 'IN'T
" TIg 'mno" nn'wn detect_obfuscation n'N192 'MD0IN ,NKRT vIanY? T .(Minification)
function, 1M2) 0'NNON 7w NIMMAYW NNSn NI wonn ion (NORMAL_CODE_INDICATORS)
DINY 1I'RY Y2l 178 DIANO0 7¢ NpO0Nn NINd NNTA XIN DX .(module.exports, reduce, forEach
N'NPOIDAIRD NWRIY 7V 27T ''0MY7 Tz NAITAY N1 RIN 17T

act_ol ( , content: , file_path: )
Enhanced obfuscation detection with weighted scorin

(file_path):

return

# Skip files that clearly contain normal code (False Positive prevention)
normal_indicators_count (1 for indicator in NORMAL_CODE_INDICATORS if indicator in content)

if normal_indicators_count 3 and (content) 10000:
return

obfuscation_score = 0
content_length (content)

# ... (Proceed to Entropy calculation and Regex patterns) ...

-NPM2a niptia "n'Trust no package:
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N'MKN

n%71ya n'iIxn

,UXInn uj'No 7w Dependency Tree . TNX Yalj7 DY D'TTIANA X7 1NIX ,NPM N'7'an D'NNIN NNIRWD

.node_modules-n N"{7'N N2 0'¥3 'O7X NNWY 707 715' ,N'01TIV0 React N'¥7'79X INd

,A'DNVIN AN ,Regex N¥IN, YAl NNMP) NFNNIONN NNIVN DYWL 1770 D'¥APZN 2V 1Ay P1ion DX

1272 AXIXT 190N X'D1L,NIDAR DIPT DNPZ7 D'NIYY NNR 0'7'an NpNo - (KN yarp? 1avn Xl

.(Pipeline) niM'on 1*7nNa Mivnun

.(Concurrent) N2 NI'n7 N2"N 710N 7Y MIVFVDIRN D7

AN™1,[IN"92 MAIMN concurrent.futures 2ITINA WIN'Y NWIY 71100 ,0'¥APN 7' DY TTIANNYT 1D

NP7 AN 0'ion Threads 1900 7¥17 117 NnwoNn 1T nwha .ThreadPoolExecutor-2 pIT

227100 NXN AT DR N'NIVNYn

.js_files_analyzed = (js_files)

t js_files:
logger. ("No JavaScript/TypeScript files found in package")

logger. (f"Analyzing {len(js_files)} JavaScript/TypeScript files...

file_score 0
obfuscation_count

2L processing

orkers .max_wo}kers) as executor:
results (executor. ( .analyze_file, js_files))

for i, result i (results):
file_score result["score"]

f result["obfuscated"]:
obfuscation_count += 1
cri and high-risk fi
keyword, risk result["ke
if risk == "CRITICAL":

rel_path = js_files[i]. ( .package_path)

logger. (" [CRITICAL RISK] Found '{keyword}'
if keyword t .critical_findings:
.critical_findings. (keyword)

in {rel_path}")

17
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:Timeouts Ni1ani Regex-n N1DO

Catastrophic NX73w NYdIN N0 MIY' 'OLON NINA D71V .NP'D0N NI'R NTA7 NIM7'apn
NTNNN NN17 |1'0'2 "anon' 1d1In Regex TWXD WNINN 0T ¥ .(N'791000Vj Na'0l) Backtracking
MY 0N '978 NNYWY 79107 0'710'w DTN JS 'Yap 7w DNpNna . 'uI7NYT 17 NARIN NI'RY NDINR

Jyw qwna (CPU-n NIXI) 110N DR YIPNY 717w ninro nkv1%7 013107 717y Regex-n ,NNKR

(Y2177 niw 30) 1o Timeout [12210 DY 110N ,N7I0N 170N 72 DX PNWY TTAYAI7n ving *m

:Thread 75> 112y

( , file_path: Path) —
"""Analyze a single JavaScript/TypeScript file with timeout protection
try:
with (max_workers=1) as executor:
future = executor. ( ._analyze_file_internal, file_path)
return future. (timeout=FILE_ANALYSIS_TIMEOUT)

except g
logger. (f"Analysis timeout for file: {file_path}")
. : }

return { : 0, : [1,

except as e:
logger. (f"Error analyzing file {file_path}: {str(e)}")
return { 1 0, : 1, : }

ARYY II0NY N'VAN (timeout) NN'WR AT N72aN X7 (max_workers) N*7'apn nTIAY v T aI7'Y
Regex 7¥17 0'OpINn yaini,i7ay NI7'aN2 IX TNI'NA 120 TI72 7701 XINWD DA,|'ARINN,'00 ' 0T

.N1ANN N DX N1AWN? "1 Bombs

n71y92 71100 NI M

72N ."7NNN 7Y AW 117271 D10 DAYIN D 17, TAIY KN RENIYY? 71100 N1an 7Y 117y TR

?NUYWI NIXRXINN [N

W' NITF NMITT NI7ANY (10N X ,NN2IM Ni?\an 19o0n 7 1ion Ni'y' X 0'aTN? "Mo7nn

JITIVUN NI72ND NITRONAY AT NI72N MY, npm ¢ 1aRNnnN
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express .1

nn'ipaion ,IRY [N1w 9> .Node.js-2 NI NIM7I19190 NIN'ON NINAONNA NNK RN express

> UV run npm-scanner express

NPM PACKAGE SECURITY ANALYSIS REPORT

.100/100 |I'xn1 D270 DX

Package Information:
¥ Name: express
B Files Analyzed: 7
® Analysis Date: 2026-04-18 20:01:42

Risk Assessment:
Overall Risk Score: 9/100

Score Breakdown:

{no risk signals detected)

Subtotal
Established package discount

Final Score

Category Details:
Scripts: @
Dependencies: @
Metadata: 0
Files: 8 (raw keyword hits across 7 files)
Obfuscation: @ files flagged

Security Determination:

(%]
(not applied)

0

19
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lodash .2

fs.writeFile-7 NINMpP :D'T'WNND DXAWN] 2AN7W O'R¥AN DN'TE 0¥ 1,048 7y 1ay 71100
NIN N1'2N NDIYNN DONN NIS'OXN TTN NI ,NKRT DY .Obfuscated-> nniow nxap 1wl

.23/100 :n7xj70N 7w INNNN DINN2 XKW [I'¥N .27 D'RNNN 77wnin

» uv run npm-scanner lodash
[HIGH SCRIPT RISK] Found 'https://' in script: test

[CRITICAL RISK] Found 'fs.writeFile' in lodash.js
[CRITICAL RISK] Found 'fs.writeFile' in template.js

NPM PACKAGE SECURITY ANALYSIS REPORT

Package Information:
¥ Name: lodash
B Files Analyzed: 1048
® Analysis Date: 2026-04-18 20:00:34

Critical Security Findings:
A fs.writeFile

Risk Assessment:
Overall Risk Score: /100

Score Breakdown:
Critical keywords in files (1 unique) +8
Minor risk patterns in files +5
Obfuscated files detected (2) +10

Subtotal 23
Established package discount (not applied)

Final Score 23

Category Details:
Scripts: 1
Dependencies: @
Metadata: @
Files: 115 (raw keyword hits across 1048 files)
Obfuscation: 2 files flagged

Security Determination:
;!

hook-hijack .3

NI TR AT 71000 .NPM 9w Lifecycle-n 1122102 ny17 win'y awiy ITh nnTn N'7'an
NN N'7'W9N ITN n71won .postinstall-l preinstall a10n D*09"M0 N2 wget-1 curl D 0704
N'ONIVIXK q'oInY ,(Install hook has dangerous commands) N>YN2 NI MNN [12'0N NIX

.63/100 |I'x7 NX97IN N'7'2NN,(12'07'D 7R IND) NOXT-KVNA NIMYAD DY TN' NITI 30
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» uv run npm-scanner hook-hijack —-local ./examples/hook-hijack

[CRITICAL SCRIPT RISK] Found 'curl ' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'process.env' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'http://' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'wget ' in script: preinstall
[CRITICAL SCRIPT RISK] Found 'http://' in script: preinstall
High-risk dependency: shelljs

Warning: Missing repository and homepage

Suspicious author email: temp@example.com

PACKAGE SECURITY ANALYSIS REPORT

Package Information:
@ Name: hook-hijack
B Files Analyzed: 0
® Analysis Date: 2026-04-18 20:04:20

Critical Security Findings:
A curl in postinstall
A wget in preinstall
A shelljs
A suspicious email

Risk Assessment:
Overall Risk Score: 63/100

Score Breakdown:
Install hook has dangerous commands +30
Metadata risks +25
High-risk dependencies (shelljs) +8

Subtotal 63
Established package discount (not applied)

Final Score 63

Category Details:
Scripts: 114
Dependencies: 30
Metadata: 30
Files: @ (raw keyword hits across @ files)
Obfuscation: @ files flagged

Security Determination:
A HIGH RISK: Multiple security concerns detected

combined-attack .4

N7'2N2 "ITAY AN NDYNAN L, TRR TN .AXI9IYW N2 N7'AN DR AnT N7'ann
Established package) |rxnn nimipa 36 TN "Nnimxl nNan" A% np'avnl nooian
D'VI21 D'¥2 NID'OY :NNIXY NN'N N7'AN7 TNy T "wya"n nimd v Txn L(discount
m7an jIrxn .(eval, child_process.exec) NIroN n¥IN NITIPOI,NY¥ZOIDAIN ,(50%) Nnida

.100/100 :"\wWOKRN DIN'O7NY7 |I'¥N NX NONN NDIWNN ,NNINN INKY? DAY 73 ,136-7 09'0
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) uv run npm-scanner combined-attack --local ./examples/combined-attack

[CRITICAL SCRIPT RISK] Found ‘curl ' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'process.env' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'http://' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'wget ' in script: preinstall
[CRITICAL SCRIPT RISK] Found 'http://' in script: preinstall
High-risk dependency: shelljs

Warning: Missing repository and homepage

Suspicious author email: temp@example.com

CRITICAL RISK] Found 'eval(' in index.js

CRITICAL RISK] Found 'child_process.exec' in index.js
CRITICAL RISK] Found 'fs.writeFile' in index.js
CRITICAL RISK] Found ‘'wget ' in index.js

[CRITICAL RISK] Found 'curl ' in index.js

[CRITICAL RISK] Found 'nc -' in index.js

[CRITICAL RISK] Found ‘'eval(' in lib/payload.js

NPM PACKAGE SECURITY ANALYSIS REPORT

Package Information:
@ Name: combined-attack
B Files Analyzed: 4
® Analysis Date: 2026-04-18 20:04:50

Critical Security Findings:
curl in postinstall
wget in preinstall
shelljs

suspicious email
eval(
child_process.exec
fs.writeFile

wget

curl

nc -

[ dddddd a4

Risk Assessment:
Overall Risk Score: 100/100

Score Breakdown:
Critical keywords in files (6 unique)
File density > 5% (2/4 = 50.0%)
File density > 25%
Minor risk patterns in files
Install hook has dangerous commands
Obfuscated files detected (3)
Metadata risks
High-risk dependencies (shelljs)

Subtotal
Established package discount (x@.6)

Final Score

Category Details:
Scripts: 114
Dependencies: 30
Metadata: 3@
Files: 188 (raw keyword hits across 4 files)
Obfuscation: 3 files flagged

Security Determination:
® CRITICAL RISK: Package exhibits highly suspicious behavior

Technologic
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D' T'NY NIN'S 2111 NI72an

PNYUN .NP90X NNYIY NOPNNA 72 1191 |'ONN D7WIN [INND NIFNY 1A' NN 12'R DT INRNA AXINY 110N
200 17DNW DY Y NipnNNNNENYYZOIBAIK NIV'WI,MA'T XIn NPM-2 0'971Nn 7In Y20yl 2iInnn
NIN'S 111' 190N DIY' .NDVI N'NAYNNA PI3'T NTIRId WNYW? TIl,'000 NN 00I1an PoC-) N1 ntn

AN RUTAL'ONT? INIX 1907 T2 71107 9'0IN% X1 [NY

1N'T? N72aIm IR NN XN Regex 7V niooann :(AST) 'vano nintY MXIVOZV NINYN Nayn
A17'W NXIN NN TYND .117Y NINANNN ZINN'Y ) TIzn DR ANdW? 710 DDNIMN qPIN .oV NINAN
MINKNA NAID NIYNYNN DX ['AN7 71107 ZWOR'Y (Abstract Syntax Tree) DWSIN Y1*aNN YV NINY

N7W YIRI0070N NIANN NIX 71 K71 NITIE9N

package.json-n YaIj?7 27 [INX 7'ayn A'0oINN 12200 ,VA10 :NPM v API-n 7In NOXT-XUN NIN'X

,9'1TA 1" N9OIN ,NNIAA NONA Ny T 2V N'IDN N71an qut? 71! qpiny X' Nivawnn . mignn
i 2 2 74 i i

NPM Maxn 7n N'¥1201'K NWITLIZND D'9IT IWNY T2 ATV N'MI90 2V TN DN DWA WIn'Y IX

.NNONN AT N DIOND P'IRN ,2V191 NIMIN AN |12 - 0N NMONY0 N1 2'7XN7

7NN N9'VY .NXM T NIPY NN 'Y '0vo NINY :(Dynamic Analysis) DI'MIANINA NPT
NN [NT2 1017 7210 D DRI D202 72NN DX IENYT 117 A"WOKRN TTIan Sandbox-2 Nz'on

.D'YAN N0 Nwn NRM7 IR DX C2 'MIY? NN2ANNN N0

LNMITTD 1MIoW NN 7 NIMu*a? Ni'an Ninan 7w Datasets 7v Al 7T [In'X (ML) naidn nTnY

N'MATTENONIVIR NIXA NINIRR DINT? TI7Y Nd>yn'7 YwWoN!

API nIy¥nKRa node_modules *¥aj7 '978 NINWY 7¢ N'0VO Nj?'0 :(LLM as a Judge) now '"1Tin a1''w
17U NN '00NI'NN PI0N ,NRT DY .(Latency) XM AT NI7Y N1'NAN N'O7ID NI'R NOW 7Tin 7w
IN7W" ,0'TIYND DNIO' IX N'ONVIRN O DX IXN'Y D TTIA 0'¥Ap 1 ,(1 Tier) "11wx pon' wnwe

971NN NI N12NI 'UNIVIK Deobfuscation yixxa I¥7 LLM-2 7'yn nin1aY?

Did'o
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Underwater glider is a type of autonomous underwater vehicle (AUV)
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Special Operations (Special Ops) directly intersects with the AMW, MIW, and ASW domains to

support elite forces like Navy SEALs and SWCC (Special Warfare Combatant-craft Crewmen).

LBS-Glider System

Description:

Platforms:

Mission: Persistent autonomous

oceanographic data collection.

Unsophisticated deployment

Long-duration 4-6 mos on-station

Iridium Comms

Piloted 24/7 by NAVO Glider

Operations Center

» Optimize ocean feature
characterization for tactical and
operational products for ASW,
MIW, AMW, and Special Ops.

* Current Inventory: 50 Operational

» Endstate: 150 gliders by end of

FY 15 (50/50/50 plan)

T-AGS 60 Class (5 per = 10 per)
USS vessels of opportunity
Coalition forces assets

Range patrol craft 24/7 Operations \

Science Payload

s Naval O

graphy Approved for Public Release m

Rear Main
Hous
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Statement by Pentagon Press Secretary Peter Cook
on Incident in South China Sea

Dec. 16,2016 | &

Using appropriate government-to-government channels, the Department of Defense has
called upon China to immediately return an unmanned underwater vehicle (UUV) that China
unlawfully seized on Dec. 15 in the South China Sea while it was being recovered by a U.S.
Navy oceanographic survey ship. The USNS Bowditch (T-AGS 62) and the UUV -- an
unclassified "ocean glider" system used around the world to gather military oceanographic
data such as salinity, water temperature, and sound speed - were conducting routine
operations in accordance with international law about 50 nautical miles northwest of Subic
Bay, Philippines, when a Chinese Navy PRC DALANG IlI-Class ship (ASR-510) launched a
small boat and retrieved the UUV. Bowditch made contact with the PRC Navy ship via
bridge-to-bridge radio to request the return of the UUV. The radio contact was
acknowledged by the PRC Navy ship, but the request was ignored. The UUV is a sovereign
immune vessel of the United States. We call upon China to return our UUV immediately, and
to comply with all of its obligations under international law.

Slocum Glider — mnIVIXA MMM-NNN L"WUA '7D
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AT A GLANCE

WHAT IT IS:

Underwater gliders “fiy” in the
ocean by changing buoyancy or
using 8 propeller. These UUVs
can remain st sea for months at a
time. continuously collecting
envrcnmental information to better
understand how the ocean works.

HOW IT WORKS:
Traditional gliders propel
themseles forward by changing
their buoyancy to sink or rise
through the water column, “Hybrd
wehicles can make use of a prop
("thruster”) to increase forward
speed and escape envronmentally
hazardous areas. While they glide
up and down from the ocean
surface to depths as great as 1000
meters, they measure the
tempersture, conductivty, and
optical (light) properties of the
water they pass through.

WHY IT IS IMPORTANT:
Data collection from gliders provide
near realtime measurements of
conditions at a grester data wlume
and fraction of the cost of
traditional platforms. This in tum
enhances the ocean model
nowcasts and forecasts to yield
faster and greater environmental
insight to nawal operational
commanders,

*Unmanned Wamoris parfof exercise
Joint Wamor 2016, hosted by the
United Kingdom offthe North-West
coast of Scotland.

*Unmanned Warrior 2016 Mission Theme: Geospatial Intelligence

Slocum Gliders

Sensors aboard Unmanned Underwater Vehicles (UUV) gather data on the
physical properties of the ocean emironment in real-ime. This information is
then transmitted back to a shore-side facility for use in real-time ocesnographic
models, historical databases, and envronmental assessment products

This data has been used by scientists in the study of tempersture effects on the
strength of hurricanes and typhoons. it is also used by divers in determining
horizontal and vertical vsibility. UUVs outfitted with additional sensors are used
in endronmental studies and gathenng meteorological data for weather
prediction

Due to their ability to collect massive amounts of data over long time periods st
low cost. UUVs like tha Slocum glider are becoming increasingly important to
the Naw fo better inform the warfighter. Measurements made by gliders are
used in the investigation of mine and/cr "mine-like” cbjects to support naval sub-
surface security

Unmanned Warrior 2016, allows the US Nawy, the British Royal Naw and sllies
to test UUVs in resl opersting envronments with coalition forces, Gliders will be
deployed from shore-based facilities as well as ships of opportunity, and cperate
in varying water depths off the North-West Scottish coast line

Research Objectives for US in Unmanned Warrior 2016:
* Conduct joint operations with US-UK Slocum gliders

* Demonstrate near real-time data sharing between USN and RN

* Explore Command and Control aspects with other UUVs

OFFICE OF NAVAL RESEARCH www.onr.navy.mil
Approved for Pubiic Release
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Ground control to Major Tom — Hardware Server Dock
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6. Power on the modem, Freewave, and laptop in any order.

AL e i |

Figure 1-1. Modem connections to the computer’s serial port and iridium phone line.
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Revision 7.12 1/11/2013

For example, a hostname could be “dock”. A domain name could be “webb.com”. This
hostname and domain name would combine to make a fully qualified domain name of
“dock.webb.com”.

2. Log on to the Dock Server machine as user “localuser”. The factory delivered password
for this account is “WideOpen” (see Appendix D).

4.2 Sending Files to a Glider

To send mission files (mi), mission argument files (ma), or other files to a glider, follow
the steps in this section.

1. Transfer the files to the destination glider’s “to-glider” directory on the Dock Server
machine.

For example, to send the mission file lastgasp.mi to glider simbond, transfer the file to the
directory /var/opt/gmc/gliders/simbond/to-glider on the Dock Server machine that
manages simbond. Any transfer method can be used. Webb supplies the application
gmcFTP (section 7.0); however, any FTP client can be used. When using a method other
than gmcFTP, use the username “dockserveruser” and password “dockserveruser”.
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13.5 Dock Server Machine User Accounts

Table 13-5 details the four user accounts related to Dock Server's use as a glider
mission control machine. These accounts have different privileges appropriate to their
purpose. Refer to Appendix D for the factory delivered passwords to these accounts.

User Account Purpose

dockserver The Dock Server application runs as this user. No user login
allowed.

dataserver The Data Server application runs as this user. No user login
allowed.

dockserveruser Set up for FTP transfer of glider files. The application, gmcFTP,
uses this account to FTF files. Mo user login allowed.

localuser Dock Server user account. All Dock Server control scripts are
run from this account — i.e_, launch-dockserver, kill-dockserver,
see-dockserver, and inspect-dockserver.
Glider Terminal can be run locally from this account using the

Page 123 of 206

Revision 7.14 6/3/2013

start-glider-terminal script.
root Dock Server upgrades are run from this account.

Table 13-3. Dock Server machine User Accounts.

14.3.1.3 Glider Authentication

Gliders connecting to a Dock Server via Iridium RUDICS may optionally be required to
authenticate before being allowed access to the Dock Server. Unless there are
overwhelming reasons to require Glider Authentication, it is recommended to NOT use
this capability.

It is difficult enough to communicate with an at sea Glider without the additional barrier
of a login sequence. It raises the probability that an at sea Glider will be
incommunicado due to misconfiguration, software error, corrupt file, lost password, etc.
If one elects to require Glider authentication, it applies to ALL gliders making an Iridium
RUDICS connection.

If one elects to require Glider authentication,:

(i) All gliders may share the same username/password, or
(i) Each glider may have a unigue individual username/password

The Dock Server Application does NOT do the authentication itself. It utilizes the linux
PAM (Pluggable Authentication Module) to require the underlying operating system to
perform the authentication. As shipped, the Dock Server uiilizes a local
username/password (/etc/passwd with Shadow Passwords) for the authentication. This
requires the end user to create the appropriate Glider user account(s) on the Dock
server.

Authentication is NOT restricted to local username/password. Any PAM method
(Kerberos,OpenPGP, SAMBA, Radius, LDAP, ...) may be employed.

The creation of user accounts and PAM configuration issues are outside the scope of
this document and support is NOT available from Webb Research Corporation. If you
don't know how to create a user account, you should not have gliders authenticate. If
you can't reconfigure PAM without help, you shouldn't change it.
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27V 075N IR NVARYT X7 W19 X710 N NN 7Y 170 DIMNR N7'00 [NIR DNN'OY NNann

Security 7w namnn [1AYN2 nnp|'7 N1I'RY NMIXNI NOAVNA DX NNIA X' 9012 Wyp? |'I'3IN'7 wwn

.by design

NN'MRN NNKRIELMYD X7111970 0D - DfWIE,ATIRA DD N71V90N QIN'y .0V 1DYUn) n1an? niMon
VWY X 11D 12'N AT 7200 D ,NNTNA V7NWAI NI 1'WN DR NNT 0707 IX19' DXY NN NIMyvnn
109N D'1'0 O'MIIA NAY NMPNN NNXK NN n1aNn? nonY |"X'7 QYN .12 VIA97 TWOX 'Rl UR7 wnn

TN X7 N0 X LN "D

niosn ,0"ym'v IT NN 122 IX D'™NON NITIO N2 ,O"RNTPX D p7NN] NY'ad y¥a7 0'¥N oN

AT NIX NNYOXNY 0'01n N 178 NinmMn
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NYTNA NDYNA a7 ni'rnn

:0'N2N D'9N'YNN TRR NIX WON'7 0T IDI0VXNY NN 7D ,N0AIRKANT WTNN YN IR YNXY NN DX

"/sfmc/login" "/sfmc/login" && title=="SFMC - Login" "/sfmc/about"

.omipm X77 "sfmc/iridium-calls" |*117 un1 7w 0"0'02 D'AI77 YV'AN7 DA TWONR

X77 ,XN0'01 YNNWN DY XIN WITIY 721,01101'K7 NDWNN DX D'OYIN [TV NINRY? NNYYY NTAIVN

,N'0'0Q XNN0'07 NWMT N90IN TA'nv Rp 7V nynaxn N VPN- win'y 9w N9 nwnT

SNO'ON "NN'Y NIN 'K ,NNVAXK N1'NAN NOVNN 7w TN

I'2 JIT'R2 .N'NOIZN NIKNO'O N97NNY7 NWNAT DY 7V D' 1NONIDYW D'NTIA N7V DTN

LI TV 721V9NNY NXN1 ,NNVIANRYT NIM7IYON

( ) FA | "/sfmc/login"

Y
p7+9QgoImUHI6Crd6XTyZw=— 56
¢d21SCF87je7lYmn+10IEQ— 8
tb+ZCGDreLeq6dNiE4vepA—  +ZCGDreLeq6dNtE4vepA=—
PVHIg/7xL5aHu5ziBWqUdw— 4
qhs/qUrpOY 2JKFFM1tn9ZA— 3

SFMC - Login

2026-05-18

nginx/1.14.0 (Ubuntu) /

ubuntu

o @@ @ Q
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( F A ' sfmc/login"

nginx/1.18.0 (Ubuntu)
nginx
nginx/1.14.0 (Ubuntu)

nginx/1.24.0

SFMC - Login

Login required - Team Epsilon Mediawiki

Slocum Fleet Mission Control - Login

MnNnn 7y

.18.06.2026-2 DI0197 wTNN Wil 2018-1 11702 ANdI IAXNAN VTN NNVAX PZIN — | T 'NNX

https://x.com/popsharkl

http://amitaydan.com

https://il.linkedin.com/in/amitay-dan-a63647aa
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Full Disclosure — nixa "1'7'a

D'MYD 1901 NAVIN NT 1NN DIXINAN D'R¥ANY? vana Teledyne Webb Research nnan 78 ninio
D'MIAN T¥A N71V9 qIN'Y 101N APV 101 [9IXA RN (]I7'Nn) Remediation-n 7'7nN .01w 1IN
MU7NN 371 NIXONA 11TV NINIP7N 27 .0I019N NYA [KI702 NZIN D0 NMYRA9NN 770 ;0'RINKN

JNRNN DX NNYY
N2INDN NNIYA 1Y (IR IR N217TAN DYA 97NN NAIND 721, 1W0WI0 Nm"2 [P niaimd

Webb Teledyne nnana D2Iw 0'MNIA7 0'7'M'X )07 171 .22.09.2018-2 NNyl NNaN? NJIWXY N9
N'MYI NN NN K7 IR NINER?D DR DRIN 70 Ny T NN2NN .Y NRI970 nN'Y 7713 Research

.nLAaIRN X7 |DIX2 D' 070 7'WONT ID'wnn D'wnnwnl
.NN1YI X7 YT NNVAR NP7NNY 22.01.2024-1 NNWYIYW N90I1 N9
.N2 TY 7NN DX DONDY7 K7W 'MNN1,DMj7NN DI'RY 0700 NIYAT 1IN

Responsible Disclosure N1A0N2 DO - |T'NMN - 2026 ©

yT'n nnNnipgn

e Slocum G1 Glider Manual (2010)

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum manuals/Slocum G1 Glider

Manual.pdf
e Slocum G2 Operators Manual Rev.B (2012)

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum manuals/Slocum G2 Glider

Operators Manual.pdf

e Slocum G2 Operators Training Guide (2014)

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum manuals/Slocum Glider Ope

rators Training Guide.pdf

e Slocum Glider Operators Guidebook (2010)

https://wiki-pnb.eri.ucsb.edu/images/f/f2/Glider operators handbook.pdf

e Slocum G3 Operators Manual Rev.2 (2017)

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum manuals/Slocum G3 Operat
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https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G1_Glider_Manual.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G1_Glider_Manual.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G2_Glider_Operators_Manual.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G2_Glider_Operators_Manual.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_Glider_Operators_Training_Guide.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_Glider_Operators_Training_Guide.pdf
https://wiki-pnb.eri.ucsb.edu/images/f/f2/Glider_operators_handbook.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G3_Operator_Manual_20171219.pdf
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or Manual 20171219.pdf

GMC Dock Server User Guide Rev 7.14 (2013)

https://dockserver.skio.uga.edu/gmc/gmcUserGuide.pdf

Censys https://censys.io/ipv4?q=%22Webb+Research+Glider+Mission+Control%22

Shodan

https://www.shodan.io/search?query=%22Webb+Research+Glider+Mission+Control%22

ZoomEye

https://www.zoomeye.org/searchResult?q=%22Webb%20Research%20Glider%20Mission%2

0Control%22

TWR Forum

https://datahost.webbresearch.com

A Hometown Glider Makes World News

https://www.capenews.net/falmouth/news/a-hometown-glider-makes-world-

news/article 503ef0ab-a95f-5354-8378-7def4f6d3ael.html

China Gives Drone Back

https://www.twz.com/6604/china-gives-drone-back-but-why-did-they-grab-it-in-the-first-

place

Statement by Pentagon Press Secretary

https://www.war.gov/News/Releases/Release/Article/1032611/statement-by-pentagon-

press-secretary-peter-cook-on-incident-in-south-china-sea

UnitedStates Fleet Forces Command

https://en.wikipedia.org/wiki/United States Fleet Forces Command

Oregon State University - Manuals & Resources, active and archived Deployments 2026

https://gliderfs2.oce.orst.edu/gliderweb/slocumgliders.php
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https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G3_Operator_Manual_20171219.pdf
https://dockserver.skio.uga.edu/gmc/gmcUserGuide.pdf
https://censys.io/ipv4?q=%22Webb+Research+Glider+Mission+Control%22
https://www.shodan.io/search?query=%22Webb+Research+Glider+Mission+Control%22
https://www.zoomeye.org/searchResult?q=%22Webb%20Research%20Glider%20Mission%20Control%22
https://www.zoomeye.org/searchResult?q=%22Webb%20Research%20Glider%20Mission%20Control%22
https://datahost.webbresearch.com/
https://www.capenews.net/falmouth/news/a-hometown-glider-makes-world-news/article_503ef0ab-a95f-5354-8378-7def4f6d3ae1.html
https://www.capenews.net/falmouth/news/a-hometown-glider-makes-world-news/article_503ef0ab-a95f-5354-8378-7def4f6d3ae1.html
https://www.twz.com/6604/china-gives-drone-back-but-why-did-they-grab-it-in-the-first-place
https://www.twz.com/6604/china-gives-drone-back-but-why-did-they-grab-it-in-the-first-place
https://www.war.gov/News/Releases/Release/Article/1032611/statement-by-pentagon-press-secretary-peter-cook-on-incident-in-south-china-sea
https://www.war.gov/News/Releases/Release/Article/1032611/statement-by-pentagon-press-secretary-peter-cook-on-incident-in-south-china-sea
https://en.wikipedia.org/wiki/United_States_Fleet_Forces_Command
https://gliderfs2.oce.orst.edu/gliderweb/slocumgliders.php

Technologic

nL2PnN 1IN NX 971V Predator a10n Spyware TX™D
ios-2

DNNAX Y1 NXRN

nANTN

ANXY7 719 (Predator NNAIT) 0191 120W 'INON spyware T¥'D TUNNN malware NN XIN N7 NN

'wdnn 7w compromise

V19 0" spyware T¥'D 120N XN L[I77'N TYWAITN i0S-2 NWTN NNVAX NY2IN QUIN 1'K DT NN
Y107 X' NN NNUN .(NNITI zero-days) DINX D'YXNNA compromise 1Y 121D 1'WONNY TNKY7

.(detection) "n'T NI71>' NNAYI DI'RN DX |'2nY? (defenders) D¥1an?

n'7nIn np'o

NN7¥NY7 NI NIYYZ'79X AWK 010VON NIIYA DMIYAY DNIVPZ' TR DAY Apple N1an ,iOS 14 TN
%V D'wNNUNY? ynnY? nTVRY N'OMR NIr0I9 NIDN — (NRIMD ATIR) [19NPMY7 IX (NPt nTIR))
T %Y NN Predator a10n spyware 7w NnAT T¥D TYVNN AT NN UYNINIVID Qpun

100 APYN VIX YN 1770 DMI0Z'TI'RN DX NPT NIIXA N9y Intellexa/Cytrox

NN WA 7710 ,X'M compromise NNN |27 DTIR NN 'WINN D NWAIT AT NN NIRINAN Nj7'000N
NYj71 N'7XD compromise 'AXNY NINNY .NdYN D'70N7 TI7 7707 N712'1 hooks Nanin 17 kernel
NNINNXN NIXONAN TA1 exploitation NIZ'DV IX NIYTN NIYZIN QUIN 1'R DT 7NN ,Predator-7 12y
ITVIN X7W 0100 0112211 12NN ,i0S-7 Predator NiN'aT 7w reverse engineering Niy¥xnxa .i0S 7w

770 H"ava

NI DTV 7w VPW (Suppression) '1D'T NIX? Objective-C nil messaging 7w Exploitation e
DY'n

NN (19NN '1I'N DX DA NA7¥AN 1IN DK DA 7020w TN hook @

Nam NNon NI non VolP Nu7n 1w '71yon wo e

spyware-i |11 DN'7XY i0S-1 0"'9'X¥90 (private framework APIs) D'"'n"19 APl 'pwunn e
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ymn

i0S-2 nVYPA MILP' TN

:NI'0TD 7V NIAN (122210 2020 MW i0S 14-1 NLV7PN NIV TI'R NA'YN Apple

Indicator Meaning

Greendot Camera in use (or camera + microphone)

Orange dot Microphone only

QM0 NIXP7oKR T 7V (Suppression) '13'T7 D'IN' D' O1VVON NNIYA D'Y'DIN N7X DIV TI'R

private NN NIP7NN NIY¥AXA LioS 7w Ul-ni nfan jon *70n ,SpringBoard 1 2y 0'7ninn on

.0avw'N NI7'Yyo ninvmv frameworks

DT MM .YIN'A [I9N7'MNY NN NNIND T Y8nwn LiPhone M'won 1w 9w [hun 77nn

WA (JIDN7MN DA '7IN) NNZXNNY NIt npne

[(Im') win'wa nn¥nnw N1t¥n ANt AT | (78NY) WIn'wa [1I9N7MnY N1tYN Nnind AT |

-iosa NLYpNN 1IN NN IV Predator a1on Spyware X'
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NoReboot :0TI7 "7nn

TN NN NPV — "NoReboot" 7y 7NN N0 (Jamf-n 720 01'd) ZecOps ,2022 XA

:NIYXNXA 7u9 NoReboot .apyn Ni71>' 7Y "My N 'won 7w 12D ninT? 215 malware

(shutdown event) 1220 yiIn'X (Hijacking) noron
BackBoard daemons-71 SpringBoard-7 Tij np1Th

(UI-n 72 nnon) SpringBoard N2y nn'on

A w N R

(van V0" qon) 'T'9 21wn 73 (Suppression) DT

.D'7'WO NNWI [1I9N7'AN1 NAXANY [ATA,'12D 1'WON 7¢ R'Y7UXR nxn )

,(persistence) NTANN NIY2IN 770 N7¥In N1'RY DIYNA L [177'N7 NIN1I N1'RY nw2IN IXNN NoReboot
72 ,0'wonn 7w Mmk faD nnTn "NoReboot" YW nwian .wnnwnn 7¢ n'yonl win'y nwiy X7
IN UNNYNN 7Unnl 2vn 722 ') ."nnim ian” 2% mm a2 'nant? 2210n 'R ynnunng

TNA V'YINN DX 2'7TD Wnnwnnw TV 0'axN7a

N7'7nn nya .backboardd-1 SpringBoard ,InCallService :nm'T nwi?W? Tip Nndth 0775 njp'dLvn
-7 12D niIk NNIwY (/Applications/InCallService.app) N>vn N¥'7981 nwyn? 12t 1Ny
(hijacked) quNI NIXN .WNNYNN pwnNa NIXPRIVI'RD NN 7Y 'RINRD [T, SpringBoard
M'MN 12D DN 21, [FBSSystemService shutdownWithOptions:]- nTINNN 7w hooking Niy¥nxa
N'VNIVIX NY'9INY ,22IN0NN 72720 N'¥NIR DX NNNoN NpTN backboardd= .aTta Tipn 7v9In
SpringBoard™w INKN .WTNN [VO'N'7n DONAI 7091N SpringBoard .71V9Y7 7*09n SpringBoard TWXD

QAT IR I7'RD W1 NRD 'WONN NTYNA,WNNYNN NI7IV9Y7 NAIANT 'RINK

LW LILI'R AN W MYT? 221001 'OI7NY 'V9 NN Y'WONNL'T'ON AIWAN 7D NNawn NNnY?
220 NIP'Yoa 'wnn, " nan” 1'wonnw INX7 DA NN7xnn 19NN DX PINNM 7'von? 213 qpinn
NXP UNNwNY n71u9 70 Y¥a7 210" 971N ,nwynY 220 1'WONNY YDIvNn WNNwnNn DY, TYUN NIVY

27 12wn gai yxay

DA X7X Yan 'WIN'R 1 X7 Taynw — backboardd ,wTnn 2'wonin DX 7'7T07 N0 wnNwnn TWUKRD
_BKButtonEventRecord NIY¥ANA OWN1 AT V'R .AX'N70 NN AN — DU'T'S DNINDD 7Y Nix'NY?
TN TIEn T 7Y ¥ pn nR'7E BKEventSenderUsagePairDictionary [17'nn 0 aINA YNl
/bin/launchctl reboot NTIFON DX YN 1 INKY7I,root NIXNWIN NAWN7 Nmlzn SSH WA 7¥an Tipn
.(kernel) nar'7a nya"7 720 N>WNN DX WTNNR N'7'Won1 0D™NANN 7D NN Nnton IT n71V9 .userspace

.NT 2101 7INNX INX7 DA 7197 'wnn 27T TIzn 271, ]71NN 2¥Nn2 1NN NN

-iosa NL2?pNN 1IN NN 91V Predator aIlon Spyware Tx'2
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NIV¥NN]Y) A 72INNKR Y¥27 wnnwunn ¥ [I'on nInt? N2 :(force restart) 19> 7INNKY7? WwXNa
DTRIN MDD DR NNY YNNYNNY 0 ,NIMY Nnda DT Apple 1217 N NI a'¥n'71 L, (backboardd
193 7INNX YR D ["'¥N INRNN L9002 .7V19] YXIA K7 195N 7INNKNY X' NIynwnn .waTnn

A'YHIDIND INIR wav? e nwy |D'7I ,(Mninn nnna |3]'1") ANI' N2IN1 NNN2 YX2Nn

Predator 7w miiwn nwnan

IX 71 "2'0170 91N XD XIN ,1'WON AD NINT? DIpNna .D'MINn MIY NWad wnnwn Predator
L7200 019 20170 7w 19700 — NI TV T LP017N7 7'UD INWI 1'WONNY TIVA ,N0770n NI0RTINR

APYN YXANNY 07 NITTIIN 7 720 1'R RIN R

NoReboot Predator

Device state Appears off Fully operational

Only indicators

Scope All Ul suppressed hidden

User May notice “off” phone No visible
suspicion doing things anomaly
. e Surgical API
Complexity | Full daemon injection hooks

-iosa NLYpNN 1IN NN IV Predator a1on Spyware X'
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100 NN

(Component Overview) n'aY N1'po

NI'RNAXY NIYID' VAR wnnn Predator 7w atyn 71Tin

Moduie Purpose
ID -
10 Helper: :HiddenDot Indlcatqr
suppression
1 Hel mens alp VoIP/caIIgudlo
recording
12 Helper: :KeyLogger |Keystroke capture
13 |Helper::CameraEnabler, Camera access

:0IYO NITIPO 71IP10NS NIY¥NXA V7V 7ITIN 7D

X2 2w Innx/nxRxpn — X,Aargs e
X2Tm 9y nTipo vix'a — X,E,args e

X2Tm v nmawn/np'nn — X,D e

59

-iosa NV N NN IV Predator alon Spyware Tx!]
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1 // SENSOR HOOK: Hooks SpringBoard's SBSensorActivityDataProvider._handleNewDomainData: to manipulate sensor activity data, likely to hide spyware-related activity indicators.
2 DMHooker »__fastcall Helper::HiddenDot tupHook(He lper: :HookerFactory =sthis)

3 K

Technoloqgic

DNILP'TI'RN (Suppression) "12'T [1221N :HiddenDot

hook mapnn

:SpringBoard 7w n1w''Nn NI7'wo 1M1 7907 Ndn HiddenDot::setupHook() n'xjaion

MHooker *

char #v3; x
_int64 Task;
_int64 v5;

= (DMHooker #)Helper::HookerFactory: :getHooker ({FDGuardNeonRW +«)%(this + 2),
if t
{

= (char #) i
= DMHooker: :getTask(s );
= (DMHooker =)NSTaskROP::WithoutDeveloperMode::T: DGua 33 fil

}

"SpringBoard");

k+8,
“sBSensorActivityDataProvider”,
“_handleNewDomainData:");

if (r )

(0] = &off_100044D50;
(1] = this;

v5 = DMHooker: :hookAddress(v3, (__int6d)r o (__intéa)ve, 0);
if (V6 ==
{
(#{void fast w4} (_QWORD »)) (sv7 + 32LL))(v7);
}

(#(void (++)(void))(w» +4eLL))();

return (DMHooker =)(v5 1= 9);

return

jectiveC(

[handleNewDomainData_.SBSensorActivityDataProvider:-7 mion HiddenDot::setupHook()]

— NMINYnN |Y'N NI7'Wow nyo 721 i0S T 72V nX17 _handleNewDomainData: nTyIMn nTINNN
75 NX V' Predator,IT NTTIA NTINAY hook VI T 72V .nNITD1,7V9IN [1I9N7'An ,N7Y9IN Nn7x¥nn

V'91n? NMImdni NN« NITRIAN yani ,qonn 2y pnIx YTY 1Ny 1197 DIYNN 01VVO DTV

wnnuny

Objective-C nil messaging (exploitation) '71¥12 :hook-n 7w callback

NTOINN NRAI7N DX AN 190N callback-n . '02A7X1 0IWD MXY 1D (12201

- - 1T 0000
sub 1904¢

4 ka.l =
return 2;

'.:(
-

3 if ( =(_BYTE #)(=(_QWORD *){(al + 8) + 24LL) )

( inté4 al, QWORD *+a2)

[a2 = 0** niy¥nKa NULL-7 self pointer-n Nx yailp — HiddenDot callback 7w pseudocode]

-iosa NLYpNN 1IN NN IV Predator a1on Spyware X'
www.DigitalWhisper.co.il

60

2026 "1' ,186 |I'72


http://www.digitalwhisper.co.il/

Technoloqgic

:@0ee0enl1e0e0EC3R

:@00000010000EC3R int64 fastcal ub_10008EC30 int64, _QWORD =»
:@00002010000EC3@ sub_10000EC30 ; DATA XREF (
:@ooe0ne01000EC3R LDR X8, [xe,#8)

:000000010080EC34 LDRB WB, [X8,#0x18]

:000002010000EC38 Bz W8, loc_10@008EC44

1 0000000100@0EC3C LDR X8, [x1])

:0000020100@0ECAR STR XZR, [x8)

:0000000100@0ECA4

:0000020100@0ECA4 loc_10000ECA4 ; CODE XREF: sub_10000EC3048tj
:000000010000ECA4 MoV we, #2

:0000020100@0ECAS RET

:0000000100Q0ECA8 ; End of function sub_10000EC30

:000002010000ECAS

ANARAANTI AAARErAr

[thread state-2 x0 1VO'A7N NX NOOXN [X8] ,STR XZR nTI7on — HiddenDot callback assembly]

.U NIN%YNA nil-7 NINYWIY NIYTIN :Objective-C 7w N'0'02 NIIDN N7X¥IN IT N7V

TAIY AT TXD

Objective- 7w nTINN DX IWKD X0 100'AN1 self pointer-n MR NA'YN NRMPN NY¥2)1R , ARM6E4-2

C:

[SBSensorActivityDataProvider _handleNewDomainData:newData]

D DYTAIM D"VOo'AN

(SBSensorActivityDataProvider) uj7maIxn x0 = self o
(selector)-nx1=_cmd e

(domain data argument) — 2UN19N x2 = newData e

72 ND9IN NRMPN ,NYXANN NTIMNAW 197 (NULL) 0-7 27 Tam x0 TUKRD

[nil _handleNewDomainData:newData]

— LPYA 71 [WUNN D' IDTY JTIR Y¥A7 *7an nil/0 n'thn vIWD 1T N71Y9 ,Objective-C-a

AI0PTTIR AXIN X71,17V910 197N IX MN7¥NNW YTI' 1'K SpringBoard

-iosa NLYpNN 1IN NN IV Predator a1on Spyware X'
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hook 7w naTNN DY

qunn" :X'n DMHooker 7w exceptions-n nooian hooking-n nd>vna Imivnwnw ,2 2'vnn callback-n

RN DDA N7A0 "'y Navw thread state oy vixa

Value Meaning

o Error — retry with delay
1 Partial success — may need PAC signing
2 Success — forward modified registers

PAC redirect — use cached signed
address

4 Hook removal — clean up and continue

219> (Suppression) '1D'T,T'n' hook

DINDN DIVP'TI'RN NIX DAL (NN7¥N) PN VPP TI'RN IR DA XD AT T'N* hook :'UMP K¥NN
NNN™Y 197 DIWrNN NI7'WS 7D NX NTARN SBSensorActivityDataProvider np'7nnn .(j19N7m)
DIYNN "A10 727 DTV Doin Predator , _handleNewDomainData: v 1 v .Ul-n n1dwY

.TNX hook Nniyxnxa

757 01191 hooks NYWAIT NN"NW (707 IXNY) NN TIRP2 IRXAY N'DI7NN AYANN NP N7'Y IT N0'Y

A0 TI'R 210

-iosa NLYpNN 1IN NN IV Predator a1on Spyware X'
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NNITIY av'an :nn Tip

DMIVPITIN DT 1200 nwnnnn CSWatcherSpawner::TestHooker() n'¥j7aio 12714 ,niMan 1700

:SBRecordinglndicatorManager-7 nin'wr hook y¥anw Nt — 917N

ADR X1, aSbrecordingind

NOP

ADR X2, aSetindicatorvi

NoP

OV X0, x19

BL J___ZNONST TaskROPT13FDGuar 201 iveCEPKCSS_ ; N
8z X0, loc_108006E08

STR X0, [SP,#0x0C0svar_200)

BL __2N3Log10LogManagerdInitEv
ADR X8, alndicatorfunc ica
NOP

MoV wo, #ox10

TP X8, X9, (SP,#0x0C8evar_DAR)
ADR X1, (aUsersGitlabCi2+0x56)
NOP

ADR X2, asc_108041508

NoP

ADD xa, sP,

ADD XS, SP,

MoV w, #o

MoV W3, #0x3E8

BL sub_100008C98

ADR X1, aSbrecordingind :

NP

ADR X2, asetindicatorvi @

NoP

oV X0, x19

BL §__ ZNONST p TaskROPT13FDGuar of tiveCEPKCSS_ ; NSTaskROP: :Wit
oy Va3~ sssasccas

[(zero cross-references) NI1oN 793 'R IT N'¥j7119'7 — SBRecordinglIndicatorManager-7 INITaw hooks a'xnn TestHooker()-2 nn Ti]

TI72 "NAITY AR DK NI'R D71VY7 RN — (zero cross-references) NIM9N 77 'R 1T NX197

SBSensorActivityDataProvider. NIYX¥AN] NI N'UARN NWAN T 2V 97N1INY ' T2/NIN'e

YT NN'N NNITIY nwan

(nTnn 757 TNX) 0'1T91 hooks 1w .1
DIV TI'RN 7V visibility 7w e X290 .2

NAIXNN NDYN 0V race conditions-7 [12'0 .3

AN YT'N DX NOXIY X' — NP ' _handleNewDomainData: NIY¥NKA [WRTN91 nwian

.Ul-n m>ayna nn'7'n%7 nijna

-iosa NLYpNN 1IN NN IV Predator a1on Spyware X'
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VoIP nu7jzn

TIA'W NIYI97 71 hook yxan KIN .01V TI'R (Suppression) 12T N713* 'R VoIP-n nu7pn 71min?

IMTIR
erd for cal '} A s A < [£]) diot rterfiew, (4] Ho T ConvertConplexBut fervas, (5] 7] I TF/cal (]
(
y: 19 rlall ) ) )
f ¢ s1bex 1
-
“(l 16) = DMHooker: :hookSymbol (v, “A &, 1)
e )
{
t ST wne) (1)) (ov30) (411 (V2003
)
else if ( )
{
(av10) (510).
)
¢ )dtsyn ( “)OXFFFFFFFFFFFFFFFELL, "AudioConverterCenvertCosplexbuffer”) + 52;
-0 Bt Othis ¢ 180
= Goff_100044EA8;
)
“(l }ihis + 17) = OMHooker: :hookAddress (v, ( )95, Wne, 10;
4t ( Gt w20 )
{
1 wa) 01) (ee10) [41) (V2003
)
else if ( )
{
(1) (5100
)
- ol(_ow Jinis + 15);
= Goff_100044F28;
- &
DiHooker: ronBadAccess(v7, &
if (& )
{
1 . s weel (1) (oe10) (1) (v20);
)
else if ( )
{
(10} (5100
3
dclose(.1)
return 1;
}
return
)

(Suppression) '13'T7 TIj7 |'N — AudioConverterConvertComplexBuffer+52-71 AudioConverterNew-7 hook yxan Voip::setupHooks()]

[onopTax

NIYXNNA VoIP NIN'Y ¢ IFTIR Y700 IFTIRD D17 vy

buffer sizes (16kHz, 24kHz, 32kHz, 44.1kHz, 48kHz) J1nn sample rate 'N't
NEON SIMD niIX1IN NIyXnX1 intl6-7 float32 PCM nnn - o
IXNMLO7 D'XNY 4-n downmix e

ExtAudioFileWrite() Niyxnxa ya? na'md> e

(Suppression) 'I2'T 7V TATN QIX'VA .DINDN [1ID9N7'AN VP TIR (Suppression) '12'T? T 'K D7IN
2'won7 an 71wo97 071D (Nn¥n NT'DY DA NYYRYAVIDI) VoIP Nu7En INNK7Y ,'MyS-TN '70121IN

.0"n DNIVP'TI'X

-iosa NLYpNN 1IN NN IV Predator a1on Spyware X'
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nn'7¥n? nwn7 PAC no'j7y :CameraEnabler

PAC (Pointer 7w (redirection) n'™9n — MW Nj7'1002 wnnwn CameraEnabler-n 721TIin
.Authentication Code)

pattern matching niyxnx2a n'¥19 VN'X

pattern NIY¥NX2 TY'N N"¥PI9 NX YMNRN CameraEnabler ,yiT (symbol) 7n0%7 hook y¥27 nijzna

:ARM64 niXIIN 7w matching

1 |char * fastcall Helper::CameraEnabler::findFunctionAddress{Helper::CameraEnabler =this)
2
3 har #*re ul1;
char »v2; x19
har *v3; )
€ har »v4;
int128 v5; xsp+0 xbp-30 BYREF
unsigned __int64 v6; [ 18h] [xbp-28h)

"

(char *)dlopen("/Systea/Library/PrivateFrameworks/(MCapture. framework/CMCapture”, 1);

11 1T o
2 {
3 Ve & | H
vi = (char *)dlsym( 11t, "FigVideoCaptureSourceCreateWithSourceInfo™);
if ( )
16 {

v5 = xmmword_100042078;

= QxA9Q57BFDASQA4FFALL;

1 vd = (char +)memmem(v: - 4096, @x1000u, &5, 8x18u);
dlclose(v2);
21 if ( v4 )
2 return vid - 4;
3 }
4 else
- (

6 dlclose(v2);
7 }

return 0;

30 return 1 t;

-77mo2a ARM64 7w 217ND N11an woNn'? *1O memmem()-2 wnnwn CameraEnabler::findFunctionAddress() ]

[FigVideoCaptureSourceCreateWithSourcelnfo

nn ,(exported symbols) D'XXI' D700 [I'RY NI'N'ID NIYY2219 RIXN? Predator-7? NMWONN IT Nj7'1D0

.exports-n NX UTNN [21OXY7 IX DY NNYY? DTIwyw i0S 11DTY 192 NI T'ny? hook-n NX 191N

-iosa NLYpNN 1IN NN IV Predator a1on Spyware X'
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:NININ [DINA YIX'AN DX 19Nl thread state-n NX pT1I2 CameraEnabler 7w callback-n

PAC niy¥xnxa nnin n19n :hook 7w callback

1

2 {

3

4 return 3;
5 else

6 return 2;
7 [}

|_int64 _ fastcall sub_1000132D4(__int64 al, __int64 a2)

if ( *(_BYTE *)(%(_QWORD *)(al + 8) + 24LL) && *(_QWORD *)(*(_QWORD *)a2 + 32LL) == 16 )

[ameraEnabler callback pseudocode]

® 5 =]

; __int64 _ fastcall sub_1000132D4(__int64,
sub_1000132D4

LDR X8, [Xe,#8]
LDRB w8, [X8,#0x18]
(BZ W8, loc_1000132F8

__int64)

v

® 4 X

LDR X8, [X1]
LDR X8, [X8,#0x20]
P X8, #0x10
B.NE loc_1000132F8

—

v vy

® 4=

® 4=

MOV wo, #3

RET loc_1000132F8
MOV wo, #2
RET

; End of function sub_1000132D4

[CameraEnabler callback control flow graph]

66
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NN WURIN DNINN AITA NAIND NIYYNRA VIXAN 7w redirect y¥27 DMHooker-7 D1Ia 3 nAThn W

.NN7¥N7 NWIAN N7 T2 DR NIV qIpy'7 o1l L 17w PAC-n [Inun

"N IpY
(Process Injection Artifacts) n'>"7nn npAta 7w D'V9'VIX

10N DMANT7 TIp NPT D'WAIT Predator 7w hooks-n

(HiddenDot) N1y SpringBoard e

(VolP-1 CameraEnabler 112y) mediaserverd o
N'T NIYIA

DN 'D'70N2 019N M7 memory mappings 110 e
NIDWNN Y I'RY TIR *T 7V exception ports DIYN N7 T

D"I9¥ 'M72 D'NIZ'NA breakpoint NIXAIN NIN'KT thread states NN
hooks '1n't

.0"nIon inline a1on hooks 017N Mach exception-based hooking-2 nwnnwn DMHooker nd>yn

WAIT'IN'TN

>N 'D'70N 10y (enumeration) exception ports N1'90 e
NOWNN Y I'RY TIR7 D'y axny EXC_BREAKPOINT handlers niz'1a e

DVO0AN DIN NNWNN thread_set_state NINMZ IV o
NIMNIANIND NI TR

D'RNNNOP'TIR K77 [1I9N7'M I NN7¥NMIwm'y - e
D'A1N 0'2'MY7 mediaserverd INn ExtAudioFileWrite NIk

Ul 2Tyn 1'R X DIY'N NI7'W9 NIXINN 7270 SpringBoard

-iosa NL2?pNN 1IN NN 91V Predator aIlon Spyware Tx'2
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nid'o

N8 D'R¥NN .Predator 'T* 7v i0S-2 NL7PNN NIV TI'R NO'RPY 112211 7Y 11DV NINY TYNN AT 7NN
NIYNYNN NNTPNNAN post-exploitation-n NIj7*100 NX D'MAATAI D7 DAI'K |'V'TIN1 DY D'R'MN

.i0S 7w NI'01DN 212220 NOPYYT 'INON spyware

D'"7T>7IN O'RX¥XNN

v TN (exploitation) Objective-C nil messaging: hook 21 e
DAl NN7X¥NN VP TI'R NIX DA 702N :SBSensorActivityDataProvider._handleNewDomainData
.NULL-7 self pointer-n nAT1an 'T' 7y [I9Nj7'MN V' TI'R DX

(Suppression) "1>'T N'212* 0N VolP-n NOY77n 71N '0NIVIX stealth X77 NM71TIN NI0ZVDIN
.N7'nn N1 HiddenDot NX 7'v9n'7 0*'2'y9onnn wAIT,N"2In DIV TN

-1 NI'MO NN YNRN CameraEnabler 0Ty NIN'X? ARM64 pattern matching-a win'w e
symbol resolution. DIN1 instruction pattern matching niy¥xnxa frameworks

NX D'¥n SBRecordingIndicatorManager-7 1NITaw hooks :NIN'® N'MIVO'N qQUIN NN TP e

.0IMin pna ont 2w N n"'pIn nwI7 N Ul nex?ionnn nxiziaNn

I0C

hook Mayw nITinn

SBSensorActivityDataProvider._handleNewDomainData: (SpringBoard) e
CMCapture.framework (mediaserverd)-a pattern 7w offset-2 n'¥j7119 o
AudioConverterNew (mediaserverd) e
AudioConverterConvertComplexBuffer+52 (mediaserverd) e

TY' O'1INN

SpringBoard e

mediaserverd e

-iosa NL2?pNN 1IN NN 91V Predator aIlon Spyware Tx'2
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framework 'ama

System/Library/PrivateFrameworks/CMCapture.framework/CMCapture/ e
System/Library/PrivateFrameworks/AudioToolboxCore.framework/ e

AudioToolboxCore/

MNnn 7y

VP Research, Jamf. ,DN1ax 12

https://www.linkedin.com/in/nir-avraham-95b96b36 :|'KTj72'?

ILANIOUS :*T* 7¥ 7wa1 DANIN

yT'n nNnipgn

Jamf Threat Labs, "NoReboot: Faking an iPhone Restart," January 2022

Jamf Threat Labs, "Predator's kill switch: undocumented anti-analysis techniques in iOS

spyware", January 2026

Google Threat Analysis Group, "Buying Spvying: Insights into Commercial Surveillance

Vendors," February 2024

Apple Developer Documentation, " About App Privacy Report " December 2025

Google Threat Intelligence Group “Sanctioned but Still Spying: Intellexa’s Prolific Zero-Day

Exploits Continue”, December 2025

Jamf Threat Labs Research blog and additional publications

https://www.jamf.com/blog/category/jamf-threat-labs/

-iosa NLYpNN 1IN NN IV Predator a1on Spyware X'
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Virtualization — n'xX7T'27X107'1 NOOIAN NNLVAN

Based Security

2NN 78" NXN

NNTEN

272 Y v 0Nl 1N TIinn Windows n'2u9nn N>V NNIVRODIX NIX DDA D' DN
TIX "1290N |9IN] NNY'Y BB10NR'" N ,Windows 10 TR .N7V9Nn NdWnN 71N ntoskrnl.exe '0*711mn
ntoskrnl.exe 721770 |'2 W'w NIpwnNNl [INRN NN 7V y'owny [9IX2 Windows 7w nnLaxn 77N
- NYNNYAY N'AI7100 ,"NRT7RI0T NO0IAN NNLVAXR" VD01IZN TAIY WTNN 77NN 7N .nninYg
,Virtual Trust Levels (VTLs) NIXA7aw NITTIAN NIQ'20Y Ndwnn NX 7707 12 Hypervisor Hyper-V
7w N2IN1 N NIXWANN N2DW) Ring 0-2 YW 112WN 12YaY NN .N7wn NIRYANL [ND'T DNX 729wW)
N2N2 NINIAA NIXWAN DY Secure Kernel X1j7aw 191 7017 o7 VTL 1-2 1'7vnwd VTL 0-2 vy (Tavnn
X DIINNY Hypervisor-n 1NN NINYIYN Y 2 .0%1'W 700 178 1wa7 2100 X7 (NT [707) NT-n 1w
IX DIRY NT NINEL,2DY 7D 72V VoW1 [IND'T2 NAIND 707 Nwa? 710! XIn ,Ndwna n710'-72n0 Nivan
N'NNIN'YN] DT 7w nyownn .Second-Level Address Translation (SLAT) niyxnxa VTLs-n 2 NTI90N
NYIIM X721 nYAmM XN NN 07NNy Hypervisor-7 12w N7u9nn N2WNa NIX KN NT 70 'Dw

QIR

NT-N 22771 12ynn 'R ORIR,DNTHIRIVTYT NO0IAN NNVAN 7Y DIY'NI 11NN NN A'YK NT 1NKN]
TN NIR7I Isolated User Mode (IUM)-2 D'wnimn Diw 'R ,wninn (Secure Kernel) nivan 2177

NN DMIYT AAT? 17 YWOXYT7 T "MANOY "7 A'¥X

,N1NN Ax"p

Ny

— Virtualization Based Securityn'sT"2X101'1 NDOIAN NNDAN
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n2'2A0N NMTaN

NDIWN2 WNNY ,NIDINN 7Y NIRIDIN NIXONAN NX DO7 I'N'WI ARIRY NI7IVON MNN AIVY7 1D

:(VMWare-2 D2 wnnwin? 1721N) Hyper-V 122 7v yN'w NIIXN 7 n7u9n0n

Microsoft Windows 11 Version 24H2 (OS Build 26100.7623)

NN (VBS) NXTXILYY NOOIAN NNVAXY T2 Memory Integrity NI2INN NX 7'wonY 't a1wn

NN 7717 "D Hyper-V-2 D'ynnun DNKX DX .'XTYRIVIYA JNIN DO7W Taynn DRN PITa%1 nyoin

:NTIPON DY nested virtualization DWOXN DNXRY IXTIN ,D27¢ NIFZXRIVY'IN NRIDAN

Set-VMProcessor -VMName <VMName> -ExposeVirtualizationExtensions Strue

N'NN NIRIVYIN MIDNN DY DO7W NIPWANNNNY T Guest Integration Services-n X D'WONNI
Command -0 NX NN9X NN 77PN DX 2277 'O .AATN-NPNYAI DY QIN'Y QWOXRNI Np'n

NIRAN NITIRON DX VXAl 7N ma Prompt

bcdedit /debug on
bcdedit /dbgsettings net hostip:172.23.128.1 port:50020 key:1.2.3.4

:Hypervisor-n NxX 2277 7'awal

bcdedit /Hypervisordebug on
bcdedit /Hypervisorsettings net hostip:172.23.128.1 port:50030 key:5.6.7.8

Set-VMProcessor -VMName <VMName> -ExposeVirtualizationExtensions Strue

NI IT DN N, (Secure Kernel) NAN 722770 NX 2277 7'2aW2 qWNN2A NINKNN AN NWY)

2277 1> WinDbg Preview-2 wnnwX .Hypervisor-ni 721770 DX 2277 7'awa N'0or'7znamni nx'znmn

0NV NX

— Virtualization Based Securityn'XT'2x8107'1 NDDIAN NNDAN
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?Hypervisor Inn

N'NY NAYIN [N NNK 70U 72 ,'T'9 2WNn INIX 7V n'7U90 NIdWwN nnd 7'yon7 "WoNn Hypervisor-n
|'2 DNIX 7001, [I0NKRI TAYN L|NI'T 10D AUNNN 7W D'ARYNN DR 70 KN .N7wn nnin 7y nyio
NIDIN 21TA7,7'27N02 NIIY ATIAY NIQA0 YNINT7 TWOKR,NT NIDTA.NNTION NI NIFIRIVYIN NRDAN
NN 2u19Y 1210 :Hypervisor 7w D10 W W' .21WNAN NID NIX NI 210 7¥171,NIRNN DX D07 71
D'DAYT 950N N7 W' . 17wn NIRINN' NN TRX 727 ,nnion n7u9n N2wn 7un 21w ,2 a0l nninn 7y

VTN 'R IR 12T 2'2Vn?1 Hypervisor-n Oy YN

-2 NNIT2 ,090n Hypervisor-ny NIYY21197 X112 NIIRD N NDIMNE NN T — Hypercalls o
.'NNNNY Hypervisor-7 NNINNA X'N AXNPN DY9NY 71 ,syscalls

.NM721 NVYY PYNNd D'wNYNY MSR MR 7¢ Nn7w nNown 1 Tan Hyper-V — Synthetic MSRs o
Synthetic MSRs n1tva .n'7v9nn nNdwn 1Nt wnwnw HV_X64 _MSR_GUEST_OS_ID :XxnaIT?
DININ D'NINYT QUIN Hyper-V-w (SynIC) Synthetic Interrupt Controller-n NX 1 Tan? 212! NAIRN
Hypervisor-n "2 YWWpn? 17 NWONR'Y D'7XRIVY'T DIPNN X7 17 11VW nn ,(enlightened guests)
,'NNIN [7NN7 X7IR VX277 IR Hypervisor-n 78 W' AWz 1ayn 7w nng'n NI7Ivon X477 NI
.SynIC 7y 7"aox \wnin

DA .(Virtual Machine exit) N'7X107'1N NAIDNNN NXY7 117 DNANY ARNP IRNNY YR — VM exit o
EPT violations-n ,VM exit-7 D7 NI7I2' NIIRD 7w Ninion D171y ,wN1on hypercall-7 XxNj7'7 "7
NIIND T 70 NIYXIanY VMX-n D71y ‘75 oy VM exit-7 niNa? 7211 .Control Registers-7 nand Tvi

JIYIY AW N 7v ™ 117 Dann [nmimww VMRESUME ,VMLAUNCH ,VMCALL |12

NTIV 'WIVO 7¥W TN 7V Y'7NR PAYNNT7 "IYnY M7 X ,inIv? Hypervisors 7V |8 2'NIX X7

.hvext WinDbg-'7 qoinn 7v1,00X NOWA Hypervisor N2'N>Y

Synthetic Interrupt Controller (SynIC)

01IVI'RN NITY NOPD 1727 ,NINDD 7V NXNY7 'MNND DYWNR 2V YT 'R Tayn? ,NMMmy Nnina
7> '971 D1IWN D'ADINN interrupts 72p'w interrupt controller-n X 120 ,|2'7,11907 MOV |1V IX

NIRNNN NTIAYN DX VXA DXNNAY ,Tayn? DNIX 1y
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APIC 1> NiIdN ¥' 0'NTIN D'TAYN? ,'7R10017 DT 75 DR 1907 2N NIIR Y'Y Hypervisor
Local oy TnQ interrupts-a 719'0N NI7un D'TINY ,NNITDI posted interrupts ,Virtualization
79041 interrupts-n NX 72777 'RONXW ,Advanced Programmable Interrupt Controller (Local APIC)

0" 0" DY 'WJFJ'\'? TVIY 'MNIN Pwnn |'T1V N7 NNT o2 aX,0na

NIXI71 K'NI DWYRNN Hypervisor-1 NNIX DAY TN DK NIRYY TVRY UTN N1an YTain Hyper-V- 34
D'WIN'RE NIYTIN 71019 "R10717019 pwnn RIn SynlC .the Synthetic Interrupt Controller (SynlC)

NI 9*7nn X7,LAPIC DY TN TAIVW D™IND1'ON

D"IATIA TN ,O'TINY 5-0 NIN9A TIVI NMAYA NIX 12007 2071 7 'l Q10N TIXN XAn ,7'7nn °

.0MATH v AN niaNInnn DX NIRAYY 73 XN mi ity T
17! SynIC-2 wnnwnw (Virtual Processor) '78107'1 Tayn 7D

Jinterrupts 72y vy Nyv'w 07 0Ny — 16 Synthetic Interrupt Sources (SINTO-SINT15) e
SINT2-2 wnnwn 795 N T2 VMBUS XnaiT?

NMIRN 7 'T'ON [ND'T7 noIM'w 4KB 7w TNy — The Synthetic Interrupt Message Page (SIMP) e
SINT 257 nTimy —0'na 256 7w niTiny 16-7 771nY

2w nITiMy 16-7 721N |3 Daw 4KB 7w Ty TV — The Synthetic Interrupt Event Flag Page (SIEFP) o
NIN 012 70,'9'¥90n SINT-N 72V 0'722TN NNAYN? Wi N7 Ty ,nTiny SINT 727 m1aw) 0'na 256
'NDIN TNy index-N VXA T 2y ax N X-wd Y SINT-7 mp X k"™ XniT? imiynwny 2T
SINT-n 900 ' Y-1,(IT npI'7na 0o 2047)

'Y 7w NAIBN 1NKY7 ,STIMERO-STIMER3 ' 7y Draxi'n — (Synthetic timers) D""ov1'o n NV 4 o
.SIMP-7 HVYMSG_TIMER_EXPIRED nyTIinN NX 1'2y)

.'NDIIN 2¥NN NIX QNI X171 0NN Hypervisor-7 traps-n NX 2IN>'w nn — Configuration MSRs e
1707 I NIXa SynIC n7yon'? DwNn

.7 SynIC ]pDRW TWK? T2 0x40000003 leaf-2 CPUID NX X' MIRN - .1

.HV_X64_MSR_SIMP-7 17w N2IMdN NX 2N NIIXRD |ND'T2 4KB 7w Ty Yi'ana - .2

HV_X64_MSR_SIEFP 7'awa 2 2% m>"aTImik nwya .3

auto--1,mask ,vector-n oy HV_X64_MSR_SINTX 2INJ1,12 WNNWN7 |1DNN NMIRNY SINT 72112y .4
.NX¥"1Y '9) EOI

DY NIYY7 nn YyTIw "1 Interrupt Service Routine-n NXI Interrupt Descriptor Table-n NX Y Ta1 .5
‘171w interrupts

LNDNN Y2XI0YN TAvNA SynlC YWOR? 'O HV_X64_MSR_SCONTROL 7w 0 0'aNX 11 .6
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N'N nvan pa SynlC 7w 7INNK 7Y N'RONRY securekernel.exe-a n'¥jaIon

:ShvlplnitializeSynic

_inte4 _ fastcall ShvlpInitializeSynic(__ int64 Context)

unsigned __ int64 HV_X64 MSR_SIMP; // rbx
char v3; // di

// Configure SINT@ (HV X64 MSR SINT® = ©x40000090) .

/! vector = @xFe

J/  Masked =0 (unmasked)

I/ AutoEoi = 1 (bit 17)

// This is the vector the synthetic timer below will raise.
__writemsr(0x40000096u, 0x20@F6u);

// Arm a synthetic timer that delivers through SINT@.
ShvlpEnableSyntheticTimer (1073741968, ©);

// Read current SIMP (HV X64 MSR SIMP = 0x40000083).

// The hypervisor pre-populates this with a default message-page GPFN before the SK initializes.
// The low 12 bits hold the control flags (bit @ = Enable).

HV_X64_MSR_STMP = _ readmsr(@x40000@83u);
if ( (ShvlpFlags & 1) =@ )
{
V=8
}
else

// Bit @ clear -> override with the SK's own message page
V3= 1;
HV_X64_MSR_STMP = (ShvlpSynicMessagePfn << 12) | HV_X64 MSR_STMP & @xFFF;

}
// Map the chosen GPFN into the boot address space at [al+8x18]
SkmmMapBootPage(*(Context + 24), HV X64 MSR_SIMP »>» 12, 2);
// Extract PFN from PTE, claim the backing physical page.
if ( !v3 && !SkmmClaimMappedPage(*(Context + 24), @) )
return @xCeBBOO43LL; // STATUS_SHARING_VIOLATION
// Commit SIMP with Enable (bit @) set, activating message delivery.
__writemsr(@x40000083u, HV_x64 MSR_SIMP | 1); // Enable the SIMP, preserving the hypervisor-assigned message page.
return @;

3

TN Synthetic MSRs DY 117w WIN'WN NN DNIAN NIND7W Nlipn "X ,NTA AD1INN TINYN INKY

.Hypervisor-n ny

Virtual Machine Control Structure (VMCS)

Virtual -n nimnx nnn Xint (Virtual CPU) vCPU 727 VMM-n ' T' 7v 7n1anw 01ina nian Xin VMCS-n
VIO VMM-N ,NIRIY NIFZRI0Y'T NRIDA 2 A¥INN Wpna 'Y 722w) Machine Manager (VMM)

.NMIDN NNIX 7 DY7XRI0Y1N D' TAVAN 7W 'NDIIN A¥NN IR V' TAT D'RNN VMCS
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NI NN W 7712 VMCS-n

OTAIT'R NYT TAynn ¥, NRI0YYT NADNN VM exit 17 n'n'w) :Guest-state area o

72V NUMY NP NNIRNN NN VM exit MNTYA N'YRIVYY NIIDNN RXAWD :Host-state area o
TAYNN 7W D¥INN YPRN DR TN DT TR DRONINAN DNAIRD 2¥N NIX NIY'Y DN, Tavnn
N2V yaxn rip-w NI7IYON DX Y¥A7 1'wN1 [Dn INKR71.NIRNY NIIRNN

.VMX non-root operation 2¥n2 Taynn NI71vo1 107w NITY :VM-execution control fields e

VM exits-2 0'07IWW NITY :VM-exit control fields e

VM entries-2 0'071WY NITY :VM-entry control fields e

vmx NZ1V9YW INK7 NPY NIX'AWN 190N NIX A'¥N1 TA72 ARNP7 TR VM exit information area o

.N7wm

7¢ 1TAN DX 2D DAI7IDLVN NITIO 7V AN AI7aN DX N7 DTN Intel VT-x 7y qon y1n?

70

VTL - Virtual Trust Level

Windows-2.(Virtual Processor) "7X107'1 Tavn DY NMWIZAY nX¥IN DTN RN Virtual Trust Level (VTL)
,NI02N 7170 YN VTL 1-21 NT-n 720 yine VTL 0-awd VTL 1-1 VTL O, D210 IR Ninn 2 117 W

JI7NRI107 InR NN 16 TYd2 nin Hyper-V *77) |9Ixa

Second Level Address Translation (SLAT)

APNN7 0'7'9% 197 NAYNNN DX YTO'Y [INNKN AWIN2 VA ,NNTYRI0Y? 0'0QN NIN 12N NN TX
2IND7 21N N1DIM DWW DIzR NIFT'D NIANDY NY¥7I002K NIINA TAaynd NIYRIVYY [ND'T NIAMmD
NNINT NWAT7 070" D'D'7NN AW .07Y IRI0YYN [ND'TN 2NN DX W' DN 727 DI N9 NAImdY
12V . TAYN2 NIAININ DIAANT7 NITIN MWOKX T 2T .DNNXK NIFT'D NIAIMDY NIYVIANAY NYRI0YY NAIND
page- 17NN NIAIMD DIANN? NIYAWNAN NIX?A0] D'V TTIZAN D'V NTY XA NYZXRILYYTNAIMD 7D
.NIN2N N720N 0'02 7w N'T'9N NAIMDY N191 N7202 NXIPIN NNIWA 7D (D' TN720 1avn) table walk
NN2A0NN 190N NX N'7'ONY Page Table Entry (PTE) NR171N NnIwAn ,NINNXKN 07207 D'Y AN TWUNRD

JUIN DWRAN NIFDT DRI 720NN 'T'oN QTR v
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7'"70NN 7w awpna CR3 MAIRD T 7V NN NNAIMDY ,PML4 n720n 7'nnn (page walk) 0'oTnNavn

.Y NX y¥a? nomnn

30

N'277'NA NYWTN NN N90IN T 72V, NIAIMDN DN '70N2A NO0I1 DAY NA'XN AN NUXTIRI0Y
IN Second Level Address Translation (SLAT) X172 ,nNnin NUXT7RI10T 7W 1T MDD .NIK?A0N
[12221 7V NOOANA X'N .INIXN NIDAN 7¢ 179N IN2'TN DR 'RI0YI7 1907 NWONN  nested-paging

:DIIY NN 'ANN 4 vy Tanw (EPT) naniimn 0'sTn nao

N2IDN2 0'¥N 0D'Y70NN T 72V NIXNA (DY 19D NIFZRIVY'E NIAIND - Guest Virtual Addresses (GVA) e
DRI

NNIIXD N7V9NN NN T 7V NIRDY [NY 9D NI'T'D NIAIND - Guest Physical Addresses (GPA) o
JT'9 [IND'TD

.Hypervisor-n T 72y NIXY1 [NW '90 NIFZRIVY NIAIND - System Virtual Addresses (SVA) e

.NNIN2 'T'ON [IND'TN 7K NIYVAXAN NIFT'D NIAIMND - System Physical Addresses (SPA) e

AN DR RNPY 210 K7 NIRNY D ,NIIRD 7W1 Hypervisor-n 7@ [IN2'TN 'anin DX 77N )2 '971

.Hypervisor-n 7w |IN>'h

niN7I1ya ['a1aynn

.0"MynNn 07NN DX N7 7211 ,MKNN N1ANY 0'02 117 W 0'U901IN , 0 AYINN 7V 11N2YY 1'UdY

?0XVY] DT NNY,'T'90 AUNNN 72V NIXR N2 YO T Windows 70317 7D ,NnTizina 'MavxY '9)
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NOIYN NX 077NN 11NIX L (1I'wdoyn VBS awing X1j71) NXT9RI0YY NO0IAN NNLVAN 7Y Naxnn 0y
D2INA TPM (120 n7u9nn Ndwn 7w D'wan D'P7NnwD ,NIvan D771 7200 071v7 n7venn
MW Memory Integrity X'n VBS 7¢ N"Mj'v N1IDN .NIVAN O71YN 7w [ND'TN 2NN NN 0'Muniia
NT 7V 2IUN7 CWOK,[AT INIKQ NXIN D710 7021 2'ND NINY (N7 TIy'? [N X7 Hypervisor-n Dxya
-2 NN NNRWY 715t X7 VTL 0-w 7922, (Executable) X-1 (Writeable) W n'2a1h '7u XOR n'71V9 nxind
NNI90 T NRT 700 nivan mpgnwd VTL-1 X VTL 0 7w SLAT-n 7w D™wan [SLAT
2w TLFS-nn "20nn qaixn ,0x000c hypercall-n *1* 2y nx1j7w HvCallModifyVtlProtectionMask

:0910N7'N

15.15.2 HvModifyVtIProtectionMask

The HvModifyVtlProtectionMask hypercall modifies the VTL protections applied to an existing set of GPA
pages.
Wrapper Interface

HV_STATUS
HvModifyvtlProtectionMask (
_in HV_PARTITION_ID TargetPartitionId,
_in HV_MAP_GPA_FLAGS MapFlags,
_in HV_INPUT_VTL Targetvtl,
_in_ecount(PageCount) HV_GPA_PAGE_NUMBER GpaPageList

[IN2'T 'NIIV 7V NIAN NNYY [1'0* 721,131 N2IN1 NN VTL 2y 27 ninan 0'w'? 710 VTL D |'¥n "a0nn

.HV_STATUS_INVALID_PARAMETER N'Tn* RAM-2 D'Rx¥N1 K7W

X'D NIFNY N70'w TN MIYPNN TR ,00'12 MY MIYPEN 'K NN nMIax'Ta N7 |N1Y '9D

.Hyper-V Hypervisor-n niyxnxa
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Normal mode Secure mode

Windows | 1 ualization-based security

Applications

8
=
c
(]

el
(U
S
¥

Other isolated
services

Secured kernel +
Code Integrity

- OE E N W N W W N e mmom

Hardware

72w hvax64.exe ,Intel *Tayn 72y 0'00IANW D'AWNN] hvix64.exe yalzn *T* 7V axI'n Hypervisor-n
Intel-aw NN ,NNIVRPV'IXR 701 MY [DIX] NIYNAIMA DXTIRI0YIN NN .ARM-1 hvaa64.exe-1 AMD
AMD- n'nt AMD-1,SLAT-n1 Virtual Machine Control Structure (VMCS)-n nX 127 X1a'w Intel VT-x e
ARM Virtualization X' namn ARM-21 Virtual Machine Control Block (VMCB)-n nx 117 Xa'w V
, hvix64.exe Hypervisor-2 T7nnl 12NN .NINXKNN MW Hypervisor-n 7w n07A 70w ndd Extension

Intel VT-x-n NX Dw'mwv

hvix64.exe-n '7*Tan7w) ntoskrnl.exe Yalpn NX NN91 VTL 1 oy ©'wpnn VTLO 'R 1an? 7'nnin'? 7'ava
'on? D1 Nnw 9% VslpEnterlumSecureMode N'¥j7119%7 27 D'WAI (NNIVRPVDIX |2 NAIT A D
I7'V9'Y NI'Y7119W 17 IN'W .NI1VAN 72072 Isolated User Mode (IUM)-n Dy 'nw'7) NNIYZN NYXaANNnY

Virtual DN DT N¥72190 217092 RN Vsl nniTen oy 17'nne (Secure Calls) ninwa nivpa

qvoInSecure Mode (VSM)

if ( VslVsmEnabled )
{
CurrentIrgl = KeGetCurrentIrgl();
EntryIrql = CurrentlIrqgl;
__writecr8(©xFu);
if ( KiIrglFlags )
KiRaiseIrqlProcessIrqlFlags(CurrentIrgl, 15);
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NPT INIY 071700 DWW DR, DY190 7W DIRTIND DIMSNN 7V 70N01 DX

.N10aN 7777 NT-n 7pn namdro nwj .1

07 NI71YS DY poynn X7 NILVIAN pnY (N NT-N 717177 NIVAN 727PNN NINDYI'OX NP .2
-1 719'02 DA NXT NIKTYY? CWOK) NT-D ‘1P NIYRAIva wnnwn? 1y KinLI/0 Nk ol
NYPAN INX7 NIvan 77pnn Nt w/oivvon NX 721 naw HvCallVtlReturn hypercall
.(nnYww

.n1van 717 Isolated User Mode-a 0''7nnn niwvia .3

27122 SKCALL 0"aIX ' [IWRIN VINIIRNY Windows Internals 7™ edition part 2 1902 117 MK

:ND NITY '7'2'1 y¥27 NX1IW N71V9N NIX 1'AVn? INNVNY 0'N2 (0x68) 104

.'mnn yN' Thread-nw 1"7nN7 Handle-n — Secure Handle o
LOPMAIRT 'O YT 7'w MDL-7 yraxn - MDL e

.Thread ID (TID)-n1 Process ID (PID)-n NN XNNU Y —-CID o

Secure Service Call Number (SSCN)-1 lwxIN 201192 SKCALL N7a7n n'¥2190w DY T 11NN I'WDY
{7101 X197 NINMPN 72 7w NA7¥N INRT7 ,VX¥AT7 NXIW D719 N IWRIN 100190 .1IWN 10N1o]

NI719N 7w D'RAN DTN DX

.(N1V27 NT-n 717jm) 0720 AP INKRT 178 TN N0'D IX Secure Thread 7w n¥xinmownn—-0 e

dispatch-n NX717 NXx7 117 non Nivan 7170 ,enclave YW AWPENa Y1 'NdIDN thread-n DR —1 o
IRQL-2 nya7 72

NILaN 77PN W yalpa luminvokeSecureService N'¥7I9N NX 17'VO'W D'NN'W? NINNP — 2 @
.VTL 1-1 securekernel.exe

.Translation Lookaside Buffer (TLB)-n 71 -3 e

DAl 7777 0'RNNN Hypercall-n N7 7y n'RINR HvISwitchToVsmVtl1 n'¥2119nw NX11 11NIX 1'WDY
N'Y190 MTYa poon NT-n pw nn'wn nwpa 210% n720'w nnn naiwnn n7apy

:PsDispatchlumService
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while ( 1 )
{
LABEL_38:
if ( (BYTE4(xmmword_148FC5B58) & 8) != @ )
{
EtwTraceEnterVtll(vs, Sscn);
// Round-trip into the SK.
Hv1SwitchToVsmvt11(@, SkCall, SecureThreadSaved);
Status = *({SkCall + 8);
EtwTraceExitVtl1(v5, Sscn);

m
1]

¥

else

{
Hv1SwitchToVsmvt11(@, SkCall, SecureThreadSaved);
Status = *(SkCall + 8);

}

// Return-reason: 6=done, l=early exit, @/5=PsDispatchIumService,
J/ 2=TUM syscall (UM), 3=IUM syscall (KM); bit 7 = SK-requested int 3.
v18 = *(skCall + 1);

if (vig <8 )
{

/f if bit 7 of the return-reason byte is set,

// NT executes an int 3 which will break into the debugger.
__debugbreak();

(skcall + 1) &= ~0x80u;
vl8 = *(sSkCall + 1);

n1vaN 717PNWd YNNI Normal Call-7 17w N0'0N NI Nwnwn PsDispatchlumService N'Xj1190

:NT-n 70777 n1van 77NN NIRMEN DR 700N n¥a19n SKCALL-N v aIx '97 5 I8 0 01VVO 'TN!

switch ( *(SkCall + 1) )
{
case @:
LABEL_53:
PsDispatchTumService(SkCall, v21, v18, v19);// Reason @/5: NT service callback the SK needed.
break;
case 2:
if ( !CurrentThread->PreviousMode ) // Reason 2 from KernelMode -> STATUS_INVALID_DEVICE_REQUEST.

*(5kCall + 8) = @xFFFFFFFFC@00O0O30ULL;
break;

}

hypercalls-7 X177 '7'awa vmecall Ind N721¥9% AR DIY 'RY AR HvISwitchToVsmVill nryj7a19a
yay¥nn oy N2 ITKR7 DR KID OW7 DNIRG RN 70'W TN yopn ,0''RNNn

2 DR I'7R NRNPNY HvlpVsmVitlCallVa

result = (*&HvlpVsmvtlCallvVa)(al, SKCALL, KeGetCurrentIrql(), SECURE_THREAD)
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INXR7 NXN |nTa X7n'w PIT'RANAITY [N N7 ,NAT 200 1II'RITRNY DR |N2'Ta >noiwd AL

SNNIR' Hypervisor-nw

CFGRO:0000000141201860 HvlpVsmvVtlCallVa dq @
CFGRO:0000000141201860

1: kd> dg nt!HvlpVsmvtlCallva L1

ffff800 ded401860 fffff800 6c60000f

1: kd> u fffff800 6c60000f

fffff800 6c60000f 488bcl mov rax, rcx
ffff800 6c600012 48c7c111000000 mov rcx,11h
fffff800 6c600019 0f0lcl vmcall

ffff800 6c60001c c3 ret

fffff800 6c60001d 8bc8 mov ecx,eax
fffff800 6c60001f b812000000 mov eax,12h
fffff800 6c600024 0f0lcl vmcall

ffff800 6c600027 c3 ret

77w oy vmcall NN NNK,NITYZAID 'MW 700w ¥R TIR VOPA N21ITAY XN 70770 7w KT ATl

.(18) 0x12 n™wni (17) 0x11

hypercall TIpw nIxY? 72211 vVOI0NP'' 7w TIV'NN 7w Appendix A: Hypercall Code Reference yoja
0x12-1 ,(Secure Call) nnivan nwpan NNY? NNIK wnwnw  HvCallVtlCall nxpas? e e 0x11

.NYZ2N 010VO/WN 72P7 NNIK wnwnw HvCallVtlReturn-7

Hypervisor-n NX D"INIQ

VM exit .17¢ VM exit-n NO'X NIXT? 117 AN ,vmcall-n NXM7 DX D'N71IY 11NIX NO'RN 112NV 1'WDY
NIX DXV NTY ,VMX root N71¥97 VMX non-root N71y9n 9'7nn Taynnwd MIpY YIN'R7 DY KIN

.Hypervisor-7 n¥x1nn NX D"1'ayn NNINY

172w 0712010 117 'Y 2MB 7w yaiz Nk N7 9TYINN 172Nn0K0' T2 hvix64.exe Yalj7n NX NNO)
Saar NN W' 17T N2NY ,Yalpn 7V DMTIZ DKL DNPNNA NIRYZ KIN 210 DN QTN 280N NTWdI
17W71 DN 2 7TAN YXAT X'D 0NN NNR PN DY 17 01TY7 NIID'W NIV'Y Nnd 7Y ANdW Amar
770 NT'N2 NIXYY "1 1j7'V2 N2 D'YNANYA NIYTIN MZINY NXID] NP'100 K'N 0NN |2 7Tan .0n1A
TIX 77 DRI NYTNN DY MY NONAN 7W ARIIYN NNTYA ,NN0N9NNW INKT7 NW7IN NIgin Ndwn v

A" NN YXIAITR NT'RA NIXY71 WY1 NN |]O'7 on 7221 NIYAY Nn
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I7X7 D'TINRN NN DHY NIYRAID 17'K NIXYYT DY 1R ,N'DIYO0 N'Y71190 117 NOOXR K7 117W Njzna
127 MIR K7W 02T ,sub_xxxxxxxx IR NI'YAI9N 72 0'7120'0 X779 NIKAT7 N2 ,nnaT? .07 vy
NI'NI9NN 27N 7w DWUN NN NT? 72211 ntoskrnl.exe-7 hvix64.exe |2 "IN 772N Y¥11 OX X ,9N20N
YaImm DMIT N9 N2N T N727Y NIRNY AWON L [DINAY DINWAN NINY NI AW DX NRYYI

:IDA-7 BinDiff n121na mMwnnwin X, TNX Ndwn

ﬁ Matched Functions m]
Similarity Confidence Change EA Primary MName Primary EA Secondary Mare Secondary Con|
1.00 0.99 FFFFF8000... _ GSHandlerCheck 000000014... __GSHandlerCheck

1.00 0.99 -—--—- FFFFF8000... sub_FFFFF8000022DC70 000000014... SymCryptWipeAsm

1.00 0.99 ----——- FFFFF8000... sub FFFFF8000022E060 000000014... SymCryptSha256Append

1.00 0.99 ----—- FFFFF8000... sub_FFFFF800002512AC 000000014... KdpQuickMoveMemory

1.00 0.99 ------- FFFFF8000... sub_FFFFF80000321EB0D 000000014... Uart16550LegacylnitializePort

1.00 0.99 ----—- FFFFF8000... sub_FFFFF800003220C0 000000014... Uart16550SetBaud

1.00 0.99 ----—- FFFFF8000... sub_FFFFF800003222DC 000000014... UartpSetAccess

1.00 0.99 ------- FFFFF8000... sub_FFFFF80000322588 000000014... TalpssPciSetPower

1.00 0.99 -—--—- FFFFF8000... sub_FFFFF800003227D0 000000014... IaLpssSetPowerDO

1.00 0.99 ----... FFFFF8000... sub FFFFF80000322880 000000014... IaLpssSetPowerD3

1.00 0.99 ----——- FFFFF8000... sub_FFFFF80000322B30 000000014... SpiMax311GetByte

1.00 0.99 ----... FFFFF8000... sub_FFFFF80000322E74 000000014... SpiSendi6

1.00 0.99 -——-—- FFFFF8000... sub FFFFF800003A57A0 000000014... HvcallpExtendedFastHypercalWithO...
1.00 0.99 ----——- FFFFF8000... sub_FFFFF800003B2380 000000014... memmove

1.00 0.99 ------- FFFFF8000... sub_FFFFF80000230C50 000000014... SymCryptsha256AppendBlocks_xm...
1.00 0.99 -—-... FFFFF8000... sub_FFFFF80000321F50 000000014... Uart16550PutByte

1.00 0.99 ----... FFFFF8000... sub FFFFF80000321CEQ 000000014... Uart16550GetByte

1.00 0.99 ----——- FFFFF8000... sub_FFFFF800003B2750 000000014... memcmp

1.00 0.99 ----... FFFFF8000... sub_FFFFF80000322080 000000014... Uart16550RxReady

1.00 0.99 ----... FFFFF8000... sub FFFFF8000022DFCC 000000014... SymCryptFdefRawMul

1.00 0.99 ----——- FFFFF8000... sub_FFFFF8000022E200 000000014... SymCryptSha256AppendBlocks_shani
1.00 0.99 -----—-- FFFFF8000... sub_FFFFF800002A18F8 000000014... PopInterruptSteeringEnabled

1.00 0.99 -——-—- FFFFF8000... sub_FFFFF8000032CCD8 000000014... MmHasImageBeenImportOptimized
1.00 0.99 ----—- FFFFF8000... sub FFFFF80000322C90 000000014... SpiMax311RxReady

1.00 0.99 ----——- FFFFF8000... sub_FFFFF8000021E4E4 000000014... HalpTimerGetInternalData

1.00 0.99 -—--—- FFFFF8000... sub_FFFFF80000322530 000000014... TaLpssInitializePort

1.00 0.99 ----——- FFFFF8000... sub FFFFF80000322AF8 000000014... SpiMax311BufferRxData

1.00 0.99 -—--... FFFFF8000... sub_FFFFF800003229DC 000000014... Spilnit

1.00 0.99 -----—-- FFFFF8000... sub_FFFFF80000322C00 000000014... SpiMax311PutByte

1.00 0.99 -—-... FFFFF8000... sub_FFFFF800003220E0 000000014... Uart16550SetBaudCommon

1.00 0.99 ----—- FFFFF8000... sub FFFFF8000022D91C 000000014... _ GSHandlerCheckCommon

1.00 099 ----... FFFFF8000... sub_FFFFF80000322720 000000014... Tal pssReadCmdStatus

1.00 0.99 -—-... FFFFF8000... sub_FFFFF80000322760 000000014... TaLpssReadPmcsr

1.00 0.99 ----... FFFFF8000... sub FFFFF8000032293C 000000014... TalpssWriteCmdStatus

1.00 0.99 -—--... FFFFF8000... sub_FFFFF80000322978 000000014... IaLpssWritePmcsr

1.00 0.99 -----—-- FFFFF8000... sub_FFFFF8000022E5C4 000000014... SymCryptsha256AppendBlocks_ull
1.00 0.99 -—--—- FFFFF8000... sub_FFFFF800003A5BCO 000000014... KiEncls

1.00 0.99 ----... FFFFF8000... sub_FFFFF8000022DBE4 000000014... SymCryptInitEnvCommon

1.00 0.99 ----... FFFFF8000... sub_FFFFF80000321DF4 000000014... Uart16550InitializePortCommon
1.00 0.99 -—--—- FFFFF8000... sub_FFFFF80000322E3C 000000014... SpiMax311TxEmpty

1.00 0.98 ----——- FFFFF8000... sub FFFFF8000021E920 000000014... HalpCallEfiGetTime

1.00 0.98 -----—-- FFFFF8000... sub_FFAFF8000022D998 000000014... SymCryptCpuidExFuncEnvWindows...
1.00 0.98 -----—-- FFFFF8000... sub_FFFFF8000022DC40 000000014... SymCryptWipe

100 0nag EEFEER000 suh FEFFERNONNI2EZEC 000000014 SumCrvntSha?SATnit

|I'o'm X ,n7uni 0.98 7w INL*aI N7yni 0.99 7w [T DY N'Y7AI9 73 hvix64.exe-7 12N7 'MIN2 IR
NDIYN '¥AP @'90N 7 MIvnw TNK7 .NI017 NIY T D'MY97 NIY I'N [T 0.95 Dy NI'Y7119 DA
gerhart01 X'W [IN"9N UOMPO NX YIN7 NKIN [P0 INX7 'M'YYY 12TAI,NIY2I9 NN T 'y

.09 |'"AT V9RPON .IDA 9.2-7 IMIX A TYYI
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VM exit handler-n wi19'n

,77T0 NN N7 R VM exit 'wIN'Ra 790N D'NAI9N NIR RIXAY 'R 2V DITYVIMN 01T 190N !
“[%d] MinimalLoop ,2'v%7 NX¥X NNX NTANNI Yalpn ¢ nitnnnn 75 IK? “VM”7 mwon
N> NXNIY NN NNX AR 71 DTNnn? WMX_EXIT_REASON_INIT_INTR. Rebooting the system”
7v NI2'0 D'MNINN D'TIR YW NP TAI DNAIKT NN'YI NYRAN QpY VM exit 'WIN'R N7NIMY ntYion
NPNAN AR XY 1D ,vmresume NI7IYVO wONT7 07D 11U Itn NTNNNRN X977 VM exit 'win'x
NIX AR Alex lonescu 7w vmx.h yaizn 7y 75N01 .(resume) NNIX 'wNNT 0DMX INIX NY7RI0TN
NN Na'on NN Ayt (18) O0x12 wn NnarT? NPT ANASNY N7 DMRNNN DTN

N7 121 hypercalls 710" 7V N'RAINK N'¥2219 IT'R 17 ANNW VMX_EXIT_REASON_VMCALL

if ( exitReason I=1)

switch ( exitReason )
{

case VMX_EXIT REASON INIT SIGNAL:
sub_24C9CR("[%d] MinimalLoop VMX EXIT_REASON_INIT INTR. Rebooting the system\n", *(self + 168));
v4d = 3099;
goto LABEL_244;

case VMX_EXIT REASON EXECUTE CPUID:
_RAX = **y76;
__asm { cpuid }
vbb = RAX;
if ( **y76 == 1073741828 )

V66 = RAX & OXFFFFEFFF | ((qword BICE@ & 1) << 12);
v7 = v76;
**¥y76 = v66;
*(*v7 + 3) = _RBX;
*(v7 + 32) |= 6x8eu;
*(*v7 + 1) = RCX;
*(*v7 + 2) = _RDX;
LABEL_89:

vh = v/3;
goto LABEL_213;

case VMX_EXIT REASON EXECUTE_INVLPG:
goto LABEL_213;

case VMX_EXIT REASON EXECUTE VMCALL:
v60 = HypercallHandler(v5, &77);
vie =7 )

HvCallVvtiCall Hypercall-n n2'po

7'wo! Inw hypercall-n TIp DX PITA"Y switch Yo XM HypercallHandler n'xj119%7 0131w (NXY7
7V NI'RONNY NIYZII9N N9'R NIRYYT 7210 TLFS-N NITYA 0TI 'MIYYY 19 ,NN'RNNN N'¥190 DX
Hypervisor-2 hypercalls-7w "21w 21wn a'¥19n0 72v 7Dn01w 197 .HvCallVtlReturn-1 HvCallVtiCall

:calling conventions 3 v

.r8 10T V791 rdx NAIRN T V77 1DVNIO 7w (Guest Physical Address) GPA 7am — Standard .1
.r8-1 rdx DMAINA DNAWINY VY 7Y D'VINIAN 'Y 73aM — Fast .2

.0'M2a 112 Ty 7w 07 21722 YNN7 T XMM MR nY'wl Nwnnwn — Extended Fast .3
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vmcall-n N71Y97 'R 1NNIRWOY INN HvlpVsmVilCallVa Xz [N T TR? NTNNIY In'wn DX

ANTED'XYN DNIXRY TN NIX N N7 21ayn 1NIXLI7RN 0'DYTAN NNXR Rl nY? o'RAiye X7 nNIx

{800 6c60000f 488bcl mov rax,rcx
fff{f800 6c600012 48c7c111000000 mov rcx,11h
fffff800° 6c600019 0f01cl vmcall
fffff800° 6c60001c c3 ret

N12Nn7 7x19' rex-w NXN]  Hyper-V 9w Application Binary Interface (ABI)-2 n'7'a0 nwpa'? NNT nllwa DX
variable-n NX Nay' 17-26 o' fast-n 72T XIN 16 V12 ,ARNPN TIZ ' 0-15 0'V*a 077N 190N 1Y
-¥ 117 NNNW NN .r8-1 rdx-2 V791 V77 7w GPA DY NX7N 721 rep count-n NK 32-43 0'V* ,header
NN11 TLFS-7 11TN] DX .Hyper-V-2 hypercall 7w ABI-n InX NIQj71v X7 HvCallVtlReturn-1 HvCallVtICall
'R 21" T2 DT XMM-0 M2IRENYON 120 DNAIRD 72 7w axvnn 7V Wi Hypervisor-n HvCallvtlCall-aw

.Hypervisor-7 Tv 70Tn 72 NX 0Na1 VslpEnterlumSecureMode-1 D'0INIAXN NYIRY

switch ( HypercallCode )
{
case HvCallInvokeHypervisorDebugger:
v12 = HvCallInvokeHypervisorDebugger;
v9 = 16;
goto LABEL_38;
case HvCallvtlcCall:
if { Tsub_236DDC() )
~_goto LABEL 31; _
SecureCallResult = SecureCallHandlerj;
break; _
case| HvCallVtlReturn;
if ( !sub_236DDC() )

{
LABEL 31:
vlie = 2;
goto LABEL 18;
i
| SecureCallResult = HvCallVtlReturn|;
'break; '
default:
switch ( HypercallCode )
{

case HvCallPostDebugData:
v12 = HvCallPostDebugData;
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-N VPMAIN .Virtual Processor-n N1an NX |'an? 210 AN ,NI0AN 72770 DX AN 1D ,'wmy 199

.0'Ion partition-7 Hypervisor-n 7w n'¥j7100aX Kin Virtual Processor

D'TaynY? (Virtual Processors) D'7XI10Y'I D'TAVNA |'2 W'D DX MYV 702 Hypervisor-n 2N 1NKY?
-0 IN N7U90N NDWN T Y NIRNIY 19D TNNNIN XN DTN RN VMX-11a17 Tayn) 0o 0reron

NN VIV'YN DX X1V 7w A1'72aN 7V '7oN01 . (Hypervisor

privilege -nI current partition-n Dy TN Virtual Processor-n OP"AIRY DT 12N DYTNAI7 1INIRY NN

-2 n™oN NN HvCallPostDebugData hypercall-a .gs NAINQAW NAINDNN D'1I0N VO'NA D'NX¥N] mask
-¥ N7 21 hypercalls NN ITN N'ANN DR MR (1PN ,0x1b0 VoO'NA bitmask Dy gs:360h
-1 NRMIY '9) A1A'TN V' N'9'X90 ,privilege mask-n N 0x2b-1 "current partition"-n n'n* gs:360h

.HV_PARTITION PRIVILEGE MASK enum

HvCallPostDebugData proc near ; DATA XREF: .rdata:00000000000029D8T0
; HypercallHandler:loc_3A33B7lo

var_18 = qword ptr -18h

sub rsp, 38h

‘mov rg, g5:366h|

mov r18, rdx

mov r8, rcx

[E} qword ptr [r9+1B8h], 2Bh|; '+

jnb short loc_28D52A

cmp cs:byte_6B0G4B, O

jz short loc_28D52A

call sub_ 251AC8

test al, al

jz short loc_28D52A

250 VTL-7 NN TN NN (110 INIX DY 1INIR,Virtual Processor-n KIN 117 MIXWIW NN 1'WDY

M7NNN .partition-7 X7 Virtual Processor-7 n"Tin" 071> on ,VtIMask-n ,VMCS-n ,"7n111 vmcall

2Un NIKNP MY 77 IMIK DIYI0 DNIRY MR Quarkslab 7w Mxnn NITval,gs NAIK? Do NIkaY

VM exit-n 7nn
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; __int64 sub_343D90()
sub_343D90 proc near ; CODE XREF: sub_23F040:1oc_23F4B21p

arg_o = gword ptr 8

mov [rsp+arg_0], rbx

push rdi

sub rsp, 20h

mov rbx, gs:0

mov rdi, [rbx+368h] -> Load VirtualProcessor Object
test rdi, rdi

jnz short loc_343DB2

loc_343DAF: ; CODE XREF: sub_343D90+201j
hlt
jmp short loc_343DAF

loc_343DB2: ; CODE XREF: sub_343D90+1D71j
xor ecx, ecx
call sub_343E40
lea rcx, [rdi+@EC@h] -> Pass VirtualProcessor + OxECO to
sub_3326D8 which later on passes it as the first argument to VMExitHandler
xor r8d, r8d
mov rdx, rbx
call sub_3326D8
mov rbx, [rsp+28h+arg 0]
add rsp, 26h
pop rdi
retn
sub_343D90 endp

Secure Call Handler-n

-n VPN 72 DTIR X¥IN X'D SecureCallHandler X'n VTL 177 112V7 nwpan DX 700NY n'¥2190
Hypervisor-n ,wTn VTL-7 0Maywd .0x14 0o'nn qon v aIX DN WNKR71,VirtualProcessor + 0x3c0
oy — VTL IMIX 7¥ 2wpna NI7IYON DX YN 7'Nnn Da X798, Virtual Processor-2 NRT TyNn 71 X7
Virtual -n n1an 0T "Current VTL"N NX 7010 Hyper-V .N1IW DMK A¥nl My SLAT ,miy VMCS
0O'NA 'NDIN ZXRIVYIN TaynNN T 70N "Current VTL" nTwn Hyper-V 7w 1TN NoNAal Processor
oI .Ya1D 7'WON NAKYT vaxn TN ,MRIVYIN Taynn 7w VtlArray-n 7vn N7 yvaaxnin — 0x3c0

AX' RIN VTL TR YN Nt 0paIRn N2 0x14 vo'na VilNumber nTwn
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void _ usercall SecureCallHandler(
_VIRTUAL_PROCESSOR *VirtualProcessor,
__int64 SecureCallReady

int currentVtl; // eax
bool isVtlInitialized; // zf
int mask; // esi

currentVtl = 1 << VirtualProcessor->CurrentVtl->VtlNumber;

isVtlInitialized = ! BitScanForward(
&mask,
VirtualProcessor->VtlMask & ~(currentVtl | (currentVvtl - 1))

)5

if (!isvtlInitialized && !SecureCallReady)

{
FixupVt1lORipToNextInstruction(

VirtualProcessor->VmExitInstructionLen

)5

SetupVtlTransition(VirtualProcessor, mask);
FinishTransition(VirtualProcessor, mask, 1LL);

-N DTN MR W7D KX¥NI Taynn 1AW VTL-n InT ,n'9'¥o0 Virtual Processor + 0x3c0 7w napna

XY TIP-ITIROON NX 'NDW |71 *7 wanwin IDA 7w decompiler

VTL 7w 2INNIND 2¥N0 DX AX'' 02 70 N bitmask-n M1 — 17NNIR DVTL 7' WNK 271V VEIMask-n
70w wniLYand 7'won VTL-n :0IYp NITY 2w 2'TNn Virtual Processor-n N1an ,a¥iny 's> .0'ion

J1DWN2 MWOX VTL 7D 11ay nnivn

-N NN DTRY XD 17W DIYRIN N71V90 ,)'wnn? N'RwN RPN VaIp SecureCallHandler-nw yana
Virtual -w D77 1Y [IURIN TYXN RPIT AT N7 'an? *1 .'ndin VTL-n 7Y instruction pointer
VTL 17w njpna .VTL 1-% awni VTL 0-7 1w TNX :0' 7191 VMCS "1an v av¥n Secure Mode (VSM)
7w instruction pointer-n NN DTP7 X'N VM exit-2 719'0%7 N'0OITIVON N'¥1IEZN .'NDIN VTL-N RIN O

:(exit) NN'X"? NNAW NXTINY Navn guest -0

VirtualProcessor->VtlMask |= 1 << targetVtl;

VirtualProcessor->CurrentVtl = VirtualProcessor->VtlArray[targetVtl];
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NTN DIT'PN .DNNRY ARIINNNI 1'Unn NIRD VM entry YyXanl INTIAY DX 00N Hypervisor-nws 712l
Q1WA vmcall DRIN ANIR IR Y¥A! XN YN? TN VTL 0-wd NNNX,VTL 1-7 1aynn 197 nnp7arn
-1 vmread NIXIINN NIy¥nXd VMCS-n 7 nN'w' IR LEnlightened VMCS-n 0T yxann |1DTvN

.vmwrite

void _ fastcall SetupVtlTransition(
_VIRTUAL_PROCESSOR *VirtualProcessor,
unsigned __int8 TargetVtl

__int64 self; // rsi
__int64 currentVvtl; // r8

self = _ readgsqword(90);
currentVtl = VirtualProcessor->CurrentVtl->VtlNumber;

if (currentVtl != TargetVtl)
{

if (byte FFFFF800000785EQ)
{

if ((dword FFFFF800000785C8 & 0x2000) != 0)
sub_FFFFF8000025E15C(
ox1D4D,
currentVtl | (TargetVtl << 16)
)5
}

sub_FFFFF800002AF304(self, VirtualProcessor);
PerformvVtlTransition(self, VirtualProcessor, TargetVtl);

NIPTAN NNX VTL 1-% 7aynn npal?? nna nxdnn VTL 0 7w instruction pointer-n |I7'N TNXY7

. NoNN VTL-nn Mg *Tiven VTL-nw XTH7 X' nmrTmn

Virtual-na¥n NX DA D20TVNI1LVTL 1 7w WTNN 2XNN DX 17'D'Y 72 VTL-N "IIN1 1R D'1DTYN 11NIX [XDI

.VTL 1 nNN Ny X¥N1 XINY YT"Y 1D 'NdI0N Processor
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void _ fastcall PerformVtlTransition(__int64 Self, VIRTUAL_PROCESSOR
*VirtualProcessor, unsigned __ int8 TargetVvtl)

{

//
// Get the new VTL 1 we target
//

newVtlData = VirtualProcessor->VtlArray[TargetVtl];

//
// Update the current Virtual Processor state to VTL 1

//
VirtualProcessor->CurrentVtlNumber = TargetVtl;

//
// Update the current VTL data for the current processor

//
VirtualProcessor->CurrentVtl = newVtlData;

Virtual -n 9w 7'von VMCS-n NX 9'7nn7 w' .WVMCS-n N97NN7 112yl ,NITwn 75 DX D0T'0WD I'Wdy
ARINN 01010 VTL - .TransitionToNewVtl n'¥j72191 NXT NIKYY? 7011 .VTL 1-7 1*ww N1ana Processor
TV VMCS-7 yraxn 2'tnn XINW X' DTN N1ann 7w nirrvann Lprivate VTL data 17 X1j7aw nna
NTIPoN ,(enlightened) "NNNM" X7 NINIBLYOL :NYXINN N97NNN YAl ATN YV'IAXANY Yaid
N2IMdN 197 [yu1 VMCS-n ,"ninkm" nipavnal VMCS-n 7 n'T'on Namdn 7in nyxyann vmptrld

A79 n7XIv N
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void _ fastcall TransitionToNewVtl(__int64 Self, VTL_PRIVATE_DATA
*PrivateVtlData)
{
_HV_VMX_ENLIGHTENED_VMCS *enlightenedVmcs; // rdx
unsigned __inté4 v6; // r8
unsigned __inteé4 v7; // r8
unsigned __inte4 v8; // r8
__int64 v9; // rax
_VTL_VMCS_DATA *VtlVmcsData; // rax
unsigned __int64 vtlVmcsPhysAddr; // rcx
unsigned __int64 self; // rax
__int64 v13; // [rsp+38h] [rbp+16h]

PrivateVtlData->VtlVmcsData->Unknown = 0;
_RCX = PrivateVtlData->VtlVmcsData;
enlightenedVmcs = _RCX->VtlVmcsEnlightenedAddress;

if (enlightenedvVmcs)
{
//
// Do we use enlightenments?
//
if ((dword_FFFFF8000QOAECBO & 1) != 0)
{
vtlVmcsPhysAddr = _RCX->VtlVmcsPhysicalAddress;
enlightenedVmcs->SyntheticControls = 1;
self = _ readgsqword(9);

//
// Update the current VMCS to that of VTL 1

//
*(self + 0x2C680) = enlightenedVmcs;
*(*(self + 0x2C4C8) + 0x30LL) = vtlVmcsPhysAddr;

__asm { vmptrld gword ptr [rcx+188h] }

Isolated User Mode (IUM)

NN Secure Kernel-n 7w User Mode-n n2dw 7y 75N01 ,VTL 1-7 VTL 0-n 1121 'K 112N I'YDy
0'2'7nN .system calls 0T NT-n 7277 Dy Dwpnn 070N 1T n1dwa ,(IUM) Isolated User Mode
M2 n7,VTL 0-2 70770 NN NINWAN DY 17'9X .vmsp.exe-1 Lsalso.exe NX 07710 IT N21DWA 0'NID)
IND AWN YT 72V a0, 72770 NN NIDPNA TA1 AN AT AIX'WA VTL 1 7 ND'Tn DK NIWY MYOR

.N"MonIr 17'oxi BitLocker 7w N19¥N NINNON ,0'WNNWN NIXNO'0
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NANDW 'O [ T1'? ATIN .IUM-2 070N 7w System Calls-n nN2avin? 'RINKN XIN Secure Kernel-n
DN NX 2ndw gerhart-71 Secure Kernel-n nNX 127171 LiveCloudKd-2 wnnwn? 'R 7y 1
?Isolated User Mode-2 D'¥W 07NN 2QT7 TWON 'RY DT 'R ,NAYWNNN "2 NNV 72X .LiveCloudKd
NKX 737 ,Lsalso.exe 7'7nNn NIX IN'R 22T7 N0 70N N2 WinDbg 1A Tn NX NNOXY TNKY

RN NXRAYN

i BEEET =

/Ll ¥ WinDbg 1.2603.20001.0 (Administrator)

Home View Breakpoints Time Travel Model Scripting Source Memory Extensions A4

{'¥ Step Out {'} Step Out Back D Restart D e ot o E

Step Into Stey Stop Debugging -
HEEpm (T Go i B2 gang Settings |Source| Assembly  Local Feedback

Back Detach Help »

Break Go
v  {}Step

Flow Control Reverse Flow Control End references

Command X

Help

>>>»»>»»>»>>> Waiting for Debugger Extensions Gallery to Initialize completed, duration ©.109 seconds
----» Repository : UserExtensions, Enabled: true, Packages count: @
----» Repository : LocalInstalled, Enabled: true, Packages count: 46

Microsoft (R) Windows| winDbg Error X
Copyright (c) Microso

Cannot debug pid 832, e Unable to create a debug session

{Access Denied} FAILURE HR=0xDO00D022: Failed to attach to PID 832 - Cannot debug pid 832, | 8ranted those access rig

NTSTATUS 0xC0000022
"{Access Denied} A process has requested access to an object, but has not :l
Debuggee not co been granted those access rights.”

0 fowsyy simsibay Ajguaessesig

N

Send feedback...

Locals | Watch Threads | Stack Breakpoints

270NN DR AT? 0710 X7 110X L0700 NNIXY NINNY DAY IRNY NN

Secure Kernel-2 n»"an anarT

Isolated User -2 0'¥w 070N 22717 0T MRy L LiveCloudKd 7w (NI nwTnn NoNaa win'wa
MmN Virtual Secure Mode-nw P2 'lAN [NP'YA MYRIVAT MDD WIN'WN NNTYa Mode
hypercalls-2 wnNWN? AWK |"TY NNINAN NN .DIIY D-VTL 7¢ N7 NITK TTIAN NYRIIN

JIYZRI0YIN NMIDAN 7Y IR TION [NDT? WA T, winhv.sys 12T R 7w API-A IR 70 inna
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NN API T APRA NI DR QUING  hvmm.sys DY DINN 12T poon LiveCloudKd
NININAN NIDNANN W2 TV DRI MId/R N2 VTL 1-7 n¥pme (N7 ,1ni7 — n1'op'7oxn
NN DX NnYh? oM UM DY%Nn NN aaT? ) N9 NAIMD NIYYAXNA
-0 7Y NWUTNN NoNAQ .nN¥IN T securekernel.exe-2 NR¥MW SkpslsProcessDebuggingEnabled
war nYIRY L luminvokeSecureService N'¥j119N0 IN2 NONOIN NXTN N'¥71190 Secure Kernel
nNA9NYW NIKNY? - D Secure Kernel-n %W piwn omnw? nhw nigpan
V191 01LVON 'N'Y NX X — D0'2'7NN A2T7? NIRWINN DX NjPavn SkpslsProcessDebuggingEnabled

.SkpsEnableDebugging ,N7w NINKN N"'¥2119 NYX¥IN

| _inte4 _ fastcall SkpsEnableDebugging(__int64 PROCESS, char a2)
{
_ inte4 v3; rdi
__inte4 v5; // [rsp+38h] [rbp+8h]
if ( a2 )
{
_InterlockedOr(PROCESS, @x48u); /[ pending-attach flag
_InterlockedOr(PROCESS, @x10u); // debugging-enabled flag
¥
else
{
_InterlockedAnd(PROCESS, @xFFFFFFEF); /[ clear debugging-enabled
¥
V3 = *(PROCESS + 144);
W5 SkiAttachProcess(PROCESS);
(w3 + 2) = a2 1= 8;
return SkiAttachProcess(v5);
¥

2w v 'Y LI9Y Image strategy configuration-2 nnwa Secure Kernel-n 7w 212*TN NA0IVON
7¢ 71N> Yon? 7arw nn ,7w>'nY% securekernel.exe 7w Nn'MNN NIM'R7 DAY Y2IRD IR DYADIRN

): NRIVAIN NAPNN

-2 nn% *1 7'90n N7 ,0'-NOP-1 else-n 9y NX ONT?I NP'TAN DX XM [AT2 NNYWYT 7011 DX 728

NIXN7 0¥ NNIXY VYT'A NIO'D WITY 7V Mywi np'dun 'KIN K77 YN7 SkpsEnableDebugging

‘NAXNN N1IDNN

NITVUQ NINT XXM ,NNYY7 N¥IW 0NN DX 701w Tinvn 7w Guest Physical Address (GPA)-n .1
NN 722 NIRD 7w 790 [ND'TN 7Y N0

vCPU-D N7 NIY¥NX2 DTNIWN YUK ,D'RNNN CR3 NAIXN Wi Guest Virtual Address (GVA)-n .2
.HvGetVpRegisters NIY¥NKXA 17U DNAIRD DRI TINYA

2V "ayn T v T YK, SkpsisProcessDebuggingEnabled 7w nDizmin N1y GPA-7 GVA-n 1omn .3

ATNIYY CR3-0 wnn 7nn 0'9 TN NIX7A0

— Virtualization Based Securityn'sT"2X101'1 NDOIAN NNDAN

www.DigitalWhisper.co.il
92 2026 "1' ,186 |I'72



http://www.digitalwhisper.co.il/

NoN1 K7W 117 N'VANY AN NI NNIRAN NINTTNA N7V9INY 'MINYNY securekernel.exe 7¢ N'Xj1190
[371 Yal72 AN nizIman Nizaon NNK? Nawnavw luminvokeSecureService NN KPN X'NW TV
N7W ret-n NXIN NX 'MNYN SharpDisasm NIYYAXA .AN'MN NIYYANA 1AT? NI NI7pn NN
TV D'0'N NN 72W2 NIIND 7 'O [IND'TA NN M0 9N INKYE X190 9102 NNy

:D'N NY'NN '"MNYA QY DKXRIN TINY '"MKXXNY

D'7RI0Y'IN D' TAYNN 7 RIPs-N 72 "2 wiI9'Na .NYIRIVYN NIIDNA 7IND J0NnY7 DA XY |ND'Th 'Y

0'nan 12-7 omNin RIP 7w o' ainnnn 0'Nan oX .HvGetVirtualProcessorRegisters hypercall-n n1tyva
0'02N NAIMND NX 2WN1 PN INKY ,0'RkNNN GPA-NI GVA-D NIX A'W1 1INIX,ITN ARINN 7¢ DINNNN
nrnnnn wio'na  L(hypercall 0T Da) page directory-nl page table-n 7w CR3 7w
7w NN namdn nR 7ap7 7211 ,SharpDisasm ntva "SkpslsProcessDebuggingEnabled "
INIRY if-n 172 7 GVA-N R 117 N 0'02N NAINDYT IT N0 NAIND NO90INA ,NINOoN N'YI9N
namd>2 NOP 190n DIwM .GPA-7 0T NIX 1290 CR3-n page tables-n 7V 7aynal 71017 0N 1Nax
NIwIN71,NIva 877 YN SkpsEnableDebugging-7 niwnin'? Y021 ,n¥ NN 71700 N ANOWY 'O NN

JUM-2"70nn NN AT 197

// After the patch the 7-byte access-denied block is gone, so the
// “else” is unreachable — both paths now fall into the if-body
if (w67 )

LABEL_185:
SkpsEnableDebugging(v5/4, al[16]);
inited = @; // STATUS SUCCESS
}
else
{
inited = @xCQ0OO22; // STATUS_ACCESS_DENIED
}

']"7[1]'\'7 WinDbg 122Tn NX Nam ,MIYKRIN DY91 1'0"W D'TYX DNIXK DY MDA NNIXA 1'WUOY

lI'MN7¥N 2y T'ynw Xan NRINN DX 7271 Lsalso.exe
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@O nnw o ¥y
PR = PID: 712 - WinDbg 12603200010

32110000 00007¢fb’a21d0000  C
214f0000 00007Fb 1807000

€000 0007 b’ 22289000

20608 00007 b’ 20706600
22060000 00007ffb’ 2106000
30760000 00007ffb° 20790000

40000 00007 b’ 20750000  C:\WIN
30720000 00807ffb" 20733000
20710000 00007Ffb’ 20712000
3220000 00807ffb a2cb8ose
2000000 00007FFb a6F22000
30620000 00807 b a670c000
306C0000 00007 Fb" 3B6dbH

thread start>

0x1__ ntdiiDbqUiRemoteBreakin (00007fba3fr2430) |v K
3 4

s | Stack  Breskpoints
File Explorer

140143518: using guessed type _int
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Microsoft Learn — Hypervisor Top-Level Functional Specification (TLFS)

https://learn.microsoft.com/en-us/virtualization/hyper-v-on-windows/tlfs/tlfs

Microsoft Learn — HV_PARTITION_PRIVILEGE_MASK

https://learn.microsoft.com/en-us/virtualization/hyper-v-on-

windows/tlfs/datatypes/hv partition privilege mask

Microsoft Learn — VBS Enclaves: https://learn.microsoft.com/en-us/windows/win32/trusted-

execution/vbs-enclaves

Microsoft Learn — Enable Memory Integrity / VBS: https://learn.microsoft.com/en-

us/windows/security/hardware-security/enable-virtualization-based-protection-of-code-

integrity

Saar Amar — First Steps in Hyper-V Research (MSRC blog): https://www.microsoft.com/en-

us/msrc/blog/2018/12/first-steps-in-hyper-v-research

Quarkslab — A Virtual Journey: From Hardware Virtualization to Hyper-V's Virtual Trust

Levels: https://blog.quarkslab.com/a-virtual-journey-from-hardware-virtualization-to-hyper-

vs-virtual-trust-levels.html

:Yarden Shafir — Secure Kernel Research with LiveCloudKd

/https://windows-internals.com/secure-kernel-research-with-livecloudkd

gerhartO1 — LiveCloudKd: https://github.com/gerhart01/LiveCloudKd

tandasat — hvext (WinDbg extension): https://github.com/tandasat/hvext

ionescu007 — SimpleVisor (Intel VMX header vmx.h)

https://github.com/ionescu007/SimpleVisor/blob/master/vmx.h

justinstenning — SharpDisasm: https://github.com/justinstenning/SharpDisasm

ReverseWarrior — Hypervisors-Scripts (IDA 9.2 update)

https://github.com/ReverseWarrior/Hypervisors-Scripts

ReverseWarrior — IUM-Debugger: https://github.com/ReverseWarrior/IlUM-Debugger

.Windows Internals 7th Edition, Part 2 — Pavel Yosifovich, Mark E. Russinovich, David A
Solomon, Alex lonescu
Intel® 64 and IA-32 Architectures Software Developer's Manual, Volume 3C: System

Programming Guide
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