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risk points, apply

Install hook with dangerous commands
.install_hook_score > 0:
score 30
signals. (("Install hook has dangerous
Density of critical files
.js_files_analyzed > 0
density .files_with_critical
if density > 0.05:
score += 5
signals.

.files_wi
-]
((f"File density > 5%", 5
# ... (Additional risk signals are calculated a
subtotal score
Trust discount — The most
.1s_established:

score (score * 0.6)
signals. ((f"Established package disco

important mechan

4. Clamp between @ and 100

score))

final
(o,

score
(100,

return {"sc« signals,
1lcula final_c re( ) —

"""Signal-based scoring: add

score 0

signals = []
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trust discount, clamp 0-100."""
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# Check for new packages
if "version data datal["version"] 0.0.1":
# New utility libraries are more suspicious

multiplier = 2.0 if .is_utility_ library else 1.0
.results["metadata"] (10 * multiplier)
logger. ("Note: Very new package (version 0.0.1)")

analyze_scripts {1 . « " X

L., NPML s« (s 4 %] s 9« ixsiShaiHulud: | L X 5 » « X ¥ {4 . |

v X w x ZekpClickhe s ¢ 8 x {4y 5 1 x 4 b lifecycle Scripts ~ ¢ : ¥ 1 _ %43 % s
@criptge s | - 1 ¢ "s x4 X 1 package.jsort | * * «

Droppers. S 1 i x 42 F<x $ 71X llsxg T ] x1ie5 7 0 Analyze scripts 4 « « 7 x|

®everse Shelis 6 ~ s« 8 X3 Isulox 4L x Gf x 7
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def
" ARG s age.js ¢ f
package_jso .p
if not package_json.
logger. ("package.json not found in the package directory")
return

th (package_json) as f:
data = json. (f)
scripts = data. ("scripts", {})
if not scripts:
logger. ("No scripts found in package.json")
return

for name, cmd in scripts. ():
is_auto_run_hook (hook in name for hook in ["preinstall", "postinstall", "install"])

for keyword, weight in KEYWORD_WEIGHTS. ():
if keyword in cmd:
hook_multiplier = 2.0 if is_auto_run_hook else 1.0
adjusted_weight = (weight * hook_multiplier)
.results["scripts"] += adjusted_weight
if is_auto_run_hook and weight 15:
.install_hook_score += adjusted_weight
risk_level = "CRITICAL" if is_auto_run_hook e "HIGH
logger. (" [{risk_level} SCRIPT RISK] Found '{keyword}' in script: {name}")
if weight >= 20 and f"'{keyword} in {name}" n in .critical_findings:
.critical_findings. (7" {keyword} in {name}")

K «x]” {s

~~ A

*x o, x ¥ 4 JKEYWORD WEIGHAS « ~ [ x d6hellgt: _ A ol 441X« Adi
s 4 4 A ‘wgetx curlms « 1 ~d 1 -~ 1J4vaScript 1 1 ~s « Xy 87 s7 4«
P XA, 4T T X S NEES 4 OB o f A KIS T

v

npmx 004 L 4 x4, nx X e s b x DX Is xS o X x4 @

Foer 80 x @ Almn] 8 T AR Al &7 < 4 X @ps run buildx wun test

To, _fs, A de 41 x ®¥x 9o s X xpaktinstallx «preinstalit ~ ' ¥y ¥ {4 . « s
o a8 %, 03 Os L, L HbOk multiplier= 2. " Xt ss L4 Sk Y X s
L T x 14 _ss< 4 4 8 {73 x Ihstallhooky ., xs s Sii{ | Signalg 1 . X

CDXIGE""-I 'q:“X ‘S:)(IS‘LHX'ls

~ ~ a ~
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OBFUSCATION_PATTERNS [
(r'eval\(function\(p,a,c,k,e,d\)"', 25), # Packer.js
(r'\\x[0-9a-fA-F , 15), # Hex encoding
(r'\b[a-zA-Z0-9 \b', 10), # Very long random identifiers
(PN ININE"\WWANIN("\w+"\) ', 25), # JSFuck patterns
(r'string\.fromCharCode\ (\d+(?:,\d+)+\)"', 20), # Character code arrays
(r'(?:\\u[0-9a-fA-F ) , 15), # Multiple unicode escapes

(r'=~\I\1", 25), # JSFuck operators
(r'\Cr™\+\[\I\) ", 25), # JSFuck number obfuscation
(r'atob\([") \)', 20), # Long base64 strings
(r'(2:0"\'1[~"\" "\ ']\ s*\+\s%) , 15), # Split strings
(r'\breturn\s/[~/]1+/\.exec\("', 20), # Regex-based deobfuscation
(r'window\ [(["\'I\w+["\"I\+["\"\w+]+)\1', 20), # Dynamic property access

B sl DosyLA ] o 1K ] XX p8 3 X 4], D% XDIXyYss (X ks s
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¥ 4054 1% Compiledr 4 ¢, XX« S 1. e H o s 9HE s % {41 ]

COMPILED_OBFUSCATION_PATTERNS [(re.‘ : (pattern), weight) for pattern, weight OBFUSCATION_PATTERNS]

T 04 4 X D Trd XU * 1 x| xg xys s ]J° Regex * -

Jo X A xS Xy USSR XN x {7 i xs s 1x

@, xsd41 0

@&hannon Entropy” x ":+4 1 x . 1

~ >
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fehction, return, const _ f1X .~ % 4 L 3 108 X o4 0ox L, CXXXTH T G, X X004 Y
NABp.o @pd ™ X X STHXX L™ 4 | X L7117 I, 410x0 X4 14 | yimxe Xl x o x

a >

m™d 7 x DT xd 1.7 %44« X \)Xﬂx,,‘Ba§e64l X | spCs]” oo~ 8 |~X DT X L

N ~ a

@ UFH, xS0 B XTI % d ] s X S s o

¥1,x"s

H(x) =-3 p(x)) log; p(x;)

final probability logarithm of
entropy of an event  event's probability

calculate_entropy( , text: ) — 3
if not text or (text) < 100: # Skip very short texts
return @

# Use frequency table for faster calculation
freq = {}
for char in text:

freqlchar] = freq. (char, 0) + 1

length = (text)
entropy = 0
for count in freq. ():
p_x = count / length
entropy += -p_x * math. (p_x)

return entropy

CASEl T @G0 4 X K DISX 4 XN QNS KK WS 44T LS4 x s
1 kL s s DX ZOox e 8 o Xlesx TR o X ERLEX x o X T d
DX, A X o e X G f K4 L% S 4 JsI@b-\sum p_Xlog 2p S Y x 7 s

PO xAXx YL s x4 1"d Jw X% 14 8.8 x]IsE §x |

Fd s wdst o b b o0 LH DX 4 L S False Positives x "1 1L

® 1 W
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Minified ~ x sl _xp 11 x 3 8 43 1 4H 1 " Fhresholdsx ” ™« ddtect obfuscation

v

Y AYssxPysd xv A4 4

a ~

# Calculate entropy for longer files
if content_length 500:
entropy c (content)
if entropy 5.5: # Increased threshold for more precision
obfuscation_score 25
elif entropy > 5.0:
obfuscation_score 15

Hp L B 1y, x X sy H) X L g SR 13,,v1gp Qps 4, X, BNX T X Sy X

~

S

ihe _ L x&” b: 1 detect obfuscations 1 « « 1 % |

XXX L xx“vICxx“",‘ Xo L, Regex AI 1844 | X v JXHX‘L @ s« Ix I> vx.l_)xJ X o

Sq]x-l

wila 4 8 X . s 8 x XxyAq |

>

TAK 4 AT xedx T X dftxss o 41 H 15w dw AxsAS

v v A

XDRs¢ o x "4 1L IMidification)

function, * 04 111, 5 x4 3% x4 Ty~ x GORMAL CODE_INDICATORS

def

> o~ ~ v ~ >~

X P XK T L - X s s S x s« mpadlule.exports reduce forEach

~ v v v > v v

@4 oL as M A h v Ex T e Xy

v >

t Isca { , content: , file_path: ) —>
"""Enhanced obfuscation detection with weighted scoring"""
if g (file_path):

return

# Skip files that clearly contain normal code (False Positive pre\ ion)
normal_indicators_count (1 for indicator in NORMAL_CODE_INDICATORS if indicator in content)

if normal_indicators_count >= 3 and (content) 10000:
return

obfuscation_score = 0
content_length (content)

# ... (Proceed to Entropy calculation and Regex patterns) ...
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@ode_modules

XX REQGEX: « 4 ST X« A0S Do XD LSS S S L XIo s X X 4X g s

x

TS STCEIED: SN A | ERCTR IS TR I I N R S X I P L

qRipelingd] x © 4 1% sIiox .

v

dConcurrent): 4 ¢ 4 XX s A Tx, S o X 1 w138 ke« S

~ o 472X 9 ] X Xcgngurrent.futurea X 1 X X Xsf  xo L X 3§ . X wsEshloxo o fls ]

sovos L2 Y kA0 | Fhreads- s X s x & 4 MreadPoolExecutth « x 1!

Y L XS[es{T, S0 {0 x

., 4 LC alidilyolio ()
.js_files_analyzed (js_files)

js_files:
logger. ("No JavaScript/TypeScript files found in package")
logger. (f"Analyzing {len(js_files)} JavaScript/TypeScript files...

file_score 0
obfuscation_count = @

L P

orkers .max_workers) as executor:

results (executor. ( .analyze_file, js_files))

for i, result i (results):
file_score result["score"]

f result["obfuscated"]:
obfuscation_count

keyword, risk
f risk == "CRITICAL":
rel_path = js_files[i]. ( .package_path)
logger. (" [CRITICAL RISK] Found '{keyword}' in {rel_path}")
if keyword t ir .critical_findings:
.critical_findings. (keyword)
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1 _@PW 0%, XIS X sl x 0o x "X 4 ¥ T dd s RegeR X1 S . X fx X

x 10’1 _ ATimeout™ X "+¥ "4 x S& 4 ] Asp 5 F «« 0 I X

S
~ ~ °

Yhread. 4+ x * ¢ *x « 1

( , file_path: Path) —

"""Analyze a single JavaScript/TypeScript file with timeout protection
try:

with (max_workers=1) as executor:

future executor. ( ._analyze_file_internal, file_path)

return future. (timeout=FILE_ANALYSIS_TIMEOUT)

except 3
logger. (f"Analysis timeout for file: {file_path}")
return { : 0, : [1, =

except as e:

logger. (f"Error analyzing file {file_path}: {str(e)}")
return { 1 0, : [, :

a1l 184 1 tigeoutds 14 T <10 X N S pdax worker®: 4 L ASX¥Iaxx s &ox  {

Lo~ bl o« XXX x p AXIT T x  xM o OC s T s

®”"vF.s 04X {siRegex Bombs
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>

express

1 - {1 éxpress

®00/100™ X 4 5% w5t 4 "

) UV run npm-scanner express

NPM PACKAGE SECURITY ANALYSIS REPORT

Package Information:
© Name: express
B Files Analyzed: 7
® Analysis Date: 2026-04-18 20:01:42

Risk Assessment:
Overall Risk Score: 0/100

Score Breakdown:
{no risk signals detected)

Subtotal (/]
Established package discount (not applied)

Final Score (7]

Category Details:
Scripts: @
Dependencies: @
Metadata: @
Files: 8 (raw keyword hits across 7 files)
Obfuscation: @ files flagged

Security Determination:
v
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» uv run npm-scanner lodash

F P HXIR o
{1 Iosx | ¥ f  Obfuscatedi x ”
T XS X T @]~ fL_wS_ S

Technologic

lodash &

S S fpYHYX MmNy Xy~ X S

v

LS B NECNUUE

~ v

[HIGH SCRIPT RISK] Found 'https://' in script: test

[CRITICAL RISK] Found 'fs.writeFile' in lodash.js
[CRITICAL RISK] Found 'fs.writeFile' in template.js

Package Information:
® Name: lodash
I Files Analyzed:

® Analysis Date: 2026-04-18 20:00:34

Critical Security Findings:
A fs.writeFile

Risk Assessment:
Overall Risk Score: /100

Score Breakdown:
Critical keywords in files (1 unique)
Minor risk patterns in files
Obfuscated files detected (2)

Subtotal
Established package discount

Final Score

Category Details:
Scripts: 1
Dependencies: @
Metadata: @

+8
+5
+10

23
(not applied)

23

Files: 115 (raw keyword hits across 1048 files)

Obfuscation: 2 files flagged

Security Determination:
|

X« h A4s s 45 x NBML _Lifecyclgt 4 7 x "sy ", X s
«s | { x ss_ x pdxtinstalit preinstally x ¢ 4 1

1 , x $hgtall hook has dangerous commands | -

X g g sxs BB LA Hx b1 R

hook-hijack ®

xxAtssv sy 4 %]

~ ~

4 x wwetrtcurlx 14 0 11
L EX AR T [ yxs

X X Hy¥H4e oA 4 1 x4 x«
@®3/100
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» uv run npm-scanner hook-hijack —-local ./examples/hook-hijack

[CRITICAL SCRIPT RISK]
[CRITICAL SCRIPT RISK]
[CRITICAL SCRIPT RISK]
[CRITICAL SCRIPT RISK]
[CRITICAL SCRIPT RISK]

High-risk dependency: shelljs

Found
Found
Found
Found
Found

‘curl ' in script: postinstall
'process.env' in script: postinstall
‘http://' in script: postinstall
'wget ' in script: preinstall
'http://' in script: preinstall

Warning: Missing repository and homepage
Suspicious author email: temp@example.com

NPM PACKAGE SECURITY ANALYSIS REPORT

Package Information:
@ Name: hook-hijack
B Files Analyzed: 0
® Analysis Date: 2026-04-18 20:04:20

Critical Security Findings:
A curl in postinstall
wget in preinstall

shelljs
suspicious email

Risk Assessment:

Overall Risk Score: 63/100

Score Breakdown:

Install hook has dangerous commands +30

Metadata risks

+25

High-risk dependencies (shelljs) +8

Subtotal

63

Established package discount (not applied)

Final Score

Category Details:
Scripts: 114
Dependencies: 30
Metadata: 30

63

Files: @ (raw keyword hits across @ files)
Obfuscation: @ files flagged

Security Determination:

A HIGH RISK: Multiple security concerns detected

S L4 X 1ls I s (.

Established packaga™ x 4 ~ ® 1 p ¢s"l A

PR O

1

v o~
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L X ¥ $ ap@ child process.exdéc * {1 1sd...<sx | xsyf xo  XE@POS s x X ¥

®00/100 1Y, _ r<Xs_ |

SX eSSl ii7l . SEFT S fue ¥ ] IO, | 4

-NPM Trust no package:

www.DigitalWhisper.co.il

HacH " Mycx 4L v



Technologic

) uv run npm-scanner combined-attack --local ./examples/combined-attack

[CRITICAL SCRIPT RISK] Found ‘curl ' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'process.env' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'http://' in script: postinstall
[CRITICAL SCRIPT RISK] Found 'wget ' in script: preinstall
[CRITICAL SCRIPT RISK] Found 'http://' in script: preinstall
High-risk dependency: shelljs

Warning: Missing repository and homepage

Suspicious author email: temp@example.com

CRITICAL RISK] Found 'eval(' in index.js

CRITICAL RISK] Found 'child_process.exec' in index.js
CRITICAL RISK] Found 'fs.writeFile' in index.js
CRITICAL RISK] Found ‘'wget ' in index.js

[CRITICAL RISK] Found 'curl ' in index.js

[CRITICAL RISK] Found 'nc -' in index.js

[CRITICAL RISK] Found ‘'eval(' in lib/payload.js

NPM PACKAGE SECURITY ANALYSIS REPORT

Package Information:
@ Name: combined-attack
B Files Analyzed: 4
® Analysis Date: 2026-04-18 20:04:50

Critical Security Findings:
curl in postinstall
wget in preinstall
shelljs

suspicious email
eval(
child_process.exec
fs.writeFile

wget

curl

nc -

[ dddddd a4

Risk Assessment:
Overall Risk Score: 100/100

Score Breakdown:
Critical keywords in files (6 unique)
File density > 5% (2/4 = 50.0%)
File density > 25%
Minor risk patterns in files
Install hook has dangerous commands
Obfuscated files detected (3)
Metadata risks
High-risk dependencies (shelljs)

Subtotal
Established package discount (x@.6)

Final Score

Category Details:
Scripts: 114
Dependencies: 30
Metadata: 3@
Files: 188 (raw keyword hits across 4 files)
Obfuscation: 3 files flagged

Security Determination:
® CRITICAL RISK: Package exhibits highly suspicious behavior
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0 https://www.wiz.io/blog/shathulud-2-0-ongoingsupplychainattack

0 https://www.wiz.io/blog/shathulud-npm-supplychainattack

0 https://he.wikipedia.org/wiki/%D7%90%D7 %0 7%98%D7%A8%D7%95%D7%A4%D7%99
%D7%94 (%D7%A1%D7%98%D7%98%D7%99%D7%A1%D7%98%D7%99%D7%A7%D7%94)

0 https://jsfuck.com/

0 https://safedep.io/npmsandwormmode-supplychainattack/

0 https://unit42.paloaltonetworks.com/nprsupplychainattack/

0 https://www.microsoft.com/enus/security/blog/2026/04/01/mitigatingthe-axOSnpm-

supplychainrcompromise/

0 https://www.huntress.com/blog/supplychaincompromiseaxOSnpm-package
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Underwater glider is a type of autonomous underwater vehicle (AUV)
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Special Operations (Special Ops) directly intersects théhAMW, MIW, and ASW domains
support elite forces like Navy SEALs and SWCC (Special Warfare Couoraéit@rewmen).

to

LBS-Glider System

s Naval O graphy

Mission: Persistent autonomous
oceanographic data collection.

Description:

Unsophisticated deployment
Long-duration 4-6 mos on-station
Iridium Comms

Piloted 24/7 by NAVO Glider
Operations Center

Optimize ocean feature
characterization for tactical and
operational products for ASW,
MIW, AMW, and Special Ops.
Current Inventory: 50 Operational
Endstate: 150 gliders by end of
FY 15 (50/50/50 plan)

Platforms:

T-AGS 60 Class (5 per = 10 per)
USS vessels of opportunity
Coalition forces assets

Range patrol craft

]

AY e

Front Main
Fore Wet Section ising Section

24/7 Operations N\

Approved for Public Release m

Dec. 16,2016 |

Using appropriate government-to-government channels, the Department of Defense has
called upon China to immediately return an unmanned underwater vehicle (UUV) that China
unlawfully seized on Dec. 15 in the South China Sea while it was being recovered by a U.S.
Navy oceanographic survey ship. The USNS Bowditch (T-AGS 62) and the UUV -- an
unclassified "ocean glider" system used around the world to gather military oceanographic
data such as salinity, water temperature, and sound speed - were conducting routine
operations in accordance with international law about 50 nautical miles northwest of Subic
Bay, Philippines, when a Chinese Navy PRC DALANG l1I-Class ship (ASR-510) launched a
small boat and retrieved the UUV. Bowditch made contact with the PRC Navy ship via
bridge-to-bridge radio to request the return of the UUV. The radio contact was
acknowledged by the PRC Navy ship, but the request was ignored. The UUV is a sovereign
immune vessel of the United States. We call upon China to return our UUV immediately, and
to comply with all of its obligations under international law.

Statement by Pentagon Press Secretary Peter Cook
on Incident in South China Sea
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*Unmanned Warrior 2016 Mission Theme: Geospatial Intelligence
Slocum Gliders

WHAT IT IS:

Underwater gliders *fiy” in the

ocean by changing buoyancy or

using a propeller. These UUVs

can remain st sea for months at &

time, continuously collecting

envronmental information to better

understand how the ocean works.

HOW IT WORKS:

Traditional gliders propel

themselves forward by changing

their buoyancy to sink or rise

through the water column, “Hybrd"

m’::‘xm‘m Sensors aboard Unmanned Underwsater Vehicles (UUV) gather data on the

speed and escape emironmentally physical properties of the ocean emironment in real-time. This information is

hazardous sreas. While they glide then transmitted back to a shore-side facility for use in realtime oceanographic

up and down m the ocaan models, historical databases, and enmironmental assessment products

::hn &mﬁ:’:ﬁ:‘ S This data has been used by scientists in the study of temperature effacts on the

mm“ conductivity, and strength of huricanes and typhoons. It is also used by divers in determining

optical (light) properties o'“h. horizontal and vertical visibility. UUVs outfitted with additional sensors are used

water they pass through. :lree;:‘r;:mental studies and gathening meteorological data for weather

WHY IT IS IMPORTANT: Due to their ability to collect massive amounts of data over long time pericds st

Data collection from gliders provde low cost. UUVs like the Slocum glider are becoming increasingly important to

near real-time measurements of the Naw to better inform the warfighter. Measurements made by gliders are

conditions at & greater data volume used in the investigation of mine and/cr “mine-like” cbjects to support naval sub-

and fraction of the cost of surface security

traditional platforms. This in tum

Y
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6. Power on the modem, Freewave, and laptop in any order.

UL e L. |

Figure 1-1. Modem connections to the computer’s serial port and iridium phone line.
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For example, a hostname could be “dock”. A domain name could be “webb.com”. This
hostname and domain name would combine to make a fully qualified domain name of
“dock.webb.com”.

2. Log on to the Dock Server machine as user “localuser”. The factory delivered password
for this account is “WideOpen” (see Appendix D).

4.2 Sending Files to a Glider

To send mission files (mi), mission argument files (ma), or other files to a glider, follow
the steps in this section.

1. Transfer the files to the destination glider’s “to-glider” directory on the Dock Server
machine.

For example, to send the mission file lastgasp.mi to glider simbond, transfer the file to the
directory /var/opt/gmc/gliders/simbond/to-glider on the Dock Server machine that
manages simbond. Any transfer method can be used. Webb supplies the application
gmcFTP (section 7.0); however, any FTP client can be used. When using a method other
than gmcFTP, use the username “dockserveruser” and password “dockserveruser”.
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13.5 Dock Server Machine User Accounts

Table 13-5 details the four user accounts related to Dock Server's use as a glider
mission control machine. These accounts have different privileges appropriate to their
purpose. Refer to Appendix D for the factory delivered passwords to these accounts.

User Account Purpose

dockserver The Dock Server application runs as this user. Mo user login
allowed.

dataserver The Data Server application runs as this user. No user login
allowed.

dockserveruser Set up for FTP transfer of glider files. The application, gmcFTFP,
uses this account to FTP files. No user login allowed.

localuser Dock Server user account. All Dock Server control scripts are
run from this account — i.e., launch-dockserver, kill-dockserver,
see-dockserver, and inspect-dockserver.
Glider Terminal can be run locally from this account using the

Page 123 of 206

Revision 7.14 6/3/2013

start-glider-terminal script.
root Dock Server upgrades are run from this account.

Table 13-5. Dock Server machine User Accounts.

14.3.1.3 Glider Authentication

Gliders connecting to a Dock Server via Iridium RUDICS may optionally be required to
authenticate before being allowed access to the Dock Server. Unless there are
overwhelming reasons to require Glider Authentication, it is recommended to NOT use
this capability.

It is difficult enough to communicate with an at sea Glider without the additional barrier
of a login sequence. It raises the probability that an at sea Glider will be
incommunicado due to misconfiguration, software error, corrupt file, lost password, etc.
If one elects to require Glider authentication, it applies to ALL gliders making an Iridium
RUDICS connection.

If one elects to require Glider authentication,:

(i) All gliders may share the same username/password, or
(i) Each glider may have a unique individual username/password

The Dock Server Application does NOT do the authentication itself. It utilizes the linux
PAM (Pluggable Authentication Module) to require the underlying operating system to
perform the authentication. As shipped, the Dock Server utilizes a local
username/password (/etc/passwd with Shadow Passwords) for the authentication. This
requires the end user to create the appropriate Glider user account(s) on the Dock
Server.

Authentication is NOT restricted to local username/password. Any PAM method
(Kerberos,OpenPGP, SAMBA, Radius, LDAP, ...) may be employed.

The creation of user accounts and PAM configuration issues are outside the scope of
this document and support is NOT available from Webb Research Corporation. If you
don't know how to create a user account, you should not have gliders authenticate. If
you can't reconfigure PAM without help, you shouldn't change it.
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Username*
Passworg”
A TELEDYNE
WEBB RESEARCH
E PEYOUIOOK
Copynight © 2016 Teledyne Webb Research, a B Undt of Teledyne Instruments. Inc. ANl nights reserved

¥ Teledyne Webb Research Slocum G3 Glider

Autonomous Underwater
Vehicle

1 - MODULAR PAYLOADS
(O) szzg;é' HYBRID THRUSTER
e o) REAL-TIME REMOTE PILOTING
PERSISTENT DATA COLLECTION
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SFMC Software

Slocum Fleet Mission Control (SFMC)

Teledyne Webb Slocum Fleet Mission Control (SFMC) is a software suite used to manage multiple Teledyne Webb Research Slocum
glider deployments around the world. The SFMC highlights pertinent information, significantly reducing piloting time and allowing
smaller teams to manage large fleets of gliders. SFMC provides a web user interface (Ul) that includes an interactive map for
displaying glider positioning details including past, recent and planned locations.

FEATURES BENEFITS

» Web based glider command and control « Active vehicle tracking and mission planning

» Waypoint planning » Consolidated data management

« Integrated glider terminal « Ability to access tools from any platform (PC, MAC, tablet,
» Real-time sensor monitoring smartphone)

» Customizable maps and overlays * Increased security

» User login accounts with varying permission levels

TELEDYNE MARIN-E PRODUCT LINES BRANDS  MARKET SEGMENTS ~ TECHNOLOGIES
Everywhereyoulook
el Slocum Fleet Mission Control Software
APEX Advanced Multi- Mkl Resesich:
Sensor Float (AMS)
APEX Argo L Key Features:
o ® Active Deployment Tracking
APEX BioGeoChem e Data Management
. ® Maps
APEX Current Profiling Float R o ——
APEX Deep | e File Transfers
e Scripts
Batteries - Slocum Glider » TierAiministration
-

s 11 ><+>¢<”V i ::@( ,,sx~lx L X

Tx 4w o @G (2010), G2 x A L XL 1 4+ ¥ 1 . OperatorsManualg 1 1 _
T 14 0 xq4sx " 4 X fx ¢ %, x s ppmmodmp ~-GMC: 7 | XEd@mG3 MmN
HTTPt JAR® 1 . * & _ Anuthenticationt ~ | = FIPPlaintexit - x _ B@curity Architecture
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G2 EmwumManual G1 Slocum!'Yx 4 Xs, x®” x , ] <87 x ., 5ysSx J
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Operators Manual (2012), G2 Training Guide (2014), Oper&aidebook (2010), G3 Manual
dHon w(017), GMC Dock Server User Guide Rev 7.14
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SFMC - Login

p7+9QgoJmUHI6Crd6 XTyZw—

cd2ISCF87je7lYmn+10lEQ=—
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FOFA | e

nginx/1.18.0 (Ubuntu)
nginx
nginx/1.14.0 (Ubuntu)

nginx/1.24.0

SFMC - Login
Login required - Team Epsilon Mediawiki

Slocum Fleet Mission Control - Login

My &ncrfdH N H.Cc! A4~ HPmEy X <X XF7 « @4 1% omil -4

~ ~aA ~ ~

https://x.com/popsharkl1

http://amitaydan.com

https://il.linkedin.com/in/amitay-dana63647aa
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Slocum G1 Glider Manual (2010)

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G1 Glider_

Manual.pdf
Slocum G2 Operators Manual Rev.B (2012)

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G2_ Glider_

Operators Manual.pdf

Slocum G2 Operators Training Guide (2014)

https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_Glider Ope

rators Training Guide.pdf

Slocum Glider Operators Guidebook (2010)

https://wiki-pnb.eri.ucsb.edu/images/f/f2/Glider_operators _handbook.pdf

Slocum G3 Operators Manual Rev.2 (2017)
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G3_Operat
or_Manual_20171219.pdf

GMC Dock Server User Guide Rev 7.14 (2013)

https://dockserver.skio.uga.edu/gmc/gmcUserGuide.pdf

Censysttps://censys.iolipv4d?0=%22Webb+Research+Glider+Mission+Control%22
Shodan

https://www.shodan.io/search?query=%22Webb+Research+Glider+Mission+Control%22

ZoomEye
https://www.zoomeye.org/searchResult?g=%22Webb%20Research%20Glider%20Mission%?2
0Control%22

TWR Forum

https://datahost.webbresearch.com
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https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G1_Glider_Manual.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G1_Glider_Manual.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G2_Glider_Operators_Manual.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G2_Glider_Operators_Manual.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_Glider_Operators_Training_Guide.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_Glider_Operators_Training_Guide.pdf
https://wiki-pnb.eri.ucsb.edu/images/f/f2/Glider_operators_handbook.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G3_Operator_Manual_20171219.pdf
https://gliderfs.coas.oregonstate.edu/gliderweb/docs/slocum_manuals/Slocum_G3_Operator_Manual_20171219.pdf
https://dockserver.skio.uga.edu/gmc/gmcUserGuide.pdf
https://censys.io/ipv4?q=%22Webb+Research+Glider+Mission+Control%22
https://www.shodan.io/search?query=%22Webb+Research+Glider+Mission+Control%22
https://www.zoomeye.org/searchResult?q=%22Webb%20Research%20Glider%20Mission%20Control%22
https://www.zoomeye.org/searchResult?q=%22Webb%20Research%20Glider%20Mission%20Control%22
https://datahost.webbresearch.com/
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A Hometown Glider Makes World News

https://www.capenews.net/falmouth/news/ahometown-glidermakesworld-

newsl/article 503ef0aim95£535483787def4f6d3ael.html

China Gives Drone Back

https://www.twz.com/6604/chinagivesdrone-backbut-why-did-they-grab-it-in-the-first-
place

Statement byPentagon Press Secretary

https://www.war.gov/News/Releases/Release/Article/1032611/stateméptpentagon

presssecretarypeter-cook-on-incidentin-south-chinasea

UnitedStates Fleet Forces Command

https://en.wikipedia.org/wiki/United States Fleet Forces Command

Oregon State UniversityManuals & Resages, active and archived Deployments 2026

https://gliderfs2.oce.orst.edu/gliderweb/slocumgliders.php
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https://www.capenews.net/falmouth/news/a-hometown-glider-makes-world-news/article_503ef0ab-a95f-5354-8378-7def4f6d3ae1.html
https://www.capenews.net/falmouth/news/a-hometown-glider-makes-world-news/article_503ef0ab-a95f-5354-8378-7def4f6d3ae1.html
https://www.twz.com/6604/china-gives-drone-back-but-why-did-they-grab-it-in-the-first-place
https://www.twz.com/6604/china-gives-drone-back-but-why-did-they-grab-it-in-the-first-place
https://www.war.gov/News/Releases/Release/Article/1032611/statement-by-pentagon-press-secretary-peter-cook-on-incident-in-south-china-sea
https://www.war.gov/News/Releases/Release/Article/1032611/statement-by-pentagon-press-secretary-peter-cook-on-incident-in-south-china-sea
https://en.wikipedia.org/wiki/United_States_Fleet_Forces_Command
https://gliderfs2.oce.orst.edu/gliderweb/slocumgliders.php
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A4

OFFs 1L ds x 141 " 4.

Y X {g.s” V" 2020 I iOS1#s 145 x1.s¥!{Apple

Indicator Meaning

Greendot Camerain use (or camera + microphone)

Orange dot Microphone only

x4 o wd4led, Swppressiobd x T4 LE 3 oxxq 1 s x b s Xy 4, X ] 4T
Ix oo jaSe U X 4 s, 14 L springBoard 'ty 40 osexsT@ 4 414 Y L

~ ~

® 17 ¥4 Hx . 1private frameworks

s X . X x LN xS X" iRhoned » 4 41T X dwL S
QX ATON X LS K . T s aX
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NoRebootrY % « 1 _

%1 1Y 5.9 mINDPReboohL ~ ~ 1X¥_ .~ Jamft « L # X0iZecOps2B22.~ «~ x 7 4 X
¥ x o »NoReboot*® = x pixslA4] x.24 o 4 x*A9 | xmaklware
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DX 0SS X T X s T x4l xq4sPT L {fgrde restarhd X T T e X

LX D Ths .14 $ 1i A4S 1p¢l < Applex ¥ xus " x w { X spadkboardd
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AT A IO D 4SS0 XS Tl oA & o xs T, X0 X ] X 1
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Doaw oA X AT e e xosH A XA s Sl Do s 4 Y X1 Predator
LS V. B LTS s 4d T T d by o 1l ® sE L Gsx a4l

D« T LA XOXEX] X T xS .

NoReboot Predator
Device state Appears off Fully operational
Only indicators
Scope All Ul suppressed hidden
User May notice “off” phone No visible
suspicion doing things anomaly
" e Surgical API
Complexity = Full daemon injection hooks
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(Component Overview) {1 * 4 4 4 « |

Y X {4 i XoL,

x*|.4«_ _ Predator. ~ ¢ s | x

~

hoddie Purpose
ID B
10 Helper: :HiddenDot Indlcato.r
suppression
1 Hell wens Fialp VoIP/caIIgudlo
recording
12 Helper: :KeyLogger |Keystroke capture
13 |Helper::CameraEnabler, Camera access

Yox Iox

XL

X X« Xixx o] 0 X" Ipx]

x lpx g x 1k« « Jp§Aargs 1

X x luoxs |ox ox gof B args

Xo x Iixs I ogse 4 1iX,D 1
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BpringBoard + 17 _dXdd#7 x 1 7" x KiddenDot::setupHoak®0 4 « « 7 X

Suppression

0 HiddenDot

hook: " « © s

>

1 // SENSOR HOOK: Hooks SpringBoard's SBSensorActivityDataProvider. handleNewDomainData: to manipulate sensor activity data, likely to hide spyware-related activity indicators.
2 DMHooker »__fastca Helper: :Hidde t etupHook({Helper: :HookerFactory =sthi

3 K

MHooker =

char #v3;
_int64 Task;
. int64 v5;
51 = (DMHooker #)Helper::HookerFactory::getHooker((FDGuardNeonRW +=)#(this + 2), "SpringBoard");
1 if ( re t)
{
v3 = (char #) ;
« = DMHooker: :getTask( );
= (DMHooker =)NSTaskROP: :WithoutDeveloperMode::T: DGua 11 fi jectiveC(
k+8,
“SBSensorActivityDataProvider”,
19 "_handleNewDomainData:");
28 if (r t)
v6(0] = Goff_100044D50;
1] = ¢ H
v5 = DMHooker: :hookAddress(v3, (__int6d)r intbd)ve, 0);
if ( vE ==
{
(»(void fastcall =+) (_QWORD #)) (sv7 + 32LL))(v7);

}
else if ( )
{

(#(void (++)(void))(» +4qeLL))0);
return (DMHooker =)(v5 != @);
}
thandleNewDomainDatpSIBSensorActivityDataProvidier: " * MiddenDot::setupHoak] 0
ms " T AY X 4, 1 10SA edt « .~ dhandleNewDomainDaw | xsfl s D s
«1 ~ {Ptedatorx3 | | sxIXx ‘hgok K * A4 sd x L3 x >xx x x4 sx | . s
S L X X T e X X ST BT X s X ST T i T x ] ]

~ o~ ~ v

ObjectiveC nil messagingxploitationo. x ~h¥okrt . _callback

Y 4 ¢ Is, Byvixy $< ., x callsackt 1 " o & xx

1 l inttd
2 £
q LY 0;

5 return 2;

fastcall sub

3 if ( =( BYTE

10000EC30(

) (=( QWORD #)({

inté4d al,

| « B) « 24LL) )

QWORD *==a2)

A2=0%: x

« NULIHt self pointert = -,

* riHiddenDot callback _pseudocodg

-i0S

Predator
www.DigitalWhisper.co.il
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Yhread stategr | | « * - xs]l {STR XZR! X & Y ® S{x% * = + 5%

~ v

:@00e0e010000EC3R

:@00000010000EC3R ; int64 fastcall sub_10000EC30 int64, _QWORD =
:@00002010000EC3@ sub_10000EC30 ; DATA XRE[ t: 0000000100044
:@00e0e01000EC3R LDR X8, [xe,#8)

:000002010080EC34 LDRB W8, [X8,#0x18]

:000002010000EC38 4.4 W8, loc_10@00EC44

:0000000100@0EC3C LDR X8, [x1])

:0000020100@0ECAR STR XZR, [x8)

1 @000020100@0ECA4

:0000020100@0ECA4 loc_10000ECA4 ; CODE XREF: sub_10000EC3048+j
:000002010000ECA4 MoV we, #2

:0000020100@0ECAS RET

:0000000100Q0ECA8 ; End of function sub_100@0EC30

:@00002010000ECAS

ANARAANI AAARFrAr

dhreadstatert X0~ 1 | 1:v+. s <X STR XZR! x “HiddenDot callback assembly

® . XX _ _opilits x 1L X _lObjectiveCL 1 4 L 8 T RN XE (47

LS x T v w” X, 1 1%l pointerrt ¢+ s X4 s« 4 o151 o TARME4E
ObjectiveC:

[SBSensorActivityDataProvider _handleNewDomainData:newData]
Yr 4~ hvix. 1 4y . s

@BSensorActivityDataProvidér) 1 1 X0x seff 1
Gelectoryt x1=_cmd ¢

aomain data argumentle: 1 _ ~x2= newData I

Yol s qLigse xsilox D¢ NULDOm - | ¥Yx®. -« )

~

[nil _handleNewDomainData:newData]

M« X 7 44 xs T x JlId <« "4 *nilfl0s ~ 1 S1x__x & | x ObjectiveCt
dx 1yl ¥dxy T oxsxyxsq{ s ¢ x"GprngBoard

-i0S Predator Spyware
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+Yl BDMHooker. _ exceptionst - | | *x Kogkingt - 1 . _x XX 22, 1 ¢ dallbachst

~ A v AT~ ~

¥ L 91,1 o2 % threadstater | * 1 *bs

Value Meaning

o Error — retry with delay

1 Partial success — may need PAC signing

2 Success — forward modified registers

3 PAC redirect — use cached signed
address

4 Hook removal — clean up and continue

L x  Shippressiond *x I X 'hodk

FXD AR A T YeEH L O X XS] 4T Opdye 9 Ts S8 4 hobk Y] Aes
sl A4y d” 44014 -7 I ¥ SBSensorActivityDataProviders 1 1 @0, 0~ « 1
Pl o498 $wd " %] IxPredatorZ handleNewDomainDaal x A4 4cH, Ubt = X | _ o

® 1 hook: x . o« %

~

~

L lrd ! ohooKs: |~ 1 4 {08 k0n I X XF 0 4 xs T4sy.sl o xsf 44 x © s 4

Px oy kT

~
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Technoloqgic

CS8WatcherSpawner::TestHooke 4 « " x{]3X{:¥y4 1 s X

~

Y5BRecordinglndicatorManagefr * ~ Hogk{ « * s StH | x 1

>

L AV LD O R 5 A DO O M

X1, aSbrecordingind
X2, aSetindicatorvi

xe, x19

J__ZNONST,
X0, loc_100006£00

X0, [SP,#0xDCOsvar_200]
__N3Log10LogManagerdInitEv
X8

TaskROPI13FDGuar 20f iveCEPKCSS_ ; NSTaskROP: :Without

, alndicatorfunc dicatorf

wo, #ex10
X8, X9, (SP,#0x0CBevar_DAR)
X1, (aUsersGitlabCi2+0xs6)
X2, asc_108041508

X4, SP, #0xDCOevar_DAR
XS, SP, #0xDCsvar_200
0

W3, #ex3E8

sub_100008C98

X1, aSbrecordingind ; “SEA
X2, asetindicatorvi @

X0, x19

§_ ZNONST;
- sasanccas

TaskROPI13FDGuar of tiveCEPKCSS_ ; NSTaske

g

dzerocrossreferencesy x 1 ' | K < 4

s

SBSensorActivityDataProviderx

b X R

+ « 1iSBRecordingIndicatorManager 1

*oxls o LU® . 8" 44 X« 4R’ zéro crosgeferences: * 1

" Kobksy 1 . TestHookedt®: _!' X] «

Py 4xes 007 x

o R X1 B LA IE L T xsse 4Kl XD

Y . 1 4s47s” <$"~-| Y s

& X 116 4! hooKst " dn
b X 1 ad Vistbilityu s s .~ 45 44 L x @ 47

s ¥ X < I]s ¢ raceconditionm” X |d@

% 4 {yhahdleNewDomainDat: *

e -
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Zhook .t -

Technologic

* x gl ~ X 1 Sdippréssiood x 1 d K

HVelRt -

VolP:

1L ¢ x|

= (char +)ell .
= Gof _100044EA8;

ol )ihis + 17) = OMHooker: :hookAddress (vt (

(ev20) (41} 200

VOXFFFFFFFFFFFFFFFELL, "AudioConverterConvertConplexBuf fer) o 52;
+ 150

eu10) [81) (v10);

oc10) [4]) (v10);

L

6]Voip::setupHooks -

Y X

X

T4 74

CVOIPZ X T X4 L A X s T o

*hgokit AudioConverterNewt AudioConverterConvertComplexBuffer€82x 1l 7. fnSuppression 6
[F 1~

X

buffer sizes (16kHz, 24kHz, 32kHz, 44.1kHz, 48kHZsample ratel x s § ¢
NEON SIMb x « ~ x s | intl6it float32 PCM ~ _ s

Shippressiond X 1 {1 X x . 4 @S T s

PAQPointer . _ rédirection)s 4 1 #s "s»s « 4 " | 1:*_CameraEnablef . x | x

X « 4 .14~ - downmix

ExtAudioFileWrité 0 x

N

all

1L« 8

X o XA« siSugpressiond x JTAXPodr X o
1 dscd x sxsHAr <D drlve 40~ AOVOBIRE X oxx sl L T4 T H e, X

L ~S_ 11 PAC

~

D A XL ¥x 1 «

1 .CéameraEnabler

Authentication Code)
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pattern matching: * S 4 X &."xxI 4«

pattern - x <l <« ¥ 4 i <% %X « CameraEnabler 2 I!sgimbob. _ _hook - % ux « _ %

YARM64 x « , xpfatching

1 char *__fastcall Helper::CameraEnabler::findFunctionAddress{Helper::CameraEnabler =this)
2

3 har *result;

4 char *v2; x19

char *v3; a

6 char *»v4;

] .int128 v5; xsp+0F xbp~30h] BYREF

E unsigned __int64 vé; [xsp+18h] [xbp-28h]

9
10 g t = (char *)dlopen("/Systea/Library/PrivateFrameworks/(MCapture. framework/(MCapture”, 1);
11 if ( k3
12 | {
13 v2 = result;
14 v3 = (char *)dlsym(r i1t, "FigVideoCaptureSourceCreateWithSourceInfo™);
15 b 3 )
16 {
1 v5 = xmmword_100842978;
18 V6 = BxA9057BFDASDAAFFALL;
19 vd = (char *)memmem(v: - 4096, Ox1000u, &v5, 0x18u);
20 dlclose(v2);
21 if ( va )
22 return v4 - 4;
23 }
24 else
£J (
26 dlclose(v2);
27 }
28 return 0;
29 | }
30 return 1 slt;
31 |}

mdx _ARM64 ¥ x (x4." * 74 I memmendtd_ _ ° _CameraEnabler:findFunctionAddréss

drigVideoCaptureSourceCreateWithSourcelnfo

s _ exgorted symbolg 1« + X447 7 x4 X X" OPradatom - - | XS <47 ]

~

@®xportgt ¢« I TT_Y oXep_f X " Aud XiQSY 7 x4)7, ¥ X 4 hoakt ¢ <] | x s

PAC * . 14%* 3% ” hgok. _callback

¥ U I X x wxX {38 thread statgt - ~« | CdmeraEnabler _callbacks

>

1 |_int64 __fastcall sub_1000132D4(__int64 al, __int64 a2)

2

3 if ( *x(_BYTE *)(*(_QWORD *)(al + 8) + 24LL) && *(_QWORD x) (*(_QWORD *)a2 + 32LL) == 16 )
4 return 3;

5 else

6 return 2;

7 [}

JameraEnabler callback pseudocaoge

-i0S Predator Spyware
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LDR
LDRB
CBZ

; _int64 _ fastcall sub_1000132D4(__int64, __int64)
sub_1000132D4

X8, [Xe,#8]
w8, [X8,#0x18]
W8, loc_1000132F8

v

® 4 &

LDR
LDR
P
B.NE

X8, [X1]

X8, [X8,#0x20]
X8, #0x10
loc_1000132F8

VY

® 4

® 4

MOV we, #3
RET loc_1000132F8
MOV wo, #2
RET
; End of function sub_1000132D4
]JCameraEnabler callback control flow greph
I oausox$ 3 xIx . x g Yedirect, ~ *DMHookert + ~ 8% . ¢ 15

® LS ¥ SIS x| XLE XA PAGET X 1
{1 x s 4¢ i
d&Process Injection Artifacts 1 | 4t~ f st 41« 41~

Y 1.4 14 sxia~ 8 ¢ _ Predator. _hookst

HiddenDot). x SpringBoard 1

o/olRtCameraEnabler x dmediaserverd 1
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1X 84 4y

I~ 4 44 esdt4x mémory mappings x 1 1”7
1. 1 ® 7 4 x4l {exception ports * 4w q4 |

P4 e X brelakpoint: x « -~ x $ thread states] x ¢ "
hooks{ x s { ¢

r@ 4 - inlineY x hooks: * « Mdth exceptiorbased hooking - _ _ - DMHooker: | -
Y . §Ix s 4 Cs

I~ 1 1 1+ * ¥enumeration) exception ports ~ 1 | 1
1. 1 37 4 4 d 1 EXC_BREAKPOhdRdlers « 1 ! ¥

v o~

F 1. 17 #%% " thread set staté x «~ 4 3 4 7
X 4 i x Yy xy i

FAd e s X T o d LT e x s s X x4

~~ ~

1 ¥ d 4 Imediaserverd x ‘ExtAudioFileWrite x ~ 1 § «
Uk 1 Ix " Hw 47 2«4 Hx « .0*sSpringBoard 1

FXol A

v

s Lr -~ «Piedatord L 4jOSESs 1 L wd.sx 1G4 HRLX T AT I ] s 6 ]

~ ~

DX - xs_ | (postexploitationr® © X « il AW A A O H X ] L

~ v o~ v v v

@S x4 147 %7 ¥ 1§ .11 spyware

I T R S IR

Lo 4 1 1 (exploitation) ObjectiveC nil messaging: hook . x . ¢"”
FYsxoo..ox 1 o4 k¥ d *:SBSensorActivityDataProvider._handleNewDomainData
NULI self pointere © -~ I ¥ & 47 x ~x . x4 4L 7" 4.
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Shippressiond x 1 d k.| 4VoIRE © 1 L « X I xstealthe L L4 » o< {1 1.+
® (. 17+ HiddenDot ~L 1 p S 4 _ o xSITKT XK, x4 o417
Tt - x4 - %™ ..~ XCameraEnablerY{ ! x{: ARM64 pattern matchimy _ x _ 19
symbol resolution: * « ipstruction pattern matching x _ - framé&works
- «+ 1 ¥ BBRecordingIndicatorManager* 1 " hdoks 1y« - 44 4 .~ x 1 xq1s | x
@A % XNy LA X s T B U L X 4 x X s

10C

hook x . * @ x | x .
SBSensorActivityDataProvider. _handleNewDomain§SgringBoard) 1
CMCapture.frameworkmediaserverd¥ pattern. _offsettt s 1 « « x|
AudioConverterNewmediaserverd) 1

AudioConverterConvertComplexBuffer+2ediaserverd) 1

ool 4 s
1 SpringBoard

 mediaserverd

Famework{ * 1 :
1 System/Library/PrivateFrameworks/CMCapture.framework/CMCapture/
1 System/Library/PrivateFrameworks/AudioToolboxCore.framework/

AudioToolboxCore/

~ X7 L s

VP Research, Jamf2s .~ % 4 "

https://www.linkedin.com/in/nir-avraham95b96b36~ Y1 - .

ILANIOUSIVL 41 ~ #7¥y %, x &
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Jamf Threat Labs, "NoReboot: Faking an iPhone Restart," January 2022

Jamf Threat Labs, "Predator's kill switch: undocumentedamilysis technigues in iOS

spyware", January 2026

Google Threat Analysis Group, "Buying Spying: Insights into Commercial Surveillance
Vendors," February 2024

Apple Devalper Documentation, " About App Privacy Report " December 2025
D223fS ¢KNBFG LyGStftAadISyOS DNP dzLic Zefobay OG A 2y SR
OELX 2A0G48 [/ 2yiAydsSés 58S0SYOSNI HAnHp

Jamf Threat LallResearch blog and additional publications

https://www.jamf.com/blog/category/jamfthreat-labs/

-i0S Predator Spyware
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https://www.jamf.com/blog/persistence-without-persistence-meet-the-ultimate-persistence-bug-noreboot/
https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/
https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/
https://blog.google/threat-analysis-group/commercial-surveillance-vendors-google-tag-report/
https://blog.google/threat-analysis-group/commercial-surveillance-vendors-google-tag-report/
https://support.apple.com/en-us/102188
https://cloud.google.com/blog/topics/threat-intelligence/intellexa-zero-day-exploits-continue
https://cloud.google.com/blog/topics/threat-intelligence/intellexa-zero-day-exploits-continue
https://www.jamf.com/blog/category/jamf-threat-labs/

Technologic

Virtualization Based s 1 « ¢ 4 L « x 1 ., 4 X

Security

Xl x M 1ov 4

AN

L7 T T WindowsS 1, SIS Do X w bkl s d T A X

171 7s xsvom g x X Miindows 10° « s | s s. X sntoSkinlexel 14 L x 7 xS

L7 s S8 xS Tixs Xeos 4 T O XWildows L s 11X+ 8 xi o«

S Y X LKB I oy X ASET{IXH ) Tk s s xC ks, sd | xntbskrnl.exe

Virtual Trust = x « . WX 1 Fooxxx 42X ] o, 0 «& ¢ M HypervisorHypervrt =

~ ~ v o~

DX v ¥ SPRINg @ - X T XL T 0% @ X s X T4 L LBhels (VTLs)

- X+« . SecureKernel » « " 0" 4 I VTIL X 4 0 VILGE, ~10¢ LSS ] xq{ [|"s
R4 X xx KT TS{ . od XL s Y X AN LGNTR L T . 8 X, S % s x Xy
b, TS X R X I Yeux sl 8E L s o Il s x| s x X sHypervisor
®econdLevel Address Translation (SLAT) | « VEL& ~ 45X . s ] x 8 & x ¥ | .,
14 L THypervisom ~» * I s\ isls, 1 % XNTL " &2~ 45X « 4s.q % = ss

DX S, |, X | SX , X XSS

~ ~ ~ ~

NT® L " v 8See W ST € f o X RSEICL oy X B S sy {56
| » x isalated User Mode (IUNMH)+ 1 _ _ ¥ {1 _ ¥ 143 * _Skcure Kernéll x 1 & % . « |
ORISR 5ok I TR B B MR N PO £ P

2T ss v ]

L~ 1L
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s X 4 Xl sl y s

Dow X0 X T g X T X T yisep [ S A4S X < XL X4 L B o d L)

YWWaregt + ¥, _ - _ % o DHyperV1 *LY_ X .14, X» S | sS

Microsoft Windows 11 Version 24H®@S Build 26100.7623)

s 4 sMBS 1« ¢4 x kKsXH k> 4 | Memory Integritys "XIs: « 4 ssf & x 1
ool S MU HyperVIt R 4 | L Rty o s L Lk xxd i gl p s o x Xy xox

s | x «  rfested virtualizatiom 1 ~ _ ¢+ <X« D pZf gl X 4 o« XX 4 Kk Ss

SetVMProcessofVMName <VMNamesExposeVirtualizationExtensions $true

s sl v xs{"x{ K §s] i x < 49 Guest Integration Servicgs: -+ 1 - . ox

~ > ~

Commandre @ 1 %o X ™, LSy X 1@« X881 pSIX XX D4 sl T

~ >

Y x « X%l x:“\. $ XL "sx", X prbmpt

bcdedit /debug on
bcdedit /dbgsettings nehostip:172.23.128.1 port:50020 key:1.2.3.4

Hypervisorg - «¥ * I 4 * X X

bcdedit Hypervisodebug on

bcdedit Hypervisosettings net hostip:172.23.128.1 port:50030 key:5.6.7.8
SetVMProcessofVMName <VMNamesExposeVirtualizationExtensions $true

T ook ) AXe T ey I ByperVIt b 1S X 4 F ¢ 9P X x DA X g 1
vSwitchx @ ¥ ¥ *71 . « ¢ sx § | Js{” I © 71, xi<"sx ] [P ¢ X x Network Adapteré
®ov XS T s X EA L XN

x ¢ b 444 XBeduie Kernéll x 11 ¢ . Ssy X I {* X siXx 9§ s 7
WinDbgrt _ _ - _®lypervisort X " .~ vy Xl *x0 ¥4 44T {39 % ., xy 4 7

~ ~ ~

® s {7y * [ Preview

KHypervisorx s

cfs X R 9Ty ] HSY_Ix s s 1.8 dd . . s . Hypervisor

~ ~ ~ N

TR T DX N XXX ]IS T sy 4 X

~Z :Lss ’kvx s ~sv,, VLX j L X .

« X DRSS X G xXsxlox X x X 4 XY s 8300 ox | F@Fl oxs , X UX{ |« X %) 4 A S s

L. XNMY_XHypervisor _r 4 X" 4 x 17 xS, DX LT TIExe D87 ] 4 x| ox

x

TAxd® P x 7% sy T rX A s s e gL X HE X s X x5 x . A

~w ~ ~
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https://learn.microsoft.com/en-us/windows/security/hardware-security/enable-virtualization-based-protection-of-code-integrity?tabs=security
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Y xdxx]-4> Hyperisort+ ~ _ « +d 1.

s _x L¥ Hypervisort _: X {1 « « L X o X »® x14{,%] xs s | 4 dnHypercalls
® 4 - 1 :Hypervisom 1 ~» X« {55+« { .4+« S <& .syscallm
S K4y o+ A MSRY ~ ¥ xsv_1s_1  ~ 1 ! HyperVmSynthetic MSRs 1

Synthetic MSRs » € sd  isls. {x s 4 ¢ | HV _X64 MSR_GUEST OSYDY x | |
r 1 1. x ~xHyperViT S¥nlO Synthetic Interrupt Controllert = «~ . 4 I v 1 4 x « s
®CA XX e L e T bosx a8 xs | Xenlightened guests 1 -« X
S 4 oL X X Hypervisort Lovr o wed | w8 L 5 X .« X 8 Xe 1S, X Hypervisor
BynIG ~ 4 X1 +_ S{% . T x ] sy
r Y®irtual Machine exit: 4 L « XS37.x{ X s X1 X L ¥8 v ot X LTIWM exit
EPTT MM exitt + X ~» ¥ X o K™ S: x  4Xx | X . X hypercalit «+ X ~ 4 u
CX O ANKIME S X L X} VMexitn v X 0¥ [008ntrol Registems s * 110 Iviolations
Tss o L © % i 7T % 11 xXWMRESUME/MLAUNCHVMCALL x ¥ 1 x 4 BLq,

b X X

s xd 14 st >, 341 74X _dh+«Z XHypervisost  ~*I1 1w

Ao ~ v

dGvextWinDbgr , | *x v s¥& '~ _Hypervisor * {1 @ 1

Synthetic Interrupt Controller (SYC)

17 017 48 F o0 LA AL 0T AT e L AT A IR B X T X

1w *7 x 4% 1 interbupts. * « Anterrupt controllent = ~x ¥ {7 US43 ¢ A 4T X X«

® 45w x os XX Tysix o XY ]

APIC x I x " X 4pid { " 4 XX 43 X § Suqlxwd x %4 1 } X «{ .~ Hypervisor

Local + ! 1 dinterruptstt + x | 4 * % ¢ {1 {1 45%x X Ipdsted interrupts Vartualization

L, Tioterruptsit - <L * <1~ ~ 1Advanced Programmable Interrupt Controller (Local APIC)
@A A H b DX L X TR 8 eSS X

~ ~

« 1 %9, _ Hypervisort 1 » xs* |, Iiscl x 71 pox 1 % " X, I yHMyperVit = ] L
x o hoxs 7y igtl.nd X« x SynlCthe Synthetic Interrupt Controller (SynlC)- ~ « 7
X@ x 4 L BPIC D T R x4 T X d] P X e X
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https://tandasat.github.io/Hypervisor_Development_for_Security_Researchers.html
https://github.com/tandasat/hvext
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7 VQ‘C\}xz-LI pT‘[,:AX '|I> X‘ZA-](,, xxhiqux v><sJ,_,,-|x§v-| g % xlvxv“vx s L1 ST|'

[N I~ss|_ R VZvay S "IN XS w L, XS] X -|,,v>~<x-|y|_ LA| L
Y * Syhl@ _ _ © _ _Mirtual Processard . « X . 14 X

ikerrupts v, ! & ~ 14 X 444y X .26 Synthetic Interrupt Sources (SINSINT15) 1
BINTZ _ _ - L _cdl~- IVMBUS _ ¥y x|

1. xp 84 ¢ 1 xs, 8 1% 4KB. | x qmThe Synthetic Interrupt Message Page (SIMR)
GINT. Is! *x13 4 Hpwc X! Mm@ms ¢ X 14x
cx bowma s o X TdY 4KBL ! x ! xmThe Synthetic Interrupt Event Flag Page (SIEMP)
L B, 1 SINTsL r 40 ¥ L& s xs§x sqXGINTL I 41F 4 HpC_
I x ind&xt 1 ALY < s H X JBYSINTES » X, % bed ¥ x U g | yulxqs{ X
BINTE ~ | .S 1 Y X0« X v HX204701 1 1 x 7 s
_ALdsty x. T+ STIMERSTIMER3 It 4 1 ¥ 71 8yhthetic timerdr 1 1 1414 -4 04 1 1
&IMBt HYMSG_TIMER_EXPIRED! x s.s{ * 7

@ 1 I S8 x D] S Hypervisom trapsit - <X X ¢ $ {nConfiguration MSRs |

Yo®+d4ASylIC ¢ | #S4LX L _ s

® 1SyAIC | « _ ~1L! 0%40000003eafit CPUID ++ ~ 4 4 X «G#
BV _X64 MSR_SIMP L:_* x &I s x D700 s, 4KBS ¥ X o L @
HV_X64 MSR_SIEFR * XL X . [*4 : . 1

~

7 nfask vactomt +  HV_X64 MSR_SINTx @ Xs* @ &7 |T. x<SINTL L x *d
® . . 1 _auto-EOI
.- x s 1" lnterrupt Service Routing - Interrupt Descriptor Tabtke - «~ 1 | @7

®© * « ihterrupts
1 IKCsxHE 1 8HIC | 4 LHV_X64 MSR_SCONTRQE1 1%+, {1 | @&~
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YShvlplnitializeSynic 1 18 1 &' -~ SydlG . *x 1w + 1+ ~ $ecurekernelex@s 4 . « " X

__int6d _ fastcall ShvlpInitializeSynic{__inté4 Context)

~—

unsigned __int64 HV_X64 MSR_SIMP; // rhx
char v3; // di

// Configure SINT® (HV X64 MSR_SINT® = ©x40000090).

//  wector OxFe

/Il Masked @ (unmasked)

// AutoBoi =1 (bit 17)

// This is the vector the synthetic timer below will raise.
_writemsr(@x40000090u, @x200F0u);

[/ Arm a synthetic timer that delivers through SINT®.
ShvlpEnableSyntheticTimer (1873741968, @);

// Read current SIMP (HV X64 MSR_SIMP = 0x40000083).

// The hypervisor pre-populates this with a default message-page GPFN before the SK initializes.
// The low 12 bits hold the control flags (bit @ = Enable).
HV_X64 MSR_SIMP = _ readmsr(@x40008083u);

if ( (ShvlpFlags & 1) =8 )

{

v3 = 8;
H
else
{

// Bit @ clear -> override with the SK's own message page

vio=1;

HV %64 MSR_SIMP = (ShvlpSynicMessagePfn << 12) | HV X64 MSR SIMP & OxFFF;
}

// Map the chosen GPFN into the boot address space at [al+8x18]
SkmmMapBootPage (*(Context + 24), HV_Xo64 MSR_SIMP >> 12, 2);
// Extract PFN from PTE, claim the backing physical page.
if ( !v2 && !SkmmClaimMappedPage(*(Context + 24), @) )
return OxCOOBL43LL; // STATUS_SHARING_VIOLATION
// Commit SIMP with Enable (bit 8) set, activating message delivery.
__writemsr(@x40000083u, HV X64_MSR_SIMP | 1); // Enable the SIMP, preserving the hypervisor-assigned message page.
return @;

e | 1 ByntheticMSRs X " | X _ 45 451 " ¥ 3 ] six X438 |, o x5, . |

H¥ypervisor

Virtual Machine Control Structure (VMCYS)

Virtuale = x 4 ~ 1 « x sMixtual CPOVCPU MMMt { It 4L s x & 4 7sx"0 X x BMCS
T ¥WMME P TIxx L xRS L, s s o s{% 1 4 X Mdchine Manager (VMM)
® " XS] X p 4L Xp L S 45T 1% D Sse, LY f MCS

Y x 41yxxo X X o YMCS
SO x G4 Ny X s 13 L« 23 YMexitx s 1 s {GUektstate area
L S141 T~ %, VMexit: ~ ¢ %L« % T x4x " Hoststate area T

~

X 18s 88 WS, 4 08T X Cu X" T4, WX Lises T g X s

A~

®s 4 Xrpr o x 0 xt « s X TN T g ] g X v

a ~

&MX nonrroot operation® « _I>* o5 xx { (X I {x4{}Y/M-execution control fields 1
®M exitst + 1 1 L x x | \¥l-exit control fields

-Virtualization Based Security
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&M entriest r 1 1 L *x x | \¥l-entry control fields 1

vmx: L X . T X o« X oo duy 8 oy 4 ] X s X | L, X SVKexit information area |
®. _ 17

L4 4 st o7 0 xs Iy x pixxPExesF 8 x piXes x Lo ” Ilek VXL, X L

~

VTL- Virtual Trust Level

1t Mrtual Processard ¢ «~ xI1*, 4+ x: . x s . sl {9 {{Virtual Trust Level (VTL)
o SOSVTHL T NTR L 7 XVTHL @ _ VTL ®#VTLO 3 1 L ~ % { X 4% " 1Windows
Dx 4L ] x qwmd | HX OHyperVd L T J X kX< q X s

L

Second_evel Address Translation (SLAT)

LRTS LA Y TS X
XX Tl Es T XLy X W DB 4% xSl .

IR R O N IR RO ERC L S DA

| X X ls X R DX L XX XX ]

—_

s x g Yeed epX Al HAALTSS® 4 0o x T ¥ A X9 SIse BT I ux d 4 e x D]y
P R X x| ¥s L X XL s G X L T X 416X xIIx] 4 X X Fx A
s o xxky o X Dxse p pfl KL s g AsisHIXe s k0t x4 B X
A u A S s Isrr s X 1 L (8 sx o b T X 1% O pagetable walk

- +s L 1 JPage Table Entry (PTE} ~ «s”_sx _s¥5X .Sl Sd 4 A Y «SIP Xss; X qs
S

cp.|q_:.|:yxs.|:x‘_1x‘?< « Z-|V¢s.|< )I §~Z 2 T
L.~ . ~SCR3, v x4l94 0 7 42 0 X x IPML4: + * 1 41 ‘page walkr 4 | + 3%
®_A¥s s TS s

47 39 /38 30 29 2120 12111 0

Guest CR3:
PML4 Base GPA
OS Level
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{4 1 ,,S,,N-!S'lv";, T lg 415 X xpix]ys), {1 s DX osx X" |s y 15, . X4 S 4L «x1.,4x
x Second Level Address Translation (SEAT), « s _ X 14 « ¢ 4o X &% P« ( * 1 s
Lo, X~ 18dl o, xsue”sx | 6 4 xs, ] 4405« x 1% %4 nBstedpaging

A T X X Tps 4D YEPT) T o K 4 s s Ty

Fdvp$ 4 dsids x 594 x4 ~DxxP*oqiGuest Virtual Addresses (GVAY
D4 L v xS{Tx{ x _sX
T - xseps o isls. o L4 x T8 D Ix 419x1% nGuest Physicahddresses (GPA) T
I
®lypervisort 1 It 1- x 7.7 x4 [ < x ¥ nSystem Virtual Addresses (SVA
® . XX xs, g4 %s 4% x {i$x4* xSystem Physical Addresses (SP#)

1 oaise XXl - X v ds L] . X e SHypervisort L X - 495 w0 HH O, L X

®lypervisort . = x ~ 14 ¢ s

X L X .|1,><§ S

~ A ~

G4 AT s UESHUSIET 8 s X x| SRR S X S, X 4 |

PKe X6 dX s 1sT » %« o % 7 L, Windowst " oa SE D < ASXT 4 {

P sk A e X118 4 WBSY _ X 4 05"4  § 4 o X KXY KL S Y . §s

FA P IPM™x s s B o b1 A4S 13X 1T ¥ 8 X L d X 1SXs o Ss
s X Memory Integrity {1VBS - 1~ S 1 X UP {2 sx Sx .. 31853 %  HH. 1 _ x4
s G X x L RExCU oxse IS x| 4 Dk ATsxl x4 T L (Hypervisort F 2 ¢
XX xS i WWTL @ Lo Y BXxécutableXit WriteabledOW r 1 L X IXOR L x 1 . s |
sy s ls s "I x1t¢ ., o %WTEL. X VTL Ou _SLAR o _+ {1 L . SIAR
L _TLF& _~ * , s s, x 0X000chypercalit 1 '.4* « ~ « HvCallModifyVtlProtectionMask

A S S

15.15.2 HvModifyVtIProtectionMask

The HvModifyVtlProtectionMask hypercall modifies the VTL protections applied to an existing set of GPA
pages.
Wrapper Interface

HV_STATUS

HvModifyvtlProtectionMask (
_in HV_PARTITION_ID TargetPartitionId,
_in HV_MAP_GPA_FLAGS MapFlags,
_in HV_INPUT_VTL Targetvtl,
) _in_ecount(PageCount) HV_GPA_PAGE_NUMBER GpaPageList
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11X XX "iyxs® T x4 IR S ] xS, "LVTLL o~ o X "pvds CXNTH 1T 4 o - L X s

~

®lV_STATUS_INVALID_PARAMETERRAM®: {1 « « L 7 x . | { €

coAisxoqssL X §H 41 A ® | SRS {8 4 KX Tufie XSS Loy O KNI ]

HyperV Hypervisort - X« _ -«
Normal mode Secure mode

Windows | virtualization-based security

Applications

Credential
Other isolated
services

Secured kernel +
Code Integrity

Hardware

L 1 * hvdx64.exelrEel1 ! *. ¢ 41 . . %4 * __ hvix64.exe * x4 Is4Y . Hypervisort
s s x4 LAl §2 X xioxX 5 4 0 4 Lox Y ARMT shvaa64.exeé AMD
AMDrt SEAR ¥irtual Machine Control Structure (VM@S) ~* "« 11 *Intel VFxs {1 $ntel
ARM + .~ 1 { x ARMT ¥irtual Machine Control Block (VMGB)- +x "+14{ X AMDV s { s A
Hypervisomt ! « _ X ™ 1«1 « ss” Hypervisort . _S _ - Y] s | \irtualization Extension

dntel VIt - <+ _ 1 1h¥ix64.exe

T o 1! *Osntoskrnlexe, * *x &1 0 VTL 1+~ _ ~ *VIL 04 4% 4 Xusqc] fosq® X

s _ 1, VslpEnterlumSecureMode 1 « «™ X 4 L 70 x 1 71 1% 4 S Hvix64.exe

o A1 1€ 8 . ksdlated User Mode (IUME) + 4 s _ 14X v X is 4, s Ll x
Vi:  x 11 x B 1 BBcureCalls x 1% %X x4 x4 «7x

-Virtualization Based Security
www.DigitalWhisper.co.il
Tn HacH " Mycx 4L v




Technologic

Y . , Wirtual Secure Mode (VSM)+s « {sl £ ¥ x| % ., "X
if ( VvslVsmEnabled )

{

CurrentIrgl = KeGetCurrentIrgl();

EntryIrgl = CurrentlIrqgl;

__writecr8(@xFu);

if ( KiIrglFlags )
KiRaiseIrqlProcessIrqlFlags(CurrentIrgl, 15);

Y T <7 e XS X 8 v 874 o w0 X xS Ixx {87 s s LT

Px TXSLNTRL " -~ w47 s ]2

TLoa XLk o, I x i Es ., TSN g " o] B8 s x s

R X  dEXN §x v ONTE L ~3X 4o X _Mda»*xFOD « 444X X
S XS X 1 E 8 w88, O Ak o x 11 ~1 X ™ HvCallVtlReturrhypercall
&6 11

dx x5 . lsolatedUserModé r 1 1 41 ¢ . @

L XSKEALL« 1 $X %9 _d 2 s x vy Windows Internals 7 edition part 2~ . x*" 1+ ”

Y iIx Al d®sn L8 x Dasd X xSy 1 { T0868M A N

® 4 - 1xThreadt _{1 1 . Handlet iSecure Handle §
DAk {4 4 IMDLUT, 1 *T@MDL
®hread ID (TIR®) Process ID (PI®): +~ - - 4 -~ 1CID

Secure Service Call Number (S3CN) _ ~ 4 s ~SKCALLL * § 4 « « "pxd4 &I "™ P ]
SH LT K LRSS XL g T s L8 X S S w s L s X

Y x o Xe p $p Bl ks 7

NTE L " ~08 1 As¥w {1 =~ 3 vx 4 L Ts {x$ecure Thread _s « ~:s| _ 19 1

dlox 1 * L

dispatcht * « ¢ X o X" 1 X 1% . ekltlavee ~ _ «~ S % 1 |thréadht + ~tm
dqRQIX - | Hu *

1x 16 %, s *xluminvokeSecureServiced « « 7 ¥x (s4 p {4 X ~ ¥ « dTH
®'TL 1¥ securekernel.exe

@ranslation Lookaside Buffer (Ti#B) x moi ¥
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FYLX" spedie cHypercali® - 1 40 4« ~HVISwitchToVsSmVtEL 4 « « "sx« .s™ 17
Sy WX Ss X ONTIE LT e o X ds G E xSl x ] s X x Ty Xy

v v~ ~

YsDispatchlumService

while ( 1)
{
LABEL 38:
if ( (BYTEA(xmmword 140FC5B50) & 8) != 0 )
{

EtwTraceEnterVt11(v5, Sscn);
// Round-trip into the SK.
Hv1SwitchToVsmvtli(@, skCall, S
Status = *(SkCall + 8);
EtwTraceExitVvtl1(v5, Sscn);
¥
else
{
Hv1SwitchToVsmvt11(@, SkCall, SecureThreadSaved);
Status = *(SkCall + 8);
¥
// Return-reason: 6=done, l=early exit, 8/5=PsDispatchIumService,
Jf 2=IUM syscall (UM), 3=IUM syscall (KM); bit 7 = SK-requested int 3.
v18 = *(skCall + 1);
if (vig <8 )
{

cureThreadSaved);

o

// if bit 7 of the return-reason byte is set,
// NT executes an int 3 which will break into the debugger.

__debugbreak();
(SkCall + 1) &= ~0x80u;
v18 = *¥(sSkCall + 1);

1Tx 4%, «sx JNomalCaltx " & _ 1" 1 <" ] PsDispatchlumServiced « « 7 x s

>

WTR L " X X% X« {lep 5" o SHCARLT « 4 HXpxey, x 144 1 4

switch ( *(SkCall + 1) )
{
case @:
LABEL_53:
PsDispatchTumService(SkCall, v21, v18, v19);// Reason @/5: NT service callback the SK needed.
break;

case 2:
if ( !'CurrentThread->PreviousMode ) // Reason 2 from KernelMode -> STATUS_INVALID_DEVICE_REQUEST.

*(5kCall + 8) = @xFFFFFFFFC@00O0O30ULL;
break;

}

>

hypercallst + X ~ i« ymtallx _sle X s + d X7 41§+ HUISwitchToVsmVtld 1 « « 7 x
1% 8T X, LS s s X7 DX 3 X g X IH4 Tt 4 s

1YF {4 «x. 4" « { ~» HdpYsmVilCallVa

result = (*&  HvlpVsmVtiCallVa )(al, SKCALL, KeGetCurrentirgl (), SECURE_THREAD)
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S v LTS X X WX © X XIT X XSO | 4 X T AR T ses,,x L, | 4§ X ] o]

®© 1 Hypdrvisort _~ 1+« 1

CFGRO:0000000141201860 HvlpVsmvVtlCallVa dq @
CFGRO:0000000141201860

1:kd>dgnt!  HvlpVsmVtiCallva L1

fffff800 ~de401860 fffff800° 6c60000f

1: kd> u fffff800 "6¢60000f

fffff800°  6c60000f 488bcl mov  rax,rcx
fffff800 "6c600012 48¢c7¢111000000 mov  rcx,11h
fffff800°  6c600019 0f01cl vmcall

fffff800 ~6c60001c c3 ret

fffff800°  6c60001d 8bc8 mov  ecx,eax
fffff800 6¢60001f b812000000 mov eax,12h
fffff800°  6c600024 0f01cl vmecall

fffff800 ~6¢600027 c3 ret

Foovmealll o5 1 I T ] LN X G KX s o L s S YR X

OYOx12s 1 1 "nMovOXL1l -~ S

hypercall x « X« L¥ ”x xp. L % { 4 :Appendix A: Hypercall Code Reference « *
Ox12¢ XBecure Calf 1 x 1s* s X s] { (x "I x « T HvCallVtiCall 1 « « I ¥9 4 6x11
® XA, 1S X" X« I HvCallVtiReturm

Hypervisort - ~+ 1 7 1 x *

VM exit X VM exite s .  x <% "1 wlicallt -« A 4 T EX T X Xxsq ]

s % s SO VMXroot: L X VMX nonroot - L X

~

A

X S , K <X, se1X S
SO B O AP N

Blypervisom s « » $ sp { . {x*" 17 .

~ ~

AL XX T 2MBL L X e XL L X, sX Chyieh.exe, X X nsT D7

>

K7s®™ 0 XX B L E A e e X K e OS K] LS 1S ssE 3k { X X

~ ~ Yo

T s Xl s DT e T opsx T SUoxpp xE TS X ] Saar Amak -
e dAs X 4 i x d% s xs U A, TR % ] K T X
F s"~s1vs,,gfs\xxj,,s¢ s X . ;,q:sLNLx"]“:xJ:,,L_V“L§|¢-|:\x><\,,|_

a ~ W ~ v >

DX 4IEX S FdioxXe X TS JRPERD s Do s s 1 ]s
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1scq X R LX) "o

b % XOISED XXXXXXXK v en XA o TR s X xS g T Y xx ¥

L1
x A

F

LS X ,)<1s>l>< Tl KA

Ss

Pl ntdskrnl.exetr hvix64.exe™ 44 « " H ™ s. % "]« s X

xRy
YDAT BinDiffs ” | % :

X s. « X M.

x

<

X "

U X

TX AL s nddhy X1 9d apddP X+ sS4 -« "hyix6d.exa ~
:)XL)X j=sx -hvcplqbpi X 4 (Y X

X X1
- ~I IS NN ,,>qs,H

1.

1

Xd

LXA

gerhart0l ~» « ¥ x © 44

X X, B @

‘I S
> o

vs"xL>€ e q
1 ,esxS ], T AL

)

—

~ oA

.I

Hi

11 94 ~ JBA9.ZT x - ¥

N

A

‘w Matched Functions

Similarity Confidence Change EA Primary MNarme Primary EA Secondary Name Secondary

1.00 0.99 FFFFFB000... __GSHandlerCheck 000000014... __GSHandlerCheck

1.00 0.99 ---—- FFFFF8000... sub_FFFFF8000022DC70 000000014... SymCryptWipeAsm

1.00 099 ----——- FFFFF8000... sub_FFFFFB000022E060 000000014... SymCryptSha256Append

1.00 0.99 ----——- FFFFF8000... sub_FFFFFB00002512AC 000000014... KdpQuickMoveMemory

1.00 0.99 ----——- FFFFF8000... sub_FFFFF80000321EBO 000000014... Uart16550LegacyInitializePort

1.00 0.99 -———-- FFFFF8000... sub_FFFFF800003220C0 000000014... Uart16550SetBaud

1.00 0.99 --——-- FFFFF8000... sub_FFFFF800003222DC 000000014... UartpSetAccess

1.00 0.99 -———-- FFFFF8000... sub_FFFFF80000322588 000000014... IaLpssPdSetPower

1.00 0.99 ---—- FFFFF8000... sub_FFFFF800003227D0 000000014... Tal pssSetPowerD0

1.00 099 ----... FFFFF8000... sub_FFFFFB0000322880 000000014... IaLpssSetPowerD3

1.00 0.99 ----——- FFFFF8000... sub_FFFFF80000322B30 000000014... SpiMax311GetByte

1.00 0.99 ----... FFFFF8000... sub_FFFFFB0000322E74 000000014... SpiSendi6

1.00 0.99 -———-- FFFFF8000... sub_FFFFF800003A57A0 000000014... HvcallpExtendedFastHypercallWithO...
1.00 0.99 -———-- FFFFF8000... sub_FFFFF800003B2380 000000014... memmove

1.00 0.99 -———-- FFFFF8000... sub_FFFFF80000230C50 000000014... SymCryptSha256AppendBlocks_xm...
1.00 0.99 -—--... FFFFF8000... sub_FFFFF80000321F50 000000014... Uart16550PutByte

1.00 099 -—--... FFFFF8000... sub_FFFFFB0000321CE0 000000014... Uart16550GetByte

1.00 0.99 ----——- FFFFF8000... sub_FFFFF800003B2750 000000014... memcmp

1.00 0.99 -—-... FFFFF8000... sub_FFFFF80000322080 000000014... Uart16550RxReady

1.00 0.99 -—-... FFFFF8000... sub_FFFFF8000022DFCC 000000014... SymCryptFdefRawMul

1.00 0.99 -———-- FFFFF8000... sub_FFFFF8000022E200 000000014... SymCryptSha256AppendBlocks_shani
1.00 0.99 ---—- FFFFF8000... sub_FFFFF800002A18F8 000000014... PopInterruptSteeringEnabled

1.00 0.99 ---—- FFFFF8000... sub_FFFFF8000032CCD8 000000014... MmHasImageBeenImportOptimized
1.00 099 ----——- FFFFF8000... sub_FFFFFB0000322C90 000000014... SpiMax311RxReady

1.00 0.99 ----——- FFFFF8000... sub_FFFFFB000021E4E4 000000014... HalpTimerGetInternalData

1.00 0.99 -———-- FFFFF8000... sub_FFFFF80000322530 000000014... TaLpssInitializePort

1.00 0.99 -———-- FFFFF8000... sub_FFFFF80000322AF8 000000014... SpiMax311BufferRxData

1.00 0.99 -—-... FFFFF8000... sub_FFFFF800003229DC 000000014... Spilnit

1.00 0.99 ---—- FFFFF8000... sub_FFFFF80000322C00 000000014... SpiMax311PutByte

1.00 0.99 -——-... FFFFF8000... sub_FFFFF800003220E0 000000014... Uart16550SetBaudCommon

1.00 099 ----——- FFFFF8000... sub_FFFFFB000022D91C 000000014... __GSHandlerCheckCommon

1.00 0.99 ----... FFFFF8000... sub_FFFFF80000322720 000000014... TalLpssReadCmdStatus

1.00 0.99 -—-... FFFFF8000... sub_FFFFF80000322760 000000014... TaLpssReadPmcsr

1.00 0.99 -—-... FFFFF8000... sub_FFFFF8000032293C 000000014... TaLpssWriteCmdStatus

1.00 0.99 -—-... FFFFF8000... sub_FFFFF80000322978 000000014... IalLpssWritePmcsr

1.00 0.99 ---—- FFFFF8000... sub_FFFFF8000022E5C4 000000014... SymCryptSha256AppendBlocks_ull
1.00 099 ----——- FFFFF8000... sub_FFFFFBO0003A5BCO 000000014... KiEncls

1.00 099 -—--... FFFFF8000... sub_FFFFFB000022DBE4 000000014... SymCryptInitEnvCommon

1.00 0.99 ----... FFFFF8000... sub_FFFFF80000321DF4 000000014... Uart16550InitializePortCommon
1.00 0.99 -———-- FFFFF8000... sub_FFFFF80000322E3C 000000014... SpiMax311TxEmpty

1.00 0.98 -———-- FFFFF8000... sub_FFFFF8000021E920 000000014... HalpCallEfiGetTime

1.00 0.98 ----—- FFFFF8000... sub_FFFFF8000022D998 000000014... SymCryptCpuidExFuncEnvWindows...
1.00 0.98 -—-—- FFFFF8000... sub_FFFFF8000022DC40 000000014... SymCryptWipe

100 0 Ak EFFFERON0  snb FFFFFRONNN22ETEC 000000014 SymCrvntSha?S6Init

L
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LSS s % .ss{$ Y VM exiti

GazR6  aAy AN Hst 2123 x . 1% %y

P I SO IR

Technologic

VM exit handlers _ x4 1

>

x |

voXsod o que - R I P
{

ST xS x Nl sxgtat: 1

X sle .8 X 1S d{wa Sx e P9 - LCYw9! { hbyLbLCYLbCwd wSo2
Lo e, v lax s A E I x s,y SsIYMexitd | x v ds s 4 &7 x s
s x s s {, MHedemresime: X L X T d o' IHTSO X L 3 MM oexitd | X~ 4~

- «s « ,Alex lonescu _vmx.h,K * x|
1S ISy vy Ox12 4 .
® < hypérealls x ¢ {71+ S Hw XX

[

s

.

rdshiima)s -

y x 3y !

XJod st B s X . xS

g

>

L
S~ VMX_EXIT_REASON_VMCALL

f‘r;lv'l‘F:'LISX“S

if { exitReason !=1)

switch ( exitReason )
{
case VMX_EXIT_REASON_INIT_SIGNAL:
sub_24C9C0("[%d] MinimalLoop VMX_EXIT_REASON_INIT_INTR.
va = 3899;
goto LABEL 244;
case VMX_EXIT REASON EXECUTE CPUID:
_RAX = *¥y7p;
__asm { cpuid }
v66 = _RAX;
if ( **y76 == 1073741828 )
vbh = RAX & @xFFFFEFFF | ((qword B1CE® & 1) << 12);
v7 = v76;
**y76 = vbb6;
*#(*v7 + 3) = RBX;
*(v/ + 32) |= 8x80u;
*(*v7 + 1) = _RCX;
*(*y7 + 2) = RDX;

LABEL_ 89:

v5 = v73;
goto LABEL_213;

case VMX_EXIT_REASON_EXECUTE_INVLPG:
goto LABEL 213;

case VMX_EXIT REASON EXECUTE VMCALL:
vel =|HypercallHandler(vs, &v/77);
vlie =7

Rebooting the system\n", *(self + 168));

HvCallVtlCalHypercalit - ~ 1 «

1,7, A dhypercaltt ! x .
1« T oS xse L | TLFS

A Rx s

*w

L X . S k

a

« Is

>

A

A

Hypervisort hypercallst

484 1L pdxs ¥ X dSt o T

aBrerdxr 1 ~ Y X{ .

x | Xsditth, 1 & « ~HypercallHandlet 1 -

UL AT

? s

>

Kxdw " He 83, 41« 548 &7«

1" H®CallVtlReturrt HvCallVtiCall

v

Yalling conventions _ 1

L~_ Guest Physical AddreagsPA * <miStandard dn

A4 . 117 A% X «TFast @
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@1 MMHL 1T wx P LI XMMA - v X 9 0 X 0 miExtended Fast®

oL X p e XX 37 o LEvIpYsmVECallVa » « T X o 4 S T XX -
e B B Mot v NI B I B N TR BN R Y

“6¢60000f 488bcl moVv  rax,rcx
6c600012 48c7¢111000000 rex , 11h

'6c600019 0f0l1cl vmcall
6c60001c c3

L~ Xrexd s - ~FHlyperV L _Application Binary Interface (ABI)S L 4SY .« X 1 § X Xp 7
DX L AMTH G 4 TfBE L Y XM 4 ¥R 4 L XS R 4 THBR w1 S T X L
s _r&krdxt 10 1% « _GPA- S+~ Lislrép countt - +0 H1 o 1 1 vafable header

r ~ HPperVit hypercall. _ABIE ~ 1+ x * « ¥ HvCallVtIReturnt HvCallVtiCali x "si~ ~ _
A~ YoXde ¥ s d » Yuxle 3« 1S,  XHypervisort HvCallVtiCalt _s « ~TLF&~ x ¢ 17
m! 1~ sk «r 1. ¥sipEnterlumSecureModer 1 17 _ ¥ ¥ X » § {« X {SIOXPIM

®lypervisor

switch ( HypercallCode )
{
case HvCallInvokeHypervisorDebugger:
v12 = HvCallInvokeHypervisorDebugger;
v9 = 163
goto LABEL 38;
case HvCallvtlCalll
if ( Tsub_236DDC() )
__goto LABEL 31;
\SecureCallResult = SecureCallHandlenj;
break; .
case|HvCallVtlReturn
if ( !sub_236DDC() )

{
LABEL_31:
v10 = 2;
goto LABEL 18;
i
:SECLPECEllHESLli = HvCalthlReturn;
break;
default:
switch ( HypercallCode )
{

case HvCallPostDebugData:
v12 = HvCallPostDebugData;

>

1 1« 1 1Vitual Processat s " X1 T 4 X<kt d ST T X% L WS sl Us | 4T L

® 1 xpartitiont Hypervisort . s 1 « « ~ < X \Artual Processor

r 11 % Mirtual Processots 1 L~ ¥ 1 L T x.% § «xs_ . s Hypervisort = 1~ 1+
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XS L st Al 4w AT D s TS S TOMMXE 4 YU O Y kL PS4 s

S X3 x 1 d asse LT x 0 Yo x o s | L [Yypervisor

aYou will probably notice accessedlifferent structures pointed by the primary gs structure.
Those structures signify the current state (e.g. the current running partition, the current virtual
processor, etc.). For instance, most hypercalls check if the caller has permissions to perfori the

hypercall, by testing permissions flags in the gs:CurrentPartition structure.

privileget® current partitiortt + ! 1 iftual Processat 1 « 1 4 3 ]« 41 x X 1 %«
ms 14 ¢ « sHUCallPostDebugDatgypercaltf g ¥ x « > x I 4 x1 4 ¥+« mask
s ILhypercallss * ., x Xisq4 7 X ¢ ° { < x x0OK1bQ1 . 1 bitfhask+r  gs:360h
ts « .1 yIx*H4{{ 4 phyilege mask s 1 Ox2x dgrrent partitiortyt s 1 §si360h

®lV_PARTITION_PRIVILEGE NMAS

m 1A

HvCallPostDebugData proc near ; DATA XREF: .rdata:0oc
; HypercallHandler:1
var_ 18 = gword ptr -18h
_sub rsp, 38h _
| mov r9, gs:368h
mov r1@, rdx
_mowv r8, rcx )
bt quword ptr [r9+1BBh], 2Bh|; '+’
inb short loc 28D52A
cmp cs:byte_6Bo46, 8
jz short loc 28D52A
call sub 251AC8
test al, al
jz short loc_28D52A
VT s « 4L %4 $ __ 7 x x4 x 4 194 7% 1VHtual Processat « x> ", ~ 8" x { |
partitiont +  Virtual Processar + 1 1 '+*x s ¥tIMaskt VMC® 1 | vmicdlle 1 |
10y xd " x X1 {Quarkslabl _~ v S C XEXY XIox4ITX v g 1 0s

Vlexitte L s L _ X~ 1.«

A v

sub_343D90  proc dzk 1T Amt tc&

arg 0 = gword ptr 8

[rsp +targ_0], rbx

o

rsp, 20h

rbx, gs:0

rdi ,[ rbx +368h] -> Load VirtualProcessor Object
rdi , rdi

short loc_343DB2

-Virtualization Based Security
www.DigitalWhisper.co.il
y M HacH " Mycx 4L v



https://learn.microsoft.com/en-us/virtualization/hyper-v-on-windows/tlfs/datatypes/hv_partition_privilege_mask
https://blog.quarkslab.com/a-virtual-journey-from-hardware-virtualization-to-hyper-vs-virtual-trust-levels.html

loc_343DAF:

short loc_343DAF

loc_343DB2:

ecx, ecx

sub_343E40

rcx , [ rdi +OECOH -> Pass VirtualProcessor
sub_3326D8 which later on passes it as the first argument to VMEXxitHandler

r8d, r8d

rdx, rbx

sub_3326D8

rbx , [ rsp +28h+arg_0]

rsp, 20h

o

sub 343D90 endp

B Technologic

&zl f dzi

&) 5%

OXECO to

Secure Call Handler

T 1«4 4LXxlex d «vx{:SécureCallHandler 1 VTL & ~ X *s_ L«

X:S\_LS"Si‘“”X s

Hypervisort 3 VTm+ 1 -~ * x0141], 1 s _ 1 & 4 { XX} « VirtualProcessor + 0x3cO

FOOTTVTLX & K v S % XD o f sqL] ¢ % L \artual Processat ¢ - € e o L

~

Virtual 1t s 7 >4 _~ IGurrent VT - L s "HyperV sd % { . ¥ x s X SLATsY' WMCS
1,4+ 1« sx X4 9s s x Qyurent VThs | _ HyperVL _x ¢ss_ . ¥WProcessor

@4 KT € T4 ¢ 115084

void __usercall  SecureCallHandler (
_VIRTUAL_PROCESSORiIttualProcessor
__inté4 SecureCallReady

int  currentVil, /] eax
bool isVilInitialized; /I zf
int  mask; /I esi

currentVtl = 1 << VirtualProcessor ->CurrentVtl ->VtINumber ;
isVilInitialized = ! _BitScanForward (

&mask,
VirtualProcessor  ->VilMask & ~(currentVtl | (currentVil

);

if  (lisVtlinitialized && ! SecureCallReady )

{
FixupVtlIORipToNextInstruction (

Cx e s s AL A 43~ xR X 1 K sVtlArraye 4 -

Xoood X Jmx3c0
1 VtINumbers I _ s
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Virtu alProcessor ->VmEXxitinstructionLen

);

SetupVtlTransition (VirtualProcessor , mask);
FinishTransition  (VirtualProcessor , mask, 1LL);

S Cs ., Wa )k I xEVTIR X s 3 | {Mirtual Processor + 0x3e0_s ~ « _ %
@ P oog! x D oy 5 T A x* ¢ IDAL _decompiler

LoL X ] 2Xeest oY o A F X bitmaskt ~ _ Xm* L T + ¥EX 0 A 1 ¥ « W{Masks
1. X4 i VTEE +¥4 ~ % x4 "« {1 “Mirtual Processat s 7 *Y¥2. x4 _wd XVTL
@1, A VYT b x 3 x4 |

T o D wdxsys " x sps J3ds 0 Is{v s w4 . « ¥ SecureCallHandlgr _ ¥ ~ *

Virtual it ~» X % X J o, sesooxsx@d 4 X4sl {idY | YT#s. _instruction pointer
VTLx "8, « VBLEIT1 " VI@&J 141 +YA ! YMCS ” % "v_{ Secure Mode (VSM)
L _instruction pointert © «+ | « i AVMMexitt L x A AL A S AP ] VTIRS. X G

Yexitds « 18 14 % « .~ % | guestr

VirtualProcessor ->VilMask |= 1 <<targetVtl,
VirtualProcessor ->CurrentVtl = VirtualProcessor ->VtlArray [targetVtl];

FXxlofsds, Isev o x99 ], xVMentry, « Xx xI % ¥ 4 {Hypervisort _ § | * x
vmceall: « » 5 X« X ¥ sx o, ¢ VTHE I° -~ TVILETT- X 4% x.X499s
PX v, Xx%® s 0 VMC® L X x ~ ¥ .Bhdlightened VMG8 { ~ | X T x| IX@rsX x|

®mwritert vmread

void __ fastcall SetupVtlTransition  (
_VIRTUAL_PROCESSORiIttualProcessor
unsigned __int8 TargetVil

__inté4  self ; Il rsi
__int64 currentVitl, /1r8

self =__ readgsqword( 0);
currentVtl = VirtualProcessor  ->CurrentVtl ->VtINumber ;

if  (currentVtl 1= TargetVitl )

{
if (byte_FFFFF800000785EQ)
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if ((dword FFFFF800000785C8 & 0x2000) I=  0)
sub_FFFFF80000BE15C(
0x1D4DQ

currentVil | ( TargetVll << 16)

sub_FFFFF800002AF304¢elf , VirtualProcessor ),
PerformVtlTransition (self , VirtualProcessor , TargetVil );

X o 4 TNPL I - X s 4 v X, . SVEL Q. _instruction pointert T x « {1 & 1
@1 IVTHES s * 4 | x VT s | xoxisx |

XD vr e 4T DVILIX 1% Isex 4 WTIE 4T X ] T X TT ] x
®TLLE 1< <+ ~%s_ 1 4441117 ] Virtual Processor

void __ fastcall PerformVtlTransition (_inté4 Self , _VIRTUAL_PROCESSOR
*VirtualProcessor , unsigned _ int8 TargetVtl )

{

I

/I Get the new VTL 1 we target

I

newVtlData = VirtualProcessor ->VtlArray [ TargetVil J;

1

/I Update the current Virtual Processor state to VTL 1
1l
VirtualProcessor - >CurrentVtINumber = TargetVtl ;

1l

/I Update the current VTL data for the current processor
1l

VirtualProcessor  ->CurrentVtl = newVtlData;

Vitual® 0 0 4  VMC® * «, 4 0 TSIVMBICE - | o 1-sx .21 § «x 7", 194 I

Ve

7 IVTEe TdansitionToNewVtk 4 « « 7 ¥ € %« | MPL &1 1 1 1 7 X Prbcessor
pivate VTLdata+ ~ « & _ 2 « X :

Y ~
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S L ISTHYTSE XL B VNMCH , 4 X S1X S 4SSO T X | six 4 x { {7 XX |,

L4 S H s ks L xymptrlds | x « éhightened b~ b XU_X . X YA L <X
XL A L XTSI UNMICR B X~ XX _] . VMCS

void __ fastcall TransitionToNewVtl (__int64 Self , _VTL_PRIVATE_DATA

*PrivateVtlData )

{
_HV_VMX_ENLIGHTENED_VMCS *enlightenedVmc# rdx
unsigned __inté4v6;  //r8
unsigned __inté4v7; //r8
unsigned __int64v8;  //r8
__int64 v9; [/l rax
_VTL_VMCS_DATAsIVmcsData ; // rax
unsigned __int64 vtiVmcsPhysAddr; Il rex
unsigned __int64 self ; //rax
__int64v13;  //[rsp+38h] [rbp+10h]

PrivateVtlData - >VtlVmcsData - >Unknown = 0;
_RCX = PrivateVtlData - >VtlVmcsData ;
enlightenedvmcs = _RCX ->VtlVmcsEnlightenedAddress

if (enlightenedVmcs)
{
1l
/I Do we use enlightenments?
1
if ((dword_FFFFF800000AECBO & 1) = 0)
{
vtiVmcsPhysAddr = RCX - >VtlVmcsPhysicalAddress
enlightenedvVmcs - >SyntheticControls = 1;
self =_ readgsqword( 0);

Il

/l Update the current VMCS to that of VTL 1

Il

*( self + 0x2C680) = enlightenedVmcs;

*(*( self + 0x2C4CH + 0x30LL) = vtIVmcsPhysAddr

__asm { vmptrld gword ptr [rcx+ 188h]}
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Isolated User Mode (IlUM)

-« » «Secure Kerned . _User Modet - * 1. . 1+ VIL & VTL @ ~

S

1 1 1 sgstemcallsl ~ NTig ¢ 7 + <+ 1 ~

X X AR s ]

v 4 ) Ax $s* ] |EDMOlsolated User Mode

S VTLE@E L T o SLXX o v 8 {vAsp.exetlsalso.exe vk 1 L X &XX] 4 . ox

XJX

X

Cb AT s xXIUMEr 4 ] o _System Calis ¢+~ X dASss b

L JF s X

.I

15 Y L % s,

~

sd .~ 1x x {iBftkoeker s " | w8 ]

1 gerhartm *Secure Kerngl - + Y * | LiveCloudkd _

Isolated Usert + 4 « v { 1 4wl 48 ¢ 483 1 4%:

JIyTys €8x MPLSL T X .

s oslde 444
L1, X ~LiveCloudKd
L X JBalso.exé 1 1 s- sy ¥ Us 7" s, x MWinDbg- ¥4*si <1 :

D xs"

X Secure Kern#d

~

. 1 « Mode

¥ . Xss. 4 ¥ oS

PALos s ] XX e 2T ] T X

~F YLS ~ , S

~ v T~ v o~
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https://windows-internals.com/secure-kernel-research-with-livecloudkd/
https://github.com/gerhart01/LiveCloudKd/tree/master
















