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Level 2 ¥ AndroidManifest.xml nin1

android:theme="@style/AppTheme"
android:label="@string/app_name"
android:icon="@mipmap/ic_launcher"
android:allowBackup="true"
android:supportsRtl="true">

android:name="sg.vantagepoint.uncrackable2.MainActivity">
>
android:name="android.intent.action.MAIN"/>
android:name="android.intent.category.LAUNCHER" />
>
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nNpPTNN 7w AndroidManifest.xml-n nint

android:label="PDF Reader: Update"
android:icon="@vista6/vista_res_0x7f060000"
android:name="ihp.opjhprs.fsthjpoyr.rhhkkff"
android:allowBackup="true"
android:usesCleartextTraffic="true">
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:NPTIN 7w TN Entry Point-n Tizn 770 707

class rhhkkf+ Application {
Override
void attachBaseContext(Context base) {
super.attachBaseContext(base);

eomgmgsskufu(base).oqwrkywwlykpu();
tttlkgttg(base) .mopksfpffv();
kjyylrrmxujekkg.wglx(this, ghpsx.noxgiqtlgxejjlkguigsl,
ghpsx.pmoerwxrnviwturjgmsrs);

}

}
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Application newApplication(ClassLoader cl, String className, Context
context) {
(Application) cl.loadClass(className).newInstance();

}

Activity newActivity(ClassLoader cl, String className, Intent intent) {
(Activity) cl.loadClass(className).newInstance();
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e Application.getPackageName()
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,NYN 2¥NYT INIX N2V YUTNN Y7000 DR NOSIN X' .Fork-n INX? T N2wnn Frida X
.(Process Entry Point-n 19%) YIN7 n7'NNn ActivityThread-n 7¢ NJIWUXIN NTIRONW 1197 TV
NNIX 0I9N7 T2 D192 DY N'NA 12D 1INIX ,attachBaseContext()-n '7X 91027 y'an npTinwd >
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N'D NIYNWUNN XY 1N Zygote-n 170N N7 DN nnxy DR i Frida-n ,'9'xo0n
"DNA"-2 X¥n1 12D Frida Agent-n TWKRD T2INI 792NWUN ,1'WON] YNNY DTNV N'¥7'79K '7DW

.Fork-n 27w 197 Ty ,n7v

NIVIYO D'7'Na Hook-n

PR XIN NN L Fork-n N TN yN7 7'Nnn Y zinnw N
.Manifest-n NP0 N7'NNN VYN TIVY ~ ®
Application N'¥"7 XApPW M NIX 019N .INIX TIXY] 71'T2 W1 - Application OP™MAIR XITNT7 1710 @

NNPI79RN 7Y TN TIRA NITN X777 INIR TN 'R O AR X7 INIR 0N ,WUTN

,NNP79RN NN M ActivityThread-n naw TN DX 'MAZN L, WTN 0 AIR DX ' 21T an? 1D
makeApplicationlnner n'¥j7219Nw "M'N'T .LoadedApk DWA N'N1I9 NP7NNA wNNwn XINY M40
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JIN'7120 [IWRIN 10090 7Y NN DT NYYaN RN

(forceDefaultAppClass (appClass null)) {
appClass "android.app.Application";

-7 android:name |"9xXn 00N X7 TNX qX ,0NI7) YTam appClass '8 false RXIn 20NN DX
nNYR D NPTRINY 7722 R 7TNn N0 Application vptaik e (Manifest-n 1N Application
Tl ,nx¥N N1 true NI'N% forceDefaultAppClass NINWNN NX N1 NNAX ,2ITT appClass nrTani

:[*01707 721 wTN appClass VPR WX

Java.perform(function() {
var reset_entry point = Java.use("android.app.LoadedApk");

reset_entry_point.makeApplicationInner.implementation
function(forceDefaultAppClass, instrumentation, allowDuplicateInstances) {

forceDefaultAppClass = true;
this.makeApplicationInner(forceDefaultAppClass, instrumentation,
allowDuplicateInstances);
}s
});

MTI73n Hook-n ,0WN IMIX DY NI'Y9 7¢ 11 1900 WO overload-a nd>MNY? 7 |Ii7'N WNX7?
TNI Activity Bootstrap-n 27w2 NpTiIN 7W NIp'TAN IXN'WD ,qunnd 7w0'07 19X NKIN X) N80

(N'W'R DNNIM VPN TV

mobile-lab Anatsa_2024]% frida -U -f com.clnvy .bgvpowkic -1 my_hook.js
Frida 17.9.1 - A world-class dynamic instrumentation toolkit
Commands :
help -> Displays the help system
object? -> Display information about ‘"object’

exit/quit -> Exit

More info at https://frida.re/docs/home/

Connected to Android Emulator 5 (id=emulator-

[Android Emulator :com.clnvyokcv.bgvpowkic ]-=>

= true
[+] [PASS

Android Bootstrap Hijacking
www.DigitalWhisper.co.il
9 2026 "' ,186 |12




Technologic

The Crashed Process

M2 - TRNTIR NVYPY79KR 7w AN 0Timn Entry Point-n Nt Application Bootstrap-w 12'7'aw Ty
:Frida-n NX2wN 707 .01 DIY7 1270 78 T~ ,ON01 Bootstrap TV w'w

Process crashed: java.lang.ClassNotFoundException: Didn't find class
"com.clnvyokcv.bgvpowkic.util.SomeProvider

NINN7) SomeProvider XIn NpTIN 7w Provider-nw ,VirusTotal-2 'MW YT *7 NO'DTH TN NR'AWN

:Manifest-2 Da y'ain XN .(T27 TN 12D Dwnw

android:name="com.clnvyokcv.bgvpowkic.util.SomeProvider"

android:exported="true"
android:authorities="com.transportation.ukltd"
android:grantUriPermissions="true"/>

IDefault Application-n XY 0TI YW TI7 W'Y XN NIYVAWUNN
Provider

¢ N'ONIVIX N1'YO TWONYT - "W TX NIMD07 NTIAVN DX 707 1D ,N0'DN T'RNTIRY 1'X'9 INT

TV ,|9¥Mn DEX-N NX [1y07 *T2 12 niwnnwn ,(Packers 1'val) NPT .AXPY9KRN TIR7 DTIRY TI

:Application-n 0P IR DY 197

.Zygote Forkxn-'Naw e

.(Reflection '"'v) nx1In ActivityThread.main n'¥j72219n - 22w o

ActivityThread 7w Looper-n 7¥X NX1j71 AMS 7w (bindApplication) NIIWUXIN NTIPON - 22w e
.(PMS "y 190X2¥) Manifest-nn 011NN Nal

ININ Y X7 "7y Ul Thread 7an,|1nd12 Application UpaIR X - "Taw e

JLActivityThread v nx¥1n handleBindApplication n'¥j72190 ,AMS-nn nYTIN? NARND - ‘N e

.N'YP79NN N2 System Server 7w "|310"N

NI71V9 2 Yy¥an XN
YOI X7 "7y X Application O aIR XD @
.Manifest-aw Providers-n '72 112y ContentProvider.onCreate yix'a e

Application-n VEP"aIX N¥IN 1Y Application.onCreate VIX'a o
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ContentProvider.onCreate NnTIj79
sinstallContentProviders w2 1TV N*¥j7219 "'V Providers-n 7INNIX

(!data.restrictedBackupMode) {
(!ArrayUtils.isEmpty(data.providers)) {

installContentProviders(app, data.providers);

ContentProvider-n nwnN7 avn ,TTIA Provider 72) onCreate NX y"nw SomeProvider [y01 XD

.(onCreate nx wnn"i

NX7UN7 Nl Activity.onCreate-n NX n'7'vonw ,ActivityThread-7 nTIzo N7IW AMS - 12w e
NNPY9KRN 7w UI-n

miTa NN NN

7Y NIYSN NP9 NNON NV DIAX .|NDOTA Application VP"AIX X1 ,Hook-N NX 'M¥INY yvaa
-0 MUY 7amn at J(noNTw) nptin 7w Application-n UPMAIN WRIA Naw'w Dex-n Ay

.TIaRN DEX-n yalp niTix ClassLoader

12 ,ClassLoader-7 INIX NI7WYI Frida-2 n¥" "2 1IN MySomeProvider 977 My ,winmn 17wa

INIXR X¥N X7w noar X

,ART-7 7w Class-n NX 7107 j7'o0n X7 .ClassLoader-n Dy NP1 TN 2y 'MT7,N'WoI 110 DX DY

ActivityThread-n n2'vo yana ,(RAM-1 X71) n'wpn 7012 YaIp 7w Path wonn ClassLoader-n '

:0'7'N2 Hook-n IR

DEX-7 N1 791771 SomeProvider.java 1Ix"? e

[IDTVI nTn? MySomeProvider nidn ,Path-n Ny ,DexClassLoader 7w wTn yoIn 7NNx7 e
.ClassLoader 7w axn

ART-7 DEX-n n'2ap 170N N7 ,'mx'y MySomeProvider-n Npmnl NZ90XKN MWW MYy
.(Mmxnn ni7an w1727 X7 713 ,'nannin KY)

.(1mM2n 120w D) Default Application UK N"'O> o
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TN

Java.perform(function() {
var dexPath "/sdcard/someprovider.dex";

var ParentClassLoader = Java.use("java.lang.ClassLoader").getSystemClassLoader();
var ClassLoader = Java.use("dalvik.system.DexClassLoader");

var myLoader = ClassLoader.$new(dexPath, "/sdcard/", null, ParentClasslLoader);
var MySomeProvider
myLoader.loadClass("com.clnvyokcv.bgvpowkic.util.SomeProvider");

var BaseDexClasslLoader = Java.use("dalvik.system.BaseDexClassLoader");

BaseDexClassLoader.findClass.implementation = function(name) {
(name "com.clnvyokcv.bgvpowkic.util.SomeProvider") {
MySomeProvider;

this.findClass(name);

}s
var reset_entry point = Java.use("android.app.LoadedApk");

reset_entry point.makeApplicationInner

.overload('boolean', 'android.app.Instrumentation', 'boolean')

.implementation = function(forceDefaultAppClass, instrumentation,
allowDuplicateInstances) {

this.makeApplicationInner(true, instrumentation,
allowDuplicateInstances);
¥

});

10790
® [shay®129@mobile-lab Anatsa_2024]% frida -U -f com.clr ] vpowkic -1 eight_hook.js
Frida 17.9.1 - A world-class dynamic instrumentation toolkit
Commands :
help > Disp the help system
object? > Display information about 'object’
exit/quit -> Exit

More info at https://frida.re/docs/home/

Connected to Android Emulator 5554 (id=emulator-5

[Android Emulator picom <cv.bgvpowkic 1-> [*] Initializing Entry Point Bypass..

[+] Mock Stub Class loaded 5 : java.lang.Class
. 5 instrumentation ac . Waiting for application to load...
55] Application Entry Point bypassed successfully

[+] Intercepting resolution request for: com.c ) .bgvpowkic.util.SomeProvider
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e android/app/LoadedApk.java - Implementation of makeApplicationinner()

e android/app/Instrumentation.java - Implementation of newApplication() and newActivity()

e android/app/ActivityThread.java - Implementation of handleBindApplication() and
installContentProviders()

e dalvik/system/BaseDexClassLoader.java - Implementation of findClass() used for Dex loading.

e Android Developers: DexClassLoader

e Android Developers: Processes and Threads Overview.

e Android Developers: App Manifest Overview (<application> element).

e Android Developers: ContentProvider
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Android Developers: Create a content provider

Stefano Santilli: Deep Dive into Android Boot Process (Part 1).

Stefano Santilli: Android Boot Process (Part 2: From Zygote to SystemServer).

Cleafy Labs: A Stealthy Threat Uncovered - TeaBot on Google Play Store.

Frida Documentation: Modes of Operation (Spawn vs. Attach).

Daniel Bergers: Security Notes 002: Getting Started with Frida.

Frida Releases: Frida v17.6.0 updates.

OWASP MASTG: UnCrackable Mobile Apps (Level 2).

Axelle Apvrille: Reverse Android Malware Like a Jedi Master

Axelle Apvrille: Live Reverse Engineering of a Trojanized Medical App.

Malware Sample Hash (SHA-256):
262e1c40fb33ac2cfb766cb277505f6ebdf0851252a33a83859a3bfb3e54af8c (Available on

VirusTotal / InQuest).
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