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VPS-2 win'w ,User-Agent Rotation 7w D'019T InIT o .Credential Stuffing-1 Reconnaissance

.Fingerprint nOnon nni'o11,0MA'Y

AS31898-7 1"w NIAIMd ¥ 131 TN, N'WKRY NN MY TA'M ASN-NI '9MIKAN IT'ON NINA
NIY¥NRA NRNIN 720 ,T'N' 3y 7901 "'0101'R WUIN'Y WYY ["9ni 7y T'vnn 1T Oracle Cloud

222 mpIinw niidn 1oon

2V n12Na T'yn X (M7 LT ,Nton L7 119210 A" NIIN) NI Nirta 119 7y ITon ,nv
N'D N1 TN“D ,NNNK D'7'02 YN 'R0 W DN TN DIpM 72V KR 71NN 7Y MmRD mipn
Geo-) N1 '97 NN'oON :NN'ONN NIYTAY? NAIWN IT NN 2N 7w X7 ,NMMunn 79 [1oKn
Tn' ,ASN '00I2n 2INM IXN NN'ONY TIYa 0017 D'UNNWNA DIONY7 n?717v1 'Tn noa n'nn (Blocking
MIAYNY? NI'AT 7V N1MY 27 N2an 2 N2N2 Q10 IT'R D'P90N ,NWpan Nna Threat Scoring Dy

J'NMR

User-Agent |'V'TIn

NIRAAIT NA'¥N N7200 .NAIY NI'WD 27 N'M'0A7 NI'WO |2 7*Tan? TwWoNn User-Agent-n NTY

:UXIQY 21I'07
Googlebot Legit Search Engine
AhrefsBot SEO Crawler
meta-webindexer Al / Meta Indexer
curl Suspicious Automation
sqlmap Offensive Security Tool
Go-http-client Automation Framework

[User-Agents a11'o]
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JWIR DY 7Y K71 DTONI0IN NP0 7V yaxn 0'oon Automation 7011 sqlmap-a ,curl-a wimwn

.00 D'aNIdvN 0'7DN Y O"MXP DX O'XAIMN [ YNn2

INITY D"anion 0'72n 7

win'wa |'ui7n? Mm% (HTTP/S DN21) DIw 071710092 DRAINI NNAVAY? ATIRD MW 2D - curl

.curl.se :"72n NN R iTanle] 7¥ D"VNIVIN 0'VU9"M 701 DA TIKN YIO1 X ,'MiMi*

-1 YI9) X 'M'0A7 KIN QR LNTIRON MW NT 01N0I'RNN D'¥ap NTINY GNU 75 - wget

.enu.org/software/wget :1NX .Automation

SQL niw2in 21xa1 T 7w n¥nIvIk? nino T (Offensive Security) NN NI T2 Y73 - sqlmap

.salmap.org :ANK .N'9PNN NP0 7V TN bYNd NTyNn User-Agent-2 INYOIN .Injection

NN NXIAARI NRYIM NIRONA ,0D"D10N D'YAR ¥ONNN NIND Tij7a Web mv iNIo - nikto

.github.com/sullo/nikto :07'N9N NaNN

'™ "» X7 N2 O'IXYy Niamd 'Nio |7I'10'7 221000 TNI'M 'NN D'ONID 17110 - masscan

.github.com/robertdavidgraham/masscan :1axn .Mass Scanning 7w D'1"'onpa

nwnl ,Google wioNn yin 7w Crawler-n XIn [IUXIN :0'"'0"A7 D'VIA - Googlebot / AhrefsBot

.False Positives nxnx'7 *13 Allowlist-7 1012101 TY922 11T 17X . Non SEO 10

-2 ITNNN 7710 ,0X'W NTNNN 722 2% 20" QI NI qrt? N User-Agent-n nTWW 1IDT7 21WN
[122102 NIQNY 11 NNXR DNPITIRD WNwn KINEAN'0Y 2'90n 11'R 1127 User-Agent-n |27 .Googlebot
|2 NNXRNN (12D ,NI90N NI'TA NIy¥nX1A y¥ann (Verified Bots) "D'mnixn 0'ui" nin'x .Scoring-n

.T272 User-Agent-n NTINNN N0 7V X71,7900 7 D''IWIN NIAIMDN "NV |27 IP-n NaImd

D170 NN NIAX'N NINNAAIT
..Sanitization INX7 ,217 NINMIYA 7¢ NIAX''MA NINNAIT 190N XD NINAIM ,NI7'WON '9IX NwNANY

Credential Stuffing |1r0"

POST /wp-login.php HTTP/1.1
Host: <target>
User-Agent: Mozilla/5.0 (compatible)

Content-Type: application/x-www-form-urlencoded
log=admin&pwd=********Qup-submit=Log+In

(Masked) qomn axin nno'on NTY .WordPress 2'N17 '0NIVIX NINANNN |I'01 NY'NNN ANAIT

.Data Minimization-n ninNpv? kNN ,Correlation '>1IX7 7272 Hash nnw nowvnn
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WordPress 7w Fingerprinting

GET /wp-includes/js/wp-emoji-release.min.js HTTP/1.1
User-Agent: Go-http-client/1.1

J0In '0Vo M7 nwra NIv¥nXa WordPress Na'ao 7w Fingerprinting [1'01 7V yaxn y'Rn

JI'WINR nW7a 7V X971 Automation 7V yaxn Go-http-client-2 win'wn

User-Agent n9'7nn oy XMLRPC Abuse

POST /xmlrpc.php HTTP/1.1
User-Agent: Go-http-client/1.1

<methodCall><methodName>metalWeblog.newPost</methodName> ...

vn1921 Payload Dy ,metaWeblog.newPost-7 NX"j7 Niy¥nxa XMLRPC Abuse |1'01 nDin'T Nd>wnin
User-Agent-d 12Tn |nI0 ,User-Agent-n N97NN N |I'0"IN 7V TN 1IN INIK TWUKRD .X7n XML
XMLRPC Abuse ,POST 7w 217'w .Fingerprinting 001an 'In'T q1;7V7 |1'0'1 Bot Obfuscation-21 Rotation

.Critical a11r0'7 72a1n Tiwn Payload ni1ani Credential Attempt

NIMIYKR Threat Intelligence ninjzon

NIYXNINA NYXIAY q'N NANT N'UNIVIXK NI7'YO] K7X ,TTIA qPINA N2AITA X7 D N7uN D'YN'RN NINA
Reconnaissance 7v ,Credential Stuffing 7w D1"9np v 1W2x¥n D'R¥ANN NIMAY [V NIFNYN
Exploitation nnrroa 7vi ,jav nooian n9'pn N'Mwn 7V ,WordPress 7w Enumeration 7y ,a71an

.0y Web 'nin'w 110 0yx¥Iann Mass Scanning v D2'"'9NP IMKN NI7'Won '019T .0"'VNIVIN

D'WIN'ND 7Y T 'Y

ATTA(CK TIMI)ELINE

Attack Timeline

© © @ © 9 ©

@)~ -9~ %-B-®
| i =R

RECONNAISSANCE POST REQUESTS RATE LIMITING f ‘
DETECTED TO WP-LOGIN.PHP ACTIVATED |

. Automatic scans . POST requests . Malicious patterns 7 Suspicious requests . Collection of ' Attackers classified
of the website detected to identified redirected to intelligence data by behavior
« Discovery of /wp-login.php « Requests per IP HoneyPot « IP, User-Agent, « Automated vs.
paths, files and + Credential limited « Isolated environment Payloads, Headers human analysis
endpolnits Stuffing activity + Excess requests engaged + Timestamps and + Classification by
blocked or delayed « Attacker interacts request details risk level and intent
with decoy services « Data stored for « Intelligence used
further analysis for defense
) S
—@ . % . *—>
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MITRE ATT&CK '19'n

MITRE nnaon%? nNoXaw NI7'vsn nNodIn ,n"wyna Tl'?].l|7f.\| NT'NX N9YQ NI7'YON NX IXN7 ' 1D

:NAAN QTYN71 NO'PNN Q7Y NIX 'AN7 Y''oN 19N .N9'{7N NIZ'dL0 7w NINS YT 0'01 ATT&CK

‘ Evidence

Technique MITRE ID Severity
Credential Stuffing T1110 POST 7-/wp-login.php High
Active Scanning T1595 XMLRPC / ENV Enum High
Exploit Public-Facing App T1190 phpunit/eval-stdin probes Critical
Web Shell T1505 niwpa shell.php Critical
Gather Network Info T1590 niwpa .git/config Medium

[MITRE ATT&CK. attack.mitre.org/techniques/ :1jmn]

T1590,T1505,71190, 71595, T1110 :NI*1d0N *TINY7 NN NIMoN

-1 (1590) TGather Network Information .7v191 19¥1¥ 193 N9'PNN MWW 17¢ DX QPN 19NN

NITI) UONNI TY'N NN 19NN q7INN DMIYKIN YTNRN qio'k 17w DN 1595 (TActive Scanning)

71¥10 27w nX Dax' (1505) TWeb Shell-1 (1190) TExploit Public-Facing Application .n0')

77D ,(1110) TBrute Force .ndWwnnn NT'NX 7'NYUN7 IX TIP YN N0 qpINN 1Ay ,NIV7NnwnnI

7¥ NONIYNN NSWA NI7'WON NAXN NINTM '019 T NWa Nawn? j1on Credential Stuffing

ANNINENDPNN A7W 197 NAIAN 9TYNYI (11N DY D'NNIAYT [12'00 DX WPNYT? NNWONN ATT&CK

Observed Activity - MITRE ATT&CK

Credential Stuffing

Active Scanning

Exploit Public-Facing App

Web Shell

Gather Network Info

—> T1110
—> T1595
—> T1190
EEm— T1505

> T1590

Severity

High

High

Critical

Critical

Medium
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N1ann NIVFZVDAX

nynouan 194%

NYXIQ N7 ,DTPNN 'WITIN QOX1 X7 I MW7 DN 1ynan DITIYN NIvRa ,'M7NNnn avna
NI IR N7 YRR D1,91WN DD n9'Nn NVY .Threat Classification nv'pnn X721 ,Deception

:NNT QIR MWD 7R YN

Architecture — Before Deployment

Attackers / Direct requests reach origin Origin
Automated > Ser?fer
Scanners

No edge filtering * No deception « No threat classification

nynuan INXY

NIYA AIpnn 1Y 127 0'971INn |2 Edge Nadwd Cloudflare Nk Nnpnn nwTNN NNI0RPVDIRD
,AN'ONY? NIANIM AI'07 DXNNAI ,Scoring-1 'IN'T y¥anw Worker-7 own ,WAF-n 0T n7'Nn ninay
Y 7X ND'wnn N1on N'N'0'a7 NN 71 .Telemetry-7 IX Honeypot-7 ,Managed Challenge-47
NJOW NN AT ['V'TM qI0'N ,NIYN N9'WN NNN9N ,Edge-2 DMI'K MYV N7ApNN D N

.M2am Threat Classification-1 Deception

Architecture — After Deployment

Cloudflare Edge

v WAF (rules / managed challenge)
v filtered L.
Attackers / I§git only Origin
Scanners . .  — = Server
Worker — Detection & Scoring =
Honeypot / Telemetry /
Deception Threat Intel
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Honeypot-nl Worker-n yian

NIN NWPa 75 1Ay .nownin 7w Deception-nl Detection-n yian NX niinn Cloudflare Worker-n
,NIXN DTN Honeypot-7 AImf (Threat Scoring) [12'0 21w'n ,(Detection) 'IN'T :NI71Y9 ¥ y¥an
Honeypot-n awin .(Classification) airol (Fake Responses) Nio'ITn NiaIAN N1tNn , Telemetry qio'™R

Honeypot 77Y2 NanYN2 IXINNA D'9pPIN nnavi ']IWYJ'? D> Y19 TY' AnTan NTIdA Ndwn

.9 computing

Request Processing Flow

Incoming Request

yes

Allow — < Legit Bot? (Allowlist)

Origin
v

Detection
(exact / pattern / UA)

v

Threat Scoring

v

Classification

e Y|

Block / Managed Honeypot Telemetry
Rate Limit Challenge Routing Collection

,|2 DX 121N M'0A7 V1D NI DR T2 N7'NN .M 1R (Pipeline) TIA'wn 11'¥a NI7Iyon 110
owNI LI 27w NNy Allowlist-2 ('R NIWRA QDY X772 M0 DNYY NNYY DNAYIN NYRan
,Managed Challenge ,nn'on :NN'XNNN N71V9N NNNQ) NALIO NYWPANW INXRT? 20 .A1'0Y71 Scoring-7
NYsYIin N1'K VYND N'M'VAT7 NMIAYNY N'VaN AT 1TO .Telemetry DIWA IXN ,Honeypot-7 1M1

N |[1>'on N7 "ArIvNe NIm |9IR2 N7910N NTIYN NMIAVNY TIya ,N>vNnn
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"IN'T 212IN

Exact Match Detection

/adminer.php, /.env, wp-login.php, / DNaI ,Np' M NNXNN2 D'TIYN DN NPT NDWwNn
NPT XD DONYR DY 271,070 ONKA DY DR 17X 0] L/server-status-1 /shell.php
D71¥'7 LYND 'M'V"A7 'WIIR 1PN :False Positives DIYMI NIAA PIMT KIN IT NO'WA NN .NPN0T7 NPTH
nN'YIN NIYRn XN jNo'nin \WordPress 001an 1'RW YNXA /wp-login.php 78 ni'wr ni1or X7
,INK N2OW 71 KIN Exact Match 27 .09n" X7 nn'wNa 1'KW WTN 2N WNNWNRY 97Nt ,N'0uo

.D'019T 0012 YNI' YA 'IN'T OV A71Wn Rinl

Pattern Matching

,AY72d I 2'M1a D'w'omn  (Patterns) D'OI9T '97 YT y¥A NIRMTA NIMRNNY?  12vn
D'2'M 7Y NIYTN NI'YRNI DA NO9IN IT nw'a .obfuscate-1 git.wordpress ,shell ,phpunit ,php |12

.OTI7 19¥1 X7

01917 717V *Tn 2NN 0I19T .27 7' 2NN X L,'10'DN IR N'MIVAYA 2'NNN 0019 T-001An 'IN'T
2 'R .(False Negative) NI'YX™I ymn' *Tn ¥ 0197w TIva ,(False Positive) Nn'n'0*a? n1iavn
-0 12210 T2V NN RINNT 0911 LNNT NDIYA ANV NIFTINN NIVZNNN NNKR XN DMWY

.NNNNN 72 7V N'UNIVIXK DIONY DIPNA NIDON NI'YP'TI'R DY TN* O19TN NX 777wNnw Scoring

User-Agent Analysis

niwp oI, nikto-1 curl, wget, sqlmap, masscan |12D ,Automation 2y D'T'vnin User-Agents INNN
X N'NIynwn n7un Tiwn User-Agent DY TIWN 2'M 7w 21'7'y (Headless) |[9T9T 1"'9xn NniNon

Javinnan [i>'on nm

,ANTN IR 77 User-Agent DYV N2 AWZNA T'AN TR XIN D71,91'T7 [N User-Agent-n ,|'IXW '9D
D'90¥N NN 7D T 2N 100 IRt (Accept-Language [1ad) |9T9T 7w D'7al7n Headers 7 Ty'n
IN'T AWORNWY KIN NTn Correlation-n NPy 'WIIR wnNwn |'27 Automation '20 "2 7' Tanw 7'01n9Y

DITNNNY 101N 97NN TWKD DA ['NN
(AllowList) n*'n'o*a%? n'on 1'o

Meta Web -1 Googlebot, AhrefsBot, Bingbot 12> Crawlers 7w nm'ona% nyin qun nazn NN
NX woxnn Allowlist 12211 ynoin ,0'My> NIV DNIX 1AHO' X7 "IA'TH 10ANY 1D Indexer

2w "Dt yanmi Telemetry-n NID'R NIX 19wn False Positives D¥xn¥n N7 12211 .['7Nn D12yn
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NID'R7 'NDN 'KIN XD DY NI7WO 127 0017 Crawlers 2 NTI9NN .N'AMLVMAY NNIAYN2 DAY

J0ynnn pPomv Threat Intelligence-n

22177 nipn Googlebot-7 NTNNNAW qEIN *7X'YI0I9 N9'PN NVWN NIINN XY Allowlist-n ,NNXT DY
niM'x 7y X7, 1271 User-Agent-n NTNNn 7y nooian n1'R Allowlist-2 n'770nn 0% .'woin 1avn
NIYINN 2 IT'RN 1Y D 790N 7¢ 0'"wIn D'NHVY N3'Y DR IP-N NAMDY n'1a 7wnY qon
Allowlist-n 71¥1 nyan 2% (NkN 7w SEO-7 DaIwNY ,WI9'N 'vin 1nd) D'7'vin D'V Nn'onn

JIpnnnn?

Threat Scoring

Scoring-n yian

Score awINn Request 727 .nwpa 75 7w [1>'0n NN X MWnY? 1D N22a Threat Scoring-n (1120
,Payload-a ni¥7'11'R ,HTTP-n Nu'w ,User-Agent-n ,7T2IW 2'NIN 210 :0M0VN1D 195017 DXNNA
[ '7'TanY? CwoNn TN .Exploitation NiIrol Reconnaissance NIYP'TI'K ,0M2IN N9'PN '0I9T

.N122 [12'02 Nopnnl Exploitation [1I'0" ,nTIWN Automation NI?'vo ,N'0'02 Nj7M0

Correlation-1 TIp"an n7*a17

|2 Correlation-2 [NV MMRN NIDN X ,N7Y [ID'0N 7R'YI0ID1 N'¥PITI'RD NNNAIN 97 AwINn TN
-7 nwn v 17w 071N NfoN' M TR N7 php. 2'M1Y NTTIA GET DA :nnarT? DIYprm
2mnn oyl TRt TN Nty 2am nnia nnrnil POST nwpa , Tiwn User-Agent oy TN' ,.env
Web Shell-1 Exploit Scanning ,'UnIVIX Reconnaissance ,Credential Stuffing NINT? NMWoOKRN IT NW'a

J'YNUN-TN NI'R TI912 NYPPTINR 7D TWRD DA Enumeration

INDICATOR RISK LEVEL DESCRIPTION

Basic enumeration attempt

W
.php LOW for PHP files

ntial stuffing
e activity.

wp-login POST MEDIUM

Exploitation attempt targeting

. HIGH
phpunit 5 a known PHPUnit RCE vulnerability.

shell HIGH

T‘.‘ p Attempt to
env .env S S
J environment

C { The system analyzes multiple patterns and indicators in each request

/> Each indicator contributes a specific score based on its severity. s wp-login + — oAl /SCORE
3 Al

The total scor edbya all matched indicators POST

) The final score is

/wp-login.php-7 POST Nwjza 112y Score 21w'n 7w (lllustrative) NnaIT N1 ,[N7'vn DX w'NNn? ' 1D

.Automation "2 7w User-Agent Oy [1y N'NYNN Ny'ann
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High a1*o'71 niaa Score-7 n7'am TN NN2VXN D7IK N'RTINN'ON? NP'O0N NI'K TI91A NN TINR ‘D
NMINNN NX TTIN Yimn :Scoring yin 2% TTIA nn'on 7N |2 'ninnn 71ann 1INt .Critical IR

.0yo D1 TNX |'""OXN NIYN qrINN DNAY NiyNnNNN NRIr0' 191 NI TV XN |3'7I ,2NN20XNN

(Classification) an'on yian

[12'02 NIYPA T2%72 Log-7 MW 711 [12'02 NIWRA L[12'0 N7 NAIN0 NWRA 72 ,TI7" N Q1YW N WNKY?
NIN N7 21'0 .Honeypot-7 1aNn IX 1MON1 N [12'02 NIWPal Managed Challenge-7 noin na

:N'V¥aN N71Y97 "vonn Score-n NX DANNY

SCORE RANGE CLASSIFICATION SEVERITY DESCRIPTION

TN Basic reconnaissance
( "4 ) 5 0 4 low_confidence_probe LOW Low-confidence activities or weak indicators.
v

Minimal risk to the environment.

Suspicious activity

v 100+ suspicious_probe MEDIUM Multiple indicators detected
Potential reconnaissance or probing behavior.
Act canning

[ P
( "4 1 8 0 + active_scanner Aggressive scanning or automation detected.

High probability of attack attempts.

High-risk exploitation behavior detected.
Immediate threat to the system

This classification helps prioritize alerts, automate response actions, and improve detection accuracy
by identifying the most dangerous threats in real time.

n'al'7n NN NI'N'MK NIRNAIT

Active Scanner Detection

Critical Exploitation Attempt
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Honeypot-n n>yn

noAayna ninvn

i NI'R NNMVn .Threat Intelligence-ni Deception-n N1>wn 77N> NNl Honeypot-n Ndwn
NDYNN .NNAX AT 'VITIN IoN? NNWONNAN NPIan Interaction N2'a0 X' X7x ,0'971IN DIONY
NINT? ,User-Agents-I Payloads 9IOX7 ,0'9'ITA D'2'NAI D'NN'W NIYYANA D'ORIN NIVLNT7 DTV
N2'102 QPINN 7w NI7'won AT NX 1IXN71 ,Credential Stuffing NiaIroa NNa7 ,NIronIvIX NISFNN

J'WrTIN A1NRY [12'0 V1A N9PNN NOIN D Telemetry 1IX7 NpIan

Deception N1OWI NIS'ITN NIAIAN

DNA7 T2 ,0'W19 DN NINTAN NIDUT NN NN'TAN NDWAN NI NIRAY 'TNNY alivdalm}

NNPRIVI'NRY 'WUNNYT qQRIng

nlon QT NN |
Brute Force-I Credential Stuffing "1n't Fake WordPress Login
Secrets N9'WUN NNI'0 'IN'T Fake ENV File
Admin Probing-1 Database Enumeration 'In't Fake Adminer Panel
Exploit Scanning-1 PHP Reconnaissance 'In'7 Fake phpinfo

NINT7 ,N9'PN '0197TI Payloads 9I0X7 ,97INN 7w N9'WNN AT DX 1IRN7 NWOKR Deception-n N1dW

2NN MY N9'WN NX D¥NXY?I Threat Intelligence-n NI>'R NX 19W7 ,Automation 72

NAIANY NO¥N 'VNIVIR QPINY TIYA :NINDN 'oN' I9'1 XIN Deception-N 0'012 nNINN |I'VN
SN NIXDY? Login T “NN'uan” N'R1IY NAIAN 17 NR90Nn Nd>Wwnn (K7 IX DY 2'NIN) NI
YT' N90N JWNN NYPA 70 YR Y'{RPwn 1'wnin? 17 nnia 21 ivn nINdY? Environment yaie
-0 NIX 191N DTN YT'NAN .a¥p Ar'Ral,N7Iv KN Payloads 17K ,X7M7 Non qQpinn NITw 17X :qon

X0 MmRn MY Qunl QINNY *7an,7'wo 'Y T IR 12'09 Naan [112111n Honeypot

Credential Telemetry

12211 .T272 Telemetry 'DNIX? 722m yTm qoNa ,q1ITAN Login-n 9T 70T 12NNN? N0 qpIN TWKRD
Bot ,NIxI91 NIXNO'01 win'Y ,Credential Stuffing-1 Password Spraying 7w D2''9np NINT? ©WO'R 0T

JI'0N91 vIa97 '2an 0'opnn 0701 Automation
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Credential Stuffing-2 .nIM17 n'niynwn Password Spraying |'2%7 Credential Stuffing |'2 nanann
DTNNAN D'YNNYNY NNINA ,0NNXK DNANAN 197TY NN0'o/UnnYn-0vw NIAITA wNnnwn Q7inn
yInY 11,00 NRIAYN 7 NIXID] NINNO'0 190N 101N gINn Password Spraying-1 NINNO'0O
[2 ['NANY TWONN |I'0'IN AXPI NINNO'ON 1901 71N NRIAYNN 1901 NII'0'IN OIDT .|lAWN NN

MY NO'PN N'hun V1 nIv |''Sny? a10 2V y'ay¥n nnn TNX 721,0Mwn

N{'NNI DNLVAX 'Y

NINNO'0 NNWI X7 .Data Minimization-1 Privacy NINpy 7y nT9{7n 1N N112IN Honeypot-n Ndyn
2w Replay wx¥ia X7 Correlation DIIx7? 7271 Hash nwa namw 197 Masking yxia nix'n
nownn .Ta7a “mamn Telemetry Mwa ww TX NIdWN? NNANNN |1'01 YXIA K71 Credentials
9NN WIN'Y 75 N2 nwya K71 Deception-1 Detection NI 100 7w TIN'71 17NN ,N1an NNVNYT NN

JUTTIXR

Tarpitting
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-NliNnal

BENEFIT DESCRIPTION

Slows down scanners

Slows Automation and automated bots.

Increases the cost of attack

Increased Attacker Cost : ;
in terms of time and resources.

Enables collection of more
intelligence over a longer period.

Extended Telemetry Collection 3

> / \ Helps identify aggressive

Improved Detection ) o
automation activity.

Strengthens the deception layer

Deception Enhancement
of the honeypot system.

Intelligence Collection |'V'TIn qI0'X

2MYN NI7'WON NN NAK AT 'YXIN VTN 9I0X7 NWOR Telemetry-n 1102111 Honeypot-n Ndvn
Worker-1 Cloudflare Workers, Firewall Events, Security Events NIy¥nxXd 19081 D12ININ

:I90NIY 0'ININ 1210 X NND0N NXAN N'720n .Observability Logs
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NI7'WoN 7w 1nn Namod IP Address
NYPAN 7w Ipnn navn Country
N'NYNN 7w Autonomous System-n 190N ASN
Automation "2 IN VIQ ,|9TOT 'IN'T User-Agent
OQPNIN IX PT2IY 2'NIN Request Path
GET / POST)) nwjzan alo HTTP Method
Fingerprinting-7 NIX'm HTTP ninnd Headers
NITIYN NIY?an 770 Payload Request Body
avInw Threat Score-n Attack Score
[I1>'0N NN IO Classification
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User-Agent ,Credential Stuffing ninrroa ,XMLRPC Abuse 7y DTpnn yvTn N90X NdIvnNn 90112
Campaign ,WordPress Fingerprinting ,Automation Frameworks ,Bot Obfuscation ,Rotation
11> WordPress APl Methods-2 wim'w nnrroa NIt AN |2 .Exploitation Payloads-1 Markers
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.9i7'n Nann Automation NI7'W9 NINT? 21,N9'7NN [IATNI Payload '019T ,User-Agent no7nn ,IP

TIX7 N7 931 1avaw ,WordPress 7w XML-RPC zunn InT ¥ 12007 XY /xmirpe.php 2'm)
nIIron .system.multicall 122 NIV'W NIYx¥NXRA 71NN Brute Force-1 (Amplification) Niopnn n1aan
NX71 Automation-7 Nznam 'NP'TI'R DN ,00IM XML 1an oy POST Niwpa TNIMAL L IM9R nwa
User-) |nT NIX7 DIW User-Agents 1900 |27 nT'N' IP NaInd ' Correlation-n .N'WIIR Nw'7a7
WP7 AWONN XiNl,Detection-n NIPnNNN |I'017 INI D'PTNN DIN'ON TNX XIN (Agent Rotation

9PN 19N INIKY NITI9-NMINIY? NIYPA

WAF n""x1101'X

N'YIA0'RA [NV

T .APY 91X NTAW D'OIDT INON' INT'W 2 WAF-n 'pIn 11DTIY ,10C-nI Telemetry-n NIN' INXY?
,Threat Classification ,Detection |2 na'7'w nmdynn 1271 nn'ona Tpannn 'mion WAF-7
NNX N qoXaw Threat Intelligence-n 190 7> .Telemetry-1 Deception ,Honeypot Routing
nI'n%? ,Managed Challenge 112y7 ,00n'n7 172* NITIYN Nivjpal LEdge-2 N'yxan nan ninvm?

.Telemetry 1*7nN7 010'n"7 IX ,Honeypot-7 Nianinn
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Rate Limiting-1 Honeypot, Managed Challenge-7 a1nn

Jxmlrpc.php-1 /wp-login.php TnImal ,0'x191 WordPress 'a'mia Tznnn NI'Wosnn 'mivnwn p7n
7Y A1Ian 2N MYORY NFTIYY DARNN YN LIPR 0217 NIYpRAN 7D DR T DlonY? nipna
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1VVO NNR'oN 111N WAF Ndwn 1907 N1 XD DATIA )2 NI'VNIVIX N9'PN NIMWN AN
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Risk Assessment

NAIITINN
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NN L NIYNNRNNN NINN0 ,NYA9N 7R'YI019 177w (NN9XIW NI7'won NInin) Threat Severity

U1 YT N9'WNY 7R'I01901 NIATH 7V nyoswinn Exploitation-n N'712' ,n9'wnin
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N'ZoY NYOSWN

NI¥' Mass Scanning-nl Reconnaissance-n NI7'v9 ,PHP IX WordPress 001an 11'X "NXNY NINnY
VT N9'wNY? |1D'0 ,0'Ywa0 DA'MI7 N N0 IAN NIW 2V ANi' only  DUwnn D0lID'o
.Flooding 7w Nnj7na nii'ata nwWoX ny'aol ,Credential Abuse ,NI'T'NY NIW2IN 7117 7X'X1019

DI7'won 7w Scale-n NXI DIDNNN NN DR N7V Automation Frameworks-11 2y NIMYN2 win'win

NIAYN2 719'0 7V D'TATIANN NY ARYN N9V NP0V NIV DA Nn''i7 ,1'Y'n D00 2117 1ayn
LIAR NI VT N9 T 7w N7na 1'01Im [12'01,011Y (AT WNNWNN NN NNWOR Ny N1y
nyIN NYPYUNN 27 .N2IANIE 0 ,NPN DY NAY A1 NYW0IW “NTpmn X7¢ 9N Da

S2V192 N¥M5 YR K7 TWUND DA NNYNWn Edge-1 0Tpin YIn'Tal

n'771D ndAYNI [1D'0 NNNOA

,Edge Protection NIy¥xnx2 [12'0N NX N'NIVAYN D¥NX7? "MW WAF Dy Tn*' Honeypot-n Nynon
qio'X1 Deception ,Honeypot Routing ,Rate Limiting ,Managed Challenges ,Threat Classification
q'n 7wa High-> n>wwin 7700 [12'0n NN ,NN7¥Iin nxM9 AnnIt X7w X .Threat Intelligence
Credential Abuse-1 D2 Exploitation NII'0Y ,NNTIAN NIMYNA WIN'WA ,N'ONIVIRD NI7'WON

.Detection-n NI712' NX 19W7I 7NN MW 7w Exposure-nN X N'NONY7 NN'Y7X¥N NDWNN .qunnn

THREAT SEVERITY

RISK ANALYSIS & PRIORITIZATION
@) ukeunooo () Risk LEVE [Z) pescripTioN

CREDENTIAL Automated login attempts that
STUFFING may lead to account takeover.

~v| ENV EXPOSURE B MEDIUM Att.empt to Oxpose‘e.nwmnment
variables and sensitive secrets.

Exploitation attempts targeting
known PHP vulnerabilities and
RCE

) PHP EXPLOITATION

RECONNAISSANCE . MEDIUM ( VIET Enumeration scans and
- information gathering activities.

WEB SHELL B MEDILIV Attempts to discover web shells
DISCOVERY * or access malicious files.

GIT EXPOSURE B veDium O weoum Attempts to access Git
repository files.

Automation activity targeting
WordPress XMLRPC
endpoints.

XMLRPC ABUSE MEDIUM
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JNIT NN 12 .0'7'wO Exploitation Ni1ro?

Fingerprinting '>I¥'7 D> WordPress 'arm17 nwn e

D'9011 Automation *7011 Go-http-client-awm'y e

Credential Abuse niIrol XMLRPC Abuse 17'72 ©"WUNX /xmlrpc.php-7 POST NIwj7a 1900 o

D1in Payload Patterns-1 Campaign Markers-a win'y e

Detection 112210 qIVY7 NVNA N9'PN VPN INIXN User-Agent N97Nn o

D'apin Nl 1n'T? Cloudflare 00I1AN Honeypot niMa :'v'TIiNY n1ann
www.DigitalWhisper.co.il
25 2026 " ,187 |1"2




nnnnt

:D"'NIYNYN D''YXaN NRINN 190N N79'0 NDynNN
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D'Ix'n (Feeds) NN Telemetry-n NWYN LI'78A [DTVNNAN 'MY'T Scoring-7 Machine Learning
N78 75 .WordPress-7 1ayn 0'001n D'NN'WY Deception-n N2dW NanTni ,Threat Intelligence'7w

1120 '1'wA X X747 ,Edge NNIDRVDIN NNIX 23 7Y Winm? 0rann

D'apin Nl 1n'T? Cloudflare 00I1AN Honeypot niMa :'v'TIiNY n1ann
www.DigitalWhisper.co.il
26 2026 " ,187 |1"2




Technologic

Honeypot-al "In'Th yian :0'w7in NIinKn

Legitimate Bot Detection

This section identifies trusted crawlers such as Googlebot, Bingbot and AhrefsBot. Legitimate
indexing traffic is logged separately and bypasses the honeypot workflow:

const legitBotRules [
{ name: "Googlebot", category: "search_engine", match: "googlebot" },
{ name: "Bingbot", category: "search_engine", match: "bingbot" },
{ name: "AhrefsBot", category: "seo crawler", match: "ahrefsbot" }

1;

const matchedLegitBot = legitBotRules.find(
bot lowerUA.includes (bot.match)

)s

(matchedLegitBot) {
fetch(request);

Exact Match Detection

High-confidence attack paths commonly targeted during reconnaissance and exploitation

attempts:

const exactBadPaths
"/wp-login.php",
"/xmlrpc.php",
"/adminer.php",
"/phpinfo.php",
"/.env",
"/.git/config"

(exactBadPaths.includes(path)) {
addScore (100, "exact_bad path");

Pattern-Based Detection

Searches for suspicious keywords associated with known exploitation techniques:

const patterns [

{ value: "xmlrpc", score: 60 },
{ value: "phpunit", score: 990 },
{ value: "shell", score: 90 },

{ value: ".env", score: 100 }

15

(const p of patterns) {
(path.includes(p.value)) {
addScore(p.score, “pattern:${p.value} );
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User-Agent Intelligence

Identifies automation frameworks and offensive security tools:

(

lowerUA.includes("curl")
lowerUA. includes("sqlmap")
lowerUA. includes("nikto")
lowerUA.includes("masscan"

{

addScore(90, "suspicious_user_agent");

Credential Honeypot Telemetry

Collects credential attack telemetry while masking sensitive data:

credentialTelemetry = {
username: sanitizeText(username),
maskedPassword: maskPassword(password),
passwordHash: await sha256(password)

Ii§

addScore(150, "credential honeypot submission™);

Threat Classification Engine

Maps the accumulated score to a threat category:

(score 300) {
classification "credential_attack_or_critical_exploitation";
(score 250) {
classification "critical_exploitation_attempt";
(score 180) {
classification "active_scanner";

Tarpitting

Introduces artificial delays for high-risk requests:

(score 180) {
await sleep(randomBetween(1500, 5000));

}

Threat Telemetry Collection

Logs suspicious activity for threat intelligence and correlation:

console.log(JSON.stringify({
type: "HONEYPOT HIT",
ip,
country,

path: url.pathname,
score,
classification,
matchedRules

}));
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Deception Layer

Returns fake responses that simulate vulnerable services:

function generateFakeResponse(path, method) {
(path.includes("wp-login")) {
wordpressLoginPage("");

(path.includes(".env")) {
"APP_ENV=production";
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