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https://fungun.top/ecd/
https://github.com/UnrealKaraulov/EasyCheatDetector/releases/
https://fungun.top/ecd/list/
https://www.digitalwhisper.co.il/files/Zines/0x34/DW52-2-Reversing.pdf
https://en.wikipedia.org/wiki/Virtual_machine
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File name

(Heur) Compiler: MASM

(Heur) Language: C

Detect It Easy v3.11 [Windows 10 Version 2009] (x64)

:=| C\Users\user\Downloads\EasyCheatDetector\EasyCheatDetector.exe

File type File size Base address

PE32 d 8.24 MiB 00400000

) File info 2 Memory map | |5 Disasm | | EE Hex [ Strings
f MIME P visualization £ Search #Hash %Entrnpy
Ore = Export | | llmport | |2° Resources
Sections Tirmne date starmp Size of image

0006 = 2025-10-19 04:57:13 00856000

Scan Endianness Maode Architect
Autormnatic v LE 32-bit

* PE32

Operation systern: Windows (Vista) [1386, 32-bit, GUI]
Linker: Microsoft Linker (14.36.33219)

Compiler: Microsoft Visual C/C++ (19.36.35219) [LTCG/C++]

Tool Microsoft Visual Studio (2022, v17.6)
Sign tecl: Windows Authenticode (2.0) [PECS £7]
(Heur) Debug data: Centains [Portable PDE (release]]
* Overlay: Binary[Offset = (x0083a200, Size = (x2188]
Certificate: WinAuth (2.0) [PKCS #7]
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https://github.com/UnrealKaraulov/EasyCheatDetector
https://en.wikipedia.org/wiki/Executable_compression
https://en.wikipedia.org/wiki/Executable_compression
https://learn.microsoft.com/en-us/windows/win32/debug/pe-format#import-directory-table
https://learn.microsoft.com/en-us/windows/win32/debug/pe-format#the-rsrc-section
https://en.wikipedia.org/wiki/Self-signed_certificate
https://en.wikipedia.org/wiki/Self-signed_certificate
https://github.com/horsicq/detect-it-easy
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AI'0 TWONN D2l ,0'9011 0¥ 2101 (Compilers) DTnn ,(Packers) D'TIX ,N7¥9N Nd>WwN NRINN
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Imports

:DI'WIJUP'? N7 NKR |7'7I'IN NN YW AR N1DINNY NRMvNN DI'XP]ID'? 111

yTnn 7¢ np'1a TVl LoadResource FindResource :NI'¥j7119n0 ,Resource-n OV NI7OYNn e

30 ?? ??:0'0w0n) ,Magic number-n '97 'In'Tn) Certificate W W' XN Resource-2 X¥NIN

N2"7 nYTI'Y PEXImportCertStore N'¥j719N NIX D2 W' 0N .NN0'0] |AIN Certificate-n .((82

.Certificate

,FindFirstFileEx ,SetFilePointer ,ReadFile ,CreateFile :MiI'¥j7219n ,n'¥ap DY NIpoOyNN

.DMN2MIT DTN, pRwnn 7w 0Y¥aR7 nwia? wnw'? 01! - FindNextFile

,OpenProcess ,Next32Process ,First32Process :NI'Nj7AI9n ,0D™NN DY NIZOYNN e

wnv'? 0"710' - ReadProcessMemory ,WriteProcessMemory ,VirtualAllocEx ,VirtualQueryEx

JNYUNN 7Y 170NN 7Y VTN qI0'R,D'¥IN D'DY70NN 7Y YT qI0'KY7

,OpenThread ,Thread32Next ,Thread32First :nr'yj7a19n ,Threads 0Dy Nizoynn e

.SwitchToThread ,ResumeThread ,SetThreadContext ,GetThreadContext

,RegCreateKeyEx ,RegEnumKeyEx ,RegOpenKeyEx :MNI'¥j72119N ,Registry DY NIpoynn e

D'71D>' - RegSetValueEx ,RegGetValue ,RegEnumValue ,RegQueryValueEx ,RegQuerylnfoKey

%9 YT DMWY 02T NRPNIMN NR2INN 7Y YT 9I0'K 7Un'? ,uTn |IoNKI 910'K7 wnw'Y
.NNYY NDINN

,QueryServiceStatusEx ,OpenService ,OpenSCManager :NI'¥j219n ,Services DY NIpOyNn e

-1 DMAMITN 7Y YyTM qI0'K7 wnw'? 0'71D' - EnumDependentServices ,QueryServiceConfig

.Jdyna oMm''pin Services

,WaitForDebugEvent ,DebugActiveProcess :niI'¥j7219n ,Debugging 0Dy Nipoynn e

wnwh? 01D - IsDebuggerPresent ,CheckRemoteDebuggerPresent ,ContinueDebugEvent

.Debugging 7w 'In'T ,0r10n "7nN 7V Debugging vix'aY
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https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-findresourcea
https://learn.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-loadresource
https://learn.microsoft.com/en-us/windows/win32/api/wincrypt/nf-wincrypt-pfximportcertstore
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-createfilea
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-readfile
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-setfilepointer
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-findfirstfileexa
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-findnextfilea
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32first
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32next
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openprocess
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualqueryex
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualqueryex
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualallocex
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-writeprocessmemory
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-readprocessmemory
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-thread32first
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-thread32next
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openthread
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-resumethread
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-switchtothread
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regopenkeyexa
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regenumkeyexa
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regcreatekeyexa
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regqueryvalueexa
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regenumvaluea
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-reggetvaluea
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regsetvalueexa
https://learn.microsoft.com/en-us/dotnet/framework/windows-services/introduction-to-windows-service-applications
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-openscmanagera
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-openservicea
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-queryservicestatusex
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-queryserviceconfiga
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-queryserviceconfiga
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-enumdependentservicesa
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-debugactiveprocess
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-waitfordebugevent
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-continuedebugevent
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-continuedebugevent
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-checkremotedebuggerpresent
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-isdebuggerpresent
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(hacked client?)

Antihack executable is corrupted!

ECD ANTIHACK RULE

ECD Antihack binary is corrupted.

FUCKINGHACKERS

THIS CUTE BEAST CAN PROTECT ANTIHACK EXECUTABLE FROM BAD HACKERS
This antihack tool now support next games: Minecraft (not all clients!), RUST (withot EAC), CS 1.6, CS
SOURCE, CS GO, CS 2

[SELF PROTECT] Found critical error.

blackbone

tao::json

19N NNXY 7y a0 AmRw Self-Protect 12211 N12INY W'Y NTAAN NITNNNN NNRY 17 D'WY N2
blackbone NTNNNNW NIXYYZ [N 90112 .]1221A0 ININ NINX 917V7 [N 'R XN JUNNA 1IN DN

.D''70N 7Y [NDT7 NWAT NIWONNN NN NMI90 NWYNT7 ITY 0721 72122 WI9'N ,0'MYD NNnd Ny'oin

.taoJSON DWA ND0I1 N'MID0] WIN'Y NYYIY 1721 NN'WI2 NMINNKD NTINNNN,DI'0YI

Ma'TI 'UVO - A%71IVUN NINY

N7 'M'0NY YN 12T .x32dbg NITYA 'N1'TN 17NN NXILIDA Pro NIYYANA VX1 '00O0N 1j7NNn NN
X7¢ ,NTTIAN D202 7NN 7'NNNY 9Tyn IR 2N7 12D .01NVIR ['RY NANINNA NINN 'R NIKYY

..l INonI ynn n1Inn ,Scan Yn'?] ,N1DINN DX YN .N2 TAY "IXY 220N v yTn '-']"7'[]'1

EasyCheatDetector 2.74[OFFLINE CODE 303]

EasyCheatDetector

No network connection,
Error code:303
Can't save offline report because sandbox or debbugger found.

Jmipn NI DX NY? Na1on 371 VM N2 0¥ INIXY N N1INNY X
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https://github.com/DarthTon/Blackbone
https://github.com/taocpp/json
https://hex-rays.com/ida-pro
https://x64dbg.com/

Technologic

197 .NXM [AT2 77 NNWISN X' DX .NIKXIN AX'AN X7 '000 [9IXA NNTA NTNNNA "NX WI9'N
NNO1 .NXTN NX'AYN NX A'¥n7 NIn 7Y MessageBox N'¥j71191 WIN'W NWVIY XM YOPW 170N

.Yl MessageBox 7V Breakpoint n'wi ,Debugger

EasyCheatDetector 2.74A[OFFLINE CODE 303]

n't save offline report because sandbox or debbug

O

n't save offline report because sandbox or debbug

003C5009| return to easycheatdetector2.003C5009 from 777
} || 0027 00DE | easycheatdetector2. 0027 00DE

23518070|L"No network connection.‘r%nError code:303\r‘\nCan't sa

2 || 01BEAATE| L"EasyCheatDetector™
00000000

NINK NXP N2771 217 'NNN7 TWON Nyd

decompilation " N¥NW? NYITN NRAWN NIX 'M72Y TR IDA Pro-a TI yozn MNKR 2YY7 'M'01Y)d
N'Y2190 DX 79177 0'on IDA W Ty NIAIV NPT NNd NdN1,NT DX 1T01 ."failure too big function
D'?T21 MessageBox N'¥j1197 KW TIRY D'V ANY 1197 NXPY NRI1 .ApPNNA 'wnn? 7311 n7avn

:0'71172 DINWN NNd

else ifl( byte_6E97AD || byte_6D292A || byte 6E97AF || v7129 ) I
{

sub_24643@(dword_6E9854);

12949;

sub_1253F8(v8497, dword_6E97B8);

1;
sub_235ED@(v8494, v2941, v2939);
v v2937;

LOBYTE(v8896) = @x34;

V2934 = sub_24643@(v2937);

v hiWndParent;

MessageBoxW(hWndParent, v2934, v2935, @);// Can't save offiline report because sandbox or debugger found.
LOBYTE(v8896) = @x33;

sub_246A58(v8494);

LOBYTE(v8896) = @x32;

sub_246A50(v8495);

LOBYTE(v8896) = @x31;

JTNXR TNR |7'19'7 2'nna.0'nyo [N D'?7T2) DNY ARN1, 00N TNRX 727w 0'0119IN NN AVl DX

0'MIA? Anti-Cheat pin'a
www.DigitalWhisper.co.il
5 2026 "' ,187 |1"2



https://learn.microsoft.com/en-us/windows/win32/api/winuser/nf-winuser-messagebox
https://hex-rays.com/blog/igors-tip-of-the-week-166-dealing-with-too-big-function
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InT '© 2y VM IX Debugger '1n't

2 D'NY2 1-7 INIK D'7NNRAN TIP 'WOR INNY ARNA ,byte_ 6E97AD 721730 nINWNN "IN AIY)

v171 = GetTickCount() - TickCount;
vi72 = @;
if ( v171 > qword_6E97Ce )
qword_6E97C@ = GetTickCount() - TickCount;
if ( GetTickCount() - TickCount > @x7D8 && GetTickCount() - TickCount < ©x9C4e )
{
byte_6E97AD = 1;
LOBYTE(v274) = 3

ny91 GetTickCount N'¥2197 NXAIR NI2INN .N12IN T Debugger / VM AT NO'W X'N TN N0'WN
.GetTickCount-7 21w NXAIP PN WNKXY7I,TI YO NyXan ,(N1NN2 y'oim 1'% 0T A7) NIIWRIN

Y7 TN YOR? NR'? At 0nd T 1T NIRMEN 7Y NIRXIND 2 DXRIYN DYXANN JYnna

,Single-step-2 IX Breakpoints-2 D'wnnwn oX TNIMA2l ,Debugger NNN NIJINN DX D'¥IN UKD
Overhead 2y WNI' N'O'R NI'NYZ N'IWY VM N2 XM DA ,NNIT [DIXA NIVAYN [DIN] ORI VIX'AN
1OXN TN AN TTNIY TN DX .Host-N NdWwnal VM-n NUmIpa 7N NN 7w

J2RI107'1 20 N2 IX Debugger NNN QXY XK'WY 2'0N7 071D N1DINN,TIR YO INIK NXNYT

NPTAN DX QIpY7 NIMYOR DDYT

QI Tan 7 TIpn nHoA Single-step yx2'7 K71 Breakpoints D'w'7 X7 01w .1

M1 NP'TAN Y8R D210 Nnin oy VM-N DR 9377 .2

.0'71219n 0D I'TNNY GetTickCount NX197 710 .3

2nnX'Y 1-7 *7217a0 NINWNN DX 7NNRNN 2700 DX LPTIAY 7700 DR YOX97 7011 LTI YI9xX'® .4
S To1,0-7 INIX

.byte_6E97AD NX D' TIAYW DNITX DNINA X¥N] D DA KIN ,byte_6D292A NIn Iwn *721720 NINWNN

17X NIA'MDN 2N, 1-7 7nNIRn byte_6D292A 7221720 minwnin ,0-7 7nniIknw byte_ 6E97AD-7 TIana

:0-7 IMIX NIYNNNN

xrefs to byte 6D292A
ey

Direct Type Address Text
2 Upr sub_1702C0+27E mov  al, byte_B02924
L Up w sub_168B704+63 mov  byhe BDZ924, 0
32 UD w sub_1702C0:loc_170537 mov  byhe B02E24, 0
.. ow sub_1BBAFO+63 mov  byte_B0292A, 0
L.ow sub_1B9680+63 mov  byhe BDZ924, 0
a.ow sub_1063404+63 mov  byhe B02E24, 0
.. ow sub_1F5970+63 mov  byte_B0292A, 0
L.ow sub_1F9280+63 mov  byhe BDZ924, 0
a.ow sub_20CC004+63 mov  byhe B02E24, 0
.. ow sub_2106E0+63 mov  byte_B0292A, 0
o Up r sub_1702C0+44832 movzy  eax, byte E0D2924
el Upr sb_1702C0:0oc_1ADAFL  movzx  ecx, byte 602924
Kl .. or sub_1702C0+45482 movzy  ecx, byte_BD292A,
o Up r sub_1702C0+3C0BC movzy  edx, byte 602024
e Upr sub_1702C0+44153 movzy  edy, byte_B02024

pr

sUb_1702C0+44BC6E MOYZX

0'MIA? Anti-Cheat pin'a
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https://learn.microsoft.com/en-us/windows/win32/api/sysinfoapi/nf-sysinfoapi-gettickcount

Technologic

:N22 D'XM byte_ 6D292A 7w D'7INNKRN 2N

v92 = this;
v273 = @;

V272 = @
v17@ = sub_55B799() % ©x32 + ©x19;
byte_6D292A = ©;
vl = sub_55B799();
v3 = vl % Ox32;
result = vl / @x32;
if ( v3 <= ox14 )
{
for (1 =0; ; ++i )
{
result = i;
if (1 >=vli7e )
break;
if ( sub_55B799() % @x32 <= OxF )
{
TickCount = GetTickCount();
v266 = sub_55B799();
sub_54B7A@(v326, @, ©x1e9);
sub_54B7A0(v325, ©, ©x2e0);

N2 MR RINE W 270 NNIYN IR JWnY TR W' 728

sub_50360();
qword_6E7768 = sub_2E59Ce(dword_6E77AQ);
if ( sub_31E@50() )
{
byte_6D292A
byte_6E97AD

}

0;
0;

MIY Y n'Tnn sub_31E050 n'¥7a19n1 nTNA 0-7 7NNIXN byte_6E97AD DAW NIX7 [N nwyn?

.0-n

0'MIA? Anti-Cheat pin'a
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YIIX 227 Nnv! "

:NIN1] N'YZ119N DD .0'AYD VYN K7 NN X'NY XN sub_31E050 n'¥j72197 0'01191 wI9'N

bool |sub_31E@56()
{
const CHAR *1pProcName; // [esp+14h] [ebp-60h]
int v2; // [esp+1Ch] [ebp-58h]
const WCHAR *1pModuleName; // [esp+24h] [ebp-56h]
_DWORD *v4; // [esp+28h] [ebp-4Ch]
bool v5; // resp+32h] [ebp-42h]

_BYTE v6[24]; // [esp+34h] [ebp-46h] BYREF
_BYTE v7[24]; [esp+4Ch] [ebp-28h] BYREF
int v8; // [e sp+7eh] [ebp-4h]

if ( dword_6FB7F@ > *(*NtCurrentTeb()->ThreadlLocalStoragePointer + 4) )

sub_549732(&dword_6FB7FQ);
if ( dword_6FB7F@ == OXFFFFFFFF )
{
v8 = 0;
v4 = sub_31E1E@(v7);
LOBYTE(v8) = 1;
lpModuleName = sub_125A90(v4);
dword_6FBA@8 = GetModuleHandleW(lpModuleName);
LOBYTE(v8) =
sub_2622E0(v7);
v8 = OXFFFFFFFF;
sub_5496E1(&dword_6FB7FQ);

}

}
if ( !dword_6FBA@S )

return 0;
v2 = sub_31E2BO(Vv6);
v8 = 5;

lpProcName = sub_219FCO(v2);

v5 = GetProcAddress(dword_6FBA@8, lpProcName) != @;
v8 = 6;

sub_503D0(vE);

v8 = OXFFFFFFFF;

return v5;

"N ,GetProcAddress n'¥j72192 wWIn'w My NNION AYRAID  KIXAY D01 NNXAIDNY  NKM)

X' D'YONN NNIRY N'¥;2119N v oW DX KIXNY nnn TN NX"M DT NINWISN NITNNNNY

:Debugger niv¥xnxa 7wn? ,nx1 N

50 push eax ESP  O15FEEAD

FF].S 1C525E00 call dword ptr ds:[<GetProcAddress>] ESI 00000004

85C test eax,eax EDI 00000000
v 74 DS ie Easy(heatdete(turl 33E17B

CE45 BF 0L mov byte ptr ss:[ebp-2i], L EIP  0033E168 heatdetectorz.0033E168
~ EB 04 jmp easycheatd ector2.33E17F o IEAR A A Bt

C645 BF 00 mov byte ptr ss:[lebp-410,0
B G o Sl m EFLAGS 00000202
884D BE mov byte ptr ZF 0 PF O AF O
. C745 FC 06000000 mov dword ptr OF © SF O DF O
. 8D40 lea ecx,dword CF 0O TFO IF1
- ES BCZZDBFF call easycheatdetecturz 703D0
. nop LastError 00000000 (ERROR_SUCCESS)
. c745 FC FFFFFFFF mov dword ptr ss:[lebp-4J],FFFEFFFF LastStatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUND)
. 8D55 CO lea s:lebp-+0ll
. 8355 30 mov ED'“%]-CUX G5 0028 FS 0053
. C745 FC 07000000 mov p-41,7
. C745 FC 08000000 mov bp-4], 8 Eg ggg: E gggs
. C745 FC FFFFFFFF mov bp- 4],FFFFFFFF
- BA45 BE mov al,byte ptr ss:|[lebp-
. ~ EB 02 jmp easycheatdetector2. 33E13E
- 32C0 xor al,al - -
[»e(|0033ELBE BB4D F4 mowv ecx.dwurd ptr ss:lllebp-Cll Defait (stdcal) 5 =

1: [esp] 77080000 ntdll.77080000

2: [esp+4] 019C7868 019C7868 "wine_get_version”
s:[DD5ES21C <easycheatdetector2.GetProcAddress>]=<kernel32._GetProcAddressStub@s: 3: [esp+8)] F1C9ESDS F1CIESDS

4: [esp+C] 0D1SFEEBS 015FEEBS

5: [esp+10] O15FEEF4 D1SFEEF4

16E easycheatdetectorz.exe:$31E168 #31D56B

77080000 | ntd11. 7708000C
Wypump2  Woump3  WMDump4  Whoumps @ watthi  kellocls L Struct 015FEEAY D19C7868 | "wine_ger_version™
By lasciT I ] || 015FEEAS FIC9ESDS

0'MIA? Anti-Cheat pin'a
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https://learn.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-getprocaddress

Technologic

MIMKN X7 207w nn 97 .Ntdll 1In2 wine_get_version N'X¥j72190 "INX NW9NN NYDINNY DX TX
N'2n 72122 ¥ wI9N TR X7 DX DA) ?Inwn 007 ik Wine oxn .Ntdll-a nX™ nYjpie nin?
N77 Linux niooian nidwwna Windows N3N YNin? "WORNY *7 RIin Wine .2 "7 (D1IAI1V NIXYIN
22 N1DINN NX 2277 722w Linux NO0IAN N>IYNA UNNYA N1DINN ANIDY A¥N W' ORN VM2 I
13 7V PRWNN DX D'YINY DIZNY W'Y IR ?DNN10N D'R7N 7Y A7T7 nn v IR nimannn 770/

?Wine

Debug Registers niy¥xnxa Debugger "In't

|"aUnn 011970 NX NX'aN I'78 0'019T WI9'N ,byte_ 6E97AF ,'w'7win *7a17an nanwnn DY )'wna

Xan

T

CurrentThreadld = GetCurrentThreadId();
w6797 = OpenThread (@x1FFFFFu, B, CurrentThreadId};
if  ve797 )
1
sub_S4B7AB(&v7164, @, @x2CC);
w7164, ContextFlags = @x18618;
memset (&v7164.0r@, B, BxC);
v7le4.Dr3 = &v7164;
w7164.Dr7 &= BxFFFFFFAA;
SetThreadContext(ve797, Bv7ls
GetThreadCo h+E1+(:5?9?, B3
if ( v7164.Dr@ || v7164.Drl
byte GEQ7AF = 1;
memset (&v7164.0r@, B, Bx18);
v71lE64.Dr7 &= @xFFFFFFAA;
SetThreadContext(ve797, &v7164);
CloseHandle{ws797);

"y Debugger 7w NIYNN NPTIA DRT NO'W ,NN¥PA .Debugger 'IN'T7 N12In "7 NU'W NNT DA
y'a¥n 0nIYA Y M7 'Y 7D TWKD ,'NdN Thread-1 Debug Registers 7w NATIN X1 NA'MD

.Debugger NnnN N1DINN NX¥IN 7V T'vynin Hardware breakpoints-2 win'w 7y

NP'TAN DX QY7 DT

.NP'TAN 7w TIR YO INIX NXM 0I'0 WNKY? TV 1 Hardware breakpoints-2 wnnwn? 87,01we .1

[AN7 DA 10X QO .N'TAN R'NY DWW DX 7712971 GetThreadContext N'¥j71197 710 yxa7? .2

.SetThreadContext N'¥j71197 71N NIYXNANA 'IX1 K7 '12'W 1191 Debug Registers-n 7y

1-7 21720 nInwnn DR 7NNRNN 7700 NRELPTIAY ,0NITY 270N DX YOX97 ‘011 .TIn YI9%'S .3

S T1,0-7 INIX 7NNXR'Y

0'MIA? Anti-Cheat pin'a
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https://forum.winehq.org/viewtopic.php?p=26035&sid=86f0c2077e9f24aa6142bfa67b3a36fe#p26035
https://hakaisecurity.io/malwares-que-detectam-o-wine-e-infectam-o-windows-e-o-linux-en/research-blog/
https://hakaisecurity.io/malwares-que-detectam-o-wine-e-infectam-o-windows-e-o-linux-en/research-blog/
https://codejuggle.dj/how-to-detect-if-your-windows-application-is-running-under-wine
https://en.wikipedia.org/wiki/X86_debug_register
https://www.digitalwhisper.co.il/files/Zines/0x04/DW4-3-Anti-Anti-Debugging.pdf
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext/

Technologic

v7129 ninwnn - Sandbox & VM nijz'1a

:sub_2F3030 n'¥j72190 DY 7'NN1 .v7129 NINWNN NN D'7NNNAY 001191 LYN K7 W'

char sub 2F3@38()
1

HANDLE hObject; // [esp+Bh] [ebp-4h]

hobject = CreateFilel{L"\\\\?\\\\A3EG4ES5 f1", GENERIC_READ, @, @, OPEN EXISTING, @, @);
if ( hObject == @xFFFFFFFF )
return FALSE;
CloseHandle(hObject);
return TRUE;

?NTN TN 2N DIXTN QYWIAN DINT NN

| \\?\\A3E64E55 _fi

.TINN TDIN Sandbox XInw ANY.RUN-7 1"'Y ATY kN 2212 w19'N

SHS)
VU
.

~

3

_DWORD *v8;
_DWORD *v9;

int vie;

int v11;

char v12; Lesp+29h] |
unsigned __int8 v13;
char vi14; [esp+2Bh]

nonon
o
. e s

sub_2F3190(&v12, v15);
vl7 = 0;
5 = sub_2085D@(v1l, v1l, &unk_6E99AQ);
LOBYTE(v17) = ©;
9 = sub_2B9E30(v16, vi[e], vi[1], vi[2], vi[3], vi[4]);

4 2
LOBYTE(v17) = 2;
14 = sub_2€1C90(v9, v2, v3);

>

LOBYTE(v17) = 3;

sub_2622€0@(v16);
4 = v16;

17 = 6;
sub_2622€@(v15);
return v13;

0'MIA? Anti-Cheat pin'a
www.DigitalWhisper.co.il
10 2026 "1 ,187 [I'1a



https://unit42.paloaltonetworks.com/blitz-malware-2025/
https://any.run/

Technologic

07 NN 2'Nln DOXN |7I'[1'7 NOoINI NTNNN NX"M |NTA NNIYON N'X2119N

‘ C:\Program Files\KernelLogger

:sub_2F3400 n'¥j72190 .ANY.RUN-7 7" 12N0n XIn DAy

/23 = 8
sub_145@38(v29, L"srvpost.exe");
dwProcessId = sub_2D9B5@(v29);
sub_2622E@(v29);
v24 = OXFFFFFFFF;
if ( !dwProcessId )
return @;
sub_3696D@(v25);
v24 = 4;

{
v24 = OxFFFFFFFF;
sub_369B@0(v25);
return @;

}

/14 = v26;

vid <9

sub_145@30(v27, L"winanr.dll");
LOBYTE(v24) = 5;

v23 |= 1u;

v12 = sub_36CCCO(v1, v27, @, 2);

v1l = v12;

24 = 6;
23 |= 2u;
= x.,19
- visy
17 = vie != @;
v22 = v10 != Q;
if ( vie)

goto LABEL_6;

0 =
- V£0,

Ve = VZ0;
sub_145030(v238, L"winsanr.dll");

»
if ( sub_369C8@(dwProcessId, @x438u) < @ )

winanr.dll-l winanr.dll D*2ITmn DRI srvpost.exe DWA 7NN NDWNA W' OXN NPT N¥22190

.ANY.RUN-?7 I1"'Y NTY NXRXIN DYD TIY X'2N 72122 W19'N Q1Y .011YY

11
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https://medium.com/@orangemaster674/attacking-any-run-for-sandbox-detection-development-747c1a8aa4fd
https://gist.github.com/kaganisildak/23c00c6c1525fb907a6246d603d01170

Technologic

Comodo Antivirus

:N2N TIP YOPY7 DN qunna

v3549 = (void *)sub_2@ce5@((int)v7868);
v3548 = v3549;

LOBYTE(v8466) = @xD5;

v268 = (const WCHAR *)sub_246430(v32549);

LOBYTE(v8466) = OXC8;
sub_246A50(v7868);
if ( ModuleHandleW )
{
v3546 = 7;
v466[@xF4] = &v331;
vAG6[@xF3] = sub_236F86(&v3548);
LOBYTE(v8466) = @xD6;
vaee[@xF2] = &v327;
v466[@xF1l] = sub_20C140(&v327);
LOBYTE(vE466) = OXD6;

LOBYTE(v8466) = BxC8;
sub_2429F@(v331, v332, v333, v334);
sandbox_vm_checks = 1;

ModuleHandleW = GetModuleHandleW(v268); // emdvrt32.dll

v3545[1] = sub_2425E@(&unk_6E99D8, v327, v328, v329, *(int *)v338, *(int *)&v330[4], *(int *)&338[8]);

D2 .'N2IN Y'70N2 1YV AT DLL-N DX 71mY7 0'oai cmdvrt32.dIl nTRNnn NNWIsn nxM jam

.Comodo Antivirus 7y 1y'ax¥N NIXXINNI Y N7 I¥IN ATR7 1207 12 22122 'NATYI DYON

NXAN TIP YOprn DX U jwnna

if ( (unsigned __int8)SetCalendarInfoA != BXE9
&8& (unsigned __ int8)SetLocaleInfolW == @xE9
&8& (unsigned __int8)SetLocaleInfoA == OxE9 )

vae6[@xFe] &v331;

v466[@XEF] = sub_236F8@(v3545);
LOBYTE(v8466) = @xD8;
vAG6[BxXEE] = &v327;

v466[OXED] = sub_20C1lE@(&v327);
LOBYTE(v8466) = 8xDS;

v3sas[e] = 1;

v3544[1] = sub_2425E@(&unk_6E99D8, v327, V328, v329, *(int *)v33e, *(int *)&v330[4], *(int *)&v338[8]);

LOBYTE(Vv8466) = @xC8;
sub_2429F@(v331, v332, V333, v3234);
sandbox_vm_checks = 1;

}

else if ( (unsigned _ int8)SetCalendarInfoA != @xES8
&8 (unsigned _ int8)SetlLocaleInfoll == OXE8
&& (unsigned __ int8)SetLocaleInfoA == OXE8 )

{
v3544[e] = 1;
vAB6[@xXEC] = &v331;
v466[@xEB] = sub_236F88(v3544);

LOBYTE(v8466) = @xDA;
vAGE[BXEA] = &v327;

v466[BXE9] = sub_20C360(&v327);
LOBYTE(v8466) = @xDA;

v3543[1] = sub_2425E@(&unk_6E99D8, v327, v328, v329, *(int *)v330, *(int *)&v330[4], *(int *)&v338[8]);

LOBYTE(v8466) = @xC8;
sub_2429F@(v331, v332, v333, v334);
sandbox_vm_checks = 1;

:NINQN NIYPAI97 D'PIN W' ORA 2TIA AT TIR YO

SetCalendarinfoA, SetLocalelnfoW, SetLocalelnfoA

NIRD NIYI97 71N y¥anw 1nw'7D Sandbox-7 IN Comodo Antivirus-7 '01171 DA N7 "2IR
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https://www.zscaler.com/blogs/security-research/bunnyloader-newest-malware-service
https://antivirus.comodo.com/
https://learn.microsoft.com/en-us/windows/win32/api/winnls/nf-winnls-setcalendarinfoa
https://learn.microsoft.com/en-us/windows/win32/api/winnls/nf-winnls-setlocaleinfow
https://learn.microsoft.com/en-us/windows/win32/api/winnls/nf-winnls-setlocaleinfoa

Technologic

VMware

:sub_2F4630 n'¥j71190

wl3 = suh 2F4818(v22); J/ "vmtoolsd.exe™
wl2 = v13;

w3 = @;

v11 = sub_209C18(v1, v13);

wI@d =

vl@ = vll;

LOBYTE (1) =

-_3[2] w1l;

(v __[1] - FILY) x» 25

LOBYTE(v3) = @;
sub_ZSQTBB(vLj;

w3 25
sub 2622EB( r22%;
vid = w223
3 = BxFFFFFFFF;
if ( vE )
eturn 1;
viG = 83
w3 = 53
w7 = sub_2F4988(v21); S "SOFTWAREM\WMware, Inc.\\VMware Tools"
v6 = v7;

LOBYTE(v3) = 6;
sub 13DF28(& 156, v15, HKEY LOCAL MACHINE, v7, @x28110u);

MNN N901 Nj?'Tal .vmtoolsd.exe 7*7nN MNX WI9'N NIY¥NNA VMware 7un 0'¥1 DX 21TaY [1'00

:M002N2 XAn 9NN

‘ HKLM\SOFTWARE\VMware, Inc.\VMware Tools

VirtualBox

:sub_2F4190 n'x¥j71on

char sub_2F4198()

_BYTE wi[12]; //

[esp+d h] :ebp-SSh] BYREF

_BYTE *w2; e;p+_—h] [ebp-78h]

int v3; [ebp-74h]

int wa; [ebp-78h]

_DWORD *w5; sp+2@h] [ebp-6Ch]

_DWORD *v6; spt24h] [ebp-68h]

int v7; 3 'ebp- 4h]

int w8; [ebp-68h]

LPCWSTR lpFlleName, 1 [esp+38h] [ebp-5Ch]
_DWORD * [esp+34h] [ebp-58h]

_DWORD * [esp+38h] [ebp-54h]

BOOL wv12; // +3Ch] [ebp-58@h]
_DWORD *v13; [esp+48h] [ebp-4Ch]
HANDLE hObject; // [esp+d44h] [ebp-48h]
bool wi15; // +4Bh] [ebp-41h]

_BYTE wv16[24] 'e;p+—'h] [ebp-48h] BYREF
_BYTE v17[24]; // [esp+64h] [ebp-28h] BYREF
int v18; // E;P+uuh] [ebp-#h]

sub_2F4328(v17); S\ \WEBoxMiniRdrDN™

DA NIV NI'NY T2 N VirtualBox MK NY10N T ARIIN 720 NTNNA Ay'amn "VBox" NTNNn NNN

22122 'Mynnwun no

0'MIA? Anti-Cheat pin'a
www.DigitalWhisper.co.il
13 2026 "1 ,187 [I'1a



https://www.virtualbox.org/
https://evasions.checkpoint.com/src/Evasions/techniques/global-os-objects.html
https://evasions.checkpoint.com/src/Evasions/techniques/global-os-objects.html

M1a VM 'In'T

:sub_2F3720 n'xj11on

1;
sub_2F3BDO( )3 // “SYSTEM\HardwareConfig\Current"
[1] = vi3;
sub_13DF20(&v38, » HKEY_LOCAL_MACHINE, » ©x20119u);// KEY_READ | KEY_WOW64_64KEY
LOBYTE(v49) = 2;
sub_2622E0(v54);

LOBYTE(v49) = @;
- vi2[0] == o;
= 2[e] == e;
m [e] == o;

if ( !vi2[e] )

{

= sub_2F3D60( )i / “"SystemFamily"
- H

LOBYTE(v49) = 5;

sub_13E@A@(&v33, 2 s // call to RegGetValueW()

LOBYTE(v49) = 8;

sub_2622E@(v53);

H
LOBYTE( ) il
if ( !sub_238850(v9) )
goto LABEL_S;
sub_2F3E50( ); // "Virtual Machine"

3

-7 '017 LLatitude :NNAIT?) AWNAN Y XD Y DNDWNAN 210 7V Njp'TA wXan NIRT DI

MV022 XAN NN9NN NN YT'AN N9Yw 'y (DELL

‘ HKLM\SYSTEM\HardwareConfig\Current

,2wnna "Virtual Machine” Xin "7¥X SystemFamily 7w wn DRI Hyper-V 7y Y1 7w VM-n
1YW P1N07 N0 - N7RN DDA NN 1NV .SystemProductName 7¢ 7yn NR N7TIA DA N'¥71190

[PROMOCS_COM] Player (report number)

(= Suspicious
A; wer nat

Basic data

Report number

Unique player ID
Player nickname
Player STEAM

Player IP

Effective scanning is only

Operating system
P g syste possible when the player is

connected to the server
Total scans
during scanning

,N7'M0 VX [?7NY INIXY O'MMYSN 190N NX N7 |n1 ,qom 'VM-n v 1NN DR l"|I|'HJ'7 1IN7x¥N

Jpnon 7w NNIVO'NN NN DNNIY NI
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https://www.digitalwhisper.co.il/files/Zines/0x72/DW114-4-HyperV-Security.pdf

Self Protect |1220n

X' NYOINY NNMYVANN NITANNN NNX ,0M)I1T DNX OX AR

| [SELF PROTECT] Found critical error.

Can't save offline report because sandbox or " 7y nYTINN NX D'AVN NMPOY NIRP'TAN 75 DN
mMnyw X7 "SELF PROTECT"-n NX n7Dnw nitnnNnn DX X7 IR ,n7nnn2 "debugger found
nxawn (kernel32.dll wnY? ,DLL-2 'Mnww Breakpoint-7 TIA'a) nnxy n1dINN 7 TI7a Breakpoint

NXOP NXAN

EasyCheatDetector 2.74

Error at line:0 [sroutils.cpp] &
[SELF PROTECTION] Error 5, Found damaged binary file. Please try to
disable AntiVirus or add to WhiteList -9

Ok

NNIX 97NN NRIINN IR YOxON nwyn? Debugger-n Software breakpoint-2 wim'w nya 1D™

INT3 nx1IN2

NIY¥NX] 'MI'T NN .ARAYN DX Y'97N1 YOXID TIPNY NNt N1DINN 7w SELF PROTECT-n 112
TWONY |amd Software breakpoint-2 win'y Xin D™I'NNI 0"0'02N DM'¥'9n TNX Debugger
N71an) 1272 4-% 0'72aM DAY RIN P'YD NO'NN 1IDT X Hardware breakpoint-2 DA wnnwinY
22N EPT Hooking-2 wim'y X'nl n901 (mna? x7) "no17nn" 7w 210 naw' (Intel 'Tayn? non"nn NXt

J7 N7 o'xknn e RNt

172100 "X NI¥N7 "D NIX N'AWNTI AT [RER)ATR N B ATD NIXNnY 7N0X) DTX 12 1ND TIAY? v O X
MessageBox n'¥j7119n v Breakpoint D'YU7 X'NI1L,N7NNNA 'MAXNY N0'WA NNINA 'MNNA "IN TN

.07 XOp M NIRT21 Stack trace-n NN |INQY71
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https://www.felixcloutier.com/x86/intn:into:int3:int1
https://docs.hyperdbg.org/design/features/vmm-module/design-of-epthook

Technologic

X290 NNXT

if ( sub_2CDEF@(&v42) )

{
qword_6E97D@ = OLL;
memset(&1sg, @, sizeof(Msg));
sub_145030(v83, L"-noupdate”);
LOBYTE(v76) = @x33;

76 = sub_2D16F@(v39, v83);

LOBYTE(v76) = @x34;
sub_2622E0@(v33);

LOBYTE(V76) = @x23;
if (v70 )

byte_6E7782 = 1;
dword_6E7710 = GetTickCount() + Ox64;

hThread = CreateThread(@, @, sub_224BFe, @, 0, 0);
while ( GetMessageW(&1sg, 0, 0, @) )

TranslateMessage(&sg);
DispatchMessageW(&1sg);

GdiplusShutdown(v43);
LOBYTE(v76) = @x37;
sub_2622E0(v39);
return @;

¥
else
{
30 = v42 + Ox64;
LOBYTE(v76) = @x24;
7 = sub_22FB3@(v87, v42 + @x64);
69 |= 1u;

o

ve/;
sub_232A10(v81, "Error ", v87);

v33 = v32;
LOBYTE(V76) = @x25;
14 = sub_219FCO(v32);

| U o B |

@
sub_22F800(v30);

41 35;
LOBYTE(v76) = @x26;
47 = sub_219FCO(v35);

lpText va7;
hessageBoxA(O, v47, v46, @); // "Found damaged binary file. Please try to disable AntiVirus or add to WhiteList"

.DMyos VYN X7 NRIPZI RN NYR D'01N9IN 971 sub_2CDEFO X' ]AX72N 72 MR NYIVY N'¥I9N TR
,|ND'T7 70 TNN NIJINN YAIZ 7 IRMIP Y¥AN N7W 17NN 7700 QUKD N'ON' N71TA N'¥{71191 111N
NN .20 TN K71V YAl 72700 yT'Rn 7 98 7'70N2 yaw TIpnn 0o nlvn [Dn JNK7I1

.N72uNY 1'RY DIRAYND DX AN NDINNIEFALSE D1'tin N'X;72219n ,YI9X'S NIt 1QY

NP'TAN DX QY7 0DT

.NN7¥N2 YN TN [I"IYUN NPT NIRXINY 7D ,0N2IXD 2 ARIYAN NTIR9 YI9oX'S .1
.N7NNn2 12D TRUE V'TNNw N'¥9N YI9X'D .2

XY NINMPN YION'D .3
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D'2''ayn D"'x'O

222 117 DnINE N7 DATIY T ANXY DDINN LAWY DDINNY 0'Myn 0DNAT IR0 DNEn 0Y77Na

:(I]"?U NnYpn Nnxa X7 N1 72N N¥M INT2 NITNNNN IR NNIYON XK' DIAN) NYIY X' NN 27w

Place

00170F3E:
00172F22:

00173C46:

00179195:
0017974E:
00179541:
0017BECE:
0017063

scan+Z7E

scan+2C62
scan+5956
scan+SEDS
scan+3452
sCan+9551
scan+EBB4E

: scan+BDAS
0017 C94F:

scan+CEEF

00170 A scan+Dans

00130317
00130530:

001335FRM:
0015404A6:

00154503

Q0z0ESO0

1 scan+10057

scan+10270
scan+13334
scan+130DER

D scan+14543
00184033
oo1es10e:

scan+14473
scan+14F138

¢ sub_2DEQS04+-7E0

Description

"01 - Stage: Search game process”

"02 - Stage: Search game installation”

"03 - Stage: Game found PID: "

"04 - Stage: Check For admin [4]"

"05 - Stage: ddding firewall rules”

"06 - Stage: Scan processes”

"0F - Stage: Access WML repository, "

"0& - Skage: Preparing req”

"09 - Stage: Read db"

"10 - Stage: Connect web"

"11 - Stage: Search For mirrors,, "

"12 - Stage: ERROR Mirror nok found, Go to offline mode, "
"13 - gtage: Check cheat db”

"14 - Stage: Get path list., "

"15 - Stage: Scan regiskry, "

"16 - Stage: Get O35 info..."

"17 - Stage: Try to open process”

"18 - Stage: Scan memory 1/3.. . Progress: 0% (x B of v MB)"

001586386; scan+160CE6 "19 - Stage: Scan modules 173"
00136422 scan+ 16762 "20 - Stage: Scan modules 23"
001385C5: scan+ 14605 "21 - gtage: Scan modules 33"
0013BEZ9: scan+1BEAT "2 - stage: Read game server”
00180963 scan+1C6A3 "23 - Stage: Detect game mulkiple proc”
0018E965: scan+1E6AS "24 - Stage: Retrive childs..."
0019047 scan+2020C "25 - Stage: Scan For injectors...Progress: 09%:" loop
O018EFDD; scan+1EC49 "25 - Stage: Scan For injectors.. . Progress: 09%..."
00192263 scan+21FA3 "26 - Stage: Scan network,, "
00192BCE: scan+22906 "27 - gtage: Scan cpu”
00196AF9: scan+26539 "28 - stage: Scan modules”
0019304 scan+27E04 "29 - Skage: Scan virtual merm”
0019C01F: scan+2B0SF "30 - Stage: Scan execukables”
0019300 scan+2C100 "31 - Stage: Scan patches"
0019CCED: scan+2CAZD "32 - Stage: Read user game info"
001905A1; scan+2D2EL "33 - Stage: Retrive game server,,."
0019095, scan+20a9C "34 - Stage: Try to debugging 1)3..."
0019291 scan+20901 "34.1 Skage: Try ko debugging 13 Search hidden cheats,.."
0019FERE: scan+2FBAE "34.2 Skage: Try ko debugging 3/3..."
00141933 scan+31673 "24.3 Skage: Try ko debugging 313 Cheat lisk dumping. ..
001A23CE: scan+32108 "35 - Stage: Scan histories"
001A3S0D: scan+33310 "36 Stage: Scan Fastrun processes, "
001ASE46; scan+35336 "37 - Stage: Cheat [0x0003AF] Scanning. Please wait. .. Processed cheats 0%:" loop
001 AGSF4: scan+36334 "38.1 - Skage; Write scan 1-5"
001 A4928E; scan+33FCE "38.1.1 - Stage; End preparing”
00149036 scan+3907E "358.2 - Skage: Write scan 2-5"
001 AAD9E: scan+38A0E "38.3 - Skage: Write scan 3-5"
001 AAFFI: scan+3A039 "38.4 - Skage: Write scan 4-5"
001AB4AD; scan+3B1ED "38.5 - Stage; Write scan 5-5"
O01ABE??: scan+3B3EB7 "39 - Stage: Log actions"
001ABCES: scan+3BAZS "40 - Stage: Write access info"
O A7 cran-=EF0 "41 1 Stane: Prenars data 1 13"
0'MIA? Anti-Cheat pin'a
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Technoloqgic

Firewall-7 pin nooin

COM -2 win'w niy¥nxa Firewall-7 7In nooin X'n NYNA MIYPN y¥a? 221N ndINNY nan 7y

:INetFwRule ,INetFwPolicy2-2 nwnnwn sub_324640 n'¥j2219n .Objects

app_name_ = SysAllocString(app_name};
hr = CoCreateInstance(
&rclsid_HNetCfg_FwPolicy2,
NULL,
CLSCTX_INPROC_SERVER,
&riid_INetFwPolicy2,
{LPVOID *)&ppv);
if ( hr »= 5 0K )
{
get_Rules = (int (_ stdcall *){LPWOID, INetFwRules **))ppv->lpwtbl->get Rules;
hr = get_Rules(ppv, &rules);
if ( hr 3= 5 0K )
L
rule = 8;
Item = rules-»1pVtbl->Item;
hr = Item(rules, name, &rule);
if ( hr »= 5 0K && rule )
1
put_Applicationlame = rule->1pVtbl-»put_ApplicationName;
hr = put_ApplicationName(rule, app_name_};
((void (_ thiscall *)(INetFwRule *, INetFwRule *))rule->1lpwtbl-»Release)(rule, rule);
2 = hr »= 5 0K;
4 = hr »= 5_0K;

}

else

by

hr = CoCreateInstance(
&rclsid_HNetCfg_ FwRule,
NULL,
CLSCTX_INPROC_SERVER,
&riid_INetFwRule,
(LPVOID *)&ppv_);

if ( hr »= 50K )

{
v22 = (void (_ stdcall *)(LPVOID, BSTR))ppv_->1lpWtbl-:put Name;
v22(ppv_, name};
v2l = (void (_ stdcall *)(LPVOID, BSTR))ppv_->1lpvtbl-»put_aApplicationiame;
v21{ppv_, app_name_};
v2@ = (void (_ stdcall *)(LPVOID, int))ppv_-»>1pVtbl-»put Action;
v2e(ppv_, 1);
19 = (void (_ stdcall *){LPVOID, unsigned int)})ppv_-»1pVtbl->put_Enabled;
19(ppv_, @XFFFFFFFF);

5 = (void (_ stdcall *){LPVOID, int))}ppv_->1pWtbl->put Protocol;
Vo E)j
= (void (_ stdcall *)(LPVOID, int))ppv_->1pvtbl->put_Direction;
(ppv_s 2);
5 = (void (_ stdcall *)(LPVOID, int))ppv_->1pVtbl->put_Profiles;
v1E(ppv_, Bx7FFFFFFE);
d = rules->1pVtbl->Add;

= Add(rules, ppv_);
= hr »= 5_0K;
= hr »= 5_0K;

J 00 Ca
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https://www.221bluestreet.com/offensive-security/windows-components-object-model/demystifying-windows-component-object-model-com
https://www.221bluestreet.com/offensive-security/windows-components-object-model/demystifying-windows-component-object-model-com
https://www.221bluestreet.com/offensive-security/windows-components-object-model/demystifying-windows-component-object-model-com
https://learn.microsoft.com/en-us/windows/win32/api/netfw/nn-netfw-inetfwpolicy2
https://learn.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2012/jj154025(v=vs.110)

Technologic

JTONYX 71oN1 T VY79 72177 Nin 7y ComIDA |'aR791 'MNTY)

Outbound Rules

Name Group A
€ ECD ANTIHACK RULE 4

ECD ANTIHACK RULE Properties X
Protocols and Ports Scope Advanced Local Principals
General Programs and Services Remote Computers

General
Name:

p2 BIECD ANTIHACK RUL
Description:

@& Enabled
Action
5 © Allow the connection
N & O Alow the connection f it is secure

(O Block the connection

Cacs

(HWID) awnn nam 2I¥Y'N

NINAN WMI-D NIN'RY IR Nwxan (RVA '9%7) 0x3095A0-2 Nk¥nv calc_hwid n'xj7119n

SELECT Uniqueld, Processorld, Name FROM Win32_Processor
SELECT Manufacturer, SerialNumber FROM Win32_BIOS
SELECT Product, Model, Manufacturer, SerialNumber FROM Win32_BaseBoard

NZ7nnn 1y ,nnaT? (Classes) NIPNA 7Y NIXIAR '97 NIRXIND DX NYIYN XD DN INKY

:NTNNNN N73nn Win32_Processor

“0000000000000000Intel(R) Core(TM) 7 160UL”

7 wn nooma (VM-7 yinn DA 7721 L, XIn 2"Taw) Uniqueld 0w 7w v nr

Intel(R) Core(TM) :nTNNNN) Name 7w 71vn nooinal (0000000000000000 :NTiNNNN) Processorld
TNIRYIN 7D NN .MD5 212'2 NAYNN N'Y¥7190 1T NITY NXIAPA N7apnny ntinnn '3 2y (7 160UL

- INN WK ,NNR NTNNNY TN NNWAIYA NIXXINND 72 DN NKY1,001WUKN 0'Nan 12 o'np'7a MD5

JIXI PN ' TI5N0 ynwun

MD5(Uniqueld,Processorld,Name)[:12] -
MD5(Manufacturer,SerialNumber)[:12] -
MD5(Product,Model,Manufacturer,SerialNumber)[:12]
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https://hex-rays.com/blog/plugin-focus-comida
https://www.reddit.com/r/privacy/comments/zo9vmd/what_is_a_computer_hwid_and_can_it_be_used_to/
https://he.wikipedia.org/wiki/%D7%A4%D7%95%D7%A0%D7%A7%D7%A6%D7%99%D7%99%D7%AA_%D7%92%D7%99%D7%91%D7%95%D7%91

Technologic

NTINAN 7V P10 W' DR NPT "y WMI spoofing W' DX N'TaY% AT (12210 DA W' NIDINY

fastprox.dll-a nxx¥xnian [WbemClassObject::Get

HDD ID nnTn 21vw'n

-IOCTL STORAGE QUERY_PROPERTY 2 win'w niv¥nxa HDD-n v nntan NX 2awn7 0'oan a'?7'nn

12 7nnixn STORAGE PROPERTY QUERY n1anin .(0x2D1400 1win) I0CTL

-7 NN7'RY i1 "¥n Nt W ,(0 )1wn) StorageDeviceProperty-7 7nNiNn Propertyld nTwun e

079N 19821 STORAGE DEVICE DESCRIPTOR aion nian 127 2'7nn'? 1mrw ,Device descriptor

.DeviceloControl n*¥j72197 poionn (IpOutBuffer)
NYPA ORN" '¥nn 1 W7 TIANa) AN7'R VI tvnn 0 W7 7nNIRn D DA QueryType NTUN e
("?1nonn1 nxt

.D'09X7 7NNINN D DAY AdditionalParameters nNTUN o

|"xnn SerialNumberOffset NnTwN NIwyx¥nXA SerialNumber 7w NTNNNN N9 NYXANN DN NKY

9NN 7w IM7'NN? on SerialNumber 7w offset-n NX

hDevice = CreateFileW(lpFilelames, @xCO000@68, 3u, @, 3u, @, @);// "\\.\PhysicalDrived"
if { hDevice == @xFFFFFFFF )

sub_147588(=z1, word 664FBE);
v47 |= 1uj

sub_26C5BB(v35);

V6 = v353

V26 = B3

return al;

3
else
{
memset(InBuffer, @, @xC);
V5 = &v4S;
BytesReturned[4] = &v37;
&v37;
a;
a;
w39 a;
sub_263FF@(@x48a);
LOBYTE(v26) = 7;
BytesReturned[@]
v34 = &v37;
BytesReturned[3]
noutBuffersize =
BytesReturned[2] = v37
] =v3

LW

O GO o~ e
m

oo

1
=
'

BytesReturned[1
lpoutBuffer = v37;
if ( DeviceIoControl(hDevice, &loc 2D1488, InBuffer, @xCu, w37, v38 - v37, BytesReturned, @) )
1

v28 = w37;
w27 = v37;
v33 = w37;
if ( v37-»SerialNumberOffset )
1

w25 = w373

v24 = v37;

IptultiBytestr = w37 + v33-»SerialNumberOffset;
cchiWideChar = MultiByteToWideChar(®, @, lpMultiByteStr, @xFFFFFFFF, @, @);
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https://he.wikipedia.org/wiki/%D7%A9%D7%92%D7%A8%D7%94_(%D7%AA%D7%9B%D7%A0%D7%95%D7%AA)
https://learn.microsoft.com/en-us/windows/win32/api/wbemcli/nf-wbemcli-iwbemclassobject-get
https://learn.microsoft.com/en-us/windows/win32/api/wbemcli/nf-wbemcli-iwbemclassobject-get
https://en.wikipedia.org/wiki/Hard_disk_drive
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ni-winioctl-ioctl_storage_query_property
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ni-winioctl-ioctl_storage_query_property
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ns-winioctl-storage_property_query
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ne-winioctl-storage_property_id
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ns-winioctl-storage_device_descriptor
https://he.wikipedia.org/wiki/%D7%97%D7%95%D7%A6%D7%A5
https://learn.microsoft.com/en-us/windows/win32/api/ioapiset/nf-ioapiset-deviceiocontrol

Technologic

A7In SerialNumberOffset nTwn Hyper-V 7un VM-2 nx¥"2 wn?) n7wo I0CTL-n NU'WI nT'Na

:WMI NN7'RY NIv¥nxa y¥an' HDD-n 7w antn aiw'nn (710

SELECT Model, SerialNumber FROM Win32_DiskDrive

10271 ,HDD nnmn 7y MD5 a1w'n yxann |[X> 02 ,HWID-n aw'n 7@ N'o10n nRXIN? nnim

.MD5-n 7w DIWXRIN D'NA 8- NN DM'TNN

:D'N2N DININN DX KNP AT AXRIoN NIV'WE HWID 2y Ty 2'nn? nxNw 'n

e  https://www.unknowncheats.me/forum/anti-cheat-bypass/333662-methods-retrieving-unique-
identifiers-hwids-pc.html
e https://www.unknowncheats.me/forum/apex-legends/751041-hwid-spoofer-technical-

architecture.html

e https://www.unknowncheats.me/forum/anti-cheat-bypass/323218-smbios-kernel-hook-source.html

e https://www.unknowncheats.me/forum/anti-cheat-bypass/287926-kernelmode-smbios-hardware-id-

spoofing.html

e  https://www.unknowncheats.me/forum/anti-cheat-bypass/560809-firmwaretablehandler.html

e https://www.unknowncheats.me/forum/anti-cheat-bypass/310941-HDD-serial-spoofer-hooking.html

nva oy NIYRY Mivpn

0""AIT NND TIYV 01N R'N TR |'NT X7 Va1 |'"niITh OXI fungun.top |'"MITH DY 'WJP]'\'? non N1dINN
1TV ND'Nn w! N1INYT .IP NIaImMd 7 yxann mivpnn X 0t X7 DN DAl NTN2 fungun.net mo

:NQN VTN 7V N0oIaN NN7WIY MIWKRIN nYpan .nona

{

"base": "00000000",
"HDD_id": "ffffffff",

"hw_id": "fFEFEFeFFeeFeereereee",
"parent": "explorer.exe",
"scan": "63fd0706",
"scanner": "2.74",

"spoof": 0,

"xpbuild": 0

}

2'210N7 1N X271 DN YT NITwNN 77N

.N7uN7 'YW HWID-D 7w nXIn noNa T hw_id nTun e

Yalzn 7w MD5S (D'IwXIN DMINN 8 NX 71 - PI'T IN'Y7) AIW'NN NXXIN NIX 71 scan nTUn e
0" TN

WMl spoofing NNITINTNA 1 WA DK 7' spoof NTWUN e

.Windows XP 7w n0N21 win'y nwyl DXN [*¥N,NN0 IR xpbuild nTUn e
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https://www.unknowncheats.me/forum/anti-cheat-bypass/333662-methods-retrieving-unique-identifiers-hwids-pc.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/333662-methods-retrieving-unique-identifiers-hwids-pc.html
https://www.unknowncheats.me/forum/apex-legends/751041-hwid-spoofer-technical-architecture.html
https://www.unknowncheats.me/forum/apex-legends/751041-hwid-spoofer-technical-architecture.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/323218-smbios-kernel-hook-source.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/287926-kernelmode-smbios-hardware-id-spoofing.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/287926-kernelmode-smbios-hardware-id-spoofing.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/560809-firmwaretablehandler.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/310941-HDD-serial-spoofer-hooking.html
http://fungun.top/
http://fungun.net/
https://github.com/UnrealKaraulov/EasyCheatDetector/releases/download/2.82/WinXP-EasyCheatDetector.exe

MIIBIjANBgkghkiGOWOBAQEFAAOCAQS8AMIIBCgKCAQEAuUINBZgIM3aQVOb89gEhk
tJqvd64hWQLv6aGAeQil20WFDgSAVoYEEciNpSabeFnQB6C30eZFVFuthRhkS3hH
4wudcX8akCBVMGzARUJ2Ra9Qrqw5PNXvIPGXgxl73tz29QpoTFMRPS++DExnL9z7W
+PRiJrEmfT10k3IXSeH7MLaAllylwu3AK+UpE4bCtHIFU8LcwyznfuizLwgeOzcP
0QQKhRw14gr+drW2E4LKvdk1BOueRxGMxcv93L147CEytpw2gFXnucxThrlH3yFk
HEYtnDWFbkZ+tzQHCuwCywCcOmJXfo+DmAOktc7dkDZLwC+3yHYYcrldfseMHQgXI
sQIDAQAB

:POST nwpan 7w nX nnaiT

POST /ska/ecd.php?method=update HTTP/1.1

Accept-Encoding: deflate, gzip

Host: fungun.top

Accept: application/json

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:44.5) Gecko/20100101 Firefox/45.0
Cache-Control: no-cache

Content-Type: application/x-www-form-urlencoded

Content-Length: 403

data=rsnWJUgIniBImmOWOMPIDzhiuj7FAtFOq8xI6PCYP%25252B76SvcR87wN9yL50u1%25252F2
$$%25252F3UjYHCPRoUWUNORVORYNFmM26dfZVDnBBeCibSMjvO7aQSQJmOHWVkNbDsVUWoko
Jtuyw45CNr2EQm188Xxlloeij0ZbgbRtP7u5RF4kgIPOgAgelS91Pc%25252BaqC7qzsS6tdBgDwulw
VkwS7%25252FADGhJQV6NGOPg7JrRKZpQITzBZefz6q8Qz3h1fb3VHXASAOYYH7e9VIDjTIGOHZA
7CgovBSXNawllE1Rt%25252FfG8CFQpSLaCGQPYyJi7Ymrqe8Di%25252F2aMm29ciymXyEqaeYjTX
KeaOHg%25253D%25253D

:NINTD NAIYWN 7271 ,(W¥7 [ATA NIYEA TN NI IR X7 DX DAI) NI'PN AWPan nTna

{

"success":true,

"unixtime":0,
"scannerl":"https:\/\/github.com\/UnrealKaraulov\/EasyCheatDetector\/releases\/download\/
2.82\/EasyCheatDetector.zip",
"scanner2":"https:\/\/fungun.net\/ska\/ecd.php?method=download",
"base":"Base64(AES-256(cheats_db))",
"scanner3":"https:\/\/fungun.net\/ska\/ecd.php?method=download&exe=1",
"scan_hash":"d5bb165ea0e591aac04294d0c98cada9"

}

VIT NN9N NIY¥NNA NWDY7 [N ,base NTWA K¥NIN YT'NN NRY 'M712 1T '0V0 7NN DX "INK

.D'0'Y 'IN'T? NIN'MN 700 XINY RN - NWI9NRN V797 NNaIT Xixn? |7'1 XD .N1DINMN 1N yavinn

NN NMIYN '73.|7] SNV T AN I NN N7 nyYpa nN7vI nT'N

‘ {"success": false, "error": "Access Denied until 05.01.2026 01:08"}

0'MIA? Anti-Cheat pin'a
www.DigitalWhisper.co.il
22 2026 "' ,187 |1"2



https://www.digitalwhisper.co.il/files/Zines/0x19/DW25-4-MathBaseRSA.pdf
https://he.wikipedia.org/wiki/HTTP_POST
https://gist.githubusercontent.com/Dor00tkit/3ec520a08d7a74f4243fe678b1e3cd31/raw/e5cbe8aace340545ca0672598190005c04aed7f1/decrypt_base.py
https://gist.githubusercontent.com/Dor00tkit/3ec520a08d7a74f4243fe678b1e3cd31/raw/e5cbe8aace340545ca0672598190005c04aed7f1/decrypt_base.py
https://gist.githubusercontent.com/Dor00tkit/3ec520a08d7a74f4243fe678b1e3cd31/raw/ac87e3d1fa0a14bde13d14a121582192f9df73b0/base.out

Access Denied until 05.01,.2026 01:08

OK |

WAIT...

23
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Technologic

PNYNna 7y YT qIo'N

nwna '7nn nx'xn

,CreateToolhelp32Snapshot Niy¥xnxa y¥an' pnwnn 7'7nN 7w wio'nn ,Wine 7un 0'¥11 nT'N2

Y7219 NIYYAND NWYY WI9'NN TR ,Wine 7un 0¥ X71 nT'N2 .Process32Next ,Process32First

M7pMY DIT X7 - SystemExtendedProcessinformation-2 wim'w *"'v NtQuerySystemInformation

:0D'NAN 070NN INR WONN NDINN .NX¥I9 NU'W NI'X NINT QY] N1

hl.exe
cstrike.exe
czero.exe
cs.exe
cs_new.exe
cstrike_new.exe
xash.exe
game_start.exe
css.exe
rustclient.exe
cs2.exe

hl2.exe
csgo.exe
left4dead2.exe

NN NMIATRA DX A'XN N1DINN LY D'NIMS Nn'yann D'2'70N NND 0'XYNI NT'N]

EasyCheatDetector

EMGLISH:
* Multiple game instances detected
* Process |Ds:
Pid: 9556,11584
* Continuing may trigger yellow report

[YES] - Continue anyway (not recommended)
[MO] - Close bad processes and restart [recommended)

RUSSIAM:
* DEHAPYXEHD HECKDABKD NPOLECCOE MIpel
* D npoueccos:
Pid: 9556,11534
* MpoACNA*HE NOAYYUTE NPEJyNpeddeHHE B pENOPTE

[OA] -MNpogon#uTe (He peKoMeHayeTCn)
[HET] - 3aKpoidTe AMWHWE 1 Nepe3anycTuTe ckaH

24
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https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-createtoolhelp32snapshot
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32firstw
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32firstw
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32nextw
https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntquerysysteminformation
https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntquerysysteminformation
https://ntdoc.m417z.com/system_extended_process_information

Technologic

DLLs-nn TNX DXN WI9'N y¥ann pn nX7,(hl.exe - 17w NIj7na) Pnwnin 7w 7*7nnn X¥nil TN

JPNYUNN 7 1"70N INIKQ D1IY0 D'RAN

hw.dll
v8.dll
sw.dll

JANYUNN 7 170NN Y NNy D'YRIN AYRNN DNN valve Nzt wion 910171

[Pnwn DY

NIV 0'DYT 3 NIYXNK NYXINNA [7NYN DY NR'YN

IMUOANA XAN2ANINN NOIY e

HKCU\Software\Valve\Steam\LastGameNameUsed

update_window_text(v5483, 186, OxF); // "32 - Stage: Read user game info"
LOBYTE(v10587) = OxEC;
wrap_free_0(v1183);
105 = Ox3B9;
wrap_free_0(v1182);
484 = sub_209650(v1179);

- AR
7 = OX7EE;
sub_2D78B@(v1180, v5434, @);

4825

"o

wrap_free_0(v1177);

10 7 = @x3B9;
sub_4F860(v1176);

o = 0;

sub_174A80(&v9990);

10587 = @x7F4;

= sub_209730(v1175);

5471 = v5472;
LOBYTE(v1@587) = OxFS;

10° = *wrap_RegOpenKeyExW(&v9990, v2923, HKEY_CURRENT_USER, v5472, &g_samDesired);// "Software\Valve\Steam"
LOBYTE(v18557) = @xF4;
wrap_free_@(v1175);
if ( sub_13BC80(&v10538) )
{

something_with_string_3(v2442, &alastgamenameus);

LOBYTE(v10587) = @OxF6;

wrap_RegGetValueW_sz(&v9992, v2549, v2442);// "LastGameNameUsed"

.config.cfg yYalpn JIMn no™w

WD DT 7Y YT oyn X7 W.0WIT D'00DINA WIN'Y 'Y PRUNN Y [ND'TAN NO™MY e

(steamid) |7nwn AnTN

X2 NNON2 MUOAN] RXNIYW VT'NN NIYXNX]A l"|'7UJ]

‘ HKCU\Software\Valve\Steam\ActiveProcess\ActiveUser
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https://www.unknowncheats.me/forum/counterstrike-1-5-1-6-and-mods/605132-help-names-players.html#post3880123
https://github.com/Patoke/patoke-sdk-cs16
https://steamid.io/

Technologic

nva "Mia'n

ZNYUNN 7 1"70NNN DY NIANN DX §I0K7 NN 7Y NIMIET T NIY219 2-2 NYNNYN NdINN
.(RVA '9%7) 0x2D2A50-1 nX¥n1 enumerate_tcp_connections_for_pid miIwxIN n'¥2119n

.(RVA '9%) 0x2D2EB0-2 nkX¥n1 enumerate_udp_connections_for_pid n*awn n'x¥j71190

-0 MIA'n N720 DX XNPY? NNWoORN GetExtendedUdpTable ,GetExtendedTcpTable nit¥?a1on

nIyon ,TableClass XIn [*aynn 20N9n .0'on Y'2nn 7w PID-7 irw 9910 ,0'2'von TCP\UDP

:nIXNN2 UDP TABLE OWNER PID-1 TCP_ TABLE OWNER PID CONNECTIONS 7OWn NX N1'ayn

pTcpTable = @;
ExtendedTcpTable = @;
pdwsize = @x1C;

if ( pid )

pTcpTable = wrap_alloc(pdwSize);
if ( pTcpTable )

if ( GetExtendedTcpTable(pTcpTable, &pdwSize, 8, 2u, TCP_TABLE_OWNER_PID_CONNECTIONS, @) != @x7A
|| {wrap_free 6{pTcpTable), {pTcpTable = wrap_alloc{pdwSize}} != @) }
{

ExtendedTcpTable = GetExtendedTcpTable(pTcpTable, &pdwsize, @, AF_INET, TCP_TABLE_OWNER_PID_CONNECTIONS, @);
if ( !'ExtendedTcpTable )
1
for (1 = @; i € pTcpTable->dwNumEntries; ++i )
if ( pTcpTable-»table[i].dwOwningPid == pid )

pStringBuf = @;

wrap_memset(v2, @, BxB88u);

LOWORD(v14) = 2;

phAddr[@] = pTcpTable-»>table[i].dwRemoteAddr;
HIWORD(w14) = pTcpTable->table[i].dwRemotePort;
InetNtopW(2, pAddr, &pStringBuf, 8x401u);
sub_147438(v4);

0'™0nn 7y YT 9I0'N

7w 170NN DR RI¥YNT? ANO0Y R'N DAY T NNIXKA DN 070NN 70 72V v ND0INR N1dINN
70N 1Y QOXIY VTN 0T L,X'MN N'ITN 7Y 7702 Jwnina nXMIY 19D .pnwnin
i i
JOTN W YAPN W I TIAN e
72U XN e

.(N>yna Services D'ax''nN svchost.exe '>'7NN7 ') 17NN INIK7 W D'WOIN NND o

JI0wN1 )'70N 70 Y RN 2N N9 NIV'Y MY NYNNWN NINN

7w HMODULE Dai ,7"7nn 7w HANDLE n7apnw ,GetModuleFileNameEx '7v N00OIan MIWURIN e

MINKN .INYY )'70NNN 7w 2'Man NX Y7n'7 (1> ,NULL n1fayn NN Ata nnjpna ,n'ion 21mn

oy NtQuerylnformationProcess n'¥j71191 NnwUNNWn GetModuleFileNameEx n'¥j7119n D'y

270NN 7w 2N DR 917w 11 ProcessimageFileNameWin32 h1uon1on
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https://learn.microsoft.com/en-us/windows/win32/api/iphlpapi/nf-iphlpapi-getextendedtcptable
https://learn.microsoft.com/en-us/windows/win32/api/iphlpapi/nf-iphlpapi-getextendedudptable
https://learn.microsoft.com/en-us/windows/win32/api/iprtrmib/ne-iprtrmib-tcp_table_class
https://learn.microsoft.com/en-us/windows/win32/api/iprtrmib/ne-iprtrmib-udp_table_class
https://learn.microsoft.com/en-us/windows/win32/api/psapi/nf-psapi-getmodulefilenameexw
https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntqueryinformationprocess

Technologic

Y7190 NWNNWn DAY ,GetProcessimageFileName n'¥j72190 7V NOoOIAN N™Mwn n0'WUN e

.ProcessimageFileName q10N19n0 NX N7 N1*avn X' X NtQuerylinformationProcess

NN 971 Xmin 2'nan ProcessimageFileName q0n19n oy NXM72 :"Iyny nMY7 internals nxp

A7In X700 2'Man .EPROCESS n1ana X¥nan SeAuditProcessCreationinfo.ImageFileName nTwn

:AIT,NT Path bn1IO2a

\Device\HarddiskVolume4\Windows\System32\smss.exe

NTYUN T 97w X'min 2'Man | ProcessimageFileNameWin32 100190 Dy n'¥je? axnpa
DM N1aNY? yraxn nwyn? NN ImageFilePointer nTwn .EPROCESS niana ImageFilePointer
N'Y2190 NIYYARD X710 2NN DR Q17W7 [N INWKR G YARN IR AX' RINEYP'70NNn 9w FILE OBJECT

:NAIT ,Win32 Path vnI92 1TIN XN 2'Nan .JoQueryFileDosDeviceName

C:\Windows\System32\smss.exe

MY VTNNAPNY KIN DMYA |2 'DINN ranhh

> ,TA72 0'¥APN NINY 7Y DT NY¥an ADINN NI0'WN 'y 0'R7IN 0NN N9 INKYT
V1 NN Nan 7V ,NXN1D ,0M10N 1'70N MY NNWYIY X719 7Y T'YR7 NMYYY DNRDN 'R NINTY?
NNN DY XN N"ITA 02 D YT ATH VTN ,NARNN 'K NNNITE DTN .NIARY 1'Non? NN

:NNAIT,"injectors" nminaop

"injectors": {
"1 {
"path": "C:\\Windows\\System32\\calc.exe",
"old_path": "c:\\windows\\system32\\smss.exe"
}
}

2on "old_path" nTwnl .0t GetModuleFileNameEx N'¥j7219nw 2'Nan NX 7'Jn "path" nTwn

N'¥19nY (QueryDosDevice n'¥j192 win'y 'y Win32 Path-7 nann "ayw Mnx) 2'Nin DX

.M'TNN GetProcessimageFileName

0'MIA? Anti-Cheat pin'a
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https://learn.microsoft.com/en-us/windows/win32/api/psapi/nf-psapi-getprocessimagefilenamew
https://whitehatlab.eu/en/blog/windows/kernel-process/
https://whitehatlab.eu/en/blog/windows/kernel-process/
https://www.vergiliusproject.com/kernels/x64/windows-11/25h2/_SE_AUDIT_PROCESS_CREATION_INFO
https://www.vergiliusproject.com/kernels/x64/windows-11/25h2/_EPROCESS
https://projectzero.google/2016/02/the-definitive-guide-on-win32-to-nt.html
https://www.vergiliusproject.com/kernels/x64/windows-11/25h2/_FILE_OBJECT
https://www.vergiliusproject.com/kernels/x64/windows-11/25h2/_FILE_OBJECT
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ioqueryfiledosdevicename
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ioqueryfiledosdevicename
https://chrisdenton.github.io/omnipath/NT.html
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-querydosdevicew
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DMAMTA Y YN QIO'X

100212 X2N NNONN 7V 12VYN NIYXAKA NOO0IX N1DINN NDIYNA DNAMTN 72V VTN NN

HKLM\SYSTEM\CurrentControlSet\Services

.1 XIn Type 7W 1vn DRY XTHN N2INN Service DNO |27 12T 707 |2 7 Tany i 7y

LODWORD(vE) = sub S467AB(  PAIRGL  (vS, vil), Bx980680LL);
vlld = vb - @x2BoleglesLL;

something_with_string 3(Ipvalue 1, L"Type");

LOBYTE(v33) = BxE;

wrap_RegGetValuelW dword(&hkey 3, lstatus 3 and value, lpValue 1);
LOBYTE(v33) = BxF;

wrap_free 2(lpvalue 1);

w3l = lpvalue_1;

LOBYTE(v33) = BxD;

something with_string 3(1lpvalue 2, L"ImagePath™);
LOBYTE(vO3) = Bxl2;

wrap_RegGetValueW sz(&hKey 3, lstatus 4, IpValue 2);
LOBYTE(vO3) = @xl5;

wrap_free_2(lpvalue_2);

w52 = 1pvalue_2;

LOBYTE(vO3) = Bxld;

if ( sub_334C58(1status 3 and wvalue) )

if ( sub_249328(1lstatus 4) )
!
v3l = 1;
Type walue = sub_249258(1status_3 and walue);
vB7 = Type_value;
if ( *Type _value == 1 ) /f is a Kernel driver?
1
= 1;
sub_2493E@(lstatus 4);

oo &

= G
= y3i

( *(va6 + ex1e) )

=h CO Ca Lh

— e =

2T Y QONIY VTN XN N"ITN 7¢ 2702 qwnnd NKNY 19D
V0N NNSNN DY e

JOTN W YAPN W I TIAN e

JU NN NN .

.(tcpip "2 TN NX ax''n "TCP/IP Protocol Driver" :nnaIT?) 12T 7w (Description) NIN'M e

D"ITT DT D'NYY D'YNNWN 0'97IN PNdIYN2 07 DNAT TR NWT? |"ayn 7701 T nn?
NINIAA NIKYIN 702 DN 72772 0'¥Y DN2AMTY INKRN .D'7NYNY NN N1AN 112 qlpy'? 1
TINAI N20Y1 7INN 7W Znwn At TN AT .010"Y AT 1200 7Y DIvawn Awpn AT 0aT TIRN

My gpim n¥a? nwp
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https://learn.microsoft.com/en-us/windows-hardware/drivers/install/hklm-system-currentcontrolset-services-registry-tree#common-registry-keys-and-values-in-hklmsystemcurrentcontrolsetservicesdrivername
https://digitalwhisper.co.il/files/Zines/0xA4/DW164-3-ReverseWinDrivers.pdf
https://learn.microsoft.com/en-us/windows-hardware/drivers/install/hklm-system-currentcontrolset-services-registry-tree#type

Technologic

ndWnn 7y yT'n qI10'N

Avnn nv

NN WMI NNY'RY NIYXNNL NYXINN QWNNN OW 7V VTN ]'1'73.|7

SELECT Name FROM Win32_ComputerSystem

n7Uon Nd>yn

:NIKAN WMI NINT'RUN 2 NIYXAR NYXINN N7Y90n NdWn 7Y yT'n N7y

SELECT Version FROM Win32_OperatingSystem
SELECT Name FROM Win32_OperatingSystem

N2 NNoOnnn 97w Yyxann ,nwo1 WMI niv¥nxa y1mnn 7 na9'wn w7 naonl nTna

alviorpnl

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProductName

NITIN N'™MIVo'A

JIMINN 7¢ nN10onn NX (Qwnina) |7I'I'3.'7 NN 2y N>IYN2a 0'M'IoN D9TOT INXK NYWONA N1DINN

:D'NQN D'2'N1] 0'R¥N DN7YW D'OUIN O'Xapn DRN NP'1 "'y YXINN DI9TOT DNIX 7W WID'NN

"%AppData%\Local\360extremebrowser"
"%AppData%\Local\AVG"
"%AppData%\Local\BraveSoftware"
"%AppData%\Local\CCleaner Browser"
"%AppData%\Local\Google"
"%AppData%\Local\Microsoft"
"%AppData%\Local\Vivaldi"
"%AppData%\Local\Yandex"
"%AppData%\Roaming\Mozilla"
"%AppData%\Roaming\Opera Software"
"%AppData%\Roaming\Waterfox"
"%AppData%\Roaming\dolphin_anty"
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nD'o'yY "IN'T

.0'0"'X 019N NIV'YW VYN X7 W' NDINY

D'v'Y NIN'NN
NWA7 NN'7¥N X7 NDINNENTAL,"MYN DYV NDIWRY NMIYPEN" 7¢ 270 1'RY N7 i 91N

.NT T |9IX2 Resource-N [Wi70 (INN NIN'MNN DX NN1W9NA XN ,N7W DMWY

D'00IaN D'OY'Y 7Y AT W N'RANKR (RVA '9%7) 0x14C610-2 nX¥xmw scan_for_cheats n'¥j7119n

1N'T NIRNA NNIYWA 7D, NIMMNN 1ARN2 NIRYNIY (JSON unio) NNIYWA 7D 7V NIAIY N'¥j7a190 .Nin'nn
INIX NIWON N'¥j71190 ,XOR-7 oNa Base64 'y D' TTIyM nnivwn 751 NiTwnn 77n .0'on 'y v

:XOR niyx¥nN2 arg4 ,arg3 ,arg2 ,arg1 NITwn NIys7 wnwn Xan NN9AN .WIiNn'wn 1197

std::string g_PrivateKeyl

"argl":
"XVpLXI8eGwIFDx5FFXEOHgU"

output:
"../demoplayer.dil"

"arg2":
"QEdVDQxKRkU"

output:
"33176927"

"arg3" input:
"HgEITIMbFREC"

output:
"multihack"

NTYUN 7¢ WD DX I'7R DWIWN + NN9N INIKA D'YNNWN ,command NTYN NIX NIYSY7 Nan 7y

:NNAIT? cheat_id

std::string g_PrivateKey11627

"command":
"MBwBWVEOFR8MKg55Lz4iGg"

output:
"CheckGameDirHash"
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https://gist.githubusercontent.com/Dor00tkit/667ad4f4978b815869dc7d054e3f50dd/raw/9bc0bede54d99a938afc1800f4829ec752bc175e/decrypt_base_rsrc.py
https://gchq.github.io/CyberChef/#recipe=From_Base64('A-Za-z0-9%2B/%3D',true,false)XOR(%7B'option':'UTF8','string':'std::string%20g_PrivateKey1'%7D,'Standard',false)&input=WFZwTFhsOGVHd0lGRHg1RkZYRTBIZ1UNCg&ieol=CRLF
https://gchq.github.io/CyberChef/#recipe=From_Base64('A-Za-z0-9%2B/%3D',true,false)XOR(%7B'option':'UTF8','string':'std::string%20g_PrivateKey1'%7D,'Standard',false)&input=WFZwTFhsOGVHd0lGRHg1RkZYRTBIZ1UNCg&ieol=CRLF
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NNIY NI0'YW 12 W', 0¥ NIR'YNYT N7 TAN NO'W DX |*'¥N command NTYN

,(DLL AT 2N7) pnwnn 2w N'wUXRIN N"'Nnn yale INIX DR D'N717 - CheckGameDirHash
7N D' TR ARYINN 7W DIIYKRIN DN 8-0 DX 1 D'NRI7 ,Yal7 INIK 79 MD5-n X Dxawnn
17D ,arg2-1 X¥NIY VN 7N 78 NYXINN ARIYNN ,N7UNT NNAITa .WRIN DYIT DRXIN 7N
N780 DPNA YAl DW 0 XX - DTA7 MD5 ni7on X7v nimivn v 33176927 1vin Dy
S7"7907 awa p'oon NT DM Yalznl NN

.1 7N X 701 is_test NTWN .TA71 NIXT NNX NNIYY W'Y XN - CheckGameDirHash2
N7 IT NU'WY RN .MD5 7¥ 21W'N NIRXIN 7'o0W R arg2 ATYNI L YAl 7w W 70 nTwn
J1'07Y NIRRT D71 T2 Dwninn DNk

NNXQ X7 DA X'NY DX ,NNTD N0'WN DR NI7'DNY DMiwY N20N 'R - SearchCustomCheats
.1 7w NR 79n is_test nTWUN .0 NITYUN IRY VTN 700 info nTWN 71 LTI nwnimn
.1 7Wn NX 70 p oais_future TN NIMIwANN N2

2V NODNIY NNX NTINNA NR'90N .PNYNN 7w 170N NITNNN w19'N - SearchDragonFireMem
L2790 nn

YU' DXN NYONNI Regex N"aN '© 2y (phwnin 7w) nwn MNiarnn 7y NNaty - SearchFoxPing
010N "AIT? NMIYpn

7Y DUE'MN M2 AN DXty 2ma (1) 7907 7100 argl nTwn - SearchGameDirHash
NTYUN .7NUNN 7 N'URIN N'P'NA NINN 72 2V 1ayn oxnn - /" Imn R 7o (2) IR .pnunin
7'awa 2'oon NT D' YaIPNI N TN .Regex NYAN '9 7V D'UONN INIX YAIPN DY NX 720 arg2
.1790n NU'Y NX NN'DTA NXP NRT NO'W .MD5 7m NRIWN N9 'R ,7'7907

Regex N1anN '9% nwsnnl [9T9TA NITINN 7¢ ANI00'NN 2V NN - SearchHistoryDirHash

.(nm'nn2 oW 1551 unknowncheats.me 7Un?) 0'I0N ANXN T 010N YAI7 7W NNI'O DXN

N7 NIDMX NITNNAN NI7) 1T0 '97 Regex NN '©% NITNNN WIo'N - SearchMemOrder
JNYUNN 7Y 70N (nMwn INR DNR

.Regex 7w n'1an '97 Nd>wn2a 7'7nNN NK'XN - SearchProcessRegex

i

.9

:D'NAN NINNSNAN NNN Regex NN 7V M0V0ANA WI9'N - SearchRegDirHash .10

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FeatureUsage\AppSwitchedHKLM

\SYSTEM\ControlSet001\Services\bam\State\UserSettings\<SID>

NTYNY XN ,NINIYAN ' 72V NUninn NXT NO'WYW AR K7 TIPN '9 7 - SearchRootDirHash .11

.arg2 NTYA [ONINNN YAIPN DY DX WON7 W' DAY N'7'Nin DX |'X¥7 710! argl

nup'na (Desktop, Downloads 7wn?) nntion NN yaly "INX wion - SearchUserDirHash .12

momn mw' .C:\Users\[USER]\Downloads\wardgos_clear.exe :nnalT .wnnwnn ¥ N'UXIN

Y2170 DY '97 Regex N'1aN1 DA
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https://he.wikipedia.org/wiki/%D7%91%D7%99%D7%98%D7%95%D7%99_%D7%A8%D7%92%D7%95%D7%9C%D7%A8%D7%99
https://www.unknowncheats.me/
https://medium.com/@boutnaru/the-windows-forensic-journey-appswitched-55abc690f0f0
https://medium.com/@boutnaru/the-windows-forensic-journey-bam-background-activity-moderator-729970b43e6c
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NIETAN 72 IR QIpY7 N1 .MD5 7 ARNYN DD 'R ,7'7907 7'awa p'oon NT 0" Yalpnl NT'Na

.0110N V'Y N2 NIXYNIY DNYY NITNNAN ¢ ,0'%170 NINY 7¢ DITNnN 'y 'y nizpa nkn

D'TIYN NII7N NN'XYN

2 U¥IN X'D PN NKYI EnumWindows N'X72190 NIVXAKRD PRYnNn NN 7V 1ayn y¥an ndinn
NPT
.("Full Screen" X7 Wn172) "Run in a window" 2¥N1 2x¥N1 pPNUNN DONN

IsWindowVisible N'¥j72192 wIN'w - "NN11" XN X¥XNI NRIZNN TAK DRN @

MACRO BOOL _ thiscall FindConsoleWindowEnumProc(woid *this, HWND hkind, LPARAM GamePid)
1

DWORD dwProcessId; // [esp+Bh] [ebp-4h] BYREF

dwProcessId = this;

GetWindowThreadProcessId(hlind, &dwProcessId};

if ( dwProcessId == GamePid &8 IsConsoleWindowClass(hiind)} &% !g hlind )

g_hWnd = hind;

return TRUE;

¥

XN DY "hacknames" NN9NN NNN N"IT2 DY YT'AN - NI TaN NNXKY? NNXNN DNYNE NTNA

M"HACK WINDOW FOUND"

PNYNA '70aN M2 0'Tivn DLLs NX'¥n

D'01NN ZNWNN YN 0*TT DLLs "IN'T7 *TIv' 12 n7'won n1dinn N7 nann Jvnn 7'7nd
N v .(ESP Overlay 113) 0NN 2V Q10X YT A'¥N7 T2 N'MYIN YN NI¥2219 7V 9110 019N7

DebugActiveProcess n'¥j71191 win'w "'y Debugger-d pnwn? Attach nyxan n1dINN NXT yxa"?

212 n¥1 NRT o client.dll-7 n>'win HUD_Frame n'¥j721192 Hardware breakpoint nnwi

SetThreadContext N'¥j71191 win'y NIy¥nXl ny¥xann Hardware breakpoint-n N1Tan .Frame

namd NX q1i7wun ,Debug Event 7apn N1INN ,NI0IMN D'Y¥j197 KR 1NW'7D Thread-w yaia
TINYN] ITN NANON OXN PITA7 *T5> NANdN NO*'W DLL NT'RY PITAN X' ,NNI0NNAN WX NThn

:0'2aNnmn DLLs-n nn'wn )in2

hw.dll

v8.dll

engine.dll
client_save.dll
hwpatcher.dll
view_demo_helper.dll
vstdlibnewrevv.dll
libavformat-57.dll
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https://learn.microsoft.com/en-us/windows/win32/api/winuser/nf-winuser-enumwindows
https://learn.microsoft.com/en-us/windows/win32/api/winuser/nf-winuser-iswindowvisible
https://www.gamescale.io/en/news/46
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-debugactiveprocess
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext/
https://learn.microsoft.com/en-us/windows/win32/debug/debugging-events
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nitro_api2.dll
steamptc.dll
gtlib.asi
steam_api.dll

NNoSNN NNN N"IT2 "' DLL IMIX 7y yTnn ,X71 nT'N .0'M7unn ,0nn TNX? N>"'Y NAINdN DX

."hack_modules"

N¥2192 WIN'W My |NDTA N7on DAl PEB-NN yanw vy 7Y NIooian [Xd NIpTTANY (11N

(PE-1 MZ nimmn 72m na7¥nl MEM_IMAGE a1on [IN2'T MITR "NXR wi9'n) NtQueryVirtualMemory

:NDINN 7Y DT DX AW DDOT NNd W
.Unlinking nj7*1002 win'y "'y PEB-N IN2 DLL-7 00197N DX Y'NON7 N1 e
PE-IMZ-DnmM'MN DDNWN - e

qWNN INMNY '9) 7aN - Reflective DLL Injection Nj7'1002 win'w 7wnY - Shellcode NiTn o

.NT DIX DA NINT? DYTIP NDINN
LIN (0w ImIx oy DLLs 2 ' T'wnn T A7 :nwn) DANMN DLLs-N 7w ninwn TNR? DLL-n 7w Dun 'y e

.02NMN N'wan DLLYI9X'S - N'RWN NI N0'Y

“TIP NIPATR 7V qon yTnY

e  https://www.digitalwhisper.co.il/files/Zines/0x98/DW152-2-Codelnjection.pdf

e  https://www.cyberark.com/resources/threat-research-blog/masking-malicious-memory-artifacts-

part-iii-bypassing-defensive-scanners

e https://www.huntandhackett.com/blog/concealed-code-execution-techniques-and-detection

e  https://www.unknowncheats.me/forum/anti-cheat-bypass/321071-erasing-pe-header-idea.html

TV |A “¥ 1NN - D'TIYUN [INI'T MITR NXR'XN

,ARNP) RWX DMTamn [N2'T NITR NR YoNN1 Znwnn '70n 2w nof7n 2y nnay ndimn
2v y1nn nX .(MEM_PRIVATE 7 nuw Type nI73) 0100 7ITin% 0"y DIRY (TR XN ,N2AMD

,AMNN .NtQueryVirtualMemory N'¥j72191 WIN'Y NIYXNN NOOIX X'N 7NWnN 1'70N 7w N

.Heaven's Gate NPZ'ID0V] YIN'Y AUV NDINN .INYN N'KYN 1T n'xp3|9‘7 XA N1dINN

nTNa - 'Y Ndwn NnX"p2a INY7D YIN'Y QWIY NDINNY DY 1IINIX DX DA D ?PN'RYN nT nn?
2ImMY [11'oN .N2 0''MIYN 11'"AY NX" 7N NN X7 NNT - NDWN DX NNIXR v Breakpoint D'wl

2 X7 ,90m .Ntdll ¥ v'a 32-n NoNAa Breakpoint-n NN D' Debugger-n VA 32 *7nna
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https://en.wikipedia.org/wiki/Process_Environment_Block
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ntqueryvirtualmemory
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ntqueryvirtualmemory
https://blog.christophetd.fr/dll-unlinking/
https://waleedassar.blogspot.com/2012/02/debuggers-anti-attaching-techniques_15.html
https://waleedassar.blogspot.com/2012/02/debuggers-anti-attaching-techniques_15.html
https://www.digitalwhisper.co.il/files/Zines/0x52/DW82-1-WinShellcoding.pdf
https://www.digitalwhisper.co.il/files/Zines/0x76/DW118-2-ReflectiveDLLInjection.pdf
https://www.digitalwhisper.co.il/files/Zines/0x13/DW19-2-BinaryInfection.pdf
https://www.digitalwhisper.co.il/files/Zines/0x98/DW152-2-CodeInjection.pdf
https://www.cyberark.com/resources/threat-research-blog/masking-malicious-memory-artifacts-part-iii-bypassing-defensive-scanners
https://www.cyberark.com/resources/threat-research-blog/masking-malicious-memory-artifacts-part-iii-bypassing-defensive-scanners
https://www.huntandhackett.com/blog/concealed-code-execution-techniques-and-detection
https://www.unknowncheats.me/forum/anti-cheat-bypass/321071-erasing-pe-header-idea.html
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/ns-ntifs-_memory_basic_information
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ntqueryvirtualmemory
https://www.malwaretech.com/2014/02/the-0x33-segment-selector-heavens-gate.html
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Single step v¥a7 7wn% Ix ,Ntdll 7w v 64 noNaa Breakpoint-2 win'w 7wn%) nin Debugger

]2 WinDbg-w Tiya .nta Jnin X7 x32dbg 7wn? - Wow64 7w 21'ax2 12 (19071 64-7 32 "2 1avna

2440 HeavensGate_GetTeb proc far ; CODE XREF: HeavensGate_GetModuleBaseaddr+2@ip
2440
2440 var_1C = dword ptr -1Ch
2440 var_8 = qword ptr -8
2440 55 ush  eb
2041) 88 EC x86 asm sm ebg, esp
2443]83 EC 08 sub esp, 8
2A46453 push ebx
2447) 56 push esi
2A48)57 push edi
2a49)oF 57 Co Xorps  xmm@, xmm@
2a4c]66 oF 13 45 F8 movlpd [ebpivar_8], xmmo
2a51)6A 33 push  33h ;
2a53] 90 nop .
2a54) €5 00 00 00 00 call  $45 Disassembly: X64 asm
2459083 04 24 05 add [esp+iChsvar_1C], §
2as0fge iiii
250 a: 49 54 rex.WB push r12
2: 8f 45 f8 pop QWORD PTR [rbp-©x8]
2a5€] 49 dec ecx
245F) 54 push esp 5: 90 hop
2660) 8F 45 F8 pop dword ptr [ebp-8] D 6: a8 90 90 0O 00 call  ©xb
2463] 90 nop
2464) €8 0 00 00 @8 call $45 b: <7 44 24 84 23 90 920 mov DWORD PTR [rsp+@x4],0x23
2469]C7 44 24 84 23 00 00 0O mov dword ptr [esp+d], 23h ; ‘&' 12: 80
2471]83 84 24 @D add dword ptr [esp], @0h :
2475 CB retf 13: 83 @4 24 od add DWORD PTR [rsp],@xd
24
247e] 88 45 F8 mov  eax, [ebp-8] 17: cb retf
247 88 55 Fc X86 @asm mov edx, [ebp-4]
247 5F pop edi
24708 SE pop esi
2476 5B pop ebx
2A7F) 8B ES mov esp, ebp
24814 50 pop ebp
sdea :
2482 § —mmmem—ommm—emmeemmmememoo—emmmmmmmememmmmmmmmm e e emme e e emmememm e
A83 C€C €C CC CC CC CC CC CC. align 1eh
2490

NAND NX q17W7 N 7 Heaven's Gate N7*1D01 NYNNWNAN N'¥71197 NNAIT D'RN N7YNn7 nimna

.GitHub-2 X¥n10 TIZ YOP7 NNT (DITX YA¥A i) ['Ar T2 TI7 YO INIKY AR . TEB-N

:Heaven's Gate 7y internals nxNw mY

e http://blog.rewolf.pl/blog/?p=102

e https://cloud.google.com/blog/topics/threat-intelligence/wow64-subsystem-internals-and-

hooking-techniques/

NNN N"IT My DN YyTNN - N7un7 NOTINY 0'XIN] D' TAIvN |IND'T 'WOR IKXNII NT'N2 ,01'0%

."map_injections" nnosnn

NIvon N1

,ANQ NDINY W' DNTD N7'T] - "Injected_" NTNNN2 7'nnn *7nn2 DLLs-N TNX DRN NPT e
N0V NIMIXA DLL-N 7w bwa nunnwn n1dINNi Case-sensitive X' Nz Tan

ANKY7 ,MZ-1 PE inX wi19'nI ,NtQueryVirtualMemory n'¥j72190 NIYXAXA [ND'TN NITK 7V Nayn e

qun19n oy NtQueryVirtualMemory n'¥72192 win'y 'y 2Immn 0w No9“%7%w  [1'01 pPn

TN 9w Dwn DR 9I7W7 anfyn X7 R0 TN, MemoryMappedFilenamelnformation

NPT - YD naron

.opengl32.dilap'pin MNR WID'N e
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https://x64dbg.com/
https://reverseengineering.stackexchange.com/questions/16200/how-to-investigate-windows-32-64bit-wow64-transition
https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/
https://en.wikipedia.org/wiki/Win32_Thread_Information_Block
https://gist.github.com/EgeBalci/44b830146f55e9e1eaad83be13f1951b#file-wow64_call-cpp-L342
http://blog.rewolf.pl/blog/?p=102
https://cloud.google.com/blog/topics/threat-intelligence/wow64-subsystem-internals-and-hooking-techniques/
https://cloud.google.com/blog/topics/threat-intelligence/wow64-subsystem-internals-and-hooking-techniques/
https://ntdoc.m417z.com/memorymappedfilenameinformation
https://ntdoc.m417z.com/memorymappedfilenameinformation
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IX Sandbox NNN'T X7 NINN X7 TIY 73) MR npton YW N'ITN TR VNVI'R 'R DTN DT

NN YT (Mniwn Nip T2 Debugger

EasyCheatDetector 2.82[OFFLINE CODE 303]

v

EasyCheatDetector

No network connection.

Error code:303

Can’t save offline report because player not connected to gaming
server,

72NNI ?NYWYI NN .N'WA .0'IoN 12107 Nainn XY [PNYN OX N"ITN NX 1INY7 N2Y0N NDINNY NXM

:NINTN NP'TAN DX 11977V 221 (D'0IA DY ,Localhost) mipn NwY

EasyCheatDetector 2.82[OFFLINE CODE 303]

“

/ EasyCheatDetector

~ o

No network connection.
Error code:303
Need save report to offline file, please select location:
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v report.ecd X
Tools  Window

Format Scripts  Templates Debug

File Edit 5 Find

R BEfgmFe Y HEBEOD2CF B> S8

I:I':l ED 40 |5

,LZip-2 W'Y NN DX Y7M) readme.txt NTNNNN DX DY W'Y NIXKYYZ [N 9002 ,Zip YAl 10D AN

:readme.txt YaIpa W' nn Np'TA2 7'NM)

C\Users\user\Downloads\report.ecd\,
File Edit View Favorites Tools Help

b om v o o= X 1

Add  Extract Test Copy Move Delete Info

|D Chilsers\user\Downleads\report.ecd\
MName Size Packed Size Maodified
i 120932 83770 2026-02-26 08:25
readme.tet 55 53 2026-02-26 08:07
i readme.txt * F

File Edit View H1 ~ =~ B

SORRY! THIS IS NOT ZIP ARCHIVE! PLEASE LEAVE THIS FILE!

L NIN RAN Yan

Templates Debug Project  Tools

% l-‘li‘n-i| so\locu )'z »> 59
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N¥Z INK7 XM 079 RaN X7 YT'AN DR NWDY [I'01 X ,Base64 NIYXNXA TTIN YyT'NNY NRI)
NIX NYoni report.ecd yalg 727nw VOMPO 'MANdI YT'AN NX NIYS7 'MN7¥N MI'TI '0VO NN

XM N"IT7 0Nl (XD NIKYY [N LYTN

[ym n"rT

W 77M 'R DWW INIRT 17N 91K N7WNT7 MK npnon 7w N"ITn L,Naona V1NV W NT'N]

2 DR NN, "MV DY NIYRY Niwpn®”

POST /ska/ecd.php?method=report HTTP/1.1

Accept:: */*

Cache-Control: no-cache

Connection: close

Content-Type: application/x-www-form-urlencoded

Host: fungun.top

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW&64; rv:44.5) Gecko/20100101 Firefox/45.0

data=...

JMIpN MNY XRINY |9IXK INIKA TTIPYJ/|DXIYJ yTnn

:NINTD NAIYWN 7272 ,(O¥f7 (AT NIYRA *TA NI INYYW X7 DX DAL N'PN AYRAN NTNa

{

"success': true,
"report_id": 123
}
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https://gist.githubusercontent.com/Dor00tkit/0ea48b6a1ab1c393f7b03cc1848a2a7f/raw/21c68668763065bec85a82030d2026ef39797008/decode_report_ecd.py
https://gist.githubusercontent.com/Dor00tkit/0ea48b6a1ab1c393f7b03cc1848a2a7f/raw/21c68668763065bec85a82030d2026ef39797008/report.json
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DION7 X7 X'N N7W MuNNY 1'KI Easy Cheat Detector U''Y 'VIXN NIDIN DX TN' 11N70 NT MIXN]
DX NI727 N0IN NINN 'R 11'KY NINYN 7002 .0'0"Y 7V DIT?1ENINT? 7 KR ,'0PK DI NI7IYD
,(HWID) maniIn 'nt md> yT'n NO90IX X'N NI L,NYRI0NYT D202 I Debugger-2 nNIX 0¥ n
NDINNY NIV'YN KN MPOY ["ynnl MpP'vn 7700 ,9012 .NdWN 070N Nn'wal ,0NarT

.D'0"¥2 WNNWN [7NWN DX NPT

MINNNN MUY .N7¢ MYY INIX DIN7IYIE AT VTAN 72 NIXK N1'9¥N1 NTMIXK NDINN )'70N0n 910

J172 noN' NNIX QIPY7 AWOKR [TV, NI TAN 75 NNNYY R TN 1'RY

7annn 7y

Low Level-n D721¥7 'mowni TN ,AWwX 7'an v Digital Whisper 7w 217X X117 ,(Dor00tkit) 'imxa 2T

N7'NN2 'MIX DY DIENM7 ATN?A TNIM INYN W' .09 1N01IDY DINNANN 'Y 1INKYT NoTinl
"2V Y'IOwUnNY DI 1'TNNY MV NNATINIE 7a2U0 NN'A0 7W 210 R'D DTN INRAN NAMD NIy 0T

NN P D

NITIN
,9'00 .IL 2'xn N7l o7 ,Digital Whisper 7w noIIvnl D707 7w nnownY 071y X1a7
d4d, Amirag, elicn, zvikam, Dvd848, bOrlord, Sub, reaction, ,nwp X7 ow [T (7R
,megabeets, Antartic, Zerith , Rainbow_Dash, omerk2511, Improvement, J_Cobra, CescFabregas
Syst3m ShuTdOwn, P, iTK98 ,Alex lonescu, XenoKovah - OpenSecurityTraining2, LiveOverflow,
,A.n .Gynvael Coldwind, Sinaei, Daax, ergot86, Satoshi Tanda, Pavel Yosifovich, Michael Maltsev

AT, ,9.0,u.a 2N ,u Y AR, LR L, TY LN N0 DY LUK L9 TR TR AN

yT'!m nnim

e https://www.digitalwhisper.co.il/files/Zines/0x04/DW4-3-Anti-Anti-Debugging.pdf

e https://www.digitalwhisper.co.il/files/Zines/0x58/DW88-3-AntiReversing.pdf

e https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-3-PE.pdf

e https://www.digitalwhisper.co.il/files/Zines/0x10/DW16-2-SignatureDetectionBypass.pdf

e https://www.unknowncheats.me/
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https://www.linkedin.com/in/dor-neemani/
https://dor00tkit.github.io/Dor00tkit/
https://www.digitalwhisper.co.il/files/Zines/0x04/DW4-3-Anti-Anti-Debugging.pdf
https://www.digitalwhisper.co.il/files/Zines/0x58/DW88-3-AntiReversing.pdf
https://www.digitalwhisper.co.il/files/Zines/0x5A/DW90-3-PE.pdf
https://www.digitalwhisper.co.il/files/Zines/0x10/DW16-2-SignatureDetectionBypass.pdf
https://www.unknowncheats.me/

