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Android Bootstrap Hijacking
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Android Application Startup Flow

Boot Flow : —

— Starts —- }{ @ . & @

Android Framework
(ART) Classes

System Server : App Process
Fork Command - 5 (1) Fork creates Process

(via Local Socket IPC)
e ) ActivityThread.main() runs (via Reflection)
(3) Ul Thread (Main Thread) starts Looper

7 Binder IPC Command: Binder [PC R ————
| Activity Manager f @-u ActivityThread |

Service (AMS) bindApplication %) AMS sends bindApplication =
ActivityThread.handleBindApplication() runs

Binder IPC Command: 5a) installContentProviders() >
startActivity ~ ContentProvider.onCreate() runs

makeApplicationinner() >
LoadedApk.makeApplicationlnner() -
Application.attachBaseContext() runs

5C) Application.onCreate() runs
Activity.onCreate() runs - Ul lifecycle begins

" Package Manager |
Service (PMS)
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T sd4 L x ~hid«14 - *s] TOWASP Uncrackable Levél 2 1 «11- 7 *sss ¢ xl ]
1, 1. b! * AndroidManifestxmi _ * x+x ®@ L 1 & 55 f s ¢, X1 ] *P 11 %

v~

@ -~ ¥Y.rLlsee 570 Manifestt 4 ¢ {1 Apatsas « ¢ ¥ I.sx (41 ¥ 8, ]S

s 17" kK9 % < fJApplication vs. Activity

v

X § 17 ¥ ¢ x L Xia. S @ x "ixx {,0s X L{qu‘sbv-ﬁ”lij“ AR B R SR B
"TXE . .87 _BHLB I X1 s

erse 4 1 T s box o {Ldopem - xR X (1 « ~ System Server _x " . | ¢ s
S~ AMSt L s " x s Los (Manifestit *ox «~ x @ x sl L X{ SF o 4L+

~

s« .~ % UApplicationt 1 « 4 £ Xxx sS4 sk + ..xX¥Y¥ { ~ H HihdApplication
®s WISl qAs 4« w4 d L8, 1. {sEXH s

Level 2 _AndroidManifest.xml1 x = { "

android:theme ="@style/AppTheme"
android:label  ="@string/app_name"
android:icon ="@mipmap/ic_launcher"
android:allowBackup  ="true"
android:supportsRitl ="true" >

< android:name ="sg.vantagepoint.uncrackable2.MainActivity"
>
android:name ="android.intent.action.MAIN" />
android:name ="android.intent.category.LAUNCHER" />

Ol 1~ 14 s Edry Point: ~ 1 . 4 _"_ %« Tandroidname™ 1 1  « _ s

~ v R v o~ ~

x x4 31, {s ¥ Adplicatiort T | bodApplicationt * ¢ _dcd 4T 417 <714 -«
® 4 o« drd AT
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s « ¢ x 7 AndroidManifest.xmbg 1 x - 4 7

android:label ="PDF Reader: Update"
android:icon ="@vista6/vista_res_0x7f060000"
android:name ="ihp.opjhprs.fsthjpoyr.rhhkkff"
android:allowBackup  ="true"
android:usesCleartextTraffic ="true" >

1~ ' .~ xandroid:namé " x |bipdApplicatiomt * o | x s 4 57 x 14 « |
T x 7 4 wd 1 s 4434 4% X2 4+« @ *Application 1 « 4 {-7*xxsq{ s s
L _Entry Pointt 1 " | X PXocesg# : _ ~!*x « | < Entry Poinf -1l ¥ x¥s Uhcrackable
it

Dee 1 AT S, 4 1 sxiUlThreask 3 1% 5y £ S L XK g s
@7 LA xx s Q Entry Pointt ! x s - o« 4L -

¥ « ¢ x "{s" IEdtry Pointe ! X « 1 T S

class rhhkkff Application  {

Override
void attachBaseContext (Context base) {

super . attachBaseContext (base);

eomgmgsskufubase). oqwrkywwlykpu ();
titlkqttg ~ (base). mopksfpffv ();
kjyylrrmxujekkg.  wglx (this , ghpsx.noxgigtlgxejjlkguigsl,
ghpsx.pmoerwxrnviwturjgmsrs);

" g

SO Sv LW BT X v 1 Tols {4 Obfuscation X! X o L ¥yTxe4]{ 1] s |
ddfort L s 7 x _ s ..’ X8 OBtub Unpacking x « x s

Y 114 % HXart! * Stub Unpacking

dx . AHd$ 8% 34 g
4.« 1L S « $l7 4 Fx i x o TIxx (6L sX X 8 ¢H~
@4, xiwd "s X Entry Poimit s 1 4 L+ -~ @

®ridar Dynamic Analysis *  _~11 ~+_"XSq «pS{ X 10 a8 x {100 4 xS
{4 x 1 4 x

JER Xz-bxbx ¥ 3 \n\x"vsq\> ~ X B8P x4 4 4 R D N :=VXS~~X Y s X

H sty ~maint 14«7 x|
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JVME X L 4 e@h o ¥ 1 1T X Iso L isx X 4% g x Ts X ARTR I3 x L Tt 4y
I i D T S B TR ) IR U L IV B I O L N B P S ST L SR I B ES N
AT T A XX 0 X 5 S ARtvityre X Applicationt 1 « 1 {MENry Pointt + ~ X 4
@®MSt 1 . x bindApplicationr ! x <. ¢ Applicatiomt 1 « 1 {1 * x «

YAndroid Framework | x & + *ss ¥y x | s

Application newApplication (ClassLoader cl, String className, Context
context) {

(Application )cl. loadClass (className). newlnstance ();

}

Activity newActivity (ClassLoader cl, String className, Intent intent) {
(Activity )cl. loadClass (className). newlnstance ();

Bl d L X%, % d<AS] i "Enty Point ¥ 54 _Hw: X+ 1Se sk s x s

dpplication

2~ % % 5 Applicationt 1 « 1 1 Pracess Entry Poinit- | ¥ X s | <74 *s | v |

®eflection x " ¥y 7 1 X s fsls. loxiax o8 G X

~ v v o~ v o~ A > A~ ~ ~

Yrocesg 1 X 14 + 1 sApplicationt 1 « 4 H X x { (1« ? ¥ "sh{* pis_y | s
Application.attachBaseContex(...)
Application.onCreate()

Application.createPacka@®ntext(...)

= =4 4 -2

Application.getPackageName()

17714554958 .

s L « s L xafachBaseContext() x :s*. .Bvotstrapt * v : ~: | 18 1 ¢ xX %X 57+
Dynamic Binaryrt {1 v sl x _ "0 FKO <7 X xRl T e 0 P S 1A S

~

®ridars 1 1 _ 1 * lstramentation

= x ., 145 E ., Javasceript o4 _Hd . s K KT, 4 AW F e X 1 14 18 X Frida
s f., ©% xy s viixs” g . Hbokingl . 4w C 8 I RE 4T ] 4L s
@ridat r 1 _ . Zx~”v'|s”><\~4 .o lisel X X LD d . . XS‘ZL¢ K '’ss, x4 o i fdssd. s s
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Attachd- 1 % » x X sVl L x s 1S&¥ .. S vdm
L OF s 4, Xdd 84 B oo« A TS A X771 Atachol 1 vyX.. s X

@ctivityt 1 « 1 + *Batry Pointe ¢ 1 1 4. % vs _ s s . xix ., X ] IgRs

Tl¥xvs < {.Sh. «du _Threadst @« X b Y. lox L] L Frida s¥* L X
X . T xa XX sxos@h 4L, . 1 _ Brida Agent0s L » x 147 s

~

®pplicatiorrt 1 « 1 + XIx1W 4% & {4 8 . 5 %s] . ¢ ¥ "attachBaseContext()

Spawn* « _Y¢ ~ 4 <15 " |
Bootstrami X | X”“:)|XVH . 1 % jlsd)tachx . VZ ] "x |©9q 4 B X7 oy JX;L = {3 X X 1] 3
Spawn™* « ¢~ ©s o A" Av s 4« SlIs. | System Server L

Zygotagt 1 * ‘Fork_ « *System Serverr -~ XS g 4 ¥ .l SX < « { Spawns . ¥
ST 4 ¥ usxl 8, 4% 1 I¢sq | shs X ] Forke . 145 % . Fridal -
dRvocess Entry Pomit1 "0, 5 o 1 1ActivityThreadk + s " x _ s L ® . {¢ | x
s oox o flpd "y s 4 s *x]” TdBachBaseContext@ v ~, x | *4¥ <« ¢ x "]F] ]
d T ¢ x

Zygote Hook~Y1 _ 4s« ¥ 1 1 *@

X

T TBx 1 x X AnfirAnalysis X Tivxs A 4 wXJ8E X T3 X o8 R ] v ko
s 4o dhdesss 43740 ;% Zggote Hook Y XA 4 s W4 s 1 s
c4sx  xdsd ., x Zygotgt 4 4 L B X D x .8 _ 4l s o 4 Ffidat 1% 4. s

DNASY ~ « .~ ™ Arida Agent » _ ~1Ju x4 1 x5 0 x5 T4 84 wddl |~
®Gorkt * L { " Asx

Y x 1 x 1, HQoKs®

K« x xss Farkt 1~ 194, X d 1+ xs3{""
Manifestt - « 4 4 WL x

Application: » 1~ A w1 ~ x &7 3 ¥ « x"4! $Applicationt « 4 + X x X { 5 §
ORI TR BRI L ST T S N | ) B S I Wk S RE S S R L A

3 « « {iLes ¥ ActivityThreadt s * 1~ Tised Dm0 W3 1 « 4 % XAxadx 71X sl ]
makeApplicationlnnep {1 « « " & $idadedApk _ < 4 0§ % 1 X v ox st 4L 4Y X
rewApplicatiom? « 4 4 > X 44 % + » XX& 4 8¢ « L 1 x 0~
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(forceDefaultAppClass (appClass null )) {
appClass "android.app.Application” ;

m android:name™ 14 , 4 7«18 1« «.%X X0r | vappClass 1falge- x 51 _ .~ s

s T4 < Cx syt d 10 4 Applicationt « 1 4 X% x Kamifestt | x Application

4 sX T, %rde: x {feraeDefaultAppClass ” - _ . =1 {1 .x]""1{Z" appClass ~ 1! ¥ s x
T4 1AL KL appClasg « 4 4 X x x4

Java. perform (function () {
var reset_entry point Java. use( "android.app.LoadedApk" );

reset_entry_point.makeApplicationInner.implementation
function (forceDefaultAppClass, instrumentation, allowDuplicatelnstances) {

forceDefaultAppClass true ;
this . makeApplicationinner  (forceDefaultAppClass, instrumentation,
allowDuplicatelnstances);

}.

};
11 xHodkt +Z X @ %« X 4 x4 oVerloadt s 1 4 LT X AT L

¢ « Activity Bootstrapt * 1 _S*« ¢ x 7isx o 4X Xxs JF I X ] HXp X PO B s
Y4 ke ko4 9

® [shay®129@mobile-lab Anatsa_2824]% frida -U - com.clnvyokcv.bgvpowkic -1 my_hook.js S
Frida 17.9.1 - A world-class dynamic instrumentation toolkit
Commands :
help > Displays the help system
object? > Display information about ‘"object’
exit/quit -> Exit

More info at https://frida.re/docs/home/

Connected to Android Emulator 4 (id=emulator

[Android Emulator ::com.clnvyokcw.bgvpowkic ]-=>

[Bootstrap Hij Detected]
[*] Original forceDefaultAppClass wvalue: false
[!] Modifying runtime environment: forcing forceDefaultAppClass = true
[+] [PASS] Bypassing malicious entry point successfully!

Android Bootstrap Hijacking
www.DigitalWhisper.co.il
M p HacH oMy X 4 Y




Technologic

The Crashed Process

1 4 4 ¥ x4 4« w4, %4 % XEntsy Pointt s “Application Bootstrag * " 4 L 4 v _
Fridag s « 4 ¥ 1 S®X «+ x x| ¢ . % Bbotstrap' x__ 1 _

Process crashed java.lang.ClassNotFoundException: Didn't find class
"com.clnvyokcv.bgvpowkic.util. SomeProvider

- X ,0SameProvider xss« ¢ ¥ "Psovidert _ VkusTotaft 1 - 1~} # 8~ 1 % ¥ss. 4y s

Wanifestrt r ¥ 1 ~xx@®O* L _ . Xl s

android:name ="com.clnvyokcv.bgvpowkic.util. SomeProvider"

android:exported  ="true"
android:authorities ="com.transportation.ukltd"
android:grantUriPermissions ="true" />
HDefaultApplicationt ~ « *¢"! X w | x (f +3{isx =~~~ s
Provider

LA s ot 4 q Al x4 s o os HAEE 4T fs x L. gx s ¢
I x "% PEXS D <7 x A1x1X x 1 padkers « 107 XX @ % U 4Ix pedsx Lx
YApplicatiorr® 1 « 1 % 44" 1 1

@ygote Fork « #{™ L _ 1

dReflectionth 0° « ~ ActivityThread.maif 1 « « &% (s

ActivityThread _Loopert . « ~ -~ ~ AMSL _ bindApplicatiorys ” x _ s L s «qry& o _

dRMSH x | | uManifestt r 1 7 s X xs

M x4» o {1 UlThread * < -~ Applicationt « 1 + < »l& . _q

AEtivityThreadh - . - KapdleBindApplication 1 « « 'AISts s | s x yi@ X ¢

® 1 . « 1dLx ‘System Servar _ bl |

Y x| |¥|M‘>x\ X S
¢ .~ x [ 14 lApplicationt « 1 + X x ¢
Manifestt _Providerst L 4 * TantentProvider.onCreate x « 4 *

@pplicationt 1 « 1 § X x..sx Application.onCreate x -« I *
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ContentProvider.onCreate ! x «

YnstallContentProviders | > © -,

(! data.restrictedBackupMode) {

(! ArrayUtils

. ISEmpty (data.providers)) {

installContentProviders (app, data.providers);

141 1 Providergt L x 1 - «

ContentProvider -

_ 1143 xProvider. bonCreate: -

i ~ SomeProvider | T~ |

doaCreate ~_ _ _ L X

-« L _-S_L~ Activity.onCreat& - +s . 1 _ AxtivityThreadr s ' * & XAMSTtx® . _ |

L1 x4

7 o- 7 X LA

{1 | ddasslLoadar x :

ARTi 1 . Clas® -

® 1« A U s

ST X T @ x . Applicationt < 4 4 X ooHBokt - o1 f . . SY L X

Sxo” [ wd ¢ X Applicationt 1« 1 4 *xo¥ X iDext 1 . X«
& x *DPEM _ * % ¥ | ClassLoader

w1~ £ 4+ LlassLoader + S « 1

A ¥ . FEdat s - 44 11x MySomeProvider 1 # & 4 3 1s *

® xS )X

DoAY sE AP 4R

@ctivityThreadt - " 1 ¥1. BRAMT ~ 0K 1 _ - s 4> «Path, | 1ClassLoader 1 |

T ox Jslo .xSMySomeProvider " | Batht -

ARTL DEX® @ o *

Y 1 L Mook ~» x « 4 :

DEXt - 1 t! 1 SameProvider.java X «

Isd L B X 4R~ MySomeProvidagt - « -

i DexClassLoader __ ' 1 , % 1 « 1

@©lassLoadar * « s

Ssax LS oL a4

~ ~

Do~ oo x XYY AR X T 08

0" .. *six__ODefault Application « 1 X4 4«1
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Java. perform (function () {
var dexPath "/sdcard/someprovider.dex" ;

var ParentClassLoader Java. use( "java.lang.ClassLoader" ). getSystemClassLoader ();
var ClassLoader Java. use( "dalvik.system.DexClassLoader" );

var mylLoader = ClassLoader . $new(dexPath, "/sdcard/" , null , ParentClassLoader );
var MySomeProvider
myLoader. loadClass ("com.clnvyokcv.bgvpowkic.util. SomeProvider" );

var BaseDexClassLoader Java. use( "dalvik.system.BaseDexClassLoader"

BaseDexClassLoader .findClass.implementation function (name) {
(name "com.clnvyokcv.bgvpowkic.util.SomeProvider" ) {
MySomeProvider;

this . findClass (name);

k
var reset_entry_point Java. use( "android.app.LoadedApk" );

reset_entry_point.makeApplicationlnner
. overload ('boolean’ , ‘android.app.Instrumentation’ , 'boolean' )
.implementation function (forceDefaultAppClass, instrumentation,
allowDuplicatelnstances) {
this . makeApplicationinner (true , instrumentation,
allowDuplicatelnstances);

29@mobile-1ab Anatsa_2024]1% frida -U -f com.clnvy bgvpowkic -1 eight_hook.js
Frida 17.9.1 - A world-class dynamic instrumentation toolkit
Commands :
help y s
object? about ‘object’
exit/quit -: ¢

More info at https://frida.re/docs/home/

Connected to Android Emulator 5 (id=emulator-

Android Emulator picom okcv.bgvpowkic 1-> [*] Initializing Entry Point Bypass...
ck Stub Class loaded sfully: java.lang.Class
55 instrumentation . Waiting for application to load...
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Foxol A

EHTB: - o x X L ad *s xT U IR« e X K 4 X LT st .

~

A b s e XL XX D RS A0S D A T Lk € ox
@ol N x oA O o Ax x4
17 00 thp A s X0 AP X d . GAPIgE S 0 L e xx DI LIx)
Pt _ s
Bootstrap: ~» _ »+_ L <3 « ~ A1 wShy, A7 BT ] v x L ISEL L xS T s

cpx“,,CxxX”~‘.|:’s>:<.|1‘15xxks.{vxLINE}EVJFcHXZLXx,,

LS B L Y X S 4T SO F sy L L F X v sE 1 4% X ¥ s

. s 1~ xI>xy x 4§ X + 1 ,,~><.ﬂ-[sb” FhE- X X X N _ Ao v,_sxivx 1 xx .

PO AT X b e X XET X P X s LT ek X e, 3P T

~

Asdroid Internalg Reverse Engineering2x _ v X TS« XS « X p i3 X2 XX, x>

D ok D X Jlxxdy LXospx LB ] X X <XTSLX

~ o ~ o~

®EES L, 2 B ] xS X v X4 O YSH AN GCEST LT WS o xshyx

1 android/app/LoadedApk.javalmplementation of makeApplicationinner()

9 android/app/Instrumentation.java Implementation of newApplication() and newActivity()
1 android/app/ActivityThread.javalmplementation of handleBindApplication() and
installContentProviders()

dalvik/system/BaseDexClassLoader.jalraplementation of findClass(sed for Dex loading.

Android DevelopersDexClasslLoader

Android DeveloperdProcesses and Threads Overview.

Android DevelopersApp Manifest Overvie<application> element).

= =4 4 -4 -

Android DevelopersContentProvider
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https://www.linkedin.com/in/shay-mordechai/
https://www.linkedin.com/in/shay-mordechai/
https://www.linkedin.com/in/shay-mordechai/
https://developer.android.com/reference/dalvik/system/DexClassLoader
https://developer.android.com/reference/dalvik/system/DexClassLoader
https://developer.android.com/guide/components/processes-and-threads#Processes
https://developer.android.com/guide/components/processes-and-threads#Processes
https://developer.android.com/guide/components/processes-and-threads#Processes
https://developer.android.com/guide/topics/manifest/manifest-intro
https://developer.android.com/guide/topics/manifest/manifest-intro
https://developer.android.com/guide/topics/manifest/manifest-intro
https://developer.android.com/reference/android/content/ContentProvider
https://developer.android.com/reference/android/content/ContentProvider
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Android DevelopersCreate a content provider

Stefano Saiilli: Deep Divento Android Boot Process (Part 1).

Stefano SantilliAndroid Boot Process (Part 2: From Zygote to SystemServer).

Cleafy LabsA Stealthy Threat UncoveredeaBot on Google Play Store.

Frida DocumentationModes of Operation (Spawn vs. Attach).

Daniel BergersSecurity Notes 002: Getting Started with Frida.

Frida Release§rida v17.6.0 updates.
OWASP MASTGnCrackable Mobile Apps (Level 2).

Axelle ApvrilleReverse Android Malware Like a Jedi Master

Axelle ApvrilleLive Reverse Engineering of a Trojanized Mgdipp.

Malware Sample Hash (S12B6):
262e1c40fb33ac2cfb766cb277505f6ebdf0851252a33a83859a3bfb3e54af8c (Available on
VirusTotal / InQuest).
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https://www.linkedin.com/pulse/deep-dive-android-boot-process-step-by-step-breakdown-santilli-9cdbf/
https://www.linkedin.com/pulse/android-boot-process-part-2-from-zygote-systemserver-stefano-santilli-vm1sf/
https://www.linkedin.com/pulse/android-boot-process-part-2-from-zygote-systemserver-stefano-santilli-vm1sf/
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http://frida.re/docs/modes/
http://frida.re/docs/modes/
http://frida.re/docs/modes/
https://medium.com/@daniel.bergers/security-notes-002-getting-started-with-frida-4f1429670998
https://medium.com/@daniel.bergers/security-notes-002-getting-started-with-frida-4f1429670998
https://medium.com/@daniel.bergers/security-notes-002-getting-started-with-frida-4f1429670998
http://frida.re/news/2026/01/18/frida-17-6-0-released/
http://frida.re/news/2026/01/18/frida-17-6-0-released/
http://frida.re/news/2026/01/18/frida-17-6-0-released/
http://mas.owasp.org/MASTG/apps/android/MASTG-APP-0004/
http://mas.owasp.org/MASTG/apps/android/MASTG-APP-0004/
http://mas.owasp.org/MASTG/apps/android/MASTG-APP-0004/
http://vblocalhost.com/uploads/VB2021-Apvrille.pdf
http://vblocalhost.com/uploads/VB2021-Apvrille.pdf
https://cryptax.medium.com/live-reverse-engineering-of-a-trojanized-medical-app-android-joker-632d114073c1
https://cryptax.medium.com/live-reverse-engineering-of-a-trojanized-medical-app-android-joker-632d114073c1
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~
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Cloudflare Workers

x

"lyx” I Priget - x .~ JavaScript xs.. { .Serverless _ ~ X  +1{.€loudflare Workers
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Vv
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.developers.cloudflare.com/workersY | x Telemetry, , XHorfeypotr - x I x 1

~
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s 4y 97 BEdget X x . A4S e i 1 X 0% d 018wy ]

~ v ~

x

D3 4 X Y TSI T X T LS w X [ s YRS,

Android Bootstrap Hijacking
www.DigitalWhisper.co.il
HT HacH oMy X 4 Y



https://en.wikipedia.org/wiki/Reverse_proxy
https://www.cloudflare.com/products/workers/
https://developers.cloudflare.com/workers/

Technologic

Cloudflare WAF

Ruesetdr 1 «ixx1. 4 *syd X uS.. x ¥ "I xx APRWeb: X _ « ¥ Choudflare WAF
URL,® 4 G X x TS Jof" {4 "D a . ~S_s{p ¥4%14% _ x WAR

Managed s 1 , 1, «( Scoringt = x "+¥ 'WARt * L X1 ~ 1 x Body¢ ~ 1 Headers
.developers.cloudflare.com/waf Yx H®heypott * x x {Challenge

Rate Limiting

Tox R q xq xR Ix xx o s Xxs s], .01 | Gloudflare. _Rate Limitingg T x " v 7

POS® Credential StuffingBrute Force: _ 4 t1*"x ¥ ¥ 817« s v x72x7T 7 ¢

l'yx  Abtomationd o ls ¢ x X 88, {¥ ¥x s x Fkooding

developers.cloudflare.com/waf/ratéimiting-rules

o4 T oxDIxXT, sx o

~

s 7 XX O {14 «Cloudflare * 4 KX 2% . %« X TX"I {78 h s 4 47 xS

vvvvv

¥ I x sT,sx X | s 7,

b X o S B I
SRS S AL I SRR S > SR T S Firewall Events
Cloudflares ~» x 14 I s s 1.1« X . 1+ Security Events
D41 % 4 x XCrawbersk X4 1ux X1 4 Bot Protection Logs
S Y 4L XTI A X XX X x L Xyxs x| ] Rate Limiting Logs
Honeypott - | ~ | X Telemetry Worker Logs

D4+ XX

Tx 379y x . x 1 x:

b X "I 3 x s, Worker Logst Firewall Events _1 % & 474 % x X, sX

D4t sHeGuests Count X L A« 43S0C (IXxs ]S T AT UX o4 @s € ox

1 L11x © &darce IP Analysis "' x 4 @ xX IXx|PIIx * X x [ &darce Countrigs. X « _ S
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T 44 . ¥ X x Patw Enumeratiodx « ! X274 % 4 4 4 sUSerAgentd w112 X
dBot Classification " + » ¢ 4 {1 1 _ Cramers.

s 1o4s " phpd 4 1Vl SCXOXP X A RS S K ] 0 SRDEHERX DS T x L, L
Poosxs xixxy, 4 13c ANordPresd X 4 xh s TP X xs %0 s . ] s
~ X Qrelatiomt ! « 1 x D3 Isgp x L% 1 s "« mAutomationd 1o |_UserAgent

Y X X DT x kyoox o pd o kb Jax s 4*H ‘UBerAgentPOr 4 sx {7 4 T 4 &
P X

4 S e s

v v

Xl x DT, XXX Fc s X 4 ] Do ol sqd LSt oofsg D L s s 4 18

YA dondHe st

~

WISl sy ssL X @ LT

GET / POST DX 4 ¥ x
CoX . x=\”ZLAx” H Z”‘ﬁ:,,x\ X S X ¢x~” ' .
Suspicious Reconnaissance SEO Crawlers s o x{"yix
wp-login.php / .env / shell.php L O
AWS / Azure / Oracle Cloud / OVH x s xitx {0
FA4AS%H~] .
I0OC1 x + {7

coxo o4 x st i LAk 4 -x 1 0Intlicators of Compromise | X S % . { «]TLss X
ASNE “@ 1 » x 1« ASNt + | 145 <IP:_x X % ] ¥s_y {s.«_Xss_ X {Adtomation

Y {:© >sv||:g: X X o ] L . DN | h-LI LS X sl xs T £y x s

161.153.99.197 | US AS31898 Oracle Cloud Credential Stuffing
161.118.254.192 | SG AS31898 Oracle Cloud Automated Recon
150.136.244.33 | US AS31898 Oracle Cloud Brute Force
174.138.54.2 usS AS14061 DigitalOcean XMLRPC Recon
20.226.103.253 | BR AS8075 Microsoft Azure PHP Enumeration
140.245.121.218 | SG AS31898 Oracle Cloud XMLRPC.
Enumeration
193.143.1.112 RU AS198953 Proton66 OO0 ENV File Recon
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173.239.214.211 | US AS62240 Clouvider WP Login Probe
103.230.178.122 | IN AS136634 Navkar Netsol XMLRPC POST
172.202.0.52 usS AS8075 Microsoft Azure PHP Path Enum
88.151.33.24 NL AS41608 NextGenWebs Git Repo Enum
176.65.139.232 NL AS214472 Offshore LC ENV Enumeration
195.178.110.159 | NL AS48090 TECHOFF SRV Git Enumeration

WOG)* s xS | AP: X X ¥ 1 B _

Lok A1 o™X T ] o X x4 o3 ™iqx {4 0o x DX DD ox DX E X X s

VP$ _ x _ {UserAgent Rotation. _+ 1 | *x s k ¢ x @@rédential Stuffingg Reconnaissance
®ingerprint: .~ - -7 X P {7 xx X4

AS3189& 1 14 X X 4 19X I'E._ <@ "4t (ASNE d | . ¥ XX ¥ Fx 5"

Px s e X e AT, P,y x T 44, 4~ s Oracle Cloud

© 4 XXX X x ]

W

LT 188 X N RIS SE g D6 YXBA Bl X XX T 4T, x € 3§
vl sET A X LAY TP s L T TS X s S X S X o

~ ~

GeolS " 414 st 4 SY 4 _ 14 "stx xBTX@H L4 s LIS _E ST A -
I TABNY |, XX x4 11x_  FH 4 _dd4 4y x_ sluxilsx ¥4 sBocking
S, X X I XSS 4T ATV s, EXTx £ 4« 83 < Xs ,Threat Scoring |,

DA -

~

~

UserAgent™ 4 4 | x

oxoe osyyxdlse i 4o T 4 X 4 d YT ! % s, «UserAgentt s |

YA‘xyXx~x-|v|_

UserAgent Y X x o

Googlebot Legit Search Engine
AhrefsBot SEO Crawler
meta-webindexer Al / Metalndexer
curl Suspicious Automation
sglmap Offensive Security Tool
Gohttp-client Automation Framework

dUserAgentsy x & 4 |
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A B T d ¥ x4 1 0 B d e 4 Xk ds ) Autofhationd o kdimapt cirtt | x 1 s

IR I R L P N I S N N - B

X s X0 4 4 g s
X AT A HOd WI@R/IS s Ok 4 "eXd_ L X % HX X p0 sslyx Lo x4 Tieurl
curlse Yl 4 5 SB 4 441 pAMX drohx & X | 3T x| x

o.x 4% A RysesE o x ol usx L H T L 47 g ds XL, xGNUA L twget

.gnu.org/software/wget~ Y- A@tomation

SQL: x _ uwx Fx"gx{s¢4 . _ xTixxik x @ffensive Securitys ~ 11 X « 1 Lnkglmap
sglmap.org-Y- <@ | «si<s{ |4 1: sl {UserAgentt x ©  Irfeetion

~

DA D X K w T oode FEYT B X o1 1S D X Wb ¢ e mikto

.github.com/sullo/nikto 1Y« 4 X ¥ «s

1 140 < 0 %9 X x X ] kaoxxd, g x I Tsx 4 4%, 4 1 .. % X;Tymasscan

.github.com/robertdavidgraham/masscan¥ -~ Mhss Scanning + 1 " 4 1 |

1" Google. *x , 1 ®st _Crawlert + x 3x «1¥{s{ _ d 1 1mGboglebot / AhrefsBot
®alse Positives « _ 1 WAllowlistr x | " 1| » sxxsx C4d 1 SEG ~ X |

M X C sy L HCx W skl X X T € UskrAgentt s | .o x K
Tx Ty Xl T s 4 0o d T Aueex X o xo44 X 7 X I UserAgentt T | Gboglebot

T Tsoym o Lox Xy kX o ox \prified Botsh 1 ¢ _ X + ¥ X _ Sooringt
d X WUSerAgentt - ¢ X 1L s 0 Sk 44 %S x LIS PR X x ]
,.-|y2{}g$3vxy51x-|,_wyxl

dS@nitization 1 ~YSC X _ 4 X ¥ L F 4 ¥ X T DX R 4] Xs. 1 s

Credential Stuffing x 1 _ 17

POST /wp- login.php HTTP/1.1
Host: <target>
User- Agent: Mozilla/5.0 (compatible)

Content - Type: application/x - wwwform - urlencoded
log=admin&pwd=********g\wp - submit=Log+In

Masked ! | x ¥ . ®s {s Is \MordPress 1 - "1 _ *x:{xx,.* T Xxss H"s yxls
®@ata Minimizatiomt : * " X . « : sCbrrelatior | ~!x* H&shs ~ _* 1. s

~
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WordPress _Fingerprinting

GET /wp- includes/js/wp - emoji - release.min.js HTTP/1.1
User- Agent: Go - http - client/1.1

@ d 11 40 4ty o WerdPress: * 1 t _ Fingerprinting” * 4 4 7% % . 4 s

® 4 _ =" 4 ¥ L Automationd 1 X Gofttp-clientt _ x _ 4 _ s

An

UserAgent: | ¢ T s XMLRPC Abuse

>

POST /xmirpc.php HTTP/1.1
User- Agent: Go - http - client/1.1

<methodCall><methodName>metaWeblog.newPost</methodName> ...

i _ .~ *Payload _ n¥etaWeblog.newPosts « {1:- % . XMLRPC AbuSex + : $+ 1 F. s
UserAgenti -~ * I'7s_ xUserAgentt - 1 U= x { [ £7¢s] x x T % « « Jd@ XML

A

XMLRPC AbudeOST * x L Hbgerprinting ., * ¥ X s ¥ & x. Bot @bfuscation Rotation
@riticalv x x 44 X s Payload ” * Credential Attempt

x 1 " YhreatIntelligence x " «

X oS XX N 4 T KA e L U8 x xS X g g ysy . XL

a

Reconnaissance . (Xedential Stuffing _+ 1 7 4d x_ ¥ d s « s . x"™ £ 4

" ~

Exploitation: x 7 x { X3 ~ xs* {4 <41 . . WordPresa _Enumeration. -3 *x * _

® 44 WebBid:xLYE 4« MassScanning » 1 7 Ax4_ x4, s @41 x 1 x

>

Fl X e T 559

A ~

ATTACK TIMELINE

(Attack Timeline)

RECONNAISSANCE POST REQUESTS RATE LIMITING 1 c THREAT TELEMETRY THREAT ACTOR
DETECTED TO WP-LOGIN.PHP ACTIVATED POT COLLECTED CLASSIFICATION

._.:3-#
. Automatic scans . POST requests . Malicious patterns 7 Suspicious requests . Collection of ' Attackers classified
of the website detected to identified redirected to intelligence data by behavior
« Discovery of /wp-login.php « Requests per IP HoneyPot « IP, User-Agent, « Automated vs.
paths, files and + Credential limited « Isolated environment Payloads, Headers human analysis
endpoints Stuffing activity +  Excess requests engaged + Timestamps and « Classification by
blocked or delayed « Attacker interacts request details risk level and intent
with decoy services « Data stored for « Intelligence used
further analysis for defense
) S
—@ i % & . *—>
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MITRE ATT&CKXx |

MITRE: » ¥ _S_iL, ~"x L 4s i sy 4 L@ ®xsal 8 o Xx | {1 w8 4l ]

~

¥ ¥l s o o 2T s X dd X 4 ] 44 ATT&CK

Technique MITRE ID ‘ Evidence Severity
Credential Stuffing T1110 POST-/wp-login.php High
Active Scanning T1595 XMLRPC / ENV Enum High
Exploit Publid=acing App T1190 phpunit/evatstdin probes Critical
Web Shell T1505 . X shéll.php Critical
Gather Network Info T1590 - X .git/config Medium

MITRE ATT&CK. attack.mitre.org/technique¥t € _

T1590TI505TX190 TI5955T1110- Y« « 4 T I Asx 44 x § " s

T (M p YpWsather Network Informatiord . xx *< 4" s] 4 «::ws_ o X0 v« X% 4 _s

~ 7> ~ ~ ~ < ~ > ~

N O N A I I R P

~ <

s 4{* 1+ Sm p dffActive Scanning)
LX<~ ¥ 0 s < 1y Mpl i PWeb Shetk Mom dpTExploit Publid-acing Applicatior® | 1 " ]

L L X N3 MBrute Forced 1 8 ¢ 411+ xsduix (488 |7 o x %% 1% 9, 1 ssXx
Lo, v x s_s Xx 4l ¥y 83 s 1{%1s,] . b {iyy s x xCEedential Stuffing
@ o o sx HxXipsy sy ox yID T N 4 k] LTy, 8 0 Dy o ATT&CK

Observed Activity - MITRE ATT&CK

Severity
Credential Stuffing — T1l1l10 High
Active Scanning _ T1595 High
Exploit Public-Facing App — T1190 Critical
Web Shell —> T1505 Critical
Gather Network Info [ T1590 Medium
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Architecture — Before Deployment

Attackers /
Automated
Scanners

Direct requests reach origin

No edge filtering * No deception -

X w® s T A

~ ~

>

i« X {E8ge: * | Clbudflare: -:
ST 4 X L¥xx"xpde Dis SFEeringed X S 4 ¢ Workent r

Sl

<

s 145% 1

A

AE L1 Xss

1 «1:1s_Téreat Classification 1 1 « 1 ®Eception

XIw, X |S.S {1y s

Origin
Server

No threat classification

RN
~

S

v~

s U158 %

A

I Jss., x {1 « 1

O VEARE ] -9 L 41X

S s A T T2 A A8 AN S~ Télemetryt X Honeypott Managed Challenge

DXy T

~= ~

CA L Kxym s

® ” *Phreat ClassificationDeception

Architecture — After Deployment

Scanners

Cloudflare Edge

WAF (rules / managed challenge)

Attackers / /

v

Worker — Detection & Scoring

¥ X

Honeypot / Telemetry /
Deception Threat Intel

filtered
git only

L — —P

Origin
Server
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Honeypott Workerrs | x "

~

vxs XL xXdd . SDeceptiont *Detectiont | x * . s x x Gloudflare Workert

~

1% xi.Is{ Hcheypott * x : Bhieat Scoring” * ¥ ¥ _ DIébectiondd x st &L x o >
Honeypott ¥ _ x @assificationy * xFake Responsgs x | § x ® X y ¢ TElemetry, X | { -«
Honeypot 4 » _S** 1. 5 ¥ x i 4 Ox" Lx 4L 14 s 1 ishox i),

® 1!  tomputing™

Request Processing Flow

Incoming Request

yes
Allow — < Legit Bot? (Allowlist)

Origin
v

Detection
(exact / pattern / UA)

v

Threat Scoring

v

Classification

e Y|

Block / Managed Honeypot Telemetry
Rate Limit Challenge Routing Collection

o A _ A TR RE xd O s ST | 1e X Ripeling! X X 4 X ${x Xx, | s
bR S Six L Alowlistt T 7 AiX X kA a X <L S X . H ., sx L Xs

~ ~ ~ ~ a ~

Managed Challengé 1 sY 4« s 1 x © sl 8§ xsx X5 ]« 1-¥Y® x Jcoringgt
< fie I A8 A%t 1418 5.1 Tdlemetryr x _ X «HDneypott * x * {7

>~

P L i X JZ-|W,,S||_|_ 7ox A y,x=>l>>ix;,\,sxz< xs ql vx s~,,‘|x X IA X I¥F . s

-~ A~ ~
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/adminer.php, /.env, wp-login.php, K + s * X% 4 xsl < &

_l X q 1[ Q 7 Y ”

Exact Match Detection

90 X 4T F LT X)L s

S A B4 YA A T AY S | d K e X Yserierstatust /shell.php

boexd 0 A1 41 4 % 0 Pdlse Positives X S{X XX ixs€ 1 4T X, S § 5 € ]

s 4 s« xBx ., \MdrdPress, | X X 7 1. « fvp-login.phpL + x ~ § 7 44

~ ~ <

3]s X Jo_~ xBxact MatcH ] u® oA | 4 x0T 4 X SoxIzK T

P 1,

X kXD x § 4% p LG X x 8 X

v e

Pattern Matching

SSW XXX 4 I 4 Patterns 1 x4, 1d XS 00X L X0l v X

P X

- A~

L4 4 ¥4 , xx §  {otfuscatet 3 Mviirdpress sBell pBpunit pEp~ * ¥ |

@Ky

X d DX T xS A A dis x4 T ] T, kK fxs 4¢
T 4T ¢ f@alse Negativer X 4 < 41 AT4 . x 1 x  Palge Positiver 1 | 1St AXL

BTXTHR AL XS X AXS S XX xS x g lds x4 s

® oS4 EAA Xl X x ]

- x < Inktort curl, wget, sgqimap, masscan* Automation. + 1 ! 1 UserAgentsx 1 - X

w AT AK e L« Scoring

UserAgent Analysis

et A Dox s Loxo UserAgentr Pox X141 7 x L Hdeddless” | M4 M 4 X ]

A v T Av v

¥ % 3 dUserAgentr s _ ~ X < 99 1 xS
Fd o8l B4 x0T 3 X RédEptLanguage

D x . x T 3( SJZ-|W,,S

1y T WUskrAgentt "2 4 . |

OV | 1, b 4L *Headers ! 1 s

{1 x5 4 S« xss¢ Eorrelatiomt = * ~ 4D X " I T 4 Automationd UL U4 X .

Meta Webm Googlebot, AhrefsBot, Bingbot X Grawlers. _

DX S 1S S XS SV .
(AllowLis) ¢ 14 _ 41 4Y¥ L

f_oAst AN T Ay xxsq”

D s AllwlistT X T Y TGRS T 4 x| f X 0y xex{ 4 s 4 Tos 7y 17 liglexer

L tEX Bl ¥ xTelémetryt - x 14« = False Positives « _ & & x " Y@ ¢ 8%
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X 1A 3 adls? q4s” £ 34244 Crawerse % | Sd _ AsTAN X | ¥x s
® |~ , ~s X Threat Intelligence

NV

L X S 1X xXGogglebott s ¢ 1 ¢ _ « X4 « 4 87 138 1 s x xxs__ Allowlistt > § |
X 1~ L dZ LUserAgentt - ¢ x o 10 xs*” Alowlistt s L 0 ITSISHD | X T

N >

X T P S $TID Sk A A e b B HTILPR C X x ISl 4 X, x 7

Allowlistt ¢ * < 4 ™4 %a «15_SE@ + 4 % x _ X _ H1x"0d 4 1L + 4xx %4 1
d X « 1 s,

Threat Scoring

Scoringt |, x 7

~

Score® _ x Request | 8 «*L ~ x 14 _s+1 4. 19s]” THreat Scorimy ~ x " v ”
Payloadf : x {1 « <« HITRE 1 94 {1 USerAgentt 3 * * {1 1 ¥ s Y1 . 1, , |

T4 % s L x o Edploitation: * 7 *xReecodnaigsance X 1« B S HX 440 x|
® x X x [s{ I Exploitation x 4s¥ {x"Automation’ * . 13 | $ + % -~

~

r . s X

<

Correlatiormt! x « 4 3 $ ¥y x

Cohrrelation® = x 4 3 4 TXSUSST T X Jidc 450 ¥ 4 X 4L R L X QxS
S _ LY X tpde X 41 2 o4 ™ phpd* 4 2710 GET | « 3Y ¥y i@ « w417
AP VX XX G sKIT g4y | fsxs x Xxy ., JPOSTX |« KX UlerAgent: | 1 #hv
Web Shetk Exploit Scanning 21 _ *Ré&conrnaissanc€Xedential Stuffing x s:¢.._  x € 1Y

> ~ o~

b1 B "H~ . < d " {¥Enumeration

INDICATOR RISK LEVEL DESCRIPTION

Basic enumeration attempt

W
.php LOW for PHP files

ential stuffing

wp-login POST MEDIUM activity.
ctivity

Exploitation attempt targeting

. HIGH
phpunit 5 a known PHPUnit RCE vulnerability.

shell HIGH

Attempt to expos
environment v.

(,1‘ The system analyzes multiple patterns and indicators in each request

</> Eachindicator contributes a specific score based on its severity. =

wp-login + 3] - TOTAL SCORE
o1 The total scc a natched indicators POST

(¥} The final score 0 class| vel of the request.

/wp-login.phpt POST _ «.*x Score* x _i1_Tlustrativeds _ ¥y x 13 . < 4 41 _4sl (]

A@tomationd . ] UserAgent- =~ " 4 st 4Y s

~ A ~
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Highy x xs{x Sosrers o 1 % 3745 x ., ¥ 1 &8 sl x4 shd s Ha 9§ dl” 4.

¢

s 7 x livd b ox o x 7 Sgoring, X T A4 KLsX {4 %A x s |sX s QOfitical ¥

~ A~

® L 1]

el

~ ~ »

TAS ™ WX Es*Xix o 1 XEXT L FR Y xTS iz, s

(Classificatiogy x x {x s

X lHx ) XU X Legr X | XD R ) XT@ ] ] sy oxsx XGRS
« x 8 0y x xHPneypott * * xxx' s X X w | {x *.Marfaged Challenge x " {x"sx 7 4 %
Y 1 S X q4 . ngo?eﬁZ v Y .

SCORE RANGE CLASSIFICATION SEVERITY DESCRIPTION

T i Basic reconnaissance
( "4 ) 5 0 4 low_confidence_probe LOW Low-confidence activities or weak indicators.
v S Minimal risk to the environment.

Suspicious activity
' 4 1 0 0 + suspicious_probe MEDIUM Multiple indicators detected

Potential reconnaissance or probing behavior.

( v j 1 80 + active_scanner af ssive scanning or automation detected.
High probability of attack attempts.

High-risk exploitation behavior detected.
Immediate threat to the system

This classification helps prioritize alerts, automate response actions, and improve detection accuracy
by identifying the most dangerous threats in real time.

F{yz{{Sva-|ZZ-|xvu y x |

~

Active Scanner Detection

"matchedRules™: [

"pattern

Critical Exploitation Attempt

"path™:
"classification”:

"score”

"matchedRules™:
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~ »S 7 $ o, {Téweat Intelligencgé *Deceptiont - * 1 «_ . 1sl: " Hdneypott - | ~ _ _
cle T f Xk xioy o «l use Xteractiont X 4 XX 4w o« X1
© x s UserAgentst Payloads, * | +2d | X 4 47 xixq o p 4% Gox o qssl o ox 7
s XX W% g ostoxo {7 I6s] 4 . . GXedential Stuffing x " X f TR 4 4 Teq x|

BA AN A s 4 s K STelemetryd o XD X X

Deception: * | © x = {ixx & x y !

P AYIGIE Y XX 1 xs  fow® m oy s, I3 AN A4S X

¥4 AT s

Brute Forcet Credential Stuffing x s { ¢ Fake WordPress Login
Secrets |, 1 - 37 4 %X s 4% Fake ENV File
Admin Probing Database Enumeratioh x s {1 ¢ Fake Adminer Panel
ExploitScanning PHP Reconnaissantes s 4 ¢ Fake phpinfo
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Workert Cloudflare Workers,

BENEFIT

Slows Automation

Increased Attacker Cost

Extended Telemetry Collection 3

),

Improved Detection

Deception Enhancement

Intelligence Collection A

x x|
LU I

~

Firewall

% . _ Telemetryt 1 " x Haonéyport - | ~

Events, Security Events = . _

Technologic
'S "X X
DESCRIPTION

Slows down scanners
and automated bots.

Increases the cost of attack
in terms of time and resources.

Enables collection of more
intelligence over a longer period.

Helps identify aggressive
automation activity.

Strengthens the deception layer
of the honeypot system.

X X + 14 noyx o

¥ o« qiyxst | s« Xss X {Observability Logs
X o S Xy R
XL AL, g B X ] IP Address
s W is.x oilsql Country
1 ¢ _ 1+ Autonomous Systemd ~ | | _ ASN
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GET/POSP) _ « ¥ % | HTTP Method
Fingerprintingt - * « HTTR x . © x | Headers

Dox X x ] {*«_Payload

Request Body

X x Threat Scorg

Attack Score

X JZ-|wxsx X 4 .
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XLA

. Detectiond « x 1

Matched Rules

. x5 ICbrrelatiom s s ¢ _

Fingerprint
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XEdge Protection x 7 x ¥4«i 8 D x o 24  WAFR ! THoneypott -  _ 1 s
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o~ s, Highnts 1~ Sxose X ksld .83 L sx 1S 1 s x § .« Téreat Intelligence

Credential Abuse+ 1 ~ Exploitation: X " xIFX .{¢0xxx4 I XX {igs{ x{®$ s
Detectiont - X LX) {4 X< 5 Exposurgg - - 41 ssTidods | {45

THREAT SEVERITY

RISK ANALYSIS & PRIORITIZATION
@) ukeunooo () Risk LEVE [Z) pescripTioN

CREDENTIAL Automated login attempts that
STUFFING may lead to account takeover.

~v| ENV EXPOSURE B MEDIUM Att.empt to Oxpose‘e.nwmnment
variables and sensitive secrets.

Exploitation attempts targeting
known PHP vulnerabilities and
RCE

) PHP EXPLOITATION
RECONNAISSANCE . MEDIUM ( VIET Enumeration scans and
- information gathering activities.

WEB SHELL B MEDILIV Attempts to discover web shells
DISCOVERY * or access malicious files.

GIT EXPOSURE B veDium : MEDIUM Attempts to access Git
repository files.

— 3 Automation activity targeting
XMLRPC ABUSE ; WordPress XMLRPC
endpoints.
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Legitimate Bot Detection
This section identifies trusted crawlers such as Googlebot, Bingbot and AhrefsBot. Legitimate

indexing traffic is logged separately and bypasses the honeypot woflow

const legitBotRules [
{name: "Googlebot" , category "search_engine" , match : "googlebot" 1},
{name: "Bingbot" , category "search_engine" , match : "bingbot" 1},
{name: "AhrefsBot" , category "seo_crawler” , match : "ahrefsbot® }

I

const matchedLegitBot legitBotRules.  find (
bot lowerUA. includes (bot.match)

);

(matchedLegitBot) {
fetch (request);

Exact Match Detection
Highconfidence attack paths commonly targeted during reconnaissance and exploitation

attemptsy

const exactBadPaths
“Iwp - login.php" ,
“/xmlrpc.php"
“ladminer.php”
“/phpinfo.php"
“l.env" |
"/.git/config”

(exactBadPaths. includes (path)){
addScore (100, "exact bad_path" );

Pattern-Based Detection

Searches for suspicious keywords associated with known exploitation tech¥iques

const patterns [
{ value "xmlrpc" , score 60 },
{ value "phpunit” , score 90 },
{ value "shell" , score 90 },
{ value ".env" , score 100 }

I

(const p of patterns) {
(path. includes (p.value)){
addScore (p.score, “pattern ${p.value}* );

}
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UserAgentintelligence

Identifies automation frameworks and offensive security tdols
(

lowerUA. includes (“curl" )
lowerUA. includes ("sqlmap" )
lowerUA. includes ("nikto" )
lowerUA. includes ("masscan")

) {

addScore (90, "suspicious_user_agent” );
}

Credential Honeypot Telemetry

Collects credential attack telemetry while masking sensitive Yata

credentialTelemetry {
username: sanitizeText (username),
maskedPassword maskPasswordpassword),
passwordHash: await sha256(password)

%

addScore (150, "credential honeypot submission”

Threat Classification Engine

Maps the accumulated score to a threat category

(score 300) {
classification "credential_attack or_critical_exploitation”
(score 250) {
classification “critical_exploitation_attempt"
(score 180) {
classification "active_scanner" ;

Tarpitting
Introduces artificial delays for higlisk requesty¥

(score 180) {
await sleep (randomBetween( 1500, 5000));

}

Threat Telemetry Collection

Logs suspicious activity for threat intelligence and correlation

console. log (JSONstringify  ({
type : "HONEYPOT_HIT"
ip,

country,

path : url.pathname,
score,

classification,
matchedRules

D);
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Deception Layer

Returns fake responses thsimulate vulnerable servic¥s

function generateFakeResponse (path, method) {
(path. includes ("wp-login® )){
wordpressLoginPage (™ );

(path. includes (".env" )){
"APP_ENV=production" ;
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Deceptiort Threat Intelligence Detection: * «
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nikto
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PAF w2 x % x4 %41 {7t x__ x256° *PAC! x _ {Cadhe 1|

d4 - vsHst.pyw_ < _ hooks. _callbbacks 4~ | | <X s |'s

filett _ x _ 4 X 4% J AT $ ~» AN J 4 - x 0 x4 5% " wRWTransfer |
M™Mach ports. s 1 « 1 X, H "degkriptors

coxo o lhxes cthredd* vy f 1L s L ot W T X% XS ¥ oqrcallFunc

®™ach exception

X <5 17 ¥ ~iRhonesl4 Pro Mak iPhone X8 + 1 3 | #4714 121 ¢

~

®4 .11

~ ~
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https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/
https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/
https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/
https://digitalwhisper.co.il/files/Zines/0xB9/DW185-4-PredatorAnalysis.pdf
https://digitalwhisper.co.il/files/Zines/0xBA/DW186-3-SpywareIOS.pdf

Technologic

1 * s {Predatont s T 1 "+ 54 4 Yvn,

PAOPointer Authentication Codes
D x 441, xs_. X} { mPAC: +s ¥ { Apple 2088 iBhone XGA12* * L 1

~ < v v o~

Clo X ST, CITOX, PE S 4 W T KKl ¥ X B I X L .Y x

~

@Y A4S, 1 X g s 2] IS IS X oy % RS ] s

~ o~

&KASLBKernel Address Space Layout Randomization
Ly disx | KBSLR X |« y XML 4K oS 4 X8 x s L ¢ {l x 408
FDXd i oo X s e YA S s O K T TS T s X L xS
XA _AWTE L SB L E ST S xS 4700 s s [C slider o x X oy

® _FDGuardNeonRW s « x 167K " 7 X .0 k457 L

FAA sl A s s, 9 1 i¥DGuardNeonRWLY

oS x

¥ LS «d4 e | xRDGuardNeonRW « L 1+ S

Component Meaning

File Descriptor — the exploit involves the

A >

Fo change fdguard np syscall
Guard | FD guard manipulation to set up the kernel primitive
Neon | ARM NEON vector registers serve as the data channel
RW " Provides both read and write access to kernel memory

4w LI L s L £ $hBoke IPgedatort r 4 X AL liadsE o« 4 TS X4 B 14X S5
@ X s X X KA S XRDGUardNeonRW L XL 4 X x X PAC:
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NEON + 4 7 x x7",s

coxor X pdle Y 0 VBV3L 13 128% 1 X b K4 X 411X 1Y » X ARM NEON
.o X" s stiiread® X v L ASS L d . 1 SV EC] e L 4 0 4% X _TESIMD

context switches! . s » ¥ 1 X

~ v

T¢ thread_get_stater

"Mach. _APIst *Yl 4is. I ¢4 ™ K1 «: « % 1 < Predator
NEON -~ 1 4 “teadr ~ v _+54 ~ 1 *4.¥o % X 0<% XwdL~ _ thread_set_state
DX s

. s, X% Sthreadrt X .« L 44 . X 44 _ { pORt: X « X, S{ . 1 thready
20175 « L X 1i0% L X « {”

b 1 32T 4 T L XNEONY » 1« 4"¥ o L 7 A4 X X {x"Predator. __ X | 4 1°s
| x  HPCRFPSR . fHead_get state: « 1 v + ¥ 1 528+ 1« 1.11280 | xpy 9 . x 1«
@A 4 wdbst Avlad 47 4 sy 2720 x L o

o NEON{ » 1 T Y X %S9 §lidr «x 8" oL s {4 %p8sx, s

Ld - X s,’L x4 x R T S8 LD XL IX X s 83 X S o

a ~

@ Cwx pxsT I b 4 P hIoSsEpayloadt ¢ 1 v e 481 s

>

¥ X d islesdx 48 14 Y Ad.s sqp.{C
FDGuardNeonRW: Kernel R/W via NEON Registers

1. Resume Thread Thread hits trap 1. Suspend Thread

2. Set VFP/NEON state
Kemel loads data target addr + data
+ NEON registers
s

> 3. Exception Reply Kemel applies
2. Read NEON data |

4. Resume Thread

3. Suspend Thread ‘

L4

5. Poll 2 seconds:
Read NEON state back
r nfir

G XX T XL AL XX NEON -~ 1 H ¥ 2 X FDGUardNeonRW S X 4 ISIS XA XS 1 Y A 4 s ]
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=Axc-]l

Mach

Xx\\'l -Iqj X ~|_\.X”\
U3 x N theeadre trap: | X « AT Joo1 < NBOM ~ 1 ¥t L 7 S X x {7 x D
XY A Thydpre oL 4 STxE x Xs{ v 4,

© ! ¥ % <Predator.
17 x :NEOM * -

® 1 528s .

Technologic

S v A k42528 « A% 414 4~

P ILAT w s LR LT ] T s L s

.I

~

~ o ~

covs L1 10X966 2406msgh_idd L 4s s x 8. x {i.¥*. xeXception

1 A K A% x| & H Sx79q00  ddF ~ « s

polling- x , « : « X * 4% 414 _ 4~

VFP/NEON * « ¢ «: « » X% {hteadt - +s s _Predator , @ ~: S | 64 I sx
DX oxon ] Lii”v]‘z *~mkax“,|j” xID "ssx x ¢ Kk o o8¢ LA XXA1T 1 x 7 s

T L _saved context | x-S " X NEONE * « : ~» © 7 L 7~ & x X . s _exception

NEON -

1 X170

1.

Uy 4 s

% J

A X T x XS L X ) threadt - | - thbead

d ¥ xR x| ox

FMHT X s 0 X O NEOME * « - «s x x 13 ¥31 polling: | . Predator

@148 486 xx

KNEONY -~ 1 _s{_vi~

Y x NEON « _
® L X 15X 4 BX2r . Cors Al xhyx XX
thread.” « 1”1 Yu-Xs_ A«iusiiy 7~ hlgdL s x "q
Mach exception: x ' xi st€kceptions! ~ 4 x L

DX X {IIx] -I>ﬂ(~”v“~L=v X "XYy: "T[:I,"" 7t X _H-[J
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@a=
sus X9, X21, sexle
(o 4 w22, ™
CSEL X9, X3, X21, NE
STR x9, [x8
LDR wo, [x2o,sex10] ; target_act
8L _thread_suspend
(BZ W, loc_leee3s32c
1
XA
loc_18003832C
STRE WZR, [SP,sex1800+
STR X2e, [SP,sex1808+var_16C8]
NOP
LDR X8, = NOR_record
LDR X3,
STR w23, [SP,#sex180@+var_l4As]
STR WZR, [SP,sex1Beesvar_l4ad]
MOV
STR _14ae]
STR wa, [SP,sex180eevar_149¢)
STR X8, [SP,sex18004va 98]
NOP
LDR DO, =8x200000000
STR 0o, [SP,sex180e+var_l490)
MOV W8, sexdl ;
STR WZR, (SP,#ax1B00evar_d4]
STR w8, [SP,sexiBeesvar_1488)
| ADD t
ADD —dst
ADO X1, SP, #ex1BO®s__s2 ; __src
MOV W2, sexied ; _n
LS _memcpy
ADD X0, X21, #ex130 ; void »
MOV W1, #ex133C ; size_t
8L _bzero
NOP
LDR 00, =@x1320000001.
STR 00, [SP,#9x1808+.
ADD X0, SP, sexibee
ADD X1, SP, #ox1800+__dst
MOV w2, sox2e ;
MOV wi, »n
MOV w, 0
s 1___DK21P0 117Po. Tmach_msqg_header_tijj rtse g @ Right 9 3(mach_nsg
MOV x21, x»
LDR W, [xz0,s0x18] ; target_act
BL _thread_resune
Bz W, loc_10003830C
1 - X X X . .
+ .exception: * x NEONthread_suspend s * 4 > Hsl 1., X ¥DA. _graph: ¥ x 2¥ix { « ]
® *x 421 _polling: « . ttxead_resumedaSendNDR_record
€ = 19;
: menset{ . 8, sizeof( i
¢ da
{
67 —asm { SVC e}
68 if (= )
69 {

] usleeplad);

1 usleep(@x32u) ;

2 us leep(@x32u) ;

| usleepl@x32u);
us leep(@x32u) ;

}

16 = sv3;

bzero( » Ix1474ul;

=(_QWORD =)&msg.msgh_bits = H
.msgh_remote_port = H
.msgh_local_port = H

bzero(&nsg.msgh_voucher_port, @x1478u);

.msgh_size = 5256;

mach_msg(&vsg, 258, @, @x1488u, V16, Ox3EBu, @);

B84 [e] = o;
5 = &msg;
86 T j = .msgh_remote_port;
87 if (( .msgh_remote_port + 1 > 1 || .msgh_local_port - 1 <= OxFFFFFFFD) &% nsg.msgh_id == 2406 & v23 == 65 )
{
83 memcpy | . 1, sizeof( 11 H
3 memcpy [ . 1, sizeof( ));
if ( .msgh_remote_port - 1 < @xFFFFFFFE )
break;
)
else
5 {
o usleepla);

o] = .msgh_remote_port;
38 sub_leeae9eCs | H
99 t rt o= 0}
1ed memset | » 0, sizeof( }H

}
182 ThreadPortBase<ThreadPortweak>: :getNeonState(& » IH
)3 usleep(@);

usleep(@x32u);

—asm { SVC e}
1e ifl = )

1@ {

16 usleep(a)l;

3 us leep (8x32u) ;
) us leep (@x32u) ;
us leepl@x32u) ;
us leep(@x32u) ;

msgh_id ==2406 : * _nach_msg . * ¥lH=10r 1 ~ ¢ xx7"sx 4« irfleeompilation- 1T -NEON -

dhread_suspend * | B&m*® x xVFP « L . 1. _ X

Android Bootstrap Hijacking
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JavaScriptComt PAC gadgets {1 2Y .

s X 3

A

1 4%X 7, X X 4.3 Nxisg | s ) {Predator 3l » § J 4 thooks® 4 < 4 5

@ sy s AL R ] X Isa | iPhone XS | xuZXl  PAG S X1 . 4 1@ X
PloTix T dss o ppd 4 X xXx X {4 H ¥ dPfetlator

>

S . N Applel. ~| X “: %_ “ =M P : S

r 1 4 X <. Apple. _JavaScriptCore ~ ¥ - * TPredatorsx _s__ 41 : A 44 ¥« %
sl 4 A MM PAC 11X

T ,X " 1aS, 1 _d ] *_ 4+ ~mISC ISArrayBuffer:iisSharadd s+ s 1« <« 7 x
Safari _JavaScript

PAC Bypass: JSC Gadget Hunting + 256-Entry Signing Cache
256-ENTRY PAC CACHE

dlopen(JavaScriptCore) 4,096 bytes = 256 entries x 16 bytes
dlsym(“isShared") Entry 0 Entry 1 Entry 2

Strip PAC: & OX7FFFFFFFFF

memmem(pattern, 20 bytes)

callFunc needs signed ptr

CityHash64(func_ptr) - bucket

[ x _ 056> %« .* x1Xx fdachexJS@ gadgetd 1:.x _ + PAC* 1 4¥ x]4 -~
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X, 1symemmend B X

« IsSharedue x * _

oA

i 45 0%1000 4 x

Trx

205 ‘Yadgets

1Predator

Y { 201 . xsuuXXIs( { x |
Bytes ARM®64 instruction Purpose
30 02 c1 DA PACIA X16, X17 Sign pointer in X16 using X17 as
context
E8 03 90 9A CSEL X8, XZR, X16, EQ Copy result if valid
1F 01 00 F1 CMP X8, #0 Check if signing succeeded
EO0 07 9F 1A CSET WO, NE Set return value
C0 03 5F D6 RET Return signed pointer
Lo XU7- x| XIGT T X o s ¥ 7 %Y ~ 1 X17 PACIA X16 ! x «
s | XPledator XA At X16T s 1 1 1 x .+ séd * x 1 PACI % H x discriminator
S XA A% x4 HH S
®a=
ADR X25, _gadget_pacia
NOP
LDR x17, [x25]
CEnNZ X17, loc_lee018834
L*I
CXZNE
MOV WO, #8x32 ; '2' ; useconds_t
BL _usleep
ADR X0, aSystemLibraryF_3 ; "/System/Library/Frameworks/JavascriptCo”...
NOP
NOV wl, #1 ; __mode
BL _dlopen
NOV X23, X®
MOV WO, #8x32 ; '2' ; useconds_t
BL _usleep
e.74 X23, loc_leeo18s24

L

|
Y

®@a®=

X1, azZnk3jsclijsarr ;

loc_100018824

NOP

MOV X0, X23 ; _handle

BL _dlsym

MOV x23, x®

BZ X0, loc_lee018B18

1

@®a® [®a =
MOV WO, #ex32 '} useconds_t
BL _usleep loc_100018818 ; useconds_t
MOV W, ®ex32 ' i useconds_t MOV WO, ®ax32 2
BL _usleep BL _usleep
AND X0, X23, #exTFFFFFFFFF ; __big MOV x23, »
ADR X8, xmmword_18@842ABC
NOP
LDR 00, [xal
STR 00, [sP,#exzce+child_act]
LDR w8, [x8,#({dword_108@42ACC - 0x18@042A8C)]
STR w8, [SP,#@x2ce+var_2ael
ADD X2, SP, #8x2Ce+child_act ; __little
MOV W1, #ox10e@ ; __big_len
MOV w3, #ox14 ; __little_len
BL _hermen
MOV x23, x@
NOV wWo, #@x32 ; ‘2' ; useconds_t
BL _usleep
8

dlopen(JavaScriptCore)tache gadget_pacia~ 1 butigett | 1- .

dx14 n'emmem(pattern) Hlsym(isShared) H

1mwefotePACIA x TDAL _graph: v x BYix 4 « ]
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132
133
134
135

136

138
139
149
141
142
143
144
145
146

148
149
159
151
152
153
154

155

v1E = gadget_pacia;
if | !gadget_pacia )
{

us leep (8x32u) ;
v19 = dlopen{"/Systen/Library/Frameworks/JavascriptCore. framework/JavascriptCore”, 1);
us leep (8x32u) ;
if ( vig )
{
v20 = {unsigned __int64)dlsym(v19, “_ZNK3JS5C13JSArrayBufferBisSharediv');
usleepl{0x32u);
if ( v2o )
{
us leep(@x3zu);
2(_O0WORD #)child_act = xmmword_l100842ABC;
vid = -598416192;
v19 = memmen({const void +)(v2@é & @x7FFFFFFFFFLL), @x1088u, child_act, @xldu);
us leep(@x32u);
}

else

gadget_pacia = (__int64)v1y;

L3 e L D BRKBJISC13JSArrayBuffer8isShargdBv Hlisym dbbpentdecompilation- 1 -~gadgett | x| @¥1x]4 «

@ammword_100042ABE: " | 1 x 3 204 ~ XxRATIA gadgst: 1 "+ memmem

0000000100042AA0 45 6E 61 62 6C 65 72 39 73 65 74 75 70 48 6F 6F Enabler9setupHoo
0000000100042AB® 6B 45 76 45 33 24 5F 31 00 00 00 00 KEVE3$_1....0...
LIS UL VI FS 03 90 9A 1F 01 00 F1 E0 07 9F 1ANECERET S
0000000100042AD@ 4E 53 74 33 5F 5F 31 31 3@ 5F 5F 66 75 6E 63 74 NSt3__110_ funct

1" % x i Xy IPACIA X16, X130 02 C1 D&Y 1 : 20¢ *gadgett : 1 " :*<5 v { .0X180042ABC * x ‘hex* ¥ x 7¥:x { « ]

@ v LA X X s

Py
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x X256, PAC x _ Aicache3Y .

LY~ thréade * . { x "eXception ports ~ | wtBead: ~ 1.1 remotePACIA S « 11 k
L _callbacks, x X A1 . * 2% 18 x {7 J4F] { L sSP

~

< Xt s* gadgett - . - S
X e A k9 4k, 45X heoks,

« .S X X 1 x TR o

~ ~

A sd s LAy B, B 44 0 % AT 12560 __cacher x 1 i+ s3 " Prédator
Y ox b %xs 1 ¢> 30 syl 47 idY  hogk. _ « K x T KX s

Parameter Value

Notes
Cache size 4,096 bytes 256 entries x 16 bytes
per entry
Entry format [signed_PC, signed_LR] 8 bytes each

PC discriminator  0x7481000000000000  |Program Counter signing

LR discriminator 0x77D3000000000000

Link Register signing
Index cachel[16 x (flags >> 24)] Top byte of CPSR flags
Hash function CityHash64 (Google) eaE haslg?kaup;bucket

Lo tu s x5 3 O x Ix] x LRY x XPCx x % 4 | .discfiminatorst _ x _ A
@ X NN {Predatorr Apple! .« defensein-depth ™ x " % s 4l <4 d 010

Lob XXXy x

. acher Iix « 512« B P56 !X . vem6tePACIA * « 1 ~ «
@aches © x 41 1 4 {738 x+«Mookit: x«d HD xsHALH " X

X « 1x% 4 .. xgallFunc4y -

X

L X BB TRk 4 € % A E X XCH o L xPredator. 4 .« 1 X ¢ ¥ X galiFunc
X% X L4 "1 X 41 44 Hithneadit * . L s 4 . L *Mach exceptionsPAGE cache: -
ROX5+24 17 \{6;k ¥YSX{v o « A” 'P(x>|_\|_x N S

~ ~
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Mach ~ « 1 Hreakpoint .

threadrt * -
o8t 4 0 xXdd  trojan thread® s x

=

”

0x10000B028 * x :s]4*. « " ¥ s] 4 ¥ .d®emote Procedure Call 1 , _

ROF .~ 5 _T1raskROPDevOffji s L

Technologic

L X1 " 4y disev | eXceptiomt - o~ ¥

 +S L qekceptiont - X x r@ T % H 7 X

X2 Osx {1« F X« § | ¥ bréakpointt s ~ ¢ § X
« 1 Xs.v 4 .4« X reushble™ x ".¥ "4 1sql 4 ¢ X

XSX 4 ", X{x*Il,

v v

Y  ,xx” Developer

~ 1 x L] 45 s*! *x(Hredatori _ 1

117" ¢ trofan thread
~callFunc @ <
LR® PGt 1 1 - + PAG¢ cache

" . om S« TASX” X

~ Xexcéptions

. 1S,

v ~

o<

® " Ard1)

r”

i * pbisonLRyy x s , ¢ ] % x 1 |
L L X Predatort | Texception
X iAo

X X, XS« Y X K

~

Mode s *+_ 4 » 4. x1% 7"

a ~

R

A ~

24 LABEL_33:
bzero{vid, exleedu);
Log::LogManager:: Init{ | H
ol v)&rsgle).msgh_bits = “callFunc: building PAC cache
«l +)&msg (@] .nsgh_remote_port = 34;
»l *) 8 "..."
0] = 4;
sub_l0G00BAAC(e, “TaskrOPDevoff.h™, ““, 451, » BvO2, )i
= | * INSTaskROP: :WithoutDeve lope rMode : : TaskROP<FDGuardNeoniw>: :signStatel
( ) B
(int)&
1024,
o,
H
if ( ) &1 =090)
{

Log: :LogManager::Init( 'H

=l +)&ms3[0).msgh_bits = “Statement signStatel&data, key, sPoisonLRForTrojan, NULL, &ache) fai

o(_Qw +)&r 50 [0).msgh_remote_port = 74;

gOto LABEL_4e;

)
» +1&rsg10).nsgh_bits = H
mencpy (6053 [0].msgh_remote_port, » Ox1000v);
sub_lee00As7e(&v 161751, . ;
Qoto LABEL_35;
if ( wu32le] < 2uL )
{
= ol W29 - 1L
while ( 1)
{
= ni
if ( == )
if ( [2] = )
goto LABEL_38;

)

else if ( (vis & ) 1= )

{

9ot0 LABEL_33;
= 0 +)w
if (! )
9oto LABEL_33;
)
}
while ( 1)
(
= il
if e == )
break;
if ( »= ol & )
a= ol _Qw “)&v29;
if ( 1= )
9oto LABEL_33;
LABEL_23:
= (_O e
if (! )
9oto LABEL_33;
}
if 2] t= )
goto LABEL_23;
LABEL_38:
memcpy (79, ¢ 3, ox1000u);
= ArmgdState: :getFlags({Ar LR H
= ) + 16 » HIBYTE( IH

= ol w)vas;

s ( wlal(_ow ) 1)
Arméastate::setFlags(( sl&vse, & OxFFFFFFF1);
Armgastate::setPCl( 1)&vse, 5
Ammgdstate::setlr(( &S, H

= y +)ExceptionMessage<s, 7166u, 2147483650u 1>: :Send (&6 1, & )
if 3 ) &1 t=0)

return 1;

256~ tache: x "{*IsignStateé ~s . 1 s 1 . « 'PAG} eache* cache miss
LREPC - | ¥ .1« gBFlags>>24% - o 4 Xsf 441

« * lcache hit (LABEL_885 - ~

S » « 1decompilation- 1 ~callFuncB~ x { « ]

_ABEL 38 x _ X

dExceptionMessage::Semdt ~ 1 A sp3 | % 41 4% setPClsetlR x |« ~
Android Bootstrap Hijacking
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FAd AT A 414 X+ ARWTransfersy -

ox 3 4,1xsC01vy s " yatched v ¥ | 4.0,8 7 4% ix ]{Predator. s ~» x 1« 14 1., + s
1Y X _1+X.$4X7 s Kernél R/IW 4 watchent v @ x* s 4 < helpeod | 41 s ¢
¥ €ss{ s - ORWTransfed @ v 1 « Helpérge + W «

RWTransfer: Sharing Kernel R/W Across Processes

WATCHER KERNEL

Wait for mach_msg

Send FDs + thread port

® 1 1 A7 Kénel RAIW x L xx ]I {RWTransfer x « x 9¥xx.{ « ]

Purpose

Identifies RW transfer

Transfer 0x998B3D24 structure in kernel
magic
‘ memory
Port guard 0x9991AF84 Applied to Mach receive
port
File Created via
dssefiotors 200 FDs to /" change fdguard np
P ‘ ‘ (guard=100)
Thrgad AT T Dedicated thread for
creation = = = transfer
Delivery mach_msg FD array + thread port

sent to helper

e X A3 1t wse T, 4 q loffsétslrd, LY o WX XX 4~ * Wwatchent
| 1% s5d 1 port® X € J. 1« ¥XIPGt* 1 .5 = 1. 1« hElpent . _taskt s " X

file Mach portst _ - 1 " 1 usxq_ AL * o *"K soPredatort -~ - X | £ 1 %] *s{ ] . s

~ ~

dhreadd * . "X X, XX {dEseriptors

Android Bootstrap Hijacking
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ObjectiveC: x I x © < 1 x5 x . 6Y -

1o ssuX Hes v 1 830 x 4 { o sObjéctiveC: ! x ‘hgok,K - *.] 1Predator- _ + |
T 0 xiuxy o yld shared cache 1 x % oxDox I ox Loxo t@ 4 rontime: x ¢ ood »

ASLR slidas: * | % 4} « dred & td 4], %4 XBRQEX D X ) 4w S ES X x D
« X 15« 1 ObjectiveC runtimgt =~ x ~::. _.> «s .« {Predator™ |1 v s Iuwi!l ~ 7

Y o_o_ooxlo 48 x X x5 g x mixx s 4 4 4% e@llFung x| v v X
Stage Runtime function Purpose
1 sel registerName (methodName) Convert method

name to selector

2 objc getClass (className) Get class object

3 class _getInstanceMethod(cls, sel) |Get Method structure

Get implementation

4 | method getImplementation (method) .
- pointer

*+y 81 . x yedche PAC HMach exceptionplpelingt « H -~ 1 ~ * callFunc ~ 4 v &
X Lo, XOOR YT XTIXT 10 ] XX T 4 X Lt s* 4 o x . tHP&ad

shared cachm , *x 1 :
® {1 1 +ASLR slides« : x "xx{Isx{. ] Xi,Xx 4s xk X X 37Is]|Xs

~

X w L5f 4 210 4.4 SHAX ALY,

~ v v

iOSkerneft * 1197 {1 1SbG - b3 L XX #Phoned | ¥ KX 7 Ip " o 4s¥x 4.,
® 7 P Dffsetsy A2 I 0 1, x 4~ - = ¥ Predator bdilds

~

Class SoC iPhone models Count
0 A12 Bionic XS, XS Max, XS Max (China), XR 4
1 A13 Bionic 1, 1 Pro, 11 Pro Max, SE (2nd gen) 4

3 A14 Bionic 12 mini, 12, 12 Pro, 12 Pro Max 4

' 13 mini, 13, 13 Pro, 13 Pro Max, SE (3rd), |

4 AT5/A16 14,14 Plus, 14 Pro, 14 Pro Max

9

~ v o

Dead . dSICBE 1S B Pk Lk AN el 4 ]S bS] X
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XORE - X « X]xx ”s

~ A >

IerZd Jor i 0 Ardh ) X 3sd xs 0 e L IBL X {Y X dBBompilation. ¢ 1 x s
vl X iU uhameT: + ¥ 4 0« XORES x |1 XASCIFs x ¢ x 4 ¥ X% xd L
s x % v . X IAXOR X « xIx_ ¥ |, 1. iPHonel5,3 | ¥ X.F{L_ lL_S” x 5SS

r S 1 "BHp ¥ ASCH x 0x332@ 15hH- x ASCH x0x3531-Y1 | A I +® %4 | Fs« .
@  1iPhone vs s ¢ x .8 Hdecompiledt 1 . 1> 1 illi®e-endian- {1 =1

Y. 4 € . x [7*xX . & 85sy x | |

gword_1000491A0 ~ y "iPhoneXX"

(char *)&qword 1000491A0 + 3) ~ y "oneXX,Y"

iPhone 14 Pro- _ *miBhonel5,8t - _ « ¥ 4 _ I sx ., E <« XORe © X « 4 X ., « |

Yax

1 [_1nt64 __fastcall VersionDispatcher::0ffsetsVersionByDeviceInit(VersionDispatcher *this)

2 {

3 if ( !(_BYTE)qword_1000491A0 && uname((utsname *)&ersionDispatcher::m_uname) == -1 )

4 {

5 usleep(0);

6 usleep(@x32u);

7 usleep(@x32u);

8 LABEL_27:

9 usleep(0);

10 return 5;

11 }

12 if ( !(qword_1000491A@ ~ 8x3531656E6F685069LL | *(__int64 *)((char *)&qword_1000491A0 + 3) ~ @x332C3531656E6FLL)
13 || !(qword_1000491A@ ~ @x3531656E6F685069LL | *(__int64 *)((char *)&qword_1000491A0 + 3) ~ @0x322C3531656E6FLL)
14 || !(qword_1000491A@ ~ @x3431656E6F685069LL | *(__int64 *)((char *)&gword_1000491A8 + 3) ~ 0x382C3431656E6FLL)
15 || !(qword_1000491A0 ~ @x3431656E6F685069LL | *(__int64 *)((char #)&qword_1000491A0 + 3) ~ @x372C3431656E6FLL)
16 || !(qword_1000491A0 ~ 0x3431656E6F685069LL | *(__int64 *)((char *)&qword_1000491A0 + 3) " 0x362C3431656E6FLL)
17 || !(qword_1000491A0 ~ @x3431656E6F685069LL | *(__int64 *)((char *)&qword_1000491A8 + 3) ~ 0x352C3431656E6FLL)
18 || !(qword_1000491A@ ~ @x3431656E6F685069LL | *(__int64 #)((char *)&qword_1000491A0 + 3) "~ 0x342C3431656E6FLL)
19 || !'(qword_1000491A0 ~ 0x3431656E6F685069LL | *(__int64 *)((char +)&qword_1000491A0 + 3) ~ 0x332C3431656E6FLL)
20 || !(qword_1000491A0 ~ 0x3431656E6F685069LL | *(__int64 *)((char *)&qword_1000491A8 + 3) ~ 0x322C3431656E6FLL) )
21 {

22 return 4;

23 }

24 if ( !(qword_1000491A0 ~ 0x3331656E6F685069LL | *(__int64 *)((char *)&qword_1000491A8 + 3) ~ @x342C3331656E6FLL)
25 || !(qword_1000491A@ ~ 0x3331656E6F685069LL | *(__int64 =)((char *)&qword_1000491A0 + 3) ~ @x332C3331656E6FLL)
26 || !(qword_1000491A0 ~ @x3331656E6F685069LL | *(__int64 *)((char *)&qword_1000491A8 + 3) ~ @x322C3331656E6FLL)
27 || !(qword_1000491A@ ~ @x3331656E6F685069LL | *(__int64 *)((char *)&qword_1000491A8 + 3) ~ 0x312C3331656E6FLL) )
28 | {

29 return 3;

30 }

31 if ( qword_1000491A0 ~ 0x3231656E6F685069LL | *(__int64 *)((char *)&qword_1000491A0 + 3) ~ 0x382C3231656E6FLL
32 && qword_1000491A0 ~ 0x3231656E6F685069LL | *(__int64 *)((char »)&qword_1000491A0 + 3) ~ @x352C3231656E6FLL

33 && qword_1000491A0 ~ 0x3231656E6F685069LL | *(__int64 *)((char *)&qword_1000491A0 + 3) ~ 0x332C3231656E6FLL

34 && qword_1000491A0 ~ 0x3231656E6F685069LL | *(__int64 %) ((char *)&qword_1000491A0 + 3) ~ 0x312C3231656E6FLL )

35 {

36 if ( !(qword_1000491A0 ~ 0x3131656E6F685069LL | *(__int64 #)((char *)&gword_1000491A0 + 3) ~ 0x382C3131656E6FLL)
37 || !(qword_1000491A0 ~ 0x3131656E6F685069LL | *(__int64 *)((char *)&qword_1000491A0 + 3) ~ 0x362C3131656E6FLL)
38 || !(qword_1000491A0 ~ 0x3131656E6F685069LL | *(__int64 *)((char *)&qword_1000491A0 + 3) "~ 0x342C3131656E6FLL)
39 || !(qword_1000491A0 ~ 0x3131656E6F685069LL | *(__int64 ) ((char *)&qword_1000491A0 + 3) ~ @x322C3131656E6FLL) )
40 {
41 return 0;
42
43 goto LABEL_27;
44 }
45 return 1;
46 |}

X € xia X % uhameg)- x| . 1 X4l X fdecompilation. 1 -VersionDispatcher::OffsetsVersionByDeviceliit- x { « ]
X TXoxse® 8504 49u | p " _XIBS L 44D, X 15 4% XDR X X
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Predator iOS: Complete Post-Exploitation Chain

CVE-2023-41993 via JSKit

‘ KERNEL R/W
FDGuardNeonRW established

3

JSC::isShared gadget + cache
callFunc via Mach exceptions
RWTransfer: 200 FDs + ports

findRemoteObjectiveC + hooks

w1 Xy P AX" x _Lwx,os{sk s postexploitation: ~ _ ~1Y¥- X 4+ ]

xop P 4 s 1 L s Ko M 0 ok D e K e IS Xt e

11, x7 v Predatord © 4 4 e X X0 T X w8 5K xsiv {yf I f,

-

Pl xFLs €y dxl

FXol A

v

Dox syl K3 H X X _ % 1 ARM NEON _+ 1 4 »+x41.+1x{ d ¥ ¥ EDGuardNeonRW
X s Xs| 1[4 8281 S v 4 A T AP has s 4 FA, X . | owd X X

v ~

~

®redaton. _postexploitatiortt - ~ ¥  J&£x 4 Iw14 4 7 polling: x %

A v T~ A

AT IS Y il v e s kA s A HY 4 s 4 1PAGE S 1~
s _ JAppler _* X . Y gadgets 11X v L@ NSOUAN W 4 w4 W« XA ST 4w L
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Kernel: _ 4% * ‘@ {4 .01x x24I psg i s« XK X ) fsTx”y?”
©ox o, x X _ {file descriptorsMach portst - 1 " 1 54 4 X 4w Bl ATLIRIW
dq xhk_xt{ b7 s s o mthreadd * X% < X

~

~

POSt 1 1 TISXR 4 f L X 4L XL RS 4 IV XD X e b d Ay A .

Pl S M Lo e S L LIS T VI 4 7 XX . i X Loy < eEploitation

X 4 X L1 S X Lshq Sx 1% x gttestation s X X ¥p ALl AXeee S oL 1SS L1 ¢
® .4 _ L_S"IXH4¢ Ik _ o4 x” joutofband. x 1T ¥+

~

M® WEYT ¢KNBRGGIGPNDAS Y& { §-Analfsk TecHniguB2iO@E Sy i SR

Spywar@ € WI ydzZt NBE HAHC

H® WI YT ¢ HoNBredator Biyvdaie Def@ats iOS Recording Indicadrs CS o NHzk NB H A HC

o® D223ftS C¢CKNBII{ LWGBAZ VWIS Yy O&I DNR AT ®aye Ay3IY Ly
Exploits ContiniE¢ 5 SOSYOSNJI HanHp

4. Apple Apple Platform Security Guide

XU, L

Jamf Threat LalisResearch blog and additional publications

https://www.jamf.com/blog/category/jamfthreat-labs/

PR ST

~ N

Y 1« | dahfiVPResearchr = . % 4 7

https://www.linkedin.com/in/nir-avraham95b96b3
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https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/%C2%A0
https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/%C2%A0
https://www.jamf.com/blog/predator-spyware-ios-recording-indicator-bypass-analysis/%C2%A0
https://cloud.google.com/blog/topics/threat-intelligence/intellexa-zero-day-exploits-continue%C2%A0
https://cloud.google.com/blog/topics/threat-intelligence/intellexa-zero-day-exploits-continue%C2%A0
https://help.apple.com/pdf/security/en_US/apple-platform-security-guide.pdf%C2%A0
https://www.jamf.com/blog/category/jamf-threat-labs/
https://www.jamf.com/blog/category/jamf-threat-labs/
https://www.linkedin.com/in/nir-avraham-95b96b36
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https://he.wikipedia.org/wiki/%D7%90%D7%9C%D7%95%D7%A0%D7%96%D7%95_%D7%A6%27%D7%A8%D7%A5%27
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10w ofs I f o dxg i g x { . first-cdass citizens | © | X« _
Px o s o4 ]l ~ 4> s s141>
.CNumber _* 11 +4"xo" x 4{A

Fd,x 041 e, 1 " ST CNMumderd , S o - xS

v | X L ‘I ”ngas J uva X,,” XT’VV"" L~" X _I . . .0,

., *float32 string v, 4 7 x -7 x4 1 s I x {s

1 XCNumber, s 4 <7 x X AN ¥yx o1 . o«

R s ¢ e X X
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one = Nr (\ fx

two = Nr (\ fx ->f (fx) )
d A ) s’('jq= X « S X 10X . X
. L S {4."« "sx T x x 4 ], ., X X ” ,=x « , S = x x4 ]
Ce ST D x4 e o xEsx T ]G Clumbety, x. o x b o x T o
S]] s 6 o X IIx]" 8.4 Ss¥Xsx I X k" 2y o 4 . X s

eval CNumber

->fx )

Int

eval (Nr Cn Cn(+1) O

-L s L1 5kl%

IR BN I (IS oL voevald A4S xSy

succ CNumber CNumber

succ (Nr Cn = Nr (\ fx ->f (Cnfx ) )
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17 adde 2% s x| b dox,

S e XX T D4

LX X H R8T, 4.~ . s L _ CNumbefs1s: «: <.CNGmbernxx = 1 .

add :: CNumber-> CNumber-> CNumber
add (Nr Ca (Nr Cbh = Nr (\ fx ->Caf (Cbfx))

T0s A4y X7 x s@xesd Ay Xs1%sp £y 4+ .« CbxCa_ _14+75"

Ca*r 4. ¢ X" 111 _Q ¢ O+

~ o~ ~

L e A4 D X T ! X T e 4]

x4 0T x Cas A se” xin 8l LK Ty
'+ « X .NrCbuisdudcx « L4 SL 1

W p-~ ¥ .CNdmbes ‘-

@~ ¥ CNdmbers . QG*x . _

add :: CNumber-> CNumber-> CNumber
add (Nr Ca (Nr Cb = Casucc (Nr Cb

add :: CNumber-> CNumber-> CNumber
add (Nr Ca = Casucc

SLA L X" IYS

1., sCh* vl P X w4447
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mult @ CNumber-> CNumber-> CNumber
mult (Nr Ca (Nr Cbh = Ca (add (Nr Cb) zero

T T T R

¥ « 1 1{CNumbes

DL CNumber: s <l s 4 .add (Nr Cb)1 s S~ . x s

.5

(rdQsucc L . s NrChid. 1)
. Y CNumbers zero L | T R T4 OF ool S I | IS
A I D e S
Pk Ax @suee” T« r 4L dadd(NrCh)” 17 v s L
e X T X 40z 1 _ssudc . x T s
Oz M~

RN N O

J "”X“L L-IY,,: J |SX”‘\XSS S . .. S \.4,,"1\.\.

mult :: CNumber-> CNumber-> CNumber

mult (Nr Ca (Nr Ch = Ca (add (Nr Cb) zero

rdo,x 41
S_I_Inx _inx
*xo T ox 7
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https://sophies.dev/blog/church-numbers/
https://sophies.dev/blog/church-numbers/en/
https://www.codewars.com/kata/546dbd81018e956b51000077
https://sophies.dev/
https://github.com/SophieSaiada
https://www.linkedin.com/in/sophie-saiada/
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https://fungun.top/ecd/
https://github.com/UnrealKaraulov/EasyCheatDetector/releases/
https://fungun.top/ecd/list/
https://www.digitalwhisper.co.il/files/Zines/0x34/DW52-2-Reversing.pdf
https://en.wikipedia.org/wiki/Virtual_machine
https://github.com/UnrealKaraulov/EasyCheatDetector
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PRl
©asy Cheat Detector H ®YHHOT ¥~ | - ¥« ¥ X 1 SY. s
XS KL L XSS s € 4T X sX TIx o XT o XX{ X L% s: ssS i { T x w“w X% s
s " I x$ s U " {{x"¢ x7,X]x Resources xx | 4 ~ 53 {<1x APIss ¢ {pEcked
s xS M XX L x Ig ] 0% 4 L fsY_ {41 ¥ L A dASs L _GIGPR | _¥x I |
$o” 1 x isx " L s s s ] .
P2 PO 44X sg{l o q 1« IX Detect It Easy (DiE)@tect It Easy « 4 * | _ ‘1 _ks_ 1
1x 43 %*y ™ P 1 b b7 st AXT 1 TR S XN L % X s
XY X X XA X X G XA X D A T T x4 T, x <
S « . smpdO& Linux VlBindowst « 23 _ » x 1L |
Detect It Easy v3.11 [Windows 10 Version 2009] (x64)
File name
:=| C\Users\user\Downloads\EasyCheatDetector\EasyCheatDetector.exe
File type File size Base address
PE32 v 8.24 MiB 00400000
D Fileinfo = Memory ma L= Disasm ] Hex [ Strings
ry map g
f MIME P visualization ' Search #Hash ":%'Entropy
Ore f= Export | |%]Import = Resources
Sections Tirmne date starmp Size of image
0006 (=3 2025-10-19 04:57:13 00856000
Scan Endianness Mode Architect
Autornatic v LE 32-hit
* PE32
Operation systern: Windows (Vista) [1386, 32-bit, GUI]
Linker: Microsoft Linker (14.36.33219)
(Heur) Compiler: MASM
Compiler: Microsoft Visual C/C++ (19.36.35219) [LTCG/C++]
(Heur) Language: C
Tool Microsoft Visual Studio (2022, v17.6)
Sign tocl: Windows Authenticode (2.0) [PECS 7]
(Heur) Debug data: Centains [Portable PDE (release]]
* Overlay: Binary[Offset = (x0083a200, Size = (x2188]
Certificate: WinAuth (2.0) [PKCS #7]
] XSFE XX K ¥« 1SSXXT . 0§ X Wi o1 1 1~ X X35 8 i sy.sx {1 « 14 1., +« s

ST s Y KR XX TS xx N XDIEF® 1T 4 T X 4 L4 d ] e B x
Y x5 4 J 0 %H & PFwCpmpilersr 1 - | Fadkerdr 1 ¢ SX < 1§ . 1 ox " x
Fde %, 1047 X
Anti-Cheat
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https://en.wikipedia.org/wiki/Executable_compression
https://en.wikipedia.org/wiki/Executable_compression
https://learn.microsoft.com/en-us/windows/win32/debug/pe-format#import-directory-table
https://learn.microsoft.com/en-us/windows/win32/debug/pe-format#the-rsrc-section
https://en.wikipedia.org/wiki/Self-signed_certificate
https://en.wikipedia.org/wiki/Self-signed_certificate
https://github.com/horsicq/detect-it-easy
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Imports

YoXd o s fhaw 17X #% X 41 XTI {3x 48X ¢

.4y ss « 1 g LoadResourceFldResource: Y« 1 « « Resouréet + - X « S
o n KK+ 1KIKbWagic numbert 1 | 4. x s0Cértificater __ 1 S + ~Resourc& « . _ " s
« * 414 (! PEXImportCertStore 1 « « ¥ ¥ ¥s { | x ¢ {7 v*Certificatat P @ 6
Certificate
FindFirstFileEx SEtFilePointer ReadFile (eateFile - Y« 4 « « FZ¥ { %« - X« - 8
oA X AR sy 48 o d Y L 1 LTEiddNextFile
GpenProcess NEXxiD Rrocess FEsD Rrocess -Y< 4 « « "v® Is{ s 2 2 x| (s

_t 1 . mReddProcessMemory\riteProcessMemoryVartualAllocEx VEtualQueryEx
@1 oasdAosi st {x RS A es hsy x4y
DpenThread Thread32Next Thread32First -Y< 4 « « "TAreads + , + X « 9§ s
®witchToThreajgResumeThreadEtThreadContexGetThreadContext
ReqgCreateKeyEXREgENnUMKeyEXREQOpenKeyEx : = x 4 ‘Registry v . * x « s
r 1 L *RéedSetValueEXRegGetValueRegEnumValueRegQueryValueERegQueryinfoKey

Lot oAl L 2 x b o x ] o 3 T X Ix Xq e

s s " ] x I s

QueryServiceStatusExIpenService @penSCManager : - X {1 SErvicesy s -« *x « s

T% 4. d -0+ x4+« 1L EhumDependentService§hieryServiceConfig
& 1. v 1 1Services

WaitForDebugEvent DebugActiveProcess Y« 1 « « "DEbugging + ., - X« s

_ 1 v ¥ lsBebuggerPresentCheckRemoteDebaggrPresent ContinueDebugEvent

®@ebugging 1 * 3 %] _1_1L15 Pebugging x « 1 * 1
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https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-findresourcea
https://learn.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-loadresource
https://learn.microsoft.com/en-us/windows/win32/api/wincrypt/nf-wincrypt-pfximportcertstore
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-createfilea
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-readfile
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-setfilepointer
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-findfirstfileexa
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-findnextfilea
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32first
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32next
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openprocess
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualqueryex
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualqueryex
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualallocex
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-writeprocessmemory
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-readprocessmemory
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-thread32first
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-thread32next
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openthread
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-resumethread
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-switchtothread
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regopenkeyexa
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regenumkeyexa
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regcreatekeyexa
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regqueryvalueexa
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regenumvaluea
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-reggetvaluea
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regsetvalueexa
https://learn.microsoft.com/en-us/dotnet/framework/windows-services/introduction-to-windows-service-applications
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-openscmanagera
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-openservicea
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-queryservicestatusex
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-queryserviceconfiga
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-queryserviceconfiga
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-enumdependentservicesa
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-debugactiveprocess
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-waitfordebugevent
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-continuedebugevent
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-continuedebugevent
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-checkremotedebuggerpresent
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-isdebuggerpresent

X "] dxX"e x

(hacked client?)

Antihackexecutable is corrupted!

ECD ANTIHACK RULE

ECD Antihack binary is corrupted.

FUCKINGHACKERS

THIS CUTE BEAST CAN PROTECT ANTIHACK EXECUTABLE FROM BAD HACKERS
This antihack tool now support next games: Minecraft (not all clients!), RUST (withot EAC), CS| 1.6,
SOURCE, CS GO, CS 2

[SELF PROTECT] Found critical error.
blackbone

tao::json

1" 's .7 ¥ sk _ SelfProtect™ X "SY"™] X 4 S 5ox S x T8 4 T

> PN ~ ~ ~ ~

blackbone: € X . T xS« Tl 4 MxX @ KT ks x T iH s L7 sx®W % ) o« x ]

~ ~ ~

@Al A 3% A s I8 s x s oy oy x wX ol s 9 4 x

@OJSON _ X | sX{"4 ._ X % % ¥ | s.0% 0%, X § L X

v~ ~~ A .

1o H e x x4

s 4 4P s 1g@2dbg ~ 4 X" Ad P S KOAPIG X . _ 41,81 s
CoL IS s X X ] s T s ] I L 1T Y s TSIT D K R L,

DX ., k57 | xSEan 1 15F 1 X i s s X 7 s X 4 sl 4 |

vAA <

EasyCheatDetector 2.74[OFFLINE CODE 303]

O
7.

EasyCheatDetector

No network connection,
Error code:303
Can't save offline report because sandbox or debbugger found.
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https://github.com/DarthTon/Blackbone
https://github.com/taocpp/json
https://hex-rays.com/ida-pro
https://x64dbg.com/

Technologic

1.8@ T, C%0 17 X fse T« o sx 44T, xieX0istx ], 3 X 11

> ~

17 ,7® ¥ssv {¥. «¥ 1 .8 | MessageBo® 4 « « 7 x ¥ LT o NT XL 1S

> ~ A ~ o >

X, 1 MéssageBox Breakpoint 1 _DEbugger

EasyCheatDetector 2.74A[OFFLINE CODE 303]

n't save offline report because sandbox or debbug

n't save offline report because sandbox or debbug

003C5009| return to easycheatdetector2.003C5009 from 777
002700DE| easycheatdetector2. 002700DE

23518070|L"No network connection.‘r%nError code:303\r‘\nCan't sa
01BEAATE| L"EasyCheatDetector™

00000000

(> D S (R |_x|_XX“|_A-||_-| - S L ]

> A

decompilationhs « s x b 4 9§y <4 | SADAPraf ! x <1 <15, T o4 d 47

v ~

s 4 v w7 s DA, T Sox Xixxqs 19 ] 18« | flilyre too big function
F 1« IM&s8ageBog 1 « VXXX v d AT D 4 oS L T 1Y s T s

>~ A

Y AL rHr s |

else ifl( byte_6E97AD || byte_6D292A || byte 6E97AF || v7129 ) I
{

V2935 = sub_246430(dword_6E9854);

V2949 = sub_2219C@(v8498);

V2948 = v2949;

vB8896 = @xC30;

V2939 = v2949;

V2947 = sub_1253F@(v8497, dword_6E97Be);

v2946 = v2947;

LOBYTE(v8896) = @x31;

v2943 = v2947;

V2945 = sub_2218@@(v8496);

v2944 = v2945;

LOBYTE(v8896) = @x32;

v2942 = v2945;

v2941 = sub_235EDE(v8495, v2945, v2943);

v294@ = v2941;

LOBYTE(v8896) = @x33;

V2938 = v2941;

v2937 = sub_235EDO(v8494, v2941, v2939);

v2936 = v2937;

LOBYTE(v8896) = @x34;

V2934 = sub_246438(v2937);

v2933 = hWndParent;

MessageBoxW(hWndParent, v2934, v2935, @);// Can't save offiline report because sandbox or debugger found.

LOBYTE(v8896) = @x33;

sub_246A58(v8494);

LOBYTE(v8896) = @x32;

sub_246A50(v8495);

LOBYTE(v8896) = @x31;

OTE T« v Trd 7 x g b 8% 0351 Tl 4 " Toxs W7

~ ~ ~
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https://learn.microsoft.com/en-us/windows/win32/api/winuser/nf-winuser-messagebox
https://hex-rays.com/blog/igors-tip-of-the-week-166-dealing-with-too-big-function
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Technologic

_SS«_.b¥yte cEpADA L * s ]

Yos 4.8

T .

v171
v1i72
if (

9-

{
byte_6E97AD = 1;

LOBYTE(v274) = 3;

GetTickCount() - TickCount;

>
v1l71 > qword_6E97Ce )
qword_6E97C@ = GetTickCount() - TickCount;
if ( GetTickCount() - TickCount > @x7D8 && GetTickCount() - TickCount < ©x9C4e )

v, , GetTickCount 1 « « 7 %, ¢\ | xP:.s] ¥ Debugger / VM x & { . {xsCss{ | s

QetTickCoumnt * x -

(PXL,{“ASI Jie 1

Singlesteprt x Breakpointst + 1 _ _ ‘r_
K X qss{ xYM 4 x s X

Overhead* « -

1 x T sCy, ]

¢ x « ! K ® J x xSinglestep, -« *

L1

N U IR SN I

F

\.NM[;I LX)GL1’Y:S~:V

SC Il X T TpIX « 4L, « B« (XEX X X

% s Plostt

o .

®4 . ¥4 L 4 GetTickCourt 1 « ~

v« IS -l:S\. “z

S

byte CEpAD: «+ 4« X X Ex e

XXX 40X ] ML

1

X

N

A

1. VN
d 4L+ 4HxXxPDebuggef 15 « v 1 s A

X sz"éx

1 x 4 Debuyger 1
1 ¥sz X=I> X f@P* X
14 v XX S e X ], ] X

LSS Pl xEExsaq X

S

w

.I

s

x

] X

X 0T S R s T x

S

X

S -

<

s U ssS@ s 4 X VMR Y

X X

L, -l:S\.o

‘L>J_kq3 “OS(

@ 4l pE X

x I

N

A~

L G

X

RN
a

u Breakpoints 4 » w12 _ dn

T

*

’”

- 191 VMx Debugged x s { ¢

S

1% s

S

XXS@L

o

X

Mo x Byte cDH dm X487 48 X s 0¥ s
xpyte cDH gl « X s " ¥ s amsL ]

x byte cEpADT! x v {7 X

xrefs to byte 6D292A

Direct

Type

EEEEEEEEET

— R B B

Address

sub_1702C0+27E
sub_168B70+63

sub_1702C0:loc_170537

sub_1B6AFO+63
sub_1B9680+63
sub_106340+63
sub_1F5970+63
sub_1F9280+63
sub_20CCO0+63
sub_2106E0+63

sub_1702C0+44832
sub_1702C0:loc_1ADAF]
sUb_1702C0+45482
sub_1702C0+3C0BC
sb_1702C0+44153
sUb_1702C0+44BC6E

Text

Mo
Moy
Moy
Mo
Moy
Moy
Mo
Moy
Moy
Mo
MOVZX
MOVZK
MOVZX
MOVZX
MOV

MOVZH

al, byte_60292A
byte_602G24, 0
byte_602924, 0
byte_602924, O
byte_602G24, 0
byte_602924, 0
byte_602924, O
byte_602G24, 0
byte_602924, 0
byte_602924, O
aax, byte_ 602024
acx, byte_ 602924
ecx, byte_60292A,
adx, byte_B0Z924
e, byte_B0Z2924

YT X

XX
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https://learn.microsoft.com/en-us/windows/win32/api/sysinfoapi/nf-sysinfoapi-gettickcount
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S Jel 1 +byté 6D292A + 1 L X T X 'S

v273
v272
v17@ = sub_55B799() % ©x32 + ©x19;
byte_6D292A = ©;

vl = sub_55B799();

v3 = vl % ex32;

result = vl / @x32;

if (v3 <= ox14 )

v92 = this;
K
e;

for (1 =0; ; ++i )
{
result = i;
if (1 >= vl17e )
break;
if ( sub_55B799() % @x32 <= OxF )
{
TickCount = GetTickCount();
v266 = sub_55B799();
sub_54B7A@(v326, @, ©x1e9);
sub_54B7A@(v325, @, 0x200);

¥oIsle w X XX s x Dl ] X

sub_50360();
qword_6E7768 = sub_2E59Ce(dword_6E77AQ);
if ( sub_31E@50() )

byte_6D292A = ©;
byte_6E97AD = ©;
}
"X .S . 4 SSUb_31E050 1 « «~ St 10X 1 xbyte 6E97TAD Y L X ~ . uS{ "o
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Technoloqgic

x %X T4

"L..,”X> )”-I 1

>

Y « .5 . “S’}h{q:fv'IA v s w s e ,,syb_ompsn-l NI

A v ~

bool |sub_31E@56()
{
const CHAR *1pProcName; // [esp+14h] [ebp-60h]
int v2; // [esp+1Ch] [ebp-58h]
const WCHAR *1pModuleName; // [esp+24h] [ebp-56h]
_DWORD *v4; // [esp+28h] [ebp-4Ch]
bool v5; // [esp+32h] [ebp-42h]
_BYTE v6[24]; // [esp+34h] [ebp-4@h] BYREF
_BYTE v7[24]; // [esp+4Ch] [ebp-28h] BYREF
int v8; // [esp+7@h] [ebp-4h]

if ( dword_6FB7F@ > *(*NtCurrentTeb()->ThreadlLocalStoragePointer + 4) )

sub_549732(&dword_6FB7F0) ;
if ( dword_6FB7F@ == OXFFFFFFFF )
{
v8 = 0;
v4 sub_31E1EQ(Vv7);
LOBYTE(v8) = 1;
lpModuleName = sub_125A90(v4);
dword_6FBA@8 = GetModuleHandleW(lpModuleName);
LOBYTE(v8) = 2;
sub_2622E0(Vv7);
v8 = OXFFFFFFFF;
sub_5496E1(&dword_6FB7FQ);

}

}
if ( !dword_6FBA@S )
return 0;
v2 = sub_31E2BO(v6);
v8 = 53
lpProcName = sub_219FCO(v2);
v5 = GetProcAddress(dword_6FBA@8, lpProcName) != @;
v8 = 6;
sub_503D0(Vv6);
v8 = OXFFFFFFFF;
return v5;

<«

>

x x @etProcAddresss 1« « 7 X by 1 4 xS 4 T

s ns_l‘“nz\sn

¢

11 S1: X S 4 « « [ X SS v X (S , {Ss].,slss, T, €% 77 I x ¢ x , ] s

~ ~ >~

Debuggef * | L o+ X5 I, X

a v o~ v

50 push eax ESE 015FEEAD

FF15 1C525E00 €all dword ptr ds:[<GetProcAddress:] ESI 0000000A

85C0 test eax,eax EDI 00000000

v 74 06 je easycheatdetector2.33E17B
C645 BF 01 mov byte ptr ss:|febp-a1],1
- EB D4 jmp Easycheatdett[ac;or?.aBEl?F EIP 0033E1GE easycheatdetector2.0033E168

C645 BF 00 mov byte ptr ss:[ebp-41J,0

BA4D BF mov cl,byte ptr ss:|febp-41] ERLRGS poanhziz

884D BE mov byte ptr ss:[febp-s2],cl ZF 0 PF O AF O
. C745 FC 06000000 mov dword ptr ss:[febp-4]3,6 OF © SF O DF O
. 8D4D CO lea ecx,dword ptr ss:lebp-40] CF O TFO IF1
- E8 3C22D3FF €&811 easycheatdetectorz.703D0
. 20 nop LastError 00000000 (ERROR_SUCCESS)
. C745 FC FFFFFFFF mov dword ptr ss:[ebp-4Jl,FFFEFFFF LastStatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUND)
. 8D55 CO lea edx,dword ptr ss:llebp-40f
. 8955 30 mov dword ptr ss:|[febp-700,edx GS 0D2B FS 0053
. C745 FC 07000000 mov dword ptr ebp-4ff, 7 ES 00ZE DS 00ZE
- C745 FC 08000000 mov dword ptr ebp-4j,8 Cs 0023 &5 002B
¢ [0033E18B0 C745 FC FFFFFFFF mov dword ptr ss:[febp-4l,FFFFFFFF
#|(0033E1B7 BA45 BE mov al,byte ptr ss:llebp-4z[
|-#[0033E1BA | ~ EB O2 jmp easycheatdetector2.33E1BE
® (0 1BC 32C0 xor al,al - -
|-e|[0022E1BE BB4D F4 mov ecx,dword ptr ss:lebp-cll Default (stdcal) S =

1: [esp] 77080000 ntdll.77080000
: [esp+4] 019C7868 019C7868 "wine_get_version”

s:[DD5ES21C <easycheatdetector2.GetProcAddress>]=<kernel32._GetProcAddressStub@s: [esp+8] F1C9ESDS F1C9ESDS

2

4: [esp+C] 0D1SFEEBS 015FEEBS
5: [esp+10] O15FEEF4 D1SFEEF4
16E easycheatdetectorz.exe:$31E168 #31D56B

77080000 | ntd11. 77080000
Wypump2  Woump3  WMDump4  Whoumps @ watthi  kellocls L Struct 015FEEAY D19C7868 | "wine_ger_version™
By lasciT I ] || 015FEEAS FIC9ESDS
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https://learn.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-getprocaddress
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s . X X I8¢ 4 Nall{ x ‘wihe get versior 1« « {1 x TS T 47" 1%Lt
s Y Yy X Y R ok 0 X K kol e o XWine s « SNRIIITE ¢« SS I 0 ETxxq s
v oL Linuxs x| x| Windows: X 7 1 X 4.8 1)~ 4 Lo IX Wine T iox X ixxqe oox
1S ] XLys g gt e X s IR Ty . Mt

1Y« T sk d A L X K e e Y BT X T Y S s
KWine

Debug Reqisters * - Debtigged * s 4 ¢

N

AT T asias 4 A 4 " X L bFle CEPAF A 4 ol LT STV s s "

v oA ~ o~

Y * s

T

CurrentThreadld = GetCurrentThreadId();
w6797 = OpenThread (@x1FFFFFu, B, CurrentThreadId};
if  ve797 )
1
sub_S4B7AB(&v7164, @, @x2CC);
w7164, ContextFlags = @x18618;
memset (&v7164.0r@, B, BxC);
v7le4.Dr3 = &v7164;
w7164.Dr7 &= BxFFFFFFAA;

SetThreadCo nfemfﬁ.iT." &v7164});
E tThreadContext(ve797, &v7164);
f ( v7164.Dr® || v7164.Drl || w7164.Dr2 || v7164.Dr3 != &v7164 )

byt e GE97AF = 1;
memset (&v7164.0r@, B, Bx18);
v71lE64.Dr7 &= @xFFFFFFAA;
SetThreadContext(ve797, &v7164);
CloseHandle{ws797);

+H Debugger. _- x * . 8 X8 1 {s3 . Dbbuggerdi x s: 4,k {1 47 « F ¥

141 Ax3vdX%x 1+ _ « 121 ] Fhieadt Debug Registens - ~» ¢ sXd X& X { |
®@ebugget 1 5 7 | * %~ s.s! 4 Hakdware breakpoint$ _ * _ i

Am

R R

® 4 ILXIsx (1x D ko d x 47« Hardware breakpoint$ . _ ¢ _ S 01X _ dn
YR K - 17X CH S 4]~ ~8, % GetFhreadContex@ 1 «~ « ¥ X s 1* @

®etThreadContext 1 « « " xisx | { X4 x 1 4 Debug Registers .
MEd L X xs/"Y¥ SN:V\SL 1 ‘.\\VLS]:S\. X3 x fz,(,' x L]:S\.o s \|_>J_*¢’I \\09( NG|

> >

U MmEx -3
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https://forum.winehq.org/viewtopic.php?p=26035&sid=86f0c2077e9f24aa6142bfa67b3a36fe#p26035
https://hakaisecurity.io/malwares-que-detectam-o-wine-e-infectam-o-windows-e-o-linux-en/research-blog/
https://hakaisecurity.io/malwares-que-detectam-o-wine-e-infectam-o-windows-e-o-linux-en/research-blog/
https://codejuggle.dj/how-to-detect-if-your-windows-application-is-running-under-wine
https://en.wikipedia.org/wiki/X86_debug_register
https://www.digitalwhisper.co.il/files/Zines/0x04/DW4-3-Anti-Anti-Debugging.pdf
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext/

Technoloqgic

v7129s * :© _ mSandbox & VM x « 4 | *
Xub 2F3030 1 « ~ ¥ A AS1071295 " 1 s 401 ied " wol o
char sub 2F3@38()
1
HANDLE hObject; // [esp+Bh] [ebp-4h]

if ( hObject == @xFFFFFFFF )
return FALSE;

CloseHandle(hObject);

return TRUE;

hobject = CreateFilel(L™\\\\?\\\\A3E64E55 f1", GENERIC_READ, @, @, OPEN_EXISTING, @, @);

K €50 x* Jsili”"¢ | 0ss { Y&

\\A\A3EG4ES5_fi

® x « | Sandbox

x SANY.RUN 4 18 € « L ¥ x %X {1

N OO

-

D
D *v9
int vie;

int vl1l;
char v12;
unsigned __int8

char v14; [esp+2Bh] [

sub_2F3190(&v12, vi15);
113
vli7 = @;

-3

5 = sub_2085D0(v1,
LOBYTE(v17) = @;

/11, &unk_6E99AR);

) = sub_2B9E30(v16, vi[e], vi[1], vi[2], vi[3], vi[4]);
LdBYTé(’;?) = 2;

14 = sub_2C1C90(v9, v2, v3);
LéBYTE(A;i) = 3;
sub_2622E@(v16);

17 = 65
sub_2622E@(v15);
return v13;
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https://unit42.paloaltonetworks.com/blitz-malware-2025/
https://any.run/

Y 4dxs

Tpsg x Isx "I &xx s I 3" s

Technoloqgic

C\Program FileKernelLogger

ubHFO N A A -

«~ ®BMNY,RUN{ 14X -

v23 = @3

sub_145@30(v29, L"srvpost.exe");
dwProcessId = sub_2D9B5@(v29);
sub_2622E@(v29);
v24 = @XFFFFFFFF;

if ( !dwProcessId )
return @;
sub_3696D0(v25);
/24 = 4,
if ( sub_369C8@(dwProcessId, @x438u) < @ )

{
v24 = OXFFFFFFFF;
sub_369800(v25);

return @;
} -
v14 = v26;
vi3 = v26;

sub_145@30(v27, L"winanr.dll");
LOBYTE(v24) = 5;

v23 |= 1lu;

sub_36CCCO(v1, v27, @, 2);

Vicy

|
(]
S ST
c
-

v22 = v10 = 9;
if ( vie)
gotoc LABEL_6;

D = 6
= V203

Vo = V.Zbj
sub_145030(v238, L"winsanr.dll");

winanr.dlit winanr.dll+ 1 . x | % ss®post.exer
ANY.RUN{ {9 ¢ s«

s ).
ol

fos o xF 07X

Do 1LY X w4 T x|

>
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https://medium.com/@orangemaster674/attacking-any-run-for-sandbox-detection-development-747c1a8aa4fd
https://gist.github.com/kaganisildak/23c00c6c1525fb907a6246d603d01170
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Comodo Antivirus

Y *bx 1wl HY s>

~

v3549 = (void *)sub_2@ce5@((int)v7868);
v3548 = v3549;

LOBYTE(v8466) = @xD5;

v268 = (const WCHAR *)sub_246430(v32549);
ModuleHandleW = GetModuleHandleW(v268);
LOBYTE(v8466) = OXC8;

sub_246A50(v7868);

if ( ModuleHandleW )

{

v3546 = 7;

v466[@xF4] = &v331;

v466[8xF3] = sub_236F8@(&v3546);
LOBYTE(v84566) = @xD6;

vaee[@xF2] = &v327;

v466[@xF1l] = sub_20C140(&v327);
LOBYTE(v8466) = @xD6;

LOBYTE(v8466) = BxC8;
sub_2429F@(v331, v332, v333, v334);
sandbox_vm_checks = 1;

// cmdvrt32.dll

v3545[1] = sub_2425E@(&unk_6E99D8, v327, v328, v329, *(int *)v338, *(int *)&v330[4], *(int *)&338[8]);

FYAA L KT s S xs §PLIE F « 8 X X4 EmdwB Al S x L 1] x ., [, €%

@@omodo Antivirus X

A > v v

12X s k%% 88 4 40qsuly qE X% § s

if ( (unsigned __int8)SetCalendarInfoA != BXE9
&8& (unsigned __ int8)SetLocaleInfolW == @xE9
&8& (unsigned __int8)SetLocaleInfoA == OxE9 )

v3545[e] = 1;
vAGE[BxFe] = &v331;
v466[@XEF] = sub_236F88(v3545);

LOBYTE(v8466) = @xD8;
vAG6[BxXEE] = &v327;

v466[OXED] = sub_20C1lE@(&v327);
LOBYTE(v8466) = 8xDS;

v3544[1] = sub_2425E@(&unk_6E99D8, v327, v328, v329, *(int *)v33e,

LOBYTE(Vv8466) = @xC8;
sub_2429F@(v331, v332, V333, v3234);
sandbox_vm_checks = 1;

}
else if ( (unsigned __int8)SetCalendarInfoA !=

OxE8

&8 (unsigned _ int8)SetlLocaleInfoll == OXE8
&& (unsigned __ int8)SetLocaleInfoA == OXE8 )

{
v3544[e] = 1;
vAB6[@xXEC] = &v331;
v466[@xEB] = sub_236F88(v3544);

LOBYTE(v8466) = @xDA;
vAGE[BXEA] = &v327;

v466[BXE9] = sub_20C360(&v327);
LOBYTE(v8466) = @xDA;

v3543[1] = sub_2425E@(&unk_6E99D8, v327, v328, v329, *(int *)v330, *(int *)&v330[4], *(int *)&v338[8]);

LOBYTE(v8466) = @xC8;
sub_2429F@(v331, v332, v333, v334);
sandbox_vm_checks = 1;

*¥(int *)&v338[4], *(int *)&v330[8]);

X « X% 4 ¢« J X X4 81 ® % Isx ({1 « S

SetCalendarinfo/SetLocalelnfo\WSetLocalelnfoA

@S 4o XEX X s Gandbor X ComodoAntivirust 4 1 7 ¥ ¥ . X«

>
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https://www.zscaler.com/blogs/security-research/bunnyloader-newest-malware-service
https://antivirus.comodo.com/
https://learn.microsoft.com/en-us/windows/win32/api/winnls/nf-winnls-setcalendarinfoa
https://learn.microsoft.com/en-us/windows/win32/api/winnls/nf-winnls-setlocaleinfow
https://learn.microsoft.com/en-us/windows/win32/api/winnls/nf-winnls-setlocaleinfoa
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VMware

ubHFM c G A - « " X

vE o= 83
wl3 = sub_2F4818(v22); J/ "vmtoolsd.exe™
wl2 = v13;
w3 = @;
w1l = sub_209C18(v1, v13);

1A =

8 = wvll;
LOBYTE (1) =
-_3[2] w1l;

Fll) w» 25

(v ——[1] -

LOBYTE(v3) = @;
sub_ZSQTBB(vLj;

w3 23
sub 2622EB( r22%;
3 = OxFFFFFFFF;
if (va)

eturn 1;
/16 = 8;
w3 = 53
7 = sub_2F4988(v21); J/ "SOFTWARE\WMware, Inc.\\VMware Tools"
vE = V73
LOBYTE(v3) = 6;
sub 13DF28(&v16, v15, HKEY LOCAL MACHINE, w7, @x28119u);

T .x{ Oteolsd.exel 1 L B~ 1 %  AXxT« VMwarer | 1 + » & X I7Xx 4 A

Y . 1 ¥yXx 3*: LS
HKLMSOFTWAR¥Mware, IndVMware Tools
VirtualBox

Bub HFI M A « « " X

>

char sub_2F4198()

_BYTE wi[12]; //

[esp+d h] :ebp-SSh] BYREF

_BYTE *w2; e;p+_—h] [ebp-78h]
int v3; [ebp-74h]
int wa; [ebp-78h]
_DWoRD sp+2@h] [ebp-6Ch]
_DWORD * spt24h] :eLp 68h]
int v7; 3 [ebp-64h]
int w8; [ebp-68h]
LPCWSTR lpFlleName, " [esp+38h] [ebp-5Ch]
_DWORD * [esp+34h] [ebp-58h]
_DWORD * [esp+38h] [ebp-54h]
BOOL wv12; // +3Ch] [ebp-58@h]
_DWORD *v13; [esp+48h] [ebp-4Ch]
HANDLE hObject; // [esp+d44h] [ebp-48h]
bool wvis; // +4Bh] [ebp-41h]
_BYTE wv16[24] 'e;p+—'h] [ebp-48h] BYREF
_BYTE v17[24]; // [esp+64h] [ebp-28h] BYREF
int vi13; // E;P+uuh] [ebp-4h]

sub_2F4328(v17); S\ \WEBoxMiniRdrDN™

FoYD X f 0% {4shy WirtualBox: «s » 4 ¥ B $0]C x ., XH3o: ~ T s
Dy Hqy X s s
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https://www.virtualbox.org/
https://evasions.checkpoint.com/src/Evasions/techniques/global-os-objects.html
https://evasions.checkpoint.com/src/Evasions/techniques/global-os-objects.html

1;
sub_2F3BDO( )3 // “SYSTEM\HardwareConfig\Current"
[1] = vi3;
sub_13DF20(&v38, » HKEY_LOCAL_MACHINE, » ©x20119u);// KEY_READ | KEY_WOW64_64KEY
LOBYTE(v49) = 2;
sub_2622E0(v54);

LOBYTE( ) = 0;
- [e] == e;
= vi2[@] == O;
- [e] == o;
if ( lviz[e] )
1
= sub_2F3D60( ); / “"SystemFamily"

= 2
LOBYTE( ) =53
sub_13E@A@(&v33, 2 s // call to RegGetValueW()
LOBYTE(v49) = 8;
sub_2622E@(v53);

H
LOBYTE( ) il
if ( !sub_238850(v9) )
goto LABEL_S;
sub_2F3E50( ); // "Virtual Machine"

3

-L 1 1 Latitude ~: s,y x 1 o) > 1 _s 1S s s
1.1, ¥y" . «>xs 11 s DHLK :

HKLMSYSTEMardwareConfigCurrent

12 _ s Mirtpal Machingy~ *x ¢ . SystemFamily _1 ~ 7S] HyperV 1L .. ~1 L VMt
XXX LS UL kst ] s dsx L S@stemProductName 1 - tser o DX 40 o7 X

[PROMOCS_COM] Player (report number)

(= Suspicious

Basic data

Report number

Unique player ID
Player nickname
Player STEAM

Player IP

Effective scanning is only

Operating system
P g syste possible when the player is

connected to the server
Total scans
during scanning

ST 4o TN T X o ST al X T {T X VR L 4 X SisS X ux ] L .S

DX« AL S 4. X 1 i $ 5L x X ]
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https://www.digitalwhisper.co.il/files/Zines/0x72/DW114-4-HyperV-Security.pdf

Self Protect x ” v ”

Y oAss 4 Xt 43RS X $ ] 4B L)Xy .

| [SELF PROTECT] Found critical error.

Can't save offline report because sandboxhor s | | X sos 4 ¥ 4x.71, « X « A K4 07 4 X
1+ _ » 1 +@®3FLF PROTEET: ~s ¢ 1 I- x ¢ x o}« 8] «sx 1 - sdébugger found
s« 4 YkémeB 2ll. _  DIkt{ : _ Breakpointt ! x vo8 ” ¥s 7 | :lsx Breakpoint

EasyCheatDetector 2.74

Error at line:0 [sroutils.cpp] &
[SELF PROTECTION] Error 5, Found damaged binary file. Please try to
disable AntiVirus or add to WhiteList -9

Ok

S o x«f L F % xises s Debugger Software breakpoirt _ x 4 _ XX ] ¢ |

DX o s MR @AY Y s { . xIxx (s s 6s " |y SELF PROTECT x " ¥ 7

.~ % x Spftware breakpoint _ x 4 xps 44" x4 9 s ¥ A IsT Debugger

S X0 Xomitr 4L X%¥SXe x . w3 x5 . 1S Hardware breakpoirt + Y, ¢ s L

L * EPT Hookimfy . x _ <145 x o&. " «vaush *x bl ¥ xs ” |@éld ! * 041494+« ¢
D ILwd Trrd vr o X d 507

~

~

T Ty e xs o Xl k4 X s Q™ T ¥ T B ] e 7 XXX [ x4 s
MessageBox 1 . « [ XBreakpoint- 1 ~u1 SS&E 1 $ >y s8] { s ¢ x { ¥, J Xs.Cs
® 1~ 4+ x . Stacktraceg - ~7 X 1% L X
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https://www.felixcloutier.com/x86/intn:into:int3:int1
https://docs.hyperdbg.org/design/features/vmm-module/design-of-epthook
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else

if ( sub_2CDEF@(&/22) )

qword_6E97D@ = OLL;
memset(&1sg, @, sizeof(Msg));
sub_145030(v83, L"-noupdate”);
LOBYTE(v76) = @x33;

7@ = sub_2D16FQ(v39, v83);
LOBYTE(v76) = @x34;
sub_2622E0(v38);

Loéws(f
if ( v7e

= 0x23;

)

byte_6E7782 = 1;
dword_6E7710 = GetTickCount() + Ox64;

hThread = CreateThread(@, @, sub_224BF0, @, @, 0);
while ( GetMessageW(&1sg, 0, 0, @) )

TranslateMessage (&"s
DispatchMessageW (&

GdiplusShutdown(v43);
LOBYTE(v76) = @x37;
sub_2622E0(v39);
return @;

v3e = v42 + Ox64;

LOBYTE(v76) = @x24;

v17 = sub_22FB3@(v87, v42 + Ox64);
) |= 1u;

Vo7,
sub_232A10(v81, "Error ", v87);

V = v32;
LOBYTE(v76) = @x25;
v34 = sub_219FCO(v32);

~

Ty
sub_22F800(v30);

3 2
LOBYTE(V76) = @x26;
V47 = sub_219FCO(v35);

pressa

: va7;
geBoxA(@, v47, v46, @); // "Found damaged binary file. Please try to disable AntiVirus or add to WhitelList"

P 1 v v o T8 e d " A gUB HCDER- 417SY « p fss x5 {0

PN ~

I AN I O N A R I PESER T RS (R ECTE N NN

~ ~ ~

S ow S~ A hes, T XX P s s ] s L x oS 15“va= I, 1« L X

° ~ v v

®L XU dsw{V¥ w{s? | XFBESE . 1S H . « "X s 4 X Xssx¢

~ ° » ~

S w { IiXs X o 4] -

D T L LSXXXT T X XX s X X)L YO XPXSX X D Is e (X N«

~ ° > > >

®L 1 S>IRUE 1€ B .« 7 X sl

° > >

D] X X S D
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Pl T AR 4

>

LoIR L kI, Sfsto s T pxsi@sxs Tl f g i dd7 00 o 7% X s ] X
YKO" § L vl XS XS T, 6K X L3I YT L {psT s % {ss X |

Place Description

00170F3E: scan+_7E "01 - Stage: Search game process”

00172F22: scan+2C62 "02 - Stage: Search game installation”

00178C48; scan+8936 "03 - Stage: Game found PID: "

00179195 scan+3EDS "04 - Stage: Check For admin [4]"

00179742 scan+34&62 "05 - Stage: ddding firewall rules”

00179541 scan+3561 "06 - Stage: Scan processes”

001 7BEQE: scan+BE4E "0F - Stage: Access WML repository, "

001 7C063: scan+BOAS "0& - Skage: Preparing req”

0017C94F; scan+CA3F "09 - Stage: Read db"

0017DiCCA: scan+DAdA "10 - Stage: Connect web"

00180317 scan+10057 "11 - Stage: Search For mirrors,, "

00130530; scan+10270 "12 - Stage: ERROR Mirror nok found, Go to offline mode, "

001335FA; scan+ 13334 "13 - gtage: Check cheat db”

00134046 scan+130DER "14 - Stage: Get path list., "

00134803 scan+14543 "15 - Stage: Scan regiskry, "

00184033 scan+14A73 "16 - Stage: Get O35 info..."

00185108; scan+14F18 "17 - Stage: Try to open process”

002DESOD; sub_ZDEOSO+7ED "18 - Stage: Scan memory 1/3.. . Progress: 0% (x B of v MB)"

001586386; scan+160CE6 "19 - Stage: Scan modules 173"
00136422 scan+ 16762 "20 - Stage: Scan modules 23"
001385C5: scan+ 14605 "21 - gtage: Scan modules 33"
0013BEZ9: scan+1BEAT "2 - stage: Read game server”
00180963 scan+1C6A3 "23 - Stage: Detect game mulkiple proc”
0018E965: scan+1E6AS "24 - Stage: Retrive childs..."
0019047 scan+2020C "25 - Stage: Scan For injectors...Progress: 09%:" loop
O018EFDD; scan+1EC49 "25 - Stage: Scan For injectors.. . Progress: 09%..."
00192263 scan+21FA3 "26 - Stage: Scan network,, "
00192BCE: scan+22906 "27 - gtage: Scan cpu”
00196AF9: scan+26539 "28 - stage: Scan modules”
0019304 scan+27E04 "29 - Skage: Scan virtual merm”
0019C01F: scan+2B0SF "30 - Stage: Scan execukables”
0019300 scan+2C100 "31 - Stage: Scan patches"
0019CCED: scan+2CAZD "32 - Stage: Read user game info"
001905A1; scan+2D2EL "33 - Stage: Retrive game server,,."
0019095, scan+20a9C "34 - Stage: Try to debugging 1)3..."
0019291 scan+20901 "34.1 Skage: Try ko debugging 13 Search hidden cheats,.."
0019FERE: scan+2FBAE "34.2 Skage: Try ko debugging 3/3..."
00141933 scan+31673 "24.3 Skage: Try ko debugging 313 Cheat lisk dumping. ..
001A23CE: scan+32108 "35 - Stage: Scan histories"
001A3S0D: scan+33310 "36 Stage: Scan Fastrun processes, "
001ASE46; scan+35336 "37 - Stage: Cheat [0x0003AF] Scanning. Please wait. .. Processed cheats 0%:" loop
001 AGSF4: scan+36334 "38.1 - Skage; Write scan 1-5"
001 A4928E; scan+33FCE "38.1.1 - Stage; End preparing”
00149036 scan+3907E "358.2 - Skage: Write scan 2-5"
001 AAD9E: scan+38A0E "38.3 - Skage: Write scan 3-5"
001 AAFFI: scan+3A039 "38.4 - Skage: Write scan 4-5"
001AB4AD; scan+3B1ED "38.5 - Stage; Write scan 5-5"
O01ABE??: scan+3B3EB7 "39 - Stage: Log actions"
001ABCES: scan+3BAZS "40 - Stage: Write access info"
O A7 cran-=EF0 "41 1 Stane: Prenars data 1 13"
Anti-Cheat
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FirewallL « X

COMM _ % _ 4 X . FirewallL « X1 4 +¥ 3 X, x IX([w? | xI8,

YNetFwRulelNetFwPobwTt - ¢ suboHn ¢ niA « Cbjects

app_name_ = SysAllocString(app_name};
hr = CoCreateInstance(
&rclsid_HNetCfg_FwPolicy2,
NULL,
CLSCTX_INPROC_SERVER,
&riid_INetFwPolicy2,
(LPVOID *)&ppv);
if ( hr »= 5 0K )
{
get_Rules = (int (_ stdcall *){LPWOID, INetFwRules **))ppv->lpwtbl->get Rules;
hr = get_Rules(ppv, &rules);
if ( hr 3= 5 0K )

1
rule = 8;
Item = rules-»1pVtbl->Item;
hr = Item(rules, name, &rule);
if ( hr »= S_OK 8% rule )
i

put_Applicationlame = rule->1pVtbl-»put_ApplicationName;
hr = put_ApplicationName(rule, app_name_};
((void (_ thiscall *)(INetFwRule *, INetFwRule *))rule->1lpwtbl-»Release)(rule, rule);
v32 = hr »>= 5_0K;
v54 = hr »= S _OK;
¥

else

hr = CoCreateInstance(
&rclsid_HNetCfg_ FwRule,
NULL,
CLSCTX_INPROC_SERVER,
&riid_INetFwRule,
(LPVOID *)&ppv_);
if ( hr »= 50K )
{
v22 = (void (_ stdcall *)(LPVOID, BSTR))ppv_->1lpWtbl-:put Name;
v22(ppv_, name};
v2l = (void (_ stdcall *)(LPVOID, BSTR))ppv_->1lpvtbl-»put_aApplicationiame;
v21{ppv_, app_name_};
v2@ = (void (_ stdcall *)(LPVOID, int))ppv_-»>1pVtbl-»put Action;
v2e(ppv_, 1);
v19 = (wvoid (_ stdcall *)(LPVOID, unsigned int))ppv_->1p¥tbl-:put Enabled;
9(ppv_, @xFFFFFFFF);
v18 = (void (_ stdcall *)(LPVOID, int)}ppv_->1pWtbl-»put_Protocol;
viB(ppv_y 6);
v17 = (void (__stdcall *)(LPVOID, int))ppv_-»>1pvtbl->put_Direction;
vIT(ppv_y 2);5
6 = (void (_ stdcall *)(LPVOID, int))ppv_->1pVtbl->put Profiles;
v16(ppv_, @x7FFFFFFF);
Add = rules->1pVtbl-»Add;
hr = Add(rules, ppv_};
V3l = hr »= §_0K;
w54 = hr »= 5_0K;
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https://www.221bluestreet.com/offensive-security/windows-components-object-model/demystifying-windows-component-object-model-com
https://www.221bluestreet.com/offensive-security/windows-components-object-model/demystifying-windows-component-object-model-com
https://www.221bluestreet.com/offensive-security/windows-components-object-model/demystifying-windows-component-object-model-com
https://learn.microsoft.com/en-us/windows/win32/api/netfw/nn-netfw-inetfwpolicy2
https://learn.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2012/jj154025(v=vs.110)

Name
€ ECD ANTIHACK RULE

ECD ANTIHACK RULE Properties

Protocols and Ports
General

Scope

General
Name:

pd BIECD ANTIHACK RUL

Advanced

Programs and Services

Technologic

Local Principals
Remote Computers

Description:

@& Enabled
Action
~5 © Alow the connection

&

(O Block the connection

L& O Alow the connection f t is secure

Cancel

:X‘_WW”_S:X:L-]\.:M

. "RWVAI 0@x3095A © -

(HWID > _ 1 ss ¢

. _calg_hwids 4 « ~ " x

SELECT Uniqueld, Processorld, Name FROM Win32_Processor
SELECT Manufacturer, SerialNumber FROM Win32_BIOS
SELECT Product, Model, Manufacturer, SerialNumber FROM Win32_BaseBoard

S Wl s x sz ¥ x @asses: X « L]

~v

CH X

T+

I

~

£ X + . X <IS, o A

Y ¢ x . 1 % «Wino HProcessor

‘dnnnnnnnnnnnnnnnnLyGSf Owo

/| 2NBoc¢cav T Mcn|:[£'

L~'|”A:S,VXWTIO
Intel(R) Core(TMy ¢ x . ONanmfer 1 ~ s,
Do X R X MDY X X KXY T4 o XD sl

™ . .5 Dl e S ox LI . e XX

*

X e Yo ! X8 w x $h | O Uniqueld # Y4 1 o0 5 X s €

. X poh xnon nononon nsNnxn-pBRrotessorld

X X4 X«

~

S x 4L OO

ST S T kST x L4 fA 41 MDS

b x o xTHIF L, ]

~ w ~ v

MD5(Uniqueld,Processorld,Name)[:12]
MD5(Manufacturer,SerialNumber)[:12]

MD5(Product,Model,Manufacturer,SerialNumber)[:12]
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https://hex-rays.com/blog/plugin-focus-comida
https://www.reddit.com/r/privacy/comments/zo9vmd/what_is_a_computer_hwid_and_can_it_be_used_to/
https://he.wikipedia.org/wiki/%D7%A4%D7%95%D7%A0%D7%A7%D7%A6%D7%99%D7%99%D7%AA_%D7%92%D7%99%D7%91%D7%95%D7%91

Technologic

XS:L

~ A

« X S {p v S

1 \H*WMI spoofing, 1+ « s «
dastprox.dift = -«

1 14*x.$ ¥ kaYi js Toox ol

« _IWkemClassObjecGet

HDDID s s ¢ _  * x

-IOCTL_STORAGE QUERY PROPERTY{4X « HBD¥L 5 S ¢ @ s% i 8" 4 1°:

Y 1 1 *xSTORAGE _PROPERTY_QUERY _@&x2D1400 ~ LIOCTL
ms - L1 ~x TP §]_ . Xlo- VStorageDevicePropentty. 1 - *Propertylds | s¢q
11 .8 ¥ STORAGE DEVICE DESCRIPFGR’ *x .14 ¢ } = . J{IEvice descriptor

®eviceloContral 1 -

<< xx o giOutBuffen

S W BT A AMILS X VOS24 X T HXY Al LS00 8 X YQueryType | s
PEHK IS
® 4, 11 XY AdditionalParameters | _ s
~ 1 1 SeriafNumberOffset ! _sx . SeridiNumber _- ¢ x . 1 _$i _« *7 1. 1+

Yo f

L 1,171 B&rialNumber _offsetrs - «

hDevice = CreateFileW(lpFilelames, @xCO000@68, 3u, @, 3u, @, @);// "\\.\PhysicalDrived"

if { hDevice == @xFFFFFFFF )

sub_147588(=z1, word 664FBE);

v47 |= 1uj
sub_26C5B@(v35);
V6 = w353
viG = @3
return al;

1

else

{
memset(InBuffer, @, @xC);
V5 = &v4S;
BytesReturned[4] = &v37;
43 = By37;
w37 = @
v3E = @
vig = @3
sub_263FF@(@x48a);

LOBYTE(v25) = 73
BytesReturned[@] = @;

vi4 = &v37;

BytesReturned[3] = v38 - v37;
noutBuffersize = v38 - v37;
BytesReturned[2] = v37;
BytesReturned[1] = v37;

lpoutBuffer = v37;

if ( DeviceIoControl(hDevice, &loc_2D1488, InBuffer, @xCu, v37, w33 -

v37, BytesReturned, @) )

1
v28 = w37;
w27 = v37;
v33 = w37;
if ( v37-»SerialNumberOffset )
1
w25 = w373
v24 = v37;
IptultiBytestr = w37 + v33-»SerialNumberOffset;

cchiWideChar = MultiByteToWideChar(®, @, lpMultiByteStr, @xFFFFFFFF, @, @);
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https://he.wikipedia.org/wiki/%D7%A9%D7%92%D7%A8%D7%94_(%D7%AA%D7%9B%D7%A0%D7%95%D7%AA)
https://learn.microsoft.com/en-us/windows/win32/api/wbemcli/nf-wbemcli-iwbemclassobject-get
https://learn.microsoft.com/en-us/windows/win32/api/wbemcli/nf-wbemcli-iwbemclassobject-get
https://en.wikipedia.org/wiki/Hard_disk_drive
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ni-winioctl-ioctl_storage_query_property
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ni-winioctl-ioctl_storage_query_property
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ns-winioctl-storage_property_query
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ne-winioctl-storage_property_id
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ns-winioctl-storage_device_descriptor
https://he.wikipedia.org/wiki/%D7%97%D7%95%D7%A6%D7%A5
https://learn.microsoft.com/en-us/windows/win32/api/ioapiset/nf-ioapiset-deviceiocontrol

Technologic

. ¢ SdrialNumberOffset | _ BlyperViL | VMt s « 41 * 0t _ IOCTIE - 1 41s x4 X
YWMI: @ L 4ix o« *HDDEL S S X x  {JIH.

SELECT Model, SerialNumber FROM Win32_DiskDrive |

X HDBS s € p SMDp* x _ 41% T~ pJYHWIDE * x _ i 1T 4 s vsoxsiox | X

< v ~ > ~

MDprt L F 17T X g d Sl .

YA R T LT XX X HWIBL | XX 4T s s

1 https://www.unknowncheats.me/forum/anticheatbypass/33366anethodsretrievingunique-
identifiershwidspc.html
T https://www.unknowncheats.me/foum/apexlegends/751043dhwid-spoofertechnicat

architecture.html

M https://www.unknowncheats.me/forum/anticheatbypass/32321&mbioskernethook-sourcehtml

T https://www.unknowncheats.me/forum/anticheatbypass/28792&ernelmodesmbioshardwareid-

spoofing.html
T https://www.unknowncheats.me/forum/anticheatbypass/560809irmwaretablehandler.html

T https://www.unknowncheats.me/forum/anticheatbypass/310944HDDseriatspooferhooking.html

P |_S -I "X w~ X, w

Pl e eSS €Y S 4 fhnguntop” 4 4 g X l_Sse s s " | x s

Tx Jd LK B IRl X ) K ] X xS us "y S vsxl 4 funun.net® |

Y * sl 4, 5 X0XT L s"" x L ., S Xseh ., ¥

a ~ A v v

{
"base": "00000000",

"HDD_id": "ffffffff",
"hw_id": "fffffffffrrrrreeeeee,
"parent": "explorer.exe",
"scan": "63fd0706",
"scanner": "2.74",
"spoof": 0,

"xpbuild": 0

}

@4 ISl wrXqd o F A x5 ]

®. T AHWIDEL - ~» « s SYhwids | sq

* X SMD5 01 " X A XYL oSe LT X A D @¥x 4 kss k< 4 bcans | s ¢
b 11 s

VMI spoofings s % @ 4 M{*, s {spoofs | _ sq
WVindows X s X ¥y x s{ " 5 4 {1X4 7 "xpbuilds | _ sfq

~

°
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https://www.unknowncheats.me/forum/anti-cheat-bypass/333662-methods-retrieving-unique-identifiers-hwids-pc.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/333662-methods-retrieving-unique-identifiers-hwids-pc.html
https://www.unknowncheats.me/forum/apex-legends/751041-hwid-spoofer-technical-architecture.html
https://www.unknowncheats.me/forum/apex-legends/751041-hwid-spoofer-technical-architecture.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/323218-smbios-kernel-hook-source.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/287926-kernelmode-smbios-hardware-id-spoofing.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/287926-kernelmode-smbios-hardware-id-spoofing.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/560809-firmwaretablehandler.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/310941-HDD-serial-spoofer-hooking.html
http://fungun.top/
http://fungun.net/
https://github.com/UnrealKaraulov/EasyCheatDetector/releases/download/2.82/WinXP-EasyCheatDetector.exe

¥ UL XS X ] L SXRSAIS X L LN XU Ls "

SRR

----BEGIN PUBLIC KEY
MIIBIJANBgkghkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEAuUJINBZgIM3aQVOb89gEhk
tJqvd64hWQLv6aGAeQil20WFDgSAVoYEEciNpSa6eFnQB6C30eZFVFuthRhkS3hH
4wudcX8akCBVMGzARUJ2Ra9Qrgw5PNXvIPGXgxl73tzZ9QpoTFMRPS++DEXnL9z7W
+PRIJrEmMfT10ok3IXSeH7MLaAllylwu3AK+UpE4bCtHIFU8LcwyznfuizLwge0zcP
0QQKhRw14gr+drW2E4LKvdk1BOueRxGMxcv93L 147 CEytpw2gFXnugdki hrlH3
HEYtnDWFbkZ+tzQHCuwCywCc0OmJXfb+DmAOktc7dkDZLwC+3yHYYcrldfseMHgXI
sQIDAQAB

----END PUBLIC KE¥

YOST _ « 1SS« 1S__ ¥

POST /ska/ecd.php?method=update HTTP/1.1
AcceptEncoding: deflategzip

Host: fungun.top

Accept: application/json

CacheControl: necache
ContentType: application/xvww-form-urlencoded
ContentLength: 403

Jtuyw45CNr2EQm188Xxlloeij0ZbgbRtP7u5RF4kgJPOQAQeLS91Pc%25252BaqC7gzsS6t
VkwS7%25252FADGhJQV6NGOPg7JrRKZpQITzBZefz698Qz3h IACRYNYHXASDVID] TLGOH?
7CgovBSXNawllE1Rt%25252FfG8CFQpSLaCGQPYyJi7Ymrge8Di%25252F2aMm29ciym
KeaOHg%25253D%25253D

UserAgent: Mozilla/5.0 (Windows NT 10.0; WOWG64; rv:44.5) Gecko/20100101 Firefox/45.0

x |

data=rsnWJuginiBImmOWOMPIDZHrAtFIq8xI6PCYP%25252B76SvcR87WN9yL50ul1%2%252F2
$S%25252F3UjYHCPRoUWUNORVORYNFmM26dfZVDnBBeCibSMjvO7aQSQJIMOHWVKNbhDsVUWoko

dBgDwulw
A
XyEqgaeYjTX

Y o & Fox g O« § X 4 P<,,VZ X TeL e o+ Yo« 7 1s¢ i« Xssl x4

~ ~

X

~

{

"success":true,

"unixtime":0,
"scannerl":"httpst/\/github.com/UnrealKarauloV/EasyCheatDetectbfreleases/download\/
2.82/EasyCheatDetector.zip",
"scanner2":"httpst/\/fungun.net\/skal/ecd.php?method=download",
"base":"Base64(AEZ6(cheats_db))",
"scanner3":"httpst/\/fungun.net\/skal/ecd.php?method=download&exe=1",
"scan_hash":"d5bb165ea0e591aac04294d0c98cada9"

}

X1 x0T T uhases | X T s 4 {0 AT X T 4 s ]

~

© 4 HASTAE L Y xoss ool T xq s | vexod TN s ] xS K ] x

Y &80 x L% gEtx 4K, T T eS| WX Tl K

~

S

~

‘ {"success": false, "error": "Access Denied until 05.01.2026 01:08"}

Anti-Cheat
www.DigitalWhisper.co.il

do HacH oMy X 4 Y


https://www.digitalwhisper.co.il/files/Zines/0x19/DW25-4-MathBaseRSA.pdf
https://he.wikipedia.org/wiki/HTTP_POST
https://gist.githubusercontent.com/Dor00tkit/3ec520a08d7a74f4243fe678b1e3cd31/raw/e5cbe8aace340545ca0672598190005c04aed7f1/decrypt_base.py
https://gist.githubusercontent.com/Dor00tkit/3ec520a08d7a74f4243fe678b1e3cd31/raw/e5cbe8aace340545ca0672598190005c04aed7f1/decrypt_base.py
https://gist.githubusercontent.com/Dor00tkit/3ec520a08d7a74f4243fe678b1e3cd31/raw/ac87e3d1fa0a14bde13d14a121582192f9df73b0/base.out

Access Denied until 05.01,.2026 01:08

OK |

WAIT...
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~ 1 s ] 4L

CreateToolhlpo Bnapbot = x | « _ ~ X« W _ dsd v s x  AVEreL ¢ 1 .s.Ix{ *

- ~~ > P~ ~

s 4 T x ss X Ux R Wner ¢ 1 «asx! { Pdbcese Next PXoes® Hirst

» ~

1 1 «~ 1 fnSystemExtendedProcessinformatibn * _ 4 NtQuerySysteminformation

YA e@Fldds 1s 187 Jo®iusxs 47 " § « 55 sX x

hl.exe
cstrike.exe
czero.exe
cs.exe
CS_new.exe
cstrike_new.exe
xash.exe
game_start.exe
css.exe
rustclient.exe
cs2.exe

hi2.exe
csgo.exe
left4dead2.exe

¥ouXss, s CIeup s T I X RS T8 4 48 A4S sdid . s X

EasyCheatDetector

EMGLISH:
* Multiple game instances detected
* Process |Ds:
Pid: 9556,11584
* Continuing may trigger yellow report

[YES] - Continue anyway (not recommended)
[MO] - Close bad processes and restart [recommended)

RUSSIAM:
* DEHAPYXEHD HECKDABKD NPOLECCOE MIpel
* D npoueccos:
Pid: 9556,11534
* MpoACNA*HE NOAYYUTE NPEJyNpeddeHHE B pENOPTE

[OA] -MNpogon#uTe (He peKoMeHayeTCn)
[HET] - 3aKpoidTe AMWHWE 1 Nepe3anycTuTe ckaH
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https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-createtoolhelp32snapshot
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32firstw
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32firstw
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32nextw
https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntquerysysteminformation
https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntquerysysteminformation
https://ntdoc.m417z.com/system_extended_process_information
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DLLg ! 1r s x 407 1. 7« Beéxem™ " &, « 0" | 18441 sivss?ixqy X
YT o oasddosiXe e xq s

hw.dll

va.dll

sw.dll

@ 1

N I

+S.,.484 < 4] :valve: 1

1.

HKCUSoftwara Valva Steam LastGameNameUsed

H

update_window

7 = @x3B9;

"non

2H0%,
Ox7EE;

482;

2 7 = @x3B9;
sub_4F860(v1176);

)990 = 03
sub_174A80(&v999¢
10587 = @x7F4;

“3

LOBYTE(v1058

LOBYTE(

_text(v5488,
LOBYTE(v10587) = OxEC;
wrap_free_@(v1183);

sub_2078B@(v11

wrap_free_0(v1177

something_with_string_3(
LOBYTE(v12587) =
wrap_RegGetValueW_sz(&v999¢

5486, OxF); // "32 - Stage: Read user game info"

wrap_free_0(v1182);
184 sub_209650(v1179);

0, vs4s4, 0);

)i

)i

sub_209730(v1175);

7) = OxFS;

= *wrap_RegOpenKeyExW(&v99
10587) = OxF4;
wrap_free_@(v1175);

if ( sub_13BC80(&v105

)2, v2923, HKEY_CURRENT_USER,

38) )
2442, &alastgamenameus);
OxF6;

, V2549, v2442);// "LastGameNameUsed"

172, &g_samDesired);// "Software\Valve\Steam"

®

X, s § I

®onfig.cfg, * x kxs'is
RIS | IS B 8

R (= B= S L E

Y X3 4%

>

109
i= X Js1>¢1sL ﬂ

Gteamid) ~ « 1 s s s

1 Y. X7
. v oa o~

a

{: x

HKCUWSoftwara Valve Steam ActiveProcesd\ctiveUser
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https://www.unknowncheats.me/forum/counterstrike-1-5-1-6-and-mods/605132-help-names-players.html#post3880123
https://github.com/Patoke/patoke-sdk-cs16
https://steamid.io/
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@1 oasd s s AL x X4 Ixs Ty oo AxIx 4 oHeEt x s T X

~ ~ ~ o~

dRVAI 0@x2D2A5@ - - . enlimerate_tcp_connections for pid” x _ s 4 S«

dRVAI 0@x2D2EBfl - - . enumerate_udp_connections_for p¥dd 1 % { s « 7 x

1. x*d34««x . %  GetExtendedUdpTableGetExtendedTcpTable x 1 « « ” X

x { . TableClass x 344 % 1_s ®4xi 415 PD4*x4. %M L {TCRUDP
¥ _ . : YDP_TABLE OWNERTPIDP_TABLE OWNER PID_CONNEGTIONS-: ~ 1 *

pTcpTable = @;
ExtendedTcpTable = @;
pdwsize = @x1C;

if ( pid )

pTcpTable = wrap_alloc(pdwSize);
if ( pTcpTable )

if ( GetExtendedTcpTable(pTcpTable, &pdwSize, 8, 2u, TCP_TABLE_OWNER_PID_CONNECTIONS, @) != @x7A
|| {wrap_free 6{pTcpTable), {pTcpTable = wrap_alloc{pdwSize}} != @) }
{

ExtendedTcpTable = GetExtendedTcpTable(pTcpTable, &pdwsize, @, AF_INET, TCP_TABLE_OWNER_PID_CONNECTIONS, @);
if ( !'ExtendedTcpTable )
1
for (1 = @; i € pTcpTable->dwNumEntries; ++i )
if ( pTcpTable-»table[i].dwOwningPid == pid )

pStringBuf = @;

wrap_memset(v2, @, BxB88u);

LOWORD(v14) = 2;

phAddr[@] = pTcpTable-»>table[i].dwRemoteAddr;
HIWORD(w14) = pTcpTable->table[i].dwRemotePort;
InetNtopW(2, pAddr, &pStringBuf, 8x401u);
sub_147438(v4);

F 11408 s L

L _I-ILS::\.SX\S

YoALsxX w7l gs sy 1 sl WX st L] @

Lo s L8 x L, ] fwshios g 5] X

~

@ 4 s xa Bl oxyys

DL L XS4

d ol ~  Services 1 ¥ ~slhchostsexd | 4 t(4s1"0d 4 w» i x 404 | s x |9

~ ~ ~

DL A A E oL st i s g XX st X

~ o~ v ~ v

t _HMODULE Y ¥ .15 :HANDLE . * « GetModuleFileNameEx

v ~

1. XD J 4 se: 3478 L HONULLS » 4 X" 1S, b3 x x | x

r  NtQuerylnformationProcess 1 « « 7 x ¥ GetModuleFileNameEx 4 « « ¢ ¥ | 8 «

A4 0 sisq 7es x| IPtocessimageFileNamewind2i _ ~ | s

>
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https://learn.microsoft.com/en-us/windows/win32/api/iphlpapi/nf-iphlpapi-getextendedtcptable
https://learn.microsoft.com/en-us/windows/win32/api/iphlpapi/nf-iphlpapi-getextendedudptable
https://learn.microsoft.com/en-us/windows/win32/api/iprtrmib/ne-iprtrmib-tcp_table_class
https://learn.microsoft.com/en-us/windows/win32/api/iprtrmib/ne-iprtrmib-udp_table_class
https://learn.microsoft.com/en-us/windows/win32/api/psapi/nf-psapi-getmodulefilenameexw
https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntqueryinformationprocess
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s 4.t x % ¥y (etProcessimageFileNanted « « T X: s x4 4" 1s{ §
®rocessimageFileNamel _ ~: «s 15 » 4 X {]s<NtQuerylnformationProcess
1 x 1 1 "t _*s4 ! ProcessimageFileNamel1 _ ~+ $ « 1 .Y« {14 "4x_internals: . «

-~ Cx 1 %4 @PROCESS” * « X _ SeAuditProcessCreationtnimageFileName | _ s
¥ _ Y KI'Path1 A ~» x  *

\DevicéHarddiskVolumedVindows System32smss.exe

sl 9.1 | < _*1 " "PEocesslmageFileNameWim- 1 _ ~» ¢ S5 4 . « 3 X 4 p %
Fd 7T * 4 Xs <X hmageFilePointes | _ EPROCESS” * InfageFilePointer
S v WX S XX TITes x T T XXy o+ K $ 4L sl BILE OBJECT

¥ _ Y Wih32Pahi1 _ ~ % % 1 *sqi . db®ueryFileDosDeviceName

C\Windowsd System3¥2smss.exe

@7 X L4, sy xS {7 HE |, | 8 ss

102 e s o s 4T X0 T ] xagxs] 4] TS 1 X oy 48X {0 sy ] v 1
Looxx Wy sx i xd A ckms i S 0¥ JHT s d xs_ v s xos €

:1:I-~~\'|Z|:|V-|5|_'j‘||—xY=Jv~5'|¢‘|§| 13 « 3-IS\S:5JST>QSD’X"~\-15 vJs,,LI s

¥ _ Y XBjégtorsh: 4 1 - X ¥ 1.

"injectors": {
"1 {
"path": "C\\Windows\System3¥®\ calc.exe",
"old_path": "c\\windows\system32\smss.exe"

}
}
L 1 ldid_patths ! _ ®x { ‘GétModuleFileNameBx 1 « « "*x4 s”.§ 4 Idathbs | s
s 4 .« " QuepyDosDevice 1 . « ” x H Win3 2Patht s ~» s> {4~ 0%4{ "%

® . 1 GétProcessimageFileName
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https://learn.microsoft.com/en-us/windows/win32/api/psapi/nf-psapi-getprocessimagefilenamew
https://whitehatlab.eu/en/blog/windows/kernel-process/
https://whitehatlab.eu/en/blog/windows/kernel-process/
https://www.vergiliusproject.com/kernels/x64/windows-11/25h2/_SE_AUDIT_PROCESS_CREATION_INFO
https://www.vergiliusproject.com/kernels/x64/windows-11/25h2/_EPROCESS
https://projectzero.google/2016/02/the-definitive-guide-on-win32-to-nt.html
https://www.vergiliusproject.com/kernels/x64/windows-11/25h2/_FILE_OBJECT
https://www.vergiliusproject.com/kernels/x64/windows-11/25h2/_FILE_OBJECT
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ioqueryfiledosdevicename
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ioqueryfiledosdevicename
https://chrisdenton.github.io/omnipath/NT.html
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-querydosdevicew





























































