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ˢ ˭ˣ˧˪ˠˢ ˪˷ ˢ˥˧˸˲ˢ ˧˶˟ˡ˪ ˫˧˞˟ˢ ˫˧˩ˣ˶˟-мут  ˪˷DigitalWhisper! 

 ˧˶˵ˣ˥ ˪˷ ˫ˣ˯˶˲ˢ ˪˰ ˫˧ˮˣ˶˥˞ˢ ˫˧˷ˡˣ˥˟ ˟˸˩ˮ ˦˰ˬ ˞˪Google ˸˩˶˰ˢ˟ ˧˸ˣ˰ˬ˷ˬ ˶ˣ˲˧˷ ˣˠ˧˴ˢ ˣ˟˷ ,

 ˸ˣˮ˲˴ˢ ˸˶˧˟˷˪ ˫˧˷˶ˡˮˢ ˫˧˟˞˷ˬˢ-˞˸ˣ˧˶˦ˬ˧˯, ˢ˪˞˩ ˶˸˧ˢ ˭˧˟ˣ s ˸ˣ˯˯ˣ˟ˬ ˪˰ ˫˧˧˦˲˧˪˞ ˫˧ˬˣ˵˰

)ECC ˞˷ˣˮˢ .˧˦ˮˣˣ˵ ˟ˣ˷˥ˬ ˸ˣ˰˴ˬ˞˟ ( ˣ˧˪˰ ˶ˬ˞ˬ ˣˮ˪ ˷˧ ˱˞ˣ ,˵˸˶ˬ ˢˤˢ˟˭ˣ˧˪ˠ ˧˥˩ˣˮˢ ˨˷ˬ˷ ˢˬ ˪˟˞ .

ˡˢ ˞˪˞ ,ˣˬ˴˰ ˶˵˥ˬˢ ˢ˧ˢ ˞˪ ˞˵ˣˣˡ ,˧˟˧˪ ˸ˬˣ˷˸ ˸˞.ˣ˧˸ˣ˞˴ˣ˸ ˸˞ ˫˯˶˲˪ ˫˧˶˵ˣ˥ˢ ˣ˶˥˟ ˢ˟˷ ˨˶ 

˭˧˧ˮˣ˰ˬ˷ ˧ˬ˪  ,ˢ˪˧˪˵ ˢ˞˧˶˵ ˸˵˯˲ˢ ˸ˣ˷˰˪ˢ ˢˮ˧ˢ-Paper White ˷-AI Quantum Google ˣˬ˯˶˲. 

ˢ) ˶ˬ˞ˬˢ ˸˞ ˧˸˞˶˵ ˞˪-˪˧˪˵ ˢ˞˧˶˵"ˢ ˧˸˧˲˴ ˭˩ ˪˟˞ ,(...ˢ˥˧ˡ˟ ˢ˸˧˧ˢ "ˣ ˢ˰˷ ˪˷ ˭ˣ˧˞˶˟-пл  ˭ˡ ˫˰

ˢˮˣ˟ )˶ˬ˞ˬˢ ˧˟˸ˣ˩ˬ ˡ˥˞ xˣ˧ˢ ˫˧˧˲˶ˠˣ˦˲˧˶˵ˢ ˡ˥˞˸˫ˣ˧˩ ˧˥˷ ˫˧˶ˣ˲ ˶ ( ˞ˣˢ ˣ˟ˣ ,˶ˬ˞ˬˢ ˪˰ ˶˲˯ˬ˪˰ 

˰˵˶ˢ ˶˵˥ˬ˪˪˰ , ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ˢ ˫˸˧˶ˣˠ˪˞˪ ˪˰ˣ ,ˣ˧ˣ˰ˬ˷ˬˢ˵˸˶ˬ ˭ˣ˧˞˶ˢ .ˣ˪˷ ˸, ˫˪ˣ˩˪ ˳˧˪ˬˬ. 

ˬ ˢ'˶˟˥ˢ˷ ˨˶ˡˢ-Quantum AI  ˫˧ˬ˶ˣˠ ˫˰ ˸ˣ˴˰˧˧˸ˢ ˶˥˞˪) ˢ˸˧˧ˢ ,˶˵˥ˬˢ ˸ˣ˞˴ˣ˸ ˸˞ ˫˯˶˲˪ ˣ˶˥˟

 ˫˸˧˶ˣˠ˪˞˪ ˫ˢ˪˷ ˸ˣ˧˴ˤ˧ˬ˧˦˲ˣ˞ˢ ˸˞ ˱ˣ˷˥˪ ˞˪˷ (˫˧˧ˮ˧ˡˬShor ˣˣ˵ˢ ˪ˠ˰ˬˢ ˸˞ ˫˯˶˲˪ ˞˪) ˣ˟˷ ˧˦ˮ

˯˲˞ ˸˥˩ˣˢ ˣˬˣ˵ˬ˟ ˫˯˶˲˪ ˞˪˞ ,(ˣ˷ˬ˸˷ˢ ˫ˢ- ˰ˡ˧)Zero-Knowledge Proof ˪ˠ˰ˬˢ ˫ˣ˧˵ ˫˴˰˪ (

 ˢ˧˴ˤ˧ˬ˧˦˲ˣ˞ ˢˣˣˢˬ˷ ˪ˠ˰ˬ ˫˸ˣ˷˶˟˷ ˰ˮ˩˸˷ˢ˪ ˫˪ˣ˰˪ ˣ˶˷˲˞ ˫ˢ ,˸ˣ˶˥˞ ˫˧˪˧ˬ˟ .˫˸ˣ˷˶˟

 ˫˸˧˶ˣˠ˪˞˪Shor˰˟ ˫˧˧˦˲˧˪˞ ˫˧ˬˣ˵˰ ˸ˣ˯˯ˣ˟ˬ ˸ˣˮ˲˴ˢ ˶ˣ˟˷˪ ˫ˢ˪ ˸˶˷˲˞ˬ˷ , ˸˶ˤ˸ˣˬ˩  ˫˧˟˞˷ˬ

ˣˣ˵ ˫˧˦ˮ ˭˲ˣ˞˟ ˢ˩ˣˬˮˢ˧˸ˣ˰ˬ˷ˬ ˨˧˶˴˷ ˢ˟˷˥ ˸ˣ˷ˣˮ˞ˢ˷ ˢˬˬ ˰˩ ˡ ˪˰ ˭ˣ˸ˮ ˫ˣ˷ ˱ˣ˷˥˪ ˧˪˟ˬ ˸˞ˤˣ ,ˢ

˰˧ˠˢ ˫ˢ ˢ˟˷ ˨˶ˡˢ ˪˰ ˣ˞ ˪ˠ˰ˬˢ x.ˣ˧˪˞ 

 ˰ˡ˧ˬˢ ˸˥˦˟˞ ˸˪˧ˢ˵ˣ ˸˧˰ˡˬˢ ˢ˪˧ˢ˵ˢ ,ˡ˥˞ ˡ˴ˬ .˸ˮ˧ˣ˴ˬ ˢ˶˷˲ ˣˬ˩ ˸˰ˬ˷ˮ ˸˞ˤ ,˭ˣ˷˞˶ ˦˟ˬ˟

 ˸˧˪˩˪˩ ˭ˣ˩ˮ ˪ˢˮ˸ˢ˪ ˨˧˞ ˸˰ˡ˪ ˫˪ˣ˩˪ ˶˷˲˞˪ ˨˩˟ˣ ,ˢ˧˪˰ ˨ˣˬ˯˪ ˭˸˧ˮ˷ ˶˵˥ˬˢ ˸ˣ˞˴ˣ˸˪ ˢ˥˩ˣˢ ˸˪˟˵ˬ

˟˞˷ˬ ˸ˣ˴˵ˢ˪ ˪˧˥˸ˢ˪ˣ ˵˧˲˯ˬ ˵˲˯ˬ ˞˪ ˢˤ˩˷ ˫ˣ˯˶˲ ,˧ˮ˷ ˡ˴ˬ ˨˞ .˟ˣ˶˵ˢ ˡ˧˸˰˟ ˶˟˩ ˞˷ˣˮ˪ ˫˧

˸ˣˬ˴˰ˬ˪ ˶˷˲˞˪ ˣ˪˩ˣ˧˷ ˫˧˦˶˲,  ˭˩˞ ˣ˟˷ ˰ˠ˶˪ ˭ˮˣ˩˸ˢ˪ ˫˧˦ˮˣˣ˵ ˫˧˟˷˥ˬ˪ ˸ˣ˷˧ˠˮ ˣ˧ˢ˧ ˟ˣ˶˵ˢ ˡ˧˸˰˟˷

˫˧˦˧˟ˣ˧˵ ˵˧˲˯ˬ ˫˧˧ˡ˧˟ ˣ˧ˢ˧, .˪˰ˣ˲˟ ˸ˣ˩˶˰ˬˢ ˭ˣ˩ˡ˰ ˡ˰ˣ ˫ˣ˯˶˲ˢ ˭˧˟˷ ˭ˬˤˢ ˥ˣˣ˶ˬ ˸˞ ˪˴ˮ˪ˣ 

˰ˬ ˣˢ˷ˬ ˢ˶˵ ˤ˞ ˪˟˞.˭˧˧ˮ ˢ ˫ˣ˯˶˲ ˤ˞ˬ ˡˣ˞ˬ ˶˴˵ ˭ˬˤ ˨ˣ˸-ZKP  ˰˧˲ˣˢ˪ ˣ˪˥ˢ ,˪ˠˣˠ˟ ˶˵˥ˬˢ ˸ˣˣ˴ ˪˷

 ˫˧˪˧˰˧ ˸ˣˮˣ˶˸˲ ˣˠ˧˴ˢ ˱˞ ˫˵˪˥ .˪ˠ˰ˬˢ ˣ˸ˣ˞˪ ˰˧ˠˢ˪ ˣ˯˧ˮ˷ ˸ˣ˥ˣ˩ ˧˟ˣ˪˧˷ˣ ˫˧˲˯ˣˮ ˫˧˶˵˥ˬ ˦ˮ˶˦ˮ˧˞˟

 ˪ˠˣˠ˷ ˢˬˬ ˶˸ˣ˧ ˫˧˟ˣ˦ ˸ˣˮˣ˶˸˲ ˫˰ ˣˬ˴˰ ˸˞ ˞˴ˬ ˫˪ˣ˰ˢ ˫ˣ˞˸˲ˣ .˫˧ˡˡˬˢˬ ˵˪˥ ˧˲ ˪˰ ˸ˣ˥˲˪ ,˶˸ˣ˧

 ˣ˯˧ˮ˫˯˶˲˪ ˞˪.˫ˢ˧˪˰ ˢ˦˧˪˷ ˸ˬ˞˟ ˡ˥˞ ˱˞˪ ˭˧˞˷ ˫˧ˬ˶ˣˠ ˪˴˞ , 

 ˶˸ˣ˧ ˢ˪˞˷˪ ˪˧˟ˣˬ ˢˤˣ ?˰ˡ˧ ˯˲˞˟ ˢ˧ˢ ˭˩˞ ˰ˡ˧ ˯˲˞˟ ˸˧˦ˬ˸ˬ ˢ˷˰ˮ˷ ˫ˣ˯˶˲ˢ ˫˞ˢ :˸ˣˢ˸˪ ˫˶ˣˠ ˢˤˣ

 ˢ˶ˡˠˢˢˬ ˫˩˸˞ ˣ˟ˤ˰ˣ ?ˣ˸ˣ˞ ˱ˣ˷˥˪ ˧˪˟ˬ ˣˢ˷ˬ ˫ˣ˧ˢ ˫˯˶˲˪ ˶˷˲˞ ˸ˬ˞˟ ˫˞ˢ :˸˧˸ˣ˰ˬ˷ˬ

https://quantumai.google/static/site-assets/downloads/cryptocurrency-whitepaper.pdf
https://youtu.be/F-HG87VJj_k?si=tjvstcxFDTSxLa07
https://youtu.be/F-HG87VJj_k?si=tjvstcxFDTSxLa07
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ˣ˶˸˲ˢ ˸˞ ˫˸ˬ˯˶˲ ˞˪ ˫˞ ˫ˠ ˧˶ˢ ˧˩ ,˸˧˦ˬ˸ˬˢ ˫˧˶˵ˬ˟ˣ .˭ˣ˶˸˲ ˷˧˷ ˢˡ˟ˣ˰ˢ ˸˞ ˫˸ˬ˯˶˲ ˭˧˧ˡ˰ ,˭

.˧˲˧˴˲˯ ˭ˣˣ˧˩˟ ˫˧˟˞˷ˬ ˤ˩˶˪ ˧ˡ˩ ˢ˩˧˶˴ ˢ˪˧ˢ˵ˢ˷ ˢˬ ˪˩ ˢˤ ˧˪ˣ˞ ,˫˧˟˶ 

ˢˬ˪˧ˡ ˷˧ ˫˷ ˫ˠˣ ˟˦˧ˢ ˫˧˶˧˩ˬ ˣˮ˥ˮ˞˷ ˶˥˞ ˫ˣ˥˸ ˧˪ ˢ˶˧˩ˤˢ ˣˤˢ ˢ˟˷˥ˬˢ,ˢˬ : ˫˯˶˲˪ ˧˸ˬˣ ˢˬ˩. s-

Responsible Disclosure .˫˧ˮˣ˷ˢ ˫˧˶˴ˣˬ˟ ˸ˣ˞˴ˬˮ˷ ˸ˣ˷˪ˣ˥ ˪˰ 

˟ ˵˶ ˸ˣˬ˯˶˲ˬ˷ ˸ˣ˶˟˥ ˷˧ :˫˧˟ˣ˸˩ ˞˪ ˫˧˪˪˩ ˢ˧˧˷˰˸˟ ˣ˷˟ˠ˸ˢ ˫˧ˮ˷ ˨˷ˬCVE  ˢ˪˞˩ ˷˧ .˧˪˪˩ ˶ˣ˞˧˸ˣ

ˢ ˫ˣ˯˶˲ ˸˞ ˸ˣ˟˩˰ˬ ˸ˣ˶˥˞ .ˣˮ˩ˡ˰˧ ˫˧˷ˬ˸˷ˬˢ ˟ˣ˶˷ ˡ˰ ˠ˞˟ˢ ˧˦˶˲ ˸˞ ˸ˣ˶˧˸˯ˬ˷-PoC  ˶˲˯ˬ ˡˣ˰˟

.˸ˣ˧˶˥˞˪ ˸ˣ˲˧˵˷ ˭˧˟ ˢˮˣ˷ ˦˰ˬ ˭ˣˤ˧˞ ˸˶˥ˣ˟ ˸˥˞ ˪˩ .˫˧˷ˡˣ˥ ˣ˞ ˸ˣ˰ˣ˟˷ 

˪˰ ˸ˣˮ˰˷ˮ ˭˪ˣ˩ ˪˟˞ .˞˪ˬ ˭ˣ˶˸˲ ˭˧˟˪ ˤˬ˶ ˭˧˟ ˧˸ˣ˰ˬ˷ˬ ˶˰˲ ˫˧˧˵˷ ˶ˬˣ˞˷ ˡˣ˯˧ˢ :ˡˣ˯˧ ˸˥ˮˢ ˢ˸ˣ˞ 

 ˸˷˪ˣ˥ ˧˸˞˴ˬ˷ ˟ˣ˸˩˞ ˫˞˷ ˸˶ˬˣ˞ ˸˞ˤˢ ˡˣ˯˧ˢ ˸˥ˮˢUse-After-Free  ˰ˣˮˬ˟JavaScript  ˣ˞ ,˧˲˧˴˲˯

 ˟ˣ˶˵˟ ˭˵ˣ˸˸ˣ ˢ˸˪ˠ˸ˢ ˧˲˧˴˲˯ ˸ˣˬ˧˞ ˭ˣˮˠˮˬ˟ ˸ˣ˰˧ˠ˲˷-  ˢˡˣ˟˰ ˪˷ ˸ˣ˰ˣ˟˷ ˣ˞ ˫˧ˬ˧ ,˸ˣ˰˷ ˣ˷˶ˡ˧˧ ˭˧˧ˡ˰

.ˢ˲˵˸ˬˢ ˸˞ ˶ˤ˥˷˪ ˭˸˧ˮ ˨˧˞ˣ ˧˸˞˴ˬ ˵ˣ˧ˡ˟ ˢˬ ˭˧˟ˢ˪ˣ ˣ˸ˣ˞ ˞ˣ˴ˬ˪ ˣ˥˧˪˴˧ ˫˧˲˯ˣˮ ˫˧˶˵ˣ˥˷ ˧ˡ˩ 

.ˢ˵˧ˤ˥ˬ ˭˧˧ˡ˰ ˣˤˢ ˢ˥ˮˢˢ ˫˞ˢ ˞˧ˢ ˢ˪˞˷ˢˣ 

˧˟ˣ˦ ˣ˧ˢˮ ˫˧˶˵ˣ˥˷ ˪˪ˠ˟ ˞˪ ˪˷ ˸ˣ˪˰ˢˣ ,˶˸ˣ˧ ˫˧˧˸ˬ˴ˣ˰ ˣ˧ˢˮ ˢˡˣ˟˰ˢ ˧˪˩˷ ˪˪ˠ˟ ˞˪˞ ,ˢ˪˧˪ ˭˟ ˶˸ˣ˧ ˫

.˸ˣˡˡˣ˟ ˫˧ˮ˷ ˧ˮ˲˪ ˡ˰ˬ ˢ˪ˣˤ ˶˸ˣ˧ ˢ˟˶ˢ ˸ˣ˧ˢ˪ ˢ˩˲ˢ ˫˧˧ˣ˯ˬ ˭ˣˣ˧˩ ˶ˣ˵˥˪ 

˪˷ˬ˪ ˪ˠˣˠ ˢ˰ˡˣˢ ˢ˪˧˥˸ :˸ˠ˶ˣˡˬ ˢ˷˧ˠ˟ ˫˧˸˧˰˪ ˸˦˵ˣˮ ,˸˞ˤ ˣˬ˩ ˸˧˪˪˩: 

Note: Access to bug details and links may be kept restricted until a majority of users are 

updated with a fix. We will also retain restrictions if the bug exists in a third party library that 

other projects similarly depend on, but havenôt yet fixed. 

 ˭ˣ˶˸˧ ˶˴˧˧ˬ ˭˧˧ˡ˰ ˢˤˢ ˭ˬˤˢ ˭ˣ˪˥˷ ˢ˟˷˥ˬ ˨ˣ˸ˬ ˸˞ˤ .ˢ˷˪ˣ˥ˢ ˧˦˶˲ ˪˷ ˞˪ˬ ˫ˣ˯˶˲ ,˨˷ˬˢ˟ ˵˶ˣ

.˫˧ˮ˧ˠˬ˪  ˪˟˞˫˷ˣ˶ ˢ˷ˣ˰ .˵ˡ˯˧ˢ˪ ˢ˪˧˥˸ˬ ˣˤˢ ˢˮ˥˟ˢˢ ˫ˠ˷ 

 ˭˧˧ˬˡ˪ ˨˶˲ˣˬ ˞˪ ˶˟˩ ˫ˣ˧ˢAgent  ˪˟˵ˬ˷Advisory  ˰˴˟ˬ ,˶˴˵Patch Diff ,ˢˮ˸˷ˢ˷ ˟˧˩˶˟ ˡ˵ˬ˸ˬ ,

 ˞˪ˬ ˭ˣ˶˸˲˪ ˰˧ˠˬ ˥˶˩ˢ˟ ˞˪ ˞ˣˢ .˸ˣ˵ˡ ˨ˣ˸ ˢ˶˧˵˥ ˧ˮˣˣ˧˩ ˵˧˲ˬˣ-  ˸˧˸ˣ˰ˬ˷ˬ ˫˴ˬ˴˪ ˧ˡ˩ ˵˧˲˯ˬ ˪˟˞

 ˶˟˩ ˷˧ ,ˢ˷˰ˬ˪ .ˢˮ˟ˢ˪ ˤˬ˶ ˭˧˟ ˵˥˶ˬˢ ˸˞ ˢˬ˩˶˟˥˸ˣ ˮ˰ˣ˦˷ˣˢ˪ ˷˧˷ ˸ ˭ˢˤ˩ ˶˴ˣˬ .˸˞ˤ .˞ˬˠˣˡ˪ 

 ˦˰ˬ˩ ,˱˯ˣˮ ˭ˣˣ˧˩ ˫ˠ ˷˧ˣ ˰ˡ˧ˬ ˶˧˸˯ˢ˪ ˭ˣ˴˶ ˨ˣ˸ˬ ˞˪ .˭˵ˣ˸ ˵ˣ˧ˡ˟ ˢˬ ˦˶˲˪ ˧˪˟ˬ ˫˧ˮˣ˩ˡ˰ ˫ˣ˯˶˲ :˨ˣ˲ˢ

 ˳ˣ˲ˮ˪ ˨˲ˣˢ ˭ˣ˩ˡ˰ˢ˷ ˧ˮ˲˪ ˢ˷˪ˣ˥ˢ ˸ˡˣ˵ˮ˪ ˸ˡ˵ˣˬˬ ˟˪ ˸ˬˣ˷˸ ˨ˣ˷ˬ˪ ˞˪ ˭ˣ˧˯˧ˮ ˨ˣ˸ˬ ˞˪˞ ,ˢ˪˧ˢ˵ˢˬ

 ˪˷ ˠˣ˯ .˵˧˲˯ˬñ˧ˮˬˤ ˫ˣ˰ˬ˰ ò.ˣˬ˴˰ ˭ˣ˵˧˸ˢ ˸ˣ˰ˬ˷ˬ ˪˷ 

  

https://chromereleases.googleblog.com/2026/06/stable-channel-update-for-desktop_0482630350.html?m=1
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˸˞ˬ ˧˷ ˧˩ˡ˶ˬ 

 

˶˧˴˵˸ ˫˧˪ˢˮˬ 

ˢ˟˶ˢ ˡˣ˞ˬ ˧˷ˬ˸˷ˬ ˡ˧˞ˣ˶ˡˮ˞ ύˣ˪˧˲˞ˣ ˫˧˥˸˲ˬ ό˞˪ ˫˧˰ˡˣˬ ˭ˣ˸ˮ˪ ˞˟ˢΥ 

Ϧ˫˪ˣ˰ ˡ˧˞ˣ˶ˡˮ˞ˢ Ϧ˧˲˩ ˣˮ˥ˮ˞˷ ˫˧˶˧˩ˬ ˣ˸ˣ˞ Σ˞˪ ˸ˬ˞˟ ˫˧˧˵ ˰ˠ˶˟ ˶˧˷˩ˬˢ˷ ˵˪ˡˮ Φ˸ˣ˧ˮ˷˟ ˸ˣˮˣ˷˞˶ˢ Σ

˭ˣ˲˪˦ˢ ˫˩˪˷ ˦ˣ˷˲ ˸ˬ˶ˣ˲˦˪˲ Linux ˢ˪˧ˠ˶ ˭˧˦ˣ˪˥˪Φ 

˶ˬ˞ˬˢ ˡ˵ˬ˸ˬ ˶˧˶˟˷˟ ˢ˧ˮ˷ˢ ˶˥˞˪ ˸˴˧˶ ˢ˧˴˵˧˪˲˞ˢ ˪˰ ˶˧˷˩ˬ ˡ˧˞ˣ˶ˡˮ˞ˢ Σˡ˴˧˩ˣ ˸ˣ˵ˤˣˮ ˸ˣˬˡ˵˸ˬ 

˸ˣ˯ˮˬ Ϧ˶ˣ˴˰˪ ˸˞ ˭ˬˤˢ Ϧ˸ˣˬˡ˧ˢ˪ˣ ˸˩˶˰ˬ˪ ˢ˪˰˲ˢˢ ˢˬ˴˰˟ Σˡˣ˰ ˧ˮ˲˪ ˷ˬ˸˷ˬˢ˷ ˢ˞ˣ˶ ˨˯ˬ ˣˢ˷˪˩Φ 

˶ˬ˞ˬ˟ ˢˤ Σ˥˸ˮˮ ˵˪˥ ˢ˵ˤˣˮˢˬ Anatsa π ˧˪˩ ˢ˲˧˵˸ ˸˥˲˷ˬˬ sπBanking Trojans Σˡ˰ˣ˧ˬˢ ˸˟˧ˮˠ˪ ˧˦˶˲ 

ˢ˷˧ˠ ˸ˣˮˣ˟˷˥˪ ˫˧˧˯ˮˮ˧˲ Φπ˟нлнп ˞˧ˢ ˢ˰˧ˠˢ ˪πмллΣллл ˸ˣˡ˶ˣˢ ˟πGoogle Play ˡ˰ ˣ˶˧˯ˢ˷ ˢ˸ˣ˞Φ 

ˢ˵ˤˣˮˢ ˣˤˢ Σ˸˰˴˟ˬ ˢ˲˧˵˰ ˞˪ ˸˧˸˶ˠ˧˷ ˪˷ ˸ˠ˴ˢ sπUI ˪˷ ˢ˧˴˵˧˪˲˞ˢΦ ˧˸˶˥˟ ˥˸ˮ˪ ˢ˸ˣ˞ Σˢ˶˵ˬ˩ ˭˥ˣ˟ 

π˪Framework ˧˸˥˸˧˲˷ ˪ˣˡ˧ˬ˪ ˸ˣˠˢˮ˸ˢ ˢ˵ˤˣˮ ˧˲˪ р ˸ˣ˟˩˷ ΣπxAnatsa ˦ˣ˷˲ ˢ˰˴˧˟ ˪˩ ˸˥˞ ˭ˢˬΦ 

˫˧˷˶˸ˢ ˬ ˞˟ˢ˶˞˸ ˸ ˸˞˨˧˪ˢ ˸˶˧˴˧ ˢ˧˴˵˧˪˲˞ ˷˟˫˧˟˪ π ˪˥ˢ ˧˯˵ˣˮ˧˪ˢ ˨˧˪ˢ˸ˢ ˸˶˧˴˧ ˡ˰ ˢˮ˵˸ˢˬ: 
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˳ˣ˶˧ˬˢ ˪˧˥˸ˬ 

˶˷˞˩ ˷ˬ˸˷ˬ ˳˧˶ˬ ˢ˧˴˵˧˪˲˞ ˸˧ˬ˧˦˧ˠ˪ Σ˳˰ ˫˧˩˧˪ˢ˸ˢ ˢ˞˶ˮ ˨˩Υ 

 

πsZygote ˞ˣˢ ˫˴˰˟ ˦˪˲ˬ˦ ˧˵ˮ ˶ˣ˟˰ ˪˩ ˸˧˧˴˵˧˪˲˞ ˡ˧˞ˣ˶ˡˮ˞ Φ˧ˡ˩ ˭˧˩ˢ˪ ˸˞ ˰˵˶˵ˢ Σ˨˧˪ˢ˸ sπZygote 

˪˥˸˞ˬ ˢ˷ˣ˪˷ ˫˧˟˧˩˶ ˫˧˧˯˧˯˟Υ 

¶ sπAndroid RuntimeΥ sπART ˣˮ˧ˢ Ϧˢˮˣ˩ˬˢ ˸˧˪˞ˣ˦˶˧ˣˢ ΣϦ˸˪ˠˣ˯ˬˢ ˞ˣ˶˵˪ ˳˧˶ˢ˪ˣ ˡˣ˵ Java x˞ Kotlin 

ύ˧˴˟˵ sπDEXΦό 

¶ sπAndroid FrameworkΥ ˢˮ˧˰˦ ˷˞˶ˬ ˪˷ ˧˲˪˞ ˸ˣ˵˪˥ˬ ˧˟˞˷ˬˣ ˸˩˶˰ˬ ˪˞ ˭ˣ˶˩˧ˤˢΦ 

¶ ˦˵ˣ˯ ˧ˬˣ˵ˬ Υ˳ˣ˶˰ ˸˶ˣ˷˵˸  ˸ˣ˷˵˟˪ ˭˧ˤ˞ˬ˷fork(). sπZygote ˶˴ˣ˧ ˣ˸ˣ˞ ˧ˮ˲˪ ˭˧˧ˡ˰˷ sπSystem 

Server ˡ˪ˣˮΦ 

˪ˣ˴˧˲ˢ 

˨˪ˢˬ˟ sπBoot Σ˰˴˟˸ˬ fork() ˭ˣ˷˞˶ ˫ˤˣ˧˷ sπZygote Φ˶˴ˣˮ ˨˧˪ˢ˸ ˭˟ ˷˶˧˷ ˸˞ sπART Σ˸˞ sπ

Framework Σ˸˧˪˟ˣ ˢ˶˧˶˟ Σ˫ˠ ˸˞ ˦˵ˣ˯ˢΦ 

˧˸ˮ˩˸ˬ ˵ˢˡˣ ˪˷ ˡ˧˞ˣ˶ˡˮ˞ Σˣˤ˶ˡˤˢ ˶ˣˠ˯˪ ˸˞ ˦˵ˣ˯ˢ ˧ˬ˰˦ˬ ˢ˥˦˟˞ Σ˧˲˩ ˭˸˧ˮ˷ ˸ˣ˞˶˪ ˰˦˵˟ ˡˣ˵ˢ ˞˟ˢΥ 

Zygote . closeAllFilesExcept (managedFileDescriptors);  

πsFork Ϧˡ˪ˣˮ Ϧ˫˰ ˸ˤˣ˶˥ˬ ˭ˣ˶˩˧ˤ˟ Σ˷ˬ˷˸˷ ˣ˸ˣ˞ ˧ˡ˩ ˳˧˶ˢ˪ ˸˞ sϦˡˣ˰˧˧ Ϧˣ˪˷ ˸˶ˤ˰˟ ˸ˣ˧˴˵ˮˣ˲ ˭ˬˤ˟ ˢ˴˧˶ 

ύ˰Ϧ˧ ˭ˣˮˠˮˬ ReflectionΦό 
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˧ˬ ˧˞˶˥˞˷ ˨˩˪ ˢ˷πFork ˭ˣ˷˞˶ˢ ˶˴ˣˣ˧˧ ˫˰ ˸ˤˣ˶˥ˬˢ SystemServer.main() Σˣˢˤ sπInit ύˣˡˣ˟˩˟ ˣˬ˴˰˟ˣ Φό

˞ˣˢ ˶˧˟˰ˬ ˢ˸ˣ˞ ˵˪˥˩ ˸˶˧˴˧ˬ sπZygote ˫˰ ˪ˠˡ --start-system-server ˡ˥π˧ˬ˰˲ ύ˭ˣ˩˯˧˥˪ ˭ˬˤ˟ Φό˨˩ sπ

Zygote ˵˧ˤ˥ˬ ˭ˣ˶˩˧ˤ˟ ˸˞ ˸ˤˣ˶˥ˬˢ ˡ˧ˬˣ ˪˲˩˷ˬ ˸˞ ˣˬ˴˰Φ 

˨˷ˬˢ˟ Σ˶˷˞˩ sπSystem Server ˳ˣ˶˧ ˡ˧ˠ˧ˣ ˪πZygote ˨˧˶˴˷ Fork ˷ˡ˥ Σ˞ˣˢ ˢˤ ˪˟˵˧˷ ˸˞ ˸ˤˣ˶˥ˬˢ ˢˬπ

Launcher Σ˶˧˟˰˧ˣ ˢ˸ˣ˞ ˪πZygote ˨˶ˡ Local SocketΦ 

ˢ˸˰ˬ ˢ˞˪ˢˣ ΣπsZygote ˶˟ˣ˰ ˟˴ˬ˪ ˢˮˤ˞ˢ ˦˵ˣ˯˟ ˥˸˲˷ Φ˧ˬ ˧˞˶˥˞˷ Ϧ˶˧˰ˢ˪ Ϧˣ˸ˣ˞ ˫ˣˤ˧˪ˣ ˸ˣ˞˧˶˵ ˪˷ 

Zygote Forks Σˢˤ ˵˶ ˪ˢˮˬˢ ˧˷˞˶ˢ π System Server. 

˸˵ˣ˪˥ ˫˧ˡ˧˵˲˸ 

˨˧˪ˢ˸ sπSystem Server 

ˢ˧˴˵ˮˣ˲ˢ SystemServer.main() ˞˧ˢ xʕ ˷Ϧ˸ˠ˴˧˧ˬ Ϧ˸˞ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ Σ˸˪ˢˮˬˣ ˸˞ ˨˧˪ˢ˸ ˢ˧˴˵˧˪˲˞ˢ Φ

˫˧˧ˮ˷ ˫˧˸ˣ˶˧˷ˢˬ ˫˧˧ˤ˩˶ˬˢ ˟ˣ˷˥˷ ˶˧˩ˢ˪ ˫ˢΥ 

мΦ Activity Manager Service π sπAMS Σ˞ˣˢ sϦ˶ˠˣ˟ˬ ˧˞˶˥˞ˢ Ϧ˪ˢˮˬ˷ ˸˞ ˟˧˩˶ˢ ˪ˢˣˮˬˢ π 

ActivityThread ˨ˣ˸˟˷ ˢ˧˴˵˧˪˲˞ˢΦ 

нΦ Package Manager Service π sπPMS Σ˧˞˶˥˞ ˪ˢˮ˪ ˶ˣˬ˷˪ˣ ˸˞ ˰ˡ˧ˬˢ ˪˰ ˪˩ ˸ˣ˧˴˵˧˪˲˞ˢ ˸ˣˮ˵˸ˣˬˢ 

˶˧˷˩ˬ˟Φ 

˰ˠ˶˟ ˶˶ˣ˰˸ˬ˷ sπSystem Server ˨˪ˢˬ˟ sπBoot Σ˶˟ˡ ˭ˣ˷˞˶ ˞ˣˢ˷ ˢ˷ˣ˰ ˢˤ ˳˧˶ˢ˪ ˸˞ sπmain ˣ˪˷ Φπs

PMS ˵˶ˣ˯ ˸˞ ˪˩ ˧˴˟˵ sπManifests ˷˧˷ ˶˧˷˩ˬ˟ ύ˪˰ˣ˲˟ Σ˵˶ˣ˯ ˳˟ˣ˵ ˧˪˪˩ ˡ˥˞ π ˵˪˥˩ ˢ˧˴ˤ˧ˬ˧˦˲ˣ˞ˬ Σό

˭˩ˡ˰ˬˣ ˢ˪˟˦ ˸˧ˬ˧ˮ˲ ˢ˶˧ˡˠˬ˷ ˸ˣ˞˷˶ˢ ˫˧˸ˣ˶˧˷ˣ ˪˩˪ ˢ˧˴˵˧˪˲˞Φ 

˶˥ˣ˞ˬ ˶˸ˣ˧ ΣπsLauncher ύ˨˯ˬ ˸˧˟ˢ ό˵˶ Ϧ˪˞˷˸ˬ Ϧ˸˞ sπPMS Σ˧ˡ˩ ˪˟˵˪ ˸˞ ˭ˣ˵˧˧˞ˢ ˫˷ˢˣ ύsπLabel ό

ˢ˪˷ Σ˧ˡ˩ ˠ˧˴ˢ˪ ˫˸ˣ˞ ˨˯ˬ˟ ˸˧˟ˢ ύ˧˲˩ ˢ˞˶ˮ˷ ˵˪˥˟ ɣ Σϥˡˣ˵˟ sπXML ˭ˣ˷˞˶ˢΦό 

 

˨˧˪ˢ˸ ˢ˧˴˵˧˪˲˞ 

˶˴ˣˮ ˪˩˟ ˫˰˲ ˷ˬ˸˷ˬˢ˷ ˳˥ˣ˪ ˪˰ sπLauncher ˪˷ ˢ˧˴˵˧˪˲˞ˢΦ 

πsSystem Server ˥˪ˣ˷ ˢˡˣ˵˲ ˪πZygote ˨˶ˡ sπSocketϦ Υ˪˲˩˷˸ ˯˯ˣ˶˲ ˷ˡ˥ ΦϦ˨˧˪ˢ˸ˢ ˷ˡ˥ˢ ˶˴ˣˮ˷ Σ

˷ˬ˸˷ˬ ˟πReflection ˧ˡ˩ ˳˧˶ˢ˪ ˸˞ ActivityThread.main() Σ˪˧˰˲ˬ˷ ˸˞ sπLooper ύˢ˞˶ˮ ˨˷ˬˢ˟ ό

˭˧˩ˬˣ ˸˞ sπUI Thread ˸˪˟˵˪ ˸ˣ˰ˡˣˢ ˢˬπSystem ServerΦ 
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˨˧˪ˢ˸ sπActivityThread 

ˣˢˤ Ϧ˭˩ˣ˯ Ϧ˟˷ˣ˧˷ ˨˧˪ˢ˸˟ ˢ˧˴˵˧˪˲˞ˢ Σ˪˟˵ˬˣ ˸˞ ˸ˣˡˣ˵˲ˢ ˬπAMS Φ˸ˣ˶ˬ˪ ˣˬ˷ Σ˞ˣˢ ˣˮ˧˞ Thread Σ˞˪˞ 

˸˵˪˥ˬ Java ˸˪ˢˮˬ˷ ˸˞ ˢ˧˴˵˧˪˲˞ˢ ˫˧ˮ˲˟ˬΦ ˸ˮˬ ˪˰ ˶˷˵˸˪ ˫˰ ˳ˣ˥ˢ Σ˞ˣˢ ˵˧ˤ˥ˬ ˣ˩ˣ˸˟ ˢ˵˪˥ˬ 

˸˧ˬ˧ˮ˲ ˢˮ˧ˤ˞ˬ˷ ˸ˣ˷˵˟˪ ˬπAMS Φ˸ˣ˷˵˟ ˣ˪˞ ˸ˣ˶˟˰ˣˬ ˶ˣ˸˪ ˪˷ sπUI ThreadΦ 

˧ˮˣˮˠˮˬ sπSocket ˢˣπBinder 

ˣˮ˞˴ˬˮ ˫˧ˡˬ˪ Σ˷˧˷ ˪πSystem Server ˩πо ˫˧ˡ˧˵˲˸ ˫˧˧˶˵˧˰Υ 

¶ ˷˵˟˪ ˣˬ˴˰˟ Zygote Forks ˶ˣ˟˰ ˸ˣ˧˴˵˧˪˲˞ ˸ˣ˷ˡ˥Φ 

¶ ˶˷˵˸˪ ˫˰ ˢ˧˴˵˧˪˲˞ˢ ˢ˶˴ˣˮ˷ ˸ˣ˰˴ˬ˞˟ sπAMSΦ 

¶ ˵ˣ˶˯˪ ˸˞ ˳˟ˣ˵ sπAndroidManifest.xml ˨˪ˢˬ˟ sπBoot x˞ ˸ˮ˵˸ˢ ˢ˧˴˵˧˪˲˞ˢ ˸ˣ˰˴ˬ˞˟ sπPMSΦ 

˨˞ ˭˞˩ ˢ˪ˣ˰ ˢ˪˞˷ ˸ˮ˧˧ˮ˰ˬ Υˢˬ˪ ˸˩˶˰ˬˢ ˢ˩˧˶˴ ˧ˮ˷ ˧ˮˣˮˠˮˬ ˸˶ˣ˷˵˸ ύIPC ό˫˧ˮˣ˷ Κˢˬˣˡ˟ ˫˧˪ˡˣˬ˪ ˪˷ 

IPC ˭˧˟ ˭˲ˡ˲ˡ ˫˧ˬˣ˷˧˧˪ ˯˵ˣˮ˧˪˟ Σ˫ˠ ˭˞˩ ˸˶ˣ˷˵˸ˢ ˞˪ ˸˰˴˟˸ˬ ˸ˣ˶˧˷˧Φ 

¶ ˟˪˷˟ ˢˬ˵ˢˢ Υ˟˪˷ ˣ˟˷ ˸˶˟ˣ˰ ˸˶ˣ˷˵˸ˢ ˨˶ˡ sπLocal Socket Σ˭˧˟ sπSystem Server ˭˧˟˪ sπ

Zygote Φˣˢˤ ˶ˣˮ˧˴ ˶˧ˢˬ ˦ˣ˷˲ˣ ˡ˰ˣˮ˷ ˢ˶˦ˬ˪ ˸˥˞ ˡ˟˪˟ π ˶˧˰ˢ˪ ˸˞ sπZygote ˡ˧ˠˢ˪ˣ x˪ ˰˴˟˪ 

˪ˣ˲˩˷Φ 

¶ ˟˪˷˟ ˢ˴˧˶ˢ Υ˟˪˷ ˣ˟˷ ˸˶˟ˣ˰ ˸˶ˣ˷˵˸ˢ ˨˶ˡ sπBinder Σ˭˧˟ sπAMS ˭˧˟˪ sπActivityThreadΦ 

 

˰ˣˮˬ ˫˧˧˥ˢ ˪˷ ˨˧˪ˢ˸ˢ ΥπsLooper ˪˷ sπUI Thread 

ύ˟ˣ˷˥ ˶˧ˢ˟ˢ˪ Υ˸˶ˣ˦˵˦˧˩˶˞ ˡ˧˞ˣ˶ˡˮ˞ ˢ˧ˣˣ˶ ˸ˣ˞˪ˣ˪˟ Looper ˸ˣˮˣ˷ Σˢ˷˰ˬ˪ˣ ˦˰ˬ˩ ˪˩˪ ServiceΦό 

˶˷˵ˢ˟ ˪˷ Ϧ˸ˡ˧˪ Ϧˢ˧˴˵˧˪˲˞ Σ˶˥˞˪ sπFork ˸˴˶ˢˣ ˢ˧˴˵ˮˣ˲ˢ ˸˧ˡˣ˰˧˧ˢ ˬπFramework Σ˷˧ ˵˶ Thread 

ˡ˥˞ ΣπsUI ThreadΦ ˪˰ˣ˲˟ Σ˪˩ ˢˬ ˣˮ˥ˮ˞˷ ˫˧˞˶ˣ˵ x˪ ϥˢ˧˴˵˧˪˲˞ˢ Σϥ˟˷ˣ˧ ˪˰ ˢ˞˪ˣ˪ ˸˥˞ ύLooper όˢ˧˥˷ 

˨ˣ˸˟ sπUI Thread Σ˸˪ˢˣˮˬ˷ ˪˰ ˧ˡ˧ sπActivityThread Φ˞˧ˢ ˢˢ˷ˬ ˸˞ sπUI Thread ˫˧˧˸˯ˢ˪ˬ Σ

ˢˮ˧˸ˬˬˣ ˸ˣˡˣ˵˲˪ sπSystem Server ˧ˡ˩ ˳˧˶ˢ˪ ˸˞ ˡˣ˵ ˢ˧˴˵˧˪˲˞ˢΦ 

˶˟˩ ˣˮ˶˩ˤˢ ˢ˷πSystem Server ˶˟˩ ˵˧ˤ˥ˬ ˭ˣ˶˩˧ˤ˟ ˣ˪˷ ˸ˣ˞˷˶ˢ Σ˭ˢ˧ˮ˧˟ˣ ˸˞ sπEntry Point ˪˷ 

ˢ˧˴˵˧˪˲˞ˢΦ ˭ˬˤ˟ ˢ˴˧˶ˢ ΣπsSystem Server ˥˪ˣ˷ ˸ˣˡˣ˵˲ ˢ˴˶ˢ ύˣˬ˩ onCreate, onStart ˣ˩ˣ Σόϥ˧ˡ˩ ˰˧ˮˢ˪ 

˸˞ sπEntry Point Φ˸ˣˡˣ˵˲ˢ ˣ˪˞ˢ ˸ˣ˥˪˷ˮ ˢˬπSystem Server ˨˶ˡ sπBinder IPC Σ˸ˣˬˠ˶ˣ˸ˬˣ ˸ˣ˰ˡˣˢ˪ 

˨ˣ˸˟ ˶ˣ˸ ˸ˣ˰ˡˣˢˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢΦ 

πsUI Thread ˣˡ˧˴ˬ ˞˪ Ϧ˵ˮ˥ˮ Ϧπ ˞ˣˢ ˟˷ˣ˧ ˨ˣ˸˟ ˸˞˪ˣ˪ sπLooper ˸˧˲ˣ˯ˮ˧˞ˢ Σ˱˪ˣ˷ ˸˞ ˸ˣˡˣ˵˲ˢ ˣ˪˞ˢ 

˶ˣ˸ˢˬ ˸˥˞ ˸˥˞ ˸˶ˤ˰˟ ˨ˣˣ˸ˬˢ ˣ˪˷ Σ˳˧˶ˬˣ ˸˞ ˸ˣ˧˴˵ˮˣ˲ ˢ˧˴˵˧˪˲˞ˢ ˣˤ˟ ˶˥˞ xʕΦ 
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˭ˣ˧˪ˠ мут, ˧˪ˣ˧ нлнс  мм 
 

˸ˡˣ˵ˮ ˱˦˥ˬˢ 

ˡ˰ ˭˞˩ Σˢˤ ˢˬ ˧˸ˮ˟ˢ˷ ˸˶˧˵˥ˬ OWASP Uncrackable Level 2 Φˢˤ ˶˟˩ ˵˧˲˯ˢ ˧ˡ˩ Ϧ˱ˣ˶˷˪ ˧˪ ˸˞ ˥ˣˬˢ Ϧ

˰˦˵˟ ˟ˣ˦ Φ˨˞ ˶˟˸˯ˬ ˣˤ˷ ˧s˧ˢ˸ ˵˶ ˢ˪˥˸ˢˢΦ ˫˷ Σ˳˟ˣ˵ sπAndroidManifest.xml ˡ˟˰ Ϧ˷ˬˬ ˧˲˪ 

˶˲˯ˢ". ˧˸˰ˠˢ˷˩ ˶ˣ˵˥˪ ˸˞ ˢ˵ˤˣˮˢ Anatsa Σ˧˸˧˞˶ ˢ˷πManifest ˢ˪˷ ˢ˞˶ˮ ˸˶˥˞ ˧˶ˬˠ˪Φ 

Application vs. Activity π ˧˸˷ ˸ˣˡˣ˵ˮ ˢ˯˧ˮ˩ˢ 

ˡ˧˞ˣ˶ˡˮ˞˟ ˭˧˞ ˵˶ Ϧ˸ˡˣ˵ˮ ˢ˯˧ˮ˩ Ϧ˸˥˞ Φ˷˧ ˢ˷˰ˬ˪ ˧˸˷ ˸ˣˬ˶ ˸ˣˮˣ˷ ˪˷ ˸˴˶ˢ ˡˣ˵ ˸ˣ˴˶˷ xʕ ˶˥˞ xʕ 

˸˥˞ˢ ˸ˬ˶˟ sϦ˨˧˪ˢ˸ ΣϦˢ˧ˮ˷ˢˣ ˸ˬ˶˟ sϦ˭ˣ˪˥". 

ˣˮ˶˩ˤˢ ˢ˷πSystem Server ˧˞˶˥˞ ˥ˣ˪˷˪ ˸ˣˡˣ˵˲ ˪πLooper Φ˷˧ ˢˡˣ˵˲ ˸˥˞ ˸˷˥˶˸ˬ˷ ˸˪˧˥˸˟ ˸˴˶ˢ 

ˢ˧˴˵˧˪˲˞ˢ Σ˞˧ˢˣ ˸˰˲˷ˣˬ ˢˬˬ ˟ˣ˸˩˷ ύx˞ ˞˪ ˟ˣ˸˩ όπ˟Manifest Φˢˡˣ˵˲ˢ ˢˮˣ˷˞˶ˢ ˪˷ sπAMS ˸˞˶˵ˮ 

bindApplication Φ˞˧ˢ ˶ˠ˧˶˦ˢ ˫˶ˣˠ˷ ˸˩˶˰ˬ˪ ˢ˪˰˲ˢˢ ˶ˣ˴˧˪ ˸˞ ˦˵˧˧˟ˣ˞ sπApplication ύ˧˲˩ ˢ˞˶ˮ˷ 

˨˷ˬˢ˟ Σό˞˧ˢˣ ˸˷˥˶˸ˬ ˡˣ˰ ˧ˮ˲˪ ˢ˧˴˵˧˪˲˞ˢ˷ ˢ˴˧˶ˬ UI ˣˢ˷˪˩Φ 

˥ˣ˸˧ˮ AndroidManifest.xml ˪˷ Level 2 

<application  
    android:theme ="@style/AppTheme"  
    android:label ="@string/app_name"  
    android:icon ="@mipmap/ic_launcher"  
    android:allowBackup ="true"  
    android:supportsRtl ="true" > 
 
    <activity android:name ="sg.vantagepoint.uncrackable2.MainActivity" > 
        <intent - filter > 
            <action android:name ="android.intent.action.MAIN" />  
            <category android:name ="android.intent.category.LAUNCHER" />  
        </ intent - filter > 
    </ activity > 
</ application > 

˭˧˧˲˞ˬˢ android:name ˞˧ˢ ˭ˣ˸ˮ ˷ˬ˷ˬ˷ ˸˶˧˴˧˪ Entry Point Φ˫˰˲ˢ ˞ˣˢ ˫˧˧˵ ˵˶ ˸ˬ˶˟ sϦ˭ˣ˪˥ΦϦ 

˭˧˞ ˭˞˩ ˭˧˧˲˞ˬ ˨˧˧˷˷ ˟˪˷˪ sπbindApplication Σ˭˩˪ sπApplication ˢ˧ˢ˧ ˸˶˧˶˟ ˪ˡ˥ˬ Σˣ˧˪˞ˣ ˣ˲˯ˣˣ˸˧ 

˫˧ˮ˧˧˲˞ˬ ˫˧˧˪˟ˣ˪ˠ ˢ˧˴˵˧˪˲˞˪Φ 
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˥ˣ˸˧ˮ sπAndroidManifest.xml ˪˷ ˢ˵ˤˣˮˢ 

<application  
    android:label ="PDF Reader: Update"  
    android:icon ="@vista6/vista_res_0x7f060000"  
    android:name ="ihp.opjhprs.fsthjpoyr.rhhkkff"  
    android:allowBackup ="true"  
    android:usesCleartextTraffic ="true" > 
 

˭˞˩ ˷˧ ˢˮˣ˩˸ ˢ˰˧˲˷ˬ˷ ˡˣ˞ˬ ˪˰ ˟˪˷ sπbindApplication Φˢˮˣ˩˸ˢ android:name ˸ˬ˶ˣˠ ˸˩˶˰ˬ˪ 

ˢ˪˰˲ˢˢ ˶ˣ˴˧˪ ˦˵˧˧˟ˣ˞ Application ˫˞˸ˣˬ ˸˧˷˧˞ Σ˞˪ˣ ˸˞ ˦˵˧˧˟ˣ˞ ˸˶˧˶˟ ˪ˡ˥ˬˢ ˣˮ˧˞˶˷ ˟π

Uncrackable Φ˫˴˰˟ Σ˶ˡˠˣˢ ˭˞˩ Entry Point ˫ˡ˵ˣˬ ˡˣ˞ˬ ˸ˬ˶˟ sπProcess Σˡˣ˰ ˧ˮ˲˪ sπEntry Point ˪˷ 

πsUIΦ 

˫˞ ˡˣ˵ˢ ˟˪˷˟ ˢˤ ˪˧˩˧ ˸ˣ˪ˣ˰˲ ˸ˣ˩ˣ˶˞ ΣπsUI Thread ˰˵˸˧˧ Σ˷ˬ˸˷ˬˢˣ ˢ˞˶˧ ˨˯ˬ ˶ˣ˥˷ ˵˥ˬ˧ˣ ˸˞ 

ˢ˧˴˵˧˪˲˞ˢ Φ˭˩˪ Σˡˣ˵ˢ ˟πEntry Point ˢˤˢ ˟˧˧˥ ˸ˣ˧ˢ˪ ˶˴˵ ˧ˮ˪˦˵ˣΦ 

˭˪ˢ˪ ˵˪˥ ˡˣ˵ˬ sπEntry Point ˧ˮˡ˧ˢ ˪˷ ˢ˵ˤˣˮˢΥ 

/* JADX INFO: compiled from: StubApp.java */   
/* JADX INFO: loaded from: classes.dex */   
public class rhhkkff extends Application {   
    @Override // android.content.ContextWrapper   
    protected void attachBaseContext ( Context base) {   
        super . attachBaseContext (base);   
        new eomqmgsskufu(base). oqwrkywwlykpu ();   
        new tttlkqttg (base). mopksfpffv ();   
        kjyylrrmxujekkg. wqlx ( this , qhpsx.noxgiqtlgxejjlkguiqsl, 
qhpsx.pmoerwxrnviwturjgmsrs);   
    }  
}  

˥ˣ˸˧ˮˢ ˧˦˦˯ˢ ˭˞˩ ˪˟ˠˣˬ Σ˧˩ ˡˣ˵ˢ ˶˟˰ Obfuscation ˧ˮ˧˴˶ Φˢˬ ˭˩˷ ˶˷˲˞ ˸ˣ˞˶˪ ˭˞˩ ˡ˧ˬ Σ˯˞˪˵ˢ˷ ˢˤˢ 

˞ˣˢ ˠˣ˯ˬ Stub Unpacking ύ˧˲˪ ˫˷ˢ ˢ˶ˣ˷˟ ˢˮˣ˷˞˶ˢ ˪˷ sπInfoΦό 

πsStub Unpacking ˡ˟ˣ˰ ˟πо ˫˧˟˪˷ ˫˧˧ˤ˩˶ˬΥ 

мΦ ˸ˮ˧˰˦ ˳˟ˣ˵ ˶ˣ˵ˬˢ ˭ˣ˶˩˧ˤ˪Φ 

нΦ ˟ˣ˪˧˷ ˸ˣ˵˪˥ˬˢ ˸ˣ˧ˮˣˡˤˢ ˪˞ ˨ˣ˸ ˸˟˧˟˯ ˢ˴˧˶ˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢΦ 

оΦ ˸˶˟˰ˢ ˢ˦˧˪˷ˢ ˪πEntry Point ˪˷ ˸˧ˮ˩ˣ˸ˢ ˸˧˶ˣ˵ˬˢΦ 

ˡˣ˵ˢ ˪˧˰˪˷ ˰˴˟ˬ ˵ˣ˧ˡ˟ ˸˞ ˫˧˟˪˷ˢ ˢ˪˞ˢ Σ˫˸ˣ˞ ˶˧˞˷ˮ ˟˪˷˪ sπDynamic Analysis ˫˰ FridaΦ 

˧ˣˡ˧ˣ 

˰ˠ˶˟ ˭ˣ˷˞˶ˢ ˧˸˪˩˸˯ˢ˷ ˪˰ ˡˣ˵ˢ Σ˞˪ ˧˸ˮ˟ˢ ˧ˬ ˳˧˶ˬ ˣ˸ˣ˞ Φ˞ˣˢ ˢ˞˶ˮ ˣˬ˩ п ˸ˣ˧˴˵ˮˣ˲ Ϧ˶˧ˣˣ˞˟ ΣϦ˧˪˟ ˱˞˷ 

˸˧˧˴˵ˮˣ˲ main ˸˞˶ˣ˵ ˭ˢ˪Η 
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˧˸˧˪˧ˠ ˡ˧˞ˣ˶ˡˮ˞˟˷ ΣπsART ˸ˡ˟ˣ˰ ˨ˣ˲ˢ ˶˞˷ˬ ˸ˣ˟˧˟˯ ˸˴˶ˢ ˡˣ˵ˢ ˣˮ˥ˮ˞˷ ˫˧˶˧˩ˬ Φˣ˪˧˲˞ ˢˬπJVM 

ˣˬ˴˰˟ Σ˧ˮ˞ ˟˧˧˥ ˞ˣ˶˵˪ ˧ˬ˴˰˟ ˢ˧˴˵ˮˣ˲˪ ˧˸˟˸˩˷ ˧ˡ˩ ˞˧ˢ˷ ˪˧˥˸˸ ˳ˣ˶˪Φ ˡ˧˞ˣ˶ˡˮ˞˟ ˸ˬˣ˰˪ ˸˞ˤ Σ˶˟˩ ˷˧ 

˧ˬ ˞˶ˣ˵˷ ˪πEntry Point π ˦˵˧˧˟ˣ˞ sπApplication x˞ sπActivity Σˢˤˣ ˰˴˟˸ˬ ˟˪˷˟ ˶˟˩˷ ˣˮ˧˞˶ π ˸˶˧˴˧ 

˦˵˧˧˟ˣ˞ sπApplication ˸˶ˤ˰˟ ˸ˡˣ˵˲ bindApplication ˥˪ˣ˷˷ sπAMSΦ 

ˢˬˠˣˡˢ ˢ˞˟ˢ ˡˣ˵ˬ sπAndroid FrameworkΥ 

public Application newApplication ( ClassLoader cl, String className, Context 
context) {  
    return ( Application ) cl. loadClass (className). newInstance ();  
}  
// -----------------------------------------------------------------  
public Activity newActivity ( ClassLoader cl, String className, Intent intent) {  
    return ( Activity ) cl. loadClass (className). newInstance ();  
}  

ˢ˵ˤˣˮˢ ˢ˶˧ˡˠˢ ˯˞˪˵ ˫˞˸ˣˬ ˸˧˷˧˞ ˶ˣ˸˟ Entry Point ˸˧ˮˡ˧ Σ˭˩˪ˣ ˞ˣˢ ˷˟˪˸˧ ˸ˣ˶˧˷˧ ˪˰ ˦˵˧˧˟ˣ˞ sπ

ApplicationΦ 

˸˰˩ ˶˷˲˞ ˭˧˟ˢ˪ ˯˞˪˵ˢ˷ ˶ˡˠˣˢ˷ ˩πProcess Entry Point ˦˵˧˧˟ˣ˞˟ sπApplication Σ˫˴˰˟ ˳˶ˣˬ ˰˵˶˟ Σ

˪˩ˣ ˢˤ ˸ˣ˰˴ˬ˞˟ ˡˣ˵ ˸˩˶˰ˬ ˢ˪˰˲ˢˢ ˷ˬ˸˷ˬ˷ ˭ˣˮˠˮˬ˟ ReflectionΦ 

˸ˬˠˡˢ Ϧˢ˷˟˪ˢ Ϧ˸˧ˮˡ˧ ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˪˰ ˧˟ˠ ˦˵˧˧˟ˣ˞ sπApplication ˨˧˪ˢ˸˟ ˪ˣ˥˸˞ sπProcessΥ 

¶ Application.attachBaseContext(...) 

¶ Application.onCreate() 

¶ Application.createPackageContext(...) 

¶ Application.getPackageName() 

 

˶ˠ˸˞ ˥ˣ˸˧ˮˢ ˧ˬˮ˧ˡˢ 

˶˥˞˪ ˣˮ˟ˢ˷ ˢ˵ˤˣˮˢ˷ ˸˲˦ˣ˥ ˸˞ ˟˪˷ sπBootstrap ˢ˴˶ˣ ˨ˣ˸˟ attachBaseContext() Σˢ˪ˣ˰ ˢ˪˞˷ 

˸˧˦˧˶˵ Υ˨˧˞ ˪˪˩˟ ˶˷˲˞ ˥˸ˮ˪ ˢ˸ˣ˞ ˭ˬˤ˟ ˸ˬ˞ Κ˭˞˩ ˯ˮ˩ˮ ˢˮˣˬ˸˪ ˧˪˩ sπDynamic Binary 

Instrumentation ˪˧˟ˣˬˢ ˢ˧˧˷˰˸˟ π FridaΦ 

Frida ˞ˣˢ ˧˪˩ ˶˷˲˞ˬˢ ˫˧˶˵ˣ˥˪ ˫˧˶ˤˢ˪ ˫˧˦˲˧˶˵˯ ˫˧ˬ˞˸ˣˬ ˸˧˷˧˞ ˪˷ JavaScript ˸ˣ˶˧˷˧ ˨ˣ˸˪ ˭ˣ˶˩˧ˤˢ 

˪˷ ˫˧˩˧˪ˢ˸ ˫˧˧˥ Σ˨˩˟ˣ ˰˴˟˪ ˸˵˶ˤˢ ˦˲˧˶˵˯ ύHooking ό˸ˣ˧˴˵ˮˣ˲˪ ˸ˣˮ˷˪ˣ ˸˞ ˭˸ˣˠˢˮ˸ˢ ˭ˬˤ˟ ˢ˴˧˶ Φ

ˢ˧˰˟ˢ ˞˧ˢ ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˪˷ ˢ˵ˤˣˮˢ Σ˸˷˶ˣˡ˷ ˣˮ˸˧˞ˬ ˸ˣˮ˷˪ ˸˞ ˨˶ˡˢ ˢ˟˷ ˣˮ˥ˮ˞ ˫˧˷ˬ˸˷ˬ ˟πFridaΦ 
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мΦ ˢ˷˧ˠˢ ˢ˪˧ˠ˶ˢ ˪ˣ˷˩ˬˢˣ ˢ˪˷ Υ˶ˣ˟˧˥ ˶˥ˣ˞ˬ ύAttachό 

˟˴ˬ˟ ˪˧ˠ˶ˢ ύAttach Σόˣˮ˥ˮ˞ ˫˧˯ˮˬ ˶˟˥˸ˢ˪ ˢ˧˴˵˧˪˲˞˪ ˧˶˥˞ ˞˧ˢ˷ ˶˟˩ ˢ˰˧˲ˣˢ ˪˰ ˨˯ˬˢ ύ˟˪˷˟ 

πsUI Φό˸ˣ˶˟˥˸ˢˢ ˸˰˴˟˸ˬ ˢ˩˪ˢ ˢ˷˰ˬ˪ ˵˶ ˧˶˥˞ ˪˧˥˸ˢ˷ sπEntry Point ˫˰ ˦˵˧˧˟ˣ˞ sπActivityΦ 

˟˪˷˟ ˢˤ ΣFrida ˸˥˪ˣ˷ ˢˡˣ˵˲ ˪ˮ˶˵˪Ϧ Υ˶ˣ˴˰ ˸˞ sπThreads ˪˷ ˢ˧˴˵˧˪˲˞ˢ ΣϦˢ˵˧˶ˤˬ ˸˞ ˭˩ˣ˯ 

˶ˣ˦˧ˮˢ ˢ˪˷ ύsπFrida Agent Σό˸˶˶˥˷ˬˣ ˸˞ ˢ˴˧˶ˢ Φ˰ˣ˶˪ ˪ˤˬˢ Σˢˤ ˶˟˩ ˶˥ˣ˞ˬ ˧ˡˬ Φ˸ˡˣ˸ˬ sπ

attachBaseContext() ˪˷ ˢ˵ˤˣˮˢ ˶˟˩ ˢ˴˶ ˢˬ˧˧˸˯ˢˣ ˭ˬˤˬ Σˡ˥˧ ˫˰ ˦˵˧˧˟ˣ˞ sπApplicationΦ 

нΦ ˨˶ˡˢ ˥˴ˮ˪ ˸˞ ˳ˣ˶˧ˬˢ Υ˟˴ˬ Spawn 

˭ˣˣ˧˩ˬ ˭˧˞˷ ˣˮ˪ ˫ˣ˷ ˸˪ˣ˩˧ ˸˧˷ˣˮ˞ ύx˞ ˸˧ˮ˩˦ ˟˴ˬ˟ Attach ό˸ˣ˧ˢ˪ ˫˧˶˧ˢˬ ˶˸ˣ˧ ˸ˣˡˣ˵˲ˬ sπBootstrap 

˪˷ sπSystem Server Σ˨˶ˡˢ ˥˴ˮ˪ ˞˧ˢ ˫˧ˡ˵ˢ˪ ˸˞ ˸ˮ˧˰˦ ˢ˧˴˵˧˪˲˞ˢ ˸˶ˤ˰˟ ˟˴ˬ Spawn. 

˟˴ˬ˟ Spawn Σˢ˧˴˵˧˪˲˞ˢ ˸˪˰˲ˣˬ ˪˧ˠ˶˩ ύˢˬ ˫˶ˣˠ˷ ˪πSystem Server ˷˵˟˪ Fork ˨ˣ˸ˬ sπZygote Σό

˨˞ Frida ˸˟˶˰˸ˬ ˡ˧ˬ ˶˥˞˪ sπFork Φ˞˧ˢ ˸˯˲ˣ˸ ˸˞ ˨˧˪ˢ˸ˢ ˷ˡ˥ˢ ˢ˶˧˟˰ˬˣ ˣ˸ˣ˞ ˟˴ˬ˪ ˢ˧˧ˢ˷ˢ Σ

ˡˣ˰ ˧ˮ˲˪ ˢˡˣ˵˲ˢ˷ ˢˮˣ˷˞˶ˢ ˪˷ sπActivityThread ˢ˪˧˥˸ˬ ˳ˣ˶˪ ύ˧ˮ˲˪ sπProcess Entry PointΦό 

˨˩ Σˢ˵ˤˣˮˢ˷˩ ˰˧ˠ˸ ˱ˣ˯˟˪ ˪˞ sπattachBaseContext() Σˣˮ˥ˮ˞ ˶˟˩ ˢ˧ˢˮ ˫˷ ˫˧ˮ˲˟ ˧ˡ˩ ˯ˣ˲˸˪ ˢ˸ˣ˞ 

˭ˬˤ˟ ˸ˬ˞Φ 

оΦ ˸˶˧˟˷ ˧˵ˣ˥ ˵˥˷ˬˢ ΥZygote Hook 

˫˧˶˵ˬ˟ ˫˧˧ˮˣ˴˧˵ ˪˷ ˸ˣ˵ˤˣˮ ˸ˣˬˡ˵˸ˬ ύx˞ ˶˷˞˩ ˸ˣˬ˧˧˵ ˸ˣˮˠˢ Anti-Analysis ˸ˣ˵ˤ˥ ˡ˥ˣ˧ˬ˟ Σό˭˸˧ˮ 

˷ˬ˸˷ˢ˪ ˢ˦˧˷˟ ˸˧˟˧˯˶ˠ˞ˢ ˶˸ˣ˧˟ ΥπsZygote Hook Φ˫ˣ˵ˬ˟ ˭˧˸ˬˢ˪ ˸˶˧˴˧˪ ˨˧˪ˢ˸ ˢ˧˴˵˧˪˲˞ˢ 

˧˲˧˴˲˯ˢ ΣπsFrida ˢ˵˧˶ˤˬ ˸˞ ˢˬ˴˰ ˸ˣ˶˧˷˧ ˨ˣ˸˪ ˨˧˪ˢ˸ sπZygote ˧˶ˣ˵ˬˢ ˣˬ˴˰ Φ˸ˣ˰ˬ˷ˬˢ ˞˧ˢ 

˪˩˷ ˢ˧˴˵˧˪˲˞ ˸˧ˡ˧˸˰ ˳ˣ˶˸˷ ˶˧˷˩ˬ˟ Σ˪˲˩˸˷˸ ˡ˪ˣˣ˧˸ˣ ˶˷˞˩ sπFrida Agent ˶˟˩ ˞˴ˬˮ ˟πϦDNA Ϧ

ˢ˪˷ Σˡˣ˰ ˧ˮ˲˪ ˟˪˷ sπForkΦ 

πsHook ˫˧˪˧ˬ˟ ˸ˣ˦ˣ˷˲Υ 

˥˧ˮˮ ˵ˣˢˢ˷ ˧˪˷ ˪˧˥˸ˬ ˳ˣ˶˪ ˡ˧ˬ ˧˶˥˞ sπFork Σˢˬ ˞ˣˢ ˢ˞ˣ˶Κ 

¶ ˡˣ˰˷ ˦˰ˬ ˢ˪˧˥˸ˬ ˸˵˧˶˯ sπManifestΦ 

¶ ˨˪ˣˢ ˶˴ˣˣ˧ˢ˪ ˦˵˧˧˟ˣ˞ Application π ˫˷ˣ ˵ˣ˧ˡ˟ ˶ˣ˴˰ˮ ˣ˸ˣ˞Φ ˯ˣ˲˸ˮ ˸˞ ˧ˬ ˞˶˵˷ ˸˶˧˴˧˪ Application 

˷ˡ˥ Σ˥˧˶˩ˮ ˣ˸ˣ˞ ˶ˣ˴˧˪ ˦˵˧˧˟ˣ˞ ˧˵ˮ Σ˶˧ˤ˥ˮˣ ˣ˸ˣ˞ ˞˪˪ ˸ˣ˪˸ ˡˣ˵˟ ˧ˮˣˡˤˢ ˪˷ ˢ˧˴˵˧˪˲˞ˢΦ 

˧ˡ˩ ˭˧˟ˢ˪ ˵ˣ˧ˡ˟ ˧ˬ ˸˶˴ˣ˧ ˦˵˧˧˟ˣ˞ ˷ˡ˥ Σ˧˸˶˵˥ ˸˞ ˨˶ˡˢ ˢ˟˷ sπActivityThread ˢˮˣ˟ ˸˞ ˢ˧˴˵˧˪˲˞ˢ Σ

˧˸˧˪˧ˠˣ ˞ˣˢ˷ ˷ˬ˸˷ˬ ˢ˵˪˥ˬ˟ ˸˧ˬ˧ˮ˲ ˫˷˟ LoadedApk Φ˧˸˧ˢ˧ˤ ˢ˧˴˵ˮˣ˲ˢ˷ makeApplicationInner 

ύ˨ˣ˸˟ ˢ˵˪˥ˬ xʕ ό˞˧ˢ xʕ ˸˞˶ˣ˵˷ ˸˧ˤ˧˲ ˸˶˧˴˧˪ ˦˵˧˧˟ˣ˞ˢ ύnewApplication Φό 
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˞˧ˢ ˸˰˴˟ˬ ˢ˵˧ˡ˟ ˸˧ˬ˧ˮ˲ ˪˰ ˶˦ˬ˶˲ˢ ˭ˣ˷˞˶ˢ ˧ˮ˞˧˪ˣ˟ˢΥ 

if (forceDefaultAppClass || (appClass == null )) {  
    appClass = "android.app.Application" ;  
}  

˫˞ ˶˦ˬ˶˲ˢ ˞ˣˢ false ˭˧˞ˣ appClass ˶ˡˠˣˬ ύ˶ˬˣ˪˩ Σ˱˞ ˡ˥˞ ˞˪ ˯˧ˮ˩ˢ ˭˧˧˲˞ˬ android:name ˪π

Application ˨ˣ˸˟ sπManifest Σό˶˴ˣˣ˧˧ ˦˵˧˧˟ˣ˞ Application ˸˶˧˶˟ ˪ˡ˥ˬ Φ˨˞ ˪˪ˠ˟ ˢ˵ˤˣˮˢ˷ ˭˩ ˵ˢˬ˧˧ 

ˢ˶˧ˡˠˢˣ appClass ˧ˮˣˡˤ Σˣˮ˥ˮ˞ ˥˧˶˩ˮ ˸˞ ˢˮ˸˷ˬˢ forceDefaultAppClass ˸ˣ˧ˢ˪ true ˭ˬˤ˟ ˢ˴˧˶ Σˡ˧ˬˣ 

˶˴ˣˣ˧˧ ˦˵˧˧˟ˣ˞ appClass ˷ˡ˥ ˵ˮˣ ˧˭˧˦ˣ˪˥˪: 

Java . perform ( function () {  
    var reset_entry_point = Java . use( "android.app.LoadedApk" );  
     
    reset_entry_point.makeApplicationInner.implementation = 
function (forceDefaultAppClass, instrumentation, allowDuplicateInstances) {  
        // Force creation of a clean, default Application class.  
        forceDefaultAppClass = true ;  
                return this . makeApplicationInner (forceDefaultAppClass, instrumentation, 
allowDuplicateInstances);  
    };  
});  

˶˥˞˪ ˭ˣ˵˧˸ ˪˵ ˢ˩˧ˬ˸˪ ˟πoverload ˷˧˷˩ ˶˲˯ˬ ˟˶ ˪˷ ˸ˣ˧˴˵ˮˣ˲ ˫˰ ˣ˸ˣ˞ ˫˷ˢ ΣπsHook ˧˸ˡˣ˵ˮˢ 

˥˧˪˴ˢύ Σ˨˞ ˞ˣˢ ˧ˣ˲˴ ˪˷˩˧ˢ˪ ˨˷ˬˢ˟ Σˣ˴ˣ˶˧˷˩ ˸ˣ˵˧ˡ˟ˢ ˪˷ ˢ˵ˤˣˮˢ ˟˪˷˟ sπActivity Bootstrap ˤ˞ˣ 

˱˧ˡ˰ˮ ˦˵˧˧˟ˣ˞ ˫˞˸ˣˬ ˸˧˷˧˞όΥ 

˦˪˲ˢΥ 
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The Crashed Process 

ˡ˰ ˣˮ˧˪˧ˠ˷ ˷πApplication Bootstrap ˢˤ sπEntry Point ˫ˡ˵ˣˬˢ ˶˸ˣ˧˟ ˪˷ ˸˧˧˴˵˧˪˲˞ ˡ˧˞ˣ˶ˡˮ˞ π ˧˸˧˪˧ˠ 

˷˧˷ ˡˣ˰ Bootstrap ˶˸˯ˮ Σˤ˞ ˪˞ ˣ˩˪˸ ˫ˣ˷˪ ˫ˣ˵ˬΦ ˭˪ˢ˪ ˢ˞˧ˠ˷ˢ ˬπFridaΥ 

Process crashed : java.lang.ClassNotFoundException: Didn't find class 
"com.clnvyokcv.bgvpowkic.util.SomeProvider  

ˢ˞˧ˠ˷ˢ ˣˤˢ ˢ˶˧˩ˤˢ ˧˪ ˰ˡ˧ˬ ˧˸˧˞˶˷ ˟πVirusTotal Σˢ˷πProvider ˪˷ ˢ˵ˤˣˮˢ ˞ˣˢ SomeProvider ύ˸ˣ˶ˬ˪ 

˫˷ˢ˷ ˶˟˩ ˤˬ˶ˬ ˡ˟˪Φό ˞ˣˢ ˰˧˲ˣˬ ˫ˠ ˟πManifestΥ 

<provider  
        android:name ="com.clnvyokcv.bgvpowkic.util.SomeProvider"  
        android:exported ="true"  
        android:authorities ="com.transportation.ukltd"  
        android:grantUriPermissions ="true" />  

˸ˣ˰ˬ˷ˬˢ ˞˧ˢ Σ˷˧˷ ˡˣ˵ ˳˶˷ ˫ˡˣ˵ ˶˴ˣˮ˷ sπDefault ApplicationΗ 

Provider 

ˣˢˤ ˴˧˲ϥ˶ ˡ˧˞ˣ˶ˡˮ˞˷ ˢ˯˧ˮ˩ˢ Σ˧ˡ˩ ˪˰˧˧˪ ˸˞ ˢˡˣ˟˰ˢ ˸ˣ˧˶˲˯˪ ˡ˴ ˧˷˧˪˷ π ˶˷˲˞˪ ˢˮ˧˰˦ ˸˧˦ˬˣ˦ˣ˞ ˪˷ 

ˡˣ˵ ˫ˡˣ˵˷ ˡˣ˵˪ ˢ˧˴˵˧˪˲˞ˢΦ ˸ˣ˵ˤˣˮ ύ˶˵˧˰˟ˣ Packers Σό˸ˣ˷ˬ˸˷ˬ x˟ ˧ˡ˩ ˭ˣ˰˦˪ ˸˞ sπDEX ˭˲˴ˣˬˢ Σˡˣ˰ 

˧ˮ˲˪ ˸˶˧˴˧ ˦˵˧˧˟ˣ˞ sπApplicationΥ 

¶ ˟˪˷ ˞ϥ π ˶˴ˣˮ Zygote ForkΦ 

¶ ˟˪˷ ˟ϥ π ˢ˧˴˵ˮˣ˲ˢ ActivityThread.main ˸˴˶ˣˬ ύ˰Ϧ˧ ReflectionΦό 

¶ ˟˪˷ ɣ ϥπ ˢˡˣ˵˲ˢ ˢˮˣ˷˞˶ˢ ύbindApplication ό˪˷ AMS ˸˞˶˵ˮ ˪˴˞ sπLooper ˪˷ ActivityThread 

ˢ˟ˣ ˫˧ˮˣ˸ˮˢ ˢˬπManifest ύˣ˲˯˞ˮ˷ ˰Ϧ˧ PMSΦό 

¶ ˟˪˷ l ϥπ ˶˴ˣˮ ˦˵˧˧˟ˣ˞ Application ˭ˣ˶˩ˤ˟ Σ˪˟˞ UI Thread ˭˧˧ˡ˰ ˞˪ ˳˧˶ˬ ˣ˸ˣ˞Η 

¶ ˟˪˷ sϥ π ˢ˟ˣˠ˸˩ ˢ˰ˡˣˢ˪ ˢˬπAMS Σˢ˧˴˵ˮˣ˲ˢ handleBindApplication ˸˴˶ˣˬ ˰Ϧ˧ ActivityThread Σ

Ϧs˭˩ˣ˯ Ϧ˪˷ System Server ˨ˣ˸˟ ˢ˧˴˵˧˪˲˞ˢΦ 

˞ˣˢ ˰˴˟ˬ н ˸ˣ˪ˣ˰˲Υ 

¶ ˶˴ˣˮ ˦˵˧˧˟ˣ˞ Application ˨˞ ˭˧˧ˡ˰ ˞˪ ˳˶ˣˬΦ 

¶ ˰ˣ˴˧˟ContentProvider.onCreate  ˶ˣ˟˰ ˪˩ sπProviders ˟˷πManifestΦ 

¶ ˰ˣ˴˧˟ Application.onCreate ˶ˣ˟˰ ˸˴˶ˢ ˦˵˧˧˟ˣ˞ sπApplicationΦ 
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˸ˡˣ˵˲ ContentProvider.onCreate 

˪ˣ˥˸˞ sπProviders ˰Ϧ˧ ˸˧˧˴˵ˮˣ˲ ˶ˤ˰ ˫˷˟ installContentProvidersΥ 

if ( ! data.restrictedBackupMode) {  
    if ( ! ArrayUtils . isEmpty (data.providers)) {  
        installContentProviders (app, data.providers); // < ---  
    }  
}  

˭˞˩ ˭˰˦ˮ SomeProvider ˳˧˶ˬ˷ ˸˞ onCreate ύ˪˩ Provider ˡˡˣ˟ Σ˟˧˧˥ ˸˷˶˪ ˬπContentProvider 

˷ˬˬ˪ˣ ˸˞ onCreateΦό 

¶ ˟˪˷ x ϥπ AMS ˥˪ˣ˷ ˢˡˣ˵˲ ˪πActivityThread Σˢ˪˧˰˲ˬ˷ ˸˞ sπActivity.onCreate ˸ˬ˶ˣˠˣ ˸˞˪˰ˢ˪ 

πsUI ˪˷ ˢ˧˴˵˧˪˲˞ˢΦ 

˧ˬˮ˧ˡˢ ˶˵˥ˬ˪ ˸ˣ˩˪˷ˢ 

˰ˠ˶˟ ˧˸˴˶ˢ˷ ˸˞ sπHook Σ˶˴ˣˮ ˦˵˧˧˟ˣ˞ Application ˭ˣ˶˩ˤ˟Φ ˫ˮˬ˞ ˸˰˩ ˢ˶˯˥ ˸˧˧˴˵ˮˣ˲ ˥ˣˮ˰˲ˢ ˪˷ 

˧˴˟˵ sπDex ˢ˟˷˧˷ ˷˞˶˟ ˦˵˧˧˟ˣ˞ sπApplication ˪˷ ˢ˵ˤˣˮˢ ύˣˮ˯˶ˡ˷Φό ˢˤ ˪˧˟ˣˢ ˸ˮˣ˪˸˪ sπ

ClassLoader ˸ˣˡˣ˞ ˳˟ˣ˵ sπDEX ˡˣ˟˞ˢΦ 

˟˪˷˟ ˷ˣˬ˧ˬˢ Σ˧˸˧˴˶ ˱˧˧ˤ˪ MySomeProvider ˨ˣ˸ ˧ˡ˩ ˢ˴˧˶ ˟πFrida Σ˥ˣ˪˷˪ˣ ˣ˸ˣ˞ ˪πClassLoader Σ˧ˡ˩ 

˞˪˷ ˢ˩˟˧ ˞˪˷ ˞˴ˬ ˣ˸ˣ˞Φ 

˫˰ ˸˴˵ ˧ˣ˯˧ˮ ˢ˧˰˦ˣ Σ˧˸ˡˬ˪ ˪˰ ˢ˵˧ˬˮ˧ˡˢ ˫˰ sπClassLoaderΦ ˞˪ ˵˧˲˯ˬ ˵˧˶ˤˢ˪ ˸˞ sπClass ˧˪˷ ˪πART Σ

˧˩ sπClassLoader ˷˲˥ˬ Path ˪˷ ˳˟ˣ˵ ˵˯˧ˡ˟ ˥˧˷˵ˢ ύ˞˪ˣ ˟πRAM Σό˰ˠ˶˟ ˸ˮ˧˰˦ sπActivityThreadΦ 

˶ˣ˞˧˸ sπHook ˫˧˪˧ˬ˟Υ 

¶ ˶ˣ˴˧˪ SomeProvider.java ˪˲ˬ˵˪ˣ ˸˧ˮˡ˧ ˪πDEX 

¶ ˪˥˸˞˪ ˰˲ˣˬ ˷ˡ˥ ˪˷ DexClassLoader Σ˸˶˧ˬ˷ sπPath Σ˸ˮ˩ˢ MySomeProvider ˢ˵˶ˤˢ˪ ˭ˣ˩ˡ˰ˣ 

˟˞ˢ ˪˷ ClassLoaderΦ 

¶ ˸˶˧˴˰ ˸˶˷˶˷ ˢ˵˲˯˞ˢ ˸˵˶ˤˢˣ sπMySomeProvider ˧˸˶˴˧˷ Σ˨ˣ˸˪ ˨˧˪ˢ˸ ˸˪˟˵ sπDEX ˪πART 

ύ˞˪ ˧˸˟˥˶ˢ Σ˧ˡ˩ ˞˪ ˷ˣ˪ˠ˪ ˸ˣ˪ˣ˟ˠˬ ˶ˬ˞ˬˢΦό 

¶ ˸˧˧˲˩ ˦˵˧˧˟ˣ˞ Default Application ύˣˬ˩ ˶˟˩˷ ˣˮ˶˩ˢΦό 
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:ˡˣ˵ˢ 

Java . perform ( function () {  
    var dexPath = "/sdcard/someprovider.dex" ;  
 
    var ParentClassLoader = Java . use( "java.lang.ClassLoader" ). getSystemClassLoader ();  
    var ClassLoader = Java . use( "dalvik.system.DexClassLoader" );  
     
    var myLoader = ClassLoader . $new(dexPath, "/sdcard/" , null , ParentClassLoader );  
    var MySomeProvider = 
myLoader. loadClass ( "com.clnvyokcv.bgvpowkic.util.SomeProvider" );  
// Ʒ----------------------------------------------------------  
    var BaseDexClassLoader = Java . use( "dalvik.system.BaseDexClassLoader" );  
     
    BaseDexClassLoader .findClass.implementation = function (name) {  
        if (name === "com.clnvyokcv.bgvpowkic.util.SomeProvider" ) {  
            return MySomeProvider;  
        }  
        return this . findClass (name);  
    };  
// Ʒ----------------------------------------------------------  
    var reset_entry_point = Java . use( "android.app.LoadedApk" );  
     
    reset_entry_point.makeApplicationInner  
    . overload ( 'boolean' , 'android.app.Instrumentation' , 'boolean' )  
    .implementation = function (forceDefaultAppClass, instrumentation, 
allowDuplicateInstances) {  
        return this . makeApplicationInner ( true , instrumentation, 
allowDuplicateInstances);  
    };  
});  

 

:˦˪˲ˢ 
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˫ˣ˩˧˯ 

ˣˮ˧˞˶ ˨˧˞ ˶˧˷˩ˬ ˡ˧˞ˣ˶ˡˮ˞ˢ ˣˮ˪˷ Σ˶˟˩ ˞˪ ˩Ϧ˩ ˥ˣ˦˟ ˣˬ˩ ˣˮ˟˷˥˷ Φ˸ˣ˟˩˶ˣˬˢ ˣ˪˷ ˸˶˴ˣ˧ Ϧ˫˧˥˸˲ ΣϦ

˸ˣ˵ˤˣˮ˷ ˸ˣˬˡ˵˸ˬ ˸ˣ˰ˡˣ˧ ˪˴ˮ˪ Φ˧˸ˣ˞ ˢˤ ˞˧˟ˢ ˢˮ˵˯ˬ˪ π ˷ˬ˸˷ˢ˪ x˟ ˧˩˶˴˪ ˶˵˥ˬ ˸ˣ˥˲ˣ ˫˧˩˶˴˪ ˫˧˧˷˧˞ 

˷ˣˬ˧˷ˣ ˧ˬˣ˧ˬˣ˧ ύ˱˧ˡ˰ˢ˪ˣ ˭ˣ˲˞˪˲ ˫˧˷˵ˬΦό 

˸˩˶˰ˬ ˸˟˩˶ˣˬ ˣˬ˩ ˡ˧˞ˣ˶ˡˮ˞ Σˢ˞˪ˬ ˟πAPIs ˫˧˶˷˵ˬ˷ ˡˣ˰˪ APIs Σ˭ˣˬˢˣ ˫˧˶˟ˡ ˫˧˶ˣ˵ Ϧ˸˥˸ˬ ˧ˮ˲˪ 

˥˦˷ˢΦϦ 

˶˵˥ˬˢ ˪˧˟ˣˢ ˢˮ˵˯ˬ˪ Σˡ˧˞ˣ˶ˡˮ˞˟˷ ˭˧˞ Ϧ˸ˡˣ˵ˮ ˢ˯˧ˮ˩ Ϧ˸˥˞ ˢ˧˴˵˧˪˲˞˪ Σ˞˪˞ ˸˶˷˶˷ Bootstrap 

˸˟ˣ˶ˬ ˫˧˟˪˷ Φ˪˩ ˡ˥˞ ˫˧˟˪˷ˢˬ ˢˣˣˢˬ ˥˦˷ ˢ˲˧˵˸ ˧ˮ˲˟ ˣˬ˴˰ ˶ˣ˟˰ ˸ˣ˵ˤˣˮΦ 

ˢˬ ˷ˠ˧˶˷ ˧˸ˣ˞ ˶˵˥ˬ˟ Σ˞ˣˢ ˸ˣ˞˶˪ ˨˧˞ ˶˧˶˟˷ ˢ˧˧ˮ˷ ˡˡˣ˟ ˭ˬˤ˟ ˢ˴˧˶ˢ Σ˪ˣ˩˧ ˷˧ˠ˶ˢ˪ ˣˬ˩ Ϧ˱ˣ˯ˮ˧˞ ΣϦ˪˷ 

˸ˣ˰˷ ˸ˣ˩ˣ˶˞ ˪ˣˬ ˨˯ˬˢ Φˣˬ˩ ˟ˣ˸˩˷ ˢ˶ˣ˸˟ ϦΣ˫ˣ˧ ˢˮ˷˪ Ϧπ ˷˧ ˫˧˶˟ˡ ˣ˶˵˷ ˫ˣ˧˟ ˡ˥˞ Σ˥˵ˣ˪ˣ ˢˮ˷ ˶˲˯˪ 

˫˸ˣ˞Φ 

˪˰ ˶˟˥ˬˢ 

˧˷ ˧˩ˡ˶ˬ Σ˦ˮˡˣ˦˯ ˸˞˶˵˪ ˫ˣ˧˯ ˶˞ˣ˸ ˭ˣ˷˞˶ ˧˰ˡˬ˟ ˟˷˥ˬˢ ˭ˣ˩ˬ˟ ˟˪ Σ˸˶˷ˬ ˫˧˞ˣ˪˧ˬ Σ˧ˣ˷ˮ ˟˞ˣ ˫˧˧ˮ˷˪ Φ

˟˪˷ˬ ˧ˡˣˬ˧˪ ˸ˣˮ˟˶ ˪˪ˣ˩˟ Σ˫˰ ˢ˵ˣ˷˸ ˢ˵ˣˬ˰ ˶˵˥˪ ˸ˣ˷˪ˣ˥ ΣReverse Engineering xπAndroid Internals Φ

˟ˢˣ˞ ˶ˣ˵˥˪ ˵ˬˣ˰˪ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ ˵˶˲˪ˣ ˸ˣ˧˰˟ ˸ˣ˟˩˶ˣˬ ˡ˰ ˭˷˶ˣ˷˪Φ 

ˢˡˣ˸ ˢ˪ˣˡˠ ˵˶˟˪ ˭ˮˣˠ π ˢ˴˶ˬ Σ˶˵ˣ˥ Σ˶ˠˣ˟ˣ унлл Σ˸˧˴ˢ˷ ˧˟ ˸˞ ˢ˵ˣ˷˸ˢ ˶˵˥˪ ˸ˣ˩˶˰ˬ ˢ˪˰˲ˢ xπREΦ 

˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬ 

¶ android/app/LoadedApk.java - Implementation of makeApplicationInner() 

¶ android/app/Instrumentation.java - Implementation of newApplication() and newActivity() 

¶ android/app/ActivityThread.java - Implementation of handleBindApplication() and 

installContentProviders() 

¶ dalvik/system/BaseDexClassLoader.java - Implementation of findClass() used for Dex loading. 

¶ Android Developers: DexClassLoader 

¶ Android Developers: Processes and Threads Overview. 

¶ Android Developers: App Manifest Overview (<application> element). 

¶ Android Developers: ContentProvider 

  

https://www.linkedin.com/in/shay-mordechai/
https://www.linkedin.com/in/shay-mordechai/
https://www.linkedin.com/in/shay-mordechai/
https://www.linkedin.com/in/shay-mordechai/
https://developer.android.com/reference/dalvik/system/DexClassLoader
https://developer.android.com/reference/dalvik/system/DexClassLoader
https://developer.android.com/guide/components/processes-and-threads#Processes
https://developer.android.com/guide/components/processes-and-threads#Processes
https://developer.android.com/guide/components/processes-and-threads#Processes
https://developer.android.com/guide/topics/manifest/manifest-intro
https://developer.android.com/guide/topics/manifest/manifest-intro
https://developer.android.com/guide/topics/manifest/manifest-intro
https://developer.android.com/reference/android/content/ContentProvider
https://developer.android.com/reference/android/content/ContentProvider
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¶ Android Developers: Create a content provider 

¶ Stefano Santilli: Deep Dive into Android Boot Process (Part 1). 

¶ Stefano Santilli: Android Boot Process (Part 2: From Zygote to SystemServer). 

¶ Cleafy Labs: A Stealthy Threat Uncovered - TeaBot on Google Play Store. 

¶ Frida Documentation: Modes of Operation (Spawn vs. Attach). 

¶ Daniel Bergers: Security Notes 002: Getting Started with Frida. 

¶ Frida Releases: Frida v17.6.0 updates. 

¶ OWASP MASTG: UnCrackable Mobile Apps (Level 2). 

¶ Axelle Apvrille: Reverse Android Malware Like a Jedi Master 

¶ Axelle Apvrille: Live Reverse Engineering of a Trojanized Medical App. 

¶ Malware Sample Hash (SHA-256): 

262e1c40fb33ac2cfb766cb277505f6ebdf0851252a33a83859a3bfb3e54af8c (Available on 

VirusTotal / InQuest). 

 
  

https://developer.android.com/guide/topics/providers/content-provider-creating
https://developer.android.com/guide/topics/providers/content-provider-creating
https://www.linkedin.com/pulse/deep-dive-android-boot-process-step-by-step-breakdown-santilli-9cdbf/
https://www.linkedin.com/pulse/deep-dive-android-boot-process-step-by-step-breakdown-santilli-9cdbf/
https://www.linkedin.com/pulse/deep-dive-android-boot-process-step-by-step-breakdown-santilli-9cdbf/
https://www.linkedin.com/pulse/android-boot-process-part-2-from-zygote-systemserver-stefano-santilli-vm1sf/
https://www.linkedin.com/pulse/android-boot-process-part-2-from-zygote-systemserver-stefano-santilli-vm1sf/
https://www.linkedin.com/pulse/android-boot-process-part-2-from-zygote-systemserver-stefano-santilli-vm1sf/
https://www.cleafy.com/cleafy-labs/a-stealthy-threat-uncovered-teabot-on-google-play-store
https://www.cleafy.com/cleafy-labs/a-stealthy-threat-uncovered-teabot-on-google-play-store
https://www.cleafy.com/cleafy-labs/a-stealthy-threat-uncovered-teabot-on-google-play-store
http://frida.re/docs/modes/
http://frida.re/docs/modes/
http://frida.re/docs/modes/
https://medium.com/@daniel.bergers/security-notes-002-getting-started-with-frida-4f1429670998
https://medium.com/@daniel.bergers/security-notes-002-getting-started-with-frida-4f1429670998
https://medium.com/@daniel.bergers/security-notes-002-getting-started-with-frida-4f1429670998
http://frida.re/news/2026/01/18/frida-17-6-0-released/
http://frida.re/news/2026/01/18/frida-17-6-0-released/
http://frida.re/news/2026/01/18/frida-17-6-0-released/
http://mas.owasp.org/MASTG/apps/android/MASTG-APP-0004/
http://mas.owasp.org/MASTG/apps/android/MASTG-APP-0004/
http://mas.owasp.org/MASTG/apps/android/MASTG-APP-0004/
http://vblocalhost.com/uploads/VB2021-Apvrille.pdf
http://vblocalhost.com/uploads/VB2021-Apvrille.pdf
https://cryptax.medium.com/live-reverse-engineering-of-a-trojanized-medical-app-android-joker-632d114073c1
https://cryptax.medium.com/live-reverse-engineering-of-a-trojanized-medical-app-android-joker-632d114073c1
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ˢˮˠˢˬ ˭˧˰˧ˡˣˬ˪ Υ˸˧˧ˮ˟ Honeypot ˯˯ˣ˟ˬ Cloudflare 

˧ˣˢ˧ˤ˪ ˸˧˧˰˦ˢˣ ˫˧˲˵ˣ˸ 

˸˞ˬ ˞˧ˠ ˧ˮ˥˸ˣ˸ 

 

˶˧˴˵˸ ˫˧˪ˢˮˬ 

˨˪ˢˬ˟ ˶˲˯ˬ ˫˧ˬ˧ ˪˷ ˶ˣ˦˧ˮ ˧˸˶ˠ˷ ˣ˪˥ˢ ˰˧˲ˣˢ˪ ˫˧ˠˣ˪˟ ˸ˣ˷˵˟ ˸ˣ˶ˤˣ˥ ˫˧˟˧˸ˮ˪ ˭ˣˠ˩ /wp-login.php Σ

/.env xπ/xmlrpc.php Φ˦˟ˬ˟ ˭ˣ˷˞˶ ˭s ˣ˞˶ˮ ˣˬ˩ ˷˰˶ ˰˵˶ ˪˧ˠ˶ ˪˷ ˦ˮ˶˦ˮ˧˞ˢ Σ˨˞ ˥ˣ˸˧ˮ ˵˧ˬ˰ˬ ˶˸ˣ˧ ˱˷˥ 

˸ˣ˪˧˰˲ ˸˧˦ˬˣ˦ˣ˞ ˸˟˥˶ ˱˵˧ˢ ˢ˰˴ˣ˟˷ ˸ˣ˰˴ˬ˞˟ ˸ˣ˧˸˷˸ ˭ˮ˰ ˸ˣ˧˶ˣ˟˧˴ ˧˟˥˶˟ ˫˪ˣ˰ˢ Φ˫ˣ˵ˬ˟ ˫ˣ˯˥˪ ˸˞ 

˫˧˲˵ˣ˸ˢ ˡ˧ˬ Σ˦˪˥ˣˢ ˪˴ˮ˪ ˸˞ ˸ˣˮˬˡˤˢˢ ˧ˡ˩ ˭˧˟ˢ˪ ˡ˴˧˩ ˫ˢ ˫˧˪˰ˣ˲ Σˣ˪˧˞ ˸ˣ˷˪ˣ˥ ˫ˢ ˫˧˷˲˥ˬ ˣ˪˧˞ˣ 

˫˧˪˩ ˫ˢ ˫˧˪˧˰˲ˬ Φˢ˦˪˥ˢˢ ˣˤˢ ˢ˩˲ˢ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˦˵˧ˣ˶˲˪ ˪˟˧˵˷ ˸˞ ˫˷ˢ Operation GhostEdge Φ 

˶ˬ˞ˬ ˢˤ ˡ˰˸ˬ ˸˞ ˦˵˧ˣ˶˲ Operation GhostEdge Φ˸ˬ˵ˢ ˸˩˶˰ˬ ˢˮˠˢ Σ˧ˣˢ˧ˤ ˢ˧˰˦ˢˣ ύDeception ό

˶ˣ˟˰ ˶˸˞ ˦ˮ˶˦ˮ˧˞ ˧˶ˣ˟˧˴ Σ˶˷˞ ˢ˸ˮ˟ˮ ˢ˪ˣ˩ ˪˰ ˧˟ˠ ˸˧˸˷˸ ˢ˴˵ˢ ˪˷ Cloudflare Φ˦˵˧ˣ˶˲ˢ ˡ˪ˣˮ ˨ˣ˸ˬ 

˸˧˲˴˸ ˢ˦ˣ˷˲ ˨˞ ˢ˴ˣ˲ˮ Υ˪˩ ˸ˣ˶˧˷ Web ˱ˣ˷˥ˢ ˦ˮ˶˦ˮ˧˞˪ Σ˞˪˪ ˶˷˵ ˣ˪ˡˣˠ˪ x˞ ˣ˸ˣ˟˧˷˥˪ Σ˨˲ˣˢ ˦˰ˬ˩ 

ˡ˧ˬ ˡ˰˧˪ ˪˷ ˢ˶ˣ˟˰˸ ˸ˮ˧ˣ˰ ˸˧˦ˬˣ˦ˣ˞ Φ˸ˣ˷˵˟ ˸ˣˡˣ˷˥ ˸ˣ˰˧ˠˬ ˫˧˵˶ˣ˯ˬ Σ˫˧˦ˣ˟ ˸ˣ˧˸˷˸ˣ ˭ˮ˰ ˸ˣ˧˶ˣ˟˧˴ Σ

˸ˣ˷˲˥ˬˣ ˸ˣ˧˸˦˧˷˟ ˸ˣ˷˪ˣ˥ ˸ˣ˶˩ˣˬ Σ˧˵˷ˬˬ ˪ˣˢ˧ˮ ˫˧˲ˣ˷˥ ˫˧˴˟˵ˣ ˫˧˷˧ˠ˶Φ 

˸˶˦ˬ ˶ˬ˞ˬˢ ˞˧ˢ ˶˞˸˪ ˸˞ ˞ˣ˪ˬ ˶ˣˤ˥ˬ ˫˧˧˥ˢ ˪˷ ˦˵˧ˣ˶˲ˢ Υ˪˥ˢ ˧ˣˢ˧ˤˬ ˸ˣ˪˧˰˲ˢ ˸ˮ˧ˣ˰ˢ ˢ˥ˣ˸˧ˮˣ Σ˨˶ˡ 

ˢ˪ˣˡ˧ˬ ˧˥ˮˣˬ˟ ˫ˣ˧˞ ύThreat Model όˢ˧ˣ˲˧ˬˣ ˪πMITRE ATT&CK Σˢ˪˩ˣ ˭ˣˮ˩˸˟ ˢ˰ˬ˦ˢˣ ˪˷ ˸˶ˣ˦˵˦˧˩˶˞ 

ˢˮˠˢ ˟˶π˸˧˸˟˩˷ Φˢ˶ˣ˦˵˦˧˩˶˞ˢ ˸˟˪˷ˬ ˭˧˟ ˭ˣˮ˧˯ ˟πEdge Σ˭ˣˮˠˮˬ Threat Scoring ˧ˬˮ˧ˡ Σ˸˟˩˷ 

Honeypot ˢˬˡˬˢ ˫˧˸ˣ˶˧˷ ˫˧˰˧ˠ˲ ˭ˣˮˠˮˬˣ Tarpitting ˸˦˞ˢ˪ ˫˧˵˶ˣ˯ Φ˷ˠˡˢ ˧ˤ˩˶ˬˢ ˪˷ ˦˵˧ˣ˶˲ˢ ˣˮ˧˞ 

ˢˬ˧˯˥ ˡ˟˪˟ Σ˞˪˞ ˸˩˧˲ˢ ˢ˲˧˵˸ˢ ˢˬ˴˰ ˶ˣ˵ˬ˪ Threat Intelligence ˧˰˴˟ˬΦ 

˶ˬ˞ˬˢ ˟˸˩ˮ ˶ˣ˟˰ ˪ˢ˵ ˡ˰˧ ˭ˣˣˠˬ Φ˟ˣ˷˥ ˷˧ˠˡˢ˪ ˶˟˩ ˥˸˲˟ ˫˧˶˟ˡˢ ˧˩ ˸˩˶˰ˬˢ ˢ˸ˮ˟ˮ ˸ˣ˶˦ˬ˪ ˢˮˠˢ Σ

˶˵˥ˬ ˡˣˬ˧˪ˣ ˡ˟˪˟ Φ˞˪ ˢ˷˰ˮ ˢ˟ ˷ˣˬ˧˷ ˧˲˵˸ˢ Σ˞˪ ˰˴ˣ˟ ˭ˣ˧˯˧ˮ ˰ˣˠ˲˪ ˸ˣ˩˶˰ˬ˟ ˡ˴ ˧˷˧˪˷ Σ˪˩ˣ ˰ˡ˧ˬˢ 

˱˯˞ˮ˷ ˷ˬ˧˷ ˧˩˶ˣ˴˪ Detection, Threat Intelligence ˶ˣ˲˧˷ˣ ˸ˣ˪ˣ˩˧ ˢˮˠˢˢ ˡ˟˪˟Φ 

˰˵˶ 

˶ˣ˟˰ ˧˪˧˰˲ˬ ˫˧˶˸˞ ˫˧˟˶ Σ˷ˠ˲ˬˢ ˭ˣ˷˞˶ˢ ˫˰ ˫˧˲˵ˣ˸ ˣˮ˧˞ ˷˥˶˸ˬ ˸ˣ˟˵˰˟ ˰ˣ˶˧˞ ˢ˥˦˟˞ ˧˸ˣ˰ˬ˷ˬ x˞ 

˭ˣ˧˯˧ˮ ˢ˴˧˶˲ ˫˩˥ˣ˸ˬ Σ˞˪˞ ˶˟˩ ˸ˣ˰˷˟ ˸ˣˮˣ˷˞˶ˢ ˶˥˞˪ ˸˞˪˰ˢ ˸ˣ˶˧˷ˢ ˶˧ˣˣ˞˪ Φ˸ˣ˩˶˰ˬ ˢ˵˧˶˯ 
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˸ˣ˧˦ˬˣ˦ˣ˞ ˸ˣ˪˰ˣ˲ ˭˲ˣ˞˟ ˱˧˴˶ ˧˟˥˶˟ ˦ˮ˶˦ˮ˧˞ˢ Σ˸ˣ˷˲˥ˬ ˫˧˸ˣ˶˧˷ ˫˧˷ˡ˥ Σ˧˸˸π˫˧ˮ˧˧ˬˣˡ ˣ˲˷˥ˮ˷ ˢˤ 

ˢ˸˰ ˫˧ˬˣ˷˧˧ˣ ˶˷˞ ˫˶˦ ˣ˥˷˵ˣˢ Φ˫˧˶˵ˬ˟ ˫˧˟˶ ˭˸˧ˮ ˸ˣ˞˶˪ ˸ˣˮˣ˧˯˧ˮ ˢ˷˧ˠ ˫˧˟˧˸ˮ˪ ˫˧˶˩ˣˬ ˭ˬˤ ˶˴˵ ˶˥˞˪ 

˫ˣ˯˶˲ ˶˸˞ˢ Σ˫ˠ ˶˷˞˩ ˞ˣˢ ˭˧˧ˡ˰ ˣˮ˧˞ ˰˧˲ˣˬ ˧˰ˣˮˬ˟ ˷ˣ˲˧˥ ˣˮ˧˞ˣ ˶˩ˣˬ ˶ˣ˟˧˴˪ ˟˥˶ˢΦ 

ˢ˰˲ˣ˸ xʕ ˢˮ˧˞ ˢˠ˧˶˥ ˢ˷˰ˬ˪ Σ˞˧ˢ ˢ˩˲ˢ ˵˪˥˪ ˧˸˪˟ ˡ˶˲ˮ ˸ˣ˞˧˴ˬˢˬ ˪˷ ˪˩ ˸ˣ˶˧˷ Web ˧˶ˣ˟˧˴ Φ

˦ˮ˶˦ˮ˧˞ˢ ˧ˮ˶ˡˣˬˢ ˞˪ˬ ˫˧˦ˣ˟˟ Σ˫˧˵˶ˣ˯ ˫˧˧˦ˬˣ˦ˣ˞ ˸ˣ˧˸˷˸ˣ ˢ˲˧˵˸ ˸ˣ˶ˤˣ˟ˬ ˫˧˰˴˟ˬˢ ˞˪˪ ˢ˵˯˲ˢ 

˸ˣ˪ˣ˰˲ Reconnaissance Σ˶ˬˣ˪˩ ˱ˣ˯˧˞ ˰ˡ˧ˬ ˧ˣ˲˧ˬˣ ˸ˣ˶˦ˬ ˸ˣ˧˪˞˧˴ˮ˦ˣ˲ Φ˵˪˥ ˸ˣ˪˧˰˲ˢˬ ˰˴ˣ˟ˬ ˪˰ ˧ˡ˧ 

˧˰ˣˮˬ ˷ˣ˲˧˥ ˧˸ˣ˶˧˷ˣ ˯˵ˣˡˮ˧˞ ˫˧˧ˬ˧˦˧ˠ˪ Σ˨˞ ˵˪˥ ˧˸ˣ˰ˬ˷ˬ ˢˮˬˬ ˰˧ˠˬ ˸ˣ˩˶˰ˬˬ ˭˸˶˦ˬ˷ ˶˸˞˪ ˸ˣ˷˪ˣ˥ Σ

˫˧˸ˣ˶˧˷ ˫˧˲ˣ˷˥ ˸ˣ˧ˣ˰˦ˣ ˢ˶ˣ˴˸ ˭˸˧ˮ˷ ˪˴ˮ˪Φ 

ˡˣˠ˧ˮ˟ ˧ˣˬ˧ˡ˪ ˪˟ˣ˵ˬˢ ˪˷ ˱˵ˣ˸ ˟˷ˣ˧ˢ ˪ˣˬ ˟˷˥ˬ ˶˥ˣ˟ˣ ˡ˰˧ ˧˲˧˴˲˯ Σ˟ˣ˶ ˸ˣ˪˧˰˲ˢ ˸ˮ˧ˣ˰ˢ ˸˧ˮ˲ˣˬˢ ˫ˣ˧˩ 

˧˲˪˩ ˧˸ˣ˶˧˷ Web ˸˰˴ˣ˟ˬ ˭˲ˣ˞˟ ˧˦ˬˣ˦ˣ˞ ˭˧˦ˣ˪˥˪ Φ˫˧˲˵ˣ˸ˢ ˫ˮ˧˞ ˫˧˶˧˩ˬ ˸˞ ˭ˣˠ˶˞ˢ Σ˫ˮ˧˞ ˫˧˰ˡˣ˧ ˧ˬ 

˪˧˰˲ˬ ˸˞ ˶˸˞ˢ ˫˧˸˧˰˪ˣ ˱˞ ˫ˮ˧˞ ˫˧˰ˡˣ˧ ˣˢˬ ˭˩ˣ˸ ˸ˣ˶˧˷ˢ Φ˫ˣ˵ˬ˟ ˸˞ˤ ˫ˢ ˫˧˪˧˰˲ˬ ˸ˣ˩˶˰ˬ ˢ˵˧˶˯ 

˸ˣ˟˥˶ ˱˵˧ˢ ˶˷˞ ˸ˣ˵ˡˣ˟ ˧ˮˣ˧˪˧ˬ ˸ˣ˟ˣ˸˩ ˦ˮ˶˦ˮ˧˞ ˫ˣ˧˟ Σ˭ˣ˧˯˧ˮ˟ ˶˸˞˪ ˸ˣ˶˦ˬ ˸ˣ˰˧ˠ˲Φ 

ˢ˷˧ˠ xʕ ˢˮˣ˩ˬ Mass Scanning Φˢ˸˶˦ˬ ˢ˦ˣ˷˲ Υ˰˴˟˪ ˶˲˯ˬ ˫ˣ˴˰ ˪˷ ˸ˣˮˣ˧˯˧ˮ ˧ˣˢ˧ˤ ˸ˣ˪˰˟ ˢ˩ˣˬˮ ˪˩˩ 

˶˷˲˞ˢ Σ˨ˣ˸ˬ ˢ˥ˮˢ ˫ˠ˷ ˫˞ ˵˶ ˤˣ˥˞ ˭˦˵ ˡˣ˞ˬ ˫˧ˡ˰˧ˢˬ ˢ˪ˠ˸˧ ˰˧ˠ˲˩ Σˢ˰˵˷ˢˢ ˶˧ˤ˥˸ ˸˞ ˢˬ˴˰ Φ

˸ˮ˧˥˟ˬ ˱˵ˣ˸ˢ Σ˭˧˞ ˸ˣ˰ˬ˷ˬ ˸ˡ˥ˣ˧ˬ ˶˸˞˪ ˫˧ˣ˯ˬ ˪˩ ˡ˰˧ ˞ˣˢ ˡˣ˰ ˸˟ˣ˸˩ ˸ˬ˧˷˶˟ ˢ˵˧˶˯ˢΦ 

˸ˣ˵˧˶˯ˢ ˸ˣ˧˦ˬˣ˦ˣ˞ˢ ˸ˣˮˣˣ˩ˬ ˨˶ˡ˟ ˪˪˩ ˸ˣ˶˦ˬ˪ ˸ˣ˴ˣ˲ˮ ˶˷˞ ˸ˬ˧˧˵ ˸ˣ˶˧˟˯ ˢˢˣ˟ˠ ˞ˣ˴ˬ˪ ˭˸ˣ˞ ˸˷˶˟ Φ

˭˧˟ ˫˧ˡ˰˧ˢ ˫˧˥˧˩˷ˢ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˸ˣˮ˵˸ˢ WordPress Σ˧˵˷ˬˬ ˪ˣˢ˧ˮ ˫˧˲ˣ˷˥ Σ˧˴˟˵ Environment 

˫˧˪˧˩ˬˢ ˸ˣˡˣ˯ ˸˩˶˰ˬ Σ˸ˣ˷˪ˣ˥ PHP ˸ˣ˰ˣˡ˧ Σ˫˧˲˯ˣ˸ ˫˧˰˧ˠ˲ Σ˧˴˟˵ ˧ˣ˟˧ˠ ˣ˥˩˷ˮ˷ ˪˰ ˸˶˷ˢ Σ˧˵˷ˬˬ ˧ˡ˯ˬ 

˫˧ˮˣ˸ˮ ˧˪˩ˣ ˥ˣ˸˧˲ ˶˷˞ ˣ˶˸ˣˮ ˫˧ˮ˧ˬˤ ˸˟˧˟˯˟ ˶ˣ˴˧˧ˢΦ 

˯ˣ˲ˡ ˢ˪ˣ˰˲ ˢˤ ˶˧˟˯ˬ ˢ˰˲ˣ˸ ˢ˪ˣ˪˰˷ ˸ˣ˞˶˧ˢ˪ ˸˪˟˪˟ˬ ˦˟ˬ˟ ˭ˣ˷˞˶ Φ˸˶ˠ˯ˬ˟ ˦˵˧ˣ˶˲ˢ ˣˢˣˤ ˸ˣˮˣ˧˯˧ˮ 

ˢ˷˧ˠ ˫˧˶ˤˣ˥ ˫˧ˮ˷ˮˣ ˫˧˟˧˸ˮ˪ ˭ˣˠ˩Υ 

 

˸ˣ˶ˬ˪ ˶˸˞ˢ˷ ˵ˡ˟ˮ˷ ˪˪˩ ˞˪ ˯˯˟˸ˢ ˪˰ WordPress Σ˞˪ ˷ˬ˸˷ˢ ˟πPHP ˞˪ˣ ˪˧˩ˢ ˸˞ ˫˧˟˧˩˶ˢ ˣ˪˪ˢ Σ

˫˧˵˶ˣ˯ˢ ˣ˩˧˷ˬˢ ˵ˣˡ˟˪ ˫˸ˣ˞ ˟ˣ˷ ˟ˣ˷ˣ Φˢ˟˧˯ˢ ˨˩˪ ˢ˦ˣ˷˲ Υ˵˶ˣ˯ˢ ˣˮ˧˞ Ϧ˰ˡˣ˧ Ϧˣˤ˧˞˟ ˢ˧ˠˣ˪ˣˮ˩˦ ˶˸˞ˢ 

˷ˬ˸˷ˬ Φ˞ˣˢ ˪˰ˣ˲ ˧˲˪ ˸ˬ˧˷˶ ˸ˣ˶˦ˬ ˢ˰ˣ˟˵ ˷˞˶ˬ Φ˫˞ ˡ˥˞ ˫˧˟˧˸ˮˢ ˫˧˧˵ ˶˧ˤ˥ˬˣ ˢ˟ˣˠ˸ ˸ˮ˧˧ˮ˰ˬ Σ˞ˣˢ 

˭ˬˣ˯˧ ˨˷ˬˢ˪ ˢ˵˧ˡ˟ x˞ ˭ˣ˧˯˧ˮ˪ ˪ˣ˴˧ˮ Φ˫˞ ˟˧˸ˮˢ ˣˮ˧˞ ˫˧˧˵ Σ˵˶ˣ˯ˢ ˨˧˷ˬ˧ ˡ˧ˬ ˪˞ ˡ˰˧ˢ ˞˟ˢΦ 
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˪˩ ˡ˥˞ ˫˧˟˧˸ˮˢˬ ˣ˪˪ˢ ˠ˴˧˧ˬ ˡ˰˧ ˢ˲˧˵˸ ˶˩ˣˬ Φ˫˵˪˥ ˫˧˷ˬ˷ˬ ˧˵˷ˬˬ˩ ˸ˣ˶˟˥˸ˢ Σ˫˵˪˥ ˫˧˪ˣ˪˰ ˱ˣ˷˥˪ 

˰ˡ˧ˬ ˷˧ˠ˶ Σ˫˵˪˥ˣ ˫˧˶ˣ˷˵ ˸ˣ˷˪ˣ˥˪ ˶˷˞ ˣ˪˴ˣˮ ˶˟˰˟ ˫˧ˮ˧˧˲ˬ˵˟ ˧˟˥˶ ˱˵˧ˢ Φ˭˩˪ ˫˴˰ ˭ˣ˧˯˧ˮˢ ˸˷ˠ˪ 

˫ˢ˧˪˞ ˢˣˣˢˬ ˫˧˸˧˰˪ ˢ˧˴˵˧ˡˮ˧˞ ˸˧ˮˣ˷˞˶ ˸ˣ˪˧˰˲˪ ˢ˵˧˶˯ x˞ ˭ˣ˧˯˧ˮ˪ Exploitation Φ 

˧˶ˣ˥˞ˬ ˟ˣ˶ ˧ˮ˧˧˲ˬ˵ ˢ˵˧˶˯ˢ ˣ˪˞ˢ ˡˬˣ˰ ˭ˣ˧ˠ˧ˢ ˧˪˩˪˩ ˦ˣ˷˲ Φ˸ˣ˪˰ ˢ˵˧˶˯ˢ ˢ˩ˣˬˮ ˡ˥ˣ˧ˬ˟ Φ˱˵ˣ˸ ˪ˣ˩˧ 

˶ˣ˩˷˪ ˸˶˷ ˧˪˞ˣ˦˶˧ˣ ύVPS ό˸ˣ˪˰˟ ˪˷ ˫˧˶˪ˣˡ ˫˧ˡˡˣ˟ ˷ˡˣ˥˪ Σ˳˧˶ˢ˪ ˣ˧˪˰ ˧˪˩ ˢ˵˧˶˯ ˫˧˧˦ˬˣ˦ˣ˞ ˸ˣ˯˩˪ˣ 

˨ˣ˸˟ ˭ˬˤ ˶˴˵ ˧ˮˣ˧˪˧ˬ ˫˧ˡ˰˧ Φ˫ˠ ˫˞ ˵˶ ˵˪˥ ˭˦˵ ˡˣ˞ˬ ˸ˣ˩˶˰ˬˢˬ ˣ˵˶˯˧˧˷ ˞˴ˬ˧˧ ˰˧ˠ˲ Σˢ˞ˣ˷˸ˢ 

˸˧˪˞˧˴ˮ˦ˣ˲ˢ ˭˧˧ˡ˰ ˢ˵˧ˡ˴ˬ ˸˞ ˳ˬ˞ˬˢ Φ˭˧˧˲˞ˬ ˱˯ˣˮ ˪˷ ˸ˣ˪˧˰˲ xʕ ˞ˣˢ ˷ˣˬ˧˷ˢ ˟˥˶ˮˢ ˸ˣ˧˸˷˸˟ ˭ˮ˰ 

˸ˣ˧˶ˣ˟˧˴ Φ˧˵˲˯ ˭ˮ˰ ˫˧˧ˮ˶ˡˣˬ ˫˧˶˷˲˞ˬ ˢˬ˵ˢ ˢ˶˧ˢˬ ˪˷ ˫˧˸˶˷ Σ˸˲˪˥ˢ ˸ˣ˟ˣ˸˩ IP ˨ˣ˸˟ ˸ˣ˵ˡ ˸ˣˡˡˣ˟ 

˸˟˥˶ˢˣ ˸ˣ˪˧˰˲ ˫˧˲˵˧ˢ˟ ˫˧˪ˣˡˠ ˡˣ˞ˬΦ 

˨˪ˢˬ˟ ˢ˶˧˵˥ˢ ˸˶˞ˣ˸ˬˢ ˶ˬ˞ˬ˟ ˢˤ ˢˢˣˤ ˧˩ ˵˪˥ ˧˸ˣ˰ˬ˷ˬ ˢ˶ˣ˟˰˸ˢˬ ˢˡˣ˷˥ˢ ˰˧ˠˢ ˸ˣ˧˸˷˸ˬ ˭ˮ˰ 

˸ˣ˧˶ˣ˟˧˴ ˸ˣ˶˩ˣˬ Σ˭ˢ˟ˣ Oracle Cloud, Microsoft Azure, DigitalOcean ˫˧˵˲˯ˣ ˫˧˲˯ˣˮ Φˢˡ˟ˣ˰ xʕ ˢˮ˧˞ 

ˢˡ˧˰ˬ ˥˶˩ˢ˟ ˪˰ ˫˸ˣ˟˶ˣ˰ˬ ˪˷ ˫˧˵˲˯ˢ ˫ˬ˴˰ Σ˞˪˞ ˪˰ ˷ˣˬ˧˷ˢ ˣ˷˰˷ ˫˧˲˵ˣ˸ˢ ˧˟˞˷ˬ˟ ˭ˮ˰ˢ ˫˧ˮ˧ˬˤˢ 

˫ˢ˪ Φ˶˟˰ˬ ˸ˣˮˣ˧˯˧ˮ˪ ˧ˣ˲˧ˬ ˶ˣ˸˧˞ˣ ˫˧˟˧˸ˮ Σ˸ˣ˪˧˰˲ ˸˧˦ˬˣ˦ˣ˞ ˠˣ˯ˬ ˢˤ ˸˪˪ˣ˩ ˫˧˸˧˰˪ ˸ˣ˟ˣ˶˵ ˫ˠ ˸ˣˮˣ˧˯˧ˮ 

Credential Stuffing xπBrute Force Φ˸ˣ˲˵˸ˬ ˣ˪˞ ˸ˣ˯˯˟˸ˬ ˪˰ ˧˶ˠ˞ˬ ˸ˣ˞ˬ˯˧˯ ˸ˣˮˣ˟˷˥ˣ ˣ˲˪ˡ˷ ˶˟˰˟ 

˸ˣ˩˶˰ˬˬ ˸ˣ˶˥˞ Σ˨ˣ˸ˬ ˢ˥ˮˢ ˫˧˷ˬ˸˷ˬ˷ ˫˧˟˶ ˫˧˷ˣ˰ ˷ˣˬ˧˷ ˶ˤˣ˥ ˫˸ˣ˞˟ ˧˦˶˲ ˸ˣ˶˟˥˸ˢ ˶˲˯ˬ˟ 

˫˧˸ˣ˶˧˷ ˫˧ˮˣ˷ Φ˶˷˞˩ ˭ˣ˧˯˧ˮ ˢˤ˩ ˥˧˪˴ˬ Σ˱˵ˣ˸ˢ ˧ˣ˷˰ ˪˟˵˪ ˢ˷˧ˠ ˭ˣ˟˷˥˪ ˭˧˵˸ ˧˪˟ˬ ˪˴ˮ˪ ˢ˷˪ˣ˥ ˸˧ˮ˩˦ 

˧ˢ˷˪˩  

˨˪ˢˬ˟ ˶ˣ˦˧ˮˢ ˱˦ˣ˷ˢ ˪˷ ˶˸˞ ˥ˣ˵˪ˢ ˣˢˣˤ ˢ˷ˣ˪˷ ˧˯ˣ˲ˡ ˸ˣ˪˧˰˲ ˫˧˧ˤ˩˶ˬΥ 

¶ Reconnaissance π ˸ˣˮˣ˧˯˧ˮ ˧ˣ˲˧ˬ ˶ˣ˸˧˞ˣ ˫˧˟˧˸ˮ ˫˧˸ˣ˶˧˷ˣ 

¶ Credential Stuffing π ˸ˣˮˣ˧˯˧ˮ ˸ˣ˶˟˥˸ˢ ˸ˣ˰˴ˬ˞˟ ˧˦˶˲ ˸ˣˢˡˤˢ ˫˧˟ˣˮˠ 

¶ Exploit Scanning π ˷ˣ˲˧˥ ˪˧˰˲ ˶˥˞ ˸ˣ˷˪ˣ˥ ˸ˣˮ˸˧ˮˢ ˪ˣ˴˧ˮ˪ 

˟ˣ˪˧˷ˢ ˭˧˟ ˸˷ˣ˪˷ ˫˧˯ˣ˲ˡˢ ˣ˪˪ˢ ˰˧˟˴ˢ ˪˰ ˨˩ ˞˪˷ ˶˟ˣˡˬ ˷˰˶˟ ˰˵˶ ˧˸˶ˠ˷ ˡ˟˪˟ Σ˞˪˞ ˸ˣ˪˧˰˲˟ 

˸˧˦ˬˣ˦ˣ˞ ˸˪˰˟ ˫˧ˮ˧˧˲˞ˬ ˫˧˧˲˵˸ˢ ˫˧˶ˣ˶˟ Φ˟˪˷˟ ˢˤ ˢ˸˪˰ ˢ˪˞˷ˢ ˸˧ˤ˩˶ˬˢ ˢ˪˧˟ˣˢ˷ ˸ˬ˵ˢ˪ 

˦˵˧ˣ˶˲ˢ Υ˫˞ˢ ˭ˣ˩ˮ ˦ˣ˷˲ ˫ˣ˯˥˪ ˸˞ ˸ˣ˷˵˟ˢ ˨˧˷ˬˢ˪ˣ ˢ˞˪ˢ Σˣ˞ ˭˸˧ˮ˷ ˪˴ˮ˪ ˸˞ ˸ˣ˪˧˰˲ˢ ˧ˡ˩ ˡˣˬ˪˪ ˪˰ 

˫˧˲˵ˣ˸ˢ Σ˱ˣ˯˞˪ ˭˧˰˧ˡˣˬ ˶˲˷˪ˣ ˸˞ ˸ˣ˪ˣ˩˧ ˢˮˠˢˢ ˪˷ ˸˩˶˰ˬˢΚ 

 

˸ˣ˶˦ˬ  

˶˥˞˪ ˢ˷˟ˠ˸ˢ˷ ˢˮ˟ˢˢ ˧˩ ˶˸˞ˢ ˣˮ˧˞ ˡˡˣˬ˸ˬ ˫˰ ˰ˣ˶˧˞ ˧˸ˡˣ˵ˮ ˞˪˞ ˫˰ ˫˶ˤ ˰ˣ˟˵ ˪˷ ˸ˣ˵˧˶˯ 

˸ˣ˧˦ˬˣ˦ˣ˞ Σˢ˸˪˰ ˢ˪˞˷ˢ ˡ˴˧˩ ˭ˣ˩ˮ ˟˧ˠˢ˪ ˸ˣ˪˧˰˲˪ xʕ Φ˸ˣ˶˷˲˞ˢ ˢ˦ˣ˷˲ˢ ˶˸ˣ˧˟ ˢ˸˧˧ˢ ˵˲˸˯ˢ˪ 

ˢˬ˧˯˥˟ ˸ˣ˰˴ˬ˞˟ ˧˵ˣ˥ Firewall xπWAF Σ˨˞ ˢ˷˧ˠ xʕ ˢ˸˧˧ˢ ˸˶˸ˣ˲ ˵˶ ˵˪˥ ˢ˧˰˟ˢˬ Φ˞˧ˢ ˫ˮˬ˞ ˢ˸˧˧ˢ 
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˸˰ˮˣˬ ˵˪˥ ˸ˣ˷˵˟ˢˬ ˸ˣˡˣ˷˥ˢ Σ˨˞ ˞˪ ˢ˸˧˧ˢ ˸˵˲˯ˬ ˸ˣ˟ˣ˷˸ ˸ˣ˪˞˷˪ ˸ˣ˟ˣ˷˥ˢ ˸ˬ˞˟ Υ˧ˬ ˡˬˣ˰ 

˧˶ˣ˥˞ˬ ˸ˣ˪˧˰˲ˢ Κˣ˪˧˞ ˸ˣ˷˪ˣ˥ ˫˧˷˲˥ˬ ˫˧˲˵ˣ˸ˢ Κ˫˞ˢ ˶˟ˣˡˬ ˭˧˧˲ˬ˵˟ ˟˥˶ ˱˵˧ˢ Κˢˬˣ ˭˸˧ˮ ˡˣˬ˪˪ 

ˣˮˬˬ ˧ˡ˩ ˶˲˷˪ ˸˞ ˢˮˠˢˢ ˡ˧˸˰˟ Κ˨ˣ˸ˬ ˸ˣ˪˞˷ ˣ˪˞ ˣ˷˟ˣˠ ˸ˣ˶˦ˬ ˦˵˧ˣ˶˲ˢ Σ˶˷˞ ˣ˰˧˲˷ˢ ˪˰ ˪˩ ˢ˦˪˥ˢ 

˸˧ˮˣ˦˵˦˧˩˶˞ ˢ˪˟˵˸ˢ˷ ˨˷ˬˢ˟ ˨˶ˡˢΦ 

ˢ˶˦ˬˢ ˢˮˣ˷˞˶ˢ ˢ˸˧˧ˢ ˧ˣˢ˧ˤ ˥ˣ˸˧ˮˣ ˪˷ ˸ˣ˪˧˰˲ ˸ˮ˧ˣ˰ Φ˫ˣ˵ˬ˟ ˸ˣ˞˶˪ ˪˩˟ ˢ˷˵˟ ˢˡˣ˷˥ ˡˣ˰ ˰ˣ˶˧˞ 

˫˧ˠˣ˪˟ Σ˸˩˶˰ˬˢ ˢ˷˶ˡˮ ˸ˣˢˤ˪ ˫˧˯ˣ˲ˡ ˫˧˶ˤˣ˥ Σ˭˧˥˟ˢ˪ ˭˧˟ ˸ˣ˪˧˰˲ ˸˧ˬ˧˦˧ˠ˪ ˸ˣ˪˧˰˲˪ ˸ˮ˧ˣ˰ ˵˲˯˪ˣ ˢˮˣˬ˸ 

ˢ˶ˣ˶˟ ˪˷ ˧ˠˣ˯ ˫˧ˬˣ˧˞ˢ ˫˧ˮ˲ˣˬˢ ˧˲˪˩ ˶˸˞ˢ  

˪˧˟˵ˬ˟ Σˢ˧ˢ ˨˶ˣ˴ ˭ˠˢ˪ ˪˰ ˸˶˷ ˶ˣ˵ˬˢ ˫˴ˬ˴˪ˣ ˪˩˩ ˶˷˲˞ˢ ˸˞ ˢ˲˧˷˥ˢ ˣ˪˷ ˦ˮ˶˦ˮ˧˞˪ ˧˶ˣ˟˧˴ˢ Φ˸˥˞ 

˸ˣ˦˪˥ˢˢ ˸ˣ˧ˤ˩˶ˬˢ ˦˵˧ˣ˶˲˟ ˢ˸˧˧ˢ ˶ˣ˴˰˪ ˵˪˥ ˧˸ˣ˰ˬ˷ˬ ˢ˰ˣˮ˸ˢˬ ˢˡˣ˷˥ˢ ˶˟˩ ˸˟˩˷˟ sπEdge ˪˷ 

Cloudflare Σˡˣ˰ ˧ˮ˲˪ ˞˧ˢ˷ ˢ˰˧ˠˬ ˸˧˸˷˸˪ ˸˧˸˧ˬ˞ˢΦ 

ˢ˶˦ˬ ˸˲˯ˣˮ ˢ˸˧˧ˢ ˰ˣˮˬ˪ ˸ˣˮˣ˧˯˧ˮ Exploitation ˪˷ ˸ˣ˷˪ˣ˥ Web ˸ˣ˶˩ˣˬ Φ˫ˠ ˶˷˞˩ ˶˸˞ˢ ˣˮ˧˞ 

˷ˬ˸˷ˬ ˸ˣ˧ˠˣ˪ˣˮ˩˦˟ ˸ˣˬ˧ˣ˯ˬ Σ˫˧˲˵ˣ˸ ˫˧˩˧˷ˬˬ ˷˲˥˪ ˫˧˟˧˸ˮ Σ˫˧˴˟˵ ˫˧˟˧˩˶ˣ ˫˧˰˧ˠ˲ Φ˸˩˶˰ˬˢ ˢ˷˶ˡˮ 

˸ˣˢˤ˪ ˸ˣˮˣ˧˯˧ˮ ˣ˪˞ ˫ˡ˵ˣˬ ˪˩˩ ˶˷˲˞ˢ ˰ˣˮˬ˪ˣ ˫ˢˬ ˰˧ˠˢ˪ ˸˟˧˟˯˪ ˶ˣ˴˧˧ˢΦ 

˫˪ˣ˞ ˢˮˣ˷˟ ˸ˣ˩˶˰ˬˬ ˢˮˠˢ ˸ˣ˧˸˶ˣ˯ˬ Σ˸˶˦ˬ ˦˵˧ˣ˶˲ˢ ˞˪ ˢ˸˧˧ˢ ˢˬ˧˯˥ ˡ˟˪˟ Φˡ˥˞ ˫˧˟˧˩˶ˬˢ 

˫˧˧ˤ˩˶ˬˢ ˭ˣˮ˩˸˟ ˢ˧ˢ ˸ˬ˵ˢ ˸˟˧˟˯ Honeypot ˸˶˵ˣ˟ˬ Σ˶˷˞ ˢˬˡ˸ ˫˧˸ˣ˶˧˷ ˫˧˰˧ˠ˲ ˶˷˲˞˸ˣ ˫˧˲˵ˣ˸˪ 

˨˧˷ˬˢ˪ ˫˸ˣ˪˧˰˲˟ ˨ˣ˸˟ ˢ˟˧˟˯ ˸˶˵ˣ˟ˬ Φˢ˷˧ˠ xʕ ˢˡ˰ˣˮ ˨ˣ˲ˢ˪ ˸˞ ˭ˣ˧˯˧ˮ ˢ˲˧˵˸ˢ ˣˬ˴˰ ˶ˣ˵ˬ˪ ˰ˡ˧ˬ ˪˰˟ 

˨˶˰Φ 

ˢ˞˴ˣ˸˩ ˨˩ˬ ˢ˶ˡˠˣˢ ˫ˠ ˢ˶˦ˬ ˸˲˯ˣˮ Υ˱ˣ˯˧˞ Threat Intelligence ˭ˬˤ˟ ˸ˬ˞ Φ˸˩˶˰ˬˢ ˢˮˮ˩ˣ˸ ˡ˰˸˪ 

˰ˡ˧ˬ ˪˰ ˸ˣ˟ˣ˸˩ IP Σ User-Agents Σ Payloads Σ˧˯ˣ˲ˡ ˢ˲˧˵˸ Σ˸ˣ˶˧ˡ˸ ˸ˣ˪˧˰˲ ˫˧ˮ˧˧˲˞ˬˣ ˫˧˲˯ˣˮ ˶˷˞ ˫˧˪ˣ˩˧ 

˰˧˧˯˪ ˸ˮ˟ˢ˟ ˫ˣ˧˞ˢ ˶ˣ˲˧˷˟ˣ ˧ˮˣˮˠˮˬ ˢˮˠˢˢΦ 

ˢ˶˦ˬ ˸˲˯ˣˮ ˢ˸˧˧ˢ ˫ˣ˴ˬ˴ ˥˦˷ ˢ˲˧˵˸ˢ ύAttack Surfaceό ˪˷ ˶˸˞ˢ Φ˪˩˩ ˸ˣ˥˲˷ ˫˧˸ˣ˶˧˷ Σ˫˧˟˧˸ˮ 

˫˧˵˷ˬˬˣ ˫˧˲ˣ˷˥ ˫˧˲˵ˣ˸˪ Σ˨˩ ˭˦˵ ˭ˣ˩˧˯ˢ ˢ˰˧ˠ˲˪ ˸˩˶˰ˬ˟ Φ˭˩˪ ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˢˮˮ˩ˣ˸ ˨˩ ˵˪˥˷ ˶˩˧ˮ 

ˢ˧˴˵˞˶˦ˮ˧˞ˢˬ ˫˰ ˫˧˲˵ˣ˸ˢ ˰˴˟˸˧ ˸˟˩˷˟ sπEdge ˞˪ˣ ˪ˣˬ ˸˶˷ ˶ˣ˵ˬˢ Φ 

ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ Σ˪˩ ˸ˣ˶˦ˬˢ ˣ˪˪ˢ ˣ˯ˮ˩˸ˢ ˭ˣ˧˰˶˪ ˧ˤ˩˶ˬ ˡ˥˞ Υ˨ˣ˲ˢ˪ ˸˞ ˸˟˩˷ ˢˮˠˢˢ ˭ˣˮˠˮˬˬ ˧˸˟ˣˠ˸ 

˶˷˞ ˵˶ ˫˯ˣ˥ ˫˧˲˵ˣ˸ Σˢˬ˶ˣ˲˦˪˲˪ ˸˪ˠˣ˯ˬˢ ˸ˣˢˤ˪ Σ˥˸ˮ˪ Σˡˣˬ˪˪ ˱ˣ˯˞˪ˣ ˭˧˰˧ˡˣˬ ˨ˣ˸ˬ ˸ˣ˪˧˰˲ˢ ˸ˮ˧ˣ˰ˢ 

ˢˬ˴˰ Φ 
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Threat Model 

˧ˮ˲˪ ˭˸˧ˮ˷ ˦˧˪˥ˢ˪ ˡ˴˧˩ ˭ˠˢ˪ ˪˰ ˸˩˶˰ˬ Σ˷˧ ˭˧˟ˢ˪ ˧ˮ˲ˬ ˢˬ ˞˧ˢ ˸˷˶ˡˮ ˭ˮˣˠ˸ˢ˪ Φ˪ˡˣˬ ˫ˣ˧˞ ύThreat 

Model ό˞ˣˢ ˧˪˩ ˷ˬ˷ˬˢ ˧ˣˢ˧ˤ˪ ˫˧˯˩ˮˢ ˫˧˷˶ˣˡˢ ˢˮˠˢ Σ˧ˠˣ˯ ˫˧˲˵ˣ˸ˢ ˫˧˧˪˞˧˴ˮ˦ˣ˲ˢ ˸ˣ˶˦ˬˣ ˢ˲˧˵˸ˢ 

˸ˣ˧˶˷˲˞ˢ Φˢ˶ˡˠˢ ˸˶ˡˣ˯ˬ ˪˷ ˪ˡˣˬ ˫ˣ˧˞ˢ ˸˶˷˲˞ˬ ˫˧˞˸ˢ˪ ˸˞ ˧ˮˣˮˠˮˬ ˢˮˠˢˢ ˫˧ˮˣ˩˧˯˪ ˫˧˧˷ˬˬˢ ˞˪ˣ 

˫˧ˬˣ˧˞˪ ˫˧˧˦˶ˣ˞˸ ˡ˟˪˟ Φ 

˫˧˯˩ˮ ˫˧ˮˠˣˬ 

˸˩˶˰ˬˢ ˢˡ˰ˣˮ ˭ˠˢ˪ ˪˰ ˶˲˯ˬ ˫˧˯˩ˮ ˫˧˧ˤ˩˶ˬΥ 

¶ ˶˸˞ ˥ˣ˵˪ˢ 

¶ ˸˶˷ ˶ˣ˵ˬˢ ύOrigin Serverό 

¶ ˧˦˶˲ ˸ˣˢˡˤˢ ύCredentialsό 

¶ ˰ˡ˧ˬ ˷˧ˠ˶ 

¶ ˸ˣˮ˧ˬˤ ˸ˣ˶˧˷ˢ 

˟ˣ˷˥ ˭˧˥˟ˢ˪ ˭˧˟ ˫˧˯˩ˮ ˫˧˧ˣ˪ˠ ˫˧˯˩ˮ˪ ˫˧˧ˣˬ˯ Φ˸˶˷ ˶ˣ˵ˬˢ ˞ˣˢ ˡ˰˧ ˶ˣ˶˟ ˭˸˧ˮ˷ ˸ˣ˯ˮ˪ ˱ˣ˵˸˪ ˭˲ˣ˞˟ ˶˧˷˧ Σ

˨˞ ˫ˠ ˰ˡ˧ˬ ˭ˣˠ˩ ˢˮ˟ˬ ˫˧˟˧˸ˮˢ ˧ˬ˧ˮ˲ˢ Σ˸ˣ˞˯˶ˠ ˢˮ˩ˣ˸ Σ˸ˣ˥˸˲ˬ ˢ˷˧ˠ ˧˴˟˵ˣ ˢ˶ˣ˴˸ ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˪˰˟ ˨˶˰ 

˟˶ ˶ˣ˟˰ ˱˵ˣ˸Φ 

˸˥˞ ˸ˣ˶˦ˬˬ ˸˟˩˷ sπEdge ˞˧ˢ ˫˴ˬ˴˪ ˪˩˩ ˶˷˲˞ˢ ˸˞ ˸ˣˬ˩ ˰ˡ˧ˬˢ ˱˵ˣ˸ˢ˷ ˪ˠˣ˯ˬ ˡˣˬ˪˪ ˪˰ ˫˧˯˩ˮ 

ˣ˪˞ Σ˨˩˟ˣ ˭˧˦˵ˢ˪ ˸˞ ˣ˸˪ˣ˩˧ ˰˴˟˪ Reconnaissance ˭ˮ˩˸˪ˣ ˢ˲˵˸ˬ ˡ˵ˣˬˬ.˸ 
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˧ˠˣ˯ ˫˧˲˵ˣ˸ 

˸ˣ˪˧˰˲ˢ ˢ˸˲˴ˮ˷ ˨˪ˢˬ˟ ˢ˶˧˵˥ˢ ˢ˰˧˟˴ˢ ˶˵˧˰˟ ˪˰ ˫˧˲˵ˣ˸ ˫˧˧˦ˬˣ˦ˣ˞ ˫˧˧˸ˣˮˬˡˤˢˣ Σ˞˪ˣ ˪˰ ˫˶ˣˠ ˶˷˞ 

ˡ˵˧ˬ ˸˞ ˣ˸ˣ˪˧˰˲ ˭ˣˠ˶˞˟ ˫˧ˣ˯ˬΦ 

˭˧˟ ˧ˠˣ˯ ˸ˣ˪˧˰˲ˢ ˣˢˣˤ˷Υ 

¶ Automated Scanners 

¶ Opportunistic Attackers 

¶ Credential Stuffing Bots 

¶ Distributed Reconnaissance Infrastructure 

ˢˮ˥˟ˢˢ ˭˧˟ ˱˵ˣ˸ ˡ˵ˣˬˬ ύTargeted ό˭˧˟˪ ˱˵ˣ˸ ˧˸ˣˮˬˡˤˢ ύOpportunistic ό˸˧˸ˣ˰ˬ˷ˬ ˡ˥ˣ˧ˬ˟ Φ˱˵ˣ˸ 

ˡ˵ˣˬˬ ˧ˣ˷˰ ˰˧˵˷ˢ˪ ˭ˬˤ Σ˫˧˟˞˷ˬ ˸ˣ˧˸˶˧˴˧ˣ ˧ˡ˩ ˱ˣ˵˰˪ ˧ˮˣˮˠˮˬ ˢˮˠˢ Φˣ˸ˬˣ˰˪ Σ˱˵ˣ˸ ˧˸ˣˮˬˡˤˢ ˷˲˥ˬ 

˸ˣ˶˦ˬ ˸ˣ˪˵ ˢ˦ˣˮˣ ˶ˣ˟˰˪ ˡ˰˧˪ ˞˟ˢ ˰ˠ˶˟ ˸ˣ˪˰ˢ˷ x˞ ˳ˬ˞ˬˢ ˫˧˷˶ˡˮˢ ˣˮˬˬ ˫˧˪ˣ˰Φ 

˸˧˟˶ˬ ˸ˣ˪˧˰˲ˢ ˢ˸˲˴ˮ˷ ˦˵˧ˣ˶˲˟ ˢˬ˞˸ ˪˧˲ˣ˶˲˪ ˧˸ˣˮˬˡˤˢˢ Φˢ˟˧˯ˬ xʕ Σ˫˧ˮˣˮˠˮˬ ˭ˣˠ˩ Tarpitting xπ

Deception ˫˧˧ˣ˲˴ ˸ˣ˧ˢ˪ ˫˧˧˟˧˦˵˲˞ ˡ˥ˣ˧ˬ˟ Σ˭˩˷ ˫ˢ ˫˧˪˧ˡˠˬ ˸˞ ˸ˣ˪˰ ˢ˲˧˵˸ˢ ˫˧˸˧˥˲ˬˣ ˸˞ ˸ˣ˧˞ˡ˩ˢ 

ˢ˪˷Φ 

˸ˣ˶˦ˬ ˢ˲˧˵˸ˢ 

˥ˣ˸˧ˮ ˸ˣ˪˧˰˲ˢ ˢ˪˰ˢ ˶˲˯ˬ ˸ˣ˶˦ˬ ˸ˣ˧˶˷˲˞ ˪˷ ˫˧˲˵ˣ˸ˢΥ 

¶ Account Takeover 

¶ Credential Harvesting 

¶ Environment Disclosure 

¶ Remote Code Execution 

¶ Web Shell Deployment 

˭˸˧ˮ ˸ˣ˞˶˪ ˸ˣ˶˦ˬ ˣ˪˞ ˫˧˟˪˷˩ ˫˧ˮˣ˷ ˨˶ˣ˞˪ ˸˶˷˶˷ ˢ˲˧˵˸ ˸˧˯ˣ˲˧˦Φ ˟˪˷˟ ˭ˣ˷˞˶ˢ ˱˵ˣ˸ˢ ˢ˯ˮˬ 

˱ˣ˯˞˪ ˰ˡ˧ˬ ˪˰ ˸˩˶˰ˬˢ ˸ˣˢˤ˪ˣ ˸ˣ˷˪ˣ˥ ˸ˣ˧˶˷˲˞ Φ˶˥˞˪ ˭˩ˬ ˫˧˧ˣ˷˰ ˰˧ˠˢ˪ ˸ˣˮˣ˧˯˧ˮ ˸ˠ˷ˢ ˢ˷˧ˠ 

˸ˣ˰˴ˬ˞˟ Credentials ˫˧˟ˣˮˠ x˞ ˸˲˧˷˥ ˰ˡ˧ˬ ˷˧ˠ˶ Φ˫˧˶˵ˬ˟ ˫˧˶ˣˬ˥ ˶˸ˣ˧ Σˢ˶˦ˬˢ ˢ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˸˴˶ˢ 

ˡˣ˵ ˵ˣ˥˶ˬ x˞ ˸˪˸˷ˢ Web Shell ˨˶ˣ˴˪ ˸˶˧˴˧ ˢˤ˧˥˞ ˸˩˷ˬ˸ˬ ˸˩˶˰ˬ˟Φ 

˸˶˷˶˷ ˢ˲˧˵˸ xʕ ˢ˪˧˥˸ˬ ˨˶ˡ˟ ˪˪˩ ˟πReconnaissance Σˢ˩˧˷ˬˬ ˭ˣ˧˯˧ˮ˪ ˢ˷˧ˠ x˞ ˪ˣ˴˧ˮ ˢ˷˪ˣ˥ 

˸ˬ˧˧˸˯ˬˣ ˸ˠ˷ˢ˟ ˢ˦˧˪˷ x˞ ˢˡˬ˸ˢ ύPersistence Φό˧˲˩ ˠ˴ˣ˧˷ ˨˷ˬˢ˟ ˶ˬ˞ˬˢ Σ˧ˣ˲˧ˬ ˸ˣ˪˧˰˲ˢ ˪πMITRE 

ATT&CK ˱˵˷ˬ ˭˲ˣ˞˟ ˶ˣ˶˟ ˸˞ ˶˟˰ˬˢ ˭˧˟ ˫˧˟˪˷ ˣ˪˞Φ  
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˸˟˧˟˯ ˢˡˣ˟˰ˢ ˸ˣ˧ˠˣ˪ˣˮ˩˦ˢˣ 

˦˵˧ˣ˶˲ˢ ˢˮ˟ˮ ˣ˪ˣ˩ ˪˰ ˧˟ˠ ˸˟˩˷ ˢ˴˵ˢ ˪˷ Cloudflare Σ˞˪˪ ˨˶ˣ˴ ˫˧˸˶˷˟ ˫˧˧ˡˣ˰˧˧ ˫˧˲˯ˣˮ Φ˵˶˲ ˢˤ 

˶˞˸ˬ ˢ˶˴˵˟ ˸˞ ˫˧˟˧˩˶ˢ ˫˧˧ˤ˩˶ˬˢ ˸˞ˣ ˫ˡ˧˵˲˸ Σˢˮ˲ˬˣ ˡˣ˰˧˸˪ ˧ˬ˷˶ˢ ˶ˣ˟˰ ˢ˟˥˶ˢΦ 

˟˧˩˶ ˶ˣ˞˧˸ ˡ˧˵˲˸ˢ 

Client Server (Origin) ˸˶˷ ˶ˣ˵ˬˢ ˪˷ ˶˸˞ˢ ˯˩ˮˢ ˣ˧˪˰˷ ˫˧ˮˠˬ 

Cloudflare Reverse Proxy ˸˟˩˷ˣ ˸ˮˠˢ Edge ˪ˣˬ ˶˸˞ˢ 

Cloudflare Workers ˰ˣˮˬ sπHoneypot Σ˧ˣˢ˧ˤˢ sxπScoring 

Cloudflare WAF ˭ˣˮ˧˯ ˸ˬ˧˯˥ˣ ˸ˣ˲˧˵˸ ˧˲˪ ˫˧˵ˣ˥ 

Rate Limiting ˸˰˧ˮˬ Brute Force xπFlooding 

Firewall / Security Events ˶ˣ˵ˬ sπTelemetry ˥ˣ˸˧ˮ˪ 

ϐ˧˟˧˩˶ ˢ˟˧˟˯ˢ ˫ˡ˧˵˲˸ˣώ 

 

Cloudflare ˸˟˩˷ˣ sπEdge 

Cloudflare ˞˧ˢ ˸˷˶ ˸˧˸˷˸ ˸˧ˬ˪ˣ˰ ˸˪˰ˣ˲ˢ ˩πReverse Proxy ˭˧˟ ˫˧˶˵˟ˬˢ ˭˧˟˪ ˸˶˷ ˶ˣ˵ˬˢ Φ˪˩ 

ˢ˷˵˟ ˸˶˟ˣ˰ ˢ˪˧˥˸ ˨˶ˡ ˸ˡˣ˵ˮ ˢ˴˵ ˪˷ Cloudflare ˢ˟ˣ˶˵ˢ ˸˧˲˶ˠˣ˞ˠ ˶˵˟ˬ˪ Σ˫˷ˣ ˭˸˧ˮ ˵ˣˡ˟˪ Σ˭ˮ˯˪ x˞ 

˦˧˯ˢ˪ ˢ˸ˣ˞ ˡˣ˰ ˧ˮ˲˪ ˞˧ˢ˷ ˢ˰˧ˠˬ ˸˶˷˪ Φˢ˶ˣ˦˵˦˧˩˶˞ xʕ ˞˧ˢ ˯˧˯˟ˢ ˪˩˪ ˸ˣ˪ˣ˩˧ ˢˮˠˢˢ ˦˵˧ˣ˶˲˟ Σ˫ˣ˷ˬ 

˞˧ˢ˷ ˸˶˷˲˞ˬ ˶ˣ˴˰˪ ˸ˣ˪˧˰˲ ˸ˮ˧ˣ˰ ˟πEdge ˱ˣ˷˥˪ˣ ˸˞ ˸˶˷ ˶ˣ˵ˬˢ ˭˲ˣ˞˟ ˧˪ˬ˧ˮ˧ˬ Φ˰ˡ˧ˬ ˱˯ˣˮ ˱ˡ˟ 

˶˴ˣˬˢ Υcloudflare.com/products/workers. 

 

Cloudflare Workers 

Cloudflare Workers ˞˧ˢ ˸ˬ˶ˣ˲˦˪˲ Serverless ˢ˴˧˶ˬˢ ˡˣ˵ JavaScript ˸ˣ˶˧˷˧ ˟πEdge Σ˨ˣ˸˟ ˭ˣˮˠˮˬ 

Isolates ˪˵π˪˵˷ˬ Φ˪˩˪ ˢ˷˵˟ ˸˯ˮ˩ˮ ˪˰˲ˣˬ ˪˲˦ˬ fetch() ˪˟˵ˬˢ ˸˞ ˢ˷˵˟ˢ ˶˧ˤ˥ˬˣ ˢ˟ˣˠ˸ Φ˦˵˧ˣ˶˲˟ 

ˣˮ˪˷ ΣπsWorker ˞ˣˢ ˟˪ˢ ˪˷ ˸˩˶˰ˬˢ Υ˞ˣˢ ˰˴˟ˬ ˸˞ ˧ˣˢ˧ˤˢ Σ˟˷˥ˬ ˸˞ sπThreat Score Σ˟˸ˮˬ ˸ˣ˷˵˟ 

˸ˣˡˣ˷˥ ˪πHoneypot ˱˯ˣ˞ˣ Telemetry Φˡˣ˰˧˸ ˧ˬ˷˶ Υdevelopers.cloudflare.com/workers. 

˭ˣ˶˸˧ˢ ˪˷ ˪ˡˣˬ sπIsolates ˪˰ ˧ˮ˲ ˪ˡˣˬ ˧˸˶ˣ˯ˬ ˯˯ˣ˟ˬ Containers x˞ ˸ˣˮˣ˩ˬ ˸ˣ˧˪˞ˣ˦˶˧ˣ ˞ˣˢ ˡˣ˵ˢ˷ ˳˶ 

˟ˣ˶˵ ˡˣ˞ˬ ˶˵˟ˬ˪ Σ˞˪˪ άCold Start έ˧˸ˣ˰ˬ˷ˬ ˞˪˪ˣ ˨˶ˣ˴ ˪ˣˢ˧ˮ˟ ˸˧˸˷˸ Φ˶ˣ˟˰ ˸˩˶˰ˬ ˢ˥˦˟˞ ˣˢˤ ˭ˣ˶˸˧ 

˪ˣ˲˩ Υ˸˧˷˞˶ Σˢ˦˪˥ˢˢ ύ˫ˣ˯˥˪ Σ˶ˠ˸˞˪ Σ˸ˣ˰˦ˢ˪ ό˸˪˟˵˸ˬ ˸ˣ˶˧ˢˬ˟ ˟xπEdge Σ˧ˮ˲˪ ˢ˷˵˟ˢ˷ ˢ˰˧ˠˬ 

˸˶˷˪ ˸˧ˮ˷ Σˢ˵˧ˠˣ˪ˢ ˸ˮ˸˧ˮ ˭ˣ˩ˡ˰˪ ˶˧ˢˬ ˸˴˲ˣˬˣ ˸˧˪˟ˣ˪ˠ ˨ˣ˸˟ ˸ˣ˧ˮ˷ Φ˨˩ ˭˸˧ˮ ˟˧ˠˢ˪ ˯ˣ˲ˡ˪ ˢ˲˧˵˸ ˷ˡ˥ 

˦˰ˬ˩ ˭ˬˤ˟ ˸ˬ˞ Σ˧˪˟ˬ ˸˰ˠ˪ ˸˶˷˟ ˶ˣ˵ˬˢΦ 

https://en.wikipedia.org/wiki/Reverse_proxy
https://www.cloudflare.com/products/workers/
https://developers.cloudflare.com/workers/
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Cloudflare WAF 

Cloudflare WAF ˵ˡˣ˟ ˸ˣ˷˵˟ Web xπAPI ˸ˣ˯ˮ˩ˮ ˭ˮ˯ˬˣ ˢ˶ˣ˟˰˸ ˞˪ ˢ˧ˣ˴˶ ˧˲˪ ˸ˣ˴ˣ˟˵ ˫˧˵ˣ˥ ύRulesets Φό

πsWAF ˯˯ˣ˟ˬ ˪˰ ˸˲˷ ˫˧˧ˣ˦˧˟ ˢ˷˧ˬˠ ˸˶˷˲˞ˬˢ ˭ˮ˯˪ ˧˲˪ ˧ˮ˧˧˲˞ˬ ˢ˷˵˟ ˭ˣˠ˩ ˸˟ˣ˸˩ IP Σ˟˧˸ˮ URL, 

Headers ˭˩ˣ˸ˣ sπBody Φ˦˵˧ˣ˶˲˟ ˟˪ˣ˷ sπWAF ˫˰ ˭ˣˮˠˮˬ sπScoring ˧ˡ˩ ˶˷˲˞˪ ˢˬ˧˯˥ ΣManaged 

Challenge x˞ ˟ˣ˸˧ˮ ˪πHoneypot Φˡˣ˰˧˸ Υdevelopers.cloudflare.com/waf. 

 

Rate Limiting 

˭ˣˮˠˮˬ sπRate Limiting ˪˷ Cloudflare ˶˧ˡˠˬ ˢ˶˵˸ ˸ˣˬ˩˪ ˸ˣ˷˵˟ˢ ˸ˣˡˬˣ˰ˢ ˧ˣ˦˧˟˟ ˫˧ˣ˯ˬ ˨ˣ˸˟ ˭ˣ˪˥ 

˭ˬˤ ˭ˣ˸ˮ Σ˪˰ˣ˲ˣ ˶˷˞˩ ˢ˶˵˸ˢ ˸˧˴˥ˮ Φ˞ˣˢ ˧ˮˣ˧˥ ˸ˬ˧˪˟˪ Brute Force ΣCredential Stuffing xπPOST 

Flooding Σ˫ˣ˷ˬ ˞ˣˢ˷ ˰ˠˣ˲ ˸ˣ˶˧˷˧ ˟˴˵˟ ˢ˪ˣ˰˲ˢ ˪˷ ˧˪˩ Automation Φˡˣ˰˧˸ Υ 

developers.cloudflare.com/waf/rate-limiting-rules 

 

˥ˣ˸˧ˮ ˰ˡ˧ˬˢ 

˸ˣ˶ˣ˵ˬ ˫˧ˮˣ˸ˮˢ 

˫˧ˮˣ˸ˮˢ ˫ˢ˧˪˰˷ ˯˯˟˸ˢ ˥ˣ˸˧ˮˢ ˣ˲˯˞ˮ ˶˲˯ˬˬ ˸ˣ˶ˣ˵ˬ ˨ˣ˸˟ ˸˟˧˟˯ Cloudflare Σ˶˷˞ ˡ˥˧ ˣ˵˲˧˯ ˢˮˣˬ˸ 

ˢ˟˥˶ ˪˷ ˢ˶ˣ˟˰˸ˢ ˢˡˣ˷˥ˢΥ 

˶ˣ˵ˬ ˫˧ˮˣ˸ˮ ˶ˣ˞˧˸ 

Firewall Events ˸ˣ˷˵˟ ˣˬ˯˥ˮ˷ Σˣ˶ˠ˸ˣ˞ x˞ ˣˠˣˣ˯ ˸ˣˡˣ˷˥˩ 

Security Events ˧˰ˣ˶˧˞ ˢ˥˦˟˞ ˸˩˶˰ˬˬ ˶ˣ˦˧ˮˢ ˪˷ Cloudflare 

Bot Protection Logs ˰ˡ˧ˬ ˪˰ ˫˧˦ˣ˟ ΣCrawlers ˢ˶ˣ˟˰˸ˣ ˸˧˦ˬˣ˦ˣ˞ 

Rate Limiting Logs ˸ˣˬ˧˯˥ ˸ˣ˪˟ˠˢˣ ˟˴˵ ˸ˣ˟˵˰˟ ˸ˣ˪˧˰˲ ˢˠ˧˶˥ 

Worker Logs Telemetry ˨ˣ˸ˬ ˸˩˶˰ˬ sπHoneypot 

ϐ˸ˣ˶ˣ˵ˬ ˫˧ˮˣ˸ˮˢ ˢ˶˧˵˥˪ώ 

˸˧˧ˠˣ˪ˣˡˣ˸ˬ ˥ˣ˸˧ˮˢ 

˟˪˷˟ ˧ˮˣ˷˞˶ˢ ˰˴ˣ˟ ˥ˣ˸˧ˮ ˪˷ Firewall Events xπWorker Logs ˢ˶˦ˬ˟ ˸ˣˢˤ˪ ˸ˣ˪˧˰˲ ˸ˮ˧ˣ˰ ˫˧˯ˣ˲ˡˣ 

˫˧˶ˤˣ˥ Φ˥ˣ˸˧ˮˢ ˪˪˩ ˢˮ˧˥˟ ˪˷ ˸ˣˬ˩ ˸ˣ˷˵˟ˢ ˱˵˧ˢˣ ˸ˣ˪˧˰˲ˢ ύRequests Count Σό˧ˣˢ˧ˤ ˸ˣˮ˧ˡˬ ˸ˣ˧˸˷˸ˣ 

˶ˣ˵ˬˢ ύSource Countries Σό˥ˣ˸˧ˮ ˸ˣ˟ˣ˸˩ IP ˸ˣˡˣ˷˥ ˸ˣ˧˸˷˸ˣ ˭ˮ˰ ύSource IP Analysis Σό˥ˣ˸˧ˮ ˧˪˩ 

https://developers.cloudflare.com/waf/custom-rules/
https://developers.cloudflare.com/waf/custom-rules/
https://developers.cloudflare.com/waf/custom-rules/
https://developers.cloudflare.com/waf/
https://developers.cloudflare.com/waf/rate-limiting-rules/
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ˢ˲˧˵˸ ˫˧˦ˣ˟ˣ ˧˲˪ User-Agent Σ˧ˬ˧ˣ˲ ˫˧˟˧˸ˮˢ ˣ˵ˡ˟ˮ˷ ύPath Enumeration Σόˠˣˣ˧˯ˣ ˡ˧˶˲ˬ˷ ˭˧˟ 

Crawlers ˫˧˧ˬ˧˦˧ˠ˪ ˭˧˟˪ ˸ˣ˪˧˰˲ ˸ˮ˧ˣ˰ ύBot ClassificationΦό 

˭ˣ˶˵˧˰ ˢ˥ˮˬ ˥ˣ˸˧ˮ˟ ˢ˧ˢ ˭ˣ˥˟˪ ˸ˣ˧˴˵˧ˡˮ˧˞ ˶˷˵ˢ˟ Σ˞˪ˣ ˵˸ˣˮˬ˟ Φˢ˷˵˟ ˸ˡˡˣ˟ ˟˧˸ˮ˪  Φphp ˢˮ˧˞ ˢˡ˧˰ˬ 

˥˶˩ˢ˟ ˪˰ ˢ˲˧˵˸ ˨˞ ˶˷˞˩ ˢ˸ˣ˞ ˸˟ˣ˸˩ IP ˢˮˣ˲ ˸ˣ˶˷˰˪ ˧˟˧˸ˮ WordPress ˱˴˶˟ Σ˸ˣ˶˧ˡ˸˟ ˢˢˣ˟ˠ ˫˰ˣ 

User-Agent ˪˷ ˧˪˩ Automation π ˢˮˣˬ˸ˢ ˸˶˟˦˴ˬˢ ˢ˶ˣ˶˟ Φ˭˩˪ ˥ˣ˸˧ˮˢ ˡ˵ˬ˸ˢ ˟πCorrelation Υ˶ˣ˷˧˵ 

˭˧˟ ˧ˮ˧˧˲˞ˬ ˢ˷˵˟ ˫˧ˮˣ˷ ύIP User-Agent Σ˟˧˸ˮ Σˢ˦˧˷ Σ˭ˣˬˤ˸ ό˧ˡ˩˪ ˪˧˲ˣ˶˲ ˸ˣ˪˧˰˲ ˡ˥˞ Σˣ˸ˣ˞˷ ˭˸˧ˮ ˠˣˣ˯˪ 

˥˸ˮ˪ˣΦ 

 

˫˧˞˴ˬˬ ˫˧˧ˤ˩˶ˬ 

ˢ˶˧˵˥ˢ ˢ˸˪˰ˢ ˧˩ ˶˸˞ˢ ˢ˧ˢ ˡ˰˧ ˸ˣ˵˧˶˯˪ ˸ˣ˧˦ˬˣ˦ˣ˞ ˸ˣ˟˥˶ ˱˵˧ˢ Σ˶˷˞ ˣ˰˴ˣ˟ ˭˟ˣ˶˟ ˸ˣ˰˴ˬ˞˟ ˸ˣ˧˸˷˸ 

˭ˮ˰ ˸ˣ˧˶ˣ˟˧˴ Φˢ˪˟˦ˢ ˢ˞˟ˢ ˸ˬ˩˯ˬ ˸˞ ˫˧˞˴ˬˬˢ ˫˧˧˶˵˧˰ˢΥ 

˶˦ˬ˶˲ ˞˴ˬˬ 

˧ˠˣ˯ ˸ˣ˷˵˟ GET / POST 

˸ˣˮ˧ˡˬ ˣˢˣˤ˷ ˢ˶˞Ϧ˟ ˸ˣ˧˸˷˸ˣ ˭ˮ˰ ˸ˣ˧ˬˣ˞˪ˮ˧˟ 

˧ˠˣ˯ ˢ˰ˣˮ˸ SEO Crawlers ˡ˴˪ Suspicious Reconnaissance 

˫˧˟˧˸ˮ ˣ˵ˡ˟ˮ˷ wp-login.php / .env / shell.php 

˸ˣ˧˸˷˸ ˣˢˣˤ˷ AWS / Azure / Oracle Cloud / OVH 

]˫˧˞˴ˬˬ ˫˧˧ˤ˩˶ˬ[ 

˥ˣ˸˧ˮ IOC 

˨˪ˢˬ˟ ˢ˶˧˵˥ˢ ˣˢˣˤ ˶˲˯ˬ Indicators of Compromise ύ˫˧˶ˣ˦˵˧ˡˮ˧˞ ˸ˣ˪˧˰˲˪ ˸ˮ˧ˣ˰ ό˶˷˞ ˣ˰˧˟˴ˢ ˪˰ 

Automation Φˢ˪˟˦ˢ ˢ˞˟ˢ ˢˠ˧˴ˬ ˶˥˟ˬ ˸ˣ˟ˣ˸˩ IP ˣ˲˴ˮ˷ Σˡ˥˧ ˫˰ sπASN ˵˲˯ˢˣ ˭ˢ˧˶ˣ˥˞ˬ˷ ΦπsASN 

˞ˣˢ ˢˢˤˬ ˧ˡˣ˥˧˧ ˸˷˶˪ ˸˪ˢˣˮˬˢ ˪˰π˧ˡ˧ ˫˶ˣˠ ˡ˥˞ Σ˶˷˲˞ˬˣ ˶˷˵˪ ˸˟ˣ˸˩ IP ˵˲˯˪ ˸˧˸˷˸ˢΥ 

IP ˢˮ˧ˡˬ ASN ˵˲ ˯ ˠˣ˯ ˸ˣ˪˧˰˲ 

161.153.99.197 US AS31898 Oracle Cloud Credential Stuffing 

161.118.254.192 SG AS31898 Oracle Cloud Automated Recon 

150.136.244.33 US AS31898 Oracle Cloud Brute Force 

174.138.54.2 US AS14061 DigitalOcean XMLRPC Recon 

20.226.103.253 BR AS8075 Microsoft Azure PHP Enumeration 

140.245.121.218 SG AS31898 Oracle Cloud 
XMLRPC 
Enumeration 

193.143.1.112 RU AS198953 Proton66 OOO ENV File Recon 
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IP ˢˮ˧ˡˬ ASN ˵˲ ˯ ˠˣ˯ ˸ˣ˪˧˰˲ 

173.239.214.211 US AS62240 Clouvider WP Login Probe 

103.230.178.122 IN AS136634 Navkar Netsol XMLRPC POST 

172.202.0.52 US AS8075 Microsoft Azure PHP Path Enum 

88.151.33.24 NL AS41608 NextGenWebs Git Repo Enum 

176.65.139.232 NL AS214472 Offshore LC ENV Enumeration 

195.178.110.159 NL AS48090 TECHOFF SRV Git Enumeration 

ϐ˶˥˟ˬ ˸ˣ˟ˣ˸˩ IP ˸ˣˡˣ˷˥ ˣˢˣˤ˷ (IOCs)ώ 

˟ˣ˶ ˸ˣ˟ˣ˸˩ˢ ˸ˣˡˣ˷˥ˢ ˣ˷ˬ˸˷ˢ ˸ˣ˧˸˷˸˟ ˭ˮ˰ ˸ˣ˧˶ˣ˟˧˴ ˶˟ˡ ˭˧˧˲˞ˬˢ ˫˧ˮ˧˧˲ˬ˵ ˫˧˧˦ˬˣ˦ˣ˞ ˪˷ 

Reconnaissance xπCredential StuffingΦ ˱˯ˣˮ˟ ˣˢˣˤ ˫˧˯ˣ˲ˡ ˪˷ User-Agent Rotation Σ˷ˣˬ˧˷ ˟πVPS 

˫˧˧˶ˣ˟˧˴ Σ˸ˣˮˣ˧˯˧ˮˣ ˸˶˸˯ˢ FingerprintΦ 

˥ˣ˸˧ˮ ˶ˣˤ˧˲ˢ ˧˲˶ˠˣ˞ˠˢ sxπASN ˡˬ˪ˬ ˧˸˷ ˸ˣˮ˟ˣ˸ Φ˸˧˷˞˶ Σˤˣ˩˧˶ ˶˩˧ˮ ˪˷ ˸ˣ˟ˣ˸˩ ˨˧˧˷ ˪πAS31898 

Oracle Cloud ˶˟ˡ ˡ˧˰ˬˢ ˪˰ ˭˧˧˲ˬ˵ ˢ˷ˣ˰˷ ˷ˣˬ˧˷ ˧˟˧˯ˮ˦ˮ˧˞ ˵˲˯˟ ˭ˮ˰ ˡ˧˥˧ Σ˪˩˩ ˢ˞˶ˮˢ ˸ˣ˰˴ˬ˞˟ 

˶˲˯ˬ ˸ˣˮˣ˩ˬ ˣˬ˵ˣˢ˷ ˪˧˟˵ˬ˟Φ 

˸˧ˮ˷ Σ˶ˣˤ˧˲ˢ ˪˰ ˧ˮ˲ ˸ˣˮ˧ˡˬ ˸ˣ˟˶ ύˢ˶˞Ϧ˟ Σ˶ˣ˲ˠˮ˧˯ Σ˪˧ˤ˶˟ Σˢ˧˯ˣ˶ Σˣˡˣˢ Σˡˮ˪ˣˢ όˣˮ˧˞ ˡ˧˰ˬ ˥˶˩ˢ˟ ˪˰ 

ˣˬˣ˵˧ˬ ˧˸˧ˬ˞ˢ ˪˷ ˱˵ˣ˸ˢ Σ˞˪˞ ˪˰ ˫ˣ˵˧ˬ ˧ˤ˩˶ˬ ˫˧ˮˣ˸ˮˢ ˪˷ ˧˵˲˯ ˭ˮ˰ˢ Φ˫˧˪˧ˬ˟ ˸ˣ˶˥˞ Σάsˢˮ˧ˡˬ έ˞˧ˢ 

˭˧˧˲˞ˬ ˪˷ ˸˧˸˷˸ˢ Σ˞˪ ˪˷ ˟˧˶˧ˢΦ ˢˮ˟ˣ˸ xʕ ˢ˟ˣ˷˥ ˸ˣ˧ˮ˧ˡˬ˪ ˢˬ˧˯˥ˢ Υˢˬ˧˯˥ ˧˲˪ ˢˮ˧ˡˬ ύGeo-

Blocking όˢ˧ˢ˸ ˢ˯ˠ ˧ˡˬ ˢ˪ˣ˪˰ˣ ˫ˣ˯˥˪ ˫˧˷ˬ˸˷ˬ ˫˧˧ˬ˧˦˧ˠ˪ Σˡˣ˰˟ ˢˬ˧˯˥˷ x˞ ˟ˣ˸˧ˮ ˧˯˯ˣ˟ˬ ASN Σˡ˥˧ 

˫˰ Threat Scoring ˸ˬ˶˟ ˢ˷˵˟ˢ Σ˫˧˵˲˯ˬ ˭ˣˤ˧˞ ˟ˣ˦ ˢ˟˶ˢ˟ ˭˧˟ ˢˮˠˢ ˭˧˟˪ ˢ˶˧ˬ˷ ˪˰ ˸ˣˮ˧ˬˤ ˢ˶ˣ˟˰˸˪ 

˸˧˸˧ˬ˞Φ 

˭˧˰˧ˡˣˬ User-Agent 

ˢˡ˷ sπUser-Agent ˶˷˲˞ˬ ˪˧ˡ˟ˢ˪ ˭˧˟ ˸ˣ˪˧˰˲ ˸˧ˬ˧˦˧ˠ˪ ˭˧˟˪ ˸ˣ˪˧˰˲ ˸ˮ˧ˣ˰ Φˢ˪˟˦ˢ ˢˠ˧˴ˬ ˸ˣ˞ˬˠˣˡ 

ˠˣˣ˧˯˪ ˰˴ˣ˟˷Υ 

User-Agent ˠˣˣ˧˯ 

Googlebot Legit Search Engine 

AhrefsBot SEO Crawler 

meta-webindexer AI / Meta Indexer 

curl Suspicious Automation 

sqlmap Offensive Security Tool 

Go-http-client Automation Framework 

ώUser-Agents ϐˠˣˣ˧˯ 
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˷ˣˬ˧˷ˢ ˟πcurl Σπ˟sqlmap ˧˪˩˟ˣ Automation ˫˧˲˯ˣˮ ˰˧˟˴ˢ ˪˰ ˢ˵˧˶˯ ˸˧˦ˬˣ˦ˣ˞ ˞˪ˣ ˪˰ ˢ˷˧˪ˠ ˸˧˷ˣˮ˞ Φ

˨˷ˬˢ˟ ˫˧˞˟ˣˬ ˫˧˶ˣ˞˧˸ ˫˧˶˴˵ ˪˷ ˫˧˪˩ˢ ˫˧˧˟ˬˣ˲ˢ ˫˧˧˦ˮˣˣ˪˶ˢΦ 

˪˰ ˫˧˪˩ˢ ˫˧˧˟ˬˣ˲ˢ ˣˢˣˤ˷ 

curl π ˧˪˩ ˸˶ˣ˷ ˢˡˣ˵˲ ˸˶˟˰ˢ˪ ˫˧ˮˣ˸ˮ ˫˧˪ˣ˵ˣ˦ˣ˶˲˟ ˫˧ˮˣ˷ ύ˫ˢ˟ HTTP/S Φό˧ˬ˧˦˧ˠ˪ ˭˧˦ˣ˪˥˪ ˷ˣˬ˧˷˟ 

˧ˬˣ˧ˬˣ˧ Σ˨˞ ˳ˣ˲ˮ ˡˣ˞ˬ ˫ˠ ˫˧˦˲˧˶˵˯˟ ˫˧˧˦ˬˣ˦ˣ˞ ˪˷ ˢ˵˧˶˯ Φ˶˸˞ ˧˪˩ˢ Υcurl.se. 

wget π ˧˪˩ GNU ˸ˡ˶ˣˢ˪ ˫˧˴˟˵ ˦ˮ˶˦ˮ˧˞ˢˬ ˨˶ˡ ˸˶ˣ˷ ˢˡˣ˵˲ˢ Σ˱˞ ˞ˣˢ ˧ˬ˧˦˧ˠ˪ ˨˞ ˳ˣ˲ˮ ˟π

Automation Φ˶˸˞ Υgnu.org/software/wget. 

sqlmap π ˧˪˩ ˸ˣ˵˧ˡ˟ ˢ˶˧ˡ˥ ύOffensive Security όˡˣ˵ ˥ˣ˸˲ ˢ˧˴ˬˣ˦ˣ˞˪ ˪˷ ˧ˣˢ˧ˤ ˪ˣ˴˧ˮˣ ˸ˣ˷˪ˣ˥ SQL 

Injection Φˣ˸˰˲ˣˢ ˟πAgent-User ˢˡ˧˰ˬ ˦˰ˬ˩ ˡ˧ˬ˸ ˪˰ ˢ˵˧˶˯ ˸˧˲˵˸ˢ Φ˶˸˞ Υsqlmap.org. 

nikto π ˵˶ˣ˯ ˧˸˶˷ Web ˡˣ˵˟ ˥ˣ˸˲ ˷˲˥ˬˢ ˫˧˴˟˵ ˫˧ˮ˩ˣ˯ˬ Σ˸ˣ˞˯˶ˠ ˸ˣˮ˷ˣ˧ˬ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ˣ ˸ˣ˧˸˧˧˰˟ Φ

˶ˠ˞ˬ ˦˵˧ˣ˶˲ˢ Υgithub.com/sullo/nikto. 

masscan π ˵˶ˣ˯ ˫˧˦˶ˣ˲ ˶˧ˢˬ ˡ˥ˣ˧ˬ˟ ˪ˠˣ˯ˬˢ ˵ˣ˶˯˪ ˧˥ˣˣ˦ ˸ˣ˟ˣ˸˩ ˫˧ˬˣ˴˰ ˭ˬˤ˟ ˶˴˵ ˧˪˩ ˧ˤ˩˶ˬ 

˫˧ˮ˧˧˲ˬ˵˟ ˪˷ Mass Scanning Φ˶ˠ˞ˬ Υgithub.com/robertdavidgraham/masscan. 

Googlebot / AhrefsBot π ˫˧˦ˣ˟ ˫˧˧ˬ˧˦˧ˠ˪ Υ˭ˣ˷˞˶ˢ ˞ˣˢ sπCrawler ˪˷ ˰ˣˮˬ ˷ˣ˲˧˥ˢ Google Σ˧ˮ˷ˢˣ 

˵˶ˣ˯ SEO ˧˶˥˯ˬ Φˣ˪˞ ˣˢˣˤ ˡ˶˲ˮ˟ ˣ˯ˮ˩ˣˢˣ ˪πAllowlist ˧ˡ˩ ˫˴ˬ˴˪ False PositivesΦ 

˟ˣ˷˥ ˶ˣ˩ˤ˪ ˢˡ˷˷ sπUser-Agent ˭˸˧ˮ ˱ˣ˧ˤ˪ ˸ˣ˪˵˟ ˱˵ˣ˸ ˪ˣ˩˧ ˠ˧˴ˢ˪ ˪˩ ˸ˤˣ˶˥ˬ ˢ˴˶˧˷ Σ˪˪ˣ˩ ˸ˣˤ˥˸ˢ ˪π

Googlebot Φ˭˩˪ sπUser-Agent ˣˡ˟˪ ˣˮ˧˞ ˵˧˲˯ˬ ˠˣˣ˧˯˪ Σ˞ˣˢˣ ˷ˬ˷ˬ ˢ˧˴˵˧ˡˮ˧˞˩ ˸˥˞ ˧ˮˬ ˸ˣ˟˶ ˭ˣˮˠˮˬ˟ 

πsScoring Φ˸ˣˬ˧˞ Ϧ˫˧˦ˣ˟ ˫˧˸ˬˣ˞ˬϦ ύVerified Bots ό˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ ˸ˣ˵˧ˡ˟ ˸ˣ˲˯ˣˮ Σ˭ˣˠ˩ ˢˬ˞˸ˢ ˭˧˟ 

˸˟ˣ˸˩ sπIP ˭˧˟˪ ˧˥ˣˣ˦ ˸ˣ˟ˣ˸˩ˢ ˫˧˧ˬ˷˶ˢ ˪˷ ˵˲˯ˢ Σ˞˪ˣ ˪˰ ˨ˬ˯ ˸ˤˣ˶˥ˬ sπUser-Agent ˡ˟˪˟Φ 

˸ˣ˞ˬˠˣˡ ˸ˣˠ˴˧˧ˬ ˨ˣ˸ˬ ˫˧ˠˣ˪ˢ 

˸˷˥ˬˢ˪ ˧˲ˣ˞ ˸ˣ˪˧˰˲ˢ Σ˸ˣ˞˟ˣˬ ˭˞˩ ˶˲˯ˬ ˸ˣ˞ˬˠˣˡ ˸ˣˠ˴˧˧ˬ ˪˷ ˸ˣˬˣ˷˶ ˠˣ˪ Σ˶˥˞˪ SanitizationΦΦ 

˭ˣ˧˯˧ˮ Credential Stuffing 

POST /wp- login.php HTTP/1.1  
Host: <target>  
User- Agent: Mozilla/5.0 (compatible)  
Content - Type: application/x - www- form - urlencoded  
log=admin&pwd=********&wp - submit=Log+In  
- > classification: HIGH (credential_stuffing)  

ˢˬˠˣˡˢ ˢ˷˧˥ˬˬ ˭ˣ˧˯˧ˮ ˸ˣ˶˟˥˸ˢ ˧˦ˬˣ˦ˣ˞ ˟˧˸ˮ˪ WordPress Φˢˡ˷ ˢˬ˯˧˯ˢ ˠ˴ˣˢ ˨˯ˣˬˬ ύMasked ό

˸˩˶˰ˬˢ ˢ˶ˬ˷ Hash ˡ˟˪˟ ˧˩˶ˣ˴˪ Correlation Σ˫˞˸ˢ˟ ˸ˣˮˣ˶˵˰˪ sπData MinimizationΦ 

  

https://curl.se/
https://www.gnu.org/software/wget/
https://sqlmap.org/
https://github.com/sullo/nikto
https://github.com/robertdavidgraham/masscan
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Fingerprinting ˪˷ WordPress 

GET /wp- includes/js/wp - emoji - release.min.js HTTP/1.1  
User- Agent: Go - http - client/1.1  
- > classification: MEDIUM (wp_fingerprinting)  

˰ˣ˶˧˞ˢ ˰˧˟˴ˢ ˪˰ ˭ˣ˧˯˧ˮ Fingerprinting ˪˷ ˸˟˧˟˯ WordPress ˸ˣ˰˴ˬ˞˟ ˢ˷˧ˠ ˟˧˸ˮ˪ ˧˦˦˯ ˶˩ˣˬ Φ

˷ˣˬ˧˷ˢ ˟πGo-http-client ˰˧˟˴ˢ ˪˰ Automation ˞˪ˣ ˪˰ ˢ˷˧˪ˠ ˸˧˷ˣˮ˞Φ 

XMLRPC Abuse ˫˰ ˸˲˪˥ˢ User-Agent 

POST /xmlrpc.php HTTP/1.1  
User- Agent: Go - http - client/1.1  
<methodCall><methodName>metaWeblog.newPost</methodName> ...  
- > classification: CRITICAL (xmlrpc_abuse)  
   (repeated from same IP with rotated User - Agent)  

˸˩˶˰ˬˢ ˢ˸ˢ˧ˤ ˭ˣ˧˯˧ˮ XMLRPC Abuse ˸ˣ˰˴ˬ˞˟ ˢ˞˧˶˵ ˪πmetaWeblog.newPost Σ˫˰ Payload ˦ˬ˶ˣ˲˟ 

XML ˞˪ˬ Φ˶˷˞˩ ˣ˸ˣ˞ ˶ˣ˵ˬ ˶ˤ˥ ˪˰ ˭ˣ˧˯˧ˮˢ ˨ˣ˸ ˸˲˪˥ˢ sπUser-Agent Σ˭ˬˣ˯ ˶˟ˡˢ ˩πUser-Agent 

Rotation ˩xπBot Obfuscation ˭ˣ˧˯˧ˮ ˱ˣ˵˰˪ ˧ˣˢ˧ˤ ˯˯ˣ˟ˬ Fingerprinting Φ˟ˣ˪˧˷ ˪˷ POSTΣ XMLRPC Abuse 

 Credential Attempt ˢˮ˟ˬˣ Payload ˡˣ˷˥ ˪˧˟ˣˢ ˠˣˣ˧˯˪ CriticalΦ 

˸ˣˮ˵˯ˬ Threat Intelligence ˸ˣ˧ˮˣ˷˞˶ 

˥ˣ˸˧ˮ ˫˧˰ˣ˶˧˞ˢ ˢ˪˰ˢ ˧˩ ˞˪ ˶˟ˣˡˬ ˱˵ˣ˸˟ ˡˡˣ˟ Σ˞˪˞ ˸ˣ˪˧˰˲˟ ˸˧˦ˬˣ˦ˣ˞ ˸˟˥˶ ˱˵˧ˢ ˢ˰˴ˣ˟˷ ˸ˣ˰˴ˬ˞˟ 

˸ˣ˧˸˷˸ ˭ˮ˰ ˸ˣ˧˶ˣ˟˧˴ Φ˫˧˞˴ˬˬˢ ˣ˰˧˟˴ˢ ˪˰ ˫˧ˮ˧˧˲ˬ˵ ˪˷ Credential Stuffing Σ˪˰ Reconnaissance 

˶ˤˣ˟ˬ Σ˪˰ Enumeration ˪˷ WordPress Σ˪˰ ˸˧˸˷˸ ˢ˲˧˵˸ ˸˯˯ˣ˟ˬ ˭ˮ˰ Σ˪˰ˣ ˸ˣˮˣ˧˯˧ˮ Exploitation 

˫˧˧˦ˬˣ˦ˣ˞ Φ˧˯ˣ˲ˡ ˸ˣ˪˧˰˲ˢ ˣˬ˞˸ ˫˧ˮ˧˧˲ˬ˵ ˪˷ Mass Scanning ˫˧˰˴ˣ˟ˬˢ ˡˠˮ˩ ˧˸ˣ˶˧˷ Web ˫˧˧˶ˣ˟˧˴Φ 

˶˧˴ ˭ˬˤ ˪˷ ˫˧˰ˣ˶˧˞ˢ 
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˧ˣ˲˧ˬ MITRE ATT&CK 

˧ˡ˩ ˶˞˸˪ ˸˞ ˸ˣ˪˧˰˲ˢ ˢ˲˷˟ ˢˡ˧˥˞ ˸˪˟ˣ˵ˬˣ ˢ˧˧˷˰˸˟ Σˢ˸˲ˣˬ ˸ˣ˪˧˰˲ˢ ˢ˸˲˴ˮ˷ ˸˶ˠ˯ˬ˪ MITRE 

ATT&CK ˯˧˯˟ ˰ˡ˧ ˥ˣ˸˲ ˪˷ ˸ˣ˵˧ˮ˩˦ ˢ˲˧˵˸ Φ˧ˣ˲˧ˬˢ ˰˧˧˯ˬ ˭˧˟ˢ˪ ˸˞ ˧˟˪˷ ˢ˲˧˵˸ˢ ˱ˡ˰˸˪ˣ ˢ˟ˣˠ˸Υ 

Technique MITRE ID Evidence Severity 

Credential Stuffing T1110 POST ˪-/wp-login.php High 

Active Scanning T1595 XMLRPC / ENV Enum High 

Exploit Public-Facing App T1190 phpunit/eval-stdin probes Critical 

Web Shell T1505 ˸ˣ˷˵˟ shell.php Critical 

Gather Network Info T1590 ˸ˣ˷˵˟ .git/config Medium 

ϐ˶ˣ˵ˬ ΥMITRE ATT&CK. attack.mitre.org/techniques/ώ 

˸ˣ˧ˮ˲ˢ ˸ˣ˶˧˷˧ ˧ˡˣˬ˰˪ ˸ˣ˵˧ˮ˩˦ˢ ΥT1110 Σ T1595  ΣT1190 ΣT1505 ΣT1590 

 

˧ˣ˲˧ˬˢ ˱˵˷ˬ ˸˞ ˧˟˪˷ ˸˶˷˶˷ ˢ˲˧˵˸ˢ ˧˲˩ ˣ˲˴ˮ˷ ˪˰ˣ˲˟ΦGather Network Information  ) Tмрфл( xπ

Active Scanning)  (Tмрфр ˫ˢ ˧˟˪˷ ˱ˣ˯˧˞ ˰ˡ˧ˬˢ ˫˧˧ˮˣ˷˞˶ˢ ˱˵ˣ˸ˢ ˢ˲ˬˬ ˸˞ ˡ˰˧ˢ ˷˲˥ˬˣ ˸ˣˡˣ˵ˮ 

ˢ˯˧ˮ˩ΦExploit Public-Facing Application  ) Tммфл όπxWeb Shell ) Tмрлр ό˫˧ˠ˴˧˧ˬ ˸˞ ˟˪˷ ˪ˣ˴˧ˮˢ 

˸ˣ˦˪˸˷ˢˢˣ Σˣ˟˷ ˱˵ˣ˸ˢ ˢ˯ˮˬ ˳˧˶ˢ˪ ˡˣ˵ x˞ ˪˧˸˷ˢ˪ ˢˤ˧˥˞ ˸˩˷ˬ˸ˬΦBrute Force  ) Tмммл Σό˪˪ˣ˩ˢ 

Credential Stuffing Σ˭ˣˣ˩ˬ ˸ˠ˷ˢ˪ ˢ˷˧ˠ ˨˶ˡ ˧˦˶˲ ˸ˣˢˡˤˢ Φ˸ˠ˴ˢ ˸ˣ˪˧˰˲ˢ ˢ˲˷˟ ˸˲˸ˣ˷ˬˢ ˪˷ 

ATT&CK ˸˶˷˲˞ˬ ˶˷˵˸˪ ˸˞ ˭ˣ˩˧˯ˢ ˫˧ˬ˶ˣˠ˪ ˫˧ˮˣ˷ ˭ˣˠ˶˞˟ ˱ˡ˰˸˪ˣ ˢ˟ˣˠ˸ ˧˲˪ ˟˪˷ ˢ˲˧˵˸ˢ ˣ˸˶ˬˣ˥ˣΦ 

 

  

https://attack.mitre.org/
https://attack.mitre.org/
https://attack.mitre.org/
https://attack.mitre.org/techniques/T1110/
https://attack.mitre.org/techniques/T1595/
https://attack.mitre.org/techniques/T1190/
https://attack.mitre.org/techniques/T1505/
https://attack.mitre.org/techniques/T1590/
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˸˶ˣ˦˵˦˧˩˶˞ ˢˮˠˢˢ 

˧ˮ˲˪ ˢ˰ˬ˦ˢˢ 

˟˴ˬ˟ ˧˸˪˥˸ˢˢ Σ˸ˣ˷˵˟ ˸ˣˡˣ˷˥ ˣ˰˧ˠˢ ˸ˣ˶˧˷˧ ˸˶˷˪ ˶ˣ˵ˬˢ Φ˞˪ ˱˯˞ˮ ˭˧˰˧ˡˣˬ ˫ˡ˵˸ˬ Σ˞˪ ˢ˰˴ˣ˟ 

Deception Σ˞˪ˣ ˫˧˧˵˸ˢ Threat Classification Φ˥˦˷ ˢ˲˧˵˸ˢ ˢ˧ˢ ˱ˣ˷˥ Σ˪˩ˣ ˢ˷˵˟ ˸˧ˬ˧˦˧ˠ˪ x˞ ˸ˮ˧ˣ˰ 

ˢ˰˧ˠˢ ˪˞ ˸˶˷ˢ ˭˲ˣ˞˟ ˢˢˤ: 

 

 

˶˥˞˪ ˢ˰ˬ˦ˢˢ 

ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˢ˷ˡ˥ˢ ˸ˬ˵ˬˬ ˸˞ Cloudflare ˸˟˩˷˩ Edge ˭˧˟ ˫˧˲˵ˣ˸ˢ ˭˧˟˪ ˸˶˷ ˶ˣ˵ˬˢ Φ˸ˣ˷˵˟ 

˸ˣ˶˟ˣ˰ ˢ˪˧˥˸ ˨˶ˡ sπWAF Σ˫˷ˬ ˪πWorker ˰˴˟ˬ˷ ˧ˣˢ˧ˤ xπScoring Σ˫˞˸ˢ˟ˣ ˠˣˣ˧˯˪ ˸ˣ˟˸ˣˮˬ ˢˬ˧˯˥˪ Σ

π˪Managed Challenge Σπ˪Honeypot x˞ ˪πTelemetry Φ˵˶ ˢ˶ˣ˟˰˸ ˸˧ˬ˧˦˧ˠ˪ ˸ˮˮˣ˯ˬ ˢ˩˧˷ˬˬ ˪˞ ˸˶˷ 

˶ˣ˵ˬˢ Φ˨˩ ˸˪˟˵˸ˬ ˸˶˧˴˰ ˫˧ˬˣ˧˞ ˟πEdge Σ˸˸˥˲ˢ ˸˲˧˷˥ ˸˶˷ˢ Σ˱ˣ˯˧˞ ˭˧˰˧ˡˣˬ ˭ˬˤ˟ ˸ˬ˞ Σ˸˟˩˷ 

Deception xπThreat Classification ˢˮ˟ˣˬΦ 
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˰ˣˮˬ sπWorker ˢˣπHoneypot 

πsCloudflare Worker ˢˣˣˢˬ ˸˞ ˰ˣˮˬ sπDetection sxπDeception ˪˷ ˸˩˶˰ˬˢ Φ˶ˣ˟˰ ˪˩ ˢ˷˵˟ ˞ˣˢ 

˰˴˟ˬ ˱˴˶ ˸ˣ˪ˣ˰˲ Υ˧ˣˢ˧ˤ ύDetection Σό˟ˣ˷˧˥ ˭ˣ˩˧˯ ύThreat Scoring Σό˟ˣ˸˧ˮ ˪πHoneypot ˸ˡ˧ˬ˟ ˨˶ˣ˴ˢ Σ

˱ˣ˯˧˞ Telemetry Σ˸˶ˤ˥ˢ ˸ˣ˟ˣˠ˸ ˸ˣ˲˧ˣˤˬ ύFake Responses όˠˣˣ˧˯ˣ ύClassification Φόˠ˷ˣˬ sπHoneypot 

˸˩˶˰ˬ ˸ˡˣ˩˪ˬ ˢˬˡˬˢ ˡ˰˧ ˰˧ˠ˲ ˧ˡ˩ ˨ˣ˷ˬ˪ ˥˸ˮ˪ˣ ˫˧˲˵ˣ˸ ˶˞ˣ˸ˬ ˢ˟˥˶ˢ˟ ˨˶˰˟ Honeypot 

computing ˢ˧ˡ˲˧˵˧ˣˣ˟Φ 

 

 

˶ˡ˯ ˸ˣ˪ˣ˰˲ˢ ˶ˣˮ˧˴˟ ˡˣ˟˧˰ˢ ύPipeline όˣˮ˧˞ ˧˶˵ˬ Φˢ˪˧˥˸ ˵ˡ˟ˮ ˫˞ˢ ˶˟ˣˡˬ ˦ˣ˟˟ ˧ˬ˧˦˧ˠ˪ ˶˩ˣˬ ˫˞ ˭˩ Σ

ˢ˷˵˟ˢ ˸˶˟˰ˣˬ ˸ˣ˶˧˷˧ ˸˶˷˪ ˶ˣ˵ˬˢ ˞˪˪ ˟ˣ˩˧˰ Φ˸ˣ˷˵˟ ˭ˮ˧˞˷ ˟πAllowlist ˸ˣ˶˟ˣ˰ ˟˪˷˪ ˧ˣˢ˧ˤˢ Σ˫˷ˬˣ 

π˪Scoring ˠˣˣ˧˯˪ˣ Φ˵˶ ˶˥˞˪ ˢ˷˵˟ˢ˷ ˢˠˣˣ˯ ˸˶˥˟ˮ ˢ˪ˣ˰˲ˢ ˢˬ˧˞˸ˬˢ Υˢˬ˧˯˥ ΣManaged Challenge Σ

˟ˣ˸˧ˮ ˪πHoneypot Σˣ˞ ˫ˣ˷˧˶ Telemetry Φ˶ˡ˯ ˢˤ ˥˧˦˟ˬ ˢ˶ˣ˟˰˸˷ ˸˧ˬ˧˦˧ˠ˪ ˦˰ˬ˩ ˢˮ˧˞ ˸˰˲˷ˣˬ 

˸˩˶˰ˬˢˬ Σˡˣ˰˟ ˢ˶ˣ˟˰˸˷ ˢˡˣ˷˥ ˸˪˲ˣ˦ˬ ˭˲ˣ˞˟ ˠ˶ˣˡˬ ˧˪ˮˣ˧˴˶ˣ˲ˣ˶˲ˣ ˸ˬ˶˪ ˭ˣ˩˧˯ˢ ˢ˪˷Φ 

 

 

 

https://en.wikipedia.org/wiki/Honeypot_(computing)
https://en.wikipedia.org/wiki/Honeypot_(computing)
https://en.wikipedia.org/wiki/Honeypot_(computing)
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˧ˮˣˮˠˮˬ ˧ˣˢ˧ˤ 

Exact Match Detection 

˸˩˶˰ˬˢ ˢ˵ˡ˟ ˫˧˟˧˸ˮ ˫˧ˡˣ˷˥ ˢˬ˞˸ˢ˟ ˸˵˧ˣˡˬ Σ˫ˢ˟ˣ κwp-login.php,  /.env,  /adminer.php, 

 /shell.php xπ/server-status Φ˫˧˟˧˸ˮ ˣ˪˞ ˫ˮ˧˞ ˫˧ˬ˧˧˵ ˶˸˞˟ ˧ˬ˧˦˧ˠ˪ˢ Σ˭˩˪ˣ ˢ˷˧ˠ ˫ˢ˧˪˞ ˞˧ˢ ˢ˧˴˵˧ˡˮ˧˞ 

ˢ˵ˤ˥ ˢ˵˧˶˯˪ Φ˭ˣ˶˸˧ˢ ˢ˦˧˷˟ xʕ ˞ˣˢ ˵ˣ˧ˡ ˢˣ˟ˠ ˦ˣ˰˧ˬˣ False Positives Υ˶˵˟ˬ ˧˷ˣˮ˞ ˧ˬ˧˦˧ˠ˪ ˦˰ˬ˩ ˫˪ˣ˰˪ 

˞˪ ˢˮ˲˧ ˸ˣ˶˧˷˧ ˪˞ /wp-login.php ˶˸˞˟ ˣˮ˧˞˷ ˯˯ˣ˟ˬ WordPress Φ˭ˣ˶˯˧˥ˢ ˞ˣˢ ˸ˣ˷˵ˣˮ ˢˬ˧˷˶ˢ 

˸˧˦˦˯ Σ˱˵ˣ˸ˣ ˷ˬ˸˷ˬ˷ ˟˧˸ˮ˟ ˷ˡ˥ ˣˮ˧˞˷ ˢˬ˧˷˶˟ ˞˪ ˯˲˸˧˧ Φ˭˩˪ Exact Match ˞ˣˢ ˵˶ ˢ˟˩˷ ˸˥˞ Σ

˞ˣˢˣ ˟˪ˣ˷ˬ ˫˰ ˧ˣˢ˧ˤ ˷˧ˬˠ ˶˸ˣ˧ ˯˯ˣ˟ˬ ˫˧˯ˣ˲ˡΦ 

Pattern Matching 

˶˟˰ˬ ˸ˣˬ˞˸ˢ˪ ˸ˣ˵˧ˣˡˬ Σ˰˴ˣ˟ ˧ˣˢ˧ˤ ˧˲˪ ˫˧˯ˣ˲ˡ ύPatterns ό˫˧˰˧˲ˣˬˢ ˟˧˸ˮ˟ x˞ ˢ˷˵˟˟ Σ

˭ˣˠ˩  php Σ phpunit Σshell Σwordpress ΦƎƛǘ xπobfuscate Φˢ˷˧ˠ xʕ ˸˯˲ˣ˸ ˫ˠ ˸ˣ˧˴˞˧˶ˣ ˸ˣ˷ˡ˥ ˪˷ ˫˧˟˧˸ˮ 

˞˪˷ ˣ˲˴ˮ ˫ˡˣ˵Φ 

˧ˣˢ˧ˤ ˯˯ˣ˟ˬπ˫˧˯ˣ˲ˡ ˟˧˥˶ˬ ˸˧˸ˣ˰ˬ˷ˬ ˸˞ ˧ˣ˯˧˩ˢ Σ˨˞ ˟˧˧˥ˬ ˪ˣ˧˩ ˶˧ˢˤ Φ˯ˣ˲ˡ ˟˥˶ ˧ˡˬ ˪ˣ˪˰ ˯ˣ˲˸˪ 

ˢ˶ˣ˟˰˸ ˸˧ˬ˧˦˧ˠ˪ ύFalse Positive Σόˡˣ˰˟ ˯ˣ˲ˡ˷ ˶˴ ˧ˡˬ ˳˧ˬ˥˧ ˸ˣ˧˴˞˧˶ˣ ύFalse Negative Φό˭ˣˤ˧˞ˢ ˭˧˟ 

˫˧˧ˮ˷ˢ ˞ˣˢ ˸˥˞ ˸ˣ˦˪˥ˢˢ ˸ˣ˧ˤ˩˶ˬˢ ˟ˣ˴˧˰˟ ˸˩˶˰ˬ ˧ˣˢ˧ˤ Σ˦˵˧ˣ˶˲˟ˣ ˢˤ ˞ˣˢ ˨ˬ˸ˮ ˪˰π˧ˡ˧ ˭ˣˮˠˮˬ sπ

Scoring ˪˪˵˷ˬ˷ ˸˞ ˯ˣ˲ˡˢ ˡ˥˧ ˫˰ ˸ˣ˧˴˵˧ˡˮ˧˞ ˸ˣ˲˯ˣˮ ˫ˣ˵ˬ˟ ˫ˣ˯˥˪ ˸˧˦ˬˣ˦ˣ˞ ˪˰ ˪˩ ˢˬ˞˸ˢΦ 

User-Agent Analysis 

ˣ˥˸ˣˮ User-Agents ˫˧ˡ˧˰ˬˢ ˪˰ Automation Σ˭ˣˠ˩ curl, wget, sqlmap, masscan xπnikto Σ˭˩ˣ ˸ˣ˷˵˟ 

˸ˣ˶˯˥ ˧ˮ˧˧˲˞ˬ ˭˲ˡ˲ˡ ύHeadless Φό˟ˣ˪˧˷ ˪˷ ˟˧˸ˮ ˡˣ˷˥ ˫˰ User-Agent ˡˣ˷˥ ˢ˪˰ˬ ˸˧˸ˣ˰ˬ˷ˬ ˸˞ 

˸ˬ˶ ˭ˣ˩˧˯ˢ ˸˟˷ˣ˥ˬˢΦ 

˧˲˩ ˭˧ˣ˴˷ ΣπsUser-Agent ˭˸˧ˮ ˱ˣ˧ˤ˪ Σ˭˩˪ˣ ˞ˣˢ ˡˡˬˮ ˡ˧ˬ˸ ˶˷˵ˢ˟ Φˢ˷˵˟ ˫˰ User-Agent ˵˧˶ x˞ ˠ˧˶˥ Σ

˶ˡ˰˧ˢ Headers ˫˧˪˟ˣ˵ˬ ˪˷ ˭˲ˡ˲ˡ ύ˭ˣˠ˩ Accept-Language Σό˭ˣˬˤ˸ˣ ˧ˮ˩ˬ ˵˧ˣˡˬˢ ˧ˡˬ ˪˩ ˢ˪˞ ˫˧˲˶˦˴ˬ 

˪˧˲ˣ˶˲˪ ˪˧ˡ˟ˬ˷ ˭˧˟ ˧˪˩ Automation ˭˧˟˪ ˷ˬ˸˷ˬ ˧˷ˣˮ˞ Φ˭ˣ˶˵˧˰ sπCorrelation ˢˤˢ ˞ˣˢ ˶˷˲˞ˬ˷ ˧ˣˢ˧ˤ 

˭˧ˬ˞ ˫ˠ ˶˷˞˩ ˱˵ˣ˸ˢ ˢ˯ˮˬ ˸ˣˤ˥˸ˢ˪Φ 

) ˫˧˧ˬ˧˦˧ˠ˪ ˫˧˦ˣ˟ ˭ˣˮ˧˯AllowList( 

˥ˣ˸˧ˮ ˫˧ˠˣ˪ˢ ˱˷˥ ˢ˰ˣˮ˸ ˸˧ˬ˧˦˧ˠ˪ ˪˷ Crawlers ˭ˣˠ˩ Googlebot, AhrefsBot, Bingbot xπMeta Web 

Indexer Φ˧ˡ˩ ˧ˮˣˮˠˮˬ˷ ˧ˣˢ˧ˤˢ ˞˪ ˣˠˣˣ˯˧ ˫˸ˣ˞ ˸ˣ˰˦˟ ˫˧ˮ˧ˣ˰˩ Σ˰ˬ˦ˣˢ ˭ˣˮˠˮˬ Allowlist ˶˷˲˞ˬˢ ˸˞ 

˫˶˟˰ˬ ˭˧˵˸ˢ Φ˭ˣˮˠˮˬ ˢˤ ˫˴ˬ˴ˬ False Positives Σ˶˲˷ˬ ˸˞ ˸ˣ˩˧˞ sπTelemetry ˰ˮˣˬˣ ά˫ˣˢ˧ˤ έ˪˷ 
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˫˧ˠˣ˪ˢ ˢ˶ˣ˟˰˸˟ ˸˧ˬ˧˦˧ˠ˪ Φˢˡ˶˲ˢˢ ˭˧˟ Crawlers ˫˧˧ˬ˧˦˧ˠ˪ ˭˧˟˪ ˸ˣ˪˧˰˲ ˸ˮ˧ˣ˰ ˞˧ˢ ˧˞ˮ˸ ˧˥˶˩ˢ ˸ˣ˩˧˞˪ 

πsThreat Intelligence ˵˲ˣˬ˷ ˸˩˶˰ˬˢˬΦ 

˫˰ ˸˞ˤ ΣπsAllowlist ˣˬ˴˰ ˢˣˣˢˬ ˥˦˷ˬ ˢ˲˧˵˸ ˧˪˞˧˴ˮ˦ˣ˲ Υ˱˵ˣ˸ ˢˤ˥˸ˬ˷ ˪πGooglebot ˢˣˣ˵ˬ ˪˟˵˪ 

˶˟˰ˬ ˧˷˲ˣ˥ Φ˭˩˪ ˢ˪˪˩ˢˢ ˟πAllowlist ˢˮ˧˞ ˸˯˯ˣ˟ˬ ˪˰ ˸ˤˣ˶˥ˬ sπUser-Agent ˡ˟˪˟ Σ˞˪˞ ˪˰ ˸ˣˬ˧˞ 

˱˯ˣˮ ˪˷ˬ˪ ˢ˵˧ˡ˟ ˸˟ˣ˸˩˷ sπIP ˭˩˞ ˸˩˧˧˷ ˫˧˥ˣˣ˦˪ ˫˧˧ˬ˷˶ˢ ˪˷ ˵˲˯ˢ Φ˨˩ ˶ˬ˷ˮ ˭ˣˤ˧˞ˢ ˭˧˟ ˸ˣ˰ˮˬ˧ˢ 

˸ˬ˧˯˥ˬ ˫˧˦ˣ˟ ˫˧˪˧˰ˣˬ ύˣˬ˩ ˧˰ˣˮˬ ˷ˣ˲˧˥ Σ˫˧˟ˣ˷˥˷ ˪πSEO ˪˷ ˶˸˞ˢ ό˭˧˟˪ ˸˰˧ˮˬ ˪ˣ˴˧ˮ sπAllowlist 

˸ˣ˵ˬ˥˸ˢ˪Φ 

Threat Scoring 

˰ˣˮˬ sπScoring 

˭ˣˮˠˮˬ sπThreat Scoring ˢˮ˟ˮ ˧ˡ˩ ˨˧˶˰ˢ˪ ˸˞ ˸ˬ˶ ˭ˣ˩˧˯ˢ ˪˷ ˪˩ ˢ˷˵˟ Φ˪˩˪ Request ˟˷ˣ˥ˬ Score 

˫˞˸ˢ˟ ˶˲˯ˬ˪ ˫˧˶˦ˬ˶˲ Υˠˣ˯ ˟˧˸ˮˢ ˵ˡ˟ˮ˷ ΣπsUser-Agent Σ˸˦˧˷ sπHTTP Σ˸ˣ˧˴˵˧ˡˮ˧˞ ˟πPayload Σ

˧˯ˣ˲ˡ ˢ˲˧˵˸ ˫˧˶˩ˣˬ Σ˸ˣ˧˴˵˧ˡˮ˧˞ Reconnaissance ˸ˣˮˣ˧˯˧ˮˣ Exploitation Φˡˣ˵˧ˮˢ ˶˷˲˞ˬ ˪˧ˡ˟ˢ˪ ˭˧˟ 

ˢ˵˧˶˯ ˸˧˯˧˯˟ Σ˸ˣ˪˧˰˲ Automation ˢˡˣ˷˥ Σ˭ˣ˧˯˧ˮ Exploitation Σˢ˲˵˸ˬˣ ˭ˣ˩˧˯˟ ˢˣ˟ˠΦ 

˸˵˧ˠˣ˪ ˡˣ˵˧ˮˢ xπCorrelation 

ˡˣ˵˧ˮˢ ˟˷ˣ˥ˬ ˧˲˪ ˸˶ˬˣ˥ ˢ˧˴˵˧ˡˮ˧˞ˢ ˪˞˧˴ˮ˦ˣ˲ˣ ˭ˣ˩˧˯ˢ ˢ˪˷ Σ˨˞ ˥ˣ˩ˢ ˧˸˧ˬ˞ˢ ˭ˣˬ˦ ˟πCorrelation ˭˧˟ 
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ASN ˶˲˯ˬ sπAutonomous System ˪˷ ˸˧˸˷˸ˢ 
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Agent Rotation ό˞ˣˢ ˡ˥˞ ˫˧ˮˬ˧˯ˢ ˫˧˵ˤ˥ˢ ˶˸ˣ˧˟ ˭ˣ˧˯˧ˮ˪ ˸ˣ˵ˬ˥˸ˢ ˬπDetection Σ˞ˣˢˣ ˶˷˲˞ˬ ˶˷˵˪ 

˸ˣ˷˵˟ ˢ˶ˣ˞˩˪π˸ˣˡ˶˲ˮ ˣ˸ˣ˞˪ ˭˧˧˲ˬ˵ ˢ˲˧˵˸Φ 

 

˸˧˧˴˶ˠ˦ˮ˧˞ WAF 

˭ˣ˶˵˰ ˢ˧˴˶ˠ˦ˮ˧˞ˢ 

˶˥˞˪ ˥ˣ˸˧ˮ sπTelemetry sxπIOC Σˣˮ˩ˡˣ˰ ˧˵ˣ˥ sπWAF ˨˩ ˣˢˤ˧˷ ˣˬ˯˥˧ˣ ˫˧˯ˣ˲ˡ ˣ˶ˤ˥˷ ˭˲ˣ˞˟ ˧˟˵˰ Φˡˣˠ˧ˮ˟ 

π˪WAF ˧˸˶ˣ˯ˬ ˡ˵ˬ˸ˬˢ ˢˬ˧˯˥˟ ˡ˟˪˟ Σ˸˩˶˰ˬˢ ˢ˟˪˧˷ ˭˧˟ Detection ΣThreat Classification Σ

Honeypot Routing ΣDeception xπTelemetry Φ˨˩ ˨˲ˢ sπThreat Intelligence ˱˯˞ˮ˷ ˭ˬˤ˟ ˸ˬ˞ 

˸ˣ˧ˮ˧ˡˬ˪ ˢˮˠˢ ˸˧˰˴˟ˬ ˟πEdge Σ˸ˣ˷˵˟ˣ ˸ˣˡˣ˷˥ ˣ˪˩˧ ˫˯˥˧ˢ˪ Σ˶ˣ˟˰˪ Managed Challenge Σ˸ˣ˧ˢ˪ 

˸ˣ˟˸ˣˮˬ ˪πHoneypot Σˣ˞ ˯ˮ˩˧ˢ˪ ˨˧˪ˢ˸˪ TelemetryΦ 

˧˵ˣ˥ WAF ˢˬˠˣˡ˪ 

Pattern ˸˶˦ˬ ˧ˣˢ˧ˤˢ 

.php PHP Enumeration xπReconnaissance 

shell Web Shell Discovery 

phpunit ˸ˣˮˣ˧˯˧ˮ RCE ˫˧˶˩ˣˬ 

adminer Database Enumeration 

.git ˸˰˧ˮˬ Git Repository Exposure 

.env ˸ˬ˧˯˥ ˸ˣˮˣ˧˯˧ˮ ˸˲˧˷˥ Secrets 

xmlrpc.php WordPress Automation 

wp-login.php Credential Stuffing 

]˸ˣ˞ˬˠˣˡ ˧˵ˣ˥˪ WAF ˣ˰ˬ˦ˣˢ˷[ 
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˟ˣ˸˧ˮ ˪πHoneypot, Managed Challenge xπRate Limiting 

˵˪˥ ˧˸ˣ˰ˬ˷ˬ ˸ˣ˪˧˰˲ˢˬ ˡ˵ˬ˸ˢ ˧˟˧˸ˮ˟ WordPress ˫˧˴ˣ˲ˮ Σˡ˥ˣ˧ˬ˟ˣ /wp-login.php xπ/xmlrpc.php Φ

˫ˣ˵ˬ˟ ˫ˣ˯˥˪ ˡ˧ˬ ˸˞ ˪˩ ˸ˣ˷˵˟ˢ ˫˧˟˧˸ˮ˪ ˣ˪˞ Σˢ˰˴ˣ˟ ˢˬ˞˸ˢ ˸˧ˡˣ˰˧˧ ˢ˶˷˲˧˞˷ ˟ˣ˸˧ˮ ˶˵ˣ˟ˬ ˪˷ 

˸ˣ˷˵˟ ˸ˣˡˣ˷˥ ˪˞ sπHoneypot ˭˸˩˧˲ˢˣ ˶ˣ˵ˬ˪ ˭˧˰˧ˡˣˬ Φ˶ˣ˟˰ ˸ˣ˷˵˟ ˣˠˣˣ˯˷ ˸ˣˡˣ˷˥˩ ˨˞ ˞˪˪ ˸ˣ˞ˡˣ 

ˢ˞˪ˬ Σ˪˰˲ˣˢ Managed Challenge ˪˷ Cloudflare Σ˶˷˞ ˭ˮ˧˯ ˢ˶ˣ˟˰˸ ˸˧˦ˬˣ˦ˣ˞ ˫˧˦ˣ˟ˣ ˨ˣ˸ ˢ˶˧ˬ˷ ˪˰ 

˸˧˧ˣˣ˥ ˷ˬ˸˷ˬ ˢˮ˧˵˸ Φ˪˧˟˵ˬ˟ ˪˰˲ˣˢ Rate Limiting ˶ˣ˟˰ ˸ˣ˪˧˰˲ ˢˬ˞˸˷ Credential Stuffing ΣBrute 

Force ΣPOST Flooding xπXMLRPC AbuseΦ 

 

ˢ˰˲˷ˢ ˸˧˰˴˟ˬ 

ˢ˧˴˶ˠ˦ˮ˧˞ˢ ˭˧˟ sπWAF ˭˧˟˪ sπHoneypot ˢ˶˴˧ ˸˟˩˷ ˢˮˠˢ ˸˧˰˴˟ˬ ˢ˶˴˰˷ ˫˧ˬˣ˧˞ ˟πEdge Σˢˬ˴ˬ˴ ˸˞ 

˸˲˧˷˥ ˸˶˷ ˶ˣ˵ˬˢ Σˢ˶˲˧˷ ˸˞ sπVisibility ˪˰ ˸ˣ˪˧˰˲ ˸ˮ˧ˣ˰ Σˢ˲˯˞ Threat Intelligence ˭ˬˤ˟ ˸ˬ˞ Σ

ˢ˸ˢ˧ˤˣ ˸ˣ˧˸˷˸ ˢ˲˧˵˸ ˸ˣ˧˦ˬˣ˦ˣ˞ Φ˨˩ ˫ˠˡˣˢ ˡ˴˧˩ ˭˸˧ˮ ˨ˣ˲ˢ˪ ˸˩˶˰ˬ WAF ˭ˣˮˠˮˬˬ ˢˬ˧˯˥ ˧˦˦˯ 

˸ˬ˶ˣ˲˦˪˲˪ Detection xπThreat Intelligence ˸˧ˬˮ˧ˡΦ 

˭ˣ˶˸˧ ˧˸ˣˢˬ ˢ˷˧ˠ˟ xʕ ˞ˣˢ ˸˞˪ˣ˪ ˟ˣ˷ˬˢ ύFeedback Loop ΥόπsTelemetry ˱˯˞ˮ˷ ˟πHoneypot ˭˧ˤˬ ˸˞ 

˧˵ˣ˥ sπWAF Σ˧˵ˣ˥ sπWAF ˫˧˟˸ˮˬ ˢ˶ˣ˟˰˸ ˸˲˯ˣˮ ˪πHoneypot Σˢˤˣ ˭˧ˤˬ ˟ˣ˷ ˸˞ ˥ˣ˸˧ˮˢ Φ˨˩ ˸˩˶˰ˬˢ 

˸˶˲˸˷ˬ ˫˰ ˭ˬˤˢ ˢˬ˧˞˸ˬˣ ˸˞ ˢˬ˴˰ ˧˯ˣ˲ˡ˪ ˢ˲˧˵˸ ˫˧˷ˡ˥ Σ˫ˣ˵ˬ˟ ˶˞˷˧ˢ˪ ˢ˧ˣ˪˸ ˸ˬ˧˷˶˟ ˫˧˵ˣ˥ 

˸˧˦˦˯ ˢ˰˟˵ˮ˷ ˷˞˶ˬΦ 

 

Risk Assessment 

ˢ˧ˠˣ˪ˣˡˣ˸ˬ 

˸˩˶˰ˢ ˭ˣ˩˧˯ˢ ˢ˯˯˟˸ˢ ˪˰ ˟ˣ˪˧˷ ˭˧˟ Likelihood ύ˸ˣ˶˟˸˯ˢ ˢ˲˧˵˸ˢ ΣόImpact ύ˸ˬ˶ ˵ˤˮˢ ˸˧˶˷˲˞ˢ όπx

Threat Severity ύ˸˶ˬˣ˥ ˸ˣ˪˧˰˲ˢ ˢ˸˲˴ˮ˷ Φόˣ˪˵˷ˮ ˪˞˧˴ˮ˦ˣ˲ ˢ˰˧ˠ˲ˢ Σ˸ˣ˶˧˟˯ ˸ˣ˷ˬˬ˸ˢˢ Σ˸ˬ˶ 

ˢ˲˧˷˥ˢ Σ˸˪ˣ˩˧ sπExploitation Σˢ˰˲˷ˢˢ ˪˰ ˸ˣˮ˧ˬˤˢ ˪˞˧˴ˮ˦ˣ˲ˢˣ ˸˲˧˷˥˪ ˰ˡ˧ˬ ˷˧ˠ˶ Φ 

ˢ˷˧ˠˢ ˸˪˟ˣ˵ˬˢ ˢˠ˧˴ˬ ˸˞ ˭ˣ˩˧˯ˢ ˢ˪˲˩ˬ˩ ˪˷ ˸ˣ˶˟˸˯ˢ ˢ˰˲˷ˢ˟ Φ˰ˣ˶˧˞ ˪˰˟ ˸ˣ˶˟˸˯ˢ ˢˢˣ˟ˠ 

ˢ˰˲˷ˢˣ ˢ˩ˣˬˮ ύˣˬ˩ ˸˵˧˶˯ Reconnaissance ˸˧˸˶ˠ˷ όˠ˶ˣˡˬ ˨ˣˬˮπ˧ˮˣˮ˧˟ ˰ˣ˶˧˞ ˪˰˟ ˸ˣ˶˟˸˯ˢ ˢ˩ˣˬˮ ˨˞ 

ˢ˰˲˷ˢ ˸˧˦˧˶˵ ύˣˬ˩ ˸˴˶ˢ ˡˣ˵ ˵ˣ˥˶ˬ ˸˥˪˴ˣˬ όˠ˶ˣˡˬ ˢˣ˟ˠ ˸ˣ˶ˬ˪ ˣ˸ˣ˶˧ˡˮ Φ˸˟˪˴ˢ ˧ˮ˷ ˫˧˶˧˴ˢ ˣ˪˪ˢ 

˸˶˷˲˞ˬ ˱ˡ˰˸˪ ˸˞ ˧˴ˬ˞ˬ ˢˮˠˢˢ ˪˞ ˶˟˰ ˫˧˷˧˥˶˸ˢ ˫ˢ˟˷ ˟ˣ˪˧˷ ˸ˣ˶˟˸˯ˢˢ ˢ˰˲˷ˢˢˣ ˭˩ˣ˯ˬ 

ˡ˥ˣ˧ˬ˟ Σ˫ˣ˵ˬ˟ ˶ˤ˲˪ ˫˧˟˞˷ˬ ˭˲ˣ˞˟ ˡ˧˥˞Φ 
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ˢ˰˲˷ˢ ˸˧˵˯˰ 

˸ˣ˶ˬ˪ ˶˸˞ˢ˷ ˣˮ˧˞ ˯˯ˣ˟ˬ WordPress x˞ PHP Σ˸ˣ˪˧˰˲ sπReconnaissance sxπMass Scanning ˢ˶˴˧ 

˫˧ˮˣ˩˧˯ ˫˧˧˷ˬˬ  ˯ˬˣ˰ ˶˸ˣ˧ˬ ˪˰ ˸˶˷ ˶ˣ˵ˬˢ Σ˸ˣˮˣ˧˯˧ˮ ˢ˷˧ˠ ˫˧˟˧˸ˮ˪ ˫˧˷˧ˠ˶ Σ˭ˣ˩˧˯ ˸˲˧˷˥˪ ˰ˡ˧ˬ Σ

˪˞˧˴ˮ˦ˣ˲ ˪ˣ˴˧ˮ˪ ˸ˣ˷˪ˣ˥ ˸ˣ˧ˡ˧˸˰ ΣCredential Abuse Σˢ˰˧ˠ˲ˣ ˸˧˶˷˲˞ ˸ˣˮ˧ˬˤ˟ ˢ˶˵ˬ˟ ˪˷ Flooding Φ

˷ˣˬ˧˷ˢ ˸ˣ˧˸˷˸˟ ˭ˮ˰ ˟xπAutomation Frameworks ˢ˪˰ˢ ˸˞ ˸ˬ˶ ˫ˣ˩˥˸ˢ ˸˞ˣ sπScale ˪˷ ˸ˣ˪˧˰˲ˢ Φ 

˶˟˰ˬ ˵ˤˮ˪ ˧ˮ˩˦ˢ ˶˧˷˧ˢ Σ˸ˬ˧˧˵ ˫ˠ ˸ˣ˪˰ ˸˧˵˯˰ ˢ˲˧˵˰  ˧˟˞˷ˬ ˸˶˷ ˫˧ˤ˟ˤˣ˟ˬˢ ˪˰ ˪ˣ˲˧˦ ˢ˶ˣ˟˰˸˟ 

˸ˮ˧ˣ˰ Σˢ˰˧ˠ˲ ˸˧˶˷˲˞ ˸˧˧ˣˣ˥˟ ˷ˬ˸˷ˬˢ ˭ˬˤ˟ ˯ˬˣ˰ Σ˭ˣ˩˧˯ˣ ˧ˮ˧˦˧ˮˣˬ ˢ˶˵ˬ˟ ˪˷ ˸˲˧˪ˡ ˰ˡ˧ˬ Φ˶ˣ˟˰ ˭ˣˠ˶˞ Σ

˫ˠ ˢ˲˧˵˸ ά˞˪ ˸ˡ˵ˣˬˬ έ˸˪˷˩ˮ˷ ˢ˪ˣ˪˰ ˶ˣ˶ˠ˪ ˸ˣ˧ˣ˪˰ ˢ˶˧˵˥ Σ˶ˣ˦˧ˮ ˢ˟ˣˠ˸ˣ Φ˭˩˪ ˢ˰˵˷ˢˢ ˢ˰˧ˮˬ˟ 

˧ˣˢ˧ˤ˟ˣ ˫ˡ˵ˣˬ ˟πEdge ˸ˬ˪˸˷ˬ ˫ˠ ˶˷˞˩ ˞˪ ˢ˰˶˧˞ ˢ˴˧˶˲ ˪˰ˣ˲˟Φ 

˸˸˥˲ˢ ˭ˣ˩˧˯ ˢ˩˶˰ˢˣ ˸˪˪ˣ˩ 

˸˰ˬ˦ˢ sπHoneypot ˡ˥˧ ˫˰ WAF ˢ˶˷˲˧˞ ˫˴ˬ˴˪ ˸˧˸ˣ˰ˬ˷ˬ ˸˞ ˭ˣ˩˧˯ˢ ˸ˣ˰˴ˬ˞˟ Edge ProtectionΣ 

Threat Classification ΣManaged Challenges ΣRate Limiting ΣHoneypot Routing ΣDeception ˱ˣ˯˧˞ˣ 

Threat Intelligence Φ˱˞ ˞˪˷ ˢ˸ˢˣˤ ˢ˴˧˶˲ ˸˥˪˴ˣˬ Σ˸ˬ˶ ˭ˣ˩˧˯ˢ ˸˪˪ˣ˩ˢ ˢ˩˶˰ˣˢ ˩πHigh ˪˷˟ ˱˵˧ˢ 

˸ˣ˪˧˰˲ˢ ˸˧˦ˬˣ˦ˣ˞ˢ Σ˷ˣˬ˧˷ˢ ˸ˣ˧˸˷˸˟ ˸ˣ˶ˤˣ˟ˬ Σ˸ˣˮˣ˧˯˧ˮ Exploitation ˫˧˶˩ˣˬ xπCredential Abuse 

˨˷ˬ˸ˬ Φ˸˩˶˰ˬˢ ˢ˥˧˪˴ˢ ˸˧˥˲ˢ˪ ˸˞ sπExposure ˪˷ ˸˶˷ ˶ˣ˵ˬˢ ˶˲˷˪ˣ ˸˞ ˸ˣ˪ˣ˩˧ sπDetectionΦ 
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˸ˣ˞˴ˣ˸ ˦˵˧ˣ˶˲ˢ 

˫˧ˠ˷˧ˢ ˫˧˧ˤ˩˶ˬ 

˸˶ˠ˯ˬ˟ ˦˵˧ˣ˶˲ˢ ˢˬ˵ˣˢ ˸˩˶˰ˬ Detection xπDeception ˸˯˯ˣ˟ˬ Cloudflare ˶˷˞ ˢ˸ˢ˧ˤ Σˢ˥˸˧ˮ 

ˢ˸˰˦ˢˣ ˸ˣ˪˧˰˲ ˸ˮ˧ˣ˰ ˭ˬˤ˟ ˸ˬ˞ Φ˸˩˶˰ˬˢ ˢ˶˴˰ ˸ˣˮˣ˧˯˧ˮ Reconnaissance xπEnumeration ˟πEdge Τ

ˢ˸ˢ˧ˤ Credential Stuffing xπXMLRPC Abuse ˸ˣ˰˴ˬ˞˟ POST ˪π/xmlrpc.php Τˢ˸ˢ˧ˤ ˷ˣˬ˧˷ ˟π

WordPress API Methods ˭ˣˠ˩ metaWeblog.newPost Τˢ˰ˮˬ ˢ˷˧ˠ ˢ˶˧˷˧ ˸˶˷˪ ˶ˣ˵ˬˢ ˸ˣ˰˴ˬ˞˟ ˟ˣ˸˧ˮ 

π˪Honeypot Τˢ˲˯˞ Threat Intelligence ˬπWorker Telemetry xπFirewall Events Τˢ˸ˢ˧ˤ ˸ˣ˧˸˷˸ 

ˢ˲˧˵˸ ˸ˣ˯˯ˣ˟ˬ VPS ˭ˮ˰ˣ Τˢ˸ˢ˧ˤˣ User-Agent Rotation ˧˯ˣ˲ˡˣ Bot Obfuscation Φ˭˧˟ ˫˧˰ˣ˶˧˞ˢ 

˫˧˦˪ˣ˟ˢ ˢˢˣˤ ˶˟˰ˬ ˬπReconnaissance ˧˯˧˯˟ ˸ˣˮˣ˧˯˧ˮ˪ Exploitation ˫˧˪˧˰˲ Σ˪˪ˣ˩ ˷ˣˬ˧˷ ˟πGo-http-

client ˧˪˩˟ˣ Automation ˫˧˲˯ˣˮ Σ˸ˣ˷˵˟ˣ POST ˸ˣ˶ˤˣ˥ ˪π/xmlrpc.php ˫˰ ˸˲˪˥ˢ User-Agent ˣ˸ˣ˞ˬ 

˶ˣ˵ˬ ˯ˣ˲ˡ ˵ˢ˟ˣˬ ˪˷ ˭ˣ˧˯˧ˮ ˱ˣ˵˰˪ DetectionΦ 

˸˩˶˰ˬˢ ˢ˥˧˪˴ˢΥ 

¶ ˶ˣ˴˰˪ ˸ˣˮˣ˧˯˧ˮ Reconnaissance ˸ˣ˵˧˶˯ˣ Enumeration ˸˟˩˷˟ sπEdge 

¶ ˸ˣˢˤ˪ ˸ˣˮˣ˧˯˧ˮ Credential Stuffing xπXMLRPC Abuse ˸ˣ˰˴ˬ˞˟ POST Requests ˪π/xmlrpc.php 

¶ ˸ˣˢˤ˪ ˸ˣˮˣ˧˯˧ˮ ˷ˣˬ˧˷ ˟πWordPress API Methods ˭ˣˠ˩Υ 

Á metaWeblog.newPost 

¶ ˸ˣˢˤ˪ Payloads ˫˧ˡˣ˷˥ xπAutomation Frameworks 

¶ ˰ˣˮˬ˪ ˢ˷˧ˠ ˢ˶˧˷˧ ˸˶˷˪ ˶ˣ˵ˬˢ ˸ˣ˰˴ˬ˞˟ ˟ˣ˸˧ˮ Requests ˫˧ˡˣ˷˥ ˪πHoneypot 

¶ ˱ˣ˯˞˪ Threat Intelligence ˭ˬˤ˟ ˸ˬ˞ ˨ˣ˸ˬ Worker Telemetry xπFirewall Events 

¶ ˸ˣˢˤ˪ ˸ˣ˧˸˷˸ ˢ˲˧˵˸ ˸ˣ˯˯ˣ˟ˬ VPS xπCloud Providers ˫˧˧˶ˣ˟˧˴ 

¶ ˸ˣˢˤ˪ User-Agent Rotation ˧˯ˣ˲ˡˣ Bot Obfuscation 

¶ ˰˴˟˪ Correlation ˭˧˟ Payloads, Attack Timing xπRepeated Exploitation Attempts 

¶ ˶ˣ˴˧˪ ˸˟˧˟˯ Deception ˢ˞˪ˬ ˶˷˞ ˢ˥˧˪˴ˢ ˫ˣ˶ˠ˪ ˫˧˲˵ˣ˸˪ ˱ˣ˷˥˪ Payloads ΣAttack Patterns xπ

Credential Attempts 

˪ˢˬ˟ ˨˥ˣ˸˧ˮˢ ˣˢˣˤ ˶˲˯ˬ ˫˧˰ˣ˶˧˞ ˫˧˧˸ˣ˰ˬ˷ˬ ˶˷˞ ˣ˰˧˟˴ˢ ˪˰ ˶˟˰ˬ ˸ˣ˪˧˰˲ˬ Reconnaissance ˸˧˯˧˯˟ 

˸ˣˮˣ˧˯˧ˮ˪ Exploitation ˫˧˪˧˰˲ Φ˭˧˟ ˶˸˧ˢ ˣˢˣˤΥ 

¶ ˢ˷˧ˠ ˧˟˧˸ˮ˪ WordPress ˫˧˶˩ˣˬ ˧˩˶ˣ˴˪ Fingerprinting 

¶ ˷ˣˬ˧˷ ˟πGo-http-client ˧˪˩˟ˣ Automation ˫˧˲˯ˣˮ 

¶ ˶˲˯ˬ ˸ˣ˷˵˟ POST ˪π/xmlrpc.php ˶˷˞ ˣ˪˪˩ XMLRPC Abuse ˸ˣˮˣ˧˯˧ˮˣ Credential Abuse 

¶ ˷ˣˬ˧˷ ˟πCampaign Markers xπPayload Patterns ˫˧˶ˤˣ˥ 

¶ ˸˲˪˥ˢ User-Agent ˣ˸ˣ˞ˬ ˶ˣ˵ˬ ˢ˲˧˵˸ ˢ˶˦ˬ˟ ˱ˣ˵˰˪ ˧ˮˣˮˠˮˬ Detection 
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˸ˣˮˣ˶˸˧  

˸˩˶˰ˬˢ ˢ˵˲˧˯ ˶˲˯ˬ ˸ˣˮˣ˶˸˧ ˫˧˧˰˴˟ˬ ˫˧˧˸ˣ˰ˬ˷ˬΥ 

¶ Edge Protection π ˸˶˧˴˰ ˸ˣ˪˧˰˲ ˸ˮ˧ˣ˰ ˸˟˩˷˟ sπEdge ˧ˮ˲˪ ˢ˸˰ˠˢ ˸˶˷˪ ˶ˣ˵ˬˢΦ 

¶ Reduced Attack Surface π ˫ˣ˴ˬ˴ ˧˸ˣ˰ˬ˷ˬ ˪˷ ˥˦˷ ˢ˲˧˵˸ˢ ˪˷ˣ ˸˲˧˷˥ ˧˸ˣ˶˧˷ sπWebΦ 

¶ Improved Visibility π ˶ˣ˲˧˷ ˸ˣ˪ˣ˩˧ sπVisibility sxπTelemetry ˪˰ ˸ˣ˪˧˰˲ ˸ˮ˧ˣ˰ ˭ˬˤ˟ ˸ˬ˞Φ 

¶ Real-Time Detection π ˸˪ˣ˩˧ ˧ˣˢ˧ˤ ΣClassification xπThreat Scoring ˭ˬˤ˟ ˸ˬ˞Φ 

¶ Threat Intelligence Collection π ˱ˣ˯˧˞ IOC, Payloads, User-Agents ˧˯ˣ˲ˡˣ ˢ˲˧˵˸ ˨ˣ˸ˬ ˸ˣ˪˧˰˲ 

˸ˬ˞Φ 

¶ Deception Capabilities π ˷ˣˬ˧˷ ˸ˣ˵˧ˮ˩˦˟ Honeypot xπFake Services ˨˶ˣ˴˪ ˸˩˶˞ˢ ˭ˬˤ ˢ˲˧˷˥ˢ 

˪˷ ˫˧˲˵ˣ˸ ˱ˣ˯˧˞ˣ ˰ˡ˧ˬ ˱˯ˣˮΦ 

¶ Credential Intelligence π ˧ˣˢ˧ˤ ˸ˣˮˣ˧˯˧ˮ Credential Abuse xπXMLRPC Authentication AttemptsΦ 

¶ Bot & Automation Detection π ˧ˣˢ˧ˤ User-Agent Rotation, Automation Frameworks ˧˯ˣ˲ˡˣ Bot 

ActivityΦ 

¶ Low Deployment Cost π ˢ˰ˬ˦ˢ ˢ˶˧ˢˬ ˸ˣ˪˰˟ ˢ˩ˣˬˮ ˸˧˯˥˧ ˸ˣ˰˴ˬ˞˟ Cloudflare Workers xπ

WAFΦ 

¶ Rapid Deployment π ˸˪ˣ˩˧ ˢ˯˧˶˲ ˢ˶˧ˢˬ ˞˪˪ ˨˶ˣ˴ ˸ˣ˧˸˷˸˟ ˸ˣ˟˩˶ˣˬ x˞ ˫˧˸˶˷ ˫˧˧ˡˣ˰˧˧Φ 

¶ Scalable Architecture π ˸˪ˣ˩˧ ˢ˟˥˶ˢ ˸˧ˡ˧˸˰ ˧ˮˣˮˠˮˬ˪ AI Detection, Threat Correlation xπ

Behavioral AnalyticsΦ 

 

˸ˣ˪˟ˠˬ ˧ˮˣˣ˧˩ˣ ˨˷ˬˢ 

ˡ˴˪ ˣ˧ˠ˷˧ˢ Σ˟ˣ˷˥ ˶˧˩ˢ˪ ˸ˣ˪˟ˠˬ˟ ˸˩˶˰ˬˢ Φ˸˧˷˞˶ Σ˧ˣˢ˧ˤ ˯˯ˣ˟ˬ ˫˧˯ˣ˲ˡ xπAllowlist ˷˶ˣˡ ˢ˵ˣˤ˥˸ 

˸˲˦ˣ˷ ˧˯ˣ˲ˡ ˢ˲˧˵˸ ˫˧ˮ˸˷ˬ Σ˧˪˩ˣ Automation ˫˧˷ˡ˥ ˫˧˰˧˲ˣˬ ˪˩ ˭ˬˤˢ Φ˸˧ˮ˷ Σ˱˵ˣ˸ ˫˩˥ˣ˸ˬ ˪˰˟ˣ 

ˢ˧˴˟˧˦ˣˬ ˢˢˣ˟ˠ ύTargeted ό˧ˣ˷˰ ˦˞ˢ˪ ˢˮˣˣ˩˟ ˸˞ ˟˴˵ ˣ˸ˣ˪˧˰˲ ˸ˣ˵˥˪ˣ ˸ˣˠˢˮ˸ˢ ˸˧˷ˣˮ˞ ˧ˡ˩ ˵ˣˬ˥˪ ˬπ

Scoring ˯˯ˣ˟ˬ ˸ˣ˶˧ˡ˸ Φ˸˧˷˧˪˷ ΣπsDeception ˪˧˰˧ ˶˵˧˰˟ ˪ˣˬ Automation ˧˸ˣˮˬˡˤˢ Σ˸ˣ˥˲ˣ ˪ˣˬ 

ˢ˲˧˵˸ ˸˧ˮˡ˧ ˸ˡ˵ˣˬˬΦ 

˧ˮˣˣ˧˩ ˨˷ˬˢˢ ˫˧˧˰˟˦ˢ ˫˧˪˪ˣ˩ ˟ˣ˪˧˷ Behavioral Analytics ˧ˣˢ˧ˤ˪ ˸ˣˠ˧˶˥ ˨˶ˣ˞˪ ˭ˬˤ Σ˸˲˯ˣˢ ˧ˮˣˮˠˮˬ 

Machine Learning ˪πScoring ˧ˬˮ˧ˡ ˭˩ˡ˰˸ˬˢ ˣ˧˪˞ˬ Σ˸˶˷˰ˢ sπTelemetry ˸ˣ˶ˣ˵ˬ˟ ύFeedsό ˫˧˧ˮˣ˴˧˥ 

˪˷Threat Intelligence Σ˸˟˥˶ˢˣ ˸˟˩˷ sπDeception ˫˧˸ˣ˶˧˷˪ ˫˧˲˯ˣˮ ˶˟˰ˬ ˪πWordPress Φ˪˩ ˢ˪˞ 

˫˧ˮ˸˧ˮ ˷ˣˬ˧ˬ˪ ˪˰ ˧˟ˠ ˢ˸ˣ˞ ˸˶ˣ˦˵˦˧˩˶˞ Edge Σ˞˪˪ ˨˶ˣ˴ ˧ˣˮ˧˷˟ ˧ˮ˟ˬΦ 
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˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ Υ˰ˣˮˬ ˧ˣˢ˧ˤˢ ˢˣπHoneypot  

Legitimate Bot Detection 

This section identifies trusted crawlers such as Googlebot, Bingbot and AhrefsBot. Legitimate 

indexing traffic is logged separately and bypasses the honeypot workflowΥ 

const legitBotRules = [  
  { name : "Googlebot" , category : "search_engine" , match : "googlebot" },  
  { name : "Bingbot" , category : "search_engine" , match : "bingbot" },  
  { name : "AhrefsBot" , category : "seo_crawler" , match : "ahrefsbot" }  
];  
 
const matchedLegitBot = legitBotRules. find (  
  bot => lowerUA. includes (bot.match)  
);  
 
if (matchedLegitBot) {  
  return fetch (request);  
}  

Exact Match Detection 

High-confidence attack paths commonly targeted during reconnaissance and exploitation 

attemptsΥ 

const exactBadPaths = [  
  "/wp - login.php" ,  
  "/xmlrpc.php" ,  
  "/adminer.php" ,  
  "/phpinfo.php" ,  
  "/.env" ,  
  "/.git/config"  
];  
 
if (exactBadPaths. includes (path)) {  
  addScore ( 100, "exact_bad_path" );  
}  

Pattern-Based Detection 

Searches for suspicious keywords associated with known exploitation techniquesΥ 

const patterns = [  
  { value : "xmlrpc" , score : 60 },  
  { value : "phpunit" , score : 90 },  
  { value : "shell" , score : 90 },  
  { value : ".env" , score : 100 }  
];  
 
for ( const p of patterns) {  
  if (path. includes (p.value)) {  
    addScore (p.score, `pattern : ${p.value}` ) ;  
  }  
}  
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User-Agent Intelligence 

Identifies automation frameworks and offensive security toolsΥ 

if (  
  lowerUA. includes ( "curl" ) ||  
  lowerUA. includes ( "sqlmap" ) ||  
  lowerUA. includes ( "nikto" ) ||  
  lowerUA. includes ( "masscan" )  
) {  
  addScore ( 90, "suspicious_user_agent" );  
}  

Credential Honeypot Telemetry 

Collects credential attack telemetry while masking sensitive dataΥ 

credentialTelemetry = {  
  username: sanitizeText (username),  
  maskedPassword: maskPassword(password),  
  passwordHash: await sha256(password)  
};  
 
addScore( 150, "credential_honeypot_submission" );  

Threat Classification Engine 

Maps the accumulated score to a threat categoryΥ 

if (score >= 300) {  
  classification = "credential_attack_or_critical_exploitation" ;  
} else if (score >= 250) {  
  classification = "critical_exploitation_attempt" ;  
} else if (score >= 180) {  
  classification = "active_scanner" ;  
}  

Tarpitting 

Introduces artificial delays for high-risk requestsΥ 

if (score >= 180) {  
  await sleep ( randomBetween( 1500, 5000));  
}  

Threat Telemetry Collection 

Logs suspicious activity for threat intelligence and correlationΥ 

console. log ( JSON. stringify ({  
  type : "HONEYPOT_HIT",  
  ip,  
  country,  
  path : url.pathname,  
  score,  
  classification,  
  matchedRules  
}));  
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Deception Layer 

Returns fake responses that simulate vulnerable servicesΥ 

function generateFakeResponse (path, method) {  
  if (path. includes ( "wp- login" )) {  
    return wordpressLoginPage ( "" );  
  }  
 
  if (path. includes ( ".env" )) {  
    return "APP_ENV=production" ;  
  }  
}  

 

˫ˣ˩˧˯ 

˸˶ˠ˯ˬ˟ Operation GhostEdge ˢˬ˵ˣˢ ˸˩˶˰ˬ ˸ˮˠˢ Web ˸˧ˮ˶ˡˣˬ ˸˯˯ˣ˟ˬˢ ˪˰ Cloudflare WAFΣ 

 Cloudflare Workers Σ˸˶ˣ˦˵˦˧˩˶˞ Honeypot Threat Intelligence ˸˧˧ˠˣ˪ˣˮ˩˦ˣ Deception Φ˸˩˶˰ˬˢ 

ˢ˶˷˲˞ ˸ˣˢˤ˪ Σ˥˸ˮ˪ ˸ˣ˰˦ˢ˪ˣ ˫˧˲˵ˣ˸ ˭ˬˤ˟ ˸ˬ˞ Σ˨ˣ˸ ˢˮˠˢ ˪˰ ˸˶˷ ˶ˣ˵ˬˢ ˫ˣ˴ˬ˴ˣ ˧˸ˣ˰ˬ˷ˬ ˪˷ sπ

Exposure Φ˦˵˧ˣ˶˲ˢ ˫˧ˠˡˢ ˡ˴˧˩ ˭˸˧ˮ ˷ˬ˸˷ˢ˪ ˸ˣ˪ˣ˩˧˟ Edge Security ˸ˬ˵ˢ˪ ˸˟˧˟˯ Detection xπ

Deception ˸˧ˮ˶ˡˣˬ ˸˵˲˯ˬˢ PreventionΣ  Detection Σ Threat Intelligence  ΣTelemetry xπDeception 

ˡ˥˞˩Φ 

˶˟˰ˬ ˨˩˪ Σ˦˵˧ˣ˶˲ˢ ˥˧˩ˣˢ ˧˩ ˫ˠ ˸˧˸˷˸ Web ˢˮ˦˵ ˢ˪ˣ˩˧ ˱ˣ˯˞˪ ˭˧˰˧ˡˣˬ ˶˟˧˧˯ ˧˰˴˟ˬ ˭ˬˤ˟ ˸ˬ˞ Σ

˸ˣ˰˴ˬ˞˟ ˟ˣ˪˧˷ ˪˷ Threat ScoringΣ  Worker Telemetry Σ Honeypot Routing Σ˸˧˧˴˶ˠ˦ˮ˧˞ WAF ˧ˣˢ˧ˤˣ 

˭ˬˤ˟ ˸ˬ˞ Φ 

˧˞˴ˬˬ ˢ˶˧˵˥ˢ ˣ˰˧˟˴ˢ ˪˰ ˸ˣ˪˧˰˲ Automation ˸ˬˡ˵˸ˬ ΥWordPress Fingerprinting Σ XMLRPC 

Abuse Σ Credential Stuffing Σ˸ˣˮˣ˧˯˧ˮ Exploitation Σ Bot Obfuscation xπUser-Agent Rotation π 

˸˩˶˰ˬˢˣ ˢ˥˧˪˴ˢ ˫ˣ˶ˠ˪ ˧˪˩˪ ˢ˲˧˵˸ˢ ˱ˣ˷˥˪ Payloads ˫˧˧˸˧ˬ˞ ΣAttack Workflows xπCredential 

Attempts ˨ˣ˸˟ ˢ˟˧˟˯ ˸˶˵ˣ˟ˬΦ 

ˢˮ˵˯ˬˢ ˸˧ˤ˩˶ˬˢ ˞˧ˢ ˟ˣ˪˧˷˷ ˭˧˟ Cloudflare Edge Security Σ˸˶ˣ˦˵˦˧˩˶˞ Honeypot xπThreat 

Intelligence ˶˷˲˞ˬ ˶ˣ˴˧˪ ˸˟˩˷ Detection xπDeception ˸˧˰˴˟ˬ ˫ˠ ˞˪˪ ˸ˣ˧˸˷˸ Enterprise ˸ˣ˟˩˶ˣˬ  

π ˨ˣ˸ ˢ˶˧ˬ˷ ˪˰ Deployment ˶˧ˢˬ ΣVisibility ˢˢˣ˟ˠ ˸ˣ˪˰ˣ ˢ˩ˣˬˮ ˸˧˯˥˧ Φ˦˵˧ˣ˶˲ˢ ˢˣˣˢˬ ˢˬˠˡˢ 

˸˧˷˰ˬ ˨˩˪ ˢˮˠˢ˷ ˸˧˟˧˦˵˲˞ ˢˮ˧˞ ˸ˡˡˬˮ ˵˶ ˸˪ˣ˩˧˟ ˫ˣ˯˥˪ Σ˞˪˞ ˫ˠ ˸˪ˣ˩˧˟ ˡˣˬ˪˪ ˭ˬ ˱˵ˣ˸ˢ ˨ˣ˲ˢ˪ˣ 

˸˞ ˢ˲˧˵˸ˢ ˢˬ˴˰ ˯˩ˮ˪ ˧ˮ˧˰˧ˡˣˬΦ 
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˪˰ ˶˟˥ˬˢ 

˞˧ˠ ˧ˮ˥˸ˣ˸Σ ˟ ˵˯ˣ˰-CTI x-SecOps ˥ˣ˸˧ˮ ˫˧˲˵ˣ˸ ΣThreat Hunting ΣHoneypots ΣDeception 

Technologies Σ˸˥˦˟˞ ˧ˬˣ˷˧˧ Web ˥ˣ˸˧˲ˣ ˧ˮˣˮˠˮˬ Detection Φˡ˵ˬ˸ˬ ˶ˣ˟˧˥˟ ˭˧˟ ˸ˣˬ˪ˣ˰ ˢˮˠˢˢ 

ˢ˲˵˸ˢˢˣ ˨˶ˣ˴˪ ˸˵˲ˢ ˭˧˰˧ˡˣˬ ˶˟˧˧˯ ˧˷˰ˬ ˶ˣ˲˧˷ˣ ˸ˣ˪ˣ˩˧ ˢˮˠˢˢ ˪˷ ˫˧ˮˣˠ˶˞Φ 

˶ˬ˞ˬ ˢˤ ˯˯ˣ˟ˬ ˪˰ ˶˵˥ˬ ˫ˣ˷˧˧ˣ ˧˷˰ˬ ˪˷ ˸ˣ˵˧ˮ˩˦ Detection ΣThreat Intelligence xπDeception 

˸˟˧˟˯˟ Web ˸˧ˮ˶ˡˣˬ Φ 

˥ˬ˷˞ ˸ˣˮ˰˪ ˪˰ ˪˩ ˢ˪˞˷ ˫˞ˣ ˫˧˩˶˴ ˪˩ ˢ˶ˤ˰ ˞˷ˣˮ˟ ˢˤ Η˟ ˭˧ˬˤ-linkedin 

˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬ 

¶ Cloudflare Workers  - l ˣ˰˧˸ ¶ T1595  - Active Scanning 

¶ Cloudflare Workers  - ˱  l˶˴ˣˬ ¶ T1190  - Exploit Public-Facing Application 

¶ Cloudflare WAF  - l ˣ˰˧˸ ¶ T1505  - Server Software Component (Web 

Shell) 

¶ Cloudflare WAF  - Custom Rules / Managed 

Challenge 

¶ T1590  - Gather Victim Network 

Information 

¶ Cloudflare WAF  - Managed Rules ¶ curl 

¶ Cloudflare  - Rate Limiting Rules ¶ wget (GNU) 

¶ MITRE ATT&CK  - ˱  l˸˧˟ˢ ¶ sqlmap 

¶ T1110  - Brute Force ¶ nikto 

¶ Masscan ¶ Brute-force attack 

¶ Honeypot (computing) ¶ Reverse proxy 

¶ Tarpit (networking) ¶ Autonomous System (ASN) 

 ¶ Credential stuffing 

 

 

 

 

 

https://www.linkedin.com/in/guytothani/
https://developers.cloudflare.com/workers/
https://developers.cloudflare.com/workers/
https://developers.cloudflare.com/workers/
https://developers.cloudflare.com/workers/
https://developers.cloudflare.com/workers/
https://attack.mitre.org/techniques/T1595/
https://www.cloudflare.com/products/workers/
https://www.cloudflare.com/products/workers/
https://www.cloudflare.com/products/workers/
https://www.cloudflare.com/products/workers/
https://www.cloudflare.com/products/workers/
https://www.cloudflare.com/products/workers/
https://www.cloudflare.com/products/workers/
https://attack.mitre.org/techniques/T1190/
https://developers.cloudflare.com/waf/
https://developers.cloudflare.com/waf/
https://developers.cloudflare.com/waf/
https://developers.cloudflare.com/waf/
https://developers.cloudflare.com/waf/
https://attack.mitre.org/techniques/T1505/
https://attack.mitre.org/techniques/T1505/
https://developers.cloudflare.com/waf/custom-rules/
https://developers.cloudflare.com/waf/custom-rules/
https://attack.mitre.org/techniques/T1590/
https://attack.mitre.org/techniques/T1590/
https://developers.cloudflare.com/waf/managed-rules/
https://curl.se/
https://developers.cloudflare.com/waf/rate-limiting-rules/
https://www.gnu.org/software/wget/
https://attack.mitre.org/
https://attack.mitre.org/
https://attack.mitre.org/
https://attack.mitre.org/
https://attack.mitre.org/
https://attack.mitre.org/
https://attack.mitre.org/
https://attack.mitre.org/
https://attack.mitre.org/
https://sqlmap.org/
https://attack.mitre.org/techniques/T1110/
https://github.com/sullo/nikto
https://github.com/robertdavidgraham/masscan
https://en.wikipedia.org/wiki/Brute-force_attack
https://en.wikipedia.org/wiki/Honeypot_(computing)
https://en.wikipedia.org/wiki/Reverse_proxy
https://en.wikipedia.org/wiki/Tarpit_(networking)
https://en.wikipedia.org/wiki/Autonomous_system_(Internet)
https://en.wikipedia.org/wiki/Credential_stuffing
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˦˟ˬ ˫˧ˮ˲˟ˬ ˪˰ ˰ˣˮˬ ˪ˮ˶˵ˢ ˧˪˷ Predator 

˸˞ˬ ˶˧ˮ ˫ˢ˶˟˞ 

 

˶˧˴˵˸ ˫˧˪ˢˮˬ 

ˢ ˵˪˥ˢ ˞ˣˢ ˢˤ˧˷˧˪˷ ˣ˶˥˞ˣ ˭˶ˡ˯˟ ˪˰ ˶ˬ˞ˬˢ ˸Predator Σ˶˵˥ˬ˟ ˫ˡˣ˵ˢ ˣˮ˪˷ Σ ˸ˮ˩ˣ˸ ˡ˴˧˩ ˣˮˡ˰˧˸

 ˪ˣˠ˧˶ˢPredator ˧˦ˮ˞ ˸ˣ˵˧ˡ˟ˬ ˸˵ˬ˥˸ˬ-˟ ˢˤ˧˪ˮ˞-iOS ˸˞ ˸˲˵ˣ˰ˣ ˧ˮˣˣ˥ˬ ˢ˦˪˵ˢˢ ˪˷ iOS Φ˥ˬˢ ˶˵

˷˥ ˱ˢˬ Predator ˢ˷ˣ˰ π ˨˞ ˞˪ ˡ˴˧˩ ˞˧ˢ ˢˠ˧˷ˬ ˸˞ ˢ˷˧ˠˢ ˢ˵ˣˬ˰ˢ ˸˩˶˰ˬ˪ ˸˷˶ˡˮ˷ ˧ˡ˩ ˰˴˟˪ ˸˞ˤΦ 

 ˵˪˥ˢˤ ˢˮˣ˰ ˪˰ ˢ˪˞˷ˢ ˣˤˢ .˳˪ˬˣˬ  ˸˞ ˞ˣ˶˵˪'˞ ˵˪˥ x'˟ ˵˪˥ .ˣˤ ˫˧˶ˬ˞ˬ ˸˶ˡ˯ ˪˷ 

˸ˣ˰˴ˬ˞˟ ˨˷ˬˢ ˢ˯ˡˮˢ ˶ˣ˥˞˪ ˪˷ ˸ˣˬ˧ˠˡ Predator ˪πiOS Σˣˮ˞ ˫˧˯˯˟˸ˬ ˪˰ ˥ˣˡˢ ˭ˣ˷˞˶ˢ ˣˮ˪˷ 

˫˧˲˷ˣ˥ˣ ˡ˴˧˩ ˰ˣˮˬ ˪ˣ˴˧ˮ ˪ˮ˶˵ˢ ˪˷ Predator ˰˧ˮˬ ˸˞ ˸ˣ˪ˣ˩˧ ˟˵˰ˬˢ ˢ˪˷ Φ˰ˣˮˬ ˢˤ ˫˪ˣ˰ˬ ˞˪ ˥ˣˣˡ ˶˟˰˟ 

π ˡ˰ ˣ˧˷˩˰Φ 

˸˶˷˶˷ ˪ˣ˴˧ˮˢ ˠ˴ˣ˸˷ ˶ˬ˞ˬ˟ ˢˤ ˸ˮˣˣ˩ˬ ˸ˣ˞˯˶ˠ˪ iOS ˸ˣˬˡˣ˵˷ ˪π17 ˫˧˶˧˷˩ˬ˪ˣ ˡ˰ ˶ˣˡ A16 Φˢ˲˯ˣˢˢ 

˪˷ SPTM  ύSecure Page Table Monitor ό˪˰ ˧ˡ˧ Apple ˧˶˧˷˩ˬ˟ A15 Σˢ˶˧˟˰ˬ˷ ˸˞ ˪ˣˢ˧ˮ ˸ˣ˞˪˟˦ 

˫˧˲ˡˢ ˪˞ EL2Σ ˢˣˣˢˬ ˭ˣˮˠˮˬ ˢ˥˷˵ˢ ˧ˮˣ˦˵˦˧˩˶˞ ˧˸ˣ˰ˬ˷ˬ ˡˠˮ ˸ˣ˵˧ˮ˩˦ ˧ˣˮ˧˷ ˡˣ˵ ˪ˮ˶˵ˢ ˸ˣ˶˞ˣ˸ˬˢ ˭˞˩Φ 

˫˧˞˴ˬˬˢ ˫˧˧ˤ˩˶ˬˢ ˫˧˪˪ˣ˩Υ 

¶ FDGuardNeonRW π ˟˧˦˧ˬ˧˶˲ ˢ˞˧˶˵λˢ˟˧˸˩ ˪ˮ˶˵˪ ΣKernel R/W Σ˷ˬ˸˷ˬ˷ ˫˧˶˦˯˧ˠ˶˟ ˫˧˧˶ˣ˦˵ˣ 

˪˷ ARM NEON ˳ˣ˶˰˩ ˫˧ˮˣ˸ˮ ˧ˣˬ˯ ˨˶ˣ˴˪ ˢ˞˧˶˵ ˢ˟˧˸˩ˣ ˪˷ ˭ˣ˶˩˧ˤ ˪ˮ˶˵ ˧˸ˣ˶˧˶˷Φ 

¶ ˸˲˧˵˰ PAC ˸ˣ˰˴ˬ˞˟ ˷ˣ˲˧˥ gadgets ˟πJavaScriptCore π Predator ˸˷˲˥ˬ ˸˶ˠ˯ˬ˟ 

JavaScriptCore ˪˷ Apple ˢˬ˴˰ ˱˴˶ ˧˲˧˴˲˯ ˪˷ 20 ˫˧˸˟ ˪˷ ˸ˣˡˣ˵˲ ARM64 Σ˧ˡ˩ ˱˧˧ˤ˪ ˫˧˰˧˟˴ˬ 

˫˧ˬˣ˸˥ ˟πPACΦ 

¶ Cache ˸ˣˬ˧˸˥ PAC ˭˟ 256 ˸ˣˬˣ˷˶ π ˫˧˰˧˟˴ˬ ˫˧ˬˣ˸˥ ˣ˟˷ˣ˥˷ ˷˞˶ˬ ˫˧˯˵ˡˮˣ˞ˬˣ ˧˲˪ ˸˧˟ 

˸˟ˣ˸˩ˢ Σ˫˧˶˷˲˞ˬˢ callbacks ˪˷ hooks ˭ˬˤ˟ ˸ˬ˞ ˞˪˪ ˢ˧ˢ˷ˢ ˸˧˲˶ˠˣ˦˲˧˶˵Φ 

¶ RWTransfer π ˭ˣˮˠˮˬ ˸˶˟˰ˢ˪ ˸ˣ˪ˣ˩˧ ˢ˞˧˶˵λˢ˟˧˸˩ ˪ˮ˶˵˪ ˭˧˟ ˫˧˩˧˪ˢ˸ Σ˨ˣ˸ ˷ˣˬ˧˷ ˟πfile 

descriptors ˫˧ˮˠˣˬ ˢ˧˴˪ˣ˲˧ˮˬ˟ˣ ˪˷ Mach portsΦ 

¶ callFunc π ˸˶ˠ˯ˬ ˸˴˶ˢ˪ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˵˥ˣ˶ˬ Σ˶˷˞ ˸˦˪˸˷ˬ ˪˰ ˟˴ˬ thread ˸ˣ˰˴ˬ˞˟ ˸ˣ˰ˡˣˢ 

Mach exceptionΦ 

¶ 21 ˧ˬˠˡ ˫˧˶˧˷˩ˬ ˫˧˩ˬ˸ˮ Σ˪˥ˢ ˬπiPhone XS ˡ˰ˣ iPhone 14 Pro Max Σ˫˧ˮˠ˶ˣ˞ˬˢ ˟π5 ˸ˣ˵˪˥ˬ 

˫˧˶˧˷˩ˬΦ 

 

https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/
https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/
https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/
https://digitalwhisper.co.il/files/Zines/0xB9/DW185-4-PredatorAnalysis.pdf
https://digitalwhisper.co.il/files/Zines/0xBA/DW186-3-SpywareIOS.pdf
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˰˵˶ Υ˧ˮ˧˧˲˞ˬ ˢ˥˦˟˞ˢ ˷πPredator ˸˟˧˧˥ ˯˧˟ˢ˪ 

Pointer Authentication Codes  ύPACό 

˪˥ˢ ˟˟˷ˬ A12  ύiPhone XS Σ2018 ΣόApple ˢˠ˧˴ˢ ˸˞ PAC π ˭˧˧˲˞ˬ ˢ˶ˬˣ˥ ˱˧˯ˣˬ˷ ˸ˣˬ˧˸˥ 

˸ˣ˧˲˶ˠˣ˦˲˧˶˵ ˧˰˧˟˴ˬ˪ ˡˣ˵ Φ˧ˮ˲˪ ˡ˟˰ˬˢ˷ ˟˵ˣ˰ ˶˥˞ ˰˧˟˴ˬ ˢ˧˴˵ˮˣ˲˪ x˞ ˶˥˞ ˸˟ˣ˸˩ ˢ˶ˤ˥ Σ˞ˣˢ ˸ˬ˞ˬ 

˸˞ ˢˬ˧˸˥ˢ Φ˫˞ ˱˵ˣ˸ ˸˧˥˷ˬ ˰˧˟˴ˬ Σ˸˵˧ˡ˟ ˢˬ˧˸˥ˢ ˸˪˷˩ˮ ˡ˟˰ˬˢˣ ˢ˪˰ˬ ˢˠ˧˶˥Φ 

Kernel Address Space Layout Randomization  ύKASLRό 

iOS ˸˰˴˟ˬ ˢ˧˴ˤ˧ˬˣˡˮ˶ ˸˟ˣ˸˩˪ ˯˧˯˟ˢ ˪˷ ˪ˮ˶˵ˢ ˪˩˟ ˪ˣ˥˸˞ Σ˸ˣ˰˴ˬ˞˟ KASLR Φ˸ˣ˰ˬ˷ˬˢ ˞˧ˢ ˪˩˷ 

ˡˣ˵ ˪ˮ˶˵ˢ ˪˩ˣ ˧ˮ˟ˬ ˫˧ˮˣ˸ˮˢ ˫˧˧˦˦˯ˢ ˫˧ˤˤˣˬ ˦˯˧ˢ˟ ˧˸˪˟ ˧ˣ˲˴ Φ˫ˠ ˫˞ ˱˵ˣ˸˪ ˷˧ ˸˷˪ˣ˥ ˪ˮ˶˵ Σˣ˧˪˰ ˫ˡˣ˵ 

˰ˣ˟˵˪ ˸˞ sπslide ˢˤˢ ˧ˡ˩ ˶˸˞˪ ˸˞ ˫˧ˮ˟ˬˢ ˞ˣˢ˷ ˢ˴ˣ˶ ˰˴˟˪ ˫ˢ˟ ˢ˧˴˪ˣ˲˧ˮˬ Φ˫˷˪ ˨˩ ˷˶ˡˮ ˟˧˦˧ˬ˧˶˲ 

˭˧ˬ˞ ˸˞˧˶˵˪ ˭ˣ˶˩˧ˤ ˪ˮ˶˵ π ˢˤˣ ˵ˣ˧ˡ˟ ˢˬ ˷πFDGuardNeonRW ˵˲˯ˬΦ 

 

˞˴ˬˬ 1 Υ FDGuardNeonRW π ˢ˷˧ˠ ˭ˣ˶˩˧ˤ˪ ˪ˮ˶˵ˢ ˨˶ˡ ˫˧˶˦˯˧ˠ˶ ˫˧˧˶ˣ˦˵ˣ 

˥ˣˮ˰˲ ˫˷ˢ 

˫˷ ˢ˵˪˥ˬˢ FDGuardNeonRW ˡˡˣ˵ˬ ˸˞ ˪˩ ˢ˵˧ˮ˩˦ˢ ˢ˪˷Υ 

 

ˣˢˤ ˟˧˦˧ˬ˧˶˲ ˢ˟˧˪ˢ ˰˧ˮˬ˷ ˸˞ ˪˩ ˶˸˧ ˫˧˟˧˩˶ˢ ˟πPredator Φ˪˩ hook Σ˪˩ ˢ˵˶ˤˢ ˨˧˪ˢ˸˪ Σ˪˩ˣ ˸˲˧˵˰ 

PAC ˫˧˧ˣ˪˸ ˣ˲ˣ˯˟ ˪˷ ˶˟ˡ ˸˪ˣ˩˧˟ ˪˷ FDGuardNeonRW ˞ˣ˶˵˪ ˟ˣ˸˩˪ˣ ˭ˣ˶˩˧ˤ ˪ˮ˶˵ ˧˸ˣ˶˧˶˷Φ 
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˳ˣ˶˰ ˫˧ˮˣ˸ˮˢ ˪˷ NEON 

ARM NEON ˞ˣˢ ˦˯ ˪˷ ˫˧˶˦˯˧ˠ˶ ˫˧˧˶ˣ˦˵ˣ ˟˥ˣ˶˟ 128 ˦˧˟ ΣV0-V31 Σ˫˧˷ˬ˷ˬˢ ˨˶ˡ˟ ˪˪˩ ˸ˣ˪ˣ˰˲˪ 

SIMD π ˟ˣ˷˧˥ ˧˪˧˟˵ˬ ˪˰ ˶˲˯ˬ ˫˧˩˶˰ x˟π˸˧ˮˬˤ Φ˫˧˶˦˯˧ˠ˶ ˢ˪˞ ˫ˢ ˵˪˥ ˟˴ˬˬ sπthread ˪ˮ˶˵ˢ˷ ˶ˬˣ˷ 

˶ˤ˥˷ˬˣ ˨˪ˢˬ˟ context switches. 

Predator ˸˪˴ˮˬ ˸˞ˤ ˸ˣ˰˴ˬ˞˟ ˢ˵˧ˮ˩˦ ˸˶˩ˣˬ ˟˦˧ˢ ΥπsAPIs ˪˷ Mach ˫˷˟ thread_get_state xπ

thread_set_state ˫˧˶˷˲˞ˬ ˞ˣ˶˵˪ ˟ˣ˸˩˪ˣ ˸˞ ˟˴ˬ ˫˧˶˦˯˧ˠ˶ˢ ˞˪ˬˢ ˪˷ thread Σ˪˪ˣ˩ ˧˶˦˯˧ˠ˶ NEON Σ

πˬthread ˶˥˞ ˷˧˷ x˪ ˸ˣ˞˷˶ˢ port ˸ˣˬ˧˞˸ˬ Φ˸˷˧ˠ ˸˧˧˴˪ˣ˲˧ˮˬ ˟˴ˬ sπthread ˣˤˢ ˢ˷ˬ˧˷ ˸ˣ˞˶˷˶˷˟ 

˪ˣ˴˧ˮ ˪˷ iOS ˸ˣ˥˲˪ ˤ˞ˬ 2017 Φ 

˷ˣˡ˧˥ˢ ˪˷ Predator ˞ˣˢ ˟ˣ˸˧ˮ ˧ˮˣ˸ˮ ˪ˮ˶˵ ˨˶ˡ ˵ˮ˟ ˧˶˦˯˧ˠ˶ NEON ˭˲ˣ˞˟ ˧˲˧˴˲˯ π 32 ˫˧˶˦˯˧ˠ˶ 

˫˧˧˶ˣ˦˵ˣ ˪ˡˣˠ˟ 128 ˦˧˟ ˫˧˵˲˯ˬ 528 ˫˧˸˟ ˪˩˟ ˸˞˧˶˵ thread_get_state Σ˪˪ˣ˩ FPSR Σ FPCR ˡˣ˲˧˶ˣ 

˶ˣ˷˧˧ Σ˸ˬˣ˰˪ 272 ˫˧˸˟ ˡ˟˪˟ ˫˧ˮ˧ˬˤˢ ˨˶ˡ ˟˴ˬ ˫˧˶˦˯˧ˠ˶ˢ ˫˧˧˪˪˩ˢΦ 

˳ˣ˶˰ˢ ˢˤˢ ˧ˣ˪˸ ˟˧˩˶˟ ˡ˴˟ ˪ˮ˶˵ˢ ˫˵ˣˢ˷ ˪˰ ˧ˡ˧ ˟˪˷ ˪ˣ˴˧ˮˢ ˧ˮˣ˷˞˶ˢ π ˧˶˦˯˧ˠ˶ NEON ˫˧˷ˬ˷ˬ 

˧˰˴ˬ˞˩ ˢ˶˟˰ˢˢ Σ˨˞ ˸ˣ˞˧˶˵ ˸ˣ˟˧˸˩ˣ ˭ˣ˶˩˧ˤ ˪ˮ˶˵ˢ ˪˰ˣ˲˟ ˸ˣ˰˴ˣ˟ˬ ˪˰ ˧ˡ˧ ˡˣ˵ ˳˶˷ ˸ˣ˞˷˶ˢ˟ ˪ˮ˶˵ Φ

˫˧˦˶˲ˢ ˫˧˞˪ˬˢ ˪˷ payload ˢˤ ˡ˴˟ ˪ˮ˶˵ˢ ˫˧˞˴ˬˮ ˳ˣ˥ˬ ˫ˣ˥˸˪ ˠˣ˪˟ˢ ˢˤˢΦ 

˫˧˷˶˸ ˢˬ˧˶ˤ ˠ˧˴ˬˢ ˸˞ ˧˟˧˦˧ˬ˧˶˲ ˢ˞˧˶˵ˢ ˢ˟˧˸˩ˢˣΥ 

 

˶ˣ˧˞] 1 Υ˧˟˧˦˧ˬ˧˶˲ ˢ˞˧˶˵ˢ ˢ˟˧˸˩ˢˣ ˪˷ FDGuardNeonRW Σ˫˧˷ˬ˸˷ˬˢ ˧˶˦˯˧ˠ˶˟ NEON ˳ˣ˶˰˩ ˫˧ˮˣ˸ˮ ˪ˮ˶˵˪ ˟˥ˣ˶˟ ˯˲ ˢˣ˟ˠώ 
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˟˧˦˧ˬ˧˶˲ ˢ˞˧˶˵ π 528 ˫˧˸˟ ˪˩˟ ˢ˞˧˶˵ 

˸˪ˣ˰˲ ˢ˞˧˶˵ˢ ˸˩ˬ˸˯ˬ ˪˰ ˟˧˸ˮ ˡˣ˵ ˪ˮ˶˵˟ ˭˵˸ˣˢ˷ ˪˰ ˧ˡ˧ ˟˪˷ ˪ˣ˴˧ˮˢ ˧ˮˣ˷˞˶ˢ Φ˟˧˸ˮ ˡˣ˵ ˢˤ ˭˰ˣ˦ 

˫˧ˮˣ˸ˮ ˸˟ˣ˸˩ˬ ˪ˮ˶˵ ˸˦˪˷ˮ ˪˞ ˧˶˦˯˧ˠ˶ NEON Σ˶˥˞˪ˣ ˭˩ˬ ˰˧ˠˬ ˸ˡˣ˵˲˪ trap Φπsthread ˡ˰˧ˢ ˷ˡˣ˥ˬ Σ

˳˧˶ˬ ˸˞ ˟˧˸ˮ ˡˣ˵ˢ ˢˤˢ Σ˪˧˰˲ˬˣ ˸˞ sπtrap Φ˪˲˦ˬ ˸ˣˠ˧˶˥ˢ ˪˷ Predator ˪˟˵ˬ ˸˰ˡˣˢ Mach 

exception Σ˸ˠ˴ˣˬˢ ˶ˣ˧˞˟ 3 ˢˢˣˤˬˣ ˪˰ ˧ˡ˧ msgh_id  2406  λ 0x966 Σˢ˪˧˩ˬˢ ˸˞ ˟˴ˬ sπNEON ˫˰ ˧ˮˣ˸ˮ 

˪ˮ˶˵ˢ Φˡ˰ 10 ˸ˣˮˣ˧˯˧ˮ ˫˧˶ˤˣ˥ ˫˧˪˲˦ˬ ˧˴ˣ˶ˬ˟ ˭ˣˬˤ˸ Φ˪˩ ˢ˞˧˶˵ ˢ˶˧ˤ˥ˬ 528 ˫˧˸˟Φ 

 

˟˧˦˧ˬ˧˶˲ ˢ˟˧˸˩ π ˸ˬˣ˞ˬ ˸ˣ˰˴ˬ˞˟ polling 

˸˪ˣ˰˲ ˢ˟˧˸˩ˢ ˸˩˲ˣˢ ˸˞ ˳ˣ˶˰ˢ ΦPredator ˢˢ˷ˬ ˸˞ sπthread ˡ˰˧ˢ Σ˸˞˶ˣ˵ ˸˞ ˟˴ˬ sπVFP/NEON 

˧˥˩ˣˮˢ ˣ˵˩ ˯˧˯˟ Σˢˮ˷ˬ ˣ˸ˣ˞ ˫˰ ˸˟ˣ˸˩ ˡ˰˧ˢ ˫˧ˮˣ˸ˮˢˣ ˫ˣ˵˧ˬ˟ ˧ˣ˪˸π˶˧˷˩ˬΣ ˶˥˞˪ˣ ˭˩ˬ ˸˥˪ˣ˷ ˸˟ˣ˷˸ 

exception ˫˰ ˟˴ˬˢ ˢˮˣ˷˷ Φ˪ˮ˶˵ˢ ˶ˤ˥˷ˬ ˸˞ ˟˴ˬ sπNEON ˢˮˣ˷˷ ˪˞ ˨ˣ˸ sπsaved context ˪˷ sπ

thread Φ˶˷˞˩ sπthread ˨˧˷ˬˬ ˳ˣ˶˪ Σ˟˧˸ˮ ˡˣ˵ˢ ˪˷ ˪ˣ˴˧ˮˢ ˪ˮ˶˵˟ ˞˶ˣ˵ ˸˞ ˫˧˩˶˰ˢ ˧˶˦˯˧ˠ˶ˬ NEON 

˟˸ˣ˩ˣ ˫˸ˣ˞ ˸˟ˣ˸˩˪ ˪ˮ˶˵ˢ ˡ˰˧ˢΦ 

Predator ˸˰˴˟ˬ polling ˡ˰ 3 ˸ˣ˧ˮ˷ Σˢˣˣ˷ˬˣ ˸˞ ˟˴ˬ sπNEON ˞˶˵ˮ˷ ˢ˶ˤ˥˟ ˪ˣˬ ˫˧ˮˣ˸ˮˢ ˣ˥˪˷ˮ˷ ˧ˡ˩ 

˞ˡˣˣ˪ ˢ˟˧˸˩ˢ˷ ˢ˥˧˪˴ˢΦ 

 

ˢˬ˪ ˧˶˦˯˧ˠ˶ NEONΚ 

˟˴ˬ NEON ˞ˣˢΥ 

¶ ˪˰˟ ˸˪ˣ˟˧˵ ˢ˪ˣˡˠ π ˶˸ˣ˧ ˬπ512 ˫˧˸˟ ˪˩˟ ˢ˪ˣ˰˲Φ 

¶ ˪ˢˣˮˬ ˪˰ ˧ˡ˧ ˪ˮ˶˵ˢ π ˵˪˥ ˪ˣ˲˧˦ˢˬ ˪˧ˠ˶ˢ ˟˴ˬ˟ thread. 

¶ ˧ˣ˪ˠ ˨˶ˡ exceptions π ˪˪˩ˮ ˸ˣ˰ˡˣˢ˟ Mach exception. 

¶ xlπ˧ˮˣˣ˧˩ π ˣ˸ˣ˞ ˭ˣˮˠˮˬ ˷ˬ˷ˬ ˸ˣ˞˧˶˵˪ ˸ˣ˟˧˸˩˪ˣΦ 
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 ˢ˟˧˸˩ˢ ˟˧˦˧ˬ˧˶˲ˢ˞˶ˮ ˨˩: 

 

˶ˣ˧˞] 2 Υ˸ˠˣ˴˸ graph ˪˷ IDA ˶ˣ˟˰ ˟˧˦˧ˬ˧˶˲ ˢ˟˧˸˩ˢ ˪˷ NEON - thread_suspend Σ˸˟ˣ˷˸ exception ˫˰ 

NDR_record Σ doSend Σ thread_resume Σ˸˞˪ˣ˪ˣ polling ˪˷ 2 ˸ˣ˧ˮ˷ώ 

 

 

˶ˣ˧˞] 3Υ ˟˧˦˧ˬ˧˶˲ ˸˞˧˶˵ NEON ˶˥˞˪ decompilation π ˸˞˪ˣ˪ ˸ˣˮˣ˧˯˧ˮˢ ˫˧˶ˤˣ˥ˢ ύv11 = 10 Σό˸˪˟˵ mach_msg Σ˸ˣˬ˧˞ ˪˷ msgh_id == 2406 

˪˷ˣ ˸˶˧˲˯ ˟˴ˬ VFP ˢˣˣ˷ˢ ˪π65 Σ˱ˣ˯˟˪ˣ thread_suspendώ 
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˞˴ˬˬ 2 Υˡ˧˴ PAC gadgets ˟πJavaScriptCore 

ˢ˧˰˟ˢ 

˧ˡ˩ ˭˧˵˸ˢ˪ hooks ˧˩˧˪ˢ˸˟ ˸˩˶˰ˬ ΣPredator ˢ˩˧˶˴ ˦˧˯ˢ˪ ˸˞ ˸˴˶ˢ ˸ˣ˧˴˵ˮˣ˲ˢ π ˶ˬˣ˪˩ ˸ˣˮ˷˪ ˧˰˧˟˴ˬ 

ˡˣ˵ Φ˫˧˶˧˷˩ˬ˟ ˫ˢ˟˷ PAC ˪˰˲ˣˬ Σ˶ˬˣ˪˩ iPhone XS ˢ˪˰ˬˣ Σ˪˩ ˰˧˟˴ˬ ˡˣ˵ ˞˷ˣˮ ˢˬ˧˸˥ ˸˧˲˶ˠˣ˦˲˧˶˵ Φ

Predator ˸˟˧˧˥ ˱˧˧ˤ˪ ˸ˣˬ˧˸˥ ˸ˣ˲˵˸ ˶ˣ˟˰ ˫˧˰˧˟˴ˬˢ ˫ˢ˧˪˞˷ ˞˧ˢ ˸˟˸ˮˬ ˷ˡ˥ˬΦ 

 

˭ˣ˶˸˲ˢ Υ˸˪˞˷ˢ ˡˣ˵ˢ ˪˷ Apple ˢˬ˴˰ 

˫ˣ˵ˬ˟ ˞˧˟ˢ˪ ˷ˣˬ˧ˬ ˢˬ˧˸˥ ˢ˪˷ˬ ΣPredator ˸˷˲˥ˬ ˸˶ˠ˯ˬ˟ JavaScriptCore ˪˷ Apple ˱˴˶ ˡˣ˵ ˫˧˧˵ 

˰˴˟ˬ˷ ˸ˬ˧˸˥ PAC ˫˰ ˫˧˦˪˵ ˫˧ˮ˸˧ˮ˷ ˢ˦˧˪˷˪ Φ 

 
˸˧˧˴˵ˮˣ˲ ˡ˰˧ˢ ˞˧ˢ όύJSC::JSArrayBuffer::isShared π ˢ˧˴˵ˮˣ˲ ˸ˬ˧˧˵˷ ˪˩˟ ˶˧˷˩ˬ iOS ˵˪˥˩ ˰ˣˮˬˬ sπ

JavaScript ˪˷ SafariΥ 

 

]˶ˣ˧˞ 4 Υ˸˲˧˵˰ PAC ˸ˣ˰˴ˬ˞˟ ˡ˧˴ gadgets ˟πJSC xπcache ˸ˣˬ˧˸˥ ˟˷ˣ˥˷ ˷˞˶ˬ ˭˟ 256 ˸ˣˬˣ˷˶[ 
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πsgadget ˭˟ 20 ˫˧˸˟ˢ 

Predator ˸˷˲˥ˬ ˨ˣ˸˟ 0x1000 ˫˧˸˟ ˪ˣ˟ˬ˧˯ˢˬ isShared ˸ˣ˰˴ˬ˞˟ όύmemmem ˶˥˞ ˸˧ˮ˟˸ˢ 

˸˵˧ˣˡˬˢ ˢ˞˟ˢ ˨˶ˣ˞˟ 20 ˫˧˸˟Υ 

 

˸ˡˣ˵˲ PACIA X16 ΣX17 ˞˧ˢ ˥˸˲ˬˢ Υ˞˧ˢ ˸ˬ˸ˣ˥ ˸˞ ˰˧˟˴ˬˢ ˞˴ˬˮ˷ ˟πX16 ˸ˣ˰˴ˬ˞˟ X17 ˶˷˵ˢ˩ x˞ 

discriminator Σ˨ˣ˸ ˷ˣˬ˧˷ ˥˸˲ˬ˟ PAC ˪˷ ˢ˶ˬˣ˥ˢ Φ˸ˣ˰˴ˬ˞˟ ˢ˦˧˪˷ ˟πX16 ˟xπX17 ΣPredator ˢ˪ˣ˩˧ 

˱˧˧ˤ˪ ˸ˣˬ˧˸˥ ˶ˣ˟˰ ˫˧˰˧˟˴ˬ ˫˧˧˸ˣ˶˧˶˷: 

 
˶ˣ˧˞] 5 Υ˸ˠˣ˴˸ graph ˪˷ IDA ˶ˣ˟˰ remotePACIA π ˸ˬ˧˶ˤ ˡ˧˴ sπgadget Υ˸˵˧ˡ˟ cache gadget_pacia  ҥ dlopen(JavaScriptCore) 

 ҥ dlsym(isShared)  ҥ memmem(pattern) Σ0x14ώ 
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]˶ˣ˧˞ 6 Υ˷ˣ˲˧˥ sπgadget ˶˥˞˪ decompilation π  dlopen Σ dlsym ˶ˣ˟˰ ψZNK3JSC13JSArrayBuffer8isSharedEv Σ˸ˬ˞˸ˢˣ ˸˧ˮ˟˸ ˸ˣ˰˴ˬ˞˟ 

memmem ˫˰ ˸˧ˮ˟˸ sπPACIA gadget ˨˶ˣ˞˟ 20 ˫˧˸˟ Σ˸ˮ˯˥ˣ˞ˬˢ ˟πxmmword_100042ABCώ 

 

 

˶ˣ˧˞] 7 Υ˸ˠˣ˴˸ hex ˸˟ˣ˸˩˟ 0x100042ABC Σˢˠ˧˴ˬˢ ˸˞ ˸˧ˮ˟˸ sπgadget ˸˟ 20 ˫˧˸˟ˢΥ ύPACIA X16, X17 (30 02 C1 DA ˸˷ˠˡˣˬ ˶ˣˤ˞˟ ˧ˮˣ˸ˮ 

˫˧˰ˣ˟˵ˢ ˪˷ ˧˶˞ˮ˧˟ˢώ 
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˞˴ˬˬ 3 Υcache ˸ˣˬ˧˸˥ PAC ˭˟ 256 ˸ˣˬˣ˷˶ 

˪˩ ˢ˞˧˶˵ ˪πremotePACIA ˸˪˪ˣ˩ ˸˶˧˴˧ thread Σ˸˶ˡˠˢ exception ports Σ˧ˣˮ˧˷ ˟˴ˬ sπthread ˪ˮ˶˵˟ Σ

˸˴˶ˢ sπgadget ˸˪˟˵ˣ ˢ˞˴ˣ˸ˢ Φ˨˧˪ˢ˸ ˢˤ ˨˶ˣ˞ ˸ˣ˧ˮ˷˧˪˧ˬ π ˢ˟˶ˢ ˶˸ˣ˧ ˧ˡˬ ˭ˬˤ ˶ˣ˟˰ callbacks ˪˷ 

hooks ˫˧˟˧˧˥˷ ˫˧˧˸˯ˢ˪ ˨ˣ˸˟ ˣ˶˵˧ˬπ˸ˣ˧ˮ˷Φ 

˸˪˟˦ ˸ˣˬ˧˸˥ ˢ˟˷ˣ˥˷ ˷˞˶ˬ 

Predator ˢˮˣ˟ ˸˰˟ ˪ˣ˥˸˞ˢ cache ˪˷ 256 ˫˧˰˧˟˴ˬ ˫˧ˬˣ˸˥ ˷˞˶ˬ Σˢ˯˩ˬˢ ˪˩ ˨˶˰ ˧˶˷˲˞ ˪˷ ˸˧˟ˢ 

˭ˣ˧˪˰ˢ ˸˟ˣ˸˩˟ Φ˶˷˞˩ hook ˪˰˲ˣˬ Σ˭˸˧ˮ ˱ˣ˪˷˪ ˸˧ˡ˧˧ˬ ˸˞ ˰˧˟˴ˬˢ ˫ˣ˸˥ˢ ˭ˣ˩ˮˢΥ 

 

˷ˣˬ˧˷ ˟πdiscriminators ˫˧ˡ˶˲ˮ ˶ˣ˟˰ PC ˶ˣ˟˰ˣ LR ˣ˷ˣ˶˧˲ ˸˟ˣ˸˩˷ ˢ˶ˤ˥ ˢˬˣ˸˥ ˢˮ˧˞ ˢ˪ˣ˩˧ ˷ˬ˷˪ 

˱˧˪˥˸˩ ˡ˰˧˪ ˢ˴˧˲˵ ˫ˣ˸˥ π ˭ˣˮˠˮˬ defense-in-depth ˡ˴ˬ Apple ˷πPredator ˸˟˧˧˥ ˸˥˵˪ ˭ˣ˟˷˥˟ Φ

˸ˣ˞˧˶˵ remotePACIA ˸ˣ˶˵˧ˢ Σ256  Ҏ2  Ґ512 ˸ˣ˞˧˶˵ ˪˩˪ cache Σ˸ˣ˰˴˟˸ˬ ˫˰˲ ˸˥˞ ˡ˟˪˟ ˶ˣ˟˰ ˪˩ 

ˡ˰˧ ˢ˧˴˵ˮˣ˲ ˧ˡˣ˥˧˧ Φ˪˩ ˸ˣ˞˧˶˵ sπhook ˸ˣ˞˟ˢ ˭s ˸ˣ˲˧˪˷ ˸ˣ˧ˡ˧˧ˬ ˢˬcache-Φ 

 

˞˴ˬˬ 4 Υ callFunc π ˸˴˶ˢ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˵˥ˣ˶ˬ 

callFunc ˞ˣˢ ˭ˣˮˠˮˬˢ ˧˶˵˧˰ˢ ˪˷ Predator ˸˴˶ˢ˪ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˧˸ˣ˶˧˶˷ ˫˧˩˧˪ˢ˸˟ ˫˧˵˥ˣ˶ˬ Φ˞ˣˢ ˟˪˷ˬ 

˸˞ cache sπPAC Σ Mach exceptions ˢ˧˴˪ˣ˲˧ˮˬˣ ˪˷ ˟˴ˬ sπthread ˧ˡ˩˪ ˟˧˦˧ˬ˧˶˲ ˡ˥˞ ˭˸˧ˮ˷ ˞ˣ˶˵˪ x˪ Σ

˪˟˵ˬˢ ˰˧˟˴ˬ ˢ˧˴˵ˮˣ˲˪ ˡ˰ˣ 6 ˫˧˦ˮˬˣˠ˶˞ Σx0-x5Φ 
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˭ˣˮˠˮˬˢ 

Ϧtrojan threadύ Ϧ˥ˮˣˬ ˧ˬ˧ˮ˲ ˪˷ (Predator Σ˟˷ˣ˧ ˨˧˪ˢ˸˟ ˵˥ˣ˶ˬˢ ˪˰ breakpoint ˶˴˧˧ˬˣMach 

exceptions ˭˲ˣ˞˟ ˱˧˴˶ ΦcallFunc ˪˟˵ˬ ˸˞ sπexception Σ˞˪ˬˬ ˸˞ ˧˶˦˯˧ˠ˶ ˫˧˦ˮˬˣˠ˶˞ˢ Σ˱˪ˣ˷ˣ ˬ-

cache sπPAC ˸˞ ˧˩˶˰ sπPC sxπLR ˫˧ˬˣ˸˥ˢ ˫˧ˮˣ˩ˮˢ Φ˸˟ˣ˷˸ sπexception ˢ˪˧˩ˬ ˸˞ ˟˴ˬ sπthread 

ˢˮˣ˷˷ π ˶˷˞˩ˣ ˪ˮ˶˵ˢ ˶˯ˣˬ ˸˞ ˢ˟ˣ˷˸ˢ Σπstrojan thread ˨˧˷ˬˬ ˳ˣ˶˪ ˸˟ˣ˸˩˟ ˸˧˧˴˵ˮˣ˲ ˡ˰˧ˢ ˫˰ 

˫˧˦ˮˬˣˠ˶˞ˢ ˣˮ˧ˣ˴˷Φ 

˸˟ˣ˸˩ ˢ˶ˤ˥ˢ ˠˣ˯ˬ άpoison LR έˢ˰˧˟˴ˬ ˢ˶ˤ˥˟ ˪πbreakpoint ˱˯ˣˮ Σ˨˩ ˶˷˞˩˷ ˢ˧˴˵ˮˣ˲ˢ ˸˶ˤˣ˥ Σ˶˴ˣˮ 

exception ˷ˡ˥ xπPredator ˸˪˟˵ˬ ˟ˣ˷ ˢ˦˧˪˷ Φ˨˩ ˶˴ˣˮ ˭ˣˮˠˮˬ reusable ˧˲ˣ˯ˮ˧˞ ˢ˞˧˶˵˪ ˸˵˥ˣ˶ˬ 

˸ˣ˧˴˵ˮˣ˲˪ Σ˶ˬˣ˪˩ ˭˧˰ˬ Remote Procedure CallΦ ˶ˣ˵ˬ ˸ˣ˯˥˧˧˸ˢ Υˢ˧˴˵ˮˣ˲ˢ ˸˟ˣ˸˩˟ 0x10000B028 

˸ˡ˰˸ˬ ˠˣ˪˟ ˸˞ ˶ˣ˵ˬ ˳˟ˣ˵ˢ ˢ˪˷ ˩πϦTaskROPDevOff.hϦπ ˢˬ ˶˷˞ˬ˷ ˶˟ˣˡˬ˷ ˢ˵˧ˮ˩˦˟ ˸˯˯ˣ˟ˬ ROP 

ˢˮˮ˩ˣ˸˷ ˶ˣ˟˰ ˫˧˶˧˷˩ˬ ˫ˢ˟˷ Developer Mode ˣˮ˧˞ ˪˰˲ˣˬΥ 

 
˶ˣ˧˞] 8Υ  callFunc ˶˥˞˪ decompilation π ˢ˶˵ˬ˟ ˪˷ cache miss ˟ cache sπPAC Σˢ˧˴˵ˮˣ˲ˢ ˢ˪˧˰˲ˬ ˸˞ signState ˧ˡ˩ ˸ˣˮ˟˪ cache ˭˟ 256 

˸ˣˬˣ˷˶ ύLABEL_33 Φόˢ˶˵ˬ˟ ˪˷ cache hit (LABEL_38 Σό˸˰˴˟˸ˬ ˢ˲˧˪˷ ˸˧ˡ˧˧ˬ ˸ˣ˰˴ˬ˞˟ getFlags >> 24 Σ˶˥˞˪ˣ ˭˩ˬ ˸˶ˡˠˢ PC xπLR 

˸ˣ˰˴ˬ˞˟ setPC/setLR ˫˰ ˫˧˰˧˟˴ˬ ˫˧ˬˣ˸˥ Σ˧ˮ˲˪ ˢ˞˧˶˵ˢ ˪πExceptionMessage::Sendώ 
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˞˴ˬˬ 5 Υ RWTransfer π ˱ˣ˸˧˷ ˧˟˧˦˧ˬ˧˶˲ ˪ˮ˶˵ ˭˧˟ ˫˧˩˧˪ˢ˸ 

ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˪˷ Predator ˸˪˴˲ˬ ˸ˣ˪ˣ˩˧ ˭˧˟ ˶˲˯ˬ ˫˧˩˧˪ˢ˸ά Υwatcher έ˪ˢˮˬ ˸˞ ˶ˣˤ˥ˬ ˫˧˧˥ˢ Σˡˣ˰˟ 

˧˩˧˪ˢ˸˷ άhelper έ˫˧˰˴˟ˬ ˸˞ ˟˵˰ˬˢ ˪˰ˣ˲˟ Φπswatcher ˠ˧˷ˬ Kernel R/W ˸ˣ˰˴ˬ˞˟ ˪ˣ˴˧ˮˢ ˧ˮˣ˷˞˶ˢ Σ

˨˞ ˫ˠ sπhelpers ˫˧˵ˣ˵ˤ ˨˩˪ ΦRWTransfer ˶˸ˣ˲ ˸˞ ˢ˧˰˟ˢ ˣˤˢΥ 

 

˶ˣ˧˞] 9 Υ˪ˣ˵ˣ˦ˣ˶˲ RWTransfer ˱ˣ˸˧˷˪ ˸ˣ˪ˣ˩˧ Kernel R/W ˭˧˟ ˫˧˩˧˪ˢ˸ώ 

 

πswatcher ˶˟ˣ˰ ˪˰ ˸ˣˬ˧˷˶ ˸ˣ˶˷ˣ˵ˬ ˪ˮ˶˵˟ Σ˫˰ offsets ˫˧˧ˡˣ˥˧˧ ˸˵˪˥ˬ˪ ˶˧˷˩ˬˢ Σ˧ˡ˩ ˞ˣ˴ˬ˪ ˸˞ 

ˢˮ˟ˬ sπtask ˪˷ sπhelper Σ˶˥˞˪ ˭˩ˬ ˸˞ ˟˥˶ˬ sπIPC ˣ˪˷ Σ˶˥˞˪ˣ ˭˩ˬ ˸ˣˬˣ˷˶ port ˸ˣˡˡˣ˟ Φˣˢˤ ˡ˥˞ 

˫˧˟˧˩˶ˢ ˫˧˟˩˶ˣˬˢ ˶˸ˣ˧˟ ˟πPredator π ˞ˣˢˣ ˪˪ˣ˩ ˢ˧˴˪ˣ˲˧ˮˬ ˸˧ˮ˦˪ˣˬ˧˯ ˪˷ Mach portsΣ file 

descriptors Σ˸ˣˬ˧˷˶ ˸ˣ˶˷ˣ˵ˬ ˪ˮ˶˵˟ ˧˟˴ˬˣ threadΦ 
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˞˴ˬˬ 6 Υ˭ˣ˶˸˲ ˵˥ˣ˶ˬ ˪˷ ˸ˣˡˣ˸ˬ Objective-C 

˶˷˞˩ Predator ˢ˩˧˶˴ ˰˴˟˪ hook ˸ˡˣ˸ˬ˪ Objective-C ˨˧˪ˢ˸˟ ˵˥ˣ˶ˬ Σ˞˧ˢ ˞˪ ˡ˧ˬ˸ ˢ˪ˣ˩˧ ˨ˬ˸˯ˢ˪ 

˪˰ ˸ˣ˸˪˧˞˷ runtime ˸ˣ˧ˬˣ˵ˬ Φˡˣ˰˟ ˸ˣˡˣ˸ˬ˷ ˸ˣ˷ˬˣˬˬ˷ ˨ˣ˸˟ sπdyld shared cache ˸ˣ˲ˣˬˬ ˭˸ˣ˞˪ 

˸ˣ˟ˣ˸˩ ˪˩˟ ˫˧˩˧˪ˢ˸ˢ ˣ˸ˣ˞˟ boot Σ˸ˣˡˣ˸ˬ ˫˧˧˶˞ˮ˧˟˟ ˫˧˧˲˧˴˲˯ ˢ˧˴˵˧˪˲˞˪ ˸ˣ˲ˣ˲˩ ˪πASLR slides 

˫˧ˡ˶˲ˮ ˪˩˪ ˨˧˪ˢ˸ Φ˭˩˪ Predator ˢ˴˧˶ˬ ˸˞ ˸˶˷˶˷ ˭ˣ˶˸˲ sπObjective-C runtime ˢ˞˪ˬˢ ˵ˣ˥˶ˬ 

˸ˣ˰˴ˬ˞˟ callFunc Σ˨˩ˣ ˢ˥˧˦˟ˬ ˸ˣ˞˴ˣ˸ ˸ˣˮˣ˩ˮ ˞˪˪ ˸ˣ˪˸ ˫ˣ˵ˬ˟ ˣ˟˷ ˸ˡˣ˸ˬ ˡ˰˧ˢ ˸˷ˬˣˬˬΥ 

 

˪˩ ˸˞˧˶˵ callFunc ˸˶˟ˣ˰ ˨˶ˡ ˪˩ sπpipeline ΥMach exception    ҥcache PAC  ҥˢ˧˴˪ˣ˲˧ˮˬ ˪˷ ˟˴ˬ 

thread Φ˰ˣ˴˧˟ ˪˩ ˸˰˟˶˞ ˫˧˟˪˷ˢ ˵ˣ˥˶ˬ ˥˧˦˟ˬ ˭ˣ˶˸˲ ˭ˣ˩ˮ ˫ˠ ˶ˣ˟˰ ˸ˣˡˣ˸ˬ ˳ˣ˥ˬ˷ ˪πshared cache Σ

˭ˢ˟˷ ˸ˣ˟ˣ˸˩ˢ ˸ˣ˧ˬˣ˵ˬˢ ˸ˣ˵˥ˣ˶ˬˢˣ ˣ˧ˢ˧ ˸ˣˮˣ˷ ˟˵˰ ASLR slides ˫˧˧˞ˬ˴˰Φ 

[ 

˞˴ˬˬ 7 Υ˸˴˧˶˦ˬ ˢ˩˧ˬ˸ ˫˧˶˧˷˩ˬ˟ π 21 ˫˧ˬˠˡ ˟π5 ˸ˣ˵˪˥ˬ 

˸ˣ˯˧˶˲ ˧ˮ˟ˬ ˪ˮ˶˵ˢ ˸ˣˮ˸˷ˬ ˭˧˟ ˧ˬˠˡ iPhone ˟˵˰ ˫˧˪ˡ˟ˢ ˶ˣˡ˟ sπSoC Σ˧ˮ˧˧˲˞ˬ˟ ˢ˥˦˟˞ ˟xπiOS kernel 

builds ΦPredator ˢ˵˧ˤ˥ˬ ˸ˣ˧˴˶ˣˠ˧˲ˮˣ˵ ˧˲˪ ˸˵˪˥ˬ ˶˧˷˩ˬ Σ˫˰ offsets ˫˧˵˧ˣˡˬ ˪ˮ˶˵˟Φ 

 

ˢ˶˰ˢ Υ˸˵˪˥ˬ ˶˧˷˩ˬ 2 ˢˮ˧˞ ˸˞˴ˬˮ ˷ˣˬ˧˷˟ ˢˬ˧ˠˡ˟ xʕ π ˪˩˩ ˢ˞˶ˮˢ ˞˧ˢ ˢ˶ˣˬ˷ ˸˯˶ˠ˪ ˢ˶ˬˣ˥ ˸ˬ˧ˣ˯ˬ 

ˣ˞ ˢˡ˥ˣ˞ ˫˰ ˢ˵˪˥ˬ ˸˶˥˞ Φ˫˧˶˧˷˩ˬ ˫ˮ˧˞˷ ˫˧˩ˬ˸ˮ ˫˧ˬ˶ˣˠ ˢ˧˴˵ˮˣ˲˪ ˶˧ˤ˥ˢ˪ 5 Σ˨˩˟ˣ ˵˧˯˲ˢ˪ ˸˞ 

ˢ˴˶ˢˢ ˫ˣ˵ˬ˟ ˭˩˸˯ˢ˪ ˟πkernel panic Φ˨˯˟ ˪ˣ˩ˢ Υ21 ˧ˬˠˡ iPhone ˫˧˰˶˸˷ˬˢ ˪˰ ˢ˶ˬˣ˥ ˫˧ˮ˷ˢˬ 

2018-2022Φ 
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˥ˣˮ˰˲ ˸ˣ˞ˣˣ˷ˢ sπXOR 

ˡˣ˵ˢ ˶˟˰˷ decompilation Σˠ˴ˣˬˢ ˶ˣ˧˞˟ 10 Σˢ˞˶ˮ ˣ˪˧˞˩ ˞ˣˢ ˪˧˩ˬ ˫˧˰ˣ˟˵ ˫˧˧˪ˬ˧˴ˡ˯˵ˢ ˫˧ˬˣ˦˞ Σ˨˞ 

ˢ˷˰ˬ˪ ˶˟ˣˡˬ ˦ˣ˷˲ ˸ˣˤˣ˶˥ˬ˟ ASCII ˸ˣˡˡˣ˵ˬˢ ˟πXOR Φˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˣ˵ ˪πόύuname ˧ˡ˩ ˪˟˵˪ ˸˞ 

ˢˢˤˬ ˢˮˣ˩ˬˢ ˪˷ ˶˧˷˩ˬˢ Σˢˬˠˣˡ˪ iPhone15,3 Σ˶˥˞˪ˣ ˭˩ˬ ˸˰˴˟ˬ ˸ˣ˞ˣˣ˷ˢ XOR π ˫˞ ˢ˞˴ˣ˸ˢ ˢˣˣ˷ 

˯˲˞˪ Σ˶˧˷˩ˬˢ ˫˞ˣ˸ Φˡˣˡ˧˵ˢ ˶˧˷˧ Υ0x3531 ˞ˣˢ ASCII ˶ˣ˟˰ Ϧ15 Ϧπx0x332C ˞ˣˢ ASCII ˶ˣ˟˰ Ϧ3Σ ΣϦ˫ˢ˧ˮ˷ 

˶ˡ˯˟ ˫˧˸˟ little-endian Φ˪˩ ˧˞ˮ˸ ˦˪˲˟ sπdecompiled ˢ˲ˣˬˬ ˸ˣ˶˧˷˧ ˢˢˤˬ˪ ˫ˠˡ iPhone ˧˲˧˴˲˯Φ 

ˢˬˠˣˡ˪ Σ˧˞ˮ˸ˢ ˭ˣ˷˞˶ˢ ˵ˣ˪˟˟ ˶˧ˤ˥ˬ˷ 4Υ 

qword_1000491A0 ^ 0x3531656E6F685069 γ "iPhoneXX"  
( char *)&qword_1000491A0 + 3) ^ 0x332C3531656E6F γ "oneXX,Y"  

˶˷˞˩ ˧˸˷ ˸ˣ˞˴ˣ˸ sπXOR ˭s ˯˲˞ Σ˸ˤˣ˶˥ˬ ˶˧˷˩ˬˢ ˸ˬ˞ˣ˸ ˪πϦiPhone15,3 Ϧπ ˶ˬˣ˪˩ iPhone 14 Pro 

MaxΥ 

 

˶ˣ˧˞] 10 Υ VersionDispatcher::OffsetsVersionByDeviceInit ˶˥˞˪ decompilation π ˧ˣˢ˧ˤ ˶˧˷˩ˬ ˸ˣ˰˴ˬ˞˟ uname() ˫˰ ˸˞ˣˣ˷ˢ ˸ˣˤˣ˶˥ˬ 

˸˯˯ˣ˟ˬ XOR Σˢ˶˧ˤ˥ˬˢ ˸ˣ˵˪˥ˬ ˶˧˷˩ˬ 0-4 Σˢ˶˧ˤ˥ˬˣ 5 ˶ˣ˟˰ ˫˧ˬˠˡ ˫ˮ˧˞˷ ˫˧˩ˬ˸ˮ ˧ˡ˩ ˵˧˯˲ˢ˪ ˸˞ ˢ˴˶ˢˢ ˭˲ˣ˞˟ ˥ˣ˦˟ώ 
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˸˶˷˶˷ ˢ˲˧˵˸ˢ ˢ˞˪ˬˢ 

 

˶ˣ˧˞] 11 Υ˸˶˷˶˷ post-exploitation ˢ˞˪ˬ Σ˪ˣ˴˧ˮˢˬ ˧ˮˣ˷˞˶ˢ ˡ˰ˣ ˟˵˰ˬ ˪˧˰˲ώ 

˪˩ ˟˪˷ ˧ˣ˪˸ ˪˩˟ ˫˧˟˪˷ˢ ˣˬˡ˵˷ x˪ π ˪˷˩ ˡ˧˥˧ ˪˩˟ ˢˡˣ˵ˮ ˸˶˷˶˷˟ ˪˦˟ˬ ˸˞ ˸˶˷˶˷ˢ ˢ˪ˣ˩ Φ˟ˣ˪˧˷˟ 

˫˰ ˸˩˶˰ˬ ˧ˡˣ˵ ˢ˞˧ˠ˷ˢ ˢˡ˰ˣ˸˷ ˶ˬ˞ˬ˟ ˭ˣ˷˞˶ˢ ˣˮ˪˷ Σ˶˟ˡˢ ˵˧ˮ˰ˬ ˧˪˧˰˲ˬ˪ Predator ˰ˡ˧ˬ ˧˦˯ˣˮˠ˞˧ˡ 

˵˧ˣˡˬ ˧˟ˠ˪ ˢˤ˧˞ ˟˪˷ ˪˷˩ˮ ˰ˣˡˬˣΦ 

 

˫ˣ˩˧˯ 

FDGuardNeonRW ˫˧ˠˡˬ ˧˩ ˫˧˶˦˯˧ˠ˶ ˫˧˧˶ˣ˦˵ˣ ˪˷ ARM NEON Σˣˡ˰ˣˮ˷ ˟ˣ˷˧˥˪ ˧˪˧˟˵ˬ Σ˫˧˪ˣ˩˧ ˸ˣ˧ˢ˪ 

˫˧˟˯ˣˬ ˷ˬ˷˪ ˳ˣ˶˰˩ ˧ˣˬ˯ ˢ˷˧ˠ˪ ˭ˣ˶˩˧ˤ˪ ˪ˮ˶˵ˢ Φ˧˟˧˦˧ˬ˧˶˲ ˢ˞˧˶˵ˢ ˪˷ 528 ˫˧˸˟ ˢ˟˧˸˩ˢˣ ˸˸ˬˣ˞ˬˢ 

˸ˣ˰˴ˬ˞˟ polling ˫˧ˮ˧ˬ˞ ˵˧˲˯ˬ ˧ˡ˩ ˨ˣˬ˸˪ ˪˩˟ ˸˶ˠ˯ˬ sπpost-exploitation ˪˷ PredatorΦ 

˸˲˧˵˰ sπPAC ˢ˷˧˥ˬˬ ˧˩ ˧ˮ˧˧˲˞ˬ ˢ˥˦˟˞ ˫˧˧˸˶ˬˣ˥ Σ˱˞ ˫ˢ˷ ˫˧˪˰ˬ ˸˧˸ˣ˰ˬ˷ˬ ˸˞ ˱˶ˢ Σ˫˧ˮ˸˧ˮ 

ˢ˲˧˵˰˪ ˶˷˞˩ ˱˵ˣ˸˪ ˷˧ ˸˷˧ˠ ˢ˞˧˶˵λˢ˟˧˸˩ ˪ˮ˶˵˪ Φ˸ˣ˰˴ˬ˞˟ ˡ˧˴ gadgets ˸ˣ˶ˠ˯ˬ˟ ˪˷ Apple ˢˬ˴˰ 

˟ˣ˷˧˥ˣ ˷˞˶ˬ ˪˷ cache ˸ˣˬ˧˸˥ ΣPredator ˢ˯˧˟ˬ ˸˞ pointer authentication ˫˰ ˢ˶ˣ˵˸ ˢ˥˧ˮˤ ˭ˬˤ˟ 

ˢ˴˧˶Φ 
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˭ˣˮˠˮˬ ˸˶˟˰ˢ ˸ˣ˪ˣ˩˧ˢ ˱˷ˣ˥ ˸˞ ˸ˬ˶ ˫ˣ˩˥˸ˢ ˧˯ˡˮˢˢ ˪˷ ˸ˣˮ˩ˣ˸ ˪ˣˠ˧˶ ˸ˣ˧˶˥˯ˬ Φ˸˶˟˰ˢ ˸˷˧ˠ Kernel 

R/W ˭˧˟ ˫˧˩˧˪ˢ˸ π ˸˪˪ˣ˩ˢ ˢ˧˴˪ˣ˲˧ˮˬ ˸˧ˮ˦˪ˣˬ˧˯ ˪˷ Mach ports Σ file descriptors Σ˸ˣˬ˧˷˶ ˸ˣ˶˷ˣ˵ˬ 

˪ˮ˶˵˟ ˧˟˴ˬˣ thread π ˸˲˵˷ˬ ˢ˰˵˷ˢ ˸˧˯ˡˮˢ ˸˩˷ˬ˸ˬ ˸˧˰ˣ˴˵ˬˣΦ 

˫˧˞˴ˬˬ ˢ˪˞ ˫˧˷˧ˠˡˬ ˸ˣ˞˧˴ˬ ˸˥˩ˣ˲ˬ Υ˧˵˲˯ ˸ˣˮ˩ˣ˸ ˪ˣˠ˧˶ ˸ˣ˧˶˥˯ˬ ˫˧˰˧˵˷ˬ ˸ˣ˟˶ ˸˯ˡˮˢ˟ post-

exploitation Σ˞˪ˣ ˵˶ ˧ˣ˪˧ˠ˟ ˸ˣ˷˪ˣ˥ ˸ˣ˧ˮˣ˷˞˶ Φˢˮˠˢ ˧ˮ˲ˬ ˸ˣ˪ˣ˩˧ ˢ˪˞˩ ˸˷˶ˣˡ ˧˰˴ˬ˞ ˢ˥˦˟˞ ˫˧˪˰ˣ˲˷ 

˸˥˸ˬ ˢˬ˶˪ ˫˧˪˩ˢ˷ ˣ˪˪ˢ ˫˧˥˧˪˴ˬ ˰ˣˠ˲˪ ˢ˟ π attestation ˷˶˷ˣˬ˷ ˢ˶ˬˣ˥˟ Σ˭ˣ˶˩˧ˤ ˪ˮ˶˵ ˫ˣ˸˥ x˞ 

˫ˣ˦˞Σ ˶ˣ˦˧ˮˣ out-of-band ˣˮ˧˞˷ ˨ˬ˸˯ˬ ˪˰ ˸ˣˬ˪˷ ˸˧ˮ˯˥ˬ ˢˮ˩ˣ˸ˢ ˪˷ ˶˧˷˩ˬˢ ˣˬ˴˰Φ 

 

˸ˣ˶ˣ˵ˬ ˰ˡ˧ˬ 

мΦ WŀƳŦ ¢ƘǊŜŀǘ [ŀōǎΣ άtǊŜŘŀǘƻǊΩǎ Yƛƭƭ {ǿƛǘŎƘΥ ¦ƴŘƻŎǳƳŜƴǘŜŘ !ƴǘƛ-Analysis Techniques in iOS 

SpywareΣέ WŀƴǳŀǊȅ нлнс 

нΦ WŀƳŦ ¢ƘǊŜŀǘ [ŀōǎΣ άHow Predator Spyware Defeats iOS Recording IndicatorsΣέ CŜōǊǳŀǊȅ нлнс 

оΦ DƻƻƎƭŜ ¢ƘǊŜŀǘ LƴǘŜƭƭƛƎŜƴŎŜ DǊƻǳǇΣ ά{ŀƴŎǘƛƻƴŜŘ ōǳǘ {ǘƛƭƭ {ǇȅƛƴƎΥ LƴǘŜƭƭŜȄŀΩǎ tǊƻƭƛŦƛŎ ½ŜǊƻ-Day 

Exploits ContinueΣέ 5ŜŎŜƳōŜǊ нлнр 

4. Apple, Apple Platform Security Guide 

 

ˢ˞˧˶˵˪ ˸˲˯ˣˮ 

Jamf Threat Labs  πResearch blog and additional publications π 

https://www.jamf.com/blog/category/jamf-threat-labs/ 

 

˪˰ s˶˟˥ˬ 

˶˧ˮ ˫ˢ˶˟˞ ΣVP Research ΣJamf.Φ ˭˧˞ˡ˵ˮ˧˪Υ 

https://www.linkedin.com/in/nir-avraham-95b96b3с  

˫ˠ˶ˣ˸ ˨˶˰ˮˣ ˪˰ ˧ˡ˧ ΥIL4N10US 

https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/%C2%A0
https://www.jamf.com/blog/predator-spyware-anti-analysis-techniques-ios-error-codes-detection/%C2%A0
https://www.jamf.com/blog/predator-spyware-ios-recording-indicator-bypass-analysis/%C2%A0
https://cloud.google.com/blog/topics/threat-intelligence/intellexa-zero-day-exploits-continue%C2%A0
https://cloud.google.com/blog/topics/threat-intelligence/intellexa-zero-day-exploits-continue%C2%A0
https://help.apple.com/pdf/security/en_US/apple-platform-security-guide.pdf%C2%A0
https://www.jamf.com/blog/category/jamf-threat-labs/
https://www.jamf.com/blog/category/jamf-threat-labs/
https://www.linkedin.com/in/nir-avraham-95b96b36
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˼˳˶˼˴ ˧˶˲˯ˬ 

ˢˡ˞˧˴ ˧˲ˣ˯ ˸˞ˬ 

 

ˢˬˡ˵ˢ 

 ˽˫˧˪˧ˠ˶˽ˢ ˫˧˶˲˯ˬˢ ˪˰ ˞˪ ˪˟˞ .˫˧˶˲˯ˬ ˪˰ ˶˟ˡˮ ˣ˞ˣ˟ ,˫˧˶˲˯ˬ ˪˷ ˶˥˞ ˠˣ˴˧ ˪˰ ˞˪˞ ,˫˧˶˧˩ˬ ˣˮ˪ˣ˩˷

˼˳˶˼˴ ˡˣˡ˧˵˟ ˫˧˶˲˯ˬ. ˢˣ˟ˠ ˶ˡ˯ˬ ˸ˣ˧˴˵ˮˣ˲ ˶ˣ˸˟ ˫˧˧˰˟˦ˢ ˫˧˶˲˯ˬˢ ˸˞ ˠ˧˴ˢ˪ ˨˶ˡ ˞˧ˢ ˼˳˶˼˴ ˡˣˡ˧˵. 

ˢˣ˟ˠ ˶ˡ˯ˬ ˢ˧˴˵ˮˣ˲  ˢ˧˴˵ˮˣ˲ ˢ˶˧ˤ˥ˬ ˣ˞ ,˦˪˵˩ ˧ˢ˷˪˩ ˢ˧˴˵ˮˣ˲ ˸˪˟˵ˬ˷ ˢ˧˴˵ˮˣ˲ ˞˧ˢ ˧ˢ˷˪˩.˦˪˲˩ 

 ˶˸ˣ˧ ˸ˣ˦ˣ˷˲ ˫˧˪˧ˬ˟ ˣ˞- ˸ˣ˧˴˵ˮˣ˲ ˢ˪˞ ˸ˣ˧˴˵ˮˣ˲ ˪˰ ˸ˣ˪˰ˣ˲˷. 

 ˡˣˡ˧˵ˢˬ˧˰˟˦ˢ ˶˲˯ˬ˪ ˫˧˞˸ ὲ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ὅ Ὢȟὼ ˨˩ ˸˶ˡˠˣˬ˷: 

ὅ ˷ ˢ˧˴˵ˮˣ˲ ˞˧ˢ˸˪˟˵ˬ ˫˧˶˦ˬ˶˲ ˧ˮ˷: 

¶ ˭ˣ˷˞˶ˢ, Ὢ, ˟ ˸ˮˬˣ˯ˬ˷ ˢ˧˴˵ˮˣ˲ ˞ˣˢ- Ὢˠˣ˯ˬ ˣˢ˷˪˩ ˶˟˧˞ ˢ˲ˬˬˣ  ˧˶ˮˠὝ ,ˬ ˣˢ˷˪˩ ˶˟˧˞ ˪˞ ˣ˸ˣ˞

ˢˠˣ˯ ,Ὕ.  

¶ s˧ˮ˷ˢ ˶˦ˬ˶˲ ,ὼ ,ˣˢ˷˪˩ ˶˟˧˞ ˞ˣˢ ,ˠˣ˯ˢ ˣ˸ˣ˞ˬ - Ὕ. 

 ˢ˧˴˵ˮˣ˲ˢˢ˶˧ˤ˥ˬ ˸˪˰˲ˢ ˪˷ ˢ˞˴ˣ˸ˢ ˸˞ Ὢ ˪˰ ὼ ,ὲ ˸˶˷˶˷˟ ˫˧ˬ˰˲ - ˟˸˞ ˪˧˰˲ˮ ˢˮˣ˷˞˶ ˫˰˲ Ὢ ˪˰ 

ὼ, ˸˞ ˪˧˰˲ˮ ˢ˧˧ˮ˷ˢ ˫˰˲˟ Ὢ ˶ˬˣ˪˩) ˫ˡˣ˵ˢ ˟˪˷ˢ ˪˷ ˢ˞˴ˣ˸ˢ ˪˰ Ὢὼ,( ˩ˣ ˭ˢ˪˞ˢ ὲ ˫˧ˬ˰˲. 

˨˩ ˢˤ ˸˞ ˟ˣ˸˩ˮ ˧˪ˬ˶ˣ˲ ˭˲ˣ˞˟ ˢˤ ˸˞ ˟ˣ˸˩˪ ˢ˴˶ˮ ˫˞: 

ὅ Ὢȟὼ ὪȢȢȢὪὼȢȢȢ 

                 ὪÏ Ὢ ÏȣÏ Ὢὼ 

                 Ὢ ὼ 

˧˷ˬˬ˪ ˢˤ ˸˞ ˫˧˩˲ˣˢ 

 ˪˰ ˪˩˸˯ˮ ˧ˡ˩ ˸˥˞ ˢˬˠˣˡ˦˷˲ˣˬ ˸ˣ˥˲˪ ˢˤ ˸˞ ˨ˣ˲ˢ˪. 

˸˞ ˶˧ˡˠˮ Ὢ  ˶ˣ˸˟ ˣˮ˪˷Ὢὼ ςz ὼ. ˷ ˶ˬˣ˞˷ ˢˬˢ˴ˣ˟˵ˢ ,˸ˣ˞˟ˢ ˸ˣ˞ˬˠˣˡ˟,  ,˧˶ˮˠˢ ˠˣ˯ˢ ˣ˞

ˢ˪˰ˬ˪ ˣˮ˶˩ˤˢ˷ ,Ὕ ˢ˧ˢ˧ ,˫˧˧˷ˬˬˢ ˫˧˶˲˯ˬˢ )ᴙ.( 

¶  ˢ˧˴˵ˮˣ˲ˢὅ ˢ ˞˧ˢ ˢ˧˴˵ˮˣ˲ ˫˧˞˸ˬ ˼˳˶˼˴ ˡˣˡ˧˵˷ ˶˲˯ˬ˪π. ˪˷ ˢ˞˴ˣ˸ˢ ὅ Ὢȟσ ˧ˢ˸ ˢσ. 

ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˣˮ˪˰˲ˢ ˧˩ ?ˢˬ˪ Ὢ  ˪˰σ  ˶˟˧˞ˢ ˫˰ ˣ˶˞˷ˮ ˭˩˪ˣ ,ˣˮ˪˰˲ˢ ˞˪ ,˶ˬˣ˪˩ ,˫˧ˬ˰˲ ˯˲˞

˧˶ˣ˵ˬˢ. ˧˪˪˩ ˭˲ˣ˞˟ ,ˢ˷˰ˬ˪, ˢ˧˴˵ˮˣ˲ˢ ὅ  ˡ˧ˬ˸ ˧ˮ˷ˢ ˶˦ˬ˶˲ˢ ˸˞ ˢ˶˧ˤ˥ˬ˞ˣˢ˷ ˣˬ˩ ˢ˪˷. 

¶ ˪˷ ˢ˞˴ˣ˸ˢ ὅ Ὢȟσ ˞˧ˢ  Ὢσ ςz σ φ 

¶ ˪˷ ˢ˞˴ˣ˸ˢ ὅ Ὢȟσ ˞˧ˢ  ὪὪσ ςz ςz σ ρς 
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 ˧˰˟˦ ˶˲˯ˬ ˢ˲ˬˬ ˡˣˡ˧˵ˢ ˨˧˞ ˣˮ˟ˢ ˤ˞ὲ ˢ˧˴˵ˮˣ˲˪ ὅ . ˪˟˞ˡ˥˞ ˭ˣˣ˧˩ ˵˶ ˢˤ. 

 ,ˣˮ˸˥ˬ˷˪ ˨ˣ˲ˢˢ ˧ˣ˲˧ˬˢ ˣ˪˧˲˞ˢ˧˴˵ˮˣ˲ ˣˮ˪ ˷˧ ˫˞ .˦ˣ˷˲ ˶˸ˣ˧ ὅ , ˧˰˟˦ ˶˲˯ˬ ˸ˡˡˣ˵ˬ ˞˧ˢ˷ ˣˮ˪ ˰ˣˡ˧˷

 ,˼˳˶˼˴ ˡˣˡ˧˵˟ˣˢ ˣ˸ˣ˞ ˣˢˬ ˸ˣ˪ˠ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞-Ὤ ,˫˰ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˟˷˥ˮ Ὢὼ ὼ ρ  ˶˦ˬ˶˲ ˶ˣ˸˟

ˣ ˭ˣ˷˞˶-π ˧ˮ˷ ˶˦ˬ˶˲ ˶ˣ˸˟. 

˧˩ ?ˡ˟ˣ˰ ˢˤ ˢˬ˪ ὅ ˸˞ ˪˧˰˲˸ Ὢ  ˰˪π ˨˯˟- ˪˩ˢὬ ˪ ˱˧˯ˣ˸ ,˶ˬˣ˪˩ ,˫˧ˬ˰˲-π ˶˲˯ˬˢ ˸˞ ρ Ὤ ,˫˧ˬ˰˲ 

ˢ˧ˢ˸ ˢ˞˴ˣ˸ˢ ˭˩˪ˣ Ὤ. 

˫˧ˮˣˣ˧˩ˢ ˧ˮ˷˪ ˡ˟ˣ˰ ˧ˣ˲˧ˬˢ ˤ˞  J 

 

˞˦ˬ-˸ˣ˧˴˵ˮˣ˲ ˞˦ˬ 

˶˲˯ˬ˪ ˢˬ˧˞˸ˬ˷ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˭ˬ˯ˮ ˣ˞ˣ˟ ὲ ˢ˧˴˵ˮˣ˲ˢ ˸˞ ὅ ˟ ˶ˣ˸ὅ )encode ˞˪ ,encrypt J(. 

˨ˣ˲ˢˢ ˧ˣ˲˧ˬˢ ˸˞ ˢ˷ˣ˰˷ ˢ˧˴˵ˮˣ˲ˢ ˸˞,˥ˣˮ˰˲ˢ ˣ˞ , ˟ ˭ˬ˯ˮ-ὅ. 

 ˸ˣ˧˴˵ˮˣ˲ˢ˷ ˣˮ˶ˬ˞ὅ ˣ˞ˣ˟ ˤ˞ ,˫˧˶˲˯ˬ ˸ˣˠ˴˧˧ˬ ,˼˳˶˼˴ ˧˶˲˯ˬ ˸ˣ˶˥˞ ˫˧˪˧ˬ˟ ˣ˞ , ˶ˣ˟˧˥ ˸ˣ˪ˣ˰˲ ˶˧ˡˠˮ

˪˲˩ˣ  ˸ˣ˪ˣ˰˲ ˶˧ˡˠˢ˪ ˞˧ˢ ˢ˶˦ˬˢ .ˢ˪˞ˢ ˫˧˶˲˯ˬˢ ˪˰ ˭˧˟ ˢ˪˞ˢ ˫˧˶˲˯ˬˢ˧ˣ˲˧ˬˢ ˪˰ ˣ˶ˬ˷˧˷ ˭ˣ˩ˮ .

˫˧˧˵˸˧˷ ˢ˴˶ˮ ,˶ˬˣ˪˩: 

ὅ ὲ ά ὅ ὲ ὅ ά  

˧˵˧˶˦ ˢ˲˧˦ ˢ˲ ˭ˣˬ˧˯ˢ.  ˡ˴ˬ ˢ˶ˣ˵˷ ˢˬ˫˧˧˰˟˦ ˧ˮ˷ ˭˧˟ ˪˧ˠ˶ ˶ˣ˟˧˥ ˢˤ ˪˞ˬ˷ ,ὲ -xά.  ˶ˣ˟˧˥ˢ ˸˞˴ˣ˸ ˪˰

˸˞ ˫˧˪˧˰˲ˬ ὅ  ˢ˧˴˵ˮˣ˲ˢ ˸˞ ˫˧˪˟˵ˬˣ ὅ. 

˸˞ ˫˧˪˧˰˲ˬ˷ ˢˤ ˭˧ˬ˧ ˡ˴ˬ ˢ˶ˣ˵˷ ˢˬ ὅ  ˸ˣ˧˴˵ˮˣ˲ ˧˸˷ ˫˧˪˟˵ˬ ,ˡ˶˲ˮ˟ ˧˰˟˦ ˶˲˯ˬ ˪˩ ˪˰ ,ὅ -xὅ 

 ˞˪˞ ,˫˧˶˲˯ˬ ˭˧˟ ˶ˣ˟˧˥ ˞˪ ˢˤ .˶ˣ˟˧˥ ˭ˢˮ˧˟ ˫˧˰˴˟ˬˣ ˸˞ˣ .˸ˣ˧˴˵ˮˣ˲ ˭˧˟ ˭˲ˣ˞ ˣˮ˥ˮ˞ ,ˢˤˢ ˶ˣ˟˧˥ˢ ˫˧˩˧˶˴

˶˧ˡˠˢ˪. 

˶ˣ˟˧˥ˢ ˪˷ ˢ˞˴ˣ˸ˢ ,ˢ˷˰ˬ˪ ὅ ὅ  ˢ˧˴˵ˮˣ˲ˢ ˸ˣ˧ˢ˪ ˢ˩˧˶˴ ὅ . ˫˧˶˦ˬ˶˲˩ ˸˪˟˵ˬ ˞˧ˢ ,˶ˬˣ˪˩

ˢ˧˴˵ˮˣ˲ Ὢ ˧˸˪˥˸ˢ ˨˶˰ˣ ὼ ˸˞ ˢ˪˧˰˲ˬˣ Ὢ ˪˰ ὼ ˩˽ˢ˯ ὲ ά ˫˧ˬ˰˲.  ˢ˞˴ˣ˸ˢ .˪˲˩ ˶˧ˡˠˮ ˢ˶ˣ˴ˢ ˢ˸ˣ˞˟

˪˷ ὅ ὅz ˞˧ˢˢ˧˴˵ˮˣ˲ˢ ὅᶻ. 

 

˷ ˢˬ˼˳˶˼˴ ˣˤˮˣ˪˞ ˟ ˸ˣ˞˶ˢ˪ ˢ˴˶ ˡˣˡ˧˵ ˸˧˟ˣ˷˧˥ ˢ˧˰˟ ˪˩ ˶ˣ˸˲˪ ˶˷˲˞˷ ˢˤ ,ˢˤˢ ˨˶ˡ ˷ˣˬ˧˷

˧˯˧˯˟ ˫˧ˮˣ˸ˮ ˯ˣ˲˧˦ ˶ˣ˸˟ ˸ˣ˧˴˵ˮˣ˲˟˪˩˟ ˸ˣˮ˲˪ ˧˪˟ , .˫˧˶˲˯ˬ˪ ˪ ˠˣ˴˧ˢ ˭˲ˣ˞˟ ˫˧˷ˬ˸˷ˬ ˞˪˷ ˭˟ˣˬ˩

 ˢˤˢ .ˢ˵˧˦˵˶˲˟ˢ˧˴˵ˮˣ˲ ˶ˣ˸˟ ˶˷˞ˬ ˧˶˞ˮ˧˟ ˠˣ˴˧˟ ˶˲˯ˬ ˭ˣ˶˩ˤ˟ ˠ˴˧˧˪ ˪ˣˤˣ ˦ˣ˷˲ ˶˸ˣ˧ ˢ˟˶ˢ. 

 ˶ˣ˟˧˥ ˫˧ˡ˟ˣ˰ ˪˰ˣ˲˟ ˨˧˞ ˭˧˟ˢ˪ ˣˮ˪ ˶ˣˤ˰˧ ˢˤ ˧˩ ,˸˞ˤ ˪˩˟ ˢˤ ˸˞ ˸ˣ˷˰˪ ˣˮ˸˧˞ˬ ˰ˮˬ˧ ˞˪ ˢˤ ,˪˪˪˪˟˞

ˢˤˢ ˡˣˡ˧˵˟ ˪˲˩ˣ! 

https://he.wikipedia.org/wiki/%D7%90%D7%9C%D7%95%D7%A0%D7%96%D7%95_%D7%A6%27%D7%A8%D7%A5%27
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 ˸˧˪˵˯ˢ ˸˴˵ˢˬ˷ˮ˪ 

ˣˮ˥ˮ˞ ˟ ˣˮ˪˷ ˡˣˡ˧˵ˢ ˸˞ ˶˧ˡˠˢ˪ ˫˧˩˪ˣˢ-Haskell, ˢ˶˦ˬ˪ ˸˶ˡˢˮ ˢ˲˷ ˣˤ˷ ˸˞ˤˢ˭ˢ ˸ˣ˧˴˵ˮˣ˲ ˧˩ ,   

first-class citizens ˸ˣ˧˴˵ˮˣ˲˟ ˸ˣ˪˲˦ˬ˷ ˸ˣ˧˴˵ˮˣ˲ ˟ˣ˸˩˪ ˡˣ˞ˬ ˪˵ˣ ,ˢ˪˴˞.  ˧˷ˣ˵˟ ˞˧ˢ˷ ˸˰ˡˣ˧ ˧ˮ˞

.ˡˣ˵˟ ˢ˪˧ˬ ˪˩ ˶˧˟˯ˢ˪ ˢ˥˧˦˟ˬ ˧ˮ˞ ˤ˞ ,˷ˣˬ˧˷˟ 

˫˷˟ ˷ˡ˥ ˫˧ˮˣ˸ˮ ˯ˣ˲˧˦ ˶˧ˡˠˮ CNumber. 

ˬ˪ ,ˢ˷˰CNumber  ˞˪˞ ,˷ˡ˥ ˯ˣ˲˧˦ ˞˪ ˞ˣˢ ˸˲˦˰ˬ:˫˧˯ˣ˲˧˦ ˪˷ ˶ˮ˞˼ˤ˪ 

 ˪˩˪ ˫˧˞˸ˬ ˞ˣˢ˷ ˢ˧˴˵ˮˣ˲: 

¶ :˫˧˶˦ˬ˶˲˩ ˸˪˟˵ˬ 

o ˬ ˶˟˧˞ ˢ˲ˬˬ˷ ˢ˧˴˵ˮˣ˲- Ὕ ˟ ˶˟˧˞˪- Ὕˢ ,-Ὢ ˫ˡˣ˵ˬˬ ˫˧˶˧˩ˬ ˣˮ˥ˮ˞˷ 

o ˟ ˶˟˧˞- Ὕ ˣ˞ ,ὼ 

¶ ˟ ˶˟˧˞ ˢ˶˧ˤ˥ˬˣ-Ὕ. 

-s Ὕ˫˧ˮˣ˸ˮ ˯ˣ˲˧˦ ˪˩ ˸ˣ˧ˢ˪ ˪ˣ˩˧ ˢˤˢ ,string ,float32 ˼ˣ˩ˣ. 

˶ˬˣ˪˩, Ὕ  ˷ ˢ˧˴˵ˮˣ˲˟ ˧˶ˮˠ ˶˦ˬ˶˲ ˞ˣˢ-CNumber ˱˦ˣ˰. 

˸˧˪˵˯ˢ˟ ˢˤ ˸˞ ˟ˣ˸˩ˮ:  

newtype  CNumber = Nr ( forall t .  ( t - > t )  - > t - > t )  

ˣˮ˥ˮ˞  ˫˧˶˧ˡˠˬ ˢ˲˸˞ CNumber ˣ˪˷ ˧˞ˮ˟ˢ˷ ˫˧˶ˬˣ˞ˣ, ˷˞˶˵ˮNr  , ˢˮ˸˷ˬˢ˷) ˸˧˶ˮˠ ˢ˧˴˵ˮˣ˲ ˪˟˵ˬ

˞ˣˢ ˢ˪˷ ˧˶ˮˠˢ t( ˫ˡˣ˵ˬ ˣˮ˶ˡˠˢ˷ ˢ˶ˣ˴ˢˬ. 

˪˵˯ˢ˟ ,˯ˣ˲˧˦ˢ a - > b - > c  ˠˣ˯ˬ ˶˟˧˞ ˭ˣ˷˞˶ ˶˦ˬ˶˲˩ ˸˪˟˵ˬ˷ ˢ˧˴˵ˮˣ˲ ˶˞˸ˬ a  ˧ˮ˷ ˶˦ˬ˶˲˩ˣ

ˠˣ˯ˬ ˶˟˧˞ b ˠˣ˯ˬ ˶˟˧˞ ˢ˶˧ˤ˥ˬˣ c:˷ ˢ˧˴˵ˮˣ˲ ˞˧ˢ ˢ˲ ˣˮ˶ˡˠˢ˷ ˢˬ ˤ˞ . 

¶  ˞ˣˢ ˢ˪˷ ˭ˣ˷˞˶ˢ ˶˦ˬ˶˲ˢ(t - > t),  ˠˣ˯ˬ ˶˟˧˞ ˢ˶˧ˤ˥ˬˣ ˸˥˵ˣ˪˷ ˢ˧˴˵ˮˣ˲ ˶ˬˣ˪˩t. 

¶  ˠˣ˯ˢˬ ˨˶˰ ˞ˣˢ ˢ˪˷ ˧ˮ˷ˢ ˶˦ˬ˶˲ˢt. 

¶  ˠˣ˯ˢˬ ˨˶˰ ˢ˶˧ˤ˥ˬ ˞˧ˢˣt. 

˪ ˸˧ˮ˟˸ ˢˤ ˭˞˩ ˣˮ˶ˡˠˢ˷ ˢˬ ˤ˞ ˼˳˶˼˴ ˧˶˲˯ˬ- ὅ. ˷ ˶ˬˣ˞ ˞˪ ˢˤ˪˩  ˸˧ˮ˟˸˪ ˸ˣˬ˧˞˸ˬ˷ ˸ˣ˧˴˵ˮˣ˲ˢ

˥˶˩ˢ˟ ˼˳˶˼˴ ˡˣˡ˧˵˟ ˫˧˶˲˯ˬ ˸ˣ˶˞˸ˬ -  ˸˧ˮ˟˸ˢ˟ ˫˧˞˸˸ ˸ˣ˧˴˵ˮˣ˲ ˸ˣ˪˟˵ˬ˷ ˸ˣ˧˴˵ˮˣ˲˪ ˧˪˪˩ ˭˲ˣ˞˟

˶˟˧˞ˣ, ˶˟˧˞ ˸ˣ˶˧ˤ˥ˬˣ. 

 ˶˧ˡˠˢ˪ ˪˧˟˷˟ ˢ˶ˡˠˢ˟ ˷ˬ˸˷ˮ ˣ˞ˣ˟ˬ˫˧˶˲˯: 

zero = Nr ( \  f x - > x )  

˫ˡˣ˵ˬ ˣˮ˶ˬ˞˷ ˣˬ˩, ὅ  ˸˞ ˢ˪˧˰˲ˬ ˞˪ Ὢ ˸˞ ˢ˶˧ˤ˥ˬˣ ˪˪˩˟ ὼ ˞ˣˢ˷ ˣˬ˩. 
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 ˢ˲ ˟ˣ˸˩˷ ˢˬ ˵ˣ˧ˡ˟ ˢˤ˷- ˪ ˫˧˶˧˟˰ˬ ˣˮ˥ˮ˞-Nr ˞ˡˬ˪ ˸˧˧˴˵ˮˣ˲ .˸˪˟˵ˬ ˞˧ˢ˷ ˨˶˰ˢ ˸˞ ˢ˶˧ˤ˥ˬ˷ , 

one = Nr ( \  f x - > f x )  

ὅ ˸˞ ˢ˪˧˰˲ˬ Ὢ ˪˰ ὼ .˸˥˞ ˫˰˲ 

two = Nr ( \  f x - > f ( f x )  )  

˭˲ˣ˞ˢ ˣ˸ˣ˞˟, ὅ  ˧ˬ˰˲ ˢ˪˧˰˲ˬ.˫˧ 

 ˧ˮ˷ˢ ˭ˣˣ˧˩˪ ˶ˣ˟˰ˮ ,˭ˣ˷˞˶ˢ ˭ˣˣ˧˩˟ ˡˣˡ˧˵ˢ ˸˞ ˠ˴˧˧˪ ˣˮ˥˪˴ˢ ˤ˞- .˶˲˯ˬ˪ ˢ˧˴˵ˮˣ˲ˬ 

ˠˣ˯ˬ ˫˴˰ ˣˮ˪ ˷˧˷ ˥˧ˮˮ CNumber, ˬ ˪˷ ˡˣˡ˧˵ ˞ˣˢ˷ ˰ˣˡ˧ˣ˯ ˸˞ ˶ˤ˥˷˪ ˪˩ˣˮ ˨˧˞ .ˣˢ˷˪˩ ˧˰˟˦ ˶˲

 ˶˟˩ ?ˠ˴˧˧ˬ ˞ˣˢ˷ ˶˲˯ˬˢ ˢ˧˰˟ˢ ˸˞ ˣˮ˶˸˲˫ˡˣ˵ˬ ˸˞ˤˢˢ˩˩ ˢˤ ˸˞ ˟ˣ˸˩ˮ ˪˵˯ˢ˟ˣ ,: 

eval ::  CNumber - > Int  
eval ( Nr Cn)  = Cn (+ 1)  0 

 ˢ˧˴˵ˮˣ˲ˢeval ˠˣ˯ˬ ,˼˳˶˼˴ ˸˧˧˴˵ˮˣ˲ ˸˪˟˵ˬ ,Nr ˢ˪ ˸˞˶ˣ˵ˣ , ˫˧˶˦ˬ˶˲ˢ ˫˰ƾ+1ƽ, ˪ ˢ˪˧˟˵ˬ˷-

Ὢὼ ὼ ρ  ,˪˵˯ˢ˟ˣ ˶˲˯ˬˢπ.  ˞˧ˢ ˢ˞˴ˣ˸ˢ˸ˠ˴˧˧ˬ ˢ˧˴˵ˮˣ˲ˢ˷ ˧˰˟˦ˢ ˶˲˯ˬˢ. 

ˢ ˸˞ ˷ˬˬˮ˷ ˧ˮ˲˪˼˳˶˼˴ ˧˶˲˯ˬ ˧ˮ˷ ˸˶˟˥ˬ˷ ˢ˧˴˵ˮˣ˲˫˷˟ ˶˸ˣ˧ ˢ˦ˣ˷˲ ˸˥˞ ˷ˬˬˮ , succ.  ˞˧ˢ˷ ˢˬ

ˠˣ˯ˬ ˫˴˰ ˪˟˵˪ ˢˤ ˢ˷ˣ˰ CNumber, ˸˞ ˢ˪˟˧˵ ˞˧ˢ ˫˞ ,˶ˬˣ˪˩ .ˠˣ˴˧˟ ˣ˧˶˥˞ ˞˟ˢ ˫˴˰ˢ ˸˞ ˶˧ˤ˥ˢ˪ˣ 

ὅone/ ˸˞ ˶˧ˤ˥˸ ˞˧ˢ  ὅtwo / .˧˴˵ˮˣ˲˪ ˢ˪˧˟˵ˬ ˣˤˢ ˢ˧˴˵ˮˣ˲ˢ˧˫˧˧˰˟˦ˢ ˫˧˶˲˯ˬˢ ˪˷ ˟˵ˣ˰ˢ ˸. 

succ ::  CNumber - > CNumber 
succ ( Nr Cn)  = Nr ( \  f x - > f ( Cn f x )  )   

˷ ˥˧ˮˮ- succ˸˪˟˵ˬ  CNumber ˧˰˟˦ˢ ˸˞ ˶˞˸ˬ˷ ὲ. 

 ˢ˶˧ˤ˥ˬ ˞˧ˢˢ˷ˡ˥ ˢ˧˧˴˵ˮˣ˲ ˢ˞˴ˣ˸˩,  ˼˳˶˼˴ ˶˲˯ˬ ˫ˠ ˞˧ˢ˷ï  ˞˧ˢ ˧˩ˢ˧˴˵ˮˣ˲ ˸˪˟˵ˬ Ὢ ˶˦ˬ˶˲ˣ ὼ. 

 ˢ˷ˡ˥ˢ ˢ˧˴˵ˮˣ˲ˢ˟ ˷ˬ˸˷˸-Cn˧ˡ˩ ,˼˳˶˼˴ ˸˧˧˴˵ˮˣ˲ ˞˧ˢ˷ , ˞ ˪˧˰˲ˢ˪ ˸Ὢ  ˪˰ὼ ὲ ˲˫˧ˬ˰  ˢˤ ˧˩)

˷ ˢˬ ˢ˶ˡˠˢ˟-Cn ˣ˞ ,ὅ(ˢ˷ˣ˰ ,˫˰˲ ˡˣ˰ ˪˧˰˲˸ ˤ˞ˣ , ˸˥˞ ˸˞ f  ˣˮ˪˟˧˵ ˫˴˰˟ ˨˩ˣ .˸˧˲ˣ˯ˢ ˢ˞˴ˣ˸ˢ ˪˰

ˠˣ˯ˬ ˫˴˰ˢ ˸˞ CNumber ˸˞ ˶˞˸ˬ˷ ὲ ρ ˣ˞ ,ὅ. 
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˸˧'˴˶'˴˟ ˪˲˩ˣ ˶ˣ˯˧˥ ,˶ˣ˟˧˥ 

,˸˰˩ ˫˷˟ ˢ˧˴˵ˮˣ˲ ˫˧˴ˣ˶ ˣˮ˥ˮ˞ .˶ˣ˟˧˥ˢ ˸˧˧˴˵ˮˣ˲ ˸˞ ˶˧ˡˠˢ˪ ˪˵ ˶˸ˣ˧ ˢ˟˶ˢ ˣˮ˪ ˢ˧ˢ˧ add  ˧ˮ˷ ˪˟˵˸˷

ˠˣ˯ˬ ˫˧ˬ˴˰ CNumber ˢ ˸˞ ˶˧ˤ˥˸ˣ-CNumber  ˧˲˪ ,˫˧ˬ˴˰ˢ ˪˷ ˶ˣ˟˧˥ˢ ˸˞ ˶˞˸ˬ˷ ˧˵ˣ˥ ˶ˣ˟˧˥ˢ

ˢ˪˰ˬ˪ ˣˮ˶ˡˠˢ˷: 

add ::  CNumber - > CNumber - > CNumber 
add ( Nr Ca)  ( Nr Cb)  = Nr ( \  f x - > Ca f ( Cb f x ))  

˷ ˥˧ˮˮ-Ca x-Cb ˷ ˼˳˶˼˴ ˧˶˲˯ˬ ˫ˢ˸˞ ˫˧ˠ˴˧˧ˬ ˫˧˧˰˟˦ˢ ὥ -xὦ  ˢ˧˴˵ˮˣ˲ˢ .ˢˬ˞˸ˢ˟ ˧˩ˢ ˫˧˧˶ˠˣ˯˟˷

˫˧˧ˬ˧ˮ˲ ˟ ˫ˡˣ˵ ˸˷ˬ˸˷ˬ-Cb ˸˞ ˪˧˰˲ˢ˪ ˪˧˟˷˟ Ὢ ˪˰ ὼ  ,ὦ ˫˧ˬ˰˲. ˶˥˞-ˣˮ˥ˮ˞ ˨˩ ˷ˬ˸˷ˬ˫˧ ˟-Ca 

ˢ˞˴ˣ˸ˢ ˪˰ ˪˧˰˲ˢ˪ ˪˧˟˷˟ ˫˧˧ˬ˧ˮ˲ˢ ˫˧˧˶ˠˣ˯ˢ ˪˷ ˸˞ Ὢ ,ˡˣ˰ ὥ  .˫˧ˬ˰˲˟ ˩˽ˢ˯˫˧˪˧˰˲ˬ ˣˮ˥ˮ˞ ˸˞ Ὢ ˪˰ 

ὼ ,ὥ ὦ ˣˮ˧˴˶˷ ˢˬ ˵ˣ˧ˡ˟ ˢˤ˷ ,˫˧ˬ˰˲. 

 ˣˮ˪ ˷˧ .ˢ˲˧ ˶˸ˣ˧ ˢˤ ˸˞ ˟ˣ˸˩˪ ˫˧˪ˠˣ˯ˬ ˣˮ˥ˮ˞ ˪˟˞  ˶˦ˬ˶˲˩ˢ˧˴˵ˮˣ˲ˢ ˸˞ Ca  ˸ˣ˧˴˵ˮˣ˲ ˪˧˰˲ˢ˪ ˸˰ˡˣ˧˷

ˣˢ˷˪˩ ˶˟˧˞ ˪˰ ὥ ˸˞ ˪˧˰˲ˢ˪ ˪˧˟˷˟ ˢ˟ ˷ˬ˸˷ˮ˷ ˞˪ ˢˬ˪ .˫˧ˬ˰˲ succ  ˪˰ Nr Cb   ˸˞ ˞ˣ˴ˬ˪ ˢ˩˩ˣ

-sCNumber ˸˞ ˶˞˸ˬ˷ ὥ ὦ? 

˸˞ ˫˧˪˧˰˲ˬ ˫˞ succ  ˪˰ Cb ˢ ˸˞ ˫˧˪˟˵ˬ ˸˥˞ ˫˰˲-CNumber ˸˞ ˠ˴˧˧ˬ˷ ὦ ρ. 

˸˞ ˪˧˰˲ˮ ˫˞ ˭˩˪ˣ succ  ˪˰ Cb ὥ ˸ˣ˰˴ˬ˞˟ ˫˧ˬ˰˲ Ca ˢ ˸˞ ˪˟˵ˮ-CNumber ˸˞ ˠ˴˧˧ˬ˷ ὥ ὦ: 

add ::  CNumber - > CNumber - > CNumber 
add ( Nr Ca)  ( Nr Cb)  = Ca succ ( Nr Cb)  

 

 ˷˧˞˧ˢˣ ,ˢˤ ˸˞ ˟ˣ˸˩˪ ˢ˶˴˵ ˶˸ˣ˧ ˣ˪˧˲˞ ˨˶ˡ: 

add ::  CNumber - > CNumber - > CNumber 
add ( Nr Ca)  = Ca succ  

˸ˣ˞˧˶˵˪ ˞˪˞ ,˸ˣˮ˶˴˵˪ ˰˧ˠˢ˪ ˫˧˯ˮˬ ˞˪ ˣˮ˥ˮ˞ ˪˟˞ J 

 

 ˣ˸ˣ˞ ˶ˣ˸˲˪ ˸ˣ˯ˮ˪ ˫˩˪ ˧˞ˡ˩ˣ ˧˧ˮ˧˰˟ ˶ˡˢˮ ˪˧ˠ˶˸ ˢˤ˷ ˭˧˧˴˞ !˪˲˩ˢ ˸˧˧˴˵ˮˣ˲ ˵˶ ˷ˬˬ˪ ˣˮ˪ ˶˞˷ˮ

 ˫˸˞˷ ˭˟ˣˬ˩ .˫˩ˬ˴˰˟˪˟˞ ,˨˷ˬˢ˟ ˢ˟ˣ˷˸ˢ ˪˰ ˪˩˸˯ˢ˪ ˦ˣ˷˲ ˫˧˪ˣ˩˧ ˤ˞ ˱˧˩ˢ ˪˩ ˯˶ˢ˧ J 
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˟ ˫˰˲ ˡˣ˰ ˷ˬ˸˷ˢ˪ ˫˧˴ˣ˶ ˣˮ˥ˮ˞-Ca ˢ ˸˞ ˟˷˥˪ ˪˧˟˷˟-CNumber ˢ˩˩ ˢˤ ˸˞ ˢ˷˰ˮ .˷ˡ˥ˢ: 

mult ::  CNumber - > CNumber - > CNumber 
mult ( Nr Ca)  ( Nr Cb)  = Ca ( add ( Nr Cb)  zero  

.˟˪˷ ˟˪˷ ˶ˣ˟˰ˮ 

¶ ˢ˞˴ˣ˸ˢ  ˪˷add (Nr Cb) ˸˪˟˵ˬ˷ ˢ˧˴˵ˮˣ˲ ˞˧ˢ CNumber ˸˞ ˣ˧˪˞ ˸˶˟˥ˬˣ ˣˢ˷˪˩ 

Nr Cb  ˪˷ ˢ˪˰˲ˢ ˨˶ˡ)succ ὦ (˫˧ˬ˰˲. 

¶ ˟ ˫˧˷ˬ˸˷ˬ ˣˮ˥ˮ˞-Ca  ˪˧˟˷˟ ˪˰ ˪˧˰˲ˢ˪zero ,-sCNumber  ˸˞ ˠ˴˧˧ˬ˷π˸˞ ,  ˪˷ ˢ˞˴ˣ˸ˢ

 ˫ˡˣ˵ˢ ˟˪˷ˢ ὥ.˫˧ˬ˰˲ 

¶ ˪˷ ˢ˪˰˲ˢ ˪˩˟  add (Nr Cb) ˸˞ ˫˧˪˧˰˲ˬ ˣˮ˥ˮ˞succ ὦ ˫˧ˬ˰˲.  ˢˤ ˸˞ ˫˧˷ˣ˰ ˣˮ˥ˮ˞ὥ  ,˫˧ˬ˰˲

 ˸˞ ˣˮ˪˰˲ˢ ˭˩˪ˣsucc  ˩˽ˢ˯˟ ὥz ὦ .˫˧ˬ˰˲ ,˫˴˰˟ˢ ˸˞ ˣˮ˪˟˧˵-CNumber ˠ˴˧˧ˬ˷ 

˸˞ ὥz ὦ. 

ˢ˵ˤ˥ ˶˧ˡˠˢ˪ ˶˷˲˞ ˢ˶ˣ˴ ˢ˸ˣ˞˟.ˢ˧˴˶˦˦ˣ , 

 ˧ˮ˞ˡˣ˵ˢ ˸˞ ˢ˞˶˞ ˦ˣ˷˲ ˞˶ˣ˵˪ ˪˧ˠ˶˸˩ ˢˮ˟ˢˢ ˸˞ ˶˧˞˷˞ˣ ,J  

mult ::  CNumber - > CNumber - > CNumber 
mult ( Nr Ca)  ( Nr Cb)  = Ca ( add ( Nr Cb))  zero  

 

˫ˣ˩˧˯ 

 ˫˧˯ˣ˲˧˦˪ ˫ˠ ˢ˟˥˶ˢ˪ ˭˸˧ˮ ˢˤˢ ˭ˣ˧˰˶ˢ .˸ˣ˧˴˵ˮˣ˲ ˸ˣ˰˴ˬ˞˟ ˫˧˶˲˯ˬ ˠˣ˴˧˧˪ ˨˶ˡ ˰˧˴ˬ ˼˳˶˼˴ ˡˣˡ˧˵

 ˢ˧˧ˮ˟ ˧ˮ˟˞ ˭ˢ ˸ˣ˧˴˵ˮˣ˲ ,˫˴˰˟ .˫˧˧˷ˬˬ ˫˧˶˲˯ˬ ˣ˪˧˲˞ˣ ˫˧˧˪˧˪˷ ˫˧˶˲˯ˬ ,˫˧ˮ˞˪ˣ˟ ˣˬ˩ ,˫˧˶˥˞

 ˫˧ˮˣ˸ˮ ˧˶ˬˠ˪ ˱˧˪˥ˢ˪ ˪˧˟˷˟ ˵˧˲˯ˬ ˸ˣ˧˪˧˦˯˶ˣ ˟ˣ˷˥˪ ˣˮ˪ ˶ˤˣ˰ ˢˤˢ ˧˸˟˷˥ˬˢ ˪˧ˠ˶˸ˢ .˫˧˧˟˧˦˧ˬ˧˶˲

.˫˸ˣ˞ ˠ˴˧˧˪ ˸ˣ˧˟˧˦ˮ˶˦˪˞ ˫˧˩˶ˡ ˪˰ˣ ,˫ˢ˪˷ ˸ˣˢˬ˟ ,˫˧˶˲˯ˬ ˫ˢ ˢˬ ˪˰ ˷ˡ˥ˬ 

 

˸˶˟˥ˬˢ ˪˰ 

 ˢˡ˞˧˴ ˧˲ˣ˯- Senior Full Stack Developer 

˟ ˶ˣ˵ˬ˟ ˟˸˩ˮ ˶ˬ˞ˬˢ-нлнл x˫˯˶ˣ˲ ˧˪˷ ˠˣ˪˟˟ ˟ ˫ˠ)˸˧˪ˠˮ˞ ˸˞˶˷ˢ˟ ,(ˡˣ˵ ˶ˠ˸˞  ˶˸˞˟CodeWars. 

Sophie Saiada ϊ GitHub ϊ LinkedIn 

https://sophies.dev/blog/church-numbers/
https://sophies.dev/blog/church-numbers/en/
https://www.codewars.com/kata/546dbd81018e956b51000077
https://sophies.dev/
https://github.com/SophieSaiada
https://www.linkedin.com/in/sophie-saiada/
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 ˵ˣ˶˧˲Anti-Cheat ˫˧ˬ˶ˣˠ˪ 

) ˧ˮˬ˞ˮ ˶ˣˡ ˸˞ˬDor00tkit( 

 

˶˧˴˵˸ 

ˤ˞ ˞˪ ˭ˬˤˬ ˢ˸˧˧ˢ ˵˥˷˪ ˞ˡˣˡ ˧˪ Counter-Strike мΦс Φ˫ˣ˧˟ˣ ˶˧ˢ˟ ˡ˥˞ ˧˶˥˞ ˢˬ˩ ˫˧˵˥˷ˬ ˫˧˟ˣ˦ ˭˧ˬˡ˞ˢ 

˪˷ ˣ˸ˣ˞ ˶˟˶˯ ˟˷˥ ˧ˮ˞˷ ˷ˬ˸˷ˬ ˴˟ϥ˫˧˦˧ ύ˞˵ˣˣˡ ˧ˮ˞ ˭˵˥˷ ˞˪ ˰˶ Σˢ˞˶ˮ˩ ˧˸˪˲ˮ ˪˰ ˶˟˶˯ ˫˧˟ˣˮ ˪˷ όπ 

˞ˣˢˣ ˷˵˧˟ ˧ˮˬˬ ˯ˮ˩˧ˢ˪ ˶˸˞˪ fungun.top Σˡ˧˶ˣˢ˪ ˫˷ˬ ˢˮ˩ˣ˸ ˫˷˟ Easy Cheat Detector Σ˰˴˟˪ ˢ˵˧˶˯ 

˥ˣ˪˷˪ˣ x˪ ˸˞ sˢ˞˴ˣ˸Φ 

ˢ˶˰ˢ Υ˶ˬ˞ˬˢ ˯˯˟˸ˬ ˪˰ ˢ˥ˮˢˢ ˸ˬˡ˵ˣˬˢ ˷˧˷ ˞˶ˣ˵˪ ˸ˣ˶˩˧ˢ ˫˰ ˢ˯ˡˮˢ ˶ˣ˥˞˪ ΣWindows API Σ˸ˣ˦˧˷ Anti-

Debug Σ˸˲˷ C xπPythonΦ 

˭˟ˣˬ˩ ˧ˮ˞˷ ˞˪ ˡ˧˶ˣ˞ ˢˮ˩ˣ˸ ˸˵˲˵ˣ˲ˬ ˟˷˥ˬ˪ ˧˷˧˞ˢ ˧˪˷ ˤ˞ ˧˸ˡ˶ˣˢ ˸˞ ˢˤ ˪πVM ˧˸˴˶ˢˣ Φ˫ˣ˧˯˟ 

ˢ˵˧˶˯ˢ ˧˸ˬ˷ ˟˪ ˢˮ˩ˣ˸ˢ˷ ˢ˸ˢ˧ˤ ˧ˮ˞˷ ˟πVMΥ 

 

˱˯ˣˮ˟ Σ˧˸ˬ˷ ˟˪ ˣˡ˟˷Ϧ˥ ˷˧ ˰ˡ˧ˬ ˪˰ ˫˧˩˧˪ˢ˸ˢ ΣπsDLLs ˪˷ ˵˥˷ˬˢ Σ˫˧˶˟˧˧˶ˡˢˣ ˸˩˶˰ˬ˟Υ 

 

˭˶˵˧˯ ˧˸ˣ˞ ˭˧˟ˢ˪ ˨˧˞ ˢˮ˩ˣ˸ˢ ˸˞ˤˢ ˸ˡ˟ˣ˰ ˧˶ˣ˥˞ˬ ˫˧˰˪˵ˢ ˫˞ˢˣ ˶˷˲˞ ˟˟˶˰˪  ˣ˞ˣ˟ ,ˢ˪˪˞˧ .ˢ˸ˣ˞

!˪˧˥˸ˮ 

ˤ˞ ˡˣ˰ ˧ˮ˲˪ ˨˪˩˪ˮ˷ ˸˞ ˫˧˧ˡ˧ˢ Σˢˣˣ˷ ˱˧˰ˢ˪ ˦˟ˬ ˶˸˞˟ ˧ˬ˷˶ˢ ύˢˡ˧ˬ˟ ˷˧ˣ όˣ˞ ˪˩˟ ˰ˡ˧ˬ ˶˥˞ ˸ˣˡˣ˞ 

ˢ˸ˣ˞ ˢˮ˩ˣ˸ ˭˧ˬˤˢ ˦ˮ˶˦ˮ˧˞˟ Φˢ˟˶ˢ ˫˧ˬ˰˲ ˢˤ ˭˸˧˧ ˣˮ˪ ˞˪ ˦˰ˬ ˰ˡ˧ˬ ˫˧ˡ˵ˬ Φ˸ˣ˪˩˸˯ˢ˟ ˟ˡˣˬ˰ GitHub 

˪˷ ˢˮ˩ˣ˸ˢ ˷˧ ˸˞ ˰ˡ˧ˬˢ ˷˟˧ˢ ˧˸ˮ˧˧˴˷ ˢ˪˰ˬ˪Φ 

https://fungun.top/ecd/
https://github.com/UnrealKaraulov/EasyCheatDetector/releases/
https://fungun.top/ecd/list/
https://www.digitalwhisper.co.il/files/Zines/0x34/DW52-2-Reversing.pdf
https://en.wikipedia.org/wiki/Virtual_machine
https://github.com/UnrealKaraulov/EasyCheatDetector
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˥ˣ˸˧ˮ ˫˧ˡ˵ˬ  

ˢ˶˰ˢ Υ˶˵˥ˬˢ ˰˴ˣ˟ ˪˰ ˸ˣ˞˯˶ˠ нΦтп x-нΦун ˪˷ Easy Cheat DetectorΦ 

˶˟ˡˢ ˭ˣ˷˞˶ˢ ˧˸˧˷˰˷ ˢˤ ˪˩˸˯ˢ˪ ˪˰ ˧˶˞ˮ˧˟ˢ ˭˲ˣ˞˟ ˭˲ˣ˞˟ ˷˟˧ ˭˧˟ˢ˪ˣ ˢˤ˧˞˟ ˢ˲˷ ˞ˣˢ ˟˸˩ˮ Σ˫˞ˢ ˞ˣˢ 

packed Σˢˤ˧˞ APIs ˞ˣˢ ˞˟˧˧ˬ Σ˫˞ˢ ˷˧ x˪ ˡˣ˰ Resources ˭˟ˣˬ˩ˣ ˸ˣˤˣ˶˥ˬ ˸ˣˮ˧˧ˮ˰ˬ Φˢ˞˶ˮ ˢˮ˩ˣ˸ˢ˷ 

ˢ˟˸˩ˮ ˸˲˷˟ C/CPP Σˢ˪˲ˬˣ˵ ˩πон ˦˧˟ Σ˷˧ˣ ˢ˪ ˫ˠ ˢˬ˧˸˥ ˸˧˪˦ˠ˧ˡ ύ˪˩˸˟ϥ˯ ˶˟ˣˡˬ ˟ˢˡˣ˰˸ ˢˬˣ˸˥ 

˸˧ˬ˴˰ ˢ˩˩ ˢˤ˷ ˞˪ ˡ˧˰ˬ ˪˰ ˸ˣˮ˧ˬ˞ˢ ˪˷ ˢˮ˩ˣ˸ˢΦό 

˫˷˪ ˨˩ ˧˸˷ˬ˸˷ˢ ˧˪˩˟ Detect It Easy ΦDetect It Easy (DiE) ˞ˣˢ ˧˪˩ ˫ˡ˵˸ˬ ˧ˣˢ˧ˤ˪ ˥ˣ˸˧ˮˣ ˧ˠˣ˯ ˫˧˴˟˵ Σ

˞˴ˬˮˢ ˷ˣˬ˧˷˟ ˟˥˶ˮ ˟˶˵˟ ˧˶˵ˣ˥ ˸ˣ˵ˤˣˮ Σ˧˷ˮ˞ ˸˥˦˟˞ ˰ˡ˧ˬ ˧˯ˡˮˢˬˣ ˫˶ˣ˥˞˪ Φ˧˪˩ˢ ˟˪˷ˬ ˧ˮˣˮˠˮˬ ˧ˣˢ˧ˤ 

˧˯˯ˣ˟ˬ ˸ˣˬ˧˸˥ ˡ˥˧ ˫˰ ˥ˣ˸˧ˮ ˧˦˯˧˶ˣ˧ˢ Σ˶˷˲˞ˬˣ ˰ˣ˴˧˟ ˸ˣ˵˧ˡ˟ ˫˧˴˟˵ ˸ˣ˵˧ˣˡˬ ˸ˣ˪˧˰˧ˣ ˭ˣˣˠˬ˟ 

˸ˣˬ˶ˣ˲˦˪˲ Σ˪˪ˣ˩ Windows ΣLinux xπmacOS Φ ˞ˣˢ ˨˩:ˢ˞˶ˮ 

 

ˢ˶ˣ˦˵˦˧˩˶˞ˢ ˢ˷˧ˬˠˢ ˣ˪˷ Σ˸˯˯ˣ˟ˬˢ ˪˰ ˫˧˦˲˧˶˵˯ Σ˸˵˲˯ˬ ˸˪ˣ˩˧ ˢ˟˥˶ˢ ˢˬ˞˸ˢˣ ˢˢˣ˟ˠ Σ˸˩˲ˣˢˣ 

ˣ˸ˣ˞ ˡ˥˞˪ ˫˧˪˩ˢ ˫˧˧˪˧˦˯˶ˣˣˢ ˶˸ˣ˧˟ ˫ˣ˥˸˟ ΦDiE ˨ˬˣ˸ ˭ˣˣˠˬ˟ ˟˥˶ ˪˷ ˧˦ˬ˶ˣ˲ ˫˧˴˟˵ Σ˧˴˟˵ ˢ˴˶ˢ Σ

˸ˣˮˣˬ˸ ˸˩˶˰ˬ ˢ˪˰˲ˢ Σ˫˧ˤ˶ˣ˞ ύPackers Σό˫˧˶ˡˢˬ ύCompilers ό˧ˠˣ˯ˣ ˫˧˴˟˵ ˫˧˲˯ˣˮ Σ˨˩˟ˣ ˶˷˲˞ˬ ˠˣˣ˧˯ 

˥ˣ˸˧ˮˣ ˫˧˲˧˵ˬ ˪˷ .˫˧˴˟˵ 

https://en.wikipedia.org/wiki/Executable_compression
https://en.wikipedia.org/wiki/Executable_compression
https://learn.microsoft.com/en-us/windows/win32/debug/pe-format#import-directory-table
https://learn.microsoft.com/en-us/windows/win32/debug/pe-format#the-rsrc-section
https://en.wikipedia.org/wiki/Self-signed_certificate
https://en.wikipedia.org/wiki/Self-signed_certificate
https://github.com/horsicq/detect-it-easy
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Imports 

˶ˣ˟˰ˮ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣˮ˧˧ˮ˰ˬˢ ˢˮ˩ˣ˸ˢ˷ ˢ˞˟˧˧ˬ Σ˷˧ ˭ˣˬˢ Σ˵˪˥˞ ˸˞ ˢˤ ˸ˣ˧˶ˣˠ˦˵˪Υ 

¶ ˸ˣ˵˯˰˸ˢ ˫˰ sπResource Σ˸ˣ˧˴˵ˮˣ˲ˢ ΥFindResource ΣLoadResource ˡˣ˰ˣ Φˢ˵˧ˡ˟ ˪˷ ˰ˡ˧ˬˢ 

˞˴ˬˮˢ ˟πResource ˢ˞˶ˬ ˷˧˷ ˫˷ Certificate ύ˧ˣˢ˧ˤˢ ˧˲˪ sπMagic numberύ Σ˫˧˩˶˰ˢ ΚΚ ΚΚΥол 

ун ΦόόπsCertificate ˭ˠˣˬ ˢˬ˯˧˯˟ Φ˱˯ˣˮ˟ ˷˧ ˫ˠ ˸˞ ˢ˧˴˵ˮˣ˲ˢ PFXImportCertStore ˸˰ˡˣ˧˷ ˞˟˧˧˪ 

CertificateΦ 

˸ˣ˵˯˰˸ˢ ˫˰ ˫˧˴˟˵ Σ˸ˣ˧˴˵ˮˣ˲ˢ ΥCreateFile ΣReadFile ΣSetFilePointer ΣFindFirstFileExΣ 

 FindNextFile π ˫˧˪ˣ˩˧ ˷ˬ˷˪ ˢ˷˧ˠ˪ ˫˧˴˟˵˪ ˪˷ ˵˥˷ˬˢ Σ˫˧˪ˣˡˣˬ˪ ˫˧˶˟˧˧˶ˡ˪ˣ. 

¶ ˸ˣ˵˯˰˸ˢ ˫˰ ˫˧˩˧˪ˢ˸ Σ˸ˣ˧˴˵ˮˣ˲ˢ ΥProcessонFirst ΣProcessонNext ΣOpenProcess Σ

VirtualQueryEx ΣVirtualAllocEx ΣWriteProcessMemory ΣReadProcessMemory π ˫˧˪ˣ˩˧ ˷ˬ˷˪ 

˱ˣ˯˧˞˪ ˰ˡ˧ˬ ˪˰ ˫˧˩˧˪ˢ˸ˢ ˫˧˴˶ˢ Σ˱ˣ˯˧˞ ˰ˡ˧ˬ ˪˰ ˨˧˪ˢ˸ˢ ˪˷ ˵˥˷ˬˢΦ 

¶ ˸ˣ˵˯˰˸ˢ ˫˰ Threads Σ˸ˣ˧˴˵ˮˣ˲ˢ ΥThread32First ΣThread32Next ΣOpenThreadΣ 

GetThreadContext ΣSetThreadContext ΣResumeThread, SwitchToThreadΦ 

¶ ˸ˣ˵˯˰˸ˢ ˫˰ Registry Σ :˸ˣ˧˴˵ˮˣ˲ˢRegOpenKeyEx ΣRegEnumKeyEx ΣRegCreateKeyEx Σ

RegQueryInfoKey ΣRegQueryValueEx ΣRegEnumValue ΣRegGetValue ΣRegSetValueEx - ˫˧˪ˣ˩˧ 

˷ˬ˷˪ ˱ˣ˯˧˞˪ ˭ˣ˯˥˞ˣ ˰ˡ˧ˬ Σ˪˷ˬ˪ ˱ˣ˯˧˞ ˰ˡ˧ˬ ˪˰ ˸ˢ˸ˣˮ˩ˣ ˸ˣˮ˵˸ˣˬˢ ˫˧˶˟˧˧˶ˡˣ Σ˸˶˧ˬ˷ ˰ˡ˧ˬ ˪˷ 

ˢˮ˩ˣ˸ˢ ˢˬ˴˰. 

¶ ˸ˣ˵˯˰˸ˢ ˫˰ Services Σ :˸ˣ˧˴˵ˮˣ˲ˢOpenSCManager ΣOpenService ΣQueryServiceStatusEx Σ

QueryServiceConfig ΣEnumDependentServices π ˫˧˪ˣ˩˧ ˷ˬ˷˪ ˱ˣ˯˧˞˪ ˰ˡ˧ˬ ˪˰ ˫˧˶˟˧˧˶ˡˢ sxπ

Services ˫˧ˬ˧˧˵ˢ ˸˩˶˰ˬ˟Φ 

¶ ˸ˣ˵˯˰˸ˢ ˫˰ Debugging Σ˸ˣ˧˴˵ˮˣ˲ˢ ΥDebugActiveProcess ΣWaitForDebugEvent Σ

ContinueDebugEvent ΣgerPresentCheckRemoteDebug ΣIsDebuggerPresent π ˫˧˪ˣ˩˧ ˷ˬ˷˪ 

˰ˣ˴˧˟˪ Debugging ˪˰ ˨˧˪ˢ˸ ˫˧ˣ˯ˬ Σ˧ˣˢ˧ˤ ˪˷ DebuggingΦ 

 

  

https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-findresourcea
https://learn.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-loadresource
https://learn.microsoft.com/en-us/windows/win32/api/wincrypt/nf-wincrypt-pfximportcertstore
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-createfilea
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-readfile
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-setfilepointer
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-findfirstfileexa
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-findnextfilea
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32first
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32next
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openprocess
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualqueryex
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualqueryex
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualallocex
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-writeprocessmemory
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-readprocessmemory
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-thread32first
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-thread32next
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openthread
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-resumethread
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-switchtothread
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regopenkeyexa
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regenumkeyexa
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regcreatekeyexa
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regqueryvalueexa
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regenumvaluea
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-reggetvaluea
https://learn.microsoft.com/en-us/windows/win32/api/winreg/nf-winreg-regsetvalueexa
https://learn.microsoft.com/en-us/dotnet/framework/windows-services/introduction-to-windows-service-applications
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-openscmanagera
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-openservicea
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-queryservicestatusex
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-queryserviceconfiga
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-queryserviceconfiga
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-enumdependentservicesa
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-debugactiveprocess
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-waitfordebugevent
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-continuedebugevent
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-continuedebugevent
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-checkremotedebuggerpresent
https://learn.microsoft.com/en-us/windows/win32/api/debugapi/nf-debugapi-isdebuggerpresent
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˸ˣˤˣ˶˥ˬ ˸ˣˮ˧˧ˮ˰ˬ 

(hacked client?) 
Antihack executable is corrupted! 
ECD ANTIHACK RULE 
ECD Antihack binary is corrupted. 
FUCKINGHACKERS 
THIS CUTE BEAST CAN PROTECT ANTIHACK EXECUTABLE FROM BAD HACKERS 
This antihack tool now support next games: Minecraft (not all clients!), RUST (withot EAC), CS 1.6, CS 
SOURCE, CS GO, CS 2 
[SELF PROTECT] Found critical error. 
blackbone 
tao::json 

 

˭˸˧ˮ ˫˧˷˪ ˟˪ ˸˥˞˷ ˸ˣˤˣ˶˥ˬˢ ˸ˤˬ˶ˬ ˷˧˷ ˢˮ˩ˣ˸˪ ˭ˣˮˠˮˬ Self-Protect ˶ˣˬ˞˷ ˭ˠˢ˪ ˪˰ ˢˬ˴˰ ˧ˮ˲ˬ 

˫˧˶˵ˣ˥ ˣˮˣˬ˩ Φ˨˷ˬˢ˟ ˢ˞˶ˮ ˨˧˞ ˭˸˧ˮ ˱ˣ˵˰˪ ˸˞ ˣ˸ˣ˞ ˭ˣˮˠˮˬˢ Φ˱˯ˣˮ˟ ˭˸˧ˮ ˸ˣ˞˶˪ ˸ˤˣ˶˥ˬˢ˷ blackbone 

ˢ˰˧˲ˣˬ ˢˬ˩ ˫˧ˬ˰˲ Σ˷ˣ˲˧˥ ˪ˠˣˠ˟ ˢ˪ˠˬ ˣˤ˷ ˢ˷˰ˬ˪ ˢ˧˧˶˲˯ ˢ˥ˣˮ ˸˶˷˲˞ˬˢ ˸˷ˠ˪ ˭ˣ˶˩˧ˤ˪ ˪˷ ˫˧˩˧˪ˢ˸Φ 

˫ˣ˧˯˪ˣ Σ˸ˤˣ˶˥ˬˢ ˢˮˣ˶˥˞ˢ ˢˬ˧˷˶˟ ˢ˪ˠˬ ˢ˷˰ˮ˷ ˷ˣˬ˧˷ ˢ˧˧˶˲˯˟ ˸˲˯ˣˮ ˫˷˟ taoJSONΦ 

 

˥ˣ˸˧ˮ ˟˪ˣ˷ˬ π ˧˦˦˯ ˧ˬˮ˧ˡˣ 

˸˞ ˶˵˥ˬˢ ˧˦˦˯ˢ ˰˴˟ˮ ˸ˣ˰˴ˬ˞˟ IDA Pro Σ˸˞ˣ ˶˵˥ˬˢ ˧ˬˮ˧ˡˢ ˸˶ˤ˰˟ x32dbgΦ ˶˟ˡˢ ˧ˮ˷ˢ ˧˸˧˯˧ˮ˷ ˢˤ 

˸ˣ˞˶˪ ˨˧˞ ˢˮ˩ˣ˸ˢ ˸ˠˢˮ˸ˬ ˭˧˞˷ ˦ˮ˶˦ˮ˧˞ Φˢ˩˩ ˟ˣ˶˪ ˧ˮ˞ ˱˧ˡ˰ˬ ˪˧˥˸ˢ˪ ˶˵˥ˬ ˢ˟˧˟˯˟ ˸ˡˡˣ˟ˬ Σ˞˪˷ 

˱˧˪ˡ˸ ˰ˡ˧ˬ ˪˰ ˢ˟˧˟˯ˢ ˧ˮ˞˷ ˡ˟ˣ˰ ˢ˟ Φ˳˧˶ˮ ˸˞ ˢˮ˩ˣ˸ˢ Σ˳˥˪ˮ Scan Σˢˮ˩ˣ˸ˢ ˳ˣ˶˸ ˵ˣ˶˯˸ˣ xΦΦ 

 

ˢ˞˶ˮ ˢˮ˩ˣ˸ˢ˷ ˢˢˤˬ ˣˮ˥ˮ˞˷ ˫˧˴˶ ˨ˣ˸˟ VM ˭˩˪ˣ ˸˟˶˯ˬ ˶ˣˬ˷˪ ˸˞ ˣˡˢϦ˥ ˸˧ˬˣ˵ˬΦ 

https://github.com/DarthTon/Blackbone
https://github.com/taocpp/json
https://hex-rays.com/ida-pro
https://x64dbg.com/
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˷ˣ˲˧˥ ˧˶˥˞ ˸ˤˣ˶˥ˬˢ ˸˞ˤˢ ˭˲ˣ˞˟ ˧˦˦˯ ˞˪ ˢ˞˧˟ˬ ˸ˣ˞˴ˣ˸ Φˢ˞˶ˮ˩ ˞˧ˢ ˸˥ˮ˰ˣ˲ˬ ˵˶ ˭ˬˤ˟ ˢ˴˧˶ Φ˧˲˪ 

˭ˣ˪˥ˢ ˳˲˵˷ ˢ˞˶ˮ ˢ˷˰ˮ˷ ˷ˣˬ˧˷ ˢ˧˴˵ˮˣ˲˟ MessageBox ˪˰ ˸ˮˬ ˠ˧˴ˢ˪ ˸˞ ˢ˞˧ˠ˷ˢ ˸˞ˤˢ Φ˥˸˲ˮ 

Debugger Σ˫˧˷ˮ Breakpoint ˪˰ MessageBox ˳˧˶ˮˣΧ 

 

˸˰˩ ˶˷˲˞ ˪˧˥˸ˢ˪ ˟ˣ˵˰˪ ˸˩˪˪ˣ ˸˴˵ ˢ˶ˣ˥˞Φ  

˧˸˧˯˧ˮ˷˩ ˟ˣ˵˰˪ ˧˶˥˞ ˰˦˵ˢ ˡˣ˵ ˟πIDA Pro ˤ˞ ˧˸˪˟˧˵ ˸˞ ˢ˞˧ˠ˷ˢ ˢ˰ˣˡ˧ˢ ˢ˴ˬ˷˪ Ϧdecompilation 

failure too big function ΦϦ˶ˡ˯ˮ ˸˞ ˢˤ Σˢ˩˥ˮ ˢˬ˩ ˸ˣ˵ˡ ˸ˣ˟ˣ˦ ˡ˰ ˷ IDA ˫˧˧˯˸ ˪˲ˬ˵ˡ˪ ˸˞ ˢ˧˴˵ˮˣ˲ˢ 

˸˧˵ˮ˰ˢ Φ˪˩ˣˮˣ ˨˧˷ˬˢ˪ ˶˵˥ˬ˟Φ ˢ˞˶ˮ ˸˴˵˷ ˧ˮ˲˪ ˫˧˰˧ˠˬ˷ ˡˣ˵˪ ˞˶ˣ˵˷ ˢ˧˴˵ˮˣ˲˪ MessageBox ˫˧˵ˡ˟ˮ 

ˢˬ˩ ˫˧ˮ˸˷ˬ ˫˧˪˟ˣ˪ˠΥ 

 

˫˞ ˟ˣ˵˰ˮ ˧˶˥˞  ˫˧˯ˮ˶˲˶ˢ˪˷ ˪˩ ˡ˥˞ ˫ˢˬ Σˢ˞˶ˮ ˫ˢ˷ ˫˧˵ˡ˟ˮ ˭ˣˬˢ ˫˧ˬ˰˲ Φ˪˧˥˸ˮ ˵˶˲˪ ˡ˥˞ ˡ˥˞Φ 

https://learn.microsoft.com/en-us/windows/win32/api/winuser/nf-winuser-messagebox
https://hex-rays.com/blog/igors-tip-of-the-week-166-dealing-with-too-big-function
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˧ˣˢ˧ˤ Debugger ˣ˞ VM ˪˰ ˧˲ ˭ˬˤ 

˟ˣ˵˰ˮ ˧˶˥˞ ˢˮ˸˷ˬˢ ˧˪˟ˣ˪ˠˢ byte_сEфтAD Σˢ˞˶ˮ ˭ˣˬˢ˷ ˧˰˦˵ ˡˣ˵ ˫˧˪˥˸˞ˬˢ ˣ˸ˣ˞ ˪πм ˫˧˞˶ˮ ˨˩Υ 

 
 

ˢ˦˧˷ˢ ˣˤˢ ˞˧ˢ ˸˦˧˷ ˧ˣˢ˧ˤ Debugger / VM ˧˧ˡ ˸˶˩ˣˬΦ ˢˮ˩ˣ˸ˢ ˸˞˶ˣ˵ ˢ˧˴˵ˮˣ˲˪ GetTickCount ˫˰˲˟ 

ˢˮˣ˷˞˶ˢ ύ˟˪˷ ˢˤ ˣˮ˧˞ ˰˧˲ˣˬ ˢˮˣˬ˸˟ Σό˸˰˴˟ˬ ˰˦˵ ˡˣ˵ Σ˶˥˞˪ˣ ˭˩ˬ ˸˞˶ˣ˵ ˟ˣ˷ ˪πGetTickCount Φ

˨˷ˬˢ˟ ˸˰˴˟˸ˬ ˢ˞ˣˣ˷ˢ ˭˧˟ ˸ˣ˞˴ˣ˸ˢ ˪˷ ˸ˣ˞˧˶˵ˢ ˧ˡ˩ ˡˣˡˬ˪ ˢˬ˩ ˭ˬˤ ˥˵˪ ˰˦˵˪ ˡˣ˵ˢ ˳ˣ˶˪Φ 

˶˷˞˩ ˫˧˴˧˶ˬ ˸˞ ˢˮ˩ˣ˸ˢ ˸˥˸ Debugger Σˡ˥ˣ˧ˬ˟ˣ ˫˞ ˫˧˷ˬ˸˷ˬ ˟πBreakpoints x˞ ˟πSingle-step Σ

˰ˣ˴˧˟ˢ ˦˞ˣˬ ˭˲ˣ˞˟ ˧˸ˣ˰ˬ˷ˬ Φ˭˲ˣ˞˟ ˢˬˣˡ Σ˫ˠ ˢ˴˧˶ ˨ˣ˸˟ VM ˢ˧ˣ˷˰ ˸ˣ˧ˢ˪ ˸˧˦˧˞ ˶˸ˣ˧ ˟˵˰ Overhead 

˪˷ ˢ˧˴ˤ˧˪˞ˣ˦˶˧ˣ Σ˧ˣ˪˸˷ ˸˧˧˴˶ˣˠ˧˲ˮˣ˵˟ sπVM ˸˩˶˰ˬ˟ˣ sπHostΦ ˫˞ ˭ˬˤˢ ˡˡˬˮ˷ ˠ˶ˣ˥ ˭ˬˤˢˬ ˧ˣ˲˴ˢ 

˸˴˶ˢ˪ ˣ˸ˣ˞ ˰˦˵ ˡˣ˵ Σˢˮ˩ˣ˸ˢ ˢ˪ˣ˩˧ ˵˧˯ˢ˪ ˞˧ˢ˷ ˢ˴˶ ˸˥˸ Debugger x˞ ˨ˣ˸˟ ˢ˟˧˟˯ ˸˧˪˞ˣ˦˶˧ˣΦ 

 :ˢ˵˧ˡ˟ˢ ˸˞ ˱ˣ˵˰˪ ˸ˣ˧˶˷˲˞ ˫˧˩˶ˡ 

мΦ ˦ˣ˷˲ Σ˞˪ ˫˧˷˪ Breakpoints ˞˪ˣ ˰˴˟˪ Single-step ˥ˣˣ˦˟ ˡˣ˵ˢ ˪˷ ˸ˣ˵˧ˡ˟ˢΦ 

нΦ ˠ˲ˮ˵˪ ˸˞ sπVM ˫˰ ˢ˶ˬˣ˥ ˢ˟ˣ˦ Φ˧˪˴˞ ˢ˵˧ˡ˟ˢ ˸˶˟ˣ˰Φ 

оΦ ˵ˣˢ ˢ˧˴˵ˮˣ˲˪ GetTickCount ˶˧ˤ˥˸˷ ˫˧˩˶˰ ˫˧˵˶˟ˣ˲ˬΦ 

пΦ ˳ˣ˲˴˧˲ ˡˣ˵ˢ Φ˪˩ˣˮ ˳˲˴˲˪ ˸˞ ˵˪˥ˢ ˵ˡˣ˟˷ Σ˸˞ ˵˪˥ˢ ˪˥˸˞ˬˢ ˸˞ ˢˮ˸˷ˬˢ ˧˪˟ˣ˪ˠˢ ˪πм ˪˥˸˞˧˷ 

ˣ˸ˣ˞ ˪πл Σˡ˩ˣΦϥ 
 

ˢˮ˸˷ˬˢ ˧˪˟ˣ˪ˠˢ ˧ˮ˷ˢ ˞ˣˢ byte_сDнфнA Σ˞ˣˢ ˫ˠ ˭˩ ˞˴ˬˮ ˫˸ˣ˞˟ ˫˧˶ˣˤ˞ ˫˧˵ˡˣ˟˷ ˸˞ byte_сEфтADΦ  

ˡˣˠ˧ˮ˟ ˪πbyte_сEфтAD ˪˥˸ˣ˞ˬ˷ ˪πл Σˢˮ˸˷ˬˢ ˧˪˟ˣ˪ˠˢ byte_сDнфнA ˪˥˸ˣ˞ˬ ˪πм Σ˟ˣ˶ˣ ˸ˣ˟˧˸˩ˢ ˣ˧˪˞ 

˸ˣ˪˥˸˞ˬ ˣ˸ˣ˞ ˪πлΥ 

 

https://learn.microsoft.com/en-us/windows/win32/api/sysinfoapi/nf-sysinfoapi-gettickcount
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˟ˣ˶ ˫˧˪ˣ˥˸˞ˢ ˪˷ byte_6D292A ˫˧˞˶ˮ ˢ˩˩: 

 

˪˟˞ ˷˧ ˡ˥˞ ˨˷ˬ˷ ˸˞ ˸ˬˣ˷˸ ˟˪ˢ ˧˪˷ ˞ˣˢˣ ˢ˞˶ˮ ˢ˩˩Υ 

 

ˢ˷˰ˬ˪ ˭˸˧ˮ ˸ˣ˞˶˪ ˫ˠ˷byte_6E97AD  ˪˥˸ˣ˞ˬ ˪-0 ˢˡ˧ˬ˟ ˢ˧˴˵ˮˣ˲ˢˣ  sub_31E050ˢ˶˧ˤ˥ˬ ˨˶˰ ˢˮˣ˷ 

πˬлΦ 
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˭˧˧ ˥ˬ˷˧ ˟˟˪ ˷ˣˮ˞ 

˷ˣ˲˧˥ ˫˧˯ˮ˶˲˶ ˢ˧˴˵ˮˣ˲˪ sub_омEлрл ˢ˞˶ˬ ˞˧ˢ˷ ˸˞˶˵ˮ ˞˪ ˦˰ˬ ˫˧ˬ˰˲ Φˢ˩˩ ˢ˧˴˵ˮˣ˲ˢ ˸˞˶ˮΥ 

 

ˢ˞˶ˮ ˢ˧˴˵ˮˣ˲ˢ˷ ˢ˯ˮˬ ˞ˣ˴ˬ˪ ˢ˧˴˵ˮˣ˲ ˸ˬ˧ˣ˯ˬ ˰Ϧ˧ ˷ˣˬ˧˷ ˢ˧˴˵ˮˣ˲˟ GetProcAddress Σ˭ˣˣ˧˩ˬ 

˸ˣˤˣ˶˥ˬˢ˷ ˸ˣ˥ˮ˰ˣ˲ˬ ˭ˬˤ˟ ˢ˴˧˶ ˨˶ˡˢ ˢ˶˧ˢˬˢ ˞ˣ˴ˬ˪ ˸˞ ˫˷ˢ ˪˷ ˢ˧˴˵ˮˣ˲ˢ ˢ˸ˣ˞˷ ˫˧˷˲˥ˬ ˞˧ˢ 

˭ˬˤ˟ ˢ˴˧˶ Σ˪˷ˬ˪ ˸ˣ˰˴ˬ˞˟ DebuggerΥ 

 

 

https://learn.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-getprocaddress
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ˤ˞ ˢ˞˶ˮ ˸˧ˮ˩ˣ˸ˢ˷ ˸˷˲˥ˬ ˧˶˥˞ ˢ˧˴˵ˮˣ˲ˢ wine_get_version ˨ˣ˸˟ Ntdll Φ˧˲˪ ˢˬ ˶ˣ˩ˤ˷ ˧˪ ˞˪ ˢ˶ˣˬ˞ 

˸ˣ˧ˢ˪ ˢ˧˴˵ˮˣ˲ ˸˞ˤ˩ ˟πNtdll Φ˫˞ˢ Wine ˶ˬˣ˞ ˫˩˪ ˣˢ˷ˬύ Κ˫ˠ ˫˞ ˞˪ Σˤ˞ ˷ˣ˲˧˥ ˶˴˵ ˪ˠˣˠ˟ ˞˧˟ˬ 

˸ˣ˞˴ˣ˸ ˸ˣ˟ˣ˦ ό˧˪ ˭˩ ΦWine ˞ˣˢ ˧˪˩ ˶˷˲˞ˬ˷ ˳˧˶ˢ˪ ˸ˣˮ˩ˣ˸ Windows ˸ˣ˩˶˰ˬ˟ ˸ˣ˯˯ˣ˟ˬ Linux ˞˪˪ 

˨˶ˣ˴ ˟πVMΦ ˫˞ˢ ˷˧ ˟˴ˬ ˟˸ˣ˩˷ ˢˮ˩ˣ˸ˢ ˷ˬ˸˷ˬ ˸˩˶˰ˬ˟ ˸˯˯ˣ˟ˬ Linux ˪˧˟˷˟ ˠ˟ˡ˪ ˸˞ ˢˮ˩ˣ˸ˢ ˧˪˟ 

˪˩κ˵˪˥ ˸ˣˮˠˢˢˬ Σˣ˞ ˪˰ ˸ˮˬ ˠ˪ˡ˪ ˪˰ ˫˧˵˪˥ ˫˧ˬ˧ˣ˯ˬ Κˣ˞ ˷˧˷ ˫˧ˮ˵˥˷ ˫˧˴˧˶ˬ˷ ˸˞ ˵˥˷ˬˢ ˪˰ ˧˟ˠ 

WineΚ 
 

˧ˣˢ˧ˤ Debugger ˸ˣ˰˴ˬ˞˟ Debug Registers 

˨˧˷ˬˮ ˫˰ ˢˮ˸˷ˬˢ ˧˪˟ˣ˪ˠˢ ˧˷˧˪˷ˢ Σbyte_сEфтAF Σ˷ˣ˲˧˥ ˫˧˯ˮ˶˲˶ ˣ˧˪˞ ˞˧˟ˬ ˸˞ ˯ˮ˶˲˶ˢ ˭˧˧ˮ˰ˬˢ 

˞˟ˢΥ 

 

˫ˠ ˸˞ˤ ˢ˦˧˷ ˧˧ˡ ˸˶˩ˣˬ ˧ˣˢ˧ˤ˪ Debugger Φˢ˶˴˵˟ Σˢ˦˧˷ ˸˞ˤ ˸˵ˡˣ˟ ˸ˣ˟˶˰˸ˢ ˪˷ Debugger ˰Ϧ˧ 

ˢ˟˧˸˩ x˧˶˵ˢ˞ ˸˶ˤˣ˥ ˪˷ Debug Registers ˟πThread ˧˥˩ˣˮˢ Σ˶˷˞˩ ˪˩ ˧ˣˮ˧˷ ˧˸˪˟ ˧ˣ˲˴ ˫˧˩˶˰˟ ˰˧˟˴ˬ 

˪˰ ˷ˣˬ˧˷ ˟πHardware breakpoints ˡ˧˰ˬˢ ˪˰ ˸˴˶ˢ ˢˮ˩ˣ˸ˢ ˸˥˸ DebuggerΦ 

 

˫˧˩˶ˡ ˱ˣ˵˰˪ ˸˞ ˢ˵˧ˡ˟ˢ 

мΦ ˦ˣ˷˲ Σ˞˪ ˷ˬ˸˷ˢ˪ ˟πHardware breakpoints ˵˶ ˡ˰ ˶˥˞˪ ˫ˣ˧˯ ˸˴˧˶ ˣ˸ˣ˞ ˰˦˵ ˡˣ˵ ˪˷ ˢ˵˧ˡ˟ˢΦ 

нΦ ˰˴˟˪ ˵ˣˢ ˢ˧˴˵ˮˣ˲˪ GetThreadContext ˵˶˟˲˪ˣ ˸˞ ˫˧˩˶˰ˢ ˞˧ˢ˷ ˢ˶˧ˤ˥ˬ Φ˱˯ˣˮ˟ ˨˶˦˴ˮ ˫ˠ ˭ˠˢ˪ 

˪˰ sπDebug Registers ˧ˮ˲ˬ ˧ˣˮ˧˷ ˞˪ ˧ˣ˴˶ ˸ˣ˰˴ˬ˞˟ ˵ˣˢ ˢ˧˴˵ˮˣ˲˪ SetThreadContextΦ 

оΦ ˳ˣ˲˴˧˲ ˡˣ˵ˢ Φ˪˩ˣˮ ˳˲˴˲˪ ˸˞ ˵˪˥ˢ ˯˶ˣˡ˷ Σ˵ˡˣ˟˷ Σ˸˞ˣ ˵˪˥ˢ ˪˥˸˞ˬˢ ˸˞ ˢˮ˸˷ˬˢ ˧˪˟ˣ˪ˠˢ ˪πм 

˪˥˸˞˧˷ ˣ˸ˣ˞ ˪πл Σˡ˩ˣΦϥ 

https://forum.winehq.org/viewtopic.php?p=26035&sid=86f0c2077e9f24aa6142bfa67b3a36fe#p26035
https://hakaisecurity.io/malwares-que-detectam-o-wine-e-infectam-o-windows-e-o-linux-en/research-blog/
https://hakaisecurity.io/malwares-que-detectam-o-wine-e-infectam-o-windows-e-o-linux-en/research-blog/
https://codejuggle.dj/how-to-detect-if-your-windows-application-is-running-under-wine
https://en.wikipedia.org/wiki/X86_debug_register
https://www.digitalwhisper.co.il/files/Zines/0x04/DW4-3-Anti-Anti-Debugging.pdf
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-getthreadcontext
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-setthreadcontext/
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˸ˣ˵˧ˡ˟ Sandbox & VM π ˢˮ˸˷ˬˢ v7129 

˷˧ ˞˪ ˦˰ˬ ˫˧˯ˮ˶˲˶ ˫˧˪˥˸˞ˬ˷ ˸˞ ˢˮ˸˷ˬˢ v7129Φ ˪˧˥˸ˮ ˫˰ ˢ˧˴˵ˮˣ˲ˢ sub_2F3030Υ 

 

ˢˬ ˸˞ˤ ˢ˷˧ˠˢ ˸˞ˤˢ ˟˧˸ˮ˪ ˶ˤˣˬˢ ˢˤˢΚ 

\\?\ \A3E64E55_fl 

 

˷ˣ˲˧˥ ˪ˠˣˠ˟ ˢ˞˶ˬ ˢˤ˷ ˨˧˧˷ ˪πANY.RUN ˞ˣˢ˷ Sandbox ˶˩ˣˬ ˡˣ˞ˬΦ 

 

  

https://unit42.paloaltonetworks.com/blitz-malware-2025/
https://any.run/
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ˢ˧˴˵ˮˣ˲ˢ ˸˥ˮ˰˲ˬ ˭ˬˤ˟ ˢ˴˧˶ ˸ˤˣ˶˥ˬ ˢ˯ˮˬˣ ˵ˣˡ˟˪ ˫˞ˢ ˟˧˸ˮˢ ˞˟ˢ ˫˧˧˵Υ 

C:\Program Files\KernelLogger 

˫ˠ˷ ˞ˣˢ ˶˟˸˯ˬ ˨˧˧˷ ˪πANY.RUNΦ ˢ˧˴˵ˮˣ˲ˢ sub_нFопллΥ 

 

ˢ˧˴˵ˮˣ˲ˢ ˸˵ˡˣ˟ ˫˞ˢ ˷˧ ˸˩˶˰ˬ˟ ˨˧˪ˢ˸ ˫˷˟ srvpost.exe ˫˞ˢˣ ˫˧˪ˣˡˣˬˢ winanr.dll xπwinanr.dll 

˫˧ˮˣ˰˦Φ ˟ˣ˷ Σ˷ˣ˲˧˥ ˪ˠˣˠ˟ ˞˧˟ˬ ˡˣ˰ ˫˰˲ ˢ˞˴ˣ˸ ˢˤ˷ ˨˧˧˷ ˪πANY.RUNΦ 

 

  

https://medium.com/@orangemaster674/attacking-any-run-for-sandbox-detection-development-747c1a8aa4fd
https://gist.github.com/kaganisildak/23c00c6c1525fb907a6246d603d01170
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Comodo Antivirus 

˨˷ˬˢ˟ ˫˧˰˧ˠˬ ˰˦˵˪ ˡˣ˵ ˞˟ˢΥ 

 

˭ˬˤ˟ ˢ˴˧˶ ˸˥ˮ˰ˣ˲ˬ ˸ˤˣ˶˥ˬˢ cmdvrt32.dll ˫˧˯ˮˬˣ ˵ˣˡ˟˪ ˫˞ˢ sπDLL ˢˤˢ ˭ˣ˰˦ ˨˧˪ˢ˸˟ ˧˥˩ˣˮˢ Φ˫ˠ 

˫˰˲ˢ ˧˸˶ˤ˰ˮ ˪ˠˣˠ˟ ˧ˡ˩ ˭˧˟ˢ˪ ˢˤ˧˞˪ ˶˴ˣˬ ˢˤ ˨˧˧˷ ˸ˣ˞˴ˣ˸ˢˣ ˣ˰˧˟˴ˢ ˪˰ Comodo AntivirusΦ 

˨˷ˬˢ˟ ˷˧ ˸˞ ˰˦˵ˢ ˡˣ˵ ˞˟ˢΥ 

 

˰˦˵ˢ ˡˣ˵ ˢˤˢ ˵ˡˣ˟ ˫˞ˢ ˷˧ ˫˧˵ˣˢ ˸ˣ˧˴˵ˮˣ˲˪ ˸ˣ˞˟ˢ: 

SetCalendarInfoA, SetLocaleInfoW, SetLocaleInfoA 

˧˪ˣ˞ ˢˤ ˫ˠ ˧˦ˮˣˣ˪˶ ˪πComodo Antivirus x˞ ˪πSandbox ˣˢ˷˪˩ ˰˴˟ˬ˷ ˵ˣˢ ˸ˣ˧˴˵ˮˣ˲˪ ˢ˪˞ˢΦ 

https://www.zscaler.com/blogs/security-research/bunnyloader-newest-malware-service
https://antivirus.comodo.com/
https://learn.microsoft.com/en-us/windows/win32/api/winnls/nf-winnls-setcalendarinfoa
https://learn.microsoft.com/en-us/windows/win32/api/winnls/nf-winnls-setlocaleinfow
https://learn.microsoft.com/en-us/windows/win32/api/winnls/nf-winnls-setlocaleinfoa
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VMware 

ˢ˧˴˵ˮˣ˲ˢ sub_нFпсолΥ 

 

˭ˣ˧˯˧ˮ ˵ˣˡ˟˪ ˫˞ˢ ˫˧˴˶ ˪˰ˬ VMware ˸ˣ˰˴ˬ˞˟ ˷ˣ˲˧˥ ˧˶˥˞ ˨˧˪ˢ˸ vmtoolsd.exeΦ ˢ˵˧ˡ˟ˣ ˸˲˯ˣˮ ˧˶˥˞ 

˥˸˲ˬˢ ˞˟ˢ ˧˶˦˯ˠ˶˟Υ 

HKLM\SOFTWARE\VMware, Inc.\VMware Tools 
 

VirtualBox 

ˢ˧˴˵ˮˣ˲ˢ sub_нFпмфлΥ 

 

˸˸ˢ ˸ˤˣ˶˥ˬ ϦVBox Ϧˢ˰˧˲ˣˬˢ ˸ˤˣ˶˥ˬ˟ ˪˩˩ ˢ˞˶ˮˢ ˧˧ˡ ˢ˶˧ˠ˯ˬ ˸˞ VirtualBox ˨˞ ˧ˡ˩ ˸ˣ˧ˢ˪ ˥ˣ˦˟ ˫ˠ 

ˢ˲ ˧˸˷ˬ˸˷ˢ ˪ˠˣˠ˟Φ 

https://www.virtualbox.org/
https://evasions.checkpoint.com/src/Evasions/techniques/global-os-objects.html
https://evasions.checkpoint.com/src/Evasions/techniques/global-os-objects.html
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˧ˣˢ˧ˤ VM ˧˶ˮˠ 

ˢ˧˴˵ˮˣ˲ˢ sub_нFотнлΥ 

 

˲ :ˢˬˠˣˡ˪) ˟˷˥ˬˢ ˪˷ ˭˶˴˧ˢ ˪˷ ˢ˥˲˷ˬˢ ˠˣ˯ ˪˰ ˢ˵˧ˡ˟ ˸˰˴˟ˬ ˸˞ˤ ˢ˧˴˵ˮˣLatitude˪ ˧˦ˮˣˣ˪˶ ,-

DELL:˧˶˦˯ˠ'˶˟ ˞˟ˢ ˥˸˲ˬˢ ˨ˣ˸ˬ ˰ˡ˧ˬˢ ˸˲˧˪˷ ˧"˰ ( 

HKLM\SYSTEM\HardwareConfig\Current 

πsVM ˧˪˷ ˳˶ ˪˰ V-Hyper ˭˩˞ˣ ˨˶˰ˢ ˪˷ SystemFamily ˧˪˴˞ ˞ˣˢ ϦVirtual Machine ΦϦ˨˷ˬˢ˟ Σ

ˢ˧˴˵ˮˣ˲ˢ ˫ˠ ˸˵ˡˣ˟ ˸˞ ˨˶˰ˢ ˪˷ SystemProductName Φ˨ˣ˶˰ˮ ˸˞ ˫˧˩˶˰ˢ ˢ˪˞ˢ π ˢ˯ˮˮ ˵ˣ˶˯˪ ˟ˣ˷: 

 

ˣˮ˥˪˴ˢ ˱ˣ˵˰˪ ˸˞ ˧ˣˢ˧ˤˢ ˪˷ sπVM Η˱˯ˣˮ˟ Σ˭˸˧ˮ ˸ˣ˞˶˪ ˸˞ ˶˲˯ˬ ˫˧ˬ˰˲ˢ ˣ˸ˣ˞˷ ˭˵˥˷ ˰˴˧˟ ˢ˵˧˶˯ Σ

˶ˬˣ˪˩ ˫˧˶ˬˣ˷ ˸˞ ˢ˧˶ˣ˦˯˧ˢˢ ˪˷ ˸ˣ˵˧˶˯ˢΦ 

https://www.digitalwhisper.co.il/files/Zines/0x72/DW114-4-HyperV-Security.pdf
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˭ˣˮˠˮˬ Self Protect 

˟ˠ˞ ˫˞ ˫˸˞ ˫˧˶˩ˣˤ Σ˸˥˞ ˸ˣˤˣ˶˥ˬˢ ˸ˣˮ˧˧ˮ˰ˬˢ ˢ˰˧˲ˣˢ˷ ˞˧ˢΥ 

[SELF PROTECT] Found critical error. 

 

˫˧˧˸ˮ˧˟ ˪˩ ˸ˣ˵˧ˡ˟ˢ ˣˮ˶˵˯˷ ˫˧ˠ˧˶˦ˬ ˸˞ ˢ˰ˡˣˢˢ ˪˰ ϦCan't save offline report because sandbox or 

debugger found Ϧˢ˪˥˸ˢ˟ Σ˨˞ ˞˪ ˸˞ ˸ˣˤˣ˶˥ˬˢ ˢ˪˧˩ˬ˷ ˸˞ sπϦSELF PROTECTΦϦ ˶˥˞˪ ˧˸ˬ˷˷ 

Breakpoint ˡˣ˵˟ ˪˷ ˢˮ˩ˣ˸ˢ ˢˬ˴˰ ύˡˣˠ˧ˮ˟ ˪πBreakpoint ˧˸ˬ˷˷ ˟πDLL Σ˪˷ˬ˪ kernel32.dll όˢ˞˧ˠ˷ˢ 

ˢ˞˟ˢ ˢ˴˲˵Υ 

 

˶ˣ˩ˤ˩ Σ˸˰˟ ˷ˣˬ˧˷ ˟πSoftware breakpoint sπ Debuggerˢ˷˰ˬ˪ ˳˲˴˲ˬ ˸˞ ˢ˞˶ˣˢˢ ˱˧˪˥ˬˣ ˢ˸ˣ˞ 

ˢ˞˶ˣˢ˟ оTINΦ 

˭ˣˮˠˮˬ sπSELF PROTECT ˪˷ ˢˮ˩ˣ˸ˢ ˢˢˤˬ ˡˣ˵ˢ˷ ˳˲˴ˣ˲ ˳˧˲˵ˬˣ ˸˞ ˢ˞˧ˠ˷ˢΦ ˥ˣ˸˧ˮ˟ ˧ˬˮ˧ˡ ˸ˣ˰˴ˬ˞˟ 

Debugger ˡ˥˞ ˴˧˲ˢϥ˫˧˶ ˫˧˧˯˧˯˟ˢ ˫˧˧ˮˣ˧˥ˢˣ ˞ˣˢ ˷ˣˬ˧˷ ˟πSoftware breakpoint Σ˭˟ˣˬ˩ ˶˷˲˞˷ 

˷ˬ˸˷ˢ˪ ˫ˠ ˟πHardware breakpoint ˨˞ ˶ˣ˩ˤ˩ ˭ˣ˶˯˧˥ˢ ˧˶˵˧˰ˢ ˞ˣˢ ˫ˢ˷ ˫˧˪˟ˠˣˬ ˪πп ˡ˟˪˟ ύˢ˪˟ˠˬ 

˸˞ˤ ˸˯˥˧˧˸ˬ ˧ˡ˟˰ˬ˪ Intel Φόˢˮ˷˧ ˠˣ˯ ˪˷ Ϧˢ˲ˣ˪˥˸ Ϧύ˞˪ ˧˶ˬˠ˪ό ˸˲˯ˣˮ ˞˧ˢˣ ˷ˣˬ˧˷ ˟πEPT Hooking ˪˟˞ 

ˢˤ ˧˪˞˶ˮ ˶˸ˣ˧ ˫˧˞˸ˬ ˧˵˧˥˶ˬ˪ ˸˩˪Φ 

 

ˤ˞ ˧ˡ˩ ˪˩ˣˮ˷ ˡˣ˟˰˪ ˣˬ˩ ˧ˮ˟ ˫ˡ˞ ˨˶˦˴ˮ ˞ˣ˴ˬ˪ ˭˩˧ˢ ˭ˣˮˠˮˬˢ ˢˤˢ ˸˧˟˷ˢ˪ˣ ˣ˸ˣ˞ Φ˧ˡ˩ ˞ˣ˴ˬ˪ ˸˞ ˭ˣˮˠˮˬˢ 

ˢˤˢ ˧ˮ˞ ˧˸˶˥˟ ˢ˸ˣ˞˟ ˢ˦˧˷ˢ ˧˸ˠ˴ˢ˷ ˢ˪˥˸ˢ˟ Σ˞˧ˢˣ ˫˧˷˪ Breakpoint ˪˰ ˢ˧˴˵ˮˣ˲ˢ MessageBox 

˭ˣ˥˟˪ˣ ˸˞ sπStack trace ˸ˣ˞˶˪ˣ ˧ˬ ˞˶˵ ˢ˪Φ 

  

https://www.felixcloutier.com/x86/intn:into:int3:int1
https://docs.hyperdbg.org/design/features/vmm-module/design-of-epthook
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:ˢ˧˴˵ˮˣ˲ˢ ˸˞ˤ 

 

ˤ˞ ˢ˧˴˵ˮˣ˲ˢ ˢ˷ˣ˰˷ ˸˞ ˪˩ ˭ˠ˞˪˟ˢ ˞˧ˢ sub_нCDEFл ˧˲˪ˣ ˫˧˯ˮ˶˲˶ˢ ˢ˧˪˞ ˞˧ˢ ˸˞˶˵ˮ ˞˪ ˦˰ˬ ˫˧ˬ˰˲ Φ

˶˟ˣˡˬ ˢ˧˴˵ˮˣ˲˟ ˢ˪ˣˡˠ ˸˧˯˥˧ Σ˶˷˞˩ ˵˪˥ˢ ˧ˤ˩˶ˬˢ ˢ˪˷ ˰˴˟ˬ ˢ˞˧˶˵ ˪˷ ˳˟ˣ˵ ˢˮ˩ˣ˸ˢ ˵˯˧ˡˢˬ ˭ˣ˶˩˧ˤ˪ Σ

˶˥˞˪ˣ ˭˩ˬ ˢˣˣ˷ˬ ˫˧˰˦˵ˬ ˡˣ˵ˢˬ ˳˶˷ ˨˧˪ˢ˸˟ ˪˞ ˪ˣˬ ˰ˡ˧ˬˢ ˪˧˟˵ˬˢ ˳˟ˣ˵˟ ˞˶˵ˮ˷ ˵˯˧ˡˢˬ Φˢ˶˵ˬ˟ 

ˣ˟˷ ˳ˣ˲˴˧˲ ˢˢˣˤˬ Σˢ˧˴˵ˮˣ˲ˢ ˢ˶˧ˤ˥ˬ FALSE Σˢˮ˩ˣ˸ˢˣ ˠ˧˴˸ ˸˞ ˢ˞˧ˠ˷ˢ ˣˮ˧˞˶˷ ˢ˪˰ˬ˪Φ 

 

˫˧˩˶ˡ ˱ˣ˵˰˪ ˸˞ ˢ˵˧ˡ˟ˢ 

мΦ ˳ˣ˲˴˧˲ ˸ˡˣ˵˲ ˢ˞ˣˣ˷ˢˢ ˭˧˟ ˫˧˶ˠˣ˞ˢ Σ˨˩ ˸˞˴ˣ˸˷ ˸˵˧ˡ˟ ˭ˣ˧ˣˣ˷ˢ ˡ˧ˬ˸ ˶ˣ˟˰˸ ˢ˥˪˴ˢ˟Φ 

нΦ ˳ˣ˲˴˧˲ ˢ˧˴˵ˮˣ˲ˢ ˶˧ˤ˥˸˷ TRUE ˶˟˩ ˢ˪˥˸ˢ˟Φ 

оΦ ˳ˣ˲˴˧˲ ˸ˣ˞˧˶˵ˢ ˢ˧˴˵ˮˣ˲˪Φ 
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˴˧˲ϥ˫˧˶ ˫˧ˮ˧˧ˮ˰ˬ 

˫˧˵˪˥˟ ˫˧˟ˣ˶˵ˢ ˶ˣ˵˯ˮ ˫˧˶˟ˡ ˫˧ˮ˧˧ˮ˰ˬ ˢˮ˩ˣ˸ˢ˷ ˢ˷ˣ˰ Φˢˮ˩ˣ˸ˢ ˢˬ˴˰ ˧˧ˡ ˸˶ˤˣ˰ ˣˮ˪ ˸˶ˬˣ˞ˣ ˣˮ˪ ˪˩˟ 

˟˪˷ ˢˬ ˞˧ˢ ˢ˷ˣ˰ ύ˫ˮˬ˞ ˞˧ˢ ˸˥ˮ˰˲ˬ ˸˞ ˸ˣˤˣ˶˥ˬˢ ˭ˬˤ˟ ˢ˴˧˶ ˪˟˞ ˢˤ ˞˪ ˸ˬ˞˟ ˢ˷˵ˬ ˣˮ˧˪˰Υό 
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˪ ˵ˣ˥ ˸˲˯ˣˢ-Firewall 

˪˰ ˸ˮˬ ˢˮ˩ˣ˸ˢ˷ ˪˩ˣ˸ ˰˴˟˪ ˸˶ˣ˷˵˸ ˸˷˶˟ ˞˧ˢ ˢ˲˧˯ˣˬ ˵ˣ˥ ˪πFirewall ˸ˣ˰˴ˬ˞˟ ˷ˣˬ˧˷ ˟πCOM 

Objects Φˢ˧˴˵ˮˣ˲ˢ онпсплsub_ ˸˷ˬ˸˷ˬ ˟πнcyINetFwPoli ΣINetFwRuleΥ 

 

 

  

https://www.221bluestreet.com/offensive-security/windows-components-object-model/demystifying-windows-component-object-model-com
https://www.221bluestreet.com/offensive-security/windows-components-object-model/demystifying-windows-component-object-model-com
https://www.221bluestreet.com/offensive-security/windows-components-object-model/demystifying-windows-component-object-model-com
https://learn.microsoft.com/en-us/windows/win32/api/netfw/nn-netfw-inetfwpolicy2
https://learn.microsoft.com/en-us/previous-versions/visualstudio/visual-studio-2012/jj154025(v=vs.110)
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˧˸˶ˤ˰ˮ ˭˧ˠ˞˪˲˟ ComIDA ˪˰ ˸ˮˬ ˪˟˵˪ ˦˪˲ :˧˦˸˴˞ ˪˧˧˲ˬˣ˵˧ˡ 

 
 

) ˟˷˥ˬ ˢˢˤˬ ˟ˣ˷˧˥HWID( 

ˢ˧˴˵ˮˣ˲ˢ  calc_hwid˸˞˴ˬˮ˷ ˟ 0x3095A0-ύ˧˲˪ RVA ό˸˰˴˟ˬ ˸ˣ˸˪˧˞˷ ˸˞ sWMI- ˸ˣ˞˟ˢ: 

SELECT UniqueId, ProcessorId, Name FROM Win32_Processor 
SELECT Manufacturer, SerialNumber FROM Win32_BIOS 
SELECT Product, Model, Manufacturer, SerialNumber FROM Win32_BaseBoard 

˶˥˞˪ ˭˩ˬ ˞˧ˢ ˸˶˷˶˷ˬ ˸˞ ˸ˣ˞˴ˣ˸ˢ ˧˲˪ ˸ˣ˴ˣ˟˵ ˪˷ ˸ˣ˵˪˥ˬ ύClasses Φόˢˬˠˣˡ˪ Σ˶ˣ˟˰ ˥ˬˢˢ˵˪ 

Winон_Processor ˸˪˟˵˸ˬ ˸ˤˣ˶˥ˬˢΥ 

άллллллллллллллллLƴǘŜƭόwύ /ƻǊŜό¢aύ т мсл¦[έ 

ˢˤ ˶ˣ˷˶˷ ˪˷ ˫˧˩˶˰ˢ ΥUniqueId ύ˶ˡ˟˷Ϧ˩ ˞ˣˢ ˵˧˶ Σ˵ˡ˟ˮ ˫ˠ ˳ˣ˥ˬ ˪πVM ό˸˲˯ˣ˸˟ ˨˶˰ˢ ˪˷ 

ProcessorId ύ˸ˤˣ˶˥ˬˢ Υлллллллллллллллл ό˸˲˯ˣ˸˟ˣ ˨˶˰ˢ ˪˷ Name ύ˸ˤˣ˶˥ˬˢΥIntel(R) Core(TM) 

7 160UL Φό˪˰ ˪˩ ˸ˤˣ˶˥ˬ ˸˪˟˵˸ˬ˷ ˸˴ˣ˟˵ˬ ˸ˣˡ˷ ˣˤ˩ Σˢ˧˴˵ˮˣ˲ˢ ˸˟˷˥ˬ ˟ˣ˟˧ˠ MDр Φ˨ˣ˸ˬ ˪˩ ˸˞˴ˣ˸ 

MD5 ˫˧˥˵˪ˮ мн ˫˧˸˟ˢ ˫˧ˮˣ˷˞˶ˢ Σ˶˥˞˪ˣ ˭˩ˬ ˪˩ ˸ˣ˞˴ˣ˸ˢ ˸ˣ˶˷˶ˣ˷ˬ ˡ˥˧ ˸ˤˣ˶˥ˬ˪ ˸˥˞ Σ˶˷˞˩ ˣ˸ˢ π 

˷ˬ˷ˬ ˡ˧˶˲ˬ˩ ˭˧˟ ˸ˣ˴ˣ˟˵ˢΦ 

MD5(UniqueId,ProcessorId,Name)[:12] - 
MD5(Manufacturer,SerialNumber)[:12] - 
MD5(Product,Model,Manufacturer,SerialNumber)[:12] 

https://hex-rays.com/blog/plugin-focus-comida
https://www.reddit.com/r/privacy/comments/zo9vmd/what_is_a_computer_hwid_and_can_it_be_used_to/
https://he.wikipedia.org/wiki/%D7%A4%D7%95%D7%A0%D7%A7%D7%A6%D7%99%D7%99%D7%AA_%D7%92%D7%99%D7%91%D7%95%D7%91
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ˢˮ˩ˣ˸˪ ˷˧ ˫ˠ ˭ˣˮˠˮˬ ˧ˣˢ˧ˤ ˸˵˧ˡ˟˪ ˫˞ˢ ˷˧ WMI spoofing ˰Ϧ˧ ˢ˵˧ˡ˟ ˫˞ˢ ˷˧ ˵ˣˢ ˪˰ sˢˡˣ˸ˬ 

:GetIWbemClassObject: ˸˞˴ˬˮˢ ˟πfastprox.dllΦ 

 ˢˢˤˬ ˟ˣ˷˧˥HDD ID 

ˢ˪˧˥˸ ˫˧˯ˮˬ ˟˷˥˪ ˸˞ ˢˢˤˬˢ ˪˷ sπHDD ˸ˣ˰˴ˬ˞˟ ˷ˣˬ˧˷ ˟IOCTL_STORAGE_QUERY_PROPERTY -

IOCTL ύ˨˶˰ˢ 0x2D1400 Φόˢˮ˟ˬˢ STORAGE_PROPERTY_QUERY ˪˥˸ˣ˞ˬ ˨˩Υ 

¶ ˢˡ˷ˢ PropertyId ˪˥˸ˣ˞ˬ ˪πStorageDeviceProperty ύ˨˶˰ˢ л Σό˨˶˰ ˢˤ ˭˧˧˴ˬ ˰ˣ˴˧˟ ˢ˸˪˧˞˷ ˪π

Device descriptor Σ˶ˣˬ˞˷ ˶˧ˤ˥ˢ˪ ˣˮ˪ ˢˮ˟ˬ ˠˣ˯ˬ STORAGE_DEVICE_DESCRIPTOR ˟˶˲˞˟ ˦˪˲ˢ 

ύlpOutBuffer ό˵˲ˣ˯ˬˢ ˢ˧˴˵ˮˣ˲˪ DeviceIoControlΦ 

¶ ˢˡ˷ˢ QueryType ˫ˠ ˭˩ ˪˥˸ˣ˞ˬ ˨˶˰˪ л ˭˧˧˴ˬˢ ˰ˣ˴˧˟ ˢ˸˪˧˞˷ ύˡˣˠ˧ˮ˟ ˨˶˰˪ м ˭˧˧˴ˬˢ Ϧ˫˞ˢ ˢ˷˵˟ 

˸˞ˤ ˸˩ˬ˸ˮΦόϦΚ 

¶ ˢˡ˷ˢ AdditionalParameters ˫ˠ˷ ˭˩ ˪˥˸ˣ˞ˬ ˫˧˯˲˞˪Φ 

˶˥˞˪ ˭˩ˬ ˸˰˴˟˸ˬ ˸˲˧˪˷ ˸ˤˣ˶˥ˬˢ ˪˷ SerialNumber ˸ˣ˰˴ˬ˞˟ ˢˡ˷ˢ SerialNumberOffset ˭˧˧˴ˬˢ 

˸˞ sπoffset ˪˷ SerialNumber ˯˥˧˟ ˣ˸˪˧˥˸˪ ˪˷ ˶˲˞˟ˢΥ 

 

 

https://he.wikipedia.org/wiki/%D7%A9%D7%92%D7%A8%D7%94_(%D7%AA%D7%9B%D7%A0%D7%95%D7%AA)
https://learn.microsoft.com/en-us/windows/win32/api/wbemcli/nf-wbemcli-iwbemclassobject-get
https://learn.microsoft.com/en-us/windows/win32/api/wbemcli/nf-wbemcli-iwbemclassobject-get
https://en.wikipedia.org/wiki/Hard_disk_drive
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ni-winioctl-ioctl_storage_query_property
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ni-winioctl-ioctl_storage_query_property
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ns-winioctl-storage_property_query
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ne-winioctl-storage_property_id
https://learn.microsoft.com/en-us/windows/win32/api/winioctl/ns-winioctl-storage_device_descriptor
https://he.wikipedia.org/wiki/%D7%97%D7%95%D7%A6%D7%A5
https://learn.microsoft.com/en-us/windows/win32/api/ioapiset/nf-ioapiset-deviceiocontrol
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ˢˡ˧ˬ˟ ˸˦˧˷ˣ sπIOCTL ˸˪˷˩ˮ ύ˪˷ˬ˪ ˢ˴˧˶˟ ˟πVM ˪˰ˬ Hyper-V ˢˡ˷ˢ SerialNumberOffset ˶ˤˣ˥ 

˵˧˶ Σό˟ˣ˷˧˥ˢ ˢˢˤˬ ˪˷ sπHDD ˰˴˟˸˧ ˸ˣ˰˴ˬ˞˟ ˸˸˪˧˞˷ WMIΥ 

SELECT Model, SerialNumber FROM Win32_DiskDrive 

ˢˬˣˡ˟ ˢ˞˴ˣ˸˪ ˸˧˲ˣ˯ˢ ˪˷ ˟ˣ˷˧˥ sπHWID Σ˫ˠ ˭˞˩ ˰˴˟˸ˬ ˟ˣ˷˧˥ MDр ˪˰ ˢˢˤˬˢ HDD Σ˱ˣ˯˟˪ˣ 

˫˧˶˧ˤ˥ˬ ˸˞ s-у ˫˧˸˟ ˫˧ˮˣ˷˞˶ˢ ˪˷ sπMDрΦ 

˧ˬ ˢ˴ˣ˶˷ ˟˧˥˶ˢ˪ ˡˣ˰ ˪˰ HWID ˸ˣ˦˧˷ˣ ˢ˞ˣˣ˯ˢ ˭ˬˤˣˬ ˞ˣ˶˵˪ ˸˞ ˫˧˶ˬˣ˥ˢ ˫˧˞˟ˢΥ 

¶ https://www.unknowncheats.me/forum/anti-cheat-bypass/333662-methods-retrieving-unique-

identifiers-hwids-pc.html 

¶ https://www.unknowncheats.me/forum/apex-legends/751041-hwid-spoofer-technical-

architecture.html 

¶ https://www.unknowncheats.me/forum/anti-cheat-bypass/323218-smbios-kernel-hook-source.html 

¶ https://www.unknowncheats.me/forum/anti-cheat-bypass/287926-kernelmode-smbios-hardware-id-

spoofing.html 

¶ https://www.unknowncheats.me/forum/anti-cheat-bypass/560809-firmwaretablehandler.html 

¶ https://www.unknowncheats.me/forum/anti-cheat-bypass/310941-HDD-serial-spoofer-hooking.html 

 

˸˶ˣ˷˵˸ ˸˧ˮˣ˷˞˶ ˫˰ ˸˶˷ˢ 

ˢˮ˩ˣ˸ˢ ˢ˯ˮˬ ˶˷˵˸˪ ˫˰ ˭˧˧ˬˣˡˢ fungun.top ˫˞ˣ ˭˧˧ˬˣˡˢ ˰ˠ˶˩ ˞˪ ˭˧ˬˤ ˤ˞ ˞˧ˢ ˢ˯ˮ˸ ˡˣ˰ ˢˬ˩ ˫˧ˮ˧˧ˬˣˡ 

ˣˬ˩ fungun.net ˢˡ˧ˬ˟ ˫ˠˣ ˫ˢ ˞˪ ˫˧ˮ˧ˬˤ ˤ˞ ˸˶ˣ˷˵˸ˢ ˰˴˟˸˸ ˪ˣˬ ˸ˣ˟ˣ˸˩ IPΦ ˢˮ˩ˣ˸˪ ˷˧ ˢ˩˧ˬ˸ ˭ˣ˩ˡ˰˟ 

ˢ˯˶ˠ Φˢ˷˵˟ˢ ˢˮˣ˷˞˶ˢ ˸˥˪˷ˮ˷ ˸˯˯ˣ˟ˬ ˪˰ ˰ˡ˧ˬˢ ˞˟ˢΥ 

{ 
"base": "00000000", 
"HDD_id": "ffffffff", 
"hw_id": "ffffffffffffffffffffffff",  
"parent": "explorer.exe", 
"scan": "63fd0706", 
"scanner": "2.74", 
"spoof": 0, 
"xpbuild": 0 
} 

 

˵˪˥ ˸ˣˡ˷ˢˬ ˶˟˩ ˧˧ˡ ˫˧˶ˣ˶˟ ˞˪ˣ ˨˧˶˴ ˶˧˟˯ˢ˪Φ  

¶ ˢˡ˷ˢ hw_id ˢˤ ˢ˯˶ˠ ˸˶˴ˣ˵ˬ ˪˷ sπHWID ˣˮ˧˞˶˷ ˢ˪˰ˬ˪Φ 

¶ ˢˡ˷ˢ scan ˪˧˩ˬ ˸˞ ˸˞˴ˣ˸ ˟ˣ˷˧˥ˢ ύ˶˸˧˪ ˵ˣ˧ˡ π ˵˶ ˸˞ у ˫˧ˣˣ˸ˢ ˫˧ˮˣ˷˞˶ˢ όMD5 ˪˷ ˳˟ˣ˵ˢ 

˵˯˧ˡˢˬΦ 

¶ ˢˡ˷ˢ spoof ˪˧˩˧ ˸˞ ˨˶˰ˢ м ˢˡ˧ˬ˟ xˢˢˣˤ WMI spoofing Φ 

¶ ˢˡ˷ˢ xpbuild ˧ˮ˞ ˥˧ˮˬ Σ˭˧˧˴ˬ ˫˞ˢ ˢ˷˰ˮ ˷ˣˬ˧˷ ˟ˢ˯˶ˠ ˪˷ Windows XPΦ 

https://www.unknowncheats.me/forum/anti-cheat-bypass/333662-methods-retrieving-unique-identifiers-hwids-pc.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/333662-methods-retrieving-unique-identifiers-hwids-pc.html
https://www.unknowncheats.me/forum/apex-legends/751041-hwid-spoofer-technical-architecture.html
https://www.unknowncheats.me/forum/apex-legends/751041-hwid-spoofer-technical-architecture.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/323218-smbios-kernel-hook-source.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/287926-kernelmode-smbios-hardware-id-spoofing.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/287926-kernelmode-smbios-hardware-id-spoofing.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/560809-firmwaretablehandler.html
https://www.unknowncheats.me/forum/anti-cheat-bypass/310941-HDD-serial-spoofer-hooking.html
http://fungun.top/
http://fungun.net/
https://github.com/UnrealKaraulov/EasyCheatDetector/releases/download/2.82/WinXP-EasyCheatDetector.exe
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˨˞ ˧ˮ˲˪ ˢ˷˵˟ˢ˷ ˸˥˪˷ˮ Σ˞˧ˢ ˸ˮ˲˴ˣˬ ˸ˣ˰˴ˬ˞˟ ˥˸˲ˬ RSA ˧˶ˣ˟˧˴ ˰ˬ˦ˣˬˢ ˨ˣ˸˟ ˢˮ˩ˣ˸ˢΥ 

-----BEGIN PUBLIC KEY----- 
MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAuJnBZglM3aQVOb89gEhk 
tJqvd64hWQLv6aGAeQiI2OWFDgSAVoYEEciNpSa6eFnQB6C3oeZFVFuthRhkS3hH 
4wu4cX8akCBVMGzARUJ2Ra9Qrqw5PNXv9PGXgxl73tz9QpoTFMRPS++DExnL9z7W 
+PRiJrEmfT1ok3IXSeH7MLaAllyIwu3AK+UpE4bCtHlFU8LcwyznfuizLwge0zcP 
oQQKhRw14gr+drW2E4LKvdk1B0ueRxGMxcv93L147CEytpw2gFXnucxThrlH3yFk 
HEYtnDWFbkZ+tzQHCuwCywCc0mJXfb+DmAOktc7dkDZLwC+3yHYYcr1dfseMHqXI 
sQIDAQAB 
-----END PUBLIC KEY----- 

 

ˢˬˠˣˡ ˢ˞˪ˬ ˪˷ ˸˷˵˟ˢ POSTΥ 

POST /ska/ecd.php?method=update HTTP/1.1 
Accept-Encoding: deflate, gzip 
Host: fungun.top 
Accept: application/json 
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:44.5) Gecko/20100101 Firefox/45.0 
Cache-Control: no-cache 
Content-Type: application/x-www-form-urlencoded 
Content-Length: 403 
 
data=rsnWJUgIniBImmOWOMPlDzhiuj7FAtF9q8xl6PCYP%25252B76SvcR87wN9yL50u1%25252F2
sS%25252F3UjYHCPRoUwUNORV0RyNFm26dfZVDnBBeCibSMjvO7aQSQJm0HWVkNbDsVUWoko
Jtuyw45CNr2EQm188XxIIoeij0ZbqbRtP7u5RF4kgJPOqAqeLS91Pc%25252BaqC7qzsS6tdBqDwu1w
VkwS7%25252FADGhJQV6NGOPg7JrRKZpQITzBZefz6q8Qz3h1fb3VHXASAOYYH7e9VlDjT1GOHZA
7CgovBSXNawIIE1Rt%25252FfG8CFQpSLaCGQPYyJi7Ymrqe8Di%25252F2aMm29ciymXyEqaeYjTX
Kea0Hg%25253D%25253D 

 

ˢˡ˧ˬ˟ ˢ˷˵˟ˢˣ ˢˮ˧˵˸ ύ˫ˠˣ ˫˞ ˞˪ ˣˮ˥˪˷ ˶˸ˣ˧ ˧ˡˬ ˸ˣ˷˵˟ ˭ˬˤ˟ ˶˴˵ Σό˪˟˵ˮ ˢ˟ˣ˷˸ ˸˞ˤ˩Υ 

{ 
"success":true, 
"unixtime":0, 
"scanner1":"https:\ / \ /github.com\ /UnrealKaraulov\ /EasyCheatDetector\ /releases\ /download\ /
2.82\ /EasyCheatDetector.zip", 
"scanner2":"https:\ / \ /fungun.net\ /ska\ /ecd.php?method=download", 
"base":"Base64(AES-256(cheats_db))", 
"scanner3":"https:\ / \ /fungun.net\ /ska\ /ecd.php?method=download&exe=1", 
"scan_hash":"d5bb165ea0e591aac04294d0c98cada9" 
} 

 

˧˶˥˞ ˸˴˵ ˶˵˥ˬ ˧˦˦˯ ˧ˬˮ˧ˡˣ ˧˸˧˪˧ˠ ˸˞˷ ˰ˡ˧ˬˢ ˞˴ˬˮˢ ˢˡ˷˟ baseΣ ˭˸˧ˮ ˥ˮ˰˲˪ ˸ˣ˰˴ˬ˞˟ ˥˸˲ˬ ˰ˣˡ˧ 

˰˟˦ˣˬˢ ˨ˣ˸˟ ˢˮ˩ˣ˸ˢ Φ˭˞˩ ˭˸˧ˮ ˞ˣ˴ˬ˪ ˢˬˠˣˡ ˪˦˪˲ ˥ˮ˰ˣ˲ˬˢ π ˢ˞˶ˮ ˞ˣˢ˷ ˪˧˩ˬ ˸ˣˬ˧˸˥ ˧ˣˢ˧ˤ˪ ˫˧˦˧˴Φ 

ˢˡ˧ˬ˟ ˣˮ˥˪˷ˣ ˢ˷˵˟ ˞˪ ˢˮ˧˵˸ x˞ ˶˸ˣ˧ ˧ˡˬ ˸ˣ˷˵˟ π ˪˟˵ˮ ˢ˟ˣ˷˸ ʕ˩˸˞Υ 

{"success": false, "error": "Access Denied until 05.01.2026 01:08"} 

https://www.digitalwhisper.co.il/files/Zines/0x19/DW25-4-MathBaseRSA.pdf
https://he.wikipedia.org/wiki/HTTP_POST
https://gist.githubusercontent.com/Dor00tkit/3ec520a08d7a74f4243fe678b1e3cd31/raw/e5cbe8aace340545ca0672598190005c04aed7f1/decrypt_base.py
https://gist.githubusercontent.com/Dor00tkit/3ec520a08d7a74f4243fe678b1e3cd31/raw/e5cbe8aace340545ca0672598190005c04aed7f1/decrypt_base.py
https://gist.githubusercontent.com/Dor00tkit/3ec520a08d7a74f4243fe678b1e3cd31/raw/ac87e3d1fa0a14bde13d14a121582192f9df73b0/base.out
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ˢˮ˩ˣ˸ˢˣ ˠ˧˴˸ ˸˞ ˢˤ ˫ˠ ˷ˬ˸˷ˬ˪Υ 
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˱ˣ˯˧˞ ˰ˡ˧ˬ ˪˰ ˵˥˷ˬˢ 

˵˥˷ˬˢ ˨˧˪ˢ˸ ˸˞˧˴ˬ 

ˢˡ˧ˬ˟ ˫˧˴˶ˣ ˪˰ˬ Wine Σ˷ˣ˲˧˥ˢ ˪˷ ˨˧˪ˢ˸ ˵˥˷ˬˢ ˰˴˟˸˧ ˸ˣ˰˴ˬ˞˟ hotSnapsонlpCreateToolhe Σ

stFirонessProc ΣxtNeонProcess Φˢˡ˧ˬ˟ ˞˪ˣ ˫˧˴˶ ˪˰ˬ Wine Σˤ˞ ˷ˣ˲˧˥ˢ ˢ˷˰ˮ ˸ˣ˰˴ˬ˞˟ ˢ˧˴˵ˮˣ˲ˢ 

NtQuerySystemInformation ˰Ϧ˧ ˷ˣˬ˧˷ ˟πSystemExtendedProcessInformation π ˞˪ ˶˩ˣˤ ˧˸˪˵˸ˮ˷ 

ˢˤ˟ ˶˟˰˟ Σ˸˞ˤ ˢˮ˧˞ ˢ˦˧˷ ˢ˴ˣ˲ˮΦ ˢˮ˩ˣ˸ˢ ˷˲˥˸ ˧˶˥˞ ˫˧˩˧˪ˢ˸ˢ ˫˧˞˟ˢΥ 

hl.exe 
cstrike.exe 
czero.exe 
cs.exe 
cs_new.exe 
cstrike_new.exe 
xash.exe 
game_start.exe 
css.exe 
rustclient.exe 
cs2.exe 
hl2.exe 
csgo.exe 
left4dead2.exe 

 
 

ˢˡ˧ˬ˟ ˫˧˞˴ˬˮˣ ˢˬ˩ ˫˧˩˧˪ˢ˸ ˢˬ˧˷˶ˢˬ ˫˧˥ˣ˸˲ ˰˵˶˟ Σˢˮ˩ˣ˸ˢ ˠ˧˴˸ ˸˞ ˢ˶ˢˤ˞ˢ ˢ˞˟ˢΥ 

 

https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-createtoolhelp32snapshot
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32firstw
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32firstw
https://learn.microsoft.com/en-us/windows/win32/api/tlhelp32/nf-tlhelp32-process32nextw
https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntquerysysteminformation
https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntquerysysteminformation
https://ntdoc.m417z.com/system_extended_process_information
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ˢˡ˧ˬ˟ ˞˴ˬˮˣ ˨˧˪ˢ˸ˢ ˪˷ ˵˥˷ˬˢ ύˢ˶˵ˬ˟ ˣˮ˪˷ π hl.exe Σό˶˥˞˪ ˭˩ˬ ˰˴˟˸ˬ ˷ˣ˲˧˥ ˫˞ˢ ˡ˥˞ ˢˬπDLLs 

˫˧˞˟ˢ ˫˧ˮˣ˰˦ ˣ˸ˣ˞˟ ˨˧˪ˢ˸ ˪˷ ˵˥˷ˬˢΥ 

hw.dll 
v8.dll 
sw.dll 

˱ˣ˯˟˪ˣ ˷ˣ˲˧˥ ˸˧˧˵˧˸ valve ˸˥˸ ˢ˧˧˵˧˸ˢ ˸˧˷˞˶ˢ ˢˮˬˬ˷ ˳˶ ˨˧˪ˢ˸ˢ ˪˷ ˵˥˷ˬˢΦ 

 

˭˵˥˷ˢ ˫˷ 

˸˞˧˴ˬ ˫˷ ˭˵˥˷ˢ ˸˰˴˟˸ˬ ˸ˣ˰˴ˬ˞˟ о ˫˧˩˶ˡ ˸ˣˮˣ˷Υ 

¶ ˢ˲˧˪˷ ˟˧˸ˮˢˬ ˞˟ˢ ˧˶˦˯ˠ˶˟Υ 

HKCU\Software\Valve\Steam\LastGameNameUsed 

 

 

 

¶ ˢ˲˧˪˷ ˨ˣ˸ˬ ˳˟ˣ˵ˢ config.cfgΦ 

¶ ˢ˲˧˪˷ ˭ˣ˶˩˧ˤˢˬ ˪˷ ˵˥˷ˬˢ ˰Ϧ˧ ˷ˣˬ˧˷ ˫˧˦˯˲ˣ˞˟ ˫˧˰ˣˡ˧ Φ˷˧ ˞˪ ˦˰ˬ ˰ˡ˧ˬ ˪˰ ˢˤ ˟˸˷˶Φ 

 

 ˭˵˥˷ˢ ˢˢˤˬύsteamidό 

˱˪˷ˮ ˸ˣ˰˴ˬ˞˟ ˰ˡ˧ˬˢ ˞˴ˬˮ˷ ˧˶˦˯ˠ˶˟ ˥˸˲ˬ˟ ˞˟ˢΥ 

HKCU\Software\Valve\Steam\ActiveProcess\ActiveUser 

https://www.unknowncheats.me/forum/counterstrike-1-5-1-6-and-mods/605132-help-names-players.html#post3880123
https://github.com/Patoke/patoke-sdk-cs16
https://steamid.io/
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˸˷˶ ˧˶ˣ˟˧˥ 

ˢˮ˩ˣ˸ˢ ˸˷ˬ˸˷ˬ ˟πн ˸ˣ˧˴˵ˮˣ˲ ˧˧ˡ ˸ˣˬˣˡ ˪˰ ˸ˮˬ ˱ˣ˯˞˪ ˸˞ ˧˶ˣ˟˧˥ˢ ˸˷˶ ˨˧˪ˢ˸ˢˬ ˪˷ ˵˥˷ˬˢΦ 

ˢ˧˴˵ˮˣ˲ˢ ˢˮˣ˷˞˶ˢ enumerate_tcp_connections_for_pid ˸˞˴ˬˮ ˟π0x2D2A50 ύ˧˲˪ RVAΦό 

ˢ˧˴˵ˮˣ˲ˢ ˢ˧˧ˮ˷ˢ enumerate_udp_connections_for_pid ˸˞˴ˬˮ ˟π0x2D2EB0 ύ˧˲˪ RVAΦό 

˸ˣ˧˴˵ˮˣ˲ˢ GetExtendedTcpTable ΣGetExtendedUdpTable ˸ˣ˶˷˲˞ˬ ˞ˣ˶˵˪ ˸˞ ˸˪˟˦ ˧˶ˣ˟˧˥ sπ

TCP\UDP ˫˧˪˧˰˲ˢ Σ˪˪ˣ˩ ˨ˣ˧˷ ˪πPID ˪˷ ˨˧˪ˢ˸ ˫˧ˣ˯ˬΦ ˶˦ˬ˶˲ˢ ˭˧˧ˮ˰ˬˢ ˞ˣˢ TableClass Σ˸ˣ˧˴˵ˮˣ˲ˢ 

˸˶˧˟˰ˬ ˸˞ ˨˶˰ˢ TCP_TABLE_OWNER_PID_CONNECTIONS πUDP_TABLE_OWNER_PID ˢˬ˞˸ˢ˟Υ 

 

 

˫˧˩˧˪ˢ˸ˢ ˪˰ ˰ˡ˧ˬ ˱ˣ˯˧˞ 

ˢˮ˩ˣ˸ˢ ˸˲˯ˣ˞ ˰ˡ˧ˬ ˪˰ ˪˩ ˫˧˩˧˪ˢ˸ˢ ˸˩˶˰ˬ˟ ˢ˸ˣ˞˟ ˨˶ˡ ˢ˟˷ ˞˧ˢ ˢ˸˯˧ˮ ˞ˣ˴ˬ˪ ˸˞ ˨˧˪ˢ˸ˢ ˪˷ 

˵˥˷ˬˢΦ ˧˲˩ ˢ˞˶ˮ˷ ˨˷ˬˢ˟ ˵˪˥˟ ˪˷ ˣˡˢϦ˥ ˞˪ˬˢ Σˢˤ ˰ˡ˧ˬˢ ˱˯˞ˮ˷ ˶ˣ˟˰ ˨˧˪ˢ˸Υ 

¶ ˪ˡˣˠˢ ˪˷ ˳˟ˣ˵ˢ ˪˰ ˵˯˧ˡˢΦ 

¶ ˟˧˸ˮˢ ˞˪ˬˢ ˣ˪˷Φ 

¶ ˢˬ˩ ˫˧˰˲ˣˬ ˷˧ ˣ˸ˣ˞˪ ˨˧˪ˢ˸ ύ˧˦ˮˣˣ˪˶ ˧˩˧˪ˢ˸˪ svchost.exe ˫˧ˠ˴˧˧ˬˢ Services ˸˩˶˰ˬ˟Φό 

 

ˢˮ˩ˣ˸ˢ ˸˷ˬ˸˷ˬ ˧˸˷˟ ˸ˣ˦˧˷ ˸˲˧˪˷˪ ˟˧˸ˮˢ ˞˪ˬˢ ˪˷ ˪˩ ˨˧˪ˢ˸ ˸˩˶˰ˬ˟Φ  

¶ ˢˮˣ˷˞˶ˢ ˸˯˯ˣ˟ˬ ˪˰ GetModuleFileNameEx Σ˸˪˟˵ˬ˷HANDLE  ˪˷ ˨˧˪ˢ˸ Σ˫ˠˣHMODULE  ˪˷ 

˪ˣˡˣˬ ˫˧ˣ˯ˬ Σˢ˶˵ˬ˟ ˢˤˢ ˢˮ˩ˣ˸ˢ ˢ˶˧˟˰ˬ NULLΣ ˧ˡ˩ ˳˪˥˪ ˸˞ ˟˧˸ˮˢ ˪˷ ˨˧˪ˢ˸ˢ ˣˬ˴˰ Φ˧˶ˣ˥˞ˬ 

˫˧˰˪˵ˢ ˢ˧˴˵ˮˣ˲ˢGetModuleFileNameEx  ˸˷ˬ˸˷ˬ ˢ˧˴˵ˮˣ˲˟ NtQueryInformationProcess ˫˰ 

˶˦ˬ˶˲ˢProcessImageFileNameWin32  ˧ˡ˩ ˱ˣ˪˷˪ ˸˞ ˟˧˸ˮˢ ˪˷ ˨˧˪ˢ˸ˢ. 

https://learn.microsoft.com/en-us/windows/win32/api/iphlpapi/nf-iphlpapi-getextendedtcptable
https://learn.microsoft.com/en-us/windows/win32/api/iphlpapi/nf-iphlpapi-getextendedudptable
https://learn.microsoft.com/en-us/windows/win32/api/iprtrmib/ne-iprtrmib-tcp_table_class
https://learn.microsoft.com/en-us/windows/win32/api/iprtrmib/ne-iprtrmib-udp_table_class
https://learn.microsoft.com/en-us/windows/win32/api/psapi/nf-psapi-getmodulefilenameexw
https://learn.microsoft.com/en-us/windows/win32/api/winternl/nf-winternl-ntqueryinformationprocess
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¶ ˢ˦˧˷ˢ ˢ˧˧ˮ˷ˢ ˸˯˯ˣ˟ˬ ˪˰ ˢ˧˴˵ˮˣ˲ˢ GetProcessImageFileName Σ˫ˠ˷ ˸˷ˬ˸˷ˬ ˢ˧˴˵ˮˣ˲˟ 

NtQueryInformationProcess ˨˞ ˞˧ˢ ˢ˶˧˟˰ˬ ˢ˪ ˸˞ ˶˦ˬ˶˲ˢ ProcessImageFileNameΦ 

 

˸˴˵ internals ˧ˬ˪ ˭˧˧ˮˣ˰ˬ˷Υ ˢ˞˧˶˵˟ ˫˰ ˶˦ˬ˶˲ˢ ProcessImageFileName ˟˧˸ˮˢ ˞˪ˬˢ ˱˪˷ˮ ˨ˣ˸ˬ 

ˢˡ˷ˢ ImageFileName.oSeAuditProcessCreationInf ˞˴ˬˮˢ ˢˮ˟ˬ˟ EPROCESSΦ ˟˧˸ˮˢ ˞˪ˬˢ ˶ˤˣ˥ 

˦ˬ˶ˣ˲˟ Path NT ΣˢˬˠˣˡΥ 

\Device\HarddiskVolume4\Windows\System32\smss.exe 

ˢ˞˧˶˵˟ ˢ˧˴˵ˮˣ˲˪ ˫˰ ˶˦ˬ˶˲ˢ ProcessImageFileNameWinон Σ˟˧˸ˮˢ ˞˪ˬˢ ˱˪˷ˮ ˨˶ˡ ˢˡ˷ˢ 

ImageFilePointer ˢˮ˟ˬ˟ EPROCESS Φˢˡ˷ˢ ImageFilePointer ˞ˣˢ ˢ˷˰ˬ˪ ˰˧˟˴ˬ ˢˮ˟ˬ˪ ˫˧ˮˣ˸ˮ 

FILE_OBJECT ˪˷ ˨˧˪ˢ˸ˢ ˞ˣˢˣ ˠ˴˧˧ˬ ˸˞ ˳˟ˣ˵ˢ Σˣ˸˧˞ ˭˸˧ˮ ˱ˣ˪˷˪ ˸˞ ˟˧˸ˮˢ ˞˪ˬˢ ˸ˣ˰˴ˬ˞˟ ˢ˧˴˵ˮˣ˲ˢ 

IoQueryFileDosDeviceNameΦ ˟˧˸ˮˢ ˞˪ˬˢ ˶ˤˣ˥ ˦ˬ˶ˣ˲˟ thPa Win32 ΣˢˬˠˣˡΥ 

C:\Windows\System32\smss.exe 

˪ˡ˟ˢˢ ˧ˤ˩˶ˬˢ ˭˧˟ ˫˧˧ˮ˷ˢ ˞ˣˢ ˶ˣ˵ˬ˷ ˰ˡ˧ˬˢ ˢˮˣ˷Φ 

˶˥˞˪ ˸˲˧˪˷ ˫˧˟˧˸ˮˢ ˫˧˞˪ˬˢ ˧˸˷˟ ˸ˣ˦˧˷ˢ Σˢˮ˩ˣ˸ˢ ˸˰˴˟ˬ ˢ˵˧ˡ˟ ˪˷ ˸ˣˬ˷ ˫˧˴˟˵ˢ ˡ˟˪˟ Σ˧ˡ˩ 

˸ˣˢˤ˪ ˧˞ ˢˬ˞˸ˢ ˸ˣ˧ˣ˷˰˷ ˡ˧˰ˢ˪ ˪˰ ˢ˧˴˪ˣ˲˧ˮˬ ˢ˸˷˰ˮ˷ ˰Ϧ˧ ˨˧˪ˢ˸ ˫˧ˣ˯ˬ Σˢ˞˶ˮ˩ Σ˪˰ ˸ˮˬ ˸ˣˬ˶˪ ˪˰ˣ 

˨˶ˡˢ ˶˧˸˯ˢ˪ ˸ˣ˟˵˰Φ ˢˡ˧ˬ˟ ˢ˸ˢˣˤˣ ˧˞ ˢˬ˞˸ˢ Σ˰ˡ˧ˬˢ ˢˤˢ ˶ˬ˷˧˧ ˭˩ ˫ˠ ˣˡ˟Ϧ˥ ˞˪ˬˢ Σ˫˷˶˧˧ ˸˥˸ 

˸˧˧˶ˣˠ˦˵ Ϧinjectors ΣϦˢˬˠˣˡΥ 

"injectors": { 
    "1": { 
        "path": "C:\ \Windows\\System32\\calc.exe", 
        "old_path": "c:\ \windows\\system32\ \smss.exe" 
    } 
} 

ˢˡ˷ˢ Ϧpath Ϧ˪˧˩ˬ ˸˞ ˟˧˸ˮˢ ˢ˧˴˵ˮˣ˲ˢ˷ GetModuleFileNameEx ˢ˶˧ˤ˥ˢΦ ˢˡ˷ˢˣ Ϧold_path Ϧ˪˧˩ˬ 

˸˞ ˟˧˸ˮˢ ύ˧˶˥˞ ˶˟˰˷ ˢ˶ˬˢ ˪πPath 32Win ˰Ϧ˧ ˷ˣˬ˧˷ ˢ˧˴˵ˮˣ˲˟ QueryDosDevice όˢ˧˴˵ˮˣ˲ˢ˷ 

GetProcessImageFileName ˢ˶˧ˤ˥ˢΦ 

 

  

https://learn.microsoft.com/en-us/windows/win32/api/psapi/nf-psapi-getprocessimagefilenamew
https://whitehatlab.eu/en/blog/windows/kernel-process/
https://whitehatlab.eu/en/blog/windows/kernel-process/
https://www.vergiliusproject.com/kernels/x64/windows-11/25h2/_SE_AUDIT_PROCESS_CREATION_INFO
https://www.vergiliusproject.com/kernels/x64/windows-11/25h2/_EPROCESS
https://projectzero.google/2016/02/the-definitive-guide-on-win32-to-nt.html
https://www.vergiliusproject.com/kernels/x64/windows-11/25h2/_FILE_OBJECT
https://www.vergiliusproject.com/kernels/x64/windows-11/25h2/_FILE_OBJECT
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ioqueryfiledosdevicename
https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/ntifs/nf-ntifs-ioqueryfiledosdevicename
https://chrisdenton.github.io/omnipath/NT.html
https://learn.microsoft.com/en-us/windows/win32/api/fileapi/nf-fileapi-querydosdevicew









































