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Three research approaches
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Find relevant code Find related flaws Compare identity and access
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Variant Hunting
ooe ( :;; Incomplete fix? \

'x\;‘/ Same flaw, missed path
(% Related variant?

‘\\’/’ Similar flaw elsewhere _j
Study the patch Validate the candidate
What rule changed? Does the evidence hold?
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ADMIN_ONLY_ CORE_OPTIONS - {
("general", "storage folder"),
("log", "syslog host"), ("log", "syslog port"),
("proxy", "password"), ("proxy", "username"),
("reconnect", "script"),
("webui", "host"),
("webui", "ssl certfile"), ("webui", "ssl keyfile"),
("webui", "use_ssl"),

(category, option) ADMIN ONLY_CORE_OPTIONS is_admin:
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NP'T12 .AN7'KYUN N7 DN DNYIIYNY 0D 2V MXY7wd [an X7 NITnY Ny 750nv |i7'n
NX77 NIVIYD NITNNND DN7'RY7 MWW DR D10 DWW 11'7"a executeQuery n'¥j71190
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Two accounts, one access policy

Object A Object B
) — | Inspect
Account A J ¢ = | returned data
Baseline Check policy
2 J -—) Compare
Sesnne Check.policy Baseline ( state changes

HTTP status alone is not enough

[(The Two-Account Matrix) NIAWN W NIYXNXA NIXYIN NIRPTA N¥N0N (3 0'wAN]

Revive Adserver-2 NI'NJIO |'2 NIXYIN WD (NI AN

Bug Bounty-n N3N 7T ,NIMD TI7a NINION® 7101 Nd1yn) Revive Adserver 7y 1pznn 17nna

“Yal72 NINYINN N7 TA (12200 DX NN Agent-n |, (HackerOne-2 nYw

www/admin/website-index.php

NIdIo 70N 75 UKD ,(Multi-Agency Tenants) 7'2n2a NIY1d1I0 190N DY NTIAY7 N2 NdWNAN

VIOIN 'WRIN AYORIIEN Yalra L7 NIdIoN YW D1'ongnl DNNRN DX 1 X NIKAY M
N2 YoN

www/admin/config.php
phpAds_registerGlobalUnslashed('agencyid');

N1 0" 1'% 1NN WK P YA 7Thnn N2 Y
(lisset($agencyid)) {

N71 DN'WT 2 AWNNUN Nownn L17wn agencyid 10UNNS NWpPIA 79'0 WANWNA DX NIVNWNN
N?'TAN ,0NNND NN'WN NIXK A'¥AY 9T "W NN KD DYRY NDIoN 7w ID-n Dy ININ NONT
P ANXRM

www/admin/website-index.php
[1I2WNN 210 NP'TA- NWA7 17 INIA NI2JI0 ITR? Np'Ta DIY K72

OA_Permission::enforceAccount (OA_ACCOUNT_MANAGER);
$allebsitesZones = $dalAffiliates->getWebsitesAndZonesByAgencyId($agencyid,

NID WNNWNN DXN) [IAWNA AI0 DX 7Y NpTa enforceAccount N'Y19N :7wdn QW' P |XD

.NYPA] N7Y XINY '9'¥90N agencyid-7 NRYIN 17 W' DXN N7Ta X7 72K ,(17'7D 9182 NIdIo 7nn
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IN agency-edit.php 12 D'TINYA :N>IWNA DINK O'OT 7N ARIYA AN'DY NVWAN DK PT'NY NN
D'OTN |2 NTN W9 .VPMAINY NYIION NXYIN NP'TA 19'0IN X?IIT D'NIdDNNN ,agency-access.php

W7 T yop

TNN YNNYNY 'MNA'NRIELNIDI0 70 7w 091 NNRIAWN Y Dy nmipn Docker Nn2ta0 'mnan

TN' NITA DX "MYAN 0090 'Y T2V 0IWD MW NIDIoN 7 DINKRD Nn'wl DX Nnrh 21

902 71man N7V PIN X7 IR ,NRAN NONA MIZIN NYWRINN L7200 NIFTA L|I7'D Nyxn DY

NI 19% NIR'NI |12'0
:Skills-a1 07532 NTIAYN 170N X M, NIRY 7V DN DR 0027 ' D

i Semgrep NIPN0 ,GitHub-n yTmn ,grep.app-2 TI7 WIO'N 17WNY 'MNN'OY 7D :Grepnir
7' 21N TYN21 ,0MIN'N NP0 Y700 SARIF NINIT DA VIE? VTI' XIN .Agents NNTY2 D'TAVIN

9011 N7 TA NIWAIT 17'K1 17091 NIXXIN
.2 NPM01 YT NNIEn ™0 :CVE-Hunt

.'910N NITN NI0Y7 TVI "1D0UN NIN'RAN "A7WUN - NITRZINN NPT ™70 :CVE-Toolkit

From candidate to report

01 Q Discovery Where should we look?
\
02 @ Static analysis What looks relevant?
)
03 </> Initial review  Does the context fit?
\:
04 @ Reachability  Can the real input reach it?
\:
05 A Validation What actually happens? €—
\L Recheck when needed
06 I:;E,) Critical review Does the evidence hold?
\:
07 @:— Disclosure Report the supported finding

Stop or revise when evidence fails
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https://shmulc.substack.com/p/how-i-found-my-first-two-ssrf-cves
https://shmulc.substack.com/p/how-i-found-my-first-two-ssrf-cves
https://shmulc.substack.com/p/every-cve-unlocks-another-one
https://shmulc.substack.com/p/every-cve-unlocks-another-one
https://shmulc.substack.com/p/secure-by-design-broken-by-a-filename
https://shmulc.substack.com/p/secure-by-design-broken-by-a-filename
https://github.com/parse-community/parse-server/security/advisories/GHSA-38m6-82c8-4xfm
https://github.com/parse-community/parse-server/security/advisories/GHSA-38m6-82c8-4xfm
https://github.com/pyload/pyload/security/advisories/GHSA-pg67-9wjv-mr85
https://github.com/pyload/pyload/security/advisories/GHSA-pg67-9wjv-mr85
https://github.com/pyload/pyload/security/advisories/GHSA-pg67-9wjv-mr85
https://github.com/pyload/pyload/security/advisories/GHSA-pg67-9wjv-mr85
https://github.com/pyload/pyload/security/advisories/GHSA-pg67-9wjv-mr85
https://github.com/pyload/pyload/security/advisories/GHSA-pg67-9wjv-mr85
https://github.com/pyload/pyload/security/advisories/GHSA-pg67-9wjv-mr85
https://github.com/pyload/pyload/security/advisories/GHSA-pg67-9wjv-mr85
https://github.com/pyload/pyload/security/advisories/GHSA-pg67-9wjv-mr85
https://github.com/pyload/pyload/security/advisories/GHSA-pg67-9wjv-mr85
https://github.com/pyload/pyload/security/advisories/GHSA-pg67-9wjv-mr85
https://github.com/pyload/pyload/security/advisories/GHSA-ccxc-x975-4hh9
https://github.com/pyload/pyload/security/advisories/GHSA-ccxc-x975-4hh9
https://github.com/pyload/pyload/security/advisories/GHSA-ccxc-x975-4hh9
https://github.com/pyload/pyload/security/advisories/GHSA-ccxc-x975-4hh9
https://github.com/pyload/pyload/security/advisories/GHSA-ccxc-x975-4hh9
https://github.com/pyload/pyload/security/advisories/GHSA-ccxc-x975-4hh9
https://github.com/pyload/pyload/security/advisories/GHSA-ccxc-x975-4hh9
https://github.com/pyload/pyload/security/advisories/GHSA-ccxc-x975-4hh9
https://github.com/pyload/pyload/security/advisories/GHSA-ccxc-x975-4hh9
https://github.com/pyload/pyload/security/advisories/GHSA-ccxc-x975-4hh9
https://github.com/pyload/pyload/security/advisories/GHSA-ccxc-x975-4hh9
https://github.com/n8n-io/n8n/security/advisories/GHSA-hwmj-qg4v-cvg9
https://github.com/n8n-io/n8n/security/advisories/GHSA-hwmj-qg4v-cvg9
https://help.openai.com/en/articles/20001258-openai-daybreak-trusted-access-for-cyber-overview
https://help.openai.com/en/articles/20001258-openai-daybreak-trusted-access-for-cyber-overview
https://help.openai.com/en/articles/20001258-openai-daybreak-trusted-access-for-cyber-overview
https://portal.anthropic.com/programs/cvp

